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About this publication

This guide provides instructions for installing Lenovo Configuration Pack for
Microsoft System Center Configuration Manager and using it to author and
manage Lenovo configuration data in your environment.

Conventions and terminology
Notices used in this guide

The following notices are designed to highlight key information:
Note: These notices provide important tips, guidance, or advice.

Important:
These notices provide information or advice that might help you avoid
inconvenient or difficult situations.

Attention:
These notices indicate possible damage to programs, devices, or data. An
attention notice appears before the instruction or situation in which
damage can occur.

Terminology used in this guide

The following list describes some of the terms, acronyms, and/or abbreviations
used in this document.

ASU  Lenovo Advanced Settings Utility

Configuration Item
A grouping of Setting Collections defined and managed by the Lenovo
Configuration Pack.

DCM Desired Configuration Management

DCM Configuration Baseline
A Configuration Baseline composed of other configuration items. The
baseline can be assigned to the SCCM client collection. You can evaluate
these baselines on the endpoint.

DCM configuration item
Refers to the fundamental structural unit of a Desired Configuration
Management system.

DCM configuration setting
A configuration setting that is composed of other configuration settings.
You can define the evaluation condition and severity in each configuration
setting.

Digest Schema
In Desired Configuration Management (DCM), the digest definition XML
Schema Definition (XSD) defines the DCM documents (configuration
items). This includes the constraints on the elements, attributes that can
appear and their relationship to each other, and what types of data can be
in them. The Lenovo Configuration Pack XML file must align with the
digest schema standard that can be imported into the DCM server.

© Lenovo 2014, 2015. Portions © IBM Corp. 2014. ix



Lenovo Configuration Capture
A tool that captures IMM/uEFI/uEFI (Romley Platform) settings from an
Lenovo server, and exports the captured settings to an Lenovo System
Configuration Description.

Lenovo configuration data
Lenovo System Configuration Itemconfiguration items, Lenovo System
Setting Collections and Lenovo System Settings are collectively called
Lenovo configuration data.

Lenovo Configuration Pack
The Lenovo Configuration Pack is a .cab file that contains configuration
items and baselines. You can import configuration items and baselines by
importing the Lenovo Configuration Pack into the DCM server.

Lenovo Configuration Pack Editor
An editor that can create and edit Lenovo configuration items and Setting
Collections, and export Lenovo configuration data to an Lenovo
Configuration Description.

Lenovo System Configuration Description
An XML file that contains Lenovo configuration items and Setting
Collections.

Lenovo System Configuration Item
A configuration item that is composed of other Lenovo Setting Collections.

Lenovo System Configuration Setting
One Lenovo configuration setting defines one property of IMM /uEFI and
its expected value, and returns an error when the property is not compliant
with the expected value.

Lenovo System Configuration Setting Collection
A setting collection that contains one or more Lenovo System
Configuration Settings. In this release, a collection has a firmware type of
IMM or uEFL

SCCM
Microsoft System Center Configuration Manager

X  Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



Information resources

You can find additional information about Lenovo Configuration Pack for
Microsoft System Center Configuration Manager on the World Wide Web.

PDF files

You can view or print documentation that is available in Portable Document
Format (PDF).

Downloading Adobe Acrobat Reader

You need Adobe Acrobat Reader to view or print these PDF files. You can
download a copy from the [Adobe Reader website]

Viewing and printing PDF files

You can view or print any of the respective PDF files located on the |Lenovo|
System x Integration Offerings for Microsoft Systems Management Solutions portall
website. Please click the link provided to locate the individual product pages for
each publication.

Saving PDF files

To save a PDF file, complete the following steps:
1. Right-click the link to the PDF in your browser.
2. Perform one of the following tasks.

Web browser Command
For Internet Explorer Click Save Target As.
For Netscape Navigator or Mozilla Click Save Link As.

3. Navigate to the directory in which you want to save the PDF file.
4. Click Save.

World Wide Web resources

The following web pages provide resources for understanding, using, and
troubleshooting IBM® System x, Lenovo BladeCenter® blade servers, and
systems-management tools.

[System Management with Lenovo XClarity Solution|
This website provides an overview of Lenovo XClarity solution which
integrates into System x M5 and M6, as well as Flex System to provide
system management capability.

[Lenovo XClarity Integrator for Microsoft System Center]

Here you can locate the latest downloads for Lenovo Configuration Pack
for Microsoft System Center Configuration Manager.

[BM Support Portall

Locate support for Lenovo hardware and systems-management software.
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http://www.adobe.com/products/acrobat/readstep.html
https://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=LNVO-MANAGE
https://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=LNVO-MANAGE
http://shop.lenovo.com/us/en/servers/thinkserver/system-management/xclarity/
http://www.ibm.com/support/entry/portal/docdisplay?lndocid=LNVO-MANAGE
http://www.ibm.com/support/entry/portal/Overview

IBM ServerProven® pages

[BM ServerProven: Compatability for System x hardware, applications, and|
middleware| pages

[Lenovo ServerProven: Compatibility for BladeCenter products|pages

Obtain information about hardware compatibility with IBM System x,
Lenovo BladeCenter, and IBM IntelliStation®hardware.

[TechNet Library: Configuration Manager 2007 page
Locate support for the System Center Configuration Manager.
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Chapter 1. Introduction to Lenovo Configuration Pack for
Microsoft System Center Configuration Manager

The topics in this section provide an overview of Lenovo Configuration Pack v6.0.

Overview

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
provides the following support:

Trial license support
Trial license support is automatically activated if no product license is
activated when this product is installed. To be sure that you receive the full
length of the trial license support, ensure that your system time is correct.
After the trial license expires, you must activate the product license or the
premium features that are disabled. To obtain the product license, contact
your local Lenovo Sales representative or Business Partner.

Free features
This release includes the following features:

Capture IMM/uEFI/uEFI (Romley Platform) settings
Lenovo Configuration Capture can capture IMM/uEFI/uEFI
(Romley Platform) settings from an Lenovo server, and export the
captured settings to an Lenovo system configuration description
file. The exported configuration description file can then be
imported into any Lenovo Configuration Pack Editor.

Premium features
The following features are fee-based functions that are enabled with a valid
product license of v4.0 or later:

Export an Lenovo system configuration item to an SCCM Console:
This feature provides the ability to import configuration items to
an SCCM Console and assign them to SCCM client collections.

The following features are fee-based functions that are enabled with a valid
product license of v3.0 or later:

Author Lenovo system configuration data:
Lenovo system configuration data is composed of Lenovo
configuration items, Lenovo configuration Setting Collections, and
Lenovo configuration settings. In this release, the Lenovo system
configuration data scope is IMM/uEFI settings.

Support IMM/uEFI common settings:
Lenovo Configuration Pack Editor supports some common settings
of IMM/uEFI that can help you author Lenovo system
configuration setting.

Export Lenovo system configuration data to an Lenovo Configuration

Pack: Lenovo Configuration Pack contains configuration items and
Setting Collections in a .cab file that are determined by DCM
standards. Lenovo Configuration Pack can be imported into a
DCM server.

© Lenovo 2014, 2015. Portions © IBM Corp. 2014. 1



Export Lenovo system configuration data to a configuration description:
This feature provides the ability to share and edit configuration
data exported to a configuration description XML file. The
configuration description file can contain one or more Lenovo
configuration items and Setting Collections.

Import Lenovo system configuration description:
The configuration description XML file can be imported into
Lenovo Configuration Pack Editor.

How Lenovo Configuration Pack for Microsoft System Center
Configuration Manager supports Lenovo systems

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
provides you with the ability to check for IMM/uEFI settings on an Lenovo
system. You can use the Lenovo Configuration Pack Editor to create settings for
validation on an endpoint.

Lenovo configuration data is exported by Lenovo Configuration Pack Editor to a
Configuration Pack (.cab) file. The .cab file is then imported to System Center
Configuration Manager (SCCM), where it can be utilized by the Desired
Configuration Management feature.

Administrators can assign configuration data to specific collections in SCCM.
Configuration data includes Visual Basic Script, which invokes the ASU.exe tool to
validate an endpoint's compliance.

Advanced Settings Utility (ASU)

You can use the Lenovo Advanced Settings Utility (ASU) to modify firmware
settings from a command line on various operating-system platforms, such as Red
Hat Enterprise Linux, Solaris Unix, Microsoft Windows, and WinPE.

ASU supports BIOS code, Remote Supervisor Adapter and Remote Supervisor
Adapter II firmware, Baseboard Management Controller firmware, Integrated
Management Module and more.

Configuration Pack configuration data does not include ASU.exe. To use Lenovo
Configuration Pack for Microsoft System Center Configuration Manager with ASU
(v3.60 or a later version) on an Lenovo system endpoint, complete these steps:

1. Copy the ASU.exe file (for 32-bit OS) or ASU64.exe file (for 64-bit OS) located
in the Lenovo_Support\ASU\ system directory folder. For example,
C:\Lenovo_Support\ASU\asu.exe and C:\Lenovo_Support\ASU\asub64.exe.

2. Manually record the location of ASU.exe in the registry by updating the
Location string key to: HKEY_LOCAL_MACHINE\SOFTWARE\ (Wow6432Node) \Lenovo\
ASU\.

For more information about ASU, see{Advanced Settings Utility (ASU) for Lenovd
|><86 servers support portall
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Chapter 2. Installing the Lenovo Configuration Pack v6.0

The following procedure describes how to install the Configuration Pack.

Procedure

1. Double click the Lenovo Configuration Pack v6.0 installer (.exe file). The
welcome page for Lenovo Configuration Pack opens.

Lenovo Configuration Pack for Microsoft System Center Configuration Ma...

Preparing to Install...

Lenova Configuration Pack for Microsoft System Center
Configuration Manager, v&.0 Setup is preparing the
Installshield Wizard, which will guide you through the program
setup process, Please wait,

Extracting: Lenovo Configuration Pack for Micrasoft System
Center Configuration Manaaer, v&.0.msi

. |

Figure 1. InstallShield Wizard welcome page

2. Click Next to proceed to the License Agreement page.

© Lenovo 2014, 2015. Portions © IBM Corp. 2014.



15! Lenovo Configuration Pack for Microsoft System Center... I;li-

Saoftware License Adgreement

Please read the Following license agreement carefully,

If Licensee is obtaining the Program for purposes of productive use (other than
evaluation, testing, trial "try or buy," aor demonstration): By clicking on the
"Accept” button below, Licensee accepts the IBM International Program
License Agreement, without modification.

If Licensee is abtaining the Program for the purpose of evaluation, testing, trial
“try or buy " or demanstration (collectively, an "Evaluation™): By clicking an the

"Accept” button below, Licensee accepts both (i) the IBM International License
Anraarmant for Fvalnatinn nf Pranrame fthe "Fealuation icensa™ withnnt

Read Mon-Lenova Terms

(® I accept both the Lenovo and the non-Lenovo terms,

() I do not accept the terms in the license agreement,
InstallShield

Print | | < Back || Mexk = | | Zancel

Figure 2. Software License Agreement

3. Click I accept both the Lenovo and non- Lenovo terms to accept the license
agreement.

4. Click Next. If no product license is being activated, the Trial Version page
opens; otherwise, the Destination Folder page opens.

5. On the Trial Version page, you can click Contact Lenovo to obtain a valid
product license or click Next to proceed to the Destination Folder page.

4 Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



Trial Yersion

License not detected

License is not Found on this server, The trial period of this product lasts For
a0 davys,

Conkack Lenovo

Installshield

Figure 3. Trial Version page

6. On the Destination Folder page, to change the Lenovo Configuration Pack
installation directory, click Change.

Chapter 2. Installing the Lenovo Configuration Pack v6.0 5



Click Mext to install to this folder, or didk Change to install to a different folder,

Manager, v5.0 to:
C:\Program Files (x36)\Lenova'Lenoveo Configuration Padk)

u Install Lenovo Configuration Pack for Microsoft System Center Configuration

Installshield

Figure 4. Destination Folder page

7. Click Next to proceed to the Ready To Install the Program page.

Ready to Install the Program

The wizard is ready to beqin installation.

Click Install ko beqgin the installation,

If wou wank to review of change any of yvour installation settings, click Back, Click Cancel to
exit the wizard.

Installshizld

< Back || Inskall | | Cancel

Figure 5. Ready to Install the Program page
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8. Click Install to start the installation process.

Installing Lenovo Configuration Pack for Microsoft System Center

C{_.Ig}!lﬁguratlm!' El“‘l,imirug;m:r v6.lllll
e program features you selected are being installed.

Please wait while the InstallShield Wizard installs Lenovo Configuration Pack
for Microsoft System Center Configuration Manaaer, v&.0. This may take
several minutes,

Status:

Copying new files

Installshield

Cancel

Figure 6. Installation status page

9. Click Finish to complete the installation.

Chapter 2. Installing the Lenovo Configuration Pack v6.0 7



15! Lenovo Configuration Pack for Microsoft System Center Configura_-

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Lenovo
Configuration Pack for Microsoft System Center Configuration
Manager, v6.0. Click Finish to exit the wizard.

[] show the Windows Installer log

Cancel

Figure 7. InstallShield Wizard Completed page

Uninstalling Lenovo Configuration Pack

There are four methods for uninstalling Lenovo Configuration Pack.

Procedure

* This is the recommended method. Start the Lenovo Configuration Pack installer
program by double clicking on the (.exe file). Select the Remove option.

* Use the Add or Remove Programs option or for Microsoft Windows Server 2008,
using the Programs and Features option.

e From the Start menu, select the uninstall shortcut.

* Refer to the Lenovo XClarity Integrator Installer (see Lenovo XClarity Integrator
Installer User’s Guide for more information about uninstalling using Lenovo
XClarity Integrator Installer.

What to do next

If you authored configuration data, you will be notified whether the configuration
data folder should be deleted during the uninstall process.

8 Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



Chapter 3. Working with Lenovo Configuration Pack and
Microsoft System Center Configuration Manager

The topics in this section describe how to use Lenovo Configuration Pack with
Microsoft System Center Configuration Manager 2007 and Microsoft System Center
Configuration Manager 2012.

Using Lenovo Configuration Pack with configuration data

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
v6.0 provides an easy way to author configuration data, which can be imported
into the System Center Configuration Manager (SCCM) Desired Configuration
Management (DCM) server. The SCCM DCM server assigns configuration data to
its clients to evaluate whether the clients are in compliance or not.

About this task

The following procedure provides an overview of how to use Lenovo
Configuration Pack with configuration data on the SCCM DCM server.

Procedure

¢ Create configuration data that you want to evaluate. You can create
configuration data using one of the following methods:

— Create configuration data using Lenovo Configuration Pack Editor.

For more information, see [‘Creating a Setting Collection” on page 12| and
[‘Creating a configuration item” on page 24/

— Capture configuration data from an Lenovo server that has an Integrated
Management Module, a uEFI module, or a uEFI (Romley Platform) module.

For more information, see ["Running Lenovo Configuration Capture” on page]

* Export the created configuration data to the SCCM DCM server.

For more information, see|”Exporting configuration items to the Lenovo|
Configuration Pack CAB file” on page 42/ and [‘Importing configuration data into|
DCM” on page 48|

* Assign and evaluate configuration data on the SCCM client.

For more information, see|”Assigning a baseline to a collection” on page 60| and
[“Evaluating a baseline on an endpoint” on page 62]

Launching Lenovo Configuration Pack Editor

Lenovo Configuration Pack Editor helps you create and manage configuration data
that you can export for use in Desired Configuration Management.

Before you begin
A product license is required to launch Lenovo Configuration Pack Editor. If you

need to activate a product license, after launching Lenovo Configuration Pack
Editor, complete step 2.

© Lenovo 2014, 2015. Portions © IBM Corp. 2014. 9



Procedure

1. From the Start menu, click the Lenovo Configuration Pack Editor shortcut to
launch Lenovo Configuration Pack Editor.
If the trial license expired and a product license has not been activated on the
Lenovo System Configuration Server, a window opens to remind you to
activate the product license.

Lenovo Configuration Pack - License Entitlement -
lenovo | | . vaidation Result: 1. Trial Version
License Type: N/A ~

Support Feature Level: N/A
The feedeature which need higher license can still be used as trial for 50 days.

W

Ifyou have obtained a new license, re-activate it using the license registration teol on this server
and then restart this application

Forlicense information, click the link below.
Purchase Lenovo XClarity Inteqrator License

Figure 8. No License found

2. Optional: Select one of the following actions to proceed.

¢ Click OK to activate the product license using the license tool and then
restart Lenovo Configuration Pack Editor.

* Click Purchase Lenovo XClarity Integrator License. After purchasing the
product license, activate the product license using the license tool, and then
restart Lenovo Configuration Pack Editor.

3. Optional: If this is your first time using Lenovo Configuration Pack Editor, read
the "Getting Started" section and then click Create Setting Collection to create

a firmware setting collection before grouping the Setting Collections into

configuration items.

10 Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



B Lenovo Configuration Pack Editor = | = -
File  Import  Export Help

Setting Collections
[ Cconfiguration ltems

Lenovo Configuration Pack Editor

The Lenovo Configuration Pack Editor helps you create and manage configuration data that you can export for
use in Microsoft Desired Configuration Manager {DCM).

Getting Started

When working in Lenovo Configuration Pack Editor, you first create the desired firmware Setting Collection and then
group the collections into Configuration ltems

“ou can then export the Conflguration ltems for use in Microsoft Desired Configuration Manager.

Setting Collections Configuration items Export to Configuration Pack

Create Sefting Collection.. Create Configuration Hem... Exportto Configuration Pack For
SCCM 2007

View Setting Collection B | wiew Configuration ltem B | Exporttn Configuration Pack For

gCCmM2012

Figure 9. Lenovo Configuration Pack Editor home page

The Lenovo Configuration Pack Editor home page contains the following items:
Home navigation pane

The navigation pane provides a list of Setting Collections nodes and
Configuration Items nodes.

From the navigation pane, you can select a Setting Collection or a
Configuration Item, view it in the application window or right-click the
selection, and perform the functions listed below.

Lenovo Configuration Pack Editor application window
The application window provides three functional areas:

Setting Collections
Create Setting Collection

View Setting Collection

Configuration Items
Create Configuration Item

View Configuration Item

Export to Configuration Pack
Export to Configuration Pack for SCCM 2007

Export to Configuration Pack for SCCM 2012

Setting Collection

A Setting Collection represents a desired object, setting, or value on a server. You
can create, view, or modify a Setting Collection.

The Setting Collection pane of the Lenovo Configuration Pack Editor home page
has two options:

Chapter 3. Working with Lenovo Configuration Pack and Microsoft System Center Configuration Manager ~ 11



* Create Setting Collection opens the Lenovo Configuration Pack Editor wizard
and can assist you with creating a IMM /uEFI Setting Collection.

* View Setting Collection displays the Setting Collection list, where you can
select, view, modify, and delete an existing Setting Collection.

Creating a Setting Collection

The following procedure describes how to create a Setting Collection.

Procedure

1. From the Lenovo Configuration Pack Editor home page, click Create Setting
Collection. The Lenovo Configuration Pack Editor wizard opens to guide you
through creating a Setting Collection.

2. Enter a Name and Description for the new setting collection and click Next. A
name is required, but a description is optional.

B Lenovo Configuration Pack Editor - Create Setting Collection -
General Information lenovo
Enter a name and (optional) description for your new Setting Collection and click "MNext" o
cortinue. Step 1/32
Mame:
Description:

Figure 10. General Information page

3. From the Setting Type list, select a setting type for the new Setting Collection.
The setting type cannot be modified after it has been created.

12  Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



Setting Collection Information lenovo.

Select a getting type and then click "MNext"
o Slepli3

Setting Twpe:

[hiftd "

LIEFI

UEFI(Romley Platform)

= Back H Next = || Finish H Cancel

Figure 11. Setting Collection Information page

4. Click Next. The Property Thresholds page opens.

Property Thresholds

Click"Add" to add properies, "Modify” to modify properties, or "Remove” {o remove a
property. Then click "Finigh".

————

| Add | | Modify | | Remave
Praperty Marrne Cormparator Expected Value Severity Rermediation State  Rernediatic
[<] m | [>]
= Back ‘ | Mext = ‘ ‘ Finish | | Cancel ‘

Figure 12. Property Thresholds page
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5. Click Add to add a new property threshold. The Setting Editor page opens.

Lenovo Configuration Pack Editor - Setting Editor x|

Selectthe property that you wish to monitar for compliance. Ifthe property list does not include the desired
property, type it in the Property Mame fisld.

Property Name: Boothlode: emBoothlode W

Description: Controls which drivers option RCMs the Boot Manager uses; UEFI Only: UEFI- | ~
aware adaptars hoot loaders; Legacy Only: skips UEFI-aware drivers, runs
aption ROMs to hoot a legacy OF; Both: boots UEFI mode ifthat fails, then tries
legacy hoot
L
Comparator; |Equals v| Walue: |UEFI and Legacy w
Severity: | Information v |
O Remediate noncompliant IMMAJEF] setting values on client automatically. The
remediation action may be failed ifthe target setting is readonly.
Expected “alue: UEFI and Legacy

@ When the property "BootModes. SystermBootiode" "Equals" "UEF] and Legacy”, the property is compliant on
the endpaint. Otherwise, the property is non-compliant and returns a severity of "Information"”.

(04 | | Cancel | | Apply

Figure 13. Setting Editor page

6. Complete the following fields:

* Property Name: Select a specific IMM, uEFI, or uEFI (Romley Platform)
setting, depending on the previous selection for the Setting Type on the
Selecting Collection Information page.

¢ Comparator: Each property name in the list has an associated return type,
such as: String, Integer, Version and Data Time, which requires that you
select a comparator from the items shown in the following table:
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Table 1. Comparators by return type

Return Type

Comparator

Description

String

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Contains

If the evaluation property
contains the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

One Of

If the evaluation property is
one of the values listed for
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.
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Table 1. Comparators by return type (continued)

Return Type

Comparator

Description

Integer

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Less

If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Less or Equals

If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater

If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater or Equals

If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.
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Table 1. Comparators by return type (continued)

Return Type

Comparator

Description

Version

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Less

If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Less or Equals

If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater

If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater or Equals

If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.
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Table 1. Comparators by return type (continued)

Return Type Comparator Description

Data Time Equals If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Not Equals If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Less If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is noncompliant.

Less or Equals If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
noncompliant.

Greater or Equals If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
noncompliant.

* Severity: Select one of three levels:
- Information
— Warning
— Error
When a Setting is noncompliant with the expected value on the endpoint, the
Setting returns the selected severity level.

As you define the settings, the Selection Summary automatically fills the
corresponding property, value, comparator, and severity fields.

Note: You can type a property that does not exist in the property support list,
but Lenovo Configuration Pack Editor assumes that the property is a String
return type, which means that the Comparator will only list Equals, Not
Equals, Contains, and One Of. You must still type an expected value for the

property.
In addition, you can set duplicate settings in the Setting Collection.
7. Click Add when you are finished adding the new property threshold.
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B Lenovo Configuration Pack Editor - Create Setting Collection -
Property Thresholds

lenovo
Click "Add" to add properies, "Modify" to modify properties, or "Remove” to remowve a
praperty. Then click "Finish". Step 343
Add

Froperty Mame Comparatar Expected Walue Severity Remediation State  Remediatic

IMh.BasicAdapter.. Equals Yes Warning Mo

IMM.HTTPPOrt Lesz orEquals 80 Informati... Mo

It HTTPPart Less a0 Errar Mo

IMM.RermotePower.. Equals Yes Informati... Mo

< m >

Finizh ‘ | Cancel

Figure 14. Property Thresholds page

8. Optional: To modify a setting, either select the setting name and click Modify
or double-click the setting name and click Modify.

9. Optional: To delete a setting, select one or more settings, and click Remove.
Viewing a Setting Collection
The following procedure describes how to view a Setting Collection.

Procedure

¢ Click View Setting Collection on the home page. The Setting Collections list is
displayed.
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File  Import  Export  Help

=-fir Home
(=l Setting Collections
= MM Settings
|\&= UEFI Settings Callection
E(g Configuration ltems
- Configuration lems Sample
= Lenovo Configuration Iterns

Configuration ltems

ACaonfiguration ltem is a grouping of Setting Collections. Click "New Configuration [tem” to create a new Configuration Item.

| MNew Ganflguration lterm ‘ ‘ Delete

Mame Description
Configuration lterms Sample
Lenovo Configuration ltems

Figure 15. Setting Collections list

* Click on the name of a Setting Collection to view its properties.

File Import  Export  Help

= {ir Home
E| Setting Collections
§ L= IMM Seftings
/= UEFI Settings Collection

2. [ configuration tems

Lo Configuration ltems Sample

L. Lenovo Configuration terms

Setting Collections

ASetting Collection represents a desired object, setting, orvalue on a server,

| Mew Setting Collection | ‘ Delete

Mame Setting Type Description
I E = IhibA Lenovo hn
UEF| Settings Callection LIEFI Lenovo uEF| Seftings Decription

Details or: IMM Settings

General | Praperty Thresholds

Mame:  IMM Settings

Setting Type: MM

Deseription” [ o ovo I Settings Description

[

Figure 16. Setting Collection properties

* To delete Setting Collections, select one or more items in the list and either click
Delete or press the Delete key.
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Modifying a Setting Collection

The following procedure describes how to modify a Setting Collection.

Procedure
1. On the General tab on the Setting Collections page, click Modify. The General
Information page opens.

Description:

[>]

Lenovo IMM Settings Description

(]9 | ‘ Cancel | ‘ Apnpaly

Figure 17. General Information page

2. Edit the Name and Description fields for the Setting Collection, click Apply
and then OK to save the changes. The collection Name and Description can be
modified, but the Setting Type cannot be modified.

3. Click the Property Thresholds tab to display a list of the existing property
thresholds.
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E

Lenovo Configuration Pack Editor = | = -
File Import  Export  Help
=-{it Home

£-ies Setting Callections Settmg Collections

S M Settings

H = UEFI Settings Collection

= Configuration lters ‘ MNew Setting Collection ‘ | Delete
= Configuration ltems Sample

ASetting Collection represents a desired object, setting, orvalue on a server.

Lo Lenovo Gonfiguration tems Name Sefting Type Deseription
IMM Settings Inm Lenovo IMM Settings Description
UEFI Settings Collection LIEF| Lenovo uEF| Settings Decription

Details for: IMM Settings

General |: Property Thresholds |

Add
Propery Mame Carnparatar Expected Yalue Severity  Remediation State  Remediation Value Des
IMM.BasicAdapter.. Equals Yes Warning Mo Mod!
IMM.HTTPPaort Less orEquals 80 Informati.. Mo con
IMM.HTTPPor Less 80 Error Mo Con
IMM.RematePower.. Eguals Yes Informati.. MNo Mod

Figure 18. Property Thresholds tab

4. Select the applicable editing option.
* To add settings to the property thresholds, click Add.
* To edit a selected property threshold, click Modify.
* To delete selected property thresholds, click Remove.

Note: When a Setting Collection that is also used in another configuration item
is deleted, it is removed from all other configuration items.

Duplicating a Setting Collection
The following procedure describes how to duplicate a Setting Collection.

Procedure

1. From the navigation pane or from the Setting Collection list, right-click a
Setting Collection and click Duplicate.
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File  Import  Export  Help

=iy Home n .
-0 Setting Collections Sefting Collections
L= MM Settings
i../= uEFI Settings Collection
= fg Configuration lters ‘ Mew Setting Collection ‘ | Delete ‘
2 Configuration ltems Sample
L Lenowo Configuration Rerns Name Seffing Type Description
T
ettings Collection

ASetting Collection represents a desired object, setting, or value on a server.

Details for: MM Settings

Property Thresholds
| Add ‘ | Modify ‘ ‘ Remave
Property Name Caormparatar Expected Value Severity  Remediation State  Remediation Yalue  Deg
IndM.BasicAdapter.. Egquals Yes Warning ko Mod
IMM.HTTFPaort Less orEquals B0 Informati... Mo conl
IMM HTTPPort Less 80 Errar Mo Can
InM.RemotePower.. Eguals Tes Informati Mo Mod

Figure 19. Duplicate Setting Collection function

2. In the Duplication Dialog window, enter the New Name for the duplicate
Setting Collection and click OK.

Mesw Mame:  [[ES

Figure 20. Duplication Dialog window

Note: The name of the duplicate Setting Collection can be the same name as an
existing Setting Collection. However, it is recommended that you use a unique
name for the duplicate Setting Collection. Also, if you duplicate a Setting
Collection that is used by other configuration items, the new duplicate Setting

Collection that is created will not be referred to by the other configuration
items.

Configuration ltem

A configuration item is a grouping of Setting Collections defined and managed by
Lenovo Configuration Pack for Microsoft System Center Configuration Manager.
You can create, view, or modify a configuration item.

The Configuration Item pane of the Lenovo Configuration Pack Editor home page
has two options:

* Create Configuration Item opens the Lenovo Configuration Pack Editor wizard
and can assist you with creating a configuration item.
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* View Configuration Item displays the configuration item list, where you can
select and view an existing configuration item.

Creating a configuration item
The following procedure describes how to create a configuration item.

Procedure

1. From the Lenovo Configuration Pack Editor home page, click Create

configuration item. The Lenovo Configuration Pack Editor wizard opens to
guide you through creating a configuration item.

=

: Lenovo Configuration Pack Editor - Create Configuration ltem -
General Information lenovo
Enter a name and (optional) description for your new Configuration [tem and click "MNext' to

cortinue. Step 1/3

Mame:

Lenavo Canfiguration Item

Description:

Lenovo Configuration ltem

Include Setting Collections:
Lenovo In Settings
UEFI Setting Collection for Web Site|

Figure 21. General Information page

2. Enter a Name and Description for the new configuration item and click Next.

A name is required, but a description is optional. The IMM Information page
opens.
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B Lenovo Configuration Pack Editor - Create Configuration ltem -
IMM Information lenowvo

Enterthe user ID and passward, and specify the location of the asu.exe file on the endpaoint.
Click "Mext" to continue. Step 243

Specify the location of the asu.exe file on the endpoint

|C:xLenD\rmﬂxSUIWin321asu.exe|

T

Figure 22. IMM Information page

3. Enter a UserID and Password and then Confirm the Password for the IMM
on the target server. The UserID and Password are not required if the default
account is used on the target IMM. Lenovo Configuration Pack Editor does
not check the accuracy of the information entered in the UserID and
Password fields.

4. In the Specify the location of the ASU.exe file on endpoint field, enter an
absolute path to the ASU.exe file on the target server. The collection’s settings
use this path to invoke the ASU.exe file to detect the settings. If you do not
type the correct path, it is unable to detect the ASU.exe file as shown in the
following figure.
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Lenovo Configuration Pack Editor - Create Configuration ltem 2

IMM Information Tenovo
Enter the user ID and password, and specify the location ofthe asu.exe file on the endpoint. 23
Clicfs

Lenovo Configuration Pack Editor - Notification Pﬁ

The Configuration lterm will search for asu.exe v3.60 or above) on the endpoint. Ensure that
- at least one ofthese conditions is met for validation, ar the Configuration lterm will return as
"Mot Detected".

1.The asu.exe path is defined in the Location field.

2. Asuexe is located at % SystemPadition¥Lenovo_SupporfASUiasubd exe (for 64-bit 05
or % SystermPadition%iLenovo_Support®Slhasu.exe (for 32-hit 05).

3. The location is defined in the registry key as follows:
HEEY_LOCAL_MACHIMNEVSoftware\LenovoldSLALocation {for 32-hit O5) or
HEEY_LOCAL _MACHINE\SoftwareWWowgd4 32ModellenovolAS U ocation {for G4-hit O5).

] [ ]

Figure 23. Asu.exe detection notification window

5. Optional: To exit the Notification window, click OK.
6. Click Next. The Configuration Items page opens.
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Setting Collections
Add Setting Collections that you wish to include in this Configuration ltem.

| Add | | Femoyve

MName Setting Type Description

Figure 24. Configuration Items page

7. Click Add to add existing Setting Collections into the configuration item. The
Add Setting Collections page opens.

Add Setting Collections

Select Setting Collections that you wish to add to this Configuration item.

Mame Setting Type Description
[w] IMM Settings IMW Lenovo IMM Settings Description
[w] UEFI Settings Collection LIEFI Lenovo uEFI Settings Decription

[w] SelectAl

Figure 25. Add Setting Collections page
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8. Select the Setting Collections you want to add to the configuration item and
click OK. A Setting Collection can be used in multiple configuration items.

B Lenovo Configuration Pack Editor - Create Configuration ltem -
Setting Collections

lenovo
Add Setting Collections that yvou wish to include in this Configuration lterm.
Step 343
Add
MName Setting Type Description
Ml Settings Ihihd Lenovo IMM Settings Description
UEF| Settings Collection LUEFI

Lenovo UEF] Settings Decription

Finish | | Cancel

Figure 26. Add Setting Collections list

9. To remove any of the Setting Collections from a configuration item, select one
or more Setting Collections in the list and click Remove. The Remove function
deletes the selected Setting Collections from the current configuration item,
but it does not delete Setting Collections from this list.

10. Click Finish.

Viewing a configuration item

The following procedure describes how to view configuration items.

Procedure

* Click View configuration item on the home page. The Configuration Items list
is displayed.
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File  Import  Export Help

[=-fir Home .
[=--lics Setling Gollections Configuration ltems

1M Settings A Configuration ltem is a grouping of Setting Collections. Click "Mew Canfiguration ltem" to create a new Configuration Hem

UEFI Settings Callection

| Mew Configuration [tem ‘ ‘ Delete

24 Configuration ltems Sample
Lo Lenovo Configuration lterns

Mame Description
Configuration lterms Sample
Lenova Configuration lterms

Figure 27. Configuration Items list

* Click on the name of a Configuration Item to view its properties.

File  Import  Export Help

=-fir Home Confi t I
= Betting Collections on |gurat|on tems
i [= InM Settings A Configuration ltern is a grouping of Setting Collections. Click"Mew Configuration ltern” to create a new Configuration Iter.
H /= UEFI Settings Collection
EI (g Configuration ltems | Mew Configuration ltem ‘ ‘ Delete

24 Configuration ltems Sample
2 Lenovo Configuration ltems

tion | @
Lenovo Configuration tems

Details for: Configuration Rers Sample

General | Setting Callections

MName:  Configuration tems Sample

[]

Description Configuration Iterms Description

[<]

Figure 28. Configuration item properties

Modifying a configuration item

The following procedure describes how to modify a configuration item.
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Procedure

1. On the General tab on the Configurations Items page, click Modify. The
General Information page opens.

Mame:

|Cunﬂguratiun lterms Sample

Description:

Configuration tems Description

Edit Configuration ltems|

Figure 29. Configuration Pack Editor - General Information page

2. Edit the Name and Description fields for the configuration item, click Apply
and then OK to save the changes.

3. Click the IMM Account tab to display the IMM Account information.
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File  Import  Export  Help

Lenavo Configuration Pack Editor [-|= [

=4 Home
=l Setting Collections
~/= IMM Settings
-/= UEFI Settings Collection
o[ Configuration lterns
- Configuration tems Sample
- Lenova Configuration tems

Configuration ltems

AConfiguration ltem is a grouping of Setting Collections. Click "New Configuration [term" to create a new Canfiguration lterm

‘ Mew Configuration ltem | ‘ Delete

Name Description
Canfiguration Hems Sample Canfiguration tems Description
Lenova Configuration ltems

Details for: Caonfiguration ltems Sample

General | Setting Collections

Mame:  Configuration tems Sample

Descripion:  ['¢ondguration tems Description ~

Edit Configuration ltems

Figure 30. IMM Account tab

4. Click Modify to enter a new UserID or Password for the IMM on the target

server.

Note: Lenovo Configuration Pack Editor does not check the accuracy of the
UserID and Password fields. It is recommended that you use the default
account to eliminate any errors.

5. In the Specify the location of the ASU.exe file on endpoint field, enter an
absolute path to the ASU.exe file on the target server. The collection’s settings
will use this path to invoke the ASU.exe file to detect the settings. If you do
not type the correct path, the setting attempts to detect the ASU.exe file as
specified in the window shown in the figure below.
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Lenovo Configuration Pack Editor - Create Configuration ltem 2
IMM Information

lenovo
Enterthe user ID and passward, and specify the location of the asu.exe file on the endpaoint.

: id=1a1
Click"MNe
_'_‘. Lenovo Configuration Pack Editor - Notification ﬁ
The Configuration ltem will search for asu.exe (w3.60 or ahove) on the endpoint. Ensure that
- at least one ofthese conditions is met for validation, or the Configuration lterm will return as
"Mot Detected”.
1. The asu.exe path is defined in the Location field.
2 Asu.exe is located at %SystemPartition%\Lenovo_SuppoASihasubd exe (for G4-hit 05)
or % SystemPartition%\Lenovo_SupportASLiasu.exe (for 32-hit OS).
3. The location is defined in the registry key as follows:
HEEY_LOCAL_MACHINE\Software\LenovalASUNLacation {for 32-bit O5) or
HEEY_LOCAL_MACHINE\SoffwareVows4 32NodeilenovolASINLocation (for G4-bit OS).
Spec

o | [

Figure 31. Asu.exe detection notification window

6. Optional: To exit the Notification window, click OK.
7. Click the Setting Collections tab.

S Lenovo Configuration Pack Editor = ||[=] -
File  Import  Export  Help
=-fir Home J
= Sefting Callections Conﬂguratlon ltems

= InM Settings

AcCaonfiguration Item is a grouping of Sefting Collections. Click"New Configuration e to create a new Configuration ltem
= uEF| Settings Collection

A Configuration tems | Mew Configuration [term | | Delete

i = Configuration ltems Sample -

L. Lenovo Configuration ltems Mame Description
Conflguration ltems Sample

Configuration tetms Description  Edit Configuratio

uration lterms

Details for: Lenovo Configuration tems
- Setting Collections
Add
Marme Sefting Type Description
MM Settings I Lenova MM Settings Description
uEF| Settings Collection UEFI

Lenova UEFI Settings Decription

Figure 32. Setting Collections tab
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8. Click Add to add existing Setting Collections into the configuration item. The
Add Setting Collections page opens.

B Lenovo Configuration Pack Editor - Add Setting Collections -

Add Setting Collections

Select Sefting Collections thatyou wish to add to this Configuration ltem.

MName Setting Type Description

I Settings I Lenowvo IMM Settings Description

[] Lenova IMM Settings I

LUEFI Settings Collection UEFI Lenovo UEFI Settings Decription

[w] SelectAll 0K | | Cancel | | Apply

Figure 33. Add Setting Collections selection page

9. Select the Setting Collections you want to add to the configuration item and
click OK.

Note: A Setting Collection can be used for more than one configuration item.

10. To remove Setting Collections from a configuration item, select one or more
Setting Collections in the list view, and click Remove.

Note: If you click Remove, the selected Setting Collections will be deleted
from the current configuration item, but it will not delete the Setting
Collections from other configuration items.

Duplicating a Configuration ltem

The following procedure describes how to duplicate a configuration item.

Procedure
1. From the navigation pane or from the configuration item list, right-click a
configuration item and click Duplicate.

Chapter 3. Working with Lenovo Configuration Pack and Microsoft System Center Configuration Manager 33



File  Import  Export  Help

=-fir Home T
(=l Setting Collections Conﬂguratlon Items
L= IMM Settings
= Lenovo IMM Settings
|E UEF| Seftings Collaction | New Configuration ltem | | Delete |
E(g Configuration ltems -
-2¥ Configuration ltems Sample Name Description
L Lenowo Gorfiguration lters Conflguration terms Sample Configuration ferns Description  Edit Configuratio

nfiguration tems
Duplicate

Delete

AConfiguration Itemn is a grouping of Setting Collections. Click “New Configuration ltem” 1o create a new Configuration [tem.

Details for, Lenovo Configuration tems
- Setting Callections
| Add | | Remave ‘
Mame Sefting Type Description
MM Settings M Lenovo IMM Settings Description
uEF| Settings Collection UEFI Lenovo uEF| Settings Decription

Figure 34. Duplicate Configuration Item function

The Duplication Dialog window is displayed.

W ET = enovo Configuration ltems

Figure 35. Duplication Dialog window

2. In the Duplication Dialog window, enter the New Name of the configuration
item and click OK. Although the name of the duplicate configuration item can
be the same as an existing configuration item, it is recommended that you use a
unique name.

Note: After you duplicate a configuration item, the new duplicate
configuration item will refer to the same Setting Collection of the source
configuration item.

Deleting a configuration item
The following procedure describes how to delete a configuration item.

Procedure

1. From the navigation pane or from the configuration item list, right-click a
configuration item, and click Delete. The Deletion Dialog window is displayed.

2. Click OK to continue with the deletion of the configuration item or click
Cancel to exit this operation.
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Note: The child Setting Collections of a deleted configuration item are not

deleted.

Exporting configuration data to a configuration description file

To enable administrators to author and share configuration data, you can export
configuration items and their children, Setting Collections, into a configuration

description XML file.

Procedure
1.

Configuration File.

From the Lenovo Configuration Pack Editor menu, click Export > To

b Lenovo Configuration Pack Editor =-|0 -
File  Import | Export | Help
[=-{r Home Tao Canfiguration File
in Setting

Exportto Configuration Pack For SCCM 2007
Exportto Configuration Pack For SGCM 2012
Exportto SCCM Console

ems

a grouping of Setting Collections. Click "Mew Configuration ltem” to create a new Configuration ltem.

!
=L Configuration ltems

tion tern

Delete

- Configuration lterns Sample

- Lenowo Configuration ltems

Description
Gl ati 0 Edit Conflguratio

Details for.

Setting Collections

Configuration ltems Sample

Add Remove

Mame

IndM Settings
UEF| Seftings Callection

Figure 36. Exporting configuration data to configuration file

UEFI

Setting Tvpe

Description
Lenovo IMM Settings Description
Lenowa UEFI Settings Decription

The Export to Configuration Item(.xml) page opens.
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Selectthe Configuration lterm or iterms that you wish to exportto an XML file. You can then import the XML file
into the Lenowo Configuration Pack Editor,

Marne Description
@Eounﬂguratian lterms Sample Configuration ltems DescriptionEdit Configuration 1.
[#] Lenovo Configuration tems

[v Selectal Continue || Cancel

Figure 37. Export to Configuration Description (.xml) page

2. Select the configuration items you want to export and click Continue. The
Export configuration description file Save as window opens.
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T |_@ v Libraries » Docurments "] G| | Search Docurments p) |
Organize v  Mew folder = v @
& Favorites 1 Mame - Date rnodified Type
B Desktop . Integration Services Script Cormponent 2/26/2M3 7:02 Ak File folder
|8 Downloads . Integration Services Script Task 2/26/2013 702 Ak File folder
El Recentplaces | _ L. E0L Server Management Studio 2/26/2013 02 Ak File folder
i 1 Wisual Studio 2005 2/26/2013 653 &AM File folder
ibraries isual Studio : ile folder
= Lib Wisual Studio 2008 2726/ 2M3 57 AR File fold
@ Documents
JF Mlusic -
[E=] Pictures
B videos
1M Computer z <] 0 [>
File name: v|
Save as type: | Configuration Description (*xml} v|
(= Hide Folders Fave | | Caneel |

Figure 38. Export configuration description file Save as window

3. Enter a name in the File name field and select a file type from the Save as type
list and then click Save. The child Setting Collections of the selected
configuration items are also exported automatically. A message is displayed
indicating the export was successful.

Chapter 3. Working with Lenovo Configuration Pack and Microsoft System Center Configuration Manager ~ 37



Lenovo Configuration Pack Editor - Export to Configuration Description (xml) 28

Selectthe Configuration lterm or items that vou wish to export to an =ML file. You can then import the =ML file
into the Lenovo Configuration Pack Editor.

Marne
Canfiguration tems Sample
Lenovo Configuration lterms

Description
Configuration lterms DescriptionEdit Configuration |

Lenovo Configuration Pack Editor - Information -

Export succeeded,

SelectAll

Figure 39. Export Succeeded message

4. Click OK.

Importing the configuration description XML file

The following procedure describes how to import the configuration description
XML file.

Procedure

1. From the Lenovo Configuration Pack Editor menu, click Import >
Configuration File.
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File | Import | Export  Help

-1 onfiguration File

[Ei-les Setting Collections
/= MM Settings
Lenovo IMM Settings
-= uEF| Seftings Collection
Efg Configuration lterms
2 Configutation ltems Sample
2 Lenovo Configuration ltems

Configuration ltems

AConfiguration Item is a grouping of Setting Collections. Click "Mew Canflguration lfer® to create a new Configuration term

‘ Mewe Configuration lterm

Delete

Mame
Configuration ltems Sample
Lenova Configuration tems

Description
Configuration ltems Description  Edit Configuratio...

Details for:

Setting Collactions

Configuration tems Sample

Figure 40. Import Configuration File menu

‘ Add | | Remave ‘

Mame Setting Type Description

MM Settings Inihd Lenovo IMM Settings Description
UEFI| Settings Collection UEFI Lenowa UEFI Settings Decription

The Import a Configuration XML file window opens.

1t |@ » Libraries » Documents »

ci-:'_ Recent places

(=) Libraries
@ Daocurents
J‘ Puszic
(=] Pictures
B videos

18 Computer
i Local Disk (C)

Organize +  New folder
-~
¢ Favarites I
B Desktop
j Dowvnloads

[2d DVD Drive (D2 5

Marre

. Integration Services Script Cormponent

| Integration Services Script Task
) 30L Server Management Studio

o Wisual Studio 2003
L Wisual Studio 2008
u configuration

v & | | Search Docurnents
=~ @

Date rmodified Type
22652013 702 AM File folder
272623 102 AR File folder
226203 702 AM File folder
2726523 @53 AM File falder
272602017 Q5T Ak File falder
97237204 4:07 AbA ML File

[<]

| [>

File narme: ||

Y] | | Configuration XML *xml)

Figure 41. Import a Configuration XML file window

| Open Cancel |

2. Select a configuration description XML (.xm1) file to import and click OK. The
Confirm Replace window opens.
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~ Lenovo Configuration Pack Editor - Confirm Repla...-

_F There is already a Setting Collection with the same 1D in
U this editor,

Wiould vou like to replace the existing Setting Collection
"I Settings"
modified: 92212014 9:50:48 AM

with this one?
"I Settings"
maodified: A222014 9:50:48 Aw

RS All [+l cancel

Figure 42. Confirm Replace Setting Collection window

In the Lenovo Configuration Pack Editor program, every Setting Collection and
configuration item has a unique identifier (ID). When the same ID has been
used, even if the names are different, the Confirm Replace Setting Collection
window opens, asking you to confirm that you want to replace the existing
configuration data.

Note: If you import a Setting Collection that has the same ID as an existing
Setting Collection in the configuration item, the imported Setting Collection will
replace the existing Setting Collection. The configuration item will refer to the
imported Setting Collection regardless of whether its content is the same as the
content of the previous Setting Collection.

Checking the license validation status

40

The following procedure describes how to check the license validation status.

Procedure
1. From the Lenovo Configuration Pack Editor menu, click Help > License.
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B Lenovo Configuration Pack Editor - | = [
File  Import  BExport | Help
=-{ir Home About T
o Setting Collecti ‘ License ‘Jnﬁguratlon Items
- It Setting: Weh Reference nfiguration term is a grouping of Setting Collections. Click *New Configuration [tem” to create a new Configuration ltem
= Lenova MM ey
= UEFI Settings Collection ‘ Mew Configuration lterm | ‘ Delete
=L Configuration ltems -
- Configuration fems Sample Name Description
o Lenovo Configuration ltems Configuration Iterms Sample Caonflguration tems Description  Edit Configuratio

Lenova Configuration ltermns

Details for: Configuration tems Sample
Setting Collections
Add
Mame Setting Type Description
IMM Settinas I Lenovo MM Settings Description
UEFI Settings Collection LIEFI Lenovo UEFI Settings Decription

Figure 43. License menu option

The License Entitlement window opens indicating the license validation result.

Lenovo Configuration Pack - License Entitlement -
fenovo License Validation Result: Q Installed
License Type: Lenovo ¥Clarity Intearator License for Microsoft System Center ~

Support Feature Level: 255.0
The feefeature which need higher license can still be used as trial for 50 days.

W

If you have obtained a new license, re-activate it using the license registration tool on this server
and then restart this application

For license information, click the link below.
Purchase Lenovo XClarity Inteqrator License

Figure 44. License Entitlement window

2. Review the information and click OK to exit this page.

3. Optional: Click Purchase Lenovo XClarity Integrator License to view
additional license information.

The Lenovo Configuration Pack CAB file

You can use Lenovo Configuration Pack Editor to export configuration items by
saving them as a CAB (.cab) file. The CAB file can then be imported to an SCCM
server. The configuration items can also be deployed to SCCM clients to check the
IMM/uEFI settings.

The following list provides an overview of how the CAB file is created, imported,
and deployed.
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Using Lenovo Configuration Pack Editor, export configuration items to an
Lenovo Configuration Pack CAB file.

The Export function allows you to export multiple configuration items and their
children, known as Setting Collections.

The Export to Lenovo Configuration Pack GUI configuration items list with
selection boxes is composed of the exported configuration item and Lenovo
Configuration Pack CAB file link.

The Lenovo Configuration Pack CAB file can then be imported to an SCCM
console as a DCM Configuration Pack.

Exporting configuration items to the Lenovo Configuration
Pack CAB file

The following procedure describe how to export the Lenovo Configuration Pack
CARB file.

Procedure

1.

From the Lenovo Configuration Pack Editor menu, click Export > Export
Configuration item to Configuration for SCCM 2007 or Export Configuration
item to Configuration for SCCM 2012, whichever is applicable.

The Export to Lenovo Configuration Pack page opens and provides a list of
configuration items, their version number, and a brief description.

Export to Configuration Pack For SCCM 2012 -

Selectthe Configuration tem or iterns that you wish to exportto a CABR file. You can then import the CAB file
into the SCCM Console as a DCM Configuration Pack.

Motice:The Configuration Pack can only be imported by SCCM201 2 if any property 's auto-remediation is on.

MName vargion  Description
ECDnﬂguratinn ltems Sample : 1 Configuration ltems DescriptionEdit Configuration 1.
Lenovo Configuration ltems 1

SelectAll Continue ‘ ‘ Cancel

Figure 45. Export to Lenovo Configuration Pack for SCCM 2007 page

2.

Select the individual configuration items that you want to export or click Select
All, and then click Continue.
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Note: The version of a configuration item is an internal variable that cannot be
modified directly. SCCM DCM uses the version to evaluate whether a
configuration item should be updated. When configuration data is updated in
Configuration Manager, previous versions are overwritten, providing clients
with the latest version for evaluation.

The Export to Lenovo Configuration Pack file window opens.

T |_|3 v Libraries » Documents » v & | | Search Docurments o |
Organize +  Mew folder = -~ @
¥ Favorites L Mamne Date modified Type
B Desktap . Integration Serdices Script Component 27262013 7102 &k File folder
8 Downloads . Integration Services Script Task 2/26/2013 702 Ak File folder
‘] Recent places e o Z0L Server Management Studio 2/26/2013 702 Ak File folder
5 1 Wisual Studio 2005 2/26/2013 @53 &k File folder
Al Libraries 20 Wisual Studio 2008 2726/2013 @57 Ak File folder
[ Documents [ configuration 9/23/2014 733 AW Cabinet File
J' usic L
[ Pictures
B2 videos
1M Computer V < l m [
File name: | EERFIEAER v
Save as type: |Configuration Pack for SCCM2012(*.cab) v|
(= Hide Falders Save | | Cancel |

Figure 46. Export to Lenovo Configuration Pack for SCCM 2012 window

3. Enter the File name and click Save. A message is displayed indicating that the
export succeeded.
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Export to Configuration Pack For SCCM 2012 £s

Selectthe Configuration ltermn or iterms that vou wish to export to a CAB file. You can then import the CAB file
into the SCCM Console as a DCM Configuration Pack.

Motice:The Configuration Pack can only be imported by SCCM2012 if any propery 's auto-remediation is an.

Name version  Description
Configuratian ltem
Lenava Configura

Configuration |...

Lenovo Configuration Pack Editor - Information -

Export succeeded,

Selectall

Figure 47. Export Succeeded window

4. Click OK.

What to do next

For more information about how to manage a configuration item version, refer to
the following web page: [TechNet Library: About Content Versions in Desired]
[Configuration Management|

Exporting configuration items to the SCCM Console

The following procedure describes how to export configuration items directly to
the SCCM Console.

Procedure

1. From the Lenovo Configuration Pack Editor menu, click Export > Export to
SCCM Console. The Select the Configuration Item page opens.
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Select the Configuration Item lenovo

Selectthe Configuration term or ltems that you wish to export to SCCM Console.
~ Step 143

Marme Warsian Cescription
[] Configuration ltems Sample 1 Configuration tems Description...
[] Lenovo Configuration ltems 1

Mext = ‘| Export ‘| Cancel

Figure 48. Select the Configuration ltem page

2. Select the configuration items you want to export and click Next. The SCCM
Console position information page opens.
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Lenovo Configuration Pack Editar - Export Configuration Item to SCCM Console -

SCCM Console position information lenowvo
Flease inputthe machine information that the SCCW Console installed
Step 203

® The SCCM Console is on the local machine

) The SCCM Cansale is on a remote machine

Machine Mame:

Jser Mame:

Fasswaord:

] [

Figure 49. SCCM Console position information page

3. Select one of the following options:
* The SCCM Console is on the local machine

¢ The SCCM Console is on a remote machine, and then enter the following
information:

— Machine Name
— User Name
— Password
4. Click Next. The Configuration Items Information page opens.
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Lenovo Configuration Pack Editar - Export Configuration Item to SCCM Console -

Configuration Items Information lenovo
Please input the prefix for the Configuration terms and select Configuration tem
type Then click "Export It may take a while. Step 3(3

Add a prefix name for the Configuration ltems.

|New{

Please choose the right type for the Configuration ltem

) ForSCCm2007

® For3CCMz2012

| o

Figure 50. Configuration Items Information page

5. Complete the following steps:
a. Select Add a prefix name for the configuration items.
b. Enter the prefix name.
c. Select one of the following SCCM Console types for the configuration item:
* For SCCM2007
* For SCCM2012
6. Click Export. A message is displayed indicating the Export succeeded..
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Lenovo Configuration Pack Editor - Export Configuration Item to SCCM Console e

Configuration ltems Information

Fleaze input the preficfor the Configuration items and select Configuration tem
type Then click "Export.It may take a while. Step 343

lenovo

Add a prefix name for the Configuration ltems.

Lenovo Configuration Pack Editor - Information -
Flease choos

Export succeeded.

® For SCCRZOTS

o] [ o

Figure 51. Export Succeeded window

7. Click OK to close the Information window.
8. Click Finish.

Applying Lenovo Configuration Pack using the Microsoft System
Center Configuration Manager 2007 console

The information in this section describes how to import configuration data into a

Microsoft System Center Configuration Manager (SCCM) server using the
Configuration Manager Console.

Importing configuration data into DCM

The following procedure describes how to import configuration data into Desired
Configuration Management (DCM).

Procedure

1. Open the Configuration Manager Console and expand Desired Configuration

Management.
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There are no items to show in this view.

® 9 Operating System Deployment
@ (4] Asset Inteligence
[ & Software Metering

Figure 52. Import Configuration Data selection

2. Right-click Configuration Baselines or Configuration Items and click Import
Configuration Data. The Import Configuration Data Wizard opens.

Import Configuration Data Wizard

There are no items to show in this view.

Figure 53. Import Configuration Data Wizard
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3. Click Add to select the exported Lenovo Configuration Pack .cab file. The
Open .cab file window is displayed.

E X|
‘O’O |€ ~ Computer ~ New Volume (F:) ~ HG ~ v @Iiear:k; g

Favorite Links e [ D?“Q—Mﬁ“ [ =] Type I:I_Sl_R [~ Tag
L asu 4/27/2011 2:43PM File Folder
B Desktop ) 5/5/20114:00PM  Cabinet File )
(™ Computer u sys 4/28/20114:55PM Cabinet File 3KB
E; Documents
B Pictures
B music
[#/ Recently Changed
E Searches
L) Public
Folders ~ ﬂ | ﬂ
File name: Icorrfigurat:on _vJ ICab files {*.cab) ;l
[ open | cancel |
4

Figure 54. Selecting the . cab file

4. Click configuration.Cabinet File and click Open to import the file. A Skip
Authenticode signature check? window opens.
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Skip Authenticode signature check?

C:\Users\Administrator\AppData \Local \Microsoft\SCCM\DCM\Impo
rt\4d911e0a-d 126-4ac5-a389-d9f3c4abbb23-CabCache\configura

tion.cab

Authenticode signature checking is not supported when running
the console as

a 64-bit process. Do you want to skip this check and import the
contents of this file?

Figure 55. Skip Authenticode signature check window

5. Click Yes to skip the signature check and return to the Choose Files page. The
Configuration.cab file is displayed in the list.

Import Configuration Data Wizard

C:\Users\Administrator\... ~5/5/20114:... 3KB

Figure 56. Importing the selected .cab file
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6. Click Next to import the .cab file. The configuration items are displayed in the
Details window.

Import Configuration Data Wizard

Figure 57. Imported configuration items

7. Click Next to apply the settings. A message is displayed indicating that you
have successfully imported the configuration data.
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Import Configuration Data Wizard

‘ ’ Completing the Import Configuration Data Wizard

Figure 58. Successful completion page

8. Click Finish to exit the Import Configuration Data Wizard and return to the
Configuration Manager Console.

9. In the navigation pane, right-click Configuration Items and click Refresh. The
imported configuration items are displayed in the center pane.
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£8 Configuration Manager Console

3 Ee | Acton  View Window el

1ol x|
| =181

e 2mEE

[ System Center Configuration Manager
a8 Q Site Database (XYZ -8RS37JSWCAT,
& [ Site Management
£l & Computer Management
] Collections
§ Conficting Recards
] Software Distribution
&/ Software Updates
B 4 Operating System Deployment
# (4 Asset Inteligence
& & Software Metering

‘V:é Configuration Baselines
W Coniraon )
& [ Queries
[ [§ Mobie Device Management
& @ Network Access Protection
@ (3 System Status
@ @ Security Rights
® E§ Tools

O —

Look for: | :J

in Al Columns

Configuration Items 2 items found

Name

[ Type

T Configuration Ttem A

{2 Configuration Item

Application
Application

1

1

I CI Version Content Version Categori¢
1 1

Reporting
£ [# Desired Configuration Management

2l I i

Actions

Configuration Items -

Import Configuration Data

& New »
‘@ GveFeedback
View »
New Window from Here
@ Refresh

H e

[

Figure 59. Imported configuration items in the Configuration Manager Console

Note: The imported configuration items might have a Lock status. The Lock
status is due to one of the following reasons:

* The configuration data is read-only.

¢ The configuration data were not authored by the SCCM console

administrator.

Viewing configuration item properties
The following procedure describes how to view and edit configuration item

properties.

Procedure

1. To view the properties for a configuration item, double-click a configuration
item from the Configuration Items list. The Lenovo Configuration Item
Properties page opens.

2. Click the Settings tab. The Settings tab provides a list of settings associated
with the selected configuration item.
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General | Settings | Compliance Fiules | Detection Methods | Supported Platforms Helatinnshipsl Securityl

zettings are associated with this configuration ibem.

Llze settingz to reprezent buzinesz or technical conditions to agzess for compliance on client devices, The following

Filter... -
Hame Setting Type Inherited |Jzer Setting

|Mt. B azicAdapterConfigPriv Script MHa MHa

|bdbd HT TPPort Script Ho Mo

Ibt.HT TPPart Script MHa MHa

|kt R emotePoverPriv Script Mo Mo

|JEFI ProcessarCoxEnable Script MHa MHa

MHew... | | | | Delete
e | ok | | Cancel | | Apply |

Figure 60. Settings tab

3. To view a setting, double-click a setting or right-click a setting and click Edit.

4. Click the Detection Methods tab.
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E

Configuration ltems Sample Properties

| General I Seftings I Compliance Hules| Detection Methods | Supported Platforms I Relationships I Security |

Specity hov thiz application iz detected on clhent devices.

() Always assume application is installed

() Use Windows Installer detection

(®) Lze a custom script bo detect this application

WESeript

| | Open... |

Elze

Sub CheckASLocation(]

Dimn azulame

Conzt FoundS U ="Faund the location of asu.exe. "
Conzt MotF ound=""

If [feo.FileEmistz["""] Then

wizorpt Echo FoundaS1U

Exit Sub

zet fso=Create0bjecH 'S cripting FileSystemObject'™) ~
CheckaSULocation()

Eventlog=EventLog & "' [Mat Found A50/] " & ™
const KEY_QUERY _WALUE = &HOO0T

const HREY_LOCAL_MACHIME = $HB0000002
shiComputer = .
Set oReg=Get0bject winmagmts: fimpersonationLevel=impersonate sy &
ghiComputer & oot default: StdR egProv'']

Clear

(7]

oK

| | Cancel

Figure 61. Detection Method tab

The Detection Methods tab lists the detection method for each configuration
item. Detection Methods verifies whether the ASU.exe file exists on the
endpoint. If the ASU.exe does not exist, the configuration item returns a state of
Not Detected, and the children settings group ceases to be validated.

5. When you have finished viewing the configuration item properties, click OK.

Creating a baseline

A configuration item is assigned to an endpoint using a baseline. The following
procedure describes how to create a baseline which contains all of the
configuration items that you want to validate on the endpoints.

Procedure
1.

In the Configuration Manager Console, expand Desired Configuration

Management, right-click Configuration Baselines and click New Configuration

Baseline.
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There are no items to show in this view.

@ 4 Operating System Deployment
@ [l Asset Intelligence

Figure 62. New Configuration Baseline function

The Create Configuration Baseline Wizard opens.

Create Configuration Baseline Wizard

Figure 63. Create Configuration Baseline Wizard

2. Enter a unique Name and, optionally, a Description for the baseline and then
click Next.
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3. Click the applications and general link to select the configuration items that
you want to validate.
The Choose configuration items page opens.

Create Configuration Baseline Wizard

These applications and general configuration items are required and must be properly configured:
If these optional application configuration items are detected, they must be properly configured:
These software updates must be present:

These application configuration items must not be present:

These configuration baselines must also be validated:

Figure 64. Applications and general link
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Choose Configuration Items : r )_(l

Choose the application and general configuration items to add to this configuration

baseline.

Look for: I E' Find Now I Clear. I
Name | Description | Type | Config... | Categori
iConfiguration Item A Applica... 1
Configuration Item Configuration...  Applica... 1

Figure 65. Choose configuration items page

4. Select the configuration items you want to validate on the endpoints and click
OK. The selected configuration items are displayed beneath the applications
and general link.
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Create Configuration Baseline Wizard &

g’ Set Configuration Baseline Rules

Identification
Specify rules containing configuration items and configuration baselines to define how compliance will
— be assessed on client computers.
Summary
Progress Rules:
Confirmation One of the following operating system configuration items must be present and properly configut 4
These applications and general configuration items are required and must be properly configurec
[3J) Configuration Item A
() Configuration Item
If these optional application configuration items are detected, they must be properly configured:
These software updates must be present:
These application configuration items must not be present:
These configuration baselines must also be validated: v
« | :.f"l
Delete
< Previous I Next > I Finish ‘ Cancel
« | 2l

Figure 66. Applications and general link with configuration items

5. Click Finish to exit the Create Configuration Baseline Wizard.

Assigning a baseline to a collection

You can assign a baseline to a collection to check the settings of clients in that
collection. The following procedure describes how to assign a baseline to a
collection.

Procedure

1. In the Configuration Manager Console, right-click the new baseline and click
Assign to a Collection.
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Figure 67. Assign to a Collection function

The Choose Collection page of the Assign Configuration Baseline Wizard
opens.

Assign Configuration Baseline Wizard

Figure 68. Choose Collection page
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2. Click Browse to select a target client collection and then click Next.

Assign Configuration Baseline Wizard e = l(_]
8! Set Schedule
Choose Baselines
Chioces Cotechons Esp;:c;y cwv’v'hen the configuration baseline will be assessed for compliance by computers in the target
SN & Simple schedule
Progress Run every: |7 = [oeys =l
Confirmation

" Custom schedule

No custom schedule defined.

< Previous I Next > I Einish I Cancel I

Figure 69. Set Schedule page

3. Select a schedule for the baseline validation.
* Simple schedule
e Custom schedule
4. Click Finish to exit the Assign Configuration Baseline Wizard.

Evaluating a baseline on an endpoint

A baseline and its child configuration items are automatically evaluated (the
settings for configuration items are checked) according to the schedule you created
or selected. You can also advance a baseline evaluation as follows:

Procedure

1. To ensure that an endpoint can be found on the SCCM server and that the
SCCM client agent is installed, select the applicable endpoint.

 For a 32-bit endpoint, click Control Panel > Configuration Manager.

* For a 64-bit endpoint, click Control Panel > View 32-bit Control Panel Items
> Configuration Manager.
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& Control Panel

OO [A ~ controlPanel > B

File Edit View Tools Help
Name ‘I'ICah_esgrvl'|

Classic View ‘ 3 B%; jﬂ :;

Configuration Program Remote Run Text to
Manager Downlo... Control Advertis... Speech

Figure 70. Configuration Manager in Control Panel folder

The Configuration Manager Properties window opens.

2. On the Actions tab, select Machine Policy Retrieval & Evaluation Cycle and
then click Initiate Action. A message is displayed notifying you that the action

has been initiated.
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Branch Distribution Point Maintenance Task
Discovery Data Collection Cycle
File Collection Cycle

Figure 71. Action Initiated window

3. Click OK. After a few minutes, the baseline is displayed under the
Configurations tab.

4. If the baseline is not displayed, click Refresh.

64  Lenovo Configuration Pack for Microsoft System Center Configuration Manager User's Guide



dad
]
=)

1l
'General | Components | Actions | Advanced | Updates Configurations |
These configuration baselines are assigned to this machine.

im Configuration Manager Properties

Name Version Last Evaluati... | Complian... | Eva
Baseline - 1 1.00 5/5/20115:.... Emor ldle

Evaate | @ VewRepot |[  Refesh |

21X

0K I Cancel | Apply

Figure 72. Configurations tab

Note: If the baseline does not display in the Configuration Baseline list view
after few minutes, verify that the SCCM client agent can be found on
Configuration Manager Console, as shown in the following figure.
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£ Configuration Manager Console

Fie Acton View Window Help
e 5w Hm

-‘g System Center Configuration Manager = | All Windows Server Systems 1 items found

& [ site Database (XYZ - 8RS37ISWCAT
& B9 site Management Look for: I zl in IAII Columns 3 Find Noy I Clear I
XYZ - SCCM SP1
=] l:% Computer Management
El @ Collections Name | Resource Type | Domain /1 site Code | client ™ [ Approw:
& @ Al Active Directory Security ésnsmswcm System W2KBEE XYz Yes Approvi
@ All Desktops and Servers
@@ All Systems
@ All User Groups
@ All Users
@ All Windows 2000 Professior
@ Al Windows 2000 Server Sy
] ; All Windows Mobile Devices
@ @ Al Windows Mobile Pocket P
@ All Windows Mobile Pocket P
; All Windows Mobile Smartphs
2] j All Windows Mobile Smartph:
@ @ Al Windows Server 2003 Sy
8 All Windows Server Systems
@ All Windows Workstation or
@ @@ All Windows XP Systems
@ Test Collections
%B Conflicting Records
[ & Software Distribution
@ Software Updates

a8 Oneratina Sustem Nenlovment

Figure 73. SCCM Client Agent Status

5. Select the baseline and click Evaluate. After a few minutes, the View Report
button is available.

Eﬁ:{:{mﬁguration Manager Properties ﬂil

General I Compaonants I Ations I Advanced | Updates = Configurations I

These configuration baselines are assigned to this machine.

Mame Yersion Last Evaluati... | Complian... | Eva

Baszeline - 1 . 201 5. Bmor

1| | i
| Ewvaluste I @ View Report | Hefiest |

ok | cancel | tpeb |

Figure 74. Configurations tab with available View Report button
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6. Select the baseline and click View Report to review the report.

The Evaluation Report view
An evaluation report is generated for the baseline you select. However, there are
some situations when the evaluated setting (script) does not return any value.

There are several reasons why this might occur:

The endpoint does not have an Integrated Management Module (IMM).

The endpoint has the IMM, but the evaluated setting cannot be found on the

endpoint.

The wrong user ID and password were used to connect to the IMM.

The ASU.exe file version is not v3.60 or later.

The evaluation timed out (5 minutes). System Center Configuration Manager
(SCCM) sets the time limit.

Setting/Object Setting/Object | Setting/Object | Constraint | Constraint Secsiity Constaat Instance |Current
Name Type Description Name |Description : Data | Value
Configure the
I'.\.L\‘I pi‘:. The (number(count
%5]351\;!}11;1511(;; . validation of] (ns_Scopeld_550a3dbb-8f51-47a7-
M Sys c
i B % the number || F 86ac-
MM CIMOver T IER o s Dﬁ;?fl’.rpm o ;Z‘;.t of instances htogTEion €ef6929722ab_this:Setting_a006e5d1-
= VAUGanon | of an object 83e7-4c9b-belc-748ec061£2be))
ma?:}g; ek or setting >mmber(0))
default="5988"
mode of
operationfa | ———
power loss
i;;mf' T}:ls The (number(count
Slje ‘gnLt;:xr:do Tistande validation of (ns_Scopeld_550a3dbb-8f51-47a7-
c
S g5 p 7 the number || 3 86ac-
IMM PowerRestorePolicy Secript via BIIE)S(FI . ‘azizu:;t e Information €ef6920722ab_this-Setting_afeee205- 0
Se“}‘{" 3 ot || YRERNOR | S object 85be-4fa3-9782-8de 1bf9d0792))
svst:uo(;eihe or setting >number(0))
same state it
was before
power failed.

Figure 75. Evaluated setting with no value returned

Note: If the evaluated setting does not return a value, the SCCM client agent
deems the setting as non-compliant on the endpoint, and ranks its severity level as
Information. The evaluation report does not specify the cause. To determine the
cause, you must check the logs in the Windows Event Viewer for details. The
following figure provides an example of the Windows Event Viewer logs.
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[ Event Viewer (Local) Appl
[ Custom Views

ion  Number of

4« ) Windows Logs Level Date and Time Source Event|D Task C.. ~
h iﬂ Application ®Infurmatmn 11/4/2014 3:00:32 AM Lenova Configuration Pack, v5.6 100 MNone
g Security @Infurmatmn 11/4/2014 3:00:28 AM Lenowa Configuration Pack, v5.6 100 None
] Setup @Ir\favmat\on 117472014 3:00:23 Ab Lenovo Configuration Pack, v3.6 100 MNane
[ System (Dinformation  11/4/2014 3:00:21 &M ESENT 326 General
] Forwarded Events (DInfarmation  11/4/2014 3:00:21 AM ESENT 105 General
» 2 Applications and Services Lo, | (D Information  11/4/2014 3:00:20 AM ESENT 102 General
3 Subscriptions (DInformation  11/4/2014 3:00:12 AM Windows Error Reporting 1001 Mone
®Ir\favmat\on 11/4/2014 12:5847 A SceCli 1704 Mone
@Infurmatmn 11/3/2014 11:27:15 AM LoadPerf 1000 Mone
@Ir\favmat\on /32014 11:27:15 &M LoadPerf 1001 Mone
®Infnrmatmn 117372014 11:26:30 AM Security-5PP 903 MNone
@Infurmatmn 11372014 11:26:30 A Security-SPP 16384 None
@Errov 11/3/2014 11:26:00 An Secutity-SPP 198 Mone
®Infurmatmn 11/3/2014 11:25:57 AM Security-SPP 902 MNone
®Ir\favmat\on /32014 11:25:57 &M Secutity-SPP 1003 Mone
@Errnr 117372014 11:25:57 &AM Security-5PP &198 Mone
®Infurmatmn 11372014 11:25:57 A Security-SPP 1066 None
@Ir\favmat\on 1/3/201411:25:56 A Secutity-SPP 200 MNone
®Infurmatmn 11372014 11:24:58 AM RestartManager 10001 Mone v
x
General | Details
~
Log Narne: =
Source: Logged:
Event ID: Task Category:
Level: Keywords:
User: Computer:
AnCada: k=

Figure 76. Windows Event Viewer logs

Running Homepage Summarization

The Homepage Summarization function provides a summary of the configuration
compliance status for each System Center Configuration Manager (SCCM) client.

Procedure

1. In the Configuration Manager Console, right-click Desired Configuration
Management and click Run Homepage Summarization.
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£8 Configuration Manager Console

|ﬁ System Center Configuration Manager Desired Configuration Management

that are reporting noncomplian

Desired Configuration Management allows administrators to assess configuration compliance for

s

There are no values toshow in this chart.

Use the following links, reports, and resources to manage desired configurations.

Web Reports

‘@ Compliance by Configuration Ba...
‘@ Compliance by Collection

‘@ Compliance by Computer

‘@ Compliance by Configuration It...

Resources

0 Desired Configuration Ma...
@ Desired Configuration Ma...
@ Configuration Pack Downl...
@ Cconfighgr Home on Micro...
0 ConfigMgr TechCenter on ..

1 =

Desired Configuration Man...
(5 Schedule Home Page Su...

@

Run Home Page Summari...
Give Feedback

View »
New Window from Here
Refresh

Properties

Help

a8 Ia Site Database (XYZ --8RS37JSWCAT,
® 2 site Management —
= [ Computer Management computers.
g Collections
2 Conflicting Records
] Software Distribution
&/ Software Updates
& Operating System Deployment g Bk San beae ks
[ Asset Inteligence Minimum severity:
# &m Software Metering
=
= ) items to show in this view.
& Configurat|  Give Feedback
& Queries View 5
[§? Mobile Device
€, Network Acced_ New Window from Here
& @ System Status Refresh
@ [ Security Rights
& [ Tools Properties
Help
Navigation
@ Configure desired configuration...
@ Manage configuration items
@ Manage configuration baselines
@ view reports
< | 3 K
[Collects summary data but does not refresh the home page

Figure 77. Run Homepage Summarization function

[

2. After a few minutes, right-click Desired Configuration Management again and
click Refresh. The assigned baseline report is displayed.

£ Configuration Manager Console

B [ Site Database (XYZ -8RS37ISWCAT,
(29 site Management
& B Computer Management

Collections
§ Conflicting Records
Software Distribution
&] software Updates
@ Operating System Deployment
[ Asset Inteligence
& Software Metering

® Reporting

& Configuration Baselines
Configuration Items
@ [ Queries
[§? Mobile Device Management
[ € Network Access Protection
[E System Status
R security Rights
£ Tooks

| e

ﬁ System Center Configuration Manager Desired Configuration Management

[ (&} Desired Configuration Management

F Desired Confit

allows to assess

for

> E computers.

|

I Failure Count

Navigation
@ Configure desired configuration. ..
@ Manage configuration items

@ Manage configuration baselines
@ View reports

Use the following links, reports, and resources to manage desired configurations.

Web Reports

‘@ Compliance by Configuration Ba...
‘@ Compliance by Collection

‘@ Compliance by Computer

‘@ Compliance by Configuration It...

Resources

@ Desired Configuration Ma...
@ Desired Configuration Ma...
@ Configuration Pack Downl...
© confighgr Home on Micra. ..
@ ConfigMgr TechCenter on ..

sila

| sl

Desired Configuration Man... &

Actions

(5} Schedule Home Page Su...

@ Run Home Page Summari...

‘@ Give Feedback
View »
New Window from Here

|G| Refresh

[£] Properties

Help

Figure 78. Baseline report
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3. To view the report, in the View configuration baselines that are reporting
noncompliance window, click the baseline name. The report is displayed to the
right.

Note: The Configuration Manager Console must have Report access enabled,
otherwise you cannot open the report view.

For more information about DCM reports, see [TechNet Library: About Reports|
[for Desired Configuration Management].

Applying Lenovo Configuration Pack using the Microsoft System
Center Configuration Manager 2012 console

The information in this section describes how to import configuration data into the
Microsoft System Center Configuration Manager 2012 (SCCM) server using the
Configuration Manager Console.

Importing configuration data into DCM

The following procedure describes how to import configuration data into Desired
Configuration Management (DCM).

Procedure
1. Open the Configuration Manager Console and expand Desired Configuration
Management.

Folder Tools SyStem Center 2012 Configuration Manager (Connected to 138 - sccm-13B) - & x
@

< < [l \ » Assetsend Complionce » Overview » Complionce Settings »  Configuration ltems - e

nfiguration Items 0 itams

Search | Add Criteria ™

5 lcon  Name Type Device Type Revision Child  Relationships  User Setting | Date Modified
% Devices

# User Collections @ Noitems found,

tion Baseli| [l Create Configuration Item
[l User Data and Profill . Impart Canfiguration Data
] Endpoint Protection

Folder 3

L Assets and Compliance

2 software Library

Figure 79. Import Configuration Data function

2. Right-click Configuration Baselines or Configuration Items, and click Import
Configuration Data. The Import Configuration Data Wizard opens.
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http://technet.microsoft.com/en-us/library/bb680430.aspx
http://technet.microsoft.com/en-us/library/bb680430.aspx

Select Files

Specify the files frorm which to import configuration iterns and

Surnmary configuration baselines

Progress

Confirrmation Irmpart configuration items and configuration bazelines from best-practices Configuration Packs and
fram ather configuration data sources.

Files that contain configuration items or configuration baselines:

Filter... ,,C/

M ame [rate Modified Size

There are no items to show in this view.

Add... | | Remove

[T] Create a new copy of the imported configuration baselines and configuration items

9 < Previous | | Mext = | | Summary | | Cancel

Figure 80. Select Files function

3. Click Add to select the exported Lenovo Configuration Pack .cab file. The
Open .cab file window is displayed.

@ * 4 | » Libraries » Docurments » v O ‘ | Search Docurments 0 |
Organize v  New folder == m @
f-:" Eavsiies Bl Marne - Date mndified Type Size
B Desktop | Intzgration Services Seript Companent 2/26/2M3 .02 A File folder
j Downloads | Integration Services Script Task 2/26/2013 T:02 &M File folder
?_.3"_ Recent places L0 SOL Server Management Studio 2/26/2M3 T:02 &M File falder
0 wisual Studio 2005 2/26/2013 &53 A0 File folder
[l Libraries L Wisual Studio 2008 2/26/2M3 @57 Ak File folder
Docurments configuration 07237204 7:35 AWM Cabinet File 5 KB
J’ Fusic B
[E] Pictures
‘ Wideos
M Cornputer
&, Local Disk (C)
[t DVD Drive (03 5
f! Mebarark z
File name: | configuration V‘ |Cab‘l’"3'iﬁ|Es t.cah) "|
| Open | | Cancel |
Figure 81. Selecting the exported .cab file
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4. Click Configuration .cab Cabinet File and click Open to import the file. A
Verify Publisher window opens.

R Import Configuration Data Wizard B

g_\g Select Files

Specify the files from which to import configuration iterns and

Surmmary configuration baselines
Progress
Confirmation Impart configuration items and configuration bazelines from best-practices Configuration Packs and

fram other configuration data sources.

Files that contain configuration items or comfiguration baselines:

Configuration Manager \L‘ 7

. The publisher of configuration.cab file could not be verified, Are you
__I_l sure that you want to import this file?

[] Create a new copy of the imported configuration baselines and configuration items

Figure 82. Publisher Check window

5. Click Yes to import the file. The Configuration.cab file is displayed in the list.
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? Select Files

Specify the files from which to import configuration items and
Summary

corfiguration baselines
Progress

Confirmation

Import configuration items and configuration baselines from best-practices Configuration Packs and
from ather configuration data sources.

Files that contain configuration items or configuration bazelines:

Filker...

Mame D ate Modified Size
configuration.cab 9/23/2014 7:35:34 AM 425 KB

Add.. | | Remove

[] Create a new copy of the imparted configuration baselines and canfiguration items

| < Prewvious || Hext = || Summmary || Cancel

Figure 83. Importing the selected .cab file

6. Click Next to import the .cab file. The configuration items are displayed in the
details window.
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? Summary

Sloeaii Confirm the configuration data to be imported:

Progress

GOt The wizard will impart the fallawing configuration data.

Details:

- Configuration Baselines (0]
= Configuration ltems [2)
i Lenova Configuration ltems
i Configuration [tems 5 ample

To change these settings, click Previous. To apply the settings, click Next.

| < Prewvious || et » || Surmrmary || Cancel

Figure 84. Confirm the configuration data

7. Click Next to apply the settings. A message is displayed indicating that you

have successfully completed the Import Configuration Data Wizard. The Details
window has a list of the imported configuration items.
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@ Confirmation

Select Files

Cormnpleting the Import Configuration Data \Wizard

Surmrmary
Progress

e You have successfully completed the Import Configuration D ata ‘Wizard with the follawing datails.

Details:
Configuration B azelines (0]
-] Configuration tems [2)

Lenovo Configuration ltems [Success)]
Configuration ltems Sample [Success]

To close this wizard, click Close.

< Previous | | Text = | | Surmrnarg | | Close

Figure 85. Successful completion

8. Click Close to exit the Import Configuration Data Wizard.

9. Right-click Configuration Items and click Refresh. The imported configuration
items are displayed in the window.

€ |- [ \ v AsstsandCompliance » Overiew » Compliance Settings » Configuration ltems
Assets and Compliance < Configuration Items 2 items
4 B Overview | Search [x][.
& Users lcon  Name Type Device Type Revision Child  Relationships | User Setting  Date Modified
& Devices [l Configuration ltems Sample Application Windows 1 No No No 1/4/2014 715 AM
# User Collections ] Lenovo Configuration ltems Application Windows 2 Mo Yes No 11/3/2014 803 AM
& Device Collections 57} lenovo itemsT Application Windows 1 No Yes No 11/3/2014 842 AM

&, User State Migration
4 [ Asset Intelligence
[ catalog
1“1 Inventoried Software
| Hardware Requirements
2L Software Metering
4[] Compliance Settings
[ Configuration ltems
(=) Configuration Baselines
[5) User Data and Profiles
» [ Endpoint Protection

,} Assets and Compliance
& Software Library

Bl Monitoring

(7], Administration

Figure 86. Imported configuration items

Note: The imported configuration items might have a Lock status. The Lock
status is due to one of the following reasons:
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¢ The configuration data is read-only.

* The configuration data were not authored by the SCCM console

administrator.

Viewing configuration item properties

The following procedure describes how to view and edit configuration item

properties.

Procedure

1. To view the properties for a configuration item, double-click a configuration
item from the Configuration Items list. The Lenovo Configuration Item

Properties page opens.

2. Click the Settings tab. The Settings tab provides a list of settings associated

with the selected configuration item.

E Configuration ltems Sample Properties

| Generall Settings | Compliance Fules I Detection Methods I Supported Platforms I Fielationships I Security |

zettings are aszociated with thiz configuration item,

|Jze zettings to represent business or technical conditions to assess for compliance on client devices. The follawing

Figure 87. Settings tab

| Filer...
Marne Setting Type Inherited |Jzer Setting
IMb. B azicdidapterConfigPriv Script Mo Ho
Ikt HT TPPart Script MHa MHa
1Mk HT TPPort Script Mo Mo
Ikbd. R emotePoverPriv Script MHa MHa
LIEFI.ProceszorCocsEnable Script Mo Mo
Mew
@ | 0K | | Cancel

3. To view a setting, double-click a setting or right-click a setting and click Edit.

4. Click the Detection Methods tab.
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E

Configuration ltems Sample Properties

| General I Seftings I Compliance Fiules| Detection Methods | Supported Platforms I Fielationzhips I Secuity |

Specify how this application iz detected on chent devices.

() Always assume application is installed

) Use Windows Installer detection

(®) Lze a custom script to detect this application

WEScript

=

Dirn azub ame

Exit Sub
Else

Sub CheckASLocation(]

zet fzo=Create0bject]"'S cripting. FileS ystemObject™) ~
CheckaSULocation()

Conzt Found®S1="Found the location of asu exe."
Conzt MotFound=""

If [fzo.FileEmiztz["""] Then

wizonpt Echo FounddS1

EventLog=EventLog & "' [Mat Found ASUT & ™
const KEY_QUERY_WALUE = &HOOM

const HEEY_LOCAL_MACHIME = $HE0000002
shiCaonmputer = "

Set oReg=Get0bject winmgmts: fimpersonationLevel=impersonate sy &

ghiComputer & "rootudefault StdR egProy'']

Clear

(7]

oK

| | Cancel

Figure 88. Detection Method tab

The Detection Methods tab lists the detection method for each configuration
item. Detection Methods verifies whether the ASU.exe file exists on the
endpoint. If the ASU.exe does not exist, the configuration item returns a state of
Not Detected, and the children settings group ceases to be validated.

5. When you have finished viewing the configuration item properties, click OK.

Creating a baseline

A configuration item is assigned to an endpoint using a baseline. The following
procedure describes how to create a baseline which contains all of the
configuration items that you want to validate on the endpoints.

Procedure

1.

Management.

In the Configuration Manager Console, expand Desired Configuration

2. Right-click Configuration Baselines and click New Configuration Baseline.
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Specify general information about this configuration baseline

Marne: |Baseline zample

1>

Dezcription:

[<]

Select the configuration data [configuration items, configuration baselines, and software updates) to be evaluated for
campliance by thiz configuration baseline. This configuration bazeling will be asseszed as compliant if all the items
specified are compliant. Optional items are evaluated only if the relevant application iz prezent on the client devices.

Configuration data:

Filker... P

Mame Type Purpose Revigion
There are no items to show in this view,

Add Vl | Change Purpose Vl | Change Revision Vl | Remowve |

| Configuration [terns

Software Updates hing and filkering:

Configuration Baselines | | Categories... |

(7] | 0K, | | Cancel |

Figure 89. Create Configuration Baseline function

The Create Configuration Baseline wizard opens.

3. Enter a unique Name and, optionally, a Description for the baseline, and then
click Add.
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Specify general information about this configuration baseline

Mame:

Description:

|Easeline zample

Select the configuration data [configuration items, configuration baselines, and software updates) to be evaluated for
campliance by thiz configuration bazeline. This configuration bazeling will be aszeszed az compliant if all the items
specified are compliant. Optional items are evaluated only if the relevant application iz prezent on the client devices.

Caonfiguration data:

Filter... »

Marne Type Purpose Revigion

There are no items to show in this view,
Add Vl | Change Purpose v| | Change Revizion Vl | Remowve
| Confiquration [terns

Software Updates hing and filkering:

Configuration Baselines | | Categories. .. |
(7] | 0K, | | Cancel |

Figure 90. Add Configuration ltems

4. Click the Configuration Items link to select the configuration items that you

want to validate.
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Select the configuration items that you want to add to this configuration
baseline

Ayailable configuration items:

Filker...

Marme Type Latest Revizion Dezcription Statuz
Configuration Itemz 5...  Application Revigion 1 Configuration Items Descrip..  Enabled
lenovo temsl Application Revigion 1 Enabled

LConfiguration items that will be added to thiz configuration bazeline:

Filter...

Mame Type Latest Aevizion Description Statusz
Lenovo Configuration...  Application Revizion 2 Enabled

)% | | Canicel

Figure 91. Configuration Items list

5. Click OK to exit the wizard.

Assigning a baseline to a collection

You can assign a baseline to a collection to check the settings of clients in that

collection. The following procedure describes how to assign a baseline to a
collection.

Procedure

1. In the Configuration Manager Console, right-click the new baseline and click
Deploy.
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& ~ |2 \ » Assetsand Compliance » Overview » Compliance Settings »  Configuration Baselines
Assets and Compliance < Configuration Baselines 2 items
4 B Overview Search
& Users lcon  Name Status  Deployed | UserSetting  Date Modified Compliance Count  Noncompliance Count
& Devices & jinhufei Enabled  Yes No 11/3/2014 804 AM 0 0
# User Collections =1 lenavo item= S o 11/3/2014 842 AM 1 1
& Device Collections ## Show Members
& User State Migration (D Schedule Summearization
4 [ Asset Intelligence [P Run Summarization
[ catalog =] View Xml Definition
[#21 Inventoried Software Enable
|:3% Hardware Requirements & Disable
_E Software Metering 5 femn
4 [ Compliance Settings
g Copy
|l Configuration ltems e
= Refrash F5
=) Configuration Baszlines i iet=s
51 User Data and Profiles # Delete rdEe
» [ Endpoint Protection = Deploy
i Mowe
] " |_I=} .
& Assets and Compliance Em Categorize v
@ Set Security Scopes

{57 Software Library

7/, Administration

[l Properties

onitoring

Figure 92. Deploy to a Collection function

The Deploy Configuration Baselines wizard opens.
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Deploy Configuration Baselines -

Select the configuration baselines that you want to deploy to a caollection

Available configuration bazelines: Selected configuration bazelines:
|Fi|tel... F | Filter...
jinkfel lenava items 1

[] Riemediate noncompliant rules when supported

[] Generate an alert:

o

When compliance iz belaw: a0 5

<0

Date and time: 11/ 42014 v || 758.4M

Select the collection for this configuration baseline deployment.

(] | Browsze...

Collection:

Schedule

Specify the compliance evaluation schedule for this configuration baseline:

® Simple schedule

() Custom schedule

Ma cuztom zchedule defined.

(7] 0K, | | Cancel

Figure 93. Assign Configuration Baseline function

Note: To remediate the noncompliant settings, click Remediate noncompliant
rules when supported. When this option is selected, nothing happens if a
setting is compliant. If a setting is non-compliant, System Center Configuration
Manager attempts to change the non-compliant setting to the expected value.
The remediation option might not always be successful.

2. In the Select the collection for this configuration baseline deployment section,
click Browse and to select a target client collection.

3. Select a schedule for the baseline validation.
* Simple schedule
* Custom schedule

4. Click OK.

Evaluating a baseline on the endpoint

A baseline and its child configuration items are automatically evaluated (the
settings for configuration items are checked) according to the schedule you created
or selected. You can also advance a baseline evaluation as follows:
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Procedure

1. To ensure that an endpoint can be found on the SCCM server and that the

SCCM client agent is installed, select the applicable endpoint.

 For a 32-bit endpoint, click Control Panel > Configuration Manager.

* For a 64-bit endpoint, click Control Panel > View 32-bit Control Panel Items

> Configuration Manager.

¥ All Control Panel Items [_ (O] x

- &

(U ) [& - controlPanel - Al Control Panel tems ~

v & I Search Control Panel

Adjust your computer's settings

¥ Action Center (¥ Administrative Tools
K2 Color Management Y Configuration Manager
< Date and Time \a Default Programs
%3 Devices and Printers ! Display
F Folder Options IA Fonts
&, i5CSI Initiator @2 Keyboard
e
& Network and Sharing Center Sl notification Area Icons
% Power Options ﬁ Programs and Features
“b Remotedpp and Desktop Connections % Sound
k. Taskbar and Start Menu 12| Text to Speech
82, User Accounts a Windows CardSpace

1 Windows Update

Figure 94. Configuration Manager in Control Panel folder

View by: Smallicons ¥

[5d AutoPlay

@ Credential Manager
=y Device Manager

'@‘ Ease of Access Center
eff Internet Options

¥ Mouse

|5 Phone and Modem
QRegion and Language
1™ System
[ Troubleshooting

O Windows Firewall

The Configuration Manager Properties window opens.

2. On the Actions tab, select Machine Policy Retrieval & Evaluation Cycle, and
then click Initiate Action. A message is displayed notifying you that the action

has been initiated.
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Branch Distribution Point Maintenance Task
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Software Inventor Machine Policy Retrieval & Evaluation Cycdle

Software Updates . _
UserPolic:deﬁe' The action has been initiated, It may take several minutes to

complete.,
Windows Installer’

Figure 95. Action Initiated window

3. Click OK. After a few minutes, the baseline is displayed beneath the
Configurations tab.

4. If the baseline is not displayed, click Refresh.
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ﬁ:tonfiguration Manager Properties m

General | Components |  Actions I Site
Cache Configuiations | Netwark

Assigned configuration baselines:

Name Revision Last Evaluati... | Complian... | Eva

Baseline Unknown |dle

4 | W

Evaluate #' View Report I Refresh |

0K Cancel | Apply

Figure 96. Configurations tab

5. Select the baseline, and click Evaluate. After a few minutes, the View Report
button is available.
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?Etonﬁguration Manager Properties m

General | Components | Actions I Site
Cache Configurations | Network

Agsigned configuration baselines:

Last Evaluati...
line 11/15/2012 ...

Base |dle

Mon-Com...

«| | M

Evaluate #' View Report | Refresh |

0K I Cancel | Apply

Figure 97. Configurations tab with View Report button available

6. Select the baseline and click View Report to review the report.

The Evaluation Report view
An evaluation report is generated for the baseline you select. However, there are
some situations when the evaluated setting (script) does not return any value.

There are several reasons why this might occur:
* The endpoint does not have an Integrated Management Module (IMM).

¢ The endpoint has the IMM, but the evaluated setting cannot be found on the
endpoint.

* The wrong user ID and password were used to connect to the IMM.
* The ASU.exe file version is not v3.60 or later.

* The evaluation timed out (5 minutes). System Center Configuration
Manager(SCCM) sets the time limit.
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Summary:

" " Non- N Non- " e
e Baseline| Compliance % Discovery | B diated | Confli
Tiana Bavisiin Type Policy State Cnmphz?nce Failures < At Rules Rules
Severity Rules
Test: 1 Baseline Non-Compliant| Information 0 5 3 0
Test 1 Appls C. ion | Required [Non-Compliant| Information 0 5 3 0

Figure 98. Summary of evaluated results

Note: If the evaluated setting does not return a value, the SCCM client agent
deems the setting as non-compliant on the endpoint, and ranks its severity level as
Information. The evaluation report does not specify the cause. To determine the
cause, check the logs in the Windows Event Viewer for details. The following
figure provides an example of the Windows Event Viewer logs.

& Event Viewer
File Action View Help

Y
2] Event Viewer (Local)
b [ Custom Views

4 ) Windows Logs LE\:‘:\ Date and Tirme Source Event|D Task C.. ~
. [ Application G}Infnrmatiun 117472014 3:00:32 AM Lenova Configuration Pack, +5.6 100 MNone D
@ Security @Infurmatmn 11/4/2014 3:00:28 AM Lenova Configuration Pack, v5.6 100 None
[ Setup Inforrmation  11/4/2014 3:00:23 A0 Lenove Configuration Pack, v5.6 100 MNone
] System Information  11/4/2014 3:00: ESENT 326 General
] Forwarded Events Infarmation 100 ESENT 105 General
b [ Applications and Services Lo| Information ESENT 102 General
(4 Subscriptions Information : Windaws Error Reporting 1001 Mane
Infarmation  11/4/2014 12:54:47 AM SceCli 1704 MNone
Information  11/3/2014 11:27:15 AM LoadPerf 1000 Mone
Inforrnation  11/3/2014 11:27:13 AM LoadPerf 1001 Mone
Information 117372014 11:26:30 AM Security-SPP 803 MNone
Infarmation  11/3/2014 11:26:30 AM Security-SPP 16384 Mone
'B‘Ervor 11/23/2014 11:26:00 AM Security-SPP 2198 Mone
@Infurmatiun 11/3/2014 11:25:57 AM Security-SPP 802 MNone
@Infurmatmn 11/3/201411:25:57 AM Security-SPP 1003 Mone
'ﬂ‘Ermr 11/3/2014 11:25:57 AM Security-SPP 8198 Mone
Inforration  11/3/2014 11:25:57 AM Security-SPP 1066 Mone
Infarmation  11/3/2014 11:25:56 AM Security-SPP 900 Mone
Infarmation  11/3/2014 11:24:58 AM RestartManager 10001 Mone v
x
General | Details
~
Log Narne: -
Source: Lagged:
Euvent ID: Task Categong:
Level: Keywards:
Usen Computer:
Anlada: f

Figure 99. Windows Event Viewer logs

This figure provides a view of the DCM log with remediated rules.

Remediated Rules:
Remediated Rule:
Rule Rule Setting Setting| Setting
Name | Description Name Type Description Instance Data
Expression | Instance | Previous [ Remediated
Configure the IMM Global Login Setting *Account Source | Value Value
nle | Description |IMM AccountSecurity| Script | security level * Select the authority level associated with Bquals High |5 ooy | LMY | 5oy socnrity
ik Jogiind. security security
Ca Line[0] settings
settings seftings
Remediated Rule:
Rule | Rule Setting Setting| Setting
Name | Description Name Type Description Eistamce DR
Configure the IMM Global Login Setting "Default Password Expired”. To I;‘:‘x‘: P“'/:‘;'::‘ i
configure this setting, "Custom security settings" must be selected as the
rle | Description |IMM DefPasswordExp| Seript | ") oo omySecurty level Specify whether or not the defiult passwordis Equals | Property
= Disabled | Enabled
exprired on the next login. Enabled |=Line[0]

Figure 100. Remediated Rules
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Running Lenovo Configuration Capture

The Lenovo Configuration Capture function captures IMM, uEFI, and uEFI
(Romley Platform) settings from an Lenovo server, and exports the captured
settings into a configuration description .xml file.

About this task

To start Lenovo Configuration Capture, click the Lenovo Configuration Capture
shortcut from the Start menu. Lenovo Configuration Capture can also be launched
on computers that do not have Lenovo Configuration Pack installed by copying
the ILenovo Configuration Pack .exe file onto those computers.

Note: You can launch Lenovo Configuration Pack .exe file without activating the
License Entitlement.

Procedure

1. Launch the Lenovo Configuration Capture wizard. The Welcome page opens.

3 Lenovo Configuration Capture -

Welcome lenovo
Welcome to the Lenovo Configuration toal, click Mext to continue.
Step 116

The Lenovo Configuration Capture tool captures the local IMMIUEF| settings. These
seftings are saved to the Configuration Description XML file. The Configuration
Desctiption can be imported to the Lenovo Configuration Pack Editor.

Figure 101. Welcome page

2. Select one of the following options for appointing the ASU tool.
* Use the built-in ASU file
* Please select an ASU (.exe) file and click Browse to make a file selection.
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Select ASU File lenovo
Please appoint the A5 tool You can use the built-in A5U file or you can specially appoint a local 251

file. - Step 2/6
— -l

2 Uzethe built-in ASU file

® Please select aASU(exe) file

CAASLIasuBd exe | Browse. ..

= Back H Mext = || Finish H Cancel

Figure 102. Selecting the ASU file

3. Click Next to display the General Information page. This page automatically
collects information from the local computer.

General Information lenovo
Enter a name and description for this capture. Click Mext to continue.
- Step3k
Product Mame is 03, and Machine Type/Model is 1BM Systemn 32580 w3 -[5458AC1]-.
MName: he captured IB ] |
Description:
= Back ‘ ‘ Mext » | ‘ Einish ‘ ‘ Cancel

Figure 103. General Information page
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4. Click Next on the General Information page. The Lenovo Configuration
Capture wizard starts collecting the local computer's IMM /uEFI/uEFI (Romley
Platform) settings.

Lenovo Configuration Capture £

General Information lenowvo
Enter & name and description for this capture. Click Next to continue.
Step 36

Product Mame is 03, and Machine Type/Model is IBM System X3250 M3 -[5458AC1])-.

Marme: The captured IBM System #3250 M5 -[3458AC1]- settings |

Description:

Cuollecting information from local computer, please wait...

= ][

Figure 104. Collecting information

After a few minutes, the Lenovo Configuration Capture wizard finishes
collecting the settings. The Select Settings page opens, which lists the captured
settings.

5. Select the settings you want to export.
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B Lenovo Configuration Capture -
Select Settings lenowvo
The Select Settings page pravides & list of all the MMWUEF| settings. Click to select the settings. Click
Mext to continue. Step A5
Il Settings | UEF| Settings
The fallowing is IMM setting list Selected Count: 2327232
Fropery Mame Froperty Value Description A
M ACcountSecurity Legacy security settings Configure the IMM Global Logi...

I AdapterConfighetworks. .
MM AdvancedAdapterConfia...
It AutharityLevel 1

~ RIR] &R R] &R

Mo
Ma
Supervisar

Figure 105. IMM settings

B Lenovo Configuration Capture E

Select Settings

The Select Settings page provides a list of all the IMMIUEF] settings. Click to select the seftings. Click

Next to continue.

'IMM Settings  UEF] Settings |

The following is UEFI setting list

Selected Count:

lenovo
Step 4/6

250/250

v I Property Name

I Property Value

Description

-

UEFI.Com1StopBits 1

UEFI.CkeLowPaolicy Disable
UEFI.Com1ActiveAfterBoot Disahle
uEFI.Com1BaudRate 115200
UEFI.Com1DataBits 8
uEFI.Com1FlowControl Disable
UEFI1.Com1Parity None
|

Enable/Disable CKE Low Policy
Active after hoot Settings.
Setyour Baud Rate.

Setyour Data hits.

Flow Control Settings.

Setyour Parity.
Set your Stop Bits.

uEFI.Com1TextEmul ANSI Set your Terminal Emulation.
UEFI.Com2ActiveAfterBoot Disahle Active after boot Settings. -
«| | »
= Back Next = Finish | Cancel I

Figure 106. UEF] settings
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MM AuthorizationMethod authorization will be do...
I Autablegotiatet Yes Configure the IMM Advanced Et.
MM AutoR OMFromotion Enabled
IMM.BasicAdapterConfigPrivl Mo b
m >
< Back ‘ ‘ Mest =

91



=

Lenovo Configuration Capture -

Select Settings lenovo

The Select Seftings page provides a list of all the IMMAJEF] settings. Click to select the settings. Click
Mext to continue. Step 4/6
IMM Settings | UEFI Settings

The following is UEFI(Romley Platform) setting list Selected Count,  49/49
Froperty Mame Fropetty Value Description [
DevicesandlOPorts Activevid...  Onhoard Device [fAdd-in Device is selected, vid.| =
DevicesandlOPorts ComilAct.. Disable Active after boot Settings.
DevicesandlOPorts. ComiBa... 115200 Setyour Baud Rate.
DevicesandlOPorts. Coml1Da.. 8 Setyour Data bits.
DevicezandlOPorts.Com1Fl..  Disable Flow Control Settings.
DevicesandlOPorts ComiPa..  MNane Setyour Parity,
DevicesandlOPorts Comi158t.. 1 Setyour Stop Bits.
DevicesandlOPorts. Coml1Te...  AME] Setyour Terminal Emulation. w
< m *

e [

Figure 107. UEFI (Romley Platform) settings

Note: The capture can fail when the local computer does not have an IMM, a
uEFI or a uEFI (Romley Platform) module, or if the IMM account information
is incorrect. If the capture fails, click the Information link to view more
information.
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‘ Lenovo Configuration Capture E

Select Settings lenovo
The Select Settings page provides a list of all the IMM/UEF| settings. Click to select the settings. Click
Next to continue Step 4/6

IMM Settings | uEFI Settings

Mo IMM Settins were found on the local computer. Information

= St = = I
™| Property N Lenovo Configuration Capture - Information E3

Inquires the IMM information Failure.
(]

= Reason:
The User ID andjor Password that was entered is incorrect,

[~ Show Log File = Back Mext Finish

Figure 108. Incorrect IMM account is incorrect

6. Select the settings that you want from the Select Settings page and click Next.
The Export page lists settings that you can export to a Configuration
Description.xm] file.

iLennvn Configuration Capture

Export lenovo

Check the list of setlings selected for expoart. Inthe Expoart To field, erter the location for the

Configuration Description file. Click Next to continue. Step Si6
Propery Mame | Property Value | Type | Description -
EBDDtMDdes.OptimizedBDDt Enable UEFI{...  Optimized Boot will load a minim
BootModes. QuietBoot Enable UEFI{...  Disabling Quiet Bootwill show s
BootModes SystermnBoothode  LIEF] and Legacy LUEFIL..  Contrals which drivers option ..
DevicesandlOFPos Activevideo Add-in Device UEFI{... IfAdd-in Device is selected, vide.
DevicesandlOFornts. Com1Act... Dizahle UEFI...  Active after hoot Settings.
DevicesandlOFons. Com1Ba... 115200 UEFI... Setyour Baud Rate.
DevicesandlOFPorts Com1Dat.. & UEFI{... Setyour Data hits.
DevicesandlOFornts. Com1Flo... Dizahle UEFI{...  Flow Control Settings.
DevicesandlOFons.Com1Par.. Mone UEFI... Setyour Parity.
DevicesandlOPorts. Com15ta.. 1 UEFI{...  Setwour Stop Bits.
DevicesandlOForts. Com1Ter..  AMSI UEFI{...  Setyour Terminal Ermulation.
DevicesandlOFornts. Com2Acti... Dizahle UEFI...  Active after hoot Settings. =
- iR T s A O i i | _>I_|
Export To: Browse.. |

= Back Mext = | Einish | Cancel |

Figure 109. Export Page
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7. Click Next. The Export Successfully Completed page opens.

‘ Lenovo Configuration Capture E

Export Successfully Completed lenovo
Capture Finished.
Step BB

[Z i‘l’he Lenovo Configuration Capture tool successiully exported the settings to; Clcaptured xml.

1 Open the Configuration Description XML file folder

[~ Show Log File = Hack Tl = Finish Zancel

Figure 110. Export Successfully Completed

Note: You can export the captured configuration description file into any
Lenovo Configuration Pack Editor to manage. For more information, see
[“Creating a configuration item” on page 24
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Chapter 4. Hardware and software support

The topics in this section describe the hardware and software that is supported by
Lenovo Configuration Pack for Microsoft System Center Configuration Manager

v6.0.

Supported Microsoft System Center products

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
v6.0 supports the following Microsoft System Center products:

* Microsoft System Center Configuration Manager 2012

* Microsoft System Center Configuration Manager 2012 R2

* Microsoft System Center Configuration Manager 2012 SP1

* Microsoft System Center Configuration Manager 2007 R2

* Microsoft System Center Configuration Manager 2007 SP2

Supported client systems

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
v6.0 supports the following client systems:

Table 2. Supported IBM systems

Product family name

Machine type

IBM BladeCenter HS22

7870, 1936, 7809, 1910

IBM BladeCenter HS22V 7871, 1949

IBM BladeCenter HS23 7875

IBM BladeCenter HS23E 8038, 8039

IBM Flex System x220 Compute Node 7906, 2585

IBM Flex System x222 Compute Node 7916

IBM Flex System x240 Compute Node 8737

IBM Flex System x280 X6 / x480 X6 / x880 |7903

X6 Compute Node

IBM Flex System x440 Compute Node 7917

IBM NeXtScale nx360 M4 5455

IBM System x 3100 M4 2582

IBM System x 3100 M5 5457

IBM System x 3200 M2 4367, 4368

IBM System x 3200 M3 7327,7328

IBM System x 3250 M2 7657, 4190, 4191, 4190
IBM System x 3250 M3 4251, 4252, 4261
IBM System x 3250 M4 2583

IBM System x 3250 M5 5458

IBM System x 3300 M4 7382

IBM System x 3400 M2 7836, 7837
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Table 2. Supported IBM systems (continued)

Product family name Machine type
IBM System x 3400 M3 7378, 7379

IBM System x 3500 M2 7839

IBM System x 3500 M3 7380

IBM System x 3500 M4 7383

IBM System x 3530 M4 7160

IBM System x 3550 M2 7946, 4198

IBM System x 3550 M3 7944, 4254

IBM System x 3550 M4 7914

IBM System x 3620 M3 7376

IBM System x 3630 M3 7377

IBM System x 3630 M4 7158

IBM System x 3650 M2 7947, 4199

IBM System x 3650 M3 7945, 4255, 5454
IBM System x 3650 M4 5466, 7158, 7915
IBM System x 3650 M4 HD 5460

IBM System x 3750 M4 8722, 8733, 8752
IBM System x 3850 X6 / x3950 X6 3837

IBM System x iDataPlex dx360 M2 server 7321, 6380, 7323
IBM System x iDataPlex dx360 M2 server 6391

dx360 M3

Table 3. Supported Lenovo systems

Product family name Machine type
Lenovo System x3550 M5 5463

Lenovo Flex System x240 M5 Compute 2591, 9532
Node

Lenovo Flex System x440 Compute Node 7167, 2590
Lenovo Flex System x280,x480,x880 X6 4258

Compute Node

Lenovo Flex System x240 Compute Node 7162, 2588

Lenovo NeXtScale nx360 M5 5465
Lenovo NeXtScale nx360 M5 DWC 5467, 5468, 5469
Lenovo System x3650 M5 5462

Supported operating systems for client machines

Lenovo Configuration Pack for Microsoft System Center Configuration Manager
v6.0 supports the following operating systems:

¢ Windows Server 2003 SP2/R2

* Windows Server 2003 SP2/R2 x64
* Windows Server 2008 SP1/SP2

* Windows Server 2008 SP1/SP2 x64
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e Windows Server 2008 SP1/R2
¢ Windows Server 2012 R2
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Chapter 5. Troubleshooting

Use this section to troubleshoot and resolve problems with Lenovo Configuration
Pack for Microsoft System Center Configuration Manager.

 If you experience any issues when using Lenovo Configuration Pack Editor, you
can check the log file information in the InstallationFolder\logs folder. The
logs folder is automatically deleted when the product is uninstalled.

* If you want to export the evaluation logs for Lenovo Configuration Pack on the
endpoint, follow these steps:

1. After the evaluation, launch Event Viewer.
2. Expand Windows Logs.
3. Right-click Application node, and click Save Events as.

You can also use the following methods to check whether the property exists
and the IMM account is correct:

— Get the specific IMM /uEFI property by typing the following command:
asu.exe show propertyname
For example, asu.exe show IMM.HTTPPort

— Get the specific IMM/uEFI property with the account by typing the following
command:
asu.exe show propertyname --user UserID --password Password
For example, asu.exe show IMM.HTTPPort --user admin --password esW2Ad
* In the Evaluation Report View section, if the script cannot get the evaluated
setting, it does not return a value, and the SCCM client agent deems the
evaluated setting to be non-compliant. You can get the details about this

evaluated setting from the application logs in Windows. The following terms are
used in the application log:

[Not Found ASU]
The ASU.exe file was not found in the specified location.

[TargetOS]
The version of the current operating system: either 64-bit or 32-bit.

[Found ASU]
The location of the ASU.exe file.

[Property]
The name of the evaluated property.

[Set ACCOUNT]
Reflects whether users set the IMM account in Lenovo Configuration
Pack Editor.

[TimeOut]
Indicates whether the evaluation has timed out.

[Return Code]
The return code for the ASU.exe file. If the evaluated setting can be
found, the return code is 0. Otherwise, the return code is larger than 0.
For more details about ASU return codes, refer to the following web
page: [Advanced Settings Utility (ASU) for Lenovo x86 servers support|

|Eortal
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http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=LNVO-ASU
http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=LNVO-ASU

[Error Output]
If the evaluated setting is not found, this code records the reason for the
failure.

[Output]
If the evaluated setting is found, this code records the ASU.exe file search
result.

* Lenovo Configuration Capture records a log file in the Lenovo_Support\DCM\Togs
folder of the system driver during the launching process. For example, if your
system drive is C:, then the log file is recorded under the C:\Lenovo_Support\
DMC\Togs\ folder.

* Lenovo Configuration Capture can capture all IMM/IMM/uEFI/uEFI (Romley
Platform) settings from the Lenovo server, but some captured settings may not
be included in the common setting list of Lenovo Configuration Pack Editor.
Lenovo Configuration Pack Editor cannot list the values of those settings after
they are imported; the editor assumes the type for those settings is String type.

B Lenovo Configuration Pack Editor - Setting Editor -

Selectthe property that you wish to monitor for compliance. Ifthe property list does not include the desired
property, type it in the Property Mame field.

Fropery Mame: It PowerRestorePolicy| b4

Description: mode of operation if @ power loss occurs. This setting can also be configured | ~
wia BIOS F1 setup.
Restore: Restores syster to the same state itwas before power failad.
W
Comparator; |Equa|s v| Yalue: |Restore W
Severity: | Infarmation W |

Rermediate noncompliant IMMUEFI setting values on client automatically, The
remediation action may he failed ifthe target setting is readonly.

Expected Yalue: e

ﬂ When the property "IMM.PowerRestorePolicy" "Equals" "Restore”, the property is compliant on the endpoint.
Otherwise, the property is non-compliant and returns a sewverity of "Infarmation”.

014 | | Cancel | | Apply

Figure 111. Lenovo Configuration Pack Editor - Setting Editor page

In the IMM.DuplexAutoDisable property is not in the common setting
list of Lenovo Configuration Pack Editor, and the Description and Expected
Value fields are empty. Lenovo Configuration Pack Editor assumes that the type
for the IMM.DuplexAutoDisable property is String. For details about the different
types, see [Table 1 on page 15|
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Notices

Lenovo may not offer the products, services, or features discussed in this
document in all countries. Consult your local Lenovo representative for
information on the products and services currently available in your area.

Any reference to a Lenovo product, program, or service is not intended to state or
imply that only that Lenovo product, program, or service may be used. Any
functionally equivalent product, program, or service that does not infringe any
Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program,
or service.

Lenovo may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

Lenovo (United States), Inc.

1009 Think Place - Building One

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some
jurisdictions do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. Lenovo may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

The products described in this document are not intended for use in implantation
or other life support applications where malfunction may result in injury or death
to persons. The information contained in this document does not affect or change
Lenovo product specifications or warranties. Nothing in this document shall
operate as an express or implied license or indemnity under the intellectual
property rights of Lenovo or third parties. All information contained in this
document was obtained in specific environments and is presented as an
illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this Lenovo
product, and use of those Web sites is at your own risk.
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Any performance data contained herein was determined in a controlled
environment. Therefore, the result obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Trademarks

Lenovo, the Lenovo logo, Flex Systemm, System x®, and NeXtScale” System are
trademarks of Lenovo in the United States, other countries, or both.

Intel and Intel Xeon are trademarks of Intel Corporation in the United States, other
countries, or both.

Internet Explorer, Microsoft, and Windows are trademarks of the Microsoft group
of companies.

Linux is a registered trademark of Linus Torvalds.

Other company, product, or service names may be trademarks or service marks of
others.

Important notes

Processor speed indicates the internal clock speed of the microprocessor; other
factors also affect application performance.

When referring to processor storage, real and virtual storage, or channel volume,
KB stands for 1 024 bytes, MB stands for 1 048 576 bytes, and GB stands for 1 073
741 824 bytes.

When referring to hard disk drive capacity or communications volume, MB stands
for 1 000 000 bytes, and GB stands for 1 000 000 000 bytes. Total user-accessible
capacity can vary depending on operating environments.

Lenovo makes no representations or warranties with respect to non-Lenovo
products. Support (if any) for the non-Lenovo products is provided by the third
party, not Lenovo.

Some software might differ from its retail version (if available) and might not
include user manuals or all program functionality.
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