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About this publication

This guide provides instructions for installing IBM® Configuration Pack for
Microsoft System Center Configuration Manager, v4.0 and using it to author and
manage IBM configuration data in your environment.

Conventions and terminology
Notices used in this guide

The following notices are designed to highlight key information:
Note: These notices provide important tips, guidance, or advice.

Important:
These notices provide information or advice that might help you avoid
inconvenient or difficult situations.

Attention:
These notices indicate possible damage to programs, devices, or data. An
attention notice appears before the instruction or situation in which
damage can occur.

Terminology used in this guide

The following list describes some of the terms, acronyms, and/or abbreviations
used in this document.

configuration item
configuration item

ASU IBM Advanced Settings Utility

SCCM
Microsoft System Center Configuration Manager

DCM Desired Configuration Management

IBM System Configuration Setting
One IBM configuration setting defines one property of IMM/uEFI and its
expected value, and returns an error when the property is not compliant
with the expected value.

IBM System Configuration Setting Collection
A setting collection that contains one or more IBM System Configuration
Settings. In this release, one collection has a firmware type of IMM or
uEFL

IBM System Configuration Item
A configuration itemthat is composed of other IBM Setting Collections.

IBM System Configuration Description
An XML file that contains IBM configuration setting/configuration
iteminformation.

DCM configuration item
Refers to the fundamental structural unit of a Desired Configuration
Management system.

© Copyright IBM Corp. 2012 ix



X

DCM configuration setting
A configuration setting that is composed of other configuration settings.
You can define the evaluation condition and severity in each configuration
setting.

DCM Configuration Baseline
A Configuration Baseline composed of other configuration items. The
baseline can be assigned to the SCCMclient collection. You can evaluate
these baselines on the endpoint.

IBM Configuration Pack
The IBM Configuration Pack is a .cab file and contains configuration items
and baselines. You can import configuration items and baselines by
importing the IBM Configuration Pack into the DCM server.

Digest Schema
In DCM, the Desired Configuration Management digest definition (XSD)
defines the Desired Configuration Management documents (configuration
items): the constraints upon the elements, the attributes that can appear,
their relationship to each other, and what types of data can be in them. The
IBM Configuration Pack XML file must align with the digest schema
standard that can be imported into the DCM server.

IBM configuration data
IBM System Configuration Itemconfiguration items, IBM System Setting
Collections and IBM System Settings are collectively called IBM
configuration data.

IBM Configuration Pack Editor
An editor that can author IBM configuration item and Setting Collections,
and export IBM configuration data to a IBM Configuration
Pack/Configuration Description.

IBM Configuration Capture
This tool can capture IMM/UEFI/UEFI (Romley Platform) settings from
the IBM server, and export those captured settings to a Configuration
Description.

System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



Information resources

You can find additional information about IBM Configuration Pack for Microsoft
System Center Configuration Manager, v4.0 on the World Wide Web.

PDF files

View or print documentation that is available in Portable Document Format (PDF).
Downloading Adobe Acrobat Reader

You need Adobe Acrobat Reader to view or print these PDF files. You can
download a copy from the [Adobe Reader Web site]

Viewing and printing PDF files

You can view or print any of the respective PDF files located on them
Systems Management Solutions for IBM Servers| website. Please click the link
provided to locate the individual product pages for each publication.

World Wide Web resources

The following web pages provide resources for understanding, using, and
troubleshooting IBM System x, BladeCenter® blade servers, and
systems-management tools.

IBM System x Integration Offerings for Microsoft Systems Management]
Solutions|

Here you can locate the latest downloads for IBM Configuration Pack for
Microsoft System Center Configuration Manager, v4.0.

[[BM Systems: Technical support site|

Locate support for IBM hardware and systems-management software.

IBM ServerProven® pages

[System x ServerProven| pages

[BladeCenter ServerProven| pages

Obtain information about hardware compatibility with IBM System x, IBM
BladeCenter, and IBM IBM IntelliStation®hardware.

Microsoft TechNet: System Center Configuration Manager| page
Locate support for the System Center Configuration Manager.
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Chapter 1. Introduction to IBM Configuration Pack for
Microsoft(tm) System Center Configuration Manager

What's new in version v4.0?

Free features
This release includes the following new features:

Capture IMM/UEFI/UEFI (Romley Platform) settings
IBM Configuration Capture can capture IMM/UEFI/UEFI (Romley
Platform) settings from an IBM Server, and export those captured
settings to an IBM System Configuration Description file. The
exported Configuration Description file can be imported into any
one IBM Configuration Pack Editor.

Premium featuires
The following features are fee-based functions that are enabled with a valid
product license v4.0 or higher:

Author IBM System configuration data:
The IBM System configuration data is composed of IBM
configuration items, IBM Configuration Setting Collections and
IBM configuration settings. In this release, the IBM System
configuration data scope is IMM/uEFI settings.

Support the common settings of IMM/uEFI:
The IBM Configuration Pack Editor supports some common
settings of IMM /uEFI that can help you author IBM System
configuration settings.

Export IBM System configuration data to a IBM Configuration Pack:
The IBM Configuration Pack contains configuration items and
Setting Collections in a .cab file and up to DCM standards. This
IBM Configuration Pack can be imported into the DCM server.

Export IBM System configuration data to a Configuration Description:
The Configuration Description is an XML file that describes the
configuration data. You can share and edit configuration data: you
can export IBM configuration data to a Configuration Description,
or a Configuration Description can be imported into the IBM
Configuration Pack Editor.

Import IBM System Configuration Description:
You can import a Configuration Description at one time, or in the
Configuration Description, which can include more than one IBM
configuration item/Setting Collections.

© Copyright IBM Corp. 2012 1



How IBM Configuration Pack for Microsoft System Center
Configuration Manager, v4.0 supports IBM systems

2

IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0
provides the setting to check for IMM/uEFI. Use IBM Configuration Pack Editor to
author settings that you want to validate on the endpoint.

These IBM configuration data can be exported by IBM Configuration Pack Editor
to a Configuration Pack (.cab) file that can be imported in the SCCM DCM.
Administrators can assign those configuration data to the specific collections in
SCCM. These configuration data include vbscript, which will invoke the ASU.exe
tool to validate the endpoint’s compliance.

Advanced Settings Utility (ASU)

You can use the IBM Advanced Settings Utility (ASU) to modify firmware settings
from the command line on multiple operating-system platforms like DOS, Linux,
Solaris, Windows (also WinPE). It supports BIOS code, Remote Supervisor Adapter
firmware, Remote Supervisor Adapter II firmware, Baseboard management
controller firmware, IMM etc.

Note: IBM Configuration Pack for Microsoft System Center Configuration
Manager, v4.0 will use ASU v3.60 or above on the endpoint dhttp:/ / www:|
947 .ibm.com /support/entry /portal / docdisplay?Indocid=TOOL-ASU). IBM
configuration data doesn’t include ASU.exe, so copy ASU.exe to the following
specific place on the endpoint:

Copy the ASU.exe (for 32-bit OS) or ASU64.exe (for 64-bit OS) under the
IBM_Support\ASU\ folder of the system directory, e.g. C:\IBM_Support\ASU\asu.exe,
C:\IBM Support\ASU\asub64.exe. The location of ASU.exe has been recorded in the
registry: The string key “Location” under HKEY_LOCAL_MACHINE\SOFTWARE\
(Wow6432Node) \IBM\ASU\

In addition, you can type an absolute path of ASU.exe in the IBM Configuration
Pack Editor.

System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide
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Chapter 2. Installing the IBM Configuration Pack v4.0

Procedure

1. Double click on the IBM Configuration Pack v4.0 installer (.exe file). The
welcome page for IBM Configuration Pack appears.

Welcome to the Instalishield Wizard for 1BM
Configuration Pack for Microsoft System
Center Configuration Manager, v4.0

otected by copyriht law and

Figure 1. Install wizard welcome page

2. Click Next to proceed to the License Agreement page.

ntemational License Agreement for Non-Warranted Programs. i"

Part 1 - General Terms

[BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
|AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
IACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOU
[REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND
LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE

[l
 Taccept the terms

& 1do not accept the
Instalshield

Figure 2. Install wizard license agreement

3. Select I accept the terms in the license agreement to accept the license. Click
Next to proceed to the Destination Folder page.

4. On the Destination Folder page, you can change the directory to install the IBM
Configuration Pack by clicking Change....

Pack for Micrsoft System Center Configuration

6\EMIIEM Configuration Pack|

Instalshield

<Back et > Cancel

Figure 3. Destination Folder page

© Copyright IBM Corp. 2012 3



5. Click Next to proceed to the Ready To Install the Program page.

I . clck Back. Clck Cancelto

<ok Cancel ‘

Figure 4. Ready to Install the Program page

6. Click Install to start the installation process. Notifications will appear if any
errors occur during installation.

Instaliel]

<Bk >

Figure 5. Installation status page

7. Click Finish to complete the installation.

I show the Windows Instaler log

Figure 6. Installation complete page

4 System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



Uninstalling the IBM Configuration Pack v4.0

There are three ways to uninstall IBM Configuration Pack v4.0:

* Uninstalling from Add or Remove Programs, or if the operating system is
Microsoft Windows Server 2008, from Programs and Features.

* Running the IBM Configuration Pack v4.0 installer (.exe file) and selecting the
Remove option.

* Using the IBM Upward Integrated Installer (see IBM Upward Integrated Installer
User's Guide for more information).

Note: If you authored configuration data, you will be notified whether to delete
the configuration data Folder during the uninstall process.

Chapter 2. Installing the IBM Configuration Pack v4.0 5
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Chapter 3. Working with IBM Configuration Pack and
Microsoft System Center Configuration Manager

IBM Configuration Pack v4.0 provides an easy way to author IBM configuration
data, and export them to a IBM Configuration Pack.

Brief introduction

The IBM Configuration Pack for SCCM v4.0 provides an easy way to author IBM
configuration data, which can be imported into the SCCM DCM Server. The SCCM
DCM Server assigns IBM configuration data to their clients to evaluate which
clients are up to standard or not.

The following steps are a brief introduction about how to use IBM Configuration
Pack and SCCM DCM:

1. Create IBM configuration data that you want to evaluate. You can create
configuration data in one of the following ways:

* You can create IBM configuration data in IBM Configuration Pack Editor. For
more information, see [‘Creating a Setting Collection” on page 9 and
[“Creating a configuration item” on page 21|

* You can capture IBM configuration data from an IBM Server which has

IMM /UEFI/UEFI (Romley Platform) module. For details, see

[Configuration Capture” on page 91|

2. Export the created IBM configuration data into the SCCM DCM Server. For
details, see |“Exporting configuration items to the IBM Configuration Pack .cab|
[File” on page 42| and [“Importing configuration data to DCM” on page 48]

3. Assign and evaluate IBM configuration data in the SCCM Client. For details,
see [“Assigning the Baseline to a collection” on page 62|and [“Evaluating the]
[Baseline on the Endpoint” on page 64

Running IBM Configuration Pack Editor

You can click the IBM Configuration Pack Editor shortcut from Start Menu to
launch IBM Configuration Pack Editor.

If License Entitlement has not been activated on the IBM System Configuration
Server, the IBM Configuration Pack Editor will present a message box to remind
you to activate License Entitlement.

© Copyright IBM Corp. 2012 7



IBN Configuration Pack — License Dialog

No License

The licensze 1= mot found on this serwver.

IBEM Configuration Pack does not detect the license

If you purchased the license, activate it by using the license tool on this server,
and then restart this application.

For license infarmation, see

Figure 7. No License dialog box

The IBM Configuration Pack Editor presents the following window:

File Import  Export  Help

D)

£ Setting Collections = IBM Configuration Pack Editor
= 1B M Settings <
= UEFI Rorriey Platiorm Settings = “The IBM Configuration Pack Editor helps you create and manage configuration data thatyou can exportfor use
= UEF! Setings Collection = in Microso Desired Configuration Manager (DCM).

=-( Confiuraton fems
¢ Configuration ltem Sample.
¢ |BM Configuration Item

Getting Started

When working in [EM Configuration Pack Editor, you first create the desired firmware Ssting Collection and then group
the collections into Configuration ftems.

ou can then exportthe Configuration tems for use in Micrasoft Desired Configuration Manager.

Setting Collections Configuration Kems Export to Configuration Pack

Create Sefiing Collection Create Confiauration ttern Exportto Confiquration Pack For
SCCH 2007

View Sefting Collection P | view Confiquration tterm B | Exortto Confiuration Pack For
ScCh 2012

Figure 8. IBM Configuration Pack Editor main window

The left navigation pane of the window contains the following items:
* Home tree
* Setting Collections tree

* configuration items tree

8  System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



Home tree
The Home page provides three sequential areas to guide you in getting started
with IBM Configuration Pack Editor:
* Setting Collection List
* configuration items
* Export to IBM Configuration Pack

Setting Collection List Box

This box contains two links: Create Setting Collection, and View Setting Collection.

* Clicking the Create Setting Collection link will present a wizard to help you
create an IMM /uEFI Setting Collection.

* Clicking the View Setting Collection link will display the Setting Collections Tree
item, which will allow you to view the existing Setting Collections.

Creating a Setting Collection
Procedure

1. Type a name and description for the Setting Collection, and click Next.

Note: The Name text box is required, but the description is optional.

- IBE Configuration Pack Editor — Create Setting Collection

General Information TEM
Enter a name and (optional) description for vour new configuration itermn and click "MNext™ to
Step 1/3

continue.

Mame:

Description:

Figure 9. General Information window

Chapter 3. Working with IBM Configuration Pack and Microsoft System Center Configuration Manager 9



2. Select a setting type for the new Setting Collection. This version supports
scopes IMM , uEF], and uEFI (Romley Platform).

Note: The setting type cannot be modified after it has been created.

‘ IBM Configuration Pack Editor - Create Setting Collection

Setting Collection Information
Select a sefting type and then click "Next”

Setting Type:
[ I

=]

UEFI
UEFI(Romley Platform)

= Back MNext = Finish Cancel

Figure 10. Setting Collection Information window

3. Click Next. The Property Thresholds page appears.

10 System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



IBE Configuration Pack Editor — Create Setting Collection

Property Thresholds

Click "Add™ to add properties, "Modify” to modify properties, or "Remove™to remove a
property. Then click “Finish”. Step 3/3

Add dif Rer

Froperty Mame Comparator Expected Value Severity Description

(2 B

Figure 11. Property Thresholds page

4. Click Add to add a new property threshold. The Setting Editor window
appears.

b 16M Configuration Pack Edtor - Setting Edtor

Selectthe property thatyou wish to monitar for compliance. ffthe propery list does not include the desired
property, type it n the Praperty Name field

p [Bootiios: E

Description

Corols WHTEh afvers opon ROWs 1 Boct Marageruses; UEFI oty UEFr ]
aware adapters oot oadsrs; Lagacy Only: skis UEF -aware divers, runs

option ROMS 1 b0ot a lgacy O, Bh: hoots UEFImode I hatfls nen s
legacy boot

|

Camparator: Equals < value: [UEFIand Legacy Bl
Severity. information B

v Remediate noncompliant IMMIUEFI setting values on client automatcally The remediation action may.
be failed ifthe target setiing is readoniy

Expected Value: [UEFIand Legacy E

[ When the property"Bootioes SystemBootiode" *Equals® "UEF| and Legacy', the property is compliant
onthe endpoint. Otherwise, the propery is non-compliant and retums & severity of*Infarmation”

oK | cama | aoy |

Figure 12. Setting Editor window
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5. Complete the following fields:
* Property Name: Select the specific IMM, UEFI or UEFI (Romley Platform)
setting (depending on the Setting Type selected in the Selecting Collection
Information window previously).

¢ Comparator: Each property name in the drop-down list has an associated
return type, such as String, Integer, Version and Data Time, which requires
you to select a comparator from the drop-down menu as follows:

Table 1. Comparators by return type

Return Type

Comparator

Description

String

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Contains

If the evaluation property
contains the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

One Of

If the evaluation property is
one of the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.
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Table 1. Comparators by return type (continued)

Return Type

Comparator

Description

Integer

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Less

If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Less or Equals

If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater

If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater or Equals

If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.

Chapter 3. Working with IBM Configuration Pack and Microsoft System Center Configuration Manager 13
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Table 1. Comparators by return type (continued)

Return Type

Comparator

Description

Version

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Less

If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Less or Equals

If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater

If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater or Equals

If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.
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Table 1. Comparators by return type (continued)

Return Type

Comparator

Description

Data Time

Equals

If the evaluation property
equals the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Not Equals

If the evaluation property
does not equal the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Less

If the evaluation property is

less than the Expected Value,
the property is compliant on
the endpoint. Otherwise, the
property is non-compliant.

Less or Equals

If the evaluation property is
less than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater

If the evaluation property is
greater than the Expected
Value, the property is
compliant on the endpoint.
Otherwise, the property is
non-compliant.

Greater or Equals

If the evaluation property is
greater than or equal to the
Expected Value, the property
is compliant on the endpoint.
Otherwise, the property is
non-compliant.

* Severity: Select one of three levels: Information, Warning, and Error. When
the Setting is non-compliant with the expected value on the endpoint, the

Setting will return the selected severity.

As you set the settings, the Selection Summary will auto fill the corresponding

property, value, comparator and severity.

Note: You can type a property that does not exist in the property support list,
but IBM Configuration Pack Editor will assume the property is a String type,
and that means the Comparator will just list “Equals,” “Not Equals,”
“Contains” and “One Of.” You will still need to type an expected value for the

property.

In addition, you can set duplicate settings in the Setting Collection.
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6. Click Apply when you are finished adding the new property threshold.

. IBE Configuration Pack Editor - Create Setting Collection

_

Property Thresholds TEL

Click "Add™to add properties, "Modify™ to modify properies, or "Remove” to remove a

property. Then click "Finish™. Step 3/3

Add
i Froperty Mame Comparator Expected Value Severity Description '

IMM.BasicAdapterConfigPriv Equals Yes Warning Mndif!.f"ﬁ.dapte!
IMMHTTPPort Less orEquals 80 Information Configure the |
IMM.RemotePowerPriv Contains Yes Error Modify "Remots
IMMHTTPPort Less a0 Error Configure the |

l| {] i [ -||

Figure 13. Property Thresholds window with list items

7. To modify a setting, select it and click Modify, or just double click the line
item. To delete a setting, select one or more line items and click Remove.

Viewing a Setting Collection

16
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About this task

After clicking View Setting Collection, the Setting Collection List will appear in
the right pane.

B 18M Configuration Pack Editor

File Import Export Help

=y Home
. Setting Collections
25 1BM IMM Settings

@

=9 UEF| Settings Collection
= 4 Configuration ltems

~ |BM Configuration tem

=5 UEFI Romley Platform Settings

= Configuration ltem Sample

M=] E3
Setting Collections
ASetting Collection represents a desired object, setting, or value on a server.
New Setting Collection I Delete I

Name | Setting Type | Description

IBM IMM Settings MM IBM IMM Settings Description

uEFI Romley Platform Settings uEFI{Romley Platform) uEFI Romley Platform Settings

uEF| Settings Collection UEFI uEF| Settings Collection

«| |

Figure 14. Setting Collection List window

Procedure

To create a new Setting Collection, right-click the Setting Collections tree item or

click New Setting Collection.

To delete Setting Collections, select one or more items in the list and click Delete

or press the Delete key.
Select a Setting Collection to view its properties or edit it.
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B 18M Configur ation Pack Editor

File Impot Export Help

=i Home
-1 '« Sefling Collections
2 1BM IMM Setangs
£ UEFI Romiey Platform Sattings
£ yEFI Seflings Collection
= 4 Configuration Hems
2 Configuration #em Sample
« 18M Configuration Item

Setting Collections

ASatting Collection represents a desired objact, setting, or value on a server
New Setiing Cosecson | Datete |

Name | Setting Type | Description

IMM 1BM IMM Semings Description

& Platfors

15M IMM Setings

Platfor

UEF| Se@lings Collection UEFI UEFI Seftings Collection

K| i
Details for: UEFI Romley Platform Sefngs
General | Propery Thresholds |
Modity I
Name  uEFI Romley Plalform Sengs
Sefting Type:  UEFI(Romley Platform)
Deseriplion: [ Romiey Platiorm Semings =]
=

Figure 15. Setting Collection properties

Editing a Setting Collection:
About this task

To edit a Setting Collection:

Procedure
1. Click Modify on the General tab. The General Information window appears.
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. IBH Configuration Pack Editor — General Information ﬁ

Mame:

B IMM Settings

Description:

IBM MM Settings Description

QK ] [ Cancel ] [ Apply

Figure 16. General Information window

2. Edit the Name and Description fields for this Setting Collection. For this
Collection, but you would not be able to modify the setting type after being
created.

3. Click the Property Thresholds tab. A list of existing property thresholds for the
selected Setting Collection appears in the grid.

Figure 17. Figure 17. Property Thresholds tab

4. Click:
* Add to add settings to the property thresholds.
* Modify to edit a selected property threshold.
* Remove to delete selected property thresholds.

Note: When a Setting Collection has been used in other configuration items, if
deleted it will be in turn removed from those configuration items.
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Duplicating a Setting Collection:
About this task

To duplicate a Setting Collection, you can right click any Setting Collection in the
Setting Collection List view or in the Setting Collections Tree view.

1BM Configuration Pack Editor [-[0Ix]
File Impot Export  Help

5 o Home - -

5> Setling Callestions Setting Collections
© 1B IMM Settings

 UEFIRomiey Plator Setings

ASefting Collection represents a desired object, setting, or value on a server

= UEF! Settings Collection NewSeftng Collectin | Delete__ |
(% configuration tems
£ Configuration ltem Sample Narne [seting Type [ Description
5% Iy Comgurationiem 1514 I Setings it B MM Seftings Description

UEF| Rorney P
UEF Seings

Duplcate ey ol s

Delete

Details for. UEFI Romley Platform Setings

General Praperty Threshalds |

wio | sy [ memve |

PropertyName | Comparator | Expected Value | Severity | Remediation State | Remediation Value | T+
Saiodes O Eals A1 et o T
Scoder Q.. Eude Disable nfamat Mo

Coobniestyte. Tads  UeriamdLegocy nfamat Mo UertandLogser
CoviccrdOron Cads  Agsmbonce | nfamal Mo v
Cevuccandopot. Eauds vl nfomat Mo ¢
Ceviecandopot. Eauds  Enale nfomat Mo c
Omviecandoron Eams POES nfomat Mo

Deviccandopot. Eauds  Enale nfamat Mo N
DetuecandoPor Eaude  bisale nfamat N .
Ceviccandopor. Eauds 115200 nfamat Mo .
Ceviecandopor Eaide 5 nfamat - No .
CetuesandoPot Eaude  Disale nfomat Mo :
Ceviccardop. Eaudls e nfamat Mo 5
] | o

Figure 18. Duplicate function

The Duplication Dialog appears.

j Duplication Dialog

Mew Mame: | |BM IMM Settings

(8].% ] ’ cancel ]

Figure 19. Duplication Dialog

The name of the duplicate Setting Collection can be the same name as an existing
Setting Collection; however, it is recommended that you use a different name for
the duplicate Setting Collection.

Note: If you duplicate a Setting Collection that is used in other configuration
items, the new duplicate Setting Collection that is created will not be referred to by
these configuration items.
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Configuration Iltems list box
The configuration items Box is composed of the following link buttons:
* Create configuration item link
* View configuration item link

Creating a configuration item
Procedure

1. Click Create configuration item. A wizard appears to guide you through

creating a configuration item.

. IBE Configuration Pack Editor — Create Configuration Item

General Information

Enter a name and (optional) description for your new configuration iterm and click "Mext” to

continue. Step 1/3

Mame:

IBM Configuration ltem

Description:

[BM Configuration ltem
Include Setting Collections:

IEM IMM Settings
LUEF] Setting Collection for Web Site

Figure 20. General Information window
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2. Type a name and description for the configuration item.

Note: The Name field is required, but the Description field is optional.
3. Click Next. The IMM Information window appears.

. IBX Configuration Pack Editor — Create Configuration Item

IMM Information

Enter the user ID and passwaord, and specify the location of the asu.exe file on the endpoint.
Click "Next” to continue. Step 2/

MM Information
UserlD

UserlD

Passward

dhE Rk @

Canfirm Passward

dhE Rk @

Specify the location of the asu.exe file on the endpoint

CUBMASUWIn32\asu exe|

|

Figure 21. IMM Information window

4. Enter a UserID and Password for IMM on the target server.

Note: The User ID and Password are not required if the default account is
used on target IMM. IBM Configuration Pack Editor will not check whether
the User ID and Password are correct.

5. In the field labeled Specify the location of the asu.exe file on endpoint, enter
an absolute path to asu.exe on the target server. The collection’s settings will
use this path to invoke asu.exe to detect the settings. If you do not type the
correct path, the setting will attempt to detect asu.exe as specified in this
dialog box.
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IMM Information
Enterthe userID and password, and specify the location of the asu.exe file on the endpoint.

Click "Next” 1o cpatinua Step 2/3
. IBN Configuration Pack Editor — Hotification

M Infor The Configuration lterm will search for asu.exe (v2.60 or above) on the

UserlD endpoint. Ensure that at least one of these conditions is met for validation,
ar the Configuration Item will return as "Moot Detected”.

UserlD

FPasswor 1. The asu.exe path is defined in the Location field.

R 2. Asu.exe is located at % SystemParition%\BM_SupportiASUasubd exe
(for 64-hit OS5} or ¥%SystemParition¥%UBM_SupportASU\asu. exe (for 32-bit

Confirm F 0S5).

Ak 3. The location is defined in the registry key as follows:
HEEY_LOCAL_MACHINEVS oftware\BMASU\Location (for 32-bit OS) or
HEEY_LOCAL_MACHINEVSoftwareWowE432ModellBIMMASLULocation (for

Specify the G4-hit 03).
: OK

Figure 22. Asu.exe detection notification

6. Click Next. The configuration items window appears.
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_ IBE Configuration Pack Editor — Create Configuration Item .

Configuration Items

Add the setting collections that you wish to include in this configuration itermn.
Step 3/3
Add Remn
Mame Setting Type Description

(%] I | [

Figure 23. Add Setting Collections window

7. Use the Add button to add existing Setting Collections into the configuration
item. The Add Setting Collections window appears.
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‘ IBM Configuration Pack Editor - Add Setting Collections

Add Setting Collections

Select Setting Collections that you wish to add to this Configuration Item.

Name ] Setting Type] Description

2 18M IMM Settings IMM  |BM IMM Settings Description

B4 uEFI Romiey Platform Sett . UEFI{Romley Platform) uEF| Romley Platform Settings

[ uEFI Settings Collection UEF| uEF|Setlings Collection

4 | |
[ SelectAll oK Cancel I Apply I

Figure 24. Setting Collections selection window

8. Select the check boxes that correspond to the Setting Collections you want to
add to the configuration item, and click OK.

Note: One Setting Collection can be used in more than one configuration
item.
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‘ IBM Configuration Pack Editor - Create Configuration Item

Setting Collections

rRLF
Add Setting Collections that you wish to include in this Configuration Item.
Step 3/3
Add | Remove |
Name l Setling Type ] Description
MM IMM

IBM IMM Settings Description

uEFI{Romley Platform) UEFI Romley Platform Seftings

uEFI{Romley Platform)

| i1

< Back Next

Finish | Cancel |

Figure 25. Add Setting Collections window with list items

9. To remove Setting Collections from a configuration item, select one or more
Setting Collections in the list view and click Remove.

Note: Clicking Remove will delete the selected Setting Collections from the

current configuration item, but it will not delete Setting Collections from this

list view.
10. Click Finish.
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Viewing a configuration item
Procedure

1. Click View configuration item. The configuration items window appears.

B 1BM Configuration Pack Editor
File Import Export Help

= & Home

=-len Setting Collections
&= IBM IMM Seftings
= UEFI Romley Platform Settings
5 UEFI Settings Collection

5Lt
+ Configuration ltem Sample
~ IBM Configuration item

Configuration Iltems

AConfiguration tem is a grouping of Sefting Collections. Click "New Configuration ltem"” to create a new

New Configuration ltem

| oetete |

Name

| Description

Configuration ltem Sample
IBM Configuration item

Configuration ltem Sample
1BM Configuration ltem

Figure 26. configuration items window

2. To create a new configuration item, right-click the Setting Collections tree item
or click New configuration item.

To delete configuration items, select one or more items in the list and click
Delete.

Select a configuration item to view its properties or edit it.
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‘ 18M Configuration Pack Editor
File Impont Export Help

Mi=] E3

=5-fir Home

= 4 Sefling Collections
&9 1BM IMM Settings
= uEFI Romley Platform Settngs
£9 UEFI Settings Collection

-« Configuration ltems
& Configuration em Sarmple
2 1BM Configuration Iltern

Configuration Items

AConfiguration Bemn is @ grouping of Sefting Collections. Chck "New Configuration Hem” 10 create a new

New Consgurabonem | Detete |

Name

IBM Configuration ltem

1B Configuration tem

Details for. Configuration Itern Sample

General Imhttouml Sefting COIleaonsl
Modify I

Name: Configuration Item Sample

Description:  [onguration ftem Sample

Figure 27. configuration item properties

Editing a configuration item
About this task

To edit a configuration item:

Procedure

1. Click Modify on the General tab. The General Information window appears.
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Configuration ltem Sample

Description:

Configuration ltem Sample -]

QK Cancel Apply |

Figure 28. configuration item: General Information window

2. Edit the Name and Description fields for this configuration item.
3. Click the IMM Account tab.
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B 18™M Configuration Pack Editor

File Impot Export Help

= & Home

= s Setung Collections
£S5 |BM IMM Settings
&% UEFI Romley Platform Seftings
£ uEF| Settings Collection

- . Configuration ltems
¢ Configuration tem Sample
2 |BM Configuration tem

Configuration Items
AConfiguration e i$ a grouping of Sefting Collections. Click "New Configuralion Itern” 10 creéate a new Configuration iterm
New Configuration tem | Delete |
Name ] Description I
Configuration fem Sample Configuration Iterm Sample
|8M Configuration Bem 18M Configurabon Itern
Details for: Configuration Hem Sample

General MM Account | Setting Colections |
Madity

IMM Information
UserD

|UsenD
Password

Iv-nm

Confirm Password

I-——

Specity he location of the asu exe file on the endpoint

Figure 29. IMM Account tab

4. Click Modify to enter a UserID and Password for IMM on the target server.

30

Note: IBM Configuration Pack Editor will not check whether the User ID and
Password are correct. It is recommended that you use the default account to

eliminate any errors.

In the field labeled Specify the location of the asu.exe file on endpoint, enter

an absolute path to asu.exe on the target server. The collection’s settings will
use this path to invoke asu.exe to detect the settings. If you don’t type the

correct path, the setting will attempt to detect asu.exe as specified in this dialog

box.
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I 1 : - . : - e
; . IBN Configuration Pack Editor — Notification
User

The Configuration Item will search for asu.exe (v3.60 or above) on the
endpoint. Ensure that at least one of these conditions is met for validation,

Pass ar the Configuration Iterm will return as "Mat Detected”.

1. The asu.exe path is defined in the Location field.

Confi 2 Asu.exe is located at %SystermPartition%UBM_SuppotAShasubd exe
(for 64-bit O3) or %SystemParition%%ABM_SupportidsSLasu exe (for 32-bit
0s).

3. The location is defined in the registry key as follows:

Specif HEEY LOCAL_MACHIMENS oftwareiBIMAS LN ocation (for 32-bit O5) ar
HEEY_LOCAL _MACHIMEWS oftwareWowt432ModellBMASULocation (for
G4-bit O3}

QK ] [ icancel ] [ Apply

Figure 30. Asu.exe detection notification dialog

6. Click the Setting Collections tab.
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B 18M Configuration Pack Editor
File mport Export Help
= & Home
« Setting Collections
S0 1BM IMM Settings

=2 uEFI Romiey Platform Settings
<4 yEFI Settings Collection
= L Configuration kems
& Configuration Rem Sample
2 1BM Configuration ltem

Configuration ltems

AConfiguration tem is a grouping of Setting Collections. Click "New Configuration fem® to create a new Configuration ltern.
New Configuration tem I Delete I

Name | Deserption |

Configuration tem Samgle Configuration lem Sample

Details for: 1BM Configuration Itern

General | M Account  Setting Callections |

a0 e

Name | Setting Type | Description |
IMM M IBM IMM Settings Descrpbon
uEFI(Romley Platform) uEFI(Romley

uEFI Romley Platform Settings

Figure 31. Setting Collections tab

7. Use the Add button to add existing Setting Collections into the configuration
item. The Add Setting Collections window appears.

System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide

M= E3




‘ IBM Configuration Pack Editor - Add Setting Collections

Add Setting Collections

Select Setting Collections that you wish to add to this Configuration ltem.

Name l Setling Typel Description

[2] 18M IMM Settings MM |BM IMM Settings Description

[ uEFI Romley Platform Sett . UEFI{Romley Platform) uEF| Romley Platform Settings

[ uEFI Settings Collection UEFI uEF| Settings Collection

< | |
[ SelectAll oK Cancel I Apply I

Figure 32. Add Setting Collections selection window

8. Select the check boxes that correspond to the Setting Collections you want to
add to the configuration item, and click OK.

Note: One Setting Collection can be used in more than one configuration item.

9. To remove Setting Collections from a configuration item, select one or more
Setting Collections in the list view and click Remove.

Note: Clicking Remove will delete the selected Setting Collections from the

current configuration item, but it will not delete the Setting Collections from
other configuration items.
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Duplicating a configuration item
About this task

To duplicate a configuration item, you can right click any configuration item in
the configuration item List view or the configuration item Tree view.

B 18M Configuration Pack Editor [ 101 x]
File Impot Expont Help
5-fp Home g

= -4es Setting Collections confgumon Items
£2 |BM IMM Settings AConfiguration ltem is a grouping of Setting Collactons. Click "New Configuration ftem” o create a new Configuration ltem.
&5 UEF| Romiey Platform Settings
&% UEF| Seftings Collection New Configuration item I Delete I

=« Corfiguration items
¢ Configuration Iterm Samgle Name | Deserigtion |

~ |BM Configuration tem Configuraton Itern Sarmple Configuration em Sample

figura

{ Delete

Details for 1BM Configuration lterm

General | IMM Account  Sefting Callectans |

MdJ--I

Narne | setting Type | Description |
MM IMM IBM IMM Settings Descrighon
UEFI{Romley Platform) UEFI(Rombey uEFI Romley Platform Seftings

Figure 33. Duplicate configuration item function

The Duplication Dialog appears.

. "]

~ IBE Configuration Pack Editor - Duplication Dialog |24

New Name:  IBM Configuration ltem

| ok || cancel |

Figure 34. configuration item Duplication Dialog

The name of the duplicate configuration item can be the same name as an existing
configuration item; however, it is recommended that you use a different name for
the duplicate configuration item.

Note: After you duplicate a configuration item, the new duplicate configuration
item will refer to the same Setting Collections of the source configuration item.
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Deleting a configuration item
About this task

To delete a configuration item, select it in the list view and click Delete, or
right-click the selected configuration item and select Delete.

Note: The child Setting Collections of a deleted configuration item are not
deleted.

Exporting configuration data to a Configuration Description File
About this task
You can export configuration items and their children Setting Collections into the

Configuration Description File (.xml). This enables administrators to share and
author their configuration data.

Procedure

1. From the pull-down menu, select Export -> To Configuration File.

Pack For SCCM 2007 e

Pack For SCCM 2012 /2 grouping of Seting Callections. Click"New Configuration ltern" o create @ new Configuration ltem.

Delete

Figure 35. Export -> To Configuration File menu item

The Export to Configuration Description (.xml) window appears.
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i IBM Configuration Pack Editor - Export to Configuration Description (.xml)
Select the Configuration lterm or items that you wish to exportto an XML file. You can then import the XML file
Into the 1I8M Configuration Pack Editor.
Name | Description |
[ Configuration ltem Sample Configuration ltem Sample
1BM Configuration ltem IBM Configuration item
vV selectal Continue Cancel

Figure 36. Export to Configuration Description (.xml) window

2. Select the check boxes that correspond to the configuration items that you
want to export. The child Setting Collections of the selected configuration
items will also be exported automatically.

3. Click Continue. The file navigation window appears.
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Organize v  New folder ity ®
o = L ===

A Favorites “ Libraries Administrator

Bl Desktop | System Folder & System Folder

& Downloads

. Recent Places

| Computer , Network
o System Folder System Folder
+4 Lbraries
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e == | 206¥B
| Pictures
B videos

/& Computer

€ Nerwark =~
(PSR o iu atior) |
Save as type: lConﬁguabon Description (* xmi) :]
(+ Hide Folders Save Cancel I
Figure 37. Export to Configuration Description file navigation window

4. Enter a name for the Configuration Description .xml file and click OK.
5. A dialog box appears indicating the export was successful. Click OK.
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5 IBM Configuration Pack Editor - Export to Configuration Description (.xml)

Selectthe Configuration Item or items that you wish to export to an XML file. You can then import the XML file
into the IBM Configuration Pack Editor.

Name | Description |
Configuration Item Sample Configuration ltem Sample
[ 18M Configuration ltem 18M Configuration item

I18M Configuration Pack Editor - Information [E3

Export succeeded,

vV Selectal Continue Cancel

Figure 38. Export Succeeded dialog box

Importing the Configuration Description xml file

Procedure
1. From the pull-down menu, select Import -> Configuration File.
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Flle | Import | Expot Help
- Configuration File

) \es Sefting Collections Configuration Items
£ 1BM IMM Seings AConfiguration ltem Is a grouping of Sefting Collections. Click “New Configuration llern” to create a new Configuration flem.
£5 UEFI Romiey Platform Settings
&% UEF| Settings Collection New Configuration Item I Delete I
5 . Configuration tems
¢ Configuration tem Sample Name | Deseription |
- |BM Configuration fem Configuration lem Sample Configuration Bem Sample
Details for: |BM Configuration Rem

General | IMM Account - Setting Cobections |
Add I Removs I

Name | setting Type | Description |
MM MM IEM IMM Settings Description
UEFI(Romley Platform) UEFI(Romiey UEFI Romley Platform Setngs

Figure 39. Import -> Configuration File menu item

The file navigation window appears.
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B IBM Configuration Pack Editor - Import a Configuration XML file } il

GO [-Desktop = - ISear-:h .

QOrganize ~ }%\.ﬁews e _; Mew Folder
Eavorite Links Mame = |v| Size |v| Type |v| Date modified |v| Ath
—Eadministratnr

B Cesktop | Public
& Computer 1M Computer

- I.l'_i
EI Documents ~!ﬂ“ Metwork
E—. ke [£] configuration 15KE ¥ML Document 6/14/2011 Z05PM A4

E’ Music

& Recently Changed
E Searches
|y Public

Folders "~ 4| | _’I

File name: v Configuration XML (% aml} ¥
| )| =

Open |  Cancel |

4

Figure 40. Import a Configuration XML file navigation window

2. Select a Configuration Description xml file to import and click OK.
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X

There is already a Setting Collection with the same 1T in
" this editor.

Would you like to replace the existing Setting Collection

e
modified: 6M10£2011 9:38:50 AM

with this one?
"IN
modified: 6M10/2011 9:38:50 AM

Yes All o Cancel

Figure 41. Confirm Replace Setting Collection window

In the IBM Configuration Pack Editor, every Setting Collection and
configuration item has a unique identifier. When the same ID has been used
even if their names are different, the Editor will present a dialog box to confirm
whether you want to replace the existing configuration data.

Note: If you import a Setting Collection that has the same ID as an existing
Setting Collection in the Configuration Item, the imported Setting Collection
will replace the existing Setting Collection. The configuration item will refer to
the imported Setting Collection regardless of whether its content is or is not the
same as the previous Setting Collection’s content.

Checking your license validation status

Procedure
1. From the pull-down menu, select Help -> License.

import Export [ Help
=Y Avout N -
E-ig Setting Collecti = IBM Configuration Pack Editor
= 1B M Setiings o
= UEFI Rorriey Platiorm Settings . The IBM Configuration Pack Editor helps you create and manage configuration data thatyou can exportfor use
= in Mictosoft Desited Canfiguration Manager (DCM).

 uEFISetings Collecion
=-( Confiuraton fems
¢ Configuration ltem Sample.

< 1BM Configuration fiem Geting Started
When working i 1BM Configuration Pack Editor,you first create the desired firmware Setting Collection and then group
the calleclions into Canfiguration fiems:
You can then export the Canfiguration fems fo use in Microsoft Desired Configuration Manager.
Setting Collections Configuration tems Exportto Configuration Pack
Greate Setting Collection Greate Configuration e Exportto Configuration Pack For
SCC 2007
View Sefting Collection P | view Confiquration tterm B | Exortto Confiuration Pack For
ScCh 2012

Figure 42. Help -> License menu item
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2. The License Entitlement window appears. Click OK to exit the window when
finished.

[ staiel

fon License for Microsoft System Center

-activate itusing the license registration tool on this server

e link below.

o

Figure 43. License Entitlement window

Exporting to the IBM Configuration Pack list box

The Export to IBM Configuration Pack Box is composed of the Export
configuration item to IBM Configuration Pack Cab File link.

The Export configuration item to IBM Configuration Pack Cab File function can
export multiple configuration item and their children Setting Collections to a .cab

file. The .cab file is named IBM Configuration Pack, which can be imported into
the SCCM Server.

Exporting configuration items to the IBM Configuration Pack
.cab File
Procedure

1. From the main IBM Configuration Pack Editor window, click Export

configuration item to Configuration for SCCM 2007/2012. The Export to IBM
Configuration Pack (.cab) window appears.

juration Pack For SCCM 2007

Selectthe O youwish to exportto a CAB file. You can then importthe CAB file
o the Patk

can bie imparted by SCCM2007 and SCOM2012, but ftwont have any

Narme Version Description
O configur ltern Sample 2 Configuration ltem Sample
I 1M Configuration ltem 1 1BM Configuration ltem

T Selectall Continue. Cancel

Figure 44. Export to IBM Configuration Pack for SCCM 2007 window

2. Select the check boxes corresponding to the configuration item you want to
export.

Note: The version of a configuration item is an internal variable that cannot be
modified directly. SCCM DCM will use this version variable to evaluate
whether a configuration item needs to upgrade.

When you update configuration data in Configuration Manager, previous

versions are overwritten so that clients will always evaluate using the latest
version.
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For more details on how to manage configuration item version refer to the
following web link: [http://technet.microsoft.com/en-us/library/bb632925.aspX

3. Click Continue. The Export to IBM Configuration Pack file navigation window
appears.

(©) - T _support - o - ~ @ [sooocn

e e [ see
| 2
|
=
o
)

Figure 45. Export to IBM Configuration Pack window

b Export to Configuration Pack For SCCM 2012

Selectthe Configuration ltem or iters that you wish to export to a CAB file. You can then import the CAB file
into the SCCM Console as 3 DOM Configuratian Pack:

Notice:The Configuration Pack can only be imported by SCCM2012 ifany property s auto-remediation is on

Narme Version_| Description
O Configuration ltem Sample. 2 Configuration ltem Sample

[ 1M Configuration ltem 1 1BM Configuration ltem

™ Selectall Continue. Cancel

Figure 46. Export to IBM Configuration Pack SCCM 2012 window

4. Enter a name for the .cab file and click OK.
A dialog appears indicating that the export succeeded.
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i IBM Configuration Pack Editor - Export to Configuration Pack (.cab)

Selectthe Configuration Item or items that you wish to exportto a CAB file. You can then import the CAB file into
the SCCM Console as a DCM Configuration Pack.

Name | version | Description |
[ Configuration ltem Sample 1 Configuration ltem Sample
18M Configuration Item 1 IBM Configuration Item

18M Configuration Pack Editor - Information m\

Export succeeded,

vV SelectAl Continue | Cancel

Figure 47. Export Succeeded dialog box

Exporting configuration items to the SCCM Console

Procedure

1. From the main IBM Configuration Pack Editor window, click Export to SCCM
Console. The Export configuration items to SCCM Console window appears.
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‘ 1BM Configuration Pack Editor - Export Configuration Item to SCCM Console B3

Select the Configuration Item IBM
Selectthe Configuration Item or ltems that you wish to exportto SCCM Console.
Step 1/3
Name | Version | Description |
[ configuration tem Sample 2 Configuration Iltem Sample
[ 18M Configuration tem 1 IBM Configuration Item
= Back Next » Export Cancel

Figure 48. Export configuration items to SCCM Console window

2. Select the check boxes corresponding to the configuration item you want to
export.

3. Click Next. The SCCM Console position information window appears.
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‘ 1BM Configuration Pack Editor - Export Configuration Item to SCCM Console

SCCM Console postion information IBM

Please input the machine information that the SCCM Console installed

Step 2/3

(¢ The SCCM Console is on the local machine

(" The SCCM Console is on a remote machine

Machine Name: |

User Name; |

Password: |

< Back | Next » Export Cancel

Figure 49. SCCM Console position information window

4. If the SCCM Console is on a remote machine, please input the machine name,
user name and password.

5. Click Next. The configuration items information window appears.
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‘ IBM Configuration Pack Editor - Export Configuration Item to SCCM Console E3

Configuration Items Information IBM
Please input the prefix for the Configuration tems and select Configuration item
type.Then click"Export' It may take a while. Step 3/3

vV Add a prefix name for the Configuration Items.

[New

Please choose the right type for the Configuration ltem

" For SCCM2007

* ForSCCM2012

< Back Next » Export Cancel

Figure 50. Configuration ltems Information window

6. Select the corresponding SCCM Console type for the configuration items. A
prefix name can be added for the configuration items.

7. Click Export. A dialog appears indicating that the export succeeded.

Chapter 3. Working with IBM Configuration Pack and Microsoft System Center Configuration Manager ~ 47



Figure 51. Export Succeeded dialog box

Applying IBM Configuration Pack to SCCM 2007 Console

Importing configuration data to DCM
Procedure

1. Open the SCCM Console and expand Desired Configuration Management.
Right click Configuration Baselines or configuration items, and select Import
configuration data.
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#@ Configuration Manager Console B = IDIiI

File  Action View Window Help | _I.ﬁllﬂ
== 7@ B

= Y ) 1 —————————————

=] tg_ Site patabase [XYZ - IBM-BRS37ISWCAT, ! Configuration Baselines -
& site Management Loak for: I j in I.-'-\II Columns j Fmd Mow | Clear |
=] Ea Computer Management E& MNew Configuration Baseline

Collections
=5 Conflicting Recards Mame | .civersion [ Content Version [ Categories :
Software Distribution
@ Software Updates
"ii' Qperating System Deployment
|4 Asset Inteligence
& Software Metering
= a Reporting
£, Dashboards New Window from Here
53 Reports
[ [ visited Reparts
E3 summary compliance by cor
= Desired Configuration Management
[=R®E¥ Configuration Baselinac
(% Configuration Items|  Mew Configuration Baseline
[ Queries Import Configuration Data
EEJ} Mabile Device Managem New Folder
W64 Network Access Pratect|  MNew Search Folder

I Import Configuration Data

Fog

Mew Folder
There are no items to show in this view.

New Search Folder

2 &

Give Feedback

¢

View 4

Refresh

Help

B e

[y System Status Give Feedback

[ Seaurity Rights -

53 Tools .'u‘iew k
New Window from Here
Refresh
Help

« | o | &

Figure 52. Import Configuration Window function

2. Click Add to select the exported IBM Configuration Pack .cab file.
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Import Configuration Data Wizard

There are no items to show in this view.

Figure 53. Add exported IBM Configuration Pack .cab file

3. Select the IBM Configuration Pack and click Open to import it.
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open x|
‘OO | | = Computer = MNew Volume (F:) = HG - - @J ISEE..-.;h l@]

Organize * 1= Views ¥ | NewFolder
Favarite Links Name =+ -] Date modified |- Type |+ size || Tac
L, asu 4/27/2011 2243 PM  File Folder
B Deskiop 5/5/20114:00PM  Cabinet File
& Computer s 4/28/20114:55PM  Cabinet File IKE
Ei Documents
E Pictures
Q Music
[ Recently Changed
E Searches
Public
Folders ol [ | LI
File name: ||:Dr|figu|atmn j ICaI:: files {".cab) j
Cpen Cancel |
=

Figure 54. Selecting the exported .cab file

4. A Skip Authenticode signature check? dialog appears. Click Yes to skip the
signature checking.
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skip Authenticode signature check?

C:\Users\Administrator \AppDataLocal Microsoft\SCCM\DCMImpo
A rt|409 1 1205-0 125-4ac5-2339-09F 304abbb23-CabCache \ronfigura

toncab

Authenticode signature checking is not supported when running

the console as o

a 64-bit process. Do you want to skip this check and import the

contents of this file?

Figure 55. Skip Authenticode Signature Check dialog box

5. Click Next to import the IBM Configuration Pack .cab file.
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Import Configuration Data Wizard

C:\Users\Administratorl,..  5/5/20114:.. 3KB

Figure 56. Importing the selected .cab file

6. Your configuration items appear in the IBM Configuration Pack tree. Click
Next.
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Import Configuration Data Wizard

Figure 57. Imported configuration items

7. A message appears in the wizard window indicating that you have imported
configuration data successfully. Click Close to exit this wizard.

54  System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



Import Configuration Data Wizard

1 Configuration Baselines (0}
Configuration Items (2)
Configuration Ttem A [Success]
@@ 1BM Configuration Item [Succese]

Figure 568. Successful completion window

8. Right click the configuration items node and select Refresh. The imported
configuration items appear in the window.
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58 Commgurarion anmger comsole -iol

File | Acton View Window Help |;|E|1|
R e | |
= EQ_IEitE Database (XYZ - BM-8RS37ISWCAT, ' rm Configuration Ttems -
5 site Management Look for: I j in I.-'-\\I Columns j Fnd Now | Clear | v .
= L:-i Computer Management |y Import Configuration Data
=@ Collections =z X
[EH Ci & New 3
% Conflicting Records Name | Type | civersion | Contentversion | Categorie
Software Distribution .%anﬁguraﬁon Item A Application 1 1 ‘@ Give Feedback
@ Software Updates %IBM Configuration Ttem Application 1 1 Vi »
# Operating System Deployment :
[} Asset Inteligence MNew Window from Here
& Software Metering E
=l Renorting |Q] Refresh
= = E)eswed Configuration Management ﬂ Help
Configuration Baselnes
onfiguration Items
(D Queries
# Mabile Device Management
@ Metwork Access Protection
5y System Status
B Security Rights
3 Tools
/] | 1 | i

| |
Figure 59. SCCM with imported configuration items

Note: The imported configuration items may have a “Lock” status. The Lock
status is due to the following reasons:

¢ The configuration data is read-only.

* The configuration data were not authored by the SCCM console
administrator.

Viewing configuration item properties
Procedure

1. Double click a configuration item to view its properties dialog. Under the
Settings tab, the IBM Setting Collections are under the Settings group.

You can select any one setting to see the setting validation.
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. IBM Configuration Item Properties m

General Seftings I Compliance Flulesl Detection Methods I Supported Platformsl Flelationshipsl Securityl

Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this configuration item.

Fllrer .
Name I Setting Type I |Inherited | User Setting l
IMM.CIMOverHT TPPort Script No No
IMM.DNSPreference Script Nao Nao
IMM.Loginld.6 Script No Nao
IMM.RemateConsoleDiskPriv Script No Na
Processors.HardwarePrefetcher Script No No

.@‘ | 0K I Cancel l Apply |

Figure 60. Settings tab

2. On the Detection Method tab, IBM Configuration Pack Editor defines the
detection method for every configuration item. This detection method will
check whether asu.exe exists on the endpoint. If it does not, the configuration
item will return the “Not Detected” state, and the children Settings Group will
not continue to be validated.
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. IBM Configuration Item Properties m

General | Settings | Compliance Rules  Detection Methods ISupported Platforms | Relationships | Security |

Specify how this application is detected on client devices.

" Always assume application is installed

" Use Windows Installer detection

Product code: I [Jpen. |

Yersion: I

™ This application is installed for one or more users

¢ Use a custom script to detect this application

VBScript ~| Open. |
set fso=Create0bject("'Scripting.FileSystemObject") - Clear I
CheckASLocation()

Sub CheckaASULocation()

Dim asuName

Const Found&SU="Found the location of asu.exe."

Const NotFound=""'

If [fso.FileExists("")] Then

"Wscript. Echo FoundaSU

Exit Sub

Else

EventLog=EventLog & " [Not Found ASUJ " & ™"

const KEY_QUERY_VALUE = &H0001

const HKEY_LOCAL_MACHINE = &H80000002

stiComputer ="."

Set oReg=GetObject("winmgmts: {impersonationLevel=impersonate}\\'" &
stiComputer & "\roothdefault: StdRegProv"') Ll

'ig' | 0K I Cancel Apply

Figure 61. Detection Method tab

Creating a baseline
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ﬁfﬁ Configuration Manager Console B

Window  Help

g;] File: Action View

About this task

You will need to create a Baseline that contains all of configuration items that you
want to validate on endpoints.

Note: The configuration items cannot be assigned to the endpoints without a
Baseline.

Procedure
1. In the SCCM console, expand the Desired Configuration Management node.

2. Right-click Configuration Baselines and select New Configuration Baseline.

-l

JSETE

oo |2z HE

System Center Configuration Manager

3 site Management
= Ea Computer Management
g Collections
% Conflicting Records
"ﬁ Software Distribution
] software Updates

[} Asset Inteligence
& Software Metering
[+

5 Configuration Baselineg
=y Configuration Items

[y Queries
E:’} Mobile Device Managemen
W65 Metwork Access Protection
By System Status

= LTQ Site Database (XYZ - IBM-8RS37ISWCAT, !

%l Operating System Deployment

2 Reporting
= Desired Configuration Management,

Configuration Baselines 0 items found

Actions

Look for: | j in |AII Columns j Find Mow | Clezr |
Name | .crversion [ contentverson [ categories

Mew Configuration Baseline
Import Configuration Data

MNew Fol

der

Mew Search Folder
Give Feedback

|58 Security Rights
3 Tools

View

Mew Window from Here

Refresh

Help

< |

il

There are no items to show in this view.

Configuration Baselines s

&
]
s
=
'@

&
E

Mew Configuration Baseline
Import Configuration Data
Mew Folder

Mew Search Folder

Give Feedback

View 3
Mew Window from Here
Refresh

Help

Figure 62. New Configuration Baseline function

The Create Configuration Baseline Wizard appears.

Figure 63. Identification window
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3. Enter a name and, optionally, a description for your Baseline. Click Next.

4. Click the applications and general link to select the configuration items that
you want to validate.

Create Configuration Baseline Wizard ] 1[

Set Configuration Baseline Rules

Identification
Specify rules containing configuration items and configuration baselines to define how compliance will

_ be assessed on cient computers,

Surmmary
Frogress Bt
Confirmation One of the following operating system configuration items must be present and properly configured

Theze applications and general configuration items are reguired and must be properly configured:

If theze optional application configuration items are detected, they must be properly configured:
These software updates must be present:
These application configuration items must not be present:

These configuration baselines must also be validated:

< Previous Mext = Einish Cancel

al { H

Figure 64. Applications and general link

The Choose configuration items window appears.
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Choose Configuration Thems [ |

Choose the application and general configuration items to add to this configuration

hassline.

Look for: I j Eird How | Clear |
MName | Description | Type | Config... | Cateqgori
‘Configuration Item A | Applica... 1

[#] BM Configuration Ttem  IEM Configur...  Applica... 1

Ok I Cancel | Help |

Figure 65. Choose configuration items window

5. Select the check boxes that correspond to the Configuration Items you want to
validate on endpoints, and click OK.

The selected configuration items appear under the applications and general
link.
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Create Configuration Baseline Wizard ) 1[

Set Configuration Baseline Rules

Identification
Specify rules containing configuration items and configuration baselines to define how compliance will

_ be assessed on dient computers.

Surnmary
Progress Higes:
Confirmation One of the following operating system configuration items must be present and properly configur a

These applications and general configuration items are reguired and must be properly configurec
__|'|_-| Configuration Ttem A
L_'i,_] IBM Configuration Item

If these optional application configuration items are detected, they must be properly configured:

These software updates must be present:

These application configuration items must not be present:

These configuration baselines must also be validated: o
ol | _*I_I

Delete |

« Previous Mext = Finish Cancel

l |

Figure 66. Applications and general link with selected configuration items

6. Click Finish to exit the wizard.

Assigning the Baseline to a collection

Procedure
1. In the SCCM console, right-click the new Baseline and select Assign to a
Collection.
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_}_?l;; Configuration Manager Console i

File  Action View Window Help

=loix|

JEEDE

s 2mHE

_g; System Center Configuration Manager

m Site Management
= Ea Computer Management
=@ Colections
% Conflicting Records
Eﬁ Software Distribution
@ Software Updates

|4 Asset Inteligence
& Software Metering

&, Configuration Baselines
iy Configuration Items
[y Queries
55’9 Mobile Device Management
@ MNetwork Access Protection
) System Status
B security Rights
E3 Tools

1 |

4l Operating System Deployment

=] E;]_ Site Database (XYZ - IBM-BRS37ISWCAT, !

5 Reporting
[ | Desired Configuration Management:

|

Configuration Baselines  1items found

Actions

Look for: I j in I.-'-\II Columns j Fnd Mow | ClEar |
I4ame CI Version Content Version Categories
Assign to a Collection
Export Configuration Data
Duplicate
Disable Baseline
View xXml Definition
Manage Categories
Add L
Move Ttems
Cut
Delete
Refresh
Properties
Help
il | {7
General | Rules | Relationships | Assignments
-
Tame: IIBM Baseline - 1
Description; ;I
fid|
Properties:
Name | Value | -
Type Baseline LI

Configuration Baselines -
L,} Mew Configuration Baseline

|‘j Import Configuration Data

Ea New Folder

B3 New Search Folder

& Give Feedback

View 3
Mew Window from Here

|G Refresh

Help

IBM Baseline - 1 -
é Assign to a Collection

4

|4 Export Configuration Data
Duplicate

Disable Baseline

View Xml Definition

Manage Categories

Add 3
Maove Items

Cut

Delete

Refresh

Properties

BEE Xs=E Bo.i

Help

Figure 67. Assign to a Collection function

The Assign Configuration Baseline Wizard appears.

Figure 68. Choose Collection window

In the Choose Collection step, click Browse to select a target client collection.

Click Next.

Select a schedule for your Baseline validation. You can select a simple schedule
or create a custom schedule.

Figure 69. Set Schedule window
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5. Click Finish to exit the wizard.

Evaluating the Baseline on the Endpoint
About this task

The Baseline and its child configuration items will be auto evaluated in the
custom schedule. But you can advance for evaluation as follows.

Procedure

1. Ensure that the endpoint can be found on the SCCM server, and that you have
the SCCM client agent installed. Otherwise, the endpoint won’t receive the
Baseline from the SCCM server.

2. If the endpoint is 32-bit, open Control Panel -> Configuration Manager. If the
endpoint is 64-bit, open Control Panel -> View 32-bit Control Panel Items ->
Configuration Manager.

E! Control Panel i =10]:x]
‘ OO | + Control Panel - ml I‘:'EE'"':h @

File Edit WView Tools Help

MName - |v| Category |-|

Classic View - ; ﬁ o
TLEE

Program Remote Run Text to
Downla... Control Advertis... Speech

Configuration
Manager

Figure 70. Configuration Manager in Control Panel folder

The Configuration Manager Properties window appears.
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3. On the Actions tab, select Machine Policy Retrieval & Evaluation Cycle and
click Initiate Action. A dialog box appears notifying you that the action has
been initiated. Click OK.

2]

Gemeral I Compaonents  Actions Iﬁsd'-ranced | Updatesl Configurations | | ﬁ
¢ i
You can initiste actions to occur on the Corfiguration Manager components | L,!/
cumerthy installed on your computer. = R
il Advertis.,
Actions:

Branch Distribution Point Maintenance Task
Discoveny Data Collection Cycle

File Caollection Cycle

Hardware Inventony Cycle

Machine Policy Retrieval & Evaluation Cycle
SRRRIR] - 1ocine Polc Retrioval & Eoluation Cyde S
Software Metenng

Software Updates =
IJser Policy Retrie

Windows Installer

The action has been initiated. It may take several minutes to
complets,

e

Initiate Action |

0K Eancel deel |

Figure 71. Action Initiated dialog

4. After a few minutes, you can find the Baseline under the Configurations tab. If
not, click Refresh.
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21
General I Components I ﬂu:tiunsl Advanced | Updates Configurations I

These configuration baselines are assigned to this machine.

MName | Version | Last Evaluati... | Complian... | Eva
IEM Baseline - 1 1.00 B/R20115:...  Emor Idle

1] , H

Evalste | (@ VewRepot [[  Refresh |

ok | Canesdl | oAb |

Figure 72. Configurations tab

Note: If the Baseline does not appear in the Configuration Baseline List View
after few minutes, ensure that your SCCM client agent can be found on SCCM
Console, as below.
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éﬂ Configuration Manager Console

File Action Wiew Window Help

e 2z HE

= I.__.Q_ Site Database (XYZ - IBM-8RS3715WCA
= Eﬂ Site Management
] KYZ-SCCMSEP1
S % Computer Management
= § Collections
@ Al Active Directory Security
E All Desktops and Servers
@ Al Systems
E All User Groups
@ AllUsers
E All Windows 2000 Professior
!5 Al Windows 2000 Server Sy
E All Windows Mobile Devices
& Al Windows Mabile Pocket P
&8 All windows Mobile Packet P
E Al Windows Mobile Smartph
@ All windows Mabile Smartphs
E Al Windows Server 2003 Sy
@ Al Windows Server Systems
E All Windows Workstation or
@ Al Windows XP Systems
,? Test Collections
= Conflicting Records
Software Distribution
@' Software Updates
M #F Onerating Svetem Nenlnvment

System Center Configuration Manager i

All Windows Server Systems  1items found

Look for: I T I in IAII Calumns 47 | Find ey | Clear |
Mame | Resource Type I Domain /’rSite Code I Cﬁent\ I Approwvi
EIBM-BRS3?JS\.-"ICAT System W2KSEE XYZ fes Apprav

Figure 73. SCCM Client Agent Status

5. Select the Baseline and click Evaluate. After a few minutes, when the Evaluate
button is enabled again, you can select this Baseline and click View Report to
check the report.
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Ei!(unﬁguraﬁnn Manager Properties il ﬂ

General I Components I Actions I Advanced | Updates Configurations I

These corfiguration baselines are assigned to this machine.

IName ersion Last Evaluati... | Complian... | Eva

|IBM Baseline - 1 1.00 Ae/2011 5.  Bmor

4| | i

| Evaluate I Eg:'] View Report | Retresh |

ok | caneel | gy |

Figure 74. Configurations tab with View Report button enabled
Click View Report to check the evaluation report view.

Evaluation Report View
There are some situations where the evaluated setting (Script) will not return any
value.

* The endpoint does not have the IMM module.

¢ The endpoint has the IMM module, but the evaluated setting cannot be found
on the endpoint.

* Using the wrong user ID and password to connect the IMM module.
* Asu.exe is not v3.60 or above.
* Evaluation Time Out (5 mins).

Note: If the evaluated setting does not return any value, the SCCM Client agent
will deem this setting as non-compliant on the endpoint, and its severity level is
Information. The evaluation report cannot specify the causes; you will need to
check the logs in Windows Event Viewer to get the details.
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Setting/Object Setting/Object| Setting/Object | Constraint| Constraint o . Instance | Current
! vt e R Severity Constraint :
Name Tvpe Description Name |Description - Data | Value
Configure the
:I}L\{ prir‘tE The (mumber(count
e validation of] (ns_Scopeld_550a3dbb-8£51-47a7-
[BM Svstems || Instance e S6ac-
VMV CIMOverHT TPPort Script Director over ;réuxét ——— Information eef69297222b.this-Setting a006e5d1-
VEGARSR | of an object 3e7-4c9b-be0c-T482c061£2be))
satti = {
mar="65535" or setting munber{0))
default="5988"
mode of
operation if a
power loss
) r::;Iclurs_ T}:li The (number(count
e validation of (ns_Scopeld 550a3dbb-8f51-47a7-
be confimed || Instance the niidier S6ac-
IMM PowerRestorePolicy Seript '\:1 BI]g)SctPl . _a]cir;m;t Bl Information ecf6929722b_this-Setting_afece205-
et |7 | of an object 85be-4fa3-9782-8de16f9d0792)
— or sefting >number(0))
same state it
was before
power failed.
Figure 75. Evaluated setting with no value returned
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Figure 76. Windows Event Viewer logs
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Running Homepage Summarization
Procedure

In the SCCM Console, right-click Desired Configuration Management and
select Run Homepage Summarization.

1.

{?-‘E Configuration Manager Console

File Action View Window Help

=1oix|
JRETE

LR

System Center Configuration Manager

% Site Management
= ﬁ Computer Management
S Collections
B conflicting Records
Software Distribution
g Software Updates

[# [ Asset Inteligence
& Software Metering

B EQ Site Database (XYZ - IBM-BRS37ISWCAT, !

?ﬂ' Operating System Deployment

gl

computers.

Desired Configuration Management

Desired Configuration Management allows administrators to assess configuration compliance for

t are reporting noncomplia

¥ Mobile Device
% Metwork Acces

New Window from Here

[3 System Status Refresh

@ security Rights —

E3 Tools Properties
Help

4] |

| niarne | s
= £ M st I R items to show in this view.
Configurat]  Schedule Homepage Summarization
T3 BMBy  Run Homepags Summarization
Configurat]  Give Feedback
A i
| Queries — ,

There are no values toshow in this chart.

Actions

Navigation

@ Configure desired configuration. .,
@ Manage configuration items

@ Manage configuration baselines
@ View reports

Use the following links, reports, and resources to manage desired configurations.

Web Reports

@ Compliance by Configuration Ea...
'0 Compliance by Callection

‘b Compliance by Computer

'o Compliance by Configuration It...

Resources

@ Desired Configuration Ma...
@ Desired Configuration Ma...
@ Configuration Pack Dawnl...
a ConfigMgr Home on Micro...
@ ConfigMgr TechCenter on .,

3| KT

| H

Desired Configuration Man... «
Scheduls Home Pags Su...

Run Home Page Summari. ..
Give Feedback

View 3
MNew Window from Here

|6l Refresh

Properties

ﬂ Help

}Coﬂeds summary data but does not refresh the home page

Figure 77. Run Homepage Summarization function

2. After a few minutes, right-click Desired Configuration Management again and
select Refresh. The assigned Baseline report appears in the window.
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iSE Cenfiguration Manager Console

JRETE

] Fle Acion \View Window Help

e 2= H

System Center Configuration Manager

53 site Management
= @ Computer Management
Collections
= Conflicting Records
Software Distribution
@' Software Updates
fg’ COperating System Deployment
|l Asset Inteligence
& Software Metering
5 Reporting

% Configuration Baselines
43 Configuration Items
|04, Queries
EE’D Mobile Device Management
@ MNetwork Access Protection
[ System Status
E@, Security Rights
E§ Tools

< |

= IQ_ Site Database (XYZ - IBM-BRS37ISWCAT, ¢

[=) | Desired Configuration Management

onfigur;

Management

computers,

-

B Failure Count

2

Desired Configuration Management allows administrators to assess configuration compliance for

HNavigation
@ Configure desired configuration. ..
@ Manage configuration items

@ Manage configuration baselines

Use the following links, reports, and resources to manage desired configurations.

Web Reports

'0 Compliance by Configuration Ba...
@ Compliance by Collection

@ Compliance by Computer

Resources

a Desired Configuration Ma. ..
0 Desired Configuration Ma. ..
@ Configuration Pack Downl...

@ View reports '0 Compliance by Configuration It... @ ConfigMgr Home on Micra...
@ ConfigMgr TechCenter on ..
2Ll |

Actions

Desired Configuration Man... ~
5} Schedule Home Page Su...
@ Run Home Page Summari...
‘@ Give Feedback
View 13
New Window from Here

|Gl Refresh

5| Properties

Help

|
Figure 78. Baseline report

3. You can click the Baseline name link label to open the report view. For more
details about reports for DCM, see |http:/ /technet.microsoft.com/en-us/library /|

b680430.aspx|

Note: The SCCM Console must have Report access enabled; otherwise you
cannot open the report view in SCCM Console.

Applying IBM Configuration Pack to SCCM 2012 Console
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Importing configuration data to DCM

Procedure

1. Open the SCCM Console and expand Desired Configuration Management.
Right click Configuration Baselines or configuration items, and select Import

configuration data.

g [ CRLL ] System Center 2012 Configuration Manager IMEFTRTRINA) _|n'£j
Home Folder ~ @
L ,l —
ﬁh‘ ‘ «Q
Create Import Saved
Configuration Item Configuration Data |~ Searches ~
Create Search
(— L l_j‘j \ » Assetsand Compliance » Overview » Compliance Settings » Configuration Items  » v z
Assets and Compliance ¢ Configuration Items 0 items
4 B Overview Search (| [0 search | add rteria v
2, Users Icon Name Type Device Type Revision Child Relationships
1% Devices

# User Collections

i} Device Collections

&, User State Migration
» [ AssetIntelligence

@ Software Metering
4[] Compliance Settings

» | [ Configuration Jtams
[} Create Configuration Item

4 .‘;Conﬁguration
» ] Endpoint Protect ¥ Import Configuration Data

Folder >

.#: Assets and Compliance
@ Software Library

-‘ Monitoring

[Z]], Administration

6 No items found.

Ready

Figure 79. Import Configuration Window function

2. Click Add to select the exported IBM Configuration Pack .cab file.
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Import Configuration Data Wizard E3

g! Select Files

Specify the files from which to import configuration items and

Summary configuration baselines
Progress
Confirmation Import configuration items and configuration baselines from best-practices Configuration Packs and

from other configuration data sources.

Files that contain configuration items or configuration baselines:

Filter
Name | Date Modified | size |
There are no items to show in this view.

Add... Hemove

[~ Create a new copy of the imported configuration baselines and configuration items

'g‘ < Previous I | Next > I Summary’ Cancel

Figure 80. Add exported IBM Configuration Pack .cab file

3. Select the IBM Configuration Pack and click Open to import it.
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< Open !3

ey N\
e\ )c ’- Desktop ~ v @ I Search Desktop
Organize v  Mew Folder 3= v 0 @
- L]
7 Favorites | Libraries Administrator
B Deskkop ~ || System Folder % System Folder
W
& Downloads v
i, Recent Places [ A Computer ” , Network
(ST System Folder L System Folder
- Libraries
| Documents folder1 ] folder3
.J’ Music File folder File folder
& Pictures

Figuration.cab folder2
binet: File File folder
1% Computer
3_‘" Local Disk {C:)
File name: IConfiguration.cab j ICabinet files (*.cab) :I
| Open I Cancel |

Vi

Figure 81. Selecting the exported .cab file

4. A Verify Publisher dialog box appears. Click Yes to skip the publisher
checking.
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Import Configuration Data Wizard | X|

8’ Select Files

S e Specify the files from which to import configuration items and
Summary configuration baselines

Progress

Confirmation Import configuration items and configuration baselines from best-practices Configuration Packs and

from other configuration data sources.

Files that contain configuration items or configuration baselines:

I _
Configuration Manager

4 The publisher of Configuration.cab file could not be verified. Are
z‘;!@ you sure that you want to import this file?

Add... Hemove

™ Create a new copy of the imported configuration baselines and configuration items

'@' < Preyious | | Next = I Summary. | Cancel

Figure 82. Skip Publisher Check dialog box

5. Click Next to import the IBM Configuration Pack .cab file.
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76

3. Import Configuration Data Wizard

gj Select Files

Specify the files from which to import configuration items and
Summary

configuration baselines
Progress

Confirmation

Import configuration items and configuration baselines from best-practices Configuration Packs and
from other configuration data sources.

Files that contain configuration items or configuration baselines:

Filter
Name | Date Modified | Size |
Configuration.cab 6/6/2012 9:09:32 AM 460KB
Add... Remove
[~ Create a new copy of the imported configuration baselines and configuration items
'Q Z Preyious | | MNext > I Summary Cancel

Figure 83. Importing the selected .cab file

6. Your configuration items appear in the IBM Configuration Pack tree. Click
Next.
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3 Import Configuration Data Wizard

Summary

— Confirm the configuration data to be imported:

Surmmary

Progress

Confirmation The wizard will import the following configuration data.

Details:

Configuration Baselines (0)
[=- Configuration Items (2)
IBM Configuration Item
Configuration ltem Sample

To change these settings, click Previous. To apply the settings, click Next.

’@ < Previous I | MNext > I Surnmary. Cancel

Figure 84. Confirm the configuration data

7. A message appears in the wizard window indicating that you have imported
configuration data successfully. Click Close to exit this wizard.
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3 Import Configuration Data Wizard

gj Confirmation

Zalzrt iz Completing the Import Configuration Data Wizard
Summary
Progress
_ You have successfully completed the Import Configuration D ata Wizard with the following details.
Details:

id 3 Configuration Baselines (0)
=] _ﬂ Configuration Items (2)
@ |IBM Configuration Item [Success]
@ Configuration [tem Sample [Success]

To close this wizard, click Close.

(7] < Previous Next » Summary. Close

Figure 85. Successful completion window

8. Right click the Configuration Item node and select Refresh. The imported
configuration items appear in the window.
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L ) [ :CarL ] System Center 2012 Configuration Manager ' I .-.lﬂlﬁl
_ Home Folder - @
s ,l X
= ks B
Create Import Saved
Confi Item Configuration Data Searches v
Create Search
[ (— v | % \ » Assetsand Compliance » Overview » Compliance Settings » | Configuration Items I»I v :
Assets and Compliance < Configuration Items 2 items

4 B Overview

.s Users

& Devices

# User Collections

@' Device Collections
§ Assets and Compliance
ﬁ Software Library
. Monitoring

\ Administration

* [ search _xJ () Search | Add Criteria ~
j Icon Name Type Device Type Revision Child Relationships
b7 IBM Configuration Item Application Windows 1 No No
i) Configuration Item Sample Application Windows 1 No No

Ready

N\

Figure 86. SCCM with imported configuration items

Note: The imported configuration items may have a “Lock” status. The Lock
status is due to the following reasons:

* The configuration data is read-only.

* The configuration data were not authored by the SCCM console
administrator.

Viewing configuration item properties

Procedure

1. Double click a configuration item to view its properties dialog. Under the
Settings tab, the IBM Setting Collections are under the Settings group.

You can select any one setting to see the setting validation.
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. IBM Configuration Item Properties m

General Seftings I Compliance Flulesl Detection Methods I Supported Platformsl Flelationshipsl Securityl

Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this configuration item.

Fllrer .
Name I Setting Type I |Inherited | User Setting l
IMM.CIMOverHT TPPort Script No No
IMM.DNSPreference Script Nao Nao
IMM.Loginld.6 Script No Nao
IMM.RemateConsoleDiskPriv Script No Na
Processors.HardwarePrefetcher Script No No

New... | Edit.. | Delete |

.@‘ | 0K I Cancel l Apply |

Figure 87. Settings tab

2. On the Detection Method tab, IBM Configuration Pack Editor defines the
detection method for every configuration item. This detection method will
check whether asu.exe exists on the endpoint. If it does not, the configuration
item will return the “Not Detected” state, and the children Settings Group will
not continue to be validated.
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. IBM Configuration Item Properties m

General | Settings | Compliance Rules  Detection Methods ISupported Platforms | Relationships | Security |

Specify how this application is detected on client devices.

" Always assume application is installed

" Use Windows Installer detection

Product code: I [Jpen. |

Yersion: I

™ This application is installed for one or more users

¢ Use a custom script to detect this application

VBScript ~| Open. |
set fso=Create0bject("'Scripting.FileSystemObject") - Clear I
CheckASLocation()

Sub CheckaASULocation()

Dim asuName

Const Found&SU="Found the location of asu.exe."

Const NotFound=""'

If [fso.FileExists("")] Then

"Wscript. Echo FoundaSU

Exit Sub

Else

EventLog=EventLog & " [Not Found ASUJ " & ™"

const KEY_QUERY_VALUE = &H0001

const HKEY_LOCAL_MACHINE = &H80000002

stiComputer ="."

Set oReg=GetObject("winmgmts: {impersonationLevel=impersonate}\\'" &
stiComputer & "\roothdefault: StdRegProv"') Ll

'ig' | 0K I Cancel Apply

Figure 88. Detection Method tab

Creating a baseline
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About this task

You will need to create a Baseline that contains all of configuration items that you
want to validate on endpoints.

Note: The configuration items cannot be assigned to the endpoints without a
Baseline.

Procedure
1. In the SCCM console, expand the Desired Configuration Management node.
2. Right-click Configuration Baselines and select New Configuration Baseline.

The Create Configuration Baseline Wizard appears.

8 Create Configuration Baseline

Specify general information about this configuration baseline

<1 Name: |IBM~B aseline Sample]

Description: Z]

H

Select the configuration data [configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the items
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.

Configuration data:

Filter
Name I Type | Purpose I Revision |

There are no items to show in this view.

Add v Chanae Purpose vl Chanae Hevision v Hemove |

Assigned categories to improve searching and filtering:

I Categories... |

.@. | 0K I Cancel |

Figure 89. Create Configuration Baseline function
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3. Enter a name and, optionally, a description for your Baseline. Click Add.

™ Create Configuration Baseline

Specify general information about this configuration baseline

v 1 Name: |IBM-B aseline Sample

Description: Z]

[

Select the configuration data [configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the items
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.

Configuration data:

Filter
Name l Type l Purpose l Revision l
There are no items to show in this view.
Add Chanae Purpose vl Chanae Hevision v Hemove |
| Configuration Items !
Software Updates arching and filtering:
Configuration Baselines Categories... |
® oK I Cancel |

Figure 90. Add Configuration window

4. Click the Configuration Items link to select the configuration items that you
want to validate.
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Add Configuration Items [

Select the configuration items that you want to add to this configuration
baseline

Available configuration items:

Name l Type I Latest Revision I Description I Status I
There are no items to show in this view.

Add I Remove I

Configuration items that will be added to this configuration baseline:

Filter

Name I Type I Latest Revision I Description ~ I Status |
Configuration Item Sa... Application Revision 1 Configuration [tem Sample Enabled

|IBM Configuration ltem  Application Revision 1 |IBM Configuration Item Enabled

| 0K I Cancel

Figure 91. Add Configuration Items window

5. Click Finish to exit the wizard.
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Assigning the Baseline to a collection

Procedure
1. In the SCCM console, right-click the new Baseline and select Deploy.
. [ CALT S System Center 2012 Configuration Manager -Inl;]
Home Folder 2 o
i‘g’»’ ‘ e * (5 Schedule Summarization 4" Enable -2 Copy * P [~ 8
‘j _Q = P Run Summarization $ Disable () Refresh - . ﬂ
Create I Saved Sl Deploy M Categorize Set Securi Propertic
e i My 7 Data | Searches~ | Members | View Xml Definition ¥ Export X Delete o i gops"ty =
Create ‘ Search Baseline Deployment Move Classify Properties
‘? v |_ \ » Assetsand Compliance » Overview » Compliance Settings » Configuration Baselines » B 2
Assets and Compliance < Configuration Baselines 1 items
2 B Overvicu 2 [ search (%] ) sesrch | add criteria ~
s Users Icon Name Status Deployed  User Setting Date Modif;ed Compliance Count Noncomplian:
& Devices = IBM-Baseline Sal 6/6/2012 10:20AM 0 0
) #» Show Members
# User Collections i )
& Device Collections @ SCheclie Sl o zation
&, User State Migration = P Run Summarization
» ] Asset Intelligence ] View Xml Definition
Q Software Metering Enable
4 | Compliance Settings $ Disable
» [l Configuration Items #» Export
> SConﬁguration Baselines L = Copy
» [ Endpoint Protection . Q Refresh -
= P P [—]
# Assets and Compliance L X el Delete [ ’
IBM-Baseline San v
ﬁ Software Library “» Deploy R
General - pmpliance Statistics
‘.7' Monitoring . Mave b
8 Type: BE oo Compliance Count: 0
5 Administration Relationships: - k] ¢ Noncompliance Count: 0
Date Created: @ Set Security Scopes Failure Count: 0 o
¥ Summary | Depl —
operties
Ready D 4
Figure 92. Deploy to a Collection function
The Assign Configuration Baseline Wizard appears.
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B Deploy Configuration Baselines [

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
Filter Filter
There are no items to show in this view. Add > | |IBM-Baseline Sample

< Hemove |

[~ Remediate noncompliant rules when supported
I~ Allow remediation outside the maintenance window

[ Generate an alert:
When compliance is below: I 90 3: %

Date and time:

=]

I” | Generate System Center Operations kManager alert

Select the collection for this configuration baseline deployment.

Collection: | Q| Browse.

— Schedule
Specify the compliance evaluation schedule for this configuration baseline:

¢ Simple schedule

Run every: |7 E IDays 3

" Custom schedule

I No custom schedule defined. ‘ Customize...

(7] oK | Cancel

Figure 93. Assign Configuration Baseline function

Note: If you want to remediate the noncompliant settings,do select Remediate

noncompliant rules when supported.

2. In the Choose Collection step, click Browse to select a target client collection.

3. Click OK.
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Evaluating the Baseline on the Endpoint
About this task

The Baseline and its child configuration items will be auto evaluated in the
custom schedule. But you can advance for evaluation as follows.

Procedure

1. Ensure that the endpoint can be found on the SCCM server, and that you have
the SCCM client agent installed. Otherwise, the endpoint will not receive the
Baseline from the SCCM server.

2. If the endpoint is 32-bit, open Control Panel -> Configuration Manager. If the
endpoint is 64-bit, open Control Panel -> View 32-bit Control Panel Items ->
Configuration Manager.

B All Control Panel Items [_ (O] %

(7 ) \7) E ~ Control Panel ~ All Control Panel Items ~ > 5 I Search Control Panel @
Adjust your computer's settings View by:  Smallicons ¥
P Action Center [+ Administrative Tools (g AutoPlay
l_! Color Management F;:I. Configuration Manager [@ credential Manager
7 Date and Time ‘a Default Programs &=y Device Manager

3 Devices and Printers ! Display @ Ease of Access Center
FJ Folder Options ‘A Fonts ﬁ:j Internet Options

&4, i5CST Initiator &2 Keyboard ¥ Mouse

:‘_: MNetwork and Sharing Center El notification Area Icons || Phone and Modem

§ Power Options [§ Programs and Features & Region and Language

'b RemateApp and Desktop Connections & Sound 18 System

e Taskbar and Start Menu 2| Text to Speech [+ Troubleshooting

52, User Accounts a Windows CardSpace ﬁ Windows Firewall

£ windows Update

Figure 94. Configuration Manager in Control Panel folder

The Configuration Manager Properties window appears.

3. On the Actions tab, select Machine Policy Retrieval & Evaluation Cycle and
click Initiate Action. A dialog box appears notifying you that the action has
been initiated. Click OK.
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Branch Distribution Point Maintenance Task
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

SRR B By Machine Policy Retrieval & Evaluation Cycdle

UserPolic:deﬁe' The action has been initiated, It may take several minutes to
complete.
Windows Installer

Figure 95. Action Initiated dialog

4. After a few minutes, you can find the Baseline under the Configurations tab. If
not, click Refresh.
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?EConfiguration Manager Properties m

General | Components | Actions I Site
Cache Configurations | Network

Agssigned configuration baselines:

Name Revision Last Evaluati.. | Complian... | Eva

|BM-Baseline Sam... 1 Unknown  Idle

< | H

Evaluate | ' View Report | Refresh |

| 0K I Cancel | Spply |

Figure 96. Configurations tab

5. Select the Baseline and click Evaluate. After a few minutes, when the Evaluate
button is enabled again, you can select this Baseline and click View Report to
check the report.

Rl |

Sionas | | Vewn || peie |

=

Figure 97. Configurations tab with View Report button enabled

Click View Report to check the evaluation report view.
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Evaluation Report View
There are some situations where the evaluated setting (Script) will not return any
value.

* The endpoint does not have the IMM module.

* The endpoint has the IMM module, but the evaluated setting cannot be found
on the endpoint.

* Using the wrong user ID and password to connect the IMM module.
* Asu.exe is not v3.60 or above.
* Evaluation Time Out (5 mins).

Note: If the evaluated setting does not return any value, the SCCM Client agent
will deem this setting as non-compliant on the endpoint, and its severity level is
Information. The evaluation report cannot specify the causes; you will need to
check the logs in Windows Event Viewer to get the details.

Summary:
- . Non | Non- . e
Name Revision Type B;;E‘;;E C"“S‘:’::“" Compliance Dl;;‘l“’l‘:?' Compliant| ) ° "ﬁﬁ:';“g
Severity Rules

Test 1 Baseline Non-Complant| Information | 0 5 3 0

Test. 1| Application Configuration| Required [Non-Corphiant| Information | 0 5 3 0
Figure 98. Summary of evaluated results
B Event viewer [[01x]

Fle Action View

EEIEE =
Tl Event viewer (Local) ‘Application  Nur 7 ‘Actions
1 5 Custom vins

5 Ot Windows Logs Level Dete and Time Source Event 10 | Tosk C = | il
& Fepiestion T1/15/2012 11:36:34 AW 18M Corfiguration Pack, v4.0 100 None — [ 5 open saved Log.
o] securty (@information  11/15/2012 11:36:23AM  16M Configuraton Pack, v4.0 100 Hone s i i
] setup (@information 11/15/2012 11:36:234M  16M Configuration Pack, v4.0 100 Hoe
o] system (information 11/15/2012 11:36:13AM  16M Configuration Pack, v4.0 100 Noe Import Custom Ve
| Forwarded Events (information 1/15/2012 11:36:14 AM  16M Configuraton Pack, v4.0 100 Hone o i

) ) Applcatons and Services Logs [ () 1nformation  11/152012 11:36:09AM  16M Configuraton Pack, v4.0 100 None .

vt 10 T8 Confguratin Pack v o | @ Proeres

9 Fed

General | Details | Tl save Al Events as,

[Provertyl DevicesandIOPorts. ComZBaudate [Set ACCOLINTI: NO [Retum Codel; 0 [Outputl: = Attach a Tosk To thisLog
(CAWindowstsystem32>CAIBM_Support\ASUasudexe show = »
DevicesandIOPorts,Com3BaudRate --kes

IEM Advanced Settings Uity version 920,176 6 Refresh
ivenced Materisl - Bransth nf 1M =l

B rer »
Log Nane Application -
By BM Configurbtion Pack, vA0. Logged 4/15/2012 11:36:34 AM e
Event ID: 10 Task Category: None (5] event Propertiss
Leve Information Keywords:  Classic 2] attach Task To This Evert.
User: SYSTEM Computer:  WINDOWS-2CMG24E sccm2012.dc [ copy »
OpCode I Sove Selected Events,
Mare Informatian:  Event Log Online Help @ refresh

B ree =

Tokes B of sefctedsvent, T

Figure 99. Windows Event Viewer logs

Remediated Rules:
Remediated Rule:
Rule Rule Setting Setting] Setting
Name | Description Name Type Description Instance Data
Exprossion | 1nstance | Brevious | Remediated
Configure the IMM Global Login Setting " Account Source | Value Value
rile | Description |IMM AccountSecurity| Script | security level" Select the authority level associated with Equals High | o= L9299 | mrgp cecurity
this loginid. ey rinef] | ST | entings
setings settings
Remediated Rule:
Rule | Rule Setting Setting] Setting
Name | Description Name Type Description TistanceData
Configure the TMM Global Login Setting "Default Password Expired”. To i I‘S‘f,:'::’ P;;’a‘;'::‘ et
i configure this setting, *Custom security settings” must be selected as the
nle | Deserption DefPasswordEap | Setibt |y ountSecurty level Specify whether or not the default password is Equals | Property | o | po
exprired on the next login Enabled |=Tine[0]

Figure 100. Remediated Rules
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Running IBM Configuration Capture
About this task

IBM Configuration Capture can capture IMM/UEFI/UEFI (Romley Platform)
settings from an IBM server, and export those captured settings into a
Configuration Description XML file. To start IBM Configuration Capture, click the
IBM Configuration Capture shortcut from the Start Menu. IBM Configuration
Capture can also be launched on computers that do not have IBM Configuration
Pack installed by copying the IBM Configuration Capture.exe file onto those
computers.

Note: IBM Configuration Capture can be launched without activating the License
Entitlement.
Procedure

1. Launch the IBM Configuration Capture Wizard by clicking on the .exe file. The
Welcome page appears.

l I1BM Configuration Capture

Welcome
Welcome to the 1BM Configuration toal, click Mext to continue.

Step 145

The IBM Configuration Capture tool captures the local IMMWEF] settings. These
settings are saved to the Configuration Description 2ML file. The Canfiguration
Description can be imported to the [BW Configuration Fack Editor.

= Back [ et = Eimish Cancel

Figure 101. Welcome page
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Select ASU File

Please appointthe ASU tool.You can use the builtin ASU file or you can specially appoint a
local ASU fle.

Step 216

© Usethe builtin ASU file

& Please sslect aASUCexe) file

[CUBM _SuportaSUtasuss.exe]

Figure 102. Select ASU File

2. Click the Next button to display the General Information page. The General
Information page auto collects information from the local computer.

i IBM Configuration Capture

General Information

Enter a name and description far this capture. Click Mext to continue.

Step 2/5
Froduct Mame is 08, and Machine TypeModel is IBM System #3100 M4 -[2582427]-.
Marme: he captured 1B
Description:
Ihihd Account Optional
User |D: ! Password: |
= Back | Mext = | Cancel

Figure 103. General page

Note: If the IMM account is different than the default account, the user needs
to type the correct account to access IMM/UEFI/UEFI (Romley Platform)

module. For example, the default IMM account is id:USERID, pwd:PASSWORD;
however, if a user has changed the IMM account, they need to type the

changed account in the IMM Account text box.
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3. Click the Next button in the General page. IBM Configuration Capture starts
collecting the local computer's IMM/UEFI/UEFI (Romley Platform) settings.

B IBM Configuration Capture

General Information
Enter a name and description for this capture. Click Mext to continue.
Step 245

Froduct Marme is 08, and Machine TypeModel is IBM System x3100 M4 -[2582427 ]

The captured [BM Systerm #3100 M4 -[2582427]- settings

Marme:
Crescription:
Collecting information from local computer, please wait...
I Account (Optional
Llzer D | Fassword:
= Back | [ext = Eirish Cancel

Figure 104. Collecting information
4. After a few minutes, IBM Configuration Capture completes collecting the
settings. The Select Settings page displays, which lists the captured settings.

Users can select settings they want to export.
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i IBM Configuration Capture

Select Settings iz
The Select Settings page provides a list of all the IMMILEF] settings. Click to select the
settings vou want to be included in the Configuration Capture. Click Mext to continue. SteD 315

I Settings | uEF) Setings |

The follovwing is Ikl setting list Selected Count: 59559
FI Froperty Mame | Froperty Yalue Description -
bt Atoklegotiate Yes Configure the IMM Advanced Et.
It BurnedinMacAddress ed:111 39511 3¢ Fead the 1MW "Burned-in MAC .
I DHC P OHCP then try static IP ... Configure the IMM "DHCP" to 5.
I DHCPAssignedDomain... Feads the MM DS "Domain ...
I DHCPAssignedGatewayl 9125901 Reads the IMM "Gateway addr...
IMm.DHCPASsignedHostiP1 912590183 Feads the MM "IP address" as..
IMm.DHCPAssignedHostname M 2-e4111 395113¢ Feads the IMM "Host name" a..
IMM.DHCPASsignedMetiaskl  255.255.255.0 Reads the IMM "Subnet mask”' .
IMM.DHCPASsignedPrimany.. 912590211 Feads the Primary DMNE Server., -
< [
= Back Mext = Firish | Cancel |

Figure 105. IMM settings
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i IBM Configuration Capture

Select Settings

The Select Settings page provides a list of all the IMMIUEF] settings. Click to select the
settings you want to be included in the Configuration Capture. Click Mext to continue. SteD 245

MM Settings  UEF] Settings I

The following is LIEF| setting list

Selected Count; 2500250

IFI Froperty Mame

I Property Walue

Drescription o

LEFI.CkelowPalicy Disable Enahle/Disable CKE Low Policy
LEF|.Com1ActiveAfterBoot Disahle Active after hoot Settings.
LEFI.Com1BaudRate 1146200 Setvour Baud Rate.
LEFI.Com1 DataBits a Setyour Data hits.
LEFL.Com1FlowControl Dizable Flowy Contraol Settings,
LEFI.Com1Parity Mone Setyour Parity,
LEFI.Com15StopBits 1 Setyour Stop Bits.
UEFI.Coml TextEmul ARSI Setyour Terminal Emulation.
LEFl.Com2activeAfterBoot Disahble Active after boot Settings. -
| | ;I_J
= Back Mext = Einish | Cancel |

Figure 106. UEFI settings
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‘ IBM Configuration Capture ﬂ
Select Settings IEM
The Select Settings page provides a list of all the IMM/UEFI settings. Click to selectthe

seftings you want to be included in the Configuration Capture. Click Next to continue. Step 3/5

'IMM Seftings  UEFI Settings |

The following is UEFI(Romley Platform) setting list Selected Count. 110110
~ | Property Name | Property Value | Description ]
v] BootModes SystemBootMode  UEF| and Legacy Controls which drivers option ... o
[ DevicesandiOPors ActiveVid . Add-in Device IfAdd-in Device is selected, vid..
DevicesandlOPorts AddOnS...  Enable Disabling an entry will preventt..
DevicesandlOPorts AddOnS...  Enable Disabling an entry will preventt..
DevicesandlOPorts AddOnS...  Gen2 Setthe PCle slot as Generatio..
DevicesandiOPorts AddOnS...  Enable Note: Disahling some UEF| O_..
DevicesandiOPonts. Com1Act.. Disable Active after boot Settings.
DevicesandlOPonts. Com1Ba... 115200 Setyour Baud Rate.
DevicesandiOPonts.Comi1Da... 8 Setyour Data bits. -
«| J L'J

« Back Next » Finigh | Cancel |

Figure 107. UEFI (Romley Platform) settings
Note: The capture can fail when the local computer does not have an IMM,

UEF], or UEFI (Romley Platform) module, or the IMM Account is incorrect.
When the capture fails, you can click the Information link button for details.

96  System x IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 User's Guide



E I1BM Configuration Capture

Select Settings o
The Select Settings pade provides a list of all the IMMUEF] settings. Click to select the
settings vou want to be included in the Configuration Capture. Click Mext to continue. Step 3%

IM Settings | uEF) Setiings

Mo M Settins were found on the local computer Information
Fleaicen T =
_Ip—rhf IBM Configuration Capture - Information
Iél Inquires the IMM information Failure,
= Reason:
The User ID andjor Password that was entered is incorreck,
[T Show Laog File = Back [t = Finish Zancel

Figure 108. Incorrect IMM account is incorrect

5. Select the settings that you want from the Select Settings page, and click the

Next button. The Export page lists settings you can export to a Configuration
Description XML file.
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5 IBM Configuration Capture [ X |

Export IBM

Check the list of settings selected for export In the Export To field, enter the location for the

Configuration Description file. Click Next to continue. - Steg‘ﬁ )
Property Name | Property value | Type | Description 4]
DevicesandIOPorts Slots Enable UEFI(Romley Platform) Disabling an er
Devicesand|OPorts SIotSLEG... Enable UEFI{Romley Platform) Disabling an er
DevicesandIOPorts Slot5PCl... Gen2 UEFI(Romley Platform) Setthe PCle slwd
Devicesand|OPorts. SlotSUEF... Enable UEFI(Romley Platform) Note; Disablinc
Devicesand|OPorts Video Enable UEFI(Romley Platform) Disabling an er
Devicesand|OPorts VideoLE... Enable UEFI{Romley Platform) Disabling an er
Devicesand|OPorts VideoUE... Enable UEFI{Romley Platform) Note: Disabling
IMM AccountSecurity Legacy security seftings  IMM
IMM AdapterConfigNetworkSe... No IMM
IMM AdvancedAdapterConfigP... No IMM
IMM AuthorityLevel 1 Supemvisor MM
IMM_AutoNegotiate1 Yes MM Configure the It -
Export To: |C:lUsers\AdmmIstrator.NEWWINZKBRZ\Desktopmaptured sml Browser...

= Back Next = Finish | Cancel |

Figure 109. Export Page

6. The Export successfully completed page appears.
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Export Successfully Completed iEM
Capture Finished.
Step 5/5
B he |BM Configuration Capture tool success
Administrator NEVWYIN 2 Desktop\captured xml
™ Open the Configuration Description XML file folder
[~ Show Log File < Back MNext = Finish cance

Figure 110. Export Successfully Completed

Note: You can export the captured Configuration Description file into any IBM
Configuration Pack Editor to manage. For details see [“Creating a configuration|
[item” on page 21
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Chapter 4. Troubleshooting

* If you experience any issues when using IBM Configuration Pack Editor, you

© Copyright IBM Corp. 2012

can check the log info under InstallationFolder\logs. The logs folder will be
auto deleted after the product is uninstalled.

If you want to export the logs of evaluation for IBM Configuration Pack on the
endpoint, follow these steps:

1. After the evaluation, launch Event Viewer.
2. Expand the Windows Logs tree view.
3. Right click the Application node, and click Save Events as.

You can also use the following methods to check whether the property exists
and the IMM account is correct:

— Get the specific IMM/uEFI property:
asu.exe show propertyname
e.g. asu.exe show IMM.HTTPPort
— Get the specific IMM/uEFI property with the account:
asu.exe show propertyname --user UserID --password Password
e.g. asu.exe show IMM.HTTPPort --user admin --password esW2Ad

In the Evaluation Report View section, if the Script cannot get the evaluated
setting, it will not return a value, and the SCCM Client agent will deem this
evaluated setting is non-compliant. You can get the details about this evaluated
setting from application logs in Windows. The following are terms used in the
application log and their explanations:

— [Not Found ASU] — Not found ASU.exe in the specific location

— [TargetOS] — The bit of the current OS: 64-bit / 32-bit

— [Found ASU] - The location of ASU.exe

— [Property] — The evaluated property's name

— [Set ACCOUNT] — Whether users set IMM account in IBM Configuration
Pack Editor

— [TimeOut] — Whether the evaluated setting is time out

— [Return Code] — This is the return code of ASU.exe. If the evaluated setting

can be found, the return code is 0. Otherwise, the return code is larger than 0.

For more details on ASU return code refer to the following web link:

http:/ /www-947.ibm.com /support/entry /portal / docdisplay?Indocid=TOOL-|

ASUJ

— [Error Output] - If the evaluated setting cannot be found, the [Error Output]
records the failure reason.

— [Output] - If the evaluated setting can be found, the [Output] recodes the
ASU.exe search result.

IBM Configuration Capture recodes a log file in the IBM_Support\DCM\logs
folder of the System Driver during the launching process. For example, if your
System Driver is C:, then the log file will be recorded under the
CA\IBM_Support\DMC\logs\ folder.

IBM Configuration Capture can capture all IMM/UEFI/UEFI (Romley Platform)
settings from the IBM Server, but some captured settings may not be included in
the common setting list of the IBM Configuration Pack Editor. The IBM
Configuration Pack Editor cannot list the values of those settings after imported;
the Editor assumes the type for those settings is String type.
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ck Editor - Setting Editor

Selectth fou wish to monifor for compliance. Ifthe property st does not include the desired
property, tyne it n the Praperty Name feld

Property Name: M DuplexAutoDisable ~

Description |

Comparator: Equals - Value: E|
Severity. information B

[~ Remediate noncompliant IMMIUEF setting values on client automatically The remediation action may.
be failed ifthe target setiing is readoniy

Expected Value: [rut 7]

[ When the property "INy DuplexAutoDisable “Equals* *Auta®, the property is compliant on the endpoint.
Otherwise, the praperty is nor-campliant and returs a severity of“Information”.

oK | cama | Aoy |

Figure 111. IBM Configuration Pack Editor - Setting Editor page

In figure 1, IMM.DuplexAutoDisable does not be included in the common
setting list of theIBM Configuration Pack Editor, so the Description and
Expected Value combox field are empty. The IBM Configuration Pack Editor
assumes the type of IMM.DuplexAutoDisable is String type. For details of the
different types, please see Table 2.
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Copyright notice and trademarks

Copyright notice
This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information about the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used.

Any functionally equivalent product, program, or service that does not infringe
any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product,
program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.
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This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM web sites are provided for
convenience only and do not in any manner serve as an endorsement of those web
sites. The materials at those web sites are not part of the materials for this IBM
product and use of those web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation
MW9A /050

5600 Cottle Road
San Jose, CA 95193
US.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation.

Actual results may vary. Users of this document should verify the applicable data
for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
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names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

If you are viewing this information softcopy, the photographs and color
illustrations may not appear.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corporation in the United States, other countries,
or both. If these and other IBM trademarked terms are marked on their first
occurrence in this information with a trademark symbol ( or ), these symbols
indicate U.S. registered or common law trademarks owned by IBM at the time this
information was published. Such trademarks may also be registered or common
law trademarks in other countries. A current list of IBM trademarks is available on
the web at "Copyright and trademark information” at http://www.ibm.com/legal/
copytrade.shtml.

Adobe, Acrobat, and Portable Document Format (PDF) are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,

other countries, or both.

Intel®, Itanium®, and Pentium® are trademarks of Intel Corporation in the United
States, other countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of
others.
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Readers’ Comments — We'd Like to Hear from You

IBM System x

IBM Configuration Pack for

Microsoft System Center Configuration Manager
User's Guide

Version 4.0

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy,
organization, subject matter, or completeness of this book. The comments you send should pertain to only the
information in this manual or product and the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your
IBM business partner, or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any
way it believes appropriate without incurring any obligation to you. IBM or any other organizations will only use
the personal information that you supply to contact you about the issues that you state on this form.

Comments:

Thank you for your support.
Send your comments to the address on the reverse side of this form.

If you would like a response from IBM, please fill in the following information:

Name Address

Company or Organization

Phone No. Email address



Readers’ Comments — We'd Like to Hear from You

Fold and Tape

Please do not staple

BUSINESS REPLY MAIL

FIRST-CLASS MAIL PERMIT NO. 40 ARMONK, NEW YORK

Fold and Tape

POSTAGE WILL BE PAID BY ADDRESSEE

International

Business Machines Corporation

PO Box 12195
Research Triangle Park
NC

U.S.A. 27709-9990

Please do not staple

Fold and Tape

NO POSTAGE
NECESSARY

IF MAILED IN THE
UNITED STATES

-

Fold and Tape

Cut or Fold
Along Line

Cut or Fold
Along Line






Printed in USA



	Contents
	Figures
	Tables
	About this publication
	Conventions and terminology

	Information resources
	PDF files
	World Wide Web resources

	Chapter 1. Introduction to IBM Configuration Pack for Microsoft(tm) System Center Configuration Manager
	What's new in version v4.0?
	How IBM Configuration Pack for Microsoft System Center Configuration Manager, v4.0 supports IBM systems
	Advanced Settings Utility (ASU)


	Chapter 2. Installing the IBM Configuration Pack v4.0
	Uninstalling the IBM Configuration Pack v4.0

	Chapter 3. Working with IBM Configuration Pack and Microsoft System Center Configuration Manager
	Running IBM Configuration Pack Editor
	Home tree
	Setting Collection List Box
	Creating a Setting Collection
	Viewing a Setting Collection
	Editing a Setting Collection
	Duplicating a Setting Collection


	Configuration Items list box
	Creating a configuration item
	Viewing a configuration item
	Editing a configuration item
	Duplicating a configuration item
	Deleting a configuration item


	Exporting configuration data to a Configuration Description File
	Importing the Configuration Description xml file
	Checking your license validation status
	Exporting to the IBM Configuration Pack list box
	Exporting configuration items to the IBM Configuration Pack .cab File

	Exporting configuration items to the SCCM Console
	Applying IBM Configuration Pack to SCCM 2007 Console
	Importing configuration data to DCM
	Viewing configuration item properties
	Creating a baseline
	Assigning the Baseline to a collection
	Evaluating the Baseline on the Endpoint
	Evaluation Report View

	Running Homepage Summarization

	Applying IBM Configuration Pack to SCCM 2012 Console
	Importing configuration data to DCM
	Viewing configuration item properties
	Creating a baseline
	Assigning the Baseline to a collection
	Evaluating the Baseline on the Endpoint
	Evaluation Report View


	Running IBM Configuration Capture

	Chapter 4. Troubleshooting
	Copyright notice and trademarks
	Readers’ Comments — We'd Like to Hear from You

