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About this publication

This User’s Guide provides the latest information for IBM System Updates for
Microsoft System Center Configuration Manager 2007. IBM System Updates is
used to acquire and publish IBM system updates in your environment.

Conventions and terminology

Paragraphs that start with a bold Note, Important, or Attention are notices with
specific meanings that highlight key information.

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid
inconvenient or difficult situations.

Attention: These notices indicate possible damage to programs, devices, or data.
An attention notice appears before the instruction or situation in which damage
can occur.

Table 1. Frequently used terms and acronyms

Term/Acronym Definition

DSA IBM Dynamic System Analysis

MSCCM Microsoft System Center Configuration
Manager

SEP IBM System Enablement Pack

SSL Secure Sockets Layer

SUAP IBM System Updates Acquisition and
Publishing

UXSpP UpdateXpress System Packs

UXSPi UpdateXpress System Package Installer

WSUS Windows Server Update Services

© Copyright IBM Corp. 2011 ix
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Information resources

You can find additional information about IBM System Updates for Microsoft

System Center Configuration Manager 2007, v3.1 in the product documentation
and on the World Wide Web.

PDF files

View or print documentation that is available in Portable Document Format (PDF).
Downloading Adobe Acrobat Reader

You need Adobe Acrobat Reader to view or print these PDF files. You can
download a copy from the [Adobe Reader Web site)

Viewing and printing PDF files

You can view or print any of the PDF files in the following list. Go to

[Systems Management Solutions for IBM Servers| to sign in and locate the download

links for the publications. The most current version of each document is available

on the product download page.

» IBM System Updates for Microsoft System Center Configuration Manager 2007, v3.1
Release Notes

» IBM System Updates for Microsoft System Center Configuration Manager 2007, v3.1
User’s Guide

Saving PDF files

To save a PDF file, complete the following steps:
1. Right-click the link to the PDF in your browser.

2. Perform one of the following tasks.

Web browser Command
For Internet Explorer Click Save Target As.
For Netscape Navigator or Mozilla Click Save Link As.

3. Navigate to the directory in which you want to save the PDF file.
4. Click Save.

World Wide Web resources

The following web pages provide resources for understanding, using, and
troubleshooting IBM System X, BladeCenter servers, and systems-management
tools.

IBM website for Microsoft Systems Management Solutions for
IBM Servers

Microsoft Systems Management Solutions for IBM Serverg
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Locate the latest downloads for IBM System Updates for Microsoft System Center
Configuration Manager 2007, v3.1.

IBM Systems Technical support site

Support for IBM Systems and servers|

Locate support for IBM hardware and systems-management software.

IBM Systems Management Software: Download Software
Registration

[[BM Systems Management Software: Download Registration|

Download IBM systems-management software, including IBM Systems Director.

IBM System x Systems Management page

[BM Systems Management

Provides an overview of IBM systems management using IBM Director Agent and
IBM Director Core Services.

IBM® ServerProven® pages

[BM ServerProven|

[BladeCenter ServerProven|

Obtain information about hardware compatibility with IBM System x, IBM
BladeCenter, and IBM IntelliStation hardware.

Microsoft System Center Configuration Manager 2007 page

Microsoft TechNet: System Center Configuration Manager]
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Chapter 1. IBM System Updates for Microsoft System Center
Configuration Manager 2007, Version 3.1

The topics in this section provide a description of IBM System Updates for
Microsoft System Center Configuration Manager 2007, v3.1.

Keeping computers up-to-date with BIOS, firmware, driver and hardware-related
applications is a key activity for any IT administrator. It is complex and
time-consuming for an IT administrator to determine the compliance, plan the
updates, select the appropriate hardware updates, and deploy the updates to the
right set of systems for keeping the environment stable and reliable.

Through its alliance with Microsoft System Center products Microsoft System
Center Configuration Manager 2007 (SCCM) and Windows Server Update Services
(WSUS), IBM System Updates for Microsoft System Center Configuration Manager
2007, v3.1 is making a commitment to reducing the time and effort of keeping an
up-to-date IT environment.

What’s new in version 3.1

IBM System Updates for Microsoft System Center Configuration Manager 2007,
v3.1 has improved the view journal of updates deployment for endpoints feature.
Support of downgrade and new type of update file format (.uxz) is included in
this release.

Free features

This release has all of the free features and functions from version 3.0, and
includes the following new and improved free features:

e User Interface enhancements:

The user interface layout has been updated to include the new functions
introduced in version 3.1. The new User Interface is easier to use.

* Publish the local updates to Windows Server Update Services (WSUS):
You can publish IBM updates to WSUS.

* Expire the published updates on the Windows Server Update Services server:
You can use this feature to expire the published IBM updates on WSUS.

* Download the latest updates from the IBM website:

You can download the latest updates on the IBM website and download new
updates.

* Force updates to be installed for special hardware or undetected hardware:

You can use IBM UpdateXpress System Pack Installer (UXSPi) to install the
updates for Brocade, Emulex, and QLogic HBAs and CNAs. These updates will
not be installed by default.

* Full support the new update file format .uxz:

You can download/publish/deploy the OS agnostic firmware update which is
not a traditional executable file (.exe), but .uxz file.

* New hardware system support:

You can use this release to install the updates for the latest IBM hardware
system: IBM x3250 M4, x3100 M4, and x3755 M3.

© Copyright IBM Corp. 2011 1



* Show the prerequisite and supersede updates information:
Some updates have prerequisites and supersede updates. You can view related
updates in the detail view.

* OS type of None Support:
Some updates have the Application Operating Systems property as None, which
means it is OS agnostic. You can deploy this kind of update to any operating
system supported by this release.

Premium features

The premium features are available when the IBM System Updates installation is
registered with IBM Upward Integration for Microsoft System Center, v3.0 or
higher license. Activation licenses can be purchased by contacting your IBM
representative or an IBM Business Partner.

The following additional features are fee-based and require the purchase of an
activation license of v3.0 or higher on a per managed endpoint basis.

* Check for the latest updates on IBM website for all or selected updates for a
supported machine type.

* Provide detailed information on available updates on IBM website. This
includes: general information, installation information, and platform information.

* Provide detailed information on the WSUS updates, including general
information and specific packaging information.

¢ The Generate Updates Comparison Report provides a function for you to export
updates to a CSV or a TXT file.

* Using the System Updates tool, you can remotely view a journal of update
deployments for endpoints.

* The following feature is a fee-based function that is enabled with a valid
product license of v3.1 or higher:

— Allow updates to be installed as a downgrade. All published updates with
the same update name will be expired.

How IBM System Updates for Microsoft System Center
Configuration Manager 2007, Version 3.1 supports IBM
systems

IBM System Updates for Microsoft System Center Configuration Manager 2007,
v3.1 provides a machine-type based download mechanism that enables customers
to download the most recent IBM system updates software transparently, without
the effort of searching for updates through the IBM website.

IBM System Updates allows customers to apply the latest updates without using a
catalog file, which may not provide the latest updates.

IBM System Enablement Pack

The IBM System Enablement Pack (SEP) contains system-specific codes for the
latest drivers, scripts, binaries, and other files. It is used to support new IBM
System x and Blade servers for IBM Dynamic System Analysis (DSA), firmware
updates, and operating system deployment.

A new system requires a related SEP to support its software tools. The IBM System

Updates tool downloads and deploys newer versions of IBM UpdateXpress System
Pack Installer (UXSPi) that are available and SEP packages.
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Note: You can download the latest version of UXSPi that supports your server
from the IBM website. Before deploying UXSPi to the client machine, the necessary
SEPs must be deployed and successfully installed.

IBM System Updates hardware and software requirements

The topics in the section provide a description about the hardware and software
requirements for IBM System Updates.

Hardware requirements

The IBM System Updates tool has no special hardware requirements. It can be run
on a non-IBM server, an IBM server, workstation or laptop that supports the
Windows operating system.

Supported operating systems
The IBM System Updates Acquisition and Publishing tool supports the following
Windows operating systems:

* Windows Server 2003 SP2/R2

* Windows Server 2003 SP2/R2 x64
¢ Windows Server 2008 SP1/SP2

* Windows Server 2008 SP1/SP2 x64
* Windows Server 2008 R2

* Windows Server 2008 R2 SP1

Required software

Windows Server Update Services 3.0 SP1 or a later version of the Administration
Console is required. If Windows Server Update Services 3.0 SP1 or a later version
is not already installed on the local computer, the Windows Server Update Services
3.0 SP1 or later version Administration Console must be installed prior to running
the Updates Publisher Setup.

The account that has been used to install the IBM System Updates tool on the host

computer should have the Windows Server Update Services Administrator
privilege.

Chapter 1. IBM System Updates for Microsoft System Center Configuration Manager 2007, Version 3.1 3
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Chapter 2. IBM System Updates installation

The topics in this section describe how to install and uninstall IBM System
Updates.

Installing IBM System Updates

This topic describes how to install IBM System Updates.
Before you begin

There are two methods for installing IBM System Updates for Microsoft System
Center Configuration Manager 2007, v3.1. The first method uses the IBM System
Updates version 3.1 setup package (.exe file). The second method uses the IBM
Upward Integration for Microsoft System Center, v3.1 Installer. For more
information about the IBM Upward Integration for Microsoft System Center, v3.1
Installer refer to [[BM Upward Integration for Microsoft System Center, v3.1]

About this task

To install the IBM System Updates tool, complete the following steps:

Procedure
1. Go to [BM System x Integration Offerings for Microsoft Systems Management|

[Solutions|
2. Click Microsoft System Center Configuration Manager (SCCM) 2007, System
Updates to download the latest version of the IBM System Updates tool.

Note: If Windows Server Update Services 3.0 SP1 or later is not installed on
your system, the following message is displayed. Click OK to stop the program
and complete the installation.

System Updales for Microsoft System Center Conf . |

Update Services 3.0 gp1 or later has not been installed
on this system. Please install it and restart setup to
complete the installation.

'2 Setup has detected that Microsoft Windows Server
"

Figure 1. WSUS 3.0 sp1 or later not installed message
3. While the program installs, the Preparing to Install page for the IBM System

Updates tool is displayed. Click Next and the InstallShield Wizard page opens.
If for some reason you need to stop the installation, click Cancel.

© Copyright IBM Corp. 2011 5
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IBM System Updates for Microsoft System Center Configuration Manager 2007, ¥3.1 - ...

Preparing to Install...

IEM Swskem Updates for Microsoft Swstem Center
Configuration Manager 2007, v3.1 Setup is preparing the
Installshield Wizard, which will guide wou through the program
setup process, Please wait,

Extracting: IEM Syskem Updates for Microsaft System Center
Configuration Manager 2007, +3.1.msi

Figure 2. Preparing to Install IBM System Updates

4. Click Next to continue the installation and proceed to the License Agreement
page.

i"% IBM System Updates for Microsoft System Center Configuration Manager 2007, ... |

Welcome to the InstallShield Wizard for IBM
System Updates for Microsoft System Center
Configuration Manager 2007, v3.1

The InstalShieldiR) wizard will install I6M System Updates For
Microsoft System Center Configuration Manager 2007, +3.1 on
wour computer, To conkinue, click Mext,

WBRMIMNG: This program is protected by copyright law and
international treaties,

= Back

Figure 3. InstallShield Wizard Welcome page for IBM System Updates
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5. Read the license agreement terms and then select I accept the terms in the
license agreement. Click Next.

]1_% IBM System Updates for Microsoft System Center Configuration Manager ... [ =] E3 i

Software License Agreement ‘q

Please read the following license agreement carefully, 2

International License Agreement for Non-Warranted Programs 3

Part 1 - General Terms

BY DOWWMNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
AN "ACCEPT" BUTTON, OR OTHERYYISE USIMNG THE PROGRAM,
LIZENSEE AGREES TO THE TERMS OF THIZ AGREEMENT. IF ¥OU ARE
ACZCEPTING THESE TERMS ON BEHALF OF LICEMSEE, YOU REFRESENT
AMND WARRANT THAT ¥ OU HAVE FULL AUTHORITY TO BIMD LICENZSEE TO
THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

= 0o NOT DOWWNLOAD, INETALL, COPY ., ACCESS. CLICK ON AN fhd

" I aceept kthe terms in the license agreement.,
+ I do not accept the berms in the license agreement.,

1=
Prink < Back I Mext = &! Cancel

Irstall5hisld
Figure 4. Software License agreement

6. On the Destination Folder page, click Next to except the default installation
directory or click Change and enter a new location.
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i{% IBM™ System Updates for Microsoft System Center Configuration Manager 2007, ... I

Destination Folder ‘

Click Mext to install to this Folder, or click Change to install to a different folder, ‘-l
‘F

[, Install IEM Swstem Updates For Microsoft Swstem Center Configuration Manag. ..

i i \Program Files\IBMVIBM System Updates) Change. ..

]

Installzhield

< Back

Figure 5. Destination folder

ﬂ% IBM System Updates for Microsoft System Center Configuration Manager 2007, ... i

Ready to Install the Program ‘

The wizard i dy ko begin inskallation, '"'
e wizard is ready to begin installation
‘l’

Click Install ko begin the installation,

If wou want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

InstallShield

< Back

Cancel |

Figure 6. Ready to Install the Program

8 1BM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



7. Click Install to start the installation.

|§ IBM System Updates for Microsoft System Center Configuration Manager ... [JE
Installing IBM System Updates for Microsoft System Center X

Configuration Manager 2007, v3.1
Tlhegprngram Featureg woU 58 eEteﬁ are being inskalled.

Flease wait while the Installshield Wizard installs I8M Sywskem Updates For

Microsaft System Cenker Configuration Manager 2007, %3, 1, This may kake
several minutes,

Skatus:

Copying new Files

Figure 7. Installation progress

Note: During the installation, a command prompt window is also displayed.
This command prompt window displays the extraction of the necessary
installation files. Do not close the command prompt window. It may take some
time to finish the installation. If any errors occur during installation, they will
be displayed.

Prosgram Filles' ISV [EPA System Iuld.dﬂ":uu\pﬁ:m.rxr

Figure 8. Extraction of Installation files
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8. When the installation is complete, the InstallShield Wizard Completed page is
displayed. Click Finish to complete the installation or click the checkbox to
start the Setup wizard.

Note: You can click the checkbox to Launch the Post Action of IBM System
Updates for Microsoft System Center Configuration Manager 2007, v3.1 after
the setup completes, to start the Setup wizard for IBM System Updates tool.
You can also start the Setup Wizard from the Start Menu.

i'\% IBM System Updates for Microsoft System Center Configuration Manager 2007, ...

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed IBM System
Ipdates For Microsoft System Center Configuration Manager
2007, »3.1, Click Finish to exit the wizard,

[T Launch the Post Action of IBM Systemn Updates for
Microsoft System Center Configuration Manager
2007, v3.1 after the setup completes.

= Back I Einish I Zancel

Figure 9. InstallShield Wizard Completed

Uninstalling IBM System Updates tool

There are four methods for uninstalling the IBM System Updates version 3.1 tool.

Complete one of the following steps to uninstall IBM System Updates tool.

* Uninstall by using Add or Remove Programs. For the Windows Server 2008
operating system, you can use Programs and features to uninstall. Select the
Remove option for IBM System Updates v3.1 Installer (.exe file).

* Select the Remove option for IBM System Updates v3.1 Installer (.exe file).
* Select the Remove option using IBM Integrated Installer (.exe file).
* Select Uninstall from the Start menu.

Note: The log files, temp folders, and the UXSPi upgrade files are not deleted
during the uninstallation process. You must delete them manually.
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Chapter 3. Working with IBM System Updates and Microsoft
System Center Configuration Manager 2007

The topics in this section describe how IBM System Updates and Microsoft System
Center Configuration Manager 2007 work together.

IBM System Updates Acquisition and Publishing Tool, Version 3.1

IBM System Updates Acquisition and Publishing (SUAP) tool is the core
component in IBM System Updates for Microsoft System Center Configuration
Manager 2007, v3.1. This tool provides the functions to acquire updates from the
IBM website and publish the updates to the Windows Server Update Services
server.

IBM System Updates 3.1 allows you to easily configure settings, maintain a
machine list, and manage updates for your specific machine types.

The navigation tree on the left pane consists of following three views:
* Home

+ All Updates

* My Machines

The Home view

The Home view provides three steps to guide you in getting started with IBM
System Updates.

© Copyright IBM Corp. 2011 11



Figure 10. Home view

i e 1350 895 (T |
Y M

Setup Wizard

The Setup Wizard guides you through the steps to complete the configuration
settings for IBM System Updates.

After you complete the set up for these configuration settings, you can view and
edit them. Select IBM SUAP tool Menu > Edit > Preferences or Setup Wizard.

Windows Server Update Services server configuration:

This section describes how to configure Windows Server Update Services server.
Windows Server Update Services server is used for publishing. Administrative
rights are required on the Windows Server Update Services server to successfully
publish updates.

About this task

On the Windows Server Update Services Server page, complete the following
steps:

Procedure

Select one of the update server options:

12 IBM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



Setup Wizard

WSUS Server

Enfer the WSUS server that will be used for publishing. Administrative rights are required on the WSU
to successfully publish updates. R EREEEAERaR

Figure 11. System Updates Setup Wizard for the WSUS Server

1. Click Connect to a local update server to use the same server for Windows
Server Update Services that the IBM System Updates are installed on.

2. Click Connect to a remote update server to publish the updates to the
Windows Server Update Services server through the network.

Note: If the remote update server is selected, you will also need to specify the
name of the Windows Server Update Services update server and the port used to
connect the server. The name of the Windows Server Update Services update
server can be the hostname or the IP address.

By selecting this option, the Secure Sockets Layer can be used by selecting the Use
Sockets Layer (SSL) check box. For more information on Secure Sockets Layer, see
‘Using Secure Sockets Layer for Windows Server Update Services server

(Optional).”|

Using Secure Sockets Layer for Windows Server Update Services server (Optional):

The IBM System Updates tool supports publishing updates to Windows Server
Update Services server using Secure Sockets Layer (SSL). SSL can secure the
connection and encrypt the data transferred between the IBM System Updates tool
and the Windows Server Update Services server.

About this task

Perform the following procedure for using Secure Sockets Layer for Windows
Server Update Services server.
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Procedure

1.

If you selected SSL for the remote WSUS server, complete the following steps to
configure the environment.

For more information on how to configure SSL on the Windows Server Update
Services server, see the “Using SSL with WSUS” section in the Windows Server
Update Services help document. Also refer to the “Secure Sockets Layer”
section in the IIS help document. These two help documents are installed with
the Windows Server Update Services tool and the IIS tool.

Complete the following steps for using the Secure Sockets Layer: Add the SSL
certificate file to your IBM System Updates computer. Import the SSL certificate
to the locations: Trusted Publishers and Trusted Root Certification
Authorities.

Enable the SSL support for this WSUS server in the IBM SUAP tool publish
wizard.

Note: The Windows Server Update Services server name must be the same as
the Issued to name in the SSL certificate.

a. Connect to the local server the same way you connect to a remote server.
b. Enable SSL support in SCCM console.

c. Launch SCCM console, and select Site Management > > %Site Name% >

Site Settings > Component Configuration, open Software Update Point
Component, and enable SSL support.
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Figure 12. Software Update Point Component Properties

3. Add the SSL certificate file to your client computer. Import the SSL certificate to
the locations Trusted Publishers and Trusted Root Certification Authorities.

Windows Server Update Services server certificate configuration:

This section describes how to configure a digital certificate Windows Server
Update Services server.
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Figure 13. WSUS Server Cetrtificate

On the Windows Server Update Services Server Certificate page, you can configure
a digital certificate for the Windows Server Update Services server. Click Browse to
navigate to a third-party certificate or click Create, and then click Next.

A digital certificate is used to sign the updates. The certificate must be copied to
the appropriate certificate folders on the update server (SCCM server), before the
IBM updates can be published to the SCCM server. The certificate must also be
copied to the IBM System Updates computer to ensure that it is the same as the
copy on the update server.

If there is no certificate on the Windows Server Update Services server, the IBM
System Updates tool prompts you to generate a self-signed certificate on the
Windows Server Update Services server.

Note: The IBM System Updates tool also supports importing a third-party
certificate.

Adding certificates:

The following procedure describes how to add certificates to the appropriate
certificate folders.

About this task

Adding certificates is performed on the Microsoft Management Console.
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Procedure

1.

2.

Click Start, click Run, and type MMC in the window, and then click OK to
open the Microsoft Management Console (MMC).

To add a certificate, click File, click Add/Remove Snap-in, click Add, click
Certificates, click Add, select Computer account, and then click Next.

To select Another computer, enter the name of the update server or click
Browse to find the update server computer, click Finish, click Close, and then
click OK. If the update server is on the same server, select Local computer in
this window.

Expand Certificates (update server name), expand WSUS, and then click
Certificates.

F= Comsole1 - [Console Root\Certificates (Local Computer) | WSUS| Certificates ] =100
P
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B [ Interrradiate Certficaton Al
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Figure 14. Console 1 - WSUS Certificates

5.

In the middle pane, right-click the certificate, click All Tasks, and then click
Export.

In the Certificate Export Wizard, use the default settings to create an export file
with the name and location specified in the wizard. This file must be available
to the update server before proceeding to the next step.

Right-click Trusted Publishers, click All Tasks, and then click Import.
Complete the Certificate Import Wizard using the exported file from step 6.

If a self-signed certificate is being used, such as WSUS Publishers Self-signed,
right-click Trusted Root Certification Authorities, click All Tasks, and then
click Import. Complete the Certificate Import Wizard using the exported file
from step 6.

If the Updates Publisher computer is a remote computer to the update server,
repeat steps 7 and 8 to import the certificate to the certificate folder on the
Updates Publisher computer.

On client computers, the Windows Update Agent (WUA) scans for updates.
Installation action 1 will fail if it cannot locate the digital certificate in the
Trusted Publishers folder on the local computer. If a self-signed certificate was
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used when publishing the updates catalog, such as WSUS Publishers
Self-signed, the certificate must also be in the Trusted Root Certification
Authorities certificate folder on the local computer to verify the validity of the
certificate.

Configuring certificates:

This topic describes how to configure certificates.

About this task

There are two methods for configuring certificates on client computers. Use one of
the following procedures to configure the signing certificate on client computers:

* Using Group Policy and the Certificate Import Wizard: To use this option,

perform the steps described in [’Adding certificates” on page 16|

* Using the certutil utility and software distribution: To use this option, perform

the steps in the following procedure.

Procedure

1.

Click Start, click Run, type MMC in the text box, and then click OK to open
the Microsoft Management Console (MMC).

Click File, click Add/Remove Snap-in. Click Add, click Certificates, click Add,
select Computer account, and then click Next.

Select Another computer, type the name of the update server or click Browse
to find the update server computer. Click Finish, click Close, and then click
OK. If the update server is on the same server, you can also select Local
computer in this window.

Expand Certificates (update server name), expand WSUS, and then click
Certificates.

Right-click the certificate in the results pane, click All Tasks, and then click
Export. Complete the Certificate Export Wizard steps using the default settings
to create an export certificate file with the name and location specified in the
wizard.

Use one of the following methods to add the certificate used to sign the
updates catalog to each client computer that will use Windows Update Agent
to scan for the updates in the catalog. Add the certificate on the client
computer as follows:

* For self-signed certificates: Add the certificate to the Trusted Root
Certification Authorities and Trusted Publishers certificate folders.

* For certification authority (CA) issued certificates: Add the certificate to the
Trusted Publishers certificate folder.

Note: Windows Update Agent verifies whether the Group Policy setting is
enabled on the local computer. This policy setting must be enabled for
Windows Update Agent to scan for the updates that were created and

published with Updates Publisher. For more information, see [TechNet: Updates|
Publisher

Outbound Connectivity configuration:

This topic describes how to configure outbound connectivity.
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About this task

There are three options for configuring outbound connectivity, which are shown in
the figure below.

Procedure
1. Click to select one of the following options and then click Next.

* The local machine can access the Internet directly: No additional network
configuration is required.

* The local machine requires a proxy server to access the Internet: You can
set a HTTP Proxy to help IBM System Updates connect to the Internet.

* The local machine does not have access to the Internet.

i ' System Updates Setup Wizand

Qutbound Connectivity
It using an HTTP Praxy to connect 1o the Internet, enter that informatian here.

Figure 15. Outbound Connectivity

2. If you selected the first option, the Local Repository page is displayed.

3. If you selected the second option for the local machine, this requires a proxy
server to access the internet. Enter the Host and Port information as shown in
the figure below.

Note: Internet connectivity is required for obtaining the latest updates from the

IBM website. If you have not chosen automatic updates, you will need to
manually put the updates into the local repository.
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QOutbound Connectivity

It using an HTTP Proxy 1o connect 1a the Intemet, enter that information here.

Figure 16. HTTP Proxy
Local Repository configuration:
This topic describes how to configure the Local Repository for updates.
About this task
Perform the following steps to configure the local repository.

Procedure
1. To select the default location for the local repository, click Next.

2. To enter another location for the local repository, Browse to the folder location,
and click Next.

3. Click Confirm to proceed to the next page or Back to modify the settings.
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Figure 17. Confirm Setup

4. Click Finish to complete the Setup Wizard.

Figure 18. Setup Wizard Finished
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Local Repository
When updates are downloaded from the IBM site. they will be placed in the local repository.

sder: [ Program Fles JEM\BM System Updates Repostory ' [C_Brows

Figure 19. Local Repository

Go to My machines
Before you can begin updating your computers, you need to add your machine
types from the list of Supported Machine Types.

About this task

There are two methods of viewing your machine types. Complete one of the
following steps:

Procedure
1. Click Go to My Machines button on the Home View.

2. Click My Machines view on the left pane to quickly navigate to the My
Machines view. For more information, see ["My Machines view” on page 47

UpdateXpress System Package Installer upgrade

The UpdateXpress System Package Installer (UXSPi) upgrade provides automated
updates for new IBM System x and Blade servers without upgrading the IBM
System Updates Acquisition and Publishing. This function is bundled with the IBM
System Enablement Pack. The UXSPi upgrade will get the latest UXSPi tool and
the latest supported server list and System Enablement Packs necessary to support
the new servers from IBM website.

About this task
The UXSPi upgrade requires an internet connection. Perform the following

procedure to complete the UXSPi upgrade:
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Procedure

1. Click the UXSPI Upgrade button on the Home View or on the IBM System
Updates Acquisition and Publishing tool menu. Click Action and then click
Upgrade UXSPi and Check Latest Machines, as shown in following figure.

Upgrade UXS5PI and Check the Latest Machines

BladeCenter HS20 (1883)
BladeCenter HS20 (2843)
BladeCenter HS22 (1911)
BladeCenter HS22 (1936)
BladeCenter HS22 (7870)
BladeCenter HS22V (1949)
BladeCenter H322V (7871}
BladeCenter HX5 (1909)
BladeCenter HX5 (1910)
BladeCenter HX5 (T872)

Figure 20. Upgrade UXSPI and check for the latest machine list

2. Click the UXSPI Upgrade button, and the following UXSPi self upgrade
window is displayed.
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Figure 21. Upgrade UXSPI tool progress window

Note: The UXSPi upgrade will take some time and is dependent on the
network speed.

After successfully upgrading, the new UXSPi version will be shown on the
Upgrade UXSPI and check the latest machine list. The list of supported IBM
System x servers will be updated to include the latest available servers on the
IBM website.

Using the All Updates View

The All Updates view provides a list of current machines in the left panel. In the
right panel for each machine type, updates, detailed information, and all the
related actions are displayed.

About this task
Perform the steps in the following procedure to use the All Updates view.

Procedure
1. Expand All Updates to view the status of updates for each machine name.

The figure shown below provides an example of three machine types listed
under All Updates.

* BladeCenter HS22 does not have any updates
* BladeCenter HX5 does not have any updates
* System x3550 has an update

24 IBM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



Ma B3 Vew Acton  Meb
i Home
il A Updates
@ SIS EE Updates for: BladeCenter HS22 (7870)
N Ny e Thisre 5 ni update ot s macking.
! Yo e chack updates from BL sie or WELES server, of impon Bem
- from @ locad ickdeslocaon, click “ACions” bulion o st e procees.

mi}

Figure 22. All Updates view with an example of no updates

2. To view the details related for a specific machine, click the machine name. The
right panel will display updates information. If there are no updates in the
right panel, a message is displayed indicating: "There is no update for this
machine. You can check updates from IBM site or Windows Server Update
Services server, or import them from a local folder/location.”

3. Click Actions to start the process.
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Figure 23. All Updates view with an example of an update for System x3100 M4

If there are updates, the right panel displays a list of available updates.

4. Click to select any of these updates and view the detail window displayed in
the bottom right panel.

The following information is provided:
* version number
* last time successfully checked the IBM website and server
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* specific information about the update

Reload local updates
This topic describes how to reload local updates.

If you downloaded the updates from the IBM website or imported the updates to
the same repository path before, you can reload them into the IBM System
Updates Acquisition and Publishing tool.

Click the Actions drop-down menu, then select Reload local updates.

Import updates from local

If you downloaded the updates from IBM website and saved them into a local
directory or a shared network location, you can import them into IBM System
Updates Acquisition and Publishing tool using the Import Wizard.

Important: Each update contains two files: a binary file (.exe) and a metadata file
(.xml). Both files are required or the update cannot be accepted by the IBM System
Updates Acquisition and Publishing tool.

Each IBM System Enablement Pack (SEP) contains two files: a ZIP file (.zip) and a
metadata file (.xml). Both files are required or the update cannot be accepted by
the IBM System Updates Acquisition and Publishing tool.

Attention: If the update package downloaded from IBM website is in a zip file,
extract the update package first. The IBM System Updates Acquisition and
Publishing tool does not process zip files.

Import Wizard:

The Import Wizard imports updates from a local directory or a shared network
location.

About this task

The updates are available as individual updates, Sequence Packages, or as
UpdateXpress System Packs.

Procedure

1. Click the machine name on the left panel. Click the Actions drop-down menu
and select Import updates from local site to start the Import Wizard. The
Welcome page is displayed.

26 IBM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



E-H System Updates — mpaort Wizard

IBM. Welcome to Import Wizard

This wizard will help vou to impon updates from a local directory
or 3 network share place.

The updates can be available indhidual updates, Sequence
Packages, of Update Xpress System Packs (UXSP's),

Figure 24. Import Wizard Welcome

2. Click Next to continue. The Select Updates Source page is displayed.

dem LUpdates — mpor e

Select Updates Source

Impon wpdates from a local directony o @ network share path.

Figure 25. Select Source Updates

3. Browse to select the source updates file, and click Next.
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Note: The IBM System Updates Acquisition and Publishing tool imports the
updates to the root path. To import these files, run the Import Wizard again
and select the subfolder. The updates in any subfolders will not be imported.
To import these files, run the Import Wizard again and select the subfolder.
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Select Updates IEM.
Select updatas in the list balow 1o ba impodead. You can use “Selact A" checkbox 1o include all the availabla
updates.
allana | Catagory | Varsion [ MachineTyze | -

O 5% ata_dd_wideo 8 24 3_windows_1385 Videao 0.24.3 TETE
D Mo nti_dd_wideo_8. 24 50 3_winZld_32-64 ¥ideo 8.24.5.3 TaTa
D Cobrom_dd nie_10.E2_windows 32-64 Hatwork 1062 TE78
D Cobren_dd nic 11,7, 4_windows_32-64 Ratwork 11, 7.4 TITE ]
O febres_dd nic 4. 8. 15_windows_52-84 Hatwork 4.8.15 TaTE
O Cabres_fs_nic 2.0 T _windows_32=84 Hetwark 2.0.7 TaTE
O Cabren_fw_nic 2 086 _windows_32-64 Hetwork 2.0.8f TaTE
D e iba_dd_secraid 5. 2. 012913 windows_32-64 ServeRaid 5.2 012913 TaTa
O 5% ibe_dd_sieT9e 7, 0.0.6-1_windows_32-84 03I 1.0.0.6 1878
O riite_dd sptzas 1. 25.10.07_sin2k_ i385 ti 1.25.10.07 TITE
O 5% iba_4d sptzaz_f. 30 02. 00_windews_32-84 SKE 1. 30.02. 00 TaTE
O G ita_dd sptsas_1. 31,02 00_windows_32-64 SaS 1.30.02.00 THTA

Coiba_dd_sraider_2. 50 winfk_ 1306 ot 2.: TaT6

Mo tba_dd_sraider_3. 9_windows_32-84 5SS 3.9 ToT8
M55 ibe dd sraider 4, 32 windows 32-64 FAS 4.3%.0 TITE ﬂ

[T Sslact i

Figure 26. Select Updates

4. On the Select Updates page, click to select individual updates or select all the
available updates, by clicking the Select All checkbox. Click Next to start
importing the updates to the IBM System Updates Local Repository.
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Figure 27. Importing Updates

5. After successfully importing the updates, click Next to view a summary of the
imported updates.

brn_dd_sic7ue_7.0.0.5-1_windows_32-64
bm_dd_mptsas_1.25.10.07_win2k_i386

Figure 28. Import Finished
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Check Updates

Getting all updates information for machine type [2582] from the IBM web site.

6. On the Import Finished page, the status of the import is displayed, indicating
the number of updates were imported and provides a list of the updates. Click
Finish.

Check all updates from the IBM website
This topic describe how to check all updates from the IBM website for a specific
machine type.

About this task

You can check updates related to a specific machine type on the IBM website by
using the Actions drop-down menu. This requires a network connection to the
Internet and a license. You can use an HTTP Proxy to access the Internet or directly
connect with the Internet.

There are two options for checking updates from the IBM website. Perform one of
the following steps to start the checking process:

Procedure

1. Click the machine name from the left panel. Click the Actions drop-down
menu and select Check all updates from IBM site. This action checks all
updates related to the special machine type on the IBM website.

2. Click the machine name from the left panel, if there are any updates listed in
the right panel, and then click to select one or more these updates from the
updates from the list view. Click the Actions drop-down menu and select
Check selected updates from IBM. This action checks only selected updates
related to the special machine type on the IBM website. Press Ctrl or Shift to
select multiple updates.

Thiz process might take several minutes. Please wait_

Cancel |

Figure 29. Check Updates from IBM website

This process may take several minutes to finish. After Check Updates has
finished, the Version on IBM site column is updated and the detailed
information about the update is provided. If the version on the IBM site is
higher than the version in the local, there will be a blue icon beside the update

30 1BM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



name and a warning message indicating the lower version.
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Figure 30. Updates view with the General tab detail information

The General tab provides a list of the following properties as shown in the
bottom right panel of the Updates view:

* Name

* Description

* Category

¢ Update ID

* Manufacturer

* Update Selection

¢ Corequisite Update(s)
* Prerequisite Update(s)
¢ Superseded Update(s)

Figure 31. Updates view of the Installation Information tab

The Applicable Platforms tab provides a list of the updates for Application
Operating Systems.

Download selected updates from the IBM website

This topic describes how to download the latest version of the selected updates
from IBM website.
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About this task

This requires a network connection to the Internet and a license. You can use an
HTTP Proxy to access the Internet or directly connect with the Internet. Perform
one of the following steps to select updates to download:

* Click to select an update.
* Press Ctrl or Shift to select multiple updates.

Note:

* Only the updates that have been checked from the IBM website (called remote
updates) can be selected to download.

* The UpdateXpress System Package has an integration-test bundle of online,
updatable firmware and device driver updates for each System x and
BladeCenter server. This is the preferred method for obtaining firmware and
driver updates for the server.

Downloading the latest individual updates is the preferred method for installing
the latest updates. This option downloads the latest updates and hot fixes, if
available, than the UXSP option.

Download Wizard:

This topic describes how to use the Download Wizard.

About this task

Perform the following steps for downloading selected updates.

Procedure

1. Click Download Selected updates from IBM website on the Action
drop-down menu to open the Download Wizard.
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Figure 32. Downloading Updates

2. When the download has finished, the download status is displayed on the
summary page. Click Finish.
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Figure 33. Download Finished
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Download selected updates and publish them to Windows Server
Update Services server

This topic describes how to download the latest versions of selected updates and
publish them to Windows Server Update Services server directly.

About this task

This requires a network connection to the Internet and a license. You can use an
HTTP Proxy to access the Internet or directly connect with the Internet.

Before you begin, you need to prepare the publishing environment. For more
information see [‘Using Secure Sockets Layer for Windows Server Update Services|
lserver (Optional)” on page 13

* Click to select an update.
e Press Ctrl or Shift to select multiple updates.

Note: Only the updates that have been checked from the IBM website can be
selected to download.

Download and Publish Wizard:
This topic describes how to use the Download and Publish Wizard.
About this task

Perform the following steps for downloading and publishing selected updates and
publishing them to WSUS.
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Procedure

1. Click Download Selected updates and publish them to WSUS on the Action
drop-down menu to open the Publish Wizard.

IBEM Syslem Updaes — Download And Publish Wisad

License Agreement
Read the lollowing agreement carehully,

he drivers and updates downloaded by the System Updates Tool are subject to the International
nse Agreement for Non-Wamanted Programs, which appears below. Please click below to

dicate vour acceptance of this license agreement. Addiional or different Bcense terms may
mn the usage of a specific driver or update, in which case, you can retneve such Beense terms by
ang the drivers or updates from the folder that you specified in the download wizard.

ational License Agreement for Non-Warranted Frograms

DOWNLOADING, INSTALLING. COPYING, ACCESSING. CLICKING ON AN "ACCEPT" BUTTON,
GTI-EF!'MSE LISING THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS

Figure 34. Publish Wizard License Agreement

2. Accept the License Agreement and click Next to start downloading updates.

It may take several minutes to finish.
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Il

Downloading Updates

Downloading updates might take sewveral minutes. Click "Wexd™ to view the download summary and result.

[
b1
»

" ENEEEREEEENARREEEENEENRENEENNNNENNNENNNNNERENRRRRRENY

Downloading individual update: brcm_dd_nic_6.2 8.0 windows_ 32-64 from the 1B1A web sile.

UpdateName | UpdateiD | szexE) | Status |
(& Emulex 8Gb Fibre Channal H ele_tw_fc_2.00x6-5.12a3_windo 932 Success
& Emulex UCNA Phase 2.3 Firm_.. eb_fw_ucona_2 103387 31_win.. 10266 Success
E Emulex UCNA Phase 23 NIC ... eix_dd nic 2.103.389.0_windo.. 9820 SUCCEsS
= Broadcom Metdireme |l Driver .. brem_dd_nic_6.2 9.0_windows_... 28244 Acquiring

_Cancel |

Figure 35. Downloading Updates

3. When downloading the updates has finished, the download status is displayed
on the summary page. Click Next.

4. On the Confirm Updates Packages page as shown in the figure below, confirm
that all of the updates listed are ready to be published to the WSUS server.
Click to select one of the following three checkboxes and click Next.

* Also select updates that are not installed or are undetected. This option
attempts to detect all possible hardware in the system. This option should be
selected only if you have an unknown device in Windows that should be
resolved.

* Also select Host Bus Adapters (HBA) and Covered Network Adapter
(CNA). If this option is not selected, Brocade, Emulex, and Qlogic HBAs and
CNAs will not be updated. Prior to selecting this option, check the
compatibility with your storage vendor.

* Allow updates to be installed as a downgrade. This option attempts to
install a downgrade version of the firmware or driver to the hardware in the
system. This option should be selected only if you want to install the update
when a higher version may already be installed.
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IBEM System Updates — Publish Wizard

Confirm Updates Packages B
Selcet and confinmi that the following updates will be published to the WSUS sermver.

Hote: SEF packages will be automatically added to publish If they are imported or downloaded.

[ Wane [ Version [Sizeti®) [1n [
B Dnline Broadeom WetXtreme and Net. . 'Z.1.6.. 9446 skl 0} e T BE e il
B Online Brosdeom Hetltreme and Wet, 2.1.7a avel brem_fw_nic_ 2. 1. Ta_windows_32-64
[ Glogic 10 Gb CHA Adapter FY Updst. .. 1.01.84 3427 alge S mie_gleBl4?=1.01: 84_window. ..
B Systen Enablement Pack 3.0 o622 1bm_utl_tzap_3. 01 _windows_ 1356
E Syztem Enablement Fack 1m BETO ibm_utl_t=zep 3. 01 _windows xBi-04

I™ Aiso select updates that are notinstalled or undetected
Select this option to detect all possible hardware in the system.
Select this option only if you have an unknown device in Windows that you want to resolve.

[T Also seledt Host Bus Adapters(HBA)and Coverged Network Adapter{GNA)
Ifthis opfion is not selected, Brocade, Emulex, and Cliogic HBA's and CNA's will not be updated.
Before you select this option, check the compatibility with your storage vendor.

™ Allow updates to be installed as a downgrade

¢, If you select this option, all published updates with the same update name will be expired.
Mote:Only one version can be published at 3 ime using the same update name,

< Back Confirm Fra Cancel I

Figure 36. Confirm Updates Packages
5. On the Publishing Updates page, the publishing operation status is shown. This

operation can take several minutes to finish. Click Next to view the publishing
results.
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B8 Syt cen Upclates

Publishing Updates
Pubiishing operahion may take several minutes. Click TeaT to view ihe publish summary and resull.
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Figure 37. Publishing Updates

6. The Publishing operation is complete page provides the publishing results and
indicates how many updates were published to the WSUS server successfully.
Any updates that were not published are listed. Click Finish.
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Publish operation is complete IEM.

4 of 5 update(s) have been published 1o WSUS server successtully.

indnddual update: ibm_fw_mpisas_sashba-2.62_windows_32-64 exsit on WSUS server, there
15 no need to pulish the update to the WSUS serwer.

Figure 38. Publish operation is complete

Publish selected updates to the Windows Server Update
Services server

This topic describes how to publish selected updates to Windows Server Update
Services server.

Before you begin
Before you can publish IBM updates, verify that the Windows Server Update

Services server and certificate are configured correctly. For more information, see
[“Windows Server Update Services server configuration” on page 12.|

About this task

This requires a network connection to the Internet and a license. You can use an
HTTP Proxy to access the Internet or directly connect with the Internet. See
[Wizard” on page 12 for information on configuring the Windows Server Update
Services server.

Publish Wizard:
This topic describes how to use Publish Wizard.
About this task

Publish wizard provides instructions for publishing updates to a target Windows
Server Update Services server.
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Procedure
1. Click to select one or more local updates. Press Ctrl and Shift to select multiple
updates to download.

2. Click Publish Selected updates to WSUS on the Action drop-down menu to
open the Publish Wizard.

IEM System Updates — Publish Wizard EE|

IEM, Welcome to Publish Wizard

This wizard will halp you 1o publish the updates to a target WSUS server.

Avalid network connection with the WSUS server is required for
aperation to succesad

Flease assure that the WSUS server and certificate are configured
eorrectly befare procesading,

h—.—_

Figure 39. Publish Wizard Welcome

Complete steps 2 through 6 (with the exception of step 3) inl”Downloaal
selected updates and publish them to Windows Server Update Services server”|

on page 34.|

Create update sequence

You can organize two or more local updates into one sequence package. The
sequence package wraps the updates and deploys them to the client machine.
When UpdateXpress System Package Installer installs this package, it will
automatically decide the order of the update installation.

40 1BM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



Sequence package information

Create Sequence Package
The sequence wraps the updates in the one package.

[ Broadeom Methireme Il
% IBM ServeRAID & Bk, .
% IBM and LS| Basic or i,
% ServeRAID MR1D 545,
% |BM Online SAS/SATA ...
% |BM SAS HBA BIOS an..,

beem_dd_ric_4.6.15_win_..
ibm_dd_aacraid_5.2.012...
ibm_dd_mptsas_1.25.10....
ibm_dd_smidmr_2.20_wi...

bm_fw_hdd_sas-1.04_wi...
iom_fw_mptsas_sashba-2..

4615
52012913
1.25.1007
220

1.04

262

Figure 40. Create Sequence Package

The sequence can be saved and re-imported later for another deployment. The
figure shown above is an example of a saved sequence, “my first sequence”.
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| Mame | Catagory | Marufo & |
OO 1EM Dynamicldrstem Anabysis [D5A) 3.40 - Fraboot Embedded Duagnostics IBM
O  reegreted Management Moduss Update 1M 17}
0O  BI0S5 and Frrmware Uncate for the 545 Expansion Card ([CFFv) for IBM BladeCenter 545 17}
O  1EM ServeRAED MR 10 [CI0W) Conbroler Frmmwans SAS (=17}
O 19 ServeRAID MR 10 (CI0v) Controber Frmware 58S IBM
O  irecibosed Ggabit and 10 Gigabt Ethemet Drrvers for Windows Mtk (-7}
O el Cupset Softwans instalation Lty CHIPSET-HF IBM
0O Otege 1060 CHA FCoE STOR Driver for Windows Corverged Metwork Adspter  1BM
O  Ologe StorPor Win 200372008 Device Drver Fibre IBM
O  1BMiSCS Sacver HIC Adapters Drivers histwnrc -]
O  Clege 10Gh CHA Adsgter FYY Update for Eadacanter Converpad Natwork Adspter  1BM
O  Olege FCPW Updste - FS03.09 - B205 - E227 Fire 1]
B my i saquence NAA L7
/ | T

Figure 41. Updates list with saved sequence

The Updates list contains the saved sequence "My first sequence".

The General tab provides a list of the following properties:
* Name

* Description

* Category

* Update ID

* Manufacturer

The Sequence Update General tab lists the updates fields as Updates ID.

Figure 42. Sequence update General tab

The Individual Updates tab provides a list of the sequence update as shown in
following figure.
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Dutad:  my fist sequence
Update in Local Rapostosy |upmmmuw-hm] Update on WSUS Server |

: Date the IEM web site was last succeszfully checked: wwml
Version: 1123411 L Date the ¥SUS zerver war lazt mueceszfully checksd: 08/20/2011
General Indnidual Updates | Appicable Platfomns | Rvision Htory | Read Me Fis |
| Updates ID

becm_dd_nic_4& 6.15_wndows 3264

_aacrasd_5.20 12313 windows_J32-64

_mplsas 125 10.07_wnd: -3&6
2213 wind_i386

I‘dd 1,08 _wndows _32-64

_mplsas M-EGZ_MS_HH

g9983
??ah&r

Figure 43. Individual Updates tab

Check Windows Server Update Services updates
The topics in this section describe how to check updates from Windows Server
Update Services server.

You can retrieve all or selected updates and refresh the version of the updates for a
specific machine type by using the Actions drop-down menu. This requires a
network connection to the Internet and a license. You can use an HTTP Proxy to
access the Internet or directly connect with the Internet.

There are two methods for checking updates from the Windows Server Update
Services server:

* To check all updates from Windows Server Update Services.
* To check selected updates from Windows Server Update Services.

Check all updates from Windows Server Update Services:

This topic describes how to check all updates from Windows Server Update
Services.

About this task
Complete the following steps:

Procedure

1. 1. Click the machine name on the left panel.
2. 2. Click the Action drop-down menu.

3. 3. Select Check all updates from WSUS.

The checking process may take several minutes to finish. A progress window is
displayed while the Check WSUS Updates is being done.

Check selected updates from Windows Server Update Services:

This topic describes how to check selected updates from Windows Server Update
Services.
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Check WSUS Updates

Check selected updates from W3S senver.

About this task
Complete the following steps:

Procedure

1. 1. Click the machine name on the left panel.
2. 2. Click the Action drop-down menu

3. 3. Select Check all updates from WSUS.

The checking process may take several minutes to finish. A progress window is
displayed while the Check WSUS Updates is being done.

This process might take several minutes. Flease wait_

Figure 44. Check selected updates from WSUS

44

After checking the version of the updates on the Windows Server Update
Services server, the Version on WSUS column is updated. The Update on WSUS
Server tab will contain the updates General information and Package on WSUS
information.

Expire selected updates from Windows Server Update Services

This topic describes how to expire selected updates from Windows Server Update
Services.

About this task

This task requires a network connection to the Internet and a license. You can use
an HTTP Proxy to access the Internet or directly connect with the Internet. See
[“Setup Wizard” on page 12|for information on configuring the Windows Server
Update Services server.

* Click to select an update.
* Press Ctrl or Shift to select multiple updates.

Note: The expire updates option cannot be rolled back.
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Expire Update(s) on the WS5US Server

Select Updates

Selectthe update(s) an the W3LIS Server that you wish to expire.

[l IEM and L5I Basic or Integrated RAID SAS Controller Driver for Windows [1.371.02 0]
[w] IBM ServeRAID MR10 SAS Controller Firmware [11.0.1.0008]
[w] Qlogic Update for 4G FC [Multiboot version 1.90 - 1.90]

oK Cancel

Figure 45. Expire Updates on WSUS Server
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System x3550 (7978)

.Pdn'h:?l

BiDS IEM 1.17 117
s SAS ] 1.31.02.00 1.31.0200
dorwa SAS 1BM 1.30.02 00 1.31.02 00 -
N/A WA Mubiboot varson 1,90 - 1.5
SAS 1B 272 272
- SAS B 420 43120 Bpred
Haws SAS 1B 413 4120 _Bpred
SAS IEM 11.0 1.0074 11.0.1.0008
SAS 1BM 11.0.1.0008 11.0.1.0008
SAS IBM 22 262
M/A NAA 1.16.45 56 1.16.45.56_Expired
Hatuarkc oM 1174 11.7.4_Expired
Reatwark 1BM 1062 11.74_Expirad
Vidieo iBM 82453 |_|"'
1] ¥

Detad- Broadcom Netireme Device Driver for Windows
Update in Local Repostiory | Undate on IBM Web Ste  Updiste on WSUS Server |

_ Date the IBM web site was last success - chacked: 08/20/2011.
Vewn N74Bwed g e O et vat Lant scsessbully e 00170/P0L.
Genersl  Package on WSUS |

| Propedy Name [ vae |
Tele [F e fEroadcom Meat)tmeme Dervice Drver for Yindows
Descaption Eramdccen Netdrems Device Devver for Windows Update

Package ID E721350d-1d24-2260-8101 8530 Sech 2o d
Publsh Date 58201 %? 23 AM

Figure 46. Expire updates detail view

This operation may take several minutes to finish. After the expire operation has
finished, the Version is updated to <Version Number>_Expired. The detail
information on the Update on the WSUS tab is updated and the State property
value is Expired.

Expire selected updates to Windows Server Update Services
without a license

If you do not have a valid license, you can expire the selected updates to the
Windows Server Update Services server, using a different method from the
fee-based solution. If the selected updates have not been published to Windows
Server Update Services already, it will fail to expire.

About this task
Complete the following steps:

Procedure
1. Click to select an update, or press Ctrl or Shift to select multiple updates.

2. Click Expire Selected updates to WSUS on the Actions drop-down menu. The
Expire Wizard is displayed.

46 1BM System Updates for Microsoft System Center Configuration Manager 2007, v3.1 User's Guide



IBM System Updales Expere Wirard

IEM.

Welcome to Expire Wizard

This wizasrd helps you expire the updates 1o a tanget WSUS senver

Avalid network connecion with the WSUS server is requirgd for operation lo
succeed Ensure thal the WSUS server and certificate are configured
comectly before you proceed

Figure 47. Expire Wizard Welcome

Delete selected updates

You can delete the selected updates from IBM Updates Repository.

Click the machine name and click Actions, and then click to select Delete selected

updates.

My Machines view

My Machines view provides a list of machines on your system that can work with
the IBM System Updates tool. You can use the IBM System Updates tool to add or

remove a machine type. The ALL Updates view is updated when changes are

made in the My Machines view.

About this task

Perform the steps in the following procedure to use the My Machines view.

Procedure
1. Click My Machines.
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Figure 48. My Machines view

2. Click the Add button to open the Add New Machine Types window.
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AddNew Hachine Types xq

Select your machines from the list below. i you do not see your machine in the list
of cument supported machines, then you can check the latest machines online by
clicking on the "Check Latest Machines” button.

Product Family | Machine Type | -
[ EladeCenter H520 8843 e
[ EladeCenter H520 1883
[ EladeCenter H522 1536
O EladeCenter HX5 1910
[ BladeCenter HXE 1309
[ BladeCenter L521-L541 7971
[ BladeCenter L522 /1542 7902 ;I

Check Latest Machines

| Ipdate retrieval action:

Do not take any action at this time j

oK Cancel

Figure 49. Add new machine types

3. Click to select one or multiple machines types. While adding new machine
types, you can select the Update retrieval action.

The Update retrieval action has four options:

* Check updates from IBM website now

¢ Copy updates from a local folder to the repository
* Updates are already located in the repository

* Do not take any action at this time

You can also update the machine list by using the Check Latest Machines
button. This requires a network connection to the Internet and a license. You
can use an HTTP Proxy to access the Internet or directly connect with the
Internet.

For more information about the Check Latest Machines option, see
[“UpdateXpress System Package Installer upgrade” on page 22|

Generate Updates Comparison Report

The Generate Updates Comparison Report Wizard provides you with a comparison
report that can be saved as a CVS or TXT file on the local directory or a shared
network location. The report provides a list of updates to export that are managed
by the IBM System Updates Acquisition and Publishing tool.

About this task

The following procedure describes how to generate the updates comparison report.
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Procedure

1. Launch the IBM System Updates Acquisition and Publishing tool from the Start
Menu. Click Action from the application menu bar, and then click Generate
Updates Comparison Report to start the Generate Updates Comparison Report
Wizard.

IEM System Updates - Generale Updates Comparison Report Wizand

B Welcome to the "Generate Updates
Em— Report” Wizard

Thig wizard will help you to generate updales comparison repor and save to
a local direclory or 3 network share place

s

Figure 50. Generate Updates Report Wizard Welcome page

2. Click Next to continue.
3. Browse to select the folder where the report will be exported to.

4. Click to select the machine types for generating an updates report, or click
Select All to select all the available machine types, and then click Next.
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Generate Updates Comparison Report

Select the machine type you wish to generate a report for, or check the "Select Al 5 1o ) ﬂj
| maching hipes svallable. : A it aﬂ.m.

Systes £35S0

Systes £IHW0 15

Systes 3350 U2 / x3950 W2
System x3950 IS5 f x3950 X5

Figure 51. Generate Updates Comparison Report

5. Click Finish to close the Generate Updates Comparison Report Wizard. The
comparison report is saved to the folder specified in step 3.

Chapter 3. Working with IBM System Updates and Microsoft System Center Configuration Manager 2007 51



IBM Syslem Updates - Generale Updates Comparison Report Wizand

oS Generate Updates Comparison Report
=== Finished.
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= reporn bd
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Figure 52. Generate Updates Comparison Report Finished

View journal of updates deployment

The view journal of update deployments results provides a list of updates
deployment results for the client machine. The information on this list makes
troubleshooting and problem diagnosis easier.

The information in the journal consists of:
* Update ID

¢ Update Name

* Update Version

* Installation Date

¢ Deployment Result

* Detail

Using the View journal of updates deployment
This topic describes how to use View journal of updates deployment.

About this task

The following procedure describes how to generate the view journal of updates
deployment.

Procedure

1. Launch IBM System Updates Acquisition and Publishing tool from the Start
Menu. Click Action from the application menu bar, click Remotely View
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Journal of Update Deployments for Endpoints to start the log in window.
T —
View journal of updates deployment

Enter the remote client hostnamed|P, user name and password. Then click
"Connect” toview the result or "Cancel” to axit

_ Comeat | _Cancd |

Figure 53. View journal of updates deployment log in page

2. Enter the following remote client information on this page and click Connect.
* Computer
e User name
¢ Password

If the IBM System Updates Acquisition and Publishing tool logs into the remote
client successfully, then the deployment history state will be shown in the result
view.
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Figure 54. View journal of updates deployment result

3. Double click Update ID (or select Update ID, then press Enter) in the result list
to open and view the log files for an update. The log file can be one of the
following file types: result.txt, a SUAP log file, a co_result.xml, or an
up_result.xml file.

4. Click Refresh to check the latest deployment result.

5. Click Close to exit the view journal updates deployment result.

Scanning clients for updates compliance

When a managed system receives the machine policy, a compliance scan is
scheduled. Windows Update Agent (WUA) connects to the Windows Server
Update Services server, retrieves the list of updates, and scans the managed system
for applicability and installed rules of each update.

IBM updates have rules to check WMI and the Register key for applicability. The
compliance information will be sent back to the SCCM server. An administrator
can see which updates are needed based on the compliance information.

Microsoft System Center Configuration Manager (SCCM) 2007

This topic describes how to use the Microsoft System Center Configuration
Manager (SCCM) Console.

About this task

The following steps assume the SCCM server is already set up and configured for
the environment. For information about how to set up the SCCM server, see
Microsoft System Center Configuration Manager]|
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Procedure

1. Click Start > All Programs > Microsoft System Center > Configuration
Manager 2007 > ConfigMgr Console to launch the Configuration Manager
Console.

2. In the left pane, expand Site Database > Computer Management > Software
Updates. Right-click Update Repository under the Software Updates folder and
select Run Synchronization.
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Figure 55. Synchronizing the Update Repository

3. Click Yes to initiate a site wide software update synchronization.

The synchronization process may take a few minutes to complete. There is no
visual indication that the process has completed.

What to do next

You can view the synchronization log to determine successful completion using the

following steps:

1. In the left pane, expand Site Database > System Status > Site Status. Expand
site server, and then click Component Status. The list of SCCM server
components and their current status is displayed in the results pane.

2. In the results pane, right-click to select SMS_WSUS_SYNC_MANAGER, and
then click Show Messages > All.
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The SMS Status Message Viewer for the site server window is displayed with
the status messages for the WSUS Sync Manager. Note the most recent message
which indicates when the synchronization process started, was in progress, and
completed.
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Figure 56. Refreshing the IBM folder

3. After synchronization has finished successfully, right-click the IBM folder
under the All Updates folder and select Refresh, to refresh the IBM folder.

Published updates can be viewed in their corresponding machine type folder
under the IBM folder as shown in the following figure.
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Figure 57. Viewing published updates

After updates have been deployed to their corresponding clients, the clients report
to the site database on the next software update scan on client systems, whether
each update is applicable or installed for each client. The administrator can see the
reported data and decide which updates need to be distributed based on the
following information:

* Installed: Shows the number of clients reporting that the update has been
installed.

* Required: Displays the number of clients reporting that the update is applicable
and not yet installed or the installation status has not reached the site server
database.

* Not Required: Shows the number of clients not applicable for an update.

* Unknown: Displays the number of clients that have not had a successful scan
for the software update compliance or the scan result has not been reported back
to the site server.

Important: The UpdateXpress System Package is a prerequisite to all other IBM
updates. It should be deployed to client system before all of the other IBM
updates. If the UpdateXpress System Package is not deployed on the client system,
the other IBM updates will be marked as Not Required on that client system. If
the target machine needs an SEP package, the SEP package should be deployed
before the UpdateXpress System Package is deployed.

After the UpdateXpress System Package has been deployed successfully, if one

update has not been deployed on the client system, the compliance result of this
update will be marked as Required.
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Deploying IBM updates in Microsoft System Center Configuration

Manager

Once the administrator determines which updates need to be distributed, the
administrator selects the IBM updates and distributes them to client systems by
creating deployment packages.

When clients of the targeted collections receive a new deployment from the
management point, clients download software updates from a distribution point
that has a deployment package containing the necessary software update binaries.
The binaries are then installed on clients and the compliance status is reported to
the site server.

The downloading and publishing phases are implemented by the IBM System
Updates Acquisition and Publishing tool; the following phases are implemented on
SCCM. In the following section, we use the sequence previously described to
introduce the IBM System Updates for Microsoft System Center Configuration
Manager 2007, v3.1 solution.

IBM updates deployment prerequisites

This topic provides information about the IBM updates deployment prerequisites.
Before you begin
Check the System Status in the left panel under Site Database. If the status in Site

Status and Component Status and Site System Status for all items are functioning
normally, the SCCM server status is normal.
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Figure 58. Component Status
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About this task

Perform this task to Add the System Update Point Role in SCCM.

Procedure

In the left panel of SCCM, expand Site Database > Site Management > %Site
Name% > Site Settings > Site Systems, and right click the <Site Name> and
select New Role. The New Site Role Wizard starts.

1.

Click Next.
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3. Select the System Update Service Point role and then select the default setting
to configure the system update service point.

a. Discover client systems and install the management agent through the

SCCM server.

b. Configure the WSUS self-signing certificate on client systems. Ensure that
the SCCM managed client system has the Windows Server Update Services
Publishers Self-signed Certificate in its Trusted Root Certification

Authorities folder.

c. Check the Allow Signed Content from intranet Microsoft update service
Location on the SCCM Client using Windows group policy editor.

d. Configure the group policy on the client computers. There are several
methods for configuring the group policy on client computers.

Use the following procedure to configure the group policy on client

computers.

1) On the SCCM managed client operating system, click Start and select
the Run option. Type GPEDIT.MSC and click OK.

2) Expand Computer Configuration > Administrative Templates >
Windows Components > Windows Update.
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Figure 60. Local Computer Policy configuration

3) Double-click Allow signed content from intranet Microsoft up-date
service location.
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Figure 61. Allow signed updates from an intranet Microsoft update service location

4) Select Enabled and click OK. Close the Group Policy editor.

4. Make sure .NET Framework 2.0 or higher is installed on the SCCM client
before deploying IBM Updates to the SCCM client.
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Deploy the IBM System Enablement Pack from the Microsoft
System Center Configuration Manager server to Microsoft
System Center Configuration Manager client

The IBM System Enablement Pack (SEP) is a package that contains system-specific
codes. It is used to support new System x and Blade server for IBM Dynamic
System Analysis (DSA), firmware updates and operating system deployment. If the
target client relies on the SED, it should deploy this package first.

About this task

The following procedure describes the steps for deploying an IBM System
Enablement Pack package from SCCM server to SCCM client.

Procedure
1. Open the SCCM console.
2. Expand Software Updates > IBM and then double click the machine name.

3. In the right panel, right-click the SEP to be deployed, and then select Deploy
Software Updates.
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Figure 62. Deploy Software Updates

The Deployment Software Updates Wizard opens.
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Deploy Software Updates Wizard
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Figure 63. Deploy Software Updates Wizard - General

4. On the Deploy Software Wizard page, enter the following information and click
Next.

a. Name
b. Description
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Deploy Software Updates Wizard

Templates can be used bo define deployment properties, such as target collaction, package, and dienk
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Figure 64. Deployment Software Updates Wizard Template

5. Click Create a new deployment definition and then click Next.
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Figure 65. Deployment Package
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6. On the Deployment Package page, enter the following information and click
Next:

a. In the Name field, enter the name of the SEP.
b. Browse to the Package source file location.
C. Select Priority.

7. Select the download location for the software updates. Click Download
software updates from a location on the local network. Browse to the
software updates file location and click Next.
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Deploy Software Updabes Wizard

General
IF your site server does nob have an Internet connection, you can dovenload the software updstes

Depinyment Template from a different compater and save them to a network location accessible by the site server,
Deployment Package
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Language Selsction ™ Dowmiond softwans updates from the Intemet
Schedubs  Dowrload software updates from & lecation on the local netwark
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Progress
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When the deployment packags contains all required softwars updates, selact the “Downioad
software updates from the Internet” option. The software updates files will be validated, but vl not
be downioaded again.

cprovous | met> | r | coa |

Figure 66. Deployment Location

8. On the Deployment Schedule page, make the following selections and click

Next:
a. Select a date and time for the software updates to be available on the
clients.

Set a deadline for the software updates installation.
c. Enable wake on LAN if the software updates are urgent. (optional)

d. Enable Ignore maintenance schedule and install immediately on deadline.
(optional)
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Figure 67. Deployment Schedule

9. When the deployment has finished, the status is displayed. Click the Close to
close the wizard.

Deploy the IBM UpdateXpress System Package Installer from
the Microsoft System Center Configuration Manager server to
the Microsoft System Center Configuration Manager client

The UpdateXpress System Package Installer (UXSPi) is the prerequisite to all other
IBM updates. It should be deployed to client system before all other IBM updates.

If the UXSPi is upgraded and any update is published to the Windows Server
Update Services server, the newer UpdateXpress System Package replaces the old
UpdateXpress System Package (if any) on the SCCM server. The following topics
provide three methods of different situations for deploying the package when it is
upgraded to a newer UXSPi version.

Deploy the IBM UpdateXpress System Package Installer from the
Microsoft System Center Configuration Manager server to the
Microsoft System Center Configuration Manager client if the old
UXSPi is not deployed

This topic describes how to deploy the IBMUpdateXpress System Package Installer
from the SCCM server to SCCM client if the old UpdateXpress System Package is
not deployed.

About this task

Perform the following steps.
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Procedure

1. Open the SCCM console, then select and right-click the UXSPI to be deployed
under the UXSPI machine folder and select Deploy Software Updates.
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Figure 68. Deploying UXSPI to an SCCM client

2. For this step, follow the procedure as described in [“Deploy the IBM System
Enablement Pack from the Microsoft System Center Configuration Manager
server to Microsoft System Center Configuration Manager client” on page 61}
using steps 4-9.

Deploy the IBM UpdateXpress System Package Installer from the
Microsoft System Center Configuration Manager server to the
Microsoft System Center Configuration Manager client if the old
UXSPi is deployed

The topics in this section describe three methods for deploying the UpdateXpress
System Package Installer from the SCCM Server to the SCCM client if the IBM
UpdateXpress System Pack Installer is upgraded and the old UpdateXpress System
Package is deployed.

Method 1 for deploying the UpdateXpress System Package Installer when it is
upgraded to a newer UXSPi version:

This topic describes how to deploy the package when it is upgraded to a newer
UXSPi version.

About this task

There are three methods of deployment. In this release, Method 2 is recommended.
Delete the old UXSPi deployment advertisement and deployment package and
create a new UXSPi deployment package. Perform the following steps for
deploying the UpdateXpress System Package from the SCCM server to the SCCM

client.

Procedure

1. Open the SCCM console and delete the old UXSPi deployment package under
Deployment Management.
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Figure 69. Deleting the old UXSPI advertisement

2. Delete the old UXSPi deployment package under Deployment Packages.

3. Right-click the UpdateXpress System Package to be deployed under UXSPI
machine category and select Deploy Software Updates.

Follow the procedure as described in [“Deploy the IBM System Enablement]

Pack from the Microsoft System Center Configuration Manager server to|

Microsoft System Center Configuration Manager client” on page 61)from step

4.
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Figure 70. Deploying the UXSPI software package

Method 2 for deploying the UpdateXpress System Package Installer when it is
upgraded to a UXSPi newer version:

This topic describes how to deploy the package when it is upgraded to a newer

UXSPi version.
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About this task

The new UXSPi deployment package and the old UXSPi deployment package
coexist.

Procedure

1. Open the SCCM console, right click the UXSPI to be deployed under the
UXSPI machine category, and select Deploy Software Updates.
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Figure 71. Deploying software updates when new and old packages coexist

2. For this step, follow the procedure as described in[“Deploy the IBM System
Enablement Pack from the Microsoft System Center Configuration Manager
server to Microsoft System Center Configuration Manager client” on page 61
from step 4.

Method 3 for deploying the UpdateXpress System Package Installer when it is
upgraded to a newer UXSPi version:

This topic describes how to deploy the package when it is upgraded to a newer
UXSPi version.

About this task
Adding a new UXSPi package to an existing UXSPi deployment package.

Procedure

1. Open the SCCM console, right click the UXSPI to be deployed under the
UXSPI machine category, and select Deploy Software Updates.
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Figure 72. Selecting an existing UXSPI deployment package

2. Enter the following information and then click Next:
a. In the Name field, enter a unique name.

b. In the Description field, enter a detailed description that will help you to
identify the software update deployment
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Figure 73. Software updates - General

3. Click Create a new deployment definition or click use an existing template.
Click Next.
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Figure 74. Selecting the UXSPI deployment template

4. Click Select Deployment Package, and Browse for an existing UXSPi
deployment package.
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Figure 75. Selecting an existing UXSPI deployment package

5. For the remaining steps in this procedure, complete steps as described in
“Deploy the IBM System Enablement Pack from the Microsoft System Center]
Configuration Manager server to Microsoft System Center Configuration|
Manager client” on page 61 from step 4.

Deploy IBM updates from the Microsoft System Center
Configuration Manager server to the Microsoft System Center
Configuration Manager client

This topic describes how to deploy IBM updates from the SCCM server to the
SCCM client.

About this task
Perform the following steps.

Procedure

1. Open the SCCM console, right-click the updates to be deployed and select
Deploy Software Updates.
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Figure 76. Deploying IBM updates from the SCCM server to the SCCM client

2. The next steps are the same as described in[“Deploy the IBM System|
Enablement Pack from the Microsoft System Center Configuration Manager|

server to Microsoft System Center Configuration Manager client” on page 61)
from step 4.
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Chapter 4. Supported hardware and software

The topics in this section describe the hardware and software that is supported by

IBM System Updates for Microsoft System Center Configuration Manager 2007,

v3.1.

Supported Microsoft System Center Products

IBM System Updates for Microsoft System Center Configuration Manager 2007,
v3.1 Solution supports the following Microsoft System Center Products:

* Microsoft System Center Configuration Manager 2007 R2

* Microsoft System Center Configuration Manager 2007 SP2

Supported client systems

This topic provides information about the supported client systems for IBM System
Updates.

Supported systems

Table 2. Supported Systems

Product Name

Machine Type

IBM System x3100 M4 2582

IBM System x3200 M2 4367, 4368
IBM System x3200 M3 7327, 7328
IBM System x3250 M3 4251, 4252, 4261
IBM System x3250 M4 2583

IBM System x3400 M2 7836, 7837
IBM System x3400 M3 7378, 7379
IBM System x3500 7977

IBM System x3500 M2 7839

IBM System x3550 7978, 1913
IBM System x3550 M2 4198, 7946
IBM System x3550 M3 4254, 7944
IBM System x3620 M3 7376

IBM System x3630 M3 7377

IBM System x3650 7979, 1914
IBM System x3650 M2 7947, 4199
IBM System x3650 M3 4255, 7945
IBM System x3690 X5 7192, 7147
IBM System x3690 X5 7148, 7149
IBM System x3755 7163

IBM System x3755 M3 7164

IBM System x3850

8864, 7365, 7362

IBM System x3850 M2

7141, 7144, 7233, 7234
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Table 2. Supported Systems (continued)

Product Name Machine Type

IBM System x3850 X5 7145, 7146, 7191, 7143
IBM System x3950 M2 7141, 7144, 7233, 7234
IBM System x3950 M2 Dual node 7141, 7233, 7234

IBM System x3950 M2 3-4 node 7141, 7233, 7234

IBM System x3950 X5 7145, 7146

IBM BladeCenter HS20 1883, 8843

IBM BladeCenter HS21 1885, 8853

IBM BladeCenter HS22 7870, 1936, 1911

IBM BladeCenter HS22V 1949, 7871

IBM BladeCenter HX5 1910, 7873

IBM BladeCenter LS21 7971

IBM BladeCenter 1L.S22 7901

IBM BladeCenter 1542 7902

IBM BladeCenter HX5 7872, 1909

Supported operating systems
The following Windows operating systems are supported on client machines:
* Windows Server 2003 SP2/R2
* Windows Server 2003 SP2/R2 x64
* Windows Server 2008 SP1/SP2
* Windows Server 2008 SP1/SP2 x64
* Windows Server 2008 R2 SP1

Required software on client machines
Microsoft .NET Framework 2.0
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Appendix A. Troubleshooting

The topics in this section will assist you with troubleshooting.

How to configure the SUAP log

You can change the value of the log level for the IBM System Updates Acquisition
and Publishing tool on both the IBM System Updates Acquisition and Publishing
host machine and SCCM Clients machines.

The IBM System Updates Acquisition and Publishing tool uses the following
registry key to record the log level:

* [HKEY_LOCAL_MACHINE\SOFTWARE\IBM\Systems Management Integrations\Log]
* LogLevel=Info

The available “LogLevel” values are: Debug, Info, Warn, Error, and Fatal.

By default, the “Info” level is used.

Download Updates from the IBM website failed

This topic provides a possible solution for troubleshooting why download updates
may have failed.

Issue: Download failed.

Possible Solution: Please check to see if the IBM System Updates Acquisition and
Publishing tool can connect to the IBM update repository server using a web

browser and connecting to: |Fix Centrall
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http://scwebtest.rchland.ibm.com/eserver/support/fixes/fixcentral
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Figure 77. Unable to connect to the IBM update repository error

Tip: For more information, see the SUAP log files located at: %SystemDrive%\
Program Files\IBM\IBM System Updates\Log.

Updates fail to publish from the IBM System Updates Acquisition and
Publishing to Windows Server Update Services

Issue: Updates fail to publish from the IBM System Updates Acquisition and
Publishing to Windows Server Update Services.

Possible Solution: Check the SUAP log file located at: %SystemDrive%\Program
Files\IBM\IBM System Updates\Log.

Updates fail to publish from IBM System Updates Acquisition and

Publishing to Windows Server Update Services due to a verification of
the file signature failed error

Issue: IBM System Updates Acquisition and Publishing failed to publish updates

to Windows Server Update Services due to a verification of file signature failed
error.
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Figure 78. Failure to verify the file signature

i
F

Ensure that the WSUS Publishers Self-signed Certificate was copied to the Trusted

Root Certification Authorities as outlined in the Setup Wizard section.

Updates fail due to the SSL connection failing

Issue: While using SSL to publish updates from an IBM System Updates

Acquisition and Publishing computer to a Windows Server Update Services server,

the following error is displayed:

Appendix A. Troubleshooting

79



WSUS Server

Enter the WSUS server that will be used for publishing. Administrative rights are required on the WSUS server
hcthespbelpoth ol ot lishing. Administrath  required on e WSUS server

Belpjgniiupf

Figure 79. Connection to WSUS server failure message

Possible Solution: Configure the SSL as described in the Setup Wizard section, or
publish without using the SSL feature.

Changing the log level value in registry fails to take effect while the
IBM System Updates Acquisition and Publishing tool is running

Issue: If the log level value is changed while IBM System Updates Acquisition and
Publishing is running, the new value does not take effect immediately.

Possible Solution: Close the IBM System Updates Acquisition and Publishing tool,
and launch it again for the changes to take effect.

Updates fail to deploy from the Microsoft System Center Configuration
Manager server to the Microsoft System Center Configuration Manager
client

Issue: Updates fail to deploy from the SCCM server to the SCCM Client.

Possible Solution:
¢ Extend the Windows Update Error level in the registry.
* Add the following values to the registry key:
1. Value name: Flags
- Value type: REG_LDWORD
— Value data: 00000007

2. Value name: Level
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— Value type: REG_DWORD
— Value data: 00000004

This registry key turns on extended tracing to the %systemroot%\
Windowsupdate.Tog file.
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Figure 80. Changing the trace registry key

* Check the %systemroot%\Windowsupdate.log file to get detailed information
about the failure.

Updates fail to deploy to the Microsoft System Center Configuration
Manager client due to a firewall restriction

Issue: Updates fails to deploy to the SCCM client due to a firewall restriction.

Possible Solution: Open the corresponding port in Windows Firewall for the
SCCM relative URL.

Update fails to install on client machine

Use this topic for troubleshooting why an update fails to install on a client
machine.

Before you begin

If an update fails on a client system, the result can be checked in two ways:

* Navigate to the directory containing the log file: C:\ibm_support\SUAP\
%update_id%\result.txt.

* Check the result in the log file.
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About this task

The result.txt log file is generated by UXSPi, and contains the detail information

about the update process.

Procedure

1. If the operating system on the client system is Windows 2008, check the update

history to get more information.

2. Open update history view from Start > Windows Update > View update

history.

G;J: [ = EF -
Review your update history

Make sure ol Important undates Funvs Beed succesifuly instalad, To removs an update, 0o bo [retaled Lindates,
Troubleshonot probless with instaling updates

| Date nstaited | =
1

=

Hune = [ s | Type

8953 Brandeorn Hettinerme Devce Drnver for Windenss - 10082 Succesthl  lmportant
{4853 broademules - 1.0 Surcessful Important
{8853 ]Emulex 4Gb FIC Farmsare Update for BladeCenter - 60247 Failed Important
1995371884 BIOS Flash Updare - 115 Failed Impemant

Figure 81. Viewing update history on client system
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3. 3. Right-click Update and select View Detail. The details contain an error

details code.

4. Locate the explanation for the error detail code in the following table.

Table 3. Error Detail codes

Return Code for Hex Return Code for Decimal

Explanation

0 0

Success (individual update or
UXSP).

0xB 11

The individual update is not
applicable to this system
configuration. For example,
the required hardware is not
present on the system.

0xC 12

No updates are selected to
be installed. For example, the
individual update is older
than the installed version in
the target system.

0xD 13

Prerequisites for this
individual update are not
met. These prerequisites for
example would include not
having the required software
installed or the hardware is
not configured correctly.

OxE 14

The individual update fails
for other reason.
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Table 3. Error Detail codes (continued)

Return Code for Hex Return Code for Decimal Explanation

0x18 24 The UXSP fails on target
machine. Such as, some
updates does not install for
other reasons.

Updates for QLogic may be not installed by default

Use this topic for troubleshooting why updates for QLogic may not be installed by
default.

Issue: Updates for QLogic may be not installed by default even if the version is
newer than the installed version.

Possible Solution: You can check the Also select Host Bus Adapters (HBA) and
Coverged Network Adapter (CNA) checkbox in the Publish Wizard for Confirm
Updates packages, or you can try to install the update manually.

Confirm Updates Packages

Sedcet and confirm that Se following updates will be published to the WSLIS server.

Online Broadeom Hetltrems asnd Net . | 2 1.8 brem_fe_nie 2.1 Bel-teni_windows 3 |
B tnlime Brosdeom Het¥treme asd Het . brem_fr_nie_#. 1. Ta_vindows_52-64
E QLagic 10 & CHA Adepter PR Updat. . alge_fv_nic_gleBl42-0.01 8 _window. . .
B Svstem Ensblement Fack ; ibe_utl_twep_3, 01_windows_i 36
B Syatem Enablamant Fack ibe_utl_tsep_ 3. 01 _sindews_sei@-84

Figure 82. Publish Wizard Confirm Updates Packages

Some updates may require restarting the client server to complete the
installation

Use this topic for troubleshooting why some updates may require restarting the
client server in order to complete the installation.

Issue : If the IBM UpdateXpress System Pack Installer installation fails for any
reason, when installation has completed, the installation window will show
"Failed" results. Some of the updates may have been installed already and require
restarting the client server so that update installation is completed.
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Possible Solution: You can review the up_result.xml file to see if the client server
needs to be restarted.

Windows Updates notification is very slow to appear on the Microsoft
System Center Configuration Manager client

Use this topic for troubleshooting why Windows Updates notification is very slow
to appear on the SCCM client.

Issue: The Windows Updates page is very slow to appear on the SCCM client.

Possible Solution:

1. Open the Control Panel. There should be several SCCM Agent relative
components.

B contral Panel M=

(k3 - contarend ~ i |

Fle £ View Tools Help
st = | =| catwrvy ]

- -':-ﬁ v '-:H
W 2% D
Roemrabe Rum

Configuration Program ] Taxt to
Manager Dawvaric, Contral Adveti., Tomadh

Clavsic View

Figure 83. SCCM Agents in Control Panel

Note: On a Windows 64-bit platform, there is a subfolder under the Control
Panel named View 32bit Control Panel Items. The above components are
located in this subfolder.

2. Click Configuration Manager. The Configuration Manager Properties window
is displayed.

3. In the Actions tab, select and initiate an action for the following components
respectively: Software Update Deployment Evaluation Cycle, Software
Update Scan Cycle User and Policy Retrieval & Evaluation Cycle.
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Figure 84. Initiating Configuration Manager properties

.NET Framework 2.0 or higher should be installed on the Microsoft
System Center Configuration Manager client

Use this topic to determine if NET Framework 2.0 or higher should be installed on
the SCCM client.

Issue: IBM Updates cannot install on the SCCM client
Possible Solution: IBM Updates needs .NET Framework 2.0 or higher installed on

the SCCM client system. Make sure it is already installed on the SCCM client
system.

Unable to expire updates from the IBM System Updates Acquisition
and Publishing tool

Use this topic to troubleshoot why updates from the IBM System Updates
Acquisition and Publishing tool cannot be expired.

Issue: Updates do not show as “expired” on the SCCM console after they have
been expired and published through the IBM System Updates Acquisition and
Publishing tool.

Possible Solution: The SCCM server synchronization settings must be configured
correctly. For more detailed information, see [TechNet: Server Synchronization}
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A sequence package may fail to install on client system

Use this topic for troubleshooting why a sequence pack fails to install on the client
system.

Issue: A sequence package may fail to install on the client, but the Windows
update history may show successful.

Possible Solution: Make sure the updates that are wrapped in a sequence are

applicable on the target system. Check the result in the log file which is located
under C:\ibm_support\SUAP\%update id%\result.txt for detailed information.
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Appendix B. Accessibility features

Accessibility features help users who have a physical disability, such as restricted
mobility or limited vision, to use information technology products successfully.

IBM strives to provide products with usable access for everyone, regardless of age
or ability.

IBM System Updates for Microsoft System Center Configuration Manager 2007,
v3.1 supports the accessibility features of the system-management software in
which they are integrated. Refer to your system-management software
documentation for specific information about accessibility features and keyboard
navigation.

Tip: The IBM System Updates topic collection and its related publications are
accessibility-enabled for the IBM Home Page Reader. You can operate all features
using the keyboard instead of the mouse.

You can view the publications for IBM System Updates for Microsoft System
Center Configuration Manager 2007, v3.1 in Adobe Portable Document Format
(PDF) using the Adobe Acrobat Reader. You can access the PDFs from the IBM
System Updates for Microsoft System Center Configuration Manager 2007, v3.1
download site.

IBM and accessibility

See the [Human Ability and Accessibility Center Web site|for more information
about the commitment that IBM has to accessibility.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries.

Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or
service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead.
However, it is the user's responsibility to evaluate and verify the operation of any
non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product, and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.
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Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corporation in the United States, other countries,
or both. If these and other IBM trademarked terms are marked on their first
occurrence in this information with a trademark symbol (° or ™), these symbols
indicate U.S. registered or common law trademarks owned by IBM at the time this
information was published.

Such trademarks may also be registered or common law trademarks in other
countries. A current list of IBM trademarks is available on the web at
land trademark information| at http:/ /www.ibm.com/legal/copytrade.shtml.

Adobe and PostScript are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, other countries, or both.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc., in
the United States, other countries, or both and is used under license therefrom.

Intel, Intel Xeon, Itanium, and Pentium are trademarks or registered trademarks of
Intel Corporation or its subsidiaries in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc., in
the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other
countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

VMware, vCenter, and vSphere are trademarks of VMware Corporation in the
United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of
others.

Important notes

View important assumptions about terminology and claims.

Processor speed indicates the internal clock speed of the microprocessor; other
factors also affect application performance.

CD or DVD drive speed is the variable read rate. Actual speeds vary and are often
less than the possible maximum.

When referring to processor storage, real and virtual storage, or channel volume,
KB stands for 1024 bytes, MB stands for 1°048576 bytes, and GB stands for
12073741824 bytes.
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When referring to hard disk drive capacity or communications volume, MB stands
for 1°000°000 bytes, and GB stands for 14000000000 bytes. Total user-accessible
capacity can vary depending on operating environments.

Maximum internal hard disk drive capacities assume the replacement of any
standard hard disk drives and population of all hard disk drive bays with the
largest currently supported drives that are available from IBM.

Maximum memory might require replacement of the standard memory with an
optional memory module.

IBM makes no representation or warranties regarding non-IBM products and
services that are ServerProven, including but not limited to the implied warranties
of merchantability and fitness for a particular purpose. These products are offered
and warranted solely by third parties.

IBM makes no representations or warranties with respect to non-IBM products.
Support (if any) for the non-IBM products is provided by the third party, not IBM.

Some software might differ from its retail version (if available) and might not
include user manuals or all program functionality.
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Readers’ Comments — We'd Like to Hear from You

IBM System x

IBM System Updates for

Microsoft System Center Configuration Manager 2007
User’s Guide

Version 3.1

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy,
organization, subject matter, or completeness of this book. The comments you send should pertain to only the
information in this manual or product and the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your
IBM business partner, or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any
way it believes appropriate without incurring any obligation to you. IBM or any other organizations will only use
the personal information that you supply to contact you about the issues that you state on this form.

Comments:

Thank you for your support.
Send your comments to the address on the reverse side of this form.
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