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About this publication

This User’s Guide provides the latest information for IBM® System Updates for
Microsoft System Center Configuration Manager. The IBM System Updates tool is
used to acquire and publish IBM system updates in your environment.

Conventions and terminology

Paragraphs that start with a bold Note, Important, or Attention are notices with
specific meanings that highlight key information.

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid
inconvenient or difficult situations.

Attention: These notices indicate possible damage to programs, devices, or data.
An attention notice appears before the instruction or situation in which damage
can occur.

The following table describes some of the terms, acronyms, and abbreviations used
in this document.

Table 1. Frequently used terms and acronyms

Term/Acronym Definition

DSA IBM Dynamic System Analysis

SCCM Microsoft System Center Configuration
Manager

SEP IBM System Enablement Pack

SSL Secure Sockets Layer

SUAP IBM System Updates Acquisition and
Publishing

UXSP UpdateXpress System Packs

UXSPi UpdateXpress System Package Installer

WSUS Windows Server Update Services

© Copyright IBM Corp. 2014 ix
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Information resources

You can find additional information about IBM System Updates for Microsoft
System Center Configuration Manager, v5.0 in the product documentation and on
the World Wide Web.

PDF files

View or print documentation that is available in Portable Document Format (PDF).
Downloading Adobe Acrobat Reader

You need Adobe Acrobat Reader to view or print these PDF files. You can
download a copy from the [Adobe Reader Web site)

Viewing and printing PDF files

You can view or print any of the PDF files in the following list. Go to
[System Management Solutions for IBM Servers| to sign in and locate the download
links for the publications. The most current version of each document is available
on the product download page.

* IBM System Updates for Microsoft System Center Configuration Manager, v5.0 Release
Notes®

* IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User’s
Guide

Saving PDF files

To save a PDF file, complete the following steps:
1. Right-click the link to the PDF in your browser.
2. Perform one of the following tasks.

Web browser Command
For Internet Explorer Click Save Target As.
For Netscape Navigator or Mozilla Click Save Link As.

3. Navigate to the directory where you want to save the PDF file.
4. Click Save.

© Copyright IBM Corp. 2014 xi
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World Wide Web resources

The following web pages provide resources for understanding, using, and
troubleshooting IBMSystem x, BladeCenter® servers, and systems-management
tools.

IBM website for Microsoft Systems Management Solutions for
IBM Servers

[Microsoft System Management Solutions for IBM Servers|

Locate the latest downloads for IBM System Updates for Microsoft System Center
Configuration Manager, v5.0.

IBM Systems Technical support site

Support for IBM Systems]

Locate support for IBM hardware and systems-management software.

IBM Systems Management Software: Download Software
Registration

[BM Systems Director: Download Registration|

Download IBM systems-management software, including IBM Systems Director.

IBM System x Systems Management page

[BM systems management solutions for System x|

Provides an overview of IBM systems management using IBM Director Agent and
IBM Director Core Services.

IBM ServerProven® pages

[[BM ServerProven Compatibility for hardware, applications, and middleware|

[[BM ServerProven Compatibility for BladeCenter products|

Obtain information about hardware compatibility with IBM System x, IBM
BladeCenter, and IBM IntelliStation® hardware.
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Information resources  Xiii
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Chapter 1. IBM System Updates for Microsoft System Center
Configuration Manager, v5.0

The topics in this section provide an overview of IBM System Updates for
Microsoft System Center Configuration Manager, v5.0 and product features.

Keeping computers up-to-date with BIOS, firmware, driver and hardware-related
applications is a key activity for any IT administrator. It is complex and
time-consuming for an IT administrator to determine the compliance, plan the
updates, select the appropriate hardware updates, and deploy the updates to the
right set of systems for keeping the environment stable and reliable.

Through its alliance with Microsoft System Center products, Microsoft System
Center Configuration Manager (SCCM) and Windows Server Update Services
(WSUS), IBM System Updates for Microsoft System Center Configuration Manager,
v5.0 is making a commitment to reducing the time and effort of keeping an
up-to-date IT environment.

What’s new in version 5.0

IBM System Updates for Microsoft System Center Configuration Manager, v5.0
offers the following new support:

* Microsoft System Center Configuration Manager 2012 R2
¢ Microsoft Windows 2012 R2

Trial license support

A trial license is automatically activated if a product license is not activated when
this product is installed the first time. Before allowing the trial license to become
activated, verify that your system time is correct. After a trial license is activated,
the trial period is 90 days. During the trial period, the premium features are
usable.

In the last 5 days of the trial period, the trial license software will provide
notification about the trial license expiration. This notification will display every 24
hours. After the trial license expires, to maintain the premium features, you must
activate a product license. After a product license is activated, manually restart the
component to enable the premium features.

© Copyright IBM Corp. 2014 1



Free features

This release has all of the free features and functions from version 3.0, and
includes the following new and improved free features and enhancements.

Through the new features, you can:

 Publish the local updates to Windows Server Update Services

* Expire the published updates on the Windows Server Update Services server
* Download the latest updates from the IBM website

* Force updates to be installed for special hardware or undetected hardware that
are not installed by default. This includes Brocade, Emulex, and QLogic HBAs
and CNAs.

* Show the prerequisite and supersede updates information now available in the
detail view.

Enhancements include:
* An Updated user interface that includes new functions introduced in version 3.1.

* Full support of the new update file format .uxz to download, publish, and
deploy the OS agnostic firmware update, which is not in a traditional executable
file (EXE), by using a UXZ file.

Premium features

The premium features are available when the IBM System Updates installation is
registered with the IBM Upward Integration for Microsoft System Center, v3.1 or
later. You can purchase an activation license by contacting either your IBM
representative or an IBM Business Partner.

You can also obtain a product license from [[BM Upward Integration for MSSC to
ensure that the premium features are available after the 90-day trial license period.

For more information, refer to|“Trial license support” on page 1.

The following additional features are fee-based and require the purchase of an
activation license of v3.1 or later on a per managed endpoint basis.

* Check for the latest updates on the IBM website for all or selected updates for a
supported machine type.

¢ Provide detailed information about available updates on the IBM website. This
includes: general information, installation information, and platform information.

* Provide detailed information on the Windows Server Update Services WSUS
updates, including general information and specific packaging information.

* The Generate Updates Comparison Report provides a function for you to export
updates to a CSV or a TXT file.

* Using the System Updates tool, you can remotely view a journal of update
deployments for the endpoints.

* Allow updates to be installed as a downgrade. All published updates with the
same update name will be expired.

2 IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide
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How IBM System Updates for Microsoft System Center
Configuration Manager, v5.0 supports IBM systems

IBM System Updates for Microsoft System Center Configuration Manager, v5.0
provides a machine-type based download mechanism that enables you to
download the most recent IBM system updates software transparently, without the
effort of searching for updates through the IBM website.

IBM System Updates allows you to apply the latest updates without using a
catalog file, which may not provide the latest updates.

IBM System Enablement Pack

The IBM System Enablement Pack (SEP) contains system-specific codes for the
latest drivers, scripts, binaries, and other files. It is used to support new IBM
System x and Blade servers for IBM Dynamic System Analysis DSA, firmware
updates, and operating system deployment.

A new system requires a related SEP to support its software tools. The IBM System
Updates tool downloads and deploys newer versions of IBM UpdateXpress System
Pack Installer (UXSPi) that are available and SEP packages.

Note: You can download the latest version of UXSPi that supports your server
from the IBM website. Before deploying UXSPi to the client machine, ensure that
you have deployed and installed the necessary SEPs.

Hardware and software requirements

The topics in the section provide a description of the hardware and software
requirements for IBM System Updates.

Hardware requirements

The IBM System Updates tool has no specific hardware requirements. It can be run
on either a non-IBM server or an IBM server, workstation, or laptop that supports
the Windows operating system.

Supported operating systems
The IBM System Updates Acquisition and Publishing tool supports the following
Windows operating systems:

* Windows 2012 R2

* Windows Server 2012

* Windows Server 2008 SP1/R2

* Windows Server 2008 SP1/SP2

¢ Windows Server 2008 SP1/SP2 x64
¢ Windows Server 2003 SP2/R2

* Windows Server 2003 SP2/R2 x64

Chapter 1. IBM System Updates for Microsoft System Center Configuration Manager, v5.0 3



Required software

Windows Server Update Services 3.0 SP1 or a later version of the Administration
Console is required. If Windows Server Update Services 3.0 SP1 or a later version
is not already installed on the local computer, the Windows Server Update Services
3.0 SP1 or later version Administration Console must be installed prior to running
the Updates Publisher Setup. If the Windows Server Update ServicesWSUS version
is earlier than 4.0, a WSUS patch is required and can be downloaded from the
lupdate for Windows Server Update Services 3.0 Service Pack 2 is available] web

page.

Ensure that the account used to install the IBM System Updates tool on the host
computer has the Windows Server Update Services Administrator privilege.

4 1BM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide
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Chapter 2. IBM System Updates installation

The topics in this section describe how to install and uninstall IBM System
Updates.

Installing the IBM System Updates tool

This topic describes how to install the IBM System Updates tool.
Before you begin

There are two methods for installing IBM System Updates for Microsoft System
Center Configuration Manager, v5.0.

¢ The first method uses the IBM System Updates for Microsoft System Center
Configuration Manager, v5.0 setup package (EXE file).

* The second method uses the IBM Upward Integration for Microsoft System
Center Installer.

For more information about the IBM Upward Integration for Microsoft System
Center Installer refer to [[BM Upward Integration for Microsoft System Center
bundle - IBM BladeCenter and System x|

About this task

Procedure

1. Go to the [[BM System x Integration Offerings for Microsoft Systems|
[Management Solutions| website.

2. Click Microsoft System Center Configuration Manager (SCCM), System
Updates to download the latest version of the IBM System Updates tool.

Note: If Windows Server Update Services 3.0 SP1 or later is not installed on
your system, the following message is displayed.

i'EJ IBM System Updates for Microsoft System Center Confi...

' Setup has detected that Microsoft Windows Server
l " Update Services 3.0 sp1 or later has not been installed
on this system. Please install it and restart setup to
complete the installation.

Figure 1. WSUS 3.0 sp1 or later is not installed message

Click OK to stop the program and complete the installation.

While the program installs, the Preparing to Install page for the IBM System
Updates tool opens.
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IBM System Updates for Microsoft System Center Configuration Manager, v4.5 - Instal...

Preparing to Install...

IEM System Updates for Microsoft System Center
Configuration Manager, w4.5 Setup is preparing the
Installshield Wizard, which will guide you through the program
setup process, Please wait.

Extracting: IEM System Updates for Microsoft System Center
Configuration Manager, v4. 5.msi

|

Cancel

Figure 2. Preparing to Install IBM System Updates

3. Click Next and the InstallShield Wizard page opens. If for some reason you
need to stop the installation, click Cancel.

6  IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide



ré'a IBM System Updates for Microsoft System Center Configuration Manager, v4.5 ...

Welcome to the InstallShield Wizard for IBM
System Updates for Microsoft System Center
Configuration Manager, v4.5

The Installshield(R) Wizard will install IBM System Updates for
Microsoft System Center Configuration Manager, v4.5 on your
computer, To continue, dick Next.

WARMIMG: This program is protected by copyright law and
international treaties.

= Back Mext =

Figure 3. InstallShield Wizard Welcome page for IBM System Updates

4. Click Next to continue the installation and proceed to the License Agreement
page.
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i‘é‘a IBM System Updates for Microsoft System Center Configuration Manager,....

Software License Agreement

Please read the following license agreement carefully.

“nternatinnal License Agreement for Non-Warranted Programs i’

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYIMNG, ACCESSING, CLICKING ON

AN "ACCEFT" BUTTON, OR OTHERWISE USING THE PROGEAM,

LICENSEE AGREEES TO THE TERMS OF THIS AGREEMENMT. IF ¥OU ARE
ACCEPTIMNG THESE TEEMS OM BEHALF OF LICENSEE, YOU

REPRESEMNT AMD WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND
LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE

TEEMS, v

(" I accept the terms in the license agreement,

¥ [ do not accept the terms in the license agreement.
Print = Back | Mext = I Cancel

Figure 4. Software License agreement

Tre=lickiald
Instalisheid

5. Read the license agreement terms and select I accept the terms in the license
agreement and then click Next.

 If no product license is activated, the Trial Version page opens. Complete the
following step on the Trial Version page.

* If a product license was activated, the Destination Folder page opens.
Complete step 7.
6. Optional: On the Trial Version page, select one of the following options:
* Click Contact IBM to obtain a valid product license.
* Click Next to proceed to the Destination Folder page.

8 IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide



|~§- IBM System Updates for Microsoft System Center Configuration Manager
Trial Version

License not detected

License is not found on this server. The trial period of this product lasts for 90 days.

Contact IEM

Instalishield

< Back Mext = Cancel

Figure 5. Trial Version page

il IBM System Updates for Microsoft System Center Configuration Manager

|

Destination Folder \
Click Next to install to this folder, or dick Change to install to a different folder.

Mhae Install IBM System Updates for Microsoft System Center Configuration Manager,
to:

L/

C:\Program Files (x86)\IBM\IEM System Updates), Change... |
Installstield
< Back Mext = Cancel

Figure 6. Destination folder

Chapter 2. IBM System Updates installation
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10

7. On the Destination Folder page, either click Next to accept the default
installation directory, or click Change and enter a new location. The Ready to
Install the Program page opens.

i‘..% IBM System Updates for Microsoft System Center Configuration Manager, v4.5 ...

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to beqin the installation,

If vou want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

Instalshield

< Back Install Cancel

Figure 7. Ready to Install the Program

8. Click Install to start the installation. The Installation progress page is
displayed.

IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide



i@ IBM System Updates for Microsoft System Center Configuration Manager.... B 5] .
it

Installing IBM System Updates for Microsoft System Center 3
Configuration Manager, v4.5
The program featurss you selected are being installed. ‘

Please wait while the InstallShield Wizard installs IBM System Updates for
Microsoft System Center Configuration Manager, v4.5. This may take
several minutes.

Status:

Figure 8. Installation progress

Note: During the installation, a command prompt window displays the
extraction of the necessary installation files. If any errors occur during
installation, they will be displayed. Do not close the command prompt window.
It may take several minutes for the installation to finish.

[N C:\Program Files (x86)\IBM\IBM System Updates\ibm_utl_uxspi_9.40_winsrvr_32-64_exe
Extract i_|1_=_1 e

Figure 9. Extraction of Installation files

When the installation is complete, the InstallShield Wizard Completed page
opens.
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h{l IBM System Updates for Microsoft System Center Configuration Manager, v4.5 ... B4

InstallShield Wizard Completed

The Installshield Wizard has successfully installed IBM System
IUpdates for Microsoft System Center Configuration Manager,
w4, 5. Click Finish to exit the wizard.

[T Launch the Post Action of IBM System Updates for
Microsoft System Center Configuration Manager,
w4, 5 after the setup completes.

= Bach FEinish Zance

Figure 10. InstallShield Wizard Completed

9. Select one of the following options:
* Click Finish to complete the installation.

* Select the Launch the Post Action of IBM System Updates for Microsoft
System Center Configuration Manager 2007, v5.0 check box to start the
Setup wizard for IBM System Updates tool.

Note: You can also start the Setup Wizard from the Start menu.

Uninstalling the IBM System Updates tool

There are four methods for uninstalling the IBM System Updates for Microsoft
System Center Configuration Manager, v5.0 tool.

Complete one of the following steps to uninstall the IBM System Updates tool.

* Uninstall by using the Add or Remove Programs option. For the Windows
Server 2008 operating system, you can use Programs and features to uninstall.

* Select the Remove option for the IBM System Updates for Microsoft System
Center Configuration Manager, v5.0 Installer (EXE file).

* Select the Remove option using IBM Integrated Installer (EXE file).
* Select Uninstall from the Start menu.

Note: The log files, temporary folders, and the UXSPi upgrade files are not deleted
during the uninstallation process. You must delete them manually.
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Chapter 3. Working with IBM System Updates and System
Center Configuration Manager 2007

The topics in this section describe how IBM System Updates and Microsoft System
Center Configuration Manager 2007 work together.

IBM System Updates Acquisition and Publishing Tool, Version 5.0

IBM System Updates Acquisition and Publishing (SUAP) tool is the core
component in IBM System Updates for Microsoft System Center Configuration
Manager, v5.0. This tool provides the functions to acquire updates from the IBM
website and publish the updates to the Windows Server Update Services server.

IBM System Updates for Microsoft System Center Configuration Manager, v5.0
allows you to easily configure settings, maintain a machine list, and manage
updates for your specific machine types.

The navigation pane consists of the following three views:
* Home

+ All Updates

* My Machines

Using the Home view

The Home view provides three options to assist you in getting started with IBM
System Updates.

© Copyright IBM Corp. 2014 13
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Figure 11. Home view

Setup Wizard
Use the Setup Wizard option to guide you through the steps for
configuring the settings for IBM System Updates.

Getting Started
Use the Getting Started option to start updating your system by creating
machine types list to work with the System Updates tool.

UXSPi Upgrade
Use the UXSPi Upgrade option to get the latest UXSPi tool and supported
machine type list.

Setup Wizard
The Setup Wizard guides you through the steps for completing the setup of the
configuration settings for IBM System Updates.

After you complete the setup of the configuration settings, you can view and edit
them. There are two methods for viewing and editing the configurations settings.
From the Start menu, select one of the following methods:

e IBM SUAP tool Menu > Edit > Preferences.

e Setup Wizard.
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Configuring the Windows Server Update Services server:

This topic describes how to configure the Windows Server Update Services (WSUS)
server. The WSUS server is used for publishing. Administrative rights are required
on the WSUS server to successfully publish updates.

Procedure

1. Select one of the following WSUS server options:

em Updates Sefup Wizard

Enter the W5LIS server that will be used for publishing. Administrative righls are required on the WSUS
to successiully publish updates. s el

Figure 12. System Updates Setup Wizard for the WSUS Server

* To use the same server for WSUS that IBM System Updates is installed on,
click Connect to a local update server

* To publish the updates to the WSUS server through the network, click
Connect to a remote update server

Note: If the Connect to a remote update server option is selected, specify
the name of the WSUS update server and the port used to connect to that
server. You can use the hostname or the IP address as the name of the WSUS
update server.

This option allows you to use Secure Sockets Layer by selecting the Use
Sockets Layer (SSL) check box. For more information about Secure Sockets
Layer, see ["Using the Secure Sockets Layer for Windows Server Update]
[Services server (Optional)” on page 16
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2. Click Next to proceed with WSUS configuration.
Using the Secure Sockets Layer for Windows Server Update Services server (Optional):

The IBM System Updates tool supports publishing updates to the Windows Server
Update Services (WSUS) server by using Secure Sockets Layer (SSL). SSL can
secure the connection and encrypt the data transferred between the IBM System
Updates tool and the Windows Server Update Services server.

About this task

If you selected SSL for the remote WSUS server, complete the following procedure
to configure the environment.

For more information about how to configure SSL on the WSUS server, see the
“Using SSL with WSUS” section in the Windows Server Update Services help
document. Also refer to the “Secure Sockets Layer” section in the Internet
Information Services (IIS) help document. These help documents are available
when the Windows Server Update Services and IIS tool is installed.

Procedure

1. Add the SSL certificate file to your IBM System Updates computer. Import the
SSL certificate to these locations:

e Trusted Publishers
e Trusted Root Certification Authorities

2. Complete the following steps to enable SSL support for this WSUS server
using the IBM SUAP Tool Publish Wizard:

a. Connect to the local server the same way you connect to a remote server.
b. Enable SSL support in the SCCM console.

C. Select the appropriate version of Microsoft System Center Configuration
Manager:

» For Microsoft System Center Configuration Manager 2007, launch the
SCCM console, and select Site Management > %Site Name% > Site
Settings > Component Configuration.
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Software Update Point Component Properties

Genetal | Sync Settings | Classiications | Products | Sync Schedule | Languages |

5 Software update point

d H:n;
F  Active software update ponk on ske server
| Bctive softyare oo sbe point o0 remote sereer

" Lss Nebwork Load Balzncing dhister For active software updats point

Specify the port settings used by this W3LIS Server:

Port number; [Bo -
5L Port nurber: f443 -2
I¥ [Enabie 551 for this WSUS server|
‘When S5L iz anabled, ensure that upstresm WSLS servers are configured and
that dients have security certificates.

[ ok ]| cace | geob | Hep |

Figure 13. Software Update Point Component Properties (SCCM 2007)

* For Microsoft System Center Configuration Manager 2012, launch the
SCCM console, and select Administration > Site Configuration > Sites >
%Site Name% > Configure Site Components.
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Languages
Generdl | Sy Settings | Classfications | Products | Sync Schedule | Supersedence Fules |
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— Active software update point for this site -
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% pctive scftware update port on ste server

 Active ssfttwane updste port on remte server

1 Use Network Load Balancing cluster for active software update poirt

Chients will communicate with the software update point Lsing the fobowing port seltings

Port numiber: |30 ==
S5L poet number: [423 =
' Allow irfranet-onky clierd connections

™ Mliow both intranet and intemet chert connections
¥ Enable 551 communications for the WSLIS Server

[ok ] coce | o |

Figure 14. Software Update Point Component Properties (SCCM 2012)

d. Open Software Update Point Component and enable SSL support.

Note: The Windows Server Update Services server name must be the same as
the Issued to name in the SSL certificate.

3. Add the SSL certificate file to the client computer.

4. Import the SSL certificate to these locations: Trusted Publishers and Trusted
Root Certification Authorities.
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Configuring a Windows Server Updates Services server certificate:

This section describes how to configure a digital certificate for a Windows Server
Update Services (WSUS) server.

About this task

On the WSUS Server Certificate page, you can configure a digital certificate for the
WSUS server.

Procedure

1. Use one of the following options to select a certificate to configure:
* Click Browse to navigate to and select a third-party certificate.
* Click Create to generate a new self-signed certificate.

Note: The WSUS in Windows 2012 R2 and later versions, no longer issues
self-signed certificates. You can create certificates by installing the certification
authority. For more information, see [nstall the Certification Authority]

syl em Lipdaies Selup Wirard

WSUS Server Certificate

Click “Browse” 1o navigate lo and select a third-party signing cerificate Onlﬂ: Ci
MMMMMWMIJ!&HM

Figure 15. WSUS Server Certificate
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2. Click Next.
What to do next

A digital certificate is used to sign the updates. The certificate must be added by
copying it to the appropriate certificate folders on the System Center Configuration
Manager update server before the IBM updates can be published to the SCCM
server. The certificate must also be copied to the IBM System Updates computer to
ensure that it is the same as the copy on the update server.

If there is no certificate on the WSUS server, the IBM System Updates tool prompts
you to generate a self-signed certificate on the WSUS server.

Note: The IBM System Updates tool also supports importing a third-party
certificate. To import a third-party certificate, click Browse and select the
third-party certificate.

Adding certificates:

The following procedure describes how to add certificates to the appropriate
certificate folders.

Procedure
1. Click Start > Run.

2. Enter MMC on the command line and click OK to open the Microsoft
Management Console (MMC).

To add a certificate, click File > Add/Remove Snap-in and click Add.
Click Certificates and click Add.

Select Computer account and click Next.

ook~ w

To select another computer, enter the name of the update server or click
Browse to find the update server computer. If the update server is on the
same server, select Local computer in this window.

7. Click Finish.
8. Click Close.
9. Click OK.

10. Expand Certificates (update server name of Local Computer), expand WSUS,
and then click Certificates.
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Figure 16. Console 1 - WSUS Certificates

11.

12.

13.

14.

15.

In the middle pane, right-click the name of the certificate, select All Tasks,
and then click Export. The Certificate Export Wizard opens.

Use the default settings to create an export file with the name and location
specified in the wizard. This file must be available to the update server before
proceeding to the next step.

Right-click Trusted Publishers, select All Tasks from the drop-down menu,
and then click Import. Complete the Certificate Import Wizard using the
exported file from step 6.

If a self-signed certificate is being used, such as WSUS Publishers Self-signed,
right-click Trusted Root Certification Authorities, select All Tasks, and then
select Import. Complete the Certificate Import Wizard using the exported file
from step 6.

If the Updates Publisher computer is a remote computer to the update server,
repeat steps 7 and 8 to import the certificate to the certificate folder on the
Updates Publisher computer.

On client computers, the Windows Update Agent scans for updates.

Important: The first installation action will fail if it cannot locate the digital
certificate in the Trusted Publishers folder on the local computer. If a
self-signed certificate was used when publishing the updates catalog, such as
WSUS Publishers Self-signed, the certificate must also be in the Trusted Root
Certification Authorities certificate folder on the local computer to verify the
validity of the certificate.
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Configuring certificates:

This topic describes how to configure certificates.

About this task

There are two methods for configuring a signing certificate on client computers:

* Using Group Policy and the Certificate Import Wizard: Perform the steps
described in [“Adding certificates” on page 20

* Using the certutil utility and software distribution: Perform the steps in the
following procedure.

Procedure

1. Click Start > Run, enter MMC in the text box, and then click OK to open the
Microsoft Management Console (MMC).

2. Click File, and select Add/Remove Snap-in. The Add/Remove Snap-on dialog
box opens.

3. Click Add, select Certificates, and then click Add. The Certificates snap-in
dialog box opens.

4. Select Computer account, and then click Next. The Select Computer dialog
box opens.

5. Select one of the following server options:
* Another: Enter the name of the update server or click Browse to locate the

update server.

* Local Computer: Use this option if the update server is on the same server.

6. Click Finish to return to the Add Standalone Snap-in dialog box.

7. Click Close to return to the Add/Remove Snap-in dialog box.

8. Click OK.

9. On the MMC console, expand Certificates (update server name), expand
WSUS, and then select Certificates.

10. Right-click the certificate in the results pane, select All Tasks, and then select
Export. Complete the Certificate Export Wizard steps using the default
settings to create an export certificate file with the name and location specified
in the wizard.

11. To add the certificate used to sign the updates catalog for each client computer

that will use Windows Update Agent to scan for the updates in the catalog,
use one of the following methods:

* For self-signed certificates: Add the certificate to the Trusted Root
Certification Authorities and Trusted Publishers certificate folders.

* For certification authority (CA) issued certificates: Add the certificate to
the Trusted Publishers certificate folder.

Note: Windows Update Agent verifies whether the Group Policy setting is
enabled on the local computer. The Group Policy setting must be enabled for
Windows Update Agent to scan for the updates that were created and
published with Updates Publisher. For more information, see
[Windows Update Agent|
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Configuring outbound connectivity:
This topic describes how to configure outbound connectivity.
About this task

There are three options for configuring outbound connectivity, which are shown in
the figures below:

The local machine can access the Internet directly
If you select this option, no additional network configuration for outbound
connectivity is required.

The local machine requires a proxy server to access the Internet
If you select this option, you will need to setup an HTTP Proxy to have
IBM System Updates connect to the Internet.

The local machine will not have access to the Internet
If you select this option, you can update from the local repository where
updates were previously saved.

Note: Internet connectivity is required for obtaining the latest updates from the
IBM website. If you have not chosen automatic updates, you will need to manually
place the updates into the local repository.

Procedure
1. Select one of the Outbound Connectivity options:

watem Updates Setup Wizard

Outbound Connectivity
it using an HTTP Proxy to connect 1o the Internet, enter that information here,

Figure 17. Outbound Connectivity

* The local machine can access the Internet directly
* The local machine requires a proxy server to access the Internet
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e The local machine does not have access to the Internet

Note: If you select The local machine requires a proxy server to access the
Internet option, enter the following information:

* Host
* Port

& IBM System Updates Setup Wizard

Outbound Connectivity

It using an HTTP Proy o connect 1o the Internet, enter hat information here.

Figure 18. HTTP Proxy

2. Click Next. The Configuring the local repository page opens. See
[the local repository”|and complete the steps listed in that topic.

Configuring the local repository:
This topic describes how to configure the local repository for updates.

Procedure

1. Accept the current folder or click Browse to locate a different folder for the
local repository.
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Local Repository
When updates are downloaded from the IBM site. they will be placed in the local repository.

Figure 19. Local Repository

2. Click Next. The Confirm Setup page opens.

Salf=zipad cortificats
sccans direcily

Ci\Fregren Files\IFIAIMN Systen Updates\Repository

Figure 20. Confirm Setup
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3. Click Confirm to confirm the previous settings. The Setup Finished dialog box
opens.

F [BM Sysicm Lbdales Sel

Setup Finished

All e needed iformation has been saved

Figure 21. Setup Finished
4. Click Finish to complete the Setup Wizard.

Viewing machine types
Before you can begin updating your computers, you need to add your machine
types from the list of Supported Machine Types.

About this task

There are two methods of viewing your machine types. Complete one of the
following steps:

* Click Go to My Machines in the Home View.

* Click My Machines view in the navigation pane. For more information, see
[“Adding and removing machine types using My Machines view” on page 55.|
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Upgrading UXSPi

The UXSPI Upgrade option provides automated updates for new IBM System x
and Blade servers without having to upgrade the IBM System Updates Acquisition
and Publishing tool. This function is bundled with the IBM System Enablement
Pack. The UXSPi Upgrade option gets the latest UXSPi tool, the latest supported
server list, and IBM System Enablement Packs necessary to support the new
servers from the IBM website.

About this task

The UXSPi Upgrade operation requires an internet connection. Perform the
following procedure to complete the UXSPi upgrade:

Procedure

1. Select one of the following options for upgrading UXSPI:
* In the Home View, click UXSPI Upgrade.

¢ From the IBM System Updates and Acquisition an Publishing tool menu,
select UXSPI Upgrade.

¢ From the Actions list select Upgrade UXSPi and Check Latest Machines.
The Upgrade UXSPI and Check the Latest Machines window opens.
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BladeCenter H320 (1883)
BladeCentar HS20 (8843)
BladeCenter HS22 (1911)
BladeCenter HS22 (1936)
BladeCenter HS22 (7870)

Figure 22. Upgrade UXSPI and check for the latest machine list

2. Click UXSPI Upgrade to continue. The Upgrade UXSPi tool and check the
latest machine list status window opens indicating Upgrading UXSPI....

Figure 23. Upgrade UXSPI tool progress window
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Note: The UXSPi upgrade will take some time, and is dependent on the
network speed.

After successfully upgrading UXSPI, the new UXSPi version will be shown on
the Upgrade UXSPI and check the latest machine list. The list of supported
IBM System x servers will include the latest available servers on the IBM
website.

Using the All Updates view

The All Updates view provides a list of current machines in the navigation pane.
About this task

To use the All Updates view option, perform the following procedure.

Procedure
1. In the Home view, expand All Updates to view the status of updates for each
machine.

2. Select a machine listed under All Updates, to view the details related to it. The
right pane displays update information, and if there are no updates for that
machine, the following message is displayed:

There is no update for this machine.

You can check updates from IBM website or the WSUS server,
or import them from a local folder. Or you

can reload the updates if they have been

downloaded and imported earlier. Click the

Action button to start the process.

The figure shown below provides an example containing three machine types
listed under All Updates. The BladeCenter H522 machine was selected and
currently has no updates.

i [BH Sysiemn Updates

Fle Edt Vew Acion  Mep

Wy Heor
= [ M Lipdates

—— Updatesfor: BladeCenter HS22 (7870)

o Syslem x50 (TR

M,
18 My Machmnee Thate 5 no update far tnis macking.

(1Y womaiocal fussstecancn, ciick Actions” butia 1o stan the precess

Agera W

Figure 24. All Updates view with an example of no updates
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3. Click Actions list and select Check all updates from IBM site to start the check
update process. The following figure provides an example of available updates
for the System x3100 M4 machine.
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Figure 25. All Updates view example of an update for System x3100 M4

4. Select an update in the upper-right pane to view detailed information for that
update. When an update is selected, a detail window opens that contains tabs
that provide more specific information about the update.

* update version number
e date of the last successful check of the IBM website and server

* more specific information about the update is listed under each of the tabs

Reloading local updates

If you downloaded updates from the IBM website or imported the updates to the
same repository path before, you can reload them into the IBM System Updates
Acquisition and Publishing tool.

Click Actions, and select Reload local updates.
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Importing updates from a local directory

If you downloaded the updates from the IBM website and saved them to a local
directory or a shared network location, you can import them into the IBM System
Updates Acquisition and Publishing tool by using the Import Wizard.

It is important to note the following information concerning updates:

¢ If the update package was downloaded from the IBM website in a ZIP file,
extract the update package files first. The IBM System Updates Acquisition and
Publishing tool requires that the contents of ZIP files are extracted.

* Each update contains two files: a binary file (.exe) and a metadata file (.xml).
Both of these files are required for the update to be accepted by the IBM System
Updates Acquisition and Publishing tool.

* Each IBM System Enablement Pack (SEP) contains two files: a ZIP file (.zip) and
a metadata file (.xml). Both of these files are required for the update to be
accepted by the IBM System Updates Acquisition and Publishing tool.

Importing updates by using the Import Wizard:

The Import Wizard imports updates from a local directory or a shared network
location.

About this task

Updates are available as individual updates, sequence packages, or as
UpdateXpress System Packs.

Procedure

1. To start the Import Wizard, click the machine name in the navigation pane and
select Import updates from local site from the Actions list. The Import Wizard
Welcome page opens.
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yystem Updales — Import Wizard

IBM. Welcome to Import Wizard

This wizard will help you to impon updates from a local directory
or a network share place.

The updates can be available indhidual updates, Sequence
Packages, or Update Xpress Systern Packs (UXSP's).

Figure 26. Import Wizard Welcome

2. Click Next to continue. The Select Updates Source page opens.

Select Updates Source

Import updates from a focal directory or @ network share path.

Figure 27. Select Updates Source
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3. Click Browse to locate and select the updates source folder, and then click
Next.

Note: The IBM System Updates Acquisition and Publishing tool imports the
updates to the root path. Updates located in subdirectories will not be
imported. To import these files, run the Import Wizard again and select the
subdirectory on the Select Updates page.

IBM System Updates - Import Wizard

Select Updates IEM.

Select updates in the list below to be impored. You can use “Select Al checkbox 1o inciude all the available
updates.
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Figure 28. Select Updates

4. On the Select Updates page, you can either select individual updates, or you
can select all the available updates by selecting the Select All check box. Click
Next to start importing the updates to the IBM System Updates Local
Repository. The Importing Updates page shows the progress of the import
operation.
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Importing Updates
importing updales may take several minutes. Click “Neat’ to view the impor summary and resull

Bl ati_dd_video 8 24.3_windows_1356 8.24.3 Success
6 wti_2d_video 8. 24.50.3_winZk8 32-84 82453 Succazs
G brem_dd_nic_L0. 62_windows_32-64 1062 Success
brem_dd nie 11T 4_windews 30-84 11.7.4 Suesezs
il brem_dd_nic_4.6.15_windows_32-64 4.68.15 Success
Gl brem_fu_nie 2.0, T windows 32-84 207 Suecanz
Bl brem_fw_nic_Z.0.8f_windows_32-64 Z.0.8E Success
B ibe_dd_sweraid 5. 2.0.12913_rindews_32-84 5.2.0,12813 Sueenzy
I iba_4d_si c79ux_T. 0.0.6-1_windows_32-E4 7.0.0.6 Success
E iba_4d mptzas_ 1. 25, 10.07_wink 1388 135 10,07 Suwecazs
it _dd_spizas_1. 30002 00_windows_32-64 1,30, 02 00 Success
i ite_dd mprzas_1 3102, 00_windows 32-B4 1. 302,00

Figure 29. Importing Updates

5. After successfully importing the updates, click Next to view a summary of the
imported updates. On the Import Finished page, the status of the import is
displayed, indicating the number of updates that were imported and a list of
these updates.

[ati_da_video_8.24.3_windows_i386
{at_da_video_8.24.50.3_win2ka_32-64

bn_dd_aic78n_7.0.0 6-1_windows_32-64
bm_dd_mptsas_1.2510.07_winzk_i385

Figure 30. Import Finished
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6. Click Finish.

Checking all updates from the IBM website

This topic describes how to check all updates for a specific machine type from the
IBM website.

About this task

This task requires a network connection to the Internet and a product license. You
can either use an HTTP Proxy to access the Internet or you can directly connect to
the Internet.

There are two options for checking updates from the IBM website:

¢ To Check all updates from IBM site, complete step 1.

* To Check selected updates from IBM, complete step 2.

Procedure

1.

Check Updates From |IBM Website

Click the machine name in the navigation pane and click the Actions list and
select Check all updates from IBM site. This action performs a check for all
updates related to the specific machine type on the IBM website.

Click the machine name in the navigation pane. If there are any updates listed
in the right pane, select one or more these updates from the updates from the
list view. (Press Ctrl or Shift to select multiple updates.) Select Check selected
updates from IBM from the Actions list. This action performs a check of
selected updates related to a specific machine type on the IBM website.

Check Updates

Getting all updates infarmation for machine type [2582] from the IBM web site.

This process might take several minutes. Please wait

Canc:eil

Figure 31. Check all updates from the IBM website

This process may take several minutes to complete.

After the Check Updates process has finished, the version of the update on
IBM site line is updated and the detailed information about the update is
provided. If the version on the IBM site is higher than the version on the local
repository, there will be a blue icon beside the update name and a warning
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message indicating the lower version.

Figure 32. Updates view with the General tab detail information

The General tab provides a list of the following properties and is displayed in
the bottom right pane of the Updates view:

* Name

¢ Description

* Category

e Update ID

¢ Manufacturer

* Update Selection

* Corequisite Update(s)
* Prerequisite Update(s)
¢ Superseded Update(s)

Figure 33. Updates view of the Applicable Platforms tab

The Applicable Platforms tab provides a list of updates for the application
operating systems.
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Downloading selected updates from the IBM website

This topic describes how to download the latest version of selected updates from
the IBM website. Only the updates that completed a verification check from the
IBM website (called remote updates), can be selected to download.

Before you begin

This task requires a network connection to the Internet and a license. You can
either use an HTTP Proxy to access the Internet or you can directly connect to the
Internet.

About this task

The UpdateXpress System Package has an integration-test bundle of online,
updatable firmware and device driver updates for each System x and BladeCenter
server.

Downloading the latest individual updates is the preferred method for installing
the latest updates. This option downloads the latest updates and hot fixes, if
available, than the UXSP option.

Procedure

1. Select an individual update or press Ctrl or Shift as you select multiple
updates to download.

2. From the Actions list, select Download Selected updates from IBM website.
The Download Wizard starts.

Using Download Wizard:
Use the Download Wizard to download selected updates from the IBM website.

Procedure

1. From the Actions list, select Download Selected updates from IBM website.
The Download Wizard starts and begins downloading updates operation.
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IBM System Updales — Downloasd Wizard

Downloading Updates IBM

Downloading updates might take several minutes. Click "Neat” fo view the download summary and resull

C - EENENEERENEENENEERENNENEEENNNRRRRRRNRRRNNNRERRERNEN]

Downloading indhidual updale: ibm_fe_hdd_sas-1.08 01_windows_32-64 from the IBM web sie.

Updatehiame | upaatein | Sizevm) | Status |
&l GlLogic 10 Gb CHA Adapler F glge_w_cna_gmig142-1.01.92- 3420 Sutcess
d QLogic StorPor Win 20007200, glge_0d_fc_stor-9.1 8.25_windo 3909 Success
L Glogic 10 Gb CHA NIC Driver .. glgc_dd_nic_gige-1.0.12_windo.. 1689 Sucess
& [BU Onling SASSATAHard DI ibm_tw_hdd_53%-1.08.01_wind 33338 Acquinng

_owes |

Figure 34. Downloading Updates

When the download has finished, the download status is displayed on the
summary page.

2. Click Finish.

Downloading selected updates and publishing them to Windows
Server Update Services server

This topic describes how to download the latest versions of selected updates and
publish them to Windows Server Update Services (WSUS) server directly.

Before you begin

Before you begin downloading the updates and publishing them to WSUS, you
need to prepare the publishing environment. For more information see |”Using tha
Secure Sockets Layer for Windows Server Update Services server (Optional)” on|

page 16.|
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About this task

This task requires a network connection to the Internet and a license. You can
either use an HTTP Proxy to access the Internet or you can directly connect to the
Internet.

Note: Only the updates that have been checked by the IBM website can be
selected to download.

Procedure
1. Select an individual update or pressCtrl or Shift to select multiple updates.

2. From the Actions list, select Download Selected updates from IBM website .
The Download and Publish Wizard starts.

Using the Download and Publish Wizard:

You can use the Download and Publish Wizard to download and publish selected
updates to WSUS.

About this task

After you have selected an individual update or multiple updates to download
and publish, the Download and Publish Wizard starts.

Procedure
1. Click I accept the terms in the license agreement.

IBEM Sysiem Updses - Download And Pulblish Wizad

License Agreement IBM
Raad the following agreement canehully

I you accepl, click 71 accept the terms in the censa agreement”. Then dick "Had™ 1o continue. If you do not acoept.
chick "Cancel” 1o exit the wizard.

The drnvers and updates downloaded by the System Updates Tool are subject to the International e
License Agreement for Non-Warranted Programs, which appears below. Please click below to
indicate vour acceptance of this license agreement. Addional or different Beense terms may
govern the usage of a specific driver or update, in which case, vou can retrieve such Bcense terms by

g the drvers or updates from the folder that vou speciied m the download wizard

International License Agreement for Nor-Warranted Programs
Far 1 - General Temns

By’ DOWYMLOADING, INSTALLING, COPYING. ACCESSING. CLICKING ON AN "ACCEFT™ BUTTON,

0R OTHERWISE LISING THE PROGRAM. LICENSEE AGREES TO THE TERMS OF THIS

GREEMENT. IF ¥'OU ARE ACCEFTING THESE TERMS ON BEHALF OF LICENSEE. YOU
REPRESENT AND WARRANT THAT Y0LU HAVE FULL ALUTHORITY TCO BIND LICENSEE TOD :]

| acceptthe terms in the license agreament.
| da not accept e terms in the cense agreement

Figure 35. Publish Wizard License Agreement
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2. Click Next to start downloading updates.
The downloading updates operation may take several minutes to complete.
When the downloading of updates is complete, the download status displays

IBM System Updales — Download And Publish Wizard

b
B

Downloading Updates

Downicading updates might take several minutes. Click "Nexd™ to view the download summary and resulf.

 ANENENNEEEENRNENEEENENERERENNEERNNNERNRENNERREREREN)

Downloading indiidual update” brem_dd_nic_6.2.9.0_windows_32-64 from the 1BM web site.

Updatelame | upaatein | szemm) [ status |
[ Emulex 8Gb Fibre Channel H elx_fw_fc_2.00xG-512a3_windo 032 Success
kd Emulax UCNA Phase 2.3 Firm... el fw_uona_2 103.387.31_win.. 10266 Success
Ed Emulex UCNA Phase 2 3 NIC ely_dd_nic_2.103.389.0_windo.. 9829 Success
% Broadcom Metdreme Il Driver .. brem_dd_nic_86.2 9.0_windows_.. 29241 Acquiring

_Corcs |

Figure 36. Downloading Updates

on the summary page.
3. Click Next.

4. On the Confirm Updates Packages page, as shown in the figure below, confirm
that all of the updates listed are ready to be published to the WSUS server.
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IBM System Updates — Publish Wizard

Confirm Updates Packages IBM
Selcet and confirm that the following updates will be published to the WSLUS server.

_Note:SEPpamga'sMH be automatically added to publish if they are imported or downloaded.

Hane [ ¥arsion [Sizet) [0 |
E Uﬂlmﬂruudcmﬁilltrmfuﬂ.!rt s TRLGB.LL BM4E bren_fw_nic 2. 1.6zl-tesi windows 3. ..
B Online frosdeom HetXtreme and N . 1.Ta 976l brom_fw_mie 2. 1. Ta_windows_32-64

[ tLogic 10 Gb CHA Adapter FX Updat... 1.01.84 3427 alee_fw_ric_qleBlaP=1 0184 window. ..
System Enablement Fack 3.101 sS6e2 ibn_utl_tsep_3. 0l_windews_1356

E Sy=tem Ensblement Fack 3.0t BETO ibm_utl_t=ep 3. 01 _windows ubff-64

[T Also select updates that are not installed or undetected

Select this option to detect all possible hardware in the system.
Select this option only if vou have an unknown device in Windows that you want to resolve.

™ Also seled Host Bus Adapters(HBA)and Coverged Metwork Adapler{CNA)

If this opfion is not selected, Brocade, Emulex, and Qlogic HEA'S and CNA's will not be updated.
Before you selecthis option, chieck the compatibility with your storage vendor.

™ Allow updates to be installed as 3 downgrade

v Ifyou select this aption, all published updates with the same update name will be expired.
~ Mote:Only one version can be published at 2 ime using the same update name.

< Back Confirm Fni-n Cancel I

Figure 37. Confirm Updates Packages

5. Select one of the following options:

* Also select updates that are not installed or are undetected. This option
attempts to detect all possible hardware in the system. Select this option only
if you have an unknown device in Windows that should be resolved.

* Also select Host Bus Adapters (HBA) and Covered Network Adapter
(CNA). If this option is not selected, Brocade, Emulex, and Qlogic HBAs and
CNAs will not be updated. Prior to selecting this option, check the
compatibility with your storage vendor.

* Allow updates to be installed as a downgrade. This option attempts to
install a downgrade version of the firmware or driver to the hardware in the
system. Select this option only if you want to install the update when a
higher version may already be installed.

6. Click Confirm to view the publishing results. The Publishing Updates page is
displayed. This operation may take several minutes to complete.
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Dowrdosd And Pubslisl 'Wisad

IBM Sysicen Updates

Publishing Updates
Publishing operation may take several minutes. Click "Next 10 vMew the publish summary and resull.

EiFiraware Update for ... iba_f
= 1B ServeBAID BRIOiw. .,  ibe
B IEM WIFT Flash Update
W Bagping Layer for 05,

Figure 38. Publishing Updates

The Publishing operation is complete page provides the publishing results and
indicates how many updates were published to the WSUS server successfully.
Any updates that were not published are listed.

7. Click Finish.
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of & update(s) have been published to WSUS senver successhully.

individual update: lbm_tw_mpisas_sashba-2 62_windows_32-64 exsil on WSUS server, there

lis no need to pulish the update to the WSLUS server.

Figure 39. Publish operation is complete

Publishing selected updates to the Windows Server Update
Services server

This topic describes how to publish selected updates to the Windows Server
Update Services (WSUS) server.

Before you begin
Before you can publish IBM updates, verify that the WSUS server and certificate

are configured correctly. For more information, see [“Configuring the Windows]
Server Update Services server” on page 15

About this task

This task requires a network connection to the Internet and a license. You can
either use an HTTP Proxy to access the Internet or you can directly connect to the
Internet. See [“Setup Wizard” on page 14| for information about configuring the
WSUS server.
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Using the Publish Wizard:

This topic describes how to use the Publish Wizard and includes instructions for
publishing updates to a target Windows Server Update Services server.

Procedure

1. Select an individual update or pressCtrl or Shift to select multiple updates to
download.

2. From the Actions list, select Publish Selected updates to WSUS to start the
Publish Wizard.

1BM System Updates - Publish Wizard

IBM. Welcome to Publish Wizard

This wizard will help you 1o publish the updates to a target WSUS semver.

Avalid network connection with the WSUS senver is required for
aperation to succeed

Please assure thal the WSUS server and certificale are configurad
corectly before proceeding,

Figure 40. Publish Wizard Welcome

3. Complete the steps in [Using the Download and Publish Wizard” on page 39.]
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Creating an update sequence

You can organize two or more local updates into one sequence package. The
sequence package wraps the updates and deploys them to the client machine.
When UpdateXpress System Package Installer installs the sequence package, it will
automatically decide the order of the update installation.

You can save or reimport the sequence package for another deployment. The
following figure is an example of saving a sequence called: my first sequence.xml.

Sequence package information X

Create Sequence Package IEM

The sequence wraps the updates in the one package.

The sequence package wraps the updates listed below and deploy ta the client machine together,
When LIXSPI install this package, it will automatically decide the update installation sequence
Name | Update ID | version | size(eB) |

£% Broadcom Metdtrem... brem_dd_nic_7T.651... 7651.0 29119

£ Qlogic FCoE Driverf.,, glgc_dd_fe_cna-9.1.1... 911017 4359

T3 Qlogic FC STOR De... qlge_dd_fe_stor-9.1.1... 91.10.26 4603

% QLogic 10 GBE Dual.. glgc_fw_cna_gmi82o. 82e1.13.. 21133

Please enterthe sequence package name and a file name to save the detailed infarmation ofthis
sequence package. The file will be stored under repository

Sequence Name |myfirst sequence]

Save File Name |my first sequence.xm

Confirm cancel

Figure 41. Create Sequence Package

The Updates list contains a list of available updates and the saved sequence "my
first sequence".
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BladeCenter H322 (7870)

d

 Hame | Category | Marudo 4]
00  1BM Dyramcliysem Anabvns [D54) 3.40 - Preboot Embedded Dingrostics 1BM
O  ieegrated Management Module Update 1] IBM
[0  BiOS and Freware Upcets for the SA5 Bpanson Card ICFFv) for IBM BisdeCanter: SAS 1M
O 1M ServeFAID MA 1D (Ci0) Controler Femwane SAS IBM
a 1BM ServeRAID MR 10e CI0w) Controller Frmwvare: SAS IBM
O  reelbased Ggabt and 10 Gigabt Ethemet Devers for Windoms Hestwork IBM
O el Chipset Softwane instalation Ly CHIFSET-NF IBM
O  Giogc 106G CHA FCoE STOR Driver for Windows Corverged Netwosk Adster  [BM
O Ologe Sorfon Win 200372008 Device Dever Fibee IBM
O  iBMiSCS Server NIC Adapters Drivers histwnrc 1M
O  Glege 100G CNA Adanter FYW Uipdate for Badecenter Converged Network Adeoter  1BM
O  Glege FCFW Updme - FEO3.08 - B20%-E227 Fibem 1BM
B oy i esguencs NA MNA
.1 | [

Figure 42. Updates list with saved sequence package

You can select my first sequence to view specific information for that sequence
update package.

The General tab in the detail window displays a list of properties for the sequence
package.

The Update ID contains the name of the sequence, the date, and a unique
identifier.

Delail: my first seguence
Update in Local Repasitory

Version:  1.07.22.41

__ Date the IBM web site was [ast successiully chacked: M
& Date the WSUS server was last suctessiully chacked: N

General | Ingnidual Updates | Applicable Platiorms | Revision History | Read Me File |

Propery Mame | Value | -]
Marme oy first sequence

Description This sequence contains 4 updates.

Category MiA,

Update ID sequence_my_first_sequence_2013_10_21_07_22_#1

Manufacturer A,

Update Selection 1A,

Corequisite Update(s) A, B
Prerequisile Update(s) INiA,

Suinareadad | Indabalfeh (A TT-Y d

Figure 43. Sequence update General tab

The Individual Updates tab provides a sequential list of the updates as shown in
following figure.
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Digtall: oy first sequence
Update in Local Reposilory

Merslon: 1.07.22.41

Ciate the 1BM web sile was [ast successfully checked: NiA
U pate the WSUS server was last successiully checked: NiA

Genaral Individual Updates | Applicable Platiorms | Revision History | Read Me File |

Hame
brern_dd_nic_7.6.51 0_windows_32-64
gige_dd_fe_cna-9.1.10.17_windows_32-64

alge_dd_fc_stor-9.1.10.26_windows_32-64

qige_fw_cna_gmid2e-1.13.05_windows_32-64

Figure 44. Individual Updates tab

Checking Windows Server Update Services updates
The topics in this section describe how to check updates from the Windows Server
Update Services (WSUS) server.

There are two methods for checking updates from the WSUS server:
¢ Check all updates from Windows Server Update Services.
* Check selected updates from Windows Server Update Services.

Checking all updates from Windows Server Update Services:

This topic describes how to check all updates from Windows Server Update
Services (WSUS).

About this task

This task requires a network connection to the Internet and a license. You can
either use an HTTP Proxy to access the Internet or you can directly connect to the
Internet.

Procedure
1. In the navigation pane, click the machine name.
2. From the Action list, select Check all updates from WSUS.

The Check all updates from WSUS operation may take several minutes to
complete. A progress window is displayed while the operation is being
performed.
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Checking selected updates from Windows Server Update Services:

This topic describes how to check for selected updates from the Windows Server
Update Services (WSUS) server.

About this task

This task requires a network connection to the Internet and a product license. You
can either use an HTTP Proxy to access the Internet or you can directly connect to
the Internet.

Procedure
1. In the navigation pane, click the machine name.
2. From the Actions list, select Check selected updates from WSUS server.

While the Check selected updates from WSUS server operation is being
performed, the progress windows displays. It may take several minutes to
complete this operation .

Check WSUS Updates

Check selected updates from WsUS server.

This process might take several minutes. Please wait

Figure 45. Check selected updates from WSUS

After checking the version of the updates on the WSUS server, the version on
WSUS column is updated. The Update on WSUS Server tab will contain the
updates General information and Package on WSUS information.

48 1BM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide




Expiring selected updates from Windows Server Update Services

This topic describes how to expire selected updates from Windows Server Update
Services (WSUS).

About this task

This task requires a network connection to the Internet and a license. You can
either use an HTTP Proxy to access the Internet or you can directly connect to the
Internet. See [“Setup Wizard” on page 14 for information on configuring the WSUS
server.

Important: The expire updates option cannot be rolled back.

Procedure
1. Select one or multiple updates and click OK.

Expire Update(s) on the W5U5 Server

Select Updates

Select the update(s) an the WSLIS Server that you wish to expire.

[w] 1BM and L5 Basic or Integrated RAID 5AS Controller Driver for Windows [1.371.02.00]
[w 1BM ServeRAID MR10i SAS Controller Fimware [11.0.1.0008]
[w] Qlogic Update for 4G FC [Multiboot version 1.50 - 1.50]

0K Cancel

Figure 46. Expire Updates on WSUS Server

2. From the Actions list, select Expire Selected updates to WSUS. The Expire
Wizard opens.
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After the expire operation completes, the version is updated to Version
Number_Expired. The detail information on the Update on the WSUS tab is
updated and the State property value is changed to Expired.

Figure 47. Expire updates detail view

Expiring selected updates to Windows Server Update Services
server without a license

If you do not have a valid license, you can expire the selected updates to the
Windows Server Update Services (WSUS) server, by using a different method from
the fee-based solution. If the selected updates have not been published to the
WSUS server already, the expire update action fails.

Procedure
1. Select individual or multiple updates to expire.
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2. From the Actions list, select Expire Selected updates to WSUS. The Expire
Wizard License Agreement page displays.

18M System Updates — Expire Wizard

License Agreement IBM

Fisad the Tolowing sgreament carelully

Ifyouw accept, click °l accept the terms in the license agreement. Then click "Next” fo continue. if you do not accep,
click "Cancal to axil the wizard.

iThe drivers and updates downloaded by the System Updates Tool are subject to the International
License Agreement for Won-Warranted Programs, which appears in License folder of System Updates
Tool Please click helow to indicate your acceptance of this license agreement. Additonal or
different license terms may govern the usage of a specific drver or update, m which case, you can
retrieve such bcense terms by running the drivers or updates from the folder that you specified m the
download wizard,

& | accepl the lerms in the license agresment.
| do not accept the tarms in the license agreament.

= Hack M = Efnish Cancal

Figure 48. Expire Wizard License Agreement

3. Click I accept the terms in the license agreement and then click Next to
proceed with expiring the selected updates. The Expire Wizard opens.
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j IEM Syslem Updales Expere Wizard

IEM, Welcome to Expire Wizard

This wizard helps you espire the updates 1o a target WSUS server.

Avalid network conneclion with the WSUS senver is required for operation 1o
succeed. Ensure thal the WSUS server and certificate are configured
comectly before you proceed.

Figure 49. Expire Wizard Welcome

4. Click Next. The Expire Wizard Confirm update packages page opens.
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IBM System Updates — Expire Wizard

Confirm Updates Packages IEM
Select and confirm that the followwing updates will be expired to the WESLUS server.

Select and confirm 10 expire the Tollowing updates.
Mame arsion | Siza(KB) | Update ID
= ‘Broadeom Netreme Il Driver for'Wind... | 76.51.0 29119 brem_dd_nic_7.6.51.0_win..

= Back Confirm Elnlsh Cancel

Figure 50. Expire Wizard Confirm update packages

5. Click Confirm to confirm the current expire choices or click Back to modify
your previous selection of updates to expire. When the expiring updates
operation completes, the expire updates status displays.
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IBM System Updates — Expire Wizard

Expiring Updates 1EM

Expiring operation may take several minutes . Chck "Next” to view the expire summary and resull,

Expire finished)]
Name | Update ID | version | Size®) | Status |
Broadcom Metdreme I .. brem_dd nic_T6.. 7.651.0 29119 Expirad

Hark Mext = Firist Eance

Figure 51. Expire operation completes

6. Click Next.
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I1BM System Updates — Expire Wizard

Expire operation is completed iBin

Expire resulls

@ Expire successiulhy

1 of 1 update(s) were expired on WSS semver successiully.

Einigh

Figure 52. Expire operation results
7. Click Finish to exit the Expire Wizard.

Deleting selected updates
You can delete selected updates from IBM Updates Repository.

Click the machine name, then select Delete selected updates from the Actions list.

Adding and removing machine types using My Machines view

My Machines view provides a list of machines on your system that can work with
the IBM System Updates tool. You can use the IBM System Updates tool to add or
remove a machine type from the list.The All Updates view is updated when
changes are made in the My Machines view.

Procedure

1. In the navigation pane, click My Machines. In the right pane, a list of machines
that you can manage with the System Updates tools is displayed.
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Figure 53. My Machines view

2. Click Add to open the Add New Machine Types dialog box.
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Select your machines from the list below. I you do not see your machine in the list
of cument supported machines, then you can check the |atest machines online by
clicking on the "Check Latest Machines” button.

Product Family | Machine Type | -
[ EladeCenter H520 8843 o
[ EladeCenter H520 1883
[ EBladeCenter H522 1536
O EladeCenter HX5 1910
[ BladeCerter HXE 1305
[ BladeCerter L521-L541 7571
[ BladeCarter L522 /542 7902 ;I

Check Latest Machines

|Ipdate retrieval action:

Do not take amy action at this time j

oK Cancel

Figure 54. Add new machine types

3. Select one or multiple machines types. While adding new machine types, you
can select an Update retrieval action.

The Update retrieval action has three options:
¢ Check updates from IBM website now
¢ Copy updates from a local folder to the repository

* Do not take any action at this time as the updates are already located in the
repository

You can also update the machine list by clicking Check Latest Machines. This

step requires a network connection to the Internet and a license. You can either

use an HTTP Proxy to access the Internet or directly connect with the Internet.

For more information about the Check Latest Machines option, see
[“Upgrading UXSPi” on page 27
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Generating an Updates Comparison Report

You can view updates managed by the IBM System Updates Acquisition and
Publishing tool, by generating an Updates Report. The Generate Updates
Comparison Report Wizard provides you with a comparison report that can be
saved as a CVS or TXT file on the local directory or a shared network location. The
Updates Report provides a list of updates managed by the IBM System Updates
Acquisition and Publishing tool.

Procedure

1. From the Start menu, launch the IBM System Updates Acquisition and
Publishing tool.

2. From the application menu bar, click Action, then select Generate Updates
Comparison Report to start the Generate Updates Comparison Report Wizard.

IEM System Updates — Generate Updates Comparison Report Wizand

Welcome to the "Generate Updates
i Report" Wizard

This wizard will help you to generate updates comparison repor and save to
a local directory or a network share place

I

h.._ |

| s Cancel

Figure 55. Generate Updates Report Wizard Welcome page

3. Click Next to continue. The Generate Updates Comparison Report page opens.
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CHTga tepond

Generate Updates Comparison Report

Selectthe machine ype you wish to generate a report for, or check the "Select All' checkbox to select all
maching types available. : i : -

Systes x3500 15
Systes x3350 W2 / x3950 2
Systes x3950 X5 / %3950 15

Figure 56. Generate Updates Comparison Report

4. Click Browse to select a location for the exported report.

5. Select one or more machine types to generate a comparison report, or click
Select All to select all of the available machine types, and then click Next.
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IBM Syslem Updates - Generale Updates Comparison Report Wizard

TR Generate Updates Comparison Report
I Finished.

Update comparison report has been generated successiully lo:

= repoe bd

g =

Figure 57. Generate Updates Comparison Report Finished

6. Click Finish to close the Generate Updates Comparison Report Wizard. The

comparison report is saved to the folder specified in step 3.

Viewing the journal of updates deployment results

You can the view journal of updates deployment results for the client machine.
This information can assist you with troubleshooting and problem diagnosis.

The journal consists of the following information:

Update ID

Update Name
Update Version
Installation Date
Deployment Result
Detail
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Using the View journal of updates deployment result
The following procedure describes how to generate and use the view journal of
updates deployment result.

Procedure

1. From the Start menu, launch the IBM System Updates Acquisition and
Publishing tool.

2. From the application menu bar, click Action, and select Remotely View Journal
of Update Deployments for Endpoints to connect to remote client. The View
journal of updates deployment log-in page opens.

[® Comect toromotechent |
View journal of updates deployment

Enter the remole client hostnamelP, user name and password. Then click
"Connect” toview the result or "Cancel” to exit

__Comet | _Cancel |

Figure 58. View journal of updates deployment log-in page

3. Enter the following remote client information on this page, and then click
Connect.

* Computer
e User name
e Password

If the IBM System Updates Acquisition and Publishing tool logs into the remote
client successfully, the deployment history state is displayed in the result view.
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Figure 59. View journal of updates deployment result

4. To open and view a log file for an update, double click an Update ID, or select
an Update ID, and press Enter. The log file can be one of the following files:

* result.txt
e co_result.xml
e up_result.xml
+ an SUAP log file
5. To check the latest deployment result, click Refresh.
6. To exit the view journal updates deployment result, click Close.

Scanning clients for updates compliance

When a managed system receives the machine policy, a compliance scan is
scheduled. Windows Update Agent (WUA) connects to the Windows Server
Update Services server, retrieves the list of updates, and scans the managed system
for applicability of installed rules for each update.

IBM updates have rules to check Windows Management Instrumentation (WMI)
and the Register key for applicability. The compliance information will be sent
back to the SCCM server. An administrator can see which updates are needed
based on the compliance information.
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Microsoft System Center Configuration Manager (SCCM) 2007

This topic describes how to use the Microsoft System Center Configuration
Manager (SCCM) Console.

Before you begin
The following steps assume the SCCM server is already set up and configured for

the environment. For information about how to set up the SCCM server, see
Microsoft System Center Configuration Manager 2007}

About this task

This task is performed from the Configuration Manager Console.

Procedure

1. From the Start menu, click All Programs > Microsoft System Center >
Configuration Manager 2007 > ConfigMgr Console to launch the
Configuration Manager Console.

2. In the navigation pane, expand Site Database > Computer Management >
Software Updates. Right-click Update Repository under the Software Updates
folder and select Run Synchronization.

"“: Conlligair ation Manaiper Domsole

B eie oo Wew  Wirdow Help
o = ol

e Cenber Configuration Manages Update Repository | Benm found
S Dtabase (A - [EM-OCHCSEE0TES, SLAP_SCOM)

153 Ste Management Lockfoe: [ =] o [ac
s Computer Management
=i Colections
1 Al active Deectory Security Groups Cakugory |
< Al Deshiops and Servers b Updates
W Al Sytens
Bl Al Unpiws Computend
Bl Al User Groups
:.:J.ul.pﬂ,-s
gl A Winsiowes 2000 Professional Syshens
gl A Winedows 2000 Server Syshems
[ g A Winadowrs Mobie Devices
Bl A Wirsiowes Mobde Pockst PC 2000 Dervices
[l ol Al Winedwes Mobde Pocket PC 5.0 Dewvices
w o Al Winedows Mobie Smartzihcrs 203 Deviors
gl A Wireimes Mobde Srartpions 5.0 Devices
:-_'JNWSMHZQEI!MW
gl Al Wik Sorver Sysben
B Al Windows Workstation or Professionsl Systere
151 ol o Windows P Systems
3 Cordbcting Raconds
-l Softwans Distribeition
=} ] Software Updates

g e Give Feodhack,
o Upaales Yew T
4 A v WyWndows From Hers
= ¢m
i ¥ Ralrash
p "
&R w
e
LR
% Update Lists
&', Upsiate List - 7978
L Depltymant Tamplsbes

Figure 60. Synchronizing the Update Repository

Chapter 3. Working with IBM System Updates and System Center Configuration Manager 2007 63


http://technet.microsoft.com/en-us/library/bb735860.aspx

64

3. Click Yes to initiate a site-wide software update synchronization.

The synchronization process may take several minutes to complete. There is no
graphical indication that the process has completed.

What to do next

You can view the synchronization log to determine if there was a successful
completion using the following steps:

1.

In the navigation pane, expand Site Database > System Status > Site Status.
Expand site server, and then select Component Status. The list of SCCM server
components and their current status is displayed in the results pane.

In the results pane, right-click to select SMS_WSUS_SYNC_MANAGER, and
then click Show Messages > All.

The SMS Status Message Viewer for the site server window is displayed with
the status messages for the Windows Server Update Services (WSUS) Sync
Manager. Note the most recent message indicates when the synchronization
process started, was in progress, and completed.

After synchronization has finished successfully, right-click the IBM folder in the
All Updates folder and select Refresh, to refresh the IBM folder.
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Figure 61. Refreshing the IBM folder
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Published updates can be viewed in their corresponding machine type folder
under the IBM folder as shown in the following figure.
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Figure 62. Viewing published updates

After updates have been deployed to their corresponding clients, during the next
software update scan on the client systems, the clients report to the site database
whether an update is applicable or installed for each client. The administrator can
see the reported data and decide which updates need to be distributed based on
the following information:

Installed
Shows the number of clients reporting an update has been installed.

Required
Displays the number of clients reporting an update is applicable and not
yet installed, or the installation status has not reached the site server
database.

Not Required
Shows the number of clients that are not applicable for an update.

Unknown
Displays the number of clients that have not had a successful scan for
software update compliance, or the scan result has not been reported back
to the site server.

Important: The UpdateXpress System Package is a prerequisite to all other IBM
updates. It should be deployed to a client system before all of the other IBM
updates. If the UpdateXpress System Package is not deployed on a client system,
the other IBM updates will be marked as Not Required on that client system. If the
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target machine needs an IBM System Entitlement Pack (SEP) package, the SEP
package should be deployed before the UpdateXpress System Package is deployed.

After the UpdateXpress System Package has been deployed successfully, if one
update has not been deployed on the client system, the compliance result of this
update will be marked as Required.

Deploying IBM updates in Microsoft System Center Configuration
Manager

Once the administrator determines which updates need to be distributed, the
administrator selects the IBM updates and then distributes them to client systems
by creating deployment packages.

When clients of the targeted collections receive a new deployment from the
management point, clients download software updates from a distribution point
that has a deployment package containing the necessary software update binaries.
The binaries are then installed on clients and the compliance status is reported to
the site server.

The downloading and publishing phases are implemented by the IBM System
Updates Acquisition and Publishing tool. The topics in this section use the
sequence described above to introduce the IBM System Updates for Microsoft
System Center Configuration Manager, v5.0 solution.

IBM updates deployment prerequisites

This topic provides steps for adding the System Update Point Role in Microsoft
System Center Configuration Manager.

Before you begin
From the navigation pane, you can check the Site System Status and Component
Status by expanding Site Database > Site Status. If the Site System Status and

Component Status for all items are functioning normally, the SCCM server status is
displayed as OK .
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Figure 63. Component Status

Procedure

1. In the navigation pane of SCCM, expand Site Database > Site Management >
%Site Name% > Site Settings > Site Systems, right click the <%Site Name%>
and then select New Role. The New Site Role Wizard starts.
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Figure 64. Configuring the system update service point
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2. Click Next.

3. Select System Update Service Point role and then select the default setting to
configure the system update service point.

a. Discover client systems and install the management agent through the
SCCM server.

b. Configure the Windows Server Update Services (WSUS) self-signing
certificate on the client systems.

Note: Ensure that the SCCM managed client system has the Windows
Server Update Services Publishers Self-signed Certificate in its Trusted Root
Certification Authorities folder.

c. Check the Allow Signed Content from intranet Microsoft update service
Location on the SCCM Client using Windows group policy editor.

d. Configure the group policy on the client computers.
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Figure 65. Local Computer Policy configuration

1) On the SCCM managed client operating system, click Start and select
Run.

2) Enter GPEDIT.MSC and click OK.

3) Expand Computer Configuration > Administrative Templates >
Windows Components > Windows Update.
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Figure 66. Allow signed updates from an intranet Microsoft update service location

4) Double-click Allow signed content from intranet Microsoft up-date
service location.

5) Select Enabled and click OK. Close the Group Policy editor.

4. Make sure .NET Framework 2.0 or later is installed on the SCCM client before
deploying IBM Updates to the SCCM client.

Deploying IBM System Enablement Pack from the SCCM
server to SCCM client

This topic describes how to deploy the IBM System Enablement Pack (SEP) from
the System Center Configuration Manager (SCCM) server to theSCCM client. The
SEP is a package that contains system-specific codes. It is used to support new
System x and Blade servers for IBM Dynamic System Analysis (DSA), firmware
updates, and operating system deployment. If the target client relies on the SEP,
you should deploy this package first.

About this task

The following procedure describes the steps for deploying an SEP package from
the SCCM server to theSCCM client.

Procedure
1. Open the SCCM console.

2. Expand Software Updates > IBM and then double click the name of the
machine.
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3. In the right pane, right-click the SEP to be deployed, and then select Deploy
Software Updates.
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Figure 67. Deploy Software Updates

The Deployment Software Updates Wizard opens.
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Figure 68. Deploy Software Updates Wizard - General
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4. On the Deploy Software Updates Wizard page, enter the following
information, and then click Next.

a. Name
b. Description

The Deployment Template page opens.
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Figure 69. Deployment Software Updates Wizard Template

5. Select Create a new deployment definition and then click Next.
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Figure 70. Deployment Package

6. On the Deployment Package page, enter the following information and then
click Next:
a. In the Name field, enter the name of the SEP.
b. Click Browse to select the package source file location.
c. In the Sending priority field, select Priority.

The Download Location page is displayed.
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Figure 71. Download Location

7. Click Download software updates from a location on the local network to
select the download location for the software updates.

8. Click Browse to select the software updates file and click Next. The
Deployment Schedule page is displayed.

Chapter 3. Working with IBM System Updates and System Center Configuration Manager 2007 73



74

Dieplay Sallware Updstes Wizsrd

Seleck the date and time that software updisbes wil be made avaleble bo dients:

Deploymant Tessplate
Mmmmmmmmmmu -:u:rﬁ;l.nd
Languags Salection
el ¢ D ok sty deadire for soltware update instalstion
PrGoress
Corfrmastion (% et a ceadkne for softans update nstallstion
[ &4 1pzm00 =] [szeem |

Specily whether ot deadiee Wake On LAN vl be used bo send wake-up padiets bo compiters
that requirs updubes in this deployment.

I Eneabsle Wiske On LM
Iu-mﬂmumdmsum # o bee installed Eavmadiately st the deading, regandiess of
corkigrabion Mantenarn wndews.

- Ignors mainbenance windows and install msmedistely st desdine

twllmrlmﬁlw]

Figure 72. Deployment Schedule

9. On the Deployment Schedule page, make the following selections and then

click Next:
a. Select the date and time for the software updates to be available on the
clients.

b. Set a deadline for the software updates installation.
Optional: Enable Wake on LAN if the software updates are urgent.

d. Optional: Enable Ignore maintenance schedule and install immediately
on deadline.

When the deployment has finished, the status is displayed.
10. Click Close to close the Deploy Software Updates Wizard.
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Deploying IBM UXSPifrom the SCCM server to the SCCM

client

The UpdateXpress System Package Installer (UXSPi) is a prerequisite to all other
IBM updates. It should be deployed to the client system before all other IBM
updates.

If the UXSPi is upgraded and any update is published to the Windows Server
Update Services server, the newer UpdateXpress System Package replaces the old
UpdateXpress System Package (if any) on the SCCM server. The following topics
provide three methods for different situations of deploying the package when it is
upgraded to a newer UXSPi version.

Deploying IBM UXSPi from the SCCM server to the SCCM client
if an existing UXSPi is not deployed

This topic describes how to deploy the IBMUpdateXpress System Package Installer
(UXSPj) from the SCCM server to SCCM client if the old UpdateXpress System
Package is not deployed.

About this task
This task is performed from the Configuration Manager Console.

Procedure

1. From the Start menu, click All Programs > Microsoft System Center >
Configuration Manager 2007 > ConfigMgr Console to launch the
Configuration Manager Console.

2. In the navigation pane, expand Site Database > Computer Management >
Software Updates > Update Repository > Updates > IBM > UXSPI. In the
results pane, right-click the UXSPi to be deployed and select Deploy Software
Updates.
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Figure 73. Deploying UXSPi to an SCCM client

Chapter 3. Working with IBM System Updates and System Center Configuration Manager 2007 75



76

3. Follow steps 4 through 10 in ['Deploying IBM System Enablement Pack from|
[the SCCM server to SCCM client” on page 69 to finish deploying the software
updates.

Deploying IBM UXSPi from the SCCM server to the SCCM client
if a earlier version of UXSPi is deployed

The topics in this section describe three methods for deploying the IBM
UpdateXpress System Pack Installer (UXSPi) from theSystem Center Configuration
Manager (SCCM) Server to the SCCM client if theUXSPi is upgraded and the old
UpdateXpress System Package is deployed.

Method 1 for deploying IBM UXSPi when it is upgraded to a newer UXSPi
version:

This topic describes how to deploy the package when it is upgraded to a newer
UXSPi version.

About this task

There are three methods of deployment for this scenario. For this release, Method 2
is recommended.

Delete the old UXSPi deployment advertisement and deployment package and
create a new UXSPi deployment package. Perform the following steps for
deploying the UpdateXpress System Package from the SCCM server to the SCCM
client.

Procedure

1. From the Start menu, select All Programs > Microsoft System Center >
Configuration Manager 2007 > ConfigMgr Console to launch the
Configuration Manager Console.

2. Right-click the old UXSPi deployment package under Deployment
Management and select Delete.
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Figure 74. Deleting the old UXSPI advertisement

3. Right-click the UpdateXpress System Package to be deployed under UXSPI
machine category and select Deploy Software Updates.

Follow the procedure described in[“Deploying IBM System Enablement Packl
[from the SCCM server to SCCM client” on page 69) starting with step 4.

'3-5-;'-.'?5-**‘ tookior: [ =] o |acdkes =] [ Eelbey | s I

% 8 1M Updsbes - SEP For 7145
= (33 Daplomen Pasckages
i 5P for TI4G

Figure 75. Deploying the UXSPI software package
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Method 2 for deploying IBM UXSPi when it is upgraded to a UXSPi newer
version:

This topic describes how to deploy the package when it is upgraded to a newer
UXSPi version.

About this task

The new UXSPi deployment package and the old UXSPi deployment package
coexist.

Procedure

1. From the Start menu, click All Programs > Microsoft System Center >
Configuration Manager 2007 > ConfigMgr Console to launch the
Configuration Manager Console.

2. Right click the UXSPI to be deployed under the UXSPI machine category, and
select Deploy Software Updates.
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Figure 76. Deploying software updates when new and old packages coexist

3. For this step, follow the procedure described in [‘Deploying IBM Svstem|
[Enablement Pack from the SCCM server to SCCM client” on page 69starting
with step 4.

Method 3 for deploying the IBM UXSPi when it is upgraded to a newer UXSPi
version:

This topic describes how to deploy the package when it is upgraded to a newer
UXSPi version.
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About this task
Adding a new UXSPi package to an existing UXSPi deployment package.

Procedure

1. Open the SCCM console, right click the UXSPI to be deployed under the
UXSPI machine category, and select Deploy Software Updates.
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Figure 77. Selecting an existing UXSPI deployment package

2. Enter the following information and then click Next:
a. In the Name field, enter a unique name.

b. In the Description field, enter a detailed description that will help you to
identify the software update deployment
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Figure 78. Software updates - General

3. Click Create a new deployment definition or click use an existing template.
Click Next.
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Figure 79. Selecting the UXSPI deployment template

4. Click Select Deployment Package, and Browse for an existing UXSPi
deployment package.

Chapter 3. Working with IBM System Updates and System Center Configuration Manager 2007 81



Deploy Software Updates Wizard

Thee deploryment package containg the softwans update files that vl be avalatle to chents as part of
Depkoymert: Template the deplyment.

“ Select 8 package, or create & new deployment package,

Dwerbaad Locasticn

Language Selection i Sele depicine peckn

Schedue jespizn Browse..,_|
Surmary ' Create a new deployment package

Prograss Hatries;

Confirmation I

Exampla: \iservarmameishae

Safhyg priority

<pravious |[ Nek> | e Cancel

Figure 80. Selecting an existing UXSPI deployment package

5. For the remaining steps in this procedure, complete steps as described in
“Deploying IBM System Enablement Pack from the SCCM server to SCCM|
client” on page 69/ from step 4.
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Chapter 4. Working with Microsoft System Center

Configuration Manager 2012

The topics in this section describe how to work with Microsoft System Center

Configuration Manager 2012.

Synchronizing

software updates

The following procedure describes how to synchronize software updates.

Before you begin

The System Center Configuration Manager(SCCM) server must already be set up
and configured for the environment. For information about how to set up the

SCCM, see [System Center 2012 Configuration Manager|

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration

Manager Console.

2. In the navigation pane, expand Software Library > Overview > Software

Updates.
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Figure 81. Synchronizing the Update Repository
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3. Expand Software Updates, right-click All Software Updates and select
Synchronize Software Updates.

4. Click Yes to initiate a site-wide software update synchronization. The
synchronization process may take a few minutes to complete. There is no
graphical indication that the process has completed.

5. After synchronization has successfully finished, refresh updates by clicking the
Refresh button of Navigation Bar as shown in the following figure.
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Figure 82. Refreshing updates

6. To see if the synchronization process completed successfully, by completing the
following steps.

a. In the navigation pane, expand Monitoring > System Status > Site Status.

b. Expand site server and click Component Status. The list of SCCM server
components and their current status is displayed in the results pane.

C. In the results pane, right-click SMS_WSUS_SYNC_MANAGER and select
Show Messages > All. The SMS Status Message Viewer for the site server
window opens with the status messages for the WSUS Sync Manager. Note
the most recent message which indicates when the synchronization process
started, when it was in progress, and whether it completed.

Viewing published updates

The following procedure describes how to view published updates.

About this task
This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Overview > All Software Updates. and
right-click All Software Updates.
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Figure 83. Viewing published updates

Results

After the updates have been deployed to their corresponding clients, the clients
report to the site database on the next software update scan on the client systems,
indicating whether each update is applicable or installed for each client. The
administrator can see the reported data and decide which updates need to be
distributed based on the following information:

Installed
Indicates the clients for which the update has been installed.

Required
Indicates the clients for which the update has been installed, reporting that
either the update is applicable and not yet installed, or that the installation
status has not reached the site server database.

Not Required
Shows the number of clients for which an update is not applicable.

Unknown
Displays the number of clients for which an update is not applicable, did
not have a successful scan for the software update compliance, or the scan
result has not been reported back to the site server.

Important: The UXSPi package is a prerequisite to all other IBM updates. It should
be deployed to the client system before all of the other IBM updates. If the UXSPi
package is not deployed on the client system, the other IBM updates will be
marked as “Not Required” on that client system. If the target machine needs a SEP
package, deploy the SEP package before deploying the UXSPi package.

After the UXSPi package has been successfully deployed, if one update has not

been deployed on the client system, the compliance result of the update will be
marked as “Required”.
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After you determine which updates need to be distributed, the administrator
selects the IBM updates and distributes them to the client systems by creating
deployment packages.

When clients of the targeted collections receive a new deployment package from
the management point, clients download software updates from a distribution
point that has a deployment package containing the necessary software update
binaries. The binaries are then installed on clients and the compliance status is
reported to the site server.

The downloading and publishing phases are completed by the IBM SUAP tool.
The other topics in this section provide detailed information about implementing

the IBM System Updates for Microsoft System Center Configuration Manager, v5.0
solution.

Checking IBM updates deployment prerequisites

Perform the following procedure to check the prerequisites for deploying IBM
updates.

About this task
This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Overview. Select one or more of the following
to view status.

 Site Status
* Component Status
* Site Systems Status

IBM System Updates for Microsoft System Center Configuration Manager, v5.0 User's Guide
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Figure 84. Component Status

If the component is functioning normally, the site status, component status, and

site system status displays as OK, and the SCCM server status is normal.

Adding the System Update Point Role in SCCM

Perform the following steps to add the System Update Point Role.
About this task

This task is performed from the Configuration Manager Console.

Procedure

1. In the navigation pane, expand Administration > Overview > Site
Configuration > Configuration Manager > Servers and Site System Roles >
%Site Name%.

Right click %Site Name%.

Select Add Site System Roles. The Add Site System Roles Wizard starts.
Click Next.

Select the System Update Point role.

A A

The Select a server to use a site system page opens.
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Figure 85. Select a server to use as a site system

6. Accept the default setting for configuring the system update service point.

Configuring the client machine

After adding a system update service point, you must configure the client machine
to receive updates.

About this task

This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration

Manager > Configuration Manager Console to launch the Configuration
Manager Console.
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2. Discover the client systems and install the management agent through the
System Center Configuration Manager (SCCM) server.

3. Configure the Windows Server Update Services (WSUS) self-signing certificate
on the client systems. Ensure that the SCCM managed client system has the
WSUS Publishers Self-signed Certificate in its Trusted Root Certification
Authorities folder.

4. Check the Allow Signed Content from the intranet Microsoft update service
Location on the SCCM Client using the Windows group policy editor.

5. There are several methods for configuring the group policy on client
computers. Perform the following steps to configure the group policy on client
computers.

a. On the SCCM managed client operating system, click Start and select Run.
Type GPEDIT.MSC and click OK.

b. Expand Computer Configuration > Administrative Templates > Windows
Components > Windows Update.
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Figure 86. Local Computer Policy configuration

c. Double-clickAllow signed content from intranet Microsoft update service
location.
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Figure 87. Allowing signed updates from an intranet Microsoft update service location

d. Select Enabled and click OK.
e. Close the Group Policy editor.

What to do next

Verify that .NET Framework 2.0, 3.0, or 3.5 is installed on the SCCM client before
deploying IBM Updates to the SCCM client.

Deploying the IBM SEP from the SCCM server to the SCCM client

90

The IBM System Enablement Pack is a package that contains system-specific codes.
It is used to support new System x and Blade servers for DSA, firmware updates,
and operating system deployment. If the target client relies on the SEP, it should
deploy this package first. The following procedure describes how to deploy an
IBM SEP package from the System Center Configuration Manager (SCCM) server
to the SCCM client.

About this task
This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.
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2. In the navigation pane, expand Software Library > Overview > Software
Updates > All Software Updates.
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Figure 88. Deploy Software Updates

3. In the results pane, right-click the SEP to be deployed and select Deploy. The
Deploy Software Updates Wizard opens.
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Figure 89. Deploy Software Updates Wizard - General

4. Enter the following information:
a. Deployment Name: Enter a unique name.

b. Description: Enter a detailed description that will help you to identify the
software update deployment

5. Click Browse to select the collection and then click Next. The Deployment
package page opens.
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Figure 90. Deployment package page

6. If you are using an existing deployment package complete steps a ,e, and f. If
you are creating a new deployment package, complete steps b, ¢, d, e, and f.

a. Click Select a deployment package and click Browse to select the
deployment package.

Click Create a new deployment package
Enter a unique name for the SEP in the Name field.

Select the Sending priority.

b
C
d. Browse to select the package source file location.
e.
f. Click Next.

The Distribution Points page opens.
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Figure 91. Distribution Points page

7. Click Add and select Distribution point. Click Next. The Download Location
page opens.

8. Select Download software updates from a location on my network and click
Browse to navigate to the software updates file location, then click Next The
Language Selection page opens.

9. On the Language Selection page, use or modify the default settings for
Language Selection and click Next. The Summary page opens.
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Figure 92. Deployment Software Updates Wizard summary

10. On the Summary page, accept the settings, and click Next to deploy the
software updates or click Save as Template. If you need to change the
settings, click Previous to change one or more of the following settings, such
as: Scheduling, User Experience, Alerts, and Download settings. The
Completion page opens.

11. On the Summary page, click Next .

12. Click Close.
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Deploying IBM UXSPI from the SCCM server to the SCCM client

The UXSPi package is the prerequisite to all other IBM updates. It should be
deployed to the client system before all of the other IBM updates. If the UXSPi
package is upgraded and any updates are published to the Windows Server
Update Services (WSUS) server, the newer UXSPi package replaces the old UXSPi
package (if any) on the System Center Configuration Manager (SCCM) server. The
following scenarios explain different situations for deploying the package when it
is upgraded to a newer UXSPi version.

Deploying IBM UXSPi from the SCCM server to the SCCM
client when the prior UXSPi version was not deployed

The following procedure describes how to deploy the UXSPi package from the
System Center Configuration Manager (SCCM) server to the SCCM client when the
prior UXSPi package was not deployed.

About this task

This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the UXSPI machine folder, right-click UXSPI and select Deploy.
3. Finish deploying the UXSPi package by following steps 4 through 13

i“Deploying the IBM SEP from the SCCM server to the SCCM client” on page
bd

Deploying IBM UXSPI from the SCCM server to the SCCM
client when the prior UXSPI is deployed

The following describe the three methods for deploying the IBM UXSPi package
from the System Center Configuration Manager (SCCM) server to the SCCM client
if the UXSPI is upgraded and the prior UXSPI package is deployed.

Method 1: Deploying an IBM UXSPI package from the SCCM
server to the SCCM client

Method 1 deletes the old UXSPi deployment advertisement and deployment
package and then creates a new UXSPi deployment package. The following
procedure describes how to deploy UXSPi package from System Center
Configuration Manager (SCCM) server to the SCCM client.
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About this task
This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Software Library > Overview > Deployment
Packages. The Deployment Packages page opens.
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Figure 93. Deleting the old UXSPi advertisement

3. In the results pane, right-click the old UXSPi deployment package and select
Delete.

4. Right-click the UXSPi package to be deployed and select Deploy. This action is
displayed in the following figure.
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Figure 94. Deploying the UXSPi software package

5. Complete steps 4 to 12 as described in [“Deploying the IBM SEP from the|
[SCCM server to the SCCM client” on page 90.|

Method 2: Deploying a new IBM UXSPI package to coexist with
the old UXSPI package

Method 2 deploys the new UXSPi package without deleting the existing UXSPi
package. The following procedure describes how to deploy a new IBM UXSPi
package to coexist with an old UXSPi package.

About this task

This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Software Library > Overview > Deployment
Packages. The Deployment Packages page opens.

3. Right-click the UXSPi to be deployed and select Deploy. This action is
displayed in the following figure.
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Figure 95. Deploying the UXSPi software package

4. Complete steps 4 to 12 in the[“Deploying the IBM SEP from the SCCM server|
[to the SCCM client” on page 90| section.

Method 3: Adding a new IBM UXSPI package to an existing
UXSPI deployment package

Method 3 adds a new UXSPi package to an existing UXSPi deployment package.
The following procedure describes how to add the new IBM UXSPi package.

About this task

This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Software Library > Overview > Deployment
Packages.

3. In the results pane, right-click the UXSPi package to be deployed and select
Deploy. This action is displayed in the following figure.
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Figure 96. Selecting an existing UXSPi deployment package

The General page opens.
4. Enter the following information for this deployment.
a. Name: Enter a unique name

b. Description: Enter a detailed description that will help you to identify the
software update deployment.
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Figure 97. Software updates using Template

Click Select Deployment Template. The Select a Template window opens.
Either select a template from the list, or search for a template by entering its

name in the Filter field, then click OK.

Click Next. The Summary page opens.
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Figure 98. Summary page

8. Click Next to use the current template settings or click Previous to modify the
settings. For more information about this step, see [“Deploying IBM UXSPI from|
[the SCCM server to the SCCM client” on page 96.]

Deploying IBM updates from the SCCM server to the SCCM
client

The following procedure describes how to deploy IBM updates from the
Configuration Manager (SCCM) server to the SCCM client.
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About this task
This task is performed from the Configuration Manager Console.

Procedure

1. Click Start > All Programs > Microsoft System Center 2012 > Configuration
Manager > Configuration Manager Console to launch the Configuration
Manager Console.

2. In the navigation pane, expand Software Library > Overview > Deployment
Packages.

3. In the results pane, right-click to select the updates for deployment and select
Deploy Software Updates. This action is displayed in the following figure.
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Figure 99. Deploying IBM updates from the SCCM server to the SCCM client

4. Complete steps 4 to 12 as described in [“Deploying the IBM SEP from thel
[SCCM server to the SCCM client” on page 90.|
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Chapter 5. Supported hardware and software

The topics in this section describe the hardware and software that is supported by
IBM System Updates for Microsoft System Center Configuration Manager, v5.0.

Supported Microsoft System Center products
The IBM System Updates for Microsoft System Center Configuration Manager, v5.0
Solution supports the following Microsoft System Center products:
* Microsoft System Center Configuration Manager 2012
* Microsoft System Center Configuration Manager 2012 R2
* Microsoft System Center Configuration Manager 2012 SP1
* Microsoft System Center Configuration Manager 2007 R2
* Microsoft System Center Configuration Manager 2007 SP2

Supported client systems
IBM System Updates supports the following client systems.

Supported systems
Table 2. Supported Systems

Product family name Machine type
IBM BladeCenter HS20 1883, 8843

IBM BladeCenter HS21 1885, 8853

IBM BladeCenter HS22 7870, 1936, 1911
IBM BladeCenter HS22V 1949, 7871

IBM BladeCenter HS23 7875, 1929

IBM BladeCenter HS23E 8038, 8039

IBM BladeCenter HX5 1909, 1910, 7872, 7873
IBM BladeCenter LS21 7971

IBM BladeCenter LS22 7901

IBM BladeCenter 1542 7902

IBM Flex System x220 Compute Node 7906, 2585

IBM Flex System x222 Compute Node 7916

IBM Flex System x240 Compute Node 8737, 8738, 7863
IBM Flex System x440 Compute Node 7917

IBM NeXtScale Node 5455

IBM Smart Analytics System 7949

IBM System x3100 M4 2582

IBM System x3200 M2 4367, 4368

IBM System x3200 M3 7327, 7328

IBM System x3250 M2 7657
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Table 2. Supported Systems (continued)

Product family name

Machine type

IBM System x3250 M3

4251, 4252, 4261

IBM System x3250 M4 2583

IBM System x3250 M5 5458

IBM System x3300 M4 7382

IBM System x3400 M2 7836, 7837
IBM System x3400 M3 7378, 7379
IBM System x3500 7977

IBM System x3500 M2 7839

IBM System x3500 M3 7380

IBM System x3500 M4 7383

IBM System x3530 M4 7160

IBM System x3550 7978, 1913
IBM System x3550 M2 4198, 7946
IBM System x3550 M3 4254, 7944
IBM System x3550 M4 7914

IBM System x3620 M3 7376

IBM System x3630 M3 7377

IBM System x3630 M4 7158

IBM System x3650 7979, 1914
IBM System x3650 M2 7947, 4199
IBM System x3650 M3 4255, 5454, 7945
IBM System x3650 M4 7915

IBM System x3650 M4 HD 5460

IBM System x3690 X5

7147, 7148, 7149, 7192,

IBM System x3750 M4

8722, 8733, 8752

IBM System x3750 M4 8752
IBM System x3755 7163
IBM System x3755 M3 7164

IBM System x3850

8864, 7365, 7362

IBM System x3850 M2

7141, 7144, 7233, 7234

IBM System x3850 X5/x3950 X5

7145, 7146, 7191, 7143

IBM System x3850 X6

3837

IBM System x3950 M2

7141, 7144, 7233, 7234

IBM System x3950 M2 Dual node

7141, 7233, 7234

IBM System x3950 M2 3-4 node

7141, 7233, 7234

IBM System x3950 X5

7145, 7146

IBM System x iDataPlex dx360 M4

7912, 7913
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Supported operating systems for client machines
The following Windows operating systems are supported on client machines:
* Windows 2012 R2
* Windows Server 2012 SP1
* Windows Server 2008 SP1/R2
* Windows Server 2008 SP1/SP2
* Windows Server 2008 SP1/SP2 x64
* Windows Server 2003 SP2/R2
* Windows Server 2003 SP2/R2 x64

Required software on server machines

Microsoft .NET Framework 4.0 is required software on server machines.

Required software on client machines

Microsoft .NET Framework 2.0 is required software for client machines.
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Appendix A. Troubleshooting

The topics in this section will assist you with troubleshooting.

How to configure the SUAP log

You can change the value of the log level for the IBM System Updates Acquisition
and Publishing Tool on both the IBM System Updates Acquisition and Publishing
Tool host machine and System Center Configuration Manager (SCCM) client
machines.

The IBM System Updates Acquisition and Publishing Tool uses the following
registry key to record the log level:

* [HKEY_LOCAL_MACHINE\SOFTWARE\IBM\Systems Management Integrations\Log]
* LoglLevel=Info

The available “LogLevel” values are: Debug, Info, Warn, Error, and Fatal.

By default, the “Info” level is used.

Download Updates from the IBM website failed

This topic provides a possible solution for troubleshooting how download updates
may have failed.

Issue Download failed

Possible Solution
Check to see if the IBM System Updates Acquisition and Publishing tool
can connect to the IBM update repository server using a web browser and

connect to:

If you were unable to connect to the IBM update repository, the following
error is displayed.
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Figure 100. Unable to connect to the IBM update repository error

Tip: For more information, see the SUAP log files located at: %SystemDrive%\
Program Files\IBM\IBM System Updates\Log.

Updates fail to publish from the IBM System Updates Acquisition and
Publishing Tool to Windows Server Update Services

Issue Updates fail to publish from the IBM System Updates Acquisition and
Publishing Tool to Windows Server Update Services.

Possible Solution

Check the SUAP log file located at: %SystemDrive%\Program Files\IBM\IBM
System Updates\Log to determine what occurred.
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Updates fail to publish from the IBM System Updates Acquisition and
Publishing Tool to Windows Server Update Services due to a
verification of the file signature failed error

Issue The IBM System Updates Acquisition and Publishing Tool failed to publish
updates to Windows Server Update Services due to a verification of file
signature failed error.

Cr SMS Trace - [C\Program Files\JBMAEM System Updates'\Logh\2011-6-7_155857 loa]
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Figure 101. Failure to verify the file signature

Possible solution
Ensure that the WSUS Publishers Self-signed Certificate was copied to the
Trusted Root Certification Authorities as outlined in the Setup Wizard

section.
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Updates fail due to the Secure Sockets Layer connection failing

Issue While using Secure Sockets Layer (SSL) to publish updates from an IBM
System Updates Acquisition and Publishing Tool computer to a Windows
Server Update Services (WSUS) server, an error message is displayed as
shown in the following figure.

: —'
WSUS Server IBM.

Enter the WSS server that will be used for publishing.
to successhully publish updates. e

Figure 102. Connection to WSUS server failure message

Possible Solution
Either configure the SSL as described in [“Setup Wizard” on page 14, or
publish without using the SSL feature.

Changing the log level value in the registry does not take effect while
the IBM System Updates Acquisition and Publishing Tool is running

Issue If the log level value is changed while IBM System Updates Acquisition
and Publishing Tool is running, the new value does not take effect
immediately.

Possible Solution
Close the IBM System Updates Acquisition and Publishing Tool, and
launch it again for the changes to take effect.
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Updates do not deploy from the Microsoft System Center
Configuration Manager server to the Microsoft System Center
Configuration Manager client

Issue Updates do not deploy from the System Center Configuration Manager
(SCCM) server to the SCCM Client.

Possible Solution
Perform these steps:
1. Extend the Windows Update Error level in the registry.
2. Add the following values to the registry key:
a. Value name: Flags
* Value type: REG_DWORD
* Value data: 00000007
b. Value name: Level
* Value type: REG_DWORD
* Value data: 00000004

3. Check the %systemroot%\Windowsupdate.log file to get detailed
information about the failure.

This registry key turns on extended tracing to the %systemroot%\
Windowsupdate.log file.
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Figure 103. Changing the trace registry key
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Updates do not deploy to the Microsoft System Center Configuration
Manager client due to a firewall restriction

Issue Updates do not deploy to the SCCM client due to a firewall restriction.

Possible Solution
Open the corresponding port in Windows firewall for the SCCM relative
URL.

Update does not install on a client machine

Use this topic for troubleshooting why an update fails to install on a client
machine. If the operating system on the client system is Windows 2008, check the
update history to get more information.

About this task

The result.txt log file is generated by UXSPi, and contains detailed information
about the update process. If an update does not install on a client system, you can
view details about the incompleted installation in the result.txt:C:\1bm_support\
SUAP\%update_id%\result.txt.

Procedure
1. Click Start > Windows Update > View update history.
2. Open update history view.

¥ View update history

€\ - [T - ContralPanal + Windows Updatn  View update Hstory - e e

Review your uplate history
FMaks oire ol important updates s Been succesifully nstalad, To remoss &n update, go bo [astaled Lindstes,
Troubleshont problsmes with nckaling updates

Hure = [ st | Type | Date Instatted | =
[19353]Brondeorm Netktrerme Device Denver for Windows - 10,82 Succesiful  Important 597000 |
{8853 broaderules - 1.0 Suspoesaful Impotant S2L7e18
{8853 ]Emulex 45b FC Farmaare Update for BladeCenter - 60247 Failed Important SR8

169537183 B3OS Flach Update - 115

Failed Irnpomtant Srfne

Figure 104. Viewing update history on client system

3. 3. Right-click Update and select View Detail. The details contain an error code.
4. Locate the explanation for the error code in the following table.

Table 3. Error codes

Return Code for Hex Return Code for Decimal Explanation

0 0 Success (individual update or
UXSP).

0xB 11 The individual update is not

applicable to this system
configuration. For example,
the required hardware is not
present on the system.
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Table 3. Error codes (continued)

Return Code for Hex

Return Code for Decimal

Explanation

0xC

12

No updates are selected to
be installed. For example, the
individual update is older
than the installed version in
the target system.

0xD

13

Prerequisites for this
individual update are not
met. For example, the
required software might not
be installed or the hardware
might not be configured
correctly.

0xE

14

The individual update fails
for other reason.

0x18

24

The UXSP fails on target
machine. Such as, some
updates does not install for
other reasons.

Updates for QLogic may be not installed by default

Use this topic for troubleshooting why updates for QLogic that may not be

installed by default.

Issue Updates for QLogic may be not installed by default even if the update
version is newer than the installed version.

Possible Solution

Using the Publish Wizard on the Confirm Updates Packages page, you can
select the Also select Host Bus Adapters (HBA) and Coverged Network
Adapter (CNA) checkbox or you can try to install the update manually.
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em Updates - Publish Wizard

Confirm Updates Packages

Seicet and confirm that fe following updates wiil be published to the WSLS server.
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Figure 105. Publish Wizard Confirm Updates Packages

Some updates may require restarting the client server to complete the
installation

Use this topic for troubleshooting why some updates may require restarting the
client server to complete the installation.

Issue If the IBM UpdateXpress System Pack Installer installation fails for any
reason, the installation window will display the message: “Failed
results”. Some of the updates may have been installed already and
require restarting the client server for the update installation to be
complete.

Possible Solution
You can review the up_result.xml file to see if the client server needs to be
restarted.
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Windows Updates notification is slow to appear on the Microsoft
System Center Configuration Manager client

If Windows Updates notification is slow to become visible in the SCCM client, you
can modify Configuration Manager properties to speed the process.

Issue: The Windows Updates notification page is slow to appear on the SCCM
client.

Possible Solution:
Perform these steps:

1. Open the Control Panel. There should be several SCCM Agent

components.
B contral Panel [=10] =]
(k3 - controtrend =~ | =
Fle Edt View Tools FHelp
o o |fm'r| -
|-.‘ i
._.-' -F"
Corfiguration Pra-p'am Riemiobe Text bo
Manager Contral .Bd-'\ﬂhs- Tpmad

Figure 106. SCCM Agents in Control Panel

Note: On a Windows 64-bit platform, the components above are
located in the Control Panel within the folder View 32bit Control Panel
Items.

2. Click Configuration Manager. The Configuration Manager Properties
window opens.

3. On the Actions tab, select and initiate an action for the following
components respectively:

* Software Update Deployment Evaluation Cycle
* Software Update Scan Cycle User
* Policy Retrieval & Evaluation Cycle
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i"_lt Configuration Manager Properties
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Figure 107. Initiating Configuration Manager properties

Unable to install IBM Updates on SCCM client

If you are unable to install IBM Updates on SCCM client, you may need to install
.NET Framework 2.0 or later on the SCCM client.

Issue: IBM Updates cannot install on the SCCM client.

Possible Solution:
IBM Updates require that .NET Framework 2.0 or later be installed on the
SCCM client system. Ensure that it is installed on the SCCM client system.
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Unable to expire updates from the IBM System Updates Acquisition
and Publishing Tool

Use this topic to troubleshoot why updates from the IBM System Updates
Acquisition and Publishing Tool cannot be expired.

Issue: Updates do not indicate they are “expired” on the SCCM console after
they have been expired and published through the IBM System Updates
Acquisition and Publishing Tool.

Possible Solution:
Ensure that the SCCM server synchronization settings are configured
correctly. For more detailed information, see [TechNet: Planning for the]
Software Update Point Settings|

A sequence package does not install on the client system

Use this topic for troubleshooting why a sequence pack does not install on the
client system.

Issue A sequence package may not install on the client, even though the
Windows update history shows the installation was successful.

Possible Solution
Make sure the updates that are wrapped in a sequence are applicable on
the target system. Check the result in the log file located under:
C:\ibm_support\SUAP\%update_id%\result.txt for detailed information.
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Appendix B. Accessibility features

Accessibility features help users who have a physical disability, such as restricted
mobility or limited vision, to use information technology products successfully.

IBM strives to provide products with usable access for everyone, regardless of age
or ability.

IBM System Updates for Microsoft System Center Configuration Manager, v5.0
supports the accessibility features of the system-management software in which
they are integrated. Refer to your system-management software documentation for
specific information about accessibility features and keyboard navigation.

Tip: The IBM System Updates topic collection and its related publications are
accessibility-enabled for the IBM Home Page Reader. You can operate all features
using the keyboard instead of the mouse.

You can view the publications for IBM System Updates for Microsoft System
Center Configuration Manager, v5.0 in Adobe Portable Document Format (PDF)
using the Adobe Acrobat Reader. You can access the PDFs from the IBM System
Updates for Microsoft System Center Configuration Manager, v5.0 download site.

IBM and accessibility

See the [Human Ability and Accessibility Center Website| for more information
about the commitment that IBM has to accessibility.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries.

Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or
service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead.
However, it is the user's responsibility to evaluate and verify the operation of any
non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product, and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.
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Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corporation in the United States, other countries,
or both. If these and other IBM trademarked terms are marked on their first
occurrence in this information with a trademark symbol (° or ™), these symbols
indicate U.S. registered or common law trademarks owned by IBM at the time this
information was published.

Such trademarks may also be registered or common law trademarks in other
countries. A current list of IBM trademarks is available on the web at
land trademark information| at http:/ /www.ibm.com/legal/copytrade.shtml.

Adobe and PostScript are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, other countries, or both.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc., in
the United States, other countries, or both and is used under license therefrom.

Intel, Intel Xeon, Itanium, and Pentium are trademarks or registered trademarks of
Intel Corporation or its subsidiaries in the United States and other countries.

Java" and all Java-based trademarks are trademarks of Sun Microsystems, Inc., in
the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other
countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

VMware, vCenter, and vSphere are trademarks of VMware Corporation in the
United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of
others.
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Important notes

View important assumptions about terminology and claims.

Processor speed indicates the internal clock speed of the microprocessor; other
factors also affect application performance.

CD or DVD drive speed is the variable read rate. Actual speeds vary and are often
less than the possible maximum.

When referring to processor storage, real and virtual storage, or channel volume,
KB stands for 1024 bytes, MB stands for 1°048576 bytes, and GB stands for
1-073°741824 bytes.

When referring to hard disk drive capacity or communications volume, MB stands
for 1000+000 bytes, and GB stands for 1¢000<000+000 bytes. Total user-accessible
capacity can vary depending on operating environments.

Maximum internal hard disk drive capacities assume the replacement of any
standard hard disk drives and population of all hard disk drive bays with the
largest currently supported drives that are available from IBM.

Maximum memory might require replacement of the standard memory with an
optional memory module.

IBM makes no representation or warranties regarding non-IBM products and
services that are ServerProven, including but not limited to the implied warranties
of merchantability and fitness for a particular purpose. These products are offered
and warranted solely by third parties.

IBM makes no representations or warranties with respect to non-IBM products.
Support (if any) for the non-IBM products is provided by the third party, not IBM.

Some software might differ from its retail version (if available) and might not
include user manuals or all program functionality.
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Readers’ Comments — We'd Like to Hear from You

IBM System x
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Version 5.0
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organization, subject matter, or completeness of this book. The comments you send should pertain to only the
information in this manual or product and the way in which the information is presented.
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IBM business partner, or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any
way it believes appropriate without incurring any obligation to you. IBM or any other organizations will only use
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