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Introduction

Welcome to the IBM Flash Management Console, where you can easily manage High IOPSs across multiple
servers throughout a data center. This manual describes IBM Flash Management Console's controls and
functionality.

IBM Flash Management Console runs on both Windows and Linux platforms. IBM Flash Management
Console can manage hosts running Windows, Linux, and Mac OS X. Visit
http://www.ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-65723 (follow that link and then select
*IBM High IOPS software matrix*) for the latest list of supported systems.

NOTE-
All operating systems must be 64-bit architecture to support IBM High IOPS SSD PCle Adapters.

IBM Flash Management Console User Guide
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Getting Started

For detailed instructions to install IBM Flash Management Console, see the IBM Flash Management
Console 3.9.0 Installation Guide.

First Time Setup, New Install

~

NOTE-

To return to the New Install screen at any point during the setup, refresh the browser window.

Select New Install.

Enter the Administrator password.

Enter the ioMemory Push Frequency. The default setting is 15 second increments. Increasing this
number will make updates less frequent and the history/report information less detailed. Decreasing
this number makes updates more frequent, but could affect performance if you are using many clients
(for example, more than 20 or 30 clients).

Enable Remote Access (optional).This setting is unchecked by default. Check this box to allow
remote access to this IBM Flash Management Console server.

. Advertise Using Zeroconf (optional). This allows Agents to automatically discover and connect to

IBM Flash Management Console (requires Avahi on Linux or Bonjour on Windows).

Enter the remote host name in Host Name field.

The Port field is set to 9051 by default; You have the option of entering a different port here.
Use the pre-configured SSL certificate (optional).

Attention!

The IBM Flash Management Console includes a pre-configured SSL certificate, but it is
recommended that you create and use a custom certificate.

IBM Flash Management Console User Guide
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Top-Level Tabs

The IBM Flash Management Console application is divided into five top-level tabs: Overview,
Configuration, Alerts, Reports, and Settings. These tabs are static and appear at the top of the window
regardless of the page you are viewing.

w - A |—|H. #5 ADMIN | LOGOUT | HELP

s
OVERVIEW ~ CONFIGURATION  ALERTS REPORTS SETTINGS

To the right of the top-level tabs are the following title bar links:

o Admin--This is only visible when logged in as an administrator.
o Logout
o Help--This will provide links to IBM support and the online Knowledge Base.

A search box is available below the title bar links when using the Configuration, Alerts, and Reports top-
level tabs. Search is a quick method of filtering items based on a keyword from within the screen you are
viewing. It does not give you as much of a refined searching ability as Enhanced Search, which is located
below the search box.

Enhanced Search is more detailed than the default search. Enhanced Search allows you to search for
devices using a variety of attributes. These attributes are based on the columns (categories) available on each
page. The following is an example of some of the attributes you can search for with Enhanced Search:

| Enhanced Search
Search: Choose Attribute... - Apply
Ad - "
Forma i L Assign Label More Actions ~ Edit Columns
Driver/Firmware (=
[CI] High 3 Hostname Reserve Space Device S/IN Filesystems
Farmatting & Volume b Format UUID
[ 12821  Hardware b Formatted Size R St e bmetalhostacme.com 10000 % 123200180
- Host 4 Sector Count: " 266 NBTsen
1232] o ¢ bmetalhost.acme.com 100.00 % 1232D0181
| PCT b Sector Size W 601 MBisec dto ot sty
Performance/Status b
Pal Settings b Displaying 1 - 2 of 2|

If a current search criteria is applied on any of the pages where the Search box is active, you will see that
criteria displayed above the grid. Use Enhanced Search to add additional search criteria to the search.
(Additional search criteria are evaluated as a logical AND, where all search criteria must be satisfied for
results to display.)

Enhanced Search
HOSTS
Host IP contains 148 (x| Current Operation is Attach (x|  clear search (X
Format Update Firmware More Actions ~ Edit Columns

Click on the criteria itself to remove an item from the search criteria, or click on Clear Search to clear all
search filters.

IBM Flash Management Console User Guide 13



Sidebar

Each of the main tabs, except Overview, has a navigation sidebar on the left side of the screen that provides
selection options for the active tab.

B ALL HIGH IOPS (2)

CACHES (3)

HOSTS (6)

For the Settings tab, the following options are provided:

IBM Flash Management Console User Guide
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APPLICATION
REMOTE ACCESS

REMOTE ACCESS KEY

AGENTS

LICENSES

DATABASE

VCENTER SERVER

LABELS

SAVED SEARCHES

USERS
LOCAL ACCOUNTS

IDENTITY PROVIDERS

ALERTS
RULES

SMTP SERVER

SUBSCRIBERS

IBM Flash Management Console User Guide
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Paging and Refresh

On the Configuration and Alerts tabs, data is presented as grids. These grids display 10 items per page, and
you can use controls at the bottom of the grid to navigate through the pages. The following paging controls
are available:

[4 4 |Pagez  of10 | b | b] | &

First Page

Previous Page

Page Number — where you can enter the number of the page you want to view
Next Page

Last Page

= |
At the bottom of these grids there is also a Refresh icon e that will force the data in the grid to be
updated. If you do not click Refresh, data currently displayed in the grid is automatically updated every 10
seconds.

Attention!

In some cases, clicking the Refresh icon does not refresh the grid completely. In these cases,
refreshing or reloading the browser content can reformat the screen and update the grid correctly.

IBM Flash Management Console User Guide
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The IBM Flash Management Console Feature Set

This section describes the controls and features of the IBM Flash Management Console.

Overview Tab

The Overview tab summarizes key information gathered from all High IOPSs, including IOPS, Reserve
Space, and Temperature.

n e ADMIN | LOGOUT | HELP
s o A Mm g

o

ment Console OVERVIEW  CONFIGURATION  ALERTS REPORTS SETTINGS

OPERATIONS
Go to Reports

EAW Mo prostrm At caP ot Ay Mo A PAR A oo i AP0

Operations (k IOPS)
&

o 9 May 2013 12 May 2013 15 May 2013 18 May 2013
RESERVE SPACE TEMPERATURE
10 to 60% 50°C to 70°C 0
Less than 10% 0

IBM Flash Management Console User Guide 17



Operations

Operations shows a historical trend of TIOPS for all devices being managed by the IBM Flash Management
Console Management Solution.

_READ.

Read and Write buttons at the bottom of the graph allow you to toggle
between the display of Read and Write data of the Operations report.

Go To Reports

Click the Go to Reports link to take you to the information contained on the Reports Tab. For more
information, see the See Reports Tab on page 36.

Reserve Space

Reserve Space (as shown on the Overview tab) displays helpful information regarding the health of the
devices being monitored as determined by the percentage of reserve space available. The reserve space
decreases as NAND blocks are retired, with write operations tending to wear out blocks faster than reads do.

RESERVE SPACE

ore than c0% | 6

10 to 60% 0

Less than 10% 0

An early warning message is sent by the driver when the amount of reserve is close to reaching the 10%-
available threshold. If the reserve space decreases to 0% of its original size, the device enters write-reduced
mode (degraded) in order to prolong the lifespan of the device. Sometime after the reserve space is depleted,
the device enters read-only mode and no further writes to the device can be done. If crossed, these thresholds
and their accompanying messages should provide ample time for you to back up and migrate data on the
device.

The links on the left of the reports will take you to the Configuration tab with an Enhanced Search filter set
that matches the link. For example, clicking on the "More than 60%" link will take you to the Configuration
tab where an "Reserved Space is greater than 60" filter only shows High IOPS that have at least 60% reserve
space remaining.

The number to the right of the report is the number of devices being monitored. In the example shown, 16
devices are at More than 60%.

IBM Flash Management Console User Guide
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Temperature

The temperature report shows how many of the High IOPSs are within preset temperature ranges.

TEMPERATURE

More than 70°C 0

50°C to 70°C 0

Less tnan s0°c. | 5

The links on the left of the reports are links that will take you to the Configuration tab with an Enhanced
Search filter set that matches the label. For example, clicking on the "Less than 50°C" link will take you to
the Configuration tab where an "FPGA Temperature is less than 50" filter only shows devices whose
temperature is less than 50 degrees centigrade.

Normal operating temperatures for devices vary. However, as device temperatures rise the following alerts
may be generated:

o Warning — the temperature of the device is high enough to take note of, but can still operate
normally.

o Error — the temperature of the device is too high to continue normal operation, and it is removed
from the bus. However, the device can still be queried.

o Shut Down — the temperature has reached or exceeded the maximum allowable temperature, and the
FPGA shuts the device down completely.

IBM Flash Management Console User Guide
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Configuration Tab

This page provides a central location where you can configure and manage your devices.

. s A

Flash Management Console OVERVIEW | GONFIGURATION  ALERTS REPORTS SETTINGS

ADMIN | LOGOUT | HELP

SEARCH HIGH IOPS

Enhanced Search

Host IP contains 123 X clear search (X

) ALL HIGH IOPS (2)

| Format H Update Firmware H Assign Label H More Actions ~

CAGHES (3) D\ High IOPS \ Status

HOSTS (6)

{ |Pagd1l o1 b Kl |

Reserve Space Device SIN

No results found

EditColumns

No data to display

Click the More Actions button to access the Attach Device and Detach Device options. See See More

Actions on page 30 for more information.

Device List

To the right of the sidebar is the main content area where a grid is displayed that contains all items that

match the currently-selected sidebar item.

ALL HIGH IOPS

Enhanced Search

| Format H Update Firmware H Assign Label || More Actions ~

D‘ High IOPS. | Status Hostname

R WM 255 MB/sec

[[] 1232D0180 w 200 ME/ooe bmetalhost.acme.com

R BN 131 MBises

[[1 1232D0181 o e bmetalhost.acme.com

4 4 |Page[t  of1| b bl | @

Reserve Space Device SIN Filesystems
100.00 % 123200180
100.00 % 123200181

Edit Columns

Displaying 1- 2 of 2

IBM Flash Management Console User Guide
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Click the checkbox next to each device on which you want to perform an action, or click the device's name
to open its Device Page (see the See Device Page on page 63 for more information).The actions that can be
performed are:

o Format

e Update Firmware
e Assign Label

e Attach device

e Detach device

You can select multiple checkboxes to perform an action across multiple devices.

Attention!

Do not Update Firmware across multiple devices simultaneously. Update firmware on one device at
a time. A Duo card should be treated as two logical devices and each half should be updated
separately.

Attention!

In the image above, the ioMemory filter has been selected in the sidebar. IBM Flash Management
Console is displaying the information selected by the user. In this case, it displays each device's
Status, Hostname, amount of Reserve Space, Device Serial Number, and Filesystems. The
information displayed is different when Caches, Hosts, or Clusters are selected.

IBM Flash Management Console User Guide
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Columns
Click the Edit Columns link to specify what device data you want displayed in the device grid.

EDIT COLUMNS

Performance/Status Driver/Firmware PCI
# Status Driver Version PCI Device ID
Active Media Current Firmware Revision PCI Slot Number
Alias Current Firmware Version PCI Subsys Device 1D
Current Operation Minimum Firmware Revision PCI Subsys Vendor 1D

Current Operation Phase
Current Operation Progress
State
Host Online
Current RAM Used
Peak RAM Used

#| Reserve Space
Session Read Ops
Session Write Ops
FPGA Temperature
Total Physical Read
Total Physical Written

Settings

Beacon Status
Swap Support

Hardware
Board Kind
Device Label
Device Name
ECC Bytes Per Codeword

Formatting and Volume

Format UUID

Sector Count

Sector Size

Formatted Size
# Filesystams

Host

# Hostname
Agent Version
Trim Service Active
Host IP
Host Online
Host OS5
085 Mative Trim Active
Haost Offline Since
Trim Enabled

PCI Vendor ID
PCle Bandwidth
PCle Link Width
PCle Link Speed
PCI Slot Power

Adapter
Adapter Board Kind
Power Amps
Min Valts
Peak Amps
Peak Volts
Peak Watts
Power Vaolts
Power Watts
External Power
Adapter PCle Bandwidth
Adapter PCle Link Width
Adapter PCle Link Speed
Adapter PCI Slot Power
PCle Pawer Limit
Power Maonitoring

ECC Num Bits Correctable Adapter S/N
Factory Capacity
Location Within Adaoter
lpdate Columns Cancel

Select the columns you want to display, then click Update Columns.

Pagination
The main pages under the configuration tab display up to 10 devices on a page. If a search results in more

than 10 devices, the results will be paged, and you can use the controls at the bottom of the list to move
between result pages.

[4 4 |Pagez  of10 b | bl | &
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ioMemory

The High IOPS screen displays a list of IBM High IOPS SSD PCle Adapters that are being managed. The
devices are listed by alias, which, by default, is the serial number of the device. (However, the alias can be
changed on the Configure Device Tab. For more information, see See Configure Device Tab on page 65)

On the High IOPS screen, the alias is an active link that will take you to the Device Page, where device tabs
provide additional information and configuration options for the device. For more information, see See
Device Page on page 63

Click the checkbox next to each device on which you want to perform an action, or click the device's name
to open its Device Page.The actions that can be performed are:

Format

Update Firmware
Assign Label
Attach device
Detach device

You can select multiple checkboxes to perform an action across multiple devices.

Attention!

Do not Update Firmware across multiple devices simultaneously. Update firmware on one device at
a time. A Duo card should be treated as two logical devices and each half should be updated
separately.

Format

Attention!

Formatting a device will destroy any data still remaining on it. Please be sure to back up your data
before proceeding.

Your High IOPS comes pre-formatted to factory capacity.Generally, it is not necessary to use this option.
However, you would use it if any of these situations arise:

¢ You need to re-format the drive to change its logical size or modify write performance.

o Your application supports sector sizes larger than 512 bytes (the default), and you want to tune your
device accordingly. Larger sector sizes allow for more optimal CPU/memory use, and the Maximum
Capacity format option provides a larger format size when the sector size is increased.

¢ You are instructed to do so by IBM Customer Support.

IBM Flash Management Console performs a low-level format that is different from a format performed by an
operating system using standard disk management utilities. You do not need to perform a low-level format
to create an operating system-specific volume on the device. You can select one or more High IOPS on the
IBM Flash Management Console page to format simultaneously.

When you click the Format button, the Low-Level Format dialog appears.

IBM Flash Management Console User Guide
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LOW-LEVEL FORMAT

{1 Device)

FORMATTING

Write Performance

)

Factory Capacity H

This option provides the factory capacity for the device.

SECTOR SIZE: Modify

Capacity

512 bytes (100%)

DEVICES

 Format ioMernory PCI Address Current Formatting New Formatting
~ 123200180  01:00.0 1,205 GB 1,205 GB (100%)

Format Devices Cancel

Attention!

In some configurations, the sector size will not be able to be modified from this screen. If that is
the case, the Modify link will not be displayed.

Here you can set the ratio of Write Performance to Capacity. You can increase Write Performance by
decreasing the High IOPS's capacity--the reverse is also true. You can select from a drop-down list of preset
ratios (Maximum Capacity, Factory Capacity, Improved Performance, High Performance).

FORMATTING

Maximum Capacity

¥ Factory Capacity
High Performance
Custom

You can customize the Write ratio with the Custom selection (from the drop-down menu) or by dragging
the line between Write Performance and Capacity in the graphic.

IBM Flash Management Console User Guide
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You can modify the sector size here. Click the Modify link and enter a new sector size in bytes.

SECTOR SIZE: Reset

Bytes: |512

/. Warning: Changing sector size to something other than 512 (factory default)
may cause unexpected application behavior.

You can also change the sector size by dragging the sizing bar in the Write Performance box.

Write Performance

Capacity
(52%)

Attention!

Changing sector size to something other than 512 (factory default) may cause unexpected
application behavior.
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The selected High IOPS(s) appear below the Write Performance/Capacity graphic. Check the corresponding
checkbox to perofrm the desired action on the selected device or devices.

NOTE-

If an High IOPS is unable to format (that is, it is busy or the formatting is not valid for that
particular device), you will not be able to select it for formatting.

When you are ready to format the selected High IOPS(s), click the Format Devices button.
To exit the Low-Level Format dialog without formatting any devices, click, the Cancel link.

When the format process begins, the Config History bar appears at the bottom of the screen. For more
information, refer to the Config History section of See Appendix B - Software Updates on page 101.

Update Firmware

Updating High IOPS involves two procedures: updating the ioMemory VSL (driver) on the host machine,
and updating the firmware on the High IOPS. Refer to See Appendix B - Software Updates on page 101 for
more information.

Attention!

Before using the GUI to update firmware, you must place the new firmware packages on the
machines that contain the device you want to upgrade. In some cases, you may need to create the
folder or directory where the GUI will look for the firmware packages.

For Linux, verify that the following directory exists:

/usr/share/fio/firmware

If the directory does not exist, create it. After the directory is created, copy the firmware package to
the directory.

For Windows, verify that the following folder exists:
C:\Program Files\Fusion-io ioMemory VSL\Firmware

If the folder does not exist, create it. After the folder is created, copy the firmware package to the
directory.

The Update Firmware operation lets you upgrade the High IOPS's firmware. You should upgrade the
firmware if:

« IBM Flash Management Console presents a warning icon stating that the firmware is out of date.

o The Windows System Event Log or Linux system log (typically in /var/log/messages) reports a
problem due to out-of-date firmware.

o The High IOPS stops working.

e You are instructed to do so by IBM Customer Support.
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NOTE-

In most cases, if you upgrade the High IOPS firmware, you must also upgrade the High IOPS
driver. Most support issues arise from mismatched firmware and drivers.

Upgrading the firmware may take some time. Monitor the progress using IBM Flash Management Console.

Attention!
Back up the data on your High IOPS(s) prior to performing the upgrade.

Attention!

It is extremely important that the power not be turned off during a firmware upgrade, as this could
cause device failure. If a UPS is not already in place, consider adding one to the system prior to
performing a firmware upgrade.

Attention!

Interrupting an update while it is in progress can result in permanent damage to the device. Never
use the Windows Task Manager to stop the update or kill the process in Linux. (For this same
reason, the Agent process ignores all termination requests.) If the operation fails, it is critical that
you restart this operation and complete it successfully before restarting the computer to prevent
damage to the device.

When you click the Update Firmware button, the Update Firmware dialog appears. Here you can select
from the drop-down menu the version of the firmware you would like to install.

UPDATE FIRMWARE X CLOSE

(0 Dy

SELECT FIRMWARE

Update firmware to -

DEVICES
|:| IIpdate ichMemony PCl Address Current Version Mew Version

113409311 01:00.0 Mot Eligible: Mo updates available.

L. IMPORTANT: Interrupting firmware upgrade while it is in progress can result in permanent damage to
the device. If the ocperation is canceled or fails, it is oitical that the ocperation be restarted and completes
sucoessfully before a reboot ooours to prevent damage to the device.

|pdate Fimware Cancel

IBM Flash Management Console User Guide
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The selected High IOPS(s) appear below the Update firmware drop-down menu. Check the corresponding
checkbox to perofrm the desired action on the selected device or devices.

NOTE-

If an ioMemory device is unable to update (that is, it is busy or updates are not available for that
particular device), it will display in a separate section titled Unable to Update at the bottom.

When you are ready to upgrade the selected High IOPS's firmware, click the Update Firmware button. Or,
to exit the Update Firmware dialog without updating any devices, click the Cancel link.

When the firmware update process begins, the Config History bar appears at the bottom of the screen. For
more information, refer to the Config History section of See Appendix B - Software Updates on page 101.

IBM Flash Management Console User Guide
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Assign Label

Assign Label lets you organize your High IOPSs into categories or groups.Clicking on the label will
quickly display all High IOPSs belonging to that group.

NOTE-

When you create a new label, you can mark it as a Favorite by selecting the star icon. For more
information about Labels, see See Labels on page 41.

NOTE-

You can also create new labels on the Settings tab.

More Actions -

v

[Tl Label
[ Test

Create New | Manage Labels

To create a new label, select one or more High IOPSs on the IBM Flash Management Console page and
click the Assign Label button, then click the plus button. The New Label drop-down appears.
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NEW LABEL

Enter New Label: ||

Save Label Cancel

Type in the label's name and click Save Label.

The New Label dialog will close after you save the label. Alternately, you can close the window with the
Cancel link or the x in the upper right comner.

Label Favorites

The Favorites feature lets you tag a label as a Favorite by clicking the gold star next to the label name.
You can mark any label as a favorite, including your own labels and those created by other users.

More Actions
Here you can attach or detach the selected High IOPSs.

More Actions ~

Attach
Detach

The Attach Device operation creates a link, so the High IOPS interacts with the operating system. In most
cases, the operating system driver automatically attaches the installed device at boot time, so you only need
to use Attach Device when you manually detach an High IOPS (that is, to perform a low-level format).

Detach Device disconnects your High IOPS from the operating system. Once detached, the device is not
accessible to users or applications. (You need to use Attach Device to make it accessible.) You will not
need to use this action because IBM Flash Management Console automatically detaches when performing an
update or format from the UL

Caches

The Caches table displays the name of the cache, its status (Enabled or Disabled), the High IOPS in use, the
Hostname, the Cluster Name, and the Backing Store Device Name (the backing store device is the name of
the device being cached). All these links take you to the Device page, except the Cluster Name that takes
you to a table showing all the hosts that are part of the cluster.
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ADMIN | LOGOUT | HELP
™ 4 / = L L

janagement Console OVERVIEW  CONFIGURATION  ALERTS

Enhanced Search

ALL HIGH IOPS (1) St Columns

CACHES (1) Host Status Capacity Cache Devices
1p-esxi-2.int fusionio.com i, Enabled (Not caching Automatic 1 IR

HOSTS (3)

Paget  bf1

]

Displaying 1- 1 of 1

For information on caching concepts and administration, see the ioTurbine 2.2.0 Administrators Guide and
the ioTurbine 2.2.0 Concepts Guide.
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Hosts
The IBM Flash Management Console Host Screen displays when the user clicks a Host link in the interface.

When you select Hosts from the sidebar, the host page displays information about the hosts that contain
High IOPSs. By default, the hosts grid shows Hostname, Host IP, Host OS, Status, Drives, and Cluster
Name (if applicable).

m ADMIN | LOGOUT | HELP
» A | %
N " SEARCH HOSTS

ALL HIGH IOPS (2) | Format ‘ ‘ Update Firmware | | More Actions - Edit Columns
CACHES (3) [1] Hostame | HostiP Host 0§ | saus Drives
B HosTs (8) [ bmetalhostacme.com 10503386 Windows © Online 1232D0160,123200181
fio_management vmacmecom  10.50.33.89 SLES 112 HostOffline
fio_management vm.acme.com 10.50.33.86 SLES 11.2 Cffline
host2 acme com 10503389 VMWare ESXI 5.0 Disconnected
vm-1.acme com 10.50.33.89 Windows 8 Disconnected
host1.acme .com 10.50.33.89 WMWare ESXi 5.0 Disconnected
| Paget of1| b bl | @ Displaying 1 - 8 of &

The aliases of the devices (which, by default, are the serial numbers of the devices), and any labels assigned
to the devices, display in the Drives column.
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You can add additional columns to the host page by clicking Edit Columns.

EDIT COLUMNS

Agent Version
Current Operation
Current Operation Phase
Current Operation Progress
Trim Service Active

# HostIP
Host Online

+ HostOS
08 Native Trim Active
Host Offline Since
Trim Enabled

# Agent Status

# Drives

| Update Columns | Cancel

Select the columns you want to display, then click Update Columns.
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Alerts Tab

This page lists current and historical alerts for High IOPSs and cache instances. Alerts are for recording or
notification purposes.

Attention!

If there are current alerts, the Alerts icon will illuminate.

There are three types of alerts that are recorded and displayed in the alerts section.

o Error: o An error or problem has occurred

« Warning: “** A condition has occurred that might cause a problem in the future

o Info: o Useful information

P el
™ A WLe 12

- 5 SEARCH ALERTS
Flash Management Console OVERVIEW CONFIGURATION ALERTS REPORTS BETTINGS

Enhanced Search

ALL HIGH |OPS

) ALL HIGH IOPS Al | i Wamings | @ Emors | @ Info | & Show Only Active Alerts Al dates

EditColumns

CACHES Type Summary Item Hosthame Time Reported (UTC-6)

HOSTS [ ] @ My Alert: Using atleast 1 Amp 123200180 (isMemory] bmetalhost acme.com 2013-05-09 13:00 Archive

(i} = My Alert Using atleast 1 Amp 123200181 (ioMemory! bmetalhostacme.com 2013-05-09 11:06 Archive

Active Alerts

Active alerts are conditions that are persistent and need to be corrected, or that occurred recently and need to
be acknowledged and archived. If there are Current Alerts, the Alerts icon will illuminate.

To show only Active alerts, click the Show Only Active Alerts box.

¥ Show Only Active Alerts

For the Last Days

From the drop-down list, you can choose to show alerts for the selected time span. Select all dates, or 365,
128, or 10 days.

¥ All dates
For the Last 365 Days

Hostname "~ For the Last 128 Days (o8]

For the Last 10 Days

Columns (Alerts Tab)
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Click the Edit Columns link to select what information is displayed in the list for each device.

EDIT COLUMNS

Alert

# [tem

# Time Repored
Status
Rule
Time Cleared
Creator
Enabled
User can archive

Host
# Hostname

Update Columns Cancel

Select the columns you want to display, then click Update Columns.

Archive

Alerts are automatically cleared from the Active Alerts grid when the condition that caused them no longer
exists. You may manually archive Alerts that are present due to a user-created Alert Rule, and those that are
a result of a failed configuration operation. Click the Archive link to the right of the alert in the list.
Archived alerts are still viewable in the Alert History.
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Reports Tab

This page reports the Operations and the Data information for High IOPSs.

m ADMIN | LOGOUT | HELP
e — A M 12
SEARCH HIGH 10PS

- ”
OVERVIEW ~ CONFIGURATION  ALERTS REPORTS SETTINGS

Enhanced Search

ALL HIGH |IOPS

> Ao orsca

v 2013-02-21 | to [Elv 2013-05-21

01

\ 0
AR AP A0 A A0SR AR AN CAS AR ATV
g 225
e
B
2 150
s
|
e
8752
o
o 9May 2013 12 May 2013 15 May 2013 18 May 2013

Operations. Data
T o Avg Read 640MB/s
gWrite:  641MB/s

Avg Read: 266k IOPS ——) AV
Avg Write: 267k IOPS Avg

For more information on the specific graphs available, see See Reports Device Tab on page 67.

Operations - Data Drop-Down
Click to display information about Operations (IOPS) or Data Volume (Data).

Operations -

Data

The selected information's corresponding button (at the bottom of the graph) will be highlighted. You can
also click on the Operations or Data boxes to display their information in the graph.

Date Range

Select the start and end dates for the time range you wish to display.

Read and Write Buttons

Click Read or Write - under the graph to show or hide their data.
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Settings Tab
Use the Settings page to manage remote access options, local accounts and identity providers, alert rules,

SMTP server options, subscribers, High IOPS labels, and saved searches.

e A L 7y

" «
Flash Management Console OVERVIEW  CONFIGURATION  ALERTS REPORTS SETTINGS

REMOTE ACCESS

ADMIN | LOGOUT | HELP

To allow remote connections, you must enable and configure the remote access setings.

AERLICATION Agent Push Frequency 15 seconds
REMOTE ACCESS
Server Address (URL)
REMOTE ACCESS KEY
Host Name @ 10.30.127.95 5
AGENTS
Port 443

LICENSES
S5L Certificate Options

DATABASE Choose the certificate type that should be used for the SSL connection.

VCENTER SERVER « Pre-configured SSL certificate (Less secure)
This certificate type prevents the agent from validating that this server's hostname matches the certificate, and will cause web browsers to warn of an untrusted certificate

LABELS

Custom SSL certificate (More secure)
SAVED SEARCHES

Save Changes

USERS

LOCAL ACCOUNTS

IDENTITY PROVIDERS

ALERTS
RULES

SMTP SERVER
SUBSCRIBERS

Attention!

Some features on the Settings page are only available to a Server Admin.

Remote Access

Use the Remote Access screen of the Settings Tab to configure users' and hosts' remote access settings.

Agent Push Frequency

Use this field to enter the Agent Push Frequency. The default is 15 seconds. Increasing this number will
make updates less frequent (and history/report information less detailed). Decreasing this number makes
updates more frequent, but could affect performance if you are using many clients (more than 20 or 30, for
example).

Attention!

Increasing this number above 600 displays this message:
"A high push frequency will potentially result in data being out of date in ioSphere."

Enable Remote Access

Check this box to allow remote access to the Management Server from Agent processes not located on the
same machine as the Management Server.
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Attention!

Do not disable remote access from within the VMWare VCenter plugin. Doing so will cause
vSphere clients to fail to connect to IBM Flash Management Console.

Advertise Using Zeroconf

Check this box to cause the Management Server to advertise its service using the Zeroconf service discovery
protocol. This allows remote Agent services to automatically discover and communicate with the
Management Server.

Attention!

The Zeroconf protocol requires that Avahi be installed on Linux operating systems and Bonjour be
installed on Windows operating systems.

Host Name

Enter an IP address that will not change in an uncontrolled way (such as a DHCP lease that expires). This
address is used by Agent services to communicate to the Management Server.

Port

By default, the port is set to 9051, which is reserved for IBM Flash Management Console worldwide and
should not conflict with any other applications. You may opt to change the port (to 443, for example)
depending on your requirements.

In the vCenter plugin, the port is set by default to 443. It is strongly recommended that you do not change

this port. If you do change the port you will need to re-register the plugin. You can re-register the vCenter

plugin by connecting to the web browser version of your IBM Flash Management Console plugin, clicking
Settings, then clicking VCenter Server. Click Register to save the changes..

SSL Options

You have two options to set the SSL Certificate you will use while running IBM Flash Management
Console: a pre-configured certificate or a custom certificate.

SSL Certificate Options
Choose the certificate type that should be used for the SSL connection.

Pre-configured SSL certificate (Less secure)

(#) Custom SSL certificate (More secure)
NMOTE: Custom certificates must be in PEM format.

Key Cheose File | No file chosen
Certificate Cheose File | Mo file chosen
CA Chain (opticnal) Choose File | Mo file chosen
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If you chose to set a custom SSL certificate, you will need to select the Key and Certificate PEM files.

The CA Chain is required as well. However this Chain may be appended to the Certificate file or uploaded
as its own file. If the Chain is in the Certificate you are uploading, no additional file is necessary.

Attention!

You must ALWAYS upload a CA chain for your server certificate.

Use pre-configured SSL Certificate

Select this option to use the pre-configured certificate provided. This will result in "untrusted certificate"

messages. It is less secure than using a certificate made specifically for your server that is signed by a trusted
CA.

Use my own custom SSL Certificate

Select this option to update your own Key, Certificate, and CA Chain.

Remote Access Key

To manually configure an Agent to communicate with the Management Server, you can download a remote
access key and install it on Agent machines. This may be required in cases where Advertisement has been
disabled (either by configuration or due to lack of Zeroconf support), or the network has multiple
Management Servers.

Copy the .key file to the cache host machine in the following folder:
C:\ProgramData\fio\agent keys

REMOTE ACCESS KEY
When you click the butten below, this Management Server will create a binary key file to save. This file will contain information for remote hosts to connect to this Management Server.

This file must be deployed to each remote agent that you want to connect to this Management Server (following the instructions found in the user guide). This file must not be deployed to this
Management Server. An agent running on this Management Server will connect automatically.

QL Download Remote Access Ke

Agents

There are two ways to grant access to Agents: click on the box next the Agent name and then click the
Grant Access button, or click the link to the right of each Agent's name. Once an Agent is authorized, it gets
its own username and password in the database and has a full access key.
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AGENTS

Agent Connection Requests
Grant access to agents attempting to connect. ioSphere will not communicate with the Agent until authorized

D| Agents
Mo results found

Page 1 of 1| b bl | & No data to display|
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Database
Here you can adjust the size of your history database by specifying how many days to include in the
historical data. Click Save Changes after you have made any changes.

HISTORY DATABASE

Manage various aspects of the database
History Database Size

Current Database Size 118 4MB

Keep Historical Data 30 days
Estimated database size: 54 8MB

Save Changes
BACKUP DATABASE

Download a backup archive of the entire database

By default, IBM Flash Management Console keeps the last 30 days of data. This can be modified to store up

to two years.

Labels

Labels are used to organize your High IOPSs into categories or groups. Once a label is created on the
Configuration tab, you can rename it, mark it as a favorite, or delete it on this screen. See See Configuration

Tab on page 20 for more information about creating labels.
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MY LABELS

Add Label

Favorite Name Members Delete
bother 2 devices Delete
label none Delete
storm 2 devices Delete
test none Delete
Page!  ofl =2 Displaying 1 - 4 of 4|
Note: Removing a label will not remove the devices assigned to that label.
OTHER USERS' LABELS
Favorite Name Members Owner Delete
No results found
Page!  of1 =) No data to display

Other Users' Labels: While only an Admin can edit labels created by other users, anyone can add
another users' label to their favorites.

Rename

To rename a label, click on the name and enter your changes.

Favorite

To change the Favorite settings of a label, click the star icon next to the label name. A yellow star means it
is a favorite, a faded star means it is has not been marked as a favorite.

Delete

To delete a label, click on the Delete link next to the name.
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Saved Searches

Saved Searches let you easily return to a previous search multiple times. Once a saved search is created on
the Alerts (see See Alerts Tab on page 34)or Reports tab (see See Reports Tab on page 36), you can come
here to rename it, mark it as a favorite, or delete it.

MY SAVED SEARCHES

test of save search View search results Delete

Note: Removing a saved search will not remove the devices assigned to that search.

OTHER USERS' SAVED SEARCHES

No Saved Searches have been created.

To view the results of a saved search, click the View Search Results link. The search results will display in
the appropriate tab.

To rename a saved search, click on the name and enter your changes. To change to the Favorite settings of a
saved search, click the star icon next to the name. A yellow star means it is a favorite, an empty star means it
is not. To delete a saved search, click on the Delete link next to the name.

NOTE-

Other Users' Saved Searches: While only an admin can edit saved searches created by other users,
anyone can add another user's saved search to their favorites.
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Local Accounts

Here you can create and manage user accounts and user roles.

Add User

Add User
To add a new user, click the Add User link. ﬂ

ADD USER

User

Username:

Fassword:

Confirm Password:

Permissions
Enabled # Enable this user account.
Role: ¥ Server Admin
Device Admin
User

Add User Cancel

Enter a unique username, password, and assign the user's role, which will affect that user's permissions. Click
Add User to save the user information.

Edit User

To edit a user, click on the username link.
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EDIT USER

User

Usemame: admin

New Password: Change Password

| Save Changes | Cancel

To change a user's password, see See Changing Passwords on page 46.

Delete User

To delete a user, click on the Delete link given in the Delete column.

Bulk Actions

Using the checkboxes next to each user, you can select an action to apply to all the selected users. Select
Enable, Disable, or Delete. Then click Apply.

+ Bulk Actions... Apply
| Disable |
Delete

Change Role to

Using the checkboxes next to each user, you can assign a role and grant that role's rights to all selected
users. Select the user, then select:

¥ Change Role to... Apply

| Device Admin |
User

Then click Apply.

The available roles are:
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o Server Admin - The Server Admin role can administer the server and change configuration and

settings on the server and the ioMemory devices attached to the server.
« Device Admin - The Device Admin role can administer and configure the ioMemory devices

attached to the server, but cannot make changes to the server.
o User - The User role has read-only privileges to the server and devices attached to the server, but

cannot make changes to either of them.

Changing Passwords
To change a user's password, click a username in the Local Accounts screen (located under the Settings tab).

Either action results in the Edit User dialog appearing.

EDIT USER X CLOSE
User
Username: test
Mew Password: Change Password
Permissions
Enabkled @ Enable this user account.
Raole: Device Admin -
Save Changes Cancel

Click Change Password to change the user's password.
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EDIT USER

X CLOSE
User
Username: admin
Old Password:
New Password:
Confirm New Password:
Save Changes Cancel

Enter the new password information, then click Save Changes.

To change your password while you are logged in, click your user name in the upper right corner of the
screen.

Resetting the Admin Password

If you change another user's password, you do not need to enter the old password, and you must be an High
IOPS Admin. However, when you change the admin's account password, you must enter the old password.
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EDIT USER

X CLOS

User

Username: admin

Old Password:

Mew Password:

Confirm Mew Password:

Save Changes Cancel

If you forget your admin password, you can reset it by running £io-msrv -w at the command line.

Example Role Mappings

Here are some examples of role mappings that might be configured for different LDAP directory
deployments:

Members of the Administrator group are in role Server Admin

o Set the Search Base DN field to the Administrators group entry. For example:
CN=administrators,OU=groups,DC=example, DC=com

o Set the Search Filter: (member=${dn})" (typical for AD) or (uniqueMember=${dn}) (typical
for non-AD). If you are unsure which attribute holds the members of the group, you can use the
search filter (| (member=${dn}) (uniqueMember=${dn}))

« Set the Scope to Base level

« Set the Role to Server Admin

Members of the Administrator group are in role Server Admin (alternate AD config)

Sometimes in Active Directory, and some other LDAP deployments a user is given group membership by
placing an attribute on the user's entry (like memberOf). This role mapping will grant the same role as
above for these cases:

o Set the Search Base DN field to the user's entry: ${dn}
o Set the Search Filter:
(memberOf=CN=administrators, OU=groups,DC=example,DC=com)
« Set the Scope to Base level
o Set the Role to Server Admin
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Users who have the title of manager are in the Device Admin role
In this scenario, we use an attribute called title on the user's object to determine whether they are in the
Device Admin role.

Set the Search Base DN field to the user's entry: ${dn}
Set the Search Filter: (title=manager)

Set the Scope to Base level

Set the Role to Device Admin

Click Next Step to test your settings.

Grant a specific user the Server Admin role
You may find situations where a specific user is not in a group, but needs to be in a role. This can be done
by creating search criteria which matches true only for that user.

o Set the Search Base DN field to the user's entry: ${dn}

o Set the Search Filter: (sAMAccountName=jdoe)

« Set the Scope to Base level

o Set the Role to Server Admin

Grant the User role to everyone who is able to authenticate

If you want everyone who is able to log in to have at least the User role, you can do this:

Set the Search Base DN field to the user's entry: ${dn}
Set the Search Filter: (objectclass=*)

Set the Scope to Base level

Set the Role to User

Identity Providers
Currently the IBM Flash Management Console only supports LDAP identity providers.

For more information about LDAP settings, refer to See Appendix A - Adding and Editing LDAP Providers

on page 92
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Add LDAP

Add LDAFP
Click the Add LDAP i link to open the Add LDAP wizard, where you can configure the

LDAP connection, User Mapping, Role Mapping, test LDAP settings, and add additional LDAP
configurations.

ADD LDAP

CONNECTION

Name:

Primary Server: localhost 1389
Use SSL

Backup Mirror: (optional)
Use SSL

Default Base DN: Select or type a DN... ¥ | | Fetch some DNs

Timeout: 10 seconds

Enable LDAP: ™ Enable this LDAP directory?

Authentication
Authentication Required: Authentication reqguired to search LDAP?

Test Connection
USER MAPPING
ROLE MAPPING

TEST LDAP SETTINGS

Next Step Cancel

Enter the LDAP connection information, then click Next Step.
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CONNECTION Edit Connection

Unnamed (Enabled, Timeout: 10 seconds)
Idap://localhost: 389

USER MAPPING

DM Builder | or | Search

Template: =login name, R

DIN:

ROLE MAPPING

TEST LDAP SETTINGS

|  MextStep | Cancel

Enter the LDAP User Mapping information, then click Next Step.
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CONNECTION Edit Connection

Unnamed (Enabled, Timeout: 10 seconds)
Idap://localhost: 389

USER MAPPING Edit User Mapping
DN: ${username}
ROLE MAPPING {3 Add Role Mapping

TEST LDAP SETTINGS

|  MextStep | Cancel

Enter the LDAP Role Mapping information, then click Next Step.
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ADD LDAP X CLOSE

CONNECTION Edit Connection

Unnamed (Enabled, Timeout: 10 seconds)

|dap:/localhost: 389

USER MAPPING Edit User Mapping

DN: ${usemame}

ROLE MAPPING Edit Role Mapping
TEST LDAP SETTINGS
User: Test
Test Results:
Add LDAP Cancel

Enter the Test LDAP Settings information, then click Test to test the LDAP setup. When the setup is
complete and functional, click Add LDAP.

Edit LDAP
To edit an LDAP entry, click on the Provider link.

Delete LDAP
To delete an LDAP entry, click on the Delete link next to the provider.
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Rules

In this screen, you can create, edit, and review rules that generate alerts.

ALERT RULES & Add Rule

All | i Warnings | @ Erers | @ Infe

Alert

@ cuuster degraded

© Hostleftthe ION Cluster

© ciuster restored

o The appliance left the cluster due to an unexpecte
!. Bypass mode: Write-invalidate-erase failure.

(L. Bypass mode: User requested

o Missing backing store

© wissing isMemory

o Multiple cluster nodes believe they are active and

£EL The cluster IP is unreachable.

Pagel  lof10 b bl | &

Description

A host has left the ION Cluster.

The host has left the ION Cluster.

The ION Cluster has been restored

The directCache instance is currently running in bypass mode. Bypass mode due to doub

The directCache instance is currently running in bypass mode. This was due to a user act

The cache is missing its backing store and is not functional. Restore the backing store de

The cache ioMemory device is missing and is not functional. Make sure the ioMemory is ...

Storage Pool

Management Se

Management Se

Management Se

Management Se

Management Se

Management Se

Management Se

Management Se

Management Se

Management Se

Status

@ Enabled

< Enabled

@ Enabled

< Enabled

@ Enabled

@ Enabled

< Enabled

& Enabled

< Enabled

= Enabled

Delete

Displaying 1 - 10 of 83

Add Rule

& Add Rule

Click the Add Rule
filter that will trigger an alert.

link to open the Add Alert dialog, where you can create a custom
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ADD ALERT

X CLOSE

ALERT PARAMETERS

Add search parameter or Add Saved Search

Cancel

In the Add Alert dialog, click the Add search parameter button or (if you have one or more saved
searches) the Add Saved Search button. When you add a saved search, its parameters are automatically
added to the new Alert.
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ADD ALERT

X CLOSE
ALERT PARAMETERS
Choose Attribute... - O
& Add Search Parameter
Mext Step Cancel
From the Choose Attribute drop down list, select the attribute you wish to add to the rule.
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ADD ALERT

ALERT PARAMETERS

Choose Attribute...

Adapter
DriverfFirmware

Formatting B Vaolume

Hardware

Host

PCI
Performance/Status

v v v v v v ¥ W

Cettings

& Add Search Paramete

Alt Part Number

Board Kind

Device Label

Device Name

Device S/N

ECC Bytes Per Codeword
ECC Num Bits Correctable
Factory Capacity
Location Within Adapter
Part Number

Port Within Adapter
Product Name

Product SKU

Product Serial Number

Enter the Rule parameters for the chosen attribute.

Mext Step
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ADD ALERT

X CLOSE
ALERT PARAMETERS
Current Firmware Version [{7.1.13 o
is I
is not
is greater or egual to
is less or equal to
is greater than
is less than
&? Add Search Parameter
| Next Step Cancel
To add additional search attributes to the rule, click the Add Search Parameters
W Add Search Parameter
link.
To delete an attribute, click the delete icon : next to the attribute.
Click the Next Step button to continue.
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ADD ALERT X CLOSE

ALERT PARAMETERS Edit Parameters

Current Firmware Version is 3.3.1 X

GENERAL INFORMATION AND SUBSCRIBERS
Alert Type: Info :
Alert Name:

Alert Description:

Alert Status: Enabled

Add Alert Cancel

Add additional information about the alert here, including Alert Type, Alert Name, Alert Description, and
Alert Status. You can also click the Edit Parameters link to go back and add, remove, or change
parameters. Click the Add Alert button to add the alert, or the Cancel link to discard the alert.

Edit Rule

To edit custom rule entry, click on the Rule link.

Delete Rule
To delete a custom rule entry, click on the Delete link next to the Rule.

NOTE-

Only custom rules can be modified and deleted.
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SMTP Server

In order for the IBM Flash Management Console to send alert emails, you must first configure the SMTP
server settings here. Once you enter in the correct parameters, click the Save Changes button to save the
SMTP settings.

SMTP SERVER

An SMTP server is required to receive alert notifications

Sender
Sender Mame: (optiona insphere
Sender Email: calcotetest@fusionio.com

SMTP Server Address

Server Host Mame: mail-fusionio.com

Server Port Mumber: &7

Use SSL: Yes, use SSL.
Authentication

Username: calcotetest

Password: sssss

Save Changes
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Subscribers

The IBM Flash Management Console Management Solution can send email alerts to standard or SMS email
addresses. After configuring the SMTP server settings, you can create subscribers and assign them to receive
specific alerts.

Add Subscriber

Click the Add Subscriber link to open the Add Subscriber dialog, where you can enter a standard or SMS
email address and assign the subscriber to be notified when an alert is Set or Cleared.

ADD SUBSCRIBER

X CLOSE

SUBSCRIBER

Enter a standard or SMS email to send alerts to
Email:
Mame: (optional)

Enable Subscriber: Allow alert notifications to be sent to this subscrber.

Subscriptions (optional

All | 4 Wamings | I0Err|:|r5 | ﬂm Motify when Set and Cleared

L8 Minimal mode: Dual plane not supported. [ =
(L. Lifespan write governing activated.

L1y Bypass mode: Write-invalidate-erase failure.
£y Minimal mode: Insufficient memaory.

'0' Configuration Error.

o Completely write throttled. Internal failure.
'0' Completely write throttled. User requested.

© compiletely write throttled. Reason unavailable.

50 T i |

'0' Completely write throttled. Close to wearout.

Add Subscriber ] Cancel

Edit Subscriber

To edit a subscriber, click on the subscriber email address link.
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Delete Subscriber
To delete a subscriber, click on the Delete link next to the subscriber.

NOTE-

Email To SMS: Most mobile carriers offer free Email To SMS gateways which can be used to
forward simple text emails to a mobile phones. Check with your provider to determine your Email

to SMS email address.
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Device Page
The Device page provides a way to monitor and configure devices controlled by a single Agent service.
There are several ways to navigate to the Device page:

o Click a hostname link from any table in IBM Flash Management Console
o Click an High IOPS link name link from any table in IBM Flash Management Console.

A n ‘,g‘_ ADMIN | LOGOUT | HELP
\ L] 3

M
TION ~ ALERTS REPORTS SETTINGS

El
z

bmetalhost.acme.com - 1232D0180

bmetalhost.acme.com CONFIGURE

123200180

1232D0181 ‘ v Alerts

@ This is a user created alert, based on the amperage of my devices.

Settings
High IOPS Alias: 1232D0180 Change
Device Status: Attached Detach
Labels: - Change Labels
Swap Support: Disabled Enable
Beacon: Off Enable

~ Firmware Update Firmware

Driver Version: 3.1.0
Firmware Version: 6.0.0 (104562)

v Low-Level Formatting Low-Level Reformat

Low Level Formatting: Factory Capacity
Total Factory Capacity: 1,205 GB (1,122.244 GiB)
100% factory capacity
Format Capacity: 1,205,000,000,000 bytes
Sector Size: 512 bytes

When the Device Page displays, information pertaining to the server running the Agent service appears in
the upper left-hand comer. A left sidebar lists each High IOPS installed in that server, and a tab panel on the

right monitors and lets you perform configuration tasks.

The Configure and Info tabs include Host Log Report link found at the top of the window.
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Hostname1

INFORMATION

Update Host Software  Compile Host Log  More Actions -

¥ Basic

Host Mame: host name
IP Address: ip_address
05: operating_system

¥ Cache Manage Caching

Status: Enabled (Caching) Disable
Caching Version:  2.0.0.0{5906)

License Mame: Name
Expiration Date: December 21, 2017
Mumber of Licenses: 20 (10 used, 10 available] Add License

Click this link to compile and download a host log for the selected device, when instructed to do so byIBM
Customer Support.

IBM Flash Management Console User Guide

64



Configure Device Tab

Here you can edit the following settings:

« High IOPS Alias (Name, by default the serial number is used)

o Device Status (Attach/Detach)
The Attach Device operation creates a link so the High IOPS interacts with the operating system. In
most cases, the operating system driver automatically attaches the installed High IOPS(s) at boot
time, so you only need to use Attach Device when you manually detach an High IOPS (such as to
perform a low-level format).

Detach Device disconnects your High IOPS from the operating system. Once detached, the device is
not accessible to users or applications. (You need to use Attach Device to make it accessible.) You
should only need to detach an High IOPS to perform a low-level format or a firmware upgrade.

o Labels/Change Labels link

o Swap Support (Enable/Disable)
High IOPS can be used as swap space. By enabling swap here, you are enabling the device for use as
a swap space. This allows the driver to preallocate the memory needed for the device to be used as
swap.

Attention!

When you select Enable here, the device is ready to be used as swap space, but your operating
system still needs to be configured to use the device as swap. You will need to configure the
system to use the device in that manner.

Attention!

You must have 400MB of free RAM per 80GB of ioMemory device capacity (formatted to 4KB
block size) to enable an High IOPS for use as swap. Enabling swap without sufficient RAM will
result in the loss of user processes and system instability.

« Beacon (Enable/Disable)
The Beacon feature causes the selected High IOPS's LEDs to blink, making it easier to find among
several devices.

You can also update firmware (see See Appendix B - Software Updates on page 101 for more information)
and perform a low-level reformat.
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Live Device Tab

The Live tab lets you monitor important information for one or several High IOPSs in real time. The Live
tab displays IOPS Read/Write when Operations is selected, MB/Second when Data is selected, and
Temperature and Reserve Space. Select Data or Operations using the large button above the graph.

The Live tab also displays information for PBW Endurance.
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Reports Device Tab

The Reports tab shows from three to five history graphs for a single High IOPS: Operations, Data &
Endurance, Temperature, Cache Hit Requests, and Cache Latency (the later two graphs are available only
when the device is being used as a cache).

Enter start and end dates in the drop down menus above the graph to show data for different dates.

To see larger versions of the available graphs, click on the smaller graph of the data you wish to view.

Operations Graph

Click the small Operations graph to display information about Operations (IOPS). The selected button will
be highlighted. Operations displays the average Read and Write hits as the amount of IOPS.

Data & Endurance Graph

Data & Endurance shows you the Average Read and Write hits in Bytes per second.

Each High IOPS has a PBW Rating (Petabytes Written Rating). The device's warranty is based on this PBW
Rating.

When Data & Endurance is selected, the following message appears above the graph: "Future performance
based on this date range suggests this device's X PBW Endurance will last for more than X years."

If the date range selected is not an accurate representation of the anticipated future performance of the High

IOPS, you can modify the date range to include data that better represents future behavior and thereby
include a better prediction of the warranty expiration.

Temperature Graph

This data shows you how temperature changes over time (over days or throughout a day).

Cache Hit Requests Graph

This charts the percent of read requests that were serviced from the cache.

Cache Latency Graph
The graph shows Cache Latency for Read Hits, Read Misses, and Read Average.

Info Device Tab
The Info tab provides details about a single High IOPS.

As shown in the following closeup of the Info tab screen, this tab also shows detailed Adapter Information.
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v Adapter Information

Adapter Board Kind:
External Power:

Adapter SIN:

Adapter PCI Slot Power:
Location Within Adapter:
PCle Bus voltage:
Adapter PCle Link Width:
PCle Bus current:
Adapter PCle Link Speed:
PCle Bus power:
Adapter PCle Bandwidth:
PCle Power Limit:

Dual

Not Connected

1232D018A1

25W

Not calculated - Sim Laziness (0)
Avg 12.22 V, Min 12.08 V, Max 12.31 V
4 lanes

Avg 0.76 A, Max 1.99 A

5.0 Gbits/sec/lane

Avg 9.21 W, Max 24 W

2,000 MB/s

2475 W
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VMware vCenter Plugin
Installation and Usage

The IBM Flash Management Console VMware vCenter plugin can easily manage High IOPSs located on
multiple ESX hosts from within VMware's vSphere client. A vCenter plugin is essentially a web service that
runs on a virtual machine in the vCenter environment. This web server communicates with High IOPSs in
the vCenter environment and displays information on a tab in the vSphere Client interface. IBM's IBM Flash
Management Console VMware vCenter plugin is a VMware Studio image.

This section describes how to install the IBM Flash Management Console VMware vCenter plugin (hereafter
referred to as vCenter plugin), and describes its controls and functionality.

For information on new features or known issues with this release refer to the IBM Flash Management
Console 3.9.0 Release Notes.

VMware vCenter Product Overview

The vCenter plugin is a VMware vCenter management plugin, a virtual machine image that helps you to:

detach or attach IBM Flash Management Console devices
rename your various devices

perform a low-level format

view information about your High IOPSs

enable host-based caching/guest-based caching

« assign caching shares

On a regular configurable interval the vCenter plugin polls configured ESX servers' SMI-S services for status
updates. This data is stored in the IBM Flash Management Console database for processing and consumption
by web service requests made from clients. The vCenter plugin also produces reports on data, endurance, and
temperature. For example, clicking on the Info tab gives you the following information: general information,
such as serial number, device path, the number of MiB's written, and PCI and adapter information. Later
sections in this manual address these features and other tabs in greater detail.
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VMware vCenter Components

The vCenter plugin relies on four components:

o the IBM VSL driver and CIM provider running on the ESX hosts

« the IBM vCenter plugin Virtual Machine running fio-msrv (the IBM Flash Management Console
middle-tier server)

« the vSphere client application

« the vCenter management server

Attention!

The IBM management tool, IBM Flash Management Console, is integrated into VMware's existing
vSphere client. The vCenter plugin provides many of the same features and capabilities as the
browser-based IBM Flash Management Console web application. vCenter plugin reuses much of
the IBM Flash Management Console infrastructure, so a standard web browser may also be used to
access the vCenter plugin.

Attention!

The vCenter plugin does not cover the management of High IOPSs assigned to virtual machines
via the PCI Passthrough feature. Normally, because the High IOPSs are really resources within a
non-virtual environment, this case would fall outside the scope of the High IOPS management
capabilities of the plugin. An High IOPS driver and management agent (fio-agent) may be loaded
within the VM image to manage such virtualized devices.

To make the vCenter plugin fully functional, the IBM SMI-s module is enhanced with an additional generic
data bundle function in the root-level FIO ComputerSystem class. This data bundle provides the same data
as fio-agent would normally send to an IBM Flash Management Console server on one of its regular-interval
pushes.

VMware vCenter Plugin Assumptions

You are familiar with installing and managing High IOPSs in an ESX/ESX(i) environment, and are familiar
with the VMware vSphere management infrastructure.

VMware vCenter Supported Operating Systems

« ESX Version 4.x
o ESX(i) Version 4x,5.1,5.5
o vCenter Server -4.x,5.0,5.1,5.5

VMware vCenter Supported Software

If you will be using the vCenter plugin with ESX/ESXi hosts that do not currently have the required
software, including CIM providers installed on them, you can add the required software to your ESX/ESXi
hosts after installing the vCenter plugin using the Update Host Software link at the top of the Configure
section of the IBM Flash Management Console tab. For more information, see See VMware Update Host
Software on page 86.
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If you have older versions of VSL drivers and CIM providers running on your ESX/ESXi hosts, you can also
use the Update Host Software link to update the drivers and software to compatible versions with the
vCenter plugin.
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If you are running versions of the VSL drivers and CIM providers on your ESX/ESXi hosts that are at
revision level 3.2.2 or higher, then your drivers are compatible with the 3.9.0 version of the IBM Flash
Management Console vCenter plugin. However, it is strongly recommended that you update the VSL driver,
VSL SDK, and CIM provider to the level of drivers provided with the vCenter plugin. In the case of the
3.9.0 release of the IBM Flash Management Console vCenter plugin, the following versions are provided
and recommended:

e VSL Driver--Version 4.0.1
¢ VSL SDK--Version 4.0.1
o CIM Provider--Version 3.9.0

User Interface Differences Between IBM Flash Management
Console and the VMware vCenter Plugin

If you are familiar with IBM Flash Management Console, you will immediately notice some differences in
the standalone IBM Flash Management Console user interface and the vCenter plug-in user interface.

What looks to be different, but is not, is the Host screen as displayed in a web browser and in the vSphere
client. It is actually the same screen, but fio-msrv displays it differently in these two environments. The
plugin presents a restricted view of what you would normally see in a browser. For instance, the top-level
menu bar of IBM Flash Management Console has been removed in vSphere client, so the Overview,
ioMemory, Settings, etc., buttons are not available.

Despite the restricted view, the vCenter plugin has significant enhancements in functionality from fio-msrv
running in normal (non-vCenter) mode. For example:

« the main login page is never seen -- authentication is done transparently using the vCenter server
user's credentials

o when an unmanaged (meaning no IBM hardware or CIM provider is installed) host is selected, a new
"unmanaged host" screen displays

o when a Successful or Error link is selected in the config history bar, a different vCenter-centric view
is presented

« the Host Log Report link is missing in vCenter mode because Host Log Report is not currently
supported through this interface

« the update host software link is available in the vCenter plugin version of IBM Flash Management
Console. (This link shows up where the Host Log Report link would normally be displayed.)

VMware Ins