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Preface

This document describes on how to manage an IBM Global 2x2x16 Console Manager (GCM16) —
Machine Types and Models 1754-D1X or 1754-HC1, FC 6694 - and IBM Global 4x2x32 Console
Manager (GCM32) - Machine Types Models 1754-D2X or 1754-HC2 FC 6695 with SNMP.

This document does not discuss SNMP traps of the IBM Local Console Manager LCM8, Machine
Types Models 1754-A1X or 1754-HC3 FC0725, or IBM Local Console Manager LCM16, Machine
Types Models 1754-A2X or 1754-HC4 FC0726.

As an example the following traps will be monitored:

e User Authentication Failure
e UserLogged In

e User Logged Out

o Power Supply Failure

e Power Supply Restored

Note: The IBM Global Console Managers, Machine Type 1754, offer a broad variety of traps that
can be monitored.
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11754 GCM16 / GCM32 SNMP traps

The IBM 1754 GCM16 / GCM32 family of KVM switches generates and sends outs SNMPvV1 traps
on pre-defined events that occur with the usage of the switches. Tablel provides a reference
between the event names that are selectable through the Web User Interface (WEBUI) Local or Web
Interface to the SNMP MIB File Variable name and OID Number.

Note: In the official product documentation the WEBUI is referred to as the On-board Web
Interface (OBWI). This naming convention will be used throughout this document.
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1.1 Event Names - Reference Table

For the corresponding events below, Column 1 is the Event name held in the KVM, Column 2 is the
variable name within the SNMP MIB and Column 3 is the events OID information. See Chapter "3.1
Configuring the GCM16 / GCM32 for SNMP" on how to configure and access the event names held

within the KVM.

Chapter 1 1754 SNMP traps

Note: The OIDs in the below table are "static". When an OID is used and associated with a TRAP
it usually does not get changed. However OIDs may be added or removed with a unit
firmware update when new features are added or features are removed with that firmware

code.

Local Ul / OBWI
name
Reboot Started

Trap Variable Name

ibmcsRebootStartedTrap

OID

.1.3.6.1.4.1.10418.18.41.0.1

User Logged In

ibmcsUserLoginTrap

.1.3.6.1.4.1.10418.18.41.0.2

User Logged Out

ibmcsUserLogoutTrap

.1.3.6.1.4.1.10418.18.41.0.3

Target Session
Started

ibmcsTargetSessionStartedTrap

.1.3.6.1.4.1.10418.18.41.0.4

Target Session
Stopped

ibmcsTargetSessionStoppedTrap

.1.3.6.1.4.1.10418.18.41.0.5

Target Session
Terminated

ibmcsTargetSessionTerminatedTrap

1.3.6.1.4.1.10418.18.41.0.6

Image Upgrade
Started

ibmcsimageFileUpgradeStarted

.1.3.6.1.4.1.10418.18.41.0.10

Image Upgrade
Results

ibmcsimageFileUpgradeResultsTrap

.1.3.6.1.4.1.10418.18.41.0.11

User Added ibmcsUserAddedTrap .1.3.6.1.4.1.10418.18.41.0.12
User Deleted ibmcsUserDeletedTrap .1.3.6.1.4.1.10418.18.41.0.13
User Modified ibmcsUserModifiedTrap .1.3.6.1.4.1.10418.18.41.0.14
User Locked Out ibmcsUserLockedTrap .1.3.6.1.4.1.10418.18.41.0.15

User Unlocked

ibmcsUserUnlockedTrap

.1.3.6.1.4.1.10418.18.41.0.16

User Authentication
Failure

ibmcsUserAuthenticationFailureTrap

.1.3.6.1.4.1.10418.18.41.0.17

CO Added ibmcsCOAddedTrap .1.3.6.1.4.1.10418.18.41.0.18
CO Removed ibmcsCORemovedTrap .1.3.6.1.4.1.10418.18.41.0.19
CO Moved ibmcsCOMovedTrap .1.3.6.1.4.1.10418.18.41.0.20

ibmcsTargetDeviceNameChangedTrap

.1.3.6.1.4.1.10418.18.41.0.21

A Cascade Switch
has been Installed

ibmcsCascadeSwitchAddedTrap

.1.3.6.1.4.1.10418.18.41.0.22

A Cascade Switch
has been Removed

ibmcsCascadeSwitchRemovedTrap

.1.3.6.1.4.1.10418.18.41.0.23

A Cascade Switch
Name has Changed

ibmcsCascadeSwitchNameChangedTrap

1.3.6.1.4.1.10418.18.41.0.24

Configuration File
has been Loaded

ibmcsConfigurationFileLoadedTrap

.1.3.6.1.4.1.10418.18.41.0.25

User Database File
has been Loaded

ibmcsUserDatabaseFileLoadedTrap

.1.3.6.1.4.1.10418.18.41.0.26

CO Image Upgrade
Started

ibmcsCOImageUpgradeStarted

.1.3.6.1.4.1.10418.18.41.0.28

CO Image Upgrade
Result

ibmcsCOImageUpgradeResultTrap

.1.3.6.1.4.1.10418.18.41.0.29

CO Restarted ibmcsCORestartedTrap .1.3.6.1.4.1.10418.18.41.0.30
Virtual Media ibmcsVirtualMediaSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.31
Session Started

Virtual Media ibmcsVirtualMediaSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.32

Session Stopped
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Local Ul / OBWI
name

Trap Variable Name

Chapter 1 1754 SNMP traps

OID

Virtual Media ibmcsVirtualMediaSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.33
Session Terminated

Virtual Media ibmcsVirtualMediaSessionReservedTrap .1.3.6.1.4.1.10418.18.41.0.34
Session Reserved

Virtual Media ibmcsVirtualMediaSessionUnreservedTrap .1.3.6.1.4.1.10418.18.41.0.35

Session Unreserved

Virtual Media Drive

ibmcsVirtualMediaDriveMapped

.1.3.6.1.4.1.10418.18.41.0.36

Mapped

Virtual Media Drive ibmcsVirtualMediaDriveUnmapped .1.3.6.1.4.1.10418.18.41.0.37
Unmapped

Virtual Media ibmcsLocalPortVirtualMediaSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.38
Session Started

Virtual Media ibmcsLocalPortVirtualMediaSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.39
Session Stopped

Virtual Media ibmcsLocalPortVirtualMediaSessionTerminatedTrap | .1.3.6.1.4.1.10418.18.41.0.40

Session Terminated

Virtual Media Drive

ibmcsLocalPortVirtualMediaDriveMapped

.1.3.6.1.4.1.10418.18.41.0.41

Mapped

Virtual Media Drive ibmcsLocalPortVirtualMediaDriveUnmapped .1.3.6.1.4.1.10418.18.41.0.42
Unmapped

Virtual Media ibmcsLocalPortVirtualMediaSessionReservedTrap .1.3.6.1.4.1.10418.18.41.0.43
Session Reserved

Virtual Media ibmcsLocalPortVirtualMediaSessionUnreservedTrap | .1.3.6.1.4.1.10418.18.41.0.44

Session Unreserved

Screen Resolution

ibmcsScreenResolutionChangedTrap

.1.3.6.1.4.1.10418.18.41.0.45

Changed

Aggregate Server ibmcsAggregatedTargetDeviceStatusChangedTrap | .1.3.6.1.4.1.10418.18.41.0.46
Status Changed

Factory Defaults Set | ibmcsFactoryDefaultsSetTrap .1.3.6.1.4.1.10418.18.41.0.47
Power Supply ibmcsPowerSupplyFailureTrap .1.3.6.1.4.1.10418.18.41.0.48
Failure

Power Supply ibmcsPowerSupplyRestoredTrap .1.3.6.1.4.1.10418.18.41.0.49
Restored

Power Device ibmcsPduDeviceOnlineTrap .1.3.6.1.4.1.10418.18.41.0.50
Online

Power Device ibmcsPduDeviceOfflineTrap .1.3.6.1.4.1.10418.18.41.0.51
Offline

Power Device Outlet
On Command

ibmcsPduOutletOnCommandTrap

.1.3.6.1.4.1.10418.18.41.0.52

Power Device Outlet
Off Command

ibmcsPduOutletOffCommandTrap

.1.3.6.1.4.1.10418.18.41.0.53

Power Device Outlet
Reboot Command

ibmcsPduOutletRebootCommandTrap

.1.3.6.1.4.1.10418.18.41.0.54

Power Device Outlet
On

ibmcsPduStatusOutletOnTrap

.1.3.6.1.4.1.10418.18.41.0.57

Power Device Outlet
Off

ibmcsPduStatusOutletOffTrap

.1.3.6.1.4.1.10418.18.41.0.58

Power Device Inlet
Name Changed

ibmcsPduPortNameChangedTrap

.1.3.6.1.4.1.10418.18.41.0.59

Power Device Port
Name Changed

ibmcsPduOutletNameChangedTrap

.1.3.6.1.4.1.10418.18.41.0.60

Power Device Inlet
Total Current High

ibmcsPdulnletTotalLoadHighTrap

.1.3.6.1.4.1.10418.18.41.0.61

Power Device Inlet
Total Current Low

ibmcsPdulnletTotalLoadLowTrap

.1.3.6.1.4.1.10418.18.41.0.62

3
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Local Ul / OBWI
name

Power Device
Device Name
Changed

Trap Variable Name

ibmcsPduDeviceNameChangedTrap

Chapter 1 1754 SNMP traps

OID

.1.3.6.1.4.1.10418.18.41.0.63

Power Device
Circuit Name
Changed

ibmcsPdulnletNameChangedTrap

.1.3.6.1.4.1.10418.18.41.0.64

These events are
only used with

ibmcsPduOutletLockCommandTrap

.1.3.6.1.4.1.10418.18.41.0.65

ibmcsPduOutletUnlockCommandTrap

.1.3.6.1.4.1.10418.18.41.0.66

DSView™ ibmcsPduStatusOutletLockTrap .1.3.6.1.4.1.10418.18.41.0.67
Management ibmcsPduStatusOutletUnlockTrap .1.3.6.1.4.1.10418.18.41.0.68
Software

Power Device ibmcsPdulmageFileUpgradeStartedTrap .1.3.6.1.4.1.10418.18.41.0.69
Upgrade Started

Power Device
Upgrade Result

ibmcsPdulmageFileUpgradeResultTrap

.1.3.6.1.4.1.10418.18.41.0.70

Power Device Outlet
Name Changed

ibmcsPduCircuitNameChangedTrap

.1.3.6.1.4.1.10418.18.41.0.71

Power Device Total
Current High

ibmcsPduDeviceTotalLoadHighTrap

.1.3.6.1.4.1.10418.18.41.0.72

Power Device
Circuit Total Current
High

ibmcsPduCircuitTotalLoadHighTrap

.1.3.6.1.4.1.10418.18.41.0.73

Power Device Outlet
Current High

ibmcsPduOutletTotalLoadHighTrap

.1.3.6.1.4.1.10418.18.41.0.74

Fan Failure ibmcsFanFailureTrap .1.3.6.1.4.1.10418.18.41.0.75
Temperature Out of | ibmcsTemperatureRangeTrap .1.3.6.1.4.1.10418.18.41.0.76
Range

Smart Card Inserted | ibmcsSmartCardinsertedTrap .1.3.6.1.4.1.10418.18.41.0.77
Smart Card ibmcsSmartCardRemovedTrap .1.3.6.1.4.1.10418.18.41.0.78
Removed

Table 1 — Event Names, Varialbe Names, OID

1.2 Trap Variables that are not used

The following information below relates to some Trap Variables and OID elements that are contained
within the SNMP MIB but are not used.

Table 2 below shows the 3 MIB elements that are specific to access through the local port of the
KVM, these elements do not generate any SNMP Traps. However, local access is still identified
through the 3 variables in Table 3 and Local port Sessions are displayed as the Target Session
started, stopped and terminated respectfully.

Trap Variable Name oID

ibmcsLocalPortSessionStartedTrap

.1.3.6.1.4.1.10418.18.41.0.7

ibmcsLocalPortSessionStoppedTrap

.1.3.6.1.4.1.10418.18.41.0.8

ibmcsLocalPortSessionTerminatedTrap

.1.3.6.1.4.1.10418.18.41.0.9

Table 2 - Trap entries in the MIB file not used
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Local Ul / OBWI Trap Variable Name OID

name

Target Session ibmcsTargetSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.4
Started

Target Session ibmcsTargetSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.5
Stopped

Target Session ibmcsTargetSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.6
Terminated

Table 3 - Trap entries in the MIB file used for Local Sessions

Table 3 provides a reference between the event names that are selectable through the OWBI Local
or Web Interface to the SNMP MIB File Variable name and OID Number. For the corresponding
event. See Chapter "3.1 Configuring the GCM16 / GCM32 for SNMP" on how to configure and

access the event names held

within the KVM.

1.3 Non-Selectable Traps

Table 4 provides reference automatic traps that are generated by the KVM and are not customer
selectable.

Event Name Event Criteria What generates the Events
Cold Start These 2 events are generated on the Start-up of the switch
Link Up start-up of the Global Console Switch Start-up of the network interface
Link Down Network Connection Failed / Lost When the KVM looses connection

with the network

SNMP Authentication Failure

Generated on SNMP authentication
failure

When the KVM fails with SNMP
authentication

Table 4 — Non Selectable Traps
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2 OIDs in MIB files

The OIDs in the 1754 GCM16 / GCM32 MIB files do not use numerical entries, e.g.
1.3.6.1.4.1.10418.3.1.0.14 for ibmGCMUserAuthenticationFailureTrap or
ibmcsUserAuthenticationFailureTrap, but rather uses variable names.

ENTERPRISE ibmcsProducts
VARIABLES { ibmcsTrapObjectUserName }
DESCRIPTION

"A user logged into the appliance.

ENTERPRISE ibmcsProducts
VARIABLES { ibmcsTrapObjectUserName }
DESCRIPTION

"A user logged out of the appliance.

The name of the user who logged out is contained
in ibmcsTrapObjectUserName.

ENTERPRISE ibmcsProducts
VARIABLES { ibmcsTrapObjectUserName }
DESCRIPTION
"A user failed to authenticate with the appliance.

The name of the user who failed to authenticate
is contained in ibmcsTrapObjectUserName.

-_*___‘_‘_‘-_________-——_-___h-‘-——"_ﬂ,.——-____‘--““,,a

Figure 1 - Trap entries in MIB file

When loading the MIB file into a SNMP application this will then be complied in numeric OIDs by that
application.

2.1 Error in current MIB files

There is a known issue with the MIB file Revision 1.0.8 for the 1754-AxX (LCM8 / LCM16) units and
the MIB file Revision 1.10.18 for the 1754-DxX (GCM16 / GCM32). The LCM8 / LCM16 identifies
itself in the MIB file as a GCM16 / GCM32 whilst the GCM16 / GCM32 claims to be a Console
Switch.

ibmGCMRebootStartedTrap
ibmGCMUserLoginTrap
ibmGCMUserLogoutTrap
ibmGCMVideoSessionStartedTrap

ibmGCMYideoSessionStoppedTrap
Figure 2 - LCM8/ LCM16 MIB file entries

ibmecsRebootStartedTrap

ibmecsUserLoginTrap

ibmecsUserLogoutTrap
ibmcsTargetsessionStartedTrap

Figure 3 - GCM16 / GCM32 MIB file entries
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3 Configuring the GCM16 / GCM32 for SNMP usage

The Global Console Switches require the IP Address of the system that will be receiving the SNMP
Trap Event information; it is also possible to select what events will be sent from the GCM16 /
GCM32.

3.1 Configuring the GCM16 / GCM32 for SNMP
Log on to the GCM16 or GCM32 unit either locally or via its web interface.

Iﬁsmmﬁmhra [User Login] ek

¢ & hitps://10.10.10.20login.php Trvc | |' Google P| ® EBE-
(7 RSN T ) TRY DSVIEW 3 J

Usermame: IAdmin

Password: |essesesss|

Language: | English .vI

Figure 4 - Logging on to the GCM16 / GCM32 Web interface

Note: The default Username is Admin and a blank password.
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Navigate to through the menu "Unit / Appliance / SNMP / Auditing / Events". Initially the GCM16 /
GCM32 unit will send out all SNMP traps, i.e. per default all SNMP traps are selected. This however
may take up a considerable amount of network traffic. It is therefore recommended to only monitor
those traps that are important for a specific use.

m [ GCM 16 Explorer [Events - GCM16-15-39-8A]
t @ https://10.10.10.20/events. php

Welcome Admin!

GCM16-15-39-8A

Figure 5 - All SNMP traps are selected per default

Click on the box left to "Events Name" in order to unselect all SNMP traps.
B GCM15 Explorer [Events - GEM16-15-39-84]

[;SIJ. @ https://10.10. 10.20/events.php

Welcome Admin!

GCM16

+ Unit View Events - GCM16-15-39-8A
E Target ices

w Appliance
& :

on —

ct all SNMP traps by clicking the box left to "Events Name"

k OC I
Figure 6 - Unsele
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Scroll through the list of SNMP traps and tick the boxes of those traps that are to be monitored.

ST [ p—r—r

\f], & hitps://10.10.10.20/events,php

Events - GCM16-15-39-8A

tMNames
Server Mame has Changed

Smart Card Inserted

Smart Card Removed
SNMP Authentication Failure
Target Session Started
Target Session Stopped

Temperature Qut o-f Range
User Added

User Database File has been Loaded
User Deleted
User Locked Out

0
C
[
r
|
C
[T Target Session Terminated
r
r
C
O
|

5 [T UserModified
Figure 7 - Selected SNMP traps

Once all needed SNMP traps have been selected save the choices.

Wamwewq [Events - GCM16-15-39-84] M

.(- & hitps://10,10.10. 20/events. php

Welcome Admin!

GCM16

w Unit Vi Events - GCM16-15-39-8A
k& Target
w Appliance

Figure 8 - Save the selected SNMP traps to be monltored
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Configure the IP address(es) of the target computer on which the SNMP software will be running.

ne Admin!

SHMP Trap Destinations
Destination 1: |1U.1U.10.1U

Destination 2: |

Destination 3: |

Drestination 4: |

Syslog Destinations
Destination 1: |1 0.10.10.10

Destination 2: |

Destination 3: |

Drestination 4: |
E

Figure 9 - Configuring the target computer IP address(es)
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4 Collection of the SNMP Trap Information

There are various SNMP Managers available in the market today, for the purposes of this document
All SNMP traps were captured with a trial version of iReasoning MIB Browser Professional Edition
Version 9.0, Build 3516. Further information can be found on this software in the reference section.

IBM Systems Director® enables capabilities with the Global Console Switches and is the platform
management backbone to achieve Smarter Computing. An integral component of the IBM Smarter
Systems portfolio, further information can be found from the IBM Web Site:

http://www.ibm.com/systems/software/director/

Alternatively Avocent DSView™ from Emerson can be used.

4.1 Collecting the raw SNMP Traps

The initial nature and format of these 'raw traps' meant that no text message description was
available as part of the trap details for all such events received. This is a fairly typical phenomenon
with receiving raw SNMP traps. The events used to generate these traps were “Power Supply
Failure” and "Power Supply Restored".

Raw traps can be by SNMP applications by not loading and compiling the relevant MIB file.

4> iReasoning MIB Browser =|0] =]
File Edt ©Operations Tools Bookmarks Help
Address: ~ | 127.0.0,1 - | Advanced... |OID: I 1.3 - | Operations: |Get Next - | " G0

Result TabV Trap Receiver

MIE Tree
{5 iso.org.dod.internet

Operations  Tools  Database

Q¥ a

Descripkion Source Tirne: Severiy
Specific: 49; .1,3.6.1.4.1,10415, 15,41 10.10.10.20 2013-03-06 16:12:52
Specific: 48; .1.3.6.1.4.1,10415, 15,41 10.10.10.20 2013-03-06 16:12:44

AV

hame -
oD
MIE
Syntax
Access
Skabus
Defial
Indexes
Macer

[y

Figure 10 — raw SNMP Traps received in iReasoning Software

4.2 Collecting the SNMP Traps with a compiled MIB

For these 'raw traps' to be interpreted, the correct MIB reference file needs to be compiled into the
SNMP Management software.
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4.3 Obtaining the SNMP MIB File

The SNMP Trap MIB for the GCM16 / GCM32 appliance can be saved to a local machine or network
drive from the "Tools" of the WEB User Interface (OWBI) of the GCM16 / GCM32 Switch. The MIB
file is also part of the lasted firmware download from IBM's FixCentral web site located at
http://www.ibm.com/support/fixcentral/.

Note: The MIB file obtained from the KVM unit may differ slightly from the MIB file included in the
firmware download. However this has little impact in the SNMP usage of the KVM switch.

%) GCM16 Explorer [Unit Maintenance - GCM16-15-39-8A] - Mozilla Firefox 8= | ﬁ'[_k

Flle Edt ‘iew History Bookmarks Tools  Help

| ﬁ GCM16 Explorer [Unit Maintenance - GCMIG... | .a':l:E'. |

'..(- @ https:/{10.10.10.20/appliance-overview, php v | |v Google ):‘| _

w Unit View Unit Maintenance - GCM16-15-39-8A
E TargetD
w Appliance

Appliance
Mame: [BCM16-15-39-84
Type:  GCMI1E
Tools
@Reboot Upgrade Firmware
@Run Diagnostics Ping
Save Appliance Configuration Restore Appliance Configuration
@ Save Appliance User Database @ Restare Appliance User Database
) ; : — ; ;
Export Target Device Configuration Import Target Device Configuration

@ Reset Appliance Configuration to Factory Defaults

Manage Appliance Weh Certificate /

@ Save Appliance Trap MIB :

Save Appliance Trap MIB

Figure 11 — GCM16 / GCM32 Tools Page within the OWBI
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4.4 Loading the SNMP MIB file into the SNMP Management Software
For the purposes of this test, detailed below is how to load the MIB file into the iReasoning Software.

Start iReasoning MIB Browser Professional Edition

easoning MIB Browser =l
File Edit Operatons Tools Bookmarks Help
Address: - I 127.0.0.1 LI Advanced... |DID: | L3 LI Operations: IGet Mext LI ” Go
Result Table
MIE Tree Mame/0ID Value | Type | IP:Port

[~ | iso.org.dod.internet

MName -
QID

MIB

Syntax
Access
Status
Defyal

Indexes
v|
S |

Figure 12 - iReasoning MIB Browser

Load the needed MIB file via the menu "File / Load MIBs"

iReasoning MIB Browser

File | Edit Operations Tools Bookmarks Help

% Load MIEs Cirl+L

Advanced. .. |DID:| 1.3

UnLoad MIBs

MIB Madules

BN

Open Graph Data
Open Session

Save Session

Exit

Figure 13 - Loading a MIB file into iReasoning MIB Browser
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Browse to the directory containing the MIB file and load it.

4 iReasoning MIB Browser | _|@ 5[
File Edit Operations Tools Bookmarks Help
Address: - |127.o.0.1 LI Advanced... |D’ID:|.1.3 LI Dperations:lGetNext LI & co
MIB Tree Name/0ID value | e | ot | o
[~ |J is0.org.dod.internet
5 x| 0O
Laokin: | ) 1754 ¥ 2R aQ
& *
=

Recent Items

4

Désktop

My Documents

A

=
Computer

"E; File name:  [1754_DxX.MIB
-
LRSI Files of type: [l Fies El

d

MName
01D
MIB
Isyntax
IAcr_ess
|status
Defval

Indexes
v|
—

Figure 14 - Browse to and load the MIB file

The loaded MIB file is presented in red.

iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: - |127.0.0.1 v | Advanced... |D‘ID:|.1.3

MIE Tree
= |, iso.org.dod.internet
(- [ magmt
-- L. private
-- |, snmpY2
-\ SMMPy 1 TRAPS

Figure 15 - GCM16 / GCM32 SNMP traps loaded
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View all GCM16 / GCM32 traps

Reasoning MIB Browser ==
File Edit Operations Tools Bookmarks Help
Address: = I 127.0.0.1 LI Advanced... ‘ OID: | L3 LI Operations: IGet Mext LI ” Go
Result Table
S SHMPy 1 TRAPS | Name/OID Value | Twe | prot |

» ibmecsRebootStartedTrap
> ibmecsUserLoginTrap
,’7 ibmecsUserLogoutTrap
,’r ibmecsTargetSessionStartedTrap
:7 ibmecsTargetSessionStoppedTrap
j' ibmcsTargetSessionTerminatedTrap
é’ ibmecsLocalPortSessionStartedTrap
4 ibmesLocalPortSessionStoppedTrap
it 4 ibmcsLocalPortSessionTerminatedTrap
4 ibmcsImageFilelUpgradeStarted
g ibmecsImageFileUpgradeResultsTrap o
4 ibmcsUserAddedTrap
> ibmesUserDeletedTrap
. ibmesUserModifiedTrap
,’7 ibmecsUserlockedTrap
,’r ibmcsUserUnlockedTrap
j' ibmecsUserAuthenticationFailureTrap
j' ibmcsCOAddedTrap
é’ ibrcsCORemovedTrap
4 ibmcsCOMovedTrap
g ibmcsTargetDeviceNameChangedTrap
4 ibmcsCascadeSwitchAddedTrap
4 ibmcsCascadeSwitchRemovedTrap
4 ibmcsCascadeSwitchNameChangedTrap
> ibmesConfigurationFileLoadedTrap
. ibmesUserDatabaseFileloadedTrap

| - % bmcsCOImageUparadeStarted | _lLI
4 »

MName -
oID

MIB

lisyntax
Access
Status
Defyal

Tndexes
v|
== |

Figure 16 - GCM16 / GCM32 SNMP traps from the MIB file

4.5 Collection of the SNMP Traps with a compiled MIB

For the purposes of this test, the same SNMP Trap Events were used as the events collected for the
‘raw trap' test of "Power Supply Failure" and "Power Supply Restored". Launch the iReasoning MIB
Browser Trap Receiver via the "Tools" menu.

Reasoning MIB Browser
File Edit ©Cperations | Tools | Bookmarks Help

Adpiasar |12?I|:|I|:|I] ;j- Trap Receiver Chrl+1
Trap Sender
B SNMPy1 TRAPS Ping
----- _» brncsReba
----- j ibrcsUserl Trace Route
----- jr ibrcsUserL
..... & ibrmcsTarge Add to Watches Ctri+D
----- 7 ibmcsTargs
¥ Wakch Chrl+O
----- 7 ibmcsTaroe & S r

Figure 17- Lauching the Trap Receiver
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These traps were received and interpreted with a meaningful description of the event.

-0 x]

iReasoning MIB Browser

File Edit  Operations Tools Bookmarks  Help

Address: -I 127.0.0.1 Ll Advanced. .. oID: I 1.3 - | Operations: |Get Mext - | & Go

Result Tabl_;/v Trap Receiver X
J MIE Tree Operations  Tools  Database
-3 iso.org.dod.internet
coma«
[
Descripkion Source Time Severity
ibmcsPowerSupplyRestoredTrap 10.10.10.20 2013-03-26 15:32:33
IibmcsPowerSupplyFaiIureTrap 10.10.10.20 2013-03-26 15:31:56 |
IibmcsPowerSupplyRestoredTrap 10,10,10,20 2013-03-26 15:30:42 |
{
IibmcsPowerSupplyFaiIureTrap 10.10.10.20 2013-03-26 15:30:39 |
F . 4
Mame -
OI0
MIE
Synkax
Access
Status LI

F_igiu're 18 — Collection of SNMP Traps with a comopiled MIB
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5 Configuration of specific SNMP Traps and capture

The GCM16 / GCM32 provides the ability to select / de-select specific traps depending on what
information needs to be captured. By default, the GCM16 / GCM32 has all the SNMP Trap events
selected.

5.1 Collecting GCM16 / GCM32 SNMP traps with iReasoning MIB Browser
W GCMlG Explorer [Events - GCM16-15-39-8A]

6 @ https: /10,10, 10.20/events.php

easoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: - I 127.0.0.1 b4 Advanced... |DID:| .13

" Result Table |
ﬂ MName/OID

% SMMPv1TRAPs
):7 ibmcsRebootStartedTrap
. ibmecsUserLoginTrap
- ibmesUserLogoutTrap

w Unit View Events - GCM16-15-39-8A

& Target Devices
w Appli

o eeniames [ Al

ERR ey ;7 ibmcsTargetSessionStoppedTrap
[T Server Name has Changed ;‘l ibmcsTargetSessionTerminatedTrap
[T Smart Card Inserted /:r ibmesLocalPortSessionStartedTrap
™ Smart Card Removed - ibmesLocalPortSessionStoppedTrap

- ibmesLocalPortSessionTerminatedTrap

[T SNMP Authentication Failure ,’, ibmesImageFileUpgradestarted
[T Target Session Started ,:r ibmecsImageFilelpgradeR esultsTrap b
[T Target Session Stopped :; :Ezzi:[g:&igﬁzp
[T Target Session Terminated ;r ibmesUserModified Trap

E SHNMP [T Temperature Out of Range /:r ibmesUserLockedTrap

w Auditing - ibmesUserUnlockedTrap
[T User Added } ibmesUserauthenticationFailureTrap
W User Autmenticaion Failure - tmescoaddedTrap
[T User Database File has been Loaded - !bmcscop‘emwe‘map

—» ibmesCOMovedTrap
[T User Deleted ;r ibmcsTargetDeviceNameChangedTrap
[T UserlLocked Out ;‘l ibmcsCascadeswitchAddedTrap
E Local Port Ul T P - ibmesCascadeSwitchRemovedTrap
k& Modem '7 EEREEUITEY ﬁ ibmesCascadeSwitchNameChangedTrap
F UserLogged Out ;r ibmcsConfigurationFieloadedTrap
|.— User Méaiﬂed ;7 ibmcslUserDatabaseFileLoadedTrap
ane & ihmrerPTmansl Inaradatartad I

Figure 19 - SNMP traps as shown in the GCM16 / GCM32 and the iReasoning software

Launch the iReasoning MIB Browser Trap Receiver via the "Tools" menu.

File Edit ©perations | Tools | Bookmarks Help

Address: - |12?,|:|,|:|,1 ,:i Trap Receiver Chr4HT

Trap Sender

B4 SNMPy1 TRAPS Ping
----- ;{r ibrncsFRebo
----- g ibrcsUserl Trace Route
----- » ibrcsUserl
..... é ibrcsTarge Add ko Watches ChH+D
‘; :EEE:::EE &k Watches Chrl+0

Figure 20 - Lauching the Trap Receiver
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5.2 GCM16 / GCM32 successful log on

Firefox ~

[Esmmadwﬁmmgh]

& | @ hitps://10.10.10.20/login.php 77 v & | |- Google Pl & B~
\—J
b (2R 1) Trv osviws ]

Username: IMITHI"I

Password: Illllllllil

Language: I English rl

Figure 21 - Log on to the GCM16 / GCM 32 Web interface

Fle Edt Operatons Toos Bookmaris Help
Adress: - [ 127001

@ REFRESH (2) PRIVT ) LOGOUT (@) HELP -

omcsUseruniockedTran
| fomesUser AuthenticatorF akureTrap
‘ mcsCoAddedTra
fbmcsCORemovedTrap
fbmcsCOMovedTrap
S e R Source:  1010.1020 Timestarmp: [l 3 seconds SNMP Version:
% omcsCascadesuichaddedTrap —— < — U R vor b
fomcsCascadeSwitchRemovedTrap Enterprise: 150 org dod internet private enterprises ibm ibmes imesProducts
3 Specific: 2
ibmesConfiguratonFieLoadedTrap =
rcsUserDatabsserielosdedTrap Camaric: entapisadpécific
o omesCOImaceloadesiarted " _.'Ll Variable Bindings:
T <] | Name: 150.0rg, dod internet private enterprises ibm ibmes ibmesManagement fbmes TrapObject ibmes TrapObje
! Value:  [OctetString] Admin
ytax - *A user logged sppliance The name of the user who logged in is contained in ibmcsTrapObject
access
Status
o ad Defval |
v pdens . ]| K11 | B

Figr 22 - Results of the Log On Action

18



Using SNMP traps with the IBM Global Console Managers Chapter 5 Configuration of specific SNMP Traps and capture
2x2x16 (GCM16) and 4x2x32 (GCM32)

Reasoning MIB Browser ;Iil_)‘

File Edit Operations Tools Bookmarks Help

Address: |127.D.D.1 J Advanced... |DID:| A3 ﬂ Operations: |Get Next ﬂ o
ResuItTab\;/__( Trap Receiver X ]

SNMPv1 TRAPS
= ,:v ibmcsRebaootStartedTrap
’)' ibmcsUserLoginTrap 0 Q
- ibmcsUserLogoutTrap
,:v ibmcsTargetSessionStartedTrap
,r ibmcsTargetSessionStoppedTrap
.4 ibmcsTargetSessionTerminatedTrap
.4 ibmesLocalPortSessionStartedTrap
4 ibmesLocalPortSessionStoppedTrap
4 ibmesLocalPortSessionTerminatedTrap
z ibmcsImageFileUpgradestarted
,;v ibmcsImageFileUpgradeResultsTrap
,r ibmecsUserAddedTrap
.4 ibmesUserDeletedTrap
4 ibmesUserModifiedTrap
.4 ibmesUserLockedTrap
4 ibmesUserUnlockedTrap
4 ibmesUser AuthenticationFailureTrap
z ibmcsCOAddedTrap
,;v ibmcsCORemovedTrap
> ibmcsCOMovedTrap e
- ibmecsTargetDeviceMNameChangedTrap . . "
:; ibmcsCascadeSwitchAddedTrap Source: 10.10.10.20 Timestamp: 0 minutes 8 seconds SNMP Version:
4 ibmcsCascadeSwitchRemovedTrap Enterprise: iso.org dodinternet private enterprises.ibm.ibmes ibmesProducts
4 ibmesCascadeSwitchMameChangedTrap Specific: 2
-+ ibmesConfigurationFileLoadedTrap j X
;v ibmcsUserDatabaseFileloadedTrap Generic: enterpriseSpecific

- % ibmcsCOImageUparadestarted | _lj Variable Bindings:
r

MName || | Name: iso.org. dod internet. private. enterprises. i ibmces.ibmeshManagement. ibmes TrapObject.ibmes Trap Obje
01D Value: [OctetString] Admin
MIB

ISyntax Description: "A user logged into the appliance. The name of the user who logged in is contained in ibmcsTrapObject
Access
|status
Defval

Indexes .LI 4|
Faii —

Figure 23 - SNMP Log On trap

=

Operations  Tools Database
o

Description Source Time Severity

4

|+

5.3 GCM16 / GCM32 log out

e SSS—— i SEIF]
B ort16 Explorer ses Logn] 3 Fle Edt Operstons Tods Bookmaris Help 7
& @ rown0D cl@- 2l & m- Address: = 1270 Advenced... |0z 1.3 | operations: [Getrvext |

)

7] ¥ TRY DSVIEW S
$ bmcsRebootStartedTrep
% brossertogiTrap
% bncauseriogoutiran
% bmesTargetsessionstartedrap
% bmcsTargetsessonstoppedTiap
 bncTagetSessonTemnatediren forcsuseroorran 10.10,10.20 20130206 10:28:3%
% brcslocaPortsessonStartedTran E
% becsocaPortsessinstopoedTiap
% imesiocaPertsessonTermmatedTran
% brcsimageFielogradestarted
% bucsimageFlelpgradeesutsTrap -
% oncslserAddedTren
% mcsusepeistedtran
% brcsiserModtedTiap
% brostsstodedTia
% brcsUsertiodedTrap
& fomcsUser AuthenticationF akure Trap
% brcscoagdedrap

f—

% bcscovovedtren

Source. Tme Severity

Username. % bmcsTargetDeviceNamect edTr
iy lii e T Sowce: 10101020 Timestamp: 9 misutes 47 seconds SNMP Version:
R % omcscascadeswitchRemovedTrap Enterprise: 10 org, dod intemet private enterprises ibim ibmes ibmesProducts
Language: [Engish o] % bmesCaseaseSattchteamechangedTrap spociti: 3
% ibmcsConfigurationFileLoadedTrap =
; bmest m?;’mwmm«r-m Generic:  enterpriseSpecific
= % bresCOmoaeloaradeStarted " _.'ﬂ Variable Bindings:
e 2] [ Mame: 150 org dod interet privete enterprises fom sbmes ibmesManagement ibmes TrapObicct ibmcs TrapObye
n [ yome:  r0ctastng sdwan
o {
i 1 -
{ ] pescripion: 4 use ogged out of theapplance. The e of the user who logged out i contaned i
s TrapObjectUsesName
etats ‘
ndexcs ;

0 | ’

Figure 24 - Result of the Log Out Action
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Reasoning MIB Browser ;Iil_)‘
File Edit Operations Tools Bookmarks Help
Address: - |127.0.0.1 ﬂ Advanced... |DID:| 13 ﬂ Operations: |Get Next ﬂ o
ResuItTab\_;/__( Trap Receiver X ]
= SNMPw1 TRAPs Operations ~ Tools Database

= ): ibmcsRebaootStartedTrap
z ibmcsUserLoginTrap o Q
- ibmcsUserLogoutTrap
): ibmcsTargetSessionStartedTrap
z ibmcsTargetSessionStoppedTrap
7 ibmesTargetSessionTerminatedTrap [bmesUserLoginTrap 10.10.10.20 2013-02-06 10:28:36
.4 ibmesLocalPortSessionStartedTrap
4 ibmesLocalPortSessionStoppedTrap
4 ibmesLocalPortSessionTerminatedTrap
z ibmcsImageFileUpgradestarted
,;v ibmcsImageFileUpgradeResultsTrap
z ibmecsUserAddedTrap
.4 ibmesUserDeletedTrap
4 ibmesUserModifiedTrap
.4 ibmesUserLockedTrap
4 ibmesUserUnlockedTrap
4 ibmesUser AuthenticationFailureTrap
z ibmcsCOAddedTrap
,;v ibmcsCORemovedTrap
> ibmcsCOMovedTrap e
- Jp ibmcsTargetDeviceMameChangedTrap

a4

Description Source Time Severity

- ibmesCascadeSwitchAddedTrap Source: 10.10.10.20 Timestamp: O minutes 47 seconds SNMP Version:
¥ ibmesCascadeSwitchRemavedTrap Enterprise: iso.org dodinternet private enterprises.ibm.ibmes ibmesProducts
} ibmesCascadeSwitchMameChangedTrap Specific: 3

} ibmcsConfigurationFileLoadedTrap

- % ibmcsUserDatabaseFileLoadedTrap Generic: enterpriseSpecific

| - & ibmesCOImaneliparadeStarted | _lj Variable Bindings:
4 »
MName || | Name: iso.org. dod internet. private. enterprises. i ibmces.ibmeshManagement. ibmes TrapObject.ibmes Trap Obje
01D Value: [OctetString] Admin
MIB
|Eynitax "4 user logged out of the appliance. The name of the user who logged out is contained in
Description:

I:;‘e;s P ibmes TrapObjectUserMName. "

S
Defval
= E| K1 C

Figure 25 - SNMP Log Out trap

5.4 GCM16 / GCM32 log on failure

e =lo1x| nl
nmﬂﬂwﬂl\iﬂw‘ |+J Fie Edt Operabons Toos Bookmarks Help "
— — - =T - — Address 1270 Advanced... |om:[.13 | Operatons: [Get et -] e
e _— O — et S
7 ® TRy DsviEw s § :I Opers e
; 5 bmcscbootStartedion
% buctsenoonte Co®a«
% bmcsusarogoutran — —
% brcsTargetsessionstartedTrap e Ll SR
% brcaTarpetsessastoppedTian
z ity P : T 10.10.10.20 20130206 10:29: 14
4 ~ forcsusertogion 10.10.10.20 20130206 10:28:3%
% bacstocaPorsessanremeatedTiap
Y S———————
}; bmcsimagefieUpgradeResutsTrap. -
J tomesUserAddedTrap
% brcsseeetedtran
RS———
e
J lmcsUserUniodkedTrap
*This page contains errors $ mcsiser Authenticaton”shure Trap
% bmescorddedran
% bmcsCORemovedTrap
‘The provided usemame of password were Z
it f oo
cstargeipercename n
usemame: [hamin e e Source: 10101020 Timestamp: 10 minutes 14 seconds SNMP Version:
Password 5 bocsCascateSmtdReravedTisn Enterprise: 150 org dod ntemet private enterprises ibm bmcs fbmcsProducts
Language: | English k4 ,; M”‘ :C(:sz;w;mwﬁﬂ:drm'w tap Specific: 17
 bmcsUserDatabaceFiel oadedTrap Generic:  enterpriseSpecific
y 5 brcsCOtmaneUooradestasted y J:l Variable Bindings:
. >
—w Tf| | Name: iso org dod intermet private entrprises fbm brmcs ibmesManagement ibmes TrapObject ibmes Trap Oty
- = — [ vae:  t0ctesiring) acimin
= Descriptan: A 5 fad o uhenicate with th appliance. Thename of the ser wha fuled toanhenicate = con
":: | " ibmes TrapObjectUserName. *
S |
= i) K1 I 2

Figure 26 - Result of failed log on
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MIB Browser =T
File Edit Operations Tools Bookmarks Help
Address: I 127.0.0.1 J Advanced... |DID:| A3 ﬂ Operations: |Get Next ﬂ o

Result Tab\;ﬁ( Trap Receiver X_]

ks 21l | Operaons Tools Database
.4 ibmcsRebaootStartedTrap
= /Iv ibmcsUserLoginTrap
- ibmcsUserLogoutTrap -
= ):' ibmcsTargetSessionStartedTrap SEuerny
4 ibmcsTargetSessionStoppedTrap | 0.1 20130 0:29:41
- ibmesTargetSessionTerminatedTrap llbmesuserLogoutTrap 10.10.10.20 2013-02-06 10:29: 1%
.4 ibmesLocalPortSessionStartedTrap b : R
’3, ibmcsLocalPartSessionStoppedTrap ibmcsUserLoginTrap 10.10.10.20 2013-02-06 10:28:36
= ibmesLocalPortSessionTerminatedTrap
/3' ibmcsImageFileUpgradestarted
,3' ibmcsImageFileUpgradeResultsTrap b
),' ibmecsUserAddedTrap
- ibmesUserDeletedTrap
g ibmesUserModifiedTrap
.4 ibmesUserLockedTrap
i g ibmesUserUnlockedTrap
= ibmesUser AuthenticationFailureTrap
/3' ibmcsCOAddedTrap
,3' ibmcsCORemovedTrap
g ibmcsCOMovedTrap e
. ibmcsTargetDeviceMameChangedTra . "
- f, imeCas?:adeSwmdeddedTrj:l i Source: 10.10.10.20 Timestamp: 10 minutes 14 seconds SNMP Version:
4 ibmcsCascadeSwitchRemovedTrap Enterprise: iso.org dodinternet private enterprises.ibm.ibmes ibmesProducts
i g ibmesCascadeSwitchMameChangedTrap Specific: 17
-+ ibmesConfigurationFileLoadedTrap j X
} ibmcsUserDatabaseFileloadedTrap Generic: enterpriseSpecific
| ... & ibmesCOImageUparadestarted | _lj Varijable Bindings:
1 ¥
MName || | Name: iso.org. dod internet. private. enterprises. i ibmces.ibmeshManagement. ibmes TrapObject.ibmes Trap Obje
01D Value: [OctetString] Admin
MIB
|Eynitax D i "4 user failed to authenticate with the appliance. The name of the user who failed to authenticate is con
fccess eseription: ibmes TrapObjectUserMName. "
Istatus
Defval
= ) W

Figure 27 - SNMP Failed Log On trap
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6 References - Hardware / Software Used

6.1 Hardware Used
IBM Part Number Device description

1754-D2X IBM 4x2x32 Global Console Management Switch
1754-D1X IBM 2x2x16 Global Console Management Switch
46M5383 IBM VCO2 Conversion Option

6.2 Software Used

All work was carried out on a Microsoft Windows Server 2008 R2 SP1 server with the following web
browsers:

¢ Microsoft Internet Explorer
o Mozilla FireFox
e Goolge Chrome

The main work was carried out with Mozilla FireFox.

All SNMP traps were captured with a trial version of iReasoning MIB Browser Professional Edition
Version 9.0, Build 3516. The software is available from

http://ireasoning.com/mibbrowser.shtml

==l
File Edit Operatons Tools Bookmarks Help
Address:  ~ | 127.0.0.1 - Advanced... |OID:|.1.3 j Operations: |GetNext ﬂ nGo
ECT | e
b4y SHMPv 1 TRAPS | Name/CID | value | Tvee | ot | Q

,’i ibmcsRebootStartedTrap

,:i ibmcsUserLoginTrap

o ibmecsUserLogoutTrap

;i ibmesTargetSessionStartedTrap D
i
o~

,’i ibmesTargetSessionStoppedTrap
- ibmcsTargetSessionTerminatedTrap

& ibmesLocalPortSessionStartedTrap w T
- tbmes.ocaPortsessonstoppecrap aout = &
7 ibmesLocalPortSessionTerminatedTrap 5 5
;i ibmesImageFileUpgradeStarted |Reaso|'||ng MIB Browser =
5 bcsimageFieUparadeResusTrap Professional Edition (zo-day mrian &
tf !hmcsLIserAddedTrap Powered by iReasoning SNMP APT
-7 ibmesUserDeletedTrap Version: 9.0 (Build 3516)
» ibmesUserModifiedTrap
,’i ibmecsUserLockedTrap itk ffvwwv ireasoning, com

,:i ibmesUserUnlockedTrap
i 4 ibmecsUserAuthenticationFailureTrap
g ibmecsCOAddedTrap
-y ibmesCORemovedTrap
,:i ibmecsCOMovedTrap
.4 ibmcsTargetDeviceNameChangedTrap
1f ibmcsCascadeSwitchAddedTrap

v 4 ibmesCascadeSwitchRemovedTrap
4 ibmesCascadeSwitchNameChangedTrap
.4 ibmesConfigurationFileLoadedTrap
4 ibmcsUserDatabaseFileloadedTrap

| .. % ibmesCOImageUparadeStartad | _ILI
l »

Mame -
QID

MIB

Syntax
EAccess
Status
Defyal

Indexes
v|
=

Copyright(c) 2002-2012 iDeskCentric Inc. All rights reserved.

Figure 28 - iReasoning MIB Browser
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7 Known Web Browser Issues

The GCM16 / GCM32 switches allow web access via the https protocol only. The switches are

equipped with an according certificate which however is seen by web browsers as being a security

issue.

7.1 Microsoft Internet Explorer

Depending on the Windows version Internet Explorer displays an error message that there is an
issue with the security certificate. Continue to connect to that web site.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website has expired or is not yet valid.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

sen'er.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.
@' Continue to this website (not recommended).

@ More information
Figure 29 - Internet Explorer Security Warning

Add the IP address of the GCM16 / GCM32 switch to the trusted sites.

Internet Explorer [ x|

Contert from the website listed below is being a
° blocked by the Intemet Explorer Enhanced et
Securty Configuration.

https://10.10.10.20

v Continue to prompt when website contert is blocked

orer's Enhanced Security Corfiguration ..

Leam more about Intemet

If you trust this website, you can lower secunty settings for
the site by adding it to the Trusted sites zone. f you know
this website is on your local intranet, review help for
instructions on adding the site to the local intranet zone
instead.

Important: adding this website to the Trusted sites zone will lower the security
settings for all content from this web site for all applications. including Intemet
Explorer.

Trusted sites x|

47 You can add and remove websites from this zone. All websites in
g this zone will use the zone's security settings.

Add this website to the zone:
| https:/f10.10.10.20

Websites:
http: //*.update.microsoft.com

ﬂ Remoye |
http:/f*. windowsupdate. com
http: //*. windowsupdate. microsoft.com

htip:/fgo.microsoft. com LI

T R e o i i N itmi:

™ Require server verification {https:) for all sites in this zone

Figure 30 - Add the IP address of the GCM16 / GCM32 to the trusted sites
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Internet Explorer in Windows Server 2008 shows a certificate error.

f;; GCM16 Explorer [User Login] - Windows Internet Explorer —|=® _)SJ

7 = —— e -
@,' | hitps://10.10. 1020 f0cir php |15 certifiate Error || )| +2|| X | | Bng £~

<7 Favorites | 9= @ Suggested Sites v | Web Slice Gallery =

(& GCM 16 Explarer [User Login] I T’} -8B - F-_'“ - Page - Safety - Tools - "g"

7 BODKMARK g 8 * | TRY DSVIEW 3 |
Username: |
Password: |
Language: IEninsh 'l
Login
=]
[pone [ [ [ [ [ [ tusted sites | Protected Mode: Off vhv | R0% -

Figure 31 - Certificate Error displayed by Internet Explorer in Windows Server 2008

Internet Explorer will always show the Certificate error however will then not advise of any connection
issues.

7.2 Google Chrome
Goolge Chrome will display a warning message. Click on the "Proceed anyway" button.

- C | [ pare://10.10.10.20/index.php

The site's security certificate is not trusted!

You attempted to reach 10.10.10.20. but the server presented a certificate issued by an entity that is
not trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Google Chrome cannot rely on for identity information, or an attacker may
be trying to intercept your communications.

You should not proceed. especially if you have never seen this warning before for this site

Proceed anyway | Back to safety

» Help me understand

Figure 32 - Google Chrome Certificate Error

Note: This error message will always be displayed when connecting to the GCM16 / GCM32 web
interface.
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Google Chrome will then connect to the web page.

'E GCM16 Explorer [User Login® % W |
€ = C | & brs://10.10.10.20/gin.php

Usemams: | |

Password: |

Language: |English

Figure 33 - GCM16 / GCM32 log on page with Google Chrome

Note that the https connection will be established. Since the certificate is not trusted by Google
Chrome it will display the https connection as crossed out.

' B GCM16 Explorer [User Login| %

- (% biers://10.10.10.20/login.php

Figure 34 - Google Chrome shows https crossed out

25



Using SNMP traps with the IBM Global Console Managers 2x2x16 (GCM16) Chapter 7 Known Web Browser Issues
and 4x2x32 (GCM32)

7.3 Mozilla FireFox

Mozilla FireFox will display a notification that the connection is not trusted. Click on the "l understand
the Risks" link.

¥ https://10. 10. 10. 20/index. php c | |[§]— Google

You have asked Firefox to connect securely to 10.10.10.20, but we can't confirm that your
connection is secure.

E == This Connection is Untrusted

Marmally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

Figure 35 - FireFox advises that the connection is not trusted

Add an exception to FireFox for the GCM16 / GCM32 KVM.

0 This Connection is Untrusted

¥ Ai You have asked Firefox to connect securely to 10.10.10.20, but we can't confirm that your
L connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that yvou
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someane is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Ewen
if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

Figure 36 - Add an exception
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Confim the exception.

Add Security Exception i

‘fou are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

X

Server

Location: I s: /10, 10. 10, 20findex.php Get Certificate I

 Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Outdated Information

Certificate is not currently valid. It is impossible to verify whether this identity was reported as
stolen or lost,

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority using a
secure signature.

¥ Permanently store this exception

Confirm Security Exception Cancel

Figure 37 - Confirm this security exception
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Connect to the GCM16 / GCM32 web interface.

. Firefox ™
{ GCM16 Explorer [User Login] _ﬁ
. L‘f, & htips: /10,10, 10,20 login.php

jﬁ;' v || B - Google p| # ﬂ"
(7 JR=Rl 1) TRY DSVIEW 3

User Login

Usemame: |

Password: |

Language: | English rl

Figure 38 - GCM16 Log on page

7.4 Other Web browsers
No other web browsers have been tested. However it is assumed that any other web browsers will

issue a certificate warning.
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