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Preface
This document describes on how to manage an IBM Global 2x2x16 Console Manager (GCM16) –
Machine Types and Models 1754-D1X or 1754-HC1, FC 6694 -  and IBM Global 4x2x32 Console
Manager (GCM32) - Machine Types Models 1754-D2X or 1754-HC2 FC 6695 with SNMP.

This document does not discuss SNMP traps of the IBM Local Console Manager LCM8, Machine
Types Models 1754-A1X or 1754-HC3 FC0725, or IBM Local Console Manager LCM16, Machine
Types Models 1754-A2X or 1754-HC4 FC0726.

As an example the following traps will be monitored:

User Authentication Failure
User Logged In
User Logged Out
Power Supply Failure
Power Supply Restored

Note: The IBM Global Console Managers, Machine Type 1754, offer a broad variety of traps that
can be monitored.
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1 1754 GCM16 / GCM32 SNMP traps
The IBM 1754 GCM16 / GCM32 family of KVM switches generates and sends outs SNMPv1 traps
on pre-defined events that occur with the usage of the switches. Table1 provides a reference
between the event names that are selectable through the Web User Interface (WEBUI) Local or Web
Interface to the SNMP MIB File Variable name and OID Number.

Note: In the official product documentation the WEBUI is referred to as the On-board Web
Interface (OBWI). This naming convention will be used throughout this document.
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1.1 Event Names - Reference Table
For the corresponding events below, Column 1 is the Event name held in the KVM, Column 2 is the
variable name within the SNMP MIB and Column 3 is the events OID information. See Chapter "3.1
Configuring the GCM16 / GCM32 for SNMP" on how to configure and access the event names held
within the KVM.

Note: The OIDs in the below table are "static". When an OID is used and associated with a TRAP
it usually does not get changed. However OIDs may be added or removed with a unit
firmware update when new features are added or features are removed with that firmware
code.

Local UI  / OBWI
name

Trap Variable Name OID

Reboot Started ibmcsRebootStartedTrap .1.3.6.1.4.1.10418.18.41.0.1
User Logged In ibmcsUserLoginTrap .1.3.6.1.4.1.10418.18.41.0.2
User Logged Out ibmcsUserLogoutTrap .1.3.6.1.4.1.10418.18.41.0.3
Target Session
Started

ibmcsTargetSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.4

Target Session
Stopped

ibmcsTargetSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.5

Target Session
Terminated

ibmcsTargetSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.6

Image Upgrade
Started

ibmcsImageFileUpgradeStarted .1.3.6.1.4.1.10418.18.41.0.10

Image Upgrade
Results

ibmcsImageFileUpgradeResultsTrap .1.3.6.1.4.1.10418.18.41.0.11

User Added ibmcsUserAddedTrap .1.3.6.1.4.1.10418.18.41.0.12
User Deleted ibmcsUserDeletedTrap .1.3.6.1.4.1.10418.18.41.0.13
User Modified ibmcsUserModifiedTrap .1.3.6.1.4.1.10418.18.41.0.14
User Locked Out ibmcsUserLockedTrap .1.3.6.1.4.1.10418.18.41.0.15
User Unlocked ibmcsUserUnlockedTrap .1.3.6.1.4.1.10418.18.41.0.16
User Authentication
Failure

ibmcsUserAuthenticationFailureTrap .1.3.6.1.4.1.10418.18.41.0.17

CO Added ibmcsCOAddedTrap .1.3.6.1.4.1.10418.18.41.0.18
CO Removed ibmcsCORemovedTrap .1.3.6.1.4.1.10418.18.41.0.19
CO Moved ibmcsCOMovedTrap .1.3.6.1.4.1.10418.18.41.0.20

ibmcsTargetDeviceNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.21
A Cascade Switch
has been Installed

ibmcsCascadeSwitchAddedTrap .1.3.6.1.4.1.10418.18.41.0.22

A Cascade Switch
has been Removed

ibmcsCascadeSwitchRemovedTrap .1.3.6.1.4.1.10418.18.41.0.23

A Cascade Switch
Name has Changed

ibmcsCascadeSwitchNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.24

Configuration File
has been Loaded

ibmcsConfigurationFileLoadedTrap .1.3.6.1.4.1.10418.18.41.0.25

User Database File
has been Loaded

ibmcsUserDatabaseFileLoadedTrap .1.3.6.1.4.1.10418.18.41.0.26

CO Image Upgrade
Started

ibmcsCOImageUpgradeStarted .1.3.6.1.4.1.10418.18.41.0.28

CO Image Upgrade
Result

ibmcsCOImageUpgradeResultTrap .1.3.6.1.4.1.10418.18.41.0.29

CO Restarted ibmcsCORestartedTrap .1.3.6.1.4.1.10418.18.41.0.30
Virtual Media
Session Started

ibmcsVirtualMediaSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.31

Virtual Media
Session Stopped

ibmcsVirtualMediaSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.32
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Local UI  / OBWI
name

Trap Variable Name OID

Virtual Media
Session Terminated

ibmcsVirtualMediaSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.33

Virtual Media
Session Reserved

ibmcsVirtualMediaSessionReservedTrap .1.3.6.1.4.1.10418.18.41.0.34

Virtual Media
Session Unreserved

ibmcsVirtualMediaSessionUnreservedTrap .1.3.6.1.4.1.10418.18.41.0.35

Virtual Media Drive
Mapped

ibmcsVirtualMediaDriveMapped .1.3.6.1.4.1.10418.18.41.0.36

Virtual Media Drive
Unmapped

ibmcsVirtualMediaDriveUnmapped .1.3.6.1.4.1.10418.18.41.0.37

Virtual Media
Session Started

ibmcsLocalPortVirtualMediaSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.38

Virtual Media
Session Stopped

ibmcsLocalPortVirtualMediaSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.39

Virtual Media
Session Terminated

ibmcsLocalPortVirtualMediaSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.40

Virtual Media Drive
Mapped

ibmcsLocalPortVirtualMediaDriveMapped .1.3.6.1.4.1.10418.18.41.0.41

Virtual Media Drive
Unmapped

ibmcsLocalPortVirtualMediaDriveUnmapped .1.3.6.1.4.1.10418.18.41.0.42

Virtual Media
Session Reserved

ibmcsLocalPortVirtualMediaSessionReservedTrap .1.3.6.1.4.1.10418.18.41.0.43

Virtual Media
Session Unreserved

ibmcsLocalPortVirtualMediaSessionUnreservedTrap .1.3.6.1.4.1.10418.18.41.0.44

Screen Resolution
Changed

ibmcsScreenResolutionChangedTrap .1.3.6.1.4.1.10418.18.41.0.45

Aggregate Server
Status Changed

ibmcsAggregatedTargetDeviceStatusChangedTrap .1.3.6.1.4.1.10418.18.41.0.46

Factory Defaults Set ibmcsFactoryDefaultsSetTrap .1.3.6.1.4.1.10418.18.41.0.47
Power Supply
Failure

ibmcsPowerSupplyFailureTrap .1.3.6.1.4.1.10418.18.41.0.48

Power Supply
Restored

ibmcsPowerSupplyRestoredTrap .1.3.6.1.4.1.10418.18.41.0.49

Power Device
Online

ibmcsPduDeviceOnlineTrap .1.3.6.1.4.1.10418.18.41.0.50

Power Device
Offline

ibmcsPduDeviceOfflineTrap .1.3.6.1.4.1.10418.18.41.0.51

Power Device Outlet
On Command

ibmcsPduOutletOnCommandTrap .1.3.6.1.4.1.10418.18.41.0.52

Power Device Outlet
Off Command

ibmcsPduOutletOffCommandTrap .1.3.6.1.4.1.10418.18.41.0.53

Power Device Outlet
Reboot Command

ibmcsPduOutletRebootCommandTrap .1.3.6.1.4.1.10418.18.41.0.54

Power Device Outlet
On

ibmcsPduStatusOutletOnTrap .1.3.6.1.4.1.10418.18.41.0.57

Power Device Outlet
Off

ibmcsPduStatusOutletOffTrap .1.3.6.1.4.1.10418.18.41.0.58

Power Device Inlet
Name Changed

ibmcsPduPortNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.59

Power Device Port
Name Changed

ibmcsPduOutletNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.60

Power Device Inlet
Total Current High

ibmcsPduInletTotalLoadHighTrap .1.3.6.1.4.1.10418.18.41.0.61

Power Device Inlet
Total Current Low

ibmcsPduInletTotalLoadLowTrap .1.3.6.1.4.1.10418.18.41.0.62
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Local UI  / OBWI
name

Trap Variable Name OID

Power Device
Device Name
Changed

ibmcsPduDeviceNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.63

Power Device
Circuit Name
Changed

ibmcsPduInletNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.64

ibmcsPduOutletLockCommandTrap .1.3.6.1.4.1.10418.18.41.0.65
ibmcsPduOutletUnlockCommandTrap .1.3.6.1.4.1.10418.18.41.0.66
ibmcsPduStatusOutletLockTrap .1.3.6.1.4.1.10418.18.41.0.67

These events are
only used with
DSView™
Management
Software

ibmcsPduStatusOutletUnlockTrap .1.3.6.1.4.1.10418.18.41.0.68

Power Device
Upgrade Started

ibmcsPduImageFileUpgradeStartedTrap .1.3.6.1.4.1.10418.18.41.0.69

Power Device
Upgrade Result

ibmcsPduImageFileUpgradeResultTrap .1.3.6.1.4.1.10418.18.41.0.70

Power Device Outlet
Name Changed

ibmcsPduCircuitNameChangedTrap .1.3.6.1.4.1.10418.18.41.0.71

Power Device Total
Current High

ibmcsPduDeviceTotalLoadHighTrap .1.3.6.1.4.1.10418.18.41.0.72

Power Device
Circuit Total Current
High

ibmcsPduCircuitTotalLoadHighTrap .1.3.6.1.4.1.10418.18.41.0.73

Power Device Outlet
Current High

ibmcsPduOutletTotalLoadHighTrap .1.3.6.1.4.1.10418.18.41.0.74

Fan Failure ibmcsFanFailureTrap .1.3.6.1.4.1.10418.18.41.0.75
Temperature Out of
Range

ibmcsTemperatureRangeTrap .1.3.6.1.4.1.10418.18.41.0.76

Smart Card Inserted ibmcsSmartCardInsertedTrap .1.3.6.1.4.1.10418.18.41.0.77
Smart Card
Removed

ibmcsSmartCardRemovedTrap .1.3.6.1.4.1.10418.18.41.0.78

Table 1 – Event Names, Varialbe Names, OID

1.2 Trap Variables that are not used
The following information below relates to some Trap Variables and OID elements that are contained
within the SNMP MIB but are not used.

Table 2 below shows the 3 MIB elements that are specific to access through the local port of the
KVM, these elements do not generate any SNMP Traps. However, local access is still identified
through the 3 variables in Table 3 and Local port Sessions are displayed as the Target Session
started, stopped and terminated respectfully.

Trap Variable Name OID
ibmcsLocalPortSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.7
ibmcsLocalPortSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.8
ibmcsLocalPortSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.9
Table 2 - Trap entries in the MIB file not used
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Local UI  / OBWI
name

Trap Variable Name OID

Target Session
Started

ibmcsTargetSessionStartedTrap .1.3.6.1.4.1.10418.18.41.0.4

Target Session
Stopped

ibmcsTargetSessionStoppedTrap .1.3.6.1.4.1.10418.18.41.0.5

Target Session
Terminated

ibmcsTargetSessionTerminatedTrap .1.3.6.1.4.1.10418.18.41.0.6

Table 3 - Trap entries in the MIB file used for Local Sessions

Table 3 provides a reference between the event names that are selectable through the OWBI Local
or Web Interface to the SNMP MIB File Variable name and OID Number. For the corresponding
event. See Chapter "3.1 Configuring the GCM16 / GCM32 for SNMP" on how to configure and
access the event names held within the KVM.

1.3 Non-Selectable Traps
Table 4 provides reference automatic traps that are generated by the KVM and are not customer
selectable.

Event Name Event Criteria What generates the Events
Cold Start Start-up of the switch
Link Up

These 2 events are generated on the
start-up of the Global Console Switch Start-up of the network interface

Link Down Network Connection Failed / Lost When the KVM looses connection
with the network

SNMP Authentication Failure Generated on SNMP authentication
failure

When the KVM fails with SNMP
authentication

Table 4 – Non Selectable Traps
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2 OIDs in MIB files
The OIDs in the 1754 GCM16 / GCM32 MIB files do not use numerical entries, e.g.
.1.3.6.1.4.1.10418.3.1.0.14 for ibmGCMUserAuthenticationFailureTrap or
ibmcsUserAuthenticationFailureTrap, but rather uses variable names.

Figure 1 - Trap entries in MIB file

When loading the MIB file into a SNMP application this will then be complied in numeric OIDs by that
application.

2.1 Error in current MIB files
There is a known issue with the MIB file Revision 1.0.8 for the 1754-AxX (LCM8 / LCM16) units and
the MIB file Revision 1.10.18 for the 1754-DxX (GCM16 / GCM32). The LCM8 / LCM16 identifies
itself in the MIB file as a GCM16 / GCM32 whilst the GCM16 / GCM32 claims to be a Console
Switch.

Figure 2 - LCM8 / LCM16 MIB file entries

Figure 3 - GCM16 / GCM32 MIB file entries
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3 Configuring the GCM16 / GCM32 for SNMP usage
The Global Console Switches require the IP Address of the system that will be receiving the SNMP
Trap Event information; it is also possible to select what events will be sent from the GCM16 /
GCM32.

3.1 Configuring the GCM16 / GCM32 for SNMP
Log on to the GCM16 or GCM32 unit either locally or via its web interface.

Figure 4 - Logging on to the GCM16 / GCM32 Web interface

Note: The default Username is Admin and a blank password.
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Navigate to through the menu "Unit / Appliance / SNMP / Auditing / Events". Initially the GCM16 /
GCM32 unit will send out all SNMP traps, i.e. per default all SNMP traps are selected. This however
may take up a considerable amount of network traffic. It is therefore recommended to only monitor
those traps that are important for a specific use.

Figure 5 - All SNMP traps are selected per default

Click on the box left to "Events Name" in order to unselect all SNMP traps.

Figure 6 - Unselect all SNMP traps by clicking the box left to "Events Name"
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Scroll through the list of SNMP traps and tick the boxes of those traps that are to be monitored.

Figure 7 - Selected SNMP traps

Once all needed SNMP traps have been selected save the choices.

Figure 8 - Save the selected SNMP traps to be monitored
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Configure the IP address(es) of the target computer on which the SNMP software will be running.

Figure 9 - Configuring the target computer IP address(es)
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4 Collection of the SNMP Trap Information
There are various SNMP Managers available in the market today, for the purposes of this document
All SNMP traps were captured with a trial version of iReasoning MIB Browser Professional Edition
Version 9.0, Build 3516. Further information can be found on this software in the reference section.

IBM Systems Director® enables capabilities with the Global Console Switches and is the platform
management backbone to achieve Smarter Computing. An integral component of the IBM Smarter
Systems portfolio, further information can be found from the IBM Web Site:

http://www.ibm.com/systems/software/director/

Alternatively Avocent DSView™ from Emerson can be used.

4.1 Collecting the raw SNMP Traps
The initial nature and format of these 'raw traps' meant that no text message description was
available as part of the trap details for all such events received.  This is a fairly typical phenomenon
with receiving raw SNMP traps. The events used to generate these traps were “Power Supply
Failure” and "Power Supply Restored".

Raw traps can be by SNMP applications by not loading and compiling the relevant MIB file.

Figure 10 – raw SNMP Traps received in iReasoning Software

4.2  Collecting the SNMP Traps with a compiled MIB
For these 'raw traps' to be interpreted, the correct MIB reference file needs to be compiled into the
SNMP Management software.

http://www.ibm.com/systems/software/director/
http://www.emersonnetworkpower.com/en-US/Products/InfrastructureManagement/Management/PhysicalAssets/DataCenterManagementSoftware/Pages/AvocentDSView4ManagementSoftware.aspx#ctl00_SPWebPartManager1_g_176eb44e_d113_41fa_a68b_2122dabe1b05_tab1
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4.3  Obtaining the SNMP MIB File
The SNMP Trap MIB for the GCM16 / GCM32 appliance can be saved to a local machine or network
drive from the "Tools" of the WEB User Interface (OWBI) of the GCM16 / GCM32 Switch. The MIB
file is also part of the lasted firmware download from IBM's FixCentral web site located at
http://www.ibm.com/support/fixcentral/.

Note: The MIB file obtained from the KVM unit may differ slightly from the MIB file included in the
firmware download. However this has little impact in the SNMP usage of the KVM switch.

Figure 11 – GCM16 / GCM32 Tools Page within the OWBI

http://www.ibm.com/support/fixcentral/
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4.4 Loading the SNMP MIB file into the SNMP Management Software
For the purposes of this test, detailed below is how to load the MIB file into the iReasoning Software.

Start iReasoning MIB Browser Professional Edition

Figure 12 - iReasoning MIB Browser

Load the needed MIB file via the menu "File / Load MIBs"

Figure 13 - Loading a MIB file into iReasoning MIB Browser
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Browse to the directory containing the MIB file and load it.

Figure 14 - Browse to and load the MIB file

The loaded MIB file is presented in red.

Figure 15 - GCM16 / GCM32 SNMP traps loaded
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View all GCM16 / GCM32 traps

Figure 16 - GCM16 / GCM32 SNMP traps from the MIB file

4.5 Collection of the SNMP Traps with a compiled MIB
For the purposes of this test, the same SNMP Trap Events were used as the events collected for the
'raw trap' test of "Power Supply Failure" and "Power Supply Restored". Launch the iReasoning MIB
Browser Trap Receiver via the "Tools" menu.

Figure 17- Lauching the Trap Receiver
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These traps were received and interpreted with a meaningful description of the event.

Figure 18 – Collection of SNMP Traps with a comopiled MIB
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5 Configuration of specific SNMP Traps and capture
The GCM16 / GCM32 provides the ability to select / de-select specific traps depending on what
information needs to be captured. By default, the GCM16 / GCM32 has all the SNMP Trap events
selected.

5.1 Collecting GCM16 / GCM32 SNMP traps with iReasoning MIB Browser

Figure 19 - SNMP traps as shown in the GCM16 / GCM32 and the iReasoning software

Launch the iReasoning MIB Browser Trap Receiver via the "Tools" menu.

Figure 20 - Lauching the Trap Receiver
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5.2 GCM16 / GCM32 successful log on

Figure 21 - Log on to the GCM16 / GCM 32 Web interface

Figure 22 - Results of the Log On Action
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Figure 23 - SNMP Log On trap

5.3 GCM16 / GCM32 log out

Figure 24 - Result of the Log Out Action
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Figure 25 - SNMP Log Out trap

5.4 GCM16 / GCM32 log on failure

Figure 26 - Result of failed log on
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Figure 27 - SNMP Failed Log On trap
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6 References - Hardware / Software Used

6.1 Hardware Used
IBM Part Number Device description
1754-D2X IBM 4x2x32 Global Console Management Switch
1754-D1X IBM 2x2x16 Global Console Management Switch
46M5383 IBM VCO2 Conversion Option

6.2 Software Used
All work was carried out on a Microsoft Windows Server 2008 R2 SP1 server with the following web
browsers:

Microsoft Internet Explorer
Mozilla FireFox
Goolge Chrome

The main work was carried out with Mozilla FireFox.

All SNMP traps were captured with a trial version of iReasoning MIB Browser Professional Edition
Version 9.0, Build 3516. The software is available from

http://ireasoning.com/mibbrowser.shtml

Figure 28 - iReasoning MIB Browser

http://ireasoning.com/mibbrowser.shtml
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7 Known Web Browser Issues
The GCM16 / GCM32 switches allow web access via the https protocol only. The switches are
equipped with an according certificate which however is seen by web browsers as being a security
issue.

7.1 Microsoft Internet Explorer
Depending on the Windows version Internet Explorer displays an error message that there is an
issue with the security certificate. Continue to connect to that web site.

Figure 29 - Internet Explorer Security Warning

Add the IP address of the GCM16 / GCM32 switch to the trusted sites.

Figure 30 - Add the IP address of the GCM16 / GCM32 to the trusted sites
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Internet Explorer in Windows Server 2008 shows a certificate error.

Figure 31 - Certificate Error displayed by Internet Explorer in Windows Server 2008

Internet Explorer will always show the Certificate error however will then not advise of any connection
issues.

7.2 Google Chrome
Goolge Chrome will display a warning message. Click on the "Proceed anyway" button.

Figure 32 - Google Chrome Certificate Error

Note: This error message will always be displayed when connecting to the GCM16 / GCM32 web
interface.
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Google Chrome will then connect to the web page.

Figure 33 - GCM16 / GCM32 log on page with Google Chrome

Note that the https connection will be established. Since the certificate is not trusted by Google
Chrome it will display the https connection as crossed out.

Figure 34 - Google Chrome shows https crossed out
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7.3 Mozilla FireFox
Mozilla FireFox will display a notification that the connection is not trusted. Click on the "I understand
the Risks" link.

Figure 35 - FireFox advises that the connection is not trusted

Add an exception to FireFox for the GCM16 / GCM32 KVM.

Figure 36 - Add an exception
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Confim the exception.

Figure 37 - Confirm this security exception
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Connect to the GCM16 / GCM32 web interface.

Figure 38 - GCM16 Log on page

7.4 Other Web browsers
No other web browsers have been tested. However it is assumed that any other web browsers will
issue a certificate warning.
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