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Preface

The Alteon OS Command Reference describes how to configure and use the software with
your GbE Switch Module (GbESM). This guide lists each command, together with the com-
plete syntax and a functional description, from the IS Command Line Interface (ISCLI).

For documentation on installing the switches physically, see the Installation Guide for your
GbESM.

BMDO00008, November 2007
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Who Should Use This Book

This Command Reference is intended for network installers and system administrators engaged
in configuring and maintaining a network. The administrator should be familiar with Ethernet
concepts, IP addressing, the IEEE 802.1d Spanning Tree Protocol, and SNMP configuration
parameters.
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How This Book Is Organized

Chapter 1 “ISCLI Basics,” describes how to connect to the switch and access the information
and configuration commands. This chapter provides an overview of the command syntax,
including command modes, global commands, and shortcuts.

Chapter 2 “Information Commands,” shows how to view switch configuration parameters.
Chapter 3 “Statistics Commands,” shows how to view switch performance statistics.

Chapter 4 “Configuration Commands,” shows how to configure switch system parameters,
ports, VLANS, Spanning Tree Protocol, SNMP, Port Mirroring, IP Routing, Port Trunking, and
more.

Chapter 5 “Operations Commands,” shows how to use commands which affect switch per-
formance immediately, but do not alter permanent switch configurations (such as temporarily
disabling ports). The commands describe how to activate or deactivate optional software fea-
tures.

Chapter 6 “Boot Options,” describes the use of the primary and alternate switch images, how
to load a new software image, and how to reset the software to factory defaults.

Chapter 7 “Maintenance Commands,” shows how to generate and access a dump of critical
switch state information, how to clear it, and how to clear part or all of the forwarding database.

“Index’ includes pointers to the description of the key words used throughout the book.

BMDO00008, November 2007 Preface m 13
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Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1 Typographic Conventions

Typeface or Symbol Meaning

angle brackets < > Indicate a variable to enter based on the description inside the brackets.
Do not type the brackets when entering the command.
Example: If the command syntax is
ping <IP address>
you enter
ping 192.32.10.12

bold body text Indicates objects such as window names, dialog box names, and icons, as
well as user interface objects such as buttons, and tabs.

bold Courier text Indicates command names, options, and text that you must enter.
Example: Use the show §p arp command.

braces { } Indicate required elements in syntax descriptions where there is more
than one option. You must choose only one of the options. Do not type
the braces when entering the command.
Example: If the command syntax is
show portchannel {<1-11>|hash]information}
you enter:
show portchannel <1-11>
or
show portchannel hash
or
show portchannel information

brackets [ ] Indicate optional elements in syntax descriptions. Do not type the brack-
ets when entering the command.
Example: If the command syntax is
show ip ospf interface [<1-128>]
you enter
show ip ospf interface
or
show ip ospf interface <1-128>

italic text Indicates variables in command syntax descriptions. Also indicates new
terms and book titles.
Example: If the command syntax is
show spanning-tree stp <1-128>
<1-128> represents a number between 1-128.

14 m Preface BMDO00008, November 2007
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Table 1 Typographic Conventions

Typeface or Symbol Meaning

plain Courier text Indicates command syntax and system output, for example, prompts and
system messages.
Example: configure terminal

vertical line Separates choices for command keywords and arguments. Enter only one
of the choices. Do not type the vertical line when entering the command.
Example: If the command syntax is
show portchannel {<1-11>|hash]information}
you must enter:
show portchannel <1-11>
or
show portchannel hash
or
show portchannel information

BMDO00008, November 2007 Preface m 15
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How to Get Help

If you need help, service, or technical assistance, see the “Getting help and technical
assistance” appendix in the Nortel 10Gb Uplink Ethernet Switch Module for IBM
BladeCenter Installation Guide.

16 W Preface BMDO00008, November 2007



CHAPTER 1

ISCLI Basics

Your GbE Switch Module (GbESM) is ready to perform basic switching functions right out of the
box. Some of the more advanced features, however, require some administrative configuration
before they can be used effectively.

This guide describes the individual ISCLI commands available for the GbESM.

The ISCLI provides a direct method for collecting switch information and performing switch
configuration. Using a basic terminal, the ISCLI allows you to view information and statistics
about the switch, and to perform any necessary configuration.

This chapter explains how to access the IS Command Line Interface (ISCLI) for the switch.

Accessing the ISCLI

The first time you start the GbESM, it boots into Alteon OS CLI. To access the ISCLI, enter
the following command and reset the GhESM:

Main# boot/mode ISCLI

To access the Alteon OS CLLI, enter the following command from the ISCLI and reload the
GbESM:

Router(config)# boot cli-mode aos

The switch retains your CLI selection, even when you reset the configuration to factory
defaults. The CLI boot mode is not part of the configuration settings.

If you downgrade the switch software to an earlier release, it will boot into Alteon OS CLI.
However, the switch retains the CLI boot mode, and will restore your CLI choice.

BMDO00008, November 2007 17
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ISCLI command modes

The ISCLI has three major command modes listed in order of increasing privileges, as follows:

B User EXEC mode
This is the initial mode of access. By default, password checking is disabled for this mode,

on console.

B Privileged EXEC mode
This mode is accessed from User EXEC mode. A password is required to enter Privileged
EXEC mode. The default password is enable.

B Global Configuration mode
This mode allows you to make changes to the running configuration. If you save the con-
figuration, the settings survive a reload of the GhESM. Several sub-modes can be
accessed from the Global Configuration mode. For more details, see Table 1-1 on page 18.

Each mode provides a specific set of commands. The command set of a higher-privilege mode
is a superset of a lower-privilege mode — all lower-privilege mode commands are accessible
when using a higher-privilege mode.

Table 1-1 lists the ISCLI command modes.

Table 1-1 ISCLI Command Modes

Command Mode/Prompt

Command used to enter or exit

User EXEC

Router>

Default mode, entered automatically on console
Exit: exit or logout

Privileged EXEC

Router#

Enter Privileged EXEC mode, from User EXEC mode: enable
Exit to User EXEC mode: disable
Quit ISCLI: exit or logout

Global
Configuration

Router(config)#

Enter Global Configuration mode, from Privileged EXEC mode:
configure terminal
Exit to Privileged EXEC: end or exit

Interface IP
Configuration

Router(config-ip-if)#

Enter Interface IP Configuration mode, from Global Configuration mode:
interface ip <1-128>

Exit to Global Configuration mode: exit

Exit to Privileged EXEC mode: end

Port
Configuration

Router(config-if)#

Enter Port Configuration mode, from Global Configuration mode:
interface port <portalias or number>

Exit to Privileged EXEC mode: exit

Exit to Global Configuration mode: end

18 ®m Chapter 1: ISCLI Basics
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Table 1-1 ISCLI Command Modes

Command Mode/Prompt

Command used to enter or exit

VLAN
Configuration

Router(config-vlan)#

Enter VLAN Configuration mode, from Global Configuration mode:
vlan <1-4095>

Exit to Global Configuration mode: exit

Exit to Privileged EXEC mode: end

OSPF
Configuration

Router(config-router-
ospP)#

Enter OSPF Configuration mode, from Global Configuration mode: router ospf
Exit to Global Configuration mode: exit
Exit to Privileged EXEC mode: end

BGP
Configuration

Router(config-router-
bgp)#

Enter BGP Configuration mode, from Global Configuration mode: router bgp
Exit to Global Configuration mode: exit
Exit to Privileged EXEC mode: end

RIP
Configuration

Router(config-router-
rip)#

Enter RIP Configuration mode, from Global Configuration mode: router rip
Exit to Global Configuration mode: exit
Exit to Privileged EXEC mode: end

Route Map
Configuration

Router(config-route-
map)#

Enter Route Map Configuration mode, from Global Configuration mode:
route-map <1-32>

Exit to Global Configuration mode: exit

Exit to Privileged EXEC mode: end

VRRP Configuration

Router(config-vrrp)#

Enter VRRP Configuration mode, from Global Configuration mode:
router vrrp

Exit to Global Configuration mode: exit

Exit to Privileged EXEC mode: end

BMDO00008, November 2007
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Global Commands

Some basic commands are recognized throughout the ISCLI command modes. These com-
mands are useful for obtaining online help, navigating through the interface, and for saving

configuration changes.

For help on a specific command, type the command, followed by help.

Table 1-2 Description of Global Commands

Command Action

? Provides more information about a specific command or lists commands
available at the current level.

exit Go up one level in the command mode structure.

copy running-
config startup-
config

Write configuration changes to non-volatile flash memory.

exit

Exit from the command line interface and log out.

ping

Use this command to verify station-to-station connectivity across the net-
work. The format is as follows:
ping <host name> | <IP address> [tries (1-32)> [msec delay]]

Where IP address is the hostname or IP address of the device, tries (optional)
is the number of attempts (1-32), msec delay (optional) is the number of mil-
liseconds between attempts. The DNS parameters must be configured if
specifying hostnames.

traceroute

Use this command to identify the route used for station-to-station connectiv-
ity across the network. The format is as follows:
traceroute <host name>| <IP address> [<max-hops (1-32)>
[msec delay]]

Where IP address is the hostname or IP address of the target station, max-
hops (optional) is the maximum distance to trace (1-16 devices), and delay
(optional) is the number of milliseconds for wait for the response. The DNS
parameters must be configured if specifying hostnames.

telnet

This command is used to telnet out of the switch. The format is as follows:
telnet <hostname>|<IP address> [port]
Where IP address is the hostname or IP address of the device.

show history

This command brings up the history of the last 10 commands.

console-log

Enables or disables console logging for the current session.

20 m Chapter 1: ISCLI Basics
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Command Line Interface Shortcuts

Command Abbreviation

Most commands can be abbreviated by entering the first characters which distinguish the com-
mand from the others in the same mode. For example, consider the following full command
and a valid abbreviation:

‘ Router(config)# spanning-tree stp 2 bridge hello 2 ‘

or

‘ Router(config)# sp stp 2 br h 2 ‘

Tab Completion

By entering the first letter of a command at any prompt and pressing <Tab>, the ISCLI will
display all available commands or options that begin with that letter. Entering additional letters
further refines the list of commands or options displayed. If only one command fits the input
text when <Tab> is pressed, that command is supplied on the command line, waiting to be
entered.

BMDO00008, November 2007 Chapter 1: ISCLI Basics m 21
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User Access Levels

To enable better switch management and user accountability, three levels or classes of user
access have been implemented on the GbE Switch Module. Levels of access to CLI, Web man-
agement functions, and screens increase as needed to perform various switch management
tasks. Conceptually, access classes are defined as follows:

B user: Interaction with the switch is completely passive—nothing can be changed on the
GbE Switch Module. Users may display information that has no security or privacy implica-
tions, such as switch statistics and current operational state information.

B oper: Interaction with the switch is completely passive—nothing can be changed on the
GbE Switch Module. Users may display information that has no security or privacy implica-
tions, such as switch statistics and current operational state information.

B admin: Administrators are the only ones that may make permanent changes to the switch
configuration—changes that are persistent across a reboot/reset of the switch. Administra-
tors can access switch functions to configure and troubleshoot problems on the GbE Switch
Module. Because administrators can also make temporary (operator-level) changes as well,
they must be aware of the interactions between temporary and permanent changes.

Access to switch functions is controlled through the use of unique surnames and passwords.
Once you are connected to the switch via local Telnet, remote Telnet, or SSH, you are
prompted to enter a password. The default user names/password for each access level are listed
in the following table.

NortE - It is recommended that you change default switch passwords after initial configuration
and as regularly as required under your network security policies.

22 m Chapter 1: ISCLI Basics BMDO00008, November 2007
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Table 1-3 User Access Levels

User Account

Description and Tasks Performed Password

User

The User has no direct responsibility for switch management.  user
He or she can view all switch status information and statistics,
but cannot make any configuration changes to the switch.

Operator

The Operator has no direct responsibility for switch manage-  oper
ment. He or she can view all switch status information and sta-

tistics, but cannot make any configuration changes to the

switch.

Administrator

The superuser Administrator has complete access to all com-  admin
mand modes, information, and configuration commands on the

GbE Switch Module, including the ability to change both the

user and administrator passwords.

NortE - With the exception of the “admin” user, access to each user level can be disabled by
setting the password to an empty value.

Idle Timeout

By default, the switch will disconnect your Telnet session after five minutes of inactivity. This
function is controlled by the following command, which can be set from 1 to 60 minutes:

system idle <1-60>

Command mode: Global Configuration

BMDO00008, November 2007
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CHAPTER 2
Information Commands

You can view configuration information for the switch in both the user and administrator command
modes. This chapter discusses how to use the command line interface to display switch infor-
mation.

Table 2-1 Information Commands

Command Syntax and Usage

show interface link
Displays configuration information about each port, including:

Port alias and number

Port speed

Duplex mode (half, full, or auto)

Flow control for transmit and receive (no or yes)
Link status (up, down, or disabled)

Command mode: All

For details, see page 85.

show interface information
Displays port status information, including:

Port alias

Whether the port uses VLAN Tagging or not
Port Fast Fowarding status

FDB Learning status

Flooding of unknown destination MAC status
Port VLAN ID (PVID)

Port name

VLAN membership

Command mode: All

For details, see page 86.

show geaport
Displays the GhESM port mapping between the two Gigabit Ethernet Aggregators (GEA).

Command mode: All
For details, see page 87.

BMDO00008, November 2007 25
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Table 2-1 Information Commands

Command Syntax and Usage

show transceiver

Displays the status of the Small Form Pluggable (SFP) transceiver module on each Fiber External
Port.

Command mode: All
For details, see page 88.

show information-dump
Dumps all switch information available (10K or more, depending on your configuration).

If you want to capture dump data to a file, set your communication software on your workstation to
capture session data prior to issuing the dump commands.

Command mode: All

System Information

The information provided by each command option is briefly described in Table 2-2 on page
26, with pointers to where detailed information can be found.

Table 2-2 System Information Commands

Command Syntax and Usage

show sys-info

Displays system information, including:
System date and time
Switch model name and number
Switch name and location
Time of last boot
MAC address of the switch management processor
IP address of the management interface
Hardware version and part number
Software image file and version number
Configuration name
Log-in banner, if one is configured
Command mode: All

For details, see page 38.

show logging messages
Displays most recent syslog messages.

Command mode: All
For details, see page 39.

26 m Chapter 2: Information Commands BMDO00008, November 2007
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Table 2-2 System Information Commands

Command Syntax and Usage

show access user
Displays configured user names and their status.

Command mode: All except User EXEC

SNMPv3 System Information

SNMP version 3 (SNMPv3) is an extensible SNMP Framework that supplements the SNMPv2
framework by supporting the following:

B anew SNMP message format

B security for messages

B access control

B remote configuration of SNMP parameters

For more details on the SNMPv3 architecture please refer to RFC2271 to RFC2276.

Table 2-3 SNMPv3 commands

Command Syntax and Usage

show snmp-server v3 user
Displays User Security Model (USM) table information.

Command mode: All
To view the table, see page 29.

show snmp-server v3 view
Displays information about view, subtrees, mask and type of view.

Command mode: All
To view a sample, see page 30.

show snmp-server v3 access
Displays View-based Access Control information.

Command mode: All
To view a sample, see page 30.

show snmp-server v3 group
Displays information about the group that includes, the security model, user name, and group
name.

Command mode: All
To view a sample, see page 32.
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Table 2-3 SNMPv3 commands

Command Syntax and Usage

show snmp-server v3 community
Displays information about the community table information.

Command mode: All
To view a sample, see page 32.

show snmp-server v3 target-address
Displays the Target Address table information.

Command mode: All
To view a sample, see page 33.

show snmp-server v3 target-parameters
Displays the Target parameters table information.

Command mode: All
To view a sample, see page 34.

show snmp-server v3 notify
Displays the Notify table information.

Command mode: All
To view a sample, see page 35.

show snmp-server v3
Displays all the SNMPv3 information.

Command mode: All
To view a sample, see page 36.
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SNMPv3 USM User Table Information

The User-based Security Model (USM) in SNMPv3 provides security services such as authen-
tication and privacy of messages. This security model makes use of a defined set of user iden-
tities displayed in the USM user table. The following command displays SNMPv3 user
information:

show snmp-server v3 user

Command mode: All

The USM user table contains the following information:

B the user name
B asecurity name in the form of a string whose format is independent of the Security Model
B an authentication protocol, which is an indication that the messages sent on behalf of the
user can be authenticated
B the privacy protocol
usmUser Table:
User Name Protocol
adminmd5 HMAC_MD5, DES PRIVACY
adminsha HMAC_SHA, DES PRIVACY
vlv2only NO AUTH, NO PRIVACY

Table 2-4 USM User Table Information Parameters

Field Description

User Name This is a string that represents the name of the user that you can

use to access the switch.

Protocol This indicates whether messages sent on behalf of this user are

protected from disclosure using a privacy protocol. Alteon OS
supports DES algorithm for privacy. The software also supports
two authentication algorithms: MD5 and HMAC-SHA.
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SNMPv3 View Table Information

The user can control and restrict the access allowed to a group to only a subset of the manage-
ment information in the management domain that the group can access within each context by
specifying the group’s rights in terms of a particular MIB view for security reasons.

The following command displays the SNMPv3 View Table:
show snmp-server v3 view

Command mode: All

View Name Subtree Mask Type

iso 1.3 included
viv2only 1.3 included
viv2only 1.3.6.1.6.3.15 excluded
viv2only 1.3.6.1.6.3.16 excluded
viv2only 1.3.6.1.6.3.18 excluded

Table 2-5 SNMPv3 View Table Information Parameters

Field Description
View Name Displays the name of the view.
Subtree Displays the MIB subtree as an OID string. A view subtree is the set

of all MIB object instances which have a common Object Identifier
prefix to their names.

Mask Displays the bit mask.

Type Displays whether a family of view subtrees is included or
excluded from the MIB view.

SNMPv3 Access Table Information
The access control sub system provides authorization services.

The vacmAccessTable maps a group name, security information, a context, and a message
type, which could be the read or write type of operation or notification into a MIB view.

The View-based Access Control Model defines a set of services that an application can use for
checking access rights of a group. This group's access rights are determined by a read-view, a
write-view and a notify-view. The read-view represents the set of object instances authorized
for the group while reading the objects. The write-view represents the set of object instances
authorized for the group when writing objects. The notify-view represents the set of object
instances authorized for the group when sending a notification.
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The following command displays SNMPv3 access information:
show snmp-server v3 access

Command mode: All

Group Name Prefix Model Level Match ReadV WriteV NotifyV
viv2grp snmpvl noAuthNoPriv exact 1iso iso viv2only
admingrp usm authPriv exact 1iso iso iso

Table 2-6 SNMPv3 Access Table Information

Field

Description

Group Name

Displays the name of group.

Prefix

Displays the prefix that is configured to match the values.

Model

Displays the security model used, for example, SNMPv1, or
SNMPv2 or USM.

Level

Displays the minimum level of security required to gain rights of
access. For example, noAuthNoPriv, authNoPriv, or auth-
Priv.

Match

Displays the match for the contextName. The options are: exact
and prefix.

ReadV

Displays the MIB view to which this entry authorizes the read
access.

WriteV

Displays the MIB view to which this entry authorizes the write
access.

NotifyV

Displays the Notify view to which this entry authorizes the notify
access.
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SNMPv3 Group Table Information

A group is a combination of security model and security name that defines the access rights
assigned to all the security hames belonging to that group. The group is identified by a group
name.

The following command displays SNMPv3 group information:
show snmp-server v3 group

Command mode: All

Sec Model User Name Group Name
snmpv1l vliv2only viv2grp
usm adminmd5 admingrp
usm adminsha admingrp

Table 2-7 SNMPv3 Group Table Information Parameters

Field Description

Sec Model Displays the security model used, which is any one of: USM,
SNMPv1, SNMPv2, and SNMPv3.

User Name Displays the name for the group.

Group Name Displays the access name of the group.

SNMPv3 Community Table Information
This command displays the community table information stored in the SNMP engine.
The following command displays SNMPv3 community information;

show snmp-server v3 community

Command mode: All

trapl public vliv2only vlv2trap
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Table 2-8 SNMPv3 Community Table Parameters

Field Description

Index Displays the unique index value of a row in this table

Name Displays the community string, which represents the configuration.
User Name Displays the User Security Model (USM) user name.

Tag Displays the community tag. This tag specifies a set of transport

endpoints from which a command responder application accepts
management requests and to which a command responder applica-
tion sends an SNMP trap.

SNMPv3 Target Address Table Information
The following command displays SNMPv3 target address information:

show snmp-server v3 target-address

Command mode: All

This command displays the SNMPv3 target address table information, which is stored in the

SNMP engine.
Name Transport Addr Port Taglist Params
trapl 47.81.25.66 162 vilv2trap vlv2param

Table 2-9 SNMPv3 Target Address Table Information Parameters

Field Description

Name Displays the locally arbitrary, but unique identifier associated with
this snmpTargetAddrEntry.

Transport Addr Displays the transport addresses.
Port Displays the SNMP UDP port number.
Taglist This column contains a list of tag values which are used to select tar-

get addresses for a particular SNMP message.

Params The value of this object identifies an entry in the snmpTargetParam-
sTable. The identified entry contains SNMP parameters to be used
when generating messages to be sent to this transport address.
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SNMPv3 Target Parameters Table Information
The following command displays SNMPv3 target parameters information:
show snmp-server v3 target-parameters

Command mode: All

Name MP Model User Name Sec Model Sec Level

vilv2param snmpv2c viv2only snmpvl noAuthNoPriv

Table 2-10 SNMPv3 Target Parameters Table Information

Field Description

Name Displays the locally arbitrary, but unique identifier associated with
this snmpTargeParamsEntry.

MP Model Displays the Message Processing Model used when generating
SNMP messages using this entry.

User Name Displays the secur i tyName, which identifies the entry on whose
behalf SNMP messages will be generated using this entry.

Sec Model Displays the security model used when generating SNMP messages
using this entry. The system may choose to return an inconsis-
tentValue error if an attempt is made to set this variable to a
value for a security model which the system does not support.

Sec Level Displays the level of security used when generating SNMP mes-
sages using this entry.
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SNMPv3 Notify Table Information
The following command displays the SNMPv3 Notify Table:

show snmp-server v3 notify

Command mode: All

viv2trap viv2trap

Table 2-11 SNMPv3 Notify Table Information

Field Description

Name The locally arbitrary, but unique identifier associated with this
snmpNotifyEntry.

Tag This represents a single tag value which is used to select entries in

the snmpTargetAddrTable. Any entry in the snmpTar-
getAddrTable that contains a tag value equal to the value of this
entry, is selected. If this entry contains a value of zero length, no
entries are selected.
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SNMPv3 Dump Information

The following command displays SNMPv3 information:

show snmp-server v3

Command mode: All

usmUser Table:

User Name Protocol

adminmd5 HMAC_MD5, DES PRIVACY

adminsha HMAC_SHA, DES PRIVACY

vlivzonly NO AUTH, NO PRIVACY

vacmAccess Table:

Group Name Prefix Model Level Match ReadV  WriteV NotifyV
viv2grp snmpvl noAuthNoPriv exact 1iso iso viv2only
admingrp usm authPriv exact 1iso iso iso
vacmViewTreeFamily Table:

View Name Subtree Mask Type

iso 1.3 included
vlv2only 1.3 included
viv2only 1.3.6.1.6.3.15 excluded
viv2only 1.3.6.1.6.3.16 excluded
vliv2only 1.3.6.1.6.3.18 excluded
vacmSecurityToGroup Table:

Sec Model User Name Group Name

snmpv1 viv2only viv2grp

usm adminsha admingrp

snmpCommunity Table:

Index Name User Name Tag

snmpNotify Table:

Name Tag

snmpTargetAddr Table:

Name Transport Addr Port Taglist Params

snmpTargetParams Table:

Name MP Model User Name Sec Model Sec Level
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BladeCenter Information
The following command displays information about the BladeCenter chassis:

show system chassis

Command mode: All

IBM BladeCenter Chassis Related Information:

Switch Module Bay = 1
Chassis Type = Enterprise
POST Results = OxfF

Management Module Control -

Default Configuration = FALSE
Skip Extended Memory Test = FALSE
Disable External Ports = FALSE

POST Diagnostics Control Normal Diagnostics

Control Register = 0x19
Extended Control Register = 0x00
Management Module Status Reporting -
Device PowerUp Complete = TRUE
Over Current Fault = FALSE
Fault LED = OFF
Primary Temperature Warning = 0K
Secondary Temperature Warning = OK
Status Register = 0x40
Extended Status Register = 0x01

Chassis information includes details about the chassis and the management module settings.
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General System Information
The following command displays system information:
show sys-info

Command mode: All

System Information at 0:16:42 Wed Jan 3, 2007
Time zone: No timezone configured

Nortel 10Gb Uplink Ethernet Switch Module

Switch is up 5 days, 2 hours, 16 minutes and 42 seconds.
Last boot: 0:00:47 Wed Jan 3, 2007 (power cycle)

MAC address: 00:11:58:ad:a3:00 Management IP Address (if 128):

10.90.90.97

Software Version 1.2.0 (FLASH imagel), factory default configura-
tion.

PCBA Part Number: 317857-A

FAB Number : EL4512011

Serial Number: YJ1WDWA7N277

Manufacturing Date:
Hardware Revision: 0
Board Revision: 0
PLD Firmware Version: 5.0

Temperature Sensor 1 (Warning): 42.5 C (Warn at 85.0 C/
Recover at 79.0 C)

Temperature Sensor 2 (Shutdown): 44.0 C (Warn at 93.0 C/
Recover at 86.0 C)

Temperature Sensor 3 (Exhaust): 42.5 C
Temperature Sensor 4 (Inlet): 42.5 C

Switch is in 1/0 Module Bay O

NortE - The display of temperature will come up only if the temperature of any of the sensors
exceeds the temperature threshold. There will be a warning from the software if any of the sen-
sors exceeds this temperature threshold. The switch will shut down if the power supply over-
heats.

System information includes:

B System date and time
B Switch model
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Switch name and location

Time of last boot

MAC address of the switch management processor
IP address of IP interface #1

Hardware version and part number

Software image file and version number
Configuration name

Log-in banner, if one is configured

Show Recent Syslog Messages
The following command displays system log messages:

show logging messages

Command mode: All

Date Time Criticality level Message

Jul 8 17:25:41 NOTICE system: link up on port INT1
Jul 8 17:25:41 NOTICE system: link up on port INT8
Jul 8 17:25:41 NOTICE system: link up on port INT7
Jul 8 17:25:41 NOTICE system: link up on port INT2
Jul 8 17:25:41 NOTICE system: link up on port INT1
Jul 8 17:25:41 NOTICE system: link up on port INT4
Jul 8 17:25:41 NOTICE system: link up on port INT3
Jul 8 17:25:41 NOTICE system: link up on port INT6
Jul 8 17:25:41 NOTICE system: link up on port INT5
Jul 8 17:25:41 NOTICE system: link up on port EXT4
Jul 8 17:25:41 NOTICE system: link up on port EXT1
Jul 8 17:25:41 NOTICE system: link up on port EXT3
Jul 8 17:25:41 NOTICE system: link up on port EXT2
Jul 8 17:25:41 NOTICE system: link up on port INT3
Jul 8 17:25:42 NOTICE system: link up on port INT2
Jul 8 17:25:42 NOTICE system: link up on port INT4
Jul 8 17:25:42 NOTICE system: link up on port INT3
Jul 8 17:25:42 NOTICE system: link up on port INT6
Jul 8 17:25:42 NOTICE system: link up on port INT5
Jul 8 17:25:42 NOTICE system: link up on port INT1
Jul 8 17:25:42 NOTICE system: link up on port INT6
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Each syslog message has a criticality level associated with it, included in text form as a prefix
to the log message. One of eight different prefixes is used, depending on the condition that the
administrator is being notified of, as shown below.

EMERG: indicates the system is unusable

ALERT: Indicates action should be taken immediately
CRIT: Indicates critical conditions

ERR: indicates error conditions or errored operations
WARNING: indicates warning conditions

NOT ICE: indicates a normal but significant condition

INFO: indicates an information message

DEBUG: indicates a debug-level message

User Status
The following command displays user status information:

show access user

Command mode: All except User EXEC

Usernames:

user - enabled - offline

oper - disabled - offline

admin - Always Enabled - online 1 session
Current User ID table:

1: name paul , dis, cos user , password valid, offline
Current strong password settings:

strong password status: disabled

This command displays the status of the configured usernames.
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Layer 2 Information

The following table lists general Layer 2 information commands. The following sections con-
tain more detailed commands

Table 2-12 Layer 2 Information Commands

Command Syntax and Usage

show dotlx information
Displays 802.1x Information.

Command mode: All
For details, see page 50.

show spanning-tree
In addition to seeing if STG is enabled or disabled, you can view the following STG bridge infor-
mation:

m Priority

m Hello interval

® Maximum age value

m Forwarding delay

m Aging time

You can also see the following port-specific STG information:

m Port alias and priority
m Cost

m State

Command mode: All

show spanning-tree stp {<1-128>} information
Displays information about a specific Spanning Tree Group.

Command mode: All
For details, see page 52.

show spanning-tree mstp cist information
Displays Common internal Spanning Tree (CIST) bridge information, including the following:
m Priority
m Hello interval
® Maximum age value
m Forwarding delay
You can also view port-specific CIST information, including the following:
®m Port number and priority
m Cost
W State
Command mode: All

For details, see page 58.
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Table 2-12 Layer 2 Information Commands

Command Syntax and Usage

show portchannel information
When trunk groups are configured, you can view the state of each port in the various trunk groups.

Command mode: All
For details, see page 60.

show vlan
Displays VLAN configuration information for all configured VLANS, including:
m VLAN Number
m VLAN Name
m Status
m Port membership of the VLAN
Command mode: All

For details, see page 61.

show failover
Displays Layer 2 Failover information.

Command mode: All
For details, see page 62.

show layer2 information
Dumps all Layer 2 switch information available (10K or more, depending on your configuration).

If you want to capture dump data to a file, set your communication software on your workstation to
capture session data prior to issuing the dump commands.

Command mode: All
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FDB Information

The forwarding database (FDB) contains information that maps the media access control
(MAC) address of each known device to the switch port where the device address was learned.
The FDB also shows which other ports have seen frames destined for a particular MAC
address.

NortE - The master forwarding database supports up to 16K MAC address entries on the MP
per switch.

Table 2-13 FDB Information Commands

Command Syntax and Usage

show mac-address-table address <MAC address>
Displays a single database entry by its MAC address. You are prompted to enter the MAC address
of the device. Enter the MAC address using the format, XX - XX 2 XX 1 XX 2 XX - XX. For example,
08:00:20:12:34:56.
You can also enter the MAC address using the format, XXXXXXXXXXXX.
For example, 080020123456.

Command mode: All

show mac-address-table port <port alias or number>
Displays all FDB entries for a particular port.

Command mode: All

show mac-address-table vlan <1-4095>
Displays all FDB entries on a single VLAN.

Command mode: All

show mac-address-table
Displays all entries in the Forwarding Database.

Command mode: All
For more information, see page 44.

show mac-address-table state {flood]|forward]ifmac]ignore]|
trunk]unknown}
Displays all FDB entries for a particular state.

Command mode: All
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Show All FDB Information

The following command displays Forwarding Database information:

show mac-address-table

Command mode: All

00:09:
00:09:
00:0f:
00:11:
00:11:
00:13:

:c4:
-36:
t4d:

MAC address

:01:
:26:
:3b:
79:
71:
3c:

VLAN
1
1
4095
4095
1
4095
4095

Port Trnk State

EXT4 FWD
INT13 FWD
MGT FWD
MGT FWD
EXT4 FWD
MGT FWD
MGT FWD

An address that is in the forwarding (FWD) state, means that it has been learned by the switch.
When in the trunking (TRK) state, the port field represents the trunk group number. If the state
for the port is listed as unknown (UNK), the MAC address has not yet been learned by the
switch, but has only been seen as a destination address. When an address is in the unknown
state, no outbound port is indicated, although ports which reference the address as a destination
will be listed under “Reference ports.”

If the state for the port is listed as an interface (1F), the MAC address is for a standard VRRP
virtual router.

Clearing Entries from the Forwarding Database

To delete a MAC address from the forwarding database (FDB) or to clear the entire FDB, refer
to “Forwarding Database Maintenance” on page 273.
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Link Aggregation Control Protocol Information

Use these commands to display LACP status information about each port on a
GbE Switch Module.

Table 2-14 LACP Information Commands

Command Syntax and Usage

show lacp aggregator {<portalias or number>}
Displays detailed information about the LACP aggregator used by the selected port.

Command mode: All

show lacp
Displays the configured global LACP settings.

Command mode: All

show lacp information
Displays a summary of LACP information.

Command mode: All
For details, see page 45.

Link Aggregation Control Protocol
The following command displays LACP information:
show lacp information

Command mode: All

port lacp adminkey operkey selected prio attached trunk
aggr

INT1 active 30 30 y 32768 17 19

INT2 active 30 30 y 32768 17 19

INT3 off 19 19 n 32768 -— -—

INT4 ofFf 20 20 n 32768 - -

LACP dump includes the following information for each external port in the GbESM:

m lacp
Displays the port’s LACP mode (active, passive, or off)

B adminkey
Displays the value of the port’s adminkey.
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B operkey
Shows the value of the port’s operational key.

B selected
Indicates whether the port has been selected to be part of a Link Aggregation Group.

H prio
Shows the value of the port priority.

B attached aggr
Displays the aggregator associated with each port.

B trunk
This value represents the LACP trunk group number.

GVRP Information

Use these commands to display Generic VLAN Registration Protocol (GVRP) status
information for the GbE Switch Module.

Table 2-15 GVRP Information Commands

Command Syntax and Usage

show gvrp gvr
Displays general GVRP information.

Command mode: All

show gvrp gvd
Displays GVRP VLAN database information.

Command mode: All
For details, see page 47.

show gvrp gid
Displays information about the GVRP GID state machine.
Command mode: All
For details, see page 48.

show gvrp ring
Displays information about the GVRP port ring.
Command mode: All
For details, see page 49.
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Show GVRP VLAN Database Information
The following command displays GVRP VLAN information:

show gvrp gvd

Command mode: All

GVRP (ENABLED) VLAN DATABASE

VLAN 1, registration state FIXED
static ports [INT1-INT14 EXT1-EXT4
dynamic ports empty

VLAN 10, registration state NORMAL
static ports empty
dynamic ports [INT2 EXT4

The GVRP VLAN Database table provides basic GVRP information for each VLAN,
as follows:
B GVRP Registration state:

O Normal: The VLAN responds normally to GVRP registration information. Dynamic
VLANSs have a normal registration state.

O Fixed: The VLAN ignores GVRP registration information. Static VLANS have a
fixed registration state.

O Forbidden: The VLAN does not participate in GVRP. The management VLAN 4095
has a forbidden registration state.

NoTe - Management VLAN 4095 is not registered in GVRP. The switch declines any
Join request received for VLAN 4095, and generates a syslog message.

W Static port members

B Dynamic port members

BMDO00008, November 2007 Chapter 2: Information Commands ® 47



Alteon OS Command Reference

Show GID State Machine Information

The following command displays GVRP GID state machine information:
show gvrp gid

Command mode: All

GID machines for VLAN 10, index 2, gvrp_state: NORMAL

in_use: TRUE - enabled: TRUE

Static ports: empty

Dynamic ports: [INT2 EXT4

Combined ports: [INT2 EXT4

Port App Reg|Port App Reg|Port App Reg|Port App Reg|Port App Reg]
————————————— P B L L ey

INTL - - JINT2 QA INnJINT3 - - JINT4 - - JINT5S - - |
------------- I et [ |
INT6 - - J[INTZ - - JINT8 - - JINT9 - - JINTIO - - |
————————————— P L L P e Y|
INTI1T - - JINTZ2 - - JINTA3 - - JINT14 - - |EXT1 - - |
————————————— T [ e [ |
EXT2 - - |EXT3 - - |EXT4 QA INn]

For each GVRP-registered VLAN, the GID State Machine table indicates the GVRP participa-
tion of switch ports. It also displays the ports’ current Applicant and Registrar states.

Table 2-16 lists the possible GVRP applicant states for the port. The applicant advertises the
port’s GVRP state to other devices in the network.

Table 2-16 GVRP Port Applicant States

State Description

VA Very anxious, Active member
AA Anxious, Active member

QA Quiet, Active member

LA Leaving, Active member

VP Very anxious, Passive member
AP Anxious, Passive member

QP Quiet, Passive member

VO \ery anxious, Observer

AO Anxious, Observer

Q0 Quiet, Observer

LO Leaving, Observer
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Table 2-17 lists the possible GVRP registrar states for the port. The registrar receives GVRP
messages from other GVRP participants on the network. Registrar states are further defined as
follows:

B Normal registration: The registrar responds normally to incoming GPDUs.
Corresponding states are displayed as INn, LV, and MT.

B Fixed registration: The registrar ignores all GPDUs, and remains in the IN state.
Corresponding states are displayed as INr, LVr, and MTr.

B Forbidden registration: The registrar ignores all GPDUs, and remains in the MT state.
Corresponding states are displayed as INf, LVf, and MTT.

Table 2-17 GVRP Port Registrar States

State Description
IN The GVRP port’s Registrar has registered with the VLAN on this network.
LV The GVRP port’s Registrar has received a Leave message. The registrar is

timing out the GVRP registration on the VLAN. If there is no declaration for
this VLAN before the Leave timer expires, the Registrar state becomes MT

(empty).
MT The GVRP port’s Registrar has withdrawn from this VLAN on this network.

Show GID Port Ring Information
The following command displays GVRP port ring information:
show gvrp ring

Command mode: All

PORT RING

port EXT4, enabled, connected
port EXT3, enabled, connected

The port ring table shows whether individual ports are participating in GVRP (as shown
above), or if the ports are members of a trunk group (as shown below).

PORT RING

trunk 1, enabled, connected
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802.1x Information
The following command displays 802.1x information:

show dotlx information

Command mode: All

System capability : Authenticator
System status : disabled
Protocol version : 1
Authenticator Backend
Port Auth Mode Auth Status PAE State Auth State
INT1 Fforce-auth authorized initialize initialize
*INT2 force-auth authorized initialize initialize
*INT3 force-auth authorized initialize initialize
*INT4 force-auth authorized initialize initialize
*INT5 force-auth authorized initialize initialize
*INT6 Fforce-auth authorized initialize initialize
*INT7 force-auth authorized initialize initialize
*INT8 force-auth authorized initialize initialize
INT9 force-auth authorized initialize initialize
INT10 force-auth authorized initialize initialize
*INT11 force-auth authorized initialize initialize
*INT12 force-auth authorized initialize initialize
*INT13 force-auth authorized initialize initialize
*INT14 force-auth authorized initialize initialize
MGT force-auth authorized initialize initialize
EXT1 force-auth authorized initialize initialize
EXT2 force-auth authorized initialize initialize
*EXT3 force-auth authorized initialize initialize
EXT4 force-auth authorized initialize initialize
* - Port down or disabled

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.
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The following table describes the IEEE 802.1x parameters.

Table 2-18 802.1x Parameter Descriptions

Parameter Description
Port Displays each port’s alias.
Auth Mode Displays the Access Control authorization mode for the port. The Authoriza-

tion mode can be one of the following:
m force-unauth
m auto
m force-auth

Auth Status

Displays the current authorization status of the port, either authorized or
unauthorized.

Authenticator
PAE State

Displays the Authenticator Port Access Entity State. The PAE state can be
one of the following:
| initialize
disconnected
connecting
authenticating
authenticated
aborting
held
forceAuth

Backend
Auth State

Displays the Backend Authorization State. The Backend Authorization state
can be one of the following:
| initialize
request
response
success
fail
timeout
idle
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Spanning Tree Information
The following command displays Spanning Tree information:

show spanning-tree stp {<1-128>} information

Command mode: All

upfast disabled, update 40

Spanning Tree Group 1: On (STP/PVST+)
Static VLANs: 1 10

Dynamic VLANs: 30
Current Root: Path-Cost Port Hello MaxAge FwdDel

8000 00:16:60:f9:1e:00 0 (null) 2 20 15

Parameters: Priority Hello MaxAge FwdDel Aging

32768 2 20 15 300

Port Priority Cost FastFwd State Designated Bridge Des Port
INT1 0 0 n FORWARDING *

INT2 0 0 n FORWARDING *

INT3 0 0 n FORWARDING *

INT4 0 0 n FORWARDING *

INTS 0 0 n FORWARDING *

INT6 0 0 n FORWARDING *

INT7 0 0 n FORWARDING *

INT8 0 0 n FORWARDING *

INT9 0 0 n DISABLED *

INT10 0 0 n FORWARDING *

INT11 0 0 n FORWARDING *

INT12 0 0 n FORWARDING *

INT13 0 0 n FORWARDING *

INT14 0 0 n FORWARDING *
EXT1 128 2 n DISABLED
EXT2 128 2 n DISABLED
EXT3 128 2 n FORWARDING 8000-00:16:60:f9:1e:00 8013
EXT4 128 41 n FORWARD ING 8000-00:16:60:f9:1e:00 8014
* = STP turned off for this port.

1 = Automatic path cost.

NortE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.

52 m Chapter 2: Information Commands BMDO00008, November 2007



Alteon OS Command Reference

The switch software uses the IEEE 802.1d Spanning Tree Protocol (STP). In addition to seeing
if STG is enabled or disabled, you can view the following STG bridge information:

H  Priority

B Hello interval

B Maximum age value
B Forwarding delay

B Aging time

You can also see the following port-specific STG information:

Slot number
Port alias and priority

Cost

State

The following table describes the STG parameters.

Table 2-19 Spanning Tree Parameter Descriptions

Parameter Description

Priority (bridge) The bridge priority parameter controls which bridge on the network will
become the STG root bridge.

Hello The hello time parameter specifies, in seconds, how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that
is not the root bridge uses the root bridge hello value.

MaxAge The maximum age parameter specifies, in seconds, the maximum time the
bridge waits without receiving a configuration bridge protocol data unit
before it reconfigure the STG network.

FwdDel The forward delay parameter specifies, in seconds, the amount of time that a
bridge port has to wait before it changes from learning state to forwarding
state.

Aging The aging time parameter specifies, in seconds, the amount of time the

bridge waits without receiving a packet from a station before removing the
station from the Forwarding Database.

priority (port) The port priority parameter helps determine which bridge port becomes the
designated port. In a network topology that has multiple bridge ports con-
nected to a single segment, the port with the lowest port priority becomes the
designated port for the segment.
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Table 2-19 Spanning Tree Parameter Descriptions (Continued)

Parameter Description

Cost The port path cost parameter is used to help determine the designated port for
a segment. Generally speaking, the faster the port, the lower the path cost. A
setting of 0 indicates that the cost will be set to the appropriate default after
the link speed has been auto negotiated.

State The state field shows the current state of the port. The state field can be either
BLOCKING, LISTENING, LEARNING, FORWARDING, or DISABLED.

Designated The Designated Bridge shows information about the bridge connected to
Bridge each port, if applicable. Information includes the priority (hex) and MAC
address of the Designated Bridge.

Designated Port  The identifier of the port on the Designated Bridge to which this port is con-
nected.
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RSTP/MSTP Information
The following command displays RSTP/MSTP information:

show spanning-tree stp {<1-128>} information

Command mode: All

Spanning Tree Group 1: On (RSTP)

VLANs: 1
Current Root: Path-Cost Port Hello MaxAge FwdDel Aging
8000 00:11:58:ae:39:00 0 EXT4 2 20 15 300

Parameters: Priority Hello MaxAge FwdDel Aging

32768 2 20 15 300
Port Prio Cost State Role Designated Bridge Des Port Type
INT1 0 0 DSB *
INT2 0 0 DSB *
INT3 0 0O FwWD *
INT4 0 0 DSB *
INTS5 0 0 DSB *
INT6 0 0O DSB *
INT7 0 0 DSB *
INT8 0 0 DSB *
INT9 0 0O DSB *
INT10 0 0 DSB *
INT11 0 0 DSB *
INT12 0 0O DSB *
INT13 0 0 DSB *
INT14 0 0 DSB *
EXT1 128 2000 FWD DESG 8000-00:11:58:ae:39:00 8011 P2P
EXT2 128 2000 DISC BKUP 8000-00:11:58:ae:39:00 8011 pP2p
EXT3 128 2000 FWD  DESG 8000-00:11:58:ae:39:00 8013 P2p
EXT4 128 20000 DISC BKUP 8000-00:11:58:ae:39:00 8013 Shared

* = STP turned off for this port.

NortE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.
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You can configure the switch software to use the IEEE 802.1w Rapid Spanning Tree Protocol
(RSTP) or the IEEE 802.1s Multiple Spanning Tree Protocol (MSTP).

If RSTP/MSTP is turned on, you can view RSTP/MSTP bridge information for the Spanning
Tree Group, including the following:

Priority

Hello interval

Aging time

Forwarding delay

Maximum age value

You can view port-specific RSTP information, including the following:

B Port number and priority

B Cost
B State

The following table describes the STP parameters in RSTP or MSTP mode.

Table 2-20 RSTP/MSTP Parameter Descriptions

Parameter

Description

Current Root

The Current Root shows information about the root bridge for the Spanning
Tree. Information includes the priority (hex) and MAC address of the root.

Priority (bridge)

The bridge priority parameter controls which bridge on the network will
become the STP root bridge.

Hello

The hello time parameter specifies, in seconds, how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that
is not the root bridge uses the root bridge hello value.

MaxAge

The maximum age parameter specifies, in seconds, the maximum time the
bridge waits without receiving a configuration bridge protocol data unit
before it reconfigures the STP network.

FwdDel

The forward delay parameter specifies, in seconds, the amount of time that a
bridge port has to wait before it changes from learning state to forwarding
state.

Aging

The aging time parameter specifies, in seconds, the amount of time the
bridge waits without receiving a packet from a station before removing the
station from the Forwarding Database.
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Table 2-20 RSTP/MSTP Parameter Descriptions (Continued)

Parameter

Description

Prio (port)

The port priority parameter helps determine which bridge port becomes the
designated port. In a network topology that has multiple bridge ports con-
nected to a single segment, the port with the lowest port priority becomes the
designated port for the segment.

Cost

The port path cost parameter is used to help determine the designated port for
a segment. Generally speaking, the faster the port, the lower the path cost. A
setting of 0 indicates that the cost will be set to the appropriate default after
the link speed has been auto negotiated.

State

The State field shows the current state of the port. The State field in RSTP or
MSTP mode can be one of the following: Discarding (DISC),
Learning (LRN), Forwarding (FWD), or Disabled (DSB).

Role

The Role field shows the current role of this port in the Spanning Tree. The
port role can be one of the following: Designated (DESG), Root (ROOT),
Alternate (ALTN), Backup (BKUP), Disabled (DSB), Master (MAST), or
Unknown (UNK).

Designated
Bridge

The Designated Bridge shows information about the bridge connected to
each port, if applicable. Information includes the priority (hex) and MAC
address of the Designated Bridge.

Designated Port

The port ID of the port on the Designated Bridge to which this port is con-
nected.

Type

Type of link connected to the port, and whether the port is an edge port.
Link type values are AUTO, P2P, or SHARED.
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Common Internal Spanning Tree Information
The following command displays Common Internal Spanning Tree (CIST) information:

show spanning-tree mstp cist information

Command mode: All

Common Internal Spanning Tree:

VLANs: 2-4094

Current Root: Path-Cost Port MaxAge FwdDel
8000 00:11:58:ae:39:00 0 0 20 15
Cist Regional Root: Path-Cost
8000 00:11:58:ae:39:00 0

Parameters: Priority MaxAge FwdDel Hops

32768 20 15 20

Port Prio Cost State Role Designated Bridge Des Port Hello Type
INT1 0 0O DSB *

INT2 0 0O DSB *

INT3 0 0O FwD *

INT4 0 O DSB *

INT5 0 0O DSB *

INT6 0 O DSB *

INT7 0 O DSB *

INT8 0 0O DSB *

INT9 0 O DSB *

INT10 0 0O DSB *

INT11 0 0O DSB *

INT12 0 0O DSB *

INT13 0 0O DSB *

INT14 0 0O DSB *

MGT 0 0O FwD *

EXT1 128 20000 FWD  DESG 8000-00:11:58:ae:39:00 8011 2 P2p
EXT2 128 20000 DISC BKUP 8000-00:11:58:ae:39:00 8011 2 P2p
EXT3 128 20000 FWD  DESG 8000-00:11:58:ae:39:00 8013 2 P2p
EXT4 128 20000 DISC BKUP 8000-00:11:58:ae:39:00 8013 2 Shared

* = STP turned off for this port.

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.
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In addition to seeing if Common Internal Spanning Tree (CIST) is enabled or disabled, you can
view CIST bridge information, including the following:

H  Priority

B Maximum age value

B Forwarding delay

You can view port-specific CIST information, including the following:
B Port number and priority

B Cost

B Link type and Port type

The following table describes the CIST parameters.

Table 2-21 CIST Parameter Descriptions

Parameter Description

CIST Root The CIST Root shows information about the root bridge for the Common
Internal Spanning Tree (CIST). Values on this row of information refer to the
CIST root.

CIST Regional Root The CIST Regional Root shows information about the root bridge for this
MSTP region. Values on this row of information refer to the regional root.

Priority (bridge) The bridge priority parameter controls which bridge on the network will
become the STP root bridge.

Hello The hello time parameter specifies, in seconds, how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that
is not the root bridge uses the root bridge hello value.

MaxAge The maximum age parameter specifies, in seconds, the maximum time the
bridge waits without receiving a configuration bridge protocol data unit
before it reconfigure the STP network.

FwdDel The forward delay parameter specifies, in seconds, the amount of time that a
bridge port has to wait before it changes from learning state to forwarding
state.

priority (port) The port priority parameter helps determine which bridge port becomes the

designated port. In a network topology that has multiple bridge ports con-
nected to a single segment, the port with the lowest port priority becomes the
designated port for the segment.
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Table 2-21 CIST Parameter Descriptions

Parameter Description

Cost The port path cost parameter is used to help determine the designated port for
a segment. Generally speaking, the faster the port, the lower the path cost. A
setting of 0 indicates that the cost will be set to the appropriate default after
the link speed has been auto negotiated.

State The state field shows the current state of the port. The state field can be either
Discarding (DISC), Learning (LRN),or Forwarding
(FWD).

Role The Role field shows the current role of this port in the Spanning Tree. The

port role can be one of the following: Designated (DESG), Root (ROOT),
Alternate (ALTN), Backup (BKUP), Disabled (DSB), Master (MAST), or
Unknown (UNK).

Designated The Designated Bridge shows information about the bridge connected to
Bridge each port, if applicable. Information includes the priority (hex) and MAC
address of the Designated Bridge.

Designated Port  The port ID of the port on the Designated Bridge to which this port is con-
nected.

Type Type of link connected to the port, and whether the port is an edge port.
Link type values are AUTO, P2P, or SHARED.

Trunk Group Information
The following command displays Trunk Group information:

show portchannel information

Command mode: All

Trunk group 1, port state:
EXT1: STG 1 forwarding
EXT2: STG 1 forwarding

When trunk groups are configured, you can view the state of each port in the various trunk
groups.

NorTE - If Spanning Tree Protocol on any port in the trunk group is set to forwarding, the
remaining ports in the trunk group will also be set to Forwarding.
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VLAN Information
The following command displays VLAN information:

show vlan

Command mode: All

VLAN Name Status Ports

1 Default VLAN ena INT1-INT14 EXT1-EXT4
10 VLAN 10 ena INT1

11 *VLAN 11 ena EXT3

30 *VLAN 30 ena EXT4

4095 Mgmt VLAN ena INT1-INT14 MGT

(*) = Dynamically created VLAN

Private-VLAN Type Mapped-To Status Ports
1000 primary 1001-1014 ena EXT1 EXT2
1001 isolated 1000 ena INT1

1002 community 1000 ena INT2

1003 community 1000 ena INT3

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.

This information display includes all configured VLANSs and all member ports that have an
active link state. Port membership is represented in slot/port format.

VLAN information includes:

VLAN Number

VLAN Name

Status

Port membership of the VLAN
Protocol-based VLAN information

Whether the VLAN is a GVRP dynamic VLAN

Private VLAN configuration
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Failover Information
The following command displays Layer 2 Failover information.
show failover

Command mode: All

Current global Failover setting: OFF
Current global VLAN Monitor settings: OFF

Current Trigger 1 setting: disabled
limit O
Auto Monitor settings:

Current Trigger 2 setting: disabled
limit O

Auto Monitor settings:

Current Trigger 3 setting: disabled
limit O

Auto Monitor settings:
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Layer 3 Information

The following table lists general Layer 3 information commands. The following sections con-
tain more detailed commands

Table 2-22 Layer 3 Information Commands

Command Syntax and Usage

show ip information
Displays IP Information. For details, see page 64.

IP information, includes:

m |P interface information: Interface number, IP address, subnet mask, VLAN number, and opera-
tional status.

m Default gateway information: Metric for selecting which configured gateway to use, gateway
number, IP address, and health status

m [P forwarding information: Enable status, Inet and Imask

m Port status

Command mode: All

show ip vrrp information
Displays VRRP information.

Command mode: All
For details, see page 81.

show layer3
Dumps all Layer 3 switch information available (10K or more, depending on your configuration).

If you want to capture dump data to a file, set your communication software on your workstation to
capture session data prior to issuing the dump commands.

Command mode: All
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IP Routing Information

Using the commands listed below, you can display all or a portion of the IP routes currently
held in the switch.

Table 2-23 Route Information Commands

Command Syntax and Usage

show ip route address <IP address>
Displays a single route by destination IP address.

Command mode: All

show ip route gateway <IP address>
Displays routes to a single gateway.

Command mode: All

show ip route type {indirect]direct]local|broadcast|martian|multi-
cast}
Displays routes of a single type.

Command mode: All
For a description of IP routing types, see Table 2-24 on page 65.

show ip route tag {fixed|static]addr|rip|ospf|bgp]broadcast|multi-
cast|martian}
Displays routes of a single tag.

Command mode: All
For a description of IP routing types, see Table 2-25 on page 66.

show ip route interface <1-128>
Displays routes on a single interface.

Command mode: All

show ip route
Displays all routes configured in the switch.

Command mode: All
For more information, see page 65.
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Show All IP Route Information

The following command displays IP route information:

show ip route

Command mode: All

Status code: * - best

Destination Mask Gateway Type Tag Metr IF
* 11.0.0.0 255.0.0.0 11.0.0.1 direct fixed 211
*11.0.0.1 255.255.255.255 11.0.0.1 local addr 211
* 11.255.255.255 255.255.255.255 11.255.255.255 broadcast broadcast 211
* 12.0.0.0 255.0.0.0 12.0.0.1 direct fixed 12
* 12.0.0.1 255.255.255.255 12.0.0.1 local addr 12
* 12.255.255.255 255.255.255.255 12.255.255.255 broadcast broadcast 12
* 13.0.0.0 255.0.0.0 11.0.0.2 indirect ospf 2 211
* 47.0.0.0 255.0.0.0 47.133.88.1 indirect static 24
* 47.133.88.0 255.255.255.0 47.133.88.46 direct fixed 24
* 172.30.52.223 255.255.255.255 172.30.52.223 broadcast broadcast 2
* 224.0.0.0 224.0.0.0 0.0.0.0 martian martian
* 224.0.0.5 255.255.255.255 0.0.0.0 multicast addr

The following table describes the Type parameters.

Table 2-24 IP Routing Type Parameters

Parameter Description

indirect The next hop to the host or subnet destination will be forwarded through a
router at the Gateway address.

direct Packets will be delivered to a destination host or subnet attached to the
switch.

local Indicates a route to one of the switch’s IP interfaces.

broadcast Indicates a broadcast route.

martian The destination belongs to a host or subnet which is filtered out. Packets to

this destination are discarded.

multicast Indicates a multicast route.
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The following table describes the Tag parameters.

Table 2-25 IP Routing Tag Parameters

Parameter Description

fixed The address belongs to a host or subnet attached to the switch.

static The address is a static route which has been configured on the GbE Switch
Module.

addr The address belongs to one of the switch’s IP interfaces.

rip The address was learned by the Routing Information Protocol (RIP).

ospf The address was learned by Open Shortest Path First (OSPF).

bgp The address was learned via Border Gateway Protocol (BGP)

broadcast Indicates a broadcast address.

martian The address belongs to a filtered group.

ARP Information

The ARP information includes IP address and MAC address of each entry, address status flags
(see Table 2-27 on page 67), VLAN and port for the address, and port referencing information.

Table 2-26 ARP Information Commands

Command Syntax and Usage

show ip arp find <IP address>
Displays a single ARP entry by IP address.

Command mode: All

show ip arp interface <portalias or number>
Displays the ARP entries on a single port.

Command mode: All

show ip arp vlan <1-4095>
Displays the ARP entries on a single VLAN.

Command mode: All
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Table 2-26 ARP Information Commands

Command Syntax and Usage

show ip arp
Displays all ARP entries. including:
m |P address and MAC address of each entry
m Address status flag (see below)
® The VLAN and port to which the address belongs
m The ports which have referenced the address (empty if no port has routed traffic to the IP
address shown)
Command mode: All

For more information, see page 67.

show ip arp reply
Displays the ARP address list: IP address, IP mask, MAC address, and VLAN flags.
Command mode: All

Show All ARP Entry Information

The following command displays ARP information:

show ip arp

Command mode: All

IP address Flags MAC address VLAN Port
47.80.22.1 00:e0:16:7c:28:86 1 INT6
47.80.23.243 P 00:03:42:fa:3b:30 1
47.80.23.245 00:c0:4f:60:3e:cl 1 INT6
190.10.10.1 P 00:03:42:fa:3b:30 10

Referenced ports are the ports that request the ARP entry. So the traffic coming into the refer-
enced ports has the destination IP address. From the ARP entry (the referenced ports), this traf-
fic needs to be forwarded to the egress port (port INT6 in the above example).

The Flag field is interpreted as follows:

Table 2-27 ARP Dump Flag Parameters

Flag Description

P Permanent entry created for switch IP interface.

R Indirect route entry.

u Unresolved ARP entry. The MAC address has not been learned.
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ARP Address List Information

The following command displays ARP address list information:
show ip arp reply

Command mode: All

IP address IP mask MAC address VLAN Flags
205.178.18.66  255.255.255.255 00:70:cf:03:20:04 P
205.178.50.1 255.255.255.255 00:70:cf:03:20:06 1
205.178.18.64 255.255.255.255 00:70:cf:03:20:05 1
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BGP Information

Table 2-28 BGP Peer Information Commands

Command Syntax and Usage

show ip bgp neighbor information
Displays BGP peer information.

Command mode: All
See page 69 for a sample output.

show ip bgp neighbor summary
Displays peer summary information such as AS, message received, message sent, up/down, state.

Command mode: All
See page 70 for a sample output.

show ip bgp information
Displays the BGP routing table.

Command mode: All
See page 70 for a sample output.

BGP Peer information
Following is an example of the information provided by the following command:

show ip bgp neighbor information

Command mode: All

BGP Peer Information:

3: 2.1.1.1 , version O, TTL 1
Remote AS: 0, Local AS: 0, Link type: IBGP
Remote router I1D: 0.0.0.0, Local router ID: 1.1.201.5
BGP status: idle, Old status: idle
Total received packets: 0, Total sent packets: 0
Received updates: 0, Sent updates: 0O
Keepalive: 0, Holdtime: O, MinAdvTime: 60
LastErrorCode: unknown(0), LastErrorSubcode: unspecified(0)
Established state transitions: 0

4: 2.1.1.4 , version 0, TTL 1
Remote AS: 0, Local AS: 0, Link type: IBGP
Remote router ID: 0.0.0.0, Local router ID: 1.1.201.5
BGP status: idle, Old status: idle
Total received packets: 0, Total sent packets: 0
Received updates: 0, Sent updates: O
Keepalive: 0, Holdtime: 0, MinAdvTime: 60
LastErrorCode: unknown(0), LastErrorSubcode: unspecified(0)
Established state transitions: O
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BGP Summary information

Following is an example of the information provided by the following command:
show ip bgp neighbor summary

Command mode: All

BGP Peer Summary Information:
Peer \Y AS MsgRcvd MsgSent Up/Down State
1: 205.178.23.142 4 142 113 121 00:00:28 established
2: 205.178.15.148 O 148 0 0 never connect

Dump BGP Information

Following is an example of the information provided by the following command:

show ip bgp information

Command mode: All

Status codes: * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metr LcPrf Wght Path
*> 10.0.0.0 205.178.21.147 1 256 147 148 i
*>§205.178.15.0 0.0.0.0 O1i
* 205.178.21.147 1 128 147 i
*> 205.178.17.0 205.178.21.147 1 128 147 i
13.0.0.0 205.178.21.147 1 256 147 {35} ?

The 13.0.0.0 is filtered out by rrmap; or, a loop detected.
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OSPF Information

Table 2-29 OSPF Information Commands

Command Syntax and Usage

show ip ospf general-information
Displays general OSPF information.

Command mode: All
See page 72 for a sample output.

show ip ospf area information
Displays area information for a particular area index. If no parameter is supplied, it displays area
information for all the areas.

Command mode: All

show ip ospf interface [<1-127>]
Displays interface information for a particular interface. If no parameter is supplied, it displays
information for all the interfaces.

Command mode: All
See page 73 for a sample output.

show ip ospf area-virtual-link information
Displays information about all the configured virtual links.

Command mode: All

show ip ospf neighbor
Displays the status of all the current neighbors.

Command mode: All

show ip ospf summary-range <0-2>
Displays the list of summary ranges belonging to non-NSSA areas.

Command mode: All

show ip ospf summary-range-nssa <0-2>
Displays the list of summary ranges belonging to NSSA areas.
Command mode: All

show ip ospf routes
Displays OSPF routing table.

Command mode: All
See page 75 for a sample output.

show ip ospf information
Displays the OSPF information.

Command mode: All
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OSPF General Information
The following command displays general OSPF information:
show ip ospf general-information

Command mode: All

OSPF Version 2
Router ID: 10.10.10.1
Started at 1663 and the process uptime is 4626
Area Border Router: yes, AS Boundary Router: no
LS types supported are 6
External LSA count O
External LSA checksum sum 0xO
Number of interfaces in this router is 2
Number of virtual links in this router is 1
16 new Isa received and 34 Isa originated from this router
Total number of entries in the LSDB 10
Database checksum sum 0xO
Total neighbors are 1, of which
2 are >=INIT state,
2 are >=EXCH state,
2 are =FULL state
Number of areas is 2, of which 3-transit O-nssa
Area Id : 0.0.0.0
Authentication : none
Import ASExtern : yes
Number of times SPF ran : 8
Area Border Router count
AS Boundary Router count
LSA count - 5
LSA Checksum sum : 0x2237B
Summary : noSummary

2
0
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OSPF Interface Information

The following command displays OSPF interface information:

show ip ospf interface {<1-127>}

Command mode: All

Ip Address 10.10.12.1, Area 0.0.0.1, Admin Status UP
Router 1D 10.10.10.1, State DR, Priority 1
Designated Router (ID) 10.10.10.1, Ip Address 10.10.12.1
Backup Designated Router (1D) 10.10.14.1, Ip Address 10.10.12.2
Timer intervals, Hello 10, Dead 40, Wait 1663, Retransmit 5,
Poll interval 0, Transit delay 1
Neighbor count is 1 IT Events 4, Authentication type none

OSPF Database Information

Table 2-30 OSPF Database Information Commands

Command Syntax and Usage

show ip ospf database advertising-router <router ID>
Takes advertising router as a parameter. Displays all the Link State Advertisements (LSAS) in the
LS database that have the advertising router with the specified router 1D, for example: 20.1.1.1.

Command mode: All

show ip ospf database asbr-summary [advertising-router <router ID>]
link-state-id <A.B.C.D>|self]
Displays ASBR summary LSAs. The usage of this command is as follows:

a) asbrsum adv-rtr 20.1_.1_1 displays ASBR summary LSAs having the advertising
router 20.1.1.1.

b) asbrsum link_state_id 10.1.1.1 displays ASBR summary LSAs having the link
state ID 10.1.1.1.

¢) asbrsum self displays the self advertised ASBR summary LSAs.
d) asbrsum with no parameters displays all the ASBR summary LSAs.
Command mode: All
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Table 2-30 OSPF Database Information Commands

Command Syntax and Usage

show ip ospf database database-summary
Displays the following information about the LS database in a table format:

a) the number of LSAs of each type in each area.

b) the total number of LSAs for each area.

c) the total number of LSAs for each LSA type for all areas combined.
d) the total number of LSAs for all LSA types for all areas combined.
No parameters are required.

Command mode: All

show ip ospf database external [advertising-router <router ID>]1ink-
state-id <AB.C.D>|self]
Displays the AS-external (type 5) LSAs with detailed information of each field of the LSAs.

Command mode: All

show ip ospf database network [advertising-router <router ID>]1ink-
state-id <AB.C.D>|self]
Displays the network (type 2) LSAs with detailed information of each field of the LSA.network LS
database.

Command mode: All

show ip ospf database nssa
Displays the NSSA (type 7) LSAs with detailed information of each field of the LSAs.

Command mode: All

show ip ospf database router
Displays the router (type 1) LSAs with detailed information of each field of the LSAs.

Command mode: All

show ip ospf database self
Displays all the self-advertised LSAs. No parameters are required.

Command mode: All

show ip ospf database summary [advertising-router <router ID>]link-
state-id <AB.C.D>|self]
Displays the network summary (type 3) LSAs with detailed information of each field of the LSAs.

Command mode: All

show ip ospf database
Displays all the LSAs.

Command mode: All
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OSPF Information Route Codes

The following command displays OSPF route information:

show ip ospf routes

Command mode: All

Codes: 1A - OSPF inter area,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
IA 10.10.0.0/16 via 200.1.1.2
IA 40.1.1.0/28 via 20.1.1.2
IA 80.1.1.0/24 via 200.1.1.
IA 100.1.1.0/24 via 20.1.
1A 140.1.1.0/27 via 20.1
IA 150.1.1.0/28 via 200.
E2 172.18.1.1/32 via
E2 172.18.1.2/32 via
E2 172.18.1.3/32 via
E2 172.18.1.4/32 via
E2 172.18.1.5/32 via
E2 172.18.1.6/32 via
E2 172.18.1.7/32 via
E2 172.18.1.8/32 via

B
NN N

00800088

PR R R PR R R
PR RR PR R
NN NRNNN D

W ww

W w
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Routing Information Protocol

Table 2-31 Routing Information Protocol Commands

Command Syntax and Usage

show ip rip routes
Displays RIP routes.

Command mode: All
For more information, see page 76.

show ip rip interface [<1-128>]
Displays RIP user’s configuration.
Command mode: All
For more information, see page 77.

RIP Routes Information
The following command displays Routing Information Protocol (RIP) route information:
show ip rip routes

Command mode: All

30.1.1.0/24 directly connected
3.0.0.0/8 via 30.1.1.11 metric 4
4.0.0.0/16 via 30.1.1.11 metric 16
10.0.0.0/8 via 30.1.1.2 metric 3
20.0.0.0/8 via 30.1.1.2 metric 2

This table contains all dynamic routes learned through RIP, including the routes that are under-
going garbage collection with metric = 16. This table does not contain locally configured static
routes.
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RIP User Configuration

The follow

ing command displays RIP user information:

show ip rip interface [<1-128>]

Command mode: All

RIP USE

R CONFIGURATION :

RIP on updat 30

RIP Interface 2 : 102.1.1.1, enabled

version 2, listen enabled, supply enabled, default none
poison disabled, trigg enabled, mcast enabled, metric 1
auth none,key none

RIP Interface 3 : 103.1.1.1, enabled

version 2, listen enabled, supply enabled, default none
poison disabled, trigg enabled, mcast enabled, metric 1

IP Information

The following command displays Layer 3 information:

show layer3 information

Command mode: All

IP info
AS nu

Interfa

Default
1: 10

Current

Current

abled

Current
none

Current

1: 10.
128: 10.

0.0.0.

rmation:
mber O

ce information:
200.30.3 255.255.0.0 10.200.255.255, vlan 1, up
90.90.97 255.255.255.0 10.90.90.255, vlan 4095, up

gateway information: metric strict
.200.1.1, vlan any, up

BOOTP relay settings: OFF
0, 0.0.0.0
IP forwarding settings: ON, dirbr disabled, noicmprd dis-

network filter settings:

route map settings:
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IP information includes:

IP interface information: Interface number, IP address, subnet mask, broadcast address,
VLAN number, and operational status.

Default gateway information: Metric for selecting which configured gateway to use, gate-
way number, IP address, and health status

BootP relay settings

IP forwarding settings, including the forwarding status of directed broadcasts, and the sta-
tus of ICMP re-directs

Network filter settings

Route map settings

IGMP Multicast Group Information

Table 2-32 IGMP Multicast Group Information Commands

Command Syntax and Usage

show ip igmp snoop

Displays IGMP Snooping information.

Command mode: All

show ip igmp relay

Displays IGMP Relay information.

Command mode: All

show ip igmp mrouter information

Displays IGMP Multicast Router information.
Command mode: All

show ip igmp mrouter vlan <1-4094>

Displays IGMP Multicast Router information for the specified VLAN.
Command mode: All

show ip igmp Filtering

Displays current IGMP Filtering parameters.

Command mode: All

show ip igmp profile <1-16>

Displays information about the current IGMP filter.

Command mode: All
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Table 2-32 IGMP Multicast Group Information Commands

Command Syntax and Usage

show ip igmp groups address <IP address>
Displays a single IGMP multicast group by its IP address.

Command mode: All

show ip igmp groups vlan <1-4094>
Displays all IGMP multicast groups on a single VLAN.

Command mode: All

show ip igmp groups interface <portaliasor number>
Displays all IGMP multicast groups on a single port.

Command mode: All

show ip igmp groups portchannel <1-22>
Displays all IGMP multicast groups on a single trunk group.

Command mode: All

show ip igmp groups detail <IP address>
Displays details about an IGMP multicast group, including source and timer information.

Command mode: All

show ip igmp groups
Displays information for all multicast groups.
Command mode: All
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IGMP Group Information
The following command displays IGMP Group information:
show ip igmp groups

Command mode: All

Note: Local groups (224.0.0.x) are not snooped/relayed and will not appear.
Source Group VLAN Port Version Mode Expires Fwd
10.1.1.1 232.1.1.1 2 EXT4 V3 INC 4:16 Yes
10.1.1.5 232.1.1.1 2 EXT4 V3 INC 4:16 Yes
* 232.1.1.1 2 EXT4 V3 INC - No
10.10.10.43 235.0.0.1 9 EXT1 V3 INC 2:26 Yes
* 236.0.0.1 9 EXT1 V3 EXC - Yes

IGMP Group information includes:

B |GMP source address
IGMP Group address
VLAN and port
IGMP version
IGMPv3 filter mode

Expiration timer value

IGMP multicast forwarding state
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IGMP Multicast Router Information
The following command displays Mrouter information:
show ip igmp mrouter information

Command mode: All

VLAN Port Version Expires Max Query Resp. Time QRV QQlcC
1 EXT1 V3 4:09 128 2 125
2 EXT3 V2 4:09 125 - -
3 EXT4 V2 static unknown - -

IGMP Mrouter information includes:

VLAN and port where the Mrouter is connected
IGMP version

Mrouter expiration

Maximum query response time

Querier’s Robustness Variable (QRV)

Querier’s Query Interval Code (QQIC)

VRRP Information

Virtual Router Redundancy Protocol (VRRP) support on GbE Switch Module provides redun-
dancy between routers in a LAN. This is accomplished by configuring the same virtual router 1P
address and ID number on each participating VRRP-capable routing device. One of the virtual
routers is then elected as the master, based on a number of priority criteria, and assumes control
of the shared virtual router IP address. If the master fails, one of the backup virtual routers will
assume routing authority and take control of the virtual router IP address.

The following command displays VRRP information:
show ip vrrp information

Command mode: All

VRRP information:
1: vrid 2, 205.178.18.210, i
2: vrid 1, 205.178.18.202,
3: vrid 3, 205.178.18.204,

f 1, renter, prio 100, master, server
f 1, renter, prio 100, backup
f 1, renter, prio 100, master, proxy

BMDO00008, November 2007 Chapter 2: Information Commands ® 81




Alteon OS Command Reference

When virtual routers are configured, you can view the status of each virtual router using this
command. VRRP information includes:

Virtual router number

Virtual router ID and IP address
Interface number

Ownership status

O owner identifies the preferred master virtual router. A virtual router is the owner
when the IP address of the virtual router and its IP interface are the same.

O renter identifies virtual routers which are not owned by this device.

B Priority value. During the election process, the virtual router with the highest priority
becomes master.

B Activity status

O master identifies the elected master virtual router.
O backup identifies that the virtual router is in backup mode.
O initidentifies that the virtual router is waiting for a startup event.
For example, once it receives a startup event, it transitions to master if its priority

is 255, (the IP address owner), or transitions to backup if it is not the IP address
owner.

B Server status. The server state identifies virtual routers.

B Proxy status. The proxy state identifies virtual proxy routers, where the virtual router
shares the same IP address as a proxy IP address. The use of virtual proxy routers enables
redundant switches to share the same IP address, minimizing the number of unique IP
addresses that must be configured.
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802.1p Information
The following command displays 802.1p information:

show gos transmit-queue information

Command mode: All

Current priority to COS queue information:
Priority COSq Weight

~N~No ohWNEO
PRPRFRPFPOOOO
NNNNRPRPRP PP

Current port priority information:
Port Priority COSq Weight

INT1 0 0 1
INT2 0 0 1
MGT 0 0 1
EXT1 0 0 1
EXT2 0 0 1
EXT3 0 0 1
EXT4 0 0 1

The following table describes the IEEE 802.1p priority-to-COS queue information.

Table 2-33 802.1p Priority-to-COS Queue Parameter Descriptions

Parameter Description

Priority Displays the 802.1p Priority level.

COSq Displays the Class of Service queue.

Weight Displays the scheduling weight of the COS queue.
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The following table describes the IEEE 802.1p port priority information.

Table 2-34 802.1p Port Priority Parameter Descriptions

Parameter Description

Port Displays the port alias.

Priority Displays the 802.1p Priority level.
COSq Displays the Class of Service queue.
Weight Displays the scheduling weight.

Access Control List Information

The following command displays Access Control List (ACL) information:
show access-control

Command mode: All

Current ACL information:
Filter 2 profile:
Ethernet
- VID : 2/0xfFff
Meter
- Set to disabled
- Set committed rate : 64
- Set max burst size : 32

Re-Mark
- Set use of TOS precedence to disabled
Actions : Permit

No ACL groups configured.

Access Control List (ACL) information includes configuration settings for each ACL and ACL
Group.

Table 2-35 ACL Parameter Descriptions

Parameter Description

Filter x profile Indicates the ACL number.

Meter Displays the ACL meter parameters.
Re-Mark Displays the ACL re-mark parameters.
Actions Displays the configured action for the ACL.

84 m Chapter 2: Information Commands BMDO00008, November 2007




Alteon OS Command Reference

Link Status Information
The following command displays link information:

show interface link

Command mode: All except User EXEC

Alias Port  Speed Duplex Flow Ctrl Link
———— mmmm mmmm —=TX-=——-- RX--  —————-
INT1 1 1000 full yes yes up
INT2 2 1000 full yes yes up
INT3 3 1000 full yes yes up
INT4 4 1000 full yes yes up
INTS 5 1000 full yes yes down
INT6 6 1000 full yes yes up
INT7 7 1000 full yes yes up
INT8 8 1000 full yes yes up
INT9 9 1000 full yes yes up
INT20 10 1000 full yes yes up
INT11 11 1000 full yes yes up
INT12 12 1000 full yes yes up
INT13 13 1000 full yes yes up
INT14 14 1000 full yes yes up
MGT 15 100 full yes yes up
EXT1 17 10000 any yes yes up
EXT2 18 10000 any yes yes up
EXT3 19 10000 any yes yes up
EXT4 20 any any yes yes up

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.

Use this command to display link status information about each port on an GbE Switch Module
slot, including:

Port alias and number

Port speed (10, 100, 1000, 10000)

Duplex mode (half, full, or any)

Flow control for transmit and receive (no or yes)

Link status (up, down, or disabled)
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Port Information

The following command displays port information:

show interface information

Command mode: All except User EXEC

Alias Port Tag Fast Lrn Fld PVID

INT1 1 y n e e 1 INT1
INT2 2 y n e e 1 INT2
INT3 3 y n e e 1 INT3
INT4 4 y n e e 1 INT4
INT5 5 y n e e 1 INT5
INT6 6 y n e e 1 INT6
INT7 7 y n e e 1 INT7
INT8 8 y n e e 1 INT8
INT9 9 y n e e 1 INT9
INTI0 10 y n e e 1 INT10
INT11 11 y n e e 1 INT11
INT12 12 y n e e 1 INT12
INT13 13 y n e e 1 INT13
INT14 14 'y n e e 1 INT14
MGT 15 y n e e 4095*MGT
EXT1 17 n n e e 1 EXT1
EXT2 18 n n e e 1 EXT2
EXT3 19 vy n e e 1 EXT3
EXT4 20 y n e e 1 EXT4
~ = Dynamic port in this VLAN

* = PVID is tagged.

NAME VLAN(S)

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.

Port information includes:

Port alias and number

Port VLAN ID (PVID)
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Whether the port uses VLAN tagging or not (y or n)

Whether the port is configured for Port Fast Fowarding (Fast)

Whether the port is enabled for FDB Learning (Lrn)

Whether the port is enabled for flooding of unknown destination MACs (F1d)
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B Port name
B VLAN membership

Logical Port to GEA Port Mapping

The following command displays information about GEA ports:

show geaport

Command mode: All

Alias Logical Port GEA Port(0O-based) GEA Unit
INT1 1 15 0]
INT2 2 19 0
INT3 3 18 0
INT4 4 17 0
INT5 5 13 0
INT6 6 11 0
INT7 7 10 0]
INT8 8 8 0
INT9 9 2 0
INT10 10 1 0
INT11 11 5 0
INT12 12 4 0
INT13 13 20 0
INT14 14 6 0]
MGT 15 22 0
EXT1 17 25 0
EXT2 18 26 0
EXT3 19 27 0
EXT4 20 0 0

NoTE - The sample screens that appear in this document might differ slightly from the screens
displayed by your system. Screen content varies based on the type of BladeCenter unit that you
are using and the firmware versions and options that are installed.

This display correlates the port alias to logical port number, and shows the GEA unit on which
each port resides.
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Fiber Port Transceiver Status

The following command displays port transceiver information:

show transceiver

Command mode: All

Port Device TX-Enable RX-Signal TX-Fault
19 - EXT3 SR-XFP enabled LOST N/A <= XFP NOT APPROVED
20 - EXT4 CU-SFP enabled N/A none

This command displays the status of the Small Form Pluggable (SFP) transceiver module on each Fiber
External Port.

Information Dump

The following command dumps switch information:

show information-dump

Command mode: All

Use the dump command to dump all switch information available (10K or more, depending on
your configuration). This data is useful for tuning and debugging switch performance.

If you want to capture dump data to a file, set your communication software on your worksta-
tion to capture session data prior to issuing the dump commands.
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Statistics Commands

You can use the Statistics Commands to view switch performance statistics in both the user and
administrator command modes. This chapter discusses how to use the command line interface to
display switch statistics.

Table 3-1 Statistics Commands

Command Syntax and Usage

show layer3 counters
Command mode: All

Displays Layer 3 statistics.

show snmp-server counters
Command mode: All

Displays SNMP statistics. See page 130 for sample output.

show ntp counters
Displays Network Time Protocol (NTP) Statistics.
Command mode: All
See page 133 for a sample output and a description of NTP Statistics.

show counters
Dumps all switch statistics. Use this command to gather data for tuning and debugging switch per-
formance. If you want to capture dump data to a file, set your communication software on your
workstation to capture session data prior to issuing the dump command.
Command mode: All

For details, see page 134.
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Port Statistics

These commands display traffic statistics on a port-by-port basis. Traffic statistics include
SNMP Management Information Base (MIB) objects.

Table 3-2 Port Statistics Commands

Command Syntax and Usage

show interface port {<portaliasor number>} dotlx counters
Displays IEEE 802.1x statistics for the port.

Command mode: All
See page 91 for sample output.

show interface port {<portaliasor number>} bridging-counters
Displays bridging (“dot1”) statistics for the port.

Command mode: All
See page 96 for sample output.

show interface port {<portaliasor number>} ethernet-counters
Displays Ethernet (“dot3”) statistics for the port.

Command mode: All
See page 97 for sample output.

show interface port {<portaliasor number>} iInterface-counters
Displays interface statistics for the port.

Command mode: All
See page 99 for sample output.

show interface port {<portaliasor number>} ip-counters
Displays IP statistics for the port.

Command mode: All
See page 101 for sample output.

show interface port {<portaliasor number>} link-counters
Displays link statistics for the port.

Command mode: All
See page 101 for sample output.

show interface port {<portalias or number>} counters
Displays statistics for the port.

Command mode: All
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Table 3-2 Port Statistics Commands

Command Syntax and Usage

clear interface port {<portaliasor number>} counters
Clears all statistics for the port.

Command mode: All except User EXEC

clear interfaces
Clears statistics for all ports.

Command mode: All except User EXEC

802.1x Authenticator Statistics
Use the following command to display the 802.1x authenticator statistics of the selected port:

show interface port {<portaliasor number>} dotlx counters

Command mode: All

Authenticator Statistics:
eapolFramesRx = 925
eapolFramesTx = 3201
eapolStartFramesRx =2
eapolLogoffFramesRx =0
eapolRespldFramesRx = 463
eapolRespFramesRx = 460
eapolReqldFramesTx = 1820
eapolRegFramesTx = 1381
invalidEapolFramesRx =0
eapLengthErrorFramesRx = 0
lastEapolFrameVersion =1
lastEapolFrameSource = 00:01:02:45:ac:51

Table 3-3 802.1x Authenticator Statistics of a Port

Statistics Description
eapolFramesRx Total number of EAPOL frames received
eapolFramesTx Total number of EAPOL frames transmitted

eapolStartFramesRx Total number of EAPOL Start frames received

eapolLogoff- Total number of EAPOL Logoff frames received
FramesRx
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Table 3-3 802.1x Authenticator Statistics of a Port

Statistics Description
eapolRespld- Total number of EAPOL Response Identity frames received
FramesRx

eapolRespFramesRx  Total number of Response frames received

eapolReqldFramesTx Total number of Request Identity frames transmitted

eapolRegFramesTx Total number of Request frames transmitted
inval idEapol- Total number of invalid EAPOL frames received
FramesRx

eapLengthError- Total number of EAP length error frames received
FramesRx

lastEapolFrameVer-  The protocol version number carried in the most recently received

sion EAPOL frame.
lastEapolFrame- The source MAC address carried in the most recently received
Source EAPOL frame.
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Use the following command to display the 802.1x authenticator diagnostics of the selected

port:

show interface port {<portaliasor number>} dotlx

Command mode: All

Authenticator Diagnostics:
authEntersConnecting
authEapLogoffsWhileConnecting
authEntersAuthenticating
authSuccessesWhileAuthenticating
authTimeoutsWhi leAuthenticating
authFailWhileAuthenticating
authReauthsWhileAuthenticating
authEapStartsWhileAuthenticating
authEapLogoffWhileAuthenticating
authReauthsWhileAuthenticated
authEapStartsWhileAuthenticated
authEapLogoffwhileAuthenticated
backendResponses
backendAccessChal lenges
backendOtherRequestsToSupplicant

backendAuthSuccesses
backendAuthFails

backendNonNakResponsesFromSupplicant

Table 3-4 802.1x Authenticator Diagnostics of a Port

Statistics Description

authiEntersConnect-  Total number of times that the state machine transitions to the

ing CONNECTING state from any other state.

authEapLogoffsWhi-  Total number of times that the state machine transitions from

leConnecting CONNECTING to DISCONNECTED as a result of receiving an
EAPOL-Logoff message.

authEntersAuthen- Total number of times that the state machine transitions from

ticating CONNECTING to AUTHENTICATING, as a result of an EAP-

Response/ldentity message being received from the Supplicant.

authSuccessesWhi- Total number of times that the state machine transitions from
leAuthenticating AUTHENTICATING to AUTHENTICATED, as a result of the Backend
Authentication state machine indicating successful authentication of the

Supplicant.
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Table 3-4 802.1x Authenticator Diagnostics of a Port

Statistics

Description

authTimeoutsWhile-
Authenticating

Total number of times that the state machine transitions from
AUTHENTICATING to ABORTING, as a result of the Backend Authen-
tication state machine indicating authentication timeout.

authFailWhileAu-
thenticating

Total number of times that the state machine transitions from
AUTHENTICATING to HELD, as a result of the Backend Authenti-
cation state machine indicating authentication failure.

authReauthsWhile-

Total number of times that the state machine transitions from AUTHEN-

Authenticating TICATING to ABORTING, as a result of a re-authentication request

authEapStartsWhi-  Total number of times that the state machine transitions from

leAuthenticating AUTHENTICATING to ABORTING, as a result of an EAPOL-Start
message being received from the Supplicant.

authEapLogoffwhi- Total number of times that the state machine transitions from

leAuthenticating AUTHENTICATING to ABORTING, as a result of an EAPOL-Logoff

message being received from the Supplicant.

authReauthsWhile-

Total number of times that the state machine transitions from AUTHEN-

Authenticated TICATED to CONNECTING, as a result of a re-authentication request.
authEapStartsWhi- Total number of times that the state machine transitions from
leAuthenticated AUTHENTICATED to CONNECTING, as a result of an EAPOL-Start
message being received from the Supplicant.
authEapLogoffwhi- Total number of times that the state machine transitions from
leAuthenticated AUTHENTICATED to DISCONNECTED, as a result of an EAPOL-
Logoff message being received from the Supplicant.
backendResponses Total number of times that the state machine sends an initial Access-
Request packet to the Authentication server. Indicates that the Authenti-
cator attempted communication with the Authentication Server.
backendAccessChal- Total number of times that the state machine receives an initial Access-
lenges Challenge packet from the Authentication server. Indicates that the
Authentication Server has communication with the Authenticator.
backendOtherRe- Total number of times that the state machine sends an EAP-Request

questsToSupplicant

packet (other than an Identity, Notification, Failure, or Success message)
to the Supplicant. Indicates that the Authenticator chose an EAP-method.

backendNonNakRe-
sponsesFromSuppli-
cant

Total number of times that the state machine receives a response from the
Supplicant to an initial EAP-Request, and the response is something other
than EAP-NAK. Indicates that the Supplicant can respond to the Authen-
ticator.s chosen EAP-method.
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Table 3-4 802.1x Authenticator Diagnostics of a Port

Statistics Description
backendAuthSuc- Total number of times that the state machine receives an Accept message
cesses from the Authentication Server. Indicates that the Supplicant has success-

fully authenticated to the Authentication Server.

backendAuthFails Total number of times that the state machine receives a Reject message
from the Authentication Server. Indicates that the Supplicant has
not authenticated to the Authentication Server.
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Bridging Statistic

S

Use the following command to display the bridging statistics of the selected port:

show interface port {<portaliasor number>} bridging-counters

Command mode: All

Bridging statistics for port INT1:

dotlPortiInFrames: 63242584
dotlPortOutFrames: 63277826
dotlPortInDiscards: 0
dotlTpLearnedEntryDiscards: 0
dotlStpPortForwardTransitions: 0

Table 3-5 Bridging Statistics of a Port

Statistics

Description

dotlPortlnFrames

The number of frames that have been received by this port from its seg-
ment. A frame received on the interface corresponding to this port is only
counted by this object if and only if it is for a protocol being processed by
the local bridging function, including bridge management frames.

dotlPortOutFrames

The number of frames that have been transmitted by this port to its seg-
ment. Note that a frame transmitted on the interface corresponding to this
port is only counted by this object if and only if it is for a protocol being
processed by the local bridging function, including bridge management
frames.

dotlPortInDiscards

Count of valid frames received which were discarded (that is, filtered) by
the Forwarding Process.

dotlTpLearnedEntry
Discards

The total number of Forwarding Database entries, which have been or
would have been learnt, but have been discarded due to a lack of space to
store them in the Forwarding Database. If this counter is increasing, it
indicates that the Forwarding Database is regularly becoming full (a con-
dition which has unpleasant performance effects on the subnetwork). If
this counter has a significant value but is not presently increasing, it indi-
cates that the problem has been occurring but is not persistent.

dotlStpPortForward
Transitions

The number of times this port has transitioned from the Learning state to
the Forwarding state.
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Ethernet Statistics
Use the following command to display the ethernet statistics of the selected port:

show interface port {<portaliasor number>} ethernet-counters

Command mode: All

Ethernet statistics for port INT1:
dot3StatsAlignmentErrors:
dot3StatsFCSErrors:
dot3StatsSingleCollisionFrames:
dot3StatsMultipleCollisionFrames:
dot3StatsLateCollisions:
dot3StatskExcessiveCollisions:
dot3StatsinternalMacTransmitErrors:
dot3StatsFrameToolLongs:
dot3StatslInternalMacReceiveErrors:

=
OO0O>OO0OO0OO0O0O0

Table 3-6 Ethernet Statistics for Port

Statistics Description

dot3StatsAlignment A count of frames received on a particular interface that are not an inte-

Errors gral number of octets in length and do not pass the Frame Check
Sequence (FCS) check.
The count represented by an instance of this object is incremented when
the al ignmentError status is returned by the MAC service to the
Logical Link Control (LLC) (or other MAC user). Received frames for
which multiple error conditions obtained are, according to the conven-
tions of IEEE 802.3 Layer Management, counted exclusively according
to the error status presented to the LLC.

dot3StatsFCSErrors A count of frames received on a particular interface that are an integral
number of octets in length but do not pass the Frame Check Sequence
(FCS) check.
The count represented by an instance of this object is incremented when
the FrameCheckError status is returned by the MAC service to the
LLC (or other MAC user). Received frames for which multiple error con-
ditions obtained are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error status presented
to the LLC.
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Table 3-6 Ethernet Statistics for Port

Statistics

Description

dot3StatsSingle-
CollisionFrames

A count of successfully transmitted frames on a particular interface for
which transmission is inhibited by exactly one collision.

A frame that is counted by an instance of this object is also counted by the
corresponding instance of either the i fOutUcastPkts, i fOutMul -
ticastPkts, or ifOutBroadcastPkts, and is not counted by the
corresponding instance of the dot3StatsMultipleCollision-
Frame object.

dot3StatsMultiple-
CollisionFrames

A count of successfully transmitted frames on a particular interface for
which transmission is inhibited by more than one collision.

A frame that is counted by an instance of this object is also counted by the
corresponding instance of either the i fOutUcastPkts, i fOutMul -
ticastPkts, or ifOutBroadcastPkts, and is not counted by the
corresponding instance of the dot3StatsSingleCollision-
Frames object.

dot3StatsLate-
Collisions

The number of times that a collision is detected on a particular interface
later than 512 bit-times into the transmission of a packet.

Five hundred and twelve bit-times corresponds to 51.2 microseconds on a
10 Mbit/s system. A (late) collision included in a count represented by an
instance of this object is also considered as a (generic) collision for pur-
poses of other collision-related statistics.

dot3StatsExcessive
Collisions

A count of frames for which transmission on a particular interface fails
due to excessive collisions.

dot3StatslInternal-
MacTransmitErrors

A count of frames for which transmission on a particular interface fails
due to an internal MAC sub layer transmit error. A frame is only counted
by an instance of this object if it is not counted by the corresponding
instance of either the dot3StatsLateCol I isions object, the
dot3StatsExcessiveCollisions object, or the dot3Stats-
CarrierSenseErrors object.

The precise meaning of the count represented by an instance of this object
is implementation-specific. In particular, an instance of this object may
represent a count of transmission errors on a particular interface that are
not otherwise counted.

dot3StatsFrameToo-
Longs

A count of frames received on a particular interface that exceed the maxi-
mum permitted frame size.

The count represented by an instance of this object is incremented when
the frameToolong status is returned by the MAC service to the LLC
(or other MAC user). Received frames for which multiple error condi-
tions obtained are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error status presented
to the LLC.
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Table 3-6 Ethernet Statistics for Port

Statistics

Description

dot3Statsinternal-
MacReceiveErrors

A count of frames for which reception on a particular interface fails due
to an internal MAC sub layer receive error. A frame is only counted by an
instance of this object if it is not counted by the corresponding instance of
either the dot3StatsFrameToolLongs object, the dot3Stats-
AlignmentErrors object, or the dot3StatsFCSErrors object.
The precise meaning of the count represented by an instance of this object
is implementation-specific. In particular, an instance of this object may
represent a count of received errors on a particular interface that are not
otherwise counted.

Interface Statistics

Use the following command to display the interface statistics of the selected port:

show interface port {<portaliasor number>} interface-counters

Command mode: All

Interface statistics for port EXT1:

ifHCIn Counters ifHCOut Counters
Octets: 51697080313 51721056808
UcastPkts: 65356399 65385714
BroadcastPkts: 0 6516
MulticastPkts: 0 0
Discards: 0 0
Errors: 0 21187

Table 3-7 Interface Statistics for Port

Statistics Description

ifInOctets The total number of octets received on the interface, including framing
characters.

iflnUcastPkts The number of packets, delivered by this sub-layer to a higher sub- layer,
which were not addressed to a multicast or broadcast address at this sub-
layer.

ifInBroadcastPkts The number of packets, delivered by this sub-layer to a higher sub- layer,
which were addressed to a broadcast address at this sub-layer.

ifInMulticastPkts The total number of packets that higher-level protocols requested to be

transmitted, and which were addressed to a multicast address at this sub-
layer, including those that were discarded or not sent. For a MAC layer
protocol, this includes both Group and Functional addresses.
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Table 3-7 Interface Statistics for Port

Statistics Description

iflnDiscards The number of inbound packets which were chosen to be discarded even
though no errors had been detected to prevent their being delivered to a
higher-layer protocol. One possible reason for discarding such a packet
could be to free up buffer space.

iflnErrors For packet-oriented interfaces, the number of inbound packets that con-
tained errors preventing them from being delivered to a higher-layer pro-
tocol. For character-oriented or fixed-length interfaces, the number of
inbound transmission units that contained errors preventing them from
being deliverable to a higher-layer protocol.

ifInUnknownProtos For packet-oriented interfaces, the number of packets received via the
interface which were discarded because of an unknown or unsupported
protocol. For character-oriented or fixed-length interfaces which support
protocol multiplexing, the number of transmission units received via the
interface which were discarded because of an unknown or unsupported
protocol. For any interface which does not support protocol multiplexing,
this counter will always be 0.

ifOutOctets The total number of octets transmitted out of the interface, including
framing characters.

ifOutUcastPkts The total number of packets that higher-level protocols requested to be
transmitted, and which were not addressed to a multicast or broadcast
address at this sub-layer, including those that were discarded or not sent.

ifOutBroadcastPkts The total number of packets that higher-level protocols requested to be
transmitted, and which were addressed to a broadcast address at this sub-
layer, including those that were discarded or not sent. This object is a 64-
bit version of 1 fOutBroadcastPkts.

ifOutMulticastPkts The total number of packets that higher-level protocols requested to be
transmitted, and which were addressed to a multicast address at this sub-
layer, including those that were discarded or not sent. For a MAC layer
protocol, this includes both Group and Functional addresses. This object
is a 64-bit version of i fOutMulticastPkts.

ifOutDiscards The number of outbound packets which were chosen to be discarded even
though no errors had been detected to prevent their being transmitted.
One possible reason for discarding such a packet could be to free up
buffer space.

ifOutErrors For packet-oriented interfaces, the number of outbound packets that
could not be transmitted because of errors. For character-oriented or
fixed-length interfaces, the number of outbound transmission units that
could not be transmitted because of errors.
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Interface Protocol Statistics
Use the following command to display the interface protocol statistics of the selected port:

show interface port {<portaliasor number>} ip-counters

Command mode: All

GEA IP statistics for port INT1:

ipInReceives : 0
ipInHeaderError: 0
ipInDiscards : 0

Table 3-8 Interface Protocol Statistics

Statistics Description

ipInReceives The total number of input datagrams received from interfaces, including
those received in error.

ipInHeaderErrors The number of input datagrams discarded because the IP address in their
IP header's destination field was not a valid address to be received at this
entity (the switch).

ipInDiscards The number of input IP datagrams for which no problems were encoun-

tered to prevent their continued processing, but which were discarded (for
example, for lack of buffer space). Note that this counter does not include
any datagrams discarded while awaiting re-assembly.

Link Statistics
Use the following command to display the link statistics of the selected port:

show interface port {<portaliasor number>} link-counters

Command mode: All

Link statistics for port INT1:
linkStateChange: 1

Table 3-9 Link Statistics

Statistics Description

linkStateChange The total number of link state changes.
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Layer 2 Statistics

Table 3-10 Layer 2 Statistics Commands

Command Syntax and Usage

show mac-address-table counters
Displays FDB statistics.

Command mode: All
See page 103 for sample output.

clear mac-address-table counters
Clears FDB statistics.

Command mode: All except User EXEC

show interface port {<portaliasor number>} lacp counters
Displays Link Aggregation Control Protocol (LACP) statistics.

Command mode: All
See page 103 for sample output.

clear interface port {<portaliasor number>} lacp counters
Clears Link Aggregation Control Protocol (LACP) statistics.

Command mode: All except User EXEC

show gvrp counters
Displays Generic VLAN Registration Protocol (GVRP) statistics.

Command mode: All
See page 105 for sample output.
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FDB Statistics

Use the following command to display statistics regarding the use of the forwarding database,
including the number of new entries, finds, and unsuccessful searches:

show mac-address-table counters

Command mode: All

FDB statistics:
current: 83 hiwat: 855

FDB statistics are described in the following table:

Table 3-11 Forwarding Database Statistics

Statistic Description

current Current number of entries in the Forwarding Database.

hiwat Highest number of entries recorded at any given time in the Forwarding
Database.

LACP Statistics

Use the following command to display Link Aggregation Control Protocol (LACP) statistics:
show interface port {<portaliasor number>} lacp counters

Command mode: All

Port EXT1:

Valid LACPDUs received: - 870
Valid Marker PDUs received: -0
Valid Marker Rsp PDUs received: - O
Unknown version/TLV type: -0
I1legal subtype received: -0
LACPDUs transmitted: - 6031
Marker PDUs transmitted: -0
Marker Rsp PDUs transmitted: -0
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Link Aggregation Control Protocol (LACP) statistics are described in the following table:

Table 3-12 LACP Statistics

Statistic Description
Valid LACPDUs Total number of valid LACP data units received.
received

Valid Marker PDUs Total number of valid LACP marker data units received.
received

Valid Marker Rsp Total number of valid LACP marker response data units received.
PDUs received

Unknown version/TLV Total number of LACP data units with an unknown version or type,

type length, and value (TLV) received.
Illegal subtype Total number of LACP data units with an illegal subtype received.
received

LACPDUs transmitted Total number of LACP data units transmitted.

Marker PDUs trans- Total number of LACP marker data units transmitted.
mitted

Marker Rsp PDUs Total number of LACP marker response data units transmitted.
transmitted
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GVRP Statistics

Use the following command to display statistics for Generic VLAN Registration Protocol
(GVRP):

show gvrp counters

Command mode: All

GARP/GVRP statistics

Join Empty received: 3194
Join In received: 492
Empty received: 482
Leave In received: 0
Leave Empty received: 0
Leave All received: 138
Join Empty transmitted: 1461
Join In transmitted: 586
Empty transmitted: 1175
Leave In transmitted: (0]

Leave Empty transmitted: O
Leave All transmitted: 143
Malformed Attributes: 0
Malformed GPDU: 0
Failure in registration: 0O

Generic VLAN Registration Protocol (GVRP) statistics are described in the following table:

Table 3-13 GVRP Statistics

Statistic Description

Join Empty received The total number of Join Empty messages received.

Join In received The total number of Join In messages received.

Empty received The total number of Empty messages received.

Leave In received The total number of Leave In messages received.

Leave Empty The total number of Leave Empty messages received.
received

Leave All received The total number of Leave All messages received.

Join Empty trans- The total number of Join Empty messages sent.
mitted

Join In transmitted The total number of Join In messages sent.

BMDO00008, November 2007 Chapter 3: Statistics Commands ® 105



Alteon OS Command Reference

Table 3-13 GVRP Statistics

Statistic Description

Empty transmitted The total number of Empty messages sent.

Leave In transmit- The total number of Leave In messages sent.

ted
Leave Empty trans- The total number of Leave Empty messages sent.
mitted
Leave All transmit- The total number of LeaveAll messages sent.
ted
Unaccepted The total number of GPDUs received that had an unacceptable attribute
Attribute Value value.
Invalid Message/ The total number of invalid messages or attributes received, such as the
Attributes following:
Invalid Protocol ID
Invalid Attribute Type
Invalid Attribute Length
Invalid Attribute Event
Failure in regis- The total number of GVRP registrations that failed. To see more detail
tration about failed registrations, check the syslog.
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Layer 3 Statistics

Table 3-14 Layer 3 Statistics Commands

Command Syntax and Usage

show ip counters
Displays IP statistics.

Command mode: All
See page 110 for sample output.

show ip route counters
Displays route statistics.

Command mode: All
See page 112 for sample output.

show ip arp counters
Displays Address Resolution Protocol (ARP) statistics.

Command mode: All
See page 113 for sample output.

show ip dns counters
Displays Domain Name System (DNS) statistics.

Command mode: All

show ip icmp counters
Displays Internet Control Message Protocol (ICMP) statistics.

Command mode: All
See page 113 for sample output.

show ip tcp counters
Displays Transmission Control Protocol (TCP) statistics.

Command mode: All
See page 115 for sample output.

show ip udp counters
Displays User Datagram Protocol (UDP) statistics.

Command mode: All
See page 117 for sample output.

show ip ospf counters
Displays OSPF statistics.

Command mode: All
See page 118 for sample output.
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Table 3-14 Layer 3 Statistics Commands

Command Syntax and Usage

show ip igmp counters
Displays IGMP statistics.

Command mode: All
See page 122 for sample output.

show layer3 igmp-groups
Displays the total number of IGMP groups that are registered on the switch.
Command mode: All

show layer3 ipmc-groups
Displays the total number of current IP multicast groups that are registered on the switch.

Command mode: All

show ip vrrp counters
When virtual routers are configured, you can display protocol statistics for VRRP:

Command mode: All
See page 123 for sample output.

show ip rip counters
Displays Routing Information Protocol (RIP) statistics.

Command mode: All
See page 124 for sample output.

clear ip arp counters
Clears Address Resolution Protocol (ARP) statistics.

Command mode: All except User EXEC

clear ip dns counters
Clears Domain Name System (DNS) statistics.

Command mode: All except User EXEC

clear ip icmp counters
Clears Internet Control Message Protocol (ICMP) statistics.

Command mode: All except User EXEC

clear ip tcp counters
Clears Transmission Control Protocol (TCP) statistics.

Command mode: All except User EXEC

clear ip udp counters
Clears User Datagram Protocol (UDP) statistics.

Command mode: All except User EXEC
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Table 3-14 Layer 3 Statistics Commands

Command Syntax and Usage

clear ip igmp [<1-4094>] counters
Clears IGMP statistics.

Command mode: All except User EXEC

clear ip vrrp counters
Clears VRRP statistics.

Command mode: All except User EXEC

clear ip counters
Clears IP statistics. Use this command with caution as it will delete all the IP statistics.

Command mode: All except User EXEC

clear ip rip counters
Clears Routing Information Protocol (RIP) statistics.

Command mode: All except User EXEC

clear ip ospf counters
Clears Open Shortest Path First (OSPF) statistics.

Command mode: All except User EXEC

show layer3 counters
Dumps all Layer 3 statistics. Use this command to gather data for tuning and debugging switch
performance. If you want to capture dump data to a file, set your communication software on your
workstation to capture session data prior to issuing the dump command.

Command mode: All
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IP Statistics
The following command displays IP statistics:

show ip counters

Command mode: All
Use the following command to clear IP statistics:

clear ip counters

IP statistics:
ipInReceives: 3115873 ipInHdrErrors: 1
ipInAddrErrors: 35447 ipForwDatagrams: 0
ipInUnknownProtos: 500504 ipInDiscards: 0
ipInDelivers: 2334166 ipOutRequests: 1010542
ipOutDiscards: 4 ipOutNoRoutes: 4
ipReasmReqds: 0 ipReasmOKs: 0
ipReasmFails: 0 ipFragOKs: 0
ipFragFails: 0 ipFragCreates: 0
ipRoutingDiscards: 0 ipDefaul tTTL: 255
ipReasmTimeout: 5
Table 3-15 [P Statistics
Statistics Description
ipInReceives The total number of input datagrams received from interfaces, including

those received in error.

ipInHdrErrors The number of input datagrams discarded due to errors in their IP head-
ers, including bad checksums, version number mismatch, other format
errors, time-to-live exceeded, errors discovered in processing their IP
options, and so forth.

ipInAddrErrors The number of input datagrams discarded because the IP address in their
IP header's destination field was not a valid address to be received at this
entity (the switch). This count includes invalid addresses (for example,
0.0.0.0) and addresses of unsupported Classes (for example, Class E). For
entities which are not IP Gateways and therefore do not forward data-
grams, this counter includes datagrams discarded because the destination
address was not a local address.
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Table 3-15 IP Statistics

Statistics Description

ipForwDatagrams The number of input datagrams for which this entity (the switch) was not
their final IP destination, as a result of which an attempt was made to find
a route to forward them to that final destination. In entities which do not
act as IP Gateways, this counter will include only those packets, which
were Source-Routed via this entity (the switch), and the Source- Route
option processing was successful.

ipInUnknownProtos The number of locally addressed datagrams received successfully but dis-
carded because of an unknown or unsupported protocol.

ipInDiscards The number of input IP datagrams for which no problems were encoun-
tered to prevent their continued processing, but which were discarded (for
example, for lack of buffer space). Note that this counter does not include
any datagrams discarded while awaiting re-assembly.

ipInDelivers The total number of input datagrams successfully delivered to IP user-
protocols (including ICMP).

ipOutRequests The total number of IP datagrams which local IP user-protocols (includ-
ing ICMP) supplied to IP in requests for transmission. Note that this
counter does not include any datagrams counted in
ipForwDatagrams.

ipOutDiscards The number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but which
were discarded (for example, for lack of buffer space). Note that this
counter would include datagrams counted in ipForwDatagrams if any
such packets met this (discretionary) discard criterion.

ipOutNoRoutes The number of IP datagrams discarded because no route could be found
to transmit them to their destination. Note that this counter includes any
packets counted in i pForwDatagrams, which meet this no-route crite-
rion. Note that this includes any datagrams which a host cannot route
because all of its default gateways are down.

ipReasmReqds The number of IP fragments received which needed to be reassembled at
this entity (the switch).

ipReasmOKs The number of IP datagrams successfully re- assembled.

ipReasmFails The number of failures detected by the IP re- assembly algorithm (for
whatever reason: timed out, errors, and so forth). Note that this is not nec-
essarily a count of discarded IP fragments since some algorithms (notably
the algorithm in RFC 815) can lose track of the number of fragments by
combining them 