
2350 Mission College Blvd.

Suite 600

Santa Clara, CA 95054

www.bladenetwork.net



Alteon OS  ISCLI Reference

2 BMD00003, November 2007

Copyright © 2007 Blade Network Technologies, Inc., 2350 Mission College Blvd., Suite 600, Santa Clara, 
California, 95054, USA. All rights reserved. Part Number: BMD00003.

This document is protected by copyright and distributed under licens07





Alteon OS ISCLI Reference

4 BMD00003, November 2007

User Status 40
Layer 2 Information 41





Alteon OS ISCLI Reference

6





Alteon OS ISCLI Reference



Alteon OS  ISCLI Reference

9BMD00003, November 2007

ACL Group Configuration 251
Port Mirroring Configuration 252007



Alteon OS ISCLI Reference

10





Alteon OS ISCLI Reference

12  



Alteon OS  ISCLI Reference

Preface  Â  13BMD00003, November 2007

How This Book Is Organized
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Typographic Conventions
The following table describes the typographic styles used in this book.

Table 1  Typographic Conventions

Typeface or Symbol Meaning

angle brackets <  > Indicate a variable to enter based on the description inside the brackets. 
Do not type the brackets when entering the command.
Example: If the command syntax is
ping <IP address>
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How to Get Help

If you need help, service, or technical assistance, see the “Getting help and technical 
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CHAPTER 1
ISCLI Basics 

Your GbE Switch Module (GbESM) is ready to perform basic switching functions right out of the 
box. Some of the more advanced features, however, require some administrative configuration 
before they can be used effectively. 

This guide describes the individual ISCLI commands available for the GbESM. 

The ISCLI provides a direct method for collecting switch information and performing switch 
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Command Line Interface Shortcuts

Command Abbreviation
Most commands can be abbreviated by entering the first characters which distinguish the com-
mand from the others in the same mode. For example, consider the following full command 
and a valid abbreviation:  

or  

Tab Completion
By entering the first letter of a command at 
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User Access Levels
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SNMPv3 System Information
SNMP version 3 (SNMPv3) is an extensible SNMP Framework that supplements the SNMPv2 
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The following command displays SNMPv3 access information:

show snmp-server v3 access 

Command mode: All 
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SNMPv3 Target Address Table Information

The following command displays SNMPv3 target address information:
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Â MAC address of the switch management processor
Â IP address of management IP interface
Â Hardware version and part number
Â



Alteon OS ISCLI Reference

40   Â  Chapter 2:  Information Commands BMD00003, November 2007

Â ERR
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Show All FDB Information

The following command displays Forwarding Database information:

show mac-address-table

Command mode: All

An address that is in the forwarding (FWD) state, means that it has been learned by the switch. 
When in the trunking (TRK) state, the port field represents the trunk group number. If the state 
for the port is listed as unknown (UNK), the MAC address has not yet been learned by the 
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Link Aggregation Control Protocol Information
Use these commands to display LACP status information about each port on a 
GbE Switch Module.  
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802.1x Information
The following command displays 802.1x information:

sh0aw dot.1x0aiInformat0aion
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The following table describes the IEEE 802.1x parameters.

Table 2-15  802.1x Parameter Descriptions

Parameter Description

Port Displays each port’s alias. 

Auth Mode
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The switch software uses the IEEE 802.1d Spanning Tree Protocol (STP). In addition to seeing 
if STG is enabled or disabled, you can view the following STG bridge information:

Â Priority

Â Hello interval

Â Maximum age value

Â Forwarding delay

Â Aging time

You can also see the following port-specific STG information:

Â Slot number

Â Port alias and priority

Â Cost

Â State

The following table describes the STG parameters.

Table 2-16  
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Trunk Group Information
The following command displays Trunk Group information:

show portchannel information

Command mode: All 

When trunk groups are configured, you can view the state of each port in the various trunk 
groups.
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Layer 3 Information



Alteon OS  ISCLI Reference

Chapter 2:  Information Commands  Â  61



Alteon OS ISCLI Reference

62   Â  Chapter 2:  Information Commands BMD00003, November 2007

Show All IP Route Information

The following command displays IP route information:

show ip route

Command mode: All 

The following table describes the 
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The following table describes the Tag
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Show All ARP Entry Information
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OSPF Information 

Table 2-26  OSPF Information Commands

Command Syntax and Usage

show ip ospf general-information
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OSPF Interface Information

The following command displays OSPF interface information:

show ip ospf interface {<1-127>}

Command mode: All 

OSPF Database Information 

Ip Address 10.10.12.1, Area 0.0.0.1, Admin Status UP
   Router ID 10.10.10.1, State DR, Priority 1
   Designated Router (ID) 10.10.10.1, Ip Address 10.10.12.1
   Backup Designated Router (ID) 10.10.14.1, Ip Address 10.10.12.2
   Timer intervals, Hello 10, Dead 40, Wait 1663, Retransmit 5,
                Poll interval 0, Transit delay 1
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Routing Information Protocol 

RIP Routes Information
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RIP User Configuration 
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IP information includes:
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show ip igmp groups address <IP address>
Displays a single IGMP multicast group by its IP address. 
Command mode: All
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eapolRespId-
FramesRx

Total number of EAPOL Respons
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FDB Statistics
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ipForwDatagrams The number of input datagrams for which this entity (the switch) was not 
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Route Statistics
The following command displays route statistics:

show ip route counters

Command mode: All     

ipFragOKs The number of IP datagrams that have
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Table 3-17  ICMP Statistics

Statistics Description

icmpInMsgs The total number of ICMP messages which the entity (the switch) 
received. Note that this counter includes all those counted by 
icmpInErrors.
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TCP Statistics
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tcpRtoMax The maximum value permitted by a TCP implementation for the retrans-
mission timeout, measured in milliseconds. More refined semantics 
for objects of this type depend upon th
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Table 3-21  OSPF General Statistics 

Statistics Description

Rx/Tx Stats:

Rx Pkts The sum total of all OSPF packets received on all OSPF areas and inter-
faces.

Tx Pkts The sum total of all OSPF packets transmitted on all OSPF areas and 
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Nbr Change Stats:

hello The sum total of all Hello packets received from neighbors on all OSPF 
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VRRP Statistics
Virtual Router Redundancy Protocol (VRRP) support on the GbE Switch Module provides 
redundancy between routers in a LAN. This is accomplished by configuring the same virtual 
router IP address and ID numbe
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Management Processor Statistics 
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ACL Statistics
This option displays ACL statistics. 

show access-control counters

Command mode: All    
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snmpInASNParseErrs The total number of ASN.1 or BER errors encountered by the SNMP pro-
tocol entity when decoding SNMP Messages received.
Note: OSI's method of specifying abstract objects is called ASN.1 
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NTP Statistics

Alteon OS uses NTP (Network Timing Protocol) version 3 to synchronize the switch’s internal 
clock with an atomic time calibrated NTP server. With NTP enabled, the switch can accurately 
update its internal clock to be consistent with other devices on the network and generates accu-
rate syslogs.

The following command displays NTP statistics:

show ntp counters

Command mode: All   

snmpOutTraps
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System Configuration

These commands provide configuration of switch management parameters such as user and 
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RADIUS Server Configuration  
Table 4-5  
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[no] tacacs-server secure-backdoor
Enables or disables TACACS+ secure back door access through Telnet, SSH/SCP, or HTTP/
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snmp-server trap-src-if <1-128>
Configures the source interface for SNMP traps. 





Alteon OS  ISCLI Reference

Chapter 4:  Configuration Commands  Â  147





Alteon OS  ISCLI Reference

Chapter 4:  Configuration Commands  Â  149BMD00003, November 2007

SNMPv3 View Configuration   
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View-based Access Control Model Configuration 

The view-based Access Control Model defines a set of services that an application can use for 
checking access rights of the user. Access control is needed when the user has to process 
SNMP retrieval or modification request from an SNMP entity. 
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SNMPv3 Group Configuration 
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no snmp-server notify {<1-16>}
Deletes the notify table entry.
Command mode:

 Global configuration

show snmp-server v3 notify {<1-16>}
Displays the current not

ify table configuration.
Command mode: All Table 4-18  Notify Table Commands 
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Strong Password Configuration   

access user {<1-10>
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access https save-certificate

Allows the client, or the Web browser, to accept the certificate and save the certificate to Flash to 
be used when the switch is rebooted.
Command mode: 
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Port Configuration 
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Temporarily Disabling a Port
To temporarily disable a port without changing its stored configuration attributes, enter the fol-
lowing command at any prompt:

Because this configuration sets a temporary state for the port, you do not need to use a save 
operation. The port state will revert to
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802.1x Port Configuration
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Common Internal Spanning Tree Configuration 
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Bridge Spanning Tree Configuration 

Spanning Tree bridge parameters affect the global STG operation of the switch. STG bridge 
parameters include: 

Â Bridge priority
Â Bridge hello time
Â Bridge maximum age
Â Forwarding delay
Â Bridge aging time

Table 4-43  Bridge Spanning Tree Configuration Commands 

Command Syntax and Usage

spanning-tree stp {<1-128>} bridge priority {<0-65535>}
Configures the bridge priority. The bridge priority parameter controls wh
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Spanning Tree Port Configuration 
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Forwarding Database Configuration
Use the following commands to configure the Forwarding Database (FDB).  

NOTE – If you disable FDB learning and FDB flooding, manually add static MAC address 
entries for the management module, blade serv
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VLAN Configuration 
These commands configure VLAN attributes, change the status of each VLAN, change the 
port membership of each VLAN, and delete VLANs. 
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IP Static Route Configuration 
Up to 128 static routes can be configured.

ip gateway {<1-132>} enable
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IP Forwarding Configuration 

Network Filter Configuration 

Table 4-66  IP Forwarding Configuration Commands 
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IP Access List Configuration 
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Autonomous System Filter Path Configuration

NOTE
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OSPF Summary Range Configuration 

[no] area {<0-2>} authentication-type {password|md5}
None: No authentication required.
Password: Authenticates simple passwords so that only trusted routing devices can participate.
MD5: This parameter is used when MD5 cryptographic authentication is required.
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OSPF Interface Configuration 

[no] area-range {<1-16>} hide
Hides the OSPF summary range.
Command mode: 
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ip ospf hello-interval <1-65535>
Configures the interval in seconds between the hello packets for the interfaces.
Command mode: Interface IP

ip ospf dead-interval 
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BGP Aggregation Configuration 

These commands enable you to configure BGP aggregation to specify the routes/range of IP 
destinations a peer router accepts from other peers. All matched routes are aggregated to one 
route, to reduce the size of the routing table. By default, the first aggregation number is 
enabled and the rest are disabled. 
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IGMPv3 Configuration
Table 4-90 describes the commands used to configure IGMP version 3. 

Table 4-87  IGMP version 3 Configuration Commands 

Command Syntax and Usage

ip igmp snoop igmpv3 sources {<1-64>
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IGMP Filter Definition

Table 4-92
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IGMP Filtering Port Configuration

Table 4-93 describes the commands used to configure a port for IGMP filtering. 

IGMP Advanced Configuration
Table 4-90 describes the commands used to co
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virtual-router {<1-1024>} priority <1-254>
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Virtual Router Group Configuration 
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Access Control Configuration

Use these commands to create Access Control Lists and ACL Groups. ACLs define matching 
criteria used for IP filtering and Quality of Service functions.  

Access Control List Configuration
These commands allow you to define filtering criteria for each Access Control List (ACL).  

Table 4-106  General ACL Configuration Commands 
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Operations-Level Port Options

Operations-level port options are used for temporarily disabling or enabling a port, and for re-
setting the port.

Table 5-2  
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CHAPTER 6
Boot Options

To use the Boot Options commands, you must be logged in to the switch as the administrator. 
The Boot Options commands provide options for:

Â Selecting a switch software image to be used when the switch is next reset
Â Selecting a configuration block to be used when the switch is next reset
Â Downloading or uploading a new software image to the switch via FTP/TFTP

In addition to the Boot commands, you can use a Web browser or SNMP to work with switch 
image and configuration files. To use SNMP, refer to “Working with Switch Images and Con-
figuration Files” in the Command Reference. 

The boot options are discussed in the following sections.
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1.
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Uploading a Software Image from Your Switch
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CHAPTER 7
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System Maintenance 
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ARP Cache Maintenance   

NOTE – 
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Uuencode Flash Dump
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Panic Command

The debug panic command causes the switch to immediately dump state information to 
flash memory and automatically reboot.

To select panic, enter:

Enter y to confirm the command:

The following messages are displayed:

Unscheduled System Dumps
If there is an unscheduled system dump to flash memory, the following message is displayed 
when you log on to the switch:  

>> Router# debug panic
A FLASH dump already exists.
Replacing existing dump and reboot [y/n]:   

Confirm dump and reboot [y/n]: y

Starting system dump...done.

Rebooted because of PANIC command.
Booting complete  0:01:01 Tue Mar  14, 2007:
Version 1.3.0 from FLASH image1, active config block.

No POST errors (0xff).

Production Mode.

Note: A system dump exists in FLASH. The dump was saved
at 13:43:22 Tuesday March 14, 2007. Use show flash-dump
uuencode to
extract the dump for analysis and clear flash-dump to
clear the FLASH region. The region must be cleared
before another dump can be saved.
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