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II (IMM2) (IMM)
Super 1I/O
MM IMM2 (BMC) Remote Supervisor Adapter
11
. (IPMI) P

IBM® BladeCenter
* Embedded Dynamic System Analysis (DSA)

. Advanced Settings Utility (ASU) IBM
BladeCenter
. IMM2 IBM BladeCenter
IMM2
. IBM BladeCenter
. IBM BladeCenter System x
shared
. IBM BladeCenter IBM BladeCenter
/ / (KVM)

IBM System x® Server Firmware IBM (UEFI)
IBM System X IBM BladeCenter / (BIOS)
BIOS

IBM System x Server Firmware BIOS UEFI
23 iSCSI Active Energy Manager

Setup Utility

. IBM System x Server Firmware UEFI
* IBM System x Server Firmware UEFI
. IBM System x Server Firmware IBM
IBM IMM2 IMM2 IBM System x Server
Firmware System x BladeCenter IBM Flex System

IBM Support Portal
IBM Support Portal Web
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IBM Web

1. |http://www.ibm.com/ support/entry/portal|
2.
3. > System x > BladeCenter
4.
5.
6.  “Flash ”
IMM2
IMM2 IMM2
IBM IMM2
Web Web

IBM BladeCenter
IMM2
IMM2 Basic

IMM2 Basic
IPMI 2.0

e [PMI
e JPMI Serial over LAN

IMM2 Standard
IMM?2 Standard
. IMM?2 Basic
. Web Web
* SNMPvl SNMPv3
e Telnet SSH CLI
. /


http://www.ibm.com/support/entry/portal

* LDAP

* SNMP CIM
* NTP

. Telnet/SSH

IMM2 Advanced
IMM?2 Advanced
. IMM?2 Basic Standard
. Java ActivX

IMM2

IMM IMM2

IMM2

. IBM System x Web GUI

* ActiveX
* Ethernet-over-USB USB 2.0

. IMM2

IMM2

IBM Basic Standard IMM2
IMM2
[141 7 ., Features on Demand |

IMM2 BladeCenter

BladeCenter IBM BladeCenter
IBM BladeCenter IMM2 IBM
IBM BladeCenter KVM



IBM BladeCenter IMM2

IBM BladeCenter IMM2 IBM
BMC (cKVM)
Web
IMM2 Web Java™ V1.5
Web

* Microsoft Internet Explorer V8 V10
* Mozilla Firefox V3.6 V20
* Chrome V13 V26

Microsoft Internet Explorer Internet Explorer
“ ” IMM2 Web IMM2
IMM2 IMM2

IMM?2 Web
IMM2 IMM2
Supported Browsers



Integrated Management Module

User name:

Password:

N

Inactive session timeout:
20 minutes

' Log II"Il

Note: To ensure security and avoid login conflicts,
always end your sessions using the "Log out" option in the
upper right area of the web page.

~Supported Browsers

The Firefox browser is recommended for JAWs users.
The IMM2 web interface works with these browsers:
B Internet Explorer 8-10
B Firefox 3.6-20
B Chrome 13-26

The IMM2 Remote Control function works with these client
operating systems:
B SLES11
RHELS5, RHELS
Windows XP
Windows Vista
Windows 2008
Windows 7, 8
Windows 2012

https

DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA
DHE-RSA-SEED-SHA
DHE-RSA-CAMELLIA128-SHA
AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

https



AES128-SHA
CAMELLIA256-SHA
CAMELLIA128-SHA
EDH-RSA-DES-CBC3-SHA
DES-CBC3-SHA
SEED-SHA

RC4-SHA

IMM2

SUSE Linux Enterprise Server 11 (SLES11)
Red Hat Enterprise Linux Enterprise 5 (RHELS)
Red Hat Enterprise Linux Enterprise 6 (RHELOG)
Microsoft Windows XP

Microsoft Windows Vista

Microsoft Windows 2008

Microsoft Windows 7

Microsoft Windows 8

Microsoft Windows 2012

Web
IMM2
IMM2 IMM2
IMM2 Web

I



2 IMM2 Web

IBM BladeCenter IBM IMM?2 IBM
BladeCenter IBM IBM IBM
BladeCenter IBM BladeCenter / /

(KVM) IMM2
Advanced Settings Utility (ASU)
IMM2 Virtual Media
Key IMM2 Web IMM2
IMM2 Web
IMM2 Web
IMM2 (DHCP) IPv4 IMM2
1Pv4 192.168.70.125 IMM2 DHCP
IPv4
IMM2 IPv6 IMM2 IPv6 IP IPv6
IMM2 IPv4 TP IPv6 IMM?2
IPv6 IMM2 Web Network Interfaces
IPv6
fe80::21a:64ff:fee6:4d5
IMM2 1Pv6
. IPv6
. IPv6 1P
. DHCPv6
IMM2
IMM2

IBM System x

Setup Utility
DHCP
Setup Utility IMM2

IBM System x

© Copyright IBM Corp. 2013

Setup Utility

IMM2

IMM2
IMM2
IMM2 1P
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SN

90

File View Macros Tools Help

o
|-

IBM System x™

Server Firmware

Licensed Matsrials - Property of [BM Corp. Firmware contains licensed third party modules.

| 1> Setup <F2> Diagnostics <F12> Select Boot Device .
<Fb> POST Event Log

<F1> Setup F1
Setup Utility
Setup Utility System Settings
Integrated Management Module
Network Configuration
DHCP Control DHCP Control IMM2
e Static IP
* DHCP Enabled
e DHCP with Failover



File View Macros Tools Help

Network Configuration

Network Interface Port <Dedicated> Set your DHCP Control
Burned-in HAC Addr 00-1A-64-E6-11-AD preferences.
Hostnamne D5T110

DHCP Control

Subnet Mask

<{Enabled>
AD10: E664:1100:EAE6: 11
27/ 64

Advanced IMH Ethernet Setup

tl=Move Highlight <{Enter>=Complete Entry

7.
8. 1P 1P
9. Setup Utility
IMM?2
shared IMM2 Network Configura-
tion Network Interface Port Dedicated
Shared
d IMM2
10. Save Network Settings
11. Setup Utility
. 1
. IMM2 Web (CLI) IMM?2
IMM2 Web Network Protocol Properties IMM
Management Network IMM2 CLI

2 IMM2 Web 9
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IMM2

IMM2 USERID
O Supervisor
IMM2 Web IMM2
1. Web URL
2. IMM?2 Login
Login

security and avoid login conflicts, always

ions using the “Log out” option in the upper
page.

PASSWORD

IMM2 1P

IMM2




3. Log In System Status

IMM2 GUI System Status » System
State “Booting OS or in unsupported OS” Windows 2008
Windows 2008

netsh firewall set icmpsetting type=8 mode=ENABLE

Windows icmp Web CLI
IMM2 GUI “OS booted”

IBM Integrated Management Module

USERID  Settings |

System Status  Eventsw  Service and Support v  Server Hanagement »  IMM Management =

IBM Flex System x240 with 10Gb

Add System Descriptive Name,

The System Status and Health page provides an at-2-glance overview of the operating status of the server in which this MM resides. Common information and actions are co-located on this one page.
System Status

Power: off

Systemstate:  System power off/State unknown

System Information ~ | [ Power Actions + | | Remote Control. . . | Latest 05 Falure Scree

Active Events
Severity « Source Date Message

Hardware Health

Component Type Status

Disks Normal
Processors [ Normal
Memory Normal
System [ Normal

IMM2 Web [ MM2

[ ]

IMM2

IMM2 IMM2

Settings IMM2 Web
Log out IMM2

!

IBM Integrated Management Module Il USERID

Settings | Log out

System Status  Events~  Service and Support~  Server Management~  IMM Management v

1. IMM?2

System Status System Status
Server Management System Information Server Power
Actions Remote Control

| 20 System Status | | 99 |

[ ]

2 IMM2 Web 11



1. IMM2 ()
Events Event Log Event Log IMM2
IMM2
| 26 Events | | 126
I |
Event Recipients Event Recipients
[ 28 Event Recipients | [ 128
I
Service and Support | Problems Problems Support Center
| 31 Problems|
Settings Settings 34 Set+
Download Service|Download Service Data IBM

Data

[ 37

Download Service Data

| O

(134

12 I




1. IMM2 (

)

Server Management

Server Firmware

Server Firmware

IMM2

DSA | 38

Server Firmware | | 121

[ 1

Remote Control

Remote Control

13 2 « ”

CD-ROM

USB

[ 43

109

[ ]

Server Properties

Server Properties

Properties
* General Settings

* LEDs

* Hardware Information

* Environmentals

* Hardware Activity
(FRU)

(VPD)

| 48

Server Properties |

IMM2

Server

Cooling Devices

Cooling Devices

| Cooling Devices |

Power Modules

Power Modules

| Power Modules |

! !
|98} 8]

Server Power Actions

Server Power Actions

| 52

Server Power Actions | [ 108

Disks

Hard Disks

| 54 Disks |

Memory

Memory

(DIMM)

[ 54

Memory |

2 IMM2 Web

13



1. IMM?2 ()
Server Management | Processors CPUs
| 56 Proces-|
Server Timeouts Server Timeouts
[ 57 Server Timeout | | 62
PXE Network Boot PXE Network Boot
(PXE)/ (DHCP)
(PAP)
| 57 PXE | [ 120 PXE |
Latest OS Failure|Latest OS Failure Screen
Screen IMM2
[ 57 Latest OS Failure Screen | | 135
I |
Power Management |Server Power Management
[ 136 |
IMM Management IMM Properties IMM Properties IMM2 IMM Proper-
ties
* Firmware Server Management Server Firmware
IMM2
. IMM Date and Time Settings IMM2
* Serial Port IMM2
CLI
[ 59 4 IMM2 |
Users Users IMM2
IMM2
(LDAP) Web
67 |

14 I



1. IMM?2

(

)

IMM Management Network Network Protocol Properties IMM2
* Ethernet IMM2
* SNMP SNMPv1 SNMPv3
* DNS IMM2 DNS
* DDNS IMM2 DNS
e SMTP SMTP
* LDAP LDAP
* Telnet IMM2 Telnet
 USB IMM2 USB
USB
. Port Assignments IMM2
76 |
Security IMM Security IMM2
. HTTPS Server HTTPS
. CIM Over HTTPS CIM over HTTPS
. LDAP Client LDAP
. SSH Server SSH
[lEB |
IMM Configuration |IMM Configuration IMM2
| IMM |
Restart IMM Restart IMM IMM?2 [ 96 |
Reset IMM to fac- Reset IMM to factory defaults... IMM2
tory defaults... [ 97 IMM?2 |
Reset IMM to factory defaults... IMM2
Activation Key Man- Activation Key Management IMM2 Fea-
agement tures on Demand (FoD) [ 98 |
2 IMM2 Web 15
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3 IMM2 Web
IMM2 Web
IBM BladeCenter IBM IMM?2 IBM
BladeCenter IBM IBM BladeCenter
IMM2
Advanced Settings Utility (ASU)
Web
Web
IMM2 Web Web
Web
USERID Settings | Log out
Settings
USERID
[E’respass Message. .. _
Page Auto Refresh
Web Settings Page Auto Refresh
60 60
Automatically refresh appropriate data... OK
OK Auto refresh settings

Auto refresh settings

_/ Automatically refresh appropriate data (e.g., health status) every 60 seconds.

OK || Cancel

© Copyright IBM Corp. 2013 17
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IMM2 Web
Web

» System Status

* Server Power Actions Server Management
* Remote Control Server Management

Start remote control... Session List 60
. Web Web
. Server Management Remote Control

Web
Web

e IMM2 Web

Web

Web Web

Trespass Message

Web Settings Trespass Message
IMM2 Trespass Message
OK

IMM2

Web

Web

IMM2

Trespass message

A trespass message is text that will be displayed to any user logaging in through the
web or CLI interface. You can enter any relevant warning or informational text here
that you wish users to see.

WARNING! This computer system and network is PRIVATE AND PROPRIETARY and m

OK || Cancel

IMM2 Message

1I



Integrated Management Module

User name:
Il
|

Password:

Inactive =ession timeout:

Mo timeout

Mes=sage:

WARNING! This computer system and network is
PRIVATE AMD PROPRIETARY and may only be
accessed by authorized users,

!Log Inl

Note: To ensure security and avoid login conflicts, always
end your sessions using the "Log out” option in the upper
right area of the web page.

»Supported Browsers

IMM2 Web

IMM2 Web

Web Web Log out

3

IMM?2 Web

Login

19



User name:

Password:

Mes=sage:

right area of the web page.

»Supported Browsers

Integrated Management Module

Inactive =ession timeout:

WARNING! This computer system and network is
PRIVATE AMD PROPRIETARY and may only be
accessed by authorized users,

Note: To ensure security and avoid login conflicts, always
end your sessions using the "Log out” option in the upper

Lag In |

IMM2 Web

Web

Web Web

IMM2

System Status
IMM2 Web

IMM2 Web

tem Status System Status

System Status

1BM Integrated Management Module 11

IBM Flex System x240 with 10Gb

Add System Descriptive Name. . .
The System Status and Health page provides an at-a-glance overview of the operating status of the server in
System Stat

us
Powen: off
Systemstate:  System power off/State unknown

System Information ~ | | Power Actions ~ | | Remate Control. . . | Lstest 05 Fall

Active Events
Severity - Source Date Message

Hardware Health

Component Type Status

Disks Normal
Processors [@Normal
Memory Normal
System [@Normal

System Status

System Status

IMM2 Web

USERID  Settings

[  svstemsmtus Events  Senviceand Support v Server Management ~ MM Management +

which this IMM resides. Commen information and actions are co-incated on this one page.

20 11

Sys-



IBM Integrated Management Module Il

S System health is normal. [vice and 5i

0

System x3650 M4

IBM Integrated Management Module Il

2 active error events
S 0 active attention event 2Mvice and St

IBM Flex System x220+1Gb ENET

System Status Active Events
Active Events
Severity «  Source Date Message
Q@ Emor System 46 Jul 2012 01:00-28.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
state
Q@ Emor System 16 Jul 2012 01:00:29.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state
Add System Descriptive
Name...

3 IMM2 Web

21
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IBM Integrated Management Module Il

Eﬂ System Status  Bvents -

System x3650 M4

Add System Descriptive Name. . .

Service

Add System Descriptive Name...

IMM2

?;}"St"_e“'" DLat}? Change System Descriptive Name

purposes to help you identify your system.

0
System state:  5vY Edit the name of your system. This is a name used for descriptive

System Informatio |Test Served

- System name must be specified

Active Events| [ok| [ Cancel |

Severity e

System Status
System Status

System Status

System Status

Power: on
System state:

System running in UEFI

- Systern Information = | | Fower Actions

/ UEFI

UEFI

UEFI

UEFI




(

)

UEFI

UEFI

IMM2 Ethernet over USB

IMM2

Ethernet over USB

RAM

3

IMM?2 Web

23



24

System Status
Latest OS Failure Screen

System Information Power Actions Remote Control

Systemn Information +

Power Actions ¥ Remote Control. . . Latest OS Failure Screen

System Information

System Information =

s

System Information Quick View

Machine Name

Machine Type 7915

Model 352

Serial Number 0BCNZ40

Uuib E596BE84B75E 11E0AIBOE41F13EBOFT2
Semer Power Cn

Sener 3tate

Total hours powered-on 117

Restart count i

Ambient Temperature S060F/2700C
Enclosure Identify LED Off Change. . .
Check Log LED Off

Close

Power Actions ¥ Remote Control. . . | | Latest OS Failure

System x3650 M4

System running in UEFI

Power Actions

[ 108

[ ]

Remote Control
[ 109

Latest OS Failure Screen
[ 135

Failure Screen

System Status Hardware Health

Component Type

Power Modules
Critical

1I

Latest OS



Hardware Health

Caompaonent Type Status

Cooling Devices 4 Mormal
FPower Modules @) Critical
Disks 4 Mormal
Processors 4 Mormal

Mirqﬂ# [.d Mormal
Systémh 4 Mormal

Memory

Display the memory modules available on the server. Clicking on @ module displays a Properties pop-up window with 2 tabs: Eve
FRU Name . Status Type Capacity (GB)

DIMM§ _ --------------- [(AMormal DDR3 4

DIMM ___________ [AMormal DDR3 4
DM 16 [AMormal DDR3 4
DIMM 21 [AMormal DDR3 4

FRU Name

Properties for DIMM 4

Events Hardware Information

There are no active events for this device

| Close |

Hardware Information

3 IMM2 Web

25



Properties for DIMM 4
Events Hardware Information
Description DIMM 4
PartNumber M393B5773CHO-YH9
FRU Serial Number  8634E095
Manuf Date 2211
Type DDR3
Size 2 GB
Close
Events
IMM2 Web Events
Events Event Log
Event Recipients IMM2 Web Events

IBM Integrated Management Module I

E] System Status | Events - : Service and Support +  Server Management ~  IMM Management

Even%og Full log history of all events

System x375(

Add System Descriptive Nam_

&dd and modify E-Mail and SysLog

Event Recipients e

Event log
Events Event Log Event Log Event Log
IMM2
IMM2
Event Recipients
Event Log

26 11



Event Log
This page displays the contents of the IMM ey
displayed along with a timestamp, source and a text mess. . . more.

2= X Fiters: | @] [ 8 Time: | Al Dates .
{7 severiy Source Date - Eventld lessage
22 00t51 tems fitered Ditems selzcted Clearfiter  Applied filters: Events] Emar Waming Information Audit
Informational  System 3112013 000242771 Al 014000000£00000000 Remote Login Successiul. Login [0 USERID froam

Informational  System 0x4000001600000000

3112013 09:01:00.297 Al

nt log, and alows you to sort and fiter the log. By default the log entries are displayed in reverse chronological order (most recent log entry first

webguis atIP address 9.111.20.5
ENETICINep 1]

DHCP-HSTN=INI2-6cae8bae:
DN=cn.ibm.com, IP@=9.185.1

Informational  System 3112013 09.0058.957 All 0x4000001800000000 LAN: EthemetlBItep2] interface is now active
ENETICIN:ep2]
Informational  System 014000001700000000 o e Seactl
1P@=159.2:
G 0
ENETICIM:ep1]
Informational  System 3112013 09:00:53.403 All 0x4000003700000000 1PYE-LinkLocalHstName=IHili2-5casBb4eaacs,
1P @=1e30: BeacBbitfedeid3cs Pref=64
Informational  System 3112013 09:0051.592 All 0x4000001800000000 LAN: EthemetlBIep1] interface is now acive
Informational  System 3112013 09.00:47.068 Al 074000000100000000 Tanagement Goniroller SN# 08KNKL9 Network
Inttalization Gomplete
Informational  System 3112013 09:0002874 All 0xB0080128210 110 Device Low Security Jmp has been added
Informational  Power 3112013 09:0002304 All 0xB05100091301 Host Power hias been tumed of
5 511950 . Hanagement Controller SN 08KNKLO resst was
ormati s 3 3085511252 4 5
Informational  System 3112013 08:55:11.252 400 0x4000001500000000 e e et
- Flash of SNV 08KNKLO from (:111:9.185.185.119)
ormati S 3112013 08:47.59.118 4 23
Informational  System 3112013 08:47:59.118 Al 0x4000002300000000 e o
A < 12013 0 . Remote Login Successful. Login ID: USERID from
Informational  System 31120130843 " 0x4000000¢00000000 e e s
= . O Remote Login Successiul. Login ID: USERID fram
| Severity Source Date X ~ EventD Message
-
2% 0of52 items fitered 0items selected Clearfiter  Applied filters: Events:[ Error Warning Information Audit]

[ Informational System 31Jan 2013 09:11:04 024 AM

[ Informational System 31Jan 2013 09:02:42.771 AM

0x4000000e00000000

0x4000000e00000000

Remote Login Successful. Login ID: USERID fr
‘webguis at IP address 9.186.166.119

Remote Login Successful. Login ID: USERID fr
webguis atIP address 9.111.29.57

Export
Event Log

Export

Event Log

This page displays the contents of the IMM event log, and allows y|
entry first). For each log entry, the severity of the eventis displayed

@j |ﬁ:‘] Export Event Logs
Severity Source

== 00f52 items filtered
- [ Infarmational System

i ./ [ nformational System

Date

2 items selects)

31 Jan 2013 09:]

31 Jan 2013 09:C

3 IMM2 Web
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Delete Events

Delete Events

3 Choose which events you wish o delete

/ Piatiorm Evenis
/ Auditevents
OK || Cancel

Refresh Events

=]
=

= >

=}
&

Visible Columns

Audit Events

/

8 Time: | All Dates

Warning Events

Fiers: | @] |1
-

Error Events

Information Events

Date ranges to show

Go

T

Go

Search Events

29 =2 % = Firers: @Ay | [ & Time: | All Dates EENET] m
Severity Source Date ~  EventD Message
if:& 0 of 53 items filtered 0 items selected Clear filter  Applied filters: Events:[ Error Warning Information Audit]
i - Remote Login Successful. Login ID: USERID
[ Informational System 1Feb 2013 01:29:28 414 AM 0x4000000200000000 webguis at 1P address 9.186.166.119

Log LED Status

Check

0k

Change Check Log LED

1| Wnen this LED is Iit, it indicates that an error has occurred. Read the eventlogto |
getmore information about this event. Turning off the Check Log LED

|| acknowledges that you have read event log information but the errar may still be
present..

Do you want to trm off the Check Log LED in your system?

Cancel

Event Log

Filter Events

Clear Filter

= Filters: | @) A i@ & Time: | All Dates o
Source Date + Eventid Message
3% 34 0f 56 tems fitered 0items selected Clearfiter  Applied fllers: Events: [ Error Warning Audit]

Event Recipients

Events

1I

Events Recipients



IBM Integrated Management Module I

E’] System Status | Events = ' Service and Support = Server Management »  IMM Management »

Ewvent Log Full log history of all events

System x375C

Add System Descriptive Mant

Add and_ modify E-Mail and SysLog

Event Recipients naotifications

Event Recipients

Create Event Recipients

IBM Integrated Management Module |1

System Status  Events »  Service and Support = Server Management »  IMM Management =

Event Recipients
This table lets you view a3 summary list of all remate alert recipients. Use the links in the Mame column to configure individual alert recipie|
labeled with the configured name for that particular recipient. . . . more. ..
Create = Generate Test Event. .. || Global Settings. .. |

Mame Motification Method Events to Receive Status

Create E-mail Notification
Advanced Settings

Include the event log contents in the e-mail

body Create E-mail Notification

Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to recsive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the{SHITP tab on Network Protocalsipage to configure the email server correctly.

Descriptive name:
E-Mail address:
Events to receive:
./ Select all events
./ Critical ./ Attention ./ System
» Show sub-types
Include the event log contents in the e-mail body

Status:

Enable this recipient
Disable this recipient

» Advanced Settings

Ok Cancel

Create SysLog Notification

Ip

Advanced Settings
Create SysLog Notifica-

tion
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Create SysLog Notification

Use this dialog to configure specified SysLog server to receive Critical, Attention or System notifications.

Descriptive name:

Host name or IP address of the SysLog collector: = Port:

Events to receive:
/Select all events

./ Critical ./ Attention
+ Show sub-types

Status:
Enable this recipient
Disable this recipient

» advanced Settings

oK [ cancel |

./ System

Properties for Email Subject

i F'l'q:lﬂil'ﬂ M"Eml'll‘Sl.thjil

Ussey iyt i conbguin apmatied E-mail recqisris s scwive Crilcal
W o anabie wn G- racpsst you reed 1o 1o S ST

Dusciipiive nams:
Emall Subject
E-ail adarass:
wecipie] S mn

Evtavs w0 rea ke
A Sarlect al averes

G Gritical o Aimention

»  Hid sl (s

% Crical Torgmrabas Thershol Exneded
i Criical Vel Thirfat Emoeded

o i Peneey Pk

x Hard Dk Cvwe Faliee

s Fas Falgie i
. I P e R

s Powes reckrwky Seie
5 Al ot cacal TR

ek M i g EOATReSES i Ol G- Pl | DOy

Generate Test Event

£ Fowes reckirnlancy wazing
- Wy Terguvntase
o M) Velae Thneios Escoerder B b
4 Vanrrwry P Tia el Enoecde) - Sy

aIF 8 e
sepiaded ANe

Car ey WoRTHg
Lot B I WWTERE P

o Bywem

3 Succewhl Hemoie Lign
- Oerating Systers Treoud

ok afiysrn peoes
wes Chdl

g Sy Dool ke

o Dpevalieg Sk Losoes waulidg Wees:
+ FYemoes ke (PFE)

» Eesw i 75 bl

» Msmaorh change

reshokt Eareded

Generate Test Event

4

[ close |

Please first select the event notification that you wish to generate a test event for.

Global Settings




Event Motification Global Settings X

These settings will apply to all event notifications.

Retry limit:
3

Delay betwesn entries (minutes):
0.5

Delay between attempts (minutes):
g.5

(oK | | cancel|

Delete

Events to Rec

m

Event Motification Deletion X

Service and Support
IMM2 Web Service and Support

IBM Integrated Management Module Il

2 System Status  Events v | Service and Support v | Server Management ~  IMM Management + Search

Problems Problems addressed by IBM Support, if you
have enabled service and support to report
System x3100 M4 problems.
System %3100 M4 rename. | Settings Configure your system to monitor and report
service events
The System Status and Health Page Pl pewnload Service Data Obtain a compressed file of relevant service MM
resides. Common information and acti dats
Service and Support Problems Support Center
Problem Status
Corrected

Problem Status Pending Success Disable Not Sent Failed

3 IMM2 Web
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tegrated Management Module Il USERID

System Status  Events + \ bervice and support + \ Server Management ~ MM Management +

Service and Support - Problems

The Service & Support Problems page allows the user to view a current list of problems serviceable by the Support Center that
have been opened and status related to their resolution. You can select to manually mark one event as corrected.

Each event can have the status of Pending, Success, Disabled, Not Sent or Failed.

. more

£ Service and Support is not yet enabled.

Display for: | Both IBM Support and File Transfer Server| - || Export | | Ignored Problems | Open Ser Request | Refresh |

Request | | Open Test

Comected  Message Severity Problem Status  Ticket Number File Transfer Server  EventDate EventiD

Uncorrectable error detected for
No memory device 1 in Group 1 on @Ermor Disabled A Disabled 19 Nov 2013, 04:26:52.000 PM 0x806f010c25810001
Subsystern System Wemory.

No fn ncomectabe Bue Erportias, @Eror Disabled A Disabled 19Nov2013, 0425:57.000PH  OXB0BT0R132583MT
accured on bus CPUS,

No A\ nconedaaBusIEmrhas Q@ Eror Disabled nis Disasled 18N0V2013,04:45:23.000PH  OXBOBIOB132583MMT
accured on bus CPUS

No A Uncomectaiie Bus;Eunchas; @ Eror Disabled NA Disabled 11N0v2013,09:43:54.000PH  0xB0G081325831M
accurred on bus CPUS,

Faultin slot One of PCIs on system
No Systema750 4. @Emor Disabled NA Disabled 11 Nov 2013, 08:41:25.000 PM 0xB06f002125820900

Display for:
* Both IBM Support and File Transfer Server
e IBM Support Only

* File Transfer Server Only

£ Service and Support is not yet enabled.

Display for: [Both I8M Support and e Transfer Server| = | Export | [ Tgnored Problems | | 0pen Service Request | Open Te. sest [ Refresh
o Both IBM Support and File Transfer Server  geerity Problem Status  Ticket Number File Transfer Server  EventDate EventD
TBM Support Only

L @Emor Disabled NA Disabled 11Nov2013, 09:4354000PN  01B0BE132583MT
Faultin slot One of FCIs on system

No s @Emor Disabled NA Disabled 1Nov2013, 08:4125000 PN 04B0BI002125820800

No o Unconeciabie Bus Eorlias @Eror Disabled NIA Disabled 11 Nov2013, 08:37:50. 000 PM 0x808108132583fF
occurred on bus GPUs

No fn ncomactable Bls Eaonfiaz @Eror Disabled NIA Disabled 28 0ct 2013, 08:28:12.000 P 0xB061081325831T
occurred on bus CPUS

No P Unconsdabia tuie Engc ity @Emor Disabled A Disabled 230ct2013, 074731000 PM 0806081325831

oceurred on bus CPUS.

Export service.csv

Opening service.csv

You have chosen to open:

service.csv

which is a: CSV file (896 bytes)
from: hittp:/9.115.232.133

What should Firefox do with this file?
5 Open with | Browse...
® Save File

| Do this gutomatically for files like this from now on.

Cancel | OK

Ignore Problems
Event ID Add

Service and Support Problem List Event ID



USERTD

BM Integrated Management Module Il

B2 System Status Eventsw  ervice and Support »  Server Management v IMM Management v

Ignored Problems

This table below shows the lis of event IDs that wil not be reported by call home. You can add events to this table by entering an event ID in the text box and clicking the add button. Event IDs can be obtained fiom the
Event Log and Service and Support-Prablem List entered into the text box using the copy-and-paste function.

EventDD: Add

Remove Selected | | Remove All

Index EventID

No Data Available

Add

tton. Event I

Ignored Problems.

‘Add event d tothe ignore lst successful.

Ignored Problems
1. Index

Index

2. Remove Selected

enterng a

box using the copy-a

0xa0601 225831 add

Index Evento

8061081325830

| Ignored Problems

Add event id to the ignore lst successfully.

Remove Selected || Remove All

Index Event D

No Data Available

Ignored Problems

Removed selected event IDs from ignore list.

| Close |

Remove All
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Event ID : | 0x806f08132583fF Add

Remove Selected || Remove All
Index EventID
No Data Availal

Ignored Problems x

Removed all event s from ignore list.

| Close |

Open Service Request

Open Test Request IBM

Refresh

) service and Support is not yet enabled.
Display for: Both IBM Support and File Transfer Server| ~ || Export || Ignored Problems | Open Service Request  Open Test Request | Refresh |
Corrected  Message Severty Problem Status  TicketNumber Fie Transfer Sever  Event Date EventiD
o An Uncorrectable Bus Error has @eror Disabled A Disatled 11N0v2013,00.4354000PH  OXBOBI0B132583M
accured on bus CPUs
Faultin siot One of PCIs on system
No e @Emor Disabled Nk Disabled 11N0v2013,08:4125000PH  0XB0B02125820000
No it IncorseaNiaiBus EroHas: @Eror Disabled NiA Disabled 11 Nov 2013, 08:37:50.000 P 0806108132583
accurred on bus CPUS
Yes o Qneorrecbielone Eruhas @Eror Disabled A Disabled 280ct2013,0828-12000PH  OxB06081325831
accurred on bus CPUS
No fntincomectabieFus Enorliag @Emor Disabled A Disabled 230¢t2043, 07:47:31.000 P 0¢B061081325831F
occured on bus GPUs.

Settings

Service and Support Settings

IBM (DNS)
IBM

M Integrated Management Modul USERTD

System Status  Events~  Service and Support ~  Server Management ~  IMM Management ~

Service and Support - Settings

Use this page to view or change current service and support settings. To successfully Cal home (1BM support), make sure DNS
settings are valid. The service center and contact information is required to enable IBM support. To enable file transfer server,
to input the server information correctly|

L more. ..
£ Service and Support is not yet enabled.
BM Support | Fie Transfer Server | HTTP Proxy
Enable IBM Support
To successfuly Call home (IBM support), make sure DS settings are vald. The service center and contact information is required to enzble IBM support.
Enable IBM Support. Automaticaly send the service information to IBM.
1BM Service Center

Country code:

Contact Information

The information here wil be used by IBM Support for 2ny follow-up nquires and shipment.

Primay Contact Alternate Contact (Optional)

Company name: Contact name:

Contact name: Telephone number: Extension: &
Telephone number: & Extension: Contact Email addrass:

IBM



e =

5.

IBM Support
Enable IBM Support
IBM Service Center IBM Service Center
Primary Contact

e Company name
¢ Contact name
* Telephone number
* Extension
* Contact Email address
* Address
e City
e State/Providence
* Postal code

Apply IBM Support Settings

IBM Support | File Transfer Server | HTTP Proxy

Enable IBM Support
To successfully Call home (IBM support), make sure DNS settings are valid. The service center and contact information is required to enable 1BM support.
.- Enable IBM Support. Automatically send the service information to IBM.
IBM Service Center
Country code:
US United States
Contact Information

The information here will be used by IBM Support for any follow-up inguires and shipment.

Primay Contact Alternate Contact (Optional)

Company name: Contact name: &

Company

Contact name: Telephone number: & Extension:
Contact

Telephone number: Extension: Contact Email address:

000000

Contact Email address: Machine Location Phone:

test@test.com

Address
Address

City:
City

State/Province:
sta

Postal code:
000

| Apply IBM Support Settings || Reset |

File Transfer Server
Enable File Transfer Server
Apply File Transfer Server Settings

3 IMM2 Web
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IBM Support | File Transfer Server | HTTP Proxy

Use this feature to send hardware serviceable events and data to the File Transfer Server site you specify. If an approved service provider is providing your
hardware warranty, you should specify the File Transfer Server site provided by your service provider. Information contained in the service data will assist
your service provider in correcting the hardware issue.

./ Enable File Transfer Server

Protocol:
FTP |

TP address or host name: Port:
9.115.232.123 21

User name:
USERID

Password:

\. Apply File Transfer Server Settings || Reset ‘

HTTP Proxy

IBM Support | File Transfer Server

Select the method to connect internet

& The management server can access the Internet without a proxy server

The management server will require a proxy server to access the Internet

Apply Reset

37 4
a. IP address or host name 1P
b. Port

Use authentication



IBM Support | File Transfer Server | @ I-ITTP Proxy

Select the method to connect internet

The management server can access the Internet without a proxy server

©) The management server wil require a proxy server to access the Internet

Port:

i 3128

IP address or host name:

User name:

Password

Apply | Reset |

4. Apply

Download Service Data

Service and Support Download Service Data
IBM

Download Now

IBM Integrated Management Module |1

Systemn Status  Events »  Service and Support v Server Management »  IMM Management +

Download Service Data

Allows you to manually obtain the service data for your system. Normally you would only do this at the request of IBM Support
personnel.

Download Mow || Send Service Information

Progress

(V]
Generating Service Data. This may take several minutes. Please wait. . .
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IBM Integrated Management Module 1I

System Status ~ Events »  Service and Support~  Server Management»  IMM Management

Download Service Data

Allows you to manually obtain the service data for your system. Mormally you would only do this at the request of IBM Support personnel.
Download Now || Send Service Infor @[ =

A »

Opening 7914A2A OBKNKLS imm2 2013021

You have chosen to open

] 7914A2A_06KNKL9 imm2_20130206_104046.tgz

which is a: Gzip archive (1.0 MB)
from: https://9.186.166.78

What should Firefox do with this file?
) Open with | Archive Manager (default) ¢
@ Save File

[l Do this automatically for files like this from now on.

cancel || oK

Server Management

IMM2 Web Server Management

Server Management

PXE

IBM Integrated Management Module I

Server Firmware

B  sistemsmus  Events+  Service and Support = | Server Management = | MM Ha
Server Firmware
System x3750 M4 f
o
Add System Descrotrve hame. Remote Control 2
s 3nd Health page provdes an S s R ‘oration and actions are co-ocated on ths one page
em Status . e
Server Power Actions o L
05 boated
Cooling Devices = evices netalled | e
System Information = | | Power Actions | | Remote Contrl power Modules ed t
Active Events Disks b 5
Severty - Source Date
Hemory
Hardware Health R
Component Type Status
ERAT Bk ENoma Server Timeouts
Fowes Modules @ normal PXE Network Boot "
Disks @ tomal
Processors @nermal Latest 0S Failure Screen i
Memary @ Nomal
System @Narmal

DSA IMM2

UEFI



IBM Integrated Management Module Il USERID  Satting

B srensius Gens sen

d Support + Server Management v IMH Management +

Server Firmware

Show the firmware levels on various server components, including the THM itse.

Update Frmiare. .

Firmware Type + status Version Build Release Date
Dsa Active 924 DSYTA2B 2012:08-10
2

1HKI2 (Primary Active 215 1200380 2013-01-28
1142 (Backup) Inactive 300 1200397 20130130
UEFI

UEFI (Primar, Active 120 D7E120CUS

UEFI (Backup Inactive 120 D7E120CUS

IMM2 UEFI DSA Primary Backup

* Active
¢ Inactive

* Pending

Update Firmware... Update Server Firmware
Cancel Server Firmware
Select File...

Select File...

Update Server Firmware
Chonss Frmware Fie

s File

ware file that you wish to use to flash the TMM/Server Firmveare

t Firmw

Select the frm

B Flea 1 Lipdatineg server frmware via this wizard = intended for recovery
purposes only. It s strongly recommended that updates be perfarmed using the 15
Updateskpress System Pack Instalier, avalable a5 2 downlboad from the 18M web site

Select File ...

Zelected Flash File: ibm_ftw_imm2_laco031--1.60_anyos_noarch.uxz

Next = Cancel

Select File... File Upload
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IBM Integrated Management Module 1|

Choose Frmware Fie

" FArmwi Uplead and vty

| Perform Fmware

< Back

Additanal Ogtens

My Computer

liom_fuson2_tao031-160_sryes_roarch oz v |

MyNewok | Flesditpe | AFies

USERID  Settings | Log out
| Update Server Firmware ‘
Select Firmware File
B s i
Pack Installe, avalabl
| st File e Lok in' | £ Systemx3750fwpdates ¥ o irmE
2 [ fom_fin_mm2_taoo31--1.60_anyos_noarch.uxz
Yy Recert
Documerts
Deskicp
Next > Fiish | [ Cancel

Firmware

Open

Update Server

| Chooss Frmmears File
Hpload and Verdy
Addtiangl Options

Partorm Frmueane Fesh

Update Server Firmware

Select Firmware File

Seiect the frmware file that you wish to Lse 1o flash the IMM/Server Firmiare:

Pleaze note that updating server firmware via ths wizard & nlended for racovery
recommended updates

‘punpases only. It s strongly
Updateskpress 5

be performed using the 1

ess System Pack Instaler, avalable az a download from the 1B web site.

Selected Flash File: ibm_fw_imm32_1aco031--1.60_anyos_noarch.uxz

¥ Next = | I_|'1_ns|- _‘C;c;i-'
Next >
Update Server Firmware

& Choase Fimware File

Upload ans Verty
Additional Optians

Perform Frmware Fash

< Back | Next > Frush

Upload and Verify

The frmware file is being upioaded. You wil have an opportunity to verify itis the comect file prior to the flashing procedure.

)

.. Upload and Verify Firmware File

15%

Uploading firmware file

'ibm_fw_imm2_lacc3l--1.60_anyos_noarch.uxz'

Cancel

1I



UEFI
< Back

DSA IMM2

Next >

Update Server Firmware
< Choase Firmware File

Uplogad and Verfy

< Back || Next>

Upload and Verify
The frmware file is being uploaded. You wil have an cpportunity to verify it s the carrect file prior to the flashing procedure.

| Successtul upload.

The firmware mage bm_fw_imm2_1ac031--1.60_anyos_moarch.usz’ was
successfully uploaded and verified,

The upicaded file was detected as a MM firmware fie with Buid ID 1A0031L.

The current Buld 1D in the primary area s A003 1L
The current Buld ID in the backup area is 1A00292.

If this is correct, dick the Next button to continue the firmware update procedure.

Cancel

Next >

Update Server Firmware

¥ Choose Firmware File
v Upload and Verify

Additional Options

Perform Firmware Fl

Additional Options

Some firmware types have additional options that you can select.

. Actionl Update the primary bank (default action)
Action2
k
<Back ||\ Next>i| Finish | Cancel
Action 1 Update the primary bank

(default action)

Update the backup bank
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Update Server Firmware

17 Choose Firmware File Additional Options
2) Upload and Verify Some firmware types have additional options that you can select.

Additional Options

Per

_/ Actionl Update the primary bank (default action) b
ActionZ: Update the primary bank (default action)

Update the backup bank

< Back Next> Finish Cancel

Action 2

Action 2

Update Server Firmware

& Choose Firmware File Additional Options
(2 Upload and Verify Some firmware types have additional options that you can select.
Additional Options
=

.4 Actionl: Update the primary bank (default action)

. Action2 Update the backup bank

k
<Back || Next> | Finish | Cancel
Action 1 Action 2
Next >

Action 1 Action 2



Update Server Firmware

2| Choose Firmware Perform Firmware Flash

7 Upload and Verdy >The firmware is being flashed now
< Additional Option: ’ A

T e Action 1 of 2: ‘Update the primary bank (default action)
action 2 of 2: 'Update the backup bank’

Perform Frmwa

Update Server Firmware

k¢l Choose Firmware File  Perform Firmware Flash
2 Upload and Verify »The firmware is being flashed now
1 Additional Options

Perform Firmware Flash

Firmware update success.

The firmware update procedure completed successfully. Click Finish to close this
wizard.

I the update included a flash of the IMM primary partition, it will also be necessary to
Restart the IMM for the IMM update to take effect.

If the update included a flash of the UEFI firmware it will also be necessary to Restart
the OS for the update 1o take effect.

art 0S Restart IMM

Finish

Setting

IBM Integrated Management Module II USERID

System Status  Events ~  Service and Support~  Server Management ~  IMM Management =

Server Firmware

Show the firmware levels on various server components, including the IMM itself.

/3 Firmware update is successtul:
{1 The firmware buikds below require restart actions. Before the actions are taken, the
pending firmware will keep the previous bulld and the table below stil show the
previous bk name.

The primary IMM build has been updated o buld 1ADO39Q , and ft must restart IMM
to take effect.

fizsmiies Restart MM | schedule Restart Actions:

Firmuare Type ~  Status Version Build Release Date
DSA Active 9.24 DSYTA4B 2012-08-10
IMM2
IMM2 (Primary) Pending 215 1A0039Q 2013-01-28
IMM2 (Backup) Inactive 215 1A0039Q 2013-01-28
UEFI
UEFI (Primary) Active 120 prezocs 20120823
UEFI (Backup) Inactive 120 D7EL20CUS 2012-08-23
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44 I

ActiveX Internet Explorer
Java Java Plug-in 1.5
Java IBM Java 6 SR9 FP2

Video Viewer

Video Viewer
(GUD)

IMM2

Virtual Media Session

Virtual Media Session
1ISO
CD DVD 1ISO

Tools Virtual Media Session

— Virtual Media Session

- ActiveX
IMM2 [ 10 IMM2 |
Remote Control
. Server Management Remote Control
. System Status Remote Control...

Remote Control

Video Viewer



IBM Integrated Management Module 11

Us:

Us:

Remote Control

Allows you to control the server at the operating system level. Anew window will appear that provides access to the Remote Disk and Remote Console functionality. The Remote Disk
functionality is launched from the Remote Console window, “Tools” drop-down menu. (Note that the Remote Disk function does not. mare.

Guide for Remote Disk and Remote Console

Encrypt disk and KWM data during transmission
Allow others to request my remote session disconnect

| Start remote contr
‘Gives you exclusnve access during the remate session.

System Status  Eventsv  Service and Support  Server Management = IMM Management

@ the ActiveX Client

k

@ the Java Client

Your current browser Java version (1.6.0.31} is supporied for use with remols cantral

single-user mode |

Al

llows other users to start remote sessions while your session is active.
Remote Control Session in Progress L3
If all sessions are currently consumed, you can send a request to disconnect one of the available sessions. Refresh |
User Name & Active Sessions Availability for Disconnection Timeout Value

onirol in multi-USer mode

No active session is in progress.

Guide for Remote Disk and Remote Console
Guide for Remote Disk and Remote Console

o

Guide for Remote Disk and Remote Console

Remote Disk

Note: The Remote Disk function requires your computer to be running Microsoft Windews, Red Hat Linux, or SUSE Linux.
Computers running Linux must be configured to have the OS emulate a SCSI CORCM for an IDE CDROM. From a command
prompt, find out if the ide-cd drver 15 loaded by entenng Ismod. If ide-cd is listed, unload it by entenng rmmod ide-cd. Load
the drivers by entenng modprobe ide-scsi and then entenng modprobe sr_mod. Restart the GUL Note that if the local
COROM file system is to ba mounted it can be accessed as fdev/scd0. If the Remote Disk function is to be used from a
computer running Linux, the Java Runtime Environment [JRE) must be started using runtime parameters -Xms(heap_size)m
-Xmx{heap_size)m where the heap_size is @ minimum of 16 MB. For example, to set the minimum heap size and maximum
heap size to 16 MB use -Xms16m -Xmx16m.

The Virtual Media applet window hsts all of the drives on the client that can be mapped as remote drives. The remote disk
function also allows you to map 150 and floppy image files as virtual drives. Each mapped drive can optienally be marked as
read-only. Tha CD and DVD drives, as well as 150 images, are always read only.

To map a drive, click the Mapped checkbox next to the drive that you want to map. Note: The CD and DVD drives must
contain media pnor to being mapped. If the drive 15 empty, you will be prompted to insert a CD or OVD disk into the dnve

By clicking the Add Image... button floppy image files and 1SO image files can be added to the list of available dnves. After the
floppy or IS0 image file is listed, it can be mapped just like the other drives.

To unmap 2 dnive, click the Mapped check box for the dnve. Before the dnve is unmapped the user s asked to ensure that
they want the drive to be unmapped.

You can select a diskette image file and save the diskette mage in IMM memory. This will allow the disk to remain mounted on
the server and allow you to access the disk later even after the web interface session is terminated. A& maximum of one drive
or image can be stored en the IMM card. The drive or image contents must be a maximum of 1.44 MB in size. To upload a
diskette image file, prass the RDOC button. Then press the Upload button on the next window. Browse to locate and selact the
image fila that you want to use, Type 3 name that you want to use in refermng to the image and then press OK to upload the
file. To unload the image file from memory, select name and press delate ~

a.

Close Guide for Remote Disk and Remote Console

Internet Explorer Use the ActiveX Client
Java Use the Java Client

3 IMM2 Web

45



IEM Integrated Management Module Il USERID | Log out

2 System Stalus  Evenis+  Service and Supportw  Server Managementv  IMM Management v

Remote Control

Allows you to control the server at the operating system level. Anew window will appear that provides access to the Remote Disk and Remote Console functionality. The Remote Disk
functionality is launched from the Remote Console window, "Tools” drop-down menu. (Note that the Remote Disk function does not. mare.

Guide for Remote Disk and Remote Console

Use the ActiveX Client
k

Use the Java Client

Your current browser Java version (1.6.0.31} is supporied for use with remols cantral.
Encrypt disk and KVM data during transmission

Allow others to request my remote session disconnect

Start remote control in single-user mode
Gives you exclusive access during the remote session

Start remote control in multi-user mode :

Allows ofher users to start remote sessions while your session is active

Remote Control Session in Progress L3
If all sessions are currently consumed, you can send a request to disconnect one of the available sessions. Refresh
User Name « Active Sessions Availability for Disconnection Timeout Value

No active session is in progress.

. Internet Explorer Java

* ActiveX Java

Firefox

Viewer

Remote Control
jiemate Console functionality. T|

Allows you to control the server at the operating s P -
functionality is launched from the Remate Cansole ) opening \newer_(ls 16 6@443@0@13534879898¢ x are. . .

Guide for Remote Disk and Remote Console

You have chosen to open
.53487989897@0@1@1@jnlp@USERID@0@0@0@0)

Use the Java Cli which is a: JNLP file (3.0 KB)
i from: https://192.168.5.36

Use the ActiveX Client

B Your current browser java version (180311 {  yp e b pleeto do with this file?

) Open with | Browse..

Encrypt disk and KM data during transmission|
(@ Save File

Allow others to request my remote session disct = g g o i
i v ] Do this automatically for files like this from now on.

Start remote control ngle-user mode |
Gives you exclusive access during the remote session|

| cancel ||
Start remote control in multi-user mode | .
‘Allows other USars to Start remate sessions while Your SESSION 15 ACTVE.

Viewer Web
Yes



Viewer(102.168 5 3. p@USERID@O@O@O0@0) oase i
| Failed— 192.168.5.36 @

viewer(192.168.5.3...p@U

Warning - Security
L 3.0KB — 192.168.5.36

The web site's certificate cannot be
viewer(192.168.5.3...p@Y verified. Do you want to continue?
L Failed — 192.168.5.36

. viewer(192.168.5.3...p@U  Name: 192.168.5.36

|| 3.0k — 192168536
Publisher: UNKNOWN

| Clear List | [ Always trust content from this publisher.

Your current browser Java version (1.6

j’\ The certificate cannot be verified by a trusted
Encrypt disk and KVM data during transm| . o

'

[ ves || o |

More Information..

USERID  Seftings | Logout

te Console functionality. The Remote Disk

Allow others to request my remote session disconnect

| Start remote control in single-user mode |

Gives you exclusive acoess during the remote session.

| Start remote control in multi-user mote
‘Allows other Users 1o start remote sessions whie your session is active.

mode

trol in multi user mode

Video Viewer
ing transmission

Video Viewer

Start remote control in single User

Start remote con-

Encrypt disk and KVM data dur-
ADES

file View Macros Tools Help

| #® nppiications Places system @= 7

7. Video Viewer

. Virtual Media Session

[ 1

trol

Video Viewer Virtual Media Session

Web

3

IMM?2 Web

Thujul 19, 3:31PM  root

Virtual Media Session

119

Remote Con-
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. Setup Utility IMM2

IMM2
IMM2 Setup Utility
IMM2 Java applet ActiveX applet IMM2
Java applet ActiveX applet
Java applet IMM2
Java applet
Java
Windows Oracle Java 1.5
1. > >
2. Java Plug-in 1.5 Java Plug-in
3. Cache
4.
. Enable Caching Java
. Clear Caching IMM2
Clear Caching
IMM2 [ 121
[ 109
Server Properties
Server Management Server Properties
System descriptive name Contact person Location
Apply
Reset

IBM Integrated Management Module Il

Server Properties
Various properties, scatus and settngs rebte

Lowest unit of the system Lowest unit of the system

1I



3 s Bl okl Sl SeraRinaattis SR s Ak

Server Properties

an

Various properties, g reiated to your system,

General Setcngs | LEDS | Hardw

General Settings

Brovide information which Kentfies this system to operations and support personnel.

System descriptive name:

ite, geograhical coordinates, etc)

LED

B SyEamSaLs B e SEnice and Soppaie  SenvalManagemen + WM Maageman =

Senver Properties

Varus popeies, SRS and semr

Uk 1D WO SRR

Caraal SeLngs LEDs Hirsam pon | Enviechmentats | Handwan Aoty

wl L ales provides e sbilly o vies the stk

corsens]
LET!= in fromt pane!
LED Lo Stk [r——
P 'ﬁ On 50 i Dpaygr Suon PRQE 1000 BUNET CHeN.
Enclomure kisnily 4| OFf Crangs... Lise Eio idenily B location of Be myem
Cheack Leg i or Cohwack Exinl Lo o idenily e i biem
Fawhi LETH ' or Creck LED in below i imclaie e faled componens

Deimbed LEDs and Aecommended &csons
The: kel twn colmns presant prisary LED Iypas and Stans, nol Nanhe kil LEDS not dassfied inm iha Primany LED tpas wil be shown in Ohers. Clicka

Primary LEDILETH Typa Sians Dascription: B aiy B4 LED M, 1an has ks
I o Action: Fésmml bia) weh 1Eeim L0
e = Replace inficemd fanja).

oW o LED Labsi =  Smhm

=5 per FAN 1 or

HED on 2 e

CWER SPEC on izt s

FAM of N A or

Hardware Information

Hardware Information
System Information
System Information

3 IMM2 Web

(VPD)
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ot~ Server Management ~ MM Management =

Server Properties
i

system.

LEDS  Hardware Information

Hardware Information
Ths secton sts vital product data (VPD) on 2 system,
System Informaton  System

comoonent and networ

Dass.

™ Comg Network Hard,
Name valye

Machine Name System
Machine Type

Model

Senial Number

uup

08 booted

Ambient Temperature 78.80F/2600C
Enclosure [dentity LED off Change
Check Log LED on

System Information Enclosure Identify LED
Enclosure Identify LED Change..

Change Enclosure ldentify LED

Choose the d

ired state for the Endosure Identify LED

Tt reation LED is an the frant o
Idenioty in the LED table.

ight Path panel.

called

Note: The system might nead to be po
to turn on or biink.

ered on for the Location LED

Current state: Off

Turn Off
Turr On
Blink

Cancel

System Component Information
Name Serial Number Manufacturer ID

Manufacturer Date
tem Component Information

IBM Integrated Management Module Il

USERID

System Status  Eventsw  Service and Supporty  Server Management = IMM Management

Server Properties

Various properties, status and settings related to your system
y || Reset

General Settings LEDs Hardware Information | Environmentals

Hardware Information

This section lists vital product data (VPD) on & system, component and network basis.

System Information | System Componentinformation; Network Hardware

Hardweare Activity

FRU Name 4 Serial Number Manufacturer ID Manufacturer Date
CPU1 Not Available Intel(R) Corporation Not Available
DASD Backplane 1 YOLORW2AM12X usis 1996-01-01

DIMM 1 3BOF3344 Hynix Semiconductor 2012-10-15

Power Supply 1 YK10112BC2B2 ACBE 1996-01-01
System Board Y0LO0RW2BGODZ IBM Corporation 2012-11-05

FRU
Sys-



Network Hardware Host Eth-
ernet MAC Address Number MAC Address Network Hardware

IBM Integrated Management Module 11 USERID

System Status  Events =  Service and Support~  Server Management=  IMM Management v

Server Properties
Various properties, status and settings related to your system.

k

General Settings LEDs Hardware Information | Environmentals | Hardware Activity

Hardware Information

This section lists vital product data (VPD) on a system, component and network basis,

System Information  System Component Information | Network Hardware;

Host Ethernet MAC Address Number ~  MAC Address

Host Ethernet MAC Address 1 5C:F3:FC:3C:13:D0
Host Ethernet MAC Address 2 5C:F3:FC:3C:13:D1
Host Ethernet MAC Address 3 5C:F3:FC:3C:13:D2
HostEthemnet MAC Address 4 5CIF3FC:3C:13.D3

Server Properties Environmentals
Status

MM Manages

Server Properties

Various piopertes, status and

s related to ¥

LEDs  Hardware Information | Envronmentals | H:

Environmentals

s for various hardware components n this system. Allvoitage readings are dsphyed in Vo

Al tempeature readngs are dsplayed in degrees

Voltages
Show Thresholds
Sourca Value (volts Status. Fatal Lower Critial Lower Non-critcal Non-crcal Crticat Upper Fatal Upper
Threshold Thresnold Lower Thieshold  UpperThieshold  Threshold Threshels
Planar 33v 339 @ Noma A 304 A 356 hA
Planar 5V 508 | Moemal A 444 R NiA
Planar 12 1226 @ ormal m 1095 [
Planar VBAT 320 @ votmal Nia 200 Nia
Temperatures
Show Threshoids
Source Value (*F) Status. Fatal Lower Giitical Lower non-crtica Hon-eribcal Critcai Upper Fatal Upper
Threshold Thiesnola Lower Threshold  UpperThreshold  Threshold Threshots
Ambient Temp 78.80 @ vomal M NiA LT 109.40 11480 12200
POIRiserTemp A nia WA m oA A [ N
1Temp 95.00 @ Normal A WA i A A i

Server Properties Hardware Activity
Hardware Activity

3 IMM2 Web 51
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USERID

Server Properties

Various proparties, status and settings

LEDs | Hardware I

FRU) compor i emaved from a

FRU Name Serial Mumber Wanufacturer ID. Time of Action -
CPUDIMM Tra Y¥135BG1CG00R 19.4u1 2012 09:12 AM
Power Supply 1 Delta 19.Jul 2012 03:12 AM
Power Supply 2 Delta 19.Jul 24 12 AM
S Badiplane 1 MOLX 19.Jul 2012 08:12 AM
Hot Avallable Intei(R) Corperaton 19.Jul 2012 0912 AM
cPu2 Hot Avaliable Intel(R) Corparaton 10.4ul 2012 09:12 AM
cPUa Not &vallable Intel(R) Corporaton 19.Ju1 2012 09:12 AM
cPU4 Not &vailable Intei(R) Corparaton 19.Ju1 2012 08:12 AM

Server Power Actions

IMM2 Web Server Management Server Power
Actions

Server Management Server Power Actions
Server Power Actions

1BM Integrated M odule Il

TMM Management =

a

Server Actions
- ou

Current sarver power

Power On Server at Specified Date and Time
Power Of Scrver Immediatcly

‘Shut down O and then Power Off Server

St down 05 and then Restort Server

Restart the Server inmediately

Festart the Server with Nor-maskable Intermupt (NMI)
Schedule Daily/Weekdy Fower and Restant Actions

108

Cooling Devices

Server Management Cooling Devices

IBM Integrated Management Module Il

2 SystemStatus Eventsv  Service and Support v Server bianagement ~  IMM Management =
Cooling Devices
Display the current speed and status of cooing fans in the system. Cick on a device to see active events.
Fan ~  Speed (RPM) Speed (3% of maximunm) Status

Fan 1A Tach 0 0 Uninown

Fan 1B Tach 0 0 Uninown

Fan 24 Tach 0 0 Unknown

Fan 2B Tach 0 0 Uninown

Fan 34 Tach 0 0 Uninown

Fan 3B Tach 0 0 Uninown

Fan ¢A Tach 0 0 Unimown

Fan 4B Tach 0 0 Uninown

Fan 5A Tach 0 0 Uninown

Fan 5B Tach 0 0 Uninown

Fan 6A Tach 0 0 Uninown

Fan 6B Tach 0 0 Uninown

Fan

1I



Power

tegrated Management Module

2 System Status  Eventsw  Service and Support v Server Management v IMM Management =

Cooling Devices

Display the current speed and status of cooling fans in the system. Click on a device to see active events.

Fan +  Speed (RPM) Speed (% of maximum) Status
0 0 Unknown

Fan 18 Tach 0 0 Unknown

EAn 98 Taen, O | Fan Properties for Fan 1A Tach koS

Fan 28 Tach 0

Fan 3ATach 0

Fan 38 Tach 0 Sregt |

e —— o There are no active events for this device

Fan 48 Tach 0

Fan 84 Tach 0

Fan 58 Tach 0 0 Unknown

Fan 64 Tach 0 0 Unknown

Fan 68 Tach 0 0 Unknown

Modules
Server Management Power Modules

IBM Integrated Management Module

SystemStatus  Events - Serviceand Support «  Server Management - IMM Management +

Power Modules
Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Display powter modules in the system with status and power ratings. Clicking on a module displays  Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.
Name « Status Rated Power (Watts)
Pawer System [@Normal NiA
{pmm [@Normal 1400
Power modules propertis for Power 1 x

Fvents h Hardware Information | Errars

There are no active events for this device

Events

IBM Integrated Management Module

SystemStatus Events v  Serviceand Support =  Server Management v IMM Management v

Power Modules

Display power modules in the system with status and power ratings. Clicking on a module displays a Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Display power modules in the system with status and power ratings. Clicking on a modula displays 3 Properties pop-up window
with 3 tabs: Events, HW Info, and Errors.

Name ~  Status Rated Power (Watts)
Pawer System [@Normal A
| Power 1 | @Normal 1400
Power modules properties for Powser 1 x

Fvents h Hardware Information | Errors

There are no active events for this device

Hardware Information FRU

3 IMM2 Web
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1BM Integrated Management Module

Power Modules

Status Raled Power (Watts)
@vormal A
| @Normal 1400

12 module

[ swstemSttus Events+  Seniceand Support »  Server Management «

13 module dis

IMM Management +

Pouier modules properties for Power 1

[Fvents | Hardware Information | Errors

Field Replaceable Unit (FRU) Mame  Power Supply 1
part Number 30¥7237

FRU Number

Serial Number
Manufacturer ID
Power On Duration
Power cydles
Errors 3

o)

39Y7238
K10511BE099

DELT
5,782 hour(s)
16040

Errors

IBM Integrated Management Module

Power Modules

nd power rating:

ind power ra

with 3 tabs: Events, HW Info, and Errors,

Name ~  Status Rated Power (Watts)

Power System [@Normal NA

ower 1 @Normal 1400

[Z  sistemstatus Events~  Serviceand Support v Server Management v

Cicking on 3 module

Cickng on 3 module dis

MM Management +

USERID  Seftings | Log out

s pop-up window

piays a Pr

s pop-up window

Powier modules properties for Power 1

[Events | Hardware Information | Errors

3 ermors
Record Number Time of Error (since last power on)
0 Not Available
1 Not Available
Z2 Not Available

o)

Error Code

Disks

Server Management

IBM Integrated Management Module Il

Disks

USERID

B smen

tatus  Events »  Service and Support w  Senver Management v

Hard Disks

Dsplay hard disk drives n t
FRU Name =  Status
Disk0 @ormal
Disk 1 @romal

. Click on 2 drive to see actve even

TMM Manageme:

Memory

Server Management

DIMM
DIMM

1I

Memory

DIMM DIMM DIMM

DIMM



FRU Name
DM 1
DIl 2
LITES
DIl 4
DI S
DI &
DI 7
DM 8
DI 8
DIl 10
DI 11
DIl 12
DI 13
DI 14
DI

DI 16
DM 17
DI 18
DI 12
DI 20
DI 21

- Stabus Tyee

Enormal DOR3
Bvomar DDR3
@ormal DOR3
@omal DOR3
@ormal DDR3
@romal DOR3
E@ormal DOR3
@romal DOR3
@ormal DDR3
@vomal DDR3
E@vormal DOR3
Evomal DOR3
Enormat DOR3
@omal DDR3
@ormal DOR3
@tiormat DOR3
ol DoR3
@nomal DOR3
@riomal DOR3
@vormal DOR3
ormal DOR3

Service and Support =

Server Managament v

MM Management v

Capacity (GB}

8

odule dsplays 3 Properties pos-up windaw wieh 2 tabs:
DIMM information

ents, HW

info. IF you remoy

piacs DIMMs, the server neads to b p

USERID

red on at least

DIMM

Properties for DIMM 3

: Events | Hardwar

Wormation

There are no active events for this device

Close

FRU

Hardware Information

/

DDR3

3

IMM?2 Web
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Properties for DIMM 3

. Description
i Parthumber
i FRU Serial Number
oI Manuf Date
, Tvpe
size

; Close

P Events  Hardware Information

DIMM 3
HMT31GR7BFRAA-HI
18553028

3611

DOR3

868

Processors

Server Management

Processors

CPUs

BA  svmemsutis Evems Sevee nd Supportv. Senerana

Display the processors avafable on the server, Clicking on 3 CPU displays 3 Properties pag-up window with 2 tabs: Events, HW Tnfo

FRUMame - Stals Clock speed (GHz)
CPU 1 Status @Normal 220
CPU2 Status @normal 220
CPU3 Stalus @rormal 220
CPU 4 Status @tormal 220

ent = IMM Management v

CPU

Properties for CPU 1 Status

| Close

Events | Hardware Information

There are no active events for this device

Hardware Information FRU

1I



Praperties for CPU 1 Status

Server Timeout

Server Management Server Timeouts
USB LAN over USB
USB [ 86 USB |

Server Timeouts

IBM Integrated Management Module Il

a

Server Timeouts

[ 62
PXE
Server Management PXE Network Boot
PXE PXE
[ 120 PXE [
Latest OS Failure Screen
Server Management Latest OS Failure Screen
IMM2 IMM2

3 IMM2 Web
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as heen shut down to pr

s hiclump .

nt damage

Latest OS Failure Screen

IMM Management

58
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IMM2 Web

IMM Management

IMM?2

IMM Management

IMM2

59
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IMM2

IMM Management IMM2 IMM Management

IMM2 IMM Management

e IMM Properties

e Users

* Network

* Security

* IMM Configuration

* Restart IMM

* Reset IMM to factory defaults

e Activation Key Management

IBM Flex System IBM Flex System Chassis Management Mod-

ule (CMM) IMM2

IBM Integrated Management Module I1

USERID  Settings |

System Status  Events -  Service and SUpport -  Server Mnagement ~ MM Management -

System x3750 M4

Add System Descriptive Name. . .

The System Status and Health page provides an at-a-glance overview of the operating status of the server in which this IMM
resides. Common information and actions are co-lecated on this ene page.

System Status
Power: off

System state:  System power off/State unknown

| System Information ¥ | | Power Actions ¥ | | Remote Control. .. | Latest S Faiure Screen
Active Events
Severity a Source Date Message

Hardware Health

Component Type Status

Cooling Devices [ Normal
Power Modules [ Normal
Pracessors [@ Normal
Memory [@ Normal
System [@Normal

Integrated Management Module (IMM) Properties

- IMM2 NTP
- IMM2

- NTP NTP

- IMM2

. IMM2

© Copyright IBM Corp. 2013

- IMM?2
- IMM2 (CLI)

59
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User Accounts

IMM2

- Web

SNMPv3
Shell (SSH)

IMM2
IMM2

Network Protocol Properties

- IPv4 1Pv6

- MAC

- LAN (VLAN)

SNMP
— SNMPvl

— SNMPv3

— SNMP
- Traps
DNS
- DNS
- DNS
DDNS
— DDNS

IPv4

DHCP

IPv6



- DHCP
SMTP
SMTP 1P
SMTP
SMTP
LDAP
LDAP DNS
- DNS LDAP

- LDAP
. LDAP 1P
. LDAP
LDAP
UID

Active Directory

Telnet
Telnet
Telnet
USB
Ethernet over USB
Ethernet over USB

IMM2
- HTTP
- HTTPS
- Telnet CLI
- SSH CLI
- SNMP
- SNMP Traps

IMM2

61



- Remote Control
- CIM over HTTPS
- CIM over HTTP

Security

HTTPS

* CIM over HTTPS
* LDAP

* SSH

IMM Configuration
. IMM2
. IMM2

. IMM2
. IMM2

Restart IMM IMM2

Reset IMM?2 to factory defaults.. IMM2

Activation Key Management IMM2 Features on
Demand (FoD) | 141 7 , Features on Demand |
FoD

62
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Server Timeouts

USB LAN over USB
USB [ 86 USB |

1BM Integrated Management Module Il

L. IMM2 [ 10 IMM2 |
2. Server Management Server Timeouts

IMM2



3. IMM2 “Server timeout
selections”

4. Apply

Reset

Enable OS Watchdog
Enable OS Watchdog IMM2
IMM2
oS
(0N
Enable OS Watchdog
Enable OS Watchdog
Enable OS Watchdog

Enable Loader Watchdog

Enable Loader Watchdog IMM2 POST
IMM2
IMM2
Enable Loader
Watchdog
Enable Power Off Delay
Enable Power Off Delay IMM2
IMM2 Enable

Loader Watchdog

IMM2

Firmware IMM2
IMM?2

MM2
Enable automated promotion of IMM backup firmware

IMM2

IMM2

Enable automated promotion of IMM backup firmware
Firmware

4 mM2 63



IBM Integrated Management Module Il USERID  Seftings | Lag out

] System Status  Evenis ~  Service and Support = Server Management~  IMM Management +

Integrated Management Module (IMM) Properties

Various properties and settings related to the IMM

Apply | | Reset

Fimware, | Date and Time | Serial Port
Forinformation about the IMM firmware, see the Server Firmware Section
/| Enable automated promotion of IMM backup firmware

Status: Not Synchronized by Automated Promotion.

IMM Primary firmware version: 4.00
IMM Backup firmware version: 3.50

IMM2

IBM Flex System IMM?2 Date and Time

Date and Time IMM?2 IMM2

(SNMP)
(GMT)

IMM2 IMM2 IMM2

1. Indicate how the IMM date and time should be set
Date and Time Manually

2. Date
3. Time
. 1- 12 12
. 00 - 359
. AM PM
4, GMT Offset GMT

5. Automatically adjust for Daylight Saving Time (DST)

IMM2
IMM Date and Time

64 il
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IBM Integrated Management Module Il USERID

System Stztus  Events - Service and Support v Server Management v IMM Manzgement v

Integrated Management Module (IMM) Properties

Firmware Date and Time | Serial Port

IMM Date and Time Settings

Indicate how the IMM Date and Time should be set. Choose a method from the pulkdown list and supply appropriate settings.
Set Date and Time Manually

Date:
7/20/2012
Time:

8:43 AN

GMT Offset:
+0:00 - Greenwich Mean Time (Britain, Ireland, Portugal, Reyigavik (Icebnd), Western Africa)

Automatically adjust for Daylight: Savings Time (DST)

NTP

IMM2

1. Indicate how the IMM date and time should be set
chronize with an NTP server

2. NTP server host name or IP address

3. Synchronization frequency (in minutes)
3 - 1440
4. Synchronize when these settings are saved

Apply
5. GMT Offset GMT

6. Automatically adjust for Daylight Saving Time (DST)

IMM2

IMM Date and Time

IMM Date and Time Settings

Synchronze with an NTP server

Time:
2012/07/20 08:43 (NTP time)

NTP server host name or IP address (you can specify up to 4 addrassas):

]

Synchronzation frequency (minutes)
1,440

Synchronize when these settings are saved

GMT Offset: &
+0:00 - Greenwich Mean Time (Brtain, Irelnd, Portugal, Reykjavic (Iceland), Western Afnca)

Automatically adjust for Dayhight Savings Time (DST) ¢

Indicate how the IMM Date and Tme should be set. Choose a method from the pullk-down list and supply appropriate settings.

IMM2

Syn-

NTP

65



66
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Serial Port

1 (COM1)
System x
LAN (SOL)

2 (COM2)

Flex System
IPMI

Baud Rate

Parity
Stop Bits

CLI Mode

stroke sequences

sequences

Serial Port

IMM2

1 (COM1) (IPMI) Serial over
IPMI COM1
2 (COM2) SOL System x IBM
COM2 Telnet SSH COM2
COM2
COM

9600 115200

None Odd Even

CLI with IMM2 compatible keystroke sequences
CLI with user defined key-
CLI with user defined keystroke
User-defined key sequence for ’Enter CLI’

Telnet SSH

User-defined key sequence for ’Enter CLI’



IBM Integrated Management Module Il

B System Status  Events ~  Service and Support »  Server Management ~  IMM Management -

Integrated Management Module (IMM) Properties

Various properties and settings relatad to the IMM
Apply | | Reset

Firnware | Date and Time | Serial Port

Serial Port

Serial port: redirection of the host

Serial Port 2 (COM2)
Baud Rate:

115200

Parity:

Hone

Stop Bits:

o
CLI Mode:

CLI with user-defined keystroke sequences

User-defined key sequence for 'Enter CLT'

P
i

IMM Management Users IMM2

IBM Flex System IMM2 CMM

F ___F To comply with required security policies, user accounts may only be managed by the
L | CMM

IBM Flex System IMM2 IPMI
SNMPv3 IMM2 CMM IMM2
IPMI SNMPv3 IMM2
CMM IMM2 LDAP IMM2 Web
CLI

Users Accounts

IMM2

4 mM2 67
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B seemswus Erewse Sevkeand Swpon  Serer Hanagemert = NN M

Users Accounts G

User Accounts

and vie

at use : es cor

Create Uset .., | Global Login Settngs. . . | | Curently Logged n Users | | Delera
User Name Password Expiration Active Sessions
USERID Web-HTTPS)9 44 77 189
usemame? none;

er” and configure the

Create User...
word Confirm Password

User name Pass-

Create New User

User Credentials User Credentials
Enter a user name and password.

User name:
usernamel

Password:

Confirm password:
. e

User name rules:

Must be 1-16 characters

Cannot contain white space characters

= Can only contain the characters A-Z, a-z,
0-9,"_' (underscore) and "' (period)

[ Must be different for each user

Next > | Finish | Cancel

Password rules;

Passwords are not required

Must be 0-20 characters

Cannot contain white space characters

[ password and password confirm values
must match

A can only contain the characters A-Z, a-z,

0-9, ~* 1@#5%"&=()-+={}1]:;" <>,2/




User Properties

User Propertias

User Credentials Authority SHNMPv3 SSH Client Public Key
User name:
USERID

Password:

Confirm password:

User name rules: Password rules:

= Cannot contain white space characters = passwords are not required

Authority

Supervisor
Supervisor

Read only
Read only

Custom
Custom

Custom

User Account Management

Remote Console Access

Remote Console and Virtual Media Access

Remote Server Power/Restart Access

Ability to Clear Event Logs

Adapter Configuration - Basic
Server Properties Events

4 IMM2
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Adapter Configuration - Networking & Security
Security Network Serial Port

Adapter Configuration - Advanced

IMM2 IMM2
PXE
IMM2 IMM2
/ IMM2
IMM2 IPMI
IPMI
. IMM2 Supervisor IPMI
Administrator
. IMM2 Read Only IPMI
User
. IMM2 IPMI
Administrator

— User Account Management Access

— Remote Console Access

— Remote Console and Remote Disk Access

— Adapter Configuration - Networking & Security
— Adapter Configuration - Advanced

. IMM2 Remote Server Power/Restart Access
Ability to Clear Event Logs IPMI Operator

. IMM2 Adapter Configuration - Basic
IPMI User

SNMP
SNMPv3 SNMP

Authentication protocol
HMAC-MD5 HMAC-SHA SNMPv3
Authentication Protocol

Privacy protocol
SNMP DES
AES HMAC-MD5 HMAC-SHA

Privacy password

Confirm privacy password

Access type
Get Set Get SNMPv3
Set SNMPv3

1I



Hostname/IP address for traps

Group Profiles

Module Il

Service and Support v Sarv

User Accounts

Create and modify and wiew user accounts. Use ‘Group Prof fab

Group Profiles

counts

Group Profiles for Active Directory

esa profies will not be used while the LDAP cient ts configu
To use these group profies for authorization and LDAP for authentica

Create Group...

Group ID Role

Mo Group Profiles Available

1P

e Management v IMM Management »

modify and view group pro or acove drectory usars,

red for both authentcation and authorzation.

foon, reconfigure the LDAP Client section of the b

ork Protocols page.

Create Group

Create Group Profile

Create Group Profile

Group ID:

Role:

Supervisor
Has no restrictions.

Read-only
Has only read-only access, and cannot perform any save, modify, clear,

Custom
May or may not have any restrictions, depending on which custem authori

OK Cancel

or state affecting operations (e.g. restart IMM, restore defaults, upgrade the firmware, etc.)

ity level is assigned to the group.

Group ID Role

Delete

Confirm Group Deletion

SNMP

IMM2

71



oK

Confirm Group Deletion
Do you want to delete the group ‘groupProfilel’™?

Cancel

72
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Global login settings

General
* Local only IMM2
 LDAP only IMM2 LDAP
IMM2
* Local first, then LDAP:
LDAP
* LDAP first, then Local: LDAP
. IPMI SNMP

. User authentication method

Web inactivity session timeout

User picks timeout

Web
Web Web

Web
Auto Refresh

IMM2 Web
User authentication method

LDAP

LDAP
LDAP only IPMI SNMP

IMM2 Web
No timeout

Web

60 [ 17 Page]




General

| Global Login Settings. . .

Global Login Settings

General Account Security Level

User authentication method:
Local Only

Web inactivity session timeout
20 minutes

DK | Cancel

IMM2 Web
Web

+ System Status
* Server Power Actions

« Remote Control Start

IMM2 6 Web
Web

Account Security Level

* Legacy Security Settings
e High Security Settings

e Custom Security Settings

IMM2 Web

Session List

Web

IMM2

IMM2
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Account Security Level

Global Login Settings. . .

General

Global Login Settings

Account Security Level

|OK| | Cancel |

| Custom Security Settings | ~ |
Pasz=zword required
Complex password reguired
Password expiration period (days)
Minimum passward length
Minimum password reuse cycle
Minimum password change interval {hours)

Maximum number of login failures (times)

Minimum different characters in passwords

' =

Lockout period after maximum login failures (minutes)

Factory default 'USERID' account password must be changed on next login

m

olplmlelo|nle

Security Settings

* Legacy Security Settings

* Custom Security Settings

High Security Settings

/

Legacy Security Set-
tings

High Security Set-
tings

Custom Security
Settings

Password required

Complex password

maximum login fail-

ures (minutes)

required

Password expiration 90 0 - 365
period (days)

Minimum password 8 5-20
length

Minimum password 5 0-5
reuse cycle

Minimum password 24 0 - 240
change interval (hours)

Maximum number of|5 5 0-10
login failures (times)

Lockout period after|2 60 0 - 240




()

/

Legacy Security Set-
tings

High Security Set-
tings

Custom Security
Settings

Minimum different char-
acters in passwords

2

0-19

Factory default
"USERID’ account pass-
word must be changed

on next login

Force user to change

password on first access

Password required

Complex password

required

Password required

aa

a

Minimum password length

Password Required

Password expiration period (days)

0

Minimum password length

Complex password required

365

20
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Minimum password reuse cycle

0
0

Minimum password change interval (hours)

240 0
Maximum number of login failures (times)

10 0

IMM2
Minimum different characters in passwords
0 19

Factory default 'USERID’ account password must be changed on next login

USERID

Force user to change password on first access

IMM Management Network

Ethernet IMM?2

1BM Integrated Management Module Il
“? System Status Events »  Service and Support v Se

ver Managemeant =  TMM Management

Network Protocol Properties

MNetwork settng such as SHMP and LDAP used by the IMM

Ethemat SHMP DS

DDNS SMTF LDAP Teln It Assignim
Ethernet
Settings for how the TMM communicates via Ethemet
1Pv4
1. IPv4
IMM2
2. Configure IP address settings

¢ Obtain an IP address from a DHCP server



e Use static IP address
3. IMM2 DHCP

4. Static address IMM2 1P

1P 0
5. Subnet mask IMM2

255.255.255.0
6. Default Gateway

Ethernet

255

255

255

Ip

Ethernet = Advanced Ethernet

Host name:
IMM2-241f13d90631

IPv4 IPvE
./ Enable IPv4

Currently assigned IPv4 address information
Address

Host name IMM2-e41f13d90631

IP address 9.37.189.59

Subnet mask 255.255.240.0

Gateway address 9.37.176.1

Dormain name raleigh.ibm.com

Primary DNS Server 9.0.128.50

Second DNS Server  9.0.130.50

Tertiary DNS Server  0.0.0.0

Configure IP address settings
Obtain IP address from DHCP server

Use static IP address

Obtain IP address from DHCP server
Static address: | 192.168.70.125

Subnet mask: 255.255.255.0
Default gateway: 0.0.0.0

Advanced Ethernet

LAN (VLAN) Enable VLAN
VLAN ID IMM2 VLAN ID
VLAN ID

MAC selection
e Used burned in MAC address

VLAN

1

4094

IMM2

77



- MAC IMM2

* Used locally administered MAC address
MAC

000000000000  FFFFFFFFFFFF
XXIXXIXX XX XX XX X 0 9 IMM2

Maximum transmission unit
60 1500 1500

Advanced Ethernet

agement Module il

.ﬂ Cysverm Status  Events =  Serace and Support -  Sareer Managerment - [MM Manapament -

MNetwaork Protocol Properties

Hetwork sattng such as SNMP and LDAP used by the MM
Aoply | | Reset

Port Assgnmants

&
i

Ethamat SHMP OHS ODRS SHTP Loap Tahat L
Ethernet
Settigs for how the MM communicates v Ethemet
Ethesnet | Advanoed Ethernet

J s Autonegotstion
4 Enable VLAH
A0

HAL slacmon: &
Use bumed-n MAC address

Burmed-n MAC address: SCae:Bbb:Idied

Maximum transmsson unk: {bytes)
1500

SNMP
IMM2 SNMP

1. SNMP

USERID  Settings | Log out

IBM Integrated Management Module Il

System Status  Events v  Service and Support~  Server Management~  IMM Management v

Network Protocol Properties
Network setting such as SNMP and LDAP used by the IMM

Ethernet | SNMP: DNS DDNS SMTP LDAP Telnet usB Port Assignments

Simple Network Management Protocol (SNMP)
Configure SNMP w1 andior v3 agents.

Enable SNMPv1 Agent
Enable SNMPv3 Agent
Enable SNMP Traps




SNMPvl SNMPv3 SNMP

SNMPv1 H SNMPv3
SNMP ld
SNMPvl1
a. Contact Contact person
Location
b. Communities SNMP SNMP
Apply
° SNMP
1) Community Name

2) Access type

. Trap
. Get (MIB)
. Set MIB
c. Host Name IP Address P
d. Apply
SNMPv3
a. Contact Contact person
Location
b. Users
Users SNMPv3
SNMPv3
c. Apply
SNMP Traps
SNMP X
SNMPv1 SNMP
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MNetwork Protocol Properties
e TG Gl & SMMP i LOAP uesd By this BN

Rasat

@ s

Simple Network Management Protocol (SHMP)

@ o
SNMPY D Communitios
SaOCT COPTUSERS 10 CEnTigura, AT Mait

Eraie Communay 2

N
Al ary st t8 quany NIE sps
Alloys asry host 10 gusry MIB slijects
illerw oy SERclic hawts to auery MIB ohjects and receie tragn
8T TP DeEnaton that a ¥ 2 10 Quary WIE

Erabis Communty 1

DNS

IBM Flex System IMM2

DNS
address servers
1P

IMM2

0 255

1BM Integrated Management Module ||

A System Status  Events «

Service and Support = Server Management ~  TMM Managsment «

Network Protocol Properties
Network settng such as SNMP and LDAP used by the IMM
Reset

Ethemat

Qous | oons | s | wee e Assgnments

s should be incudad in the search order for hostn:

$dtional DNS servars are added to tha top of ¢

Preferred DNS address type
P

Use additional DNS address ssrvers (at least one must be non-zero)

P e
Primary 0.0.0.0 1]
Secondary 0.0.0.0
Tertiary 0.0.0.0

olution. DNS lookup s always enabled, and other DS addrasses ma

search Ist, so the hostname lockup & done

DNS DNS CMM

Use additional DNS
1P

USERID

DDNS

DDNS
DDNS

IMM2

DDNS IMM2

IMM2

1I

Enable DDNS



IBM Integrated Management Module 11

A System Status Events~  Service and Support »  Server Management IMM Management v
Network Protocol Properties
et % gattng such as SHMP and LDAP used by the IMM

Apply | | Reset

Ethemet SHMP DNS DDNS 5MT LDAR 58 Port A

Dynamic Domain Name Service (DDNS) Protocol

Enable or disable Dynamic DNS on this TMM

Enable DDNS

Use domain name obtained from the DHCP server
Use custom domain name

Use domain name obtained from the DHCP server

SMTP

SMTP IMM2 SMTP
SMTP

IP
SMTP SMTP
DNS

Port SMTP 25

Test connection
Test Connection

SMTP

IBM Integrated Management Module Il

Q

USERID

System Status  Events ~  Service and Support ~  Server Management ~  IMM Management ~

Network Protocol Properties
Network setting such as SNMP and LDAP used by the IMM

Apply | | Reset |

The IMM2 i assigned a static IP address. When using a hostname or FQDN (Fully

Qualified Domain Name) , at least ane DNS (Domain Name System) server must be
specified in DNS tab and make sure the DNS server can resolve the hostname or
FQDN to the IP address. Otherwise, communication errors wil ocaur.

Ethernet o SHNMP DNS DDNS SMTR LDAP Telnet uss Port Assignments
Simple Mail Transfer Protocol (SMTP)
Provide the information for an SMTP server. This wil be used if you configure alerts to be sent via E-Mai.
IP address or host name: Port:
0.0.0.0 25
Requires authentication

Test Connection

SMTP

LDAP
LDAP IMM2 LDAP

IBM Flex System IMM2 CMM
LDAP

LDAP

IMM2
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The protocols listed below are preset to comply with required security
| policies.

® | DAP is pre-configured

IMM2 LDAP LDAP
IMM2
LDAP
LDAP
IMM2
IMM2

LDAP

LDAP
LDAP

IBM Integrated Management Module Il

s Eventsw Senvike and Supportw  Server Mansgement =  IMM Management v

Network Protocol Properties
Network setting such as SNMP and LDAP used by the IMM
Apply | | Reset

Ethemet SHMP DS DDNS SMTF LDAP Telnet usB Port Assgnmants

AP) Client

figured to provide

Use LDAP Servers for: Authentication and Authorzation
Active Directory Settings:

Enable enhanced role-based security for Active Directary Users

Use Pre-configured LDAP servers
Host name or TP address Port
0.0.0.0 389
389
389
389

Miscellaneous Settings
Root distnguished name:

UID search attribute:
sAMAccountiame

Binding method
Anonymously

Group Fiter
Group Search Attribute
member0f

Login Permssion Attrbute

LDAP

LDAP server configuration item list
Use Pre-Configured LDAP Server
LDAP
636 LDAP

Root distinguished name
LDAP
dn=mycompany,dc=com DN

UID search attribute

389

(DN)

Anonymously  With Configured Credentials

LDAP

IMM2



DN

Active
Directory sAMAccountName Novell eDirectory
OpenLDAP uid
uid
Binding method
LDAP
LDAP
* Anonymously
- DN
e With Configured Credentials
- DN
e With Login Credentials
- DN
IMM2 UID Search Attribute
LDAP
LDAP DN
Anony-
mous With Configured Credentials
Group Filter
Group Filter
Group Filter
511
O]
IMMWest *)
IMM*
IMM*
()
DN cn DN adminGroup
DN cn=adminGroup,dc=mycompany,dc=com
Active Directory
GroupA GroupB GroupA GroupC
GroupC 128

Group Search Attribute

Active Directory Novell eDirectory

Group Search Attribute
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Active Directory

memberOf eDirectory groupMembership
OpenLDAP objectClass PosixGroup
PosixGroup
memberUid
memberOf
Login Permission Attribute
LDAP
Login Permission Attribute
LDAP IBMRBSPermissions=
12 0
1
0 11 1
0
IBMRBSPermissions=010000000000
IBMRBSPermissions=
LDAP LDAP
LDAP
4.
0
1 Supervisor
/
2 Read Only
2
2
3 Security Network
Protocols Network Interface Port Assign-
ments Serial Port
4
Login Profiles Global
Login Settings
5




()

6
7 /
8 System Settings Alerts
9
10 IMM2
IMM2
PXE IMM?2
/ IMM?2
11
OR
c " )
c " 0
0
Telnet
Telnet IMM?2 Telnet
Telnet
Allow telnet access
IMM?2 Telnet
Allowed simultaneous connections
Allowed simultaneous connections
Telnet
Telnet
4 mM2 85
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IBM Integrated Management Module Il

Lﬁ System Status  Events »  Sarvice and Support = Server Management »  TMM Mznagament -

Network Protocol Properties

HNetwork setting such as SNMP and LDAP used by the IMM

Apply | | Reset
Ethemet SHMP DS DDNS SMTP LDAF Talnet UsB Port Assgnments
Telnet

Control talnet access to tha TMM,

Allow telnet access
Alowed smultaneous connections:
2|l =
1
|

USB

uUsB IMM2 USB USB LAN over USB

IMM2 Enable Ethernet over USB
IMM2 LAN over USB

USB Linux Windows
IMM2 DSA USB
Server Management Firmware Server
USB
USB
Ethemet SNMP DNS DDNS SMTP LDAP Telnet uUsB

Universal Serial Bus (USB) Settings

Control the USB interface used for in-band communication between the server and the IMM. This setting do
mass storage).

/ Enable Ethemet over USB

4 Enable external Ethernet to Ethernet over USB port forwarding
Add Mapping. . . || Remove. ..

External Ethernet port number ~  Ethernet over USB port number

o Q o 9 9 9 Q
o o o o o o o o

a
w
@
w0
IR
)
w
@

5900 5900




Enable external Ethernet to Ethernet over USB port forwarding

Ether-
net over USB
Port Assignments IMM2
HTTP IMM2 HTTP Server 80
1 V65535
HTTPS
Web HTTPS (SSL)
443 1 V65535

Telnet CLI

Legacy CLI Telnet

23 1 V65535
SSH Legacy CLI
Legacy CLI SSH
22
SNMP Agent
IMM2 SNMP 161
1 V65535
SNMP Traps
SNMP 162 1
V65535
Remote Control
3900

CIM over HTTP

CIM over HTTP 5988
CIM over HTTPS

CIM over HTTPS 5989

Port Assignments
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IBM Integrated Management Module 1|

USERID

Network Protocol Properties
Natwork setting such as SNMP and LDAP used by the IMM
Apply | | Reset

Ethemat SHMP DS DONS

SMTF

Port Assignments

that
Currently open ports:

HTTP 80
HTTPS 443
Telnet €L 2
S5H L 2

SNMP agent 161
SHMP Tmps 162

Remote Contral | 3000

r HTTPS 5989

CIM Over HTTP | 5088

cha
121, 161, 427, 443, 546, 623, 3389, 3500, 5900, 59

ent »  TMM Management v

Telet use Port Assgnments

v settngs to take effect. When changing a port number, make sure
more.

5909, 9393

IMM Management

Security

IMM Security Apply

Reset Values

IMM Mznzgement « |

IMM Properties
Users

Metwork
Security

IMM Configuration

Restart IMM

Reset IMM to factory
defaults. ..

Activation Key
Management

Various properties and settings related
to the IMM

Create and modify user accounts and
agroup profiles that will have access to
the IMM console

Metwork settings such as SHNMP and
LODAP used by the TMM

Configure security protocols such as S5L ,
and 55H

View g summary of the current
configuration settings.

Restart the IMM. Typically only needed
when experiencing problems with the
IMM

Sets all current configuration settings
back to default values

4dd and remove activation keys for
additional functionality

HTTPS

HTTPS Server
HTTP

88 I

IMM2 Web HTTPS
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SSL
IMM2 Web

SSL [ 93 SSL HTTPS Server

IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

Apply || Reset Values

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

_/|Enable HTTPS server

Certificate Management #

HTTPS Server certificate status: A signed certificate is instaled. A CSR has bean generated.

Actions
Generate a New Key and a Self-signed Certificate

Generate a New Key and a Certificate Signing Request (CSR)
Import a Signed Certificate
Download Certificate

Download Certificate Signing Request (CSR)

IMM?2
IMM2 Web
HTTPS
Actions HTTPS
HTTPS HTTPS
[ 93 SSL |
IMM?2
CIM over HTTPS
CIM over HTTPS IMM2 Web CIM over
HTTPS CIM over HTTP
. SSL
. IMM2 Web
SSL [ 93 SSL CIM over HTTPS
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IMM Security

Configure security protocols such as HTTPS and 55H. Manage security certificates.

Apply Reset Values

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server

Cryptography Management

.4 Enable CIM Over HTTPS

Certificate Management

Certificate status:A signed certificate is installed.

Actions
Generate a New Key and a Self-signed Certificate

Generate a New Key and a Certificate Signing Request (CSR)
Import 3 Signed Certificate
Download Certificate

Download Certificate Signing Request (CSR)

CIM over HTTPS

Actions CIM over HTTPS

[ ssL

IMM2

LDAP
LDAP Client LDAP over SSL

SSL
SSL [ 93

SSL

LDAP Client

LDAP



IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificatas.

Reset Values

Apply

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server
LDAP security:

LDAP security:
Disable secure LDAP
Certificate Management -

Signed Certificate status:
Trusted certificates:

Mo certificate is installed.

Cryptoaraphy Management

Mo trusted certificates are installed

Actions
Generate a New Key and a Self-signed Certificate

Generate a New Key and a Certificate Signing Request (CSR)

Import a Signed Certificate
Import a Trusted Certificate
Download Certificate

Download Certificate Signing Request (CSR)

LDAP

Actions LDAP over SSL
HTTPS HTTPS
[ 93 SSL [
LDAP over SSL

IMM?2

LDAP 3 (SSL3) (TLS)
IMM?2 LDAP

4 IMM2
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IMM Security

Configure security protocols such as HTTPS and 55H. Manage security certificates.

[ Apply | [ Reset values |

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

LDAP security:

LDAP security:

|Enable secure LDAP [=) @

Certificate Management

Signed Certificate status: A self-signed certifficate & installed.
Trusted certificates: Trusted Certificate #1 is installed Download ~ Replace  Remove

Actions
Generate a New Key and a Self-signed Certificate
Generate a New Key and a Certificate Signing Request (CSR)
Import a Signed Certificate
Import a Trusted Certificate
Download Certificate

Download Certificate Signing Request (CSR)

Secure Shell

SSH Server IMM2 Web SSH
Telnet
- IMM2 SSH Server SSH Server
Actions Generate SSH Server Private Host Key
. IMM2
SSH Server

IMM Security

Configure security protocols such as HTTPS and 55H. Manage security certificates.

| Apply | | Reset Values |

HTTPS Server | CIM Over HTTPS || LDAP Client | SSH Server | Cryptography Management

Enable SSH Server
4 Enable S5H Server
Certificate Management

Key status: SSH Server Key is installed.

Actions
Generate SSH Server Private Host Key




SSL

SSL SSL /
IMM?2 SSL
Web (HTTPS) LDAP (LDAPS)
CIM over HTTPS SSH IMM Management Secu-
rity SSL SSL SSL
SSL
SSL
SSL
SSL SSL
IMM2 Web IMM2 Web
Web IMM2
(CA)
Actions Generate a New Key and a Certificate Signing Request
(CSR) (CSR) CA
Actions Import a Signed Certificate
IMM2
CA IMM?2 CA IMM?2
CA CA Web
IMM2 Web
IMM?2 HTTPS Server CIM over HTTPS LDAP
LDAP LDAP
LDAP LDAP CA
LDAP LDAP
LDAP
SSL
IMM2
Actions

Generate a New Key and a Self-signed Certificate
Generate a New Key and a Certificate Signing Request (CSR)
5 C ficate

Importa Trusted Certificate

Actions Download Certificate
CSR LDAP
Actions Import a Trusted Certificate
CSR Actions Import a Signed Certificate
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“Generate” Generate New Key and Self-signed Certifi-

cate

| Generate New Key and Self-signed Certificate

Required SSL Certificate Data
Country US United States

State or Province  NY

City or Locality MNew York

Organization Name My Company

IMM Host Name immi234

Optional SSL Certificate Data

Contact Person Chris Manager

E-Mail address cmanager@mycomp.com
Organizational Unit Sales

Surname

Given Name

Initials

DN Qualifier

ok Cancel

Generate New Key and Self-signed Certificate
Ok

cate Generated

Certificate Generatad

'

Close

Cryptography Management

Cryptography Management IMM2
131A

Cryptography Management
* Basic Compatibility Mode
e NIST SP 800-131A Compliance Mode

Certifi-

SP 800-



Basic Compatibility Mode NIST SP 800-131A Com-
pliance Mode

Basic Compatibility Mode Cryptography Management

IMM Security

Configure security protocols such as HTTPS and SSH. Manage security certificates.

| Apply | | Reset Values |

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

Basic Compatibiity Mode

- This mode is compatible with older firmware versions and with browsers and other network clients that do not
implement the stricter security requirements of the compliance mode below.

MIST SP 800-131A Compliance Mode

- Select this mode to have the IMM2 firmware comply with the requirements of SP 800-131A.
- Note: To prevent loss of access to the IMM2, this mode should only be selected if you are sure that your browser
and other network clients also work with the required SP 800-131A encryption modes.

NIST SP 800-131A Compliance Mode NIST SP 800-
131A Compliance Mode IMM2 SP 800-131A
. IMM2
SP 800-131A NIST SP 800-131A Compliance Mode
. NIST SP 800-131A Compliance Mode SNMPv3

NIST SP 800-131A Compliance Mode Cryptography Man-
agement

IMM Security

Configure security protocols such as HTTPS and S5SH. Manage security certificates.

| Apply || Reset Values |

HTTPS Server | CIM Over HTTPS | LDAP Client | SSH Server | Cryptography Management

Basic Compatibiity Mode

- This mode is compatible with older firmware versions and with browsers and other network clients that do not
implement the stricter security requirements of the compliance mode below.

NIST SP 800-131A Compliance Mode

- Select this mode to have the IMM2 firmware comply with the requirements of SP 800-131A.
- Note: To prevent loss of access to the IMM2, this mode should only be selected if you are sure that your browser
and other network clients also work with the required SP 800-131A encryption modes.

Select the settings below to override a strict compliance.

AjAllow SNMPV3 accounts that don't comply.
i
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IMM Management

. IMM2

IMM2

. IMM2
. IMM2

IMM Configuration

“Manage the IMM Configuration”

Bl wwnmmn Besm- nentiod s

Manage the IMM Configuration
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IMM2

1I

IMM

Management

Supervisor

Restart IMM

IMM2

IMM2

IMM2 Web
Restart IMM

Fail to Restart

| Close |

IMM cannot be restarted now because a firmware flash is

in progress.

IMM2

IMM2

IMM?2 |




2. IMM Management Restart IMM
3. Confirm Restart OK IMM2

Confirm Restart

Confirm Restart

: Do you want to restart the IMM?
The IMM will be unavailable during the restart. When the
restart is complete, you must log in to the IMM web

console to access the IMM.

OK || Cancel

IMM2 TCP/TP

IMM2

Integrated Management Module

The IMM is being restarted.

Web GUI access to the IMM will be unavailable until the
web server restart is complete, which may take 3-&
minutes. At that point, you will need to login to the IMM
console again.

4. IMM2 Web [ 10 IMM2 |
IMM2

IMM Management Reset IMM to factory defaults...
IMM2
. Supervisor
. IMM2 IMM2 Web
. Reset IMM to factory defaults IMM2

IMM2

1. IMM2 [ 10 IMM?2 |
2. IMM Management IMM Reset to factory defaults...
3. Confirm Reset to factory defaults OK



@

Confirm Reset to factory defaults

Do you want to reset all IMM settings to factory
defaults?

If you are working from the IMM local system, you will lose
your TCPR/IP connection as a result. You will need to
reconfigure the IMM network interface to restore
connectivity.

After the IMM configuration is cleared, the IMM will be
restarted.

98
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OK || Cancel |
IMM2 MM2 TCP/TP
IMM2 IMM2 Web [ 10 IMM2 |
IMM Management Activation Key Management
IMM2 Features on Demand (FoD) 141
7 , Features on Demand | FoD




System Status IMM2

System Status
System Status System Status

IMM?2 IMM?2 IMM2
Add System Descriptive Name... IMM2

IBEM Integrated Management Module |l

g| System Status Events »  Service

System x3650 M4

Add System Descriptive Name, . ,

Change System Descriptive Name IMM2

IBM Integrated Management Module Il

-‘L;T‘-:‘TE Change System Descriptive Name

Edit the name of your system. This is a name used for descriptive
purposes to help you identify your system.

J System name must be specified

w

ST | Test Server]

Active Events| [0k | [Cancel |

Severity e

System Descriptive Rename... System

Descriptive Name

© Copyright IBM Corp. 2013 99



Rename

IBM Integrated Management Module I

System Status Ewvents »  Service

System x3650 M4

Test Server Rename. ..

System Status System Status

Power System state

System Status

Power: On
System state: System running in UEFI

Systermn Information = Power Actions

State

/ UEFI UEFI
UEFI UEFI
UEFI UEFI

. (0S)

e IMM2 Ethernet over USB
. Ethernet over USB

100 |



System Status

e System Information

* Power Actions

* Remote Control [ 109

e Latest OS Failure |

135

System Information
tem Information

. (UUID)

* Restart count

System Information

System Status

Sys-
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II

System Information = Power Actions =

s

Remote Control. . . || Latest OS Failure Screen

System Information Quick View

Machine Name
Machine Type

Maodel

Serial Number

Uuib

Semer Power

Semer State

Total hours powered-on
Restart count

Ambient Temperature
Enclosure Identify LED
Check Log LED

Close

System x3650 M4
7915

352

0BCNZ40
E596BE84B75E 11EOAIBOE41F13EBOFT2
Cn

System running in UEFI
117

i

BOBOF/2700C

Off| Change. . .

Off

System Status

IBM Integrated Management Module Il

S System health is normal. vice and 5i

O

System x3650 M4




IBM Integrated Management Module Il

2 0/}
s

IBM Flex System x220+1Gb ENET

2 active error events
S 0 active attention event 2Mvice and St

tem Status Active Events
Active Events
Active Events

Severity - Source Date Message

Q Error System 16 Jul 2012 09:00:28.000 PM Sensor Mezz Exp 2 Fault has fransitioned to critical from a less severe
o state.

@ o St 18 Jul 2012 01-00-29.000 PM Sensor Mezz Exp 2 Fault has transitioned to critical from a less severe
o state.

System Status

Hardware Health

Power Modules
Critical

System Status Hardware Health

Hardware Health

Caompaonent Type Status

Cooling Devices Mormal
Power Modules @) Critical
Disks Mormal
Processors Mormal
e Mormal
Syﬂ;ﬁ Mormal

Sys-

IMM2
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Memory

Memory

Display the memory modules available on the server. Clicking on @ module displays a Properties pop-up window with 2 tabs: Eve
FRU Mame « Status Type Capacity (GB)

; DIMM§ ! [@ANormal DDR2 4
Dimm [AMormal DDR3 4
DIMM 16 [AMormal DDR3 4
DIMM 21 [Amormal DDR3 4

(FRU)
Events

DIMM 4 Events

Properties for DIMM 4

Events Hardware Information

There are no active events for this device

|_Clnse |

Hardware Information

DIMM 4 Hardware Information



Properties for DIMM 4

Events Hardware Information

Description DIMM 4
PartMumber M393B5773CHO-YH9
FRU Serial Number 8634E095
Manuf Date 2211
Type DDR3
Size 2 GB
Close

105
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6 IMM2

[ 17 3 , IMM2 Web

IMM2

System Status

IMM2 System Status

Events

Services and Support

Server Management

. Server Firmware
. Remote Control
- CD DVD USB
. Server Properties
. Server Power Actions
. Disks
. Memory
. Processor
. Server Timeouts

© Copyright IBM Corp. 2013 107



. PXE Network Boot

. Latest OS Failure Screen oS

. Power Management

108

II

Power Actions

Actions

Power On Server at Specified Date and Time

Power Off Server Immediatcly

Shut down OS5 and then Power OFf Server

Stud down OS5 and then Restart Server

Restart the Server immedately

Festart the Server with Norvmaskable intemumpt (NM1)
Schedue Daily/Weekly Pawer and Restart Actions.

te  TMM M

1.

. System Status

. Server Management
2. Actions

6.

Power Actions

Power Actions

Server Power Actions

Power on server immediately

Power on server at specified date

and time

Power off server immediately

Shut down operating system and then power off

server !

Shut down operating system and
server '

then restart

Restart the server immediately

Restart the server with non-maskable interrupt

(NMI)

NMI
IMM2
F1 NMI
NMI

Setup

UEFI




Schedule daily/weekly power and restart actions
Enter Sleep Mode S3
S3
Exit Sleep Mode S3
S3
1. “ ” IMM2
IMM2
IMM2 Web IMM2
CD DVD
USB IMM2 Premium
IMM2 Web
IMM2 IMM2 Basic IMM2 Stan-
dard IMM2 Premium [ 3 IMM2 |
IMM2
. 1600 x 1200 (75 Hz)
. CDh DVD USB
ISO
. IMM2
. IMM2
IMM2
IMM2 Java ActiveX applet
Java ActiveX applet
IMM2 Java applet ActiveX applet IMM2
Java applet ActiveX applet
Java applet IMM2

Java applet

6 IMM2 109



110

II

Java
Windows Oracle Java 1.5

1. > >
Java Plug-in 1.5 Java Plug-in
Cache

il

. Enable Caching Java

. Clear Caching IMM?2
Clear Caching

IMM2 [ 121

IMM?2 Premium IMM?2 IMM Standard IMM
Premium [ 3 IMM2 |

IMM Premium

Video Viewer

1. Video Viewer File

2. Capture to File

3.
Java JPG ActiveX
BMP



File View Macros Tools Help

| Save

Save In: ||‘_‘=| My Documents

‘|j a 3 My Videos

I3 Access Connections [ Snaglt Catalog
7 Bluetooth Exchange Folder[5 Updaters

=] Downloads

=] My eBooks

I3 My Music

‘l‘_‘] My Pictures

File Name: |

Files of Type: |*.jpg or *jpeqg files

Video Viewer

Video Viewer View

Hide Status Bar

Show Status Bar

Refresh
Video Viewer

Full Screen

Video Viewer Video Viewer
Windowed
Video Viewer Video Viewer

Fit Video Viewer

Video Viewer
Video Viewer

6 IMM2
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IMM2
Remote Supervisor Adapter II

1. Video Viewer View
2. Color Mode

. 7 9 15 23

. 16 32 64 128

File | View | Macros Tools Help

Hide Status Bar
Refresh

Full Screen
Fit

Color Mode » Color ] ysten Settings
Grayscale ¥
This option is only

Integrated Management HN for older generation
Processors UEFI drivers to
Hemory configure their
Devices and I/0 Ports corresponding device.
Power

Operating Modes

Legacy Support

System Security

Recouery

Storage
Network
Driver Health

Ti=Hove Highlight - - it sc=Exit

[I1 Informational Event(s) Detected, Check PUST Event Uiewer

3.
Microsoft Windows
Ctrl+Alt+Del F1
1. Video Viewer Macros
2. Soft Key

112 |



File View | Macros| Tools Help

Cirl-Alt-Del
Alt-Tab
AIt-ESC
Cirl-ESC
Alt-Space
Alt-Enter
Alt-Hyphen
Alt-F4
PriScm
Alt-PrtScrn
F1

Pause
Tab
Cirl-Enter
SysReq

Alt-SysReq
Alt-L Shift-RShift-Esc
Cirl-Alt-Backspace
Alt-F?

Cirl-AltF?

System Configuration and Boot Management

This selection
displays the basic

details of the Susten.

Video Viewer Macros

1. Video Viewer
2. Soft Key
3. New
4.

OK
5.

Video Viewer

Macros

Add

Linux X

Delete

New

OK

Ctrl+Alt+F2

IMM2
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Video Viewer

Session Options

A S e

OK

Video Viewer

Tools

Session Options

General

Pass all keystrokes to target

1. Remote Control Tools

2. Session Options

3. Session Options

Mouse

File View Macros Tools Help

IMM System Event Log

Session Options

ﬂxﬁﬁhz Sgs

0x0005
0x0006
0x0007
0x0008
0x0009
0x000A
0x000B
0x000C
0x000D
0x000E

0x0003 Sys
0x0004 Sys

| General | Mouse | Browser |

Single Cursor

Termination Key: [F12 | |

Mouse Mode
@ Absolute
) Relative

! Relative (default Linux acceleration)

[ok ][ apy |

|Ca,noel

Absolute

Relative




Relative (default Linux acceleration)
Linux
Linux

Video Viewer
Video Viewer
Tools > Single Cursor

Video Viewer KVM

Defined Termination
Tools > Session Options > Mouse

Video Viewer Web
Video Viewer

1. Video Viewer Tools
2. Power

On
Off
Reboot

Cycle

Video Viewer Video Viewer Tools
Stats

Frame Rate

Bandwidth

Compression
100.0%
10%

Packet Rate

Windows (RDP) RDP
KVM RDP
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Knock-knock

Web Knock-knock
Knock-knock
Web
Knock-knock
Web
Web Java ActiveX
Web
Knock-knock
1. Remote Control
. Server Management Remote Control
. System Status Remote Control...
2. Allow others to request my remote session disconnect

Allow others to
request my remote session disconnect

No response time interval

. IMM?2
. Knock-knock

0

. Allow others to request my remaote session disconnect =

Mo response time interval: = 1 hour

Start remote control in single-user mode
Gives you exclusive access during the remote session.

Start remote control in multi-user mode
Allows ather users to start remaote sessions while your session is active.

1. Refresh

Remote Control Session in Progress
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[Remote Control Session in Progress

If il sessions are currently consumed, you can send a request to disconnect one of the available sessions.

User Name «  Active Sessions Availability for Disconnection Timeout Value

USERID 1921685.11 8 [Requestto connect L hour

R

Availability for Disconnection

Request to connect:
Web

* Waiting for response:
Web

* Other request is pending:
- Web
- Knock-knock

¢ Not available:

Request to connect

Sendrequest

Your requesthas been sent successfully.
Please waitforthe responsefromthe remote user,

Clase

Web

Web

Requestis accepted

The reguestto disconnectthe remote session has been
accepted. Press the button to Start Remote Control Now
within 5 minutes, or the option to start the remote control
session willbe disabled.

Start Remote Control Mow Cancel

Knock-knock
Web

Web
Cancel

Web

Knock-knock

Knock-knock

6 IMM2
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Requestis accepted

| Therequesttodisconned remote session has been accepted
s If no response within0 second, the optionto start a remote
controlsessionwill be disabled.

Cancel

Requestis denied

o Y'our reguestte disconnectthe remote session has
Ll been denied.

Close

Web IMM2 Web

Warning to terminate the remote session request

A remote session disconnect reguest i= currenthyin
progress. Logging outofthe IMM2 web wil
terminate this request.

oK -I-C:-ancel_

Request to End Remote Session

Request to End Remote Session
(] Request to End Remote Session b4

User USERID from IF address 132 .168.5 35 is asking to end your rermote sessior.
If the request is accepted, your live session will disconnect.

If you do not act within 45 minutes, your session will be automatically be
disconnectad.

I Accept, end my session now | | Deny |

Accept, end my session now
Deny
Request to End Remote Session
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Timeout of Remote Session

I.1)  Arequestto end your session has timed out waiting for your response, Your remote session has ended automatically.

<]

Virtual Media Session CDh DVD
USB
USB
 USB USB
— Microsoft Windows Server 2003 Web Std Ent DC SP2 R2 SBS
— Microsoft Windows Server 2008 SP2 Std SBS EBS
— Microsoft Windows Server 2008 R2
— SUSE Linux Enterprise Server V10 SP3 x86_64
— SUSE Linux Enterprise Server V11 x86 _64
— Red Hat Enterprise Linux Enterprise Servers V3.7 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V4.8 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V5.5 x86 x86_64
— Red Hat Enterprise Linux Enterprise Servers V6.0 x86 x86_64
- ESX 45 4.0 Ul
. Java 1.5
. Intel Pentium III 700 MHz
1. Video Viewer Tools
2. Launch Virtual Media Video Viewer
Video Viewer Encrypt disk and KVM data dur-
ing transmission ADES
Virtual Media Session Video Viewer Virtual Media Session
Virtual Media Session
ISO CD
DVD ISO

Select

IMM2
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CD DVD

CD DVD
Mount Selected Add
Image 1SO Virtual
Media Session 1ISO
Unmount All
Map IMM2
(RDOC)
Yes
L‘&”
IMM2
IMM2 Web IMM2
50 Mb RDOC
Setup Delete
Video Viewer Virtual Media Session

120

PXE

PXE Network Boot

1. IMM2 [ 10 IMM2 |
2. Server Management PXE Network Boot

IBM Integrated Management Module Il

Aitompt PXE Notwork Boot
Restort mmecicAely and altempl PXE Network Boot
Shut down OS. Restart, and attempt FXE Network Boot

server reotant

3. Action Attempt PXE Network Boot at next server restart

II



CancePeBot

r's Hardi
| be aered only I the

coons

e and Support = Server Management =

k. The boot
iy,

ce Hanua

PIE Network Boot wil be attenpted at next server restart

Restart mmediately and attempt PXE Network Boot
Shut down OS, Restart, and attempt PXE Network Boot

MM Management «

CancelPxeBoot

Confirm Cancel

Confirm Cancel

» This will cancel the PXE Boot 3t the next Server restart,

Procead?

oK | | Cancel

Server Firmware
IMM2 UEFI

1BM Integrated Management Module Il

Firmuware Type
Dsa
2
1HH2 (Primary
1M142 (Backup)
UEFI
UEFI (Primar,
UEFI (Backup

DSA

Server Firmware

B systemstts Evntse e

Server Firmware

Show the firmware levels on various server components, including the THH tsef.

Updaze Frmiare.

& status
Active

Active

Inactive

Active

Inactive

and Support v

Version
924

Server Management +

Build
DSYTA2B

1200380
1200397

D7E1200US
D7E120CUS

DSA IMM2

Active Primary

USERID

1M Management v

Release Date
2012:08-10

UEFI

IMM2

¢ Active

* Inactive

* Pending

DSA

Primary

Backup

IMM2

Backup
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Server Management

2. Update Firmware

Server Firmware

Update Server Firmware

Update Server Firmware
noose Frmware Fie Select Firmware File
Upload and Verify
Addbonal Gpbons

Perform Frmware Fash

Select File ...

fack | Newt® | Firech | Cancal |

Select the frmware file that you wish to Lse to fash the IMM/Server Firmware

i Fleass note that updating server frmware via this wizard = intended for recovery
purposes only. 1t is strongly recommeanded

\Updateskpress System Fack Instalier,

that updates be performed using the 1BM
a5 @ dewrioasd from the 18M web site.

Salacted Flash File: ibm_fw_imm2_laco31--1.60_anyos_noarch.uxz

Cancel
Select File...

Update Server Firmware

Select File...

Update Server Firmware

Server Firmware

File Upload

Choosa Frmware Fie

Select Firmware File
/| Upload

ad

| Pastorm Eir

fie st you wsh 10 use:

Frmuare

naiy

frmware via for recovery

Select File ...

<Back | Next>

rish | Cancel

Lookim: | (3 Systema3750fwundates

¥ o E

g (B ion_fin_rmm2_ta0831--1.60_anyos_noarehuxz

y Recert

&
Deskicp
=

My Documents

Wy Compter

My Nehwosk  Filsof type-

Fie rame. b 2 fa031-1 60_arycs noarch x|
Ao i

IBM Integrated Managemant Module 1l USERID  Settings | Log out

Firmware

Open

Update Server



Update Server Firmware
Eroose Frmvare File Select Firmware Fle
Select the Srmware fle that you wish fo Lss 1o flash the IMM/Server Frmiars:

L Please note that updating server firmware via this wizard 5 inlended for recovery
purpases only, It i strongly recommended that updates be perfonmed using the 184
Updateskpress System Pack Instaler, avalable as a download from the IBM web site.

Select File ...

Selected Flash File: ibm_fw_imm2_1laco31--1.60_anyoes_noarch.uxz

gack | Mext® | Finich | Canecel
Next >

Update Server Firmware

2 Choose Fimware il |pload and Verify
The fiemware file is being uploaded. You will have an opportunity to verify its the correct file prior to the flashing procedure.

Upload and Verify

Uplsading firmware file
'ibm_fw_imm2_lacc31--1.60_anyos_noarch.usz'

Back Peext

DSA IMM UEFI

Successful upload

Update Server Firmware

< Choose Frmuware File Upload and Verify

Upioad and Verfy The firmware file is being uploaded. You will have an cppartunity to verify it s the correct file prior to the flashing procedure.

Adde

Perform Firmwara

r; Successful upload.
The firmware mage tbm_fw_imm2_1aoo31-1.60_anyos_noarch,ua’ was
successfully upioaded and verified,

The upioaded file was detected as a MM firmware fie with Buid ID 1400311,
The current Buld 1D in the primary area is LA0031L.
The current Buid ID in the backup area is 1400292,

If this is correct, dick the Next button to continue the frmware update procedure,

| <Back | [Next> Firish | Cancel

6 IMM2
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7. Next > < Back

Next >

Update Server Firmware

i Choose Firmware File Additional Opﬂoﬂs

I Upload and Verify Some firmware types have additional options that you can select.

Additional Options

. Actionl: Update the primary bank {default action)
Action2:

<Back | iNext>!| Finish | Cancel

8. Action 1 Update the primary bank (de-
fault action) Update the backup bank

Update Server Firmware
@ Choose Firmware File  Additional Options
= Upload and \-’Eﬂf)' Some firmware types have additional options that you can select.
Additional Options
Perform Fi S|
. Actionl Update the primary bank (default action) Ty
ActionZ: Update the primary bank (default action)
Update the backup bank
<Back || Next> | Finist Cancel

Action 2
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Update Server Firmware

% Choose Firmware File
= Upload and Verify

Additional Options

Perform Firmw Fl

‘<Back || Next= | Finish

Additional Options

Some firmware types have additional options that you can select.

.4 Actionl Update the primary bank [default action)
.+ Action2 Update the backup bank

| Cancel |

Action 1 Action 2
Next >
Action 1 Action 2
Update Server Firmware
2 Choose Firmware Fie  parform Firmware Flash
2 Upload and Verfy =The firmware is being fiashed now.
i fradRienl Options Action 1 of 2: "Update the primary bank (default action)'
Portomy Frmwate Stash Action 2 of 2; ‘Update the backup bank
N 27%
Ba 3
IMM2
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Update Server Firmware

¥ Choose Firmware File
4 Upload and Verify
(1 Additional Options

Perform Firmware Flash

Finish

Perform Firmware Flash

>The firmware is being flashed now

Firmware update success.

The firmware update procedure completed successfully. Click Finish 1o close this
wizard.

If the update included a flash of the IMM primary partition, it will also be necessary to
Restart the IMM for the IMM update to take effect.

If the update included a flash of the UEFI firmware it will also be necessary to Restart
the OS for the update to take effect.

Restart IMM

Server Firmware

IBM Integrated Management Module Ii USERID

System Status  Events «

Server Firmware

previous buik name.

10 take effect,

Restart OS Restart IMM

[lipdaie Firmuare

Service and Support ~  Server Management~  IMM Management +

Show the firmware levels on various server components, including the IMM itself.

/3 Firmware update Is successtul:
'\ The firmware builis below require restart astions. Before the actions are iaken, the
pending firmware will keep the previous buiid and the table below stillshow the

The primary IMM build has been updated to buld 1AC039Q , and it must restart IMM

Schedule Restart Actions

126

Firmware Type + | Status Version Build Release Date
DSA Active 924 DSYTA4B 2012-08-10
MMz
IMM2 (Primary) Pending 215 1A0039Q 2013-01-28
IMM2 (Backup) Inactive 215 1A0039Q 2013-01-28
UEFI
UEF (Primary) Active 120 D?EIZDC%S 2012-08-23
UEFI (Backup) Inactive 120 D7E120CUS 2012-08-23
Events Event Log Event
Recipients
Event Log Event Log Event Log IMM2
IMM2 Event

Recipients
IMM2

Event Log

II
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IBM Integrated Management Module I

Systemn Status | Events - | Service and Support ~  Server Management =  IMM Management -
Even%og Full log history of all events

&dd and modify E-Mail and Sy
notifications

System x375(

Add System Descriptive Mani_

Event Recipients

Event Log

Event Log
This page displays the contents of the IMM event log, and allows you to sort and fiter the log. By default the log entries are displayed in reverse chronological order (most recent log entry first
displayed along with a timestamp, source and a text mess. .. more. ..

2 =3 X = Fiters: | @] [ [ Time: | Al Dates 6o
Severiy Source Date - EventiD Hessage
22 00t51 tems fitered Ditems selzcted Clearfiter  Applied filters: Events] Emar Waming Information Audit
R bin Remote Login Successiul. Login ID: USERID from
Informational 3112013 714 ’ .
@ nformationsl stem 112013 09.0242.771 M 0x4000000600000000 e ey
ENETICINep1]
DHCP-HSTN=1llI2-5cas8b4e83cs,
@ nformational  System 3112013 09:01:00.287 Al 0x4000001500000000 DN=cn.ibm.com, IP@=9.185.165.78
26, GW@=9.185.165.1
Minomatonal  System 3112013 09.00:58.957 Al 0x4000001900000000 LAN: EthemetlBItep2] interface is now active

ENETICIN p2]

1P-Cfg HstamesIhilz-Geaeah esses
[@informational  System 014000001700000000 IP@=159254 9 o
= 0.00
ENETICIN ep 1]
[@ Informational  System 3112013 09:00:53.403 Al 0x4000003700000000 1PVG-LinkLocal HstName=INNi2-5caebaeBacs,
IP@=fedl:Geas:bitiede:33ch Pref=64
[@ Informational  System 3112013 02:00:51.592 Al 0x4000001900000000 LA EthernetIBIepT] interface is now aciive
[ Informational  System 3112013 09:00:47.068 Al 014000000100000000 llanagement Gontroler SHi 05KNKL Hetwork
Initialization Complete
[@nformational  System 3112013 09:00:02:874 Al 0180080128210 Device Low Security Jmp has been added
[@ Informational  Power 3112013 02:00:02.304 Al (8051000913011 Host Power has been tumed of
. fianagement Controller SN 06KNKLO reset was
ormatic sy 5
[@ Informational  System 0:4000001200000000 iniiated by user USERID.
- Flash of SNz 0KNKLY from (-f71:0.185.166.119
ormatic Sy 3112013 08:47:59.118 A 23
[@ informational  System 3112013 08:47:52.118 Al 014000002300000000 jipaiidhonietvut iy
ormat s 112013 0843 N Remote Login Successful. Login ID: USERID from
[@ informational  System 3112013 08:43 " 0x4000000£00000000 boue Al 1P adtieae o 15 185110
= P P Remote Login Successful. Login ID: USERID from
| Severity Source Date X ~ EventD Message
-
=@ 0o0f52items fitered 0items selected Clearfiter ~ Applied filters: Events:[ Error Warning Information Augit ]
Remate Login Successful, Login ID: USERID fr
Informatianal
@ System 31Jan 2013 09:11:04 024 AM 0x4000000e00000000 Webguis at P address 9.186.166.119
Remote Login Successful. Login ID: USERID fr
Informational :
i3] System 31Jan 2013 09:02:42.771 AM 0x4000000e00000000 webguis at P address 9.111.20 57

Export
Event Log Export

Event Log

This page displays the contents of the IMM event log, and allows y|
entry first). For each log entry, the severity of the eventis displayed

@_j |ﬁ:‘] Export Event Logs
Severity Source Date

== 00f52 items filtered 2 items selecte

- [ Infarmational System 31 Jan 2013 09:]

7| [ Informational System 31 Jan 2013 09:(
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Delete Events

Delete Events

Delete Events
3 Choose which events you wish o delete
-/ Platiorm Evenis
/ Auditevents
OK || Cancel
DT e e eI D
Refresh Events Warning Events Audit Events
22F@s riors: @[/ [E[8] e [Apses 2
Visible Columns Error Events Information Events Date ranges to show
FIEETE: s | @[ [ ] tme | Aioaes enen =
Severity Source Date ~  EventD Message
if:& 0 of 53 items filtered 0 items selected Clear filter  Applied filters: Events:[ Error Warning Information Audit]
i - Remote Login Successful. Login ID: USERID
[ Informational System 1Feb 2013 01:29:28 414 AM 0x4000000200000000 webguis at 1P address 9.186.166.119

Event Recipients

Event Recipients

IBM Integrated Management Module 1l

System Status | Events = ' Service and Support +  Server Management »  IMM Management «

Ewvent Log Full log history of all events

System x375C

Add System Descriptive Mant

Add and modify E-Mail and Syslog

BN AN naotifications

Event Recipients

Event Recipients

II



IBM Integrated Management Module 11
Service and Support = Server Management »  IMM Management »

System Status  Events v

Event Recipients
a summary list. of all remote alert recipients. Use the links in the Mame colurmn to configure individual alert recipie

This table lets you vie
labeled with the configurad name for that particular recipient. . . . more. ..
Generate Test Event. . . || Global Settings. . . |
Events to Receive

W
W

Create ¥ |
Status

Name Motification Method

Event Recipients more

IBM Integrated Management Module I

MM Management w.

System Status  Eventsw  Service and SUpport v Server Management v

Event Recipients

iabeled wih the configured name for that particulr recipient.

This table lets you view a summary list of all remote alert recipients. Use the links in the Name column to configure individual alert recipients. You can define up to 12 unique recipients. Each link for an alert recipier
To work with an alert recipient, dlick the link corresponding to that recipient to open a page with recpient setup detais.

Global Settings. . .

less
Events fo Receive

Create
Name

Generate Test Event. . .
Status

Nfification Metnod

Create

Create
IBM Integrated Management Module [
Service and Support »  Server Management = IMM Management -

System Status  Events v
Event Recipients

This table lets you view a summary list of all remote alert recipients. Use the links in the Name column to configure individual alert recip)
labeled with the configured name for that particular recipient. . . . mare. ..

Create ¥ Generate Test Event. . . || Global Settings. .. | Delete

Create E-mail Notification  lification Method Events to Receive Status

Create SysLog Motification

Create E-mail Notification
Advanced Settings

Include the event log contents in the e-mail

body

Create E-mail Notification
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Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to receive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the{SMTP tab on Network Protocalsipage to configure the email server correctly.

Descriptive name:
E-Mail address:
Events to receive:

J Select all events

./ Critical -/ Attention
v Show sub-types

Include the event log contents in the e-mail body
Status:

Enable this recipient

Disable this recipient

+ Advanced Settings

Ok Cancel

./ System

Advanced Settings

Create E-Mail Notification

Use this dialog to configure specified E-mail recipients to receive Critical, Attention or System notifications
Note: To enable an E-mail recipient, you need to go to the SMTP tab on Network Protocols page to configure the email server correctly.

Descriptive name:
E-Mail address:

1

Eventst 2 fe:
. Sele( 5 ents

4 ~ Critical / Attention
» Shi types
5
6
Inclu 7 iventlog contents in the e-mail body
Staws: | &
Epat a enipianl k
Disal recipient
10

~Adve 11 |etlings
Specil 12
Index; -

dex number in the command line interface for this alert recipient

Cancel

~ System

Create Syslog Notification

Create Syslog Notification

Advanced Settings

Create SysLog Notification

Use this dislog to configure specified SysLog server ta receive Critical, Attention or System notifications

| Descriptive name:

Host name or IP address of the SysLog collector: = Port:

Events to receive:
J Select all events
./ Critical ./ Attention
» Show sub-types

Status:
Enable this recipient
Disable this recipient

» Advanced Settings

oK || cancel

_/ System

Advanced Settings

Ip



Create SysLog Notification

Use this dialog to configure specified SysLog server to receive Critical, Atiention or System notifications.

Descriptive name:

Hostna 1 [P address of the SysLog collector: Port:
2
3
Eventst 4 e
_ Sele ents
5
Critical Attention System
» shi B lypes 4 '/ A5y
7
Staws: | 8
JEnat g fecipient
Disal ecipient
10
» Advi l'{’_“] ettings
Speci 12 Yex number in the cammand line interface for this alert recipient
Indexi 1|+
OK || cancel |

Generate Test Event...
OK

Generate Test Event

IBM Integrated Management Module I USERID  Settings | Log

fame. Notiication e Status

Targst E-Uail Enabled

Generate Test Event x

@ This will generate a test event and will be broadcast to the recipient 'Target User' indicating that it is just a test. Do you wish to proceed?

Cancel |

Global Settings...

Retry limit

IMM2
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W =~ O W e W KN =

Ewvent Notification Global Settings

These settings will apply to all event notifications.

Retry limit:
=k

o] between entries (minutes):

between attempts (minutes):

Cancel

Delay between entries (minutes)

Event Notification Global Settings

These settings will apply to all event notifications.

Retry limit:
a3

Delay between entries (minutes):
0.5 |»

Delay between attempts (minutes)




Event MNotification Global Settings

These settings will apply to all event notifications.

Retry limit:
5| w

Delay between entries (minutes):
0.5 =

DeIaT between attempts (minutes):
0.5 =

0
0.5
B

ancel |

1.5
2
2:5
3
B
4

Delete

Confirm Event Notification Deletion

IBM Integrated Management Module I

MName Motification Method Events to Receiv
Email Subject E-Mail Maone
Email2 Subject E-Mail Mone

i

Status
Enabled

Enabled

Confirm Event MNotification Deletion

| cancel |

@ Do you want to delete the notification 'Email Subject' ?

IMM2
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Service and Support Download Service Data
IBM

Service and Support

IBM Integrated Management Module I

@ System Status Events » | Service and Support » | Server Management ~  IMM Management -

o Obtain a compressed file of relevant
Download Service Data S |

System x3750 M4 !

Download Now

Download Service Data

IBM Integrated Management Module Il

System Status Events »  Service and Support »  Server Management = IMM Management =

Download Service Data

Allows you to manually obtain the service data for your system. Normally you would only do this at the request of IBM Support
personnel.

Download Mow || Send Service Information

Progress

Progress

Generating Service Data. This may take several minutes, Please wait. . .
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IBM Integrated Management Module 11

B System Status  Events »  Service and Support v

Download Service Data

Allows you to manually obtain the service data for your system. Mormally you would only do this at the request of IBM Support personnel.

Server Management v IMM Management »

Download Now Send Service Inforl @[

Opening 7914A2ZA ObKNKLI_ imm2 20130206 104046 [}

You have chosen to open

] 7914A2A 06KNKL9 imm2_20130206_104046.tgz
which is a: Gzip archive (1.0 MB)

from: https://9.186.166.78

) Open with | Archive Manager (default)

@ Save File

What should Firefox do with this file?

[l Do this automatically for files like this from now on.

cancel || oK

Latest OS Failure Screen

Advanced
IMM?2

* Server Management

* System Status

Screen

Latest OS Failure Screen

Latest OS Failure Screen

System Status

IMM2

IMM2

Latest OS Failure

IMM2

135



A problem h 1] d and window as been shut

up for fur

Power Management

Server Management Power Management
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Server Management - | IMM Management «
Server Firmware View firmware levels and update firmware
Allows you access into the operating system of
Remote Control yOUF Sysisin
: Various properties and settings related to your
Server Properties system
Power actions such as power on, power off, and
Server Power Actions
restart
Cooling Devices Cooling dewices installed in your system
Power Modules Power modules installed in your system
Disks Hard disk drives installed directly in your system
Memory RAM instalied in your system
Processors Physical CPUs installed in your system
Server Timeouts Configure watchdogs, etc
Settings for how your system performs boot from
PXE Network Boot EYE Seriey
; Windows systems only. View an image of the
Latest OS Failure Screen most recent fallure screen
Powuuurglmnl Power devices, policies, and consumption
Policies Active Energy Man-
ager
IBM Flex System Policies

Server Power Management

Manage power related policies and hardware

Power Modules = Power Allocation | Power History

Power Policies

~ - Redundant with Throttling

Set pobces for how or f you wish to protect your system in the case of potential power module falure.
Current PDliC)f! Power Module R&dtald-ancy with Throttllng Allowed {.‘;hange |

;3r Power Limiting/Capping Policy
Set policies for how or if you wish to limit the total amount of power that the system overall is allowed to consume.
Current Policy: No Power Limiting | Change |

6 IMM2
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Power
Redundant with Throttling Change

Redundant without Throttling

Redundant with Throttling

Non-Redundant

Redundant with Throttling Change

Policies

Power Policies

Power Maximum
Supply  PowerLimit Coumated
Failure Limit' (Watts) Uaage
Redundant without Throttling
System will be allowed to boot only f it is guaranteed to survive the loss of a power supply and continue g 550 100%

1o run without throttiing

Redundant with Throttling
System will be aliowed to boot only i it is guaranteed to survive the loss of a 1 supply, though it may 1 660 83%
need to throttle to continue running.

Non-Redundant
System wil be allowed 0 boot provided thal it is guaranteed 1o stay up and runhing wihout throtting and 1045 5200
both power supplies operational. The system will throttle f a power supply fails in an atiempt to stay up
and running. but there is no guamn!ee

' This is the maximum number of power supphes that can fail while still guaranteeing the operation of the selected policy.
™ The estimated usage is based on the maximum power lmit aliowed in this policy and the current aggregated power in use of all components in the chassis

Ok Cancel

Active Energy Manager
Power Policies Power Limiting/Capping Policy
Change Change Power Capping Policy

Change Power Capping Policy

Na Power Limking Change Power Capping Policy

The maximum power limit wil be determined by the active Power Redundancy policy.
Power Capping
Sets the overall system power Imit. In a situation where powering on a component would cause the limit to be exceeded, the component
would not be permitted to power on.
57 190
190  watts (Range 57 - 190)
a A DC

Ok | | Cancel

Power Capping
Active Energy Manager

24



Power Modules

Server Power Management

Manage power related policies and hardware

Policies | Power Modul Power Allocation | Power History

Power Modules

Display power modules in the system with status and power ratings. Clicking o
with 3 tabs: Events, HW Info, and Errors,

E module displays a Properties pop-up window

MName ~ Slals Rated Power (Watis)
Power System @Normal N/A
Power 1 @Normal 550
Power 2 E@Normal 550
Properties
Events HW Info Errors

Power Allocation

Policies  Power Modules Power History
Power Allocation

Total DC Power Available 660 Watts

Total DC Power In Use 33 Watts

Total Thermal Output 112 BTU/Mour Refresh

Power Supply Utilization

\Remaining: 110W

System Max: 55

[T System Max: maximum amount that all components together could
theoretically consume. The IMM ensures that at least this amount (s allocated and
available

7] Remaining: remaining Power Supply Capacity

Current DC Power Consumption

N

y
Unused: 317W [

.
\‘
| | cpuiw
\ ﬁ Others: 26W
A >

b
g

[E] CPU: current DC power consumption of a the CPUS.
[} Memory: current DC power consumption of all the DIMMs

[7] Other Devices: current DC power consumption of the other devices.
[1] Unused: amount remaining for additional devices

Power History

tory Chart

Power His-

IMM2
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Policies Power Modules = Power Allocation

Power History

Chart Table

The chart below shows the DC power consumption history. You can check the average, maximum, and minimum DC power for the system.

Previous hour - | DC | - || Refresh
10
36
"2 . i g
g B —
32
—~ 28
vl
a
k-]
T
=
=20
1o
(3]
3 16
=]
(-
8
i
0 T T T T T T T T T
11:14 11:47 11:19 11:22 11:24 11:27 11:29 11:32 11:34 11:37 11:30 1142 1144 11:59 12:02 12:04 12:07 12:0
R b o
Avg Max Min

Polling Interval: 5 Data Points

Note: Based on the polling interval and the trend period selected, if the total number of data points returned cannot be clearly displayed due to the

width of this chart. some data paints may be omitted and the time periods between those displayed may not match the chassis polling interval

sening.




7 Features on Demand

IMM?2 Features on Demand (FoD)

IMM2

FoD

IMM2

IMM2

IMM2 FoD

Features on Demand User’s Guide |nttp://www.ibm.com/systems/|

IBM Integrated Management Module Standard Upgrade

IMM2 Basic

IBM Integrated Management Module Advanced Upgrade

FoD IBM http:/
[www.ibm.com/systems/x/fod/|
IMM2 Web IMM?2 (CLD) FoD
* FoD IMM2
. FoD
I | | | 145
| IMM2 Web FoD 175
keycfg | IMM2 CLI FoD
FoD
FoD
1. IMM2 [ 10 IMM?2 |
2. IMM2 Web IMM Management Activa-
tion Key Management
© Copyright IBM Corp. 2013 141
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USERID Settings | Log out

fnagement ~ | IMM Management =

; Warious properties and settings related to the
IMM Properties iy
Create and medify user accounts and
prafiles that will have ac ta the IMN

Users

0pe| Network by the IMM

Caonfigure security protocols such as SSL and

SSH

Security

w & summary of the current configuration

IMM Configuration settings.

Restart the IMM. Typically anly
Restart IMM experiencing problems with the [MMN
Sets all current configuration settings back to

N Reset IMM to factory defaults. . . default values

Metwaork settings such as SMMP and LDAP used

Add and remove activation keys for additional

Activation Key Mananﬁm functionality

ins are co-located o

Activation Key Management Add...

IBM Integrated Management Module I

Activation Key Management

Add, remove and export activation keys for additional functionality.
Add. . || Delete || Export

Izl System Status  Events =  Senvice and Support+  Senver

| _____ Descriptor Type +  Feature Description
Add Activation Key Select File...
Open

Add Activation Key
Cancel

File Upload
Cancel
OK



Add Activation kKey

Select the file that contains your activation key information

| Selact File. %J

Ok | Cancel l

Success

SuCCesSS X

E SLuCcCess

[ Close ]

Error

° Error Code: The License key format is invalid

| Close ]

. FoD

Error

° Error Code: Invalid Machine Type in License key

| Close |

OK Success

Activation Key Management

7 Features on Demand
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Activation Key Management
Add, remove and export activation KE\’E for additional 'LH\CUDITaIIl’)’.
Add Delete || Export

| Descriptor Type ~ | Feature Description Unique IDs Constraints

IBM Integrated Management Module Advanced 791406KNKLD
Upgrace

No Constraints

FoD

FoD
1. IMM2 [ 10 IMM?2 |

2. IMM2 Web IMM Management Activa-
tion Key Management

USERID Seftings | Log out

hnagement = | IMM Management -

Various properties and settings related to the

IMM Properties MM

eate and maodify nts and

Users that will ha e IMN
MNetwark settings such as SMMP and LDAP used
ope| Network o g ‘ ins are co-located o
by the IMM
Confioure sscurity nrotocols suck o SQ na
writy Caonfigure security protocols such as SSL and

SSH

) ) View a summary of the current configuration
IMM Ceonfiguration -=u:1-]- ! 1
Restart the [MM.

eXpenencing pr

ly only needed when

i)
with the [MM

Restart IMM

Sets all current configuration settings back to

M
Reset IMM to factory defaults. .. default values

Add and remaove activation keys for additional
functionality

Activation Key Managﬁnt

3. Activation Key Management
Delete

Activation Key Management

Add, remove and export activation keys for additional functionality.
Add. . De[riL‘e Export

Descriptor Type «  Feature Description Unique IDs
g : IBM Integrated Management Module Advanced
H 1 Upgrade T91406KNKLI
4. Confirm Activation Key Deletion OK
Cancel
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Confirm Activation Key Deletion

Advanced Upgrade' ?

{OKi | Cancel

Do you want to remove the activation key 'IBM Integrated Management Module

Activation Key Management

IBM Integrated Management Module I

System Status  Events -

Activation Key Management

Service and Support ~  Serve

Add, remove and export activation keys for additional functionality.

Add. .. || Delete || Export
_ Descriptar Type «  Feature Description
FoD
FoD
IMM2 [ 10 IMM2_|
IMM2 Web IMM Management Activa-

tion Key Management

7 Features on Demand 145



146

II

USERID Settings | Log out

fnagement ~ | IMM Management =

; Warious properties and settings related to the
IMM Properties iy
Create and medify user accounts and
prafiles that will have ac ta the IMN

Users

Metwaork settings such as SMMP and LDAP used

by the IMM ns are co-located o

0pe| Network

Caonfigure security protocols such as SSL and

Security SSH

w & summary of the current configuration

settings.

IMM Configuration

Restart the IMM. Typically anly
Restart IMM experiencing problems with the [MMN
Sets all current configuration settings back to

N Reset IMM to factory defaults. . . default values

Add and remove activation keys for additional

Activation Key Mananﬁm functionality

Activation Key Management

Export
Activation Key Management
Add, remove and export activation keys for additional functionality.
Add. .. | [} || Exppd
Descriptor Type «  Feature Description Unigue IDs.
IEM Integrated Management Module Advanced
: 1 Upgrads T91406KNKLS
Confirm Activation Key Export OK
Cancel

Confirm Activation Key Export

Do you want to export the activation key 'I'_EM Integrated Management Module
Advanced Upgrade'?




IMM2 (CLI) IMM2 Web Web
Telnet SSH CLI IMM2
CLI
IPMI IMM2
IMM2 User ID 1 USERID PASSWORD
(0] Supervisor

IBM Flex System IBM Flex System Chassis Management Mod-

ule (CMM) IMM2 (IPMI)
IPMI IMM2 CMM IPMI CMM
USERID/PASSWORD
IMM2 IPMI
CLI IPMI 2.0 IPMItool
IPMItool
| IPMItool |

Serial over LAN

IPMlItool Serial over LAN (SOL)
IPMItool | IPMItool |
IPMitool
IPMItool IPMI
IPMItool IMM2
[PMItool IPMItool [http://sourceforge.net/]
CLI IMM2 TP Telnet SSH 148
serial-to-Telnet SSH

© Copyright IBM Corp. 2013
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1. IMM2

2.
3. IMM2
system>
exit
serial-to-Telnet SSH
Serial-to-Telnet SSH IMM2

Telnet SSH
1. IMM2 Telnet Telnet
2. CLI console 1 COM
telnet 192.168.70.125 (Press Enter.)
Connecting to 192.168.70.125...
username: USERID (Press Enter.)
password: xxxxx%*x (Press Enter.)
system> console 1 (Press Enter.)

COM2 Telnet Telnet SSH
COM2
ESC (
CLI Esc

CLI IMM2 CLI
system>

148
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command [arguments] [-options]

y ¢)

ifconfig ethd -i 192.168.70.34 -g 192.168.70.29 -s 255.255.255.0



ifconfig eth0

CLI

Telnet SSH
Telnet

Telnet

160

system> history

0
1
2
3
a4

ifconfig ethO
readlog
readlog
readlog
history

system> 10
-state enabled

-C
-i
-9
=S
-n
-r
-d
-m
-b
-1

dthens
192.168.70.125
0.0.0.0
255.255.255.0
IMM2A00096BIEOO3A
auto

auto

1500
00:09:6B:9E:00:3A
00:00:00:00:00:00

system>

CLI 2 KB

flashing

system> power on

ok

system> power state
Power: On

State: System power off/State unknown

system>

ifconfig eth® -i 192.168.70.133

-h  -help ?

CLI

Backspace

history

Telnet

2048

ifconfig eth0 -1192.168.70.133
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system> power -h

system> power -help

system> power ?

help ?

system> help

system> ?
. IBM Flex System CMM IMM2

IMM2 CLI

«| 163 accseccfg |
o | 164 alertcfg |
«| 197 alertentries |
«| 165 asu [
« | 203 autoftp |
«| 168 autopromo |
«| 168 backup |
« | 200 batch |
«| 203 chconfig [
« | 205 chlog [
« | 205 chmanual |
« | 201 clearcfg |
«| 153 clearlog |
« | 201 clock |
«| 162 console |
| 169 cryptomode |
« | 169 dhcpinfo |
«| 170 dns |
| 172 ethtousb |
« | 206 events [
o | 152 exit [
«| 153 fans [
«| 153 ffdc |
o | 158 fuelg [
| 172 gprofile |
o | 152 help |
o | 152 history [
«| 201 identify [
[ 173 ifconfig |
« | 202 info |




[ 175 keycfg |
[ 176 ldap [

[ 154 led |

[ 177 ntp |

[ 178 passwordcfg

[ 179 ports |

[ 180 portcfg

[ 180 portcontrol |
[ 159 power |
[ 161 pxeboot

[ 155 readlog

[ 161 reset [

[ 202 resetsp

[ 181 restore |
[ 182 restoredefaults

[ 206 sdemail

[ 182 set |

[ 182 smtp |

[ 183 snmp

[ 185 snmpalerts |
[ 202 spreset

[ 186 srcfg |

[ 187 sshcfg |
[ 188 ssl |

[ 189 sslcfg

[ 156 syshealth

[ 191 telnetcfg

[ 157 temps

[ 192 thermal

[ 192 timeouts

[ 192 tls [

[ 193 usbeth [
[ 193 users |

[ 157 volts |

[ 158 vpd [
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* | history |

exit

exit CLI
help

help

?

history

history

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history
system> ifconfig eth0
-state enabled
-c dthens
-i 192.168.70.125
-g 0.0.0.0
-s 255.255.255.0
-n IMM2A00096B9EOO3A
-r auto
-d auto
-m 1500
-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00

system>

«| 153 clearlog |
«| 153 fans [

«| 153 ffdc |

o | 154 led |

«| 155 readlog |
«| 156 syshealth |
-| 157 temps |
«| 157 volts |
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. [ 158 vpd
| p

clearlog

fans

ffdc

clearlog IMM2

fans

system> fans
fanl 75%
fan2 80%
fan3 90%
system>

ffdc

ffdc
* generate
» status

° copy
* delete

IBM

! sftp

sftp
/tmp/

“/”

~/

—ip ! tftp/sttp

-pn tftp/sftp

69/22

-u sftp

-pw sftp

1. generate  copy

ffdc [options]
option:
-t1 4
-f
-ip ip_address
-pn port_number
-u username
-pw password

153



system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_imm2_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_imm2_120926-105320.tgz

system>
led
led
. led
* led -d led -identify on
-1
-chklog off
-identify off on blink
-d

led [options]
option:
-1
-chklog off
-identify state
-d time

system> led

Fault off
Identify On Blue
ChkTlog off
Power off
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system> led -1

Label Location State Color
Battery PTanar off
BMC Heartbeat PTanar Blink Green
BRD Lightpath Card off
Channel A PTanar off
Channel B PTanar off
Channel C PTanar off
Channel D PTanar off
Channel E PTanar off
Chk1og Front Panel off
CNFG Lightpath Card off
CPU Lightpath Card off
CPU 1 PTlanar off
CPU 2 PTlanar off
DASD Lightpath Card off
DIMM Lightpath Card off
DIMM 1 PTanar off
DIMM 10 PTanar off
DIMM 11 PTanar off
DIMM 12 PTlanar off
DIMM 13 PTlanar off
DIMM 14 PTanar off
DIMM 15 PTlanar off
DIMM 16 PTanar off
DIMM 2 PTanar off
DIMM 3 PTlanar off
DIMM 4 PTlanar off
DIMM 5 PTlanar off
DIMM 6 PTanar off
DIMM 7 PTlanar off
DIMM 8 PTanar off
DIMM 9 PTlanar off
FAN Lightpath Card off
FAN 1 PTanar off
FAN 2 PTlanar off
FAN 3 PTanar off
Fault Front Panel (+) off
Identify Front Panel (+) On Blue
LINK Lightpath Card off
LOG Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card off
PCI 1 FRU off
PCI 2 FRU off
PCI 3 FRU off
PCI 4 FRU off
PTanar PTlanar off
Power Front Panel (+) off
PS Lightpath Card off
RAID Lightpath Card off
Riser 1 PTanar off
Riser 2 PTanar off
SAS ERR FRU off
SAS MISSING PTlanar off
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card off
system>
readlog
readlog IMM2 5
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readlog

readlog -a

readlog -f

readlog -date date
0}

readlog -sev severity
0}

readlog -i ip_address

IPv6 1P -i -1

readlog -l filename

readlog -pn port_number
69/22

readlog -u username
readlog -pw password

readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-1 filename
-pn port_number
-u username
-pw password

system> readlog -f

5
5
5
mm/dd/yy
E W I
TFTP SFTP
-i -l
TFTP SFTP
SFTP
SFTP

1 I SERVPROC 12/18/03 10:18:58 Remote Login Successful.

Login ID:''USERID' CLI authenticated from 192.168.70.231 (Telnet).'
2 1 SERVPROC 12/18/03 10:12:22 Remote Login successful.

Login ID: ''USERID' from web browser at IP@=192.168.70.231"

3 E SERVPROC 12/18/03 10:10:37
4 E SERVPROC 12/18/03 10:10:37
5 E SERVPROC 12/18/03 10:10:37
system> readlog

6 E SERVPROC 12/18/03 10:09:31
7 E SERVPROC 12/18/03 10:09:31
8 I SERVPROC 12/18/03 10:09:25
9 I SERVPROC 12/18/03 10:09:24

Failure reading I2C device.
Environmental monitor not responding.
Failure reading I2C device.

Fan 2 Fault. Multiple fan failures
Fan 1 Fault. Single fan failure
Ethernet[0] Link Established at 1006Mb, Full Duplex.
Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

syshealth

II

syshealth
IMM2

IPv4



system> syshealth

Power On

State System on/starting UEFI
Restarts 71

system>

tem PsS
temps Web

system> temps

Temperatures are displayed in degrees Fahrenheit/Celsius
WR W T SS HS

CPUL  65/18 72/22 80/27 85/29 90/32

CPU2 58/14 72/22 80/27 85/29 90/32

DASD1 66/19 73/23 82/28 88/31 92/33

Amb 59/15 70/21 83/28 90/32 95/35

system>

WR

—

SS
HS

volts
volts Web

system> volts
HSL  SSL WL WRL V WRH WH  SSH HSH

5v 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
3.3v. 3.35 2.80 2.95 3.05 3.10 3.50 3.65 3.70 3.85
12v 12.25 11.10 11.30 11.50 11.85 12.15 12.25 12.40 12.65
-5v -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70
VRM1 3.45

VRM2 5.45

system>

HSL
SSL
WL
WRL

WRH
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WH
SSH
HSH

vpd
vpd (sys) IMM2 (imm)
Dynamic System Analysis Preboot (dsa) (fw)
Web

vpd [options]
option:

-sys

-imm

-uefi

-dsa

-fw

-comp

vpd

BIOS (uefi)
(comp)

-sys

-imm IMM2

-uefi BIOS

-dsa Diag

-comp

system> vpd -dsa
Type Version Build ReleaseDate

DSA 9,25 DSYTABA  2012/07/31
system>

158
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o | 159 power |

«| 161 pxeboot |

. | 161 reset |

fuelg
fuelg

fuelg

II




-pme

on

off

-pcapmode

ac

dc

-pcap

fuelg

on

off

on

off

N+N

fuelg [options]

option:

-pme on|off
-pcapmode dc|ac

-pcap

-pm bt|r|rt
-mpc cc|ahp

-at on|off

-r on|off

-nn

system> fuelg

-pme: on
system>

power

power

Power/Restart Access

7. Power

power

power

Remote Server

power on

on

off

power off

-S

on

off
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7. Power

(

)

power cycle

-S

power enterS3

S3

S3
power S3resume S3
S3
power state on off
power on power off power cycle
-s
power off  power
cycle -every
-S
-every power on
power off power cycle
Sun/MonlTuelWed|Thul
FrilSatiDaylclear
-t hh:mm
-1p alwaysonlalwaysofflrestore
-d mm/dd/yyyy
power on
-d -every
-clear
power on




power on

power off [-s]
power state
power cycle [-s]

power
1:30

power off -every Sun -t 01:30

1:30

power cycle -every Day -t 01:30
1:30

power on -every Mon -t 13:00

2013 12 31 11:30

power on -d 12/31/2013 -t 23:30

power cycle -every clear

pxeboot

pxeboot

pxeboot

-en enabled disabled

pxeboot [options]
option:
-en state

system> pxeboot
-en disabled
system>

reset
reset
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reset [ ]

console

console
console IMM?2

console 1

| 163 accseccfg |
o | 164 alertcfg |
«| 165 asu [

«| 168 autopromo |
«| 168 backup |

| 169 cryptomode |
o | 169 dhcpinfo |
«| 170 dns |

| 172 ethtousb |
| 172 gprofile |
| 173 ifconfig |
«| 175 keycfg |

«| 176 ldap |

| 177 ntp |

«| 178 passwordcfg |
o | 179 ports |

«| 180 portcfg |

«| 180 portcontrol |
«| 181 restore |

o 182 restoredefaults |
«| 182 set |

o | 182 smtp |

«| 183 snmp |

«| 185 snmpalerts |
«| 186 srcfg |
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«| 187 sshcfg |
«| 188 ssl
«| 189 sslcfg |
«| 191 telnetcfg [
o 192 thermal |
| 192 timeouts |
| 192 tls
| 193 usbeth [
«| 193 users [
accseccfg
accseccfqg
accseccfg
-legacy
-high
-custom
-am local 1dap localldap Idaplocal
-Ip 0 1 2 5 10 15 20 30 60 120 180 240
“High Security” 60
“Legacy Security” 2
-pe 0 365
-pr on off
-pc on off
-pd 0 19
-ci 0 240
-If 0 10
-chgdft on off
-chgnew on off
-rc 0 5
-wt Web 1 5 10 15 20 none user
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accseccfg [ 1

-Tegacy

-high

-custom
-am authentication_method
-1p lockout_period
-pe time_period
-pr state
-pc state
-pd number_characters
-p1 number_characters
-ci minimum_interval
-1f number_failures
-chgdft state
-chgnew state
-rc reuse_cycle
-wt timeout

system> accseccfg
-legacy

-am local
-lp 2

-pe 0

-pr off

-pd 1

-pl 4

-ci 0

-1f 0
-chgdft off
-chgnew off
-rc 0

-wt user
system>

alertcfg

alertcfg IMM2

alertcfg

-dr IMM2 0 4.0

0.5

-da IMM2 0 4.0

0.5

IMM2




asu

alertcfg [ 1
options:
-rl retry_limit
-dr retry_delay
-da agent_delay

system>alertcfg
-dr 1.0
-da 2.5
-rl 5
system>
Advanced Settings Utility UEFI
UEFI
asu
8. ASU
delete setting_instance
iSCSL AttemptName. 1
help setting
set setting value
UEFI
. /
. =
set B*.Bootorder
"CD/DVD Rom=Hard Disk
0=PXE Network”
showgroups setting
show setting
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8. ASU ()

showvalues setting
< >
. setting value
e Setting set
e Setting (*) @)
e Setting all
asu
. asu asu --help
. asu -v --help
. asu -v set --help
. asu set setting value
° asu show setting
. asu show -1 -b all
. asu showvalues setting

show values

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5

system>
b
--help’ --help
asu
--help show
--help® --help
asu
show --help
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1. -v asu

asu [options] command [cmdopts]
options:

-v

--help
cmdopts

--help

asu UEFI
trset tropen
trset trcommit
trrm

UEFI

asu

tropen

tropen id 1d

trset id 1d

trlist id CLI shell 1d

trcommit id 1d

trrm id 1d

UEFI

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk ©=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.ComlBaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.ComlDataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.ComlFlowControl Disable
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asu trset TR1 UEFI.DevicesandIOPorts.ComlParity None
asu trset TR1 UEFI.DevicesandIOPorts.ComlStopBits 1
asu trset TR1 UEFI.DevicesandIOPorts.COMPortl Enable
asu trcommit TR1

autopromo

autopromo IMM2
IMM2

autopromo

-en IMM2 enabled disabled

autopromo [options]
options:
-en enabled/disabled

system>autopromo -en enabled
ok

system>autopromo

-en: enabled

Status: Not Synced

Primary bank version: 4.00
Backup bank version: 2.60

backup
backup
-f
-PP
-ip TFTP/SFTP P IP
-pn TFTP/SFTP 69/22
-u SFTP
-pw SFTP
-fd CLI XML

II




backup [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
-u username
-pw password
-fd filename

system> backup —f imm-back.cli —pp xxxxxx —ip 192.168.70.200

ok
system>
cryptomode
cryptomode
-set basic NIST
-esnmpv3 NIST enable disable
SNMPv3

-h

cryptomode [options]
options:
-set basic|nist
-esnmpv3 enabled|disabled
-h usage options

system> cryptomode
Basic Compatibility
system>

dhcpinfo
dhcpinfo DHCP eth0 1P
DHCP ifconfig DHCP

dhcpinfo ethO

system> dhcpinfo eth@

-server : 192.168.70.29

-n : IMM2A-00096B9EOO3A
-i : 192.168.70.202
-g : 192.168.70.29
-s 1 255.255.255.0
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dns

1I

-d
-dnsl1
-dns2
-dns3
-i6
-dé
-dns62

-dns63
system>

-dns61 .

: Tinux-sp.raleigh.ibm.com
: 192.168.70.29
: 0.0.0.0

: 0.0.0.0

2 0::0
*

[N o N o]
(oo N o]

-server

DHCP

-n

-i

IPv4

IPv4 DNS 1P

IPv4 DNS IP

IPv4 DNS 1P

1IPv6

IPv6

IPv6 DNS Ip

IPv6 DNS IP

IPv6 DNS 1P

dns

IBM Flex System

dns

IMM2 DNS

IMM2 DNS DNS

DNS

CMM

DNS

on off

DDNS

enabled disabled

IPv4 DNS IP

IP IP

IPv4 DNS IP

1P 1P

IPv4 DNS
1P

1P 1P

IPv6 DNS 1P

1Pv6 Ip




-i62 IPv6 DNS IP IPv6 1P

-163 IPv6 DNS 1Pv6 IP
P

-p [Pv4/1Pv6 ipv4 ipv6

dns [options]

option:

-state state
-ddns state
-il first_ipv4_ip_address

-i2 second_ipv4 ip_address
-i3 third_ipv4_ip_address

-i61 first_ipv6 _ip_address
-i162 second_ipv6_ip_address
-163 third_ipv6_ip_address
-p priority

system> dns

DNS IMM2

-state : enabled

-il : 192.168.70.202

-i2 : 192.168.70.208

-i3 : 192.168.70.212

-i61 : fe80::21a:64ff:fee6:4d5

-162 : feB80::21a:64ff:feeb:4d6

-163 : feB80::21a:64ff:feeb:4d7

-ddns : enabled

-ddn : ibm.com

-ddncur : ibm.com

-dnsrc : dhcp

-p : ipvb

system>

-state DNS on off

-il IPv4 DNS 1P

-i2 IPv4 DNS IP

-i3 IPv4 DNS 1P

-i61 IPv6 DNS 1P

-i62 IPv6 DNS IP

-i63 IPv6 DNS 1P

-ddns DDNS enabled disabled
-dnsrc DDNS dhcp manual
-ddn DDN

-ddncur DDN

-p DNS ipvé ipv6
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ethtousb

ethtousb

Ethernet - Ethernet over USB

Ethernet-over-USB

ethtousb Ethernet-over-USB

enabled disabled

-en Ethernet-over-USB
-mx X ) portl:port2
. X 1 10
. portl
. port2 Ethernet-over-USB
-rm 1 10
ethtousb

ethtousb [options]
option:

-en
-mx
=rm

system> ethtousb

state
port_pair
map_index

system> ethtousb

-en enabled

-ml 100:200

-m2 101:201

system> ethtousb -rm 1
system>

gprofile

II

gprofile

-en enabled -ml 100:200 -m2 101:201

IMM2

-clear enabled disabled
-n group_name 63
group_name
-a supervisor operator rbs <role list>:

nsclamlrcalrcvmalpribelcellac




-h

gprofile [I - 16 group profile _slot_number] [options]

options:

-clear state

-n group_name

-a authority level:
-nsc network and security
-am user account management
-rca remote console access
-rcvma remote console and remote disk access
-pr remote server power/restart access

-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration

-h help

ifconfig

ifconfig

ifconfig ethO

Adapter Networking and Security Configuration

-state disabled enabled
-C dhep  static dthens dthens Web
try dhcp server, if it fails use

static config

-1 1P

-g

-S

n 63

-r 10 100 auto

d full half auto

-m MTU 60 1500

-1 LAA MAC

-dn

-auto Data | true false

Rate Duplex
-nic NIC shared dedicated
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II

-address_table IPv6
1IPv6
-ipv6 1Pv6 disabled enabled
-lla IMM2
1Pv6
-ipv6static IPv6 disabled enabled
-6 P 0 P IPv6
-p6 1 128
-g6 0 1P
IPv6
-dhcp6 DHCPv6 enabled disabled
-sab IPv6 enabled disabled
-vlan VLAN enabled disabled
-vlanid IMM2 1 4094

ifconfig eth0 [options]

-state interface_state

-c config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-s subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-m max_transmission_unit
-1 locally_administered MAC
-dn domain_name

-auto state

-nic state

-address_table

-ipvb state

-ipvbstatic state

-sab state

-i6 static_ipv6_ip_address
-g6 ipv6_gateway address
-p6 length

-vlan state

-vlanid VLAN ID

system> ifconfig ethO
-state enabled

-c dthens

-i 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n IMM2A00096B9EOO3A
-r auto




-d auto

-m 1500

-b 00:09:6B:9E:00:3A

-1 00:00:00:00:00:00

system> ifconfig eth0 -c static -i 192.168.70.133

These configuration changes will become active after the next reset of the IMM2.

system>
ifconfig -b MAC MAC
keycfg
keycfg IMM2 Fea-

tures on Demand (FoD)

. keycfg

-add -ip -pn -u -pw -f

-ip TFTP P
TFTP 1P

-pn TFTP/SFTP 69/22
TFTP/SFTP

-u SFTP
SFTP

pw SFTP
SFTP

-f

-del keycfg

-deltype

keycfg [options]
option:
-add
-ip ip_address
-pn port_number
-u username
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Idap

II

-pw password

-f filename
-del key_index
-deltype key_type

system> keycfg
ID Type Valid

Uses Status

Description

1 4 10/10/2010 5 "valid" "IMM remote presence"

2 3 10/20/2010 2 "valid" "IMM feature"

system>

Idap LDAP

-a local only LDAP only local first then LDAP LDAP
first then local

-aom enabled disabled

-b anonymous bind with ClientDN and password bind with
Login Credential

-C client_dn 127

-d search_domain 63

-f group_filter 127

-fn Active Directory 127

-g group_search_attr 63

-1 string 63

-p client_pw 15

-pc confirm_pw 15

Idap -p client_pw -pc confirm_pw

confirm_pw client_pw

-r (DN) root_dn 127

-rbs Active Directory enabled disabled

-slip 1 /1P host name/ip_addr 127

-s2ip 2 /1P host name/ip_addr 127

-s3ip 3 /1P host name/ip_addr 127




-sdip 4 /1P host name/ip_addr 127

-slpn 1 port_number 5

-s2pn 2 port_number 5

-s3pn 3 port_number 5

-sdpn 4 port_number 5

-t -rtbs Role-Based Based
Security (RBS) Snap-In Active Directory

-u UID search_attrib 63

-v DNS LDAP | off on

-h

1dap [options]

-a loc|ldap|locld|ldloc
-aom enable/disabled
-b anon|client|login
-c client_dn
-d search_domain
-f group_filter
-fn forest_name
-g group_search_attr
-1 string
-p client_pw
-pc confirm_pw
-r root_dn
-rbs enable|disabled
-slip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr
-s4ip host name/ip_addr
-slpn port_number
-s2pn port_number
-s3pn port_number
-sdpn port_number

-t name
-u search_attrib
-v off/on
-h
ntp (NTP)
-en enabled disabled
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-i

IP

NTP

1440

-synch

ntp [options]
options:

-en state

-i hostname/ip_addr
-f  frequency

-synch

system> ntp
-en: disabled
-f: 3 minutes
-i: not set

passwordcfg

II

passwordcfg

-legacy

-high

-exp

365

-cnt

-nul

(yes | no)

-h

passwordcfg [options]

options: {-high}|{-legacy}|{-exp|-cnt|-nul}

-legacy
-high
-exp:
-cnt:
-nul:
-h

system> passwordcfg
Security Level: Legacy

system> passwordcfg -exp 365

ok




ports

system> passwordcfg -nul yes
ok

system> passwordcfg -cnt 5
ok

system> passwordcfg

Security Level: Customize
-exp: 365

-cnt: 5

-nul: allowed

ports IMM2

ports IMM2
-open
-reset
-httpp HTTP 80
-httpsp HTTPS 443
-telnetp Telnet CLI 23
-sshp SSH CLI 22
-snmpap SNMP 161
-snmptp SNMP 162
-1pp 3900
-cimhp CIM over HTTP 5988
-cimhsp CIM over HTTPS 5989

ports [options]
option:
-open
-reset
-httpp port_number
-httpsp port_number
-telnetp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
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-telnetp 23

-cimhp 5988
-cimhsp 5989
system>
portcfg
portcfg IMM2
IMM2
Adapter Networking and Security Configuration
IMM2 IPMI CLI
Remote Supervisor Adapter 1I CLI serred cliauth
portcfg
(®)
-b 9600 19200 38400 57600 115200
-p none odd even
-S 1 2
-climode CLI 0 1 2
* 0 = none CLI
* 1 = cliems CLI EMS
e 2 = cliuser CLI
portcfg [options]
-b baud_rate
-p parity
-s stopbits
-climode mode
system> portcfg
-b : 57600
-climode : 2 (CLI with user defined keystroke sequence)
-p even
-s : 1
system> portcfg -b 38400
ok
system>
portcontrol
portcontrol
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IPMI portcontrol IPMI
IPMI -ipmi on off
-ipmi ipmi on off
623

-h
portcontrol [options]

options:

-ipmi on/off
system> portcontrol
-ipmi : on
system>
restore
restore

-f

-pp

-ip TFTP/SFTP 1P 1P

-pn TFTP/SFTP 69/22

-u SFTP

-pw SFTP

restore [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
-u username
-pw password

system> restore —f imm-back.cli —pp xxxxxx —ip 192.168.70.200

ok
system>
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restoredefaults
restoredefaults IMM2

set

smtp

II

* restoredefaults

restoredefaults

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will Tose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y

Restoring defaults...

set IMM?2
. set IMM?2
. CLI
value
set [options]
option:

value
smtp SMTP
smtp SMTP

-auth SMTP enabled disabled
-authepw SMTP
-authmd SMTP CRAM-MD5 LOGIN
-authn SMTP 256




snmp

-authpw SMTP 256
-pn SMTP
-8 SMTP 1P P 63
smtp [options]
option:
-auth enabled|disabled
-authepw password
-authmd CRAM-MD5|LOGIN
-authn username
-authpw password
-s ip_address_or_hostname
-pn port_number
system> smtp
-s test.com
-pn 25
system>
snmp SNMP
snmp SNMP
-a SNMPv1 on off
SNMPv1
. -cn IMM?2
. -1 IMM2
. —cx SNMP
. -cxiy SNMP
P
-a3 SNMPv3 on off
SNMPv3
. -cn IMM2
. -1 IMM2
-t SNMP on off
-1 IMM2 47
nn IMM2
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II

-cn IMM2 47
nn IMMZ
-cx SNMP X 15
. X 1 2 3
nn SNMP
-cxiy SNMP x IP 1P 63
y
. X 1 2 3
. y 1 2 3 IP
e IP
. SNMP Ip
-cax SNMPv3 X get set trap
X 1 2

snmp [options]
option:
-a state
-a3 state
-t state
-1 location
-cn contact_name
-cl snmp_community 1_name
-C2 snmp_community_2_name
-c3 snmp_community_3_name

-clil community 1_ip_address_or_hostname_l
-cli2 community 1 ip_address_or_hostname 2
-cli3 community 1_ip_address_or_hostname_3
-c2il community 2 ip_address_or_hostname_l
-c2i2 community 2 ip_address_or_hostname 2
-c2i3 community 2_ip_address_or_hostname_3
-c3i1 community 3 ip_address_or_hostname 1
-c3i2 community 3_ip_address_or_hostname_2
-c3i3 community 3 ip_address_or_hostname_ 3

-cal community_1_access_type
-caZ2 community 2 access_type
-ca3 community_ 3 _access_type




system> snmp

-a Enabled

-a3 Enabled

-t Enabled

-1 RTC,NC

-cn Snmp Test

-cl public

-clil 192.44.146.244
-cli2 192.44.146.181
-cli3 192.44.143.16

-cal set
-chl specific
-c2 private
-c2il 192.42.236.4
-c2i2
-c2i3
-ca2 get
-ch2 specific
-c3
-c3il
-c3i2
-c3i3
-ca3 get
-ch3 ipvéonly
system>
snmpalerts
snmpalerts SNMP
snmpalerts SNMP
-status SNMP on off
-crt all none custom:telvolpoldilfalcplmelinlrelot
snmpalerts -crt
custom:telvo cus-
tom
* te
* vo
* po
e di
* fa
L] cp
* me
* in
e re
e ot
-crten enabled disabled
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-wrn all none custom:rpltelvolpolfalcplmelot

snmpalerts -wrn
custom:rplte custom

* 1p
° te
* Vo
. po
e fa
< cp
* me

° ot

-wrnen enabled disabled

-Sys all none custom:loltiolotlpolbfltilipfleline

snmpalerts -sys

custom:loltio cus-
tom
* lo
* tio
e ot
* po /
e bf
o til
e pf (PFA)
* el 75%
* ne
-sysen enabled disabled
snmpalerts [options]
options:

-status status

-crt event_type

-crten state

-wrn event_type

-wrnen state

-sys event_type

-sysen state

srcfg
srcfg CLI

Adapter Net-
working and Security Configuration
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IMM2 - Remote Supervisor Adapter II CLI
-passthru entercliseq

srcfg
srcfg -entercliseq

-entercliseq CLI CLI
15
™M
Ctrl Ctrl N Esc
"M A Ctrl
ASCII- Ctrl
AL Esc (

srcfg [options]
options:
-entercliseq entercli_keyseq

system> srcfg
-entercliseq "~[Q
system>

sshcfg
sshcfg SSH

sshcfg SSH

-cstatus SSH CLI enabled disabled
-hk gen SSH

-hk rsa RSA

sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8c:27:51:61
1 SSH public keys installed

system>
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ssl

II

ssl SSL
SSL
ssl SSL
-ce SSL on off
-se SSL on off
-cime SSL on off
CIM over HTTPS

portcfg [options]
options:
-ce state
-se state
-cime state

ssl

Server secure transport enable

Server Web/CMD key status

Private Key
Private Key
Private Key
Private Key
Private Key

SSL server CSR key

Private Key
Private Key
Private Key
Private Key
Private Key

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

status

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

SSL client LDAP key status

Private Key
Private Key
Private Key
Private Key
Private Key

and Cert/CSR not available

and CA-signed cert installed

and Auto-gen self-signed cert installed
and Self-signed cert installed

stored, CSR available for download

CLI




sslcfg

SSL client CSR key status

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed

Private Key and Self-signed cert installed

Private Key stored, CSR available for download

sslcfg IMM2 SSL
sslcfg SSL
-server SSL enabled disabled
SSL
-client SSL enabled disabled
SSL
-cim CIM over HTTPS enabled disabled
CIM over HTTPS
-cert server client sysdir
. -c -sp -cl -on -hn
. -cp -ea -ou -s -gn -in
-dq
-Csr CSR server client sysdir
. CSR - -sp -cl -on -hn
. CSR -cp -ea -ou -s -gn -in -dq -
cpwd -un
-1 TFTP/SFTP P P
CSR
TFTP SFTP 1P
-pn TFTP/SFTP 69/22
-u SFTP
-pw SFTP
-1
CSR
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1I

-dnld -cert -Csr
-i -l
-upld -cert -i -l
-tex SSL import download remove
X X 1
-C Country
CSR
-sp / / 60
CSR
-cl i 50
CSR
-on 60
CSR
-hn IMM2 60
CSR
-cp 60
CSR
-ea 60
CSR
-ou 60
CSR
- Surname 60
CSR
-gn 60
CSR
-in Initials 20
CSR
-dq 60
CSR
-cpwd 6 30
CSR
-un 60
CSR

sslcfg [options]

option:
-server state
-client state
-cim state
-cert certificate_type
-csr certificate_type
-1 ip_address




-pn port_number

-u username

-pw password

-1 filename

-dnld

-upld

-tex action

-c country_code

-sp state_or_province
-cl1 city or _locality
-on organization_name
-hn imm_hostname

-cp contact_person
-ea email_address

-ou organizational unit
-S surname

-gn given_name

-in initials

-dq dn_qualifier
-cpwd challenge_password
-un unstructured_name

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:
Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

system>
telnetcfg
telnetcfg Telnet
telnetcfg Telnet
-en Telnet disabled 1 2
Telnet

Otelnetcfg [ 1
option:
-en state

system> telnetcfg
-en 1
system>
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tls
tls

TLS

-min

TLS

1.0 1.1

1.2

h

tls [options]
option:

-min 1.0|1.1]1.2

system> tls
-min 1.0
system>

thermal
thermal

thermal

-mode

normal

performance

thermal [options]

option:

-mode thermal_mode

system> thermal
-mode normal
system>

timeouts
timeouts

Web

timeouts

dis-
abled 05 1 2 3 4 5 75
15 20 30 60 120

10
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-1

dis-

120

abled 05 1 15 2 25 3 35 4
45 5 75 10 15 20 30 60

-0

disabled 2.5 3 3.5

4

timeouts [options]

options:

-f power_off delay_watchdog_option
-0 0S_watchdog_option

-1 loader_watchdog_option

system> timeouts

-0 disabled

-1 3.5

system> timeouts -0 2.5
ok

system> timeouts

-0 2.5

-1 3.5

usbeth

users

usbeth LAN over USB

usbeth [options]

-en <enabled|disabled>

system>usbeth

-en : disabled
system>usbeth -en enabled
ok

system>usbheth

-en : disabled

users

users

users

-user_index 1 12

all

-n

16
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6 20
-a super ro custom
* super
*ro
e custom h
custom:am|rca
am
rca
rcvma
pr /
cel
bc -
nsc -
ac -
-ep
-clear
users -clear -user_index
-curr
-sauth SNMPv3 HMAC-MD5 HMAC-SHA none
-spriv SNMPv3 CBC-DES AES none
-Spw SNMPv3
-sepw SNMPv3
-sacc SNMPv3 get set
-strap SNMPv3
-pk SSH
. SSH
. SSH
-userindex -pk users
-2-pk
. OpenSSH

1I




-€

OpenSSH
SSH

SSH

users -pk

SSH
-userindex -pk
-2 -pk -e

users

-remove

SSH

SSH

-key_index -all
SSH
-userindex -pk users

-2 -pk -remove -1

-add

SSH

SSH

OpenSSH

* -add users -pk

. SSH
-userindex -pk

users -2 -pk -add "AAAAB3NzClyc2EAAAABIwAAA
QEAvfnTUzRF7pdBuaBy4d0/alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOC1iIaNOy400ICEKCqjKEhrYymtAoVtfKApv
Y39GpnSGRC/qcLGWLM4cmirKL5kxHNOGIcwbTINPceoKH
ja6X7E+mq1 fWnAhhjDpcVFjagM3Ek2y7w/tBGrwGgN7DP
HJU1tzcJy68mEANnIrzjUoR98Q3/B9cJID77ydGKe8rPdI2
hIEpXR5dNUiupAlYd8PSSMgdukASKEd3eRRZTB13SAtMu
cUsTkYj1Xcqex10Qz4+N50R6MbNcw1sx+mTEAvvcpJdhug
a70UNPGhLJM16k7 jediQ8Xd2p Xb0zQ=="

-upld

SSH

SSH

users -pk

. -key_index

. SSH

-userindex -pk users
-2 -pk -upld -i tftp://9.72.216.40/ -1 file.key

-dnld

SSH

SSH

-key_index -i
-1 TFTP

e -dnld users -pk

-i -1

. SSH

-userindex -pk users

-2 -pk -dnld -1 -i tftp://9.72.216.40/ -1
file.key

-key_index
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-1 1P
TFTP/SETP users -pk -upld users -pk -dnld
1P -i
SSH
-pn TFTP/SFTP 69/22
users -pk -upld users -pk -dnld
SSH
-u SFTP
users -pk -upld users -pk -dnld
SSH
-pw SFTP
users -pk -upld users -pk -dnld
SSH
-1 TFTP
SFTP users -pk -upld users -pk -dnld
-1
SSH
-af P 511
SSH
-cm 255
SSH
SSH -userindex -pk users
-2 -pk -cm "This is my comment."

users [options]

-user_index

-n username

-p password

-a authority level
-ep encryption_password
-clear

-curr

-sauth protocol
-spriv protocol
-spw password
-sepw password
-sacc state

-strap hostname

users -pk [ ]

-e

-remove index
-add key

-upld

-dnld

-1 ip_address
-pn port_number
-u username
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-pw password
-1 filename
-af list

-cm comment

system> users

1. USERID Read/Write

Password Expires: no expiration
2. manu Read Only

Password Expires: no expiration
3. eliflippen Read Only

Password Expires: no expiration
4. <not used>

5. jacobyackenovic custom:ce1|ac
Password Expires: no expiration
system> users -7 -n sptest -p PASSWORD -a custom:am|rca|cel|nsc|ac
ok

system> users

1. USERID Read/Write

Password Expires: no expiration
2. test Read/Write

Password Expires: no expiration
3. test2 Read/Write

Password Expires: no expiration
4. <not used>

5. jacobyackenovic custom:ce1|ac
Password Expires: no expiration
6. <not used>

7. sptest custom:am|rca|cel|nsc|ac
Password Expires: no expiration
8. <not used>

9. <not used>

10. <not used>

11. <not used>

12. <not used>

system>

IMM2
IMM2

+ | alertentries |

« | 200 batch |

«| 201 clearcfg |

«| 201 clock |

«| 201 identify [

« | 202 info |

< | 202 resetsp [

« | 202 spreset [
alertentries

alertentries
. alertentries

« alertentries -number -test
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1I

e alertentries -number

number 0 12

-number 1 12
-status on off
-type email syslog
-log on off
-n
-
-ip Syslog 1P 1P
-pn Syslog
-del
-test
-crt all none custom:telvolpoldilfalcplmelinirelot
alertentries -crt custom:telvo
* te
* Vo
* po
o di
e fa
L] Cp
* me
* in
° re
e ot
-crten enabled disabled




-wIn

all none custom:rpltelvolpolfalcpimelot

°Ip
* te
* vo
* po
e fa
< cp
° me

* ot

alertentries -wrn custom:rplte

-wrnen

enabled

disabled

-sys

all none custom:loltiolotipolbfltilipfleline

* tio
* ot
* po
e bf
o il
o pf
e el

® ne

alertentries -sys custom:loltio

(PFA)
75%

-sysen

enabled

disabled

alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state
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system>

9

CONOOT B~ WN —

test
<not
<not
<not
<not
<not
<not
<not
<not

alertentries

used>
used>
used>
used>
used>
used>
used>
used>

10. <not used>
11. <not used>

“#77

CLI

IP

1P

69/22

12. <not used>
system> alertentries -1
-status off
-Tog off
-n test
-e test@mytest.com
-crt all
-wrn all
-sys none
system>
batch
batch
-f
-ip TFTP/SFTP
-pn TFTP/SFTP
-u SFTP
-pw SFTP

batch [options]
option:
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-f filename

-ip ip_address
-pn port_number
-u username

-pw password




system> batch —f sslcfg.cli —ip 192.168.70.200
1 : sslcfg —client —dnld —ip 192.168.70.20
Command total/errors/warnings: 8 / 1/ 0

system>
clearcfg
clearcfg IMM2
IMM2 IMM2
clock
clock IMM2 GMT
GMT
. GMT +2 -7 -6 -5 -4 -3
- +2 off ee mik tky
bei amm jem
- -7 off mtn maz
- -6 off mex cna
- -5 off cub ena
- -4 off asu cui san
cat -
- -3 off gtb moo
bre -
. 2000 2089 2000 2089
. 9:50:25 09:50:25
« GMT +2:00 +2 2 -5:00 -5

clock [options]

-d mm/dd/yyyy
-t hh:mm:ss

-g gmt offset
-dst on/off/special case

system> clock

12/12/2011 13:15:23 GMT-5:00 dst on
system> clock -d 12/31/2011

ok

system> clock

12/31/2011 13:15:30 GMT-5:00 dst on

identify

identify -d -s on
-d
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identify [options]

-s on/off/blink

-d seconds

system> identify

-s off

system> identify -s on -d 30

ok
system>

info
info

IMM2

IMM2

-name

IMM2

-contact

IMM2

-location

IMM2

-room'

IMM2

-rack’

IMM2

IMM2

1. IMM2

IBM Flex System

info [options]

option:

-name imm_name

-contact contact_name

-location imm_location

-room room_id
-rack rack_id

-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

resetsp

resetsp

spreset

spreset
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Service Advisor

Service Advisor

autoftp

« | autoftp |
| chconfig |
«| 205 chlog [
« | 205 chmanual |
« | 206 events |
« | 206 sdemail [
autoftp IMM2 FTP/TFTP/SFTP
-m ftp sftp tftp disabled
. ftp
. tftp =i -p
-i IP
FTP SFTP TFTP
1P
p 1 65535
FTP SFTP TFTP
-u 63
FTP SFTP TFTP
-pw FTP 63

autoftp [options]
option:
-m mode
-1 ip_address_or_hostname
-p port_number
-u user_name
-pw password

chconfig

chconfig

Service Advisor

chconfig -li

Service Advisor
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Service Advisor IBM
HTTP

IBM Service Support Center

HTTP

Service Advi-

sor

view accept

Service Advisor IBM

enabled disabled

-sc IBM Service Support Cen- ISO
ter

Service Advisor
-ce userid@hostname 30
-cn 30
-co 30
-cph 5 30
-cpx 1

Service Advisor
-ae userid@hostname 30
-an 30
-aph 5 30
-apx 1 5
-mp 5 30
HTTP
-loc HTTP HTTP IP 63
-po HTTP 1 65535
-ps HTTP enabled disabled
-pw HTTP 15
-u HTTP 30

chconfig [options]
option:

=14
-sa
-sc
-ce
-cn
-Co

view|accept
enable|disable
service_country_code
contact_email
contact_name
company_name

-cph contact_phone
-cpx contact_extension_phone

=-an
-ae

alternate_contact_name
alternate_contact_email

-aph alternate_contact_phone
-apx alternate_contact_extension_phone

-mp machine_phone_number
-loc hostname/ip_address




-po proxy_port
-ps proxy_status

-pW proxy_pw

-ccl machine_country_code

-U proxy_user_name

chlog
chlog

Service Advisor

chlog

-index

chlog

-ack

yes no
-event_index

IBM

-f

FTP/TFTP

chlog [options]
option:
-index
-ack state
-s
-f

chmanual
chmanual

chconfig
 chmanual -test
 chmanual -desc

-test

-desc
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206

chmanual [options]
option:

-test

-desc message

events
events Service Advisor
events IMM2

-add Oxhhhhhhhhhhhhhhhh
-rm Oxhhhhhhhhhhhhhhhh
events -che [options]
option:

-add event_id

-rm event_id

sdemail
sdemail sdemail
IMM?2
-to
. 119
useridl@hostnamel,userid2@hostname?2
2 20
_Subj 119

sdemail [options]
option:
-to recipient_info
-subj subject
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International Business Machines Corp.
New Orchard Road Armonk, New York 10504
914-499-1900

IBM Deutschland GmbH

Technical Regulations, Department M372
IBM-Allee 1, 71139 Ehningen, Germany
Telephone: +49 7032 15 2941

Email: lugi@de.ibm.com

Deutschsprachiger EU Hinweis: Hinweis fiir Gerdte der Klasse A EU-Richtlinie
zur Elektromagnetischen Vertraglichkeit

Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 2004/108/EG zur
Angleichung der Rechtsvorschriften iiber die elektromagnetische Vertriglichkeit in den
EU-Mitgliedsstaaten und hilt die Grenzwerte der EN 55022 Klasse A ein.

Um dieses sicherzustellen, sind die Geridte wie in den Handbiichern beschrieben zu
installieren und zu betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene
Kabel angeschlossen werden. IBM iibernimmt keine Verantwortung fiir die Einhaltung der
Schutzanforderungen, wenn das Produkt ohne Zustimmung der IBM verindert bzw. wenn
Erweiterungskomponenten von Fremdherstellern ohne Empfehlung der IBM gesteckt/
eingebaut werden.

EN 55022 Klasse A Gerdte miissen mit folgendem Warnhinweis versehen werden:
Warnung: Dieses ist eine Einrichtung der Klasse A. Diese Einrichtung kann im
Wohnbereich Funk-Stérungen verursachen; in diesem Fall kann vom Betreiber verlangt
werden, angemessene MaBnahmen zu ergreifen und dafiir aufzukommen.

Deutschland: Einhaltung des Gesetzes uber die
elektromagnetische Vertraglichkeit von Geréten

Dieses Produkt entspricht dem Gesetz iiber die elektromagnetische Vertrédglichkeit von Gerdten
(EMVG). Dies ist die Umsetzung der EU-Richtlinie 2004/108/EG in der Bundesrepublik
Deutschland.

Zulassungsbescheinigung laut dem Deutschen Gesetz liber die
elektromagnetische Vertraglichkeit von Geraten (EMVG) (bzw. der
EMC EG Richtlinie 2004/108/EG) fur Gerate der Klasse A

Dieses Gerit ist berechtigt, in Ubereinstimmung mit dem Deutschen EMVG das
EG-Konformititszeichen - CE - zu fiihren.

Verantwortlich fiir die Einhaltung der EMV Vorschriften ist der Hersteller:

International Business Machines Corp.
New Orchard Road Armonk, New York 10504
914-499-1900
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Der verantwortliche Ansprechpartner des Herstellers in der EU ist:

IBM Deutschland GmbH

Technical Regulations, Abteilung M372
IBM-Allee 1, 71139 Ehningen, Germany
Telephone: +49 7032 15 29411

Email: lugi@de.ibm.com

Generelle Informationen:

Das Gerit erfiillt die Schutzanforderungen nach EN 55024 und EN 55022 Klasse
A.
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alertcfg 164
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autoftp 203
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backup 168
batch 200
chconfig 203
chlog 205
chmanual 205
clearcfg 201
clearlog 153
clock 201
console 162
cryptomode 169
dhepinfo 169
dns 170
ethtousb 172
events 206
exit 152
fans 153
ffde 153
fuelg 158
gprofile 172
help 152
history 152
identify 201
ifconfig 173
info 202
keycfg 175
Idap 176
led 154
ntp 177
passwordcfg 178
portcfg 180
portcontrol 180
ports 179
pxeboot 161
readlog 155
reset 161
resetsp 202
restore 181
restoredefaults 182
sdemail 206
set 182
smtp 182
snmp 183
snmpalerts 185
spreset 202
srefg 186
sshefg 187
ssl 188
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syshealth 156
telnetcfg 191
temps 157
thermal 192
timeouts 192
TLS 192
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batch 200
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