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Chapter 1. Introduction

The IBM UPS Power Protector software is a graceful shutdown application.

You can shut down a local computer through the uninterruptible power supply (UPS)
USB or RS-232 communication ports or IBM Network Management Card (NMC).

You can also configure or monitor the shutdown by using the IBM UPS Power
Manager software.

Notices and statements in this document

The following notices and statements are used in this document:
* Note: These notices provide important tips, guidance, or advice.

» Important: These notices provide information or advice that might help you avoid
inconvenient or problem situations.

» Attention: These notices indicate potential damage to programs, devices, or
data. An attention notice is placed just before the instruction or situation in which
damage might occur.

© Copyright IBM Corp. 2013 1
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Chapter 2. Installing the UPS Power Protector software

This chapter provides instructions for installing the UPS Power Protector software.

Before installing the UPS Power Protector software, see [Installation prerequisites.”|

Installation prerequisites

The installation prerequisites are described in the following sections.

On the system hosting UPS Power Protector

Supported operating systems
Microsoft Windows:

* Microsoft Windows Server 2012
* Microsoft Windows Server 2011
* Microsoft Windows Server 2008
* Microsoft Windows Server 2003
* Microsoft Windows 8

* Microsoft Windows 7

* Microsoft Windows Vista

* Microsoft Windows XP

Red Hat Enterprise Linux:

* Red Hat Enterprise Linux 6.3
* Red Hat Enterprise Linux 6.2
* Red Hat Enterprise Linux 5.9
* Red Hat Enterprise Linux 5.8
* Red Hat Enterprise Linux 5.7
* Fedora core 18

SUSE Linux Enterprise Server:

* SuSE Linux Enterprise Server 11
* SuSE Linux Enterprise Server 11
* SuSE Linux Enterprise Server 10
* OpenSuse 12.2

* OpenSuse 11.4

Debian GNU Linux:
» Debian 6 (Squeeze)
* Debian 5 (Lenny)

Ubuntu:

e Ubuntu 12.10

* Ubuntu 12.04 LTS
e Ubuntu 11.04 LTS
* Ubuntu 10.04 LTS
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VMware:
* vSphere Hypervisor (ESXi) 5.1
» vSphere Hypervisor (ESXi) 5.0
* vSphere Hypervisor (ESXi) 4.1
» vSphere Hypervisor (ESX) 4.0

Microsoft Hyper V:

* Windows Hyper-V Server 2012

* Windows Hyper-V Server 2008 R2
* Windows Hyper-V Server 2008

Xen:

» Citrix XenServer 6.0

» Citrix XenServer 5.6

* OpenSource Xen 2.6 on Red Hat Enterprise Linux 5
* OpenSource Xen 3.2 on Debian 5

KVM:
« KVM 0.12.1.2 on Red Hat Enterprise Linux 6 and Debian 5

Note: The Linux package is based on standard Linux mechanisms and therefore
can be installed and used with other Linux distributions. To send feedback,
test or bug reports to IBM, see [Appendix A, “Getting help and technical
lassistance,” on page 65

Software compatibility limitations
To avoid network or serial port access conflicts, do not install the UPS Power
Protector on a system that also hosts the following programs:

* Network Management Proxy

» Personal Solution Pac

» LanSafe and LanSafe Web View
* Netwatch

Standby configuration (Windows)

When you click Configuration Panel+-Power Options note the following

information:

* You must clear the Standby configuration check box of your operating system to
be compliant with UPS Power Protector. If the standby configuration is selected,
your system is not protected.

« If you want to save energy, choose the hibernate feature.

Device driver installation

UPS Power Protector installs all the necessary device drivers (for USB
communication). If the Windows operating system wants to install a device driver
during a Windows update, you can cancel this process.
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On the web-based graphical user interface

The UPS Power Protector graphical interface can be accessed remotely using a
web browser. Access to this interface can be secured through an SSL connection
and through a login and password.

The UPS Power Protector graphical interface is supported on the following web
browsers:

» Google Chrome (tested with version 25 and later)
* Mozilla Firefox (tested with version 19 and later)
* Windowst Internet Explorer 7, 8, 9, 10

* Opera 12

Note: For optimal performance, use Google Chrome or Mozilla Firefox.

Downloading the UPS Power Protector software

You can install the UPS Power Protector software on any storage media such as a
hard disk connected to a laptop, workstation, or any other device that is running
one of the supported operating systems. For the supported operating systems, see
FInstallation prerequisites” on page 3.

To download the UPS Power Manager software, go to one of the following
websites:

+ For Windows: |http://www.ibm.com/support/entry/portal/docdisplay?Indocid=EATN-

[UPPWIN]|

+ For Linux: |http://www.ibm.com/support/entry/portal/docdisplay?Indocid=EATN-|

[UPPLNX|

Quick start and installation

To install the UPS Power Protector software, complete the steps in this section. For
more detailed information, see ['Windows installation” on page 8 or [‘Linux|
linstallation” on page 9.|

Step 1 (installation)

On a computer that is running a supported Windows or Linux operating system, run
the IBM UPS Power Protector package under an administrator account.

Chapter 2. Installing the UPS Power Protector software 5


http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPWIN
http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPWIN
http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPLNX
http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPLNX

- IBM UPS Power Protector Installer

Welcome Welcome to IBM UPS Power Protector installer

Flease check that your device communication
is connected before proceeding with instaliation

A web browser is automatically displayed. Enter USERID as the Login and passwOrd
as the Password and click Login. A pop-up message advises you to change your
default login and password.

IBM UPS Power® Protector

What is IBM UPS Power Protector? Logh; USERID
Pasaurord: |
servers powered by an IBM L \
Login
use, multiingual ints any F an Infernet brows =

,—r'Perm\'). wersatile, IHTDHEIFN" Power Pratactor acquires LIPS information 'hr'r-nfl' bral or natwork communicatinn
and can be easlly depioyed on many computers.

iith our Inteligent Powrer Mar
harge from IBM fi
5 eligent Power Manager for superv
ed reseler.

g e ons
devices may be purchased through an 1BM authori:

Step 2 (configuration)

The application automatically performs a quick scan after it starts. The quick scan
operation shows the following information:

Serial line-connected UPSs (RS-232 or USB)
The discovered UPS connected through RS-232 or USB is automatically

=
assigned as the power source. The Status icon is green EI .

Networked UPSs (through broadcast within a few seconds)
Quick Scan is compatible with the IBM Network Management Card.
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The UPS discovered on the network is not automatically assigned as the power
source. (You have to select the node and click the Set as Power Source button.

The icon changes to green @ )

Click Settings » Auto Discovery to display the discovered nodes.

For the other nodes, perform the discovery based on IP address ranges (Range

scan). Using the Range Scan operation you will discover the nodes that are outside
of the network segment.

Click Settings+*Shutdown to assign the IP address of the UPS that powers the
local computer. Click Settings»User List to assign the access rights through the
login and password.

Step 3 (operation)

The Views»Power Source menu item (optional) allows you to supervise the current
state of the UPS that powers the server that is running UPS Power Protector.

IBM UPS Power®Protector

Views
= Views
4 Powsr Sourze
=253 Evente
= gEverts List
d# Everts Calendar
=3 Settngs
£ Lute Discovery
3 actions
W Shutdown
@Psysten
[ Log
S User List

“ /@  PowerSource

Information and Status

Description
Wominalapparent power

P address
Serial numbar
Class
Locaton

Centact
Link
Battery state
Power Source
Load level
Battery capacty
Battery run tme
Master output: Master
Losd cagmant #1: Groupl

Load acoment #2: Group2

Graph - 2 hours

02/21/13-2:03:28 am vt

cwork Management Ca

B 3000VAITIOW Reck HY UPS
3000 VA,

Computer Reom
Computer Room Manager
®

@ Floating

® onuiity
I 0%

02/21/13 - 11:03:28 am

STATISDCS -

a
Measures
Input
Input frequency 18Kz
Input vokage eV
Cutput

Battery output vatiage
Output fraguency
Output votage

Output current
Globalapparent power
Olobalactve power

Synoplic

Line Interactive UFS

7days B+

Events -

Click Events » Event List to view the device events.

Chapter 2. Installing the UPS Power Protector software 7



Windows installation

You can install the UPS Power Protector application by using a web browser or a
command line.

Graphical installation

Download the UPS Power Protector application from the IBM website. For more
information, see[‘Downloading the UPS Power Protector software” on page 5./ Run
the IBM UPS Power Protector package under an administrator account.

- IBM UPS Power Protector Installer‘ @‘L fi&]
= . S |

Welcome Welcome to IBM UPS Power Protector installer

Please check that your device communication
is connected before proceeding with installation

A web browser is automatically displayed. Enter USERID as Login and passwOrd as
Password and click Login.

Note: If the browser does not open, type |http://127.0.0.1:4679|in the browser
address field.

Installing or uninstalling UPS Power Protector from a command line

You can install or uninstall UPS Power Protector from a command line to deploy the
software to multiple computers with or without the graphical interface. This method
also provides the ability to configure protection settings from the command line.

You can obtain details about available command options by using the following
command:

<packageName> -help
<packageName> [COMMAND] [OPTION]...

The following are available commands:
* -install - Launches the installation or upgrade process (default).
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* -uninstall - Launches the uninstallation process.

The following are the available options:
» -debug - Displays debugging information on the console.
* -silent - Installs the application silently.

An installation folder can be created using the following command:
-dir <installPath>

The following example will install UPS Power Protector silently in C:\Program
Files\MyFolder:

<packageName> -install -silent -dir "C:\Program Files\MyFolder"

After the installation is complete, go to |http://host4679/|, where host is the host
name or IP address of the computer hosting UPS Power Protector.

Notes:

1. If you install a new IBM UPS Power Protector release without uninstalling the
old one you will keep your product settings.

2. At the end of the installation, the following options are available when you click
Start » Programs » IBM » UPS Power Protector.

Name Description

Open IBM UPS Power Opens the IBM UPS Power Protector web page from the
Protector default browser.

Start IBM UPS Power Starts the service.

Protector

Stop IBM UPS Power Stops the service.

Protector

Uninstall IBM UPS Power | Uninstalls the program.

Protector

3. A service called IBM UPS Power Protector is also created for the Database
Acquisition Engine. This service provides the web interface and automatically
starts when the computer starts up.

4. An alarm notification box, accessible from the System Tray icon, displays the
alarms on the local computer.

Uninstalling UPS Power Protector
You can uninstall UPS Power Protector in the following ways:

» Click Start » Control Panel » Add/Remove programs and select the IBM UPS
Power Protector Vx.xx package.

* You can also uninstall UPS Power Protector from the shortcut by clicking Start -»
Programs » IBM » UPS Power Protector » Uninstall IBM UPS Power
Protector. This removes the software and the custom file,s if you confirm it.

Linux installation

UPS Power Protector for Linux is available both in native package form (.deb or
.rpm) and as a generic installer for the command line interface (CLI).
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Native installation on a Red Hat, SUSE, Mandriva, or derivative system

Graphical installation

To install graphically, double-click on the IBM UPS Power Protector .rpm package.
The system prompts for the root password, and then launches a graphical
front-end, such as Red Hat's Package Installer as shown in the following illustration.

Installing packages

,’, Installing packages

“ The following packages will be installed.

| upp-linux-0.01.001-1.i386
IEM UPS Power Protector

| ¥ Cancel | | o Apply |

Command line installation
To install from a command line, type the following command (as root user):
$ rpm -i UPP-Tinux_X.Y.Z.rpm

For example:

$ rpm -ivh UPP-Tinux-1.10.032-1.1386.rpm
Preparing... ########essnnanntttttttt##t#####4# [100%]
1:UPP-Tinux ############4######HHH A HHHHHA AR A4 [100%]

After the installation is complete, open a web browser and enter
lhttp://<@IP>:4679/ where <@IP> is the IP address of the computer hosting UPS
Power Protector.

Native installation on a Debian or derivative system

Graphical installation

Prerequisite: On Debian 5 (Lenny), there is no default graphical installer present.
You can either use the command line installation, or install the packages gdeb and
gdebi and restart your graphical session to be able to complete the installation.

Note: This is a known Debian bug, which is registered in the Debian Bug Tracking
System: [http:/bugs.debian.org/585183]

To install graphically, double-click on thelBM UPS Power Protector.deb package.
The system will prompt for the root password, and then launch a graphical
front-end, such as Gdebi, as shown in the following illustration.
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Ubuntu Software Center

7 ]

All Software Installed

5 .
il upp-linux
ft ) IBM UPS Power Protector
F =-\."

@ Installed |Reinstall

UPS Power Protector is protection software offered
from IBM == . It enables users to avoid data
loss by gracefully shutting down computers and
servers powered by an IBM UPS in the event of an
extended power outage. This software provides a
clear, easy-to-use, multilingual interface from any PC
with an Internet browser.

Al
Exceptionally versatile, Intelligent Power Protector R
acquires UPS information through local or network

communication and can be easily deployed on many

computers.

UPS Power Protector can be remotely managed,
configured and updated with our Intelligent Power
Manager supervisory software. Intelligent Power
Manager can be downloaded for no charge from IBM
for supervising / monitoring of a network of up to ten
devices. Versions of Intelligent Power Manager for
supervising / monitoring many devices may be
purchased through an IBM authorized reseller.

Developer Web Site

N

Click Install Package. After the installation is completed, select Application » IBM
> UPS Power Protector Open (in Gnome) and see [Chapter 3, “Configuring UPS|
[Power Protector,” on page 15

Command line installation
To install from a command line, use the following command (as a root user):

$ dpkg -i UPP-Tlinux_X.Y.Z.deb

For example:

$ dpkg -i UPP-linux_1.10.032-1_i386.deb
(Reading database ... 352242 files and directories currently installed.)
Preparing to replace UPP-Tinux 1.10.032 (using .../UPP-Tlinux_1.10.032-1_i386.deb

Unpacking replacement UPP-Tinux ...
Setting up UPP-Tinux (1.10.032)...

After the installation is completed, go to [http:// @/P:4679/} where @IP is the IP
address of the computer that is hosting UPS Power Protector.

Generic installation on Linux

If your system does not derive from Red Hat (using .rpm) or Debian (using .deb);
you can install UPS Power Protector using the generic package.

Note: This method is supported only from the command line.
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To install from a command line in interactive mode, use the following command
from where the generic installer is located (as root):

$ UPP-T1inux-1_10 035-1386.run -install

For silent installation, add the -silent parameter as shown below (as root):
$ UPP-Tinux-1_10 035-1386.run -install -silent

After the installation is completed, go to |http:// @/P:4679/|, where @IP is the IP
address of the machine hosting UPS Power Protector.

3 =y ey Ty ———
[l 1BM UPS Power Prot: =
| € = @ b1270014679 /M =

“ & Power Sowrce

Informatan ot SlA%A oo Mebied "

Input

Tutput

O4/23{13 - R5:9 o W 42313 - 4:51:59 pm

St - 7 days

Events o+

Uninstalling UPS Power Protector

If you chose the native packages for installing UPS Power Protector, you can use
your preferred package-management application to remove the UPP-linux package.
You can also do the same from the command line. For example, on Red Hat and
derivatives, enter the following command:

$ rpm -e UPP-Tinux

On Debian and derivatives, enter the following command:
$ dpkg -r UPP-Tinux

Note: After uninstalling the native .deb or .rpm packages, some user configuration
and data are not removed, due to technical constraints. If you want to fully
remove these, enter the following command (as root):

$ rm -rf /usr/local/IBM/UPSPowerProtector

12 UPS Power Protector: User's Guide


http://<@IP>:4679/

If you have chosen the generic installer, use the following command for interactive
uninstall (as root):

$ /installation/path/mc2 -uninstall

For a silent uninstallation, add the -silent parameter (as root) as shown in the
following command:

$ /installation/path/mc2 -uninstall -silent

Chapter 2. Installing the UPS Power Protector softvare 13
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Chapter 3. Configuring UPS Power Protector

This chapter contains information about configuring the UPS Power Protector
application by using the Settings menu.

Discovering the UPSs connected through a USB or serial port

Start the UPS Power Protector main graphical interface from the previously
created shortcut. Click Settings *Auto Discovery.

The first discovered UPS that is connected through a USB or RS232 port is

automatically assigned as the power source. The Status icon is green :

IBM UPS Power Protector ogout USERID?

WViews. “ @ HodeList
3 Vaws Tows | S| Mame Mac Ad... Class Location  Contact

3 'y Power Source @ B ov00ovaziowa

£8 Power Components
33 Events
»
s=Events Lt
& Evenis Candar
=313 Swttings
B4 auto Discovery B Select ol
J actiony
o Sauscwn
\,'}59';'.9-
JLeg
13 U Lint

Discovering the nodes that are connected on the network

The following discovery methods are available from the Auto Discovery menu:
* Quick scan (automatically performed when the application starts)

* Range scan

* Address scan

Notes:

1. Each network node must have a valid IP address (or a DNS name) in the range
that you have entered for auto-discovery. UPS Power Protector automatically
receives the alarms through notification or polling.

2. The Quick Scan request is a broadcast frame on 4679 Internet Assigned
Numbers Authority (IANA) reserved port and 69 standard TFTP port. Using the
Quick Scan operation, you can discover the IBM Network Management Card
through broadcast within a few seconds.

3. For the nodes outside of the network segment, perform the discovery based on
IP address ranges (Range scan).

4. Address scan performs a single address scan. The discovered UPS that is
connected through a network is not automatically assigned as the power source.
To assign it as the power source, select the node and click Set as Power
Source.
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5. The Edit shutdown configuration window opens automatically when the power
source is set. To configure the shutdown parameters, see [‘Shutting down UPS|
[Power Protector.]

- . R %
6. After the power source is configured, the icon is green , Or it is gray
if the communication fails.

15M UP'5 Power Protecton

G @ NodeList

Tipe | Suelus Mame s AddrE 85 Caan Location Cemmiact

Shutting down UPS Power Protector

You can use UPS Power Protector to shut down a UPS, server, or computer from
your local computer through the following devices:

* USB or serial communication port
* Network

To configure the server shutdown, complete the following steps:
1. Log in with an administrator user profile.
2. Click Settings»Shutdown and the following page is displayed.

1BM UPS Power Profecton

b e
Lyzie yarm Ensbled
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From this page the following configuration options are provided:
» Edit power source

» Edit shutdown configuration

» Edit advanced shutdown criteria

» Edit UPS configuration

» Test acess

* Test shutdown

These configuration options are described in the sections below.

Power source
To configure the power source, complete the following steps:

1. Click Edit Power Source.

Edit power source x
Source
Power source: F -
Shutoff
Load segment: Load segment #1 e

ACCess pa rameters
Login: USERID

Password: pzeead |

[seve J[ conce |

2. In the Power source field select the UPS that powers the computer that is
hosting UPS Power Protector. (This setting is also accessible by selecting
Settings » Auto-Discovery » Set as PowerSource.)

3. Check the other parameters and click Save.

Other parameters: The following are the other parameters you can configure for
the power source:

Load Segment
(Optional) the load segment that powers the server hosting UPS Power
Protector.

Note: When Master is selected, the entire UPS will switch off.

Access parameters
When the power source is managed through the network:

 If the power source is the IBM Network Management Card, the login
name and password are needed only if IBM UPS Power Protector has to
set values in the card. (For example, when you change the shutdown
duration value.)

 If the power source is another UPS Power Protector with the Shutdown
controller feature activated, the login and password are mandatory. The
login must be an account with an administrator profile.

Chapter 3. Configuring UPS Power Protector 17



In case of a misconfigured Shutdown feature, the software signals a communication
error. Check that the power source and access parameters (if needed) are correctly
set.

Editing shutdown configuration
To configure Shutdown parameters, click Edit shutdown configuration.

Edit shutdown configuration 4
Shutdown
Shiibdown times {second(s)) Hone
Shiutdown duration (second(s)): 120
Shutdown type: Hibermate by

Shiubdown script;

[Losave ][ consl ]

The following parameters can be configured:

Shutdown timer
(Optional) The time period from the time of the power failure until the launch
of the UPS shutdown sequence.

Shutdown duration
The shutdown delay needed to correctly shut down the computer.

Shutdown type
The following shutdown types are available:

* Hibernate (default option)

If this option is available with your operating system, it is better to use it
(first available with Windows 2000) because there are a number of
advantages. If the system is shut down, all work in progress and system
information are automatically saved to the disk. The computer itself is
also de-energized. When mains power returns, all the applications
reopen exactly as they were and you are returned to the work
environment. The Hibernate function must first have been activated in the
operating system. In the Power options on the Windows control panel,
check that the Hibernate option is activated on the Hibernate tab sheet.

Notes:

1. If you select hibernate, but your computer does not have this
function, UPS Power Protector will still protect the installation by
carrying out the normal (default) shutdown.

2. For Windows Vista, refer to the FAQ section of this manual.
e Shutdown

This option shuts down your applications and the system, but does not
de-energize the computer. The system offers you the choice to
de-energize the computer, in which case it is the UPS that cuts power.
On most computers, this configuration is necessary if you want the
server to restart as soon as mains power returns.

e Power-off

This option shuts down your applications and the system, and
de-energizes the computer. This configuration is advised if you want to
be there when the system restarts (or for load shedding).
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» Script
This option manages the shutdown in a custom script that you can create
to fit with your own shutdown sequence. You can integrate the standard
Windows shutdown command. (More information can be found by
entering the shutdown /? command in a Windows Command Line
interpreter.) The shutdown script is the absolute path of the script.

Outlet shutoff active
Using this option, UPS Power Protector sends a delayed shutoff command
to the outlet. This delayed command is sent to the UPS at the beginning of
the shutdown sequence, and this is the point of no return for this sequence.
The outlet is turned off at the end of the shutdown sequence.

Shutdown sequence trigger
When a power utility failure occurs, the shutdown sequence is started as
soon as the first of the two following conditions is reached:

» After the Shutdown timer (if configured).

* When the network management card or UPS shutdown criteria is
reached. See the following illustration.

Start of the

Leality Faibure Shutdown Sequence UPS Shut OH
e —— e ——

- - i
Shutdowe Aftir 1
1

Delay Before
Shutdown

Battery Capacity

sl

100%

Ramain ng Austonomy

1t Aemaning Time Undes

p—
i

"étll.lf.‘:l.l:\'.-ll .D;..[il.lj-i.l‘l

Shisdown I |
Remaining
Capacity Under [

B -—

Cand Parameters LIFS Parameters

Editing advanced shutdown criteria
Select Edit advanced Shutdown Criteria to open the Edit advanced shutdown
criteria window.
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Edit advanced shutdown criteria 4

V] shutdown criteria is reached

[] Redundancy lost

[Tl pratection last

[ UPS fault (internal fault or battery fault)
[ UPs overlnad

[T] output on bypass

[ Cormmmunication failure

[ Save ] [ Cancel

Shutdown criteria is reached is the option enabled by default. This is the standard
shutdown sequence taking into account time based criteria and UPS low battery
level criteria.

In addition, you can also select one or several events in the following events list. If
these events are selected, they will trigger an immediate shutdown sequence when
they occur.

* Redundancy lost

* Protection lost

« UPS fault (internal fault or battery fault)
» UPS overload

* Output on bypass

* Communication failure

Note: When using a Virtual Power Source (in redundant configuration), only the
following criteria can be used:

e Shutdown criteria is reached.
* Redundancy lost.
¢ Protection lost.

Editing UPS configuration

Select Edit UPS Configuration to open the UPS Configuration page. It is available
for some UPSs connected through a USB or serial port. Otherwise, the parameters
are displayed as read only through the network or if the UPS does not support this
feature.

You can configure the following UPS parameters:
* Low Battery alarm level

* Load Segment restart delays

* Audible alarm
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|

Aeton wmactive SUTF aareer amEp.server.eom
S - Emaail on 8 hastcowT svents
[
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% Power Protectar (UPP) Alarms
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Depest. Every minute
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Testing access

Test access checks whether the login and password are correctly configured so that
UPS Power Protector can do the following:

» Update the shutdown configuration on the card
* Remotely access to the UPS Power Protector shutdown controller

Testing shutdown

Test shutdown starts a shutdown procedure (according to the UPS Power Protector
parameters).

Shutdown use cases
In the following sections, several typical use cases are described to help you
configure the shutdown sequence according to your needs.

Architecture 1 (locally attached UPS through a serial or USB
port)

Use case 1
You want to keep your computer actively hosting UPP1 for as long as
possible.

This is the default UPP1 configuration. The following illustration shows this
UPS Power Protector default configuration that is available by selecting
Settings » Shutdown » Edit Shutdown Configuration.
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| Edit shutdown configuration x|

Shutdown
Shutdown timer (second(s)): M
Shutdown duration (second(s)): 120
Shutdown type: Hiberrate 25

Shutdown script;

[save J[ comel |

Use case 2
To save battery backup time, you want to perform load shedding (stop your
computer after a predefined time).

Configure a Shutdown timer value on UPP1. (This configuration parameter
is available by selecting Settings+*Shutdown-»Edit Shutdown
Configuration.)

Architecture 2 (network-attached UPS network management
card)

Hetwork
urs Card

Use case 1
You want to keep all the computers active for as long as possible. This is
the default configuration for the UPS Power Protectors and the
Network-MS.

The UPS Power Protector default configuration is available by selecting
Settings » Shutdown » Edit Shutdown Configuration. For example, for
the IBM Network Management Card, the default shutdown configuration is
available by selecting UPS»Shutdown Parameters as shown in the
following illustration.
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Use case 2
To save battery backup time, you want to stop all your computers after a
predefined time.

On the web/SNMP UPS card, configure a Shutdown Criteria. For example,
Network-MS (for example, 66102 / 103006826) and Modbus-MS (for
example, 66103) web/SNMP UPS card shutdown configurations are
available by selecting UPS»Shutdown Configuration.

Note: In this case the computer automatic restart is guaranteed.

Use case 3
You want to perform load shedding on the specific computer that is hosting
UPP2 (that is, stop the computer hosting UPP2 after a predefined time).

On UPP2, configure a Shutdown timer value. (This configuration parameter
is available by selecting Settings+*Shutdown-»Edit Shutdown
Configuration.)

Notes:
1. In this case the automatic restart for the computer hosting UPP2 is not
guaranteed.

2. Use case 3 can be combined with Use case 1 or Use case 2.

Architecture 3 (network-attached UPS through shutdown
controller)

Use case 1
You want to keep your computers active for as long as possible.
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This is the default shutdown configuration for the Shutdown Controller
UPP#1 and other UPS Power Protector installations. The UPS Power
Protector default configuration is available by selecting Settings*Shutdown
> Edit Shutdown Configuration.

Use case 2

To save battery backup time, you want to stop all your computers after a
predefined time.

On UPP#1 (the shutdown controller) configure a Shutdown timer value.
(This configuration parameter is available by selecting
Settings+*Shutdown-Edit Shutdown Configuration.)

Note: In this case the automatic restart for all the computers is guaranteed.

Use case 3

You want to perform load shedding on the computer hosting UPP #2. (Stop
the computer hosting UPP#2 after a predefined time.)

On UPP#2, configure a Shutdown timer value. (This configuration
parameter is available by selecting Settings+*Shutdown-~Edit Shutdown
Configuration.)

Notes:
1. In this case the automatic restart for the computer hosting UPP#2 is not
guaranteed.

2. Use case 3 can be combined with Use case 1 or Use case 2.

Use case 4

Typical example with four computers. According to the server configuration,
you might want to shut down the servers at different times:

Computer hosting UPP1
The computer hosting UPP1 is directly attached to the UPS (USB
or serial port) The shutdown controller has to be installed on the
server that will be the last one to shut down.

Computer hosting UPP2
The computer hosting UPP2 is a computer that requires a long
delay to shut down (for example, hosting database or VMware).

Computer hosting UPP3
The computer hosting UPP3 is a computer that requires being the
last one to be shut down because other servers depend on it (for
example, it is the file server).

Computer hosting UPP4
The computer hosting UPP4 is another server that has to be
stopped before computer B or C (web server) or this computer can
also be stopped for load shedding purpose (workstation).

Use the following configuration settings:

* On UPP#1: Configure Shutdown Timer to None and Shutdown Duration to
120 s.

* On UPP#2: Configure Shutdown Timer to 180 s and Shutdown Duration to
180 s.

* On UPP#3: Configure Shutdown Timer to None and Shutdown Duration to
120 s.
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* On UPP#4: Configure Shutdown Timer to 120 s and Shutdown Duration to

120 s.

The following time diagram summarizes this configuration.

Power 1 min. 2 min. 3 min. 4 min. 5 min. 6 min. 7 min. 8 min. 9 min.

Utility

0On battery i OFF
ups [ ] [ [ I | [ | [ [ |
W — | | [ | | | |
upPE2l [ [ 5000 0 Y Y
UPP#3[ I [ I [ [ I I
uppg4[ I

10..min.

Configuring actions

You can define the way users are notified when node events happen.

Click Settings»Actions. The following notifications methods are available:

¢ Email

» Execute script/program

icon.

1BM UPS Peaaner Protector
|

Notification to the local alarm notification box, available from the System Tray
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Chapter 3. Configuring UPS Power Protector

25



Creating a new action

Click Create new action in the upper right of the window to create a new action.

Create new action

Action active™: v

Action name™;

Event criticalties™: E [ @ o
Event categories™ 4 All events

From view™;

All Views

Action type™:

Notes:
1. The fields marked with an asterisk (*) are required.

x

2. Clicking on the pen icon starts an assistant to fill the field.

Action active
Enables/disables the action.

Action name
Name for the action.

Events filter

You can filter the action according to the following criteria:
» The Event criticality (Critical, Warning, Normal, Communication Lost).

Note: With this parameter, you can filter the notification according to the
event level. (See the following events list.) If you select Critical as
the filter, you will not receive the associated Normal event
informing you that the device status changed from Ciritical to
Normal.

» The Event category (All Events, Alarms, Shutdown events, Power
events, Measures). (See the following events list.)

» The view that triggers the event (From view).

Action type

You can select the following actions:
* Email

+ Command

* Notification

According to your choice, specific settings are available for each action. The
configuration of these three actions are described in the following sections.

Detailed alarms and events list in the Event category:

Alarms:

 Utility failure

»  Communication lost
* Shutdown Imminent
» Battery Low
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Email

Internal Failure
Overload

Output On/Off
QOutlets On/Off
Battery Fault

On Automatic Bypass
On Manual Bypass
Redundancy Lost
Protection Lost

Shutdown events:

Utility failure

Battery Low

Shutdown Imminent

Local Run Time to Shutdown

Power events:

Output Percent Load

Output Apparent Power

Output Active Power

Output Power Factor

System Defined Output Overload Alarm

Measures:

The email action is not active by default. Some of the fields are preconfigured by

Output Percent Load

Battery Remaining Capacity

Battery Run Time to Empty

Main 1: Voltage, Current and Frequency
Main 2: Voltage, Current and Frequency
Output: Voltage, Current and Frequency
Output Apparent Power

Output Active Power

Output Power Factor

default.
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Create new action ®

Action actmve™: o
Actian namea™; Email on shutdown events
Event criticalties™: 1= p i L] i
Event categories™: 4 All events
From view™: All Views »
Action type™: Email bt
Settings
SMTP sarvar™: smitp.sarvar.com
Legin: admin
Password: reess
Recipiant™: sysadminservar.com
Sender:
Subject: & UPS Power Protector (UPP) Alarms
Message: & Al from : {nodetame) : [date} - {message}
Digast™: Every minute i

| Save ! Cancel

M

For the fields at the top of the Edit action window, see[‘Creating a new action” on|

The following are the specific email settings:

* SMTP Server: To receive emails on UPS events, you have to indicate the SMTP
server |IP address.

* Login and Password: Authentication information of the SMTP server.
* Recipient: Receiver email address.

Note: You can specify multiple receivers by separating them with a comma.
» Sender: (Optional field) The email sender.

Note: The SMTP server might require a valid email address.

» Subject: The email subject. This field can be customized with predefined
variables.

* Message: The email message body. This field can be customized with
pre-defined variables.

» Digest: You can specify that you want to receive a consolidation of the alarms
that occurred during a delay that you can choose. If you specify none, each
alarm will generate an email. With this setting you will receive more emails for
the same number of events. The possible values are:

None

Every 10 seconds
Every minutes
Every hour
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— Every day

Notes:

1. It is possible to duplicate an existing action that is already configured and only

change the parameters.

2. For advanced use, you can customize the subject and message, for example, if

you have to translate an email into an SMS (using an email to SMS external

provider). Click the pen icon to start the Edit message assistant to fill the field

with variables. Click o to add a variable.

| Edit message *

Sebect a field in the list below to customize your action message:

© object - Name of object which riggered the event.
O walue - Value of abject which triggered the event,
£ message - Message Ink to the event,
© nodeName - Node name.
© hostMame - "UPS Power Protactor’ host name.
© date - Date in ‘yyyy-mm-dd HH:Mb:ss" format.,
O Mate - Dzate i local format.
Hessage

from {nodeameal: £

Command (running a script or program)

Create new action x
Action acthe™; o

Action mame™: :Executel

Event criticalities™; 3 [ @ L

Event categories™; 4 All events

From wiew™; Al Views e
Achon type™: Command b
Settings
Command™: & | c\customistop_senvices.bat

To run a program on UPS events, the program path is required.

For example, to play sound alarms on events, create a batch command file
containing the command:

mplay32.exe /play /close
C:/WINDOWS/Media/<sound>.wav
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Create an Action type of Command that calls this batch file.

Notes:

1. For Windows, the program is run under the System account. To run some
privilege commands, you might have to apply the following procedure: It might
be necessary to modify the context before certain actions can be run. To allow a
user to run specific tools and programs with permissions that are different from
those assigned to the user account, use the Windows RunAs command which
allows you to save the password (Windows XP Service Pac 2 or later). Use the
following Windows command:
runas /profile /user:<my login> /savecred <my program.exe>
The first time you run the command, a password is required; it is saved for
subsequent commands.

2. For Linux, the UPS Power Protector process runs under the root privilege. (The
sudo command is not needed to run a program or shell script.)

Notification (alarm box)
The Notification action is active by default.

Edit action *
ACTION active™: V|
ACtin nama™: riotifcatio B
Event criticalies™: 7 7 S ) 716
Event categories™ 4 Alarms, Shutdown events
From: view™: Al Views bl
Action type™: Hotification "'
[ save || conce ]

The alarms are displayed on the local computer in an alarm box.
This Notifications window (alarm box) displays the last ten alarms. The Notification

window is displayed in the foreground every time there is an alarm. From the event
section you can view more than ten alarms.
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B8 ‘UPS Power Protector’ Notifications e |5
Hame T
Power Source O utility i‘ E
Batiery capacity 97 %
Battery run time & h 18 min 00 =
Messages
E L] o 0472401 3-1:50:00 pm The system & powered by the utiity
Fi L = 047241 3-1:4%32 pm Shutdown in 1 min 50 5
A " = 047241 3-1:4%:01 pm Shutdewn in 2 min 20 5
. = 047241 3-1:48:31 pm Shutdewn in 2 min 50 5
. = 0472411 3-1:48:00 pm Shutdewn in 3 min 20 5
. - 0472411 3-1:47:59 pm The system is powered by the UPS battery

The window appears on foreground every time there is an alarm. The alarm
notification box is accessible from the System Tray icon. Click the icon to open the
window that displays the alarms on the local computer.

Right clicking the System Tray icon provides faster access to the following
functions:

Open the notification box

Open the web interface
Start 'UPS Power Protector’
BG Stop 'UPS Power Protector’

If a power source has been declared, the System Tray icon can have the following
states:

The System Tray icon correctly receives alarms from UPS Power Manager: AC is present
on the power source.

The System Tray icon correctly receives alarms from UPS Power Manager: The power
source runs in battery mode.

The System Tray icon correctly receives alarms from UPS Power Manager: A warning
event occurred on the power source.

The System Tray icon correctly receives alarms from UPS Power Manager: A critical event
occurred on the power source.

Communication with the power source has failed.

Q=

Advanced events and actions customization

In the UPS Power Protector installation folder, you can see a configs/scripts folder
containing a sample user-defined action script (sample_user_script.js). You can
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modify this script or create new scripts that define very specific events and actions.
The sample script provides details about the expected structure and syntax for
defining new actions and triggers. To activate the execution of a script you have to
set the enabled property to true as shown in the following example:

UserScript =

{
name: "MyScript",
enabled: true, // Set this property to true to enable the script

Configuring user accounts

32

Multiple user accounts can be configured.

From the Settings menu, click User List, then complete the following steps:
1. Click Add user.
2. Set the User Login and the User password.
3. Select the user Profile level. The following levels are available:
« admin (The user can access all the features.)

« user (The user can access only the supervision feature and cannot set
parameters for the system or nodes.)

4. Click Create new user.

188 UFPS Powar Protector

User Accounts window

UPS Power Protector contains a default Administrator profile with:
* USERID as login
* PasswOrd as password

Notes:
1. For security reasons, change the default password immediately after the
installation.

2. A pop-up message warns you about security if the password contains less than
eight characters.

3. The Login and Password are case-sensitive.

4. The original USERID account login value is fixed (admin) and its Password has
to be modified.

5. There is no limit to the number of accounts.
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Select one of the menu items, and then click the corresponding button on the right:

Edit system information: Enter contact and location information for UPS Power
Protector software.

Edit language: Allows the user to change the user language. (Czech, English,
French, German, Japanese, Korean, Polish, Portuguese, Russian, Simplified
Chinese, Spanish, Traditional Chinese are currently supported.)

Edit scan settings: Changes the default SNMP community name for discovery
and enables/disables periodic scan of new nodes.

' JEdit scan settings ¥ |
Default SMMP cormmunity narme; sasene
ALtomatic scam: [¥]
Save ] [ Cancel ]

Edit update settings: Customizes the automatic update feature.

This feature gives you access to IBM software updates. IBM UPS Power
Protector is always up-to-date if you select the Check automatically option.
When a new software version is detected, follow the wizard instructions.

Notes:

1. UPS Power Protector settings are retained with this operation.

2. UPS Power Manager can manage updates with large number of computers.
(See|Chapter 5, “Redundancy,” on page 51.)
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» Check for updates: Checks if a later version of the UPS Power Protector is
available on the IBM website.

Note: To obtain information about the latest UPS Power Protector software, you
can also go to one of the following websites:

— For Windows, go to |http://www.ibm.com/support/entry/portal/
|docdisplay?lndocid:EATN-U PPWIN[

— For Linux, go to |http://www.ibm.com/support/entry/portall
[docdisplay?Indocid=EATN-UPPLNX

* Module Settings: Enables optional modules (for example, Shutdown Controller).

Shutdown controller

UPS Power Protector can acquire UPS alarms from a UPS (through a USB or
RS232 port or from a web/SNMP card or virtual power source) and forward the
shutdown alarms to the other IBM UPS Power Protectors. This specific UPS Power
Protector is called the shutdown controller.

Activating the Shutdown Controller feature

You have to activate the Shutdown Controller feature on the UPP#1 that relays the
alarms (connected to the UPS through USB or RS232). This option can be
activated by selecting Settings+*System-~Module Setting. Double-click on Module
settings, then select the check box.

Edit modules settings »

l'. v ﬁn?ﬂl.lﬂdil‘nl:'ﬁ J

Shutdhoven controbar

[Lseve [ comel ]

When this feature is activated on one UPS Power Protector:

* A new view called Notified Applications is displayed in the menu of the Shutdown
Controller UPS Power Protector and the UPS Power Protector top banner is
updated with this graphical sign:

« Other UPS Power Protectors discover this UPS Power Protector through a
network scan.

From these other UPS Power Protectors, configure the parameters in
Setting»*Shutdown-»Configuration. The following are the main parameters:

— Power source (Indicate the IP address of UPP#1 that is the Shutdown
Controller)

— Load Segment
— Login and Password (You must use an account with an admin profile.)

Click Save. The UPS Power Protector is registered in the Notified Application
view of the Shutdown Controller. (See |Chapter 4, “Monitoring devices,” on page|
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Example with three computers (see [‘Architecture 3 (network-attached UPS|
through shutdown controller)” on page 23):

When this feature is activated on one UPS Power Protector:
* The UPP#1 automatically detects its UPS.
e The user has to activate the Shutdown Controller feature for UPP1.

* In the UPP2 interface, the user has to indicate the IP address of the UPP1
computer, the load segment, and UPP1 Login and Password.

* In the UPP3 interface, the user will have to indicate the IP address of UPP1
computer, the load segment and UPP1 Login /Password.

+ UPP#1 forwards Shutdown alarms to remote UPPs (UPP2) (UPP3).
* As a consequence, the three servers powered by this UPS are protected.

The following illustration shows the corresponding power flow view where there is
one UPS that powers three servers fed by only one power supply.

Notified Application view

The Notified Application view is displayed when the Shutdown Controller feature is
activated. When the user selects a line, the panels on the right are refreshed
according to the selection.

Notified Applications View

Status:

» A green icon indicates that communication is OK between the Local and Remote
UPS Power Protector.

* A grey icon indicates that communication is lost between the Local and Remote
UPS Power Protector.
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Shutdown diagram:

I I

The shutdown diagram is a time illustration of the shutdown sequence of the
selected computer. It is a visual representation of the shutdown sequencing
between the different computers.

* The total width is the time remaining to empty of the power source (in case a
power failure happens or is in progress).

* The green part is the runtime to shut down duration of the computer.
* The orange part represents the computer shutdown duration.
* The red part is the computer off time.

Note: The Notified Applications list is persistent.

The status of this remote UPS Power Protector changes from OK to

Communication Lost @ if you uninstall a remote UPS Power Protector
or if there is a communication lost event between the shutdown controller
UPS Power Protector and the remote UPS Power Protector. With this
mechanism the IT administrator is able to monitor any change in the IT
distributed architecture. You can manually remove the UPS Power Protectors
from this list by selecting Autodiscovery»Remove Nodes.
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Chapter 4. Monitoring devices

This chapter provides information about the monitoring features that are available
with the UPS Power Protector software.

Accessing the monitoring interface

To monitor the power source, start the main UPS Power Protector interface. You
can access the UPS Power Protector interface locally or remotely.

Local access

From the system where the UPS Power Manager software is installed, click Start ->
Programs -> IBM -> UPS Power Manager ->Open IBM UPS Power Manager.

From a local computer, type the following URL in a web browser:
https://127.0.0.1:4680/

or
http://127.0.0.1:4679/

Remote access
To access UPS Power Protector remotely, use one of the following methods:

« From a remote computer, you can type the following URL in a web browser
https://name_or_IP_address_of computer_hosting UPP:4680/
or
http://name_or IP address of computer hosting UPP:4679/

* In SSL mode, to accept the certificate, click Yes.

Security Alert El

I camation ywou exchange wath thes sibe cannot be viewed oo
changad by others. However, there it a problam with the ste's
secunity comtificate.

o The sacunty camficabe was izsued by a compary you have
ot chosen ko tust, View the cerlificabe 1o determine whether
you wank bo trust the certitying authority.

ﬂ The secuity cetificate date i vabd

{4y The name on the secuily cedificate it invalid or does nol
rmatch the name of the ste

Cho yois ward to procesd?

[ Yes ] | HNo | [!:wl:atﬁcme ]

Accepting the 5oL Certricate

For Internet Explorer 7 on the Microsoft Vista operating system only.

To install the certificate on Internet Explorer for Microsoft Vista, complete the
following steps:

1. Run Internet Explorer 7 as an administrator (right-click the desktop icon).

2. Go to the web address of the UPS Power Protector software, which is the
name or IP address of the computer that is hosting the UPS Power Protector
software.
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Click through the certificate error.

Click Certificate Error in the address bar.
Click View Certificate.

Click Install Certificate.

Click Place all certificates in the following store and select Trusted Root
Certification Authorities store. If you do not do this, the certificate goes in
your personal store, and it is not trusted by Internet Explorer.

» Enter the login and password.

N o oo

Power Source view

From the Views menu, select Power Source. To monitor the information from the
UPS that powers the IBM UPS Power Protector computer, you can drag and drop
the panels in the window.

1BM UPS Power Profector o

4/« 401334 pom i 042313 - S04 pm

o Statmtics - 7 days %.

Panels list

This section describes the panels that are available in the Selection view.

Information and Status

The Information and Status panel displays information about the device that powers
the server that is running UPS Power Protector.

38 UPS Power Protector: User's Guide



Information and Status

@ 1BM S000VA2TO0W Rack HV UPS UPS LI R 3000

Descnpten BM 3000VEAZTO0NW Rack HY UPS UPS LIR 3000
Komnal apparent power
Senal number
Class
£ g

Battary siabe
Powear Source

Liad kel

Battary capacty
Battery run time
Load segment 31

Load segment #2

Information Panel
The following node information is displayed in this panel:

166.99.224.121
The DNS name (or IP address) is displayed near the status icon.

Description
The commercial product name.

Nominal apparent power
The UPS nominal apparent power (in VA or KVA).

IP address
The Web/SNMP card IP address (if network acquisition).

Mac address
The Web/SNMP card MAC address (if network acquisition).

Location
The device location (the value of the syslocation object or it can also be
configured on the Device page).

Contact
The device contact (the value of the syscontact object or it can also be
configured on the Device page).

Serial number
The device serial number (if available).

Link The link to the device website (if available).

Battery state
The states are Charging, Discharging, Default, Floating, or Resting.

Power source
The power source is ac power or battery.

Load level
The output load level of the device.

Battery capacity
The battery capacity of the device.

Battery run time
The device remaining backup time.

Master output
The main output status (On/Off, Internal Failure, On Automatic Bypass,
Manual Bypass, or Overload).

Group #Xx
The output outlet status (On/Off).
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Note: The information that is displayed on the Information and Status panel
depends on the node capabilities.

Measures
The Measures panel displays the selected device electrical parameters (single
phase or 3 phases), depending on the node capabilities.
The following illustration shows an example of the Measures panel for a single
phase UPS.
Measures
Input
Dutput
Environment

The Environment panel displays the selected device sensor information as shown in
the following illustration.

Note: This panel is available only when the source is a Web/SNMP card.

Environment =

Temperature m 21.5"C
Husmidiy m 334%

gl #1 E Dpen
npul 82 ﬂ Oipen

The Environment panel displays the following information:

Temperature
Sensor temperature (in °C)

Humidity
Humidity level

Input #1
Status of first contact (open / closed)

Input #2
Status of second contact (open / closed)
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Graph

The Graph panel displays the graph of the main measures of the selected device.

Garaphs - AVOFIS01H ®
I -
[iats SEFHAR - Bl am | =
| _——
T vl THY L —
By gty OHEEER 1o
o ————— Hmn#
—— —— - s o = s aan_ ar
|
A0 BB < AR - 1054 am

To read the values, place the mouse cursor over the graph, a vertical line is
displayed over it and you can read the values in the box for the selected date.

To zoom in on the graph, click = . To select the data that you want to display in the
graph, click ¥ .
In the Graph Settings window, you can select up to 6 measures simultaneously.

Time scale possible values are 1 hour / 2 hours / 6 hours / 12 hours / 24 hours / 2
days / 1 week.
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Graph Settings a3

Measures
Battery: [¥] Battery capacity [¥] Battery run time
[T Battery output voltage ] Battery temperature
Output: [F1 output vokage ] output current
[ output frequency [Pl Power
[# Load level
Input: [# Input vokage [ Input cument
[T Input frequency
Bypass: [] Bypass voktage [l Bypass current
[ Bypass frequency
Outhat: [l Power
Emvronment: [T Temparature ] Humridity
Time Scale
2 hours =

Synoptic

The Synoptic panel displays the selected device synoptic. In the top left corner, the
UPS electrical topology is indicated (for example, Online UPS or Line Interactive
UPS). A tool tip is displayed when the mouse is over one of the functional blocks.

Swvnopkic =
(online UPS

g

Master
Output measures

Load level [T &9 %

Apparent povwer 443 kWA,
Output valtage 2304
Output current 19 2
. Output freguency 49 Hz

The synoptic color codes are described in the following tables.
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Table 1. UPS modules

AC/DC DC/AC Color Description
Green Status OK and
Active
Red Internal fault and
Inactive
Gray Status OK and
Inactive or
Unknown
Table 2. Battery module
Symbol Color Description

Green Status OK

Orange Battery charge is less than
50%

Red Battery fault, End-of-backup,
or End-of-battery-service-life
pre-alarm

Gray Battery status unknown

Table 3. Electrical flows
Symbol Color Description
== Yellow Current flow through the cable

Note: The object animation gives the direction
of the current flow.

= Gray No current flow through the cable.

Attention: The cable might still have
voltage.

Table 4. Electrical power source at UPS input

Symbol Color Description
D Green Source powered. Status OK
D Gray Source not powered or status unknown

The following examples show combinations between flow status and power source status.
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Table 4. Electrical power source at UPS input (continued)

Symbol Color Description

Green/ The electrical power source is powered and
b': Yellow provides electrical flow.
i Green/Gray | The electrical power source is powered and

does not provide electrical flow.

Table 5. Load at UPS output (its status is linked to the UPS output status)

Symbol Color Description

b Green Load powered and protected. Status OK
D Red Load not powered

b Gray Load status unknown

The following examples show combinations between flow status and load status.

5>

Yellow/ Load powered and protected
:b' Green
Gray/Red Load not powered

Events

The Events panel displays the events list of the selected node. You can sort the
events according to Status, Date, and Message by clicking on the column header.

Statuy * Date

1

OEEEFEEFEEFEEFEE

DA 2-1-21:00
D424 3120050
424N 10223
0424M-10:08:2

Ba24M 2 10:08:4.

Da24/M13-9:53:58
DAZUTE-95354
D424 L 54801
D&/ 41 35:45:57
a2 5 4245
DASZ4M 2004242
DAZATE 424D
DAZANLE 4204

0a23N 344615
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Message

Raported communication emmos
Reported communization enror
Reported communication resiored
Reported communication enrof
Reported communicaton resiored
Reparted comemunazatian amor
Reported communication regiored
Reported communication enror
Reported communication restored
Reported communication enror
Reparted communaalion resiorsd
Communicabon fTalureé with gnvingnment Sensor
Reported communication resiored

Communication with device has falisd




Statistics

The Statistics panel displays the statistics of the selected node.

Stakistics - 7 days =

Communication between card and device lost 4
The UPS output is off 4
Metwork communication with device lost 3
Estimated consumption 2T 54 kKVA
Powver lost court 3
Cusmiated power lost time G min 42
UPE faul 3
LIPS overload 1
021709 - 12:00:00 am L 4 0223009 - 11:59:59 pr

To select the time interval for the statistics, click ** . To adjust the time interval,
click the From and To dates.

The following list shows the statistics computed data information:

Apparent Consumption (or Active Consumption in next release)
Average Apparent Power (or Average Active Power in next release)
Power Failure Count

Power Failure Cumulated Duration

Battery Fault Count

Internal Failure Count

Overload Count

Warning Alarm Count

Critical Alarm Count

Output Off Count

Communication Lost Count

Note: The statistics computed data information depends on the device capabilities.

Events

The following sections describe the Events menu options.
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List representation
To open the alarms list, click Events -> Events List.

IBM UPS Power Protector &

Hame Message Ack J dcinnwisdge al evesty

Alarms fst.

Buttons on the bottom toolbar enable filtering on unacknowledged alarms of the
corresponding level.

All new alarms are stored in this log.
You can sort the alarms according to Status, Date, Name, Message, and Ack.

The following functions are available:

Acknowledge selected events adds a check box in the Ack column for
selected events.

Acknowledge all events adds a check box in the Ack column for all events.

Note: When an alarm is acknowledged, it is marked with a checkbox but it is
still viewable in this Event list. It decreases the number of non
acknowledged alarms at the bottom of the web page. The acknowledged
alarms are not displayed if you click Power Source -> Event panel.

Export Logs creates a logs.csv file with the following syntax:

"Date";"Node";"Type";"Level";"Object";"Value";"Message";
"2009/01/27-18:35:20.840";"166.99.250.83"; "Measure";"0"; "UPS.PowerConverter.
Input[1].Frequency";"49";"";

Select all selects all displayed events.
Deselect all deselects all selected events.

Tips: You can select one alarm by clicking on it. You can select several alarms with
Shift+click or Alt+click. Then, the selected lines are displayed in dark blue.
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Calendar representation
To open the events calendar, click Events -> Events Calendar.

188 LUPS Power Protecior

“ @ Events Cakendar & Seleckien viEw
W Se.. Moo, Tu., We.. Th. Fri Sai. Events - 1event - on B4f18/L3

o i fasbes  Bats [ [res— ek

Pagel ofd b Bl & (25 o Tremperpege Cusplaying 1- 2%

In this matrix representation, each line is a week and each column is a day of the
week. If you select a day or an interval (with the date selector or press Shift and
click), the Events and Statistics panels display the information for the selection and
automatically refresh when new statistics are computed.

Nodes Events list
The tables in this section describe the icons and event status. The icons in the
different views represent the event severity.
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Table 6. Uninterruptible power supply status icons

Icon

Event status

2

Normal. With this event, the device is returning to a normal status.

Event list (UPSs):

» Communication with device is restored
* Communication restored with UPS

e The system is powered by the utility

e The UPS output is on

* Communication restored with UPS

* Battery OK

e UPS returns to normal load

« UPS OK

* Bypass : Return on UPS

* End of low battery alarm

* The outlet group 1 is on

e The outlet group 2 is on

* Communication failure with environment sensor
« Communication restored with environment sensor
* Humidity is in normal range

» Temperature is in normal range

* Input #x on

* Input #x off

* End of warning alarm

» End of critical alarm

* Redundancy restored

» Protection restored

Warning. A problem occurred on the device. The application is still
protected.

Event list (UPSs):

* The system is powered by the UPS battery
* Output on automatic bypass

e Qutput on manual bypass

e Humidity is below low threshold

* Humidity is above high threshold

» Temperature is below low threshold

» Temperature is above high threshold

* Warning Alarm (a generic Warning alarm is active on the device)
» The device is under its load alarm threshold
* The device is over its load alarm threshold
* Protection lost

* Redundancy lost

» Shutdown in {time}

* Remote Communication Error (remote communication or configuration
issue is detected)
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Table 6. Uninterruptible power supply status icons (continued)

Icon

Event status

X

Critical. A serious problem occurred on the UPS device. This problem
requires an immediate action. The application might not be powered
anymore.

Event list (UPSs):

e The UPS output is off

» The outlet group 1 is off

* The outlet group 2 is off

» Battery fault

* UPS overload

* UPS fault

* Low battery alarm

* Applications must stop immediately
» System shutdown in progress

= Critical alarm (a generic Critical alarm is active on the device)

Communication lost
Event list:

Communication failure with a device or application

Chapter 4. Monitoring devices

49



Launching the web interface for a device
From the Status panel, you can access the web interface for the IBM Network
Management Card, including an integrated web server. Click the web link

associated with this blue icon @ (http access) or this yellow icon & (https
access).

The following illustration shows an example of opening different web interfaces from
IBM UPS Power Protector.

Network Management Card

ABLY B ATTEON Rack HY UPS
‘Computar Room

Bacery dont siatun -
Last wpdate | TAZAZAT 22T

QOpening different Web interfaces fom IBM UPS Fower Protector;,
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Chapter 5. Redundancy

This chapter provides information about using the redundancy features of UPS
Power Protector.

Introduction

UPS Power Protector provides management for composite devices. Composite
devices are virtual nodes composed of uninterruptible power supplies (UPSs) that
are mounted with specific redundancy topologies(Redundant Supplies, Hot Standby
or Static Transfer Switch for two components and Parallel for two or more
components) and a dedicated redundancy level.

The electrical redundancy topologies are described in the following list:
* Redundant supplies (dual feed or triple feed)

UPS 1

UPs 2

Server 1

“| Server 2

In this case, the two UPSs provide power on
one or several multiple feed servers.

* Hot standby

UPs 2

UPS 1

For Hot Standby mode, when the upstream
UPS powers the load, the downstream UPS
is on bypass.

» Static Transfer Switch for two components

UP%

STS
UPSs 2
UPS 1 STS 1
UPS 2 575 2

For Static Transfer Switch (STS) mode, there
are several cases with a single STS or
multiple STSs.
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» Parallel for two or more components

All the UPSs power the load at the same
UPS 1 time.
e
UpPs 2
UPS 3
UPS 4

To enable the redundancy feature, click Settings -> System -> Modules Settings.
IBM UPS Power Protector will then shutdown a local computer that is powered by
several UPSs (composite device).

UPS Power Protector can perform the following tasks:
» Supervise composite devices (if the Redundancy feature is activated)
* Shutdown the UPS Power Manager computer when powered by several UPSs (if

the shutdown feature is also activated).
Edit modules settings :v<
S B
| ¥! Redundancy J
] Shustdown controber

swe J[ conca |
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Redundancy configuration

To configure redundancy, complete the following steps:

1.
2.

3.

Log in with an administrator user profile.
Select two or more nodes and click Set composite device from the left menu.

Node LisT

Type Status Mame Mac A.... Class Location ...

g o

g o

g B2

B @

2 B g
B @

@ @ -
B @

g B2

@ @

2 o

In the window, enter the following values:
Device name User name of the composite device

Redundancy mode
To select the correct electrical topology (Parallel / Redundant
Supplies / Hot Standby / Static Transfer Switch), see
[“Introduction” on page 51

Redundancy Level
The minimum number of redundant UPSs powering the system.
The default is 0.

If you set this parameter to a higher level, you will receive the
Redundancy Lost alarm when you do not have enough
redundant UPSs.

The new node is created and you can see it in the Auto discovery node list. You
can perform the following actions:

Select the node as a power source.

Edit the composite device properties by selecting the node in the discovery view
and click Set composite device from the left menu.

If you select components of a composite device and click Set composite device
again, the properties of existing composite devices are shown; no new composite
device is created; therefore, no composite device duplication is possible.
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Redundancy views

The Redundancy views are described in the following sections.

Composite device in Power Source view

When a Redundancy module is activated, a composite device can be selected as a
power source. You can show this in the Power Source view. In this case,
Information, Status, Events, and Power components panels are displayed with
specific data.

1B UP5 Power Protecion

informaton ard Stk

.Eg Wy redUndan Sysher

Power Compenents

%... Hame Load level  Bafierycapacity  Dadtery -
G B (OO 7+ G 55 % 676 Siwvenes - Tave 3 -
3 B D s

Power components sub view

When a Redundancy module is activated, a new view called “Power components” is
available as a sub view of “Power source”. This view shows a list of nodes with
their properties, but it displays only the components of the selected power source, if
it is a composite device.
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188 UPS Power Profecios

Stava

Redundancy use cases (if shutdown is activated)
This section provides several typical use cases that can help you configure the
redundant shutdown sequence according to your needs.

Use case 1: You want to schedule the longest backup time with the redundant
configuration.

This use case is the default UPS Power Protector configuration. To view the default
configuration, click Settings -> Shutdown -> Edit Shutdown Configuration.

Edit shutdown conliguration ®
Shutdown
Shiibdown timer (2atond(s)) Hone
Shutidown duration (second(s)): 120
Shutdown type: Hibermate bt

Shutdown script;

The following illustration shows the default configuration on the web/SNMP card. To
open the Shutdown Parameters page, click UPS -> Shutdown Parameters.
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Use Case 2: You want to schedule a shutdown after a predefined time of 10
minutes. The shutdown has to occur even if only one UPS is on battery. In this
case, each server can have its own shutdown timer (for example 10 minutes, 8
minutes, or 6 minutes).

The following illustration shows an example shutdown timer of 10 minutes. From the
UPS Power Protector window, click Settings -> Shutdown -> Edit Shutdown
Configuration.

Edit shutdown configuration (%]
| Shutdown -
Shutdown timer (secondis)); .Ed:ll:l
Shutdown duration (secondis)); 120
Shutdown type: |Hihemate v

Shutdowen script:

[ Save H Cancel

Note: This is the default configuration on the web/SNMP card.

Use Case 3: You want to schedule a shutdown starting 10 minutes from the last
detected Utility failure event. For this example, there are two UPSs, one of them is
redundant. In this case, all servers shutdown at the same time. This is the default
configuration in UPS Power Protector.

To schedule the same shutdown configuration for the web/SNMP card, you have to
configure a shutdown timer of 10 minutes in all the web/SNMP cards. In this case,
the last UPS sends the shutdown order after 10 minutes, if it runs on battery. If the
last UPS never runs on battery, the first UPS will simply shutdown at the end of
autonomy and the last UPS takes the load (if it has the capacity; otherwise, the
shutdown occurs sooner). To open the Shutdown Parameters page, click UPS ->
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Shutdown Parameters. The Shutdown Parameters page is shown in the following
illustration.

L St szvances paruminem

Sve moBtes BTN [Sae ]

Use Case 4: You want to schedule a shutdown when the remaining time of the last
UPS is 10 minutes. In this case, each server can have its own shutdown duration
(for example, 10 minutes, 8 minutes, or 3 minutes).

To schedule a shutdown duration of 10 minutes in UPS Power Protector, click
Settings -> Shutdown -> Edit Shutdown Configuration, as shown in the
following illustration.

v

Edit shutdown configuration (]
- Shutdown N
Shutdower tirmer (second(s): !Nu:une .

(Shutdl:uwn duration (second(s)); (600 J
Shutciown type: Hibernate |
Shutdown script:

[ Save H Cancel J

Note: This is the default configuration on the web/SNMPcard.
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Redundancy advanced behavior example

This section shows redundancy examples. For each example, there are four parallel
UPSs. Each UPS is 20 kW. For this parallel topology, the load can vary between 0

and 80 kW.

UPS A1

UPs 2

UPS 3

UPSs 4

Redundancy alarm management with four modules

For this example, the user defined redundancy level and load have the following

information:

* R is the number of redundant UPSs
« Status of redundancy lost alarm

Table 7. Redundancy alarm management with four modules

Load /
redundancy 20 kW < Load < (40 kW < Load < (60 kW < Load <
level Load <20 kW |40 kW 60 kW 80 kW
0 R=3 R=2 R=1 R=0
1 R=3 R=2 R=1 R=0 ->
Redundancy
Lost active
2 R=3 R=2 R=1 -> R=0 ->
Redundancy Redundancy
Lost active Lost active
3 R=3 R=2 -> R=1 -> R=0 ->
Redundancy Redundancy Redundancy
Lost active Lost active Lost active
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Protection alarm management with four modules

For this example, the following load and number of failed UPSs are

» P is the number of UPSs protecting the load
* R is the number of redundant UPSs

» Status of protection lost alarm

Table 8. Protection alarm management with four modules

used:

20 KW < Load <

40 kW < Load <

60 kW < Load <

Protection Lost
active

Protection Lost
active

Protection Lost
active

Load / failures |Load < 20 kW 40 kW 60 kW 80 kW
No failure P=4; R=3 P=4; R=2 P=4; R=1 P=4; R=0
1 failure P=3; R=2 P=3; R=1 P=3; R=0 P=3; R=0 ->
Protection Lost
active
2 failures P=2; R=1 P=2; R=0 P=2; R=0 -> P=2; R=0 ->
Protection Lost Protection Lost
active active
3 failures P=1; R=0 P=1; R=0 -> P=1; R=0 -> P=1; R=0 ->
Protection Lost Protection Lost Protection Lost
active active active
4 failures P=0; R=0 -> P=0; R=0 -> P=0; R=0 -> P=0; R=0 ->

Protection Lost
active
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Chapter 6. Advanced management

Use the UPS Power Manager application to perform the following tasks remotely:

» Display an IBM UPS Power Protector: configuration.

» Configure a single IBM UPS Power Protector.

* Synchronize multiple IBM UPS Power Protector configurations.
» Trigger the IBM UPS Power Protector Upgrade.

To download the IBM UPS Power Manager software and documentation, go to
Ihttp://www.ibm.com/support/entry/portal/docdisplay?Indocid=EATN-UPMWIN,
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Chapter 7. Compatibility list

UPS Power Protector is supported on the devices that are described in the

following sections.

IBM serial line devices

Product name

Connectivity

IBM 3000 VA LCD 3U Rack

USB or RS232

IBM 6000 VA LCD 4U Rack UPS USB or RS232

IBM 11000 VA LCD 5U Rack

USB or RS232

IBM network devices

Product name

Card/proxy

Features

IBM UPS Network
Management Card
(46M4110)

Network Card

Quick Scan Supervision

© Copyright IBM Corp. 2013
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Appendix A. Getting help and technical assistance

If you need help, service, or technical assistance or just want more information
about IBM® products, you will find a wide variety of sources available from IBM to
assist you. Use this information to obtain additional information about IBM and IBM
products, determine what to do if you experience a problem with your IBM system
or optional device, and determine whom to call for service, if it is necessary.

Before you call

Before you call, make sure that you have taken these steps to try to solve the
problem yourself:

» Check all cables to make sure that they are connected.

» Check the power switches to make sure that the system and any optional
devices are turned on.

» Check for updated firmware and operating-system device drivers for your IBM
product. The IBM Warranty terms and conditions state that you, the owner of the
IBM product, are responsible for maintaining and updating all software and
firmware for the product (unless it is covered by an additional maintenance
contract). Your IBM service technician will request that you upgrade your
software and firmware if the problem has a documented solution within a
software upgrade.

» If you have installed new hardware or software in your environment, check
[http://www.ibm.com/systems/info/x86servers/serverproven/compat/us/ to make
sure that the hardware and software is supported by your IBM product.

+ Go to http://www.ibm.com/supportportal/| to check for information to help you
solve the problem.

» Gather the following information to provide to IBM Support. This data will help
IBM Support quickly provide a solution to your problem and ensure that you
receive the level of service for which you might have contracted.

— Hardware and Software Maintenance agreement contract numbers, if
applicable

— Machine type number (IBM 4-digit machine identifier)

— Model number

— Serial number

— Current system UEFI and firmware levels

— Other pertinent information such as error messages and logs

+ Go to jhttp://www.ibm.com/support/entry/portal/Open_service_request/|to submit
an Electronic Service Request. Submitting an Electronic Service Request will
start the process of determining a solution to your problem by making the
pertinent information available to IBM Support quickly and efficiently. IBM service

technicians can start working on your solution as soon as you have completed
and submitted an Electronic Service Request.

You can solve many problems without outside assistance by following the
troubleshooting procedures that IBM provides in the online help or in the
documentation that is provided with your IBM product. The documentation that
comes with IBM systems also describes the diagnostic tests that you can perform.
Most systems, operating systems, and programs come with documentation that
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contains troubleshooting procedures and explanations of error messages and error
codes. If you suspect a software problem, see the documentation for the operating
system or program.

Using the documentation

Information about your IBM system and preinstalled software, if any, or optional
device is available in the documentation that comes with the product. That
documentation can include printed documents, online documents, readme files, and
help files. See the troubleshooting information in your system documentation for
instructions for using the diagnostic programs. The troubleshooting information or
the diagnostic programs might tell you that you need additional or updated device
drivers or other software. IBM maintains pages on the World Wide Web where you
can get the latest technical information and download device drivers and updates.
To access these pages, go to |http://www.ibm.com/supportportall Also, some
documents are available through the IBM Publications Center at
Ihttp://www.ibm.com/shop/publications/order/|

Getting help and information from the World Wide Web

On the World Wide Web, up-to-date information about IBM systems, optional
devices, services, and support is available at jhttp://www.ibm.com/supportportal/
The address for IBM System x® information is |http://www.ibm.com/systems/x] The
address for IBM BladeCenter® information is %://Www.ibm.com/systemsll
bIadecenter/| The address for IBM IntelliStation™ information is
http://www.ibm.com/systems/intellistation/}

How to send Dynamic System Analysis data to IBM

Use the IBM Enhanced Customer Data Repository to send diagnostic data to IBM.
Before you send diagnostic data to IBM, read the terms of use at
Ihttp://www.ibm.com/de/support/ecurep/terms.html|

You can use any of the following methods to send diagnostic data to IBM:
« Standard upload: |hitp://www.ibm.com/de/support/ecurep/send_http.htm||
+ Standard upload with the system serial number: |http://www.ecurep.ibm.com/

app/upload_hw

 Secure upload: |http://www.ibm.com/de/support/ecurep/send_http.html#secure]
+ Secure upload with the system serial number: |https://www.ecurep.ibom.com/

app/upload_hw

Creating a personalized support web page

At|http://WWW.ibm.com/support/mynotificationS/i, you can create a personalized
support web page by identifying IBM products that are of interest to you. From this
personalized page, you can subscribe to weekly email notifications about new
technical documents, search for information and downloads, and access various
administrative services.

Software service and support

Through IBM Support Line, you can get telephone assistance, for a fee, with usage,
configuration, and software problems with your IBM products. For information about
which products are supported by Support Line in your country or region, see
Ihttp://www.ibm.com/services/supline/products/}
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For more information about Support Line and other IBM services, see
Ihttp://www.ibm.com/services/, or see |http://www.ibm.com/planetwide/| for support
telephone numbers. In the U.S. and Canada, call 1-800-IBM-SERV
(1-800-426-7378).

Hardware service and support

You can receive hardware service through your IBM reseller or IBM Services. To
locate a reseller authorized by IBM to provide warranty service, go to
lhttp://www.ibm.com/partnerworld]| and click Find Business Partners on the right
side of the page. For IBM support telephone numbers, see |http://www.ibm.com/|
planetwide/ In the U.S. and Canada, call 1-800-IBM-SERV (1-800-426-7378).

In the U.S. and Canada, hardware service and support is available 24 hours a day,
7 days a week. In the U.K., these services are available Monday through Friday,
from 9 a.m. to 6 p.m.

IBM Taiwan product service

£ 1BM 7 1 IR it s 5 =,

£ 8 I S S R T TR A 7
LAETHRAM s 7 55 3 1

=L - 0800-016-888

IBM Taiwan product service contact information:
IBM Taiwan Corporation
3F, No 7, Song Ren Rd.
Taipei, Taiwan
Telephone: 0800-016-888
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Appendix B. Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be
used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.

Any references in this information to non-IBM websites are provided for
convenience only and do not in any manner serve as an endorsement of those
websites. The materials at those websites are not part of the materials for this IBM
product, and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Trademarks

IBM, the IBM logo, and ibm.com are trademarks of International Business Machines
Corp., registered in many jurisdictions worldwide. Other product and service names
might be trademarks of IBM or other companies. A current list of IBM trademarks is
available on the web at “Copyright and trademark information” at
Ihttp://www.ibm.com/legal/copytrade.shtml.

Adobe and PostScript are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States and/or other countries.
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Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc., in the
United States, other countries, or both and is used under license therefrom.

Intel, Intel Xeon, Itanium, and Pentium are trademarks or registered trademarks of
Intel Corporation or its subsidiaries in the United States and other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Linux is a registered trademark of Linus Torvalds in the United States, other
countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Important notes

Processor speeds indicate the internal clock speed of the microprocessor; other
factors also affect application performance.

CD drive speeds list the variable read rate. Actual speeds vary and are often less
than the maximum possible.

When referring to processor storage, real and virtual storage, or channel volume,
KB stands for approximately 1000 bytes, MB stands for approximately 1 000 000
bytes, and GB stands for approximately 1 000 000 000 bytes.

When referring to hard disk drive capacity or communications volume, MB stands
for 1 000 000 bytes, and GB stands for 1 000 000 000 bytes. Total user-accessible
capacity may vary depending on operating environments.

Maximum internal hard disk drive capacities assume the replacement of any
standard hard disk drives and population of all hard disk drive bays with the largest
currently supported drives available from IBM.

Maximum memory might require replacement of the standard memory with an
optional memory module.

IBM makes no representation or warranties regarding non-IBM products and
services that are ServerProven®, including but not limited to the implied warranties
of merchantability and fitness for a particular purpose. These products are offered
and warranted solely by third parties.

IBM makes no representations or warranties with respect to non-IBM products.
Support (if any) for the non-IBM products is provided by the third party, not IBM.

Some software may differ from its retail version (if available), and may not include
user manuals or all program functionality.
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