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Chapter 1. Introduction

This document provides installation and configuration information for installing IBM®
UPS Power Protector on VMware ESXi4 and ESXi5 platforms.

You can use UPS Power Protector to control the startup and shutdown of the virtual
machines that are hosted on the same physical machine, assuring data integrity on
each virtual machine.

UPS Power Protector is a solution that automates data security functions. UPS
Power Protector provides the following features:

» Continuously waits for information from the management proxy or network
management card that is connected to the IBM UPS.

* Warns administrators and users if the ac power fails.
» Performs a system shutdown before the end of battery backup power is reached.
* Restarts machines when the ac power restarts.

VMware ESXi does not have an administrative console therefore you cannot install
UPS Power Protector on that machine. However, you can install UPS Power
Protector on VMware Infrastructure Management Assistant VIMA 1.0 or on vSphere
Management Assistant (vMA 4.0). Using VIMA or vMA, you can manage and shut
down the VMware ESXi in case of UPS and power anomalies. You can also
configure ESXi to safely suspend or shut down a guest operating system. This way
you can have one UPSPower Protector shutdown agent on only one guest
operating system (VIMA or vMA).

Installing the UPS Power Protector client on the VIMA or vMA instead of on each
virtual machine provides the following benefits:

* Only one binary UPS Power Protector client is required on the VIMA or vMA to
manage all virtual machines.

» Dynamic management of virtual machine configuration with a personalized script.

The UPS Power Protector client is supported on a VMware virtualization server with
two guest operating systems (Windows Server 2003 R2 and Red Hat 5.4) for
electrical power events, shutdown, low battery, and reboot.

For more information about installing and using UPS Power Protector, see the IBM
UPS Power Protector User's Guide at |ttp://www.ibm.com/support/entry/portal/|
docdisplay?Indocid=EATN-UPPWIN|

Notices and statements in this document

The following notices and statements are used in this document:
* Note: These notices provide important tips, guidance, or advice.

* Important: These notices provide information or advice that might help you avoid
inconvenient or problem situations.

« Attention: These notices indicate potential damage to programs, devices, or
data. An attention notice is placed just before the instruction or situation in which
damage might occur.

© Copyright IBM Corp. 2013 1


http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPWIN
http://www.ibm.com/support/entry/portal/docdisplay?lndocid=EATN-UPPWIN

2 IBM UPS Power Protector: Installation and Configuration for VMware ESXi 4 and ESXi 5 Virtualization Architecture



Chapter 2. IBM offering for VMware

IBM provides three solutions for VMware that are shown in the following
architecture diagram.
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» The first solution provides ESX server graceful shutdown. UPS Power Protector

© Copyright IBM Corp. 2013

is installed on each ESX operating system.

Use this solution when:

— vCenter Server is not available for management of hosts.
— Number of ESX is limited.

For more information, see the IBM UPS Power Protector Installation and
Configuration Guide for VMware ESX 4.0 and ESX 4.1 Virtual Architecture.

The second solution provides ESXi server graceful shutdown (paid ESXi version
only). The free version cannot be shut down because of VMware restrictions.
UPS Power Protector is installed on a VIMA/VMA (one instance of UPS Power
Protector per ESXi).

Use this solution when:

— vCenter Server is not available for the management of hosts.

— Number of ESX is limited.

The third solution is for multiple ESX and ESXi servers (paid version only). It
provides the following features:

Remote graceful shutdown of multiple ESX/ESXi servers and hosted VMs
ESX/ESXi remote maintenance (vMotion)

An UPS Power Manager plug-in is created in vCenter

UPS events are accessible through vCenter
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Chapter 3. Installing UPS Power Protector on VIMA or vMA

This chapter provides information about installing and configuring UPS Power
Protector on VIMA or vMA.

Prerequisites

The following is a list of prerequisites:

The VMware ESXi server machine is up and running.
Only the ESXi paid version is supported by this integration process.

VMware Infrastructure Management Assistant VIMA 1.0 or vSphere Management
Assistant (vMA 4.0 or 5.0) is installed as a guest operating system.

vSphere client is installed on a different machine than the VMware ESXi server
configuration.

UPS Power Protector package.

SSH client for installation and configuration.
SCP Client to upload packages to VIMA or vMA.
VMware tools installed on each virtual machine.

Notes:

1.

Through the network connection, the IBM UPSs are compatible with UPS Power
Protector on ESXi.

2. Through the RS232/USB connection, VIMA and vMA are not compatible with

UPS Power Protector.

Installing VIMA or vMA

To download and install VIMA or vMA on ESXi host machines, see

lhttp://www.vmware.com/support/developer/vimal

Configuring VMware ESXi

You must configure the physical machine to allow automatic operating system
boot on startup. This setting is in your machine BIOS. For more information, see
the specific technical hardware documentation.

To allow interactions between physical and virtual machines, VMware tools have
to be installed on each virtual machine. For more information, see the VMware
ESXi Server documentation.

You can configure the automatic startup and shutdown properties of guest
operating systems. For UPS Power Protector to work correctly, configure VIMA or
vMA with the following settings:

— Automatic shutdown of VIMA or vMA when an ESXi host is shutting down.
— Automatic startup of VIMA or vMA when an ESXi host is starting.

To configure the VIMA or vMA shutdown and startup properties, complete the
following steps:

1.

From the Virtual Infrastructure Client interface, select ESXi host server from
the left navigation tree.

2. Select the Configuration tab.

© Copyright IBM Corp. 2013
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3. Select Virtual machine startup/shutdown » Properties present in the right
corner.

The following window opens.
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4. Select the VIMA or vMA guest machine and click Edit. Use the following
configuration as shown in the previous illustration:

« Startup Settings:
Select Use specified settings.
Startup Delay: 120 seconds

* Shutdown Settings:
Select Use specified settings.
Shutdown Delay: 120 seconds

To configure the automatic virtual machine boot of other guest machines on
VMware ESXi start-up, complete the following steps:
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1. From the Virtual Infrastructure Client interface, go to the Virtual machine
startup/shutdown menu.

2. Select Configuration»Properties+Start and stop VMs with the system.
3. Choose Enable.

Note: On the Properties page, you can also define the startup order of your virtual
machines:

Start and Stop VMs with the system: Enabled
Default Startup Delay: x Seconds

Default Shutdown Delay: x Seconds

Startup Order: Automatic Startup

This configuration is shown in the following figure:
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Hardware architecture

The prerequisites for UPS Power Protector installation are described in the IBM
UPS Power Protector User's Guide, which you can downloaded at:

Ihttp://www.ibm.com/support/entry/portal/docdisplay?Indocid=EATN-UPPWIN|

For UPS systems compatibility, see the "Compatibility list” section.

Network architecture

All hardware elements must have an operational network configuration that enables
them to communicate with each other.

Note: vMAS5 (Suse operating system) does not need a firewall setting. Proceed to
the next section.

Make sure that the vMA firewall authorizes the following:

» Connections on TCP ports 4679 and 4680 to enable remote access for

supervision and configuration through a web browser. These ports are reserved
at IANA |http://www.iana.org}
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» Connections through TCP port 80. TCP port 80 must be opened as a destination
port (for output) on the machine hosting UPS Power Protector.

To enable communication between UPS Power Protector and the network
management card, type the following commands:

sudo iptables -I OUTPUT -p tcp --dport 80 -j ACCEPT

sudo iptables -I OUTPUT -p tcp --dport 5000 -j ACCEPT

sudo iptables -I INPUT -p tcp --dport 4679 -j ACCEPT

sudo iptables -I INPUT -p tcp --dport 4680 -j ACCEPT

sudo iptables -I INPUT -p udp --dport 4679 -j ACCEPT

sudo iptables -I INPUT -p udp --dport 4680 -j ACCEPT

Enter the following command to save firewall settings:
service iptables save

To configure your VMware ESXi Server for the network, see the IBM UPS Power
Protector User's Guide.

Installing UPS Power Protector on a VMware ESXi server

To install UPS Power Protector on a VMware server complete the following steps:

1. Go to http://www.ibm.com/support/entry/portal/docdisplay?Indocid=EATN-|
UPPLNX| and download the software package for your Linux operating system.

2. Upload the package on your VIMA/VMA environment with an SCP client.

3. Connect with SSH to the vMA. Make sure that you have the correct authority to
run and install programs on VIMA or vMA. For more information, see the
VMware documentation.

Note: If you are not the root user, when you start the installer you will receive
the following error:

error: can't create transaction lock

Enter sudo -s to get a root console and run the installer again.
4. Install IBM UPS Power Protector by typing:
[vma ~]$ rpm -1 upp-Tinux-xx.xX.xxxx-1.x86_64.rpm

To configure a personalized package, see the IBM UPS Power Protector User's
Guide.

5. Connect to UPS Power Protector using your web browser by typing:

http://<@IP-or-name-of-vMA>:4679/ (for HTTP access)
https://<@ IP-or-name-of-vMA>:4680/ (for HTTPS access)

8 IBM UPS Power Protector: Installation and Configuration for VMware ESXi 4 and ESXi 5 Virtualization Architecture
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Chapter 4. Using UPS Power Protector with VMware ESXi

After the UPS Power Protector installation, follow the three steps described in the
following sections to use UPS Power Protector or see the IBM UPS Power
Protector User's Guide.

Step 1 (remote access)

1. From a remote machine, type one of the following URLs in a web browser:

https://<name or IP address of vMA hosting UPP>:4680/
http://<name or IP address of vMA hosting UPP>:4679/

2. In SSL mode, accept the certificate by clicking Yes.
3. Enter USERID as the Login, passwOrd as Password and click Login.

BN UPS Powesr Protector

What are UPS Power Protector and UPS Power Manager 7 Login: UEERTD

& TEM UPS Povier Protector software wil gracefully shit down senvers and complters that are poversd by an [BM

Step 2 (configuration)

The following are the two types of scans that can be performed:

* Quick scan: The Quick scan discovers networked UPSs through broadcast within
a few seconds (network management cards). The discovered UPS connected
through a network are not automatically assigned as the power source. You have
to select the node and click Set as Power Source. The icon becomes green

|

The discovered nodes are displayed by selecting Settings » Auto Discovery.
For the other nodes, perform the discovery based on IP address ranges (Range
scan).

Note: When started, the application automatically performs a Quick scan.

* Range scan: The Range scan operation discovers the nodes that are outside of
the network segment and nodes that are not compatible with the Quick scan
feature. On the Settings » Shutdown page, assign the IP address of the UPS
that powers the local computer. In the Settings » User List page, assign the
access rights through login and password.

Edit the shutdown configuration. Use the Shutdown type (Script) and in the field
Shutdown script enter the following command:

perl bin/virt_tools/shutdownESXi.pl --server @ServerIP/Name
--username Server_username--password Server_Password

© Copyright IBM Corp. 2013 9



Modify the following parameters with the correct information for your
environment:

— @ServerlP/Name: IP of the ESXi Server (such as, 10.1.0.250)
— Server_username: Name of an Administrator user of the ESXi Server
— Server_Password: Password of the administrator user.

Edit shutdown configuration
Source
Power souUrce; 10.0.1.64
Outlet
Load segment: Master output

Access parameters

Liogir:
Password:

Shutdown

Shutdown times (sech Hona

Shutdewn duration (sec): 120

Shutdown type! Seript

Shutcdowr script; binfvirt_tooksfshutdownESX_pl --server 10.0,1,53 --usemams john —password secretPass
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Step 3 (operation)

Click Views » Power Source to monitor the current state of the UPS that powers
the server that is running UPS Power Protector.

Click Events » Event List to view the device events.
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Appendix A. Getting help and technical assistance

If you need help, service, or technical assistance or just want more information
about IBM products, you will find a wide variety of sources available from IBM to
assist you. Use this information to obtain additional information about IBM and IBM
products, determine what to do if you experience a problem with your IBM system
or optional device, and determine whom to call for service, if it is necessary.

Before you call

Before you call, make sure that you have taken these steps to try to solve the
problem yourself:

» Check all cables to make sure that they are connected.

» Check the power switches to make sure that the system and any optional
devices are turned on.

» Check for updated firmware and operating-system device drivers for your IBM
product. The IBM Warranty terms and conditions state that you, the owner of the
IBM product, are responsible for maintaining and updating all software and
firmware for the product (unless it is covered by an additional maintenance
contract). Your IBM service technician will request that you upgrade your
software and firmware if the problem has a documented solution within a
software upgrade.

» If you have installed new hardware or software in your environment, check
[http://www.ibm.com/systems/info/x86servers/serverproven/compat/us/ to make
sure that the hardware and software is supported by your IBM product.

+ Go to http://www.ibm.com/supportportal/| to check for information to help you
solve the problem.

» Gather the following information to provide to IBM Support. This data will help
IBM Support quickly provide a solution to your problem and ensure that you
receive the level of service for which you might have contracted.

— Hardware and Software Maintenance agreement contract numbers, if
applicable

— Machine type number (IBM 4-digit machine identifier)

— Model number

— Serial number

— Current system UEFI and firmware levels

— Other pertinent information such as error messages and logs

+ Go to jhttp://www.ibm.com/support/entry/portal/Open_service_request/|to submit
an Electronic Service Request. Submitting an Electronic Service Request will
start the process of determining a solution to your problem by making the
pertinent information available to IBM Support quickly and efficiently. IBM service

technicians can start working on your solution as soon as you have completed
and submitted an Electronic Service Request.

You can solve many problems without outside assistance by following the
troubleshooting procedures that IBM provides in the online help or in the
documentation that is provided with your IBM product. The documentation that
comes with IBM systems also describes the diagnostic tests that you can perform.
Most systems, operating systems, and programs come with documentation that

© Copyright IBM Corp. 2013 13
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contains troubleshooting procedures and explanations of error messages and error
codes. If you suspect a software problem, see the documentation for the operating
system or program.

Using the documentation

Information about your IBM system and preinstalled software, if any, or optional
device is available in the documentation that comes with the product. That
documentation can include printed documents, online documents, readme files, and
help files. See the troubleshooting information in your system documentation for
instructions for using the diagnostic programs. The troubleshooting information or
the diagnostic programs might tell you that you need additional or updated device
drivers or other software. IBM maintains pages on the World Wide Web where you
can get the latest technical information and download device drivers and updates.
To access these pages, go to |http://www.ibm.com/supportportall Also, some
documents are available through the IBM Publications Center at
Ihttp://www.ibm.com/shop/publications/order/|

Getting help and information from the World Wide Web

On the World Wide Web, up-to-date information about IBM systems, optional
devices, services, and support is available at jhttp://www.ibm.com/supportportal/
The address for IBM System x® information is |http://www.ibm.com/systems/x] The
address for IBM BladeCenter® information is %://Www.ibm.com/systemsll
bIadecenter/| The address for IBM IntelliStation™ information is
http://www.ibm.com/systems/intellistation/}

How to send Dynamic System Analysis data to IBM

Use the IBM Enhanced Customer Data Repository to send diagnostic data to IBM.
Before you send diagnostic data to IBM, read the terms of use at
Ihttp://www.ibm.com/de/support/ecurep/terms.html|

You can use any of the following methods to send diagnostic data to IBM:
« Standard upload: |hitp://www.ibm.com/de/support/ecurep/send_http.htm||
+ Standard upload with the system serial number: |http://www.ecurep.ibm.com/

app/upload_hw

 Secure upload: |http://www.ibm.com/de/support/ecurep/send_http.html#secure]
+ Secure upload with the system serial number: |https://www.ecurep.ibom.com/

app/upload_hw

Creating a personalized support web page

At|http://WWW.ibm.com/support/mynotificationS/i, you can create a personalized
support web page by identifying IBM products that are of interest to you. From this
personalized page, you can subscribe to weekly email notifications about new
technical documents, search for information and downloads, and access various
administrative services.

Software service and support

Through IBM Support Line, you can get telephone assistance, for a fee, with usage,
configuration, and software problems with your IBM products. For information about
which products are supported by Support Line in your country or region, see
Ihttp://www.ibm.com/services/supline/products/}
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For more information about Support Line and other IBM services, see
Ihttp://www.ibm.com/services/, or see |http://www.ibm.com/planetwide/| for support
telephone numbers. In the U.S. and Canada, call 1-800-IBM-SERV
(1-800-426-7378).

Hardware service and support

You can receive hardware service through your IBM reseller or IBM Services. To
locate a reseller authorized by IBM to provide warranty service, go to
lhttp://www.ibm.com/partnerworld]| and click Find Business Partners on the right
side of the page. For IBM support telephone numbers, see |http://www.ibm.com/|
planetwide/ In the U.S. and Canada, call 1-800-IBM-SERV (1-800-426-7378).

In the U.S. and Canada, hardware service and support is available 24 hours a day,
7 days a week. In the U.K., these services are available Monday through Friday,
from 9 a.m. to 6 p.m.

IBM Taiwan product service

£ 1BM 7 1 IR it s 5 =,

£ 8 I S S R T TR A 7
LAETHRAM s 7 55 3 1

=L - 0800-016-888

IBM Taiwan product service contact information:
IBM Taiwan Corporation
3F, No 7, Song Ren Rd.
Taipei, Taiwan
Telephone: 0800-016-888
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Appendix B. Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be
used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.

Any references in this information to non-IBM websites are provided for
convenience only and do not in any manner serve as an endorsement of those
websites. The materials at those websites are not part of the materials for this IBM
product, and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Trademarks

IBM, the IBM logo, and ibm.com are trademarks of International Business Machines
Corp., registered in many jurisdictions worldwide. Other product and service names
might be trademarks of IBM or other companies. A current list of IBM trademarks is
available on the web at “Copyright and trademark information” at
Ihttp://www.ibm.com/legal/copytrade.shtml.

Adobe and PostScript are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States and/or other countries.

© Copyright IBM Corp. 2013 17


http://www.ibm.com/legal/copytrade.shtml

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc., in the
United States, other countries, or both and is used under license therefrom.

Intel, Intel Xeon, Itanium, and Pentium are trademarks or registered trademarks of
Intel Corporation or its subsidiaries in the United States and other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Linux is a registered trademark of Linus Torvalds in the United States, other
countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Important notes

Processor speeds indicate the internal clock speed of the microprocessor; other
factors also affect application performance.

CD drive speeds list the variable read rate. Actual speeds vary and are often less
than the maximum possible.

When referring to processor storage, real and virtual storage, or channel volume,
KB stands for approximately 1000 bytes, MB stands for approximately 1 000 000
bytes, and GB stands for approximately 1 000 000 000 bytes.

When referring to hard disk drive capacity or communications volume, MB stands
for 1 000 000 bytes, and GB stands for 1 000 000 000 bytes. Total user-accessible
capacity may vary depending on operating environments.

Maximum internal hard disk drive capacities assume the replacement of any
standard hard disk drives and population of all hard disk drive bays with the largest
currently supported drives available from IBM.

Maximum memory might require replacement of the standard memory with an
optional memory module.

IBM makes no representation or warranties regarding non-IBM products and
services that are ServerProven®, including but not limited to the implied warranties
of merchantability and fitness for a particular purpose. These products are offered
and warranted solely by third parties.

IBM makes no representations or warranties with respect to non-IBM products.
Support (if any) for the non-IBM products is provided by the third party, not IBM.

Some software may differ from its retail version (if available), and may not include
user manuals or all program functionality.
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