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C i5/OS y>2+ThC# k4PTBNqT7#zD532+TzcnM*s:

v +2+6p(QSECURITY 535)hC* 50#2+6p 50 a)Kn_6pDj{T#$,(iZ_gU

73(grXx)P9CK6p#$zD53#

":g{10ZMZ 50 D2+6pOKP,I\h*|BYw}Lr&CLr#Z|D*9C|_2+6

p.0,h*4i6System i 2+TN<7#

v +2+T`XD535hC*AYkFvhCD^F6p`,#I9C System i <=w2+Tr<4dC(

iD2+ThC#

v 7#;PC'E*D~(|( I B M a)DC'E*D~)P1!\k#9C “Vv1!\k

”(ANZDFTPWD)|nliGqP1!\k#

v 9CTs(^#$X*D53J4#Z53O9C^F=(#4,Z1!ivB^F?vK(PUBLIC

*EXCLUDE)CJ53J4(gbM?<)#vJm3)C'CJb)\^J4#ZrXx73P;(}K

%^FCJG;;D#

v XkZ53OhCTs(^#
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*KdCb)nM532+T*s,I9C eServer 2+Tf.Lrr2+Tr<(IS System i <=wg

fqC)#y]zT;5PJbDXp,2+Tf.Lr*za)K;iFvD2+ThC#;sIT9Cb

)FvhCdCzh*D532+ThC#k2+Tf.Lr;,,2+Tr<9CFvhC4dC532+

ThC#

}7dCM\m i5/OS LP2+T&\I+m`gU5=nM#+G,+53,S=rXx1,h*a)=S

2+Tk)T7#Z?xgD2+#7#_P;c532+T.s,IZf.rXx9CD[O2+T1dC

d|2+Tk)#

`XEn

Z 33D:2+TDVc@y=(;

2+T_Ta(e*#$DTsT0T53C'DZ{#

`XN<

2+6p535

2+TN<

xg2+T!n

*#$Z?J4,k!qJ1Dxg6p2+Tk)#

k;IExg,S1,2+_TXkhv;v[OTD2+T=8,|(+Zxg6p5VD2+Tk)#2

0@p=G?p;5P[Oxg2+Tk)DnC=(.;#

rXx~qa)L(ISP)ITzDxg2+Tf.a)X*D*X#xg2+T=8&CE*Xhv ISP y*

a)D2+Tk)(g ISP 7Iw,SD}Kfr0+2r{53(DNS)$@k))#

d;@p=Z{v2+Tf.P^IGw*@yk).;,+|;&CG(;D@yk)#r*1ZDrXx

2+TgUI\a"zZwV6pO,h*hCa)`c@yD2+Tk)4\bb)gU#

?153rZ?xg,S=rXx1,&<G+@p=Cww*@yk)#!\;\Y:r IBM Firewall for

the i5/OS z7,xR IBM 2;Ya)TCz7D'V,+Pd{m`z7I)9C#

r*L5@p=z7a)K+fDxg2+T<u,yT JKL f_+>!qKdP;V4#$dxg#r*{

G!qD@p=;\#$Yw53,yT{GvSK(}9C i5/OS E"|frxqCD2+T&\?~#b

Jm{G4(}KfrM NAT fr4XFrXx~qwDw?#

`XEn

Z 33D:2+TDVc@y=(;

2+T_Ta(e*#$DTsT0T53C'DZ{#

Z 63D:=8:JKL f_+>gSLqF.;

;vdM=8G JKL f_+>,C+>v(9CrXx)9d5q?j,bI\TzhCzT:DgSL

q=8Pyoz#

Vklb

`XE"

Redbook: All You Need to Know When Migrating from IBM Firewall for AS/400

@p=
@p=G2+Z?xgM;IExg(grXx).dDAO#
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!\2IT9C@p=4#$;vZ?xgb\m;vZ?xgDV&,+s`}+>9G9C@p=+Z?

xg2+X,S=rXxO#

Z2+Z?xgM;IExg.d,@p=a)\XD%;*5c(F*h{c)#@p=D&\gB:

v JmZ?xgPDC'9C;Zb?xgODZ(J4#

v @9b?xgOD4Z(C'9CZ?xgODJ4#

9C@p=w*rXx(rd{xg)DxX1,MZ`1LHO5MKZ?xgDgU#IZ@p=&\4

Pm`2+_T8>,rK9C@p=99C\mxg2+T|S]W#

@p=gN$w

*Kb@p=gN$w,+xgkqIz#{XFCJD(~o#(~oP;vw*(;kZcDEH#ZK

EHo,P-vDS}1"`X4vD#21"G<4vP*DcqzM7Oxk(~oD4v$~DAw#

b)k)IT\CXXFT(~oxPDCJ#+G,g{4-Z(DKI&xk(~o,M^(#$(~o

;\K3k_DF5#;x,g{`XC3k_DP/,MPzalb{DNNIIP*#

@p=i~

@p=G2~Mm~D/O,m2~;p9C1I@9Txg3;?VD4Z(CJ#@p=ITBi~i

I:

v 2~

@p=2~(#I;(%@DFczr(EC4KP@p=m~&\Dh8iI#

v m~

@p=m~a)`V&CLr#Mxg2+TxT,@p=(}`V<u4a)b)2+TX~:

– rXx-i(IP)E"|}K

– xgX7*;(NAT)~q

– SOCKS ~qw

– `V~q(g HTTP"Telnet M FTP H)Dzm~qw

– J~PL~q

– Vnr{53(DNS)

– G<

– 51`X

":;)@p=a)ib(Cx(VPN)~q,TcIZzD@p=Md{f]D@p=.dhCS\a

0#

9C@p=<u

IT9C@p=zm~qw"SOCKS ~qwr_ NAT fr*Z?C'a)TrXx~qD2+CJ#zm~

qwM SOCKS ~qwZ@p=&PO TCP/IP ,S,TcT;IExg~XZ?xgE"#~qw9a)=

SG<\&#

IT9C NAT rrXxC'a)T@p=sD+253DaICJ#IZ NAT ~XKzDZ? IP X7,

rK@p=9#$EzDxg#
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@p=9\(}a)@p=y9CD DNS ~qw4#$Z?E"#5JO,z5P=( DNS ~qw:;(

CZPXZ?xgD}],@p=ODm;(CZPXb?xgM@p=TmD}]#bJmXFTPXZ?

53E"Db?CJ#

(e@p=_T1,zI\O*{9Ti/9IgUDNNP*xJmd{NNP*Mc;K#;x,IZF

cz8o_Z;O4lBD%w=(,rKzXk$H<G@9b)%wD=(#Ms(~o>};y,z9

h*`XGqPKT3V==;FK@yD#s#(#42,IZG(Vkx<BDp&M(Q*HI!$@

Tk)D(QsC`#

ZP@p=DivB,nQ_TG;JmG)-}bT"END&CLrxPCJ#g{zq-K_T,MX

kj+(eXkZzD@p=OKPD~qPm#IT4,S=r(SZrbrSbrZ)4(e?v~qD

Xw#9&CP>C',z+Z(b)C'9C?n~qT0ITTC~q"v,SDzw#

TZ#$zDxg,@p=y\vD

ZzDxgMrXx(rd{;IExg)D,Sc.d20@p=#by,@p=a^FxkxgDkZ

c#@p=ZzDxgkrXx.da)%;*5c(F*h{c)#r*_P%;*5c,yTITTJm

vkxgDw?P|`XF#

@p=TbgmV*%vX7#@p=(}zmr SOCKS ~qwrxgX7*;(NAT)a)T;IExg

DCJ,,1~XZ?xgX7#rK,@p=,$KZ?xgD#\T#+xgE"#\G@p=C45M

0{%w(gS[-)I\TD;v>6#

@p=JmXFvkxgDw?,T+Txg%wDgU5=nM#@p=2+X}KyPxkxgDw?,

;Jm=oX(?DXDX(`MDw?xk#b93KI\9C Telnet rD~+d-i(FTP)4CJZ?

53DgU5=nM#

TZ#$zDxg,@p=y^(vD

!\@p=a)Kb\3`%wD?s#$,+@p=;G{v2+Tbv=8D;?V#}g,@p=;;

(\;#$(}&CLr(}g,r%J~+d-i(SMTP)J~"FTP M Telnet)ZrXxO"MD}]#

}G!qTK}]xPS\,qr,rXxODNNK<IZ}]+d=d?DXZdCJC}]#

i5/OS E"|fr
I9C i5/OS E"|fr4#$53#E"|frG i5/OS Yw53D&\,I(} System i <=wgfq

C#

I9CE"|fr4dC=VKDxg2+T<u,SxXF TCP/IP w?:

v xgX7*;(NAT)

v IP E"|}K

r* NAT M IP }KG i5/OS Yw53D/I?~,|G*za);V-CD>64#$53#Z;)iv

B,b)2+T<uIa)zyhDyP&\x;XmP:r#;x,b)<u";\4(f}P'D@p

=#y]2+T*sM?j,I%@9C IP E"|2+T,r_k@p=;p9C#

":532+T&CEHZI>#*7#Tzz53a)ns^HD#$,&<G9C@p=#

xgX7*;M IP E"|}K

xgX7*;(NAT)|Dw-53DE"|D4r?j IP X7#NAT a)@p=Dzm~qwM SOCKS

~qwD|8w!q#(}9_8;f]07a9Dxg%`,S,NAT 9Ir/xgdC#rK,I9C
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NAT fr,Tc i5/OS Yw53Id1=v_Pe;r;f]07=8Dxg.dDxX#2I9C NAT (

}/,f;;vr`vf5X74~X;vxgDf5 IP X7#r* IP E"|}KM NAT %`9d,(

#I;p9C|GTv?xg2+T#

9C NAT 99CZ@p=sKP+2 Web ~qw|]W#Web ~qwD+2 IP X7*;*(CZ? IP

X7#|uYXhD"a IP X7D}?"9TVPxgD0ln!#|9*Z?C'a)ZCJrXxD,1

~X(CZ? IP X7DzF#

IP E"|}Ka)y]E"|7E"P!qXh{r#$ IP w?D\&#IZ System i <=wP9C“rX

xhCr<”lYrWXdCy>}KfrTh2;h*Dxgw?#

I9C IP E"|}K4PTBNq:

v 4(;i}KfrT8(Jmr\xD) IP E"|CJzDxg#4(}Kfr1,+|G&C=omS

Z(}g,nF7rT+x_7)#I+fr&CZ`vomSZ,r_T?vSZ&C;,Dfr#

v 4(fr,TJmr{9yZTB7E"DX(E"|:

– ?j IP X7

– 4 IP X7-i(}g,TCP"UDP H)

– ?jKZ(}g,TZ HTTP GKZ 80)

– 4KZ

– IP }](=r(k>rv>)

– *"r>X

v @9;k*r;X*Dw?o=53OD&CLr#mb,9I@9w?*"=d{53#b|(M6D

;h*X(&CLr~qwDrXxXF(D-i(ICMP)E"|(}g,PING E"|)#

v 8(}KfrGq4(|,k53U>PDfr%dDE"|E"DG<n#E"4k=53U>.s,

;\|DCG<n#rK,U>GsFxgn/Dmk$_#

(}E"|}Kfr,Iy]z(eDu~\xr_S\ IP E"|4#$Fcz53#NAT frJm(}9

C+2 IP X7fzZ? IP X7E"4Tb?C'~XZ?53E"#!\ IP E"|}KM NAT frG

KDxg2+T<u,+|G;\a)&\j8D@p=z7ya)D`,6pD2+T#*v(9C+&\

@p=z79G i5/OS E"|fr&\?~1,&CP8VvzD2+T*sM?j#

`XEn

xgX7*;(NAT)

IP E"|}K

Vklb
Vklb|(U/PX(} TCP/IP xgxkD4Z(CJ"TM%wDE"#{e2+T_TP;?V(E

CZVklb#

i5/OS D5PCVklbmo=V,e#ZZ;V,eP,Vklb8Dh9Mlb2+T)4#}g,ZMI

\"T9C^'C'j6xk53,r_;24-i+_P\_(^DC'I\aDd3)53bPDX*T

s#

ZZ~V,eP,Vklb8DGBDVklb&\,|9C;)_T4`S53OIID(E}]#ITF

)Vklb_TTsF(} TCP/IP xgxkDIIVkB~#
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!q i5/OS xg2+T!n
zh*y]zDrXx9CF.!qxg2+T!n#

$@4Z(CJDxg2+Tbv=8,(#@?@p=<ua)#$#*#$zD53,I9C+&\@p

=z7,2IT!q+X(xg2+T<uCw i5/OS TCP/IP 5VD;?V#K5VIE"|fr&\?~

(|( IP }KM NAT)M HTTP for i5/OS(zm~qwmILr)iI#

G!q9CE"|fr&\?~9G!q9C@p=,!vZxg73"CJ*sM2+T*s#?153r

Z?xg,S=rXxrd{GIExg1,&<G+@p=z7Cww*@yk)#

ZbVivB,@p=|*I!,r*@p=(#G_PP^vI)b?CJDSZD(C2~Mm~h8#

9C i5/OS TCP/IP <u#$rXxCJ1,y9CDMG;vTb?CJ*E^}vSZM&CLrD(CF

c=(#

":zI\*,19C@p=M/I i5/OS xg2+T<u#bIToz53VyZ?%wT0I\)8@p

=(r*msdCrd{=()DNN%w#

vZm`-r,bvnp\X*#}g,(C@p=z7;a)NN,v9I@p=TmDd{&\r&CL

r#rK,g{%w_I&F}@p="qCT@p=DCJ,%w_2;\vv\`%w#;x,g{%w

_F}K53OD TCP/IP 2+T&\,%w_M1ZX\;CJ`VPCD&CLr"~qM}]#G1%

w_MIT{Cb)T53TmlIF5r_qCTZ?xgPDd{53DCJ#

szyvDyP2+T!q;y,zXk+zDv(("Zy#{DI>UfHO#zXkVv5q?j,"

v(z#{S\DgULHT0*2+Ty(QDI>,T9b)gU5=nM#Bma)KPXN1JO9

C TCP/IP 2+T&\r_JO9C+&\@p=h8DE"#IT9CKm47(zh*9C@p="TCP/IP

2+T&\9G~_DiO4*zDxgM53a)#$#

2+T<u i5/OS TCP/IP <uDnQ9C +&\@p=DnQ9C

IP E"|}K v CZT%v i5/OS Yw53(g+2 Web

~qwr|,tP}]DZ?x53)a

)=S#$#

v CZZ i5/OS Yw53TxgDd`?Vd

1xX(Y17Iw)1#$+>Z?x

DSx#

v CZXF(} i5/OS Yw53d1xXD(

Cxgrb?xk?VIEDoixPD

(E#

v CZ#${vs5xg;\rXxrz

Dxgy,SDd{;IExgDV

&#

v CZ#$_P\sw?DsMSx;\

s5xgDd`SxDV&#

xgX7*;(NAT) v CZtC_P;f]07a9D=v(C

xgD,S#

v ZSxPTO;IExg~XX7#

v CZ~XCJrXxrd{;IExg

DM'zX7#Cw “zm~qw

”M“SOCKS ~qw”Dfz#

v CZ9(CxgPD53~qTrXx

ODM'zIC#

zm~qw v CZ1Pk@p=a)TrXxDCJ1

Zs5xgD6L;Ca)zm#

v CZCJrXx1*{vs5xga)

zm#

`XN<

IP }KMxgX7*;

HTTP Server for i5/OS
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`XE"

AS/400 Internet Scenarios: A Practical Approach

&CLr2+T!n

3)!nIC4\mtI#CrXx&CLrM~qD2+TgU#

&CLr6p2+Tk)XFC'kX(&CLrxP;%D==#(#,zXkTy9CD?v&CLr<

dC2+ThC#+G,TG)(}rXx9CDrrrXxa)D&CLrM~q,h*Xp"bhC2+

T#4-Z(DC'0R>6TCJxg53,9b)&CLrM~q\]W;DC#zy9CD2+Tk)

h*,1|(~qwKMM'zKD2+T)4#

!\#$zy9CD?v&CLr\X*,+2+Tk);<+V2+_T5VD\!;?V#

`XEn

Z 33D:2+TDVc@y=(;

2+T_Ta(e*#$DTsT0T53C'DZ{#

Web ~q2+T
ZrCJ_a) Web >cCJ1,;*+XZgNhC>cMzI3fy9CD`kE")6x/@_#;h

*Cb)CJ_aI"8YV3{XCJzD3f,+yP$wEZs(xP#

w*\m1,z#{7#2+T5y;BT Web >cP:f0l,"R|GV\5Vz!qD2+==#*

K,h*Z9(= IBM HTTP Server for i5/OS PD2+T&\?~.dxP!q#

IBM HTTP Server (powered by Apache) Redbook PPX?p2+TDBZhvgN9CO$"CJX

FMS\45V2+T&\?~#

,D>+d-i(HTTP)a)KT>}]D\&,+;\^D}]bD~PD}]#+G,P1zI\*`

4;)h*|B}]bD~D&CLr#}g,zI\*4(;)m%,;)C'njb)m%,G4+|B

;v i5/OS }]b#I9C+2xXSZ(CGI)Lr4jIKNq#

zIT9CDm;v2+T&\?~Gzm~qw#|SUfrd{~qwDks,;s4P"*""X(r

r\xb)ks#

HTTP Server a)KCJG<,ITCZ`X(}C~qwxPkT<xPDCJ#

Web 3fO}K9C CGI Lr.b,9I9C Java™ `L#Z+ Java mSA Web 3f.0,h*Kb Java

2+T#

`XEn

Z 153D:Java rXx2+T;

Z1qDFc73P,Java `LUfU0#&<8&mk Java `X*D2+TrX#

`XE"

HTTP Server(powered by Apache)Dzm~qw`MM9C

HTTP Server D2+Ta>

+2xXSZ
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Java rXx2+T
Z1qDFc73P,Java `LUfU0#&<8&mk Java `X*D2+TrX#

d;@p=\;\CX@ys`}#{rXx2+TgU,+|;\T9C Java yx4Dm`gUa)#$#

2+_T&C|(#$53;\f0 Java D&CLr"applet M servlet b}v=fIEDj8E"#9&C

KbZ Java LrDO$MZ(=f,Java MJ42+TGgNxP;%D#

Java &CLr

w*;VoT,Java _P;)@9 Java Lr1VD8msDXw,b)VDmsa<Bj{TJb#(d{ PC

&CLr#CDoT,}g C r C++,;q Java Gy\P'@9Lr1VD8ms#)}g,Java 9C?`

M/,A^}bX?F4P`Mfr,I@9Lr1TbbD==9CTs#Java ;Jm8kYw,b@9L

r1<;,vLrDZf_g#S&CLr*"DGH44,ITsi4d{_6oT;y4i4 Java#zh

*T&CLrhF&CT53ODd{oT&CD2+Tfr#

Java applet

Java applet GI|(Z HTML 3fPD Java !Lr,IZM'zOKP,+2ICJ i5/OS Yw53#}

g,53CZ&m&CLrrCw Web ~qw1,ZxgPD PC OKPD*E=}]b,S(ODBC)L

rr_6Lrd(E(APPC)Lr9I1ZCJYw53#(#,Java applet ;\kzz applet D i5/OS Y

w53("a0#rK,v1 applet 4T i5/OS Yw531,Java applet E\(},SD PC CJ i5/OS Y

w53#

applet a"T,SA53ODNN TCP/IP KZ#|"GXk,C Java `4Dm~~qwxP(0#+G,T

ZC IBM Toolbox for Java `4D53,applet Z("k53D,S1Xka)C'j6M\k#Z>JOP,

hvD53<G i5/OS Yw53#(Java &CLr~qw;h*9C IBM Toolbox for Java#)(#,IBM

Toolbox for Java `ZZ;N,S1rC'a>C'j6M\k#

v1C'E*D~_PCJG)&\DZ(1,applet E\Z i5/OS Yw53O4PG)&\#rK,1*<

9C Java applet 4a)BD&CLr&\1,CDJ42+T=8GX*D#153&m4T applet Dks

1,;a9CZC'E*D~P8(DP^&\5#

applet i4wJmZ i5/OS Yw53ObT applet;;xb";\^Z/@w2+T^F#rK,z&Cv9

C applet i4w4bTT:D applet,x;(;\Sb?4KP applet#Java applet (#a4AC'D PC }

/w,bI\aT applet a)4PF5TYwDza#;x,IT9C}V$i)p Java applet T("df

5T#Q)pD applet MIT4k PC zD>X}/w,49/@wD1!hC@9byv#Q)pD applet

9IT4A53OD3d}/w,r*T PC z45b)3d}/wMG>X}/w#

TZ4T53D Java applet,zI\h*9CQ)pD applet#;x,zh*(*zDC';civB;*S

\4T4*4DQ){ applet#

S V4R4 *<,IT9C IBM Toolbox for Java hC2+WSVc(SSL)73#9IT9C IBM Devel-

oper Toolkit for Java 9 Java &CLr\ SSL D#$#+ SSL k Java &CLrdO9CI7#}]DS

\,|(ZM'zM~qw.d+]DC'j6M\k#IT9C}V$i\mw(DCM)dCQ"aD Java

Lr49C SSL#

Java servlet

Servlet GC Java `4D~qwKi~,I/,)9 Web ~qwD&\x;X|D Web ~qwzk#|(

Z IBM Web Enablement for i5/OS PD IBM WebSphere® Application Server a)Z i5/OS Yw53O9C

servlet D'V#
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XkT539CD servlet Ts9CJ42+T#;x,T servlet &CJ42+T";cT#$ servlet#Web

~qw0k servlet s,J42+TM;\@9d{K2KPC servlet#rK,}K9C HTTP Server 2+T

X~M18n.b,9h*9CJ42+T#}g,;*Jm servlet vZ Web ~qwDE*D~BKP#9

h*9CI servlet *"$_(gZ WebSphere Application Server for i5/OS PyR=D)a)D2+T&\#

i4TBJ4TKbPX Java D;c2+Tk)D|`E":

v IBM Developer Kit for Java:Java 2+T#

v IBM Toolbox for Java:2+T`#

v rXx/@wD2+T"bBn#

TJ4D Java O$MZ(

IBM Toolbox for Java |,2+T`,CZa)C'j6O$,"I!q+Cj68(xZ i5/OS Yw53O

KPD&CLrr servlet DYw53_L#J42+TDsxliTQVdDm]xP#

IBM Developer Kit for Java * Java O$MZ(~q(JAAS)a)'V,JAAS G Java 2 Software Develop-
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v gw(;V\x~q%w)Z53P`vgSJ~{"xdC}X1"z#%w_\]Wc\4(;vr

%DLr,+}YrvgSJ~{"(|(U{")"Mx%vgSJ~~qwTT<9C~qw"zg
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%w#532I\IZyP53J4<Nk&m4T%w4DJ~x#9l&#

v ,xJ~(,xgSJ~)Gm;V#{DgSJ~%w`M#fE(}rXxa)gSLq5q?Dv

$,RGU=Ks?;h*r4ksDLqTgSJ~#bMG,xJ~,b`J~"Mx-G6'\c
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Z!qT Telnet 9C SSL 1,z+qC;)?2+TDC&#TZ Telnet,}~qwO$b,}]ZNN
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(CD,G4zI\a"V9C SSL hC Telnet ~qwG\PC&D#T Telnet &CLrdC}V$i1,
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