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BuptyanbHafa yactHaAa ceTtb (VPN)

Buptyansnas yactHas cets (VPN) - 3TO paciiupenue ceTu Ballleil OpraHn3aiiy 3a CUeT yXKe CyIlecTBYIoIeil oo1meit
ceTH, HanpuMep Internet. VPN no3BoJisieT ynpaBIsiTh CETEBBIM IOTOKOM JJAHHBIX U MIPEIOCTABIIIET TaKHUe BaXKHbIE
(byHKINY, KaK UICHTH(UKAINS ¥ 3aIIUTa JTaHHBIX.

VPN sBJIsIeTCsI JOMOJIHUTEILHBIM KOMIIOHEHTOM System i Navigator - rpadu4eckoro nojb30BaTeIbCKOro
unTepdeiica (GUI) mrst i5/0S. OHa mo3BoJISET CO3/aBaTh 3aIUIICHHBIC COSTMHEHUS MEXTY BYMS XOCTaMHU, JIBYMSI
[UJTF03aMH UJIM XOCTOM U ILITI030M. [{J1s1 3aIMThI NiepeiaBaeMbIX JaHHbIX B VPN npegycMoTpens! uiaeHTuduKanms,
mppOBaHUE U IPYTUE CPEJICTBA.

B muoroyposuesoit moaesin TCP/IP VPN naxomutcst Ha ceTeBoM ypoBHe. B uactHocTr, VPN npuMeHsieT OTKPBITYIO
cpeny Apxutektypsl 3amuThl [P (IPSec). IPSec mpemoctasiiseT 6a30Bbie HYHKIUY IS 3AIIUTHI TAHHBIX,
nepeAaBaeMbIX 10 ceTu Internet, 1 pa3uyHble THOKKIE CPEACTBA, HA OCHOBE KOTOPBIX MOXHO CO3/1aTh HAIEXKHYIO
3aLIUIIEHHYIO BUPTYaJIbHYIO YACTHYIO CETh.

Kpowme toro, VPN noanepxusaet npotokost L2TP. Coenunenust L2TP, koTopble nHOT1a HA3BIBAFOTCSA
BHPTYaJbHBIMHA JIMHUSIMH, - 9TO CPABHUTEIHHO HETOPOTO CIIOCO0 MOIKITIOYCHNUS YAAJICHHBIX MTOJIH30BATEIIeH, Ipn
KoTopoMm [P-ampecamu y1aIeHHBIX OJIb30BATECH YIPABIISIET KOPIIOPATUBHBINA CepBep, MOIKIFOUCHHBIH K ceTn. C
noMolbio ¢pynknuii [IPSec MOXHO co3aaBaTh 3amuiennbie coenuaenus: L2TP.

BaxkxHO mOHMUMATD, KaKOii BIMsIHUE OKa3biBaeT Ha ceTh (yHkimst VPN. [l1s ycrnenHoi HacTpOHKY 3Toi (hyHKIUK
BXXHO TINATEJIBHO CINIAHMPOBATH KOH(UTypaIHIo, a 3aTeM NPaBUIIbHO PEajIM30BaTh e B CeTH. [1JIs1 oJTydeHus
JIOTIOJIHUTEJILHON MH(pOopManuu o npuHnunax padots! pynknun VPN u ciocobax ee npuMeHEHUsI 03HAKOMbBTECH CO
CJIETYFOIIMMHU pa3aesIlaMu:

HoBble BoamoxHocTu V6R1

O3HAaKOMBTECH C HOBO MJIM M3MEHEHHON MH(OpManuei mo TeMaM, CBSI3aHHBIM ¢ BUPTyaIbHBIMU YaCTHBIMH
CETSIMU.

HoBasa ¢yHKuusa: IP Bepcum 6

Tenepb MoxHO npuMeHsTh [P Bepcuu 6 ni1s1 cozpanust VPN co ciiegyronymMu TUIIAMU COEAMHEHUI: XOCT-XOCT,
XOCT-1ILTI03 ¥ nuTro3-11r03. Coenunenust VPN nognepxkusaroT [P Bepcuu 6 juts ajgpeca, quana3oHa, MOJICETH U
nMeHn xocTa. Bece Mactepa VPN Ob1 OOHOBJICHBI U TeTleph MPHHUMAIOT HOBBIC TUITHI HaeHTH(DHKaTOpOB [P Bepcun
6.

° Il_[pOTOKOJ'I Internet Bepcun 6|

Kak HanT1 HOBYIO NN N3MEHEHHYI0 UHOopMaLMIO

Nudopmanmst 0 TeXHIIECKNX U3MEHEHUSIX, BHECCHHBIX B TAHHBIN BBIITYCK, OTMEUEHA CJICTYFOIIIM 00pa3oMm:
* 3HAYOK ¥ OTMEYaeT Hauajio HOBOW WJIM U3MCHEHHOU MH(OpMANUH.

* 3HAYOK ¥ OTMeYaeT KOHell HOBOW MJIM N3MEHEeHHO! nHpopManuu.

Jpyryro nHGOpPMAIMIO O HOBBIX M H3MCHEHHBIX (DYHKIMSIX B 3TOM BBIIYCKE BBl MOKETE HAWTH B JJOKYMEHTE
Mudopmanms miis nonb?,OBaTeneﬁl

IoxkymeHT B popmaTte PDF o BuptyanbHbiX YacTHbIX CETAX

BbI MOXeTe mpocMOTpeTh B pacneyatathb (aitin PDF ¢ nanHo#i nHpOpManmeit

© Copyright IBM Corp. 1998, 2008 1



JI71 mpocMOTpa MM 3arpy3ku Bepcun B popmate PDF BriGepute cebliky [BupTyasibHas yacTHAs ceTh (VPNj@'
(oxoio 1100 K6).

CoxpaHeHue ¢pannos PDF

Jutst mpocMoTpa wim niedatu JokymeHTa B popmate PDF coxpanute ero Ha paboueli cTaHINM, BHITIOJTHUB
CJIeIytolIMe IeUCTBUS:

1. HlenxHuTe NMpaBOW KHONKON MBI HA MPUBEACHHOM cchlike HA 10KyMeHT PDF.

2. Ecmm BBI mOJIB3yeTECh Iporpammoii Internet Explorer, menkaute Ha CoXpaHuTh 00beKT Kak. Ecii BbI
ucroib3yere Netscape Communicator, menakanTe Ha COXPAaHUTh CCBUIKY KaK.

3. Bribepute kaTajor, B KOTOPOM Bbl XOTUTe coxpaHuTh PDF-Bepcuto noxymenra.

Haxxmute xHOTIKY COXPaHHTD.
3arpy3xka Adobe Acrobat Reader

st mpocMoTpa u newaTtu 3TUX JokymMeHToB PDF HeoOxomuma mporpamma Adobe Acrobat Reader. 3arpy3utsb

KOIHEO mporpaMmsl ¢ [Web-caiita Adobe] (www.adobe.com/products/acrobat/reatdstep.html)-'ldr .

MpuHuMnel pa6oTbl VPN

ITpex e yeM peam3oBbIBaTh coeauHeHne VPN, HeoOX0IMMO TOJIyYUTh XOTs ObI 00IIee e ICTaBIICHHE O
CTaHJapTHBIX TexHoJiorusx VPN.

BupryanbHas yactHas ceth (VPN) mpuMeHsieT HeCKOJIbKO OCHOBHBIX TPpoTok0J10B TCP/IP 151 3a1MThI TAaHHBIX.
Jutst Toro 4TOOBI MOHSTH, Kak padoTaeT coequuenre VPN, HE0OX0IMMO O3HAKOMHUTHCS C OMUCAHUEM ITHX
IPOTOKOJIOB U HHpopMarueit 06 ux npumeneHnu B VPN:

MpoToKonsbl 3awuThl IP

HpOTOKOJ’I IPSec - 31O ocHOBa JJT 3allAThI PA3JIMYHBIX CETCBBIX IIPOTOKOJIOB.

[PSec mommepxiBaeT Bce COBPEMEHHBIC aJITOPUTMBI IIA(POBAHUS U JOITyCKaeT JoOaBjIeHIe HOBBIX. [IpoTOoKOIT
IPSec nmpegHa3zHavyeH I PEIICHNS CISAYIOMNX 38444 3aIIUThI:

W aenTuduxanys HCTOYHHKA JAHHBIX
TlapanTupyet, 4To neitarpaMMa OblIa OTIPABJICHA 0KUIAEMbIM OTIPABUTEJIEM.

Lle10cTHOCTH JAHHBIX
lapanTupyer, uto aeiitarpamMma He ObliIa U3MEHEHA PU Nepeiaye, CIy4YaifHo UM HAMEPEHHO.

KoundunaeHnuajibHOCTh JAHHBIX
CKpbIBaeT COACPKUMOE COOOIICHHS TOCPEICTBOM (P POBAHUS.

IToBTOpHAS 3amuTa
TapanTupyet, 4To neiTarpaMMy HeJIb3s HEPEXBATHTH U OTIPABHUTH Yepe3 HEKOTOPOE BpeMs.

ABTOMAaTHYECKOE YNPaBJIcHHE K/JII0YaMH H(GPoBaHUs H KOHGHIYpALHSIMH 3AIHThI
ITo3BomsieT co3nath cTpateruto VPN 11 KpynHOH ceTH aBTOMAaTHYECKU WJIM C MUHUMAJIBHBIM 00beMOM
HAaCTPOUKU BPYUHYIO.

VPN npumenser aBa npotokosa [PSec niis 3ammtel nepenaBaembix nanubix: AH n ESP. [lpyras yacts npoTokoJia
[PSec, nporoxou IKE, obecnieunBaet ynpasyenue kirouamu. [Tporoxost IKE nompiepxuBaeT aBToMaTuyeckoe
corJlacoBaHMe KOHGHUTypanuit 3armmTs! (SA), a TakKe aBTOMATHIECKOE CO3/TaHNe I OOHOBIICHHE KITFOUeH
MUQPPOBAHUSI.

IIpumeuanne: HexoTtopsie konpurypanuu VPN MoryT uMeTs ciabble MecTa B 3aIuTe u3-3a HacTpoek IPSec.
Cilabble MecTa B 3alllMTe BO3HUKAIOT, ecim [Psec HacTpoen it npumenenust Encapsulating Security
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http://www.adobe.com/products/acrobat/readstep.html

Payload (ESP) B TOHHEIBHOM peXUME ¢ KOH(PHUICHINAILHOCTEIO (IM(pOBAHUEM), HO O€3 3aIIUThI
nesioctHocty (uneHtudukanum) uim Authentication Header (AH). Hactpoiiku 1o ymosrdanuto npu
BbIOOpe ESP Bcerpa BKJIIOUAIOT aIrOpUTM HICHTH(DHUKAIIMNY, KOTOPBII 0OeceunBaeT 3aIuTy
nesioctHocty. [ToaTomy, eciu anroputM naeHTUduKanuu B npeodbpasoanuu ESP He yaseH,
HacTpoiiku VPN He OynyT uMmeTsh cj1abbIX MecT 3amuThl. HacTpolika YHUBEpCaJIbHOIO COeMHEHNE
VPN IBM He BiMsIeT HA ySI3BUMOCTbh 3aIIUTHI.

HHH TOro, YTOOBI y6C,E[I/ITCH, YTO CUCTEMAa HE UMEET TAKOI'o cJIaboro Mecra B 3a1IUTE, BBIIIOJIHUTE
CJICAyromue JNEUCTBUS:

1. B System i Navigator pa3seprute criucok Cucrema — Cerb — Ctpaternn IP — Bupryasibubie
yactHble ceTd — Crparternu 3aumtbl [P — CTpaTerun 3amuThl JaHHDBIX.

2. IllenxHuTE NMpaBOif KHONMKOM MBIIIN HA CTPATEIUU 3AIIUTHI, KOTOPYIO HEOOXOIUMO NPOBEPUTH, U
BbIOepuTe CBOJCTBA.

lenkuute Ha BkiIaj ke Bapuanrsbl.

4. BriOepute r0ObIe BAPUAHTHI 3aIUTHI JJAHHBIX, KOTOPbIE UCHOJIL3YIOT MpoToKo ESP, n HaxmuTe
IlpaBka.

5. Ienknute Ha BkyIaake Ilpeodpa3oBanusi.

BriOepuTe u3 crimcka Jr00bIe Mpeodpa3oBaHms, KOTOPBIE UCHOJIBL3YIOT poTokoa ESP, n HaxmuTe
IIpaBka.

7. Y6CHI/ITCCL B TOM, YTO aJITOpUTM I/II[CHTI/I(bI/IKaL[I/II/I UMECT 3HAUCHUEC, OTJIMYHOC OT Her.

dopmapHOE onrcanue npotokoya [PSec, cozmannoe Paboueit rpymnmoii Internet (IETF), conepxutcst B JOKyMeHTe
RFC 2401, Security Architecture for the Internet Protocol. 9toT nokymeHT RFC MoxHo HaitTu B Internet Ha
caenyromeM Web-caiite: http://www.rfc-editor.org.

Huxe onucanbsl OCHOBHBIE TPOTOKOJIBI [PSec:

HOHﬂTl/lﬂ, CBSI3aHHbIC C JAHHBIM

[‘Vipasienne kmrouamu’” Ha cTp. 6|

Huaammdeckoe coequaerrne VPN obecrieunBaeT 60Jiee BEICOKUI YPOBEHB 3aIUTHI, TAK KaK JJIs YIIPABIICHAS
KJIFOYaMH B 9TOM COeMHEeHNU TpuMensieTcst mpoToko1 IKE. DToT npoTokos mo3BosisieT cepepaM VPN, mex iy
KOTOPBIMH YCTAHOBJICHO COCTMHCHUE, COTJIACOBBIBATH HOBBIC KJIFOYM Y€PE3 3aJAHHBIC HHTCPBAJIbI BPEMEHU.

HWndopmanus, cBsi3aHHas C TAHHOM

[ [http://www.rfc-editor.org]

Mpotoxkon AH

[Mporoxkoi Authentication Header (AH) mo3BoJisieT nAeHTUPUIEPOBATH OTIPABUTEIIS TAHHBIX, & TAKXKE
obecreunBaeT NeJIOCTHOCTD JAHHBIX U 3AIUTY OT BocnpousBeaeHust unpopmaimu. Onnaxko AH He rapantupyer
KOH(UACHIIMAILHOCTD IAHHBIX, TO €CTh BCE IAHHBIC NIEPEIAOTCS 110 COSAMHEHUIO OTKPBITO.

[{es10cTHOCTB NaHHBIX MPOBEpsieTCsl B POTOKose AH ¢ MOMOIIBIO KOHTPOJIBHON CYMMBI, CO3JaHHBIN aJIrOPUTMOM
UACHTU(HUKALIIY COOOIIeHNs, HanpuMmep, MDS. [1i1g naeHTuGUKAIT OTIPAaBUTEISI JaHHBIX TpoTokos AH
JI06aBJISeT B aJIrOPUTM 001t Kirrod. JIJIs 3aIUThl OT BOCHpOU3BeIeHUs nHpopmarn npotokos AH yka3biBaet
HOPSIIKOBBII HOMep B noJie 3arojioBka AH. YacTo Bce Tpy yHKIIMHM CMEIIMBAIOTCSI BMECTE U HA3BIBAFOTCS
naenTudukanueit. [1poie rosops, nporoxos AH no3soJisier yoeauThes, YTO JaHHbIE He ObLIM U3MEHEHBI BO BPEeMs
UX Hepeaayy HoJIyyaTesto.

Xots mpotokost AH mo3BosiseT naeHTHGUINPOBATh OOJIBIIYIO YACTh AedTarpaMmel [P, 3HaUeHNSI HEKOTOPBIX MOJIEeH
3aroJsioBka [P momyvaTens npoBeputs He MoxeT. AH He 3ammiaeT m3MeHseMble oI AedTarpaMMbl. OTHAKO

npoTokoJ AH Bcerja 3amuimnaeT moJie JaHHbIX naketa IP.

Pa6ouas rpymmna Internet (IETF) dopmanbao onpenesmia nporokosn AH B nokymente RFC 2402, /P Authentication
Header. 9tot noxyment RFC moxHno HaiiTu B Internet Ha cienyromem Web-caiite: http://www.rfc-editor.org.
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Cnocobbl ucnonb3osaHua AH

ITpotoxos AH MoXeT MPUMEHSITHCS IBYMsI CIIOCOOAMU: B peXXMME OTKPBITON Mepelaui U B peXuMe TyHHeIs. B
pexXuMe OTKPBITOHU Nepeadn CaMbIM BHEIIIHUM 3aI'0JIOBKOM JielTarpaMMBbl BJISICTCS 3aroJioBok 1P, 3a koTopbIM
pacnoJioxeH 3aroyioBok AH, a 3aTem - noJsie nanHbIX aefitarpammsel. [Ipotokon AH 3amuinaer Bcro aeirarpammy,
3a NCKJIFOYEHHEM M3MEHsIeMbIX ToJieit. OHako Best nHGOpManus, coaepkamiasics B aeifrarpaMme, nepeiaeTcs
OTKPBITO, IOITOMY OHAa MOJET OBITh IepexBaveHa. [{Ji1 oOMeHa JaHHBIMU B PeXXHUMe OTKPBITOI nepeiaiun
TpeOyeTcst MeHbIIIE PECYPCOB, UeM IpH padboTe B pexknmMe TyHHe s OHAKO Takoil pexnM obecrieunBaeT Oostee
HU3KHA YPOBEHB 3AIIUTHI.

B pexume TyHHEJIs cO3/1aeTCsl HOBBIM 3arosioBok IP, KOTOpBIf CTAHOBUTCS CAMBIM BHEIITHUM 34T 0JIOBKOM
nertarpaMmel. 3arosioBok AH momeraetcs mocye HoBoro 3arojoBka IP. 3aTem pasmeriaercs cama aeftarpamma
(3arosioBok IP u manHbIe). B 3TOM cityuae nmpoTokos AH mo3BosisieT nAeHTUGHUIIMPOBATH BCIO JieiiTarpaMmy. DTO
03HA4aeT, YTO MOJIyyaTesIb MOXET ONPEIeINTh, ObLIA JIU U3BMEHEHA eidTarpaMma BO BpeMsl Iepeayu.

Ecym B koH(UTrypanuu 3a1uTsl OTHON U3 KOHEYHBIX CHCTEM SIBJISIETCS [IUTF03, PEKOMEH/IYETCS! HCIIOJIb30BATh PEXNM
TyHHeNs. B 3TOM pexuMe apeca oTIpaBUTENIS U MOJIyYaTeNIs, yka3aHHbIE BO BHEIIHEM 3arojioBke [P, ne
00s13aTEJIbHO TOJDKHBI COBNIAJATH C apecaMi, yKa3aHHBIMH B cXoaHOM 3aroJioBke IP. Hampumep, Tynnes AH
MOXHO YCTAaHOBHUTb MEX/y ABYMs 3AILIUIIEHHBIMH IIIJIFO3aMH, ISl TOTO YTOOBI OHM MOTJIM UACHTH()UIMPOBATH BCe
JIAHHBIE, IepeJaBaeMble MEXAY IBYMs ceTsIMHU. Takast KOHUTypanus IPUMEHSeTCs] OY€Hb YacTo.

OCHOBHOE ITPEUMYIIECTBO PeKUMa TYHHEJISI COCTOUT B TOM, YTO B HEM oOecreunBaeTCs 3aluTa
MHKAICyIMpoBaHHOU neittarpammsl IP. Kpome Toro, npu padote B pexuMe TyHHEISI MOXHO NPUMEHSITh
BHYTPEHHHME aJipeca.

Mouemy AH?

Bo MHOTHX citydasix TpeOyeTcs TOJIbKO UAeHTU(UKAINS JaHHBIX. B oTimune ot npotokosa ESP, koTopsrii Takxke
MOXET MPUMEHSTHCS U UACHTUDUKAINY JAHHBIX, TPOTOKOJ AH He BIIMsSeT HAa IPOU3BOIUTEIIHLHOCTD CHCTEMBI.
Kpowme Toro, mpotokos1 AH no3BoJiseT uaeHTHGUIIPOBATh BCro AeiTarpammy. I[Ipotokos ESP He 3amuaet
BHELIHUI 3aroJioBok [P u ymo6yro npyryro nudopmanuro, ykasaHuyro nepej 3arosoBkom ESP.

Kpowme 3toro, mis npumenenus mpotokosia ESP TpebyroTcst HaiexHbIe aJlrOpuTMBI A poBaHus. B HeKOTOpBIX
CTpaHaxX IPUMEHEHHE TaKUX aJITOPUTMOB 3aIPEIIeH0, TOT1a Kak MpoTokoa AH MoxeT cBOOOTHO TPUMEHSTHCS BO
BCEM MHpE.

MpumeHeHune ESN B AH

ITpu ucnosnpzoBanuu npotokosa AH moxHo BkIrounTh Pacimpennsiii nopsiakossiii Homep (ESN). ESN no3BossieT
nepeaaBaTh OOJIbIINE OOBEMBI JAHHBIX C BBICOKOH CKOpOCThIo 6e3 cMeHb! Kiitoua. Coenunenne VPN npumenser
64-6uTOBBIE MOPSIKOBBIE HOMEPa BMecTO 32-6uToBbIX HOMepoB Haj [PSec. Mcnonb3oBanue 64-0UTOBBIX
MOPSIKOBBIX HOMEPOB YBEJIMUUBAET NEPHOJI BPEMEHHU 10 CMEHBI KJIF0Ya, YTO MPEeAOTBpAIllaeT OKOHYAHUE MyJIa
MOPSIAKOBBIX HOMEPOB U CHI)KAET PACXOJI CHCTEMHBIX PECYPCOB.

Anroputmbl 3awWmTbl THPOPMaLUKN, NPpUMEeHAEeMble B NpoToKone AH

B npotokosne AH nmpumeHsroTCs aIropuTMbl, kKotopble HazbpiBatoTcs HMAC (X31uHpoBaHHbIe KO/IbI HAeHTH()UKAIMH
coo0mennii). B uactHoctn, B VPN npumenstorcs anroputmel HMAC-MDS n HMAC-SHA. O6a anropurma
MOJIy4aroT Ha BXO/IE JAHHbIE IEPEMEHHOI JIMHBI U JIMYHBIN KJIFOY, @ HA UX OCHOBE CO3/1al0T JaHHbIE
(UKCMpPOBAaHHOM JUTMHBI (MJIM 3HaYeHHe Xo1I-QyHKIMN). Ecom 3HaueHns Xom-hyHKIMY, BBIYMCIICHHBIE IS ABYX
COOOIIEHNUI, COBNANAIOT, TO C BEICOKOI BEpOSTHOCTBIO 9TH COOOIIEHUs: oAuHaKoBble. AropuT™M SHA cuntaercs
OoJiee HaJISKHBIM, TOCKOJIbKY CO37aeT OoJiee JUIMHHOE 3HAUYCHUE XOIIUPOBAHMSL.

dopmapHOe onucanue asroputMa HMAC-MDS, coznannoe Pa6oueit rpynmoit Internet (IETF), nHaxomutcst B
noxkymente RFC 2085, HMAC-MDS5 IP Authentication with Replay Prevention.®opMaibHOE ONMCAHKE aJITOPUTMA
HMAC-SHA, cozmnannoe Paboueit rpynmoit Internet (IETF), naxonutcst B nokymente RFC 2404, The Use of
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HMAC-SHA-1-96 within ESP and AH. Otu noxymentsl RFC MmoxHo HaliTu B Internet Ha ciemyromem Web-caiite:
http://www.rfc-editor.org.
[onsiTusi, cCBSI3aHHbIE C AAHHBIM
[‘TTporoxon ESP’]
[TpoToxou Encapsulating Security Payload (ESP) obecneunBaeTt xoHbUIeHINATILHOCTD JaHHBIX. KpoMme Toro, o
HO3BOJISIET HACHTU(DHUIUPOBATD OTIIPABUTEIIS JAHHBIX, 4 TAKXKE 00ECHEUUTh [EJIOCTHOCTD TAHHBIX ¥ 3aLUTy OT
BOCIPOM3BE/ICHUS HHOOPMALIH.

HNudopmanus, cBA3aHHAS ¢ JAHHOH

[ |http://www.rfc—editor.orgl

MNpoTokon ESP

ITpotoxos Encapsulating Security Payload (ESP) obecrnieunBaet KoH(pUICHINAILHOCTh TaHHBIX. KpoMe Toro, OH
MO3BOJISIET UACHTU(DHUIPOBATH OTIPABUTEIIS TAHHBIX, & TAKXKE 00ECHEUNTh [EJIOCTHOCTh TAHHBIX U 3aIUTY OT
BOCIIPOU3BE/ICHNUS] HHHOPMAIIHH.

Otimune npoTokotia ESP ot nmpotoxosa Authentication Header (AH) coctout B ToM, uTo ESP BBINOIHSIET
mudpoBanue qaHHbIX. [Ipu 3TOM 006a MPOTOKOJIA 0OECIEYNBAIOT UICH TU(DHUKAIIUIO, TPOBEPKY HEJOCTHOCTU U
3aIUTY OT BocnpousBeaenus napopmarmu. [1pu padote ¢ ESP mist mmppoBanus n pacmmppoBKH TaHHBIX 00e
KOHEYHbBIE CHCTEMbI IPUMEHSIIOT OOIIHIA KITFOY.

Eciii 0IHOBpEMEHHO MPUMEHSFOTCS CPEeCTBA MU POBAHKS U UACHTU(DUKAIIMN JaHHBIX, TO OTBEYAIOIIas CUCTEMA
BHAYAJIC WICHTU(UIIUPYET MAKET, & €CJIU UACHTU(UKAIMSI BBIMOJHEHA YCIENIHO, TO pacuimpoBbIBacT maker. Takoii
€rnoco6 06pabOTKU MAKETOB CHIXKAET HATPY3KY HA CHCTEMY M YMEHbIIIAET PUCK B3JIOMA 3AIUTHI C TOMOIIBIO aTaAKH
tuna "oTka3 B 006CayKuBaHum” .

IBa cnocoba ucnonbsosaHua ESP

ITpoTokos ESP MoXeT mpuMeHSThCS IBYMSI ClTIOCOOAMM: B peKMMe OTKPBITOH MepeIaun U B pexuMe TyHHeNs. B
peXuMe OTKPBITOI mepegaun 3arojioBok ESP yka3piBaetcs mocite 3arosioBka IP gefitarpammer. Ecim y
JlefiTarpaMMBl yke ecTh 3arojioBok IPSec, To 3arosioBok ESP nomeraercs nepen aTum 3aroigoBkoM. Konnesuk ESP
U NACHTU(UKAIMOHHBIE JaHHBIE, €CJI OHU €CTh, YKa3bIBAFOTCS MOCJIE MOJIsl JAHHBIX.

B pexume oTKpBITO# Nepenayun 3arosioBok [P He uneHTHUIUpPYeTCs U He 3au(poBbIBaeTCs. B 3TOM cityuae
azipeca, yka3aHHBIC B 3aT0JIOBKE, MOTYT OBITh IepeXBAYCHBI BO BPEeMs IIepeladun JedTarpaMMEI 1o ceTH. s
00MeHa TaHHBIMU B peXAME OTKPBITON Iepeaun TpedyeTcss MEHBIIe PeCypCcoB, YeM Ipr paboTe B peXXuMe TYHHEJIS.
OmHako Takoi pexxnM obecneunBaeT 0oJjiee HU3KMIA YPOBEHB 3aIUTHL. B OOJIBIIMHCTBE CiIyuaeB Ipu paboTe ¢
npoTokoJioM ESP npumMeHsieTcst pexkuM OTKPBITON Hepeadm.

B pexume TyHHEJs cO3/1aeTCsl HOBBIN 3aroyioBok [P, KOTOpBIf CTAHOBUTCS CAMBIM BHEIITHUM 3aTrOJIOBKOM
neritarpammel. [Tocse Hero momemniaercs 3aroyioBok ESP, a 3atem - cama aeiitarpamma (3arosioBok [P u nannsie).
KonueBuk ESP v nieHTH()UKAIIMOHHBIC TaHHBIC, €CJIM OHU €CTh, JOOABJISIIOTCS B KOHEII IOJIs JaHHBIX. Ecim
OHOBPEMEHHO IPUMEHSFOTCS CpeaIcTBa MppoBanus u uaeHTH(GUKanuu, To ESP moJIHOCTBIO 3aIMIIaeT NCXOTHYIO
JlefTarpamMMmy, Tak Kak 9Ta IedTarpaMmma CTAaHOBUTCS 10JieM JaHHbIX B HoBoM nakete ESP. HoBblii 3arosioBok IP He
3amuiaeTcs. [1pu yCTaHOBJIEHUM COEAUHEHUS MEX1y LLTI03aMHU cJleyeT npuMeHsTh ESP B pexxume TyHHEs.

Anroputm 3awmnTbl UHGOpMauum, npumeHaemoin ESP

B npoTtokose ESP mpumensieTcss CHMMETPHYHBIH KJIFOY, C HOMOIIBIO KOTOPOTO TaHHBIE 3aIU(POBBIBAIOTCS U
paciudpoBbIBAIOTCS KOHEUHBIMU cucTeMami. [lepes 0OMeHOM TaHHBIMU OTIIPABUTEb U ITOJIy4YaTelIb JOJDKHBI
COrJIacoBaTh KJIFOY, KOTOPBIA oHK OyayT npuMensaTh. @yukuus VPN nonnepxuaer criocoos! mmdposanus DES,

Tpoiinoit DES (3DES), RC5, RC4 n AES.

ITpu ucnonp3oBanuy aaroput™a mudpposanus AES MoxHO BKIFOUnTh Pacmmpenusiii nopsakosbiit Homep (ESN).
ESN no3BoustsieT epenaBaTh 00JIbINe 0OBEMBI JAHHBIX C BRICOKO CKOopocThio. Coeamuaerne VPN nprmMenseT
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64-6uTOBBIE MOPSIKOBBIE HOMEPaA BMeCTO 32-0MTOBBIX HOMepoB Haa [IPSec. Mcnonb3oBanue 64-0MTOBBIX
MOPAAKOBBIX HOMEPOB YBECJIMUYMBACT NEPUOT BPEMEHU 1O CMEHBI KJIFOYaA, YTO ONPEAOTBPAIIACT OKOHYAHUE ITyJIa
HOPSIIKOBBIX HOMEPOB U CHIDKACT PACXO/I CUCTEMHBIX PECYPCOB.

dopmainsHoe onucanne asropurma DES, coznannoe Paboueii rpynmoii Internet (IETF), Haxoqures B 1okyMeHTe
RFC 1829, The ESP DES-CBC Transform. ®opmanbHoe onucanue aroputMa 3DES, co3gannoe Paboueii rpymnmoi
Internet (IETF), naxomutcs B mokymente RFC 1851, The ESP Triple DES Transform. Otu u agpyrue nokymeHTsl RFC
MOXHO HaiiTu B Internet Ha cremyroriem Web-caitte: http://www.rfc-editor.org.

ITpoTtokos ESP monnepxusaet anroputmsl uaeHtudukanun HMAC-MDS n HMAC-SHA. O6a anroputma
MMOJIYYaroT Ha BXOJIC TaHHBIC HCpeMCHHOﬁ JJIMHBI 1 JIMYHBIA KJIFOY, @ HA UX OCHOBEC CO3Jar0T JaHHBIC
(buKCHPOBAHHOI JJIMHBI (MK 3HAUeHHE X31I-pyHKnun). Ecim 3HaYeHus Xa1I-(QYHKINH, BEIYUCIICHHBIE 111 IBYX
COOOIIIEHUH, COBNAIAIOT, TO C BLICOKOM BEPOSITHOCTBIO 3TH COOOIIIeHUsT ouHaKkoBble. Aroputm SHA cuutaercs
GoJiee HaJISKHBIM, TOCKOJIbKY CO3/1aeT OoJiee JUIMHHOE 3HAUYCHUE XIIIUPOBAHMSL.

dopmaibHoe onucanue ayroputMa HMAC-MDS5, co3znannoe Pa6oueit rpymmoit Internet (IETF), naxoautcst B
nokymente RFC 2085, HMAC-MDS5 IP Authentication with Replay Prevention. ®opMaibHOE ONMCAHAE aTOPUTMA
HMAC-SHA, cozmannoe Paboueit rpynmoit Internet (IETF), raxonutcs B mokymente RFC 2404, The Use of
HMAC-SHA-1-96 within ESP and AH. Otu u npyrue nokyMeHTsl RFC MoxHO HaiiTu B Internet Ha ciemyromem
Web-caiite: http://www.rfc-editor.org.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JTAHHBIM

[‘ITporoxonx AH” Ha crp. 3|

ITpotokou Authentication Header (AH) mo3Bosisier naeHTUGUIUPOBATH OTIPABUATEIS TAHHBIX, & TAKXKE
obecreuynBaeT IeJIOCTHOCTh JaHHBIX U 3aIIUTY OT Bocnpou3BeacHus nHpopmanuu. Onnako AH He rapaHTHpyeT
KOH(UICHIIMAILHOCTD JTAHHBIX, TO €CTh BCE JIAHHBIE NEPEIAIOTCS 110 COSTUHEHUIO OTKPBITO.

MNudpopmanus, cBSI3aHHAS ¢ TAHHON

[ [http://www.rfc-editor.org]

CosmecTHOe npumeHeHue AH n ESP
JLUTst 31U THI COeTMHEHNH, YCTAHOBJIGHHBIX MEX /Y XOCTaMU M paboTaIONINX B PeKUME OTKPBITOM nepeaayun, VPN
MO3BOJIAET NPUMEHSATh npoTokos AH B couetanuu ¢ npotokosom ESP.

ITpumenenune oO60MX TPOTOKOJIOB JIA€T BO3MOKHOCTD 3aIIMTUTh BCIO JeiiTarpammy IP. DTo obecnieunBaeT 6oJiee
BBICOKYIO CTEIEHb 3alIUThI, HO TPEOYET 3HAYUTEIILHO OOJIbIIIE PECYPCOB CUCTEMBI.

YnpasneHue Knroyamu

Hunammaeckoe coequaerne VPN obecrieunBaeT 60Jiee BEICOKUI YPOBEHB 3aIUTHI, TAK KaK ISl yIIPABJICHAS
KJIFOYaMH B 3TOM coeAnHeHnU npuMensetcs npotokosi IKE. DToT npoTokoi no3BosseT cepsepam VPN, mexay
KOTOPBIMHU YCTAHOBJIEHO COCIUHCHUE, COTJIACOBBIBATH HOBBIC KJIFOYU Y€PE3 3aJaHHBIC UHTECPBAJIbl BPEMEHU.

Ecmm nponeaypa corjiaCoBaHus BBIIIOJIHCHA YCIICIITHO, CEPBEPHI VPN 3aH0BO CO3AAar0T KJIFOYU, IPUMEHIACMBIC IJIA
3alIUThl COCIUHCHU . D10 YMEHbIIACT BEPOATHOCTDH TOI'O, YTO KTO-JINOO CMOXKET IIOJIYyUYUTHb KOH(I)I/IHSHHI/IELHBHYIO
I/IH(i)OpMaI.lI/HO BO BpEMs €€ nIepcaavu 1o COCAMHCHUIO. Ecmm IIpA NICPECBIJIKE I/IH(i)OpMaL[I/II/I obecreynBaeTcs ee
CCKPETHOCTb, TO HA OCHOBC INCPCAABACMBIX JaAHHBIX HEBO3MOXHO YraJaTb HOBBIC KJIFOYH.

Hucnetuep xiroueir VPN - ato peammsamnus npotoxosta Internet Key Exchange (IKE), cozmannas dupmoit IBM.
JucneTuep Kirouel noaaepKuBaeT aBTOMATHYECKOE COTJIACOBAaHIE KOHGUTyparuii 3aimThl (SA), a Takxe

ABTOMATHUYECKOE CO3JaHNEe 1 OOHOBJICHHE KJIF04el M poBaHus.

Kondurypamus 3anmtsI (SA) conepxut nHGOpMaNuio, HEOOXOAUMYEO It paboThl npoTokoia [PSec.B wactHocTy,
SA 3amaeT anropuTMbI, pa3Mep U CPOK JEHCTBUS KJIFOUEH, KOHEUHBIE CUCTEMbI U PEXKUM Nepeauu JaHHbBIX.

Kitroun g poBanns ciIyXaT 11 32U TH HHGOPMALIUI BO BpeMs ee IIepe1ayun [eJIeBOil cucTeMe.
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IMTpumeuanue: CeKpeTHOCTH KJIFOUEH - 3TO OCHOBHOE TpeOOBaHMEe, KOTOPOE HEOOXOIMMO COOTFOIATh P
YCTaHOBJICHUHU 3aUIIEHHOTO COCANMHECHU . Ecmm ximroun CTaHYT U3BECTHBI APYI'UM IIOJIb30BATCIIAM,
TO OyJeT GeCIoJIe3HO MPUMEHSITh KaKue-JIu00 crocoObl naeHTH(GUKAIMK 1 H(POBAHUSI.

Tany ynpapjeHust KJII04aMu
Pa6ota nucneruepa xiroueit VPN nesmtcst Ha ABa sTamna.

Oran 1 Ha mepBom 3Tarme co3maercss OCHOBHOM CEKPETHBIN KITFOY, HA OCHOBE KOTOPOTO BBIYHCIISIOTCS BCE
TOCTIeTYFOIITHE KITFOUH (D pOBaHNUS, TPUMEHSIEMBbIE TS 3aIUTHI II0JIb30BATEIBCKAX TAHHBIX.
DTOT 3Tam He 3aBUCHAT OT HAJIMYHS 3AIIUIIECHHOTO COeANHEHMSI. [{J1 NIeHTHGUKAINA 1 BEIOOpa
KJTFOUeH, TpeTHa3HAYCHHBIX A1 3aiuThl coodmenmii IKE Ha BTopom 3Tame coryracoBaHus, Ha
nepBoM dTarne corjacoBanus Gpynkmus VPN npumenseT moanuch RSA uim moaroToBieHHbBIT
KJTIOY.

Ioxrorosaennviii KA104 - 5TO HEOUEBUAHAS CTPOKA (MapoJib) fymHoM 10 128 cumBosioB ASCIIL.Ha
000UX KOHIIaX COeAUHEHHUS] JOJDKEH OBbITh 3aJJaH OJMH U TOT € IOArOTOBJICHHBII! KJIIOY.
[TpenmMyIecTBO NPUMEHEHHUS TOATOTOBJIEHHOT'O KJIIOYA - IPOCTOTA, HEAOCTATOK - HEOOXOAUMOCTh
IpeBAPUTENILHON TIepeaayun KJIIo4a Mo Ha/Ie)KHOMY KaHaJTy CBSI3U, HAIIPUMeED, 10 TeJIeOHy MIII 10
noute (He 1o ceTr). [I0AroTOBJIEHHBIH KITFOY MOKHO CUMTAThH PA3HOBUAHOCTHIO MAPOJIS.

Waentudukanus ¢ noMmonisto mogmucu RSA cuntaercs 6ojee Hae)KHBIM CITOCOOOM
UACHTU(DUKALINY, TaK KaK B 3TOM CJIy4ae IpUMEHsIoTCs nudpossle cepTuduraTel. [L{udpossre
cepTu(dUKATH MOXKHO HACTPOUTH C TOMOIIIbI0 JlucneTyepa nnppoBbix cepTudukaros. Kpome
TOro, B HeKOTOphIX cucteMax VPN noanucs RSA ob6s3aTenbHa 111 B3aMMOJIEHCTBUS MEXTY
cuctemamu. Hanpumep, B VPN Windows 2000 o ymosrdanuto npumensieTcs noanuch RSA.
Hakonen, noanucu RSA oGecneunBaroT 60J1bI1YI0 MACIITAOUPYEMOCTD, Y€M MOATOTOBJICHHbIE
xroun. O0a cepBepa KJIFOUCH TOJDKHBI TOBEPSITh CEPTU(PHUKATHOW KOMIIAHUY, BBIABIIICH
IpUMEHSEMBIH cepTuduKat.

Dtan 2 Ha BTOpOM 3Tamne coryiacyroTcsl KOHPUTYpaIuy 3aIIATHI U KITFOUU, KOTOPBIe OYIyT MPUMEHSIThCS
JUTA 3allIUThI JaHHBIX TPUJIOXKCHU . HO 3TOro MOMEHTA JAHHBIC IPUJIOKCHUA HE NIEPEAABATIUCH 11O
ceTu. [1epBbIit 9Tanm HEOOXOAUM JJIS 3AITUTHI COOOIEHUH, TEpeTaBaeMbIX HA BTOPOM JTare.

ITocue 3aBepuieHus BTOporo sramna coryiacopanuss VPN ycTaHaBiIMBaeT 3alLULIEHHOE CETEBOE
COEIHEHNE MEeX/ly yKa3aHHBIMU KOHEUYHBIMU ToukaMHu. [1pu nepesade JaHHBIX 10 COEIUHEHUIO
VPN oOecnieunBaeTcst UX 3aIUTa. Y POBEHb 3aIUThI BLIOUPAETCS OTHOCUTEIILHO YPOBHS
MPOW3BOAUTEIILHOCTH HA IIEPBOM U BTOPOM 3Tanax COrJIaCOBAHMUS.

OOBIYHO TEPBBI ATAN COTJIACOBAHUS BBIITOJIHSIETCS Pa3 B ACHb, a BTOPO 3TAall COTJIACOBAHMS
BBITIOJTHSAETCS KaXaple 60 - 5 MuHyT. Uem uarre 0OHOBIIAIOTCS TapaMeTPHI 3aIIUThI, TEM BEIIIIe
YPOBEHD 3aIUTHI JAHHBIX, HO HUKE TPOU3BOIUTEILHOCTD CUCTEMBI. J1J151 3a1MThl HanboJtee
BAKHBIX TAHHBIX YCTAHOBUTE MUHUMAJILHBIN CPOK JIEHCTBUS KJIFOYA.

[Tpu co3panuu quHaMuueckoro coeauuenuss VPN ¢ nomoinbio nporpammel System i Navigator Tpedyertcst
onpenenuthb crpateruto IKE, npuMensemMyro Ha mepBOM 3Tare COTJIacOBaHUs, a TAK)XE CTPATErUIO 3aIIUThI IAHHBIX,
MPUMEHSIEMYIO Ha BTOPOM 3Tare corjiacoBanus. [1pu HeoOX0UMMOCTH BOCHoJb3yiiTech Mactepom Co3aaTh
CcoeIMHEHNE. DTOT MacTep aBTOMATHYECKH CO3/IaeT BCe HEOOXOAMMBbIe 00BeKThl KoHpurypanuu VPN, B ToM uuciie
crparteruto IKE u cTparteruro 3ammuThl JaHHBIX.

PexomeHaoBaHO AnA O3HaKOMEHUA

st mostydeHust AONOJHUTEIbHO nHdopmarmu o npotokoJie Internet Key Exchange (IKE) u ynpasiiennu xirouamu
03HAKOMBbTeCh co cienyromumu fokyMentamu RFC, coznanabimu Paboueii rpynmoii Internet (IETF):

* RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP
* RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP)
* RFC 2409, The Internet Key Exchange (IKE)

Ot noxymeHThl RFC MoxHO HaiiTu B Internet Ha ciemyroriem Web-caiite: http://www.rfc-editor.org.
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HOHﬂTl/lﬂ, CBfI3aHHbIC C JITAHHBIM

[‘Cuenapuit: JIpyxectBennslit 6panamaysp VPN na ctp. 30
B manHOM crieHapuu OOJIBIION CTPax0OBOW KOMIIAHUHU TPeOyeTCs yCTaHOBUATH coequHenne VPN Mexay numro3oM
B Unkaro u xoctoM B MuHHeanoJmce, Ipu 3TOM 00€ CeTH 3aIlUIICHBI OpaHaMaydpaMi.

|“HpOTOKOJ'II)I 3amuTel IP” Ha cTp. 2|
ITpoToxout IPSec - 5To ocHOBA [1JIs 3aIIUTHI PA3JIMYHBIX CETEBBIX IPOTOKOJIOB.

3amaun, cBsi3aHHLIE C JAHHOM

|“HaCTp017H<a ctpaternn O6MeH kirouamu 1o MiaTepHeT” Ha CTp. 5 1|
Crparterus O6omen kmrouamu 1o Muatepret (IKE) onpenesnsier ciocoObl naeHTU(GUKAINYT U ITUPPOBAHUS,
KOTOpBbIE NIPUMEHSIOTCS TpoTokosIoM IKE Ha nepBoM 3Tarne corjiacoBaHusl.

|“HaCTp017H<a CTpaTeruu 3allUThI JAHHBIX Ha CTP. 52|
CTpaTerns 3aIlliTH JaAHHBIX YIPABIsAeT HACHTADUKAINCH 1 MUPPOBAHNEM JaHHBIX, IEPEeIaBAEMBIX MO
coenuHenuto VPN.

HWndopmanus, cBsizaHHAs C TAHHON

[ [http://www.rfe-editor.org]

TyHHenbHbIN NPOTOKON BTOPOro yposBHA (L2TP)

Coenunenust L2TP, koTopble HHOT 1A HA3BIBAIOTCS BUPTYAJIbHBIMU JIMHUSIMHU, - 3TO CPABHUTEJILHO HEAOPOTOit
Ccroco0 MOJKJIIOYEHHUS! YAAJICHHBIX NOJIb30BaTeel, mpu koTopoM [P-aapecamu yaieHHBIX OJIb30BaTe el
yIIpaBJIIET KOPIIOpPaTUBHAS CHCTEMa, TOIKTFoueHHAs K ceTr. C momotnbro cpencts 3amuthl [P (IPSec) moxHO
00eCIeynTDb 3aIUTY TAHHBIX, IepelaBaeMbIX o coeauHeHusM L2 TP.

IMpoTtokos L2TP nomnepxuBaeT TYHHEJM ABYX TUIIOB: 00s3aTesIbHbIE M He0Os13aTesibHble. OCHOBHOE pa3JIHyne
MEXAY OSTUMU TYHHEJIAMU COCTOUT B TOM, Kakasd CUCTEMA UTPACT POJIb KOHEYHOU TOYKH TYHHEJIA. Koneunoii Toukoi
HEo0s3aTeJILbHOTO TYHHEJISI SIBJISETCS yIAJICHHBIN KJIMEHT, & KOHEYHO! TOYKOM 00s3aTeIbHOTO TYHHEJIS - MpoBaiiaep
yeayr Internet (ISP).

B ciyuae ob6s3aTesibHoro Tynne st L2TP ynajieHHBI XOCT ycTaHABIMBAET COEIMHEHNE CO CBOUM MIPOBaiiiepoM
Internet (ISP). [Tocye atoro ISP ycranaBimBaet coequaerne L2TP Mex 1y yaleHHBIM HOJIb30BATEJIEM H
KOPIOPATHBHOM ceThro. [1pr 3TOM IOJIE30BaTEIh MOKET CAMOCTOSITEIbHO BRIOPATh HEOOXOIUMEIEC CPEACTBA
3aIMTHI JAHHBIX, IpeocTaBisseMble ¢pyaknueir VPN. [ npuMeHeHus o0s3aTeIbHOTO TYHHEIIs TpoBaiinep Internet
JIOJDKEH TOAIePKUBATH TpoToko1 LT2P.

B ciyuae neods3aresibHoro Tynnessi L2TP coenunenne ycTanaBaImBaeTcs yAaJeHHBIM MOJIb3oBaTesieM. OOBIYHO IS
3TOro NpUMeEHseTCs KueHT TyHHesel L2TP.V nanenuslit nojgbp3oBaTess oTnpasiseT naketsl L2TP cBoemy ISP,
KOTOPBIi epechlIaeT UX B KOPIOPATUBHYIO CeTh. [{J19 NpUMeHeHUs Heo0A3aTeIbHOIO TYHHEJIS He TpedyeTcs,
4yT0OBI MpoBaiiep Internet moanepxxkusai npotokos L2TP. B cuenapuu 3amura HeoOs3atenbHoro tynnens L2TP ¢
MTOMOIIIBIO MPHUBEICH IPUMEP HACTPOIKHN COCTMHEHUST MEXK/Ty CEPBEPOM, IPHHAJICKAIIIM (PIITAATY HGUPMBL, U
KOpHnopaTUBHOM ceTbro. CoeAMHEHUE YCTAHABIMBAETCS Y€Pe3 LIJIt03 CUCTeMbl U TyHHeNb L2 TP, 3amuiensslii
nomoIibo VPN.

Bbl MOXeTe IPOCMOTPETh BU3YaIbHOE IPEICTABIICHHE KOHLIILHH |He063aTeIIbHOTO tyHHess1 L2TP, 3amuiieHsoro,
|c nomosio 1PSec] JUts aToro HCO6XOJZ[I/IM|BCTpaI/IBaCMI>II7I monyb Flashl Bbl Takske MoOkeTe MPOCMOTPETH 3Ty
IIPE3CHTALIUIO B|¢)opmaTe HTMLl

ITpotoxos L2TP asnsiercs Bepcueit npotokosa unkancyisnuu IP. [Tpu nepenaue nanusix no tynsemo L2TP kanp
L2TP nomemaercs B maketr UDP, koTopslii, B CBOKO ouepesib, moMetaeTces B nmaket [P. B kauectse apecos
OTNPABUTEJIS ¥ OJIy4aTEJIsl ITOTO MaKeTa yKa3bIBAIOTCSl KOHEYHbIE TOYKH COeIMHEHHs. Il 3aIUThl COCTABHOTO
nakeTa [P MmoryT npumensaTbes npotokoss! [PSec. C 1x HOMOIIBIO MOKHO OOECTIEUNTD 3aAIUTY TaHHBIX,
nepenaBaeMbIx 1o TynHesro L2TP. ITpu padoTe ¢ TaKUM COeAMHEHNEM MOXHO HANPSIMYIO IPUMEHSATH HPOTOKOJIBI
AH, ESP u IKE.

HOHﬂTl/lﬂ, CBfI3aHHbIC C TAHHBIM
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http://www.rfc-editor.org
rzajal2tp_pres_wrapper.htm
rzajal2tp_pres_wrapper.htm
http://www.macromedia.com/shockwave/download/index.cgi?P1_Prod_Version=ShockwaveFlash
rzajal2tp_pres.dita

[‘Cuenapunit: 3ammuTa TynHens L2TP ¢ nomomnisio IPSec” Ha ctp. 24|

B 3TOM crieHapun paccMaTpuBaeTCs COSANHEHNE MKy XOCTOM, PACIOJIOKEHHBIM B (hujmase GUpMbl, 1
KOPHOPAaTUBHBIM cepBepoM. CoequHeHNe YCTaHaBIMBaeTCs o TyHHesro L2TP, 3ammimeHHOMy ¢ TOMOIIBIO
IPSec. Xocty pummana [P-agpec HazHAYaeTCS JUHAMUYECKH, TOTIAa KaK Y KOPIOPATHBHOIO CepBEpa eCTh
NOCTOSIHHBIN BHelHUH [P-anpec.

NMpeobpasoBaHue ceTesbix agpecos B VPN

B VPN npemycMoTpena GpyHKIUs MpeoOpa3oBaHus CETEBBIX apecoB, koTopas HazbiBaeTcss VPN NAT. Dta GpyHkmst
otsmuaeTcst oT o0braHOro NAT Tem, uTo oHa mpeodpa3yet aapeca 1m0 npuMenenus npotokoios IKE u IPSec. st
MOJTyYeHUsI IOTOJHATEJIbHONW HHPOPMAIINH 03HAKOMBTECH C 3THM Pa3esIoM.

Oynk1us npeodpaszoBanus ceTeBbix aapecos (NAT) ciayxut a5 npeodpazoBanus BHyTpeHHUX [P-aapecos Bo
BHemHue [P-anpeca. OHa M03BOJISIET IPEOCTABUTL XOCTAM BHYTPEHHEH CeTH TOCTYH K CIIy>)KO0aM U yJaJIeHHbIM
XO0CTaM, pacloJIOKEHHBIM B ceTH Internet (Mm qpyroit BHEIIHElH ceTH), HCHOJIb3Y s HEOOJIbIIOE KOJIMYECTBO BHELITHUX
IP-anpecos.

[Mpumenenne BHyTpeHHNX [P-agpecos 3a mpeaeraMu JIOKAJILHOM CETH MOXKET MIPUBECTH K KOH(MIIMKTAM, TaK KakK
TaKue e aJpeca MOTYT ObITh IPUCBOCHBI KOMIIBIOTEpAM Jpyroi cetu. Hampumep, ecim B 06enx ceTsx
npUMeHsFoTCs aapeca Buaa 10.%.*.* To Bce makeTsl, IepeaBaeMble MEX/Ty XOCTAMU ITHX CeTel, OyayT yaaIsIThCs.
Taxyro ommbdxy MOXHO UcipaBuTh yTeM npuMeneHuns: NAT k aapecaMm oTnpasiiseMbIx nakeToB. OqHAKO TpH
nepeaye JaHHbIX [0 3aluiineHHoMy coennbeHnio VPN o6brunyto Gynkuuto NAT npuMeHsTh HeJlb3sl, Tak Kak OHa
u3Mensiet [P-aapeca, 3aganHbple B KOHGUTypanusx 3amuThl (SA), 4To IpUBOIUT K omubkaMm B pabote VPN.
Crenuaibao 11 VPN 6bl1a pazpadboTana ocobdas Bepcust GyHKIUU Ipeobpa3oBaHUs CETEBLIX aJIpecOB, KOTOpas
HazeBaeTcss VPN NAT. Dta dyHkmus npeobpasyeT aapeca nepe mpoBepkoit SA, HazHAYas aJpec MPH 3aIrycKe
COeTMHEHNS. DTOT afpec OyIeT CBsI3aH C COeTUHEHNEM 10 TeX MOP, TOKa OHO He OyNIeT yaajeHo.

IMpumeuanue: B nanuwiii MomenT FTP He mognepxxuBaet pynkiuro VPN NAT.

ITpumenenne pynkuun VPN NAT
CymectByeT a8e pazHoBuanoctu pyakimu VPN NAT. Dto:

VPN NAT pus yerpanenusi Kong mkToB mexay IP-aapecavu
OTta pasHoBuaHOCTh GyHKIUN VPN NAT mo3BoiseT n36exath KOH(QINKTOB IPU HACTPOIKE
coenunenust VPN Mexay ceTsiMU UJTM CUCTEMAaMHU, B KOTOPBIX IPUMEHSIOTCS TOXO0KHUE CXEMBbI
anpecanun. OOBIMHO OHA HCIIOJIB3YETCS B TOM CiIydae, koraa coennHerne VPN ycTaHaBmmBaeTcs
MEX/Ty MOACETSIMH C OJIMHAKOBBIMH JTMania3oHaMu BHYTpeHHUX [P-aapecos. Hanmpumep, 10.%.* *,
Cnoco6 nactpoitku Takoit pyakmun VPN NAT 3aBUCHT OT TOTO, KaKyIO POJIb UTpAET CUCTEMA IO
OTHOLIEHUIO K coenHennto VPN: poJsib nHUIIMaTOpa Uil poJib OTBevYarollei croponsl. Eciun
cHCTeMa SIBJISIeTCS MHUIMATOpoM coeuHeHnst VPN, BbI MoXkeTe mpeoOpa3oBaTh JIOKAJIbHBIE
azpeca B aJpeca, He COBIaJarollue ¢ apecaMu yaajJeHHoi noacetu. Eciu cuctema BeICTynaeT B
poJIM OTBEUAroIel CTOPOHBI, BBl MOXETe Ipeodpa3oBaTh ajpeca yIaJeHHOM MOICeTH B ajipeca, He
COBIIAJIAalONINE C JIOKAJIbHBIMU ajipecaMu. Takoit ciocod npeoopa3oBaHusl aIPECOB MOXKET
OPUMEHSTBCS TOJILKO MU paboTe ¢ AMHAMHUYECKUMU COEAMHEHUSIMU.

Ipumenenne pynxuun VPN NAT 115 COKpHITHS JIOKAJIBHBIX a/IPECOB
Ota pazHoBuaHOCTD (yHKIMH VPN NAT npuMeHsieTcsl U TOTO, YTOOBI CKpBIThH [P-anpec
JIOKAJIbHOH CHCTEMBI IIyTEM €ro MPeoOpa30BaHNs BO BHELIHIIA aJIpec, KOTOPBIA OYIeT N3BeCTEH
npyrum cuctemam. [Tpu HacTpoiike VPN NAT MoxHO yka3aTs, 4To BHemIHUH [P-aapec nomken
npeobpPa3oBLIBATHCS B OJMH U3 CKPBITHIX aPECOB U3 3aJaHHOTO IyJIa AIPECOB. 3a CYET ITOTO
MOXHO PacCHpe/IeIMTh HArPY3Ky Mex 1y HeckoJbkumu cucteMaMu. VPN NAT MokHO TpUMEHSATh
JUIsL JIOKAJIbHBIX aJ{PECOB JIALIb B TOM CJIy4ae, €CJIU IPUA YCTAHOBJICHUU COECJUHEHUS CUCTEMA
UT'PaeT PoJjib OTBEYAIOIEH CTOPOHBI.

Hacrpoiite pynknuio VPN NAT 11 COKPBITHS JIOKAJTBHBIX aPECOB, €CJIU BbI IaUTE
MIOJIOXKUTEIILHBINA OTBET HA BCE MPUBEICHHBIC HIDKE BOIIPOCHL:

1. BbI X0TUTE NPeJOCTABUTH MOJIL30BATEIISIM JOCTYI K OJTHON MJIM HECKOJILKUM CUCTEMAM IO
coeaqunenussM VPN?

Buptyanbnas yactaas cets (VPN) 9



2. Yacro ym m3menstoTcs pakTuueckue [P-ampeca gokabHBIX cucTem?
3. Ecrtb s y Bac XoTs Obl oauH BHemHuit [P-anpec?

B cuenapuu [Tpumenenue npeodpa3oBanus ceTeBbIX ajipecoB B VPN npuBe/ieH npuMep HACTPOUKU
VPN NAT 1 COKPBITHS JIOKaJIBHBIX aIPecOB MOAETH System i.

[Tomarossle mHCTpYKIUH o HacTpoiike pyHkimu VPN NAT B cucteMe system MOKHO HAMTH B 3JIEKTPOHHON
cripaske o uatepdeiicy VPN, nmpenycMoTperHOMy B mporpamme System i Navigator.

HOHﬂTl/lﬂ, CBsI3aHHbIC C JITAHHBIM

|“CueHapI/H7I: Hcnosnb3oBanue npeobpa3oBanust ceTeBbIX ajpecos 1iist VPN Ha cTp. 43|

B aTom cuenapun Gyuxmro VPN miaaupyeTcs IpuMeHSITh A1l 0OMeHa KOH(DHUICHINATIbHBIMI TAHHBIMU C
JIeJIOBBIM apTHepoM. i1 3amuThl cetr pupMbl npuMenseTcs GpyHkust NAT VPN, mo3BoJisronasi CKpbITh
BHyTpeHHHH [P-ampec cepBepa, Ha KOTOPOM HAXOIATCS HPUIIOKEHHS, HEOOXOAUMBIE IeJIOBOMY apTHEPY.

x99

|“CI)opMa IJIAHUPOBAHUS KOH(DUTYpAIK CTATHICCKIX COCTMHCHUIT” Ha CTP. 48|
3amoHATE 3Ty POopMYy Iepes] HACTPOIKOW CTATHIECKOTO COCTNHCHUSI.

NMpumeHeHne ¢pyHKuun UDP B IPSec ana noaaepmkun NAT

Oynxnust nakancyssimun UDP no3BosisieT nepegaBath nannbie IPSec uepe3 oowbruabIe yeTpoiictBa NAT. s
HOJTyYEeHUS TOMOJTHUTEIbHON HHDOPMAuU 00 3TO! (GYHKINK U ee IPUMEHEHUH! pu pabdboTe ¢ coequHeHusIMU VPN
03HAKOMBTECh C 3THM PA3/IEIOM.

Mpo6nema: CtanaapTHaAa NAT paspbiBaeT coeanHeHue VPN

OyHK1M Mpeobpa3zoBanus ceTeBbIX aapecoB (NAT) mo3BOJIIET CKPHITh He3aperuCTpUpOBaHHBIE YacTHBIE [P-aapeca
3a HA0OPOM 3aperucTPUPOBAHHEIX [P-ampecoB. DTo maeT BO3MOKHOCTD 3aIIUTUTh BHYTPEHHIOIO CETh OT BHEITHAX
xoctoB. Kpome Toro, npumenenne NAT yacTuuHO periaeT npodJieMy HexBaTku [P-aapecoB, MOCKOJIBLKY IS
MIPEICTABJICHAS OOJIBIIIOTO KOJIMYECTBA YACTHBIX apPEeCOB MPIUMEHIETCS HEOOIBIIONH HAOOP 3aperucTpIPOBAHHBIX
aJIPECoB.

OO6brunast Gpyuknust NAT He nonxoaut st o0padotku naketoB IPSec, Tak kak npu NpOXOXXACHUHU NAKeTa Yyepe3
ycrpoiictBo NAT B HeM u3MeHsieTCsl a/ipec OTIPABUTENIS, B Pe3yJIbTaTe Yero NAakeT CTAHOBUTCSI HEJOCTOBEPHBIM.
CucremMa-noJtyyaTeb, ¢ KOTOPOIl ycTaHoBJIeHO coequHenre VPN, OTKJIOHSIeT Takoii MakeT, B pe3yJIbTaTe Yero He
yZIaeTcsl CorjIacoBaTh napaMeTpsl coeuaenns VPN,

PeweHue: nikancynauua UDP

B nByx crnoBax, Gpyuxnus nnkancyssinun UDP nobasiset k nakery IPSec eme onny konuro 3arosioska IP/UDP. Bo
BpeMsl IPOXOXKAEHNUS TaKoro naketa uepes ycrpoiictBo NAT npeobpasyetcs aapec B HoBoMm 3arojioske IP. [Tpu
IIOJIyYEHUU 3TOT0 IAKETA CUCTEMA, C KOTOPOM YCTaHOBJIEHO coequHeHre VPN, yaasser JIMHuii 3arojaoBoxk,
nojyuas B uTore ucxoaustit naket IPSec. Bece nporeaypsl IpoBepKU BBIMOIHSIOTCS 10 OTHOLIEHUIO K 3TOMY
HCXOJHOMY NAKETy.

Oyuknus nakancysiuun UDP MoxeT npuMeHsAThCs TOJIBKO ¢ TeMu coeaquHeHussMu VPN, 1111 KOTOPBIX BKJIFOUEHA
onIus MpuMeHeHus mpotokosa ESP B pexxnMe oTKpBITOM Nepeiaun WM B pexxume TyHHe s, Kpome Toro, cucrema
MOJET UTPATh TOJIBKO POJIb KJIMEHTA O OTHOIIEHNIO K GyHKIMM nHKancysiun UDP. Ipyrumu ciioBamu, oHa
MOXET TOJbKO UHUYUUPOBATH TIEPEAUY NHKAICYJIMPOBAaHHbIX MakeToB UDP.

Ha npuBeneHHOM HuXke pucyHke nokasaH gopmat naxera ESP, unkancymuposannoro B aeiitarpammy UDP, B
pexXuMe TyHHEJIS:

IlepBonauanbuas neiitarpamva IPv4:
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ITocuie npumenenust nporokosa ESP B pe:kuve TyHHes1:

Ilocsie npuvenenus nukancyasuun UDP:

Ha npuBenenHoM Huke pucyHke nokasan popmart nakera ESP, nunkancymipoBantuoro B neiirarpammy UDP, B
peXuMe OTKPBITOI Nepesadn:

IlepBonauasbnas geiirarpamma IPv4:

ITocne npavenenns nporokosa ESP B peiknve oTKpbITOl nepexayun:

ITocne npavenenns nakancy. s UDP:

[Tocne nakancyssiuny nakera B Aeiitarpammy UDP cuctema oTnpasiisier JeiiTarpaMMy CUCTEME, PACTIOJIOKEHHOM
Ha apyroMm koHre coequaeHns VPN, yepe3 mopt UDP ¢ HomepoMm 4500. i1t oOMeHa TaHHBIME BO BpeMs
cornacoBanus IKE o6eryno npumensiercst mopt UDP ¢ Homepom 500. Onraxo, ecm IKE oOHapy)xuBaeT QyHKIMIO
NAT npu coryracoBaHum KJIroueid, To nocieayromue nakeTsl IKE 6ymyT nmepecbinathes yepes mopt 4500 Ha 1iesieBoi
nopT 4500. D10 Takke o3HayaeT, uTo NOpT 4500 MOJDKEH OBITH CBOOOJIEH OT KAKUX-JINOO OTpaHUYCHNUH,
HaKJIAJbIBAEMBbIX npaBuiiaMu puibTpanuu. [Tosyuatens Becerna MoxeT oTymunTh naket IKE ot
nHKancypoBanHoro naketa UDP. Ilepsrie 4 6aiita B nose ganabix naketa IKE paBubl Hymr0. dyHKIIUIO
naKancyssinun UDP MOXHO MPUMEHSITH JIMIIb B TOM CJIyYae, CiIM €€ MOIICPKUBAIOT 00 KOHEUHBIE CUCTEMBI.

HOHﬂTﬂﬂ, CBsI3aHHbIC C JITAHHBIM

f‘CueHaprfI: HpyxecTBeHnblit Opanamaysp VPN Ha cTp. 3q
B manHOM crieHapuu OOJIBIION CTPaxoBOW KOMIIAHUH TPeOyeTCsl yCTaHOBUATH coequHeHne VPN Mexay numro3oM
B Unkaro u xoctoM B MuHHeanoJmce, Ipu 3TOM 00€ CeTH 3aIlUIICHBI OpaHAMaydpaMIL.

Cxartue IP

[TpoToxout IP Payload Compression (IPComp) ymenbiiaer pazmep aeiitarpamm I[P mytem ux cxatus. 3to
IIO3BOJISIET MMOBBICUTH CKOPOCTD NEpeauy JAaHHbIX [0 COEANHEHUIO.

CxaTre MakeTOB MOXET MPUMEHSITHCS IIPU paboTe ¢ MeAJICHHBIME WJIM Ieper PyKEHHBIMU JIMHUSIMU CBSI3U.
ITpotoxois IPComp He mpenocTaBIIsIeT HUIKAKUX CPEICTB 3aIUTHI, TO3TOMY IIpu padote ¢ coequaenneM VPN BMmecTe
C 3TUM IPOTOKOJIOM JIOJDKHO MPUMEHSThCs ipeobpa3oBanne AH wim ESP.

dopmaisHOE onucanne npoTokosa IPComp, cozgannoe Paboueit rpymmoit Internet (IETF), comepxurcs B
nmokymente RFC 2393, IP Payload compression Protocol (IPComp). 1ot nokymenT RFC MosxHO HaiiTu B Internet Ha

caenyromeM Web-caiite: http://www.rfc-editor.org.
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HWudopmanusi, cBSI3aHHAS € IAHHOI

[ [http://www.rfc-editor.org]

VPN u ¢punbTpaumnna nakertos IP

Oynknus unbTpanuu maxetos IP TecHO cBsa3ana ¢ pynkmueir VPN, [ paboThl O0JIbIIMHCTBA coequHennii VPN
TpebyeTcs NpaBIJIBHO HACTPOUTD IpaBmiIa GuibTpanun. B 3ToM pasaerne npuBeneHa nHbOPMAIISI O HEOOXOIMMBIX
npaBwiIax GUILTPAIMH U IPOYKe CBEACHUS O TpUMeHeHnn puiabTpanuu B VPN.

Huis paboTs! 6osbnHCTBa coenuHeHnit VPN TpeOyeTcst mpaBUJIbHO HACTPOUTH MpaBmiia (puiibTpaiuu. Hadbop
HEOOXOMMBIX MPABUJI (PHJILTPAIUU 3aBUCUT OT THIa coeauHeHrss VPN u Tuna MaHHBIX, KOTOPBIC BbI IJIAHUPYETE
nepeaBaTh MO 3TOMY coeuHeHUI0. OOBIYHO ISl COSIUHEHUS TPEOYETCsl HACTPOUTH PUIBTP cTpaTeruu. PuiabTp
CTpaTeruy 3a/1aeT ajapeca, MPOTOKOJIbI M TOPTHI, CBsi3aHHBIE ¢ coequaeHneM VPN. Ecim coenmnaenue Oyaert
noanepxuBath npotokos1 IKE, To miis Hero Tpedyercs sBHO 3a1aTh MpaBIIIa (DUIIbTPAINH, Pa3peIIaroIie
nepenaBath nanuble IKE mo coenmaennto. VPN MokeT co3maBaTh Takue MpaBiila aBTOMaTHYeCKu. PekoMeHyeTCst
BCETa MCIOJIb30BATh (PUIIBTPHI CTpaTernit, co3manubie VPN aBTOMaTHYECKH. DTO MO3BOJIUT M30EKATh OIMIMOOK 1
n30aBUT BaC OT HEOOXOUMOCTH HACTPAMBATH 3TH MPABHJIa C TOMOIIBIO PeIaKTOpa MPAaBUJI 00PAOOTKH MAKETOB
nporpamMmsl System i Navigator.

Komneuno, cyniectByet psiji uckiroueHuid. Miudopmarms o 1pyrux ocoOCHHOCTSX IPUMEHEHHU s TPaBUJI (QUIIbTPALIK
npu padote ¢ coequnenusiMu VPN npuBesieHa B CIIEIYIOIIUX pa3/iesax:

nOHﬂTl/lfl, CBSI3aHHbIC C JAHHBIM

[‘Hacrtpoiika npaBui dmisTpanuu makero VPN Ha cp. 59

Ecnm BBI BiepBBbIe co3maete coennHeHne VPN, BKIIFOUATE OMIIEO aBTOMATHIECKOTO CO3/TaHUS TIPABILIT
¢umpTpamuy naketoB VPN. DTo MOXHO ceylaTh IpH HACTPOWKE COeMHEHNUS C MOMOIIbI0 MacTepa Co3maTh
COEIMHEHME UJIM CTpaHul cBoicTB VPN.

CoeauHeHus VPN 6e3 ¢punbTpoB cTpaTeruin
Ecin xoHeuHbIME TOYKaMU COCIMHCHU A VPN $BJIsII0TCSI KOHEYHBIE CUCTEMBI C (I)I/IKCI/IpOBaHHbIMI/I IP—az[pecaMI/I, U BBI
HE XOTUTE HACTPAaMBaTh U aKTUBHPOBATH MPaBUJIa (DHJIbTPAIUU, HACTPOWTE TUHAMUYECKU (QHIIBTP CTpATET MH.

[TpaBuio ¢pmIbTpanuy CTpaTeruy 3a1aeT aapeca, IPOTOKOJIbI A TOPTHI, KOTOPBIM pa3perieHo NpuMeHITh VPN, u
yKa3bIBaceT, KaKUe JAHHBIC TOJDKHBI IEPEIaBATHCS 10 COCAMHEHNIO. B HEKOTOPBIX cilydasx TpeOyeTcs HACTPOUTD
COeIMHEHHE, IPH paboTe ¢ KOTOPBIM He TOJDKHO MPUMEHSTHCS NpaBuiio GpuisTpanuu cTpaternd. Hampumep, ecim
JUI mHTepdeiica, CBSI3aHHOTO ¢ coequHeHneM VPN, akTHBHPOBaHBI MpaBua 00pabOTKM MaKeTOB, HE OTHOCSIINECS
k VPN, To BMecTO TOro yToOb! AEaKTUBIUPOBATH 3TH MPABUIIA MOXXHO HacTpouTh VPN Takum o0pa3om, 4ToObI
cucTeMa JIMHAMUYECKH yIIPaBJisyia BceMu GpuitbTpamu coequHenus. GUIbTP CTpaTeruy Il TAKOTO THIIA
COCIMHEHUS HA3bIBACTCS AUHAMHYECKHM (PHILTPOM cTpaTerun. [nHaMuueckuii GMIbTp cTpaTeruy MOXHO HACTPOUTH
Jutst coequHeHnst VPN, eciin BBINOJIHEHBI CIIEAYIOIIUE YCIIOBHS:

e CoenuHeHNE YCTAHABIIMBAETCS TOJBKO JIOKAJILHOM CUCTEMOMH.

* KoHeuHbIe TOYKH JAaHHBIX 3TOTO COCTUHEHUS IIPEACTABIIAOT co0oif OTHACJIbHBIC CUCTEMBI. I[pyFI/IMI/I CJIOBaAMU,
KOHCYHBIC TOUYKU HE ABJIAIOTCA IIOACETAMU U JUala30HaAMU aapeCOB.

e J171s1 COeIMHEHUS He 3aTrpy’KaeTcsl MPpaBuiIo (GUIIbTPAIMH CTPATET AU,

Ecim Bce mepevnciieHHbIe BRI YCIIOBHUS BRIITOJIHEHBI, TO MOXKHO HACTPOUTH COeIMHEHNUE, He Tpebdyrolee GrIbTp
crparternu. [Tocie ycTaHOBIIEHHS TAKOTO COSAMHEHHS IO HEMY OYIyT IeperaBaThcs BCe JaHHBIE, KOTOPBIMHU
OOMEHHUBAIOTCSI KOHEUHBIE TOUYKH TaHHBIX, HE3ABUCKMO OT TOT'0, KaKHe MpaBujia 00padOTKM NAKETOB 3arpyKeHbI B
CHCTEME.

[MomaroBeie MHCTPYKIUY IO HACTPOIKE COCAMHEHMSI, HE TPEOYIOIIEro MPUMEHEH!S (PUIIbTpa CTPATETUH, IPUBEICHBI
B 9JIEKTPOHHOI1 cipaBke mo VPN.
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HeasHaA nepenaya aaHHbIX IKE

11 Toro 4To0BI mapaMeTprl coeuHeHsT VPN MOTJm cOrjlacoBBIBATHCS B COOTBETCTBHH C TpoTokosioM IKE,
HEOOXOAMMO pa3pelnTh nepenasath AeirarpamMmbl UDP uepes mopt 500. Eciim B cucteme He 3a1aHbI TpaBuUIa
¢uapTpamyy, pazpemaromnye nepeaasats ganabie IKE, To Mo yMOTYaHUIO CUUTAETCS, UTO Hepeada TaKuX JaHHBIX
pasperieHa.

OObr4HO A7151 ycTaHoBjieHus coenunennst VPN TpeOyercs BeinoJHUTE npolenypy corjacoBanus IKE. TTocie sToro
BoinoJsHsieTcst oopadoTka IPSec. [1poroxon IKE npumensier cranaaptablil nopt 500, mosToMy A1 TPaBUILHOM
pa6otsl IKE Tpebyetcs pazpemmts nepenavy aeirarpamm UDP storo mporokoa uepes nopt 500. Ecim B cucteme
HE 3aJIaHbl IpaBWiIa (pUIbTpanuu, paspemiaromue nepenasats qanase IKE, To Mo ymMoMaHuto cuuTaeTcs, YTo
nepeaaya TakuxX JaHHBIX paspernieHa. OqHako Bee nMpaBuiia, co3aanubie A mopta UDP ¢ Homepom 500,
00pabaThIBAIOTCS C YYETOM TOTO, YTO 3aJJaHO B aKTUBHBIX MTPaBUIIaX (IIbTPAIHN.

CueHapum: VPN

O3HaKOMBTECH C IPUBEACHHBIM HIUXKE CIEHAPHUSIMU, B KOTOPBIX ONMMCAHBI OCHOBHBIE TUIIBI COSAMHEHNH, a TAKXKE
IIpUBeJ/IeHa TeXHUYeckasi nHpopMarys u uHpopManus 0 HaCTpOIiKe.

HOHﬂTﬂﬂ, CBsI3aHHbIC C JTAHHBIM

|CueHapI/Ip"I QoS: BammuieHHble U npeacka3zyembie pe3yiabTaThl (VPN n QoS)|

MNudopmanus, cBsI3aHHAS ¢ TAHHOM

[ [Bupryanbubie uactabie cetn 0S/400 V5R1: Vaanennsiii goctyn k cepsepy IBM e(logo)server iSeries Server]
[with Windows 2000 VPN Clients, REDP0153)

[ [3ammta MuTteprer AS/400: Peammsanust Bupryassubix yactabix ceteir AS/400, SG24-5404-00|

[ [Cuenapun zamuter MaTteprer AS/400: IMpakriueckuii moaxox, SG24-5954-00)

OcHoBHaA uHdpopmaLma o coeanHeHUU mMeay dunmanamm

B atom crierapun pupme He0OX0AMMO HACTPOUTH coenuHeHne VPN Mex Ty moaceTsiMu AByX GumaioB. [t 5Toro
IJIAHUPYETCS HACTPOUTH JABE MOJIEIH System i B kauecTBe U308 VPN.

OnucaHue 3agauu

[Mpenmosioxum, 4TO Ballei Gpupme HeOOXOMMO MUHIUMU3APOBATH U3JICPIKKH, CBSI3aHHBIE C TIepeavucii JaHHBIX
MEXIY OCHOBHBIM O(HUCOM U primaiamu. B HacTosimuit MOMEHT 11Ut 3Toro npuMensiercs Frame Relay nm
BBIJICJICHHBIE JINHUU CBSI3H, OJTHAKO BbI [UTAHUPYETE BHEIPUTH HOBBIC TEXHOJIOTHH JIJIS TIEPEAauy BHYTPEHHEH
KOH(UACHIINATLHON HHPOPMAIIUK, KOTOPBIE TPEOYIOT MEHBIIIE 3aTPAT, 00ECIEUUBAIOT 6OJIee BBICOKUN yPOBEHD
3QIIUTHI U MOTYT MPUMEHSTHCS B JIF00O# TOUKe 3eMHOTO miapa. [{jist aToro OyaeT co3/1ana BUPTyaslbHAS YACTHAS
cetb (VPN), KoTOpas NCIOJIb3yeT BO3MOKHOCTH ceTH Internet.

Heob6xoaumo 3aliTHTh TOJIBKO TY YaCTh COSAMHEHUS, YCTAHOBJIEHHOTO MEXTy (GUPMOif 1 ee puymasiom, KoTopast
IIPOXOAUT IO CETU Internet. CDpaFMeHTI)I COCAUHCHU A, PACIIOJIOKECHHBIC BO BHYTPEHHUX CETAX, 3allIMIIATE HEC HYXHO.
[MpenmnosnaraeTcst, YTO BHYTPEHHUE CETH JOCTATOYHO HAJISKHO 3AIUINEHBI, IO3TOMY MOXHO YCTAHOBUTH
coenuuenne VPN Mexay AByMsl MUTFO3aMu. Takue MUTFO3BI JOJDKHBI OBITh HAIPSIMYEO TOIKJTFOUCHBI K
MIPOMEXYTOYHOM CeTH. [IpyruMu CJI0BAMHU, OHU JTOJDKHBI OBITh IPAHUUHBIMU WA KPAUHUMY CACTEMAMU, HE
3aIMUIIEHHBIME OpaHAMayIpoM. JJaHHbIH TpUMED AEMOHCTPUPYET IEHCTBUS, KOTOPbIE BBIIOJIHSIIOTCS IPU
HACTPOIiKe OCHOBHBIX mapameTpoB VPN. B naHHOM clieHapuu MOJ1 CEThIO Internet HIOHUMAETCS IPOMEKYTOUHAS
CeThb, PACHOJIOKEHHAST MEX/TY ABYMsI UTE03aMKi VPN. DT0 MOXET ObITh BHYTPEHHSISI CETh (PMPMBbI UITH
obmenocTynHas ceTh Internet.

Baiknoe 3ameuanne: B 1aHHOM CLieHApHM PACCMATPHUBAIOTCS LIJIFO3bI MOJIENM System i, KOTOpbIE HAIPSIMYIO
noJKIIoueHs! k Internet. 1718 mpocTOTHI Npeanosaraercs, 4To OpanaMays3p OTCyTCTBYET. DTO
HE 03HAYaeT, YTO OpaHAMAay3p UCHOJIb30BATh HE HYXKHO. Bbl JOJIKHBI TIIATEIBHO OLIEHUTH BCE
OTIACHOCTH, CBSI3aHHBIE C IOAKJIFOUeHUEM K Internet.
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MpeumyLiecTBa UCNosb30BaHUA

V aToro ClicHapus €CThb CJICAYIOIIHNE JOCTOUMHCTBA!

* [lpumenenue cetn Internet mim cymecTByIOIIEeH KOPIOPATHBHON CETH CHIDKAET CTOMMOCTD BHYTPEHHUX JIMHAN
CBSI3H, YCTAHOBJICHHBIX MEX/Y YAAJCHHBIMH MTOICET M.

* [lpumenenue cetu Internet mim cymecTBYIOIICH KOPIOPATHBHO CETH yIIPOINAET IPOIEIypy CO3TAHMUS U
00CITy)XKMBaHNS BHYTPSHHUX JIMHUI U CBSI3aHHOTO C HUMHU 000pYIOBaHUS.

* IIpumenenue cetu Internet mo3BoJIIET yCTAHABIUBATL COSIMHEHUSI MEXKY Y/IaJIEHHBIMU CUCTEMAaMHU,
PpAacoJIOXEHHBIMU B JIt000I TOYKE 3¢€MHOI0 1Iapa.

* Cnomompbio VPN nosb30BaTenn MOTyT paboTaTh € JJFOOBIMHU CHCTEMAaMHU U pecypcaMH, PACIIOTIOKEHHBIMH B
CETAX, MCXKAY KOTOPBIMHU YCTAHOBJICHO COCAMHECHUC. PaboTta ¢ Takum COCOIUMHCHUEM HUYECM HC OTJIMYACTCA OT
MIPUMEHEHUS! BBIJIEJICHHON JIMHUY UJIM CO€MHEHMS], yCTAHOBJICHHOTO 1O Iy106aibHoi cetu (WAN).

* [IpuMeHeHHE CTAHAAPTHBIX CIOCO00B MHU(DPOBAHNS M HACHTH(OUKAINN TAPAHTAPYET BBICOKUH YPOBEHD 3AIIUTHI
KOH(HUICHIIMAILHON HH(OPMALIUI BO BpeMs €€ Iepe1aul MeX /Iy CUCTEMaMH.

* PerymsipHBIf 00MEH KITFOUaMU MNP POBAHAS YIPOIIAET HACTPOHKY I MUHIMU3UPYET BEPOSTHOCTH TOTO, UTO
KJTFOYH OyTyT pacim(poBaHBL, a 3aIIATa B3JIOMaHa.

* IIpumenenue BHyTpeHHuX [P-apecoB B yAajieHHbIX MOACETSIX JA€T BO3MOXKHOCTb COKOHOMUTD Ha MPUOOPETEHUU
BHelHUX [P-asipecoB /1t KJIMEHTOB.

Uenn

B nannom ciienapun pupme MyCo, Inc. HeoOxoaumo HacTpouTb VPN Mex Iy moaceTsiMH, TPUHAIJIeKAITUMHE
OTJIeJly KaapoB U (PUHAHCOBOMY OTJey. 1151 3Toi e OyAyT NpUMEHSATHCS MOJIEN System 1, paciosioKeHHBIE B
9TUX MOJICETSAX. DTU CUCTEMBI OYIyT UTPaTh poJib 0308 VPN. B VPN 1ut03 oTBeuaeT 3a ynpapjeHue KJIroyaMu
u npumeHenue npasuil IPSec k JaHHBIM, KOTOpBIE NIepe1atoTcs Mo TyHHENo. [IITi03b!1 He SIBJISIOTCS KOHEUHBIMU
TOYKAMU JaHHBIX COEAMHEHUS.

B 1aHHOM ClieHapu# MPECIEAYIOTCS CIIeIYIOIINE IIeJTH:

e VPN 6yueT MIPUMCHATHCA AJI 3allIATHI BCEX NAHHBIX, IEPEAABACMbBIX MEXK Y MOACETHIO OTACJIa KaAPOB 1
noACEThIO (bHHaHCOBOFO oTaea.

e JlaHHbBIE HE HYXHO 3a1IMIIaTh ¢ noMolbio VPN Bo Bpems ux nepeayuu o BHyTPEHHEH 1ojiceTu oTAea.

* VY BceX KJIMEHTOB U XOCTOB OJHOM OJICETU €CTh JOCTYII KO BCEM pecypcaM ,E[pyl"OfI IIOACCTH. Ol"paHI/I"IeH JIMIIb
JOCTYII K IPUJIOKCHUSAM.

° CI/ICTCM])I, BBICTYHNAFOUIXE B POJIMA IIJIFO30B, MOTYT NOJKJIFOYATHCA APYT K APYry U pa6OTaTL C IPUJIOKCHUSAMU
ApYyr apyra.

14 System i: 3ammra BupryasibHas yactHas ceTh



Moapo6bHocTn

Ha npuBeneHHOM HUXe PUCYHKe IToKkazaHa cxeMa ceT pupmbsl MyCo.

MyCo Punman MyCo
Pouectep SHOMKOT

MNoocete
PMHAHCOBOND
otnena

MNopceTts
oToena
KaOpOsE

Internet
Ty

\-—\__-/

iSeries A -— 3aumrta VPN —= iSeries C

Series B iSeries D

CeTesoi CeTesoiR
NPUHTER NPUHTER

OTtaen kajapoB

* B cucreme A ycraHoBjieHa onepaimonHas cuctema i5/0S Bepeuu 5, Boinycka 3 (VSR3) wim Oosiee mo3nueit. Dta
cuctemMa urpaet poJb nuiro3a VPN Otaena kagpos.

* Anpec noncetu paseH 10.6.0.0, macka noacetu paBHa 255.255.0.0. DTa nosaceTs sSBIISETCS KOHEUHON TOUKOM
JaHHbIX TyHHE)sE VPN B duimmane pupmbr MyCo, pacnosioxxeHHoM B ropoje Pouectep.

* B ceru Internet cucteme A npucBoeH IP-anpec 204.146.18.227. DTOT aapec npeAcTaBiisieT KOHEYHYIO TOYKY
COEIMHEHNS. DTO O3HAYAET, YTO cUCTeMa A OTBEYAeT 3a yIpaBJIeHUE KJIF0oYaMH U IpruMeHeHne npasmt [PSec k
[IPUHUMAEMBIM U OTIPaBJIIEMBbIM AeiiTarpammam IP.

* Bo BHYTpeHHEel nojceTn cucteme A npucBoeH [P-anpec 10.6.11.1.

* Cucrema B siBsieTcst paboueit cucteMoil B MOACETH OT/IejIa KaIpOB, HA KOTOPOM 3aIlyIICHbI CTAHIAPTHBIC
npmitoxenus: TCP/IP.

DHHAHCOBBIH 0T/1€]1

* B cucreme C ycranoBlieHa onepanuonHas cucrema i5/0S Bepcuu 5, Boimycka 3 (V5SR3) wim 6ostee no3aueit. Ota
cucTteMa mrpaet poJib nuro3a VPN ¢uraHCOBOTO OTMIENA.

* Anpec noncetu paseH 10.196.8.0, macka moaceT paBHa 255.255.255.0. DTa moaceTh SBIsETCS KOHEYHON TOYKOI
JaHHbIX TyHHE)E VPN B dusmmane dpupmbr MyCo, pacnosioxkeHHOM B ropojie DHAUKOT.

* B cetu Internet cucteme C mpucoen IP-aapec 208.222.150.250. DToT ajapec npeacTaBiisieT KOHSYHYIO TOUKY
COeMHEHNs. DTO O3HayYaeT, yTo cucreMa C oTBevyaeT 3a ympaBJieHne KJIFouaMi 1 mpuMeHeHue npasui [PSec k
[IPUHUMAEMBIM U OTIpPaBJIsIeMbIM AeiiTarpammam IP.

* Bo BuyTpenHeit nojicetu cucteme C npucBoen [P-anpec 10.196.8.5.
3agayn HaCTPOMKHU

I[.]'IS[ HaCTpOfIKH COCIUHCHUSA MEXTY d)I/IJ'II/IaIIaMI/I, OIMMCAHHBIMU B TAHHOM CIICHAPUH, HCO6XO£[I/IMO BBIIIOJIHUTH
CJICAYIOIINE 3aJa1n:
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IIpumeuanue: YOeaurech, uTo B KoH(purypanuu TCP/IP onpenesieH MapiipyT, COSIUHSIOIINN 1BE CUCTEMBI,
BBICTYIIAIOIIUX B POJIM HIJIFO30B, IO KOTOPOMY 3THU CUCTEMBI MOT'YT O6MCHI/IB3.TBC$[ JAHHBIMU B CETU
Internet. B aToM cityyae XOCTBI moAceT OyIyT MPAaBUIILHO HAPABJISITH JAHHBIE HA COOTBETCTBYIOIIIHIA
IUTEO3 JIJTSL UX TIEPEChLIKU B YAJICHHYIO MOJICETh.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JITAHHBIM

|MapI.HpYTI/I3aI.lI/I$I TCP/IP u pacupenenenue paboueit Harpy31<1/1|

Nudopmanus, cBsI3aHHASA ¢ TAHHON

[ |CLleHapI/II/I samuThl MaTepreT AS/400: ITpakTHyeckuii HOIX0I, SG24—5954—00|

3anonHeHue ¢popm nnaHUpoBaHUA

CrnpaBoyvHbIe TaOJUIBI TOMOTYT BaM coOpaTh nHpopMmarmo, Heodbxoaumyro 11 HacTpoitku VPN. K HacTpoiike
VPN MOXHO NPUCTYIHUTH TOJILKO TOT/AA, KOT/Ia HAa BCE BOIMPOCHI CIIPABOYHOMN TaOIMIBI TPEIBAPUTEIbHBIX
TpeboBaHuii OYJIET JaH MOJIOKUTEIbHBIN OTBET.

IMpnveuanue: [IpuBeneHHbIC HIKE POPMBI OTHOCSATCS K cucTeMe A. AHaJIOTHYHBIE POPMBI HYKHO 3aMOJIHUATD JIJIS
cucremsbl C, ckoppektupoas [P-aapeca.

Tabmuua 1. CuctemHble TpeboBaHud

CupaBoynasi Ta0/MIa NpeIBapUTEILHBLIX TPeOOBAHMI OT1BeTbI
Vceranosiena s B cucteme 15/0S V5R3 uim 6oJtee no3aHeit Bepcun? Ha
Vcranosiiena jm onnus Digital Certificate Manager? Ha
VcraHosieH 1 B cucteme System i Access for Windows? Ha
VcraHoBiieH i B cucteme System i Navigator? Ha
VcraHoBieH 1 koMmoHeHT CeTh nporpamMMel System i Navigator? Ha
Vcranosien s B cucteme IBM TCP/IP Connectivity Utilities for i5/0S? Ha
VcTaHOBIICHO JM CHCTeMHOe 3HaYeHne CoXpaHsITh HACHTU(DUKAIMOHHbBIEC JaHHbIE Ha CepBepe Ha

(QRETSVRSEC *SEC) paBabiM 1?

Hacrpoen ym B cucteme npotoxos TCP/IP (Bxirrouast uatepdetics! IP, MmapuipyTsl, ums jiokansHoro | a
XOCTa ¥ UMl JIOKaJILHOTO JOMEHa)?

VCTaHOBJICHO JIM MEX/Yy KOHEUHBIMU ToukaMu 00bruHOe coequnenue TCP/IP? Jla

ITpumMeHeHBI T B CHCTEMeE TIOCJICIHUE BEPCHH BPEeMEHHBIX HcnpasiieHnit mporpamM (PTF)? Ha

Ecym tynsess VPN OyzaeT npoXxoauTh yepe3 OpanaMay3pbl WK MapIIpyTU3aTOPbI, BblnosHgromue | Ha
¢mwibTpannto naketos IP, To monaepKUBArOT JIM 9TH OpaHIMaydphl 1 MapIIPYTH3aTOPEI IIPOTOKOJIB
AH n ESP?

Paspenieno s Ha OpanaMayspax u Mapuipytusaropax npumenenue npotokosio IKE (mopt UDP Ha
500), AH u ESP?

Paspermiena yim Ha OpanaMayspax nepecbljika naketon [P? Ha

Tabnuua 2. Hactpoiika VPN

M nacrpoiiku VPN Bam norpedyercs ciieayiomasi unpopmanusi OT1BeTbI

CoelMHEeHUE KAKOro THUIa OyJIeT co3aaHo? CoelMHEeHUE MEX/Ty
[UTEO3aMU

Kaxoe ums Oyzaet nprcBOEHO I'pyIIe COeAMHEHUI C TMHAMUYECKUM KJIFOYOM? HRgw2FINgw

Kakoii cioco® 3amuTsl KITFOUeit, IO OTHOIIEHHUEO K TPOU3BOIUTEIILHOCTU CUCTEMBI, OYAeT COaJraHCHpOBaHHBIHI

NPUMEHSTbCS?

[MpumensiroTest Jn cepTUUKATHI U1 UACHTUDUKAINN coequaeHns? Eciu Het, kakoit He topsecretstuff

[OrOTOBJICHHBI KJIE0Y OYAET MPUMEHSTHCS?

Kaxoit unenTrdgukaTop CBSI3aH C JOKAJILHBIM CEPBEPOM KITFOUEH? IP-anpec: 204.146.18.227
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Tabnunua 2. Hactpoiika VPN (npogomkeHxue)

s nacrpoiiku VPN Bam norpedyetcs ciieayiomast unpopmanusi OTBeTBI

Kaxoit uneHTHGHUKATOP CBSI3aH € JIOKAJTIBbHOM KOHEUYHOM TOYKOM TaHHBIX? IToacets: 10.6.0.0
Macka: 255.255.0.0

Kakoit nneHTuGuKaTOp NPUCBOCH yIAJICHHOMY CepBEpy KJIFoueii? [P-anpec:
208.222.150.250

Kaxkoif nnenTuduKaTOp CBS3aH ¢ yIaJeHHO KOHSYHOH TOYKOM JaHHBIX? IToncers: 10.196.8.0
Macka: 255.255.255.0

ITakeTs! kKakux NPOTOKOJIOB OyJeT pa3pelleHo NepegaBaTh 0 COeAUHEHUIO U Yepe3 KaKkue MOpThI? JIro6b1e

Kaxkoif ctoco6 3ammuThsl JaHHBIX, T0 OTHOIIEHUIO K MPOU3BOAUTEILHOCTH CUCTEMBI, OyIeT Cb6anmaHcupOBaHHBIH
NPUMEHSIThCS?

K xaxum naTepdelicaM OTHOCUTCS CoeTUHEHNE? TRLINE

HacTtponka VPN B Cucteme A
g mactpoiiku Cuctemsl A BBITOJHUTE CJIETYIOIINE IIIaTHu:

Hactpoiite VPN B cucteme A, Kak ONMCAHO HUXE, HCIOJIb3YsI HHPOPMAIIMEO U3 3aM0JHEHHBIX paHee PopM:
1. B System i Navigator pazBepuuTte crimcok Cucrema A — Cerb — Ctparteruu IP.

2. s 3amycka Mactepa CO3JIaHMs COSAMHEHUS IIEJIKHITE MPaBOi KHOMKOW MBIIIK Ha MyHKTe BupTyaanuas
YyacTHas ceTh 1 BbIOepuTe oniuio Co3/1aTh coe/IMHEHHE.

O3HAaKOMBTECH C ONHUCAHUEM OOBEKTOB, CO3/IaBAEMbIX MACTEPOM, IPUBEACHHBIM Ha cTpanule IlpuBercTBHe.
Bri6epute [lanee s nepexoaa Ha cTpaHuily Vims coeuneHust

B nmoste Imst BBegute HRgw2FINgw.

Heob6s3atenbno: [1pu He0OX0AMMOCTH YKAXKUTE ONUCAHKUE TPYIIbI COSAMHEHUH.

Haxwmmute kHOnKY lajee mis nepexona k ctpanune CueHapuii o IKII0YEHHS.

Bri6epute onmuro IToaKIIOUHTD JIOKAJIBHbIH HLTIO3 K APYroMy HIJI03Y.

Haxxmute kHonky Jasnee miis nepexona k crpanuie Crparerus IKE.

© 0 ® 2 w»n kW

—

Bri6epute onmmro Co3aaTh cTpaTeruio, a 3ateM BeiOepuTe BapuanT COaJaHCHPOBAHHAS 3AIIUTA U
NPOU3BO/IUTEILHOCTb.

11. Haxwmute kaonky Jlanee s nepexona k crpanuiie Cepruukat JIOKaIbHOH KOHEYHON TOUKH CO€/THHEHHUS.
12. BriOepute 3Hauenue Her, 17151 TOro yT0oOBI CepTUGUKAT HE MPUMEHSJICS 1J1 NACHTUPHUKAIINYA COSTUHEHMUS.
13. Haxmwurte kHonky Jlasiee 1t nepexo/ia k crpanuie JIokaabHbIil cepBep KJI04Yeii.

14. B none Tun upentuduxaropa sridbepute 3nauenue IP-agpec Bepeun 4.

15. B mone IP-appec Boibepute 3Hauenne 204.146.18.227.

16. HaxmuTte kHONKY Jlajiee 11 epexo/ia K CTpaHuie Y /JaJieHHbIi cepBep KIIIoYei.

17. B nosne Tun naenrndukxaropa ssi6epute 3HaueHue IP-agpec Bepeun 4.

18. B mone UgeHTudnkaTop BBenute 3HaueHue 208.222.150.250.

19. B mose IMoaroros.ienHblii K104 BBeauTe 3Hadenue topsecretstuff.

20. Haxwmurte xHonky /lanee nst nepexona x crpanuiie JIokajabHas KOHeYHAs] TOUYKA TAHHbBIX.

21. B none Tun naentuduxaropa soioepute 3nauenue [oacers IP Bepcun 4.

22. B nose UpeHTudukaTop Beeaute 3HaveHue 10.6.0.0.

23. B mose Macka nopceTu BeeauTe 3HayeHue 255.255.0.0.

24. HaxwmuTte kHOTIKY Jlajiee 1t mepexoia K CTpaHUIE Y 1ajleHHAs! KOHeYHAs TOYKA TAHHBIX.

25. Boibepute IMoacers IP Bepcnu 4 u3 nosis Tun upentudukaropa

26. B mone UpeHTupukaTop BBeaute 3HaueHue 10.196.8.0.

27. B mose Macka nopceTw BBeauTe 3HaueHne 255.255.255.0.

Buptyaspnas yactaas cets (VPN)
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28. Haxwmurte xHomky lasiee mist nepexoaa k crpanurie Cayx0Obl TaHHbIX.

29. He u3MeHsis 3HAYEHUS 110 YMOJTYaHUIO, HAXXKMUTE KHONIKY Jlasee i1 nepexo/ia k crpanuie CTpaTernsi 3amyThb
JTAHHBIX.

30. Bri6epure onmuro Co3aaTh cTpaTeruio, a 3aTeM BoiOepuTe BapruaHT COAAHCHPOBAHHAS 3AILMTA H
NPOH3BO/ITEIHHOCTD.

31. Bri6epute onmuro Ilpumensite anroput™ mudgposanus RC4.

32. Haxwmute kHonky Jlanee s nepexona k crpanuie Jdlonycruvbie unrepgeiich.

33. Boibepure 3Hauenue TRLINE B Tabsmue JIlnnus cBsa3m.

34. Haxwmute xkHomKy Jlasee mist mepexoaa x crpanuiie O63op.I1poBepbTe Bee 3HAUCHUS HA 3TOW CTPAHUIIE.
35. s 3aBeplieHust HACTPOUKKM HaxXxMuUTe KHONIKY ['oTOBO.

36. Korja nosiBUTCSI OKHO AKTHBHPOBATh (H/ILTPbI CTPATernu, BEIOepuTe 3HaUeHNE Jla, AKTHBHPOBATD CO3/IaHHBIE
(UILTPBI CTpaTeruu, a 3aTeM BbIOepuUTe oniuio PaspenmTs npovne JaHHbIE.

37. Jlas 3aBepmieHus HacTpoiiku HaxmuTe kHonky OK.Korga nosBuTcs cCOOTBETCTBYIOIIEE IPUTJIAIIICHNE,
YKQXUTE, YTO MpaBUjla Hy>KHO aKTUBHPOBATH JJIS1 BCeX HHTEP(EHcoB.

HacTtponka VPN B Cucteme C
BrimosiHATE Ty Xe Mpoleaypy HacTpoiiku, uTo U B CucteMe A, n3aMeHuB HeoOXxoaumble [P-aapeca. 3a
JIOTIOJTHUTEJIbHOM HH(pOpMaIueid oopaTuTech kK popMaM ITAHUPOBAHUSI.

IToce BBIMOJIHEHHS TPOLIEAYPHI HACTPOWKY HA 1LTI03e VPN (hnHAHCOBOTO OT/EJIa CoeMHEHNE OYIeT HAXOIUThCS B
COCTOSIHUY 110 3arpocy. Taxoe coenHEHe aKTUBUPYETCS IPU OTIpaBKe AetarpaMmel [P, koTopas 10kHA OBITH
nepejiana mo 3amuiieHHomy coeaunenuto VPN. [{anee HeoOxoaumo 3amycTuTh cepepbl VPN (eciu oHu eriie He
3aMyIIeHbl ).

3anyck VPN

IToce nactpoiiku coequaennss VPN B Cuctemax A u C HEOOXOIUMO €To 3alyCTUTh.

Jis 3antycka VPN BeInoJIHUTE CileAyroLye QeicTBuUs:
1. B System i Navigator pa3sepaute Cuctema — Cetb — CtpaTernu IP.

2. IlenxHuTe npaBoit KHONKOM MbImK Ha 3Hauke VPN u BeiOepuTe 3anycTuTh.

TecTupoBaHue coeguHeHUA
IToce HacTpoiiku obenx cucteM VPN u ycrenHoro 3amycka cepBepoB VPN HE0O0X0MMO TPOBEPUTH CBS3b MEKIY
yIaJIeHHBIMH HOJICETSIMU.

I[.]'ISI IIPOBEPKU COCAUHCHUS BBINTOJIHUTE CIICAYIOIINE 1Iaru:
1. B System i Navigator pa3seprante crcok Cucrema A — CeTb.

2. Ienxuute npasoit kHonkoit Mblmu Ha mynkte Hacrpoiika TCP/IP, BeiOepute onnuto Y THIHTBI, a 3aTEM -
IIpoBeputs coeunenue.

3. B oxne IIpoBeputh coeunenue BBenute 3HaueHue Cuctema C B mosie IlpoBeputh coeunenue.
Jist mpoBepku coenmHeHnst Mex 1y cucreMamu A u C HaxxMuTe KHOKYy OTHpaBuTh NPOOHbII NaKeT.

5. Tlocne 3aBepiienus npoBepku Haxxmute kHonky OK.

OcHoBHaA nHdpopmaLma o coeanHeHUU Mexay pupmamm

B aTtom cuienapun ¢pupme TpedyeTcst ycTaHOBUTD coenmHeHne VPN Mex /Ty KJIIMEHTCKUMHI padOYNMHU CTAHIMSIMH,
OJ/IHA M3 KOTOPBIX HAXOUTCS B IPOU3BOJICTBEHHOM OT/AEJIe PUPMBI, & BTOPAs - B OTAEJIE IIOCTABOK JIEJIOBOTO
napTHepa GUPMBL.

OnucaHue 3agauu

Ju1s oOMeHa TaHHBIMU C JISJIOBBIME APTHEPAMU, JOYCPHUMHA (PUPMaMHU U MMOCTABITMKAMH MHOTHE (PUPMBI
MPUMEHSFOT coequHeHrs Frame Relay v BeIesieHHBIC JTMHUY CBSI3H. Takue CiocoObl MTOAKITFOYCHUS TOPOTH B
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00CIIy’)KUBaHUU 1 HAKJIABIBAIOT OTPAHNYCHNUS HA JJIMHY JIMHUU CBSI3U. AJIbTEPHATUBOM ISl TAKUX (GUPM MOXKET
cTath ceTh VPN, KoTOpas MO3BOJISET ¢ MUHIMAJIbHBIMU 3aTpaTaMH 00eCeuuTh 3aIUTy KOH(UACHIINATIHHON
uH(pOpMAaIMHK NPy ee nepegade Mo OTKPHITOH CeTH.

[Mpenmosoxum, 4TO Bala GupMa - OCHOBHOI MOCTABIIMK KOMILICKTYFOIINX [IJI1 M3TOTOBUTEIIS MPOAYKIUK. [iis
TOTO 4TOOBI y Bac Beera ObLIIO B HAJIMYUH JJOCTATOYHOE KOJIMYECTBO KOMIUIEKTYIOIINX, BAM HYXKHO 3HATH, CKOJIBKO
KOMILJICKTYFOIIIAX OCTAJIOCh Y (PMPMBI-U3TOTOBUTEIIS, 1 CKOJIbKO KOMIUIEKTYIOIINX eif moTpedyeTcs B Oymxkaiiiree
Bpems. [Toydenne Takoit mHGOpManuy 3aHUMAaeT MHOT'O BpeMEHH 1 IOPOTO CTOUT. MIHOT1a o TyYeHHAS
uH(popManus ObIBaeT HETOYHOU. BB XOTUTE HATH O0JIee MPOCTOH, OBICTPHINA U 3PPEKTUBHBIH CITOCOO MOTYUECHUS
nH(pOpMAIUU OT PUPMBI-U3TOTOBUTEIISL. Y YMTBIBAs, 4YTO Tpedyemast nHpOopMaIus HOCUT KOH(PUACHIINATbHBIT
XapakTep U MOCTOSIHHO U3MEHSIETCSI, M3TOTOBUTEJIb HE MOXKET ONyOJIMKOBATH ee Ha cBoeM Web-caliTe niM ykasaTh B
€)XEMECSYHOM OTKPBITOM OTueTe. J{JIsl BBINOJIHEH!sI HOCTABJICHHON 33241 MOXHO CO3/1aTh BUPTYaJIbHYIO YaCTHYIO
ceTb (VPN), koTOpas OyIeT uCnoJib30BaTh BO3MOXKHOCTHU ceTH Internet.

Llenn

B mannom cnienapun pupme MyCo Tpedyercs ycTaHOBUTE coeauHeHre VPN Mex Iy X0CTOM, PacloI0KEHHBIM B
OT/JeJIe MOCTABKA KOMIUIEKTYIOIINX, I XOCTOM, PACHOJIOKEHHBIM B POU3BOICTBEHHOM OT/IEJIe OJTHOTO U3 JIEJIOBBIX
naptaepos, TheirCo.

[TockoJibKy (GUPMBI IIIAHUPYIOT OOMEHMBATHCS KOH(UACHIIMAIBLHON HHpOpManue, 3Ta HHpopManus 10/DKHA ObITh
3alIUIleHa BO BpeMs nepenaun mo cetu Internet. Kpome Toro, naHHble JOJDKHBI 3IIUIIATHCS BO BPeMs UX Iepeaaun
10 BHYTPEHHEI! ceTn pUPMBI, TaK KaK Kax/jas GupMa CUMTAET, YTO CETh APYroil pupMel He 3ammiena. Jis atoro
OTPeOYIOTCSI CpeACTBA UICHTH(DUKAIINY, OOeCIIeYeHN s IIEJIOCTHOCTH U () POBAHUS JAHHBIX.

Ba:knoe 3ameuanne: B maHHOM crueHapuy OyAeT paccMaTpPUBATHCS HACTPOIKa mpocToro coeauueHns VPN mexmy

JIByMs XOCTaMH. B peastbHOI ceTr 00BIYHO TPeOyeTC sl JOTOJIHUTEIbHO HACTPOUTH
OpanaMayap, [P-anpeca m MapIipyThl.
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Moapo6bHocTn

Ha npusenennom Hmxke pucynke nokasans! cetd pupm MyCo u TheirCo:

MyCo TheirCo

- I Fouectep SHAMKOT

PCO1
Bpanpmayap y Bpangmayap

Internet CeTb
o MOCTABLLMKA

SawmwTta VPN =

iISeries & iSeres C

Cetb oTaena cHadxennss MyCo

B cucteme A ycraHoBIIeHa onepalonHas cucteMa i5/0S Bepcun 5, Brimycka 3 (VSR3) wm 6ostee mo3aHei.

Cucreme A npucsoen IP-agpec 10.6.1.1. DToT agpec npeacrasiseT cob0il KOHEUHYIO TOUKY COSTUHEHUS 1
KOHECYHYIO TOYKY TAHHBIX. DTO O3HAYAET, YTO cucTeMa A BhINOJIHsET coryiacoBanue IKE u mpumensieT npasuia
[PSec k ucxomsmuM U BXOASIINM feiitarpammam [P, a Taxke sIBJICTCS] OTIPaBUTENIEM U IOJIy4aTeJIeM JaHHbIX,
KOTOpBIE MepeIaroTcs o coenuHenno VPN,

Cucrema A pacnososxena B nojacetu 10.6.0.0 ¢ mackoif 255.255.0.0

Toabko Cucrema A MOXeT MHUIIMAPOBATDL COCINUHCHUC C Cucremoii C.

Cetb oTaesa npousBoacTsa TheirCo

B cucteme C ycranoBieHa onepanonnas cucteMa 15/0S Bepeun 5, Buimycka 3 (VSR3) wm 6oJtee o3 THEH.

Cucreme C npucBoen [P-aapec 10.196.8.6. DToT aapec npeAacTaBisieT cOO0H KOHEUHYIO TOUKY COEAUHEHUS U
KOHCYHYIO TOYKY TAHHBIX. DTO O3HAYAET, YTO cucTeMa A BhINOJHsET corytacoBanue IKE u mpumensieT npasuia
[PSec k ucxomsmuM U BXOASIINAM feiitarpammam [P, a Taxke sIBJIICTCS] OTIIPaBUTEIIEM U IOJIy4aTeJIeM JaHHbIX,
KOTOpBIE MepeiaroTcs o coenuHenno VPN,

Cucrema C pacnosioxeHna B noacetu 10.196.8.0 ¢ mackoit 255.255.255.0

3agayu HaCTPOMKMU

JIU1s1 HACTPOMKY COeTMHEHUST MEXIy IByMsI (pupMaMu, OMMCAHHBIMU B JJAaHHOM CIICHaPUH, HEOOXOMMO BBITIOJTHUTH
CIIeTyIoIIHe JeHCTBUS:
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IIpumeuanue: YOeaurech, yTo B KoH(purypauuu TCP/IP onpenesieH MapiipyT, COSIUHSIOIINN 1BE CUCTEMBI,
BBICTYHNAIOIUX B POJIM IIJIFO30B, II0O KOTOPOMY 3TU CUCTEMBI MOTYT O6MCHI/IB3TI)C5[ JAHHBIMU B CETU
Internet. B aToM cityyae XOCTBI moceT Oy1yT MPAaBUILHO HAPABJISThH JAHHBIE HA COOTBETCTBYIOIIIHIA

IJTFO3 IJI UX MEPECHIJIKU B YIAJICHHYIO IOJACETh.

HOHﬂTﬂﬂ, CBsI3aHHbIC C JITAHHBIM

|MapmpyTH3auH9{ TCP/IP u pacnpenenenue paboueit Harpy3KI/1|

3anonHeHue ¢opm NnaHUPOBaHUA

CrpaBovHbIe TaOJUIBI TOMOTYT BaM coOpaTh nHGpopMarmio, HeodbxoauMyro 111 HacTpoitkun VPN. K HacTpoiike
VPN MOXHO NPUCTYIUTH TOJILKO TOT/1a, KOT/1a HAa BCE BOIPOCHI CIPABOYHOI TaOIMIBI IPEBAPUTEIbHBIX

TpeboBaHuit OYJIET JaH MOJIOKUTEIbHBIN OTBET.

IMpnmeuanue: [IpuBeneHHbIC HIKE POPMBI OTHOCSATCS K cucTeMe A. AHaJIOTHYHBIC (POPMBI HY)KHO 3aMIOJTHUATD JJIS

cucrembl C, ckoppektupoBas [P-anpeca.

Tabmuua 3. CuctemHble TpeboBaHud

CupaBoynasi Ta0/MIAa NpeIBAPUTEILHBIX TPeOOBAHMIT OT1BeTbI
Veranosnena i B cucteme 15/0S V5R3 uim 6otee no3aHeit Bepcun? Ha
Vcranosiena jim onnust Digital Certificate Manager? Ha
VcranosieH 1 B cucteme System i Access for Windows? Ha
VcraHoBieH i B cucteme System i Navigator? Ha
VeranosieH Jm koMrnoHeHT CeTh mporpamMMel System 1 Navigator? Ha
Vcranossen s B cucteme IBM TCP/IP Connectivity Utilities for i5/0S? Ha
VcTaHOBIICHO JM cUCTeMHOe 3HaueHne CoXpaHsITh HACHTU(DUKAIIMOHHbIC JaHHBIE Ha CepBEpe Ha
(QRETSVRSEC *SEC) paBHbiM 1?

Hacrpoen ym B cucteme npotokos TCP/IP (Bkirrouast uaTepdetice! IP, MmapmipyTsl, ums jokansHoro | [la
XOCTa ¥ UMl JIOKAJIbHOTO JOMEHa)?

VCTaHOBJICHO JIM MEX/Y KOHEUHBIMU ToukaMu 00bryHOE coequnenue TCP/IP? Ja
[TprMeHeHBI T B CHCTEME TIOCJIeIHIE BEPCHH BPEeMEHHBIX HcnpasiieHuit mporpamm (PTF)? Ha
Ecimu tynness VPN OyzieT npoxouTh yepe3 OpaHaMay3pbl UM MapLIpYTU3aTOPBI, BhIOJHAIoMe | [a
¢unpTpanuro naketos [P, To moaepKUBAKOT JI 3TH OPaHIMAay3Pbl U MaPIIPYTU3ATOPBI IPOTOKOJIB

AH u ESP?

Paspenieno sm Ha OpanaMayspax u Mapuipytusaropax npuMmenenue npotokosion IKE (mopt UDP Ha
500), AH u ESP?

Paspeniena yim Ha OpaHaMayspax nepechblika naketon [P? Ha
Tabnuua 4. Hactpoiika VPN

s nacrpoiiku VPN Bam norpedyercs ciieayiomasi unpopmanusi OTBeTbI

CoelMHEeHUE KAKOTro THUIa OYJIeT co3/1aH0?

CoeIMHEeHUE MEX/Ty

TOJArOTOBJICHHBIN KJIFOU 6y£[eT HpI/IMCHS[TbC}I?

[UTFO3aMEI
Kaxoe ums Oyet nprcBOEHO I'pyIIe COSIMHEHUN C TMHAMMYECKUM KJIFOYOM? HRgw2FINgw
Kakoii cioco® 3amuTsl KIIFOUEit, 110 OTHOIICHHUEO K TPOU3BOIUTEIILHOCTH CUCTEMBI, OYAET CoOaJraHCHpOBaHHBI
NPUMEHSATHCS?

IMpumensitotes m cepTUGUKATHI 111 uaeHTUUKAIMU coenunenust? Eciu HeT, kakoi He topsecretstuff

Kaxoit uneHTHGHUKATOP CBS3aH € JIOKAJIBLHBIM CEPBEPOM KJTIOUEH?

IP-anpec: 204.146.18.227

Kaxkoif nnenTudukaTop CBs3aH ¢ JIOKAJIbHONW KOHEYHON TOYKOM JAHHBIX?

ITonacers: 10.6.0.0
Macka: 255.255.0.0

Buptyaspnas yactaas cets (VPN)
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Tabnuua 4. Hactpoiika VPN (npoaomkeHue)

s nacrpoiiku VPN Bam norpedyercs ciaeayromas napopManus Ortsetnl

Kaxoit uaeHTH)HUKATOP MPUCBOCH YIAJICHHOMY CepBEpY KJTFoUeii? IP-anpec:

208.222.150.250

Kaxoit uaenTrdGUKaATOP CBSI3aH C YAAJCHHON KOHEYHON TOYKOMN TaHHBIX? TToxcets: 10.196.8.0

Macka: 255.255.255.0

ITakeTs! KaKuX MPOTOKOJIOB OYIET pa3pelicHO epeaBaTh MO COSMHEHUIO 1 Yepe3 KaKue MOPTHI? JTro6n1e

Kaxoit cioco0 3a1uThl TaHHBIX, 10 OTHOIIEHUIO K TIPOU3BOAUTEIILHOCTH CUCTEMBI, OyIeT ChasaHCUPOBAHHBIIM
HPUMEHSTHCS?

K xaxum nnTepdeiicaM OTHOCUTCS coeTuHEHME? TRLINE

HacTtponka VPN B Cucteme A
Jutst nHactpoiiku coenunenust VPN B Cucteme A BBIIIOJHUTE CIIEIYIOIINE IIIATH.

Hactpoiite VPN B Cructeme A, Kak ONMCAHO HUXKE, HCIOJIB3Y sl MHGOPMAIINIO U3 3alI0JTHEHHBIX paHee GopM:

1.
2.

13.
14.

15.
16.
17.
18.
19.

20.

21.
22.
23.

22

© 0 ® N kW

B System i Navigator pa3sepuute crrcok Cucrema — Cerb — Crtpateruu IP.

Jis 3amycka MacTepa HACTPOWKH COeAMHEHMSI IIISJIKHATE MTPaBOil KHOIKOI MBIIIN HA MyHKTe BupTyanbHas
yacTHas ceTh 1 BeiOepuTe Co3AaTh coe/IHHEHHe.

O3HAaKOMBTECH C ONMCAHUEM OOBEKTOB, CO3/IaBAEMBIX MAaCTepOM, IpUBe/IeHHbIM Ha cTpanuiie [IpuBercTBue.
Haxwmute kHonky Janee nyia nepexoa k ctpanuiie Mims coeaunenns.

B nosie Ums BBeute 3uauenne MyCo2TheirCo.

Heobs3aTenbHo: [Tpn HEOOXOAMMOCTH YKaXKUTE OMUCAHKE TPYIIBI COSAUHEHU.

HaxxmuTte xkHonky Jlasiee niis nepexo/ia k crpanuiie CueHapuii noaK/Ir04ennst.

Bri6epute onmuro [ToAK/II0UMTD JIOKAJIBHBIA X0CT K JAPYroMy XocTy.

Haxwmute xnonky Jlanee s nepexosa x crpanuie Crparerus IKE.

BI)I6CpI/ITC OITITUIO C03}13Tl) CTpaTeruro, a 3aTeM BI)I6€pI/ITC BapUaHT MaxkcumaJjibHasi 3aluTa, HU3Kad
MPOU3BOAUTEJIbHOCTD.

Haxwmmute kaonky Jajee mist nepexona k ctpanune CepTudukaT J0KaabHOH KOHEYHON TOUKH COeTHHEHHS.

Bribepute 3raueHue Ja, 15151 TOro 4ToOBI CePTUPUKATHI MPUMCHSIIACH TS UACHTU(DUKAIIII COCTMTHEHMS.
[Tocme sToro BeIOepuTe cepTudukat CHCTEMBI A.

ITpumevanne: Ecim BbI IIaHUpYeTE MPUMEHSTh cepTUHHUKAT /1JIs1 HACHTU(PHUKANNY JIOKAIbHOM KOHEYHON TOYKH
COGIMHEHUS], TO CHavYaja co3aaire ceprudukaT ¢ nomousio Jucneryepa nudpoBsIx
ceptuukaros (DCM).

Haxwmute xnonky Janee s nepexo/a x ctpanuie Maentudgukarop JokaIbHONH KOHEYHOH TOYKH COeMHEHNS.

Bribepute m1s1 Tuna uaeatudukatopa 3uavenue IP-aapec Bepenn 4.B xauectse [P-anpeca HeoOXoauMo ykazaTh
snavenue 10.6.1.1. DTu 3HAUEHMS TaKXKe JTOJDKHBI ObITH 3aJaHbl B CepTU(UKATE, CO3AAHHOM ¢ ToMoInbo DCM.

Haxmute kHonKy Jlaiee i1 epexo/ia K cTpaHuile Y /1aJieHHbIi cepBep KJIIoYei.
B nosie Tun unentudukaropa Bpidoepute 3HaucHue IP-aapec Bepenn 4.

B nose UpenTupukaTop BBeaute 3nauenue 10.196.8.6.

Haxwmmute kaHonky Jlajee mis nepexona k crpanune CiyxK0bl JaHHbIX.

He u3MeHsist 3HaYeHMS 110 YMOJTYaHUIO, HaxkMuTe KHonky Jladee nyist mepexona k ctpanuie CTpaTerus 3amMThbI
JTAHHBIX.

Bri6epure onmuro Co3aaTh cTpaTeruio, a 3aTeM BblbepuTe BapuaHT MakcuMaJIbHAs 3alIUTa, HU3KAS
NpOU3BOIUTENbHOCTb. BoiOepuTe onuuto [pumensats aaroputm mmdposanus RC4.

Haxxmute xkHonky Jlasee miist nepexona k crpanuie JdonycTumbie uaTepdeiicsI.
Bri6epute 3Hauenne TRLINE.
Haxwmute xnonky Jlaaee st nepexona k crpanune O63op.IIposepsTe Bce 3HaUeHUS HA 3TOI CTpaHUIIE.
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24. Jlns 3aBepIIeHus HACTPOUKH HAXKMHUTE KHONKY ['0TOBO.

25. Koraa nossBUTCSI OKHO JMajiora AKTHBHPOBAThH (PHILTPbI CTpaTerun, BbiOepuTe 3HaueHre Her, akTHBHPOBaTH
npasujia GpuiabTpanuu no3anee u HaxMmute kHonky OK.

Tenepb HY)XHO yKa3aTh, YTO 3TO COEIMHEHNE MOXKET YCTAHABJIMBATD TOJIbKO cuctema A. Jliist 3TOro u3MeHuTe
CBOICTBA TPYIIIBI COCAUHCHUN C AMHAMHUYECKUM KJIFOUOM, KOTOpast ObLia coznana mactepoM (MyCo2TheirCo):

1. B unTepdeiice VPN BbiGepuTe onmuro I'pynnbl Ha JieBoi manesm. Ha mpaBoit maHe M MOSIBUTCS TPyIIa
coemmHeHMiA ¢ TuHaMmrecknM KiirouoM MyCo2TheirCo.lllenkanTe Ha Hel TpaBO¥l KHOMKOW MBIIIH U BHIOEPHTE
nyHkT CBoiicTBa.

Iepetimute Ha cTpanuiy Ctparerusi 1 BoiOepuTe onuio CoenHeHHe YCTAHABINBAETCS JOKAILHON CHCTEMOI.

3. Haxwmurte OK 17151 coxpaHeHN S H3MEHEHHH.

HacTtponka VPN B Cucteme C
BrimoJstHATE Ty Xe Mpoleaypy HacTpoliku, uTo U B CucrteMe A, n3aMeHUB HeoOxoaumble [P-aapeca. 3a
JIOTIOJTHUTEJIbHOM HHpOpMaIieir oopaTuTech K (hopMaM IJIAHUPOBAHMS.

[Tocie BBITOJTHEHNUS MPOIIEYPHI HACTPOWKH Ha nutro3e VPN dprHAaHCOBOTO OT/AETIA COeAMHEHNE Oy /16T HAXOAUTHCS B
COCTOSIHUY 170 3ampocy. Taxoe coeqUHEHNEe aKTUBUPYETCS IPH OTIpaBKe aeiitarpammsl IP, koTopas qospkHa OBITH
nepeaaHa no 3aumieHHoMy coenunennto VPN, [lasee Heob6xoauMo 3amycTuTh cepsepsl VPN (ecsiu onu ere He
3aIyIIEHbI).

AKTuBaumsa npaeun 06paboTKU nakeToB
Mactep VPN aBTOMAaTHYECKH CO3/TaeT MPaBUIa 00pabOTKH MaKeTOB, HEOOXOIMMBIE IS TPABAIILHON PAOOTHI
coemuuenus. [lepen 3amyckom coenuHennst VPN aTu mpaBuiia HEOOX0AMMO aKTUBUPOBATH B 00EHX CUCTEMAX.

JUtst akTUBAIY MPABUJI O0OPAOOTKH MAKETOB BHITIOJHUTE CJICYIOIIUE TEHCTBUS:
1. B System i Navigator pa3seprante crmcok Cucrema A — Cetb — Ctpaternn IP.

2. IllenxHuTe npaBoif KHONKOM MbIY HA myHKTe [IpaBuia 06padoTkn NAKeTOB U BEIOEPUTE OMLIUIO
AxTHBHPOBATH.[10SBUTCS OKHO AKTHBHPOBATH NMPAaBHJIA 00PAGOTKH NAKETOB.

3. VkaxuTe, Kakue IpaBUia JOJDKHBI OBITh AKTUBUPOBAHBL: MPaBHUIIa, co3gaHHble VPN, BeIOpaHHbIH (aily mpaBu
UJIH U To, U aApyroe. ITocieqHIor0 Onmuo, HapuMep, MOXKHO BIOpAaTh B TOM CJIy4ae, €CIM HOMUMO NPaBUJ,
coznanublX VPN, nuist uaTepdeiica 1onKHbI ObITH akTUBUPOBaHbl HekoTopble npasuia PERMIT u DENY.

4. Bribepute unTepdeiic, 115 KOTOPOTO JOJDKHBI OBITH AKTUBUPOBAHBI IPABIJIA. B TaHHOM CiTyuae HY>KHO
BBIOpaTh onnuto Bee naTepdeiicsl.

5. Haxwmnte knonky OK, 11t TOro 4T005! MOATBEPANTD, YTO HYXKHO IPOBEPUTH M AKTUBUPOBATH MPABUJIIA [IJIsI
yka3aHHbIX HHTep(eiicoB.CucTema MpOBEpUT NPaBUIIA HA HAITMYME CHHTAKCHYECKIX M CEMAHTHYECKUX OIINOOK.
Pe3ymbpTaTsl mpoBepku OyIyT NOKa3aHBI B OKHE COOOINECHNH, PACIOJIOKEHHOM B HIXKHEH 00J1aCTH OKHA
penaktopa. I1pu Hammuuu cooOieHust 06 OMMOKe METKHUTE MPABON KHOTKOM MBI HA 3TOM COOOIICHUN U
BbIOepuTe MyHKT IlepeiiTn k cTpoKe, 4TOOB! ObLIIA BBIAEICHA CTpOKa (aiiaa mpaBuil, B KOTOPOii Obli1a HalieHa
omuokKa.

6. Jlms akTUBanmu npaBmsl 00padboTku naketoB B Cucteme C MOBTOPHUTE ITHU IIATH.

3anycK coeaguHeHUA
ITocne nactpoiiku coequnenust VPN He06X0aUMO €ro 3anyCTUTD.

Hns 3ammycka coemumaennss MyCo2TheirCo B Cucteme A BBITOJHATE CIICIYFOIIIE ACHCTBUS:
1. B System i Navigator pa3zsepuute cnucok Cucrema A — Cerb — CtpaTternu IP.

2. Ecmm cepsep VPN He 3amyiiieH, meJKHATE TPaBOi KHOMKOHM MBI HA MyHKTe BUPTya/ibHas YacTHAs ceTh 1
BBIOEpUTE omuro 3anycTurb. byaeT 3amyiien cepsep VPN.

3. PasBepHure cniucokx BupryasbHble yacTHble ceTH — 3aluileHHble COeNHEHNS.
4. Bribepute Bcee coeaunenus 11 IpOCMOTpPA CIIUCKA COSAMHEHUH B IPABOil MaHEeH.

5. Hlenkuute mpaBoit kHonKo# MbIK Ha coenuHeHN MyCo2TheirCo n BeiGepuTe onmuro 3anycTuTh.

Bupryabas acTHas cets (VPN) 23



6. B mento Buj Beibepute nyHkT O6HOBUTB.[ToCIIe 3amycKka COeTMHEHNS €70 COCTOSIHHE JOJDKHO M3MEHHUTHCS C
Ilpocrausaetr Ha AxTugHO. 3aIyCK COEIMHEHMSI MOXKET 3aHSATh HECKOJIbKO MUHYT. ECIii cocTOsIHUE COeIMHEHMsI
HE U3MEHWJIOCh Ha AKTU6HO, OOHOBUTE COJIEPKUMOE OKHA eIlle pas.

TecTupoBaHue coeguHeHUA
IToce HacTpoiiku obenx cucteM VPN u ycrenHoro 3amycka cepBepoB VPN He0O0X0MMO POBEPUTH CBSA3b MEKIY
yIaJIeHHBIMH HOJICETSIMU.

J171s IpOoBEpKY COCTMHEHNS BHIIIOJHUTE CJICTYOIINE IIIarH:
1. B System i Navigator pa3sepaute crcok Cucrema A — CeTb.

2. Ienxuute npaBoit kHonkoit Melmu Ha myHkTe Hacrpoiika TCP/IP, BeiOepuTe onnuio Y THIHTBI, a 3aTEM -
IIpoBeputs coeuHeHne.

3. B oxne IlpoBeputh coenunenue BBennute 3HaueHue Cuctema C B mosie IlpoBepuTh coenneHue.
JInst mpoBepky coeuHeHS Mex Ty cucteMaMu A 1 C HaXMUTE KHOTIKY OTHpaBUTh NPOOHBII MAKET.

5. Tlocne 3aBepiueHus nposepku HaxkMuTte kHonky OK.

CueHapuii: 3awmTa TyHHena L2TP ¢ nomowbto IPSec

B aTOM crieHapum paccMaTprUBaeTCs COSAMHEHIE MEXKTYy XOCTOM, PACIOJIOKEHHBIM B (huIHaie GupMbl, I
KOPIOPAaTUBHBIM cepBepoM. CoeiHeHNe ycTaHaBIMBaeTcs o TyHHemo L2TP, 3ammmenaomy ¢ momormbio [PSec.
Xocty ¢pmmaia [P-anpec Ha3HaYaeTCs TMHAMMUYECKH, TOT/Ia KaK Y KOPIIOPATHBHOTO CepBepa eCTh MOCTOSHHBIN
BHewHuit [P-agpec.

OnucaHue 3agauu

[Ipenmosioxum, 4To y Bateil GupMbl OTKPHIT HEOOJIBIION (HUIIAI B APYTOM PETHOHE CTPaHbL. B 51t000ii MOMEHT B
TeyeHne pabouero JHs GUIMAIY MOXKET HOTpeOOBATHCS KOHPHUIACHIIMAIbHAS MHPOPMANHSI, XPAHSIIAsICS B MOJICIIN
System i, koTOpast HOJKJIFOUCHA K KOPHOpATUBHON ceTH. [l MoAKIIoueHUs (primaia K KOpIopaTUBHOM ceTn
MIPUMEHSIETCS 10pOTrast BhIACICHHAS JIMHAS CBSI3U. XOTSI 3AIIMIIEHHOE COETMHEHNE C KOPIOPATUBHOM CETHIO (DUPMBI
HEOoOX0oAMMO 7151 pabOTHI puimaia, ObIIIO OBl KeJTATETbHO COKPATUTH CTOMMOCTD TAKOTO COSTMHEHUSI. DTO MOKHO
CENIaTh C IOMOIIBIO HeoOs3aTenbHOTo TyHHE s L2TP, 3a cyeT KOTOPOro MOXHO PACHIMPUTH KOPHOPATHBHYIO CETh
TaxuM 00pa3oM, YTOOBI B Hee BXOAMJI prymmal GupMbl. JI71s 3a1U Tl JAHHBIX, IepelaBaeMbIX 1o TyHHero L2 TP,
npumensiercs: pynkmust VPN.

[Tpumenenne HeoOs3aTebHOTO TyHHENsSI L2TP maeT BO3MOXKHOCTD yAaJleHHOMY (hUIHaTy HAIPSIMYEO
YCTaHABJIMBATD 3AIIUIICHHOE COeAMHEHME ¢ ceTeBbIM cepBepoM L2TP (LNS), pacmnoioXeHHBIM B KOPIIOPATUBHOM
cetu. [1pm aTOM Ha kimeHTe OyaeT pacnoJioxkeH koHeHTpaTop L2TP (LAC). TyHHenb OyaeT mpo3pavueH JTst
nposaiinepa Internet (ISP) ynamenHoro xjmenTa, mosToMy He Tpedyercs, uToObl ISP moanepxxuBai npotokos L2TP.
JLu1st moJTydeHu st TONMOJTHATEJIbHON nHpopManmu o mpotokojie L2TP o6patutech k pasnerny [TpoTokxos L2TP.

BaxHoe 3ameuanne: B 1aHHOM clieHapHuy paccMaTpPUBAIOTCS LIUJTFO3bI, KOTOPbIE HAIPSIMYIO MOJKJIFOUYEHBI K Internet.
JJ1st IpOCTOTHI MPEANOJIaraeTcs, YTo OpanaMayi’p OTCyTCTBYeT. DTO HE O3HAYAET, UTO
OpaHaMayasp UCIOJIb30BAThH HE HY>KHO. BBl JOJDKHBI OLIEHUTH BCE OMACHOCTHU, CBSI3AHHBIE C
MOJKJIFOUEeHNEM K Internet.

LUenn

B mamHOM CrieHapum cucTeMa, pacrojiokeHHas B puimmase GupMBI, TOIKIIFOYAeTCS K KOPIOPATHBHOMN CETH C
MOMOIIBIO 3aIuIeHHoTro TyHHe st L2TP, koTopslii ycTaHABIMBAETCS Yepe3 IILITI03.

B 3TOM crieHapuu npecieyroTcs cleayromue Hesu:
* CoennHeHHE ¢ KOPIIOPATUBHOM CETHIO BCETAA YCTAHABIIMBACTCS] CUCTEMOI, PACIIOTIOKEHHOW B (huimate GupMBblL.

* B cern punmaia GpupMsl ecTh TOJILKO OJIHA CHCTEMa, KOTOPOii TpedyeTcs JOCTYII K KOPIopaTUBHOI cetu. Takast
CHCTEMa WrpacT B ceTH (huimaia pojb XOCTa, a He IIUITF03a.

* KopnopaTusHblii cepBep - 3TO XOCT, OIKJIIOUSHHBIN K KOPIIOPATUBHOI CETH.
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Moapo6bHocTn

Ha MMPUBCCHHOM HMXKXE PUCYHKE IIOKa3aHa CETh, ONMUCAHHAA B OTOM CIHCHAPUM:

Corporate

PPP 4 /_
Dial-u
CjgEy  ntemet [iSP Intranet
- _/

System A System B System C
- LZTF Tunnel -
- VPN Protection -
Cucrema A

Ectb mpaBa gocrtyna x npuitoxenusm TCP/IP Bcex cucteM, MOAKITIOYEHHBIX K KOPIIOPATUBHON CETH.
[P-anpec Ha3HauaeTcss AUHAMUYECKH poBaiinepom Internet.

IMonnepxusaet npotokos L2TP.

Cucrema B

Ectp mpaBa noctyna x npmioxernussm TCP/IP B Cucreme A.

Anpec noacetu pases 10.6.0.0, macka noxacetu paBHa 255.255.0.0. DTa noaceTs gBIsIeTCS KOHEYHOH TOUKOI
JaHHbIX TyHHEJsE VPN B KOpIopaTuBHOI ceTH.

Jutst mogxsmroueHus x Internet mpumensietcs [P-aapec 205.13.237.6. DToT agpec mpeacTaBisieT KOHEUHYIO TOUKY
coenuHeHus. DTO 03HaydaeT, yTo Cucrema B oTBevaeT 3a ynpapJicHHE KJIFOYaMU U TPUMEHEHMe npaBuit [IPSec k

MIPUHUMAEMBIM U OTHpaBisieMbIM aefitarpammaM [P. Bo BuyTpenneit moacetu Cucreme B mpucBoen IP-anpec
10.6.11.1.

Ecmm rosoputs B Tepmunax L2TP, to Cucrema A urpaet posb unuuuaropa L2TP, a Cucrema B urpaet poJib
koHeuHo# cuctemsbl L2TP.

3agaun HaCTPOMKHU

[IpeamosyaraeTcs, 4TO B CUCTeMax yke 3aJaHbl IpaBmibHbIe napaMeTpsl TCP/IP. Heo6x0amMo BBITOIHUTE
CJeAyIOLINE 3a4a4n:

HOHﬂTﬂﬂ, CBsI3aHHbIC C JITAHHBIM

|“TyHHeJ'II)HI)II71 poTokoJ BToporo yposHs (L2TP)” Ha ctp. 8|

Coenunenust L2TP, koTopble HHOT 1A HA3BIBAIOTCSI BUPTYaJIbHBIMU JIMHUSIMHU, - 9TO CPABHUTEILHO HEAOPOrOit
croco0 TOIKITFOYCHNUS YAJICHHBIX MTOJI30BaTelNei, Ipr KoTopoM [P-agpecamu yaieHHBIX TOJTb30BaTeIeH
YIIpaBJISIET KOPIOPaTHBHAS CHCTEMa, NOKIFoueHHas K ceT. C momotbro cpeacts 3ammTsl [P (IPSec) moxuO
obecneynTh 3aIMUTY JTaHHBIX, TIepegaBaeMbIX 1o coequHeHusM L2TP.

HWndopmanus, cBsi3aHHAS C TAHHON

[ [Cuenapun sammter Uateprer AS/400: IMpakrrueckuii noaxon, SG24-5954-00)
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Hactpownka VPN B Cucteme A
Jtst Hactpoiiku coenuaeHnss VPN B CruicteMe A BBITIOJTHUTE CJICTYIOIINE IITATH.

Hacrpotite VPN B Cucteme A, Kak OMMCAHO HIKE, UCIOJIb3YsI HHPOPMAIIMIO U3 3aMOJIHEHHBIX paHee Gpopm:

1.

26

Hactpoiika ctparernu Oomen kiarouamu no Vinrepuer

a.

k.

B System i Navigator passepuute crrcok Cucrema A — Cetb — Ctpaterun IP — BupryasbHble YacTHbIE
cetn — Crparernu 3ammrsl [P.

[lenxauTe NpaBoil kKHOMKOW MbIH Ha CtpaTernn O6Mena kmovamu no Murtepuet u Be16epute Hopas
crpaternss O0mena kimo4yamu no Vintepher.

Ha cTpanune ¥ aajiennblii cepBep BEIOepHTE B KauecTBe Tula uaeHTH(GHUKaTopa 3HaYeHue IP-aapec Bepenn 4 u
BBeauTe 3HaUYeHue 205.13.237.6 B moste IP-aapec.

Ha crpanune Kondurypamm seibepute onmuro [Moarorosiennsiii kimod. OHa 03HAYAET, YTO JJIs
HJIEHTU(DUKAIIMKA B CTPATETUU OYAET MPUMEHSITHCS MOATOTOBJICHHBIHN KJTFOY.

VkaxuTe noAroToBJIeHHBIN KJIF04 B 1ojie Kimo4. IToAroToBIEHHBINH KJIFOY MOYKHO CYUTATh PA3HOBUTHOCTHIO
napoJisl.

BriGepute B kauecTBe TuNa UACHTH(PHUKATOPA JIOKATIHLHOTO cepBepa Kirouei 3HaueHne M aenTuguxkarop Kirova
1 BBeauTe MaeHTU(GHUKaTOp Kiroua B oJie Mnentudpukarop. Hampumep, thisisthekeyid.IP-aapec
JIOKAJILHOTO CepBepa KJII0Ueil Ha3HAYACTCS TUHAMMUYECKH, IO3TOMY €ro Heslb3s y3HaTh 3apaHee. C IOMOIIIbIO
ykaszaHHoro uaeHtupukaropa Cucrtema B cmoxeT unentuduiuposats CuctemMy A, Korja MOJIy9uT OT Hee
3aMpoC O NOJIKJIFOYCHUU.

Ha crpanune Ilpeodpa3oBanue Haxxmute kHONKY /lodaButh. Jlo6aBbTe mpeobpa3oBanue, koTopoe Cuctema
A 6ynet mpeagarats Cucteme B 1715 3a1uThl KiItoueif. YKakuTe, CIeAyeT JIU NPUMEHSATh (QYHKIIUIO 3aIUThI
UACHTU()UKATOPOB HA NIEPBOM 3TaIle COIJIACOBAHUSI.

Ha ctpanune I1peodpasoBanue crpaterun IKE BriOepute B kauecTBe criocoba NACHTU(PUKAIAN

IToAroToB IeHHBIH KII0Y, B KAYECTBE aJIrOPUTMa X3IIMpoBaHus - 3HaueHne SHA, a B xauecTBe ajropurMa
mmdpoanus - 3Hauenne 3DES-CBC.OcraBbTe 3HaueHUs 1Mo ymoJryanuto B noJisix ['pynmna Diffie-Hellman n
Cpox aetictBus xiroueii IKE.

Haxwmute kaonky OK, 4ToObI BepHYThCS Ha cTpanuity [Ipeodpa3oBanusi.

Bri6epute onmuro Y ckopennsiii pesxxknv corsiacoBanusi IKE (6e3 3ammrsl naentudukaropa).

IMpumeuanne: Ecim BamM mpuXoauTCs UCTIOIB30BATH IOATOTOBJICHHBIE KJIFOUN C YCKOPEHHBIM PEKIMOM
COTJIACOBAHUS, TO UCIOJIB3YHTE HETPUBUAJILHBIE TAPOJIH, B3JIOM KOTOPHIX IyTEM
CKaHHPOBAHMS CIIOBAPS MAJIOBEPOSITeH. KpoMe Toro, peKoMeHAyeTCsl HEpUOANIECKH MEHATh
HapoJIn.

Haxxmute knonky OK mist coxpaneHust KOHGUTyparym.

Hacrpoiika cTpaTrerun 3ammThbl JAHHBIX

a.

P oo oo

B unTepdeiice VPN mienkHnTe MpaBoii KHOMKOI MBIIN Ha MyHKTe CTpaTernn 3alluThl JAHHBIX 1 BBIOEpHTE
omuto Co3aTh CTPATErHIoO 3aIUTHI JAHHBIX.

Ha crpanune Oompme ykaxute UMsI CTpaTETnu 3alIUTH TaHHBIX. Hampumep, 12tpremoteuser.

Ilepetinute Ha crpanuny Inansl.Ilnan - 370 HA60P NPOTOKOJIOB, IPUMEHSIEMBIX HHUIIMATOPOM U
OTBEYAFOIINM CEPBEPOM KJITFOUCH ISl yCTAHOBJICHUS TUHAMUYECKOTO COSTMHECHUST MEXKTy IBYMSI TOUYKAMHU.
O[HY CTpaTeruro 3aliThl JAHHBIX MOXHO 3a/1aTh JJIsl HECKOJILKHAX COeqHeHMA. Ha ynameHHOM cepBepe
ximroueit VPN MokeT He oKa3aTbCs CTPATETUH AU THI JAaHHBIX C TEMH Xe CBOWCTBaMu. [{JIsf TOro 4To0kI He
CTOJIKHYTBCS C 9TOH MpOOJIeMOif, 3a1aiiTe HeCKOJIHKO IJIAHOB B OJHOM cTpaTeruu. [1pn ycTaHOBIICHUT
coequaeHNsT VPN C yaleHHBIM cepBepOM KJIFOUEH B CTPATEIWsIX HHUIIMATOPA COSTUHEHNS M OTBEYATOIIei
CTOPOHBI JTIOJKEH IPUCYTCTBOBATH XOTs OBbI OJIMH COBIAIATOIIMIA TIJIaH.

HaxmuTte kHonky /[06aBHTb, 4TOOBI 100aBUTH MPe0OpPa30BAHNE MJIAHA 3AIIUTHI JAHHBIX.
BriOepuTe B kauecTBe pexuMa nepeadn JaHHbIX 3HaYeHe OTKPbITas nepeaaya.
Haxxmute knonky OK, 4ToObI BepHYThCS Ha cTpanuity [Ipeodpa3oBanusi.

VKakuTe CpoK JEUCTBHSI KITFOUA.

Haxwmute kHonky OK 111 coxpaHeHUsI HOBO CTpaTernu 3alUThl JaHHBIX.
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3. Hacrpoiite rpynmy coe/MHeHMii ¢ JHHAMHYECKHM KJIIOYOM

oo oo

q.

B unrtepdeiice VPN pasBepHHTe CIHCOK 3alMIIIEHHbIE COETHHEHHSI.

[lenxHuTE NpaBoOil KHOMKOW MbIIM Ha MyHKTe I1o rpymmam u Bei6epute onmuro Co3gaTh rpymnmy ¢
JHHAMHYECKHM KJIFOYOM.

Ha crpanune O6mme yxaxute uMs rpynnel. Hanpumep, 12tptocorp.
BriGepute onmuro 3amuimaer J0KaabHO co31aHublil TyHHe b L2TP.
B xauectBe posin cucteMbl BoIOepuTe 3HAUeHUE O0€ CHCTEMBI SIBJSIIOTCSI XOCTAMHU.

[Mepeitnute Ha crpanuiy Crparerusi. Beioepute B cricke CTpaTerusi 3aluThl JaHHBIX CTPATETHIO
12tpremoteuser, co3nannyto Ha mare Hacrpoiika cTpaTernn 3aluThl JaHHBIX.

Bribepute onmuro CoeuHeHne yCTAHABIMBAETCS JIOKAILHOI cucTeMoii. OHA 03HAYaeT, YTO COSTUHECHNUE C
Cucremoii B MoxeT ycTaHaBIMBaTh TOJIbKO Cuctema A.

[Tepeiiqute Ha crpanuny Coeaunenusi. Boidepute onnuto Co3gath cieayromee NpaBuio GuibTpanun
cTpaTernn AJs 3Toil rpynmsl. Haxkmute kHONKy VI3MeHHTD 1 3a/1aiiTe mapaMeTpsl GUIbTpa CTPATCTUH.

Ha crpanune ®uabTp crpateruu - JlokalibHble asipeca BEIOEpUTE B Ka4eCTBE THIIA HACHTH(PHUKATOPA 3HAUCHIE
Npentuduxarop Kirova.

B xavecTBe naeHTu(uKaTOpa BoibepuTe naeHTU(UKATOp Kirova thisisthekeyid, 3amannbiit B cTpaterun
IKE.

IepeiiuTe Ha cTpanuny ®UALTP cTpaTernn - Y ajieHHble aapeca. Boioepute B criucke Tum naentudukaropa
3naueHue IP-aapec Bepcun 4.

Beenute 3nauenue 205.13.237.6 B nosie UnenTudukartop.

IepetiuTte Ha cTpanuly @uiasTp crpaternu - Cory:xob1. BBenute 3Hauenue 1701 B mosisax JIokaJibHbIi HOPT 1
Y nanennsiii nopt.ITopt 1701 npumensiercst npotoxosiom L2TP.

B criucke TIporoko. Beioepute 3HaueHne UDP.
Haxwute kHonky OK 1151 Bo3Bpata Ha cTpanuny CoeIiHeHHs.

[Mepeiimute Ha cTpanuny Vnrtepdeiicsl. BoiOoepute ro0yro TUHIUIO CBsI3U Uin podaiis PPP, ¢ koTopeiM OyeT
cBsi3aHa 3Ta rpymnmna. [Ipodaiia PPP miis aToit rpymmsl ete He co3aaH. [locre co3manus npodaiiia Bam
notpedyeTcst u3BMeHUTH npodaitn PPP, ¢ koTopbiM cBsi3aHa rpymnma.

Haxxwmmute xHonky OK 1151 co3manust Tpynirsl COSAMHEHMI C TMHAMIYECKIM KJIFOUOM, [2tptocorp.

4. Hacrpoiika coeuHeHusi C IMHAMHYECKHM KJIFOYOM

a.

© e oA o

B unrtepdeiice VPN passeprute 3Ha40k ITo rpynnam. ITosBuUTCS CIUCOK IPYII COEINHEHUI ¢ AMHAMHIYECKUM
KJIFOUOM, HACTPOEHHBIX B Cucteme A.

[lesxkaMTE MTPaBOI KHOMKOK MBI HA Tpymie 12tptocorp u BeiGepute nyHkT Co3/1aTh cOe/IUHEHHE €
JMHAMHYECKAM KJIIOUOM.

Ha crpanunmne O0mme ykaxxuTe OnrcaHe COSANHEHNS, €CIIH 3TO HEOOXOIMMO.

B xavecTBe THIA HICHTU(PUKATOPA YAAJICHHOTO cepBepa Kirtouell BeiOepute 3HaueHue IP-aapec Bepenn 4.
Bri6epute 3Hauenune 205.13.237.6 B ciucke IP-aapec.

OTMeHuTE BEIOOD ONIUY 3amycK 1o 3anpocy.

ITepeiinuTe Ha cTpanuny JlokaabHble aapeca.BeiGepuTte B kauecTBe THUIA HICHTU(PHUKATOPA 3HAYCHHE
Nnentndukarop kioua, a 3aTem BoiOepute 3Hauenue thisisthekeyid B cnucke Vnentudgmkartop.

[epeiinuTe Ha cTpaHuLy Y AajieHHble ajpeca.BoiOepuTe B kauecTBe THIIA HACHTHPHUKATOPA 3HAUCHHIE
IP-anpec Bepcun 4.

Beenute 3nauenune 205.13.237.6 B mose Maentudukartop.

Iepeitnute Ha ctpanuny Cay:xobl.Beenute 3nauenue 1701 B mosisix JlokaabHbIi NOPT U Y AaJ1eHHDII
nopt.ITopt 1701 npumensiercst nporokosom L2TP.

Bri6epute UDP u3 Beimanaroriero cnucka ITporokosn

Haxxwmure KHOIIKY OK JJI1 COXPAHCHU A CBOMCTB CO€IMHEHUS C AUHAMUYECKUM KJIFOUOM.

3amaun, cBI3aHHbIE C JAHHOM
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[‘Hacrpoiika VPN B Cucteme B” Ha cTp. 29
BblnoJiHuTE TY K€ NpoLeaypy HacTpoiiky, uto u B Cucreme A. TToMeHstiiTe MeCTaMU ajipeca U UAEHTU(DUKATOPBI
Tam, TJIe 3TO HEOOXOUMO.

HacTtponka npodanna coeanHeHua PPP n BupTyanbHon nuHum B Cucteme A
ITocne nactpoiiku coequaennss VPN B Cucteme A Heob6xoaumo co3aath npodaiist PPP miis Cucremsr A. C
npodaiisioMm PPP cBs3ana He pusndeckasi, a BAPTyaIbHasl JIMHUS CBSI3U. DTO BBI3BAHO TeM, 4YTO JaHHBIe PPP
nepenarotcs no Tyuneto L2TP, mits 3amuThl koToporo npumensetrcs VPN.

Jutst cosmanus npodaitina coequnenus PPP B Cucteme A BBIIOJIHUTE CIIEIYIOIINE IEHCTBUS:

1.
2.

NS kW

1.
12.
13.
14.
15.
16.

17.
18.
19.

20.

21.
22.

23.
24.
25.
26.
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B System i Navigator pa3seprute cnrcok Cucrema A — Cerb — Ciay:k0bl yA2J€HHOT0 J0CTYNA.

lenxuuTe npaBoil kHONKOM MbIK HA MyHKTe Ipodaiiibl nexoasmux coexuHennii 1 Bbioepute onnuo Co3aaTh
npodaii.

Ha crpanune Hacrtpoiika BeiOepuTe B KauecTBe TUMA MpoTokoJia 3HaueHue PPP.

B nosne Pexxum ykaxute L2TP (BupryanbHas Jinnus).

B cnucke Pesxum paboTsl Bei6epute 3HaueHre MiHAmmaTop no 3anpocy (Heo0si3aTeIbHbI TYHHEIb).

Haxwmute kHonky OK 171 mepexojia k cTpanuiie cBoicTB nmpodaitios PPP.

Ha crpanunne Ooume ykaxxuTe UMsI COSTUHEHIS, XapaKTePHU3YIOIIee ero THII U IeJIeBYI0 cucTeMy.B maHHOM
ciydae BBenute 3HaueHNe toCORP. miHa nMeHn He TOJDKHA IpeBbImaTh 10 CHMBOJIOB.

Heobs3aTenpHo: YKaxuTe onrcanue npodaiia.
Ilepetiqute Ha cTpanuny CoeauneHue.

B noste Umsi BUPTYaJibHO# JiuHuM BeiOepuTe 3HaueHue tocorp.C 3Toil JimHuel He cBsi3aH (Gusndeckuil nuaTepdeiic.
BupryanbHas JMHUS 3a7a€T HEKOTOPbIE CBOicTBA npodaiiia PPP, Hanpumep, MakcuMallbHBIN pa3Mep Kaapa,
UJCHTU(PUKANMOHHYIO HHPOPMAIIMIO, MMSI JIOKAJILHOTO XocTa U T.1. [TosBUTCS OKHO juasiora CBOMCTBA JIMHUH
L2TP.

Ha crpannne O0ume BBeIUTE OMUCAHNE BUPTYATIbHON JIMHUM.

Ilepetinure Ha crpanuny Vinenrunduxanus.

B noste Imst JI0KaJILHOIO XOCTA YKa)KUTE UMs XOCTa JIOKAJILHOTO cepBepa Kiroueid, SystemA.

Haxwmute knonky OK 11 coxpanenust onucaHusi BAPTyaJIbHOM JIMHUK ¥ BO3BpaTa Ha cTpanuny CoeauneHus.
Beenute B noJie Aapec yaa/ieHHOH KOHeYHON TOUKH TyHHe s agpec 205.13.237.6.

Bri6epute onmuro Heodxoauma 3ammuta IPSec. B criucke Mims rpynnbl coe/luHeHnii BLIOEpUTE TPYIITY
COeIMHEHNH C IMHAMMYECKIM KJTIOYOM, co3aannyio Ha mare[“Hactpoitka VPN B Cicteme A” Ha cTp. 26,
12tptocorp.

Ilepetimute Ha cTrpanuny Iapamerpst TCP/IP.
B pazgese Jlokaabublii [P-agpec Boibepute 3nauenne Ha3dnavaercst y1ajieHHoi CHCTEMOI.

B paznene YV aanennsrii IP-aapec Bei0epute 3nauenue [pumensats puxcupoannbiii IP-anpec.Beenure [P-aapec,
KOTOPBIN Ha3HAYEH yAaJIeHHOH cucTeMe B ee moaceTu: 10.6.11.1.

B paszesie napaMeTpoB MapIIpyTH3AIKKU BbIOepuTe onnuio OnpeaeuTh A0N0HUTE/IbHbIE CTATHYECKHE
MapmpyThl 1 HaxXMuTe kKHOonky MapmpyTtsl. Eciu B mpogaiisie PPP He Oynert 3amana napopmanus o
Mapupytuzanuu, To Cucrema A CMOXET MOJKJIFOYATHCS K YAAJICHHON KOHEUHOU TOYKE TYHHEJIS, HO HE CMOXET
HOJKJIFOYAThCS ApYruM cuctemaM u3 moacetu 10.6.0.0.

Haxwmute kHONIKY /100aBHTD, YTOOBI TOOABUTEH CTATUIECKUN MapPIIPYT.

Beemute agpec moacetu 10.6.0.0 u macky noacetu 255.255.0.0. B pe3ynbTaTe Bce naHHBIE,
MpeIHa3HAYCHHBIC s cUcTeM ¢ aapecamu 10.6.%.* OymyT nepegaBathbest o TyHHE RO L2TP.

Haxwmute kHonky OK 171 coxpaHeHHs CTATHYECKOTO MapIIpyTa.
Haxxmute knonky OK, uT0oOBI 3aKpbITh OKHO MapuipyTusamus.
[Tepeitante Ha crpanuny Viaentndumkanms u 3a1aiiTe UM 1 1apoJib 0JIb30BaTes 1is npodaiisa PPP.

B paznene U nentuduxanus T0KaJIbHOM CHCTEMBI BeIOepuTe omiuio Pa3pemmTs y1a/ieHHON cHcTeMe
HAeHTHHINPOBATH JAHHYIO CHCTEMY.

System i: 3amuTa BupryasnbHas yactHas ceTh



27. B coucke Iporokona naentuduranuu Boioepute Tpedyercst 3ammmennsiii napojs (CHAP-MDS5). B pazaene
WaenTudukanus JOKaJIbHON CUCTEMbI BLIOEPUTE ONIKI0 Pa3pelmMTh yIajieHHol cucTeMe HIeHTH(UIHPOBATH
JAHHYIO CHCTEMY.

28. BmeauTe nMms nosb3oBatesis, SystemA mapoib.

29. Haxwute kaonky OK 1t coxpanenus npodaiisa PPP.

CsasbiBaHMe rpynnbl coeanHeHumn 12tptocorp ¢ npodpamnom PPP toCorp
IToce HacTpoiiku npodaitina coequnenuss PPP HeoOXoauMo BepHYThCS K CBOHCTBAM CO3ITaHHOM TPYIIITHI
coeauHenuii 12tptocorp u 3anath st Hee HOBBIN npodaiin PPP.

J71s1 TOro 4TOOBI CBS3aTh TPYIILY COeMHEeHNIT ¢ mpodaitiiom PPP, BeimosHUTE Clieyrolue maru:

1. B System i Navigator pa3seprante crrcok Cucrema — Cerb — Ctparteruu IP — Bupryajbhble yacTHble ceTH —
3anumennble coequHenns — Ilo rpynmam.

2. IlenkauTe MpaBOil KHOMKON MBIIIY HA KIMEHH T'PYIIIBLI COSTMHEHIH ¢ TMHaMUYeckuM kirrouoM (12tptocorp) n
BBIOEpHUTE MyHKT CBOMCTBA.

3. Tlepeitnute Ha ctpanuiy Mnatepdeiicst 1 BpiOepuTe oo Menosbs30BaTh 3Ty rpynmy juis npodaiiia PPP,
CO3IaHHOT'O Ha IIIare I“HaCTpoﬁKa npodaiisia coenuaenus PPP u suptyaabnoit muanu B Cucteme A’ Ha CTp. 28|
(toCorp).

4. Haxwmure knonky OK, uTo0s! cBsi3aTh rpymy 12tptocorp ¢ npodaitiom PPP toCorp.

Hactpownka VPN B Cucteme B
BeinosmHKTE Ty K€ MpoIeaypy HACTpouku, yTo u B Cucteme A. IToMeHsiiTe MecTaMu afpeca M UACHTU(DUKATOPBI
TaM, IJI€ 9TO HEOOXOIUMO.

Bo Bpems HacTpoiiku ciaenyiiTe CieAyrOIUM PEKOMEHIAMSIM:

* B kadecTBe HACHTHPHUKATOPA YIAAICHHOTO CepBepa KIIFOUeH HYXKHO 3a1aTh HACHTH(PHUKATODP KIIFOYa, YKA3aHHBIH
JUTS JIOKaJIbHOTO cepBepa kJirroueii B Cucreme B. Hampumep, thisisthekeyid.

* VKaXuTe TOUHO Taxou dice MOATrOTOBJICHHBINA KJIFOY.

e [TapameTpsl yka3aHHBIX PeoOpa30BaHMI JOJKHBI COBIAAATH C TapaMeTpamiu, 3agaHHbIME B Cucteme A. B
IIPOTUBHOM CJIy4ae COeIUHEHUE He OyeT YCTaHOBJICHO.

* He BriOupaiite onmuro 3amMiiaeT JoKaJbHO co3/1anublil TynHe/ b L2TP Ha cTpanune Oomue okHA CBONCTB
IPYIIIBI COSUHEHUH C TUHAMUYECKUM KJIFOUOM.

*  VKaxuTe, 4YTO MHAIMATOPOM COCIMHCHUS SIBIICTCS yAaJIeHHAS CHCTEMA.
* VKaxuTe, 4TO COSAMHEHUE TOJDKHO 3aMyCKaThCs MO 3amIpocy.

3aaun, cBsi3aHHbIE C TAHHON

[‘Hactpoiika VPN B Cucteme A” Ha ctp. 26|
Jns nacrpoiiku coequnenunss VPN B Cucteme A BBINOJHUTE CJICIYIOIIUE IIIATH.

HacTtpoinka npodanna coeanHeHua PPP n BupTtyanbHon nuHum B Cucteme B
ITocne nactpoiiku coequaernst VPN B Cucteme B Heo6xoammo co3nats npodaitn PPP g Cucremst B. C
npodaiisiom PPP cBsizana He pusuveckasi, a BAPTyasIbHasl JIMHUS CBS3U. DTO BBI3BAHO TeM, YTO AaHHbIe PPP
nepepatorcs no TyHuearo L2TP, nis 3amuTel koToporo npuMensiercst VPN.

Jtst cosnanus npogaitina coequnenus PPP B Cucteme B BBIOJIHUTE ClIeyIOUE TEHCTBUS:
1. B System i Navigator pazBepuute ciucok Cucrema B — Cerb — Cury:kObl ya1€HHOTO TOCTYNA.
2. IlenxkauTte mpaBoil KHOMKON MBI Ha MyHKTe [Tpodaiianl BXoasmux coeauHenuii u Beioepute onmuto Co31aTh
npodgaii.
Ha cTpanune Hactpolika BbIOepuTe B KauecTBe TUIIA MPOTOKoJIa 3HaueHne PPP.
B noste Pexxum yxaxute L2TP (BupTyajbHast JIMHUS).

B crincke Pexxnv padoThl BeiOepuTe 3HaueHe Koneunas cucrema (ceTeBoii cepBep).

S kW

Haxwmute kaonky OK Ha cTpanune cBoiicts npodaitios PPP.
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7. Ha ctpanune O0mme yKaxuTe UMsl COEIMHEHNS, XapaKTepPU3YIOIee ero THIl U 1IeJIeByIo cucteMy.B naHHOM
cilydae HeoOXOoAMMO BBecTH 3HaueHue tobranch.[IjmnHa uMeHH He JOJDKHA MpeBbIaTh 10 CUMBOJIOB.

8. Heobs3aTenpHO: YKaxkuTe onucanue nmpodaiiia.
9. Tlepeitnute Ha cTpanuiy CoeauHenue.
10. Bwibepute IP-ampec nokaabHON KOHEUHOM ToUkH TyHHENS, 205.13.237.6.

11. B nosne Mms BupTyaabHoii JuHun BeIOepuTe 3HaYeHne tobranch.C sToit iuHuel He CBsA3aH GU3MYECKHIA
nHTepdeiic. BupTyanpHas IMHUS 3a/1aeT HEKOTOPBIE CBoiicTBa mpodaiira PPP, manpumep, MakcumatbHBIH
pa3Mep kaapa, BACHTH(HUKATNOHHYIO HH)OPMAIINIO, UMs JIOKAJILHOTO XOCTa 1 T.1. [10SBUTCS OKHO AMasiora
CaoiicTBa mauu L2TP.

12. Ha crpanune O0umue BBeIUTE ONUCAHNE BUPTYAJIbHON JIMHUY.

13. Ilepeiinute Ha cTpanuly Vaentnduxanms.

14. B mose Ms JIOKAIBHOr0 X0CTA YKOKATE UMS XOCTa JIOKAJIBHOTO cepBepa kiroueid, SystemB.

15. Haxwmurte knonky OK 1151 coxpaHeHust onucanusi BUPTyajabHOH JIMHUU U BO3BpaTa Ha cTpanuny CoeauHeHus.
16. Ilepeiimute Ha cTpanuiy Ilapamerpst TCP/IP.

17. B pasnene Jlokaabnblii [P-aapec BoiOepuTe pukcupoBaHHbIil [P-anpec okaapHOM cuctemsl, 10.6.11.1.

18. B pasnese ¥ aanennslii IP-aapec Boi6epute cnoco6 Haznauenus ajapecos Ilya aapecoB.Beenute HayaibHbIN
aJIPeC U YKAKUTE YUCIIO aJIPECOB B IIyJie, U3 KOTOPOro OY/AET MPUCBAUBATLCS a/IPEC YIaJICHHOW CUCTEME.

19. BoiGepute onmuro Pa3pemmTsb yaaieHHol cucreMe J0CTYN B Apyrue cetu (nepecblika nakeros IP).
20. Tlepeiimute Ha cTpanuiy MaenTudukanus v 3a1aiiTe ©Ms 1 TapoJIb MOJIb30BaTe s A1 mpodaiina PPP.

21. B pasznene Unentudukanms JIOKaJIbHOM CHCTEMBI BIOepHTE Omuio Pa3pemmTs y1aieHHol ciucTeMe
uaeHTH(UIUPOBATH 1aHHY0 cucTemy.llosiBuTcs okHO nuasiora MaenTuduxanus JoKaJILHON CHCTEMBI.

22. B none IIporoxoa naentuduxamun Boioepute 3HaueHue Ipamensars 3ammdposannsiii napoas (CHAP-MDS).
23. Baenmute uMs moJib3oBaTes, SystemB mapoJin.

24. Haxwute kaonky OK miis coxpanenus npodaiisia PPP.

AKTuBauma npaeun o6paboTKMU NaKeToB
Mactep VPN aBTOMaTHYeCKM CO3/1a€T MpaBujia 00pabOTKU MAKETOB, HEOOXOAMMBIE JIJISI TPABUJILHOW PaOOTHI
coenunenus. [lepen 3amyckom coequnerns VPN 3Tu npaBuia HEOOXOAMMO aKTUBHPOBATH B 00EUX CHCTEMAaX.

Juis akTuBauu npaBmw 00pabOTKK MAKETOB BBIOJHUTE CIICIYOIIME ICHCTBUS:
1. B System i Navigator pa3sepante crmcok Cucrema A — Cetb — Ctpaternu IP.

2. IllenkHuTe MpaBOif KHONKOW MBIIHK Ha NyHKTEe [IpaBuiia o0paboTKN NAKETOB ¥ BLIOEPUTE OTIINIO
AxTHBHPOBATH.[10SIBUTCS OKHO AKTHBHPOBATH NPAaBHJIA 00PAGOTKH NAKETOB.

3. Vkaxwure, KaKue NpaBuia IOJDKHBI ObITh aKTUBHPOBAHBL: IpaBuiia, co3aanubie VPN, BeIOpaHHbIH (ailyt mpaBu
WM U TO, u Apyroe. [TocneaHioro onuuro, HanpuMep, MOKHO BLIOPATh B TOM CJIydae, €CJId HOMUMO MPaBUJI,
co3manHblX VPN, 11 uaTepdeiica MoKHBI OBITH aKTUBAPOBAaHBI HeKoTOpbIe paBmyia PERMIT u DENY.

4. Boibepute HHTEPPEIC, 17151 KOTOPOTO JOJDKHBI OBITh AKTUBUPOBAHBI MIPABIIIA. B MTaHHOM Cilyuae HYKHO
BBIOpaTh onnuto Bee nntepdeiicsl.

5. Haxwmunte knonky OK, 11 TOro 4T005! MOATBEPAUTD, YTO HYXKHO IPOBEPUTH U AKTUBUPOBATH MPABUJIIA [1JIsI
yKa3aHHBIX HHTepdeiicoB.CucTeMa NpoBepuUT MPABIIIA HA HAJIMYIE CHHTAKCHYECKUX U CEMaHTHYECKUX OIINOOK.
Pe3ymbpTaTsl mpoBepku OyyT NOKa3aHBI B OKHE COOOIECHNH, PACHIOJIOKEHHOM B HUXKHEH 00J1aCTH OKHA
penaxTtopa. [Tpu Hamuuy cooOIeHNs 00 OMUOKe MIEJKHUTE MPABO KHOMKOM MBIIIN Ha 9TOM COOOIIEHNN U
BoiOepuTe myHKT IlepeiiTn Kk cTpoke, yTOOBI ObLIa BBIAEJIEHA CcTpOKa (haiiya mpaBuil, B KOTOPOIt Oblila HalieHa
omuoKa.

6. Jns akTuBanmu npaBusl 06padboTku naketos B Cucteme B moBTOpHUTE 3TH 1AW,

CueHapuin: [lpymecTBeHHbI OpaHamayap VPN

B nannom cuenapuu 00JibLION CTpaxoBoil KoMnaHuu TpeOyeTcsl yCTaHOBUTH coeauHenrne VPN Mexay 1U1ro30M B
Yukaro u xocToM B MUHHeanoJmce, Ipu 3TOM 00€ CeTH 3aIlUIIeHbl OpaHaMaydpaMH.
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OnucaHue 3agaum

IIpeamnosioxuM, 4TO BB SIBJISETECH BIIaAeIbleM OOJIBIION CTPaXx0BOi KOMIAHNUH, PACHOJIOKEeHHOH B MuHHeanomce,
1 BBl PEIINJIM OTKPBITH HOBBIN (uinan B Uukaro. Bamemy unkarckomy ¢uimary HeoOX0MMO UMETh JIOCTYI K Oase
JIAHHBIX IITA0-KBapTUPBl B MuHHeanosmice. Bel XoTUTe OBITH yBEPEHHBIM, YTO OOMEH JAHHBIMU 3AILUIIEH, TAK KaK
6a3a JaHHBIX COJEPXKUT KOH(UACHINAIILHYO HHPOPMALIUIO O KJIMEHTaX, HApUMeEp, IMeHa, ajipeca u TesiepoHHbIe
HOMepa. Brl perraete coeIMHUTH 00a oTaesieHus yepe3 IHTepHET ¢ moMolnbio Buptyanbuoii yactHoi cetu (VPN).
CucreMbl 00enx OT/IeJICHNH 3aIInIIeHbI OpaHIMay3paMi 1 UCHOJIb3YIoT [1peodpa3oBanne cereBbix agpecoB (NAT),
JUUIS1 TOTO 4TOOBI CKPBITH HE3aPerncTpupoBanHble acTHbIE [IP-agpeca 3a HAGOPOM 3aperncTPUPOBAHHBIX
IP-anpecoB. Onnaxo, coenuaeHus: VPN umeroT nzBectHyro HecoBMecTuMocTh ¢ NAT. Coequnenune VPN otBepraet
JIaHHBIE, OTIIpaBJieHHbIe yepe3 ycTpoiictBo NAT, motomy uto NAT n3menser [P-aapec B makeTe u, TakuM 06pa3oM,
JleaeT makeT HeaomycTuMbIM. OHAKO, BBI BCE K€ MOXKeTe UCNoJib30BaTh coequHenne VPN ¢ NAT, eciu Oynet
npuMeHeHa uHkancyssinus UDP.

B sTom crienapuu, yacTHbIil IP-agpec B cet Uukaro nmomernaercsi B HOBbI 3arosioBok IP u mpeobpasyercs npu
nepenave yepe3 oparamaysp C (3T0 n300paxeHO Ha CICAYIOIIEM PUCYHKE). 3aTeM, KOTAa MAKeT JOCTHTaeT
o6panamMayaspa D, IP-anpec nmosyyaTtesis npeodpasyercs B IP-anpec Cuctemsl E, u mosToMy nakeT nepegaercs
Cucreme E. Hakonen, xorma maket gocruraet Cuctemsl E, on ynanset 3arosioBok UDP, mosydast B UTOre NCXOTHBIH
nakeT [PSec, mo OTHOIIEHNIO K KOTOPOMY IPUMEHSIOTCS BCE MIPOIIEYPHI IPOBEPKH, U 3AIIUIIIEHHOTO COCINHEHUS
VPN.

Uenu

B nannom cuenapuu 00JiblION CTpaxoBoil KoMnaHuu TpeOyeTcsl yCTaHOBUTh coeauHenne VPN Mex 1y 1U1ro30M B
Uukaro (KJIMEHT) 1 XOcTOM B MuHHeamoJmce (cepBep), Ipr 3TOM 00e CeTH 3alUIIeHbl OpaHIMayIpaMu.

B naHHOM ClieHapUH MTPECIIEAYIOTCS CIIeIYIOINeE TIeJTH:

* CoenuHECHUE C KOPIOPATUBHOM CeThE0 B MUHHEAIOJIMCe BCEeTAa YCTAaHABIIMBACTCS CUCTEMOI, PACIOJIOKEHHO B
YUKArckoM (umase GpupMel.

* VPN OyneT npuMeHsIThCS ISl 3aIIUTHI BCEX JaHHBIX, IEPe1aBaeMbIX MEX/TY IILJIF030M B UMKAro u XOCTOM B
MunHearnoJuce.

* Bce nomp3oBatesm B Unkaro uMEroT AOCTYI K 0a3e JaHHBIX System i, pacrosIokKeHHOH B ceTn MUHHeanoJmca,
yepe3 coenuHenne VPN.

Moapo6bHocTu

Ha IIPUBCACHHOM HMXXC PUCYHKC I[IOKa3aHa CEThb, OIIMCAHHAs B 3TOM CLHCHAPUM:

Yuxaro - KnWedT MwHHEanonWe - cepeep
—
. T W . -
. = -
PC A
f& K
— lWnwwz B Gpangmayap C Bpangmayap D Cwcrema E

Cetpb YUnKaro - KJIHEeHT
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Ha numo3e B ycranosiiena cucrema i5/0S Bepeun S Boinyck 4 (VS5R4) i 6osiee mo3aHss.

Beixon mumro3a B B Intepuet umeer [P-aapec 214.72.189.35 u siBJisieTcsi KOHEYHOM TOYKON TYHHEJILHOTO
coeaunenust VPN. llro3 B BemosnsieT corstacoBanue IKE u npumenser unkancyssimuro UDP k ucxoasimmm
neritarpammam IP.

o3 B u PC A pacnomosxens! B moacetu 10.8.11.0 ¢ mackoit 255.255.255.0

PC A sBiseTcs ICXOQHBIM U IIEJIEBBIM ITYHKTOM JUIS JaHHBIX, IepeaBaeMbIM yepe3 coequnerne VPN, u,
CJIeIOBATEJILHO, KOHEYHOM TOUKOU JaHHBIX TyHHEss VPN.

Tonbko nutr03 B MOXeT nHUIIMUPOBATH coenuHenme ¢ Cuctemoii E.

Bpanamayap C umeer npasusio Masq NAT co Baemnum [P-agpecom 129.42.105.17, xotopoe ckpbiBaeT IP-anpec
uuno3a B

Cetp Minneapolis - Cepsep

B Cucreme E ycranoiena oneparnuonnas cucrema 15/0S Bepcun 5 Boinyck 4 (VS5R4) wiu 6oJiee o3 aHss.
Cucreme E mpucsoen IP-anpec 56.172.1.1.

Cucrema E siBiIsleTCst OTBEUAIOIIEH CTOPOHOM B 9TOM CIIEHAPHH.

Bpannmayspy D npucsoen IP-anpec 146.210.18.51.

Bpannmayasp D umeet cratuueckoe npasuiio NAT, koTopoe npeobpasyet BHemHui [P-aapec (146.210.18.15) x
qactHOMY [P-anpecy Cucremsl E (56.172.1.1). [Toatomy, ¢ Touku 3penust kiauenta, [P-anpec Cuctemsl E - 510
BHemHmit [P-anpec (146.210.18.51) 6panamayspa D.

3agayuu HaCTPOMKMU

HOHﬂTl/lfl, CBSI3aHHbIC C JAHHBIM

[‘Vipasienne kmrouamu’” Ha cTp. 6|

Juaammieckoe coequmaerrne VPN obecrieunBaeT 60Jiee BEICOKUI YPOBEHB 3aIUTHI, TAK KaK JJIs YIIPABIICHAS
KJIFOYaM¥ B 9TOM CoeMHeHnn TpuMensieTcst mpotoko IKE. 9T1oT npoTokos mo3BosisieT cepepaM VPN, Mexmy
KOTOPBIMHU YCTAHOBJICHO COCTUHCHUE, COTJIACOBBIBATH HOBBIC KJIFOYMN Y€PE3 3aJAHHBIC HHTCPBAJIbI BPEMEHU.

[TIprmenenne dyuxmmu UDP B IPSec mst nogmepxkn NAT” Ha crp. 10|

Oynaknms nakancysun UDP nmo3BosiseT nepegaBath nannable [IPSec yepes oObrunbIe yeTpoiictBa NAT. s
MOJIy4Y€HUs JOTIOJIHUTENILHON HHpOopMauu 00 3TOW (GYHKITMK U €€ TPUMEHEHNN TP paboTe C COeTMHEHUSIMU
VPN 03HaKOMbTECH C 3TUM PaA3/ICJIOM.

3anonHeHue ¢opm niaHUpPOBaHUA
[TpuBeneHHBIC HIXKE CIIPABOYHBIC TAOJUIIBI IIOMOTYT BaM cOOpaTh HHPOPMAIIHMEO, HEOOXOTUMYFO ISl HACTPONKH
VPN. K nactpoiike VPN MOXHO NMPUCTYNUTH TOJBKO TOT/A, KOTAa Ha BCE BOMPOCHI CIIPABOYHON TaOJIHAIIBI

p

CABAPUTCIIbHBIX TpC6OBaHI/Iﬁ 6yneT JIAH TOJIOKUTEJIbHBINA OTBET.

IMpumeuanue: VmeroTcs oTaebHbIe GOPMBI U 15 TUTI03a B, 1 murst nmumro3a E.

Tabnuua 5. CuctemHsle Tpeb6oBaHns

CrnpaBoynasi Ta4JMIa NpeIBAPHTEILHBIX TPeOOBaAHMIA OTBeTbl

YcTaHOBJICHA JI B CUCTEMe omnepainnonHas cucrema i5/0S Bepcun V5R4 uim 60iee mo3 et Bepcuu? | [la

(QRETSVRSEC *SEC) paBabiM 1?

Vcranosnena ym onmust Digital Certificate Manager? Ha
Vcranosien jm B cucteMe System i Access for Windows? Ja
VcranosieH m B cucteMe System i Navigator? Ha
Vceranosier s komnoHeHT CeThb nporpaMmbl System i Navigator? Ha
Vcranosien ym B cucteMe IBM TCP/IP Connectivity Utilities for i5/0S? Ha
VcTaHoBIIeHO JM cucTeMHOe 3HaueHne COXpaHaTh NACHTU(UKAIMOHHbIC JAHHbIE Ha CepBepe Ha

Hacrpoen s B cucteme nmpotokos TCP/IP (Bkirouast uatepdetice! 1P, MmapiipyThl, uMs jokajabHoro | a
XOCTa U UMl JIOKQJIbHOTO JIOMeHa)?
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Tabnuua 5. CuctemHble Tpe6oBaHnA (MPOAOIKEHNE)

CnpaBoynasi Ta0/1MIA NpeIBAPUTEILHBIX TPeOOBAHMIT OT1BeTbI
VCTaHOBJIEHO JIM MEXIY KOHEUHBIMU ToukaMu oObruHOe coequuenne TCP/IP? Ha
[TpumeHeHs! M B cHCTEMe OCJIEJHHAE BEPCUY BPEMEHHBIX HCnpaBiienuii nporpamm (PTF)? Ha
Ecom tynnesns VPN Oyznet npoxoauTh yepe3 OpaHaAMaydpbl HJIM MapIIPyTH3ATOPbI, BeIOJHoIMe | da
¢unpTpanuro naketos IP, To moaIepKUBAIOT JIK 3TH OpaHIMAY3Pbl U MAPIIPYTU3ATOPHI IPOTOKOJIBI

AH n ESP?

Paspeniena yim Ha OpaHaMayspax ¥ MaplipyTu3aTopax nepefada mnoToka JaHHbIX yepe3 nopt 4500 Ha

JUJIs corylacoBaHus Kitoueill. [l oOMeHa JaHHbBIMU BO Bpems corytacoBanus IKE o6b14n0

npumensiercs nopt UDP ¢ Homepom 500, korna IKE onpeaesser, uro naketsl NAT oTnpasistores

yepe3 nopt ¢ HomepoMm 500.

Paspeniena ym Ha OpanaMayspax nepecbljika naketon [P? Ha
Tabmmua 6. KoHpurypauws wnosa B

st nacrpoiikn VPN 1 nunro3a B BaM notpedyercs cieayromas uadopmanus OT1BeTBI

CoennHEeHNE KAKOTO TUIA OYAET CO3/1aH0?

OT IIUTIO3a K APYroMy
XOCTy

Kaxkoe nms 6yZ[CT IIPUCBOEHO I'PYIIIIE COE/IMHEHUH C TMHAMUYECKUM KJIFOUOM?

CHIgw2MINhost

Kaxoit crioco0 3aIuThl KJIFOUCH, 10 OTHOLICHUIO K IPOU3BOJUTEILHOCTH CHCTEMBI, OyIeT
HIPUMEHSTHCS?

CbanaHCUPOBAHHBIN

TTpumensiroTest Jiu cepTuGUKATHI 1UTst uaeHTuGuKanuu coenunenuns? Ecim vet, kakoit
MOArOTOBJICHHBIN KJIFOY Oy/IeT NPUMEHSITHCS?

Her: topsecretstuff

Kaxkoii nneHTHdUKaTOp CBS3AH C JIOKAJILHBIM CEPBEPOM KIIFOUei?

[P-anpec: 214.72.189.35

Kaxoit uneHTH)HUKATOP CBSI3aH C JIOKAJIbHOM KOHEUYHOM TOYKOM TaHHBIX?

IToacers: 10.8.11.0
Macka: 255.255.255.0

Kaxkoif nnenTudukaTop MpuCBOEH yIaJIeHHOMY cepBepy Kirrouei?

[P-agpec: 146.210.18.51

Kakoii uaentudukaTop cBsi3aH ¢ yajIeHHON KOHEYHOM TOYKOM JTaHHBIX?

[P-agpec: 146.210.18.51

TTakeThbl KAaKUX HIPOTOKOJIOB OY/IET Pa3peIIeHO MEPEIaBaTh [0 COSAMHEHHIO U Yepe3 KaKKe MOPTHI? JTro6bie

Kaxoii cioco0 3a1uThl JaHHBIX, 10 OTHOILIEHUIO K IPOU3BOAUTEIILHOCTH CUCTEMBI, OyIeT ChanaHCUPOBAHHBIM
HIPUMEHSTHCS?

K xaxum nnTepdeiicaM OTHOCUTCS coeTuHeHME? TRLINE

Tabnuua 7. KoHpurypaums cuctems E

s nacrpoiiku VPN nas Cucremsi E Bam notpedyercs cienyromas ungopmanus OtBeTbl

CoelMHEeHUE KAaKOro THIa OyJIeT co31aH0?

OT XOCTa K JIpyromy
HUTIO3Y

Kakoe nMs OyaeT npuCBOEHO I'pyIIIE COSMHEHNN ¢ AMHAMUYECKAM KITFOUOM?

CHIgw2MINhost

Kaxkoif cioco6 3ammuThl KJII0Yeii, 10 OTHOIIEHUIO K IIPOU3BOAUTEILHOCTH CUCTEMBI, OyAeT
MIPUMEHSTBCS?

MaxcuMaJibHbIiI

[Tpumenstorcs s cepTudUKaThl 111 uaeHTubuKanuu coequaenus? Eciu Het, kakoi
HOJArOTOBJICHHBIN KJIt04 OyIeT NIPUMEHATbCA?

Her: topsecretstuff

Kaxoit uaeHTHGHUKATOP CBSI3aH C JIOKAJIbLHBIM CEPBEPOM KJTFOUECH?

IP-aapec: 56.172.1.1

Kaxkoii unenTrduKaTOop NPUCBOCH yIaJIEHHOMY CepBepy Krroueit?
IMpnmeuanne: Ecmu [P-anpec Firewall C Hem3BecTeH, TO MOXHO UCIOJIb30BaTh 3HaUeHHe *ANYIP
JUIS MACHTUGUKATOPA YAAJIEHHOTO CepBepa KIIFOUCH.

IP-aapec: 129.42.105.17

Kakoit uneHTHGUKATOP CBSA3aH C yIAJICHHOW KOHEYHOU TOYKOU JaHHBIX?

IToncers: 10.8.11.0
Macka: 255.255.255.0

Buptyaspnas yactaas cets (VPN)
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Tabmuuya 7. KoHgurypaums cuctemsl E (npogomxerne)

Jas nacrpoiiku VPN nis Cucremsl E Bam notpedyercs cieayromas undgopmanus Ortsetnl
ITakeTs! KaKUX MPOTOKOJIOB OYAET pa3pelleHo Nepe1aBaTh 10 COeANHEHNIO U Yepe3 KaKue MopThI? JIro6n1e

Kaxkoit cioco® 3a1uThl JaHHBIX, 10 OTHOLIEHHUIO K IPOU3BOAUTEIILHOCTU CUCTEMBI, OyAeT MaxcumanbHbli
MPUMEHSIThCS?

K xaxkum nHTEpdeiicam OTHOCUTCS COeTUHEHME? TRLINE

CchlIKH, CBSI3aHHBIE C JAHHOMH

[CoseTHuK 0 MTaHMpOBaHMIO KOHPUTrypamn VPN|

Hactpouka VPN ana wnto3a B
Juist Hactpoiiku coenunenus VPN 115 nuro3a B BBIOIHUTE CIIeAyIOLIKE IIATH.

Hactpoiite VPN s numo3a B, kak onucano Hibke, UCIOJIb3YsI HHPOPMAIUIO U3 3aII0JIHEHHBIX paHee Gopm:
1. B System i Navigator pazBepuute criucok Cucrema — Cetb — Ctpateruu IP.

2. Jlisd 3amycka MacTepa HacTPOIKY COeTMHEHUS IIIEJIKHUTE IIPaBOil KHONKOW MBIIIY Ha MyHKTE BupTyanasnas
yacTHas ceTb 1 BbIOepuTe Co3aTh coeIUHEHHE.

O3HaKOMBTECH C OIUCAHIEM OOBEKTOB, CO3/JaBAEMBIX MacTepOM, NIpUBEeIeHHbIM Ha cTpanule IIpuBercrBue.
Haxmute xknonky Jasee 11 nepexona k crpanuie Vms coeuHeHust.

B noste Ums Beeaute CHIgwZMINhost.

Heob6s3aTtenbHo: [Tpn He0OXOAUMOCTH YKaXKUTE ONUCAHUE IPYINIBI COSAUHEHUH.

Haxwmmute kaHonky Jlajee mis nepexona k ctpanune CueHapuii oK II04eHHS.

Bri6epute onmuro IToAKIIOUHTD JIOKAJIBHBIH X0CT K APYroMy IJI03Yy.

HaxmuTte kHonky Jasee niis nepexoja k crpanune Crparerust IKE.

© 0 ® 2o w» kW

—_—

Bri6epute onmmro Co3aaTh cTpaTeruio, a 3ateM BeiOepuTe BapuanT COaJaHCHPOBAHHAS 3AIUTA U
HPOU3BO/IUTEILHOCTD.

IIpumeuanne: Ecim nosiBUTCS cooOleHne 00 OMOKe, HAYMHAIOIIUECS CO CJIOB "3ampoc Ha CepTUUKAT HEe
MOXeT ObITh 00paboTaH”, ero MOXHO MPOUTHOPUPOBATH, IOTOMY YTO CEPTUPUKATHI [JIs
00MeHa KJIFOYaMU HE MCIOJIb3YFOTCS.

11. Heob6s3atenbHo: Ecnu cepTudukaThl yCTaHOBJICHBI, BB yBUANTE cTpaHuily CeprudukaT A5 JIOKAIBHOM
KOHEYHOIi TOYKH coeuHenusi. Beioepute 3nauenue Het, /71 TOro 4ToObl cepTU(UKATHI IPUMEHSIIUCH JJTS
UACHTU(DUKALUYN COCTUHEHUSI.

12. Haxwmurte xkHonky Jlasee 1t nepexo/ia k crpanuiie JIokaabHbIil cepBep KJI0Yeii.
13. Bribepute IP-aapec Bepcun 4 13 nosist Tun naenTudukaropa

14. B mose IP-anpec BoiGepuTe 3HaueHue 214.72.189. 35.

15. HaxmuTte kHONKyY Jlajiee U1 epexo/ia K CTpaHuile Y /1aJieHHbIi cepBep KIIIoYei.
16. Boibepute IP-aapec Bepcun 4 u3 nosist Tun naenTudukaropa

17. Benute 3nauenue 146.210.18.51 B nose Maentuduxarop.

IIpameuanne: Illmro3 B ununuupyet coenunenue co CtatudeckuM NAT, 111 KOTOporo Heo6xoauMo 3aaTh

OCHOBHOM pekxuM 0OMeHa KJIF0YaMHM, YTOObI BBECTU OAMHOYHBIN [P 1151 yaasieHHOro Kiroua.
OCHOBHOII peXxuM 0OMeHa KJTFOYaMHU BRIOUPAESTCS [0 YMOJTYAHUIO IPU CO3AaHUU COSMHEHHUS C
nomotbo Mactepa coequnennst VPN. Eciu B 310 cuTyanuu npuMeHsieTCs yCKOPEHHBIH
PEeXUM, TO IS yIAJICHHOTO KJTFoYa JOJDKEH OBITh BBEJICH HICHTU(PUKATOP, THI KOTOPOTO
oTymmyaeTcs ot [IPV4.

18. B mosie IToaroros/ieHHblil K104 BBeuTe 3HaYeHne topsecretstuff.

19. Haxwmmute kHonky Jlanee 1iis nepexona k cTpanuie JlokanabHas KOHeYHAsl TOUYKA JAHHbBIX.

20. B mose Tun ugentuduxaropa Boidoepute 3naucHue [oacers IP Bepcun 4.
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21.
22.
23.
24.

25.

26.
27.
28.
29.
30.
31.

32.

Benute 3nauenue 10.8.0.0 B mosie Uaentuduxarop.
B nosie Macka nogceTu BBeguTe 3HaueHue 255.255.255.0.

Haxwmute kHonky Jlajee 11 nepexona x crpanune Ciyxk0bl JaHHBIX.

OcTaBbTe 3HAUCHUS IO YMOJTYAHUIO M HAXMuTe KHONKY /lastee m1s mepexoza x ctpanutie CTpaTerns 3anThl

JAaHHBIX.

Bribepure ommuro Co3aaTh cTpaTeruio, a 3ateM BeiOepuTe BapuaHT COaTaHCHPOBAHHAS 3aIIATA H
NPOM3BOIUTEIHHOCTD.

Haxxmurte knonky Janee 11 nepexojia k crpanuie JdonycTumblie uHTepdeiichl.
Bri6epute 3nauenne TRLINE B Tabimne JInaus cs3n.

Haxwmute knonky lanee i nepexo/ia k crpanuie O630p.

ITpoBepbTe Bce 3HAUEHUS HA ITOI CTpaHUIIE.

J171s1 3aBepIlIeHnsT HACTPOMKU HAXXMUTE KHOTIKY I'oTOBO.

ITpu nosiBjIeHNN OKHA AKTHBH3HPOBATH (QMILTPbI CTpaTernii BbiOepuTe 3HaueHue /la, ak TMBU3UpyiiTe
CreHeprupOBaHHbBIE (PUITBTPBI CTPATET i, U 3aTeM BbIOepuTe Pa3pemmTs Bee Npoyne NOTOKH JAHHBIX.

Jis 3aBepieHns HacTpoiiku HaxmuTe kHonky OK.

Hactpownka VPN B Cucteme E
Jutst Hactpoiiku coenuaeHns VPN B Cructeme E BBITIOJIHUTE ClIeMyFOIITUE IIIATH.

Hacrpoiite VPN B Cucreme E, kax onucano HYKe, HCIOJIB3Ysl HHPOPMAIIMIO U3 3aMOJIHEHHBIX paHee Gpopm:

—_—

1.

12.
13.
14.
15.
16.
17.

18.
19.

© 0% ® 2o kW

B System i Navigator pa3Beprute cnmcok Cucrema — Cerb — Ctpaterun IP.

Jo1s1 3anycka MacTepa HACTPOWKM COEIMHEHU S IIEJIKHUTE TIPABOil KHOMKOM MBIIIN Ha TyHKTe BupTryanbnas
4yacTHas ceTb U BelOepuTe Co31aTh coe/IMHEHHe.

O3HAKOMBTECH C OTMIMCAHNEM OOBEKTOB, CO3/IaBAEMBIX MACTEpOM, TPUBEACHHBIM Ha cTpanuile IlpuBeTcTBHe.
HaxxmuTte kHonky Jlanee 1t nepexo/ia k crpanuie Msi coeuHeHust.

B nosie Umst BBeiute CHIgw2MINhost.

Heobs3aTenpHo: [Tpn HEOOXOAMMOCTH YKQXKUTE ONMUCAHKE TPYIIBI COSAMHEHUH.

Haxwmute knonky Jlanee s nepexo/ia k crpanuiie CueHapuii o/ IK/Ir04eHus.

Bri6epute onmuro [ToKIIOUUTD JIOKAJILHBIA X0CT K JAPYroMy III03Y.

Haxmute kHonky Janee mits nepexona k crpanuie Crparerus IKE.

Bri6epute Co31aTh HOBYIO CTpPAaTeruio 1 3aTeM BbhiOepruTe COAIaHCHPOBAHHASI 3aIMTA H OBICTPO/IeiicTBHE.

Ipumeuanue: Ecim nosiBuTCs cooOieHne 06 ommbke, HAYMHAIOIMECS CO CJIOB "3anpoc Ha cepTUPUKAT He
MOXKeT ObITh 00paboTan”, ero MOXHO IPOUTHOPUPOBATH, IIOTOMY YTO CEPTUPUKATHI JIJIs1
00MeHa KJIFOYaMH HE NCIOJIb3YIOTCS.

Heob6s3atenpro: Eciu cepTuduUKaThl yCTaHOBIICHBI, BB yBAIUTE cTpaHUy CepTHHKAT 17151 JTOKAJIbHOM
KOHEYHOIl TOYKH coeuHennsi. Beroepute 3HaueHne HeT, 11 Toro 4To0k cepTudhuKaTh IPUMEHSIIACH 11
UACHTADUKAIINN COCTTHEHMS.

Haxxmurte knonky Jasee 11 nepexoia k crpanuie JlokaabHblil cepBep KJo4Yeii.
Beibepute IP-anpec Bepenn 4 13 nosst Tun uaeHTugukaTopa

B mone IP-aapec BeiOepute 3HaueHne 56.172.1.1.

Haxxmure kHonky Jlajiee 11 mepexo/ia K cTpanuiie Y /1ajieHHbI cepBep KJIIoYeil.
Bribepute IP-anpec Bepenn 4 n3 mosst Tun uaeHTuguKaTopa

Beenute 3nauenne 129.42.105.17 B moste nentuduxarop.

IMpumeuanue: Ecom IP-anpec Firewall C Hem3BecTeH, TO MOXHO HCIOJIb30BaTh 3HaueHnE * ANYIP mis
uaeHTU(GUKATOPA yIAJICHHOI'O CepBepa KIIFOUeil.

B nosie IToaroroBieHnblii K04 BBeauTe 3HaucHue topsecretstuff.

Haxwmute KHOIIKY ﬂa.nee JJId IEpEXoJia K CTpaHule Y najieHHasi KOHEYHAsI TOYKA JTAHHBIX.

Buptyaspnas yactaas cets (VPN)
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20. B mose Tun ugentuduxaropa Bridepute 3nauenne [oacers IP Bepcun 4.
21. Bseaute 3Havyenue 10.8.11.0 B mosie Uaentudmxarop.

22. B mosne Macka nopceTw BBeauTe 3HaucHue 255.255.255.0.

23. Haxwute xkHomKy /lasee mist nepexoaa k crpanuiie Cayx0obl TaHHbIX.

24. OcraBbTe 3HAYCHHUS 11O YMOJIYaHUEO U HAXKMUTE KHOIIKY I[anee JUTA TIEpeXoJa K CTpaHuIe CTpaTCrI/IH 341U ThI
JAaHHBIX.

25. Beibepute Co3aaTh HOBYIO CTpPaTeruio i 3ateM BbiOepuTe COa/IaHCHPOBAHHAS 3aLLHTA H ObICTPO/EiiCTBHE.
26. Haxwmurte xkHomky Jlasee utst nepexoa k crpanuie JonycTumbie uaTepdeiichI.

27. Boioepute 3nauenne TRLINE B Ta6iuie JIunus cBs3u.

28. Haxwmurte xnonky /anee 1151 nepexona k ctpanune O630p.

29. TlpoBepbTe Bce 3HAUCHHS HA 3TOW CTpaHMUIIE.

30. [uist 3aBeplueHust HACTPOIKU HaxkMuTe KHONKY I'oTOBO.

31. Ilpu nosBieHNM OKHA AKTHBH3HPOBATh (UILTPBI cTPaTeruii BeIOepuTe 3HaUeHNe Jla, akTHBU3NpYHTE
CreHepUpPOBaHHbIE (PUIIBTPBI CTPATETUH, U 3aTeM BeIOepuTe Pa3pemmnTs Bee npoyune NOTOKH JAHHBIX.

32. [l 3aBepleHus] HACTpoiku HaxxkmuTe kKHonky OK.

3anycK coeaguHeHunA
ITocne nactpoiiku coequnenust VPN B Cucteme E HeoOxo1uMo ero 3amyCTHUTb.

Jitst Toro uto6w! yoenuthes, uto coequaerne CHIgw2MINhost ¢ Cructemoit E akTHBHO, BBITOJTHATE CIICTYFOIIIIE
OeUCTBHS:

1. B System i Navigator pa3sepaute Cncrema E — Cerb — 3amminennbie coequnenust — Bee coenHeHns.

2. IIpocmotpute CHIgw2MINhost u yoemutech B ToM, uT0 3HaYeHue nost Cocrosiune paBuo [lpocroii nm Ilo
Tpebosanuio.

Huis 3amycka coequnenust CHIgw2MINhost u3 nutro3a B BeinosiHUTE Clieayroliue JeUCTBUS:
1. B System i Navigator pa3sepunte ciucok lllimo3 B — Cers — Ctpaternn IP.

2. Ecmm cepBep VPN He 3anyiieH, MEJKHATE IPaBOi KHONKON MBI HA MyHKTe BUpTyasibHas YacTHAs ceTh 1
BBIOEpUTE OMNIIUIO 3AMYCTHTb.

PasBepuute crrcok BupryasibHbie 4acTHbIe ceTH — 3alIUIIEHHbIE COeTHHEHHS].
Bribepute Bee coequnennst /11 IpOCMOTpa CIUCKA COSAMHEHUIA B IPABOii TaAHEH.

Menxuute npasoii kuonkoit Mbiu Ha myHkTe CHIgw2MINhost u Boibepute 3anycTursb.

AN

B mento Buja Boibepute nynkt O0noBuTh. Eciiu coennenue OyaeT yCrnenHo ycTaHoBJIeHO, To noJjie CocTosinue
U3MEHHT CBOE 3HaueHue ¢ 3amyck uiu Ilo tpedosanuro Ha AKTU6HO. 3aIyCK COETMHEHNS MOXKET 3aHSITh
HECKOJIbKO MUHYT. Ecii cocTosiHue coelMHeHNs] He UBMEHUIIOCh Ha AKTU6HO, OOHOBUTE COACPKUMOE OKHA €IIIe
pas.

TecTupoBaHue coeauHeHUA
IToce HacTpoiiku u 3amycka oboux cepBepoB VPN, numo3a B u cuctembl E, He06X01UMO TPOBEPUTH CBS3b MEXK/TY
HUMMU.

JLJ1st MpOBEpKU COEIMHEHU BBITIOJIHUTE CJIEYIOIIUE [IATH:
1. Haiigute cucremy B cetu PC A u 3anycrute ceanc Telnet.
2. 3apnaiite Buemnuii [P-aapec 146.210.18.51 nust Cucremsl E.

3. Vkaxwute nHGOPMAIIKIO BXO/Ia B CUCTEMY, ecJid TpebyeTcsi. Eciu mosiBiIsieTcst 9KpaH BX0/1a B CHCTEMY, TO
COEIMHEHHUE YCTAHOBJICHO.

CueHapun: coeauHeHue VPN ¢ yaaneHHbIMU Nofb3oBaTenaMm

Z[JIH AKTUBAIMU yOAJICHHBIX COCAMHEHUN AIMHUHUCTPATOP AOJDKCH HACTPOUTDb COCANHCHUC VPN ¢ YAaJICHHBIMU
TOJIb30BaTECIIIMMU.
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BrlnosiHuB ciieyrolye 3a1a4u Bbl IoMeTe, Kak a IMUHUCTPATOP HacTpauBaeT coeauHenne VPN ¢ yaaneHHbIMU

IOJIB30BaTCIISIMU.

3anonHeHue ¢opm nnaHuposaHua ana coeanHeHua VPN ¢unuana ¢ yaaneHHbIMu

MeHeOXepaMu no npoaaram

AnMUHACTpaTOP (PUiHaIa Mpoaax UCHOJIb3yeT COBETHHUK IO ITaHUpOoBaHuio VPN 11 co3maHus AMHAMIYECKAX
(dbopM TUTaHNPOBaHMS, TPEeAHA3HAYCHHBIX JIJI HACTPOIKHN BUPTyaIbHOM yacTHOI cetn (VPN) B cuctemax u Ha

yIaJeHHBIX PAOOYNX CTAHIUSX.

CoBeTHUK 10 IaHupoBanuio VPN - 3To HHTEpaKTUBHAS MPOTpaMMa, 3aJaF0IIast BOMPOCHl OTHOCUTEIHLHO BAIUX
TpeboBanuit kK VPN. Ha ocHOBe BaImx 0TBETOB COBETHUK CO3JaeT UHAMBHUAYAIbHYIO (DOPMY ITAHUPOBAHUS [1J14
BaIleil cpe/Ibl, KOTOPYIO MOKHO UCIOJIH30BaTh pU HacTpoiike coequuenust VPN. Dta popma MoxeT
HCIOJIb30BaThes Mpu HacTpoiike VPN y Bac B cucteMe. Bee mpuBeieHHbIE HUXeE (DOPMBI IIJITAHUPOBAHUSI CO3/IaHbBI C
MTOMOIIIBEO COBETHHUKA 1O taHupoBaHuto VPN 1 ucnosnws3yrorcs it HacTpoiiku VPN ¢ momMorbro mactepa

Cospnanns coenunenust VPN System i Navigator.

Tabmuua 8. ®opma nnaHupoBanus Ana coeanHeHna VPN gunnana nposax ¢ yAaneHHbIMU MeHemKepamu rno

npoaaxxam

Bomnpocel mactepa VPN Pexomengauuu coBeTHHKA N0
VPN

Kaxk BbI X0THTE HAa3BaTh 3TY IPYNILY COeIUHEHUNA? SalestoRemote

Kakoii Tun Ipynnbl COCJIMHEHU BBl XOTUTE COS,H&TI)?

Bridepute omnmuro Ioakmountb
JIOKAJIbHBIH XOCT K JApyroMy
X0CTy

KaKon CTpaTeruro oOMeHa KJIrouaMiu Internet BeI XOTUTE NIPUMEHATD AJI 3alllAThI KJroua?

Bridepute omnmuro Co3arh
CTpaTeruio, a 3aTeM BbIOepuTe
BapuaHT MakcumaJ/ibHasi 3aIuTa,
HU3KAsl IPON3BOIUTEILHOCTH

ITpumensiere s Bl cepTUHUKATHI?

Bribepute Her

Beequre naeHTHOUKATOP, KOTOPBI OyIeT NPeICTABIISATE JIOKAJILHBIN cepBep KJIIOUCH B
9TOM COEINHEHNUN.

Tun unentuduxaropa: IP-agpec
Bepcnu 4, [P-anpec:192.168.1.2.
Tun npentudukaropa s
anpeca IPv6: IP-aapec Bepcun 6,
IP-anpec:2001:DB8::2
ITpumeuanne: Bce aapeca B
JTAHHOM CIIEHapVH NPHUBEICHBI
TOJIBKO B KayecTBe puMepa.
OHU HE COOTBETCTBYIOT
KaKUM-JIH0O peasibHbIM
IP-anpecam u He 10JKHBL
HCMIOJIb30BATHCS B KAKOH-TTHOO
peasibHOit KoHuUrypauu. [Tpu
BBIIIOJIHEHUH 3TUX 3aa4
HEOOXOIMMO HCIIOJIb30BAThH
cobctBennbie IP-aapeca.
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Tabmmuya 8. ®opma nnaHupoanusa Ana coeanHeHna VPN gunnana nposax ¢ yaaneHHbIMU MeHemKepamm rno
npodaxam (npoAomKeHne)

Bomnpocsl mactepa VPN PexomMengauuu coBeTHHKA N0
VPN
KaxkoB nuentudukatop cepepa Kroueid, K KOTOPOMY BBl XOTHUTE ITOAKJIIOUATECS? Tun unentuduxatopa: Jlodoii

IP-anpec, [ToaroroB.jieHHbIi
KJI04: mycokey.

IIpuveuanne: IToaroToBseHHBIH
KJIFOY - 3TO TEKCTOBAsI CTPOKA U3
32 CUMBOJIOB, TPUMEHAEMAs
VPN i5/0S 151t uaeHTuukanumn
COEIMHEHHUSI, & TAKXKE ISt
YCTaHOBKH KJIFOUCH,
3aIUIIAIONINX JaHHbIE. B
LEJIOM, C ITOArOTOBJIEHHBIM
KJTFOYOM CJIeAyeT 00pamaThes
TakK *e, Kak ¢ mapoJieMm.

KaxoBbI MOPTHI ¥ NPOTOKOJIBI IAHHBIX, 3ALIUIIAEMbIX 3TUM COSAMHEHUEM? Jlokaabuplii nopt: 1701,

Y nanennslii nopt: JIro6oii,
ITporokoa: UDP

KaKy}o CTPATEI IO 3alIUThI JAHHBIX Bbl XOTUTE NPUMEHATD JIs 3allIUThL ,E[aHH])IX? BI;IGepI/ITe OIIIUIO C03}13Tb

CTpaTeruro, a 3aTe€M BbI6epI/ITC
BaApUaHT MakcumajbHasi 3ammTa,
HHU3Kas NPOU3BOIUTEIbHOCTD

OTMeTbhTe HHTEPQEICHI B JIOKAILHOI CHCTEME, K KOTOPBIM OyJIeT IPHUMEHSITHCS 9TO ETHLINE (®uman npoaax)

COCIMHECHUE.

HacTtpoiika npodainna Bbi3biBaeMon CTOpoHbl L2TP ana Cuctembl A
I[J'IH OCYHICCTBJICHU S HaCTpOfIKI/I YAQAJICHHBIX COCI[I/IHGHI/If/i C yaaJICHHBIMU pa60‘{I/IMI/I CTaHIUAMU H€O6XOI[I/IMO
HAaCTpOUTHb CI/ICTeMy A JJTA ITpUEMa BXOJAIINUX COC,I[I/IHCHI/Iﬁ OT KJIUEHTOB.

s HacTpoiiku mpodaiina Be3siBaeMoif cTopoHsl L2TP mrst CrcteMbl A BEITIOJTHUTE CIEAYIOIINE CHCTBAS:

1.
2.

38

B System i Navigator pa3seprute cuncok Cucrema A — Cerb — CiIy:KObI yIaI€HHOT0 JOCTYNA.

HlenxauTe MpaBOil KHONKOW MBIIK Ha TyHKTe IIpodaiiibl Bxoasumx coeauHennii u Beioepute cepsep Cuctema
A B KauecTBe cepBepa, IPUHIMAIOIIEro BXOIAIINE COSAUHEHNS OT yJaJICHHBIX T0JIb30BaTeNeil. 3aTem
BbIOepuTe Co3aaTh npodaiin.

Ha crpanune Hactpoiika 3agaiiTe 3HAUCHAS CIICAYIOMUX TaPAMETPOB!
* Tun nporokosia: PPP

* Tun coenunennsi: L2TP (BupTyasbHAS JTUHUSA)

IIpumeuanne: B nosie PaGounii peskum q01KHO aBTOMATHYECKH OTOOPa3UuThCs 3HaueHue Boi3biBaemas
cTopoHa (ceTeBoil cepnep).

* Tun ¢puznyeckoit Jnun: OTAeIbHAS JIMHUAS

HaxwmuTte knonky OK. ITTosButcs ctpanuna CoiicTBa HoBoro npodaiiia PPP.

Ha Bxiagke O0mme 3agaiiTe 3Ha4YSHNUS B CJICAYIOIINX TOJISIX:

e Umsa: MYCOL2TP

* Bribepute 3anyckats npodaiii ¢ TCP, ecotn BbI X0TUTE, YTOOBI Tpodaiist aBToMaTniecku 3amyckajicst ¢ TCP.

Ha Brutayike Coeaunenne Beioepute 192.168.1.2 (2001:DBS::2 B [Pv6) B kauectse Jlokaabnoro IP-agpeca
KOHEYHOH TOYKH TYHHeJIsI.
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Baknoe 3ameuanne: Bce agpeca B JaHHOM CIIEHapUU IIPUBEIEHBI TOJILKO B KayecTBe npumepa. OHU He
COOTBETCTBYIOT KaKUM-JIOO peasbHbIM [P-anpecam u He TOJKHBI HCIIOJIb30BATHCS B
Kakoi-mmbo peasibHO KoHpurypanuu. [1pu BeITOJHEHUH 3THX 3a/1a4 HEOOXOIUMO
HCIOJIb30BaTh cOOCTBeHHbIE [P-aapeca.

Brei6epure MYCOL2TP B xauecTBe ViMenu BupTyaabHoii iuaun. [TosiButcs ctpanuna CeoiictBa HoBoro L2TP.

Ha ctpanunne nentudukamnus BBeaute systema B kauecTBe uMenu xocta. Haxkmute OK. Bol BepHeTech Ha
crpanuny CoeqrHEHNE.

9. Ha crpanune CoenuHenne BeIOepUTe CIIAyIOLINE ONIUYT U BBeAUTe 25 B kauecTBe MAaKCHMAJILHOIO YHCIIA
COeIHHEHHH.

a. Ulenxuute Ha BKIaake Maentnduranus u Beidepute O0s3aTe/ibHAS NPOBEPKA H HASHTHPHKALMS Y/1AJEHHOT0
cepBepa.
b. Brioepute MaeHTHHUIHPOBATD JIOKAJIBHO ¢ HOMOIIbIO KOHTPOJILHOTO CIHCKA.
c. Beemute QL2TP B moJsie iMsi KOHTPOJILHOIO crmcka 1 HakmuTe Co3/1aTh.
10. Ha crpanune KoHTpombHbIH ciicok BeiOepuTe J100aBHTS.
11. JobGaBbTe MMEHA MOJIL30BATEJICH M MAPOJIU IS KAXKIOTO U3 YAAJICHHBIX coTpyaHnKoB. Haxmurte OK.

12. Ha CTpaHule HOHTBep)KHeHI/Ie napoJid BHOBb BBEAUTE NAPOJIb KaXJO0TO YAAaJICHHOTO COTPYAHUKA. Haxmute
OK.

13. Ha crpanune Hacrpoiiku TCP/IP Bbioepute 10.1.1.1 (2001:DAS::1 B IPv6) B kauectse Jlokaabnoro IP-aapeca.
14. B none Mertoa npucBanBanusi IP-agpeca soioepute Iy agpecos.

15. B nose 3anyck IP-agpeca Beequte 10.1.1.100 1 49 ny1st Unesno agpecos. B xauectse aapeca IPv6 B nosie
3anyck IP-agpeca BBeute 2001:DA8::1:1 u 65535 B xauecTBe Uncaa aapecos.

16. BoiGepuTte onmuto Pa3pemmrts yaaieHHOI cucTeMe 0CTYN B Jpyrue ceTH (nepecblika nakeros IP).Haxmure
OK.

3anycK npo¢gaina coeaguHeHunA
IToce HacTpoiiku npodaitia Bei3piBaeMoit ctopoHbl L2TP st CucteMbl A aIMUHUCTPATOP JTOJDKEH 3ayCTHTh
COeIMHEHNEe, YTOOBI OHO MOJTyIasI0 BXOIAIIIE 3aIIPOCH] OT yIaJICHHBIX KJIMEHTOB.

IIpumeuanne: Bl MoXeTe MOJIy4UTh COOOIIeHNE 00 ommoKe, rae OyAeT TOBOPUTHCS, YTO HE 3alyIleHa OoACHCTEMAa
QUSRWRK. Taxkoe coobirieHne NosBIsIeTCS IPHU MONBITKE 3aIyCTUTD Ppodaiis BEI3bIBaeMOit
croponsl. [Jutst 3amycka nojacuctembl QUSRWRK BhINoTHUTE ClieAyIOIIME TATH:

1. B xomanmHoi# cTpoke BBeauTe Strshs.

2. B oxne 3amyck noacuctembl BBeauTe QUSRWRK B mosie Onucanne moacucTeMsl.

Z[JIH 3aIrycka HpO(banIa BBI3BIBAEM O CTOPOHBI JIA yAAJICHHBIX KJIMCHTOB BBIIOJIHUTE CIICAYIOIINUE 3a a9 :

1. B System i Navigator Beioepute O6HoBHTH 13 MeHro [TpoemoTp. Bam sx3emmursip System i Navigator 6yner
OOHOBIJIEH.

2. B System i Navigator pa3Bepuute cniucok Cucrema A — Cerb — Ci1y:K0b1 y1aJI€HHOT0 10CTYNA.

JBa pa3a menkuute Ha [1podaiiiibl BEI3bIBAEMOIi CTOPOHBI, 4 3aTEM IIEJIKHUTE MPABOI KJIABUILICH MBI HA
MYCOL2TP u BoiGepute 3anyck.

4. B nosie Coctosinue Oyet nokaszano OQ:kujanue 3anpocoB HA COeMHEHHE.

HacTtpoitka coeanHeHua VPN ana yaaneHHbIX KnueHToB B Cucteme A

IToce HacTpoiiku u 3amycka npodgaiina Bei3biBaemMoii croponbl L2TP st CucteMsl A aIMUHUCTPATOP TOJDKEH
HACTPOUTDH BUPTYaJIbHYIO YaCTHYIO ceTh VPN 11 3aIUTHI COeTMHEHNS MEX/1y y1aJIeHHBIMU KJIMEHTAMH U CEThIO
¢bumana npogax.

Hus mactpoiiku VPN 1151 yaaieHHBIX KJIMCHTOB BBITIOJTHUTE CJICAYFOIINC [IIATH:
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Bazknoe 3ameuanne: Bce ajgpeca B JAHHOM CLIEHAPHUHU NIPUBEACHBI TOJILKO B KauecTBe npuMepa. OHu He

S kW

10.

1.

12.

13.
14.

15.

COOTBETCTBYIOT KaKUM-JIOO peasbHbIM [P-anpecam u He TOJKHBI HCIIOIb30BATHCS B
Kakoi-mmbo peasibHO KoHpurypanuu. [1pu BeIOJHEHUH 3THX 3a/1a4 HEOOXOIMMO
HCIOJIb30BaTh cOOCTBeHHbIE [P-aapeca.

B System i Navigator pa3seprute crmcok Cucrema A — Cerb — Ctpaternu IP.

Juts 3ammycka macTepa co3ganus coenuHeHnss VPN IesIkHuTe MpaBoii KHOKOI MBIIN HA MyHKTe BupTyanbHas
YyacTHas ceThb 1 BbiOepuTe onnuto Co3mars coeaunenne. O3HAKOMBTECH C OMICAHUEM OOBEKTOB, CO3/TABACMBIX
MacTepoM, IPUBEICHHBIM Ha cTpaHuie [IpiuBeTcTBHE.

Haxwmute kHonky JaJjee mist nepexoaa K crpanuie ViMst coeIMHEHNS.
B nosie Ums BBeute 3Hayenue SalestoRemote.
Heo0Gs3aTenbpHo: YKakuTe onucanye rpynnbl coeaqunennii. Haxmure kaonky Jlasee.

Ha CTpaHule CHeHapHﬁ COCOUHCHUSA BbI6epI/ITe OIIIINUKO HOZIKJIIO‘II/IT]) JIOKaJIbeIﬁ XOCT K Ipyromy xocCry.
Haxxwmure lajee

Ha crpanune Ctpaterus oomena kimodamu Internet Beibepute onmuro Co3aaTh cTpaTeruio, a 3aTeM BeIOEpHTe
BapraHT MakcnMaJsibHas 3aIMTa, HU3Kas NPOU3BOANTeIbHOCTh. Haxkxmute kHONKy /lanee.
Ha crpannne Cepruduxat JIokaabHOH KOHeUHOW Touky coeanHenus Bbioepute Her. Haxxmute kHONKY Jlasnee.

Ha crpanune JlokaybHbI cepBep Kiroueit Beioepute IP-agpec Bepeun 4 B xayecTBe THIa HAeHTUGUKaTOpa. B
kadecTBe [P-anpeca HeoOxomumo yka3aTh 3HaueHue 192.168.1.2. Haxxmure xHonky /lanaee. JI71s1 TOro 4ToObI
3a7aTh afapec IPv6, Ha crpanune JIokaabHBI cepBep kirouei BeiOepuTe IP-apec Bepcn 6 B kayecTBe THUIIA
naeHTupukaTopa. B kauectse IP-aapeca HeoOxoammo ykasaTh 3HaueHne 2001:DBS8::2. HaxxmuTe KHONIKY
Jlanee.

Ha cTpanuue Vganennslit cepsep kiroueit Beidoepute Jloo6oii IP-agpec B nosie Tun naentudukxaropa. B nose
IMoaroroBaeHHbIi K04 BBeUTe 3HaueHHe mycokey. Haxxmute kHonky Jlasee.

Ha crpanune Ciyx65! naHHBIX BBequTe 1701 B xauecTBe 3HAUEHUS JIOKAJILHOTO MopTa. 3aTeM Buibepute 1701 B
KauecTBe 3Ha4YeHus yaajaeHHoro nopta u Bbioepute UDP B kauecTBe npoTokosa. Haxmure xkaonky /lasee.

Ha crpanunne CtpaTerns 3aliuThl JaHHBIX BeIOepuTe oniuio Co3JaTh CTPaTeruio, a 3aTeM BhIOEpPUTE BApHAHT
MaxkcnMasbHas 3aIMTa, HU3Kas NPOH3BOANTe IbHOCTh. HaxkmuTe kHONKy /lanee.

Ha ctpanune [Mpumensiembie natepdeiicol Boioepute ETHLINE. Haxxmute kaonky Jladee.

Ha cTpanulie cBoIHOM MH(pOPMAIIMK TPOBEPhTE OOBEKTHI, KOTOPbIE OyAeT co3/1aBaTh MacTep, HA OTCYTCTBUE
OIINOOK.

Jln1s 3aBeplieHns HaCTPORKN HaxXMuTe KHONKY I'oToBo. Korna oTkpoeTcst okHO AKTUBHPOBATH (QUILTPHI
cTpaTeruu, Bbioepute 3HaueHue Het, akTuBnpoBath npasnia ¢puibTpanmu no3anee. Haxmure OK.

O6HoBneHune cTpaternit VPN anAa yaaneHHbIx coeauHeHuin B KnuedtaxWindows XP
n Windows 2000

ITockoJibKy MacTep CO3/1aeT CTAHAAPTHOE COETMHEHNSI, KOTOPOE MOKET UCIIOJIb30BATHCS JJIsl OOJIBIITMHCTBA
KOHUrypanuii BUpTyaJbHBIX 9acTHBIX ceTei (VPN), HeoOxoammo O6yaeT 0OHOBUTH CTPATET U, CO3/TaHHBIC
MacTepoM, YTOObI 00eCIIeYnTh BO3MOXHOCTh B3aumoyieiicTBus ¢ kimentamu Windows XP u Windows 2000.

Jutst oOHoBIteHus cTrpateruit VPN BbINOJHUTE ClieAyIolIne 3aa4u:

1.
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B System i Navigator pazsepuute Cucrema A — Cerb — Ctpaterun [P — BupryajbHble YacTHbIE CeTH —
Crpaterun 3amuTthi IP.

lenkuuTe aBa pa3a Ha kHonke CTpaTernn oGMena kJroyamu Internet, a 3aTeM IEJIKHUTE TPABOI KJIABHUIIIEH
mpbi Ha JIroooi IP-aapec u BeiOepute CBoiicTBa.

Ha crpanune [Ipeo6pa3oBanue Haxxmute Jl00aBUTD.

Ha crpanunne /{o6aBuTh npeodpa3zoBanue ooOMeHa KIro4amu Internet BEIOEpUTE CIIETYIOIINE ONIIHM:
* Metoa naentuduxanun: [1oaroTOBICHHBIN KITFOY

* AJITOpHTM 3alWTRI ¢ X3mmposanuem: MDS5

* Auaroput™ mmdposanus: DES-CBC

e I'pymna duddpu-Xemmana: ['pynmna 1

System i: 3amuTa BupryasnbHas yactHas ceTh



Haxmure OK.

6. B System i Navigator pa3sepaute Cucrema A — Cerb — CtpaTternu IP — Bupryaabnble yacTHble ceTH —
Crparerun 3ampmTsi IP.

7. Ilenknute ABa pa3a Ha kHonke CTpaTeruu 3alUTHI JAHHBIX, & 3aTEM IICJIKHUTE IPABOIl KJIaBUIIEH HA
SalestoRemote u BriGepuTe CBOlicTBA.

Ha ctpanune O6mue corpute Ucnosb3oBath nojHoe npsivoe mmdposanune JTnddu-Xeaamana.
Boi6epute IMaan ESP u naxxmute 3MeHnTh.
10. Ha crpanuue [Tnan crpateruu 3aluThl JAHHBIX U3MEHUTE ONIIMU CJIEIYIOLIUM 00pa3oM:
e Pexum nakancyisiqun: OTKPBITHII
e Cpok aeiicTBus KJw4a: 15 MuHyT
*  OxkoH4aHHe CPOKA JIEHCTBHS B COOTBETCTBHH C OrpanmyenuemM no pazmepy: 100000
11. Ha crpanune [1peobpazoBanue Haxkmute [00aBUTD.
12. Ha crpanuue Jlo0aBieHue mpeoOpa3oBaHUs CTPATCTUH 3aIIUTHI JAHHBIX BRIOCPHUTE CJICAYIOIIUE OIIIUN:
* Ilporokoa: ESP
* Auroputm naentuguxanun: MDS5
*  Aaroputm mmdpposanusi: DES-CBC

13. dBaxaer Haxmute OK.

AKTuBauua npasun eunbTpaunmn

MaCTep ABTOMATHYCCKHU CO34ACT IIpaBUJIa O6pa6OTKI/I IIaKE€TOB, H606XO,E[I/IMI>IC JJIsA HpaBI/IJ'ILHOfI pa6OTLI
coemHeHMs. [lepes 3amyckoM COeIMHEHNS BUPTYyaibHOM yacTHO# ceTtn (VPN) aTn nmpasuiia HeoOX0uMO
AKTUBUPOBATH B o0enx cucremMax.

HJ’IS{ AKTHUBAIlUU MMPaBUJI (I)I/IIILTpaHI/II/I BBITIOJIHATE CIIEAYIOITUE JCUCTBUS:

Ba:xnoe 3ameuanue: Bce aapeca B JaHHOM CLIEHAPUHU NPUBEIEHB! TOJIBKO B kauyecTBe npumepa. OHU He
COOTBETCTBYIOT KaKUM-JI0O0 peasibHbIM [P-aipecam 1 He JOJIKHBI HCIOJIB30BATHCS B
Kakoi-Jmbo peasbHOI KoHpUTrypanun. [1py BBINOJHEHNH STHX 3a/1a4 HEOOXOIMMO
UCII0JIb30BaTh coOCTBeHHBIE [P-ampeca.

B System i Navigator pazsepuute criucox Cucrema A — Cetrb — Ctpaternu IP.

2. IlenkHUTE MpaBOl KHOMKOM MBI HA MyHKTe [IpaBuiaa 06paGoTKH NaKkeTOB 1 BLIOEpUTE OMINIO AKTHBHPOBATH
npaBuJa.

3. Ha cTpanunie akTHBAUY IPABUI 0OPaOOTKY MAKETOB BHIOEPUTE AKTHBHPOBATH TOJILKO MPABHJIA, CO3TAHHbIE
VPN, a 3atem - ETHLINE kax unTepdeiic, 1151 KOTOPOTO BBl XOTHTE aKTUBUPOBATH 3TH MPaBUJIa (DHIJIbTpaIUy.
Haxwmure OK.

[Ipexe yeM yaajieHHbIE TOJIb30BATEJIM CMOTYT HACTPOUTH CBOU padboune ctaniun Windows XP, anMuHuCTpaTOp
MPEIOCTABIISET UM CIIEAYIOINIYIO HH(OPMAIUIO [IJISI HACTPOWKY COeTMHEHUS CO UX CTOPOHBI. Kax bl yaleHHbBIN
M0JIb30BATEJIb JOJDKEH MOJIYYUTh CIIEYIOIINE CBEACHUS:

* VM3t HOJIrOTOBJIEHHOTO KJIroua: mycokey
e [P-ampec Cuctemsr A: 192.168.1.2 (2001:DBS::2 B IPv6)

* VM4 nojb3oBaTeis U napoJib aJis1 COCAMHCHU A

IMpumeuanue: OHU cO3JAIOTCS, KOTAA IMUHUCTPATOP A00ABIISIET UMS MOJIL30BATENSI U APOJIb K KOHTPOJILHOMY
CIIMCKY BO BpeMsl HACTPOWKH Ipodaiisia BeI3biBaeMoii cTopoHbl L2TP.

HacTtponka VPN ana knueHta Windows XP
C noMolIbio 3TOH mponeypbl MoxxHO HacTpoutb VPN st kiimenta Windows XP.

VY nasnennsie nosb3osates B MyCo, Inc goypkHbI HacTpouTh yaaseHHblid kmeHT Windows XP ¢ momoinbio
CIICAYIOIIUX JIECUCTBUMN:
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1. B mento Windows XP Ilyck pazsepuute Ilporpamvbl — Cranaaptasie — CBsizsb — Macrtep co3/1aHust
COe/IHHEeHHSI.

Ha CTpaHUIC NPUBCTCTBUA ITPOYUTUTE O6I_I_II/I€ CBCACHU . Haxxmute KHOIIKY I[anee.

3. Ha crpanune Tun cereBoro coenunenus Boioepute Ioakmouarses k ceTn Ha padodem mecte. HaxxmuTe KHONKY
Jlanee.

Ha crpannne CereBoe coenunenue Boioepute Coeqnnenne VPN. Haxxmute xHonky /lanee.

5. Ha crpanune ms coenunenus BBeaute CoeguHeHune ¢ punvanom B nosie Hazpanne kommanmn. Haxmure
kHomky /laJiee.

Ha cTpanune O61mas cets Boibepute He ocymecTBasith HayaabHoe coequnenne. Haxxmure kHonky lasee.

Ha ctpanune Bridop cepsepa VPN Benute 192.168.1.2 (2001:DB8: :2 B IPv6) B moJsie Vims1 xocTa nim
IP-agpec. Haxxmute xnonky /lasiee.

8. Ha crpanune JlocTymHOCTE coeuHeHnsl BbIOepuTe ToJIbKO 171 MOero ucnoJjib3oBannsi. HaxxmMute KHOTIKY
Jlanee.

9. Ha crpanuie cBogHo# nHpOopMauu HakMuTe /{00aBUTDH SAPJIBIK /151 JAHHOTO COeTHHEHNsT HA Padounii CToJ.
Bri6epute I'oToBo.

10. Haxwmure 3nauox OcymectButh Coequnenne ¢ MyCo, KOTOpBIH NOSIBIIICS Ha BalleM pabodeM CToJIe.

11. Ha crpanune OcymectButh Coenunenne ¢ MyCo BBeAUTE UMS IOJIB30BATEIIS U TAPOJIh, KOTOPBIE AT BaM
aIMUHUCTPATOP.

12. Boi6epute CoXpaHuTh UMsI MOJIb30BATEIS H NAPOJIb JJIs1 CJIeAYIOUIMX NoJib3oBaTeieil u ToIbKo 115 MeHsl.
Bri6epute CpoiicTBa.

13. Ha crpanune be3zonacnocts yoeurech, 4To BeIOpaHbI cieayromue Oniun 6e30nacHoCTH:
*  OObIYHAS
* TpeOoBaTh 3alIUIIEHHBI NAPO.JIb

* TpedoBaTs LHpoBAHAS JAHHBIX

Haxwmute [Napamerpsl IPSec.

14. Ha crpanuue [Tapamerpst IPSec Boibepute s naeHTHHUKAIME HCTIOIH30BATH MOANOTOBJIEHHbIN KJIIOY 1
BBeauTe mycokey B moste Ioarorosiennslii kmou. Haxmute OK.

15. Ha crpanune Cetb BeiOepute L2TP IPSec VPN kax Tun VPN. Haxmute OK.

16. Beenute ums mosib30BaTesIs U NapoJib U HaxxMuTe [oakIouuThes.

st 3anycka coenuuernst VPN co CTOPOHBI KJIMEHTa HAXMUTE 3HAYOK HA paboueM CTOJIe, MHOSIBUBIIHMIACS 10
3aBepIIeHUN pabOThl MACTePa CO3/IaHMsI COSTUHEHHUSL.

NMpoBepka coeanHeHna VPN mexay ABYMA KOHEYHbIMU TOUYKaMU
HOCJ’IC HaCTpOﬁKH 58 yCHCHlHOFO 3alryCcka COCAUMHCHUS MEXKIY CI/ICTGMOﬁ A 1 yJaJICHHBIMU ITOJIb30BaTCIIMU
H€O6XOI[I/IMO IIPOBEPUTH CBA3b MCXKAY YAAJICHHBIMHA XOCTaAMMU.

J171s1 IpOBEPKY CBSI3U BBIIOJIHUATE CJICIYIOIIUE ICHCTBHS:
1. B System i Navigator pa3sepuute crnucok Cucrema A — Cetb.

2. IlenxauTe nmpaBoif kKHoNMKO# MbImy Ha myHkTe Hacrpoiika TCP/IP, BeiOepuTe oniuio Y THINTHI,  3aTEM -
IIpoBeputs coeunenue.

3. B oxwne ITpoBeputs coeunenne BBeaute 3HaveHne 10.1.1.101 (2001:DA8::1:101 B IPv6) B moJie [1poBeputh
coe/JHHEeHHe.

IMpumeuanue: 10.1.1.101 - aTo IP-aapec, MPUCBOCHHBIN AMHAMUYECKN yIaJIEHHOMY KJIMEHTY OT/eJa MPoaax 13
myJ1a aJpecoB, yKazaHHOTro B npodaiisie Boi3biBaeMoii croponsl L2TP Cuctemsr A.

4. Jlns mpOBEpKH COSIMHEHHS MEX/ly CUCTEMO#t A U yJajieHHOl paboueit cTaHnueld HaxxMUTe KHOIIKY OTHPaBUTH
npoOubii naker. Haxxmute kaonky OK.
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J17151 MpOBEPKM COENHEHNS OT yJAJICHHOTO KJIMEHTA yIAJICHHBIH COTPYTHUK BBIMOJIHSET TE XK€ IIard Ha padoueit
CTaHIIMY C YCTAHOBJICHHOM onepanoHHo# cuctemoit Windows:

1. B xomananyro ctpoxy BBeaute ping 10.1.1.2 (ping 2001:DA8::2 B IPv6). OTo [P-anpec oxHoil u3 padounx
CTaHIHUI B CETH IJIABHOTO O(uca.

2. HOBTOpI/ITe OTHU IIaru aJisi IpOBEPKU CBA3U MEXKAY I'NTaBHBIM O(bI/ICOM u (1)I/IJ'II/IaJ'IOM.

CueHapuii: Ucnonb3oBaHue npeoOpa3oBaHUA ceTeBbiX aApPecoB ANf
VPN

B atom criienapun pynkimio VPN mianupyeTcst npuMeHsITh 115l oOMeHa KOH(DUICHIINAILHBIMY TAHHBIMU C
JIeJIOBBIM mapTHepoM. 17151 3amuThl cetu ¢pupmel mpumensietcs GyHkims NAT VPN, mo3BoJisronias CKpbITh
BHyTpeHHHH [P-ampec cepBepa, Ha KOTOPOM HAXOSATCS IMPUIIOKCHUS, HEOOXOUMBIE JIEJIOBOMY ITapTHEPY.

OnucaHue 3agayu

[TpeamosoxuM, 4TO BHI SBJISIETECh A AMUHICTPATOPOM CETH HEOOJIBIIION MPOM3BOACTBEHHON (hrUpMEI,
pacnoJioxxeHHON B MuHHeanosmce. OIMH U3 BAIIUX TOCTABIIMKOB, OGHC KOTOPOro HaxoauTcs B Yukaro,
MIPeIJIOKUIT OOMEHUBATHCS JeJIOBOI nHPopMalueit o cetu Internet. 1711 TOro 4ToObI BOBpEMsI 1OCTABIIATh
HEOO0XOAMMOE KOJIMUECTBO KOMIUJIEKTYIOIIUX, TOCTABLINKY HEOOXOAUMO 3HATh, CKOJIbKO KOMILJIEKTYIOIUX Y Bac
0CTaJIOCh, U CKOJIbKO KOMIUIEKTYIOIINX NOTpedyeTcs B Oymkaiiiiiee Bpems. B HacTosee BpeMs AJ1s1 HOJIyYeHUs!
Taxoi HHPpOPMAIINH ITOCTABIIUKY TPeOyeTCs CleNnaIbHO O0paIaThes B Bally (GUpMY, YTO 3aHUMAeT MHOTO
BpEMEHH U TPeOYeT TONOJHUTEIBHBIX 3aTpaT. MiHOrIa mosryueHHa st mHGopManus ObIBaeT HETOYHOM.

VunuTtsiBas TO, 4TO IepenaBaeMas HHPOPMAIH HOCUT KOH(GUACHIIMAIBHBIN XapakTep 1 TpeOyeT CPOUHOI TOCTABKH,
OBLJIO perieHo co3aaTh coeaquHerne VPN Mex 1y ceThio MOCTABIIMKA M CEThIO Balield GupMbl. [1J1s 3aITUTHI CeTH
cBOei (pMPMBI BBl IPUHSIJIN PELIeHNE CKPBITh BHYTpeHHU [P-aapec cepBepa, Ha KOTOPOM 3aIyIIEHbI IPHJIOKEHUS,
HEOOXOAMMBIE TOCTABIIUKY.

C ec MOMOIIIBEO MOXHO HE TOJILKO CO3/IaTh OINpe/ieiIecHUe coequHeHusI Ha nutro3e VPN B cetn pupmel, HO U
obecreunTh Tpeodpa3oBaHUE aIPECcOB, HEOOXOIUMOE IS COKPBITHUS JIOKAIbHBIX anpecoB. OObIvHAS (HYHKITUS
npeobpazoBanus ceTeBbIX aapecoB (NAT) uamensietr IP-apeca, ykazaHHbIE B KOHPUTYpausaX 3auThl (SA), 4TO
NpUBOUT K omubkam B pabote VPN. B otimmune ot Hee, pynkmms VPN NAT npeobpasyeT aapec nepest mpoBepKoi
SA myTeM Ha3HAYECHHUs aJpeca MPH 3aIyCKe COSTUHECHNUS.

Uenu

B atom ClICHApUM NpeCaCAYOTCA CIACAYIOIIUC LEIIN:

* NpPEeJOCTABUTh BCEM KJIMEHTAM CETH INOCTABIINKA JOCTYI K CUCTEME B CETU IPOU3BOJCTBEHHOH (hupMbI IO
coenuHeHuto VPN, ycTaHOBJICHHOMY MEXAy LIII03aMU.

* CKDBITh BHYTpeHHHH [P-apec cucTemMsl n3 ceTH MpOU3BOJICTBEHHON (GUPMBI IIyTeM €ro peoOpa3oBaHUs BO
BHemHMiA [P-anpec ¢ momompro Gynkmuun VPN NAT.
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Moapo6bHocTn

Ha npuBeneHHOM HUXe PUCYHKE ITOKa3aHa cxeMa ceTH (pupMBI-OCTaBIIMKA U (PUPMBI-TPOU3BOAUTEIIS:

MocTaewmk Mpou3zBooMTENL

Yukaro

MuHHEaNoONKUC

YPM A EEENEE
\IJ

[

Wnwoz VPN - A Wnwoz VPN - B —7— —._ iSeries C
. (TONBKO BXOAALME =
COBOMHEHMA)
OmnpasuTenes *. OmnpaevTens *.

MonyuaTens 21]4_145_15..252 Monywarens 10.5.1!]]_1

OrnpasuTens 204.146.18.252 < OrnpaswTens 10.6.100.1
Monywarens *.*** Monywyarens ****

o3 A BCETAa BBICTYIIACT UHUIUATOPOM COCAMHECHU A CO HIJIFO30M B.

B kauecTBe ygaieHHON KOHEUHON TOUKM COeTMHEHMS Ha 1Tro3e A 3a1aH aapec 204.146.18.252 (BHemHuit aapec
Cucremsr C).

B cetu mpouzBoauTtesst Cucteme C npucBoen BHyTpeHuumii [P-aapec 10.6.100.1.

B nysie agpecoB JlokaJbHBIX CITykO Ha 1utro3e B BHemHeMY aapecy 204.146.18.252 cooTBeTCTBYET BHYTPEHHUI
anpec Cuctemsr C, 10.6.100.1.

ITpu nosyyenuu aeiitarpamm uumo3 B npeoOpasyer Buewnuit agpec Cucremsl C B ee BHyTpEeHHUHR aJipec,
10.6.100.1. I'lpu otmpaBke nefitarpamm 1uto3 B npeodpasyet aapec 10.6.100.1 Bo BHemnuii agpec Cuctemsl C,
204.146.18.252. C Touku 3peHus KJIMEHTOB ceTu nocTasimka, [P-aapec Cucrtembr C pasen 204.146.18.252. im
HIYETO HE M3BECTHO O BBITIOJIHSFOIIEMCS IPpeoOpa30BaHUM aIPECOB.

3aaaum HaCTPONKKU

J1s HacTpoiiku coeAMHEHN S, OIMCAHHOI'O B 3TOM CII€HAPUU, BBIIIOJIHUTE CJIEAYIOIINE 3a1a4n:

1.
2.

44

Hacrpotite o6bsryHOe coemuuerre VPN Mexay miio3oM A u mJjiro3om B.

VxkaxuTte B 1yJjie aJIpecoB JOKaJIbHbIX CIyk0 mumo3a B, yto BuyTpennuit agpec Cucrembl C HEOOXOIUMO CKPBITh
3a BHeIHUM ajpecom 204.146.18.252.

HactpoiiTe Ha mmo3e B npeoOpa3oBanue JTIOKaJIbHBIX aApPECOB C MPUMEHEHUEM ITyJia aJIPECOB JIOKAJIbHBIX
CITy k0.

nOHﬂTl/ISI, CBSI3aHHbIC C JAHHBIM

|“Hpeo6pa3OBaHHe ceTeBbIX ajipecoB B VPN Ha cTp. 9|

B VPN npenycMmoTpena GpyHKIUs mpeoOpa3oBaHms CETEBBIX aJipecoB, KoTopas Ha3biBaeTcss VPN NAT. Orta
(ynxmus otymyaercst ot oobraHOro NAT Tem, uTo oHa mpeoOpa3yeT aapeca a0 npuMeHeHus mpoTokosoB IKE n
IPSec. 1715 mostyueHus JONMOJHUTEILHON HHYOPMAIINU 03HAKOMBTECH C ITUM PA3JIETIOM.
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MNMnaHuposaHue KoHpurypauum VPN

ITepen paboToii ¢ VPN Heo6Xx0auMo TIIATEIFHO CINIAHAPOBATh KOHGHUrypanuto. B 3ToMm pasznene cogepxurcs
uHpopMaIus 0 epexo/ie OT CTApOil BEPCUH, CIIUCOK TPpeOOBAHMII K HACTPOUKE U CChIJIKM Ha COBETHHK MO
IJIAHUPOBAHUIO, KOTOPBIN CO3/1a€T HEOOXOAUMYIO (POPMY MJIAHUPOBAHMUS.

[MnanupoBaHue KOHPUTYpAIUIH - 3TO 005132 TeIbHBIN 3Tanm HacTpoiiku coenuuerus VPN. [TpaBuibHOCTE pabOThHI
COeIMHEHUS OYJIET 3aBUCETh OT TOr'0, KAaKWe PEIICHHS BbI MPUMETe Ha 3TOM 3Tarne. I moIyYeHus Beei
HEO0OXO0UMON HH(POPMATIIMH 03HAKOMBTECH CO CIICAYIOIIMMU pa3/e/IaMu:

* TpebosaHnus x HacTpoiike VPN
* Bri6op tuma VPN
* [IpumeHeHHMe COBETHHKA IO IJIAHUPOBAaHMIO KOHpuUrypanuu VPN

ITpu paboTe C COBETHUKOM IO IJIAHMPOBAHUIO BAM NOTPeOYeTCsl OTBETUTD Ha Psi] BOIIPOCOB OTHOCUTEJILHO
JIoKaJIbHOII ceTn. Ha ocHOBaHMHM BalllMX OTBETOB COBETHUK MPEJIOKUT PEKOMEHAAIMHN IO CO3AaHUIO COSTUHEHUS
VPN.

ITpnmeuanne: DTOT COBETHHUK CIIEAYET MPUMEHSTH TOJIBKO B TE€X CIIydYasX, €CIIM BBl ILTAHUPYETe HACTPOUTH
coeMHEHMe ¢ moaaepxkkoit mporoxosa IKE. Ecii BB IUTaHUpYEeTE HACTPOUTH CTATHYECKOE
COEIMHEHMNE, 3aM0JIHATE (POPMBI TUTAHUPOBAHMUSL.

* 3amoJsiHeHHE (POpM IIIaHHPOBaHUS KoHpurypamun VPN

[Tocne Toro kax xoupurypamus VPN OyaeT critaHupoBaHa, MOKHO NMEPEHTH K HACTPOKe.

3amaun, cBAI3aHHLIE C JAHHOM

[[Tpumenenne coeThnka mo mrannposannio koudurypammn VPN|

[‘Hacrtpoiika VPN” Ha cTp. 50|
B unTepdeiice VPN npeaycMoTpeHO HECKOJIBKO ClTocOO0B HacTpoiikn coeuHeHnit VPN. M0oXHO HACTPOUTH
CTATHIECKOE VI JUHAMHIYECKOE COCTMHEHIIE.

TpeboBaHua K HacTpolike VPN

,ZLJ'IFI TOTO YTOOBI coenuHenre VPN paBUJIbHBIM o6pa30M pa60Tano B CUCTEMAX U C CETCBBIMU KJIMCHTaAMU,
H€O6XOL[I/IMO YAOBJICTBOPATH MUHUMAJIbHBIM Tp€6OBaHI/I$IM.

Hmxe MNpUBECACHBI MUHUMAJIbHBIC Tp€6OBaHI/I${ JJIs1 YCTAHOBKH COCAMHCHU S VPN:

Cucremnble TpebOBaHus
* 15/0S Bepcuu 5 Boimyck 3 wim 6oJiee mO3/1HEl Bepcun
* Digital Certificate Manager
* System i Access for Windows
* System i Navigator
— Kowmmnonrent Cetb nporpammsl System i Navigator
* CucteMHoe 3Hauyenne CoxpansTh uaeHTHUKannonubie nanubie Ha cepsepe (QRETSVRSEC *SEC) nomkHO 6bITh paBHO |

* B cucreme nospken 6bITh HacTpoeH npoTokos1 TCP/IP, Bkitouas uatepdeiics [P, MapuipyThl, UMs JIOKQJILHOT'O XOCTA U UMSI
JIOKAJILHOTO JOMEHa

TpeGoBanus K KJIHEHTY
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* PabGouas craHius ¢ 32-pa3psaaHoit onepaoHHol cucteMoit Windows, MOIKITIOYEHHAS K CHCTEME U HACTPOCHHAS [IJIs1 pabOThI
B cetu TCP/IP

* Ilpoueccop ¢ TakToBOI yactoroit 233 MI'ny

* OmnepatuBHas namstb oo6beMom 32 M6 (mutst kimentos for Windows 95)

* OmnepatuBHas naMsaTh 00beMoM 64 M6 (it kmentoB Windows NT 4.0 u Windows 2000)
* System i Access for Windows u System i Navigator ycraHOBJIeHBI Ha KjmeHTCKuX PC

* Heo0xomaumo nporpamMmHoe obecreueHus 11t paboThl ¢ mpoTokosiom 3ammra [P (IPSec)

* Eciu ynajieHHbIe 10J1b30BaTeN U Oy1yT HOJKIIFOYATHCS K CUCTEME C HOMOLbIo npoTokosa L2TP, To Heodxoaumo
IporpaMMHoOe obecreuenue It paboThI C ITUM IIPOTOKOJIOM

3amaun, cBsI3aHHbIE C JAHHOM

|“Haqano paboTHI ¢ ycTpaneHneM Henosagok VPN.” Ha cTp. 64|
BrimosHKTE TaHHYIO 3a/1a4y, YTOOBI O3HAKOMUTHCS C PA3JIMYHBIMI METOJAMHU OlpeesieHns Hermolaaok VPN, ¢
KOTOPBIMH BBl MOXETE CTOJIKHYThCS B CHCTEME.

Bbi6op Tuna VPN

Ha ogHOM 13 MepBbIX IIaroB IUIAHUPOBAHKS HEOOXOIMMO ONpeIeSITh Ha3HaueHue coenquuennss VPN. st aToro
HEOOXOMMO 3HATD, KAKYIO POJIb 10 OTHOIICHHUIO K COSIMHEHUIO OYTyT UTPATh JIOKAJIBHBINA U YAaJICHHBINA CepBep
KJIFOUEH.

Hamnpumep, OyayT Ju KOHEUHBIE TOUYKHU cOeqUHEHUSA COBIAAATD C KOHEUHBIMU TOYKAMU JaHubiXx? KOHEeUHbIe TOUKI
COEIMHEHUS U TAaHHBIX MOTYT OTJIMYAThbCs. KOHEUHbIEe TOUYKU COCTMHEHMSI OTBEUAIOT 3a UJCHTU(PUKAIINIO U

(g poBaHue TAHHBIX, & TAKXKE 3a YIPABJICHUE KJIFOYaMU B COOTBETCTBHU ¢ poTokoJioM Internet Key Exchange
(IKE). KoHeuHble TOUKM AAHHBIX - 9TO CUCTEMBI, MEX/y KOTOPBIME NepeaatoTcs nakeTsl IP no coenunenuto VPN.
Hanpumep, 1o TakoMy COeTMHEHUIO MOTYT IiepenaBaTbes Bee qaHuble TCP/IP, koTopbiMu 0OMEHUBAFOTCSI CHUCTEMBI
c aapecamu 123.4.5.6 u 123.7.8.9. OObI4HO, €CJIM KOHEYHbIC TOYKH JIAHHBIX U COCIMHEHUS HE COBNAIAIOT, TO CEPBEP
VPN wurpaer poJib numto3a. Ecomm onn coBnaniarot, To cepsep VPN urpaer posis xocra.

Hioxe nepevnciieHs! BO3MOXHBIE THIIBI coennHeHnit VPN, KoTopble MOTYT IPUMEHSATHCS B PA3HBIX CHTYAIIAX:

Coeannenne Mekay HLTIO3aMH
KoHeuHble TOYKU COeIMHEHUSI OTJIMYAIOTCS OT KOHEUHBIX TO4eK JaHHbIX. [IpoTtoxos 3amuts! [P (IPSec)
MPUMEHSIETCS JIJIS 3aLUThI JAaHHBIX BO BpeMs UX Nepelaudl Mex 1y nuto3aMu. OIHAKO OH HE IPUMEHSIETCS
TS 3aIIUTHI TAHHBIX BO BPeMs UX IIEpelavur 10 BHYTpeHHEl ceTr. OOBIMHO 3TOT BapHAHT KOHGUTYpALUN
TMPUMEHSIETCS ISl 3AIUTHI COCAMHESHUN MEXKTy PAa3IMIHBIMA (PITHAIAME OTHOU (DPMPMBI, ITOCKOJIBKY
BHYTPEHHIOIO CETh (PMPMBI MOKHO CUUTAThH 3AIUIICHHOM.

Coeannenne Me:KAy LLTIO30M H XOCTOM
[Tpotoxos IPSec mpuMeHsieTcs 715 3aIUThI JAHHBIX BO BpeMs UX Mepeaadn MeXay IITF030M H XOCTOM
yaaJsieHHoi cetu. VPN He 3a1uinaeT JaHHbIE BO BpeMsl X Iepe/1au Mo JIOKAJIbHOU CeTH, TaK KakK 3Ta CeTh
CUMTAETCS 3alUIIECHHOMN.

COCIIl/lHeHHe MEK/1Y XOCTOM H HIIO30M
VPN 3alIyiiIacT JaHHBIE BO BpEMS UX IIEpeIavil MEXIY XOCTOM JIOKAJIbHOM CeTU U YAQJICHHBIM HIJIFO30M.
VPN He 3amummaet JaHHBIC BO BpEM: UX II€peaavu 1o y):[aJ'ICHHOf/'I CCTH.

CoeuneHue MexIy X0CTaMHU
KoHeuyHble TOYKH COCIMHEHUS COBIAMAOT C KOHCYHBIMU TOYKaMU JaHHBIX. VPN 3amuiaer 1aHHbie BO
BpeMs UX Iepeau MEeX/Iy XOCTOM JIOKAJIbHOW CETH M XOCTOM YJaJieHHO# ceTu. [1pu aTom nakets! [P
6yl[yT 3alIUIICHBI HA BCEM HpOTH)KCHI/II/I nux Hepeﬂa‘m 10 CCTH.

3anonHeHue ¢opmbl nnaHuposaHua VPN

®dopwmbl wtanupoBanus koHburypamu VPN mo3BOJISIOT cOOpaTh BCIO HEOOXOANMYEO HH(GOPMAIIUIO 0 OyayIieM
coenuueHnn VPN. Dta undopmanms noTpedyercs npu miianupoBanuu crpaterud VPN. Kpome Toro, eit MoxHO
PYKOBOJICTBOBATHCS MPH HACTpoiike coeqmHeHnst VPN,
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ITpu HEOOXOAMMOCTH HaneyaTalTe 1 3amoIHUTE (POPMBI JIAHUPOBAHNUS, KOTOPbIE IIO3BOJISAT BAM COOPATH
HEOO0XOoAMMYI0 HH(OPMAIUIO O TPUMEHEHUH Oyyiero coequHeHuss VPN.

BriGepute popMy IIIAaHUPOBAHUS C YYETOM THIIA CO3/1aBAEMOI0 COETMHEHHUSI.
* ®opma IIIAHUPOBAHUS KOHPUIYPAINT TTHAMHUYECKUX COeIMHEHNI

* dopma IIIAHNPOBAHUS KOHPUTYPAINU CTATUYECKUX COCIMHEHUIH

* COBEeTHUK I10 INTAHUPOBaHMIO KoHurypauuu VPN

JLUtst MoJTy4eHusT peKOMEH AN 10 MJIAHUPOBAHUIO M HACTPOMKE MOKHO OOPATHTBLCS K COBETHUKY IO
IaHupoBanuio. [1pu paboTe ¢ COBETHUKOM I10 MJIAHUPOBAHUIO BaM MOTPEOyeTCsl OTBETUTDH HA PSIT BOIPOCOB
OTHOCHUTEJIbHO JIOKAJIbHOM ceTr. Ha oCHOBaHMM BallliX OTBETOB COBETHHUK IPEAJIOKUT PEKOMEHAAIIUU 11O
co3ganuro coeanHenns VPN.

HpnMeqalme: COBETHHUK 110 IJIAHUPOBAHUTIO VPN moxeTt MPUMCHATBHCS TOJIBKO IJII JUHAMUYCCKUX COCIUHECHU.
Ecu Bl IUIAaHUPYETE HACTPOUTDH CTATUYCCKOC COCAUHCHUC, 3aIlI0OJTHUTE (bOpMI:I IIaHUPOBAaHUA.

Ecomm BBl 1aHUpyeTEe CO34aTh HECKOJILKO COEAMHEHUI CO CXOKUMU CBOMCTBAMU, PEKOMEH/1yEeTCs 3a/1aTh 3HAYEHUSI
atpubyToB VPN mo ymMoyanuro. 3HaUeHHs IO YMOJTYAHIIO ABTOMATHIECKH YKa3BIBAFOTCS HA CTPAHUIIAX CBOWCTB
VPN. Bam He moTpeOyeTcst BBOJUTH OJHM U Te JK€ 3HAUYSHMS HECKOJIbKO pa3. [J1g TOro 4ToObI 3a1aTh 3HAYCHHUS 110
ymoiuanuro 115 napameTpoB VPN, Beioepute B riaaBHoM MeHo VPN mynkT IIpaBka, a 3aTeM BBIOEpHUTE OMIUIO
3HavyeHus N0 yMOTYAHHUIO.

Wudopmanusi, cBSI3aHHAS C TAHHOI

[CoseTHuK M0 MTanMpOBaHMIO KOHpUTrypammn VPN|

dopma nnaHMpoBaHuA KoHpuUrypaumm gMHaMM4YeCKUX coeanHeHun
3anonHATE 3Ty hopMy Iepes; HACTPONKON JMHAMUYECKOTO COCTIMTHEHMSI.

Ilepen co3nanneM quHaMMYeckux coenuHenuit VPN 3anosHuTe npuBenieHHyI0 HIDke hopMy. B aToit popme
MIPEIO0JIAaraeTCsl, YTO COeqUHEHNe OyAeT Co3AaHo ¢ moMoIbio MacTepa Co3aaTh CoeUHEHNE. DTOT MacTep
03B0JIseT HAacTpouTh VPN HCX0/As U3 OCHOBHBIX TPeOOBAHUI K 3alUTe CUCTEMBI. B 60JIbIIMHCTBE CilyyaeB ociie
3aBeplleHHs pabOThI ¢ MACTEPOM TPeOYETCs U3MEHUTh HEKOTOPbIE TAapaMeTPhl coeluHenus. Hampumep, Bbl MoxkeTe
BKJIFOUNTD (DYHKIIUFO BEACHUS KypHAJIA WM Pa3pelllnTh aBTOMaTHYecKuii 3amyck cepsepa VPN mpu 3amycke TCP/IP.
J71s m3MeHeHns napaMeTPOB IIEJIKHUTE IPaBoil KHOMKOW MBIIIH Ha 3HAYKE TPYNIBI COSAMHEHAN C JTHAMUYECKAM
KJIFOUOM WJIM COEMHEHNS, CO3JTAaHHOTO MACTepOM, 1 BeIOepuTe MyHKT CBOMCTBA.

Ilepen nactpoiikoit VPN oTBeTbTE Ha yKa3aHHBIE HUXKE BOIIPOCHI.

Tabnuua 9. CuctemHsle TpeboBaHnsa

CupaBoynasi TA0/1MIIA NPeIBAPATEILHBIX TPeOOBAHMI OTBeTBI

VcTaHoBIIeHA JIU B cuCTeMe onepanuonHas cuctema i5/0S Bepcuu VSR3 uiu 60stee mo3nueit Bepeuun? | [a

Vcranosiena mm onnus Digital Certificate Manager? Ha
YcranosiieH i B cucteMe System 1 Access for Windows? Ja
VcraHosieH 1 B cucteme System i Navigator? Ha
Vceranosien s koMmnoHeHT CeTb nporpaMmsl System i Navigator? Ha
Vcranosnen ym B cucteme IBM TCP/IP Connectivity Ultilities for i5/0S? Ha
VcranoBieHo s cucteMHoe 3HaueHne CoXpaHsaTh HACHTU(UKAIMOHHbIE TaHHbIE HA CepBepe Ha

(QRETSVRSEC *SEC) paBabM 1?

Hactpoen s B cucteme nmpotokos TCP/IP (Bkirouast uaTepdetice! [P, MmapiipyTel, uMs jokaiabHoro | a
XOCTa U UMl JIOKQJILHOTO JIOMeHa)?

VCTaHOBJICHO JIM MEXIY KOHSUHBIMU ToYkaMu oObryHOE coequaenue TCP/IP? Ha

[IpumeHeHs! 1 B cUCTEME NOCJIeIHIE BEPCUU BPEMEHHBIX ucnpanienuii nporpamm (PTF)? Ha
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Tabnnuya 9. CuctemHble Tpe6oBaHNA (MPOAOIKEHNE)

CnpaBoynasi Ta0/1MIa NpeIBAPUTEILHBIX TPeOOBAHMI OT1BeTbI

Ecom tynarens VPN Oyzaet npoxoauTh yepe3 OpaHaMayd3pbl MM MaplIpyTH3aTOPbI, BeIOHSoIMe | [da
¢unpTpanuro naketos IP, To moaepKUBAIOT JIK 3TH OPaHIMAY3Pbl U MaPIIPYTU3ATOPBI TPOTOKOJIBI
AH u ESP?

Paspenieno s Ha OpanaMay3pax u MapupyTusatopax npumenenue npotokosio IKE (mopt UDP Ha
500), AH u ESP?

Pasperiena ym Ha OpanaMayspax nepechbiika maketon [P? Ha

Tabnunua 10. Hactposika VPN

Js nactpoiikn quHammuyeckoro coequnenusi VPN Bam norpedyercs ciaeayromas uagopmanus OT1BeTbI

CoeMHEeHUE KaKOro THIa OyJIeT co3aaHo?
» CoenuHeHHE MEX/1Y HLTIO3aAMH

* CoeaMHEHHE MEKIY XOCTOM H IILJIFO30M
* CoenuHeHNE MEXIY UITFO30M H XOCTOM

e CoeluHeHNE MEXIY XOCTaMU

Kaxkoe nms 6yH6T IIPUCBOCHO I'PYIIIIC COCIMHEHUM C TUMHAMUYECKUM KJIFOUOM?

Kaxkoii cioco6 3ammuThl KJIto4eif, 10 OTHOIIEHHUIO K IPOU3BOAUTEILHOCTH CUCTEMBI, OyAeT
HIPUMEHATHCS?

* MaxkcumaJibHas 3aluTa, HU3Kast Iponu3BOAUTEIIbHOCTD
* CooOTHOIIIeHUE 3alIUAThI 1 MIPOU3BOAUTEIIBHOCTH

¢ MuHuMaIbHAS 3alurTa, BBICOKAs NPOU3BOAUTEIIBHOCTD

IIpumenstorcst s cepTuduKaThl 11 uaeHTHGuKanny coenuaenus? Ecim Het, kakoi
HOATOTOBJICHHBIH KJII0Y OYAET MPUMEHSITHCS ?

Kaxkoit naeHTu(gUuKaTOp CBSI3aH C JIOKAJIBHBIM CEPBEPOM KJIIOYEH?

Kaxkoif npentudukaTop cBs3aH ¢ JJOKaJILHBIM CEPBEPOM KITFOUEH?

Kaxkoit naeHTu(uKaTOp NPpUCBOCH yAaJIEHHOMY CepBepy KJIrOUen?

Kakoit uneHTHOUKATOD CBSA3aH C yIAJICHHOW KOHEYHOU TOYKOW JaHHBIX?

Kakoii crmoco0 3aiyTel JaHHBIX, 10 OTHOLICHUIO K POU3BOIUTEIILHOCTH CUCTEMBI, OYAeT
HIPUMEHSTHCS?

* MaxkcuMaJsbHas 3alinTa, HU3Kasl IpoOru3BOAUTEIIbHOCTD

e CoOTHOIIIeHNE 34lIUTBI U IPOU3BOJUTEIIBHOCTHU

¢ MuHuMaIbHAS 3aluTa, BBICOKAas NPOU3BOJUTECIILHOCTD

CDopma nnaHnpoBaHUA Kouqmrypauuu CTaTUYECKUX coeanHEeHUn
3anosHUTE 3TY GopMy Hepe HACTPOMKOM CTATHIECKOTO COSTMHEHHUSI.

3anoJyiHUTE 3Ty (hOopMy Tepes co3nanreM coequiennii VPN, He npuMeHsIoIMX GyHKIUU yrnpayeHus kinodamu IKE.
Ilepen nactpoiikoit VPN oTBeThTe Ha yKa3aHHBIE HIXE BOIPOCHI:

Tabmmua 11. CuctemHbie Tpe6oBaHus

CrupaBoynasi Ta0/ 1A NpeIBAPUTEILHBIX TPeOOBAHMI OT1BeTbI

Vcranosiena s B cucteme 15/0S V5SR3 uim 6osiee no3aHeit Bepcun?

Vcranosien ym B cucteme Digital Certificate Manager?

VYcraHosieH s B cucteme System i Access for Windows?

VcranosieH ym B cucteMe System i Navigator?

VcranosieH i koMnoHeHT CeTh nporpamMMel System i Navigator?
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Tabnnua 11. CuctemHbie TpeboBaHua (NPoAOHKEHNE)

Vcranosien i B cucteme IBM TCP/IP Connectivity Utilities for 15/0S?

VYcranosneHo s cucteMHoe 3HaueHne CoXpaHsATh UACHTU(HUKANNOHHbIE TaHHbBIE HA CEpBEPE
(QRETSVRSEC *SEC) paBubIM 1?

Hactpoen su B cucteme nmpotokos TCP/IP (Bkirouast uatepdeiice! 1P, MapIipyThl, UMs JOKaJIbHOTO
XOCTa U UMl JIOKQJIbHOTO JTIOMeHa)?

VCTaHOBJICHO JIM MEXY KOHEUHBIMU ToukaMu oObryHOE coequnenue TCP/IP?

ITpuMeHeHbI JIu B cUCTEME TTOCTIeTHUE BEPCUU BPEMEHHbBIX UcnpaieHuit mporpamm (PTF)?

Ecymt tynnesns VPN OyzeTt npoxoauTs yepe3 OpaHaMayIphbl NIM MapIIpyTU3aTOPLI, BHITOIHSIONIIE
¢unpTpanuto naketos [P, To moanepKUBAIOT JI 3TH OPaHIMAYIPBI M MapIIPYTU3ATOPBI IPOTOKOJIB
AH u ESP?

Paspermeno ym Ha 6paHIMay3Ipax U MaplIpyTH3aTOpax nepeaaBaTh naketsl mpotokosioB AH u ESP?

Paspeniena m Ha OpaHaIMayspax nepechblika naketon [P?

Tabnuua 12. Hactposika VPN

Jloist HacTpoiiku craTudeckoro coeaunennsi VPN BaM norpedyercst cieayromas uadpopmanus

OTtBeTbI

CoelMHEeHUE KaKOro Tuia OyJeT co3aaHo?
e CoenuHeHNE MEXAY XOCTaMU

» CoenuHEHNE MEK/IY XOCTOM U IIIJIFO30M
» CoenuHEHHE MEK/IY [LTFO30M U XOCTOM

e CoenuHeHMe MEXAYy HJIF03aMHU

Kaxoe nms Oyiet nprcBOEHO COCTMHEHUIO?

Kaxkoii nnenTudukaTop cBs3aH ¢ JIOKaJIbHONW KOHEYHOU TOUKOI coeTuHEeHNS?

Kaxoit uneHTH(GUKATOP CBSI3aH C YAAJCHHON KOHEYHON TOYKOM COeMHEHUSI?

Kaxkoii unenTiduKaTOp CBs3aH € JIOKAJIbHOW KOHEYHON TOYKOM JaHHBIX?

Kaxoit unenTudgukaTop CBSI3aH ¢ YAAJCHHON KOHEYHON TOYKOMN TaHHBIX?

Kaxkue nannble OyeT pa3peleHo nepeaaBaTh N0 COSUHEHHIO (CIUCOK JIOKAIbHBIX IIOPTOB,
yIaJICHHBIX TOPTOB ¥ IPOTOKOJIOB)?

Tpebyercst i TPUMEHSTH QYHKIUIO TPeoOpa3oBaHuUs aIpecoB PpU paboTe C ITUM CoeTuHeHuEeM?
Boutee noapo6Has napopManus HaxoauTes B pasnaeie [Ipeodpasosanue aapeca cetu miss VPN,

Kakoit pexxuM nepenaun OyaeT IPUMEHSATHCS: PeKUM OTKPBITOH Mepeiadun MM PEXXUM TyHHeEIIs1?

Kaxkwne nporoxosl IPSec OynyT npumensteest 1u1s 3anuthl coenunenust (AH, ESP wimm AH u ESP)?
Boutee mogpo6Has nHpopManus Haxonutes B pasnede 3ammura [P (IPSec).

Kakoit asiroput™m nnentudukanyu 6yaeT NpuMeHsIThes npu padote ¢ coequnenuem (HMAC-MDS
nm HMAC-SHA)?

Kaxoit anroput™m mmudpoBanus Oyaet npuMeHsIThes npu padote ¢ coeaunenreM (DES-CBC niun
3DES-CBC)?

IMpnmeuanne: Asroput™ mudpoBaHUs HY)KHO BHIOMPATH JIUIIb B TOM CJIy4ae, €CJIH B KAYeCTBE
MPOTOKOJIA 3aIIUTHI BeIOpaH mpoTokos ESP.

Kaxkoit xirou AH Oynet npumeHsaTbes A1 00pabOTKH BXOAAIIMX JaHHbIX? Ecim npumensercs
asroputM MDS, To KiIrou mpecTaBisieT co0oif IeCTHAATEPUIHYEO CTPOKY JUTHHOM 16 6aiT. Ecom
npuMeHsieTcst alropuT™M SHA, To KITFOY IpeACTaBIIIeT COOOH MeCTHAAIATEPHYHYIO CTPOKY JJIMHON
20 baiit.

Kimrou ay1st 00paboTKK BXOASIIMX JAHHBIX TOJDKEH COBINAIATH C KJIFOUOM JIJI1 00pabOTKU UCXOISAIINX
JAHHBIX, 3aJaHHbIM Ha YIaJICHHOM CEPBEPE.

Buptyaspnas yactaas cets (VPN)
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Tabnuua 12. Hactpoiika VPN (npozomxerue)

Kaxkoif x1rou AH OyneT npuMeHsIThCs 111 00pabOTKH UCXOAMIINX JaHHBIX? Ecim npumensercs
anropuTM MDS5, To KJIFOY ITpeICTaBIISeT COOO0I IIeCTHAIIATEPUIHYIO CTPOKY JUIMHOM 16 OaiiT. Ecin
npuMeHseTcs aaroput™ SHA, To xi1rod npenctaBiiseT coOoil HIeCTHAANATEPUIHYIO CTPOKY JIMHOM
20 Gaiit.

Kutrou a1st 00paboTKu UCXOASIIMX JaHHBIX JOJDKEH COBNAIATh C KJIFOUOM IS 00pabOTKU BXOISIINX
JTaHHBIX, 33JAHHBIM Ha yIaJICHHOM CepBepe.

Kaxoit kirou ESP 6yaet npuMeHsTbCs /1711 00padOTKH BXOAAIIMX TaHHbIX? Eciin npuMeHnseTcs
asroput™m DES, xitrou npeacrasiisieT co0oi IecTHaAATepUUHOE 3HAYeHUe JJIMHOM 8 GaiiT. Ecin
npuMeHsiercs aaroput™ 3DES, To kirod npecTaBisieT coO60i mecTHAIaTepUYHOE 3HAUCHUE
UIHOU 24 Oaiita.

Kumrou 7151 06paboTKH BXOASIINX TaHHBIX JOJDKEH COBIAIATH C KJIIFOUOM I 00pabOTKH UCXOSIINX
JIAHHBIX, 33/IAHHBIM Ha yJIaJICHHOM CepBepe.

Kaxoit ximrou ESP 6ynet npumensitbes i1t 00padbotku ucxoasumx gauubix? Ecim npumensiercs
anroputM DES, kirou npeactaBiisieT coO0i IIecTHAAATEPUUHOE 3HAUCHHE JUTMHO# 8 OaiiT. Eciu
npumensieTcst anroput™M 3DES, To kJTtou npecTaBisieT co0oit eCTHAINATePUIHOE 3HAUCHUE
IJIMHOM 24 OaiiTa.

Kutrou 115t 06paboTKM UCXOSIIIINX JJAHHBIX JIOJDKEH COBNAJIATh C KJIFOUOM 111 00pabOTKU BXOISIINX
JTaHHBIX, 33/JAHHBIM Ha yIaJICHHOM CepBepe.

Yemy paBen unaekc crpaterun 3ammthl (SPI) amst Bxoasmmx nanubix? SPI 11 BXOASIINX JaHHBIX
IpeACTaBIIsIeT cOOOH IIeCTHAAIIATepUYHOE 3HaUeHue pa3mepoM 4 6aiita, B KOTOPOM HEPBbIi OANT
pasen 00.

SPI ny1s BXOASIIKX JAHHBIX JOJDKEH coBHAIaTh ¢ SPI st mCcXoAsIMX JaHHBIX, 3aJaHHBIM Ha
yIIAJICHHOM CepBepe.

Uemy pasen SPI st ucxoasiimx nanubix? SPI 1 ucXoasmux JaHHBIX MPEICTABIISET COO0M
LIECTHAANATEPUYHOE 3HAUCHHE pa3MepoM 4 Oaiita.

SPI 1715 uCXoasIuX JaHHBIX JOJKEH coBnagaTh ¢ SPI 11 BXOASIINX JAHHBIX, 3aJaHHBIM Ha
yIaJIeHHOM CepBepe.

HOHﬂTl/lH, CBAI3AHHBIC C JAHHBIM

[“TIpeo6pasosanne ceTeBbix agpecos B VPN Ha cp. 9|

B VPN npenycmoTpera ¢yHKINS MIpeoOpa3oBaHms CETEBBIX aIpecoB, koTopas Ha3eiBaeTcst VPN NAT. Ota
(ysknus oriamyaercs oT oobr9HOoro NAT Tem, uTo oHa nmpeodOpasyeT aapeca 10 npuMeHeHus npotokosos IKE u
IPSec. 17151 nostyueHus: JOMOJHUTEILHON HH(POPMALIUU 0O3HAKOMBTECH C ITUM PA3JIECTIOM.

HacTtponka VPN

B unTepdeiice VPN npeaycMoTpeHO HECKOJIBKO ctocoboB HacTpoiiku coeuaennit VPN. MoxHO HACTpOUTD
CTATUYECKOE YT TMHAMMYECKOE COEMHEHUE.

JnHAMHUYIECKIM HAa3BIBACTCS COSTMHEHNE, KJTFOUYH KOTOPOTO CO3AFOTCS M COTJIACYFOTCS BO BpeMs paboTHI
coeMHEHUs ¢ moMoInbio mpoTokosia IKE. JlnraMuveckoe coeqHeHne 00eceunBaeT BLICOKMI YPOBEHb 3aIUATHI
JTAHHBIX, TaK KaK KJIFOYN aBTOMATHYECKH PETYJISIPHO OOHOBJIISIOTCS. DTO COKPAIAET CPOK AEHCTBUS KITFOUCH 1,
CJIEIOBATEJIbHO, CHIXKAET BEPOSTHOCTH B3JIOMA 3AIIUTHL.

CTaTUYeCKUM Ha3bIBACTCS COCIUHCHUE, KOTOPOC HE NOAACPKUBACT MPOUCAYPY COTJIACOBAHUA IKE u
ABTOMATHUYCCKOC YIIPABJICHUC KJIFOUYAMMU. 3HaveHns HCKOTOPLIX NAPpaMETPOB HaA obounx KOHIIAX 3TOI'0 COCAUHCHUA
JOJDKHBI COBIIAdaTh. Kimroun cratudeckoro COCIUHCHUSA HE OOHOBJISIFOTCS aBTOMAaTH4eCKHu. VX HeJIb3sl ©3MEHUTHL BO
BpeMs pa6OTLI COCOUHCHMUA. L[J'IH 3aMCHBI KJIFOUa H€O6XO,HI/IMO npepBaTh COCIUHCHUC. 10 ociabiseT 3aluTy
COCAMHCHUS, TO3TOMY B TE€X CJIy4asiXx, Koraa Tp€6yeTCH MakKCUMaJIbHO HAACKHAA 3allliuTd, pPCKOMCHAYETCA CO31aTh
JUHAMHYICCKOEC COCIUHECHUE.
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HOHﬂTﬂﬂ, CBfI3aHHbIC C JJTAHHBIM

[‘TInanuposanue xondpuryparmu VPN Ha ctp. 45|

ITepen paboToit ¢ VPN HeoOX0oauMO TIIATEILHO CIUTAHAPOBATH KOH(GUTYypannto. B aTom paszese conepKuTcs
rHGOPMAIHS O TIEPEX0/ie OT CTAPOI BEPCHH, CIIUCOK TPeOOBAHMIA K HACTPOWKE M CCHIJIKM HA COBETHHUK 10
IJIAHAPOBAHUIO, KOTOPBIH CO3/1aeT HEOOXOANMMYIO (hOopMy IIIAHMPOBAHUS.

Hactponka coeauHeHunn VPN ¢ nomowubro mactepa Cosnatb
coeauHeHue

Macrep Co3ath coenHEHNE MO3BOJIIET HACTPOUTH BUPTYAJIbHYIO YacTHYO ceTh (VPN) Mexay xocTamMu 1
[IUTFO3aMH.

HaHpHMCp, COCIUHCHUE MOXKHO YCTAHOBUTDb MEXIY JABYMS XOCTaMU, MCXKIAY HIJIFO30M U XOCTOM, MEXY XOCTOM U
MJTFO30M UJIK MEXY ABYMS IIJIFO3aMU.

DTOT MacTep aBTOMATHYECKHU CO3/IaeT BCe HEOOXOAMMBIEC OOBEKTHI KOHGUTrypanuu VPN, BkITroyas mpapuiia
00paboTKu makeToB. Ecim BB XOTUTE HACTPOUTH TOMOJHUTENIbHBIC GyHKIME VPN, HanpuMep, QyHKIMIO BeICHIS
JKypHaJIa Wim npeodpa3oBanue ceteBbIX aapecoB 111 VPN (VPN NAT), n3aMeHnuTe HEKOTOPBIE CBOCTBA
COOTBETCTBYIOIIEH IPYIITHI COSTMHEHIH C TMHAMUYIECKIM KJTFOUOM HJIM OTAEJIFHOTO COeNnHEeHUs. [1JIs1 93TOTO
3aBEPIINTE COSTNHEHNUE, €CII OHO aKTUBHO. 3aTEM IIEJIKHUTE MPABON KHOMKON MBIIIN HA 3HAYKE TPYIIIHI
COEIMHEHU ¢ IMHAMWYECKIM KJIFOUOM WJIM 3HAYKE COeTMHEHMS U BhIOepuTe MyHKT CBOMCTBA.

[Tepen Tem, kak HaYaTh, 3a0JIHUTE (HOPMBI IIaHUpoBaHus KoHpurypauuu VPN. CoBeTHUK TOMOXET BaM coOpaTh
BCIO He0OXoaMMyto nHpopManuto 1ist HacTpoiiku VPN.

Host cozpanust VPN ¢ momoribio mactepa Co3aTh COeIMHEHUE BBIMOJHUTE CJIETYIOIIUE JICHCTBUS:
1. B System i Navigator pa3zsepuute cnucok Cucrema — Cetb — Ctpaterun IP.

2. IlenxHnTe MpaBOf KHONMKOM MBIIIK HA MyHKTE BUpTyanabHas yacTHas ceTh 1 BeiOepuTe ommuro Co3aath
coeHenne. byeT 3amymieH macrtep.

3. 3apaiiTe ocHOBHBIE MapamMeTpbl coequHenns VPN, ciienys mHCTpykiusam mactepa. i1t mpocMoTpa
JTOTIOJTHUTENIbHOM HH(OPMAIUN HAXXMHATE KHONKY CripaBKa.

3amaun, cBsi3aHHLIE C JAHHOI

[CoBetnuk no mnanmposanmo kondurypamuu VPN|

HacTpounka ctpaterni sawmtbl VPN

[Tocie npuHsITUS pellieHns OTHOCUTEIbHO HazHayeHus: VPN HeoOXxoauMo onpeeuTh cTpateruu 3amutsl VPN,

IMpmmeuanue: ITocie HacTpoitku cTpaternit 3amuThl VPN mepeiinTe kK HACTPOIKe 3aIIUIIICHHBIX COCIITHCHIIA.

3amaun, cBsi3aHHbIE C JAHHOI

[‘Hacrpoiika 3ammiennoro coenunenuss VPN na crp. 53|
TTocie HACTPOIKY CTPATEr il 3alIUTH MOKHO ONPEIENUT 3alIUIIEHHOE COe/IHHEHHUE.

HacTpoiika ctpaterun O6meH Knrouamu no MHTepHeT
Crpaterus O6men kirouamu mo Muatepret (IKE) onmpenessiet ciocoObl uaeHTH(GUKANNT U IH(QPOBAHUS, KOTOPHIC
npuMeHsroTes mpoTokoiioMm IKE Ha mepBoMm sTame corjracoBaHus.

Ha sToM sTamne BEIOMpArOTCs KITFOYH JJIs 3aIIUTHI BTOporo dtamna corsacoBanns. Ctpaterus IKE ve HyxHa s
CO3JIaHUS CTATHYECKOTO coeanaeHus. Ecim a1 HacTpoiiku coequHeHms npuMensiercs Mactep Co3naTh cCoeTMHEeHNE,
crpaterus IKE co3paercss aBToMaTH4ECKH.

Jos npenTudukamym Ha nepom arane corsiacopanus yukuust VPN npumensier noanucu RSA nim
[IOJArOTOBJICHHBIE KJItoun. Ecym 111 naeHTuduKanuyu cepBepoB KJItoUeH IIaHUPYeTCs! IPUMEHSITh U POBbIE
ceprudukaTsl, HacTpoiiTe ux ¢ momoinbro Digital Certificate Manager. B crpaterun IKE yka3an uneHTUDHKATOD
yIaJICHHOTO cepBepa KJIFOUeH, 1711 KOTOPOro MpeIHa3HaYeHA 3Ta CTPAaTETusl.
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Jl1st co3nanust HOBOM MJIM M3MEHeHus cyiiecTByroieid crpateruu [IKE BeinosHUTE ciienyromue 1eicTBus:

1. B System i Navigator pa3sepraute crcok Cucrema — Cerb — Crtparternn IP — Bupryaabnsie uacTHble ceTn —
Crparterun 3aumrsi [P,

2. Jlns co3aHus HOBOM CTpAaTeruu LIeJIKHUTE NpaBoit kHonkol mely Ha 3Hauke Ctpaternn IKE u BeiGepute
Coznatp crpareruto IKE. /1151 usmenenus cymectsytoieii crpateruu Beibepurte Crparernu IKE na seBoii
HaHEeJIH, 3aTeM IIEeJIKHUTE IIPAaBOil KHOMKOM MBIIIN HA 3HAYKE HYXXHOI CTpAaTEerny Ha MPaBOil MaHEJIM U BEIOEpHUTE
CoiicTBa.

3. 3amnoJiHHTE MOJIS HAa BCEX CTpaHMIAaxX cBOMCTB. JlUIs mpocMoTpa JI0NOJIHUTENIbHOM HH(OPMAINH O JTF000#
CTPaHUIIE U €e MOJISIX HAXKMHTE Ha 9TOHN cTpaHuie kKHonky CrnpaBka.

4. Haxwmurte OK 11 coxpaneHust U3MEHEHUIA.

Ecmu nns I/I,Z[eHTI/I(l)I/IKaHI/II/I MIPUMCHSCTCA MOArOTOBJICHHBIN KJIFOY, TO PCKOMEHAYCTCA UCIIOJIb30BATH OCHOBHOM
PEXKUM COrJIaCOBaHUS IKE. Tem cambIM oOecrieuuBaeTcsi 00Jiee BLICOKHIA YPOBCHbD 3allIUThI NIEPEAaBACMbIX NaHHBIX.
Ecmm Bam IMPUXOOUTCS UCIIOJIb30BATh IOATOTOBJICHHBIC KJIFOYXU C YCKOPEHHBIM PEXXHUMOM COTI'JIaCOBaHUS, TO
HCHOHLSyﬁTe HETPUBUAJIBHBIC TIAPOJIM, B3JIOM KOTOPBIX IYTEM CKaAHUPOBAHUA CJIOBAPS MAJIOBCPOATCH. KpOMe TOro,
PEKOMCHAYCTCA NEPUOANICCKU MCHATH ITAPOJIA. Z[.HH TOTO YTOOBI HAaCTPOUTDH UCIIOJIB30BAHHUE OCHOBHOT' O PEXUMa
CorJjiaCoBaHuA IKE, BBIIIOJIHUTEC CJICAYIOIIUC JNEUCTBUS:

1. B System i Navigator pa3sepuute cmcok Cucrema — Cerb — Crtparterun IP.

2. Bribepute Bupryanbnsie yactuble cetd — CtpaTterun 3amuthl IP — Crparternu IKE. B npasoit manesnu 6yaet
[IOKa3aH cnucok Tekymux crparerui IKE.

3. IleskHUTE MpaBOil KHOMKOHW MBIIITM HA BRIOpAHHOW CTpaTeruu oOMeHa KJIFouaMu U BeIOepuTe myHKT CBoMCTBA.

Ha crpanune [1peo6pazoBanus nHaxkxmute OTBeTcTBeHHast cTpaTerus.llossBUTCS AraioroBoe OKHO
OtBercTBenHas crparterus IKE.

5. B moJie 3amuta uaeHTU(UKATOPA OTKIIFOUUTE OMIUIO Y CKOpeHHblii pexkum coryiacoBanust IKE (6e3 3ammror
naeHTH(pUKATOPA).

Haxxwmure OK 1t Bo3Bparienus B okHo CBOWCTBA.

7. Haxwmute OK 115 coxpaHeHUs U3MEHEHUIA.

ITpumeuanue: VI3MeHeHNS, BHOCHIMBIE B TOJIe 3aIUTa UACHTA(DUKATOPOB, IEHCTBYIOT [JIs1 BCEX yIaJICHHBIX
CepBEPOB KJIFOUEH, TOCKOJIbKY JIJIS BCeit cucTeMbl onpeneseHa equaas crparerus IKE. OcHoBHO#
PEXKUM COIIACOBAHUA TAPAHTUPYET, YTO HHULMUUPYIOIAA CUCTEMA 6yZ[GT 3anpamunBaThb obMeH
KJIFOYaMU TOJIbKO Ha yCJIOBUAX OCHOBHOI CTpaTeruu.

HOHﬂTl/lﬂ, CBsI3aHHbIC C JITAHHBIM

[*Vupasienne kmouamu” Ha cTp. 6]

Juaammdeckoe coequaeHne VPN obecrieunBaeT 60Jiee BEICOKUI YPOBEHB 3aIIUTHI, TAK KaK IS YIIPABIICHAS
KJIFOUaMHM B 3TOM coeinHeHnu npumMensietcs npotokost IKE. DTot nporokos no3BosisieT cepsepam VPN, mexay
KOTOPBIMH YCTAHOBJICHO COEIMHEHNE, COTJIACOBBIBATH HOBBIE KJIFOUM Yepe3 3aJaHHbIC HHTEPBAJIbI BPEMEHH.

3amaun, cBsI3aHHLIE C JAHHOM

[Tncnetuep muppossix ceprudukaTon

HacTpoiKka cTpaTerum 3awiuTbl AaHHbIX
CTpaTel‘I/Iﬂ 3allUThI JaHHBIX YIIPABJIACT I/II[GHTI/I(bI/IKaIII/Ieﬁ n HII/I(prBaHI/IeM JAaHHBIX, IIEPEaaBac€MBbIX 110 COCAUHCHUTO
VPN.

CooTBeTcTBYIOMNE ATPHOYTHI MPUHIMAIOTCS KOHEUHBIMU TOYKAME COSANHEHNS HA BTOPOM 3Tale COTJIaCOBAHUS
npotokoJia IKE. ITpu co3ganum cTaTu4eckoro COeAMHEHUsI HE HY>KHO ONPEAEISATh CTPATETUIO 3AILUThI JAHHBIX.
Ecmm 151 HacTpoiiku coequaenust VPN npumensercs mactep Co3aaTh COeMHEHNE, TO CTPATET U 3aIlIUTHl JAHHBIX
OyJzieT co3/iana aBTOMATHYECKH.

JInst co3manust HOBOM MJTM M3MEHEHUSI CYIIECTBYIOIICH CTPATET U 3AIIUTHI JIAHHBIX BBIMOJHUTE CJICTYFOIIIHE
OeNCTBUS:
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1. B System i Navigator pa3sepuute cinrcok Cucrema — Cerb — Ctparterun [P — BupTyajbHble YacTHbIE CeTH —
Crpaterun 3amutsi IP.

2. J17d co3aHUs HOBOW CTPATETUH MISJKHATE MPABOi KHOIKOM MBIIIHN Ha 3HaUYKe CTpaTernu 3amuThl JAHHBIX 1
BeIOepuTe C03/1aTh CTPATEruIo 3aIUTHI JAHHBIX. [[JTs N3MEHEHMS CYIIeCTBYIOIICH CTPaTeTUH BEIOEpUTE
CrtpaTeruu 3amuThl JJAHHBIX (HA JIEBOH IMAHEJN ), 3aTeM IIEJIKHUTE TPaBOil KHOMKON MBIIITN HAa 3HAYKE HYKHOU
cTpaTeruu (Ha MpaBoii maHesn) u BeIOepuTe CBolicTBA.

3. 3amoJyHWTE MOJI Ha BCEX CTPAHMIAX CBOICTB. [[J1 mpocMOoTpa JOMOJIHUTEIPHON HHDOPMALIUH O JIFO00it
CTpaHWIIE U €€ TOJIIX HAXMHUTE Ha 3TOi cTpaHuIe KHONMKY CrpaBka.

4. Haxwmute OK 11 coxpaHeHus: U3BMEHEHUH.

HOHﬂTl/lfl, CBSI3aHHbIC C JTAHHBIM

I“YHpaBJIeHI/Ie KJIFO9aM#u™~ Ha CTP. 6|

Hnaammdeckoe coequaerrne VPN obecrieunBaeT 60Jiee BEICOKUI YPOBEHB 3aIIUTHI, TAK KaK JJIs YIIPABIICHAS
KJIFOYaMH B 9TOM COeMHEeHNU TpumMensieTcst mpotoko IKE. DTot npoTokos mo3BosisieT cepepaM VPN, mex ity
KOTOPBIMH YCTAHOBJICHO COCTUHCHUE, COTJIACOBBIBATH HOBBIC KJIFOYU Y€PE3 3aJAHHBIC HHTCPBAJIbl BPEMEHU.

HacTpouka 3awmwieHHoro coeanHeHua VPN

TTocne HaCTpOfIKI/I CTpaTerI/Iﬁ 3alIUTbI MOXHO ONPCACIINTDH 3aIUIIIEHHOC COCJUHCHUEC.

HpI/I HaCTpOfIKC AUHAMHUYCCKOI'O COCIMHCHUSA 3aJar0OTCs IapaMETPhbI I'PYIIIbI COCMHEHUN C JUHAMMYECKUM KJIFOUOM
1 COCAUHCHUA C JTMHAMUWYCCKUM KJIFOUYOM.

I'pynna coeunenuii ¢ JUHAMHYECKHM KJIIOUOM 321a€T O0IIIHMe mMapaMeTphbl OHOTO UJIM HECKOJIbKUX COeANHEHUI
VPN.Taxas rpynna o0beIUHSIET COeTUHEHNS, YCTAHOBJIEHHBIE MEXIY PA3HBIMU KOHEYHBIMU TOUYKAMU TAHHBIX, HO
UCIIOJIb3YIOIIUE OJIMHAKOBBIE CTpATEeruu. [ pynna coeTMHeHn ¢ JUHAMUYECKUM KJIFOUOM MO3BOJISET COTJIACOBATD
napaMeTphl C yIaJEHHBIM HHUIIUATOPOM COEMHEHUS B Te€X CIIydyasx, KOrJa 3apaHee HEU3BECTHbI KOHEUHbIE TOYKU
JTAHHBIX, KOTOPBIC OYyIyT MPEIJIOKEHBI YIAJICHHOM crcTeMoi. Jst 3Toro mHpopManus o cTpaterusx, 3aJaHHas B
rpyIIe COeTUHEHHI ¢ TMHAMUYECKAM KJTFOUOM, CBSI3bIBACTCS C MPABUIIOM (DUIIbTpAIUU CTPATET MK, T JIeHCTBHS
koToporo paseH [IPSEC. Eciin koHeUHBbIE TOUKM JaHHBIX, IPEAJIOKEHHbBIC yIaJIECHHON CHCTEMOM, MONaJIatoT B
JINANa30oH 3HAYCHMA, 3aJaHHbIX B paBuiie puibTpanuu IPSEC, To cuntaeTcs, 4TO K HUM MPUMEHUMa CTpaTerus,
omnpe/ieIeHHAs B TPYIIIE COSAMHEHUH ¢ TMHAMUYECKUM KJTFOUOM.

CoeuHeHne ¢ JMHAMHYECKHM KJII0YOM OIpE/IeJIsieT CBOWCTBA OTACIBHOTO COSIMHEHMUSI, YCTAHOBJICHHOTO MEX Y
KOHKPETHBIMHU KOHEYHBIMHU TOUYKAMHM JAHHBIX.COeIMHEHNE C TMHAMUYECKUM KJIFOUYOM BXOJMT B TPYIIY COSTUHEHUIA
¢ IMHaMH4eckuM kJirouoM. [locre onpenenienus crpateruii B rpynine COeIMHEHU ¢ JUHAMUYECKUM KJIFOUOM
HEOOXOUMO 3aJ1aTh MapaMeTpPhl TeX COeIMHEHU ¢ JMHAMMYECKUM KJIFOUOM, KOTOpbIE OYyT YCTAHABIMBATHCS
JIOKAJIbHOM CUCTEMOM.

Z[JI?I HaCTpOfIKI/I 3AIMUIICHHOIO COCAMHCHU S BBIIIOJIHUTE CJICAYHOIIINEC JICUCTBUSA:

HO]—lﬂTl/lﬂ, CBfI3aHHbIC C JAHHBIM

[‘Hacrpoiika crpartermii 3ammte VPN” Ha ctp. 51|
ITocse npuHATHS pellleHns OTHOCUTEIbHO Ha3HaueHus: VPN Heo0X0oamMo onpeieIuTh cTpaTerun 3amuTsl VPN.

I“HaCTpoﬁKa npaBmI GUIIbTparu nakeroB VPN Ha cTp. 55|

Ecy BBI BiepBrie co3aere coequnenne VPN, BKITIIOUNATE ONIUIO aBTOMATUYECKOTO CO3/IaHMS TPABUIT
¢umpTpamum naketoB VPN. DTo MOXHO cesiaTh IpH HACTPOHKE COeMHEHNUS C MOMOIIbIo MacTepa Co3maTh
COEIMHEHNE UJIM CTpaHull cBoicTB VPN.

3agaun, cBSI3aHHbIE C JAHHOM

|“AI(TI/IBaI_II/I$I npasuil puibTpannu nakeroB VPN” Ha cTp. 59|
ITepen 3anmyckom coenuHeHnit VPN He0OX0AMMO aKTUBUPOBATH IpaBmiia (GuiIbTparuu naketoB VPN.

LLlar 1: HacTponTe rpynny coeaMHeHU ¢ AMHaAMUYECKUM KNFOYOM
1. B System i Navigator pa3seprante crcok Cucrema — Cerb — Ctparteruu IP — Bupryajabnble yacTHble ceTn —
3amnmeﬂﬂue COC/IMHCHHUA.
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2. UlesnkHuTe NpaBoit KHONKOI MbIiu Ha nyHkTe Ilo rpymmam u Bei6epute onmuio Co3aaTh rpynmy ¢ AHHAMHYECKHM
KJIIOUOM.

3. st mpocMOTPa JOMOJIHUTEILHON HHPOPMALIUK O JIF000I CTPAHUIIE U €€ MOJIAX HAKMUTE HA ITOM CTPAHUIIE
kHonky CnpaBka.

4. Haxwmute OK 111 coxpaHeHUs: U3BMEHEHUH.

LLlar 2: HacTponTe coeanHeHne ¢ AMHaAMUYECKUM KITFOYOM
1. B System i Navigator pa3seprante crcok Cucrema — Cerb — Crtparteruu IP — Bupryajabnble yacTHble ceTd —
3aumennsie coeunennst — [lo rpynmnam.

2. Ha neBoif manem okHa mporpaMmbl System 1 Navigator meIKHUTe IpaBoil KHOMKON MBIIIN Ha 3HAYKE TPYIIIHI
COCJIMHEHMIA C TMHAMMUYECKIM KJTFOUOM, CO3/IaHHOI Ha IIepBOM I1are, U BeiOepute omuio Co3aaTh coequHeHne ¢
JHHAMHYECKHM KJIIOYOM.

3. Jluist mpocMOTpa JOMOJTHUTEILHOM HHPOPpMAIMH O JIF0OO CTPAHUIIE U €€ MOJISIX HAXKMUTE Ha 3TOM CTPaHUIE
kHONKYy CnpaBka.

4. Haxwmurte OK 11 coxpaneHust U3MEHEHUIA.

TToce BhIIOJIHEHMST ONMMCAHHBIX aeucTBuit aKTHBprﬁTe nmpaBujia O6pa6OTKI/I IIaKCTOB, HeO6XO,Z[I/IMI)Ie JJIs0 pa6OTLI
COCOMHCHUS.

Ipumeuanue: B OOJIBIIUHCTBE CITy4yaeB Clie/iyeT pa3peuTh GyHknuun VPN aBTOMAaTHYECKH CO3/1aTh IPABUIIA
00paboTKM MakeToB, BBIOpaB onmuto Co3aaTh ciaeayomuil GuibTp cTpaTerau JJisi Fpynnbl Ha
crpanutie I'pynna ¢ aunamvuyeckum kiarodoM - Coequnennsi. Ecym Bbl BoiOepete omnmuto [paBuiio
(uabTpanuu cTpaTernn 6yaeT onpejesieHo B MPaBIJIaX 00padOTKH NAKeTOB, TO Nepe/l aKTUBAIHEH
IpaBUJI BaM NOTpedyeTCst HACTPOUTH NMpaBuiia GuiIbTpanuu naketos VPN ¢ momombio pegakropa
IpaBui 06pabOTKH MAKETOB.

HacTponka ctaTuueckoro coeaAnHeHus

CraTU4ecKUM Ha3bIBACTCS COCIMHCHUC VPN, BCE CBOMCTBA KOTOPOTO 3aJar0TCs 6e3 oMo MacTtepa.

3HavYeHUs HEKOTOPBIX MAapaMETPOB HA oboux KOHIIaX COCAMHEHUA JOJIKHBI coszmﬂarb.Haan/IMep, KJIFOYM JJIs0
O6pa6OTKI/I BXOOAIINUX JAHHBIX, 3a JaAHHBIC B JIOKAJIbHOM CUCTEME, TOJDKHBI COBIAAATh C KJIFOYaMM IJIS O6pa6OTKI/I
UCXOOAIIUX JAaHHBIX, 3aJaHHBIMU B yI[B.J'[CHHOfI CUCTEME.

Komroun cratuyeckoro COCOMHCHUA HC OOHOBJISIFOTCSI aBTOMAaTHYECKU. VX HeJIb3s N3MEHUTH BO BpeEMs pa6OTI>I
COCOUHCHUS. ,ZI.]'IH CMCHBI KJIrO4Ya H€O6XOHI/IMO npepBaTh COCIUHCHUEC. HOCKOJ'II)Ky MIPUMEHEHHNC OJJHOTO U TOI'O XK€
KJIro4a B TCUCHUC OQJIMTCIIbHOI'O BPEMEHU ocJiabJsieT 3aluTy, B TEX CiIydyasXx, Koraa 00¢ KOHEYHBIE CUCTEMBI
NOAACPIKUBAKOT IPOTOKOJI IKE, PEKOMEHAYETCA CO3AaBaTh JUHAMMNYCCKOEC COCIUHCHUC.

I[.J'ISI TOT'O YTOOBI 3a/1aTh CBOMCTBA CTATUYECKOTO COCOUHCHU A, BBINOJIHUTE CIICTYIOIINE JICHUCTBUSA:

1. B System i Navigator pa3seprute crrcok Cucrema — Cerb — Crtparternu IP — Bupryaabnsie uacTHble ceTn —
— 3aluIneHHble COeIHHEHNS.

2. MlenkuuTte mpaBoii KHOMKOK MbIIIU Ha 3Hauke Bee coeaunenust 1 BriOepute onnuto Co3aaTh cTaTHYECKOE
COE/IMHEeHHE.

3. 3amoJiHUTE MOJIS Ha BCeX CTPAHUIAX CBOUCTB. JUIsi MpocMOTpa TOMOJTHUTEIFHOM HH(OPMAITUH O JIF000i
CTpAHHUIIE U €€ MOJIIX HAKMUTE Ha 3TO cTpaHulle KHONKY CnpaBka.

4. Haxmute OK 115 coxpaHeHus: ”3MEHEHU.

ITpumeuanue: B GOBITMHCTBE CITyyaeB CJIeAyeT pa3pemnTh GyHknun VPN aBToMaTHYeCKH CO3/aTh MpaBuia
00paboTKM MakeToB, BbIOpaB oniuto Co31aTh GUILTP CTPATErHH, COOTBETCTBYIOIIMI KOHEYHbIM
TOYKAaM JIaHHbIX Ha cTpaHulie Cratuyeckoe coenunenne - Coeunenusi. Eciu Bbl BbIOEpeTe ONMINIO
ITpaBuio ¢puiabTpanun cTpaTeruu 6y1eT onpejaesieHo B NpaBuiIaxX 00padoTKH AKETOB, TO MEpe
AKTHUBAIMEH MPaBUJI BAM MOTPEOYETCS] HACTPOUTH NpaBmia GUIbTPAIMH CTPATET U BPYUHYIO U
AKTUBU3UPOBATDH HX.
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3aaun, cBsi3aHHbIE C IAHHON

[‘HacTpoiika npasuia guibTpamuu ctpaterun” Ha cTp. 57|
DTy 3a/1a4y CIIeAyeT BBIIOJHATH TOJLKO B TOM CJIy4Yae, €CJIM BBl BEIKJTFOUILIN OIIIIEO aBTOMATHIECKOTO
CO3JaHMS MPABUJI PHIIbTPALINHN CTPATETHiA ¢ ToMoIIbio VPN.

HaCTpOVIKa coeaAnHeHnA C AMHAMUYEeCKUM Kiro4yem

JlnHAMMYECKIM Ha3bIBAETCS COSMHEHUE, KJIFOUM KOTOPOTO CO3AAI0TCS U COTJIACYIOTCS BO BpeMs pabOThI
coeMHeHUs ¢ moMolbto nporokoJia IKE.

I[J'IH HaCTpOf/'IKI/I COCAUHCHUS C TMHAMUYCCKUM KJIFOYUCM BBIIIOJIHUTE CIICAYIOIIUE Iarud MacTepa COBILaHI/IS
JUHAMHAUYCCKOTI'O COCAUHCHU A

1. B System i Navigator pa3zsepuute cnucok Cucrema — Cetb — Ctpaterun IP — Buprya/ibHble 4acTHbIE ceTH —
3ammnennsie coequHenusi — [lo rpynnam.

2. IlenxHnTE MpaBOi KHOMKOM MBIIIN HA ONPEACIICHHON IPyIIe TMHAMWIECKUX KJIFOUei U BEIOSPUTE MyHKT
Co3aaTh coeMHEHHE ¢ JTMHAMAYECKHM KJIIOUOM.

3. 3amoJyHWTE MOJIA Ha BCEX CTPAHMIAX CBOICTB. [{J1 mpocMoTpa JONOJIHUTEIbHON HHDOPMALIUH O JIFO00it
CTpaHMWIIE U €€ TOJIIX HAXMHUTE Ha 3TO cTpaHune KHONMKy CrpaBka.

4. Haxwmute OK 1151 cOXpaHeHUs] N3MEHEHU.

HacTtpoika npasun ¢unbtpauum naketos VPN

Ecymm BbI BriepBble cozfaeTe coequaerne VPN, BKIIIOUNTE ONIMIO aBTOMATHYECKOTO CO3AAHNUS TPaBIIT (GHIIbTPALIN
nakeToB VPN. DTo MOXHO c/eIaTh IPH HACTPOMKE COEIMHEHNUSI C TOMOIIIbIo MacTepa Co34aTh COEMHEHNE WX
cTpanul cBoicTs VPN.

Ecynu BBI pemmii co3ath npaBuiia GribTpanuu naketoB VPN ¢ moMolnbio pegakTopa npaBii 00padoTKu HakeTOB
mporpaMmel System i Navigator, Bce ocTaJIbHbIC IPABUJIA JOJDKHBI OBITh CO3JaHbl AaHAJIOTUYHBIM 00pa3zoM. Ecrm
mpaBuiia QIIbTPAAU CTpAaTerun OYAyT co3aanbl ¢pyHKuelr VPN, Bce qOMOTHATEIbHBIC TPaBUJIa (BYIIbT AN
CTpaTerud JOJDKHBI OBITH CO3aHBI C TOMOIIIBIO PETaKTOPa MPaBUIL.

OO6br4HO 17151 pa6oThl VPN TpebyroTcs npasuia GUIbLTpAIK IBYX TUIIOB: IpaBuiia, mpuMeHsieMble 1o IPSec, n
mpaBuia GuiIbTpanuu crpaterud. MHbpopManus o HaCTPOIKe HTUX MPABUJI C TOMOIIBIO PEAAKTOPA MPABILII
nporpamMmbl System i Navigator npuBeIeHa B yKa3aHHbBIX HIDKE paszaesiax. i mostyueHust uHGOpMAIUK O IPYTruxX
Bo3MoxHOCTSIX pyHKMKM VPN u ¢pynkunu ¢puibrpanuu odopaturech k pasznesiy VPN u punbrpanus naketos IP,
IIPUBE/ICHHOMY B I'JIaBE C ONIMCAHUEM NPUHIUIOB paboTel VPN.

* Hacrpoiika npasmwi GpuiIbTpanmy, npuMersieMsix 10 IPSec

IMpaBmia, npumensemsie 10 [PSec, - 3T0 00bBIe MpaBuiIa 00pabOTKH NAKETOB, KOTOPBIE Pa3MEIIAIOTCs epe/T
npaBwiamu ¢ aelictBueM IPSEC. B aToM pasznesie onucanbl TOJIBKO Te MpaBuia, NpuMeHsiemble 10 [PSec,
KOTOpbIe HeoOXoauMBI 17151 paboTsl VPN. D10 ABa mpaBmita, KOTOPBIE pa3pelIaroT BHITOIHITE COTJIACOBAHUE
IKE no coenunenunto. [Tporoxos IKE no3posisier nuHaMu4ecku co3JaBaTh KJIFOUU 3aIUTHI U COTJIACOBBIBATH
napaMeTphl coeuHeHns. Bl MOXeTe co31aTh U Apyrue mpaBuiia, npuMeHseMble 10 [PSec, HeoOxoaumbie 115
peayu3anuu cTpaTeruy 3alUThl B Balllel CeTH.

IIpumeuanne: DTy npaBuia, npumersemsle 10 IPSec, cieqyeTr HacTpauBaTh TOJIBKO B TOM CJIy4ae, €CJIM JJIs
Pa3IMYHBIX CUCTEM YK€ CO3JlaHbl IPaBUJIa, pa3pellatolnue nepegasaTsh qanusle IKE. Ecu B
CHUCTeMe He 3aJaHbl IpaBuiia GUIbTpaluy, pa3peliarolnye nepegasatsb qanusie IKE, To no
YMOJTYAHUIO CUMTAETCA, YTO Nepefaya TakuX JaHHBIX Pa3pelleHa.
* Hacrpoiixa npaBuia GpuibTpauu CTpaTeruu

ITpaBwio puIbTpay CTpATEruu OMpeessieT, Kakue JaHHbIe pa3pellieHo nepenaBaTh no coequnenno VPN u
Kakasi ctpaTerusi OyJeT MPUMEHSIThCS JJIs 3aIUThI 9TUX TAHHBIX.
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Mepen Tem, Kak HauaTb, yuTUTe cnegymollee

ITpu nobapieHnu npasuiIa GpuIbTpanuy 11 HHTepdeiica cuctemMa aBToMaTu4eck 1ooasiseT npasusio DENY s
9TOro HHTEepdeiica. ITO MPaBUIIO O3HAYAET, YTO 3aANPEIIEHb! BCE MAKETHI, KOTOPBIE SIBHO HE pa3pelieHbl. Bol He
MOXeTe IPOCMOTPETh MJIM U3MEHHUTH 3TO NPaBMJIO. B pe3ysbTaTe nocie akTUBU3aMHU MpaBmil puiibTpanuua VPN
HEKOTOpPBIE COeIMHEHHST MOTYT nepecTtaTh padotaTh. Eciin momumo manabix VPN o uaTepdeiicy OyayT
nepeaaBaThCs IPYTrHue JaHHbIe, HeoOoxoauMo siBHO paspemmth (PERMIT) nepemauy cOOTBETCTBYFOIIMX MAKETOB.

[Tocre HACTPOWKH MPaBIIT GUIHTPAIMHA HEOOXOAMMO ONPEACUTh HHTep(deiic, K KOToOpoMy OyIyT MPUMEHSITHCS ITH
mpaBuja, a 3aTeM aKTHBHPOBATH IPABUJIA.

BaxHo He TOMyCTUTDH OMIMOKM MPU HACTPOItke mpaBui puibTpanun. Takas ommdka MOXET IPUBECTH K TOMY, 4TO
cucTteMe OyZeT 3alpelleHo OTIPaBJIATh U NPUHUMATD JItoOble JanHble IP. B wactHOCTH, Oy 1yT 3a0710KMPOBAHEI
coequuenus ¢ System i Navigator, KOTOpble IPUMEHSIFOTCS JIJIs1 HACTPOMKH NPaBUil GUIIbTPALIUH.

Ecim mpaBuiia puiibTpaIuu 3anpelnaoT epe1aBaTh JaHHbie System i, To System i Navigator He cMoxkeT
MOJIKJIFOYUTHCS K Balliell cucteMe. B 93TOM ciiydae BOWANTE B CUCTEMY C MOMOIIBIO IPYroro uHTepdeiica, KOTOpbIii
[O-TPEKHEMY pabOTaeT, HAIPUMED, C IIOMOIIBIO KOHCOJIM YIPABJICHUS. Y AauTe Bee (DHIIbTPBI U3 CUCTEMBI C
nomotbio komanabl RMVTCPTBL. DTa komaHaa Takxke nepe3anycTut cepBepbl *VPN. 3aH0oBO HacTpoiiTe
(UIBTPHI U AKTUBUPYHTE UX.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JTAHHBIM

[*VPN u ¢unbrpamms makeros IP” ua crp. 12|

Oynuknus GuibTpanuu naketos IP TecHo cBs3ana ¢ ¢ynkimeir VPN. 17151 paboThI OOJIBIIMHCTBA COCTUHCHUI
VPN TpeOyeTcs MpaBIIILHO HACTPOUTH TpaBIia GUIbTPAIUH. B 3TOM paszerie mpuBecHa HHPOPMAIHS O
HEOOXOIMMBIX MpaBUiIax (GUIBTPAINH U IPOYHNE CBEICHHS O MpUMeHeHNH (pubTparu B VPN.

3amaun, cBsI3aHHLIE C JaHHOM

[‘Hacrpoiika 3ammmennoro coeuuenns VPN” Ha crp. 53|
[Tocsie HACTPOUKHM CTPATETH 3AIUTHl MOXKHO ONPEACIUTh 3aMIUIICHHOE COCIUHCHUE.,

HacTpoika npaBun ¢punbTpauumn, npumeHaemoix Ao IPSec
DTy 3a/1a4y ClIeyeT BBIIOJHATE TOJHLKO B TOM CJIydYae, €CJIM BbI BHIKJTFOUMIIN OIIIHEO aBTOMATHIECKOTO CO3TaHUS
npaBwI GUIIbTpAIUU CTPATETHIA ¢ moMoIbio VPN,

IMapa cepsepos IKE nurammyeckn coryracoBbiBaeT 1 00HOBIIsIeT kimroun. IKE mpumensier cranmapTHeiid mopT 500.
Jutst mpaBusibHOM paboTsl IKE HEoOX0oauMo pazpemuth nepeaady neiitarpamm UDP uepes mopt 500. [1s aToro
HYXHO CO31aThb ABa IIpaBujia (i)I/IJ'II)TpaLII/II/IZ OJHO [AJId BXOOAIIUX JAaHHBIX, 4 OAHO - IJI UCXOOAIUX. B stom ciy4dae
KJIFOYU JIA 3alIUThl COCAUHCHU S 6yﬂyT B])I6I/IpaTI)C$[ JUHAMMUYECCKU:

1. B System i Navigator pa3sepante crmcok Cucrema — Cerb — Crtparterun IP.

2. lenkuute npaBoil KHONKON MbIlIKM HA nyHKTe [IpaBuiaa o0padoTkn nakeToB u BbIOepUTE NYHKT PeakTop
npaBmL[ToSBUTCS OKHO pegakTopa IpaBil 00padOoTKH MaKeTOB, PEeTHA3ZHAYCHHOTO IS CO3aHUS
n3MeHeHns npaBui punsTpanun u npaBmwit NAT B cucteme.

3. Ha crpanune ¢ npuBeTcTBreM BbIOepuTe onmuo Co3gaTs (aiin npasui 00padoTku nakeros u Haxmure OK.
B MeHIo pemakTopa nmpaBmiI 00paboTKM MakeToB BbiOepuTe BeTaBurh — OUIbTP.

5. Ha crpanune O6mme yxaxxute uMst Habopa npaswi puitbTpanun VPN.PexoMenayeTces co3aTh o KpaiiHei
Mepe TPU Pa3IMYHBIX Habopa: OUH JUTSA MPaBILT GIIBTPAINH, TPUMeHsIeMBIX 10 IPSec, BTopoit 1t mpaBmt
(UIbTpanuu CTpaTeruii U TPeTUit ISl pa3maHbIX mpaBuT GpuibTparun PERMIT u DENY. Mms HaGopa,
COJZIepIKaIlero npasuiia GuiIbTpalmy, IpuMensemsle 10 [PSec, 1omkHO HAUMHATHCS ¢ IpeduKca
preipsec. Hanpumep, preipsecfilters.

B noste [eiictBue BoiOepute 3HaucHne PERMIT.

B nosie HanpasJienne Boi6epute 3Hauenne OUTBOUND.

Ji1s TOro 4TOORI 3a0aTh A/Ipec OTHPABHTE/IsA, BHIOEpUTE B IEPBOM II0JIC 3HAYCHUE = U BBEAUTE BO BTOPOM I0JIE
IP-anpec sokanbHOTrO cepBepa kitoueit.IP-aipec JokaabHOro cepsepa kiroueit 3aaan B crpareruu IKE.
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9. Jluig Toro 4ToOBI 3a71aTh A/Ipec noJiy4aTeisi, BIOEpHUTE B IEPBOM II0JIC 3HAUYCHHE = W BBEIUTE BO BTOPOM II0JIE
[P-angpec ynageHHOTO cepBepa KJIFoUeil. DTOT aapec yka3aH B crpateruu IKE.

10. Ha ctpanune Ciy:x0bl BoiOepuTe onmuto Cayx6a.B pesynbrate cranyT moctynabivu noJist [lporokoa,
Ucxoanplii nopt u LlesieBoii nopr.

11. B noze IIporoko.a Bridepute 3nauenue UDP.

12. s Toro uToOs! 3a4aTh VIcXoqHblii IOPT, BEIOEPUTE B IEPBOM I10JIE 3HAUYEHHE = 1 BBEIUTE BO BTOPOM IOJIE
3HaueHue 500.

13. Vkaxute cOOTBETCTBYIOIIUE 3HAYeHUs B noJjie LleseBoii mopT.

14. Haxwmute OK.

15. TloBTopuTe omucaHHble ASUCTBUS A1 HacTpoiikn ¢puiabTpa INBOUND. VkaxuTe To e uMs Habopa u
IIOMEHSNTE ajijpeca MeCTaMU.

IMpumeuanue: {15 TOro 4ToObI pa3pewuTs nepenauy ganubix IKE no coeauHenuto, 10CTATOYHO 3a1aTh TOJIbKO
OJTHO TIPABIJIO (PIIIbTpanuy, mpuMeHseMoe 10 [PSec, ykaszaB cuMBOJI moACTaHOBKH (*) B MOJISIX
Hanpasaenue, Anapec oTnpaBuTesi 1 AJpec noJydaress. Takoi cnocob HacTpoitku 60Jiee MPOCTOii,
HO MeHee HaJIeKHBIN.

HacrpoiiTe mpaBuiio puiabTpanuu cTpaTeruu, YTo0bl ONpe/Ie T JaHHbIe [P, KOTOpbIe TOKHBI OYIyT
nepesaBaThes 110 3alUIIEHHOMY coequHeHuo VPN.

3aauu, cBSI3aHHbIE C JTAHHOM

[‘Hacrpoiika npasuna buasTpammu crpaterun’)|
DTy 3a/1auy CJIEAYET BBIIOJHATH TOJLKO B TOM CJIy4ae, €CJIM BbI BEIKITFOUIIIA OIIIIEO aBTOMATHIECKOTO
CO3/IaHUs MPaBWIT GUIILTPAIMU CTPATETUi ¢ HOMOIIBI0 VPN,

HacTtpouka npasuna ¢punbTpauum ctpaterum
3Ty 3aavy CJICAYCT BBINOJIHATEL TOJIBKO B TOM CJIy4Ya€, €CJIU BbI BBIKJTFOUYNUJIN OIIIIUIO aBTOMATUYECKOTI'O CO3JaHUs
mpaBui puIbTpanuy cTpateruit ¢ nomomso VPN.

[Mpaswio ¢pwibTpanuu crpateruu (mpasmio ¢ aevicteuem IPSEC) ykassiBaet, 1151 KaKuX aJpecoB, IPOTOKOJIOB U
nopToB OyeT npuMeHAThCs: VPN. Kpome Toro, oHO 3a/1aeT CTpaTeruio, KoTopasi OyAeT NPUMEHSIThCS JJIs 3aIiThI
JIAaHHBIX, TIepeaBaeMbIX 1o coeuaeHnto VPN. [U1st HacTpoiiku paBuia (GUIbTPALMU CTPATET MK BHIMOJIHUTE
CIIe/TyroIIre AeHCTBUS:

IMpumeuanue: Eciv BbI TOJIBKO YTO HACTPOMWJIIM MPaBUiIo GUIbTpauu, mpuMensemoe 1o IPSec (TpebyeTcs ToJIbKO
JUJIS AMHAMHIYECKUX COSAMHEHNH ), TO PeJaKTOp MPAaBUJI 0OPaOOTKU MAKETOB JTOJDKEH OBITh
no-npexHeMy oTkpsbIT. Ilepeiiaure k mary (4

B System i Navigator pa3Beprunte cnucok Cucrema — Cerb — Ctparterunu IP.
2. Mlenkuute mpaBoil KHONKON MbIlIK Ha nyHKTe [IpaBuiaa o6padoTkn nakeToB 1 BbIOepUTe NYHKT PeakTop

npaBmI. [1oSBUTCS OKHO peIakTopa MpaBUiI 00pabOTKHU MAKETOB, IPeAHA3HAYEHHOTO TS CO3AaHUs U
n3MeHeHus npaBui punsTpanun u npaBmwit NAT B cucteme.

3. Ha crpanune ¢ npuBetcTBueM BbiOepuTe onnuio Co3aaTs ¢aii npasui 00padoTku nakeros u Haxmute OK.
4. B MeHI0 peakTopa npaBuil 00padoTKH NakeToB BeiOepuTe BeraButh — OUIbTP.

5. Ha crpanune O6mmue ykaxxute uMs Habopa npasmi puitbTpanun VPN.PekoMenayeTces co3maTh o KpaiiHei
Mepe TpU Pa3JIMYHBIX HaOopa: OJUH JJIS MPaBIUT GIIIBTpAId, TpUMeHsieMbIX 10 IPSec, BTopoit 1t npaBui
(bUIIbTpanuu CTpAaTernii U TPeTUit TSl pa3imaHbIX paBuil puibTparun PERMIT u DENY. Hanpumep, MoxHO
ykasath umst policyfilters

6. Bmoue [eiictBue BoiOepute 3HadeHne IPSEC.B mose HanpaBienne 6yzeT yCTaHOBIICHO 3HAYCHUE IO
ymosrganuio, OUTBOUND, xoTopoe H3MeHHUTh HelJib3st. HecMOoTpst Ha 9TO, IpaBujIo GUIbTPAMA OTHOCHTCS K
makeTam, repeaaBaeMbIM B 06onx HampasieHusx. 3Hauearne OUTBOUND mpocTo mosiCHSIeT CMBICIT BBEICHHBIX
3HaueHn#. Tax, NCXOTHBIC 3HAYCHUS SBJISFOTCS JIOKAJILHBIMH, d [IEJIEBHIC - YIaJICHHBIMI.

Bupryassuas uactaas cets (VPN) 57



7. s TOoro 4ToOBI 3a71aTh A/Ipec OTHPABHUTEJIfA, BRIOSPHUTE B IEPBOM II0JIE 3HAYCHUE = U BBEAUTE BO BTOPOM I0JIE
IP-anpec ToxanbHOM KOHEYHON TOYKH TaHHBIX.DTOT aJpec MOXKET MpeACTaBJIsATh auana3oH [P-aapecos wim
[P-agpec u Macky MOJICETH, €CJIM paHee OH ObLI ONpe/IesIeH C HOMOIIbI0 GyHKIuM OnpeaeMTs aapec.

8. s Toro 4TOORI 3a4aTh A/Ipec MoJIy4aTeJisi, BRIOEpHUTE B IIEPBOM II0JIE 3HAUCHUE = U BBEAUTE BO BTOPOM I0JIe

IP-anpec ynaaeHHON KOHEYHOW TOYKU JAHHBIX. ITOT aJpec MOKET MPE/ICTABIIATh uana3on [P-aapecos uimm
[P-anpec u Macky MOJCETH, €CIIM paHee OH OBLII ONpe/iesieH ¢ TOMOoIIbIo QyHKIMK OnpeieuTh aapec.

9. B nose XKypnan ykaxxute ypoBeHb BEJICHUS XypHAJIa.
10. B nose Mms coeuHeHnsi BLIOEpUTE ONPE/IETICHAE COEUHEHUS, JJIs1 KOTOPOTO JIOJKHBI IPUMEHSATHCS 9TH
npaBujia GIIbTPAIHH.
11. (meoOs3atenpHO) BBeuTe onucanue.
12. Ha crpanune Ciay:k0bl Be16epuTe onmuio Cayx6a.B pesyabTaTe cranyT mocTynmHbIMHA 1015 TIpoToko.,
Ucxoauwlii nopt u LlesieBoii nopt.

13. Vxaxwute 3nayenus B noJisix [Iporoxona, Ucexoaupiii nopt u LleneBoii nopt.IIpu Heob6xoauMocTu BEIOEpUTE B
BBITIATAFOIIEM CITHCKE 3Be310UKY (*). B aToM ciryuae VPN Oymet mpuMeHSAThCS IS lepejavud JaHHBIX BCEX
MPOTOKOJIOB, PaOOTAIOIINX Yepe3 JIF0ObIe TOPTHI.

14. Haxmute OK.
JaJiee BAM HYXHO OIPEIEJIUTD HHTEP(dEiC, 1JIsI KOTOPOTO AOJDKHBI IPUMEHATELCS PaBHJIa (DUIIbTPALHH.

IMpumevanne: [Tpu nodasieHny mpaBmiIa GUIbTPALMNU 11 HHTepdeiica cucTeMa aBTOMAaTHYECKH 100aBIIsIeT
npasmwio DENY mist aToro uaTepdeiica. ITo mpaBujIo 03HAYAET, YTO 3aMpPEIIeHbl BCe TaKeThl,
KOTOpBIE SIBHO HE pa3pelleHbl. Bbl He MOXkeTe IPOCMOTPETh WM U3MEHUTD 9TO IIPAaBHIIO. B
pe3yabTaTe Mmocje aKTUBH3ANUU MpaBuil puiabTpanud VPN HEKOTOpbIe COeTMHEHHS] MOTYT MEpecTaTh
pabotats. Eci nomumo nanneix VPN no unTepdeiicy OyayT nepenaBaTbes Apyrue JaHHbBIE,
HeoOxoauMo siBHO paspemnTs (PERMIT) nepegavy cOOTBETCTBYIOIIUX MAKETOB.

3aaun, cBsI3aHHbIE C IAHHON

[‘Hacrpoiika cratmieckoro coeanuenns” Ha ctp. 54
CraTniecknM Ha3bIBaeTcs coennHeHne VPN, Bce cBOCTBA KOTOPOTO 3aJar0TCs Oe3 MOMOIIN MacTepa.

[‘HacTpoiixa npasu duibTpamym, npuMenseMbix 10 IPSec” Ha cTp. 56
OTy 3a4a4y clleAyeT BBIIOJHATH TOJBKO B TOM CJIy4ae, €CJIU Bbl BBHIKJIFOUYMIIN OMIII0 aBTOMATUYECKOTO
CO3/1aHUS TPaBWII GUIIbTPAIMN CTpATETHii ¢ nomoisio VPN.

[*Onpenenenne nurepdeiica ms npasu GpuibTpamuu VPN
[Tocne HacTpoiiku npaBuil GuiabTpanuu VPN u apyrux mpaBusi, HEOOXOAUMBIX 11 paboThl coenunenuit VPN,
HYXHO ONpe/IeITh NHTep(deiic, K KOTOPOMY JOJDKHBI IPUMEHSITHCS 9TH MTPABHJIA.

OnpeneneHue nHtepdenca ana npasun ¢punbrpauum VPN
ITocie HacTpoiiku npasui puiabTpanud VPN 1 1pyrux npaBuii, HEOOXOMUMBIX 151 pab0ThI coeqnaennit VPN,
HYXXHO OTIPENICJINTh HHTEPQENC, K KOTOPOMY JOJDKHBI IPUMEHSATHCS 3TH IIpaBuJa.

st Toro 4To0bI onpeneuTh nHTepdeiic, K KOTOPOMY AOJDKHBI IPUMEHSTHCs NpaBuia puibTpaiun VPN,
BBIIIOJIHUTE CJIEAYIOLIUE NEUCTBHUS:

IMTpumeuanue: Eciu BbI TOJIBKO YTO HACTPOWJIA MpaBuiia 00padoTku naketoB VPN, okHo [TpaBuia o6paboTku
MAKETOB JOJDKHO OBITH MO-TIPEKHEMY OTKPBITO. [lepefinnte k mary 4.

B System i Navigator passepuute crmcox Cucrema — Cerb — CtpaTernu IP.

2. IlenkHuTe MpaBOil KHOMKOM MBI Ha MyHKTe [IpaBuia 06paGoTku nakeToB 1 BbIOepUTe MyHKT PegakTop
npaBuji. [TosiBUTCS OKHO pelakTopa mpaBul 00pabOTKM NAKETOB, MPETHA3HAYSHHOT O VISl CO3aHUs U
n3MeHeHus npasuit puibTpanuu u npasuit NAT B cucteme.

3. Ha crpanwune ¢ npuBeTcTBHEeM BbiOepuTe onmuio Co3aaTh (aiis npasua 00padoTku nakeToB n Haxmute OK.
B MeHro penakTopa mpaBus1 06padoTku naketoB Beibepute BeraBurh — Murtepdeiic puabtpa.

5. Ha crpanune O6mme ykaxxute MiMs unun, BEIOPAB B BBIIAAAIOIIEM CIIHCKE ONMCAHNE JIMHUH, C KOTOPOH OyayT
CBsA3aHBI IpaBIIa 00paboTku makeToB VPN.
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(HeoOs3aTeIbHO) BBemuTe onmcanue.

Ha ctpanune HaGopsl puiabTpoB HaxkxMuTe KHONKY Jl06aBHTh 1 100aBbTE CO3TaHHbIE HAOOPHI TPABUIT
(ubTpanum.

Haxmute OK.

Coxpanute ¢aiit npaBuit. daitn OyaeT coxpaHeH B MHTETpUPOBAHHOMN (HaiJIOBOI CHCTeMe ¢ pacIiupenuem .i3p.

IIpumeuanne: He coxpansiite ailia B ciieyroleM KaTaJore:
/QIBM/UserData/0S400/TCPIP/RULEGEN
DTOT KaTaJIor NpeiHa3HA4YeH JJIsl BHYTPEHHET O MCIOJIb30BaHus. Eciii BaMm BrocsieICTBUN TOTPedyeTcst

BBINIOJTHUTEL KoMaH 1y RMVTCPTBL *ALL 1 eakTUBAMU PaBUIT 00pabOTKM MAKETOB, TO OHA YIAJIUT BCE
(baitiel U3 ATOrO KaTasora.

ITocne BeIOOpa nHTEp(Eiica, CBI3aHHOTO C MpaBUIaMHU GIIbTPAINN, AKTUBUPYITE 9TH MpaBuia. ITO HEOOXOAUMO
crenaTh 10 3amnycka VPN.

3a1aun, CBSI3aHHbIE C TAHHOM

I“HaCTpoﬁKa npaBuiia GUIbTPALMU CTpaTerun’ Ha CTP. 57|
DTy 3a71a4y CJIeJIyeT BBIIOJIHATH TOJBKO B TOM CJIy4ae, €CJIM Bbl BHIKJIFOUMIIM OINIIAI0 aBTOMATUYECKOTO
CO3JTaHMS MPABUJI PHIIBTPAIUU CTPATET WA ¢ ToMoIbIo VPN.

[‘AxTuBamms npasu GpuibTpammy nakeTos VPN’]
IMepen 3anmyckom coenuHeHnit VPN HE0OX0AMMO aKTUBUPOBATH IpaBmiia (GuiIbTpanuu naketoB VPN.

AKTuBauua npasun ¢punbrpauumn naketos VPN
IMepen 3anmyckoMm coenuuennit VPN He0OX01MMO aKTUBUPOBATH MpaBuiia puyibTpanuu nmaketoB VPN,

OTH mpaBuia HeJIb3s1 AKTUBUPOBATH (MJIM AEAKTUBUPOBATH), €CJIN B CHCTEME yCTaHOBJIEHBI coequnenuss VPN. Iepen
akTuBanueit npasuii puibtpauun VPN ob6s3aTenbHo yOoeauTech, 4TO C HUIMU HE CBSI3aHbI AKTUBHBIE COSIMHEHMUSL.

ITpu nacrpoiike coenunenunit VPN ¢ nomonisro mactepa Co3aaTh COeIMHEHNE MOKHO BHIOPATH ONLUIO
ABTOMATHYECKOHM aKTUBAINH CBS3aHHBIX IPABILT GIUIbTpanmu. OOpaTuTe BHUMAHUE, YTO €CIN [IJIs1 YKa3aHHBIX
nHTep(DEiicOB MPUMEHSIOTCS KaKAe-TO APYTHe MpaBuila GIIbTPAINN, TO OHU OYIyT 3aMEHECHBI HA IPaBHIa
¢umbTpamuu crpaterun VPN,

J1s TOrO 4TOOB! AKTUBUPOBATH MPABUJIA, C IOMOIIBIO PEAAKTOpA MPABHII 00pabOTKM MAKETOB, BHITIOJIHUTE
CJIe/IytolIIMe IeHCTBUS:

1.
2.

B System i Navigator pa3sepante cncok Cucrema — Cerb — Crtpaterunu IP.

lenxuuTe npaBoil kHONKOM MbIK Ha MyHKTe IIpaBuia 00paboTKH NAKeTOB U BHIOEPUTE OMIIUIO
AxTHBHPOBATH.[10SBUTCS OKHO AKTHBHPOBATH NMPAaBHJIA 00PAGOTKH NAKETOB.

VkaxuTe, Kakue IpaBHIa JOJDKHBI ObITh aKTUBUPOBAHBL: IPaBHIIa, co3ganHble VPN, BeIOpaHHbIH (aiin npaBut
UJIH U TO, U aApyroe. ITocieqHIor0 Onmuo, HapuMep, MOXHO BIOpAaTh B TOM CJIy4ae, €CIM HOMUMO NPaBUJL,
coznanublx VPN, nuist uaTepdeiica 1oJKHbI ObITH akTUBUpOBaHbl HekoTopble npasuia PERMIT u DENY.

Bribepute nHTEpdEiic, 11 KOTOPOTO JTOJDKHBI OBITh AKTHBHPOBAHBI IPaBIIa. MOXHO BRIOPATh KOHKPETHBIN
unTepdeiic, naeHTHGUKATOP ABYXTOUSUHON JITMHUH, BCe MHTeP(HEIChI NN Bee NACHTH(DUKATOPHI IBYXTOUYCUHON
JINHUH.

Haxxmure knonky OK, 11 TOro 4T00BI HOATBEPAUTD, YTO HYKHO IPOBEPUTH U AKTUBUPOBATH NMPABIIIA IJIS
yKa3aHHBIX HHTepdeiicoB.CucTeMa MpoBepUT MPABIIIA HA HAJIMYAE CHHTAKCHYECKAX U CEMaHTHIECKUX OITMOOK.
Pe3yabpTaTsl mpoBepku OyayT HOKa3aHBI B OKHE COOOIECHNH, PACIOJIOKEHHOM B HUXKHEH 00J1aCTH OKHA
penaktopa. [Tpu Hammuuu cooOuieHust 00 ommrbKe METKHUTE MPABOI KHOMKOW MBIIIX HA ’TOM COOOIIECHUH U
BbiOepuTe myHKT [lepeiiTn Kk cTpoke, YTOOBI ObLIA BBIAEJIEHA CTPOKa (haiiia mpaBuil, B KOTOPOIt Oblila HalijeHa
omuokKa.

[Mocne akTUBaIK TPaBIIT GUIHTPAIHE MOXKHO 3aIlyCTUTH coequaeHne VPN.

3amaun, cBsi3aHHLIE C JAHHOM
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[‘Hacrpoiika 3anmmmennoro coenunenns VPN Ha ctp. 53|
TTocJie HACTPONKY CTPATEr il 3alUTEl MOXKHO ONPE/Ie/HTh 3aLIHIIEHHOE COEINHEHIE.

[‘Onpenenenue unrepdeiica s npasun Gpuabrpamuu VPN Ha crp. 58|
TToce HacTpoiiky npaBuit puabTpanur VPN 1 Apyrux npaBui, HEOOXOAMMBIX I paboThI coeauHennit VPN,
HYXXHO OTIPEICIINTH HHTEPPENC, K KOTOPOMY JOJDKHBI IPUMEHSATHCS 3TH MPaBUIIA.

|“3ar1y(:1< COEIHEHUS VPN”l
BoinosiHuTe 3Ty 3a1a4y AJIs 3aIlycKa COEIUHEHUM, yCTaHABIIMBAEMbIX JIOKAJIbHOU CUCTEMOIL.

HacTponka KoHduaeHUNanbHOCTU NOTOKA AaHHbIX

ECJ'[I/I CTpaTeFI/ISI 3AalIUThl JaAHHBIX HaCTpOCHa JJISL pa60T1)1 B TyHHCHbHOM pC)KI/IMC, KOH(I)I/II[CHHI/IaJ'II)HOCTb IIOTOKa
naHHbIX (TFC) MOXHO NCTIOJIB30BATH AJIS1 COKPBITUS UTMHBI TAKETOB JAHHBIX, IEPEIaBAEMBIX IOCPEICTBOM
coequnenns VPN.

TFC no0aBiisieT K OTHPaBJIIeMBIM HaKeTaM JIOTIOJIHUATEJIbHBIC TPOOEIIBI, a TAKXKE NOChIIAeT (PUKTHUBHBIE TAKETHI
pa3HoOl JJIMHBI Yepe3 ciIyvyaifHble TPOMEXYTKH BPEMEHH JJIsl TOTO, YTOOBI CKPBITh JIEHCTBUTEIILHYIO JUIMHY HAKETOB.
Ucnomp3yiite TFC 1151 10MOIHNTEILHON 3aIIUTHI IPOTUB aTAK, KOTOPBIE PACIIO3HAIOT THUII IEPEAABAEMBIX JAHHBIX
o aumHe naketoB. [Tpu BximouenHoit TFC 3ammra ycnimBaeTcs, HO IPON3BOAUTEILHOCTh CHCTEMBI ITA/1AeT.
ITosTOoMy, HEOOXOAUMO MPOTECTUPOBATH OBICTPOJCHCTBHE CHCTEMBI A0 U nocJe BkroueHust TFC niist coequaeHns
VPN. TFC ne cormacyetcs nocpenctsoM IKE, i ero ciegyeT mpuMeHsITh, TOJILKO €CJI 00€ CHCTEMBI eTo
HOIIEPKUBAIOT.

Jutst Bxirouenust TFC B coenunernnn VPN BbINOJHUTE CIIeIyrOLIME AEACTBUS:

1. B System i Navigator pa3sepuute crricok Cepsep > Cetb — Ctpaternu IP — Buprya/ibHble yacTHble ceTH —
3amumennble coeuHenns — Bce coequHennst.

2. llenkHUTE TPABOI KHOMKOMN MBIIINA HA UMEHU COCIMHEHU S, [IJIs1 KOTOPOro Heobxoaumo Bkiounth TFC u
BbIOepuTEe CBOliCcTBA.

3. Ha Bxuaaxe O6ume Boidoepute Mcnoanzoath Konpuaenmmaabnocts notoka ganubix (TFC) B Tynneasnom
pexnme.

HacTtpoiika pacLumpeHHOro nopAAKoOBOro Homepa

Pacumpennsrii nopsaxosbiit Homep (ESN) MOXHO HCIOIB30BATH AJ1S1 YBEJIMUSHUS IOTOKA JAHHBIX B COCTMHEHUN
VPN.

[Tpu ncnosb3oBanny nporokosta AH mim nporokosa ESP ¢ anropurmom mudposanust AES MOXHO BKJIFOYHTD
Pacmmpenssrit nopsiaxossiii Homep (ESN). ESN mo3BosisieT nepeaBaTh 60JIbIIe 00bEMBI TAHHBIX C BEICOKOIT
CKOpocThio 6e3 cMeHbI Kirroua. Coenuaerne VPN npumensier 64-0UTOBBIC MOPSIIKOBBIE HOMEpPa BMECTO 32-OMTOBBIX
HOMepoB HaJ [PSec. Viciomp3oBanne 64-0MTOBBIX MOPSIIKOBBIX HOMEPOB YBEIIMYUBACT IIEPHO]T BPEMEHH 10 CMEHBI
KJTFOYA, YTO NMPEIOTBpAIAeT OKOHIAHNE ITyJIa HOPSTKOBBIX HOMEPOB U CHIDKAET PACXOJT CHCTEMHBIX PECYpPCOB.

Jus Bximrouenns ESN B coequaennn VPN BBIIOJHUTE CIIeAyIOMINE TCHCTBHS:
1. B System i Navigator pa3sepaute cricok Cucrema — Cerb — Crtparternn IP — Bupryaibubie yacTHbIe ceTH.
2. IlenxHuTe MpaBoif KHONKOM MBIIIN HA onIuy BupTyanbHas yacTHas ceTh U BelOepuTte MyHKT CBolCTBA.

3. Ha Bruraaxe O6ume Boidbepute Vicnoans3oBaTh Pacimpennsiii nopsiikoBblii Homep (ESN).

3anycK coeauHeHua VPN

BrinosnuTte OTYy 3aJavy IJId 3alyCKa COeﬂHHeHHﬁ, yCTaHaBJIMBACMbIX JIOKAJIbHOU CUCTEMOM.

B sToMm pasznesne npennosaraercs, uto coenunenne VPN yxe Hactpoeno. s 3anycka coenunenusi VPN BbinoJiHuTe
CJICTyFOIIIHE TEeHCTBUS:

1. B System i Navigator pa3sepuute crucok Cucrema — Cerb — Crtparternn IP.

2. Ecmum cepBep VPN He 3amyIiieH, MeJKHUTE MPaBOil KHOMKOM MBIIIK HAa MYHKTe BUpTyasbHas yacTHasl CeTh U
BBIOCPUTE OMINIO 3aNMyCTHTD.
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Voenutech B TOM, 4TO MpaBuja 00pabOTKN NAKETOB AaKTHBU3UPOBAHBI.
PasBepuute crircok BupryasibHble 4acTHbie ceTH — 3alIHIIEHHbIE COeTHHEHHS].

Bri6epute Bee coeauHenns 171 IpocMOTpa CIICKA COSIUHEHNUH B IPaBOi maHeu.

A S

lenkaUTE MPaBOI KHOMKOW MBIIIN HA UMEHH COSAMHEHMS 1 BbIOepuTe 3amycTuTh. /{15 3a1mycka HeCKOJIbKHAX
COCIMHEHMI BBIACIINTE NX MMEHA, IIIEJIKHUTE TPABOI KHOMKOM MBIIIHN 1 BEIOEPUTE MYHKT 3aNyCTHTh.

3agaun, cBSI3aHHbIE C JAHHOM

|“AKTI/IBaLll/l$I npasuii puibTpanuu nakeroB VPN Ha cTp. 59|
[Tepen 3anyckom coenmuennit VPN Heo6X01MMO akTUBUPOBATH NpaBuiia GuiIbTpalyn nakero VPN.

|“Haqano paboTsI ¢ ycTpanenneM Henoagok VPN.” Ha cTp. 64|
BrimosHNTE MaHHYIO 3a/1a4y, YTOOBI O3HAKOMHUTHCS C PA3JIMYHBIMHA METOJAMHU ONpeesieHns Hermoaaaok VPN, ¢
KOTOPBIMH BBl MOXETE CTOJIKHYThCS B CHCTEME.

YnpasneHue VPN

Bce HeoOxoaumMbIe 3amaun npu padote ¢ VPN (Hampumep, OCTaHOBKA COSIMHEHUS ¥ TPOCMOTP aTPpUOYTOB) MOKHO
BEIIIOJTHATH C IOMOIIBIO HHTEpdeiica, MpeTyCMOTPEHHOTO B IporpamMme System 1 Navigator.

Bee Heobxoaumble 3aaun npu padote ¢ VPN MOXKHO BBIIOJHUTD C HOMOIIBbIO HHTep(deiica, IpeyCMOTPEHHOTO B
nporpamme System i Navigator. Huxke nepeunciieHbl HEKOTOPbIE U3 HUX:

Bbi6bop aTpuOYTOB NO YMONUYaHUIO ANA COeANHEHUN

B NOJIAX, YKa3aHHBIX Hd CTpaHUIaX CO3JaHUA CTpaTeFI/Iﬁ u COCﬂHHeHHﬁ, 3aJar0TCS 3HAYCHU A 1O YMOJTYAHUTO. Bor
MOXETEC HE USMCHATH 3HAUYCHUS 110 YMOJIMAHUIO, YKAa3aHHBIC JI YPOBHS 3alllMThI, HIapaMETpPOB YIIPaBJICHUSA
KJIFOYaMHU C€aHCa, CpOKa JEHUCTBUS KJIrOUYEH 1 CpOKa JEHUCTBUS COCIMHEHMI.

HpI/I CO3JaHUHN 06bexToB VPN B HCKOTOPBIX MOJIAX YKA3bIBAFOTCA 3HAUCHUA MTAPAMETPOB 3allIUTHI 110 YMOJITYaHUTO.

Jutst TOro 4TOOBI 3371aTh 3HAYSHUSI TAPAMETPOB 3AIIUTHI IO YMOJTYAHUIO JJIs1 coennHernii VPN, BbITOJIHATE
CJIeIytolIMe IeHCTBUS:

1. B System i Navigator pa3seprante crcok Cucrema — Cerb — Crtparterun IP.
2. Ulenkuute npaBoii kKHONKOK Mbllu Ha 3Hauke VPN u BoiGepute [1apameTpbl 10 yMOTYAHHIO.

3. 175 mpocMOTpa JOMOJHUTEIbHON HHPOPMAIIHK O JIF000I CTPAHUILIE U €€ NOJIIX HAKMUTE Ha 3TOIl CTpaHuie
kHonky CnpaBka.

4. Tloce 3an0JIHEHUS BCEX CTpaHuIl CBOMCTB HaA)XMUTE KHOIIKY OK.

C6poc coeauHeHuit, npu pabote ¢ KOTOPbIMU BO3HUKNA OLLINOKa

COpoc coemmHeHNsI TO3BOJISET MEPEBECTHU €ro U3 cocTosiHUS Ommbka B COCTOSHUE TPOCTOSI.

I[J'IH TOTO YTOOBI C6pOCI/ITb COCTOSIHUC COCAMHECHUS, TIPU pa60Te C KOTOPbBIM BO3HUKJIA onm61<a, BBIIIOJIHUTEC
CJIeaAyromue JeHCTBUS:

1. B System i Navigator pa3zsepuute cnucok Cucrema — Cetb — Ctpaterun IP — BupryajibHble 4acTHbIE CETH —
3amuiennbie coeMHEeHNsI.
2. Bribepute Bee coeaunenust 1715 TpOCMOTPa CIHCKA COSAMHEHUH B IPABOM TTAHEJIH.

3. IleskHUTE NIPABOI KHOMKOM MBI HA UMEHU COEMHEHUS U BbIGepuTe myHKT COpocutsh.B pesysbrate
COe/IMHEHUE MEePEH/IeT B COCTOSIHUE POCTOs1. J{J1s1 TOro 4TOOBI COPOCUTH HECKOJIbKO COSTMHEHUH, IPU paboTe ¢
KOTOPBIMH BO3HHUKJIA ONINOKA, BBIACIMTE MMEHA ITUX COCIMHEHUM, IIIEJIKHUTE PABO KHOMKOI MbIIIN 1
BBIOEpHUTE MyHKT COPOCHTD.
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MpocmoTp MHopmauum 06 ownbKax

BemmosHMTE 3Ty 3aa4y U1 ONPEAeJICHUs IPUYNH, IO KOTOPBIM HE paboTaeT CoeTMHEHHE.

Juis npocmoTpa nHGOpManuu 00 omudKax COSIUHCHUIA BBIMOJTHUTE CJICAYIOLIUE CUCTBUS:

1. B System i Navigator pa3sepuute cnrcok Cucrema — Cerb — Ctpaternn IP — BupTyajbHble YacTHbIE CeTH —
3amuiennbie coeMHEeHHsI.

BriOepute Bee coeauHenns 171 IpoCMOTpa CIICKa COSTMHEHUIT B IPaBO MaHeIH.

[MlenxHuTe MpaBOf KHOMKOW MBIIIN HA 3HAYKE COCIUHEHHUSI, OIIUOKU KOTOPOTO Bbl XOTUTE MIPOCMOTPETD, U
BbIOepuTe NyHKT Vndopmanus 00 ommodKax.

3amaun, cBsI3aHHLIE C JAHHOM

|“Haqan0 paboThI ¢ ycTpaneHueM Henosiagok VPN.” Ha cTp. 64|
BrimosmHnTe manHyIO 3a/1a4y, YTOOBI O3HAKOMHUTHCS C PAa3JIMIHBIMA METOJAMHU OlpeesieHns HermoIaaok VPN, ¢
KOTOPBIMH BBl MOXETE CTOJIKHYTHCS B CHCTEME.

MpocmoTp aTpuOYTOB aKTUBHOIrO COeANHEHUsA

Bomosmute 9Ty 3aJa4y, 1Jid TOTrO YTOOBI MPOCMOTPETH COCTOSIHUE U APYTUC anI/I6yTLI AKTUBHBIX COCJIMHCHMUIA.

I[J'IH IIpocMoOTpa anI/I6yTOB AKTUBHOT'O COCAUHCHUS UJIN COCAUHCHUS 110 3allPpOCY BBIIIOJIHUTE CIICOYROIIUEC JeHCTBUS:

1. B System i Navigator pa3sepuute crrcok Cucrema — Cerb — Crtparteruu IP — Bupryajbhble uacTHble ceTn —
3anuinennble coeJMHCHNS.

Bribepute Bee coequnennst 11 IpocMOTpa CIUCKA COCAMHEHUIA B IPABOii ITAHEIH.

lenxHUTE TPaBOt KHONKOW MBI HA UMEHHA AKTHBHOT'O COCTUHEHNS MJTM COCIMHECHUS 110 3aIIPOCy U BBIOEpHTE
nyakT CBoiicTBa

4. Ortkpoiite crpanuny Texkyume aTpudyThl 1JIsI IPOCMOTPA ATPUOYTOB COEAMHEHUS.

B oxne mporpammsl System i Navigator MOXKHO TPOCMOTPETh aTpUOYTHI BceX coeAnHeHNH. [1o yMoTyaHuIo
ykasbiBaroTcs aTpudyThl Coctostane, Onmcanue n Tumn coennHeHUs. 17151 TOTO YTOOBI I3MEHUTH CIIUCOK MOKa3aHHBIX
aTpuOyTOB, BHINMOJHATE CJICAYIOIINE JCHCTBUS:

1. B System i Navigator pa3seprute cmrcok Cucrema — Cerb — Ctparternu IP — Bupryasabnble uacTHble ceTn —
3ainuineHnbIe coeIHHEHNS].

Bri6epute Bee coeauHennst 171 TpoCcMOTpa CIIICKA COSIMHEHUH B IPaBOil maHeu.

3. B menro O0bekTbl BbIOepUTe TYHKT CTO0BL. [TOSIBUTCS OKHO AUAJIOTa, MO3BOJISIOINIEE BLIOPATh AaTPUOYTHI,
KOTOPBIE JOJDKHBI OBITH MMOKa3aHbI B OKHE porpamMMbl System i1 Navigator.

O6paTuTe BHUMaHHE, YTO BHECEHHBIE H3MEHEHNUS OYyAyT COXPAHEHBI He I OT/eJIbHOTO noJib3oBatess wm PC, a
JUISL BCEI CUCTEMBIL.

HOHﬂTﬂﬂ, CBsI3aHHbIC C JITAHHBIM

|“‘-IaCTo BCTpevaromuecs: cooorenns oo ommbdkax Jucneruepa coequnennii VPN Ha cTp. 77|
ITpu BO3ZHUKHOBEHMHU OIIMOKH, CBsI3aHHOM ¢ coeuaenrneM VPN, Tucnetdep coequnennii VPN 3aHOoCHT B
npotokoJi 3aganus QTOVMAN nBa cooOrieHus.

MpocmoTp Tpaccuposku cepeepa VPN

OyHkuus TpaccupoBku cepsepa VPN no03B0JII€T HACTPOUTD, BKJIFOUUTD, BBIKJIFOYUTh U IIPOCMOTPETD PE3YJIbTATHI
TpaccupoBku cepBepa ducneruepa coenunenunit VPN u Qucneruepa kiroueit VPN. Dta GpyHKuus aHaiorniHa
koMmange TRCTCPAPP *VPN, KoTOpyro MOXXHO BbI3BATh B TEKCTOBOM MeHIO. OIHAKO B OTJIMYKE OT 3TOM
KOMaH/Ibl, JaHHAs (DYHKIMS O3BOJISIET IPOCMATPHUBATH PE3yJIbTATHI TPACCUPOBKU BO BPEMS paOOTHI COCIMHEHNUSI.

Ji1s mpocMoTpa pe3yIbTaToB TpacCHpOBKH cepBepa VPN BBINOJHATE CIICAYIOIINE JeHCTBUS:

1. B System i Navigator pa3sepuute ciucok Cucrema — Cerb — Crtparterun IP.
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2. MlenxHuTe NpaBOi KHONKON MBIl HA BHpTya/ibHbIe YacTHbIe ceTH, BoiOepuTe CpeacTBa JUArHOCTHKH, 1 3aTEM
TpaccupoBka cepsepa.

Jl51g M3MeHeHus TUna JaHHBIX TPACCUPOBKH, coOupaemsblx Jucneryepom kiroueit u Jucnetuepom coenunenuit VPN,
BBIIIOJIHUTE CJIEYIOLIUE IEUCTBHUS:

=
B oxue BupryajibHasi yacTHas ceTb HaXMuTe H@ (Onmun).

2. Ha crpanune /Iucneryep coeMHeHuil yKaXUTe TUIl TPACCUPOBKHU, KOTOPYIO JOJDKEH BBINOJHATE JUCIETYED
COeIMHCHUN.

3. Ha crpanune /Incnerdep Kiroveil, ykaxuTe THII TPACCUPOBKH, KOTOPYIO T0JDKEH BBIIOJHATH J{ucneTyep KiIroueil.

J71st mpocMOTpa IOMOJHUTEILHON HHPOPMAIIUK O JIF000i CTPAHUIIE U e MOJIIX HAKMUTE HA ITOM CTPAHUIIE
kaonky CnpaBka.

5. Haxwmute OK 115 coxpaHeHUs U3MEHEHUIA.

6. [l BKIIFOUCHHS TPACCHPOBKH HAXKMUTE . (BamyctuTts). [lepnoandeckn HaXXUManTe (O6HOBUTH), YTOOBI
IpocCMaTpuBaTh CAMBIC CBEXKUE JAHHBIC TPACCUPOBKHU.

MpocmoTp npoToKonos 3afaaHun cepsepa VPN

Crenyst NpUBEIEHHBIM B 9TOM pas/iejie MHCTPYKLIUSIM, MOKHO IPOCMOTPETh MPOTOKOJIbI 3ajaHuit Jlucneryepa
xroueid VPN u ucnetuepa coenunennii VPN.

s mpocMoTpa TeKyImux NpoTokoI0B 3aaanuit JQucneruepa kiroueid VPN wm Qucneruepa coequnenuit VPN
BBITIOJTHATE CJICAYIOIINE CHCTBAS:

1. B System i Navigator pa3sepaute cmcok Cucrema — Cerb — Crtparterun IP.

2. IllenxHuTe MpaBoOif KHONKOM MBIIIN HA MyHKTE BUpTyanabHas yacTHas ceThb, BbIOepuTe /{narHocruyeckue
CpeacTBa, a 3aTeM BbIOEpUTE 3aaHue cepBepa JJisi IPOCMOTpa.

MpocmoTp aTpnMbyTOB KOHUrypauuin 3aLnThbl

BemmosmHuTE 3TY 33129y 11 IPOCMOTpa aTpUOyTOB KOH(pUTYparwii 3amuThH (SA), CBSI3aHHBIX C AKTHUBHBIM
COCTMHEHUEM.

BbI MOXeTe MPOCMOTPETh aTpUOYTHl KOH(MUTYpanuii 3aiuThl (SA), CBI3aHHBIX C AKTUBHBIM coeTMHEHNeM. J171s
OTOTO BBIIIOJIHUTE CIIEAYIOIITUE ,E[Cf/iCTBI/IHI

1. B System i Navigator pa3seprante crcok Cucrema — Cerb — Ctparteruu IP — Bupryasabnsie yacTable ceTn —
3anpiiennple coeIMHEHNSI.

BI)I6€pI/ITC Bce COCIMHCHMSA 111 IIPOCMOTpa CIIMCKa COCIUHECHUI B npaBoﬁ IIaHCJIN.

3. IllesnkHuTE MpaBOif KHOIKOI HA COOTBETCTBYIOIIEM aKTUBHOM COSAMHEHNH U BeIOepuTe Konpurypamun 3ammrs.
B nosiBuBIIEMCS OKHe OyayT MOKa3aHbl CBOMCTBA BeeX SA, CBA3aHHBIX C BHIOPAHHBIM COEIUHEHHUEM.

3aBepLueHue coeamHeHnusa VPN

Bomoaute 9Ty 3aga4y, YTOOBI 3aBCPHIUTHL AKTUBHBIC COCIUHCHU .

71 TOTO 4TOOBI 3aBEPIINTh AKTUBHOE COSIMHEHUE UITH COSTMHEHNE, YCTAaHABIMBAEMOE 10 3aIPOCY, BHIIOJHATE
CJIeYIOIINE NCUCTBUSA:

1. B System i Navigator pa3sepraute crrcok Cucrema — Cerb — Ctparternu IP — Bupryaabnsie yacTable ceTn —
3aniiennplie coeTMHEHNSI.

2. BLI6epI/ITe Bce coenunennst 1iist IpoCMOTpa CIIMCKa COCIUHECHUI B HpaBOﬁ IIaHCJIN.

[leskHUTE TpaBOW KHONKOM MBIIIN HA MIMEHN COSANHEHNUS U BHIOEPUTE MyHKT 3aBepIHTh. /111 TOTO 4TOOBI
3aBC€PUHINTH HECKOJIBKO COCL[PIHCHI/Iﬁ, BBIJICJIIUTC UX UMCHA, IICJIKHUTC HpaBOﬁ KHONKOM MBI U BI)I6CpI/ITC IIYHKT
3aBepuMTh.
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YnaneHue o6beKkToB KoH$urypauum VPN

IMepen ynanenuem oobekTa kondurypanuu VPN u3 6a3bl ganHbIx crpateruii VPN yoeauTech, YTO 3TO HE CKAXKETCs
Ha paboTe APYrux coeAuHEHNUH u rpymmn coenunennit VPN.

Jutst Toro uto6sl yaaauts coequHenue VPN u3 6a3el nanubix ctpateruit VPN, BhIOJHUTE ClleAyIOIIME ASHCTBUS:

1. B System i Navigator pa3sepuute crucok Cucrema — Cerb — Crtparterun IP — Bupryajbhble yacTHbIe ceTH —
3amuennbie coeMHEeHHsI.

Bribepute Bee coennenust 11 IpoCMOTpa CIIUCKA COSTUHEHU B MPaBOi MaHEH.

H_IC.]'IKHI/ITC npaBoﬁ KHOIIKOI MBIIIIN HA HY>XHOM COCIVHCHUU U BI)I6CpI/IT€ IIYHKT yl[a.]II/IT]).

YctpaHeHue Henonaaok VPN

Crrenyroinue MeTO/IbI YCTPAHSHHSI HETIOJIaJ0K MOKHO HCIIOJIb30BATh JJIS1 PEIIeHNS] OCHOBHBIX HEIOJIa/I0K,
BO3HMKAIOIIMX MPHU HACTpOIike coeauHeHus VPN.

VPN npencrasisieT coOo0i CIOXHYIO0, TMHAMAYECKH N3MEHSIOITYIOCS TeXHOJIOTHIO, ISl pA0OOTHI C KOTOPOit
HEOOXOAMMO UMETh NpeICTaBJIeHHE O CTaHAapTHBIX TexHosorusx IPSec. Kpome Toro, Heo6xoaumo ymeThb
paboTath ¢ npaBuwiIamMu o6paboTku naketoB IP, Tax xak a1 npumenenust VPN TpeOyeTcss HACTpOUTh HEKOTOPBIE
npaBuia GmwibTpanuu. C yueToM 3TOro, mpu padboTte ¢ coenuneHussMu VPN HHOTIa MOTYT BO3BHUKATh OIIUOKH.
HexoTopsie ommbkn VPN ycrpanuTh BecbMa HerpocTo. Heo6XxoamMo Xopo1o 3HaTh KOHPUTYPAIHIO CHCTEMBI 1
CEeTH, a TAKXXe YMETh paboTaTh ¢ QyHKIUSIME, IPUMEHSIEMbIMH ISl ©3MEHEHNS KOHQUTYypauu. B mpuBeeHHBIX
HIDKE pa3fiesiax MPUBEICHb HEKOTOPhIE pEKOMEHIAINH 110 YCTPAHEHUIO PA3IMIHBIX HEMOJIAI0K, KOTOPhIE MOTYT
BO3HUKHYTH pu pabote ¢ VPN:

Hauano pa6oTbl ¢ ycTpaHeHuem Henonanok VPN.

BeimosHuTe AaHHYO 32124y, YTOOBI O3HAKOMUTBCS C PA3JIMYHBIMEU METOIaMU onpe/iesieHns Henojagok VPN, ¢
KOTOPBIMH BBl MOXKETE CTOJIKHYThCS B CHCTEME.

Anam3 Herto1agok VPN MOXHO BBIITOJHATH HECKOJILKAMHE CIIOCOOaMU:
1. VOGenurecsh, 4TO B CHCTeMe NPUMEHEHA MOCIIeIHAS BEPCUsl BPEMEHHBIX UcnpabieHuit nporpamm (PTF).
2. Yb6enuTtech, 4TO B CUCTEME BBITIOJIHEHBI MUHIMAJIbHBIE TPeOOBaHUs K HacTpoiike VPN,

3. O3HaKOMbTECh CO BCEMH COOOIIEHUSIMHU 00 OIIMOKAX, CoaepKamuMucs B okHe Mupopmarusa 06 ommokax u
MpoTOKOJIax 3a/anus cepepa VPN B JiokasibHOM 1 yaasieHHOU cucteMe. [IpuunHa ommOku, BOZHUKIIEH TTPH
paborte ¢ coequaeHneM VPN, MoXeT OBbITh CBsI3aHa ¢ JIr000i KOHeYHOH cucTteMoii. [TpoBepky ciemyer
BBITIOJTHSATD JIJISI YeThIPEX aJIPECOB: KOHEUHBIX TOYEK COCTMHEHMSI, TPEICTABIIIONINX apeca, KOTOpbIe (PYHKITHS
IPSec yka3biBaeT B makeTax [P, 1 KOHEUHBIX TOUEK JAHHBIX, KOTOPbIE MPEICTABIIAIOT a/ipeca OTIPABUTEIIS U
noJiyyateJis naketos [P.

4. Ecmm mtst ycTpaHeHHS HENOJIa KU HETOCTATOYHO COOOIIEHMI 00 OmMOKax, MPOCMOTPHUTE KypHAJ (DUIIbTpaIruu
makeToB IP.

5. C IIOMOHIBIO TPACCUPOBKHU CBA3U MOXHO IIOJIYYUTH 06H_ly}0 I/IH(I)OpMaIII/HO O TOM, OTIIpaBJidJia JIM CUCTEMa
3aIllpoOChl HA IMOAKJIFOYCHUC U ITPUHHUMAJIA JIM CUCTEMA TAKUEC 3aIIPOCHI.

6. [l okaJM3aluy HeMoJIa Ik MOXHO BOCIOJIb30BaThCs KomaHaoi Tpaccuposka npusosxenus TCP
(TRCTCPAPP). OGbIuHO 3Ta KOMaH/1a IPUMEHSIETCS COTPYIHIUKAaMU CEPBUCHOTO IpeAcTaBuTeIbcTBa IBM muis
aHaJIu3a OMMUOOK COEUHEHNH C TOMOIIbIO JAaHHBIX TPACCUPOBKU.

nOHﬂTl/lfl, CBSAI3aHHbIC C JAHHBIM

|“Tpe6OBaHI/Iﬂ k HacTpoiike VPN” Ha cT1p. 45|
Juts Toro uTo6s! coemuaenre VPN mpaBUiIbHBIM 00pa3oM paboTaio B CUCTEMAaX U C CETEBBIMHU KJIMEHTAM,
HEOOXOIMMO YAOBJIETBOPSATH MIHAMAJIHHBIM TPEOOBAHMSM.

f‘YCTpaHeHHe Henosiaiok VPN ¢ nomorbro npoTokosioB 3aganuit VPN Ha cTp. 76|

Ecym nipu pa6ote ¢ coenunerreM VPN Bo3HHKIIA OIIMOKa, pEKOMEHIYETCS MPOAHATIM3UPOBATEH TPOTOKOJIBI
3amannii. Madopmanus o6 ommbkax n mpovas uHpopManus o cpeae VPN conepKUTcs B HECKOJIbKUX
MPOTOKOJIAX 3aJaHUM.
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‘Verpanenue Henosiagok VPN nmyTeM TpacCupoBKM coequHeHni’” Ha cTp. 83
y

B cucreme IBM 15/0S npeaycMoTpeHa BO3MOKHOCTb TPACCHPOBKY JITAHHBIX, HEPEIaBAEMBIX 110 JIMHUU CBSI3H,
Hampumep, no uaTepdeiicy sokanbHoit cetu (LAN) i rimodansaoit cetn (WAN). [l mHTepnpeTanu Beex
JTAHHBIX TPACCHPOBKH HEOOXOAUMBI ClelUaIbHble 3HaHUsI. OHAKO C UX TOMOIIIBLIO BBI BCEI/1a CMOXKETE
OIPENEIIUTh, BHIIOJIHSAJICS JIU OOMEH JaHHBIMU MEX/1y JIOKAJIbHOM U yAaJIeHHON CUCTEMaMU.

3aaun, cBsi3aHHbIE C IAHHON

I“HpOCMOTp uH(popManuu o0 omuokax’” Ha CTP. 62|

Bomomure OTYy 3aga4y AJId ONIPCACIJICHUA ITPUYNH, IO KOTOPBIM HE pa60TaeT COCOIMHCHUC.

f‘YCTpaHeHI/Ie HenoJs1anok VPN ¢ nomouisto sxypHasia QIPFILTER” na ctp. 7 l|

B aToMm pasznesie mpuseaeHa napopmanus o npasuiiax GuibTpanun VPN,

|“3anyc1< coequnenust VPN Ha ctp. 60|

Brimosaute OTYy 3aJavy JJId 3alyCcKa COGHHHGHHﬁ, yCTaHaBJIMBACMbIX JIOKAJIbHOU CUCTEMOM.

Mpouee

Ecim ommbka BO3HMKIIA TIOCTIE YCTAHOBJICHUSI COSAMHEHMSI, ¥ BB HE 3HAETE, C YeM OHA CBs3aHa, TocTapaiTech
YIPOCTHTH KOHMUTYPAIIHIO coennHeHns. Hamprmep, BMECTO TOro 4ToOBI ICKaTh IPUYMHY OITHOKH Cpa3y BO BCEX
KoMIoHeHTax coeauHeHuss VPN, naunute ¢ camoro coegunenus [P. Huke nmpuBeieHbl HEKOTOpPbIE PEKOMEH/IAINH 110
oIaroBoMy aHasusy HenoJjaJaku VPN, HaunHas ¢ npoctoro coequHenus [P u 3akaHumMBasi CJI0)KHBIM COEIMHEHUEM
VPN:

1.

Haunute mpoBepky ¢ KoH(bUTypanuu coenuHerns [P, ycTaHOBICHHOTO MEX/1y JIOKAJTbHBIM U yIaJICHHBIM
xocTtoM. Y aamuTe Bce GuibTpsl [P, cBsi3aHHBIE ¢ MHTEp(dElicOM B JIOKAJIBHOM 1 yIaieHHO# cucteme. [IpoBepbTe
COCAUHCHUE MEXKY JIOKAJIbHBIM U YJAJICHHBIM XOCTOM C IOMOIIBIO KOMAaHIbI PING. Vcnerno jm BbIIOJIHEHA
npoBepka’?

IIpameuanne: OTtkpoiite npuriamenue komanael PING; BBenuTe anpec yaaneHHoil cucremsl, Haxxmute PF10
JUIsL IPOCMOTpa JONOJHUTEIbHBIX TAPAaMETPOB U BBeAuTe [P-anpec gokaabHON cucTeMbl. DTO
00s13aTeJIbHO HYXKHO CEJIaTh B TeX CJIydasix, KOTJa B CUCTEME CYIIECTBYET HECKOJIbKO (PU3NUECKUX
nm Jorudeckux naTepdeiicos. Ecim BbI He ykakeTe JIOKAJIbHBIN ajpec, To B makerax PING
MOXeT ObITh YKa3aH HEBEPHBII aapec.

Ecnu na, nepeitnure x mary 2. Ecim HeT, mpoBepbTe NpaBUIIbHOCTh KOHpuUrypanuu [P, coctosiane nuntepdeiica u
3anmcyu MapipyTusanun. Ecom koHburypanus 3agana npaBuibHO, BKIIFOYUTE TPACCHPOBKY COCTUHECHUS I
yoenutech, uto 3anpoc PING mepenaetcs 3a npeaesbl cucteMbl. Ecim otBeT Ha 3anpoc PING He ObLIT TOJTyueH,
TO, CKOpee BCEro, HEeMoIaIKa CBsI3aHa C CEeTHIO MJIN YIaJIeHHON CHCTEMOiA.

IIpumeuanne: Bo3moxuo, makeTs! PING nepenaroTcs yepe3 IpoMekyTOUHbIE MapIIpyTU3aTOPHI U
OpaHaMayaIpsl, BRITOJIHSIONINE GIIbTpanuto naketos IP, koTopeie oTopackiBaroT nakets! PING.
O6prynO pyHKIMsA PING ocHoBana Ha mpotokosie ICMP. Ecnu komanaa PING BrinosiHeHa,
3HAYUT coequHenue padboTaeT npaBuibHO. Ecim komanna PING He BbIOJIHEHA, TO HUKAKUX
BBIBOJIOB CEJIATh HEJIb3s. B 3TOM cilydae peKOMeHAyeTCsl yCTAaHOBUTH COEUHEHNE MEX 1y IByMs
CHUCTEMaMH C IIOMOIIIBIo Ipyroro npotokoJsia IP, nanpumep, Telnet noma FTP.

ITpoBepsTe mpaBuia Guiabtpanuu VPN u ybeaurech, Y4To OHM aKTUBUPOBAHBI. 3amylleHa J1 (GyHKIUSA
¢unbrpanun? Ecim aa, nepeitnute k mary 3. Ecim HeT, mpocMoTpuTe co00IeHnsI 00 OIMOKaX, IOKa3aHHBIE B
oxHe [IpaBmia 06padboTKH makeToB MporpamMMbl System i Navigator. Y0eauTech, 4TO B IpaBUiiax (GUIbTPaIin
He 3ajaHo0 npuMeHeHune GyHkimr NAT s manaeix VPN,

3anyck coequnerust VPN. Bruio nu 3anymieHo coenunenne? Ecim na, nepeiiaute k mary 4. Eciu Her,
IPOCMOTpUTE COOOIIeHHS 00 oMb Kax, NpuBeAeHHbIe B IpoTokoax 3aaannit QTOVMAN u
QTOKVPNIKE. 17151 mpumenenust VPN Heobxoammo, uToOsl mpoaiiaep Internet (ISP) u Bce 3armumineHnbIe
LUTIO3bI B ceTH noaaepskuBam npotokosibl AH u ESP. I1pumenenue npotokosioB AH u ESP orosapusaercs B
IJIaHAX 3aLLUTHI, CBSI3aHHBIX ¢ coenrHenreM VPN,

V1anoch Jin yCTAaHOBUTB CEaHC MOJIb30BaTess o coeannenuto VPN? Ecnu aa, 3naunt coequnenne VPN
paboraeT npaBusbHo.Ecin HeT, yOeauTech, YTO B MpaBuilax 00padOTKHU NaKeTOB, ONPEACIEHUN [PYIIIbI
COEIMHEHUH ¢ AMHAMMYECKUM KJIFOUOM U ONPEIEJICHUN COSIMHEHUSI C JMHAMMYECKUM KJIFOUOM HE 3aJaHbl
npaBmiIa GUILTPANUy, OTKIIOHSIONINE JaHHBIC TOJIH30BATEIIS.
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YacTo BcTpeuarowmeca owmnbKu B KoHpurypauum VPN u cnocobbl nx
ucnpassieHUs

OTta nHpOpManus npeaHa3HAYCHA ISl O3HAKOMIICHHUS C YaCTO BCTPEYATOIINMUCS OIMUOKaMu B KoHpurypanun VPN
1 CIOCOOaMH MX HCIPaBJICHUS.

IMpumeuanue: Bo Bpems HacTpoiiku VPN co3maeTcst HECKOJIbKO OT/AEIbHBIX 00BEKTOB KOH(DHUTypaIiy, KaKIbIi 13
KOTOPBIX HE0OX0auM JJTs1 ycTaHoBJeHus coeuHenuss VPN. B rpaduueckom untepdeiice VPN atu
00BEKTHI HA3LIBAIOTCS CTpAaTCTUAMU 3aIUTHI IP u 3AalIUIICHHBIMU COCIUHCHUSIMU. KOF,Z[a B OTOM
paszesie uaeT peub 00 06beKTe, UMEETCs B BUy OJMH U3 YKa3aHHBIX 00bekTOB VPN.

CoobLieHue 06 owmbke VPN: TCP5B28

Bo BpeMs akTuBanuu npaBuil GUIIbTPAAU IJIs HHTepdeiica ObII0 mojIydeHo cireayroliee coodmmenne: TCP5B28
Hapymen mopsimok CONNECTION_DEFINITION

Ilpusnak:
Bo Bpems akTuBanuy npaBuil puabTpanuu 11 HHTEpdeiica 05110 MOTYUeHO CJIEAYIOIIee COOOIIEHHE:

TCP5B28: HapyweH nopsipok CONNECTION DEFINITION

Bo3Mo:KHbIi cn10c00 ycTpaHeHHs:
ITpaBuia pumbTpanuy, BEIOpaHHBIE A1 AKTUBALIUH, COJIEPKAT ONPEACIICHNs COeAMHEHUH], TOPSIAOK
KOTOPBIX HE COBHAJAET C MOPSAKOM ONpesesieHnit B Habope NpaBuJl, aKTUBUPOBAHHBIX paHee. [l
UCIIPaBJICHNs OIIMOKH MPOIIEe BCEro aKTUBUPOBATH (hailyr mpaBui1 11t BeeX nHTepeiicos, a He 15
OT/IeJIbHOTO NHTep(eiica.

CoobuieHue 06 ownbre VPN: O6bEKT He HanaeH
Korna BbI meskaeTe mpaBoif KHOMKOM MBI Ha 00bekTe VPN u BeiOupaete myHkT CBoiicTBa i Y Aa/HTh,
HOSIBJISIETCS clieayrolee coodienne: QO0beKT He Hal1eH.

ITpusnak:
Korpaa BbI 1IeJIKHYIM IPaBOii KHOMKON MBIIIY HA 3HaYKe 00bEKTa, PACIOJIOKEHHOM B OKHe BuptyanbHas
YacTHAs CETh, M BhIOpaJi MyHKT CBOMCTBA MK Y JAJIMTh, ITOSIBUJIOCH CJIEAYIOIIEe COOOIIICHHE:

4 X

Bo3Mo:kHbIii cnocod ycTpaHeHusi:

* Bo3MoxHO, 00BEKT OBLI yAaJIeH MM IEPEeUMEHOBAH, a B OKHE [Toka3aHa ctapas nHpopmanus. B atom
ciiydae OOBEKT MO-TIPeXHEMY OYJeT nokazaH B okHe Buprtyasbnas yactHas cetsb. Boibepute B MeHto Buj
nyHKT O0HOBHTB.Eciin 00BEKT NO-IIpeKHEMY [TOKa3aH B OkHe BupTyasibHast yacTHas ceThb, epeiure K
CJIETYFOIIIEMY OOBEKTY B CITHCKE.

e Bo BpeMst HaCTpOWKM CBOMCTB 00bEKTAa MOTJIAa BOSHUKHYTH OIINOKA COeTMHEHNS], YyCTAHOBJIEHHOTO
mexy cepepoM VPN u cucteMoii. BoabmHCTBO 00BbEKTOB, MOKa3aHHBIX B OkHe VPN, nmpeacTaBisitoT
HECKOJIbKO 00BEKTOB U3 0a3bl JaHHBIX cTpaTeruit VPN. DTo o3HayaeT, 4To u3-3a OIIMOKYU CBSI3U
HEKOTOPbIE OOBEKTHI Oa3bl TAHHBIX MOTYT OBITH MO-TIPEKHEMY CBsI3aHbI ¢ 00bekTOM VPN. Ipn
CO3JITaHUM UJI OOHOBJICHNH OO0BbEKTa BOSHUKHET OIMOKA, TAK KaK TaHHBIEC HEe OYAYT CHHXPOHH3MUPOBAHEI.
Hns ncnpasienus ommnoku HaxxmuTe kKHONKY OK B oxHe coobmenns 06 ommobke. [TostBUTCS OKHO
CBOWCTB 00BEKTA, C KOTOPHIM CBsI3aHA OIMMOKA. 3HAUEHUE Oy/IeT yKa3aHo TOJILKO B moJjie Mims. Bo Bcex
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OCTAJIbHBIX TOJISIX 3HAUCHHUE He OyIeT yKa3aHo Wi OyJeT yKa3aHo 3HaYEHHE 110 yMOJIYAHHIO. 3aaiTe
IpaBUJIbHBIE aTPHOYTH 00bekTa U HaxkMuTe OK 11 coXxpaHeHns n3MEHEHMH.

* AmnajormyHasi omrOKa BOSHUKHET IIPH MOTBITKE YAAJIATH OOBEKT. [T HCTIpaBIIeHUsT OIIAOKY 3aIIOJTHATE
TIOJIs B OKHE CBOMCTB, KOTOpoe MosiBUTCS nociie HaxaTus kHonkn OK B okHe cooOmienns 06 ommoOke.B
pe3yibTaTe OyAyT BOCCTAHOBJIEHBI BCE CCBHIJIKM Ha 0a3y maHHbIX cTpateruit VPN. TTocie aToro MoxHo
YAAJUTh OOBEKT.

CoobLeHne 06 ownbke VPN: 3HaueHne napametpa PINBUF HegonycTumo
[Tpu 3amycke coequHenus nospJsieTcs ciaeayrouee coodienue: Heponycrumoe 3navyenue napamerpa PINBUF...

Ipu3nak:
[Tpu 3amycke coeMHEHNUS TTOSBIIIOCH CIIETYIOIIee COOOIIeHNE:

il BvpTyansHele YacTHele ceTw - Rs002

MNAPAMETF PINBUF HEOQOMYCTEM. NP FYEHA

OT 3HAHEHKA MNAPAMETFA PREGQTYPE COAEPHIMOE
MNAPAMETFA PINBUF HEOOTTYCTIMO, BOCCTAHOBNEHKE .
MCIPABETE COOEFHMMOE PINBUF |1 BEIZOBIMTE AR ;I

Bo3mo:xkHbIii c1oco0 ycTpanenus:
OTa omubka BOZHUKAET B TOM CJIy4ae, €CJIM B CUCTEME BBIOPAHA JIOKAJIb, HE MOACPKUBAIOIIAS CTPOYHbBIE
CUMBOJIBL. J1J151 UCHpaBJIeHNs OINOKH yOeAUTECh, YTO UMEHA BCeX 0OBEKTOB COJIEPKAT TOJILKO NPONHUCHBIE
CHMBOJIBL, JINOO N3MEHHTE JIOKAJIb CHCTEMBI.

CoobueHune 06 owmbre VPN: O6beKT He HalaeH, YaaneHHbIn cepeep KAroyei...
ITpu BeIOOpe myHKTa CBOMCTBA [1J151 COSAMHEHNS C TMHAMMIECKIM KJTFOUOM TIOSIBIISIETCS COOOIIEHNE O TOM, 4TO HE
YAAJIOCh HAUTH YKa3aHHBIN yIAJICHHBIN CepBEp KIIFOUEH.

Ilpusnak:
[Tpu BriOOpe nynkTa CBOHCTBA /115l COEIMHEHUS C TMHAMUYECKUM KJIFOUOM HOSIBUJIOCH CJIEAYIOIIEe
COOOIIIeHNUE:

il BvpTyaneHele yacTHele ceth . B3

e ANEMEHT HE HaHIEH.
YIANEHHEIA CEREER KN4 e

44 85.77 BB

Bo3mo:xkHbIii cioco0 ycTpanenus:
OTa omubKa BOZHUKAET B TOM CJIy4ae, €CJIU MIPU CO3/IaHUU COCTUHEHUS ObLT 3a/IaH UICHTU(PUKATOP
YAAJICHHOT'O CepBepa KJIFOUeH, a 9TOT cepBep ObLIT BIOCJIEACTBUYU YAAJIEH U3 TPYIIIbI COSAMHEHUH C
JIMHAMUWYECKUM KjrouoM. J1i1s ucnpapiienus ommoku Haxkmute kHonky OK B oxHe coobtienust 06
onbke.[ToSIBUTCSI OKHO CBOMCTB COOTBETCTBYIOIIEH IPYIIIbI COSTUHEHUI ¢ JMHAMUYECKAM KJTF0UoM. B
9TOM OKHe JT00aBbTe YIaJICHHBIN cepBep KJIFOUEH B TPYIITY WU BLIOCpUTE APYTroi HIACHTUPUKATOP
yAAJICHHOTO cepBepa Kirouei. JI1s coXpaHeHnsI BHECEHHBIX U3MeHeHmid HaxkMuTe kHonKy OK.
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CoobueHune 06 owmbke VPN: He yaanocb 06HOBUTb 0OBbEKT
HpI/I naxatun kHonkn OK Ha CTpaHUIC CBOICTB I'pynIibl COG,[[I/IHGHI/Iﬁ C AMHAMMWYECKUM KJIFOYOM UJIU CTATHYECKOI'O
COCIUHCHMUS ITOABIISICTCA COO6H_[€HI/Ie O TOM, YTO CUCTEME HE YIaJI0Ch OOHOBUTH OOBEKT.

Ilpusnak:
ITpu naxxatun kHonku OK Ha cTpanume CBOWCTB I'PyNIbI COSAUHEHNH ¢ AMHAMUYECKAM KJIFOUOM UJIH
CTATUYECKOTO COEAMHEHUS MOSIBUIIOCH CJIE/IyIOIlee COOOIIECHHE:

Bo3mouxkHbIii c1oco0 ycTpaHenus:
OTa omnbkxa BOZHUKAET B TOM CIIy4yae, €CJIM U3MEHSEMBbI 00bEKT NPUMEHSIETCS AKTUBHBIM COEIMHEHUEM.
Takne 0OBEKTHI UI3MEHSTH HeJIb3s1. [J151 m3MeHeHns: 00bEeKTa ONpeIesNTe, K KAKOMY aKTHBHOMY
COGMHEHUIO OH OTHOCHUTCSI, IIEJIKHUTE MPABOIl KHONKOM MBIIIN HA 3HAYKE 3TOI'0 COSIMHEHUS 1 BEIOEpHTE
IYHKT 3aBepuInTh.

CoobLeHune 06 ownbke VPN: He yaanoch sawum¢poBaTh Kntou...
ITonydeno coobiieHne o TOM, YTO CUCTEME He y1aJI0Ch 3audpoBaTh Kitoud, Tak kak 3Hauenue QRETSVRSEC ne
pasHo 1.

Ilpu3nak:
[MTostBIIIOCK cliemyrolee coo0IeHre 00 ommoKe:

il BupTyansHsle YacTHele ceTh - Rs0:

HepoamoxHO 2alWPPOEATE KNKOYK. 3JHAYBHHME

CIRETSWRESEC gom#Ho ARITE paeHo 1.

Bo3Mo:kHblil cnocod ycTpaHeHnusi:
Cucremuoe 3HaueHne QRETSVRSEC onpenenseT, pa3pelieHo Jiu B CHCTEMe XPaHUTh 3alluppOBaHHbIE
xiroun. Ecom 910 3HaUeHne paBHO 0, TO MOATOTOBJICHHBIEC KJTFOYH U KITFOYH AJITOPUTMOB CTATHYECKOTO
COETMHEHUS HeJIb3s1 COXPAHUTH B 0a3e maHHbIX cTpateruii VPN. {1 ucnpaBiieHus 3TON OMNOKU OTKPOHTE
ceanc amyJsimu 5250. Beenute B komaniHoii crpoke wrksysval u naxxmute Enter.Haiiaure B ciucke
3HaueHne QRETSVRSEC u BBeuTe HAanpoTHB HEero oniuio 2 (u3MeHnTh).Ha crnenyroieii manesu BBeuTe
1 u naxxmute Enter.

nOHﬂTl/lfl, CBSI3aHHbIC C JAHHBIM

|“OH_H/16Ka VPN: He nokazan HE 0IMH KJIIOY~ Ha CTP. 69|
ITpu mpocMOTpe CBOMCTB CTATHYECKOTO COEAMHEHH S HE NIOKA3AHbI NOJIrOTOBJIEHHBIE KJIFOUM U KJTFOUH

aJITOPUTMOB.
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Coob6LieHue 06 owmbre VPN: CPF9821

[pu nombITKe pa3BepHYTh WM OTKPBITH KoHTeliHep CTpateruu [P B System i Navigator nosiBiisieTcst coobiienue
CPF9821 - Het npas goctyna x nporpamme QTFRPRS u3 6ubymotexn QSYS.

Ilpuznak:
[Tpu nomeITKe pa3BepHYTh WJIM OTKPBITH KoHTelHep Ctparteruu [P B System i Navigator nosisisiercst
coobwenue CPF9821 - HeT npaB pocTyna K nporpamme QTFRPRS u3 6ubnuoTekn QSYS.

Bo3MmoukHbIe IPHYMHBL:
V Bac HeT mpaB IOCTyIa Ha MPOCMOTP IPaBIJI 00padOTKM NAKETOB WK Ha pabOTy C TUCTIETICPOM
coequuenunit VPN. [Toce nostyuenus npas poctyna ¥*IOSYSCFG Bbl cMoxkeTe padoTaTh ¢ QYHKITUIME U3
paszaena [IpaBmma 06paboTku makeToB B System i Navigator.

Owunbka VPN: He nokasaH HM OAMH KoY
le/l HpOCMOTpe CBOfICTB CTATUYCCKOI'O COCIUHCHU S HE IMOKA3aHbI MIOATIOTOBJICHHBIC KJIFOYU U KJIFOYU aJ'IFOpI/ITMOB.

IIpn3nak:
J17151 CTATUYECKOTO COEAMHEHNS HE MOKAa3aHbl IIOATOTOBJICHHBIE KJIFOUM U KJIFOYH aJITOPUTMOB.

Bo3mo:kHbIil cn1ocod ycTpaHeHusi:
Taxas ommOka BO3HUKAET B TOM citydae, korjaa cucteMuoe 3Hadeane QRETSVRSEC cnoBa cranoBuTCs
paBHbIM 0. [Tpr 0OHYJIEHUH 3TOT0 CHCTEMHOTO 3HaUeHHS U3 0a3bl MaHHbIX cTpaTteruit VPN yaassrorcs Bce
KJIFOYH. HJ'ISI HCIIPABJICHUSA OLITNOKNU YCTAaHOBUTC CUCTEMHOC 3HAYCHUEC PABHBIM 1 1 3aHOBO YKaXHUTE BCC
KJIIOYH. 3a IONOJHUTEJIbHOW nHpopMatmein oopaturtech k pazaeiay Coobienne o6 ommoke: He ynanoch
3amuppoBaTh KJIFOYH.

HOHﬂTﬂﬂ, CBsI3aHHbIC C JITAHHBIM

[‘Coobenne 06 omubke VPN: He yrazoch 3aumdposaTs Kmou...” Ha cTp. 68|
TTony4yeHno cooOIeHre 0 TOM, YTO CUCTEME He y1ajIoch 3amuppoBaTh Kirour, Tak kak 3Hauyenne QRETSVRSEC
HE paBHO 1.

Owunbka VPN: Mpu paboTe ¢ npasunamm o6paboTKM NaKeToB NOABNAETCA
npurnawleHve Ha BXoA B APYryro CUCTEMY

[Tpu nepBom 3amycke untepgeiica [TpaBuiia 00padboTku nakeToB B nporpamme System i Navigator mosiBUIOCH
OpUrjalnieHue Ha BXoa B CUCTEMY, OTJIMIYHYIO OT TeKymeﬁ CUCTEMBI.

Ipu3nak:
[Tpu mepBoM 3amycke mHTepdeiica [IpaBuiia 00padoTKK MTaKeTOB MOSBUAIIOCH IPUTJIAIIICHIE Ha BXO/ B
CHCTEMY, OTJIMYHYIO OT TEKYIICH.

Bo3Mmo:xkHbIii cniocod ycTpaHeHus:
[TpaBuia 06paboOTKH NAKETOB XPAHSTCS B MHTErPUPOBAHHOII (aitioBoii cucteme B popmarte Unicode. Bxon
B IPYI'YIO CHCTEMY HeoOxoauM mporpamme System i Access for Windows 11151 mostydeHust HEOOXOIUMBbIX
Tabymi npeobpaszopanust Unicode. Takoe npuriaiieHne He OyIeT HOSIBJISITHCS B TaJIbHEHIIIEM.

OwubKa VPN: B okHe System i Navigator He yKa3aHO cOCTOSHMe COeANHEHUA
s coequHeHNs He 3aaHO 3HaUeHne B cTosone CocTosiHIe OKHA IIporpamMMBbl System i Navigator.

Ilpu3nak:
i1 coenuHeHns He 3aaHo 3HaueHue B cTosi01e CocTosiHIe OKHA ITporpamMMbl System i Navigator.

Bo3mo:knbie NPUYIMHBI:
Ecnu cocTosiHMe cOeAMHEHNS He yKa3aHO, 3HAYUT COeAUHEHNEe HaX0AUTCA B IIpolecce 3amycka. [Ipyrumu
cJIoOBaMH, COCJUHCHUEC C€IIC HC 3allyIICHO, U OIIMOKHK HE O6Hapy)KCHI>I. ITocie oOHOBIIEHNS COACPKUMOTO
OKHa B KAaU€CTBE COCTOAHUA COCIUHCHU S 6y,£[€T YKa3aHO OJHO U3 CJICAYIOIIUX 3HAYCHUI: OllIMﬁKa, AKTVIBHO,
Mo 3anpocy uym llpocTanBaeT.

Owunbka VPN: NMocne 3aBepLueHUA COeAUHEHUA OHO NO-NpPeMHeMy 0CTanochb
aKTUBHbIM

HecMoTpst Ha TO, 9TO BBI 3aBEPIIIIIIN COSIMHCHUE, B OKHE IPpOrpaMMbl System 1 Navigator mo-mpexxHeMy yKa3aHo,
YTO COCAUHCHUEC AaKTHUBHO.

BupryabHas yactHas cets (VPN) 69



Ilpu3nak:
HecMoTpst Ha TO, 9TO BBI 3aBEPIIIIIN COSIUHCHUE, B OKHE IIporpamMmMbl System 1 Navigator mo-rpexxHemy
yKa3aHo, YTO COeIMHEHNE aKTUBHO.

Bo3mouxkHbIii c1oco0 ycTpanenus:
OO6BIYHO Takasi CUTyallsi BO3HUKAET B TOM CJIy4ae, €CJIM I0JIb30BaTeIb He OOHOBUJ COAEPXKUMOE OKHA
nporpammel System i Navigator. B okHe mokaszana ycrapesiast uHpopManust. {1t Toro 4To0s OOHOBUTH
COJIepXXUMOe OKHa, BbIOeprTe B MeHIO Bux myHkT OOHOBHTS.

OwwubKa VPN: HepocTyneH anroputm wnudpposanHua 3DES
ITpu pabote ¢ mpeodopazoBanueM crpaterun IKE, npeobpa3oBaHueM CTpaTeruu 3aIUThl TAHHBIX UM CTATUYECKAM
COEMHEHUEM HeJIb3sl BRIOpaTh anroput™m mudposanus 3DES.

IMpuznak:
ITpu padote ¢ npeodbpazoBanuem crpateruu IKE, mpeobpa3oBaHueM CTpaTeruy 3aIlMThI JAHHBIX WU
CTATHIECKUM COSAMHEHNEM HeJIb3s BEIOpaTh aropuTM mmdposanus 3DES.

Bo3mo:kHbIE IPUYHHDBI:
Cxopee Bcero, B cucteMme yctaHoBJieH npoaykT Cryptographic Access Provider (5722-AC2), a He TPOYKT
Cryptographic Access Provider (5722-AC3). ITpoaykt Cryptographic Access Provider (5722-AC2)
MOIEPKUBACT TOJIBKO aroputm mmupposanus DES, Tak kak B HEeM yCTAaHOBJIGHO OIpaHUYEHUE HA JJIMHY
xiroua. [Ipoaykrer Cryptographic Access Provider (5722-AC2) u (5722-AC3) 60Jibiiie He TPEOYFOTCS 1JIst
mudpoBaHus JaHHBIX B cucteMax ¢ i5/0S V5R4 wim Gostee 103/1Hel Bepcui.

OwubKa VPN: B okHe System i Navigator noka3zaHbl HenpaBusibHble CTONOLbI
AaHHbIX

BbI 3312711 CIUCOK CTOJIONOB, KOTOPBIE TOJDKHBI OBITH TOKA3aHbl B OKHE MporpaMMbl System 1 Navigator mpu
pabote ¢ coenunHenusMu VPN, o1HAKO B OKHE MOKa3aHbI IPYTHe CTOJIONBI.

ITpusnak:
BeI 33127111 CIIKCOK CTOJIOIOB, KOTOPBIE TOJDKHBI OBITh MOKA3aHbI B OKHE ITporpaMmel System i Navigator
npu pabote ¢ coequHeHussMu VPN, 0/IHAKO B OKHE TIOKA3aHbI APYTUe CTOJIOIBI.

Bo3Mo:kHbIE PUYHHBI:
M3meHeHust, BHECEHHBIE B CIIMCOK CTOJIOLOB, COXPAHSIIOTCS HE ISl OT/IEJILHOIO 110JIb30BATEIS UIIH
KOMITBEOTEPA, a JIJIs BCelf cuCTeMBl. BeposTHO, Tpyroif moJIb30BaTe b M3MEHIII CIIMCOK CTOJIONOB,
MIOKA3aHHBIX B OKHE. DTH M3MEHEHNS JCUCTBYIOT Ha BCEX MOJIb30BaTEJIeH, paOOTAFOIINX C COeINHEHUSIMH B
NAHHOM CHUCTEME.

OwwubKa VPN: He yaanoch AeaKTMBMPOBaTh NpaBuna ¢punbTpaumm
ITpu momnbITKe TeaKTUBUPOBATDH TEKYIIU HAOOp MPaBUJT GUILTPAIIMH B OKHE PE3YJIbTATOB MOSIBJIAETCS COOOIIEHIE
He ynanocb OeaKTUBUPOBATb MNpaBuiia ¢)VIJ'IpraLI,VIVI.

Ilpu3nak:
[Tpu monbITKE T€aKTUBUPOBATDH TEKYIIH HAOOp MPaBUJI GUILTPAIIMH B OKHE PE3yJIbTATOB MOSIBIIIETCS
coobmienne He ynanocb AeakTUBMPOBATH NpaBuia GunbTpauuu.

Bo3moxkHblii cioco0 ycTpanenus:
OO6BIYHO 3TO coobIIeHNE 00 oIIMOKe O3HAYAET, UTO B CUCTEME €CTh 110 KpailHell Mepe OJJTHO aKTUBHOE
coeaunenre VPN. HeoOxo1imo 3aBepIInTh BCe COSIMHEHN S, KOTOPBIE HAXOASITCS B COCTOSIHIN
AKTMBHO. /17151 9TOTO IIEJIKHUTE MPaBO KHOMKOW MBIIIN HA aKTUBHOM COEIMHEHUN W BHIOEPUTE MyHKT
3apepinth.[Tocie 3aBepIeHNs BceX AKTUBHBIX COETMHEHUI MOKHO JA€AKTHBUPOBATH MPABHJIA
($uIbTPAIIN.

Owunbka VPN: U3meHeHa rpynna coeAUHEHUIn, CBA3aHHaA C COeAUHEHNneM

le/l CO3JaHUU COCIUHCHUA C JUHAMUWYCCKUM KJIIFOYOM 6]31.]'[3, 3a/laHa rpyiia COGILI/IHeHI/Iﬁ C JMHAMUYECKUM KIIFOYOM
U ACHTU(UKATOP yIaJIeHHOT'O cepBepa Kiroueil. [1o3Hee npu mpocMoTpe CBOMCTB COSIMHEHNU ST BbI OOHAPYKUIIH,
4T0 Ha cTpanuie OOmre 3a/1aH NPaBIIbHBIN HACHTU(HUKATOP YIAJICHHOTO CepBepa KIIFOUCH, HO Ipyras rpymia
COC)Z[I/IHCHI/Iﬁ C IMHAMHWYCCKHUM KJIIFOUYOM.
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Ilpu3nak:

[Tpu co3gaHnu COeNHEHNS C IMHAMMUYECKIM KJIFOYOM ObLIa 3a1aHa I'PYyNa COeINHEHUH ¢ AMHAMIYECKAM
KJIFOUOM U HJCHTH(UKATOP yIaJIeHHOTO cepBepa kiroueil. [To3aHee mpu mpocMoTpe CBONHCTB COeTMHEHNUS C
MOMOIIIbIO MyHKTa MeHIo CBolicTBa BbI OOHAPYXKUIIM, YTO HA CTpaHUIE cBOUCTB O0IMe yka3zaH
PaBUJILHBIN NACHTH(GUKATOP yIAJICHHOTO cepBepa KJIFoueid, HO pyrast rpyIia COeIMHEHHH ¢
JIMHAMHYECKUM KITFOUOM.

Bo3Mo:kHbIil cnocod ycTpaHeHusi:

B 6a3e mannbIx ctpateruit VPN XpaHUTCS TOJIBKO WICHTH(DUKATOP YIAJIEHHOTO cepBepa KJIFOUeH,
CBSI3AHHBIN C COEIMHEHUEM C IMHAMHUYECKUM KJIrouoM. [Ipu nmoucke crpateruu i yAaJIeHHOTO cepBepa
xrovyeid VPN HaxoIuT NepByro I'PyNIly COEAMHEHUH ¢ AMHAMMYECKUM KJIFOUOM, B CBOWCTBAaX KOTOPOH 3aaH
UJIeHTUPUKATOP YAAJIEHHOTO cepBepa Kiroueit. [Ipu mpocMoTpe CBOUCTB coemMHEHMS OYeT YKa3aHO UMSs
HaJIEHHOH IPYIIbI COEIUHEHNI ¢ IMHAMUYECKUM KJTF0UOM. EcIii BBl HE XOTUTE CBSA3bIBATH UACHTU(PUKATOP
YAAJIEHHOI'O cepBepa KJIFOUEH ¢ rpyninoi CoOeAMHEHU ¢ TMHAMHUYECKUM KJIFOYOM, BBIIIOJHUTE OJHO U3
CJIETYFOLINX JIEACTBUIA:

Vnanute uieHTUPUKATOP YAAJIEHHOTO cepBepa KJIF0UeH U3 OMpeIesIeHUs TPYIIIbl COSINHEHNI C TMHAMUYECKUM

KJTFOYOM.

Ha neBoit manesm uatepdetica VPN passepruTte cnricok o rpynmam, BIOepuTe HEOOXOIUMYIO TPYIIITY
COCIMHEHMIA C TMHAMMYECKIM KJIFOUOM M IIEPEHECHUTE e¢ B Hayajlo TabJIUIIbI, PACIOIOKEHHON Ha TpaBOi
naHesu.B aToM ciryuae VPN HauHET MONUCK UACHTHGHUKATOPA YAAJICHHOTO cepBepa KIIIOUEH C 9TOM IPYIIIBL.

YcTtpaHeHue Henonagok VPN ¢ nomouubro ypHana QIPFILTER

B atom paspese npuseneHa uHbpopManus o npasuiax GuibTpamma VPN.

Kypuan QIPFILTER pacnosoxen B onbymotexke QUSRSY'S u comepxut nHGOpMALIHAIO 0 HA0OpaX MPaBUIT
¢uIpTpaIyy, a TAakXXe O MPOIYIIECHHBIX M OTKJIOHEHHBIX feiiTarpamMax [P. Onnus BegeHNs )XypHaJa 3a/1aeTcs B
paBwiIax GUILTPAIMH.

3agaun, cBS3aHHbIE ¢ JAHHOM

[‘Hauaso paGoThi ¢ ycTpanennem Henosanok VPN.” Ha cTp. 64]

BrinosHUTE TaHHYIO 3a/1a4y, YTOOBI O3HAKOMUTBCS C PA3JIMUYHBIMU METOJJAMHU ONpesesieHns Hernoaaaok VPN, ¢
KOTOPBIMH Bbl MOXKETE CTOJIKHYThCS B CHCTEME.

AxTuBauuna wypHana QIPFILTER
Benenue xxypuana QIPFILTER M0OXHO aKTHBU3UPOBATH C IIOMOIIBIO pelakTopa MpaBUJT 00padOTKN MAKETOB
nporpaMmbl System i Navigator.

Omnuust BeCHUS MPOTOKOJIA HACTPAUBACTCS JJIs1 KAXKI0r0 MpaBuiia (GuiIbTpanuu OTaeIbHO. BeneHue mpoTokoa
HEJIb3S1 BKJIFOUUTH Cpa3y ISl Bcex aedtarpamm [P, oTnpaBisieMbIX U IPUHUMAEMBIX CUCTEMOH.

IMpumeuanue: Ilepen BximoyenneM ¢yHkiun BeaeHus sxypHaiga QIPFILTER Heo6xoauMo TeakTUBHPOBATDH TpaBHIIA

dubTpanum.

71 TOTO YTOOBI BKITFOUNTD (DYHKIMEO BEACHUS )KypPHAJIA JJIS OTIEJIFHOTO MpaBuiia GUIbTPAINHY, BBITOJTHATE
CJIEYIOILINE NCUCTBUSA:

1.
2.

B System i Navigator pa3sepaute circok Cucrema — Cerb — Crtpaterun IP.

[lenxHuTe MpaBoil KHONKOM MbIIK Ha MyHKTe [IpaBnia 00paboTKH NAKeTOB U BHIOEPUTE OMIIUIO
Hacrpoiika.ITosButcs okHo ITpaBuia 06paboTku HakeToB.

OTtxpoiite Qailr mpaBuI GUIBTPAIIH.
JIBak/1bI IIIEJIKHUTE HA NpaBujle GUITbTpanny, A5t KOTOPOTO HY>KHO BKJIFOUUTH OIINIO BEICHUS XypHAJIA.

Ha crpanune Oomme yxaxute 3HaueHue ITosmoe B nose Bexenne skypHajia, kak MOKa3aHO B IPUBEICHHOM BBIIIIE
oxHe uaJsora./{Js BBIOpaHHOro npasuiia GuibTpannuu Oy/eT BKJItoYeHa (QyHKIMs BEICHHs IIPOTOKOJIA.

Haxmute OK.

CoxpaHHTe U aKTUBUPYHTE N3MEHEHHBII (paiilT mpaBwT (GIIIHTPATIHH.
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ITpu oOHapyxenun neritarpammel [P, cooTBeTCTBYIOIIEH TpaBuity puibTparyu, B xypHast QIPFILTER oynet
J00aBJIeHA 3AMNUCh.

Ucnonb3oBaHue wypHana QIPFILTER
15/0S aBTOMATHYECKH CO3/IAET KYPHAJI, KOTJ[a MpaBwia (UIbTPAIH HakeTOB [P akTHBUPYIOTCS B IIEPBBIA pas.

J71st mpocMOTpa 3amuceit ’KypHasa OTKPOMTE KYpHAII I COXpAHUTe ero B (aiisie BoiBoa. CKONMUPOBAB 3aMUCH
KypHasa B (aill BEIBOJIA, MOXHO JIETKO IPOCMATPUBATDH PA3JIMYHBIC 3AIMCH C TOMOIIBIO TAKUX YTUJIUT CO3TaHUSI
3anpocos, kak Query/400 wm SQL. ITpu He0OOXOIUMOCTH BBl MOYKETE HAIIMCATH COOCTBEHHBIC TPOrPAMMBI Ha S3BIKE
BBICOKOT'O YPOBHS JJIs1 00pabOoTKH 3arceil B (haiisie BBIBOA.

Huwxe npusenen npumep npuMeHenust komanel [Toxaszats xypuai (DSPJRN):

DSPJRN JRN(QIPFILTER) JRNCDE((M)) ENTTYP((TF)) OUTPUT(*OUTFILE)
OUTFILFMT (*TYPE4) OUTFILE(mylib/myfile) ENTDTALEN(*VARLEN *CALC)

Jlutst Toro uToObI ckommpoBaTh 3anmucu xypHaia QIPFILTER B ¢aitn BeiBo1a, BBIMOJHUTE CIICAYIOIINE ACHCTBUS:

1. Co3spnaiite xomuto cucteMHOTO aitia BeiBoga QSYS/QATOFIPF B nosb30BaTeIbCKOM OMOIMOTEKE C TOMOIIBEO
xomaHbl Co3nath xomuto oobekTa (CRTDUPOBYJ). Hinke npuBeneH npuMep IpUMEHEHUST KOMaH/TbI
CRTDUPOBI:

CRTDUPOBJ OBJ(QATOFIPF) FROMLIB(QSYS) OBJTYPE(*FILE) TOLIB(mylib)
NEWOBJ (myfile)
2. C nomombro kxomau el [TokazaTs xyprHas (DSPJRN) ckomupyiite 3amucu u3 xypHaia QUSRSYS/QIPFILTER B
(haiisr BBIBOIA, CO3TAHHBII HA IPEABIAYIIEM IIIAare.

Ecm B xomanae DSPJRN OyneT ykazaH HeCyIecTBYIOIIUH (aii BEIBOAA, CHCTEMA CO3AACT 3TOT (aiiyr, 0JHAKO OH
He Oy/IeT coZiepKaTh MPABUIIbHBIX OMUCAHMIA TTOJICH.

IIpumeuanne: B xyprasi QIPFILTER 3anocsTCS 3amucu o MPOMYIIEHHBIX U OTKJIOHEHHBIX MaKeTax JJIs TeX MPaBUI
(ubTpanuy, B KOTOPBIX BBIOPAH MOJIHBINM PEXXUM BesleHns )KypHasa. Hanpumep, ecim 3a1aHbl
TOJILKO paspeliaromye npasuia GUIbTpalyn, Bee aeidtarpammel [P, nepesada KOTOPBIX SIBHO He
paspelena, oTKJIOHsr0TCs. HpOopManus o Takux AefiTarpaMmax He 3aHOCHTCS B KypHaJL. B messix
aHaJIM3a HeloJIal0K MOXHO J00aBUTh MPABIIIO (DUIIbTPALNY, 3aIPEIIAoIee Iepeaady BceX aKeToB,
1 yKa3aTh B 9TOM IIPABHUJIE OJIHBII PEXUM BeACHHs XKypHasa. B aToM cityuae B KypHaJ OyayT
J00aBIIATHCS 3anMKcH 000 Beex nerarpammax [P, koTopble ObLM OTKJIOHEHBI cucteMoit. He
PEKOMEH/1yeTCsl BKJIIOYATh OIINIO BEACHNS KypHAIa JJIs BCEX MPaBUII QUIbTPALUH, TaK KaK 3TO
MOYET HETaTHUBHO CKa3aThCs HAa MPOM3BOAUTENILHOCTH. ITocie mpoBepku HAOOPOB MPABUII COKPATUTE
YUCJIO NPABUJL, U1l KOTOPBIX BKJIIOUEHA OINLUS BEICHUS XKypHAJIA.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JITAHHBIM

[TIons sxyprana QIPFILTER]
B npuBeneHHO# HIKe TabuIe onrcanbl ot (aiiia Beioga QIPFILTER:

Monsa wypHana QIPFILTER

B npuBenennoit Hmkxe Tabsmie onucansl moJis daiiia BeiBoga QIPFILTER:

Wms noas Jlmmna noJsist YucsioBoe Onucanue KommenTapuii
TFENTL 5 Jla JlnvHa 3anucu
TFSEQN 10 Ha TTopsiaxoBelit HOMEP
TFCODE 1 Her Kon xypraia Bceerna paser M
TFENTT 2 Hert Tun 3anucu Beerna pasen TF
TFTIME 26 Her Cucremnoe Bpems SAA
TFJOB 10 Her Nms 3aganus
TFUSER 10 Her TTonb3oBaTenbCkmii

npodaiin
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WNms noas Jmna nonst Yuciosoe Onucanne KommenTapuit
TFNBR 6 Ha Howmep 3ananus
TFPGM 10 Her Wms nporpammbl
TFRES1 51 Her 3ape3epBUPOBAHO
TFUSPF 10 Her ITonb3oBaTenn
TFSYMN 8 Her Wms cuctemsl
TFRES2 20 Her 3ape3epBUPOBAHO
TFRESA 50 Her 3ape3epBUPOBAHO
TFLINE 10 Hert Omnucanue JIMHAU *ALL, ecoiu TFREVT
pasHo U*; mycToe
3Ha4YeHue, eCiiu
TFREVT pasuo L*;
UMl JINHUY, €CITH
TFREVT pasno L
TFREVT 2 Het CoOblITHE paBuIa L* wmm L, ecim
MpaBUJIa 3aTPyKECHBL.
U*, eciii npaBuia He
3arpyeHsl; A, eciu
BBINTOJIHEHO JCHCTBUE,
yKa3aHHOE B PHUIIBTPE
TFPDIR 1 Her Hanpasnenue nepenauu | O - ucxonsuiee, I -
naxetos [P BXOJAIIIEe
TFRNUM 5 Her Howmep npasuia Howmep nmpasuia B
aKTHBHOM (aitiie
MpaBUII
TFACT 6 Her Bemmosmnennoe aeiicrsue | PERMIT, DENY nmn
IPSEC
TFPROT 4 Her TpancnopTHbIi 1-ICMP
HIPOTOKOJI
6 - TCP
17 - UDP
50 - ESP
51-AH
TFSRCA 15 Her IP-agpec oTnpaBuTeISt
TFSRCP 5 Her Hcxonaublit mopt ITpousBosibHOE
3HAYEHUE, eCJIU
TFPROT=1 (ICMP)
TFDSTA 15 Her [P-aapec nmomyuaTesst
TFDSTP 5 Hert LleneBoit mopT ITpousBosbHOE
3Ha4YeHHe, eCIIu
TFPROT= 1 (ICMP)
TFTEXT 76 Hert JlomoTHATE TBHBII CoJlepXXUT OIKMCAHUE,
TEKCT ecit TFREVT= L* nm

U*

3aaun, cBsi3aHHbIE C IAHHON

I“I/IcnonbsoBaHHe skypHasia QIPFILTER” Ha cTp. 72]

15/0S aBTOMATHYECKU CO3AeT KYypHAJI, KOT/Ia MpaBuja GUIbTpaluy NakeToB [P akTHBHPYIOTCS B IEPBBIH pas.
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YcTtpaHeHue Henonagok VPN ¢ nomoLibro ypHana QVPN

B aTom paznesnie mpuBeaena unpopmaius o nepeaave JaHHbIX [P mo coequHeHUsIM.

Nudopmanus o nanHbix u coequnenusix [P 3anocutes B otaesbHblil xypHai VPN, xoTopsrii Ha3eiBaeTcst QVPN.
OToT )ypHasa pacnojoxeH B oudbmoreke QUSRSYS. Kop xypHaia paBen M, Tun xxypHasia paBed TS. DtoT
JKYpHAJI He HYXKEH JIJIs1 HOBCeTHEBHOM paboThl. OH NIpUMEHSETCs IS yCTPaHEHN s HENOJIa 0K ¥ IPOBEPKU
MIPABUJILHOCTH KOH(PUTYPALINY CHCTEMBI, KJIToUel 1 coeqnHeHnit. Hanpumep, no cogep>xuMoMy IpOTOKOJIA MOKHO
OTIPE/IEJNTh, KAKHE ONEPAINH BBIOIHIIOTCS HaJ HepeIaBAeMbIMI TAKETAMH, a TAK)XKE Y3HATh TEKYIIEE COCTOSHIE
VPN.

AxTuBauumsa wypHana QVPN
JKyprai VPN MOXHO aKTUBH3UPOBATD C IOMOIbIO HHTEPpdelica BUPTYaIbHON YaCTHOM CEeTH, IPEAYCMOTPEHHOTO B
nporpamme System i Navigator.

JKypHas Henb3s aKTUBU3UPOBATH cpasy a1 Beex coequHeHnit VPN. Onnus BeaeHus KypHasa OTAeIbHO
HACTPaMBACTCS T KaXXIOW T'PYNIBI COSANHEHAN C MHAMUYECKAM KJIFOUOM U KaXXJIOT0 CTATHYECKOTO COSTMHEHMUS.

I[J'ISI TOTO ‘ITO6I)I BKJIFOYUTDH (I)yHKI_[I/II-O BCJICHU A XXypHaJIa OJ1d OTZ[CHLHOﬁ TPYIIIbI COCZ[I/IHCHI/Iﬁ C IMHAMMWYECCKUM

KJIFOYOM HJIM CTATUYCCKOTO COCAUHCHU A, BBINOJIHUTE CIICYIOIINUE ﬂeﬁCTBHH:

1. B System i Navigator pa3seprante crcok Cucrema — Cerb — Ctparteruu IP — Bupryajabnble yacTHble ceTH —
3auiuiiennble coeMHeHHs].

2. Jus paboThI ¢ TPYINO CoeIMHEHNI pa3BepHuTe crucok [1o rpynmnam u [ejIKHUTE TPaBON KHOMKON MBIIIH Ha
UMEHU TPYIIIbl COSTUHEHUHN C TMHAMUYECKUM KJIFOUOM, VISl KOTOPOU HYXHO BKJIFOUUTH OMIIUIO BEICHUS
)ypHaia. Beioepute nynkt CBoiicTBa.

3. I[J'IH pa6OTI)I CO CTATUYCCKUM COCAMHECHUEM PA3BEPHUTEC CIUCOK Bce COCTHHECHHUS U IICJIKHUTE npaBoﬁ KHONKOM
MBI Ha UMEHU CTATUYCCKOTO COCAUHCHU A, JII KOTOPOI'O HY>KHO BKJIFOUYXUTHb ONIUIO BEACHUA XXypHaJa.

4. Ha ctpanune O6mue BrIOepUTE yPOBEHD BeeHNS KypHaIa.CyiecTByeT YeThIpe YpoBHs. OHU NepeunCICHbI

HUKeE:
Hert Kypna He Oy/1eT BECTUCH JIJISI 3TOM TPYIIbI COSTUHEHUIA.
Bcee B xxypHaJ OyeT 3aHOCUThCS HH(pOpMaInus 000 Bcex ASHCTBHUIX HaJl COSAUHEHUSIMU, B TOM YHCJIE O

3allyCKE U 3aBCPIICHUNA COCHHHGHHﬁ, a TAKXE CBCACHUA 00 U3MEHEHUH KJIFOYa U nepeaavc JaHHbIX IP.

CocTosiHne coeauHeHns
B xypHa 6yaet 3aHOCHTHCSA HHDOPMANNI O TAKUX ACUCTBUSAX HAJ COCIMHEHUSIMH, KaK 3aIMyCK 1
3aBEPIIEHUE COEAUHEHUI.

IoToxk nannbix IP
B xypnai Oynet 3aHocuThes nHbpopManus 000 Beex JaHHbIX VPN, nepenaBaeMbIx 110 3TOMY
coenuHenuto. Hopas 3amuch OyaeT 3aHOCUTBCS B XKYPHAJ IPU KaKJOM IPUMEHEHUH [TpaBuia
¢ubTpanuu. Madopmarus o motoke gaHHbIX [P 3amuceiBaetcs B xypHas QIPFILTER B 6ubimorteke
QUSRSYS.
5. Haxwmute OK.

6. Jls BriroueHns (QYHKIUHU BEICHUS XKYpPHAJIA 3AIyCTUTE COSANHCHNE.

IIpumeuanne: Ilepen BeIKIIOUCHHEM (YHKIUH BEACHUS XKypPHAJIA JJIS COETUHEHUS YOeIUTEeCh, YTO 3TO COSTMHEHNE
He akTHBHO. [lepe/ BKITIOUEHHEM MM BBIKJIFOUCHNEM (DYHKIMM BEJICHUS JKyPHAJIA JJIsI TPYIIIBI
COEIMHEHU, yOeuTech, YTO HU OJHO COeAUHEHNE U3 3TOU I'PYIIbI HE aKTUBHO.

Ucnonb3oBaHune wypHana QVPN
Jutst mpocMoTpa 3anuceii xypHasia VPN oTkpoiiTe )KypHaJI NITM COXpaHUTE ero B (paiije BBIBOIA.

CxonmpoBaB 3aNUCH XKypHaJIa B (hailyl BEIBOJA, MOXHO JIETKO TPOCMATPUBATH PA3JIMYHbIE 3AIHCH C TTOMOIIBIO
TaKMX YTUJIMT co3/iaHus 3anpocoB, kak Query/400 nim SQL. [Tpu Heo6X0IMMOCTH BBl MOXKETE HANUCATD
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COOCTBEHHBIE MPOrPaMMBbI Ha SI3bIKE BLICOKOTO YPOBHSI [IJIs 00paboTKM 3anuceii B (haitie BeiBoaa. Hike mpuBeeH

npuMep npuMeHeHust komanabl [Tokazats xyprai (DSPJRN):

DSPJRN JRN(QVPN) JRNCDE((M)) ENTTYP((TS)) OUTPUT(*OUTFILE) OUTFILFMT(*TYPE4)
OUTFILE(myl1ib/myfile) ENTDTALEN(*VARLEN *CALC)

Ji1s Toro 4ToOBI cCKOIMPOBATh 3anucy XypHaia VPN B ¢aiin BIBOJA, BHIIOJHUTE CIICIYFOIINE ICHCTBHS:

1. Cosnaiite xomuto cucreMuoro ¢aiisia Beisona QSYS/QATOVSOF B nosb3oBatesibekoit bubdmoTteke. 115 3TOT0O
BbI3oBHTE KoMaHy Co3aath konmto o0bekTa (CRTDUPOBYJ). Huxke npuBeneH npuMep mpruMEHEHHS] KOMaHIbI

CRTDUPOBIJ:

CRTDUPOBJ OBJ(QATOVSOF) FROMLIB(QSYS) OBJTYPE(*FILE) TOLIB(mylib)
NEWOBJ (myfile)

2. C nomomsto kxomau el [TokazaTs xypras (DSPJRN) ckomupyiite 3anucu u3 xypHaia QUSRSYS/QVPN B daiin

BBIBOJIA, CO3/TAHHBIN Ha mpeapiayiiemM mare. Ecu B komanae DSPJRN OyaeT yka3zan HecyIiecTBYIONIMMA (aitin

BbIBOJAa, CUCTEMA CO3aCT 3TOT (bafm, OJTHAKO OH HE 6y£[eT COACPXKATD MMPABUJIbHBIX OINKMCAHUH MOJIEH.

HOHﬂTﬂﬂ, CBA3AHHBIC C JTAHHBIM

[“Tlosst sxyprasa QVPN’]
B npuBenenHoit Hike TabsmIe onucaHs! Mo ¢aiiia BeiBoga QVPN:

Mona wypHana QVPN
B npuBenenHoit HIKe TabMIe ONMUcaHbl oJIs (aiiia BeiBoga QVPN:
Hms noas JmHa noJis Yuciosoe Onucanne KommenTtapuii
TSENTL 5 Ha JlmHa 3anucu
TSSEQN 10 Ha ITopsiaxoBelit HOMEP
TSCODE 1 Her Kon xypnana Bcerna pasen M
TSENTT 2 Her Tun 3anucu Bceerpa pasen TS
TSTIME 26 Her CucrteMHOe BpeMst
3anucu SAA
TSJOB 10 Her WM 3aanus
TSUSER 10 Het TTonn3oBaTes,
3aIyCTUBIINIT 3a/1aHKue
TSNBR 6 Ha Howmep 3amanus
TSPGM 10 Her WM nporpaMmbl
TSRES1 51 Her He npumensiercst
TSUSPF 10 Her IMonb3oBaTenbCkmii
npodaiin
TSSYNM 8 Her Wmsa cuctemsl
TSRES2 20 Her He npumensiercs
TSRESA 50 Her He npumensiercst
TSESDL 4 Ha JlumHa naHHbIX
TSCMPN 10 Her Kommnonent VPN
TSCONM 40 Her Wms coenunenust
TSCOTY 10 Her Tun coequnenus
TSCOS 10 Het CocTosiHiE COeTMHEHMS
TSCOSD 8 Hert JHara 3amycka
TSCOST 6 Her Bpewms 3amycka

Buptyaspnas yactaas cets (VPN)
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HNms noas Jmna nons Yuciosoe Onucanne KommenTapuit

TSCOED 8 Her Jlata 3aBepiueHus

TSCOET 6 Her Bpewmst 3aBepienust

TSTRPR 10 Her TpaucnopTHbIi
MPOTOKOJI

TSLCAD 43 Her Anpec JIOKaJIbHOTO
KJIMEHTA

TSLCPR 11 Her JlokasibHbIE TOPTHI

TSRCAD 43 Her AJipec y1aJIeHHOT'O
KJIMEHTA

TSCPR 11 Her V najieHHbIE TOPThI

TSLEP 43 Hert JlokasbHasi KOHEYHAS
TOYKaA

TSREP 43 Her VaneHHas KOHeuHas
TOYKA

TSCORF 6 Her Ywucio 0OHOBIIEHUI

TSRFDA 8 Her Jara ciemnyromiero
OOHOBJIEHUSI

TSRFTI 6 Her Bpewmst cienyromero
OOHOBJICHUSI

TSRFLS 8 Her Cpoxk neiicTBust
OOHOBJICHUS

TSSAPH 1 Her Ortam SA

TSAUTH 10 Her Cnocob
UACHTU(DUKATIUT

TSENCR 10 Her Cnoco0 mudpoBaHust

TSDHGR 2 Her I'pynna Diffie-Hellman

TSERRC 8 Her Ko ommbxu

3amaun, cBsI3aHHbIE C JAHHOM

[‘Ucnonbzosanne xypraza QVPN” Ha cp. 74|

Jas mpocmoTpa 3anuceit xypHasia VPN oTkpoiite )KypHaJI MJIM COXpaHUTE ero B (aiisie BEIBOIA.

YcTpaHeHue Henonagok VPN ¢ nomoLlubio npoToKosnos 3agaHun VPN

Ecim pu pabore ¢ coequaenneM VPN Bo3HUKIIA omnOKa, peKOMEHIYETCsS IPOAHAN3UPOBATH IPOTOKOJIBI

3aganmii. Uadopmanus o6 ommbkax u mpoyast nHpopmarms o cpeae VPN comepkuTcs B HECKOJIBKUX MPOTOKOJIaX

3aJaHUN.

Ecimn coerHeHne YCTAHOBIIGHO MEX/TY ABYMsI MOJIeJIsIMU System i, TpoaHaIM3UPyHTe IPOTOKOJIbI 3a/IaHUIT Ha

oboux mojessix. Eciu Bam He yAaJocCh 3allyCTUTh JUHAMMNYCCKOE COC/IUHCHUE, HCO6XOILI/IMO y3HaThb, YTO
Ipoun3ouuyio B ynaneHHoﬁ CUCTEME.

3amarus VPN (QTOVMAN u QTOKVPNIKE) Bemomasrores B noacucteMe QSYSWRK. CooTBercTByrOIIIIIE
MIPOTOKOJIBI 3aJTaHUIT MOKHO MTPOCMOTPeTh B System i Navigator.

B sTom paznese onucanbl OCHOBHBIE 3aaHus, cBsa3anHble ¢ VPN. Huxke yka3aHbl uMeHa U Ha3HAUYEHUE 3TUX

3aJlaHAM:
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QTCPIP
OcHOBHOE 3ajaHue, 3amyckaroiee Bce natepdeiicel TCP/IP. Eciin Bo3uuka obias Hemnostaaka TCP/IP,
npoaHaJu3upyiTe npotokos 3aaanus QTCPIP.

QTOKVPNIKE
3aganue QTOKVPNIKE siBiisiercst 3ananuem aucneryepa kiroueit VPN. [ucnetuep xiroueir VPN
npumersieT nopt UDP ¢ HomepoMm 500 st padoTel ¢ mpoTokosom IKE.

QTOVMAN
OT0 3amanue nucneryepa coequHeHnin VPN. B mpoTokoJ1 3TOTO 3a1aHus 3aHOCATCS COOOIIeHUs 000 BCex
HEYJIAYHBIX MONBITKAX YCTAHOBUTH COSIUHEHNE.

QTPPANSxxx
OT0 3aaHUe IPUMEHSIETCS I 00CTyKUBaHUSI KOMMYTUpPyeMbIx coequnenunit PPP. Ono oTBeuaeT Ha
3a1pockl O MOJIKJIFOYEHNH, ecii B mpodaiisie PPP ykazano 3nauenue *ANS.

QTPPPCTL
Ot0 3amanue PPP s oO6cy)kuBaHuss KOMMYTHPYEMbBIX COCIMHEHUA.

QTPPPL2TP
Oto 3ananue mucneryepa L2TP. Ecom npu nHactpoiike Tynness L2TP Bo3HukIa ommbka, mpocMOTPUTE
COOOILEHHUS U3 TPOTOKOJIA ITOTO 3a/IaHUSI.

3agaun, cBSI3aHHbIE C JAHHOM

[‘Hauaso paGoTs ¢ yeTpanenneM Hernoaagok VPN.” Ha ctp. 64)
BeinosiHuTe JaHHYEO 33124y, YTOOBI O3HAKOMUTHCS C PA3JIMYHBIMU METOIAMU Olpe/iesieHus HermoJiagok VPN, ¢
KOTOPBIMH BBl MOXETE CTOJIKHYThCS B CHCTEME.

YacTo BCcTpeuarowmeca coobuueHuns o6 owmbkax Aucnetuepa coeamHeHunin VPN
ITpu Bo3HMKHOBEHNHU OMMOKY, CBsI3aHHON ¢ coenuHeHneM VPN, Jlucnetuep coenunenniit VPN 3aHOCHT B MPOTOKOJI
3aganust QTOVMAN nBa cooOIeHMSI.

B nepBoM cooOIIIeHNN TIPUBECHBI CBEICHNS 00 OMUOKe. DTH CBEJICHHS] MOXKHO IIPOCMOTPETh B IIporpamme System i
Navigator, IIeJIKHYB IPaBO# KHOIKO MBIIIM HA UMEHH COSAMHEHUSI U BRIOpaB nyHKT VIHdopmanus 06 ommokax.

Bropoe coobiieHre CoAepKUT OMUCAHUE OIEPALIUH, IIPU BBIOJIHEHUH KOTOPOM BO3HUKIIA OInOKa. [Ipumepom
TaKOM oIepaIii MOXKET CIIYKUTh 3aIlyCK MJI 3aBEPIIICHUE COCAMHCHMSI. B YMCIIO TaKUX COOOIIEHMIA BXOIAT, B
yactaoctu, TCP8601, TCP8602 u TCP860A.

CooOwmenust 00 ommokax Jucneryepa coeunennii VPN

Coo0menne IMpuuuna Yecrpanenne

TCP8601 He MOXET YyCTAHOBUTH Hioxe nepevncsienbl KoIbl BO3MOXKHBIX 1.

coenunenne VPN [umsa coequnenus] MPUYKH, TI0 KOTOPBIM HE yJ1aJI0Ch
yctaHoBUTh coequnenue VPN: 0 -
TToapoOHast uHGOpMALHUsT COAEPKUTCS B
IpeabIayIeM cOOOIIeHNH TPOTOKOJIA
3a/[aHusl, CBSI3AHHOM C 3TUM

ITpoBepbTe HaJIMUne
JTOTIOJTHATEJIBHBIX COOOIIEHNI B
MPOTOKOJIAX 3a1aHUM.

VerpannuTte NpUYMHBI BOSHUKHOBEHUS
oIIMOOK U TIOBTOPUTE ONEPAIHIO.

coenmuernem VPN. ] - Koudurypamus 3. C nomousto System i Navigator
crparernun VPN.2 - C6oii B cetn.3 - HPOCMOTPHUTE COCTOSIHUE COSTUHEHUSI.
Hucneruepy xmoueit VPN He ynasgocs Ecymt coeniunenue ne yaanock
COIJIACOBATH HOBYIO KOH(HIYPAIIIO 3aIyCTUTDh, OHO HAXOIUTCA B
3aluThl.4 - HempaBuiibHO HACTpOeHa cocrosiHny Ommnbka.

yJajieHHas KOHeYHasl TOYKA COeTUHEHUS. S
- Mucnetuep xmroueit VPN He oTBeTHII HA
3anpoc Qucnetuepa coequnennii VPN.6 -
He ynanock 3arpy3uTh KOMIOHEHT
3amuThl I[P, CBA3aHHLIN C cOeqUHEHUEM
VPN.7 - Omubxa xomnosenta PPP.
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CooOmenust 00 ommokax /lucnerdepa coeaunennii VPN

Coo0ienne
TCP8602 Omubka npu 3aBeplICHUN
coenunenust VPN [uma coequnenus)

TCP8604 He ynanoch yCTaHOBUTD
coenunerue VPN [umsa coequmnenus]

TCP8605 Hucnetuepy coequnenuit VPN
HE yJIaJI0ch 00paTuThes K Jucnetyepy
kiroueit VPN

78

IMpuuuna

BrL1 mostyyeH 3ampoc Ha 3aBepIeHre
coeauHennst VPN, oHako CoeIMHEHNE HE
OBLIO 3aBEPIICHO MM OBLIO 3aBEPIICHO C
ommbOKoit. Hirke nepedunciieHsl KoIbl
BO3MOXHBIX nnpuuuH: () - [TonpoGHas
uHpOPMAIHUS COACPKUTCS B
IPEAbIAYIIEM COOOIICHUHN TPOTOKOIIA
3aJaHNS, CBSI3AHHOM C 3TUM
coenunenueM VPN. / - Coenunenne VPN
He cyluecTByeT.2 - BHyTpenHss omulka
cBs3u Jlucnetuepa kiroveir VPN.3 -
BrayTpeHH:S o1OKa CBSA3M KOMIIOHEHTA
IPSec.4 - Omubxa cBsi3u y1ajeHHOM
KOHEYHOU TOYKH coeqnHeHuss VPN.

He ynanoce ycTaHOBUTB cOoeTMHEHNE
VPN. Huxe nepeducsieHbl KOIbl
BO3MOJXHBIX npuyuH: / - HeBo3MoxHO
peoOpa3oBaTh UM YIaJICHHOTO XOCTa B
IP-anpec. 2 - He ynasiock npeoOpa3oBath
uMsl JIoKajbHOro xocra B [P-anpec.3 - He
3arpy>KeHo MPaBIIIO (PUITbTpAIU
crpaterun VPN, cBsS3aHHOE C TaHHBIM
coenuHeHnueM VPN.4 - VkazaHHblit
[0JIb30BATEJIEM KJIFOY HEJOMYCTUM JIJIs
CBSI3AHHOTO C HAM aJITOPUTMA. J -
3HavYeHNe NHUNUATM3AIINA COeTNHEHIS
VPN 3anpelaer BbIIOJIHEHNE
yKa3aHHOTro AedcTBus. 6 - Posib cuctemsl,
3agaHHas a1 coequaenns: VPN, He
coBHaaaeT ¢ MHPpoOpMaIueii, 3aJaHHON B
rpyInIe CoeAMHEHUH. 7 -
3ape3epBupoBaHo. § - KoHeuHble TOYKH
JMaHHBbIX coequneHus VPN (J1okaibHbIe U
yIaJIeHHBIC aJ[peca U CIIy)KObl) He
COBNAAOT ¢ MHpOPMAIIHEii, 3aTAHHOU B
rpynne coeuHenuii. 9 - Hepepuolit Tun
uaeHTuGukaTopa.

J1u1s BBIOOpA KOH(PUIYpaluu 3AIUTHI 1J151
nuHaMuueckoro coequnenuss VPN
Jucneruepy coenunenuit VPN tpebyercst
00paTuThed K ciyxbam ducnetuepa
xioueit VPN. [lucnietuepy coeiuHeHui
VPN He yaanoch NOAKIIOYUTHCS K
Jucnetyepy ximroueit VPN.

System i: 3amuTa BupryasnbHas yactHas ceTh

Vcrpanenune

1. TIpoBepbTe HaM4uE
JIOTIOJTHUTEILHBIX COOOIIEHNI B
MPOTOKOJIAX 3aTaHUM.

2. VcTpaHHTe NIPUYMHBI BOSHUKHOBEHUS
OIINOOK U MOBTOPUTE OLEPALHIO.

3. C nomomsto System i Navigator
HPOCMOTPHUTE COCTOSIHHE COSTUHEHUSI.
Ecnui coeuBenme He yaaaoch
3aIlyCTHTh, OHO HAXOJUTCS B
coctosunn Ommoxa.

1. IIpoBepbTe HaIM4KE
JIOTIOJTHATEJILHBIX COOOIIEHNI B
MPOTOKOJIAX 33IaHUI.

2. VcrpaHHTe NIPUYMHBI BOSHUKHOBEHUS
OIIMOOK U TOBTOPHUTE ONEPAIHIO.

3. C nomouibro mporpamMMmsl System i
Navigator npoBepbTe U Ipu
HEOOXOAMMOCTHU CKOPPEKTUPYHTE
koH(purypanuto crpaterun VPN.
Vo6enutech, YTO NPABUIILHO 3a/1aHbI
napamMeTpbl TPYIIIbl COSAUHEHUI C
JMHAMAYECKUM KJIFOUOM, CBSI3AHHOI C
9TUM COCIUHECHIEM.

1. TIpoBepbTe HaNMUME
JTOTIOJIHATEJIbHBIX COOOIIEHNI B
IPOTOKOJIAX 3aAaHUM.

2. C nomoiupsro komanasl NETSTAT
OPTION(*IFC) yb6enutech, 4yTo
nnreppeiic * LOOPBACK akrtusen.

3. 3asepuute paboty cepepa VPN ¢
nomonisro koManasl ENDTCPSVR
SERVER(*VPN). CHoBa 3anycTute
cepsep VPN ¢ nomo1pro KOMaH/abl
STRTCPSRV SERVER(*VPN).
IIpumeuanue: [Tpu BbIIOHEHUU STOU
onepanuu OyayT 3aBeplIeHbI Bce
Texkyue coequHenus VPN.



CooOwmenust 00 ommokax Jucnerdepa coeaunennii VPN

CooOmenne Tpuunna Ycrpanenne

TCP8606 Hucneruepy kinoueit VPN He Jucneruepy kimoueit VPN He ynasioch 1. TIposepbTe HasuUe

yJaJIOCh YCTAHOBUTbH KOH(UTypanuto YCTaHOBUTD 3AIIPOLLIEHHYIO JIOTOTHUTEILHBIX COOBIICHMI B
3aMIHUTHI, 3APOIICHHAYIO [Tl COCIUHEHNST  KOH(uUrypanuro 3amutel. Huxke MPOTOKOMAX 3a/IAHMi.
[connection name) HEPEYUCIICHBI KOAbI BO3MOXHBIX IPHYUH:

2. YCTp'dHI/ITC NIPUYIMHBI BOBHUKHOBCHU A

24 - He ynanoch npousBecTH
OIIKOOK U MOBTOPHUTE ONEPALHIO.

uneHtudukanyio ucneryepa kiouei

VPN. 8300 - I1pu coriacoBaHum 3. Cnomolpbto porpamMmel System i
napaMeTpOB COCIMHEHUSI OOMeHa Navigator nposepbTe 1 Ipn

xyrouamu Jucneruepa kimoveir VPN HEOOXOAMMOCTH CKOPPEKTHPYHTE
BO3HHKJIA o1mnoOka.8306 - He HalineH xoupurypanuio crparerun VPN.
JIOKAJIbHBIN MOATOTOBJIEHHBIN KIIF0u.8307 V6emuTech, YTO NPABUIILHO 3a/IaHbI

- He naitnena ynanennas crparterus IKE napaMeTPhbl IPYIIbI COCAMHCHHUI C
srana 1.8308 - He HaiineH yascHHbIi JIMHAMUYECKUM KJIFOUOM, CBSI3AHHOMU C
OArOTOBJIEHHBIN KJt04.8327 - I1pu 9TUM COC/ITMHCHUCM.

COTJIACOBAHNM NTAPAMETPOB COETMHEHUS
obmena kirouamu Jlucneryepa kiroueit
VPN Bo3Huk TaitM-ayT.8400 - Bo BpeMst
COTJIACOBAHMS TAPAMETPOB COENHEHNUS
VPN [lucnetuepa kiroueir VPN Bo3Huka
ommnbka.8407 - He Haiinena ynajgeHHas
crpaterus IKE srana 2.8408 - Ilpu
COTJIACOBAHNM NTAPAMETPOB COETMHEHUS
VPN Jlucnetuepa kiroueir VPN BozHuk
TaitmM-ayT.8500 u 8509 - B cetu
Jucneryepa kiroueit VPN Bo3HukIa

ommoKa.

TCP8608 Coenunenuto VPN [connection B napameTpax Ipynibl COSIMHEHUH C 1. TIposepbTe HajmuUe

name] He yajioch Ha3HAYUTH afgpec NAT nuHAMUYECKUM KJIFOYOM UJIM COEITMHEHUS JOTOHATEILHBIX COOOIICHHIT B
00MeHa JaHHBIMU OBLIO YKa3aHO, YTO NPOTOKOJAX 3a/1aHHil

ISl HEKOTOPBIX J]pecoB TpedyeTcst
BBINOJIHUTE IpeoOpaszosanue NAT. DTo
npeobpa3oBaHye BHIOJIHUTD HE Y1AJI0Ch.

2. VYcTpaHHUTe NPUYMHBI BOSHUKHOBEHHS
o1IMOOK U IIOBTOPUTE ONEPALHIO.

Hwxe nmepednciieHbr KOAbI BO3MOKHBIX 3. C nomourpro mporpammel System i
npuduH: / - Aapec Ui npeodpa3oBaHus Navigator nposepbTe U IIpH

NAT He sBsI€TCS OJIMHAPHBIM HEOOXOIMMOCTH CKOPPEKTUPYHTE
[P-anpecom. 2 - 3aHATHI BCE TOCTYIHBIC koHpurypanuto crpateruu VPN,
aapeca. Voeaurech, 4TO AJIS1 TPYIIIBI

COEIMHEHUN C TUHAMMWYECKUM
KJIFOYOM, CBSI3AHHOM C 3TUM
COCIMHEHUEM, 3a/1aHbl IIPABUJIbBHBIC

aapeca.
TCP8620 JlokanbHast KOHEYHAS TOUKA He ynasnoce ycTaHOBUTE coeluHEHNE 1. TIpoBepbTe HauuUe
COeIMHEHNUS HeJIOCTYIHA VPN, Tak Kak JJOKaJIbHast KOHEYHAs] TOYKA JIOTIOHATEbHBIX COOBIICHMI 06
COCIMHEHUA HCIOCTYIIHA. 5TOM COEIMHEHNHN B MPOTOKOJIAX

3aJIaHnH.

2. C nomombro koMaaasl NETSTAT
OPTION(*IFC) y6enutech, 4To
JIOKaJIbHast KOHEYHAs TOYKa
COeIMHEHUSI OIpe/IesIeHa U 3alylleHa.

3. VYcTpaHuTe NPUYKMHBI BOZHUKHOBEHUS
OIINOOK U IOBTOPUTE OLEPALHIO.
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CooOmenust 00 ommokax /lucnerdepa coeaunennii VPN

Coo0ienne
TCP8621 JlokabHast KOHEUHAsI TOYKA
JAHHBIX HeﬂOCTyHHa

TCP8622 PexxuM OTKPBITOM Iepeauu He
MOAJEPKUBACTCS LILJIEO30M

TCP8623 Coenunenue VPN yxe
CYILECTBYET

IMpuuuna
He ynanoch ycTaHOBUTH COCIMHEHNE

VPN, Tak xax JIOKaJbHas KOHEYHAs] TOUKa

JAaHHBIX HEAOCTYITHA.

He ynaioch ycTaHOBUTB COCIMHEHUE
VPN, Tak kak B COTJIACOBAaHHOU
CTpATeruy BIOpaH PEeXUM OTKPBITOM
nepeaavn, Ho COeIMHEHNE
YCTaHABJIMBACTCS Yepe3 3allUIICHHbIH
IILTEO3.

He ynanock co3nats coenunenue VPN,
TaK KaKk TaKoe COeIMHEHUE YXKe
CYIIECTBYET. DTO COCAMHEHUE
YCTAHOBJIEHO MEX/1y JIOKAJIbHOMI
KOHEYHOI TOUYKO TaHHBIX [10Ka1bHAA
KOHeUHAA TOUKA JAHHBIX| U YIaJICHHOMN
KOHEYHOI TOUKOI NaHHBIX [ygasennas
KOHeUHAA TOUKA JAHHBIX].

80 System i: 3ammra BupryasibHas yactHas ceTh

Vcrpanenune

1.

ITpoBepbTe HAIMYHE
JIOIIOJIHATEJILHBIX COOOIIEHUI 00
3TOM COEIMHEHUH B MPOTOKOJIAX
3aJaHU.

C nomotpro koMadasl NETSTAT
OPTION(*IFC) ybenurech, yTo
JIOKaJIbHAST KOHEYHAst TOYKa
COETMHEHHMS OTIPE/IeJICHA U 3aMMyIleHa.

VcTpaHnTe MpUYMHBI BOZHUKHOBEHHS
OIIMOOK U TOBTOPUTE ONEPAIHIO.

[TpoBepbTe HaIMUHE
JIOTIOJIHUTEJILHBIX COOOIIEHU 00
3TOM COEIMHEHUH B MMPOTOKOJIAX
3aJIaHUM.

C noMolipo nporpamMmsl System i
Navigator ckoppekTupyiite
crpateruto VPN, CBSI3aHHYIO C 9TUM
coequHenremM VPN.

VYcTpannTe MpUIrHBl BOZHUKHOBEHHS
oHIMOOK U MOBTOPUTE ONEPALUIO.

ITpoBepbTe HANTMUME
OIOJIHATEILHBIX COOOIIEHUI 00
9TOM COEJIMHEHUU B IIPOTOKOJIAX
3aaHUM.

C noMo1nso nporpaMmsl System i
Navigator Ha#i/TuTe aKTHBHBIE
COeIMHEHNUsI, KOTOPBIE YCTAHOBJIEHBI
MeX/ly TeMU K€ KOHEYHBIMU TOYKAMU
JTQHHBIX, YTO ¥ 3aIIPOIICHHOE
coeanHenue. [y TOro 4TOOBI
YCTAHOBHUTb BTOPOE COEIMHEHHE
MeX/ly 9TUMU TOUYKAMU JAHHbIX,
N3MEHNTE CTPATETHIO
CYIIECTBYIOIIETO COCAMHEHHS.

VcTpaHnTe MpUYrHBl BOZHUKHOBEHHS
OIIMOOK U MOBTOPUTE ONEPAIHIO.



CooOwmenust 00 ommokax Jucnerdepa coeaunennii VPN

Coo0ienne
TCP8624 Coenunenrie VPN He

OTHOCHUTCS K 00JIaCTH JICHCTBUS NpaBHUIIa

(MIBTpanuy COOTBETCTBYIOIIEH
CTpaTerun

TCP8625 I1pu npoBepke COeTMHEHUS
VPN c nomorusto aaroputma ESP
oOHapyXxeHa oImMoKa

ITpuunna

He ynanocs ycTaHOBUTE COCTUHEHHE
VPN, Tak Kax KOHEYHbIE TOYKU JAHHBLIX
HE OTIpeJiesICHbI B MpaBUIIe (PUITbTpaIin
3a[aHHOI CTPaTErUH.

He ynasock ycTaHOBUTH COE/IMHEHUE
VPN, Tak xax ¢ HUM CBsI3aH
HENPABUJIbHBINA JIMYHBIA KJTIOY.

Vcerpanenne

1.

[TpoBepbTe HaIMUUE
JIOIIOJIHUATEJILHBIX COOOIIEHUI 00
3TOM COEIMHEHUH B MPOTOKOJIAX
3aJaHU.

C nomotsto mporpamMMmsl System i
Navigator IpoCMOTpPUTE OrPAHUYCHUS
Ha KOHEYHbIC TOYKHU JTAHHBIX,
YCTaHOBJIEHHBIE JJIsl 9TOTO
COCIMHEHU S UJIA T'PYHIIbI COC}:[I/IHCHI/Iﬁ
¢ IMHAMUYEeCKUM KJirouoM. Ecu
otMeueHa ommus [loagvuoxecTBo
¢uiabTpa crparerun unu Vismenurs B
COOTBETCTBHH C (PUIILTPOM CTPATETHH,
yOeauTech, YTO KOHEYHBIC TOUKH
JTAHHBIX COCTMHEHUS 3aJaHbl
NpaBUJIbHO.OHM JOJDKHBI
COOTBETCTBOBATH AKTHBHOMY
MpaBmwIy GUIBTPALNUH, C KOTOPBIM
ces3ano aeiicteue IPSEC u xoTopoe
3aJlaHO 1J1s 9TOro coenuHenns VPN.
M3meHuTE CyIECTBYIOIIYIO
CTPATETUIO COSIMHEHUS HITH TPABIIIO
(usbTpanuu.

VerpannTe IpUYMHBL BOSHUKHOBEHMS
OIINOOK U MOBTOPUTE ONEPALHIO.

[TpoBepbTe HaMUHE
JIOTIOJIHUTEJIBHBIX COOOIIeHN 00
3TOM COEIMHEHUHU B IPOTOKOJIAX
3a1aHuN.

C noMolibko nporpamMmsl System i
Navigator IpOCMOTpPHTE CTPATETHUIO,
CBSI3aHHYIO C 3TUM COCAMHEHUEM, U
3a/1aiiTe APYyroit JIMYHBIN KITFOY.

VYcTpannTe MpuIrHbBl BOSHUKHOBEHHS
OoHIMOOK U IIOBTOPUTE ONEPAIHIO.
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CooOmenust 00 ommokax /lucnerdepa coeaunennii VPN

Coo0ienne

TCP8626 KoHe4yHast TOUKA COEIUHCHUS
VPN He coBnagaeT ¢ KOHEUHOM TOYKOM
JTAHHBIX

TCP8628 He 3arpysxeHo npaBujio
(UIbTpALUU CTPATETUI

TCP8629 ITaxket IP, koTopsIit
TpebOoBaIOCh MepeaTh MO COETUHEHUIO
VPN, 06bL1 yasien

IMpuuuna

He ynanoch yCTaHOBUTD COCIMHEHUE
VPN, Tak Kax B CTpaTeruu yka3aHo, 4TO
OHO YCTAHABJIMBAETCS C XOCTOM, HO
KOHeuHas1 Touka coeanueHust VPN He
COBHA/IA€T C KOHEYHOU TOYKOM TaHHBIX.

[TpaBusio GpuiabTpamuy cTpaTeruy,
CBS3aHHOE C 9TUM COEIMHEHHUEM, HE
aKTUBHO.

Jlst coenunenust VPN nacTpoena
dynxumst NAT. Unciio HeoOX0IMMbIX
anpecoB NAT mpeBbICHIIO YUCIIO
noctynHsix agpecos NAT.

82 System i: 3ammra BupryasibHas yactHas ceTh

Vcrpanenune

1.

ITpoBepbTe HAIMYHE
JIOIIOJIHATEJILHBIX COOOIIEHUI 00
3TOM COEIMHEHUH B MPOTOKOJIAX
3aJaHU.

C noMol1ibko nporpamMmsl System i
Navigator IpocCMOTpPUTE OrPAHUYCHUS
HA KOHEYHbIE TOYKU JAHHBIX,
YCTaHOBJICHHBIE [IJISI TOTO
COCIMHEHU S UJIA T'PYIIIbI COC):[I/IHCHI/lﬁ
¢ IMHAMUYeCKUM KJrrouoM. Eciu
otMmeuena omius IToaMHoKecTBO
(uabTpa crparernu wim VismMeHuTsb B
COOTBETCTBHH C (PUIILTPOM CTPATETHH,
yOeauTech, YTO KOHEYHBIC TOUKU
JTAHHBIX COCTUHEHUS 3a/TaHbI
npaBuiIbHO.OHU TOJDKHBI
COOTBETCTBOBATH AKTHBHOMY
npaBuity GUILTPALUH, C KOTOPBIM
cBs3ano aeiicteue IPSEC u xoTopoe
3aJlaHO J1s1 3TOro coenuHenns VPN.
M3mMeHuTE CyHIECTBYIOIIYIO
CTPATETrUIO COETMHEHHSI WU IPABUIIO
(usbTpanuu.

VcTpannuTe MpuYrHbBl BOZHUKHOBEHHS
OIIMOOK U TOBTOPUTE ONEPAIHIO.

ITpoBepbTe HaJIM4UE
JIOTIOJIHUTEJIbHBIX COOOIIEHUI 00
3TOM COEIMHEHUH B MMPOTOKOJIAX
3aJIaHuM.

C noMolibo nporpamMmsl System i
Navigator IpocMOTpHTE AaKTUBHbIE
GIIBTPHI cTpaTernu. Y 6e1uTech, 4TO
Cpey HUX eCTh IPAaBIJIO (pUuibTpanun
cTpaTeruu JJ1si JaHHOIO COEAMHEHUSI.

VCTpa}mTe NPpUYUHBI BOSHUKHOBCHU A
OIINOOK U TIOBTOPUTE OII€palUro.

IIpoBepbTe HayIMuue
IOIOJIHATEILHBIX COOOIIECHUI 00
9TOM COEIMHEHNH B IIPOTOKOJIAX
3aJlaHuil.

C momoIbro mporpamMMel System i

Navigator yBeJnubTe YHCIIO aJPECOB
NAT, BblJieJIeHHBIX coequHeHno VPN,

yCTpaHI/lTe NPUYUHBI BOSHUKHOBCHU A
OIINOOK U TIOBTOPUTE OII€pAalUIO.



CooOmenust 00 ommokax Jucneryepa coeunennii VPN
CooOmenne Tpuunna Ycrpanenne
TCP862A He ynasioch yCTAaHOBUTH 9t0 coequnenure VPN cBsizaHo ¢ 1.
coenunenue PPP npodaiisiom PPP. Bo Bpems
YCTaHOBJICHHS] COEMHEHHs ObLIA ClejlaHa
MOTIBITKA 3aMyCTUTD npodaiin PPP,
OJIHAKO IIPU 3TOM BO3HHUKJIA OIIMOKA.

[TpoBepbTe HaIMUUE
JIOIIOJIHUATEJILHBIX COOOIIEHUI 00
3TOM COEIMHEHUH B MPOTOKOJIAX
3aJaHU.

2. IlpocMoTpuTe NPOTOKOJI 38 aHUS,
CBSI3aHHBIN ¢ coequHeHueM PPP.

3. VYcTpaHuTe MPpUYMHBI BOZHUKHOBEHUS
OIIMOOK U MOBTOPUTE OLEPALHIO.

3amaun, cBsI3aHHLIE C JAHHOM

|“HpOCM0Tp aTpuOyTOB aKTUBHOT'O COEAMHEHUS Ha CTP. 62|
BeimosiHuTe 3Ty 3a/1a4y, AJIS1 TOTO YTOOBI HPOCMOTPETH COCTOSIHUE U IPYTHe aTPUOYThl AKTUBHBIX COSTUHEHUI.

YcTpaHeHue Henonaaok VPN nyTem TpaccupoOBKU coeAUHEHUN

B cucreme IBM 15/0S npeaycMoTpeHa BO3MOXHOCTD TPACCUPOBKY JTAHHBIX, HEPEIaBAEMBbIX MO JIMHUH CBSI3H,
Harnpumep, 1o uatepdeiicy goxkanpaoi cetu (LAN) mwm riiodampHol cetn (WAN). Jlist uHTepIipeTanuu Beex
JIAHHBIX TPACCHPOBKH HEOOXOAMMBI clielaIbHbIC 3HaAHNS. OTHAKO C NX TOMOIIBIO BBI BCETa CMOXKETE ONPE/ICIIUTh,
BBINOJIHSAJICA JI1 OOMEH JaHHBIMHU MEX/Ty JIOKQJILHOW 1 yJaJIeHHOH CHCTeMaMU.

3anycK TpaccupoBKU coe ANHEHUN

J171s BKJTFOUGHN S TPACCUPOBKYU COETMHEHUH B CHCTEME BBI30BUTE KOMAHIY 3ayCTUTh TPACCUPOBKY COSAMHCHUI
(STRCMNTRC). Huxe npusenen npumep komanasl STRCMNTRC:

STRCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN) MAXSTG(2048) TEXT('VPN Problems')

Huxe MIPUBEICHO ONUCAHUC NAPAMETPOB KOMAHbI:

CFGOBJ (O0bexT KoHbHrypammm)
UMs 06bekTa KOHPUTYPALIUH, 1JI1 KOTOPOTO TOJDKHA OBITh BKJIFOUEHA TPACCUPOBKA. B KauecTBe TAKOTO
00BEKTa MOYKHO 33/1aTh ONUCAHUE JIMHUU CBSI3H, OMICAHKUE CETEBOTO MHTep(eiica Ui OMUCAHUE CETEBOrO
cepBepa.

CFGTYPE (Tun xoudurypammm)
Bo3mosxubie BapuaHThl: Juaus cBsi3u (¥LIN), ceteBoit uatepdeiic (*NWI), cereBoii cepep (*NWS).

MAXSTG (Pa3mep 0ydepa)
Pasmep Oydepa TpaccupoBku. 3HaueHue Mo ymoruanuro coctanisieT 128 Ko6. JJomyctumel 3Hauenust ot 128
K6 no 64 M6. CucteMHOE OrpaHAYeHIE Ha pa3Mep Oydepa 3amaercs ¢ moMoInbio CHCTEMHOTO
uactpymerTapus (SST). Ecim pazmep Oydepa, ykazanusiii B komanae STRCMNTRC, 6ynet Oobime
orpaHnueHus, 3aJaHHoro B SST, OyeT BeIIaHO coobienne 00 ommnbdke. OOpaTUTe BHUMAHHE, YTO
CYMMAapHBII pazmep 0y(hepoB BCeX aKTUBHBIX CEAHCOB TPACCHPOBKY COCTMHEHMI HE TOJDKEH MPEBOCXOIUTH
MaKCHMaJIbHBII pa3zmep Oydepa, 3amanubiii B SST.

DTADIR (HanpasJieHue nepe/iaun IaHHbIX)
Hamnpapyienue noToka TaHHBIX, IJI1 KOTOPOTO HEOOXOIUMO BKJIFOUUTH TPAcCUPOBKY. [TperycMoTpeHbl
CJIeIYFOIIME 3HAYCHUSI: TOJIbKO ucxosiue qanubie (*SND), Tosbko Bxoasiue ganusie (*RCV), oba
noroka gauueix (*BOTH).

TRCFULL (Ilepenosnnenne 0ydgepa TpaccHpoBKH)
[HeiicTBre, BRIIOJHSAEMOE IPH ePEeOIHEHNH Oydepa TpacCHpOBKH. JlOMyCTUMEI 1B 3HAYCHUS TapaMeTpa.
ITo ymosyanuro npumensietcst 3HadeHne *WRAP. OHo o3HavaeT, 4TO IpH NepenoIHeHnn 0ydepa
TPacCHPOBKY HOBBIE TaHHBIE HAYMHAIOT 3AMICHIBATLCS IOBEPX CTAPHIX. [10 Mepe MOCTYIIIeHNST HOBBIX
3ammceil OHM 3aMEHSIOT CTapble 3aINCH TPACCHPOBKU.

Bropoe 3nauenne - *STOPTRC. Ono o3nauaer, 4To Korja pazmMep Oydepa TpacCupoOBKH JOCTHrAET
3HaueHus napamerpa MAXSTG, TpaccupoBka 1oJpKHA OBITH BBIKJIIOUEHA. B 00111eM citydae peKoMeHIyeTcst
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3a/1aBaTh Takoi pazmep Oydepa, 4TOOBI B HETO MOMECTUITUCH BCE 3aIICH TpacCUpoBKU. Ecimm OymeT Havat
HOBBII IIMKJI 3aIIMCH JAHHBIX B Oy(ep, BBl pUCKyeTe MOTePSATh BaXXHYI0 HHpopmanuto. Ecim Bo3HuKIa
OUEHb Cepbe3Has HEMOJIaIKa, YKaKUTe Takoil pa3mep Oydepa, 4ToObI 3amic TPACCUPOBKH HE 3aMEHSIIUCD,
1 ObLJIa COXpaHEHa BCsI HH(pOPMAIHSI.

USRDTA (Ynciio 06padaTsiBaeMbIX 10.1b30BATEILCKHX 0AIiT)
3amaet unciIo GalT MOJIE30BATEIBCKUX TAHHBIX, COMIEPKAIIMXCS B KaApe TaHHBIX, I KOTOPBIX JOJDKHA
BBITIOJIHATHCS TpaccupoBka. 11 uaTepdeiicoB LAN 1Mo yMOJTYaHHIO KOMUPYIOTCS TOJIbKO nepBbie 100 OaitT
MOJIb30BATEIILCKUX JAHHBIX. JIJIs OCcTaIbHBIX HHTep(deiicOB KOMMPYIOTCS BCE IMOJIb30BATEIbCKAE TAHHBIE.
Ecmm BBI cunTaeTe, 9TO OIMMOKA CBSA3aHA C MOJIb30BATEIILCKIMU TAHHBIMH, COICPKAIIMMHUCS B Kape,
ykaxwuTe 3HaveHne *MAX.

TEXT (Onucanne TpaccHpOBKH)
Onucanue ceaHca TPACCHPOBKU.

3aBepLueHne TPpacCUPOBKU COeANHEHUN

Ecnm He yka3zaHO MHOE, TO TPacCHPOBKA IIPEKpaIlaeTcs IPH BLIIOJHEHIH OTCICKUBACMOTO YCIOBUS. 115
BBIKJIFOUCHUST TPACCUPOBKH BBI30BUTE KOMaHAy 3aBepinTh TpaccupoBky coenuaeHnit (ENDCMNTRC). Huxe
npuseaeH npuMep komaunasl ENDCMNTRC:

ENDCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN)

V xoMaHab! ecTh ABa MapaMeTpa:

CFGOBJ (O0bexT KoHduUrypauuu)
Nmsa o6bexTa KoH(pUrypanuu, 1 KOTOporo BEIMOJIHSETCS TpacCUpoBKa. B kauecTBe Takoro o6bekTa
MOXKHO 3aJaTh ONUCAHKE JIMHUU CBS3U, ONICAHUE CeTeBOro UHTepdelica UM OIUCAHUE CETEBOIO CepBepa.

CFGTYPE (Tun xoundurypaumm)
Bo3moskabie BapuanThl: juHAs cBsi3n (¥LIN), ceteBoit nutepdeiic (*NWI), ceteBoii cepep (FNWS).

MeuaTb AaHHbIX TPACCUMPOBKMU

ITocse BBIKITIOUEHUST TPACCUPOBKU COSIMHEHNN MOXKHO HameyaTaTh JaHHbIe, COOpaHHbIEe (YHKINEH TPACCHPOBKHU.
st aToro BeizoBute kKoManay [leuats nanubix TpaccupoBku coenunernnii (PRTCMNTRC). [Tockoubky GyHKIMS
TPACCHPOBKHU KOMUPYET BCIO MH(DOPMAIIUIO, IEPeIaBacMYIO 110 COSIMHCHUIO, BBl MOXKETE 3a/1aTh Pa3JINYHbIC
GbuIBTPHI 1711 0TOOpA AaHHBIX, KOTOPBIC TOJDKHBI OBITH BKJIFOUYEHBI B BEIBOJ KOMaH Ibl. Pasmep OydepHoro ¢aiina
JIOJDKEH OBITh KaK MOXKHO MEHBIIE. DTO 3HAYUTEJIbHO YIPOCTUT MOCIIEAYIOIIMIA aHA M3 JaHHBIX. JIJ1s1 aHam3a
omm6ok VPN 10cTaTOYHO BKJIFOUUTH B BBIBOJI TOJIBKO J1aHHBIe IP. [To BO3MOXHOCTH pekoMeHTyeTCsl yKa3aThb
IP-anpec oTnpaBuTesIst WM oJtydatesis. Kpome Toro, MoXHO yka3aTh HoMep nopta IP. Huke npuBenen npumep
komauasl PRTCMNTRC:

PRTCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN) FMTTCP(*YES) TCPIPADR('10.50.21.1)
SLTPORT (500) FMTBCD(*NO)

B nanHOM IpriMepe BBIBOJI OYAYT COMEPkKATh TOJBKO Te MaHHBIC [P, KoTOpbIe ObLIM OTHPABIICHBI UJTH MOJTYyYCHBI
xoctoM ¢ aapecoM 10.50.21.1 yepe3 nopt IP ¢ HomMepowm 500.

Hwmxe ommcansr napaMeTpbl KOMAaH/bl, KOTOPBIC YKA3bIBAOTCA IPU dHAJIM3C HECIIOJIa 0K VPN:

CFGOBJ (O0bexT KoHurypammm)
Nmst 06bekTa KOHGUTYpAIHH, [1JI1 KOTOPOT'O BBINOJIHSIETCS TPACCHPOBKA. B kauecTBe Takoro oobekTa
MOYHO 3a/1aTh OINMCAHKE JIMHUHU CBSI3H, ONKMCAHNE CETEBOTO NHTepdelica NiM OlIcaHue CETEBOTO cepBepa.

CFGTYPE (Tun xondurypanun)
Bo3mosxnbie BapuanThl: uaust cBsi3u (¥LIN), ceteBoit uatepdeiic (*NWI), cereBoii cepep (FNWS).
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FMTTCP (®opmatupoBats gannbie TCP/IP)
Vka3bIBaeT, Kakue JaHHbIe TPACCUPOBKY JIOJDKHBI ObITh oThopMaTupoBanbl: nanubie TCP/IP i UDP/IP.
Jn1s Toro 4To6s! 66 OTGopMaTUpOBaHb! AaHHbIE [P, cobpaHHble GyHKINEH TPACCHPOBKH, YKAXKUTE
3Havyenue *YES.

TCPIPADR (®opmatupoBath aanubie TCP/IP no aapecy)
DTOT napaMeTp COCTOUT U3 ABYX dJieMeHTOB. Eciim B 06oux snemenTax OyayT ykazansl [P-agpeca, To
BBIBOJ KOMAaHBI OYAET COIEPKaTh TOJIBKO Te AaHHBIe [P, KoTOpbIMI OOMEHUBAIINCH XOCTHI C YKa3aHHBIMHI
aJipecaMi.

SLTPORT (Homep nopra IP)
Howmep nopra IP, koTOpbIif OyaeT IpUMEHSITHCS B KauecTBe (hUIIbTpa.

FMTBCD (®opMaTHpoBaTh JaHHbIC ONOBEILECHHS)
Vxa3pIBaeT, cjelyeT JIM BKJII0YATh B BBIBOJ KaJphl onoBelieHus. [1o yMoMaHuio npuMeHseTcs 3HaueHue
Ha. Eciiu BbI He XOTUTE, YTOOBI BBIBOJ COZIEPIKA TaKyI0 HH(POPMAIUIO, B YACTHOCTH, 3alIPOCHI MPOTOKOJIA
ARP, ykaxxute 3HaueHue *NO. Hucsio onmoBemaromux cooOmeHnit MOXeT ObITh OYEHb BEJIUKO.

3amaun, cBsi3aHHLIE C JAHHOI

[‘Hauaso paGoThl ¢ yerpanenneM Heroanok VPN.” Ha ctp. 64
BeimosiHATE TaHHYIO 3a71a4y, YTOOBI O3HAKOMHUTHCS C PA3JIMYHBIMUA METOAAMHU Onpeesienns Henojaagok VPN, ¢
KOTOPBIMHU Bbl MOXETEC CTOJIKHYTBCA B CUCTEME.

HdononHutenbHaa nipopmauma o VPN

B U3 JaHUAX CHpaBO‘IHI/IKI/I IBM u na Web-caiitax COACPKATHCA CBEACHUS, CBA3AHHBIC C TEMAaMU, ITOCBALICHHBIMU
BUPTYAJIbHBIM YaCTHBIM CETAM. ,ZIOKyMeHTbI B (bopMaTe PDF moxHO IIPOCMOTPETh UJIM pacleyaTaThb.

IBM Redbooks

+ [[BM System i Security Guide forIBM i5/0S Bepcus 5 BbInycK 4@
« [AS/400 Internet Security: Implementing AS/400)|

« [AS/400 Internet Security Scenarios: A Practical Approatch|¢l
* [0S/400 V5R2 Virtual Private Networks: Remote Access to the IBM eServer iSeries Server with Windows 2000)

PN Ceny @

Web-cainTbl

. ITCP/IP qutst 15/0S: BupTyasbHble YacTHBIE ceTI/II'.Iar

. ITCP/IP qutst 15/0S: JIoKyMEHTHI RFq -I&
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http://www.redbooks.ibm.com/abstracts/sg246668.html
http://www.redbooks.ibm.com/abstracts/sg245404.html
http://www.redbooks.ibm.com/abstracts/sg245954.html
http://www.redbooks.ibm.com/abstracts/redp0153.html
http://www.redbooks.ibm.com/abstracts/redp0153.html
http://www.iseries.ibm.com/tcpip/vpn/
http://www-03.ibm.com/servers/eserver/iseries/tcpip/vpn/rfc.html
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MpunoxeHue. NMNpumeyaHua

Hactosmas nokymentamnus Obliia pa3paboTaHna 11 IpOAyKTOB U YCIIYT, peayaraeMbix Ha Tepputopun CIIA.

IBM Mo3keT He npejiarath NPOAYKThI U YCIIYTH, YIIOMSIHYThIE B 3TOM JIOKYMEHTE, B Ipyrux crpanax. Mudopmanmro
0 MPOJIYKTAaX U YCIIyrax, IpeajiaraeéMbIX B Ballleil CTpaHe, BBl MOXKETEe IOJyYUTh B MECTHOM IPEACTaBUTEIIbCTBE
IBM. Ccbuika Ha TpoayKT, mporpammy wim yciayry IBM He o3HavaeT, 4T0 MOKET MPUMEHSIThCS TOJIbKO 3TOT
MIPOIIYKT, MporpaMma mwim yciayra IBM. BmecTo HIX MOXKHO MCIIOJIB30BATH JTFOOBIE Apyrue (yHKINOHATIHHO
9KBHBAJICHTHBIE TPOIYKTHI, IPOTPAMMBI WJIM YCIIyTH, He Hapymaronme npas IBM Ha HHTEIIeKTyaIbHYIO
cobcTBeHHOCTh. OHAKO B 3TOM CiIydae OTBETCTBEHHOCTD 34 MMPOBEPKY paOOTHI 3TUX MPOAYKTOB, IPOTPAMM U YCIIyT
BO3JIATaeTCs Ha MOJIb30BATEIS.

IBM MOT'YT NPpUHAJICKATDH MMATCHTHI UJIA 3asIBKU HA MMATCHTBI, OTHOCAIIUECCA K MaTCpuajaaM 3TOro JOKyMEHTaA.
Hpe,ﬂOCTaBJ’IeHI/IC BaM HACTOAIIECTO JOKYMCHTA HE O3HAYACT NPECAOCTABJICHUS KaKHX-JI100 JIMIICH3UM HA 3TH
IIaTCHTHI. 3anpocm Ha HpI/IO6pCT€HI/IC JIMUEH3UI MOXKHO OTHPABJIATH IO CIICAYOLIEMY aApeECy:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

3ampockl Ha JIMIEH3NH, CBsi3aHHBIe ¢ nHpopManueit DBCS, cieqyeT HapaBIsTh B OTAE] HHTEJUICKTYaIbHOM
COOCTBEHHOCTH B MECTHOM IpeIcTaBUTEILCTBEe IBM mi B MUCbMEHHOM BHJIE TIO CIIEAYIOIIEMY aIpecy:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

Cnenyrommii a63a1 He 0THOCHTCS K Be/lmkoOpuTanum, a Tak:ke K APYrHM CTPaAHAM, B KOTOPBIX 3TO 3asiBJIeHHE
npoTHBOpeunT MecTHOMY 3aKoHoAaTe bcTBY: INTERNATIONAL BUSINESS MACHINES CORPORATION
IMPEJOCTABJISIET HACTOSI VIO ITYBJIMKALIVIO HA YCIJIOBUAX “KAK ECTb”, BE3
KAKUX-JIUBO SIBHBIX WJIU [TOJAPA3YMEBAEMbIX TAPAHTUM, BKJIFOYA S, HO HE
OI'PAHNYMBASICh OTUM, HESIBHBIE TAPAHTUIM COBJIIOAEHU S [TPAB, KOMMEPYECKOM
LIEHHOCTU U IIPUTOJHOCTU JJ151 KAKOU-JIMBO LIEJIN. B HEKOTOPBIX CTPaHax 3aImperiaeTcs 0Tka3 OT
KaKUX-JIMOO SIBHBIX U MOJIpa3yMeBAEMbIX TAPAHTHUHN NMPHU 3aKJIFOUEHUH OIIPEICJICHHBIX IOTOBOPOB, MOITOMY JaHHOE
3asiBJICHIE MOXET HE JICHCTBOBATH B BAIIIEM CJIydYae.

B nanHO# myOMKaIE MOTYT BCTPETUTHCSI TEXHUYECKIE HETOYHOCTH U TUIOrpadckue onevatku. B unpopmariuro
NEPUOINIECKU BHOCSTCS U3MEHEHUS, KOTOPBIE OYIyT YYTEHBI BO BCEX MOCJIEIYIOIINX U3JAHUSX HACTOSIIEH
nyosmkanuu. IBM octasiisiet 3a co6oii mpaBo B Jiro60e BpeMsi U 6€3 TOMOJHUTEILHOTO YBEIOMJICHUSI UCIPABIIATH U
OOHOBIIATH MPOAYKTHI U IIPOTPAMMBI, YIIOMHHAEMBIC B HACTOSIIICH ITyOJTMKAIIII.

Bce BeTpevaromuecs B JTaHHON TOKYMEHTAINHU CCHUIKM Ha Web-CaifThl IpyTruX KOMIIAHUH MPEeT10CTABIICHbI
UCKJIIOYHUTEJIBHO JIJIS1 y100CTBa MOJIb30BATENIEH 1 HE SIBJISIIOTCS pekyiaMoit aTux Web-caiito. MaTtepuaiisl,
pa3merenHbie Ha 9Tux Web-caiiTax, He SBJISIIOTCS YaCThio MHOPMAIIUH 110 JaHHOMY TpoaykTy IBM n
OTBETCTBEHHOCTb 3a IPUMEHEHHE ITUX MATEPUAJIOB JIC)KUT HA [10JIb30BATEIIE.

IBM MOXeT UCHOJIb30BATh U PACIPOCTPAHSTH JIFOOYIO MPEIOCTABICHHYIO BAMU HH()OPMAIINIO Ha CBOE YCMOTPCHHE
0e3 Kakux-JI0o 00s3aTEJIbCTB MEPe] BAMU.
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Jutst mostydeHust nHpopManuu oo 3Toit mporpamme aJ1st odecrneuenus: (i) oOMena nHpopmanueit Mex 1y He3aBHCUMO
CO3aHHBIMH IIPOTPAMMAaMU U APYTHMMHE IPOrpaMMaMu (BKJIFOUAs! JaHHYIO) U (il) B3AMMHOTI'O MCIIOJIb30BaAHUSI
nHPOPMAINH, TOJIYYEHHOU B X0/1e 0OMEHa, 0JIb30BATEN JAHHOW MPOTPaMMBbI MOTYT 00pAIAThCs 1O a/Ipecy:

IBM Corporation

Software Interoperability Coordinator, Department YBWA
3605 Highway 52 N

Rochester, MN 55901

U.S.A.

Taxas I/IH(i)OpMaL[I/Iﬂ MOXKCT NPEAOCTABIIATHCA HAa ONPECACIJICHHBIX YCJIIOBUAX, BKJIFOUYAs, B HCKOTOPLIX CIydasaX, YIJIaTy
BO3HArpaxxJiacHus.

OnucaHHas B 3TOM JOKYMEHTE JIMIEH3MOHHAS IPOrpaMMa 1 BCE CBSI3aHHbIC C HEl JINIIEH3NOHHbBIE MATEPHAJIBI
npegoctasisitorcs IBM B cootBeTcTBHH C yemoBusiMu Corutamenns ¢ 3akazunkom IBM, MexayHaponHoro
COTJIAILICHHUS O JIMIIEH3UH Ha nporpamMmy IBM, Cormamenus o JUIEH3UN Ha MAIIMHHBIA KO UJIM JIIOOOTO Ipyroro
9KBHUBAJICHTHOI'O COIJIALICHUS.

Bcee MMPUBCACHHBIC IOKA3aTCJIM NPOU3BOJUTCIIBHOCTH ObLIN IIOJIYYCHBI B praBJ’IHeMOﬁ cpenac. B cBs13u ¢ aTuM
PE3yJbTAaThl, IOJTYICHHBIC B peaanoﬁ cpeac, MOryT CYIICCTBEHHO OTJIMYATBLCA OT IIPUBCICHHBIX. HCKOTOpre
HU3MCPECHUA MOTJIN OBITh BBHIIIOJIHCHBI B CUCTEMAX, HAXOJAIIUXCS HA OTAIIC pa3pa6OTKI/I, IMO3TOMY PE3YJIbTAThI
H3MepeHPII>i, IIOJIyYCHHEBIC B CCpHﬁHBIX CUCTEMAX, MOTYT OTJIMYATHCA OT IIPUBECICHHBIX. Boaee TOTO, HEKOTOPHBIC
3HAYCHUSI MOTJIU OBITh IIOJIYUYCHBI B PE3YJIBbTATE OKCTPAIIOJIANNA. Peanbabie PEIYIBTATEI MOT'YT OTJIMYATBCA OT
YKa3aHHBIX. HOHLSOBaTCHH, pa60Ta}0LuHe C OTUM JOKYMEHTOM, HOJIKHBI YIOCTOBEPUTHCH, YTO UCIIOJIL3YEMbBIC UMU
JAHHBIC IPUMCHUMEBI B UMeEToIIehCs cpeae.

Wudopmanust o IpoAyKTax IPYrux H3TOTOBUTENICH OJTyYeHa OT MOCTABIIUKOB 3TUX MPOAYKTOB, U3 UX
O(pUIHIATBHBIX COOOIICHUN M IPYTUX OOIIEAOCTYMHBIX HCTOYHUKOB. IBM He BBITIOJIHSJIA TECTUPOBAHUE ITHX
MIPOIYKTOB APYTUX (GUPM M HE MOXKET MOATBEPIUTh TOYHOCTH 3asiBJICHHON MH(popManmu 00 ux
MIPOU3BOANTEIILHOCTH, COBMECTUMOCTH M APYTHUX CBOMCTBAX. 3aIpOCH! Ha MOJIyYCHUE TOTOJTHITEIbHOM
nHbOPMAIIH 00 3TUX MPOAYKTAX JTOJDKHBI HAIIPABIIATHCS UX IIOCTABIIUKAM.

Bce 3asBneHns, kacaromuecs HaMepeHuit 1 1aHoB IBM, MOTYT H3MEHSTBCS U OT3BIBATHCS 0€3 IpeaBapUTEILHOTO
YBEAOMJICHUS], U OTPAXKAIOT TOJIBKO TEKYLIME UEJIU U 3aJa4HU.

HaCTOﬂHIaH JAOKYMEHTAalUd COACPKUT NPUMEPHI JAHHBIX U OTUYCTOB, IPUMCHICMBIX B MOBCEIHEBHOM JIeSITEJIbHOCTU
KOMITAaHUH. I[.]'IH obecrieyeHus HArJIIAHOCTU 3TU IPUMEPBI MOTI'YT BKJIFOY4ATh UME€HA HIO,HQP'I, Ha3BaHUs KOMHaHHfI,
TOBApPHBIX 3HAKOB 1 HAUMCHOBAHUS TOBAPOB. Bce atu mMmenHa SBIISIOTCS BBIMBIIJICHHBIMU, 1 JIr00OBIe CXO0ACTBA C
HUMCHAMU U apcCaMu JEHCTBUTEIbHBIX KOMMCPUYCCKHX Hpe,Z[HpI/IHTI/Iﬁ a0COoJIIOTHO CHy‘IaﬁHLI.

JIuneH3ust aBTOPCKUX Mpas:

B nacrosimeit JOkyMeHTalluu NPUBEIeHbl TPUMEPBI UCXOTHBIX TEKCTOB MPUKJIATHBIX MPOTPAMM, UILTFOCTPUPYIOIINE
HEKOTOPBIC PUEMBI TPOTPAMMUPOBAHUSI B PA3JIMYHBIX ONEPAIMOHHBIX ITaTPopMax. Bel MOXeTe KOMUPOBaTh,
U3MEHSITh U PACIPOCTPAHSITH 3TU NPUMEPbI OECIIJIATHO B LEJSIX PA3pa00TKH, UCIOJIb30BAHMS, MAPKETUHIA U
pacpocTpaHeHus IPOTPaMM, COTJIACOBAHHBIX C IIPOT PAMMHBIM HHTEP(EiiCOM COOTBETCTBYOIINX MIIATHOPM.
PaboTa mpuMepoB He Obl1a IpoBepeHa BO BCeX BO3MOXKHBIX ycoBusX. I[To aToif npuunne pupma IBM He MoxeT
rapaHTHPOBATDb UX HAJAECKHOCTD, YAOOCTBO MX OOCITY)KUBAHUS M OTCYTCTBHE B HUX OIIHOOK.

Kax/1plii 3K3eMIIp UM YacTh 3TUX IPUMEPOB KO/, KaK ¥ IPOU3BOAHBIE OT HUX, JOJDKHBI COACPKATD CJIETyIOIIee
3asBJIEHHE 00 aBTOPCKHUX IIpaBax:

© (na3BaHue Baieil komnanun) (rojg). IToT KoJ pazpadboTtaH Ha ocHOBe puMepoB koaa IBM Corp. © Copyright
IBM Corp. _roja mmm roasl_. Bce npasa 3a1nuIiieHsl.

[Tpu mpocMoTpe 3TOi HHPpOPMAINH B 3JIEKTPOHHOM BHIE (OTOrpaduy U NBETHHIC MILTFOCTPANU MOTYT OBITh HE
MMOKa3aHbl.
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UH}opmauma 06 uHtepdeiice nporpaMMmmpoBaHUn

B Hacrosimeit TOKyMEHTAIUHU 110 BUPTYaJbHBIM YaCTHBIM CETSIM MPUBEICHA HH(pOpMAIHs 00 HHTepdeiicax
OpOrpaMMUPOBAHUS, TIO3BOJISIFOIINX 3aKa34MKaM CO3aBaTh MPOTPAMMBI, UCIOJIb3Yomue ci1yx0bel IBM 15/0S.

TOBaprle 3HaKu

Hwuxe nepeunciens! ToBapable 3Haku International Business Machines Corporation B CILIA n/wm npyrux crpaHax:

Approach
AS/400

Pacnpenenenue
eServer

15/0S

IBM

iSeries

0S/400

SAA

System i

Adobe, norotun Adobe, PostScript u torotun PostScript siBistoTCst MO0 3aperucTpUPOBAHHBIMA TOBAPHBIMHU
3HaKamu, OO TOBapHBIMU 3HaKamu, npuHaiekanmmu Adobe Systems Incorporated B CIIA w/wym npyrux
CTpaHax.

Microsoft, Windows, Windows NT u sjorotun Windows sIBJISIFOTCSI TOBapHBIMHU 3HAKaMM Kopriopanuu Microsoft B
CIIA w/wm npyrux crpaHax.

HasBanust 1pyrux KOMIIAHUHN MPOTYKTOB U YCIYT MOTYT ObITh TOBAPHBIMHU WJIU CITy>)KEOHBIMU 3HAKAMU JIPYTHX
KOMITAaHUH.

Terms and conditions
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any portion thereof, without the express consent of IBM.
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