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MBS T, BERISHILET, 7aONA Y =13, VIA4T7 2 EDNELWHFICHER TEZNESD
MZEHRTE, ZOEGITAGEL TWAMERLELTEREOMEENET,

IxTa >l X MEESE MNEEEZET—Y OmkEETD ETORGENHENL SN T EWnWED T,
R0z, —=N— - 7OV I LNZELEOAMEEELET EEHOLOID) . REMHICTFMEHLT
b, lHENRZOFREZITE S E WD ARIEIH D ER AL, REOTFREGFOLENH S I ETL &
I, MUELDICZDBETIE., T—FDRMT, Y774 TRUTIVYA LEGIZH D EH A,
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Uy MEHOHTISE

7TV —3a id socket() API ZfWTY ry b EERT 256, LFONT A=Y —%FEL T

w N &R Ui 0 8 A

e T RDTYRL A+ T7yIU—IZL2T, VT D7 RLZEEDOEANREDET, ZOREY
03 7 RLA - T7IU—0OF7 RLAMHEDOHIND D £,

s Ty bk HALTICEST, VY hNOBEREANRED 7,

e Uy bk -TJOoMDUVI, Iy EAMEHAT S, YR—FINTWas 7O M) EHBILET,
INEDNTA—=F—F 3K >T, Yy b7 r—rade, Moy iry k-7 7Y

T—a EMHEERATAAEENERINET, VI DY RLA - TJ7yIU—ITEo T, BhasVr
vk e HALTBXOY Ty b 7O NI ERINTEET, LTFTOXRIZ, MIETEHTYRLA - T7y7y3I—&

FNCEELZY Yy b - Y4 7By b - 7O ERLTWET,

X1 V7Y MEEDER

ZPRLVA - T73IYU— Irob - v147 Y vy bk Jobal
AF_UNIX SOCK_STREAM N/A
SOCK_DGRAM N/A
AF_INET SOCK_STREAM TCP
SOCK_DGRAM UDP
SOCK_RAW IP. ICMP
AF_INET6 SOCK_STREAM TCP
SOCK_DGRAM UDP
SOCK_RAW IP6. ICMP6
AF_UNIX_CCSID SOCK_STREAM N/A
SOCK_DGRAM N/A

NS5OV Ty MEEEZIZINT A= —ITMA T, QSYSINC 741 77 U—IZMEDFRYy NT—27 - Jb—
FrenyF— - 771U, ERENERSNTOET, NvF—+ 771 VOFEBICOVTIE. &
APl ZZHL T<ZE W, & API T, API OFHIOMMRIEDO Y > 3 @Yy F— - 7 71 )Vn
UARENTVET,
Ty ke NT—=0 « b—=F 2 &2FHLT, Y7y bh 77U —alid, RALD - F—L X
/. (DNS), RA N, FORa), —ERA, BLUOFY hNT—2 - Ty AIDOSIEREEETDHEN
T&EE9,

Fapuiyags

b8 X=>D TUr v k- %y NU—7EE |

Uiy b3y NI EFERLTC. 77U —ar - 7Oy I AMIRAN JOohall, B—

EA, BEXURY NT—=2 -« Ty A D OEREERTEHENTEET,

P e 45 e

Sockets APIy

Ty b7 RV REE
VA R sockaddr 7 RL AMEZFHLTY RLADZFELEZITWET, ZoBETIE. 7KL 2K
KEBHTH=DDY 7y b API BMNEDH D EH A,

Uiy bh-Tarsizyg 7



BE, 508 ARV —FT4 27 « SATFAE. N—=2L—+I T+ IxT « T4 AMJEa2— 3> (BSD)
4.3 B XU X/Open Single UNIX Specification (UNIX 98) ZH7HR— KL TWET ., HA i5/0S API I,

BSD 43 OREEEEXEFHAL T,

_XOPEN_SOURCE X7 O00f% 520 LLEICEFT S &, UNIX 98

HEDA A =T —AZBIRTEET, FHINS BSD 43 OV FOKT KL A#iEA, UNIX 98

DOREBICHINT 2 HDIT/RD T,

#2. BSD 4.3 & BSD 4.4/ UNIX 98 D7 ~ « 7 R L XD HL

BSD 4.3 H&i

BSD 4.4/ UNIX 98 H.ItDksE

struct sockaddr{
u_short sa_family;
char sa_data [14];
bs

struct sockaddr_storagef{
sa_family_t ss_family;

struct sockaddr {

uint8_t sa_len;
sa_family_t sa_family
char sa_data[14]

}s

struct sockaddr_storage {

char _ss_padl[_SS_PADISIZE]; uint8_t ss_len;

charx _ss_align; sa_family_t ss_family;

char _ss_pad2[_SS_PAD2SIZE]; char _ss_padl[_SS_PADISIZE];
s charx _ss_align;

char _ss_pad2[_SS_PAD2SIZE];
bs

K3 T FL Ak
7 L ARGET 1 — )V K &%

sa_len

ZD7 4 =)V RICTIL UNIX 98 D7 RL ZAEMNWAD &
ES

7E: salen 7 4 —J)LRIE, BSD 44 OHHBMEZHED]-

DIZEFIEL TWBITIEBE EH A, BSD 4.4/UNIX 98 Hift
HOBETH, 20T =)V REFATAHEEIHD FH
fo ANT RLUADEE, ZTO7 4 —)V RIZEHSINE

E

sa_family

ZOT74 =V RIZiE. YRLVA - T73U—2EHKLE
T, ZAUZL. socket() ML TY RL A« 7731 —IT
BEIN5MHTY,

sa_data

DT 4=V RIZIZ. 7 RLUZADBRERICHEREINTYS
14 N1 FDADET,

E:sadata @ 14 N FOERIEVWIDIRIT RLZADT
L—AFRNIT—=3TTd, 7RLVARBZIDEIZEBATLE
SBTLEENHVFET, ZOEEIZTY RL ZADERXZE&E LK
WOTHAERBDET, 7 RLADERIZ ST > AHR—
FDYATICEoTERESN, Ty MEIhT o AR—|
DYA TIZEORETERINET, TNTNDO KT AR
— k- 7ONAY =3, BEEDOT KL AT L =B
Z, FUOY RLAMETEELEYT. T AKR—hK
13, socket) API O 7 BRIl « /ST A= — T T
HplEnEd,
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K3 T RLAME (HE)
7 RV AMET =V R T

sockaddr_storage ZOT7 4=V RIiE, H5PLT LA - T77IU—DT R
LADEODA ML —CaEELET, JO/iEE. 7o
FIVRFED ED LD BkEITH L THREINTHT,
MEAGDEBIELIfTONET, API THAT S0
sockaddr fEICF XY A P EINDBHEHHD LT,
sockaddr_storage @ ss_family 7 ¢ —)L RiZ, 7okl
BEOEDXDBHED family 7 4 —)V REH, ST IE
LLMEEHDEEINET,

JV7ry D7 VR -T773U—
socket() APl EDOY RL A« 77 I —+)NTF A—%4— (address_family) &> T, V7w~ APl T
T57 RLAEEDOEANRED £7,

ZRLA Ty U—-7O0MINE, 2y NT—=VHNOHZT T r—a ooy 7 r—a
AN (FE FCYATLARNOH S 7O AMeoTatrA~N) 77V r— a3 « T—YEBIETE53
EIICLET, 7TUS—>aid, Uy ho7Oba) s NTRA=F =Ry b T—27 « T2 AR—
ke 7ONAy—%BELET,

AF_INET 7 FVR - 773XV —
ZO7RVZA - 77 3U—1d, WY AFLERBREBD AT A LTETEINSEEOTOLAMT, 7
Dt AMBEREZTADEIICLET.

AF_INET V7w EO7 RLZEF, IP 7 RLABIOAR—ESTT, AFINET Vv hD IP 7 RL A
Z. P 7 R A (130.99.128.1 72&) £7213 32 Ev MMERK (X°82638001') DELE SN THREL £9.

A2 —Fvhk-TJORI N—=Var 4 (APv4) ZHEHTZY v b - 7TV r—2 3 > O8A.
AF_INET 7 RL A -« 77 XY —Id sockaddr_in 7 R L A#&EZH L £9 . _XOPEN_SOURCE Y7 0%
95 &, AF_INET 7 RL Z#5i3 BSD 4.4/ UNIX 98 fhhk L At 2RO LS I bl £9, IR
DFEIT sockaddr in 7 R AMEEDOMHESZERHL T,

#4. BSD 4.3 & BSD 4.4/ UNIX 98 DED sockaddr_in 7 F L A #§i& DAHE R

BSD 4.3 @ sockaddr_in 7 KL ZAH§iE BSD 4.4/ UNIX 98 @ sockaddr_in 7 R L ZH§i
struct sockaddr_in { struct sockaddr_in {

short sin_family; uint8_t sin_len;

u_short sin_port; sa_family t sin_family;

struct in_addr sin_addr; u_short sin_port;

char sin_zero[8]; struct in_addr sin_addr;
s char sin_zero[8];

}s
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# 5. AF_INET 7 KL Z#i&

7 RLAMEE T 4 —IV R 7%
sin_len ZD7 4 =)V RITIL UNIX 98 LD 7 RLAEMAD &
ER

7E: sin_len 7 ¢ —)L RiZ. BSD 44 EDOHMMEEFE D
DICHEIEL TWBICEBEEH L, BSD 4.4/ UNIX 98 F.ff
HEDBETH, ZOT 44— IV REHHTIHLEZHD FH
Poe ANNT RLADHE, ZO7 4 =)V RiFEHINE
ER

sin_family ZDT74—)VRICIET RL A« 77 IU—MWMAD TN,
U3 TCP Flda—Y—--F7—%r - TJObha)l
(UDP) WMEH E N5 & 1391 AF_INET T9,

sin_port ZDT 4=V RIZIIR—EBENAD ET,
sin_addr ZDT4—IVRIZIEIP 7 RLANADET,
sin_zero ZDT7 4=V RIFFREATT, ZO7 14—V I 16 it

BOYOIREL TN,

Bapiiycet]

P9 X—2 D TAF INET 7 RL A - 77 I U—DffifH] |

AFINET VY RL A - 773IU— -V vy ME, dx7a> Bl (Y147 SOCK_STREAM) &7
a > L AR (17 SOCK_DGRAM) ODWITNNZTHIENTEEY, %7 3% AF_INET
*) /7 K. Transmission Control Protocol (TCP) # k> AR —h - 7OV ELTHEAL F9,
ax273a>L AR AFINET V7 v M3, hI 2 AR—Fr-JOobrallElTa—HY—--5T—4577F
LB k3)l (UDP) ZEHAL £,

AF_INET6 7 FVR - 773XV —

CO7RLVA-T77IU—=F, 412 —Fvb-7Oba)l X—=3 > 6 (IPv6) ZHR—HFLET,
AF_INET6 7 RL A« 773U—3, 128 Ew bk (16 X M) OF RLAZMHHL T,

ZDT RLVADHEARKRIZIE. 64 Ev Oy hU—UFFE, 64 Ev FOKRAMESPHAAEN TN
9, AF_INET6 7 RL Zld. xxxxxxxx EWIEXTHETEET, 8 D x &, ThENn 16 Ev
FD7 RL A% 16 #ETELZHDTY ., #lZ1EL. FEDC:BA9S:7654:3210:FEDC:BA98:7654:3210 13HZ)

Y RLVATY,

TCP, 21—Y—+F—%7F /- 70KI2)L (UDP) £7/21& RAW 2Ty~ 77U r— 3>
DOEE. AFINET6 7 RL A« 77 2 U—I{3, sockaddr_in6 7 R L Zfi&EZ2@HL £9 . BSD 4.4/ UNIX
98 {LhkZFEET 5/~ _XOPEN_SOURCE X7 OZHT2HE. ZO7 RLAMEIIELET. U
TDEIZ sockaddr in6 7 R L AMEEDHESZTR L FT,

£ 6. BSD 4.3 & BSD 4.4/ UNIX 98 DD sockaddr_in6 7 R L X K1t DA 5

BSD 4.3 @ sockaddr_in6 7 F L Ak BSD 4.4/ UNIX 98 O sockaddr_in6 7 F L AHiE
struct sockaddr_in6 { struct sockaddr_in6 {

sa_family_t sin6_family; uint8_t sin6_len;

in_port_t sin6_port; sa_family t sin6_family;

uint32_t sin6_flowinfo; in_port_t sin6_port;

struct in6_addr sin6_addr; uint32_t sin6_flowinfo;

uint32_t sin6_scope_id; struct in6_addr sin6_addr;

s uint32_t sin6_scope_id;

bs
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# 7. AF_INET6 7 R L X it

7 RLAMEE T 4 —IV R 75
sin6_len ZD7 4 =)V RICTIL UNIX 98 LD 7 RL AEMAD &
7,

7E: sin6_len 7 ¢ —)L RiZ. BSD 44 EOHEMMEERED

TDICHEEL TWAIZEEE R A, BSD 4.4/ UNIX 98 H
DL ETH, 2074 =)V REFATHINEIEIHD F
Th, AT RLADEE, 2O 7 4 —)V RIZEHINE

7,

sin6_family ZDT7 4 =)V RIZIE. AFINET6 7 RL A« 7731 —%
fRELET,

sin6_port D74 =)V RIZIE. b AR—KER—FNADE
R

sin6_flowinfo ZOT74—=I)VRIZIX, "SI T74 w7 -5 AETO— 5

R EWD 2 DDIFRMV/AD ET,
E BIE. 207 4=V R R—hINTWARWVEZD,
EN—2a D EHHEEEE DI OICREL TLES

2
sin6_addr ZDT 4 =)V RITIE IPv6 7 RLAZIEEL T,
sin6_scope_id ZDT 4 =)V i, sin6_addr 7 4 —)L RICANENSY
RLZAOEMHFI#EY R, —#HOA 25 —T7 2 — A%
ELET,

AF_ UNIX Z7FRVR - 72—
O RLA 773303, Y7y b APl 2FHT5E AT L TTOAMBRZITASLDITL
F9, ZOT7RL AL, 774« AT LADOHEANOEEDINAH T,

iy M3 b=k T4 LT MU—HN, £LBITXRTOA—T> - Ty M)« AT LTERTEET,
72721, QSYS 7213 QDOC 72 ED T v A )V« P AT LIREET, 70T I L3 T T T LEZT
B 57=®12. AF_UNIX. SOCK_DGRAM /7 v M EA4FIIEAETHHENDDET, I5IC. 77T A4
13 unlink() API Z2FHL T, Y7y b7 O—XBECT 7 A « AT A« F TP 7 b Z2HRITHRZE
THMHENHDET,

Y RLVA 7731 — AF_UNIX ZfHE L7V 7w I, sockaddrun 7 RL Ak&EZ2#EH L £9 ., BSD
4.4/ UNIX 98 fLH#FEMET 57/~ XOPEN_SOURCE Y7 OZHT5E. 207 KL AREIIZEL
LEd, LFDFEIT sockaddr un 7 R L AEOHESZELNL £,

# 8 BSD 4.3 & BSD 4.4/ UNIX 98 DD sockaddr_un 7 R L X Kiid O FHE

BSD 4.3 @ sockaddr_un 7 KL AR BSD 4.4/ UNIX 98 @ sockaddr_un 7 KL A&
struct sockaddr_un { struct sockaddr_un {
short sun_family; uint8_t sun_len;
char sun_path[126]; sa_family_t sun_family;
s char sun_path[126];
1
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#9. AF_UNIX 7 R L X i

7 RLAMEE T 4 —IV R 7%
sun_len ZD7 4 =)V RITIL UNIX 98 LD 7 RLAEMAD &
ER

;E: sun_len 7 ¢ —JL Ri&, BSD 44 EDOHMEZREDT-
WHEELTWAICEBEEH ., BSD 4.4/ UNIX 98 F.ff

HOHETH, ZOT 44— IV REHFHTAHIHLEIHD EH

e AT RLADHE, ZO7 =)V RiZEHINE

KD
sun_family ZOT74—=)VRIZIE. ZRLZA - 77 IU—MNADET,
sun_path DT 4=V RIZE. 774« AT LDHEAND/NA
BINAD £T,

AF_UNIX 7 RL A« 77 3U—Tl& 70O IVEENPBERLEWZD., 7O DUEEIXEH SN ER
o TD 2 DOT O ANERT ZBEHEEII X T LA TT,
P ek

BIRX—=20 TAF UNIX 7 RLZ - 77 S U—0Offi |

AF_UNIX F£71% AF_UNIX_CCSID 7 RL A+ 7y Y —ZfHIT 57y MZid, axr a2

(%17 SOCK_STREAM) &% a > L A% (¥4 7 SOCK_DGRAM) MdH D £7,

[ FAF_UNIX CCSID 7 RL A - 773U —] |

AF_UNIX_CCSID 77 XU —{3 AF.UNIX Y RL A - 77y IU—EHH#MENH D, FUCHESGH O F

ER

P ek 155

[unlink()--Remove Link to File API|

AF_UNIX CCSID ZRVR-Z772X1—
AF_UNIX CCSID 773U —Id AFUNIX 7RL A« 77 IU—EHHEMENHO, FUHEHH D ET,

INSOWMED Ty IU—IZEEEH, AT a L AMELFIAXRI 2 aMOEE5NTTH T EN
TE, 2 D070t 22T A EREKIISDETL, BREoTVWEDIEE, YRLZA - T77IU—
AF_UNIX_CCSID Z{58E L7V 7 hDY, sockaddr unc 7 R L AMEZHFHITHENWSHTYT, ZOT R
L AH§iE1d sockaddr_un EFALIL TWE 78, Qlg_Path_Name T B A L T, UNICODE X/zI3LE
@D CCSID T/NAAZEIBETEET,

7272L. AF_UNIX V%4 v hid, AF_UNIX_CCSID V7 v DS A% AF_UNIX 7 RL ZHEICRET
ERBHZDT, INA B ZITIEHIBRNH D £3, AF_UNIX N R— T 25D 126 LFEDHIZD T,
AF_UNIX_CCSID % 126 XFICHIEESNET,

I—H—id. 1 DOV 4w FT AF_UNIX 7 RL A& AF_UNIX _CCSID 7 RL AZRMTEEE .
socket() FEONH L C AF_UNIX_CCSID #f8E 95 &, LIED API IOV LTI RTOY RL AN
sockaddr_unc TRFIUIZD FH A,

struct sockaddr_unc {

short sunc_family;
short sunc_format;
char sunc_zero[12];

QTg_Path_Name_T  sunc_qlg;
union {

char unix[126];
wchar_t wide[126] ;
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charx* p_unix;
wchar_t* p_wide;
} sunc_path;

b

# 10. AF_UNIX_CCSID 7 KL X ##i

7 RLAMGET « =V B

A

sunc_family

DT A=)V RIZIET RL A« 77 IU—=0ADEITHN,
Z U311 AF_UNIX_CCSID TT9,

sunc_format

ZDO7 4 =)V R, NABOEXHDOLUTD 2 DOFE

HEADMHENAD ET,

e SO_UNC_DEFAULT 3. #8t& 7 7 1)V« AT L+ /N
AL ADBREDT 7 4)V b CCSID Z{HiHT 3. KW/
A4%ERLUET, sunc_qglg 7« —)V RIdWE N E
£

+ SO_UNC_USE_QLG 3. sunc_glg 71 —J)L RW/X24
DA E CCSID ZEEL TWAHIEERLET,

sunc_zero

ZDT7 4=V REFRIBEATT, ZDT 1 —IVRIZ 16 i
BoOXOICHREL TEIN,

D74 =) RIFN AR EEEL XTI,

sunc_qlg
sunc_path ZDT 4 =) RIZIFNAELBAD E£T, TONAAIE, &
K 126 XFT, B—=NAFTH 2 N1 FTHHVWEYE
he INAHAZE. sunc_path 7 1 —J)V RICANTH. HlI&IC
E DR > T sunc_path 2MET LI ICL THHWER .
£33, sunc_format & sunc_qlg ICE > TREDET,
BYE &R

9 X—2 @ TAF_UNIX_CCSID 7 FU A - 77 XU —ORiHJ |

AF_UNIX_CCSID VY RL A« 77 3IU— vy FOHAkIZ, AFUNIX Y RL A - T73IU— xS
w O ERIU T, AF_ UNIX CCSID 7 RL A+ 77 3IYU— Iy MNZiE, axra>illa
X7 a L ABMNRBDET, ZNHIE, F—I AT AICHEZRIERTEET,

[1RX=2D TAF UNIX 7 RLZ - 77 3IU—J|

ZO7RLVA - T773IU—Id,

Vrw b APL 2T BE—3 AT AT O ARBEEZ{TADLD

WLET, TOY LR, 7740« AT LOHENDOEED/XAHA T,

B e
PS2H T+ —< v N

Yoy b 5947

Iy RIECHL D 2 ZBEHOIN TG A=Y —I2L>T, YTy kYA TNRFODET, Yy k14T
ICE->T, HAEXIOoNGRORI D EFEHDTOCANSMOTOEANDT—FD T > AR—MH
WZEHRREIC NS, B DY 1 T SR N Rt N E T,

AT LR ROV Ty b e AT e R—-FLUET,

Z FU—A (SOCK_STREAM)

DIy s e AT FaAxs T a BT,

bind(). listen(). accept(). LN connect() API ZffiH L

T, T>RY—IT > REHZHTILET, SOCK STREAM 13T 5 —CLHEERL TTF—¥ Z2EEL. KER
DIEFTT—4 %%fELFT., SOCK_STREAM &, T—% DA —/N—F > 2 <7=012 7 O — il Z fEE
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LEJ, 77— LI a—REFRIFFR TSN ET A, SOCK_STREAM 57— % N1 FDA M) —AEHR
BmLUET, i50S EHETIE, ANU—L4 Vv &, EEGHIE O3V (TCP). AF_UNIX, BXWN
AF_UNIX_CCSID THHTHIENTEEY., FALAMNI—LA YTy bE2FHALT, EFa7 - KA K
(T7A4T7T4—)) OHHRIZHBI AT LEBETHIEDHTEEXT,

F—44¥5 L (SOCK_DGRAM)

A2 =%y - 7ONDVHETIE, T—YHMEOEABNZ T —F 7T AENVNET, EAWIZITNLS
ONDT—F ooy ¥ —2ELET, T—FT7I7L Iy NM3Iaxra L AMTYT, hI A
A=k 7JONA Y — (FO D)) EOMMAMERERPMNLINSZEFHDEREA. VI MIT—
7T NEMSINT Y bELT, BEORIENZNWEFEELET, T—YOEEFZIZEENKLEZ0
T T ITLAMBENTERTHIEDHVET, 7T FTLOYAXF, 1| IOST YT aTERE
TEDHHYA XWEESINTVET, WSDODND KT AR—hK - 7ONA Y —=IZRHL T, TNZTNDT—F
TILMH%y NI =V NORBLBEHEFEHTEET, ZOVYT v b+ ¥1 7T connect() API ZF17 T
XETN, TOVITLEEZETDHODHET KL AIE connect() API THEE L2THNIE7R 0 £H A,
i5/08 E¥ETIE, T—4%TFL Iy hE, I—Y—-F—%¥7F /- 70~3d)l (UDP). AF_UNIX,
BELW AF_UNIX_CCSID THEHTHIENTEET,

O— (SOCK_RAW)

ZDITy N LT TIE A2 —Fv - 7ORa)L (APvd F7213 IPv6) 1 & —F v NlE A v
t— - 7O ha)L ICMP F7213 ICMP6) DX SR T E O NIIVICEEY VA TEEY, hT >
AR—h - TONA T —=BHNL 7O R « ANy —IFREEHET 2 2 E1272572D. SOCK_RAW ZH
SIS OTOT I T OEMARRNHLEICRDET, NI AR—K - 7ONA Y —=132ZDL N
WTTF—YDORREREL, BT 4 VAR ETEET,

Yoy b-Zabai
ViwheT7OMINIE XY NT—=PZROBHZIL MBHORI >~ (F21E, AU >HRNOH DT
OB ZAMSRDOTaEAN) 7T r—a > « T EBETEHXIIICLET,

77U —a > ld. socket() API @ protocol /XT A—F—IZhT > AR—b - TONA Y —ZHREL
‘—d_c

AF_INET 7 RL A - 773U—TId, BEONT > AR—F - TONA Y —2HHTEET., AT L -
Ty NT—24K% (SNA) & TCP/IP 70 h2)Vid, WCYA=Z>7 « Iy ~ ETREHCTY 754 71
952 EMAJRETY ., ALWANYNET (ANYNET H7Hh— hZAHEICT %) *v MU=V EEZRE T,
AF_INET V7w b« 77U —3 3212 TCPIP A D b T 2 AR — N bHTE 20 E SN EBEIE
WTEDHL21C20DFET, ZOxy U=V EMIL *YES /213 *NO TY. F7#J)L MElE NO TT,

WZ@ BRI (577 )0 MR 2% *NO DA, SNA F T > AR — b ETO AF_INET O HI3IE
K EE @Diﬁh AF_INET V47 v % TCP/IP FT > AHR—NTOAEATDHEIE,. CPU HfHR%E
%35 T 572012 ALWANYNET #K{iZ& *NO IZRETHHENH D XTI,

I#: ALWANYNET *v hU—Z7 @I, TCP/IP Y R— Kk LD APPC ICHE 252 F7,

TCP/IP %4t L7z AF_INET 3K AF_INET6 V7w FTIld, SOCK_ RAW ¥ 1 7ZIEETHIELEHTE
F£9., UL VT R =%y b . 7Db:nwm)&m97/b7 0%& SN A RS R
RLUTWET, TCP £7/213 UDP h T > AR—h - JONA Y =3, BEITZOEEMELET,

KEKBMNV#VF%@%?%%Q‘77U7—>a>-7ﬂﬁ5bﬁ0ﬁ%ﬁ%5@?DF3»%8%
THHRETEET (TCP BLWY UDP 7O FINVDHEZERL ). *y FT—7 LTI UNHERELTVWS
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BEIP A =l2Zo7a haVENAVET, 7T r—a - Jas I A3, UDP £7213 TCP
IO ZAR—=FNEERETEZ2ITXNTORN T AR—F - U—EXZREL TN S EVWO T, FDY
T —ar s OV I LMERENT AR —K - TONAY =L DET,

AF UNIX BXLN AF UNIX_CCSID 7 RL A« 77 I U—TI&, 7O MJVEKBITEBRLEZVWOT, 7O
P EREEL TCHEBRICIEE®RRH D ER A, AI—<> 2 L0 2 D070 AR OBE#EE T >
ATT,

e e
[APPC. APPN. BN HPR DHERE]

VT y FOERRE
T oL, mOEANBREHZHEALTWDYry b - 70754055, Rb—RNBY 1 TERLT
WET., ZHUd. K0EMRY Ty FREIOEAE L THEMT S ENTEEXT,

AR aryBYTy FOERK
LROY—N—&E275147 > hOHlL, mERE O3 (TCP) 2EDIXR7 > g 7o k)L
FEEAENZY Ty M API Z/RLTWET,
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/* This sample program provides a code for a connection-oriented server. =/
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program . x/
/**************************************************************************/
#include <stdio.h>

#include <sys/time.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

/**************************************************************************/
/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;

int rc, length, on=1;

char  buffer[BUFFER_LENGTH];

fd_set read_fd;

struct timeval timeout;

struct sockaddr_in serveraddr;

/***********************************************************************/

/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =/

/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents */

/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. x/

/********************************************************************/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/

/* The setsockopt() function is used to allow the local address to =*/
/* be reused when the server is restarted before the required wait =*/
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/* time expires. x/
/********************************************************************/
rc = setsockopt(sd, SOL_SOCKET, SO _REUSEADDR, (char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt (SO_REUSEADDR) failed");

break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* s_addr to zero, which allows connections to be established from x/
/* any client that specifies port 3005. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin_family = AF_INET;

serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = hton1(INADDR_ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)

{

perror("bind() failed");

break;
1
/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/

rc = listen(sd, 10);

if (rc< 0)
{

perror("listen() failed");

break;
1
printf("Ready for client connect().\n");
JEZTETS Kk kxx IR hhhhh R R I ** Kk KKk R R R R R R R R R /
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}

/****************************** """"""""""" *****************/

/* The select() function allows the process to wait for an event to */
/* occur and to wake up the process when the event occurs. In this */

/* example, the system notifies the process only when data is */
/* available to read. A 30 second timeout is used on this select */
/* call. */

/********************************************************************/
timeout.tv_sec = 30;
timeout.tv_usec = 0;

FD_ZERO(&read_fd);
FD_SET(sd2, &read_fd);
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rc = select(sd2+1, &read_fd, NULL, NULL, &timeout);
if (rc < 0)
{

perror("select() failed");

break;

}

if (rc == 0)

{
printf("select() timed out.\n");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO _RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up untilx/
/* all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));

if (rc < 0)
{
perror("setsockopt(SO_RCVLOWAT) failed");
break;
}
[ Fk gk dekk ok ke k ok ok dok ok ok ok ok ok k e e e ok ok e ek ok ok ok ko ok ko e o o o ok ook ok ok ok *xk [
/* Receive that 250 bytes data from the client */

/********************************************************************/

rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client x/
/********** """"""""" *****************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{
perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);
/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
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if (sd != -1)
close(sd);

if (sd2 != -1)
close(sd2);

B e k)
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/**************************************************************************/

/* This sample program provides a code for a connection-oriented client. =/
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

[k dkk ok de ok kK e e e o o ok e ok ok ok o ok o ok ok ok o e e o o o e ok ook o ok ok o ok ok ok ok o ok ko ke kK /
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005

#define BUFFER_LENGTH 250

#define FALSE 0

#define SERVER NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or =/

/* set the server name in the #define x/
/% SERVER_NAME. */
void main(int argc, char *argv[])

{

/***********************************************************************/

/* Variable and structure definitions. */
/***********************************************************************/

int sd=-1, rc, bytesReceived;
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char  buffer[BUFFER_LENGTH];

char  server[NETDB_MAX_HOST_NAME_LENGTH] ;
struct sockaddr_in serveraddr;

struct hostent *hostp;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. x/
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents

/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. */

/********************************************************************/

sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. x/
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER NAME);

memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;

serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = inet_addr(server);

if (serveraddr.sin_addr.s_addr == (unsigned Tong)INADDR_NONE)
{

/*****************************************************************/

/* The server string that was passed into the inet_addr() x/
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */

/*****************************************************************/

hostp = gethostbyname(server);

if (hostp == (struct hostent *)NULL)

{
printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy (&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/

/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
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{

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a's to the server */
/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");

break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;

while (bytesReceived < BUFFER_LENGTH)

{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)

{

perror("recv() failed");
break;

else if (rc == 0)

{

printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =*/
/*****************************************************************/

bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/********************************* """"""""""" *****************/
if (sd != -1)

close(sd);
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/* This sample program provides a code for a connectionless server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>
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#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc;

char  buffer[BUFFER_LENGTH];

struct sockaddr_in serveraddr;

struct sockaddr_in clientaddr;

int clientaddrlen = sizeof(clientaddr);

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of each of the socket descriptors is only done once at the =/
/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents

/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_DGRAM) will be used for this socket. */

/********************************************************************/
sd = socket(AF_INET, SOCK _DGRAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. 1In this example, the user sets the =*/
/* s_addr to zero, which means that the UDP port of 3555 will be */
/* bound to all IP addresses on the system. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin_family = AF_INET;

serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = htonl1(INADDR ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The server uses the recvfrom() function to receive that data. x/
/* The recvfrom() function waits indefinitely for data to arrive. =x/
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,

(struct sockaddr x)&clientaddr,

&clientaddrlen);
if (rc <0)
{
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perror("recvfrom() failed");
break;

}

printf("server received the following: <%s>\n", buffer);

printf("from port %d and address %s\n",
ntohs(clientaddr.sin_port),
inet_ntoa(clientaddr.sin_addr));

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,
(struct sockaddr =*)&clientaddr,
sizeof(clientaddr));
if (rc <0)
{
perror("sendto() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
JEZTETS kK xx I I IR KRk hh kR xhh* kKK Kk kK xx I IR KhKhhhhkkxhhh kK Kk k kkkxrhhhhh kAR R *K*A /
if (sd != -1)

close(sd);

}
Bl: AxH2aYVRBHSAT VB
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/* This sample program provides a code for a connectionless client. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555

#define BUFFER_LENGTH 100

#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
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/*
/*
/*

address or host name of the server, or =x/
set the server name in the #define */
SERVER_NAME */

void main(int argc, char *argv[])

{

28

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd, rc;

char  server[NETDB_MAX_ HOST NAME_LENGTH];

char  buffer[BUFFER_LENGTH];

struct hostent *hostp;

struct sockaddr_in serveraddr;

int serveraddrien = sizeof(serveraddr);

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. x/
/***********************************************************************/
do

{

[ Fkk Rk gk ok kk ko kk kR ok k kR ok kkk ok ko k ko k ko k ok Kk ok ok KRREKIKEF KRR F KRR *xk [
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_STREAM) will be used for this socket. %/

/********************************************************************/
sd = socket (AF_INET, SOCK _DGRAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER _NAME);

memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = inet_addr(server);
if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR NONE)

/******* """"""""" *****************************************/
/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */

/*****************************************************************/
hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{
printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy (&serveraddr.sin_addr,
hostp->h_addr,
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sizeof(serveraddr.sin_addr));

JEZTEES Kk kxx IR Rk hh kR I I ** kK Kk R R R R R R R R R R /
/* Initialize the data block that is going to be sent to the server */
/********************************************************************/
memset (buffer, 0, sizeof(buffer));
strcpy(buffer, "A CLIENT REQUEST");

/********************************************************************/
/* Use the sendto() function to send the data to the server. */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,
(struct sockaddr =*)&serveraddr,
sizeof(serveraddr));
if (rc < 0)
{
perror("sendto() failed");
break;

}

/********************************************************************/
/* Use the recvfrom() function to receive the data back from the */
/* server. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&serveraddr,
& serveraddrlen);
if (rc < 0)
{
perror("recvfrom() failed");
break;

}

printf("client received the following: <%s>\n", buffer);

printf("from port %d, from address %s\n",
ntohs(serveraddr.sin_port),
inet_ntoa(serveraddr.sin_addr));

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

}
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[recvfrom()--Receive Data API|

[accept()--Wait for Connection Request and Make Connection API|

[zetpeername()--Retrieve Destination Address of Socket API|
[sendto()--Send Data API|

|c0nnect()—-Establish Connection or Destination Address APII
[pindO)--Set Local Address for Socket API|
[zethostbyname()--Get Host Information for Host Name API|
[zetaddrinfo()--Get Address Information API|
[zethostbyaddr()--Get Host Information for IP Address API|

[setnameinfo()--Get Name Information for Socket Address API|
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[close()--Close File or Socket Descriptor API|

|socket()—-Create Socket APII

[pindO)--Set Local Address for Socket API|

[unlink()--Remove Link to File API|

[listen()--Invite Incoming Connections Requests API|
[send()--Send Data API|

[recv()--Receive Data API|

[socketpair()--Create a Pair of Sockets API|

[connect()--Establish Connection or Destination Address API|

#il: AF. UNIX 7 RL R+ 77 IV —2gHTEIH—N— -7 TUr—T a3

PIFOHNE., AF UNIX 7RL A« 77 IU—2FHTE2Y > TI)L « —N— - TOT I LEZRLTNE
¥, AFUNIX 7RLZ « 773U —=lF, MOT7 RL A« 77IV—=ELFEUCY 7y MERHL D% < 23
LET, 272U, == 7T =23 > &2NTH-OICNNAGEEEZFHTEE0ND SR> T
WET,

H: ZOHIOERZEDH ST, RIIAR=0 TO—=RIZET S T4 2 2IERB X OE G HE) (DEFICHEE
LebDELET,

/**************************************************************************/
/* This example program provides code for a server application that uses */
/* AF_UNIX address family */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/un.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

/***********************************************************************/

/* Variable and structure definitions. */
/***********************************************************************/

int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
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/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =x/
/* very end of the program. x/
/ """"" *khkkkkhkkhkkkhk khhkkkhhhkkhhkhhhhdhhhhrhhhdhhdhhhhdrhhrhhhhhrdrhhxsk /
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents

/* an endpoint. The statement also identifies that the UNIX */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */

/********************************************************************/
sd = socket(AF_UNIX, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
[ Fkkdkk ke kk ok dokkk Kok kok ok ok ok Kk ok kK xF I IR *Khhh Ik kI *hh kKK * % kkKxrhhhhh kAR R **A /
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sun_family = AF_UNIX;

strcpy (serveraddr.sun_path, SERVER_PATH);

rc = bind(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)

{

perror("bind() failed");

break;
1
/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/

rc = listen(sd, 10);

if (rc< 0)
{

perror("listen() failed");

break;
1
printf("Ready for client connect().\n");
JEZTEES KhK KT R E IR KKK R T P *kkkkxk [
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/

sd2 = accept(sd, NULL, NULL);

if (sd2 < 0)
{

perror("accept() failed");

break;
}
/****** """"""""""" khkhkkkhkhkhkrhhkkhhhhhhkdrhhxk *****************/
/* In this example we know that the client will send 250 bytes of  */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
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/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{

perror("setsockopt (SO_RCVLOWAT) failed");
break;

}

/****************************************************/
/* Receive that 250 bytes data from the client =/
/****************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{

perror("recv() failed");
break;
}
printf("%d bytes of data were received\n", rc);
if (rc == 0 ||
rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */
[ Fk gk dekk ok ke k ok ok dok ok ok ok ok ok k kK r I IR IRk h kI hhh kKK * ok kkkxrhhhhhk kxR * kA *xk [
rc = send(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{
perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/ """""""""""""""" dhhkkkhhkkhkrhhkkhhhhhhhrhhxk *****************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/

/* Remove the UNIX path name from the file system x/

/***********************************************************************/
unlink (SERVER_PATH);

fil: AF UNIX 7 RL R+ 77 IV—2FHTEIII9A4T7 b - T TUr—al:

PAFOFNE. AF UNIX 7RL R« 77 I —2FHL T, ==V I 7 > MEGZIERT DT >
T T T I LERLTNET,
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/**************************************************************************/
/* This sample program provides code for a client application that uses
/* AF_UNIX address family */

R ——— o5k e e e ook ok ok ok o o e e 5k 9o e e ek ok ok ok ok ok ok ok e ok ok ok ok ok ok ok o e ok ok ok ok ok ok ok ek ok ok ok ok o o o e /

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/un.h>

/**************************************************************************/

/* Constants used by this program */
[ kK gk ke kk ok kk ko k ok ok k ok ok dk ok ok ke k ok kA B KkkkkkkkkkkkkkkKkk [
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the */
/* path name of the server as a UNICODE x/
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. x/
void main(int argc, char *argv[])

{

/***********************************************************************/
/* Variable and structure definitions. */

int sd=-1, rc, bytesReceived;
char  buffer[BUFFER_LENGTH] ;
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Tloop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. */
/***********************************************************************/
do
{
/********************************************************************/
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies that the UNIX =/
/* address family with the stream transport (SOCK_STREAM) will be  =*/
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX, SOCK STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. x/
/ """ *khkkkkhkkhkkkhk ************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
if (argc > 1)

strcpy(serveraddr.sun_path, argv[1]);
else

strcpy(serveraddr.sun_path, SERVER PATH);

/********************************************************************/
/* Use the connect() function to establish a connection to the x/
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/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a's to the server */
/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");

break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. x/
/* The 250 bytes of the data may arrive in separate packets, */
/% therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}

} while (FALSE);

/************* """"""""" dhhkkkhkhhkrhhkhhhkhhhhhrhhxk *****************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
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[zetpeername()--Retrieve Destination Address of Socket API|

[zetsockname()--Retrieve Local Address of Socket API|

[recvmsg()--Receive a Message Over a Socket API|

[close()--Close File or Socket Descriptor API|
|socket()—-Create Socket API]

[pindO)--Set Local Address for Socket API|
[unlink()--Remove Link to File API|

[listen()--Invite Incoming Connections Requests API|

[send()--Send Data API|

[connect()--Establish Connection or Destination Address API|
Irecv()-—Receive Data API]
[socketpair()--Create a Pair of Sockets API|

#il: AF_UNIX_CCSID P RL A« 77 IY—2{iHT 59 —N— -7 TUr— 3

o707 I AFNE. FUNIX CCSID 7 RV A « 77 IYU—2HT 59— /N— - 7 TUr—33 > %R

LTWET,
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LizbDELET,

[ ek ke ek kK Kk kxx IR Rk hh kI xR I ** kK Kk R R R R R R R R R /

/* This example program provides code for a server application for */

/* AF_UNIX_CCSID address family. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
[ kK ke ko ke k kK *hkkkkk kKRR KA Ak R R AR T *kkkkxk [
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/unc.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH] ;

struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =/
/* very end of the program. */
/***********************************************************************/

do
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/********************************************************************/
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies that the UNIX_CCSID =*/
/* address family with the stream transport (SOCK_STREAM) will be  */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX_CCSID;
serveraddr.sunc_format SO_UNC_USE_QLG;
serveraddr.sunc_qglg.CCSID 500;

serveraddr.sunc_qlg.Path_Type QLG_PTR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER PATH);
serveraddr.sunc_path.p_unix SERVER_PATH;

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming x/
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)

perror("listen() failed");
break;

}
printf("Ready for client connect().\n");

/********************************************************************/

/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)

perror("accept() failed");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO _RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/
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length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,
(char *)&length, sizeof(length));

if (rc < 0)
{
perror("setsockopt (SO_RCVLOWAT) failed");
break;
1
/ """ ER R R R R R R R R R R ************************************************/
/* Receive that 250 bytes data from the client */

/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)

perror("recv() failed");

break;

}

printf("%d bytes of data were received\n", rc);
if (rc ==0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");

break;
}
[ Fkk g kk ke kk ok dokkk Kok ok ok Kk ok ok ok k ok kK xx I IR KRRk kI *hh kKK Kk kkkxrhhhhh kAR R *K*A /
/* Echo the data back to the client */

/********************************************************************/

rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");

break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors x/
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/

/* Remove the UNIX path name from the file system */

/***********************************************************************/
unlink (SERVER_PATH);

#il: AF_UNIX_CCSID P RL A« 77 IU—2HHTHEIZIAT -7 T r—al:

Zo7ar7 I AlE, F.UNIX_.CCSID 7 RL A « 7y IU—2FHTHZI 547> 77U r—a >
ZRLTWET,
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H: COBIOERZES->T, L1 R=20 TO—RICET 551 o ABMB L OVELFE W&EICRFRE
LEBDELET,

/**************************************************************************/

/* This example program provides code for a client application for */
/* AF_UNIX_CCSID address family. */

/**************************************************************************/

/**************** """"""""" *****************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <wcstr.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/unc.h>

/**************************************************************************/

/* Constants used by this program */
[ kg ke ko ke ok ko ok ok ok ok ok R 2 2 R R R R T TR T *kKxrhhhhhh AR *K*A *xk [
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the =/

/* path name of the server as a UNICODE */

/* string, or set the server path in the =/

/* #define SERVER_PATH which is a CCSID */

/* 500 string. x/

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
[ Fkkdkk ok dkk ok kkk ko kk ko kk ko kk ko kk ko k ko k ko kk ok k ko k ok Fkkkkkkkkkkkhkkhhkrk /[
int sd=-1, rc, bytesReceived;
char  buffer[BUFFER_LENGTH];
struct sockaddr_unc serveraddr;

/***********************************************************************/

/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of the socket descriptor is only done once at the very end =/

/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents =/
/* an endpoint. The statement also identifies that the UNIX_CCSID =*/
/* address family with the stream transport (SOCK_STREAM) will be  */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX_CCSID;

if (argc > 1)

{
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/* The argument is a UNICODE path name. Use the default format =/
serveraddr.sunc_format = SO_UNC_DEFAULT;
wcscpy (serveraddr.sunc_path.wide, (wchar_t *) argv[1]);

else

{
/* The local #define is CCSID 500. Set the Qlg_Path_Name to use */
/* the character format */
serveraddr.sunc_format = SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID = 500,

serveraddr.sunc_qlg.Path_Type = QLG_CHAR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER PATH);
strcpy((char *)&serveraddr.sunc_path, SERVER PATH);

1

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */

/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));

if (rc < 0)
{

perror("connect() failed");

break;
/********************************************************************/
/* Send 250 bytes of a's to the server */

/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
perror("send() failed");
break;

}

[ Fkkdkk ok ke kk ok ok kok Kok kok ok ok ok ok kh kg rx I IR Rk hh ko xrhh kKK * ok *kkxrhhhhhk kxR *hA /
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. x/
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;

while (bytesReceived < BUFFER_LENGTH)

{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)

perror("recv() failed");
break;

else if (rc == 0)

printf("The server closed the connection\n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far =/
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/*****************************************************************/
bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors x/
/***********************************************************************/
if (sd = -1)

close(sd);
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#include <gsoasync.h>
struct Qso_OverlappedIO_t
{
Qso_DescriptorHandle_t descriptorHandle;
void *buffer;
size_t bufferLength;
int postFlag : 1;
int fillBuffer : 1;
int postFlagResult : 1;
int reservedl : 29;
int returnValue;
int errnoValue;
int operationCompleted;
int secureDataTransferSize;
unsigned int bytesAvailable;
struct timeval operationWaitTime;
int postedDescriptor;
char reserved2[40];
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|gsk_secure_soc_startlnit()——Start asynchronous operation to negotiate a secure session API]

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

[esk_secure_soc_startSend()--Start asynchronous send operation on a secure session API|

[QsoCreateIOCompletionPort()--Create 1/O Completion Port API|
[QsoDestroylOCompletionPort()--Destroy 1/0 Completion Port API|
[QsoWaitForlOCompletion()--Wait for /0 Operation AP]|

|QsoStartAccept()——Start asynchronous accept operation API]

[QsoStartSend()--Start Asynchronous Send Operation API|

[QsoStartRecv()--Start Asynchronous Receive Operation API|
[QsoPostIOCompletion()--Post I/0 Completion Request API|

t¥a7 -7y bk

BTE, i5/0S ARV —F 4 >0 « AT AL EICEFaT -y b - 7TV —2 3 DEERT D HIER
2 EB0DHDET, SSLAPI BXOZO—/N)b - Fa7 - V—)LF v b (GSKit) API 13, A—7 7@
BAYy NT—2 (N TWOEHHEIRA ¥ —Fv ) TOBRTIAN—ZRMELET,

NSO APL ZHEHTBE, V94T 2 MY —=N— 77— 3 3BE. BH, Avbt—0@E
Zi<HETHEIETEEXT., SL_API B/ O—/NL - Fa7 - V—ILF v b (GSKit) API lZili
EH, =N~/ I 7 > NBiEZEYR— L TBD, EE5D55HY 71U —3 a3 213 Secure
Sockets Layer (SSL) 7O )V EHHATE £ 9., 7272 L. GSKit API 3¢ RTD IBM > AT A THHR—
RENTWDDITH LT, SSL_ API I i5/0S XL —F 4 27 « AT LAIZDAGFEELET, P AT A
MOR—F YT —Z2MEI®E20, EFaT - V7w MNERRAOTY 7V —2a 2T HEEIC
. GSKit APl ZfiH 252 L Z2BENDL LT,

t%a7 - Vv bOBER

Secure Sockets Layer (SSL) 710 k JJUIZICH Netscape 12X > THFE I N, mEHE 70 k)L (TCP) O
FOBEEEDOE N T AR—FOR ERTHEASN2BELTO NV THD, YU r—2a itk
FaT7BEEREMELET. tFaTBEEESLEETSHEL DT ) —3 3 I2d. Hypertext Transfer
Protocol (HTTP). 7 7 - JLV#xi% 70 ~ )L (FTP). Simple Mail Transfer Protocol (SMTP). BX TN Telnet
BEMHVET,

—RIZ. SSL ®IEDTY T U r—3 a3, SSL RGO Y U r—a » 3R OR— N EFERTHHE
MBHOET, HlZIE, SSL MDD T T UH—IL, http TII72< https THiE S Universal Resource
Locator (URL) ZfffH L T, SSL XJ5®D HTTP H—N—IZ7 7 AL ET, FEAEDEAE. https &
5 URL 3. BEH#ED HTTP H—N\—0fFHTSH— K 80 TiIa<, ¥—/N— - AT LDHR— 443 ~
DEFEA—T 2 LELDELET,

BEON—2a>® SSL 7O INERINTWET, &H/N—a > @ Transport Layer Security
(TLS) N—23 > 1.0 id. SSL N—2 3> 3.0 ZKEICY v 77 L—RLE®HDTY, SSL_API TH

Uiy bk-7arsi2ry 49



GSKit API T%., TLS /N\—>3 > 1.0, SSL N— 3> 3.0 COEMMENH S TLS /N— 3 > 1.0, SSL
IN—3 > 3.0, SSL N—2 32> 20, BEXUON—=23 > 20 EHEEOH S SSL NN—23 > 3.0 PR
—hEINTVWET, TLS N—T 3> 1.0 OFMICONTIE, [REC 2246: b T > AHR— KNEDtF 2 1|

[+ — (Transport Layer Security)mr EHIRLTEI N,

JO-N)-tFa7 - V—Ib*¥v b (GSKit) API
7O—)N)b - tFa7 - V—ILFv bk (GSKit) 1&. 7 TUr— 3% SSLALTESLDiIcd5 7075
XTI A2 —T2—ADty FTI,

SSL_API &[H#KIC, GSKit API ZfFHTIUX, Vv -7 FUr—ar - 70 I A2 SSL BLW

NI ZAR—KgtFaUF— (TLS) YO M)V EFEETEET, 727201, GSKit API 135D IBM

AT ALATHR—=RINTWS7D, SSL_ APl KD BHEHICT O II VT TEET, I5IT, Rty
TarOxrdvI—ary, Ri&ET—HDEE. BLORET —Y DOZEZIT D O OIEFRIBEEE =24t 3
%, #H LW GSKit API WEBIMINTWET, ZN5DOIEFEM API 13, i5/08 XL —F 4 > 7 « 2 A5

LMIDAFETHHDT, MO AT LIIBHETSHZEIITEEE A,

T#: GSKit API WY HR—rT2DIE, 7RLZ - 773U —2 AF_INET %7213 AF_INET6 TH 1 70
SOCK_STREAM DYV 77w KOATT,
PIFDZFE T, GSKit API ZHHAL £9,

12, yO—=/N)b - tFa7 - V—IbF v~ API

API el
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gsk_environment_init()
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gsk_environment_open()
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gsk_secure_soc_close()
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gsk_secure_soc_init()
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gsk_secure_soc_misc()
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gsk_secure_soc_write()
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tFaT7 -ty aiAONY RIVEAFTSHDD gsk_secure_soc_open() “DFENH L,

TFaT -ty alOREEERETSHEDD gsk_attribute_set_xxxxx() ~ND 1 [AIE 2 IIEE A DIEN
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gsk_attribute_set_numeric_value() DO L,
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(GSK_KEYRING_FILE) API MEUXH{ LI, N> Bz — IR SN2 FEAES X OHERDO A
FROF—+ T—HIR=Z - Ty A% (ZTNTNREZHIET) #LET,

T—H &k ZI5T 572D gsk_secure_soc_read() BN gsk_secure_soc_write() ~NDIEFNH L,

TFaT - tvalEKTTSHEDHD gsk_secure_soc_close() “NDIEH L,

SSL BRiEZE 70— X9 572D gsk_environment_close() ~DMEOH L,

B 7y NEBFET 57200 close() NDOFEFRH L,
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[esk_attribute_get_buffer()--Get character information about a secure session or an SSL environment API|

[esk_attribute_get_cert_info()--Get information about a local or partner certificate API|

[esk_attribute_get_enum()--Get enumerated information about a secure session or an SSL environment API|

|gsk_attribute_get_numeric_value()-—Get numeric information about a secure session or an SSL environmend

[esk_attribute_set_callback()--Set callback pointers to routines in the user application API|

[esk_attribute_set_buffer()--Set character information for a secure session or an SSL environment API|

|gsk_attribute_set_enum()—-Set enumerated information for a secure session or an SSL environment APII

|gsk_attribute_set_numeric_value()--Set numeric information for a secure session or an SSL environmend

[esk_environment_close()--Close an SSL environment API|

|gsk_environment_init()--Initialize an SSL environment API|

[zsk_environment_open()--Get a handle for an SSL environment AP]|
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|gsk_secure_soc_close()——Close a secure session APII

[esk_secure_soc_init()--Negotiate a secure session API|

|gsk_secure_soc_misc()--Perform miscellaneous functions for a secure session API]

[esk_secure_soc_open()--Get a handle for a secure session API|

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|

|gsk_secure_soc_read()--Receive data on a secure session API]

|gsk_secure_soc_write()--Send data on a secure session API]

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

[esk_secure_soc_startSend()--Start asynchronous send operation on a secure session API|

[esk_strerror()--Retrieve GSKit runtime error message API|

|socket()—-Create Socket API]

[bind()--Set Local Address for Socket API|

[connect()--Establish Connection or Destination Address API|

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|

[close()--Close File or Socket Descriptor API|

SSL_API
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TTUr—a Y EERTEET,

GSKit API Ei13H72 0., SSL_ API I3 i5/08 AXRL—F 4 27 « AT ALAICOIREFEELET, ROET,
i5/0S FEIETHR—RINTND SSL_API Zi#iHHL £9°,

#13. SSL_API

API
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SSL_Create()

fBESINE=Y Y il 7Y SSL HiR—hE2HE5N5 &
IICLET,

SSL_Destroy()

FEESINZ SSL v arBLWNY sy MT SSL 7R
—hEKRTIEET,

SSL_Handshake()

SSL N>R z—Z - JO NIV ZBBLET,

SSL_Init()

SSL OHfTYa 7EMMREL., BT a 7D SSL &+
2T —HEREHELET,

E: SSL 2T 5I2id. £9 SSL_Init() /=1
SSL_Init_Application() API Z{L¥T 20T dH D £T,

SSL_Init_Application()

SSL OBV a 7EHFHREL. BT a 7O SSL &+
2T —EMERELET.

& SSL 29 5Icid. £ SSL_nit) /=i
SSL_Init_Application() API ZLEIT KT NH D £T,

SSL_Read()

SSL R oy itk 67— 2 ZEL £,

SSL_Write()

SSL ®Is -y hdiR Fic T —4 2 ESIAAET,

SSL_Strerror()

SSL EIFR LTI — - Avt—IE2WMOHLET,

SSL_Perror()

SSL TT— - Avt—2ZHRBILET,
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Z 13. SSL_API (%t %)

API B

QIgSSL_Init() NLS 1b/S 2% 2 H LT, SSL O¥frY a 7 2¥iit
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ER

VA RBELW SSLAPI 2257 JUr— a3 2 iid, UFOEZENGENTNET,

VA N FEAFTSH720DD socket() ~NDIEUH L,

FEOMH U SSL_Init() & 7213 SSL_Init_Application()e Z DFFOH UL, SSL WA DY a TEREE & fI R

FEL, BT a dTEFINDZTRTO SSL v a Hd SSL tF a5 —FRERELET.

EE5M—HD APl OB ZfFHLET, SSL_Init_Application() API ZfiH T 5 Z EZHERL £7,

B eitot It 57200 7y MERH L, ZOREOH UK. connect() ZIFONHLTYZ 147 > b -

0TI ADEDITHEREIEE{EIE/20 . bind(). listen(). BE accept() ZFEFUH U TH1E Bk R

2ZITANDELOY—N—2FHaEICLET,

B 7w RN SSL iR — R Z2E56N5 XK D127 572D SSL_Create() ~NDIFUH L,

BE/NTA—=F—D SSL N> R z—7 « 3T —3 3 V%KY 5720 SSL_Handshake() D

O L

H: BEIE, U—N— - 707 I L) SSL N> Rz —7IChBEREHEZER LW S, BEIZRTD
LEB A, £l —N—1&, = N—GEHZICBEE L -fma s, SEHENMRESIN TS F— T
—HIR—=Z + Ty AIAT VA TERTNEROERL, HBEICE>TIE, SSL N> Ry xz—7
MBI 27 9147 > M biEHERIER LTINS W EHHVFET, TH25DIE, 79147
O RMEEHLTWEY—N—=T, 77147 > FiaENMEHREICEINTVWASHAETY .  SSL_Init()
F 7213 SSL_Init_Application() API &, N> R = — 7 HIZHEH I NSEHEBB X OMEH D AT
DF— + FT—=HIR=Z + Ty )& (FNTNRILDHIET) #HHILET,

F—H EEZIETH2DD SSL_Read() BLN SSL_Write() ~DIFEFOH L,

VA MZRT % SSL iR — M EFHAATICT 57200 SSL_Destroy() ~DFEH L,

B 7y NEBEFET 57200 close() ~“NDIFFUH L,

Bapuiyces]

[156 X"=2@ THl. SSL_ API ICLBHtF a7 « F—/N—ODHEL) |

tFa7 - 77U — a2 id, GSKit API 7213 T/a<. SSL_ API Zffio TIERT S ZEHTEE

9, SSL_ API & i5/0S XL —F 4 27 « AT LAIDAGFIELE T,

[le2 X—=> @ THl. SSL_ AP IC&5tEFa7 - 7517 > DL |

ZOBITE, SSL_ API 2227547 > b« 77U — 3 2, SSL_API 2T 55—
— 77— a  EBETESLDICLET,

ESPUS IFR:

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests AP]|

[pindO)--Set Local Address for Socket API|

[connect()--Establish Connection or Destination Address API|

[accept()--Wait for Connection Request and Make Connection API|

[close()--Close File or Socket Descriptor API|
[SSL_Create()--Enable SSL Support for the Specified Socket Descriptor API|
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[SSL_Destroy()--End SSL Support for the Specified SSL Session API|

|SSL_Handshake()--Initiate the SSL Handshake Protocol API]

[SSL_Init()--Initialize the Current Job for SSL API|

SSL_Init_Application()--Initialize the Current Job for SSL Processing Based on the Application Identifier|

AP]

[SSL_Read()--Receive Data from an SSL-Enabled Socket Descriptor API|

[SSL_Write()--Write Data to an SSL-Enabled Socket Descriptor API|

[SSL_Strerror()--Retrieve SSL Runtime Error Message API|

[SSL_Perror()--Print SSL Error Message API|

Fa27 Y5y b APLODIS—-O—K - AyL—>
tFa7 Iy b APL DI I — -+« I— R« Avt—Y2859 51003 LFOATy TEEFLTLE

é (/)O

1. O RfF/ 5 DSPMSGD RANGE (Xxxxxxx) # AL FET, T T, XXXXXXX IFRDI—RDAvtE—

2 ID TY, HlZIX., RO I—RMN 3 O& =13, DSPMSGD RANGE(CPDBCBY) AN TEET,

2. 1 ZERLT, Avbt—2 - FFAMEERLET,
K14 tFa27 VT y b API DTT— - dI—FK « Xvt—2

Roa—F Avt—Y ID TR

0 CPCBC80 GSK_OK

1 CPDBCAI GSK_INVALID_HANDLE

2 CPDBCB3 GSK_API_NOT_AVAILABLE

3 CPDBCB9 GSK_INTERNAL_ERROR

4 CPC3460 GSK_INSUFFICIENT_STORAGE

5 CPDBC95 GSK_INVALID_STATE

107 CPDB(C98 GSK_KEYFILE_CERT_EXPIRED

201 CPDBCA4 GSK_NO_KEYFILE_PASSWORD

202 CPDBCB5 GSK_KEYRING_OPEN_ERROR

301 CPDBCA5 GSK_CLOSE_FAILED

402 CPDBCS81 GSK_ERROR_NO_CIPHERS

403 CPDBCS82 GSK_ERROR_NO_CERTIFICATE

404 CPDB(C84 GSK_ERROR_BAD_CERTIFICATE

405 CPDBC86 GSK_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
406 CPDBC8A GSK_ERROR_IO

407 CPDBCA3 GSK_ERROR_BAD_KEYFILE_LABEL

408 CPDBCA7 GSK_ERROR_BAD_KEYFILE_PASSWORD
409 CPDBCYA GSK_ERROR_BAD_KEY_LEN_FOR_EXPORT
410 CPDBCSB GSK_ERROR_BAD_MESSAGE

411 CPDBCS8C GSK_ERROR_BAD_MAC

412 CPDBC8D GSK_ERROR_UNSUPPORTED

414 CPDB(C84 GSK_ERROR_BAD_CERT

415 CPDBCSB GSK_ERROR_BAD_PEER

417 CPDB(C92 GSK_ERROR_SELF_SIGNED
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K14 tF2T7 VT NAPI DT 5— - I— R« Xvt—32 (&)

Roa—F AwtE—2 ID ERA

420 CPDBC96 GSK_ERROR_SOCKET_CLOSED

421 CPDBCB7 GSK_ERROR_BAD_V2_CIPHER

422 CPDBCB7 GSK_ERROR_BAD_V3_CIPHER

428 CPDBCS2 GSK_ERROR_NO_PRIVATE_KEY

501 CPDBCAS GSK_INVALID_BUFFER_SIZE

502 CPE3406 GSK_WOULD_BLOCK

601 CPDBCAC GSK_ERROR_NOT_SSLV3

602 CPDBCA9 GSK_MISC_INVALID_ID

701 CPDBCA9 GSK_ATTRIBUTE_INVALID_ID

702 CPDBCA6 GSK_ATTRIBUTE_INVALID_LENGTH

703 CPDBCAA GSK_ATTRIBUTE_INVALID_ENUMERATION

705 CPDBCAB GSK_ATTRIBUTE_INVALID_NUMERIC

6000 CPDBCY7 GSK_0S400_ERROR_NOT_TRUSTED_ROOT

6001 CPDBCBI GSK_0S400_ERROR_PASSWORD_EXPIRED

6002 CPDBCC9 GSK_0S400_ERROR_NOT_REGISTERED

6003 CPDBCAD GSK_0S400_ERROR_NO_ACCESS

6004 CPDBCBS GSK_0S400_ERROR_CLOSED

6005 CPDBCCB GSK_0S400_ERROR_NO_CERTIFICATE_AUTHORITIES
6007 CPDBCB4 GSK_0S400_ERROR_NO_INITIALIZE

6008 CPDBCAE GSK_0S400_ERROR_ALREADY_SECURE

6009 CPDBCAF GSK_0S400_ERROR_NOT_TCP

6010 CPDBCYC GSK_0S400_ERROR_INVALID_POINTER

6011 CPDBC9B GSK_0S400_ERROR_TIMED_OUT

6012 CPCBCBA GSK_0S400_ASYNCHRONOUS_RECV

6013 CPCBCBB GSK_0S400_ASYNCHRONOUS_SEND

6014 CPDBCBC GSK_0S400_ERROR_INVALID_OVERLAPPEDIO_T
6015 CPDBCBD GSK_0S400_ERROR_INVALID_IOCOMPLETIONPORT
6016 CPDBCBE GSK_0S400_ERROR_BAD_SOCKET_DESCRIPTOR
6017 CPDBCBF GSK_0S400_ERROR_CERTIFICATE_REVOKED
6018 CPDBCS87 GSK_0S400_ERROR_CRL_INVALID

6019 CPCBCS8 GSK_0S400_ASYNCHRONOUS_SOC_INIT

0 CPCBCS80 IEHBRODI—F

-1 CPDBCS81 SSL_ERROR_NO_CIPHERS

2 CPDBCS82 SSL_ERROR_NO_CERTIFICATE

-4 CPDBCS84 SSL_ERROR_BAD_CERTIFICATE

-6 CPDBCS86 SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
-10 CPDBCSA SSL_ERROR_IO

-11 CPDBCSB SSL_ERROR_BAD_MESSAGE

-12 CPDBC8C SSL_ERROR_BAD_MAC

-13 CPDBCSD SSL_ERROR_UNSUPPORTED
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-15 CPDBC84 SSL_ERROR_BAD_CERT (-4 1Z< v )

-16 CPDBCSB SSL_ERROR_BAD_PEER (-11 IZ¥ v )

-18 CPDBC92 SSL_ERROR_SELF_SIGNED

21 CPDBC95 SSL_ERROR_BAD_STATE

22 CPDBC96 SSL_ERROR_SOCKET_CLOSED

23 CPDB(C97 SSL_ERROR_NOT_TRUSTED_ROOT

24 CPDBC98 SSL_ERROR_CERT_EXPIRED

26 CPDBC9A SSL_ERROR_BAD_KEY_LEN_FOR_EXPORT
91 CPDBCBI SSL_ERROR_KEYPASSWORD_EXPIRED
92 CPDBCB2 SSL_ERROR_CERTIFICATE_REJECTED

93 CPDBCB3 SSL_ERROR_SSL_NOT_AVAILABLE

94 CPDBCB4 SSL_ERROR_NO_INIT

95 CPDBCB5 SSL_ERROR_NO_KEYRING

97 CPDBCB7 SSL_ERROR_BAD_CIPHER_SUITE

98 CPDBCBS SSL_ERROR_CLOSED

-99 CPDBCB9 SSL_ERROR_UNKNOWN

-1009 CPDBCC9 SSL_ERROR_NOT_REGISTERED

-1011 CPDBCCB SSL_ERROR_NO_CERTIFICATE_AUTHORITIES
-9998 CPDBCDS8 SSL_ERROR_NO_REUSE
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FITLET,
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o proxy ==&, AT LNERNERY hT—27 2B L £7,
o proxy B—N—I&, B AT LICKDEREY VCAMNSRA N R#EL £7,

o proxy H—/N—13, EUITHRFFB IO S N TWIUL, NS DT—5 %27 4 )V —IZHITH 2 &N
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1. SOCKS H—N—%ZRlkL £7,
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a. System i Navigator C. [Z—H—DZZXFA] » Xy -T—2] > [TCP/AP Mkl DJEICE
L ET.

b. [TCPAP Mkl Z=H27 U v 7 LET,

o TanyFe—1 220w LET,

d. [SOCKS) #7#&271Uvw7 L%7,

e. [SOCKS] R—VICEHY sEHmEREZANILET,

H: £Fa27 - 2751472k SOCKS WkT—%13, vFa7 - 7547 >k RAL - PATACH
%5741 7ZU— QUSRSYS @ QASOSCFG 7 7 1 IVIZIREFESNET,
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FC IP 7 RLANSDOHDTRIFIUIRD FH A,

DIFIE. 770 =2 a i LTl SOCKS H—/N—&, V7 v b API WED XD ITHEFET 20
MO TLIRLIEDHDTY, #HITIX. FTP 7 741 7 > ~i& Rbind() API % bind() API Of8H DITIER
HUET., ZHUE. FTP V947 > MRS 7 7 A IV ERRBT—Y OREENERI N EZI1Z, FTP 7O b
I)ZE DT FIP = N—WNTFT— Y EHGEM L TEDLELDICRDZNETYT, ZOIRHL 2T 72DIC
&, __Rbind 7'V 7Ot v Y — #define (bind) % Rbind() &L TEFT3) 2HLT FIP 7 17 >
fed—RZEHINAIVLET, IOAEELT, 77Ur—2a U E#ET 5 —Z - 3—RT
Rbind() ZH/RINICO—T 4 > 7 TBHZEHTEET, Y 7Ur—2 a3 M SOCKS H—N—Mn5DA 2\
w2 RERAELEE LRWEAIE, Rbind) ZHHLARNTZS N,
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X7 -FrvbI7—5 274TF79+—I FLFa7 -y b7

FTP Viry b SOCKS

FTP
D934Tk

H—\— H—\—
CTLsd=socket()

R AORRT
" connect(CTLsd, FTP 1]
H—/—- T FLX)

SOCKS ##fER FTP 4 —/A—~O$FMTCP ik
rc=0 SOCKS ERHGE
< Og4y - 5F—4®0
A GF Y - F—50 read()s & & U write()s _read()s & & U write()s
CCTA—Y—hIFTPgetav> FEAR

DATAIsd=socket()

AV AR i i A
‘Iisten T5-H0EBF

< SOCKS /31 ¥ FEX
Rbind(DATAIsd, port=0) |3 (FTP $—\— - 7 ELR)

B#0 SOCKS /31 & Fit%

(M4 VB —T1—RLIZHD
FRYZR=UY - Vv kD SOCKS
H—— T FLRBLUR—ES)

rc=0
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getsockname(DATAIsd) B

A—AlL A3 —Tx—RX T LA
TIE£# <, SOCKS /31 ¥ K& D
7 RLRERY

l

listen(DATAIsd)

rc=0
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write(CTLsd. "getsockname() i 5
#18 L1= SOCKS #—/n\—D IP 7 KL X
BLUR—FEHEDOPORT AT K")

HlEERCcEEShDET 4 >
rc=0
‘read(CTLsd) DI4T7 VM) L—ENBEE "';:éﬁl'f)kh;ﬁi%w#‘f— k-avo R
RITRoBE —BR— L0 SOCKS #i#
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REnhf"T— SR ¥

close(DATAIsd)

rc=0

“DATAIsd LD T —4 £HAMB =0
@Fﬁ Eh 3 read()s

< BEEFHITFALNLDT—4

RV4W200-1
HE:

1. FTP 7947 > M. EEFa7 - Xy b= D7 NN\ > R TCP ##i% SOCK H—/\
—REHETHBLET, FTP 7517 > BN connect() THRET 25T RL AL, #FFa7 - *
v NT—=ZICEMITWS FTP H—N—0D IP 7 RL ZABLXVOHR—FTY, EFa7 - KA - ¥
AT L SOCKS R—UMBHEREINTVWET, ZHUTKD. ZOEHZ SOCKS H—/\N—7h5ik
BETEEXT., MRNZETITBHE, AT AW SOCKS R—I THRE I N7z SOCKS H—/N—~$Ek
ZHEBIEEL T,

Uy RA—T7 23N, A 2N\ 2R TCP #i &2 LT 5720 @ Rbind() MR EINET,
MENIINSE T T 5E, 2O N 2 RERIZERETIHEELLZOEFEUCSEETY T NI R IP 7 R
LANGERELET, BEDAL v RIZDWTIE, SOCKS B —N—21T 57D 8\ > RiEk
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EA N 2 REHITFCT2HENH D ET, SWHANUL, TXTD Rbind() 1 >\ > R
1. SOCKS B —N—ZH L7777 NN > REFOERICETINRTIERD £8 A,
Rbind() #FEITT 5E1IC. ZOAL v REEHHT SIE SOCKS #EHANDNAZAITTH LI TE
FH A,

3. getsockname() & SOCKS H—/N—D7Y RLAZRLEJ., V7 v bld, SOCKS H—/N\—7»55%ER
L7zR— R EXIZRS TS SOCKS H—/)N— IP 7 RL AIZHBEAIINA > REaNET, T
TlE. 7 R RAEH R 7 b CTLed iI2X> T, JEEFa7y - Xy NT—JIZENIMNTNDS
FTP Y —/N\—~REEINFET, UL FTP Y—N—DNEHSNTWNWDETY RL A TY, FIP Y—
IN—1 SOCKS H—/N—IZHEHRINETA, EHELF2T - FAMTEHINLZEEFHDEE
Ao

4. SOCKS ¥ —/N\—Id FTP 7/ 5447 > b DT — iz L. FTP 75147 > b & FIP ¥ —N\
—DHETT—FZHHLET, 1TEALED SOCKS H—/N—iF, J—N—0—F DM+ 2
T DIAT 2 NCHERTAOEFILET, B /N—0F ORFRINICERE L 72 WIEEETE. accept()
TI7— ECONNABORTED MNREINET,

P e 15

[pind()--Set Local Address for Socket API|

|c0nnect()—-Establish Connection or Destination Address APII

[accept()--Wait for Connection Request and Make Connection API|

[zetsockname()--Retrieve Local Address of Socket API|
|Rbind()-—Set Remote Address for Socket API]
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F—7 0 ANOERDO AL v RTREFICHBTENE. TOBBIZAL Y R - —T7ThdERARINE
T, BABENAL Y R - t—T7TH2DIE. TOBEENERHTIRTOEKEDHAL Y R - v—T7THo8E
DATT, V7w~ APL &, PATLBERERY MU=V (MHEHAL Y R - E—7) THEIN
TnwEd,

HRIDOREIC 1 DN TNWBEITRTOFRy NT—VBBRB UL T4 7V A2/ E, ALy R -t
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ZOMD resolver —F NFHWIZALw R« =T TIN., TN5HIE res T—VHEZHHLET, Z
OTF—FiEEIX. 1 D070 ADTRTOAL Y RETHEAZTN, UVILN—IERH L ORICTY 7Y 7r—
A Lo TERT LI ENTEET,

B 2Rk

[165 X—2 D Tfi: gethostbyaddr 1) ZfFFHLZAL Yy R-t—T - %y ~NU—7 - )L—F ] |

o707 T LFIZ. gethostbyaddr r() API ZfH L TWET, HARIOKREIZ _r DMV TWBMDT

NTON—F>bFPU LI~ T 4 7V AZHRE., ALy R-t&—7T9T,

[188 X—> @ Thil: DNS OEHBIONIEE] |

ZOHITIE. RAAL >« %=L+ AT L (DNS) LIA—ROBEAFZEEEH HikzRLUET,

¥7avF4 10
T TV —a B ginnoy ry AT APL 2FITLIZEEIC. GANDET—F NS, APL 13
Jov 7L, HAWDBT—YMNTEELETRERDER A,
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FERIC, T—F ZRIRFICRETERWES, YU r—2ai3vsry M APL 2709 7 LET, &
FEEYIZ connect() BE W accept() V&, /N—hF—DTOT T LEDEBOMLZREL TWAMICTOY Y
TEET,

Vay M3, Jav kT s APL 27 JU S —al - OV I LAWNEITLTH, BIE/R< API DR S
EDICTBHEEBHELET, 24U, ONONBLOCK 7 77 %4 129 5701 fentl) ZFFONHT
M. FIONBIO 7 57 %4 2§ 572D ioctl) ZMENHT I EICk> TiIrbNEd, Z0ETOvF
Je®—REFETTHE, API BT Oy LICK > TE T TERWEA TS, APL IFRIRFICED £9,
connect() 2% [EINPROGRESS] & —H&ICE S ZENH VD FT, ZHUL., BRIPHBBEATHDIEERLE
9, TDH. poll() 7213 select) ZMHL T, HEHNAWDET LEnZHHTLZENTEET, JETO
wF T B RTOETICEEEZITHMOTRTD API IZDWTIE, [EWOULDBLOCK] &W5 I T
— - O—RIZELS> T, MO U L7zl EMNRINET,

LFOVy b APL TIHETOyF 2V EMHHTEET,
e accept()
e connect()
* gsk_secure_soc_read()
» gsk_secure_soc_write()
e read()
e readv()
* recv()
e recvfrom()
* recvmsg()
* send()
* send._file()
e send_file64()
e sendmsg()
* sendto()
e SSL_Read()
e SSL_Write()
e write()
e writev()
B
[167 X=2@ Tl T vF 27 AHMIBEY select()] |
oY) - 7alIAE FETOwF T E select() API ZEHT Y —N— -7 TUr— a3 >
EZRLUTVWET,
BE ¥ 7
|fcntl()——Perf0rm File Control Command API]

[accept()--Wait for Connection Request and Make Connection API|
lioctl)--Perform 1/0 Control Request API|

Irecv()-—Receive Data API]

[send()--Send Data API|

[connect()--Establish Connection or Destination Address API|
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|gsk_secure_soc_read()——Receive data on a secure session AP11

[esk_secure_soc_write()--Send data on a secure session API|
[SSL_Read()--Receive Data from an SSL-Enabled Socket Descriptor API|
[SSL_Write()--Write Data to an SSL-Enabled Socket Descriptor API|
[read()--Read from Descriptor API|

[readv()--Read from Descriptor Using Multiple Buffers API|
[recvfrom()--Receive Data API|

[recvmsg()--Receive a Message Over a Socket API|

[send_file)--Send a File over a Socket Connection API|
send_file64()

[-Send a Message Over a Socket API|

[sendto()--Send Data API|

[write()--Write to Descriptor API|

[writev()--Write to Descriptor Using Multiple Buffers API|
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72ME13. accept() API 2257 U r—2a VIREINDZTRTOY 7y MRS NS Z EiIchiEEL T
230, bbb, iz MT=Y Ay bd, SIGIO EFDREICET A EHREEMKIC, MO
2 ID HH33WERICTOtA - ZI)—7 ID Z2HDOZ &I £9,

Uiy M3, TI—&HICBETARESZAERTS2EHTEET, 77U r—a >Ny b API
D errno &L T [EPIPE] #%ZTH% & Z13H 2. SIGPIPE 85 H ermo ZZITWMAMmaaH L= 0
LA EINET, N—JL—-VTRIT - T4 ARMJEa2—a> BSD) BEOFT 74 KT
&, SIGPIPE EHIC&D. errno Z2Z TS /-7 02 23K TLET, 1508 OFEIOY Y —ZA EDHH
2 HERFT 572012, i5/0S TlE. SIGPIPE EBOEEENWSI T 74 )L hOEMERFHAL T, ZHUTk
ST, 85 API ZEBMLTH., BEFEOT7 7 r—a o NEEEEZ T2 E13H0EH A,

Uy h API T O 7 E3NTWA T OB AIEENERESIND E, TD API I& [EINTR] ermo fifi &3k
ICREBIRENSRD, 77U —2a O IV - N RIT—INETTELLDITRDET, TNNFE
T% API BUTFDEBDTT,

e accept()

e connect()

* poll()

e read()

e readv()

* recv()

* recvfrom()

* recvmsg()

e select()

* send()

* sendto()

* sendmsg()

* write()

* writev()

EEE. BRICEK > TRENIFUNDERICEZICEET 20 ErRT Y ry bitid 72, Y7V r—>a
27O I ATFRELBNE NS RICERTH I EFEETY, LS T, Z0k5iC, 77U r—
ar - 7ary I anEROY ry R FEEHAL TWAHG, Bl FER—U 27 T250H 20,
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[accept()--Wait for Connection Request and Make Connection API|

[-Send a Message Over a Socket API|
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[sendto()--Send Data API|
[write()--Write to Descriptor API|

[writev()--Write to Descriptor Using Multiple Buffers API|
[read()--Read from Descriptor API|
[readv()--Read from Descriptor Using Multiple Buffers API|

[connect()--Establish Connection or Destination Address API|
[recvfrom()--Receive Data API|

[recvmsg()--Receive a Message Over a Socket API|
[recv()--Receive Data API|

[send()--Send Data API|

[select()--Wait for Events on Multiple Sockets API|
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APl ZfEHL T, 2OV v MIEETAYILFF v A MHEZG#IT 2 2 ENTEET, setsockopt()

API 1Z. LLF® IPPROTO_IP L)L« 7557 22 THD £7,
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iy bk e7ars327 65


ftp://ftp.isi.edu/in-notes/rfc3513.txt
ftp://ftp.isi.edu/in-notes/rfc3513.txt

« IPv6_MULTICAST_LOOP: HEEXINFF ¥ AL + T—F¥ T IFLDIAE—WIIINFF v A~ - TI—TD
AUN=THEZNEDEELTNEHRANIEEINELDICTEINESINEIFEELET,
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i5/0S @) v Mid send_file() BEL TN accept_and_recv() API Zf A TWETH, NS ZHEHITIUL, #
ey MZT7 v AV EEEN DERICIRETE XY,
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send_file() API ZH UL, 7=o7= 1 D API UL T, 77 A0) - T—FZHEET 7 1)V - T A
TLAMSEY Ty RNEETEXT,
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[send_file()--Send a File over a Socket Connection API|

laccept_and_recv()|
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7T MEFRAED R A >5~7bi‘ OOB X—HN—IlHBEMNEINEF TV I TEET,

Uiy bk-7arsi2r7 67



3 R=>D TiEET]

TV —=ar s 7arInad. YT —2a YIS AEENFEET S EEIT, FERBNTEA
THIELEZER CATLMEHFZERET DR DITER) TEHT,

BE ¥ 7

[-Send a Message Over a Socket API|
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BY e &)
(167 X=2@ Th: T 0w F 27 AHMNBEDY select()J |
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AR —=F 4 20 « AT LF UIIN—BEEENLTRAAL > « F—=L AT (DNS) 1277
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[Sockets System Functions|
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[zetaddrinfo()--Get Address Information API|
|gethostbyaddr()——Get Host Information for IP Address API|
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* ROTATE: _res.options ® RES_ROTATE Z#ZEL 9. ZHUI. UARINTVWEF—L4 - HF—N\—%
JEFITEIRT 72D DHD T, ZIUTKD, IXRTOY TA Y > "WERE A S ORIIOY—/)N—IZ
HEZ2RAZRO0IC, VA RINTVREY—N—FTXRTOMTHREDARMDHEEZX D I ENTEE
ER

* NO-CHECK-NAMES: _res.options ® RES_NOCHECKNAME #Z#&EL 9, ZHd. HETHHFAL4
A=)V DAFN RN ZCF (PR (). FE ASCIL EIFHIFSFRE) NEEN TN EFN
%, HD BIND MEZMHARICLET,

QIBM_BIND_RESOLVER_FLAGS

ZOBRBEARIZIE, VIIWN—DF T a - TI3TDYANEHELET, &7 T T1FAXR—=ATRYD
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YFaUF . —Z2BMNTS5FEEL T, IPPROTO_TCP %7z IPPROTO UDP ® 7O k1)L %245
E95H SOCK_RAW V7w hafEkd s Z &3 TEEHE A,

res_xlate() 3K res_close()

ZN5® APIL 13, i5/0S FEEED resolver ) —F NNTHHARAENTWET, res_xlate() API 1T K A
4> %=L+ ¥AFL (DNS) D/S7w ~%, EBCDIC 7°5 ASCIL ~., 7= ASCIL 75
EBCDIC ~ZH:iL £, res_close() API Z{ff3 41X, RES_STAYOPEN 77 a > WikE I n/z
res_send() API DMFEHAL TW/iY 7y h270—XTEEJ, £/, res_close() API & _res Hi&
bty FLET,

sendmsg() BE L recvmsg()

sendmsg() BE recvmsg() D i5/08 FEHTIE, (MSG_MAXIOVLEN} I/0 X7 RLAFFR] SN T
WET, BSD Tld. {MSG_MAXIOVLEN - 1} AT MIVIRFFrISNET,

8
EEYR—NIBEELEVWS OMOMESZFICRLET,
« BSD &, HIMBTREEINEZT—HIIDONT, BEIWEZZET S/, SIGIO E5ZH
LET, i5/0S V7 vy b, 7TUORMNT R« FT—FICHEELZESOEREZITVNER A,
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+ BSD FEMETO SIGPIPE 25 DT 7 )L b OEHEIL, WHEK TI®D I ETT, i5/0S DRID
U —Z2ED A EHEZHERET 572012, i5/0S T3, SIGPIPE E5DEHE VWS T T 4L
DY a EFALET,

SO _REUSEADDR # 7Y a Y

BSD AT ADYAE. AFINET 77 2 —BXUY {7 SOCK_DGRAM D/ % KT connect()
BERITTDHE. DATLIVTY RIINA 2 RENBET R l/x ZRIOY L AICERELET, 972
DB, connect() API IZHEIN/ZY RL AICRET HDIHEHT LA —T 2 —ADT LA
WWEELET, #lziE, 17 SOCK_DGRAM D)% k%7 RL A INADDR_ANY Z/\NA >
RU., 127 RL A abed IZERLZSEE. JATLAE BHENT O RESNTWSY Yy &
MOT7 RLUA, kbbb, N7y 27 RL A abed CREIEET H72DICRINSINZ1 25—
Tz—AD P 7 RLVARKEHELET., 5. YTV RPN RINTWAHIDIP 7V RLA
N abce 72ETHUE. 7 RL A abee 13 INADDR_ANY DfR D IZ getsockname() API IZHii1
DT, oV ry 827 RL AN abece THDHR—DAR—FEFITNA > RT3IT1E
SO_REUSEADDR # 7 a > ZHLAaTNER0 £8 A,

KAz, ZOFITIX, i5/0S FEEEFo—H)L - 7 RL- A% INADDR_ANY /5 ab.ce ICEHEL E
T A, getsockname() API |3 connection NEITSI /2D INADDR_ANY ZRLKETET,
SO_SNDBUF XU SO_RCVBUF 7 a v
BSD > A5 /A T SO_SNDBUF XU SO_RCVBUF wxiéémmﬁ . i5/0S ETEE I N
EEDBEWHITEL NV ZRHEL 9, 508 EHETIZ., NS OMEITEAMEE AR INET,
BR=20 1V 7y SOALA) |
VI MI—RIZZ 47 > hES—N—DORFETHEHEINET, HEDOIATLEKRTIE. —HDY
DY =N—%, I KOOIV IAT O REBEEET, VI14T7 2 MIY—NN—ITiEERL
THEMEZHL., ZORYML £7,
BY B
[179 X=>@ Tl 7oy 7)) v b API T@%%@@Em |
7°D‘1ZX FRBFT7 TV r—a nryay I INEHEEIC. BETEANZEZZ TSI ENTEET, £
BEICKD. Toy 7T HIRR R N thi?
Bﬁ&‘l‘éﬁﬁ
[accept()--Wait for Connection Request and Make Connection API|
[-Send a Message Over a Socket API|

[connect()--Establish Connection or Destination Address API|

Irecvfrom()——Receive Data API]

[recvmsg()--Receive a Message Over a Socket API|
[pindO)--Set Local Address for Socket API|
[zetsockname()--Retrieve Local Address of Socket API|
[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

lioctl()--Perform 1/0 Control Request API|

[setpeername()--Retrieve Destination Address of Socket API|

[close()--Close File or Socket Descriptor API|
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UNIX 98 13, BHFEHEXRY =D TH5 The Open Group IZL > THERSNE L, UNIX XL
=T AT AT LDOEHFEREDA F =%y NEHEDOL < OHREZIDIAA DD, UNIX OAES
WERLTWET,

i5/08 V7w FEHEHATHZET, 70777 —Id UNIX 98 HBIEREEBEEMEOH LYy b - 7T T
—2a  EERTESDLDITRDELE, BIfE. IBM 1. K5OV 7w K~ APL IZDWT, 2 DDON—
a EYR—MLTWET, EEAD 1508 Vv b APLIZ. N—=ZL— YTy bk T ARNIEa—
3> (BSD) 43 DG EFHALET., 5 —AlE, BSD 44 BEIWN UNIX 98 J O/ 53I>7 - A
=T MR E AR OH X B I OEEE M H L £9. _XOPEN_SOURCE Y7 ODfE%Z 520
PLEICEFET D E, UNIX 98 DA > ¥ —T 1 — A= RINTE T,

UNIX 98 Bt 7 U =23 D7 RV RIBEDHES

_XOPEN_OPEN ¥ 7 0O0ZiFETIUL, T73)IED i5/08S EETHEHITHIOEFET RLA - 773 —
Z{-5 T, UNIX 98 Aty 7Ur—> a3 > Z2ERTEET, 72750, sockaddr 7 R L ZREEITHEN D D
F9, ANDFEIZ, BSD 43 @ sockaddr 7 R L A&, UNIX 98 AT RL AMED L Z R L £
j—o

%15 BSD 4.3 & UNIX 98/BSD 4.4 D/ |~ « 7 R L X Hid& o H#g

BSD 4.3 &

|BSD 4.4/ UNIX 98 H¥aDHEE

sockaddr 7 F L A HE

struct sockaddr {

struct sockaddr {

u_short sa_family; uint8_t sa_len;
char sa_data[14]; sa_family t sa_family
s char sa_data[14];

b3

sockaddr_in 7 F L ZAH§is

struct sockaddr_in {

struct sockaddr_in {

short sin_family; uint8 t sin_len;
u_short sin_port; sa_family_t sin_family;
struct in_addr sin_addr; u_short sin_port;
char sin_zero[8]; struct in_addr sin_addr;

s char sin_zero[8];

sockaddr_in6 7 R L A

struct sockaddr_in6 {

struct sockaddr_in6 {

sa_family_ t sin6_family; uint8_t sin6_len;
in_port_t sin6_port; sa_family_t sin6_family;
uint32_t sin6_flowinfo; in_port_t sin6_port;
struct in6_addr sin6_addr; uint32_t sin6_flowinfo;
uint32_t sin6_scope_id; struct in6_addr sin6_addr;

}s uint32_t sin6_scope_id;

sockaddr_un 7 KL AR

struct sockaddr_un {

struct sockaddr_un {

short sun_family; uint8_t sun_len;
char sun_path[126]; sa_family t sun_family;
}s char sun_path[126]
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APl DiEES

TTUr—a % ILE N—ADEETHEAIFE L. XOPEN_SOURCE X7 O&ff->TCa /N1 T 5 &,
—ED 7w b API MNEBLICY w TENET, TS DONEEGNIEALT SRR, 7TTD API EFRUT

9, U FDORIZ, BEEZITD API #U AL ZET,

C R—ZADMDOZFETYry b7 TUr— 3

CEERT GG, EHEICINSD API ONELEFHTEET, ZNS5D API Ol HFD/N—T3 > D
FHEOFEEEFHICOVWTHNDICIE. LD API DY 27 &2-ES5TLEE N,

#16. API EZF3UTHHYST D UNIX 98 TODHET

API %

gD

accept()

gso_accept98()

accept_and_recv()

gso_accept_and_recv98()

bind() gso_bind98()
connect() gso_connect98()
endhostent() gso_endhostent98()
endnetent() gso_endnetent98()
endprotoent() gso_endprotoent98()
endservent() gso_endservent98()
getaddrinfo() gso_getaddrinfo98()
gethostbyaddr() gso_gethostbyaddr98()

gethostbyaddr_r()

gso_gethostbyaddr_r98()

gethostname()

gso_gethostname98()

gethostname_r()

gso_gethostname_r98()

gethostbyname() gso_gethostbyname98()
gethostent() gso_gethostent98()
getnameinfo() gso_getnameinfo98()
getnetbyaddr() gso_getnetbyaddr98()
getnetbyname() gso_getnetbyname98()
getnetent() gso_getnetent98()
getpeername() gso_getpeername98()
getprotobyname() gso_getprotobyname98()
getprotobynumber() gso_getprotobynumber98()
getprotoent() gso_getprotoent98()
getsockname() gso_getsockname98()
getsockopt() gso_getsockopt98()
getservbyname() gso_getservbyname98()
getservbyport() gso_getservbyport98()
getservent() gso_getservent98()

inet_addr()

gso_inet_addr98()

inet_lnaof()

gso_inet_Inaof98()

inet_makeaddr()

gso_inet_makeaddr98()

inet_netof()

gso_inet_netof98()

inet_network()

gso_inet_network98()
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#16. API EZF3UTHHYET D UNIX 98 TOHET (&)

API %

WEIES

listen() gso_listen98()
Rbind() gso_Rbind98()
recv() gso_recv98()
recvfrom() gso_recvfrom98()
recvmsg() gso_recvmsg98()
send() qso_send98()
sendmsg() gso_sendmsg98()
sendto() gso_sendto98()
sethostent() gso_sethostent98()
setnetent() qso_setnetent98()
setprotoent() gso_setprotoent98()
setservent() gso_setprotoent98()
setsockopt() gso_setsockopt98()
shutdown() gso_shutdown98()
socket() gso_socket98()
socketpair() gso_socketpair98()
B

BR=0 17 v DA |

Iy ME—RIZZ 947 > hEY—N—DOMETHHAZINET,
Y= N—%, LI —FHOITL T IAT O RNEBEEET, VIAT 2 MEIY—=NN—ITERL

TIEwMZEH L, TORYMLET,
Bel 1

|accept()——Wait for Connection Request and Make Connection API|

[accept_and_recv()|

[connect()--Establish Connection or Destination Address API|

[-Send a Message Over a Socket API|
Irecvfrom()——Receive Data AP]]

[recvmsg()--Receive a Message Over a Socket API|

[Rbind()--Set Remote Address for Socket API|
Irecv()——Receive Data API]
[pindO)--Set Local Address for Socket API|

[zetsockname()--Retrieve Local Address of Socket API|

|socket()—-Create Socket API]
[socketpair()--Create a Pair of Sockets API|

[listen()--Invite Incoming Connections Requests API|

lioctl)--Perform 1/0 Control Request AP]|

[setpeername()--Retrieve Destination Address of Socket API|

[close()--Close File or Socket Descriptor API|
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endhostent(

endnetent(),

—
—~
—

endprotoen

endservent(

N

[zethostbyname()--Get Host Information for Host Name API|
oetaddrinfo()--Get Address Information API|
[zethostbyaddr()--Get Host Information for IP Address API|
[zetnameinfo()--Get Name Information for Socket Address API|
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inet_makeaddr()

I
—
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inet_network()
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|sendt0()-—Send Data API]
sethostent()

setnetent(),

—~
—

setprotoen

setservent()

[setsockopt()--Set Socket Options API|

70+ R sendmsg() LU recvmsg() M THOERFDZIFEL
CaTBTA—T I RBTOZITELZITO ZEICEHS T, 370 GAEITY—/N—) Nk 172 A
FT AR RERTRTDI EAFADEIICBDET, A, Ty ALEd—T> L. BEai
L. accept() API W2 T T HDEMHETHHETT, £z, Jlo7OtX GEEIET—H—) . iLid 2
F—=T LTI IIRTOT—VIERERUETE 2 L2110 T,

TadMTAH =T RBTFOZFELETD ZENTENL, FILWHETIIAT > T T —> 3
SEY=N= T TS =2 a L EREGTELLIICADET, ZOKEHE, T—N—-TaTET—7h
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— - VadOmMEMEICLET, ZOREHNTES T, B2 A TOT—H— - P a THHEHEICYR— b
TELEDTRVET, ¥—=N—ld, EOFATOT—H—WNib TE22ZET 20N EMBITHHITE S X
DITRD XY,

Uy MZiE, = N— - P a TR TFE2ZTETEDOTELLUTND 3 DO API BHEINTW
EJCIN

e spawn()

H: spawn() &V b API TIEHD FH A, ZHUT i5/0S 7O ZITBEHE L= API O—i#& L Tl
N TVET,

* givedescriptor() 3L takedescriptor()
* sendmsg() BEL U recvmsg()

spawn() API 13, HiLWwH—N—-2a7 ([FPa7y] tWnd) Z2KEL. BEDRRTFEZDOTFYa T
WEIDMTET, 20T a 70N TITEEIRETH 28513, givedescriptor() &N takedescriptor()
APL. F7213 sendmsg() BEX N recvmsg() APl ZHT 2 HENH D T,

LU, sendmsg() BE recvmsg() API 3. spawn(). givedescriptor(). takedescriptor() &0 HLAFD T
BENTNWET,

nJ Pt givedescriptor() 3L TN takedescriptor() API (. FEAEHAET, i5/0S ARV —F 4 2T « AT LIZT
TEMAEINS API TY, i5/0S AXL—F 4 > 7« AT L& UNIX OBITOY 7V r—=3 3
S OBHEMENEE S 72> TV AEHEIE. KD DIT sendmsg() BEL recvmsg() API ZHHT ST &

HbTEXT,

RS O &S
FEAEDHE, U—H— - PaddRBFeZId N5 &Eic, WFOL S RBEHRzELEE L
i_a—O

. RRTOYAT
o J—f— e JaTMIREZLE
sendmsg() BEL recvmsg() API ZFHTIUL, i F7210 Tha<. HlfERREDT—% bifnik
T&EET, givedescriptor() BX U takedescriptor() API Tld. TNNMfTAEH A,

NTF—= A
sendmsg() BE N recvmsg() API 2T 27 71U —2 a > DFIN, givedescriptor() HBEN
takedescriptor() API #9257 7Ur—a>k0DbH, IFD 3 DOSHTENEREKRT
fEFICH D £,
o FTEREfE
- CPU DOffi %
c AT—IEUT 44—
YTV =23 ONT =X AMEDRER LT 5. 7TV = 3 PRI E
L9 BHIPHICEL > TRADET,

J—H—--TadDT—)
TJ—H—2adD7T=IERELTHHE. ¥—N—RBZ i FE2ETENTE, 7)1
WO 1 DOYa TEFMNEDRBRTEZITWMAS ZENTEEYT, O EETHI DT,
sendmsg() BE W recvmsg() API ZFHL T, IXRTOT—h— - Pa ITNEHRBFZ2FES XD
WWLUET, H—NN—=2 sendmsg() ZIFOHTE, ZNEDT—H—-TaTDH5 1 DETMNIE
BT 22 TED £,
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APHT—h—--TaT ID

givedescriptor() API Tld, H—/N—+ 2 aT7NI—H— 237D a7 ID &> ThDLEN
HOFET, RIZ, J—H—-2aTidTard ID ZAFL T, TNET—FHEBTHICE>TY
—N\N— PaJITHEELET ., sendmsg) BEN recvmsg() Tl TDOT—FFEETHIEERP X
VERT DD DRTDA—/)N—~Ny RINRETT,

sy — N — Gt

givedescriptor() 3L takedescriptor() ZfH L TH—/N—%%G LG, @EIIT—YFR5175
EEALTTI—H— - 2Padhsd—N—~&Ta7 ID ZiELET., 0%, v—N—Z
socket(). bind(). listen(). HB I accept() ZFfTL £, accept() APl W79 5 &, H—/N—IF
KRIEHAAIE/R Y a 7 ID 257 —FFHFBT8NS TINVA T LET, TN, 1 2N\NT 2 RigEks
FTDOT—H— - TadIELET, MENEETIOE., —EIIEZOERBERERNHIN, £
Hrgele T —H— - 2adMART2HE T, J—H—+-2a7 ID Z5ATNEHT—YHELT
FIINZRIZIE D &, U—=N—ZT—H— - Da TNFEHIRRICRLDZE/HET L2210 50, H
ZWEEBMOT—H— - Pa T&EERLET, 1 FLAEDRETIE, BINOEREERN listen /N
Oy ET RN B B0, NS OBBREDEE S HITOIRETREH D EH A,
sendmsg() BE W recvmsg() API ZffiH L Tidik T2 35— /N—Id. IFENEFITITHN TN S
M7 0y 7 3NBWREBOXETYT, —N—1F. EOT—h— 23 TRTNTNDEREHER
WD DINEHBIENIZNZDTY , H—/N—0 sendmsg() ZMEUNHT &, EREEROLIRT &
Hl#T—% 7% AF_UNIX V7 v BHONEREBTAICEEAENET, V—H— - Ta Tk, il
AJHEIC72 B & recvmsg() ZFFONH LT, fHHBITAICRICE ZIAENZd F E T — 4% 25217
D £9,

HEBHT—H—-TaT

givedescriptor() API OFE., T—H— « ¥ a TMNEERE TRITIUI/R D £ . sendmsg() API
OHEET. IEERE TR THHWEY . sendmsg() ZFENH TP a 7, V—H—+Pa T
ODNTDEREZHEE L EFH A, sendmsg() API 2T 572D/ T £, AF_UNIX V7
v hERERET DI EDATT,

sendmsg() API ZHL T, HFELABRWVWD a TR TFZ EDL S ITET ZEMTE L0 ERT H
Z. AN LET,

H—/N—13. socketpair() API ZffiflL T AF_UNIX V%7 v DO ZERK L. sendmsg() API % ffi
AL T socketpair() TIERLL 7= AF_UNIX V7 v hOMO—LZ0 L Cilib FZ2EFL. RN T

spawn() ZIFOHLTY 7y FOMO B S —HZMKTHFPa TE2ERT LI EMTEET, F
2 a 71F reevmsg() EZMOH LT, $—N—0NELLRBRTFE2ZELE£T, H—/V—72" sendmsg()
EIFOHLZEE, F2a TI3EHRETIEH D ER-ATLE,

—EICHEBRORR T 2T

80

givedescriptor() F&L TN takedescriptor() API X, —EIZ 1 DO TFLMNET I ENTEE A,
sendmsg() BE recvmsg() API ZFHT UL, ik FOESIZET Z EMTEET,

e et

(105 X=> @ Tl T O+ AR TOReRFDOZIFEL] |

LR OHITIL. sendmsg() BE recvmsg() AP ZfifH L T HE#HEHEEWUET LY —/N— - TOT I A
DEkEtHiEZERLUET,
P e 155 St

[socketpair()--Create a Pair of Sockets API|
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X, VYT k- T7arySX—ThDERELTLIEI N, BAMHFEOLEEZTL /=, AF_INET6 7 KL
ATy I—%fFio/z, IPv4 & IPv6 Ol OEREZITAND Y T r—aDAA— &R
LT E%, SENRELELRE, ERLEZWDIE, IPvd /—R&E IPve / — ROWE AN S OERZ YL
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ZDEHIT IPvd Xy 7 IPv6 7 RL AR EHHTHENS B> TNWET,

FIUF0EN

ZOFUFOHMIEIRDODEBD T,

1. IPv6 747 > h& IPvd 75347 > "M EDERZEZZIFANTURT S, —N—-- T TUr—3
> EERT %,

2. IPv4 H—NN— 77— a > FkF IPv6e Y—N— - 77U r—2a ilsr—F%EERTD, /7
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£7,
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SINAINVRRIZA BNy ¥ — « Ty IV ERELET,

2. ILEC A4t - 707 F L (5761-WDS 7> a > 51) 21 A M—=ILT %,

3. A—HYFxy b H—REA A M—INBIOEKRT S, 1 —HFy b AT aizdonTid.
Information Center @ T-f —H%w h] O NEY PV ZHRL T ZI 0,

4. TCPIP BEXW IPv6 v hT—2 %Ly 87 w79 %, TCP/IP ODHERB LN IPv6 DRERRIZDOWNTD
BEMEZRL T EI N,

LU A O

DFoRE, 77U r—az2ERT 505 E0% IPv6 % NT—VERLIEZHDTY, ERTZT
U—2a2id, IPv6 77147 2 bE IPvd V547 2 IS DERZUBEL X9, 508 XL —F 4
UV ATAIE, INSDTITAT NS DERE listen L, WHTZT07 T LANEGENTHE
T ZORY FT=21E 2 DOFUED B AA > THEESNET., —HITIE IPvd 75147 > bOANEE
N BI—=HDUE—b - Xy NT—=VIZIZ IPV6 VI T > FNDANFENET, SATLDRAA > -
F— A&, myserver.myco.com T9, H—/N— 7 7Ulr— 323, AFINET6 Y RL A - 773U —%
FHLTINSOERBEREZWHEL £, bind) API FEOYH LIZIX, in6addr_any ZfEEL £7.
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N 7 RLZAMEEZEYR—RLET, 7OV IX—IL AFINET6 7 RL A - 7y IU—%2@FHLTT
TUr—a EERL, IPvd J—RERZIZ IPv6 /—ROEESMNSE, HBEWIE IPv6 /—RD
BINGS, TIAT 2 NEREZIFAND ZENTEET,
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[gT®»TD TCPAP D]

Bl: IPv6 2547 & IPVA 9547 FOBADNSEGEZRITAND
70T LFITIE, IPvd (AFINET 7 RL A« 77 IY—2FHTEY Y b - 7T r—3a)
BELWIPv6 (AFINET6 7V RL A« 77 IU—%2{iHT2H27 TUr—a2) OWMANSDERZEZITA
NHY—=N—1754A47 > b« EFIVEERT D HEERLET,

BtEOEZA, YTy b7 5= arid, TCP BLRL—Y— - F—=%r 5/ - 70 ka)b (UDP)
ZEBICANIZ AF_INET Y RL A« 773U —DAZFHTEET, LML, ZHUL IPv6e 7 RL ADf#
OIS T, ZEINSWAREMENHVET, COY 2TV - 7OV SL2FHALT, MG KL
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UTFOMIE, 207077 LFMEDX S ITHIET 50 ERLTWET,
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DS F b
H—ri— (IPvd F1=1Z IPvE MESB S )

socket () I |'inet_p1nn{AF_INET]
alse
L
setsockopt O I

linet_pton (AF_INETE)
getaddrinfo () I
L
bind [inﬁaddr_ang.-]l socket () I
accept () I-— WiRmEs ——  connect ()
getpeername []I
recv () I-— T2 (ER) — send () I

send () l*‘?"—? (E{E) recy () I
close () l |' close () I

VT bDAR b DZ7AO=:IPv4A 547 & IPV6 9547 bOBADPSDE
REZIFANDY—N—-F7TUT—3>

Zo7O—l3, IPvd 24T > hE IPV6 74T > SO LGNS DEREZZIFANDS Yy k- 7T
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/**************************************************************************/
/* Header files needed for this sample program */

[**

#include <stdio.h>

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

..................................................... RE———

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0
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void main()

JEZTETITEL KhKKRIIIE KKK KKK e e /
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sdconn=-1;

int rc, on=1, rcdsize=BUFFER_LENGTH;

char buffer[BUFFER_LENGTH] ;

struct sockaddr_in6 serveraddr, clientaddr;

int addrlen=sizeof(clientaddr);

char str[INETG_ADDRSTRLEN];

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =x/

/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents */
/* an endpoint. Get a socket for address family AF_INET6 to */
/* prepare to accept incoming connections on. */
/********************************************************************/
if ((sd = socket(AF_INET6, SOCK_STREAM, 0)) < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to =*/
/* be reused when the server is restarted before the required wait =*/
/* time expires. */
[ Fkkdkk ok ke kk ok deokkok Kok kok ok ok ok ok ko kK xx I IR hhhhhhkrhhh Kk kK *k kkkxrhhhhhh kxR **A /
if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on,sizeof(on)) < 0)
{

perror("setsockopt (SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* address to in6addr_any, which (by default) allows connections to */
/* be established from any IPv4 or IPv6 client that specifies port =*/
/* 3005. (that is, the bind is done to both the IPv4 and IPv6 TCP/IP */
/* stacks). This behavior can be modified using the IPPROTO_IPV6  */
/* level socket option IPV6_V6ONLY if required. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER_PORT);
/********************************************************************/
/* Note: applications use in6addr_any similarly to the way they use */
/* INADDR_ANY in IPv4. A symbolic constant IN6ADDR_ANY_INIT also =/
/* exists but can only be used to initialize an in6_addr structure =*/

/* at declaration time (not during an assignment). */
/********************************************************************/
serveraddr.sin6_addr = in6addr_any;

/********************************************************************/
/* Note: the remaining fields in the sockaddr_in6 are currently not */

/* supported and should be set to 0 to ensure upward compatibility. */
/********************************************************************/
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if (bind(sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr)) < 0)

{
perror("bind() failed");
break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/

if (1isten(sd, 10) < 0)
{

perror("listen() failed");
break;

}
printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive from an IPv4 or x/

/* IPv6 client. */
[ Fk gk dekk ok ke k ok ok dok ok ok ok ok ok k kK r I IR IRk h kI hhh kKK * ok kkkxrhhhhhk kxR * kA *xk [
if ((sdconn = accept(sd, NULL, NULL)) < 0)
{
perror("accept() failed");
break;
}
else
{
/*****************************************************************/
/* Display the client address. Note that if the client is */
/* an IPv4 client, the address will be shown as an IPv4 Mapped =*/
/* IPv6 address. */

/*****************************************************************/
getpeername(sdconn, (struct sockaddr *)&clientaddr, &addrlen);
if(inet_ntop(AF_INET6, &clientaddr.sin6_addr, str, sizeof(str))) {
printf("Client address is %s\n", str);
printf("Client port is %d\n", ntohs(clientaddr.sin6_port));
}
}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/

if (setsockopt(sdconn, SOL_SOCKET, SO_RCVLOWAT,
(char *)&rcdsize,sizeof(rcdsize)) < 0)

{
perror("setsockopt (SO_RCVLOWAT) failed");
break;
}
[ Fkk R gk kR gk ok k ko k ok kR k ok k ok ok kk ok ko k ko k ko k kK ok k ok Kk kkkhh KRR KKK KA *xk [
/* Receive that 250 bytes of data from the client */

/********************************************************************/

rc = recv(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
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{

perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */

/********************************************************************/
rc = send(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)

perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd = -1)

close(sd);

if (sdconn != -1)
close(sdconn);
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[socket()--Create Socket API|

[setsockopt()--Set Socket Options API|

[bindO)--Set Local Address for Socket API|

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|

|getpeername()——Retrieve Destination Address of Socket API]
[recv()--Receive Data API|
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[send()--Send Data API|
[close()--Close File or Socket Descriptor API|

inet_pton()

[zetaddrinfo()--Get Address Information API|

|connect()——Establish Connection or Destination Address API|

Gl: 1IPv4 E7=1% IPv6 2547k
ZOY T - Tal I LI IPvd 754 T 2 REZIZ IPV6e 75147 > hDOELSMMMNS DERZZIT
ANDY—=N— 7T r— 3 > —HIHHTEET,

H: COFOERZEH->T, pL1 R=20 TO—RICET 3 51 2 AEHD L OV T &Iz
LebDELET,

/**************************************************************************/

/* This is an IPv4 or IPv6 client. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/

/* Constants used by this program */
/**************** """"""""" dhhkkkhkhkhkrhhkhkhhkhhhhhrhhrk *****************/
#define BUFFER_LENGTH 250

#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */

/* address or host name of the server, or =*/

/* set the server name in the #define */

/* SERVER_NAME. */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived=0;
char  buffer[BUFFER_LENGTH];
char  server[NETDB_MAX_HOST_NAME_LENGTH] ;
char  servport[] = "3005";
struct in6_addr serveraddr;
struct addrinfo hints, *res=NULL;

/***********************************************************************/
/* A do/while(FALSE) Tloop is used to make error cleanup easier. The x/
/* close() of the socket descriptor is only done once at the very end =/
/* of the program along with the free of the list of addresses. x/
/***********************************************************************/
do
/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */

/********************************************************************/
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if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset (&hints, 0x00, sizeof(hints));
hints.ai_flags = AI_NUMERICSERV;
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;

/********************************************************************/

/* Check if we were provided the address of the server using */
/* inet_pton() to convert the text form of the address to binary */
/* form. If it is numeric then we want to prevent getaddrinfo() */
/* from doing any name resolution. */

/********************************************************************/
rc = inet_pton(AF_INET, server, &serveraddr);
if (rc == 1) /* valid IPv4 text address? */

{
hints.ai_family = AF_INET;
hints.ai_flags |= AI_NUMERICHOST;
}
else
{
rc = inet_pton(AF_INET6, server, &serveraddr);
if (rc == 1) /* valid IPv6 text address? */
{
hints.ai_family = AF_INET6;
hints.ai_flags |= AI_NUMERICHOST;
}
}

/********************************************************************/

/* Get the address information for the server using getaddrinfo(). =*/
/********************************************************************/
rc = getaddrinfo(server, servport, &hints, &res);
if (rc !'= 0)
{

printf("Host not found --> %s\n", gai_strerror(rc));

if (rc == EAI_SYSTEM)

perror("getaddrinfo() failed");
break;

JEZTETS Kk kxx IR hhhhh R R I ** Kk KKk R R R R R R R R R /
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies the address family, =*/
/* socket type, and protocol using the information returned from */
/* getaddrinfo(). x/
/********************************************************************/
sd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

if (sd < 0)

{

perror("socket() failed");

break;
}
/****************************** """"""""""" *****************/
/* Use the connect() function to establish a connection to the %/
/* server. */

/********************************************************************/
rc = connect(sd, res->ai_addr, res->ai_addrlen);
if (rc < 0)

[ Fk gk dekk ok Kk ok ok kok ok ok Kok ko K Fkkrx I IR *Khhh I Ak I I h* kKK Kk KkkkkkkkkkkkkkkKkk [
/* Note: the res is a linked 1ist of addresses found for server. */
/* 1f the connect() fails to the first one, subsequent addresses =*/
/* (if any) in the list can be tried if required. */

/*****************************************************************/
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perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a's to the server */
/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc <0)
{

perror("send() failed");

break;

}

/********************************************************************/

/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/

while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)

{
perror("recv() failed");
break;

}

else if (rc == 0)

{

printf("The server closed the connection\n");
break;

T ——— oo o o o ook ook ook ok ok o A -

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
/***********************************************************************/

/* Free any results returned from getaddrinfo */
/***********************************************************************/

if (res != NULL)
freeaddrinfo(res);
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/* Application creates an iterative server design */

/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, len, num, rc, on = 1;
int listen_sd, accept_sd;
char  buffer[80];
struct sockaddr_in  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/

/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);

if (listen_sd < 0)

{

perror("socket() failed");

exit(-1);
}
/*************************************************/
/* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(Tisten_sd,
SOL_SOCKET, SO_REUSEADDR,
(char =*)&on, sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
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close(listen_sd);

exit(-1);
/*************************************************/
/* Set the Tisten back Tog x/

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{
perror("listen() failed");
close(listen_sd);
exit(-1);
}

/*************************************************/

/* Inform the user that the server is ready */
/*************************************************l

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection x/

[ Fk gk ke kk ok dok ok kK ok ok kK R R 2 2 2 R R R R R IR /

for (i=0; i < num; i++)
/**********************************************/
/* Wait for an incoming connection */

/**********************************************/
printf("Interation: %d\n", i+l);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{
perror("accept() failed");
close(listen_sd);
exit(-1);
}

printf(" accept completed successfully\n");

/**********************************************/

/* Receive a message from the client */
/**********************************************/

printf(" wait for client to send us a message\n");

rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{
perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}
printf(" <%s>\n", buffer);

/**********************************************/
/% Echo the data back to the client */
/**********************************************/
printf(" echo it back\n");
len = rc;
rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");

close(listen_sd);

close(accept_sd);

exit(-1);
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/**********************************************/

/* Close down the incoming connection */
/**********************************************/

close(accept_sd);

}

/*************************************************/

/% Close down the listen socket */
/*************************************************/

close(listen_sd);

B
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/**************************************************************************/

/* Application creates an child process using spawn(). x/
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];

char =*spawn_argv[1];

char =*spawn_envp[1];

struct inheritance inherit;
struct sockaddr_in  addr;

/*************************************************/
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/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/

/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");

exit(-1);
}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(Tisten_sd,

SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

1

/*************************************************/
/* Bind the socket */
/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(SERVER_PORT);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
rc = bind(Tisten_sd,

(struct sockaddr x)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/

/% Set the Tisten back log */
/************* """"""""" *******************/
rc = listen(listen_sd, 5);

if (rc <0)

{
perror("listen() failed");
close(listen_sd);
exit(-1);

1

/*************************************************/

/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");
/*************************************************/

/* Go through the loop once for each connection =*/
/*************************************************/
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for (i=0; i < num; i++)

{ /**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)

{
perror("accept() failed");
close(listen_sd);
exit(-1);

printf(" accept completed successfully\n");

/**********************************************/

/* Initialize the spawn parameters */
/* */
/* The socket descriptor for the new */
/* connection is mapped over to descriptor 0 =/
/* in the child program. */

/**********************************************/
memset (&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;

spawn_envp[0] = NULL;

spawn_fdmap[0] = accept_sd;

[HFEEFEKIEKERFERIRKERHEK KK AR *hkhkkhkhkkhkokk kA *%/

/* Create the worker job */
/**********************************************/
printf(" creating worker job\n");
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR1.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{
perror("spawn() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}

printf(" spawn completed successfully\n");

/**********************************************/

/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/

close(accept_sd);

/*************************************************/
/* Close down the Tisten socket */

/*************************************************/
close(listen_sd);

B R
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/**************************************************************************/

/* Worker job that receives and echoes back a data buffer to a client */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char =*argv[])
{

int rc, len;

int sockfd;

char  buffer[80];

/*************************************************/
/* The descriptor for the incoming connection is */

/* passed to this worker job as a descriptor 0. x/
[ Fk ke ke kk ok dok ok kK ok ok kK R 2 2 2 R R R R R T T IR /

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");

close(sockfd);

exit(-1);

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");

len = rc;
rc = send(sockfd, buffer, len, 0);
if (rc <= 0)

{
perror("send() failed");
close(sockfd);
exit(-1);

1

/*************************************************/

/* Close down the incoming connection */
/*************************************************/

close(sockfd);

BYE &R
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INET ({ >%—%v bh-7O0r2)) YRV A - T773IU—& TCP bT > AKR—1 (SOCK_STREAM)
EHEATHZEBRLULET,

2. V7w FRElb FAMER S N2, bind() API 28, V7w ROBEAZERSL T,

3. listen() ICED. U—N—IEFERE IV I17 > M EZITANSGND DI ET,

4. socketpair() API 7%, —%t® UNIX T—% T T L« V7w FEERLET, B —/N—I& socketpair() API
EEALT, —k®O AF_UNIX V7 v NEERT 2 ZENTEET,

5. spawn() API 7, BHEEREZUET LT —H— - PaTONTA—FY—20RELET. ZOHDE
. ER S N 7212 3 713, socketpair() 2L > TIERS N2V 7y hidid F2RK L £,

6. H—N—3. BREEHREREZITANDZDIT accept() API ZfHHL ET, accept() MO LI, #&
EEREZHEL T BURIC7Ooy 7 LET,

7. sendmsg() APl 2\, HE#HEET—H—--2a 7D 1 DICERFELET. F7OtZIL. recvmsg() API
R THRZZITANET T, Y —/N—2 sendmsg() ZFOHL7ZEE, 723 TIIEHIRETIEIH D
FH A,

8. ZOFITIE, ®HID close() API I, ZF ANV Ty har70—XLET., 2 HHOD close () FFX
H U, listen V7w REKTLET,

YTy bDARY D 70— recvmsg() 2ERTZT—h—->37

2 ZFHOFNZ, LAFD APL O LD —7 > AZMHL £,

1. Y—N—0EHEZTAN. TDOY Ty hgib 72T —H— P a TIZIET &, recvmsg() API 2Viib
FEZELET, ZOFIDOEHE. recvmsg() APL (&, B —N\—DGlib FE2EETHETHRHFELET,

2. recv() APL I8, 7947 > "o T—YEZELET,

3. send() API 28, 7947 > MNZT—FZKEDIRLET,

4. close() API 28, T—H—-2a &%k LET,
Fpuigaes’
[18 X=2® 70+ A sendmsg() BELN recvmsg() I TORERFDZIFIELJ |
CadMTA—T URBRTFOZITELEITH LKL T, HAH 7O @EIZY—/N—) Nidih T
EAFTHEDIIHERTRTOIEEZTADEDICROET, HlzX. 771V Eet—T>20, Bk
ZRENL L. accept() APl W7E 7T 5DERFHKET 572 ETY ., £z, plo7Ov A GBFIZT—H—) .
R FRA =T LTI <ICTRTOT — Y IEREEZ U TEL L DITRDET,
P1 XR=>D VY s 77— 3 &G OHERERIE) |
Uy N 77— a DEET SEIC. EEEEMS. BE, BXXVY Ty -7 TUS—2 a2
MEEEZBEELTCLEIN, T 7705 —23 > ON T4 =X ABHBIO AT L - U —X
DEZEIZIONTHEEL TEI N,
[117 X=>2@ Tl WHZ 5147 > b |
ZopNziE, B IAT R PadOa—RPNEENTVWET, VI3 728 2aTid
socket(). connect(). send(). recv(). BX close() ZEITL FT,
P e 1

spawn()

106 System i: 7OV S3I>F7 Iy b - TOAySI2T



Bil: sendmsg() BXL recvmsg() THHATHH—)N— - TOF I A:

[bind()--Set Local Address for Socket API|
|socket()—-Create Socket API]

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|

[close()--Close File or Socket Descriptor API|

[socketpair()--Create a Pair of Sockets API|
[-Send a Message Over a Socket API|

[recvmsg()--Receive a Message Over a Socket API|
[send()--Send Data API|
[recv()--Receive Data API|

LUFO#ITIE, sendmsg() API ZfH LTI —H— - 2Pa T OT—IVEERT 2 HEEZRL THET,

H: ZofloFfAzEE-> T, RILRX=20 TO—RICBET 571 2 AERB IRt HH) [(DE&RMFICHRE

/**************************************************************************/

/* Server example that uses sendmsg() to create worker jobs
/**************************************************************************/

LzbDELXT,

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

int i, num, pid, rc, on = 1;

int lTisten_sd, accept_sd;

int server_sd, worker_sd, pair_sd[2];
int spawn_fdmap[1];

char =*spawn_argv[1];

char *spawn_envp[1];

struct inheritance inherit;

struct msghdr msgs

struct sockaddr_in  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)
num = atoi(argv[1]);
else
num

1;

/*************************************************/

/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");

exit(-1);
1
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/*************************************************/
/* Allow socket descriptor to be reuseable */
/************* """"""""" *******************/
rc = setsockopt(1listen_sd,

SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));

if (rc < 0)

{
perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(1isten_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)

{

perror("bind() failed");

close(listen_sd);

exit(-1);
}
/*************************************************/
/* Set the listen back Tog */

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Create a pair of UNIX datagram sockets */
[ Fkk ke ko ek ok ok kok ok k ok ok ke k ok ok ke k ok ok Kkkkkkkkkkkkkkkkkkk [
rc = socketpair(AF_UNIX, SOCK DGRAM, 0, pair_sd);
if (rc !'=0)

{
perror("socketpair() failed");
close(listen_sd);
exit(-1);

1

server_sd = pair_sd[0];
worker_sd = pair_sd[1];

/*************************************************/
/* Initialize parms before entering for loop */

/* */
/* The worker socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));

spawn_argv[0] = NULL;

spawn_envp[0] = NULL;

spawn_fdmap[0] = worker sd;

/*************************************************/
/* Create each of the worker jobs */
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/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR2.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{
perror("spawn() failed");
close(listen_sd);
close(server_sd);
close(worker_sd);
exit(-1);
}
printf(" Worker = %d\n", pid);
}

/*************************************************/
/* Close down the worker side of the socketpair =/
/*************************************************/

close(worker_sd);

/*************************************************/
/* Inform the user that the server is ready %/
/*************************************************/

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection =*/
/*************************************************/
for (i=0; i < num; i++)
{
/**********************************************/
ai or an incoming connection
/* Wait f t */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
perror("accept() failed");
close(listen_sd);
close(server_sd);
exit(-1);

printf(" accept completed successfully\n");

/**********************************************/

/* Initialize message header structure */
/ """ *khkkkkhkkhkkkhk **************************/

memset (&msg, 0, sizeof(msg));

/**********************************************/
/* We are not sending any data so we do not */
/* need to set either of the msg_iov fields. =/
/* The memset of the message header structure */
/* will set the msg_iov pointer to NULL and  */
/* it will set the msg_iovcent field to 0. */

/**********************************************/

/**********************************************/

/* The only fields in the message header */
/* structure that need to be filled in are */
/* the msg_accrights fields. */
/**********************************************/
msg.msg_accrights = (char *)&accept_sd;
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msg.msg_accrightslen = sizeof(accept_sd);

/**********************************************/
/* Give the incoming connection to one of the */

/* worker jobs. */
/* */
/* NOTE: We do not know which worker job will */
/* get this inbound connection. */

/**********************************************/

rc = sendmsg(server_sd, &msg, 0);
if (rc < 0)
{

perror("sendmsg() failed");
close(listen_sd);
close(accept_sd);
close(server_sd);
exit(-1);

}

printf(" sendmsg completed successfully\n");

/**********************************************/

/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/

close(accept_sd);

}

/*************************************************/
/% Close down the server and listen sockets */
e /

close(server_sd);
close(listen_sd);

Bapiiycet]

(17 RXR=>0 T LAY F17 >~ |

ZOFNZIE, B IAT R - PaTdOa—-RNEENTVWET, 747>k - Pa7id.
socket()., connect(). send(). recv(). BXU close() ZFEITL FT,

Bil: sendmsg() BXL recvmsg() THHATHT—H— - TOr I A:

LR OHITIE, recvmsg) AP 747 > b« Padz2EHLTTI—N—--2a da&%ET5HEERLT
Wk,

H: COBIOERZSS T, RILR=20 TO—RICBET 5 71t 2 2 %S IO E ) [OFMFICFE
L72bDELET,

/**************************************************************************/
/* Worker job that uses the recvmsg to process client requests */
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])
{
int rc, len;
int worker_sd, pass_sd;
char  buffer[80];
struct iovec iov[1];
struct msghdr msg;

/*************************************************/
/* One of the socket descriptors that was */
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/* returned by socketpair(), is passed to this */
/* worker job as descriptor 0. */
/*************************************************/

worker_sd = 0;

/*************************************************/
/* Initialize message header structure */
/*************************************************/
memset (&qmsg, 0, sizeof(msg));
memset (iov, 0, sizeof(iov));

/*************************************************/
/* The recvmsg() call will NOT block unless a */
/* non-zero length data buffer is specified */
/*************************************************/
jov[0].iov_base = buffer;

jov[0].iov_len = sizeof(buffer);

msg.msg_iov = iov;

msg.msg_iovlen = 1;

/*************************************************/

/* Fill in the msg_accrights fields so that we */

/* can receive the descriptor */
/*************************************************/
msg.msg_accrights = (char *)&pass_sd;

msg.msg_accrightslen = sizeof(pass_sd);

/*************************************************/
/* Wait for the descriptor to arrive */

printf("Waiting on recvmsg\n");
rc = recvmsg(worker_sd, &msg, 0);
if (rc <0)

{

perror("recvmsg() failed");
close(worker_sd);
exit(-1);

1

else if (msg.msg_accrightslen <= 0)

printf("Descriptor was not received\n");
close(worker_sd);
exit(-1);

1

else

printf("Received descriptor = %d\n", pass_sd);

}

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(pass_sd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");
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len = rc;

rc = send(pass_sd, buffer, len, 0);

if (rc <= 0)

{
perror("send() failed");
close(worker_sd);
close(pass_sd);

exit(-1);
/************* """"""""" *******************/
/* Close down the descriptors */

/*************************************************/

close(worker_sd);
close(pass_sd);

}

fl: EE D accept() APl ZERA L /=EFEERDNIE
IFOFITIE, 5D accept) ETINE[MHT 2 —/N— - 707 I LERF LT, HEEREREN >
RU T 5hHEERLTVWET,

BED accept() H—/N—DIEEITHE, HEHEEBD socket(). bind() BL listen() ZFEITLE£T ., T
57 —H—+-2aTdDT—=IVEERL, TNETNDT—H— a7 listen Vv hEH5ZFET, TN
TNDOEED accept() 7 —H—I3. accept() ZIFFOHL £,

DIFOMIZ. AT LWERD accept() H—/N—g5tZ2HHT 2RI, —N— U—H—, BLXOI I
AT b 2adnNEDLITHEFETENERLTNET,
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YTy bDARY b D70—: EHD accept() 7—Hh— -

DFDV A7y MIEORH LD —4 > A1d, RO#HELR> TWET, ZHUTER, H—NN—ET—h—Df]
DOEBROFBHE B> TWET, ZNTNOT7O—I121E, BED API OH LOEEADY > 7 NEEN

TWET, FED API OfFHICET 55 MEHRIZ. NSO U >V EEHL TERLTZI W, B

socket { )

H—ii— J—Hh—
socket { )
bind{ }
listen{ )
§] ﬂlh} n )2 =24 -
£TM Virw b %E
5“‘”1‘" H e
close( ) accept [ ) [
r
recvi ) |
i
send( )
r
closa( )

connect { )

send( )

recy( )

close( )

Blid, ATV Ty MREHLZEHL TF 7O A& ER L £9,

1.

A

socket() API 2%, ¥mia&TYry Fidh FZ2RLUEdT, AT7— M A2 M
INET (f > —%vbh-70R2)) YRLA - T773IU—& TCP hF > AKR—bF (SOCK_STREAM)

ZHEHATLHIEHRUET,

oy MR TOMERL S 72, bind() API 28, VA w FOEBFLEREGEL XY,
listen() API IC& D, —N—WNERET 147 > MMEREZITANSNDEDITRDET,

spawn() APl 78, & —H— - 2a T&ERLET,

ZOHEITIE, HwHID close() API 20 listen Vv hE 70— L%,

3 TDT—NERRT BY—N—

ZDVTy D=

iy ke TdarsIvg



YTy bDARY bDO70O—: EHD accept() ZFERTZH7—Hh—- 237

2 HEOHNL, BLTFD APL WU L D2 —7 2 AZMEHLET,

1.

2.
3.
4.

= N—WNT—H—+ PaT% spawn L7ztk., ZTOT—H— T a 7T listen V7 v FEEiR T2, O
RURTNTA—F—ELTHEINET, accept() API N, EREV T4 T > MERZREL £,
recv() APL 28, V94T X T =Y EZELET,

send) API 2, 7947 > NMIT—F%2EDRLET,

close() API 78, T—Hh—+2aTdZ&K&KTLET,

B e R

[T R—C® h: D 517 > R |

ZONZiE, B FAT O - PaTdDa—RPFENTVWET, 75314728 PaTid.
socket(). connect(). send(). recv(). BEXU close() ZEITL ET,

B 1¥

spawn()

[pindO)--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|

[accept()--Wait for Connection Request and Make Connection API|
|send()——Send Data API1
[recv()--Receive Data AP]|

Bil: EED accept) T—Hh—+ PaTOTS—NWEEKRTIE2DDY—N— - TOFT A:

DUFOHITIE, EED accept) ETINEMHAL T, V—H— - 2aTdz27—)IVEERT D HEEZRLTWY
£7,

F: COBFOERZSS T, RPUAR—I0 TO—RICET S I 1 2 AEHB L Ol FEH) [D5MFICFE

LzbDELET,

/**************************************************************************/

/* Server example creates a pool of worker jobs with multiple accept() calls */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];

char *spawn_argv[1];

char =*spawn_envp[1];

struct inheritance inherit;
struct sockaddr_in  addr;

/*************************************************/
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/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);

if (listen_sd < 0)

{

perror("socket() failed");

exit(-1);
/*************************************************/
/* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(Tisten_sd,
SOL_SOCKET, SO_REUSEADDR,
(char =*)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
!
/*************************************************/
/% Set the Tisten back log */
/ """"" ER R R R R R R R R **************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

1

/*************************************************/
/* Initialize parameters before entering for loop  */

/* */
/* The Tisten socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
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spawn_envp[0] = NULL;
spawn_fdmap[0] = listen_sd;

/************* """"""""" *******************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR4.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
exit(-1);
}
printf(" Worker = %d\n", pid);
}

/*************************************************/

/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");

/*************************************************/

/* Close down the listening socket */
/*************************************************/

close(listen_sd);

(17 RX=>0 T LAY 17 > |
ZOFNZIE, BV IAT R - PaTdOaA—RNEENTVWET, VI4T7 b - Va7l
socket(). connect(). send(). recv(). BEN close() ZETLET,

Bil: #EED accept) DT —H—-TaT:

LR OHNIE. EED accept() API T —FH— + a7 Z&%(EL. accept() I—/\N—ZEOHTHIEIZTON
TRLET,

H: ZOBIOERZS->T, RUR=—0 TO—RIZBT 2 I 1 &2 XERB LR FEH O&MFICHE
LzbDELXT,

/**************************************************************************/
/* Worker job uses multiple accept() to handle incoming client connections=*/
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])

{
int rc, len;
int listen_sd, accept_sd;
char  buffer[80];

/*************************************************/

/* The listen socket descriptor is passed to */

/* this worker job as a command line parameter  */
/*************************************************/

listen_sd = 0;

116 System i: 7OV 5327 Yy b - Tars327



/*************************************************/
/* Wait for an incoming connection */
/*************************************************/
printf("Waiting on accept()\n");

accept_sd = accept(Tisten_sd, NULL, NULL);

if (accept_sd < 0)

{

perror("accept() failed");
close(listen_sd);
exit(-1);

1

printf("Accept completed successfully\n");

/*************************************************/
/* Receive a message from the client */
[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/
printf("Wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */
JEXEETS B R R L R R e o Kk kR kKKK KKK KK KK *%/
printf("Echo it back\n");

len = rc;

rc = send(accept_sd, buffer, len, 0);

if (rc <= 0)

perror("send() failed");
close(listen_sd);
close(accept_sd);

exit(-1);
/*************************************************/
/* Close down the descriptors */
/ """"" *hkkkhkrhkhkkhhkhhhkhhrhhrk *******************/

close(listen_sd);

close(accept_sd);
}
Gl: (RBO2SA47 > b
ZOFNCIE, B IAT 2 h - PaTdDA—RREENTVWET, V947> b - PVa7id.
socket(). connect(). send(). recv(). BL close() ZFEITL £T,
54Tk Yadid INBNEZETEZT—F - Ny T =N —N—TEARTU—h— - TaTJITA
5 R UERTA, U—/N—0 AFINET 7 RL A+ 77 I —F/ld AFINET6 7V RL X - 77 3
J—DEE5E2FHTEHETHIET DV IAT 8 - 7T U= a DEERLIEZVWESIE. IPvd £
72 IPv6 Vo147 > bOFIZFERL T ZI N,

ZOIA47 >k 2adid UFoENEFnomaxry > g oMy — )N—320HE L £7,
o MEY—/N—, [l KEY—/N— - 7077 LDMERI Z22RLTL/Z3 0,

o spawn H—N\—BXONT—H—, T[fil: spawn() API ZEHAL7=F 7O ADERI 2L TZX
b)o
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sendmsg() I —/N—B LW revmsg() 7—H—. [fl: sendmsg() BE recvmsg() THEHAT 2P —/N— -
TS L) EBRLTI/ZI N,

GO accept) i, Bl D accept) T—H— + 33 TOT— IV EERT HDDF—/N— » 7
0758 2R LTEIN,

JETOYF O TARNIBEN select() #%dt. Tl JETOwF T ARNIBEIN select)) ZHHL T
I,

IPvd 7547 2 RERRIE IPV6 77147 2 "6 DR ZZ T ANDS Y —/N—, [ IPv6 77147 >
~& IPvd 7547 > hOMAN SR EZZITANDS] 2SR TEI N,

VT bDANY rDOZ0-: AR 3547 2+

KOTO7 S5 AN, LFO API MO L O —4 > AZEHLET,

1

wos R

socket() API 2V, Uiimiza&£ Ty Mt F2RLET, AT—MA NI, ZTOVT Y FD7DI
INET (f > % —%v bh-70R2)) YRLA - T773I—& TCP +T > AHR—F (SOCK_STREAM)
EHERATAHZEBRLET,

Vo REib FEZE LS, connect() API ZfiH L T, Y —/N—~DEHZMLL T,

send) APL 2, T—4 « Ny T y—%&TJ—H— - DaJITERELET,

recv() API 28, U—H— - aTInET—4% - NuI77—%5%ELET,

close() API 28, A—7>LTWsY >y hibF2dXRTr/O0—XLET,

H: ZOBIOEAZS- T, RUAR—VD IO—RIZBHT 2 71 2 ABWMB IRl F ) (O &MICFE

LzbDELET,

/**************************************************************************/
/* Generic client example is used with connection-oriented server designs */
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])

{

int len, rc;

int sockfd;

char  send_buf[80];

char  recv_buf[80];
struct sockaddr_in  addr;

/*************************************************/
/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);

if (sockfd < 0)

{

perror("socket");
exit(-1);
1

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset (&addr, 0, sizeof(addr));

addr.sin_family AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
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/*************************************************/

/* Connect to the server */
/*************************************************/
rc = connect(sockfd,
(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));
if (rc < 0)
{
perror("connect");
close(sockfd);

exit(-1);
}
printf("Connect completed.\n");
[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/
/* Enter data buffer that is to be sent */

/*************************************************/

printf("Enter message to be sent:\n");
gets(send_buf);

/*************************************************/

/* Send data buffer to the worker job */

/*************************************************/

Ten = send(sockfd, send_buf, strlen(send_buf) + 1, 0);

if (len != strlen(send_buf) + 1)
{
perror("send");
close(sockfd);
exit(-1);
}
printf("%d bytes sent\n", len);

/*************************************************/
/* Receive data buffer from the worker job */
/*************************************************/
Ten = recv(sockfd, recv_buf, sizeof(recv_buf), 0);
if (len != strlen(send buf) + 1)
{

perror("recv");

close(sockfd);

exit(-1);
}

printf("%d bytes received\n", len);

/*************************************************/

/* Close down the socket */
/*************************************************/

close(sockfd);
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "gsoasync.h"
#define BufferLength 80
#define Failure 0
#define Success 1
#define SERVPORT 12345

void *workerThread(void *arg);

/********************************************************************/

/* */
/* Function Name: main */
/* */
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must =/
/* be used to invoke. */
[ Fk K dkk ko kk ko kk ko kk ko kkhkkkhkkkh ok ok ok ok kR ok ok kkkkkkk ko k ko kk ok Kkkkkkkkkkkk [
int main()

{

int listen_sd, client_sd, rc;
int on =1, ioCompPort;
pthread_t thr;

void *status;
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char buffer[BufferLength];
struct sockaddr_in serveraddr;
Qso_OverlappedIO t joStruct;

/*********************************************/

/* Create an I/0 completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{
perror("QsoCreateIOCompletionPort() failed");
exit(-1);

1

[ kK gk ke kk ok kk ok ok ko k ok kh *kkxrhhhhh kAR **A *%/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread,
&ioCompPort) ;
if (rc <0)
{
perror("pthread _create() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);
}

/*********************************************/
/* Create an AF_INET stream socket to receive*/
/* incoming connections on */
/*********************************************/
if ((1isten_sd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{
perror("socket() failed");
QsoDestroyIOCompletionPort (ioCompPort);
exit(-1);

/ """ khhkkkkhhkkhhkhhhkhkhrhhrk *******************/
/* Allow socket descriptor to be reuseable  */
/*********************************************/
if ((rc = setsockopt(listen_sd, SOL_SOCKET,

SO_REUSEADDR,

(char =)&on,

sizeof(on))) < 0)

perror("setsockopt() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
1
/ """ ER R R R R R R R R R **************************/
/* bind the socket */

/*********************************************/

memset (&4serveraddr, 0x00, sizeof(struct sockaddr_in));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port htons (SERVPORT) ;
serveraddr.sin_addr.s_addr hton1 (INADDR_ANY);

if ((rc = bind(1isten_sd,
(struct sockaddr *)&serveraddr,
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sizeof(serveraddr))) < 0)

perror("bind() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
/*********************************************/
/% Set listen backlog */
/********* """"""""" *******************/

if ((rc = Tisten(listen_sd, 10)) < 0)

perror("listen() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);

1

printf("Waiting for client connection.\n");

/*********************************************/

/* accept an incoming client connection. */

/*********************************************/

if ((client_sd = accept(listen_sd, (struct sockaddr *)NULL,
NULL)) < 0)

{

perror("accept() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);

1

/*********************************************/
/* Issue QsoStartRecv() to receive client */

/* request. */
/* Note: */
/* postFlag == on denoting request should */
/* posted to the I1/0 */
/* completion port, even if */
/* if request is immediately =/
/* available. Worker thread =/
/* will process client */
/* request. */

/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/*********************************************/

memset (&ioStruct, '\0', sizeof(ioStruct));

ioStruct.buffer = buffer;
ioStruct.bufferLength = sizeof(buffer);

/*********************************************/
/* Store the client descriptor in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */

/*********************************************/
*((int*)&ioStruct.descriptorHandle) = client_sd;
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ioStruct.postFlag = 1;
ioStruct.fillBuffer = 0;
rc = QsoStartRecv(client_sd, joCompPort, &ioStruct);
if (rc == -1)
{
perror("QsoStartRecv() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
close(client_sd);

exit(-1);
/*********************************************/
/* close the server's listening socket. */

/*********************************************/
close(listen_sd);

/*********************************************/

/* Wait for worker thread to finish */

/* processing client connection. */
/*********************************************/

rc = pthread_join(thr, &status);

QsoDestroyIOCompletionPort (ioCompPort);

if (rc == 0 & (rc = __INT(status)) == Success)
{
printf("Success.\n");
exit(0);
1
else

{

perror("pthread_join() reported failure");
exit(-1);
1
1

/* end workerThread =*/

/********************************************************************/

/* */
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */

/********************************************************************/
void *workerThread(void =*arg)
{
struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO t joStruct;
int rc, tID;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intld.lo;

/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = x(int *)arg;

[ ok ke ok ok ek ok ok ok ok ok ok ok ok ok ok ok ek o5k e e ek ok ok ok ok o o ok */
/* Wait on the supplied I/0 completion port =*/
/* for a client request. */

/*********************************************/
waitTime.tv_sec = 500;
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waitTime.tv_usec = 0;

rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if (rc == 1 && ioStruct.returnValue != -1)

/********** """"""""" ******************/

/* Client request has been received. */
/*********************************************/

else

{
printf("QsoWaitForIOCompletion() or QsoStartRecv() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartRecv() failed");
return _ VOID(Failure);

}

/*********************************************/
/* Obtain the socket descriptor associated =/

/* with the client connection. */
/*********************************************/

clientfd = x((int *) &ioStruct.descriptorHandle);

/*********************************************/

/* Echo the data back to the client. */
/* Note: postFlag == 0. If write completes =/
/* immediate then indication will be */
/* returned, otherwise once the */
/* write is performed the I/0 Completion */
/* port will be posted. */

/*********************************************/
ioStruct.postFlag = 0;

ioStruct.bufferLength = ioStruct.returnValue;

rc = QsoStartSend(clientfd, ioCompPort, &ioStruct);

if (rc == 0)
/*********************************************/

/* Operation complete - data has been sent. */
/*********************************************/

else

{
/*********************************************/
/* Two possibilities */
[*  rc == - */
/* Error on function call */
/* rc == 1 */
/* Write cannot be immediately */

/* performed. Once complete, the I/0 */
/* completion port will be posted. */

/*********************************************/

if (rc == -1)

{
printf("QsoStartSend() failed.\n");
perror("QsoStartSend() failed");
close(clientfd);
return _ VOID(Failure);

/*********************************************/
/* Wait for operation to complete. */

/*********************************************/
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Send successful. */

/*********************************************/

k]
else

{
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printf("QsoWaitForIOCompletion() or QsoStartSend() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartSend() failed");
return _ VOID(Failure);

}

close(clientfd);
return _ VOID(Success);
} /% end workerThread =/
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close() 3. ZF AN (IVIA47 > &) Yoy RERKTLET,

QsoDestroyIOCompletionPort() API 2%, 5& 7R — M ZMEFEL £,

System it YO IIT Uy k- TOarss3IL s



V79 bDANY FD70O—: GSKit APl ZERT 59 —h— - ALY R

1

/*

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*

/*
/*
/*
/*
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gsk_secure_soc_startRecv() MENH LICEK > T, 7947 > b - 7= Z2UMTBHXS., HEIVIA1T7 >
RERZE S TS HDZEFEEET, QsoWaitForlOCompletionPort() API 13, feffkE N/ AHNI5E THR—
r (—=N—I2&L> THEFEH») THELET,

7547 > MNEREZETHE, EBIT gsk_attribute_get_numeric_value() API 28, ¥+ a7 - tvia
ICBEHHET B Yy MEih FERE L £9,

gsk_secure_soc_write() API 78, ¥ a7 - vl alZFALTAvE—20 5147 2 MOERFLE
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COPOHAED->T, PIIR—D0 T0— FCBT %51 by ARES L OB i a4 FE
LEbDELET,

GSK Asynchronous Server Program using Application Id*/

"IBM grants you a nonexclusive copyright license */

to use all programming code examples, from which */
you can generate similar function tailored to your */
own specific needs. x/
*/
A11 sample code is provided by IBM for illustrativex/
purposes only. These examples have not been */
thoroughly tested under all conditions. IBM, */
therefore, cannot guarantee or imply reliability, =/
serviceability, or function of these programs. */
*
/
A11 programs contained herein are provided to you =/
"AS IS" without any warranties of any kind. The */
implied warranties of non-infringement, */
merchantability and fitness for a particular */
purpose are expressly disclaimed. " x/
Assummes that application id is already registered */
and a certificate has been associated with the */
application id. */
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(PROG/GSKSERVa) x/
SRCFILE(PROG/CSRC) */
SRCMBR (GSKSERVa) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED

#include "pthread.h"
#include "gsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/

/*
/*
/*

Descriptive Name: Master thread will establish a client */
connection and hand processing responsibility */
to a worker thread. */
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/* Note: Due to the thread attribute of this program, spawn() must =*/
/* be used to invoke. */
/********************************************************************/
int main(void)
{
gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle x/

struct sockaddr_in address;

int buf_Ten, on = 1, rc = 0;

int sd = -1, 1sd = -1, al = -1, ioCompPort = -1;
int successFlag = FALSE;

char buff[1024];

pthread_t thr;

void *status;

Qso_OverlappedIO_t ioStruct;

/*********************************************/

/* Issue all of the command in a do/while */
/* Toop so that clean up can happen at end =*/
/*********************************************/

do
{

/*********************************************/

/* Create an I/0 completion port for this */
/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");

break;
1
/*********************************************/

/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{
perror("pthread create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */

rc = errno = 0;

rc = gsk_attribute_set_buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{
printf("gsk_attribute_set buffer() failed with rc = %d & errno = %d.\n"
,I'C,errno);
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printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION) ;

if (rc != GSK_OK)

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled =/
/* We will disable SSL_V2 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)

printf("gsk_attribute_set enum() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;

rc = gsk_attribute_set_buffer(my_env_handle,
GSK_V3_CIPHER_SPECS,
"O5", /* SSL_RSA_WITH_RC4 128 SHA x/
2);

if (rc != GSK_OK)

printf("gsk _attribute_set buffer() failed with rc = %d & errno = %d.\n"
,rC,errno);

printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;

}

/* Initialize the secure environment =*/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_0OK)
{
printf("gsk_environment_init() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
1sd = socket (AF_INET, SOCK_STREAM, 0);
if (1sd < 0)
{
perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(1sd, SOL_SOCKET,
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SO_REUSEADDR,
(char =*)&on,
sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
break;

}

/* bind to the local server address */
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc <0)
{
perror("bind() failed");
break;

}

/* enable the socket for incoming client connections */
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection x/
al = sizeof(address);
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)
{
printf("gsk attribute set numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake x/

rc = errno = 0;

rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)

{
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printf("gsk_secure_soc_init() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;
/***i*****************************************/
/* Issue gsk_secure_soc_startRecv() to */
/* receive client request. */
/* Note: */

/* postFlag == on denoting request should */
/* posted to the I/0 completion port, even =/
/* if request is immediately available. */
/* Worker thread will process client request.*/
/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - =/
/* reserved fields must be hex 00's. */
/*********************************************/
memset (&ioStruct, '\0', sizeof(ioStruct));
memset ((char *) buff, 0, sizeof(buff));
ioStruct.buffer = buff;

joStruct.bufferLength = sizeof(buff);

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */

/*********************************************/
joStruct.descriptorHandle = my_session_handle;
ioStruct.postFlag = 1;

ioStruct.fil1Buffer = 0;

rc = gsk_secure_soc_startRecv(my_session_handle,
ioCompPort,
&ioStruct);

if (rc != GSK_AS400_ASYNCHRONOUS RECV)

printf("gsk_secure_soc_startRecv() rc = %d & errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* This is where the server can Toop back =/

/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/

rc = pthread_join(thr, &status);

/* check status of the worker =/
if (rc == 0 & (rc = __INT(status)) == Success)

printf("Success.\n");
successFlag = TRUE;
1

else

{

perror("pthread_join() reported failure");
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}

1
} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment =*/
if (my_env_handle != NULL)
gsk_environment _close(&my env_handle);

/* close the listening socket */
if (Isd > -1)

close(1sd);
/* close the accepted socket x/
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)
QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)
exit(0);

else
exit(-1);

/********************************************************************/

/*
/*
/*
/*
/*
/*
/*

Function Name: workerThread

Descriptive Name: Process client connection.

*/
*/
*/
*/

Note: To make the sample more straight forward the main routine */

handles all of the clean up although this function can

be made responsible for the clientfd and session_handle.

*/
*/

/********************************************************************/

Vo

{

id *workerThread(void =*arg)

struct timeval waitTime;
int ioCompPort = -1, clientfd = -1;
Qso_OverlappedIO_t joStruct;
int rc, tID;
int amtWritten;
gsk_handle client_session_handle = NULL;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. %/
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/0 completion port =/
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime)
if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&

(ioStruct.operationCompleted == GSKSECURESOCSTARTRECV))
/*********************************************/
/* Client request has been received. */
/*********************************************/
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else

{
perror("QsoWaitForIOCompletion()/gsk secure soc_startRecv() failed");
printf("ioStruct.returnValue = %d.\n", ioStruct.returnValue);
return _ VOID(Failure);

1

/* write results to screen */

printf("gsk_secure_soc_startRecv() received %d bytes, here they are:\n",
joStruct.secureDataTransferSize);

printf("%s\n",ioStruct.buffer);

/*********************************************/

/* Obtain the session handle associated */
/* with the client connection. */
[k kA ke o ok ok ok ok ok o o ok /

client_session_handle = ioStruct.descriptorHandle;

/* get the socket associated with the secure session */

rc=errno=0;

rc = gsk_attribute_get numeric_value(client_session_handle,
GSK_FD,
&clientfd);

if (rc != GSK_OK)

printf("gsk_attribute_get numeric_value() rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1

/* send the message to the client using the secure session */

amtWritten = 0;

rc = gsk_secure_soc_write(client_session_handle,
ioStruct.buffer,
ioStruct.secureDataTransferSize,
&amtWritten);

if (amtWritten != joStruct.secureDataTransferSize)

if (rc != GSK_0K)

{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",

rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);

1

else

{
printf("gsk_secure_soc_write() did not write all data.\n");
return _ VOID(Failure);

1

}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",ioStruct.buffer);

return _ VOID(Success);
} /* end workerThread */
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[QsoCreateIOCompletionPort()--Create 1/0 Completion Port API|
[QsoWaitForlOCompletion()--Wait for /0 Operation API|
[QsoDestroylOCompletionPort()--Destroy 1/0 Completion Port API|
[pindO)--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|

[accept()--Wait for Connection Request and Make Connection API|

[esk_environment_open()--Get a handle for an SSL environment API|

[esk_attribute_set_buffer()--Set character information for a secure session or an SSL environment API|

|gsk_attribute_set_enum()—-Set enumerated information for a secure session or an SSL environment API]

[esk_environment_init()--Initialize an SSL environment API|

[esk_secure_soc_open()--Get a handle for a secure session API|

|gsk_attribute_set_numeric_value()--Set numeric information for a secure session or an SSL environmend

[Pl

[esk_secure_soc_init()--Negotiate a secure session API|

|gsk_secure_soc_startRecv()——Start asynchronous receive operation on a secure session APII

pthread_join|

|gsk_secure_soc_close()--Close a secure session APII

|gsk_environment_close()——Close an SSL environment API]

gsk_attribute_get_numeric_value()--Get numeric information about a secure session or an SSL environmend
AP!|

|gsk_secure_soc_write()--Send data on a secure session API]
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/*
/*

/*
/*
/*
/*
/*

/*
/*
/*
/*

LzbDELET,

GSK Asynchronous Server Program using Application Id*/

and gsk_secure_soc_startInit()

Assummes that application id is already registered
and a certificate has been associated with the
application id.

No parameters, some comments and many hardcoded
values to keep it short and simple

use following command to create bound program:
CRTBNDC PGM(MYLIB/GSKSERVSI)
SRCFILE(MYLIB/CSRC)
SRCMBR(GSKSERVST)

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskss1.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED

#include "pthread.h"
#include "gsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/

/*
/*
/*
/*
/*

Descriptive Name: Master thread will establish a client

connection and hand processing responsibility
to a worker thread.

Note: Due to the thread attribute of this program, spawn() must

be used to invoke.

*/

*/
*/
*/
*/
*/

*/
*/
*/
*/

*/
*/
*/
*/
*/

/********************************************************************/
int main(void)

gsk_handle my_env_handle=NULL;

/* secure environment handle x/
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gsk_handle my session_handle=NULL; /* secure session handle */

struct sockaddr_in address;

int buf_len, on = 1, rc = 0;

int sd = -1, 1sd = -1, al, ioCompPort = -1;
int successFlag = FALSE;

pthread_t thr;

void *status;

Qso_OverlappedIO_t ioStruct;

/************** """"""""" **************/

/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/

do
{

/*********************************************/
/* Create an I/0 completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");

break;
!
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion */
/* port just created. %/
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");

break;

}

/* open a gsk environment */
rc = errno = 0;
printf("gsk_environment open()\n");
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment _open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_SERVER APP",
13);
if (rc 1= GSK_OK)
{
printf("gsk_attribute_set buffer() failed with rc = %d and errno = %d.\n"
,I'C,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */
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rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);
if (rc != GSK_OK)

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_V3_CIPHER SPECS,
"05", /+ SSL_RSA WITH RC4 128 SHA */
2);
if (rc != GSK_OK)

printf("gsk attribute_set buffer() failed with rc = %d and errno = %d.\n"
,rc,errno);

printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;

}

/* Initialize the secure environment x/
rc = errno = 0;
printf("gsk_environment_init()\n");

rc = gsk_environment_init(my_env_handle);
if (rc = GSK_0OK)

printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* initialize a socket to be used for listening */
printf("socket()\n");
1sd = socket (AF_INET, SOCK_STREAM, 0);
if (1sd < 0)
{
perror("socket() failed");
break;

}

/* set socket so can be reused immediately =/
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char *)&on,
sizeof(on));
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if (rc < 0)

{
perror("setsockopt() failed");
break;

}

/* bind to the local server address =*/
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
printf("bind()\n");
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");

break;

}

/* enable the socket for incoming client connections */
printf("listen()\n");
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection x/
al = sizeof(address);
printf("accept()\n");
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd <0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
printf("gsk_secure_soc_open()\n");
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)
{
printf("gsk attribute set numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/*********************************************/

/* Issue gsk_secure_soc_startInit() to */
/* process SSL Handshake flow asynchronously =*/
/*********************************************/

/*********************************************/
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/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/*********************************************/

memset (&ioStruct, '\0', sizeof(ioStruct));

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */

/*********************************************/
ioStruct.descriptorHandle = my_session_handle;

/* initiate the SSL handshake =/
rc = errno = 0;
printf("gsk_secure_soc_startInit()\n");

rc = gsk_secure_soc_startInit(my_session_handle, ioCompPort, &ioStruct);

if (rc 1= GSK_05400_ASYNCHRONOUS_SOC_INIT)
{

printf("gsk_secure _soc_startInit() rc = %d and errno
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

else

printf("gsk_secure_soc_startInit got GSK_0S400_ ASYNCHRONOUS_ SOC_INIT\n");

/*********************************************/
/* This is where the server can loop back =/

/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/

rc = pthread_join(thr, &status);

/* check status of the worker =/
if (rc ==0 & (rc = __INT(status)) == Success)

printf("Success.\n");
successFlag = TRUE;
1

else

{

perror("pthread_join() reported failure");

%d.\n",rc,errno);

} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment =/
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the listening socket */
if (1sd > -1)

close(1sd);
/* close the accepted socket */
if (sd > -1)
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close(sd);

/* destroy the completion port =/

if (ioCompPort > -1)
QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)

exit(0);

exit(-1);
}
/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function can =/
/* be made responsible for the clientfd and session_handle. =/

/********************************************************************/
void *workerThread(void *arg)
{
struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t joStruct;
int rc, tID;
int amtWritten, amtRead;
char buff[1024];
gsk_handle client _session_handle;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/0 completion port =/
/* for the SSL handshake to complete. */
[ ek gk dkok ek k ok ke kok ok ok ok ok ok ok ok A Kkkkkkkkkkkkkkhk [
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;

sleep(4);
printf("QsoWaitForIOCompletion()\n");
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&
(foStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTINIT))

/*********************************************/

/* SSL Handshake has completed. */

/*********************************************/

else

{
printf("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed.\n");
printf("rc == %d, returnValue - %d, operationCompleted = %d\n",

rc, ioStruct.returnValue, ioStruct.operationCompleted);

perror("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed");
return _ VOID(Failure);

1

/*********************************************/
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/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/

client_session_handle = ioStruct.descriptorHandle;

/* get the socket associated with the secure session */
rc=errno=0;
printf("gsk _attribute_get numeric_value()\n");
rc = gsk_attribute_get_numeric_value(client_session_handle,
GSK_FD,
&clientfd);
if (rc != GSK_OK)

printf("gsk attribute_get numeric_value() rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1
/* memset buffer to hex zeros =/
memset ((char *) buff, 0, sizeof(buff));
amtRead = 0;
/* receive a message from the client using the secure session */
printf("gsk_secure_soc_read()\n");
rc = gsk_secure_soc_read(client_session_handle,
buff,
sizeof (buff),
&amtRead) ;

if (rc != GSK_OK)

{
printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return;

1

/* write results to screen =*/

printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",
amtRead) ;

printf("%s\n",buff);

/* send the message to the client using the secure session */
amtWritten = 0;
printf("gsk_secure_soc_write()\n");
rc = gsk_secure_soc_write(client_session_handle,
buff,
amtRead,
amtWritten);
if (amtWritten != amtRead)
{
if (rc != GSK_OK)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
return __VOID(Failure);
}
1
/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buff);
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return _ VOID(Success);

}

/* end workerThread =*/
o X—=> TZ7o—)N)L - vF+27 - V—)LFv k (GSKit) APLJ |
ZJa—=/)N)b«tFa7 - V—=)LFv b (GSKit) 1. T FUr— 3> % SSLILTESLH5IC95 70
TIRTN A2 =T 2—ADEY hTT,
[149 X=> D Tl 7o—)\)) - vFa7 - V—=)LFv b APLICEDEFaT - 77347 2 SO |
ZOfITIE, Za—=/N)b - £FaY - V—=)LF v b (GSKit) APL ZHEH LT I147 > F2MALT 5
#EZERLET,
(128 X=> @ T JEFMT—¥ ZEZ2M)HT 5 GSKit T+ a7 - H—/\—] |
ZoFITIE, o=\ - tF a7 - V—)LF v b (GSKit) API ZfFHL T, tFa7 - —N—%E
ST ATEERLET,
ESPUY IFR:H
[QsoCreateIOCompletionPort()--Create 1/O Completion Port API|
[QsoWaitForlOCompletion()--Wait for I/0 Operation API|
[QsoDestroylOCompletionPort()--Destroy 1/O Completion Port API|
[pindO)--Set Local Address for Socket API|
[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|

|accept()——Wait for Connection Request and Make Connection API|

[zsk_environment_open()--Get a handle for an SSL environment AP]|

|gsk_attribute_set_buffer()-—Set character information for a secure session or an SSL environment APII

|gsk_attribute_set_enum()——Set enumerated information for a secure session or an SSL environment APII

|gsk_environment_init()--Initialize an SSL environment API|

[esk_secure_soc_open()--Get a handle for a secure session API|

|gsk_attribute_set_numeric_value()——Set numeric information for a secure session or an SSL environmend

|gsk_secure_soc_init()——Negotiate a secure session API]

pthread_join|

|gsk_secure_soc_close()--Close a secure session APII

[esk_environment_close()--Close an SSL environment API|

osk_attribute_get_numeric_value()--Get numeric information about a secure session or an SSL environment]

AP]

|gsk_secure_soc_write()--Send data on a secure session API]

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|

|gsk_secure_soc_read()——Receive data on a secure session APII
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Gl: FO—=/N\)b-EFa7 -VY=IbFy b APl LB ELFaT - V547 PO
ZOBITIE, Fa—=)N)b - FaT7 - V—I)LF v bk (GSKit) APl 2R LT I17 > F %ML T 5 hHiE
Z2RLUET,

LIFDOMIE, GSKit API 2T 2 Fa7 - 7531472 b®D API MOH L ZRLTWET,
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G3K 24 TF

gsk_environment_open () I
gsk_attribute_set_buffer UI
gsk_attribute_set_enum () I
gsk_environment_init I
socket () I
accept () -- connect () I
gsk_secure_soc_open () I
gsk_secure_soc_startinit () gesk_attribute_set_numeric_value ()
DR _{_I

- (EEMAN Kz —2) gsk_secure_soc_init ()

ADHER (FRAMT— 7 %E)

gsk_secure_soc_read ()
~MER
FEEN FLx—2] gsk_secure_soc_write ()

gsk secure soc_startRecv ()

ANERET
(FERM 7 — > 2(R)

gsk_secure soc write() ——m»  pgsk_secure_soc_read ()

gsk_secure_soc_close () I

gsk_environment_close () I
close I
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VTy bDARY bDZ70—: GSKit 2547+

Zo7O0—=Z, LFOY ) - 7TV =23 > TOIry MIECHLZRLTWET, ZOT 3147 >
rOFIZ, GSKit H—/N—ofl, BL H: JEFRIN R z—272fH9 2 GSKit TFa7 « —N\
—J] E—HIERL T ZE3 N,

1.
2.

10.
1.
12.

/*

/*
/*
/*
/*
/*
/*

/*
/*

gsk_environment_open() API 7%, SSL IRREANDN RIVZEZAFLET,

SSL RREEDBEMEZRET 572D gsk_attribute_set_xxxxx() ~NOD 1 [AIEZIFEREONENHL, D7
< &%, GSK_0S400_APPLICATION_ID fli% /=13 GSK_KEYRING_FILE fEZRET 5D D,
gsk_attribute_set_buffer() "D L, EBE5N—~HDEDOAHEZHREL £T,
GSK_0S400_APPLICATION_ID ZffiH 9 % Z L ZH#E45EL 9, gsk_attribute_set_enum() ZfEHL T,
TIUr—ay (547> bERIFY—IN—) DY 1T (GSK_SESSION_TYPE) H 43 #&EL T
7230,
gsk_environment_init() ~NOFENH L, ZOPFENH LIL, SSL 2T 5720 D Z OBREE 2 W E
L. ZOREZHEHLTCETINDTRNTO SSL Eya D SSL tFal 7 —EREREL
‘i‘é‘o
socket) API 2% 7w hatib FZ2ERR L £9, TDH%., 7 I53A47 > ME, $—N—-T7TUFr— 3>
\ZHEE T 572012, connect() API 25T L £T,
gsk_secure_soc_open() API 28, ¥+ a7 -ty aHOANL—YZAFL. BEOT 74V MEiz
REL, RELTEFa7 -ty a cBEL AP FOH L THEHATH2LEDOH DN\ > RIVER
bi-d—o
gsk_attribute_set_numeric_value() API 2%, % ¢EDYV 7y hEZDtF a7 -ty a  zaEMITE
j‘o
gsk_secure_soc_init() API 2%, SSL REBLNtFa7 - v a  IIRESNLEEZHFEHLT, &
Fa7 by aroxdir—3 g CEIEFEIICHIBL 9,
gsk_secure_soc_write() API 28, ¥+ a7 -ty a Or—4%2T7—H— - AL v RICTEZAAE
3—0
H#: GSKit H—/N—0DH#IDEE. D API 1L, gsk_secure_soc_startRecv() APl Z5%¢ T L7z —H— -
ALy RIZHLTT—2EEZAAET., EREHOFDOHEIL. 57 L7z gsk_secure_soc_startInit()
WL TEERAAET,
gsk_secure_soc_read() API 2%, ¥ 7 - v alz AL TAvE—2T0—H—+ AL v Rh5
ZELET,
gsk_secure_soc_close() API 7%, ¥ a7 - tva zaz&TLEd,
gsk_environment_close() API 73, SSL ¥REiZ/7 O0— XL 7,
close() API 2%, #fizafTLET,
ZOHOEREL->T. PRS0 T0— FEBT 55 1 £o Ahas £ OB a8 [0 & [
L7=zbDELET,
GSK Client Program using Application Id */
This program assumes that the application id is */
already registered and a certificate has been */
associated with the application id x/
*/
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(MYLIB/GSKCLIENT) */
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/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(GSKCLIENT) x/

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskss1.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define TRUE 1

#define FALSE 0

void main(void)

{
gsk_handle my_env_handle=NULL; /* secure environment handle x/
gsk_handle my session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
int buf_Tlen, rc = 0, sd = -1;
int amtWritten, amtRead;

char buff1[1024];

char buff2[1024];

/* hardcoded IP address (change to make address where server program runs) */
char addr[16] = "1.1.1.1";

/*********************************************/
/* Issue all of the command in a do/while x/
/* loop so that cleanup can happen at end */
/*********************************************/
do
{
/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */

rc = errno = 0;

rc = gsk_attribute_set_buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_CLIENT APP",
13);

if (rc != GSK_0K)
{
printf("gsk_attribute_set _buffer() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the client (this is the default =/

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_CLIENT_SESSION);

if (rc 1= GSK_OK)
{

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
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printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled =/
/* We will disable SSL_V2 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc = GSK_OK)

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set buffer(my_env_handle,
GSK_V3_CIPHER_SPECS,
"95", 7+ SSL_RSA_WITH RC4 128 SHA */
2);
if (rc != GSK_OK)

printf("gsk_attribute_set buffer() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* Initialize the secure environment x/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc = GSK_OK)
{
printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
sd = socket(AF_INET, SOCK_STREAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/* connect to the server using a set port number */
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{
perror("connect() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);

Viry k- Tars2g

153



if (rc != GSK_OK)
{
printf("gsk _secure _soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */

rc=errno=0;

rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)
{
printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake */
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_init() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* memset buffer to hex zeros =/
memset ((char =) buffl, 0, sizeof(buffl));

/* send a message to the server using the secure session */
strcpy (buffl,"Test of gsk_secure_soc_write \n\n");

/* send the message to the client using the secure session */
buf_len = strlen(buffl);
amtWritten = 0;
rc = gsk_secure_soc_write(my_session_handle, buffl, buf_len, &amtWritten);
if (amtWritten != buf _len)
{
if (rc != GSK_0K)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
break;
}
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
break;
}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buffl);

/* memset buffer to hex zeros */
memset ((char *) buff2, 0x00, sizeof(buff2));

/* receive a message from the client using the secure session */

amtRead = 0;
rc = gsk_secure_soc_read(my_session_handle, buff2, sizeof(buff2), &amtRead);
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if (rc != GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* write results to screen */

printf("gsk _secure_soc_read() received %d bytes, here they are ...\n",
amtRead) ;

printf("%s\n",buff2);

} while(FALSE);

/* disable SSL support for the socket */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the connection */
if (sd > -1)
close(sd);

return;

B
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TIITN A2 —=T—ADEy FTT,

B R

(128 X=> @ Tl JEFIFT—FZIEZEMEHT S GSKit EF a7 - —/N\—] |

ZoFITIE. ya—=/Nb - Fa7 - V—)bF v b (GSKit) APl ZHL T, £FaY - —N—%Z5
ST B SEERLUET,

(138 X=>@ Tl JEFIIN Rz —2 Z2@HTS GSKit £F a7 - B—/)N\—1 |
gsk_secure_soc_startlnit() API Zffifd % &, ERZERPTUHETELFaT - F—N— - T TU ¥y
—>a PEERTEET,

ESPUY [FR:

[socket()--Create Socket API|

[close()--Close File or Socket Descriptor API|

|connect()——Establish Connection or Destination Address API]

[esk_environment_open()--Get a handle for an SSL environment API|

|gsk_attribute_set_buffer()--Set character information for a secure session or an SSL environment API]

|gsk_attribute_set_enum()——Set enumerated information for a secure session or an SSL environment API|

[esk_environment_init()--Initialize an SSL environment API|

[esk_secure_soc_open()--Get a handle for a secure session API|

|gsk_attribute_set_numeric_value()——Set numeric information for a secure session or an SSL environmentl
AP

|gsk_secure_soc_init()—-Negotiate a secure session API]
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|gsk_secure_soc_close()——Close a secure session APII

[zsk_environment_close()--Close an SSL environment API|

|gsk_secure_soc_write()--Send data on a secure session API]

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

|gsk_secure_soc_read()—-Receive data on a secure session API]

f5l: SSL_ APl IC&BtEF+a27 - Y—N—0DHEIL

tF a7 - 7 TUr— 3 20d. GSKit API 7217 T72<, SSL_ APl #ffio TIERT AL TEET,
SSL_ API 1% i5/0S XL —F 4 27 « VAT LICOIREHELET,

LRIz, a7 « B—N—ZERTDIHHEINS 7y & SSL. API Z.RrUET,
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SSL —ii— SSL #F4F7~b

SSL_Init_Apelication() | ['ssL_lnit_hnm ication ()
socket UI
hmdu|
listen UI
accept UI-I— {EiRREIr —gonnect []I

SSL Create () | ®&S/$5A—%— | SSL Creale ()
EFFROdI—
vawdtd
$SL_Handshake 0 |} - | SSL_Handshake 0|
SSL_Read 0 . —j,% ——{[ssLwrite 0

SSLWrite 0 f— LR [T Read 0

SSL_Destroy 0 | SSL Destroy 0 |
close () I r close () I

close
(Uz:}#-u?wbi

Iy bDARYMD70—: SSL_ APl 2{EAT2t+a27 - —Nn—

Bl

st

PUR DAL, SSL H—/N—ZFEfTa[fEICL T SSL 7 94 7 > M EilfEd % APl RLORERZRL T

i‘g_o

1. OV L SSL_Init() ¥7z1% SSL_Init_Application()e Z DIFEUNH LIZ. SSL ALEEFH O 2 a T B 2 W%
EL, BT a 7 THEITSINSGTARTO SSL v a D SSL tFa U7 —EHEREL XTI,
EE5Mh—HD API OHZEMAL £, SSL_Init_Application() API ZifH T 5 L &ML £,

H: LR 7025 LB, SSL_Init_Application API ZffifHL TWE T,

2. H—/)N—Id socket() ZM-UNHLTY v heid FE2E&EL 9,

3. B —/N—IF bind(). listen(). BELW accept() ZMNHL TH—/N— " 707 T LD EIFELL £
To
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H—/N—13 SSL_Create() ZMN-UH L TSNV 7y MIDWT SSL Hh— &4 LT,
H—/N—13 SSL_Handshake() ZMUH L THF/NTA—F—0 SSL N> R z—r « x> IT—23
CERIBLET,

H—/N—1F SSL_Write() HEL N SSL_Read() ZIMFUNH L., T—¥Z2EZELET,

B —/N—13 SSL_Destroy() ZM-OHL TV 7w ~®D SSL Hih—haEfHAICLET,

H—/N—1F close() ZFENH L TSN TSy FEHEL XTI,

Iy hDAR M D70—: SSL_ APl 2ERAT2€Fa7 - 95470

1

/*

/*
/*
/*
/*
/*

/*
/*
/*
/*

FEONH U SSL_Init() E 7213 SSL_Init_Application()e Z DFEOH LIk, SSL ABEH D P 3 TEEE & f1H1E%
EL, BT a 7 TEITINDTRTO SSL vy a HOD SSL tFa U5 —ERERELET,
EE5MM—FHD API OAZEHAL £, SSL_Init_Application API ZfffHd25Z E&H#ERL £T,

H: Lo 7027 Z AFIE. SSL_Init_Application API ZffiH L TWET,
7147 > M socket() ZIFONHL TV 7y Mgk FZ2E&EL £,
7947 > MZ connect() ZMNUOHL T IA4T7 >k - 70075 LOEREEHELLET,

7947 > Mi& SSL_Create() ZFEONH L THEGI SNV &y MIZDWT SSL iR —h&2F 1L E
—a-o

2747 > M& SSL_Handshake() ZM-ONMH L THEH/XT A—F—@ SSL N> R z—7 « xOTTIT—
TalERBLET,

7547 > ME SSL_Read() BE N SSL_Write() ZMENHL TTF—¥ 2 EZEL T,

27547 > & SSL_Destroy() ZFFOH L TY 7w h® SSL Hh— M &FEHARTICLET,

7947 > ME close() ZMFUNH L THEHR SN TS Xy MEBELET,

: ZOY 7T AFINET VRV A - 773U —%HLET. LML, AFINET6 7 RL X - 77
SY—ZHHTAEIIICLETSHIEHTEXT, ZOFOFEMAZE-> T, RIIRXR=20 Ta—RIiCH]|
B2t AFab L ORI PRIFCAEL D ELET,

SSL Server Program using SSL_Init_Application x/

Assummes that application id is already registered */
and a certificate has been associated with the */
application id. */

No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: x/

CRTBNDC PGM(MYLIB/SSLSERVAPP) x/

SRCFILE(MYLIB/CSRC) */
SRCMBR (SSLSERVAPP) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gsossl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>

void main(void)

{

SSLHandle *ssTh;
SSLInitApp sslinit;

struct sockaddr_in address;
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int buf_Ten, on = 1, rc = 0, sd, 1sd, al;
char buff[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128 SHA;

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinitapp structure to hex zeros */
memset ((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinit app structure */
sslinit.applicationID = "MY_SERVER_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuitelListlLen = 0;

/* allocate and set pointers for certificate buffer =/
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
ssTinit.localCertificateLen = malloc_size;

/* initialize ss1 call SSL_Init_Application =/
rc = SSL_Init_Application(&sslinit);

if (rc 1= 0)

{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);
return;

}

/* initialize a socket to be used for listening */
1sd = socket(AF_INET, SOCK STREAM, 0);
if (1sd < 0)
{
perror("socket() failed");
return;

}

/* set socket so can be reused immediately =*/
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char *)&on,
sizeof(on));
if (rc < 0)

perror("setsockopt() failed");
return;

}

/* bind to the local server address =*/

memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;

address.sin_port = 13333;

address.sin_addr.s_addr = 0;

rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)

perror("bind() failed");
close(1sd);
return;

}

/* enable the socket for incoming client connections */
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listen(1sd, 5);

if (rc < 0)

{
perror("listen() failed");
close(1sd);
return;

}

/* accept an incoming client connection x*/
al = sizeof(address);
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
close(1sd);
return;

}

/* enable SSL support for the socket */
sslh = SSL Create(sd, SSL_ENCRYPT);
if (ssTh == NULL)
{
printf("SSL_Create() failed with errno = %d.\n", errno);
close(1sd);
close(sd);
return;

}

/* set up parameters for handshake */
sslh -> protocol = 0;

ssTh -> timeout = 0;

sslh -> cipherSuitelList = &cipher;
sslh -> cipherSuitelListlLen = 1;

/* initiate the SSL handshake =/
rc = SSL_Handshake(ss1h, SSL_HANDSHAKE_AS_SERVER);
if (rc = 0)
{
printf("SSL_Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);
SSL_Destroy(ssth);
close(1sd);
close(sd);
return;

}

/* memset buffer to hex zeros =/
memset ((char *) buff, 0, sizeof(buff));

/* receive a message from the client using the secure session */
rc = SSL_Read(ss1h, buff, sizeof(buff));
if (rc < 0)
{
printf("SSL_Read() rc = %d and errno = %d.\n",rc,errno);
rc = SSL Destroy(sslh);
if (rc !=0)
printf("SSL Destroy() rc = %d and errno = %d.\n",rc,errno);
close(T1sd);
close(sd);
return;

}

/* write results to screen */
printf("SSL Read() read ...\n");
printf("%s\n",buff);

/* send the message to the client using the secure session x/
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buf _len = strlen(buff);
rc = SSL_Write(sslh, buff, buf_len);
if (rc != buf_len)

if (rc < 0)
{
printf("SSL_Write() failed with rc = %d.\n",rc);
SSL_Destroy(ss1h);
close(1sd);
close(sd);
return;

}

else

{
printf("SSL Write() did not write all data.\n");

SSL_Destroy(ss1h);
close(1sd);
close(sd);
return;
}
1

/* write results to screen */
printf("SSL Write() wrote ...\n");
printf("%s\n",buff);

/* disable SSL support for the socket */
SSL_Destroy(ss1h);

/* close the connection */
close(sd);

/* close the Tistening socket =/
close(1sd);

return;

[53 X—> o TSSL_APLJ |

SSL_ APl ZffiHd 5 &, 7OV I3 —id i5/0S ARV —F4 27 + AT LETEF2T -V Ty
k77U —2a a2 ERTEXT,

[162 A= D Tfil: SSL_ API I LB FaT - 7547 > SO |

ZoBITIE, SSL_ APl 2225147 >k« 77U r— 3 2, SSL_API 2T 55 —N
— 77— a ElETELLDICLET,

ESPUY [FR:

[SSL_Init()--Initialize the Current Job for SSL API|

SSL_Init_Application()--Initialize the Current Job for SSL Processing Based on the Application Identifier]
AP]

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[pindO)--Set Local Address for Socket API|

[accept()--Wait for Connection Request and Make Connection API|

[close()--Close File or Socket Descriptor API|

[connect()--Establish Connection or Destination Address API|
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[SSL_Create()--Enable SSL Support for the Specified Socket Descriptor API|
[SSL_Destroy()--End SSL Support for the Specified SSL Session API|
[SSL_Handshake()--Initiate the SSL Handshake Protocol API|
[SSL_Read()--Receive Data from an SSL-Enabled Socket Descriptor API|
[SSL_Write()--Write Data to an SSL-Enabled Socket Descriptor API|

f5l: SSL_ API IC&K3tEF+a27 - 9547 bDMEIL

ZOHFITIE, SSL_ API 2T 27 947>« 77— 3 >M, SSL_API #fiHd 509 —/)N— -
TITU =3 VERETESLXIDICLET,

H: ZOHIOERZEDH ST, RIIAR=0 TO—=RIZBET ST 1 2 2IERB X OE G HEH) (DEFICHEE
L72bDELET,

/* SSL Client Program using SSL_Init Application */
/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. x/
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */
/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/SSLCLIAPP) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR (SSLCLIAPP */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <ctype.h>
#include <sys/socket.h>
#include <gsossl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <errno.h>

/* Making this simple - no parameters =/
void main(void)
{

SSLHandTe *sslh;

SSLInitApp sslinit;

struct sockaddr_in address;

int buf_Ten, rc = 0, sd;

char buff1[1024];

char buff2[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128 SHA;

/* hardcoded IP address */
char addr[16] = "1.1.1.1";

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinit structure to hex zeros x/
memset ((char *)&sslinit, 0, sizeof(sslinit));

/* fi11 in values for sslinitapp structure */

/* using an existing app id */
sslinit.applicationID = "MY_CLIENT_APP";
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sslinit.applicationIDLen = 13;

sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuitelListlLen = 0;

/* allocate and set pointers for certificate buffer =/
malloc_ptr = (voidx) malloc(malloc_size);
sslinit.localCertificate = (unsigned charx) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ss1 call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);

if (rc !=0)

{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);
return;

}

/* initialize a socket */
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
return;

}

/* enable SSL support for the socket */
sslh = SSL_Create(sd, SSL_ENCRYPT);
if (sslh == NULL)

printf("SSL Create() failed with errno = %d.\n", errno);
close(sd);
return;

}

/* connect to the server using a set port number */
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("connect() failed");

close(sd);

return;

}

/* set up to call handshake, setting cipher */
ss1h -> protocol = 0;

ssTh -> timeout = 0;

sslh -> cipherSuitelList = &cipher;

ss1h -> cipherSuitelListlLen = 1;

/* initiate the SSL handshake - as a CLIENT =/

rc = SSL_Handshake(ss1h, SSL_HANDSHAKE AS CLIENT);
if (rc !'=0)

{

printf("SSL_Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);

close(sd);

return;

}

/* send a message to the server using the secure session */
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strcpy (buffl,"Test of SSL_Write \n\n");
buf_len = strlen(buffl);

rc = SSL Write(sslh, buffl, buf Ten);
if (rc != buf_len)

if (rc < 0)
{

printf("SSL Write() failed with rc = %d and errno = %d.\n",rc,errno);
SSL_Destroy(ssih);

close(sd);

return;

}

else

{
printf("SSL Write() did not write all data.\n");
SSL_Destroy(ssih);
close(sd);
return;

}

1

/* write the results to the screen */
printf("SSL_Write() wrote ...\n");
printf("%s\n",buffl);

memset ((char *) buff2, 0x00, sizeof(buff2));

/* receive the message from the server using the secure session */
rc = SSL_Read(sslh, buff2, buf_len);
if (rc < 0)
{
printf("SSL_Read() failed with rc = %d.\n",rc);
SSL_Destroy(ssih);
close(sd);
return;

}

/* write the results to the screen */
printf("SSL_Read() read ...\n");
printf("%s\n",buff2);

/* disable SSL support for the socket */
SSL_Destroy(sslh);

/* close the connection by closing the Tocal socket */
close(sd);
return;

B R
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5l: gethostbyaddr r() Z#ERL/=AVYF - =27 - Ry bT—=5 - )b—

7

ZO7 17T LFIE, gethostbyaddr r() API ZfHL TWET., ZETORREIC _r DMV TNBMDTRT

DIIV=F UL T4V A%ZRHB, ALy R =7 TY,

Zo7a7 I LTI, IP Y RLAZ Ry b 10 #XKELTEL, RAMEHRBL XTI,

H: ZOHIOERZEDH- T, RIIR=V0 TO—RIZBET S 71 2 2ERP L OE R HIEH) D&EEICFE

L7zbD&ELET,
[ kK gk kkk ok k ko k ok ok k ok ok dk ok ok ke k ok kA R R /
/* Header files */

/********************************************************/
#include </netdb.h>

#include <sys/param.h>

#include <netinet/in.h>

#include <stdlib.h>

#include <stdio.h>

#include <arpa/inet.h>

#include <sys/socket.h>

#define HEX00 '\x00'

#define NUMPARMS 2

/********************************************************/

/* Pass one parameter that is the IP address in */
/* dotted decimal notation. The host name will be */
/* displayed if found; otherwise, a message states */
/* host not found. */

/********************************************************/
int main(int argc, char =*argv[])

{

int rc;

struct in_addr internet_address;

struct hostent hst_ent;

struct hostent_data hst_ent_data;

char dotted_decimal_address [16];

char host_name[MAXHOSTNAMELEN] ;

/**********************************************************/

/* Verify correct number of arguments have been passed

*/

/**********************************************************/

if (argc != NUMPARMS)
{

printf("Wrong number of parms passed\n");

exit(-1);

}
EZIEIIEE KhKFIIK KKK KKK B X T /
/* Obtain addressability to parameters passed */

/**********************************************************/

strcpy(dotted_decimal_address, argv[1]);

hhkkhhkkhhrrhhrrhhhrhhhrhkhhhh k% %%k ok Kk k ok ke k kK ke kK ok k K Kk Kk *kkkk
/ /

/* Initialize the structure-field

/* hostent_data.host_control_blk with hexadecimal zeros
/* before its initial use. If you require compatibility
/* with other platforms, then you must initialize the
/* entire hostent_data structure with hexadecimal zeros.

*/
*/
*/
*/
*/

/**********************************************************/

/* Initialize to hex 00 hostent_data structure

*/

/**********************************************************/

memset (&hst_ent_data,HEX00,sizeof(struct hostent_data));

/**********************************************************/

/* Translate an IP address from dotted decimal */
/* notation to 32-bit IP address format.

*/

iy bke7ars5327 165



/**********************************************************/
internet_address.s_addr=inet_addr(dotted_decimal_address);

/************ """"""""" *****************************/
/* Obtain host name x/
/**********************************************************/
/**********************************************************/

/* NOTE: The gethostbyaddr r() returns an integer. */
/* The following are possible values: */
/* -1 (unsuccessful call) */
/* 0 (successful call) */

/**********************************************************/
rc=gethostbyaddr_r((char *) &internet_address,
sizeof(struct in_addr), AF_INET,
&hst_ent, &hst ent data);

if (rc== -1)
{
printf("Host name not found\n");
exit(-1);

else
{

/*****************************************************/

/*  Copy the host name to an output buffer */

/*****************************************************/

(void) memcpy((void *) host_name,
/****************************************************/
/* You must address all the results through the */
/* hostent structure hst_ent. */
/* NOTE: Hostent data structure hst ent data is just =*/
/* a data repository that is used to support the */
/* hostent structure. Applications should consider =/
/* hostent_data a storage area to put host level data */
/* that the application does not need to access. x/
/****************************************************/

(void *) hst_ent.h_name,

MAXHOSTNAMELEN) ;
/*****************************************************/
/* Print the host name */

/*****************************************************/
printf("The host name is %s\n", host_name);

}
exit(0);
}
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[zethostbyaddr_r()--Get Host Information for IP Address API|
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fl: IETOYF U TAENE LD select()
ZOY ) TaT I AL ETOYF T E select() API 2FEHTEZY—N— - 7S r—a
RLTWET,

socket ()
isctl O
bind

listen ()

Fltt

FD_ZERD ()

FD_SET ()

2L LFPY select ()
d_'r-'x'j'{m b 7 3
‘.J'#&':JE:!-( close () FD_ISSET ()
a= 7—' Po2547 - M
¥3 PYA=H . cER 74
7o9S A L
HETETS accept () recy [ recy
-nf/ data
FD_SET [ I clogse () I send () I
A FD_CLR UI A

A

|

LA

YTy bDARrD70—: T7AYF 2T 10 LY select() ZERAT HH—/N—

ZOFITHEASINAEONHLIE, UFTOEBDTY,

1. socket() API 73, ¥WimZ& IV 7w Fidid TZE2RLET, AT—HFARNE. ZDOVYT Y FDEDIT
INET (f > —%v bh-70RI)) YRLA - T773IU—& TCP hF > AKR—bF (SOCK_STREAM)
AT AHZEHRLET,
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ioctl) API 12XV, HEREFEBRRIN T 20— N—Z2FHIRH L 2G5, o—H)b - Y RL A
EHAATESLSICR0DET, ZOHITIE. Viry hEETOYFOVICHRELET., £EERERR
DI RTDOI 7w M listen V7w RIS DIREEZMAT HDT, IETOvF 7m0 ET,

3. Uy bR FMER S 72, bind) 2N V7w bOEFHAZREL XTI,

listen() IC&KD. U—N—DFEI 47 > FEREZITANSNDLDIT/RDET,

B—N—13, BREEHERZEZZTANDZDIT accept() API ZHHL £J, accept() API FEUNH L
3 EEEREFKRL T BRI Oy 2 LET,

select() API 12X D, 7OBANA R FNOFEZFEL T, AN SN BETLZET AT VT T
L5EICHBDET, ZOHDOEHE. select() APL &, WLEEDUEfENEE S 7= 7w MR 7% & 95l %
RLET,

0 TOVAMTA LT I RIRDIEEERZLET, ZOFITIE. Y1477 8D 30 ICRES
NTnxd,

-1 MEENERL-Z 2R LET,

1 M DWEFOE S =GR TN 1| DETFHBZEEZERLET., ZOMTIE. 1 NEIND &,
FD_ISSET &#&fedD) 7y MEONH LN —EZTEITINET,

n WHERS Otk F0ER S D 2R LET, ZOFITIE. n NESINDE, FD_ISSET &%
HOIA— R —T L., U—N—0ZE L ZIEFEIH > TEREZUHEL £7,

EWOULDBLOCK MRS #15 &, accept() BELD recv() API DN5E T LET,

send) APL 2, 79147 > MIT—F%EDIKELET,

close() API 28, A—7>LTWsY 7y btk F2dXRT/7O0—XLET,

H: ZOBIOERZEH ST, RIIAR=0 TO—=RIZET S T4 2 2IERB LR HE] D&EFICHEE

LzbDELET,

#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE

main (int argc, char =*argv[])

{

int i, len, rc, on = 1;

int listen_sd, max_sd, new_sd;

int desc_ready, end_server = FALSE;

int close_conn;

char  buffer[80];

struct sockaddr_in  addr;

struct timeval timeout;

struct fd_set master_set, working_set;

/*************************************************************/
/* Create an AF_INET stream socket to receive incoming */
/* connections on */
/*************************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);

if (1isten_sd < 0)

{
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perror("socket() failed");

exit(-1);
/*************************************************************/
/* Allow socket descriptor to be reuseable */

/*************************************************************/
rc = setsockopt(listen_sd, SOL_SOCKET, SO_REUSEADDR,
(char =)&on, sizeof(on));

if (rc <0)
{

perror("setsockopt() failed");

close(listen_sd);

exit(-1);
1

/*************************************************************/
/* Set socket to be nonblocking. A11 of the sockets for */
/* the incoming connections will also be nonblocking since =*/
/* they will inherit that state from the listening socket. x/
/*************************************************************/
rc = ioct1(1isten_sd, FIONBIO, (char =*)&on);
if (rc < 0)
{

perror("ioct1() failed");

close(listen_sd);

exit(-1);
}
JEZTETS kKK xR I IR KRRk hh kI I h* Kk kK Kk kK xx I IR KRRk kI *hh kKK Kk *kkkkkk [
/* Bind the socket */

/*************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************************/
/* Set the Tisten back Tlog */

/*************************************************************/
rc = listen(listen_sd, 32);
if (rc < 0)

perror("listen() failed");

close(listen_sd);

exit(-1);
/*************************************************************/
/* Initialize the master fd_set */

/*************************************************************/
FD_ZERO(&master_set);

max_sd = Tisten_sd;

FD_SET(listen_sd, &master set);

/*************************************************************/
/* Initialize the timeval struct to 3 minutes. If no */

/* activity after 3 minutes this program will end. */
/*************************************************************/
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timeout.tv_sec 3 * 60;

timeout.tv_usec = 0;

/*************"""'"'"""'*******************************/
/* Loop waiting for incoming connects or for incoming data =*/
/* on any of the connected sockets. */

/*************************************************************/
do

/**********************************************************/

/* Copy the master fd_set over to the working fd_set. */

/**********************************************************/
memcpy (&working_set, &master_set, sizeof(master_set));

/**********************************************************/

/% Call select() and wait 5 minutes for it to complete. */
/**********************************************************/

printf("Waiting on select()...\n");
rc = select(max_sd + 1, &working_set, NULL, NULL, &timeout);

/**********************************************************/

/* Check to see if the select call failed. x/
/***************************'"'"'"""'"""'***"""'/
if (rc < 0)
{

perror(" select() failed");

break;
}
R R R R R a2 R T A s T
/* Check to see if the 5 minute time out expired. */
/**********************************************************/
if (rc == 0)
{

printf(" select() timed out. End program.\n");
break;

}

/**********************************************************/

/* One or more descriptors are readable. Need to */

/* determine which ones they are. x/

/**********************************************************/

desc_ready = rc;

for (i=0; i <= max_sd && desc_ready > 0; ++i)
/*******************************************************/
/* Check to see if this descriptor is ready */
/*******************************************************/
if (FD_ISSET(i, &working_set))

/****""""""""'*******************************/
/* A descriptor was found that was readable - one */
/* less has to be looked for. This is being done */
/* so that we can stop looking at the working set =/
/* once we have found all of the descriptors that =*/
/* were ready. */
/****************************************************/
desc_ready -= 1;

/****************************************************/
/* Check to see if this is the listening socket */
/****************************************************/
if (i == listen_sd)

printf(" Listening socket is readable\n");
/*************************************************/

/* Accept all incoming connections that are */
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/* queued up on the Tlistening socket before we x/
/* loop back and call select again. x/
/*************************************************/
do

{

/**********************************************/

/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. */

/**********************************************/
new_sd = accept(listen_sd, NULL, NULL);
if (new_sd < 0)
{
if (errno != EWOULDBLOCK)
{
perror(" accept() failed");
end_server = TRUE;

break;
/**********************************************/
/* Add the new incoming connection to the */
/* master read set */

/**********************************************/
printf(" New incoming connection - %d\n", new_sd);
FD_SET(new_sd, &master_set);
if (new_sd > max_sd)

max_sd = new_sd;

/**********************************************/

/* Loop back up and accept another incoming */

/* connection x/

/**********************************************/
} while (new_sd != -1);

}

/****************************************************/
/* This is not the Tistening socket, therefore an =*/
/* existing connection must be readable x/
/****************************************************/
else

printf(" Descriptor %d is readable\n", i);

close_conn = FALSE;
/*************************************************/

/* Receive all incoming data on this socket x/
/* before we loop back and call select again. x/
/**************************** """"""""""" /
do

{

/**********************************************/
/* Receive data on this connection until the =*/
/* recv fails with EWOULDBLOCK. If any other */
/* failure occurs, we will close the */
/* connection. */
/**********************************************/
rc = recv(i, buffer, sizeof(buffer), 0);
if (rc < 0)
{
if (errno != EWOULDBLOCK)
{
perror(" recv() failed");
close_conn = TRUE;

}
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break;

1

/********************** """"""""" *******/
/* Check to see if the connection has been */
/* closed by the client */

/**********************************************/
if (rc == 0)

printf(" Connection closed\n");

close_conn = TRUE;

break;
/**********************************************/
/* Data was received */

/**********************************************/
len = rc;
printf(" %d bytes received\n", len);

/**********************************************/

/* Echo the data back to the client */
[k F gk Kk kk ok k ko k ok ok k ok ok k ok ok dok ok k ok ko K Kk kkkkhk Kk /
rc = send(i, buffer, len, 0);

if (rc < 0)

{
perror(" send() failed");
close_conn = TRUE;
break;

}

} while (TRUE);

/*************************************************/

/* If the close_conn flag was turned on, we need */
/* to clean up this active connection. This x/
/* clean up process includes removing the x/
/* descriptor from the master set and */
/* determining the new maximum descriptor value =*/
/* based on the bits that are still turned on in */
/* the master set. */

/*************************************************/

if
{

(close_conn)

close(i);
FD_CLR(i, &master_set);
if (i == max_sd)

while (FD_ISSET(max_sd, &master_set) == FALSE)
max_sd -= 1;
1

} /* End of existing connection is readable */
} /* End of if (FD_ISSET(i, &working set)) */

} /* End of

Toop through selectable descriptors */

} while (end_server == FALSE);

/*************************************************************/

/* Clean up all of the sockets that are open

*/

/*************************************************************/

for (i=0; i <= max_sd; ++i)

if (FD_ISSET(i, &master_set))
close(i);
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lioctl)--Perform 1/0 Control Request API|

|send()——Send Data API|
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[close()--Close File or Socket Descriptor API|

|socket()——Create Socket API1
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1. socket() API 7%, il Z2®d /7y bbb FZ2RL KT, AT—hAZ NI, ZOVT Y bD7ZDIT
AF_INET (f > ¥ —%v bk -70O0Rr2)) YRLA - 773 —& TCP hT > AHR—h
(SOCK_STREAM) Zfifd25ZEHRUET,

2. setsockopt() API IZ& V., HERFGFERENN 7 21— N\N—2"FHHE L2581, 77U r—a
AFo—H) - Y RV AZHAHTESLDITRD £T,

3. doctl) APL 1, V7w h2ETOYF I VICREL T, KLEREKOTRTOY T v M listen
Ty RIS DIREEZE KT HDT, JETOwF IR0 ET,

4. V7w RRCbFOMERR S N2, bind() API 2%, V7w hOBEFLEREGL £,

5. listen() API FEOVHLICEK D, H—=N—WERFBI 747 > MEREZZITANSNAH XD IRV T,

6. poll) API IZXD., JOBAMA RN NOREEFHEL T, AR IDHEETHETVA VT Vv T T 5
£V ET, poll() API IF. LA FDEDOWTNNE RS rlfetEntd D £77,
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-1 MIBINK LIz & 2R L ET,
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7. EWOULDBLOCK NEREX31% &, accept() BEL recv() API N5ET LT,

8. send() API 28, 7947 > MNZT—4%Z#£0DRLET,
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LEEbDELET,

#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/poll.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char =*argv[])

{
int len, rc, on = 1;
int listen_sd = -1, new_sd
int desc_ready, end_server
int close_conn;
char  buffer[80];
struct sockaddr_in  addr;
int timeout;
struct pollfd fds[200];
int nfds = 1, current_size = 0, i, J;

-1;
FALSE, compress_array = FALSE;

[ F gk ke kk Kk k ko dok ko ok R R R R Kk kxhh kKA /
/* Create an AF_INET stream socket to receive incoming */
/* connections on */
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/*************************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{
perror("socket() failed");
exit(-1);
}

/*************************************************************/

/* Allow socket descriptor to be reuseable */
/ """"" *khkkkkhkkhkk k% *************************************/

rc = setsockopt(1isten_sd, SOL_SOCKET, SO _REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)

{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/

/* Set socket to be nonblocking. A1l of the sockets for */
/* the incoming connections will also be nonblocking since =/
/* they will inherit that state from the listening socket. =*/
/*************************************************************/
rc = ioct1(listen_sd, FIONBIO, (char *)&on);
if (rc < 0)
{

perror("ioct1() failed");

close(listen_sd);

exit(-1);
}

/*************************************************************/

/* Bind the socket */
/*************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(Tisten_sd,
(struct sockaddr *)&addr, sizeof(addr));

if (rc < 0)
{

perror("bind() failed");

close(listen_sd);

exit(-1);
}

/*************************************************************/
/* Set the listen back log */
/*************************************************************/
rc = listen(1isten_sd, 32);
if (rc <0)
{

perror("listen() failed");

close(listen_sd);

exit(-1);
}

/*************************************************************/
/* Initialize the pollfd structure */

L e 5k 5o 36 e ek ok ok ok ok ok o o e ek ok ok ok ok o n——y

memset (fds, 0 , sizeof(fds));

/*************************************************************/

/* Set up the initial Tistening socket */
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/*************************************************************/
fds[0].fd = listen_sd;
fds[0].events = POLLIN;

/**************"""'"""""******************************/
/* Initialize the timeout to 3 minutes. If no x/
/* activity after 3 minutes this program will end. */
/* timeout value is based on milliseconds. */

/*************************************************************/

timeout = (3 * 60 * 1000);

/**************"""'"'"""'******************************/
/* Loop waiting for incoming connects or for incoming data =*/
/* on any of the connected sockets. */

/*************************************************************/
do

/***********************************************************/
/* Call pol1() and wait 3 minutes for it to complete. */
/***********************************************************/
printf("Waiting on pol1()...\n");

rc = poll(fds, nfds, timeout);

R R R R 2 S T4
/* Check to see if the poll call failed. */
/***********************************************************/
if (rc < 0)
{ perror(" poll() failed");

break;

}

/***********************************************************/
/* Check to see if the 3 minute time out expired. */
/***********************************************************/
if (rc == 0)

printf(" pol1() timed out. End program.\n");

break;

}

/***********************************************************/

/* One or more descriptors are readable. Need to */

/* determine which ones they are. */

/***********************************************************/

current_size = nfds;

for (i = 0; i < current_size; i++)
/*********************************************************/
/* Loop through to find the descriptors that returned */
/* POLLIN and determine whether it's the Tlistening */
/* or the active connection. */
/*********************************************************/
if(fds[i].revents == 0)

continue;

/*********************************************************/
/* 1f revents is not POLLIN, it's an unexpected result, =*/
/* log and end the server. */
/*********************************************************/

if(fds[i].revents != POLLIN)
{
printf(" Error! revents = %d\n", fds[i].revents);

end_server = TRUE;
break;
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if (fds[i].fd == Tisten_sd)
{

/*******************************************************/

/* Listening descriptor is readable. */
/*******************************************************/

printf(" Listening socket is readable\n");

/*******************************************************/

/* Accept all incoming connections that are */
/* queued up on the listening socket before we */
/* loop back and call poll again. */

/*******************************************************/
do

/*****************************************************/

/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. */

/*****************************************************/
new_sd = accept(listen_sd, NULL, NULL);
if (new_sd < 0)
{
if (errno != EWOULDBLOCK)
{
perror(" accept() failed");
end_server = TRUE;
}
break;

}

/*****************************************************/
/* Add the new incoming connection to the */
/* pollfd structure */
/*****************************************************/
printf(" New incoming connection - %d\n", new_sd);
fds[nfds].fd = new sd;

fds[nfds].events = POLLIN;

nfds++;

/*****************************************************/

/* Loop back up and accept another incoming */

/* connection */

/*****************************************************/
} while (new_sd != -1);

}

/*********************************************************/

/* This is not the listening socket, therefore an */

/* existing connection must be readable */
/*********************************************************/

else

{
printf(" Descriptor %d is readable\n", fds[i].fd);
close _conn = FALSE;
/*******************************************************/
/* Receive all incoming data on this socket */

/* before we loop back and call poll again. */
/*******************************************************/

do

{
/*****************************************************/
/* Receive data on this connection until the */
/* recv fails with EWOULDBLOCK. If any other */
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/* failure occurs, we will close the */
/* connection. */
/*****************************************************/
rc = recv(fds[i].fd, buffer, sizeof(buffer), 0);

if (rc < 0)

{

if (errno != EWOULDBLOCK)

{
perror(" recv() failed");
close _conn = TRUE;

}

break;

}

/*****************************************************/
/* Check to see if the connection has been */
/* closed by the client */

/*****************************************************/

if (rc == 0)
{

printf(" Connection closed\n");
close_conn = TRUE;
break;

}

/*****************************************************/

/* Data was received */
/*****************************************************/
len = rc;

printf(" %d bytes received\n", len);

/*****************************************************/

/* Echo the data back to the client */

/*****************************************************/
rc = send(fds[i].fd, buffer, len, 0);
if (rc <0)
{
perror(" send() failed");
close_conn = TRUE;
break;

1
} while(TRUE);

/*******************************************************/

/* If the close_conn flag was turned on, we need %/
/* to clean up this active connection. This */
/* clean up process includes removing the */
/* descriptor. */

/*******************************************************/
if (close_conn)
{

close(fds[i].fd);

fds[i].fd = -1;

compress_array = TRUE;

}

} /% End of existing connection is readable */
} /* End of loop through pollable descriptors */
/***********************************************************/
/* If the compress_array flag was turned on, we need */
/* to squeeze together the array and decrement the number */

/*
/*
/*

of file descriptors. We do not need to move back the */
events and revents fields because the events will always*/
be POLLIN in this case, and revents is output. */
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/***********************************************************/
if (compress_array)

compress_array = FALSE;
for (i = 0; i < nfds; i++)

if (fds[i].fd == -1)
{
for(j = i; j < nfds; j++)
fds[j].fd = fds[j+1].fd;

nfds--;
}
}
1

} while (end_server == FALSE); /* End of serving running. */

/*************************************************************/

/* Clean up all of the sockets that are open */
/*************************************************************/

for (i = 03 i < nfds; i++)
{
if(fds[i].fd >= 0)
close(fds[i].fd);

ESPULY IFR:H

[accept()--Wait for Connection Request and Make Connection API|
[recv()--Receive Data API|

lioctl)--Perform 1/0 Control Request API|

|send()—-Send Data API]

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|
|socket()—-Create Socket API]

[pindO)--Set Local Address for Socket API|
[setsockopt()--Set Socket Options API|

[poll)--Wait for Events on Multiple Descriptors API|
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socket ()

1

bind (

1

listen ()

accept ()

T

FALF D
wRLEHS

close [
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socket() API 2%, UimiZaR TV Ty Fdib FZ2RELET, AT — A NI 2DV T Y hDDIT
AF_INET (f > —%v h-70O0Rr2)) YRLA - 773 —& TCP b > AHR—h
(SOCK_STREAM) ZfiHdT5ZEHRLET,
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/******************************************************************/

/* Example shows how to set alarms for blocking socket APIs */
/******************************************************************/

/******************************************************************/
/* Include files */
/******************************************************************/
#include <signal.h>
#include <unistd.h>
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#include <stdio.h>
#include <time.h>
#include <errno.h>
#include <sys/socket.h>
#include <netinet/in.h>

/******************************************************************/
/* Signal catcher routine. This routine will be called when the =/
/* signal occurs. */
/******************************************************************/
void catcher(int sig)

printf("  Signal catcher called for signal %d\n", sig);

[ kK gk ke kk ok kk ko k ok ok k ok ok dk ok ok ke k ok kA B *kkkkkhkk [
/* Main program */
/******************************************************************/
int main(int argc, char xargv[])
{

struct sigaction sact;

struct sockaddr_in addr;

time_t t;

int sd, rc;

/******************************************************************/
/* Create an AF_INET, SOCK_STREAM socket */
/******************************************************************/
printf("Create a TCP socket\n");
sd = SOCket(AF_INET, SOCK_STREAM, 0);

if (sd == -1)
{
perror("  socket failed");
return(-1);
}
JEZZETITED *kkxx I IR Rk hhhkkrhhh Kk K * ok kK xx I IR Khhh ko xhhh Kk kK k% Kk Kk hh kK k /
/* Bind the socket. A port number was not specified because */
/* we are not going to ever connect to this socket. */

/******************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
printf("Bind the socket\n");
rc = bind(sd, (struct sockaddr *)&addr, sizeof(addr));
if (rc !'=0)
{
perror("  bind failed");
close(sd);
return(-2);

/******************************************************************/
/* Perform a listen on the socket. */

/******************************************************************/
printf("Set the Tisten backlog\n");
rc = listen(sd, 5);
if (rc !'=0)
{
perror(" Tlisten failed");
close(sd);
return(-3);

/******************************************************************/
/* Set up an alarm that will go off in 5 seconds. */

/******************************************************************/

printf("\nSet an alarm to go off in 5 seconds. This alarm will cause the\n");

vy bk-7orsrs 181



printf("blocked accept() to return a -1 and an errno value of EINTR.\n\n");
sigemptyset(&sact.sa_mask);

sact.sa_flags = 0;

sact.sa_handler = catcher;

sigaction(SIGALRM, &sact, NULL);

alarm(5);

/******************************************************************/

/* Display the current time when the alarm was set */
/******************************************************************/
time(&t);

printf("Before accept(), time is %s", ctime(&t));

/******************************************************************/

/* Call accept. This call will normally block indefinitely, */

/* but because we have an alarm set, it will only block for */

/* 5 seconds. When the alarm goes off, the accept call will */

/* complete with -1 and an errno value of EINTR. */

/******************************************************************/
errno = 0;

printf(" Wait for an incoming connection to arrive\n");

rc = accept(sd, NULL, NULL);

printf(" accept() completed. rc = %d, errno = %d\n", rc, errno);
if (rc >= 0)

printf(" Incoming connection was received\n");
close(rc);

else

{

perror("  errno string");

}

/******************************************************************/

/* Show what time it was when the alarm went off */
/******************************************************************/
time(&t);

printf("After accept(), time is %s\n", ctime(&t));
close(sd);
return(0);
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|accept()——Wait for Connection Request and Make Connection API|

[listen()--Invite Incoming Connections Requests API|

182 System i: 7OV ST Uy k- TOrSIILYT



[close()--Close File or Socket Descriptor API|
|socket()—-Create Socket API]
[pindO)--Set Local Address for Socket API|
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close () l close() I
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2. sockaddr_in HEiE2Y, FESE IP 7V RLABIOR—FEBZIBEELET. ZOHIOEHE. 7 RL AT
225.1.1.1 TH—F&EFIT 5555 CTT,
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£ 91T IP_MULTICAST_LOOP Vv k- A7 a > &FRELET,
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[close()--Close File or Socket Descriptor API|
|socket()—-Create Socket API]
[bind()--Set Local Address for Socket API|
[setsockopt()--Set Socket Options API|
[read()--Read from Descriptor API|
[sendto()--Send Data API|
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H: COBIOERZES->T, L1 R=20 TO—RICET 551 o ABMB L OVELFE W&EICRFRE
LEBDELET,

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct in_addr locallnterface;
struct sockaddr_in groupSock
int sd;
int datalen;
char databuf[1024];
int main (int argc, char =*argv[])
{
/Sy */
/* */
/* Send Multicast Datagram code example. */
/* */
[ K m e e e e */
/*
* Create a datagram socket on which to send.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0) {
perror("opening datagram socket");
exit(1);
}
/*

* Initialize the group sockaddr structure with a

* group address of 225.1.1.1 and port 5555.

*

/
memset ((char *) &groupSock, 0, sizeof(groupSock));
groupSock.sin_family = AF_INET;
groupSock.sin_addr.s_addr = inet_addr("225.1.1.1");
groupSock.sin_port = htons(5555);

/*

* Disable Toopback so you do not receive your own datagrams.
*/

{

char Toopch=0;

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_LOOP,
(char *)&loopch, sizeof(Toopch)) < 0) {
perror("setting IP_MULTICAST LOOP:");
close(sd);
exit(1);
1
}

/*

* Set local interface for outbound multicast datagrams.

* The IP address specified must be associated with a Tocal,

* multicast-capable interface.

*

/

Tocallnterface.s_addr = inet_addr("9.5.1.1");

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_IF,
(char *)&locallnterface,
sizeof(Tocallnterface)) < 0) {
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}

perror("setting local interface");
exit(1);
}

/*

* Send a message to the multicast group specified by the

* groupSock sockaddr structure.

*/

datalen = 10;

if (sendto(sd, databuf, datalen, 0,
(struct sockaddr=*)&groupSock,
sizeof(groupSock)) < 0)

{

perror("sending datagram message");

}

fl: RVFX+ AL - T—9 IS5 LDRE
ZOBlE. Uy MCEKBINFF Y AL - F—5 75 LOZEETRICLET,

H: CoflofifHZS-> T, RILR=20 TO—RICET S 51 2 AGmP I OB HEH) [D&EICHEE

LzbDELXT,

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct sockaddr_in localSock;

struct ip_mreq group;

int sd;

int datalen;

char databuf[1024];

int main (int argc, char =*argv[])

{
/Sy
/*

/* Receive Multicast Datagram code example.
/*
[ K m e e e
/*
* Create a datagram socket on which to receive.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd <0) {
perror("opening datagram socket");
exit(1);
}
/*

* Enable SO_REUSEADDR to allow multiple instances of this
* application to receive copies of the multicast datagrams.
*/

{

int reuse=1;

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char x)&reuse, sizeof(reuse)) < 0) {

*/
*/
*/
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perror("setting SO _REUSEADDR");
close(sd);
exit(1);
1
}

/*
* Bind to the proper port number with the IP address
* specified as INADDR_ANY.
*
/
memset ((char *) &localSock, 0, sizeof(localSock));
localSock.sin_family = AF_INET;
TocalSock.sin_port = htons(5555);;
localSock.sin_addr.s_addr = INADDR_ANY;

if (bind(sd, (struct sockaddrx)&localSock, sizeof(localSock))) {
perror("binding datagram socket");
close(sd);
exit(1l);

}

/*

* Join the multicast group 225.1.1.1 on the local 9.5.1.1
* interface. Note that this IP_ADD_MEMBERSHIP option must be
* called for each Tocal interface over which the multicast
* datagrams are to be received.

*

/
group.imr_multiaddr.s_addr = inet_addr("225.1.1.1");
group.imr_interface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO IP, IP_ADD MEMBERSHIP,

(char =)&group, sizeof(group)) < 0) {

perror("adding multicast group");

close(sd);

exit(1);
}

/*

* Read from the socket.

*
/

datalen = sizeof(databuf);

if (read(sd, databuf, datalen) < 0) {
perror("reading datagram message");
close(sd);
exit(1l);

}

f5l: DNS DEMBLUVEE

ZOFITIE, RAALY « F—L+ AT (DNS) L O— ROBELGEEEH EERLET,

H: CoPOfAZL> T, PUR=0 TO— RIS T 1 7 > AfE#B L R FHI D& FICHE
LizbnELET,

/**************************************************************************/

/* This program updates a DNS using a transaction signature (TSIG) to */
/* sign the update packet. It then queries the DNS to verify success. x/
/********************************* """"""""""" *khkkkkhkhkkhhkhhhhkk ***/

/**************************************************************************/

/* Header files needed for this sample program */
/**************************************************************************/

#include <stdio.h>
#include <errno.h>
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#include <arpa/inet.h>
#include <resolv.h>
#include <netdb.h>

/**************************************************************************/
/* Declare update records - a zone record, a pre-requisite record, and */
/* 2 update records */
/************k*k*********k***************k**k*******k****************************/

ns_updrec update records[] =

{

{NULL,&update_records[1]},

{NULL,&update_records[1]},

ns_s_zn, /* a zone record */

"mydomain.ibm.com.",

ns_c_in,

ns_t soa,

0,

NULL,

0’

0,
NULL,
NULL,
0

{&update_records[0] ,&update_records[2]},
{&update_records[0],&update records[2]},

ns_s pr, /* pre-req record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t_a,

0,

NULL,

0,

ns_r_nxdomain, /* record must not exist */
NULL,

NULL,

0

{&update_records[1],&update records[3]},
{&update_records[1],&update records[3]},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t a, /* IPv4 address =/
10,

(unsigned char *)"10.10.10.10",

11,

ns_uop_add, /* to be added =/
NULL,

NULL,

0

{&update_records[2] ,NULL},
{&update_records[2] ,NULL},

ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t aaaa, /* IPv6 address =/
10,

(unsigned char =)"fedc:ba98:7654:3210:fedc:ba98:7654:3210",
39,

ns_uop_add, /* to be added =*/
NULL,
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/**************************************************************************/

/* These two structures define a key and secret that must match the one */

/* configured on the DNS : */
/* allow-update { */
/*  key my-long-key.; */
[+ '} */
/* */
/* This must be the binary equivalent of the base64 secret for */
/* the key */

/**************************************************************************/
unsigned char secret[18] =
{
0Ox6E,0x86,0xDC,0x7A,0xB9,0xE8,0x86,0x8B,0xAA,
0x96,0x89,0xE1,0x91,0xEC,0xB3,0xD7,0x6D,0xF8
}s

ns_tsig _key my key = {

"my-Tong-key", /* This key must exist on the DNS =/
NS_TSIG_ALG_HMAC_MD5,
secret,

sizeof(secret)

}s

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
struct state res;

int result, update_size;

unsigned char update buffer[2048];

unsigned char answer_buffer[2048];

int buffer _lTength = sizeof(update buffer);

/* Turn off the init flags so that the structure will be initialized */
res.options &= ~ (RES_INIT | RES_XINIT);

result = res_ninit(&res);
/* Put processing here to check the result and handle errors */

/* Build an update buffer (packet to be sent) from the update records =/
update_size = res_nmkupdate(&res, update_records,
update_buffer, buffer_length);

/* Put processing here to check the result and handle errors */

{
char zone_name[NS_MAXDNAME] ;
size_t zone_name_size = sizeof zone_name;
struct sockaddr_in s_address;
struct in_addr addresses[1];
int number_addresses = 1;

/% Find the DNS server that is authoritative for the domain */
/* that we want to update x/

result = res_findzonecut(&res, "mypc.mydomain.ibm.com", ns_c_in, 0,
zone_name, zone_name_size,
addresses, number_addresses);

/* Put processing here to check the result and handle errors */
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/* Check if the DNS server found is one of our regular DNS addresses  */
s_address.sin_addr = addresses[0];
s_address.sin_family = res.nsaddr_Tlist[0].sin_family;
s_address.sin_port = res.nsaddr_1ist[0].sin_port;
memset (s_address.sin_zero, 0x00, 8);

result = res_nisourserver(&res, &s_address);

/* Put processing here to check the result and handle errors */
/* Set the DNS address found with res_findzonecut into the res */
/* structure. We will send the (TSIG signed) update to that DNS. */

res.nscount = 1;
res.nsaddr_1ist[0] = s_address;

/* Send a TSIG signed update to the DNS */
result = res_nsendsigned(&res, update buffer, update_size,
&my_key,

answer_buffer, sizeof answer_buffer);

/* Put processing here to check the result and handle errors */

}

/***********************************************************************/

/* The res_findzonecut(), res_nmkupdate(), and res_nsendsigned() */
/* can be replaced with one call to res_nupdate() using */

/* update_records[1] to skip the zone record: x/
/* */
/* result = res_nupdate(&res, &update_records[1], &my key); */
/* */

/***********************************************************************/
/***********************************************************************/
/* Now verify that our update actually worked! x/
/* We choose to use TCP and not UDP, so set the appropriate option now */
/* that the res variable has been initialized. We also want to ignore =/

/* the Tocal cache and always send the query to the DNS server. */
/***********************************************************************/

res.options |= RES_USEVC|RES_NOCACHE;

/* Send a query for mypc.mydomain.ibm.com address records */
result = res_nquerydomain(&res,"mypc", "mydomain.ibm.com.",

ns_c_in, ns_t_a,

update_buffer, buffer_length);

/* Sample error handling and printing errors */
if (result == -1)

printf("\nquery domain failed. result = %d \nerrno: %d: %s \
\nh_errno: %d: %s",
result,
errno, strerror(errno),
h_errno, hstrerror(h_errno));

}

/********************************* """"""""""" *****************/
/* The output on a failure will be: x/
/* */
/* query domain failed. result = -1 */
/* errno: 0: There is no error. */
/* h_errno: 5: Unknown host */
/***********************************************************************/
return;

BB
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BLET, - —DDNFTA—F—ZHRELBVWEGITZ. 75147 > MITF—N—0D 1P 7 RL X
INADDR_ANY Z#HLET, I—H =7 2 FHD/INTA—F—ZBELRWVWESICIZ. JO7 I A
W77 A INE&EANTAE ICa—T—ic7ao> 7 hEHLET,

2. 79147 > NI socket() ZFEFOH L TY 7y FREidF21ER L £7,

3. 7947 > MZ comnect() ZIFNH L TH—N—~DOHE#HZHILET., ATV T 1 TH—N—D IP
7 RV AZEEL TWET,

4. 79147 > ME send) ZIEONHL T, Y—N—ICBEB LW T vy EEZRATET., ATV T 1 TY
7 AN DLARETETEL THWET,

5. 7947 > 8& Tdo) IW—TIZAD, 77 A4IVOEDVITETDET reev() 2L ET ., recv()
TREOI—RMN 0 OHEE. = N—D0 iz /70— XLkl E2B®RLET,
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6. 77147 > I close() ZFENHILTY Yy a7 O0—XLET,
6 X=>D IT77A1)l - T—H#xiE — send_file() HBE N accept_and_recv()J |
i5/0S DY v M send_file() BE YN accept_and_recv() API ZATWETN, INSZMHHTN
. B oy M7 v AV EEEN DI RICIRIE TE X T,
B e v
[accept()--Wait for Connection Request and Make Connection API|
|recv()——Receive Data API]
[send()--Send Data API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|
[socket()--Create Socket API|

[pindO)--Set Local Address for Socket API|
|getsockname()——Retrieve Local Address of Socket API]
[open()--Open File API|

[read()--Read from Descriptor API|

|connect()——Establish Connection or Destination Address API|

fl: accept_and_recv() & U send_file() APl ZFERL/=7 71 IILORB DX
ZDOHE. send_file() BE N accept_and_recv() API ZfFH LY —N—&2 54147 > FO@EEZTREICL
£,

H: ZOHIOERZEH-S T, RIIAR=V0 TO—RIZBET ST 1 2 2ERP X OE G HEH) (DEEICHEE
LiZbDELET,

/*************************************************/

/* Server example send file data to client */
/*************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])
{
int i, num, rc, flag = 1;
int fd, listen_sd, accept_sd = -1;

size_t local_addr_length;
size_t remote_addr_length;
size_t total_sent;

struct sockaddr_in  addr;
struct sockaddr_in  local_addr;
struct sockaddr_in  remote_addr;
struct sf_parms parms;

char  buffer[255];
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/*************************************************/

/* If an argument is specified, use it to */
/% control the number of incoming connections */
/ """"" *khkkkkhkkhkkkhk **************************/

if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{

perror("socket() failed");

exit(-1);
1

/*************************************************/
/* Set the SO _REUSEADDR bit so that you do not =/
/* need to wait 2 minutes before restarting */
/* the server */
/*************************************************/
rc = setsockopt(1isten_sd,
SOL_SOCKET,
SO_REUSEADDR,
(char =)&flag,
sizeof(flag));
if (rc < 0)
{
perror("setsockop() failed");
close(listen_sd);
exit(-1);
1

/*************************************************/

/* Bind the socket */
/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT) ;
rc = bind(1isten_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen backlog */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc <0)
{

perror("listen() failed");

close(listen_sd);

exit(-1);
}

/*************************************************/

/* Initialize the local and remote addr lengths =*/
/*************************************************/
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Tocal_addr_length = sizeof(local_addr);
remote_addr_length = sizeof(remote_addr);

/************* """"""""" *******************/

/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");

/*************************************************/

/* Go through the loop once for each connection =x/
/************* """"""""" *******************/

for (i=0; i < num; i++)

{

196

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Iteration: %d\n", i+1);

printf(" waiting on accept_and_recv()\n");

rc = accept_and_recv(listen_sd,
&accept_sd,
(struct sockaddr *)&remote_addr,
&remote_addr_length,
(struct sockaddr *)&local_addr,
&local_addr_length,
&buffer,
sizeof (buffer));
if (rc < 0)
{

perror("accept_and_recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}
printf(" Request for file: %s\n", buffer);

[ Fkkdkk kg kk gk ok kkk kR ok ok kkk ok k ko k ko kk ok ok k ok ok k /
/* Open the file to retrieve */
/**********************************************/
fd = open(buffer, O_RDONLY);

if (fd < 0)

{

perror("open() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Initialize the sf_parms structure */
/********** """"""""" *******************/
memset (&parms, 0, sizeof(parms));
parms.file_descriptor = fd;

parms.file_bytes = -1;

/**********************************************/

/* Initialize the counter of the total number */
/* of bytes sent */

/**********************************************/

total_sent = 0;

/**********************************************/

/* Loop until the entire file has been sent */
/**********************************************/

do

{
rc = send_file(&accept_sd, &parms, SF_CLOSE);
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if (rc < 0)

{
perror("send file() failed");
close(fd);
close(listen_sd);
close(accept_sd);
exit(-1);

}

total_sent += parms.bytes_sent;

} while (rc == 1);

printf(" Total number of bytes sent: %d\n", total_sent);

/**********************************************/

/* Close the file that is sent out */

/**********************************************/

close(fd);

/*************************************************/
/* Close the listen socket */
RIS FkkxF I I I hKhhhhkkr I h* kKK H % *kkxrhhhhh kAR *K*A *%/

close(listen_sd);

/*************************************************/

/* Close the accept socket */
/*************************************************/

if (accept_sd != -1)
close(accept_sd);

ESJU A R

[send_file()--Send a File over a Socket Connection API|

[accept_and_recv()|

Gl: 2SAT7 D774 INVEXK
ZOHFITIE, V947 NI N—NE T 7 INVEHERL, Y—N—NZDOT 7 1IVONEEEEFETHD

HE: COPIDEAZS> T, RUR—VD IO—RIZBT 2 1 £ ABWMB IR ac F ) (O &MICFE

24 141
TR L £ 9,

L7zbDELET,
/*************************************************/
/* Client example requests file data from server */
/** """"" *khkkkkhkkhkkkhk ***********************/
#include <ctype.h>

#in
#in
#in
#in
#in
#in

clude <stdio.h>
clude <stdlib.h>
clude <netdb.h>
clude <sys/socket.h>
clude <netinet/in.h>
clude <arpa/inet.h>

#define SERVER_PORT 12345

mai

{

n (int argc, char xargv[])
int rc, sockfd;

char  filename[256];
char  buffer[32 * 1024];

struct sockaddr_in  addr;
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struct hostent *host_ent;

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset (&addr, 0, sizeof(addr));

addr.sin_family = AF_INET;

addr.sin_port = htons(SERVER_PORT);

/*************************************************/
/* Determine the host name and IP address of the */
/* machine the server is running on */
/*************************************************/

if (argc < 2)
{
addr.sin_addr.s_addr = htonl(INADDR_ANY);

}
else if (isdigit(*argv[1l]))
{
addr.sin_addr.s_addr = inet_addr(argv[1]);
}
else
{
host_ent = gethostbyname(argv[1]);
if (host_ent == NULL)
{
printf("Host not found!\n");
exit(-1);
}
memcpy ((char *)&addr.sin_addr.s_addr,
host_ent->h_addr_ 1ist[0],
host_ent->h_length);
}

/**************************************************/

/* Check to see if the user specified a file name */
/* on the command line */
/**************************************************/

if (argc == 3)
strcpy(filename, argv[2]);

else

{
printf("Enter the name of the file:\n");
gets(filename);

}

/*************************************************/

/* Create an AF_INET stream socket */
/************* """"""""" *******************/
sockfd = socket (AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket() failed");

exit(-1);

printf("Socket completed.\n");

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,
(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));
if (rc <0)
{
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perror("connect() failed");
close(sockfd);
exit(-1);

1

printf("Connect completed.\n");

/*************************************************/
/* Send the request over to the server */
/*************************************************/
rc = send(sockfd, filename, strlen(filename) + 1, 0);
if (rc < 0)

{

perror("send() failed");
close(sockfd);
exit(-1);

1

printf("Request for %s sent\n", filename);

/*************************************************/

/* Receive the file from the server */
/*************************************************/
do

{

rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");

close(sockfd);

exit(-1);

else if (rc == 0)

{
printf("End of file\n");
break;

printf("%d bytes received\n", rc);
} while (rc > 0);

/*************************************************/

/* Close the socket */

/*************************************************/
close(sockfd);

Xsocket ¥V —J)U

Xsocket ' —JLid, System i BHITFTEL TNEHLZ< DY =)D 1| DTT, IXTODY—)LT
QUSRTOOL 71 7 F7 1 —ITREINTWVWET ., Xsocket V—)VEFEHTIUI., YO/ I<x—13Vrv b
APl ZREERICUETEET,

Xsocket YV —IVIZX > T, AFDY AV ZFEITTEET,
s V7w API IZDWTH#ET 5,
s BEDIF A ZMERICHEERL TT /NNy ZITHEL T 5,

TE: Xsocket W—I)lid, [IRIKOFEE] OB THH TN TNWET,
Xsocket DHIIEFM

Xsocket ZfEfHT 2R1IC. AFDY A7 #EFLTLEE N,
 ILE C E#D1 A —)l,
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« IBM i5/0S 71t > Z - 7102 5 L® System Openness Includes #4EE (47> a > 13) DA > A h—
o

« IBM HTTP Server for i5/0S (5761-DG1) 1> A « 707 I LDA1 > A =),

H: Web 778 —T Xsocket 5 Z EaEHHL TWAHHICIE. TNNBLETT,
+ IBM Developer Kit for Java (5761-JV1) 4> Z « 7OV I LD > A =),

#: Web 7 I8 —T Xsocket Z{ffHd 25T EZ2EHL TWBEEIZIE., TNNNBETT,

Xsocket DIERK

2 DONN—adD Xsocket W —IVEMEHATEET, 1 DHON—3 213, System i 7 T4 7 > MTHE
BINTNET, HAN—Ta 2 id BRIIOFIETERIHERINET, 2 DHON—3 21 Web 75
IY =% I3147 > hELTHALET,

Web 7Y — - U I5A4TY ChEERT25E, £9. MaN—Ya Hoty b7y TFIEEREET
FITLTHBSBENDHD KT,

Xsocket Y —IVEIERT BICIE. LFDOATw TE2EFLET,

1. W—ILET7 2w T52iE. A RITnsXROEIICTAHNLET,
CALL QUSRTOOL/UNPACKAGE ('=ALL '1)

H: OB -5 ) ERBOE—FIAFORMIZ 10 SCFNBETT,

2. 914 75YU—+UJZAKMI QUSRTOOL T 7FU—%BMT 252D, X2 RFITROLIITATL
E N
ADDLIBLE QUSRTOOL

3. AXREFTRDODEDIICANL, Xsocket 7O T L« T AIVEERT D T4 T 5 —%ERL X
—é—o

CRTLIB <library-name>

<library-name>l3. Xsockets V—J)l « A7V NEIERT DT 757U —T79, AL,
CRTLIB MYXSOCKET

W3EN T4 T —4%TT,
T¥: XSOCKETS 25175 —, L THHALTWSEAEIZ, Web HIT Xsocket ZHERRT 5 & =12, 4
RATy T ATy T TEET, Xsocket V—I)l + F TP b%E QUSRTOOL T 771 —IZig

MU7BNWTL7ZE W, Xsocket W—)b + + 77 h% QUSRTOOL T 77U —IZEBIMT 5 &,
FDOT4 L7 B —HNOMMD Y — )L DR 2 15T 2 a]ReENH 0 £9,
4. FAT I = UARMNIZIDIATITY—ZBMTS2HIC, A2 RIFICRODELIITANLET,
ADDLIBLE <library-name>. <library-name> V&, A5 v 7 B THEKLZ51 751 =TT, iz,
MYXSOCKET #5414 7o U—%E LU THEMLZEAIE,  TADDLIBLE MYXSOCKET) E AN L ET,

5. AR RITTROLDICANT D Z LIk D, Xsocket W —IVEHEWIC A A= TE1 A M—
)V« 704 5 A TSOCRT Z{ER L £9 ., CRTCLPGM <library-name>/TSOCRT QUSRTOOL/QATTCL,

6. 1>AN=)V 7OV ILEFOHTDIZ, I RMTTROEIICANILET,
CALL TSOCRT library-name

library-name DFFTCIE, A5 7 B TIERLZ T T I —2MHL£T. #ilZ1E. MYXSOCKET
T4 T )Y =)V EERT 2581 ROKDITATLET,
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CALL TSOCRT MYXSOCKET
H: CONETTLHET, BANDNZEERH 0 ET,

2 3 7l (*JOBCTL) KiikMEBR 75 LIC TSOCRT ZMONHLTY 7w b« W—)LZERT 5 &,
givedescriptor() V7w FEEEUIT, EITL TWEHDOEIZRAEL Y a TR F2EZTSEL T, TI—%2K
LET,

TSOCRT 3. 1 DOHEZET O/ T A, 1 DO ILE C 7OV I A 2 DOEY a—ILAMEREIND). 2
DD ILE C Y—EZX - 7OV I A 2 DOED a—IVIMEREIND), BLU) 3 DOEREE T v 1)L &
ERRLET., ZOYV—ILOFEHTHEE 3N DH, I 77U —%2TF7314 77— - UAMNTEMLTLZES
We ZOYV—IVTHERINZTXRTOA TV =7 FOARNTIE. TSO WS HEIHENFE £,

H: MEN—2 a3 23, GSKit EF a7 - Vv b API 2R — L TWERA. 5 API 2 HT 5
Uiy ke 7Oy I AEERT LSS ZOY—IDOT T I~ R=ZDN—Ta »EHEHALTE
X0,

B

R0o6 X—> @ TXsocket DRI |

Xsocket YV —IVDEIEIX, BT T4 T > FERIZ Web 7T HF—NET7D ZENTEET,
BaE & 2 27

07 X—2 D TH#& Xsocket D |

HE Y 7147 > M ET Xsocket W—IVZEFEHT 2IT1E, ROFHICHE > TSEI W,

R04 X—>2 D THEEk 7 7 1)V O FEH ] |
A Xsocket W—ILZBA A R=IVLEBIZ, A1 2ATADOWVN DO T 7 1 IVICFH TEHE %
MABHENH D ET,

08 X—2 D Web 77 UH—IZH1F 5 Xsocket D |
Web 75 H—T Xsocket WV —IVEMHT BRI, KROMHICHKE> T 7ZI W,

A& Xsocket Dty b7y T THERENZ AT o b

DR, A A=) - 707 AL THEREINSF TP 27 b2 U XM LERTY, fERENSFT
PV PRIRT, BESNLETIATITU—DHIZH D XT,

% 18. Xsocket D1 > A N—ILHICIER S D477 k

FITTPz b4 | AU V=R Ty7A | ATz b |[HET B
%4 LS
TSOINI TSOINI QATTSYSC *MODULE C JSP & TSOSTSOC
OEDOA 5 —T7
—ATHHATZEY
a—J)b
TSODLT TSODLT QATTCL *PGM CLP V=) X Ty

NERIZY—Z -7
7AINDA L IN— (F
722 DOW) ZHIBR
T HHHZFE T 0T
7 Lo

TSOXSOCK N/A N/A *PGM C SOCKETS %75z
—I)VTHERT 2 AA
AL/ NN
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# 18. Xsocket DA > A N—IHITIERINZF T 0~ (#F)

F T 4

AUN—%

J—A+T7A
Z2

Tz b
47

PR T

GrL|

TSOXGJOB

N/A

N/A

*SRVPGM

SOCKETS &Gz
— )LDV R— KTl
HAEnhsH¥—EX -
7077 A,

TSOJNI

N/A

N/A

*SRVPGM

SOCKETS xfahzly
= OYR—-+D7z
W, ISP &

TSOSTSOC DDA
=T — AT
ASnNsH—EX -
7Tar 7 M,

TSOXSOCK

TSOXSOCK

QATTSYSC

*MODULE

TSOXSOCK 71127 <
LOERTHEMA T
HEYa—), J—
A - Ty AIVIZIE
main() JL—F > INE
EFNET,

TSOSTSOC

TSOSTSOC

QATTSYSC

*MODULE

TSOXSOCK 7127 <
LDIERTHEA SN
HEZ 2=, J—
A - Ty AN

VA B E SRR
IO )L —F >
WEENET,

TSOXGJOB

TSOXGJOB

QATTSYSC

*MODULE

TSOXGIJOB H—bE

A - 70T LOE
RCHERAINSEY
a—), Y—A 7T
7 AN, NEY
a JaEHpT 5 —
FUMEBENET,

ZOWNHFY a7 ID

3. Yarvs a—
H— ID. BLUVa
THE TR I NE
ER

TSODSP

TDSPDSP

QATTDDS

*FILE

DSPF

Vi MEEEED
AA T4 RY
AT Xsocket YV —J)b
MMERT DT 4 AT
LA 771

TSOFUN

TDSOFUN

QATTDDS

*FILE

DSPF

fla DYy MR
DY R— M Xsocket
V=)V OMEHT 5T
4 ATLA T A
o
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# 18. Xsocket DA > A N—IHITIERINZF T 0~ (#F)

FTPx V4

AUN—%

J—RA+T7A
Z2

FTPxI b -

147

PR T

GrL|

TSOMNU TDSOMNU QATTDDS *FILE DSPF A a—« N\N—%H
A—hT5720
Xsocket ' — )L7M#H
THTAATLA -

771

Lightweight Web 1 >~
TIANT I Fv¥—
PMEHAT S JAR 7 7
TIDEENET,

QATTIFS2 N/A N/A *FILE PF-DTA

Web 750 —%ERAT 575D Xsocket DIERX

Web 79U —ZNLTT7 V7 EBATESLLD Xsocket V—IVZHRTEEXT, M- ATLETINSD
fAREEREEET LI EICKD, B —N— A AV ABERTHIENTEET., EHO1 >
AY D AMNBHBHE, Bizd listen R— T, BRHON—T 3 D E2FERFICETTELLIITRDET,

B e

R06 X—2 D TXsocket DY |

Xsocket YV —)VDEIEIT, MGV F4A 7 > hERIE Web 7T THF =517

B & 2 7

08 X— D TWeb 7T H—

Web 75 H—T Xsocket WV —ILZ&FHT S

HAa Web 77U =3y - Y—N—0DERK

Xsocket Y —J)L%& Web 7T Y —THHATHICIE. S Web 7 TV r— 3> « —N—2HERT D04
ENHDET,

STEMNTEXT,

\ZBUF 5 Xsocket D |
13, ROFHIZHES T ZI W,

Xsocket W — )V TEETE5XDIT Web 7Y =2 T 2H1IZ. £9 Xsocket ZHELT DHENH D

F9, INETOIHECONTIE.  [Xsocket DI 2SR T EI W,

1. HTTP E¥A > A AN QHTTPSVR B 7L AT LA FTEITIN TS Z 2B LET, EfTS
NTWERWESEIZ, KO CL OX > RTHBTEET,

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
2. Web 7975 =T, ROKIICANLET,
http://<system _name>:2001/.

Z ZT. <system_name> 3. AT LD > TY, il http://mysystemi:2001/

li5/08 # A7 | X— T, [IBM Web Administration for i5/0S] Z#RL £,

kw7 e AZa—05 Ty 8727 (Setup)] ¥ 7ZFEIRL £,

(YU —ay - B—N—0OFER (Create Application Server)] #7271 v 7 L %7,

WG Web 77U r—2a > - B—=N—OTFT. V1l ZZFRL. RN} 27Uy I LET,
Y=N— A AT P ADHHTZAN L. RN 22Uy 7 LET., flIRE, ZOA AT ANT
T —T Xsockets V—IVZEEITTIHLHEIT. xsocket EVWSARTEFHTLZIENTEET, KBS

Web 77U —a >« H—/N—IZMAT. #HHBH HITP Y —/\— (powered by Apache) Z2MERK
ij‘o

N o kW

vy bk-7arszrr 203



H: 774V D HTTP Y—N—OARIBLOFHHEZHH L T 72X 1,
8. IP 7 RLAZEINL, T 2R—KhZ2EIRL TS, kAN 22727 LET,

H: 1024 FOREVWR—FEFSZFHLTLZEI N, 74N ROR—FES 80 IBIRLANWTL
=30,

9. YT r—ar - = N—THEHT2L2NMR— b OHHZERL, RN 27U v I LET,

H: 1024 KDKRENWR—FEBSZHEAL T ZEI 0,

10. DRAJ 28R T, 22— — ID T 74 )V MEZEHLET,

1. TH>7) 77U — 3> (Sample Applications)] ZUREE T, RN 227U w7 LET,

12. I587 (Finish)] 227U w 27 LT, 77U — a2« H¥—/)N\—& HTTP ¥ —/\— (powered by
Apache) DHERREREMZMHRL £,
B & 2
06 XR—> @ Tweb 7579 —TD Xsocket V—ILDF A K] |
Xsocket Web 7 S U r—a > OMRZZETITBHE, TITH—T Xsocket V—ILETARTESLD
WZRDET, B—N—BXOETTUr—3> A 2AY AL, ZORETHB SN TNWSHEND
D%E9,
208 X—2 @ TWeb 7T UH—IZ8B1F 5 Xsocket DfFifJ |
Web 7 T H—T Xsocket V—IVZHTHERIL. ROFHICHKE > T ZI W,

BR 7 7 1 )V DEFH

e Xsocket W—JVEA A=)V LTZRIZ, A 2AT 2 ADN DODRERR T 7 1 VI FH) TEE %N
ADWBEINHDET,

HHT20ENHDHDIE. JAR 77 1), webxml 771 ). BLW httpd.conf 7 7 )L T,
l. JAR 77 )OI E— O RS, ROELIICIOAR Y REANLET,
CPY OBJ('/QSYS.LIB/XXXX.LIB/QATTIFS2.FILE/XSOCK.MBR")
TOOBJ (' /www/<server_name>/xsock.jar') FROMCCSID(*0BJ) TOCCSID(819) OWNER(*NEW)

Z ZT. XXXX 13, Xsocket OMERRIFICIERR L7=F 1 75U —%T. <server_name> &, Apache DAL
FHTAERR L 72— /N— « 1 2 A > AD4RETTY . Z4UE. XSocket JAR 7 7 1 IV ERET DG T 7
AN PATL T4 LY R)—TT,
2. A7 a: webxml 77 A IVOEH
H: TOAT v 713, Xsocket DIERLIFFIZ Xsocket & XSOCKETS UAND T A 751 —I2A > A =)L
LIZGEITIRDMELRD £,
a. AXY RTINS, ROKSITANLET.

CD DIR('/www/<server_name>")
Z ZT. <server_name> & Apache I ICIERL L 72— /N— « £ > A F > A DA4RITTY

b. AN RIFMNSE, ROXDICANLET,
STRQSH CMD('jar xf xsock.jar')

ZAUTEL D, XSocket JAR 7 7 A IVICRGFIN T WAL T 7 1)V EHME L £7,
c. AXRITME, ROEHITANLET,
wrklnk 'com.ibm.i50S.xSockets/WEB-INF/web.xml'
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d. F2 (fffE) 2L TCZO7 7 IIVERELET,
e. webxml 77 A )LD </serviet-class> fT&MKL £,
f. ZOITORIZHZROI—RETHL £,
<init-param>
<param-name>1ibrary</param-name>
<param-value>xsockets</param-value>
</init-param>
xsockets DRI VIT, Xsocket DWERRIFITIERRL L 72T 1 T — &AL £,
o TrANEREL, Wty a R TLET,
a2 RN 56, ROLSICANILET,
STRQSH CMD('jar cf xsock.jar com.ibm.i50S.xSockets")

=

ZHUTED, BHEAMER T 7 1 IV 2 EFOHH XSocket JAR 7 7 1 IIVOMER I NE T,

. A7 a3 httpdeonf 77 A IVICHEBRMAEZEML £, ZFUTXD. Apache 1d Xsocket Web 7 7

Vr—2ail7 7 ALELD ETHI— P —DRFEZITOLDITARDET,

H: UNIX V7w NEIERT 27-DICEEZIAAT VAT HRICHHETT,
a. AX2RITMSE. ROESICTANLET,

wrkink '/www/<server_name>/conf/httpd.conf'

Z ZT. <server_name> & Apache MRk ICIERLL 7o —/N— + £ 2 A5 > A DAFITY . #HilA
W, = NN—%EL T xsocks ZRALEHEE. ROLIITANLET,

wrklnk '/www/xsocks/conf/httpd.conf"
b. F2 (M%) 2L TCZD 7y IV EREL ET,
c. 77 1IVORREIZ, LLFOITEHALET,

<Location /xsock>
AuthName "X Socket"
AuthType Basic
PasswdFile %%SYSTEM%%
Userld %%CLIENT%%
Require valid-user
order allow,deny
allow from all

</Location>

d 77 1IIVEREL, mELyI a2 TLET,

BIE Y 2 2

00 X— D [Xsocket DHERRS |

2 DON—2 3 D Xsocket V—IVEMHATEET, 1| DHON— a3 2L, System i 77147 > b
ICHESNTNET. MEN—Ta 2id BRAOFIRTEEIERSNET. 2 DHON=T 3 »iE
Web 7508 =27 5147 > bELTHALET,

Xsocket Web 7 7V 4o —< 3 DR

ME Web 77U — a3« —/N—BIXW HTTP ¥ —/\— (powered by Apache) Dt —/\— -« 1 > X
5 > AZHERR LTz, Web 7T H—T Xsocket Y —IVZEMAT HDITHBT TV r—a > ek
HENH D X,

MERE o, (B LY TUr—2a > - = N—ZRRL L7,
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2. Eflo T7FUlr—ay s ¥—N— -+ ¢H¥—F (Application Server Wizards)| T. [HiH7TVY
r—3arDA A=)l (Install New Application)| ZERL £7,

3. 77U —arEAND JAR 77 A INVOGFEREL., RNl 2270w/ LEd, ZH,
[/QSYS.LIB/XXX.LIB/QATTIFS2.FILE/XSOCK.MBR | N S/ERR S #1172 JAR 7 7 1)V T, Mk~ v 1)L
OEFRFICHEHFINE L=,

4. 7TV T—a OAH1EANIL. TRN] 227Uy LET, flzX. 2077V r—2anrys
7Y —T Xsocket W—ILZETTDHEIL. XSockets EWVWIHLRTEMHHAT 2 ENTEET,

5. TaAYFF AR )b—F-F—bF- - IYE2Y (Context Root Port Mapping)| X—T. [RAN] %
Uy LTT 74 MEZZTANET,

6. [5E7 (Finish)] 271U v 27 LT, Xsocket V—IVAHDY 7 r—a  HkEETLET,

Web 759 —T0D Xsocket V—ILDFT R I

Xsocket Web 7 U —a > OREETT5E, 7T —T Xsocket V—ILETAKNTEDLIIC
BROET, U=N—BXEXT7 TV r—a> A ALY > AF. ZORRTHEIINTWDHLEND D X
—d_c
. Y—=N=—BERXT7TUr—a> A AY ANELEREBINTWAEWESEIL, a7 RITTROO
XOREFEALT, Y—N— T TUr— 3 VEREHL FT,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<server_name>)

Z ZT. <server_name> &, HTTP ¥ —/\— (powered by Apache) DHERLRFICIERR L 72 Y —/N— - 1 >
A D ADABRTY . ZAORMNNND £,

2. AR RIFA VA =T 2 —AMBIGEENIY 3 7OUE (WRKACTIOB) IX > RZFEFLT, —N\—0
RN MR L ET . server_name & PGM-QLWISVR BEIEZET | DDYa 7N JVAW R TERE
N, TOMDY 3 73T RT SIGW RRIZBS> TWEIHENRH D ET, ZOHEITIE. ROATv
WCHED Z EMNTEET,

3. 79U —T, RO URL ZAHLFT,

http://<system_name>:<port>/xsock/index

Z ZT. <system_name> 3T AT LD 24T, <port> 13 Apache HERRIFFICEIRL =R — KN HEFFT
KR

4. JO T RPRHEINZS, - N—DL—HP—FHLNZT—REANLET, Xsocket O Web 7 T
7 > NIRFEREINBITT T,
B & 2 7
P03 RX=2D TiH Web Y 77— 3> - $—/N\N—DkEkJ |
Xsocket Y —)L%& Web 7 IUH—THHTHITIE. HH Web 77U —a > - B—N—ZHKT
HNENDHDET,

Xsocket D{EF
Xsocket W —IVOEEIL, HETZ AT 2 NERZIE Web T30 —NETH T ENTEET,

MAEN—23 2O Xsocket 2T 5121, Xsockets W —IL ZRRTHZHENH D ET, 77U -5
TZOY—=INVZaHERATLE81E. G2 7147 > HIZ Xsocket W —IVEMHKT 5 EITMA.  TWeb
T —2FHT 572D Xsocket DRI DAT Y THETTHDMLENHDET, ZOV—ILD 2 D
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DN—2 3 IZid, FULZZMENZHH D FT, E550Y—IVd Y Ty MIFOH L ZdEEX THITT
& EBE5D0Y—IVTHIHITLEY 7y MERH LD ermo AVRINET, EL. 12 —Tx— A&
TRV ET,

#: GSKit ©F a7 -V v b APl 2HT Sy b - 707 T AU TZEEIE. 2OV —I)LD

Web N—2 3 > 2T 20EZNHD LT,

B3RULE: N

03 X—=2 D TWeb 7T UH =%l 572HD Xsocket DHERLY |

Web 79U —Z N L TT7VEATESLLD Xsocket V—IVZWRTEEXT, M~ ATLETIN
5D REERRIERTSHIEICKD, BABHZY—N— A AV AZERTHZENTEET,
BEOA DAY AMBHBE, Bizd listen 17— N T, BEON— 3 D EFRICETTESL LD
DET,

BIE Y 2

00 X— D [Xsocket DHERRS |

2 DON—2 3 D Xsocket V—IVEMHTEET, 1| DHON—Ta 2L, System i 77147 > b
KMESINTVET, MEaN—Ta Vid ROOFIETERIEREINET, 2 DHON—Ta Vi
Web 7508 =27 5147 > bELTHALET,

#E& Xsocket DfEM
WMEY 147 > M ET Xsocket W—ILZMHT B2, KOFHHICHES T 723,

1.

AR RGNS FDOAY Y REFRITL. Xsocket W —IVIWNEHETDIA T IV —%2TF734TF7)— -
ARNZEML £,
ADDLIBLE <Tibrary-name>

Z Z°C. <library-name> (&7 Xsocket ORERRIFICIER LIZF 41 751 —D4&R1TY, BlZAIE. T17
Z U —D4RI MYXSOCKET 058, KOXIICANLET,

ADDLIBLE MYXSOCKET
AR RfFA =72 —AT. ROLDICAHNLET,
CALL TSOXSOCK

Xsocket 74 > RUMERINET, TOT 4 > RUMBEAZa— N—EBER T s — )V REFHL
T, IRNTDOIT Y R II—F LTIV EATELET, 20T 4 >R, Y7y b APL Z#IRL 7=
BICHTERINET, O —TJ2—AZFHL T, $TRELELTWD Yy k- 7OV I A
FEIRTEEZT, LWy R2UET DI, IFOAT Yy T2EFLTLIZI N,

a. Y7y h API DU ZART, 52 b (socket)] ZiERL. [T (Enter)) Z#HL ET.

b. FREIND Tsocket() 7T T b (socket() prompt)] ™7 ¢ > R T, V7w NMI#EYRY RL A -
TyIU—, Ik -F4T, BXOATO RNV EERL, 9T Enter)) ZHLET,

c. Tadb¥) ZZIRNL. TidibTDZEN (Select descriptor)] ZZEINL 7,
H: oy ry Fidid FOBRICEET 2568, ZHUC ko TIEERREED Y & v Rt FD U A RN
IRENET,
d. RINDUZAINS., fERRLZY 7y Rtk FZ2EINL £,
H: oY ry FEeid FINEIET 558, V—IWIV 7y b APl Z2&FDY v Midid 72 HE
IZEA L E£T,

U7y h APL OUZRDS, AT BV 7y K APL ZBRLET, 257y 7 B TERLEZY 7w b
R TFIIZDV Ty b API THEHASINET. V7 b API Z2#IRdT 2L, Vv~ API ICBIT 5 4;
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TE:

EDIFRERETEL —EHDOT 4 > RUNEBICERINET, HIAIE. connect() &iEIRTBHE, FIR
INDBT4RIT, 7TRLAE, TRLZA - 773U—, BIXORTY RL A - T—=FEHEETDHIEN
WBIZ/RDET, KIZ, BRLZY 7w b APL 2%, 2L BRI EINET, V7 v b APL T
HLBHITRTOILT—IE, ermo &L TA—HY—ICEREINET,

1. Xsocket Y —)UiZ, DDS D7 T 7 4 HIVisHR— 2R LET, LEN>T, T—FDANH
B BEOT 4 RUNSORIRGEL. I T7 4 AINBT 4 AT VAEBEBEET ST 0 Ve T
A AT VAEBOEESZ2FHTEINMNIE>TRARVET, FIAX, VI 74 WisT 4 AT LA
TIE. Y7y b APL OBIR 7 4 =)V RZF w7 - Ry ZAELUTHNETN, VT 740 Vs
FAATLATIE, B—D 74—V RRBENET,

2. V4w b ETIEFIHARRERDIT, W —IVITEREIN TR ioctl() BRNHBH Z LITFEELTLSE
=y,

Web 7595 —|2H(F5 Xsocket DfEF
Web 7 Z7H—T Xsocket V—ILZHTHERIL. ROFHIZHE ST ZS W,

Web 7T 7Y —"T Xsocket YV —I)VZEMHTDHHIT, TRTD Xsocket MBI PNHIE/LTRTD Web 7
TN T LI E2MERLTL/ZE W, £/, Cookie WMEHRIEEIC/R > TWVWBE Z EHERL T
<EEWN,

1

Web 7T UH =T, ROKIITANLET,

http://system-name:2001/

Z 2T, system-name V&, Y—/N—+ A 2 AY D AZZFOI AT LDARITT .,
&M (Administration)] 7%#ERL ET,

3. EOFES—Tarins, THTTP —N—0OFB (Manage HTTP Servers)] 7Z#RL F7,

THEROA A A% %=L, THM Start)) 227Uy 27 LFEd, LFOXSICTAHL, av >
RITONEY—N— A A AT H I EHTEET,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<instance_name>)

Z Z°T. <instance_name> &, Apache WERkIFFICIERL L7z HTTP ' —N\—0D4REI T, HIAIE. H—N
— e A AHY AT xsocks BEFHTEET,

Xsocket Web 7 7 U r— 3 7 7 BATHITE. TP —TLRD URL #AHLET,

http://<system_name>:<port>/xsock/index

Z ZT. <system_name> 3> AT LD 24T, <port> (& HTTP A > A% > A ZAERk LU 7= BRICHRE
LR —RTY, FlZIE. AT L%D mySystemi T, HTTP H—/N—DA > A% > ZANHK—k 1025
T listen L TWABEE, ROIDITANTLET,

http://mySystemi:1025/xsock/index

Xsocket =)L Web 7o —lcO—RaNd &, BEDOY 7y LR F2UEELZD, #FHOR

WFZEERLZDTZZENTEET., HLWI Ty FidilRF2ERT I3 LFO AT T2 ET

LY,

a. [Xsocket A=a— (Xsocket Menu)l! /5. [YV5 b (socket)] ZERL £9,

b. FRINS Xsocket M2 (Xsocket Query)] 71 > RUT, TOV 7w MR FICET)ARY R
ATy IU—, IYTryh-F147, BIXOTONIVERIRLET., TETKIE (Submit)] &7
Uyl LET, 2OXR—YaHO—-RT2E, FiflYry balidF0ESIC TV v b (Socket)] 7
WHD 2 e AZa—IZERINET,
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c. [Xsocket A=a1— (Xsocket Menu)] 2%, ZDYV4 v Fitid FICEAT 5 API MEUNH L &##R L
£9., Xsocket V—IVDOMEN—Ta  EFHTLEEEFEMK VY hdib Fa@EIR Loz
Ba. ZOYV—IUE APL RO UICEH OV 7y MLl 72 HEICHEHE L £7.

B =

03 R—=2 D TWeb 7T UH =%l T 572DD Xsocket DHEALI |

Web 770 —%2NLTTY IV EATESLLD Xsocket V—IVEMKTEET, A~ ATLETIN

SOREEBIEIFEETSLZEICLD, BB —N— A2 AX P AEERT B ENTEET,

BRDA DAY D ANDH D E, HizD listen B— BT, HEON—2 3 > Z2RFICETTE LRI

DE9,

Bl S 2 7

00 X— D [Xsocket DHERRS |

2 DON—2 3 D Xsocket V—IVEMHTEET, 1| DHON—T 3 2, System i 77147 > b
MEINTNET, MEN—2 3 2, BHOFIHETERIEREINET, 2 DHON—Y 3 iF
Web 75U —%27 547 > hELTHALET,

P03 R=>D THE Web 77U — 3> « —N—Ok |

Xsocket YV —)L & Web 7 I U —THHT ST, G Web 77U — 3>« B—N—&HKT
LHEINH D ET,

Xsocket V= J)VICK > THEREN/=FT  V FDHIE

Xsocket WV —)UZ X > TER I NZA TP =7 S OHIBRNSHLEIZRDGBERHVET, 1 > A =)L 70O
7T LXK 2T, TSODLT EWSEFIO T O T LAMEREINET, 20707 I 413, V—IlZE>T
TERR S N=A T 7 hERELZD (1475 —&710%7 A TSODLT 13Br<). Xsockets VY —)LiZ
FoTHEHAINDY—ZX « AN—Z2BRELEZDTEHZZENTEET,

DUFo—#Hoa~xr > RE2EHTIUE. chenF 7oy h2HIBRTEET,

VNMZE o THEASNDY =R « ACN—DOAZHIRT 2T, LFOav > RE2ANLET,
CALL TSODLT  (*YES =*NONE)

YV—IVIMERRT B AT OB EHIRT AT LTFOa > REANLET,
CALL TSODLT  (*NO 1library-name)

V—IUIZE > THERENDY — A « AN—BXOF T2 7 FOmAFZHIFRT 2ICE. LFoax > Rz
ANHLET,

CALL TSODLT  (*YES Tibrary-name)

Xsocket DHRY A X

Uy ke hT—=2 c b—F > OBEMYAR— b BIAIZ, inet_addr() ZEMT DI EI2Lo T,
Xsocket W —IVEAHETEET,

MEOBEIIRADEIICZDY—IVENAY A AT 55E1E. QUSRTOOL 71 7 F Y —I3EHE LN
ZEEHRELET, ZOIATIV—RLEETIHIDOTIER, V=R Ty INVERHNDTA T I =IO
E—L., TITEEEZMATLZEWN, ZAUTL>ST. QUSRTOOL A 7F7U—DF ) FILDT 71 )b
MRIFEESNDDT, RV BEERDIGEITENSD T 7 AIVEMHHATEET, TSOCRT 70U T LZEMHH
LT, BHERBICY—IEBHIACNAIINTEET (V=R - T7ANDNINDOITA T I —i2a—3nTW5
BEE, T0IA4 75 —EFHTES5LD1C TSOCRT bLETILENH D X)), V—ILEERT S
A, TSODLT 7O I AZERLTY =)V - AT 7 bOEWN—=2 3 D 2HIBRL T 7230,
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FTESHEY -
iy hEtFay -y FOMRAIFEALTBD, ebusiness 77U r—3 3 B —/)N—IZxiE
THEITES>TVWBEDT, HEORSTESMEY —IVIE, ZTOERICHIGL TWBENH D ET,

RS NIRRT ESHE Y —IVE, Uiy b - 7OV T80T R L —AZETLT, Yy XN
SSL X7 U Ar—2a RO T =I5 a—2a > ERDF501I% I bEd, ZNnNsny—
WiE, 7arsx—&9R—h LA —OHLEN, IP 7 RL ACR— MERZEDY 7y NOR#ZE

BIRTZHZEICE-T, VY FOMERZERET 2720ITRILE XY,

LUN D& T,

INEDOY—ER - WV—ILIDWTENFIMESRL E7,

#19. Vv hBLOAEFaT - Vi NORTFEGMEY —)L

ReFE S Y — IV

GrL

LIC hL—Z + 74 )% — (TRCINT BXLU TRCCNN)

Iy NOBRIRNL—AERTADEIICLET, YTy

Fe hL—=Z2Z7RLZA-T73IU—, YT vk 51

7.7 ha), P 7Y RLA, BEOKR— MERIZHIBE
TE5XDICeDFELE, ML —Z% Socket APl DF:E
DHFTAY—DHZ, £/ SO_DEBUG V7w k%7
ar-tyhOHBZITY FORIHIRTHIEHTE
F9, LIC hL—2RIE, AL v R, #Z7, 2—H—-
Ty A, YaTh, FEET-N—HTT I Y—
HT BN ET,

STRTRC SSNID(*GEN) JOBTRCTYPE(*TRCTYPE)
TRCTYPE((*SOCKETS *ERROR)) I2&2% FL—Z + U3
I

STRTRC A~ > RIZEBMD/NT A=Y —nHEINEL
2o ZOINT A= =1L, DV ry MBI LW L
—Z R e TenHEAEERLET, ZoH
NiE, vy MEERICZ S —NRAELZHEEORD O
— R & error BWAGENET,

BARIRERCRISED b L — A

VA w h LIC AYAR—3%>b -« hL—2I2, EfFahz
By NMREEICRHT B ERERE SR EOHEAOY >
MEFENBH LI DEL,

B L 722 3 715

J—EAHLEETOS TN, EEsnEY Ty M E
7213 listen FODYV 7y NMZBEL/ZTXRTOY a 7 &M
HTESLDICLXET. ZOBHIZ. AF_INET £/212

AF_INET6 EWS Y RL A -7y I—2FHATEHY v
ke 77U —2 3 M@ NEISTAT Z{EH L TERT
EF7,

SO_DEBUG Zf§ilAJAEIC 9% NETSTAT kiR 4+~
>ar 3)

VA y k7 FYsr—3 32T SO_DEBUG V7 k-
FTalPNREINTNDEEIT, HHERKL )L - TN
w JIERERME L £,

tFay Vv FRDI-RFBROA v -0

2 DO SSL_ APl IZk 0., FH¥fLENtFaT - V7
Y FROIA—=RAyE—V%RLET, TNH5D 2 D
@ API 13, SSL_Strerror() & SSL_Perror() T9 . A
T. gsk_strerror() ¥, GSKit API IZ[AEkDHEREZ TEML L
F9, E£7 resolver L—F > NSEDRED I— RER &2
f#9°% hstrerror() API HH 0D E9,

WNTF =X T—FNEDKRL—Z - KA > b

TTVT—=arnsy iy ERT TCPAP A% v U E
TOF—% - 70—% L —ALET,

B
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[SSL_Strerror()--Retrieve SSL Runtime Error Message API|
[SSL_Perror()--Print SSLError Message API|

[esk_strerror()--Retrieve GSKit runtime error message API|

[hstrerror()--Retrieve Resolver Error Message API|
[~ L —Z DBk (STRTRC)|

OA—KRICET5514 o RGBS EIR

IBM 1E, BERRIZ, TRTOTOFT A - A—ROY 2TV EHEHT S I ENTEDIEM G EMH
MEETHLET, BRI, O T - I—Rhs, BEKRMEOENO-Z—Ic&be 8o~ o
TINEERTHENTEET,

SITER TNV E RSN TV A BEZRE, IBM, 20707 I AB%E. BIOMHaER Tor 5
Ll BEY 17075 L) 1T 2EMEY R — F 25 256132 ORI R— MIDWT, Eako
PRAE. R HEE SO RAES X NER EOBERBEZFTO TN TORRS L <IZHROFRIEEEZ A
DisnbDELET,

IBM. 207075 ABKHE. ER3EGHIT. WHARIBEICBVLWTHEOTROGELZMDT. DITFIC
HTHEEEZANVER A,

I T—y 08Kk, Ki3HEG
2. EIEBRE. FHHRE. ABEREE. FEEE, X3RE LoRRIES
3. BELIZAZE. ESFRALOIEE. &2 WIEEKTXND LEH

E R 72 3T &K o T, FEHROBITREICK D, ERLOBEOHIRAEH SN2 WEENH D X7,
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f+ix. HHECHEIA

AFIIKE IBM PRETLIEEBL O —EAC DN TERLIZHDTT,

AEICHHOES, T—E A, TREHBENARICBNWTIHEMEEINTOWARAWEERNH D £, BATHA
nJRE/R LS, P —E X, BIOHRRIIOWTIE, HA IBM OEEHYBIIBEREI N, AT IBM
B, OV I A FEET-ERCEAELTNTH, £0 IBM &, 707 I 4, £2EFTH—EZDH
IMERPRETH S I EZEBERTE2HOTIEHDEHL. INSITRAT, IBM OHNFIAEHEEZRET S Z
D, HWEMICHEZOR-S, Ty I A, FREIY—EXEFHTLIENTEET, /27ZL. IBM
DS o#E T 07 5 AOEBEEITY —EXDOFHEB X ORGEEIX, BREEOEMLTITo TWEZEET,

IBM 1. AFICRHEHINTWLINRICEL TR FRFHEHFOHDZEE) ZIRA L TWAEENH
DFET, AEORMIT. BREICINS DBTHEICOWTEELH#ETHIEEZRTL2HOTIEIHD E
B, EFMHEIIONWTOBMWEDEIL, EMICTFEREEICREDLIEI N,

T106-8711

FEER X ONAAR 3-2-12

IBM World Trade Asia Corporation
Intellectual Property Law & Licensing

DUFOGRGES, B EZFHIROBEHRICHDRVESIR, EHEINEEA. IBM BT OEEEISME
DTS, AFEREMEL THET L EXOREBTREL, MERmtEORIE. K& BIESMEDRIES &
WL EORIEHABEEZ GO T RTOWRS L BERORIEEEZADRVWD DL L ET, EEZTM
BIC & > T HROBITREICE D, REEREDOHIRNZEC 52856, BTHECHRZZT560D &
L&Y,

ZOERIZIT. HRMICREY R CREEEZESDEENHD 0 £, ARITEHMWICRE I N, HEREHE
BAZORRICHAAENE T, IBM IITERLIC, Bk, ZoXEBICDHINTWAESEAITTOY
FLIHRHLUT, REFERIIEREZTOIENHDET,

AEIZBNWT IBM DA D Web 1 MZERL TWAEERH D ETH, FHOLEDILHLEZZ T TH
D, FLTENHSD Web U1 h2HRTLIHOTIAHDEB . TNHD Web V1 MTHHERNT. =
@ IBM #FOEBERIO—ETIEHD AL, TNH5D Web Y1 MM, BEHKROEBEETIHHLIZI N,

IBM 1d. BEEDIREET S0 RS EHRD. BREICHL TRALEBDAS LD, HoEY &3
FTHHET, FHDBLIFEMATLIENTETEHDELET,

ATOTILDTA X ARFFET, () MEIERLET O S 0E20o7T0r 548 (K707 5 A
Za8) EOMTOFERH, BRY (i) S NEROMEMAZAREICT 2 ZE2HNEL T, &
TS LT LERESEETDHIE, FRRICHEBEL TIZE W,

IBM Corporation

Software Interoperability Coordinator, Department YBWA
3605 Highway 52 N

Rochester, MN 55901

U.S.A.

ATOT T LT 2 LEEOE#RIE, EUREAREO N THATLZENTEEIN, AEOGEDHD
ECIN
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AETHHINTNWDEIIA LR - TOT I AFRITTOMD A 2 ZA&ERE, IBM e 7 as 5 A
FHIDOZEKISTE, IBM 707 T ADTHEHASME, IBM O — RO SRS, £R13FNERZ%DRE
IZHDOWT, IBM X 0#EftEINnE9d,

COXFBIZEENDIVNRDENT =R A - T—=8b, EHEETTREEINLZDDOTY., TDLD, il
DEEERBE TR ONIHRIE, R REND D XTI, —HOREN., HEL NIVDOT AT ATITON
AREVEDN D D KT, T OREMEN, —RICHHATREZR S AT LDHDER LU THHMRIEIEH D XA, &
512, —EOREMEDY, HEEMETH L TRENEDN D D KT, EEORERIL, RADA[EMENDH D T, BEHK
. BEROREDRKEICHE L 2T — 5 ZHEND HMENDH D £,

IBM DSORGB T B 1EHIT. T ORBOMIEE . B, B L <3 OMONTFIF ATREZR Y — A
SAFLEDHDTT, IBM &, NS5 OHEOTF A NMIToTHDEF A, L > T, B HEICES T
HFETHE. B, £RR3FOMOERICONWTIIMIETE LA, IBM LSO OMEEEICEE 9 2 & R
1. FNS O-BOHBFITBENL £,

IBM OO A FEZITEMICET SR DWW TIE, PHEALICEEEZIIMEIESNSIBHERH D, B
WHEZRLTWSHDTT,

AFEIE, HEOEBUHTHWSNDT —FPRIEFDHNGENTWET, KOBKNEZEZ S0
2. ENSOFNTIE. BA, ¥ TI 2R HEIVEFEBRECAFNEENTVLIHENHDET., T
NEDHFEITNTRZEDEDTH D AFCEPELUT D2 EENELL TNLELTH, TIUIMBAIC
TEEE o

HEHER I FrRe:

AREITIE, BABARL =T 4 2T - TI9 NI —ATOTOT T D TFEEFRT DY TV - 7T
ir—al 7Oy L0) —ASETHERINTHWET., BRI, 2V Ty s anEqEMNT
WEFARL =T 4 27T« TI9 NTx—LDT7 TV r—ar - TOaryII2007 « A 25 —7 —AITHEN
Ly U r—ar - 7ar 5 LA0%, . lKE. EMEzENEL T, WhksBERIZBWTH,

IBM IZxHliZ 230D Z & InaE-L ., &L, BATHIENTEET, Zo¥ > TV Jarss
L, BLWBRMETICRBITIDZZEERT AN R TWERL, > T IBM 2. Zh60H 7)) - Fay
T DWTERENME, FUEMES L <I3HEREMENH 2 L 21Z00N LD, RiETHZ LT TEER A,

ZTNETNOEEY), YT - TOT T LOWNRLES. FEIETXTOIRENAWEMICSH, ROELD
2 HFERREZ AN TWELESBERHD XY,

O (BROEIA) (FBFE). 20— RO—EZ. IBM Corp. DY > 7))L« 7OV T LANEWMENTNE
9, Y7 0 F L, © Copyright IBM Corp. _fF% A#1%_. All rights reserved.

ZOEREY 7 FAE—TZEIIR> TWAEEIE, BESRH I —DORERIZERINLWVWEENH D £T,
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