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iSeries ^_<=w

9C“iSeries™ ^_<=w”,\m1ZgNCJ“Pk\m”T0gNk“Pk\m”xP;%=f_P|sDin

T#

\m`v53GKwUf)sD5q1dP;v+;t=T

D=f#IBM® }kK“Pk\m”4oz\m1\md53#

C'Qm\=“Pk\m”DrWT"inTT0d?sD&

\#Sg`v53\m^)MKP|n=i4d53T\D

51<,\m19CK“Pk\m”4|_'XjId$w#

9C“iSeries ^_<=w”,\m1ZgNCJ“Pk\m”T0gNk“Pk\m”xP;%=f_P|sDin

T#“iSeries ^_<=w”Jm\m19CrXxMwg0"x^_wFbwwDvK}Vzm(PDA)r$w

>OD+3 Web /@wT6L==`XM\m53T\"4,"w5M{"#

ZQ+“iSeries ^_<=w”dC*ZPk53OD Web ~qwOKP.s,;h+ URL dkrXxMwg

0"PDA r/@wM\4PBPYw:

v [l534,#

v i453tT#

v i4BP“Nq”Dj8**:

– |n

– m~|Mz7

– bf

– ^)

– U/~q

– C'Mi

– 535

v \m Integrated xSeries® Server for iSeries#,1ZyP Integrated xSeries Server OrvZ%v Integrated

xSeries Server OKP|n"t/ Integrated xSeries Server rXU|G#

v g`v53KP i5/OS™ |n#

v i4`Xw"k.xP;%

– 53`Xw:i4}Z`XDH?M105,T0iIH?5D0 20 n(w5MEL%*H)#9CP>

Z`XwPDw5(T>j8E""Rp"MEMax)#

– w5M{"`Xw:i4k`Xwj<%dDg53DyPw5M{"#i4}`XDH?M105#

9CP>Z`XwPDw5M{"(T>j8E""Rp"ME"ax">}M&p)#

– D~`Xw:i4D~Dj84,,|(5376"s!"^DUZM%"CD~DD>#

– B2B n/`Xw:i4s5=s5BqDj8E","i4}`XDH?M105#
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v (}tC;A'Vr(}9C“&CLr\m”hCC'CJ6p4^FC'IT4PD)Yw#JmC'i

44,E",+;\4PYw#

KE"<Zozz*<9C“iSeries ^_<=w”,|a)K;)XZ9CD)h8T0gN20MdCyh*

D*XD<I,"EvKb)&\#

V5R4 DBvZ]

9C“iSeries ^_<=w”1,Z`vC'.d2m`v`Xw#

{C V5R4 PDB&\,zIT+“iSeries ^_<=w”dC*Z`vC'.d2m`v`Xw#KB&\?~

Jmzi42m`XwT0Q-4(D`Xw#PXK`BvrWhC8>E"D|`ji,kND!q Web

&CLr~qw#

gNi4BvZ]r|DZ]

*Kozzi4Qv<u|DDX=,KE"9C:

v <q,TjGBvE"rQ|DE"Dp<;C#

v <q,TjGBvE"rQ|DE"Dax;C#

*iRPX>"PfPDBvZ]rQ|DZ]Dd|E",kNDC'8|<#

Ir! PDF
IT9CKn4i4Mr!KE"D PDF#

*i4rBX>D5D PDF f>,k!q6iSeries ^_<=w7(s< 637 KB)#

d|E"

zITS`XE"3i4rr!`XVaM Redbooks™ D PDF#

#f PDF D~

*+ PDF #fZzD$w>OTci4rr!:

1. Z/@wPR|%w PDF(R|%wOfD4S)#

2. g{z9CDG Internet Explorer,r%w?jmf*#g{9CDG Netscape Communicator,k%w4S

mf*#

3. /@A*#fC PDF D?<#

4. %w#f#

BX Adobe Acrobat Reader

z h * 9 C A d o b e A c r o b a t R e a d e r 4 i 4 r r ! b ) P D F # I T S A d o b e W e b > c

(www.adobe.com/products/acrobat/readstep.html) BX1>#

hC iSeries ^_<=w

-GK9C“iSeries ^_<=w”yh*Dm~M2~#|2PzZzv(9CDV^_h8T0I\h*20

MdCD)&CLr#
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1xk^_@g1,*wvm`!q#>Zhv9C“iSeries ^_<=w”yXhDu~,"ozz7(+DV

h8k“iSeries ^_<=w”;p9C#TB3f2PzZz7(I\h*20MdCD)&CLr#

`XEn

Z 17 3D:\m iSeries ^_<=w;

KbgNS^_h8\m iSeries 53#9C“iSeries ^_<=w”Z“Pk\m”M Integrated xSeries Server

Pk`XwxP;%#KP|n"9CNqM53"XFC'CJ#

2~Mm~hs
7(zGq_PKP“iSeries ^_<=w”DyPXhDm~M2~#

TB*XGKP“iSeries ^_<=w”nBv?fyXhD:

v mIz7 5722-XP1:|,“iSeries ^_<=w”D iSeries Access for Wireless z7#

v KPC&\Dh8

– _P^_rXx~qD'VrXxDg0

– _P Web /@w"^_wFbwwM^_rXx~qD PDA

– $w>OD+3 Web /@w

v Z TCP/IP xgPKP i5/OS V5R2 r|Bf>D~qw#b+GI“Pk\m”9CDPk53#

v ZPk53OKPD Web &CLr~qw,gTBNN;v~qw:

– ASF Jakarta Tomcat &CLr~qw

– WebSphere® Application Server

– ZPk53OKPR_Pw\ servlet D\&DNNd|&CLr~qw

iSeries ^_<=w 3



!qh8

!qk“iSeries ^_<=w”f]Dh8#

rXxMwg0M^_ PDA G;nUBBlD<u#|GZA;s!"b[T0m`d|X*Xw=fPy

;,#TBwZozz!qk“iSeries ^_<=w”f]Dh8#g{d|^_h8'V^_rXx/@,r|

G2I\Gf]D,+;%==I\;,#

!qh8:rXxMwg0

!q*k“iSeries ^_<=w”;p9CDrXxMwg0#

1!qrXxMwg0Tk“iSeries ^_<=w”;p9C1,k<GBP*X:

v g0>mDomXw(A;s!M4%;CH)

v g0O'VD Web /@w((#F*"M/@wrddM/@w)

v Zzk*9CrXxMwg0DXmxrCg0IqCD^_rXx~q

rXxMwg0DA;s!-#0l9C|D=cT#;civB,g0T>D.=P=`,i4}]=]

W#^[A;s!gN,+-#h*9C4%rd|v/0CZg0A;OrBv/#9&<GyT>PDm

H#

< 1. ,S=“Pk\m”D^_h8
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rXxMwg0(#Q0k"M/@w#;)!qX(g0,2M!qK/@w#“iSeries ^_<=w”10'

V Openwave Mobile Browser V3.1 M|_f>(T0F* UP.browser)#*KqCnQa{,!q'VK"

M/@wDg0#

^_rXx~qGrrXxMwg0(rSP)+M}]#C~qkg0Dot~q;,,!\X()&LI

\+b=V~qb0Z;p#7#Z*9Cg0DXmxrP^_rXx~q'Vzy!qDg0#

k iSeries ^_<=wDf]T

BPrXxMwg0k“iSeries ^_<=w”f]#

g0 bT`M ^_~q "M

Mitsubishi T250 h8 AT®&T PocketNet (i9C!VeW!n#

":|( Ericsson R280 LX ZZDd|g0Q9C#bwbT}#

d|rXxMwg02I\f]#g0fyv,“iSeries ^_<=w”'V Openwave D Openwave Mobile

Browser 3.1 r|_f>#Openwave Mobile Browser C=K@gOm`g0FlLDmI#xR,m`FlL

T`VMEDg0a)'V#PX OpenWave Mobile Browser 'VDg0Pm,ITCJ Openwave Web >

c http://upmkt.openwave.com/dev_phones/phones.cfm#PXK/@wDd|E",ITCJ Openwave Web >

c:http://www.openwave.com#

`XE"

http://upmkt.openwave.com/dev_phones/phones.cfm

http://www.openwave.com

!qh8:PDA
!q*k“iSeries ^_<=w”;p9CD PDA#

“iSeries ^_<=w”9CZ PDA OKPD Web /@w#krXxMwg0;,,/@wD!qk!qD PDA

h8^X#g{Z:r PDA 13v Web /@wQk PDA b0Z;p,zIT20=SD Web /@w#

IT(}rXx* PDA h8BXm` Web /@w#

PDA /@wk iSeries ^_<=wDf]T

fZm`;,DCZ PDA h8D Web /@w#(#,/@wD;,.&ZZ|Gy'VD HTML *X;

,#P)/@w&mD>D==kd|/@w;,#P)/@wT><qMm,xd|/@wr;\T>#P

)/@wa)Hd|/@w|_D#$r2+T6p#BP/@w'VS PDA KP“iSeries ^_<=w”yX

hD*X:

v AvantGo f> 3 r|Bf>

v EudoraWeb f> 1.1 r|Bf>

v Go.Web f> 6.0 - CZ RIM Blackberry

Z PDA OKPDd| Web /@w2I\Gf]D#&*@d|/@wT> HTML D==DnpIT<B

“iSeries ^_<=w”DT>MP*kZH0P>DN;/@wPDT>MP*;,#

Kb,g{h*nbD2+T,iR'V SSL D/@w#
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PDA k iSeries ^_<=wDf]T

BP PDA k“iSeries ^_<=w”f]:

PDA Yw53 ^_wFbww ^_~q

Palm V r Vx Palm OS V3.3 Minstrel V AT&T

Palm III r IIIx Palm OS V3.3 Minstrel III AT&T

RIM Blackberry RIM ZC GoAmerica

Kyocera QCP 6035 Palm OS ZC Sprint

m`d| PDA \I\f]#r*“iSeries ^_<=w”GZ/@wPKPD,yT!qDV PDA &C;aP

0l,+;TOfPvD PDA xP}bT#Kb,Jmz4P Web /@"'V HTML DNNh8<I\

k“iSeries ^_<=w”f]#

PDA DwFbwwM^_rXx~q

h*!qkzD PDA !qf]DwFbww#mb,9h*R=;v^_“rXx~qa)L”(ISP)#^_r

Xx~q9CwFbwwr PDA(rSP)+M}]#1!qwFbwwM~q1,7#!qZz*9C PDA

DXmxrP\'VDiO#

`XE"

AvantGo

EudoraWeb

Go.Web

!qh8:PC
2IT++3 Web /@wk“iSeries ^_<=w”;p9C#

“IBM iSeries ^_<=w”;hF*ZrXxMwg0r PDA OKP#;x,r*“iSeries ^_<=w”GZ PDA

PD/@wOKP,yT|2\Z+3D Web /@wOKP#r* PDA /@wP|`^F,yTNN10

$w> Web /@w&CIC#

“iSeries ^_<=w”;h*;v!A;,rK(iz+/@wD;v!0ZECZ$w>DGO#by|MI

TZ53M`XwO#V104,,x;X*R@f#

g{}Z PC O9C+3rXx/@w,rITSwK%!qq!(f4Z{v/@wA;OT>yPE"#

*"rXx#$Lr

*"*z$wDrXx#$Lr#

r*“iSeries ^_<=w”servlet h*q!6LC'DC'j6,yT+h*dCrhC Web &CLr~qw

4O$C'#C servlet 9CKC'j64k“Pk\m”(E#r*KO$IT(}rXxxP,yTC'h*

F)#$F.4#$KO$E"(C'j6M\k)#

ZM'zM~qw.d+dD}]9|,53\mE"#&CxPVvT7(K}]h*D#$6p#ZF)

KF.1h*<GBPJb#

v +9CD)~q4CJ servlet(9CrXxM/r9C,SAPk53DM'zOD/@w)?

v +9CD)M'zh8T0Zh8O9CD/@wD2+T\&gN?
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v Z Web &CLr~qw(g IBM WebSphere r ASF Tomcat servlet }fT0 IBM HTTP Server for

iSeries)O+gNdCrhCyhD#$?

v M'zM~qw.d+dD}]DitHG`Y?

ZF)K#$F.}LP,kND i5/OS Internet Security Scenarios: A Practical Approach®#

BP IBM WebSphere Application Server Web 3fM ASF Jakarta Tomcat w32ITZF)#$F.1a)

oz#b)3f9a)PX*9CDM'zh8M/@wD2+T#$\&DD5#

`XE"

AS/400 Internet Security Scenarios: A Practical Approach

IBM WebSphere Application Server

ASF Jakarta Tomcat

dC^_73

^D Web &CLr~qwM@p=dC,Tc“iSeries ^_<=w”}7KP#

Z*<9C“iSeries ^_<=w”.0,7#Q}7dCrhCBPwn#jIb)=h.s,zMIT,S=

Pk53"*<9C“iSeries ^_<=w”#

`XEn

Z 14 3D:,S=zDPk53;

9C^_h8,S=Pk53#

:* HTTP Server(powered by Apache)dC ASF Jakarta Tomcat servlet }f;

*zD^_xg4(MdC servlet }f#

Z 8 3D:dC WebSphere Application Server Base Edition V5.0;

9C WebSphere Application Server *zD^_xg4(MdC HTTP Server#

Z 10 3D:dC WebSphere Application Server Express Edition V5.0;

9C WebSphere Application Server Express Edition *zD^_xg4(MdC HTTP Server#

!q Web &CLr~qw

hC“iSeries ^_<=w”,T9C ASF Jakarta Tomcat servlet }fr WebSphere Application Server(WAS)

4KPC^_<=w#zITZK&R= WAS 5.0 Base Edition M WAS 5.0 Express Edition DhC8>E

"#

IT9C8v Web &CLr~qw4KP“iSeries ^_<=w”servlet#(i9CTB Web &CLr~qw:

`XNq

Z 12 3D:dCPk\m;

1k“Pk\m”xP;%1,dV{C“iSeries ^_<=w”a)D\&#>3fozzdV9C“Pk\m”

PICD&\#

* HTTP Server(powered by Apache)dC ASF Jakarta Tomcat servlet }f:

*zD^_xg4(MdC servlet }f#

BPNq+ozz* HTTP Server(powered by Apache)hC ASF Tomcat servlet }fTKP“iSeries ^_

<=w”:

iSeries ^_<=w 7
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hs

*<.0,zXk5P QSECOFR (^"Q20KBPm~:

v IBM HTTP Server(5722-DG1)

":BP8n+4(BD HTTP Server 5};z;\9CBP8nZVP HTTP Server OhC“iSeries ^_

<=w”#

4( Web &CLr~qw

KPBP|n+“iSeries ^_<=w”servlet mSA Apache Software Foundation Jakarta Tomcat servlet }f#

|9+hC{* <HTTPInstanceName> D IBM HTTP Server(powered by Apache),:pl} <port number>

KZODks#=(E [] PDnGI!D,g{48(5,53+9C1!5#CzT:DE"f; <1eV

> PDn:

CALL QSYSDIR/QYPVSETUP ’-tomcat [-httpinstance <HTTPInstanceName>] [-port <port
number>][-javaversion <java version>]’

Ov|nPDN}(egB:

-tomcat
8( ASF Tomcat GCZKP“iSeries ^_<=w”D servlet }f#

-httpinstance <HTTPInstanceName>
8(CZKP ASF Tomcat servlet }fD HTTP 5}D{F#g{48(5}{F,r1!* MCP#

8(5}{F1,C{F;\|,Uq,"R$HXkYZ 10 vV{#

-port <port number>
8(l}ksD HTTP Server KZ#g{48(KZ,r1!* 8110#

-javaversion <java version>
8(*9CD Java™ Developer’s Kit Df>#>N}DP'5* 1.3 M 1.2#g{48( java f>,

1!* 1.3(g{Cf>Q20),qr+9C 1.2#

t/ Web &CLr~qw

ASF Tomcat KP“}ZxPP”;bb6E ASF Tomcat f HTTP Server ;pt/Max#KPOv|nR

jIhC.s,zh*(}KPBP|n4t/ HTTP Server:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<HTTPInstanceName>)

VZzQ-jIK Web &CLr~qwDhC,ITLxdC^_73#

PX ASF Jakarta Tomcat D|`E",k*A http://jakarta.apache.org/tomcat/index.html#

`XEn

Z 7 3D:dC^_73;

^D Web &CLr~qwM@p=dC,Tc“iSeries ^_<=w”}7KP#

`XE"

http://jakarta.apache.org/tomcat/index.html

dC WebSphere Application Server Base Edition V5.0:

9C WebSphere Application Server *zD^_xg4(MdC HTTP Server#
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TBNq+ozzhC“iSeries ^_<=w”,T9C WebSphere Application Server(WAS)5.0 Base Edition

4KPC^_<=w#

hs

*<.0,zXk5P QSECOFR (^"Q20KBPm~:

v IBM HTTP Server(5722-DG1)

v WebSphere 5.0.1 MTOf>

":BP8n+4(BD HTTP Server 5};z;\9CBP8nZVP HTTP Server OhC“iSeries ^_

<=w”#

B P 8 n Y ( z Q - d C " } Z K P W e b S p h e r e # g { P 4 h C W e b S p h e r e , k * A

http://www.ibm.com/eserver/iseries/products/websphere &D WebSphere,Tq!|( JavaZZDj{DX8m~

j8E"#&ZhC0dC19C20Z PC(4 TCP/IP xgOD Windows NT®)OD WebSphere \mX

F(Lr#

g{zG WebSphere BC',kq- WebSphere w3ODdC=h49 Hello World servlet &CLr"S

wC#KhC}Lozzl$ WebSphere,"Ri$20MdCGI&D#

t/ WebSphere S53

7# QEJBAS5 S53}ZKP#g{S534ZKP,kKPBP|n:

STRSBS QEJBAS5/QEJBAS5

4( Web &CLr~qw

KPBP|na+“iSeries ^_<=w”hC*9C WebSphere 5.0 Base Edition w* servlet }f4KP^_

<=w#|+4(;v{* <WASInstanceName> D WebSphere 5}M{* <HTTPInstanceName> D IBM HTTP

Server(powered by Apache),K IBM HTTP Server :pl} <port number> KZODks#ZT<KPK

|n0,k7#S53 QEJBAS5 }ZKP#=(E [] PDnGI!D,g{48(5,53+9C1!5#

CzT:DE"f; <1eV> PDn:

CALL QSYSDIR/QYPVSETUP ’-wasversion 5733WS5 [-nodename <node name>] [-wasinstance
<WASInstanceName>] [-httpinstance <HTTPInstanceName>] [-port <port number>]’

Ov|nPDN}(egB:

-wasversion 5733WS5
8(+9C Websphere 5.0 Base Edition 4KP“iSeries ^_<=w”#

-nodename <system name>
8 ( } Z * d h C “ i S e r i e s ^ _ < = w ” D 5 3 D L { F # } g , g { 5 3 { F *

yoursystem.yourcompany.com,r <system name> +GzD53#

-wasinstance <WASInstanceName>
8(+4(CTKP“iSeries ^_<=w”D WebSphere 5}D{F#8(D5};\Q-fZ,qr

KPK|n1+vVms#g{48(5}{F,rK5}{F* MCP#

-httpinstance <HTTPInstanceName>
8(CZKP WebSphere servlet }fD HTTP 5}D{F#g{48(5}{F,r1!* MCP#

8(5}{F1,C{F;\|,Uq,"R$HXkYZ 10 vV{#

-port <port number>
8(I 6 vKZiIDiDZ;v}V#HTTP Server +l} <port number> ODks,x&CLr

iSeries ^_<=w 9



~qwl} <port number> + 1 A <port number> + 5 ODks# g{48(KZE,r HTTP Server

D1!KZE* 8110,x&CLr~qwD1!KZE* 8111 - 8115#

t/ WebSphere Application Server

*t/&CLr~qw,zh*S QSHELL |nPKPTB|n:

/QIBM/ProdData/WebAS5/Base/bin/startServer iSeriesNavigatorForWireless -instance <WASInstanceName>

;)t/K&CLr~qw,+aT>C WebSphere Application Server 5}D\mXF(KZE#

t/ HTTP Server

Zt/&CLr~qw.s,zh*(}KPBP|n4t/ HTTP Server:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<HTTPInstanceName>)

VZzQ-jIK Web &CLr~qwDhC,ITLxdC^_73#

`XEn

Z 7 3D:dC^_73;

^D Web &CLr~qwM@p=dC,Tc“iSeries ^_<=w”}7KP#

`XE"

http://www.ibm.com/eserver/iseries/products/websphere

dC WebSphere Application Server Express Edition V5.0:

9C WebSphere Application Server Express Edition *zD^_xg4(MdC HTTP Server#

TBNq+ozzhC“iSeries ^_<=w”,T9C WebSphere Application Server(WAS)5.0 Express Edition

4KPC^_<=w#

hs

*<.0,zXk5P QSECOFR (^"Q20KBPm~:

v IBM HTTP Server(5722-DG1)

v WebSphere 5.0.1 MTOf>

":BP8n+4(BD HTTP Server 5};z;\9CBP8nZVP HTTP Server OhC“iSeries ^_

<=w”#

B P 8 n Y ( z Q - d C " } Z K P W e b S p h e r e # g { P 4 h C W e b S p h e r e , k * A

http://www.ibm.com/eserver/iseries/products/websphere &D WebSphere, Tq!|( JavaZZDj{DX8m

~j8E"#&ZhC0dC19C20Z PC(4 TCP/IP xgOD Windows NT)OD WebSphere \mX

F(Lr#

g{zG WebSphere BC',kq- WebSphere w3ODdC=h49 Hello World servlet &CLr"S

wC#KhC}Lozzl$ WebSphere,"Ri$20MdCGI&D#

t/ WebSphere S53

7# QASE5 S53}ZKP#g{S534ZKP,kKPBP|n:

STRSBS QASE5/QASE5
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4( Web &CLr~qw

KPBP|na+“iSeries ^_<=w”hC*9C WebSphere 5.0 Express Edition w* servlet }f4KP^

_<=w#|+4(;v{* <WASInstanceName> D WebSphere 5}M{* <HTTPInstanceName> D IBM

HTTP Server(powered by Apache),K IBM HTTP Server :pl} <port number> KZODks#ZT<

KPK|n0,k7#S53 QEJBAS5 }ZKP#=(E [] PDnGI!D,g{48(5,53+9C

1!5#CzT:DE"f; <1eV> PDn:

CALL QSYSDIR/QYPVSETUP ’-wasversion 5722IWE [-wasinstance <WASInstanceName>]
[-httpinstance <HTTPInstanceName>] [-port <port number>]’

Ov|nPDN}(egB:

-wasversion 5722IWE
8(+9C Websphere 5.0 Express Edition 4KP“iSeries ^_<=w”#

-wasinstance <WASInstanceName>
8(+4(CTKP“iSeries ^_<=w”D WebSphere 5}D{F#8(D5};\Q-fZ,qr

KPK|n1+vVms#g{48(5}{F,rK5}{F* MCP#

-httpinstance <HTTPInstanceName>
8(CZKP WebSphere servlet }fD HTTP 5}D{F#g{48(5}{F,r1!* MCP#

8(5}{F1,C{F;\|,Uq,"R$HXkYZ 10 vV{#

-port <port number>
8(I 6 vKZiIDiDZ;v}V#HTTP Server +l} <port number> ODks,x&CLr

~qwl} <port number> + 1 A <port number> + 5 ODks#g{48(KZE,r HTTP Server

D1!KZE* 8110,x&CLr~qwD1!KZE* 8111 - 8115#

t/ WebSphere Application Server

*t/&CLr~qw,zh*S QSHELL |nPKPTB|n:

/QIBM/ProdData/WebASE/ASE5/bin/startServer <WASInstanceName> -instance <WASInstanceName>

;)t/K&CLr~qw,+aT>C WebSphere Application Server 5}D\mXF(KZE#

t/ HTTP Server

Zt/&CLr~qw.s,zh*(}KPBP|n4t/ HTTP Server:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<HTTPInstanceName>)

VZzQ-jIK Web &CLr~qwDhC,ITLxdC^_73#

`XEn

Z 7 3D:dC^_73;

^D Web &CLr~qwM@p=dC,Tc“iSeries ^_<=w”}7KP#

`XE"

http://www.ibm.com/eserver/iseries/products/websphere

dC@p=

7(Gqh*^D@p=TqCS^_h8T53DCJ(#

iSeries ^_<=w 11

http://www.ibm.com/eserver/iseries/products/websphere


19C“iSeries ^_<=w”1,z+SrXxAYCJ;vzD53#g{VZSrXxCJzDNN53,

zI\QhC@p=4h94Z(CJ#y]@p=dC,I\Xk^D@p=hCE\KP“iSeries ^_<=

w”#

g{zS4(}rXxCJ}zD53R4hC@p=,rTB IBM Redbook ZXZANDwze5a9M

ANDSxe5a9DBZPa)KCZ4PKYwD_T#kND AS/400® Internet Security Scenarios: A

Practical Approach#

`XE"

AS/400 Internet Security Scenarios: A Practical Approach

dCPk\m

1k“Pk\m”xP;%1,dV{C“iSeries ^_<=w”a)D\&#>3fozzdV9C“Pk\m”PI

CD&\#

“iSeries ^_<=w”;h* PC 4KP,+h* PC 4hC“Pk\m”#“Pk\m”G“iSeries <=w”Dw*

?V,|G iSeries ~qwD<Ngf#z&Z PC O+“iSeries <=w”w* iSeries Access for Windows® D

i~xP20#;h*mbxP20#120 iSeries Access for Windows 1,SICDi~PmP!q“iSeries

<=w”,;s!qzk*Di~(`Xwr|n)#B;=,hC“Pk\m”(Pk53"Kc53"`Xw

M|n)#*S^_h8,SA“Pk\m”,XkZdC*“Pk\m”Pk53DKc~qwOhC Web &C

Lr~qw#

r*“iSeries ^_<=w”k“Pk\m”G`%@fD,yT“iSeries ^_<=w”9C“Pk\m”P(eDKc

53M`Xw(f4,"`XH?E"#

*<9C^_h80,Z“Pk\m”P4PTBNq:

1. mSKc53

+53mSAxgTczIT`X4,#;PZ“Pk\m”P(e*Kc53D53E+Z“iSeries ^_<

=w”PT>#b|(xP Integrated xSeries Server D53#g{z*\mX(53OD/I~qw,7#

Q+|mS*Kc53#

ZmSKyPKc53s,U/bfTczITS“iSeries <=w”i4XZ?vKc53DE"#

2. 4(`Xw

“Pk\m”PD`Xw&\?s#zIin9Cr%r4SD`Xw,hCP5MZb)P5"z14P

T/Yw#“iSeries ^_<=w”D?jGCz^[ZDo<\Kb=b)`XwD4,#CPbeD{F4

(`Xw(+!?9|GrL,qr|G+Z^_h8Ov/)#1x(`Xw;vPbeD{F1,zI

Z^_h8O]WX6p|,g{Q%"C`Xw,z+*@|}Z`XDZ]Mz}Zi4DJbDO

XT#9C“iSeries ^_<=w”,z2Ii4X(53ODH?M5#

3. t/k#9`Xw

zITS“iSeries ^_<=w”Pt/k#9`Xw,+g{Z“Pk\m”Pt/|G,zD`Xw+Gn/

DR}Z`XJb,1zS^_h8CJ`Xw1,|Q-U/K}]#;vJb`N"z1,zMh*

|j8X`X3)Z]#g{zZ“Pk\m”P$(eKb)“JOoO”`Xw,rITZTs9C

“iSeries ^_<=w”t/|G#

4. 4(|n(e
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http://www.redbooks.ibm.com/abstracts/sg245954.html


zIS“iSeries ^_<=w”PKP|n#;x,+O$D|ndkrXxMwg0PGG#i3D#bMG

2T>zD|n(eD-r,TczITS“iSeries ^_<=w”1SKP(ePD|n#zIT4(Nb`

D|n(e,+*9{FrL,Tcz\;Z!A;O4=|G#

`XEn

Pk\m

Z 7 3D:!q Web &CLr~qw;

hC“iSeries ^_<=w”,T9C ASF Jakarta Tomcat servlet }fr WebSphere Application Server(WAS)

4KPC^_<=w#zITZK&R= WAS 5.0 Base Edition M WAS 5.0 Express Edition DhC8>

E"#

`XNq

20“iSeries <=w”

mSKc53

4(`Xw

4(|n(e

!qoT

1!oThC*"o,+ITdCh8TT>z!qDoT#

“iSeries ^_<=w”1!oTG"o,+GzIT!q;,DoT#;)z20KI!DoT'V^)

(PTF),ITZ}9CDh8OM PC 9CDr URL 8(D/@wOhCCoT#9CBP URL MoT

!n:

host . domain : port/servlet/McYpvPervasive?lng=lang

host:Pk53Dwz{

domain:Pk53yZDr

port:Web ~qwD5}}Zl}DKZ#

lang:*i4DoT

ICDoT:

oT oTj6 V{/

H{1I<o nl_BE iso-8859-1

rePD zh gb2312

1ePD zh_TW big5

K^XGo hr iso-8859-2

]Ko cs iso-8859-2

I<o nl iso-8859-1

"o en iso-8859-1

(o fr iso-8859-1

H{1(o fr_BE iso-8859-1

SCs(o fr_CA iso-8859-1

p?(o fr_CH iso-8859-1

Bo de iso-8859-1

p?Bo de_CH iso-8859-1

#0o el iso-8859-7

iSeries ^_<=w 13



oT oTj6 V{/

Y@{o hu iso-8859-2

bs{o it iso-8859-1

p?bs{o it_CH iso-8859-1

Uo ja shift-jis

+zo ko euc-kr

(<o pl iso-8859-2

OQ@o pt iso-8859-1

MwOQ@o pt_BR iso-8859-1

^maGo ro iso-8859-2

mo ru windows-1251

9e%Ko sk iso-8859-2

9eDaGo sl iso-8859-2

w`@o es iso-8859-1

** Netscape hC1!oTMV{/:

*hCoT,k!q`- → W!n,;s%woT(%wmSTi4I\DoTPm)#;9CPmPDZ;

VoT#

*hCV{/,k!qi4 → V{/#

** Internet Explorer hC1!oTMV{/:

*hCoT,k!q$_ → Internet !n,;s%woT4%(%wmSTi4I\DoTPm)#;9CP

mPDZ;VoT#

*hCV{/,k!qi4 → `k#(I\Xk!qd{E\4={vPm#)

,S=zDPk53

9C^_h8,S=Pk53#

+Pk53D URL dk=^_h8T*<9C“iSeries ^_<=w”#1+h88rPk53OD URL 1,

9CBPq=#8(1*"b URL ax?V(/servlet/McYpvPervasive)DdkkTBT>j+`,:

host.domain:port/servlet/McYpvPervasive

host:Pk53Dwz{#domain:Pk53yZDr#port:Web ~qwD5}}Zl}DKZ#
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rXxMwg0<V

g{QI&,SAPk53,rZrXxMwg0O9C

“iSeries ^_<=w”1WH4=DG**#|T>KE"D1

04,";ZPmPD53}"}ZKPD`Xw}T0Z

n| 24 !1ZKPDNq}#|9+(}ZA;%?T>}

#(OK)r"b(Attention)D\e4,4f_zGqP

NNnh*"b#

g{T>}#(OK),ryP53"`XwMNq}Z=

HKP#

g{T>"b(Attention),r3v53"`XwrNq

h*}p|`"b#g{53;ICrg{`XwrNqQ

'\,raZh*"bDnD4ST_T>;v*>E#g

{Q%"`Xw,rZ“`Xw”(Monitor)4ST_T>;

ve#

":TZ;'V<NDg0,+T>;vGEx;Ge#

PDA /@w<V

PDA /@w<V`FZrXxMwg0#ZWN9C“iSeries ^_<=w”1+4=;v**,+Gr* PDA

/@wP|`Ud,yT|9T>;ICD53}"Q%"r'\D`Xw}MQ'\DNq}#r*3)f

]D/@w;'V<N,yT1T>%"4,19CGE(*)x;Ge#

+3D/@w<V

+3D/@w<Vk PDA /@w<Vj+`,#;x,IZvSKA;s!,|4p4|f5#*|CX9

C@fUd,IT+!/@w0ZCZ PC DGO,TZ9Cd|&CLr1{C“Pk\m”&\#g{}Z

PC O9C+3rXx/@w,rITSwK%!q+?T>4Zj{/@w0ZOT>yPE"#

ZQI&,S=53.s,zI\*(F,S"*<\m“iSeries ^_<=w”#

`XEn

Z 7 3D:dC^_73;

^D Web &CLr~qwM@p=dC,Tc“iSeries ^_<=w”}7KP#

Z 16 3D:(F,S;

IT!q;ZhC'S^_h8KP|nD\&,+Ta)C'i4`XwM534,D\&#z2I\

*|DNqj8E"=Z1d#K3fT>gN9C“&CLr\m”4^FC'T“iSeries ^_<=w”&\

DCJ,"(FNqj8E"lw$H#

Z 17 3D:\m iSeries ^_<=w;

KbgNS^_h8\m iSeries 53#9C“iSeries ^_<=w”Z“Pk\m”M Integrated xSeries Server

Pk`XwxP;%#KP|n"9CNqM53"XFC'CJ#
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(F,S

IT!q;ZhC'S^_h8KP|nD\&,+Ta)C'i4`XwM534,D\&#z2I\*|

DNqj8E"=Z1d#K3fT>gN9C“&CLr\m”4^FC'T“iSeries ^_<=w”&\DCJ,

"(FNqj8E"lw$H#

(}S“iSeries ^_<=w”V$}%&\"dC“&CLr\m”4^FC'T“Pk\m”DCJ,"(F**E

"ZA;O#t`CsE;e}#

^FC'CJ

r*zI\k^FC'S^_h89C“Pk\m”D\&,yTBP=ha)K;V=(,9C'ITi4`

XwM534,,+;\S“iSeries ^_<=w”4PNNYw#

IT}%TB&\:

v Z iSeries M Integrated xSeries Server OKP|n

v t/rXU Integrated xSeries Server

v Tw54PNNYw(Rp"MErax)

v T{"4PNNYw(&pr>})

v t/"#9rXBt/NN`Xw

*^FCJ,zXk4(TB!nD~:

1. Z/ID~53P,ZBP?<P4(;vD~:

?<:QIBM/UserData/OS400/MGTC/Pervasive/

D~:QYPV_OPTIONS.OPT

2. ZzDD~PdkTBdP;vD>V{.:

v readonly=yes

v readonly=no

X(C'2I+!nD~|{* QYPVxxxxxx.OPT,dP,xxxxxx GC'j6#KX(C'D~+2G

QYPV_OPTIONS.OPT D~,bJmzTyPC'Zh readonly=yes (^,xTX(C'ZhyPCJ(#

hCNqj8E"lw$H

Z**A;OITqCXZNqDj8E"#b)j8E";hC* 24 !1s=Z(24 !1sNq+T;K

P,+;aSPk53lwPXNqDB}]"+|T>ZzD^_h8O)#IT(}`-BP!nD~|

D=ZUZ:

?<:QIBM/UserData/OS400/MGTC/Pervasive/

D~:QYPV_OPTIONS.OPT

+BPBnmSA!nD~(dP 1-9999 .dDNN}V XXXX G!1}):

HOURS_OLD=XXXX

bG;xVs!4D,ITZ%@;PO,2ICUqk READONLY nV*#

}g,zB`-DD~I\*:
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READONLY=no

HOURS_OLD=48

b+Zhz+?CJ(,"RT>Zn| 48 !1ZQ-KPDNq#

dC&CLr\m

IT9C“&CLr\m”4XFC'T“Pk\m”PBP&\DCJ:^FrZhT`XwM|nDCJ(#

z&liT7#Z“&CLr\m”P!qD&\dC*kZ{DW!n%d,CW!nCZhC(}^_h8

k“Pk\m”xP,S#

>}:

v g{C'^(9C“Pk\m”,+Z iSeries O_PP'DC'j6,r1{G"TC^_h8,S=“Pk

\m”1,aT>;uZ(ms{"#

v g{C'P(9C“Pk\m”,+;P“&CLr\m”(^4CJ`Xw,rZ^_h8O;aT>NN`

XwE"#

v g{C'^(9C“Pk\m”PD|n,r{G+^(KP|n(erZ Integrated xSeries Server OKP|

n#

PXdCM9C“&CLr\m”D|`E",kND:&CLr\m#

`XEn

Z 14 3D:,S=zDPk53;

9C^_h8,S=Pk53#

&CLr\m

Z 20 3D:9CNq;

zITi4yP“Pk\m”NqDj8**E"#

Z 21 3D:g`v53KP|n;

“iSeries ^_<=w”9S^_h8KP iSeries 53OD|ndCG#]W#

\m iSeries ^_<=w

KbgNS^_h8\m iSeries 53#9C“iSeries ^_<=w”Z“Pk\m”M Integrated xSeries Server P

k`XwxP;%#KP|n"9CNqM53"XFC'CJ#
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9C“iSeries ^_<=w”G#r%#;)}7hCKzDPk

53,MIT(}+rXxMwg0"PDA r+3 Web /

@w8rPk53D URL 4,S=Pk53#|,S=zD

Pk53,*szG<,"RT>yP53"`XwMNq

D4,**#“iSeries ^_<=w”DhFY(;*zITiw

zD53"`XwMNq=HKP,M;h*d|E"#z

\GI!qi4|`E",uAIli=HKPD53OD

j8`XwH?#+;c45,g{;P}#(OK),r

Y(C**MGzh*i4D+?Z]#

g{C“iSeries ^_<=w”\mzD53,1^_h8f*z

iSeries ~qwxgP;P“}#”(OK)1,rI7E75g

K,r*ZzD73P(eK“}#”(OK)D,e#g{h

CPK$D53M`Xw,"f_`XwZ3vP51%

",G4z*vD;Gi4“iSeries ^_<=w”**3f,x

RIT\]W7(Gq;P<Z=HKPrGqP3)Bi

h*"b#

TB3fozz9C“iSeries ^_<=w”k“Pk\m

”"iSeries M Integrated xSeries Server PD`XwxP;%"

KP|n"9CNqM53T0XFC'CJ#

`XEn

Z 14 3D:,S=zDPk53;

9C^_h8,S=Pk53#

Z 2 3D:hC iSeries ^_<=w;

-GK9C“iSeries ^_<=w”yh*Dm~M2~#|2PzZzv(9CDV^_h8T0I\h*2

0MdCD)&CLr#

9C iSeries 53

“iSeries ^_<=w”Jmzi453DtT"mSr}%53M(F53Pm#

(}9C“iSeries ^_<=w”,ITS^_h8k iSeries 53xP;%#1!q534S1,T>PmPyP

53DPm#IT(F53Pm,"vmSz*i4D53,+XkWHZ“Pk\m”P+53$(e*Kc

53#g{PmPDNN53;IC,C53T_T>;vVeD*>E#ITr53PmmS53T0SP

}%53,2IT4(1!53Pm,r*X(C'4(53Pm#
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rPmmS53T0SP}%53:

1. *AK%,"!qmS53r}%53#

2. !q*mSr}%D53#

?v532G;v4S#!q;v53Ti4C53DtTT0C53ODyP Integrated xSeries Server#

r*rPmmS53aOi3,yT\m1IT4(1!53Pm,CPmI*NNC'D1!Pm#;s,

C'ITy]{GT:D2C(FPm#g{;iC'Tf"Z`,DeA.v53PD}]PK$,K&\

?~G#PC#

4(1!53Pm:

ZTB?<P,4(TBD~:

?<:QIBM/UserData/OS400/MGTC/Pervasive/

D~:QYPV_SYSTEMS.txt

4(b)D~.s,+z*|,Z1!PmDyP53mSZ;PO,"C:Et*#2IT(}4(D~

QYPVxxxxx.txt *X(C'4(53Pm,dP xxxxx GC'E*D~{F#

`XEn

:9C Integrated xSeries Server;

“iSeries ^_<=w”*za)S^_h8\m Integrated xSeries Server D\&#

9C Integrated xSeries Server
“iSeries ^_<=w”*za)S^_h8\m Integrated xSeries Server D\&#

g{z_Px Integrated xSeries Server(IXS)D iSeries 53,r;hr53PmmS IXS 53,MIT\

m Integrated xSeries Server#

1!q iSeries 531,IT4S=53tT,2ITi4 IXS#z+"L"b= IXS 4S9Ckd|“iSeries

^_<=w”&\`,D4,#C4,f_z IXS Gh*"b,9G+?}##

ITZ%vryP Integrated xSeries Server OKP Windows |n,"ITi4?v Integrated xSeries Server

DtT#b) Windows |nw*“Pk\m”Nqt/,yTzITzYKPD|n#TB<qT>T+3/@

wq=KPD“iSeries ^_<=w”PD IXS 'V#
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":*S iSeries \m Integrated xSeries Server,xSeries M iSeries ODC'j6M\kXk`,#

PX|`E",kND:iSeries OD Windows 73#

`XEn

Z 18 3D:9C iSeries 53;

“iSeries ^_<=w”Jmzi453DtT"mSr}%53M(F53Pm#

iSeries OD Windows 73

9CNq

zITi4yP“Pk\m”NqDj8**E"#

Sw**0Z%wNq4i4TB“Pk\m”NqDj8**E":

v |n

v m~|Mz7

v bf

v ^)

v U/~q

v C'Mi

v 535

TZ?V`MDNq,Nq**<aT>NqD\}"Q'\DNq}MQjIDNq}#ZPmP+vT>

n| 24 !1ZKPDNq;g{Zn| 24 !1ZP4KP“|n”,rNq**A;+;T>PX“|n”DN

NE"#NqE";hC* 24 !1s=Z,+IT(}(F,S4|DK=Z1d#

%wX(Nq(g|n)Ti4}Zt/"QjIrQ'\D|nNqD{F#%wX(NqD{F4i4C

Nqx-r}ZdOKPDKc53#

`XEn

< 2. %w Integrated xSeries Server a9*"T>?v53Dj8E"#
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Z 16 3D:(F,S;

IT!q;ZhC'S^_h8KP|nD\&,+Ta)C'i4`XwM534,D\&#z2I\

*|DNqj8E"=Z1d#K3fT>gN9C“&CLr\m”4^FC'T“iSeries ^_<=w”&\

DCJ,"(FNqj8E"lw$H#

g`v53KP|n

“iSeries ^_<=w”9S^_h8KP iSeries 53OD|ndCG#]W#

9C“iSeries ^_<=w”Tg`v iSeries 53KP i5/OS |n#ITS**3f!qKP|n(Run
Command),;sa*sz!q*KP|nD53r53i#r_,zITS53Pm!q;v53"ZC

53OKP|n#

1!qKP|n1,zIT!qVPD|n(e(zZ“Pk\m”Py(eD),r_dkNN|n#r*Z

g0OdkD>\i3,yT9C|n(eG#PC#

1t/|n1,|Gw*“Pk\m”Nqt/#Gy,zMIT(}i4**3fG<|G,i4gyP53

D4,,"i4\e4,#**3fT>Z^_h8OC“Pk\m”(|(“iSeries ^_<=w”)Zn| 24 !

1ZKPDyPNq#24 !1.s,zh*9C PC OD“iSeries <=w”4i4“|n”Nq#g{*Z^_h

8OT>24 !1TODj8NqE",IT(F,S#

B<T>K PDA q=D“iSeries ^_<=w”|n'VDy>#"b,g{|npwC,raT>;vSE

(+)#Z'V<NDrXxg0O,I&3<jm>|nI&#
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`XEn

Z 16 3D:(F,S;

IT!q;ZhC'S^_h8KP|nD\&,+Ta)C'i4`XwM534,D\&#z2I\

*|DNqj8E"=Z1d#K3fT>gN9C“&CLr\m”4^FC'T“iSeries ^_<=w”&\

DCJ,"(FNqj8E"lw$H#

`XN<

|n(e

i4`Xw"k.xP;%

g{Q$dC`XwZ“Pk\m”PKP,rIT9C“iSeries ^_<=w”4i453`Xw"{"`Xw"

w5`Xw"D~`XwM B2B n/`Xw"k|GxP;%#

“iSeries ^_<=w”JmzS^_h8i453`Xw"w5`Xw"{"`Xw"D~`XwM B2B n/

`Xw"k.xP;%#

< 3. i4|nD4,
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53`Xw

IT9C53`Xw4i4}Z`XDH?M105,T0iIH?5D0 20 n(w5MEL%*H)#2I

T9CP>Z`XwPDw5(T>j8E""Rp"MEMax)#

!q“53`Xw”4S4T>yPn/D53`XwDPm(;T>Q#9DNN`Xw)#g{NN`Xw

'\rQ%",C`XwT_avV;v*>Ere#

1!q3v`Xw1,aT>C`Xw}ZdPKPDyP53,g{!q3v53,raT>C`XwPD
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53`XwH?{F “iSeries ^_<=w”{F F?%;

C P U 9 C J ( = y 5 ) ( C P U

Utilization (Average))

CPU =y5(CPU avg) % &(% busy)

CPU 9CJ(;%=w5)(CPU

Utilization (Interactive Jobs))

CPU ;%=w5(CPU int jobs) % &(% busy)

CPU 9CJ(;%=&\)(CPU

Utilization (Interactive Feature))

CPU ;%=&\(CPU int feature) %

CPU y>9CJ(=y5)(CPU

Utilization Basic (Average))

y> CPU(CPU basic) % &(% busy)
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CPU 9CJ((z$w:I)(CPU

Utilization (Secondary Workloads))

C P U ( z $ w : I ( C P U 2 n d

workload)

%

CPU 9CJ(}]b\&)(CPU

Utilization (Database Capability))

CPU DB %

; % = l & 1 d ( = y 5 )

(Interactive Response Time (Average))

;%=l&1d=y5(Int resp avg) k(Seconds)

; % = l & 1 d ( n s 5 )

( I n t e r a c t i v e R e s p o n s e T i m e

(Maximum))

;%=l&1dns5(Int resp max) k(Seconds)

BqJ(=y5)(Transaction Rate

(Average))

BqJ=y5(Trans rate avg) ?kBq}(Transactions per second)

BqJ(;%=)(Transaction Rate

(Interactive))

;%=BqJ(Trans rate int) ?kBq}(Transactions per second)

z&m_-}]b I/O(Batch Logical

Database I/O)

z&m DB IO(Batch DB IO) IO/k(IO/second)

EL[9CJ(=y5)(Disk Arm

Utilization (Average))

EL9CJ=y5(Disk util avg) % &(% busy)

EL[9CJ(ns5)(Disk Arm

Utilization (Maximum))

EL9CJns5(Disk util max) % &(% busy)

ELf"?(=y5)(Disk Storage

(Average))

ELf"?=y5(Disk stg avg) % z(% full)

ELf"?(ns5)(Disk Storage

(Maximum))

ELf"?ns5(Disk stg max) % z(% full)

EL IOP 9CJ(=y5)(Disk IOP

Utilization (Average))

EL IOP =y5(Disk IOP avg) % &(% busy)

EL IOP 9CJ(ns5)(Disk IOP

Utilization (Maximum))

EL IOP ns5(Disk IOP max) % &(% busy)

( E I O P 9 C J ( = y 5 )

(Communications IOP Utilization

(Average))

(E IOP =y5(Comm IOP avg) % &(% busy)

( E I O P 9 C J ( n s 5 )

(Communications IOP Utilization

(Maximum))

(E IOP ns5(Comm IOP max) % &(% busy)

( E _ 7 9 C J ( = y 5 )

(Communications Line Utilization

(Average))

(E_7=y5(Comm line avg) % &(% busy)

( E _ 7 9 C J ( n s 5 )

(Communications Line Utilization

(Maximum))

(E_7ns5(Comm line max) % &(% busy)

L A N 9 C J ( = y 5 ) ( L A N

Utilization (Average))

LAN =y5(LAN avg) % &(% busy)

L A N 9 C J ( n s 5 ) ( L A N

Utilization (Maximum))

LAN ns5(LAN max) % &(% busy)

zwXJO(Machine Pool Faults) zwXJO(Mch pool fault) ?kDJO(Faults per second)
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Faults (Maximum))

C'XJOns5(Usr pool fault

max)

?kDJO(Faults per second)
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