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ITpumeuanne
[Tepen HauyaloM pabOTHI C ATOI MHPOPMALIUEH U C OTMCAHHBIM B HEll IPOAYKTOM 0053aTEJILHO
03HAKOMBTECh CO CBEICHUAMH, TIPUBEICHHBIMY B paszee [ TIpumeuanus”, va cp. 33|

Cenpmoe n3aanue (dgespasns 2006)

DTO U3aHNe OTHOCUTCS K Bepcuu 5, BhIMycKy 4, Mmonudukanuu 0 onepanuoHHoit cucreMbl IBM 15/0S System/400 (Homep
nponykrta 5722—SS1), a Takxke KO BceM MOCIJIeTYIONIMM BBITYyCKaM U MOAM(MUKALHUIM, €CIM B HOBBIX U3/JaHUsIX HEe OY/eT yKa3aHo
obpatHoe. JlanHast Bepcusi paboTaeT He Ha BCEX MOJEIISIX CUCTEM C cokpaleHHbIM HabopoMm koMaH[ (RISC) u He paboTaet Ha
MoJIeJIsIX ¢ moJiHbIM HabopoMm koman (CISC).
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dunbTpauua IP-nakeToB U npeobpasoBaHue ceTeBbIX aApecoB

OunbTpanus [P-naketos u mpeoOpazoBanue ceTeBbix aapecoB (NAT) BBINOJHSIOT poJib OpanaMayaspa, 3aluias
BHYTPEHHUE CUCTEMBbI, TIOJIKJIFOYSHHBIE K 3AIIUIIEHHON CETH, OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

OunbTpanus [P-nakeToB MO3BOJIAET KOHTPOJMPOBATEL BXOAsIIMe U ucxoasiue IP-motoku cetu. Ciyxb6a

(UL Tpanuy NpomnycKkaeT WM OTOpAChIBACT MMAKEThl HA OCHOBE 3aJaHHBIX npaBuil. [Ipumenenne NAT no3BossieT
CKPBITh HE3apernCTPUPOBaHHbIE YacTHBIC [P-apeca 3a HAOOpOM 3aperucTpupoBaHHbIX [P-agpecoB. DTo 3ammimaeT
BHYTPEHHIOIO CeTh OT HECAHKIIMOHUPOBAHHOTO JTIOCTYIA W3 BHEITHUX ceTeit. Kpome Toro, npumenenne NAT permraet
npobiemy HexBaTkH [P-aapecoB, MOCKOJIBKY OOJIBIIIOE YMCIIO YACTHBIX a/IPECOB MOTYT OBITH IIPEACTABJICHBI B BUJIE
OTPAHMYEHHOTO MHOXECTBA 3aPETUCTPUPOBAHHBIX JIPECOB.

IIpnmeuanne: IlpaBuiaa 06padoTKHN NakeTOB IpUMeHsIOTCS U B pusbTpanun [P-nakeros, u B NAT. DT1oT TepMun
(mpaBmIa 00pabOTKM MAKETOB) YHOTPEOJIISIETCSI B TAHHOM pa3/ielie O OTHOIICHHIO K 00EHM CITyXKOaM.

B nonosnHenne kK HHGOPMAIIMT U3 ITOTO pa3/iesia MOXKHO MOJIb30BAThCS JIEKTPOHHOM CripaBKoii o PenakTopy
paBwJI 06pabOTKM MaKeTOB, MpeaycMoTpenHol B HaBuratope iSeries. B anexTponHoit cipaBke HaBuraTopa iSeries
[IPUBEJICHBI COBETHI 10 paboTe ¢ mpaBuiiaMu 00paboTKU MAKeTOB, BKJIFOUast pasiesbl Kakum odpazom..., Uto
TaKOe... U OOIINPHYIO KOHTEKCTHYIO CIIPABKY.

PDF - Bepcua anAa neyatu

ITo3BoJIsieT MPOCMOTPETH U pacneyaTaTh JoKymeHTanuro B popmate PDF.

Jis mpocMoTpa wim 3arpy3ku 1okymenTa B popmate PDF BeIOepuTe CIIeAYIONIYIO CCBLIIKY:
[[P-naxeToB 1 npeobpazoBaHue ceTeBIX aapecos| (pasMep daiiaa - okono 621 K6).

CoxpaHeHue PDF-¢pannos

Jutst coxpanenus ¢aitta PDF na cBoeli paboueit ctaHum:

1. IemxHUTE MpaBOit KHOMKOI MBIIIN Ha (aiise B popmate PDF (Ha BhIIEpUBeIeHHON CCHLIIKE) B OKHE Opay3epa.
2. Bwibepute ommuro coxpanenus daiina PDF na nokaiabHOM aucke.

3. Tlepeitnute B KaTajaor, B KOTOPOM TpeOyeTcs cCoXpaHuTh JoKymMeHT PDF.

4.

Haxxmute CoxpaHuThb.
3arpys3ka Adobe Reader

st mpoecmoTpa u newatu 3tux PDF-daitnos Tpedbyercst mporpamma Adobe Reader. Ee MoxHo GecriaTHO

3arpy3uTh C |Web-ca171Ta Adobe| (www.adobe.com/products/acrobat/readstep.h‘[ml)-.lijr .

CueHapuu: lNpaBuna ¢punbTpaunm nakeTtos

[TpuBeneHHBIE ClICHAPUU IOMOTAOT MOHSATh MEXaHU3MBI MpeoOpa3oBanust ceTeBbiX aapecoB (NAT) u ¢punbTparyu
[P-nakeToB, NO3BOJISIONINE 3AIUTUTD JIOKAJIbHYIO CETh.

Kaxaplit mpuMep COmpoBOXKIACTCS PUCYHKOM M OMMCAHUEM COOTBETCTBYIOIIEH KOH(DUTYpAIIHH.

CoBet: B xaxmaom crienapun [P-agpeca Buma 192.X.Xx. X cooTBeTCTBYIOT BHenTHUM [P-agpecam. Bee ampeca
MIPUBOJISITCS TOJIBKO B KA4ECTBE IPUMEPA.
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CueHapuii: NMpeobpasosaHue IP-agpecos ¢ nomoLlbio NAT

B sTom criienapun yactabie [P-agpeca ceTu Baleit koMnaHuu Ipeoopa3yroTCs BO BHEITHHUE a/ipeca ¢ MOMOIIbIO
cTaTH4Yeckoro npeobdpas3oBaHus ceTeBbIx aapecoB (NAT).

Cutyauun
Bbl cozpanm yacTHytro ceth cBoeit komnanuu. OHAKO Y BaC HET 3aperucTpupoBanHHoro BHerrHero [P-anpeca. [1pu
INOOKJIFOYCHHUH K Internet BBISICHACTCS, YTO BBl HE MOXETE UCIIOJIL30BATh IP—az{peca CBOEH YaCTHOM CE€TH, TAK KaK OHH

MOTYT OBITH 3aPETUCTPUPOBAHBI IPYTIMU MTOJIH30BATEISIMHI BHEITHEH ceTu. [lepe BamMu cTOUT 3a1a4a 0OECTIeunTh
HOJIb30BATEJISIM BHEIIIHEH CeTH J0CTyn K cBoeMy Web-cepBepy. Kak peruTh nocTaBjieHHyo 3a1a4y?

!710.10.1.1

10.10.1.0

10.10.1.1
npeobpasyeTcs B
192.12.3.1

RZAJB504-0

PeweHue

Hacrpoiite ctatuyeckmiit NAT. Ctatuueckuit NAT cBs3bIBaeT BHYTPEHHMI (YACTHBIN) aapec ¢
3apeTUCTPUPOBAHHBIM (BHEITHUM) ajipecoM. CepBep iSeries mpeoOpa3yeT 3TOT 3aperucTpUPOBAHHBIN apec BO
BHYTpeHHHH. Takum o0pa3oM, BHYTPEHHSS CCTeMa OyIeT MOAKIIFOUaThCS K Internet uepes 3aperucTpupoBaHHBIN
anpec. Paktuuecku NAT oO6pas3yeT MOCT MeX/ly BHYTpEeHHE! U BHelIHel ceThio. CoeIMHeHNe MOTYT YCTAHABIIMBATh
HOJIb30BATEIIN 00enx ceTeil.

Cratnueckuit NAT no3BoJiseT noAKIouuThes K Internet, coxpanus BHyTpeHHue [P-anpeca. {uist kaxgoii
BHYTPEHHEH cUCTEeMbI BaM MOTpedyeTcst oTaesbHbINi [P-aapec. Hanpumep, a1 cetu ¢ 12 nosib3oBaTesIsiMu BaM
noTpedyetcs 12 BHermHux [P-apecoB s nmpeodpa3zoBanus 12 BHYTPEHHUX aJIPECOB.

B npuBenennoMm npumepe agapec NAT 192.12.3.1 He ucnoJib3yercs, 0kuaas BO3BpaTa JaHHBIX. [1pn moTyueHrn
napopmarmm NAT npeoOpasyeT agpec BO BHYTPEHHHUH apec IepCOHAIbLHOTO KOMITbIoTepa. Ecim BKITFOUeH
cratmueckuit NAT, To Bce makeTsl ¢ agpecoM HazHaueHus 192.12.3.1 OyayT mocTynaTh He B CHCTEMY C TAKUM
aJIpecoM, a B CUCTEMY C COOTBETCTBYIOIIIM BHYTPEHHIM aJipecoM. PaKTHUECKUM NOJIydaTesieM TaKUX MaKeTOB
Oynet cucteMa ¢ BHyTpeHHUM ajpecoM 10.10.1.1, XOTs Bce BHEIIHME CUCTEMBI OYAYT OTIPABIIATE MAKEThI CEPBEPY
iSeries ¢ IP-agpecom 192.12.3.1.
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HacTtpoika

JUtst HaCTpOMKM MpaBUJI 0OPAOOTKY MAKETOB, OMMCAHHBIX B 3TOM CIIEHAPHHU, BOCIOJIb3YHTECh MACTEPOM
IIpeodpa3oBanue agpecoB B HaBurarope iSeries. Mactepy Tpebyetcs cieayronas HHGOpManusi:

* Buytpennuit agpec niis npeoopazosanms: 10.10.1.1

* BoemHwuit agpec, B KOTOPBIA TpeoOpa3yeTcs BHyTpeHHuii aapec: 192.12.3.1

e VMg uHNU, B COCIMHEHUSIX KOTOPOH BBINOJIHsAETCS peoOpa3oBanue ajapecoB: TRNLINE

Jutst 3amycka mactepa IlpeoOpa3oBaHue apecoB BBINOJHUTE CIEAYIOUIUE TEHCTBUS:

1.
2.
3.

B oxne HaBuraropa iSeries Boioepure ceoil cepsep — Cerb — Crpaterun IP.
[lenxaUTE MpaBO¥ KHONMKOW MBIIIHN Ha 3Hauke [IpaBuia o0padoTKH NakeToB 1 BbIOepuTe PeakTop npaBuJ.

B oxne Hacrpoiika npaBui 00padoTku nakeroB BbioepuTe Co31aTh HOBBI (il npaBu1 00padoTKH NAKEeTOB U
Haxmute OK.

B mento Macrepsl BoiOepuTe I1peodpa3oBanue ajpecoB U clieAyidTe MHCTPYKIIUSAM MacTepa M0 HACTPOIKe MpaBUI

npeoOGpa3oBaHuUs AAPECOB.

ITpumep npaBus1 00pabOTKU MAKETOB:

Mpeobpazosatb 10.1.1.1 B 192.12.3.1 Ha TRNLINE

ADDRESS MAPPRIVATE1 IP=10.1.1.1
ADDRESS MAPPUBLIC1 IP=192.12.3.1 MAP
MAPPRIVATE1 TO MAPPUBLIC1 LINE = TRNLINE

RZAJB507-0

IToce co3nanus mpaBuUI CIeIyeT UX IPOBEPUTH, YTOOBI YOEAUTHCS B OTCYTCTBUU omuOoK. [Toce aToro npasuia
MOXHO aKTUBU3UPOBATD.

IMpnmeuanue: B ctpokxe LINE=TRNLINE onpenemnsercs smuust Token-Ring, k koTopoii moaxiTroueH HHTEpQeiic ¢

anpecom 192.12.3.1. Cratuueckuit NAT He Oynet paboTaTh, €CJIM K 9TOM e JIMHUK MOIKJTIoUeHa
cuctema c¢ agpecom 10.10.1.1. TTpu ucnosibzoBannu NAT HEOOXOIMMO HACTPOUTH TEPECHLITKY
neirarpamm [P.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JTAHHBIM

[‘CraTnuecknit NAT (npeobpasopanue aapecos)” Ha cTp. 13|

CraTtuieckoe npeodpaszoBanue ceTeBbix aapecoB (NAT) BBIIOJIHSCT B3aMMHO OJHO3HAYHOE IpeoOpa3oBaHue
BHyTpeHHUX [P-aipecoB Bo BHelIHuE. DTO 03BOJIsIET TpeobpazoBath [P-anpec BHyTpeHHel ceTu BO BHELIHUI
[P-anpec.

3amaun, cBsi3aHHbIE C JAHHOI

[‘TIpoBepka npasus 06paboTKK nakeToB” Ha CTp. 26|
Iepes akTUBM3aNME TPABUII UX HEOOXOMMO IPOBEPUTH. DTO MO3BOJUT YOEUTLCSA B TOM, YTO AKTHBU3AIUS
npoiaeT 6e3 ommuoboxK.

I“AI(TI/IBI/ISaL[I/IH paBmJI 00PabOTKM MAKeTOB” HA CTP. 27|
ITocseAHUM 3TAOM HACTPOUKH MIPABKII 0OPAOOTKHU MAKETOB SIBJISETCS AKTUBU3AIUS CO3AHHBIX IPABUJL.

CcblIKH, CBSI3aHHBIE C JAHHOMH

I“yCTpaHCHI/IC HEMOJIAIOK B MpaBUjIax 00paboTKM MAKeToB” HA CTP. 30|
B aTOM pasnese npuBeIeHbl COBETHI IO YCTPAHEHUIO OMIMOOK B MpaBUIaX 00padOTKH MAKETOB.

CueHapuit: CozgaHue npasun ¢unbtpauumu ana pabotel ¢ HTTP, Telnet
mFTP

B 3TOM crieHapuu BeI HOCPEACTBOM (HILTPAIH OTPAHUYMBACTE MOTOK [P-mmakeToB, KOTOPBIM TOCTYIEH
Web-cepsep Baieit komnanuu, naketamu npotokosioB HTTP, Telnet u FTP.

OuibTpanus IP-nakeToB u npeodpazoBaHue CETEBBIX aAPECOB

3



Cutyauun

Bl mutanupyeTe npe1ocTaBUTh MOJIL30BATENISIM JOCTYI B Internet, ogHako 6panaMaydsp neperpykeH, u Bbl He XOTUTE
co3/aBaTh JAONOJHHUTEIbHYIO HATPY3KYy Ha HEro. Baim KoJijlern mocoBeToBam 3anyckarb Web-npusioxeHust BO
BHEIIIHEH crcTeMe. BBl XOTUTE pa3peninTh BHEITHUM MOJIh30BaTeJsIM padboTaTh Ha Web-cepBepe iSeries TOJBKO ¢
npmwioxenussmu HTTP, FTP u Telnet. Kak pemmTh noctaBieHHy o 3a1auy?

Ao Mocne

EpHnma 3p

BpaHgmayap

MapLwpyTtuzaTtop

Token-Ring Token-Ring o Mapuipytusarop

YacTtHasa YacTtHas
ceTb ceTb
PelwweHune

Cospnaiite npaBuiia Gpuibtpanuu [P-nakeTos, onpezesstolye, Kakue JaHHbIE Pa3pelieHo NepeJaBaTh BO BHEIIHIOO
U BHYTPEHHIOIO CeTh. J1JIsl peleHus HOCTaBJICHHOM 3a1a4u HY)KHO T00aBUTh NpaBuJa, pazpematoiiue Web-cepsepy
iSeries ooMennBatbest fanabiMu HTTP, FTP u Telnet. Buernnii IP-agpec cepsepa - 192.54.5.1, BHyTpeHnHuit -
10.1.2.3.

HacTtpowka

J71s1 HaCTPOMKK MpaBuJl 00PabOTKU MAKETOB, OMMCAHHBIX B TOM CIIEHAPUH, BOCIIOJIB3YiiTech MacTepoM Pa3pemmrs
ciy:x0y B HaBurartope iSeries. Mactepy TpedyeTcs cieayromiasi uHpopMaIus:

e Tun ciry’x0bI, KOTOPYIO BBl XOTUTE paspemutb: HTTP
* Bremrnuii agpec cepBepa iSeries: 192.54.5.1

* Anpec kimenTa: [IpousBosbHbIi [P-anpec

* HWutepdeiic ciyx0b1: TRNLINE

* Hampasyenue nepenauu naketon ciayx6o0ii: INBOUND

* Mms nabopa npasuit puiabTpanuu: external_files

Jutst 3amycka Mactepa Pa3pemmthb cJ1y:k0y BBITOJHUTE CJIEAYIONTUE TEHCTBUS:
1. B oxne HaBuratopa iSeries BeiOepure csoii cepsep — Cetb — Ctpaternn IP.
2. IlenxHuTe npaBoif KHONKOM Mblu HA 3Hauke IIpaBuiia 06padoTkn nakeToB 1 BeiOepuTe PerakTop npaBu..

3. B oxne Hacrpoiika npaBui 06padoTkn nakeToB Beioepute Co3/1aTh HOBBII (haili1 mpaBu/I 00padOTKH NAKETOB 1
Haxmute OK.

4. B mento Macrepsl BbiGepuTe Pa3pemmTs cliyk0y u ciie/lyiiTe HHCTPYKIUSIM MacTepa MO CO3/IaHUIO MTPABIIT
dunbTpanum.

Crenyromue mpaBujia 00padOTKH MAKETOB pa3pernaroT oTnpaBky u npuem naketos HTTP B cucteme. [Tpumep
IpaBUI 00pabOTKH NAKETOB:
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Paspewwmtb npvem gaHHbIXx HTTP yepe3 TRNLINE

INCLUDE FILE = /QIBM/UserData/OS400/TCPIP/PacketRules/Services.i3p

FILTER SET external_files ~ ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = 192.54.5.1DSTADDR = *
SERVICE =HTTP_80_FS  JRN = OFF

FILTER SET external_files ~ ACTION= PERMIT DIRECTION = INBOUND SRCADDR = *DSTADDR = 192.54.5.1
SERVICE=HTTP_80_FC  JRN=OFF

FILTER SET external_files ~ ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = 192.54.5.1DSTADDR = *
SERVICE = HTTP_443_FS JRN = OFF FILTER

SET external_files ACTION = PERMIT DIRECTION = INBOUND SRCADDR = *DSTADDR = 192.54.5.1
SERVICE = HTTP_443_FC JRN = OFF

FILTER_INTERFACE LINE = TRNLINE ~ SET = external_files

RZAJB508-0

C moMoIIBIO TOTO ke MacTtepa Pa3pemmrs cl1y:0y BbI MOKETE HACTPOUTH NpaBuiia (DHIIbTPAIMHI, IPOITYCKAOIIIE
makeTsl FTP u Telnet.

Co311aB 3TH paBuiia, IPOBEPHTE UX, YTOOBI YOS IUTHCS B OTCYTCTBUH OKOOK. [Tocse 3Toro mpasusia MOXHO
AKTUBU3UPOBATD.

3amauu, cBSI3aHHbIE C JTAHHOM

[TIpoBepka npasus 06paboTKK nakeToB” Ha CTp. 26|
[Tepen akTuBH3anMel TPAaBUII UX HEOOXOANMO IPOBEPUTH. ITO MO3BOJMUT YOS TUTHCS B TOM, YTO aKTUBH3ALMS
npoiier 6e3 omuoboK.

[‘AxTuBuM3anms npaBua 06paboTKH nakeTos” Ha cTp. 27
[TocsegHUM 3TanoM HACTPOUKH MPABHUJI 0OPAOOTKHU MAKETOB SIBJICTCS AKTUBU3ALMUS CO3JAHHBIX IPABHJL.

CueHapuii: CoBmecTHoe npumeHeHue NAT n ¢punbtpaunm IP-nakeToB

B 3TOM crieHapuu Bamra KOMIaHHS UCIIOJIB3YeT Mpeobpa3oBanue ceTeBbIX aapecoB (NAT) u puiabTparmro
IP-nakeToB coBMecTHO. TpedyeTcst CKpBITh TepcoHabHbIe 1 Web-cepBep 3a ofHUM BHemrHUM [P-anpecom,
paspermias IpyruM KOMIIAHHUSIM IOCTyn Kk Web-cepsepy.

Cutyauun

[MpenmosioxuMm, 4TO y BaC €CTh BHYTPEHHSISI CETh CPETHETO pa3Mepa, B KOTOPOU cepBep iSeries HrpaeT poJib MUTF03a.
[lnro3 iSeries TOJDKEH MepechlIaTh BCE NAKETHI BBIJCIICHHOMY BHYTpeHHeMY Web-cepBepy. DToT Web-cepsep
pabotaet ¢ noprom 5000. Bl XOTHTE CKPBITH a/[peca BCeX BHYTPEHHUX KOMIIbIOTEpOB 1 Web-cepBepa, 3aMeHUB HX
anpecoM uHTepdeiica mutro3a iSeries (AS02 Ha pucyHke). Tem He MeHee, Y APYTUX KOMITAHWA TOJDKEH OBITH JOCTYI
k Web-cepBepy. Kak pemmth mocraBiieHHyo 3a1a4y?

OuibTpanus IP-nakeToB u npeodpazoBaHue CETEBBIX aAPECOB 5



10.1.1.252-

-10.1.1.251

f:/:":\

10.1.1.253 - Komnanus A -Web-CepBep
| p—

10.1.1.*

10.1.1.254

NAT

Appeca

¢ 10.1.1.251
no 10.1.1.254
CKPbITbI 32
192.27.1.1

MopT
10.1.1.250:5000
CKpPbIT 32
192.27.1.1:80

PelwieHue

Ucnomb3yst coBmecTHO [P-punbrpanmio u NAT, Bbl MOXeTe HACTPOUTD IEPCOHAJIbHBIE KOMITbIOTEPHI 1 Web-cepBep.

e CxkpoIThiit NAT, 4TOOBI CKPBITH BHYTPEHHHUE NIEPCOHAJIBHBIE KOMITBIOTEPHI 32 BHEITHUM aapecoM 192.27.1.1 (s3To

As02

s 10.1.1.250

iSeries

FILTER

MpeobpasyeT agpeca BXOAALLMX
LaHHbIX U nepegaeT ucxogsawme
nOaHHble B Internet

192.27.1.1

Internet

iSeries
AS03

MMO3BOJIUT UM MOJKJTIOUATRCS K Internet).

* NAT c npeobpazoBanueM mopTa, 4ToObI CKpHITh anpec Web-cepsepa 10.1.1.250 u Homep mopta 5000 3a
BHEITHUM ajipecoMm 192.27.1.1 u Homepom nopta 80. Ob6paTuTe BHUMaHue, 4To B 00oux npaBmiax NAT ykazan
OIWH ¥ TOT ke anpec 192.27.1.1. DTo momycTumo, Tak Kak COOTBETCTBYIOIIIE BHYTPEHHUE a/Ipeca He COBIIAIAFOT.
IMpaBmwio NAT npeoOpa3oBaHus MOpTa MPOCTO pa3peniaeT nepeaaBaTh B CHCTEMY MakeThl ¢ mopToM 80.
[TocTynuBIime nakeTsl ¢ APYTUM ajpecoM mwim HoMepoM nopta NAT npeobpa3oBeiBaTh He OyaeT. Takue makeThl

OyeT oTOpOIIEeHBI.

* [lpaBma, KOTOPBIE pa3peIAlOT IPUHIMATH OT BHEIITHUX CUCTEM JIFOOBIE MakeThl, oopadboTanubie NAT, n

OTIIPaBJIATH JIFOOBIE TakeThl B Internet.

Hactpownka

JJ1s HaCTpOUKU ONMUCAHHBIX B 3TOM CIICHAPUH MTPABUII 00PaObOTKH MAKETOB C MOMOIIBIO CKPhITOro NAT
BOCIOJIb3YyiiTech Mactepom Ilpeodpa3oBanue aapecoB B HaBuratope iSeries. Mactepy TpeOyercs ciieyromast

HHpOpPMAIHS:
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* HabGop ckpsiBaeMbIx anpecos: ¢ 10.1.1.251 mo 10.1.1.254

* Anpec nuntepdeiica, 3a KOTOPBIM CIIEAYET CKPBITh 3TOT HAbop aapecos: 192.27.1.1

s 3amycka mactepa I[peoGpa3oBanue aipecoB BHITOJIHATE CIICAYIOIINE JEHCTBUS:
1. B oxne HaBurartopa iSeries BeiGepute c6oti cepsep — Cerb — Ctparternn IP.
2. lenxauTte mpaBoii KHOMKON MbIIK HA 3Hauyke [IpaBuia o6padoTkn nakeToB u BoiOepuTe Pegakrop npasui.

3. B oxne Hactpoiika npaBui 00padoTkn nakeToB BpiOepuTe Co3/1aTh HOBBII (haii1 npaBu 00padoTKH NAKETOB U
Haxmute OK.

4. B menro Macrepsl BoiOepuTe I1peodpa3oBanue ajpecoB u ciieyidTe MHCTPYKLUUAM MacTepa 110 HACTPOIKe NpaBuil
npeodpa3oBaHUs CKPBITHIX apPECcOB.

Crenyrolee mpaBmIIo IpeoOpas3yeT YeThIpe aIpeca NePCOHATLHBIX KOMIBIOTEPOB BO BHEITHAN agpec. DTo
MO3BOJIUT UM MOAKITIIoUaThes K Internet. [Tpumep npaBuiaa o0pabOTKM MAKETOB € TIOMOIIBIO CKpbITOro NAT:

CkpbiTb agpeca 10.1.1.251 - 10.1.1.254 kak 192.27.1.1

ADDRESS HIDE1IP = 10.1.1.251 THROUGH 10.1.1.254
ADDRESS BEHIND1 IP=192.27.11
HIDE HIDE1 BEHIND BEHIND1

RZAJB509-0

Jns nactpoiiku NAT ¢ npeoOpa3oBaHreM NOPTA BBINOJHUTE CIIEAyIOIINE AeHCTBUS:

1. Otxkpoiite Pegaxtop npaBui o0padoTku naketos B HaBuraTtope iSeries.

2. Co3spaiite onpeIeJIeHHBIN ajpec A1 MpecTaBieHus aapeca Web-cepsepa u mopta 5000:
a. B mento BeraButh BeiObepute Ajnpec....
b. Ha crpanune O6mmue BBeaute Web250 B moste IlceBmonnm aapeca.

c. Bribepute IP-aapeca B BrinamaromeM crrcke Onpeaesennslii aapec. 3aTeM HaxxmuTe /[00aBUTh U BBEIUTE
[P-angpec Web-cepsepa 10.1.1.250 B COOTBETCTBYFOIIEM TIOJIC.

d. Haxwmure OK.

3. CozpaiiTe ompe/eIeHHBIN aapec s MpeAcTaBJIeHUs BHEITHEro aapeca 192.27.1.1:

ITpumeuanne: ITockoJibKy BBl yXKe CO3/aJIM ONPEESICHHBbII afipec 1JIs IPeCTaBJICHNs] BHEIIIHETO ajipeca
192.27.1.1 npu HacTpoiike ckpbIToro NAT, Bbl MOXeTe NPOMYCTUTh 3TOT 1Al B JAHHOM CIEHApUI
u nepeiftu k mary 4. OgHaxo, €CJId Bbl BBINOJIHSETE 3TH UHCTPYKIMU A1t HacTpoiiku NAT ¢
peoOpa3oBaHNEM OPTA /IS CBOEH CETH U BBl HE HACTpanBayi CKpbIThId NAT, To mpoaospkuTe
BBINOJIHEHHUE 3TOTO II1ara.

a. B mento BeraButh BeiOepute Anpec....
Ha ctpanune O6ume BBeauTe mym Beioepute BEHIND1 B moste IlceBionnm apeca.

c. Bribepute IP-aapeca B BrinaaromieM crrcke Onpeaesennslii aapec. 3aTeM HaxxmuTe /[00aBUTh U BBEIUTE
192.27.1.1 B moyie IP-aapeca.

d. Haxwmnre OK.
4. Cospnaiite mpaBmwio NAT ¢ nmpeobpazoBaHueM mopTa:

a. B menro BeraButh BoiOepuTe CKPBIT....
Ha crpanune O6mme Bridoepute Web250 B BrinaaarorieM crvicke [1ceBIoHNM CKPLITOro ajapeca.
Brei6epure BEHIND1 B BrimamaromeM ciricke IlceBIoHIM BHEIIHEr o ajpeca.

BriOepute Pa3penmts Bxoasimme coequnenns 1 BBeaute 5000 B moste CKpBITHII HOPT.

o a0 o

Beeute 80 B mosie Buemnnii nopr.
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Benute 16 u BbIOepuTE CeKyH/IbI B TTOJIsIX TaiiM-ayT.

Bsenute 64 B nosie MakcHMAaJIbHOE YHCJIO JHAJIOTOB.

7@

Bri6epute Boika. B BeinaiaroieM cnucke Begenne :kypHana.
Haxwmure OK.

—

Crenyromuit NAT ¢ npeobpa3oBanreM noprta mpeodbpasyer aapec u mopt Web-cepBepa Bo BHELIHUIT aipec B HOMEP
nopta. O6paTuTe BHUMaHUE, YTO B 00oux npaBuiiax NAT yka3aH onuH U TOT ke BHewHuit [P-anpec. 9to
JIONyCTHMO, TaK KaK COOTBETCTBYIOIIME BHYTPEHHUE ajpeca He coBnaaaroT. DT1o npasuio NAT npeobpazoBanus
IIOpTa MPOCTO pa3pelIaeT epeaBaTh B CHCTEMY NaKkeThl ¢ opToMm 80.

ITpumep npasuia 06padboTku naketoB ¢ momoIsio NAT ¢ npeodpazoBanueM nopTa:

ADDRESS Web250  IP = 10.1.1.250
ADDRESS BEHIND1  IP = 192.27.1.1
HIDE Web250:5000  BEHIND BEHIND1:80  TIMEOUT = 16  MAXCON = 64 JRN = OFF

Jutst co3manusi mpaBuil GUIbTPALKHI, OIUCAHHBIX B 3TOM CLEHAPHH, BBIMOJIHUTE CJICIYIOLIHE ACHCTBUS:
1. Ortxkpoiite PegakTop npasui o0pabotku naketoB B HaBurarope iSeries.
2. CospaiiTe mpaBUIIO (GUILTPALHMH, IPOIYCKAIOIIEE BXOISIINE IAKEThI, TPeIHA3HAUYCHHBIC 1JIs1 BHY TPEHHEH CeTH.

a. B okxne Hacrpoiika npaBui o0padoTku naketoB Bbioepute Co31aTh HOBbIH (haiis npaBuiI 00padoTKH NAKETOB 1
Haxmute OK.

B menro BeraButhb BeiGepuTe @HILTP....

Ha crpanunie O6umme BBeute external rules B mosie ms HaGopa.
Bri6epute IponyckaTth B BblnagaroliemM cinucke JleiicTeue.

Bribepute Bxoasimme B Boinagaromiem ciucke Hanpagienne.

BriOepute = u * B Brmagaromux cnrckax [lceBIoHAM apeca OTHPABHTEIS.

BeiOepute = u BBenute 192.27.1.1 B nosisix IlceBaonnm agpeca mosydartesis.

R =

Bribepute Boikia. B BeiamaroieM ciicke Bejgenue skypHada.

—

Ha crpanune Cayxobl Boioepute Ciy:xoa.
Bri6epute TCP B Boinagaroiem crucke ITporoxour.

Bribepute = u * B Beimamaromux cnuckax [opT oTnpaBuTelis.

Bei6epute = u * B Brinmagaromux cnuckax [opt nomyuares.
m. Haxmute OK.
3. Co3paiiTe mpaBuiio GUIBTPALNH, TPOIYCKAIOIee NCXOIAIINE TAKeTHI, IpeTHa3HAUYCHHBIC 715 Internet.

a. B okne Hacrpoiika npaBui 00padoTku nakeToB BbioepruTe OTKpPBITH CylecTBYOLIMI (haiia npaBui 00padoTku
naketoB 1 Haxmute OK.

B oxne OTKpbITH aiin BeiOepuTe (daiin external_rules u HaxxmMuTe OTKPBITS.

B mento BeraButhb BeiOepuTe @UIBLTP....

Ha crpanune O6ume Boi6epute external rules B Beinanaromem cnucke Mimsi HaGopa.
Bri6epute IlponyckaTs B BhImagaroiiem ciucke JleiicTue.

Bri6epute Mcexoasimue B BbinaaaronieM crrcke Hanpapienue.

BriOepute = u BBenute 192.27.1.1 B mossix IlceBaonnm agpeca oTnpaBuTe sl

P oo oo o

Bribepute = u * B Beimagaromux cnrckax IlceBIoHnM ajipeca noJiy4yarelis.

Bri6epute BoIki. B BbIllagaromeM crricke Begenue skypuana.

—

Ha crpanune Ciayxo0bl Bbi6epute Ciryxoa.

Bri6bepute TCP B Boinagaroriem crircke ITpoToko..

BriOepute = u * B Brimagaromux cnmckax [opt ornpaButes.
Bribepute = u * B Beinaaaromux cnuckax [opr nosryyarels.
Haxwmure OK.

5 B
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4. Omnpenenmute nHTEepdEic sl CO3AaHHOTO HAbopa (GUILTPOB:
a. B menro BeraButh BoiOepute Vnrepdeiic puabTpa....
b. Bribepure Umsa muamu u 3atem TRNLINE B Boinanarorem crvicke v Jimanm.

¢. Ha crpanune HaGopsl puabTpoB BeiOepuTe external_rules B Beimagaroriem criimcke HaGop ¢guibTpoB
HaxxmuTe Jl00aBHTS.

d. Haxwmure OK.

Crenyromue GUIBTPEL, B coueTanuy ¢ onepatopoM HIDE, pa3pemaroT nprHAMATE OT BHEIITHAX CHCTEM JIFOOBIE
nakeTwl, 00paboTanubie NAT, 1 OTHpaBisATh JF0ObIe MakeTh! B Internet. NAT mpormyckaeT Ha cepBep TOJIBKO Te
MakeThl, KOTOphIe peaHa3HaueHsl 1715 nopta 80. NAT He OyneT mpeoOpa3oBbIBATH ajipeca MakeTOB, KOTOPhIE He
COOTBETCTBYIOT MPABUJIy IpeoOpa3oBanus mopta. [Ipumep npaBui GpuiibTpanuu:

FILTER SET external_files  ACTION = PERMIT  DIRECTION = INBOUND  SRCADDR = *  DSTADDR = 192.27.1.1
PROTOCOL = TCP ~ DSTPORT = *  SRCPORT = =  JRN = OFF

FILTER SET external_files  ACTION = PERMIT  DIRECTION = OUTBOUND  SRCADDR = 192.27.1.1 DSTADDR = *
PROTOCOL = TCP  DSTPORT = *  SRCPORT = =  JRN = OFF

JlaHHBII omepaTop CBI3bIBACT HAOOP MpaBmWI GUIILTpaun “external_rules’ ¢ puzmueckum mHTEPPEHcoM.
FILTER_INTERFACE ~ LINE = TRNLINE SET = external_files

Co3pnaB 3T IpaBUia, IPOBEPHTE UX, YTOOBI yOSAUTHCS B OTCYTCTBUH OmMOOK. [Tocie 3Toro mpaBuia MOXHO
AKTHBU3UPOBATE.

3ajaun, cBSI3aHHbIE C JAHHOM

[‘ITposepka mpasiz 06paboTk makeTos” Ha cTp. 26|
IMepen akTUBU3aNUCH TPABUII UX HEOOXOAMMO MPOBEPUTH. DTO MO3BOJIUT YOSAUTHCS B TOM, YTO AKTUBU3ALUS
npoitner 6e3 omuodoK.

[‘AxTuBM3anus npasm 06paboTKM 1akeToB” Ha cTp. 27]
[TocyieTHUM 3TAIOM HACTPOMKM HPABUII 00PaOOTKHM NAKETOB SIBJISICTCS AKTUBU3ALMSI CO3/IaHHBIX TIPABUIL.

CueHapuii: CKpbiTue IP-anpecos ¢ nomollbio Mackupyrowiero NAT

B sTOM crieHapuu Balia KOMIIAHUS CKPBIBAET YaCTHBIE aJpeca MEPCOHATBHBIX KOMITBIOTEPOB C TIOMOIIBIO
MacCKHpYIoIIero npeodbpasoBanus ceTeBbiX ajipecoB (NAT). B To ke BpeMs y 9TUX KOMITBIOTEPOB €CTh JIOCTYII K
Internet.

Cutyauun

[Ipenmosioxum, 4To B HEOOJILINIOH KOMIIAHUY BbI IIaHUpyeTe 3anyctuTh ciryx0y HTTP Ha cepsepe iSeries. Ha
cepBepe iSeries ycranosiieHa kapta Ethernet; k cepBepy nmojkitouens! Tpu komnbrotepa. [1posaiiaep Internet (ISP)
npenoctaButl Bam coeaunenue DSL yepen monem. OH Ha3HA4YMII BaM ciienyroiue BHemnue [P-aapeca: 192.20.12.1 u
192.20.12.2. Bcem koMibroTepam npucBoeHsl ajipeca suaa 10.1.1.x Bo BHyTpeHHel ceTu. Bbl XoTuTEe CKpPHITH
YJAaCTHBIE a/Ipeca NePCOHALHBIX KOMIBIOTEPOB, YTOOBI IPETOTBPATUTE JOCTYII BHEITHHUX MTOJIH30BATEIICH B CBOFO
CEeTh; BMECTE C TEM BBl XOTUTE Pa3pelInTh CBOUM COTPYAHUKAM AocTym B Internet. Kak pemmTs mOCTaBICHHYIO
3amauy?
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=

Hide01(192.20.12.1)
JnHna DSL—PUBIPO1 (192.20.12.2)

I' Cnyx6bl TCP/IP

Ethernet (AS/4001P1)

10.1.1.1
& HacTHas ]
— G2l =
PCO3 PCO1
10.1.1.4 | 10.1.1.2
“_=—
PCO2
10.1.1.3
RZAJB502-0
PelwueHue

Ckpoiite agpeca nepcoHasibHbIX kKoMnbroTepoB ¢ 10.1.1.1 mo 10.1.1.4 3a BHemmHUM ajipecom 192.20.12.1. B atom
cJIydae ImoJib3oBaTesm cucteMsbl ¢ agpecom 10.1.1.1 emoryt paboTats co ciyx0amu TCP/IP. NAT, mpeobpa3zyrorumii
JMana3oH BHYTPEHHUX apPecoB, 3aIPETUT BHEITHIM CHCTEMAaM YCTAHABJIMBATD COSAMHEHNS C KOMIBIOTEpAMEI
BHYTpEHHEH CeTH, MOCKOJIBKY 1JIs 3amycka Takoro NAT nmepemaya qoJpkKHA OBITH MHAMATIM3NPOBAHA U3 BHYTPCHHEH
cetu. Onnako taxoit NAT He 3ammumiaet naTepdeiic iSeries. Js 3ammThI cepBepa iSeries OT MOJTyYeHUs TAKETOB C
HEMpeoOPa30BAHHBIM a/IPECOM HY)KHO HACTPOUTDH COOTBETCTBYIOIINE PaBUJIa (PUIIbTPAIUH.

HacTtpoika

Ju1st HaCTPOMKM MpaBUJI 0OPAOOTKH MAKETOB, ONUCAHHBIX B TOM CIIEHAPHHU, BOCIOJIb3YITECh MACTEPOM
IIpeoGpa3oBanne agpecoB B HaBuraTtope iSeries. Macrepy TpedyeTcs ciiemyroras nHGOpMaIus:

* Habop ckpsiBaembIx aapecos: ¢ 10.1.1.1 mo 10.1.1.4

* Anpec unTepdeiica, 3a KOTOPBIM CIIEAYET CKPBITh 3TOT HAbop aapecos: 192.20.12.1

s 3amycka mactepa Ilpeodpa3oBanue aipecoB BLITOJIHUTE CJICAYIOLINE JEHCTBUS:
1. B oxne HaBuratopa iSeries BeiOepute csoii cepsep — Cetb — Ctpaternn IP.
2. IlenxHuTe npaBoit KHONKOM Mbllu HA 3Hauke IIpaBuia 06padoTkn nakeToB 1 BeiOepuTe PerakTop npaBui.

3. B oxne Hacrpoiika npaBui 06padoTkn nakeToB Beioepute Co3/1aTh HOBBII (haily1 mpaBu/I 00padOTKH NAKETOB 1
Haxmute OK.

4. B menro Mactepsl BoiOepuTe I1peodpa3oBanue ajapecoB U ClieAyiiTe MHCTPYKIUSIM MacTepa 10 HaCTPOIKe MpaBuI
npeobpa3oBaHUs CKPBITHIX aPECcOB.

[Tpumep npaBmita 06pabOTKHN TAKETOB!
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CkpbiTb 10.1.1.1 - 10.1.1.4 kak 192.20.12.1

ADDRESS HIDE1IP = 10.1.1.1 THROUGH 10.1.1.4
ADDRESS BEHIND1 IP=192.20.12.1
HIDE HIDE1 BEHIND BEHIND1

RZAJB510-0

CO3,HaB OTU OpaBujia, IPpOBEPLTE UX, YTOOBI y6e,Z[I/ITI)C$I B OTCYTCTBUM ommbok. ITocie aToro IpaBuJjia MOXHO
AKTUBU3UPOBATD.

HOHﬂTl/lfl, CBSAI3AHHBIC C JTAHHBIM

|“MaCKI/IponmI/H71 NAT (cokpbITHE apecoB)” Ha CTP. 14|

Mackupyrormuii NAT Mo3BoJISeT CKPBITh (haKTHYECKUE ajpeca 3alUIIeHHBIX KOMIIBIOTEPOB OT BHEIIIHUX MO
OTHOIIEHMIO K cepBepy iSeries cucteM. KoMmbroTep nepesaeT Bee MakeThl cepBepy iSeries; TAKUM 00pa3oM,
iSeries BBIMOJIHSET POJIb IILTIO3A.

3ajgaun, cBSI3aHHbIE ¢ JAHHOM

[“ITposepka npasui 06paboTku naketos” Ha cTp. 26|
Ilepen akTUBH3aNUEH MPABUIT UX HEOOXOAUMO IPOBEPUTH. DTO MO3BOJIMUT YOSAUTHCS B TOM, YTO aKTUBU3AIS
npoiier 6e3 omuodoK.

[‘AxTHBI3aIMs TpaBIIT 06PaGOTKH NakeToB” Ha cTp. 27]
IMocnenHUM 3TanioOM HACTPOUKH MPaBUJI OOPAOOTKHU MAKETOB SIBJISIETCS aKTHBHU3AIMS CO3/IAHHBIX MPaBUJL.

06LI.|.aF| KoHUenuua npuMmeHeHua npasun 06p360THM nakeToB

[TpaBmia 06pabOTKHN MAKETOB MOIPA3ICIITIOTCS HA paBIIIa Mpeodpa3oBanns ceTeBbIX aapecos (NAT) u mpasmiia
¢ubTpanuu [P-nakeros. O0e 3TH GyHkuu padbotarot Ha ypoBHe IP cteka TCP/IP n 3amminaroT cucteMy oT
MTOTEHIINATIFHOW OTIACHOCTH, CBSI3aHHOI ¢ MoJIyueHneM u nepenaveit nanasix TCP/IP.

JUTs1 yCIenmHOoro MpUMeHEHU s TPaBUJI 00pabOTKH MAKETOB BAM HEOOXOIMMO O3HAKOMUTHCS CO CJIEAYIONTUMHU
KOHIICIIIMSIMU U UX BJIMSIHEEM Ha paboTy cepBepa iSeries:

e CpaBHeHHE TPaBHJI 00PaOOTKH MAKETOB C APYTUMHU CIIOCOOAMU 3aIUTHI iSeries
* NAT

TepmuHonorua npasun o6paboTKM naKeToB

[TpuBeneHbI pacnpocTpaHeHHBIE TEPMUHBI, CBI3aHHBIE C 00Pa0OTKOI MAKeTOB.

border I'panmunsli agpec. BHemnmit anpec, OTIEISIONIN 3aIIUIIICHAYIO CeTh OT He3aIuIeHHoi. D1oT [P-aapec
COOTBETCTBYET (pusmueckoMy uHTepdeiicy cepsepa iSeries. I1pu onpenesieHun agpeca B CUCTEMe TpedyeTcst
ykaszatsb ero tun. Hanpumep, IP-agpeca KoMIbroTEpOB, IOAKJIFOUEHHBIX K BHYTPEHHEH CETH, SIBJIIOTCS
3alIUILIEHHBIMY, a BHeIIHUM [P-agpec cepsepa - rpaHUYHBIM.

firewall
Bpannmayap. Jlormyeckunii 6apbep Mex Ay BHYTPEHHEH U BHEITHEH ceThio. BpanaMayasp BKJItouaeT B ceOst
IpOTpaMMHbBIE U alllapaTHbIE KOMIIOHEHTBI, & TAKXKe CTPATETUIO 3aIUThI, 3aJAFOIIYI0 MMpaBuja JOCTyIa K
rH(GOPMAIUIH U TPABHJIA €€ Nepe/Taud MeX /1y 3alUIIEeHHBIMI W HE3aITUIIIEHHBIMA CHCTEMaMHU.

maxcon
[TapameTp, UCIOJIB3YEMBI B MPABUJIAX MACKUPYIOIIETO MPeoOpa3oBaHNs CETEBLIX agpecoB. OH 3a1aeT
MaKCHMAaJIbHOE YHCJIO OJHOBPEMEHHBIX AUAJIOrOB. DTOT MapaMeTp HEOOXOAUMO 3aJaTh IIPH HACTPOKe
npaBui Mackupytomiero NAT. 3nauenne o ymModanuio paBHo 128. IToT napaMeTp NpUMEHSETCS TOJIbKO
B IpaBuiax Mackupyromiero NAT.

NAT conversation
Huasor NAT. Iuanor NAT 3a/1aeT B3auMOCBsI3b MeX Ay clieayromumu [P-anpecamu u HomepamMu HOpTOB:

e BayTtpenHum ucxoausM [P-agpecom u nucxonnsiM HomepoM nopta (He o6padotannsiM NAT)
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* Buemmnum ucxoanbiM [P-anpecom (obpadoTanabiM NAT) n BHEIITHUM UCXOHBIM HOMEPOM HOPTa
(obpabotanubiM NAT)

e IleneBsiM [P-agpecom 1 HOMEpOM MOPTA BO BHEIIIHEH CeTH

PPP filter identifier
N ¢unstpa PPP. U/ dumsTpa PPP mo3Bossier mprMeHATH paBuiia GUIbTPAINN K HHTEPQENCY,
onpe/ieJIeHHOMY B ipodaiiie aByxToueunoro coeaunenus. Kpome toro, /1 punbtpa PPP cBs3biBaeT
npaBuiia GUIbTPALMY C TPYINIAME [10JIb30BATEJICH, 33 JaHHBIME B 3TOM Tipodaiisie. Tak kax mpodaiin
JIBYXTOUEYHOT'O COE/IMHEHHMSI CBSI3aH ¢ HeKOTOPBIM [P-anipecom, uneHTnduxaTop GuiibTpa HeIBHO
ompe/esisieT nHTepdeiic, K KOTOPOMY IPUMEHSIFOTCS TpaBuiiad. JlonoJHuTeIbHAS MHQOPMAIKsS IPUBE/ICHA B
clieHapun |Y IpaBJIeHIe JOCTYIIOM YIAJICHHBIX OJIb30BATE/ICH K PecypeaM ¢ IOMOILBIO CTPATEer il I[J'Iﬂl
Irpynn 1 GUIbTpAIMH IP-naKeTOB|B pazaene Cayocovl yaaieHHoro gocryna: coequnenus PPP.

timeout
Taitm-ayT. TaltM-ayT 3a/1a€T MaKCUMaJIbHBIA HMHTEPBAJI, B TEUEHHE KOTOPOTO MOKET IPOJAOJDKATHCS
nuasor. Ecnu taitM-ayT OyJeT HeIOCTATOYHBIM, TO IUAJIOT OYIET CIHMIIKOM PAHO NMPEephIBATHCS. 3HAUCHIE
10 YMOJIYAHUIO paBHO 16.

CpaBHeHue npaBun o6paboTKM NaKeToB C APYrMMU cnocobamm 3aLmnTbl
iSeries

B cuTyanusix MOBBIIIIEHHOTO PUCKA, HATPUMED, IPU OPraHU3ALMH 3AIIUTHI PaboUeil CHCTEMbI NITH COCAMHCHUI
MEX/Ty cepBepoM iSeries 1 JPYruMU CUCTEMaMU B CETH, BaM CJIe/IyeT YCTAHOBUTD JPyrue CPe/ICTBA 3aIUTHI iSeries.

B iSeries IpeaAyCMOTPEH P BCTPOCHHBIX KOMIIOHCHTOB, O6CCH€"H/IB3IOHII/IX 3alIUTY CUCTEMBI OT HECKOJILKUX TUIIOB
BHCIIIHUX aTak. HpaBI/ma O6pa6OTKI/I IIaKE€TOB, C OJHOM CTOPOHBI, ITPEACTABIIAIOT coboit AO0CTATOYHO HpOCTOP'I n
HCHOpOFOﬁ crocoo 3alUThLI CUCTEMEL B pAaC CIIy1acB Bbl MOXKETE C UX IIOMOIIBIO o0eceYnTh HCO6XO,Z[I/IMyIO
3alIuTy oe3 HpI/IO6pCT€HI/I$I JONOJIHUTEJIbHBIX ITPOAYKTOB. O,E[HaKO HaACKHOCTD HpI/IMeHﬂeMOﬁ CUCTEMBI 3alllMThI
Ba’XHEC €€ CTOUMOCTH.

Mudopmanmst o pa3ImuHBIX CPEeACTBAX 3AIIUTHI IPUBEACHA B CIIeAyIONX pa3aenax Information Center:

IHUTa CHCTEMBI iSeries nmpn T
* Bal a CHCTeE Series a0oTe ¢ Internet

DTOT pasjies COACPKUT NHPOPMAIMIO O TUMAX BHEITHUX aTaK U CIOco0aX 3alIUThl TaHHBIX, IEpeJaBaeMBbIX MO
Internet.

* [Secure Sockets Layer (SSL)|

IMpoToxos SSL mo3BOJISIET YCTAHABINBATD 3AIMUINEHHBIE COSAMHEHUST MEXK/Ty IPUIIOKEHUSIME CEPBEpa 1 UX
KJMeHTaMu. JIaHHBIN pa3 el MocBsIeH npuMeHeHuto SSL B mpuiIoxeHusxX iSeries.

* [Bupryasibnas uacthas cets (VPN)

VPN 1103B0JISI€T paCIpOCTPAHUTL BHYTPEHHIOIO CETh, HE HApylllas €€ 3allUTy, HA 4YaCTh BHEIIHEN CETU, HAIIpUMEpP
Internet. B aTom pasaesie npuseneHo omucanue VPN u crioco6oB ee mpuMeHeHus B iSeries.

Mpeobpa3oBaHue ceteBbix aapecos (NAT)

[TpeobpazoBanue ceteBbixX anpecoB (NAT) mo3BoJIsieT yCTaHOBUTH 3aIUIICHHOE COeIMHEHNME ¢ Internet, He M3MEHSISI
BHyTpeHHue [P-anpeca.

B cBs13u ¢ pocToM nonysisipHocTH Internet unciio cBo6oaHbIX [P-ampecoB ObICTpo yMeHbIIaeTcsl. B paMkax
OpraHM3aInii CO3AAF0TCI YaCTHBIE CETH, B KOTOPBIX MOTYT Ha3HA4YaThCs JTr00bIe [P-agpeca. OnHako, ecim B ceTsx
JIBYX KOMIIaHUH IPUMEHSIOTCS ouHaKkoBble IP-anpeca, To npu noaxkroueHuu K Internet MOryT BO3HUKHYTh
omm6ku. [t paboTel B Internet cucteme moJpKeH OBITH BBIJEJICH YHUKAIbHBIHN, 3aperucTpupoBaHHblil aapec. Kak
ciedyeT U3 Ha3BaHus, GyHKIUs IpeodpasoBanus ceTeBbix ajapecoB (NAT) obecneunBaeT npeoOpa3oBaHue OTHUX
[P-anpecoB B npyrue.

ITpaBmia 06padbotku makeToB BkroyaroT Tpu Metoa NAT. NAT 0O6bIYHO MCIIOIB3YETCS AJIs1 TAOJIMIHOT O
npeobOpazoBanus ajapecos (ctaTuueckuit NAT) nim ayis ux cokpbitus (Mackupyromuit NAT). NAT mo3BoJiser

peIIATH HEKOTOPBIE MPOOJIEMBI aIPECAINH ITyTeM IpeoOpa30BaHMUS MM COKPBITHS aPECcOB.
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Mpumep: CokpbiTUe BHyTpeHHero IP-agpeca oT BHELLHUX cUcTeM

[penmnosioxxuM, BbI yCTAHOBUJIN Ha cepBepe iSeries obienoctynubiii Web-cepBep. O1HaKO BbI HE XOTUTE, YTOOBI
BHEIIHUM NOJIb30BaTeISIM ObLIT u3BecTeH [P-aspec cepBepa Bo BHyTpeHHel ceT. Bbl MoxeTe co3aaTh npasuia NAT
JUISE TpeoOpa3oBaHusl BHYTPEHHUX aJIpECOB BO BHEIIIHUE afpeca, JocTynHble B Internet. B utore cucrema Oyner
3aIMIICHA OT BHEITHNUX aTakK.

Mpumep: NMpeobpasosaHue IP-agpeca BHyTpeHHero xocTa B aApyrow IP-agpec

[IpeamosoxuM, 4TO XOCTaM BHYTPEHHEH CeTH MPUCBOCHHI YacTHBIE [P-afgpeca, n BBI XOTHTE 00ECTICUYNTH 3THM
xoctaM JocTyn K Internet. J{ist aToro HacTpoiite npeodpazoanue IP-agpeca BHyTpeHHero xocta B apyroi [P-aapec.
Jutst coenuHeHus ¢ XxoctaMu Internet moJpkeH mpuMeHsThesl BHerHmid [P-aapec. CiiegoBatesbHo, ¢ momortibio NAT
BHyTpeHHue [P-aapeca q0DKHBI TpeoOpPa3oBBIBATHCS BO BHEIIHUE. TOJIHKO B 3TOM CJlydyae MAaKeThl U3 BHYTPEHHEH
CeTU CMOTYT NepejiaBaThes 1o Internet.

Mpumep: O6ecneueHne coemectumocTu IP-agpecos AByX ceTei

[Tpenmnosioxum, Bbl XOTUTE HPEAOCTABUTH yIAJIEHHOMY XOCTY (HalpuMep, U3 CETU BEHA0pa) JOCTYI K OJTHOMY M3
BHYTPEHHHX XOCTOB Balleii ceTu. B obenx ceTsx mpuMeHstoTes aapeca B popmate 10.X.X.X, 4TO MOXKET IPUBECTH K
KOH(IMKTY afapecoB n omuokaM B MapmpyTu3anun. Oyskims NAT no3BosseT n3dexaTb KOHPIUKTA IIyTeM
npeobpa3oBaHus agpecoB BHYTPEHHUX XOCTOB.

CChbUIKH, CBSI3AHHbBIE C JTAHHOI

[Co3nanne npasna duasTpanmn IP-nakeros” Ha crp. 23|
[Tpu co3ganmu GUIbTpa BB yKa3bIBACTE MIPABUIIO IS YIIPABJICHNS nepenaueii naHnHbx [P.

CraTtuueckuit NAT (npeobpa3oBaHue aapecos)

CraTtunueckoe npeodpa3oBaHue ceTeBbIX aapecoB (NAT) BHIMOJIHSACT B3aUMHO OJHO3HAYHOE TpeoOpa3oBaHme
BHyTpeHHUX [P-anpecoB Bo BHelIHIE. DTO MO3BOJISIET Ipeobpa3oBaTh [P-aapec BHyTpeHHEN ceTu BO BHEITHUIN
[P-anpec.

Cratnueckuii NAT mo3BoJisieT yCTaHABJIMBAThH COSIMHCHUS KAK BHYTPEHHIM, TaK ¥ BHEIITHUM CHCTEMaM, HallpuMep,
xoctaM Internet. 3TOT THI MpeoOGpa3OBaHUS TPUMEHSETCS TSI OPTaHU3AIMA OOIIETO TOCTyNa K BHYTPCHHEMY
cepepy. s 3TOTO HY)KHO CO3/1aTh MPABUIIO MPeoOpa3oBaHms (PaKTHYECKOTO aJipeca cepBepa BO BHEIIIHUIT aipec.
DTOT aapec OyaeT MPUMEHSITHCS BHEITHIMH OJIb30BATEIIMI. B 9TOM cilydae HUKTO HE CMOXET HOJIyYHTh
UHGOPMAIIIO O BHYTPEHHEN CeTH [T MOCIIeTYIOIINX aTaK M3BHE.

Hmxe nepeunciens! ocobenHoctu cratuueckoro NAT:

* B3amMmHO-0HO3HAYHOE MpeoOpa3oBaHNE AIPECOB

* BO3MOXHOCTb NMOJIKJIFOYEHHSI KaK U3 BHEIIHEH, TaK 1 U3 BHYTPEHHEH ceTH

* Bo03MOXHOCTB BEIOPATH JIFO0OIT aipec B Ka4eCTBE LIEJIeBOT0 ajipeca Ipeodpa3oBaHus

* llesieBoit aapec I MpeoOpPa3oBaHMs HE MOKET IPUMEHSTHCS B KauecTBe nHTepdeiica [P

* He npeo6pa3zoBbIBaeT HOMepa IOPTOB

Buumanne: Anpec KOMIBIOTEpA CETH HE PEKOMEHTyeTCs IIpeoOpa3oBhIBATH BO BHEIITHHIA afpec cepBepa iSeries.
Brewnuti anpec - aipec, KOTOPBIiA Yallle APYrux IPUMEHSETCs JIsl OOMeHa TaHHbIMH ¢ Internet 1 BHYTpEHHEH CEThIO.
Ecmu satoTt IP-azipec Oyaet npuMeHsIThCs IS TpeoOpa3oBaHus BHYTPEHHET O ajipeca, TO BCE MAKEThbl, 00paboTaHHbIe
NAT, 6yayT nepeaBaThCcsl BHyTPEHHEMY KOMITbIOTEepY. TakuM oOpa3oM, nHTepdeitc OyIeT 3ape3epBUPOBAH IS
NAT, noatomy mHTepdeiic cepBepa iSeries He OyaeT paboTaTh MPABUIIBHO.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JTAHHBIM

|“Cueﬂapm71: ITpeoOpazoBanue [P-agpecos c nomombro NAT” Ha cTp. 2|
B sTom cuenapun yactublie [P-anpeca cetu Balleit KoMnanuu Npeoodpa3yroTcs BO BHELIHUE a/Ipeca C IOMOILBIO
CTATHYECKOT O Mpeobpa3oBanusi ceTeBbIX anpecoB (NAT).
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Mackupyrowinn NAT (CoKpbiTUE aapecoB)

Macxkupyromuit NAT 1mo3BoJIsIeT CKpbITh (DAKTUYECKUE apeca 3aIUIIEHHBIX KOMIBIOTEPOB OT BHEIIHUX IO
OTHOIIIEHHIO K cepBepy iSeries cucteM. KoMmbroTep nepemaet Bee MakeThl cepBepy iSeries; TakuM oopa3om, iSeries
BBINOJIHSIET POJIb HLITIO3A.

Hixe onmcan cueHapuit paboTsl TaKOH (QYHKIUH.

Mackupyromuit NAT no3BoJisgeT npeoOpa3oBbIBaTh HECKOJILKO aapecos B oauH IP-anpec. OH npumMeHseTcs ais
TOTO, YTOOBI CKPbIT6 OINH NIIM HECKOJILKO BHYTPEHHUX aJIPecOB 3a OAHMM BHemHUM [P-aapecom. Brenmunii anpec
JIOJDKEH OBITH OIpe/iesieH B KauecTBe nHTepdeiica Ha cepsepe iSeries. 17151 3TOro caM BHEIIHNUI aIpec TOJDKEH OBbITh
onpe/esieH Kak TpaHnyHbIif - BORDER.

COKprTMe HeCHOJIbKUX agpecoB

J1J1 TOro 4TOOBI CKPBITH HECKOJIBKO aJIpecoB, HEOOXOIMMO 3a/1aTh AUANA30H aJIpecoB, mpeodpaszyembix NAT Ha
cepBepe iSeries. Huxe onucan cueHapuii ero paboTsl:

1. Ucxonnbrii [P-anpec 3amensieTcs Ha BHenHMIA [P-aapec. Takas 3aMeHa BBIOJHSAETCS B 3arojioBke [P-nakera.

2. Howmep ucxognoro mopta IP (ecm on ects) B 3arosioBke TCP nymr UDP 3amensieTcss Ha BpeMeHHBII HOMEp
nopra.

3. HI/IaJ'IOF - 9TO CBA3b MEX/Y HOBBIM UCXOJHBIM IP-a[[peCOM 1 HOMEpPOM [opTa.

Jwuanor no3Bosisiet cepBepy NAT BbIIOHATE 0OpaTHOE Mpeobpa3oBanue aapecos IP-ngelitarpamm,
MOCTyHnaromux 13 BHEIIIHEN CETH.

Macxkupyronmii NAT oOpabaThiBaeT TOJIBKO T€ HAKEThI, KOTOPbIE OTIPABIISIFOTCS U3 BHYTpeHHeit cetu. [1pu aTom
[P-naxet npeo6pasyercs cpencrBamu NAT npu nepenaue yepes cepep NAT cuctemst iSeries. Mackupyrommii NAT
3arpenaeT NepechbUIKy BHEIIHMX aKETOB BO BHYTPEHHIOIO CETh. DTO 00ECIEUNBACT JONOJHUTEILHYIO 3AIUTY OT
BHEITHMX aTak. Kpome Toro, 11s moakiroyeHus K Internet HECKOJIBKMX MOJIb30BaTENIel BaM MOTpedyeTcs
npuoodpecTr ToJibko oauH IP-aapec.

Hwxe nepeuncienbl ocodoeHHOCTH Mackupyromero NAT:
* Buyrpennuii IP-aagpec vwim muana3oH agpecoB cBs3biBaeTcs Ha paboyeii ctanmuu NAT ¢ BHemHuM [P-ampecom
* O0bpabaTeIBaroTCs TOJBKO MAKETHI, IOCTYNAIOIINE OT BHYTPEHHUX CUCTEM

* Howmepa nopToB CBSA3BIBAIOTCS C BpEMEHHBIMHA HOMEPAMH IIOPTOB. DTO O3HAYAET, YTO OT BHEIIIHEH CeTH
CKPBIBAETCS HE TOJILKO aJIpec, HO M HOMEP HmopTa.

* Anpec, 3aperucTpupoBaHHbI Ha padoueil ctannmu NAT, MOXeT IPUMEHSTBCS M [IJTS1 APYTUX IeJIei
IIpumeuannue:

Ecmm NAT HacTpoeH HelmpaBuiIbHO, IpeoOpa3oBaHUe aIpecoB MOXKET padoTaTh HEBEpHO, HAIPUMED,
IP-ampeca MOTyT He MpeoOPA3OBBIBATHCS, & MAKETHI, KOTOPBIE CJIEAYET IPUHSITh, - OTKJIOHSITHCS. B
JT000M cilydae anmnapaTHOE U IPOorpaMMHoOe obecreueHne He OyaeT nospexaeHo. [1pu u3smMeHeHun
napaMeTpOB YUUTHIBAUTE CIIETyIOIINE CBEACHUS:

e ITapameTp MAXCON mosmkeH OBITH JOCTATOYHO OOJILIINM, TAaK KaK OH ONpe/IesIsieT YUCIIO
OJHOBpPEMEHHO paboTaronux auanoros. Hanpumep, npu padote ¢ FTP Bam nmoTpebyeTcs xak
MHHUMYM JBa aKTUBHBIX Auajora. B asTom ciryuae HeoOxoaumo npucBouts nepeMenHoit MAXCON
JIOCTATOYHO OOJIbIIIOE 3HAYEHHE, YTOOBI OOCITY)KUBATh HECKOJILKO TUAJIOTOB Ha KaXJI0M
xommnbroTepe. [Toacunraiite, CKOJIbKO NapasljleSIbHBIX IUAJIOTOB MOXKET ObITh YCTAHOBJIEHO B CETH.
3HavYeHMEe 110 YMOJYaHUIO paBHO 128.

e 3nauenue napametpa TIMEOUT (mpumensiercs B onepatope HIDE) nomxHo nmpenocTaBiasaTh
JIOCTATOYHOE BpeMs JJIs 3aBEPIEHHs TUAJIoTa MeX Ay KOMIbIOTEpOM U cepBepoM. Jls
npaBWwIbHON padoTsl Mackupyromiero NAT nospkeH ObITh 3amyllleH BHyTpeHHUui auasor. Taiim-ayT
Onpe/esIsieT BpeMsl OKUIAHUS OTBETa AJIsl BHYTPEHHET O UaJiora. 3Ha4eHUe 110 YMOJIYAHUIO PABHO
16.
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* Mackupyrommii NAT noaaepxxusaet cieayrotue nmpotokoisl: TCP, UDP u ICMP.

* Tlpu ucnosw3oBanuu NAT HE0OOXOIMMO TaKKe HACTPOUTH NepechlIKy neirarpamm IP. C
noMoInbio koMaHabl M3menntsb atpudyThl TCP/IP (CHGTCPA) yoeauTech, 4TO 3Ta ONMIUS
BKJIFOYCHA.

HOHﬂTﬂﬂ, CBfI3aHHbIC C JAHHBIM

|“3aron0B01< IP-nakera” Ha cTp. 17
B npaBunax ¢puiabTpanuyu KpuTeprueM I CpaBHEHUS HAKETOB MOTYT CIIyXUTh 1oJs 3arojioskoB [P, TCP, UDP u
ICMP.

f‘CueHapHﬁ: CxkpoiTue IP-anpecos ¢ momornipio Mackupyromero NAT” Ha cTp. 9|

B stom CICHAPUU Ballla KOMIIAHUA CKPBIBACT YaCTHBIC a/IpeCa NEPCOHAJIBHBIX KOMIIBIOTEPOB C IOMOIIBIO
MAacCKUpyoIero npeoopasoBanusi ceTeBbix ajapecoB (NAT). B To e BpeMs y 3TUX KOMIBIOTEPOB €CTh IOCTYII K
Internet.

Mackupyrowmit NAT ¢ npeobpasoBaHuem nopta
NAT (npeobpa3zoBaHue CETEBBIX aJIPECOB) C MPeoOpa3OBaHUEM MOPTA SIBJISETCS PA3HOBUIHOCTHIO MACKHPYIOIIETO
NAT.

B yem otimmune? NAT ¢ npeobGpa3oBaHreM MopTa MO3BOJISIET CKPBITH HE TOJIbKO [P-anpec, HO 1 HOMep mopTa. DTO
MO3BOJISIET 00PAOATHIBATH MAKETHI, KOTOPbIE MOCTYNAOT KAK OT BHYTPEHHUX KOMIIbIOTEPOB, TAK U OT BHEIIIHUX
cucteM. Takoit Tun NAT npuMeHsieTcs B TOM Cilydae, €CJid BHEIIIHUM KOMIIbIOTEpAM UJIU KJIMEHTaM HYXHO
00ecneyuThb TOCTYI K padovel CTAaHIUU WJIM CEpBEpY YacTHOH ceTu. B ceTh mpomyckaroTcs TOJIbKO Te nakeTs [P, B
koTopbix u [P-anpec, u mopT coBnamaroT ¢ ykazanubiMu. Huxke onucan cuienapuit pa6otsl NAT.

MoaknroueHue BHYTPEHHero KoMmnbroTepa K BHeLWWHeMy

Ecym BHYTpeHHMIT KOMIIBIOTED C agpecom 1: mopTom I OTHpaBIIIeT NAaKeT BHEIIHeH paboueii ctannuu, NAT
MOMBITAETCS] HANTHU MpaBUIIo peodpazoBanus A5 aapeca 1. mopra 1. Ecim 6ynet Halineno nmpaBmwio NAT,
3aJaHHoe /1t ucxonnoro IP-anpeca (agpeca 1) u ucxoaHoro Homepa nopta (nopt 1), To NAT aktususupyer
JIIAJIOT U BBIIOJIHUT NpeoOpa3oBanue. Vicxoanslil [P-aapec u ucxoqHblit HOMep NopTa 3aMEHSIIOTCS Ha 3HAYEHUS,
ykasanHble B npaBuiie NAT. agpec 1: mopr 1 3amensiercs Ha agpec 2: mopT 2.

NMoaknroueHne BHeLUHEro KOMMNbHOTEpPa K BHYTPEHHeMy

[TycTb BHEIIHMIA KOMIIBFOTEP OTHpaBII nakeT IP ¢ meseBbIM azipecoM agpec 2 1 LIeJIeBBIM HOMEPOM NOPTa mopT 2.
Cepsep NAT npeobpasyeT 9TH 3HAUSHUS B 3ar0JIOBKE AeHTarpaMMbl, JaXke eCIId JUaJIOT IS HUX elle He
CyIIecTByeT. DT0 o3HavaeT, uTo NAT aBTOMaTH4eCKH CO3AACT AUAJIOT, €CJIM €T0 elle HeT. azpec 2. mopT 2 OyneT
npeobpa3zoBad B azapec 1. mopr 1.

Hwxe nepeunciensl ocodennoctu Mackupyromero NAT ¢ npeobpazoBanuemM nopra:
* B3auMHO 0/IHO3HAYHOE COOTBETCTBHE.
* BO3MOXHOCTb MOJIKJIFOUEHUSI KAK U3 BHEIIHEH, TAK U U3 BHYTPEHHEH CETH.

* 3aperucTpUPOBAHHBIN aJpec, KOTOPBI IPUMEHSETCS 1T IpeoOpa30BaHus, T0JDKEH ObITh ONMPEJIesIeH Ha cepBepe
iSeries, BeIOJHsIOIEM TTpeoOpa3oBanme NAT.

* 3aperucTpupoBaHHBIIN aapec HeJOoCTyneH 11l MoToKoB [P, He mpeobpazyembix no mpaBmwiam NAT. Ograko, eciu
3TOT aJpec MOTMBITACTCS MCIOJIb30BAaTh HOMEP MOPTa, 3aaHHbIi B npaBuiiax NAT B kaueCcTBe CKPBITOro MopTa,
TO MOTOK OyzeT npeodpazoBan. Pabora c nHTepdeiicoM cTaneT HeBO3MOXKHO.

* OOBIYHO HOMEPA OPTOB IPEOOPaA3yIOTCSl B HOMEpa CTAHAAPTHBIX HOPTOB, TAK YTO JTOMOJIHATEIbHAS
uHpopMmanms He Hy’)kHa. Hampumep, BeI MoxeTe 3amycTuTh cepsep HTTP, mpussizannslii k nopty 5123, a 3ateM
nmpeobpa3zoBaTh ero Bo BHemHui [P-aapec ¢ mopTom 80. Ecin ske BBl XOTUTE CKPHITh HCXOIHBIK HOMEp MOPTa 3a
JpYruM (HECTaHIapTHBIM) HOMEPOM NOPTa, TO KJIMEHTY JOJDKEH ObITh MepeiaH HOMED LiesIeBoro nopra. B
IIPOTUBHOM CJIydae COeIUHEHNE He OyIeT YCTaHOBJICHO.

IIpumeuanne:
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* TTapameTrp MAXCON mospkeH OBITH TOCTATOYHO OOJIBIIIMM, TAK KaK OH OMPEIEIseT YUCIIO
OJHOBpPEMEHHO paboTaronux auagoros. Hanpumep, npu padote ¢ FTP Bam moTpebyeTcs xak
MHIHHIMYM JBa aKTUBHBIX Auajora. Heodxoaumo npucsouts nepeMenHoit MAXCON goctatouno
60JIb11I0€ 3HAUEHUE, YTOOBI 0OCITYy’)KUBATH HECKOJIBKO JUAJIOTOB HA KAXKIOM KOMIIbIOTEpe. 3HAUeHUe
10 YMOJIYaHHIO paBHO 128.

e Mackupyromuit NAT nonnepxuBaeT cienyroriue npotokoisi: TCP, UDP u ICMP.

e IIpu ucnonpzoBanun NAT He0OX0IMMO Takke HACTPOUTH MepechlIKy Aelitarpamm IP. C
noMoInbio koMaHabl M3menntsb atpudyThl TCP/IP (CHGTCPA) yoeauTech, 4To 3Ta OMIUS
BKJIFOYCHA.

dunbTpaumua IP-nakeTos

B npaBuiiax 00paboTKM NakeTOB peajM30BaHbl He BCe PyHKIUM OpanaMayaspa. Tem He MeHee, B HUX NPEyCMOTPEH
KOMIOHEHT /i puiibTparuu [P-nakeToB, npoxosmux yepe3 cepsep iSeries.

TOT KOMIIOHEHT OpeaHa3zHa'4YCH AJId YIIPaBJICHUA IIOTOKaM1 IP, MNOCTYyHNAaroIUMHU B CETh U UCXOOAIIMMU U3 CETH. On
MO3BOJIACT NPOIYCKATh UJIN OT6paCI>IBaTI> IMaKEThl HA OCHOBEC 3aJaHHBIX ITPAaBUJI (i)I/IJILTpaL[I/II/I.

MoO3HO cO31aTh OAUH HAOOP MPABUJII, KOTOPBINA OyIeT MPUMEHSITHCS [JIs1 HECKOJIbKUX JIMHUM CBSI3H, JIMOO CBOM
HabOp mpaBWII 715 Kaxaoi auHun. [IpaBuna GuabTpanuy CBA3bIBAIOTCS HMEHHO C JITHUSIMU CBSI3U, HAIIPHIMED,
Token-Ring, a He ¢ untepdeiicamu mim [P-anpecamu. Cructema mocae0BaTesIbHO MPOCMATPUBAET CIIMCOK IPABUIT
JUIS TEKyIIel JIMHUY CBSI3U U IPOBEPSIeT COOTBETCTBHE MaKkeTa npaBuity. CpaBHEHNE BBINOJIHSAETCS 10 IEPBOTO
COBIIAJIEHUS, [10CJIE Yer0 HAlZICHHOE NIPABUJIO IPUMEHSETCS.

DTO0 03HAYAET, YTO BBINOJIHACTCS ACHCTBHE, 3aJaHHOE B TpaBuiie. B mpaBuiax iSeries MOXHO yKa3bIBaTh
CIIeIyIOIIHe ACHCTBUS:

* PERMIT — pa3pemuts 06b14Hy0 00pabOTKy makeTa
* DENY — HeMeJIeHHO OTKJIOHUTb IaKeT

* IPSEC — oTnpaBuTh makeT o coequaeHno VPN, ykazaHHOMY B NpaBuJie (GUIIbTpaIrun

IMTpumeuanue: B mannowm ciyvae, IPSEC - aTo nmeficTBue, KOTOpoe MOXXHO 3a7aTh B TpaBuiie GUIbTpanuu. XoTs B
9TOM pa3zjesie He paccMaTpuBaeTcs npuMenenne [PSec, BaXXHO MOHNMATB, UTO MpaBuiIa (GpUIbTpanun
u BUpTyasbHas yacTHas ceTh (VPN) TecHO cBs3aHbI Mex 1y coOoii. JlonosHuTenbHAs HHPOPMAIUS O
VPN npuse/iena B paszene[Bupryanbhas yactHas cets (VPN)

CpaBHeHI/IG BBITIOJIHACTCA 1O TCX MOP, ITOKA HE 6y,Z[yT O6pa6OTaHH Bce nmakeThsl. Ecim JJIs1 MaKeTa HE 6y/:[eT HaWJIeHO
HHU OJHOTO ITpaBuJIia, OH 6y,HCT ABTOMATUYCCKU OT6pOHI€H CHCTEMOM. DTO JOCTUTAaC€TCA 3a CUCT IPUMCHCHU L
IIpaBuJia 3alpeTa N0 YMOJIYaHUFO. OGpaTI/ITC BHUMAHUE, YTO XOTHA OOBIYHEIE IIpaBuJIa d)HHLTpaL[I/II/I Ip€aHa3HAYCHbI
JJI ITPOITYCKA MaKETOB TOJIBKO B OTHOM HAITPpABJICHUM, IIPABUJIO 3aIlIp€Ta IO YMOJIYaHUIO IPUMCEHSCTCA B oboux
HaIlrpaBJICHUAX, T.C. 6y,£[yT OT6paCI>IB3.TLC§I 1 BXOOAIINE, 1 UCXOOAIINE MTAaKCTHI.

Mpumepbl punbTpOB

Daiin 1eMOHCTPUPYET NPaBUIIbHBIE CHHTAKCHYECKIE KOHCTPYKIUY IIPaBUII 0OpabOTKY IaKEeTOB Ha cepBepe iSeries u
COBMECTHYIO PaOOTy Pa3JIMYHBIX ONEPATOPOB.

Daiis cieyeT NpUMEHSTh TOJIBKO B Ka4eCTBE IIPHUMEpA.

OOBIYHBIN (PUIBTP MOXKET BHITJISIACTE CIISIYIOIIM 00pa3oM:

FILTER SET TestFilter ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 162.56.39.100 DSTADDR = =
PROTOCOL = * DSTPORT >= 1024 SRCPORT = 80

DT0T QmIbTp HmpomyckaeT JroOble Bxoasimue naketel (INBOUND) ¢ agpecom otnpaButeis 162.56.39.100, moptom
otnpasutes 80 u noprom nosyvyatess 1024 uim Gotee.
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ITockonbky moTok IP 06wryHO Mepemaercst B o6oux HanpasieHusx (INBOUND u OUTBOUND) no coeauHenuto, B
CHCTEMe, KaK MPaBHUJIO, CO3/TAIOTCS ABa CBSI3aHHBIX QHIIbTPA 711 00pabOTKM MOTOKOB B 000MX HAIPABJICHUAX. DTH
JBa (pUJIbTPA HA3BIBAOTCS 3ePKAJIbHBIM OTPaKEHUEM JPYT APYra U MOKa3aHbl B CJIEIYIOIIEM IIPUMEpE:

FILTER SET TestFilter ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 162.56.39.100 DSTADDR
PROTOCOL = = DSTPORT >= 1024 SRCPORT = 80 FILTER SET TestFilter ACTION = PERMIT DIRECTION
OUTBOUND SRCADDR = = DSTADDR = 162.56.39.100 PROTOCOL = * DSTPORT = 80 SRCPORT >= 1024

]
*

BbI, KOHEYHO, 3aMETHJIH, YTO Y 3THX (PHJIBTPOB CoBIagaeT uMs Habopa, TestFilter. Bce puabTphbl ¢ 0IMHAKOBBIM
MMEHeM Habopa CUMTAIOTCS MPUHAIJICKAITUMHE K OTHOMY Habopy. Uncyio GpuibLTpoB B HAOOpE HE OrpaHUYEHO.
Korna Bbl akTuBHU3MpYyeTe (PUILTPHI U3 3aJAHHOTO HA0Opa, OHU MPOCMATPUBAIOTCSI B TOM K€ MOPSIAKE, B KOTOPOM
OHWU 3aMuCcaHbl B (aiie.

OtenbHbIN QUIBTP HE TO3BOJISICT TOOUTHCS HYKHOTO 3¢ dexTa. Bol JOJDKHBI IPUMEHSITh HA00P (HUIBTPOB B
uHTepdeiice. Huxke npusenen npumep npumeHnenus Hadbopa, TestFilter, x uaTepdeiicy maun Ethernet:

FILTER _INTERFACE LINE = ETH237 SET = TestFilter

IToce akTuBM3auu 3Tux npasui no Juand ETH237 6ynyT nepenaBathest TOJIbKO IP-takeThI, pa3pernieHnbie
Habopowm TestFilter.

IIpnmeuanne: Cucrema nob6asisgeT npasuiio 3anpera no ymosuanuto DENY ALL TRAFFIC B konern Bcex
AKTUBU3NPOBAaHHBIX GUILTPOB nHTEpdeiica. Korna BeI qo0aBisieTe npasuia B uHTepdeiic,
HIOCPEACTBOM KOTOPOTO BBl HACTpamBaeTe cepsep iSeries, He 3a0y/1bTe BHECTU pa3peliarolnee
IPaBUJIO st CBOEH paboueil cTaHnuy nim pabouei CTaHIMN IPYroro MOJIb30BaTEIs, TAKXKe
yYaCTBYIOILETO B HACTPOiike cepBepa iSeries. Ecim BbI He caiestaeTe 3TOr0, TO BaM He yAacTcs
YCTaHOBUTH COeTMHEHUE C iSeries.

OUILTP MOXKET COCTOSITh U3 HECKOJILKUX HAOOPOB, HAIPUMED:
FILTER_INTERFACE LINE = ETH237 SET = setl, set2, set3

OTu HAbOPBI OyIyT 00paboTaHbI B ykazaHHOM mopsike (setl, 3aTem set2, 3atem set3). [IpaBuiia, BXoasIIUe B
Ha0Op, IPOCMATPUBAIOTCS B TOM K€ TOPSI/IKE, B KOTOPOM OHH 3amucaHbl B (paiiie. DTO 03HAYAET, YTO B3aMMHOE
pacmoJjioxxeHue GUIbTPOB U3 pa3HLIX HAOOPOB HE UTPACT HUKAKOW poJii. BakHO JIMIIL pacioiokeHne PUIbLTPOB
BHYTPH OJTHOTO Habopa.

3aronoBoK IP-nakeTa
B mpaBumiiax ¢GpuibTpanuy KpuTEpUEeM Il CPAaBHEHHSI HAKETOB MOTYT CIIy>KHUTh 1oJist 3arosioBkoB [P, TCP, UDP n
ICMP.

Hiokxe nmpuBeIeH MOJTHBIN CITUCOK TAKHUX MOJICH:

* HWcxonnslii [P-aapec

e TIpotoxoi (Hanpumep, TCP, UDP)

* Ilenesoii [P-anpec

* Vcxonnslil mopt

* lleneBoii mopt

* Hamnpagienne (711 IPUHIMAEMBIX, OTIIPABJIIEMBIX WA JIFOOBIX IefTarpamm)
* burt SYN 3aronoska TCP

Hampumep, Bbl MOXeTe 3aJ1aTh MPAaBUIIO HA OCHOBE 1iesieBoro IP-anpeca, ucxoanoro IP-aapeca u Hanpayenus (A1
MPUHIMAEMBIX TAKETOB). DTOMY MpaBUIy OYAYT COOTBETCTBOBATH BCE MOJIYYEHHBIE NAKETHI C 33/IaHHBIM MCXOIHBIM
1 TIeJICBBIM ajipecoM. I Hux OyIeT BBIOJIHEHO JIeWCTBUE, yKa3aHHOE B mpaBme. CucreMa oTOpackiBaeT Bee
MAKEeTHI, JIJI1 KOTOPBIX He HAMIEHO Hu 01O MPABIIIO. DTO HA3BIBAETCS MPABMUIIOM 3aIIpeTa 110 YMOJTIAHHUFO.
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ITpumevanne: ITpaBusio 3ampera Mo yMOJIYaHMIO JEHCTBYET B TOM CIIydae, ecim i pu3ndeckoro natepdeiica
AKTUBHO XOTS OBI OHO MPABIIIO GHILTPANNU. DTO MPABUIIO MOXET OBITH T0OABIICHO
HoJIb30BaTesIeM Uil co3gano HasuratopowM iSeries. HezaBucumo oT HanpaBJieHUs, B KOTOPOM
JIEUCTBYET (DUIILTP, TPABHUIIO 3aIpeTa M0 YMOJYAHHUIO TPUMEHSIETCsl B 000uX HanpasieHusx. Eciu
JU1s husnueckoro nHTepdeiica He aKTUBU3NPOBAHO HU OHO MPABIIIO (PUIIBTPALNK, TO IPABHUIIO
3anpera o yMOJYaHUIO HE IPUMEHSIETCSL.

HOHﬂTl/lfl, CBSI3AaHHbIC C JAHHBIM

f‘MaCKpr}oumﬁ NAT (cokpbITHE apecoB)” Ha CTP. 14|

Macxkupyrommiit NAT mMo3BoJISIET CKPBITh (haKTHUYECKUE ajpeca 3alUIIeHHBIX KOMIIBIOTEPOB OT BHEIIIHUX MO
OTHOIICHHIO K cepBepy iSeries cucteM. KoMmbroTep nepeiaeT Bee MakeThl CepBepy iSeries; TAKUM 00pa3oMm,
iSeries BBIMOJIHSET POJIb IITIO3A.

NMpumeHeHune npasun NAT B coueTaHuu ¢ npasunamu eunbTpaumm
IP-nakeToB

Cyx06b! mpeoOpa3oBanus ceTeBbix apecoB (NAT) n punbTpanym [P-makeToB paboTaroT HE3aBUCUMO APYT OT
Jpyra, o3TOMY MX MOHO KCIIOJIb30BaTh OJHOBPEMEHHO.

Ecnu Brnrouena tosibko ¢yukius NAT, cuctema OyneT nmpeoOpa3oBbIBATh ajipeca MakeToB 0e3 UX (PIbTPAINH.
AHAJIOTHYHO, €CJIM BKJIFOUCHA TOJIbKO (GuiibTpanus [P-makeTos, cuctema 6yneT ToJbko GuIbTpoBaTh [P-makeTs.
Ecnum BBI 3amamuTe kak npaBmiia NAT, Tak u npaBuiia GrIbTpanuu, TO CHCTeMa OyIeT MpeoOpa3oBhIBaTh ajgpeca
MAKETOB U (PUIILTPOBATH MAKETHI. DTH IEHCTBHS BBHIIOJHSIIOTCS B ONPEICICHHOM mopsiake. [1pu npueme makeToB
cHavayia npuMeHsroTcs npaBuiia NAT. [1pu oTpaBke makeToB CHaYaJIa MPUMEHSFOTCS MTpaBujia (QIIbTPAINN.

Pexomenayercs xpanuTth npasuiia NAT u npasuia GuibTpavy B OTAEIbHBIX (haifiax, XOTs 3TO U He 0053aTeJIbHO.
D10 obJieryaet mpocMoTp (HailyIioB U UCTIpaBJIeHHE OMMOOK B paBmwiax. Criocod XpaHeHus MpaBUJI He BIMSIET HA
quciio omubok. Jlaxe ecim npasuia ¢puabTpanuu 1 NAT OyayT XpaHUTHCSA B OTAEJBHBIX (haiiyiax, BB CMOXeTe
AKTHBU3MPOBATH 00a Habopa npaBui. B aTom ciryuae Bam notpedyercst yOeuThCsl, YTO MpaBuJIa JIOTMYECKH
HEIPOTUBOPECUHBHI.

J71st TOro 4TOOBI AKTUBU3UPOBATH 004 HAOOPA MPABUIL, yKaXUTe onepatop include. Tlyctsb npaBuia GuiIbTpaLn
xpaHsaTcs B (aiiie A, a npasuiia NAT - B ¢aiisie B. C momorrpio onepatopa include BbI MOXeTe BCTABUTH
conepxxumoe (aitra B B paiisr A, He mepenuceiBas Bce MpaBuiia 3aHOBO.

3amaun, cBsi3aHHbIE C JAHHOM

[ To6aBnenne daiinos k mpaBuzaM o6paboTKH makeToB” Ha cTp. 25|
BbI MOXeTe aKTUBU3UPOBATH HECKOJILKO (paiijioB MpaBuiI 00padbOTKY MAKETOB B CUCTEME, €CJIH BOCIIOJIb3YETECh
onuueit JodaButh Penaktopa npaBusl 06padOTKH NAKETOB.

NMpumeHeHne HecKONbKUX npasun ¢punbTpauum IP-nakeTos

O06beuHeHe MPaBUIT (GUIIbTPALIMU HA3BIBACTCS HaOopom. PUIILTPBI, CoEepKaliuecs B Habope, 00pabaThIBAIOTCS
10 HOPSIKY, CBepXy BHU3. Heckosibko HaGOpOB 06pabaThIBAIOTCS B TOM HOPSIAKE, B KOTOPOM OHH YKA3aHbI B
onepatope FILTER_INTERFACE.

Hwxe npusenen npumep Habopa, coaepxaiiero Tpu ¢puiabtpa. [1pu 11000 ceblike Ha 3TOT HA00p OyIyT BKIFOYEHBI
BCE Tpu mpaBuiia. HacTo mpoiie ObIBacT BKJIFOYUTH BCE MpaBuiia GUIbTPAIMK B OJIUH HAOOP.

FILTER SET all ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= % PROTOCOL = TCP/STARTING DSTPORT = * SRCPORT = * FRAGMENTS %
= HEADERS JRN = FULL

FILTER SET all ACTION PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= * PROTOCOL = TCP DSTPORT = = SRCPORT = * FRAGMENTS NONE %
JRN = OFF

FILTER SET all ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= * PROTOCOL = ICMP TYPE = * CODE = * FRAGMENTS = NONE JRN %
= OFF

FILTER INTERFACE LINE = ETHLINE SET = all

###Ethernet 1ine ETHLINE
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3awyuTta oT HeCaHKUUOHUPOBAHHOIO AOoCTyna nytemMm MMUTauumm

ITox HeCaHKLIMOHUPOBAHHBIM JOCTYIIOM IIyTEM UMUTALUU IOHUMAIOT IOIBITKY APYTrOro M0JIb30BATEIIS IOJIyYUTh
JIOCTYII K Ballleil cucTeMe, BbIJJaBasi CBOIO CUCTEMY 3a HAJIeKHYI0. PekoMeHayeTcs 3amiaTh JIooble nHTEpdeichl,
CBSI3aHHBIE C BHEIIIHEN CeThIO, OT NOJO0OHBIX aTaK.

BBl MOXeTe HACTPOUTH 3AUTUTY OT HECAHKIIMOHIMPOBAHHOTO JAOCTYIIA IIyTEM HMUTAIUH C TOMOIIBIO
COOTBETCTBYIOILIETO MacTepa, 3amyckaemMoro n3 Pegaktopa nmpaBmit o0paboTku maketoB HaBuraTopa iSeries.
Mactep moMOXeT BaM CO34aTh MOIXOISIINE MPABAJIA 3AIINTHI I ySI3BUMBIX HHTep(eiicoB. [Toce akTuBn3ammn
TaKWX MPaBUJI HUKAaKas CHCTEeMa U3 BHEIIIHEH CEeTH HE CMOXKET BbIIaBaTh ceOs 3a HAICKHYIO CHCTEMY U3 BHYTpPEHHEH
CeTH.

MnaHupoBaHue NpuMeHeHUA NpaBun 0OpPaboTKU NaKeToB

[Mepen noKJIFOUCHUEM CETEBBIX PECYPCOB K Internet ciielyeT COCTaBUTD IJIAH 3aIUTHI C YYETOM BO3MOXKHBIX YIPO3
0€30IaCHOCTH CUCTEMEI.

BbI OJDKHBL B IETAJISIX MIPEJACTABIISATH cebe, KaKuM 00pa3oM Bbl COOMpAaeTeCh UCMOIb30BATh Internet; kpome TOro,
BbI JTOJDKHBI PACIIOJIATATh MOAPOOHBIM OIUCAHUEM KOH(PUIYPAIMU BHYTPEHHEH ceTu. B 3aBUCMMOCTH OT
KOHKPETHBIX OCOOEHHOCTE MpeIcTosiiel paboTsl ¢ Internet Bbl CMOXKETe IPABUIILHO OLIEHUTh TOTPEOHOCTH B
sarute. MEdopManus, IpuBeIeHHas B paszeie Bammra iSeries pu moakroueHnn K Internet] moMoskeT Bam
COCTABUTH IIJIAH 3alIIUTHI CETHU.

Ilocne coctaBiienust mjiaHa Bl MOXKETE MPUCTYIIUTDH K HaCTpOﬁKC mpaBuJI O6pa6OTKI/I IMaKETOB.

3aaun, cBsi3aHHbIE C IAHHON

[‘Hacrpoiika npaBui o6paGoTku makeros” Ha ctp. 20|
O3HaKOMBTECH CO CIPABOYHOM TabJHMIIeH, cofep Kalleil Omiucanne 3a1ad, KOTOPble HEOOXOINMO BBIIOJIHATH [JIs
POBEPKH MPaBUIL.

MpaBuna o6paboTku nakeToB: TpeboBaHMA K NpaBam gocTyna
nonb3oBaTens

[Tpex e yeM NPUCTYNUTH K HACTPOIKe MpaBIJI 00pabOTKU MAKETOB Ha cepBepe iSeries, yoeauTech B TOM, YTO y Bac
€CTh IIpaBa JIOCTYIIA.

Bam HeoOxoaumebl cienmasibabie TpaBa noctyna *IOSYSCFG. Eciu BeI cobupaeTech HACTpauBaTh paBUJIa
00paboTku nakeToB nof yrnpasyerueM V]I mois3osatesst QSECOFR wm anasoruunoro (tuna *SECOFR), 6o y
Bac ecTh npasa gocryna *ALLOBJ, To aToro 6yzaer nocratouno. Ecim y Bac et npas Tpedyemoro U /]
noJsib3oBatesist uin *ALLOBJ, To BaM noTpebyeTcst AOCTYI K CIIEYIONIM KaTajioraM, daiimam u k /1
noJibzoBaTtesst QSYS:

1. TlIpaBa Ha mobaBieHue oObeKTOB, *RXW, 1 mpaBa moctyna k gaHHbIM, 0BIMGT, k ciaenyromuM Tpem daiiiam:

/QIBM/ProdData/0S400/TCPIP/PacketRules/Template4PacketRules.i3p
/QIBM/ProdData/0S400/TCPIP/PacketRules/Template4PacketRules.txt
/QIBM/ProdData/0S400/TCPIP/PacketRules/Template4PacketRules.tcpipml

2. IlpaBa Ha noGasienue o06bekTOB, *RWX, K clienyromum Katajioram:

/QIBM/UserData/0S400/TCPIP/PacketRules
/QIBM/UserData/0S400/TCPIP/OpNavRules

3. TIlpaBa Ha gobaBiieHHEe 00BEKTOB, *RWX, k criemyromum daiaam:

/QIBM/UserData/0S400/TCPIP/OpNavRules/VPNPolicyFilters.i3p
/QIBM/UserData/0S400/TCPIP/OpNavRulesPPPFilters.i3p

4. Kpowme Toro, Bam nouagoosarcs npasa goctyna ADD k mpodaitny QSY'S, mockoabky emy OyAyT IpuHAAIeKATh
BHOBb CO3JaHHbIE (DaifJIbl MpaBUIL.
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Bpimie nepevnciiensl KaTayoru 1 Gaiiiel, KoTopele PegakTop npaBuit 00pabOTKH HAKETOB MIPUMEHSET 110
ymomuanuro. Ecii BeI XOTUTE XpaHUTD (Daiyibl B IPYIUX KaTaJIOTax, TO BaM OyayT HEOOXOIUMBI MpaBa TOCTyIHa K
9THUM KaTaJloraM.

MpaBuna o6paboTku naketoB: TpeboBaHUA K cucteme

Voenuteck B TOM, YTO cepBep iSeries COOTBETCTBYeT MHHUMAJIBHBIM TPeOOBAHUSIM, TO3BOJISFOIINM MPIMEHSITH
mpaBujia 0OpabOTKHU MAKETOB.

JLu1st mpuMeHeHu s MpaBuJl 00pabOTKH MAKETOB HEOOXOMMO, YTOOBI B cCHCTeMe iSeries ObIIN YCTaHOBJICHBI
CJICAYIOLIME TPOYKTHI:
* 0S/400 Bepcuu 5, Bbimycka 2 (5722-SS1), 15/0S Bepcuu 5, Bbinycka 3 wim 6oJiee MO3THETO.
* iSeries Access for Windows (5722-XE1) u HaBuraTtop iSeries
— Kowmmnonent HaBuratopa iSeries, mpeHa3HAUYEHHBIN IS TIOJIIEPKKHN CETH

* Hacrpoennas noamepxka TCP/IP (5722-TC1), Brimrouas uaTepdeiicer [P, MapmpyTsl, IMs JIOKaJILHOTO XOCTa U
M JIOKaJIBbHOTO TOMEHA.

CoBet: Bosee nmonpo6Has uapopmarus o nmpotokose TCP/IP, paboTe xoMmnbroTepHBIX ceTeil n [P-aapecax

MpUBEACHA B KHUTAX [PykoBocTBo 1t 0630p TCP/IP| %‘ 1 [TCP/IP Bepenn 4 s AS/400f %‘ .

MpaBuna o6paboTKku nakeToB: PopmMa ANA NNaHUPOBaHMUA

dopma U1 IIIAHUPOBAHUS IOMOXKET BaM COOpATh NOLPOOHYIO HHPOPMALHIO IJIsl COCTABJICHNUS IIJIaHA TPUMCHEHUS
IpaBII 06pabOTKH MAKETOB.

DTta nHOpMAaIUs TO3BOJUT YeTKO CPOPMYIIMPOBATH TpeOOBaHUS K 3amuTe. Kpome TOro, oHa yIpOCTUT HACTPOIKY
npaBui1 06paboTku nakeToB. OTBETHTE HA BCE BOMPOCHL, MPEXKIE YeM MPUCTYNATh K HACTPOUKE MpaBuUJL.

Jta uadopmanus HeoGX0MMA /ISl pa3padoTKH NJIaHA NPHMEHEHHs! NPaBUJI 00padOTKH NAKEeTOB OTBeTBI

Kax Beirsissaut cxema cetu u coeaunenuit? Hapucyiite ee.

Kakue mapupyrusatops! u [P-aapeca Bbl coOupaerech NpUMeHSIThH?

Kakwue npaBmta OyayT npuMeHATbCs 1t ynpasienns notokamu TCP/IP, mpoxonsimmu uepes
crcteMbl? JI71s1 KaK0r0 U3 TAKMX MPABHJI YKAXUTE CIieayromne mapameTpsl motoka TCP/IP:

* ciyx0a, makeThl KOTOPBII OyAyT paspeleHbl wim 3anperiensl (Hanpumep, HTTP, FTP u T.1.)
* CTaHIAPTHBIA HOMED HOPTA JJISI 9TOU CITYyKOBI

° HampaBJICHUE Nepeayn JaHHBIX

* OyJyT JIM JaHHbBIE IEPEIAaBATHCS B KAYECTBE BHI30BA UJIM B OTBET HA BHI30OB

* [P-aapeca makeToB (MCXOMAHBIN U LIEJIEBOM)

Kakwue IP-anpeca ciieryeT npeo6pa3oBbIBaTh WM CKPBIBATH? (DTOT CHICOK HYXKEH TOJLKO B TOM
cJIy4ae, ecJIM BbI IUTaHupyeTe npuMeHsaTh NAT).

HacTtpoiika npaBun o6paboTku nakeTos

O3HAKOMBTECH CO CIPABOYHOM TaOJUIIeH, colepKallell onucanue 3aa4, KOTOpble HEOOXOAUMO BBITIOJTHUTD IS
MPOBEPKU MPABUIL.

B snexTponnoii cnpaBke PegakTopa npasuil 00paboTKu MaKeTOB MPUBEACHBI COOTBETCTBYIOLIUE TOIIATOBbIE
HHCTPYKIIHH.

[Tocre pazpaboTku |nnaHa HACTPOWKH MPaBII 00pabOTKM NaKeTOB| BBl MOXKETe MPUCTYNATh K (PaKTHISCKOMY
CO3JIAaHUIO U TPIMEHEHUFO PABILIL
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Otkpoiite PenakTop npaBui o6padoTku nakeToB. s Toro 4To0bl OTKPHITH PegakTop npaBmsl 00pabOTKH TAKETOB B
okHe HaBuraTtopa iSeries, BBINOJHUTE CIICTYIONINE HHCTPYKIIMH.
C nomolbo MacTepoB, BXOISIINX B cocTaB PenakTopa npabust 06padbotku naketos (Bepcun VSR2 u Bblle), cozmaiite
(aittel mpaBIL:
* Mactep Paspemmrs ciryxoy

DTOT MacTep CO3AaCT M YCTAHOBUT HAOOP MpaBuJI, IPOMYCKAIOIIHIA TAKeThI I JaHHO# ci1yx0b1 TCP i UDP.
* MacTtep 3ammra 0T HeCAHKIHOHHPOBAHHOIO JOCTYNA MyTeM UMHTAIHH

DTOT MacTep CO3JaCT U YCTAHOBUT HAOOP MPaBHJI, OTKJIOHSFOIINH JIFOObIE ITAKETHI, HOCTYIAFOIINE HA CEPBEP HE U3
MperoaraeMoro narepdeiica.

* Macrep Ilpeodpa3oBanue apecos

DTOT MacTep CO3JACT U YCTAHOBUT HAOOP MPABHII IPEOOPA30BAHUS UIIU CKPBITHSI a1PECOB.

B 3aBucmMoOcCTH OT THIA HACTPAMBAEMBIX PABUJIL, 3TH MACTEPHI CO3JIAIOT BCE HEOOXOAUMEBIE OTIEPATOPHI GUIbTPALNH U
npeoOpa3oBaHus aapecoB. Bel MoskeTe 3amycTUTh MacTepsl U3 MeHIo MacTtepbl PenakTopa npaBus o6paOoTKU MAKETOB.
Ecimm BBI penoynTaeTe cCaMOCTOSITEJIbHOE CO3/JTaHKe IPABUIL, IEPEHINTE K CIAYIOIEeMY IIyHKTY CIIPABOYHON TaOJIMIIbI.
OnpejenuTe MCEeBIOHNMBI aAPECOB U CIIYyXKO, C KOTOPBIMU OyIyT paboTaTh IpaBuIa.

ITpnmeuanne: [1pu co3nanuu npasui NAT onpezesieHUe IICEBIOHIMOB aIPECOB 00A43ATEABHO.

Coszpnaiite npaBusia NAT. DTo HEOOXOMMO T0.46K0 B TOM CJIydae, €CJId Bbl cCOOMpaeTech NpUMeHsTh (pyHKIHIO NAT.
Onpenenute, Kakue GUILTPI OyIyT IPUMEHSATHCS K CETH, KOHTPOJIMPYEMOit IaHHOHN CUCTeMOH (3a1aiiTe mpaBuia
¢unbTpanun).

VkaxuTe AONOJIHUTEIbHbIE (haiiiIbl, KOTOPBIE BBl XOTUTE BKJIFOUUTD B "TJIaBHBII" (hailyl npaBuil. DTO HYXKHO ClieJIaTh
T0.1bKO B TOM CIIy4ae, €CJIU Bbl INITAHUPYETe IOBTOPHO IPUMEHSITh CO3/JaHHBIC paHee MPaBIIIA.

Onpeznenute NHTEPQEHCH, K KOTOPHIM OyIyT IPUMEHSITHCS MIPABUIIA.

BBenute TekcToBOE OmcaHue KaXI0TO (aiiia mpaBuil.

Voeautech, 4TO akTUBU3ANMS (HaitJIoB IpoiiaeT 6e3 OmudOoK 1 cOOEB - MPOBEPbTE MpaBujia GUILTPALIUY.
AxTuBM3UpYyiiTe (Baiis ¢ npaBuaaMu GuibTpanuu. s Toro 4Toosl mpaBuia 00pabOTKU NAKETOB BCTYIIMIIUA B CUITY, UX
HEOOXOAMMO aKTHBU3UPOBATE.

Vipasisiite npasuiaMu 06padboTku nakeros. [locie akTuBu3anuy npaBusi 00pabOTKH MAKETOB Bbl JOJDKHbBI
OTCJIC)KUBATH UX, YTOOBI 00ECTICYNBATE 3AIUTY CUCTEMBI.

3agaun, cBA3aHHbIE C JAHHOM

[‘TTarupoBanue npuMeneHus MpaBuI 06paboTki nakeTos” Ha cTp. 19|
INepen nonxroueHNEM CETEBBIX PECYPCOB K Internet cieayeT cOCTaBUTD IJIAH 3AIIUTHI C yY€TOM BO3MOXKHBIX
yIpo3 6€30MaCHOCTU CUCTEMBI.

[*Vnpapienne npaBumamu 06paboTkn makeTos” Ha cTp. 27|
B nemnsix obecneueHns 3aUTH CUCTEMBI U IIEJIOCTHOCTH MPABUJI 00pabOTKH NAKETOB CJIeAyeT HePHUOINIECKH
BBITNIOJIHATD 3a/Ja4y yIIpaBJICHUS.

OTKpbiTUe PegaKTopa npaBun o6paboTKu naKkeToB

OTKprB PG,Z[aKTOp, BbI CMOXETEC NPUCTYIIUTH K CO3aHUIO ITPpaBUJI O6pa6OTKI/I IIaK€TOB B CUCTEMEC.

Ortxkpoiite Penaktop mpaBmit o6paboTku makeToB ¢ moMolbio HaBuratopa iSeries - rpagpudeckoro narepdeiica,
MIpeTHA3HAYEHHOT O 151 pA0OTHI ¢ pecypcamu iSeries. Bel MokeTe co3/1aTh HOBBIN (Daitia, OTpeJakKTUPOBATH
CYIIECTBYIOIIHH (haitiT niu MOAUDUIIIPOBATE MPUMEPHI (HaNIIOB, IPETYCMOTPEHHBIE B CUCTEME.

s otkpeitust PeakTopa npaBui 06padbOTKYM NAKETOB BBIMOJIHUATE CJICIYFOIINE ACHCTBUS:
1. B oxue HaBuratopa iSeries pazBepuute cgoti cepsep — Cerb — CtpaTerun IP.

2. IlenxkHuTe MpaBoit kKHONKOW MbIK Ha [IpaBu/ia 06padoTku nakeToB u BbiOepuTe PejakTop npaBuii.

Brmoaenne aTux 3a1a4 onucaHo B 3JICKTpOHHOI7I CIIpaBKe.

CcbLIKH, CBSI3aHHBIE C JAHHOMH

[‘Vcrpasenne Henosianok B mpaBmiiax o6paboTkn naxketos” Ha crp. 30|
B aTOM passese npuBeneHbl COBETHI IO YCTPAHEHUIO OMMOOK B MpaBUIaX 00padOTKH MAKETOB.
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OnpeneneHue aapecoB U CNYHO

ITpu co3ganny npaBmi 06pabOTKK MaKeTOB HEOOXOIUMO yKa3aTh, K kakuM IP-anpecam u ciyx6am onu OyyT
MIPUMEHSIThCSL.

OmnpeneieHHBIC aipeca (MHOXKECTBA aqpecoB, ICEBJOHUMBI aJ[PeCOB) - 3TO crenupukanun naTepdeiica, KOTOPHIM
[IPUCBOEHBI CUMBOJIbHBIE MMEHA. BbI JOJIKHBI ONIPEIe/UTh ICEBIOHUMBI aJPECOB, KOT/1a COOTBETCTBYIOIIUE a/[peca
00pa3yroT Auana3oH, MOJCETh, CIIUCOK HACHTU(PUKATOPOB IBYXTOUYEUHBIX COSTUHEHUN UITH CITUCOK HECMEXHBIX
agpecoB. OnepaTop ompe/iesieHns ajpeca o0s3aTeNieH TP CO3aHUM MPaBuJI peodpazoBanus aapecos. Eciu ampec,
KOTOPBIii BbI XOTUTE MPEJICTABUTh, - 9TO OTACIbHbII [P-a/ipec B GriIbTpe, TO OnepaTop OnpeaeseHus! apeca
HeoOs3aTesieH. [1ceBIOHUMBI CITy>KO MO3BOJISIFOT ONPEACIUTD CIIyKObI M 3aTEM HCIOJIb30BATh UX B JIIOOOM
KOJIMYECTBE d)HJ'ILTpOB. KpOMe TOTO, ICCBJAOHUMBI CJ'Iy)K6 MO3BOJIAIOT OTCJICXKUBATH NPUMCHCHUE PA3JIMIHBIX
onpesaesieHnt ciryxo.

Omnpe/iesieHUE MCEBIOHMMOB aJIPECOB U CIIYXKO yIpolaeT 00CIyKUBaHUE MpaBuil 00padboTku naketos. [Ipu
CO3/IaHUM MPABUJI BMECTO KOHKPETHBIX aJpECOB U CIIYKO OyIyT MPUMEHSATHCS NICEBAOHUMBI. Y TICEBIOHUMOB €CTh
HECKOJIbKO TPEUMYIIECTB:

e CuHmxaercs BCPOATHOCTD IMOSBJICHUS ONICYATOK.

* VMeHBIIACTCS YHCIIO CO3AaBAEMBIX PABIIT (GIIIHTPAIHH.

ITpeanosoxuM, 4TO B ceTu paboTaeT HECKOJIBKO MOJIb30BaTeIeH, y KOTOPBIX TOJDKEH OBITh AOCTyH K Internet. I1pn
9TOM UM pa3pelleHo paboTaTk Toybko ¢ WWW. B aToM citydae mpasuia MOKHO CO3/1aTh JIBYMsI CIIOCOOaMU.

e CosnaiiTe mpaBmwiIo GUILTPAIMK JI Kaxaoro [P-anpeca.

* Co3naiiTe NCeBJOHUM JJIs1 BCETO HAbopa aapecoB.

Tax xak YMCIIO CO3/1aBAeMBIX IPABUIT BEJINKO, CYIIIECTBYET OOJIBINAsI BEPOSTHOCTH MOSBIICHHS onedaTok. Kpome
TOTO, CO3/IaHME MMPABUJI 3aiiMET 3HAUNTEIIbHOE BpeMsi. Bo BTopom citydae moTpedyeTcst Co3aTh TOJIBKO ABa
npaBmwiIa GuabTpanuu. B kaxa0M U3 HEX BeCh HA0OP aapecoB OyaeT 3aMEHEH Ha IICEBIOHUM.

AHaJIOTUYHBIM 00Pa30M MOKHO CO3/1aBaTh U UCNOJIB30BATh ICEBAOHUMBI IS CIIyX0. IIceBnoHNM CITyKOBI
onpeaeseT noJs 3arojaoskoB TCP, UDP u ICMP, koTopble 10JKHBI IPUMEHSITECS B KaueCTBEe KpUTEpUs IS

CpaBHCHHUS ITAKETOB. HaHpI/IMCp, MOXHO BI)I6paTI) HUCXOHBIN U 1IeJIeBOM IIopT.

Hanomunanue: /{1 ucnosb3oBanust NAT onpesesieHre ICEBIOHMMOB aIpecoB oosa3areavho. B mpaBuimax NAT
MOTYT IPUMEHSTHCS TOJIbKO TICEBIOHUMBI aJIPECOB.

WHCcTpyKnnm onpe/iesieHus aIpecoB, IICEBAOHUMOB CIIyX0 1 ciry>x6 ICMP npuBeeHs! B 37IeKTPOHHOM CIipaBKe
PenaxTopa mpaBus1 06pabOTKH MAKETOB.

Cnenyrowun pasgen

Ecomn BeI coOupaeTech MPUMEHS T IPeoObpa3oBaHuE aJIPecoB, NepeianTe K pa3iesTy [‘Coznanue npasut NAT”[ B
MPOTUBHOM CJIy4yae NepeiIuTe K pas3eiy |“C03J:[aHI/Ie npaBmI puitbTpanuu IP-nakeTos” Ha CTp. 23|((1)I/IHLTpaL{I/I91
MPUHIMAEMBIX U OTIPABJIIeMbIX [P-takeToB).

3amaun, cBsi3aHHLIE C JAHHOM

|“J106aBJ1eHHe KOMMEHTAPHEB K MpaBmjIaM 00pabOTKU MaKeTOB” Ha CTP. 25|
B xoMMeHTapusx k ¢aidaM mpaBui 06paboTK MAKETOB MOXHO OTPA3UTh LIeJIb CO3/IaHUs PABUIL

CospnaHue npasun NAT

Jtst ucnonb3oBauust NAT neodxozumo onpeaeuThb ICeBIOHUMBI TpeoOpa3yeMbix IP-aapecos.
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B npaBunax NAT Hesb3st 3a1aBaTh 00BIYHBIE 32-pa3psiaHble aapeca. Bmecto hakTuyeckoro aapeca, HarpuMep
193.112.14.90, BbI 1OJKHBI yKA3aTh €T0 11ce840HUM. BMECTO yKa3aHHBIX TICEBIOHUMOB cucTeMa OyaeT
IpeoOpa3oBLIBATH CBsI3aHHBIE ¢ HUMU [P-agpeca. Takum obpas3om, nepen npumenenneM npasuil NAT HeoOxoammo
ONpeAeSUTh ajpeca.

PenmakTop npaBmt 00pabOTKK HaKeTOB MO3BOJISIET co3AaBaTh npaBmiia NAT nByx tumo. OfWH U3 HUX [TO3BOJISCT
CKPBITH JTAHHBI asipec, a BTOPOH - IpeoOpa3oBaTh TAHHBINA aJpec B IPYroif aapec.

CKpbiTHe agpecoB

MoxHO CKPBITb BHYTPCHHHUEC a/ipe€ca, CACJIaB UX HEJOCTYIIHBIMU BO BHeIIHeH ceTu. B ImpaBuJiax, CKpbIBAOIUX
ajpeca, MOXKHO yKa3aTb oJuH [P-aapec 17151 HeCKOJIBKUX BHYTpeHHUX aapecoB. Takoit Tun NAT Ha3bpiBaeTcs
mackupyrowum NAT.

MpeobpasoBaHue aapecos

[TpaBmia mpeobpa3zoBaHus aIpecOB MPUMEHSIOTCS B TOM CJIydae, Koraa HeoOX0oauMO 00eCceunTh OJHO3HAYHYIO
MIePEChUIKY TTAKeTOB, MPeAHA3HAYCHHBIX JJIS ONIPEIeIEHHOT'O BHEIITHETO aJpeca, Ha OIpeAe/ICHHbI BHYTPEeHHAN
anpec. Taxo#t Tunm NAT HaseiBaetcs cratuueckum NAT.

MHCTpyKIMY N0 HACTPOIiKe COKPBITHS U MPeoOpa30BaAHNUS aIPECOB MPHUBE/ICHBI B 9JIEKTPOHHOI cpaBke Penakropa
mpaBui 06pabOTKH MAKETOB.

Cnenyrowun pasgen

Eciu BbI cobupaeTech HACTPOUTH (DUIIbTPALIUEO BXOJISIIUX U UCXO/ISAIIMX TAKETOB B CETH, MEPEMIUTE K pa3Ieiy
Co3znanne npasu GpuibTpamun [P-maketoB. Muaue nepeiiante k paseny [ lo6apienne KOMMEHTAPHEB K IPABIIAM|
lo6pa6oTkn maxetos” Ha cTp. 23]

Cos3paHue npasun ¢punbtpauumn IP-naketoB

[1pu co3nanumu GuiabTpa BbI yKa3biBaeTe MPABHUIIO JIJIS YIIpaBJIeHUs Hepeaadeil JanHbix [P.

Taxwe mpaBmIa yCTAHABIMBAKOT KPUTEPUU, ITO KOTOPBIM OYAYT IMPOIYCKATHCS WA OTOPAChIBATHCS MAKETHI,
MOCTYTIAFOIINE B CUCTeMy. PelieHne o HanpasieHnn nakeToB [P mpuHIMaeTcs Ha ocHOBe MH(pOpMaNnH, yKa3aHHOU B
3aroJIOBKE MMAKeTa, U IeiCTBH, 3aJaHHOTO B MpaBuie GuibTpanun. Cucrema yaajseT Bce MAKeTHI, I KOTOPBIX He
HANJEHO HU OJTHO MPABUJIO. DTO HA3BIBACTCS IPABUAOM 3AIPeTd IO YMoAuaHuto. PacroioxxeHHOe B KOHIIE (aiina,
MIPaBUJIO 3aIpeTa MO YMOTYAHUIO ABTOMATHYECKH MPUMEHSETCS B CIIydae, KOTaa MakeT He MOANAaeT HY MO OTHO
U3 IPebIIyINX npaBuil. [IpaBuio 3anpeTa o yMoIMaHUIO ASHCTBYET TOJIBKO B TOM CJIydae, Koraa
AKTUBU3UPOBAHO XOTsI OBl OJTHO MPABUJIO (PHIILTPALHH.

Baixnoe 3ameuanne: Korna Bbl 1o0aBiiseTe npaBuia B HHTEpdeiic, TocpeICTBOM KOTOPOTO Bbl HACTpanuBacTe
cepBep iSeries, He 3a0yIbTe BHECTU pa3pelarolliee MPaBuiIo JIs CBOeit paboyeil CTaHIK UiIH
paboueif cTaHIMK APYTOro MOJIb30BATENIS, TAKXKE YIACTBYIOIETO B HACTPOIiKe cepBepa iSeries.
Ecmm BBI HE ciemmaeTe 9TOTO, TO BaM HE yIACTCS YCTAaHOBUTH cOeTMHEHNE ¢ iSeries. Bam
MPUAETCS BOUTH B CHCTEMY iSeries ¢ MOMOIIBIO IPYroro nHTepdeiica, KOTopoMy cuctemMa
noctynHa, HanpuMep ¢ Korcom ympasienus. [1ocie 3Toro ¢ moMoIsr0 KOMaHIb!
RMVTCPTBL ynamute Bce pUIBTPHI B CHCTEME.

[Mepen co3nanmeM mpaBuil GUILTPALNUY PEIIATE, OyICTE JIU Bbl IPUMEHSTH IPE0OPa30BaHUE CETEBBIX a[PECOB
(NAT). Ecin na, To BBI 0043aTebHO JOJDKHBI ONPEICIUTh NICEBIOHIMBI aJIPECOB U CIIYKO0. DTHU IICEBIOHUMEL
HEO0OXO0UMBI TOJIbKO JUTsI pyHKIMU NAT, 0JHAKO OHM MOTYT HPUMEHATHCS M ApyruMu GyHkiusmu. OnpeesieHue
NICEBJIOHIMOB aJIPECOB M CIIYXKO MO3BOJIAET COKPATHTH YUCIIO MIPABHJI U CHU3UTh BEPOSITHOCTh ONEYATKH P BBOJIC
npaBuIa.

Hwxe npuBe1eHO HECKOJILKO COBETOB O TOM, KaK OBICTPO M 0€30IMOO0YHO CO3AaTh MpaBUiIa (PUIbTPAIINHN:
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* He co3paBaiiTe 0JHOBpEMEHHO HECKOJIBKO MpaBMJI GpuibTpaunu. Hanpumep, co3maiite cHavasaa Bce MpaBuia IJIs
Telnet, a 3atem Bce npaBuia 1yist FTP. D10 nmo3BoJisieT 00beIMHUTD PaBUiIa B JIOTHYECKHE TPYIIIbI, HA KOTOPbIE
BBI MOXKETE CCBIJIATHCS B JAJIbHEHIIIEM.

* [IpaBmwia pmIbTpanuy NpOCMATPUBAIOTCS B TOM HOPSIKE, B KOTOPOM OHHM 3aIMCAHBI B (paiiyie. Yka3biBaiiTe
IIPAaBHUJIA B TOM HOPSJKE, B KOTOPOM OHHM JOJDKHBI IPUMEHSATHCS. Ecim nopsiiok mpaBuJl HEMpPaBUIIbHBIM, TO
cucTteMa He Oy/IeT 3aIluIIeHa OT aTak, Tak Kak MakeTsl He OyAyT oOpadaThIBaTHCS TaK, KaK BbI 3aIJIAHUPOBAJIN.
Hikxe nepeunciieHsl HEKOTOPbIE peKOMEHAAINN:

1. B omepatope FILTER_INTERFACE umena HaOopoB (pHIbTPOB JOJDKHBI OBITH MMEPEYUCIIEHBI B TOM MOPSIIKE,
B KOTOPOM OHH OTIpE/IeJICHBI B (haiise.

2. Bo uzbexanue npo6iieM, BbI3BAHHBIX HEMPABIILHBIM HOPSIKOM HAOOPOB, IOMECTHTE BCE MTPABIIIA
(ubTpanuu B 0JIMH HAOOP.

* TIpoBepsiiiTe CHHTAKCHUC MPABUJI B MpoIiecce co3aanust. [IpoBepsTh Bce MpaBiiia cpa3y HAMHOTO TSDKeJIee.

* Co3nmaBaiiTe HAOOPBI IPYII JIOTHUECKHU CBSI3AHHBIX (PAiIoB. DTO BaXXHO, TaK KaK AKTUBHBIM MOXET OBITH TOJILKO
oauH ¢aiin mpaBui. Hike mpuBeeH COOTBETCTBYOIIMA TpUMep.

* CozpmaBaiiTe TOJIbKO pa3periaromue npasmia GpuibTpanuu. [TakeTsl, He COOTBETCTBYFOIINE ITHM IIPABAJIAM,
OyIyT OTOPACHIBATHCS aBTOMATHYECKH.

* CHavaza co3naiiTe mpaBuIa, KOTOPbIE OyIyT IPUMEHSTHCS Yallle BCEro.
Mpumep:

ITpumep k npuBeneHHOMY BbIe coBeTy Cosgasaiite nabopel. JlonycTuM, Bbl INIAHUPYETE PA3PEHINTD JOCTYI K
Telnet ToJIbKO N30paHHBIM IOJIb30BATEISIM. [T TOTO YTOOBI YIIPOCTUTHL pabOTy C COOTBETCTBYIOLINMU
HpaBuiiaMu, 00beIMHNUTE UX B HA0op ¢ uMeneM TelnetOK. B kauecTBe TONOJIHUTEILHOTO KPUTEPUSI CPABHEHHUSI
MOXHO yKa3aThb uMs uHTepdeiica, o koropoMy paspenieHa nepeaaya nanubix Telnet. st aToro norpedyercs
€O34aTh BTOPOil HAOOP MPABUJI, TOJHOCTBIO OJIOKMPYIOIIMX Tepeaady HaHHbIX 10 Telnet. DT npaBuia MOXHO
00beMHATH B HAOOP ¢ mMeHeM TelnetNever. ms HabGopa oTpaxaeT ero HazHaueHue. Kpome Toro, ums Habopa
yKa3bIBaeT, /I KAKUX HHTeppelcoB OH co3/aH. [{J1s TOro 4ToOb! yIpoCTUTh 3aauy CO3/1aHMsI IPABUJI, CIIETyiiTe
IIPUBE/ICHHBIM BBIIIIE COBETAM.

WMHCTpyKIuYU 0 HACTPO¥ike mpaBuil GpuiibTparuu [P-nakeToB npuBeeHbl B 2JIEKTPOHHON crnipaBke PerakTopa
paBujI 00pabOTKY MAKETOB.

Cnenyrowun pasgen

[1pu co3nannu GuIbTPOB BBl MOXKETE O0BEIMHSITH HECKOJIBKO (DMIILTPOB B OAMH HAO0p (pasnes|lobassenue
[paitos k npaBmmam 06paboTkn makeros” Ha crp. 25). Ecym 310 He TpebyeTcs, nepeiiuTe K onpe/IeIeHIIo

nHTEpdEHCOB, K KOTOPBHIM IPUMEHSIOTCS IpaBma (pasaen| Onpeenerne naTepdeiicos s GpuibTpa’).

HOHﬂTl/lﬂ, CBAA3AHHBIC C JAHHBIM

[TIpeo6pazosanne cetennix aapecos (NAT)” Ha ctp. 12
ITpeobpazoBanue cereBbix aapecoB (NAT) mo3BoJseT yCTaHOBUTD 3aIIUIIICHHOE coerHenHne ¢ Internet, He
n3MeHss BHyTpeHHue IP-agpeca.

CchlJIKH, CBSI3aHHBIE C TAHHOI

f‘YCTpaHeHHe HEMOJIaJIOK B paBujiax 00paboTKM NAKeTOB” HA CTP. 30|
B aToM pasjesie npuBeIeHbI COBETHI 10 YCTPAHEHHIO OIIMOOK B MPaBUIaX 0OPabOTKU MAKETOB.

OnpeneneHune nHtepdencos ana punbTpa

Onpenenurte nHTEPPENch GUIbTpa, 4TOOBI IMETh BO3MOXHOCTh CO34aBaTh MPABMJIA JIJISI OT/IEJIbHBIX HHTEP(EHCOB.

Ilepen 3TUM HYXHO CO31aTh GUIBTPHI, KOTOPbIE CHCTEMa OyIeT MPUMEHSTH IS pa3IMYHbIX HHTepdeiicoB. Ecim Bb
pemmTe 3a1aTh COOCTBEHHBIN aJipec MpH OIpenesieHnH nHTepdeiica, B najabHelIeM Bbl OyIeTe CChLIaThCs HA 3TOT
untepdeiic no nmenw, a He o IP-aapecy. Ecim BbI pemmte He onpeessiTh CBOM ajpec, TO OyneTe CChlIaThes Ha
unTepdeiic mo IP-aapecy.
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ITpu coznanny GUIHLTPOB BBl MOXKETE OO BEAMHATH HECKOJILKO (PUILTPOB B OJMH HAOOP. 3aTeM BbI TOJDKHBI
nob6asuth uMs Habopa B onepatop FILTER_INTERFACE. B onepatope 10/DKHO OBITH YKa3aHO TO e UMs Habopa,
KOTOpO€ BbI onpe/ieswin B puibTpe. Hanpumep, eciim Habopy nprcBoeHo ums ALL 1 Bce puiibTpbl BXOJAT B 3TOT
Habop, TO BBl JOJDKHBI J00aBUTh UMs Habopa ALL B onepaTtop FILTER_INTERFACE. Bl MoxeTe He TOJIbKO
yKa3aTb HECKOJIbKO (pHIIbTPOB B HAOOpe, HO 1 HeckoJbko Habopos B onepatope FILTER _INTERFACE.

Kpowme Toro, niepes; onpejiesieanemM HHTepheiicoB HEOOXOMMO BKIIFOYUTD BCE JOMOJHUTEIbHBIE (DaiiiIbl PaBUII,
KOTOPbIE OyIyT UCHOJIb30BaThCs. [10Ciie 3TOro Bbl MOXKETE IPUCTYIUTH K ONpe/IesieHnto nHTepdeiicoB. YuTute, 4To
HAOOPBI HUILTPOB MPUMEHSIFOTCSI B TOM HOPSAKE, B KOTOPOM OHHU IIEPEYUCIICHBI B OLIEPATOPE OMPE/IeICHHSI
unTepdeiica puibTpoB. Takum obpazom, B onepatope FILTER_INTERFACE nmena HabopoB pHIbTPOB JOKHBI
OBITH MIEPEYUCIICHBI B TOM HOPSIIKE, B KOTOPOM OHH OIpEeJICHbI B (haiire.

WHCcTpyKInuu mo onpe/esieHiio HHTepdeiica GruIbTPOB MPUBEICHBI B 3JICKTPOHHOI cripaBke Pegaktopa nmpapmt
00paboTKM MAKETOB.

Lo6aeneHue $painos K npaBunam o6paboTKU NaKeToB

Bbl MOXeTe aKTUBU3UPOBATH HECKOJILKO (hailioB MpaBuiI 00pabOTKM MAKETOB B CHCTEME, €CJIM BOCIOJIb3yeTeCh
onmueii lodaButh PeakTopa nmpaBmI o6pabOTKH MAKEeTOB.

Co3paHne HeCKOIbKUX (ailIoB ympolaeT ynpasieHIe NPaBUIaMHi, OCOOCHHO B TeX CIIydasix, KOraa TpedyeTcs
CO3/1aTh OOJIBIIIOE YHMCJIO MPABUJI 111 HECKOJIbKUX HHTepdeiicoB. Hanmpumep, HeKOTOpBIe TpaBujia MOTyT
IIPUMEHSITHCS JJIsl HECKOJIbKAX MHTEP(EicoB.

BBl MOXeTe co3aTh 3Ty TPYIIY BHYTPH OTIEIbHOTO (haiiyia. BMecTo TOro 4To0bl yKa3blBaTh MIPABHJIA 3aHOBO B
KakJIOM HOBOM (haitsie, BbI MOXeTe BKJIFOUUTD WX B IJIaBHBIN (a1 [ J1aBHBIN (aiii1 - 9TO (paill, KOTOPBI MOXET
OBITH aKTHBEH B JIE0OO0OH MOMEHT BpeMeHu. [ mo0aBiIeHNs MPaBUIT B TJIABHBIN (haiil mpenHa3HaueHa (pyHKIAS
00 BETMHEHMSI.

Kpowme Toro, Takoi moaxo/ mo3BoJsieT oTaeauTh npaBuia NAT oT npaBmt GpuiIbTpaIy TaKeTOB, 3aJaHHBIX IS
unrepdeiica. TeM He MeHee, B KaX/Iblii MOMEHT BPEMEHH MOXKET ObITh AKTUBEH TOJIKO OJIUH (hailL.

BbI MOXeTe co371aTh HOBBII (haliJl MpaBUJI HA OCHOBE YKe cyIecTByromero. OIHAKO nepe1 3TUM HYKHO CO3/1aTh
HOBBIC IpaBmia pubTpanun. Co3AaHHBIC TPAaBUIa HY>)KHO OOBEIUHSTE 110 TUITY. B 3TOM citydae He moTpedyeTcs
CO3/1aBaTh AyOJIMPYIOIINE MpaBuia. BEI cMOXeTe IpOCTO BKIIFOYATE M UCKJTFOYATH IPaBIIIa IO Mepe HaTOOHOCTH.

WMucTpyknuu o mobapieHuto ¢aiiia B mpaBmujia 00pabOTKH MAKeTOB MPHUBEICHBI B 3JIEKTPOHHO cripaBke PemakTopa
paBuiI 06pabOTKH MAKETOB.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JJTAHHBIM

[TTpumenenne npasun NAT B coueTanuu ¢ npaBuaamu duibTpamuu IP-naketos” Ha cTp. 18
Curyx0bl npeoOpazoBanus ceteBbix ajpecoB (NAT) u punbTpannu [IP-nakeroB paboTaroT HE3AaBUCUMO JIPYT OT
Jipyra, I0o3TOMY UX MOHO HMCIOJIb30BaTh OJHOBPEMEHHO.

Llo6aBneHne KoMMeHTapueB K npasunam o6paboTKM naKeToB

B xoMMeHTapusx k aiiaM mpaBuil 00pabOTKH MAKETOB MOKHO OTPA3HUTh IEJIb CO3/TaHUS MPABILIL

Hanpumep, BBl MOXeTe yKa3aTbh, YTO IMEHHO pa3pelraeT Wil 3anpeliaeT TO Wik HHOoe paBuiio. B Oyaymem sta
uH(pOpMaIHI TOMOXKET BaM OBICTPO NOHATh Ha3HAUYEHHE TOTO MJIM HHOTO mpaBuia. Ecim Bam notpedyercs OBICTPO
UCNPABUThH OMIMOKY B 3alUTe, 3TH KOMMEHTaPHUU MO3BOJISIT BAM BOCCTAHOBUTH BCIO CTPYKTYpY 3aIlUTHI. HacTo B
TaKHX CJIy4asiX He XBaTaeT BPEMEHH Ha BBISICHEHNE HA3HAYEHUS IPABUJI, TO3TOMY HACTOSITEJIbHO PEKOMEHAYeTCs
€03/1aBaTh KOMMEHTAPHU.

Bo Bcex oxHax Auajiora, CBA3aHHBIX C CO3aHUECM U TPUMCHCHUEM IIPABUJI pa6OTI>I C Mak€ramu, €CTh I10JIC

Onucanne. DTo 1moJie OTBEACHO [T KOMMeHTapueB. CucTeMa HTHOPUPYET COACPRKUMOE JAHHOTO MOJIS.
KomMmerTapuit MOXHO 3a1aTh Ha JIFOOOM 3Tare CO3/1aHus MPABIIA. DTO CHIXKAET BEPOSTHOCTH TOTO, YTO BBI
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3a0y/eTe BHECTH BaXXHBII KOMMeHTapuii. JIydre Bcero 3anucpiBaTh KOMMEHTAPHUU BO BPEMsI CO3IaHUS IPABHIL
OIIHAaKO BBI MOXeETe TOOABUTHL KOMMEHTAPHH U TIOCJIE CO3aHUs BCEX MPABUIL.

Ilomarossie MHCTPYKIIUU IO YKA3aHUIO KOMMCHTAPUCB B q)aﬁne mpaBuJI O6pa6OTKI/I NaxKeTOB NPUBCIACHLI B
SHGKTpOHHOﬁ CIIpaBKe PCI[aKTOpa npaBuJI O6pa6OTKI/I IMaKETOB.

3amaun, cBAI3aHHLIE C JJAHHOM

|“OHp€,£[€J'IeHI/I6 aJIPECcoB M CITY)KO” HA CTP. 22|
ITpu co3ganmm npaBmI 06pabOTKN NAKETOB HEOOXOIMMO yKa3aTh, K kKakuM [P-anpecam u ciyx0am oHE OymyT
IPUMEHSITHCSI.

MpoBepka npasun 06paboTKM NnakeToB

[lepen akTUBM3aNMel TPABUII UX HEOOXOAUMO NMPOBEPHUTH. ITO MO3BOJIMUT YOSTUTHCS B TOM, YTO aKTUBHU3ALHS
npoiiaeT 6e3 ommooK.

Koraa BbI 3anmyckaete (DyHKIMIO IPOBEPKHU, CUCTEMA MPOBEPSIET MPABUIIA HA HAJIMYUE CHHTAKCUYECKUX U
CEeMAaHTHYECKUX OLIMOOK U BBIJACT Pe3yJIbTaThl B OKHE COOOIIIEHUH, PACIIOIOKEHHOM B HIDKHEH yacTu PegakTopa
mpaBu1 06paboTKU makeToB. J1Jist Hepexoa K COOOIICHUIO, OTHOCAIIEMYCsl K KOHKpeTHOMY (aiisly 1 HoMepy
CTPOKH, IIEJIKHUTE ITPaBOl KHOMTKOW MBIIIY Ha ommmoOke 1 BioepuTe IlepeliTi K CTpoKe - CTpOKa ¢ 9TOH OIMMOKOI B
penakTupyeMom daiisie OyaeT BblIeIeHA.

Iepen 3amyckoM (pyHKIIMU MPOBEPKHU PEKOMEHIYETCSI MPOCMOTPETH MpaBuja 00pabOTKU MAKETOB, YTOOBI
YCTPaHUTD siBHBbIE OIIMOKH. [IpaBuia ¢ CHHTAKCHYECKUMU OLIMOKaMU He OyayT aKTUBU3UPOBaHbl. DYHKIMS
MIPOBEPKH ITO3BOJISICT HAUTHU M YyCTPAHUTH TOJIBKO CHHTaKCcHYecKue ormunOkn. OHa He MO3BOJISIET IPOBEPHUTH
MPaBUIILHOCTD MOPSIIKA MPABUJL. DTO HY)KHO IPOBEPUTH BPYyUHYFO. [loMHUTE, 4TO MpaBHIIa IPUMEHSFOTCS B TOM
MOPSIKe, B KOTOPOM OHH PACHOJIOKEHBI. HeBEpHBI MOPSITOK MPAaBIJI MOXKET IMIPUBECTH K HEMPABIIILHOMY
BEITIOJTHEHUIO (mimbTpanun. [lepen akTuBH3anueil mpaBuil yoOeauTech B TOM, YTO OHH HE COJEPKAT OIIHOOK 1
PACIOJIOKEHB! B IPABIJILHOM HOPSIZIKE.

WHCTpyKIuu mo npoBepke NpaBusl 00pabOTKU MAKETOB MIPUBE/ICHBI B 3JICKTPOHHOI cripaBke PegakTopa npaBut
00paboTKM MAKETOB.

CooOmennsi: [1pu axTUBU3AIMHA IPABIIT CHCTEMAa ABTOMATHYECKH UX IPOBEPseT. B X0/1e MpOBEpKY BEIIAIOTCS
pasyInyHbIe MpeIynpexIeHus u coobIieHus 06 omubkax. [IpeaynpexieHue npeacTaBisieT coooi
uHopMauoHHoe coobienue. [Tocse ero oTnpaBku NpoBepka Mpo0snkaeTcsi. BHUMATEIbHO U3y4nTe
Bce cooOIrenust. [1pu ycremHom 3aBepIieHin IPOBEPKHU U aKTUBU3AIMHU BBIAAECTCSI COOTBETCTBYIOIIEE
coobmenue. [Tociennee coobieHne MOXKeET TaK)Ke TOBOPUTH O TOM, UTO 3arpy3ka mpaBmiia ObLia
HEyJIa4HOI, B TOM CJIy4ae, €CJI NPOU3OIILIIH OIIUOKH.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JJTAHHBIM

[*Cuenapuii: [Tpeo6pazosanue IP-ampecos ¢ nomoribio NAT” Ha ctp. 2|
B sToMm ciienapun yactHble [P-agpeca ceTu Baleit KoMnaHuu NpeodOPa3yroTCsl BO BHEIIHME aJIpeca ¢ HOMOIIbIO
CTaTUYECKOTO peoObpa3oBanms ceTeBbIX ajapecoB (NAT).

f‘CueHapuﬁ: Cosznanue npasui Guiibtpayu st padbotsel ¢ HTTP, Telnet u FTP” Ha ctp. 3|
B aToMm crienapun Bbl TOCpeICTBOM (DUIIbTpANUy OT paHMYMBAETE NOTOK [P-TakeTOB, KOTOPHIM IOCTYIEH
Web-cepBep Bareii komnanuu, nakeramu npotokosioB HTTP, Telnet u FTP.

|“CueHapm7I: CosmectHoe nmpumenenne NAT n ¢pmibTpammn [P-nakeToB” Ha CTp. 5|

B s3TOM crienapun Bama KOMIAaHKS UCIIOJIb3YeT npeobpa3oBanue ceTeBbixX aapecos (NAT) u punbTpammro
IP-naketroB coBMecTHO. TpedyeTcst CKpbITh NepcoHabHbIe 1 Web-cepBep 3a oM BHeHUM [P-apecom,
pasperas ApyruM KOMIAHUIM JtocTyn Kk Web-cepsepy.

|“CueHapm71: CxkpoiTue [P-anpecos ¢ momoripro Mmackupyromiero NAT” Ha cTp. 9|

B stom CIICHAPUU Ballla KOMIIAHUA CKPBIBACT YaCTHBIC a/IpeCa NEPCOHAJIBHBIX KOMIIBIOTEPOB C IOMOIIBLIO
MacKHUpYyoIIero npeodpaszopanus ceteBbix agpecos (NAT). B To ke BpeMs y 3TUX KOMIIBIOTEPOB €CTh JOCTYI K
Internet.

3aaun, cBsI3aHHbIE C IAHHON
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[TIpocMmoTp mpaBu 06paboTKH makeToB” Ha cTp. 28]
Ilepen akTuBM3anuel NpaBmI GUILTPALMHA IPOCMOTPHUTE UX, YTOOB! YOEIUTHCA B OTCYTCTBUH OIIHOOK.

AKTuBM3auuA npasun 06p360TKM nakeToB

HOCJ’Ie,HHI/IM 9TallOM HaCTpOﬁKH IIpaBuJI 06pa6OTKI/I MAKCTOB ABJISACTCA aKTUBU3AIWA CO3JaHHBIX IIPAaBUJIL.

J17151 TOro 4TOOBI MpaBMJIA BCTYNUJIN B CHITY, BBl JOJDKHBI X aKTHBU3UPOBATH, WM 3arpy3uTh. OHAKO Iepes
AKTHBU3ALUEH MPaBIJI He 3a0yAbTE X MIPOBEpUTh. [lepes TeM, Kak aKTUBU3NPOBATH MIPABHUIIA, HEOOXOIUMO
UCIPABUTD BCE HAWICHHBIE OINOKHN. AKTHBHU3ANNS HEBEPHBIX IIPABUJI MOXKET IPUBECTH K TOMY, YTO CUCTEMA
OKa)XeTCsI He3aINIIEHHOH. B cucteme npemycMoTpeHa GpyHKIMSI IPOBEPKU CHHTAKCUCA, KOTOPas aBTOMATHIECKH
3amycKaeTcs Py aKTUBU3ALUH TpaBuil. B cBSI3M ¢ TeM, 4TO 3Ta QYHKIHUS OTCIEKHUBAECT TOJIHKO OCHOBHBIE
CHHTAaKCHYECKHe OIMOKHU, Bbl HE JOJDKHBI IOJIaraThCs TOJIbKO HA Hee. PexoMeH1yeTcs Bceraa Takxke NpoBepsTh
IIpaBUjIa 3alUThl BPYYHYIO.

Ecin nmpaBuia HEeMpUMEHUMBI K HHTepdelicy (Hanpumep, eclid Bbl MpUMeHsieTe TOJIbKO mpasmwia NAT), nosiButcs
npenynpexaeane (TCPSAFC). Ono He curHamm3upyeT 06 ommoke. OHO MPoCcTo oOpalaeT Ballle BHUMaHUe Ha (akT
BO3MOYHO HENPaBUJIbHOTO MCMOJIb30BaHus uutepdeiica. [Tpexe Bcero odpariaiitTe BAEUMaHUe HA MOCIIEHES
coobinenue. Ecii B HeM TOBOPUTCS, YTO MPABUIIA YCIEITHO AKTUBU3UPOBAHBI, TO BCE NMPE/IbIIYIINAE COOOIEHNUS
SIBJISIFOTCSL TIPEAYIPEK ICHUSIMU.

IIpumevanne: AKTUBU3ALMS HOBBIX IPABUJI JJIsl BceX MHTEp(deiicOB MPUBOAMT K 3aMEHe Tpe/IblIyIIero Habopa
IpaBMJI 115 BeeX (puamueckux MHTepheicoB. ITO OTHOCUTCS U K TeM (Gu3nieckuM nHTepdeiicam,
KOTOpBIE HE YIOMHUHAIOTCS B HOBBIX IpaBuiIax. OJIHAKO €CJIM Bbl aKTUBU3UPYyeTe HAOOP MpaBUJI 1JId
OJIHOTO KOHKPETHOTro nHTepdeiica, To OyayT 3aMEHEHBI TOJIBKO MIPABHUJIA IS 3TOI'O KOHKPETHOTO
nnTepdeiica. CymecTByroye MpaBuiIa A1 APYTrUX HHTEP(EHCcOB HE N3MEHSITCSI.

[Tocre HACTPOWKH M aKTUBU3AIINHN MPABHIIT 0OPAOOTKM IMAKETOB PEKOMEH/TYETCs TIEPHOINIECKA 00paIaThCs K HUM
JUTSE KOHTPOJISL.

HOHﬂTl/lﬂ, CBfI3aHHbIC C JTAHHBIM

[‘Cuenapuit: [Tpeobpaszosanue IP-ampecos ¢ nomorbio NAT” va ctp. 2|
B sTom cuenapun yactublie [P-anpeca ceTu Baleit KoMnaHuu Npeoodpa3yroTcs BO BHELIHUE a/Ipeca C IOMOIIbIO
CTATHYECKOT 0 Mpeobpa3oBanusi ceTeBbIX anpecoB (NAT).

[*Cuenapuii: Co3ganue npasuia duibTpamuu s pa6otsl ¢ HTTP, Telnet u FTP” ua crp. 3|
B 3TOM crieHapun Bl IOCPEACTBOM (UIbTPAIMY OTpAHUYUBAETE MOTOK [P-makeToB, KOTOPBIM AOCTYIEH
Web-cepsep Bareii komnanuu, nakeramu npotokosioB HTTP, Telnet u FTP.

[Cuenapuit: CoBmectHOe mpumenenne NAT u ¢puabTpanmu IP-makeTos” Ha cTp. 5|

B 3TOM crienapun Bamma KOMIaHAS UCIIOJIB3YeT Ipeobpa3oBanue ceTeBbIX aapecos (NAT) u puibTpamnmro
[P-nakeToB coBMecTHO. TpebyeTcsi CKpbITh epcoHabHbIe 1 Web-cepBep 3a o jHuM BHeIHUM [P-aipecom,
paspemias ApyruM KOMIIAHUSIM JTocTyl K Web-cepsepy.

[Cuenapuit: Ckpritue IP-ampecoB ¢ momorbio Mackupyroniero NAT” Ha cTp. 9|

B stom CICHAPUU Ballla KOMIIAHUA CKPBIBACT YaCTHBIC a/IpeCa NEPCOHAJIBHBIX KOMIIBIOTEPOB C IOMOIIBIO
MacKUpyrolero npeoopasoBanus ceTeBbix ajgpecoB (NAT). B To e BpeMs y 3TUX KOMIIBIOTEPOB €CTh IOCTYII K
Internet.

3aaun, cBsi3aHHbIE C TAHHON

f‘anaBneHHe paBUJIaAMH 00pabOTKU naKeTOB”l
B mernsax obecrneueHnst 3aUTHI CHCTEMBI U IIEJIOCTHOCTH MPAaBUJI 0O0paOOTKH MAKETOB CIEAYET MEPUOIMICCKI
BBITIOJTHATD 33741 YIPaBJICHUS.

YnpaBeneHue npasunamm o6paboTKM NnaKeToB

B nensax obecneueHnst 3aUTHI CUCTEMBI U IIEJIOCTHOCTH MIPAaBUJI 0OPaObOTKH TAKETOB CJIEAYET NMePUOTNICCKI
BBIIIOJIHSATD 3a1a4 YIIPABJICHUS.
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IMpumeuanne: VHCTPYKIUY MO BBIOJIHEHUIO 3TUX 3a/1a4 IIPUBE/ICHBI B 3JICKTPOHHO# cripaBke PenakTopa npasui
00pabOTKM MAKETOB, €CJIM HE YKa3aHO UHOE.

Cnez:yeT PETYJIAPHO BBINOJIHATHL BCE ONMCAHHBIC 3a1a4U. 3aIlII/ITa CHCTEMBI B 3HAUYUTEILHOMU MEpE 3aBUCUT OT TOrO,
HACKOJIbKO XOPOIIO OPraHU30BAHO YHPABJICHUC NPpaBUJIAMU 3alIUTHI.

3amaun, cBAI3aHHLIE C JJAHHOM

|“HaCTp017H<a npaBIJI 00PabOTKM MAKeTOB” HA CTP. 20|
O3HaKOMBTECH CO CIPABOTHOM TaOJMIeH, coaepKalleil omucanne 3a1a4, KOTOPble HEOOXOINMO BBITIOJIHATD JJIs
IPOBEPKH MPaBUIL.

|“AI<TI/IBI/I3aIII/IH MpaBIJI 00PabOTKM MAKeTOB” HA CTP. 27|
TTocseAHUM 2TaOM HACTPOUKH MPABKIT OOPAOOTKU MAKETOB SIBJISETCS AKTUBU3AIUS CO3AHHBIX TPABUJL.

IleakTususaums npasun 06p360TKM naxKkeToB

Ecm Tpe6yCTC$[ BHECTU UBMCHCHUSA B CYIIECCTBYIOIIUE aKTUBHBIC ITpaBUJIa O6pa6OTKI/I MMaKCTOB UJIM AKTUBU3UPOBATH
BHOBb CO3JIAHHBIC MMPpaBUJid, TO CHavYaJa HYy>KHO JCAKTUBU3UPOBATH TCKYIINUC AKTUBHBIC ITPABUJIA.

MoxHo JACAKTUBU3UPOBATDH IIPAaBUJId, OTHOCAIIUECSA K KOHKPETHOMY HHTep(l)eﬁcy, KOHKPETHOMY I/I,HCHTI/I(bI/IKaTOpy
JABYXTOYEYHOI'O COCAUMHCHU S UJIA KO BCEM HHTep(bCflcaM U BCEM I/IHGHTI/I(bI/IKaTOpaM JABYXTOYCYHBIX COCUHECHU.

WHCTpYKIUY [0 AeAKTUBU3ANUK IPABUI 00pabOTKH MAKETOB MPUBE/CHBI B 3JIEKTPOHHOI cripaBke PenakTopa
paBmJI 00PabOTKH MAKETOB.

MpocmoTp npasun 06paboTKM NnakeToB

Ilepen axTuBH3anuel NpaBuI GUILTPAILMHA IPOCMOTPHUTE UX, YTOOBI YOEIUTHCA B OTCYTCTBUH OIIMOOK.

[Tpu mpocMoTpe CO3JaHHBIX MPABHUJI (PUITbTPAIINHT BB CMOXKETe OOHAPYKXUTH SIBHBIE OIMOKH. PekxoMentyeTcs
IIPOCMATPHUBATH NIPaBUJIA HE TOJILKO NEpe/l aKTUBALEH U TECTUPOBAHUEM, HO TAK)Xe Iepe/l pacneyaTkoil u
pe3epBHBIM KONMPOBAaHUEM IpaBuil. [IpocMOTp mpaBuiI He SIBJISIETCS! € AMHCTBEHHBIM CIOCOOOM ITOHMCKA OITHOOK.
OpHAaKo 3Ta NPOIEAypa NO3BOJIIET YCTPAHUTH HEKOTOPHIE OIINOKHM Iepe/l Ha4aJloM TeCTUPOBAHNSI.

J71s1 mpocMOTpa MPaBUJI 3AIIUTHI PEKOMEH/IyeTCsI UX pacleyaTaTb. TO MO3BOJIUT HAWTH SIBHBIE OIINOKY U
yOeauThCS B TOM, YTO BBI BKJIFOUIIIM BCe TpeOyeMble (hailyibl mpaBuiL.

B cucteme npemycMoTpena GpyHkmus mpoBepku. OTHAKO BBI JJOJDKHBI YOSTUTHCS B OTCYTCTBUM OMIMOOK,
MPOCMOTPEB MPABIJIA BPYYHYIO, HE MOJIArasiCh MOJTHOCTHIO HA 3TY (DYHKIUEO. DTO MO3BOJIUT COKOHOMHUTH BpEeMsI U
pecypChI CHCTEMBI.

JI71s1 MpOCMOTPA HEAKTHBHBIX MPABUJT HEOOXOAUMO OTKPBITH COOTBETCTBYOIIMH (aiis B PegakTope mpaBuit
00pabOTKM MAaKeTOB.

Ecim TpeOyeTcs oTpeJakTHPOBATh AKTUBHBIE MPABHUJIA (GUIILTPAINH, CHAYAJIa HY’)KHO IPOCMOTPETh UX U
ONpPeACSINTh, KAKUM 00Pa30M UX HY’KHO U3MEHUTH.

Jo1st mpocMOTpa aKTHBHBIX IPABUJT (GUIIHTPALUK BBIOJHUTE CJIETYIOIINE AeHCTBUSI:
1. B oxne HaBuratopa iSeries Beioepute csoii cepsep — Cetb — Ctpaternn IP — IlpaBnia o0paboTkH NaKkeToB.

2. Bribepute mHTEpdEHC, COOTBETCTBYIOIINI TeM aKTUBHBIM ITpaBUjaM 00pabOTKM MAKETOB, KOTOPHIE HYXKHO
IPOCMOTPETE.

3. HpOCMOTpI/ITC CIIMCOK aKTUBHBIX MIPAaBUJI O6pa6OTKI/I IMaKE€TOB, MMOKa3aHHbIN B IIpaBOM OKHE.

IMpnveuanue: VI3MeHSATH IpaBUIIa C MOMOIIIBIO ITOTO OKHA HEBO3MOXHO. [T pelakTHPOBaHUS IPABIII UX HYXHO
JIeaKTUBU3MPOBAThH, & 3aTeM OTKPBHITH COOTBETCTBYFOIIHIA (aiin B PemakTope mpaBui o6paboTkn
MaKETOB.

3amaun, cBsi3aHHbIE C JAHHOM
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[TIpoBepka mpasmi 06paboTkm nakeToB” Ha CTp. 26|
Iepen akTUBU3AIUEN IPABUII MX HEOOXOIMMO HPOBEPUTD. DTO HO3BOJIMT YOEIUTHCS B TOM, YTO aKTUBU3ALIUS
npoiaer 6e3 omuoboxK.

[‘PeaxTuposanue npasus 06paboTKK nakeTos’]
ITpu n3menennn TpeOOBAHNUI K 3AIUTE CHCTEMBI HEOOXOIMMO COOTBETCTBYIOIINMM 00pa3oM OTPETaKTHPOBATH
(haiisTel mpaBUIL.

Pe.ﬂaKTVIPOBaHVIe npasun 06pa6OTKM nakeToB

[Tpu nu3meHeHnn TpeOOBAHUIT K 3aIIUTE CHCTEMbI HEOOXOIMMO COOTBETCTBYIOIINM 00pa30oM OTPEIaKTHPOBATH
(haityIpl TpaBuUIL.

Vurure, OIHAKO, YTO MEPe/i PEIAKTUPOBAHUEM HPABUIT UX HEOOXOAMMO JACAKTUBU3UPOBATH. [10CIE 3TOrO BbI
MOXeTe BHECTH TpeOyeMble M3MEHEHHU s B IPABUIIA, OTKPBIB UX B PerakTope npasust o00paboTKM MAKETOB B OKHE
Hapuratopa iSeries. [To okoHYaHWM peJaKTUPOBAHUS He 3a0yAbTe MPOBEPUTDH U 3aTEM BHOBb AKTHUBH3UPOBATH
npaBuia.

MHcTpyknuu no pegakTUPOBAHUIO MPaBUJI 00pabOTKM NaKeTOB MIPUBEACHBI B 2JIEKTPOHHOI! cipaBke PenakTopa
mpaBui 06pabOTKH MAKETOB.

3amaun, cBsI3aHHbIE C JAHHOM

I“HpOCMOTp MpaBuJI 00pabOTKH MAKETOB” HA CTP. 28|
Ilepen akTUBH3aIUEH MpaBIIT (HUITLTPAITUN TPOCMOTPUTE UX, YTOOBI YOSUTHCSA B OTCYTCTBUU OIIMOOK.

CosaaHue pe3epBHbIX Konuit NpaBun 06paboTKU NaKeToB

XOTs 3TO MOXKET MOKAa3aThCsl HEHYKHBIM, PEKOMEH/IYeTCsI BCerla CO3/1aBaTh PE3EPBHYIO KOMMIO MPAaBUJI 00paboTKU
nakeToB. [1pu cboe B cucteme pe3epBHbIE KOMUH MO3BOJIT COKOHOMUTD BpeMsl U YCUJIUS, TpeOyeMble 115
BOCCTAHOBJICHUSI TPABUIL.

Hmxe IIPpUBEACHBI O6I.LII/I€ PEKOMEHIAUU 11O PE3CPBHOMY KOIMMPOBAHNUIO U BOCCTAHOBJICHUIO d)aﬁ.]'[OB npaBuJI:

Haneuaraiite npaBuia ¢uibTpanun
CoxpaHnTe MEYATHYIO KOTUIO MIPABUJI U IIPU HEOOXOIMMOCTH BBEINTE IPABHJIA TOBTOPHO. KpoMme ToTO,
pacrevaTKy MO3BOJIAT HAUTH SIBHBIC OIINOKY B MPAaBUJIAX (QHIIbTPALINN.

MHCcTpyKIuy 1o nevyaTu NpaBuyl 00pabOTKM MAKeTOB MPUBEACHBI B 3JIEKTPOHHOI! cipaBke PenakTopa
IpaBU 06pabOTKY MAKETOB.

CxonupyiiTe HH(poOpMALMIO HA JUCK
B 3TOM cirydae BMecTo BBO/IA ITpaBUJI BPYYHYIO BB CMOXKETE IPOCTO CKOMUPOBaTh (paiiiibl. Kpome 3toro,
MyTeM KONMPOBaHUs (aiiJIoB BBl MOXETE IIEPEHOCUTH apaMeTPhl 3aIUTHI U3 OJHON CUCTEMBI B IPYTVIO.

IMpumeuanue: Cepsep iSeries konupyeT HHPOPMAIINIO HA )KECTKHIA TUCK, 4 HEe HA TUCKeTY. DaiijIbl mpaBuI
XxpaHaTcs B ¢paitnosoii cucteme IFS cepsepa iSeries, a He Ha HEPCOHATLHOM KOMIIBIOTEPE.
HJ’IH 3alIUThl JaHHBIX, PACHOJIOXKCHHBIX HA CUCTEMHOM JUCKE, MOTYT IIPUMCHATHCA CPEACTBA
3alIUThl JUCKOB.

[Tpu pabote ¢ cepBepom iSeries HECOOXOAMMO CIUTAHUPOBATH CTPATETHEO PE3EPBHOTO KOMMPOBAHUS U
BOCCTAHOBJICHUSI.

MNudopmanus, cBsI3aHHAS ¢ TAHHOM

ICO3£[aHI/IC PE3CPBHBIX KOINUH 1 BOCCTaHOBJ’ICHI/Id

BeneHue yypHana u KOHTponb AeNCTBUI Haa NpaBunamm oopaboTKu
naxkeToB

B mpaBmiiax 06paboTKK MAKETOB MpeycMOTpeHa (HYHKIUs BeeHus )xypHasia. OHa MO3BOJISIET UCIIPABIISATH OIINOKH
B nmpaBmwiax puiabTpanuu u NAT.
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C ee MOMOIIIBIO BBl MOXKETE CO3/IaTh MPOTOKOJI, COAEPKAIMNN NHPOPMAIIMIO O MPUMEHEHUH MPABUII. DTa QYHKITUS
MO3BOJIACT OTJIAKUBATDL U MPOBEPATH OTACJIbHBIC ITpAaBUJIA. HpOCManHBafI CO3JaBa€MbIC ITPOTOKOJIBI U )KXYPHAJIbI,
Bbl MOXETC KOHTPOJIMPOBATH, KAKHUC MAKECTBI OTIPABJIAIOTCA U MOCTYIAIOT B CUCTEMY.

OyHKIMS BeJICHAS KYPHAIa BKIFOYACTCs OTACIBLHO JIUT KaXKA0ro npasuia. [1pu co3manum nmpasuia GpuibTpanuu
i NAT Bbl MOXeTe 3a1aTh OJIHY U3 CJICAYIOIIMX OMIUI BEACHUS KYypHAJIa: MOJIHBIN WK BBIKJTFOUeH. boJee
MOAPOOHO ITU OIIHU ONMCAHBI B IPUBEICHHONW HUXe TaOJIuIIe.

Onuus Onpenenenne
TTonubrit B npotokos 3aHOCHTCS MHpOPMAIUs 0 BceX 00padaThIBAEMbIX MAKETaX.
Brikimrouen JKypnai He Beercs.

Ecim dyHKINS BeeHns KypHAIa BKIIFOUEHA, TO B XYPHAJ 3aHOCATCS 3aINCH O BCeX MpaBiuIax GpuibTpanun u NAT,
MIPUMEHEHHBIX K AefiTarpaMmaM. EMMHCTBEHHOE MCKITIOUCHNUE JIeTaeTCs A1 TpaBuia 3ampeTa o YMOJTYaHUFO.
WNudopmanmst 0 HeM He 3aHOCUTCS B XypHAJI, TAK KaK 3TO MPaBUJIO CO3IaHO CHCTEMOM.

Nupopmanus xxypHaoB XxpaHuTcs B o01ieM ¢aiise iSeries. C ee TOMOIIBIO BB MOXKETE y3HATh, K KAKUM (DYHKIUSIM
crcTeMbl 00palaImch noJib3oBaren. Kpome Toro, Ha OCHOBE 9THX JTaHHBIX BBl CMOXETE PEIIUTh, HY)XHO JIA
HN3MEHUTH CTPATETHIO 3AIUTHI CHCTEMBI.

B atom pexknme nHGOpMaIHs O IPUMEHEHUH ITpaBUjia B )KypHAJl 3aHOCUTHCS He OymeT. OMINio BeIeHNs XypHaa
BBIKJTFOYATH HE PEKOMEH TyeTCsl, XOTS 3TO JeJIaTh He 3ampelieHo. Ecim y Bac HeT ombITa CO3aHus TPABUJIT
¢umsTpamm u NAT, pekoMeH/1yeTcsl 3aHOCHTH B MPOTOKOJI HHPOPMAIIIIO O BCEX CITydasiX MPUMEHEHNUS PABILL
BriociesicTBUM BBI CMOXETe UCIOJIb30BATh MPOTOKOJI JJIs TIOUCKA W UCTIPABJICHUSI OMOO0K. OHAKO TAKYHO OTIIMEIO
clieIyeT BhIOMPATh TOJIBKO JJ1s1 HanboJiee BAXXHBIX MpaBujl. BeneHne xypHajla OTHUMAET 3HAYNTESIbHYIO YacTh
pecypcoB cucteMbl. B nepByro ouepear oOpaTuTe BHUMAaHUE HA T€ IPABUJIA, KOTOPbIE IPUMEHSIFOTCS Yallle BCEro.

JU1st mpocMOTpa XypHAJIOB BBINOJIHUTE CJIEAYIOIIEE AeCTBHE:

1. B xomanmnoii crpoke iSeries BBeaute DSPJRN JRN(QIPNAT) miis npocmoTpa xypHasioB NAT, mu6o DSPJRN
JRN(QIPFILTER) st mpocMoTpa )ypHaJioB (GpUIbTpanuu naketos IP.

yCTpaHEHMe HenoJsiaAoK B rnpasunax 06p360TKM nakeToB

Batom pa3acii€ NpuBCACHBI COBETHI 11O YCTPAHCHUIO ommKoOOK B IIpaBUJIax O6pa6OTKI/I IIaKE€TOB.

* CpencTBo TPACCHPOBKH coeIHHEeHHIl iSeries MO3BOJISIET NOJTYyYUTh HHOPMAIIUIO 000 BCeX MaKeTax, HepeTaHHbIX
10 KOHKpeTHOMY coeAuHeHuo. J{i1g coopa u neyatu nHGopManuu ucnosis3yrorcs komanasl STRCMNTRC
(3anmyctuth TpaccupoBky coenunennit) 1 PRTCMNTRC (naneyataTs nHGOPMANUIO O TPACCUPOBKE COCAMHEHUIA).

* TTopsinok npasuia puiabTpamuu u NAT coBnamaeT ¢ mopsaxoM ux o0padbotku. JIpyrumMu ciaoBaMu, IpaBuia
IPOCMATPHUBAIOTCS B TOM € HOPsIKe, B KOTOPOM OHHM 3alucaHbl B ¢aiiie. Ecim mopsaok mpaBui
HeNpaBUJIbHBIN, TO MAKEThl He OyIyT 00padaThIBaThCA TaK, KaK BBl 3aIJIAHUPOBAJIN. B pe3ynbTaTe cucrema Oynet
ysi3BuMa 1t BHemHuX atak. B oneparope FILTER _INTERFACE nmena Ha60opoB GpuitbTpOB JOJIKHBI OBITH
MIEPEUYNCIICHBI B TOM TOPSI/IKE, B KOTOPOM OHH ONpe/iesieHb! B (haiie.

Co31aHne CHHTAKCHYECKH BEPHBIX MPABUJI GHIIbTPAIINN ONUCAHO B pa3,uene|Co3z[aHI/Ie IPaBUII (blxmprauHMl
[P-naxeToB| 3anomMHUTE TOPAI0K, B KOTOPOM IpUMEHAIOTCS npasuia ¢puiabTpauu 1 NAT. On onucas B
creayroliei Tabmie:

O0padoTKa NPUHHMAEMBIX AKETOB O0padoTKa OTHPABJISIEMBIX AKETOB
1. [TpaBuna NAT 1. [NpaBuna ¢puistpanuu [P-maketo
2. ITpaBuna ¢punabTpanuu IP-nakeTon 2. [TpaBuna NAT

* Jlyumnit cnocod UCIpaBUTh BCe OUIMOKY - YAAJINTH Bee NpaBuia. [1jist 5TOro BBEANUTE B CHCTEMe iSeries KOMaH Ty
RMVTCPTBL (ynamats tabuiy TCP/IP). DTy ke KoMaHay MOXKHO HCIOJIb30BaTh ISl BO3BpaTa B HaBuratop
iSeries ¢ 1eJIbIO UCTIPABJICHUS OIIMOOK B MPABUJIAX.
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IMpumeuanne: Komanma Vaamuts Tabsmiy TCP/IP noMuMoO ONMMCaHHBIX ACHCTBHIA 3ammyckaeT cepepbl VPN,
OJIHAKO TOJIbKO B ToM cityuae, ecym cepBepbl VPN (IKE u ConMgr) ObLH 3amyIieHsl paHee.

* Paspemenue nepecbliku IP-aeiirarpamm - 510 BaxkHast onust konpurypanuu TCP/IP B cepBepe iSeries, B ToM
ciyvae, ecim Bbl ucriojibdyete NAT. C momombio komanabl M3mernts atpudyTel TCP/IP (CHGTCPA)
ybeauTech, YTO 3Ta ONIHUS BKJIFOUCHA.

 TlpoBepka MapuIpyTOB BO3BPATA M0 YMOYAHHIO TIO3BOJISICT YOSOUTHCS, UTO JJIs MPpeoOpa3oBaHus BHIOpaH
MpaBWIBHBIN ajipec. {1t Toro 4ToObI 3TOT ajipec 611 peodpa3zoBad NAT oO0paTHO BO BHYTPEHHUH aapec, OH
JIOJDKEH OBITH TIepelaH Ha cepBep iSeries Mo MapIIpyTy BO3BpaTa, a 3aTeM - OTIIPABJICH IO MIPABUIILHON JIMHAN
CBSI3H.

IIpumeuanune: Ecim k cepBepy iSeries MOKIIIOYEHO HECKOJILKO JIMHUI CBSI3M, HY)KHO OCOOEHHO TIIATEJILHO
IPOBEPATH HACTPOMKY NepeHaNpaBJICHUS] IPUHUMAEMBIX AaKeTOB. [TakeT MOXeT MOCTYNUTh HE IO
TOH JIMHUM CBA3U, AJI1 KOTOPOU OH IpeJHa3HAYEH.

e IIpocMoTp cooOmiennii 06 ommoKkax u npeaynpe:xaennii u3 ¢aiisia EXPANDED.OUT mo3BoJiseT yoeauThes, 4To
IIpaBUjIa PACHOJIOKEHBI B Tpebyemom nopsiake. [Tocie noaTBepkIeHUS U aKTUBU3AINH HA00pa (GUIBTPOB 3TH
(GUIBTPBI OO BEIMHSIFOTCS CO BCEMH TIpaBUJIaMHU, Co31aHHbIMU HaBuratopowm iSeries. 3aTeM 00beAMHEHHbIE
IIpaBuJia MOMeIAI0TCs B HOBBIN (aiist ¢ mmenem EXPANDED. OUT, pacriosioxkeHHBIN B TOM e KaTaJiore, B KOTOPOM
xpassTcs Bamu npasmia (00braHO /QIBM). CooOlmieHust 06 ommdKax i mpeaynpekJIeHus CChUIIAI0TCS Ha 3TOT
¢aiin. s mpocMoTpa 3Toro daitna oTkpoiite ero B Pegaxtope npasmi 06padoTku nakeToB. st 3Toro
HEOOXOIMMO BBINIOJIHATH CJICYFOIINE ICHCTBHSL.

1. Orkpoiite Penaktop npasuit 06padboTku nakeros B HaBuratope iSeries.
2. B mento ®aiin Be16epuTe OTKPHITD.

3. Tlepeiinute x katamory QIBM/UserData/0S400/TCPIP/PacketRules/, mi6Go x HHOMY KaTajIoOTy, B KOTOPOM
BBI COXpaHWJIH (paii1 mpaBui 0OpabOTKHU MAKETOB.

4. B okne OTKpwITh daiinx BeiOepute paiit EXPANDED.OUT. ®aiisr EXPANDED.OUT mosmkeH mosiBUTBCS Ha
9KpaHe.

5. Bribepute ero n HaxxMuTe OTKPBITH.
daii1 EXPANDED.OUT noka3aH TOJbKO B HHPOPMAIIMOHHBIX eJIsX. PeqakTHPOBATh €ro HeJIb3s.

HOHﬂTﬂﬂ, CBA3AHHBIC C JTAHHBIM

[‘Cuenapuit: [Tpeobpasosannue IP-ampecos ¢ momorbio NAT” va ctp. 2|
B aToMm crienapun yactHbie [P-agpeca ceTu Baleit KOMIaHUU MPeoOPA3YIOTCs BO BHEITHHE aIpeca ¢ TOMOIILIO
CTaTUYECKOTO MpeoOdpa3oBanus ceTeBbIX ajipecoB (NAT).

3a1auu, CBSI3aHHbIE C TAHHOM

[<OtkprITHE PenakTopa npasmi 06pa6oTkn nakeTos” Ha cTp. 21|
OtkpbIB PeaxTop, BBl CMOXKETE MPHUCTYIUTD K CO3JaHHUEO MMPABUII 0OPAOOTKH IMAKETOB B CHCTEME.

CchlIKH, CBSI3aHHbBIE C JAHHOMH

[‘Cosnanne npasun puasTpamum IP-makeTos” Ha cTp. 23|
ITpu co3nanuu GpuibTpa BbI yKa3bIBaeTe MPABUIIO JJIs YIIPABJICHUs iepeaaueii JaHHbIX [P.

CeA3aHHaA nHdopMauma o npaesunax o6paboTHM NaKeToB

| Hwmxe nepeunciensl pykoBoacTBa u cipaBounuku IBM (B dopmate PDF), conepixariye 1ONOJHUTEIbHYIO
| mapopmanuro o punbTpanuu [IP-maketoB u ciyxbe npeodpazoBanus ceTeBbix aapecoB (NAT). DTu daitiabl MOXHO
|  IpOCMOTpETH U 3arpy3uTh.

CnpaBoyHuku IBM

* [PyxoBoacTBo 1 0630p TCP/IP| Q‘
Nudopmanums o cpencrpax 3amuthl ceteir TCP/IP.

* [TCP/IP aas AS/400|$
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Heckosbko crieHapueB npuMeHeHus mpeodpa3oBanus ceTeBbix aapecoB (NAT) u punmbrparuu [P-makeTos.
CoxpaHeHue PDF-dainnos

st coxpanenus daiina PDF na cBoeit paboueit crannum:

1. HlenxHuTe MpaBOit KHOMKOM MbIK Ha (aiiie B hopmate PDF (Ha BBIIENpUBEICHHON CCHITIKE) B OKHE Opay3epa.
2. Bribepute onmmro coxpanenus ¢aisa PDF Ha okaisHOM IucKe.

3. TIlepeiinute B kaTajor, B KOTOPOM TpeOyeTcs COXpaHUTh JokyMeHT PDF.

4

. Haxmurte Coxpanuts.
3arpy3ka Adobe Reader

st mpocmoTpa u newatu 3Tux PDF-gaitnos Tpedbyercs mporpamma Adobe Reader. Ee Mmoxno GecriaTHO

3arpy3uTh C |Web—caﬁTa Adobe| (WWW.adobe.com/products/acrobat/readstep.html)'.lﬁr .

JlnueH3nAa Ha UCXOA4HbIN KOA U OTKa3 OT 06A3aTenbLCTB

IBM OpeaOCTaBJISACT BaM HECUCKIIFOUYUTCIIbHYO JIMIICH3UIO HAa MUCIIOJIb30OBAHUC BCEX IPUMEPOB IPOrpaMMHOTO KOAA.
Pa3pemaeTCﬂ CO31aBATh HA UX OCHOBC HpOFpaMMHBIfI KO, HCO6XOHI/IMLII7I BaM.

[PV YCJIOBUY COBJIFOJIEHV ST BCEX HE JIOTTY CKAIOIMX UCKJIFOUEHUN TAPAHTHUMN,
IMPEAYCMOTPEHHBIX 3AKOHOM, IBM, PABPAEOTUUKHM ITPOI'PAMM U ITOCTABIIMKU HE
[TPEJOCTABJISIIOT KAKVX-JIMBO SIBHBIX UJIU [TOJPA3YMEBAEMBIX TAPAHTUM, BKJTFOUAS,
HO HE OI'PAHUYMBASICH OTUM, ITOAPA3YMEBAEMBIE TAPAHTUM COBJIFOJIEHVI A TTPAB,
KOMMEPYECKOM LIEHHOCTU WJIV [IPUMEHEHMS [1J151 KAKMX-JIMBO KOHKPETHBIX LIEJIEM.

IBM, PASPABOTUUKU ITPOI'PAMM MJIN ITTOCTABINVK HU TP KAKWMX YCIIOBUAX HE HECVYT
OTBETCTBEHHOCTMU 3A:

1. TIOTEPIO WJIN ITOBPEXJIEHUE JAHHBIX;

2. TIPSIMOM, YACTHBIN, CBSI3AHHbBINM UJIM KOCBEHHBIN VIIEPE U BBI3BAHHbBIN UM
SKOHOMUYECKUH VILEPE; JINBO

3. VIIVIIEHHVYIO BBITO/Y, ITOTEPIO KJIMEHTOB, IOXO/IO0B, IEJIOBOW PEITY TALIUU NI
NCTPAYEHHBIE CBEPEXXEHV .

B HEKOTOPBIX FOPUCAUKIINAX HE JOITYCKAKOTCA NCKIIIOYEHU A NJIN OTPAHUYEHM A

[MPAMOI'O, CBA3AHHOT'O NJIM KOCBEHHOI'O VIIEPEA, [TIOOTOMY HEKOTOPBIE MJIN BCE
VYKA3AHHBIE BbIIIE O'PAHMUYEHU S Y UCKIIFOUEHW S MOT'YT K BAM HE OTHOCUTbBCHI.
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MpunoxeHue. NMNpumeyaHua

Hactosimas nokymentanus Obliia pa3paboTaHna 11 IpOoAyKTOB U YCIIYT, NpeayaraeMbix Ha Tepputopun CIIA.

IBM Mo3keT He npejiarath NPOAYKThI U YCIIYTH, YIIOMSIHYTBIE B 3TOM JIOKYMEHTE, B Ipyrux crpanax. Mudopmanmro
0 MPOJYKTAaX U YCIIyrax, IpeaiaraeéMbIX B Ballleil CTpaHe, BBl MOXKETE IOJyYUTh B MECTHOM IPEACTaBUTEIIHCTBE
IBM. Ccbuika Ha IpoayKT, mporpammy wim yciayry IBM He o3HavaeT, 4T0 MOXKET MPUMEHSIThCS TOJIBKO 3TOT
MIPOIYKT, MporpaMma mwim yciayra IBM. BmecTo HIX MOXKHO MCIIOJIB30BATh JTFOOBIE Apyrue (yHKINOHATIHHO
9KBHBAJICHTHBIE TPOIYKTHI, IPOTPAMMBI WJIM YCIIyTH, He Hapymaronme npas IBM Ha HHTEIIEKTyaIbHYIO
cobcTBeHHOCTh. OHAKO B 3TOM CiIydae OTBETCTBEHHOCTD 34 MMPOBEPKY paOOTHI 3TUX MPOAYKTOB, IPOTPAMM U YCIIyT
BO3JIATaeTCs Ha MOJIb30BATEIS.

ITpoAyKTHI U TEXHOJIOTUHU, OTIUCAHHBIE B IOKYMEHTE, MOTYT OBbITh 3anatentoBanbl IBM. [Ipenocrasienue
HACTOSIIEro JOKYMEHTA He O3HA4YaeT MpeJOCTaBJICHUS KaKUX-I1M0O0 JIMIEH3UN Ha MaTEeHThI. 3aIpoCkl HA
MpHOOPETEHNUE JIMIEH3UN MOKHO OTIPABIIATH IO CIICIYFOIIEMY aapecy:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

3anmpockl Ha JIMIEH3NH, CBsi3aHHbIe ¢ nHpopManueit DBCS, ciemyeT HapaBIsTh B OTAE] HHTEUICKTYaIbHOM
COOCTBEHHOCTH B MECTHOM TpeICTaBUTEILCTBE IBM mim (B mUCbMEHHOM BHUJIE) MO CIEAYIOIIEMY aJIpecy:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

Crenyrommii a63a1 He 0THOCHTCS K Be/ImkoOpuTanum, a Tak:ke K APYrHM CTPaAHAM, B KOTOPBIX 3TO 3asiBJIeHHE
npoTuBopeuntT MecTHOMY 3aKoHoaTe bcTBY: INTERNATIONAL BUSINESS MACHINES CORPORATION
IMPEOJOCTABJISIET HACTOSI VIO ITYBJIMKALINIO HA YCIJIOBUAX “KAK ECTb”, BE3
KAKUX-JIUBO SIBHBIX WJIU [TOJAPA3YMEBAEMbIX TAPAHTUM, BKJIFOYA S, HO HE
OI'PAHMYMBASICh OTUM, HESIBHBIE TAPAHTUIM COBJIIOAEHU S [TPAB, KOMMEPYECKOM
LIEHHOCTU U IIPUT'OJHOCTHU JJ151 KAKOU-JIMBO LIEJIN. B HEKOTOPBIX CTPaHax 3amperiaeTcss 0TKa3 OT
KaKUX-JIMOO SIBHBIX U MOJIpa3yMeBAEMbIX TAPAHTHUHN NMPHU 3aKJIFOUEHUH OIIPEICJICHHBIX IOTOBOPOB, MOITOMY JaHHOE
3asiBJICHIE MOXET HE JICHCTBOBATH B BAIIIEM CJIyYae.

B nanHO# myOMKaIMK MOTYT BCTPETUTHCSI TEXHUYECKIE HETOYHOCTH U TUNOrpadckue onevatku. B unpopmariuro
NEPUOINIECKU BHOCSTCS U3MEHEHUS, KOTOPBIE OYIyT YYTEHBI BO BCEX MOCJIEIYIOLINX U3JAHUSX HACTOSIIEH
nyosmkanuu. IBM octasiisiet 3a co6oii mpaBo B Jiro60e BpeMsi U 6€3 TOMOJHUTEILHOTO YBEIOMJIICHUSI UCIPABJIAThH U
OOHOBIIATH MPOAYKTHI U IIPOTPAMMBI, YIIOMHHAEMBIC B HACTOSIIICH ITyOJTHKAIIII.

Bce BeTpevaromuecs B JTaHHON TOKYMEHTAINHU CCHUIKM HAa Web-CaiiThl IpYTuX KOMIIAHUH MPEeT0CTABIICHbI
UCKJIIOYHUTEJIBHO JIJIS1 y100CTBa MOJIb30BATENIEH 1 HE SIBJISIIOTCS pekyiaMoit aTux Web-caiito. MaTtepuaiisl,
pa3melenHbie Ha 9Tux Web-caiiTax, He SBJISIIOTCS YaCThIO JOKYMEHTAIMHU 110 JaHHOMY npoaykTy IBM, n

OTBETCTBEHHOCTb 3a IPUMEHEHHE ITUX MATEPUAJIOB JICKUT HA [10JIb30BATEJIE.

IBM MOXeT UCHOJIb30BATh U PACIPOCTPAHSTH JIFOOYIO MIPEIOCTABICHHYIO BAMU HH()OPMAIINIO Ha CBOE YCMOTPEHHE
0e3 Kakux-JIm0o 00s3aTEJIbCTB MEPe/] BAMU.
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Jutst mostydeHust nHpopManuu oo 3Toit mporpamme aJ1st odecrneuenus: (i) oOMena nHpopmanueit Mex 1y He3aBHCUMO
CO3aHHBIMH IIPOTPAMMAaMU U APYTMMHE IIPOrpaMMaMu (BKJIFOUAs! JaHHYIO) U (il) B3AMMHOTI'O MCIIOJIb30BaAHUSI
nHPOPMAINH, TOJIYYEHHOU B X0/1e 0OMEeHa, M0JIb30BATEN JAHHOW MPOTPaMMBbI MOTYT 00PAIAThCS 1O a/Ipecy:

IBM Corporation

Software Interoperability Coordinator, Department YBWA
3605 Highway 52 N

Rochester, MN 55901

U.S.A.

Taxas I/IH(i)OpMaL[I/Iﬂ MOXCT NPEAOCTABIIATHCA HAa ONPCACIJICHHBIX YCJIIOBUAX, BKJIFOYAs, B HCKOTOPLIX CIyvasaX, YIIJIaTy
BO3HArpaxxJiacHus.

OnucanHas B 3TOH HHGOPMAINY JIMIECH3NOHHAS TPOTrpaMMa M BCe CBSI3aHHBIE C HEelf JIMIIEH3NOHHBIE MaTePUAJIBI
npegoctasisitorcs IBM B cootBeTcTBHH C yemoBusiMu Corutamenns ¢ 3akazunkom IBM, MexayHaponHoro
COTJIAIICHHUS O JIMIEH3UH Ha porpammy IBM, JIunieH3noHHOTr O corJiaiieHust o MamuuHoM koje IBM wim smro6oro
JIpyroro 9KBUBAJICHTHOI'O COIJIALICHUS.

JaHHBIE O OBICTPOACUCTBUN, IPUBEACHHBIC B IOKYMEHTAX, OBLIIM HOJIyYeHBI HA CHCTEMAaX, HACTPOCHHBIX OCOOBIM
00pa3oM. B cBsI3U ¢ 9TUM pe3yJIbTaThl, MOJIYYCHHBIC B PEaIbHOM cpelie, MOTYT CYIIIECTBEHHO OTJIMYATHCS OT
MIPUBEICHHBIX. HeKoTOpbIe M3MepeHnsI MOTJIN OBITh BBITOJIHEHBI B CHCTEMaX, HAXOSAIINXCS HA dTale pa3padoTKH,
MMO3TOMY PE3yJIbTATHl M3MEPEHUH, TOIyYCHHBIE B CEPUIHBIX CHCTEMAaX, MOTYT OTJIMIATHCS OT IIPUBEICHHBIX. boee
TOT0, HEKOTOPBIE 3HAYEHHUSI MOTJIN OBITH MOJIyYCHBI B PE3yJIbTaTe IKCTpanoanu. PakTHIecKue pe3yIbTaThl MOTYT
pasymuatbes. CucTemy cielyeT HACTPOUTh B COOTBETCTBHUU C PEKOMEHIAIMSIMHE, TPUBEICHHBIMU B TOKYMEHTE.

WNudopmanus o npoayKTax APYrux U3roTOBUTEJICH TTOJIyYeHa OT HOCTABIIMKOB 3TUX NMPOYKTOB, U3 UX
OoQHUIMATBLHBIX COOOIIEHNUI U IPYTUX OOIIEAOCTYIHBIX HCTOYHUKOB. DTHU MPOYKTHI He OB poBepeHbl IBM.
To4YHOCTH NPUBOJUMBIX JAHHBIX O OBICTPOJCHCTBIN, COBMECTUMOCTH M APYTHX CBEJICHUH O MPOIYKTaX,
BBINYIIEHHBIX CTOPOHHUMHI KOMIIAHUSIMH, HE TAPAHTUPYETCs.. 3aIPOChl Ha MOJIyYeHHE TOTIOJIHUTEILHON
nHpopmanmuy 06 3TUX MPOIYKTAX JOJDKHBI HAPABJISATHCS MX IOCTABIINKAM.

JanHas napopManys CoOAepK UT NIPUMEPHI JaHHBIX U OTYETOB, IPUMEHSIEMBIX B IOBCETHEBHBIX JAEJIOBBIX ONEPAIHSX.
s 6ouibIIel HATJISITHOCTH IPUMEPBI COAEPKAT NUMEHA, HA3BAHMUS KOMIIAHUH, TOPrOBBIX MapoK U MPOAYKTOB. Bee
UMEHA U HA3BAHUS SIBJISIFOTCS BBIMBIIIJICHHBIMU; COBIAJCHUS C UMEHAMU, HA3BAHUSAMU U aPECAMU PEAJIbHBIX
MpeIIpUITHI AOCOJIIOTHO CITyYaifHbl.

JIMEH3MOHHOE COT'JIAIIEHUE:

D1a uHGOPMAIHS CONEPKUT IPUMEPDI IPUIIOKEHHUN HA UCXOTHOM SI3bIKE, HILTFOCTPUPYIOLIHE TPUEMBI
[IPOrPaMMUPOBAHUS B PA3JIMYHBIX ONEPAIMOHHBIX TaT(opmax. Paszpemiaercs KonupoBaTh, U3MEHSITh U
pacpoCcTpaHsATh 3TH MPUMEPHI MPOrpaMM B JIF000# popme Oe3 kakoii-mmbdo miatsl IBM, B messax pa3padboTku,
UCIIOJIHb30BAHNUS, IPOJAXKN MM PACIPOCTPAHCHNS IPUKJIAIHBIX IPOTPaMM, COOTBETCTBYIOIINX HHTepheiicy
IPOrpaMMUPOBAHUS MPUIIOKEHUI TeX ONEPAllMOHHBIX CUCTEM, JI1 KOTOPBIX IpUMEphl ObLIN co31aHbl. PaboTa
MPUMEPOB He ObLIIA IPOBEPEHA BO BCEX BO3MOXKHBIX yCJIoBUsX. [TosToMy IBM He MOXET rapaHTHPOBATH HJTH
OIPa3yMeBaTh HAJACKHOCTD, IPUTOTHOCTD U (PYHKIIMOHAIBHOCTh 3THX IPOrPAMM.

Kamamﬁ OK3EMIUIAP WM YaCTh 3THUX IIPUMEPOB KOJdAa, KaK U MIPOU3BOAHBIC OT HUX, JOJDKHBI COACPXKATH CJIICAYROIICE
3asiBJIeHHE 00 ABTOPCKUX IIpaBax:

© (ma3Banwme Baieit KoMmnanun) (roj). DTOT KOJI pa3paboTaH Ha OCHOBE MpuMepoB koaa ¢upmbl IBM Corp. ©
Copyright IBM Corp. _roxa uiu roasl_. Bce mpaBa 3aliuiieHsl.

B asiekTpoHHOIT Bepcun 3TUX TOKYMEHTOB (hoTOrpaduu 1 1BETHBIE HIUTFOCTPALIMUA MOTYT OTCYTCTBOBATD.
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CeeaeHMA 0 NporpammMHbIX MHTepdencax

B noxymenTax, cBsi3aHHBIX ¢ GpuiIbTpammeii [P-agpecos n mpeodpa3oBaHNEM CETEBBIX aIPECOB, TPUBEACHA
uH(pOpMAaIH 0 TPOrPaMMHBIX HHTepdelicax, ¢ TOMOIIBIO KOTOPOH MOXHO CO3/1aBaTh IPOTPAMMBI,
B3aumMo/ieiicTyroiue ¢ IBM i5/0S.

TOBaprle 3HaKu

Hixe nepeunciieHsl ToBapHbIe 3HaKU International Business Machines Corporation B CIIIA w/mim npyrux crpaHax:

AS/400

IBM

IBM (logo)
iSeries

i5/0S

0S/400
CrnpaBOYHUKH

Microsoft, Windows u jjorotun Windows sIBJISIFOTCSI TOBapHBIMHU 3HakKamMu koprnoparuu Microsoft 8 CIIA w/uym
JIPYTUX CTpaHax.

HazBanus npyrux KOMIAHUR MPOTYKTOB U YCIYT MOTYT ObITh TOBAPHBIMHU WJITU CITy>)KEOHBIMU 3HAKAMU IPYTHUX
KOMIAaHUM.

YcnoBusa

Pa3pemeHHe Ha UCIOJIb30BAHUEC HY6HHKaHHﬁ IPpeAOCTABJIACTCA B COOTBETCTBUU C CIJICAYIOIIMMMU YCJIIOBUSMMU.

JInunoe Hcnosb30BaHue: Bbl MoXeTe BOCIPOU3BOANUTH ITH ITyOJMKAUY [IJIs1 JIMYHOTO, HEKOMMEPUYECKOT O
HCIIOJTL30BAHMSI IPH YCIIOBUH COXpaHEHHs HHPOpMAIK 00 aBTOPCKUX IMpaBax. JlaHHBIC MyOIMKAIAN, a TAaKXKe
JIFOOYIO X YACTh 3aIPeIIaeTcsl PacpoCTPAHATh, IEMOHCTPUPOBATD MJIM UCTIOIH30BATH ISl CO3AHUS IPYTUX
MIPOAYKTOB Oe3 siBHOTO corjiacusi IBM.

Kommepueckoe ucnoJib3oBanue: Bel MoxeTe BOCIPOM3BOIUTE, PACHPOCTPAHATh U IEMOHCTPUPOBATH TAHHBIE
My6JmMKaIyy B paMKax CBOEll opraHu3aliy Ipu yCIOBUU COXpaHeHUs nHpopmanuu od aBTOpcKux npasax. JlaHHbIE
MyOMKaIyy, a Takxke JIF0OYI0 UX 4acTh 3alPelaeTCsl BOCHPOU3BOIUTD, PACIPOCTPAHSATh, UCIIOIb30BATh IS
CO3JaHUs APYTUX NPOAYKTOB U IEMOHCTPUPOBATH BHE Ballleil opraHu3anuy, 6e3 ssBHoro coriacus IBM.

Ha JAaHHBIC Hy6J'II/IKaI_II/II/I, a TAKXKC Ha COACPXKAIIUECSA B HUX CBCACHUS, JAHHBIC, IPOI'PAMMHOC obecreueHue u
APYT'YRO UHTCJVICKTYAaJIbHYIO CO6CTBCHHOCTL, HE pACOpPOCTPAHAIOTCA HUKAKUEC APYIUC pa3pClICHUsA, JIMOCH3UU U
IIpaBa, Kak ABHBIC, TAK U TOAPA3YMEBAECMbBIEC, KDOME OTOBOPCHHBIX B HACTOSAIIIEM JOKYMEHTE.

IBM coxpansieT 3a co00if MpaBo aHHYJIMPOBATH MPEIOCTABIICHHBIC HACTOSIIIUM JOKYMEHTOM Pa3pelIeHus: B TOM
ciydae, ecyi o MHeHuro IBM ucnosib3oBanue 3TUX MyOJIMKaIMi MOXKeT IPUHECTH yiepd uatepecaMm IBM unu ecim
IBM OyneT ycTaHOBJIEHO, YTO NPUBEACHHBIE BBIIIE HHCTPYKIIMU HE COOIIFOJAFOTCSI.

Ber moxeTe 3arpyxatb, OKCIIOPTUPOBATH U PEIKCIOPTUPOBATDL 3TY I/IH(l)OpMaIII/I}O TOJIBKO B ITIOJIHOM COOTBETCTBUU
CO BCCMU NPUMEHUMBIMHU 3dKOHAMU U IPABUJIAMU, BKJIFOYasd BCC 3aKOHBI CIIA B oTHOILIECHUU OKCIIopTa.

IBM He HeceT OTBETCTBEHHOCTH 3a COAEepKaHUe 3TUX myOmkanui. [TyOmkanum npe oCcTaBIISIOTCS Ha YCIIOBHSIX
"kak ecTb”, 6€3 MPeAOCTaBJICHHS KAKUX-JIMOO SBHBIX UJIM MO/IPA3yMEBACMbIX TapaHTHIi, BKJIIOYasl, HO He
OTpaHUYUBAACH OTUM, NOAPA3ZYMEBACMBIC I'APAHTUN KOMMCp‘iCCKOf/i HEHHOCTU, OTCYTCTBUMA HapyH_ICHI/Iﬁ njim
MPUMEHEHUS 151 KAKMX-TM00 KOHKPETHBIX LEJIeH.

ITpunoxenue. [Tpumeuanus 35
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