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(i;*9C2+6p 10#IBM +;a)TZZ2+6p 10 "zDN

NJbD'V,}GZ|_D2+6p2a}pCJb# 

6p 20: 
53h*C'j6M\kxP"a#2+6p 20 (#F*"a2+T#1!i

vB,yPC'ITCJyPTs,r*yPC'<_P *ALLOBJ X(# 

6p 30: 
53h*C'j6M\kxP"a#C'Xk_P(^E\9CTs,r*C

'Z1!ivB;_PNN(^#bF*J42+T# 

6p 40: 
53h*C'j6M\kxP"a#}J42+Tb,539a)j{T#$

&\#j{T#$&\(gi$Yw53DSZDN})+#$53M53O

DTsbbP-iD53C'[D#TZs`}20,6p 40 G(iD2+6

p#1zSU=_P V4R5 r|_"PfDB iSeries 531,2+6pQh

C* 40# 

6p 50: 
53h*C'j6M\kxP"a#535)6p 40 DJ42+TMj{T#

$,+mSv?Mj{T#$,gZ534,LrMC'4,Lr.dD{"

&mD^F#2+6p 50 G*_PO_2+ThsD iSeries 53a)D#

": 6p 50 G C2 $i(M FIPS-140 $i)DXh6p# 

iSeries Security Reference ;iD Chapter 2 a)XZ2+6pD|`E""hvgN

S;v2+6pF/=m;v2+6p# 
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+VhC 

zD53_P+VhC,b)hC0l$wgNxk53T053Td|53C'T

>D==#b)hC|(TBwn: 

2+T535: 

2+T535C4XF53PD2+T#b)5VI 4 vi: 

v   ;c2+T535 

v   k2+T`XDd|535 

v   XF\kD535 

v   XFsFD535

>iPD8vwbV[X(535D2+T~,#iSeries Security Reference ;

iPD Chapter 3 hvyPk2+T`XD535# 

xgtT: 

xgtTXFzD53gNNk(r!q;Nk)_Pd|53DxgP#I

TZ Work Management ;iPDA|`XZxgtTDE"# 

S53hvMd|$w\m*X: 

$w\m*X7($wgNxk53T0C$wZ2473PKP#>E"P

D8vwbV[3)$w\m5D2+T~,#Work Management ;ia)j

{E"# 

(EdC: 

zD(EdC20l$wgNxkzD53#>E"PD8vwba)153

Nkxg1#$53D(i#

C'E*D~ 

?v53C'Xk_P;vC'E*D~#zXk4(C'E*D~.s,C'E\

"a#C'E*D~2ITC4XFT~q$_(g DASD Mwf"w*")DCJ#

PX|`E",kNDZ 55 3D:\m~q$_;# 

C'E*D~G&\?sRinD$_#|XFC'IT4PDYw"(F53TC

'mVD==#iSeries Security Reference ;ihvZC'E*D~PDyPN}# 

iE*D~ 

iE*D~G;VXb`MDC'E*D~#IT9CiE*D~4*;iC'(e

(^,x;G%@T?vC'Zh(^#1z(}9C4FE*D~&\44(%v

C'E*D~1,2IT9CiE*D~w*#=,r_g{z9C0iSeries <=

w1,zIT9C2+_TK%4`-C'(^# 

Z iSeries Security Reference ;iPD Chapter 5 M Chapter 7 a)PXF.M9C

iE*D~D|`E"# 
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J42+T 

53ODJ42+TJmz(e-IT9CTsT0ITgN9CG)Ts#CJT

sD\&F*(^#1zhCTs(^1,I\h*wwZhzDC'c;(^4j

I{GD$w,x;GZh{G(^4/@M|D53#Ts(^xC'ZhTX(

TsDmI("IT8(JmC'TTsy4PDYw#IT(}X(Dj8C'(

^(gmSG<r|DG<)4^FTsJ4#53J4ITC4ZhC'TX(D

53(eD(^S/DCJ(:*ALL"*CHANGE"*USE M *EXCLUDE# 

D~"Lr"bM?<GnU(Dh*J42+T#$D53Ts,+zIT*53

ODNN%vTs8((^# 

Z 5 B, :9CTs(^#$E"Jz;V[Z53OhCTs(^DX*T#iSeries 

Security Reference ;iPD Chapter 5 hvCZhCJ42+TD!n# 

TLr&\D^FCJ 

1z;_P iSeries Ts4TLrxP#$1,TLr&\D^FCJ9z\;*Lr

a)2+T#Z V4R3 PmSTLr&\D^FCJ'V.0,zIT(}4((^P

mrd|Ts"liTTsD(^TXFTLr&\DCJ45Vb;c#VZzI

T9CTLr&\D^FCJ4|=cXXFT&CLr"&CLrD?~rLrP

D&\DCJ# 

P=V=(ITC4\mC'(}0iSeries <=w1T&CLr&\DCJ#Z;V=

(9C0&CLr\m1'V: 

1.   R|%w|,*|DdCJhCD&\D53# 

2.   !q&CLr\m# 

3.   g{z;Z\m53O,!q>XhC#qr,Lx4PB;=h# 

4.   !q;vI\mD&\# 

5.   !q1!CJ(g{JC)#(}!qK!n,1!ivBzJmyPC'CJC

&\# 

6.   !qyPTsCJ(g{JC)#(}!qK!n,zJm_PyPTs53X(

DyPC'CJK&\# 

7.   !q(F(g{JC)#9C(FCJT0rPDmSM}%4%4ZJmDCJ

M\xDCJPmPmSr}%C'ri# 

8.   !q}%(F(g{JC)#(}!qK!n,z>}y!q&\DNN(FC

J# 

9.   %w7(4XU&CLr\mT0r#

\mC'CJDZ~V=(f00iSeries <=w1D0C'Mi1'V: 

1.   Z0iSeries <=w1P,9*C'Mi# 

2.   !qyPC'"ir;ZiPDC'4T>C'MiDPm# 

3.   R|%wC'ri"!qXT# 

4.   %w&\# 

5.   %w&CLr!n(# 

6.   9CK3f4|DC'riDCJhC# 
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7.   %w7(=N4XUXTT0r#

PX0iSeries <=w12+TJbD|`E",kNDZ 134 3D:0iSeries <=w1

2+T;# 

g{zG&CLr`4_,IT9CTLr&\ API D^FCJ44PBPYw: 

v   "a3v&\ 

v   lwXZC&\DE" 

v   (e-ITr;IT9CC&\ 

v   liGqJmC'9CC&\

": K'V;GJ42+TDfz7#TLr&\D^FCJ";h9C'Sm;v

SZCJJ4(gD~rLr)# 

*Z&CLrP9CK'V,&CLr)&LZ20&CLr1Xk"a&\#Q"

aD&\T&Z&CLrPX(&\Dzki#1C'KP&CLr1,Z&CLr

wCCzki.0,&CLrwCC API#C API wCliC( API 4i4GqJm

C'9CC&\#g{JmC'9CQ"aD&\,rKPzki#g{;JmC'

9CC&\,rh9C'KPzki#

": API f0Z"a}]b(WRKREGINF)P"a 30 vV{D&\j6#!\;P

kIT&\ API D^FCJy9CD&\j6`XDvZc,+|Xk_PvZ

c#*Z"amP"aNNZ],zXka)vZcq={F#*K,0"a&

\ API14(F*q={F"T"aDyP&\9CKF*q={F#r*bGF

*q={F,yT4xwCvZcLr# 

53\m18(Jmr\x-CJ3v&\#\m1IT9C API 4\mTLr&\D

CJr9C0iSeries <=w1D0&CLr\m1GUI#iSeries server API Reference ;

ia)XZTLr&\ API D^FCJDE"#PXXFT&\DCJD=SE",k

NDZ 134 3D:0iSeries <=w12+T;# 

2+TsF 

IZBP8v-r,C'h*sF53D2+T: 

v   @F2+TF.GqjI# 

v   7#F.D2+TXF=;,R$w}##K`MDsF(#I2+w\w*U#

2+T\mD;?V44P#|P12IZ?rb?sF1T|j8D==w*(

Z2+T4iD;?V44P# 

v   *K7#532+TkT5373D|D#V,=#0l2+TD|DD;)>}

*: 

–   I53C'4(DBTs 

–   Jmxk53DBC' 

–   TsyP(D|D(4w{(^) 

–   0pD|D(Q|DC'i) 

–   Y1(^(4017z) 

–   20DBz7
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v   *44DB~w<8,g20BD&CLr"F/=|_D2+6prhC(Ex

g#

K&hvD<uJOZyPb)iv#sFD)Z]MsF5J!vZzDi/Ds

!M2+Ths# 

2+TsFf0ZzD53O9C|nMCJw5G<MU>E"#IT4(I4P

zD53D2+TsFD3vK9CDXbE*D~#sF1E*D~h* *AUDIT X

(4|D53DsFXw#Z>BP(iD3)sFNqh*_P *ALLOBJ M 

*SECADM X(DC'E*D~#1sF\Zax1,+sF1E*D~D\khC* 

*NONE# 

PX2+TsFD|`j8E",kND Security Reference ;iD Chapter 9# 

>}:532+TtT(f 

< 1 T>0r!532+TtT1(PRTSYSSECA)|nDdv>}#C(fT>*_

P}#2+ThsD53(iDk2+T`XD535MxgtTDhC#|2T>

zD53OD10hC# 

": (fOD105PT>53OD10hC#+K5k(iD5xPHO4i4z

ZDoI\_P2+T)4# 

  

  

  

532+TtT 
  
535 
{F             105                 (iD5 
QALWOBJRST       *NONE                  *NONE 
QALWUSRDMN       *ALL                   QTEMP 
QATNPGM          QEZMAIN   QSYS         *NONE 
QAUDENDACN       *NOTIFY                *NOTIFY 
QAUDFRCLVL       *SYS                   *SYS 
QAUDCTL          *AUDLVL                *AUDLVL   *OBJAUD 
QAUDLVL          *SECURITY              *AUTFAIL  *CREATE 
                                        *DELETE   *SECURITY 
                                        *SAVRST   *NOQTEMP 

< 1. 532+TtT(f - y> (1/4)

QAUTOCFG         0                      0 
QAUTORMT         1                      0 
QAUTOVRT         9999                   0 
QCMNRCYLMT       0 0                    0 0 
QCRTAUT          *CHANGE                Zb6pOXF# 
QCRTOBJAUD       *NONE                  Zb6pOXF# 
QDEVRCYACN       *DSCMSG                *DSCMSG 
QDSCJOBITV       120                    120 
QDSPSGNINF       1                      1 
QINACTITV        60                     60 
QINACTMSGQ       *ENDJOB                *ENDJOB 
QLMTDEVSSN       0                      1 
QLMTSECOFR       0                      1 
QMAXSGNACN       2                      3 
QMAXSIGN         3                      3 

< 1. 532+TtT(f - y> (2/4)
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QPWDEXPITV       60                     60 
QPWDLMTAJC       1                      1 
QPWDLMTCHR       *NONE                  AEIOU@$# 
QPWDLMTREP       1                      2 
QPWDLVL          0 
QPWDMAXLEN       8                      8 
QPWDMINLEN       6                      6 
QPWDPOSDIF       1                      1 
QPWDRQDDGT       1                      1 
QPWDRQDDIF       0                      1 
QPWDVLDPGM       *NONE                  *NONE 
QRETSVRSEC       0                      0 
QRMTIPL          0                      0 
QRMTSIGN         *FRCSIGNON             *FRCSIGNON 
QSECURITY        50                     50 
QSHRMEMCTL       1                      0 
QSRVDMP          *DMPUSRJOB             *NONE 
QUSEADPAUT       *NONE                  CRTAUTL AUTL(QUSEADPAUT) AUT(*EXCLUDE) 
                                        CHGOBJOWN OBJ(QUSEADPAUT) OBJTYPE(*AUTL) 
                                        CHGSYSVAL SYSVAL(QUSEADPAUT) VALUE(QUSEADPAUT) 
QVFYOBJRST       1                      3 

< 1. 532+TtT(f - y> (3/4)

532+TtT 
  
xgtT 
{F             105                 (iD5 
DDMACC           *OBJAUT                *REJECT 
JOBACN           *FILE                  *REJECT 
PCSACC           *OBJAUT                *REJECT 

< 1. 532+TtT(f - y> (4/4)
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Z 2 B iSeries 2+Tr<M eServer Security Planner 

0iSeries ~qw2+Tr<1M0eServer Security Planner1$_ITozz7(D)

2+T5aT iSeries ~qwz'#9C0iSeries <=w1PD0iSeries ~qw2+T

r<1,+y]!qDXpzz432+Th*D(f#;sIT9C|4dCzD

532+T# 

9C0iSeries 2+Tr<1r0eServer Security Planner1ozzF.M5V iSeries ~

qwDy>2+_T#=v$_D?jG9z|WZZzD53O5VM\m2+

T#r<(Iw* OS/400® D;?VqC)/JzXZzD~qw73D8v_6pJ

b"y]zDXp,*za)r<IT"4&CZzD53D;i(i# 

0eServer Security Planner1GZ_fD02+Tr<1#|Jmzy]2+Th*vv

!q"a)(f,M#$>cyhD&\av(i# 

0eServer Security Planner1G;VyZ Web f>Dr<#|a)CZZzD53O5

V2+TD(i,}gr<yjIDGy#+G,KJLr;JCZ(i#`4,y

]TKJLrDJbDXp,|dvZzD53O&C&CD532+T5Md|t

TDPm# 

2+Tr< 

v(TzDs5&C9CD) iSeries 2+T535I\\4S#g{z;l$ iSeries 

~qwOD2+T5V,rKP iSeries ~qwD73n|Q|D,02+Tr<1I

Tozzvvv(# 

24Gr<? 

v   r<G;V$_,hFIIu'_C'KP420rdC53OD3)Z]# 

v   r<(}/JJb4a>C'dkE"#T?vJbDl&7(B;=/J24J

b# 

v   1r</JjyPJb1,*C'a);vjIT0r#C';s4jI4%42

0MdCCn# 

2+Tr<?j 

02+Tr<1D?jGy]C'Dl&dCBPZ]# 

v   k2+T`XD535MxgtT# 

v   CZ`X53Dk2+T`XD(f#

v   zI0\m1E"(f1M0C'E"(f1: 

–   0\m1E"(f1|,(iD2+ThCMZ9(iz'.0&Cq-DNN

}L# 

–   0C'E"(f1|,ITCZL52+_TDE"#}g,\kiOfr|(

ZK(fP#

v   *53ODwVk2+T`XDna)(iDhC# 

 2+Tr<?j 

v   02+Tr<1D?jG: 
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–   y]C'Tr<DJbDXp7(532+ThC&CG24,;s5Vb)h

C(g{OJD0)# 

–   r<zI|,BPZ]Dj8E"(f# 

-   5w0r<1D(iD(f# 

-   j8PYZ5V.0&Cq-D}LD(f# 

-   P>*V"=53PC'D`XE"D(f#

v   b)n9y>D2+_TZzD53Oz'# 

v   r<(iz&CwH(ZKPDsFU>(f#1wH1,b)(fPzZ: 

–   7#q-2+_T# 

–   7#v_PzDz<1E|D2+_T# 

–   wH(f4`XZzD53Ok2+T`XDB~#

v   r<Jmz#f(ir+3)ryP(i&CZzD53#

": Z,;53OIT`N9C02+Tr<1TJmI\_POg20DC'4i

{GD102+T#ITS V3R7 53(1}k0iSeries <=w11)rO9C

02+Tr<1# 

*9C0iSeries <=w1,XkQ+ IBM iSeries Access for Windows® 20ZzD 

Windows 95/NT PC "SK PC ,SA iSeries ~qw#Xk+0r<1DC',SA 

iSeries ~qw#C'DC'j6Xk_P *ALLOBJ"*SECADM"*AUDIT M 

*IOSYSCFG X(#PX+ Windows 95/NT PC ,SA iSeries 53Doz,iDZE

"PDPD IBM iSeries Access for Windows wb(PXj8E",kNDZ xii 3D

:Hvu~M`XE";)# 

*CJ02+Tr<1,4PBPYw: 

1.   Z0iSeries <=w1P,9*zD~qw# 

2.   R|%w2+T"!qdC# 

v   1C't/0iSeries <=w1D2+T!n1,+ks"MA iSeries ~qw4l

iC'DX(# 

v   g{C';_PyPXhDX((*ALLOBJ"*AUDIT"*IOSYSCFG M 

*SECADM),r{G+4;=dC!n"+^(CJ02+Tr<1#

3.   Y(C'_PXhD(^: 

v   lwH0Dr<l&# 

v   lw10D2+ThC#

02+Tr<1+*za)}v6-A;.;:z4=DvA;!vZfZBPDV

iv: 

v   S4T?j iSeries ~qwKPr<# 

v   T0KPKr<+SYK2+T|D# 

v   T0KPKr<"RQ92+T|Dz'#

g{z49C0iSeries <=w1,zTITZF.2+Ths1q!oz#eServer 

Security Planner G;VZ_fD02+Tr<1,TPnp#KJLr+;T/dCz

D53#;x,|+y]zDXpzI(iD2+T!nD(f#*CJ0eServer 

Security Planner1,kCJ eServer E"PD: 

http://publib.boulder.ibm.com/eserver/ 
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eServer Security Planner 
0eServer Security Planner1G;VZ_fD02+Tr<1#|/Jk02+Tr<1

`,DJb"y]zDXpzI`,D(i#b=v$_dDw*npG: 

v    0eServer Security Planner1;a - 

–   zI(f# 

–   +10hCk(ihCHO# 

–   T/hCNN535#

v   ;\S0eServer Security Planner1qC(i#

0eServer Security Planner1zI CL Lr,zITty0`-KLr)T:9CTT

/5V2+TdC#z2ITS0eServer Security Planner11S4S= iSeries ~qw

D5#ba)KXZ535r(fDE",|ITozz7(KhCGqJCZzD

73# 

*CJ0eServer Security Planner1,+rXx/@w8rBP URL: 

http://publib.boulder.ibm.com/eserver/ 
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Z 3 B XF;%="a 

1z<G^FzD53DkZ1,SwTD0"a1A;*<#TBGzITC49

3vK\Q(}9C0"a1A;4"a=zD53D!n# 

hC\kfr 

*#$zD53"a,4PBPYw: 

v   hC;V_T,C_Tmw\k;\G=#DR;C2m# 

v   hC5354ozz5)#m 1 T>(iD535hC#

Zm 1 PD5DiO`1\^F,<ZTxuY=#\kDI\T#;x,zDC'I

\"V!qzcb)^FD\k\QRP=RD# 

<G*C'a)BPZ]: 

1.   \kDu~Pm# 

2.   P'\kM^'\k>}# 

3.   XZgNkvC\kD(i#

KP0dC532+T1(CFGSYSSEC)|n4 hCb)5#9C0r!532+T

tT1(PRTSYSSECA)|n 4r!b)535D10hC# 

iSeries Security Reference ;iD Chapter 3#Z 32 3D:I0dC532+T1|n

hCD5;a)XZ CFGSYSSEC |nD|`E"# 

 m 1. \kD535 

535{F hv (iD5 

QPWDEXPITV 53C'Xk|D{GD\kD5J#ITZC'E*D~

P*%vC'8(;,D5# 

60(l) 

QPWDLMTAJC 53Gqh9`,D`ZV{# 1(G) 
QPWDLMTCHR Z\kP;IT9C24V{#2 AEIOU#$@ 
QPWDLMTREP 53Gqh9`,V{Z\kPvV`N# 2(;Jm,xvV) 
QPWDLVL G+C'E*D~\k^F* 10 vV{9Gns5 128# 03 

QPWDMAXLEN Z\kPV{Dns}?# 8 
QPWDMINLEN Z\kPV{Dn!}?# 6 
QPWDPOSDIF Z\kPD?vV{GqXkkZH0\kPD,;;CP

DV{;,# 

1(G) 

QPWDRQDDGT \kGqXkAY_P;v}VV{# 1(G) 
QPWDRQDDIF C'XkH}`$1d.s,EITYN9C,;\k#2 5 vr|YD(=Z1d

dt)1 

QPWDVLDPGM wC24vZLr4i$B8(D\k# *NONE 

": 

1.   QPWDEXPITV 5358(Xk|D\kD5J,g?t 60 l;N#bG=Z1ddt#QPWDRQDDIF 5358

(Xk-}`Y=Z1ddt.s,E\YN9C,;\k# iSeries Security Reference ;iD Chapter 3 a)PX

b)535gN2,pwCD|`E"# 

2.   4Z\k6p 2 r 3 5) QPWDLMTCHR#PXj8E",kNDZ 14 3D:\k6p;# 

3.   NDZ 14 3D:F.\k6p|D;47(JOZzDhsD\k6p# 
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\k6p 

SYw53D V5R1 *<,QPWDLVL 535a)v?D\k2+T#Z0"PfP,

C'^FZ$H;,} 10 vV{D\k,b)V{Z\^FDV{6'Z#VZ,C

'ITy]hC{GD53D\k6p4!q_P`o 128 vV{D\k(r\kL

o)#\k6p*: 

v   6p 0:53GZK6p;6D#Z6p 0,\k$H;,} 10 vV{,v|, 

A-Z"0–9"#"@"$ M _ V{#Z6p 0 D\k;0Z|_\k6pODG)\

k2+# 

v   6p 1:k\k6p 0 Dfr`,,+;#f Windows xOZSD0iSeries 'V1

(TsF* iSeries NetServer)D\k# 

v   6p 2:\kZK6pOG2+D#K6pITCZbT?D#g{\kG 10 vV

{r!Z 10 vV{"9C6p 0 r 1 \kDV{/,r*6p 0 r 1 DC'#

f\k#ZK6pD\k(r\kLo)_PBPXw: 

–   $Hn`IP 128 vV{# 

–   |(NNICD|LV{# 

–   ;ITj+IUqiI;S\k)2}%Uq# 

–   xVs!4#

v   6p 3:ZK6pOD\kn2+"{CICDn_6DS\c(#K6pk6p 2 

D\k_P`,DXw#ZK6pO;#f iSeries NetServer D\k#

v1ZzDxgPD?v53zcTBu~1,E&C9C\k6p 2 M 3: 

v   Yw53G V5R1 r|_f> 

v   \k6phC* 2 r 3

,y,C'Xk+?9C`,D\k6pG<#\k6pG+VD;C';\!q{

G*#$d\kD6p# 

F.\k6p|D 

&CP8F.|D\k6p#g{z4dVF.\k6p|D,rd|53DYwI

\'\rC'I\^("a=53#Z|D QPWDLVL 535.0,7#z9C 

SAVSECDTA r SAVSYS |n#fKzD2+T}]#g{z_P108],r1z

h*5XAOMD\k6p1,z+\;*yPC'DE*D~4;\k# 

1+\k6p(QPWDLVL)535hC* 2 r 3 1,Z53OMZ53y,SDM

'zO9CDz7I\PJb#Xk}6TS\q=x;GTC'Z"aA;Odk

DwDq=+\k"MA53DNNz7rM'zE\9C QPWDLVL 2 r 3 DB\

kS\fr#"MS\\kF*\kf;# 

\kf;C4h9Z(}xg+dZd6q\k#+;S\IOgD;'V QPWDLVL 

2 r 3 DBc(DM'zzID\kf;,49X(DV{G}7D#b2JCZ{C

S\5S;v53Tm;v53xPO$DNN iSeries = iSeries THCJ# 
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IZ3)\0lDz7(g Java $_d)Gw*Pd~a)DbyDB59Jb|S

4S#Z9CPd~D|Bf>XB9(.s,O"b)z7.;DH0f>DZ}

=z7E+}#$w# 

xvKwVwyD=8,]W4vZ|D QPWDLVL 535.0*24PX*P8F

.# 

+ QPWDLVL S 0 |D* 1 D"bBn 
\k6p 1 Jm;h*k Windows xOZSD0Windows 95/98/ME AS/400® M'z

'V1(iSeries NetServer)z7(ED53S53P>} iSeries NetServer \k#S5

3>};X*DS\\kavS53D{e2+T# 

Z QPWDLVL 1 O,yP10D V5R1 0D\kf;M\kO$zF+LxpwC#

}Th* iSeries NetServer \kD&\M~q.b,\YPI\F5# 

+ QPWDLVL S 0 r 1 |D* 2 D"bBn 
\k6p 2 }k$H`o 128 vV{DxVs!4\kD9C(2F*\kLo)"

a)ns\&4X4= QPWDLVL 0 r 1# 

;\53D\k6pgN,1|D\krC'"a=531,a4(\k6p 2 M 3 D

\k#153T&Z\k6p 0 r 1 14(6p 2 M 3 D\kPzZ*|D*\k

6p 2 r 3 w<8# 

Z+ QPWDLVL |D* 2 .0,z&C9C DSPAUTUSR r PRTUSRPRF 

TYPE(*PWDINFO) |n4(;;_PZ\k6p 2 OI9CD\kDyPC'E*D

~#y]b)|ny(;DG)E*D~,zI\h*9CBPzF.;4+\k6

p 2 M 3 D\kmSAE*D~# 

v   9C CHGUSRPRF r CHGPWD CL |nr QSYCHGPW API *C'E*D~|

D\k#b+<B53|DZ\k6p 0 M 1 I9CD\k;"R5394(Z\

k6p 2 M 3 I9CD=vH[DxVs!4D\k#4(+?s4M+?!4f

>D\kT)Z\k6p 2 r 3 9C# 

 }g,+\k|D* C4D2RB4Y <B53zI C4D2RB4Y M c4d2rb4y \k6p 

2 D\k# 

v   (}TwDq=a)\kDzF(;9C\kf;)"a=53#g{\kP'+

C'E*D~;_PZ\k6p 2 M 3 I9CD\k,r534(Z\k6p 2 M 

3 I9CD=vH[DxVs!4D\k#4(\kD+?s4M+?!4f>T)

Z\k6p 2 r 3 9C#

1C'E*D~2;_PZ\k6p 0 M 1 I9CD\k1r1C'(}9C\kf

;Dz7"T"a1,;PZ\k6p 2 r 3 I9CD\kI\G;vJb#Zb)

ivB,1+\k6p|D* 2 1,C'+;\"a# 

g{C'E*D~;_PZ\k6p 2 M 3 I9CD\k,C'E*D~_PZ\k

6p 0 M 1 I9CD\k,CC'(}"MwD\kDz7"a,r53y]\k6

p 0 \ki$CC'"*CC'E*D~4(=v\k6p 2 \k(gOyv)#+y

]\k6p 2 \ki$sx"a# 

g{4+9C\kf;DNNM'z/~q|B*9CB\k(\kLo)f;=

8,rCM'zZ QPWDLVL 2 O+;a}#$w#\m1&Cli4|B*B\k

f;=8DM'z/~qGqGXhD# 
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9C\kf;DM'z/~q|(: 

v   TELNET 

v   iSeries Access 

v   iSeries wz~qw 

v   QFileSrv.400 

v   iSeries NetServer r!'V 

v   DDM 

v   DRDA® 

v   SNA LU6.2

?R(iZ|D* QPWDLVL 2 .0,#f2+T}]#bITPzZ9*;X 

QPWDLVL 0 r 1 |]W(g{bPX*)# 

(iZ QPWDLVL 2 O4P3)bT.sY|Dd|\k535,g QPWDMINLEN 

M QPWDMAXLEN#b+9CWZ*;X QPWDLVL 1 r 0(g{PX*)#;x,

Z QPWDVLDPGM 535Xk8( *REGFAC r *NONE .s,53E+Jm+ 

Q P W D L V L |D* 2#rK,g{z9C\ki$Lr,zI\#{* 

QIBM_QSY_VLD_PASSWRD vZc`4IT(}9C ADDEXITPGM |n"aDB

D\ki$Lr# 

iSeries NetServer \kZ QPWDLVL 2 T\'V,rKh* iSeries NetServer \kD

NN&\/~qTI}#$w# 

;)\m1TZZ QPWDLVL 2 OKP53P=fJ,{GMIT*<|D\k53

549CO$D\k#;x,\m1h*KbO$D\k+_PTB0l: 

v   g{8(sZ 10 vV{D\k,+e}\k6p 0 M 1#g{+535XA\k

6p 0 r 1,KC'E*D~+^("a# 

v   g{\k|,XbV{r;q-r%Ts{FDiOfr(;|(xVs!4),

re}\k6p 0 M 1 \k# 

v   g{8(sZ 14 vV{D\k,re}C'E*D~D iSeries NetServer \k# 

v   \k535vJCZBD\k6p 2 5x;JCZ53zID\k6p 0 M 1 \

kr iSeries NetServer \k5(g{zID0)#

+ QPWDLVL S 2 |D* 3 D"bBn 
Z QPWDLVL 2 OKP;N1d53.s,\m1<GF/A QPWDLVL 3 4ns

/{D\k2+T#$# 

Z QPWDLVL 3 O,e}yP iSeries NetServer \k,rKZ;PX*9C iSeries 

NetServer \k.0,;&C+53F/A QPWDLVL 3# 

Z QPWDLVL 3 O,e}yP\k6p 0 M 1 \k#\m1IT9C DSPAUTUSR 

r PRTUSRPRF |n4(;;_PkdX*D\k6p 2 r 3 \kDC'E*D~# 

|D*OM\k6p 

";Z{5XAOMD QPWDLVL 5(ZI\1)Gj+;Q&DYw#;civB,

kshC&CGSOM QPWDLVL 5=O_ QPWDLVL 5D%rYw#;x,I\

PXkV4OMD QPWDLVL 5Div# 
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TBwZV[F/=OM\k6pyh*D$w# 

S QPWDLVL 3 |D* 2 D"bBn:   K|D`T]W#;)+ QPWDLVL h

C* 2,\m1h*7(Gq*sNNC'E*D~|, iSeries NetServer \kr\k

6p 0 r 1 \k,g{by,+C'E*D~D\k|D*JmD5# 

Kb,I\Xk+\k535|DXk iSeries NetServer M\k6p 0 r 1 \kf]

D5(g{h*G)\k)# 

S QPWDLVL 3 |D* 1 r 0 D"bBn:   IZ\I\*53x4Jb(`Fr
*e}KyPD\k6p 0 M 1 \k,C'<;IT"a),K|D;1S\'V#

*S QPWDLVL 3 |D* QPWDLVL 1 r 0,53XkWHxPPd|D,|D* 

QPWDLVL 2# 

S QPWDLVL 2 |D* 1 D"bBn:   Z+ QPWDLVL |D* 1 .0,\m1

&C9C DSPAUTUSR r PRTUSRPRF TYPE(*PWDINFO) |n4(;;_P\k6

p 0 r 1 \kDNNC'E*D~#g{Z|D QPWDLVL .sC'E*D~+h

*\k,\m1&C7#9CBPzF.;*E*D~4(\k6p 0 M 1 \k: 

v   9C CHGUSRPRF r CHGPWD CL |nr QSYCHGPW API *C'E*D~|

D\k#b+<B53|DZ\k6p 2 M 3 OI9CD\k;"R5394(Z

\k6p 0 M 1 OI9CDH[s4\k#v1zcBPu~1,53E\;4(

\k6p 0 M 1 \k# 

–   \k$H* 10 vV{r!Z 10 vV{# 

–   IT+\k*;*s4 EBCDIC V{ A-Z"0-9"@"#"$ MB._# 

–   \k;T}VrB._V{*<# 

}g,+\k|D*5 RainyDay +<B53zI\k6p 0 M 1 \k 

RAINYDAY#+G+\k5|D* Rainy Days In April +<B53e}\k6p 0 

M 1 \k(r*C\k+$"R||,Uq)# 

 49^(4(\k6p 0 r 1 \k,2;zI{"r8># 

v   (}TwDq=a)\kDzF(;9C\kf;)"a=53#g{\kP'+

C'E*D~;_PZ\k6p 0 M 1 OI9CD\k,r534(Z\k6p 0 

M 1 OI9CDH[s4\k#v1zcTOP>Du~1,53E\;4(\k6

p 0 M 1 \k#

\m1;sIT+ QPWDLVL |D* 1#1 QPWDLVL 1 |Dz'(BN IPL)1,

e}yP iSeries NetServer \k# 

S QPWDLVL 2 |D* 0 D"bBn:   }1|Dz'1#tyP iSeries NetServer 

\kb,"bBnkS QPWDLVL 2 |D* 1 `,# 

S QPWDLVL 1 |D* 0 D"bBn:   Z+ QPWDLVL |D* 0 .s,\m1

&C9C DSPAUTUSR r PRTUSRPRF |n4(;;_P iSeries NetServer \kD

NNC'E*D~#g{CC'E*D~h* iSeries NetServer \k,rIT(}|D

C'D\kr(}TwDq=a)\kDzF"a44(|# 

\m1;sIT+ QPWDLVL |D* 0# 
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|DQ*\k 

4PBPYw4XUxk=ZzD53PI\fZD iSeries ~qwD3)+ODkZ# 

__ =h 1.   7#;PC'E*D~T_P1!\k(HZC'E*D~{F)#IT9

C0Vv1!\k1(ANZDFTPWD)|n#(kNDZ 22 3D:\b1

!\k;#) 

__ =h 2.   "T9CZm 2 PT>DC'E*D~M\kDiO"a=zD53#b) 

\kG+*D,"R|GG"T3kzD53DNNKDZ;\k#g{

zIT"a,9C0|DC'E*D~1(CHGUSRPRF)|n4+C\

k|D*(iD5# 

__ =h 3.   t/0(C~q$_1(DST)""T9CZm 2 PT>D\k"a#ND 

iSeries E"PD—>2+T—>~q$_#PXCJ0iSeries E"PD1DE

",kNDZ xii 3D:Hvu~M`XE";# 

__ =h 4.   g{zIT9Cb)\kPDNN;v"a= DST,r&C|Db)\k#

0iSeries E"PD—>2+T—>~q$_1a)PXgN|D~q$_C'

j6M\kDj88>E"#PXCJ0iSeries E"PD1DE",kND

Z xii 3D:Hvu~M`XE";# 

__ =h 5.   ns,7#v(}Z0"a1A;O404P1|x;dkC'j6M\

k^("a#"T8V;,DA;#g{zIT"ax;h*Z0"a1

A;OdkE",r4PBPYw.;: 

v   |D*2+6p 40 r 50(QSECURITY 535)#

": 1z+2+6pvSA 40 r 50 1,zD&CLrI\T;,==

KP# 

v   +;%S53DyP$w>dk|D*8r8( USER(*RQD) Dw5h

v#

 m 2. IBM a)DE*D~D\k 

C'j6 \k (iD5 

QSECOFR QSECOFR1 v2+\m1*@DG=#D5#4Bz!qD\k"

+|f"Z2+;C# 

QSYSOPR QSYSOPR *NONE2 

QPGMR QPGMR *NONE2 

QUSER QUSER *NONE2,3 

QSRV QSRV *NONE2 

QSRVBAS QSRVBAS *NONE2 

": 

1.   53=o1,QSECOFR D0+\khC*=Z15hC* *YES#Z;N"a=B531,

Xk|D QSECOFR \k# 

2.   53h*b)C'E*D~Tq!53&\,+z;&CJmC'9Cb)E*D~"

a#TZ20K V3R1 r|_"PfDB53,K\kDv';65* *NONE# 

 1zKP CFGSYSSEC |n1,53+b)\khC* *NONE# 

3.   *9C TCP/IP KP iSeries Access for Windows,XktC QUSER C'E*D~# 
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m 3. (C~q$_D\k 

DST 6p C'j61 \k (iD5 

y>\& 11111111 11111111 v2+\m1*@DG=#D5#2 

+?\& 22222222 222222223 v2+\m1*@DG=#D5#2 

2+T\& QSECOFR QSECOFR3 v2+\m1*@DG=#D5#2 

~q\& QSRV QSRV3 v2+\m1*@DG=#D5#2 

": 

1.   C'j6vTZYw53D PowerPC® AS(RISC)"PfGXhD# 

2.   g{zD2~~qzmh*9CKC'j6M\k"a,rZ2~~qzmk*s+\k

|D*B5# 

3.   ~q$_C'E*D~+ZZ;N9C|1=Z# 

  

": ;\(}QO$Dh8|D DST \k#bTZ`,DyP\kMT&DC'j6

2GgK#PXQO$Dh8D|`E",kND0iSeries E"PD1PD0Yw

XF(1hCE"# 

hC"a5 

m 4 T>8v5,zIThC|G494Z(C'|SQT"a=zD53#g{zK

P CFGSYSSEC |n,|+b)535hC*(iDhC#zITZ iSeries Security 

Reference ;iD Chapter 3 PDAPXb)535D|`E"# 

 m 4. "a535 

535{F hv (iDhC 

QAUTOCFG 53GqT/dCBh8# 0(q) 
QAUTOVRT g{;Ph8IC,53+T/4(Dibh8

hv}# 

0 

QDEVRCYACN 1h8Z"zms.sXB,S1534PDY

w#
1 

*DSCMSG 

QDSCJOBITV ZaxQO*,SDw5.053H}D1d# 120 
QDSPSGNINF 1C'"a1,53GqT>XZH0"an/

DA;E"# 

1(G) 

QINACTITV 1;%=w5;n/1,Z4PYw.053H

}D1d# 

60 

QINACTMSGQ 1o= QINACTITV 1d\Z1534PDY

w# 

*ENDJOB 

QLMTDEVSSN 53Gqh9;vC',1Z`v$w>O"

a# 

1(G) 

QLMTSECOFR _P *ALLOBJ r *SERVICE X(DC'Gq

;\ZX($w>O"a# 

1(G)2 

QMAXSIGN ,x;}7"aDns"TN}(C'E*D~

r\k;}7)# 

3 

QMAXSGNACN 1o= QMAXSIGN ^F1,534PDYw# 3({CC'E*

D~Mh8) 
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m 4. "a535 (x) 

535{F hv (iDhC 

": 

1.   1T=8( TELNET a0Dh8hv1,53ITO*,S"XB,S TELNET a0# 

2.   g{+535hC* 1(G),+h*T=Z(Th8_P *ALLOBJ r *SERVICE X(

DC'#4PKYwDnr%D=(GZh QSECOFR C'E*D~TX(h8D 

*CHANGE (^# 

  

|D"ams{" 

ZMk*@{GN1\;T3k53!Cx=#10"a1A;ODms{"T>\

k;}71,ZMITY(CC'j6G}7D#IT(}9C0|D{"hv1

(CHGMSGD)|n|D=v"ams{"DD>4h9ZM#m 5 T>(iDD># 

 m 5. "ams{" 

{"j6 ;6DD> (iDD> 

CPF1107 CPF1107 - C'E*D~D\k

;}7# 

"aE";}7 

":;*Z{"D>P|({"j6# 

CPF1120 CPF1120 - C' XXXXX ;f

Z# 

"aE";}7# 

":;*Z{"D>P|({"j6# 

  

wHC'E*D~DICT 

zI\k*3)C'E*D~vZ;lD3)1dr;\D3)lPICZ"a#}

g,g{z*2+TsF1hCKE*D~,zI\k*vZ2EsF1$wD1d

ZdtCCC'E*D~#2I\k*Z5`1dZd{C_P *ALLOBJ X(DC'

E*D~(|( QSECOFR C'E*D~)# 

IT9C0|D$nwHn1(CHGACTSCDE)|n4+C'E*D~hC*T/t

CM {C#TZh*wHD?vC'E*D~,4(;v(eCC'E*D~DwHD

n# 

}g,g{h* QSECOFR E*D~vZOg 7 cMmO 10 c.dIC,z+Z 

CHGACTSCDE A;OdkBPZ]: 
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5JO,zI\h*C QSECOFR E*D~vZ?lD\P^D8v!1ZIC#IT

9C_P *SECOFR `Dm;vC'E*D~44Ps`}53&\#rK,&\b+

+ODC'E*D~)6Z%w.B# 

IT(Z9C0T>sFU>n1(DSPAUDJRNE)|n4r! CP (|DE*D~)

sFU>n#9Cb)n4i$53Gqy]zF.DwH4tCM{CC'E*D

~# 

liT7#}Zy]zF.DwH{CC'E*D~Dm;v=(G9C0r!C'

E*D~1(PRTUSRPRF)|n#1*(f`M8( *PWDINFO 1 ,(f|(?v

y!C'E*D~D4,#}g,g{z(Z{C_P *ALLOBJ X(DyPC'E*

D~,rZ{CE*D~.s,zITwHBP|n4"4KP: 

PRTUSRPRF TYPE(*PWDINFO) SELECT(*SPCAUT) SPCAUT(*ALLOBJ) 

}%;n/C'E*D~ 

zD53&Cv|,h*DC'E*D~#g{IZC'Qk*rZi/P4Pm;

vw5,yT;Yh*C'E*D~,r}%CC'E*D~#g{3vK$ZSi

/k*,r{C(!{$n)CC'DE*D~#;X*DC'E*D~I\a)T

zD53D4Z(DkZ# 

T/{CC'E*D~ 

IT9C0VvE*D~n/1(ANZPRFACT)|n4(Z{CZ8(Dl}PQ

;n/DC'E*D~#1z9C ANZPRFACT |n1,8(53iRD;n/l}#

53i4C'E*D~DON9CUZ"V4UZM4(UZ# 

;)z* ANZPRFACT |n8(K3v5,53MZ?\Bg 1 cwH;vw54K

P(SzZ;N8(K5.sDG;l*<)#Cw5liyPE*D~"{C;n/

E*D~#z;h*YN9C ANZPRFACT |n,}Gzh*|D;n/l}# 

IT9C0|Dn/E*D~Pm1(CHGACTPRFL)|n493)E*D~b} 

ANZPRFACT &m#CHGACTPRFL |n4( ANZPRFACT |n+;{CDC'E*

D~Pm,;\G)E*D~Q`$1d;n/# 

153KP ANZPRFACT |n1,|Z{CD?vC'E*D~DsFU>P4k;

v CP n #IT9C DSPAUDJRNE |n4P>n|{CDC'E*D~# 

              |D$nwHn(CHGACTSCDE) 
  
dk!n"404P1|# 
  

C'E*D~ . . . . . . . . . . > QSECOFR       {F 
tC1d . . . . . . . . . . . . > ’7:00’        1d, *NONE 
{C1d . . . . . . . . . . . . > ’22:00’       1d, *NONE 
GZ8 . . . . . . . . . . . . . > *MON          *ALL, *MON, *TUE, *WED... 
                                 > *TUE 
                                 > *WED 
                                 > *THU 
                    + q!|`5 > *FRI 
  

 
< 2. wHE*D~$nA; - y>
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": v1 QAUDCTL 58( *AUDLVL R QAUDLVL 5358( *SECURITY 1,

53E4ksFn# 

liT7#}Zy]zF.DwH{CC'E*D~Dm;v=(G9C0r!C'

E*D~1(PRTUSRPRF)|n#1*(f`M8( *PWDINFO 1,(f|(?vy

!C'E*D~D4,# 

T/}%C'E*D~ 

IT9C0|D=ZwHn1(CHGEXPSCDE)|n4\mC'E*D~D}%r{

C #g{z*@3vC'+$Zk*,zITwH}%r{CCC'E*D~# 

Z;N9C CHGEXPSCDE |n1,|4(;vw5wHn,|Z?lDg9s 1 V

SKP#Cw5i4 QASECEXP D~47(GqwHNNC'E*D~TCZZGl

}%# 

9C CHGEXPSCDE |n,I{Cr>}C'E*D~#g{z!q>}C'E*D

~,rzXk8(53+TCC'5PDTs4P24Yw#ZwHC'E*D~T

CZ>}.0,h*P?CC'5PDTs#}g,g{CC'5PXC(^DL

r,zGq*G)LrXCByP_DyP(?r_,BDyP_GqHXhD_P

|`(^(gX()?rm,zh*4(_PX((^DBC'E*D~45Ph*

XC(^DLr# 

2h*P?g{>}C'E*D~,Gq+"zNN&CLrJb#}g,GqNN

w5hv8(CC'E*D~w*1!C'? 

IT9C0T>=ZwH1(DSPEXPSCD)|n4T>wH*{Cr}%DE*D~

Pm# 

IT9C0T>Z(C'1(DSPAUTUSR)|n4P>zD53ODyPC'E*

D~#9C0>}C'E*D~1(DLTUSRPRF)|n4>}}ZDE*D~# 

2+T"b:: z(}+C'E*D~D4,hC* *DISABLED 4{CC'E*D

~#1{CC'E*D~1,z9|;ICZ;%=9C#;\9C

{CDC'E*D~"ar+zDw5|D={CDC'E*D~#

z&mw5ITZ{CDC'E*D~.BKP# 

\b1!\k 

1z4(BDC'E*D~1,1!5G9\kkC'E*D~{F`,#g{3v

KKbCZ8(E*D~{FD_T"*@BDC'}ZSkzDi/,b*3vK

xkzD53a)Kza# 

1z4(BDC'E*D~1,<G8((;DG=#D\k,x;*9C1!\

k#+C\kX\f_BC',gZEvzD2+_TD06-9C531DEP#

(}+C'E*D~hC* PWDEXP(*YES) 4*sC'ZZ;NC'"a1|D\k# 

IT9C0Vv1!\k1(ANZDFTPWD)|n4liZ53ODyPC'E*D

~Tq!1!\k# 1zr!(f1,zIT!q8(g{\kkC'E*D~{F`

,,r53&C4PYw(g{CC'E*D~)#ANZDFTPWD |nr!|R=DE

*D~PmM|4PDNNYw# 
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": \kT%rS\q=f"ZzD53P#;\b\|G#53S\8(D\k"

+|kf"D\kHO,}g|Zz"a531+li\k;y#g{z}Zs

F(^JO(*AUTFAIL),r53+*;_P1!\kD?vC'E*D~4k 

PW sFU>n(TZKP V4R1 r|g"PfD53)#S V4R2 *<,1zK

P ANZDFTPWD |n1,53;4k PW sFU>n# 

`X"aM\kn/ 

g{zXDxkzD53D4Z("T,IT9C PRTUSRPRF |n4ozz ̀ X"

aM\kn/# 

TBG9CK(fD8v(i: 

v   7(3)C'E*D~D\k=Z1ddtGqH535$T0Gqw{O$D=

Z1ddt#}g,Z(fP,USERY _P 120 lD\k=Z1ddt# 

v   (ZKPK(f4`X4I&D"a"T#}"T3kzD53D3vKI\*@

53Z;(}?D4I&D"T.s4PYw#?lmO,<83k53D3k_

I\"THzD QMAXSIGN 5YDN}TbaQz"bb)"T#;x,g{zZ

?lg?gcKPK(f""b=3)E*D~-#_P4I&D"a"T,rz

IT3Izv=KJb# 

v   j6$1d49Crd\k$1d4|DDC'E*D~#

f"\kE" 

*'V3)xg&\M(Ehs,iSeries ~qwa);V2+=(4f"ITb\D\

k#}g,539Cb)\k4("km;53D SLIP ,S#(Z 111 3D:2+TM

&va0;hvKbVf"\kDC(#) 

iSeries ~qw+b)Xb\kf"ZNNC'LrrSZ<;ICJD2+xrZ#v

T=Z(D53&\IThCb)\k"lw|G# 

}g,1+f"D\kCZ&v SLIP ,S1,C4(dCE*D~(WRKTCPPTP)

D53|nhC\k#zXk_P *IOSYSCFG E\9CC|n#Z&v}LZd,;

vXp`kD,SE>lw\k"+|b\#C'MNNw5G<Z<{;=b\D

\k# 

w*2+\m1,h*v(GqJmZ53Of"ITb\D\k#9C0#t~q

w2+T}]1(QRETSVRSEC)53548(Kv(#1!5G 0(q)#rK,}

GT=XhCK535,qr53+;f"ITb\D\k# 

g{_Pf"\kDxgr(Ehs,&hC}7D_T"Kb_T"xPkoiD

(E#}g,19C SLIP km;v iSeries ~qw(E1,=v53<&<GhCX

bC'E*D~T("a0#CXbE*D~Z53O&_P\^FD(^#bIT

^F1Ow53Op&Kf"\k1T53D0l# 
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Z 4 B + iSeries dC*9C2+T$_ 

KE"hvgNhCzD5349C2+T$_,|G OS/400 D;?V#1z20 

OS/400 s,2+T$_MIT9CK#TBwba)9C2+T$_DYw}LD(

i# 

2+XYw2+T$_ 

1z20 OS/400 1,k2+T$_X*DTsG2+D#*2+XYw2+T$_,

\bTNN2+T$_TsxP(^|D# 

TBGTZ2+T$_TsD2+ThCMhs: 

v   2+T$_LrM|n;Z QSYS z7bP#b)|nMLrZ;61+2(^* 

*EXCLUDE#m`2+T$_|nZ QUSRSYS bP4(D~#1534(b)D

~1,b)D~D+2(^G *EXCLUDE# 

 |,XZzIQ|DD(fDE"DD~_PT QSEC *<D{F#|,XZ\mC

'E*D~DE"DD~_PT QASEC *<D{F#b)D~|,XZzD53Dz

\E"#rK,z;&C|Db)D~D+2(^# 

v   2+T$_9C}#53hC4(rQr!Ddv#b)(f|,XZzD53D

z\E"#*+dv(rA#$dvSP,T+KP2+T$_DC'DC'E*

D~rw5hvxPJ1D|D# 

v   IZ{GD2+T &\T0IZ{GCJ53PDm`Ts,2+T$_|nh* 

*ALLOBJ X(#dP3)|n2h* *SECADM"*AUDIT r *IOSYSCFG X(#

*7#|nI&KP,1z9C2+T$_1,z&Cw*2+w\"a#rK,

z&C;h*TNN2+T$_|nZh(C(^#

\bD~e; 

m`2+T$_(f|n<a4(;v}]bD~,zIT9CCD~4r!(fD

Q|Df>#Z 26 3D:2+T|nD|nMK%;f_?v|nDD~{#z?N

S;vw5;\KP;v|n#s`}|nVZ_P5)b;cDli#g{zZm

;vw5P4jIKP3v|n1KPC|n,z+SU=ms{"# 

m`r!w5GKP1dO$Dw5#1z+(fa;Az&mr+|GmSAw5

wHLr1,zh*!DT\bD~e;#}g,zI\*C;,D!qj<r! 

PRTUSRPRF (fD=vf>#g{z+(fa;Az&m,r&C9C?NvKP;

vw5Dw5SP47#(fw543rKP# 

g{z9Cw5wHLr,rh*+=vw5wHV*Cc;6,T9Z;vf>j

I.s,Z~vw5Et/# 

#f2+T$_ 

?1zKP0#f531(SAVSYS)|nr0#f1K%PKP SAVSYS |nD3v

!n1,Ma#f2+T$_Lr# 
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2+T$_D~;Z QUSRSYS bP#z&CQ-+#fKbw*zD}#Yw}LD

;?V#QUSRSYS b|,53Om`mILrD}]#PXD)|nM!n#f 

QUSRSYS bD|`E",kND0E"PD1# 

2+T|nD|nMK% 

>Zhv2+T$_D|nMK%#>JOP|(XZgN9Cb)|nD>}# 

P=vK%ICZ2+T$_: 

v   CZT;%===KP|nD SECTOOLS(2+T$_)K%# 

v   CZTz&m==KP(f|nD SECBATCH(+2+T(fa;rwHAz&m)

K%#SECBATCH K%_P=v?V#CK%DZ;?V9C0a;w51

(SBMJOB)|n4a;(fTcTz&m=="4xP&m# 

 CK%DZ~?V9C0mSw5wHn1(ADDJOBSCDE)|n#9C|4wH

+Z8(UZM1d(ZKPD2+T(f#

02+T$_1K%!n 

m 6 hvTBK%!nMX*D|n: 

 m 6. C'E*D~D$_|n 

K%1!n |n{F hv 9CD}]bD~ 

1 ANZDFTPWD 9C0Vv1!\k1|n4(fC'E*D~

"Td4PYw,b)C'E*D~D\kHZ

C'E*D~{F# 

QASECPWD2 

2 DSPACTPRFL 9C0T>n/E*D~Pm1|n4T>rr

!bZ ANZPRFACT &mDC'E*D~P

m# 

QASECIDL2 

3 CHGACTPRFL 9C0|Dn/E*D~Pm1|n4r 

ANZPRFACT |nDb}PmPmSMSP}

%C'E*D~#n/C'E*D~PmPDC

'E*D~G@Cn/D(1=zSPmP}%

CE*D~*9)#ANZPRFACT |n;{Cn

/E*D~PmPDE*D~,;\CE*D~

Q`$1d;n/# 

QASECIDL2 

4 ANZPRFACT 9C0VvE*D~n/1|n4{CZ8(D

l}P49C}DC'E*D~#Z9C 

ANZPRFACT |n8(l}s,53?9KP 

ANZPRFACT w5# 

IT9C CHGACTPRFL |n4b}{CC'

E*D~# 

QASECIDL2 

5 DSPACTSCD 9C0T>E*D~$nwH1|n4T>rr

!XZCZtCM{CX(C'E*D~DwH

DE"#&9C CHGACTSCDE |n4(w

H# 

QASECACT2 
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m 6. C'E*D~D$_|n (x) 

K%1!n |n{F hv 9CD}]bD~ 

6 CHGACTSCDE 9C0|D$nwHn1|n49C'E*D~

vZ?lr?\D3)1dICZ"a#TZz

wHD?vC'E*D~,53*tCM{CN

}4(w5wHn# 

QASECACT2 

7 DSPEXPSCD 9C0T>=ZwH1|n4T>rr!Z+4

*;wHA{CrS53P}%DC'E*D~

Pm#9C CHGEXPSCDE |n4+C'E*

D~hC*=Z# 

QASECEXP2 

8 CHGEXPSCDE 9C0|D=ZwHn1|n4wH*}%DC

'E*D~#ITY1}%|((}{C|)r

S53P>}|#K|n9C?lZ 00:01(g

9s 1 VS)KPDw5wHn#Cw5i4 

QASECEXP D~47(Gq+NNC'E*D

~hC*ZGl=Z# 

9C DSPEXPSCD |n4T>wH*=ZDC

'E*D~# 

QASECEXP2 

9 PRTPRFINT 9C0r!E*D~Z?E"1|n4r!|,

XZZC'E*D~P|,Dn}DE"D(

f#n}7(C'E*D~Ds!# 

": 

1.   !n4T SECTOOLS K%# 

2.   KD~;Z QUSRSYS bP# 

  

 ITZK%PrB-34i4=S!n#m 7 hv2+TsFDK%!nMX*D|

n: 

 m 7. 2+TsFD$_|n 

K%1!n |n{F hv 9CD}]bD~ 

10 CHGSECAUD 9C0|D2+TsF1|n4hC2+TsF

M|DXF2+TsFD535#1zKP 

CHGSECAUD |n1,g{2+TsF

(QAUDJRN)U>;fZ,534(|# 

CHGSECAUD |na)9hC QAUDLVL(s

F6p)535|r%D!n#IT8( *ALL 

4$nyPI\DsF6phC#r_,IT8

( *DFTSET 4$nn#CDhC

(*AUTFAIL"*CREATE"*DELETE" 

*SECURITY M *SAVRST)# 

":g{9C2+T$_4hCsF,7#F.

zDsFU>SUwD\m#qr,zI\\l

v=EL{CJDJb# 

11 DSPSECAUD 9C0T>2+TsF1|n4T>XZ2+T

sFU>DE"MXF2+TsFD535# 
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m 7. 2+TsFD$_|n (x) 

K%1!n |n{F hv 9CD}]bD~ 

": 

1.   !n4T SECTOOLS K%# 

  

9C02+Tz&m1K% 

TBG SECBATCH K%DZ;?V: 

SECBATCH         +2+T(fa;rwHAz&m 
                                                                     53: 
!qBPdP.;: 
  
  +(fa;Az&m 
     1. XCTs 
     2. sFU>n 
     3. (^Pm(^ 
     4. |n(^ 
     5. |n(C(^ 
     6. (E2+T 
     7. ?<(^ 
     8. ?<(C(^ 
     9. D2(^ 
    10. D2(C(^ 
    11. D~(^ 
    12. D~(C(^ 
    13. D~P(^ 

1SKK%!q;v!n1,+4=0a;w51(SBMJOB)A;#g{*|D|

nD1!!n,ITZKPD|nPP4 F4(a>)# 

*i40wHz&m(f1,Z SECBATCH K%PrB-3#(}9CZK%DK?

VPD!n,zIT4P3)Yw,}g+zD53hC*(ZKPQ|Df>D(

f#ITrB-3Tq!=SK%!n#1SK%DK?V!q;v!n1,+4=

0mSw5wHn1(ADDJOBSCDE)A;# 

IT+bj(;ZKPD|nP"4 F4(a>)4*(f!q;,hC#&C8(Pb

eDw5{FTczITZT>w5wHn16pCn# 

02+Tz&m1K%!n 

Z 29 3Dm 8 hv2+T(fDK%!nMX*D|n: 

1zKP2+T(f1,53vr!,1zcz8(D!qj<M$_D!qj<D

E"#}g,8(C'E*D~{FDw5hvGk2+T`XD#rK,v1w5

hvD+2(^;G *EXCLUDE "R1w5hvZ USER N}P8(C'E*D~

{F1,w5hv(PRTJOBDAUT)(fEr!Z8(bPDw5hv# 

,y,1zr!S53E"(PRTSBSDAUT |n)1,v1S53hv_P8(C'

E*D~D(En1,53Er!XZCS53DE"# 

g{3vX((fr!DE"HzZ{DY,riD*zozE"4Rv(fD!q

j<# 
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m 8. 2+T(fD|n 

K%1!n |n{F hv 9CD}]bD~ 

1 M 40 PRTADPOBJ 9C0r!XCTs1|n4r!XC8(DC'

E*D~D(^DTsPm#IT8(%vE*D

~"`tE*D~{F(gT Q *<DyPE*

D~)rZ53ODyPC'E*D~# 

K(f_P=vf>#j{(fP>zc!qj<

DyPXCTs#|D(fP>10Z53ODX

CTsMONKP(f1Z53ODXCTs.d

;,D?V# 

QSECADPOLD2 

2 M 41 DSPAUDJRNE 9C0T>sFU>n1|n4T>rr!XZZ

2+TsFU>PDnDE"#IT!qX(Dn

`M"X(DC'M3v1dN# 

QASYxxJ43 

3 M 42 PRTPVTAUT *AUTL 1T *AUTL Ts9C0r!(C(^1|n1,

+SU=Z53OyP(^PmDPm#(f|(

T?vPmZ(DC'MC'TPm_P24(

^#9CKE"4ozzVvzD53ODTs(

^D4# 

K(f_P}vf>#j{(fP>Z53ODy

P(^Pm#|D(fP>TONKP(fT4T

(^D=SM|D#>}D(fP>TONKP(

fT4Q>}dT(^PmD(^DC'# 

1zr!j{(f1,IT!qr!?v(^Pm

#$DTsPm#53+*?v(^Pm4(%@

D(f# 

QSECATLOLD2 

6 M 45 PRTCMNSEC 9C0r!(E2+T1|n4r!zD53O0

l(EDTsDk2+T`XDhC#b)hC0

lC'Mw5ITgNxkzD53# 

K|nzI=v(f:;v(fT>53ODdC

PmDhC,m;v(fP>_7hv"XFwM

h8hvDk2+T`XDN}#?v(f_Pj

{f>M|Df># 

QSECCMNOLD2 

15 M 54 PRTJOBDAUT 9C0r!w5hv(^1|n4r!8(C'E

*D~M_P;G *EXCLUDE D+2(^Dw5

hvPm#(fT>Zw5hvP8(DC'E*

D~DX(# 

K(f_P=vf>#j{(fP>zc!qj<

DyPw5hvTs#|D(fP>10Z53O

Dw5hvTsMONKP(f1Z53ODw5

hvTs.d;,D?V# 

QSECJBDOLD2 

  

Z 4 B + iSeries dC*9C2+T$_ 29



m 8. 2+T(fD|n (x) 

K%1!n |n{F hv 9CD}]bD~ 

kND"M 4 PRTPUBAUT 9C0r!+2Z(Ts1|n4r!d+2(^

;G *EXCLUDE DTsPm#1zKPC|n

1,8((fDTs`MMb#9C PRTPUBAUT 

|n4r!XZ53OD?vC'ITCJDTs

DE"# 

K(f_P=vf>#j{(fP>zc!qj<

DyPTs#|D(fP>10Z53OD8(T

sMONKP(f1Z53ODTs(_PZ,;

bP`,`M).d;,D?V# 

QPBxxxxxx5 

kND"M 

5# 

PRTPVTAUT 9C0r!(C(^1|n4r!TZ8(bP_

P8(`MDTsD(C(^Pm#9CK(f4

ozz7(TTsD(^4# 

K(f_P}vf>#j{(fP>zc!qj<

DyPTs#|D(fP>10Z53OD8(T

sMONKP(f1Z53ODTs(_PZ,;

bP`,`M).d;,D?V#>}D(fP>

TONr!(fT4Q>}dTTsD(^DC

'# 

QPVxxxxxx5 

24 M 63 PRTQAUT 9C0r!SP(f14r!53ODdvSPM

w5SPD2+ThC#b)hCXF-ITi4

M|DZdvSPrw5SPPDn# 

K(f_P=vf>#j{(fP>zc!qj<

DyPdvSPMw5SPTs#|D(fP>1

0Z53ODdvSPMw5SPTsMONKP

(f1Z53ODdvSPMw5SPTs.d;

,D?V# 

QSECQOLD2 

25 M 64 PRTSBSDAUT 9C0r!S53hv1|n4r!53OS53

hvDk2+T`XD(En#b)hCXF$w

ITgNxkzD53T0w5gNKP#v1(

f_P8(C'E*D~{FD(En1,(fE

r!S53hv# 

K(f_P=vf>#j{(fP>zc!qj<

DyPS53hvTs#|D(fP>10Z53

ODS53hvTsMONKP(f1Z53OD

S53hvTs.d;,D?V# 

QSECSBDOLD2 

26 M 65 PRTSYSSECA 9C0r!532+TtT1|n4r!k2+T

`XD535MxgtTPm#(fT>105M

(iD5# 

27 M 66 PRTTRGPGM 9C0r!%"wLr1|n4r!kzD53O

D}]bD~X*D%"wLrPm# 

K(f_P=vf>#j{(fP>8(D"zc

zD!qj<D?v%"wLr#|D(fP>T

ONKP(fT48(D%"wLr# 

QSECTRGOLD2 
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m 8. 2+T(fD|n (x) 

K%1!n |n{F hv 9CD}]bD~ 

28 M 67 PRTUSROBJ 9C0r!C'Ts1|n4r!ZbPDC'T

s(;GI IBM a)DTs)Pm#IT9CK

(f4r!;ZZbPmD53?VPDb(g 

QSYS)PDC'TsPm# 

K(f_P=vf>#j{(fP>zc!qj<

DyPC'Ts#|D(fP>10Z53ODC

'TsMONKP(f1Z53ODC'Ts.d

;,D?V# 

QSECPUOLD2 

29 M 68 PRTUSRPRF 9C0r!C'E*D~1|n4Vvzc8(u

~DC'E*D~#ITy]Xb(^"C'`r

ZXb(^MC'`.dD;%d4!qC'E*

D~#ITr!(^E""73E""\kE"r

\k6pE"# 

30 M 69 PRTPRFINT 9C0r!E*D~Z?E"1|n4r!XZn

}DE"D(f# 

31 M 70 CHKOBJITG 9C0liTsj{T1|n47(Gq|DKI

YwDTs(gLr)x49C`kw#K|nI

TozzlbZzD53O}k!>Lrr+Lr

|D*4P4Z(8>E"D"TN}#iSeries 

Security Reference ;ia)KXZ CHKOBJITG 

|nD|`E"# 

": 

1.   !n4T SECBATCH K%# 

2.   KD~;Z QUSRSYS bP# 

3.   xx G=vV{DU>n`M#}g,AE U>nD#MdvD~G QSYS/QASYAEJ4#Z iSeries Security Reference 

;iD Appendix F PhvK#MdvD~# 

4.   SECBATCH K%|,;cT2+\m1X*DTs`MD!n#}g,9C!n 11 r 50 4T *FILE TsKP 

PRTPUBAUT |n#9C;c!n(18 M 57)48(Ts`M# 

5.   SECBATCH K%|,;cT2+\m1X*DTs`MD!n#}g,!n 12 r 51 T *FILE TsKP 

PRTPVTAUT |n#9C;c!n(19 M 58)48(Ts`M# 

6.   ZD~D{FPD xxxxxx zmTs`M#}g,LrTsDD~TZ+2(^F* QPBPGM,xTZ(C(^F* 

QPVPGM#D~;Z QUSRSYS bP# 

 D~|,zr!d(fD?vbD;vI1#I1{Fkb{F`,# 

  

CZ(F2+TD|n 

Z 32 3Dm 9 hvITC4(FzD53OD2+TD|n#b)|n;Z 

SECTOOLS K%P# 
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m 9. CZ(FzD53D|n 

K%1!n |n{F hv 9CD}]bD~ 

60 CFGSYSSEC 9C0dC532+T1|n4+k2+T`XD53

5hC*d(iDhC#C|n2hCzD53OD2

+TsF#:I0dC532+T1|nhCD5;h

vC|n4PDYw# 

":*q!TZzDiv(FD2+T(i,KP

0iSeries 2+Tr<1r0iSeries 2+TKJLr1,

x;GKPK|n#PXb)$_DE",kNDZ 9 

3DZ 2 B, :iSeries 2+Tr<M eServer Security 

Planner;# 

61 RVKPUBAUT 9C07z+2(^1|nD==+zD53OT;i

2+TtPD|nD+2(^hC* *EXCLUDE#Z 

34 3D:07z+2(^1|nD&\;P> 

RVKPUBAUT |n4PDYw# 

": 

1.   !n4T SECTOOLS K%# 

  

I0dC532+T1|nhCD5 

m 10 P>KP CFGSYSSEC |n1hCD535#CFGSYSSEC |nKPF* 

QSYS/QSECCFGS DLr# 

 m 10. I CFGSYSSEC |nhCD5 

535{F hC 535hv 

QALWOBJRST *NONE GqITV4534,LrMXC(^DLr 

QAUTOCFG 0(q) Bh8DT/dC 

QAUTOVRT 0 g{;Ph8IC,53+T/4(Dibh8hv}# 

QDEVRCYACN *DSCMSG(k{"O*

,S) 

XB("(E1D53Yw 

QDSCJOBITV 120 53TO*,SDw54PYw.0D1d\Z 

QDSPSGNINF 1(G) C'Gq4="aE"A; 

QINACTITV 60 53T;n/D;%=w54PYw.0D1d\Z 

QINACTMSGQ *ENDJOB 53T;n/Dw54PDYw 

QLMTDEVSSN 1(G) Gq+C'^F*;NZ;vh8O"a 

QLMTSECOFR 1(G) C'+ *ALLOBJ M *SERVICE C'^FZX(h8 

QMAXSIGN 3 Jm`YN,xD'\"a"T 

QMAXSGNACN 3(=_) 1o= QMAXSIGN ^F1,53G{C$w>9G{CC'E*

D~# 

QRMTSIGN *FRCSIGNON 53gN&m6L(+]r TELNET)"a"T# 

QRMTSVRATR 0(XU) JmT6L==Vv53# 

QSECURITY Z 33 3D 

1 

50 5)D2+6p 

QVFYOBJRST 3(V41i$){) V41i$Ts 

QPWDEXPITV 60 C'Xk|Dd\kD5J 
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m 10. I CFGSYSSEC |nhCD5 (x) 

535{F hC 535hv 

QPWDMINLEN 6 \kDn!$H 

QPWDMAXLEN 8 \kDns$H 

QPWDPOSDIF 1(G) B\kPD?v;CGq<XkkO;v\kPD`,;C;, 

QPWDLMTCHR kND"M 2 \kP;JmDV{ 

QPWDLMTAJC 1(G) \kPGq{9`Z}V 

QPWDLMTREP 2(;\,xXX4) \kPGq{9X4V{ 

QPWDRQDDGT 1(G) \kGqXkAY_P;v}V 

QPWDRQDDIF 1(32 (;\k) h*`Y(;\kEIX4\k 

QPWDVLDPGM *NONE 53wCTi$\kDC'vZLr 

": 

1.   g{10ZC 40 r|MD QSECURITY 5KP,Z|D*|_D2+6p.0,7#4i iSeries Security Reference 

;iD Chapter 2 PDE"# 

2.   ^FDV{T{"j6 CPXB302 f"Z{"D~ QSYS/QCPFMSG P#|GGw* AEIOU@$# ;6D#IT9C

0|D{"hv1(CHGMSGD)|n4|D^FDV{#Z\k6p 2 r 3 45) QPWDLMTCHR 535# 

  

 CFGSYSSEC |n2TBP IBM a)DC'E*D~+\khC* *NONE: 

   QSYSOPR 

   QPGMR 

   QUSER 

   QSRV 

   QSRVBAS 

ns,CFGSYSSEC |n(}9C0|D2+TsF}L1(CHGSECAUD)|nhC

2+TsF}L# CFGSYSSEC |nr*YwMTssF",1,8(YwD1!hC

TZ CHGSECAUD |nOsF# 

(FLr 

g{dP3)hC;JZzD20,IT4(&mC|nDLrDT:Df>#4P

BPYw: 

__ =h 1.   9C0lw CL 41(RTVCLSRC)|n44F19C CFGSYSSEC |n

1KPDLrD4#*lwDLrG QSYS/QSECCFGS#1lw|1,xh

|;v;,D{F# 

__ =h 2.   `-LrTxP|D#;s`k|#`k|1,7#4f; IBM a)D 

QSYS/QSECCFGS Lr#zDLr&_P;,D{F# 

__ =h 3.   9C0|D|n1(CHGCMD)|n4|D CFGSYSSEC |nD0&m|

nDLr1(PGM)N}#+ PGM 5hC*zDLrD{F#}g,g{

ZF* MYSECCFG D QGPL bP4(Lr,XkdkTB|n: 

CHGCMD CMD(QSYS/CFGSYSSEC) PGM(QGPL/MYSECCFG) 

": g{|D QSYS/QSECCFGS Lr,IBM ;\#$r,>LrDI?

T"JCT"T\r&\#w>D;#$yw|(JzTMJCZ3

X(C>D,>#$#
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07z+2(^1|nD&\ 

IT9C07z+2(^1(RVKPUBAUT)|n+;i|nMLrD+2(^hC

* *EXCLUDE#RVKPUBAUT |nKPF* QSYS/QSECRVKP DLr#1;6 

QSECRVKP 1,|7zm 11 PP>D|nMm 12 PP>D&CLr`LSZ(API)

D+2(^((}++2(^hC* *EXCLUDE)#153=o1,b)|nM API D

+2(^QhC* *USE# 

m 11 PP>D|nMm 12 PP>D API <aZ53O4PI\a)qwgzaD&

\#w*2+\m1,z&T=XZ(C'KPb)|nMLr,x;G9|GTZ

yP53C'<IC# 

1KP RVKPUBAUT |n1,8(|,|nDb#1!5G QSYS b#g{53O

P`V>XoT,rh*T?v QSYSxxx bKPC|n# 

 m 11. +2(^I RVKPUBAUT |nhCD|n 

ADDAJE 

ADDCFGLE 

ADDCMNE 

ADDJOBQE 

ADDPJE 

ADDRTGE 

ADDWSE 

CHGAJE 

CHGCFGL 

CHGCFGLE 

CHGCMNE 

CHGCTLAPPC 

CHGDEVAPPC 

CHGJOBQE 

CHGPJE 

CHGRTGE 

CHGSBSD 

CHGWSE 

CPYCFGL 

CRTCFGL 

CRTCTLAPPC 

CRTDEVAPPC 

CRTSBSD 

ENDRMTSPT 

RMVAJE 

RMVCFGLE 

RMVCMNE 

RMVJOBQE 

RMVPJE 

RMVRTGE 

RMVWSE 

RSTLIB 

RSTOBJ 

RSTS36F 

RSTS36FLR 

RSTS36LIBM 

STRRMTSPT 

STRSBS 

WRKCFGL 
  

m 12 PD API <Z QSYS bP: 

 m 12. +2(^I RVKPUBAUT |nhCDLr 

QTIENDSUP 

QTISTRSUP 

QWTCTLTR 

QWTSETTR 

QY2FTML 
  

KP RVKPUBAUT |n1,53+y?<D+2(^hC* *USE(}G|QG *USE 

r|M(^)# 

(FLr 

g{dP3)hC;JZzD20,IT4(&mC|nDLrDT:Df>#4P

BPYw: 

__ =h 1.   9C0lw CL 41(RTVCLSRC)|n44F19C RVKPUBAUT |n

1KPDLrD4#*lwDLrG QSYS/QSECRVKP#1lw|1,xh

|;v;,D{F# 

__ =h 2.   `-LrTxP|D#;s`k|#`k|1,7#4f; IBM a)D 

QSYS/QSECRVKP Lr#zDLr&_P;,D{F# 
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__ =h 3.   9C0|D|n1(CHGCMD)|n4|D RVKPUBAUT |nD0&m|

nDLr1(PGM)N}#+ PGM 5hC*zDLrD{F#}g,g{

ZF* MYRVKPGM D QGPL bP4(Lr,XkdkTB|n: 

CHGCMD CMD(QSYS/RVKPUBAUT) PGM(QGPL/MYRVKPGM) 

": g{|D QSYS/QSECRVKP Lr,IBM ;\#$r,>LrDI?

T"JCT"T\r&\#w>D;#$yw|(JzTMJCZ3

X(C>D,>#$#
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Z 2 ?V _6 iSeries 2+T 
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Z 5 B 9CTs(^#$E"Jz 

zw*2+\m1yfYDt=MGZ;F553ODC'DivB#$si/DE

"Jz#h*7#C'_Pc;D(^4jI{GDw5,x^hZh{G/@{v

53MxP4Z(|DD(^# 

 

 

2+T<I 

+OqD(^I\lI`4Da{#C'P1(}KK2m\kT+OqD(^

^Fwv4&#

 OS/400 Yw53a)/ITs2+T#C' Xk9C53a)DSZ4CJTs#}

g,g{z*CJ}]bD~,Xk9C(ECZCJ}]bD~D|nrLr#;

\9C(ECZCJ{"SPrw5G<D|n# 

?1z9C53SZ4CJTs1,53i$zGq_PCSZyh*DCJCTs

D(^ CSZ#Ts(^GCZ#$zD53ODJzD&\?sRinD$_#zw

*2+\m1Dt=MGhCzIT\mM,$DP'DTs2+T=8# 

Ts(^5) 

?1z"TCJTs1,Yw53lizTCTsD(^#;x,g{+zD53O

D2+6p(QSECURITY 535)hC* 10 r 20,r?vC'T/_PCJ?v

TsD(^,r*?vC'E*D~_P *ALLOBJ X(# 

Ts(^<I:g{z;7EzGq}Z9CTs2+T,li QSECURITY(2+6

p)535#g{ QSECURITY G 10 r 20,rz4Z9CTs2+T# 

Z|D*2+6p 30 r|_6p.0,XkF.M<8#qr,zDC'I\;\C

J{Gh*DE"# 

ZE"PDPDy>532+TMF.wba)K;V=(,C=(CZVvzD&

CLrMv(&CgNhCTs2+T#g{zP49CTs2+Trg{zDTs

2+T=8Q}Zr\4S,DAKwb4ozzkE# 

K%2+T 

iSeries ~qwnuhFI S/36 M S/38 Dsxz7#m` iSeries ~qw20x-G 

S/36 20r S/38 20#*KXFC'IT4PDYw,ZG)gZ53OD2+\m

1##9CF*K%2+TrK%CJXFD<u# 

K%CJXF8DG1C'"a1,CC'4=;vK%#C';\4PK%PD&

\#C';\q!53OD|nP44P;ZK%PDNN&\#Zm[O,2+\

m1;X#DTsD(^,r*K%MLrXFC'IT4PDYw# 

iSeries ~qwa)8vC'E*D~!n4ozK%CJXF,zIT9C: 
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v   u<K%(INLMNU)N}4XFZC'"a.sWH4=24K%# 

v   u<Lr(INLPGM)N}4ZC'4=K%.0KPhCLr#r_,zIT9

C INLPGM N}4+C'^FZKP%vLr# 

v   ̂ F&\(LMTCPB)N}4+C'^FZP^D;i|n#|2h9C'Z0"

a1A;O8(;,Du<LrrK% (LMTCPB N}v^FS|nPdkD|

n#)

K%CJXFD^F 
FczMFczC'Z}%D8jPQ|DKm`#Pm`$_IC(gi/LrM

gSmq),byC'ITxP{GT:D`L4ua IS ?ED:##3)$_(g 

SQL r ODBC)a)i4E"M|DE"D&\#ZK%a9PtCb)$_G\'Q

D# 

L(&\(0L+A;1)$w>\l;vKFczMFcz=FczDxgf;#

g{zD53Nk=xgP,C'ITxkzD53,x4x4="aA;rK%# 

w*}Z"T5)K%CJXFD2+\m1,zv=K=vy>Jb: 

v   g{zI&+C'^FZK%,rzDC'+I\;dl,r*^FK{G9CV

z$_D\&# 

v   g{z;I&,rzI\9K%CJXF&C#$DX|Dz\E"b=#U#1

zD53Nk=xgP1,z5)K%CJXFD\&5MK#}g,LMTCPB N}

vJCZZ;%=a0PS|nPdkD|n#LMTCPB N}T4T(Ea0Dks

(g PC D~+M"FTP r6L|n);P0l#

9CTs2+Ta_K%CJXF 
TZICZ,SA53Dm`B!n,+4DIPD iSeries ~qw2+T=8;\;

@5ZK%CJXF#Kwba)CZrTs2+T73F/49dzDK%CJX

FD(i# 

ZE"PDPDy>532+TMF.wbhvCZVv(^D<u,C'XkTT

s_PC(^E\KPzD10&CLr#;sz+C'8(xi"ZhiJ1D(

^#K=(OmROu_-#;x,g{zD53QKPKm`jR_Pm`&CL

r,rVv&CLrMhCTs(^DNqI\Gh^D# 

Ts(^<I:kXCLryP_D(^DLriOD10K%ITa)g=K%C

JXFD}I#7##$XC(^DLrM5P|GDC'E*D~# 

1zp=VvzD&CLrMTs1,zI\\;9CzD10K%4ozzhC}

I73#TBG9C0)%dk1(OEMENU)K%T0X*DD~MLrD>}# 

>}:hC}I73 

K>}SBPYhMhs*<: 

v   yPD~<;Zb ORDERLIB P# 

v   z"G*@yPD~D{F#z2;*@K%!nT;,DD~h*24(^# 

v   K%M|wCDyPLr<;ZF* ORDERPGM DbP# 

v   k*IT"a=zD53D?vK\;i4yP)%D~"M'D~ML7D~P

DE"(}g,9Ci/rgSmq)# 
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v   ;Pd10"aK%G OEMENU DC'&C\;|DD~#xR,{GXk9CZ

K%PDLr44PKYw# 

v   G2+\m1D53C';_P *ALLOBJ r *SECADM X(#

4PBP=h4|DKK%CJXF73TJ&i/Dh*: 

__ =h 1.   zIdu<K%G OEMENU DC'DPm# 

 IT9C0r!C'E*D~1(PRTUSRPRF *ENVINFO)|n4P>z

D53OD?vC'E*D~D73#C(f|(u<K%"u<LrM

10b#Z 55 3D< 7 T>C(fD;v>}# 

__ =h 2.   7# OEMENU Ts(|ITG *PGM Tsr *MENU Ts)GI;CZ

"aDC'E*D~yP#&C{CCC'E*D~r|_P\k *NONE#

TZK>},Y( OEOWNER 5P OEMENU LrTs# 

__ =h 3.   7#5P OEMENU LrTsDC'E*D~;GiE*D~#IT9CB

P|n: 

DSPUSRPRF USRPRF(OEOWNER) TYPE(*GRPMBR) 

__ =h 4.   |D OEMENU Lr4XC OEOWNER C'E*D~D(^#(9C 

CHGPGM |n4+ USRPRF N}|D* *OWNER#)

": *MENU Ts;\XC(^#g{ OEMENU G;v *MENU Ts,

zIT(}4PBPYw.;4^DK>}: 

v   4(T>CK%DLr# 

v   9C1C'S OEMENU K%P!q!n1KPDLrDXC(^#

__ =h 5.   (}dkBP=v|n+Z ORDERLIB PDyPD~D+2(^hC* 

*USE: 

RVKOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(*PUBLIC) 
     AUT(*ALL) 
GRTOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(*PUBLIC) 
   AUT(*USE) 

 G!,g{z!q *USE (^,rC'IT(}9C PC D~+Mr 

FTP 44FD~# 

__ =h 6.   (}dkTB|n4Zh5PK%LrDE*D~TD~D *ALL (^: 

GRTOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(OEOWNER) 
     AUT(*ALL) 

 TZs`}&CLr,TD~D *CHANGE (^Qc;#;x,zD&C

LrI\4Ph*H *CHANGE |`(^D&\,ge}omD~I1#

ns,z&CVvzD&CLr"va)&CLryh*Dn!(^#;

x,Z}IZd,(}XC *ALL (^\bKI\IZ(^;c}pD&

CLrJO# 

__ =h 7.   (}dkBP|n4^FTZ)%bPDLrD(^: 

GRTOBJAUT OBJ(ORDERPGM/*ALL) OBJTYPE(*PGM) USER(*PUBLIC) 
   AUT(*EXCLUDE) 

__ =h 8.   (}dkBP|n4Zh OEOWNER E*D~TZbPDLrD(^: 

GRTOBJAUT OBJ(ORDERPGM/*ALL) OBJTYPE(*PGM) USER(OEOWNER) 
   AUT(*USE) 

__ =h 9.   (}*?vC'dkBP|n4ZhZ=h 1 Pj6DC'TK%LrD(

^: 
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GRTOBJAUT OBJ(ORDERPGM/OEMENU) OBJTYPE(*PGM) 
     USER(user-profile-name) AUT(*USE) 

1zjIb)=h1,4T=E}DyP53C'<+\;CJ(+;\|D)Z 

ORDERLIB bPDD~#T OEMENU Lr_P(^DC'+\;9C;ZK%PD

Lr4|BZ ORDERLIB bPDD~#;PT OEMENU Lr_P(^DC'VZ+

\;|DZKbPDD~#Ts2+TMK%CJXFDiO#$D~# 

1zT|,C'}]DyPbjI`FD=h1,zM4(KCZXF}]b|BD

;vr%=8#K=(h953C'|B}]bD~,Z{G9Cz<DK%MLr

1}b#,1,zzIKICZ_Pv('V$_r_P4Tm;v53r PC D4S

DC'i4"VvM4FD}]bD~# 

Ts(^<I:1zD53Nk=xgP1,*USE (^ITa)HzZ{D|`(^#

}g,9C FTP,g{zT3vD~_P *USE (^,rIT+CD~4F=m;v5

3(|( PC)# 

9Cb2+T49dK%2+T 

*CJZ3vbPD3vTs,zXkTCTsMCb,1_P(^#s`}Ywh

*TbD *EXECUTE (^r *USE (^# 

y]zDiv,zI\\;9Cb(^w*#$TsDr%=(#}g,Y(TZ

0)%dk1K%>},T0)%dk1K%_P(^D?vK<IT9CZ 

ORDERPGM bPDyPLr#;G#$%vLr,xGzIT+T ORDERPGM bD

+2(^hC* *EXCLUDE#;s,zIT+TbD *USE (^ZhX(DC'E*

D~,b+Jm|G9CCbPDLr#(bY(TLrD+2(^G *USE r|s#) 

b(^I\GCZ\mTs(^;Vr%P'D=(#;x,zXk7#zKbz}

Z#$DbDZ]T9z;a)TTsD^bCJ# 

dCTsyP( 

ZzD53OTsDyP(GzDTs(^=8D;vX*?V#1!ivB,3v

TsDyP_TCTs_P *ALL (^#Z iSeries Security Reference ;iPD Chapter 

5 a)KCZF.TsyP(D(iM>}#TBG8v<I: 

v   (#,iE*D~;&C5PTs#g{iE*D~5P3vTs,ryPiI1

TCTs_P *ALL (^,}GT=E}CiI1# 

v   g{z9CXC(^,<G5PLrDC'E*D~Gq2&C5P&CLrT

s,gD~#zI\;#{KPXC(^DLrDC'TD~_P *ALL (^#

g{z}Z9C0iSeries <=w1,IT(}9C2+T_T&\jI|D45V|#

PX|`E",ND iSeries E"PD(PXj8E",kNDZ xii 3D:Hvu~M

`XE";)# 

T53|nMLrDTs(^ 

TBGZz^FT IBM a)DTsD(^1D8v(i: 
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v   1zD53O_P`V>XoT1,zD53_P`v53(QSYS)b#zD53

OD?V>XoT_P;v QSYSxxxx b#g{z}Z9CTs(^4XFT53|

nDCJ,G!*#$zD53OD QSYS bPM?v QSYSxxx bPD|n# 

v   System/38™ bP1*|na)H[Zz*9CD|nD&\ ̂ F#7#z^F 

QSYS38 bPDH[|n# 

v   g{z_P System/36™ 73,rzI\h*^F=SLr#}g,QY2FTML Lr 

a) System/36 D~+M#

sF2+T&\ 

>BhvCZsFzD53OD2+TDP'TD<u#IZBP8v-r,C'h

*sF53D2+T: 

v   @F2+TF.GqjI# 

v   7#F.D2+TXF=;,R$w}##K`MDsF(#I2+w\w*U#

2+T\mD;?V44P#|P12IZ?rb?sF1T|j8D==w*(

Z2+T4iD;?V44P# 

v   *K7#532+TkT5373D|D#V,=#0l2+TD|DD;)>}

*: 

–   I53C'4(DBTs 

–   Jmxk53DBC' 

–   TsyP(D|D(4w{(^) 

–   0pD|D(Q|DC'i) 

–   Y1(^(4017z) 

–   20DBz7

v   *44DB~w<8,g20BD&CLr"F/=|_D2+6prhC(Ex

g#

>BhvD<uJOZyPb)iv#sFD)Z]M5JgN!vZzDi/Ds

!M2+Ths#>BD?DGV[24E"IC"gNq!T0*24h*,x;

GxvsF5JD<r# 

KE"_P}v?V: 

v   ITF.MsFD2+TnDKTm# 

v   PXhCM9CI53a)DsFU>DE"# 

v   IC4U/PX53D2+TE"Dd|<u#

2+TsFf0Z iSeries 53O9C|nMZ53OCJw5G<MU>E"#zI

\h*4(I4PzD53D2+TsFD3vK9CDXbE*D~#sF1E*

D~+h* *AUDIT X(E\;|D53DsFXw#Z>BP(iD3)sFNqh

*_P *ALLOBJ M *SECADM X(DC'E*D~#7#1sF\Zax1,+s

F1E*D~D\khC* *NONE# 

PX2+TsFD|`j8E",kND Security Reference ;iD Chapter 9# 
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VvC'E*D~ 

IT9C0T>Z(C'1(DSPAUTUSR)|n4T>rr!Z53PDyPC'

Dj{Pm#IT4E*D~{FriE*D~{FErPm#TBGiE*D~3

rD>}: 

 

  

r!y!qDC'E*D~ 

IT9C0T>C'E*D~1(DSPUSRPRF)|n44(dvD~,"IT9Ci

/$_4&mCD~# 

DSPUSRPRF USRPRF(*ALL) + 
          TYPE(*BASIC) OUTPUT(*OUTFILE) 

IT9Ci/$_44(dvD~DwVVv(f,}g: 

v   _P *ALLOBJ M *SPLCTL X(DyPC'Pm# 

v   43vC'E*D~VN(gu<LrrC'`)ErDyPC'Pm#

IT4(i/Lr4SdvD~zz;,D(f#}g: 

v   (}!qVN UPSPAU ;HZ *NONE yZDG<4P>_PNNX(DyPC'

E*D~# 

v   (}!q^F\&VN(Z#M}]bdvD~PF* UPLTCP)HZ *NO r 

*PARTIAL yZDG<4P>Jmddk|nDyPC'# 

v   P>_PX(u<K%ru<LrDyPC'# 

v   (}i4UZON"aVNP>;n/C'#

lisDC'E*D~ 

_Ps?(^DC'E*D~,4p4fzXV<Zs`}53O,IT431&2

+TF.#TBGCZR=sDC'E*D~"@@|GD;v=(: 

1.   9C0T>Tshv1(DSPOBJD)|n44(|,XZ53PyPC'E*D

~DE"DdvD~: 

  
                           T>Z(C' 
  

                        \k 
i          C'        ON         ^ 
E*D~    E*D~    |D        \k    D> 
DPTSM 
            ANDERSOR    08/04/0x            Roger Anders 
            VINCENTM    09/15/0x            Mark Vincent 
DPTWH 
            ANDERSOR    08/04/0x            Roger Anders 
            WAGNERR     09/06/0x            Rose Wagner 
QSECOFR 
            JONESS      09/20/0x            Sharon Jones 
            HARRISOK    08/29/0x            Ken Harrison 
*NO GROUP 
            DPTSM       09/05/0x    X       z[MP!*z 
            DPTWH       08/13/0x    X       Vb 

            RICHARDS    09/05/0x            Janet Richards 
            SMITHJ      09/18/0x            John Smith 
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DSPOBJD OBJ(*ALL) OBJTYPE(*USRPRF) + 
        DETAIL(*BASIC) OUTPUT(*OUTFILE) 

2.   4(i/Lr44s!D]53rP>?vC'E*D~D{FMs!# 

3.   r!XZnsDC'E*D~Dj8E""@@(^M5PDTsTi4|GGq

OJ: 

DSPUSRPRF USRPRF(user-profile-name) + 
          TYPE(*OBJAUT) OUTPUT(*PRINT) 
DSPUSRPRF USRPRF(user-profile-name) + 
          TYPE(*OBJOWN) OUTPUT(*PRINT) 

 3) IBM a)DC'E*D~IZ|G5PDTs}?x\s#(#;PX*P

>MVv|G#;x,&CliXC IBM a)D_P *ALLOBJ X(DC'E*

D~(g QSECOFR M QSYS)D(^DLr#

PX2+TsFD|`j8E",kND Security Reference ;iD Chapter 9# 

VvTs(^ 

IT9CBP=(47(TZ53PDb_P(^DC': 

1.   9C DSPOBJD |n4P>Z53PDyPb: 

DSPOBJD OBJ(QSYS/*ALL) OBJTYPE(*LIB) ASPDEV(*ALLAVL) OUTPUT(*PRINT) 

": K|n+;T>@"(zf"XP4&Z0IC14,Db# 

2.   9C0T>Ts(^1(DSPOBJAUT)|n4P>TX(bD(^: 

DSPOBJAUT OBJ(QSYS/library-name) OBJTYPE(*LIB) + 
          ASPDEV(asp-device-name) OUTPUT(*PRINT) 

3.   9C0T>b1(DSPLIB)|n4P>ZbPDTs: 

DSPLIB LIB(QSYS/library-name) ASPDEV(asp-device-name) OUTPUT(*PRINT) 

9Cb)(fIT7(Z3vbPDZ]MTCb_PCJ(DC'#g{PX*,

2IT9C DSPOBJAUT |n4i4TZZCbPy!qDTsD(^# 

lid|DTs 

IT9C0liTsj{T1(CHKOBJITG)|n4i4Qd|DTs#Qd|DT

s(#8>3vC'}Z"TI$zD53#Z3vC'Q-4PBPYw.s,I

\h*KPK|n: 

v   +LrV4AzD53 

v   9C(C~q$_(DST)

1KPC|n1,534(|,PXNNI\Dj{TJbDE"D}]bD~#I

TliI;vE*D~"8v;,DE*D~ryPE*D~5PDTs#ITiR

Qd|drDTs#2ITXBFcLri$54iR`M* 

*PGM"*SRVPGM"*MODULE M *SQLPKG DQd|DTs# 

KP CHKOBJITG Lrh* *AUDIT X(#C|nIZ|4PD(hMFcxI\h

*$1d4KP#&CZzD53;&1KP|#

": 5Pm`_Pm`(C(^DTsDE*D~adC\s#yP_E*D~Ds

!0lZT>M&mTy5PDTsD(^1T0Z#frV4E*D~1DT
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\#2a0l53Yw#*@9TT\r53YwD0l,+TsDyP(V<

A`vE*D~#;*+yP(r8uyP)Tsv8(x;vyP_E*D

~# 

VvXC(^DLr 

XC_P *ALLOBJ X(DC'D(^DLra}p2+T)4#BP=(ITC4i

RMliG)Lr: 

1.   TZ_P *ALLOBJ X(D?vC',9C0T>XCDLr1(DSPPGMADP)

|n4P>XCCC'D(^DLr: 

DSPPGMADP USRPRF(user-profile-name) + 
          OUTPUT(*PRINT) 

": wbZ 44 3D:r!y!qDC'E*D~;T>gNP>_P *ALLOBJ (

^DC'# 

2.   9C DSPOBJAUT |n47(QZ(d9C?vXCDLrDC'T0TLrD+

2(^G24: 

DSPOBJAUT OBJ(library-name/program-name) + 
        OBJTYPE(*PGM) ASPDEV(library-name/program-name) + 
          OUTPUT(*PRINT) 

3.   li4zkMLrhv4@@: 

v   1ZXCDE*D~.BKP1,Gqh9LrDC'9C}`D\&,g9C

|nP# 

v   LrGqXC*rcD&\yh*DnM(^6p#9CLrJOD&CLrI

ThFI9CTsMLrD,;yP_E*D~#1XCLryP_D(^1,

C'T&CLrTs_P *ALL (^#Zm`ivB,yP_E*D~;h*N

NX(#

4.   9C DSPOBJD |ni$ON|DLrD1d: 

DSPOBJD OBJ(library-name/program-name) + 
        OBJTYPE(*PGM) ASPDEV(library-name/program-name) + 
        DETAIL(*FULL) 

\msFU>MU>SUw 

sFU> QSYS/QAUDJRN ;CZ2+TsF#;&C+TsGkCsFU>#a;X

F;&C9CCsFU>#;&C9C0"MU>n1(SNDJRNE)|nr0"MU

>n1API +C'n"MAKU># 

Xbx(#$C47#53IT+sFn4ksFU>#1sFn/(QAUDCTL 53

5;G *NONE)1,53YCLrw5(QSYSARB)#VT QSYS/QAUDJRN U>

Dx(#1sFn/1,;\4PTsFU>4P3)Yw,g: 

v   DLTJRN |n 

v   ENDJRNxxx |n 

v   APYJRNCHG |n 

v   RMVJRNCHG |n 

v   DMPOBJ r DMPSYSOBJ |n 

v   F/U> 

v   V4U> 

  

46 #$ iSeries ~qw V5R3 D<IM$_



v   9C(^DYw,g GRTOBJAUT |n 

v   WRKJRN |n

Z Security Reference ;iPhvKG<Z2+TU>nPDE"#ZsFU>PDy

P2+Tn<_PU>k T#}2+Tnb,53n2T>ZU> QAUDJRN P#|

GG_PU>k J Dn,b)nku<Lr0k(IPL)MTU>SUw4PD;cY

w(}g,#fSUw)`X# 

g{U>rd10SUwp5TB;\+sFnGkU>,QAUDENDACN 5357(

534PDYw#SQp5DU>rU>SUwDV4kd|U>DV4`,# 

I\h*C53\mU>SUwD|D#Z4( Q A U D J R N U>18( 

MNGRCV(*SYSTEM),r+U>|D*C5#g{8( MNGRCV(*SYSTEM),53Z

o=dP5s!1T/pkSUw"4(M,SBDU>SUw#bF*53|DU

>\m#PX|`E",kND iSeries E"PD —> 53\m –> U>\m –> >

XU>\m –> \mU>#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:H

vu~M`XE";# 
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Z 6 B \m(^ 

;i2+T(fIC4ozzzY53O(^GgNhCD#1znuKPb)(f

1,ITr!yPZ](}g,TyPD~ryPLrD(^)# 

Z("KE"b.s,IT(ZKP(fD|Df>#|Df>PzZzj653O

h*z"bDk2+T`XD|D#}g,zIT?\KP;NT>D~D+2(^

D(f#z;\ks(fD|Df>#|+*zT>Z53OT?vK<ICDBD

~MTON(fT4d+2(^Q|DDVPD~# 

P=vK%IC4KP2+T$_: 

v   9C SECTOOLS K%TcT;%===KPLr# 

v   9C SECBATCH K%TcTz&m==KPLr#SECBATCH K%_P=v?V:

;vCZ+w5"4a;Aw5SP,xm;vCZ+w5ECZw5wHLr

P#

g{z}Z9C0iSeries <=w1,rq-TB=h4KP2+T$_: 

1.   Z0iSeries <=w1P,9*zD~qw —> 2+T# 

2.   R|%w_T"!qJ4\m4T>zIT4(M\mD_TPm#

`XTsD+2(^ 

*Kr%TMT\,hCs`}53Tcs`}TsTZs`}C'IC#T=\x

C'CJT2+TtPD3)z\Ts,x;XT=Z(49C?vTs#_P_2

+ThsD8v53IC`4D=("y]0h**@14Z(Ts#ZG)53

O,s`}TsGZ+2(^hC* *EXCLUDE DivB4(D# 

iSeries GyZTsD53,_Pm`;,`MDTs#s`}Ts`M;|,tPE"

r;4Pk2+T`XD&\#w*Z_P;c2+ThsD iSeries 53OD2+\

m1,zI\k+zD"b&/PZ*s#$DTsO,g}]bD~MLr#TZ

d|Ts`M,zIT;hCTZzD&CLrQc;D+2(^,|TZs`}T

s`MG *USE (^# 

IT9C0r!+2(^1(PRTPUBAUT)|n4r!PX+2C'ITCJDT

sDE"#(+2C'G_P"a(^+TTs;_PT=(^DNNK#)19C 

PRTPUBAUT |n1,IT8(z*liDTs`MMbr?<#Z SECBATCH M 

SECTOOLS K%PP;)!nIC4r!Ts`MD0+2Z(Ts(f1,b)Ts

`M;c<_P2+T~,#IT(Zr!K(fD|Df>4i4D)TsI\h

*zD"b# 

\mBTsD(^ 

OS/400 a)K;)&\4ozz\m53OBTsD(^MyP(#1C'4(BTs

1,537(TBn: 

v   -+5PCTs 

v   TsD+2(^G24 
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v   TsGq_PNN(C(^ 

v   ZDoECTs(24br?<) 

v   Gq+sFTTsDCJ

539C535"bN}MC'E*D~N}4wvb)v(#Z iSeries Security 

Reference ;iD chapter 5 PD Assigning Authority and Ownership to New Objects 

a)KICD!nD8v>}# 

IT9C PRTUSRPRF |n4r!0lBTsDyP(M(^DC'E*D~N}#Z

 54 3D< 5 T>K(fD;v>}# 

`XZ(Pm 

IT(}9C(^Pm4+_P`F2+ThsDTsV*;i#ZEnO,(^P

m|,C'PmMC'TIPm#$DTs_PD(^#(^Pma)K\mT53

O`FTsD(^D;VP'=(#;x,Z3)ivB,|G9CQTzYTTs

D(^# 

IT9C0r!(C(^1(PRTPVTAUT)|n4r!XZ(^Pm(^DE"#<

 3 T>C(fD;vy># 

 

 K(fT>zZ0`-(^Pm1(EDTAUTL)A;O4=D`,E"#C(fDE

cG|Z;v;Ca)XZyP(^PmDE"#}g,g{z}Z*;iBTsh

C2+T,rITlY/@C(f4i4VP(^PmGqzczTZG)TsDh

*# 

ITr!(fD|Df>4i4BD(^PmrTONr!(fT4(^Q|DD(

^Pm#2IT!qr!?v(^Pmy#$DTsPm#< 4 T>;v(^PmD(

f>}: 

 

                                            (C(^(j{(f)  
SYSTEM4 
(^                                                Pm   ------------- Ts -------------   ------------}]----------- 
Pm     yP_     wi     C'       (^        \m   Yw   \m   fZ   d|   }C   A   mS  |B  >}  4P 
LIST1    QSECOFR    *NONE    *PUBLIC    *EXCLUDE 
LIST2    BUDNIKR    *NONE    BUDNIKR    *ALL        X      X      X      X      X      X      X    X     X     X     X 
                             *PUBLIC    *CHANGE            X                                  X    X     X     X     X 
LIST3    QSECOFR    *NONE    *PUBLIC    *EXCLUDE 
LIST4    CJWLDR     *NONE    CJWLDR     *ALL        X      X      X      X      X      X      X    X     X     X     X 
                             GROUP1     *ALL               X      X      X      X      X      X    X     X     X     X 
                             *PUBLIC    *EXCLUDE 

< 3. (^PmD(C(^(f

                                T>(^PmTs 
(^Pm . . . . . . . . . . . . :   CUSTAUTL 
b . . . . . . . . . . . . . . . :   QSYS 
yP_ . . . . . . . . . . . . . :   AROWNER 
wi . . . . . . . . . . . . . . :   *NONE 
  
  
Ts           b             `M         yP_         wi          D> 
CUSTMAS        CUSTLIB        *FILE        AROWNER        *NONE 
CUSTORD        CUSTORD        *FILE        OEOWNER        *NONE 

< 4. T>(^PmTs(f
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}g,IT9CK(f4Kb+BC'mSA(^PmDa{(CC'+SU=24

(^)# 

9C(^Pm 

0iSeries <=w1a);)2+T&\?~,C&\?~hFIozz*"2+TF.

M_T"+zD53dC*zcz+>Dh*#dP;nICD&\G9C(^P

m# 

(^Pm_PBP&\?~# 

v   (^Pmy]`F2+Ths+TsVi# 

v   (^PmZEnO|,C'MiDPmT0?vC'MiTIPm#$DTsy_

PD(^# 

v   ?vC'MiTZPm#$DTs/IT_P;,D(^# 

v   IT(}Pmxv(^,x;GT%@DC'Mixv(^#

9C(^PmIT4PDNq|(TBNq# 

v   4((^Pm 

v   |D(^Pm# 

v   mSC'Mi# 

v   |DC'mI(# 

v   T>\#$DTs#

*9CK&\,4PBP=h: 

1.   S0iSeries <=w1,9*zD~qw —> 2+T#z+4=(^PmM_T# 

2.    R|%w(^Pm"!qB((^Pm#B((^PmJmz4PBPYw# 

v   9C:JmCJTstTM9CTs#+ZITi4+;\|Db)Ts# 

v   |D:Jm|DTsDZ](_P3)}b)# 

v   +?:JmTTs4PyPYw,}KG)^FZyP_DYw#C'riIT

XFTsDfZ"8(TsD2+T"|DTsT0TTs4Py>&\#C'

ri2IT|DTsDyP(# 

v   E}:{9TTs4PyPYw#TZ_PKmI(DC'Mi,;JmTTs

xPNNCJrYw#8(;Jm+Z9CCTs#

19C(^Pm1,z+*TTsM}]ZhmI(#TBP>KzIT!qDTs

mI(# 

v   Yw:a)i4TsDhvM9CTsDmI(,|IC'riTTsy_PD}

]mI(7(# 

v   \m:a)8(TsD2+T"F/rX|{TsT0+I1mSA}]bD~D

mI(# 

v   fZ:a)XFTsDfZMyP(DmI(#C'riIT>}Ts"METs

Df"w"TTs4P#fMV4YwM*FTsDyP(#g{C'ri_PX

b#fmI(,rCC'ri;h*TsfZmI(# 

v   d|(vCZ}]bD~M SQL Lr|):a)d|TsDtTyh*DmI(#

g{C'riT}]bD~_PKmI(,rCC'riITmSM}%%"w,

mSM}%}CM(;<xT0|DC}]bD~DtT#g{C'riT SQL L

r|_PKmI(,rC'riIT|DC SQL Lr|DtT#KmI(10vC

Z}]bD~M SQL Lr|# 
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v   }C(vCZ}]bD~M SQL Lr|):a)Sm;vTs}C3vTsT9T

GvTsDYwIT\d|Ts^Fyh*DmI(#g{C'riTomD~_

PKmI(,rCC'riITmS}C<x,dPComD~G8z#KmI(

10vCZ}]bD~# 

TBP>zIT!qD}]mI(# 

v   A:a)q!MT>TsDZ](gi43vD~PDG<)yh*DmI(# 

v   mS:a)+nmSATs(g+{"mSA{"SPr+G<mSAD~)Dm

I(# 

v   |B:a)|DTsPDn(g|DD~PDG<)DmI(# 

v   >}:a)STs}%n(gS{"SP}%{"rSD~>}G<)DmI(# 

v   4P:a)KPLr"~qLrr SQL Lr|yh*DmI(#C'2IT(;Z

br?<PDTs#

PX1zZ4(r`-(^Pm1D?vxLD|`E",9CZ0iSeries <=w1P

IqCD*zoz# 

Z0iSeries <=w1PCJ_T 
IT9C0iSeries <=w14i4M\m iSeries ~qwD_T#0iSeries <=w1_

P 5 v_Txr: 

v   sF_T

K_TJmzTX(YwM53OX(J4DCJhC`X# 

v   2+_T 

K_TJmz8(2+TD6pT0k532+T`XD=S!n# 

v   \k_T 

K_TJmz*538(\k6p# 

v   V4_T 

K_TJmz8(gNZ53OV43)Ts# 

v   "a_T 

K_TJmz8(C'ITgN"a=53#

*9C0iSeries <=w1i4r|D_T,q-TB=h: 

1.   Z0iSeries <=w1P,9*zD~qw —> 2+T# 

2.   R|%w_T"!qJ4\m4T>zIT4(M\mD_TPm#PXb)_T

Dj8E",kND0iSeries <=w1oz#
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`XTsD(C(^ 
 

 

SECBATCH K%!n: 

12("4a;)41(9Cw5wHLr) 

IT9C0r!(C(^1(PRTPVTAUT)|n4r!Z8(DbP8(`M

DTsDyP(C(^Pm# 

IT9CK(f4ozzlbTTsDB(^#|2ITozz@9(C(^=

8dC4SMQT\m# 

`XTdvSPMw5SPDCJ 

P12+\m14P#$TD~DCJDsMw5,xSEZr!D~DZ]1|G

y"zDBi#iSeries ~qw*za)K;)&\4#$tPDdvSPMw5SP#

}g,zIT#$dvSPT94Z(C';\i4r4F}ZH}r!Dz\YQ

zD~#zIT#$w5SPT94Z(C';\+z\w5X(rAGz\Ddv

SPrj+!{Cw5# 

 

 

SECBATCH K%!n: 

24("4a;)63(9Cw5wHLr) 

Z0E"PD1PD Basic system security and planning M iSeries Security Reference 

b=>ihvgN#$dvSPMw5SP# 

zIT9C0r!SP(^1(PRTQAUT)|n4r!53Ow5SPMdv

SPD2+ThC#;sIT@@r!z\E"Dr!w5"7#+|G"MA

\#$DdvSPMw5SP# 

 TZzO*G2+TtPDdvSPMw5SP,zIT+zD2+ThCk iSeries 

Security Reference ;iD Appendix D PDE"xPHO#Z Appendix D PDm8

>4P;,DdvSPMw5SP&\h*D)hC# 

`XX( 

153ODC'_P;X*DX(1,I\aKQz*"<CTs(^=8D,&#

1C'E*D~_P *ALLOBJ X(1Ts(^^be#^[zuy,&4#$zDd

vSP,_P *SPLCTL X(DC'yITi453ODNNYQzD~#_P 

*JOBCTL X(DC'IT0l53YwMX(rw5#_P *SERVICE X(DC'I

\\;9C~q$_4f!}],x;X(}Yw53# 
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SECBATCH K%!n: 

29("4a;)68(9Cw5wHLr) 

IT9C0r!C'E*D~1(PRTUSRPRF)|n4r!PX53ODC'

E*D~DX(MC'`DE"#1zKP(f1,z_P8v!n: 

v   yPC'E*D~ 

v   _PX(X(DC'E*D~ 

v   _PX(C'`DC'E*D~ 

v   ZC'`MX(.d_P;%dDC'E*D~

 < 5 T>(fD;v>},C(fT>yPC'E*D~DX(: 

 

 }X(b,(f9T>BPZ]: 

v   C'E*D~Gq_P^F\&# 

v   C'rC'DiGq5PC'4(DBTs# 

v   C'DiT/SUTC'4(DBTsD24(^#

< 6 T>;%dDX(MC'`D(f>}: 

 

 Z< 6 P,"bBPiv: 

v   USERX _P53Yw1(*SYSOPR)C'`+_P *ALLOBJ M *SPLCTL X(# 

v   USERY _PC'(*USER)C'`+_P *SECADM X(# 

v   USERZ 2_PC'(*USER)`M *SECADM X(#z2ITi4= USERZ G 

QPGMR iDI1,Ci_P *JOBCTL M *SAVSYS X(#

IT(ZKPb)(f4ozz`XC'E*D~D\m# 

                                            C'E*D~E" 
(f`M . . . . . . . . . . . :   *AUTINFO 
  !qu~ . . . . . . . . . . . :   *SPCAUT 
  X( . . . . . . . . . . . . . :   *ALL 
                    -----------------X(---------------- 
                                *IO                                                             i 
C'      i        *ALL  *AUD  SYS  *JOB  *SAV  *SEC  *SER  *SPL   C'                 i          (^        ^F 
E*D~  E*D~   OBJ   IT   CFG   CTL   SYS   ADM  VICE   CTL   `         yP_    (^        `M        \& 

USERA     *NONE      X     X     X    X     X     X     X     X    *SECOFR    *USRPRF   *NONE       *PRIVATE    *NO 
USERB     *NONE                       X     X                      *PGMR      *USRPRF   *NONE       *PRIVATE    *NO 
USERC     *NONE      X     X     X    X     X     X     X     X    *SECOFR    *USRPRF   *NONE       *PRIVATE    *NO 
USERD     *NONE                                                    *USER      *USRPRF   *NONE       *PRIVATE    *NO 

< 5. C'E"(f:>} 1

C'E*D~E" 
(f`M . . . . . . . . . . . :   *AUTINFO 
!qu~ . . . . . . . . . . . :   *MISMATCH 
--------------------------------X(---------------- 
                                *IO                                                             i 
C'      i        *ALL  *AUD  SYS  *JOB  *SAV  *SEC  *SER  *SPL   C'                 i          (^        ^F 
E*D~  E*D~   OBJ   IT   CFG   CTL   SYS   ADM  VICE   CTL   `         yP_    (^        `M        \& 

USERX     *NONE       X                X     X                 X    *SYSOPR    *USRPRF   *NONE       *PRIVATE    *NO 
USERY     *NONE                                    X                *USER      *USRPRF   *NONE       *PRIVATE    *NO 
USERZ                                              X                *USER      *USRPRF   *NONE       *PRIVATE    *NO 
          QPGMR                         X     X 

< 6. C'E"(f:>} 2
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`XC'73 

C'E*D~D;vwCG(eC'D73,|(dvSP"u<K%Mw5hv#

C'D730lC'gNi453"Z3VLrO0lJmC'4P24Yw#C'

XkTC'E*D~P8(DTs_P(^#;x,g{zD(^=8TZxPPr

^F;G\Oq,rZC'E*D~P(eDC'73I\azzz;k*Da{#

TBG8v>}: 

 

 

SECBATCH K%!n: 

29("4a;)68(9Cw5wHLr) 

v   C'Dw5hvI\8(HC'_P|`(^DC'E*D~# 

v   C'I\_P;x|nPDu<K%#;x,C'D"b|&mLrITa)

|nP# 

v   I\Z(C'4KPz\(f#;x,IT+C'Ddv(rAT;&C4=

(fDC'ICDdvSP#

IT9C0r!C'E*D~1(PRTUSRPRF)|nD *ENVINFO !n4oz

z`X*53C'(eD73#< 7 T>(fD>}: 

 

  

\m~q$_ 

~q$_C4dC"\mM,$~qw#ITS(C~q$_(DST)r53~q$

_(SST)4CJ~q$_#h*~q$_C'j64CJ DST"SST M9C0iSeries 

<=w1&\xP_-Vx(LPAR)\mMELz\m# 

1t/K0mIZk11,DST MIC,49P40k OS/400#SST IS OS/400 q

C#BmEv DST M SST .dDy>np# 

 Xw DST SST 

                                             C'E*D~E" 
  (f`M . . . . . . . . . . . :   *ENVINFO 
  !qu~ . . . . . . . . . . . :   *USRCLS 
                              u<           u<             w5           {"           dv           (zYwks 
C'           10           K%/         Lr/           hv/         SP/         SP/         Lr/ 
E*D~       b             b             b               b             b             b             b 
AUDSECOFR      AUDITOR        MAIN           *NONE            QDFTJOBD       QSYSOPR        *WRKSTN        *SYSVAL 
                              *LIBL                           QGPL            QSYS 
USERA          *CRTDFT        OEMENU         *NONE            QDFTJOBD       USERA          *WRKSTN        *SYSVAL 
                              *LIBL                           QGPL            QUSRSYS 
USERB          *CRTDFT        INVMENU        *NONE            QDFTJOBD       USERB          *WRKSTN        *SYSVAL 
                              *LIBL                           QGPL            QUSRSYS 
USERC          *CRTDFT        PAYROLL        *NONE            QDFTJOBD       USERC          PAYROLL        *SYSVAL 
                              *LIBL                           QGPL            QUSRSYS        PRPGMLIB 

< 7. r!C'E*D~ - C'73>}
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gNCJ ZV$ IPL Zd(}

XF(omCJr(

}ZXFfeO!q

!n 21# 

9C(} QSRV rBP(^"aD\&(};

%=w5CJ: 

v   QZ(DT STRSST(t/ SST)CL |n

D(^# 

v   ~qX((*SERVICE)ryPTsX(

(*ALLOBJ)# 

v   9C SST D&\X(# 

N1IC uA1~qw_P^

F\&2IC#;h

* O S / 4 0 0 4CJ 

DST# 

1t/K OS/400 1IC#h* OS/400 E\

CJ SST# 

gNO$ h*~q$_C'j

6M\k# 

h*~q$_C'j6M\k# 

  

 PX9C0~q$_144PBPNqDE",kND iSeries E"PD —> 2+T 

—> ~q$_: 

v   9C DST CJ~q$_ 

v   9C SST CJ~q$_ 

v   9C0iSeries <=w1CJ~q$_ 

v   4(~q$_C'j6 

v   |D~q$_C'j6D&\X( 

v   |D~q$_C'j6Dhv 

v   T>~q$_C'j6 

v   tCr{C~q$_C'j6 

v   >}~q$_C'j6 

v   9C SST r DST |D~q$_C'j6M\k 

v   9C STRSST |D~q$_C'j6\k 

v   9C$_4|D~q$_C'j6M\k 

v   |D~q$_C'j6(QSYCHGDS)API 

v   4; QSECOFR OS/400 C'E*D~\k 

v   4; QSECOFR ~q$_C'j6M\k 

v   #f~q$_2+T}]MV4~q$_2+T}] 

v   4(zT:D QSECOFR ~q$_C'j6Df> 

v   * DST dC~q$_~qw 

v   * OS/400 dC~q$_~qw 

v   (} DST `X~q&\9C 

v   (} OS/400 2+TsFU>`X~q$_9C

PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M`XE";# 
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Z 7 B 9C_-Vx2+T(LPAR) 

ITZBP=8P$wZ;v iSeries ~qwO("`v_-VxGPfD# 

v   ,$@"53:+J4(ELf"%*"&mw"ZfM I/O h8)D;?V(EC

ZVxIT5Vm~D_-tk#g{}7dC_-Vx,r_-Vx2_P3)

2~]m\&#ITtk;%=Mz&m$w?,b)$w?Z;vzwOI\;

\;p\CXKP,xITZ%@DVxPP'XKP# 

v   O":_-OVxD53ITuYs5Zyh*D iSeries ~qw53D}?#IT

+8v53O"*%v_-OVxD53#{}KT=Sh8Dh*0dQC#1

hs|D1,IT+J4S;v_-VxF/=m;vVx# 

v   4(lODzzMbT73:IT4(zzMbTiO=73#ITZwVxP4

(%vzzVx#PX`vzzVx,kNDTBD4(`vzzVx73# 

 _-VxGbTrzzVx#zzVxKPzDw*L5&CLr#zzVxPD

JOaTxA-L5Kw"(QzD1dMp.#bTVxbTm~#bTVxP

DJO(1;XF.1)+;aF5}#DL5Kw# 

v   4(`vzzVx73:vZ(zVxP&C4(`vzzVx#ZKivB,+

wVx(ECZVx\m# 

v   H8]:1(zVx4FA,;53PDm;v_-Vx1,IT+VxJOZd

P;A8]x4D;cuYAn!#KdC2n!/$1d#f0ZD0l#IT

98]VxQz"#f,xd|_-VxLx4Pzz$w#+h*Xbm~49

CKH8]_T# 

v   /I:/:19C OptiConnect/400 T0_ICT&Cm~1,QVxD53ITw

*/I:/KP#IT9C/I:/4#$53,9d;\(zVxZDs`}b

bJOD0l#

": hCNVx1,h*Xp"b(D;C#g{*XF(!qD0dk/dv&m

w1(IOP)_P LAN (xC LAN (;rcCZ0YwXF(1,r2+$n

|T)XF(9C,byM;\gzy89C|K#PX9C0YwXF(1D

|`E",kND Z 59 3DZ 8 B, :iSeries YwXF(;# 

PXKwbD|`j8E",ND iSeries E"PDPD0_-Vx1# 

\m_-VxD2+T 

ZQVxD53O4PDk2+T`XDNqkZ;P_-VxD53O4PDNq

`,#;x,14(_-Vx1,IT9C`v@"53#rK,+XkZ?v_-

VxO4P,yDNq,x;GZ;P_-VxD53Ov4P;NNq# 

K&GZ_-VxO&m2+T1*G!D;)y>fr# 

v   ?N+C'mSA53D;v_-Vx#h*+C'mSAk*{GCJD?v_

-Vx# 

v   ̂ FP(*AwVxOD(C~q$_(DST)M53~q$_(SST)DC'}#

PX DST M SST D|`E",kND0iSeries E"PD1PD09C iSeries <

=w"DST M SST \m_-Vx1wb#PX9C~q$_C'E*D~4XFT

Vxn/DCJDE",NDZ 55 3D:\m~q$_;# 
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": 9C0iSeries <=w1CJ LPAR &\.0,Xku</0~q$_~qw1

(STS)#kND iSeries E"PD —> 2+T —> ~q$_Tq!`XE"#

PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M`XE

";# 

v   (zVx^(4=r9Cwf"wMm;v_-VxDELz# 

v   (zVx;\4=|GT:D2~J4# 

v   wVxIT4= DST M SST09C53Vx1A;PDyP532~J4# 

v   wVxYw53T;;\4=|ICDJ4# 

v   53XFfeXFwVx#1+fe==hC*02+11,Z SST D09CVx

4,1A;O;\4PNNYw#*S53XFfe?F5) DST,Xk+C==|

D*0V$1# 

v   1+(zVxDYw==hC*2+1,TBP==^F09CVx4,1DC

(: 

–   ;\Z(zVxP9C DST 4|DVx4,;;\9C SST 4|DVx4,# 

–   ;\9C DST r SST SwVx09CVx4,1A;?FZ(zVxPD 

DST# 

–   ;\ZwVxP9C DST 4+(zVx==S2+|D*NNd|5#

;)(zVxD==;YG2+1,MITZC(zVxP9C DST M SST 4|D

Vx4,# 

PXZ iSeries ~qwOD2+TD|`E",ND Security Reference ;iM iSeries 

E"PDD0y>532+TMF.13f# 
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Z 8 B iSeries YwXF( 

0YwXF(1Jmz9C PC 4CJMXF iSeries ~qw#0YwXF(1|,T

;PXF(h8D iSeries ~qwD6L PC &k'V,SxJm6L PC I*XF(#

19C0YwXF(11,"bBPBn: 

v   ITS0YwXF(14PNNITS+3XF(4PDNq#}g,_P 

*SERVICE r *ALLOBJ X(DC'E*D~\;"a=0YwXF(1a0,49

Q{C|G# 

v   0YwXF(19C0~q$_C'E*D~1M\k4tCk iSeries ~qwD,

S#b9C|D0~q$_C'E*D~1M\kXpX*#ZMI\l$1!

0~q$_C'E*D~1C'j6M\k,"RI\a9C|G"Tk iSeries ~

qwD6LXF(a0#kNDZ 18 3D:|DQ*\k;MZ 22 3D:\b1

!\k;Tq!PX\kD<I# 

v   9C06LXF(11*#$E",9C Windows0&Exg1DX&!n# 

v   hCNVx1,h*Xp"b(D;C#g{*XF(!qD0dk/dv&m

w1(IOP)2_P LAN (R;rc+C LAN (CZ0YwXF(1,r+$n

|T)XF(9C,zI\^(+|CZ$ZD?D#

Z V5R1 P,v?K0YwXF(1TJmZVrx(LAN)O4PXF(n/#v?

DO$M}]S\*XF(}La)Kxg2+T#*9C_P LAN ,STDYwX

F(,?RDxz20BPz7: 

v   S\CJa)Lr 5722–AC2 r 5722–AC3(Z iSeries ~qwO)# 

v   Client Encryption 5722–CE2 r 5722–CE3(Z0YwXF(1PC O)#

*KS\XF(}],iSeries ~qwXkQ20;v0S\CJa)Lr1z7R PC 

XkQ20;v Client Encryption z7#

": g{420S\z7,r+;PNN}]S\# 

Bm\aKICz7DS\a{: 

 m 13. S\a{ 

iSeries ~qwOD0S\CJ

a)Lr1 

0YwXF(1PC D Client 
Encryption 

zzD}]S\ 

^ ^ ^ 

5722–AC2 5722–CE2 56 ; 

5722–AC2 5722–CE3 56 ; 

5722–AC3 5722–CE2 56 ; 

5722–AC3 5722–CE3 128 ; 
  

PXhCM\m iSeries0YwXF(1D=SE",kND0iSeries E"PD1# 
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YwXF(2+TEv 

0YwXF(12+T|,: 

v   XF(h8O$ 

v   C'O$ 

v   }]#\ 

v   }]j{T

_P1S,STD0YwXF(1IZ|Dc=c,Sx_P~=h8O$"}]#

\M}]j{T#C'O$2+TG"a=XF(T>wyXhD# 

XF(h8O$ 

XF(h8O$7#Dvom}/wGXF(#_P1S,STD0YwXF(19

C`FZ+agBXF(Dom,S#`FZ+agB,S,9C1S,SD0Yw

XF(1ZomOI\\=#$,TXFTomXF(h8DCJ# 

_P LAN ,STDYwXF(9CD2+WSVc(SSL)f>'Vh8MC'O$

+;9C$i#TZKq=D,S,h8O$yZ~q$_h8E*D~#PX|`

j8E",ND 61# 

C'O$ 

C'O$a)XZ-Z9CXF(h8D#$#kC'O$`XDyPJb<`,x

kXF(`M^'# 

}]#\ 

}]#\a);\IZ{DU~KA!XF(}]DEC#_P1S,STD0Yw

XF(19C`FZ+agBXF(r2+xg,SDom,S4q! LAN ,STT

#$XF(}]#9C1S,SD0YwXF(1_Pk+agB,S`,D}]#

\#g{om,SG2+D,rXF(}]TG\#$D# 

g{20KJ1DS\z7(ACx M CEx),r_P LAN ,STDYwXF(9C

2+xg,S#!vZ20Z iSeries ~qwMKP0YwXF(1D PC ODS\z

7,XF(a09CI\Dn?S\# 

": g{420S\z7,r+;PNN}]S\# 

}]j{T 

}]j{Ta)+XF(}]7I=SU=D>P;"zNN|DDEC#_P1S

,STD0YwXF(19C`FZ+agBXF(r2+xg,SDom,S4q

! LAN ,STT#$XF(}]#9C1S,SD0YwXF(1k+agB,S_

P`,D}]j{T#g{om,SG2+D,rXF(}]TG\#$D# 

g{20KJ1DS\z7(ACx M CEx),r_P LAN ,STDYwXF(9C

2+xg,S#!vZ20Z iSeries ~qwMKP0YwXF(1D PC ODS\z

7,XF(a09CI\Dn?S\# 

": g{420S\z7,r+;PNN}]S\#
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9C_P LAN ,STDYwXF( 

": NN0YwXF(1h8<ITGXF(,+;PyZ LAN DdC9C~q$_

C'E*D~# 

iSeries ~qwZ;61_P1!~q$_h8E*D~ QCONSOLE M1!\k 

QCONSOLE#Z?NI&D,SZd,_P LAN ,STDYwXF(<+|D\k#

PX|`E",kND:9CYwXF(20r<;# 

PX_P LAN ,STD0iSeries YwXF(1D=SE",ND0E"PD1PDw

b0dC_P LAN ,STDYwXF(1# 

#$_P LAN ,STDYwXF( 

9C_P LAN ,STDYwXF(1,(iTBwn: 

v   4(m;v_PXF(tTD~q$_h8E*D~"+E*D~E"f"Z2+

;C# 

v   Z iSeries ~qwO200S\CJa)Lr15722–AC2 r 5722–AC3,Z0YwX

F(1PC O20 Client Encryption 5722–CE2 r 5722–CE3# 

v   !qG=#~qh8E"\k# 

v   T#$+agBXF(r_P1S,STD0YwXF(1D`,==#$0Yw

XF(1PC#

9CYwXF(20r< 

20r<+Z9C_P LAN ,STDYwXF(1+X*DE"mS= PC#20r

<h*~q$_h8E*D~"~q$_h8E*D~\kM\k4#$~q$_h

8E*D~E"# 

": ~q$_h8E*D~E"\kCZx(Mbx PC OD~q$_h8E*D~E

"(~q$_h8E*D~M\k)# 

("xg,S1,0YwXF(120r<+a>zdk~qh8E"\kTCJS

\~q$_h8E*D~M\k#2+a>zdkP'D~q$_C'j6M\k# 
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Z 9 B lbIILr 

Fcz9CPDnBwFvSKzD53_P4T;IE4DLrr_P4P4*&

\DLrDI\T#TBG;)>}: 

v   vKFczC'P1Sd| PC C'q!Lr#g{+C PC ,SAzD iSeries 5

3,rCLra0lzD iSeries ~qw# 

v   ,SAxgDC'2ITq!Lr,}gS+fFq!Lr# 

v   ZMQdC|n>MP{#{G-#"<{GD=(M{GDa{#ba<B}#

X(DLr1xP#B#

b)wFQ<BFcz2+TPDJb,F*Fcz!>#!>GIT|Dd|Lr

4|(|>mD1>D;VLr#rFd|Lr*\!>+>#Kb,!>IT4P

I<C53J4rF5}]Dd|Yw# 

iSeries ~qwDe5a9a)3)#$,T@9Fcz!>D+>Xw#:$@Fcz

!>;hvKKJb#iSeries ~qw2+\m1h*|S"b4P4Z(&\D53#

>BP#`DwbhvK;3CbD3KI\hCP&LrZzD53OKPD=

=#b)wba)@9Lr4P4Z(&\D<I# 

 

 

2+T<I 

Ts(^<UGZ;@@_#g{;P#$TsD<CF.,r53^@y#>

JOV[Z(C'I\"T{CTs(^=8PD77)4D=(#

$@Fcz!> 

_P!>+>DFcz_PIT|Dd|LrDLr#iSeries yZTsDe5a9H_

Pd|Fcze5a9|9qwgFl_QTzIM+%K`MD!>#Z iSeries ~

qwO,TwV`MDTs9CX(|nM8>E"$w#;\9CD~8n4|D

IYwDLrTs(bGs`}!>4(_4PDYw)#2;\aWX4(|Dm;

vLrTsDLr#4PKYwh*`1`D1d",&M(E*6,"R|h*C

J"G;cICD$_MD5# 

;x,1BD iSeries ~qw&\IC4Nk=*E=5373P1,iSeries ~qwD

3)yZTsD#$&\;YJC#}g,TZ/ID~53(IFS),C'IT1S

Yw?<PD3)Ts,gwD~# 

Kb,!\ iSeries ~qwe5a99!>QTZ iSeries ~qwLrP+%,+G|D

e5a9;\h9 iSeries ~qwI*!>Xe#w*D~~qw,iSeries ~qwIT

f"m` PC C'2mDLr#b)LrPDNN;vIT|, iSeries ~qwlb;

=D!>#*@9K`MD!>+>,SA iSeries ~qwD PC,Xk9C PC !>

(hm~# 

Z iSeries ~qwOfZ8v&\T@93vK+M6oTk8k\&;p9C4d|

IYwDTsLr: 
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v   g{zD53Z2+6p 40 r|_6pOKP,rj{T#$|(@9|DLrT

sD#$#}g,z;\I&XKP|,Ph{D(#$D)zw8nDLr# 

v   1zV4Zm;v53O#f("RI\Q|D)DLr1,Lri$52+#$

z# iSeries Security Reference ;iPD Chapter 2 hv2+6p 40 r|_6pD

j{T#$&\,|(Lri$5#

": Lri$5;G@msYwD,"RZ@@V4=53DLr1,|;G/d

Dfz#

8v$_2IC4ozzlb+d|DLr}k=53P: 

v   IT9C0liTsj{T1(CHKOBJITG)|n 4(hzcQw5DTs(IY

wDTs)47#P4d|G)Ts#|`FZ!>(h&\# 

v   IT9C2+TsF&\4`X|DrV4DLr# (^6p535D 

*PGMFAIL"*SAVRST M *SECURITY 5a)sFG<,b)G<ITozzlb

=+!>`MDLr}k=zD53PD"T#Z iSeries Security Reference ;iP

D Chapter 9 M Appendix F a)PXsF5MsFU>nD|`E"# 

v   IT9C0|D Lr1(CHGPGM)|nD?F4((FRCCRT)N}4XB4(Q

V4=53DNNLr#539CLr#e4XB4(Lr#g{`kLrTs.

sQ|DK|,r53XB4(Q|DDTs"f;|#g{Lr#e|,h{

(#$)D8n,53+;\I&XB4(Lr# 

v   1LrV4=531,IT9C QFRCCVNRST(ZV41?F*;)5354XB

4(Lr#539CLr#e4XB4(Lr#K535a)XZXB4(D)L

rD8v!n# 

v   IT9C QVFYOBJRST(ZV41i$Ts)5354@9V4;_P}V){r

;_PP'}V){DLr#1}V){^'1,|m>TLrD*"_)pLr

T4Q|DLr#fZJmz)pzT:DLr"#fD~MwD~D API#

PX)pMITgN9C|4#$53Tb\=%wD|`E",kNDZ 74 3D

:Ts){;# 

`XXC(^D9C 

Z iSeries ~qwO,zIT4(XCLrDyP_D(^DLr#bm>KPLrD

NNC'k5PLrDC'E*D~_P`,D(^((C(^MX()# 

1}79CXC(^1,|G;vX*D2+T$_#}g,Z 40 3D:9CTs2

+Ta_K%CJXF;hvgNiOXC(^MK%4ozz)9*,}K%CJ

XF#IT9CXC(^4#$X*D~,Tb1zT;JmTD~Di/1Zzz

<D&CLr.b|DD~# 

w*2+\m1,z&C7#}79CXC(^: 

v   Lr&CXCC'E*D~D(^,CE*D~;_P4PX*&\Dc;(^,

x;G}`(^#&CXp!DXC_P *ALLOBJ X(r5PX*TsDC'E*

D~D(^DLr# 

v   XC(^DLr&C_PX(D^F&\,x;&Ca)|ndk\&# 

v   &C}7#$XC(^DLr# 
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v   XC(^D}`9CI\T53T\_P:f0l#*Kozz\bT\Jb,4

iZ iSeries Security Reference ;iD Chapter 5 P9CXC(^D(^liwL<

M(i#

 

 

SECBATCH K%!n: 

1("4a;)40(9Cw5wHLr) 

IT9C0r!XCTs1(PRTADPOBJ)|n(Z SECTOOLS K%PD!n 

21)4ozz`XZ53OXC(^D9C# 

 (fT>8(C'E*D~DX("XCC'E*D~D(^DLrT09CE*D

~D(^D ASP h8#Z("KE"b.s,IT(Zr!XCTs(fD|Df>#

|P>XC(^DBLrMTONKP(fT4Q|D*XC(^DLr# 

g{z3IZ53OmCKXC(^,rIT+ QAUDLVL 535hC*|( 

*PGMADP# 1K5n/1,?13vKt/raxXC(^DLr1534(sFU

>n#Cn|(t/LrDC'D{FMLrD{F# 

^FXC(^D9C 

1 iSeries LrKP1,LrITC=V;,D=(49CXC(^Tq!TTsDC

J(: 

v   LrT:ITXC|T:D(^#ZLrr~qLrDC'E*D~(USRPRF)

N}P8(|# 

v   LrIT9C(LP)TZw5DwCQ;PDH0LrDXC(^#LrITL

PH0LrDXC(^,49CLr>m;XC(^#Lrr~qLrD09CX

C(^1(USEADPAUT)N}XFLrGqLPLrQ;PH0LrDXC(

^#

TBG9CH0LrDXC(^gN$wD>}# 

Y( ICOWNER C'E*D~T ITEM D~_P *CHANGE (^"R ITEM D~D

+2(^G *USE#;Pd|DC'E*D~T ITEM D~_PNNT=(eD(^#

m 14 T>9C ITEM D~D}vLrDtT: 

 m 14. 9CXC(^(USEADPAUT)>} 

Lr{ LryP_ USRPRF 5 USEADPAUT 5 

PGMA ICOWNER *OWNER *YES 
PGMB ICOWNER *USER *YES 
PGMC ICOWNER *USER *NO 

  

 >} 1 - XC(^: 
1.   USERA KP PGMA Lr# 

2.   PGMA Lr"TC|B\&r* ITEM D~#

a{:"TI&#r* PGMA XC ICOWNER D(^,yT USERA T ITEM D~

_P *CHANGE CJ(# 
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>} 2 - 9CXC(^: 

1.   USERA KP PGMA Lr# 

2.   PGMA LrwC PGMB Lr# 

3.   PGMB Lr"TC|B\&r* ITEM D~#

a{:"TI&#!\ PGMB Lr4XC(^(*USRPRF G *USER),+|Jm9

CH0DXC(^(*USEADPAUT G *YES)#PGMA LrTZLrQ;P#r* 

PGMA XC ICOWNER D(^,rK,USERA q!T ITEM D~D *CHANGE C

J(# 

>} 3 - ;9CXC(^: 

1.   USERA KP PGMA Lr# 

2.   PGMA LrwC PGMC Lr# 

3.   PGMC Lr"TC|B\&r* ITEM D~#

a{:(^JO#PGMC Lr;XC(^#PGMC Lr2;Jm9CH0LrDXC(

^#!\ PGMA TZwCQ;P,+;9C|DXC(^# 

@9BLr9CXC(^ 

+XC(^+M=Q;PsfDLr*ZPDLr1a)K4(0XeA>m1Lr

Dza#0XeA>m1Lr IT@?Q;PDH0Lr4q!|xP7Ryh*D(

^#*@9b;c,zIT^FJmD)C'4(9CH0LrDXC(^DLr# 

z4(BLr1,53T/+ USEADPAUT N}hC* *YES#g{;kLrLPX

C(^,Xk9C0|DLr1( C H G P G M)|nr0|D~qLr1

(CHGSRVPGM)4+ USEADPAUT N}hC* *NO# 

IT9C(^PmM09CXC(^1(QUSEADPAUT)5354XF-IT4(L

PXC(^DLr#1Z QUSEADPAUT 535Z8((^Pm{F1,539CK(

^Pm47(gN4(BLr# 

1C'4(Lrr~qLr1,53liC'T(^PmD(^#g{C'_P *USE 

(^,rB(LrD USEADPAUT N}hC* *YES#g{C';_P *USE (^,

r USEADPAUT N}hC* *NO#C'T(^PmD(^;\4TXC(^# 

Z QUSEADPAUT 535P8(D(^Pm2XFC'GqIT9C CHGxxx |n4

*Lrr~qLrhC USEADPAUT 5# 

": 

1.   ;X+zD(^PmF* QUESADPAUT#ITC;,D{F4((^Pm#;s8

( QUSEADPAUT 535D(^Pm#ZK>}D|nP,f;OzD(^PmD

{F# 

2.   QUSEADPAUT 535;a0l53OVPDLr#9C CGHPGM |nr 

CHGSRVPGM |n4TVPLrhC USEADPAUT N}#

P|`^FD73:g{k*`}C'Z4(BLr1+ USEADPAUT N}hC* 

*NO,4PBPYw: 

1.   *+(^PmD+2(^hC* *EXCLUDE,dkBP|n: 

CHGAUTLE AUTL(QUSEADPAUT) USER(*PUBLIC) 
   AUT(*EXCLUDE) 

  

66 #$ iSeries ~qw V5R3 D<IM$_



2.   *hCX(C'44(9CH0LrDXC(^DLr,dkBP|n: 

ADDAUTLE AUTL(QUSEADPAUT) USER(user-name) 
   AUT(*USE) 

_POY^FD73:g{k*`}C'Z4(BLr1+ USEADPAUT N}hC* 

*NO,4PBPYw: 

1.   +(^PmD+2(^hC* *USE# 

2.   *@9X(C'4(9CH0LrDXC(^DLr,dkBP|n: 

ADDAUTLE AUTL(QUSEADPAUT) 
   USER(user-name) AUT(*EXCLUDE) 

`X%"wLrD9C 

DB2® UDB a)+%"wLrk}]bD~X*D\&#%"wLr\&Z_&\}]

b\mwDz5PG#{D# 

1+%"wLrk}]bD~X*1,8(C%"wLrN1KP#}g,IT+M

'(%D~hC*?1+BG<mSACD~1KP%"wLr#1M'D46`n

,}E{^n1,%"wLrITrM'r!/fE/"+{""MxE{-m# 

%"wLrG;Va)&CLr&\M\mE"DP'=(#%"wLr2*_P;

}1?DD3vKa)ZzD53O4(0XeA>mLr1D\&#F5TDLr

I\}ZxEH}153OD}]bD~P"z3vB~1KP# 

": Zz7O,0XeA>m1G;vsDUD>m, of0zK#0?x#Z+C>

mMxXeAD'=Zs,?xS>mP@v"kXeAK=7#ZFczlr

P,##+~XF5&\DLrF*0XeA>m1# 

 

 

SECBATCH K%!n: 

27("4a;)66(9Cw5wHLr) 

153;61,^F+%"wLrmSA}]bD~D\&#g{z}ZOf\

mTs(^,;cC'+;_Pc;D(^4+%"wLrmSA}]bD~#

(Z iSeries Security Reference ;iPD Appendix D f_h*D(^ryP|

n,|(0mSomD~%"w1(ADDPFTRG)|n# 

IT9C0r!%"wLr1(PRTTRGPGM)|n4r!X(bPryPbP

DyP%"wLrDPm# 

 IT9Cu<(fw*y!4@@Z53OQ-fZDNN%"wLr#;s,IT

(Zr!|DD(f4i4GqQ+BD%"wLrmSA53# 

1z@@%"wLr,<GTBiv: 

v   -4(K%"wLr?IT9C0T>Tshv1(DSPOBJD)|n47(|# 

v   CLr4P24Yw?z+Xki44LrrkLr4(_;847(|#}g,

%"wLrGqi4C'G-?rm%"wLr}ZH}X(C'(QSECOFR)T

cq!T53J4DCJ#
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Z("KE"bs,IT(Zr!|DD(f4`XQmSA53DB%"wLr# 

li~XDLr 

%"wLr;G+0XeA>m1Lr}x53D(;I\D=(#%"wLrGv

ZLrD>}#1"z3)B~(gZ%"wLrDivBD~|B)1,53KP

kKB~`XDvZLr# 

m 15 hvI\Z53ODd|vZLrD>}#&9C`,D=(@@b)CZ%"

wLrDvZLrD9CMZ]# 

": m 15 ;GI\DvZLrDj{Pm# 

. 

 m 15. 53a)DvZLr 

Lr{ 1LrKP1 

DDMACC xgtTOC'(eD{F# 1C'T<r*53OD DDM D~rxP DRDA ,S1# 

PCSACC xgtTOC'(eD{F 1C'(}9C0-<M'z1T<9C Client Access™ 
&\4CJ53

ODTs1# 

QPWDVLDPGM 535ODC'(eD{

F# 

1C'KP0|D\k1&\1# 

QRMTSIGN 535PC'8(D{F# 1C'T<S6L53;%="a1# 

QSYS/QEZUSRCLNP 1T/e}&\KP1# 

CHGBCKUP |nD EXITPGM N}OC

'(eD{F# 

19C0YwzV18]&\1# 

CRTPRDLOD |nOC'(eD{F# Z#f"V4r>}CC|n4(Dz7.0M.s# 

CHGMSGD |nD DFTPGM N}OC'

(eD{F# 

g{T{"8(K1!Lr,r1"v{"153KPCLr#r*j<5

3OP\s}?D{"hv,yT`X1!LrD9CG'QD#*@9+

2C'T{"mS1!Lr,<G+{"D~(*MSGF Ts)D+2(^

hC* *USE# 

STREML3270 |nD FKEYPGM N}O

C'(eD{F# 

1C'Z 3270 h8Bfa0Zd4&\|1#1vZLrax1,53+

X~5X= 3270 h8Bfa0# 

T\`Sw|nD EXITPGM N}OC'

8(D{F# 

*&mIBP|nU/D}]: 

STRPFRMON"ENDPFRMON"ADDPFRCOL M CHGPFRCOL#1}]U

/ax1CLrKP# 

RCVJRNE LrD EXITPGM N}PDC

'8(D{F# 

TZS8(DU>MU>SUwPA!D?vU>nrU>ni# 

QTNADDCR API OC'8(D{F# COMMIT r ROLLBACK YwZd# 

QHFRGFS API OC'8(D{F# *4PD~53&\# 

r!zh8hvD SEPPGM N}OC'

8(D{F 

ZYQzD~rr!w5.0r.s,*7(ZVt{3fOr!24# 

QGPL/QUSCLSXT 1XU}]bD~TJm6qD~9CE"1# 

_-D~D FMTSLR N}OC'8(D

{F# 

1G<4k=}]bD~RG<q={4|,Z_6oTLrP1#!qw

Lrw*dkSUG<"7(9CDG<q="+|5X=}]b# 

Z QATNPGM 535"C'E*D~P 

ATNPGM N}r SETATNPGM |nD 

PGM N}P8(DC'(eD{F# 

1C'40(zYwks1|1# 
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m 15. 53a)DvZLr (x) 

Lr{ 1LrKP1 

TRCJOB |nD EXITPGM N}OC'8

(D{F# 

t/0zYw51}L.0# 

  

 TZJmz8(vZLrD|n,&7#|n1!5P4|D*8(vZLr#2&

7#b)|nD+2(^;;|D|n1!5#CHGCMDDFT |nh*TC|nD 

*OBJMGT (^#;h* *OBJMGT (^4KP|n# 

@@Q"aDvZLr 

IT9C53"a&\4"a&Z3)B~"z1KPDvZLr#*P>PX53

D"aE",dk WRKREGINF OUTPUT(*PRINT)#< 8 T>(f>}: 

 

 TZ53OD?vvZc,(fT>NNvZLr10GqQ"a#1vZc_P1

0Q"aDLr1,ITS WRKREGINF DT>f>!q!n 8(T>Lr)4T>

PXLrDE": 

                      9C"aE" 
  
dk!n,404P1|# 
5= T>vZc   8= 9CvZLr 
  
                           vZ 
     vZ                  c 
!n c                    q=        Q"a    D> 
     QIBM_QGW_NJEOUTBOUND  NJEO0100     *YES     xgw5nv>vZ 
8    QIBM_QHQ_DTAQ         DTAQ0100     *YES     -<}]SP~qw 
     QIBM_QLZP_LICENSE     LICM0100     *YES     -<mI$\m~qw 
     QIBM_QMF_MESSAGE      MESS0100     *YES     -<{"~qw 
     QIBM_QNPS_ENTRY       ENTR0100     *YES     xgr!~qw - n 
     QIBM_QNPS_SPLF        SPLF0100     *YES     xgr!~qw - YQz 
     QIBM_QNS_CRADDACT     ADDA0100     *YES     mS CRQ hvn/ 
     QIBM_QNS_CRCHGACT     CHGA0100     *YES     |D CRQ hvn/

 

9CkTd|vZLrM%"wLr9CD`,D=(4@@b)vZLr# 

               9C"aE" 
 vZc . . . . . . . . . . . . . . :   QIBM_QGW_NJEOUTBOUND 
 vZcq= . . . . . . . . . . . . :   NJEO0100 
 Q"aDvZc . . . . . . . . . . :   *YES 
 Jm"z . . . . . . . . . . . . . :   *YES 
 vZLrDns}? . . . . . . . . :   *NOMAX 
 vZLrD10}? . . . . . . . . :   0 
 mSD$&m . . . . . . . . . . . :   *NONE 
   b . . . . . . . . . . . . . . . : 
   q= . . . . . . . . . . . . . . : 
 }%D$&m . . . . . . . . . . . :   *NONE 
   b . . . . . . . . . . . . . . . : 
   q= . . . . . . . . . . . . . . : 
 lwD$&m . . . . . . . . . . . :   *NONE 
   b . . . . . . . . . . . . . . . : 

< 8. 9C"aE" - >}
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liQwHDLr 

iSeries TTs+KPDwHw5a)8V=(,|,w5wHLr#;civB,b)

=(;a}p2+T)4,r*wHw5DC'Xk_Pk+w5a;Az&myh

*D`,(^# 

;x,Ts&(1liwHDw5#;YGi/ZD;zC'I\a9CK=(F.

FlVQ# 

^F#fMV4\& 

`}C';XZ53O#fMV4Ts##f|na)+i/DX*Jz4F=iJ

rd|53DI\#`}#f|n'VI"M=m;v53D#fD~((}9C 

SNDNETF D~|n)x;PTiJr#f/V4h8DCJ(# 

V4|nT53a)V44Z(DTsg,Lr"|nMD~Dza#(}9C#f

D~,2ITV4E"x;PTiJr#f/V4h8DCJ(#(}9C SNDNETF 

|nr9C FIP &\,ITSm;v53"M#fD~# 

TBGZ53O^F#fMV4YwD(i: 

v   XFD)C'_P *SAVSYS X(#*SAVSYS X(JmC'#fMV4Ts,49

1C';_PTTsDX*(^12GgK# 

v   XF#fMV4h8DomCJ(# 

v   ̂ F#fMV4|nDCJ(#20 OS/400 mILr1,RSTxxx |nD+2(^

G *EXCLUDE#SAVxxx |nD+2(^G *USE#<G+ SAVxxx |nD+2(

^|D* *EXCLUDE#wwX^FzZ(9C RSTxxx |nDC'# 

v   9C QALWOBJRST 5354^F534,Lr"XC(^DLrM_Pi$msD

TsDV4# 

v   9C QVFYOBJRST 5354XFV453OQ){DTs . 

v   9C QFRCCVNRST 535TXFXB4(}Z53OV4D3)Ts# 

v   9C2+TsF}L4`XYw#|( QAUDLVL 535PD *SAVRST,R(Z

r!IV4Yw4(DsF}LG<#(iSeries Security Reference ;iPD Chapter 

9 M Appendix F a)PXsFnYwD|`E"#)

li\#$DbPDC'Ts 

?v iSeries ~qww5<_P;vbPm#g{TZ3vTs{F48(b{F,r

CbPm7(53QwCTsD3r#}g,tzwC3v Lrx48(LryZD;

C,r5343rQwzDbPm"KP|R=DLrDZ;v1># 

iSeries Security Reference ;ia)XZbPmM;Pb{FDwCLr(F*4^(D

wC)D2+T)4D|`E"#|2a)XZXFbPmDZ]M|D53bPm

D\&D(i # 

*K53}#KP,3)53b(g QSYS M QGPL)Xk;Z?vw5DbPmP#

z&C9CTs(^4XF-IT+LrmSAb)b#bPzZ@9PK+0dL

rECZ_PkTsZbPmPDbPvVDLr`,D{FDb)b.;# 
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9&C@@-T CHGSYSLIBL |n_P(^"`X2+TsFU>PD SV G<#;

}1DC'I\+3vbEZbPmPD QSYS .0"<Bd|C'KPk IBM a)

D|n_P`,{FD4Z(D|n# 

 

 

SECBATCH K%!n: 

28("4a;)67(9Cw5wHLr) 

IT9C0r!C'Ts1(PRTUSROBJ)|n4r!;Z8(bPDC'T

s(;GI IBM 4(DTs)Pm#;sIT@@CPmPDLr47(-4(

K|GT0|G4P24&\# 

LrTbDC'Ts1|G;Z53bP12ITmVvP2+T)4#}g,

g{Lr+z\}]4k4^(d{FDD~,rI\-CLrr*Z53bP

CD~D0df># 
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Z 10 B @9Mlb%w"T 

>JOGwV<ID/O,CZozzlbI\D2+T)4M7R_# 

om2+T 

53?~GX*DL5Jz,2Gxk53D1ZE'#53PD3)53i~e}

!IR[q:s#z&+53?~EZ\XD;C,Tc@9{K}%sXD53i

~# 

53?~=xDXFfea)K^h$w>4I4Py>&\D\&#}g,IT9

CXFfe44PBPYw: 

v   #953# 

v   t/53# 

v   0kYw53# 

v   t/~q&\#

yPb)n/<\;9zD53C'PO#|G2aT53lI1ZD2+T)4#

IT9C53=xD|x4XFN1Jmb)n/#*@99CXFfe,+|xC

Z02+1;C,6B?W"+|f"Z2+;C# 

": 

1.   g{h*Z53O4P6L IPL r4P6LJOoO,rh**|x!qm;hC#

0iSeries E"PD1PD0kE1wba)XZ|xhCD|`E"(kNDZ xii 

3D:Hvu~M`XE";Tq!j8E")# 

2.   "GyP53ME<=x|xw*j<&\?~#

`XC'E*D~n/ 

C'E*D~a)xk53D(@#C'E*D~PDN}7(C'D73MC'D

2+TXw#w*2+\m1,zh*XFMsF53OTC'E*D~yxPD|

D# 

IThC2+TsFTc53+|DG<4kC'E*D~#IT9C DSPAUDJRNE 

|n4r!G)|DD(f# 

IT4(vZLr4@@TC'E*D~yksDYw#m 16 T>ICZC'E*D

~|nDvZc# 

 m 16. C'E*D~n/DvZc 

C'E*D~|n vZc{F 

4(C'E*D~(CRTUSRPRF) QIBM_QSY_CRT_PROFILE 
|DC'E*D~(CHGUSRPRF) QIBM_QSY_CHG_PROFILE 
>}C'E*D~(DLTUSRPRF) QIBM_QSY_DLT_PROFILE 
V4C'E*D~(RSTUSRPRF) QIBM_QSY_RST_PROFILE 
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}g,vZLrITiRI\<BC'KP4Z(f>LrD|D#b)|DI\8

(;,Dw5hvrBD10b#y]vZLrSU=DE",vZLrIT(*{

"SPr4P3vYw(g|Dr{CC'E*D~)# 

iSeries Security Reference ;ia)KXZC'E*D~YwDvZLrD|`E"# 

Ts){ 

g{3KIT(}+\DD}]}kzD534F}zI!DyP2+T$@k),

rb)k)<;Pbe#iSeries ~qw_Pm`ZC&\?~,zIT9C|G4h9

+Q\DDm~0k=zD53O"lbQ-0k53DNNbVm~#Z V5R1 Pm

SD<u.;GTs){# 

Ts){GF*0}V){1DS\EnD iSeries ~qw5V#CEn`Tr%:;

)m~Fw_<8C+m~;6xM',rCFw_0){1Cm~#K){";#

$Cm~4PNNX(D&\#;x,|a)K;V=(4$wm~G4T)p|D

Fw_"$wCm~TFwM)pT4P4|D}#g{Q(}rXx+MKCm~

r+|f"ZzO*I\Q^DDiJO,rb;cXpX*# 

9C}V){xKzTIT+Dvm~0k=zD53OD|sXF,xR;)0k

K|,z|PI\lb=|D#BD5350i$TsV41(QVFYOBJRST)a)

KCZhC^FT_TD;VzF,C_T*syP0k=53ODm~IQ*m~

4)p#z2IT!q|*ED_T"R;i$){(g{){fZ)# 

yP OS/400 m~T0!nM iSeries ~qwmILrDm~Q-I53IE4)p#

b)){PzZ53#$dj{T,"R1+^)&CZ531lib)){,T7

#C^)4T53IE4"RZ+M14|D#2ITZm~;Z53O1lib)

){#Q)9K CHKOBJITG(liTsj{T)|n,TcZ}Kli53OTsD

d|j{T&\?~.b,9li){#xR,0}V$i\mw1_P;)fe,

zIT9Cb)fe4liTsOD){,|(ZYw53PDTs# 

}g)pYw53Gy,zIT9C}V){4#$TzD+>X|Dm~Dj{

T#zIT:rQIm~)&L)pDm~,z2IT)pzQ:rr`4Dm~#

;s,w*2+_TD;?V,IT(Z9C CHKOBJITG r0}V$i\mw14i

$Cm~OD){T;P' - T)pTsT4,TsP4|D#zI\x;=*sI

zrQ*4)p53OV4DyPm~#;x,IZ104)pDs`} iSeries ~q

wm~;GI IBM FwD,yTbI\TzD53D^F+Oq#BD}V){'V

9zITinXv(#$m~j{TDnQ==# 

CZ#$m~D}V){vG}V$iDC>.;#PX\m}V$iD=SE"I

TZ0E"PD1PD0}V$i\m1wbPR=(kNDZ xii 3D:Hvu~M

`XE";Tq!j8E")# 

`XS53hv 

Z iSeries ~qwOt/S531,534(xk53"KPD$w73#S53hv

(eK73Db[#rK,S53hvIT*;O(DC'a)za#7R_IT9

CS53hv4T/t/Lrr9d;h*C'E*D~2\"a# 
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1KP07z+2(^1(RVKPUBAUT)|n1,53+S53hv|nD+2(

^hC* *EXCLUDE#bIT@9;PXpZ(DC'(M;P *ALLOBJ X(DC

')|Dr4(S53hv# 

BPwba)XZ4i1053OfZDS53hvD(i#IT9C09CS53

hv1(WRKSBSD)|n44(yPS53hvDPm#1SPm!q 5(T>)1,

Ty!D53hvT>;vK%#CK%T>S5373D?~Pm# 

!q!n4i4PX?~Dj8E"#9C0|DS53hv1(CHGSBSD)|n4

|DK%OD0=vn#*|Dd|n,Tn`M9C`&DmS"}%r|D|

n#}g,*|D$w>n,k9C0|D$w>n1(CHGWSE)|n# 

Work Management ;ia)PX9CS53hvD|`E"#|2P>K IBM a)D

S53hvD;65# 

T/t/w5n 

T/t/w5n|,w5hvD{F#w5hvIT|,<BLrr|nKPDks

}](RQSDTA)#}g,RQSDTA ITG CALL LIB1/PROGRAM1#^[S53N1t

/,53<+KPb LIB1 PDLr PROGRAM1# 

i4T/t/w5nM`XDw5hv#7#KbS53t/1T/KPDNNLr

D&\# 

$w>{FM$w>`M 

1S53t/1,|VdyP4VdD$w>#$w>{FM$w>`MDnPP>

Kb)$w>(XpP>r4#fP>)#1C'"a1,C'ZQVd$w>DS5

3O"a# 

Z$w>Ot/w51,$w>n8>+9CD;vw5hv#w5hvI\|,<

BLrr|nKPDks}]#}g,RQSDTA N}IT* CALL LIB1/PROGRAM1#^

[C'N1"a=CS53PD$w>,53+KP LIB1 PD PROGRAM1# 

i4$w>nM`Xw5hv#7#;PC'QmSr|BNNn4KPz;*@D

Lr# 

$w>n2IT8(1!C'E*D~#TZ3)S53dC,|Jm3)C'(}

404P1|MIT"a#g{53OD2+6p(QSECURITY 535)!Z 40,&

4i1!C'D$w>n# 

w5SPn 

S53t/1,|VdS53hvPP>DNN4Vdw5SP#w5SPn;a}

pNN1SD2+T)4#;x,|G75*3)C'a)K;vza,9d(}Z

GF.73PKPw5,Sxp&53T\# 

&(Z4iS53hvPDw5SPn,T7#z&mw5ZF.D73PKP# 
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7In 

7In(ew5xkS531y4PDYw#S53TyPw5`M9C7In:z

&m";%=M(Ew5#7In8(BPwn: 

v   w5D`#kw5SPn`F,w5X*D`IT0lw5DT\,+";a}p

2+T)4# 

v   1w5t/1KPDLr#li7In"7#;PC'QmSr|BNNn4KP

z;*@DLr#

(EnM6L;C{F 

(Ew5xk531,539Cn/S53PD(EnM6L;C{Fn47((E

w5+gNKP#i4b)nDBPZ]: 

v   yPS53<\;KP(Ew5#g{zF.CZ(EDS53&ZGn/4,,

r}Z"Txk53Dw5ITZm;vS53hvPiRzcdh*Dn#zh

*i4yPS53hvPDn# 

v   (En|,w5hv#w5hvIT|,KP|nrLrDks}]#i4(En

0d`XDw5hv,T7#Kbw5+gNt/# 

v   (En28(53Z3)ivB9CD1!C'E*D~#7#Kb1!E*D~

DwC#g{53|,1!E*D~,&7#|GG_Pn!(^DE*D~#P

X1!C'E*D~D|`E",kNDZ 12 B, :#$ APPC (E;# 

 IT9C0r!S53hv1(PRTSBSDAUT)|n,4j6CZ8(C'E*D

~{FD(En#

$t/w5n 

IT9C$t/w5n49S53<8C4P3)`MDw5,Tcb)w5t/|

8Y#$t/w5ITZS53t/1rZh*1t/#$t/w5n8(BPZ

]: 

v    

 *KPDLr 

 1!C'E*D~ 

 w5hv

|G<I\}p2+T)4#z&7#$t/w5nv4PQZ(DZ{&\# 

w5Mw5hv 

w5hv|,19Cw5hv1IT<BX(LrKPDks}]M7I}]#1w

5hvZks}]N}P8(K3vLr1,534KPCLr#1w5hv8(7

I}]1,53KPZkC7I}]%dD7InP8(DLr# 

53T;%=Mz&mw59Cw5hv#TZ;%=w5,$w>n8(w5h

v#$w>n5;c* *USRPRF,yT539CZC'E*D~P8(Dw5hv#T

Zz&mw5,Za;w518(w5hv# 
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&(Z4iw5hv,T7#|G;PKPGF.DLr#9&9CTs(^4@9

Tw5hvxP|D#*USE (^c;KP_Pw5hvDw5#j<C';h*kT

w5hvD *CHANGE (^# 

 

 

SECBATCH K%!n: 

15("4a;)54(9Cw5wHLr) 

w5hv2IT8(w5&ZD;C'E*D~BKP#9C2+6p 40 M|_

6p1,XkTw5hvMZw5hvP8(DC'E*D~_P *USE (^#

9CMZ 40 D2+6p1,vh*Tw5hvD *USE (^# 

IT9C0r!w5hv(^1(PRTJOBDAUT)|n4r!;iw5hvDP

m,b)w5hvCZ8(C'E*D~R_P *USE +2(^# 

 C(fT>w5hvP8(DC'E*D~DX(#C(f|,C'E*D~_PD

NNiE*D~DX(#zIT9CBP|n4T>C'E*D~D(C(^: 

DSPUSRPRF USRPRF(profile-name) TYPE(*OBJAUT) 

w5hv8(1w5KP19CDbPm#g{3KIT|DC'DbPm,rCC

'ITKP;,bPLrDGF.f>#z&(ZX4i53ODw5hvP8(D

bPm# 

ns,&7#0a;w51( S B M J O B)|nM04(C'E*D~1

(CRTUSRPRF)|nD1!5P4|D*8rGF.Dw5hv# 

e5a9/BqLr{F 

3)(EksT53"MX(`MDEE#r*BqLrD{FG53 APPC e5a9

D;?V,yTKks;F*e5a9BqLr{(TPN)#CZT>>*(ksD

ks*e5a9 TPN D>}#e5a9 TPN G(E$wD}#==,;;(a}p

2+T)4#;x,e5a9 TPN I\a)xk53DbbkZ# 

3) TPN ;aZksP+ME*D~#g{ksk3;(En(d1!C'* *SYS)

X*,MIZ53Ot/ks#;x,*SYS E*D~vITKP53&\,x;\K

PC'&CLr# 

g{;ke5a9 TPN KP19C1!E*D~,ITZ(EnP+1!C'S *SYS 

|D* *NONE#Z 78 3D:e5a9/ TPN ks;P>e5a9 TPN M`XDC

'E*D~# 

g{y>;kZ53OKPX( TPN,k4PTBYw: 

1.   4(IS\8vN}D CL Lr#CLr&44P&\#|v_PN}D0yw1

(DCL)od,;sax# 

2.   + TPN D7InmS=_P(Enr6L;C{FnD?vS53#7In&8(

BPZ]: 

v   HO5(CMPVAL 5),kp<;C* 37 D TPN(kNDe5a9/ TPN k

s)DLr{`H# 
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v   *wCDLr(PGM)5kZZ 77 3D 1=P4(DLr{F`H#b@9 TPN 

(;m;v7In,g *ANY#

8v TPN Z QCMN S53PQ_P|GT:D7In#IZT\-rQmSK|G# 

e5a9/ TPN ks 

 m 17. TPN ksDLrMC' 

TPN ks Lr C'E*D~ hv 

X'30F0F8F1' AMQCRC6A *NONE {"SP 

X'06F3F0F1' QACSOTP QUSER APPC "aBqLr 

X'30F0F2D1' QANRTP QADSM ADSM/400 APPC dC 

X'30F0F1F9' QCNPCSUP *NONE 2mD~P 

X'07F0F0F1' QCNTEDDM QUSER DDM 

X'07F6C4C2' QCNTEDDM QUSER 6L SQL–DRDA1 

X'30F0F7F7' QCQNRBAS QSVCCS SNA CC_Server 

X'30F0F1F4' QDXPRCV QUSER DSNX–PC SUw 

X'30F0F1F3' QDXPSEND QUSER DSNX–PC "Mw 

X'30F0F2C4' QEVYMAIN QUSER ENVY**/400 ~qw 

X'30F0F6F0' QHQTRGT *NONE PC }]SP 

X'30F0F8F0' QLZPSERV *NONE Client Access mI$\mw 

X'30F0F1F7' QMFRCVR *NONE PC {"SUw 

X'30F0F1F8' QMFSNDR *NONE PC {""Mw 

X'30F0F6F6' QND5MAIN QUSER APPN 5394 $w>XFw 

DB2DRDA QCNTEDDDM QUSER DB2DRDA 

APINGD QNMAPINGD QUSER APINGD 

X'30F0F5F4' QNMEVK QUSER 53\m5CLr 

X'30F0F2C1' QNPSERVR *NONE PWS-I xgr!~qw 

X'30F0F7F9' QOCEVOKE *NONE g53Uz 

X'30F0F6F1' QOKCSUP QDOC ?<0q 

X'20F0F0F7' QOQSESRV QUSER DIA f> 2 

X'20F0F0F8' QOQSESRV QUSER DIA f> 2 

X'30F0F5F1' QOQSESRV QUSER DIA f> 2 

X'20F0F0F0' QOSAPPC QUSER DIA f> 1 

X'30F0F0F5' QPAPAST2 QUSER S/36—S/38 +] 

X'30F0F0F9' QPAPAST2 QUSER r!z+] 

X'30F0F4F6' QPWFSTP0 *NONE 2mD~P`M 2 

X'30F0F2C8' QPWFSTP1 *NONE Client Access D~~qw 

X'30F0F2C9' QPWFSTP2 *NONE Windows** Client Access D~~qw 

X'30F0F6F9' QRQSRVX *NONE 6L SQL - ;e/~qw 

X'30F0F6F5' QRQSRV0 *NONE ;a;D6L SQL 

X'30F0F6F4' QRQSRV1 *NONE ;a;D6L SQL 

X'30F0F2D2' QSVRCI QUSER SOC/CT 
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m 17. TPN ksDLrMC' (x) 

TPN ks Lr C'E*D~ hv 

X'21F0F0F8' QS2RCVR QGATE SNADS FS2 SUw 

X'21F0F0F7' QS2STSND QGATE SNADS FS2 "Mw 

X'30F0F1F6' QTFDWNLD *NONE PC +M&\ 

X'30F0F2F4' QTIHNPCS QUSER TIE &\ 

X'30F0F1F5' QVPPRINT *NONE PC ibr! 

X'30F0F2D3' QWGMTP QWGM Ultimedia Mail/400 ~qw 

X'30F0F8F3' QZDAINIT QUSER PWS-I }]CJ~qw 

X'21F0F0F2' QZDRCVR QSNADS SNADS SU= 

X'21F0F0F1' QZDSTSND QSNADS SNADS "M= 

X'30F0F2C5' QZHQTRG *NONE PWS-I }]SP~qw 

X'30F0F2C6' QZRCSRVR *NONE PWS-I 6L|n~qw 

X'30F0F2C7' QZSCSRVR *NONE PWS-I Pk~qw 
  

`X2+TB~D=( 

hC2+T;G;M@]D#h*;O@@53OD|DM2+TJO#;sT2+

T73xPw{Tl&zy"VDJb# 

2+T(fozz`X53O"zDk2+T`XD|D#TBGIC4ozzlb

2+TJOr)6Dd|53&\: 

v   2+TsFG;v&\?sD$_,zIT9C|4[l53O"zDm`;,`

MDk2+T`XDB~#}g,IT+53hC*Z?NC'r*X(}]bD

~xP|B14;usFG<#ITsF535DyP|D#ITsF1C'V4

Ts1"zDYw# 

 iSeries Security Reference ;iPD Chapter 9 a)PX2+TsF&\Dj{E"#

IT9C0|D2+TsF1(CHGSECAUD)|n4Z53OhC2+TsF# z

2IT9C0T>sFU>n1(DSPAUDJRNE)|n4r!2+TsFU>PD

y!qDE"# 

v   IT4( QSYSMSG {"SP46qX|D53Yw1{"#QSYSOPR {"SP

Z{vdMD*5UP<SU=;,X*TDm`{"#IZ QSYSOPR {"SPP

D{"G#`,zI\avTtk2+T`XDX|{", 

 g{Z53OD QSYS bP4( QSYSMSG {"SP,53T/+3)X|{"(

rA QSYSMSG {"SPx;G QSYSOPR {"SP# 

 IT4(Lr4`X QSYSMSG {"SP,2ITTPO==+CSP8(xT:

r8(xm;vIEC'#
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Z 11 B 9C0/ID~5314#$D~ 

/ID~53*za)KZ iSeries ~qwOf"Mi4E"D`V=(#/ID~5

3G'VwdkMdvYwD OS/400 Yw53D;?V#|a)kvKFczYw5

3M UNIX® Yw53`F("f])Df"\m=(# 

9C/ID~53,ITSVc?<a9DGHi453ODyPTs#;x,Zs

`}ivB,C'TTZX(D~53n#CD=(i4Ts#}g,0+3D1

iSeries Ts;Z QSYS.LIB D~53P#;civB,C'SbDGHi4b)Ts#

C'(#SD~PPD5DDGHi4 QDLS D~53PDTs#y(/)"QOpenSys 

MC'(eDD~53a);VVc(6W)?<a9# 

w*2+\m1,zh*KbBPZ]: 

v   Z53O9CD)D~53 

v   ?vD~53D@XD2+TXw

TBwba)K/ID~532+TD3);c"bBn# 

0/ID~531D2+T=( 

yD~53d1 iSeries ~qwOyPd|D~53Dyy(ry!)#Z_6p,|a

)53OyPTsD/IS<#Z iSeries ~qwOITfZDd|D~53a)Ts

\mM/IDwV=(,b!vZ?vD~53Dy>C>#}g,QOPT(bL)D

~539 iSeries &CLrM~qw(|( iSeries Access for Windows D~~qw)

\;CJ iSeries ~qwOD CD-ROM }/w#,y,QFileSvr.400 D~539&C

Lr\;CJ6L iSeries ~qwOD/ID~53}]#QLANSrv D~~qwJmC

Jf"Z Integrated xSeries Server for iSeries OrZxgPd|Q,SD~qwODD

~# 

?vD~53D2+T=(!vZCD~539.ICD}]#}g,QOPT D~53

;a)Ts6pD2+T,r*;fZ+(^E"4k CD-ROM D<u#TZ 

QFileSvr.400 D~53,CJXF"zZ6L53(ZomOf"M\mD~yZD5

3)O#TZs QLANSrv DD~53,Integrated xSeries Server for iSeries a)CJ

XF#!\2+T#M;,,+m`D~53(}/ID~53|n(g0|D(

^1(CHGAUT)M0|DyP_1(CHGOWN))'VCJXFD;B\m# 

K&Gk/ID~532+TDd'Gd`XD;)<I#/ID~53hF!I\

q- POSIX j<#b<B;)}p"bDP*,dP,iSeries ~qw(^M POSIX m

I(0lO1Z;p: 

1.   ;*}%C'TCC'y5PD?<D(C(^,49(}+2(^"ir(^P

mZ(CC'#19Cj< iSeries ~qw2+T#MPDbrD~P1,}%yP

_D(C(^+auY*C'E*D~f"D(^E"?x;a0ld|Yw#+

G,r* POSIX j<(e?<DmI(LPD=(,yTB4(D?<DyP_T

C?<_PDTs(^+k8DyP_T8_PD(^`,,49B4(D?<D

yP_T8_Pd|(C(^#bI\\Qmb,rK,K&G;v>}:USERA 

5P?< /DIRA,+Q}% USERA D(C(^#USERB T /DIRA _P(C(
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^#USERB 4(?< /DIRA/DIRB#IZ USERA T /DIRA ;PTs(^,yT 

USERB +T /DIRA/DIRB ;PTs(^#g{;Px;=DYw4|D USERB D

Ts(^,U S E R B +;\X|{r>} / D I R A / D I R B#b2Z9Cx 

O_INHERITMODE j>D open() API 44(D~1*<pwC#g{ USERB 4

(KD~ /DIRA/FILEB,USERB +T|;PTs(^M}](^#USERB ^(4

kBD~# 

2.   s`}omD~53;'VXC(^#||(y(/)"QOpenSys"QDLS MC'(

eDD~53# 

3.    4(TsDC'E*D~5PCTs,49+C'E*D~D OWNER VNhC

* *GRPPRF# 

4.    m`D~53Ywh*T76D?viI?V(|(y(/)?<)D *RX }](

^#1v=(^Jb1,7#liC'Ty>mD(^# 

5.   T>rlw10$w?<(DSPCURDIR r getcwd() H)h*T76PD?viI

?VD *RX }](^#;x,|D10$w?<(CD r chdir() H);h*T?

viI?VD *X }](^#rK,C'I\+10$w?<|D*3v76x^

(T>C76# 

6.   COPY |nD?DG4FTs#TBD~D(^hC}yP_;,b+k-<D~`

,#;x,CPYTOSTMF |nD?D;G4F}]#C';\XFTBD~D(^

hC#4(_/yP_+_P *RWX }](^,+iM+2(^+G *EXCLUDE#

C'Xk9CpD=((CHGAUT r chmod() H)48(yh*D(^# 

7.   C'XkGTsDyP_rTTs_P *OBJMGT Ts(^E\lwXZCTsD

(^E"#bvVZ3)bbDX=(g COPY),XklwXZ4TsD(^E"

E\T?jTshCH'(^# 

8.   1|DTsDyP_ri1,C';vXkTCTs_PJ1D(^,xRXkT

BDyP_/iC'E*D~_P *ADD }](^T0TIDyP_/iE*D~

_P *DELETE }](^#b)}](^kD~53}](^;`X#IT9C 

DSPOBJAUT |nT>b)}](^T09C EDTOBJAUT |n|D|G#1 

COPY T<hCBTsDij61,b2bbvVZ COPY P# 

9.    MOV |nWZzznKQbD(^ms,XpG1S;vomD~53F/Am

;vomD~531r14P}]*;1,|GgK#Zb)ivB,F/Yw5

JOdIK4FM>}Yw#rK,}d|X(D MOV "bBnb,yPk COPY 

|n(kNDTO 7 M 8)M RMVLNK |n`,D(^"bBn2a0l MOV 

|n#

TBZ*za)8vzmTDD~53D;)"bBn#PXZzD iSeries ~qwO

DX(D~53D|`E",z+h*iD9CCD~53DmILrDD5# 

y(/)"QOpenSys MC'(eDD~53 
TBGy"QOpenSys MC'(eDD~53D2+T"bBn# 

(^gN$w 

y"QOpenSys MC'(eDD~53*Ts\mM2+Ta)K iSeries ~qw"PC 

M UNIX** &\D;VlO#1S iSeries ~qwa09C/ID~53|n

(WRKAUT M CHGAUT)1,IThCyP}#D iSeries ~qwTs(^#b|(

k Spec 1170(UNIX `MDYw53)f]D *R"*W M *X (^# 
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": y"QOpenSys MC'(eDD~53Z&\OH'#QOpenSys D~53xVs!

4#yD~53;xVs!4#C'(eDD~53IT(e*xVs!4#r

*b)D~53_P`,D2+TXw,yTZTBwbPITY(I;f9C

|GD{F# 

1w*\m1S PC a0CJyD~531,IThCC PC 9CDTstT4^F3

)`MDCJ: 

v   53 

v   ~X 

v   i5 

v   ;A

b) PC tTGT iSeries ~qwTs(^5D9dx;Gf;# 

1C'"TCJyD~53PD3vTs1,OS/400 5)CTsDyPTs(^5Mt

T,x;\G)(^SC'gfGq0IS1#}g,Y(+TsD;AtThC*r

*#PC C';\(} iSeries Access SZ>}Ts#_PL(&\D$w>D iSeries 

~qwC'2;\>}CTs,49C iSeries ~qwC'_P *ALLOBJ X(#Z(

C'Xk9C PC &\+C;A54;*XU.s,E\>}CTs#,y,PC C'

I\;_Pc;D OS/400 (^4|DTsDk PC PXD2+TtT# 

Z iSeries ~qwOKPD UNIX `MD&CLr9C UNIX gqD&CLr`LS

Z(API)4CJyD~53PD}]#9C UNIX gqD API,&CLrIT6pM

,$BP2+TE": 

v   TsyP_ 

v   iyP_(iSeries ~qwwi(^) 

v   A(D~) 

v   4(|DZ]) 

v   4P(KPLrrQw?<)

53+b)}](^3dAVPD iSeries ~qwTsM}](^: 

v   A(*R)= *OBJOPR M *READ 

v   4(*W)= *OBJOPR"*ADD"*UPD M *DLT 

v   4P(*X)= *OBJOPR M *EXECUTE

Z UNIX `MD73P,;fZd|Ts(^(*OBJMGT"*OBJEXIST"*OBJALTER 

M *OBJREF)DEn# 

;x,TZyD~53PDyPTs,fZb)Ts(^#19C UNIX gqD API 4

(3vTs1,CTsS8?<LPb)(^,a{gB: 

v   BTsDyP_k8?<DyP__P`,DTs(^# 

v   BTsDwik8?<Dwi_P`,DTs(^# 

v   BTsD+Zk8?<D+Z_P`,DTs(^#

Z API P9C==N}8(BTsTZyP_"wiM+ZD}](^#1+yPDT

s(^hC*0r*11,ITq!Z UNIX `MD73PZ{D(^P*#nC+|

GDhC#t*0r*1,}Gz;h* POSIX gqDP*# 
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1KP9C UNIX gqD API D&CLr1,535)+?Ts(^,x;\|GT

Z UNIX `MD&CLrGq0IS1#}g,!\Z UNIX `MDYw53P;fZ

(^PmDEn,+53+5)(^PmD(^# 

1_PlOD&CLr731,h*7#Z;v73P;xP(^|D,b)(^|

D+aPOm;v73PD&CLr# 

9Cy(/)"QOpenSys MC'(eDD~53D2+T 

IZ/ID~53D}k,iSeries ~qw2a)K9C`vD~53PDTsD;iB

|n#K|n/|(9C2+TD|n: 

v   |DsF(CHGAUD) 

v   |D(^(CHGAUT) 

v   |DyP_(CHGOWN) 

v   |Dwi(CHGPGP) 

v   T>(^(DSPAUT) 

v   9C(^(WRKAUT)

b)|n+y>}]MTs(^ViI UNIX gqD(^S/: 

*RWX A/4/4P 
*RW A/4 

*R A 

*WX 4/4P 

*W 4 

*X 4P

Kb,UNIX gqD API IC49C2+T# 

Ty?<D+2(^ 

153;61,Ty?<D+2(^G *ALL(+?Ts(^MyP}](^)#KhC

a)_P UNXI gqD&CLrZ{DM;cD iSeries ~qwC'Z{DinTMf

]T#_P|nP\&D iSeries ~qwC'ITv(}9C CRTLIB |n4Z 

QSYS.LIB D~53P4(Bb#(#,Z;cD iSeries ~qwOD(^Jmbyv#

,y,9CyD~53D;6hC,;cC'ITZyD~53P4(B?<(}g

ITZ PC O4(B?<;y)# 

w*2+\m1,zXkL}zDC'PXdV#${G4(DTsDBi#1C'

4(b1,\I\TCbD+2(^;&CG *CHANGE(1!5)#CC'&C++2

(^hC* *USE r *EXCLUDE,b!vZCbDZ]# 

g{zDC'h*Zy(/)"QOpenSys rC'(eDD~53P4(B?<,zP8

v2+T!n: 

v   ITL}zDC'Z{G4(B?<12G1!(^#1!5GSn|D8?<L

P(^#MZy?<PB4(D?<45,1!ivB+2(^+G *ALL# 

v   ITZy?<B4(0wX1S?<#+TCwX?<D+2(^hC*TZzD

i/J1DhC#;s,8>C'ZKwXS?<P4(NNBDvK?<#{G

DB?<+LP|D(^# 
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v   IT<G|Dy?<D+2(^4h9C'ZC?<P4(Ts#(}% 

*W"*OBJEXIST"*OBJALTER"*OBJREF M *OBJMGT (^#);x,h*@@

K|DGq+}pzDNN&CLrDJb#}g,zI\_P UNIX gqD&CL

r,CLrZ{\;Sy?<>}Ts#

r!(C(^Ts(PRTPVTAUT)|n 
0r!(C(^1(PRTPVTAUT)|n9z\;r!8(b"D~Pr?<P_P8

(`MDTsDyP(C(^D(f#C(fP>_P8(`MDyPTsMTTs

Z(DC'#bGliTTsD;,(^4D;V=(# 

K|nr!y!qDTsD}v(f#Z;v(f(j{(f)|,?vy!qDT

sDyP(C(^#g{H0T8(b"D~Pr?<PD8(TsKP PRTPVTAUT 

|n,rZ~v(f(|D(f)|,Ty!qDTsD(C(^D9dM|D#y

!q`MDNNBTs"TVPTsDB(^rTVPTsDVP(^D|D<P>

Z0|D(f1P#g{H04T8(b"D~Pr?<PD8(TsKP 

PRTPVTAUT |n,r+;P0|D(f1#g{H0QKPC|n+4TTsD(^

xP|D,rr!0|D(f1,+;PP>DTs# 

Z}v(f(>}(f)|,TH0KP PRTPVTAUT |nT4S8(Ts>}DN

N(CZ(C'#>}DNNTsrw*(CZ(C'}%DNNC'P>Z0>}

(f1P#g{H04KP PRTPVTAUT |n,r+;P0>}(f1#g{H0KP

KC|n+4TTs4P>}Yw,rr!0>}(f1,+;PP>DTs# 

^F:zXk_P *ALLOBJ X(E\9CK|n# 

>}: 

K|n* PAYROLLLIB PDyPD~Ts4(j{D"Q|DDM>}D(f: 

PRTPVTAUT OBJTYPE(*FILE) LIB(PAYROLLLIB) 

K|n*?< garry PDyPwD~Ts4(j{D"Q|DDM>}D(f: 

PRTPVTAUT OBJTYPE(*STMF) DIR(/GARRY) SCHSUBDIR(*NO) 

K|n*S?< garry *<DS?<a9PDyPwD~Ts4(j{D"Q|DDM

>}D(f: 

PRTPVTAUT OBJTYPE(*STMF) DIR(/GARRY) SCHSUBDIR(*YES) 

r!+2Z(Ts(PRTPUBAUT)|n 
0r!+2Z(Ts1(PRTPUBAUT)|n9z\;r!;_P+2(^ *EXCLUDE 

D8(TsD(f#TZ *PGM Ts,;P;_P+2(^ *EXCLUDE DC'IT

wCDLr(LrGC'rr532+6p(QSECURITY 535)* 30 rMZ 30)

E+|(ZC(fP#bGliZ(53OD?vC'CJDTsD;V=(# 

K|n+r!=v(f#Z;v(f(j{(f)+|,;_P+2(^ *EXCLUDE 

DyP8(Ts#Z~v(f(|D(f)+|,H0KP PRTPUBAUT |n1_P

+2(^ *EXCLUDE r;fZ+VZ;_P+2(^ *EXCLUDE DTs#g{H0
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4T8(TsMb"D~Pr?<KP PRTPUBAUT |n,r+;P0|D(f1#g

{H0QKPC|n,+=STs<_P+2(^ *EXCLUDE,r+r!0|D(

f1,+;PP>DTs# 

^F:zXk_P *ALLOBJ X(E\9CK|n# 

>}: 

K|n*b GARRY P;_P+2(^ *EXCLUDE DyPD~Ts4(j{DMQ

|DD(f:: 

PRTPUBAUT OBJTYPE(*FILE) LIB(GARRY) 

K|n*S?< garry *<DS?<a9P;_P+2(^ *EXCLUDE DyPwD~

Ts4(j{D"Q|DDM>}D(f: 

PRTPUBAUT OBJTYPE(*STMF) DIR(GARRY) SCHSUBDIR(*YES) 

^FT QSYS.LIB D~53DCJ 
r*yD~53GyyD~53,yT QSYS.LIB D~53mV*y?<PDS?<#

rK,TzD iSeries ~qw_PCJ(DNN PC C'<IT9C}#D PC |nM

Yw4Ywf"Z iSeries ~qwb(QSYS.LIB D~53)PDTs#}g,PC C'

IT+ QSYS.LIB Ts(g_PX|}]D~Db)O/Ai=z# 

}gzZZ 84 3D:y(/)"QOpenSys MC'(eDD~53;PyKbD,535

)+?Ts(^x;\|TZgfGqIS#rK,C';\:i(>})Ts,}

GCC'TCTs_P *OBJEXIST (^#;x,g{zD iSeries !vZK%CJ2

+Tx;GTs2+T,r PC C'I\\]W"V QSYS.LIB D~53PICZ:

iDTs# 

fEz)953D9CMa)D;,DCJ=(1,+a"4"VK%CJ2+T;

;#Z 39 3DZ 5 B, :9CTs(^#$E"Jz;V[9CTs2+T9dK%

CJXFD_T#;x,iSeries ~qw2*za)K;Vr%=(,T@9(}yD~

53?<a9CJ QSYS.LIB D~53#IT9C QPWFSERVER (^Pm4XFD

)C'IT(}y?<CJ QSYS.LIB D~53# 

1C'T QPWFSERVER (^PmD(^G *EXCLUDE 1,CC';\Sy?<a

9xk QSYS.LIB ?<#1C'D(^G *USE 1,CC'ITxkC?<#;)C

C'_P(^xkC?<,TZCC'"TT QSYS.LIB D~53PDTs4PDNN

Yw,}#Ts(^<JC#;d05,T QPWFSERVER (^PmD(^p`Fxk

{v QSYS.LIB D~53DE'DwC#TZ_P *EXCLUDE (^DC',CE'G

x(D#TZ_P *USE (^(rNN|s(^)DC',CE'Gr*D# 

TZs`}iv,C';h*9C?<gf4CJ QSYS.LIB D~53PDTs#\I

\z+*Q QPWFSERVER (^PmD+2(^hC* *EXCLUDE#G!,(^Pm

DC(^r*rXUxk QSYS.LIB D~53PDyPb(|(C'b)DE'#g{

v=4TKE}DC',IT%@@@{GDhs#g{J1D0,IT*%vC'

T=ZhT(^PmD(^#;x,h*7#CC'T QSYS.LIB D~53PDTs_

PJ1D(^#qr,CC'I\a^bX>}Tsr{vb#

": 

1.   153;61,T QPWFSERVER (^PmD+2(^G *USE# 
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2.   g{T=Z(%vC',(^Pmv(} iSeries Access D~~q"NetServer D~

~qM iSeries ~qw.dDD~~qXFCJ#b";h9(} FTP"ODBC M

d|xgT`,?<DCJ#

#$?< 

*CJyD~53PDTs,&DA;iCTsD{v76#*Qw3v?<,zX

kTC?<_P *X(*OBJOPR M *EXECUTE)(^#}g,Y(*CJBPTs: 

/companya/customers/custfile.dat 

zXkT companya ?<M customers ?<_P *X (^# 

9CyD~53,IT4(A3vTsD{E4S#ZEnO,{E4SG76{F

Dp{#(#,|H+76{FLRWZGd#;x,{E4S;4(CTsDm;

vom76#C'Th*TsDom76PD?v?<MS?<D *X (^# 

TZyD~53PDTs,IT9C?<2+T,}gITZ QSYS.LIB D~53P9

Cb2+T;y#}g,IT+3v?<D+2(^hC* *EXCLUDE 4@9+2C

'CJCwPDNNTs# 

BTsD2+T 

1ZyD~53P4(BTs1,C44(|DSZ7(|D(^#}g,g{9C 

CRTDIR |n0d1!5,rB?<LPd8?<DyP(^Xw,|((C(^"w

i(^M(^PmX*#TBZhvgN*?v`MDSZ7((^# 

(^4T1S8?<,x;G4TwPOf|_D?<#rK,w*2+\m1,z

h*S=V[ci48(xcNa9PD?<D(^: 

v   (^gN0lTwPDTsDCJ(`Fb(^)# 

v   (^gN0lB4(DTs(`FbD CRTAUT 5)#

(i: zI\*xhZ/ID~53P$wDC';vw?<(}

g,/home/usrxxx),;sJ1XhC2+T(g PUBLIC *EXCLUDE)#C'

Z{GDw?<B4(DNN?<+SELPC(^# 

TBGTZ;,SZD(^LPDhv: 

9C04(?<1|n 

1z(}9C CRTDIR |n44(BDS?<1,zP=vCZ8((^D!n: 

v   IT8(+2(^(}](^r/MTs(^)# 

v   ITT}](^r/MTs(^8( *INDIR#1T}](^MTs(^8( *INDIR 

1,53+yP(^E"S8?<j+4F=BTs,|((^Pm"wi"+2

(^M(C(^#(53;4F QSYS E*D~r QSECOFR E*D~TTs_P

D(C(^#)
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9C API 4(?< 
1z(}9C mkdir() API 4(?<1,IT*yP_"wiM+Z8(}](^(9

C *R"*W M *X D(^3d)#539C8?<PDE"4*yP_"wiM+Zh

CTs(^# 

r* UNIX `MDYw53;_PTs(^DEn,yT mkdir() API ;'V8(T

s(^#g{zh*;,DTs(^,IT9C iSeries ~qw|n(CHGAUT)#;

x,1z}%3)Ts(^1,UNIX gqD&CLrI\;szZ{|$wDGy4

$w# 

9C open() r creat() API 4(wD~ 
1z9C creat() API 44(wD~1,IT*yP_"wiM+Z8(}](^(9

C UNIX gqD(^ *R"*W M *X)#539C8?<PDE"4*yP_"wiM

+ZhCTs(^# 

z2ITZ9C open() API 4(wD~18(b)(^#r_,1z9C open() API 

1,IT8(Ts&CS8?<LPyP(^#bF*LP==#18(LP==

1,534(8(^Dj{%d,|((^Pm"wi"+2(^M(C(^#K!

nD$wkZ CRTDIR |nP8( *INDIR `F# 

(}9C PC SZ4(Ts 
19C PC &CLrZyD~53P4(Ts1,53T/S8?<LPyP(^#b

|((^Pm"wi"+2(^M(C(^#PC &CLr;_PNNH'ZZ4(Ts

18((^DYw# 

QFileSvr.400 D~53 
9C QFileSvr.400 D~53,Z;v iSeries 53(SYSTEMA)ODC'(USERX)

ITCJm;vQ,SD iSeries 53(SYSTEMB)OD}]#USERX _P;v}g 

Client Access SZGyDSZ#6L iSeries ~qw(SYSTEMB)mV*;v?<,

x|DyPD~53w*S?<# 

1 USERX "T9CKSZCJ SYSTEMB 1,SYSTEMA + USERX DC'E*D

~{FMS\\k"MA SYSTEMB#Z SYSTEMB PXkfZ`,DC'E*D~

M\k,qr SYSTEMB \xCks# 

g{ SYSTEMB S\Cks,USERX vVZ SYSTEMB P,}gNN Client Access 

C'#`,D(^lifrJCZ USERX "TDNNYw# 

w*2+\m1,zh*Kb QFileSvr.400 D~53zmxkzD53Dm;vI\D

E'#z;\Y(+zD6LC'^FZ_PT>>*(D;%="a#g{z}Z

KP QSERVER S53RzD53Q,SAm;v iSeries 53,r6LC'ITCJ

zD53,Cs{G;ZKP Client Access D>X PC O;y#|I\DG,zD5

3+_Ph*KP QSERVER S53D,S#b2Gh*;v<CDTs(^=8Dm

;v-r# 
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xgD~53 

0xgD~531(NFS)a)T_P NFS 5VD53DCJM4TC53DCJ#

NFS Gxg53PDC'.d2mE"D;V5gj<=(#s`}w*Yw53(|

( PC Yw53)<a) NFS#TZ UNIX 53,NFS Gf!}]Dw*=(#iSeries 

~qwITd1 NFS M'zM NFS ~qw# 

1zI*d1 NFS ~qwD iSeries 53D2+\m11,h*KbM\m NFS D2

+T=f#TBG(iM"bBn: 

v   Xk(}9C STRNFSSVR |nT=t/ NFS ~qw&\#XF-_P(^9CK

|n# 

v   (}<v?<rTs,("ICZ NFS M'zD?<rTs#rK,TZzD53

PDD)?VICZzDxgPD NFS M'z,z_PG#w7DXF# 

v   Z<v1,zIT8(D)M'zTTs_PCJ(#IT453{Fr IP X7j

6M'z#M'zITG;v%@D PC r{v iSeries ~qwr UNIX 53#Z 

NFS uoP,CM'z(IP X7)F*zw# 

v   Z<v1,IT*?vzw8(;ACJrA/4CJ,CzwT<vD?<rT

s_PCJ(#Zs`}ivB,+I\h*a);ACJ# 

v   NFS ;a)\k#$#|hFI"rcCZ53DIEEePD}]2m#1C'k

sCJ1,~qwSUC'D uid#TBG3) uid "bBn: 

–   iSeries ~qw"T(;_P`, uid DC'E*D~#g{|R=%dD uid,

r9CCC'E*D~D>$#>$Ghv9CC'D(^D;v NFS uo#|

`FZd| iSeries ~qw&CLrPDE*D~;;# 

–   1z<v?<rTs1,IT8(Gq+JmI_Py(^DE*D~4CJ#

Z iSeries ~qwOD NFS ~qwQy(^k *ALLOBJ X(H,p4#g{z

8(+;Jmy(^,r3d=_P *ALLOBJ X(DC'E*D~D_P uid D 

NFS C'+;\CJCE*D~BDTs#`4,g{Jmd{CJ,+aQks

_3d=d{E*D~# 

–   1z<v?<rTs1,IT8(Gq+Jmd{ks#d{ksG_Pk53

ODNN uid ;%dD uid Dks#g{z!qJmd{ks,53+d{C'

3d= IBM a)D QNFSANON C'E*D~#KC'E*D~;_PNNX

(rT=(^#(Z<v1,g{z8b,IT*d{ks8(m;vC'E*

D~#)

v   1zD iSeries ~qwNk= NFS xg(r_P@5Z uid D UNIX 53DNN

xg)1,I\h*\mzT:D uid,x;GC53T/8(|G#+h*9 uid 

kxgPDd|53-w# 

 zI\a"Vh*|D uid(uATZ IBM a)DC'E*D~)4qCkxgP

Dd|53Df]T#LrIC49|DC'E*D~D uid |r%#(1z|DC

'E*D~D uid 1,2h*|DZy?<Pr QOpenSrv ?<PCE*D~5P

DyPTsD uid#) QSYCHGID LrT/|DC'E*D~PMyP5PDTs

PD uid#PXgN9CKLrDE",kND iSeries System API Reference ;i#
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Z 12 B #$ APPC (E 

1zD53Nk_Pd|53Dxg1,AzD53DBD;iE'M0ZI*IC

D#w*2+\m1,&CKbITC4XFZ APPC 73PxkzD53DkZD!

n# 

_6Lrd(E(APPC)GFcz(|(vKFcz)%`(ED;V==#T>>

*("V<=}]\mM iSeries Access for Windows <IT9C APPC (E# 

TBwba)XZ APPC (EgN$wMzITgNhCJ1D2+TD3)y>J

O#b)wbw*/PZ APPC dCPk2+T`XD*XO#*9K>}J&ZzD

iv,+h*k\mzD(ExgDKT0rmGzD&CLr)&L;p$w#9

CKE"w*y!4ozzmbICZ APPC D2+TJbM!n# 

2+TS4;G0bQD1#9xg2+T|=cD3)(iI\9xg\m|'Q#

}g,KE";?w APPN®(Advanced Peer-to-Peer Networking®),r*g{;P 

APPN,2+T|WZmbM\m#;x,g{;P APPN,xg\m1XkV$4( 

APPN T/4(DdCE"# 

 

 

PC 29C(E 
+ PC ,SAzD iSeries ~qwDm`=(!vZ(E,g APPC r TCP/IP#

1zDATBwb1,7#<G,SAd|53M,SA PC D2+TJb#1F

.zDxg#$1,7#z;aT,SAzD53D PC zz;{D0l#

APPC uo 
APPC a)Z;v53ODC'Zm;v53O4P$wD\&#ksSPt/D53

F*TBNN;v: 

v   453 

v   >X53 

v   M'z

SUksD53F*TBNN;v: 

v   ?j53 

v   6L53 

v   ~qw

APPC (EDy>*X 
S2+\m1DGHZ;v53( S Y S T E M A)ODC'Zm;v53O

(SYSTEMB)O4PPbeD$w.0,XkPTBiv"z: 

v   453(SYSTEMA)Xka)?j53(SYSTEMB)D76#K76F* APPC a
0# 
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v   ?j53Xkj6C'"9CC'k;vC'E*D~X*#?j53Xk'V4

53DS\c((PX|`E",kNDZ 14 3D:\k6p;)# 

v   ?j53Xk9CJ1D73($w\m5)*CC't/;vw5#

TBwbV[b)*XT0|GgNk2+T`X#Z?j53OD2+\m1_P

7# APPC C';%32+TDw*0p#;x,1=v53OD2+\m1;p$w

1,\m APPC 2+TDw5G#]W# 

>}:y> APPC a0 
Z APPC 73P,1Z;v53ODC'r&CLrksTm;v53CJ1,=v5

3(";va0#*("Ca0,53Xk4S=v%dD APPC h8hv# Z 

SYSTEMA h8hvPD6L;C{F(RMTLOCNAME)N}XkkZ SYSTEMB h

8hvPD>X;C{F(LCLLOCNAME)N}%d,4.`;# 

*K=v53(" APPC a0,Z SYSTEMA M SYSTEMB O APPC h8hvPD

;C\kXk`,#=_<Xk8( *NONE,r=_<Xk8(`,D5# 

g{\kG *NONE TbD5,rTS\q=f"M+M|G#g{\k%d,r53

("a0#g{\k;%d,r\xC'Dks#1538(;C\k4("a0

1,bF*2+s(#

": "GyPFcz53<a)T2+s(&\D'V# 

^F APPC a0 
w*Z453OD2+\m1,IT9CTs(^4XF-IT"TCJd|53#

+ APPC h8hvD+2(^hC* *EXCLUDE "+ *CHANGE (^ZhX(C'#

9C QLMTSECOFR 5354h9_P *ALLOBJ X(DC'9C APPC (E# 

w*Z?j53OD2+\m1,2IT9CT APPC h8D(^4h9C'ZzD5

3Ot/ APPC a0#;x,zh*Kb24C'j6+"TCJ APPC h8hv# 

Z 95 3D:APPC C'T?j53DCJ;hv iSeries ~qwgN9C'j6kT 

APPC a0DksX*# 

": IT9C0r!+2Z(Ts1(PRTPUBAUT *DEVD)|nM0r!(C(^1 

(PRTPVTAUT *DEVD)|n4Rv-TzD53ODh8hv_P(^# 

1zD539C APPN 1,|T/4(BD APPC h8 (1VPh8;ICZ53

!qD7I1)#^FT}Z9C APPN D53O APPC h8DCJD;V=(G4(

(^Pm#(^Pm|,&CT APPC h8Z(DC'DPm#;sIT9C0|D|

n1!51(CHGCMDDFT)|n4|D CRTDEVAPPC |n#TZ CRTDEVAPPC 

|nPD(^(AUT)N},+1!5hC*Q4(D(^Pm# 

": g{zD53_P"oTbDoT,rh**53OD?V>XoT|D QSYSxxxx 

bPD|n1!5# 

ITZ APPC h8hvP9C;C\k(LOCPWD)N}4i$}ZzD53Oks

a0Dm;v53Dm](zmC'r&CLr)#;C\kITozzlb0d5

3# 
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19C;C\k1,XkkZxgPDd|53D2+\m1-w#2XkXF-I

T4(r|D APPC h8hvMdCPm#53h* *IOSYSCFG X(49C&m 

APPC h8MdCPmD|n# 

": 1z9C APPN 1,;C\kf"Z QAPPNRMT dCPmP,x;Gf"Zh

8hvP# 

APPC C'T?j53DCJ 
153(" APPC a01,|G4(;u76TCZ"vksDC'=o?j53DE

'#8vd|*X7(C'*xkd|53Xk4PDYw# 

TBwbhv7( APPC C'gNqCxk?j53D*X# 

CZ"MXZC'DE"D53=( 

APPC e5a9a)K}VCZ+XZC'D2+TE"S453"MA?j53D=

(#b)=(F*e5a9/2+T5#m 18 T>b)=(:

": APPC Programming ;ia)XZe5a9/2+T5D|`E"# 

 m 18. Z APPC e5a9PD2+T5 

e5a9/2+T5 "MA?j53DC'j6 "MA?j53D\k 

None q q 

Same G1 kND" 2# 

Program G G3 

": 

1.   g{?j538( SECURELOC(*YES) r SECURELOC(*VFYENCPWD),453"MC'

j6# 

2.   C'4ZksPdk\k,r*453Q-i$C\k#TZ SECURELOC(*YES) M 

SECURELOC(*NO),453;"MC\k#TZ SECURELOC(*VFYENCPWD),453l

wf"DS\\k""M|(TS\q=)# 

3.   g{4M?j53<'V\kS\,53TS\q="M\k#qr,;S\\k# 

  

 C'ksD&CLr7(e5a9/2+T5#}g, S N A D S <U9C 

SECURITY(NONE)# DDM 9C SECURITY(SAME)#9CT>>*(,C'(}Z 

STRPASTHR |nP9CN}48(2+T5# 

ZyPivB,?j53!qGqS\_PZ453O8(D2+T5Dks#Z3

)ivB,?j53I\j+\xks#Zd|ivB,?j53I\?Fm;v2

+T5#}g,1C'Z STRPASTHR |nP,18(C'j6M\k1,Cks9C 

SECURITY(PGM)#;x,g{ QRMTSIGN 535Z?j53OG *FRCSIGNON,r

C'T4=0"a1A;#TZ * F R C S I G N O N hC,53<U9C 

SECURITY(NONE), |H[ZC'Z STRPASTHR |nP4dkC'j6M\k#

": 

1 .   Z"M}].0,4M?j53-L2+T5#}g,Z?j538( 

SECURELOC(*NO) xksG SECURITY(SAME) DivB,?j53f_453

9C SECURITY(NONE)#453;"MC'j6# 
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2.   1Z?j53OC'D\k=Z1,?j53\xa0ks#bvJCZ"M\k

D,Sks,|(TBks: 

v   ̀ M* SECURITY(PROGRAM) Da0ks# 

v   1 SECURELOC 5* *VFYENCPWD D`M* SECURITY(SAME) Da0ks#

CZ.Vxg2+T0pD!n 

1zD53Nkxg1,Xkv(GqENd|534i$}"TxkzD53DC

'Dm]#z+EN SYSTEMA 47# USERA 75G USERA(r_ QSECOFR 7

5G QSECOFR)p?r_z+*sC'YNa)C'j6M\kp? 

Z?j53O APPC h8hvPD2+;C(SECURELOC)N}8( 453GqG

;v2+(IE);C# 

1=v53<KP'V *VFYENCPWD D"Pf1,SECURELOC(*VFYENCPWD) Z

&CLr9C SECURITY(SAME) 1a)=S#$#!\ks_Zks14dk\k,

+453lwC'D\k"+|kks;p"M#*K9ksI&,C'XkZ=v

53O_P`,DC'j6M\k# 

1?j538( SECURELOC(*VFYENCPWD) x453;'VK51,?j53+k

sw* SECURITY(NONE) &m# 

m 19 T>e5a9/2+T5M SECURELOC 5gN;p$w: 

 m 19. APPC 2+T5M SECURELOC 5gN;p$w 

453 ?j53 

e5a9/2+T5 SECURELOC 5 w5DC'E*D~ 

^ NN5 1!C'1 

Same *NO 1!C'1 

*YES k453PDks_`,DC'E*D~{

F# 

*VFYENCPWD k453PDks_`,DC'E*D~{

F#Z=v53OC'Xk_P`,D\k# 

Lr NN5 ZS453DksO8(DC'E*D~# 

": 

1.   ZS53hvPD(En7(1!C'# :w5DC'E*D~D?j53Vd;hvb;

c# 

  

w5DC'E*D~D?j53Vd 

1C'Zm;v53Oks APPC w51,Cks_Pk.X*D=={F#C=={

FIT4TC'Dks,r|ITG4T453DxgtTD1!5# 

?j539CC=={FM APPC h8{F47(w5+gNKP#?j53Qwn/

S53,Tq!TZ APPC h8{FM=={FDnQ%dD(En# 

(En8(53+* SECURITY(NONE) ks9C24C'E*D~#TBGZS53

hvP(EnD;v>}: 
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T>(En 
  
S53hv:QCMN             4,:n/ 
  

                          w5                         1!          ns 
h8          ==        hv           b            C'          n/ 

*ALL          *ANY        *USRPRF                      *SYS          *NOMAX 
*ALL          QPCSUPP     *USRPRF                      *NONE         *NOMAX 

m 20 T>Z(EnP1!C'N}DI\5: 

 m 20. TZ1!C'N}DI\5 

5 a{ 

*NONE ^1!C'IC#g{453ZksP4a)C'j6,rw5+;KP# 

*SYS ;P IBM a)DLr(53w5)+KP#+;KPC'&CLr# 

C'{ g{4534"MC'j6,rw5ZKC'E*D~.BKP# 

  

 IT9C0r!S53hv1(PRTSBSDAUT)|n4r!_Pk1!C'E*D~

D(EnDyPS53Pm# 

T>>*(!n 

T>>*(G9C APPC (ED&CLr>}#IT9CT>>*(4"a=(}xg

,SAzD53Dm;v53# 

m 21 T>+]ksD>}(STRPASTHR |n)M?j53gN&m|G#TZT>

>*(,539C APPC (EDy>*XM6L"a(QRMTSIGN)535#

": 0T>>*(1ks;Y(} QCMN r QBASE S53xP7I!q#S V4R1 

*<,|G(} QSYSWRK S53xP7I!q#Z V4R1 .0,zITY(,

g{;t/ QCMD r QBASE S53,0T>>*(1+;pwC#b;Y*

f#IT(}+ QPASTHRSVR 535|D* 0 4?F0T>>*(1*A 

QCMN(r QBASE(g{|n/D0))# 

 m 21. y>+]"aks 

Z STRPASTHR |nPD5 ?j53 

C'j6 \k SECURELOC 5 QRMTSIGN 5 a{ 

*NONE *NONE NN5 NN5 C'XkZ?j53O"a# 

C'E*D~{F 4dk NN5 NN5 ks'\# 
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m 21. y>+]"aks (x) 

Z STRPASTHR |nPD5 ?j53 

C'j6 \k SECURELOC 5 QRMTSIGN 5 a{ 

*CURRENT 4dk *NO NN5 ks'\# 

*YES *SAMEPRF ;%=w5Tk453ODC

'E*D~{`,DC'E*

D~{t/#;PNN\k+

M=6L53#C'E*D~

{XkZ?j53OfZ# 

*VERIFY 

*FRCSIGNON C'XkZ?j53O"a# 

*VFYENCPWD *SAMEPRF ;%=w5Tk453ODC

'E*D~{`,DC'E*

D~{t/#453lwC'

\k"+|"M=6L53#

C'E*D~{XkZ?j5

3OfZ# 

*VERIFY 

*FRCSIGNON C'XkZ?j53O"a# 

*CURRENT(rw5

D10C'E*D~

D{F) 

Qdk NN5 *SAMEPRF ;%=w5Tk453ODC

'E*D~{`,DC'E*

D~{t/#\k;"M=6

L53#C'E*D~{Xk

Z?j53OfZ# 

*VERIFY 

*FRCSIGNON C'XkZ?j53O"a# 

C'E*D~{F

(;,Zw5D10

C'E*D~D{

F) 

Qdk NN5 *SAMEPRF ks'\# 

*VERIFY ;%=w5Tk453ODC

'E*D~{`,DC'E*

D~{t/#\k;"M=6

L53#C'E*D~{Xk

Z?j53OfZ# 

*FRCSIGNON ;%=w5S8(DC'E*

D~{F*<#+\k"MA

?j53#C'E*D~{F

XkZ?j53OfZ# 

  

\bbbDh8Vd 

1Zn/h8O"zJO1,53a"TV4#Z3)ivB,1,SPO1,m;

vC'I\a^bXXB("PJODa0#}g,Y( USERA XUK$w>Dg4

x;P"z#USERB ITr*$w>Dg4"XBt/ USERA Da0x;X"a# 

*@9bVI\T,+0h8 I/O msYw1(QDEVRCYACN)535hC* 

*DSCMSG#1h8"zJO1,53+axC'Dw5# 

XF6L|nMz&mw5 

8v!nICZozzXFD)6L|nMw5ITZzD53OKP,|(TBZ

]: 
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v   g{zD539C DDM,rIT^FT DDM D~DCJ,T@9C'Sm;v5

39C0a;6L|n1(SBMRMTCMD)|n#*9C SBMRMTCMD,C'Xk

\;r* DDM D~#z9h*^F4( DDM D~D\&# 

v   ITT DDM ksCJ(DDMACC)5358(;vvZLr#ZvZLrP,z

ITH@@yP DDM ks,;sYJm|G# 

v   IT9Cxgw5Yw(JOBACN)xgtT4@9a;xgw5r@9|GT/

KP# 

v   IT(}SS53hvP}% PGMEVOKE 7In4T=8(D)LrksITZ(

E73PKP#PGMEVOKE 7In9ks_\;8(KPDLr#1SS53hv

(g QCMN S53hv)P}%K7In1,Xk*h*I&KPD(EksmS

7In# 

 Z 78 3D:e5a9/ TPN ks;P>(} IBM a)D&CLrD(EksDL

r{F#TZ*JmD?vks,ITmS9HO5MLr{F<HZLr{FD

7In# 

 19CK=(1,h*KbzD53OD$w\m73MzD53O"zD(Ek

sD`M#g{I\D0,Z|D7In.s,&CbTyP`MD(Eks47

#|G$w}##1(Eks4R=ICD7In1,+SU= CPF1269 {"#m

;vfz=((msOY+I\P'TOn)GTZ;h*ZzD53OKPDB

qLr++2(^hC* *EXCLUDE# 

": Work Management ;ia)KXZ7InM53gN\mLrt/ksD|`E

"#

@@ APPC dC 
IT9C0r!(E2+T1(PRTCMNSEC)|nrK%!n4r! APPC dCPk

2+T`XD5#TBwbhvPX(fDE"# 

APPC h8D`XN} 

< 9 T>h8hvD0(EE"(f1D>}#Z 100 3D< 10 T>dCPmD(f

>}#(fsfG(fPDVNDbM# 

 

 

                                     (EE"(j{(f) 
                                                                                         SYSTEM4 
Ts`M . . . . . . . . . :   *DEVD 
                                                                                               $H           SNUF 
Ts           Ts           h8           2+         ;C          APPN       %;        ("          Lr 
{F           `M           `p           ;C         \k          &\       a0        a0          t/ 
  

CDMDEV1        *DEVD          *APPC          *NO          *NO           *NO        *YES        *NO 
CDMDEV2        *DEVD          *APPC          *NO          *NO           *NO        *YES        *NO 

< 9. APPC h8hv - y>(f
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2+;CVN 

2+;C(SECURELOC)VN8(>X53GqEN6L53zm|xP\ki

$#SECURELOC VNvJCZ9C SECURITY(SAME) 5D&CLr,g DDM M

9C CPI (E API D&CLr# 

SECURELOC(*YES) 9>X53T6L53PI\DuctP#Z=v53OfZDN

NC'<ITwC>X53ODLr#b;cXp#U,r* QSECOFR(2+w\)

C'E*D~ZyP iSeries 53O<fZR_P *ALLOBJ X(#g{xgPD53

;PvC QSECOFR \kD#$$w,r+C531w2+;CDd|53MaPg

U# 

9C SECURELOC(*VFYENCPWD) 1,zD53*H4J1#$\kDd|53|2

+#ks9C SECURITY(SAME) D&CLrDC'XkZ=v53O_P`,DC'

j6M\k#SECURELOC(*VFYENCPWD) *sZxgO9C\k\m_T,TcC'

ZyP53O<P`,\k# 

": vZKP V3R2"V3R7 r V4R1 D53.d'V SECURELOC(*VFYENCPWD)#

g{?j538( SECURELOC(*VFYENCPWD) x453;'VK&\,rT 

SECURITY(NONE) DN=&mCks# 

g{538( SECURELOC(*NO),9C SECURITY(SAME) D&CLr+h*1!C

'4KPLr#1!C'!vZkks`X*Dh8hvM==#(kNDZ 96 3D

:w5DC'E*D~D?j53Vd;#) 

;C\kVN 

;C\kVN7(=v53Gq+;;\kTi$wvksD53;G0d53#Z 

94 3D:>}:y> APPC a0;a)PX;C\kD|`E"# 

                   T>dCPm                        Z 1 3 
                             SYSTEM4  12/17/95  07:24:36 
dCPm . . . . . . . . . . . . . :   QAPPNRMT 
dCPm`M . . . . . . . . . . . :   *APPNRMT 
D> . . . . . . . . . . . . . . . : 
-----------------APPN 6L;C------------------ 
          6L                6L      XF 
6L      xg      >X      XF      c         2+ 
;C      j6      ;C      c        xgj6   ;C 
SYSTEM36  APPN      SYSTEM4   SYSTEM36  APPN       *NO 
SYSTEM32  APPN      SYSTEM4   SYSTEM32  APPN       *NO 
SYSTEMU   APPN      SYSTEM4   SYSTEM33  APPN       *YES 
SYSTEMJ   APPN      SYSTEM4   SYSTEMJ   APPN       *NO 
SYSTEMR2  APPN      SYSTEM4   SYSTEM1   APPN       *NO 
--------------------------APPN 6L;C--------------------------- 
          6L                                        >X       $H 
6L      xg      >X      %;                    XF       (" 
;C      j6      ;C      a0           T0}   c         a0 
SYSTEM36  APPN      SYSTEM4    *NO             10      *NO        *NO 
SYSTEM32  APPN      SYSTEM4    *NO             10      *NO        *NO 

< 10. dCPm(f - >}
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0'VAPPN1VN 
0'V APPN1(APPN)VN8(6L53GqIT'V_6*x&\rGq^F*%

PLN,S#APPN(*YES) b6E: 

v   g{6L53GxgZc,6L53IT+>X53,SAd|53#bF*Pd

Zc7I#|b6E53ODC'I\\;+6L53CwOsxgD7I# 

v   g{>X53GxgZc,6L53IT9C>X534kd|53,S#6L5

3ODC'I\\;+53Cw*OsxgD7I#

": IT9C DSPNETA |n47(53GxgZc9GUKZc#

0%va01VN 

0%va01(SNGSSN)VN8(6L53GqIT(}9C`,D APPC h8hv

,1KP`va0#(#9C SNGSSN(*NO),r*|{}K4(6L53D`vh8

hvDh*#}g,PC C'-#h*`v 5250 Bfa0MD~~qwMr!~qw

&\Da0#9C SNGSSN(*NO),IT*K&\a) iSeries 53OD PC D;vh

8hv# 

SNGSSN(*NO) b6EXk@? PC C'Md| APPC C'DP2+Tb6DYw}

L#53W\Z6L53Ot/4Z(a0DKD%w,C4Z(a09CkVPa

0`,Dh8hv#(K}LP1F* piggy-backing#) 

0$H("a01VN 

16L53WN*5>X531,%va0h8D0$H("a01(PREESTSSN)

VNXF>X53Gqt/k6L53Da0#PREESTSSN(*NO) b6E>X53H}

&CLrksk53Da0.sEt/a0#PREESTSSN(*YES) TZ9&CLrjI

,SD1dn!/GPCD# 

PREESTSSN(*YES) @953k;Y9CD;;=(&E)_7O*,S#&CLrr

C'XkT=X9C_7Qz#PREESTSSN(*YES) I\avS>X53Za01\= 

piggy-backing %wD1d# 

0SNUF Lrt/1VN 
0SNUF Lrt/1VN8(GqJm6L53t/>X53ODLr#*YES b6E

16L53ODC't/w5"KP>X53ODLr1,>X53ODTs(^#

=Xkc;#$Ts# 

APPC XFwDN} 
< 11 T>XFwhvD0(EE"(f1D>}#Z(fBf,+R=(fOVND

bM# 

 
                                  (EE"(j{(f) 
                                                                                         SYSTEM4 
Ts`M  . . . . . . . . . :   *CTLD 
  
Ts       Ts      XFw       T/     ;;=       wC       'V       CP          O*F1w     >}      h8 
{F       `M      `p         4(     XFw       =r       APPN       a0        ,S           k}      {F 
CTL01      *CTLD     *APPC        *YES      *YES        *DIAL      *YES       *YES           0           1440      AARON 
CTL02      *CTLD     *APPC        *YES      *YES        *DIAL      *YES       *YES           0           1440      BASIC 
CTL03      *CTLD     *APPC        *YES      *YES        *DIAL      *YES       *YES           0           1440      *NONE 

< 11. APPC XFwhv - y>(f

  

Z 12 B #$ APPC (E 101



0T/4(1VN 

Z_7hvP,T/4((AUTOCRTCTL)VN8(1kVksR;=%dDXFw

hv1,>X53GqT/4(XFwhv#ZXFwhvP,T/4(

(AUTOCRTDEV)VN8(1kVksR;=%dDh8hv1,>X53GqT/

4(h8hv# 

TZ'V APPN DXFw,T/4(VN^'#^[zQgNhCT/4(VN,53

ZX*1aT/4(h8hv# 

1T_7hv8( *YES 1,_PT_7DCJ(DNNC'<IT,S=zD53#

b|,IxEM7Iw,SD>c# 

XFca0VN 
TZ'V APPN DXFw,XFca0(CPSSN)VNXF53GqT/("k6L5

3D APPC ,S#539C CP a04k6L53;;xgE"M4,#APPN xg

Zc.dDnBE"D;;TZxg=HXKPG#X*, 

18( *YES 1,UPD;;_7;aT/O*,S#b953T piggy-back a0|

tP# 

O*F1w,SVN 
TZ APPC XFw,O*F1w,SVN8(,Z53O*A6L53D,S_7.

0,XFwXkP`$D1d&Z49CD4,(;Pn/Da0)#KVNP=v

5#Z;v58(TWN*5sXFw+#Vn/D1d$H#Z~v57(nsD

a0ZXFwOaxs53O*_7.053H}D1d$H# 

v1;;=O*,S(SWTDSC)VNG *YES 1,53E9CO*F1w,S# 

g{9b)5Os,53T piggy-back a0|tP# 

_7hvDN} 

< 12 T>_7hvD0(EE"(f1D>}#Z(fBf,+R=(fOVNDb

M# 

 

  

T/&pVN 

T/&p(AUTOANS)VN8(;;_7Gq+SU;PYw1ikDkVtP# 

                              (EE"(j{(f) 
  
Ts`M  . . . . . . . . . :   *LIND 
T/ 
Ts           Ts            _7           T/       >}        T/      T/ 
{F           `M            `p           4(       k}        &p      &E 
LINE01        *LIND           *SDLC           *NO        0           *NO       *NO 
LINE02        *LIND           *SDLC           *NO        0           *YES      *NO 
LINE03        *LIND           *SDLC           *NO        0           *NO       *NO 
LINE04        *LIND           *SDLC           *NO        0           *YES      *NO 

< 12. APPC _7hv - y>(f
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18( *YES 1,53;+2+,r*IT|]WXCJ|#8( *YES 1,*92

+T)4n!/,&Z;h*_719_7Qz# 

T/&EVN 

T/&E(AUTODIAL)VN8(;;_7Gq\xPvVtPx;h*Yw1i

k#18( *YES 1,JmT(E_7MwFbww;PomCJ(D>XC',S=

d|53# 
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Z 13 B #$ TCP/IP (E 

TCP/IP(+dXF-i/xJ-i)GyP`MDFcz%`(ED;V#C=(#

TCP/IP &CLrG+OD"c:CZ:E"_Y+7;. 

>Ba)TB=fD<I: 

v   @9 TCP/IP &CLrZzD53OKP# 

v   1Jm TCP/IP &CLrZzD53OKP1,#$53J4#

iSeries E"PD —> *x —> TCP/IP Web >cGPXyP TCP/IP &CLrDj{

E"4#SecureWay®:iSeries MrXx(iSeries E"PD —> 2+T —> SecureWay)

hv1z+ iSeries ~qw,SArXx(;v\sD TCP/IP xg)rZ?x1D2

+T"bBn#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M

`XE";# 

G!,iSeries ~qw'Vm`I\D TCP/IP &CLr#1zv(ZzD53PJm3

v TCP/IP &CLr1,z2I\}ZtCd| TCP/IP &CLr#w*2+\m1,

zh**@ TCP/IP &CLrD6'Mb)&CLrD2+T~,# 

@9 TCP/IP &m 
T C P / I P ~qww5Z Q S Y S W R K S53PKP#IT9C0t/ 

TCP/IP1(STRTCP)|n4ZzD53Ot/ TCP/IP#g{z;kKPNN TCP/IP &

mr&CLr,r;*9C STRTCP |n#zD53Z;61+ STRTCP |nD+2

(^hC* *EXCLUDE# 

g{z3ITC|n_PCJ(D3vK}Zt/ TCP/IP(}g,ZB`Zd),rI

TZ STRTCP |nPhCTssF#^[N1C'KPC|n,53+4k;usFU

>n# 

TCP/IP 2+Ti~ 

IT{C8v TCP/IP 2+Ti~4a_zDxg2+T"vSinT#!\2ITZ

@p=z7PR=b)<uPDdP;?V,+ OS/400 Db) TCP/IP 2+Ti~"

;rcCw@p=#;x,Z3)5}P2m\;9Cb)&\?~DdP;?V4

{}T%@@p=z7Dh*#2I\\;9Cb) TCP/IP &\?~4ZQ-9C@

p=D73Pa)=S2+T# 

IT{CBPi~4a_0TCP/IP 2+T1: 

v   E"|fr 

v   HTTP zm~qw 

v   VPN(ib(Cxg) 

v   SSL(2+WSVc)
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9CE"|fr4#$ TCP/IP w? 
E"|frG IP }KMxgX7*;(NAT)DiO,|DwC`F@p=,C4#

$zDZ?xgbb3k_D%w#IP }K9zITXFJm24 IP w?xvzDx

g#y>O,|y]z(eDfr}KE"|4#$zDxg#m;=f,NAT 9z\

;+zD4"aD(C IP X7~XZ;iQ"aD IP X7sf#bPzZ#$zD

Z?xgb\b?xgD0l#NAT 2PzZua IP X7D!Jb,r*m`(CX

7ITIO!D;iQ"aDX74m>#PX|`j8E",kND0iSeries E"P

D1# 

HTTP zm~qw 
HTTP zm~qwk IBM HTTP Server for iSeries ~qw;pa)#HTTP Server G 

OS/400 D;?]#zm~qwSU4T Web /@wD HTTP ks"+|GY"M= 

Web ~qw#SUksD Web ~qw;*@zm~qwD IP X7,;\7("vk

sD PC D{FrX7#zm~qwIT&m HTTP"FTP"Gopher M WAIS D URL 

ks# 

zm~qw_Y:fSyPzm~qwC'"vDksy5XD Web 3f#rK,1

C'ks3v3f1,zm~qwliC3fGqZ_Y:fP#g{C3fZ_Y

:fP,rzm~qw5X_Y:fD3f#(}9C_Y:fD3f,zm~qw

\;|lX&m Web 3f,b{}KPI\T Web ~qwDQ1ks# 

zm~qw2ITG<yP URL ksTxPzY#;szIT4iG<T`XxgJ

4D9CMms9C# 

IT9C IBM HTTP Server PD HTTP zm'V4O" Web CJ#PC M'zDX

7TZ|GyCJD Web ~qwG~XD;vzm~qwD IP X7GQ*D#Web 

3f_Y:f2\;u!(ExmhsM@p=$w?#PX|`E",CJ IBM 

H T T P S e r v e r f o r i S e r i e s w3:

http://www-1.ibm.com/servers/eserver/iseries/software/http/index.html 

ib(Cxg(VPN) 
ib(Cxg(VPN)9zD+>\;yZ+Cxg(grXx)DVPr\2+X

)9d(CZ?x#9C VPN,zD+>ITZa)X*D2+T&\?~(gO$M

}]#\T)D,1XFxgw?# 

OS/400 VPN G0iSeries <=w1D;V!qT20Di~,0iSeries <=w1G 

OS/400 D<NC'gf(GUI)#|9z\;ZwzMxXDNNiO.d4(2+D

K=K76#OS/400 VPN 9CO$=("S\c(Md|$@k)7#Zd,SD=

vKc.d"MD}]#V2+# 

VPN Z TCP/IP Vc(EQ;#MDxgcOKP#XpX,VPN 9C0IP 2+Te

5a91(IPSec)*Er\#IPSec *rXxa)y>2+T&\"a)inD9~,

zITSb)9~4(!3R2+Dib(Cxg# 

VPN 2'V0Z 2 cm@-i1(L2TP)VPN bv=8#L2TP ,S(2F*ib

_7)(}Jm+>Dxg~qw\m8(xd6LC'D IP X74*6LC'a)

Z!I>DCJ#xR,1z9C IPSec #$ L2TP ,S1,L2TP ,Sa)TzD5

3rxgD2+CJ# 

  

106 #$ iSeries ~qw V5R3 D<IM$_



Kb VPN +TzD{vxg_PD0lG\X*D#}7DF.M5VGI&Dy>

u~#&C4i0iSeries E"PD1PD VPN wb47#zKb VPN gN$wT0

zITgN9C|G#PX|`E",kND iSeries E"PD —> 2+T —> ib

(Cxg#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M`X

E";# 

2+WSVc(SSL) 
02+WSVc1(SSL)QI*;V5gj<,|CZZ4#$Dxg(grXx)

OtC2+(Ea0D&CLr#SSL -iZM'zM~qw&CLr.d("2+,

S,a)(Ea0D;vr=vKcDO$#SSL 9a)M'zM~qw&CLry;

;D}]D#\TMj{T#PX|`E",kND iSeries E"PD –> 2+T —> 

2+WSVc(SSL)#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hv

u~M`XE";# 

#$ TCP/IP 73 
Kwba)TZ53O TCP/IP 73PuY2+T)4D=hD#f(i#b)<IJ

CZ{v TCP/IP 73x;GJCZBPwbPV[DX(&CLr# 

v   ̀ 4CZ TCP/IP KZD&CLr1,7#}7X#$K&CLr#&Y(b4_I

T"T(}CKZCJC&CLr#ZPDb4_I\"T TELNET AC&CLr# 

v   ̀ X53O TCP/IP KZD9C#k TCP/IP KZ`X*DC'&CLrITT53

a)0sE1n,x;PC'j6M\k#53O_Pc;(^DKIT9&CL

rk TCP r UDP KZ`X*# 

v   w*2+\m1,&KbZM9CDF* IP [-D<I#TCP/IP xgPD?v5

3<_P IP X7#9C IP [-D3KhCK;v53((#G;( PC)TY

0GVPD IP X7rIED IP X7#rK,(}Y0Gz(#kd,SD53,

0d_IT("kzD53D,S# 

 g{ZzD53OKP TCP/IP,"RzD53SkKomO4\#$Dxg(yP

G;;=_7M$(e4S),zM\]W\= IP [-D%w#*#$53;\

0[-_1p&,S>BPD(i*<,g"a#$MTs2+T#z2&7#

53_POmD(zf"?^FhC#b@9[-_Cs?J~rYQzD~4

%w53953d*;IYw# 

 mb,&(Z`X53O TCP/IP Dn/#g{lb= IP [-,IT"T"V 

TCP/IP hCPDuc"xPw{# 

v   TZZ?x(;h*1S,S=b?D53xg),9CIYCD IP X7#IY

CDX7CZ(Cxg#rXxDGIx;7I_PIYCD IP X7DE"|#

rK,IYCDX7Z@p=Z?a)mSD#$c# 

 0iSeries E"PD1 —> *x —> TCP/IP Web >ca)PXgN8( IP X7

M IP X7D6'D|`E"T0PX TCP/IP D2+TE"# 

v   g{<G+53,S=rXxrZ?x,4i SecureWay:iSeries MrXx(iSeries 

E"PD —> 2+T —> SecureWay)D2+TE"#PXCJ0iSeries E"P

D1DE",kNDZ xii 3D:Hvu~M`XE";#
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XF*T/t/D) TCP/IP ~qw 
w*2+\m1,1t/ TCP/IP 1,h*XF*T/t/D) TCP/IP &CLr#=

v|n<ICZt/ TCP/IP#TZ?v|n,53<9C;,D=(7(*t/D)&

CLr(~qw)# 

m 22 T>=v|nMT|GD2+T(i#m 23 T>~qwD1!T/t/5#*|

D~qwDT/t/5,T~qw9C CHGxxxA(|D xxx tT)|n#}g,

TELNET D|n CHGTELNA#

 m 22. TCP/IP |ngN7(*t/D)~qw 

|n ~qwt/24 2+T(i 

t/ TCP/IP 

(STRTCP) 

53t/8( 

AUTOSTART(*YES) D?v~q

w#m 23 T>?v TCP/IP ~q

wD;65# 

v   wwX8( *IOSYSCFG X(TXFIT|DT/t/hCD

C'# 

v   wwXXF_P9C STRTCP |nD(^DC'#|nD1!

+2(^G *EXCLUDE# 

v   T0|D~qw{tT1|n(g CHGTELNA)hCTssF

T`XT<|D~qwD AUTOSTART 5DC'# 

t/ TCP/IP ~

qw

(STRTCPSVR) 

9CN}8(*t/D)~qw#

K|nZ;61D1!5G*t/

yP~qw# 

v   9C0|D|n1!51(C H G C M D D F T)|n+ 

STRTCPSVR |nhC*vt/8(~qw#b;a@9C't

/d|~qw#;x,(}|D|n1!5,9C'+<;t

/yP~qwDI\Td!#}g,9CBP|n+1!5h

C*;t/ T E L N E T ~qw: C H G C M D D F T 

CMD(STRTCPSVR)       NEWDFT(’SERVER(*TELNET)’) 

":|D1!51,;IT8(%v~qw#!q(Z9CD

~qwrn;I\<B2+T)4D~qw(g TFTP)# 

v   wwXXFD)C'_P9C STRTCPSVR |nD(^#|n

D1!+2(^G *EXCLUDE# 

  

Bm|, TCP/IP ~qwDT/t/5#PX?vb)~qwD|`E",CJ0iSeries 

E"PD1(*x —> TCP/IP)#PXCJ0iSeries E"PD1Dj8E",kNDZ

 xii 3D:Hvu~M`XE";# 

 m 23. TCP/IP ~qwDT/t/5 

~qw 1!5 zD5 

TELNET AUTOSTART(*YES) 

FTP(D~+d-i) AUTOSTART(*YES) 

BOOTP (}<-i) AUTOSTART(*NO) 

TFTP(N*D~+d-i) AUTOSTART(*NO) 

REXEC(6L4P~qw) AUTOSTART(*NO) 

RouteD(7IX$Lr) AUTOSTART(*NO) 

SMTP(r%gSJ~+d-i) AUTOSTART(*YES) 

POP(JV-i) AUTOSTART(*NO) 

HTTP(,D>+d-i)1 AUTOSTART(*NO) 

ICS(rXx,S~qw)1 AUTOSTART(*NO) 

LPD(P=r!zX$Lr) AUTOSTART(*YES) 
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m 23. TCP/IP ~qwDT/t/5 (x) 

~qw 1!5 zD5 

SNMP(r%xg\m-i

(SNMP)) 

AUTOSTART(*YES) 

DNS(r{53) AUTOSTART(*NO) 

DDM AUTOSTART(*NO) 

DHCP(/,wzdC-i) AUTOSTART(*NO) 

NSMI AUTOSTART(*NO) 

INETD AUTOSTART(*NO) 

": 

1.   9C IBM HTTP Server for iSeries ~qw,9C CHGHTTPA |n4hC AUTOSTART 5# 

  

9C SLIP D2+T"bBn 

iSeries ~qw TCP/IP 'V|,.PSZ_-i(SLIP)# SLIP a)MI>Dc=c

,ST#(}("kw* LAN r WAN D;?VD53Dc=c,S,SLIP C'I

T,S= LAN r WAN# 

SLIP Zl=,SOKP#IT+ SLIP CZk iSeries ~qwD&E,S#}g,IT

9C SLIP S PC &k iSeries 53#Z(",S.s,IT9C PC OD TELNET 

&CLr4,S= iSeries TELNET ~qw#r_,IT9C FTP &CLrZ=v5

3.d+MD~# 

zD53Z;61;fZ SLIP dC#rK,g{;k* SLIP(M&E TCP/IP)Z5

3OKP,;** SLIP dCNNdCE*D~#9C09C TCP/IP c=c1

(WRKTCPPTP)|n44( SLIP dC#Xk_P *IOSYSCFG X(E\9C 

WRKTCPPTP |n# 

g{k* SLIP Z53OKP,4(;vr`v SLIP(c=c)dCE*D~#IT9

CTBYw==4(dCE*D~: 

v   &k(*ANS) 

v   &v(*DIAL)

BPwbV[gNIThC SLIP dCE*D~D2+T# 

": C'E*D~GJm"aD iSeries ~qwTs#?v iSeries ~qww5<Xk_

P*KPDC'E*D~#dCE*D~f"CZ("k iSeries 53D SLIP ,

SDE"#1t/k iSeries ~qwD SLIP ,S1,Mr%X("K4S#zP

4"aMt/ iSeries ~qww5#rK,z4Xh*C'E*D~4t/k iSeries 

~qwD SLIP ,S#;x,z+ZTBV[P4=,SLIP dCE*D~I\h*

C'E*D~47(GqJm,S# 

XF&k SLIP ,S 
Xkt/ SLIP *ANS dCE*D~,E\9C SLIP ("kzD53D&k,S#*

4(r|D SLIP dCE*D~,9C09C TCP/IP c=c1(WRKTCPPTP)|n#

*t/dCE*D~,9C0t/ TCP/IP c=c1(STRTCPPTP)|nr 

WRKTCPPTP A;PD!n#;6531,STRTCPPTP M ENDTCPPTP |nD+2
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(^G *EXCLUDE#v1_P *IOSYSCFG X(1,mS"|DM>} SLIP dCE

*D~D!nEIC#w*2+\m1,zIT9C|n(^MX(47(-IT+

53hC*Jm&k,S# 

#$&k SLIP ,S 
g{*i$&kzD53D53,rz#{wvksD53"MC'j6M\k#;

szD53ITi$C'j6M\k#g{C'j6M\k^',zD53IT\x

a0ks# 

*hC&ki$,4PBPYw: 

__ =h 1.   4(wvksD53ITC4(",SDC'E*D~#ks_"MDC

'j6M\kXkkKC'E*D~{M\k%d# 

": *534P\ki$,Xk+ QSECURITY 535hC* 20 r|_# 

 w*=S#$,I\*XpX4(C'E*D~T(" SLIP ,S#CC'

E*D~Z53O&_P^F(^#g{;F.T(" SLIP ,STbDN

N&\9CE*D~,ITZC'E*D~PhCBP5: 

v   *SIGNOFF Du<K%(INLMNU) 

v   *NONE Du<Lr(INLPGM)# 

v   *YES D^F\&(LMTCPB)

b)5@9NNK9CC'E*D~;%=X"a# 

__ =h 2.   4(53D(^Pm,Tc1ks_"T(" SLIP ,S1xPli# 

": 14(r|D SLIP E*D~1,Z53CJ(^PmVNP8(K(

^Pm#(kND=h 4#) 

__ =h 3.   9C0mSZ(n1(ADDAUTLE)|n+=h 1 P4(DC'E*D~

mS=(^Pm#IT*?vc=cdCE*D~<4(;v(;D(^

Pm,2IT4(8vdCE*D~2mD(^Pm# 

__ =h 4.   9C WRKTCPPTP |n4hC_PTBXwD TCP/IP c=c *ANS E*

D~: 

v   dCE*D~Xk9C|,C'i$&\D,ST0rE>#C'i$

|(S\4Tks_DC'j6M\k"i$|G#53;6K8va

)K&\Dy>T0rE># 

v   dCE*D~Xk8(zZ=h 2 P4(D(^PmD{F#,ST0r

E>SUDC'j6XkZ(^PmP#

G!,hC&k2+TD5\y&kD53D2+T0_M\&D0l#g{h*C

'j6M\k,rwvksD53OD,ST0rE>Xk"MC'j6M\k#3

)53(g iSeries ~qw)a)Kf"C'j6M\kD2+=(#(Z 111 3D:2

+TM&va0;hvKC=(#)d|53+C'j6M\kf"ZE>P,*@5

3ON&ITR=CE>DNNK<ITCJCE># 

r*(EoiD;,2+T0_M\&,I\*T;,Dks734(;,DdCE

*D~#9C STRTCPPTP |n4+53hC*S\X(dCE*D~Da0#}g,

vIZ;lD3)1dt/3)dCE*D~Da0#IT9C2+TsF4G<`

X*C'E*D~Dn/# 
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@9&kC'CJd|53 

!vZ53MxgdC,t/ SLIP ,SDC'I\\;CJxgPDm;53x;X

"a=zD53#}g,C'\;("k53D SLIP ,S#;s,C'\;("kx

gP;Jm&kDm;v53D FTP ,S# 

(}TdCE*D~PDJm IP }](*"VN8( N(q),IT@9 SLIP C'

CJxgPDd|53#b@9C'Z"a=53.0CJxg#;x,ZC'I&

X"a=53.s,}](*"5^'#|;^FC'Z iSeries 53O9C TCP/IP &

CLr(FTP r TELNET)4("kxgPm;53D,SD\&# 

XF&va0 
Xkt/ SLIP *DIAL dCE*D~,EIT9C SLIP 4("k53D&v,S#*

4(r|D SLIP dCE*D~,9C WRKTCPPTP |n#*t/dCE*D~,9

C0t/ TCP/IP c=c1(STRTCPPTP)|nr WRKTCPPTP A;PD!n#;6

531,STRTCPPTP M ENDTCPPTP |nD+2(^G *EXCLUDE#v1_P 

*IOSYSCFG X(1,mS"|DM>} SLIP dCE*D~D!nEIC#w*2+

\m1,zIT9C|n(^MX(47(-IT+53hC*Jm&v,S# 

2+TM&va0 

iSeries 53ODC'I\*("k*sC'i$D53D&v,S#iSeries ~qwOD

,ST0rE>Xk+C'j6M\k"M=6L53#iSeries ~qwa)f"C\k

D2+=(#\k;h*f"Z,ST0rE>P# 

": 

1.   4953TS\N=f",S\k,53aZ"M\k.0b\|#k FTP M 

TELNET \k;y,+ SLIP \kT4S\(0TwD1)DN="M#;x,k 

FTP M TELNET ;,,53Z(" TCP/IP ==.0"M SLIP \k# 

 r* SLIP Tl===9Cc=c,S,"M4S\D\k1D2+T)4k FTP 

M TELNET \kD)4;,#4S\D FTP M TELNET \kITw*xgOD 

IP w?"M,rKW\=gST}#SLIP \kD+dk=v53.dDg0,S;

y2+# 

2.   f" SLIP ,ST0rE>D1!D~G QUSRSYS/QATOCPPSCR#KD~D+2

(^G *USE,|@9+2C'|D1!,ST0rE># 

1**si$D6La04(,SE*D~1,k4PTBYw: 

__ =h 1.   7#0#t~qw2+T}]1(QRETSVRSEC)53 5G 1(G)#K5

357(zGqJm+ITb\D\kf"Z53O\#$Dxr# 

__ =h 2.   9C WRKTCPPTP |n44(_PBPXwDdCE*D~: 

v   TZdCE*D~D==,8( *DIAL# 

v   TZ6L~qCJ{F,8(6L53Z{DC'j6#}g,g{}

Z,S=m;v iSeries ~qw,8(C iSeries ~qwODC'E*D~

{F# 

v   TZ6L~qCJ\k,8(6L53TKC'j6Z{D\k#Zz

D iSeries ~qwO,K\kTITb\DN=f"Z\#$DxrP#

TdCE*D~8(D{FM\kk QTCP C'E*D~`X*#;\C

NNC'|nMSZCJb){FM\k#vQ"aD53LrITC

JK\kE"# 
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": G!,1#f TCP/IP dCD~1,4#f,SE*D~D\k#*

#f SLIP \k,h*9C0#f2+T}]1(SAVSECDTA)|

n4#f QTCP C'E*D~# 

v   TZ,ST0rE>,8("MC'j6M\kDE>#53;6K8

va)K&\Dy>T0rE>#153KPCE>1,53lw\

k,b\|"+|"M=6L53#

c=c-iD2+T"bBn 

c=c-i(PPP)ICw TCP/IP D;?V#PPP Gc=c,SD5gj<,|a)

Ik SLIP ;p9CD=S&\# 

9C PPP,iSeries ~qwIT_Pk0rXx~qa)L1rkZ?xrb?xPDd

|53D1S_Y,S#6L LAN IT5JX("kzD iSeries ~qwD&k,S# 

G!,k SLIP ;y,PPP 2a)k iSeries ~qwDxg,S#PPP ,Sw*+ks

_x=53DE'#ks_Th*C'j6M\kE\xk53",S=k TELNET r 

FTP `FD TCP/IP ~qw#TBGKB,S\&D2+T"bBn: 

": (}9C IBM iSeries Access for Windows $w>OD0iSeries <=w1dC PPP# 

v   PPP a)_P(C,SD\&(dP`,C'\G_P`,D IP X7)#9C(CX

7,_P IP [-(Y0G_PQ* IP X7DIE53D0d53)DI\T#;

x,PPP a)Dv?MO$\&oz#$@9 IP [-# 

v   k SLIP ;y,9C PPP 4(_PC'{M`X*D\kD,SE*D~#;x,

k SLIP ;,,C';X_PP'DC'E*D~M\k#C'{M\kkC'E*

D~;X*#`4,i$PmCZ PPP O$#mb,PPP ;h*,SE>#O$(C

'{M\kD;;)G PPP e5a9D;?V,RTH9C SLIP |M6p"z# 

v   9C PPP,_P9C CHAP(/JUVO$-i)D!n#r* CHAP S\C'{

M\k,z+;Yh*#D5}_T}\k# 

 v1=_<_P CHAP 'V1,PPP ,SE9C CHAP#;;EETZ=vwFb

ww.dhC(EZd,=v53-L#}g,g{ SYSTEMA 'V CHAP x 

SYSTEMB ;'V,SYSTEMA IT\xa0r,b9Cb\C'{M\k#,b9

Cb\C'{M\kF*]r-L#]r-LDv(GdC!n#ZZ?xO,}

g,dPz*@yP53<_P CHAP \&,&dC,SE*D~Tc|+;a]

r-L#Z53&vD+2,SO,zI\8b]r-L# 

 PPP ,SE*D~a)8(P'D IP X7D\&#}g,zIT8>TX(C'Z

{X(X7rX76'#K\&kS\\kD\&;pa)@9gS[-Dx;=

D#$# 

 w*Zn/a0O@9gS[-r piggy-backing D=S#$,IT+ PPP dC*T

8(D1ddtXBaJ#}g,1 PPP a0&Zn/4,1,iSeries ~qwI\

aaJd|53Tq!C'M\k#|? 15 VSxP;N,T7#|G,;,SE

*D~#(nUC'+;*@KXBaJn/#53ZnUC'{=D6pTB;;

{FM\k#) 

 9C PPP,Z{6L LAN IT("= iSeries ~qwM=)9DxgD&k,S#

ZK73P,9 IP *"r*I\Gh*#IP *"_PJm3k_(}xg~ND1

ZI\#;x,PPP _P|?D#$(g\kDS\M IP X7i$)#|93k_I

TWH("xg,SDI\Td!#
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PX PPP D|`E",kND0iSeries E"PD1# 

9C}<-i~qwD2+T"bBn 

}<-i(BOOTP)a)9$w>k~qw`X*"8($w> IP X7Mu<Lr0

k(IPL)4D/,=(# 

BOOTP G;V TCP/IP -i,CZJm^iJ$w>(M'z)SxgOD~qwk

s|,u<zkDD~#BOOTP ~qwZ+O BOOTP ~qwKZ 67 Ol}#1S

U=M'zks1,~qwiRTM'z(eD IP X7"CM'zD IP X7M0k

D~D{FTM'z5X;v&p#;sM'zT~qwt/T0kD~D TFTP k

s#M'z2~X7M IP X7.dD3d#fZ iSeries ~qwOD BOOTP mP# 

@9 BOOTP CJ 
g{;PNN]M'z,S=xg,;h*Z53OKP BOOTP ~qw#|ICZd

|h8,+b)h8DW!bv=8G9C DHCP#4PBPYw4@9 BOOTP ~q

wKP: 

__ =h 1.   *@91t/ TCP/IP 1 BOOTP ~qww5T/t/,dkTB|n: 

CHGBPA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ BOOTP 

DKZ`X*,4PBPYw:

": r* DHCP M BOOTP 9C`,DKZE,b+2{9I DHCP 9

CDKZ#g{*9C DHCP,;*^FKZ# 

__ =h a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

__ =h b.   !q!n 4(9C TCP/IP KZ^F)# 

__ =h c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

__ =h d.   TZKZ6'B^,8( 67# 

__ =h e.   TZKZ6'O^,8( *ONLY#

": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 

TCP/IP Gn/D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

__ =h f.   TZ-i,8( *UDP# 

__ =h g.   TZC'E*D~VN,8(53O\#$DC'E*D~{

F#(\#$DC'E*D~G;5PXC(^DLrR;_P

d|C'*@D\kDC'E*D~#)(}+KZ^FZX(

DC',T/E}yPd|C'#
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#$ BOOTP ~qw 
BOOTP ~qw;a)T iSeries 53D1SCJ(,rKa}p^FD2+T)4#w

*2+\m1,w*X"7#}7DE"k}7D]M'z`X*#4,7R_IT

d| BOOTP m"<B]M'z$w;}#ry>;$w# 

*\m BOOTP ~qwM BOOTP m,Xk_P *IOSYSCFG X(#h*wwXXF

Z53O_P *IOSYSCFG X(DC'E*D~# 

9C DHCP ~qwD2+T"bBn 

/,wzdC-i(DHCP)a)CZ+dCE"+M= TCP/IP xgODwzDr\#

TZM'z$w>,DHCP ITa)`FZT/dCD&\#M'z$w>OtCK 

DHCP DLrc%dCE"ks#g{ DHCP ~qw}Z iSeries ~qwOKP,C

~qw(}"MM'z$w>}7dC TCP/IP yh*DE"l&Cks# 

IT9C DHCP 9C'Z;N,S= iSeries ~qw|r%#bGr*C';h*dk 

TCP/IP dCE"#2IT9C DHCP 4uYZSxPh*DZ? TCP/IP X7D}?#

DHCP ~qwITY1+ IP X7Vdxn/C'(S IP X7X)# 

TZ]M'z,IT9C DHCP zf BOOTP#DHCP a)H BOOTP |`D&\,

|IT'V]M'zM PC D/,dC# 

@9 DHCP CJ 
g{;kCNNK9C53OD DHCP ~qw,4PBPYw: 

1.   *@91t/ TCP/IP 1 DHCP ~qww5T/t/,dkTB|n: 

CHGDHCPA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) TCP/IP ~

qwT/t/D|`E"#

2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ DHCP DKZ

`X*,4PBPYw: 

a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

b.   !q!n 4(9C TCP/IP KZ^F)# 

c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

d.   TZKZ6'B^,8( 67# 

e.   TZKZ6'O^,8( 68# 

": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 TCP/IP Gn/

D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

f.   TZ-i,8( *UDP# 

g.   TZC'E*D~VN,8(53O\#$DC'E*D~{F#(\#$DC

'E*D~G;5PXC(^DLrR;_Pd|C'*@D\kDC'E*

D~#)(}+KZ^FZX(DC',T/E}yPd|C'#
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#$ DHCP ~qw 
TBG1z!qZ iSeries 53OKP DHCP 1D2+"bBn: 

v   ̂ F_P\m DHCP D(^DC'D}?#\m DHCP h*BP(^: 

–   *IOSYSCFG X( 

–   TBPD~D *RW (^: 

/QIBM/UserData/OS400/DHCP/dhcpsd.cfg 
/QIBM/UserData/OS400/DHCP/dhcprd.cfg 

v   @@ LAN DomODICJT#b4_\;]WX/x%OMFcz_kzD;C

"omX,S=zD LAN p?g{bG;V)4,r DHCP a)4( DHCP ~q

w+dCDM'z(2~X7)PmD\&#19CK&\?~1,z}% DHCP T

xg\m1a)Dzzf&#;x,&@953dC4*$w># 

v   g{I\,9CIYCD(TZrXx4e5a9/D)IP X7X#boz@94T

xgbD$w>S~qwq!ICDdCE"# 

v   g{h*=S2+T#$,9C DHCP vZc#TBGvZcM|G\&DEv# 

iSeries System API Reference hvgN9Cb)vZc# 

KZn ̂ [53N1SKZ 67(DHCP KZ)A}]|,|<wCvZLr#vZ

LrSUj{D}]|#|\;7(53&&m9G&OzC}]|#1V

PD DHCP A;&\?~;;9C1,IT9CKvZc# 

X78( 

^[ DHCP N1TM'z}=8(X7,53<wCvZLr# 

X7ME 

^[ DHCP N=ON1MEX7"+|EXX7XP,53<wCvZL

r#

9C TFTP ~qwD2+T"bBn 

N*D~+d-i(TFTP)a);PC'O$Dy>D~+M#TFTP 9C0}<-

i1(BOOTP)r0/,wzdC-i1(DHCP)# 

M'znu,S= BOOTP ~qwr DHCP ~qw#BOOTP ~qwr DHCP ~qw

CM'zD IP X7M0kD~D{F&p#;sM'zT~qwt/T0kD~D 

TFTP ks#1M'zax0kD~DBX1,|ax TFTP a0# 

@9 TFTP CJ 
g{;PNN]M'z,S=xg,I\;h*Z53OKP TFTP ~qw#4PBP

Yw4@9 TFTP ~qwKP: 

__ =h 1.   *@91t/ TCP/IP 1 TFTP ~qww5T/t/,dkTB|n: 

CHGTFTPA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ TFTP 

DKZ`X*,4PBPYw: 
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__ =h a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

__ =h b.   !q!n 4(9C TCP/IP KZ^F)# 

__ =h c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

__ =h d.   TZKZ6'B^,8( 69# 

__ =h e.   TZKZ6'O^,8( *ONLY#

": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 

TCP/IP Gn/D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

__ =h f.   TZ-i,8( *UDP# 

__ =h g.   TZC'E*D~VN,8(53O\#$DC'E*D~{

F#(\#$DC'E*D~G;5PXC(^DLrR;_P

d|C'*@D\kDC'E*D~#)(}+KZ^FZX(

DC',T/E}yPd|C'# 

#$ TFTP ~qw 
1!ivB,TFTP ~qwa)T iSeries 53DG#P^DCJ(#w7XdC|TT

]M'za)u<zk#w*2+\m1,&Kb TFTP ~qwDBPXw: 

v   TFTP ~qw;h*O$(C'j6M\k)#yP TFTP w5<Z QTFTP C'E

*D~BKP#QTFTP C'E*D~;_P\k#rK,|T;%="a;IC# 

QTFTP C'E*D~;_PNNX(,2;T=XZ(x53J4#|9C+2(^

4CJT]M'zh*DJ4# 

v   1 TFTP ~qw=o1,dC|TCJ|,]M'zE"D?<#XkQZh 

*PUBLIC r QTFTP (^4A!r4k=C?<#*4k=C?<,XkQZ 

CHGTFTPA |nD0JmD~41N}O8( *CREATE#*4k=VPDD~,X

kQZ CHGTFTPA D0JmD~41N}O8( *REPLACE# *CREATE Jmf

;VPDD~r4(BD~# *REPLACE vJmzf;VPD~# 

 TFTP M'z;\CJNNd|?<,}Gw7XC0|D TFTP tT1

(CHGTFTPA)|n(e?<#rK,g{>Xr6LC'T<t/T53D TFTP 

a0,rC'CJE"r<Bp&D\&\=+HX^F# 

v   g{!qdC TFTP ~qw4a)}&m]M'zTbDd|~q,IT+vZLr

(e*@@"O$?v TFTP ks#TFTP ~qwa)`FZICZ FTP ~qwD

vZDksi$vZ#PX|`E",kND iSeries E"PD —> *x —> TCP/IP 

—> TFTP#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M`

XE";#

9C REXEC ~qwD2+T"bBn 

6L4P~qw(REXEC)SU"KP4T REXEC M'zD|n#REXEC M'z;

cG'V"M REXEC |nD PC r UNIX &CLr#K~qwa)DC'V`FZ

19C FTP ~qwD RCMD(6L|n)S|n1ICD\&# 
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@9 REXEC CJ 
g{;k iSeries ~qwS\4T REXEC M'zD|n,4PBPYw4@9 REXEC 

~qwKP: 

__ =h 1.   *@91t/ TCP/IP 1 REXEC ~qww5T/t/,dkTB|n: 

CHGRXCA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ REXEC 

DKZ`X*,4PBPYw: 

__ =h a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

__ =h b.   !q!n 4(9C TCP/IP KZ^F)# 

__ =h c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

__ =h d.   TZKZ6'B^,8( 512# 

__ =h e.   TZKZ6'O^,8( *ONLY# 

__ =h f.   TZ-i,8( *TCP# 

__ =h g.   TZC'E*D~VN,8(53O\#$DC'E*D~{

F#(\#$DC'E*D~G;5PXC(^DLrR;_P

d|C'*@D\kDC'E*D~#)(}+KZ^FZX(

DC',T/E}yPd|C'# 

": 

a.   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 TCP/IP Gn

/D,&ax TCP/IP "XBt/|# 

b.   RFC1700 a)PX+2KZE8(DE"#

#$ REXEC ~qw 
TBG!qZ53OKP06L4P~qw11D"bBn: 

v   REXCD ks|,C'j6"\kMKPD|n#}# iSeries ~qwO$M(^l

iJCZ: 

–   C'E*D~M\k*OXkP'# 

–   53TC'E*D~5)^F\&(LMTCPB)5# 

–   XkQTC'ZhTC|nMC|n9CDyPJ4D(^#

v   REXEC ~qwa)DvZc`FZICZ FTP ~qwDvZc#IT9C0i$1

vZc4@@C|n"v(GqJm|#PX|`E",kND iSeries E"PD —> 

*x —> TCP/IP —> REXEC#PXCJ0iSeries E"PD1DE",kNDZ xii 

3D:Hvu~M`XE";# 

v   !qKP REXEC ~qw1,z+Z53O_PDNNK%CJXFTbKP#Xk

7#Ts(^#=c;#$J4#
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9C RouteD D2+T"bBn 

7IX$Lr(RouteD)~qwa)T iSeries ~qwOD07IE"-i1(RIP)D

'V#RIP G9Cnc:D7I-i#|GozTN53ZD IP E"|7IPD 

TCP/IP D0Z?xX-i1# 

(}JmIExgZD53%`C107IE"|B,RouteD CZvSxgw?D'

J#1KP RouteD 1,53ITSU4Td|Nk53DPX&gN7I!q+d(E

"|)D|B#rK,g{ RouteD ~qwTZZMGICJD,ZMIT9C|XB

7IzDE"|,9d(}ITT}r^DG)E"|D53#TBG RouteD 2+T

D(i: 

v   iSeries ~qw9C RIPv1,|4a)O$7IwDNN=(#|CZIExgZ#g

{53GZz;0EN1Dd|53DxgZ,rz;&CKP RouteD ~qw#*

7# RouteD ~qw;T/t/,dkBP|n: 

CHGRTDA AUTOSTART(*NO) 

": 

1.   AUTOSTART(*NO) G1!5# 

2.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) TCP/IP ~

qwT/t/D|`E"#

v   7#XF-IT|D RouteD dC,|h* *IOSYSCFG X(# 

v   g{53NkK`vxg(}g,Z?xMrXx),IT+ RouteD ~qwdC*

v9C2+xg"MMSU|B#

9C DNS ~qwD2+T"bBn 

0r{531(DNS)~qwa)wz{= IP X7D*;,4.`;#Z iSeries ~

qwO,DNS ~qwCZ*Z?D2+xg(Z?x)a)X7*;# 

@9 DNS CJ 
g{;kCNNK9C53OD DNS ~qw,4PBPYw: 

1.   *@91t/ TCP/IP 1 DNS ~qww5T/t/,dkTB|n: 

CHGDNSA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) TCP/IP ~

qwT/t/D|`E"#

2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ DNS DKZ`

X*,4PBPYw: 

a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

b.   !q!n 4(9C TCP/IP KZ^F)# 

c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

d.   TZKZ6'B^,8( 53# 

e.   TZKZ6'O^,8( *ONLY#
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": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 TCP/IP Gn/

D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

f.   TZ-i,8( *TCP# 

g.   TZC'E*D~VN,8(53O\#$DC'E*D~{F#(\#$DC

'E*D~G;5PXC(^DLrR;_Pd|C'*@D\kDC'E*

D~#)(}+KZ^FZX(DC',T/E}yPd|C'# 

h.   T *UDP(C'}]()-iX4=h 2c = 2g#

#$ DNS ~qw 
TBG1z!qZ iSeries 53OKP DNS 1D2+"bBn: 

v   DNS ~qwa)D&\G IP X7*;M{F*;#|;a)T iSeries 53OTs

DNNCJ#1b4_CJ DNS ~qw1zDgUG~qwa)]WD=(4i4

xgDXKa9#DNS I\9ZM;*Q`Y&xM\7(1Z?jDX7#;x,

DNS ;a)+PzZPOb)?j53DE"# 

v   ;civB,TZ?x9C iSeries DNS ~qw#rK,zI\;h*^Fi/ DNS 

D\&#;x,}g,zITZZ?xZ_P8vSx#zI\;#{4T;,S

xDC'\;i/ iSeries ~qwPD DNS#DNS D2+T!n9zIT^FTw

rDCJ#9C0iSeries <=w148( DNS ~qw&l&D IP X7# 

 m;v2+!n9zIT8(D)(z~qwITSw DNS ~qw4FE"#19

CK!n1,~qw+vST=P>D(z~qwS\xr+dks(4FE"D

ks)# 

v   ;(*!D^F|D DNS ~qwDdCD~D\&#}g,;3CbDK\;+ 

DNS D~|D*8rxgb?D IP X7#{G\;#bxgPD~qw,"RI\

SCJ~qwDC'q!Tz\E"DCJ(#

9C HTTP Server for iSeries D2+T"bBn 

HTTP Server *0r,x1/@wM'za)T iSeries ~qw`=eTs(g HTML

(,D>jGoT)D5)DCJ(#|2'V+2xXSZ(CGI)f6#&CLr

1IT`4 CGI Lr4)9~qwD&\# 

\m1IT9CrXx,S~qwr IBM HTTP Server for iSeries TZ,; iSeries ~

qwO,1KP`v~qw#?vKPPD~qw<F*~qw5}#?v~qw5

}<_P(;D{F#\m1XFt/D)5}M?v5}IT4PD)Yw# 

": 19C Web /@wdCr\mBPNNn1,zXk9 HTTP Server D *ADMIN 

5}KP: 

v   iSeries D@p= 

v   rXx,S~qw 

v   rXx,S2+~qw 

v   IBM HTTP Server for iSeries
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C'(Web >cCJ_)@6;a4= iSeries ~qw0"a1A;#;x,iSeries ~

qw\m1Xk(}Z HTTP 18nP(eyP HTML D5M CGI Lr,w7XT

|GZ(#mb,\m1ITT3)ryPkshCJ42+TMC'O$(C'j

6M\k)# 

ZMD%wIT<B Web ~qw\x~q#(}@b;)M'zksD,1,~qw

ITlb\x~q%w#g{~qw4SU4TM'zDks,G4~qw7(\x

~q%w}ZxP#|G(}u<M'z,SA~qwxxPD#~qwZ1!iv

B,IT4P%wlbM&## 

@9 HTTP CJ 
g{;kCNNK9CLr4CJ53,&@9 HTTP Server KP#4PBPYw: 

__ =h 1.   *@91t/ TCP/IP 1 HTTP Server w5T/t/,dkTB|n: 

CHGHTTPA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*NO) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   1!ivB,HTTP Server w59C QTMHHTTP C'E*D~#*@9 

HTTP Server t/,+ QTMHHTTP C'E*D~D4,hC* 

*DISABLED#

XFT HTTP Server DCJ( 
KP HTTP Server Dw*?DG*CJ_a)T iSeries 53OD Web >cDCJ(#

zIT+CJ Web >cDK1Ii4P5S>PcfDK#CJ_;KbZ Web >

cOKPD2~Mm~,gz9CD~qw`MT0~qwDfE;C#(#,z;

kZ1ZCJ_M Web >c.dECNNAO(g0"a1A;)#;x,I\*^F

T Web >ca)D;)D5r CGI LrDCJ(# 

I\2h*%v iSeries 534a)`v_- Web >c#}g,iSeries 53IT'V

_P;,M'/Dw`V+>#TZb)+>D?;vV',zh*a)(;D Web >

c,C>cj+kCJ_^X#mb,I\*a)_PXZLqz\E"DZ? Web >

c(Z?x)# 

w*2+\m1,h*#$ Web >cDZ]#,1,h*7#2+TYw4T Web >

cD5zz{+0l#mb,h*7# HTTP n/4#&53rxgDj{T#BPw

ba)9CLr1D2+T(i# 

\m"bBn 

TBG\mrXx~qwD;)2+T"bBn# 

v   (}9C Web /@wM *ADMIN 5},4PhCMdC&\#TZ3)&\,g

Z~qwO4(=S5},Xk9C *ADMIN ~qw# 

v   \mw3D1! URL( *ADMIN ~qwDw3)"<Za)/@w\m&\Dz7

DD5P#rK,1! URL I\a;ZM*~""<ZZM'[3P,Mq IBM a

)DC'E*D~1!\k;*~M"<;y#IT(}8V=(#$T:bZb

V)4D%w: 
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–   v1h*4P\m&\1,EKP HTTP Server D *ADMIN 5}#;*;1K

P *ADMIN 5}# 

–   * *ADMIN 5}$n SSL 'V((}9C0}V$i\mw1)#*ADMIN 5

}9C HTTP #$18n4*sdkC'j6M\k#19C SSL 1,C'j6

M\kQS\(,,PX\mm%OvVDd|dCE")# 

–   9C@p=I@9SrXxCJ *ADMIN ~qw",1~X53{Mr{(|G

G URL D;?V)#

v   14P\m&\1,XkC_P *IOSYSCFG X(DC'E*D~"a#I\2h*

T53OX(TsD(^,gBy>: 

–   |, HTML D5M CGI LrDbr?<# 

–   zF.*;;=~qw18nZDNNC'E*D~# 

–   18n9CDNN?<D0CJXFm1(ACL)# 

–   CZ4(0,$C'j6M\kDi$PmTs# 

9C *ADMIN ~qwM TELNET,z\;6L4P\m&\(I\*(}rXx,

S)#"b:g{(}+24S(rXx)4P\m,zI\a+P'DC'j6M

\k)6xT}_#;s,0T}_1IT9CKC'j6M\k,"T(}ng 

TELNET r FTP D==4CJ53#

": 

1.   9C TELNET,asNNd|A;;y&m0"a1A;#!\1dk\k1;

T>\k,53+M\k1;PNNS\r`k# 

2.   9C *ADMIN ~qw,\kQ`kx;PS\#`k=8G;V5gj<,rx

ZZMEePc*K*#!\U(D0T}_1\QKb`k,+O7DT}_

I\_P$_4"Tb*\k#

 

 

2+T<I 

g{F.(}rXx4P6L\m,&9C_P SSL D *ADMIN 5},Tc

T+dS\#;*9C;I?D&CLr,g TELNET D V4R4 T0Df>

(TELNET S V4R4 *<'V SSL)#g{*ZIEC'DZ?xP9C 

*ADMIN ~qw,z2m\;2+X9C|xP\m#

v   HTTP 18n*~qwOyPn/a)y!#;69CDdCICZ&m1!06-1

3f#Z~qw\m1(e~qwD18n.s,M'zE\i4}06-13f

TbDNND5#*(e18n,k9C Web /@wM *ADMIN ~qw,r09

C HTTP dC(WRKHTTPCFG)1|n#=V=(<h* *IOSYSCFG X(#1

+ iSeries ~qw,S=rXx1,r@@MXFi/P_P *IOSYSCFG X(DC

'}?|SX*#

#$J4 

IBM HTTP Server for iSeries |,;) HTTP 18n,|GITT~qw9CDE"

Jza)j8XF#IT9C18n4XF Web ~qwSD)?<T HTML D~M 

CGI LrD URL a)~q,4;;=d|C'E*D~,T04*sT3)J4xP

O$# 
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": 0E"PD1P0Web ~q1BDD5a)IC HTTP 18nMgN9C|GD

j{hv#TBG9CK'VD3)(iM"bBn: 

v   HTTP Server yZ0T=(^1t/#C~qw;S\ks,}GCksGZ18n

PT=(e#4,~qw"4\xT URL DNNks,}G URL QZ18nP(

e(T{Fr`t==)# 

v   S\T3)ryPJ4Dks.0,IT9C#$18n4*sdkC'j6M\

k# 

–   1C'(M'z)ks\#$DJ41,~qw*sZ/@wPdkC'j6M

\k#/@wa>C'dkC'j6M\k,;s+CE""M=~qw#;)

/@wf"C'j6M\k"ksLDks;pT/"M#b\bC'T?vk

sX4Xdk`,DC'j6M\k# 

 r*3)/@wf"C'j6M\k,rKzh*P#kC'(} iSeries ~qw

0"a1A;r(}7Iwxk531y*P#D`,C'L}Nq#^KU\

/@wa0a}p1ZD2+T)4# 

–   TZ53gN&mC'j6M\kP}v!n(Z#$18nP8(): 

1.   IT9C}#D iSeries ~qwC'E*D~M\ki$#bs`#CZ#$Z

?x(2+xg)PDJ4# 

2.   IT4(0rXxC'1:IZ iSeries ~qwOi$+;_PC'E*D~D

C'#(}F*0i$Pm1D iSeries ~qwTs5VrXxC'#i$Pm

Ts|,-Xp(eTCZXb&CLrDC'M\kPm# 

 v(gNa)rXxC'j6M\k(g(}&CLr,r(}l&gSJ

~ksD\m1)T0gN\mrXxC'#9C HTTP Server DyZ/@w

Dgf4xPhC# 

 TZG2+xg(rXx),9CrXxC'IH9C;cC'E*D~M

\ka)|*+fD#$#C'j6M\kD(;/O4(PXb)C'I

4PNqDZC^F#C'j6M\k;ICZ}#"a(}g9C TELNET 

r FTP)#mb,z4)6}#DC'j6M\kxT}_# 

3.   a?6?<CJ-i(LDAP)G;V?<~q-i,|yZ0+dXF-

i1(TCP)a)T?<DCJ#|Jmzf"?<~qPDE""xPi

/#VZ,LDAP w*C'O$D;v!n\='V#

": 

1.   1/@w"MC'j6M\k1(^[GTC'E*D~9GTrXxC

'),|G;`kx;S\#`k=8G;V5gj<,rxZZMEeP

c*K*#!\U(D0T}_1\QKb`k,+O7DT}_I\_P

$_4"Tb*\k# 

2.   iSeries ~qw+i$Tsf"Z\#$D53xr#ITvC(eD53gf

(API)M`&DO$TdxPCJ#

–   IT9C0}V$i\mw1(DCM)44(T:DZ?x0O$PD1#0}

V$i1T/+$ikT:DC'E*D~X*#$i_PkX*DE*D~`

,D(^MmI(#

v   1~qwSUks1,#f iSeries ~qwJ42+TaS\#ksJ4DC'E*

D~Xk_PTJ4(g|, HTML D5DD~Pr4omD~)D(^#1!i

vB,w5Z QTMHHTTP C'E*D~BKP#IT9C18n4;;=;,C'

E*D~#;s,539CCC'E*D~D(^4CJTs#TBGK'VD3

)"bBn: 
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–   1~qwa)`v_- Web >c1,;;C'E*D~XpPC#IT+;,D

C'E*D~k?v Web >cD18nX*,rK9C#f iSeries ~qwJ4

2+T4#$?v>cDD5# 

–   IT9CC&\4aOi$Ts;;C'E*D~#~qw9C(;DC'j6

M\k(xpZ#fC'j6M\k)4@@u<ks#~qwO$C'.s,

53;;=;,C'E*D~"rK{CJ42+T#rKC';Kbf5DC

'E*D~{";\T<Tm;v=(9C|(g FTP)#

v   3) HTTP Server ksh*Z HTTP Server OKPLr#}g,LrITCJ53

OD}]#~qw\m1Xk+ks(URL)3d={O CGI C'gfj<DX(

C'(eDLr,LrEITKP#TBG CGI LrD3)"bBn: 

–   ITs&m HIML D5;y,T CGI Lr9C#$18n#rK,KPLr.

0,IT*sdkC'j6M\k# 

–   1!ivB,CGI LrZ QTMHHTP1 C'E*D~BKP#KPCLr.0,

IT;;=;,C'E*D~#rK,ITT CGI LrCJDJ4hC#f 

iSeries ~qwJ42+T# 

–    w*2+\m1,Z(NN CGI LrZ53O9C.0,&4P2+T4i#&

*@Lr4TN&M CGI Lr4P24&\#z2&`XZdBKP CGI Lr

DC'E*D~D\&#2&9C CGI Lr4PbT47(,}gGq\q!T

|nPDCJ(#TkT}XC(^DLr`,D/d4T} CGI Lr# 

–   mb,7#@@D)tPTsI\_P;`FD+2(^#ZY}ivB,hF

;CD CGI LrI\JmZPO7DC'T<~N{v53# 

–   9CX(C'b(g CGILIB)4#tyP CGI Lr#9CTs(^4XF-I

T+BTsEC=KbP,T0-ITZKbPKPLr#9C18n4+ HTTP 

Server ^FZKPKbPD CGI Lr#

": g{~qwa)`v_- Web >c,I\*T?v>cD CGI Lr<hC

;v%@Db#

d|2+T"bBn 

TBG=S2+T"bBn: 

v   HTTP a)T iSeries 53D;ACJ(#HTTP Server ks;\1S|Br>}5

3OD}]#;x,zI\_P|B}]D CGI Lr#mb,ITtC Net.Data® 

CGI Lr4CJ iSeries ~qw}]b#539CE>(`FZvZLr)4@@T 

Net.Data LrDks#rK,53\m1ITXF Net.Data LrIT4PD)Yw# 

v   HTTP Server a)CJU>,zITC4`XCJM(}~qwT<xPDCJ#

+ IBM HTTP Server for iSeries k SSL ;p9CD2+T"b

Bn 

IBM HTTP Server for iSeries ITa)k iSeries ~qwD2+ Web ,S#2+ Web 
>cb6S\M'zM~qw.d(=v=r)D+d#b)S\D+dIT@9T

}_MT<6qrd|+dDKDFC# 

": G!,2+ Web >cxTJCZM'zM~qw.d+MDE"D2+T#|D

>b";GuY~qwTZZMD`uT#;x,|75^FKZM(}T}I

T]Wq!DE"#
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E"PDPPX SSL M Web ~q(HTTP)Dwba)KXZ20"dCM\mS\

}LDj{E"#b)wbHa)K~qw&\?~DEv,2a)K9C~qwD

;)"bBn# 

120KBPdP;nmILr1,rXx,S~qwa) HTTP M HTTPS 'V: 

v   5722–NC1 

v   5722–NCE

120Kb)!n1,z7F*0rXx,S2+~qw1# 

IBM HTTP Server for iSeries(5722–DG1)a) http M https 'V#Xk20BPd

P;nS\z7E\tC SSL: 

v   5722–AC2 

v   5722–AC3

!vZS\D2+TP8v*s: 

v   "M=MSU=(~qwMM'z)Xk0Kb1S\zF"\;4PS\Mb

\#HTTP Server h*tCK SSL DM'z#(s`}wPD Web /@w<tCK 

SSL#)iSeries S\mILr'V8v5gj<S\=(#1M'zT<("2+a0

1,~qwMM'zxP-LTR=+=<'VDn2+DS\=(# 

v   +dXk95}_^(b\#rK,S\=(*s+=_P;P{G*@DS\/

b\(C\?#g{*_P2+Db? Web >c,&9C@"DO$PD(CA)4

4(}V$i"d"xC'M~qw#O$PD;O*GIE=#

S\IT#$+ME"Dz\T#;x,TZtPE",gpZE",}z\TTb

z9h*j{TMI?T#4,M'zM(I!)~qwXkENm;KDT=((

}@"D}C)R{GXk7E+dP4d|#IO$PD(CA)a)D}V){a

)b)I?TMj{T#$#SSL -i(}i$~qw$i(MI!M'z$i)D}

V){4a)O$# 

S\Mb\h*&m1dR+0l+dT\#rK,iSeries ~qwa),1KP2+M

;2+D~qLrD\&#IT9C;2+D HTTP Server 4&m;h*2+TDD

5,gz7?<#b)D5+_PT http:// *<D URL#ITTtPE"(gM'

dkEC(E"Dm%)9C2+D HTTP Server#CLrIT&md URL T http:// 

rT https:// *<DD5# 

 

 

aQE" 

1+d2+M;2+1,XpG1 Web >cvT3)D59C2+~qw1,b

G(*M'zD\CDrXxqZ#

 G!,S\Hh*2+M'z2h*2+~qw#2+/@w(HTTP M'z)QdC

`1U(# 
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LDAP D2+T"bBn 

0a?6?<CJ-i1(LDAP)2+T&\?~|(02+WSVc1(SSL)"

0CJXFm1M CRAM-MD5 \kS\#Z V5R1 P,mSK Kerberos ,SM02

+T1sF'V4v? LDAP 2+T# 

PXb)wbD|`E",ND iSeries E"PD —> *x –> TCP/IP –> ?<~q

(LDAP)#PXCJ0iSeries E"PD1DE",kNDZ xii 3D:Hvu~M`X

E";# 

LPD D2+T"bBn 

LPD(P=r!zX$Lr)a)V" 53Dr!zdvD\&#53;4P LPD D

NN"a&m# 

@9 LPD CJ 
g{;kCNNK9C LPD 4CJzD53,&@9 LPD ~qwKP#4PBPY

w: 

__ =h 1.   *@91t/ TCP/IP 1 LPD ~qww5T/t/,dkTB|n: 

CHGLPDA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*YES) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ LPD D

KZ`X*,4PBPYw: 

__ =h a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

__ =h b.   !q!n 4(9C TCP/IP KZ^F)# 

__ =h c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

__ =h d.   TZKZ6'B^,8( 515# 

__ =h e.   TZKZ6'O^,8( *ONLY#

": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 

TCP/IP Gn/D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

__ =h f.   TZ-i,8( *TCP# 

__ =h g.   TZC'E*D~VN,8(53O\#$DC'E*D~{

F#(\#$DC'E*D~G;5PXC(^DLrR;_P

d|C'*@D\kDC'E*D~#)(}+KZ^FZX(

DC',T/E}yPd|C'# 

__ =h h.   T *UDP -iX4=h 2c = 2g#

XF LPD CJ 
g{*Jm LPD M'zCJzD53,&KbBP2+TJb: 
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v   *@9C'C;h*DTsM;53,7#QT(zf"X(ASP)hCKJ1D

P5^F#(}9C53~q$_(SST)r(C~q$_(DST),ITT>"h

C ASP DP5#Backup and Recovery ;ia)PX ASP P5D|`E"# 

v   IT9CTdvSPD(^4^FD)C'IT+YQzD~"M=53#;PC

'j6D LPD C'9C QTMPLPD C'E*D~#ITZhKC'E*D~;T

Y}dvSPDCJ(#

SNMP D2+T"bBn 

iSeries ~qwITCwxgPDr%xg\m-i(SNMP)zmLr# SNMP a)

Zxg73P\mxX"7IwMwzD=(#SNMP zmLrU/PX53DE""

4P6L SNMP xg\mwyksD&\# 

@9 SNMP CJ 
g{;kCNNK9C SNMP 4CJzD53,&@9 SNMP ~qwKP#4PBP

Yw: 

__ =h 1.   *@91t/ TCP/IP 1 DNS ~qww5T/t/,dkBP|n: 

CHGSNMPA AUTOSTART(*NO) 

": 

a.   AUTOSTART(*YES) G1!5# 

b.   Z 108 3D:XF*T/t/D) TCP/IP ~qw;a)PXXFD) 

TCP/IP ~qwT/t/D|`E"#

__ =h 2.   *@9{K+C'&CLr(}gWSV&CLr)k53(#CZ SNMP 

DKZ`X*,4PBPYw: 

__ =h a.   dk GO CFGTCP TT>0dC TCP/IP1K%# 

__ =h b.   !q!n 4(9C TCP/IP KZ^F)# 

__ =h c.   Z09C TCP/IP KZ^F1A;O,8(!n 1(mS)# 

__ =h d.   TZKZ6'B^,8( 161# 

__ =h e.   TZKZ6'O^,8( *ONLY#

": 

1)   KZ^FZBNt/ TCP/IP 1z'#g{hCKZ^F1 

TCP/IP Gn/D,&ax TCP/IP "XBt/|# 

2)   RFC1700 a)PX+2KZE8(DE"#

__ =h f.   TZ-i,8( *TCP# 

__ =h g.   TZC'E*D~VN,8(53O\#$DC'E*D~{

F#(\#$DC'E*D~G;5PXC(^DLrR;_P

d|C'*@D\kDC'E*D~#)(}+KZ^FZX(

DC',T/E}yPd|C'# 

__ =h h.   T *UDP -iX4=h 2c = 2g#

XF SNMP CJ 
g{*Jm SNMP \mwCJzD53,&KbBP2+TJb: 
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v   IT9C SNMP CJxgDKITU/PXxgDE"#(}9Cp{Mr{~q

w~XDE"(} SNMP dCICZ0d3k_#mb,3k_IT9C SNMP d

|xgdC"F5(E# 

v   SNMP @?2C{xPCJ#ZEnO,2C{`FZ\k#2C{G4S\D#r

K,|]W;T}#9C0* SNMP mS2C1(ADDCOMSNMP) |n4+\m

wrXxX7(INTNETADR)N}hC*;vr`vX( IP X7zf *ANY#2

IT+ ADDCOMSNMP r CHGCOMSNMP |nD OBJACC N}hC* *NONE,

T@9EeZD\mwCJNN MIB Ts#;GY1byv,T\xT2CPD\

mwDCJ,x;X}%2C#

INETD ~qwD2+T"bBn 

ks`} TCP/IP ~qw;,,INETD ~qw;a)TM'zD%;~q#xGa)\

m1IT(FDwVSn~q#IZC-r,INETD ~qwP1F*0,6~qw1#

INETD ~qw_PBPZC~q: 

v   1d 

v   Ud 

v   XM 

v   Oz 

v   Q|D

TCP M UDP <'Vb)~q#TZ UDP,XM"1d"UdMQ|DD~qSU 

UDP E"|,;s+E"|"MX<"_#XM~qwXM|SU=DE"|,1dM

Ud~qwzITX(q=m>D1d"+|"MX%,Q|D~qwzIIr! 

ASCII V{DE"|"+|"MX%# 

b) UDP ~qDXT953W\\x~q%w#}g,Y(_P=v iSeries ~qw:

SYSTEMA M SYSTEMB#PqbDLr1IT9C SYSTEMA D4X7M1d~q

wD UDP KZE41l IP 7M UDP 7#;s{IT+CE"|"MA SYSTEMB 

OD1d~qw,SYSTEMB +1d"MA SYSTEMA,SYSTEMA +T SYSTEMB w

vl&HH,TBzI,x-7"{D=v53OD CPU J4T0xgxm# 

rK,z&C<GZzD iSeries 53ObV%wDgU,"RvZ2+xgPKPb

)~q#;6 INETD ~qw1G1zt/ TCP/IP 1;T/t/|#zITdCZt

/ INETD 1Gqt/~q#1!ivB,1t/ INETD ~qw1t/ TCP M UDP 

1d~qw# 

TZ INETD ~qwP=vdCD~: 

/QIBM/UserData/OS400/inetd/inetd.conf 
/QIBM/ProdData/OS400/inetd/inetd.conf 

b)D~7(1 INETD ~qwt/1D)Lrt/#|G27(1 INETD t/b)

Lr1,b)LrZ24C'E*D~BKP# 

": S;&C^D proddata PDdCD~#?NXB0k531f;CD~#;&C+

M'dC|DEZ userdata ?<wPDKD~P,r*Z"Pf}6Zd;|BK

D~#
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g{PqbDLr1q!Tb)D~DCJ(,{ITdC|G4Z INETD t/1t

/NNLr#rK,#$b)D~G\X*D#1!ivB,|Gh* QSECOFR (^

E\xP|D#z;&CuYCJ|Gyh*D(^#

": ;*^D ProdData ?<PDdCD~#?NXB0k531,<f;CD~#;

&C+M'dC|DEZ UserData ?<wPDD~P,r*Z"Pf}6Zd;

|BCD~# 

^F TCP/IP ~ND2+T"bBn 

g{53,S=xg,I\*^FC'{C TCP/IP &CLr~NxgD\&#4P|

D;v=(G^FTBPM'z TCP/IP |nDCJ(:

": b)|nI\Z53OD8vbPfZ#|GAY<Z QSYS bM QTCP bP#

7#(;M#$yPvV# 

v   STRTCPFTP 

v   FTP 

v   STRTCPTELN 

v   TELNET 

v   LPR 

v   SNDTCPSPLF 

v   RUNRMTCMD(REXEC M'z)

IBPwn7(C'I\D?DX: 

v   TCP/IP wzmPDn# 

v   TCP/IP 7ImPD *DFTROUTE n#1C'D?DXG4*xg1,bJm{Gd

kB;vPLN53D IP X7#(}9C1!7I,C'IT=ork6Lxg*

5# 

v   6L{F~qwdC#K'VJmxgPDd|~qw*C'(;wz{# 

v   6L53m#

h*XFD)C'IT+nmS=b)mM|DdC#2h*KbmnMdCDb

e# 

&*@_PT ILE C `kwDCJ(DZPC'IT4(IT,S= TCP r UDP K

ZDWSVLr#(}^FT QSYSINC bPDBPWSVSZD~DCJ(,IT9

4(|'Q# 

v   SYS 

v   NETINET 

v   H 

v   ARPA 

v   WSVM SSL

TZ~qLr,IT^FWSVM SSL &CLrD9C,|GQ(}^Fb)~qL

rD9Cx;`k: 

v   QSOSRV1 

v   QSOSRV2 

v   QSOSKIT(SSL) 

v   QSOSSLSR(SSL)
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~qLrZ;61_P+2(^ *USE,+IT+C(^|D* *EXCLUDE(rh*D

d|5)# 
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Z 14 B #$$w>CJ 

m`53C'Q{Gl+@ODvKFcz(PC)w*{GD$w>#{G9CZ PC 

OKPD$_,"R9C PC ,SA iSeries ~qw# 

+ PC ,SA iSeries ~qwDs`}=(H$w>Bfa)|`&\#C PC T iSeries 

I\4p4s;vT>w"*C'a);%="aa0#Kb,C PC T iSeries ~q

wI\4p4sm;vFcz"a)ngD~+MM6L}LwC.`D&\# 

w* iSeries ~qw2+\m1,zh*KbTBZ]: 

v   T,SAzD53D PC C'ICD&\ 

v   PC C'ITCJD iSeries ~qwJ4#

g{P4T_6 PC &\(gD~+MM6L}LwC)<8zD iSeries ~qw2+

T=8,I\h*h9G)&\#\I\zD$6?jGJm_6 PC &\,!\zT

*#$zD53ODE"#TBwbV[k PC CJX*D3)2+TJb# 

$@$w>!> 

>JO(i2+\m1IT@9 PC !>D=(# 

#$$w>}]CJ 

3) PC M'zm~9C2mD~P4f"~qwODE"#*CJ iSeries }]bD

~,PC C'&_P^FDw7(eD;iSZ#9CD~+M&\(s`}M'z/~

qwm~_Pbv&\),PC C'ITZ~qwM PC .d4FD~#9C}]bC

J&\(g DDM D~"6L SQL r ODBC }/Lr),PC C'ITCJ~qw

OD}]# 

ZK73P,zIT4(Lr49X"@@*CJ~qwJ4D PC C'ks#1ks

9C DDM D~1,zITZV<=}]\mCJ(DDMACC)xgtTP8(vZ

Lr# TZ PC D~+MD3)=(,zITZM'zksCJ(PCSACC)xgtT

P8(vZLr#r_, zIT8( PCSACC (*REGFAC) 49C"a&\#1ks

9Cd|~qw&\4f!}]1,zIT9C WRKREGINF |n4*G)~qw&

\"avZLr# 

;x,vZLrI\QThF,|G\YG+r%D#vZLr;GTs(^Dfz

Z,Ts(^hFI#$zDTsT@94TNN4D4Z(CJ# 

3)M'zm~(g IBM iSeries Access for Windows)9C/ID~534f"MC

J iSeries ~qwOD}]# 9C/ID~53,{v~qw|cZ PC C'9C#T

s(^dC|SX*#(}/ID~53,_Pc;(^DC'ITi4~qwb,

Cs|G;v PC ?<;y#r%DF/M4F|nIT"4+}]S iSeries ~qw

bF/= PC ?<,4.`;#53T/T}]Dq=xPJ1D|D#
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": 

1.   IT9C(^Pm4XF QSYS.LIB D~53PDTsD9C#PX|`E",k

NDZ 88 3D:^FT QSYS.LIB D~53DCJ;# 

2.   Z 83 3DZ 11 B, :9C0/ID~5314#$D~;a)XZ9C/ID~

53D2+TJbD|`E"#

TZC'M*"_,/ID~53DEcG|Dr%T#9C;vSZ,C'MIT

9C`v73PDTs#PC C';h*Xbm~r API 4CJTs#`4,PC C'

IT9Cl$D PC |nr08r"%w141S9CTs# 

TZ,SK PC DyP53,+XpTZ_P9C/ID~53DM'zm~D53,

<CDTs(^=8\X|#r*2+TQ/I= OS/400 z7P,yTf!}]DN

Nks<Xk(}(^lixL#(^liJCZ4TNN4DksM9CNN=(

D}]CJ# 

9C$w>CJDTs(^ 

1hCTsD(^1,zh*@@C(^* PC C'a)24Yw#}g,1C'T3

vD~_P *USE (^1,CC'ITi4rr!CD~PD}]#CC';\|DC

D~PDE"r>}CD~#TZ PC C',i4H'Z0DA1,|*C'a)Kc

;D(^4Z PC O4FD~#bI\;Gz#{D# 

TZ3)X|D~,zI\h*++2(^hC* *EXCLUDE 4@9BX#;s,z

ITa)m;V=(40i41~qwODD~,g9CK%MXC(^DLr# 

@9BXDm;v!nG9CvZLr,?1 PC C't/~qw&\(x;G;%=

"a)1CLrKP#zIT(}9C0|DxgtT1(CHGNETA)|n4Z 

PCSACC xgtTP8(vZLr#r_,zIT(}9C09C"aE"1

(WRKREGINF)|n"avZLr#z9CD=(!vZ PC ZzD53OgNf!

}]MC PC 9CDvM'zLr#vZLr(QIBM_QPWFS_FILE_SERV)JCZ 

iSeries Access M Net Server T IFS CJ#|;h9 PC 9Cd|zF(g FTP r 

ODBC)xPCJ# 

PC m~;c2a)OX&\,rKC'IT+}]S PC 4F=~qw}]bD~#

g{4}7hCzD(^=8,PC C'I\a9C4T PC D}]2G3vD~PD

yP}]#zh*!DX8( *CHANGE (^#4i iSeries Security Reference ;i

PD Appendix D 4KbD~Ywyh*D(^# 

0iSeries E"PD1a)XZ PC &\D(^MXZ9CvZLrD|`E"#PXj

8E",kNDZ xii 3D:Hvu~M`XE";# 

&CLr\m 

0&CLr\m1G0iSeries <=w1(iSeries ~qwD<NC'gf(GUI))D;

vI!q20Di~#0&CLr\m1953\m1\;XFX(~qwODC'

MiICD&\r&CLr#b|(XF(}M'zCJ{GD~qwDC'ICD

&\#"b:g{zS Windows M'zCJ~qw,r iSeries ~qwC'x;G 

Windows C'7(D)&\ICZ\m# 
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PX0iSeries <=w&CLr\m1Dj{D5,kND iSeries E"PD –> ,S= 

i S e r i e s — > ,STs — > i S e r i e s <=w

(../html/as400/v5r2/ic2924/info/rzaj3/rzaj3overview.htm)# 

_T\m 

_TG\m1dC{GDM'z PC ODm~19CD$_#_TIT^FC'Z PC 

OTD)&\M&CLr_PCJ(#_T2IT(ir*s3)C'r3) PC 9C

DdC# 

": _T;a)T~qwJ4DXF#_T;G~qw2+TDfz7#X(C'I

T9C_T40l iSeries Access gN\;SX( PC CJ~qw#;x,|G"

;|DITgN(}d|zFCJ~qwJ4# 

_Tf"ZD~~qwP#?NZC'"a={GD Windows $w>1,SCD~~

qwBXJCZC Windows C'D_T#C'Z$w>O4PNNYw0,+_T&

CZ"am# 

Microsoft® _Tk&CLr\m 

iSeries Access Express 'VZxgP5V\mXFD=V;,D_T:Microsoft 53

_TM0 iSeries <=w&CLr\m1#1v(Dv_TnJOZzDh*1,<GT

Biv# 

Microsoft 53_T 

_TG PC }/D,;!vZX(D OS/400 "Pf#_TIT&CZ PC T0 

Windows C'#bm>C'}C Windows C'E*D~,x;G~qwC'E*D~#

_TITC40dC1,2ITC4^F#_T(#H0&CLr\m1a)|`#

H"ITa)|cD&\#bGr*;h*k~qw,SM\7(C'GqIT9C

&\#5V_TH5V0&CLr\m1|4S,r*h*9C Microsoft 53_T`

-wRXk%@dC PC 4BX_T# 

0iSeries <=w1&CLr\m 

0&CLr\m19}]kC'E*D~X*,x;Gk Microsoft 53_Tk.X*

D Windows E*D~X*#!\h*KP OS/400 z7D V4R3 r|_f>D iSeries 

~qwE\9C0&CLr\m1,+3)&\vZ V4R4 r|_f>OIC#0&C

Lr\m19C0iSeries <=w1D<NC'gf4\m,bH_T`-w|WZ9

C#0&CLr\m1E"JCZC',x;\{SDv PC "a#IT^F0iSeries 

<=w1PDX(&\#g{*^FDyP&\<tCK0&CLr\m1,"Rg

{}Z9CD OS/400 Df>'V0&CLr\m1,r0&CLr\m1|OJ# 

+ SSL k iSeries Access for Windows ;p9C 
PX9C iSeries Access Express k SSL DE",k4i Java wbBD0iSeries E

"PD1wb Secure Sockets Layer Administration, Securing iSeries Access Express and 

iSeries Navigator, iSeries Developer Kit for Java , and iSeries Java Toolbox#2ITZ

f53a)xzD CD O4iKE"# 
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0iSeries <=w12+T 

0iSeries <=w1*5P iSeries Access DC'a)KWZ9CDk~qwDSZ#T

Z OS/400 z7D?vB"Pf,(}0iSeries <=w1Ia)|`~qw&\#WZ

9CDgfa)Km`f&,|(uYK<u'VI>MDxK53D<q#|2f

Z2+TQb# 

w*2+\m1,z;\Y@5ZzDC'D^*4#$J4#0iSeries <=w1zD

C'a)Km`rcMTxWCD&\#zh*7#*C'E*D~MTs(^hF

"5VK2+_T4zczD2+Th*# 

V4R4 M|_f>D IBM e(logo)server iSeries Access for Windows a)BP=(4X

FC'IT(}0iSeries <=w14PD&\: 

v   !qT20 

v   &CLr\m 

v   Windows NT® 53_T'V

0iSeries <=w1b0=zIT%@20D`vi~P#b9z\;v20zh*D&

\#0&CLr\m19\m1\;XFC'riIT(}0iSeries <=w1CJD&

\#0&CLr\m1+&CLrVIBP`p: 

iSeries <=w 
|(0iSeries <=w1MNNe~# 

M'z&CLr 

|(d|NNM'z&CLr(|( iSeries Access),b)Lr*(}0&C

Lr\m1xP\mDM'za)`V&\# 

wz&CLr 

|(j+$tZzD~qwO"a)(}0&CLr\m1\mD&\DyP

&CLr#

IT9C!qT20"&CLr\mM_T4^FC'ITCJD0iSeries <=w1&

\#;x,yPb)=(<;&CCZJ42+T# 

S V4R4 *<,IBM e(logo)server iSeries Access for Windows 2'V9C0Windows 

NT 53_T`-w14XFSX(D PC M'zIT4PD)&\,x;\-}Z9

CC PC# 

PX!qT20"0&CLr\m1M0_T\m1D=SE",kND0iSeries E"

PD1#>iDZ 5 3D:TLr&\D^FCJ;;Z2|,&CLr\mD;)V

[# 

@9 ODBC CJ 
*E=}]b,S (ODBC)G;V$_,PC &CLrIT9C|4CJ iSeries }

],MCs}]G PC }];y#ODBC Lr1IT9}]Dom;CT PC &CL

rDC'G8wD#PX ODBC 2+T"bBnD|`E",*A0iSeries Access 

Windows f ODBC 2+T1(/rzaii/rzaiiodbc09.HTM),|;Z0iSeries E"PD1# 
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$w>a0\kD2+T"bBn 

(#,1 PC C't/,Sm~1(g iSeries Access),CC'*~qwdk;NC

'j6M\k#+\kS\"+|f"Z PC ZfP#?1CC'k,;~qw("B

Da01,C PC T/"MC'j6M\k# 

3)M'z/~qwm~2a)F};%=a0D0"a1A;D!n#1C't/

;%=(5250 Bf)a01,Cm~+"MC'j6MS\D\k#*'VK!n,X

k+~qwOD QRMTSIGN 535hC* *VERIFY# 

1z!qJmF}0"a1A;1,h*<G2+T[T=8# 

2+T)4:TZ 5250 BfrNNd|`MD;%=a0,0"a1A;kNNd|

A;`,#!\dk\k1ZA;O;T>\k,+}gNNd|}]VNGy,\

kT4S\Dq=(}4S"M#TZ3)`MD4S,bI\*0dD3k_a)

`X4S"lbC'j6M\kDza#(}gSh8`X4S(#F*T}#S V4R4 

*<,IT9C2+WSVc(SSL)T iSeries Access M iSeries ~qw.dD(Ex

PS\#bM#$KzD}](|(\k)bbT}# 

1z!qF}0"a1A;D!n1,PC S\\k.s,E"M\k#S\\bK(}

T}5!\kDI\T#;x,zXk7#zD PC C'5PIPD2+Tk)#k 

iSeries 53_Pn/a0D^KU\ PC *3vKa)Kt/m;va0Dza,x;

h**@C'j6M\k#153$Z;n/1,&C+ PC hC*x(,"Rb) PC 

&Ch*\kE\V4a0# 

49z;!qF}0"a1A;,_Pn/a0D^KU\ PC 2a}p2+T)4#

(}9C PC m~,3vKITt/~qwa0"f!}],x;X*@C'j6M\

k#5250 BfD)4*T"OX;),r*|;h*+`D*6M\t/a0"*<f

!}]# 

9h*f*C'O*d iSeries Access a0,SD0l#m`C'Y((_-O,+;

}7),O*,S!nj+#9{Gk~qwD,S#B5O,1C'!qC!nT

O*,S1,~qw9C'Da0(mI$)Tm;vC'IC#;x,M'zk~

qwD,STGr*D#m;vC'ITS|4#$D PC "q!T~qwJ4DC

J,x4xdkC'j6M\k# 

zITTh*9{GDa0O*,SDC'(i=v!n: 

v   7#{GD PC _Ph*\kDx(&\#b9^KU\ PC T;*@C\kDNN

K<;IC# 

v   *j+9a0O*,S,"z Windows rXBt/(XB}<)C PC#bMaxK

k iSeries Da0#

z2h*L}zDC'XZZ{G9C iSeries Access for Windows 1DI\D2+T

)4#1C'8( UNC((C|{<()4j6 iSeries J41,Win95 r NT M'

z9(4SA~qwDxg,S#r*CC'8( UNC,yTCC';+Kxg,S4

wG3dD0xg}/w1#(#,C'uAb6;=xg,SDfZ#;x,Kxg

,Sa}p^KU\ PC OD2+T)4,r*~qwvVZC PC OD?<wP#g

{CC'Da0_P&\?sDC'E*D~,Z^KU\ PC OI\)6~qwJ

4#}gH0D>},9H=(G7#C'Kb)4M7#{G9Cd PC Dx(&

\# 
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#$~qwTb6L|nM}LKP 

Tm~(g iSeries Access)\ZPD PC C'ITKP~qwOD|nx;h*(}

0"a1A;#TBG PC C'IC4KP~qw|nD8V=(#zDM'z/~q

wm~7(zD PC C'T~qwICD=(# 

v   C'ITr* DDM D~"9C6L|n&\4KP|n# 

v   3)m~(g iSeries Access E/DM'z)(}0V<=LrwC1(DPC)API 

a)6L|n&\,x;h*9C DDM# 

v   3)m~(g6L SQL M ODBC)a)6L|n&\,x;h* DDM r DPC#

TZ9C DDM q!6L|n'VDM'z/~qwm~,zIT9C DDMACC x

gtT4j+h96L|n #TZ9Cd|~qw'VDM'z/~qwm~,zIT

*~qw"avZLr#g{*Jm6L|n,Xk7#zDTs(^=8ITdV

#$zD}]#6L|n\&H[ZxhC'|nP#Kb,1 iSeries (} DDM S

U6L|n1,53;5)C'E*D~0^F1&\(LMTCPB)hC# 

#$$w>Tb6L|nM}LKP 

IBM iSeries Access for Windows a)SU PC OD6L|nD&\#ITZ~qwO

9C0KP6L|n1(RUNRMTCMD)|n4KP,SD PC OD}L#

RUNRMTCMD &\G53\m1Moz@fK1DPC$_#;x,|2a)KPb

XrbbXp5 PC }]Dza# 

PC k iSeries ~qw;_P`,DTs(^&\#T9C RUNRMTCMD |nDJb

DnQ#$GP8^FTC|n_PCJ(D53C'#IBM iSeries Access for Windows 

a)"aD)C'ITZX( PC OKP6L|nD&\#1(} TCP/IP ,S1,z

IT9CM'zODXTXFfe4XF6L|nCJ#IT(}C'j6r6L5

3{F4Z(C'#1(} SNA ,S1,3)M'zm~a)hCT0D2+TD&

\#9Cd|M'zm~,zIT;!qGqhCkV|n&\# 

TZM'zm~M,S`M(g TCP/IP r SNA)D?ViO,zh*4iA,SD PC 

DkV|nDI\T#(}Qw0kV|n1r0RUNRMTCMD14iDM'zD

2#<8rzD PC C'Mxg\m1(iPX+M'zdC*Jmrh9K&\D}

7(2+)=(# 

xX~qw 

zD53IT9C iSeries 53M PC .dDPdrxX~qwNk=xgP#}g,

IT+zD iSeries 539C;v PC ~qw,SA LAN,C PC ~qw_P,SA

C~qwD PC#ZKivBD2+TJb!vZZxX~qwOKPDm~D\&#Z

 137 3D< 13 T>xX~qwdC>}: 
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9C3)m~,zD iSeries 53+;Kb4TxX~qwDBNDNNC'(g 

USERA r USERC)#C~qw+w*%vC'(USERGTW)"a=53O#|+9

C USERGTW C'j64&m4TBNC'DyPks#4T USERA DksT~q

w4p4s4TC' USERGTW Dks# 

g{GbyD0,zXk@?xX~qwTq!2+T5)#XkKbM\mxX~

qwD2+T&\#S iSeries ~qwDGH?vC'kxX~qwC4t/a0DC

'j6_P`,D(^#zIT+|4wGH[ZKPXC(^Ma)|nPDL

r# 

9Cd|m~,xX~qw+ksS%vC'+MA iSeries ~qw#iSeries ~qw*

@ USERA }ZksCJX(Ts#xXT538uG8wD# 

g{zD53;Z_PxX~qwDxgP,zh*@@+`s(^a)xxX~q

w9CDC'j6#z2h*KbTBZ]: 

v   xX~qw5)D2+TzF# 

v   TzD iSeries 53,BNC'+gNvV#

^_Vrx(E 

3)M'zIT9C0iSeries ^_Vrx14k53xP^_(E#0iSeries ^_Vr

x19Cd5(E<u#w*2+\m1,&Kb0iSeries ^_Vrx1z7DBP2

+TXw: 

v   b)^_Vrxz79C)95W<u#}%I~.9CK`,<u4#$^_g

+d#TZT<TgS==`X}]+dDC',+dFuGkyx;G5JD+

d# 

v   ̂ _,S_P}vk2+T`XDdCN}: 

–   }]J(=vI\D}]J) 

–   5J(=vI\D5J) 

–   53j6{(8 YrvI\Dj6{) 

b)dC*XiO4a) 8 'rvI\DdC,|9ZMBP}7DdCDI\Ts

sX5M# 

v   }g9Cd|(E=(,M'zh8D2+T0l^_(ED2+T#53j6E

"Md|dCN}<ZM'zh8ODD~P,R&C\=#$# 
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v   g{^_h8*'r;5,}#~qw2+Tk)(g"a\kMTs2+T)Z

4Z(DC'T<9C*'r;5D?~4CJ531a)#$# 

v   g{^_M'z?~*'r;5,&<G|DyPC'"CJcM53D53j6

E"#+|ks*1;.?W;51|;EODx# 

v   I\*+~qw.V*_P(;53j6DM'zi#bIT^F?~*'r;5

1D0l#v1IT+;iC'^F*20DX(Vx1K=(EJC# 

v   kP_Vrx<u;,,^_Vrx<uG=PD#rK,;P+;a)b)^_

Vrxz7DgST}w#T}wGT+d4P4Z(`XDgSh8#
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Z 15 B 2+TvZLr 

3) iSeries ~qw&\a)vZTczD53ITKPC'4(DLr44P=Sl

iMi$#}g,IT+zD53hC*?1PKT<r*zD53OD DDM(V<

=}]\m)D~1KPvZLr#IT9C"a&\48(Z3)u~BKPDv

ZLr# 

8v iSeries vfo|,4P2+T&\DvZLr>}#m 24 a)b)vZLrM>

}LrD4DPm# 

 m 24. y>vZLrD4 

vZLrD`M C> iR>}D;C 

\ki$ QPWDVLDPGM 535IT8(Lr{Fr

8>9C* QIBM_QSY_VLD_PASSWRD v

Zc"aDi$Lr4liB\kTq! 

QPWDxxx 535;&mD=Shs#&C!

D`XKLrD9C,r*|SU4S\D\

k#KLr;&C+\kf"ZD~Pr+|

G+MAm;vLr# 

v   An Implementation Guide for iSeries Security 

and Auditing, GG24–4200 

v   iSeries Security Reference, SC41-5302-07 

PC Support/400 r 

Client Access CJ1 

ITZxgtTD0M'zksCJ1

(PCSACC)N}P8(KLr{4XFTB

&\: 

v   ibr!z&\ 

v   D~+M&\ 

v   2mD~P0`M 21&\ 

v   Client access {"&\ 

v   }]SP 

v   6L SQL &\ 

An Implementation Guide for iSeries Security 

and Auditing, GG24–4200 

0V<=}]\m1

(DDM)CJ 

ITZxgtTD0DDM ksCJ1

(DDMACC)N}P8(KLr{4XFTB

&\: 

v   2mD~P0`M 0 M 11&\ 

v   0a;6L|n1&\ 

An Implementation Guide for iSeries Security 

and Auditing, GG24–4200 

6L"a ITZ QRMTSIGN 535P8(3vLr4

XFITSD);CT/"aD)C'(+

])# 

An Implementation Guide for iSeries Security 

and Auditing, GG24–4200 

_P iSeries Access1 

D0*E=}]b,S

T1(ODBC) 

XF ODBC DTB&\: 

v   Gqj+Jm ODBC# 

v   TZ iSeries }]bD~Jm24&\# 

v   Jm24 SQL od# 

v   ITlwPX}]b~qwTsD24E

"# 

v   Jm24 SQL `?&\# 

<;IC# 
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m 24. y>vZLrD4 (x) 

vZLrD`M C> iR>}D;C 

QSYSMSG PO&mL

r 

IT4(Lr4`X QSYSMSG {"SP"

y]{"D`M4PJ1DYw(g(*2+

\m1)# 

An Implementation Guide for iSeries Security 

and Auditing, GG24–4200 

TCP/IP 8v TCP/IP ~qw(g 

FTP"TFTP"TELNET M REXEC)a)vZ

c#ITmSvZLr4&mG<T0i$C

'ks,gq!rECX(D~Dks#2I

T9Cb)vZ4ZzD53Oa)d{ 

FTP# 

iSeries System API Reference ;iPD TCP/IP 

User Exits 

C'E*D~|D IT*BPC'E*D~|n4(vZLr: 

   CHGUSRPRF 

   CRTUSRPRF 

   DLTUSRPRF 

   RSTUSRPRF 

v   iSeries Security Reference, SC41-5302-07 

v   iSeries System API Reference ;iPD TCP/IP 

User Exits 

": 

1.   ITZ0iSeries E"PD1PR=XZKwbD=SE"#PX|`ji,kNDZ xii 3D:Hvu~M`XE";# 
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Z 16 B rXx/@wD2+T"bBn 

zDi/PDm` PC C'Z{GD$w>O_P/@w#|GI\,SArXx#|

G2I\,SAzD~qw#TBG PC MzD~qwD3)2+T"bBn# 

gU:$w>p5 

zDC'CJD Web 3fI\_PX*D0Lr1,g Java applet(;V Active-X X

~)r3)d|`MDe~#!\K`MD0Lr1\Y,+1|GZ PC OKP1P

I\p5 PC ODE"#w*2+\m1,<GTBZ]T#$zDi/PD PC: 

v   KbzDC'_PD;,/@wD2+T!n#}g,TZ3)/@w,zITX

F Java applet Z/@w.b_PDCJ((Java D\^FDYw73F*3d)#b

IT@9 applet F5 PC }]#

": 3dEn0dX*D2+T^FTZ Active-X Md|e~;fZ# 

v   rzDC'avXZ{GD/@whCD(i#zI\;P1drJ447#C'

q-zD(i#rK,zXkL}{GXZ;}7DhCI\x4DgU# 

v   <GZa)zh*D2+T!nD Web /@wOj</# 

v   8>zDC'(*zI\kX( Web >cX*DNNIIP*r"4#

gU:(}3d}/wCJ iSeries ?< 
Y(9C IBM iSeries Access for Windows a0+ PC ,SAzD~qw#Ca0h

C3d}/w44SA iSeries /ID~53#}g,PC D G }/wI\3d=xg
P SYSTEM1 ~qwD/ID~53# 

VZY(,; PC C'_P/@w"ITCJrXx#CC'ks3v Web 3f,C

3fKPP&0Lr1,g Java applet r Active-X X~#ITks,CLrI\"T

A}ZC PC D G }/wPDyPZ]# 

P8v#$=(I@9T3d}/wDF5: 

v   nX*D#$=(GzD~qwODJ42+T#Java applet r Active-X X~T~

qw4p4s("C PC a0DC'#zh*!D\mZzD~qwOZ( PC C'

4PDYw# 

v   (izD PC C'hC{GD/@wTh9T<CJ3d}/w#bTZ Java applet 

pwC,+TZ Active-X X~;pwC,b)X~;_P3dEn# 

v   L}zDC'XZZ,;a0P,SAzD~qwMrXxD#U#Kb,7#z

D PC C'(}g,_P Windows 95 M'z)Kb}/w#V3d,491 iSeries 

Access a044Qax#

gU:IEDQ)pD applet 
zDC'I\Qq-zD(i"hC{GD/@w4@9 applet 4kNN PC }/w#

;x,zD PC C'h**@Q)pD applet IT2G{GD/@wDhC# 
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Q)pD applet _PX*D}V){T("dI?T#1C'CJ_PQ)pD applet 

D Web 3f1,CC'4=;u{"#C{"8>C applet D){(-)pK|MN

1)pK|)#1zDC'S\C applet 1,CC'Z(C applet T/@wD2+Th

CD2G#Q)pD applet IT4k PC D>X}/w,49/@wD1!hCh9

|#Q)pD applet 2IT4kZzD~qwOD3d}/w,r*|GT PC 44

G>X}/w# 

TZ4TzD~qwDzT:D Java applet,zI\h*9CQ)pD applet#;x,

z&C8>zDC'(#;*S4*4S\Q)pD applet# 
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Z 17 B ̀ XE" 

Va 

v   APPC Programming, SC41-5443-00 hv iSeries 53D_6Lrd(E(APPC)'

V#Ki8<*"9C APPC D&CLrM(e APPC (ED(E73#||(&

CLr"bBn"dChsM|n"APPC DJb\mT0;c*x"bBn#kN

D iSeries E"PD CD-ROM# 

v   AS/400 rXx2+T:ZrXxP#$ AS/400 b\#&l$i SG24-4929 V[K

+zD iSeries ,S=rXx1k.`X*D2+TJbMgU#|a) TCP/IP &

CLrD>}"(i"<IM<u# 

v   Backup and Recovery, SC41-5304-07 a)XZF.8]kV4_T"S53#fE"

T0V453DE"#kND iSeries E"PD#2ITZ0iSeries E"PD1PR

=XZb)wbD=SE"#PX|`j8E",kNDZ xii 3D:Hvu~M`

XE";# 

v   CL Programming, SC41-5721-06 *ITZb?hvDD~a)K`k}]hvf6

(DDS)Dj8hv#b)D~GomD~"_-D~"T>D~"r!D~M5

3d(E&\(ICF)D~#kND iSeries E"PD# 

v   0E"PD1PD CL wb(PX|`j8E",kNDZ xii 3D:Hvu~M`

XE";#)a)yP iSeries XFoT(CL)0d OS/400 |nDhv#OS/400 |

nC4ks Operating System/400®(5722-SS1)mILrD&\#yPG OS/400 CL 

|n(kd|mILrX*DG)|n,|(yP;,oTM5CLr)Z'VG

)mILrDd|i.Phv# 

v   Implementing iSeries Security, 3rd Edition,I Wayne Madden M Carol Woodbury `

4#I Loveland, Colorado:29th Street vfg(Duke Communications International 

DV?)Z 1998 jvf#a)CZF."hCM\m iSeries 2+TD8<M5C

(i# 

 ISBN )%Ek: 

 1-882419-78-2 

v   PX HTTP Server D|`E",CJBP URL: 

http://www.ibm.com/eserver/iseries/software/http/docs/doc.htm 

v   iSeries Security Reference, SC41-5302-07 a)KXZ2+T535"C'E*D~"

J42+TM2+TsFDj{E"#KVa";hvX(mILr"oTM5C

LrD2+T#kND iSeries E"PD# 

v   0E"PD1PD0y>53Yw1wba)XZ iSeries y>Ywyh*D3)X

|EnMNqDE"#PX|`j8E",kNDZ xii 3D:Hvu~M`XE

";# 

v   0E"PD1hvgN9CMdC TCP/IP M8v TCP/IP &CLr,g FTP"SMTP 

M TELNET#PX|`j8E",kNDZ xii 3D:Hvu~M`XE";# 

v   TCP/IP File Server Support for OS/400 Installation and User’s Guide(SC41-0125)

a)0D~~qw'V1mILrz7Di\TE""208>E"MhC}L#

|5w9CCz7IqCD&\"|(+Cz7kd|53;p9CD>}Ma

># 
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v   Trusted Computer Systems Evaluation Criteria DoD 5200.28.STD hvFcz53D

IE6pDu~#TCSEC G@z~.Dvfo#ITSBP;Cq!1>: 

Office of Standards and Products 

National Computer Security Center 

Fort Meade, Maryland 20755-6000  USA 

Attention:  Chief, Computer Security Standards 

v   0E"PD1|, iSeries PPX053\m1M0$w\m1D8vwb#dPP

)wb|(T\}]U/"535\mMf"\m#PXCJ0E"PD1Dj8

E",kNDZ xii 3D:Hvu~M`XE";#Work Management(SC41-5306-03)

a)XZgN4(M|D$w\m73DE"#kND iSeries E"PD#

}b)0E"PD1wbM09dVa1.b,9IT9CBPJ44q!oz: 

v   IBM SecureWay
IBM SecureWay * IBM c:D2+Tz7(2~"m~"I/M~q)a);V+

27F,TozM'#${GDE"<u#^[Gzc%@h*9G4(\Ds5

bv=8,IBM SecureWay z7<*+>a)Kf."hF"5VMYw2+bv=

8yh*D(E<u#PX IBM SecureWay z7D|`E",kCJ IBM 

SecureWay w3: 

http://www.ibm.com/secureway 

v   ~qa)

20BD2~rm~nUITa_'JML5Kw#+G,|2lIL5POM#

z1dD~2,"RI\9z&sDZ?J4D:#SX#IBM +r~qa)k 

iSeries 2+TPXD~q#BP Web >c9z\;QwTZzD iSeries D~qD

j{Pm: 

http://www.as.ibm.com/asus 
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yw 

>E"G*Z@za)Dz7M~q`4D# 

IBM I\Zd|zRrXx;a)>D5PV[Dz7"~qr&\XT#PXz10

yZxrDz7M~qDE",krz1XD IBM zmI/#NNT IBM z7"L

rr~qD}C"GbZw>r5>;\9C IBM Dz7"Lrr~q#;*;V8 

IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"Lrr

~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p# 

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({#a)>D5"4ZhC

'9Cb)({DNNmI$#zITCif==+mI$i/Dy:

IBM Director of Licensing 
IBM Corporation 
500 Columbus Avenue 
Thornwood, NY 10594-1785 
U.S.A.

PX+VZ(DBCS)E"DmI$i/,kkzyZzRrXxD IBM *6z(?E

*5,rCif==+i/Dy:

IBM World Trade Asia Corporation 
Licensing 
2-31 Roppongi 3-chome, Minato-ku 
Tokyo 106, Japan

>un;JCZ"zrNNbyDunk1X(I;;BDzRrXx:zJL5z

w+>T04V41Dy!a)>vfo,;=PNNN=D(^[Gw>D,9G

,>D)#$,|((+;^Z)TGV(T"JzTMJCZ3X(C>D,>#

$#3)zRrXxZ3);WP;Jmb}w>r,>D#$#rK,>unI\

;JCZz# 

>JOPI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>JODBf>P#IBM ITf1T>JOPhvDz7M/rLrxP

DxM/r|D,x;mP(*# 

>JOPTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$#C Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP## 

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^hTzP#NN

pN# 

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(

DLrMd|Lr(|(>Lr).dxPE";;,T0(ii)JmTQ-;;DE

"xP`%9C,kkBPX7*5: 

IBM Corporation 
Software Interoperability Coordinator, Department 49XA
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3605 Highway 52 N 
Rochester, MN 55901 
U.S.A.

;*qXJ1Du~Mun,|(3)iNB;(}?D6Q,<IqCb=fDE

"# 

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i" IBM 

zJLrmI$-irNN,H-iPDuna)# 

K&|,DNNT\}]<GZ\X73PbCD#rK,Zd|Yw73Pq!D

}]I\aPwTD;,#P)b?I\GZ*"6D53OxPD,rK;#$k

;cIC53OxPDb?a{`,#Kb,P)b?G(}Fcx@FD#5Ja

{I\aPnl#>D5DC'&1i$dX(73DJC}]# 

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd|I+*qCDJO

Pq!#IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNNd

|XZG IBM z7Dyw#PXG IBM z7T\DJb&1rb)z7D)&La

v# 

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ# 

>JOvCZf.?D#Zyvz7OP.0,IT|DK&DE"# 

>JOI\|,U#L5Kwy9CD}]M(fD>}#*K!I\+fXwY}

5w,b)>}|,vK"+>"LjMz7D{F#yPb){F<Gi9D,g

k5JL5s5y9CD{FMX7PNN`F,?tIO# 

f(mI$: 

>JOI\|,4oTDy>&CLr,|GY}5wwVYw=(OD`L<u#

zITTNNN=4F"^DMV"b)y>Lr,T*""9C"P!*zrV"

k`4y>LryfrDYw=(D&CLr`LSZ`{OD&CLr,x;Xr 

IBM 6Q#"4ZyP73Bj+bTb)>}#rK,IBM ;\#$r,>b)L

rDI?T"I~qTr&\#zITTNNN=4F"^DMV"b)y>Lr,

T*""9C"P!*zrV"k IBM D&CLr`LSZ`{OD&CLr,x;

Xr IBM 6Q# 

g{zi4DG>JODm=4,I\;P<,MJ+e<# 

Lj 

TBuoGzJL5zw+>Z@zM/rd|zRrXxDLj:

Advanced Peer-to-Peer Networking 

APPN 

AS/400 

DB2 

DRDA 

e(Uj)
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IBM 

iSeries 

Net.Data 

Operating System/400 

OS/400 

PowerPC 

SecureWay 

System/36 

System/38 

400 

ActionMedia"LANDesk"MMX"Pentium M ProShare G Intel Corporation Z@zM

/rd|zRrXxDLjr"aLj# 

Microsoft"Windows"Windows NT M Windows UjG Microsoft Corporation Z@z

M/rd|zRrXxDLj# 

Java MyPyZ Java DLjG Sun Microsystems Inc. Z@zM/rd|zRrXx

DLj# 

UNIX G The Open Group Z@zMd|zRrXxD"aLj# 

d|+>"z7M~q{FI\Gd|+>DLjr~qjG# 
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