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b. + CA BXA PC M'z#
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#$k0Pk\m1~qwDyP,S:

":g{Q-*0iSeries <=w1tCK SSL,rZ0Pk\m1~qwOtC SSL .0,Tom Xk{C|#
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v =h 2:dCKc53TxP~qwO$

v =h 3:ZPk53OXBt/0Pk\m1~qw

8 iSeries: 2+WSVc(SSL)
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1. 9*Pk\m#
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53=_a)0O$PD1MIEiDi$#1Pk53(SSL M'z)"T9C SSL 4,S=Kc53(SSL

~qw)1,Pk53MKc53(}M'zO$4TKKD$ixPO$#b2F*0O$PD1M0IE

i1O$#

":1=zQ-dCK~qwO$.sE\jIM'zO$dC#

1. Z0iSeries <=w1P,R|%wPk\m"!qXT#

2. %w2+T!n(,"!q9C2+WSVc(SSL)#

3. TO$6p!qM'zM~qw#

4. %w7(TZPk53OhCK5#

":ZdCyPKc53Tc+ SSL kM'zM~qwO$dO9C.0,PpXBt/0Pk\m1~

qw#

5. dCKc53TxPM'zO$#

10 iSeries: 2+WSVc(SSL)



=h 7:dCKc53TxPM'zO$(I!=h)

1. HOM|BKc53D535:

":KNqTNNKP V4R5 DKc iSeries ~qw;pwC#

a. ZKc53B,R|%wPk53"!qe% —> U/#

b. !PU/T0rOD535!n,TcU/Pk53D535e%#!{!qd|NN!n#

c. R|%w53i —> B(53i#

d. (e|(9C SSL *,SDyPKc53DB53i#

e. *T>Bi,9*53iPm#

f. U/jI.s,R|%wB(53i"!q535 —> HOM|B#

g. i$Pk53T>Z#M53VNP#

h. !qPk\m`p"i$TBZ]:

v T9C2+WSVc8(G#

v T SSL O$6p8(M'zM~qw#

ZdCPk53TxPM'zO$}LP,ZPk53OhCb)5#!P?v5TD|Br#

i. %w7(TcZB53iDKc53OhCb)5#

=h 8:+i$Pm4F=Kc53

1. BP=hY(zDPk53G V5R3 r|_f>:Z0iSeries <=w1P,9*Pk\m —> (e#

2. R|%w}]|,"!qB((e#

3. ZB((e0Z,xPTBYw:

v {F:dk(eD{F#

v 453:!qPk53D{F#

v !(DD~MD~P:%wVN,"dk /QSYS.LIB/QMGTC2.LIB/QYPSVLDL.VLDL#

4. %w!n!n(,"!qC}Z"MDD~f;VPD~#

5. %w_6#

6. Z_6!n0ZP,8(GTJmZV41fZTsnp#

7. %w7(T"B(ePm"T>BD}]|#

8. R|%wBD}]|,;s!q"M#

9. Z"MT0rP:9*IC53MiPmPD53i -> IEi#+Nb53(V5R3 r|_f>)%@

mS=!qD53MiPm#S!qD53MiPmP}%d|NN53,;s%w7(#0IEi1G

zZ=h 7:dCKc53TxPM'zO$DZ 1.c. ?VP(eD53i#

":ZPk53P"MNq(#a'\,r*Pk53(#G453#"MNqIZyPKc53OI&

jI#

Z V5R3 .0f>D iSeries 53O,QYPSVLDL.VLDL ;Z QUSRSYS.LIB P,x;G;Z QMGTC2.LIB P#

rK,g{_P V5R3 .0f>D53,zh*+i$Pm"M=b)53,;s+CPmCZ

QUSRSYS.LIB(xG QMGTC2.LIB)P#*K,k4PTBYw:

a. R|%wTO4(D}]|(e,;s!qB(yZ#

b. *C(ea);vBD{F,T+dkZ;v(exV*#

c. ZC(eD#f!n(O,%w?j76PPD76 /QSYS.LIB/QMGTC2.LIB/QYPSVLDL.VLDL#b9zI

TTdxP`-#+ QMGTC2 |D* QUSRSYS#
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":k7#`-?j76(xG476)#

d. %w7(T#fBD}]|(e#

e. R|%wBD}]|(e,;s!q"M#

f. Z"MT0rP:9*IC53MiPmPD53i -> IEi#+ V5R3 .0f>DNb53%@m

S=!qD53MiPm#S!qD53MiPmP}%d|NN53,;s%w7(#IEiGzZ

=h 7:dCKc53TxPM'zO$DZ 1.c. ?VP(eD53i#

=h 9:ZPk53OXBt/0Pk\m1~qw

1. Z0iSeries <=w1P,9*RD,S#

2. 9*Pk53#

3. 9*xg —> ~qw,"!q TCP/IP#

4. R|%wPk\m"!q#9#Pk53S<[~,RA;OT>{",5wz;Pk~qw,S#

5. 0Pk\m1~qw#9s,%wt/TXBt/~qw#

=h 10:ZyPKc53OXBt/0Pk\m1~qw

":*?vKc53X4K}L#

1. 9**XBt/DKc53#

2. 9*xg —> ~qw,"!q TCP/IP#

3. R|%wPk\m"!q#9#

4. 0Pk\m1~qw#9s,%wt/TXBt/~qw#

PXkd| SSL =8D4S,kND=8#

En

C SSL -iIT("M'zM~qw&CLr.dD2+,S,b)&CLra)(Ea0D;vr=vKc

DO$#SSL 9a)M'zM~qw&CLry;;D}]D#\TMj{T#

9CTBEnTE"Iozz|nLXmb SSL M iSeries ~qw.dDX5:

v SSL Dz7G<

v SSL gN$w

v \'VD SSL M0+dc2+T1(TLS)-i

v ~qwO$

v M'zO$

SSL Dz7G<

IZ+Z=4=X"rXx2+T,*K&6Kiv,Netscape Z 1994 j*"K02+WSVc-i1

(SSL)#nu*" SSL D?DZZ#$ Web /@wM~qw(E#Cf6TK==xPhF,Sx9d|

&CLr(g TELNET M FTP)\;9C SSL#PX SSL M`X-iD|`E",kND\'VD SSL M

0+dc2+T1(TLS)-i#

SSL gN$w

SSL 5JOG=v-i,4G<-iMUV-i#G<-iXFZ SSL a0D=vKc.dD}]w#
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UV-iT SSL a0D;vr=vKcxPO$,"("(;DTF\?,C4zITC SSL a0D}]x

PS\Mb\D\?#SSL 9CGTF\ku"}V$iM SSL UVw4T SSL a0D;vr=vKcxP

O$#(#,SSL T~qwxPO$#2IT!q SSL 4TM'zxPO$#;]I0O$PD1"vD}

V$i,IT8(x?vKc,r8(x,SD?vKcO9C SSL D&CLr#

}V$i|,;v+C\?MIIED0O$PD1(CA)}V/)pD;)j6E"#?v+C\?<_

P;vX*D(C\?#(C\?;k$if"Z;p,2;w*$iD;?Vf"#Z~qwO$MM'z

O$P,}Z;O$DKcXk\;$wdP(CJk}V$iP|,D+C\?X*D(C\?#

IZ\kYw9C+C\?M(C\?,rK SSL UVG?wT\DYw#("K=vKc.dDu< SSL

a0.s,b=vKcD SSL a0E"M&CLrMITZ2+ZfP_Y:f,SxSYsx SSL a0D

tC#V4 SSL a01,b=vKc9CrTDUVw4O$?vKc<P(CJ(;E",x^h9C+C

\?r(C\?#g{=vKc<\$w|GP(CJK(;E",G4("BDTF\?"V4C SSL a

0#TZ TLS V1.0 M SSL V3.0 a0,_Y:fDE"Z2+ZfP#tD1d;a,} 24 !1#Z

V5R2M0 Msx"PfP,IT(}9C\k2~4+ SSL UVT\Tw CPU D0l5AnM#

\'VD SSL M0+dc2+T1(TLS)-i

P8vQ(eD SSL -if>#nBf>D0+dc2+-i1(TLS)yZ SSL 3.0,"RG0rXx$L

Nqi/1(IETF)Dz7#OS/400 5V'VTBf>D SSL M TLS -i:

v TLS V1.0

v TLS V1.0 k SSL V3.0 Df]T

":

1. 8( TLS V1.0 k SSL V3.0 Df]Tb6Eg{I\D0+xP TLS -L,xg{C-L;I\D

0,r+xP SSL V3.0 -L#g{ SSL V3.0 ;\-L,SSL UV+a'\#

2. TLS V1.0 k SSL V3.0 M SSL V2.0 Df]T2\'V#bC-i5 ALL 8(,bm>g{I\D

0,+xP TLS -L,xg{;I\D0,r+xP SSL V3.0 -L#g{ SSL V3.0 ;\-L,r

+-L SSL V2.0#g{ SSL V2.0 ;\-L,SSL UV+a'\#

v SSL V3.0

v SSL V2.0

v SSL V3.0 k SSL V2.0 Df]T

SSL V3.0 k SSL V2.0

k SSL V2.0 `H,SSL V3.0 8uG;vj+;,D-i#b=v-i.dD;)w*xp|(:

v SSL V3.0 UV-iwk SSL V2.0 UVw;,#

v SSL V3.0 9C RSA Data Security,Incorporated D BSAFE 3.0 5V#BSAFE 3.0 |(m`F1%w^}M

SHA-1 "Pc(#SHA-1 "Pc(;O*GH MD5 "Pc(|2+Dc(#SHA-1 9 SSL V3.0 'V9

C SHA-1 x;G MD5 Dd|\kW~#

v SSL V3.0 -iuYK SSL UV&mZd"zD man-in-the-middle(MITM)`MD%w#Z SSL V2.0 P,

MITM %wI\awu\kf6,d;b4Xa"z,+PbVI\#wu\kI\a93v4Z(DKF

b SSL a0\?#

TLS V1.0 k SSL V3.0

yZ SSL V3.0 DnB5gj< SSL -iG0+dc2+T1(TLS)V1.0#df6I0rXx$LNqi/1

(IETF)Z RFC 2246 ″The TLS Protocol.″ P(e#

2+WSVc(SSL) 13
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TLS Dw*?jG9 SSL |2+"9-iDf6|+7MjF#TLS Z SSL V3.0 Dy!O,a)Kb)v

?Z]:

v |2+D MAC c(

v |O\D/(

v 0R+xr1f6D|w7D(e

NNT SSL tCD iSeries ~qw&CLr+T/q! TLS 'V,}GC&CLrXp*s;\9C SSL V3.0

r SSL V2.0#

TLS a)KTB2+TDx:

v TZ{"O$9C\?"P(

TLS 9C0{"O$zkD\?"P(1(HMAC),1G<Z*EDxg(grXx)O+M1,Czk

7#G<;a;d|#SSL V3.0 9a)|X{"O$,+ HMAC H SSL V3.0 9CD({"O$zk)

MAC &\|2+#

v v?D1fz&\(PRF)

PRF zI\?}]#Z TLS P,HMAC (e PRF#PRF 9C=V"Pc(,TbV==#$d2+T#

g{N;c()6K,;*Z~Vc(4)6,r}]T;G2+D#

v DxDQjI{"i$

TLS V1.0 M SSL V3.0 <T=vKca)QjID{",C{"O$;;D{";P;d|#;x,TLS

+KQjI{"yZ PRF M HMAC 5.O,b2H SSL V3.0 |2+#

v ;B$i&m

k SSL V3.0 ;,,TLS T<8(XkZ TLS 5V.d;;D$i`M#

v X(/({"

TLS a)|`DX(M=S/(,T8>N;a0Kclb=DJb#TLS 9TN1&C"M3)/(xP

G<#

~qwO$

(}~qwO$,M'zI7#~qw$iGP'D,"7#C$iGIM'zENDO$PD(CA))p

D#SSL +9CGTF\kuMUV-iw4zI;v+;CZK(; SSL a0DTF\?#K\?C4z

I;i\?,9Cbi\?4T+Z SSL a0Ow/D}]xPS\Mb\#fs,Z SSL UVQ-jI1,

+Q-T(E47D;Kr=KxPKO$#mb,9zIK;v(;D\?4T}]xPS\Mb\#UV

jI.s,&Cc}]+ZC SSL a0PTS\N=w/#

M'zO$

m`&CLrJmtCM'zO$!n#(}M'zO$,~qw+7#M'z$iGP'D,"7#C$i

GI~qwyEND0O$PD1)pD#TBD iSeries ~qw&CLr'VM'zO$:

v IBM HTTP Server(yZ Apache)

v FTP ~qw

v Telnet ~qw

v 0Pk\m1Kc53

v ?<~q(LDAP)
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SSL tCF.

1F.Z iSeries ~qwOtC SSL 1,k<GTBJb:

v SSL Hvu~

v k*24`MD}V$i,SDoIq!|G

SSL Hvu~:

v IBM }V$i\mw(DCM),OS/400 D!n 34(5722-SS1)

v TCP/IP Connectivity Utilities for iSeries(5722-TC1)

v IBM HTTP Server for iSeries(5722-DG1)

v g{z}Z"TC HTTP Server 49C DCM,k7#20P IBM Developer Kit for Java™(5722–JV1)#

qr,HTTP \m~qw+;at/#

v IBM Cryptographic Access Provider z7,5722-AC3(128 ;)#Kz7D;s!8>ICZ\kYwDTF

\?PDX\JODnss!#TF\?JmDs!\wvzRrXxD<kM<vfrXF#;s!=

s,,S=2+#

v zI\9#{20\k2~4k SSL dO9CTSY SSL UV&m#PXIC!n,kND\k2~E"#

g{#{20 4758 IBM S\-&mwr 4764 IBM S\-&mw,9Xk200!n 351,40\k~

qa)_1#

g{*+ SSL k iSeries Access for Windows i~dO9C,9Xk20 iSeries Client Encryption z7,

5722-CE3(128 ;)#iSeries Access for Windows h*Kz7Tc("2+,S#

":;h*20 Client Encryption z7,MI9Cf0vK(E1z7=xD PC5250 Bfw#0vK(E1

PdT:DZCS\zk#

}V$i

ND9C+C$ik"v(C$iTSnmb+C}V$iM(C}V$i.dDnpT0q!|GD!q#

IBM0}V$i\mw1(DCM)G iSeries ~qwCT\m}V$iDbv=8#*KbPX DCM D|`

E",kND0E"PD1wb9C}V$i\mw#

C SSL #$&CLr

ITC SSL #$TB iSeries ~qw&CLr:

v s5m]3d(EIM)

v FTP ~qw

v HTTP Server(yZ Apache)

v iSeries Access for Windows

v ?<~q~qw(LDAP)

v V<=X5}]be5a9(DRDA®)MV<=}]\m(DDM)~qw

v 0Pk\m1~qw

v Telnet ~qw

v Websphere Application Server — Express

v `4k API(&CLr`LSZ)D iSeries Access for Windows /OD&CLr

v 9C iSeries ~qwO'VD2+WSV0&CLr`LSZ1(API)*"D&CLr#\'VD API G

0+V2+$_d1(GSKit)M SSL_iSeries >z API#ND2+WSV API Tq!PX GSKit M SSL_API

DE"#
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SSL JOoO

bV\y>DJOoOE"<ZozzuY iSeries ~qwI\v=DXZ SSL DJbPm#X*DG**@

|;GJOoOE"D+?44,xvvG;v8O#

i$TBpvGf5D:

v Q-zc iSeries ~qwO SSL DHvu~(kND SSL Hvu~)#

v g{}Z9C0P V5R1 53D0iSeries <=w1D0Pk\m1<u,r53OQ-20KTB PTF:

– si01375

– si01376

– si01377

– si01378

– si01838

v O$PDM$iGP'DRP4=Z#

g{QT53i$KOvpvGf5D,+@;fZk SSL `XDJb,k"TTB!n:

v ZmsmPI;f}C~qww5G<PD SSL mszkTiRPXCmsD|`E"#ND2+WSV

API mszk{"3fTCJPX2+WSVmszk{"DE"#}g,Km+I\Z~qww5G<P

T>D -93 3d*#? SSL_ERROR_SSL_NOT_AVAILABLE#

– :5Xk(Izk}V0DL._m>)m>z}Z9C SSL_ API#

– }5Xkm>z}Z9C GSKit API#Lr1IZdLrP`k gsk_strerror()or SSL_Strerror() API

Tq!ms5XkDrLhv#3)&CLr9CK API,"r!dv|,KodDw5G<{"#

g{h*|j8DE",CmPa)D{"j6ITT>Z iSeries ~qwOT5wKmsDI\-r0V

4#5wb)mszkDd|D5I\;Z5XmsDvp2+WSV API P#

v TB=v7D~|,kCm`,D053 SSL15XkD#?{F,+G;P{"j6;f}C:

– QSYSINC/H.GSKSSL

–

QSYSINC/H.QSOSSL

kG!,d;Zb=vD~P053 SSL15XkD{F#V#?,+I\P`vmsk?v5XkX*#

PX iSeries ~qwJOoOD|`E",kNDJOoOM,$3f#

`XE"

IZTBJ4iR=SD SSL E":

IBM 4

v SSL M Java 2+WSV)9(JSSE)3f|( JSSE DrLhv0d9C=(#

v IBM Toolbox for Java 3f|(IC Java `DrLhv0d9C=(#

ks@[

v RFC 2246: ″The TLS Protocol Version 1.0″ j85wK TLS -i#

16 iSeries: 2+WSVc(SSL)
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v RFC2818: ″HTTP Over TLS″ hvKgNZrXxO9C TLS #$ HTTP ,S#

d|4

v The SSL Protocol Version 3.0 D5 G#j8X5wK SSL Protocol V3.0#

2+WSVc(SSL) 17

ftp://ftp.isi.edu/in-notes/rfc2818.txt
http://home.netscape.com/eng/ssl3/ssl-toc.html
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>E"G*Z@za)Dz7M~q`4D#

IBM I\Zd{zRrXx;a)>D5PV[Dz7"~qr&\XT#PXz10yZxrDz7M~q

DE",krz1XD IBM zmI/#NNT IBM z7"Lrr~qD}C"GbZw>r5>;\9C

IBM Dz7"Lrr~q#;*;V8 IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM

z7"Lrr~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({#a)>D5"4ZhC'9Cb)({DNN

mI#zITCif==+mIi/Dy:

IBM Director of Licensing
IBM Corporation
500 Columbus Avenue
Thornwood, NY 10594-1785
U.S.A.

PX+VZ(DBCS)E"DmIi/,kkzyZzRrXxD IBM *6z(?E*5,rCif==+i

/Dy:

IBM World Trade Asia Corporation
Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:INTERNATIONAL BUSINESS

MACHINES CORPORATION04V41a)>vfo,;=PNNV`D(^[Gw>D9G5,D)#$,

|(+;^Z5,DPXGV("JzMJCZ3VX(C>D#$#3)zRrXxZ3);WP;Jmb

}w>r5,D#$#rK>unI\;JCZz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b)|D+`k>vfoD

Bf>P#IBM ITf1T>vfoPhvDz7M/rLrxPDxM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==d1TG) Web >c

D#$#G) Web >cPDJO;G IBM z7JOD;?V,9CG) Web >cx4DgU+IzTPP

##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NNpN#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(DLrMd{Lr(|

(>Lr).dxPE";;,T0(ii)JmTQ-;;DE"xP`%9C,kkBPX7*5:

IBM Corporation
Software Interoperability Coordinator, Department 49XA
3605 Highway 52 N
Rochester, MN 55901
U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fDE"#
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>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM zJm~mI-ir

NN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD#rK,Zd{Yw73PqCD}]I\aPwTD;

,#P)b?I\GZ*"6D53OxPD,rK;#$k;cIC53OxPDb?a{`,#Kb,P

)b?G(}Fcx@FD,5Ja{I\aPnl#>D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJOPq!#IBM ;PTb

)z7xPbT,2^(7OdT\D+7T"f]TrNNd{XZG IBM z7Dyw#PXG IBM z7

T\DJb&1rb)z7D)&Lav#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvvm>K?jMb8xQ#

Lj

BPwnG International Business Machines Corporation Z@zM/rd{zRrXxDLj:

DRDA

IBM

iSeries

Operating System/400

OS/400

Windows

Windows NT

Lotus®"Freelance M WordPro GInternational Business Machines Corporation M Lotus Development Corporation

Z@zM/rd{zRrXxDLj#

Microsoft®"Windows"Windows NT® M Windows UjG Microsoft Corporation Z@zM/rd{zRrX

xDLj#

d{+>"z7M~q{FI\Gd{+>DLjr~qjG#

CZBXMr!vfoDunMu~

g{{OTBunMu~"RIKzm>S\|G,rZhz9Cz!qBXDvfoD<C(#

vK9C:;*#tyPD(P(yw,zMIT*vK"GL59C4Fb)vfo#4- IBM w7,b,

z;ITV""9>rFwb)vfordPNN?VD]ow7#

L59C:;*#tyPD(P(yw,zMITvZs5Z4F"V"M9>b)vfo#4- IBM w7,

b,z;ITFwb)vfoD]ow7,r_ZzDs5b?4F"V"r9>b)vfordPDNN?

V#

}G><C(PPw7Z(,;CQd{<C("mIr({(^[Gw>D9G5,D)Zhb)vfor

dP|,DNNE""}]"m~rd{*6z(#

19CCvfop&K IBM D{f,r_y] IBM Df(,4}7qXOv8<5w1,r IBM #tTw

v(7z>DZhD<C(D({#

20 iSeries: 2+WSVc(SSL)



z;ITBX"vZrYvZ>E",}Gj+qXyPJCD(IM(f,|(yP@zvZ(IM(f#

IBM Tb)vfoDZ];wNN#$#b)vfo04V41a),;=PNNV`D(^[Gw>D9G
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