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Al ENET,

sockaddr_storage HEPBTY RL A+ T7IU—DY RLADIZDDA ML
—YEHESLET, oG, TaoraEEOEDX
IBHEEIZTH L THREINTH T, MEEGODEHIEL
froNEd . APl THHT 5720IC sockaddr #i&ICF v
ARSINB56HH D ET, sockaddr_storage @ ss_family
T4 =)V, TORINVREOEDX S BEED T 7 2
J— 4=V REDH, BITELIMEGDODEINET,

Iy bDT7RVR-T772Y—

socket) DT RL A+ 773 —« NXTA—HF—={CX>5T. Vv FEETHERATS7 KL AR E DK AN
WEOET, 7TRLZA - 773U —-7OMDIUE, Xy NT—=VHNOBHZT T r—anoplory >
Dh—a N (FEE YT >HNObETaaAnsioryatA~N) 77U r—ral - 575 %
BETELLOICLET, 77U r—2aid,. Yoy ho7Ooha)l - NTA—=F—IZxy 8NT—7 « k
SOAR—bk - TONA Y —ZHEELET,

socket() BAELDY RL A« 77 21—« JNT A—% — (address_family) (3. V7 v FEKTHEHATINSG Y R
L AEEZIEELE T, LFOREY I TIE, INSDOT7 RV A - 77 3IU—, TOfFHGE BEETO -
D, BEIOBERITDHEEOHNICDOVTHHL TWET,

« AF INET 7 RL A - 7731 —]|
« [AF INET6 Y KL Z - 7731 —|
« AF UNIX 7 RL A+ 7731 —|
« JAF_UNIX_CCSID 7 RL A - 77 XV —]
« [AF_ TELEPHONY 7 RL Z + 77 3 1) —|

AF_INET 7RVR -7 21—

D7 RLA 773U, BT ATLEREBRRL AT LA ETEFINIERO O AMT, 7
O AMEEEITASELDICLET, AFINET V7 hOY RLZAE, IP 7 RLABIUNR— FEST
9, AFINET V7 v h® IP 7 RLZIE, IP 7 RL A (130.99.128.1 72&) £7213 32 Ev MMEk
(X’82638001’) D EL LM THEL T,

A=y 7O N—Tar 4 (pvd) ZFEHTDEY Ty b - 77— a4,
AF_INET 7 RL A« 77 2 U—I{3 sockaddr_in 7 R L A#EZMHHL £9 . _XOPEN_SOURCE Y7 O%
T 5E, AF_INET 7 KL ZfE#1E BSD 4.4/UNIX 98 fhkkE Bt 2R OL S I L £, IFD
FIZ sockaddr_in 7 R L AMGEDFEMRZEH L ET,
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#4. BSD 4.3 & BSD 4.4/UNIX 98 DD sockaddr_in 7 R L X 1#1& DIHE 5

BSD 4.3 @ sockaddr_in 7 KL A&

BSD 4.4/UNIX 98 O sockaddr_in 7 KL ZAHE

struct sockaddr_in {

struct sockaddr_in {

short sin_family; uints t sin len;
u_short sin_port; sa_family t sin_family;
struct in_addr sin_addr; u short sin_port;
char sin_zero[8]; struct in_addr sin_addr;

b char sin_zero[8];

1s
# 5. AF_INET 7 R L X f#i&
7 U AMEE 7+ —JV R TE 7%

sin_len ZDOT7 4 =)L RIZIZ UNIX 98 {HD 7Y RLAENAD £
L
iE: sin_len 74 —JLRiZ. BSD 44 EOHEHMMEERED=
DITHFEL TWB I E £ v, BSD 4.4/UNIX 98 Hift
WEFEHTLIEATH>TH, ZOT4—ILRZ2EEHTS
PVEEZIHOETN,. AT RLADYE, 207 4—J)UR
FEHINET,

sin_family ZDT7 4 =)V RICIET RL A« 77 IU—MWMADFITMN,
ZHE TCP £7213 UDP 2MEH I NB & X131
AF_INET T4,

sin_port ZDT7 4 =) RIZIIR—BEBERAD ET,

sin_addr D74 —=)VRICIZIP 7 RLAMADET,

sin_zero

ZDT 4=V RIZFHREATT, TO74—IVRIT 16 i
BOYOICHREL TLEI N,

AF_INET Offiflii& AFINET 7 RL A« 77 I U—2FHT Y>> - 7075 AI2DNTIE
AF_INET V RL A - 772U —QOfA 22 T 7Z3 0,

AF_INET6 7 FVR - 773XV —

IO7RLA 7730, A2 —Fvs-JObra)y X—=T3> 6 (Pv6) ZHHR—FLET,
AF INET6 7Y RL A+ 773IU—d, 128 Ewv s (16 N M) OF7 RLAZFEHLET, ZOT7 RLAD
HARRIZIZ, 64 Ev hOFRy hT—UFEBE, 64 Ev FOKRARNEENHAAENTNET,
AF_INET6 7 KL A1, xxxixixixixix EWIBRTHEETEET, 8 D x> 13. TNEN 16 Ev D
7 RLA%Z 16 EETELZHDTT, /=& 21X, FEDC:BA98:7654:3210:FEDC:BA98:7654:3210 13A %7
7 RLATY,

TCP. UDP %7213 RAW ZffH T2V v b - 77U r—2a > O%E. AFINET6 7 RLA - 773y
—13. sockaddr_in6 7 R L A#Ei&EZMH L £9 . BSD 4.4/UNIX 98 {LikzFEET 57-01C
_XOPEN_SOURCE X7 OZfHT 555, ZO7 RL ZAMHEE&EIIZIEL £9, LLFOEIT sockaddr_in6 7
R L AMEOHERZENL X7,
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# 6. BSD 4.3 & BSD 4.4/UNIX 98 DD sockaddr_in6 7 R L X {1t D FE m

BSD 4.3 @ sockaddr_in6 7 F L A ik BSD 4.4/UNIX 98 @ sockaddr_in6 7 KL ZAH5i
struct sockaddr_in6 { struct sockaddr in6 {

sa_family_t sin6_family; uints t " sin6 len;

in_port_t sin6_port; sa_family_t  sin6_family;

uint32_t sin6_flowinfo; in_port t sin6_port;

struct in6_addr sin6_addr; uint3z2 t sin6 flowinfo;

uint3z_t sin6_scope_id; struct in6_addr sin6_addr;

b uint32_t sin6_scope_id;

b

K7 AF_INET6 7 KL X Wi

7Y RLARE T+ —JVR %
sin6_len ZD7 4 =)V RICTIL UNIX 98 fLRD T RL ZAEMNAD &
@—0

7E: sin6_len 7 4 —)V RiZ, BSD 44 OHMMEZHED/-
OIZHFEEL TWAITIEBE EH ., BSD 4.4/UNIX 98 Hift
HE2FERTIHETHHO>TH., ZDT 4=V RZHERT
PBEZHODER AL, ANT RLADHE, 2074 —)UR

[FIERETNET,

sin6_family ZDT74—)VRIZIX. AFINET6 Y RL A - 77 3IU—%
HBELET.

sin6_port D74 =V RIZIE. F T AR—FER—MBADE
£

sin6_flowinfo ZOT4 =)V RIZIX, b T74 w5 AETO— T

N)LEND 2 DDOBHRNAD ET,
F OO 4=V RIBBEYR—FEINTVERA, L
NMEHEDD, YOIEELTIZE N,

sin6_addr ZOT7 4 =)V RIZIE. IPv6 7 RLAZIBEL £,

sin6_scope_id D7 4—)VRid, sin6_addr 7 1 — )L RICANSNSEY
RL ZOERFEFICEY s, —HOA > —T 1 — A%
ELET,

E 2O T4 =)V RISBEYR—-FINTWERT AL, BT
HBMEORESD, POIHELTIEE N,

AF_UNIX Z7RVR 277321 —
ZO7RLA-T773U—d Y7y b APl 2T 2R~ AT AT O AMBREEITASLIICL
F9, ZOT7RLAE, 77A) » AT LDEAANDEBONNALIZBRODEST, Yy M3, )b—k - F
4L M=, £REFITRTOF—T> - T7A) « AT LATERTEET, 72720, QSYS F£/liT
QDOC 72 EDT 7 A ) « AT LZREET, 7OV ILE. T—F T T LEZITHD7=0DIT,

AF_UNIX. SOCK_DGRAM Vv h&4HICKEGT 20ERHV LT, 51T, 707581
APl ZHRHL T, Y7y bV O—XWIZT7 7 A) « AT L ATV NEHRMICRET 2 0EN
HDET,

7Y RLA 7731 — AF_ UNIX ZfFE€ L7z v hid. sockaddr un 7 R L A#&E = AL £, BSD
4.4/UNIX 98 {lkEZFEETSH/28HIC _XOPEN_SOURCE Y7 OZHEHT 586, 207 R A#EIIEL
LET, AFDOZFEIT sockaddr un 7 R L AEOHESZELL £,
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# 8. BSD 4.3 & BSD 4.4/UNIX 98 DD sockaddr_un 7 R L X 11 DIHE 5

BSD 4.3 @ sockaddr_un 7 KL ARt BSD 4.4/UNIX 98 @ sockaddr_un 7 KL ARt
struct sockaddr_un { struct sockaddr un {
short sun_family; uints t sun Ten;
char sun_path[126] ; sa_family t sun_family;
bs char sun_path[126];
1
#9. AF_UNIX 7 R L Z Wit
7 RV AMGE T + —IV R 7%
sun_len ZD7 4 =)V RIZIE UNIX 98 LD 7 RL ZAENAD £
ER

iE: sun_len 7«4 —)V RiZ, BSD 44 LDHMNEEFED
DIZEFIEL TWBIT\BE EH v, BSD 4.4/UNIX 98 Hift
HEEHTZEETH>TH, ZOT4— )L RZ2{HHTS
HEIZHDER A, ALY RLADHE, 207 4—J)UR

TR NET,
sun_family ZOT74—=)VRIZIE, YRLVA - T77IU—0NADET,
sun_path OS2 NS ] Y S AVNY 1= ENOVAW A
HINAD £,

AF_ UNIX 7 RLZ «- 77 IU—TI3d, 70O NI)VEENBER LAWY, YO N)VEEIGEHA I NER
o TD 2 DOTOVANMERT 2WBEHHEII< S > BEATT,

AF_UNIX OfFfEEZDT7 RV A« 7y IU—2FHT LY« 7075 AIZDODNWTIE,
JAF UNIX 7 RLZ - 77U —Offif) 2R L T<7Z3 W,

AF_UNIX_ CCSID 7 FVAR -T773XVYU—

AF_UNIX_CCSID 77 XU —I3 |JAF UNIX 7Y RL A - 77y I U—|EH#ENH D, FUCHESHD ET,
INGOmMAEDT 7y I —FEBEEH, ARV a  VAMERTORI 2 a HMOEESENITHTEN
TE, 2 DO OB A &R T HIMTEGEREKIIH D A, Bix>TW2DIE, PRLA - 773 —
AF_UNIX _CCSID Z#gE L=V 7w MM, sockaddr unc 7 RL A2 HiHITHLENWSEH T, ZOT R
L Z#iE1L sockaddr_un SFERIL TWE T2, Qlg_Path_Name T XA L T. UNICODE F/zI3fTE
D CCSID T/NA#4ZFRE TEET, Information Center @ [lpath name format] ZZHL T /23,

7272L. AF_UNIX V%4 v hid, AF_UNIX_CCSID V47 v DS A%% AF_UNIX 7 RL ZEEICRT
ERBHZDT, INA « P RITIFHIBRNH D £3, AF_UNIX NP R— T 25D 126 XLFEET2D T,
AF_UNIX_CCSID % 126 XFICHIEETNET,

I—HY—id. 1 DOV 4w FT AF_UNIX 7 R A& AF_UNIX_CCSID 7 RL A2 TEEE .
socket() M-UXH LT AF_UNIX_CCSID #f8ET 5 &, LIBED API NEOVH L TIXRTOY RL AN
sockaddr_unc T2z 0 8 A,

struct sockaddr_unc {

short sunc_family;
short sunc_format;
char sunc_zero[12];
QTg_Path_Name_T  sunc_qlg;
union {

char unix[126];
wchar_t wide[126];
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charx p_unix;
wchar_t* p_wide;
} sunc_path;

b

# 10. AF_UNIX_CCSID 7 KL X ##i&

7 RLARGET 1 =V E

A

sunc_family

DT A=)V RIZIET RL A« 77 IU—=0ADETHN,
Z U3 IZ AF_UNIX_CCSID TT9,

sunc_format

ZDT 4 =)V RiZid, RAZLOEAXHDOLUTD 2 DOE

EEBDENAD LT,

¢ SO_UNC_DEFAULT &, #&&7 71 )L « AT L+ X
ZHAOBEDT 7 )V s CCSID ZHHT 5, /N
A% RUET, sunc_glg 7« —I)V RIFEHINE
ER

+ SO_UNC_USE_QLG 3. sunc_qglg 7« —JV RN Z4
DL CCSID EZERELTNDH I EERLET,

sunc_zero

ZDT7 4=V REFHIFBEATT, ZDT 10 —IVRIZ 16 i
BOXOICHREL TLEIN,

sunc_qlg

D74 =) RIFNALEREREELET,

sunc_path

ZDT 4 =)V RIZRINABMAD LT, ZONAAE &
K126 XFT, B—=NAFTH 2 N FTHMVEE
he INAFAIEL sunc_path 7 4 —J)V RIZANTH, BlxIC
FHVIR> T sunc_path 2HETLOICL THHNWERA, B
& sunc_format & sunc_glg IZ&K > TRED £,

AF_UNIX_CCSID V7 v s OFHIZ DWW T,

LTLZEWn, ZOMEYZ T, B> 7

AF_TELEPHONY 7 FVR - 773U —

N

MAF_UNIX_CCSID 7 RLZ - 77 2 —DfffHlI 25

- Ty I ADREENE T,

AF_TELEPHONY 7 RL Z « 77 IV —%ffd5L, I—F -3, EEDY v N API ZHL T
ISDN &Eifity NI =2 &N LY A VIVIEFOH L RBENDIREEITD ZEMTEET, TORAAL T
DO RZBKRT 2V 7y M, ERIGEFEOZEE EEEHIBRVET, ZOTYRLA - Ty —
D7 RL AL, 40 HIOBHEE S TERINET, ZOT7RLZA - 773U —NERdEIFHINDDIZ.

FAX YR — ~OBHFERTT,

2 AF A, AF_TELEPHONY V4w k&% a My ry b (V47w bk 47 SOCK_STREAM)
ELTOAYR—FLET, BFERAL - Iy FTOERGETRIESIND DT, FTEOEFEEHEOEHEME
DHTY, HEBELEEZTOIEHEIL., COT7RLA - 773V —2fT5 FAX 77U r—>a ik
D, Y—EAZEMTETY T r—2 3 D EUETILENH D FT,

AF_TELEPHONY 7 RL X « 77 IU—%2fRELZV 7 v ME. LFDXHIC sockaddr_tel 7 R L A

ZEMALET,

struct sockaddr_tel {
short stel family;
struct tel_addr stel_addr;
char stel_zero[4];

}s

Bah 7 RL A 2 N1 PETHERIN, &K 40 H 0 5 9) OFBFHHENFNITHEET,
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struct tel_addr {

unsigned short t_len

char t_addr[40];
bs

# 11. AF_TELEPHONY 7 R L X f#i&

7 RUARET ¢ —)V R B

stel_family D74 =)V RIZIE. 7RLVA - 77 IU—NADET,
stel_addr DT 4 =)V RIZITEFET RLANAD LT,

stel_zero D74 =)V REIFHK T4 —IVRTT,

AF_TELEPHONY 7 RL X - 77 2 U —DFEMIcDWTIE, JAE_TELEPHONY 7V KL X - 77 21—
[l 2L T<7Z3W, ZOMEYZTIE, AF_TELEPHONY 7 RL Z « 77 I Y —2{ifl T 2ERE
DR ITEIDONVWTDOAT Yy TEFHL TNET,

YTy b --547

Iy MEOCHL® 2 ZBEHON TG A=Y —=IZL>T, YT hDYATNRFEOET, YTy k14T
Lo T, BB MBI > EFIEH D TOANSHOTOVANDT—FY D T > AKR— A
WHERATREIC I NS, BROY A 7 ERENFENSNET, KOU A NI, iSeries WY HR—KT 57y
k&1 T7E2RLET,

A FY—2A (SOCK_STREAM)

DIy s 473 axr a3 BT, bind(). listen(). accept(). B I connect() BIEZE ML
TImAM AR 2L L T<7/Z 3, SOCK_STREAM I LI —SHEMERL TTF—F2EEL. EEROD
EF T —% %25 L ET ., SOCK_STREAM &, T—F DA —N—F > &fi<7=dIlZ7 O—HlllZ L
F9, 7Y LI RERIZRITSNFRA. SOCK_STREAM 137 —%ZN1 FDA MY —A LRz
L¥T, iSeries E¥ETIE, ANU—LA Vv &, BEHEI7O NIV (TCP). AT AL« %y hT—
Z7{K% (SNA). AF_UNIX. AF_UNIX_CCSID. BX W AF TELEPHONY V47 v N CHEMT 2 ZEMNTEE
T, FEARI—=L Iy hEHEHLT, EFa7 KA (I7A4T7T4—)) OIITH DS AT A
LHWBETHIEDTEET,

F—%%5 5 (SOCK_DGRAM)

A2 =%y k- JORINVHETIE., TYBEOREAENEZT—F T ITHLENNET, EAMNITITNL
ONDT—HEffole Ny —%8LET, 7T IL -y MIaxra L ARTY, TR
A=k 7ONAY— (TO D)) EOMMAMERBERPHLINDS ZEFHDERAL. VI MIT—
57T NEMSIN Ty bELT, BEORIENTNWEFTEELET, T OMEFHIZEENLE/Z0,
T T ITLMBENTERTHZIEDDVET, 77 IO XL, 1 WO NT oW T a TERE
TEDHHY A ZWXPEESINTVET, WSDODND KT AR—b - 7ONA Y —=IZRHL T, TNZNDT—4
TININEy NT = NORBDZREEMEHATEET, 2DV v b« Y417 Tld connect() B EFHITT
XFEITN, TOVITLEREZIETHEOHDIEELET KL AL connect() BA% THE L 2THUE7R0 /A,
iSeries EHEDEE, T—F 75 LIy bE, 1—F— - F—4%~ 5L - 7O0b3)L (UDP). SNA TIf
952 EMTE, AF_UNIX BEX AF UNIX_CCSID 7V RL A« 7y I —LHIHEHTHEHTE
7,

O— (SOCK_RAW)

DTy s ZALTTIE, A2 =%y k703 APv4 F721E IPv6) A & —F v NHlfEIA
t— - 7o b))l ICMP F7213 ICMP6) O XS M7 0 N )VICEE T VA TEET, T
AR—hK - TONA T —=DBHNWL 7O « ANy F—IFREEHT 2 I EI12/2572%D. SOCK_RAW ZH
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DDITFELOTOT T 2T OEMABNBLEICRDET, FIAR—F - TONA Y —ZZDL X
JI/'FT QO)TF/T’?:H%’R?L‘ v T4V AEREL XD,

Voybh-Zakan

TORINVICEST, Xy hT—VHOHHZIL NSO~ (Ed FACYI>HNOHZ T 0t
AMBRloTatAN) YTV r—a c T EBETEET, 77U r—a id. socket() BAED
protocol /XT A—%—IZ 8T > AR—hK - TONA Y —ZRELET,

AF_INET 7 RL A - 773U—TId, BEOKNT > AR—b - 7ONA Y —%2HHTEET. SNA,
TCP/IP. F7z13 UDP/IP @700 k)L, FFFICHECY 7w b ETIHREPRIEIZ/ZR D £9. ALWANYNET
(ANYNET H7HR— hZ0[EICd %) v hT—V@EEZEEITNIIL. AFINET Vv b - 77U — 3
U2 TCPIP UAND R T 2 AR — R BHHTELNEINZHRENRINTESLLDICRDET, ZOF v b
7—7@MlE *YES 7213 *NO T9., 77 # )L MHlZ *NO T9,

EZE BRI (77 )V MR 8 *NO D&, SNA ~ T 2 AR— K ETO AF_INET O
IHENIRABIC/2 D £/ A, AF_INET V4w k% TCP/IP kT2 AR— b TOAMEMAT ZHEAIL. CPU iR
ZWET B0 ALWANYNET Rz *NO ICERET HHENH D £T,

IE: ALWANYNET *v hU—Z7 @I, TCP/IP Y R— Kk kD APPC ICHEE2 52 %7,

APPC M4 7' a icDWTIE. [JAPPC. APPN, HPR DRI #ZMRL T Z 3,

TCP/IP %4+ L7z AF_INET /%7 v b Tld., SOCK_RAW EWHY A TEIFETHIEDHTEET, I
3. Ty RIS =%y b 7RV AP) EWD Ry U=V B EEEBRETSILERLTNE
9, TCP £7z1Z UDP h T AFR—h - 7ONA ¥ —d, BEIIZOEEHEFELET. SOCK_RAW V7
v hEEHTBEE. 77U S—2ay A IAZ 005 255 OO RN EENTHIEETEET
(TCP BEXW UDP 7O AN DOHFHEERL ), Fy 8T—0 LTI OMNERFELTWSEHAE. IP Ay ¥ —
WZo7aNDIVENADET, YT US—Tar - 7O I A& UDP £7/213 TCP F T > AAR— K2
WERETHITRTO T AR—b - F—EXZRELARTNETRSBRWOT, 207 7 r—a > -
TOVILAMBEERNT D AR—F - TONA Y=LV FET,

AF_UNIX., AF UNIX_CCSID. BXU AF TELEPHONY 7 RL X « 772U —7T%, 7O 2)LIRIZES
BLEWDT, 78I EREL THERICIIERNRDDER L, FA—~T > ED 2 D070t AMO
WEMEEI Y CEAETT,

YTy MDOEFKRE

ZONEY TR BROBERNRZRETZEMTZ2Y Ty - 707 I L0H1ZRLET, IN50H1F. &
DEHETZ) oy RERGTOERA LR HHDTY, ZNH5OFNTIE. FIHRD MEw 7 TH#i L 2 A EZ DN <
OMMEEINTVWET, LFOY>TIV - 7Oy I 603, Yy b - 7075506 —RNZY A TO
FlZRLTWET,

Y PEPE DEINE
:Zﬁ/a/VXMV7VF®¢m
SYU—ZEMALET T r— 3 > D

AR ayBIry bOERK
LROY—N—&E275147 > hOfld, mERE 7O s3)L (TCP) REDax7 > a3 7o k)L
EEAENZY Ty b APL U—N—Z2 L TWVWET,
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DIFoORE, axrzaBM7abha)VHY 7y b APL D7 147 > MY —N—BRz2ELET,

H—ii—
socket ()
'
bind ()
1
listen { ) PIA4F 2k
* socket ()
accept () *
é& ;T’t NS D gethostbyname | )
??juw? — ]
Iy connact | )
select ()
! -
recv () e T—% (BER) send ()
ﬂm%iﬂ
send () T—% (iE18) s
close () close ( }

Iy FOARY D70 —: A2 T a VY —)N—

ROV 7y MIEDH L D> —4 > Ald, RDFHER > TWET, ZUTER, 2372 a JREREHCH

T —N—E05A47 28 - 77U —2a ORFROHHAE SR> TWET, TNENO 7 0—ITid.

BED APL O EOFEEADY D IVMNEENTWET ., FED API O TS 237/ 2 21

THEDIC, TRNHOU 7 EERTEET, (B axr T a o MT— N iE. STFOBEIERHL O

= AEFERLET,

1. BISAS, SR ERTY 7y MR FERLET, AF—hAY ML, ZOVTy hOE®DIC
INET (f >%—%wv bk -7OR2)) PRLZ - 77 3I—& TCP +T > AR — bk (SOCK_STREAM)
ZEHATHZEBRULET,

2. setsockopt()| BI%XIC K V. HERFFBIR NG 7§ 2N —N—Z2H\/BEH L 2HEIC. o—hA) - 7
RLZAZBEAHATESELDICRDET,
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3. Uy RRLIRFMER S 725, B 7ry hOBEBFAZERSELET, ZofTld, 12—5—
13 s_addr 2P OICRELET, ZHUTKD, BR—b 3005 Z2HHETE2H5DS IPvd 7717 > kN
eI TEDLLDITARDET,

4. llisten()| 12XV, Y—=N—DNEEBI I 7 > " EHRZEZZITANSNASLDITRDET, ZOHFTIE Ny
77N 10 ITERESNTVWET, ZUL. HFHEITHICANSNEGERN 10 @ickss,. 2 AT
AMEREREHEETDHEIICRDEND T LTI,

5. Y—N—ld, HREEREREZFANS DI BIfE ML ET . accept) MU LI, #
BERORNZHEL T, BRI 7oy 7 LET,

6. elect)] BIXIC & D, TOEANA N2 FOFEREEL T, AR IIFEETHEV AV TV TTS
EOIRDET, ZOFITIE. T—FWNHmAEO RS EICOA, AT ALAITOEAIGEAL £
T, ZD select DML TIE, #1477 M 30 T,

7. [reevQ] BISAS, 25472k - 7 TU =2 a6 F S EZELET, ZOHTIR. V51T 2k
MW 250 NA FDOT—FEZREEFLTLKDIENGMHO>TNEHDELET, INEBEA T,
SO_RCVLOWAT V4w bk« AT a zZ2/HL. 250 N1 DT —FNTRTEFETSET reev() N
ATy T LBNWEDIIEETEET,

8. kend(] BE%ZS, 7547 > MCTF—FZHVERLET,
9. BSOS, A—T7 > LTWBY Ty bk FETRTr7o0—-ALET,

Iy bOAXNFO7OQ—: AR a {75472k

pl: Jx7a By 547> M i3, AFOBEEFOIHL O —7 > AZ2FHAL ET,

1. BAEON, Wima£RTY Ty Fad FE2RLET, AT—FA NI, 2OV Y hOEDIZ
INET (f{ >%—%v bh-7O0r2)) PRLA - T773IU—& TCP hT > AKR—1 (SOCK_STREAM)
ZERATHZEBRLET,

2. U947 >h07Or7 T LAFITIE, inet_addr() BEICESI NS Y —/)N— - Z U TN Ry k10 i
IP 7 RLATRINE, ZNEY—N—DFEA N THLERRBLET, TDHEIL. |gethostbyname()|
B EFERL T, Y—N—D IP 7 RL A&xHmEBELET,

3. Uy NERTERIELES. BSOS N DR AT L T,

4. BSOS, 250 NA ROF—F &P —N—IZEFELET.

5. BI%AS, H—N—n5 250 NA hDT—FEHRDREL T 20K L £, 0TI, 25
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/ """"""""""""""""" KX KXh A K hhkhhhhhhhhhhhhhkhk*k *****************/

/* This sample program provides a code for a connection-oriented server. =/
/**************************************************************************/

/**************************************************************************/

/* Header files needed for this sample program . x/
/**************************************************************************/

#include <stdio.h>

16 iSeries: Vv b - 7OYS3I20



#inclu
#inclu
#inclu
#inclu

de <sys/time.h>

de <sys/types.h>
de <sys/socket.h>
de <netinet/in.h>

/**************************************************************************/

/* Constants used by this program

*/

/**************************************************************************/

#defin
#defin
#defin

e SERVER_PORT 3005
e BUFFER_LENGTH 250
e FALSE 0

void main()

/***********************************************************************/

/* Variable and structure definitions.
/***********************************************************************/

int
int
cha

fd_

sd=-1, sd2=-1;

rc, length, on=1;
r buffer[BUFFER_LENGTH] ;
set read_fd;

struct timeval timeout;
struct sockaddr_in serveraddr;

*/

/***********************************************************************/

/* A do/while(FALSE) Tloop is used to make error cleanup easier. The
/* close() of each of the socket descriptors is only done once at the

/*

very end of the program.

*/
*/
*/

/***********************************************************************/

do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing
/* an endpoint. The statement also identifies that the INET

/* (Internet Protocol) address family with the TCP transport

/* (SOCK_STREAM) will be used for this socket.

*/
*/
*/
*/

[ Fk gk dekok ke kok ok ek ok ok ok ok ok ok

sd = socket(AF_INET, SOCK STREAM, 0);

if (sd < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/

/* The setsockopt() function is used to allow the local address to
/* be reused when the server is restarted before the required wait

/* time expires.

*/
*/
*/

/********************************************************************/

rc = setsockopt(sd, SOL_SOCKET, SO _REUSEADDR, (char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt (SO_REUSEADDR) failed");

break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the
/* s_addr to zero, which allows connections to be established from
/* any client that specifies port 3005.

/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin_family
serveraddr.sin_port
serveraddr.sin_addr.s_addr

AF_INET;
htons (SERVER_PORT) ;
hton1 (INADDR_ANY);

*/
*/
*/

Uy ke Tars27
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rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{
perror("listen() failed");
break;

}
printf("Ready for client connect().\n");

/********************************************************************/

/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. x/

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}

/********************************************************************/

/* The select() function allows the process to wait for an event to */
/* occur and to wake up the process when the event occurs. In this */

/* example, the system notifies the process only when data is */
/* available to read. A 30 second timeout is used on this select */
/* call. */

/********************************************************************/

timeout.tv_sec = 30;
timeout.tv_usec = 0;

FD_ZERO(&read_fd);
FD_SET(sd2, &read_fd);

rc = select(sd2+1, &read_fd, NULL, NULL, &timeout);
if (rc < 0)
{

perror("select() failed");

break;

}
if (rc == 0)
{

printf("select() timed out.\n");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO _RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up untilx/
/* all 250 bytes of data have arrived. */

/********************************************************************/
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}

£l

length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,
(char *)&length, sizeof(length));
if (rc < 0)
{
perror("setsockopt (SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");

break;

}

printf("%d bytes of data were received\n", rc);
if (rc ==0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc <0)
{

perror("send() failed");

break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)

close(sd2);
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/**************************************************************************/

/* This sample program provides a code for a connection-oriented client. =/
/**************************************************************************/

/**************************************************************************/
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/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************** """"""""" khkkkhkhkrhhkhkhhkhhhhhrhhrk *****************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005

#define BUFFER_LENGTH 250

#define FALSE 0

#define SERVER NAME "ServerHostName"

/* Pass in 1 parameter which is either the =/

/* address or host name of the server, or =/

/* set the server name in the #define */

/* SERVER_NAME. */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char  buffer[BUFFER_LENGTH];
char  server[NETDB_MAX_HOST_NAME_LENGTH] ;
struct sockaddr_in serveraddr;
struct hostent *hostp;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The x/
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */

/* an endpoint. The statement also identifies that the INET x/
/* (Internet Protocol) address family with the TCP transport x/
/* (SOCK_STREAM) will be used for this socket. */

/********************************************************************/

sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER NAME);

memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;

serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = inet_addr(server);

if (serveraddr.sin_addr.s_addr == (unsigned Tong)INADDR_NONE)
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/*****************************************************************/

/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the x/
/* server. %/

/*****************************************************************/

hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy (&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

[ Fkkdkk ok ke kk ok dokkk Kok kok ok ok ok ok kh kKK xR I IR hKhh kI kI I h* Kk kK *k kkKxrhhhhh kAR *K*A /
/* Use the connect() function to establish a connection to the */
/* server. x/

/********************************************************************/
rc = connect(sd, (struct sockaddr =*)&serveraddr, sizeof(serveraddr));

if (rc < 0)

perror("connect() failed");

break;
/********************************************************************/
/* Send 250 bytes of a's to the server */

/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
perror("send() failed");
break;

}

/********************************************************************/

/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 x/

/* bytes are going to be sent back to us, we could use the x/
/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, x/
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. x/

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],

BUFFER_LENGTH - bytesReceived, 0);
if (rc <0)
{

perror("recv() failed");
break;

}
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else if (rc == 0)

{

printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd 1= -1)

close(sd);
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/**************************************************************************/

/* This sample program provides a code for a connectionless server. */
/**************************************************************************/

[ kK gk kkk ok kk ok k ok ok k ok ok kk ok ok kk ok kA kkkokkokkokkdkokkokkokkkokkkkk ok FrkIRKIKRI KK I KT KKK /
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
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#define FALSE 0

void main()

{

24

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc;

char  buffer[BUFFER_LENGTH];

struct sockaddr_in serveraddr;

struct sockaddr_in clientaddr;

int clientaddrlen = sizeof(clientaddr);

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =/
/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */

/* an endpoint. The statement also identifies that the INET x/
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_DGRAM) will be used for this socket. */

/********************************************************************/
sd = socket (AF_INET, SOCK_DGRAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. 1In this example, the user sets the =*/
/* s_addr to zero, which means that the UDP port of 3555 will be */
/* bound to all IP addresses on the system. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin_family = AF_INET;

serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = htonl1(INADDR ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/

/* The server uses the recvfrom() function to receive that data. x/
/* The recvfrom() function waits indefinitely for data to arrive. x/
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&clientaddr,
&clientaddrien);
if (rc <0)
{
perror("recvfrom() failed");
break;

}

printf("server received the following: <%s>\n", buffer);
printf("from port %d and address %s\n",
ntohs(clientaddr.sin_port),
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inet_ntoa(clientaddr.sin_addr));

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,
(struct sockaddr =*)&clientaddr,
sizeof(clientaddr));
if (rc < 0)
{
perror("sendto() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
JEXEET S kK x I I I IR Khhh Ik I I h* kKK * % kKK F IR IR KRk h I kI I h* kKK * ok *kKxrrhhhhh AR *K*A /
if (sd != -1)

close(sd);
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/**************************************************************************/

/* This sample program provides a code for a connectionless client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
JEZZETITED kK xx I IR hhh ko rhhh kKK k% kg xx I IR hhhhhkkxhhh kKK ko k kkkxrhhhhh kAR **A /
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555

#define BUFFER_LENGTH 100

#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */

/* address or host name of the server, or =/

/* set the server name in the #define */

/* SERVER_NAME */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd, rc;
char  server[NETDB_MAX_ HOST_NAME_LENGTH];
char  buffer[BUFFER_LENGTH];
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struct hostent *hostp;
struct sockaddr_in serveraddr;
int serveraddrlen = sizeof(serveraddr);

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =x/
/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */

/* an endpoint. The statement also identifies that the INET x/
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_STREAM) will be used for this socket. */

/********************************************************************/
sd = socket(AF_INET, SOCK_DGRAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port htons (SERVER_PORT) ;
serveraddr.sin_addr.s_addr = inet_addr(server);
if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR_NONE)

/*****************************************************************/

/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */

/*****************************************************************/

hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy (&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/

/* Initialize the data block that is going to be sent to the server */
/********************************************************************/

memset (buffer, 0, sizeof(buffer));
strcpy (buffer, "A CLIENT REQUEST");

/********************************************************************/
/* Use the sendto() function to send the data to the server. */
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/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,

sizeof(serveraddr));

if (rc < 0)
{

perror("sendto() failed");

break;
1
EZTEES R R L B T L *kkkkxk [
/* Use the recvfrom() function to receive the data back from the */
/* server. x/

/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&serveraddr,
& serveraddrien);
if (rc < 0)
{
perror("recvfrom() failed");
break;

}

printf("client received the following: <%s>\n", buffer);

printf("from port %d, from address %s\n",
ntohs(serveraddr.sin_port),
inet_ntoa(serveraddr.sin_addr));

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
JEXTETS kK xx I IR hhhhhkkrrhh kK Kk k kg rx I IR Rk hh ko xrhh kKK * ok *kkxrhhhhhk kxR *hA /
if (sd != -1)

close(sd);

}
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/**************************************************************************/

/* This sample program provides code for aserver application that uses */
/* AF_UNIX address family */
JEZIETITET kKK I I IR KRR hh Ik kI *h* kKK * % kK xF IR IR KhhhF kI I h* Kk Kk KKk kkkxrhhhhh kAR **A /

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>
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#include <sys/un.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH];

struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The x/
/* close() of each of the socket descriptors is only done once at the =/
/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */

/* an endpoint. The statement also identifies that the UNIX x/
/* address family with the stream transport (SOCK_STREAM) will be  */
/* used for this socket. */

/********************************************************************/

sd = socket(AF_UNIX, SOCK STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sun_family = AF_UNIX;

strcpy(serveraddr.sun_path, SERVER_PATH);

rc = bind(sd, (struct sockaddr =*)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)

perror("listen() failed");
break;
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printf("Ready for client connect().\n");

JEZTEES dekkok ko ok ok ok ke ok ok ko B T /
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/

sd2 = accept(sd, NULL, NULL);

if (sd2 < 0)
{

perror("accept() failed");

break;
}
/****** """"""""""" khkhkkkhkhkhkrhhkkhhhhhhkhrhhxk *****************/
/* In this example we know that the client will send 250 bytes of  */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{
}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */

/********************************************************************/

rc = send(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

perror("send() failed");

break;
/********************************************************************/
/* Program complete x/

/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/********************************* """"""""""" *****************/
if (sd != -1)

close(sd);
if (sd2 != -1)

close(sd2);
[ kK gk ke ko ke ko k ok ok ke kok ok k ok kR B R T Kkkkkkhkkkkhkkhhkk [
/* Remove the UNIX path name from the file system */

/***********************************************************************/

unlink (SERVER_PATH) ;
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[ Fk K dkk ok kkkkkkk ko kk ko k ok ko kk ko k ko k ko k ok ok ok k ok ok k ok ok k ok ok kA Fkkkkkkkhkkkhkkhhkxk
/* This sample program provides code for a client application that uses */
/* AF_UNIX address family */

/**************************************************************************/
/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/un.h>

/**************************************************************************/

/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the %/

/* path name of the server as a UNICODE */

/* string, or set the server path in the =/

/* #define SERVER_PATH which is a CCSID x/

/* 500 string. */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char  buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =x/

/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID =/
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/

sd = socket (AF_UNIX_CCSID, SOCK_STREAM, 0);

if (sd < 0)
{

perror("socket() failed");

break;
}
/********** """"""""" *****************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */

/********************************************************************/
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memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
if (argc > 1)

strcpy(serveraddr.sun_path, argv[1]);
else

strcpy(serveraddr.sun_path, SERVER_PATH);

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. x/
/ """ ER R R R R R R R R R ************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)

{

perror("connect() failed");
break;

}

/********************************************************************/

/* Send 250 bytes of a's to the server x/
/********************************************************************/
memset (buffer, 'a', sizeof(buffer));

rc = send(sd, buffer, sizeof(buffer), 0);

if (rc < 0)
{
perror("send() failed");
break;
}
[ Fkk g kk ke kk ok dokkk Kok ok ok Kk ok ok ok k ok kK xx I IR KRRk kI *hh kKK Kk kkkxrhhhhh kAR R *K*A /

/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. x/
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/

bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)

perror("recv() failed");
break;

else if (rc == 0)

printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/
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/* Close down any open socket descriptors */
[ Fk ke ko ke kk ok dok ko kok kK R R R b T *xk [

if (sd != -1)
close(sd);
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/**************************************************************************/

/* This sample program provides code for a server application for */

/* AF_UNIX _CCSID address family. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/unc.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH];

struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The x/
/* close() of each of the socket descriptors is only done once at the =/

/* very end of the program. */
/***********************************************************************/
do

{ /********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID =*/
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX CCSID, SOCK STREAM, 0);
if (sd < 0)

{
perror("socket() failed");
break;

}

/********************************************************************/

/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX CCSID;
serveraddr.sunc_format SO_UNC_USE_QLG;
serveraddr.sunc_qglg.CCSID 500,

serveraddr.sunc_qlg.Path_Type QLG_PTR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);
serveraddr.sunc_path.p_unix = SERVER_PATH;
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rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));

if (rc < 0)
{

perror("bind() failed");

break;
1
/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{
perror("listen() failed");
break;

1
printf("Ready for client connect().\n");

/********************************************************************/

/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of */

/* data over. Knowing this, we can use the SO RCVLOWAT socket */
/% option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,
(char *)&length, sizeof(length));

if (rc < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");

break;

/********************************************************************/

/* Receive that 250 bytes data from the client */

/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);

if (rc <0)
{
perror("recv() failed");
break;
1
printf("%d bytes of data were received\n", rc);
if (rc == 0 |
rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
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break;

}

/********** """"""""" AXXKA*A XA *hhkhhhkhhhhhhhhhhkhk*k *****************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{

perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors x/
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 1= -1)
close(sd2);

/***********************************************************************/

/* Remove the UNIX path name from the file system */

/***********************************************************************/
unlink (SERVER_PATH);

#l: AF_UNIX_CCSID 7 KL R+ 77 IU—Z2MHTZI5A4T7 b T TUr—al: Doy
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TiE, 2 — ROk FHEBR) 2SR TEZI 0,
/**************************************************************************/

/* This sample program provides code for a client application for x/

/* AF_UNIX_CCSID address family. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <wcstr.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/unc.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the %/
/* path name of the server as a UNICODE */
/* string, or set the server path in the =/
/* #define SERVER_PATH which is a CCSID x/
/* 500 string. */
void main(int argc, char *argv[])

{
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/***********************************************************************/

/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;

char  buffer[BUFFER_LENGTH];

struct sockaddr_unc serveraddr;

/***********************************************************************/

/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. */
/***********************************************************************/
do
{
/********************************************************************/
/* The socket() function returns a socket descriptor representing =/
/* an endpoint. The statement also identifies that the UNIX CCSID =*/
/* address family with the stream transport (SOCK_STREAM) will be =/
/* used for this socket. */
/********************************************************************/
sd = socket (AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX_CCSID;

if (argc > 1)

{

/* The argument is a UNICODE path name. Use the default format =/
serveraddr.sunc_format = SO_UNC_DEFAULT;
wcscpy (serveraddr.sunc_path.wide, (wchar_t *) argv[1]);

1

else

{
/* The local #define is CCSID 500. Set the Qlg_Path_Name to use */
/* the character format x/
serveraddr.sunc_format SO_UNC_USE_QLG;
serveraddr.sunc_qglg.CCSID = 500,
serveraddr.sunc_qlg.Path_Type = QLG_CHAR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER PATH);
strcpy((char *)&serveraddr.sunc_path, SERVER PATH);

}

/********************************************************************/

/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr x)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");

break;

}

/********************************************************************/
/% Send 250 bytes of a's to the server */
[ Fk gk ke kk ok dokkk Kok ok ok ok ok ok ok ko L R T KkkkkkkkkkkkkkkKkk [
memset (buffer, 'a', sizeof(buffer));

rc = send(sd, buffer, sizeof(buffer), 0);

if (rc < 0)

{
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perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 x/

/* bytes are going to be sent back to us, we could use the x/
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, x/
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors x/
[ Fk ek ke kkk ok kok ok k ok ok ke kok ok ok ok ok R Kk kkk kR KR A KKK KKKk kkk kxR Fkkkkkkkkkkkkkkkk [
if (sd != -1)

close(sd);

}
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/**************************************************************************/

/* This sample program provides code to make AF_TELEPHONY connections. */
/**************************************************************************/

#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions */
#include <miptrnam.h> /* Pointer types x/
#include <sys/socket.h> /* Sockets */
#include <nettel/tel.h> /* Telephony address family  */
#include <errno.h> /* Error codes */
#include <sys/ioctl.h> /* Error codes */

int main() {
/******************************************************************/

/* Miscellaneous declares */
/******************************************************************/

int xSock, xRC, xLength;

/******************************************************************/

/* Resolve device name to system pointer */
/******************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="FRED "; /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/******************************************************************/

/* Socket address structure */
/************** """"""""" ***********************************/

struct sockaddr_tel xAddr;

/******************************************************************/

/* Buffers */

/******************************* """"""""""" *khkhkkkkkkk ****/
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char pSendBuffer[1024];
char pRecvBuffer[1024];

JEZT I T *hkkkk kKRR KKK, B e AR T */
/* Open a socket */
/******************************************************************/
xSock = socket (AF_TELEPHONY,SOCK_STREAM,0) ;

if (xSock<0) {

perror("socket() failed");

return(-1);

}

/******************************************************************/

/* Associate the socket with a device */
/* ...resolve the device name to a system pointer */
/* ...fill in the structure for this request */
/* ...issue the joctl to perform the association */

/******************************************************************/
memset (&xTemp,0x00,sizeof (xTemp));

memcpy (xTemp.0bj.Name, pName, 30);

xTemp.0Obj.Type_Subtype = WLI_DEVD;

xTemp.Auth = _AUTH_NONE;

_RSLVSP2 (&pDev, &xTemp) ;

memset (&xResource,0x00,sizeof (xResource));
XResource.trCount=1;
xResource.trResourcelList=&pDev;

xRC=1ioct1(xSock,SIOCSTELRSC,&xResource) ;
if (xRC<0) {
perror("ioct1() failed");
close(xSock)
return(-1);

/* Connect to a remote resource (dial a call) */
/******************************************************************/
memset (&xAddr,0x00,sizeof (xAddr));
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_Ten=11;
memcpy (xAddr.stel_addr.t_addr,"18005551212",11);
xRC=connect (xSock, (struct sockaddrx)&xAddr,sizeof(xAddr));
if (xRC<0) {
perror("connect() failed");
close(xSock);
return(-1);

/ """"" ER R R R R R R R R KXKXKRKA KK h kA hhhhhhhhhhhhdhdhdhdhdhdhhdhhdhhdhhhkx% */
/* Send the contents of the send buffer */
/******************************************************************/
xRC=send(xSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");

close(xSock);

return(-1);

}

/******************************************************************/
/* Receive a reply */
[ Fk Rk dkk ok k ok kdok ok ke ok kok ok k ok k ok FkkkkhhRRR KK F KKK Kk kkkk kR Fkkkkkkkkkk [
xRC=recv (xSock,pRecvBuffer,1024,0);
if (xRC<0) {

perror("recv() failed");

close(xSock);
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return(-1);

}

/************** """"""""" ***********************************/

/* A11 done, close and return %/
/******************************************************************/

close(xSock) s
return(0);

1
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/**************************************************************************/

/* This sample program provides code to accept AF_TELEPHONY connections. */
/**************************************************************************/

#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions x/
#include <miptrnam.h> /* Pointer types =*/

#include <sys/socket.h> /* Sockets =*/

#include <nettel/tel.h> /* Telephony address family =/
#include <errno.h> /* Error codes */

#include <sys/ioctl.h> /* Error codes */

int main() {

/*********************************************************************/

/* Micellaneous declares */
/*********************************************************************/

int xSock,xNewSock,xRC,xLength;

/*****************************************************************/

/* Resolve device name to system pointer data areas */
/*****************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="GEORGE "s /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/*****************************************************************/

/* Socket address structure */
/************** """"""""" **********************************/

struct sockaddr_tel xAddr;

/*****************************************************************/
/* Buffers */
[ FK K gk ke kk K gk ko ok ko k R R R R  E EEE, Kk kkhhhh Kk *xk [
char pSendBuffer[1024];
char pRecvBuffer[1024];

/******************************************************************/
/* Open a socket */
/******************************************************************/
xSock = socket (AF_TELEPHONY,SOCK_STREAM,0) ;
if (xSock<0) {

perror("socket() failed");

return(-1);

}

/*****************************************************************/
/* ...first, resolve the device name to a system pointer */
/* ...next, fill in the structure for this request */
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/* ...finally, issue the joctl to perform the association x/
/*****************************************************************/
memset (&xTemp,0x00,sizeof (xTemp));

memcpy (xTemp.Obj.Name, pName, 30);

xTemp.Obj.Type_Subtype = WLI_DEVD;

xTemp.Auth = _AUTH_NONE;

_RSLVSP2 (&pDev,&xTemp) ;

memset (&xResource,0x00,sizeof (xResource));
xResource.trCount=1;
xResource.trResourcelList=&pDev;

xRC=ioct1(xSock,SIOCSTELRSC,&xResource) ;
if (xRC<0) {
perror("ioct1() failed");
close(xSock);
return(-1);

}

/*****************************************************************/

/* Bind to a local number (using TELADDR ANY means to accept */
/* calls for any number in the inbound connection list's entries)=*/
[ %k kA e ok e ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok e ok e ok ok ok ok o ok ok ok ok ok o ok ok ok ok ok ok ek ke ok ko ko /

memset (&xAddr,0x00,sizeof (xAddr)) ;
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_1en=TELADDR_LEN;
memcpy (xAddr.stel_addr.t_addr, TELADDR_ANY,TELADDR_LEN);
xRC=bind(xSock, (struct sockaddr=*)&xAddr,sizeof(xAddr));
if (xRC<0) {

perror("bind() failed");

close(xSock);

return(-1);

}

/*****************************************************************/
/* Listen for incoming calls x/

xRC=Tisten(xSock,5);

if (xRC<0) {
perror("listen() failed");
close(xSock);
return(-1);

JEZ I e e e o o ok e ok ok ok o o ok ok ok o e e o o o o e o ok ko ok ok o o ok o ok ok ok ko kk /
/* Accept an incoming call */
/*****************************************************************/
memset (&xAddr,0x00,sizeof (xAddr));
xLength = sizeof(xAddr);
xNewSock=accept (xSock, (struct sockaddrx)&xAddr,&xLength);
if (xNewSock<0) {

perror("accept() failed");

close(xSock);

return(-1);

}

/********************************** """"""""""" **********/
/* Receive some data x/
/ """"" ER R R R R R R R R R *****************************************/

xRC=recv (xNewSock,pRecvBuffer,1024,0);
if (xRC<0) {
perror("recv() failed");
close(xSock);
close(xNewSock) ;
return(-1);

}

/*****************************************************************/
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/* Send a reply */
/*****************************************************************/
xRC=send (xNewSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");

close(xSock);

close(xNewSock) ;

return(-1);

}

/************** """"""""" **********************************/
/* A11 done, close both sockets and return */
/*****************************************************************/
close(xSock) s

close(xNewSock) ;

return(0);
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TonFEd., ZOWTUEICE> T, BEOTOoty S —DPRNIHEHTES XDk D,. T—45F]
BRI AT L - Ny T 7 —INEFEHOZDITHRENED T, ZLOHRER—I 2 TRNYESINE
KR

TOEAALy RORFERHNRIEIC/2 2,

79147 > FERICY—E X #RIRF It T 5,

A —=TBIOT A7 TOAXMEEELTHELT 5,

IN=Z NMET TV r—2a ) ZRHRICUET 5,

FOENZAT—FEY T4 —%1HT 5,

K2 T — F Rk O ORI ik & et 5.

[QsoStartRecv(] API @ fillBuffer 75 2713, FERMAH N 25T T 2H1IC. KROF—5 &2HBET 5K
ARV =T 4 27 « DATLITHAILE T, KEOT—¥ 22— EOIEFRMBRIETERFTHIEHT
EEXN

IR ALy RO ZER/INRIZT %,

T arsTHAY—2FN, ZORENERMITRETT2ETORKEMEZREETES, REINZ
REICIES T 9407 > RO Y 1 RIVIREN RS &, Y—N— 32 0EHEZ2 /70— L £9, JEF
WA A —%SZEICLD, Y—=N—DNZORHGIEZRT I ENTELELDITRDET,
gsk_secure_soc_startInit() API ZfFHAL T, ¥ - v a »ZIERIICEEIET %,

£ 13. FEFHIAHI T API

B % GrL|

[esk_secure_soc_startInit()| SSL BREBLNF a7 - bty avickEsnzEt

ZFEALT, EFa7 - kya oxrdiI—Tals
JEFEHNCRAR L 9,

2O APL MU AR—RTH50E, TRLZ 773U
—72% AF_INET #7213 AF_INET6 TH 1 7
SOCK_STREAM D7 v hDHATT,

[gsk_secure_soc_startRecv()| tFa7 -ty a  TERMZERIEZRIBL 7,

EF: 2O API MY R—1FT 2D, YRLA - 773V
—72% AF_INET %7213 AF_INET6 T 1 70
SOCK_STREAM D7 ROATT,

[gsk_secure_soc_startSend()] TFa7 -ty a TERPEGERIEZRIBL £,

EF: 2D API MY AR—FT2DIF, YRLA - T773Y
—7% AF_INET %7213 AF_INET6 T 1 77
SOCK_STREAM DV kDA TT,
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x 13. FEFIAMT] API (FEE)

[QsoCreateIOCompletionPort()| 56 7 IERIA —/N—F » T AT EEH O 3B R & 1F
L E9., QsoCreatelOCompletionPort() BIEUIE. 7k
HERETR—DF - NCRIERLET, TONZ RV,
JEFIAA—N—F v T AHIEREIEE MG T 5 72D12.
QsoStartRecv(). QsoStartSend(). QsoStartAccept().
gsk_secure_soc_startRecv(). E7/z1d
gsk_secure_soc_startSend() P TIEEL £9. ZDN>
RV, BET 2 AHNZETR— N TA R NE2BHT 5
72912, QsoPostIOCompletion() EFLICHHTZHZEHT

%7,
IIQsoDestroyIOCompletionPort()l ABHETR—b2HELET.
|QsoWaitForIQCompletionPort()| SETA—N=Ty T ARNREEEFEET, AHAZETR
—hMIZOFERERLET,
JEFIZ T ATURIEZBRIAL £,

EF: 2D API U AR—FT2DIE, TRLA-T773Y
—7\ AF_INET /213 AF_INET6 T# 1 778
SOCK_STREAM DV kDA TT,

QsoStartRecv() JEFIZIERIEEZPBL £,

2O APL MR —RT501E. TRLA Ty 3y
—2% AF_INET 7213 AF_INET6 T% - 7%
SOCK_STREAM D47 v hDHATT,

QsoStartSend() FEFMEGEIEZBIB L £7.

2O API WY AR—FT501F, PRLA 773V
—72% AF_INET %7213 AF_INET6 TV 7w k « ¥4 7N
SOCK_STREAM DYV hDOHTT,
[QsoPostIOCompletion()| TV —a i, MENOBEKEIKIFSNIEL
ZEEETR-NEEMTESLDICLET,

FERIBA ) DL A

77U —3a >3, QsoCreatelOCompletionPort() API Zfff L CAHNZE THR—FEERLET., 2D
APL 13, JERMIAHBNERDTE T2 AT a— )V L THET 2D TEANCRIVERLET., 7
T —aid, AMAETHR—b - N RIVEREL T, ANBEEE/ZISHIEEERBLET. AH
HOETRIZ, RRIERET TV —2 3 VEZEDON RV, fEELZABIZE T R— M@ SN E
T, AMNZE TR NOBAICEL ST, BZEELEEDLFHEHDAL Y ROSIED 1 DEFNT A
27w ITEINET, 7TUS—2aid LFNEZELET,

o TLOERTREINLNY 77—

o TONY Ty —ERUWMD L TUEINZT—FYDES

o TV LEAMNREEDY A TDERR

o WIHIAHHWERTEINZT TV r—2 3 DEEON RV

ZOT7 TV —ar - N\NYRIVE, By 547 > MERERIT 2V 7y Mk FThH 56 dHN
X, 79147 2 FMEROIREBIZOWTOILHRERNDASO TWDIARNL—VEFEITHRA Y —Thd5ED
HOFET, BIENETLTT U r—a> - NRIBESNZOT, J—H—+ - ALy REBZI147 >
MNEGZTZ T TEODRDATy TERELET., TNH5D%E T IEFRREZUETLZT—H— - AL v
RiZ. 1 DD A7 > FERZFICHREINDOTIEARLS, SEIERI7IA4T7 > MERZUEL £,
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I—H— - Ny Ty —EP0WMDTEHIE—F, = N— TOLALIERTHRETZOT, 773147 >
NESROFREFERRIIHA L 9, 2N, BT 0ty =052 AT A TIEFENH D £,

FERBIAL I 2 AT 2 Bifiatd—/N— - EFT VOOV TIE,  [E: JERIAL APL OffH) 2%
LTSN,

t¥a7 -7y bk

BTE. 0S/400 1% iSeries TEF oy -V v b« 77U —2au2ERT 57200 2 DOAHEEYHR—
FLTWET, SSL_API BIKX Zo—/N)b - Fa27 - V—)LF v b (GSKit) API 3. F—7 27z
I NT—=0 (N TWOBEEA > —Fy b)) TOBBTIAN—Z2iRfLET, ZN5D API
2. VA7 MY —=N— 7T U= g NKEE, EH, Avt—20MFiEREELETETICEET
XLEOICTHIEEHMNEL TR SINAETFETYT, E5568—N—/7 7147 > BitZHY R —hKL
TH, EE5507 7YUr—3 3% Secure Sockets Layer (SSL) 7O N )V ZFHTEET, /=720,
GSKit API N RT®D IBM @server 77 v 87 4 —ATHR—FINTWDDIZX LT, SSL_ API (%
0S/400 A XL —F 4 27 « AT LAEHEOHDTY, 7Iv b T4 — L& FLNWTHEICHEERATES
9. vFaT7 VT MNERHOY U —2 3 DR T S EZITIE. GSKit API 2FEHT L%
BEIOLET,

INSD APL IZOWTIE, ENENLUTOREY 7 Z2BRBLT/Z3 0,
« o=V - tF a7 - V—)LF v b (GSKit) AP]|
.

TFay -V yE APLOLT— - d—R - Ayt—) hEYZIZIE, EFa7 - VY7 vk API T
HUHABEMEDOH D — R T — « I—R « Ayvb—I0R#HSNTNWET,

tdFa7 - iy o

Secure Sockets Layer (SSL) 7'I0 h Z)UIZIEK Netscape IC&Z > THFEIN/ZHDTH O, AEHIH 7O~

)l (TCP) DL D BEEEDOEVWN T AR —NOR EHTHEHAL., YU r—TaictFa7iEFEz
T2 E2HMNELEEEL ORIV TY, EFa7BEELEETEELIOY T r—2a il

!X, HTTP. FTP. SMTP. TELNET 72 E0H 0D £9°,

—MIZ. SSL DY T U —3 a3, SSL IERIEDTY U — a > EI3ROR— N EEHT 05
MHODET, 7=&&I1E. SSL LD 7 T ¥ —{3, "HTTP" Tid72< "HTTPs” THARE S URL Z{HHL

T. SSL MIe®D HTTP H—N\—IZ7 7 tEALET., FEAEDYAE. "HTTPs" &5 URL I, D

HTTP Y —N—0EH TSR — K 80 Tld/a<., ¥—/N—+ S AT LDR— |k 443 ~OEHiez+—7 L
EHELZET,

BEON—=2a>® SSL 7O RN ERINTWET, &H/N—a > @ Transport Layer Security
(TLS) N—a > 1.0 i&. SSL N—2a > 3.0 ZKIBICT v 77 L —RLEHDTTY, iSeries [EHHD
SSL_API T% GSKit API T%. TLS /N\— 3> 1.0, SSL N—>a > 3.0 EOHHEMENH S TLS /N—
23> 1.0, SSL N—23 > 3.0, SSL N—2 3> 20, BEXON—2 3> 20 EHEMEDH S SSL N—
Yar 3.0 MY R—FINTVWET, TLS N—a > 1.0 OFMICDOWTIL, Internet Engineering Task

Force (IETF) RFC 2246 @ [Transport Layer Security|l "dr EHRLTLZES N,

sa—nNN-tFa7 - V—=JIbF¥v bk (GSKit) API

Ja—=)N)b - tFa7 - V—IbFv b (GSKit) 1F. YU —Ta> % SSLAALTELLHICds 7075
XTI A2 —Tx—ADty N TY, SSL_API &[FEERIZ. GSKit API ZfHITHIX. Vv h--77
or—ar-70ar7I .05 SSL BLWY TLS BEUCTY VA TEET, LAnL. GSKit API 13, EHK
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@ IBM @server 77w N7 4 —ALTHR—FINTHBD, HiIRD SSL_ API KD T0OT7 T3V ITNES
TY, MAT, BFa7 - VIrvyb--tyia IEREA A AZERTDZHDH L GSKit
APL DEMEINTWVWET, ZD APL 1. ERFERNVSHTERO Y a THRBEIIRL5E8IC. ROV S
47?F%ﬂ@?ét@@t#:?%ﬁ%%&biﬁotﬁb‘Z@zWI@OWMO.ﬁ@%@T%@\
> @server 77w N7 4 —AICBETEEE A,

H: 250 API WY R—bT201F. 7RL A« 773U —2 AF_INET %7213 AF_INET6 TH 1 7
7Y SOCK_STREAM DYV 47w hDAHATT,
P FDOFE T, GSKit API 2B 97,

X4 JO—=)N)b - EFaT - V—ILFv N API

B %

Bl

lgsk_attribute_get_buffer()|

tFa7 -ty arFERIT SSL BEICOWTORED
XFEAN) TR GEHZEARNY - 77 1)L, fEHEX
rY « XZAT—=R, 77Ur—2 a2 ID. KERE) &
AFLET,

lgsk_attribute_get_cert_info()|

tFa7 - tvia L SSL BEMOY—/N—ZEH
EFEZTTA4 7 2 MEHEBZDWTOREDIERZE AT
LET,

lgsk_attribute_get_enum_value()|

YFa7 -y a /i SSL BREHORE DA
— 5 DfEEAFLET,

|gsk_attribute_get_numeric_value()|

tFa7 -ty a T SSL BEICDNWTORED
BEEREATLED,

[gsk_attribute_set_buffer()|

BELNy 7y—@z, BELtFar -ty a
> FE72T SSL REENOMEICRE L £,

|gsk_attribute_set_enum()l

HE LY 1 TEtE, tFa 7 -y arEk
I3 SSL IRENDFIERUEICEEL £,

[gsk_attribute_set_numeric_value()|

tFa7 - tviarF/id SSL RBEH O T ORUES
WERELET,

|gsk_envir0nment_close()|

SSL BEiZ2 /70— XL, TOREICEETSITRTOR
ML —DZBILET,

[gsk_environment_init()|

WEBMEDORERIC SSL REEYIMIHREL T,

[gsk_environment_open()|

PR L THED gk L THEHATZHEDH S SSL
BENCRVERLET,

|gsk_secure_soc_close()|

tFa7 - -tyviarEr7O—-XL. TOtFaT -ty
2a OIXRTOREEY Y — A &L ET,

[gsk_secure_soc_init()]

SSL BREEB RO tEF a7 - By a VITHRE S NLEHE
EZHEALT, EFay - kyiareaxrdiI—rarl
£,

[gsk_secure_soc_misc()|

tFaT -y a  HOBMBEKREETLET,

[gsk_secure_soc_open()|

tFa7 - -tyvia HOANL—=YEATL, BEOT
TN MEEZREL, RELTEFaT -y aic¥
HUZBEBEOH L CHATZ2HEDOH DN RIVERL
i@—o

|gsk_secure_soc_read()|

tFa7 kv iainsT—YERELET.
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F14. 7a—=)N)b - Fa7 - V—ILF v~ API (F#Z)

[gsk_secure_soc_startInit()| SSL B Lt F a7 - by aicREInzEE

EZHEALT, EFay - kyiaoxrddI—alz
FEFBITHIG L £,

[gsk_secure_soc_write()| tFay -tyia TTF—yYEEZAAET,
i|gsk_secure_soc_startRecv()| tFa7 -ty a  TERNZERIEZRIBL £,
||gsk_secure_soc_startSend()| tFa7 -ty a  TIERMREGEERELRBL £,
ask_strerror() IT5— -+ Avt—IBLUN GSK API DIFUNHL TRS

NZROEZLET %, BAELZTFAL - AMY 2T %
BMOHLET,

Vi bBEW GSKit API T2 7 U r—2 a2 icid, LROEENGENTNWET,

1.
2.
3.

10.
11.

Vry Ftid FEAFTTHZDOD ANDOFEDH L,
SSL BREEAD/N> RIVEATFT 570D lgsk_environment_open()) ~DIENH L,
SSL BREDBMEEZRET 720D gsk_attribute_set_xxxxx() ~NOD 1 FIEZIIERE OO L, D

< &%, GSK_0S400_APPLICATION_ID f %7213 GSK_KEYRING_FILE fEZFET 570D,
lesk_attribute_set_buffer()] ~NDOIEURH L, EE 5N —HDEDOAZREL T,
GSK_OS400_APPLICATION_ID fEZifHd % Z L2 H#EHEL £ . [gsk_attribute_set_enum()| 2] L
T, 77U —2a> (547> bERIEY—/N—) ¥ 17 (GSK_SESSION_TYPE) b4 T #&E L
TLESI N,
Esk_environment_init()l ANDOFEDH L, ZOERH UL, SSL 2L 57200 Z DEREE Z (1R E
L., ZOREZFEHALTETINDTRTO SSL Ly a  HD SSL tFaV 7 —EREZREL
ES

B aiEat 857200 7y MEORHL, ZONRRH UL, connect() ZIEFRHL T 517 >

N TO0 5 AT ZEB LS /20, bind(). listen(). L accept() ZIFUH L THIEH:
BERZEZZITAND LD —N—2FHIEICLET,

tFaT -y aladDNY RIVEATT S0 |gsk_secure_soc_open() ~DIEUH L,

tFaT -ty alOEMEERETSHDD gsk_attribute_set_xxxxx() D 1 [A1F 7= 13 EE A DX
ML, DiaEd, BEOYry h2I0tFay - by a VICEEMTSZ00
Igsk_attribute_set_numeric_value()| ANDOFEDH L,

WH/NTA—=F—@ SSL N> R xz—7 « xA>IT—a > &2HIAT 5720 [gsk_secure_soc_init()
ANOFEDH L,

H: WEEIE. U= NN— - 707 I LM SSL N> Ry z—VIZhERGEHEZR LW E, BIEITR
DL, et —N—13, U= N\—GtHZICBEE L -MER S, EHENRESINTNSF
— T =IR=A - Ty AINAT I RATERTINIRD T, BEICEK->TIE SSL N2 B
D= JNEARICT TA T O N EIAEERRRLBRTNERSBRNWIEDHDET, TIHRDHD
W& 7947 DR ERL TWDSY—/N—T, 77147 > it EATREIC SN TWAHAET
9, gsk_attribute_set_buffer(GSK_0S400_APPLICATION_ID) F/zi3
gsk_attribute_set_buffer(GSK_KEYRING_FILE) API FECXH LIZ, N> R z—2HicflifxNS
AEHEBIOMEHDOAFLEOF— - T—FIXR—=Z - Ty )VE (TNTNERZDHIET) @Bl
E

T—H8 & EZET HDD lsk_secure_soc_read() 3L [gsk_secure_soc_write()| ~DIEOH L,

tFaY -y alERT TS0 [gsk_secure_soc_close()) ~DIFUNH L,

SSL BRii&2 7 00— X3 579D lgsk_environment_close()| ~DIENH L,
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12. Bt r v FEWET S0 NOEOHIL,

GSKit API 2T 5. UFRDOY>TIL - 707 I L2 LTLIZI N,

o B SRR — 2529 % GSKit TFa7 - ¥ —/\—

o [ FERWINS Rz — 2 &[T 5 GSKit EFa7 - 3—/)N—

e Wil: 7O—) )Nl - EFa7 - V—)LF v b (GSKit) API L5 TCHFaT - 7517 > hEHLT |

SSL_API

SSL_ API Zffifld 5 &, 7O I3 —Id iSeries ETEFa7 -V Try b - 7TUr—2a  2ERTE
9, GSKit API &30, SSL_ API 13 0S/400 AT LABEADHDIEBEEZ A, KOET.
0S/400 FEETHHR—FINTWVD 9 DD SSL_API Z#HHBIL £9, Information Center @ API 1EHIZ ) A
FENTWBELZD API DMl ZH51213, TNZNDY 27 Z2FRLTIEZI N,

Z15. SSL_API

B %

B

SSL_Create

BNV y il 7AY SSL UiR—hE2Eo6Nn 5 &
ML ET,

SSL._Destroy(),

fRESNZ SSL tvra BLOY 7y MT SSL R
—hEKRTIEET,

[SSL_Handshake()|

SSL N>R xz—Z - ORIV ZBBLET.

SSL_Init()

SSL DT a JEYMREL., Bt a7 SSL &+
2T —ERERELET,

E: SSL 2T %Iicid. £9 SSL_Init) /=213
SSL_Init_Application() APl % 7't X THEITT HHLEMN
HOET,

[SSL_Init_Application()|

SSL QBT a 7EHMEEL. BT a7® SSL &+
2T —EMERELET,

E: SSL 2T AI2iE. 9 SSL_Init() £7z13
SSL_Init_Application() APl % 7 0t 2 TIHITT D LN
HODET,

SSL #EV oy Rk P56 F— 5 #2ELET.
SSL Y 7y MR T T — 8 & B EABET,

SSL_Strerror(),

SSL EFRKLI— - Avt—I 2RO LET,

SSL_Perror()

SSL TJ— « Awt—%HRILET,

Vrwy bBEW SSL_API Z2FHTE 7Y 77U r— 3 2iZid, U FROEENGENTNVET,

Uy MR TFEAFET 57200 AL,

IR L %7213 [SSL_Init_ApplicationQ} Z DFEUNHI LIZ. SSL QA O 3 755 & ¥

REL, BfT2a 7 TEITSINDZTRTO SSL vy a  HD SSL tF U7 —FlEREL £
T, EE50—HD APl OAZMHAL 9. [SSL_Init_Application()| API ZF T2 Z &L £

ER

BREIEMEEI 85200 7y MEOH L, ZONERH UL, connect() ZIFNHLTY 5147 > b -

T T LADEDIHEREIEEME S 20, ‘ listen(). BEN accept() ZIFOH L THEHEHRE

REZTAND XDV —/N—2FEHAREICLET,
i)y R SSL HiR— R 2B 5N5KD129 57280 SSL_Create() ~DIEFRH L,
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e BWEH/NTA—F—D SSL N>R z—7 « x> T —3 3 > Z2HIAT57~9HD SSL_Handshake() ~\ D
FEONH L

H: W, —N— - 707 I LM SSL N> Rz —7IZhBERAEEER LAV E, WEIZRY)
LERA, T —N—id, —/N—ZEHZTICBEE L B L, SFHENMRE SN TWSF— - F
—HIR—=Z « T7ANANT TR ATERFIEZDEREL, BEICEH->TIE, SSL N> R z—7
WMEEFIZ7 547 > R bifHEZIERLARTNUEIR SNV EBHDET, TH25D1F. 79147
SR L TWEY—)N—T, 77147 > MNBANFEARRRICIN TS HE T,  [SSL_Init()

F 7213 [SSL_Init_Application()| API 1%, /N> R = —7 I SN 5EHEB L ORE#RD AT
TDF— - T—HIXR—=Z - Ty ()& (TNTNRLDFHIET) #MNLET,

o T—HEXRZETDHEHD SSL_Read() BELN SSL_Write() ~DFENH L,

« Uy MY S SSL UAR— b ZFHARRICT %720 D SSL_Destroy() ~DIENH L,

o BV Ay REWEET S720D close() ~NDOIEFRH L,

IN5D SSL_ APl Z2#HT DY) - 7O I ACDNTIE, BLFZBRLTLIZE N,
o [B: SSL_API IC&>TtEFaT « U—/)\N—ZM LT 5|
o [i: SSL API \C&k>TtFay - 75147 2 bZNTT 5

LF+a27 Y5y b APIL ODIS—-0—KR - AyL—
DFOtFa7 -y hOLT— - dA— K« Awb—Y0FEHERLICE. UFOEMEEFTLTLAS
Uy,

. OAX2RIFT. ROELDICTANLET,
DSPMSGD RANGE (XXXXXXX)

Ty XXX IRV I—RDOA Y= ID T, 222, ROOI—RMN 3 Zo=8E8, kO
EIOICANILET,
DSPMSGD RANGE (CPDBCB9)

2.1 ZBRLT, Avt—2 - FTFAMEERLET,
F16. EFa27 VT vk API DT 5— - I— R - AvtE—

Roa—F Avt—Y ID EB

0 CPCBC80 GSK_OK

4 CPCBC80 GSK_INSUFFICIENT_STORAGE
502 CPE3406 GSK_WOULD_BLOCK

1 CPDBCAI GSK_INVALID_HANDLE

2 CPDBCB3 GSK_API_NOT_AVAILABLE

3 CPDBCB9 GSK_INTERNAL_ERROR

5 CPDBC95 GSK_INVALID_STATE

107 CPDB(C98 GSK_KEYFILE_CERT_EXPIRED
201 CPDBCA4 GSK_NO_KEYFILE_PASSWORD
202 CPDBCB5 GSK_KEYRING_OPEN_ERROR
301 CPDBCAS5 GSK_CLOSE_FAILED

402 CPDBC81 GSK_ERROR_NO_CIPHERS

403 CPDBCS82 GSK_ERROR_NO_CERTIFICATE
404 CPDBC84 GSK_ERROR_BAD_CERTIFICATE
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16, EFaT7 - VTN API DT 5— - I— R« Xvt—2 (&)

405 CPDBC86 GSK_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
406 CPDBCSA GSK_ERROR_IO

407 CPDBCA3 GSK_ERROR_BAD_KEYFILE_LABEL

408 CPDBCA7 GSK_ERROR_BAD_KEYFILE_PASSWORD

409 CPDBCYA GSK_ERROR_BAD_KEY_LEN_FOR_EXPORT

410 CPDBCSB GSK_ERROR_BAD_MESSAGE

411 CPDBCSC GSK_ERROR_BAD_MAC

412 CPDBC8D GSK_ERROR_UNSUPPORTED

414 CPDBCS84 GSK_ERROR_BAD_CERT

415 CPDBCSB GSK_ERROR_BAD_PEER

417 CPDBC92 GSK_ERROR_SELF_SIGNED

420 CPDBCY96 GSK_ERROR_SOCKET_CLOSED

421 CPDBCB7 GSK_ERROR_BAD_V2_CIPHER

422 CPDBCB7 GSK_ERROR_BAD_V3_CIPHER

428 CPDBCS82 GSK_ERROR_NO_PRIVATE_KEY

501 CPDBCAS8 GSK_INVALID_BUFFER_SIZE

601 CPDBCAC GSK_ERROR_NOT_SSLV3

602 CPDBCA9 GSK_MISC_INVALID_ID

701 CPDBCA9 GSK_ATTRIBUTE_INVALID_ID

702 CPDBCAG6 GSK_ATTRIBUTE_INVALID_LENGTH

703 CPDBCAA GSK_ATTRIBUTE_INVALID_ENUMERATION

705 CPDBCAB GSK_ATTRIBUTE_INVALID_NUMERIC

6000 CPDBCY97 GSK_0S400_ERROR_NOT_TRUSTED_ROOT

6001 CPDBCBI GSK_0S400_ERROR_PASSWORD_EXPIRED

6002 CPDBCC9 GSK_0S400_ERROR_NOT_REGISTERED

6003 CPDBCAD GSK_0S400_ERROR_NO_ACCESS

6004 CPDBCBS GSK_0S400_ERROR_CLOSED

6005 CPDBCCB GSK_0S400_ERROR_NO_CERTIFICATE_AUTHORITIES
6007 CPDBCB4 GSK_0S400_ERROR_NO_INITIALIZE

6008 CPDBCAE GSK_0S400_ERROR_ALREADY_SECURE

6009 CPDBCAF GSK_0S400_ERROR_NOT_TCP

6010 CPDBCYC GSK_0S400_ERROR_INVALID_POINTER

6011 CPDBCY9B GSK_0S400_ERROR_TIMED_OUT

6012 CPCBCBA GSK_0S400_ASYNCHRONOUS_RECV

6013 CPCBCBB GSK_0S400_ASYNCHRONOUS_SEND

6014 CPDBCBC GSK_0S400_ERROR_INVALID_OVERLAPPEDIO_T
6015 CPDBCBD GSK_0S400_ERROR_INVALID_IOCOMPLETIONPORT
6016 CPDBCBE GSK_0S400_ERROR_BAD_SOCKET_DESCRIPTOR
6017 CPDBCBF GSK_0S400_ERROR_CERTIFICATE_REVOKED
6018 CPDBCS87 GSK_0S400_ERROR_CRL_INVALID

6019 CPCBCS88 GSK_0S400_ASYNCHRONOUS_SOC_INIT
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#16. EFaT7 - VTN API DT 5— - I— R« XAvt—3 (&)

0 CPCBC80 EHBRD -

-1 CPDBC81 SSL_ERROR_NO_CIPHERS

2 CPDBCS82 SSL_ERROR_NO_CERTIFICATE

-4 CPDBC84 SSL_ERROR_BAD_CERTIFICATE

-6 CPDBC86 SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
-10 CPDBC8A SSL_ERROR_IO

-11 CPDBCSB SSL_ERROR_BAD_MESSAGE

-12 CPDBCSC SSL_ERROR_BAD_MAC

-13 CPDBC8D SSL_ERROR_UNSUPPORTED

-15 CPDBC84 SSL_ERROR_BAD_CERT (-4 1< v )

-16 CPDBCSB SSL_ERROR_BAD_PEER (-11 IZ¥ v 7)
-18 CPDB(C92 SSL_ERROR_SELF_SIGNED

21 CPDBC95 SSL_ERROR_BAD_STATE

22 CPDBC96 SSL_ERROR_SOCKET_CLOSED

23 CPDBC97 SSL_ERROR_NOT_TRUSTED_ROOT

24 CPDBC98 SSL_ERROR_CERT_EXPIRED
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INEHEE, DAL XD 00B T—FIiddkbil, &K OOB 7—4% « A HL 2 AD O0B T—4
DIENEEEINET,

Viry kAT adD SO_O0OBINLINE Z%ZET 5 &, EEFEINLZTRTO 00B T—FNEHET—
Y« AR —AIREINET, T—FEREBT I, EFRLD 3 DOREKDSE 1 D% MSG_0OOB
T ERERTICHITLET (ZOT7 IV &2EETSHE. TT— [EINVAL] RS NET). O0OB T
— Y DERA N P AMBEEINDEHEIL. 00B T—FIdkbhn A,

* SO_OOBINLINE Z#HELTHBHT. O0B T—INT TIIZEINTNWT, TOBI—TF—N0
SO_OOBINLINE %7 IZRET 55 AL, O0B T—HI3HEINE T . IO 00B N1 M, &
W=y EREEINET,

+ SO_OOBINLINE %Z#%E L7RWT O0B T—FMWEES . ZIE7 07T LN ANBEEZRTL T 00B
T EZELIEEE. O0B X —H— iﬁﬁ@iif? OOB N1 FOZEEINTH. ZETOr o
WBFHAEDRA =2 0O0B X—H—IZHDEIMEIMEF v I TEET,

AHEAZELL - select()

FERMIAHEICE ST, 77U r—2 3> - U= 23ISR TETRARRICEHTES DT,
select() API Tld72<. JEFRIAHET API Z2HHT2 2 L2BEDLET. ZEL. FEOT TUTr—
3 VERENT K o TS select) ZfEATEE T, JEFRIHAL I EFIERIC select() 3. FIFFI ?E*ﬁ(@*ﬁ‘f REH
FTHWEEERLET, 72720, select() ICE>T. 77U r—2 3 VNEROZEZITOIZDIC—HDR
WRTFEIRETHIENTEET,

o HAMBDT—IMNBHIMEDIMEHENDD,

s T—HEEIXADDNEDNEHEND D,

o BINGKUNRHDHMNEDMEEND D,

TNETNOLy MHRETE S TIE. Vory bdid 7. 77 MIVEdid 7. SRR T TRENS MO
FTPxU MIsb I ENTEXT,

TR RIS/ DEFHEED ET2HE, select) BEKICK>TY FUr—2 3 VNMEETEZET,
T TV —2a dENS SWHEDORENMEET D ZENARETT ., 27 - 707 T LITDODNTIL,
M. JE7 0w 7 AENTBEN selectOl 2SI T Z X0,

YTy b -2y b7—OBE

Uy ey NT=VBKZEHEHLT, 77U —ra> - 7Oy I A3KA N, Jorkal, -

A, BEOERY NT—0 « Ty A NS EREEST D ZENTEET, BHHRICIT. Hil. 7 RLVA £
E7 7 AINWVDIERY 72 AR > TTY 7V EATEELET, ZNH6DORy MT—TBE (X713 —F ) 14,

BEORY NT—=VNTEITSNS 70T I ARBOBEZEZY N7 v 7 I258I130HTH D, AF_UNIX
Ty ML TSNS ZEEHDERHL, TNESDELA DRy NT—T7BEOL—F > OELITDONT
i3, Information Center @ [API Reference] kY7 ® [[Sockets Network Functions (Routines)ll % ZH& L T
<7TEE W,

W—F NILTFDZ EZ2TTNET,

« RANKZEFRY NT—0 - 7 RLAIIR Y TT %,
s Xy NIT—UHERY NT—UBFIINY TT 5,
« JObhIVAHETORNINERIITY TT 5,

s Y—ERAZER—IEBIIYY T 5,
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e {2 —Fy KXy RNT=2T « T RLZADINA b « F—F—2LHT 5,
s IP Y RLABXIORY ~ 10 #EXRLZEZELHT 5,

resolver )L —F > ENEEND —#HDI)—F > « V)—Fd3xy hT—2 - —FLIZHEENTVWET, TN
S5O —FNE, A5 =%y b RALZTR=L - B=N—HDONNT v b ZER,. EE. BRIOFHR
L. #HlZfRT 2720120 HINET, resolver JL—F &, JHH. |gethostbyname([|\
lgethostbyaddr(). [getnameinfo(). 3 &\ X TR S NETA, EHEFRHTIEHH
RETT. ZTNHD resolver b—F > ZHMAT BHNTONTIE.,  [§l: gethostbyaddr r() ZH L7z AL v|
[R-t—T %y b= - )—F ] 2L T EI WV, resolver )—F IFEIC, Y7y b 77U
T=2al&ZLTRALY « F—=L AT (DNS) X7 V7 VAT B0 SNET, DNS TV
7y NEFHTES HEOFMICONTIE, [RALS - F—L4 - AT L (DNS) HiR— K 25U T
<IEEWN,

KASLY + X—A - Y RF L (DNS) HR— b
iSeries 3. UVILN—BEENLTRAAL > « F—L AT L (DNS) IZT7 VAT HTY T r—ar
ML ET, DNS IZI1E. LLFD 3 DOELREKRESZENH D T,
o RAALY + =L+ AR—ABLIYYY—A - La—FK
VY —EELRAR—ZABLIOEGHNCEE L /2T — Y ZHREL TV 5,
o X—Ah - Y—N—
RAA 2« VU —HEICONWTOERERFFL, HRERTT DY —N— " TOT T L, F—L - P—
IN—DFEIZ DWW TIE, Information Center @D @ rEw 7 2SR TL7ZEN,
s UVJIUN—
747 2 RERICHTEHRBFICBVWTHR—L « U—=N=—n5DEREZWOHET IOV T A,

0S/400 FETRMED UV ILN—IF, F—L4 - U= N—LOEKEERMT 2V 7y NEKTT. ZTns5o)b
—FEMEMTHE Ny O EE B SR BRUONRT 53— ADDHDA4HTF v v 2>
TOFTEITAET. NSO —F 2IE, ASCII /05 EBCDIC ~DOZEHLB LT EBCDIC 705 ASCI
NOEWEITO O DEBBRELET., A7 a> T, UYILN—IL DNS LD FaTBEETOID
WChI 2P0 a B (TSIG) ZHHALET. gD resolver JL—F > DELKIZDWTIX, Information
Center @ [API Reference] Y w7 @D [Sockets Network Functions (Routines)li #ZHL T<ZI W, D
U 27121, _res BEEICDOVWTOHEREDH D T, _res HiEITIE. NS5O —F > THEAEINZ/0—
INIVIERN A TWET,

RAA 2« X=LDFMIZDONTIL, BLF® RFC 2L T<7ZI W, IN5IE RFC BRX—I2HD
ij‘o

e RFC 1034, Domain names - concepts and facilities

e RFC 1035, Domain names - implementation and specification

* RFC 1886, DNS Extensions to support IP version 6

* RFC 2136, Dynamic Updates in the Domain Name System (DNS UPDATE)
e RFC 2181, Clarifications to the DNS Specification

* RFC 2845, Secret Key Transaction Authentication for DNS (TSIG)

* RFC 3152, DNS Delegation of IP6.ARPA

iy ke 77U =232 T DNS Z2HEAT 720000 HEICTDODNTIE. LFOREw 7 2SI T
7230,
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- RELK
ZOREYZIE, =L LV Va—23 VA TESREAZICOWVWTHIAL T,

=% - Frvia
ZOREY IR, Uy hEFERALT, 2y NT—=2 ORI T4 v 7 OBEZERE ST /20D, DNS &
T BREEF Yy v aTHIEXODNTHEMICHALET. F: DNS OFEHBIOEAD 113
V7w h APL IZE>T DNS LIO—RZBELUEFHTHHEEZRTY > T) - 707 T LANREEINT
WET,

RIREH

BB E AL T, UVWA~%&®T7ﬁwb@%%k%%ﬁ%%f%i? BB HORE,
[res_init(] %713 DIFOH LRI L BB TN ET. ko T, Wl FH THlML S
NHE, BREA &iﬂﬁémiT EEHENOESND DR —ERETBOT, %Bh SBREAMICERE
EMATHEHAESNDE NS ZEICHERLTIEE W,

H: REAHOARNIRHARXFETRITIIRDET L. A M) D EIFEANFNLFRETHONTNER
hoaMDwo%ﬁm?éH$ AT LADEER, BEARALAEEOWMAGIZIONWT, BRI T7 M XFEE
BHEOAREFHL T /ZEIW, LLFIZ, res_init() API & res_ninit() API T nJRE/ IR A ZHHL
i@—o

LOCALDOMAIN

ZOBREARKITIE, 6 DOMBRAAS DU ARERELET, & FAAL VFAR-ATRYD (A
NR—=AZEHT). Bl 256 XFOEIICLET, ZHUTKo T, Bk N/MmEY A K (struct
state.defdname B XN struct state.dnsrch) DMEEELEINE T, MRBU A MNMRELEZSS. 774
rooO—H) « RAA VIZBEICHEHINER A,

RES_OPTIONS
REDHNE Y VIIWN—EREEFETELELOICLEY, IORBERKICIE, UToATarz 1 D
UERETELRT, TNENOF T2 a VIFAR—ATRYID X7,

+ NDOTS:n
Ry hOBOLEWEZZTEL LT, IHEE S NEAHICEENS Ry hORMNZO
b%mmuiﬁéi‘W@@@ﬁ%Aﬁﬁbﬂi?on@T7ﬁWFﬁ”ﬂfﬁo;ﬂi\%W=
Ry RN 1 DTHHNUE, RBY A NOERZBINT 21, TOAFAEMNHE L TETHALT
HBHENDHTETT,

+ TIMEOUT:n
DYIN=RY E— b « F—L « = N—DN5DOREEHET HRHZHEL £T BHMN). 20D
BRI 2 &, UVIIN—I3E D020 T, Baz2HERAITLET.

« ATTEMPTS:n
UNIN=D, FEESINF—L - U= N—"REETIHIR2OHEREL 7. EELERENT
DEITET D E, UIIIN—IEZDF—L « B—=N—ADHEZLD, KRIZUZARINTWDFR—
Lo = N—IZEFEEITTWET,

« ROTATE
_res.options ® RES_ROTATE %2 RELET, 2T UARSINTWSER—L « U—N—ZJlEHK
ICERTB2DDHDTT, XD, ITRTDOT A7 > FPRERD X N OERHOT—/)N—IZ
%%%ﬁ&%ﬁbbk\uxbémfméﬁ N=FTXRTOMTHREOAM DI EZK D Z ENT
=E7,
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+ NO-CHECK-NAMES
_res.options @ RES_NOCHECKNAME ZFEL £9 ., ZU. EHETHHA AL A—IVDOARIIC
BN CF (R (O, FE ASCIL. F2FHIHSTFRE) NEENTOHARVNFARS LS, BRI
7% BIND M&EZMHAATIZLET,

QIBM_BIND_RESOLVER_FLAGS

COBRBEAFICIE, VIIWN—DF T al - TI3TDIVANEHRELET, &7 T TIIAR—AT
X0 FET, ZOBREALICEI ST, RES_DEFAULT #4733 > (struct state.options) &. > AT A
KERRAE (TCP/IP R AA > DZEHE - CHGTCPDMN) 2MEEZAE I #1F T, state.options HEiE I,
RES_DEFAULT. OPTIONS i &8 CHGTCPDMN HEpkfz i/ L ¢, ¥WEicyiifb I nsx
T, TNNSE, INSDOT 74V M EREAET 572010, ZOREAEMFEHINET, ZORE
BEIHEES N7 IV DRIC ., =, /21 'NOT 21752 &IckD, EEHRTE C+ O
/). ¥23UtY k- & NOT. OHH) TEET,

7= & 21X, RES_NOCHECKNAME %% > 12U T RES_ROTATE ZF 7129 5121d, XFEXRX—ZADA
A =T —AMBLUTFTOOXY > REFHLET,
ADDENVVAR ENVVAR(QIBM_BIND_RESOLVER_FLAGS) VALUE('RES_NOCHECKNAME NOT_RES_ROTATE')

EAal =8
ADDENVVAR ENVVAR(QIBM_BIND RESOLVER FLAGS) VALUE('+RES_NOCHECKNAME -RES_ROTATE')

QIBM_BIND_RESOLVER_SORTLIST

COBRBAERITIEIP 7V RLVARATDMEZREL T, V—F « UZX B (struct state.sort_list) Z1ERR
LEJ, IP 7 RLVA/RAZOXHE. Ry b 10 #EX (9.5.9.0/255.255.255.0) T. &K 10 @£ Tt
ETEFET (AR—ARYID),

F—& - Frya
DNS BT EREDF Yy v 2 T1d. Fv hT—=2 « T T7 4w OmEP<THHIC, 0S/400
Iy ML THOLNET, Fv vl @3RBERCTEMBIOETINET,

_res 47 a T RES_AAONLY (MEFRDH 2EEDH) Z%E LGS, BRIFEITRy NT—VITEE
INFET, ZOHH, HECONWTF Yy v aZmBETHIEITHDEF A, RES_AAONLY Zi¢E L7
WIS, Fy N = ADOREBNETINDENT, Frv v a 3BT HREOREZEZLET, EEN
BH S, ERRFIN T L TWARWESIE. HEIRENDOEEEL TV —ICRINET, FhHkrH
M T UG ad, HENRESIN., *y NT—JIZHRENEEINET, Fy v alllENREON SR
WSS, BRIy hT—VIZEREEINET,

REICHEENH UL, *y NT—=I N5 0EZIEF Yy v ad3NET, HEORVWEEEIF Y v adnE
Hh, THREODHRELEL TZEINIINEb DT vy adNEFFA., CHGTCPDMN, CEGTCP #+ 73 >
12, iSeries T EFX—F —DWINNnZFHL T DNS #lZ2EHITIE. COFvy v a2l )7 TEE

‘3_0

T4« Fx I TEENTZ IO T LFNIONTIE. [[FHl: DNS OE#HBLIOEE 258 L T<
7230,

N=DOU—-YI7b0x7 T4aAMNIEa—3 (BSD) EDEMM
Iy MEaN—=271L— T bT7 « T4 AMJEa2—>3> BSD) DA Y —Tx—AT9, 77V
r—23 ONZITRARD d— ROYR— K INTWABEK CHEATRERBIZR R EDEY > T 1 7 AT,
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BSD Ot >FT 4 7 ATT, 7272L, W<DND BSD DX T 1 27 AL 08/400 OEETIIMLEHTE
RNDT, YATATETTSHE0ICIE, EKS BSD U7y k « 77U r— 3 > 2EHETHNEND
HEEHHVET,

PLFDU A MiE, 0S/400 & BSD DEWEZELKLZHDTT,

Jetc/hosts. /etc/services. /etc/networks. B XU /etc/protocols
INSDOT7 7 1IIVDEFE. 08400 F2EL, TNENR UK EEITTH2ROT—FR—Z - 77

TIVERMEL £7,
QUSRSYS 77 1) N
QATOCHOST RARAEZNITHINT S IP 7 RLADY A K,
QATOCPN 2w hT—=7 EZUTHINT S IP 7 ELADU A b,
QATOCPP A2 —Fy hTHEASNS 7O NINVDOY Xk,
QATOCPS P—EABIOY—EATHEHAT2RHEDR—MET DL
VDU AR,

/etc/resolv.conf
0S/400 FEETIE, ZOHE®RZE iSeries TEZX —F—D TCP/IP T O/NT 4 — « R—TZ&FH L TH
R DMLEMNMH D ET, TCPAIP 7ONXT 4 — + R=JICT7 7 AT B, WFDATY T2E
TLET,
1. iSeries 7 ES —% —T. [TiSeries/400 ¥ —N—] > [xy 8T —2 | > [TCP/IP Kkl &J&
BIL £,

2. ITceap Mk #4527y 7 LET,
3. IFansFae—1 27Uy LET,
bind()) BSD > AT AT, 7 F47 > bl socket() ZfH L T AF_UNIX V7 v h&/ER L. connect()

AL TH—=N—=1Z8E L. KNT bind) Z2FHL THETZY 7y MINAT 2 RTEET,
0S/400 Tl&, ZOTFUFZEHR—KFLTWERA (bind) 1FEKL E9).

lose(),

0S/400 TliL. close() I LTY > H— ¥4 —%2HR—KLTWET (SNA LD AF_INET
iy RERL). —H#® BSD Tld. close() IZLTY > H— A ¥—&2HYR—rhLTWEY
A./O

onnect()
BSD AT ATl connect() WNEARTIZY RL ZICHEHmINTWEY 7y MR UTHETFSN, O
xa L ABMRNS O AR—h - Y—ERAZMHEHLTH, B)72Y R AEI3E 27T R
AEMFERAINTWSEHEIL, VI y MU Ed. 05400 TiE. 2O FUFZEYR—k
L TWEHA (connect() 1KLL, V7w MIEHINLZEETI),

connect() WFfTINEIRT T a P LA NS 2 AR—F - V7w MM, address_length /X T A—
H—EYOIZREL T, BID connect() ZFITITH I EICL>TUIMTEXT,

laccept()} lzetsockname()|. [getpeername()l frecvfrom(f B LN

AF_UNIX F7212 AF_UNIX_CCSID 7 RL A+ 7y I U—2FHLTHBD., Y7y hOINA 2R
INTWEBWEEIZ., 774V O 08400 EETIIYODOY RLAEBLIMRESINTWARWT
RLZARENREIND ZEH D ET, 0S/400 BSD 4.4/UNIX 98 BIOMMDEETIE, 7 RL
ATy IV—FEIMEEINTVENINT RLABENRINS ZENHDET,
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« BSD AT AT, &1 77 SOCK DGRAM DY/ v T, FIONREAD ZE:RiZTF—4EET
RLZAEZRELEZHDZRLET, 05/400 FEIETIX, FIONREAD 37— EZ2KRIT DA T,

e IFEAED BSD T ioctl) ZEITTHLABICHEHATESLTRNTOERMN, 08/400 FEET joctl()
ERITTHEGIHHATESDITTIEH D /A,

BSD AT AT, NwrnOy - NG A—=F—2F0XD /NI WEIZEREL T listen() ZHT
EL IR DERA, 5T, BSD BETIE, N rnol - XTI A=F—0HHINEND
0. Ny O EORKFERZ RBTDIC 7T ZLAMEFASINDEENH 0D ET . 0S/400
RETE, Ny 7oJENTYOLD/NSWGSRII—NREINET, Ny Oy E=EFEh 7 EIC%
ETHE, ZOMENMNy O ELTHERINET, #2720, Ny 2O/ % [SOMAXCONN} X
DREWVEICHRET S E. N0 VidT 7 4)V T {SOMAXCONN} IZREE L72EIC/R 0D £
ER

79k AT+ NVE (O0B) F—%
0S8/400 ¥ TlX. SO_OOBINLINE #FZELTH 5T, O0B T—F NI TIIZEINTNWT, &
D% I—H—7 SO_OOBINLINE ZF »iRET 55E1E. O0B T—FIIWHEINET A, HAD
OOB N M3, #¥T—F LR INET,

QTR XRTRA—F—
tEFaUF o —EBMTS5FEEELT, IPPROTO_TCP %7zi% IPPROTO_UDP @ 7O k1)L %45
ET D SOCK_RAW Vi w h&EERTZZEEFTEETREA,

res_xlate() BX D res_close()
IS OBEEUL. 0S/400 @ resolver ) —F ITHAIAENTWET, res_xlate() IL. DNS /N7
v % EBCDIC /5 ASCII 2. %7z ASCII 7*% EBCDIC IZA#iL £9°, res_close() ZffifHd
UL, RES_STAYOPEN 7 7' a »INi%E I /z res_send() WEAL TW/=Yry hEr7O0—X
TEE9J, £/2. _res WOV FHLET,

bendmsg(] 45 & TF [recvmsg()

0S/400 T sendmsg() & recvmsg() ZE179 2HEI1TIE. (MSG_MAXIOVLEN} A7 ML E
T EINET, BSD Tid. {MSG_MAXIOVLEN - 1} AHIXRZ MIVRFFRISNET,

hutdown()
0S/400 FEETIE., Vv Ml FTHETOY 7 SN TWSHIBIEIL. shutdown() O%H 70
w27 LIzEE T, BSD Tld. 70w 7 HE%I3. [EPIPE] ermno &ML THK T L X7, [k
IZ BSD E¥TIZ, ANBENTOy Z7INTHO., Jlo7OotA£7ZIF ALy RS shutdown()
NIz &, Mo T, ABWBEOTOy 72T U ET . 08400 EETIE, Hhfito
THRBEOTRTOANEEZEZRRSEETY., 70y 7 AHBEET. T 0NZEI N0, Ffb
KNS T —F ZMRINT 2 7-DITMO SN DENRRSNDE T, Oy 7 &2HTET,

B8 EEYR—MIEELEZVW ONOMESZUTFICRLET,
« BSD Id. M B TREINZT—FIIDOWVWT, BTIREEZET 57202, SIGIO E52H
LET, 05400 V7w M3, 7TORNT R« T—=FICHEELZEEOEREZITVNERA,

« BSD TOD SIGPIPE 15 DT 7 )L hOEEIL, UEZKTIESZ LTI, 0S/400 OHIDOY
U — A ED TR AHMEZREEFT 272912, 0S/400 Tld. SIGPIPE E5DEMEWVWDI T T 5L b
DY a EFHALET,

SO _REUSEADDR #* 7Y ay

BSD AT LADYHAE. AFINET 77 I —BXUY (7 SOCK_DGRAM D% KT connect()
ERITTDHE, TATLRI Ty RIRNA bé:ﬂé? RLAZBOY RLUAIZAEBELET., I/
DB, connect() IHESINZT RLAIWCHETHEZDIHEHITHA 5 —T2—ADTY RL AL
BHELFET, 2EZIE. ¥1 7 SOCK_DGRAM D)% k%7 KL A INADDR_ANY {Z/\NA >
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RU., ZNZE7 RL A abed CERELESS. AT LIE BIENT > RENTWEY Xy
MDY RLVA, 97806, X7y 27 RL A abed KRIEIEETHDITEIRINLA 25—
TJT—AD IP 7 RLVAWKEELET, 512, YTy Fﬁ/\“’l"/Féﬂ’CDlé;O) IP 7 RLA
N abce 72ET UL, 7 RL A abee 13 INADDR_ANY D18 D IZ |getsockname()| (2115 D
T, DV %27 RLUAN abee THARE—DR—RHBSIINA 2 RT3
SO_REUSEADDR 7 73 a > &fH LTIz £48 A,

Kz, Zo#ITiE, 087400 1do—H)L - 7 R A% INADDR_ANY 7*5 ab.ce ICEBLEH
Mo getsockname() |3 connect NEITIN/EH INADDR_ANY Z R LEETET,

SO_SNDBUF X&' SO RCVBUF 7Y a3y
BSD A5 A T SO_SNDBUF BXN SO RCVBUF ITHRE I N/-fEIZ. 0S/400 ETHRESIN
LD HEWHIEL X)L 2R L £9°, 05400 FEETIX, NS OMEITEAE E Riz3hE
—é‘o

UNIX 98 Hiufk

UNIX 98 (%, BRE LR Y —DIHaTH S Open Group IZEL > TERSNE L. UNIX XL —F
AT AT LADHFEERDIA Y —F%w FEEDOL < O¥AEZ D IAA DD, UNIX OAREFZHRE
LTWET, VSR2 5. 0S/400 V77w h&E#i-> T, UNIX 98 #EREEAEMMEOH DLy k- 7T
Ur—a E2ERTESLDICRDELE, BE IBM 3. KEHDDY 7y b APL IZDWT, 2 DON
—2a  EYR—FLTWET, A 0S/400 API &, BSD 43 OEEEHECEZFERALET., O —F
3. BSD 44 BEIWN UNIX 98 7OV TFILT « A =T 2 — AR EBRED H HRECH LR EZ
AL E£9. _XOPEN_SOURCE Y7 ODfiz 520 LA EIZEFK T HE. UNIX 98 AHiDA > 4F—T x—
BEINTEET,

UNIX 98 H#7 TUr— a3 D7 BL AREEDOHIE S

_XOPEN _OPEN X7 OZfgETHUX, T 74V D 08400 EETHEATLZ2OEFEUT RLA - 773 Y
—7%ffio> T, UNIX 98 A7 77U — 3 D EERTEET, 72721, sockaddr 7 R L ZHE&EITHEMN D
DET, LFDZEIZ, BSD 43 @ sockaddr 7 R L A&, UNIX 98 BT RL A& DLk ZRL
i—g‘o

#17. BSD 4.3 & UNIX 98/BSD 4.4 D7y b « 7 KL XD Lk
BSD 4.3 My |BSD 4.4/UNIX 98 HitOREE
sockaddr 7 KL AR

struct sockaddr {

struct sockaddr {

u_short sa_family; uint8_t sa_len;
char sa_data[14]; sa_family t sa_family
}s char sa_data[14];

}s

sockaddr_in 7 R L AH§iE

struct sockaddr_in {

. . struct sockaddr in {
short sin_family; wints t -

. sin_len;
u_short sin_port; sa_family t sin _family;
struct in_addr sin_addr; u short sin_port;
char sin_zero[8]; struct in_addr sin_addr;

bs char sin_zero[8];

sockaddr_in6 7 R L AH& &
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Z17. BSD 4.3 & UNIX 98/BSD 4.4 D7 ~ « 7 R L X#ED S (#iZ)

struct sockaddr_in6 { struct sockaddr in6 {
sa_family t sin6_family; uints t T sin6 Ten;
in_port_t sin6_port; sa family t sin6_family;
uint32_t sin6_flowinfo; 1'n_port t sin6_port;
struct in6_addr sin6_addr; wint32 t s1‘n6_f1ow1'nfo;
uint3z_t sin6_scope_id; struct in6_addr sin6_addr;

s uint32_t sin6_scope_id;

sockaddr_un 7 R L A&

struct sockaddr_un { struct sockaddr un {
short sun_family; uints t sun len;
char sun_path[126]; sa_family t sun_family;
}s char sun_path[126]
}s
API DHLE

77— ar% ILE R—ADEETHFE L. _XOPEN_SOURCE X7/ OZi>Ta /(LT 5 &,
—EDV 7wk API DINERZICY w TENE T, N5 DONEEEMET DHREIL. D API E[RIUT
T, LTFORIC, EEZITS APl ) ARLET., C RX—ZADMOZFETY Ty b -7 T U r— 3
CEERT A5E. BEEIIINSD API ONHAZFHATEET, IN5D AP Ol AFDN—23 >0
i EOEREEFMICOVTHHRSITIE, JTtD API O > 7 &2 ESTLEI N,

£ 18. API EF1UTHET D UNIX 98 TDHHET

API % P £

qso_accept98()

| accept_and_recv() gso_accept_and_recv98()
[oindc qso_bind98()
gso_connect98()
|endhostent! !l gso_endhostent98()
gso_endnetent98()
|end]2r0toentg !l gso_endprotoent98()
gso_endservent98()
gso_getaddrinfo98()
| gso_gethostbyaddr98()
| gso_gethostbyaddr_r98()
I gso_gethostname98()
gethostname_r() gso_gethostname_r98()
gethostbyname() gso_gethostbyname98()
| gso_gethostent98()
| gso_getnameinfo98()
| gso_getnetbyaddr98()
| gso_getnetbyname98()
| gso_getnetent98()
| gso_getpeername98()
| gso_getprotobyname98()
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||_getpr0tobynumber()| gso_getprotobynumber98()
| gso_getprotoent98()
| qso_getsockname98()
| gso_getsockopt98()
| gso_getservbyname98()
| gso_getservbyport98()
| qso_getservent98()
| gso_inet_addr98()
| gso_inet_Inaof98()
| gso_inet_makeaddr98()
| gso_inet_netof98()
| gso_inet_network98()
| gso_listen98()
[Rbind(] qso_Rbind98()

recv() qso_recv98()
recvirom98() gso_recvirom98()
I|recvmsg! !] gso_recvmsg98()
| gso_send98()
| gso_sendmsg98()
| gso_sendto98()
| gso_sethostent98()
| qso_setnetent98()
| gso_setprotoent98()
| gso_setprotoent98()
| gso_setsockopt98()
| gso_shutdown98()
| gso_socket98()
| qso_socketpair98()
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socket () Cinet_pton (AF_INET)
Y linet_pton (AF_INETE)
setsockopt () | _l_l
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_—

bind (inBaddr_any) | . socket ()
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UFOH > =R, 2O FIFOY—N— 7TV r—2a3>Td, 73472 TTUr—
2 a2 ZDWTIE, [Bil: IPvd £ IPve 7 717 > MeZRL T</ESWn, ZOI—ROMMAIZDONT

3. o— RoREEE L TLZE N,

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. x/
/***********************************************************************/
int sd=-1, sdconn=-1;

int rc, on=1, rcdsize=BUFFER_LENGTH;

char buffer[BUFFER_LENGTH] ;

struct sockaddr_in6 serveraddr, clientaddr;

int addrlen=sizeof(clientaddr);

char str[INET6_ADDRSTRLEN];

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of each of the socket descriptors is only done once at the =x/
/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. Get a socket for address family AF_INET6 to */
/* prepare to accept incoming connections on. x/
/********************************************************************/
if ((sd = socket(AF_INET6, SOCK_STREAM, 0)) < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to =*/
/* be reused when the server is restarted before the required wait =*/
/* time expires. */
/********************************************************************/
if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on,sizeof(on)) < 0)
{

perror("setsockopt (SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* address to in6addr_any, which (by default) allows connections to */
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/* be established from any IPv4 or IPv6 client that specifies port */
/% 3005. (i.e. the bind is done to both the IPv4 and IPv6 TCP/IP */
/* stacks). This behavior can be modified using the IPPROTO IPV6  */
/* level socket option IPV6 _V6ONLY if desired. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER_PORT);
/********************************************************************/
/* Note: applications use in6addr_any similarly to the way they use */
/* INADDR_ANY in IPv4. A symbolic constant IN6ADDR_ANY_INIT also  */
/* exists but can only be used to initialize an in6_addr structure =x/

/* at declaration time (not during an assignment). */
/********************************************************************/
serveraddr.sin6_addr = in6addr_any;

/********************************************************************/

/* Note: the remaining fields in the sockaddr_in6 are currently not */
/* supported and should be set to 0 to ensure upward compatibility. */
/********************************************************************/

if (bind(sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr)) < 0)

{
perror("bind() failed");
break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
if (Tisten(sd, 10) < 0)

perror("listen() failed");

break;

}
printf("Ready for client connect().\n");

[ Fk gk ko k ok kk ok ok ok ok ok ok ok ko B T T Kkkkkkkkkkkkkkkkk [
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive from an IPv4 or */
/* IPv6 client. x/
/********************************************************************/

if ((sdconn = accept(sd, NULL, NULL)) < 0)

{
perror("accept() failed");
break;

}

else

{
/*****************************************************************/
/* Display the client address. Note that if the client is */
/* an IPv4 client, the address will be shown as an IPv4 Mapped */
/* IPv6 address. */

/*****************************************************************/
getpeername(sdconn, (struct sockaddr *)&clientaddr, &addrlen);
if(inet_ntop(AF_INET6, &clientaddr.sin6_addr, str, sizeof(str))) {
printf("Client address is %s\n", str);
printf("Client port is %d\n", ntohs(clientaddr.sin6_port));
}
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/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/
if (setsockopt(sdconn, SOL_SOCKET, SO_RCVLOWAT,

(char *)&rcdsize,sizeof(rcdsize)) < 0)
{

perror("setsockopt (SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes of data from the client */
/********************************************************************/
rc = recv(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");

break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */

/********************************************************************/
rc = send(sdconn, buffer, sizeof(buffer), 0);

if (rc < 0)
{
perror("send() failed");
break;
}
JEZTETS Kk kxx IR hhhhh R R I ** Kk KKk R R R R R R R R R /
/* Program complete */

/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd 1= -1)

close(sd);
if (sdconn != -1)
close(sdconn);

}

Bl: 1IPv4 /=13 IPv6 2547 b

OV ) - TaTINE IPvd 7514 T O RERIE IPV6 759147 > RDOEL SMMNS DR ZZT
ANBZY—=N— 7T r— g E—FEICFHTEET,
/**************************************************************************/

/* This is an IPv4 or IPv6 client. */

/**************************************************************************/
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/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define BUFFER_LENGTH 250

#define FALSE 0

#define SERVER NAME "ServerHostName"

/* Pass in 1 parameter which is either the =/

/* address or host name of the server, or =/

/* set the server name in the #define */

/* SERVER_NAME. */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived=0;
char  buffer[BUFFER_LENGTH];
char  server[NETDB_MAX_HOST_NAME_LENGTH] ;
char  servport[] = "3005";
struct in6_addr serveraddr;
struct addrinfo hints, *res=NULL;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of the socket descriptor is only done once at the very end =/
/* of the program along with the free of the list of addresses. */
/***********************************************************************/
do
/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)
strcpy(server, argv[1]);
else
strcpy(server, SERVER NAME);

memset (&hints, 0x00, sizeof(hints));
hints.ai_flags = AI_NUMERICSERV;
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;

/********************************************************************/

/* Check if we were provided the address of the server using */
/* inet_pton() to convert the text form of the address to binary */
/* form. If it is numeric then we want to prevent getaddrinfo() */
/* from doing any name resolution. */

/********************************************************************/

rc = inet_pton(AF_INET, server, &serveraddr);
if (rc == 1) /* valid IPv4 text address? =*/

hints.ai_family
hints.ai_flags |

AF_INET;
AI_NUMERICHOST;

}

else

82 iSeriess Vv k- TOYSIIY



rc = inet_pton(AF_INET6, server, &serveraddr);
if (rc == 1) /* valid IPv6 text address? =/
{

hints.ai_family = AF_INET6;
hints.ai_flags |= AI_NUMERICHOST;
}
1
/********************************************************************/
/* Get the address information for the server using getaddrinfo(). =*/
/********************************************************************/
rc = getaddrinfo(server, servport, &hints, &res);
if (rc !=0)
{
printf("Host not found --> %s\n", gai_strerror(rc));
if (rc == EAI_SYSTEM)
perror("getaddrinfo() failed");
break;

}

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies the address family, =*/
/* socket type, and protocol using the information returned from */
/* getaddrinfo(). */
/********************************************************************/
sd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

if (sd < 0)

perror("socket() failed");
break;
}
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. x/
[ Fkkdkk ok ke kk ok ok kok Kok kok ok ok ok ok kh kg rx I IR Rk hh ko xrhh kKK * ok *kkxrhhhhhk kxR *hA /
rc = connect(sd, res->ai_addr, res->ai_addrlen);
if (rc < 0)
{
/*****************************************************************/
/* Note: the res is a linked 1ist of addresses found for server. */
/* If the connect() fails to the first one, subsequent addresses =*/
/* (if any) in the 1ist could be tried if desired. */
/*****************************************************************/
perror("connect() failed");
break;
/********************************************************************/
/* Send 250 bytes of a's to the server */

/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/% */
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/* The use of SO_RCVLOWAT is already illustrated in the server */

/* side of this example, so we will do something different here. x/
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all x/
/* 250 bytes have arrived. */

/********************************************************************/

while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}

} while (FALSE);

/ """"""""""""""""""""""""""""" *****************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
/***********************************************************************/

/* Free any results returned from getaddrinfo */
[ Fkkdkk ke kkk ok kok ok k ok ok ke ok ok ok ke k ok ok kR LR R Kkkkkkkkkkkkkkkhk [
if (res != NULL)

freeaddrinfo(res);
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/**************************************************************************/

/*

Application creates an iterative server design */

/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

920

int i, len, num, rc, on = 1;
int listen_sd, accept_sd;
char  buffer[80];

struct sockaddr_in  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);

if (1isten_sd < 0)

{

perror("socket() failed");

exit(-1);
/****************************** """""""""" /
/+* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(1listen_sd,
SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);
}

/*************************************************/
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/* Bind the socket */
/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
}
[ ok ko ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok HHKAKF KA KA AR KK AR *%/
/* Set the listen back log */

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Inform the user that the server is ready */

/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection =*/
/*************************************************/
for (i=0; i < num; i++)

[ Fkkdkk ok ke kk ok deokkok Kok kok ok ok ok ok ko kkkxrhhhhhh kKR **A *%/

/* Wait for an incoming connection */

/**********************************************/

printf("Interation: %d\n", i+1);

printf(" waiting on accept()\n");

accept_sd = accept(listen_sd, NULL, NULL);

if (accept_sd < 0)

perror("accept() failed");
close(listen_sd);
exit(-1);

printf(" accept completed successfully\n");

/ """ kkhkkhkhkkhhkkhhkhk **************************/

/* Receive a message from the client */
/**********************************************/

printf(" wait for client to send us a message\n");

rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");

close(listen_sd);

close(accept_sd);

exit(-1);

printf(" <%s>\n", buffer);
/**********************************************/

/* Echo the data back to the client */

/**********************************************/
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}

printf(" echo it back\n");

len = rc;

rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)

perror("send() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Close down the incoming connection */
/**********************************************/
close(accept_sd);

}

/*************************************************/

/* Close down the Tisten socket */
/*************************************************/

close(listen_sd);
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IOHLICK> T 7O A 2ER LT,

1.

(O8]

BSOS, SEEET Yy MR TERLET. AF—hAZ R, 2OV Y hOEDEK
INET (f > —%v bh-70R2)) YRLA - T773IU—& TCP +T > AHR— K (SOCK_STREAM)
EHHTHIEHRLET.

Uy NIRRT AMER & N, BIKAS Ay N OEE L ERELET,

listen(] IC& D . B N—DHEZ T T > MEREZTIANSGND LSV ET,

H—N—Id, HREEHEREZTIANS DK BIScZ ML £, accept) MO LI, 3
FHEORZHEL T, BRI 70y 7 LET.

. bpawn(] %2, BHEEREZUETZT—H— - D3 TONTA—F—2IWHRELET. ZOHT

W FiEEROY ry RLihFF 7 07 I AQRBF 0 1Ty TEINET,
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6. ZOHITIEZ., &=FD BRI listen V7w hitid 7227 O0—ALFET, 2 HHD close () X
HUIZ, 2 ANy EKTLET,

I bDARNY D T70—: spawn() IZE> THERINDEZT—h—--TaT

Mgil: D—h—+2aTNTF—F - NwIT7y—2ZETEHLDICT D) TE. UFOBEKIFRHL DT —
rUAERGEHLET.

1. == spawn() BISIEOHE NS &, BSOS GG 5 T — Y 2 ZIELET

2. BIRS, 7547 > NeTF—F Z%DRLET,

3. BSOS, spawn SN2 —H— - D3 TERTLET,

Bil: spawn() 2T BY—N—21EKTS: LIFOHITIE. spawn() API ZHL T, 7otz ans
VA y R FEMAT 57T O RABERT 2 H1EERLTWET, I— RFADOHEHICOVWTIE. [[2—
[ROERREE®R) 2B T EIN,
/**************************************************************************/

/* Application creates an child process using spawn(). */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char =*spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in  addr;

/*************************************************/

/* If an argument was specified, use it to */
/% control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */

Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{
perror("socket() failed");
exit(-1);
}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));
if (rc < 0)
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{
perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons (SERVER_PORT);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
rc = bind(listen_sd,
(struct sockaddr x)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
}
JEXTET S kK xF I IR hKhhhF kI I h* kKK H % *kKxrhhhhhh AR *K*A *%/
/* Set the listen back log */

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Inform the user that the server is ready */

/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection =*/
/*************************************************/

for (i=0; i < num; i++)

/ """ *hkkkhkrhkhkkhhkhhhkhhrhhrk *******************/
/* Wait for an incoming connection */

/**********************************************/
printf("Interation: %d\n", i+1);

printf(" waiting on accept()\n");

accept_sd = accept(listen_sd, NULL, NULL);

if (accept_sd < 0)

{

perror("accept() failed");
close(listen_sd);
exit(-1);

printf(" accept completed successfully\n");

/ """ *khkkkkhkkhkkkhk **************************/
/* Initialize the spawn parameters */
/* */
/* The socket descriptor for the new */
/* connection is mapped over to descriptor 0 =x/
/* in the child program. */

/**********************************************/
memset (&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
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spawn_envp[0] = NULL;

spawn_fdmap[0] = accept_sd;

/********** """"""""" *******************/
/* Create the worker job */

/**********************************************/
printf(" creating worker job\n");
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR1.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

printf(" spawn completed successfully\n");

/**********************************************/

/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/*************************** """""""""" /

close(accept_sd);

}

/*************************************************/

/* Close down the Tisten socket */
/*************************************************/

close(listen_sd);
}
Vary MR FEERAL TTO v RAE2ETT2H 2T - OV I L8200 TR, El: 7—H— -2 a7
T —% - N T 7 —%ZETEHEIICTD) 2L T EZIN,

Bl: D—Hh— - TaTNF—% - NwIT7y—%&ZETELLICTS: ZOHIIE. T—H—--TaTN
DIAT R TaTdne T —4% Ny T r7y—&ZTWAH5LIICL. INEZOEERTHOI— RNE
FNTVET, A—RFIOFHICONTIE. [O—FRoEidFEER 22 T30,

/**************************************************************************/

/* Worker job that receives and echoes back a data buffer to a client */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char =*argv[])
{

int rc, len;

int sockfd;

char  buffer[80];

/*************************************************/
/* The descriptor for the incoming connection is */
/* passed to this worker job as a descriptor 0. =*/
/*************************************************/

sockfd = 0;

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(sockfd, buffer, sizeof(buffer), 0);

if (rc <= 0)
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perror("recv() failed");
close(sockfd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");

len = rc;

rc = send(sockfd, buffer, len, 0);
if (rc <= 0)

{

perror("send() failed");
close(sockfd);
exit(-1);

1

/*************************************************/

/* Close down the incoming connection */
/*************************************************/

close(sockfd);

}

fl: ZOELABTORBEFORIFEL

BE [recvmsg()] OHITIE. ZNS5D APL 2 L THRE#EHIZN > RILTHEIITH—N
— - IO I LEREFT DHEERLTWET, Y= N—fEIN2E, T—H— - PaTdoT—)L &k
RLET. TNSDOFEFEID LTINS (spawn SN2) T—H— - Pa Tk, LENECDETHELE
T VIAT 2R DaTMY—N—lEHTZE, U—N—3T—H— - 2a 7D 1 DICEEEEH
VLET,

IFOIIE, AT L7 sendmsg() BEU reevmsg() Y —/N\N—KGH 2 AT SR —/N—, T—H—,
BEIRXTIAT b - PaTdhNeEd b HiEERLTWET,
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W COROY AT 2 MBSO TIE. L T ST 7 M) 28RL T EE 0,

Server J—Hh— PIATFT
socket ()
|
bind { )
.
listen ()
socketpair ( )
* A Rt
For (1 to n) socketpair () T
Spawn fEREhi=C & socket ()
l‘ FHEIF S
1henET
*II:F}] E:F:igm . connect { )
sendmsg () *={recvmsg |
1 i L
close () recv () | send ()
] | !
close () send () = recv()
r ¥
close () close ()

Vry bOANY EOT0O—: sendmsg() BEU recvmsg() BIKZ NS %Y —N—

IRV 7y MIECH L O —4 > Ad,. IO ER>TWET, ZhudFE~, v—N—LT—H—Df

OBBOFHE D> TWET, TNZTNOT7O0—I121d. BED API OEH EOEZEADY > NEEN

TWET., BED API OFHICET 2F#MAMHZSIRT 572012, IN6DY 7 EFHTEET,

ME: sendmsg) BEN recvmsg() THEAT B —N—- 707 I 4 TIE. LAFOV 7y MIEFRHL 248

LT, sendmsg() BEN recvmsg() BIEKIFNH LICK > THF 7O A Z/ERL £

1. BISAS, SR ERTY Y MR FERLET, AF—hAZ ML, ZOVT Y hOE®DIC
INET (f > —%v bh-7O0RI)) YRLA - T773I—& TCP hT > AHR—F (SOCK_STREAM)
AT HZEHRUET,

2. V7w MR TAMER S Nk, BSOS 7w b OEA S EREL £

3. listen( I2L D, H—N—DEEV ITA47 > MERZZITANSNSEIDITRDET,
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~

) BIEUN, —xf®D UNIX =%V T L 7y FZEERL E9, H—/V—I3 |socketpair()
API ZHL T, —x® AF_UNIX V7 v NZEERTHZENTEET,

5. BER, BREEREUHTLZIT—H— - PaTONTA—F—2FHRELXT. ZOHDHE
&, ERR S N2 F2 a 713, socketpair() IZL > TERS NV 7y Midid F2E L £9°,

6. H—N—id. FEEHREREZFAND=DIC [accept(] BIKZEMMALET,  accept) PN LIZ, #
EEmEHEL T BRICTOYy 7 LET,

7. BIRODS, EfEHE T —A— 2370 1 DICERELET, T7O0RRE. BE%L

&k TEREZITANE T, H—/N—2 sendmsg() ZIFNHL7zEE, T2 a TIHEERETITH D

FH A,

8. ZOHITIX. RO B, ZFANEY Ay hE7O0—ZLET. 2 ZBHO dose () U
Ui, listen V7w hEKTLET,

Iy bDANY EOT70—: recvmsg() ZEHTHTI—h—-TaT
M5l: sendmsg ) BEL recvmsg O THHTZT—H— - 707 I A TiE. L FOBEKIFNHEL O —
T AREHLUET,
I B=N—DHiEZT AN, ZOV Ty Nk T2 T—H— - 23 TITET L, BN FTIR
TZEZELET, ZOFDOHE. reevmsg() BIEIL, T —N—DNiRFZEEFTLETHEL ET.
2. BN, 7947 > M7 —5 &% ELET,
3. BN, 7947 > MIT—42%0DIRLET,
4, BSOS, U—H— - PaTEKTLET,

#il: sendmsg() BE Y recvmsg() THHATZH—N— - TOF T L: LLTOHITIL, sendmsg() API % ff

ALTU—H— - 2aTdOT—I)VEERT D HEEZRLTWET, ZOFITHEATESHEI ST b -
PadDaA—REFOHFIZONWTIE. 0 WHZ 147 > M 28BLT<EZ3IWn, a— RFAOHERIZD
WTIE, M- FoREFEER 221 T30,

/**************************************************************************/
/* Server example that uses sendmsg() to create worker jobs */
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int server_sd, worker_sd, pair_sd[2];
int spawn_fdmap[1];
char =*spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct msghdr msg;
struct sockaddr_in  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else
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num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive  */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{

perror("socket() failed");

exit(-1);

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));

if (rc < 0)
{

perror("bind() failed");

close(listen_sd);

exit(-1);
/*************************************************/
/* Set the listen back log */

/*************************************************/
rc = 1isten(1isten_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Create a pair of UNIX datagram sockets */

/*************************************************/
rc = socketpair(AF_UNIX, SOCK DGRAM, 0, pair_sd);
if (rc !'= 0)
{
perror("socketpair() failed");
close(listen_sd);
exit(-1);
1
server_sd = pair_sd[0];
worker_sd = pair_sd[1];

/*************************************************/
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/* Initialize parms prior to entering for lToop =/

/* */
/* The worker socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));

spawn_argv[0] = NULL;

spawn_envp[0] NULL;

spawn_fdmap[0] = worker_sd;

/ """"" ER R R R R R R R R R R **************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR2.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(server_sd);
close(worker_sd);
exit(-1);

printf(" Worker = %d\n", pid);
}

/*************************************************/
/* Close down the worker side of the socketpair =/
/*************************************************/

close(worker_sd);

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)

{

/**********************************************/

/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{
perror("accept() failed");
close(listen_sd);
close(server_sd);
exit(-1);
1

printf(" accept completed successfully\n");

/**********************************************/

/* Initialize message header structure */
[HFEEEEKIEKERFERFRKERFEK KK AR *hkhkkhkhkkhkkk kA *%/

memset (&msg, 0, sizeof(msg));

/**********************************************/
/* We are not sending any data so we do not */
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/* need to set either of the msg iov fields. =/
/* The memset of the message header structure x/
/* will set the msg_iov pointer to NULL and =*/
/* it will set the msg_iovent field to 0. */

/**********************************************/

/**********************************************/

/* The only fields in the message header */
/* structure that need to be filled in are */
/* the msg_accrights fields. */
/********** """"""""" *******************/
msg.msg_accrights = (char *)&accept_sd;

msg.msg_accrightslen = sizeof(accept_sd);

/**********************************************/
/* Give the incoming connection to one of the */

/* worker jobs. */
/* */
/* NOTE: We do not know which worker job will */
/* get this inbound connection. */

/**********************************************/
rc = sendmsg(server_sd, &msg, 0);
if (rc <0)
{
perror("sendmsg() failed");
close(listen_sd);
close(accept_sd);
close(server_sd);
exit(-1);
}

printf(" sendmsg completed successfully\n");

/**********************************************/

/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/

close(accept_sd);

/*************************************************/
/% Close down the server and listen sockets */

/*************************************************/

close(server_sd);
close(listen_sd);

}

#i: sendmsg() BE Y recvmsg() THHATZHU—h— - TOF I h: LLTFOHITIE, recvmsg() API 7 T
A7>h - PadEERLTY—H— - 2aTdEZETHHEEZRLTVWET, I— RFEADFEHICTONT
3. MO—FRoFizaEEM 22RLTIZS0N,

/**************************************************************************/
/* Worker job that uses the recvmsg to process client requests x/
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])
{
int rc, len;
int worker_sd, pass_sd;
char  buffer[80];
struct iovec  iov[1];
struct msghdr msg;

/*************************************************/
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/* One of the socket descriptors that was */
/* returned by socketpair(), is passed to this */
/* worker job as descriptor 0. */
/ """"" *khkkkkhkkhkkkhk **************************/

worker_sd = 0;

/*************************************************/
/* Initialize message header structure */
/*************************************************/
memset (&msg, 0, sizeof(msg));
memset (iov, 0, sizeof(iov));

/*************************************************/
/* The recvmsg() call will NOT block unless a */
/* non-zero length data buffer is specified */
[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/
iov[0].iov_base = buffer;

jov[0].iov_len = sizeof(buffer);

msg.msg_iov = jov;

msg.msg_iovlen 1;

/*************************************************/

/* Fill in the msg_accrights fields so that we =/

/* can receive the descriptor */
/*************************************************/
msg.msg_accrights = (char *)&pass_sd;

msg.msg_accrightslen = sizeof(pass_sd);
/*************************************************/
/* Wait for the descriptor to arrive */
/*************************************************/
printf("Waiting on recvmsg\n");

rc = recvmsg(worker_sd, &msg, 0);

if (rc < 0)

{

perror("recvmsg() failed");
close(worker_sd);
exit(-1);

1

else if (msg.msg_accrightslen <= 0)

printf("Descriptor was not received\n");
close(worker_sd);
exit(-1);

}

else

printf("Received descriptor = %d\n", pass_sd);

/ """"" ER R R R R R R R R **************************/
eceive a message from the clien

/* R f the client */

/*************************************************/

printf("Wait for client to send us a message\n");

rc = recv(pass_sd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/
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printf("Echo it back\n");

len = rc;
rc = send(pass_sd, buffer, len, 0);
if (rc <= 0)

perror("send() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

1

/*************************************************/

/* Close down the descriptors */
/*************************************************/

close(worker_sd);
close(pass_sd);

}

fll: BB D accept() APl ZfERAUL/=BEEXRD/N\ FIV

LR oflTi. B EFINEMHAT DY —N— - 7OV T L %F LT, HEEREREN>

RUZ T2/ EEZRLTNET., HED accept() T—N—72RENT 2L, @EEBD

BLY ZEITLET. TNNBT—H— - 2adOT—IVZEKRL. ThThoT—H—- a7
IZ listen V7 v b2 ZFET, TNETNDOEED accept() 77— —IL. accept() ZIFNHL ET,

DIFOIE. AT LINERD aceept() T —/N\N—&Gt &M HT BB, U—N—, T—Hh—, BLXUOY I
AT R DaTdNEDEDITHEFET DN ERLTVET,

#: CORDY Z147 2 MBI OVWTIE, B HHZ FA4 7 > M 22U TLZS 0,
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I bDARNY O TO—: EHEOD accept) ZHEHTHTI—h— - TaT

M. EED accept) HDOT—FH— a7l Tid. AFOREKENH LD —7 > 2 &2 FHLET,

1. Y=N—WTU—H— 3T % spawn L7zt&. TDT—H— 37T listen V7 v Mtk 748, O
XURFENT A= =L LTHEINET, BSOS, IR0 T4 7 > Mk EREL 7,

2. freev(] BSOS, 2547 2 R BF—F EZEL XY

3. BN, 7947 > N —4Z2%XDRLET,

4. BIRS, U—H1— - a3 TERTLET,

Bil: EED accept() T—H—+ TaT DT INVEEKRTEZEHOY—N— " TOFIFh: LLFOFITII.
BED accept) ETINEFHALT, V—H— - 2aTdz2T—)IVEERTDIHEEZRLTVWET, ZOHIT
HHTZHHE T4 7> b - Padoa—REGOFIIOVTIE. Wl WHZ 17 > N 28T
<EIW, I—REOFERIZOVWTIE, [O— ROFGTFEERI 22BLTIEI N,
/**************************************************************************/

/* Server example creates a pool of worker jobs with multiple accept() x/
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, num, pid, rc, on = 1;
int Tisten_sd, accept_sd;
int spawn_fdmap[1];
char =*spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in  addr;

/+* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);

if (1isten_sd < 0)

{

perror("socket() failed");

exit(-1);
1
/*************************************************/
/* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(Tisten_sd,

SOL_SOCKET, SO_REUSEADDR,

(char =)&on, sizeof(on));
if (rc < 0)
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{

perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(listen_sd,
(struct sockaddr x)&addr, sizeof(addr));

if (rc < 0)
{

perror("bind() failed");

close(listen_sd);

exit(-1);
}
JEXTET S kK xF I IR hKhhhF kI I h* kKK H % *kKxrhhhhhh AR *K*A *%/
/* Set the listen back log */

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);
exit(-1);

1

/*************************************************/
/* Initialize parms prior to entering for loop */

/* */
/* The Tisten socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));

spawn_argv[0] NULL;

spawn_envp[0] NULL;

spawn_fdmap[0] = Tisten_sd;

/*************************************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");

for (i=0; i < num; i++)

{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR4.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{
perror("spawn() failed");
close(listen_sd);
exit(-1);
1
printf(" Worker = %d\n", pid);
1
[ Fk K dkk ok dkk ok ke ok ok ke ok k ok k ok k ok kR *kxxrhhhhh kAR **A *%/
/* Inform the user that the server is ready */

/*************************************************/
printf("The server is ready\n");
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/*************************************************/

/* Close down the listening socket */
/*************************************************/

close(listen_sd);

}

Bil: BEED accept) DT —H— - TaT: LITOHNIL. EED accept() API NT—H— - Pa T &%
L. accept) F—/N—ZIFNHTHIEIIOWTRLET., I— READOHEHIZOVWTIE, [O— RoKidH
EBRLTLES W,

/**************************************************************************/
/* Worker job uses multiple accept() to handle incoming client connections=*/
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])

{
int rc, len;
int listen_sd, accept_sd;
char  buffer[80];

/*************************************************/

/* The listen socket descriptor is passed to */
/* this worker job as a command line parameter */
/*************************************************/

listen_sd = 0;

/*************************************************l
/* Wait for an incoming connection */
/*************************************************/
printf("Waiting on accept()\n");

accept_sd = accept(listen_sd, NULL, NULL);

if (accept_sd < 0)

{

perror("accept() failed");
close(listen_sd);
exit(-1);

printf("Accept completed successfully\n");

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");

close(listen_sd);

close(accept_sd);

exit(-1);

1
printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");

len = rc;

rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)

{

perror("send() failed");
close(listen_sd);
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close(accept_sd);
exit(-1);
1

/*************************************************/

/* Close down the descriptors */
/*************************************************/

close(listen_sd);
close(accept_sd);

}

Gl: SRR S47 >k

DIFOa— RNz, HEZ 547> b« 2adoad—RNGENTWET, V77347 >k - 2aTid,
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/**************************************************************************/
/* Generic client example is used with connection-oriented server designs */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
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#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])
{
int len, rc;
int sockfd;
char  send buf[80];
char  recv_buf[80];
struct sockaddr_in  addr;

/*************************************************/

/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket");

exit(-1);
1

/*************************************************/

/* Initialize the socket address structure */
/*************************************************/
memset (&addr, 0, sizeof(addr));

addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,
(struct sockaddr x)&addr,
sizeof(struct sockaddr_in));
if (rc < 0)
{
perror("connect");
close(sockfd);
exit(-1);
}

printf("Connect completed.\n");

/*************************************************/
/* Enter data buffer that is to be sent */
/*************************************************/
printf("Enter message to be sent:\n");
gets(send_buf);

/*************************************************/
/* Send data buffer to the worker job */
/*************************************************/
Ten = send(sockfd, send buf, strlen(send buf) + 1, 0);
if (len != strlen(send_buf) + 1)
{

perror("send");

close(sockfd);

exit(-1);

printf("%d bytes sent\n", len);
/*************************************************/

/* Receive data buffer from the worker job */
/*************************************************/

Ten = recv(sockfd, recv_buf, sizeof(recv_buf), 0);
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if (Ten != strlen(send_buf) + 1)
{
perror("recv");
close(sockfd);
exit(-1);
1

printf("%d bytes received\n", len);

/*************************************************/

/* Close down the socket */
/ """"" ER R R R R R R R R R R **************************/

close(sockfd);

}
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "gsoasync.h"
#define BufferLength 80
#define Failure 0
#define Success 1
#define SERVPORT 12345

void *workerThread(void =*arg);

/*
/*
/*
/*
/*
/*
/*
/*

"""" ***"""'"""'"""'***"""'"""""""***"""'*/
*/

Function Name: main */
*/

Descriptive Name: Master thread will establish a client */
connection and hand processing responsibility */

to a worker thread. */
Note: Due to the thread attribute of this program, spawn() must =/
be used to invoke. */

/********************************************************************/

int main()

int Tisten_sd, client_sd, rc;
int on =1, ioCompPort;
pthread t thr;

void *status;

char buffer[BufferLength];
struct sockaddr_in serveraddr;
Qso_OverlappedIO_t joStruct;
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/*********************************************/
/* Create an I/0 completion port for this */
/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
exit(-1);

}

/*********************************************/
/* Create a worker thread to */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =*/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread,
&ioCompPort);

if (rc < 0)

{
perror("pthread create() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
}
[k gk gk ok ok ok Kk ok ok ok ok ok kkkxrhhhhhhkrr*hhh KK kk /
/* Create an AF_INET stream socket to receive*/
/* incoming connections on */

/*********************************************/

if ((1isten_sd = socket(AF_INET, SOCK_STREAM, 0)) < 0)

perror("socket() failed");
QsoDestroyIOCompletionPort (ioCompPort);
exit(-1);

1

/*********************************************/
/* Allow socket descriptor to be reuseable */
/*********************************************/
if ((rc = setsockopt(listen_sd, SOL_SOCKET,

SO_REUSEADDR,

(char *)&on,

sizeof(on))) < 0)

perror("setsockopt() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
/*********************************************/
/* bind the socket */

/*********************************************/

memset (&serveraddr, 0x00, sizeof(struct sockaddr_in));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons (SERVPORT) ;
serveraddr.sin_addr.s_addr hton1 (INADDR_ANY);

if ((rc = bind(Tisten_sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr))) < 0)

{
perror("bind() failed");

iSeries: Vv k- 7Ors53I27



/*

QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
/*********************************************/
/* Set listen backlog x/

/*********************************************/
if ((rc = listen(listen_sd, 10)) < 0)
{
perror("listen() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);
1

printf("Waiting for client connection.\n");
/*********************************************/

/* accept an incoming client connection. */
/*********************************************/

if ((client_sd = accept(listen_sd, (struct sockaddr *)NULL,

NULL)) < 0)
{
perror("accept() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);
1

/*********************************************/
/* Issue QsoStartRecv() to receive client */

/* request. */
/* Note: */
/* postFlag == on denoting request should */
/* posted to the I/0 */
/* completion port, even if %/
/* if request is immediately =/
/* available. Worker thread =/
/* will process client */
/* request. */

/*********************************************/

/ """ kkkhkkkhkhkkhhkkkhkkhhkhkh% *******************/
/* initialize Qso_OverlappedIO_t structure - =*/
/* reserved fields must be hex 00's. */

/*********************************************/
memset (&ioStruct, '\0', sizeof(ioStruct));

ioStruct.buffer = buffer;
ioStruct.bufferLength = sizeof(buffer);

/*********************************************/
/* Store the client descriptor in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
to address more extensive client */

/* connection state if needed. */
[ kK gk d ok kk ke kkk ok ok ko k ok k ok *kKxrhhhhh kAR *K*A *%/

*((int*)&ioStruct.descriptorHandle) = client_sd;
ioStruct.postFlag = 1;
ioStruct.fillBuffer = 0;
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}

rc = QsoStartRecv(client_sd, ioCompPort, &ioStruct)
if (rc == -1)
{
perror("QsoStartRecv() failed");
QsoDestroyI0CompletionPort (ioCompPort);
close(listen_sd);
close(client_sd);

exit(-1);
/*********************************************/
/* close the server's listening socket. */

/*********************************************/
close(listen_sd);

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************l

rc = pthread_join(thr, &status);

QsoDestroyIOCompletionPort (ioCompPort);
if (rc == 0 && (rc = __INT(status)) == Success)
{
printf("Success.\n");
exit(0);
!
else
{
perror("pthread _join() reported failure");
exit(-1);
}

/* end workerThread */

R R R AR R ST Kk kkkkhk Kk *xkk [
/* */
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */

/********************************************************************/
void *workerThread(void *arg)

{

116

struct timeval waitTime;

int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;

int rc, tID;

pthread_t thr;

pthread_id np t t_id;

t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;

/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. x/
/*********************************************/
ioCompPort = *(int *)arg;

/*********************************************/

/* Wait on the supplied I/0 completion port =*/
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;

rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if (rc == 1 && ioStruct.returnValue != -1)
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/*********************************************/

/* Client request has been received. */
/*********************************************/

else

{
printf("QsoWaitForIOCompletion() or QsoStartRecv() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartRecv() failed");
return _ VOID(Failure);

1

/*********************************************/
/* Obtain the socket descriptor associated */

/* with the client connection. */
/*********************************************/

clientfd = x((int *) &ioStruct.descriptorHandle);

/*********************************************/

/* Echo the data back to the client. */
/* Note: postFlag == 0. If write completes */
/* immediate then indication will be */
/* returned, otherwise once the */
/* write is performed the I/0 Completion */
/* port will be posted. */

/*********************************************/
ioStruct.postFlag = 0;

ioStruct.bufferLength = ioStruct.returnValue;

rc = QsoStartSend(clientfd, ioCompPort, &ioStruct);

if (rc == 0)
/*********************************************/

/* Operation complete - data has been sent. */
/*********************************************/

else

{

[ Fkkdkk ok ke kk ok ok kok Kok kok ok ok ok ok kh *kkxrhhhhhk kxR **A */
/* Two possibilities */
/* rc == - */
/* Error on function call */
/* rc == 1 */
/* Write could not be immediately */
/* performed. Once complete, the I1/0 */
/* completion port will be posted. */

/*********************************************/
if (rc == -1)

printf("QsoStartSend() failed.\n");
perror("QsoStartSend() failed");
close(clientfd);

return _ VOID(Failure);

}

/*********************************************/
/* Wait for operation to complete. */
/*********************************************/
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Send sucessful. */

/*********************************************/

else

{
printf("QsoWaitForIOCompletion() or QsoStartSend() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartSend() failed");
return _ VOID(Failure);
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}
}
close(clientfd);
return __VOID(Success);
} /* end workerThread =/
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GSK Asyncronous Server Program using Application Id*/

"IBM grants you a nonexclusive copyright license */
to use all programming code examples from which */
you can generate similar function tailored to your */

own specific needs. */
*/
A11 sample code is provided by IBM for illustrative*/
purposes only. These examples have not been */
thoroughly tested under all conditions. IBM, */
therefore, cannot guarantee or imply reliability, =x/
serviceability, or function of these programs. */
*
/

A11 programs contained herein are provided to you =*/
"AS IS" without any warranties of any kind. The */

implied warranties of non-infringement, */
merchantability and fitness for a particular */
purpose are expressly disclaimed. " */

Assummes that application id is already registered */

and a certificate has been associated with the */
application id. */
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(PROG/GSKSERVa) */

SRCFILE(PROG/CSRC) */

SRCMBR (GSKSERVa) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl1.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define MULTI THREADED

#include "pthread.h"
#include "gsoasync.h"
#define Failure 0
#define Success 1
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#define TRUE 1
#define FALSE 0

void *workerThread(void =*arg);
/********************************************************************/

/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must =/
/* be used to invoke. */
/**************** """"""""" khkkkhkhkrhhkhkhhkhhhhhrhhrk ***********/
int main(void)

{

gsk_handle my_env_handle=NULL; /* secure environment handle x/

gsk_handle my session_handle=NULL; /* secure session handle */

struct sockaddr_in address;

int buf_len, on =1, rc = 0;

int sd = -1, 1sd = -1, al = -1, ioCompPort = -1;
int successFlag = FALSE;

char buff[1024];

pthread_t thr;

void *status;

Qso_OverlappedIO t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */
/* Toop so that clean up can happen at end */
/*********************************************/
do

/*********************************************/

/* Create an I/0 completion port for this */

/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)

{
perror("QsoCreateIOCompletionPort() failed");

break;

1

/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =*/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc <0)
{
perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
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rc = gsk_attribute_set_buffer(my_env_handle,
GSK_05400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)

printf("gsk_attribute_set buffer() failed with rc = %d & errno = %d.\n"
,rC,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* set this side as the server x/

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER SESSION);

if (rc = GSK_OK)

printf("gsk_attribute_set _enum() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled =/
/* We will disable SSL_V2 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc 1= GSK_OK)

printf("gsk _attribute_set _enum() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;
}
/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set buffer(my_env_handle,

GSK_V3_CIPHER SPECS,
"5", 7% SSL_RSA WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)

printf("gsk_attribute_set_buffer() failed with rc = %d & errno = %d.\n"
,rC,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* Initialize the secure environment x/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc = GSK_OK)
{
printf("gsk_environment_init() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
1sd = socket(AF_INET, SOCK_STREAM, 0);
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if (1sd < 0)

{
perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char *)&on,
sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
break;

}

/* bind to the Tocal server address =*/

memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;

address.sin_port = 13333;

address.sin_addr.s_addr = 0;

rc = bind(Tsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)

perror("bind() failed");
break;

}

/* enable the socket for incoming client connections */
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection */
al = sizeof(address);
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)

{
printf("gsk_attribute_set _numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
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break;

}

/* initiate the SSL handshake x/
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_init() failed with rc =
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
/*********************************************/
/* Issue gsk_secure_soc_startRecv() to */
/* receive client request. */
/* Note: */

/* postFlag == on denoting request should */
/* posted to the I/0 completion port, even =/

/* if request is immediately available. */
/* Worker thread will process client request.x*/
[ xR s ok 5 ok ok ok o ok ok o ok ok ok o ok ok ok o ok sk e o o ok ok ok ok ok ok ok /

/*********************************************/
/* initialize Qso_OverlappedI0_t structure - */
/* reserved fields must be hex 00's. */
/*********************************************/
memset (&ioStruct, '\0', sizeof(ioStruct));
memset ((char =) buff, 0, sizeof(buff));
ioStruct.buffer = buff;

joStruct.bufferLength = sizeof(buff);

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */

/*********************************************/
joStruct.descriptorHandle = my session_handle;
ioStruct.postFlag = 1;

ioStruct.fil1Buffer = 0;

rc = gsk_secure_soc_startRecv(my_session_handle,
ioCompPort,
&ioStruct);

if (rc != GSK_AS400_ASYNCHRONOUS_RECV)

{

printf("gsk_secure_soc_startRecv() rc = %d & errno
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/*********************************************/
/* This is where the server could Toop back =*/

/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/

rc = pthread_join(thr, &status);

%d.\n",rc,errno);
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/* check status of the worker =/
if (rc == 0 && (rc = __INT(status)) == Success)
{
printf("Success.\n");
successFlag = TRUE;
1
else

{

perror("pthread join() reported failure");
} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the Tistening socket =/
if (1sd > -1)

close(1sd);
/* close the accepted socket */
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)
QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)

exit(0);
else

exit(-1);
}
/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could =*/
/* be made responsible for the clientfd and session_handle. =/

/********************************************************************/
void *workerThread(void *arg)
{
struct timeval waitTime;
int ioCompPort = -1, clientfd = -1;
Qso_OverlappedIO_t joStruct;
int rc, tID;
int amtWritten;
gsk_handle client_session_handle = NULL;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* 1/0 completion port is passed to this x/
/* routine. x/
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/

/* Wait on the supplied I/0 completion port =/

126  iSeries: YAy b - 7OV SI2T



/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&
(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTRECV))

/*********************************************/

/* Client request has been received. */
/ """" *khkkkkhkkhkkkhk ***********************/

perror("QsoWaitForIOCompletion()/gsk secure_soc_startRecv() failed");
printf("ioStruct.returnValue = %d.\n", ioStruct.returnValue);
return _ VOID(Failure);

1

/* write results to screen */

printf("gsk_secure_soc_startRecv() received %d bytes, here they are:\n",
joStruct.secureDataTransferSize);

printf("%s\n",ioStruct.buffer);

/*********************************************/
/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
rc = gsk_attribute_get numeric_value(client_session_handle,
GSK_FD,
&clientfd);
if (rc != GSK_OK)
{
printf("gsk _attribute get numeric_value() rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
}

/* send the message to the client using the secure session */
amtWritten = 0;
rc = gsk_secure_soc_write(client_session_handle,
ioStruct.buffer,
ioStruct.secureDataTransferSize,
&amtWritten);
if (amtWritten != ioStruct.secureDataTransferSize)
{
if (rc != GSK_0K)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
return _ VOID(Failure);
}
1

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
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printf("%s\n",ioStruct.buffer);

return _ VOID(Success);
} /* end workerThread =/
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GSK Asyncronous Server Program using Application Id*/
and gsk_secure_soc_startInit() */

Assummes that application id is already registered */

and a certificate has been associated with the */
application id. */
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(MYLIB/GSKSERVSI) */

SRCFILE(MYLIB/CSRC) */

SRCMBR(GSKSERVST) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl1.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "gsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1

#define FALSE 0

void *workerThread(void =*arg);
/********************************************************************/

/*
/*
/*
/*
/*

Descriptive Name: Master thread will establish a client
connection and hand processing responsibility

to a worker thread.

Note: Due to the thread attribute of this program, spawn() must
be used to invoke.

*/
*/
*/
*/
*/

/********************************************************************/
int main(void)

{
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gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle x/

struct sockaddr_in address;

int buf_Tlen, on =1, rc = 0;

int sd = -1, 1sd = -1, al, ioCompPort = -1;
int successFlag = FALSE;

pthread_t thr;

void *status;

Qso_OverlappedIO t ioStruct;

/*********************************************/

/* Issue all of the command in a do/while */
/* Toop so that clean up can happen at end */
/*********************************************/

do
{

/*********************************************/

/* Create an I/0 completion port for this */

/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)

{
perror("QsoCreateIOCompletionPort() failed");

break;
1
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{
perror("pthread create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
printf("gsk_environment_open()\n");
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK _OK)
{
printf("gsk_environment open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_SERVER_APP",
13);
if (rc 1= GSK_OK)
{
printf("gsk attribute_set buffer() failed with rc = %d and errno = %d.\n"
,rC,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
break;

}
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/* set this side as the server */

rc = errno = 0;

rc = gsk_attribute_set _enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)
{
printf("gsk _attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;
}
/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled =/
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set _enum(my_env_handle,

GSK_PROTOCOL_SSLVZ,
GSK_PROTOCOL_SSLV2_OFF);
if (rc != GSK_OK)

printf("gsk _attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;
}
/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"@5", 7% SSL_RSA_WITH RC4 128 SHA */
2);
if (rc != GSK_OK)
{
printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n"
,rC,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment =*/
rc = errno = 0;
printf("gsk_environment_init()\n");

rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)

printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* initialize a socket to be used for listening */
printf("socket()\n");
1sd = socket(AF_INET, SOCK STREAM, 0);
if (1sd < 0)
{
perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char *)&on,
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sizeof(on));
if (rc <0)
{
perror("setsockopt() failed");
break;

}

/* bind to the Tocal server address =*/
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
printf("bind()\n");
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");

break;

}

/* enable the socket for incoming client connections =*/
printf("listen()\n");
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection x/
al = sizeof(address);
printf("accept()\n");
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
printf("gsk_secure_soc_open()\n");
rc = gsk_secure_soc_open(my_env_handle, &my session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)

{
printf("gsk_attribute_set _numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
/*********************************************/
/* Issue gsk_secure_soc_startInit() to */

/* process SSL Handshake flow asyncronously =*/
/*********************************************/
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/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/ """" kkkkhkkkhkhkkhkkkk ***********************/

memset (&ioStruct, '\0', sizeof(ioStruct));

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
[k K gk ke ko ke ko ke k ok ok ke kok ok k ok kR Kk Kx I IR hhhE IR KRR /

joStruct.descriptorHandle = my _session_handle;

/* initiate the SSL handshake =/
rc = errno = 0;
printf("gsk_secure_soc_startInit()\n");

rc = gsk_secure_soc_startInit(my_session_handle, ioCompPort, &ioStruct);

if (rc 1= GSK_05400_ASYNCHRONOUS_SOC_INIT)
{

printf("gsk_secure_soc_startInit() rc = %d and errno
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

else

printf("gsk_secure_soc_startInit got GSK_0S400_ASYNCHRONOUS_SOC_INIT\n");

/*********************************************/

/* This is where the server could Toop back =*/
/* to accept a new connection. */
/*********************************************/

JEZIET kK xx I IR Khhhhhkkxhhh kK Kk k kK xrhhhhhk kK * kA /
/* Wait for worker thread to finish */
/* processing client connection. */

/*********************************************/

rc = pthread_join(thr, &status);

/* check status of the worker =/
if (rc == 0 & (rc = __INT(status)) == Success)

printf("Success.\n");
printf("Success.\n");
successFlag = TRUE;

}

else
{

perror("pthread_join() reported failure");

}
} while(FALSE);

/* disable the SSL session */

if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */

if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the Tistening socket %/
if (1sd > -1)
close(1sd);

%d.\n",rc,errno);
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/* close the accepted socket x/
if (sd > -1)
close(sd);

/* destroy the completion port */
if (ioCompPort > -1)
QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)

exit(0);
exit(-1);
}
/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/% */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could =*/
/* be made responsible for the clientfd and session_handle. =*/

/********************************************************************/
void *workerThread(void *arg)
{
struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t joStruct;
int rc, tID;
int amtWritten, amtRead;
char buff[1024];
gsk_handle client_session_handle;
pthread_t thr;
pthread_id_np_t t_id;
t id = pthread_getthreadid np();
tID = t_id.intId.lo;
/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. */
/*********************************************/
joCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/0 completion port =/
/* for the SSL handshake to complete. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;

sleep(4);
printf("QsoWaitForIOCompletion()\n");
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc ==1) &&
(foStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTINIT))

/*********************************************/

/* SSL Handshake has completed. */
/************ """"""""" ****************/
else

{
printf("QsoWaitForIOCompletion()/gsk secure_soc_startInit() failed.\n");
printf("rc == %d, returnValue - %d, operationCompleted = %d\n",
rc, ioStruct.returnValue, ioStruct.operationCompleted);
perror("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed");
return _ VOID(Failure);
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/*********************************************/

/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/

client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
printf("gsk attribute get numeric_value()\n");
rc = gsk_attribute_get _numeric_value(client_session_handle,
GSK_FD,
&clientfd);
if (rc != GSK_OK)
{
printf("gsk_attribute_get_numeric_value() rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1
/* memset buffer to hex zeros =*/
memset ((char *) buff, 0, sizeof(buff));
amtRead = 0;
/* receive a message from the client using the secure session */
printf("gsk_secure_soc_read()\n");
rc = gsk_secure_soc_read(client_session_handle,
buff,
sizeof (buff),
&amtRead) ;

if (rc != GSK_0OK)

{
printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return;

1

/* write results to screen =*/

printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",
amtRead) ;

printf("%s\n",buff);

/* send the message to the client using the secure session */
amtWritten = 0;
printf("gsk_secure_soc_write()\n");
rc = gsk_secure_soc_write(client_session_handle,
buff,
amtRead,
&amtWritten);
if (amtWritten != amtRead)
{
if (rc != GSK_OK)
{
printf("gsk_secure _soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
1
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
return _ VOID(Failure);
1
}
/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buff);
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return _ VOID(Success);

}

/* end workerThread */

Gl: yO—=nN-tFa7 - Y—=IbFy b (GSKit) APl [C&>TEFa7 - 95347
FEWHILTS

LF@Oa— R - 3> 7)VIT, GSKit AP Z2#HT 27 547 > hOFlZRLET, I— REDOHEHIZDN
Tix, Ma—RoEaREEER) 22U TEZI 0N,

PUFDKIL. GSKit APl T2+ a7 - 759147 > MOBEEIEOSHL #RLTWET,
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GSK 754 TF

gsk_environment_open () I

gsk_attribute_set_buffer ()

*

gsk_attribute_set_enum ()

—

gsk_environment_init ()

*
socket ()

accept () - connect () I
gsk_secure_soc_open () I

gsk_attribute_set_numeric_value ()

gsk_secure soc startinit () ~@O
B (RN Fir—2) .
- gsk_secure_soc_init ()
gek_secura_soc_Inlt() ~d0

EH (FERMT— 7 2(E)

ask_secura_soc_read () ~@
B (R Kz —2) ,
- gsk_secure_soc_write ()
gsk secure soc startRecwy () ~30
BT (R T— 2 2iE)

gsk_secure_soc_write (| ——— s  gsk_secure_soc_read ()

*

gsk_secure_soc_close ()

*

gsk_environment_closea ()

*

close I
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Iy bOANY bOTO—: GSKit 7717 b

Zo7a—d, UFOY > - 77— a>To) 7y MEOHLERLTWET, TOTIA7 >
~DFlZE, |GSKit H—N—0Dfl B B JEFEIN R 2 —7ZHT 2 GSKit TF 27 - —)\|
EREICHRIL T ZE 0,

1.
2.

10.
11.
12.

/*

/*
/*
/*
/*
/*
/*

/*
/*
/*
/*

gsk_environment_open()l BE%AY, SSL BREADN R)ILZAFLET,

SSL RREEDBEMZHET 572D D gsk_attribute_set_xxxxx() ~ND 1 [AIEZIFERE ORI L, D7
< &%, GSK_0S400_APPLICATION_ID fl¥%7z1¥ GSK_KEYRING_FILE fEZET 572D D,
Esk_attribute_set_buffer()| ANDFEDH L, EBS5N—HDEDOHEHRELET,
GSK_OS400_APPLICATION_ID flizfif 3% Z &2 L £, |gsk_attribute_set_enum()| % {5 L
T, 7 U —2ar (547> bERIEY—/N—) D¥ 17 (GSK_SESSION_TYPE) b4 T %E L
TLE3 W,

. lesk_environment_initQ| ~NOMERNH L, ZOMOH LIZ. SSL 2T 5720 O Z OBRE: & Y&

L. COREEHALTETINDSTRTO SSL Ly a > HOD SSL Fa U5 —EREZREL
£7,

B oy MEGR T RIER L £, 20%. 7947 > M = N— 7T Ur—a>
BT D012, ERITLET,

losk_secure_soc_open()| B%2Y, ¥ a7 - v a HOARL =Y EATFL, BEOT 7 4L MA
EREL. RELTEFaY -y a ViCBELABEBIECHL THAT2HEDH D\ RIVER
LET,

lesk_attribute_set_numeric_value()| BI5(Y, BHEDVry hEZDOtFa7 - vy a 2REEMITE
ER

lesk_secure_soc_init()| BI%7Y, SSL IRER I N F a7 - vy a  icReasnzE@hz2EHL T, t
Fa7 - -tbwiaroxdiI—3 3 EERBICEBLET.

lgsk_secure_soc_write() BI%7Y, ¥ a7 - kv aldF—FET—T1— - AL v RICEZIAAE
ER

H: GSKit H—N—DHDHE., T DOREIL. [gsk_secure_soc_startRecv()| B Z5E T LT —H— -
ALy RIZHLTT—Fa2EZ AR LT, ERMOBDOZEIL. ETLE
[esk_secure_soc_startInit()| (2K L TEZAAET,

lesk_secure_soc_read()| BA¥2Y, tF o7 - vl alEHHL TAyE—2T—H— - ALy )

5%ZfELET,

lgsk_secure_soc_close()| BN, tF a7 - tv a2 &K TLET,

lesk_environment_close()| BI%7Y, SSL Bz~ o— XL £7,

BAEUN, Btk T L £,

GSK Client Program using Application Id */

This program assumes that the application id is */
already registered and a certificate has been */
associated with the appliciation id */

*/
No parameters, some comments and many hardcoded */
values to keep it short and simple */

use following command to create bound program: */
CRTBNDC PGM(MYLIB/GSKCLIENT) */
SRCFILE(MYLIB/CSRC) */
SRCMBR(GSKCLIENT) */

#include <stdio.h>
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#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define TRUE 1

#define FALSE 0

void main(void)

{
gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
int buf_len, rc =0, sd = -1;
int amtWritten, amtRead;

char buff1[1024];

char buff2[1024];

/* hardcoded IP address (change to make address were server program runs =*/
char addr[16] = "1.1.1.1";

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/**‘k**‘k‘k*"k‘k**‘k‘k*"k‘k**‘k‘k*"k‘k**‘k**‘k***‘k**‘k******‘k*/
do
{

/* open a gsk environment */

rc = errno = 0;

rc = gsk_environment_open(&my_env_handle);

if (rc != GSK_OK)

printf("gsk_environment _open() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* set the Application ID to use */

rc = errno = 0;

rc = gsk_attribute_set buffer(my_env_handle,
GSK_05400_APPLICATION_ID,
"MY_CLIENT APP",
13);

if (rc != GSK_0K)
{
printf("gsk_attribute_set buffer() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the client (this is the default =/

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_CLIENT_SESSION);

if (rc != GSK_0K)

printf("gsk _attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}
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/* by default SSL_V2, SSL V3, and TLS_V1 are enabled =/

/* We will disable SSL V2 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{
printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_V3_CIPHER SPECS,
"95", 7+ SSL_RSA_WITH_RC4_ 128 SHA */
2);
if (rc 1= GSK_OK)
{
printf("gsk _attribute set buffer() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment =/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
sd = socket(AF_INET, SOCK STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/* connect to the server using a set port number */
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc <0)
{
perror("connect() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
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printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_0OK)
{
printf("gsk attribute_set numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake x/
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_init() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* memset buffer to hex zeros =*/
memset ((char *) buffl, 0, sizeof(buffl));

/* send a message to the server using the secure session */
strcpy (buffl,"Test of gsk_secure_soc_write \n\n");

/* send the message to the client using the secure session */

buf len = strlen(buffl);

amtWritten = 0;

rc = gsk_secure_soc_write(my_session_handle, buffl, buf len, &amtWritten);
if (amtWritten != buf_len)

if (rc != GSK_OK)

{
printf("gsk _secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

else

{
printf("gsk_secure_soc_write() did not write all data.\n");
break;

}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buffl);

/* memset buffer to hex zeros =/
memset ((char *) buff2, 0x00, sizeof(buff2));

/* receive a message from the client using the secure session */
amtRead = 0;
rc = gsk_secure_soc_read(my_session_handle, buff2, sizeof(buff2), &amtRead);

if (rc 1= GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
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printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* write results to screen =/

printf("gsk_secure_soc_read() received %d bytes, here they are ..

amtRead) ;
printf("%s\n",buff2);

} while(FALSE);

/* disable SSL support for the socket */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the connection x/
if (sd > -1)
close(sd);

return;

)
f5l: SSL_ APl IC&>TEFa7 - Y—N—%WILTS

.\nu,

tFa7 - 7 TUr— 3 id, GSKit API 7213 T/<, SSL_ API Zffio TIERT B ZEHTEET, =
@ API 1 iSeries A XL —F 4 > 7 « AT LBEAEDHDTY ., GSKit APl ODFH LR, T—F &2R2e
AT BI121E, = N—13EN A ELRMETILENHVFET, UFONIZ, £Fa7 - B—N—%
ERRT 2D NS ry h& SSL_ APL ZRrLFT, #ED IBM @server 77w k7 —L%EE
2<tFay - 7T = a  EERTSHEEICIE. GSKit API Z2#H L T 7Z3 W,

144  iSeries: VA vy b - 7OV SI2T



SSL #—si— SSLYSATF -k

SSL_Init_AppIi:::atic:n{]l SEL_Init_Application()

socket ()

socket ()

:

bind ()

1

listen ()

accept () EEET — connect [}I

U | SSL_Creale ()

FOwT—%3 Z.-‘1;|‘E|r

SSL_Handshake () } - 55L_Handshake ()
+

SSL_Read () I'l— .
SSL_Wiite () f—— ﬁf — | 550 Read )

+

SSL_Destroy I:]II | S5L_Destroy ()

+

close (%) | | close () |
close
[uzzyf-u#vhd

Iy bOANY FOT0O—: SSL_ API Z{HHT5EFaY - ¥—N—

:

!

— | SSL_Write ()

) — SO

T
B

e~

[

i
ol
Gl

LR OB, SSL Y —/N—ZEfTAAEICL T SSL 7 917 > b EmfET % APL AHOBGRERL TN
i‘g_o

1 IR L %7213 [SSL_Init_Application(}. ZDIFUMH LIZ. SSL QLA D 3 THiE % 6150
REL, BT a T TEFTEINDSGITNRTO SSL Eya VO SSL tFa U7 —EREREL X
T, EB5M—HD APl OB &M LET. [SSL_Init_Application(| APl Zffi /32 2 & &L &
ER

H: LFo 707 5 AL, SSL_Init_Application API &L CTWET,
2. H—N—iF EIFCHMLTY 7y MRk FEREL 7.

iy bke7ars32r7 145



o N—ig fsten0} &£ 0% B L TH—N— - 075 A OBEEEILL E
@—0

H—N—13 EIFOH L TR S NZY 7y MZDWT SSL R— R &+ I LT,

B —/N—IJ [SSL_Handshake()) ZIEUH L THEF/NT A—F—@ SSL N> R z—7 « 3T T— 5
CEBBLET,

H—N—1F B EIROHL, F—F & %ZELET,

H—N—13 ZICHLTY 7y b SSL YR— k& EARTICLET,

H—N—1F EIFOH L THEN TS Y 7y hEREL £

Iy FOAXRYFOT70—: SSL_ API 2T 5Fa7 - 751472k

1

BN L %7213 SSL_Init_Application(}. = DIFUHI LIL. SSL QA D 3 T % 4§13
REL, Bf72a 7 TEITSNDGTRTO SSL Ly a  HD SSL £+ U7 —EHzERELE
T, EE5M—FHD API OAZFHL £9 . SSL_Init Application API Z{fiffl 45 Z & &H#HEL £
ﬁ‘o

H: LFo 707 5 AFIE. SSL_Init_Application API L CTWET,
7947 > M EIEOHLTY 7y Fib F2REL £ T,

3. 79147 > i EROHLTYZ 9147 > b - 7005 L0 EIEHLL 7,

TE:

75147 > MZ ZIPOH L THES Nz 7y BIZDWT SSL HR— k& F it %
—a‘o

27 547 > MiZ SSL_Handshake() ZFFOH L THFS/NT A—4—@ SSL N> Ry xz—7 « 32 IT—
varERIBLET.

7547 > M BEU RO L TF—4 2%EZELET,

7547 > M ZIECH LTV 7y @ SSL Y R— R &fEHRIZLET,
7547 > M EIFOH L THERINTWSY 7y FEMELET,

ZOY )V TIE AFINET 7RLZ - 773 —2ffHLET, L,NL. AFINET6 7 RL X - 77
RY)—EHEHTAHLOICEETEHIEHTEET,

I—FPIOMERIZDONTIE, [O—RORFHER) 22 TZSI N,

/*

/*
/*
/*
/*
/*

/*
/*
/*
/*

SSL Server Program using SSL_Init_Application */
Assummes that application id is already registered */
and a certificate has been associated with the */
application id. */
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(MYLIB/SSLSERVAPP) */

SRCFILE(MYLIB/CSRC) */

SRCMBR (SSLSERVAPP) x/

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>

void main(void)

{
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SSLHandle #*ssTh;
SSLInitApp sslinit;

struct sockaddr_in address;
int buf_Ten, on =1, rc = 0, sd, 1sd, al;
char buff[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128_SHA;

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinitapp structure to hex zeros */
memset ((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinit app structure */
sslinit.applicationID = "MY_SERVER_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuitelList = NULL;
sslinit.cipherSuitelListlLen = 0;

/* allocate and set pointers for certificate buffer =/
malloc_ptr = (voidx) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ss1 call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);

if (rc !=0)

{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);
return;

}

/* initialize a socket to be used for Tistening */
1sd = socket (AF_INET, SOCK_STREAM, 0);

if (1sd < 0)

{

perror("socket() failed");
return;
}

/* set socket so can be reused immediately */
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char =)&on,
sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
return;

}

/* bind to the Tocal server address =*/
memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{
perror("bind() failed");
close(1sd);
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return;

}

/* enable the socket for incoming client connections */
listen(1sd, 5);

if (rc < 0)
{

perror("listen() failed");
close(1sd);
return;

}

/* accept an incoming client connection */
al = sizeof(address);
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
close(l1sd);
return;

}

/* enable SSL support for the socket =/
sslh = SSL Create(sd, SSL_ENCRYPT);
if (ssTh == NULL)
{
printf("SSL Create() failed with errno = %d.\n", errno);
close(1sd);
close(sd);
return;

}

/* set up parameters for handshake */
ss1h -> protocol = 0;

ssTh -> timeout = 0;

ss1h -> cipherSuitelList = &cipher;
sslh -> cipherSuitelListlLen = 1;

/* initiate the SSL handshake =*/
rc = SSL_Handshake(ssTh, SSL_HANDSHAKE_AS_SERVER);
if (rc !'=0)
{
printf("SSL Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);
SSL_Destroy(ss1h);
close(1sd);
close(sd);
return;

}

/* memset buffer to hex zeros x/
memset ((char =) buff, 0, sizeof(buff));

/* receive a message from the client using the secure session */
rc = SSL_Read(ss1h, buff, sizeof(buff));
if (rc < 0)
{
printf("SSL_Read() rc = %d and errno = %d.\n",rc,errno);
rc = SSL_Destroy(ssih);
if (rc 1= 0)
printf("SSL_Destroy() rc = %d and errno = %d.\n",rc,errno);
close(1sd);
close(sd);
return;

}

/* write results to screen */
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printf("SSL_Read() read ...\n");
printf("%s\n",buff);

/* send the message to the client using the secure session */
buf Ten = strlen(buff);
rc = SSL_Write(sslh, buff, buf_len);
if (rc != buf_len)
{
if (rc <0)
{
printf("SSL_Write() failed with rc = %d.\n",rc);
SSL_Destroy(ss1h);
close(1sd);
close(sd);
return;
1
else
{
printf("SSL_Write() did not write all data.\n");
SSL_Destroy(sslh);
close(1sd);
close(sd);
return;
}
1

/* write results to screen */
printf("SSL_Write() wrote ...\n");
printf("%s\n",buff);

/* disable SSL support for the socket */
SSL_Destroy(ss1h);

/* close the connection */
close(sd);

/* close the Tlistening socket x/
close(1sd);

return;

0S/400 Vv ME. GSKit API 721 T/<., kD SSL_ API U HR—FLET, IN5D API 13,
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/*

/*
/*
/*
/*
/*

/*
/*
/*
/*

SSL Client Program using SSL_Init_Application */
Assummes that application id is already registered */
and a certificate has been associated with the */
application id. */
No parameters, some comments and many hardcoded */
values to keep it short and simple */
use following command to create bound program: */
CRTBNDC PGM(MYLIB/SSLCLIAPP) */

SRCFILE(MYLIB/CSRC) */

SRCMBR (SSLCLIAPP */
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#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <ctype.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <errno.h>

/* Making this simple - no parameters =/
void main(void)
{

SSLHandTe *sslh;

SSLInitApp sslinit;

struct sockaddr_in address;

int buf_Ten, rc = 0, sd;

char buff1[1024];

char buff2[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH RC4 128 SHA;

/* hardcoded IP address */
char addr[12] = "16.35.146.84";

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinit structure to hex zeros */
memset ((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinitapp structure */
/* using an existing app id */
sslinit.applicationID = "MY_CLIENT_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificatelLen = 0;
sslinit.cipherSuitelList = NULL;
sslinit.cipherSuitelListlLen = 0;

/* allocate and set pointers for certificate buffer =/
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ss1 call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);
if (rc 1= 0)
{
printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);
return;

}

/* initialize a socket =/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
return;

}

/* enable SSL support for the socket */
sslh = SSL Create(sd, SSL_ENCRYPT);
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if (sslh == NULL)

{
printf("SSL Create() failed with errno = %d.\n", errno);
close(sd);
return;

}

/* connect to the server using a set port number =/

memset ((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;

address.sin_port = 13333;

address.sin_addr.s_addr = inet_addr(addr);

rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)

{

perror("connect() failed");
close(sd);
return;

}

/* set up to call handshake, setting cipher */
ss1h -> protocol = 0;

ssTh -> timeout = 0;

ss1h -> cipherSuitelList = &cipher;

sslh -> cipherSuitelListlLen = 1;

/* initiate the SSL handshake - as a CLIENT */
rc = SSL_Handshake(ssTh, SSL_HANDSHAKE_AS CLIENT);
if (rc !'=0)
{
printf("SSL_Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);
close(sd);
return;

}

/* send a message to the server using the secure session */
strcpy (buffl,"Test of SSL_Write \n\n");

buf_len = strlen(buffl);

rc = SSL Write(sslh, buffl, buf len);

if (rc != buf_len)

if (rc <0)

{

printf("SSL_Write() failed with rc = %d and errno = %d.\n",rc,errno);
SSL_Destroy(sslh);
close(sd);
return;

1

else

{
printf("SSL_Write() did not write all data.\n");
SSL_Destroy(sslh);
close(sd);
return;

1

}

/* write the results to the screen */
printf("SSL_Write() wrote ...\n");
printf("%s\n",buffl);

memset ((char *) buff2, 0x00, sizeof(buff2));
/* receive the message from the server using the secure session */

rc = SSL_Read(sslh, buff2, buf_len);
if (rc < 0)
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printf("SSL_Read() failed with rc = %d.\n",rc);
SSL_Destroy(ss1h);

close(sd);

return;

}

/* write the results to the screen */
printf("SSL_Read() read ...\n");
printf("%s\n",buff2);

/* disable SSL support for the socket */
SSL_Destroy(sslh);

/* close the connection by closing the local socket */
close(sd);
return;

5l: gethostbyaddr r() Z2EH LAV Y R - =7 - Xy NT—=5 - )b—
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/********************************************************/
/* Header files */
/********************************************************/
#include </netdb.h>

#include <sys/param.h>

#include <netinet/in.h>

#include <stdlib.h>

#include <stdio.h>

#include <arpa/inet.h>

#include <sys/socket.h>

#define HEX00 '\x00'

#define NUMPARMS 2

/********************************************************/

/* Pass one parameter that is the IP address in */
/* dotted decimal notation. The host name will be */
/* displayed if found; otherwise, a message states */
/* host not found. */

/********************************************************/
int main(int argc, char xargv[])

{

int rc;

struct in_addr internet_address;

struct hostent hst_ent;

struct hostent_data hst_ent data;

char dotted decimal_address [16];

char host_name [MAXHOSTNAMELEN] ;

/**********************************************************/
/* Verify correct number of arguments have been passed */
/**********************************************************/
if (argc != NUMPARMS)

printf("Wrong number of parms passed\n");

exit(-1);

/**********************************************************/
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/* Obtain addressability to parameters passed */
/**********************************************************/

strcpy(dotted decimal_address, argv[1]);

/**********************************************************/
/* Initialize the structure-field */
/* hostent_data.host_control_blk with hexadecimal zeros */
/* before its initial use. If you require compatibility =/

/* with other platforms, then you must initialize the */
/* entire hostent_data structure with hexadecimal zeros. =*/
/ """" *khkkkkhkkhkk k% ************************************/
/* Initialize to hex 00 hostent_data structure */

/**********************************************************/

memset (&hst_ent_data,HEX00,sizeof(struct hostent_data));

[k K gk ke ko ke ko ke k ok ok ke kok ok k ok kR *kEEF IR I *Khhh Ik kI I h* kKK H % *kkkk [
/* Translate an Internet address from dotted decimal */
/* notation to 32-bit IP address format. */

/**********************************************************/
internet_address.s_addr=inet_addr(dotted decimal_address);

/**********************************************************/
/* Obtain host name */
/**********************************************************/
/**********************************************************/

/* NOTE: The gethostbyaddr r() returns an integer. */
/* The following are possible values: */
/* -1 (unsuccessful call) */
/* 0 (successful call) */
JEZIET kKK I I IR KRRk hh kI I hh kKK * % kK xx I IR hhhhhkkrhhh kKK ko k *kkkk [

rc=gethostbyaddr r((char *) &internet_address,
sizeof(struct in_addr), AF_INET,
&hst_ent, &hst_ent data);

if (rc== -1)

printf("Host name not found\n");
exit(-1);
1
else
{

/*****************************************************/

/*  Copy the host name to an output buffer */

/*****************************************************/

(void) memcpy((void *) host_name,
/****************************************************/
/* You must address all the results through the */
/* hostent structure hst_ent. */
/* NOTE: Hostent_data structure hst_ent_data is just =/
/* a data repository that is used to support the x/
/* hostent structure. Applications should consider =/
/* hostent_data a storage area to put host level data */
/* that the application does not need to access. */
/****************************************************/

(void *) hst_ent.h_name,

MAXHOSTNAMELEN) ;
/*****************************************************/
/* Print the host name */
/*****************************************************/

printf("The host name is %s\n", host_name);

exit(0);
}
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socket ()
*
ioct! ()
*
bind ()
*
listen ()
*
FD_ZERO ()
*
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*
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#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char *argv[])

{

int i, len, rc, on = 1;

int listen_sd, max_sd, new_sd;

int desc_ready, end_server = FALSE;

int close_conn;

char  buffer[80];

struct sockaddr_in  addr;

struct timeval timeout;

struct fd_set master_set, working_set;

/*************************************************************/
/* Create an AF_INET stream socket to receive incoming */
/* connections on */
/*************************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{

perror("socket() failed");

exit(-1);
}

/*************************************************************/

/* Allow socket descriptor to be reuseable */
/*************************************************************/

rc = setsockopt(listen_sd, SOL_SOCKET, SO_REUSEADDR,

E=—ToREIaRR 25/ T LT,
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(char *)&on, sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);

/*************************************************************/
/* Set socket to be non-blocking. A1l of the sockets for x/
/* the incoming connections will also be non-blocking since =/
/* they will inherit that state from the listening socket. x/
/*************************************************************/
rc = ioct1(listen_sd, FIONBIO, (char x)&on);
if (rc < 0)
{

perror("ioct1() failed");

close(listen_sd);

exit(-1);
/*************************************************************/
/* Bind the socket */

/*************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)

perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************************/
/* Set the listen back log */

/*************************************************************/
rc = listen(listen_sd, 32);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************************/
/* Initialize the master fd_set */
[ F ke ke kkk ok kok ok k ok ok ke kok ok ke k ok ok R ok kkkk kKRR A A F K KKKk kkh kxR *kkkkkk [

FD_ZERO(&master_set);
max_sd = Tisten_sd;
FD_SET(Tisten_sd, &master_set);

/*************************************************************/

/* Initialize the timeval struct to 3 minutes. If no x/
/* activity after 3 minutes this program will end. */
/*************************************************************/
timeout.tv_sec = 3 * 60;

timeout.tv_usec = 0;

/*************************************************************/
/* Loop waiting for incoming connects or for incoming data =*/

/* on any of the connected sockets. */
/*************************************************************/
do

156 iSeries: YAy b - TOYSI2T



/**********************************************************/

/* Copy the master fd_set over to the working fd_set. */

R R R R R a2 s s T
memcpy (&working_set, &master_set, sizeof(master_set));

/**********************************************************/
/* Call select() and wait 5 minutes for it to complete. */
/**********************************************************/
printf("Waiting on select()...\n");

rc = select(max_sd + 1, &working_set, NULL, NULL, &timeout);

/**********************************************************/
/* Check to see if the select call failed. */
/**********************************************************/
if (rc <0)

perror(" select() failed");

break;

}

/**********************************************************/
/* Check to see if the 5 minute time out expired. */
/**********************************************************/
if (rc == 0)
{

printf(" select() timed out. End program.\n");

break;

}

/**********************************************************/

/* One or more descriptors are readable. Need to */

/* determine which ones they are. */

/**********************************************************/

desc_ready = rc;

for (i=0; i <= max_sd && desc_ready > 0; ++i)
/*******************************************************/
/* Check to see if this descriptor is ready */
/*******************************************************/

if (FD_ISSET(i, &working set))

/****************************************************/
/* A descriptor was found that was readable - one  */
/* less has to be Tooked for. This is being done x/
/* so that we can stop looking at the working set =/
/* once we have found all of the descriptors that =/
/* were ready. */
/****************************************************/
desc_ready -= 1;

/****************************************************/
/* Check to see if this is the listening socket */
/****************************************************/
if (i == listen_sd)

printf(" Listening socket is readable\n");
/*************************************************/

/* Accept all incoming connections that are */
/* queued up on the listening socket before we x/
/* loop back and call select again. */
/*************************************************/
do

{

/**********************************************/

/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
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/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. x/
/********************** """"""""" *******/
new_sd = accept(listen_sd, NULL, NULL);

if (new_sd < 0)

{

if (errno != EWOULDBLOCK)

{
perror(" accept() failed");
end_server = TRUE;

}

break;

}

/**********************************************/

/* Add the new incoming connection to the */
/* master read set */
/**********************************************/
printf(" New incoming connection - %d\n", new_sd);
FD_SET(new_sd, &master_set);
if (new_sd > max_sd)

max_sd = new_sd;

/**********************************************/
/* Loop back up and accept another incoming */

/* connection */
/**********************************************/
} while (new_sd != -1);

}

/****************************************************/
/* This is not the Tistening socket, therefore an */

/* existing connection must be readable x/
/****************************************************/
else

printf(" Descriptor %d is readable\n", i);
close_conn = FALSE;
/*************************************************/

/* Receive all incoming data on this socket */
/* before we loop back and call select again. x/
/*************************************************/
do

{

/**********************************************/

/* Receive data on this connection until the =/
/* recv fails with EWOULDBLOCK. If any other =*/

/* failure occurs, we will close the */
/* connection. x/
/********************** """"""""" *******/
rc = recv(i, buffer, sizeof(buffer), 0);

if (rc < 0)

{
if (errno != EWOULDBLOCK)
{
perror(" recv() failed");
close_conn = TRUE;

}

break;
1
[ F gk kkk ok k ko k ok ok k ok ok k ok ko k ko ko X Kk kkkhh kK k /
/* Check to see if the connection has been */
/* closed by the client */
/**********************************************/
if (rc == 0)
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{

printf(" Connection closed\n");
close _conn = TRUE;
break;

}

/**********************************************/
/* Data was recevied */
/**********************************************/
len = rc;

printf(" %d bytes received\n", len);

/**********************************************/
/* Echo the data back to the client */
/**********************************************/
rc = send(i, buffer, len, 0);
if (rc < 0)
{

perror(" send() failed");

close_conn = TRUE;

break;

}
} while (TRUE);

/*************************************************/
/* If the close_conn flag was turned on, we need */

/* to clean up this active connection. This x/
/* clean up process includes removing the x/
/* descriptor from the master set and */

/* determining the new maximum descriptor value =/
/* based on the bits that are still turned on in x/
/* the master set. */
/*************************************************/
if (close_conn)
{

close(i);

FD_CLR(i, &master set);

if (i == max_sd)

while (FD_ISSET(max_sd, &master set) == FALSE)
max_sd -= 1;
}
}
} /* End of existing connection is readable x/

} /* End of if (FD_ISSET(i, &working set)) =*/
} /* End of loop through selectable descriptors =/

} while (end_server == FALSE);

yr—— o5k e e Fe ook ok ok ok ok o s 5k 9o 9 e e ok ok ok ok o ok o e ok ok ok ok ok ok ok ok e ok ok ok ok ok o o o /

/* Cleanup all of the sockets that are open */
/*************************************************************/

for (i=0; i <= max_sd; ++i)

if (FD_ISSET(i, &master_set))
close(i);

#l: Ay o4V 7y b APl TOESDER
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/******************************************************************/

/* Example shows how to set alarms for blocking socket APIs */
/******************************************************************/

/******************************************************************/
/* Include files */
/******************************************************************/
#include <signal.h>

#include <unistd.h>

#include <stdio.h>

#include <time.h>

#include <errno.h>

#include <sys/socket.h>

#include <netinet/in.h>

[ kK gk ke kk ok kk ko k ok ok k ok ok dk ok ok ke k ok kA *kEEFIII R Khhh IR AR I **h Kk KKk kKK I h kKA /
/* Signal catcher routine. This routine will be called when the =*/
/* signal occurs. */

/******************************************************************/
void catcher(int sig)

{

printf(" Signal catcher called for signal %d\n", sig);
/******************************************************************/
/* Main program */

/******************************************************************/
int main(int argc, char xargv[])
{

struct sigaction sact;

struct sockaddr_in addr;

time_t t;

int sd, rc;

/******************************************************************/
/* Create an AF_INET, SOCK_STREAM socket */
[ K gk ke kk e dkk ko k ok ok k ok ok dk ok ok ke k ok kA kK xx I IR Khhh ko xhhh Kk kK k% Kk Kk hh kK k /
printf("Create a TCP socket\n");
sd = socket(AF_INET, SOCK_STREAM, 0);

if (sd == -1)

{
perror("  socket failed");
return(-1);

}
/******************************************************************/
/* Bind the socket. A port number was not specified because */
/* we are not going to ever connect to this socket. */

/******************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
printf("Bind the socket\n");
rc = bind(sd, (struct sockaddr *)&addr, sizeof(addr));
if (rc !=0)
{

perror("  bind failed");
close(sd);
return(-2);

/******************************************************************/
/* Perform a listen on the socket. */
r—— e 5 5 5 5 e e o o ok o o o e e o ok ok ok o e e 5 5 56 e e o o o o o o 5 e e o ok ok o o [ /

printf("Set the listen backlog\n");
rc = listen(sd, 5);

if (rc !=0)

{
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perror(" listen failed");
close(sd);
return(-3);

}

/******************************************************************/
/* Set up an alarm that will go off in 5 seconds. */
/******************************************************************/
printf("\nSet an alarm to go off in 5 seconds. This alarm will cause the\n");
printf("blocked accept() to return a -1 and an errno value of EINTR.\n\n");
sigemptyset (&sact.sa_mask);
sact.sa_flags = 0;
sact.sa_handler = catcher;
sigaction(SIGALRM, &sact, NULL);
alarm(5);

/******************************************************************/

/* Display the current time when the alarm was set */
/******************************************************************/
time(&t);
printf("Before accept(), time is %s", ctime(&t));
[k gk ke ko ke ok kok ok ok ok Kk ok e e o o o o o o ok ok o o o ok ok o ok ok o o o o ok ok o o ok ko ko ok ok Kk k *%/
/* Call accept. This call will normally block indefinitely, */
/* but because we have an alarm set, it will only block for */
/* 5 seconds. When the alarm goes off, the accept call will */
/* complete with -1 and an errno value of EINTR. */
/******************************************************************/
errno = 0;

printf(" Wait for an incoming connection to arrive\n");

rc = accept(sd, NULL, NULL);

printf(" accept() completed. rc = %d, errno = %d\n", rc, errno);
if (rc >= 0)

{

printf(" Incoming connection was recevied\n");
close(rc);

}

else

{

perror(" errno string");

/******************************************************************/

/* Show what time it was when the alarm went off */
/******************************************************************/
time(&t);

printf("After accept(), time is %s\n", ctime(&t));
close(sd);
return(0);

}
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#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
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#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct in_addr locallnterface;
struct sockaddr_in groupSock;
int sd;
int datalen;
char databuf[1024];
int main (int argc, char =*argv[])
{
g */
/* */
/* Send Multicast Datagram code example. */
/* */
J* o e e e e en */
/*
* Create a datagram socket on which to send.
*/
sd = socket (AF_INET, SOCK DGRAM, 0);
if (sd < 0) {
perror("opening datagram socket");
exit(1l);
}
/*

* Initialize the group sockaddr structure with a

* group address of 225.1.1.1 and port 5555.

*

/
memset ((char *) &groupSock, 0, sizeof(groupSock));
groupSock.sin_family = AF_INET;
groupSock.sin_addr.s_addr = inet_addr("225.1.1.1");
groupSock.sin_port = htons(5555);

/*

* Disable loopback so you do not receive your own datagrams.
*/

{

char loopch=0;

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_LOOP,
(char =)&loopch, sizeof(loopch)) < 0) {
perror("setting IP_MULTICAST_LOOP:");
close(sd);
exit(1);
}
}

/*
* Set local interface for outbound multicast datagrams.
* The IP address specified must be associated with a Tlocal,
* multicast-capable interface.
*
/
localInterface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_IF,
(char *)&locallInterface,
sizeof(locallnterface)) < 0) {
perror("setting local interface");
exit(1);
}

/*
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* Send a message to the multicast group specified by the
* groupSock sockaddr structure.
*
/
datalen = 10;
if (sendto(sd, databuf, datalen, 0,
(struct sockaddr*)&groupSock,
sizeof(groupSock)) < 0)
{

perror("sending datagram message");
}
}

fl: RVFF+ R - T—H IS5 ADEF

DIFoFITIE. V7w RBELFICU A RSN TWSFIEZETL T, XIVFFY AL - T T I L0%%F
TELHELDICLET,. 20707 I L5007y hOA XYL« 70T 2FHE BB LEZWES,
M. <)VFF*x A5 4 > 7Ol 2B L TS0,

d—REIOFEAICDOVWTIE, [O— RORKFEER 220 TEZI W,

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct sockaddr_in localSock;
struct ip_mreq group;
int sd;
int datalen;
char databuf[1024];
int main (int argc, char =*argv[])
{
% === ________ */
/* */
/* Receive Multicast Datagram code example. */
/* */
/2y */
/*
* Create a datagram socket on which to receive.
*/
sd = socket(AF_INET, SOCK DGRAM, 0);
if (sd < 0) {
perror("opening datagram socket");
exit(1l);
}
/*
* Enable SO_REUSEADDR to allow multiple instances of this
* application to receive copies of the multicast datagrams.
*/
{

int reuse=1;

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char *)&reuse, sizeof(reuse)) < 0) {
perror("setting SO _REUSEADDR");
close(sd);
exit(1l);
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}

/*
* Bind to the proper port number with the IP address
* specified as INADDR_ANY.
*
/
memset ((char *) &localSock, 0, sizeof(localSock));
localSock.sin_family = AF_INET;
TocalSock.sin_port = htons(5555);;
localSock.sin_addr.s_addr = INADDR_ANY;

if (bind(sd, (struct sockaddrx)&localSock, sizeof(localSock))) {
perror("binding datagram socket");
close(sd);
exit(1);

}

/*

* Join the multicast group 225.1.1.1 on the local 9.5.1.1
* interface. Note that this IP_ADD_MEMBERSHIP option must be
* called for each local interface over which the multicast
* datagrams are to be received.

*

/
group.imr_multiaddr.s_addr = inet_addr("225.1.1.1");
group.imr_interface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_ADD MEMBERSHIP,

(char *)&group, sizeof(group)) < 0) {

perror("adding multicast group");

close(sd);

exit(1l);
}

/*

* Read from the socket.

*
/

datalen = sizeof(databuf);

if (read(sd, databuf, datalen) < 0) {
perror("reading datagram message");
close(sd);
exit(1);

}

f5l: DNS DE#MELVES

LROHITIE, RAAL >« %x—LA AT A (DNS) LI— ROBEHEEFEHHiEERLET,

A= RHOHEAIIONTIE, [ RoRaFHER) 2R TIES W,

/**************************************************************************/
/* This program updates a DNS using a transaction signature (TSIG) to */

/* sign the update packet. It then queries the DNS to verify success. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <errno.h>

#include <arpa/inet.h>

#include <resolv.h>

#include <netdb.h>

/**************************************************************************/
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/* Declare update records - a zone record, a pre-requisite record, and */
/* 2 update records */
/**************************************************************************/
ns_updrec update_records[] =
{
{

{NULL,&update_records[1]},

{NULL,&update_records[1]},

ns_s_zn, /* a zone record */

"mydomain.ibm.com.",

ns_c_in,

ns_t_soa,

05

NULL,

0,

0,
NULL,
NULL,
0

{&update_records[0],&update_records[2]},
{&update_records[0],&update_records[2]},
ns_s_pr, /* pre-req record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t a,

0,
NULL,

0,

ns_r_nxdomain, /* record must not exist */
NULL,

NULL,

0

{&update_records[1],&update_records[3]},
{&update_records[1],&update records[3]},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t a, /* IPv4 address =/
10,

(unsigned char *)"10.10.10.10",

11,

ns_uop_add, /* to be added */
NULL,

NULL,

0

{&update_records[2] ,NULL},
{&update_records[2] ,NULL},

ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t_aaaa, /* IPv6 address =*/
10,

(unsigned char =*)"fedc:ba98:7654:3210:fedc:ba98:7654:3210",
39,

ns_uop_add, /* to be added =*/
NULL,

NULL,

0
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/**************************************************************************/

/*
/*
/*
/*
/*
/*
/*
/*

These two structures define a key and secret that must match the one
configured on the DNS :

allow-update {

key my-long-key.;

}

This must be the binary equivalent of the base64 secret for
the key

*/
*/
*/
*/
*/
*/
*/
*/

/**************************************************************************/
unsigned char secret[18] =

}s

0Ox6E,0x86,0xDC,0x7A,0xB9,0xE8,0x86,0x8B,0xAA,
0x96,0x89,0xE1,0x91,0xEC,0xB3,0xD7,0x6D,0xF8

ns_tsig_key my key = {

}s

"my-long-key", /* This key must exist on the DNS =*/
NS_TSIG_ALG_HMAC_MD5,
secret,

sizeof (secret)

void main()

{

/***********************************************************************/

/* Variable and structure definitions.

*/

/***********************************************************************/

struct state res;

int result, update_size;

unsigned char update buffer[2048];
unsigned char answer_buffer[2048];

int buffer_length = sizeof(update buffer);

/* Turn off the init flags so that the structure will be initialized
res.options &= ~ (RES_INIT | RES XINIT);

result = res ninit(&res);
/* Put processing here to check the result and handle errors

/* Build an update buffer (packet to be sent) from the update records
update _size = res_nmkupdate(&res, update records,
update_buffer, buffer_length);

/* Put processing here to check the result and handle errors

{
char zone_name[NS_MAXDNAME] ;
size t zone_name_size = sizeof zone_name;
struct sockaddr_in s_address;
struct in_addr addresses[1];
int number_addresses = 1;

/* Find the DNS server that is authoritative for the domain
/* that we want to update

result = res_findzonecut(&res, "mypc.mydomain.ibm.com", ns_c_in, 0,
zone_name, zonhe_name_size,
addresses, number_addresses);

/* Put processing here to check the result and handle errors

/* Check if the DNS server found is one of our regular DNS addresses
s_address.sin_addr = addresses[0];
s_address.sin_family = res.nsaddr_1ist[0].sin_family;
s_address.sin_port = res.nsaddr_1ist[0].sin_port;

*/
*/
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memset (s_address.sin_zero, 0x00, 8);

result = res_nisourserver(&res, &s_address);

/* Put processing here to check the result and handle errors */
/* Set the DNS address found with res_findzonecut into the res */
/* structure. We will send the (TSIG signed) update to that DNS. */

res.nscount = 1;
res.nsaddr_1ist[0] = s_address;

/* Send a TSIG signed update to the DNS */
result = res_nsendsigned(&res, update buffer, update_size,
&my_key,

answer_buffer, sizeof answer_buffer);

/* Put processing here to check the result and handle errors */

}

/***********************************************************************/

/* The res_findzonecut(), res_nmkupdate(), and res_nsendsigned() */
/* could be replaced with one call to res_nupdate() using */
/* update_records[1] to skip the zone record: */
/* */
/* result = res_nupdate(&res, &update_records[1], &my key); */
/* */

/***********************************************************************/
/***********************************************************************/
/* Now verify that our update actually worked! */
/* We choose to use TCP and not UDP, so set the appropriate option now */
/* that the res variable has been initialized. We also want to ignore =/

/* the local cache and always send the query to the DNS server. */
/***********************************************************************/

res.options |= RES_USEVC|RES_NOCACHE;

/* Send a query for mypc.mydomain.ibm.com address records */
result = res_nquerydomain(&res,"mypc", "mydomain.ibm.com.",

ns_c_in, ns_t_a,

update_buffer, buffer_length);

/* Sample error handling and printing errors x/
if (result == -1)
{
printf("\nquery domain failed. result = %d \nerrno: %d: %s \
\nh_errno: %d: %s",
result,
errno, strerror(errno),
h_errno, hstrerror(h_errno));

}

/************* """"""""" khhkkkhkhkhkrhhkhkhhkhhhkhrhhxk *****************/
/* The output on a failure will be: */
/* */
/* query domain failed. result = -1 x/
/* errno: 0: There is no error. */
/* h_errno: 5: Unknown host */
/***********************************************************************/
return;

}

5l: send_file() LU accept_and_recv() API ZERLEZ7 74 - T—
49 DERIX

VN0 =S BE U Jaccept_and_reev()| API ZfFHL T, —N—0VF47 > hEFEETE
HEIITLET,
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ER
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INADDR_ANY ZfEfFL £9., T—H—2 2 FHD/NT A=Y —Z2IFE LZWEEICIE. JOor oA
W77 NVE&EANTS I ICcA—TF—icya> 7 hEHLET,

7547 > M ZIFOH L TY 7y PR F2fER L £ 9.
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7 RLAERELTOWET,
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f5l: accept_and_recv() & U send_file() APl ZFERL=7 71 IIORBDIXEE

LU R o f T, B LW Jaccept_and_reev()| API ZfHEHAL T, —N—DNLTICUARINTNS
FIEZFEITLT, 7947 > FERETESLLDITLET,

I—REDHERIZOWTIE, O— FORRHEEHR Z2ZHL T30,
/*************************************************/

/* Server example send file data to client */
/*************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

int i, num, rc, flag = 1;
int fd, listen_sd, accept_sd = -1;
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size_t Tocal_addr_length;
size_t remote_addr _length;
size_t total_sent;

struct sockaddr_in  addr;
struct sockaddr_in  Tocal_addr;

struct sockaddr_in  remote_addr;
struct sf_parms parms;

char  buffer[255];

/*************************************************/

/* If an argument is specified, use it to */
/* control the number of incoming connections */
[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/

if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/

/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET, SOCK_STREAM, 0);
if (1isten_sd < 0)
{

perror("socket() failed");

exit(-1);
1

/*************************************************/

/* Set the SO _REUSEADDR bit so that you do not =/

/* have to wait 2 minutes before restarting */
/* the server */
[xxxrHH sk ok 5 o ok ok o ok ok o ok ok ok o ok ok ok o ok s ok e e o ok ok o ok ok o o ok *%/

rc = setsockopt(listen_sd,
SOL_SOCKET,
SO_REUSEADDR,
(char =)&flag,
sizeof(flag));

if (rc < 0)

{

perror("setsockop() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port htons (SERVER_PORT) ;
rc = bind(1isten_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)

perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Set the Tisten backlog x/
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/*************************************************/
rc = listen(listen_sd, 5);
if (rc <0)
{
perror("listen() failed");
close(listen_sd);
exit(-1);
}

/*************************************************/

/* Initialize the local and remote addr lengths =*/
/*************************************************/

Tocal_addr_length = sizeof(local_addr);
remote_addr_length = sizeof(remote_addr);

/*************************************************/

/* Inform the user that the server is ready */
/*************************************************l

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection x/

[ Fk gk ke kk ok dok ok kK ok ok kK R R 2 2 2 R R R R R IR /

for (i=0; i < num; i++)
/**********************************************/
/* Wait for an incoming connection */

/**********************************************/
printf("Iteration: %d\n", i+1);
printf(" waiting on accept_and_recv()\n");

rc = accept_and_recv(listen_sd,
daccept_sd,

(struct sockaddr *)&remote_addr,

&remote_addr_length,

(struct sockaddr *)&local_addr,

&local_addr_length,
&buffer,
sizeof (buffer));

if (rc <0)

{

perror("accept_and_recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}
printf(" Request for file: %s\n", buffer);

/**********************************************/

/* Open the file to retrieve */
/********** """"""""" *******************/
fd = open(buffer, O_RDONLY);

if (fd < 0)

{

perror("open() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Initialize the sf_parms structure */
/*************************** """""""""" /
memset (&parms, 0, sizeof(parms));
parms.file_descriptor = fd;

parms.file_bytes = -1;
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/**********************************************/
/* Initialize the counter of the total number */
/% of bytes sent */

/ """ kkhkkkhkkhhkhhkkk **************************/

total_sent = 0;

/**********************************************/

/* Loop until the entire file has been sent =/
/**********************************************/

do

{
rc = send_file(&accept_sd, &parms, SF_CLOSE);
if (rc < 0)
{

perror("send file() failed");
close(fd);
close(listen_sd);
close(accept_sd);
exit(-1);

}

total_sent += parms.bytes_sent;
} while (rc == 1);
printf(" Total number of bytes sent: %d\n", total_sent);

/**********************************************/

/* Close the file that is sent out */

/**********************************************/
close(fd);

/*************************************************/

/* Close the listen socket */
/*************************************************/

close(listen_sd);

/*************************************************/

/* Close the accept socket */
/*************************************************/

if (accept_sd != -1)
close(accept_sd);

}
Bl: 2347 bDT77A4IVEK

UTFOEITIE, 7947 2 MEY—N=—05T771)VEERL, T—N—DNZDT7 71 IIVONEZEETS

DE/HEBET,

JI—REDHERIZTOWTIE, O— FORFHEEHR 22U T30,

/*************************************************/
/* Client example requests file data from server */
/*************************************************/
#include <ctype.h>

#include <stdio.h>

#include <stdlib.h>

#include <netdb.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])
{

int rc, sockfd;
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char  filename[256];
char  buffer[32 * 1024];

struct sockaddr_in  addr;
struct hostent *host_ent;

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset (&addr, 0, sizeof(addr));

addr.sin_family = AF_INET;

addr.sin_port htons (SERVER_PORT) ;

/*************************************************/
/* Determine the host name and IP address of the */

/* machine the server is running on */
/*************************************************l

if (argc < 2)
{

addr.sin_addr.s_addr = htonl(INADDR_ANY);
}
else if (isdigit(*argv[1l]))
{

}

else

{

addr.sin_addr.s_addr = inet_addr(argv[1]);

host_ent = gethostbyname(argv[1]);
if (host_ent == NULL)
{
printf("Host not found!\n");
exit(-1);
}
memcpy ((char *)&addr.sin_addr.s_addr,
host_ent->h_addr 1ist[0],
host_ent->h_length);
1

/**************************************************/
/* Check to see if the user specified a file name */

/* on the command Tine */
/**************************************************/

if (argc == 3)
{

strcpy(filename, argv[2]);
else

printf("Enter the name of the file:\n");
gets(filename);

}

/*************************************************/

/* Create an AF_INET stream socket */
/*************************************************/

sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket() failed");

exit(-1);
printf("Socket completed.\n");
/*************************************************/

/* Connect to the server */
/*************************************************/
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rc = connect(sockfd,
(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));
if (rc < 0)
{

perror("connect() failed");
close(sockfd);
exit(-1);

1

printf("Connect completed.\n");

/*************************************************/

/* Send the request over to the server */
/*************************************************/

rc = send(sockfd, filename, strlen(filename) + 1, 0);

if (rc < 0)
{
perror("send() failed");
close(sockfd);
exit(-1);

}

printf("Request for %s sent\n", filename);

/*************************************************/

/* Receive the file from the server */
/*************************************************/
do

{
rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
perror("recv() failed");
close(sockfd);
exit(-1);

else if (rc == 0)

{
printf("End of file\n");
break;

printf("%d bytes received\n", rc);
} while (rc > 0);

/*************************************************/

/* Close the socket */

/*************************************************/
close(sockfd);
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3. iSeries @D % A7 (Tasks)] X— T, [IBM HTTP Server for iSeries] Z#RL 7,

4. by T AZa—n5 Yy b7 w7 (Setup)] ¥ 7ZEREIRL £7,

5. ¥ HTTP Y —N—ODFIERK (Create New HTTP Server)] #7271 w7 L£7,

6. [HTTP ¥ —)\— (powered by Apache) HTTP server (powered by Apache))] Zi&RL. R
(Next)] 227U w27 LET,
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<, RN (Next)] 27U w27 LET,
H: 774 bOR— bFES 80 [TBRNL72NTIZE N,

12. TN (yes)] F721E TWWZA (o)l ZFEINL T, ZOY—N—DOF7 VX - QT ZIERTENED N
ZHORLUET, RN (Next)] 270w LET,

13. ROX—2IZIE,. HTTP —/N— (powered by Apache) DR TENFERINET, N5 DHEEMN
ELWaS, T#7 (Finish)l 227U v 27 LET.

14. THULKERLUZY—N—0DOEM (Manage newly created server)] 227U v 7 L %9, T T,
Apache IZKDHEMNTETLE L=,

RIZETT HNE:
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Tomcat DIERK

[HTTP & —/\— (powered by Apache) D —/N— + A > A% > X &Mk L 72%. Tomcat ZHE L T Web

T I —NT Xsocket W—IL&EHE EIFD 2 ENNETT,

1.

10.
11.

12.

13.

14.

15.

16.
17.
18.

(¥4FIvs 225 (Dynamic content)] O HH LD FIZHS, TASF Tomcat v 7w
7« Y—)N—+ ¥ X% (ASF Tomcat Setup Server Task)] ZERL 7,

[Z® HITP $—N—HOY—TL v FZ&FHHEICT S (Enable servlets for this HTTP Server)]
BERLET, 23U, V- H—ERIT 7 MINVICESIAENE T, RN (Next)] 27Uy LE
ER

LR (Next)] 227Uy 27 LT, [T—H—E#H (Workers Definition)] X—TDF 7 +)L k&3ZIF
ANET,

)—H— I vEYZAD URL (URL to Worker Mapping)] X—T. DB Add)] 227Uy
7 LET,

TURL (XY b + RA 2 F)(URL(Mount Point))] HiliZ. /xsock EATILET, (%< (Continue)]
22Uy LT,

HEM Add)) 27U v 27 LET,

TURL (X7 b « RA 2 F)(URL(Mount Point))] 12, /xsock/* EANLFT., [H<
(Continue)] #2717 LET,

RN (Next)] 227U w27 LET,
MEEh Y 7O —2 a2 > D5 F A MEHE (In-Process Application Context Definition)] ~X—3
<. B (Add)) 227Uy LET,
TURL /XA (URL Path)] ##iC. /xsock EANLET,

(77T —a AT ¢ L2 bYU— (Application Base Directory)] ##iZ. webapps/xsock &AM
LET,

[%t< (Continue)] #7 Vw27 LET, SHIMOBEMEZRERT HI2HEND L EERT, BHE Ay
T—INFREINET,

7 7Y% —3 a Ok (Configure Application)] O FiZdH 5 K (Configure)] 27 1) w7 L&
\3_0

F—T LR LWT ST — -4 RO X TV 5DV A LT R (Session Object
timeout)] 7 4 —JVRT, 3 HZEZIRL L7,

H: INPNHERINDETITN., XTI bOF A LT MR (Session Object timeout)| Tt
DEZIEETHIEHTEET,

GEM Add)] #2271 w 27 LT, bY—TJL v hEEFEZBMLUTOATY TE#%ETLET,

a. [H—TLw b2 5A% (Servlet class name)] !Z. com.ibm.iseries.xsocket.XSocketServiet
EANLET,

b. [URL /X#— (URL patterns)] 2. /+ EASLET,
c. TWBhEfiS —% > A (Startup load sequence)] % 3 IZR¥EL T,
d. TH< (Continue)l 2717 L %7,
e. TOKJ 227Uy ZL%Ed, ZHUCKD, 75998 — -4 > RN O0—ALET,
Tomcat Ty 7w T DAL « 0 2 RTT, RN (Next)] Z27Uw 7 LET,
¥ 7Y (Finish)] 227w -7 L9,
lOK] #2271 wZ7 LEd, ZT#NT. Xsocket YV —)L D Tomcat N7 T LE L7,
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RICETT DA
@k 7 7 1V O EH]

BRZ 71 IIVDEM
HTTP H—/\— (powered by Apache) T [Tomcat ZREEJL . Xsocket WV —)LZEFTTEHXIITLIE,
SAE L ADN DINDORERT 7 TIVICTFE TEEZMASRENDHVET . 3 DOT 7 1IVEHEHT D
WENH D ET, webxml 77 1), JAR 77 1), BLW httpd.conf TI, TOAT Y TEETTSIZ
& AN OEHRNKETT,
* Xsocket 77U —2ar s Iy AINVEFD, IA4T75)—%, HEY AT > NHORAD
[PERFHC. 2077 A VBMERENET,
 HTTP B —/\— (powered by Apache) DORERRFIZIER L7z, H—/N—%,
1. webxml 77 1 )VOEH
a. AN RTINS, ROKDIWCANTLET,

wrkTnk '/www/<server_name>/webapps/xsock/WEB-INF/web.xm1"

Z 2T, <server_name> & Apache WRIFITIERL L 72— /N— + 4 2 AF 2 ADARTTY, T2&X
W, = NN—%E LT xsocks ZEALEG. ROXIICTANLET,
wrklnk '/www/xsocks/webapps/xsock/WEB-INF/web.xml"
b. 2 ZILTCZDOT7 7y A IIVERELET,
c. webxml 77 1)VD </servliet-class> {TaMKL £7,
d. Zofroic, UFod—Rz@ALEd,
<init-param>
<param-name>1ibrary</param-name>
<param-value>XXXX</param-value>
</init-param>
XXXX EFRINTWDHINIC, [Xsocket DBERFFICIERL L 72T 1T 51 — %% HEALET,
e. 77 MIVEREL., WLy alaz&kTLET,
2. JAR 77 1IIVOBH)
a. A RIS, ROXDICZIDAR I REANLET,

CPY 0BJ('/QSYS.LIB/XXXX.LIB/QATTIFS2.FILE/TSOXSOCK.MBR")
TOOBJ (' /www/<server_name>/webapps/xsock/WEB-INF/1ib/tsoxsock.jar")
FROMCCSID(*0BJ) TOCCSID(819) OWNER(*NEW)

T ZT. XXXX 13 [Xsocket DRERPFICIER L7ZT 1 T 51— T, <server_name> |3
[/N— (powered by Apache) DFFRFFHICIER L /2 —/N—+ £ > A5 > A DARTTY,
3. httpd.conf 7 7 1 IV \DHERBREDEM (ZOAT v 713472 a>TT, )
ZHUTX D, Apache 1E Xsocket Web 77U —2a 7 7 AL LD ET 22— —DBiE&{TD
£ ET,

H: UNIX V7w NEERT 272DICEZIAAT VAT HRICHNBETT,
a. OAX RIS, ROLIICTANLET,

wrklnk '/www/<server_name>/conf/httpd.conf'

Z ZT. <server_name> X Apache WERKIFIZIERL L 72— /N— 4 2 A > ADARITTY, TzE A
i, = NN—%E LT xsocks ZEAZEE, ROLDITANLET,

wrklnk '/www/xsocks/conf/httpd.conf'’
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b. 2 2L TZO7 71V EHRELET,
c. 77 MIVOREIZ, AFDfFZ2HALET,

<Location /xsock>
AuthName "X Socket"
AuthType Basic
PasswdFile %%SYSTEM%%
UserId %%CLIENT%%
Require valid-user
order allow,deny
allow from all

</Location>

d 7712 REL. WEty a2 TLXT.
RIZFTT HNE:

Web 775 —IZB1F 5 Xsocket V—ILDF A K

Web 759 —(CH115 Xsocket Y—ILDFTR b

BT 7 1IIVANDFEFH TOREHFEETITDE. T ITTF—T Xsocket V—IVETARNTELLIIT/RDE
—g‘o

. Y=N— A AY 2 AZHBETHITIE. AX > RF T Toax> REaAHLET,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<server name>)

Z T°C. <server_name> |J [Apache HERRRFICIERR L 72— /N— + 4 > A ¥ > A D AT T,

H: 2R RN NN D £T,
2. AR VRIFA 2 —T 2 —AM5 WRKACTIOB IX > REZFHITL T, RZHREL XTI,
server_name D3 TMWTNRT SIGW RILICHDHEIT. KROAT Y TZ2EMBTEET,
3. 79U —T, RO URL #AHLET,

http://<system_name>:<port>/xsock/index

Z Z°T. <system_name> BE U <port> 3. |Apache EREFFICEATZS —/N—+ A > 25 > ZHBIUR
—h&ESTY,

4. 70T RDBHINDBEE, = N—DI—HF—HENAT—REZANLTLZEIW, Xsocket D Web
7947 2 NINFEIRSINDILT T,

Xsocket DfEFH

BFE, Xsocket W —IVZEMHHT 2 2 DOHENHVET, EHIZIAT > NS ZOY—IVEfEHT 5%
e, Web 790 —NTZOY—IVEFEHTLHETT, BH/N—T3 >0 Xsocket ZHT 21T,
IXsocket V=)LV BT D2 HBENH O ET, T IV —BEICBIT S IOV —)LOfiHZZOHEITIE. E
G2 5147 > MAIZ Xsocket YV —)VEHERT D Z EITMA. Web 75U —ZHT5ED Xsocket %
kT 2 DTV THETTHHERHODET, TOV—ILD 2 DO)N— 3 i, FRIL &N
ZRHVET, EE5OY—ILHY Ty MIEOH L 235 XA THRITTE, EB550Y—IVTHRITLEVY T
v RMEOXH LD ermo WRESNET, /2L, 12 —T7x—RAFETRABDET, LTFOFAIL Wih
DERBEIZHBNT Xsocket YV —IVEFHT S H1EZEZRLET,

H: GSKit ¥ a7 - Vv b APL 2FHT 2V 7y b« 707 LAEMETLEEIL. Z0OY—ILD
Web N—a > Z#FHTLZ2LENDH D ET,

LUFOFBATI, 2Ty —IVEEHRT 5 HEICDN TR L £,
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 [EH Xsocket D1 H|
c [77 U — - R—ZD Xsocket Dfii H|

EH Xsocket DfEFH
ZDAT Y TEFITTDHRNTFA T4 T D Xsocket DI=d>D MR DAT Y TIXRTRET LI EE
MRLTLEI W, EBEZ 517> T Xsocket ZEHTHIZIE. LLFOATY 725 T LET,

. A RfFTUTOOY Y REFRITL. Xsocket W—IINEFEET D IAT T =274 T 71—+ 1J A
MZEML ET,

ADDLIBLE <Tibrary-name>

Z Z°C. <library-name> & Xsocket @*ﬁﬁﬁﬁ‘:ﬁfﬁﬁbtﬁf T —DHEITT, HEXIE. F1
75U =DM MYXSOCKET O%a, KOXIITANLET,
ADDLIBLE MYXSOCKET

2. AREFA I =Tz —AT, ROKDICANLET,
CALL TSOXSOCK

3. Xsocket U Y RUNFREINET., ZOTA P RUTE, AZa—  N—EERT s —ILRZFEHL
TIRTOIT Y b IV—=F LTIV EATEET, 2O« 2RI V7w MERZZERL 28I
BIFERENET, 2O —T2—A&fAL T, ITIRHFELTWDRY ry k- TOr I L%E
RTEET, LWy FEUETZITIE, ATFZEETLTEI N,
a. 7y REEOUZXRT. TIF 9B (socket)] ZEIRL . [2fT (Enter)] Z#HL ET,
b. ?\:ﬂiéﬂ% lsocket() 7T 7 B (socket() prompt)] 7« > RT, VA7 vy MNMZ#Ey&RyY RL A -

RY—BIXYNTONIVERIRL. [T (Enter)] 2L £,

c. nﬂ hY| ZEIRL. [REb T DR (Select descriptor)] ZEERL £,

: oy 7y bRl TOBLICEET 2856, JIUTK > TEEHREBO Y 7y btk 70 U A h vk
RENEKT,
d. ZRENDUARPS, fERLZY 7y Mok 1722 IR L X7

H: DY ry Mgk FNEET 258, Y —IWIV 7y NERZEEHOY 7y MEdib I HEIIC
WAL Ed,

4. V7w FEEOU A NS, HT2Y 7y FEBEEIRLET, AT v 7 3c TERLEZY Ty ML
WXV ry REETHEHINET, Vv bERZZERTSE, VI y FEBIZDWTORED
BMERETED—HOT 4 > RUNERINET, 72 Z2I1E. connect() ZiBINT 25L&, FRINsdY
4 RUT, 7RLAE, VRV A - T773U—, BEXOTY RL A - T ZIFET D ENHEITR
DET, RNT, #IRLEY T MEEIN. i‘mﬁ@bﬁ_‘ WERESN TR EINET, V7 y MBI
THELDITXRTOLTI—II, errno &L TA—HY—ITERINET,

—

. Xsocket Y —)LiL. DDS DOV T 7 4 ANVIRFRETR—FLTWET, LEN>T, T—FYDANA
B BEXUOT 4 D RUDSFIVINS DFIRFIEZ, VI T7 4 NIRRT A AT VA EBEEIIIET T T 4 A
BTFAAT VA EBOESESEZHHTAINMNUKELET, 22 V974 WV ET 4 AT L AT
W Uy FEBORBIRT 4 — IV RIZF v T - Ry AEUTHNETH, T T4 HVisT 4 X
7v4fm‘$4®74—wPﬁﬁmi?

2. Uy b ETIERAIBAREROI, V—)UCEEINTOAY joetl) FRNH 2 2 EICHERL T ES

VY,
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Web 759 —IC81F7% Xsocket DfEM
Web 7 57 —T Xsocket Y —I)LZ& T BRI, Xsocket DT T OEG RIS & OWEZTNTD
Web 75T —RERRINGE T L2 EZ2MERLTLES W, Web 758 —T Xsocket V—)LZHHT 5
IZid. AFOATy 7E%ETLET,
1. Web 775 —T, ROXDITANLET,

http://server-name:2001/

Z Z T server-name &, T—/N— 1 > A% > A %&ET iSeries DARHITTY .

2. [P (Administration)] Z&NL £7,

3. EOFEFX =T arins, THTTP ¥ —N—0OEH (Manage HTTP Servers)] Z#IRL 7,

4. THHOA DAY A% ERRL. THbh (Start)] 227Uy 7 LEd, LFOLIICALL, a2 R
fIMEY—NN— e A 2 AY L AEFBTHIEHTEET,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<instance name>)

Z Z°T. <instance_name> | SERL L 7= HTTP 9 —/)N—DARITY, /=& %X, H—N
— e A A AT xsocks EFEHTEET,

5. Xsocket Web 77U —2a 7 7 ATBHIZIE. TIUYF—TLLFD URL Z2ANHLET,

http://<system_name>:<port>/xsock/index

Z Z°C. <system_name> |3 iSeries DY >4 T, <port> (& HTTP 1 > A% > A&VERR L 7= BRICHEE
LR —hRTY, &2 AT L% myiSeries T, HTTP H—/N— « > A% > AWK — K 1025
T listen L TWBEHE, ROXDITANLET,

http://myiSeries:1025/xsock/index

6. Xsocket WV —IL\ Web 7 I —lcO—Ransd &, BEDY 7y Mok T2 L7=0 ., #FEOR

WFEERLZDTEHIENTEET, ZOV—IVD 2 DON—Ta 2id, ERILEMENLED D

F9., EE550Y—I)IHV Ty NIFOHL ZHEXTRITTE, E550Y—IVTHHITLEY Ty b

XL @ ermo DRENET, 7272, 12 —T 2 —AFETRIZOET, HiLWw iy hdid T+

ZIERT 2I121E. ROKDICEFTTEET,

a. [Xsocket A= a— (Xsocket Menu)] /5. [YV% 7w b (socket)] ZZERL E£7,

b. REINS Xsocket M2 (Xsocket Query)l 71 > RUT, ZTDOV 7w MidFICETARY R
A+ TyIU—, IYTryh-H47, BIXOTORIVERRLET, TETEKIE (Submit)] % 7
w27 LET,

c. ZOR—=TYEHO—RTDHE, FHHEYV Ty LR T2 TV 9 b (Socket)] TIVF D« A= a—IC
FRINET,

d. [Xsocket A —=1— (Xsocket Menu)] /5. TNV 7y hidih I T 2BAREONH L 2R L
£9, Xsocket V—IVOEAEN—T 3 >aFHTHEEEREK. VY M TEERLANS K
e, 2OV —)VIZEEIEOH UICES DY 7y hikFZ2 HEICEHA L £19°,

Xsocket V—=JIVIC& > THERREN/=FT L ¥ FDHIK

Xsocket W —)VIZX o TERESN/ZA TPV b EHIBRT A ENMEE LD TEESGHVDET, 1A B
—)b - a7 I AL DT, TSODLT EWSARIOT O T LABMERESNE T, 20707 I L3, V—
WIZE > TERSNZA TPV FERELED (51475 —& TSODLT 13BR<). Xsocket Y —)LIZ &k
STHHAEINDEY =« AN—ZRELZDTZIENTEET., UFRO—EHDI~Y > RZ2#HT L
INSOA T NEHIRTEET,

VIWZEK o TR ENDY =R « AXN—DAZHIRT 2I121E, LFOoax > RZ2ANLEXT,
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CALL TSODLT  (*YES =*NONE)

YV—IVIMERRT B AT OB EHIRT BT LFOaOR > REANLET,
CALL TSODLT  (*NO Tibrary-name)

V=)L THEREIND Y —Z « AN—BXUOF TP/ bOWiHFZHIBRT5ICIE. UFoav > Rz
ANTLET,
CALL TSODLT  (*YES Tibrary-name)

Xsocket DHRY AL X

VT ks 8T—=27  )b—F>OBMYE—F (72X, inet_addr() ZEMTHI &L T,
Xsocket W —I)VEEETEET, MEHOKLBEIIINZADEDIICZIDY—ILE AL X 55513,
QUSRTOOL T4 75V —3ZE LW LZ2HRLET, ZOIFAT TV —2LHTLZOTIF/RL, V—
A TyANENDTATITY—ICaE—L, TITEHEEMATLZIWN, ZHUTL> T, QUSRTOOL
FATITV—=DFVPFINDT 7 A IIMEESNDDT, FFRVLEERDGEHITZNSDT 7 AIVEMEHT
ZF9, TSOCRT 7O/ I LhZFEHAL T, BERZRICY—INEHINNAINTEET (V—Z - T7 1IN
MDITAT I —IZAE—ZINTWEHEIRL, TOIA T IV —2HTESHLXSIT TSOCRT HLHET 5
WEMNH D ET), V—IVEIERT SH[IC. TSODLT 7OV I LAZEHALTY =)L« AT FOEHWLN
—2a EHIBRLTLZ3 W0,

FRFESHEY -

Vi hEtFaT -7y FOFERIZEALTED, ebusiness ¥ 7 U7 —3 3 > BLIY—N—IZxx
THEIICRO>TVNEDT, BEORSFRGMEY —IVE, ZOERICHIEL TWSBERNHDET, HlL
PRI NIZRSFEGEY — IV EFHATH I EICEoT, YTy b TOTITACRHTE L —AZETL
T, YTy bBINSSL /7 7 —2a >HOLIT—IZWT BV a—2az2/lOo5 2 ENTE
F9, IN5OY—IUE, OV I —EHR—F - 22 —OHEEFEN, IP 7 KL AR — MR E
DVTy O ERIRT 52 EICE>T, VI Yy NOMERZRET D20ICHEIEET,

DLFOETIE, 2N —EX « V—=ILIZDWTENTIWERL £77,

#21 VI hBENEFaT - iy NORTFERGIEY —IL

RFESEY — I |

LIC hL—Z + 74 )% — (TRCINT BELW TRCCNN) |[VFT v FDEIRNL —AZTASLDICLET, YTy
ke hL—=Z2&7RLZA-T73IU—, Yrvhb- -¥A
7.7 b3, P 7 RLA, BEOER— MERITHIR
TE5EDIEDELE, L —Z% Socket API DRE
DOAFTTV—DOHIZ, £72 SO_DEBUG V7w b« AT
ar-tbtyhroHBTY FORITHIETHI EHTE
£9, V5R2 5. LIC FL—RAlZ. ALY R, ¥R
7, A—Y—--TJa7yA). YaTth FiiFH—N—
KBTI —ITHITeNE ISR EL-.

STRTRC SSNID(*GEN) JOBTRCTYPE(*TRCTYPE) V5R2 725, STRTRC < 2 RIZEIMD/NT A—4 —»N
TRCTYPE((*SOCKETS *ERROR)) IZ&LBH hL—Z « Pa [HEINELEZ, ZONTA—F—F, OV 7y M
7 LAWK —Z «RA1 2 IhepiFeon/zHhz4amkL

£9. ZoHNITIR. VT y MEERICTZ SR AELE
BEDRDI—RE error HEWMAFTENET, FEAIT.
Information Center @ ITISTRTRC (Start Trace) Commandl

EBBLTIES N,
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#2101 iy hBEAEFaT - iy NORTFEBMEY —IL (#F)

BIFIREERCRIRED L — 2

Vw hLIC AR —%> bk FL—XIT, EfTEhz
By NMEEOBIERNEFEEBEDY > TNEENS &
WD ELK,

BE L 722 3 T

H—EALF L TOV SN, Iz ry bE
7213 listen DY 7y MIBEE L /2T XRTOYa 72K
HTEDXDICLET., ZOERIT. AFINET /213
AF_INET6 EWS 7 RL A - 7y IU—%2fHT DYy
ke 77U —2 3 @ NETSTAT ZH L TERT
EEXN

NETSTAT #&ékin (47> 3 > 3). SO_DEBUG Z{#iff
AHEIC T B,

V4w k7Y —3 32T SO_DEBUG V7 b -
FTalBRESNTND EE1T, HBEEL )L - TN
v TR ERE L ET,

tFay Vv FRDI-RFBROA Yy -0

2 DD SSL_ APL IZ&k D, EEfbINFaY - VT

v FROI—FRAy =% RLET. INH0 2 D
® API 1%, [SSL_Strerror()| & |SSL_Perror() T9 . /il
T. lgsk_strerror()| 1%. GSKit API IZ[RkEDIEREZTRAL L
£9, F£7 resolver —F >N S5DRD I— RERZHE

#3925 APL HH D ET,

NITF—AFT—4 AL 73> (PDC) hL—
A wA b

TTVT—=arns Yy NERT TCPAIP A% v U &
TOF—% - 70— L —ALET,

BAE1E R

URICUARESNTWBEDIE,
(PDF &),
TZET,

IBM Ly RTw”

iy ke 7Oy I ANIBET SRMERERMETS IBM Ly KTy o™
Web B k. BL Information Center D b Ew 7 TT, ED PDF &, FrFTZIZEIRIN

« [Who Knew You Could Do That with RPG IV? A Sorcerer’s Guide to System Access and More] %

+ [[BM @server iSeries Wired Network Security: 0S/400 V5R1 DCM and Cryptographic Enhancements|$

Request For Comments

e IPv6

— |RFC 2553: "Basic Socket Interface Extensions for IPv6'| "d'

— |REC 2292: "Advanced Sockets API for IPv6'| "d’

© RXAY - %—h YATH

— [REC 1034: "RAA > - 32—/ - #EB I OHERE” (RFC 1034: "Domain names - concepts and|

Faciiines")] "4

— [REC 1035: "RAA 2« x—L - A 2T VAT —2 3 > BIOMERR” (RFC 1035: "Domain names -|

[implementation and specification”)| "d’
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http://www.redbooks.ibm.com/redbooks/pdfs/sg245402.pdf
http://www.redbooks.ibm.com/redbooks/pdfs/sg246168.pdf
ftp://ftp.isi.edu/in-notes/rfc2553.txt
ftp://ftp.isi.edu/in-notes/rfc2292.txt
ftp://ftp.isi.edu/in-notes/rfc1034.txt
ftp://ftp.isi.edu/in-notes/rfc1034.txt
ftp://ftp.isi.edu/in-notes/rfc1035.txt
ftp://ftp.isi.edu/in-notes/rfc1035.txt

— |REC 2136: "R AA >« F—A « AT AIIBT 2EBHEH (DNS UPDATE)” (RFC 2136: "Dynamic|

[Updates in the Domain Name System (DNS UPDATE)") "d’

— |RFC 2181: "DNS fEAkD#EHH” (RFC 2181: "Clarifications to the DNS Specification”)| "d'
_ [RFC 2308: "DNS QUERY OFDF % v~ = (DNS NCACHE)” ("RFC 2308: "Negative Caching of

[DNS Queries (DNS NCACHEyﬂiiﬁ

— [REC 2845: "Secret Key Transaction Authentication for DNS (TSIG)'| "d'

* Secure Sockets Layer/Transport Layer Security

— |REC 2246: "TLS 7T k)L )N— 3 > 1.0 " (RFC 2246: "The TLS Protocol Version 1.0 ") "d'

fhdd Web UV — R

* [Technical Standard: Networking Services (XNS), Issue 5.2 Draft 2.0 "d'

m el OLEEGE S

AEIZIF, 7OV II T ORFMEENTVET,

IBM I, BEKIZ, INTOTATIL - A= ROY 2 TIVEHAT DI ENTE DI GRS E /-
MZFFELE Y. BEKIE. 20T TI)L - a—Rhs, BERMAOKO-Z—XICGbE o 70
T LERKT 22 EMTEXT,

FTRTOY T - A—RiZ, FIELTRTHBYTOHA, IBM IZXDiEtEnEd, 2oy 7))L - 7o
TILE, HEDDIEETICRITIREERTANERTOWERA, (6> T IBM 3. I8 > T -7
075 MNMIDOWTEFEME, FIEES L IZHEEENH D L2 IFZ0HN L0, REETHZEIETEER

o

>

ZIRGENZITRTOTOY I LIE, [BETL2EEORE] TRESN., WARLREDEHINEE
hoo PEERITEDLRGE. FeE B G MO IRAES K ONEH L OB EEDORIEDOEH & —YH D £ A,
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ftp://ftp.isi.edu/in-notes/rfc2136.txt
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ftp://ftp.isi.edu/in-notes/rfc2845.txt
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http://www.opengroup.org/onlinepubs/009619199/index.htm
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