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 RFC ��OBNϕ�Ω�≈K�A�µ¼@�A�p Microsoft Windows

2000 wA�ú���� (SSPI) APIC

��A⌠⌠�OA�ift��u°��O∩M (EIM)v	��µ@nJ⌠�Cµ@nJ�q≤���B�z
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⌠⌠�OA�qH≤w
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v �z⌠⌠�OA�
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v �≤ Kerberos KX

ú�p≤�� kpasswd Qshell ⁿO�ΩTC
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v �c�d�yÑ (SQL)/��í÷sΩ�w[c (DRDA)
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�qµ���qµ�CYqµ�sbAh��
qµ�	�o����A�qµ�C

v
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��qµ�CYqµ�sbAh��
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tm�ñ�w]Γ�A²��� Kerberos @�z��OΦkAhb∩ DDM ]w�OºeAz���
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v

v iSeries Access for Windows � OS/400 Dqú°A�

iSeries Access for Windows � OS/400 Dqú°A�Σ	NzL Kerberos qµ���OCbq��

ñA���iⁿwbs� iSeries Access Dqú°A���� Kerberos qµ�C

v

v iSeries NetServer
pGz�⌠⌠ñtmF KerberosAiSeries NetServer q��i�� Kerberos qµ�	�O°A�Cϕ

���Σ	�A�Σ	 Kerberos v5 �q��is� iSeries NetServerC�÷ Kerberos � iSeries

NetServer Σ	�D��Ω�A��\ iSeries NetServer support for Kerberos v5 authenticationC

v

v QFileSvr.400
QFileSvr.400 	P�{µ����qµ���qµ�O	sbCpGqµ���qµ�sb��Ah	

��°A�qµ�	�O��t����CpGqµ�úsbAh��{µ�KX
NΦkC�Gp

Gz�ⁿw≤ Kerberos tm�ñ�w]Γ�A²��� Kerberos @�z��OΦkAhb∩

QFileSvr.400 ]w�OºeAz���úw]Γ�C�÷piq��D���ΩTA��\��{ís

u�DM��C
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�÷���sW��≤\α��÷ΩTA��\ Memo to Users (����²) C

CL�DD

²�°�Uⁿ PDF ��A�∩�⌠⌠�OA� (j� 199 KB � 50 �)C

Ynbz�u@�xs PDF H��°�CLG

1. bz�s²�ñ}� PDF]÷@UWz���	C

2. bs²�\αϕñA÷@U��C

3. ÷@Utss�...

4. �²�nxs PDF ��²C

5. ÷@UxsC
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(www.adobe.com/product/acrobat/readstep.html) Uⁿ��C

⌠⌠�OA�p≤B@H

¡�⌠⌠�z�AziHtm⌠⌠�OA�H�z� iSeries t��ⁿñí≈��eñ� (KDC) ����

Kerberos qµ�A� KDC �@Γ��������A��Ω�wCiSeries ��� iSeries Sw��{íRϕ

Kerberos ⌠⌠��Dq[cAnD����A��qµ�Cϕ���V KDC nDqµ��A���oXF@

��lqµ�A��qµ���qµ� (TGT)C���hi�� TGT 	nDA�qµ�AHs�⌠⌠WΣª

A����{íCn²�O�QiµA�z���n²���BiSeries A�DΘ�Nft�� KDC � Kerberos

qH≤w���{íCiSeries iRϕDΘnDA��O�°A�A�RϕnD⌠⌠W��{í�A�qµ��

q��CUC��π�o
¼pñ�qµ�y{C

iSeries @�°A�

��π�ϕ iSeries Rϕ Kerberos ⌠⌠��°A���Op≤B@Cb��ñAWindows (R) 2000 KDC oX

qµ��DΘ JsmithCJsmith Qns� iSeries-A W���{íCb�í�UA	b°A�W��u°��O

∩M (EIM)v	N Kerberos DΘ∩M� iSeries ���]w�Ci∩⌠≤w kerberized �� iSeries °A�\

α⌡µ��@A�p iSeries-Access for WindowsC
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qµ�C

2. KDC 	τ� Jsmith �DΘW�MKX��eqµ���qµ��LC

3. Jsmith �ns� iSeries °A�W���{íC��Is⌠⌠�OA� APIA��{í	�e Jsmith

� TGT � KDCAHnDSw��{í�A����A�qµ�CDΘ���≈��z{���AΣ

ñOdqµ��Σª����OΩTCo
{�ib�n�q��ñ¬�A��o�s{�]xs≤

��ñCoiε���{í�v�z{��d⌠C
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5. ��{í�e°A�qµ�� iSeries A�{í	�O���C

6. °A���{í��Is⌠⌠�OA� API 	τ�qµ�A�∩��aN����q��	�¼�OC

iSeries @�q��

��π�ϕ iSeries Rϕ Kerberos ⌠⌠��q����Op≤B@Cb��ñAWindows (R) 2000 KDC oX

qµ�� iSeries-A DΘCiSeries-A i∩ΣªA��OCb�d�ñA	b iSeries B W�� EIM HN kerberos

DΘ∩M� iSeries ���]w�Ci∩⌠≤w kerberized �� iSeries °A�\α⌡µ��@A�p
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1. Jsmith DΘnJ iSeries-AAMßb Qshell ��ñ⌡µ kinit ⁿO	nDqµ���qµ�CiSeries

N�nD�� KDCC

2. KDC 	τ� Jsmith �DΘW�MKX��eqµ���qµ��LC

3. Jsmith �ns� iSeries °A�W���{íC��Is⌠⌠�OA� APIA��{í	�e Jsmith

� TGT � KDCAHnDSw��{í�A����A�qµ�CDΘ���≈��z{���AΣ

ñOdqµ�BÑq@�≈��Σª����OΩTCo
{�i≤�n�A���ñ¬�A��o

�s{�]xs≤��ñCoiε���{í�v�z{��d⌠C

4. KDC HA�qµ�@���C�GiSeries-B �A�DΘ��sW� KDCA�⌠⌠�OA�]��t

m≤ iSeries-B WC

5. ��{í�e°A�qµ�� iSeries A�{í	�O���C

6. °A���{í��Is⌠⌠�OA� API 	τ�qµ�A�∩��aN����q��	�¼�OC

⌠⌠�OA�Ny
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iα�qµ�

iα�qµ�
\°A�NnD�{����t@�A�Cn²o�ípo!��A����iα�∩

		nD�l TGT �
\°A��v{�C

≈��eñ	 (KDC)
ú�qµ����Ñq@�≈��⌠⌠A�CKDC �@@�t�DΘ (���MA�) �Σ�÷pK≈�

�Ω�wCªO��O°A�Pqµ���qµ�°A���¿C�����w≈�Rϕz� KDCC

pGYH�oF KDC s�vAiα�z�π�Γ�ⁿ���C�GiSeries t�úΣ	 KDCC

≈�ϕµ

�≤A�ºDqút�W���C���ñC@�n²út�A�DΘ�W��pK≈�Cb iSeries WA

≈�ϕµOb⌠⌠�OA�tm�í���CϕY�A�nDHtm�u⌠⌠�OA�v�O iSeries �A

iSeries 	�d≈�ϕµ�H�o
A��{�C�Tw����A���OL�Az���CW≤ KDC

M iSeries W�����A�C

KX°A�


\q��b
� KDC �≤ª��KXC@δ�ÑAKX°A�P KDC Ob�P≈�W⌡µC

DΘ

Kerberos ⌠⌠ñ����A��W�C���NO��A�	�OSw��{í�@�@�t�A��HC

b iSeries WA krbsvr400 A�DΘ�	�O iSeries Access for WindowsBQFileSrv.400 � Telnet °

A�bq��P iSeries í�O�����A�C

i proxy qµ�

i proxy qµ�NOuqµ���qµ� (TGT)vAªi²z�� TGT H�� IP �}	�oA��

qµ�CPiα�qµ�úP�OAzLk��{µ TGT 	N proxy zs� TGTFzuα proxy A�

qµ�Ciα�qµ�i²zN�π�OΩT (TGT) αe�t@x≈�A�i proxy qµ�uα²zα

eSw�qµ�Ci proxy qµ�
\A�NϕDΘ⌡µ@�C�A���α≈�DΘ��OΩ�@�

Sw��Ci proxy qµ�	���lqµ���qµ�	q� KDC HoXsqµ��úP�⌠}C

i proxy qµ�ú�nKXC

Γ�

H�w�≈��eñ� (KDC) @��Oñ��@�����°A�C

Γ�H⌠

Kerberos qH≤wjMtm�	PwΓ�H⌠A��w]MΣΓ�Ñh��H⌠÷YC⌠⌠�OA�ñ�

ia�Γ�i²zñLo�{�����O�	CΓ�H⌠i��≤ΣΓ��≤úP⌠��⌠⌠C�

pApG�q�@�Γ�b NY.myco.comAt@�b LA.myco.comA�≥ziH��oΓ�Γ�ºí�

H⌠÷YCpGΓ�Γ���H⌠AΣ�÷� KDC ��@�@�≈�Cb���	ºeAz��]w

KDC 	��H⌠C

i≤sqµ�
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bY
ípUA��{í�A�iαQni°���qµ�CúLA°�íiα	²YH
��q

µ�L�e�
�o
{�Ci≤sqµ�i²��{í�oi°���qµ�AP�ε�ó
�≈

	Ci≤sqµ�t�Γ����íC	@����íM��{µqµ���A	G����íM��

qµ���s\i��ΘC

A�qµ�

∩A��ODΘ�qµ�C

qµ��
A� (TGS)
�oXA�qµ�� KDC �ú��@�A�C

qµ��
qµ� (TGT)
ib KDC s�qµ���A��qµ�CbDΘ�Q�¿nDßAKDC 	Nqµ���qµ����

DΘCb Windows (R) 2000 ⌠�ñA���nJ⌠⌠AKDC 	τ�DΘ�W��[KKXAMßNq

µ���qµ��e����Cb iSeries °A�WA���ibr!¼��ñ��uQshell ��v�

kinit ⁿO	nDqµ�C

⌠⌠�OA�qH≤w

⌠⌠�OA�N Kerberos qH≤wftuP�wA� (GSS)vAPI �≤�OAHú��O�wA�C

UCU�ú�o
qH≤w�p≤b iSeries W��ª��@δí�C�÷o
����πΩTAwú�@
�

÷ Request for Comment �Σª�í	����C

Kerberos qH≤w

Kerberos qH≤wú�≤Ot��OAi����Vñí°A���¡≈A��ñí°A�NOoXqµ��

����≈��eñ� (KDC)C���hi��o
qµ�b⌠⌠W���v�¡≈C�Fqµ�Nú�nh

�nJúPt�CiSeries Σ	� Kerberos API �� Massachusetts Institute of TechnologyA{w¿��� Kerberos

qH≤w�Ω���C

w	�⌠��]

Kerberos qH≤w�]��Ω�µ½o!≤i⌠NíJB�≤�I��]�⌠�ñCN Kerberos ϕ@π

Θw�W��@hC÷M Kerberos qH≤wi²zb⌠⌠ñ�O������{íA²bwqz�⌠

⌠w���A�@
¡εz�
n�DG

v Kerberos qH≤wS�ú�u�	A�v≡��O@CIJ�iQ�o
qH≤w�Y
�}²ε��

{í�PAϕ��OBJCq�Ao�≡������MΦ��nd��z�����		@C

v ≈�@��≈�ó
iαy¿u�Rv≡�CpGIJ�HY�Φk�oDΘ�≈�AL�Nα≈�

¿
����A�CYn�εⁿ�o���A�Tε���@�≈��bz�wWw�±J��

hC

v Kerberos qH≤wLk�εKXDⁿσ¼≡�A�pKXq�CpG���KX∩oúnAIJ�Ki

��ú��N���KXl!X�≈��[K�Tº�KA�Qo�u≈u�Xα½v≡�C

�÷ Kerberos qH≤w���ΩTA��\UC	�G
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The Kerberos Network Authentication Service (V5) C

Internet Engineering Task Force (IETF) %íb Request for Comments 1510 ñwq Kerberos qH

≤wC

Kerberos: The Network Authentication Protocol (V5) C

Massachusetts Institute of Technology � Kerberos qH≤w%íσ≤Aú�{í]pΩT�í�q

H≤wS�C

Network Authentication Service Application Programmable Interfaces (APIs)

�uΩTñ�vDDú�⌠⌠�OA� API °ϕ�Σ\α��ní�C

P�w	A� (GSS) API

GSS API ú�@δ�wA�A�@
w��NΣ	Ap Kerberos qH≤wCoi² GSS ��{í�α

�úP�⌠�C�≤o�z�A��z��o
 API 	�N Kerberos APICziH�g�� GSS API ��

�{í	P�P⌠⌠ñ�Σª��{íMq��qHCC@�qH��{íb�µ½úΩt@�ñΓC�� GSS

APIA��{íiH⌡µUC@�G

v Mwt@���{í���� IDC

v ��s�v�t@���{íC

v ∩C@�TºM�wA�A�p≈K�MπX�C

�÷ GSS API ���ΩTA��\UC	�G

Generic Security Service Application Program Interface Version 2, Update 1 C

Internet Engineering Task Force (IETF) %íb RFC 2743 ñwq GSS APIC

Generic Security Service API : C-bindings C

Internet Engineering Task Force (IETF) b RFC 1509 ñⁿw GSS API C s�C

The Kerberos Version 5 GSS-API Mechanism .

Internet Engineering Task Force (IETF) bo� RFC 1964 ñwq Kerberos �� 5 M GSS API WµC

Generic Security Service Application Programmable Interfaces (GSS APIs)
�uΩTñ�vDDú� GSS API °ϕ�Σ\α��ní�C
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⌠⌠�OA�Ω�d�

%CΩ�d�ú�i��⌠⌠�OA�² iSeries �P Kerberos ⌠⌠º@δ⌠��í�C��dUCΩ�

d�	⌠x�÷tm⌠⌠�OA���N�tm��Ω�G

Ω�d�G��{�� KDC tm⌠⌠�OA�

�DDí��z�b Windows (R) 2000 ⌠� (ww�tm KDC) ñtm⌠⌠�O�
ß¼pC

Ω�d�G��µ@nJ

�Ω�d�π�p≤ft��⌠⌠�OA�Pu°��O∩M (EIM)v	��µ@nJC�z�Qn²�

����L�� Windows (R) 2000 nJ	�O iSeries t�� iSeries Access for Windows ��{íC

Ω�d�G��{�� KDC tm⌠⌠�OA�

¼p

zO@�⌠⌠�z�Atd�z�qqµ�¼í��⌠⌠Cz�±sW iSeries �⌠⌠	s±zí��X��

nº��{íC�ez�@� Windows (R) 2000 °A�AªRϕΓ��≈��eñ� (KDC)C�⌠⌠���

��íNDΘW��KXxsb KDCCznN iSeries sW� KDCCz'ΓN iSeries sW�o�Γ�AM

ß�≥N Windows (R) 2000 °A�ϕ@�O°A���Cz��v�i�� Kerberos ���{í (�� GSS

API)C

�Ω�d�π�UCuIG

v �������O{�

v ε�b⌠⌠ñ�z°A�s��B�⌡µ�í

v NKXó
������C


�

b�Ω�d�ñAMyCo, Inc. QnN iSeries t�sW�{�Γ�ñAb
Γ�ñ Windows (R) 2000 °A�

Rϕ≈��eñ�CiSeries t�Aϕ���$αs��X�½n����{íC����ngL KDC �O$

αs�o
��{íCiSeries ��sW� Windows (R) 2000 °A�� KDC ñC

�Ω�d����pUG

v � iSeries [J{��≈��eñ�

v ²DΘW�����W�P�sb≤⌠⌠ñ

v ² Kerberos ���b KDC �≤�v�KX

Ω�d���

U�í� MyCo �⌠⌠�ΦC
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qµ�¼í�

v iSeries-A ⌡µ≤ OS/400 �� 5 �� 2 (V5R2) WABt�������{íC

v KDC � DNS W�� kdc1.ordept.myco.com

v iSeries-A �DΘW�� krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

v KDC �w]Γ�� ORDEPT.MYCO.COM

v q�� PC ⌡µ Windows (R) 2000C

�Ω�d��tmBJ

1. �¿ (12See)⌠⌠�OA��W�u@ϕ��∩MµC

2. b iSeries-A Wtm (13See)⌠⌠�OA�C

3. sW (13See) iSeries-A � KDCC

4. � iSeries-A �C@������ (14See)�l�²

⌠⌠�OA� 11



5. τ� (14See) iSeries-A � TCP/IP ⌠�ΩT

6. �� (14See) iSeries-A W�⌠⌠�OA�tmC

tm��

BJ 1G�¿W�u@ϕ

UCW��∩Mµí�z≤}ltm⌠⌠�OA�e���ΩT�¼Cbz�≥iµ⌠⌠�OA�]wºeA

�÷²M°≤�∩Mµ����¬�
í�uOvC

²M°≤�∩Mµ �¬

z� OS/400 O V5R2 (5722-SS1) HW���H O

zw≤ iSeries t�WwFuKXs�ú�� (5722-AC3)v
H O

z⌠⌠ñ�� PC �z� iSeries t�WwwF iSeries Access for Windows

(5722-XE1) 
H

O

z⌠⌠ñ�� PC �z� iSeries t�WwwFuiSeries ΓΦ
v�uw�vl!

≤
H

O

z⌠⌠ñ�� PC �z� iSeries t�WwwFuiSeries ΓΦ
v�u⌠⌠vl!≤


H

O

z� *SECADMB*ALLOBJ � *IOSYSCFG Sϕv¡
H O

z�wt�W�wNRϕ≈��eñ��UCºΣñ@	
HpG���AO�@

�H

1. Windows (R) 2000 Server

2. Windows (R) XP Server

3. AIX Server

4. zSeries

O

Windows (R) 2000 Server

Y� Windows (R) 2000 Server M Windows (R) XP ServerAzO	≤i@�≈��eñ

��t�WAwFú� ktpass uπ� Windows (R) Σ	uπH

O

z⌠⌠ñ�� PC O	tm≤ Windows (R) 2000 ⌠�ñH O

zM�F�s����q{í (PTF) 
H O

iSeries t��íP KDC t��í�t≤ 5 ���HpGúOA��\PB�t��

íC

O

z�n�ΩT�tm⌠⌠�OA� �¬

iSeries-A ��� Kerberos w]Γ�W��≤H ORDEPT.MYCO.COM

� Kerberos w]Γ�� KDC �≤H

KDC �¼≡�≤H

kdc1.ordept.myco.com

88 (�G�� KDC �w]

≡)C
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z�n�ΩT�tm⌠⌠�OA� �¬

zn�o�w]Γ�tmKX°A�
HpGOA��¬UC�DG

� KDC �KX°A�W��≤H

KX°A���¼≡�≤H

O

kdc1.ordept.myco.com

464 (�G��KX°A��

w]≡)C

z� iSeries A�DΘºKX�≤H iseriesa123

�G�Ω�d�����⌠≤

���KXuO���wC≤

Ω�tm�íú���ª�C

�LΣLΓ�Pz� iSeries t��¼@�H N/A

C�Γ�º≈��eñ��DqúW��≤H N/A

BJ 2Gb iSeries-A Wtm⌠⌠�OA�

��zu@ϕñ�ΩTH≤ iSeries-A Wtm⌠⌠�OA�ApU��G

1. buiSeries ΓΦ
vñAi} iSeries-A —>w	�C

2. H�½kΣ÷@U⌠⌠�OA�AMß∩�tm	��tmδFC�Gbztm⌠⌠�OA�ßA�∩	

N�½stmC

3. �÷δF���½≤�ΩTA��dw∩���C÷@UU@BC

4. bⁿwΓ�ΩT�WAN ORDEPT.MYCO.COM ΘJ≤w]Γ�µ�ñC÷@UU@BC

5. bⁿw KDC ΩT�WAN kdc1.ordept.myco.com ΘJ≤ KDC µ�ñA�b≡µ�ñΘJ 88C÷@

UU@BC

6. bⁿwKXΩT�WA∩�OCN kdc1.ordept.myco.com ΘJ≤KX°A�µ�ñAH�b≡µ�ñΘ

J 464C÷@UU@BC

7. b� keytab n²�WA∩� iSeries Kerberos �OC÷@UU@BC

8. b� iSeries keytab n²�WAgU iSeries-A � keytab MDΘCϕzNDΘW�sW� KDC �A

z�n�W�CΘJ�T{KXC�pAMyCo �z�ΘJ iseriesa123C�G�Ω�d�����⌠≤

��KXuO���wC≤Ω�tm�íú���ª�C

9. ÷@UU@BC

10. ≤Kn�WA�d⌠⌠�OA�tm��C÷@U�¿C

{bw�¿ iSeries-A W�⌠⌠�OA�tmCU@BONDΘW�sW� KDCC

BJ 3GN iSeries-A DΘW�sW� KDC

YnsW iSeries t�� Windows (R) 2000 KDCA��!sWDΘ� KDC �∩��σ≤C�D�AiSeries t

�W�i@����W�C�NUCDΘW�sW� KDCG

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

b Windows (R) 2000 Server WA�ϕ�UCBJG

⌠⌠�OA� 13



1. �� Active Directory (R) �zuπ	�� iSeries t����bß (∩���
Ω�¿AH�½kΣ÷@UA

∩�s�AMß∩���
)CN iSeriesA ⁿw� Active Directory ���C

2. s� Active Directory ��� iSeriesA W��eCqbß��ñA∩�bßⁿH⌠iHeúCoi� iSeries-A

A�DΘNϕnJ���s�ΣªA�C

3. �� ktpass ⁿOAN���bß∩M�DΘCWindows (R) 2000 Server w CD W� Service Tools
Ω�¿ñú� ktpass uπCYn∩M���bßA�ΘJUCⁿOG

ktpass -princ krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

-mapuser iSeriesA -pass iseriesa123

Σñ iseriesa123 OzΦ≤tm (13See)⌠⌠�OA���ⁿw�KXC�G�Ω�d�����⌠≤��

�KXuO���wC≤Ω�tm�íú���ª�C

BJ 4G� iSeries-A ������@��l�²

s� iSeries M iSeries ��{í�C@����ú�n@��≤ /home �²U��²C��²N]t���

� Kerberos {���W�CYn�������l�²A��¿UCBJG

1. b iSeries ⁿOµWAΘJG

CRTDIR ’/home/username’

Σñ username ����� iSeries ���W�C

�pAMyCo �z�ΘJUCⁿOG

CRTDIR ’/home/Johns’ Nϕ��� John SmithC

2. ∩z������½�o
BJC

BJ 5Gτ� iSeries-A � TCP/IP ⌠�ΩT

1. b iSeries ⁿOµWAΘJG

CFGTCP

2. ∩�u∩	 10v(�� TCP/IP Dqúϕµn²)C

3. bDqúW�µ�ñA�τ� iSeries-A ��πDqúW�OpgCY�h�DqúW�n²Aτ�τ�O

	²X{�πDqúW�C�pAiSeries A �DqúW�n²��Giseriesa.ordept.myco.comC

4. τ�DqúW�n²ºßA�÷ F3 ≡�utm TCPvD\αϕC

5. ∩�u∩	 12v(�≤ TCP/IP ⌠�ΩT)C

6. τ�t�W�O	X{bDqúW�µ�ñCτ�τ�⌠�W�O	%TCb�d�ñA DqúW�O

iseriesaA�⌠�W�O ordept.myco.comC

BJ 6Gb iSeries-A W��⌠⌠�OA�

��AziH��∩ iSeries-A DΘW�nDqµ���qµ�A	τ�⌠⌠�OA��tmO	%TG

1. bⁿOµWAΘJ QSH 	�� Qshell ��C

2 . ΘJ k e y t a b l i s t 	π� k e y t a b �ñnO�DΘMµC≤�Ω�d�ñA

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM �π�� iSeries-A �DΘW�C�GpGz∩

�∩ LDAP M iSeries NetServer tmDΘAkeytab �ñN�Σªn²C≤�Ω�d�ñA�z�∩�ú�

o
A�tmDΘC
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3. ΘJ kinit -k krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COMCY��Q�¿AQSH ⁿO	π

�L�C

4. ΘJ klist 	τ�w]DΘO	� krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COMC

Ω�d�G��µ@nJ

¼p

zO@�⌠⌠�z�Atd�z�quqµ�¼í�v�⌠⌠C�ez������ Windows (R) 2000 α�C

L��n�z�v� Windows ID MKX�Σ OS/400 ���W�CzQnN Windows (R) 2000 nJ�≤

iSeries �OCzúQn� Windows (R) 2000 ID P OS/400 ���W��PA]úQn��KX���PBA

�]Oo
�MΦ��wW��DCzÑí iSeries °A�i��µ@nJAΦkObz�°A�Wtm⌠⌠

�OA�� EIMC⌠⌠�OA�
\ iSeries t�[J Window (R) 2000 ⌠�A� EIM hú�@�≈ε�

Windows (R) 2000 ID Pb
°�ñNϕ
����µ@ EIM ID ú!÷pC�≤o
÷pA⌠⌠W� Kerberos

DΘKis�@
 iSeries ��{íA�ú�n��Σ iSeries ���W��KXnJC�÷��µ@nJ�n

B�p≤@��� EIM M⌠⌠�OA����Ω�A��\��µ@nJDDC

Ω�d�uI

�Ω�d�π�UCuIG

v �������O{�

v ε�b⌠⌠ñ�z°A�s��B�⌡µ�í

v NKXó
������C

v �K�nh½nJ

v ��⌠⌠í�����O�z


�

≤�Ω�d�ñAMyCo, Inc. QnN iSeries t�sW�{�� Windows (R) 2000 ⌠�@��Oº�CiSeries

t�t���������s����{íC����ngL KDC �O$αs�o
��{íCiSeries A�

DΘ��sW� Windows (R) 2000 °A�� KDC ñA$α²DΘnDA�qµ�C��AzNtm EIMA

Mß��÷pHN OS/400 ���]w�� Kerberos DΘ∩M�Nϕ°�ñµ@���� EIM IDC�≤uq

µ�¼í�vñ������ iSeries Access for Windows ��{íA�HzMw�� Kerberos DΘ@� iSeries

Access for Windows �Σ�÷��{í�n��OΦkC

�Ω�d����pUG

v � iSeries-A M iSeries-B [J{��≈��eñ�

v N iSeries-B W�u�²°A�vtm�⌠�� EIM ⌠��ε�

v ² iSeries-A M iSeries-B W����]w�� Kerberos DΘ∩M�µ@ EIM ID

v �� Kerberos DΘ	�O iSeries Access for Windows ��{í
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Ω�d���

U�í� MyCo �⌠⌠�ΦC

qµ�¼í�

v iSeries-A P iSeries-B ⌡µ≤ OS/400 �� 5 �� 2 (V5R2) WABt�������{íC

v KDC �W�� kdc1.ordept.myco.comC

v iSeries-A �DΘW�� krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COMC

v iSeries-A � DNS W�� iSeriesA.ordept.myco.comC

v KDC �w]Γ�� ORDEPT.MYCO.COMC

v tm iSeries-B W� Directory Server (LDAP) @�⌠⌠� EIM ⌠��ε�C�GLDAP tm��btm EIM

ºe�¿FúLApGt�WS�tm LDAPAEIM tmδFú�F LDAP tmCb�Ω�d�ñAiSeries-B

�S�tm LDAPC�z�p�b EIM tm�ítm LDAPC

v iSeries-B � DNS W�� iSeriesB.ordept.myco.comC

v iSeries-B �DΘW�� krbsvr400/iSeriesB.ordept.myco.com@ORDEPT.MYCO.COMC

v q�� PC ⌡µ Windows (R) 2000C

v Kerberos �Γ�DΘ Jsmith M Sjones wb KDC �¿nOC
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�Ω�d��tmBJ

1. �¿ (17See) iSeries-A M iSeries-B �W�u@ϕ

2. b iSeries-A Wtm (18See)⌠⌠�OA�

3. sW (19See) iSeries-A A�DΘ� KDC

4. � iSeries-A �C@������ (19See)�l�²

5. τ� (20See) iSeries-A � TCP/IP ⌠�ΩT

6. �� (20See) iSeries-A W�⌠⌠�OA�tm

7. ∩ iSeries-B ½�BJ 2-6

8. tm (20See) EIM ⌠��N iSeries-B W��²°A�tm� EIM ⌠��ε�

9. tm (21See) iSeries-A H[J EIM ⌠�

10. �°�ñ������ (22See) EIM ID

11. N OS/400 ���]w��DΘW�� EIM ÷psW (22See)� EIM ID

12. tm (23See) iSeries Access for Windows su	�� Kerberos DΘ@��OΦk

13. τ� (23See)⌠⌠�OA�� EIM ]w

tm��

BJ 1G�¿W�u@ϕ

UCW��∩Mµí�z}ltm⌠⌠�OA��u°��O∩M (EIM)vºe���ΩT�¼Cbz�≥i

µ⌠⌠�OA�]weA�÷²M°≤�∩Mµ����¬�
í�uOvBtm⌠⌠�O�ΩT�
�

πC

²M°≤�∩Mµ �¬

z� OS/400 O V5R2 (5722-SS1) HW���H O

z� iSeries t�WwwFuKXs�ú�� (5722-AC3)v
H O

z⌠⌠ñ�� PC �z� iSeries t�WwwF iSeries Access for

Windows (5722-XE1) 
H

O

z⌠⌠ñ�� PC �z� iSeries t�WwwFuiSeries ΓΦ
v�

uw�vl!≤
H

O

z⌠⌠ñ�� PC �z� iSeries t�WwwFuiSeries ΓΦ
v�

u⌠⌠vl!≤
H

O

z� *SECADMB*ALLOBJ � *IOSYSCFG Sϕv¡
H O

z�UCΣñ@�Rϕ≈��eñ��t�
HO�@�H

1. Windows (R) 2000 Server

2. Windows (R) XP Server

3. AIX Server

4. zSeries

O

Windows (R) 2000 Server
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YO Windows (R) 2000 Server M Windows (R) XP ServerAzwF

ú� ktpass uπ� Windows Σ	uπ
H

O

z⌠⌠ñ�� PC tm≤ Windows (R) 2000 ⌠�ñH O

zM�F�s����q{í (PTF) 
H O

iSeries t��íP KDC t��í�t≤ 5 ���HpGúOA��

\PB�t��íC

O

z�n�ΩT�tm⌠⌠�OA� �¬

iSeries ��� Kerberos w]Γ�W��≤H ORDEPT.MYCO.COM

� Kerberos w]Γ�� KDC �≤H

KDC �¼≡�≤H

kdc1.ordept.myco.com

88 (�G�� KDC �w]≡)C

zn�o�w]Γ�tmKX°A�
HpGOA��¬UC�DG

� KDC �KX°A�W��≤H

KX°A���¼≡�≤H

O

kdc1.ordept.myco.com

464 (�G��KX°A��w]≡)C

z� iSeries A�DΘºKX�≤H iseriesa123

iseriesb345

�G�Ω�d�����⌠≤���KXuO

���wC≤Ω�tm�íú���ª�C

�LΣªΓ�Pz� iSeries �¼@�H N/A

C�Γ�º≈��eñ��DqúW��≤H N/A

z�n�ΩT�tmu°��O∩M (EIM)v �¬

LDAP �z���OW��KX�≤H �OW�Gcn=administrator

KXGmycopwd

�G�Ω�d�����⌠≤���KXuO

���wC ≤Ω�tm�íú���ª�C

u�²A� (LDAP)v°A�W��≤H iSeriesB.ordept.myco.com

u�²A� (LDAP)v°A��≡��≤H 389

BJ 2Gb iSeries-A Wtm⌠⌠�OA�

Yn��zu@ϕñ�ΩTH≤ iSeries-A Wtm⌠⌠�OA�A��¿UC@�G
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)CN iSeriesA ⁿw� Active Directory ���C
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@�

UC�uiSeries ΓΦ
vñ�z�i⌡µ��n@�MµCp�≥�@���ΩTA��\⌠⌠�OA��

uiSeries ΓΦ
ví�CúFo
@�º�A�z��nTw���w�� kdestroy ⁿORú�{�C

v PB�t��í

Ynb iSeries M KDC ºíµ½qµ�At��í���tZ��b 5 ���CziHq⌠⌠�OA�u�

evñtm�j��t�Cw]��j��t�� 5 ��� 300 ϕC�DDí�p≤PB�t��íC

v

v sWΓ�

�DDí�p≤sWΓ��⌠⌠�OA�tmC

v

v RúΓ�

�DDí�p≤q⌠⌠�OA�tmñ�úΓ�C

v

v sW≈��eñ��Γ�

�DDí�p≤N≈��eñ�sW�{µ⌠⌠�OA�tmñC
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v

v sWKX°A�

�DDí�p≤sWKX°A��⌠⌠�OA�tmñA²���i�≤L�� Kerberos KXC

v

v ��Γ�ºí�H⌠÷Y

�DDí�p≤]wΓ�ºí�H⌠÷YC�\αOi∩��A]��w]AKerberos qH≤w	bΓ�Ñ

hñMΣH⌠CúLAYz�úP⌠�ñ�Γ�BQn[�o�{�A�\α���C

v

v �≤Dqú�R

�DDí�p≤�≤Γ�W��Dqú�RC

v

v sW[K]w�

�DDí�p≤sWqµ���qµ� (TGT) �qµ���A� (TGS) �[K�¼C

iSeries ��
@�

iSeries ]i@� Kerberos ¼⌠⌠ñ�q��C���inJ iSeries �zLuQshell ��v⌡µ Kerberos

�÷@�CUC@����� Qshell ⁿO	⌡µ iSeries ����@δ@�C

v ���l�²

�DDí�p≤���l�²C

v

v �os�qµ���qµ�

�DDí�p≤�� kinit Qshell ⁿO	�o�≤sqµ���qµ�C

v

v �≤ Kerberos KX

�DDí�p≤�� Qshell ⁿO kpasswd 	�≤KXC

v

v �z keytab �

�DDí�p≤�� Qshell ⁿO keytab 	�z keytab �C

v

v RúwL�{���

�DDí�p≤�� kdestroy Qshell ⁿO	Rúxs≤q���wL�{���C���w�RúL��

{����½nC

v

v π�{���� keytab �

�DDí�p≤�� klist Qshell ⁿO	CXP����÷�{�� keytab �C

v

v �z LDAP �²ñ� Kerberos A�n²

�DDí�p≤�� ksetup QSHELL ⁿO	�z LDAP �²ñ� Kerberos A�n²C
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PB�t��í

⌠⌠�OA�H 5 �� (300 ϕ) @�t��í�j�tw]�CziH��⌠⌠�OA��e	�≤�tC

bPB�t��íºeA���z����� QUTCOFFSET t��	]wt��íCziH�≤ KDC �í

��� QTIME t��	�≤ iSeries t��íA�HPB�o
t��íCúLAYnO�⌠⌠ñ�t��

íPBAz�
tmu�÷⌠⌠�íqH≤w (NTP)vCSNTP 
\h½t���µ@�í°A�	]wª�

��íCYntm SNTPA��¿UCBJG

Ynb iSeries Wtm SNTPA�bⁿOµΘJ CHGNTPAC

Ynb Windows (R) t�Wtm SNTPA��� NET HELP TIME 	π� SNTP °A�tmΩTC

sWΓ�

¡�⌠⌠�z�AziαQnsWΓ��⌠⌠�OA�tmñCbsWΓ�� iSeries tmºeA��∩sΓ

�tm KDCCbsWΓ�� iSeries ⌠⌠�OA�@�ºeAz�nΓ�W�BKDC W�� KDC �¼≡C

YnsWΓ��⌠⌠�OA�A��¿UCBJG

1. buiSeries ΓΦ
vñA∩�z� iSeries °A� —> w	� —> ⌠⌠�OA�C

2. H�½kΣ÷@UΓ�AMß∩�sWΓ�C

3 . bnsW�Γ�µ�ñAΘJznsW�Γ�ºDqúW�C�pA�
�Γ�W�i�

ORDEPT.MYCO.COMC

4. ΘJznsWΓ�� KDC W�C�pA�
� KDC W�i� kdc1.ordept.myco.comC

5. ΘJ KDC �¼nD�≡�C�
�≡�d≥O 1-65535CKDC �w]≡�� 88C

6. ÷@UTwC

RúΓ�

¡�⌠⌠�z�AziαQnq⌠⌠�OA�tmñRúΓ�CΓ�iαúA�n���≤⌠⌠WCzi

α]�n�úw]Γ�A$α≈q@
 iSeries �����{í�Dñ��C

�pApGzwtm⌠⌠�OA�²�b⌠⌠ñ]w KDCAQFileSvr.400 Mu��íΩ��z (DDM)vN�

]zO�� Kerberos �OCb]w�Oo
ú�eAz�
Rú⌠⌠�OA�tm�í�ⁿw�w]Γ�C

YnRú⌠⌠�OA��Γ�A��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	� —> ⌠⌠�OA� —> Γ�C

2. H�½kΣ÷@UnRú�Γ�W�AMß∩�RúC

3. ÷@UTwHT{RúC
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N≈��eñ	sW�@�Γ�

¡�⌠⌠�z�AziHQ�⌠⌠�OA�	N≈��eñ� (KDC) sW�Γ�CbN KDC sW�Γ�

ºeAz���D KDC W��Σ�¼≡C

YnN≈��eñ�sW�Γ�ñA��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	� —> ⌠⌠�OA� —> Γ�C

2. H�½kΣ÷@Ukíµñ�Γ�W�AMß∩��eC

3. b@δ��WAΘJnsW��Γ�ñ� KDC W�C��Γ�ú�n KDCC�pAkdc2.ordept.myco.com

O@��
�n²C

4. ΘJ KDC �¼nD�≡�C�
�≡�d≥O 1-65535CKDC �w]≡�� 88C

5. ÷@UsWCb�Γ��u≈��eñ	 (KDC)vMµñX{s� KDCC

6. ÷@UTwC

sWKX°A�

KX°A�
\ Kerberos DΘ�≤ª��KXCYnNKX°A�sW�Γ�A��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	� —> ⌠⌠�OA� —> Γ�C

2. H�½kΣ÷@Ukíµñ�Γ�W�AMß∩��eC

3. bKX°A���WAΘJKX°A�W�C�pAKX°A���
W�i� psvr.ordept.myco.comC

4. ΘJKX°A�∩��≡�C�
�≡�d≥O 1-65535CKX°A��w]≡�� 464C

5. ÷@UsWCsKX°A�NsW�MµñC

6. ÷@UTwC

�Γ�ºí�H⌠÷Y

��Γ�ºí�H⌠÷Yiú!�O�	C�\αOi∩��A]��w]AKerberos qH≤w	bΓ�Ñ

hñMΣH⌠CpGz�úP⌠�ñ�Γ�BQn²o�{�[�t�A�\α���CYn]wΓ�H⌠A

C�Γ�� KDC ��@�≈�Cb��H⌠÷YºeAz��]w KDC 	��H⌠CYn��Γ�ºí�

H⌠÷YA��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	� —> ⌠⌠�OA� —> Γ�C

2. H�½kΣ÷@Ukíµñ�Γ�W�AMß∩��eC

3. bH⌠�Γ���ñAΘJn��H⌠�Γ�W�C�pAH⌠÷Y��
W�i� NY.myco.com M

LA.myco.comC

4. ÷@UsWCo	bϕµñsWH⌠÷YC

5. ÷@UTwC
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�≤Dqú�R

zL⌠⌠�OA�AziHⁿwN�²A� (LDAP) °A�B⌠�W�t� (DNS) �RA∩MsW�tm

�ñA	�RDqúW�MΓ�W�Cz]iH∩���T�Φk	�RDqúW�CpGz∩���o
Φ

kA⌠⌠�OA�	²�d�²°A�A��O DNS n²A�ßORA∩MA	�RDqúW�C

Yn�≤Dqú�RA��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	�C

2. H�½kΣ÷@U⌠⌠�OA�AMß∩��eC

3. bDqú�R�WA∩��� LDAP d\B�� DNS d\A�/���RA∩MC

4. pGz∩��� LDAP d\@�Dqú�R�¼A�ΘJ�²°A�W��Σ∩�≡C�pA

ldapsrv.ordept.myco.com i��²°A���
W�C�
�≡�d≥O 1-65535C�²°A��w]≡�

� 389C

5. pGz∩��� DNS d\@�Dqú�R�¼Ah��tm DNS 	∩M�Γ�W�C

6. pGz∩���RA∩M�Dqú�R�¼A�ΘJΓ�W��Σ∩� DNS W�C�pADqúW�i�

mypc.mycompanylan.comA�Γ�W�� ORDEPT.MYCO.COMCz]iHNP�DqúW�∩M�SwΓ

�C�pApGH myco.lan.com ������≈��≤ ORDEPT.MYCO.COMAziHΘJ myco.lan.com

@� DNS W�A�ΘJ ORDEPT.MYCO.COM @�Γ�Co	btm�ñ��Γ�W�P DNS W�í

�÷pC÷@UsWAbtm�ñ�� DNS PΓ�W�í�RA∩MC

7. ΘJ�∩�Dqú�R�¼��÷ΩTßA÷@UTwC

sW[K]w�

ziH∩qµ���qµ� (TGT) �qµ���A� (TGS) ∩�[K�¼C[K�Ω�LkQ�OA	⌠

	⌠⌠ñ�Θ�Ω�Cq��	[KΩ�A�°A�	�KΩ�C�TO[K%TB@Az���� KDC �

ΣªqH��{íWⁿw��P[K�¼CpGo
[K�¼ú�A[KN	ó�CziH∩ TGT M TGS s

W[K�C�GTGT M TGS �w][K�� des-cbc-crc M des-cbc-md5Cbtm�íw]ww][K�CY

nNqµ��Σª[K�sW�tmA��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries °A� —> w	�C

2. H�½kΣ÷@U⌠⌠�OA�AMß∩��eC

3. bqµ��WAqi��[K�¼�uqµ���qµ�v�uqµ���A�vMµñ∩�[K�C

4. ÷@U[be��[bß�AN[K�¼sW��∩��[K�¼MµñCN�C��������∩

��C@�o
[K�¼CpG@�[K�¼ó�AK	�Mµñ�U@�[K�¼C

5. ÷@UTwC

�o�≤sqµ��
qµ�

kinit ⁿOi�o�≤s Kerberos qµ���qµ�CpG�∩ kinit ⁿOⁿw⌠≤qµ�∩	Ah��
Kerberos tm�ñⁿw� KDC ∩	C

Y�≤s{��qµ�Ah{���	½s�l]w�]t�¼� KDC �sqµ���qµ�CpG�bⁿ

OµⁿwDΘW�Ahq{���ñ�oDΘW�CúDH -c ∩	ⁿw��W�A	hs{���	¿�w

]{���C
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qµ��í�H nwndnhnmns ϕ�AΣñ n Nϕ�rAw ϕ�g�Ad ϕ�(�Ah ϕ���Am ϕ���

�A� s ϕ�ϕ�Co
!≤��H���ⁿwA²i�ñ⌠≤!≤ (�pA4h5m Nϕ 4 p�S 5 ��A

� 1w2h Nϕ 1 gS 2 p�)CpG�ⁿw@��rAhw]�p�C

Yn� Jsmith o�DΘ�oπ� 5 p����¡�qµ���qµ�G

b Qshell ⁿOµWAΘJG

kinit -l 5h Jsmith

�

b iSeries ⁿOµAΘJG

call qsys/qkrbkinit parm(’-l’ ’5h’ ’Jsmith’)

�÷Sw�kM¡εA��\� Qshell ⁿO� �k�N�	C

kinit

yk

kinit [-r time] [-R] [-p] [-f] [-A] [-l time] [-c cache] [-k] [-t keytab] [principal]

w]��v¡G*USE

Qshell ⁿO kinit i�o�≤s Kerberos qµ���qµ�C

∩�

-r time
≤sqµ���ííjC�íj��ßYLkA≤sqµ�C≤s�í��j≤�⌠�íCpG�ⁿw

�∩	AhLk≤sqµ� (pG�nD�qµ����¡WX�jqµ����¡A�O	ú!i≤s

�qµ�)C

-R
≤s{��qµ�Cϕ≤s{��qµ��AzLkⁿwΣª⌠≤qµ�∩	C

-p
qµ�i� proxyCpG�ⁿw�∩	Ahqµ�úα� proxyC
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-f
qµ�iα�CpG�ⁿw�∩	AhLkα�qµ�C

-A
qµ�útq���}MµCpG�ⁿw�∩	Ahqµ�Nt���Dqú�}MµCϕ�lqµ�

t��}Mµ�Ahuαq�}Mµ�Σñ@��}��ªC

-l time
qµ�ε�ííjC�íj��ßAqµ�YLk��A�ª≤s�εCpG�ⁿw�∩	Aíj

]� 10 p�C

-c cache
kinit ⁿON���{���W�CpG�ⁿw�∩	A�ⁿO��w]{���C

-k
	q≈�ϕµ�oqµ�DΘ�≈�CpG�ⁿw�∩	At�	ú�zΘJqµ�DΘ�KXC

-t keytab
≈�ϕµW�CpG�ⁿw�∩	²ⁿwF -k ∩	Aht���w]≈�ϕµC-t ∩	tⁿ -k ∩	C

DΘ

qµ�DΘCpGS�bⁿOµⁿwDΘAt�	q{���ñ�oDΘC

v¡

���½≤ �

n

�

v

¡

YⁿwF -t ∩	Ahⁿ⌠	W�ñ�≤≈�ϕµ�ºe�C@��² *X

ϕⁿw -t �Aⁿ≈�ϕµ� *R

⌠	W�ñ�≤�n���{����ºe�C@��² *X

pGH KRB5CCNAME ⌠���ⁿwB��w��Ahⁿ�n�������Wh�² *WX

{���� *RW

tm�⌠	ñ�C@��² *X

tm� *R

�F² Kerberos ⌡µ�íα≈q⌠≤⌡µñ{�MΣz�{����A���Wq�xs≤ krb5ccname �
��l�²ñC��]w⌠��� _EUV_SEC_KRB5CCNAME_FILE im½���W�xsΘ�mCYns
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����A���]w���∩⌠	ñ�C��²�� *X v¡AH�∩xs���W����� *R v¡C
�������{����A���]w�����Wh�²� *WX v¡C

Tº

v option_name ∩	�n@�C

v command_option úO�
�ⁿO∩	C

v ≤s�τ�qµ��ú
\⌠≤∩	C

v Lk�ow]{���W�C

v Lk�R{��� file_nameC

v S�i���lqµ�C

v ��ⁿwDΘW�C

v Lkq{��� file_name ñ
�qµ�C

v �lqµ�Lk≤sC

v option_value ∩	úA� request_name nDC

v Lk�o�l{�C

v LkσRDΘW�C

v Lk�R≈�ϕµ file_nameC

v principal_name �KXú%TC

v Lk¬�KXC

v LkN�l{�xs≤{��� file_name ñC

v �ítº�L
C

�÷p≤���ⁿO�d�A��\�o�≤sqµ���qµ�C

π�{���� keytab �

klist ⁿOiπ� Kerberos {����≈�ϕµ��eC

YnCXw]{���ñ��n²�π�qµ�X�G

b Qshell ⁿOµWAΘJ

klist -f -a

�

b iSeries ⁿOµWAΘJ

call qsys/krbklist parm(’-f’ ’-a’)

�÷Sw�kM¡εA��\� Qshell ⁿO��k�N�	C
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klist

yk

klist [-a] [-e] [-c] [-f] [-s] [-k] [-t] [-K] [filename]

w]��v¡G*USE

Qshell ⁿO klist iπ� Kerberos {����≈�ϕµ��eC

∩�

-a
π�{���ñ��qµ�A]AL��qµ�CpG�ⁿw�∩	AhúCXL��qµ�C�∩	

�bCX{�����
C

-e
π�Ñq@�≈�Mqµ��[K�¼C�∩	�bCX{�����
C

-c
CX{���ñ�qµ�CY��ⁿw -c M -k ∩	A��w]�C�∩	P -k ∩	¼,C

-f
HUCYgπ�qµ�X�G

Yg Nq

F iα�qµ�

f α��qµ�

P qµ�i� proxy
p Proxy qµ�
D i�qµ�

d i��qµ�

R i≤sqµ�

I �lqµ�

i qµ�L


A ���²�O

O °A�i�Nϕ

C � KDC �dα�Mµ

�∩	�bCX{�����
C

-s
ϕεⁿOΘXA²pGb{���ñΣ��
qµ���qµ�Ah⌡X¼A]� 0C �∩	�bCX

{�����
C
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-k
CX≈�ϕµñ�n²C�∩	P -c ∩	¼,C

-t
π�≈�ϕµn²��íWOC�∩	�bCX≈�ϕµ��
C

-K
π�C�≈�ϕµn²�[K≈��C�∩	�bCX≈�ϕµ��
C

�W

ⁿw{����≈�ϕµ�W�CpG�ⁿw�WAh��w]{����≈�ϕµC

v¡

���½≤ �n�v¡

pG -k ∩	ⁿw� keytabAhⁿ⌠	W�ñ�≤��ºe�C@��² *X

ϕⁿw -k �Aⁿ keytab � *R

Y�ⁿw -k ∩	Ahⁿ⌠	W�ñ�≤{����ºe�C@��² *X

pG�ⁿw -k ∩	Ahⁿw{���� *R

�F² Kerberos ⌡µ�íα≈q⌠≤⌡µñ{�MΣz�{����A���Wq�xs≤ krb5ccname �
��l�²ñC��]w _EUV_SEC_KRB5CCNAME_FILE ⌠���Aim½���W�xsΘ�mCYn
s����A���]w���∩⌠	ñ�C��²�� *X v¡AH�∩xs���W����� *R v¡C
�������{����A���]w�����Wh�²� *WX v¡C

Tº

v option_name ∩	�n@�C

v command_option úO�
�ⁿO∩	C

v command_option_one M command_option_two Lk@�ⁿwC

v Σú�w]{���C

v Lk�R{��� file_nameC

v Lkq{��� file_name ñ
�DΘW�C

v Lkq{��� file_name ñ
�qµ�C

v LkNqµ��XC

v Σú�w]≈�ϕµC

v Lk�R≈�ϕµ file_nameC

�÷p≤���ⁿO�d�A��\π�{���� keytab �C
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�z keytab �

keytab ⁿO�	sW�Rú≈�ϕµñ�≈�A�π�≈�ϕµñ�n²C

�pAn∩ ORDEPT.MYCO.COM Γ�ñ� kdc1.ordept.myco.com DqúW�A�DΘ krbsvr400 sW≈�G

b Qshell ⁿOµWAΘJ

keytab add krbsvr400/kdc1.ordept.myco.com@ORDEPT.MYCO.COM

�

b iSeries ⁿOµAΘJ

call qsys/qkrbkeytab parm(’add’ ’krbsvr400/kdc1.ordept.myco.com@ORDEPT.MYCO.COM’)

N	ú�zΘJA�wq� KDC �����KXC

�÷Sw�kM¡εA��\� Qshell ⁿO��k�N�	C

keytab

yk

keytab add principal [-p password] [-v version] [-k keytab] keytab delete principal [-v version]

[-k keytab] keytab list [principal] [-k keytab]

w]��v¡G*USE

Qshell ⁿO keytab i�z≈�ϕµC

∩�

-k
≈�ϕµW�CpG�ⁿw�∩	Ah��w]≈�ϕµC

-p
ⁿwKXCpG�ⁿw�∩	Ahϕ���sWn²�≈�ϕµ�A	Qú�ΘJKXC
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-v
≈����XCϕzsW≈��ApG�ⁿw�∩	AhⁿwU@����XCϕzRú≈��ApG

�ⁿw�∩	AhDΘ���≈�	QRúC

DΘ

DΘW�CϕzCX≈�ϕµ�ApG�ⁿw�∩	Ah	π���DΘC

v¡

���½≤ �n�v¡

⌠	W�ñ�≤�n}���� keytab �e�C@��² *X

pG keytab ���sbAhOⁿwsW���� keytab ��Wh�² *WX

ⁿwMµ�� Keytab � *R

ⁿwsW�Rú���� keytab � *RW

tm�⌠	ñ�C@��² *X

tm� *R

Tº

v z��ⁿwsWBRúBCX�XC

v command_option úO�
�ⁿO∩	C

v command_option_one M command_option_two Lk@�ⁿwC

v option_value ∩	úA� request_name nDC

v option_name ∩	�n@�C

v LkσRDΘW�C

v z��ⁿwDΘW�C

v Lk¬�KXC

v Σú�w]≈�ϕµC

v Lk�R≈�ϕµ key_tableC

v Lkq≈�ϕµ key_table ñ¬�n²C

v Lkq≈�ϕµ key_table ñ�ún²C

v LksWn²�≈�ϕµ key_tableC

v Σú�DΘ principal_name �n²C

v �úO@��
��XC

v ≈������≤ 1 M 255 ºíC

v Σú�DΘ principal_name �≈��� key_versionC

�÷p≤���ⁿO�d�A��\�z keytab �C
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�≤ Kerberos KX

kpasswd ⁿOiQ�KX�≤A�	�≤ⁿw Kerberos DΘ�KXCz��ú�DΘ�{µKX�sKXC

b�≤KXºeAKX°A�	N⌠≤A��KX�hWhM��sKXCKX°A�Ob KDC wPtm

�í�¿tmC��\
t��∩��σ≤Cb⌠⌠�OA�tm�íAziHⁿwKX°A��W�CpG

≤tm�í�ⁿwAziHsWKX°A�C

zúi�� kpasswd ⁿO	�≤qµ���A�DΘ (krbtgt/realm) �KXC

�≤w]DΘ�KXG

b Qshell ⁿOµWAΘJ

kpasswd

�

bⁿOµWAΘJ

call qsys/qkrbkpsswd

�≤t@�DΘ�KXG

b Qshell ⁿOµWAΘJ

kpasswd jsmith@ordept.myco.com

�

bⁿOµWAΘJ

call qsys/qkrbkpsswd parm (’jsmith@ordept.myco.com’)

�÷���ⁿO���ΩTA��\ kpasswd �k�N�	C

kpasswd

yk

kpasswd [-A ] [principal]

w]��v¡G*USE
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Qshell ⁿO kpasswd i�≤ kerberos DΘ�KXC

∩�

-A kpasswd ⁿO����lqµ�Nútq���}MµCpG�ⁿw�∩	Ahqµ�Nt���Dq

ú�}MµCϕ�lqµ�t��}Mµ�Ahuαq�}Mµ�Σñ@��}��ªC

DΘ n�≤KX�DΘCpGⁿOµW�ⁿwDΘAh	qw]{���ñ�oDΘC

Tº

v DΘ %3$s L
C

v Lk¬�w]{��� file_nameC

v Lw]{���C

v Lkq{��� file_name ñ
�qµ�C

v Lk¬�KXC

v w�°KX�≤C

v principal_name �KXú%TC

v Lk�o�lqµ�C

v KX�≤nDó�C

�÷p≤���ⁿO�d�A��\�≤ Kerberos KXC

RúwL�{����

kdestroy ⁿOiRú Kerberos {����C�����w��� kdestroy ⁿO	Rú�{�C

-e ∩	i² kdestroy ⁿO�dw]���² (/QIBM/UserData/OS400/NetworkAuthentication/creds) ñ

��{����C⌠≤�t�L��íF time_delta º[�wL�qµ�º��	QRúCtime_delta ϕ��

nwndnhnmnsAΣñ n Nϕ�rAw ϕ�g�Ad ϕ�(�Ah ϕ���Am ϕ����A� s ϕ�ϕ�Co


!≤��H���ⁿwA²i�ñ⌠≤!≤ (�pA4h5m Nϕ 4 p�S 5 ��A� 1w2h Nϕ 1 gS 2

p�)CpG�ⁿw@��rAhw]�p�C

Rúw]{���G

b Qshell ⁿOµWAΘJ

kdestroy

�

b iSeries ⁿOµWAΘJ

call qsys/qkrbkdstry
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Rúπ�WL 1 ��L�qµ�º��{����G

b Qshell ⁿOµWAΘJ

kdestroy -e 1d

�

b iSeries ⁿOµWAΘJ

call qsys/qkrbkdstry parm (’e’ ’-1d’)

�÷Sw�kM¡εA��\� Qshell ⁿO��k�N�	C

kdestroy

yk

kdestroy [-c cache_name] [-e time_delta]

w]��v¡G*USE

Qshell ⁿO kdestroy l� Kerberos {���C

∩�

-c cache_name
nl��{���W�CpG�ⁿwⁿO∩	Ah	l�w]{���C�∩	P -e ∩	¼,C

-e time_delta
pGqµ�L���í��
 time_delta ��≥[Aht�L�qµ����{����	QRúC

v¡

ϕ{����¼� FILE (�÷���¼���ΩTA��\ krb5_cc_resolve()) �Aw]µ�Ob

/QIBM/UserData/OS400/NetworkAuthentication/creds �²U��{����C��]w KRB5CCNAME ⌠��

�i�≤{������mC

pG{����úO�≤w]�²UAh�nUCv¡G

���½≤ �n

Ω�

v¡

�n

½≤

v¡

⌠	W�ñ�≤{����e�C@��² *X L

{�����Wh�² *WX L

{���� *RW *OBJEXIST
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���½≤ �n

Ω�

v¡

�n

½≤

v¡

tm�⌠	ñ�C@��² *X L

tm� *R L

pG{�����≤w]�²UAh�nUCv¡G

���½≤ �n

Ω�

v¡

�n

½≤

v¡

⌠	W�ñ����² *X L

{���� *RW L

tm�⌠	ñ�C@��² *X L

tm� *R L

�F² Kerberos qH≤wq⌠≤⌡µñ{�MΣz�{����A���W�q�xs≤ krb5ccname ���

l�²ñCQn∩ iSeries �� Kerberos �O�������wq�l�²C�w]A�l�²� /home/Cp

G�ⁿw⌠≤ⁿO∩	A����	MΣw]{���C��]w _EUV_SEC_KRB5CCNAME_FILE ⌠���

im½���W�xsΘ�mCYns����A���]w���∩⌠	ñC��²�� *X v¡AH�∩
xs���W����� *R v¡C

Tº

v Lk�R{��� cache_file_nameC

v Lkl�{��� cache_file_nameC

v function_name \α�����C

v Lkq{��� file_name ñ
�qµ�C

v option_name ∩	�n@�C

v command_option úO�
�ⁿO∩	C

v command_option_one M command_option_two úi@�ⁿwC

v Σú�w]{���C

v �ít� value L
C

�÷p≤���ⁿO�d�A��\RúL��{����C

�z LDAP 
²ñ� Kerberos A�n²

ksetup ⁿOi�z LDAP �²ñ� Kerberos A�n²CUC�Σ	��ⁿOG

addhost host-name realm-name
o��ⁿOi∩ⁿw�Γ�sWDqún²CL�b Kerberos q��W�@�w] DNS ⌠��
A�

���πDqúW�$α%T�RCpG�ⁿwΓ�W�Ah��w]Γ�W�C

addkdc host-name:port-number realm-name
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o��ⁿOi∩ⁿw�Γ�sW KDC n²CpGDqún²�úsbAh	��ªCpG�ⁿw≡�A

hw]� 88CL� Kerberos q��W�@�w] DNS ⌠��
A����πDqúW�$α%T�RC

pG�ⁿwΓ�W�Ah��w]Γ�W�C

delhost host-name realm-name
o��ⁿOiqⁿw�Γ�RúDqún²�⌠≤�÷� KDC WµCpG�ⁿwΓ�W�Ah��w]

Γ�W�C

delkdc host-name realm-name
��ⁿOiRúⁿwDqú� KDC n²CDqún²�¡ú	QRúCpG�ⁿwΓ�W�Ah��w

]Γ�W�C

listhost realm-name
��ⁿOiCXΓ��Dqún²CpG�ⁿwΓ�W�Ah��w]Γ�W�C

listkdc realm-name
��ⁿOiCXΓ�� KDC n²CpG�ⁿwΓ�W�Ah��w]Γ�W�C

exit
��ⁿOi�⌠ ksetup ⁿOC

d�

Yn�� Administrator o� Directory Services (LDAP) �z� ID � verysecret o�KXAN

kdc1.ordept.myco.com DqúsW� ldapserv.ordept.myco.com °A�@� ORDEPT.MYCO.COM Γ�� KDCA

��¿UCBJG

b Qshell ⁿOµAΘJG ksetup -h ldapserv.ordept.myco.com -n CN=Administrator -p verysecret

�

1. b iSeries ⁿOµAΘJG

call qsys/qkrbksetup parm(’-h’ ’ldapserv.ordept.myco.com’ ’-n’ ’CN=Administrator’ ’-p’

’verysecret’)

2. ϕ�QpW Directory Services (LDAP) °A��A	π��ⁿOú�CΘJ

addkdc kdc1.ordept.myco.com ORDEPT.MYCO.COM

�÷Sw�kM¡εA��\� Qshell ⁿO��k�N�	C

ksetup

yk
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ksetup -h host-name -n bind-name -p bind-password -e

w]��v¡G*USE

Qshell ⁿO ksetup i�z Kerberos Γ�ñºu�²A� (LDAP)v�²ñ� Kerberos A�n²C

∩�

-h
u�²A� (LDAP)v°A��DqúW�CpG�ⁿw�∩	Ah�� Kerberos tm�ñⁿw�u�²

A� (LDAP)v°A�C

-n
s��u�²A� (LDAP)v°A������OW�CpG�ⁿw�∩	Ah���²A�

(LDAP)_BINDDN ⌠���	�o�W�C

-p
s��u�²A� (LDAP)v°A�����KXCpG�ⁿw�∩	Ah���²A� (LDAP)_BINDPW

⌠���	�o�KXC

-e
�C@�ⁿOµ��b stdout WCϕN stdin ½s�V����D���C

v¡

���½≤ �

n

�

v

¡

tm�⌠	ñ�C@��² *X

tm� *R

Tº

v subcommand úO�
��ⁿOC

v �
��ⁿO� addhostBaddkdcBdelhostBdelkdcBlisthostBlistkdcBexitC

v command_option_one M command_option_two Lk@�ⁿwC

v Lk�l]w LDAPclientC

v Lks��u�²A� (LDAP)v°A�C

v ��ⁿwΓ�W�C

v ��ⁿwDqúW�C

v w���+hC
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v Dqú host wsbC

v �wq�⌠� domainC

v Γ�W� realm L
C

v LDAP function name τ������C

v i�xsΘú¼C

v DqúW� host L
C

v ≡� port L
C

v �wqDqú hostC

v �∩Dqú host wq KDCC

v Lk�ow]Γ�W�C

�÷p≤���ⁿO�d�A��\�z LDAP �²ñ� Kerberos A�n²C

⌠⌠�OA��°��

��ú�⌠⌠�OA�B°��O∩M (EIM) �Σ	 Kerberos �O� iSeries �l��{í@δ�D��

°��ΩT��C

1. w�¿��²M°≤C

2. �Tw���� iSeries W����]w�� KDC W�DΘW�Cb iSeries WA}�uiSeries ΓΦ
v

ñ�u���Ps�v�bⁿOµ�� WRKUSRPRFA	τ����O	sbCb Windows (R) t�WAs

� Active Directory (R) Users and Computers Ω�¿	τ����O	sbC

3. quQshell ��vñ�� kinit ⁿOA�d iSeries O	bp	 KDCCpG kinit ó�A��d iSeries

A�DΘO	wb KDC W�¿nOCpG��nOAziHsW iSeries DΘW�� KDCC

�÷SwTº�ΩTA��\UCDDG

v ⌠⌠�OA���M��

b⌠⌠�OA�δF�í�buiSeries ΓΦ
vñ�z⌠⌠�OA��e�Aziα	J�o
TºC

v ��{ísu��M��

�DDQ�ϕ��{í��⌠⌠�OA�BEIM �@
 iSeries �l��{í�Aiαb iSeriesBA���

���s� KDC �o!�@δ��TºC

⌠⌠�OA���M��

b⌠⌠�OA�δF�í�buiSeries ΓΦ
vñ�z⌠⌠�OA��e�Aziα	J�o
TºC

Tº ��

KRBWIZ_CONFIG_FILE_FORMAT_ERROR

u⌠⌠�OA�vtm�uµív��C

½stm⌠⌠�OA�C��Ω�A��\tm⌠⌠�OA�C
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KRBWIZ_CRYPTO_NOT_INSTALLED

t�W�w�n�[Kú�C

�bt�WwuKXs�ú�� (572-AC3)vC

KRBWIZ_ERROR_READ_CONFIG_FILE

¬�⌠⌠�OA�tm�o!��C

½stm⌠⌠�OA�C��Ω�A��\tm⌠⌠�OA�C

KRBWIZ_ERROR_WRITE_CONFIG_FILE

gJ⌠⌠�OA�tm�o!��C

�	�gtm��A�Lk��C�yß½�C

KRBWIZ_PASSWORD_MISMATCH

sKXMT{sKXúP

�½sΘJsKX�T{sKXC

KRBWIZ_PORT_ERROR

≡����≤ 1 M 65535 ºíC

�½sΘJ�≤ 1 M 65535 ºí�≡�C

KRBWIZ_ERROR_WRITE_KEYTAB

gJ≈�ϕµ�o!��

�	�g keytab �A���Lk��C�yß½�C

KRBWIZ_NOT_AUTHORIZED_CONFIGURE

��vtmu⌠⌠�OA�vC

�Twz��UCv¡G*ALLOBJ M *SECADMC

KrbPropItemExists

	�wsbC

�ΘJs	�C

KrbPropKDCInListRequired

Mµñ��� KDCC

ⁿw� KDC úbMµñC�qMµñ∩� KDCC

KrbPropKDCValueRequired

��ΘJ KDC W�C

�ΘJ�
� KDC W�C⌠⌠�wt�W��tm KDCC

KrbPropPwdServerRequired

��ΘJKX°A�W�C

�ΘJ�
�KX°A�W�C

KrbPropRealmRequired

��ΘJΓ�W�C

�ΘJ�t����Γ�W�C

KrbPropRealmToTrustRequired

��ΘJΓ��H⌠�W�C

�ΘJ%b��H⌠÷Y�Γ�W�C

KrbPropRealmValueRequired

��ΘJΓ�W�C

�ΘJ�
�Γ�W�C

CPD3E3F

o!u⌠⌠�OA�v�� &2C

��\∩��Tº�Sw��ΩTC

��{ísu�DM��

ϕ��{í��⌠⌠�OA��Aziα	J�o
TºC
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�D ��

z¼�o���G

Lk�ow]{���W�C

MwnJ iSeries ����O	��≤ /home �²U��²C

Y�����²úsbA�w∩{�����@��l�

²C

CPD3E3F

o!u⌠⌠�OA�v�� &2C

��\∩��Tº�Sw��ΩTC

b²es�� iSeries t�WADRDA/DDM suó�C �d⌠⌠�OA�tm�í�ⁿw�w]Γ�O	sbCp

G��tmw]Γ�M≈��eñ� (KDC)Ah⌠⌠�OA

�tmú%TB DRDA/DDM suN	ó�CYn����

�AziH⌡µUCΣñ@	@�G

1. pGzúO�� Kerberos �OA��¿UC�@G

a. Rú⌠⌠�OA�tmñⁿw�w]Γ�C

2. pGz%�� Kerberos �OA��¿UCBJG

a. ∩⌠⌠�wt�tmw]Γ�M KDCC��\∩�


t��σ≤C�GiSeries �eúΣ	 KDCC

b. ½stm⌠⌠�OA�AⁿwzbBJ 1 ���w]

Γ�M KDCC

c. tm (23See) iSeries Access for Windows ��{í	

�� Kerberos �OCo	∩�� iSeries Access for

Windows ��{í (]A DRDA/DDM) ]w Kerberos

�OC

b²es�� iSeries t�W� QFileSvr.400 suó�C �d⌠⌠�OA�tm�í�ⁿw�w]Γ�O	sbCp

G��tmw]Γ�M≈��eñ� (KDC)Ah⌠⌠�OA

�tmú%TB QFileSvr.400 suN	ó�CYn����

�AziH⌡µUCΣñ@	@�G

1. pGzúO�� Kerberos �OA��¿UC�@G

a. Rú⌠⌠�OA�tmñⁿw�w]Γ�C

2. pGz%�� Kerberos �OA��¿UCBJG

a. ∩⌠⌠�wt�tmw]Γ�M KDCC��\∩�


t��σ≤C�GiSeries �eúΣ	 KDCC

b. ½stm⌠⌠�OA�Aⁿwz≤BJ 1 ����w

]Γ�M KDCC

c. tm (23See) iSeries Access for Windows ��{í	

�� Kerberos �OCo	∩�� iSeries Access for

Windows ��{í (]A DRDA/DDM) ]w Kerberos

�OC

CWBSY1011

Σú� Kerberos q��{�C

���S�qµ���qµ� (TGT)Cϕ����nJ

Windows (R) 2000 Γ��Aq�� PC W	o!�su�

�CYn�����A�nJ Windows (R) 2000 ⌠�C
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τ�su]w��o!��CURL S�DqúC

�Gϕz��u°��O∩M (EIM)v�	o!���C

Yn�����A��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries —> ⌠⌠ —>

°A�—> TCP/IPC

2. H�½kΣ÷@U
²AMß∩��eC

3. b@δ�WAτ��z���OW�MKXO	�Xz

b EIM tm�í�ΘJ��C

�≤���²°A�tm�o!��CGLD0232Gtmúi

t�½r�C

�Gϕz��u°��O∩M (EIM)v�	o!���C

Yn�����A��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries —> ⌠⌠ —>

°A� —> TCP/IPC

2. H�½kΣ÷@U
²AMß∩��eC

3. bΩ�w/r��WA�ú⌠≤ ibm-eimDomainName n
²�½stm EIMC

τ�su]w��o!��CIs iSeries {í�o!º�C

QIs�{í� e i m C o n n e c tC��Ω��G

com.ibm.as400.data.PcmlExceptionC

�Gϕz��u°��O∩M (EIM)v�	o!���C

Yn�����A��¿UCBJG

1. buiSeries ΓΦ
vñAi}z� iSeries—> ⌠⌠—>°

A�—> TCP/IPC

2. H�½kΣ÷@U
²AMß∩��eC

3. bΩ�w/r��WA�ú⌠≤ ibm-eimDomainName n
²�½stm EIMC

�÷ΩT

Kerberos qH≤wWµ

The Kerberos Network Authentication Service (V5) C

Internet Engineering Task Force (IETF) %íb Request for Comments 1510 ñwq Kerberos qH≤wC

Kerberos: The Network Authentication Protocol (V5) C

Massachusetts Institute of Technology � Kerberos qH≤w%íσ≤Aú�{í]pΩT�í�qH≤

wS�C

P�w	A� (GSS) API Wµ

�÷ Kerberos � GSS API ���ΩTA��\UC	�G

Generic Security Service Application Program Interface Version 2, Update 1 C

Internet Engineering Task Force (IETF) %íb Request for Comments 2743 ñwq GSS APIC

Generic Security Service API : C-bindings C

Internet Engineering Task Force (IETF) b Request for Comment 1509 ñⁿw GSS API C s�C
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The Kerberos Version 5 GSS-API Mechanism C

Internet Engineering Task Force (IETF) bo� Request for Comments 1964 ñwq Kerberos �� 5 M

GSS API WµC

ΩTñ	�÷DD

Network Authentication Service Application Programmable Interfaces (APIs)
�uΩTñ�vDDú�⌠⌠�OA� API °ϕ�Σ\α��ní�C

Generic Security Service Application Programmable Interfaces (GSS APIs)
�uΩTñ�vDDú� GSS API °ϕ�Σ\α��ní�C

Enterprise Identity Mapping (EIM)
EIM O@�≈εAiNYH�ΩΘ (pA�) ∩M�π�°��úP���n²ñ�Aϕ���¡≈C

iSeries �� EIM 	�� OS/400 ��AzL⌠⌠�OA�	�O���CiSeries ���{í]i�ⁿ

Kerberos qµ�A�� EIM 	MΣ�t��÷ Kerberos DΘº��� IDC

Sϕ°�

UC°��A�≤⌠⌠�OA�{íXA�⌠⌠�OA�{íX]t≤��w QSYS ºA�{í

Q K R B G S SB��w Q S Y S I N C º�� H º¿
 K R B 5 �]t≤�²

/QIBM/ProdData/OS400/NetworkAuthentication/ ºTº¼² skrbdll.cat � skrbkut.cat ñC

IBM �⌠⌠�OA�{í��X�u{¼v	ú��vAút⌠≤���q�ºO�A]A²ú¡≤iΓ��

�XSw
�ºO�C

IBM úO���o
{íXú	I�⌠≤�@vB��≈KBMQA�ΣL�z]úvB��vA�⌠≤	T

��X�vQC

�G��nϕ�UC�N�	G
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�ⁿΩΘX�nΘ��oⁿΩF��SO�vC⌠≤H���²ΘX�nΘºeA�²�o
SO�vC

b
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�ⁿΩΘX�nΘ��oⁿΩF��SO�vC⌠≤H���²ΘX�nΘºeA�²�o
SO�vC

b
¡εUA��⌠≤��ºKO��B�sB�∩P�¼�nΘ�Σσ≤º\ivCB��b���!ñπ
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