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� 1 � CL�DD

zi�°�Uⁿo�DD� PDF ��G

v [KwΘ (j� 756 KB � 292 �) ]t��÷≤ V5R2 W iSeries™ °A��Σ

�º IBM® [KwΘ�ΩTC

v 2058 [K[t� (j� 79 KB � 24 �) ]t÷≤ V5R2 W iSeries °A��Σ�

ºu2058 [K[t�vwΘ�ΩTC

xs PDF ��

Ynbz�u@�Wxs PDF H��°�CLG

1. bz�s²�ñH�½kΣ÷@U PDFC

2. ÷@Uts��C

3. �²�zQnxs PDF ºBC

4. ÷@UxsC

Uⁿ Adobe Acrobat Reader

pGz�n Adobe Acrobat Reader ��°�CLo� PDFAiq

Adobe ⌠� (www.adobe.com/products/acrobat/readstep.html) Uⁿ��C
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� 2 � V5R2 �sW\α

Yz�bMΣ÷≤�s[KwΘº�sΩTA	 iSeries °A�º{�[KwΘ∩��

sWS�A�≥zO�∩aΦFC

s�[KwΘGIBM 2058 ql��[K[t�

úFu4758 [K�UBz�v	A]i
 IBM 2058 ql��[K[t� (uwΘS

�vX 4805A	ß��u2058 [K[t�v)CzL½s�epK≈��Bz{� (�

ªú�t�Bz�Bz) �]pA�Wi iSeries ��αA	wΘ∩��Bz¬eq SSL

(Secure Sockets Layer) µ÷� iSeries IµºÑn∩�C÷Mu2058 [K[t�vO

Wj iSeries °A� SSL �α�Ñn∩�A	Be÷w�	�l�A²Oª	�ú�

u4758 �UBz�v�ú��jqtm∩�C

��\ iSeries u2058 [K[t�v��÷ΩTA	N≤UzMw�@�[KwΘ∩�

���� iSeries °A�IµC

�[\αGu4758 [K�UBz�v

u4758 [K�UBz�vV�ßú�FUCs\αG

v ≈��H�OX (PIN) Bz{�GCºµ÷	@≈� (UKPT)

v @PKX[c (CCA) 2.4

s�[KwΘΩ�

�FVzú�÷≤p≤P iSeries °A�@
�
[KwΘ�@�NúA��wgNU

CΩ�sW� uiSeries ΩTñ�vG

v [KwΘΩ�GWj iSeries SSL �α

YnMΣ	��ñ�÷sW\α��≤�ΣªΩTA��\�
��	²

C

p≤d�sW\α��≤

�F≤Uzd�w@L
N�≤�aΦA	ΩT�
G

v v���sW\α��≤ΩT}l�aΦC

v v���sW\α��≤ΩT�⌠�aΦC
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� 3 � º�

[K

[Kº≤Ω�O�Aú�O@�
NA]O@��NC≥��[KA���α≈TO

Tº�⌠K�B�@Tº��π�A	�OqHUΦ�¡≈AH	O�qHΦLk

{Σ�g�eLTºC

ziHQ
[K�xsΩT�PΣLΦiµqHA	O���P�UΦLqF�xs

�ΩT�qH��eC[K�NiHz��σrα½¿Lkz��Ω� (KXσr)C�

�Kh�No�Lkz��Ω��m¿iHz��σrCΓ�BzúM���íBt

Γk	K�Ω� (≈�) �K��÷YC

[KtΓk

[XtΓk�UCΓ��¼G

1. �
K��∩�≈�tΓk�qH�Φ�@
P@u≈�C[KM�Kú���


�≈≈�CuΩ�[K�� (DES)vPuT½ DES tΓkv	�KXΩtΓk��

lC

2. �}≈��ú∩�≈�tΓkhO�
@∩≈�CΣñ�pK≈��µΦM
Aú

�PLH@�C��}≈�húMA��}PLH@
CΩ�b�
Σñ@u≈�

[KºßAK��
t@u≈�A�α≈�H�K	��CWzΓu≈�÷MúO

H�z�≥ªA²Ω�W	Liαq�}≈��opK≈�CRSA tΓk��}≈

�tΓk@�C

Γ�tΓk�¼ú�zL≈��MwΩ���≤ΦíCúP�[KBz��Σ�nF

¿����∩
AX�tΓkCziH��z���∩����[KBzF�pzi

α�nú�Tº�OX (MAC)AHTOΩ���π�C�
�w∩u4758 [K�UB

z�v��g��
{íA��
�∩��w���
{í]p�
 (SAPI) �Is[

KBzC≈�M[KBz�@
α½Ω�Cπ� SAPI 	v��
�NiHs���[

KBzC�	i
A≈�
εFΩ��s�v¡Cz��O@≈�A�α≈O@Ω

�CzYα≈�
O�≈���ú	¬AKiHO�C@��
�≈�tΓ[KºΩ

��w��C

[K

∩≤µ�h��[KA�
��
{í�
TanD[KA�C�
��
{í�v


ε≈��ú�B∩�	�eC�
��
{íP��
εF[K�Ω���AH	

�Od��σr�Ω���C∩≤Ñq@�h��[KAht��nD[KA�A�

úO�
{íCz��
{íiα
DA]iαú
D[K�iµC��h��[K

q��Q
[KM
�wΘAbqH≤w∩����h⌡µCu4758 �UBz�vΣ�

µ�h��[K	 Secure Sockets Layer (SSL) Ñq@�
��[KA²úΣ� VPN

� SNA Ñq@�h��[KCu2058 [K[t�vuΣ� SSL Ñq@�
��[KC

Ω��π�
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nTwΩ��iaPAz��F�Ω�OX�≤	v��	AB�g�≤CτY

Ω���T�	Ω���π�Cu4758 �UBz�v�
�uTº�OX (MAC)vB

TºKn������TwΩ���T�PπX�C

Tº�OX (MAC)

MAC BzO@�O�Ω��π�
NAiH²zwq½n�Ω���C�pAziH

wqΩ≈αeTºñ�≈Bí≈C½nΩ���BKXtΓkP MAC ≈��ú�

MACCºß MAC Y¿�Tº�@í≈ABPTº@
�eCMAC Bz��
 DES

�uT½ DES tΓkv≈�C

Tº�¼���
P�e��P� MAC ≈�BtΓk	{�½sú� MACCY�¼

�� MAC PTº@
�e� MAC ��AKiH�ú�a¼U� MACC

MAC Bzi≤U�O¼��TºF²�≤�Θ�Ω���σrµíA]	Lk�⌠�

g	v�¬�iµC��
 MAC Bzi�[Kπ�TºANiH≤��aO�Ω��

pK�P�π�C

TºKn

ziH∩Ω�⌡µTºKnBzAHú�Kn�A@�[KL{ñ�ú���M�

dCΩ�@g�∩A�ú��Knτ���úPCziHOdTºKn���[H±

	CTºKnYO�PAKϕ�Ω��g�∩C

����

����]i
≤τ��T�	�π�C	Bz@@�Γ�BJG

1. �²ú�Ω��KnAMßA�
 RSA pK≈�[KKnCΣ�GKO����C

ziH�
�}≈��K��A��ΣlKnA∩��iµτ�C

2. ú�t@≈Ω�KnAPlKniµ±	CYΓ��PAKϕ�qLτ�AiH

TH�Ω��g⌠≤∩�C

u4758 [K�UBz�v�÷�≈��¼

u4758 �UBz�v��
�≈��¼chC²	D��� DES �uT½

DES tΓkv≈�úA
≤�í�∩�≈�@�CP�aA]	D����}

≈�tΓk (PKA) ≈�AúA
≤�í�ú∩�≈�@�CHUOu4758 �

UBz�v��
�≈��¼MµG

Dn≈�

	��[K≈�Aϕ�Σ�gΣª≈��[KCu4758 �UBz�vQ


Dn≈�[K���@�≈�C u4758 �UBz�v�NDn≈�

sbl���	�ñCzLkqu4758 �UBz�vñ��ºC

u4758 �UBz�v�Hl�Dn≈�	Σt�
�Φí��l��

°	C4758-023 �ΓuDn≈�G@u
≤[K DES ≈�At@uh


≤[K PKA ≈�C

��°��[K��KΩ�

u4758 �UBz�v��
o��¼�uT½ DES tΓkv≈�A[

K��KΣª� DES �uT½ DES tΓkv≈�C[K
≈�@δ

�
≤t�ºí�≈��ΘC²]iHb≈u�xs≈�H��≈C

Y�
[K
≈��Θ≈�AhΓ�t�K�@
[K
≈��¡�

Mú�C
X��[K
≈��≤
X@���
A	≤ΣíN�
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Dn≈�[K�≈��KA��AH[K
�≈��H[KC
J�

�[K
≈��b
J@���
A	≤ΣíN�
[K
≈�[K

�≈��KA��AHDn≈��H[KC

��°�� PIN ≈�

u4758 �UBz�v�zL	��¼�≈�ú�Bτ�B[K	�K≈

�@�ñ��� PINCo��≤uT½ DES tΓkv≈�C

MAC ≈�

u4758 �UBz�v��
	��¼�≈�ú�uTº�OX

(MAC)vCo�iHO DES �uT½ DES tΓkv≈�C

KX≈�

u4758 �UBz�v��
	��¼�≈�[K��KΩ�Co�iH

O DES �uT½ DES tΓkv≈�C

µ�°��e�≈�

u4758 �UBz�v��
	��¼�≈�[K��KΩ�A	ú�

MACCo�O DES ≈�Ahb[KΩ�� MAC P�Iµu@PK

X[cv�t�iµµ½��
C

pK≈�

u4758 �UBz�v�Q
pK≈��ú�����AH	�K��}

≈��[K� DES �uT½ DES tΓkv≈�C

�}≈�

u4758 �UBz�v��
�}≈��τ�����B[K DES �

uT½ DES tΓkv≈�AH	�K�pK≈��[K�Ω�C

≈�µí

u4758 �UBz�v��
UC!�≈�µíº@C≈�µí	≈��¼Mw

F[KBzB
�≈��ΦíCo!�µí]AG

Múµí

≈��Mú��H⌠≤[K�ΦkO@Cu4758 �UBz�vú�
�

[K≈�C�[K≈���²
Jw��	�ñA	�
Dn≈�[

KAMßßxs≤w�	�º	C

@�µí

HDn≈�[K�≈��@�µíCu4758 �UBz�v�[K@�i

H���
o�≈�C@�≈�S���í≈�C��xsb°A�

≈�xs�ñ�≈�ú�≤@�≈�C²zL�N���@�≈�ú

xsb≈�xs�ñC

�Xµí

H
X�[K
≈�[K�≈�@�
X@��G�	�
XµíC

o�≈�S��	í≈�CY
J�[K
≈��Mú�P
X�[

K
≈��Mú��PAh	�
Xµí�≈�]iHk�¿
Jµ

íCziH∩�⌠NΦíN≈�xs¿
JµíA²oúiHNΣs

J≈�xs�ñC

�Jµí

H
J�[K
≈�[K�≈�	�
JµíCu�
Jµí�≈�

�iH
�
J@���	Co�≈�S��	í≈�CY
X�[

K
≈��Mú�P
J�[K
≈��Mú��PAh	�
Jµ
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í�≈�]iHk�¿
XµíCziH∩�⌠NΦíN≈�xs¿


XµíA²oúiHNΣsJ≈�xs�ñC

τ��εVq

IBM ú���������uτ�
εVqvC��NP�u4758 �UBz

�vñ�[K�
{íAú�PA
º
JWhP
XWh@P�[KA�h

�Cuτ�
εVqv�Hbzt�W�w�� IBM Cryptographic Access

Provider (5722-ACx) ú�ñC��	�⌠
W��

/QIBM/ProdData/CAP/FCV.CRTCτ�
εVqú�u4758 �UBz�vú�≈

����≈�°�ΩTC

�εVq


εVqPτ�
εVqúPAOw
��AP
εUC���≈��÷pG

v ≈��¼

v Σªi�	≈�[K�≈�

v u4758 �UBz�vOiH
X	≈�

v 	≈��!\�Σª
�


εVq�H[K�Φí���Yu≈�AY�P��≤	≈��AKLk�

≤	
εVqC

≈�xs�

� OS/400® Ω�w�	A
≤xsHu4758 �UBz�vºDn≈�[K�

≈�C

≈�O�

@�Ω��cA�t[K≈�B
εVq	Σª≈��÷ΩTCjí≈@
≤

≈�W��
≈�� CCA API �ⁿú�N≈�O�
���C
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� 4 � iSeries � 2058 [K[t�

�
 V5R2 (�≤s��) iSeries °A���ßiH�
u2058 [K[t�vC�

ßú�nu4758 [K�UBz�v¬�w��A²�nwΘ[t�ú��¬�[K�α

H°UDBz�u2058 [K[t�v�o��ßú�t@�∩�Cw]pu2058 [K

[t�v�Wi��ú�nw�≈�xsΘ� SSL �
{í��αCªS��u4758

[K�UBz�v��Aú�≈���l�xsΘCziHb iSeries °A�ñ�hw

�!�u2058 [K[t�vdC

u2058 [K[t�vú�@�SϕwΘAi�
°��°� 2048 ���Ω�≈�AH

�u� RSA [K (	���¡) C u2058 [t�v�
h½ RSA (RivestBShamir 	

Adleman tΓk) "�C�� iSeries �α�z Sw iSeries °A�	¼��α

ΩT�⌠�C

p�u2058 [K[t�v��÷ΩTA��UC�G

v u2058 [K[t�vS�

v [KwΘΩ�GWj iSeries SSL �α

v u2058 [K[t�vpe

v tmu2058 [K[t�v

2058 [K[t�S�

u2058 [K[t�v�í≈S�]AG

v µ@d¬�α[Kt�d (�� PCI d)

v w� RSA [K]p	���

v ≈ⁿwΘí� RNG (��ú��)

v ¡�w�ⁿ� IBM UltraCypher [K"�

��\UC÷≤u2058 [K[t�v�ΩTG

v u2058 [K[t�vpe

v tmu2058 [K[t�v

[KwΘΩ�GWj iSeries SSL �α

��z
Dp≤bz� iSeries °A�W�
	[KwΘ�ΦkA��wsW	
kΩ

�C

¼p

�q� iSeries °A�C$nBzXd�w��⌠�⌠⌠µ÷C�q�µ÷Q
 Secure

Sockets Layer P Transport Layer Security qH≤w (SSL P TLS) - w�iµ⌠�⌠

⌠µ÷�@δΦkC	�q�t��z� Sue Q�[��
{íBz{��±°A�

Ω	A]AΣ�≤h SSL µ÷�αOCSue �bMΣAXo�����MΦ	G

v �
{íBz{�W[�ϕj�i
°A�Ω	]A[� SSL µ÷
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v �pw�	tmVO

v �pΩ	�z≥�nD

≥≤o���ASue �q�	w� IBM u2058 ql��[K[t�vC (	ß
��

u2058 [K[t�v)Cu2058 [K[t�v� PCI (gΣ�≤µ¼s�) dAO�


� SSL/TLS Ñq@��A[t���¬�pΓKBz{��SO]p�Cb iSeries

°A�WAα��q�wΘS�X 4805 ��ou2058 [K[t�vC

��

1. iSeries °A�ww�	tmu2058 [K[t�vC

2. iSeries °A�q⌠⌠�¼jq SSL µ÷nDC

3. u2058 [K[t�v�b SSL µ÷
l]wñ⌡µ[KBz{�A	���P SSL

µ÷������÷�pK≈�C

²M°≤��]

	Ω��] Sue wgpew�u2058 [K[t�vAMßAAϕatmd (��\ 2058

[K[t�peA	tm 2058 [K[t�)C	Ω�]�] Sue wg]w SSL ��

���C

tmBJ

Sue �¿UCBJ�WjΣ�q� iSeries °A� SSL �αG

1. q�uwΘS�vX 4805A	ú�u2058 [K[t�vC

2. w�u2058 [K[t�vC

3. 
�u2058 [K[t�v��mí
A	α���m (��\tm 2058 [K[t

�H�o
	)C

u2058 [K[t�vpe

≤w�	�
u2058 [K[t�veA°A����Xo�≥�nDC

wΘ≥
nD

IBM ql��[K[t� (iq�ºS�X 4805A	ß��u2058 [K[t�v)C

4805 S���� PCI dA	BbUC iSeries °A�	¼Wo�Σ�G

v 270

v 810B820B825B830B840B870 M 890

v SB2 M SB3

v XR�m 5074B5075B5078B5079B5088B5094B5095 M 5294

OS/400 P SSL ≥
nD

u2058 [K[t�v�n OS/400 V5R2M0 (�� 5 �� 2 �∩ 0) nΘC÷Mw�

[K@���
u2058 [K[t�vA]��NuKXs�ú��v128-bit ��

(5722-AC3) 	v{íú�w�b iSeries °A�WAH
 OS/400 ñº SSL ]��


�[K\αC
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tm 2058 [K[t�

z��
��mí
AH� OS/400 º SSL αN RSA [K@�ⁿVu2058 [K[t

�vCzi���
u
��m Crypto CLvⁿO�
��mí
C

���mí�

Yn�
 CL ⁿO�
��mí
A�ϕ�UCBJG

1. bⁿOµΣJ CRTDEVCRPC

2. ÷ú�ⁿw�mW�C

3. �ⁿ PKA ≈�xs�w]W�G*NONEC

4. �ⁿ DES ≈�xs�w]W�G*NONEC

5. ÷ú�ⁿwí
CoOi∩
�C

6. @'zwg
��mí
A��
uα�tm (VRYCFG)v�u�
tm¼A

(WRKCFGSTS)vCL ⁿO�α��mC

∩≤�nΘú�	xsbnΘñ�����A@'α��mA OS/400 SSL ����

�
u2058 [K[t�vC°UP SSL 	 TLS Ñq@�
��÷�pK≈�Bz{

��u2058 [K[t�vCϕα��m�AOS/400 SSL ��
� SSL 	 TLS Ñq

@�ºnΘ¼�[KAq�NpK≈�Bz{�ⁿJ±���°A�WC

�: �ϕúO�u4758 [K�UBz�v
����PpK≈�A	��uCpG{�

O�
u4758 [K�UBz�vú��Au4758 [K�UBz�v��
≤��

�
�Sw��� SSL � TLS Ñq@�C

@'w�	α�Fu2058 [K[t�vA[KwΘΩ�GWj iSeries SSL �α��ú

�u2058 [K[t�v� iSeries °A�
kΩ�C
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