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� 1 g Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) w¿������AiHO�qHÑq@�b�ⁿO@º⌠⌠ (pG⌠�⌠⌠) W

�w��C���UC��d�≤h	÷ SSL �z iSeries™ °A���{í�ΩTG

v V5R2 �sW\α

¼²P SSL �÷A�i�z���s\α�sΩTC
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�m�⌠Φ���RΩTC
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]Ab iSeries °A�W�� SSL �²M°≤AH�@��U�ZC
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]tziHb iSeries °A�W�� SSL O@Σw�����{íMµC
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� 1 � V5R2 �sW\α

V5R2M0 Wi�� iSeries � 2058 [K[t�∩�C�[KwΘ∩��]pAbú�z iSeries °A�Wº

SSL ��αC��\[KwΘAH	o�∩����ΩTC

s� Global Secure Kit (GSKit) ��{í]p�� (API)


�ú�s� OS/400® Global Secure Toolkit (GSKit) APIGgsk_secure_soc_startInit()C��\ Global Secure

ToolKit (GSKit) APIAH	o��ΩTC

p�Σª
�sW��≤º\α��÷ΩTA��\uΩTñ�vPDF ñ� �����²

p≤ΣXsW��≤ºB

�≤UzA��N�≤ºBA�ΩT��G
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� 2 � CL�DD

ziH�°�Uⁿ�ΩT� PDF �
C⌡µ�A�∩	 Securing applications with SSL (� 215 KB � 34 �)C

ΣªΩT

z]iH�°�CL�DD�⌠≤�÷ΩTC

xs PDF ��

YnN PDF xs≤u@�WH��°�CLA�G

1. bs²�ñ� PDF W÷@UkΣC

2. ÷@Uts��C

3. �²�znxs� PDF ��²C

4. ÷@UxsC

Uⁿ Adobe Acrobat Reader

zp��� Adobe Acroba t Reader �°�CL�ΩTAiquΩTñ�vº�� Adobe ⌠�

(www.adobe.com/products/acrobat/readstep.html) WUⁿºC
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� 3 � SSL Ω�

UCΩ�iH≤UzN iSeries °A�W���º SSL oºΣ
j��qG

v Ω�G�� SSL O�u�zñ�v�w��

v Ω�G�� SSL O� FTP �w��

v Ω�G�� SSL O� Telnet �w��

v Ω�d�G[j iSeries � SSL �α

v Ω�G��[KwΘO@pK≈�

SSL Ω�G�� SSL O�u�zñ�v�w��

¼p

Ya�qΦw	Fs�⌠⌠ (WAN)AΣñ]A�x�b�� iSeries °A� (�It�)A��b��q�@x

iSeries °A�iµ�ñ�zCoa�q�w�M� Tom Q�Σ iSeries ΓΦ��u�zñ�v�NAP��

q� iSeries °A� (ñít�) suCTom Qn�� SSL O�ñít�P�	�I°A�su�w��C

��

�� iSeries ΓΦ� u�zñ�v �NATom iHzLµ@ñít�
�zh�t�C��u�zñ�vP

SSLATom Kα≈TOo�t��w�Cbft�� SSL Pu�zñ�v�ATom ��²O@u�zñ�v

⌡µ�bº PC W� iSeries Access for Windows® � iSeries ΓΦ�C

bu�zñ�v⌠�ñATom �	Γ��OÑ�G

°A��O

ú��It�°A�����OCbM�It�su�Añít��H SSL q����íB@C�I

t�h�H SSL °A���íB@A��úXñít��Hºu��ñ�v��o���AH���

v�¡≈CC@��It�	���	ⁿH⌠º CA ��o�	���C

q���°A��O

ú�ñít���It�����OC��Φí�ú��w�Ñ�A
°A��OjCbΣª��{

íñA���q���OA]�q����ú�	�BgL�H���Cϕñít� (SSL q��) �

�M�It� (SSL °A�) ��su�Añít�P�It��¼�w∩��v¡�TΩ�iµ�OC

PΣª��{íúP�OAu�zñ�v]α≈Q�u�Hs�vτ�Mµú��OC@δ
íAτ

�Mµ�xs�ΩT]AG�����OΩT (pG����¡≈)B�OΩT (pGKX)B�H�O

X�����Co��OΩTú��H[KC

jí≈���{íhú�P���°A��q���OC]�°A��Ojúo�b SSL Ñq@�����

íC\h��{íπ	q���Otm∩�C��≤ñít�b⌠⌠W��½¡≈A]�u�zñ�v���

�u°A��q���OvA�ú���q���OCϕ PC ���su�ñít���� SSL �Añít
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Tom ��⌡µHU��z�tm@� (��\v�Aⁿ SSL O@�u�zñ� WANv)A²w�� SSL �

u�zñ�vα≈B@G

1. ��u�zñ�v� iSeries °A��X SSL �²M°≤ (��\ SSL �²M°≤)C

2. ñít���	�I iSeries °A�W⌡µ�O OS/400 V5R2 �
CpG�
� V5R1A�w	UC OS/400

(5722-SS1) ��q{í (PTFs)G

a. SI01375

b. SI01376

c. SI01377

d. SI01378

e. SI01838

3. iSeries ΓΦ� PC q��W⌡µ�O iSeries Access for Windows V5R2 �
CpGq��� V5R1 �
A

�w	 iSeries Access for Windows (5722-XE1) �A���{í] PTF SI01907 (�≤s��
)C��\

V5R1 ΩTñ�AuO@�zñ�v�AH	o�÷ΩTC

4. 	o iSeries °A��u��v¡ (CA)vC

5. bC@� iSeries °A�W��� CA �q���A²�� SSL �u�zñ�°A�v�zºC

6. �e CA M���C@� iSeries °A�A�NΣ	J≈�Ω�wC

7. ��u�zñ�v��{í�OAH� iSeries ΓΦ������	�I°A�º��{í�OA
ⁿú�

�G

a. bñ�°A�W�� IBM® �����z{íCY Tom n	o�����Aτ�]w�∩���t�A

L{b��p�� (��\��u�����z{ívH≥o��t�]w�ΩT)C

b. ÷@U ∩�u��wvC

c. ∩	 *SYSTEMAA÷@U�≥C

d. ΘJ *SYSTEM u��wvKXAA÷@U�≥C\αϕ½sⁿJßA�i}�z��{íC

e. ÷@U≤s���úC

f. ∩	°A� AA÷@U�≥C

g. ∩	�zñ�°A�AA÷@U≤s���úC p�Kiⁿú���u�zñ�v°A���A��b

�� iSeries Access for Windows q����OC

h. ÷@Uⁿús��CDCM �½sⁿJ≤s���ú�A�oeT{�TºC

i. ÷@U�¿C

j. ∩ iSeries ΓΦ�����	�I°A�A½�HW{�C

8. ]w iSeries ΓΦ�G

a. ∩��aw	 iSeries ΓΦ�� SSL �≤C

b. q CA ���b�t�UⁿªC

�: Y Tom �∩�º iSeries Access for Windows q���≈�Ω�wñS	 CA ��AL��²N

��sW�Ω�wñA�α�� SSLC

tmBJ
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u�zñ�viH�� SSL ºeA Tom ��b iSeries °A�W²w	²M°≤{íP]w���� (�≥

ºeA��\�Ω�ΓU��]P²M°≤C @"�X²M°≤ATom Yiϕ�HU{�
��u�zñ�v

� SSLC

�: Y iSeries ΓΦ�ñ� SSL w��ATom ��²Nº��H��u�zñ�v� SSLCY�� SSL �

� iSeries ΓΦ��Du�zñ�vAh iSeries ΓΦ�²��s��u�zñ�vñít��ó�C

°A��OΦ� (�n�)G

1. tm°A��O�ñít�

2. tm°A��O��It�

q���OΦ� (i∩�)G

�: úD°A��Owtm¿A�hLkiµq���O�tmC

1. tmq���O�ñít�

2. tmq���O��It�

tm°A��O�ñít�

SSL i² Tom O@ñít�P�It�í��Θw�Ab iSeries ΓΦ�q��Pñít�í]P�ⁿ�O

@C SSL ú�����e��OPΩ�[KCu	bP��� SSL �ñít�P�It�íA�αiµ SSL

suC Tom ��²]w°A��OA�α]wq���OC

1. iSeries ΓΦ� ñAb�zñ�W÷@UkΣAA∩		eC

2. ÷@Uw����AA∩	�� Secure Sockets Layer (SSL)

3. �OÑ�Φ�A∩	°A�C

4. ÷@UTwbñít�W]�C

�: �
½s��u�zñ�°A�vAúD�It�ñ�°A��Ow¿tmC

5. tm°A��O��It�C

tm°A��O��It�

��ñít�°A��O� SSL ºßATom �������	�It�°A��O� SSLC�tm�It�

�� SSL �°A��OATom �¿HU@�G

1. i}�zñ��°e�C

2. �It�t���±�P≤sG

a. b�It�ºU≤ñít�W÷@UkΣAA∩	ws-->¼�C

b. b¼�∩��W�∩ t��∩�AH¼�ñít��t�wsC���∩Σª∩�C

c. HkΣ÷@Ut�s�-->st�s�C

d. �� SSL wq�	�It�²s��st�s�C

e. i}t�s�Mµ
π�s�s�C

f. ¼�¿ºßAbst�s�W÷@UkΣAA∩	t��-->±�P≤sC

g. τ�π�b�¼t�µ�ñ�ñít�C

h. ∩	�zñ��O�τ�HU�AA�∩	Σ�Φ�G

v u�� Secure Sockets Layerv]w�OC

v SSL �OÑ�]w�°A�C

10 iSeries: Secure Sockets Layer (SSL)

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

../rzahu/rzahudcmfirsttime.htm


b{��íAñít�ñ�]wo�A�tm°A��O�ñít�C

i. ÷@UTw
]wst�s�ñ�It��C

j. ¿±�P≤s�BzßAz�α½s��u�zñ�°A�vCo�ßOz@��íC

3. ½s��ñít���zñ�°A�G

a. b iSeries ΓΦ�ñAi}��suC

b. i}ñít��°e�C

c. i}⌠⌠--> °A�AA∩	 TCP/IPC

d. b�zñ�W÷@UkΣAA∩	�εCñít��°e��⌠��
�π�@�TºAí�zúAP

°A�suC

e. @"u�zñ�v°A�w�εA�÷@U��H½s��ºC

4. ½s�����It���zñ�°A�G

a. i}n½s����It�C

b. i}⌠⌠--> °A�AA∩	 TCP/IPC

c. b�zñ�W÷@UkΣAA∩	�εC

d. @"u�zñ�v°A�w�εA�÷@U��H½s��ºC

e. ∩C@��It�½�HW{�C

5. �� iSeries ΓΦ�q��� SSLG

a. b iSeries ΓΦ�ñAi}��suC

b. bñít�W÷@UkΣAA∩		eC

c. ÷@U Secure Sockets ��AA∩	�� Secure Sockets Layer (SSL) ��suC

d. �⌠ iSeries ΓΦ��½s��ºC

{b Tom w¿°A��O�tmALKi⌡µHU�q���O{� (i∩�)G

v tmq���O�ñít�

v tmq���O��It�

q���Oαú�u��v¡v�ias�ºτ��ñít���It�C

tmq���O�ñít�

ϕñít� (SSL q��) ���� SSL su��It� (SSL °A�) �AΓ�izLq���O
�O�

���� (u�zñ�vñ��u��v¡vPuias�v�O )C

1. biSeries ΓΦ�ñA≤�zñ�W÷@UkΣAA∩		eC

2. ÷@Uw�� ��AA∩	�� Secure Sockets Layer (SSL) C

3. �OÑ�Φ�A∩	q��P°A� C

4. ÷@UTwAbñít�W]w�C

�: �
½s��u�zñ�°A�vAúD�	�It�w¿�� SSL �q��P°A��OºtmC

5. tmq���O��It�C

tmq���O��It�

1. �It�t���±�P≤sG
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�: Yz��I iSeries °A�W⌡µ�O V4R5 �
Ah��@�NLkB@C��\uV4R4 ⌡%
vA

Management Central: A Smart Way to Manage AS/400® Systems C

a. b�It�ºUA≤ñít�W÷@UkΣAA∩	ws-->¼�C

b. b¼�∩��W�∩t��∩�AH¼�ñít��t�wsC���∩Σª∩�C

c. HkΣ÷@Ut�s�-->st�s�C

d. �� SSL wq�	�It�²s��st�s�C

e. i}t�s�Mµ
π�s�s�C

f. ¼�¿ºßAbst�s�W÷@UkΣAA∩	t��-->±�P≤sC

g. τ�π�b�¼t�µ�ñ�ñít�C

h. ∩	�zñ��O�τ�HU∩�G

v u�� Secure Sockets Layerv]w�OC

v SSL �OÑ�]w�q��P°A�C

b{��íAñít�ñ�]wo�A�utmq���O�ñít�vC�∩C@�	Σ�≤s

Φ�C

i. ÷@UTw
]wst�s�ñ�It��C

2. �sτ�Mµ�It�G

a. b iSeries ΓΦ�ñAi}�zñ�-->wqC

b. bM	nΘW÷@UkΣAA∩	s�wqC

c. bs�wq°íñA��HU��:

v W�GΣJwq�W�C

v ��t�G∩	ñít��W�C

v �∩�����Ω�¿Gbµ�W÷@UAAΣJ /QSYS.LIB/QUSRSYS.LIB/QYPSVLDL.VLDLC

d. ÷@U∩���AA∩��w�e��m½{���C

e. ÷@UiÑC

f. biÑ∩�°íAⁿwOH�\�m��½≤tºC

g. ÷@UTw
½sπzwqMµ�π�s�M	nΘC

h. bs�M	nΘW÷@UkΣAA∩	�eC

i. b�e∩��ñGsWias�A�úΣª∩�AA∩	TwCuiavs�Ozb�{�BJ 1 �w

q�t�s�C

�: ñít��
�t�A]�Lk⌡µ�e@�C�e@��b�	�It�W�Q¿C

3. ½s��ñít���zñ�°A�G

a. b iSeries ΓΦ�ñAi}��suC

b. i}ñít�C

c. i}⌠⌠--> °A�AA∩	 TCP/IPC

d. b�zñ�W÷@UkΣAA∩	�εCñít��°e��⌠��
�π�@�TºAí�AúAP

°A�suC

e. @"u�zñ�v°A�w�εA�÷@U��H½s��ºC

4. ½s�����It���zñ�°A�G

�: ∩C@��It�½��{�C
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a. i}n½s����It�C

b. i}⌠⌠--> °A�AA∩	TCP/IPC

c. b�zñ�W÷@UkΣAA∩	�εC

d. @"u�zñ�v°A�w�εA�÷@U��H½s��ºC
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� 4 � SSL º�

�� SSL qH≤wAziHbq��P°A���{íí��w��suA]�o���{íα≈bqHÑq

@�ñAú�@��Γ��I��OC SSL ]ú�q��P°A���{íµ½Ω���⌠K��πX�C

HU�º	ΩTi²z≤A� SSL P iSeries °A�í�÷YG

v SSL º�{

v SSL p≤B@

v Σ�� SSL P Transport Layer Security (TLS) qH≤w

v °A��O

v q���O

SSL º�{

Netscape ≤ 1994 �}ouSecure Sockets Layer (SSL) qH≤wvA«b��ϕ�⌠�⌠⌠W∩w���÷

�C÷M SSL 
Ow∩O@ Web s²��°A�qH�w��}oA²zL�Wµ]pAΣª���{í

(pGTELNET P FTP) τα�� SSLC��\ Σ�� SSL Pu�Θhw� (TLS)vqH≤w AH≥o≤

h SSL ��÷qH≤w�ΩTC

SSL p≤B@

Ω�W SSL 	Γ�qH≤wGO²íqH≤wPµñíqH≤wCO²íqH≤wα≈b SSL Ñq@��íA

�εΓ�Iºí�Ω�y{C

µñíqH≤wα≈b SSL Ñq@��í�O@��Γ��IA����@B∩��≈�Aú��≈�iHb

� SSL Ñq@��íiµΩ��[K��KC SSL ��D∩�[KkB����� SSL µñíy{A
�

O SSL Ñq@��í�@��Γ��IC@δ
íA°A��n�O�q����Ohi∩�C�u��v

¡voX�����HQⁿú�C@��IA��C@�su�IW�� SSL ���{íC

����O��}≈��ia�u��v¡ (CA)v���q�@��OΩT��¿CC@��}≈�		Σ�

÷�pK≈�CpK≈��Dxs≤��ñ��≤���@í�C°A�Pq���OñAⁿ�O��I��

��Σ	v¡s	����ñP�}≈��÷�pK≈�C

[K@���F�}PpK≈�A� SSL �µñ¿��αÑ¬�@�CΓ�Ií��l SSL Ñq@���ßA

w�O�Θ��	Γ��I���{í� SSL Ñq@�ΩTAH[tß≥ SSL Ñq@����C SSL Ñq

@�pw��AΓ��I���Yu�µñíy{A
�OC@��IO�	v¡s	ú���}�pK≈�

��@ΩTCYΓ�	α���	��@ΩT�s	v¡As�∩�≈��Q��ASSL Ñq@�K�u�

�vC∩≤ TLS 1.0 �
P SSL 3.0 �
�Ñq@�AOd≤w�O�Θ��	ΩTú�WL 24 p�C

V5R2M0 ñAiH����[KwΘAN SSL µñí�α∩Dn CPU �����
pC
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Σ�� SSL P Transport Layer Security (TLS) qH≤w

SSL qH≤w	h�wq�
C
s��
�u�Θhw�qH≤w (TLS)vA��
H SSL 3.0 �≥ªAB

� IETF �ú�C OS/400 Ω@Σ�UC� SSL P TLS qH≤w�
G

v TLS 1.0 �


v TLS 1.0 �
 (�e≤ SSL 3.0 �
)

�:

1. ⁿw�e≤ SSL 3.0 �
� TLS 1.0 �
Aϕ� TLS ��iαa�qAY TLS Lk�qASSL 3.0

�
K�	�Nºiµ�qCY SSL 3.0 �
!Lkiµ�qAh SSL �µñN�ó�C

2. ��]Σ��e≤ SSL 3.0 � 2.0 �
� TLS 1.0 �
CoOH�í�qH≤wⁿwANY TLS �

�iαa�qAY TLS Lk�qAh SSL 3.0 �
K�	�Nºiµ�qCY SSL 3.0 �
Lkiµ

�qAh SSL 2.0 �
�	�Nºiµ�qCY SSL 2.0 �
!Lkiµ�qAh SSL �µñN�ó

�C

v SSL 3.0 �


v SSL 2.0 �


v SSL 3.0 �
 (�e≤ SSL 2.0 �
)

SSL 3.0 ��P SSL 2.0 ��

SSL 3.0 �
OXG�º≤ SSL 2.0 �
�qH≤wEΓ�qH≤w@�Dn�tºI]tG

v SSL 3.0 �
�µñíqH≤wy{º≤ SSL 2.0 �
C

v SSL 3.0 �
��
�uRSA Ω�w��qv� BASFE 3.0 Ω@C BASFE 3.0 ]tF@�p�≡��q

{íP SHA-1 °ΩtΓkC@δ{� SHA-1 °ΩtΓk± MD5 °ΩtΓk≤πw��C�� SHA-1 �

ú� MD5 i² SSL 3.0 �
Σ��[�KXM≤C

v b SSL µñBz{��íA SSL 3.0 �
�qH≤w�ε#H�$J (MITM) ≡��¼�o�Cb SSL

2.0 �
ñAMITM ≡�iα�²KXWµεzA¿�o�íp���o�CKXεz�y¿Lv¡���

�α≈}�Ñq@�KXΩC

TLS 1.0 ��P SSL 3.0 ��

u�Θhw�� (TLS)v 1.0 �
H SSL 3.0 �
�≥ªA�
sú��� SSL qH≤wCª�Wµ� IETF

b RFC 2246 ñwqAuTLS qH≤wCv

TLS �Dn��O² SSL ≤πw��AH�²qH≤w�Wµ≤[δTPπC TLS ú� SSL 3.0 �
�

[j\αpUG

v ≤w�� MAC tΓk

v ≤Mí���

v ∩u Γ��v	≤���wq

⌠≤@��� SSL � iSeries °A���{í���	o TLS Σ�AúD���{íwSOnDu�� SSL

3.0 �
� SSL 2.0 �
C

TLS bw��W∩�ºBpUG
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v Tº�O�≈�°Ω

TLS ��uTº�OX�≈�°Ω (HMAC)vAp�iHTwqL}±�⌠⌠ (pG⌠�⌠⌠) �AO²L

kQ∩�C SSL 3.0 �
]	≈�Tº�O�\αA²@δ{� HMAC ± SSL 3.0 �
��� (uTº

�OXv) MAC \α≤πw��C

v j���H≈\α (PRF)
PRF �
ú�≈�Ω�Cb TLS ñAPRF OP HMAC @�wq�C PRF ��Γ�°ΩtΓkAα≈T

Ow��Cun
G�tΓkú�nAY�Σñ@�tΓk�nA��Ω�!πw��C

v ∩}��¿Tºτ�

TLS 1.0 �
P SSL 3.0 �
ú�Γ�I¿TºAp�iH�O�µ½�TºúQ∩�CM�ATLS H

PRF W�¿TºP HMAC �≥ªAA�± SSL 3.0 �
≤πw��C

v @P���Bz

úP≤ SSL 3.0 �
A TLS ���ⁿw��b TLS Ω@íµ½����¼C

v Sw���Tº

TLS ú�≤Sw��[���Aαb⌠@Ñq@��I���ⁿX�DC TLS ]αb�eY����NΣ

O²U
C

°A��O

�	°A��OAq��iHTw°A���	�ANY���Oq��H⌠����v¡ (CA) ��q�C

SSL ��D∩�[KkPµñíqH≤wy{A
ú�u���@ SSL Ñq@����∩�≈�C�≈��

ú�@�≈�A� SSL Ñq@�y{ñ�Ω�α≈[KP�KC�ßAϕ SSL �µñ¿A@��Γ��q

H���Q�OA�ú��@≈�
[KP�KΩ�Cµñ@"¿ASSL Ñq@�ñ���{íhΩ�y{

K�[KC

q���O

\h��{íú���q���O�∩�C�	q���OA°A�iHTOq����	�ANY���O

°A�H⌠��u��v¡v��q�CΣ�q���O� iSeries °A���{ípUG

v IBM HTTP °A� (�l)

v IBM HTTP Server (Apache X�)

v FTP °A�

v Telnet °A�

v u�zñ�v�It�

v �²A� (LDAP)
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� 5 � SSL ��pe

pe�� iSeries °A�W� SSL �A��NHUΓIG

v SSL �²M°≤

v An≤�����AH�nq≤B	o

SSL �²M°≤G

v IBM �����z{í (DCM)AOS/400 (5722-SS1) �∩� 34C

v TCP/IP Connectivity Utilities for iSeries (5722-TC1)

v IBM HTTP Server for iSeries (5722-DG1)

v Yznb HTTP °A�W�� DCMA�Twzww	 IBM Developer Kit for Java™(5722-JV1)A�h HTTP

�z°A�Nú���C

v IBM Cryptographic Access Provider ú�A5722-AC3 (128 ��)C�ú����jpAOⁿb[K@�ñ∩

�≈��K�jp�
jCo��jpi²∩�≈��ⁿC@�ΩaX�Jk���εC
¬���j

piú�≤w��suC

v zτib�� SSL �w	[KwΘAH[t SSL µñBz��íC V5R2M0 �ú�zb�� iSeries °

A���[KwΘ∩�pUG

– 2058 [K[t� (uwΘS�Xv4805)

– 4758 [K�UBz� (uwΘS�Xv4801 � 4802)

Yznw	[KwΘA��²w	∩� 35 �uKXA�ú�{ívC

Yznb⌠≤� iSeries Access for Windows � IBM Toolbox for Java �≤ñ�� SSLA��²w	 iSeries

Client Encryption ú�A5722-CE3 (128 ��)CiSeries Access for Windows �n�ú�
��w�suC

�: PC5250 ���P Personal Communications ú�@�XfA]�Yn�� PC5250 ���Az≡�w	

Client Encryption ProductC Personal Communications 	Σ'�[KXC

����

��\���}��PoXpK��AH≤A��}��PpK����íºtºAH�i�z	o�∩�C

IBM �����z{í (DCM) � iSeries °A��z������MΦ�C≤h DCM ��÷ΩTA��\

uΩTñ�vDD�������z{íC
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� 6 � �� SSL O@��{íw�

ziH�� SSL 
O@HU� iSeries °A���{íG

v IBM HTTP Server for iSeries (�l)

v IBM HTTP Server for iSeries (Apache X�)

v FTP °A�

v Telnet °A�

v �í÷sΩ�w[c (DRDA®) P�íΩ��z (DDM) °A�

v �zñ�

v �²A�°A� (LDAP)

v °��O∩M (EIM)

v iSeries Access for Windows ��{íA]t iSeries ΓΦ�

v H@� iSeries Access for Windows ��{í]p$� (API) 	g���{í

v H Developer Kit for Java ��� IBM Toolbox for Java �}o�{í

v �� iSeries °A��Σ�� Secure Sockets u��{í]p$� (API)v�}o���{íC Σ�� API

]Aus�w�uπ{í (GSKit) v� SSL_ iSeries �	� APIC ��\ Secure Sockets API AH	o

GSKit P SSL_API �ΩTC

© Copyright IBM Corp. 2000, 2002 21
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../rzaie/rzaiemain.htm
../rzaie/rzaiemain.htm
../rzaiq/rzaiqsslparent.htm
../rzaiw/rzaiwscenariossl.htm
../rzahy/rzahysslrf.htm
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../rzahh/page1.htm
../apis/unix9.htm
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� 7 � SSL �°��

�≥
��°��ΩTα≈�Aε#�� SSL � iSeries °A�iαo{��DMµCz��A�o�uO�

ⁿ(A�D�°��ΩT��í
�C

τ�UC�»zí�uG

v zw�X iSeries °A�W�� SSL �²M°≤ (��\ uSSL �²M°≤v)C

v Yzb V5R1 t�'��uiSeries ΓΦ�v�u�zñ�v�NAzKwbt�'w	UC� PTFG

– si01375

– si01376

– si01377

– si01378

– si01838

v z���v¡���	�B��L�C

Yzwτ�t�ñWz�»zí�uA²b iSeries °A�W!	 SSL �÷��DAziH��HU�∩�G

v °A�u@Θxñ� SSL ��Xα≈b��ϕµñµ¼��AHMΣ����≤hΩTC��\ Secure

Socket API ��XTº��AH≥o Secure Socket ��XTºΩTC�pAo�ϕµ∩M -93Ab°A�

u@ΘxX{�hO�� SSL_ERROR_SSL_NOT_AVAILABLE C

– t��	X (bN�eH}Θ�ϕ�)ANϕz�b�� SSL_ APIC

– ���	XNϕz�b�� GSKit APIC{í]pvib{íñ	g gsk_strerror()or SSL_Strerror()

API {íXAH	o���	X�
uí�Cí≈��{í��� API �CLTº�t	�yl�u@

ΘxC

p�n≤���ΩTAiSeries °A�W�π�Xϕµú��Tº IDAHπ�����τ±�]�Σ��Φ

kC��o���X��[σ≤��≤������O Secure Socket API ñC

v HUΓ��Y
]t�P�t� SSL �	X��W� (°�ϕµ)A²S	Tº ID µ¼��G

– QSYSINC/H.GSKSSL

– QSYSINC/H.SSL

�Oob�Γ�
�ñt� SSL �	XW�÷���A²C@��	X!iP@�HW��@���XC

÷≤≤h iSeries °A���°��ΩTA��\�°��PA���C
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� 8 � �÷ΩT

ziHbHU�
�≥oΣª SSL ΩTG

IBM ��

v SSL � Java Secure Socket Extension (JSSE) ��G]t JSSE �
uí�AH�ziH���ΦíC

v Java Secure Socket Layer (JSSL) ��G]t JSSL �
uí�AH�ziH���ΦíC

v IBM Toolbox for Java ��Gú� Java �O�
uí�AH�ziH���ΦíC

í��nD

v RFC 2246GuTLS qH≤w 1.0 �
vA ��aí� TLS qH≤wC

v RFC2818GHTTP Over TLSA í�p≤�� TLS 
TO⌠�⌠⌠W HTTP su�w��C

Σª��

v uSSL qH≤w 3.0 �
v σ≤A ∩uSSL qH≤w 3.0 �
v	≤���í�C
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../rzahh/page1.htm
ftp://ftp.isi.edu/in-notes/rfc2246.txt
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