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~q$_

~q$_CZdC"\mM,$~qw#ITS(C~q$_(DST)r53~q$_(SST)CJ~q$

_#

ZTBivh*~q$_C'j6:CJ DST M SST,T09C0iSeries <=w1&\xP_-Vx

(LPAR)\mMEL%*\m#

~q$_C'j6xFw DST C'E*D~"DST C'j6"~q$_C'E*D~rb){FDd/N=#

Z>wbZ,9C~q$_C'j6bvuo#

Z*<.0,ki4TBE":

V5R2 DBZ]

Rv V5R2 |DKD)Z],T0NNnBE"#

r!>wb

r!0~q$_1wbP|,DyPE"D PDF D5#

PX~q$_D|`E",!qBPNNwb:

~q$_En

>wb|,Z*<\m~q$_.0h*mbD;cE",|(>wbP9CD~q$_uoD(e#

\m~q$_

'0gN\m~qwOD~q$_#

JOoO

oO#{D~q$_Jb#

`XE"

i4Mr!k0~q$_1wbPXDE"#

V5R2 DBZ]

Z V5R2 D0E"PD1P~q$_G;vBwb#;vbuE"GBD,V5R2 D~q$_2PTxv?#

S SST \m~q$_C'j6

VZITS53~q$_(SST)\mM4(~q$_C'j6#;Yh*xk(C~q$_(DST)4;\

k"Z(r!{X(,r4(~q$_C'j6#VZIS SST CJb)&\,=(GS SST wA;!q!

n 8(9C~q$_C'j6)#

g{k*S SST 4(~q$_C'j6r9C09C~q$_C'j61!n,CZ"aD~q$_C'j6

D\kXk;G1!\k#g{9C_P1!\kD~q$_C'j6"a= SST,""T4(BD~q$_

C'j6r9C09C~q$_C'j61!n,ra<Bms#

^FK|D1!M=Z\kD\&
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; 6 ~ q w 1 , ^ F K | D 1 ! M = Z \ k D \ & # b b 6 E ; \ ( } | D ~ q $ _ C ' j 6

(QSYCHGDS)API |D_P1!M=Z\kD~q$_C'j6,2;\(} SST |D|GD\k#;\

(} DST |D_P1!M=Z\kD~q$_C'j6#

IT|DhCTJm|D1!M=Z\k#9C SST r DST "!q09C532+T1!n#S09C53

2+T1A;,+Jm_P1!M=Z\kD~q$_C'j6|DT:D\kVNS0q1(1!5)|D

*0G1#

|DKuo

|DKD>}]Md|D5T43BD~q$_uo,XpG9Cuo~q$_C'j6zfT0CDuo,

g DST C'E*D~"DST C'j6"~q$_C'E*D~rb){FDd/N=#

mSK0t/~q$_1(STRSST)X(

mSKBDt/~q$_(STRSST) X(#KX(Jm4(ICJ DST +;\CJ SST D~q$_C'j

6#

C'8|<

*iRPXK"PfDBZ]r|DZ]Dd|E",kNDC'8|< #

r!>wb

*i4rBX PDF f>,k!q~q$_(s< 109 KB r 24 3)#

#f PDF D~

*+ PDF #fZ$w>Tci4rr!:

1. Z/@wPR|%w PDF(R|%wOfD4S)#

2. %w#f?j*...

3. /@A*#f PDF D?<#

4. %w#f#

BX Adobe Acrobat Reader

g { h * A d o b e A c r o b a t R e a d e r 4 i 4 r r ! b ) P D F , I T S A d o b e W e b > c

(www.adobe.com/products/acrobat/readstep.html) BX|D1>#

~q$_En

BPEna)*<9C~q$_yhDy>E":

~q$_uo

>E"|,>wbP9CD~q$_uoD(e#

DST M SST
>E"hv DST M SST G24T0|G.dDnl#
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~q$_C'j6

>E"hv~q$_C'j6M&\X(#

~q$_C'j6D\k_T

>E"hv~q$_C'j6D\k_T#

~q$_~qw

>E"hv~q$_~qw#

~q$_uo

BP(e+ozzmb~q$_E":

2+"Pc((SHA)

;VS\=(,CbV=(xPS\D}]Z}'O;I\xPfKc#;,D}]I\zz`,D

"P5,+G;Pl(9C"P57(-<}]#

=ZD\k

Z 180 lr|$1dZ;P|D}D\k#T;IT9C=ZD\k"a,+Z"a1Xk|DC\

k#

~q$_~qw

~q$_~qwJmz9C PC (} TCP/IP 4P~q$_&\#

~q$_

CZdC"\mM,$~qwX*Yw?VD&\#~q$_Jm4PgBNq:dC_-Vx"\

mEL%*MoOJbDJO#(}(C~q$_(DST)"53~q$_(SST)Md|k~qP

XD CL |n,ICJ~q$_#ms9C~q$_I\p5~qw#

~q$_h8j6

dO LAN XF(9CXFT53DCJ#

~q$_C'j6

CJ DST"SST"CZ_-VxMEL%*\mD0iSeries <=w1T00YwXF(1yhDC'

j6#~q$_C'j6G(} DST r SST 4(D,R;,Z OS/400 C'E*D~#

~q&\

~q&\G~q$_ZDX(\&#~q&\(#CZJb7(MJbbv,(#GZ IBM 'VK1

Doz.BxP#~q&\D>}|(mIZk(LIC)zY"mIZk(LIC)G<T0T>"d|

M*"&\#

&\X(

Z(r!{T%v~q$_&\DCJ(D\&#

{CD\k

QjG*;\C|"aD\k,-rGQC|xPK+`D^'"a"T#;\9C{CD\kxP

"a#

\k6p

Z DST Z,IhC\k6p#\k6p8(f"\k1G9C0}]S\j<(DES)1S\9G02

+"Pc((SHA)1S\#1!6pG DES#

1!\k

C\kk~q$_C'j6`,#}g,IBM a)D QSECOFR ~q$_C'j6;61D1!\k

G QSECOFR#
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}]S\j<(DES)

;VIfS\c(#DES 9C=NE":*S\D}]MCZS\}]D\?#g{x DES a)S

\sD}]MS\\?,MITb\}]"qC-<}]#

53~q$_(SST)

53~q$_(SST)JmzS OS/400 CJ~q&\#9C STRSST(t/ SST)CL |nCJ~q

$_#

Qx(

CZXFT3)&\xPLr/|DDzF#g{3v&\0Qx(1,r;\(}}#DC'gf

|D|#Xk+|bxE\|D|#

(C~q$_(DST)

(C~q$_(DST)GvSXF(9CD;)~q&\,ZYw53ICM;IC1r<IKP#

OS/400 C'E*D~

C CRTUSRPRF(4(C'E*D~)CL |n4(DRCZ"a= OS/400 DC'E*D~#

DST M SST
(C~q$_(DST)M53~q$_(SST)<CZCJ~q$_M~q&\#1Qt/0mIZk11,

49P40k OS/400,<IT9C DST#SST Z OS/400 BIC#~q$_CZ4PBPNNYw:

v oO~qwJb

v x~qwmS2~J4

v \mEL%*

v \m_-Vx(LPAR)n/,|(ZfDn/

v i40mIZk1MzIn/G<

v zY0mIZk1

v 4Pwf"w*"

v \m532+T

v \md|~q$_C'j6

BmEv DST M SST .dDy>nl#

Xw DST SST

gNCJ ZV$ IPL Zd(}XF(r(}!q

XFAfOD!n 21 omCJ#

(}_PC QSRV rBP(^"aD\

&D;%=w5xPCJ:

v Q q Z ( 9 C S T R S S T ( t /

SST)CL |n#

v ~qX((*SERVICE)ryPTs

X((*ALLOBJ)#

v 9C SST D&\X(#

N1IC 49~qw\&P^2IT9C#CJ

DST ;h* OS/400#

OS/400 Qt/1IC#CJ SST h*

OS/400#

gNO$ h*~q$_C'j6M\k# h*~q$_C'j6M\k#
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~q$_C'j6

~q$_C'j6G(}(C~q$_(DST)"53~q$_(SST)"0iSeries <=w1(CZ_-VxM

EL%*\m)M0YwXF(1CJ~q&\yhDC'j6#~q$_C'j6(} DST r SST 4(,

R;,Z OS/400 C'E*D~#

IBM a)BP~q$_C'j6:

v QSECOFR

v QSRV

v 11111111

v 22222222

n`I4( 100 v~q$_C'j6(|(Dv IBM a)DC'j6)#PXT IBM a)D~q$_C'

j6ZhDX((^D|`E",kND Tips and Tools for Securing Your iSeries #IBM a)D 11111111

~q$_C'j6Z}60YwXF(11G#PC#NDYwXF(wbTq!|`E"#

":1 IBM ;6~qw1,$hK;v QSECOFR OS/400 C'E*D~M;v QSECOFR ~q$_

C'j6#b=n;`,#|G;Z;,D;C"CZCJ;,D&\#QSECOFR ~q$_C'j6D

\kIk QSECOFR OS/400 C'E*D~D\k;,#~q$_C'j6D\k_Tk OS/400 C'E

*D~D\k_T;,#

IBM 9a)4(=S~q$_C'j6D\&#Zb=f,2+\m1I\mMsF~q$_D9C,x;X

xv IBM a)D~q$_C'j6D\k#4(=SD~q$_C'j6IT(}(C~q$_(DST)53

~q$_(SST)jI#

~q$_C'j6_P=ZUZ,bIT+~qwD2+TgU5AnM#}g,I*~q<uK14(L1

dP'D~q$_C'j6,Z(C<uK1;CJX*D~q$_#g{C'U9k+>DM6X5,9I

T{CCC'j6,Tc+T0M1DqbCJ~q$_DI\T5AnM#

~q$_C'j6D&\X(

ITZ(r!{~q$_C'j6CJ%v~q&\D\&#bFw&\X(#zIThC+XFD)~q&

\IINN~q$_C'j6CJD&\X(#boP;)>},i\zk*9C&\X(D=(:

v ITJm;vC'4P(EM0mIZk1zY,xxhm;vC'\mEL%*D&\X(#

v IT4(k IBM a)D QSECOFR ~q$_C'j6_P`,&\X(D~q$_C'j6#;s{C IBM

a)D QSECOFR ~q$_C'j6#b+@9KG9CQ*D QSECOFR C'j6,SxPzZ\b~

qwD2+TgU#

I9C DST r SST \m&\X(#0t/~q$_1X(Jm~q$_C'j6CJ DST,+^FCJ

SST#

ZJmC'9Cr4P~q&\.0,a4P&\X(li#g{C';Pc;DX(,a\xT~q&\D

CJ#P;vsFG<4`X~q&\9C(I~q$_C'4P)#

~q$_C'j6D\k_T

~q$_C'j6;,Z OS/400 C'E*D~#*K2+,~q$_C'j6D\kT;,D6pxPS\#

1!\k6p9C0}]S\j<1(DES)S\#g{C V5R1 T0DM'z9C0iSeries <=w1,S=

~q&\(g_-VxMEL%*\m),&C9C DES S\#

~q$_ 5
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zIT+\k6p|D*9C02+"Pc(1(SHA)S\,Cc(Z}'O;I\xPfKc,a)|?

DS\M|_D2+T6p#+G,|D* SHA S\.s,M;\DX DES S\#g{|D* SHA S\,

M;\YC V5R1 T0DM'z(g0YwXF(1),S=~q$_~qw#+\k6p}6* SHA 1,

h*}6NN+9Cb)&\DM'z#

19C DES S\1,~q$_C'j6M\k_PBPXw:

v 10 ;s4DC'j6#

v 8 ;xVs!4D\k#4(C'j6M\k1,\kDnM*sG 1 ;#|D\k1,nM*sG 6 ;#

v C'j6D\kZ 180 l.s;a=Z#+G1!ivB,IBM a)D~q$_C'j6Du<\kZ;

61$h*=Z#

19C SHA S\1,~q$_C'j6M\k_PBPXw:

v 10 ;s4DC'j6#

v 128 ;xVs!4D\k#4(C'j6M\k1,\kDnM*sG 1 ;#|D\k1,nM*sG 6

;#

v C'j6D\kZ 180 l.s=Z#

v 1!ivB,\ku<hC*=Z(}GZA;Ow7hC*0q1)#

v 2+\m1I+\khC*=Z#

*|D*9C SHA S\,kCJ DST "4PBP=h:

1. 9CzD~q$_C'j6"a= DST#09C(C~q$_(DST)1A;vV#

2. !q!n 5(9C DST 73)"44P|#09C DST 731A;vV#

3. !q!n 6(~q$_2+T}])"44P|#

4. !q!n 6(\k6p)"44P|#g{<8x=BD\k6p,kY4;N4P|#

~q$_~qw

~q$_~qwJmz9C PC (} TCP/IP 4P~q&\#*K9C~q$_~qw4PyZ GUI D_-

Vx(LPAR)rEL\mn/,h*9~q$_~qwd*IC#IT* DST M/r OS/400 dC~q$_

~qw#dC.s,QZ(C'IZ0iSeries <=w1P9C LPAR rEL\m.`D&\#

":1=dC"t/~q$_~qw.s,E\CJ0iSeries <=w1~q&\#

\m~q$_

*F(\mM,$~q$_DP'_T,kNDBPwb:

CJ~q$_

9C DST"SST M0iSeries <=w1CJ~q$_#

\m~q$_C'j6

dC~q$_C'j6"|D~q$_C'j6M\k"V4r4; QSECOFR \k,T0#fMV4~

q$_2+T}]#

dC~q$_~qw

* DST M/r OS/400 dC~q$_~qw#
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`X~q&\9C

9CsFG<`X~q&\9C#

CJ~q$_

IT9C DST"SST M0iSeries <=w1CJ~q$_#CJ~q$_.s,zI9CD~q&\!vZz5

PD&\X(#g{PJ1D&\X(,MITS SST r DST \m~q$_C'j6#

BPwZa)9CyPb)=(CJ~q$_D=h#

C DST CJ~q$_

C49C DST CJ~q$_D~q$_C'j6h*5P9C DST 73D&\X(#

t/ DST P=V=(#Z;V=(G(}53XFfeD&\ 21 CJ DST#Z~V=(G9CV$ IPL#

*SXFfe9C DST CJ~q$_,kjIBP=h:

1. +XFfeh*V$==#

2. 9CXFfe!q&\ 21 "44P|#0DST "a1A;vVZXF(O#

3. 9CzD~q$_C'j6M\k"a= DST#09C(C~q$_(DST)1A;vV#

4. SPmP!qJ1D!n"44P|#

v !q!n 5(9C DST 73)TT>9C~q$_C'j6D=S!n#

v !q!n 7(t/~q$_)t/IS DST 9CDNN~q$_#

v ZJ1DivB,!qNNd|!n#

*9C DST (}V$ IPL CJ~q$_,kjIBP=h:

1. +XFfeh*V$==#

2. g{~qwQXUg4,kr*~qw#

3. g{~qwt/= OS/400,rZ OS/400 |nPOdk|n PWRDWNSYS *IMMED RESTART(*YES) +

53Xz,;sXBt/|#

4. 9CzD~q$_C'j6M\k"a= DST#09C(C~q$_(DST)1A;vV#

5. SPmP!qJ1D!n"44P|#

v !q!n 5(9C DST 73)TT>9C~q$_C'j6D=S!n#

v !q!n 7(t/~q$_)t/IS DST 9CDNN~q$_#

v ZJ1DivB,!qNNd|!n#

C SST CJ~q$_

C4CJ SST D~q$_C'j6h*5P9C DST D&\X(#OS/400 C'E*D~h*5PBP(^:

v QqZ(9C CL |n STRSST

v 5P~qX((*SERVICE)

*9C SST CJ~q$_,kjIBP=h:

1. Z OS/400 |nPOdk STRSST(t/ SST)#0t/ SST "a1A;vV#

2. dkBPE":
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v ~q$_C'j6:9CzD~q$_C'j6"a#PXgN4(~q$_C'j6D|`E",k

NDdC~q$_C'j6#

v \k:kKC'j6X*D\k#

3. 44P|#

C0iSeries <=w1CJ~q$_

1~qwQt/= DST r OS/400 }ZKP1,IT9C iSeries <=wCJ~q$_#

*Z~qwt/= DST 19C0iSeries <=w1CJ~q$_,k7#Q* DST dC~q$_~qwRQ

t/C~qw,;sjIBP=h:

1. Z0iSeries <=w1P,!qRD,Srn/D73#

2. Z0Nqe10ZP,!qr* iSeries <=w~q$_0Z#g{4T>0Nqe10Z,k!qS<,

;s!qNqe#

3. !q0Nqe1n.s,h*dkk*,SD~qwD IP X7#

*Z~qw}ZKP OS/400 19C0iSeries <=w1CJ~q$_,k7#Q* OS/400 dC~q$_~q

wRQt/C~qw,;sjIBP=h:

1. Z0iSeries <=w1P,9*RD,Srn/D73#

2. !qk*9CD iSeries ~qw#

3. !qk*9CDX(~q&\#

v *xP_-Vx\m,9*dCM~q#!q_-Vx#

v *xPEL%*\m,9*dCM~q#9*2~#9*EL%*#

4. +a>CzD~q$_C'j6xP"a#

\m~q$_C'j6

*F)\mM,$~q$_C'j6DP'_T,h*4PBPYw:

dC~q$_C'j6

4(~q$_C'j6"|D|D&\X("|D|Dhv"T>"tC"{Cr>}|#

|D~q$_C'j6M\k

9C DST r SST"STRSST(t/ SST)r0|D~q$_C'j61(QSYCHGDS)API |D~q

$_C'j6M\k#

V4r4; QSECOFR \k

V4r4; QSECOFR OS/400 C'E*D~M QSECOFR ~q$_C'j6D\k#

#fMV4~q$_2+T}]

#fMV4X|D~q$_2+T}]#

\m~q$_C'j6D(i

Kb IBM T\m~q$_C'j6D(i#

dC~q$_C'j6

ITS(C~q$_(DST)r53~q$_(SST)4("|D">}MT>~q$_C'j6#dC~q

$_C'j6.s,IT|D~q$_C'j6M\k#
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4(~q$_C'j6

*S DST r SST 4(~q$_C'j6,kjITB=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;Odk 1(4(),ZvVDVNZdkBD~q$_C'j6, ;s

44P|#04(~q$_C'j61A;vV#

":C'j6ITP 1 A 10 vV{#|G&Cs4"RIT|,V8M}V,T0XbV{ #""$

r _#JmXbV{w*C'j6DZ;vV{#C'j6DV{.d;\|,Uq#

5. dkBC'j6DE":

v C'{:+4=B~q$_C'j6D{F#

v \k:BC'j6+9CK\k#\k$HAY*;vV{#;P&Cd|\kfr#

v Zf"w\mV4.0JmC'j6xPCJ:KVND1!5* 2(q)#

v +\khC*=Z:KVND1!5* 1(G)#

v hv:bG;vI!VN,ICZhvC'j6yP_D|j8DE",g{F"?EMg0Ek#

6. dkPXKC'j6D+?E".s,ISTB=!nP!q;n:

v *9C1!&\X(4(C'j6,k44P|#

v *|D1!&\X(,k4 F5 *=0|D~q$_C'j6X(1A;#KA;P>yPIZhX(D

~q$_#PX|D&\X(D|`E",kND|D~q$_C'j6M\k#

|D~q$_C'j6D&\X(

*S DST r SST |D~q$_C'j6D&\X(,kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!q*|DDC'j6,;sZ0!n1VNPdk 7(|DX()#

0|D~q$_C'X(1A;vV#

a. Zk*SC'j6P}%D&\X(T_D0!n1VNPdk 1(!{)#

b. Zk*xC'j6mSD&\X(T_D0!n1VNPdk 2(Z()#

5. 44P|tCb)|D#g{Z44P|.04 F3(Kv),|D+;az'#g{4 F9(1!5),&

\X(+4;*1!5#
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|D~q$_C'j6Dhv

*S DST r SST |D~q$_C'j6Dhv,kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!q*|DDC'j6hv,;sZ0!n1VNPdk 8(|Dh

v)#

5. Z0hv1VNP,dkC'j6DBhv#hvIT|,C'D{F"?EMg0Ek#

T>~q$_C'j6

*S DST r SST T>~q$_C'j6,kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!qk*T>DC'j6,;sZ0!n1VNPdk 4(T>)#

0T>~q$_C'j61A;vV#KA;T>kC'j6PXDE",|,TBZ]:

v ON"a(UZk1d)

v ^'D"a"TN}

v 4,

v ON|DDUZ\k

v Zf"w\mV4.0JmC'j6xPCJ(Grq)

v UZ\k=Z

v \khC*=Z(Grq)

5. 4 F5(T>X()4i4kKC'j6X*D&\X(#0T>~q$_C'X(1A;vV#KA;P

>yP&\X(M?vC'D4,#;\SKA;|DC'j6#

tCr{C~q$_C'j6

*S DST r SST tC~q$_C'j6,kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#
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v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!qk*tCDC'j6,;sZ0!n1VNPdk 5(tC)#

0tC~q$_C'j61A;vV#

5. 44P|7OtCy!~q$_C'j6D!q#

*S DST r SST {C~q$_C'j6,kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!qk*{CDC'j6,"Z0!n1VNPdk 6({C)#0{

C~q$_C'j61A;vV#

5. 44P|7O{Cy!~q$_C'j6D!q#

>}~q$_C'j6

ITS DST r SST >}~q$_C'j6#;\>} IBM a)D~q$_j6#*>}~q$_C'j6,

kjIBP=h:

1. t/ DST r SST#

2. 9CzD~q$_C'j6M\k"a= DST r SST#

v Z DST P,vV09C(C~q$_(DST)1A;#!q!n 5(9C DST 73)"44P|#09

C DST 731A;vV#LxxPBfD=h 3#

v Z SST P,vV053~q$_(SST)1wK%#!q!n 8(9C~q$_C'j6)#09C~q

$_C'j61A;vV#LxxPBfD=h 4#

3. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

4. Z09C~q$_C'j61A;O,!qk*>}DC'j6,;sZ0!n1VNPdk 3(>})#

0>}~q$_C'j61A;vV#

5. aa>z7O>}C'j6D!q#

v 44P|4>}C'j6#

v 4 F12(!{)!{CYw"5X09C~q$_C'j61A;#

|D~q$_C'j6M\k

>E"bMgN|D~q$_C'j6M\k#z&CQ-dC~q$_C'j6,xZ|DNNVP~q$

_C'j6M\k.0,I\k*i4\m~q$_C'j6D(i#
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"b:g{*'r|GyP OS/400 2+w\E*D~MyP2+T~q$_C'j6D\k,I\h*

CV"iJ20"u</zD53TcV4|G#kk~q)&L*5Tq!oz#g{z*@ OS/400

2+w\E*D~\kr2+T~q$_C'j6\k,wbV4r4; QSECOFR \kf*gNV4;

*@D\k#

|D~q$_C'j6M\kD=(P`V#IT9C DST r SST"STRSST(t/ SST)M F9,r_9C

0|D~q$_C'j61(QSYCHGDS)API#

9C SST r DST |D~q$_C'j6M\k

ITS SST r DST |D~q$_C'j6M\k#*9C DST |D~q$_C'j6\k,kjIBP=

h:

1. t/ DST#

2. 9CzD~q$_C'j6M\k"a= DST#09C(C~q$_(DST)1A;vV#

3. !q!n 5(9C DST 73)"44P|#09C DST 731A;vV#

4. S09C DST 731A;,!q!n 3(~q$_C'j6)T9C~q$_C'j6#09C~q$_

C'j61A;vV#

5. Z09C~q$_C'j61A;O,R=*|DDC'j6,;sZ0!n1VNPdk 2(|D\k)#

a. g{5PJmz|Dd|~q$_C'j6D~q$_2+TX(,+T>0|Dd|C'D~q$_

C'\k1A;#T>~q$_C'j6{F#i$bGk*|DDC'j6{F#jIBPVN:

v B\k:dkB\k#

v +\khC*=Z:ZKVNPdk 1(G)r 2(q)#1!5* 1(G)#

b. g{;PJmz|Dd|~q$_C'j6D53\mX(,rvV0|D~q$_C'j6\k1A

;#jIBPVN:

v 10\k:dk~q$_C'j6109CD\k#

v B\k:dkB\k#K\k;\GC~q$_C'j6n|9CD 18 v\kPD;v#

v B\k(i$):YNdkB\k#

6. 44P|jI|D#g{B\k4;S\,I\Gz4q-~q$_C'j6D\k_T#i4b)_T

"7#Z!q~q$_C'j6\k1q-|G#

*9C SST |D~q$_C'j6\k,kjIBP=h:

1. t/ SST#

2. 9C5P~q$_2+TX(D~q$_C'j6M\k"a= SST#053~q$_(SST)1wK%v

V#

3. S053~q$_(SST)1wK%P,!q!n 8(9C~q$_C'j6)#09C~q$_C'j61

A;vV#

4. Z09C~q$_C'j61A;O,R=*|DDC'j6,;sZ0!n1VNPdk 2(|D\k)#

5. 0|Dd|C'D~q$_C'\k1A;vV#T>~q$_C'j6{F#i$bGk*|DDC'

j6{F"jIBPVN:

v B\k:dkB\k#

v +\khC*=Z:ZKVNPdk 1(G)r 2(q)#1!5* 1(G)#

6. 44P|jI|D#g{B\k4;S\,I\Gz4q-~q$_C'j6D\k_T#i4b)_T

"7#Z!q~q$_C'j6\k1q-|G#

9C STRSST |D~q$_C'j6\k
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*9C STRSST |D~q$_C'j6\k,kjIBP=h:

1. Z STRSST |n"aAfO,dk~q$_C'j6"4 F9(|D\k)#0|D\k1A;vV#

2. Z0|D\k1A;P,dk10\k"B\k"YNdkB\kTi$|#K\k;\Gn|9CD 18

v\kPD;v#g{"T9CT0D\k,aC=ms{"#44P|#

g{}7dkKyP\kRB\k;S\,MITCB\kxP"a#g{B\k4;S\,I\Gz4q-

~q$_C'j6D\k_T#i4b)_T"7#Z!q~q$_C'j6\k1q-|G#

9C0|D~q$_C'j61(QSYCHGDS)API |D~q$_C'j6M\k

|D~q$_C'j6(QSYCHGDS)API Jmz|DzD~q$_C'j6M\k;g{zPc;DX(,

9I|Dd|C'D~q$_C'j6M\k#g{P8v iSeries ~qwRh*\myP~qwPD~q$_

C'j6,bv API I\G#PC#

V4r4; QSECOFR \k

IBM ;6~qw1,aa) QSECOFR OS/400 C'E*D~M QSECOFR ~q$_C'j6#|G";`

,#|G;Z;,D;CRCZCJ;,D&\#QSECOFR ~q$_C'j6D\kI;,Z QSECOFR

OS/400 C'E*D~D\k#~q$_C'j6D\k_TI;,Z OS/400 C'E*D~D\k_T#

g{*'r|GK QSECOFR OS/400 C'E*D~M QSECOFR ~q$_C'j6D\k,I\h*YN2

0Yw53TV4|G#kk~q)&L*5Tq!oz#g{*@b=v\kPDN;v,>E"f*gN

V4;*@D\k#

4; QSECOFR OS/400 C'E*D~\k

g{*@ QSECOFR ~q$_C'j6,zIT9C|+ QSECOFR OS/400 C'E*D~4;I|Du<5

(QSECOFR)#C}L*sZzD~qwO4Pu<Lr0k (IPL)#1= IPL .s,|DEaz'#kj

IBP=hT4; QSECOFR OS/400 C'E*D~:

1. t/ DST#

2. Z0DST "a1A;Odk QSECOFR ~q$_C'j6M\k#

3. S09C DST1K%P!q!n 5(9C DST 73)#

4. S09C DST 731K%P!q!n 6(9C~q$_2+T}])#+4=09C~q$_2+T}]1

K%:
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+--------------------------------------------------------------------------------+

| 9C~q$_2+T}] |

| 53:_____________ |

| !qBPdP;n: |

| 1. 4;Yw531!\k |

| 2. |DYw53202+T |

| 3. 9C~q$_2+TG< |

| 4. V4~q$_2+T}] |

| 5. #f~q$_2+T}] |

| 6. \k6p |

| !q |

+--------------------------------------------------------------------------------+

5. !q!n 1(4;Yw531!\k)#07O531!\k4;1A;vV#

6. 44P|7O4;#7O{"vV,f*53Q+Yw53\kXh#

7. Lx4 F3(Kv)5X=0Kv DST1K%#

8. !q!n 1(Kv DST)#IPL r020531K%vV#

9. !q!n 1(4P IPL)#53LxxPV$ IPL#g{h*PX4P IPL D=SE",kNDt/M#

9 iSeries wb#

10. 1 IPL jI1,g{JCD0,+\?x*XrgS\?KhX0T/1;C#

11. T QSECOFR m]"a= OS/400#9C CHGPWD |n+ QSECOFR \k|D*B5#+B5f"Z

2+DX=#

"b:;*+ QSECOFR \k#t*1!5#r*bG?( iSeries ~qw;61D$h5Rc*K*,

yTbfZ2+T)6#

4; QSECOFR ~q$_C'j6M\k

g{z*@ QSECOFR OS/400 C'E*D~D\k,(}jIBP=h,IT9C|+ IBM a)D_P~

q$_2+TX(D~q$_C'j6(QSECOFR)D\k4;I IBM a)D1!5:

1. 7#~qw&Z}#Yw==,x;G DST#

2. 9C QSECOFR OS/400 C'E*D~Z$w>O"a#

3. Z|nPO,dk CHGDSTPWD(|D IBM ~q$_\k)#b1a4=0|D IBM ~q$_\k

(CHGDSTPWD)1A;:
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+--------------------------------------------------------------------------------+

| |D IBM ~q$_\k(CHGDSTPWD) |

| |

|dk!n,44P|# |

| |

|\k . . . . . . . . . . . . . . *DEFAULT *SAME, *DEFAULT |

| |

+--------------------------------------------------------------------------------+

4. dk *DEFAULT "44P|#ba+ IBM a)D_P~q$_2+TX(D~q$_C'j60d\kh

C* QSECOFR#

"b:;*+ QSECOFR ~q$_C'j6M\k#t*1!5#r*bG?( iSeries ~qw;61D

$h5Rc*K*,yTbfZ2+T)6#ND\m~q$_C'j6D(iTq!|`E"#

#fMV4~q$_2+T}]

~q$_2+T}]#f*#f53(SAVSYS)r#fmIZk(LIC)D;?V#2IS DST V$#f~

q$_2+T}]#IS DST 9C~q$_2+T}]#

#f~q$_2+T}]

*9C DST #f~q$_2+T}],kjIBP=h:

1. S09C DST 731A;,!q!n 6(~q$_2+T}])#

2. S09C~q$_2+T}]1A;,!q!n 5 (#f~q$_2+T}])#0#f~q$_2+T}

]1A;vV#

3. 7#h8IC,;s!qIC!nPD;n:

v Ex

a. 44P|xP#f#09CExh81A;vV#

b. IT!q"!{!qvVDNNExh8rT>dj8E"#Zk*ZdP#f2+T}]DEx

h8TD0!n1VNPdkJ1D5#

v bL

a. 44P|xP#f#09CbLh81A;vV#

b. IT!q"!{!qvVDNNbLh8rT>dj8E"#Zk*ZdP#f2+T}]DbL

h8TD0!n1VNPdkJ1D5#

V4~q$_2+T}]

*9C DST V4~q$_2+T}],kjIBP=h:

1. S09C DST 731A;,!q!n 6(~q$_2+T}])#

2. S09C~q$_2+T}]1A;,!q!n 4(V4~q$_2+T}])#0!qiJ`M1A;v

V#

3. 7#h8IC,;s!qIC!nPD;n:

v Ex
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a. 44P|xPV4#09CExh81A;vV#

b. IT!q"!{!qvVDNNExh8rT>dj8E"#g{!!!q,rLx4P=h 4#

v bL

a. 44P|xPV4#09CbLh81A;vV#

b. IT!q"!{!qvVDNNbLh8rT>dj8E"#g{!!!q,rLx4P=h 4#

4. TZExMbLh8,!qk*CdV42+T}]Dh8D8>E"`,#

a. Zk*9CDJ4TD!nVNPdk!n 1(!q)#0V4~q$_C'j61A;vV#

b. !qBP!nPD;n:

v *V4yP~q$_C'j6:

1) Z0!n1VNPdk 1#

2) 44P|#yP~q$_C'j6V4#

v *!qk*V4D~q$_C'j6:

1) Z0!n1VNPdk 2 "44P|#0!q*V4D~q$_C'j61A;vV#

2) Zk*V4DE*D~TD0!n1VNPdk 1(!q)#44P|#C~q$_C'j6V4#

\m~q$_C'j6D(i

BPG\m~q$_C'j6D(i#

4(T:f>D QSECOFR ~q$_C'j6

;*9C IBM a)D QSECOFR ~q$_C'j6#xGHi4x QSECOFR ZhK24&\X(,;s

4(_P`,&\X(+{F;,DC'j61>#kND|D~q$_C'j6M\kPDE"Tq!j8

D8>E"#9CbvBC'j6\md|~q$_C'j6#bPzZ{}IZ QSECOFR G?(~qw;

61D$h5Rc*K*<BD2+T)6#

~q$_2+T&\X(

~q$_2+T&\X(GJm~q$_C'j64(M\md|~q$_C'j6DX(#IZCX(&\

.V?s,&;Tk QSECOFR `1D~q$_C'j6ZhKX(#*wX<G+K&\X(ZhD)K#

dC~q$_~qw

IT* DST M/r OS/400 dC~q$_~qw#

* DST dC~q$_~qw

I+~q$_~qwdC*Z~qwt/= DST 1IC#g{;9C_P LAN ,S\&D0YwXF(1

4P DST n/,~q$_~qw;h*XBdC,r*1~qwt/= DST 1Q-IT9C|#

(}+xgSZ(8(x~q$_~qw,I(} DST tC~q$_~qw#*C~q$_~qwT:Dxg

SZ(tC~q$_~qw,kjIBP=h:

1. S09C(C~q$_(DST)1A;,!q!n 5(9C DST 73)"44P|#09C DST 731

A;vV#

2. S09C DST 731A;,!q!n 2(53h8)"44P|#09C53h81A;vV#

3. S09C53h81A;,!q!n 6(XF(==)"44P|#0!qXF(`M1A;vV#

4. S0!qXF(`M1A;,4 F11(dC)#0dC~q$_Jdw1A;vV#
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5. S0dC~q$_Jdw1A;,dk LAN JdwM TCP/IP E"#4 F1(oz)Tq!?vVN*s

DE"`M#

6. 4 F7(f")#f|D#

7. 4 F14($n)$nJdw#

~q$_~qwQ<8C9CP'D~q$_C'j6#

* OS/400 dC~q$_~qw

Xk+~q$_~qwmS=~qm,Tc9C TCP/IP M0iSeries <=w1CJ OS/400 OD~q$_#I

ZdCVrx(LAN).0mS~q$_~qw#*+~q$_~qwmS=~qm,kjIBP=h:

1. SNN|nP,dk ADDSRVTBLE(mS~qmn)"44P|#0mS~qmn1A;vV#

2. ZvVDVNPdkBPE":

v ~q:as-sts

v KZ:3000

v -i:’tcp’(KnXk*!4R(Z%}EP)

v D>hv:.~q$_~qw/

KVNGI!D,+?R(izdkmnDhv#

3. 4 F10(=SN})#

4. Zp{VNPdk AS-STS#r*3)mQwxVs!4,yT0p{1Xks4#

5. 44P|mSmn#

6. *9CC~qmn,Xkax;sXBt/ TCP/IP#g{b1;\ax TCP,+;\9CC~q$_~q

w#g{bZzD73GIPD,kdk ENDTCP(ax TCP)Tax TCP/IP#

7. dk STRTCP(t/ TCP)#(}Z 5250 a0Pdk NETSTAT OPTION(*CNN),i$~q$_~qw}Z`

}KZ 3000#Z04,15*0`}1DZ;v0>XKZ1BiR as-sts#

g{+9C iSeries <=w4PEL%*r_-VxdCM\m,h*T?v~qwjI;NBP=h:

1. S0iSeries <=w1a0,R|%wRD,S(ZzD73P,ITT,S&\9CT:D{Fzf1!5

RD,S)BD~qw{F#

2. !q&CLr\m#47(,1==o_Pwz&CLr!n(D0Z#!qwz&CLr!n(,9*

Operating System/400,;s9*~q#

3. !qk*Z(DNN~q$_:0EL%*1"QIBM_QYTP_SERVICE_LPARMGMT r0~qzY1#I

!q`v$_#

4. 47(#b)&\VZI)0iSeries <=w1C'9C,;*{GP~q$_C'j6#

+~q$_~qwmS=~qm.s,QZ(C'I9C0iSeries <=w1M TCP/IP CJ_-Vx(LPAR)

MEL\m~q&\#"b:k9CyP~q$_C'j6;y,ITP!qX9C&\X(Z(r^FC'

CJX(D~q&\#

`X~q&\9C

IT(} DST `X~q&\D9C"(} OS/400 2+TsFG<`X~q$_D9C#b)G<Iozz

Y;#{DCJ#=rd|1ZD2+T#U#

(} DST `X~q&\9C

^[N1C'9C~q$_C'j6"a= DST,0~q$_12+TG<<aG<CB~#
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*9C0~q$_12+TG<,kjIBP=h:

1. t/ DST#

2. Z0DST "a1A;Odk QSECOFR ~q$_C'j6M\k#

3. S09C DST1K%P!q!n 5(9C DST 73)#

4. S09C DST 731K%P!q!n 6(9C~q$_2+T}])#+4=09C~q$_2+T}]1

K%#

+--------------------------------------------------------------------------------+

| 9C~q$_2+T}] |

| 53:_____________ |

| !qBPdP;n: |

| 1. 4;Yw531!\k |

| 2. |DYw53202+T |

| 3. 9C~q$_2+TG< |

| 4. V4~q$_2+T}] |

| 5. #f~q$_2+T}] |

| 6. \k6p |

| !q |

+--------------------------------------------------------------------------------+

5. S09C~q$_2+T}]1A;,!q!n 3(9C~q$_2+TG<)"44P|#09C~q$

_2+TG<1A;vV#KA;4UZM1dT>k2+TPXDn/#

6. (I!)4 F6(r!)r!KG<#

7. (I!)ZPK$Dn/D0!n1VNPdk 5(T>j8E")#

v g{n/kZkDX(r!{DX(PX,ravV0T>~q$_2+TG<j8E"1A;,T>

BPE":

– n/1d

– n/hv

– xP|DDK1DC'j6

– \0lDC'j6

– X(hv

v g{n/ktCr{CC'j6PX,ravV0T>~q$_2+TG<j8E"1A;,T>BP

E":

– n/1d

– n/hv

– xP|DDK1DC'j6

– \0lDC'j6

v g{n/kNNd|`MDB~PX,ravV0T>~q$_2+TG<j8E"1A;,T>BP

E":
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– n/1d

– n/hv

– \0lDC'j6

(} OS/400 2+TsFG<`X~q$_9C

IT9C OS/400 2+TsFG<G<~q$_Yw#*tC OS/400 2+TsFG<TG<~q$_Yw,

kTk*ZdOtC OS/400 2+TsFG<D?v~qwjIBP=h:

1. S0iSeries <=w1a0,!qRD,S(ZzD73P,ITT,S&\9CT:D{Fzf1!5RD

,S)BD~qw{F#9C_PyPTs(*ALLOBJ)MyPsF(*ALLAUDIT)X(Dj6"a#

2. 9*2+T,!q_T,;s+wsF_T#

3. !q53!n(#7#Q!qTBwn(I\9!qKd|n):

v $nYwsF

v 2+TNq

v ~qNq

4. 47(#VZIZ iSeries ~qwO9Cb)2+TsFG<&\#

tC2+TsFG<&\.s,G<E"+T>ZU>SUwP#*CJU>SUwPD10~q$_Yw

n,Z OS/400 |nPOdk DSPJRN QSYS/QAUDJRN ENTTYP(ST)|n#

CJU>SUwPD~q$_Ywn.s,ITi4%v~q$_C'j6D~q$_sFn#b)sFn|

(gBYw:"a= SST r DST"|D~q$_C'j6\kMCJ~q$_#*qCsFnDj{Pm0

`XE",kND iSeries Security Reference #

~q$_JOoO

19C~q$_v=Jb1,9C>E"mb!nD,e#|9a)PXr'VPD(fJbDE"#

Jb 1:vV\k;}7Dms#

7#C}7Ds!4dkK\k#IBM a)D~q$_C'j6D$h\kGs4#g{|DK\k,k7#

9C|D\k1yCD`,s!4dk\k#

Jb 2:*' QSECOFR ~q$_C'j6D\k#

9C CHGDSTPWD |n4; QSECOFR ~q$_C'j6D\k#

Jb 3:r*|G\kGs4,zD QSECOFR ~q$_C'j6Qd*{C#z*@\k,+dkms#

49\k;{C,TITC QSECOFR ~q$_C'j6"a= DST#IT"a= DST,;sZGoXBt

C\k#

Jb 4:1T<S STRSST 9C0|D\k1A;r9C QSYCHGDS API |D~q$_C'j6D\k1,

vV;\|D~q$_C'j6\kms#

zD~q$_C'j6G1!5RQ=Z,;\S SST r9C QSYCHGDS API |D\k#9CBP!nP

D;n:

v 9Cm;v_PJ1&\X(D~q$_C'j6|DzD\k#;s"a"+zD\k|D*;Pz*

@D5#
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v CJ DST T|D\k#

v 9Cm;v_PJ1&\X(D~q$_C'j6(S DST r SST)CJ09C532+T1!n,"+

Jm_P1!M=Z\kD~q$_C'j6|DT:D\khC* 1(G)#|DzD\k,;s+ChC

|DX!n 2(q)#

~q$_D`XE"

BfP>DGk0~q$_1wbPXD iSeries VaM IBM Redbook(TM)(PDF q=D)"Web >cM0E

"PD1wb#ITi4rr!K&a)DNN PDF#

Va

v Tips and Tools for Securing Your iSeries(s< 1420 KB r 276 3)

CVaZTB=fa);W5y(i:9C iSeries ~qwD2+T&\MF)_P2+b6DYw=h#

v iSeries Service Functions(s< 1780 KB r 360 3)

CVaZ9dVabLO,a)PX2~~qzm#CD iSeries ~q&\Dy>E"#CiCZoz2~~

qzmU/XZ-#v=D2~JbDE"#|;-G iSeries ~qwOa)DyP~q&\#

v iSeries Security Reference(s< 4260 KB r 688 3)

>Vaa)PXf."hC"\mMsF iSeries ~qwOD2+TDE"#|hv53ODyP2+T&

\,"V[2+T&\k53d|=f(g$w\m"8]MV4T0&CLrhF)DX5#

d|E"

v 2+T

v YwXF(

v _-Vx

v iSeries <=w

*+ PDF D~#fZ$w>Tci4rr!:

1. Z/@wPR|%w PDF(R|%wOfD4S)#

2. %w?jmf*...

3. /@A*#f PDF D?<#

4. %w#f#

g { h * A d o b e A c r o b a t R e a d e r i 4 r r ! b ) P D F , I T S A d o b e W e b > c

(www.adobe.com/products/acrobat/readstep.html) BX1>#
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