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Z 1 ?V IBM SecureWay:iSeries® krXx

ZzDxg"9}LPS LAN CJrXxGxgD^sx=,|2h*XBx(zD

xg2+Ths#RKDG,iSeries 400 P/Im~bv=8M2+Te5a9,Jm

z9(?sD@y53T@9rXx1ZD2+T1]M3k_#}79Cb) iSeries

2+Tz7,+7#zDM'"M1MLqoiIZ2+D73Pq!{GkzxP

Lqy4yh*DE"#

ZK&R=DE"IozzKbPXZy\*D2+T~2,T0b)gUgN#0

zDrXxMgSLq?j#Kb,z9+KbgN@(gUk9C iSeries *T6b

)gUya)DwV2+!nyx4D{fX5#ns,MIT7(gN9CKE"

*"JOzDLqh*Dxg2+TF.#IT7#2+T_T#

*KbPXrXxD2+TgU0ITC4#$53kJ4D iSeries 2+Tbv=8

D|`*6,i4KE":

v V5R1 DBv&\

9CKE"KbPX iSeries rXx2+Tz7 V5R1 D|DZ]M9dZ]#

v r!>wb

9CKE"CJ"r!>wbD Adobe Acrobat f>#

v iSeries krXxD2+T

9CKE"q!TgSLq iSeries 2+T5&D;cKbT0ICD iSeries 2+T

z7#

v f.rXx2+T

9CKE"KbgN4(zczDrXxMgSLq2+ThsD2+T_T#

v iSeries y>rXxMwD532+6p

9CKE"KbZ,S=rXx.0,z&C_PDJ1D532+6p#

v xg2+T!n

9CKE"Kb*#$Z?J4,z&<G9Cxg6p2+Tk)#

v &CLr2+T!n

9CKE"Kbm`(CrXx&CLrM~qDU(rXx2+TgU,0&m

b)gUII!Dk)#

v +d2+T!n

9CKE"Kb1}]ZGCExg(grXx)O+d1I5VTd#$D2+

Tk)#KbPX9C02+WSVc1(SSL)"Client Access Express M0ib

(Cxg1,S2+Tk)D|`E"#

v iSeries rXx2+T!n

9CPX iSeries 2+T!nDrLV[,ozz!q#$yZrXx9CMgSL

qF.D53MJ4Dz7#

":g{zT2+TMkrXx`XDuo9;l$,1z4jKJOs,Ii4U

(2+Tuo#
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Z 1 B V5R1 DBv&\

V5R1 T iSeries 400 2+Tz7Pm`DxM9d#TBPmhvK;)OX*&\

D2+Tv?:

v }V$i\mw(DCM)v?

VZIT9C DCM 4("\m$i,IT9Cb)$iTTsxP}V)pT7#

dj{T"a)Ts44D$]#z9IT4("\mT&D){i$$i,zr

{KIT9Cb)$ix(Q)pTsOD){,47#Ts}];P|D,Sx

i$Ts44D$]#9IT9C DCM rJ1D API )pTs"i$TsOD)

{#

v }V)pDYw53

S V5R1 *<,OS/400 M IBM LPP +I IBM }V)p#C'ITi$4T IBM

DLrTS IBM )p.sGq;Pd|#}V){i$ITZV41dr(}KP

CHKOBJITG |n44P#API 2ITJmM'MLqoixP}V)p&CLr"

i$d&CLr#

v BC'E*D~\kfr(QPWDLVL 2 M 3)

C'E*D~\k$HQvS,JmP 1 = 128 vV{#\kGxVs!4D,"

RJm6k=Uq,}g0This is my New Password1#}%a2DUqR\k;\

+<GUq#

v C'E*D~\kv?

IT9CB535 QPWDLVL hC 4 v!n.;TXF53D\k6p:

– PWDLVL 0 * KhCJm\kD$H* 10 vVZ,"Jm#t Netserver \k#

|G1!hC#

– PWDLVL 1 * KhCJm\kD$H* 10 vVZ,"{} Netserver \k#

– PWDLVL 2 * KhCJm\kD$H* 128 vV{,"#t,1{OBI\k

q=D\k#

– PWDLVL 3 * KhCJm\kD$H* 128 vV{,"}%ID\kq=#

v 0IBM 4758–023 PCI S\-&mw1'V|2+D\?f"w

g{5320K0IBM 4758–023 PCI S\-&mw1,IT9C||2+Xf"}

V$i\?#19C DCM 4(r|B$i1,IT!q1S+\?f"=-&m

w,r9C-&mww\?T(C\?S\"+.f"=(ED\?f"D~#m

b,1+-&mwCw\?f"w1,IT*tC02+WSVc1(SSL)D&

CLrDx SSL DT\#r*-&mw&mb\(C\?DNqTxP SSL UV#

9ITZ`v 4758 (O4P SSL UV&m:X=b#

v ib(Cxg(VPN)$i'V

Z V5R1 .0Df>,VPN 0rXx\?;;1(IKE)~qw;(}9C$2m\

?xP%`O$#9C$2m\?;;2+,r*Xk*CV$9K\?k VPN m

;KcD\m1(E#rK,ZxP\?(ED}LPfZ+\?)6Z{KDI

\#Z V5R1 P,(}9C}V$ix(Kcx;9C$2m\?,IT\bbVg

U#IT9C0}V$i\mw1(DCM)\m IKE ~qw*("/, VPN ,S

x9CD$i#

v tC02+WSVc1(SSL)D&CLrv?

V5R1 PPm` SSL Dv?#VZITdC iSeries0D~+d-i1(FTP)~q

wT9C SSL xP2+(Ea0#9ITdC FTP ~qwT9C}V$ixPM'
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zO$#mb,OS/400 9TZ V5R1 PD 128 ; AES \ka)'V#AES G;

Vfz DES c(DBD"|lDS\c(#

v 0r%J~+M-i1(SMTP)v?

VZ SMTP a)yZ0wb1"0"M=1M0IP X71DZ{%'V#

v rXxhCr<

Ov"PfPD(CrXxhCr<ISBXD~qC,xVZI1SZ0Yw<

=w1PqC#IT9CKr<4* iSeries 53dCrXx,S"CT/zID}

Kfr4#$|#

v Lr4(}]#fv?

* V5R1 r|_f>D iSeries 53y4(DLr,|,JmLrZV41dXB4

(DE"(g{X*D0)#49}%LrDI[lT,XB4(LryhDE"T

#tZLrP#g{ZV4Lr17(fZLri$ms,+XB4(LrT|}

Lri$ms#ZV41dXB4(LrDYwT V5R1 iSeries ";GBDYw#

Z0"PfP,ZV41dv=DNNLri$ms,g{I\D0+<BXB4

(Lr(g{I[lTfZZV4DLrP)#V5R1 iSeries r|_f>DLrDnp

ZZ,49SLrP}%KI[lT,XB4(LryhDE"@;#t#rK,

ZV4Zd+XB4(lb=i$JODNN V5R1 r|_f>DLr,"}%<B

i$JODNN|D#
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Z 2 B r!>wb

ITi4rBX>D5D PDF f>T)i4rr!#Xk20 Adobe Acrobat Reader

4i4 PDF D~#IS Adobe w3 BX1>#

*i4rBX PDF f>,!q IBM SecureWay: iSeries krXx(416KB r 60 3)#

*+ PDF #fZ$w>OTi4rr!:

1. Z/@wPr* PDF(%wOfD4S)#

2. Z/@wDK%O,%wD~#

3. %wmf*...
4. /@A*#fC PDF D?<#

5. %w#f#
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Z 3 B iSeries 400 krXx2+T

1 iSeries 400 yP_*+T:D53,S=rXxxP?*9CD!n1,(#JD

W*Jb.;G:0RgN*<9CrXx4*95q?1Z~vJbG:0XZ2

+TkrXx,R&C*@)24?1#b]JO+XcozzbpZ~vJb#

0XZ2+TkrXx,R&C*@)24?1bvJbDp8!vZz#{gN9

CrXx#PXrXxD2+TJbG\X*D#zh*bvDJbyZzF.9C

rXxD==#znufcrXxI\GrZ?xgC'a) Web CJMrXxgS

J~#9I\#{_P+tPE"S;v>c+M=m;v>cD\&#ns,z9

I\F.9CrXx4xPgSLq,rZzD+>k5qoiM)&L.d4(b

?x#

fc%rXx.0,&C<<#{v240gN%v#7(gN9CrXx0d2+

THO4S#*"T:DrXx9CF.1,i4=8:JKL f_+>gSLqF.3

faPyoz#(":g{T2+TMkrXx`XDuo;l$,4jKJO.s,

Ii4(C2+Tuo)#

;)wWKrcgN9CrXxxPgSLqT02+TJb"ICD2+T$_"

&\Mz7,zMITF(2+T_TM?j#m`rX<+0lZF(2+T_T

1yvD!q#+i/)9=rXxO.s,2+T_TMG7#53kJ42+D

X|y/#

iSeries 400 532+TXw

}Km`C4ZrXxO#$53DX(2+Tz7.b,iSeries 400 95P\?D5

32+TXw,gByv:

v /I2+T,kd|53ya)D=S2+Tm~|`H,\QF}K&\#

v yZTsDe5a9,9C4(k+%!>Z<uO.V'Q#Z iSeries O,D~

;\Y0ILr,;vLr2;\|Dm;vLr#iSeries j{T&\?~h*9C

53a)DSZCJTs#;\ITsZ53PDX71SCJTs#;\+FM

Dd8k,r0S$18k#8kYwGZMZd|53e5a9O#CD;V<

u#

v J&TJmhC532+TTzcX(hs#IT9C Technical Studio Security

Advisor ozz7(DV2+TFvhCJOzD2+Ths#

iSeries _62+Tz7

iSeries 9a)8VX(D2+Tz7,Z,S=rXx1ITC4a_532+T#!

vZ9CrXxD==,IT{CTBz7PD;Vr`V:

v ib(Cxg(VPN)G;Vs5(CZ?x(}+2xg(grXx)D)9#

IT9C VPN 4(2+(C,S,w*G(}4(+2xgOD(C0m@145

V#VPN GIS0Yw<=w1SZqCD OS/400 D/I&\?~#

v E"|frGIS0Yw<=w1SZOqCD OS/400 D/I&\?~#bv&\

?~JmdC IP E"|}KfrMxgX7*;(NAT)frTXFxv iSeries 5

3D TCP/IP w?#

© Copyright IBM Corp. 1999,2002 7
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v 02+WSVc1(SSL)&CLr(E2+TJmdC&CLrT9C SSL T("

Z~qw&CLrkdM'z.dD2+,S#nu*" SSL G*K#$ Web /

@wM~qw&CLr,+2ITtCd|D&CLrT9C SSL#m` iSeries ~

qw&CLrVZ'V SSL,|(0IBM HTTP Server iSeries f1"Client Access

Express"0D~+d-i1(FTP)"Telnet Mm`d|D&CLr#

;)KbKrcgN9CrXxT02+TJb"ICD2+T$_"&\Mz7,

MITF(2+T_TM?j#m`rX<+0lZF(2+T_T1yvD!q#

+i/)9=rXxO.s,2+T_TMG#$532+DX|y/#

":*iRPXgN*<9CrXxT*95qD|j8E",ki4TBZ_0E

"PD1DwbM IBM l$i:

v ,S=rXx

v AS/400 Internet Security: Protecting Your AS/400 from HARM on the

Internet(SG24-4929)#

8 iSeries: IBM SecureWay:iSeries 400 krXx
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Z 4 B f.rXxD2+T

F(rXx9CF.1,XkP8f.rXx2+Ths#XkU/PXrXx9C

F.Dj8E""G<Z?xgDdC#yZU/K`E"Da{,IT<7X@@

zD2+Th*#

}g,z&CG<"hvgBwn:

v 10xgdC#

v DNS MgSJ~~qwdCE"#

v k0rXx~q)&L1(ISP)D,S#

v #{9CrXxOD24~q#

v #{TrXxC'a)24~q#

G<K`E"PzZ7(DoP2+T)4Rh*9CNV2+Tk)T+b))4

n!/#

}g,zv(kJmZ?C'9C Telnet ,S=(ECZP?;CDwz#Z?C'h

*K~qToz{G*+>*"BDz7#;x,zP)#Dz\}]ZrXxO;

\#$Dw/#g{:yTV6q"{CKK}],rzD+>I\afYFqg

U#7(K9Chs(Telnet)M`XDgU()6z\E")s,IT7(&C5V

D=S2+Tk)T7#TbV9C(tC02+WSVc1(SSL))D}]z\

T#

ZF(rXx9Ck2+TF.1,i4TBwba\Poz:

v 2+TDVc@y=(a)KPX4([O2+TfF.bDE"#

v 2+T_TM?j a)KozznkKbf04([O2+TF.JbDE"#

v =8:JKL f_+>gSLqF.a)K1z4(T:Ds5rXx1IT9CDs

5rXx9CM2+TF.DdM5}#

!\Cz7Q-#9z[,+zT;a"V,^D"9C IBM Firewall for AS/400 F

.$wm4G<zDF.a\Poz#b)$wmITozzU/PXrXx9CF

.MZ?xgdCDX*D"j8DE",2Iozz@@zD2+Ths#ITZ

V4R50iSeries E"PD1Dwb Firewall: Getting started PCJb)$wm#^[z

Gqv(9C@p=z7,<h**f.rXx2+T_TU/s?`,D}]#

2+TDVc@y=(

2+T_T(e#{#$DZ]0Z{53C'v24#|*hFBD&CLrr_

)9VPxga)K2+TF.Dy!#|hvKC'0p(g#$z\E"04(

G^'\k)#

":h*Ti/4(MF(2+T_TT+Z?xggUn!/#g{T iSeries 400 D

LP2+T&\dC}7,r|I+m`gU5=nM#+G,1+ iSeries 53

,S=rXx1,h*a)=S2+Tk)T7#Z?xgD2+#

© Copyright IBM Corp. 1999,2002 9
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m`gUk9CrXxCJxPLqn/X*#Z4(2+T_T1,Xk=ba)

~qTXFT&\0}]DCJ#fEFcz*x,#V2+T|S'Q,r*(E

E@TmG*ED,]W\=%w#

;)rXx~qHd|~q|]W\=3)`MD%w#rK,KbIrc9Cra

)D?v~qy?SDgU,G#X|#Kb,KbI\D2+TgUaozz7(

w7D2+T?j#

rXxGTrXx(E2+TlI~2DwVveD"4X#BfDPmhvKI\

v=D;)dM2+TgU:

v ;/%w:Z;/%wDivB,wq_;G`Xxgw?T"Tq!X\#bV

%wITGyZxgD(zY(E47)r_yZ53D(C0XeA>m1Lr

f;53i~TZ;*;uP6q}])#lb;/%w\'Q#rK,z&CY(

PKZT}zZrXxO"MD;P{"#

v w/%w:Zw/%wDivB,wq_"T;F@yxkxg53#w/%wP

TB8V`M:

– ZT<CJ53P,%w_T<9C2+T-7]eq!TM'zr~qw53

DCJMXF#

– CgS[-%w,%w_T<(}Y0IIED534;F@y,r_3C'0

5zr{"MX\E"#

– Z\x~q%wivB, %w_"T(}X(rw?rC,xJ~dw534I

ErXUzDYw#

– Z\k%wivB,%w_+T<Bb"r_5!zD\kr_9C(E$_"

TTS\D}]b\#

`c@y

r*1ZDrXx2+TgUI\a"zZwV6pO,h*20a)`c@yD2

+Tk)4\bb)gU#(#,1z,S=rXx1,;&TGqav=kVr\

x~q%wP=Is#xG&CO*+av=2+TJb#rK,nCD@yk)G

\\D"w/Dx%#f.rXx2+T_T1,9CVc=(I7#)};c@y

D%w_a;sxcP9#

2+T_T&|(T+3xgFc#MBfwca)#$k)#(#,z&CSny

>D(536p2+T)=n4SD(Bq6p2+T)4f.2+T#

536p2+T

532+Tk)GTyZrXx2+TJbDns@y#rK,F(

{vrXxD2+T_TDZ;=XkG}7dC iSeries y>532

+ThC#

xg6p2+T

xg2+Tk)XFT iSeries 0d|xg53DCJ#+xg,S=

rXx1,&C7#QPc;Dxg6p2+Tk)T#$Z?xg

J4;\4-Z(DCJMkV#@p=Ga)xg2+TDnU(

D==#0rXx~q)&L1(ISP)\;"R&CTzD2+TF

.a)X*Db{#xg2+TF.&CE*Xhv ISP y*a)D2

+Tk)(g ISP 7Iw,SD}Kfr0+20r{~q1(DNS)

$@k))#
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&CLr6p2+T

&CLr6p2+Tk)XFC'kXp&CLr;%D==#(

#,z&CTy9CD?v&CLr<dC2+ThC#+G,TG

)+SrXx9CT0rrXxa)D&CLrM~q,&CXp"

bhC2+T#4-Z(DC'0R>6TCJxg53,9b)&

CLrM~q\]W;DC#v(*9CD2+Tk)h*<G~q

wKMM'zKD)4#

+d6p2+T

+d6p2+Tk)#$xgZ?0xgdD}](E#Z;IEx

g(grXx)O(E1,^(XFw?S4=?DXDw/==#

|+dDw?k}](}Km`^(XFD;,~qw#}GhC2

+Tk)(gdC&CLrT9C02+WSVc1(SSL)),q

r7I!qD}]I)NNKi4M9C#+d6p2+Tk)#$

}]Zd|2+6p_g.dDw/#

*"+VrXx2+T_T1,&CT?vc%@*"2+T_T#mb,z&Ch

v?W_Tkd|_TD;%==TTzDLqa)[OD2+Txg#

2+T_TM?j

zD2+T_T

zy9Cra)D?vrXx~q<aT iSeries 53Mk.,SDxglIgU#2

+T_TG;Wfr,JCZtZ3vi/DFczM(EJ4Dn/#b)fr|

(K8vxr(gom2+T"K12+T"\m2+TMxg2+T)#

2+T_T(e#{#$DZ]0Z{53C'v24#|*hFBD&CLrr)

910xg1a)K2+TF.Dy!#|hvKC'D0p(g#$z\E"M4

(G^'D\k)#2+T_T9&Chv+gN`X2+Tk)DP'T#bV`X

Iozz7(GqPK}T<F}zD2+k)#

*F(2+T_T,Xkw7(e2+T?j#4(K2+T_T.s,XkI!k

)45)dy|,Dfr#b)=h|(571$"mSXhDm~M2~45)C

fr#mb,1|DFc731,&C|B2+T_T#bG*K7#&m|Dyx

4DNNBgU#IZ0iSeries E"PD1D0y>532+TkF.1wbBiR

JKL f_+>D2+T_T>}#

zD2+T?j

4("4P2+T_T1,XkPw7D?j#2+T?jV*TB;Vr8V`

p:

J4#$

J4#$=87#;PQZ(DC'E\CJ53PDTs##$y

P`M53J4D\&G iSeries D5&#z&Cww(e\;CJz

D53D;,`pDC'#9&C(ez#{Zhb)C'iD24

CJ(^"+dw*4(2+T_TD;?V#

O$ 7#ri$a0m;KDJ4(Krzw)75G|yyFD#I?

Z 4 B f.rXxD2+T 11
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DO$I#$53b\Y0D2+TgU,4"M=rSU=9CY

m]4CJ53#(#,539C\kMC'{xPO$;}V$i

\a)|2+DO$=(,12\a)d|2+T{f#1+534

S=+2xg(grXx)1,C'O$dC|S4S#rXxMZ

?x.dDX*npZZzEN"aDC'm]D\&,rK,&C

Of<Gbvk( * 9CHG<Lra)D+3DC'{M\k|?

DO$=(#yZC'DZ(6p,QO$C'IT5P;,`MD

mI(#

Z( Jma0Dm;KDvKrFcz_P4PksDmI(D#$#Z

(G7(-r24ITCJ53J4rZ53O4P3Vn/D}

L#(#,Z(ZO$DOBDP4P#

j{T =oE"k"ME"`,D#$#Kbj{T*szmb}]j{T

M53j{TDEn#

v }]j{T:#$}];\4Z(D|Dr[D#}]j{T@y

Yw2+TgU,43K9XM|D4T{/}Z(DE"#}#

$f"ZxgPD}].b,1}]S;IED4xk531,I

\h*=S2+T47#}]j{T#1xk53D}]4T+2

xg1,I\h*2+T=(,rKk4PTBYw:

– (#IC+}]S\DVN4#$}];;0T}1MbM#

– 7#}]D+d;PDd(}]j{T)#

– $5+d"z(;IqOT)#+4I\h*Q"arO$DJ

~DgSH'o#

v 53j{T:534$ZT\a);BDM$ZDa{#TZ

iSeries,53j{TG(#n]WvSD2+Ti~,r*|G

iSeries e5a9Dy!?~#}g,19C2+6p 40 r 50 1,

iSeries e5a9M9Cwq_#Br|DYw53LrdCl#'

Q#

;IqOT

;IqOTG"zBqr"MrSUE"D$]#9C}V$iM+

C\?\ku40)p1Bq"E"MD5'V;IqOT#"M=

MSU=<PO;;"z#}]OD}V){a)KXhD$]#

z\T tPE"#Vz\TRT54_;I{D#$#z\TT{v}]2

+T45G#X|#(}9C}V$iM2+WSVc(SSL)S\

}]PzZ7#1(};IExg+d}]1}]Dz\T#2+T

_T&EXZgNTxgPDE"T0E"k*xgsa)z\T#

sF<u2+Tn/

`X2+T`XDB~Ta)|(I&M;I&(;\x)CJDG

<#I&CJG<f_z-}ZzD53Ov24,;I&(;\

x)CJG<f_z3K}T<F5zD2+Tr3KCJzD53

P'Q#

Kb2+T?jIozz4(|(yP*xMrXx2+Tyh*D2+T_T#1

(e?jM4(2+T_T1,i4 JKL f_+>DgSLq=8aPyoz#C=

8PD+>DrXx9CM2+TF.Gm`f55VDzm#
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=8:JKL f_+>gSLqF.

K=8hvK;vdMDs5 JKL f_+>,C+>Qv((}9CrXx)9d5q#

d;C+>Gi9D,+d+rXxCZgSLqDF.0d}"<BD2+Ths

TZV5znPm`+>Div45G_PzmTD#

JKL f_+>G;R!M+lYI$Df_Fl+>,dz7Px~"g]T0I.D

@^*#+>\-mG#XD5qD"9,0dBD iSeries 53\gNua"9D:

#DJb#Fq?-m Sharon Jones :p iSeries 53\mM532+T#

JKL f_+>TdZ?&CLrQI&9Cd2+T_TP;j`D1d#VZ+>F

.("Z?xT|P'X2mZ?E"#+>9F.EV9CrXxTYxd5q?

jD5V#b)?jP|(4(+>rXx*zF.,dP|(*zz7?<#{G

9#{\9CrXx+tPE"S6L>c+MX+>\?#mb,+>9#{Jm

hFP?RD01*KP?*".?D5PrXxCJ(#ns,+>#{JmKM

9Cd Web >c1SxPZ_:r#Sharon }Z4;v(f,C(fGXZb)n/

X(D1Z2+TgU0+>&I!NV2+Tk)9b)gU5=nMD(f#

Sharon +:p|B+>2+T_T"5)+>v(ICD2+Tk)#

9CbVv?DrXxD?jgByv

v +fa}+>Ns"w*+V*zn/D;?V#

v *M'Mz[K1a)Z_z7?<#

v DFM'~q#

v *01a)gSJ~Mr,xCJ(#

7#Kd iSeries 53_P?Dy>532+T.s,JKL f_+>v(:r"9C@

p=z7Ta)xg6pD#$#@p=+#$dZ?xgb\m`1ZDkrXx

`XDgU#TBG+>rXx/xgdCD<>5w#

Z 4 B f.rXxD2+T 13
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g<Py>,JKL f_+>P=vy>D iSeries 53#{G+;v53CZ*"

(JKLDEV),m;v53CZzz(JKLPROD)&CLr#b=v53<&mX|

Nq}]M&CLr#rK,{GTZb)53OKPdrXx&CLrP=#D#

x{G!qKmSBD iSeries 53(JKLINT)4KPb)&CLr#

+>Q+B5320Z\_xgO,"ZC\_xgM+>Z?wxg.d9C@p

=47#+dxgkrXx|CXtk#bVtkuYKdZ?53W\4TrXx

D%wgU#(};+BD iSeries 8(*rXx~qw,+>25MK\mdxg2

+TD4ST#

VZ+>+;ZCBD iSeries 53OKPNNX|NqD&CLr#ZdgSLqF

.DbvWN,B53+;a);v2,D+2 Web >c#;x,+>#{5V2+

Tk)T#$530dKPD+2 Web >cT@9~qPOMd|I\D%w#rK,

+>+CE"|}K(frMxgX7*;(NAT)fr0?sDy>2+Tk)4

#$53#

fE+>*"|_6D+2&CLr(ggSLq Web >crb?xCJ),{G+

5V|_6D2+Tk)#
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Z 5 B y>rXxMwD2+6p

532+Tk)G@yyZrXx2+TJbDns@_#rK,F({vrXxD

2+T_TDZ;=XkG}7dC OS/400 y>2+ThC#z&C4PTBYwT

7#zD532+TzcnM*s:

v +2+6p(QSECURITY 535)hC* 50#2+6p 50 a)Kj{#$Dn

_6p,?R(iZ_gU73(grXx)P9CK6p#$zD53#

":g{zP_HBqTD&CLrrc:9C0/ID~531D&CLr,T

2+6p 50 KPI\a<B53r&CLrT\56#

*KbPX?v iSeries 2+6pD|`j8E",kND6#$ iSeries D<Ik$

_7#

":g{10ZMZ 50 D2+6pOKP,I\h*|BKP=hr&CLr#Z

|D*|_2+6p.0,&i4 iSeries Security Reference ;iPDE

"#

v +2+T`XD535hC*AYkFvhCD^F6p`,#IT9C0Yw<

=2+Tr<1r_0<u$wR2+TKJLr1+zDhCkFvDhCxP

HO#

v 7#;PC'E*D~(|( IBM a)DC'E*D~)P1!\k#9C0Vv

1!\k(ANZDFTPWD)|nliGqP1!\k#

v 9CTs(^#$X*D53J4#Z53O9C^F=(#4:Z1!ivB^

F?vK(PUBLIC *EXCLUDE)CJ53J4(gbM?<)#vJm3)C'C

Jb)\^J4#ZrXx73P;(}K%^FCJG;;D#

v XkZ53OhCTs(^#PX&mTs(^D|`E",ITiR6#$ iSeries

D<Ik$_7 PD:iSeries <=w;;B#

*ozzdCb)532+TnM*s,I9C2+TKJLr(IS0<u$wR

Web >c1qC)r_2+Tr<(IS0iSeries <=w1gfqC)#<u$wR2

+TKJLr yZzT;5PJbDXp,*za);i2+TDFvhC#;

sIT9Cb)FvhCdCzh*D532+ThC#yZzT;5PJbDX

p,02+Tr<12I*za)FvhC#k02+TKJLr1;,,ITCr

<9CFvhC4dC532+ThC#

}7dC"\m iSeries DLP2+T&\I+m`gU5=nM#;x,1+ iSeries

,S=rXx1,h*a)=S2+Tk)T7#Z?xgD2+#7# iSeries _P

K<CD;c532+T.s,IT<8+=S2+Tk)dC*rXx9C[O2

+TF.D;?V#
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Z 6 B xg2+T!n

k;IExg,S1,2+T_TXkhv;v[OTD2+T=8,|(+Zxg

6p5VD2+Tk)#20@p=G?p[Oxg2+Tk)DnC=(.;#

mb,0rXx~q)&L1(ISP)\;R&CTxg2+TF.a)X*Db{#

xg2+TF.&CE*Xhv0rXx~q)&L1(ISP)y*a)D2+Tk

),g ISP 7Iw,SD}Kfr0+20r{~q1(DNS)$@k)#

d;@p=Z{v2+TF.P^IGw*@y,+|;&CG(;D@y#IZ1

ZDrXx2+TgUI\a"zZwV6pO,rKh*hCa)`c@yD2+

Tk)4\bb)gU#

!\@p=a)Kb\3`%wD?s#$,+@p=;G{v2+Tbv=8D;

?V#}g,@p=4XIT#$(}&CLr(g SMTP J~"FTP M TELNET)

ZrXxO"MD}]#}GTK}]xPS\,qr,rXxODNNK<IZ}

]+d=d?DX1CJ|#

+ iSeries 53rZ?xg,S=rXx1,z&CEX<G+@p=z7Cww*D

@yk)#d;zY;\:r IBM Firewall for AS/400 z7,xRTCz7D'V2

;YIC,+Pd|m`IT9CDz7#

*KbPXSVP IBM Firewall for AS/400 *d*d|z7r iSeries >Xxg2+

T&\D|`E",kDA All You Need to Know When Migrating from IBM Firewall

for AS/400 (SG24-6152)#

r*L5@p=z7a)K+fDxg2+T<u,JKL f_+>Q-ZgSLq2+

T=8P!q9C;V@p=z74#$dxg#;x,{GD@p=TdBD iSeries

rXx~qw;a)NN#$,rK,{G!qK5V iSeries E"|fr&\?~4

(}Kk NAT fr4XFrXx~qwDw?#

XZ iSeries E"|fr

E"|}K(frJmy]z(eDj<\xr_S\ IP E"|4#$Fcz53#

NAT frJm(}C;v IP X7!zm;v IP X7,4+2 IP X7,Tb?C'

~XZ?53E"#!\ IP E"|}K(M NAT frGKDxg2+T<u,+|

G;\a)k&\j8D@p=z7ya)D`,6pD2+T#*v(9C+&\

@p=z79G iSeries E"|}K(&\?~1,&CP8VvzD2+ThsM?

j#

i4wb!q iSeries xg2+T!nTozz7(OJD2+ThsD=(#

@p=

@p=G2+Z?xgM;IExg(grXx).dDAO#d;2IT9C@p

=4#$;vZ?xgb\m;vZ?xgDV&,+s`}+>9C@p=+Z?

xg2+X,S=rXxO#
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Z2+Z?xgM;IExg.d,@p=a)\XD%;*5c(F*h{c)#@

p=:

v JmZ?xgC'9C;Zb?xgODZ(J4#

v @9b?xgOD4Z(C'9CZ?xgODJ4#

9C@p=w*rXx(rd|xg)DxX1,MZ`1LHO5MKZ?xgD

gU#IZ@p=&\4Pm`2+T_T8>,rK9C@p=99C\mxg2

+T|S]W#

@p=gN$w

*Kb@p=gN$w,+xgkqIz#{XFCJD%?#%?P;vw*(;

kZcDEH#ZKEHo,P-vDS}1"`X4vD#21"G<4vP*D

cqzM7Oxk%?D4v$~DAw#

b)k)IT\CXXFT%?xPDCJ#+G,g{4-Z(DKI&xk%

?,M^(#$%?;\K3k_DF5#;x,g{`XC3k_DP/,MPz

alb{DNNIIP*#

@p=i~

@p=G2~Mm~D/O,m2~;p9C1I@9Txg3;?VD4Z(C

J#@p=ITBi~iI:

v 2~#@p=2~(#I;(%@DFczr(EC4KP@p=m~&\Dh8

iI#

v m~#@p=m~a)`V&CLr#Mxg2+TxT,@p=(}`V<u4

a)b)2+TX~:

– 0xJ-i1(IP)E"|}K(

– 0xgX7*;1(NAT)~q

– SOCKS ~qw

– `V~q(g HTTP"Telnet M FTP H)Dzm~qw

– J~PL~q

– Vnr{~q(DNS)

– G<

– 51`X

":;)@p=a)ib(Cxg(VPN)~q,TcIZzD@p=Md|f]

D@p=.dhCS\a0#

9C@p=<u

IT9C@p=zm~qw"SOCKS ~qwr_ NAT fr*Z?C'a)TrXx

~qD2+CJ#zm~qwM SOCKS ~qwZ@p=&PO TCP/IP ,S,TcT

;IExg~XZ?xgE"#~qw9a)=SG<\&#

IT9C NAT rrXxC'a)T@p=sD+2~qwDaICJ#IZ NAT ~

XKzDZ? IP X7,rK@p=9#$EzDxg#

@p=9\(}a)@p=y9CD DNS ~qw4#$Z?E"#5JO,z5P=

( DNS ~qw:;(CZPXZ?xgD}],@p=ODm;(CZPXb?xg

M@p=TmD}]#bJmXFb?CJPXZ?53DE"#
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(e@p=_T1,zI\O*{9Ti/9IgUDNNP*xJmd|NNP*

Mc;K#;x,IZFcz8o_Z;O4lBD%w=(,rKzXk$H<G

@9b)%wD=(#Ms%?>};y,z9h*`XGqPKT3V==;FK

@yD#s#(#,k$@`H,V4G(xkDp&M(Q|s#

ZP@p=DivB,nQ_TG;JmG)-}bT"END&CLrxPCJ#

g{zq-K_T,MXkj+(eXkZzD@p=OKPD~qPm#IT4,

S=r(SZrbrSbrZ)4(e?v~qDXw#9&CP>C',z+Z(

b)C'9C?n~qT0ITTC~q"v,SDzw#

@p=*#$zDxg\v24

ZzDxgMrXx(rd|;IExg)D,Sc.d20@p=#by,@p=

aJmz^FxkxgkZc#@p=ZzDxgkrXx.da)%;*5c(F

*h{c)(NDB<)#r*_P%;*5c,MITTJmvkxgDw?P|`

XF#

@p=TbgmV*%vX7#@p=(}zmr SOCK ~qwrxgX7*;

(NAT)a)T;IExgDCJ,,1~XZ?xgX7#rK,@p=,$KZ

?xgD#\T#+xgE"#\G@p=C45MY0%w(gS[-)I\TD

;v>6#

@p=JmXFvkxgDw?,T+Txg%wDgU5=nMLH#@p=2+

X}KyPxkxgDw?,;JmX(`MDT0=oX(?DXDw?xk#b

93KI\9C TELNET r0D~+d-i1(FTP)4CJZ?53DgU5=n

M#

TZ#$zDxg,@p=^(v24

!\@p=a)Kb\3`%wD?s#$,+@p=;G{v2+Tbv=8D;

?V#}g,@p=;;(\;#$(}&CLr(g SMTP J~"FTP M TELNET)

ZrXxO"MD}]#}G!qTb)}]xPS\,qr,rXxODNNK<

IZ}]+d=d?DXZdCJ|#

iSeries E"|fr

iSeries 4000E"|fr1G OS/400 D/I&\?~,IS0Yw<=w1SZqC#

E"|fr&\?~JmdC=VKDxg2+T<uTXF TCP/IP w?,#$ iSeries

53#

v xgX7*;(NAT)

v IP E"|}K(

r* NAT M IP }KG OS/400 D/I?~,|G*za);V-CD>64#$5

3#Z;)ivB,b)2+T<uIa)zyhDyP&\x;XmP:r#;

x,b)<u";\4(f}P'D@p=#!vZ2+ThsM?j,I%@9C IP

E"|2+T,r_k@p=;p9C#

":g{F.#$ iSeries zz53D2+,;&T<Z!I>#TZbViv,53

2+T&CEHZI>#*7#Tzz53a)ns^HD#$,&<G9C@

p=#
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NAT M IP E"|}K(G24,|GgN;p$w?

xgX7*;(NAT)|Dw-53DE"|D4r?j IP X7#NAT a)@p=D

zm~qwM SOCKS ~qwD|8w!q#(}9_8;f]07a9Dxg%`,

S,NAT 9Ir/xgdC#rK,I9C NAT frTc iSeries 53ICw=v_

Pe;r;f]D07=8Dxg.dDxX#2I9C NAT (}/,f;;vr`

vf5X74~X;vxgDf5 IP X7#r* IP E"|}K(M NAT %`9d,

(#I;p9C|GTv?xg2+T#

9C NAT 99CZ@p=sKP+2 Web ~qw|]W#Web ~qwD+2 IP X

7*;*(CZ? IP X7#|uYXhD"a IP X7D}?"9TVPxgD0l

n!/#|9*Z?C'a)ZCJrXxD,1~X(CZ? IP X7DzF#

IP E"|}K(a)yZE"|7E"P!qXh{r#$ IP w?D\&#IZ0Y

w<=w1P9C0rXxhCr<1lYrWXdCy>}KfrTh{;h*D

xgw?#

I9C IP E"|}K(4PTBYw:

v 4(;i}KfrT8(JmD) IP E"|xkxgT0{9D)CJxg#4(

}Kfr1,+|G&C=omSZ(}g,nF7rT+x_7)#I+fr&C

Z`vomSZ,r_T?vSZ&C;,Dfr#

v 4(fr,TJmr{9yZTB7E"DX(E"|:

– ?j IP X7

– 4 IP X7-i(}g,TCP"UDP H)

– ?jKZ(}g,TZ HTTP GKZ 80)

– 4KZ

– IP }](=r(k>rv>)

– *"r>X

v @9;Z{r;X*Dw?o=53OD&CLr#mb,9I@9w?*"=d

|53#b|(M6D;h*X(&CLr~qwD ICMP E"|(}g,PING E

"|)#

v 8(}KwfrGq4(k53U>PDfr%d"|,E"|E"DG<n#E

"4k=53U>.s,;\|DCG<n#rK,G<GsKxgn/Dmk$

_#

!q iSeries xg2+T!n

$@4Z(CJDxg2+Tbv=8,(#@?@p=<ua)#$#*#$ iSeries

400 53,IT!q9C+&\@p=z7,r_IT!q5)+X(xg2+T<u

w* OS/400 TCP/IP 5VD;?V#bv5VI0E"|fr1&\?~(|( IP }

KM NAT)M HTTP for iSeries zm~qw&\?~iI#

G!q9C0E"|fr1&\?~9G!q9C@p=,!vZxg73"CJ*

sM2+Ths#;*+zD iSeries 53rZ?xg,S=rXxrd|;IEDx

gO,zM&CWH<G9C@p=z7w*w*@_#

ZbVivB,@p=|*I!,r*@p=(#G(CD_PP^}?)b?CJ

SZD2~Mm~h8#19C OS/400 TCP/IP <u#$rXxCJ1,y9CDMG

;vTb?CJ*E^}vSZM&CLrD(CFc=(#
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vZm`-r,bvnp\X*#}g,(C@p=z7;a)NN,v9I@p=

TmDd|&\r&CLr#rK,g{%w_I&F}@p="qCT@p=DC

J,%w_2;\vv\`%w#;x,g{%w_F}K iSeries OD TCP/IP 2+

T&\,%w_M1ZX\;CJ`VPCD&CLr"~qM}]#G1%w_M

IT{Cb)T53TmlIOXF5r_qCTZ?xgPDd|53DCJ#

rK,=WI;ITS\9C iSeries TCP/IP 2+T&\?szyvDyP2+T!q

;y,zXk+zDv(("Zy#{DI>UfHO#zXkVv5q?j,"v

(z#{S\24yDgUka)2+Ty(QDI>,T9b)gU5=nM#B

ma)KPXN1JO9C TCP/IP 2+T&\r_JO9C+&\@p=h8DE"#

IT9CKm47(z&C9C@p="TCP/IP 2+T&\9G~_DiO4*zDx

gM53a)#$#

2+T<u OS/400 TCP/IP <uDnQ9C +&\@p=DnQ9C

IP E"|}K( v *T%v iSeries 53(g+2

Web ~qwrPtP}]DZ?

x53)a)=S#$#

v 1 iSeries 53TZxgDd`?

Vd1xX(Y17Iw)1,

#$s5Z?xDSx#

v XFk(CxO?VIEDoi

D(E,rk iSeries 53ZdP

d1xXDb?xD(E#

v #${vs5xg;\rXx

rzDxgy,SDd|;I

ExgDV&#

v #$_P`w?DsMSx;

\s5xgDd`SxDV

&#

xgX7*;

(NAT)

v tC_P;f]07a9D=v

(CxD,S#

v ZSxPTO;IExg~XX

7#

v ~XM'zCJrXxrd|

;IExgDX7#Cw0z

m~qw1M0SOCKS ~q

w1Dfz#

v 9(CxPD53~qTrX

xODM'zIC#

zm~qw v 1Pk@p=a)TrXxDC

J1,Zs5xgD6L;Cz

m#

v CJrXx1,zm{vs5

xg#

*KbPXgN9C OS/400 TCP/IP 2+T&\D|`E",kNDTBJ4:

v E"|fr(}KM NAT)#

v HTTP Server D5PD#

v AS/400 Internet Security Scenarios: A Practical Approach (SG24-5954)#
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Z 7 B &CLr2+T!n

&CLr6p2+Tk)XFC'kX(&CLrxP;%D==#(#,z&CT

y9CD?v&CLr<dC2+ThC#;x,TG)+SrXx9CrrrXx

a)D&CLrM~q,&CXp"bhC2+T#4-Z(DC'0R>6TCJ

xg53,9b)&CLrM~q\]W;DC#zy9CD2+Tk)h*,1f

0~qwKMM'zKD2+T)4#

!\#$zy9CD?v&CLr\X*,+2+Tk)D;<+V2+T_T5V

D\!;?V#z&CI!D2+Tk)

*Kb*#$8v+2rXx&CLrz&Cv24D|`E",i4TB3f:

v :Web ~q2+T;

v Z 24 3D:Java rXx2+T;

v Z 26 3D:gSJ~2+T;

v Z 27 3D:FTP 2+T;

Web ~q2+T

ZrCJ_a) Web >cCJ1,";#{+XZgNhC>cMzI3fy9CD

`kE")6x/@_#V#{b)CJ_I]W"8YV^lXCJzD3f,R

yP$w<Zs(xP#w*\m1,z#{7#2+T0_;BT Web >c#+

iSeries 400 Cw Web ~qw1,&<GTB8c:

v M'zITk HTTP server ;%.0,~qw\m1Xk*C~qw(e18n#P

=V4(2+TliD=(:#f~qw18nM~qw#$18n#T Web ~q

wDNNks,<XkZ~qwDPCks.0Mzcb)18nya)DNN0

yP^F#

v (}9C~qwdCD~qw\m Web 3fIT4(M`-b)18n#~qw1

8nJmXF Web ~qwD+?P*#~qw#$18nJm8("XF~qwC

Z Web ~qw&mDX( URL D2+TME#

v IT9C3dr"M18n0~qw\m Web 3fTdC~qw#

– Z iSeries Web ~qwO9C3dr"M18nZGD~{#|XpDG,P PASS

M MAP ~qw18n,CZXF Web ~qw~q URL yCD?<#9ITi

RXF CGI-BIN Lr$tdPDbD EXEC ~qw18n#

T?v~qw URL (e#$18n#d;;GyPD URL <h*#$18n,

+g{#{XFCJ URL J4D==0CJ_,G4Mh*C URL D#$18

n#

– 9IT9C~qw0\m Web 3f1x;G WRKHTTPCFG(k0HTTP dC1

|n;p9C)"dkb)18n4dC~qw#(}|nPgf9C#$18

nI\G#4S#rK,(i9C0\m Web 3f1T7#}7hC18n#

HTTP a)KT>}]D\&,+;\^D}]bD~PD}]#;x,+h*`4

;)&CLrT|B}]bD~#*K,IT9C CGI-BIN Lr#}g,*4(;
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)m%,;)C'njb)m%,r+|B;v iSeries }]b#w*2+T\m1,

z&C`XCC'E*D~D(^M CGI Lr4PD&\#mb,9;(*@@t

PTsy_PD;J1D+2(^#

":0+2xXSZ1(CGI)GZ Web ~qwk~qwb?DFczLr.dxP

E";wD5gj<#bVLrITC Web ~qwKPdPDYw53'VD

NN`LoT`4#

Web 3fO}K9C CGI Lr.b,9I\#{9C Java#+ Java mS= Web

3f.0,&CKb Java 2+T#

HTTP server a)KCJG<,ITCZ`X(}C~qwDCJkT<CJ#

zm~qwS Web /@wSU HTTP ks"+b)ksXB"MA Web ~qw#

SU=b)ksD Web ~qwvv*@zm~qwD IP X7,x;\7(nu"

vb)ksD PC zD{FrX7#zm~qwITT HTTP"0D~+d-i1

(FTP)"Gopher M WAIS &m URL ks#

9IT9C IBM HTTP Server for iSeries D HTTP zm'VT.L Web C

J#zm~qw9ITG<yP URL ksTo=zY?D,;sITi4b)G<

T`XTxgJ4D9CkDC#

IZ6#$ iSeries D<Ik$_7 ;iPiRPXKwbD|`E"#

Java rXx2+T

Z1qDFc73P,Java `LUfU0#}g,zI\}Z53O9C IBM Toolbox

for Java r_ IBM Development Kit for JavaT*"BD&CLr#rK,Xk<8&

mk Java X*D2+TJb#d;@p=\\CX@ys`}U(rXx2+TgU,

+|;\T9C Java yx4Dm`gUa)#$#2+T_T&C|(#$53;\

f0 Java D&CLr"applet M servlet b}v=fIEDj8E"#9&CKbZ

Java LrDO$MZ(=f,Java MJ42+TGgNxP;%D#

Java &CLr

w*;VoT,Java _P;)@9 Java Lr18VDmsDXw,bVVDmsa<

Bj{TJb#(d| PC z&CLr#CDoT,g C r C++,;g Java Gy\

P'@9Lr18VDms#)}g,Java 9C?`M,I@9Lr1Z^bP9CT

s#Java ;Jm8kYw,b@9Lr1<;,vLrDZf_g#S&CLr*"G

H44,ITsi4d|_6oT;y4i4 Java#zT&CLrhF&CD2+Tf

r&CkZ iSeries 400 OTd|oT&CD2+Tfr`,#

Java applet

Java applet GIT|(Z HTML 3D!M Java Lr#r* applet ZM'zOKP,

b) applet yvDaX5=M'z#;x,;v Java applet _PCJzD iSeries 400

D1&#(ZzDxgP3( PC zOKPD ODBC Lrr_6Lr=Lr(E

(APPC)Lr2\CJzD iSeries#)(#,Java applet vITkzz|D~qw("

a0#rK,v1 applet 4TZzD iSeries(}g4TZzD Web ~qw)1,Java

applet E\S;(,SD PC zCJzD iSeries#
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Applet \;T<,S=~qwODNN TCP/IP KZ#|"GXk,C Java `4Dm

~~qwxP(0#+GTZC IBM Toolbox for Java `4D~qw,applet Z("

T~qwD,S1Xka)C'j6M\k#b]JOPyhvDyP~qw<G

iSeries ~qw#(C Java `4D~qw";;(*9C IBM Toolbox for Java)#(#,

IBM Toolbox for Java `ZZ;N,SrC'a>C'j6M\k#

v1C'E*D~_PTG)&\D(^1,applet E\Z iSeries 534PG)&\#

rK,1*<9C Java applet 4a)BD&CLr&\1,CDJ42+TF.GX

*D#153&m4T applet Dks1,";9CZC'E*D~PDP^&\5#

Applet i4wJmZ~qw53ObT applet;;xb";\/@w2+T^FD^F#

rK,z&Cv9C applet i4w4bTT:D applet,x;*Sb?4KP

applet#Java applet -#4kC'D PC z}/w,bMI\x applet a)K4PF5

TYwDza#;x,IT9C}V$i)p Java applet T(" applet DI?T#)

pKD applet MIT4k PC zD>X}/w,49/@wD1!hC@9byv#

)pKD applet 9IT4k iSeries D3d}/w,r*T PC z45b)3d}/w

MG>X}/w#

":TZ Netscape Navigator M MS Internet Explorer,OfyhvDP*(#2JC#

5Jy"zDiv!vZzdCM\my9CD/@wD==#

TZSzD iSeries zz Java applet,I\Xk*9C)pKD applet#;x,z&C

(*zDC'(#;*S\4T4*4D)pKD applet#

S V4R4 *<,IT9C IBM Toolbox for Java hC02+WSVc1(SSL)73#

9IT9C IBM Developer Toolkit for Java 9 Java &CLr\ SSL D#$#+ SSL

k Java &CLrdO9CI7#}]DS\,|(ZM'zM~qw.d+]DC'

j6M\k#IT9C}V$i\mwdCQ"aD Java Lr49C SSL#

Java servlet

Servlet GC Java `4D~qwKi~,I/,)9 Web ~qwD&\x;X|D Web

~qwzk#f0IBM HTTP Server iSeries f1;6D IBM WebSphere Application

Server TZ iSeries 53O9C servlet a)'V#

XkZ~qw9CD servlet TsO9CJ42+T#;x,T servlet &CJ42+T

";\c;#$ servlet#;) Web ~qw0k servlet,J42+TM;\@9d{K

2KPC servlet#rK,}K9C HTTP Server 2+TX~M18n.b,9&C9

CJ42+T#}g,;*Jm servlet vZ Web ~qwDE*D~BKP#mb,&

C(}9C HTTP Server i0CJXFm(ACL)4XFITKP servlet(#$18

nPDZkX|V)DK#9&C9CI servlet *"$_(gZ WebSphere Application

Server for iSeries PyR=D)a)D2+T&\#

i4TBJ4TKbPX Java D;c2+Tk)D|`E":

v IBM Developer Kit for Java Java 2+T#

v IBM Toolbox for Java 2+T`#

v 6#$ iSeries D<Ik$_7 #

Java TJ4DO$kZ(
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IBM Toolbox for Java |,2+T`Ta)TC'm]Di$,"I!q+Cm]Vd

=}Z iSeries 53OKPD&CLrr servlet DYw53_L#J42+TDsLl

iTQVdDm]xP#PXb)2+T`D|j8E",kND IBM Toolbox for Java

O$~q#

IBM Developer Kit for Java * Java Authentication M Authorization Service(JAAS)

a)'V,JAAS G Java 2 Software Development Kit(J2SDK)j<fDj<)d#

?0,J2SDK a)CJXF,bVXFyZzkDzz4MzkD)p_(yZzk4

DCJXF)#*KbPX9C J2SDK D|`E",kND Java O$~qMO$~q#

9C SSL #$ Java &CLr

IT9C02+WSVc1(SSL)4#$C IBM Developer Kit for Java *"D iSeries

&CLr(E#9C IBM Toolbox for Java DM'z&CLr2IT{C SSL#*T

:D Java &CLrtC SSL D}Lk*d|&CLrtC SSL D}LPy;,#

PX02+WSVc1T Java &CLr\mD|`E",kNDTB0E"PD1w

b:

v IBM Toolbox for Java02+WSVc1(SSL)73#

v IBM Developer Toolkit for Java 9 Java &CLr\ SSL D#$#

gSJ~2+T

ZrXxr_d|;IExgO9CgSJ~fZ9C@p=I\^(#$D2+T

gU#zXkKbb)gUT7#zD2+T_ThvKgNE\+b)gU+=n

M#

gSJ~,d|(EN=;y#(}gSJ~"MNNz\E".0H*xPPO,

bc\X*#r*ZU=gSJ~.0,|-}Km`~qw+M,{K\I\9X

RDAzDgSJ~#rK,zI\*9C2+Tk)4#$gSJ~Dz\T#

U(gSJ~2+TgU

TBG9CgSJ~yfZD;)gU:

v gw (\x~q%w`M)Z53P`vgSJ~{"xdC}X1"z#%w_\

]Wc\4(;vr%DLr,+}YrvgSJ~{"(|(U{")"Mx%

vgSJ~~qwTT<9C~qw"zgw#;PJ1D2+T,?j~qwM

I\av=~qw\x,r*^CD{"ndKC~qwDf"EL#r_C~q

w#9l&,r*yPD~qwJ4<Nk&mb)%wJ~#

v ,xJ~ (,xgSJ~)Gm;V#{DgSJ~%w`M#fE(}rXxa)

gSLq5q?Dv$,RGU=Ks?;h*r4ksDLqTgSJ~#bM

G,xJ~,b`J~"Mx-G6'\cDV"PmODgSJ~C',<zK

?vC'DgSJ~d#

v z\TG;V(}rXx+gSJ~"Mxm;K1fZDgU#KgSJ~=o

$ZDSU=.0,*(}m`~qw#g{4T{"S\,ZMMI\ZgSJ

~+d7IODNNc9XRDAzDgSJ~#

gSJ~2+T!n
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*$@gw0,xJ~DgU,Xk}7dCgSJ~~qw#s`}~qw&CL

ra)KT6b)%w`MD=(#9ITk0rXx~q)&L1(ISP)OwT7

# ISP a);)b\b)%wD=S#$#

yh*D=S2+Tk)!vZyh*Dz\T6p,T0gSJ~&CLra)D

2+T&\#}g,#VgSJ~{"Z]Dz\TGqMc;K?r_zGq#{

#VkgSJ~X*DyPE"(g40?j IP X7)c;Dz\T?

;)&CLr/IKITTza)yh*#$D2+T&\#}g,Lotus Notes

Domino™ a);)/I2+T&\,|(T{vD5r_D5DvpVNa)S\&

\#

*KS\J~,Lotus Notes Domino T?vC'<4(K(;D+C\?M(C\?#

IT9C(C\?T{"xPS\,TcC{";TG)5P+C\?DC'IA#

Xk++C\?"MA$ZD{"SU=,Tc{G\;9CC+C\?TS\D{

"xPb\#g{{Krz"MKS\DJ~,G4 Lotus Notes Domino +9C"M

=D+C\?*zb\C{"#

ITZLrD*zozD~PiRPX9Cb) Notes S\&\?~DE"#

PXZ iSeries O Domino™ 2+TD|j8E",kNDTBJO:

v Lotus Domino reference library#

v Lotus Notes C'oz Web >c#

v Lotus Notes and Domino R5.0 Security Infrastructure Revealed (SG24-5341)#

v Lotus Domino for AS/400 Internet Mail and More (SG24-5990)#

g{z#{TZV'lB&"6LM'zr_5qoi.d+dDgSJ~r_d|

E"a)|_z\T,P8V!q#

g{gSJ~~qw&CLr'V|,rI9C02+WSVc1(SSL)4(Z~q

wkgSJ~M'z.dD2+(Ea0#1`4M'z&CLrT9C SSL 1,SSL

2TI!DM'zKO$a)'V#IZ{va0GS\D,rK SSL 27#}]+

d1D}]j{T#

m;VICD!qGdCib(Cxg(VPN),S#S V4R4 p,I9C iSeries d

C`V VPN ,S,|(6LM'zk iSeries 53.dD,S#9C VPN 1,Z(

EKc.dw/DyPw?<;S\,byI7#}]z\Tk}]j{T#

FTP 2+T

FTP(D~+d-i)a)KZM'z(m;53ODC')kzD53.d+dD~

D&\#I9C6L|n&\r~qwa;|n#rK,FTP T9C6L53rZ53

.dF/D~G#PC#;x,ZrXxOr_d|;IEDxgO9C FTP a9z

fY3)2+TgU#zXkKbb)gUT7#zD2+T_TIhvzgNE\

+b)gU+=nM#

v 1Z53OJm FTP 1,zDTs(^f.I\;\a)c;D#$#

Z 7 B &CLr2+T!n 27
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}g,TsD+2(^I\G *USE,+GzVZ}Z(}9C0K%2+T1@9

s`}C'CJG)Ts#(K%2+T@9C'v;ZdK%!nPDNNB

i#)IZ FTP C';\K%D^F,{GITA!z53ODyPTs#TBGX

FK2+TgUD;)!n:

– Z53O5)+f iSeries Ts2+T(;d05,+53D2+T#=S0K%

2+T1|D*0Ts2+T1)#|GnCDRn2+D!n#

– `4 FTP DvZLrT^FTI\(} FTP +MDD~xPCJ#b)vZL

r&CAYa)kK%Lra)D2+TH,D2+T#m`M'I\#{9 FTP

CJXF\=|`D^F#K!nvJCZ FTP,;JCZd|DSZ(g

ODBC"DDM r_ DRDA)#

":D~D *USE (^JmC'BXCD~#D~D *CHANGE (^JmC'O

XCD~#

v ZMI\TzD FTP ~qwxP0\x~q1%w,T{C53ODC'E*D~#

(}X4"T9CC'E*D~Dms\kG<,1=CC'E*D~;{C,4

5V%w#g{bV`M%wD"a}o=n`N} 3 N,E*D~Ma;{C#

*\bb`gU,zy\vDGVvT#{v?2+TT9%wn!/krC'a

)aICJ.dD(b=8#FTP ~qw(#5) QMAXSIGN 535T@9ZM

^^N"TBb\k,SxxP\k%w#TBGz&C<G9CD;)!n:

– 9C FTP ~qwG<vZLr,T\xNN53C'E*D~M8(;Jm FTP

CJDG)C'E*D~DG<ks#(9CbyDvZLr1,TZ;JmC

'E*D~,~qwG<vZc\xDG<T<;FkE*D~D QMAXSIGN D

F}#)

– 9C FTP ~qwG<vZLrT^FJmx(DC'E*D~CJ FTP ~qw

DM'z#}g,g{Jm0Fq?1D;vKCJ FTP,r;JmCC'E*D

~S_P0Fq?1IP X7DFczCJ FTP ~qw#

– 9C FTP ~qwG<vZLrTG<xPyP FTP G<"TDC'{M IP X

7#(Zi4b)G<,1E*D~;ns\k"T};{C1,9CC IP X7

E"T6pwq_"I!J1Dk)#

mb,IT9C FTP ~qwvZcTM'C'a)d{ FTP -i#202+Rd{D

FTP ~qw,1*s FTP ~qwG<M FTP ~qwks7OvZcDvZLr#

S V5R1 p,IT9C02+WSVc1(SSL)TzD FTP ~qwa)2+D(E

a0#9C SSL 7#yPD FTP +dGS\DT,$ FTP ~qwkM'z.d+d

DyP}](|(C'{M\k)Dz\T#FTP ~qw2'V9C}V$ixPM'

zO$#

*KbPX9C FTP"dgUT0TzICD2+Tk)D|`E",ki4TBJ

4:

v 5V FTP 2+T#

v d{ FTP -i#

v #$ FTP#

v 6#$ iSeries D<Ik$_7 #
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Z 8 B +d2+T!n

G! JKL f_+>=8P=vw*D iSeries 400 53#{G+;v53CZ*",m

;v53CZzz&CLr#b=v53<&mX|Nq}]M&CLr#rK,{

G!qKZ\_xgOmSBD iSeries 53T&mdZ?x&CLrMrXx&CL

r#

("\_xgT7#ZZ?xkrXx.d_P3)omtk#bVtkuYKdZ

?53]W\=DrXxD%wgU#(};+BD iSeries 400 8(*rXx~qw,

+>25MK\mdxg2+TD4ST#

IZTrXx732+TDUihs,IBM TZ;OX*"2+Tz7,T7#ZrX

xO5)gSLqD2+*x73#ZrXx73B,Xk7#,1a)X(530

X(&CLrD2+T#;x,(}s5Z?xr_rXx,S+dz\E",|v

?KT5V|?D2+Tbv=8Dhs#*\xb)gU,M&C5V#$}]Z

rXxO+d1D2+Tk)#

zIT9C iSeries D=VX(+d6p2+Tz7,+Z;IE53O+dE"yX

*DgU5=nM,b=vz7G:02+WSVc1(SSL)2+(Ek0ib(C

xg1(VPN),S#

9C SSL #$&CLr

02+WSVc1(SSL)-iG#$M'zM~qw.d(ED(C5gj<#SSL n

uG* Web /@w&CLr*"D,+GVZ=4=`Dd|&CLr2\9C SSL#

TZ iSeries,b)&CLr|(:

v IBM HTTP Server iSeries f(nuI Apache *""a)'V)

v FTP ~qwLr

v Telnet ~qw

v V<=X5}]be5a9(DRDA)kV<=}]\m

v (DDM)~qw

v Pk\m

v ?<~q~qw(LDAP)

v Client Access Express &CLr,|(0Yw<=w1M4k&CLr`LSZ

(API)D Client Access Express /D&CLr

v C Developer Kit for Java *"DLrM9C IBM Toolkit for Java DM'z&CL

r#

v CITZ&CLrOC4tC SSL D02+WSVc1(SSL)0&CLr`LS

Z1(API)*"DLr#PXgN`49C SSL DLrD|`E",kND2+W

SVc API#

b)&CLrPD;)Lr9'V9C}V$ixPM'zO$#SSL @?}V$iT

(Ew=xPO$"4(2+,S#

iSeries ib(Cxg(VPN)

IT9C iSeries 53D VPN ,SZ=vKc.d("2+(EE@#s SSL ,S;

y,ITTZKc.d+dD}]S\,rxIT,1a)}]z\Tk}]j{
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T#;x,VPN ,SJm^Fw/=8(KcDw?"^FIT9CC,SDw?`

M#rK,VPN ,S(}oz#$xgJ4b\4Z(_DCJ,a);)xg6p2

+T#

z&C9CDV=(?

b=V2+T=(<T2+O$"}]z\TM}]j{Tavhs#z&C9Cb

)=(PDDV=(,!vZTB8vrX#*<GDrXG:z}Zk-(E"k

d(Ey9CD&CLr"h*(ED2+6pM*#$K(Ez#{yvDT\[

qHD(b=8#

mb,g{z#{X(D&CLrk SSL dO9C,rXk+C&CLrhC*9C

SSL#d;m`&CLrP^({C SSL,+m`d|D&CLr(g Telnet M Client

Access Express)QmSKSSL \&#m;=f,VPN Jm#$ZX(D,SKc.d

w/DyP IP w?#

}g,IT(} SSL 109C HTTP TJmLqoikZ?xgOD Web ~qw(

E#g{ Web ~qwGZzkLqoi.dyhD(;2+&CLr,G4zI\;

#{P;A VPN ,S#;x,g{z#{)9(E,rI\*9C VPN ,S#mb,

I\Ph*#$?VxgPDw?Div,+G;#{*9C SSL %@dC?vM'

zM~qw#ITTxgDC?V4(xXAxXD VPN ,S#bV VPN ,SI#

$w?,+GTC,SN;KO%@DM'zM~qw45,C,SG8wD#

T SSL 9C}V$i

}V$iG9C02+WSVc1(SSL)xP2+(EDy!"w*;V|?DO$

VN#iSeries 400 a)C OS/400 D/I&\?~ * }V$i\mw(DCM)]W

X4("\m53}V$iMC'}V$iD\&#

mb,IdC;)&CLr(g0IBM HTTP Server iSeries f1)T+}V$iCw

zfC'{M\kD|?DM'zO$=(#

}V$iG24?

}V$iG;Vi$$iyP_m]D}V>$,`FZ$UD&\#IEDZ}

=,F*O$PD(CA), rC'M~qw"v}V$i#T CA DENGTC$i

w*P'>$ENDy!#

?v CA <P;v_T47(*"v$i CA yh*j6DE"Z]#3)rXx CA

I\h*G#YDE"(g;h*(P{F)#|G CA rd"v}V$iX7M}V

gSJ~X7DvKr~qwD{F#*?v$izI;v(C\?M;v+C\

?#$i|,+C\?,x/@wr2+D~rf"(C\?#$iyP_I9Cb

)\?0)p1"S\}](gZC'M~qw.d"MD{"MD5)#bV}V)

{7#nD44DI?T"#$CnDj{T#

d;m`&CLrP^({C SSL,+m`d|D&CLr(g Telnet M Client Access

Express)QmSKSSL \&#*KbgNT iSeries &CLr9C SSL,ND0iseries

E"PD1PD9C SSL #$&CLr:
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9C SSL #$ Telnet CJ

S V4R4 p,I9C0dC Telnet ~qw1TC02+WSVc1(SSL)#$ Telnet

(Ea0#*dC Telnet ~qwT9C SSL,Xk9C0}V$i\mw1(DCM)

dC$i) Telnet ~qw9C#1!ivB,Telnet ~qw&m2+kG2+D,S#

;x,ITdC Telnet Tc|;Jm2+ Telnet a0#mb,ITdC Telnet ~q

wT9C}V$ixP|?DM'zO$#

Z!qT Telnet 9C SSL 1,z+qC;)?2+TDC&#TZ Telnet,}~qw

O$b,}]ZNN Telnet -i}]w/.0MIS\#;) SSL a0(",TyP

Telnet -i(|(C'j6M\k;;)xPS\#

9C Telnet ~qw1,*<GDnX*DrXGZM'za0Py9CDE"DtP

T#g{E"GtPDr(CD,G4zI\a"V9C SSL hC iSeries Telnet ~q

wG\PC&D#T Telnet &CLrdC}V$i1,I(} SSL kG SSL M'z

KP Telnet ~qw#g{2+T_T*s\GT Telnet a0S\,rI{CyPG SSL

D Telnet a0#;h*9C SSL Telnet ~qw1,IXU SSL KZ#I9C

ADDTCPPORT |n{Cb)KZ#XUCKZs,~qw+*M'za)G SSL D

Telnet,"{9 SSL Telnet a0#

*Kb|`PX Telnet 0Pk^ SSL D Telnet D2+T<I,kNDTBJ4:

v Telnet0E"PD1wba)KZ iSeries O9C Telnet yhDE"#

v #$ Telnet a)KPX;p9C SSL M Telnet #$ Telnet (Ea0DE"#

v 6#$ iSeries D<Ik$_7 Z TCP/IP ;Za)KPX Telnet 2+TD

j8E"#

9C SSL #$ Client Access Express
S V4R4 p,I+ Client Access Express ~qwdC*9C02+WSVc1(SSL)

T#$ Client Access Express (Ea0#}g,fE JKL f_+>D"9,{GQ-

Zd01PvSKm`xrF/z[zm#b)z[zmh*Sd\+> iSeries z7

53OCJPXf_)&iv0zzUZDE"#IZK}]GtP}],JKL f_+

>!qKvJmdz[zm(}2+ Client Access Express CJCE"#

9C SSL 7#T Client Access Express a0DyPw?S\#|@9}]Z>Xk6

Lwz.d+d1;{KA!#

PX+ Client Access Express k SSL dO9CD|`E",NDTBJ4:

v 2+WSVc\m

v #$ Client Access Express M0Yw<=w1

v IBM Developer Kit for Java SSL

v IBM Java Toolbox SSL
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xP2+(C(ED0ib(Cxg1(VPN)

fEib(Cxg(VPN)D9C0da)D2+TDvS,JKL f_+>}ZP?Z

rXxO+M}]D!n#{Gn|U:Km;R!Mf_Fl+>,rc+dw*

S+>4-*#JKL +h*Zb=v+>.d+]E"#b=R+><9C iSeries 5

3,R9C VPN ,SIa){GZ=vxg.d(Eh*D2+T#4( VPN H9

C+3D(C_7|Oc#

9C VPN ,SITXF"#$,V'lB&"w/1$")&L"5qoiMd{K

D,S#

TBG;)I\S9C VPN ,SqfDC':

v 6LC'MF/C'#

v \+>=V'lB&rd|6L;C#

v s5=s5D(E

g{;^FC'CJtP53,Ma"z2+TgU#g{;^FITCJ53DC

',MavS+>E";\#\DI\T#h*F(;vF.,vJmG)h*2m

53E"DC'CJC53#VPN JmzXFxgw?D,19a)X*D2+T&\

(gO$M}]#\T)#4(`v VPN ,SJmTZ?v,SXF-ITCJD)5

3#}g,0Fq?1M0K&J4?1I\(}dT:D VPN 44S#

1JmC'(}rXx,S=531,I\a(}+2xg"MtPDs5}],S

x9b)}])6Z%w.B##$+MD}]D;v!qG9CS\MO$=(7

#}]D#\TM2+T@9^XDKCJ#VPN ,S*X(2+Thsa)Kbv=

8:#$53.dD(E#VPN ,S*Z,SD=vKc.dw/D}]a)#$#m

b,9IT9C0E"|fr12+T(eJm24 IP E"|(} VPN#

IT9C VPN 4(2+,S4#$Z\XDMIEDKc.dw/Dw?#;x,z

9Xk*@T VPN oia)K`YCJ#1}]Z+2xgO+d1,VPN ,SIT

S\C}]#+G,!vZdC VPN ,SD==,1}]Z(} VPN ,SxP(E

DZ?xgOw/1,VPN ,SI\;S\}]#rK,&CP8f.hC?v VPN

,SD==#7#;Jm VPN oiCJG)#{{GCJDZ?xgODwzrJ4#

}g,I\P3;)&Lh*C=PXzbfPD)?~DE"#ITZZ?xOZ

CZ|B Web 3fD}]bPqCKE"#zkJmb;)&L(} VPN ,S1S

CJb)3f#+";#{C)&L\;CJd|53J4(g}]bTm)#RKD

G,zITdC VPN ,S,Tc+=vKc.dDw?^FZKZ 80 O#KZ 80 G

HTTP w?9CD1!KZ#rK,zD)&L;\(}C,S"MMSU HTTP ks

Ml&#

IZIT^F(} VPN ,Sw/Dw?`M,rKC,Sa)K;Vxg6p2+T

=(#;x,VPN XFxv53w?D$w==k@p=;,#mb,VPN ,S";

G#$ iSeries Md|53d(ED(;ICD=(#!vZzD2+Ths,I\a

"V9C SSL G;V|OJD=(#

VPN ,SGq\a)zyh*D2+T,!vZz#{#$24#mb9!vZ*Ka

)C2+T#{yvD(b=8#sTPX2+TDyvDNNv(;y,&C<G

VPN ,SgNE\5V'V2+T_T#
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Z 9 B rXx2+Tuo

*("V[rXx2+TDy!,H*(e;)rXxuo#g{zQl$rXxu

o,I\#{x}>Z#

2+WSVc(SSL)

SSL I Netscape 4(,|GM'zM~qw.dxPa0S\D5J5gj

<#SSL 9CTF\?T~qwkM'z(C').dDa0xPS\#Z}

V$i;;Zd,M'zM~qw-LKa0\?#aT?vM'zM~qw

.dD SSL a04(;,D\?#rK,494Z(DC'9X"b\a0\

?(bG;I\D),{G2^(9C|5}10"+4r}%D SSL a0#

;IqOT

;IqOTG"zBqr"MrSUE"D$]#9C}V$iM+C\?\

ku0)p1Bq"{"MD5D'V;IqOT#

,D>jGoT(HTML)

C4(e,D>D5DoT#9C HTML 8>&gNT>D5(g;vT>M

Ve)0gN+d4S=d|D5rTs#

,D>+M-i(HTTP)

CJ,D>D5Dj<=(#

,D>4S

(}wE",N(F*,D>Zc).dD,S(F*,D>4S)Z_a)

E"D=(#

zm zm~qwGZ2+Z?xgODM'zk;IExgOD~qw.dXB"

MksMl&D TCP/IP &CLr#zm~qwPOK TCP/IP ,ST~XZ

?xgE"(gZ? IP X7)#xg.bDwz+zm~qw1w(E4T

}#

gS[-

%w_0d*IED53T"T5~zrd"MX\E"#

@p= GZ?xgkb?xg(grXx).dD_-O-#@p=I;vr`v2

~km~539I#|XFZ2+rIE53k;2+r;IED53.dD

CJME"w?#

G(3k_

P;<s<DZM#

+C\?y!a9(PKI)
i$"x(NkrXxBqDw=DP'TD}V$i"CA Md|"a(~z

9#

ZM GT<3kz53D4Z(DNNK#

S\ S\+}]*;*T;_P}7b\=(DNNK<;IDAD;Vq=#4

Z(=T;IT9XCE"#;x,;P}7Db\=(,M;\mbCE

"#

\ku #V}]2+DF'#\kuJmzf"E"rkd|w=(E,,1@9^
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Xw=Kbf"DE"r_KbC(E# S\+ITmbDD>*;*;Im

bD}]N(\kD>)#b\+;ImbD}]V4*ImbDD>#b=

v}L<f0}'+=rc(0X\}]rP(\?)#

\kuP=V`M:

v Z2m\?/\?(TF)\kuP,\?GZ(E+=.d2mDX\#

S\Mb\<9C,;v\?#

v Z+C\?(GTF)\kuP,S\Mb\Vp9C;,D\?#;=P

=v\?:;v+C\?M;v(C\?#d;=v\?Zc(O`X,+

B5O;I\S+C\?Izv(C\?#C3KD+C\?S\D{"v

ICX*D(C\?b\#r_,~qwrC'IT9C(C\?40)

p1D5,"9C+C\?T}V){b\#byITi$D5D4#

Z?x 9CrXx$_(g Web /@w r FTP)i/DZ?xg#

T} GZgS+d1`Xr5}DP*#(}rXx"MDE"Zo=?DX.

0,I\-}Km`v7Iw+]#7IwFlL"ISP MYw53*"_<B

&Z7#ZrXxGIxO;a"z0T}1#I&0T}1DiNUfu

Y#s`}0T}1"zZ,S=rXxD(C LAN O,x;G"zZrXx

GIxTmO#;x,zh*KbP"z0T}1DI\T,r*s`}

TCP/IP +d<;PS\#

O$ O$Gi$6LM'zr~qw5JOG;G{GyFDm]#O$7#zE

N+*,SD6LTHTs#

}V){

gSD5OD}V){H,ZifD5ODvK){#}V){a)D544

D$w#$iyP_9Ck$iX*D(C\?0)p1D5#D5DSU=

9C`&D+C\?T){xPb\,4i$w*4D"M=#

}V$i

}V$iG;Vi$$iyP_m]D}VD5,`FZ$UD&\#F*

0O$PD1(CA)DIE=rC'M~qw"v}V$i#T CA DENG

+C$iw*P'>$DENy!#IT+|GCZBP?D:

v m]$w * C'G-#

v O$ * 7#C'kdyFDm]`{#

v j{T * (}i$"M=D}V0){147(D5DZ]GqQ^D#

v ;IqOT * #$C'^(yFP44P3)Yw#}g,C';\qOx

CEC(Z(gS:r#

}V$i\mw(DCM)

0}V$i\mw1Jm OS/400 I*>XD0O$PD1(CA)#IT9C

DCM 4(~qwr_C'9CD}V$i#IT<kd| CA "vD}V$

i#9I+}V$ik OS/400 C'E*D~X*#2I9C DCM dC&C

Lr,T9C02+WSVc1(SSL)xP2+D(E#

0XeA>m1Lr

0XeA>m1LrGFuZ4PPCD"^&D&\DFczLr#;x,

||,K~X&\,1C't/CLr1b)&\9CVdxC'DQz<D

(^#}g,|IT4FFczDZ?(^E""+d"MX0XeA>m1

LrD`4_#

b?x I;Zs5@p=.bDtIv-wi/iID(CLqxg#b?x~q9
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CVPDrXxy!a9,|(j<~qw"gSJ~M'zM Web /@w#

b9b?xH4(M,$(Pxg|-C#|JmP2,{fD3Woi")

&LMM'9C)9DrXx4NIt\DLqX5M?sD(E&x#

r,x(WWW)

9C`,j<q=4(D5(HTML)MCJD5(HTTP)D%`,SD~

qwMM'zDx4a9#S~qw=~qw0SD5=D5D4SDx4a

9NsXF* Web#

xgX7*;(NAT)

Tzm~qwM SOCKS ~qwa)|8wD!q#(}9;f]07a9D

xg%`,S,|9Ir/xgdC#NAT a)=vw*&\#|I#$#{

ZZ?xgKPD+C Web ~qw#NAT (}Jm+~qwD0f51X7

~XZT+2xgICDX7.s4a)KK#$#|9*Z?C'a)ZC

JrXxD,1~X(CZ? IP X7DzF#r*I~XC'D(CX7,

NAT ZJmZ?C'CJrXx~q1a)K#$#

E"| G|(PX_7-i(gT+xnF7r!PL)E"D}](#

ib(Cxg(VPN)

Gs5D(CZ?xD)9#IT(}+2xg(grXx)9C|,|5J

OG(}(C0m@14(D2+(C,S#VPN (}rXx,Sd|C'+

E"2+X+M=zD53#d|C'|(:

v 6LC'

v V'lB&

v 5qoiM)&L

rXx %`,SD+r0xJx1#;W-w&CLr,Jm,S=K0xJx1D

Fcz%`(E#rXxa)KI/@DE""D~+d"6LG<"gSJ

~"BEMd|~q#rXx##F*0xg1#

rXx~qw

(}rXxS\4TT&M'zLrDks"(}rXxl&G)M'zDL

r(rLr/)#IT+rXx~qw4wrXxM'zITf!rCJD>

c#;,D~qwLr'V;,D~q,gByv:

v /@(0w31T0d|DD5MTsD4S)#

v D~+d#}g,M'zITks+D~S~qw+MAM'z#CD~I

\Gm~|B"z7PmrD5#

v gSLq,gksE"r):z7D\&#

rXx~q)&L(ISP)

+z,S=rXxDi/,d==k>Xg0+>+z,S=+rg0xgD

==y>`,#

rXxM'z

9CrXxrrXx~qwLravks"SU4TrXx~qwLra{D

Lr(rC')#;,DM'zLrICZks;,`MDrXx~q#Web /

@wGM'zLrD;V`M#0D~+d-i1(FTP)Gm;V`M#

rXx\?;;(IKE)

IKE -ik IPSec ;p9C1,'V2+TX*DT/-LT0\?DT/z

IM"B#(#,IKE w*ib(C*xD;?V9C#
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rXx{F

G IP X7Dp{# IP X7T;V$D}Vq=vVRQTGd(g

10.5.100.75)#IT+K IP X78(*rXx{F,g

system1.vnet.ibm.com

rXx{F9;F*+^(r{#1z4=;rcf50CJRGDw31

1,0w3X718DGrXx{F,x;G IP X7,r*rXx{F|]W

Gd#

+^(r{P8v?V#}g,

system1.vnet.ibm.com

PgB8v?V:

com: yPDLqxg#r{Db?VIrXx(~z9(b?i/)V

d#T;,`MDxgVd;,DV{(g com CZL5,x edu C

ZL}z9)#

ibm: Ci/Dj6{#r{Db?V2IrXx(~z9Vd,xR|G

(;D#+@g;P;vi/_PCj6{

ibm.com

vnet: 53Z?DVi

ibm.com

Kj6{IZ?Vd#ibm.com D\m1I4(;vr`vVi#

system1:

vnet.ibm.com iZDrXxwz{F#

rXxwz

G,S=rXxrZ?xDFcz#rXxwzITKP;vTODrXx~

qwLr#}g,rXxwzITKP FTP ~qwTl&4T FTP M'z&

CLrDks#,;wzITKP HTTP Server Tl&4T9C Web /@w

DM'zDks#~qwLr(#Zwz53Ds((Tz&m==)KP#

r{~qw(DNS)

G+rXx{F*;* IP X7DrXxwz,##krXxODd| DNS ~

qwxP;%#}g,m` DNS ~qwIT6p

vnet.ibm.com

+G2m;P8v~qw*@dj{D IP X7:

system1.vnet.ibm.com

1,S=rXx1,rXxM'z9Cr{~qw7(#{kd(EDwz5

3D IP X7#

(P{F

(P{FG0O$PD1(CA)rd"v}V$iDvKr~qwD{F#

$ia)K{FT8>$iyP(#!vZ"v$iD CA D_T,(P{F

IT|(d|(^E"#

IP X7

0xJ-i1(IP)X7GZ TCP/IP xgO{KCJzD76(rXxG;v
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G#sD TCP/IP xg)#(#TrXx~qwVd;v(;D IP X7#rX

xM'zI9CY1+(;D"I ISP VdD IP X7#

IP gS[-

Y0*z(#END3v53(IP X7)4CJzD53D;Vs<#bvk

*I*3k_DKCzEND IP X7hCK53#7IwFlLQZd53P

9(K#$Tlb"\xgS[-s<#

IP }Kw

IP }Ka)@p=Dy>#$zF#|JmyZ IP a0Dj8E"7(Zd

O+M24w?#|#$2+xg;\9Cr%<u(g(h2+~qw)r

_TAn4SD<u(g IP X7gS[-)Db4_DVk#z&C+}K&

\?~4wG9(d|$_Dy>?~#|a)Kb)$_KPDy!a9,

"\x8us`}navDG(3k_DCJ#

IP }](

(} TCP/IP xg"MDE"%*#IP }]((VF*E"|)|,}]M(

7E"(g4 IP X7k?j IP X7)#

IPSec 'Vm~|Z IP cxP2+;;D;i-i#IPSec G iSeries Mm`d|5

3CZ4P VPN D;ij<#

SOCKS
SOCKS G(}2+xX+M TCP/IP w?DM'z/~qwe5a9#SOCKS

~qw4PDm`~qkzm~qw`,#

TCP/IP
GrXxOy9CDw*D(E-i#TCP/IP m>0+dXF-i/xJ-

i1#9ITZZ?xgO9C TCP/IP#

Web /@w

G HTTP M'z&CLr#Web /@wbM HTML TTC'T>,D>D

5#C'IT(}%w(!q)10D53xr4CJ,D>4STs#Cx

r##F*Hc#Internet Connection Web Explorer M Netscape Navigator M

G Web /@wD>}#
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