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Z 1 ?V WSV`L

WSVG;v(E,Sc(Kc),zIZxgPTd|{M07#9CWSVDxLI$tZ,;53Or

;,xgD;,53O#WSVTZ@"&CLrMxg&CLr<\PC#WSVJmzZ,;zwOr(

}xgZxL.d;;E",+$wVdAnP'Dzw,"\;\]WDCJPk}]#WSV&CLrS

Z(API)G TCP/IP Dxgj<#\`Yw53<'VWSV API#OS/400 WSV'V`V+dM*x-i#

WSV53/}MWSVxg/}G_L2+D#

WSV`LT>gN9CWSV API 4("6L_Lk>X_L.dD(E47#9C0/IoT731

(ILE)C DLr1I9CCE"*"WSV&CLr#9I(}d| ILE oT(g RPG)`4CZWSV

API Dzk#PX ILE RPG D|`E",N{ IBM l$i Who Knew You Could Do That with RPG IV?

A Sorcerer’s Guide to System Access and More#

Java 2'VWSV`LSZ#PXj8E",N{0E"PD1PD Java wb#

WSV`Lwb:

BPwba)K;)En"hF(iM>},Tozz*"WSV&CLr#N{:

v V5R2 DBvZ]

9CK3KbkWSV`LPXDB&\#>wba)K;)4S,b)4S8rD3fa)PXb)v

?&\D|Sj8DE"#

v r!>wb

9CK3r!rBXWSV`LE"D0IF2D5q=1(PDF)f>#

v WSV`LDHvu~

>wbV[Z9CWSV API `4&CLr.0XkjIDXhNq#

v y>WSVhF

>wba)ny>DWSV`MD>}LrDEv#9C8rY}5wy>WSVhF_TD>}Dy>

LrD4S#

v WSVEn

>wbhvO_6DWSVEn,g0l=dk/dv1(I/O)M Global Secure Toolkit(GSKit)#9C>

wbPD4S44ikb)En`X*Dy>Lr#

v WSV=8:4(&CLrTS\ IPv4 M IPv6 M'z

>wbhvk*9C AF_INET6 X75PDdMiv#b;X75PG V5R2 DBvZ],a)TxJ-

i V6(IPv6)D'V#IPv6 'V 128 ; IP X7#>wb9a)Kf.E"M8r>}LrD4S,zI

T9Cb)>}Lr45V9C AF_INET6 X75PDWSV&CLr#

v WSV&CLrhF(i

>wba)hF|P'DWSV&CLrDa>#

v >}:WSV&CLrhF

>wba)IC44(WSV&CLrD>}WSVLr#

":KE"|,>}zk#PX9Cb)y>LrDj8E",N{zk;#$ywE"#

v Xsockets $_

>wba) Xsockets $_Dhv,WSVLr1I9C Xsockets $_4oz*"WSV&CLr#9C>

wbPD4SDAPX20M9CC$_D8>E"#
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v I~qT$_

>wba)WSVDI~qT$_Dhv#

v `XE"

>wba)d|WSVE"D4SMhv#
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Z 1 B V5R2 DBvZ]

>wbDXcEZkT iSeries WSVDv?&\O#WSV`LE"|,y>M_6En,,19a)Ky>

LrMhF(i#Kb,*_6Mu6WSVLr1XBi/KWSV`LwbDa9#|9|,;)=8,

b)=8*&CLr1a)PX9CX(>}LrDf6#TBPmhvK;)BD iSeries WSVv?&\:

IPv6 'V

bG>"PfDBvZ],Lr1VZIT9CBD AF_INET6 X75P`4G)9C IPv6 X7D&CLr#

}K AF_INET6 X75P.b,VP API Q|D*'VBDX75P,,19mSKBD API "(eKB

Da9#

v AF_INET6 X75P

>wbhvBDX75P0dX7a9#

v =8:4(&CLrTS\ IPv4 M IPv6 M'z

>wbhvTBM'iv:Lr1rchF"`49C AF_INET6 X75PD&CLrTS\ IPv6 ,S#

>wb|,y>Lr,Lr1I|Db)LrTzc{GT:Dh*#

X/Open Single UNIX ® f6f]T

OS/400 WSVa)k X/Open Single UNIX f6f]D'V#OS/400 WSV;1Z|Da9"`M(eM&

\-MTkb)f6`%d#Lr1I!q9C1! OS/400 WSV(b)WSVGyZ Berkeley Software

Distributions (BSD) 4.3 WSVD)r8( _XOPEN_SOURCE jT!q UNIX 98 f]SZ#

v UNIX 98 f]T

>wbhv UNIX 98 ky> OS/400 WSV.dDnpMf]TJb#

02+WSVc1T\Dx

bG>"PfDBvZ],|(TSl2+,SYHT\=fD;)Dx#?0&CLr1I(} iSeries OD

}v%@DSZCJ SSL 'V:

1. Global Secure Toolkit(GSKit)API

2. SSL_ API

3. Java SSL SZ

Xsocket $_|B

Xsockets G>"PfDBvZ],|G;V;%=$_,Gf QUSRTOOL ;p;6D,VZI(} Web /

@wgf4CJ#Q-mSKBD8>E",TT>gN+C$_hC*9C Web /@w#9IS|nPgf

9CC$_;+G,;\SKBgfCJBv&\,g GSKit#PXb)|DDj8E",N{TBwb:

v Xsockets $_

}%T IPX/SPX M AF_NS X75PD'V

M V5R2 xT,IBM ;Y'V IPX M SPX -i#rK,+Z V5R2 P{C AF_NS X75P#1&CL

rT<9C socket ( ) API r* AF_NS( IPX/SPX)1+zI -1 5Xk,"RmsEhC*

EAFNOSUPPORT#
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Z 2 B r!>wb

Ii4rBX>D5D0IF2D5q=1(PDF)f>Tci4rr!#Xk20P Adobe® Acrobat® Reader

E\i4 PDF D~#IS http://www.adobe.com/prodindex/acrobat/readstep.html BX|D1>#

*i4rBX PDF f>,!qWSV`L#(444 KB,132 3)

*+ PDF #fZ$w>OTci4rr!:

1. Z/@wPr* PDF(%wTO4S)#

2. Z/@wDK%P,%wD~#

3. %wmf*...

4. /@Ak*#f PDF D?<#

5. %w#f#
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Z 3 B WSV`LDHvu~

Z`4WSV&CLr.0,XkHjIBP=h:

`kwhs

1. 20 QSYSINC b#Kba)`kWSV&CLr1h*DX*7D~#

2. 20 C `kwmILr(5722–CX2)#

AF_INET M AF_INET6 X75PDhs

}K`kwhs.b,9XkjIBP=h:

1. f. TCP/IP

2. 20 TCP/IP

3. WNdC TCP/IP

4. dCCZ IPv6 D TCP/IP#K=hGI!D#g{rc`49C AF_INET6 X75PD&CLr,r*

TCP/IP dC IPv6 SZ#

02+WSVc1(SSL)M Global Secure Toolkit (GSKit )API Dhs

}K`kwM AF_INET k AF_INET6 X7hs.b,9XkjIBPNqE\9C2+WSV:

1. 20MdC0}V$i\mw1mILr(5722 * SS1 !n 34)#PXj8E",N{0E"PD1PD

}V$i\m#

2. 200S\CJa)Lr1mILr(5722 - AC3)#

3. g{k*+ SSL kS\2~dO9C,h*20MdC 2058 Cryptographic Accelerator for iSeries r 4758

PCI Cryptographic Coprocessor for iSeries#2058 Cryptographic Accelerator Jmz+ SSL S\&mSYw

536X=(#PX 2058 Cryptographic Accelerator 0d&\?~Dj{hv,N{ 2058 Cryptographic

Accelerator for iSeries#I9C 4758 Cryptographic Coprocessor xP SSL S\&m;+G,k 2058 ;

,DG,K(a)K|`S\&\,gS\Mb\\?#PXK(D&\?~MdC=h,N{ 4758 PCI

Cryptographic Coprocessor for iSeries#

AF_TELEPHONY X75PDhs

g{rchF AF_TELEPHONY WSV(|9Cg0_),}K;chs.b,9XkjIBP=h#

1. f. IDSN ~qT7(zT ISDN ,SDhs#

2. y]f.E"dC IDSN 73#
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Z 4 B WSVGgN$wD?

WSV(#CZM'z/~qw;%wC#dM53dCG+~qwEZ;(zwO,x+M'zEZd|z

wO#M'zk~qw`,S,;;E",;sO*,S#

WSVP;vdMDB~w#Zfr,SDM'zA~qw#MP,~qwxLODWSVH}4TM'zD

ks#*K,~qwH("(s();vX7,M'zI9CKX74iR~qw#("X7.s,~qwH

}M'zks~q#1M'z(}WSV,SA~qw1,Ma"zM'zA~qw}];;#~qw4PM

'zDks"+&p"MXM'z#

":?0,IBM 'Vs?VWSV API D=vf>#1! OS/400 WSV9C Berkeley Socket Distribution

(BSD) 4.3 a9Mo(#y> OS/400 WSVk BSD 4.3 .dDnpZ Berkeley Socket Distribution(BSD)

f]TPwKEv#d|f>DWSV9Ck BSD 4.4 M UNIX 98 `LSZf6`f]Do(Ma9#

Lr1IT+ _XOPEN_SOURCE j8(*9C UNIX98 f]SZ#PXb) API 0a9TnpDhv,

N{ UNIX 98 f]T#

B<T>fr,SDWSVa0DdMB~w(0"vD/}rP)#<DBfG?vB~D5w#

fr,SDWSVDdMB~w:

1. socket() /}4((EKc"5Xm>CKcDWSVhv{#

2. g{&CLrPWSVhv{,|a+(;{Fs(ACWSV#~qwXks(;v{F,E\(}x

gCJC~qw#

© Copyright IBM Corp. 2001, 2002 9
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3. listen() /}8>S\M'z,SksDb8#ZTWSV"v listen() 1,CWSV;\w/Xt/,

Sks#Z9C socket() /}VdWSVR bind() /}+{Fs(ACWSV.s,"v listen() API#

Z"v accept() /}.0,Xk"v listen() /}#

4. M'z&CLrTwWSV9C connect() /}4("k~qwD,S#

5. ~qw&CLr9C accept() /}S\M'z,Sks#~qwXkHI&"v bind() M listen() /},

E\"v accept() #

6. ZwWSV.d(M'zk~qw.d)(",Ss,I9CNNWSV API }]+d/}#M'zM~

qwP`V}]+d/}IT!q,g send() "recv() "read()"write() 0d|/}#

7. 1~qwrM'zk*#9Yw1,a"v close() /}TMEWSVq!DyP53J4#

":

WSV API Z(E#MP;Z&CcM+dc.d#WSV API "G(E#MPD3;c#WSV API

Jm&CLrkdM(E#MD+dcrxgcxP;%#B<PD}7T>WSVD;CT0WSVa

)D(Ec#

(#,xgdC;Jm2+DZ?xgkM2+Db?xg.dD,S#+G,ItCWSVTckZ@p=

(G#2+Dwz)b?D53OKPD~qwLr(E#

WSV2G IBM D0`-i+d,x1(MPTN)e5a9D AnyNet 5VD;?V#MPTN e5a9a)

K(}=S+dxgT+dxgxPYwD\&T0Z;,`MD+dxgd,S&CLrD\&#

0E"PD1JmzT8V==CJ API N<E"#wbWSV API a)WSV/}Ma9DEv#g{k

*QwX( API rQw API `p,API E"a)K;%= API iRLr4-zz$w#
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Z 5 B WSVXw

WSV2mBPXw:

v WSVI{}m>#C{}F*WSVhv{#

v ;*xL#t8rWSVDr*4S,CWSVM;1fZ#

v I|{WSV"9C|k(ErPDd|WSVxP(E#

v 1~qwS\4TWSVD,SrkWSV;;{"1,WSVa4P(E#

v IIT4(WSV(vJCZ AF_UNIX X75PPDWSV)#

WSVa)D,SITGfr,SDr^,SD#fr,SD(E5>Q(",S,SB4aZLr.d("

T0#a)~q(~qwLr)DLr("ICWSV,+tCCWSVTS\kV,Sks#~qwIfb

XT|a)D~q8({F,bJmM'zj6ZN&q!C~qT0gN,SAC~q#~q(M'zL

r)DM'zXkks~qwLrD~q#M'z(},SA`l{Frk~qwLr8(D`l{F`X*

DtT4jIKNq#bk&g0Ek(j6{)"ka)~qDm;=(\@$)(",S``F#1tP

DSU=(~qw,Z>>}P*\@$)Tg0wv&p1,M("K,S#\@$i$zGq=o}7D

;=,"R;*+=h*,,Sa;1#Vn/4,#

^,SD(E5>;P(",S,2;aZKy!OxPNNT0r}]+d#xG~qwLr8(;v{F

4j6q!|D;C(G#`FZJd)#g{rEd";bE,z;\xT#$SU=\U=E#zI\h

*H}E~DX4#;Pn/D51,SI)}];;9C#

gN7(WSVXw

1&CLr4(xP socket() /}DWSV1,|Xk(}8(BPN}4j6CWSV:

v WSVX75P7(WSVDX7a9Dq=#>wb|,?vX75PDX7a9D>}#PXWSV

X7Da9D;c(e,N{WSVX7a9#

v WSV`M7(WSVD(EDZ{q=#

v 'VWSVD-i7(WSV9CD-i#

b)N}rXw(eWSV&CLrT0|kd|WSV&CLrxP;%D==#y]WSVDX75P,

IT!q;,DWSV`MM-i#BmT>`&DX75P0dX*WSV`MM-i:

m 1. WSVXwD\a

X75P WSV`M WSV-i

AF_UNIX SOCK_STREAM N/A

SOCK_DGRAM N/A

AF_INET SOCK_STREAM TCP

SOCK_DGRAM UDP

SOCK_RAW IP M ICMP

AF_INET6 SOCK_STREAM TCP

SOCK_DGRAM UDP

SOCK_RAW IP6 M ICMP6

AF_TELEPHONY SOCK_STREAM N/A

AF_UNIX_CCSID SOCK_STREAM N/A

SOCK_DGRAM N/A
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}Kb)WSVXwrN}.b,9Zf QSYSINC b;p;6Dxg}LM7D~P(eK#?5#PX7

D~Dhv,N{0E"PD1PDWSV API wbPP>Dvp API#?v API Z API hvDC(?V

PP>d`&7D~#

WSVxg}LJmWSV&CLrS DNS"wz"-i"~qMxgD~q!E"#PXb)}LDhv,

N{WSVxg}L#

WSVX7a9

WSV9C sockaddr X7a94"MMSUX7#Ka9;h*WSV API MITi/07q=#?0

OS/400 'V Berkeley Software Distributions(BSD)4.3 M X/Open Single Unix f6(UNIX 98)#y> OS/400

API 9C BSD 4.3 a9Mo(#I(}+ _XOPEN_SOURCE j(e*5 520 rTO4!q UNIX 98 f

]SZ#9CD?v BSD 4.3 WSVX7a9+aPH'D UNIX 98 a9#

m 2. BSD 4.3 k UNIX 98/BSD 4.4 WSVX7a9DHO

BSD 4.3 a9 BSD 4.4/UNIX 98 f]a9

struct sockaddr{
u_short sa_family;
char sa_data [14];

};

struct sockaddr_storage{
sa_family_t ss_family;
char _ss_pad1[_SS_PAD1SIZE];
char* _ss_align;
char _ss_pad2[_SS_PAD2SIZE];

};

struct sockaddr {
uint8_t sa_len;
sa_family_t sa_family
char sa_data[14]

};

struct sockaddr_storage {
uint8_t ss_len;
sa_family_t ss_family;
char _ss_pad1[_SS_PAD1SIZE];
char* _ss_align;
char _ss_pad2[_SS_PAD2SIZE];

};

m 3. X7a9

X7a9VN (e

sa_len KVN|, UNIX 98 f6DX7$H#

":sa_len VNv) BSD 4.4 f]T9C#;;(*9CK

VN,49GZ9C BSD 4.4/UNIX 98 f]T1#CVN

ZdkX7Oa;vT#

sa_family KVN(eX75P#K5GZ socket() wCOTX75P

8(D#

sa_data KVN|,*#fX7>mx#tD 14 VZ#

":14 VZD sa_data $HGX7D<;{#CX7I\,

vK$H#Ca9G;ca9,-rG|4(eX7Dq

=#X7Dq=GI*d4(WSVD+d`M(eD#?

v+da)Lr+Z`FDX7a9P(e+7q=Tzc

dX(07hs#+dGI socket() API OD-iN}5

j6D#
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m 3. X7a9 (x)

sockaddr_storage ywCZNNX75PX7Df"w#Ka9s=cTEB

NNX(Z-iDa9,"rd4k#;sI+d?F*M

* sockaddr a9TcZ API O9C#sockaddr_storage D

ss_family VN+\GrNNX(Z-iDa9D5PVN4

k#

WSVX75P

socket() ODX75PN}7(*ZWSV/}O9CDX7a9Dq=#X75P-ia)&CLr}]S

;v&CLr=m;v&CLr(rS,;(zwOD;vxL=m;vxL)Dxg+d#&CLrZWS

VD-iN}O8(xg+da)Lr#

socket() /}ODX75PN}(address_family)8(ZWSV/}O9CDX7a9#BPwbhv?vX

75P"|GDC("|GD`X-iT0`Xa9D>}:

v AF_INET X75P

v AF_INET6 X75P

v AF_UNIX X75P

v AF_UNIX_CCSID X75P

v AF_TELEPHONY X75P

AF_INET X75P

KX75Pa)Z,;53r;,53OKPDxLdD0xLd(E1#AF_INET WSVDX7|( IP X

7MKZE#I+ AF_INET WSVD IP X78(* IP X7(g 130.99.128.1)r 32 ;q=(g

X’82638001’)#

TZ9CxJ-i V4(IPv4)DWSV&CLr,AF_INET X75P9C sockaddr_in X7a9#Z9C

_XOPEN_SOURCE j1,AF_INET X7a9|D*k BSD 4.4/UNIX 98 f6f]#TZ sockaddr_in X7

a9,b)npZBmPwK\a:

m 4. BSD 4.3 k BSD 4.4/UNIX 98 Z sockaddr_in X7a9ODnp

BSD 4.3 sockaddr_in X7a9 BSD 4.4/UNIX 98 sockaddr_in X7a9

struct sockaddr_in {
short sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

struct sockaddr_in {
uint8_t sin_len;
sa_family_t sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

m 5. AF_INET X7a9

X7a9VN (e

sin_len KVN|, UNIX 98 f6DX7$H#

":sin_len VNv) BSD 4.4 f]T9C#;;(*9C

KVN,49GZ9C BSD 4.4/UNIX 98 f]T1#CV

NZdkX7Oa;vT#

sin_family KVN|,X75P,19C TCP r UDP 1,|\G*

AF_INET#
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m 5. AF_INET X7a9 (x)

sin_port KVN|,KZE#

sin_addr KVN|,rXxX7#

sin_zero KVNG#tD#+KVNhC*.yxFc#

PX9C AF_INET DE"M9C AF_INET X75PDy>LrDE",N{9C AF_INET X75P#

AF_INET6 X75P

KX75Pa)TxJ-i V6(IPv6)D'V#AF_INET6 X75P9C 128 ;(16 VZ)X7#b)X7

Dy>e5a9PD 64 ;CwxgE,mbD 64 ;CwwzE#I+ AF_INET6 X78(* x:x:x:x:x:x:x:x,

d P 0 x 1 m > X 7 D 8 v 1 6 ; D . y x F 5 # } g , P ' X 7 g B y > :

FEDC:BA98:7654:3210:FEDC:BA98:7654:3210#

TZ9C TCP"UDP r RAW DWSV&CLr,AF_INET6 X75P9C sockaddr_in6 X7a9#g

{9C _XOPEN_SOURCE j5V BSD 4.4/UNIX 98 f6,rKX7a9a|D#TZ sockaddr_in6 X7

a9,b)npZBmPwK\a:

m 6. BSD 4.3 k BSD 4.4/UNIX 98 Z sockaddr_in6 X7a9ODnp

BSD 4.3 sockaddr_in6 X7a9 BSD 4.4/UNIX 98 sockaddr_in6 X7a9

struct sockaddr_in6 {
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;
};

struct sockaddr_in6 {
uint8_t sin6_len;
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

m 7. AF_INET6 X7a9

X7a9VN (e

sin6_len KVN|, UNIX 98 f6DX7$H#

":sin6_len VNv) BSD 4.4 f]T9C#;;(*9C

KVN,49GZ9C BSD 4.4/UNIX 98 f]T1#CV

NZdkX7Oa;vT#

sin6_family KVN8( AF_INET6 X75P#

sin6_port KVN|,+dcKZ#

sin6_flowinfo KVN|,=?VE":w?`MwjE#

":KVN?0;\'V,R&hC*cTq!rOf]

T#

sin6_addr KVN8( IPv6 X7#

sin6_scope_id KVNkT sin6_addr VNP0kDX7wCr`&Xj6

;iSZ#

":KVN?0;\'V,R&hC*cTq!rOf]

T#
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AF_UNIX X75P

KX75Pa)Z,;53O9CWSV API xPD0xLd(E1#CX75JOG8rD~53P3nD

76{#IZy?<rNN*E=D~53P4(WSV,+ng QSYS r QDOC .`DD~53}b#C

LrXk+ AF_UNIX 4 SOCK_DGRAM WSVs(A;v{FTSUyP5XD}](#Kb,ZXUW

SV1,CLrXk9C unlink() API T=}%CD~53Ts#

xPX75P AF_UNIX DWSV9C sockaddr_un X7a9#g{9C _XOPEN_SOURCE j5V BSD

4.4/UNIX 98 f6,rKX7a9a|D#TZ sockaddr_un X7a9,b)npZBmPwK\a:

m 8. BSD 4.3 k BSD 4.4/UNIX 98 Z sockaddr_un X7a9ODnp

BSD 4.3 sockaddr_un X7a9 BSD 4.4/UNIX 98 sockaddr_un X7a9

struct sockaddr_un {
short sun_family;
char sun_path[126];

};

struct sockaddr_un {
uint8_t sun_len;
sa_family_t sun_family;
char sun_path[126];

};

m 9. AF_UNIX X7a9

X7a9VN (e

sun_len KVN|, UNIX 98 f6DX7$H#

":sun_len VNv) BSD 4.4 f]T9C#;;(*9C

KVN,49GZ9C BSD 4.4/UNIX 98 f]T1#CV

NZdkX7Oa;vT#

sun_family KVN|,X75P#

sun_path KVN|,8rD~53P3nD76{#

TZ AF_UNIX X75P,-if6;JC,-rG;Pf0-ij<#=vxL9CD(EzFGX(Zz

wD#

PX9C AF_UNIX DE",N{9C AF_UNIX X75P,|a)K9CKX75PDy>Lr#

AF_UNIX_CCSID X75P

AF_UNIX_CCSID 5Pk AF_UNIX X75Pf],+P;)^F#|G*4<G^,SD,*4<Gfr,

SD,"R;PNNb?(E/}a,Sb=vxL#npZZxPX75P AF_UNIX_CCSID DWSV9C

sockaddr_unc X7a9#KX7a9`FZ sockaddr_un,+|(}9C Qlg_Path_Name_T q=Jm9C

UNICODE rNN CCSID q=D76{#N{0E"PD1PD76{q=#

+G,IZ AF_UNIX WSVI\S AF_UNIX X7a9PD AF_UNIX_CCSID WSV5X76{,yT7

6s!G\^FD#AF_UNIX v'V9C 126 vV{,yT AF_UNIX_CCSID 2+^F*9C 126 vV{#

C'I\;aZ%vWSVO;; AF_UNIX M AF_UNIX_CCSID X7#g{Z socket() wCO8(K

AF_UNIX_CCSID,ZTsD API wCO,yPX7<XkG sockaddr_unc #

struct sockaddr_unc {
short sunc_family;
short sunc_format;
char sunc_zero[12];
Qlg_Path_Name_T sunc_qlg;
union {
char unix[126];
wchar_t wide[126];
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char* p_unix;
wchar_t* p_wide;
} sunc_path;
} ;

m 10. AF_UNIX_CCSID X7a9

X7a9VN (e

sunc_family KVN|,X75P,|\G* AF_UNIX_CCSID#

sunc_format KVN|,76{q=D=v(e5:

v SO_UNC_DEFAULT 9C/ID~5376{D101!

CCSID 8>m76{#vT sunc_qlg VN#

v SO_UNC_USE_QLG 8> sunc_qlg VN(e76{D

q=M CCSID#

sunc_zero KVNG#tD#+KVNhC*.yxFc#

sunc_qlg KVN8(76{q=#

sunc_path KVN|,76{#n`|, 126 vV{,b)V{ITG

%VZr+VZD#|IT|,Z sunc_path VNP,r%

@8("I sunc_path 8r|#Cq=GI sunc_format M

sunc_qlg 7(D#

PX AF_UNIX_CCSID WSVD|`E",N{9C AF_UNIX_CCSID X75P,|a)K;vy>Lr#

AF_TELEPHONY X75P

AF_TELEPHONY X75PJmC'(}9Cj<WSV API D ISDN g0xg&Er&pg0tP#ZK

rPiI,SKcDWSV5JOGg0tPD;tP=MtP=#KX75PDX7I 40 ;g0Ekm>#

(#aZ*"+f'V19CKX75P#

53v'V AF_TELEPHONY WSVw*fr,SDWSV,dWSV`M* SOCK_STREAM#g0rWS

VPD,S";Hy>g0,SI?#g{k*#$+M,Xk9Ca)b)~qD&CLr,g9CKX7

5PD+f&CLr#

xP AF_TELEPHONY X75PDWSV9C sockaddr_tel X7a9:

struct sockaddr_tel {
short stel_family;
struct tel_addr stel_addr;
char stel_zero[4];

};

g0X7|( 2 VZ$H,szn` 40 ;Dg0Ek(0 A 9)#

struct tel_addr {
unsigned short t_len
char t_addr[40];

};

m 11. AF_TELEPHONY X7a9

X7a9VN (e

stel_family KVN|,X75P#

stel_addr KVN|,g0X7#

stel_zero KVNG#tVN#
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PX AF_TELEPHONY X75PD|`E",N{9C AF_TELEPHONY X75P,|a)PXdC73T

c9C AF_TELEPHONY X75PD=h#

WSV`M

WSVwCODZ~vN}7(WSVD`M#WSV`Mj6+TS;(zwAm;(zwrS;vxLA

m;vxLD}]+dtCD,SD`MMXw#TBPmhv iSeries 'VDWSV`M:

w(SOCK_STREAM)

K`MDWSVGfr,SD#(}9C bind() "listen() "accept() M connect() /}4("K=K,S#

SOCK_STREAM "M}]x;"MmsrX4Z],"4"MNrSU}]#SOCK_STREAM 9(w?XF

T\b}]}Y#|"4T}]?FG<_g#SOCK_STREAM +}]SwVZw#Z iSeries 5VP,I(

}0+dXF-i1(TCP)"053xge5a9 1(SNA)"AF_UNIX"AF_UNIX_CCSID M AF

TELEPHONY WSV9CwWSV#9I9CwWSVk2+wz(@p=)b?D53(E#

}]((SOCK_DGRAM)

Z0xJ-i1uoP,}]+dDy>%;G}](#|y>OG;v(7,sz;)}]#}](WSV

G^,SD#|;a9C+da)Lr(-i)("NNK=K,S#WSV+}](w*@"DE"|"

M,;T+MwNN#$#zI\a*'}]r9}]X4#}](=o1I\aNrlR#}](Ds!;

^F*IZ%vBqP"MD}]s!#TZ3)+da)Lr,?v}](<I(}xg9C;,D7I#

ITK`MDWSV"v connect() /}#+G,Z connect() /}O,Xk8(Lr"MAD?jX7M

SdSUD?jX7#Z iSeries 5VP,I(}C'}](-i(UDP)"SNA T0 AF_UNIX M

AF_UNIX_CCSID X75P49C}](WSV#

-<(SOCK_RAW)

K`MDWSVJm1SCJMc-i,gxJ-i(IPv4 r IPv6)MrXxXF(D-i(ICMP r

ICMP6)#SOCK_RAW h*O`D`L-i,-rGh*\m+da)Lr9CD-i7E"#Zb;cP,

+da)LrI\a*s?jX7X(Z+da)LrD}]q=Moe#

WSV-i

-ia)S;(zwAm;(zw(rZ,;zwZS;vxLAm;vxL)D&CLr}]Dxg+d#

&CLrZ socket() /}D-iN}O8(+da)Lr#

TZ AF_INET X75P,Jm9C`v+da)Lr#TZ,;WSV,SNA"TCP/IP r UDP/IP -iIT

,1&Zn/4,#ALWANYNET(Jm ANYNET 'V)xgtTJmM'!qGqIT AF_INET WSV

&CLr9C;,Z TCP/IP D+d#KxgtTITG *YES r *NO#1!5* *NO#

}g,g{104,(1!4,)* *NO,r;\9CyZ SNA +dD AF_INET#g{v9CyZ TCP/IP

+dD AF_INET WSV,r ALWANYNET 4,&hC* *NO TDx CPU {CJ#

":ALWANYNET xgtT9a0lyZ TCP/IP D APPC#

PX APPC dC!nDE",N{dC APPC"APPN M HPR#

yZ TCP/IP D AF_INET WSV9I8(`M SOCK_RAW,bm>WSV1SkF*xJ-i(IP)Dx

gc(E#TCP r UDP +da)Lr(#kb;c(E#Z9C SOCK_RAW WSV1,&CLr8( 0

k 255 .dDNN-i(TCP M UDP -i}b)#1zw(}xgxP(E1,K-iEMawk IP 7#

5JO,&CLrMG+da)Lr,-rG|Xka) UDP r TCP +d(#ivBa)DyP+d~q#
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TZ AF_UNIX"AF_UNIX_CCSID M AF_TELEPHONY X75P,-if6"^5Jbe,-rG;Pf0

-ij<#,;zwOD=vxLdD(EzFGX(ZzwD#

18 iSeries: WSV`L



Z 6 B y>WSVhF

>wba)9Cny>hFDWSVLrD>}#b)>}*O4SDWSVhFa)y!#|G5VKOv

wb?wD;)y>En#BPy>Lra)n#{`MDWSVLrD>}#

v 4(fr,SDWSV

v 4(^,SDWSV

v hF9CX75PD&CLr

4(fr,SDWSV

b)~qwMM'z>}Y}5wK*fr,SD-i(g+dXF-i(TCP))`4DWSV API#

B<Y}5wKfr,SD-iDWSV API DM'z/~qwX5#
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WSVB~w:fr,SD~qw

TBWSVwCrPa)<NDhv#|9hvKZfr,SDhFP~qwkM'z&CLr.dDX5#

?;iw|,8rPXX( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9

Cb)4S#>}:fr,SD~qw9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. setsockopt() /}JmZXhDH}1d=Z.0XBt/~qw1X49C>XX7#

3. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#ZK>}P,C'+ s_addr hC*c,b

JmS8(KZ 3005 DNN IPv4 M'z(",S#

4. listen() Jm~qwS\kVM'z,S#ZK>}P,"8hC* 10#bm>53+T 10 vkV,Sk

sxPES,;sE*<\xkVks#

5. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

6. select() /}JmxLH}B~"z"ZB~"z1=QxL#ZK>}P,v1}]IA1,53Ea(

*xL#TK!qwC9C 30 k,1#

7. recv() /}SM'z&CLrSU}]#ZK>}P,RG*@M'z+"M,} 250 VZD}]#H;

gK,MIT9C SO_RCVLOWAT WSV!n8(ZyP 250 VZ}]<=o.0;*=Q recv() #

8. send() /}+}]X+AM'z#

9. close() /}XUyPr*DWSVhv{#

WSVB~w:fr,SDM'z

>}:fr,SDM'z9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. ZM'z>}LrP,g{+]A inet_addr() /}D~qwV{.;GcV.xF IP X7,rY(|

G~qwDwz{#ZbVivB,9C gethostbyname() /}4lw~qwD IP X7#

3. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

4. send() /}+ 250 VZD}]"MA~qw#

5. recv() /}H}~qwX+ 250 VZD}]#ZK>}P,RG*@~qw}rcl&U"MD`, 250

VZ#ZM'z>}P,250 VZD}]I\V0Z;,E"|P=o,yTRG+X49C recv() /}

1=yP 250 VZ}]<=o*9#

6. close() /}XUyPr*DWSVhv{#

>}:fr,SD~qw

TBzk>}T>gN4(fr,SD~qw#I9CK>}44(zT:DWSV~qw&CLr#fr,

SD~qwhFGWSV&CLrDn#{#M.;#Zfr,SDhFP,~qw&CLr4(WSVTS

\M'zks#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides a code for a connection-oriented server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program . */
/**************************************************************************/
#include <stdio.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
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/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length, on=1;
char buffer[BUFFER_LENGTH];
fd_set read_fd;
struct timeval timeout;
struct sockaddr_in serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to */
/* be reused when the server is restarted before the required wait */
/* time expires. */
/********************************************************************/
rc = setsockopt(sd, SOL_SOCKET, SO_REUSEADDR, (char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt(SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* s_addr to zero, which allows connections to be established from */
/* any client that specifies port 3005. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
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break;
}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;

}

/********************************************************************/
/* The select() function allows the process to wait for an event to */
/* occur and to wake up the process when the event occurs. In this */
/* example, the system notifies the process only when data is */
/* available to read. A 30 second timeout is used on this select */
/* call. */
/********************************************************************/
timeout.tv_sec = 30;
timeout.tv_usec = 0;

FD_ZERO(&read_fd);
FD_SET(sd2, &read_fd);

rc = select(sd2+1, &read_fd, NULL, NULL, &timeout);
if (rc < 0)
{

perror("select() failed");
break;

}

if (rc == 0)
{

printf("select() timed out.\n");
break;

}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up until*/
/* all 250 bytes of data have arrived. */
/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
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{
perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
if (sd2 != -1)

close(sd2);
}

>}:fr,SDM'z

TB>}T>Zfr,SDhFPgN4(WSVM'zLrT,Sfr,SD~qw#~q(M'zLr)

DM'zXkks~qwLrD~q#I9CKzk>}4`4zT:DM'z&CLr#PX9Czk>}

DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides a code for a connection-oriented client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
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#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or */
/* set the server name in the #define */
/* SERVER_NAME. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
char server[NETDB_MAX_HOST_NAME_LENGTH];
struct sockaddr_in serveraddr;
struct hostent *hostp;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = inet_addr(server);
if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR_NONE)
{

/*****************************************************************/
/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
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/* server. */
/*****************************************************************/

hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy(&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection\n");
break;

}
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/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}

4(^,SDWSV

^,SDWSV;a(",S,2;aZKy!O+dNN}]#xGI~qw&CLr8(d{F,M'z

IZC;C"Mks#^,SDWSV9CC'}](-i(UDP)x;G TCP/IP#>}:^,SD~qwM

>}:^,SDM'zY}5wK*C'}](-i(UDP)`4DWSV API#

B<Y}5wK^,SDWSVhFDzk>}P9CDWSV API PDM'z/~qwX5#

WSVB~w:^,SD~qw

TBWSVwCrPa)<NDhv0BP>}Lr#|9hv^,SDhFPD~qwkM'z&CLr.

dDX5#?;iw|,8rPXX( API D9C"bBnD4S#g{h*PX9CX( API D|`j8

E",I9Cb)4S#>}:^,SD~qw9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP UDP +d

(SOCK_DGRAM)D INET(xJ-i)X75P#
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2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#ZK>}P,C'+ s_addr hC*c,b

m> UDP KZ 3555 +s(A53ODyP IPv4 X7#

3. ~qw9C recvfrom() /}4SUC}]#recvfrom() /}^^ZH}}]=o#

4. sendto() /}+}]X+AM'z#

5. close() /}axyPr*DWSVhv{#

WSVB~w:^,SDM'z

>}:^,SDM'z9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP UDP +d

(SOCK_DGRAM)D INET(xJ-i)X75P#

2. ZM'z>}LrP,g{+]A inet_addr() /}D~qwV{.;GcV.xF IP X7,rY(|G

~qwDwz{#ZbVivB,9C gethostbyname() /}4lw~qwD IP X7#

3. 9C sendto() /}+}]"MA~qw#

4. 9C recvfrom() /}SUS~qw5XD}]#

5. close() /}axyPr*DWSVhv{#

>}:^,SD~qw

I9CC>}4(zT:D^,SD~qwhF#K>}9C UDP 4(^,SDWSV~qwLr#PX9

Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides a code for a connectionless server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc;
char buffer[BUFFER_LENGTH];
struct sockaddr_in serveraddr;
struct sockaddr_in clientaddr;
int clientaddrlen = sizeof(clientaddr);

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{
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/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_DGRAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* s_addr to zero, which means that the UDP port of 3555 will be */
/* bound to all IP addresses on the system. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The server uses the recvfrom() function to receive that data. */
/* The recvfrom() function waits indefinitely for data to arrive. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&clientaddr,
&clientaddrlen);

if (rc < 0)
{

perror("recvfrom() failed");
break;

}

printf("server received the following: <%s>\n", buffer);
printf("from port %d and address %s\n",

ntohs(clientaddr.sin_port),
inet_ntoa(clientaddr.sin_addr));

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&clientaddr,
sizeof(clientaddr));

if (rc < 0)
{

perror("sendto() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);
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/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}

>}:^,SDM'z

TB>}T>gN9C UDP +^,SDWSVM'zLr,SA~qw#PX9Czk>}DE",N{z

k;#$yw#

/**************************************************************************/
/* This sample program provides a code for a connectionless client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or */
/* set the server name in the #define */
/* SERVER_NAME */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd, rc;
char server[NETDB_MAX_HOST_NAME_LENGTH];
char buffer[BUFFER_LENGTH];
struct hostent *hostp;
struct sockaddr_in serveraddr;
int serveraddrlen = sizeof(serveraddr);

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0)
{
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perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = inet_addr(server);
if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR_NONE)

{
/*****************************************************************/
/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */
/*****************************************************************/
hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d\n", h_errno);
break;

}

memcpy(&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/
/* Initialize the data block that is going to be sent to the server */
/********************************************************************/
memset(buffer, 0, sizeof(buffer));
strcpy(buffer, "A CLIENT REQUEST");

/********************************************************************/
/* Use the sendto() function to send the data to the server. */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,
sizeof(serveraddr));

if (rc < 0)
{

perror("sendto() failed");
break;

}

/********************************************************************/
/* Use the recvfrom() function to receive the data back from the */
/* server. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,
& serveraddrlen);

if (rc < 0)
{

perror("recvfrom() failed");
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break;
}

printf("client received the following: <%s>\n", buffer);
printf("from port %d, from address %s\n",

ntohs(serveraddr.sin_port),
inet_ntoa(serveraddr.sin_addr));

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}
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IPPROTO_IPV6 cWSV!n IPV6_V6ONLY xP^D#8uyP&CLr<;h**@|GkD;`MD

ZcxP;%#+G,TZ75h**@b;cD&CLr,a)KZ <ne t i ne t / i n . h> P(eD

IN6_IS_ADDR_V4MAPPED() j#

g{#{Kb IPv4 k IPv6 D|*j8DHO,N{0E"PD1PDHO IPv4 k IPv6#KE"HOb=

V-i.dDX+#

PX AF_INET6 WSV,1k IPv4 M IPv6 Zc(ED>}LrMhv,N{4(&CLrTS\ IPv4 M

IPv6 M'z#

IPv6 ^F

?0Z V5R2 P,OS/400 T IPv6 D'VZ3)&\OPy^F#BmP>b)^F0dTWSVLr1D

0l#

m 12. IPv6 ^FM0l

^F 0l

IPv6 ;'VVNf"# AF_INET6(SOCK_DGRAM);&T<"Ms!,}SZ

D MTU u%7s!D}](#

;'V IPv6 Nbc%# ;\,SAr"MANbc%X7#

;'V IPv6 `cc%# ;\"MrSU`cc%}](#

iSeries wzm;'V IPv6 X7# getaddrinfo() M getnameinfo() API +^(ZwzmPR

= IPv6 X7#b) API ;\Z DNS PiRX7#

gethostbyname() M gethostbyaddr() API v'V IPv4 X

7bv#

g{h* IPv6 X7bv,9C getaddr in fo ( ) M

getnameinfo() API#

9C AF_UNIX X75P

AF_UNIX X75P(9C AF_UNIX r AF_UNIX_CCSID X75PDWSV)ITGfr,SD(`M

SOCK_STREAM),2ITG^,SD(`M SOCK_DGRAM)#=V`M<\I?,-rG;P,S=vx

LDb?(E/}#
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UNIX r}](WSVDKP==k UDP }](WSVPy;,#hz UDP }](WSV,M'zLrM

;XwC bind() /},-rG53aT/8(49CDKZE#ZG~qwI+}]("MXCKZE#+

G,9C UNIX r}](WSV,53;aT/8(M'zD76{#rK,9C UNIX r}](DyPM

'zLrXkwC bind() /}#ZM'zD bind() O8(D+776{MG+]A~qwD76{#rK,

g{M'z8(`T76{(4,"GT / *7D+^(76{),}G~qwT,;10?<KP,qr|

;\rM'z"M}](#

&CLrI\TKX75P9CD>}76{MG /tmp/myserver r servers/thatserver#hz servers/thatserver,

I9C"G+^((48( /)D76{#bm>CnZD~53cNa9PD;C&y]10$w?<7(#

":D~53PD76{GtCK NLS D#

B<Y}5wK AF_UNIX X75PDM'z/~qwX5#PX+73hC*9C AF_UNIX X75PDj

8E",N{WSV`LDHvu~#

WSVB~w:9C AF_UNIX X75PD~qw&CLr

>}:9C AF_UNIX X75PD~qw&CLr9CTB/}wCrP:

1 . s o c k e t ( ) / } 5 X m > K c D W S V h v { # C o d 9 j 6 + T K W S V 9 C x P w + d

(SOCK_STREAM)D UNIX X75P#C/}5Xm>KcDWSVhv{#9I9C socketpair() /

}u</ UNIX WSV#

AF_UNIX r AF_UNIX_CCSID G'V socketpair() /}D(;X75P#socketpair() /}5X4|

{DMQ,SDWSVhv{#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#
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UNIX rWSVD{FUdI76{iI#1WSVLrwC bind() /}1,aZD~53?<P4(;

n#g{76{QfZ,r bind() '\#rK,UNIX rWSVLr&\GwC unlink() /}TZax

1}%C?<n#

3. listen() Jm~qwS\kVM'z,S#ZK>}P,"8hC* 10#bm>53+T 10 vkV,Sk

sES,;sE*<\xkVks#

4. recv() /}SM'z&CLrSU}]#ZK>}P,RG*@M'z+"M,} 250 VZD}]#H;

gK,MIT9C SO_RCVLOWAT WSV!n8(ZyP 250 VZ}]<=o.0;*=Q recv() #

5. send() /}+}]X+AM'z#

6. close() /}XUyPr*DWSVhv{#

7. unlink() /}SD~53}% UNIX 76{#

WSVB~w:9C AF_UNIX X75PDM'z&CLr

>}:9C AF_UNIX X75PDM'z&CLr9CTB/}wCrP:

1 . s o c k e t ( ) / } 5 X m > K c D W S V h v { # C o d 9 j 6 + T K W S V 9 C x P w + d

(SOCK_STREAM)D UNIX X75P#C/}5Xm>KcDWSVhv{#9I9C socketpair() /

}u</ UNIX WSV#

AF_UNIX r AF_UNIX_CCSID G'V socketpair() /}D(;X75P#socketpair() /}5X4|

{DMQ,SDWSVhv{#

2. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

3. send() /}"M8(D 250 VZ}],C}]GZ~qw&CLrP9C SO_RCVLOWAT WSV!n

8(D#

4. recv() /};1-7,1=yP 250 VZ}]<=o*9#

5. close() /}XUyPr*DWSVhv{#

>}:9C AF_UNIX X75PD~qw&CLr

K>}* AF_UNIX X75Pa)y>~qw#AF_UNIX X75P9CDm`WSVwCkd|X75P;

y,+|9C76{a94j6~qw&CLr#BPy>Lr9C AF_UNIX X75P#PX9Czk>}

DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code for aserver application that uses */
/* AF_UNIX address family */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
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/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length;
char buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
strcpy(serveraddr.sun_path, SERVER_PATH);

rc = bind(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;
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}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{
}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/
/* Remove the UNIX path name from the file system */
/***********************************************************************/
unlink(SERVER_PATH);

}

>}:9C AF_UNIX X75PDM'z&CLr

K>}* AF_UNIX X75Pa)y>M'z&CLr#AF_UNIX X75P9CDm`WSVwCkd|X

75P;y,+|9C76{a94j6~qw&CLr#TBy>Lr9C AF_UNIX X75P44(M'

zk~qwD,S#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code for a client application that uses */
/* AF_UNIX address family */
/**************************************************************************/
/**************************************************************************/
/* Header files needed for this sample program */
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/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

/* Pass in 1 parameter which is either the */
/* path name of the server as a UNICODE */
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
if (argc > 1)

strcpy(serveraddr.sun_path, argv[1]);
else

strcpy(serveraddr.sun_path, SERVER_PATH);

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("connect() failed");
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break;
}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection\n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}

9C AF_UNIX_CCSID X75P

AF_UNIX_CCSID X75PWSV9CDf6k AF_UNIX X75PWSV`,#I+|GCZfr,SDr

^,SD,"a),;53OD(E#PXj8E",N{9C AF_UNIX X75P#

Z9C AF_UNIX_CCSID WSV&CLr.0,&Kb Qlg_Path_Name_T a9T7(dvq=#PXj8

E",N{0E"PD1PD0API N<E"1PD76{a9#
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Z9CdvX7a91(gS accept() "getsockname() "getpeername() "recvfrom() M recvmsg() 5X

DdvX7a9),&CLrXkliWSVX7a9(sockaddr_unc)T7(dq=#sunc_format M sunc_qlg

VN7(76{Ddvq=#+WSV;;(*Tdv9C&CLrZdkX7O9CD5#

WSVB~w:9C AF_UNIX_CCSID X75PD~qw&CLr

>}:9C AF_UNIX_CCSID X75PD~qw&CLr9CTB/}wCrP:

1 . s o c k e t ( ) / } 5 X m > K c D W S V h v { # C o d 9 j 6 + T K W S V 9 C x P w + d

(SOCK_STREAM)D UNIX_CCSID X75P#9I9C socketpair() /}u</ UNIX WSV#

AF_UNIX r AF_UNIX_CCSID G'V socketpair() /}D(;X75P#socketpair() /}5X4|

{DMQ,SD=vWSVhv{#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

UNIX rWSVD{FUdI76{iI#1WSVLrwC bind() /}1,aZD~53?<P4(;

n#g{76{QfZ,r bind() '\#rK,UNIX rWSVLr&\GwC unlink() /}TZax

1}%C?<n#

3. listen() Jm~qwS\kVM'z,S#ZK>}P,"8hC* 10#bm>53+T 10 vkV,Sk

sES,;sE*<\xkVks#

4. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

5. recv() /}SM'z&CLrSU}]#ZK>}P,RG*@M'z+"M,} 250 VZD}]#H;

gK,MIT9C SO_RCVLOWAT WSV!n8(ZyP 250 VZ}]<=o.0;*=Q recv() #

6. send() /}+}]X+AM'z#

7. close() /}XUyPr*DWSVhv{#
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8. unlink() /}SD~53}% UNIX 76{#

WSVB~w:9C AF_UNIX_CCSID X75PDM'z&CLr

>}:9C AF_UNIX_CCSID X75PDM'z&CLr9CTB/}wCrP:

1 . s o c k e t ( ) / } 5 X m > K c D W S V h v { # C o d 9 j 6 + T K W S V 9 C x P w + d

(SOCK_STREAM)D UNIX X75P#C/}5Xm>KcDWSVhv{#9I9C socketpair() /

}u</ UNIX WSV#

AF_UNIX r AF_UNIX_CCSID G'V socketpair() /}D(;X75P#socketpair() /}5X4|

{DMQ,SDWSVhv{#

2. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

3. send() /}"M8(D 250 VZ}],C}]GZ~qw&CLrP9C SO_RCVLOWAT WSV!n

8(D#

4. recv() /};1-7,1=yP 250 VZ}]<=o*9#

5. close() /}XUyPr*DWSVhv{#

>}:9C AF_UNIX_CCSID X75PD~qw&CLr

BPy>Lr9C AF_UNIX_CCSID X75P#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code for a server application for */
/* AF_UNIX_CCSID address family. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/unc.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length;
char buffer[BUFFER_LENGTH];
struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */

40 iSeries: WSV`L



/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sunc_family = AF_UNIX_CCSID;
serveraddr.sunc_format = SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID = 500;
serveraddr.sunc_qlg.Path_Type = QLG_PTR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);
serveraddr.sunc_path.p_unix = SERVER_PATH;

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;

}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{
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perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/
/* Remove the UNIX path name from the file system */
/***********************************************************************/
unlink(SERVER_PATH);

}

>}:9C AF_UNIX_CCSID X75PDM'z&CLr

BPy>Lr9C AF_UNIX_CCSID X75P#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code for a client application for */
/* AF_UNIX_CCSID address family. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

42 iSeries: WSV`L



#include <string.h>
#include <wcstr.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/unc.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

/* Pass in 1 parameter which is either the */
/* path name of the server as a UNICODE */
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sunc_family = AF_UNIX_CCSID;
if (argc > 1)
{

/* The argument is a UNICODE path name. Use the default format */
serveraddr.sunc_format = SO_UNC_DEFAULT;
wcscpy(serveraddr.sunc_path.wide, (wchar_t *) argv[1]);

}
else
{

/* The local #define is CCSID 500. Set the Qlg_Path_Name to use */
/* the character format */
serveraddr.sunc_format = SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID = 500;
serveraddr.sunc_qlg.Path_Type = QLG_CHAR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);
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strcpy((char *)&serveraddr.sunc_path, SERVER_PATH);
}
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection\n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}
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9C AF_TELEPHONY X75P

g0X75P(9C AF_TELEPHONY X75PDWSV)JmC'(}9Cj<WSV API DQ,S ISDN

g0xgt/(&E)MjI(&p)g0tP#ZKrPiI,SKcDWSV5JOGg0tPD;tP

=(;/Kc)MtP=(w/Kc)#AF_TELEPHONY X7MGI sockaddr_tel X7a9P|,Dn` 40

;(0 A 9)iIDg0Ek#

v'V AF_TELEPHONY WSVw*fr,SD(`M SOCK_STREAM)WSV#b)WSVDoeM/}

`FZd|fr,SD-iDoeM/}#w*npZZg0rPD,S";Hy>g0,SI?#g{Z{

P#$D+M,XkZ&CLr6pjI,gZ9CK5PD FAX &CLrP#xR,xb}]DEnZg

0X75PP;\'V#

AF_TELEPHONY WSVXkHkxgg0h8(_-OMGg0)`X*,E\t/rjI,S#9CXb

ioctl() |n SIOCSTELRSC(hCg0J4)4("KX*#XkHdCb)h8"9d<8MwT)9C,

;s"vK|n#

Z(" SIOCSTELRSC ioctl() wC.0,&CLrXkbvh8{#h8{Xkbv*538k,RXk+K

8kCw SIOCSTELRSC |nDdk#

h8+#tkWSVDX*,1=XUWSV*9#ns,I9C;vWSVX*`vh8#K`nX*Jm

&CLr(}%vWSVZ`vh8Ol}M&pwC#

B<Y}5wKk AF_TELEPHONY X75PdO9CDWSVwCDX5#PX+73hC*9C AF_UNIX

X75PDj8E",N{WSV`LDHvu~#
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WSVB~w:9C AF_TELEPHONY X75PDM'z

>}:(" AF_TELEPHONY ,S9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#

2. Xk(}+h8{bv*538k"kTCksnda9Tc+WSVkh8`X*#"v ioctl() /}T

X*h8M538k#

3. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

4. send() /}+"M:exDZ]"MAM'z#

5. recv() /}SM'z&CLrSU}]

6. close() /}XUyPr*DWSVhv{#

WSVB~w:9C AF_TELEPHONY X75PD~qw&CLr

>}:S\ AF_TELEPHONY ,S9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#

2. Xk(}+h8{bv*538k"kTCksnda9Tc+WSVkh8`X*#"v ioctl() /}T

X*h8M538k#

3. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

4. listen() Jm~qwS\kVM'z,S#

5. ~qw9C accept() /}S\kV,Sks#

6. recv() /}SM'z&CLrSU}]

7. send() /}+"M:exDZ]"MAM'z#

8. close() /}XUyPr*DWSVhv{#

>}:(" AF_TELEPHONY ,S

LrI(}g0rWSV`%(E#9CBPzktCWSVTckM'z(",S#PX9Czk>}DE

",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code to make AF_TELEPHONY connections. */
/**************************************************************************/

#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions */
#include <miptrnam.h> /* Pointer types */

#include <sys/socket.h> /* Sockets */
#include <nettel/tel.h> /* Telephony address family */
#include <errno.h> /* Error codes */
#include <sys/ioctl.h> /* Error codes */

int main() {
/******************************************************************/
/* Miscellaneous declares */
/******************************************************************/
int xSock, xRC, xLength;

/******************************************************************/
/* Resolve device name to system pointer */
/******************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="FRED "; /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/******************************************************************/
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/* Socket address structure */
/******************************************************************/
struct sockaddr_tel xAddr;

/******************************************************************/
/* Buffers */
/******************************************************************/
char pSendBuffer[1024];
char pRecvBuffer[1024];

/******************************************************************/
/* Open a socket */
/******************************************************************/
xSock = socket(AF_TELEPHONY,SOCK_STREAM,0);
if (xSock<0) {
perror("socket() failed");
return(-1);
}

/******************************************************************/
/* Associate the socket with a device */
/* ...resolve the device name to a system pointer */
/* ...fill in the structure for this request */
/* ...issue the ioctl to perform the association */
/******************************************************************/
memset(&xTemp,0x00,sizeof(xTemp));
memcpy(xTemp.Obj.Name, pName, 30);
xTemp.Obj.Type_Subtype = WLI_DEVD;
xTemp.Auth = _AUTH_NONE;
_RSLVSP2(&pDev,&xTemp);

memset(&xResource,0x00,sizeof(xResource));
xResource.trCount=1;
xResource.trResourceList=&pDev;

xRC=ioctl(xSock,SIOCSTELRSC,&xResource);
if (xRC<0) {

perror("ioctl() failed");
close(xSock);
return(-1);

}

/******************************************************************/
/* Connect to a remote resource (dial a call) */
/******************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_len=11;
memcpy(xAddr.stel_addr.t_addr,"18005551212",11);
xRC=connect(xSock,(struct sockaddr*)&xAddr,sizeof(xAddr));
if (xRC<0) {

perror("connect() failed");
close(xSock);
return(-1);

}

/******************************************************************/
/* Send the contents of the send buffer */
/******************************************************************/
xRC=send(xSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");
close(xSock);
return(-1);

}

Z 6 B y>WSVhF 47



/******************************************************************/
/* Receive a reply */
/******************************************************************/
xRC=recv(xSock,pRecvBuffer,1024,0);
if (xRC<0) {

perror("recv() failed");
close(xSock);
return(-1);
}

/******************************************************************/
/* All done, close and return */
/******************************************************************/
close(xSock);
return(0);

}

>}:S\ AF_TELEPHONY ,S

AF_TELEPHONY X75PCZ9Cg0Ekj6WSVD&CLr#KX75Pw*CZ+f&CLr#L

rI(}g0rWSV`%(E#9CBPzktCWSVTcS\4T~qwD,S#PX9Czk>}D

E",N{zk;#$yw#

/**************************************************************************/
/* This sample program provides code to accept AF_TELEPHONY connections. */
/**************************************************************************/
#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions */
#include <miptrnam.h> /* Pointer types */

#include <sys/socket.h> /* Sockets */
#include <nettel/tel.h> /* Telephony address family */
#include <errno.h> /* Error codes */
#include <sys/ioctl.h> /* Error codes */

int main() {

/*********************************************************************/
/* Micellaneous declares */
/*********************************************************************/
int xSock,xNewSock,xRC,xLength;

/*****************************************************************/
/* Resolve device name to system pointer data areas */
/*****************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="GEORGE "; /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/*****************************************************************/
/* Socket address structure */
/*****************************************************************/
struct sockaddr_tel xAddr;

/*****************************************************************/
/* Buffers */
/*****************************************************************/
char pSendBuffer[1024];
char pRecvBuffer[1024];

/******************************************************************/
/* Open a socket */
/******************************************************************/
xSock = socket(AF_TELEPHONY,SOCK_STREAM,0);
if (xSock<0) {

perror("socket() failed");
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return(-1);
}

/*****************************************************************/
/* ...first, resolve the device name to a system pointer */
/* ...next, fill in the structure for this request */
/* ...finally, issue the ioctl to perform the association */
/*****************************************************************/
memset(&xTemp,0x00,sizeof(xTemp));
memcpy(xTemp.Obj.Name, pName, 30);
xTemp.Obj.Type_Subtype = WLI_DEVD;
xTemp.Auth = _AUTH_NONE;
_RSLVSP2(&pDev,&xTemp);

memset(&xResource,0x00,sizeof(xResource));
xResource.trCount=1;
xResource.trResourceList=&pDev;

xRC=ioctl(xSock,SIOCSTELRSC,&xResource);
if (xRC<0) {

perror("ioctl() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Bind to a local number (using TELADDR_ANY means to accept */
/* calls for any number in the inbound connection list’s entries)*/
/*****************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_len=TELADDR_LEN;
memcpy(xAddr.stel_addr.t_addr,TELADDR_ANY,TELADDR_LEN);
xRC=bind(xSock,(struct sockaddr*)&xAddr,sizeof(xAddr));
if (xRC<0) {

perror("bind() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Listen for incoming calls */
/*****************************************************************/
xRC=listen(xSock,5);
if (xRC<0) {

perror("listen() failed");
close(xSock);
return(-1);

}
/*****************************************************************/
/* Accept an incoming call */
/*****************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xLength = sizeof(xAddr);
xNewSock=accept(xSock,(struct sockaddr*)&xAddr,&xLength);
if (xNewSock<0) {

perror("accept() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Receive some data */
/*****************************************************************/
xRC=recv(xNewSock,pRecvBuffer,1024,0);
if (xRC<0) {

perror("recv() failed");
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close(xSock);
close(xNewSock);
return(-1);

}

/*****************************************************************/
/* Send a reply */
/*****************************************************************/
xRC=send(xNewSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");
close(xSock);
close(xNewSock);
return(-1);

}

/*****************************************************************/
/* All done, close both sockets and return */
/*****************************************************************/
close(xSock);
close(xNewSock);
return(0);

}
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Z 7 B WSVEn

BPwbV[_6WSVEn,bQ-,v24GWSVT0WSVgN$wD;cV[#|Ga);)=(

4hFWSV&CLr,TJ&|s|4SDxg#BP?vEn<4SA`&Dy>Lr#

v l= I/O

v 2+WSV

v M'z SOCKS 'V

v _L2+

v Gh{ I/O

v EE

v IP `cc%

v D~}]+d * send_file() M accept_and_recv()

v xb}]

v I/O `74C * select()

v WSVxg/}

v r{53(DNS)'V

v BSD f]T

v ZxLd+]hv{ * sendmsg() M recvmsg()

l= I/O
l= I/O API a)K;V=(,Tc_L=M'z~qw#M4P_"PDRf"P'D I/O#ZH0D_L

=M'z/~qw#MP,(#wP9C=V I/O #M#Z;V#M*s?vM'z,S;v_L#Z;V#

M{DK}`D_L,I\aPB_nD]_M=QI>#Z~V#M(}T;siM'z,S"v select()
API,"+<8CDM'z,Srks/Px_LT+_L}?uAnY#ZZ~V#MP,Xk!qrT?

vsx!qwjG,bI\<Bs?_`$w#

l= I/O MX~= I/O bvKb)=3,=(GZXF(5XxC'&CLr.s+}]+]AC':exr

SC':ex+]}]#l= I/O Z}]IArI9C,S+M}]1(*b)$wLr_L#

l= I/O DEc

v |P'D9C53J4#

ZC':exP"vDMU=D}]1>Tt/ksD&CLrGl=D#b;X~=&mP'X{CK

`v&mw,"RZm`ivB,|9aDxw3YJ,-rGZ}]=o1aME53:exT)X4

9C#

v n!/xL/_LH}1d#

v *M'zksa)41~q#

v 9]_M=QI>wZ=y.=#

v P'&m0.+d&CLr1#

v a)|CDIluT#

v a)&ms?}]+dDnP'=(#

QsoStartRecv() API OD fillBuffer j>(*Yw53*q!s?}]E\jIl= I/O#2IT9C;v

l=Yw"Ms?}]#
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v n!/h*D_L}#

v I!q9C(1w8(JmKYwTl===jIDns1d#g{M'z,SQUP;N1d,~qw

+XUC,S#l=(1wJm~qw?F9CK1d^F#

v 9C gsk_secure_soc_startInit() API Tl===t/2+a0#

m 13. l= I/O API

/} hv

gsk_secure_soc_startInit() 9C* SSL 73M2+a0hCDtTt/2+a0Dl=

-L#

":K API v'VxPX75P AF_INET r AF_INET6 R

`M* SOCK_STREAM DWSV#

gsk_secure_soc_startRecv() T2+a0t/l=SUYw#

":K API v'VxPX75P AF_INET r AF_INET6 R

`M* SOCK_STREAM DWSV#

gsk_secure_soc_startSend() T2+a0t/l="MYw#

":K API v'VxPX75P AF_INET r AF_INET6 R

`M* SOCK_STREAM DWSV#

QsoCreateIOCompletionPort() *QjIDl=X~= I/O Yw4(+2H}c#

QsoCreateIOCompletionPort() /}5Xm>H}cDK

Zdz#KdzGZ QsoStartRecv() "

QsoStartSend() "QsoStartAccept() "

gsk_secure_soc_startRecv() r

gsk_secure_soc_startSend() /}O8(D,C4t/

l=X~= I/O Yw#Kdz9Ik

QsoPostIOCompletion() dO9CTTX*D I/O jI

KZ+<B~#

QsoDestroyIOCompletionPort() F5 I/O jIKZ#

QsoWaitForIOCompletionPort() H}jIDX~= I/O Yw#I/O jIKZm>KH}

c#

QsoStartAccept() t/l=S\Yw#

":K API v'VxPX75P AF_INET r AF_INET6 R

`M* SOCK_STREAM DWSV#

QsoStartRecv() t/l=SUYw#

":K API v'VxPX75P AF_INET r AF_INET6

R`M* SOCK_STREAM DWSV#

QsoStartSend() t/l="MYw#

":K API v'VxP AF_INET r AF_INET6 X75

PR9C SOCK_STREAM WSV`MDWSV#

QsoPostIOCompletion() Jm&CLr(*jIKZ"zK3)/}rn/#

l= I/O GgN$wD

&CLr+9C QsoCreateIOCompletionPort() API 4( I/O jIKZ#K API +5X;vdz,I9C

Cdz2EMH}l= I/O ksDjI#C&CLr+t/dkrdv/},8( I/O jIKZdz#1 I/O

jI1,aT8( I/O jIKZ+<4,E"M&CLr(eDdz#T I/O jIKZD+<+<7X=Q}

ZH}DI\D`v_LDdP;v_L#&CLrSU:

v Z-<ksOa)D:ex
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v MAC:exr"TC:exDQ&m}]D$H

v 8>jID I/O YwD`M

v T0Zu< I/O ksO+]D&CLr(eDdz

K&CLrdzI\;Gj6M'z,SDWSVhv{,rG8r|,PXM'z,SD4,Ds?E"D

f"wD8k#TSYwjIR+]K&CLrdz,$wLr_LM7(KjIM'z,SDB;v=h#

&mb)jIDl=YwD$wLr_LIT&m`v;,DM'zks,x;G;&m;vM'zks#I

Z4FAC':exkSC':ex4FT~qwxLGl=xPD,yTM'zksDH}1dMuYK#

bTP`v&mwD53G#P{#

PXr%~qw#MD>},N{>}:9Cl= I/O#

2+WSV

?0,OS/400 'V9C=V=(Z iSeries O4(2+WSV&CLr#SSL_ API M Global Secure

Toolkit(GSKit)(}*E=(Exg(s?VivGrXx)a)(E#\T#b) API JmM'z/~q

w&CLr9C8(==(ET@9T}"[DM{"1l#=_<'V~qwMM'zO$,"Jm&CL

r9C02+WSVc1(SSL)-i#+G,GSKit API ZyP IBM ERserver =(O<G\'VD,x SSL_

API G OS/400 Yw53>XD#*7#=(dD%YwT,(iZ*"CZ2+WSV,SD&CLr19

C GSKit API#

PX?v API Dhv,N{BPwb:

v Global Secure Toolkit(GSKit)API

v SSL_ API

2+WSV API mszk{"wba)9C2+WSV API I\vVD#{mszk{"Pm#

2+WSVEv

02+WSVc1(SSL)-i;*<GI Netscape *"D,|G;VVc-i,ZI?D+d(g0+dX

F - i 1 ( T C P ) ) O 9 C , T c * & C L r a ) 2 + ( E # ; ) h * 2 + ( E D & C L r | (

HTTP"FTP"SMTP M TELNET#

tC SSL D&CLr(#h*9C;,Z4tC SSL D&CLrDKZ#}g,tC SSL D/@w9CT

0HTTPs1x;G0HTTP1*7D+rJ4(;w(URL)CJtC SSL D,D>+d-i(HTTP)~qw#

Zs?VivB,URL0HTTPs1+T<r*k~qw53DKZ 443 x;Gj< HTTP ~qw9CDKZ

80 D,S#

(eK`vf>D SSL -i#nBf>0+dc2+T1(TLS)V1.0 a)4T SSL V3.0 DD<}6#iSeries

>XD SSL_ API M GSKit API <'V TLS V1.0,xP SSL V3.0 f]TD TLS V1.0"SSL V3.0"SSL

V2.0 MxP 2.0 f]TD SSL V3.0#PX TLS V1.0 D|`j8E",N{ Internet Engineering Task Force

(IETF) RFC 2246 ″Transport Layer Security″#

Global Secure ToolKit (GSKit )API
Global Secure ToolKit(GSKit)G;iI`LSZ,Jm&CLrtC SSL#Ms SSL_ API ;y,GSKit API

JmSWSV&CLrCJ SSL M TLS &\#+G,GSKit API Z IBM ERserver =(OG\'VD,,

H0D SSL_ API `H,Z GSKit API P|]W`L#Kb,Q-mSKBD GSKit API 44(2+WS

Va0Dl=5}#K API a)2+,STcXF`(M'z,*;;kVksD}?a\_Rh*`vw

5#;}K API G OS/400 >XD,;\F2Ad| ERserver =(#
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":b) API v'VxPX75P AF_INET r AF_INET6 R`M* SOCK_STREAM DWSV#

Bmhv GSKit API:

m 14. Global secure toolkit API

/} hv

gsk_attribute_get_buffer() q!XZ2+a0r SSL 73DX(V{.E",g$if

"bD~"$if"b\k"&CLrj6M\k#

gsk_attribute_get_cert_info() q!XZ2+a0r SSL 73D~qwrM'z$iDX(

E"#

gsk_attribute_get_enum_value() q!XZ2+a0r SSL 73DX(6Y}]D5#

gsk_attribute_get_numeric_value() q!XZ2+a0r SSL 73DX(}VE"#

gsk_attribute_set_buffer() +8(:extThC*8(2+a0r SSL 73PD5#

gsk_attribute_set_enum() +8(6Y`MtThC*2+a0r SSL 73PD6Y

5#

gsk_attribute_set_numeric_value() hCXZ2+a0r SSL 73DX(}VE"#

gsk_environment_close() XU SSL 73"MEkC73`X*DyPf"w#

gsk_environment_init() ZhCjyPXhDtTsu</ SSL 73#

gsk_environment_open() 5XXk#fTcZsx gsk wCO9CD SSL 73d

z#

gsk_secure_soc_close() XU2+a0"MEC2+a0DyPX*J4#

gsk_secure_soc_init() 9C* SSL 73M2+a0hCDtT-L2+a0#

gsk_secure_soc_misc() T2+a04Pd|/}#

gsk_secure_soc_open() q!2+a0Df"w,hCtTD1!5,"5XXk#

fTcZk2+a0`XD/}wCO9CDdz#

gsk_secure_soc_read() S2+a0SU}]#

gsk_secure_soc_startInit() 9C* SSL 73M2+a0hCDtTt/2+a0Dl=

-L#

gsk_secure_soc_write() 4BPX2+a0D}]#

gsk_secure_soc_startRecv() T2+a0t/l=SUYw#

gsk_secure_soc_startSend() T2+a0t/l="MYw#

gsk_strerror() lwms{"M`X*DD>V{.,|hv(}wC GSK

API 5XD5X5#

9CWSVM GSKit API D&CLr|,BP*X:

1. T socket() DwC,C4q!WSVhv{#

2. T gsk_environment_open() DwC,C4q! SSL 73Ddz#

3 . T g s k _ a t t r i b u t e _ s e t _ x x x x x ( ) D;Nr`NwC,C4hC S S L 73DtT#AYGT

gsk_attr ibute_set_buffer() DwC,C4hC GSK_OS400_APPLICATION_ID 5rhC

GSK_KEYRING_FILE 5#v&hCdP.;#nC9C GSK_OS400_APPLICATION_ID 5#9&7#

9C gsk_attribute_set_enum() hC&CLr(M'zr~qw)D`M GSK_SESSION_TYPE#

4. T gsk_environment_init() DwC,C4u</K73TcxP SSL &mM("+9CK73KPDy

P SSL a0D SSL 2+TE"#

5. WSVwC,C4$n,S#|wC connect() T$nM'zLrD,S,rwC bind() "listen() M

accept() Jm~qwTS\kV,Sks#
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6. T gsk_secure_soc_open() DwC,C4q!2+a0Ddz#

7 . T g s k _ a t t r i b u t e _ s e t _ x x x x x ( ) D ; N r ` N w C , C 4 h C 2 + a 0 D t T # A Y G T

gsk_attribute_set_numeric_value() DwC,C4+X(WSVkK2+a0`X*#

8. T gsk_secure_soc_init() DwC,C4t/S\N}D SSL UV-L#

":(#,~qwLrXka)$i,SSL UVEaI&#~qw9Xk_PTk~qw$i`X*D(

C\?T0f"C$iD\?}]bD~DCJ(#Z3)ivB,M'z9XkZ SSL UV&mZ

d a ) $ i # g { M ' z } , S A D ~ q w Q t C M ' z O $ , M h * b y v #

g s k _ a t t r i b u t e _ s e t _ b u f f e r ( G S K _ O S 4 0 0 _ A P P L I C A T I O N _ I D ) r

gsk_attribute_set_buffer (GSK_KEYRING_FILE)API wCj6(!\T;,==)Zq!UVZ

dSP9C$iM(C\?D\?}]bD~#

9. T gsk_secure_soc_read() M gsk_secure_soc_write() DwC,C4SUM"M}]#

10. T gsk_secure_soc_close() DwC,C4ax2+a0#

11. T gsk_environment_close() DwC,C4XU SSL 73#

12. T close() DwC,C4F5,SDWSV#

PX9C GSKit API Dy>Lr,N{BP>}:

v >}:9Cl=}]SU("2+~qw

v >}:9Cl=UV("2+~qw

v >}:9C Global Secure ToolKit(GSKit)API ("2+M'z

SSL_ API
SSL_ API JmLr1Z iSeries O4(2+WSV&CLr#k GSKit API ;,,SSL_ API vTZ OS/400

53EG>XD#BmhvZ OS/400 5VP\'VD 9 v SSL_ API#9Cb)4S4KbPX0E"PD1

PD API E"PP>Dvp API Dj8E"#

m 15. SSL_ API

/} hv

SSL_Create() T8(WSVhv{tC SSL 'V#

SSL_Destroy() T8( SSL a0MWSVax SSL 'V#

SSL_Handshake() t/ SSL UV-i#

SSL_Init() u</ SSL D10w5"("10w5D SSL 2+TE

"#

":XkHZxLP4P SSL_Init() r

SSL_Init_Application() API E\9C SSL#

SSL_Init_Application() u</ SSL D10w5"("10w5D SSL 2+TE

"#

" : X k H Z x L P 4 P S S L _ I n i t ( ) r

SSL_Init_Application() API E\9C SSL#

SSL_Read() StC SSL DWSVhv{SU}]#

SSL_Write() +}]4AtC SSL DWSVhv{#

SSL_Strerror() lw SSL KP1ms{"#

SSL_Perror() r! SSL ms{"#

9CWSVM SSL_ API D&CLr|,BP*X:
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v T socket() DwC,C4q!WSVhv{#

v wC SSL_Init() r SSL_Init_Application() ,Tu</ SSL &mDw573M("+Z10w5PKPD

yP SSL a0D SSL 2+TE"#v&9CdP;v API#nC9C SSL_Init_Application() API#

v WSVwC,C4$n,S#|wC connect() T$nM'zLrD,S,rwC bind() "listen() M

accept() TJm~qwS\kV,Sks#

v T SSL_Create() DwC,C4T,SDWSVtC SSL 'V#

v T SSL_Handshake() DwC,C4t/S\N}D SSL UV-L#

":(#,~qwLrXka)$i,SSL UVEaI&#~qw9Xk_PTk~qw$i`X*D(C

\?T0f"C$iD\?}]bD~DCJ(#Z3)ivB,M'z9XkZ SSL UV&mZda

)$i#g{M'z},SAD~qwQtCM'zO$,Mh*byv#SSL_ In i t ( ) r

SSL_Init_Application() API j6(!\T;,==)Zq!UVZdSP9C$iM(C\?D\?

}]bD~#

v T SSL_Read() M SSL_Write() DwC,C4SUM"M}]#

v T SSL_Destroy() DwC,C4TWSV{C SSL 'V#

v T close() DwC,C4F5,SDWSV#

PX9Cb) SSL_ API Dy>Lr,N{BPy>Lr:

v >}:9C SSL_ API ("2+~qw

v >}:9C SSL_ API ("2+M'z

2+WSV API mszk{"

*CJPXBP2+WSVmszk{"DE",jIBP=h:

1. Z|nPOdk

DSPMSGD RANGE(XXXXXXX)

dP XXXXXXX G5XkD{"j6#}g,g{5Xk* 3,r&dk

DSPMSGD RANGE(CPDBCB9)

2. !q 1 TT>{"D>#

m 16. 2+WSV API mszk{"

5Xk {"j6 #?{

0 CPCBC80 GSK_OK

4 CPCBC80 GSK_INSUFFICIENT_STORAGE

502 CPE3406 GSK_WOULD_BLOCK

1 CPDBCA1 GSK_INVALID_HANDLE

2 CPDBCB3 GSK_API_NOT_AVAILABLE

3 CPDBCB9 GSK_INTERNAL_ERROR

5 CPDBC95 GSK_INVALID_STATE

107 CPDBC98 GSK_KEYFILE_CERT_EXPIRED

201 CPDBCA4 GSK_NO_KEYFILE_PASSWORD

202 CPDBCB5 GSK_KEYRING_OPEN_ERROR

301 CPDBCA5 GSK_CLOSE_FAILED

402 CPDBC81 GSK_ERROR_NO_CIPHERS
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m 16. 2+WSV API mszk{" (x)

403 CPDBC82 GSK_ERROR_NO_CERTIFICATE

404 CPDBC84 GSK_ERROR_BAD_CERTIFICATE

405 CPDBC86 GSK_ERROR_UNSUPPORTED_CERTIFICATE_TYPE

406 CPDBC8A GSK_ERROR_IO

407 CPDBCA3 GSK_ERROR_BAD_KEYFILE_LABEL

408 CPDBCA7 GSK_ERROR_BAD_KEYFILE_PASSWORD

409 CPDBC9A GSK_ERROR_BAD_KEY_LEN_FOR_EXPORT

410 CPDBC8B GSK_ERROR_BAD_MESSAGE

411 CPDBC8C GSK_ERROR_BAD_MAC

412 CPDBC8D GSK_ERROR_UNSUPPORTED

414 CPDBC84 GSK_ERROR_BAD_CERT

415 CPDBC8B GSK_ERROR_BAD_PEER

417 CPDBC92 GSK_ERROR_SELF_SIGNED

420 CPDBC96 GSK_ERROR_SOCKET_CLOSED

421 CPDBCB7 GSK_ERROR_BAD_V2_CIPHER

422 CPDBCB7 GSK_ERROR_BAD_V3_CIPHER

428 CPDBC82 GSK_ERROR_NO_PRIVATE_KEY

501 CPDBCA8 GSK_INVALID_BUFFER_SIZE

601 CPDBCAC GSK_ERROR_NOT_SSLV3

602 CPDBCA9 GSK_MISC_INVALID_ID

701 CPDBCA9 GSK_ATTRIBUTE_INVALID_ID

702 CPDBCA6 GSK_ATTRIBUTE_INVALID_LENGTH

703 CPDBCAA GSK_ATTRIBUTE_INVALID_ENUMERATION

705 CPDBCAB GSK_ATTRIBUTE_INVALID_NUMERIC

6000 CPDBC97 GSK_OS400_ERROR_NOT_TRUSTED_ROOT

6001 CPDBCB1 GSK_OS400_ERROR_PASSWORD_EXPIRED

6002 CPDBCC9 GSK_OS400_ERROR_NOT_REGISTERED

6003 CPDBCAD GSK_OS400_ERROR_NO_ACCESS

6004 CPDBCB8 GSK_OS400_ERROR_CLOSED

6005 CPDBCCB GSK_OS400_ERROR_NO_CERTIFICATE_AUTHORITIES

6007 CPDBCB4 GSK_OS400_ERROR_NO_INITIALIZE

6008 CPDBCAE GSK_OS400_ERROR_ALREADY_SECURE

6009 CPDBCAF GSK_OS400_ERROR_NOT_TCP

6010 CPDBC9C GSK_OS400_ERROR_INVALID_POINTER

6011 CPDBC9B GSK_OS400_ERROR_TIMED_OUT

6012 CPCBCBA GSK_OS400_ASYNCHRONOUS_RECV

6013 CPCBCBB GSK_OS400_ASYNCHRONOUS_SEND

6014 CPDBCBC GSK_OS400_ERROR_INVALID_OVERLAPPEDIO_T

6015 CPDBCBD GSK_OS400_ERROR_INVALID_IOCOMPLETIONPORT

6016 CPDBCBE GSK_OS400_ERROR_BAD_SOCKET_DESCRIPTOR

6017 CPDBCBF GSK_OS400_ERROR_CERTIFICATE_REVOKED
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m 16. 2+WSV API mszk{" (x)

6018 CPDBC87 GSK_OS400_ERROR_CRL_INVALID

6019 CPCBC88 GSK_OS400_ASYNCHRONOUS_SOC_INIT

0 CPCBC80 I&5X

-1 CPDBC81 SSL_ERROR_NO_CIPHERS

-2 CPDBC82 SSL_ERROR_NO_CERTIFICATE

-4 CPDBC84 SSL_ERROR_BAD_CERTIFICATE

-6 CPDBC86 SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE

-10 CPDBC8A SSL_ERROR_IO

-11 CPDBC8B SSL_ERROR_BAD_MESSAGE

-12 CPDBC8C SSL_ERROR_BAD_MAC

-13 CPDBC8D SSL_ERROR_UNSUPPORTED

-15 CPDBC84 SSL_ERROR_BAD_CERT(3d* -4)

-16 CPDBC8B SSL_ERROR_BAD_PEER(3d* -11)

-18 CPDBC92 SSL_ERROR_SELF_SIGNED

-21 CPDBC95 SSL_ERROR_BAD_STATE

-22 CPDBC96 SSL_ERROR_SOCKET_CLOSED

-23 CPDBC97 SSL_ERROR_NOT_TRUSTED_ROOT

-24 CPDBC98 SSL_ERROR_CERT_EXPIRED

-26 CPDBC9A SSL_ERROR_BAD_KEY_LEN_FOR_EXPORT

-91 CPDBCB1 SSL_ERROR_KEYPASSWORD_EXPIRED

-92 CPDBCB2 SSL_ERROR_CERTIFICATE_REJECTED

-93 CPDBCB3 SSL_ERROR_SSL_NOT_AVAILABLE

-94 CPDBCB4 SSL_ERROR_NO_INIT

-95 CPDBCB5 SSL_ERROR_NO_KEYRING

-97 CPDBCB7 SSL_ERROR_BAD_CIPHER_SUITE

-98 CPDBCB8 SSL_ERROR_CLOSED

-99 CPDBCB9 SSL_ERROR_UNKNOWN

-1009 CPDBCC9 SSL_ERROR_NOT_REGISTERED

-1011 CPDBCCB SSL_ERROR_NO_CERTIFICATE_AUTHORITIES

-9998 CPDBCD8 SSL_ERROR_NO_REUSE

M'z SOCKS 'V

iSeries 9C SOCKS V4 TJm9C AF_INET X75PRWSV`M* SOCK_STREAM DLrkZ@p=

b?D53OKPD~qwLr(E#@p=Gxg\m1ECZ2+DZ?xgkM2+Db?xg.dD

G#2+Dwz#(#bVxgdC;Jm4T2+wzD(EZM2+xgOxP7I!q,4.`;#@

p=ODzm~qwoz\mZ2+wzkM2+xg.dxPDXhDCJ#

Z2+Z?xgPDwzOKPD&CLrXk+|GDks"MA@p=zm~qwE\T@p=xP<

=#ZGzm~qw+b)ks*"AM2+xgOD5J~qw,;s+&pPLXp<wzOD&CL

r#zm~qwD#{>}G HTTP zm~qw#zm~qwT HTTP M'z4P;)Nq:

v |GTb?53~XZ?xg#
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v |G#$wzb\b?53D1SCJ#

v g{-}}7hFMdC,|GIT}K4Tb?D}]#

HTTP zm~qwvXF HTTP M'z#

Z@p=OKP`vzm~qwD#{8C=(GKPF* SOCKS ~qwD!3zm~qw#SOCKS ~q

wId19CWSV API ("DNN TCP M'z,SDzm#iSeries M'z SOCKS 'VDX|EcZZ

|JmM'z&CLr8wXCJ SOCKS ~qwx;|DNNM'zzk#

B<T>#{@p=<C,@p=OP HTTP zm"Telnet zmM SOCKS zm#"bCZ}CJrXxO

D~qwD2+M'zD=v@" TCP ,S#;v,SS2+wz8r SOCKS ~qw,m;v,SSM2

+xg8r SOCKS ~qw#

*9C SOCKS ~qw,h*T2+M'zwz4P=vYw:

1. dC SOCKS ~qw#2000 j 2 B 15 U,IBM yw IBM Firewall for iSeries z7(5769-FW1)D1

0 V4R4 D&\Gn?D,|a) SOCKS ~qw'V#

2. Z2+M'z53O,(eZM'z53O*}<A SOCKS ~qwDyPv>M'z TCP ,S#I(}

9C iSeries Access 95 r Windows NT® D0iSeries <=w1&\BD SOCKS !n(4(e2+M'

z SOCKS dCn#SOCKS !n(P\`XZ*2+M'z53dCM'z SOCKS 'VDoz#

*dCM'z SOCKS 'V,4PBPYw:

a. Z0iSeries <=w1O,9* iSeries ~qw --> xg --> TCP/IP dC#

b. R|%w TCP/IP dC#

c. %wtT#

d. %w SOCKS !n(#

e. Z SOCKS 3fOdk,SE"#
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":2+M'z SOCKS dC}]#fZ2+M'zwz53ODb QUSRSYS PDD~ QASOSCFG P#

;)wKdC,53MaT/+X(v>,S}<AZ SOCKS 3fO8(D SOCKS ~qw#;XT2+M

'z&CLrwNN|D#ZSUks1,SOCKS ~qwa("kM2+xgPD~qwDm;b? TCP/IP

,S#;s SOCKS ~qwaZZ?Mb? TCP/IP ,S.dPL}]#

":M2+xgOD6Lwz1S,SA SOCKS ~qw#|;PT2+M'zD1SCJ(#

=Kb1,RGQ-bvK4T2+M'zD0v>1TCP ,S#M'z SOCKS 'V9Jmz(* SOCKS

~qwJmg@p=Dk>,Sks#4T2+M'z53D Rbind() wCJmb;(E#*C Rbind() p

wC,2+M'zH0XkQ-"vK connect() wC,RCwCXkQ-(} SOCKS ~qwzIv>,S#

Rbind() k>,SXk4T connect() ("Dv>,S07C=D IP X7#

B<j8EvWSV/}gNkT&CLr8wD SOCKS ~qxP;%#ZC>}P,FTP M'zwC

Rbind() /}x;G bind() /}1#|(}9C __Rbind $&mw #define(+ bind() (e* Rbind() )X

B`k FTP M'zzk4("KwC#r_,&CLrIZ`X4zkPT=`4 Rbind() #g{&CLr;

h*(} SOCKS ~qwDk>,S,r;&9C Rbind() #

":

1. FTP M'z9C Rbind() ,-rG FTP -iJm FTP ~qwr*4T FTP M'zDksx("}],

ST"MD~r}]#

2. SOCKS ~qw("k FTP M'zD}],S"Z FTP M'zk FTP ~qw.dPL}]#m` SOCKS

~qwJm~qwZ;(1dZ,SA2+M'z#g{~qwZK1dZ4xP,S,+Z accept() O

v=msE ECONNABORTED#

3. FTP M'z(} SOCKS ~qwt/kM2+xgDv> TCP ,S#FTP M'zT,S8(D?jX7

G;ZM2+xgOD FTP ~qwD IP X7MKZ#2+wz53Q(} SOCKS 3fdC*(} SOCK

~qw}<K,S#;)wvdC,53MaT/+,S}<A(} SOCKS 3f8(D SOCKS ~qw#

4. r*WSV"wC Rbind() T("k> TCP ,S#(".s,Kk>,SMG4TOf8(D`,?j

v> IP X7D,S#TZX(_L,yZ SOCKS ~qwDv>Mk>,SXkGITD#;d05,y

P Rbind() k>,S&tzZyZ SOCKS ~qwDv>,S.s,RZ Rbind() KP.0,;a"T

ekNNkK_L`XDG SOCKS ,S#

5. getsockname() 5X SOCKS ~qwX7#WSVZ_-Os(Ak(} SOCKS ~qw!qDKZdT

D SOCKS ~qw IP X7#ZK>}P,X7G(}0XF,S1WSV CTLed "MA;ZM2+xg

OD FTP ~qwD#bMG FTP ~qw,SADX7#FTP ~qw,SA SOCKS ~qwx;1S,S

A2+wz#

6. SOCKS ~qw("k FTP M'zD}],S"Z FTP M'zk FTP ~qw.dPL}]#m` SOCKS

~qwJm~qwZ;(1dZ,SA2+M'z#g{~qwZK1dZ4xP,S,+Z accept() O

v=msE ECONNABORTED#

_L2+

g{ITZ,;xLZD`v_LZ,1t/;v/},rO*C/}G_L2+D#1Rv13v/}wC

DyP/}<G_L2+D,C/}EG_L2+D#WSV API I53Mxg/}iI,|G<G_L2+

D#

{FT0_r1a2DyPxg/}Doe`F,xR<G_L2+D#PX9C_L2+WSV API Dy>L

r,N{>}:T_L2+xg}L9C gethostbyaddr_r()#
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d|bvLr}L`%G_L2+D,+|G9C _res }]a9#K}]a9ZxLZDyP_LdG2m

D,ZbvLrwCZdI(}&CLrxP|D#PX9CbvLr}LDy>Lr,N{>}:|BMi

/ DNS#

Gh{ I/O
1&CLr"vWSVdk/}.;R;P}]IA1,/}a;h{,ZP}]IA.0;a5X#`F

X,g{;\41"M}],&CLraZWSVdv/}O;h{#ns,ZH}koiDLr(",S

1,connect() M accept() 2a;h{#

WSVa)K;v=(,TJm&CLr"v;h{D/}TcC/}5Xx;SY#bG(}wC fcntl() T

r* O_NONBLOCK j>rwC ioctl() Tr* FIONBIO j>jID#;)ZKGh{==BKP,g{

/};\Z;h{DivBjI,|a"45X#connect() I\5X"xP [EINPROGRESS],m>C,S

t/Qt/#;sI9C select() 47(N1jI,S#TZIZTGh{==KPx\=0lDyPd|/

},mszk [EWOULDBLOCK] 8>wC;I&#

I+Gh{kBPWSV/}dO9C:

v accept()

v connect()

v gsk_secure_soc_read()

v gsk_secure_soc_write()

v read()

v readv()

v recv()

v recvfrom()

v recvmsg()

v send()

v send_file()

v send_file64()

v sendmsg()

v sendto()

v SSL_Read()

v SSL_Write()

v write()

v writev()

PX9CGh{ I/O Dy>Lr,N{>}:Gh{ I/O M select()#

EE

1&CLrT occurs "zK$1,IksTl===C=(*(ks53"MEE)#WSVar&CLr"

M=Vl=EE#

1. SIGURG G;VEE,Z'Vxb(OOB)}]DEnDWSVOSU= OOB }]1+"MCEE#}

g,xPX75P AF_INET R`M* SOCK_STREAM DWSVIwZ*"v SIGURG EE#
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2. SIGIO G;VEE,ZNN`MDWSVOvVU(}]"OOB }]"ms4,rn;`NNZ]1+"

MCEE#

&CLr&7#\;XFZks53"MEE.0HSUEE#bG(}hCEE&mLrjID#hCEE

&mLrD;V=(G"v sigaction() wC#

&CLr9CBP=(.;ks53"M SIGURG EE:

v "v fcntl() wC"9C F_SETOWN |n8(xLj6rxLij6#

v "v ioctl() wC"8( FIOSETOWN r SIOCSPGRP |n(ks)#

&CLrZks53"M SIGIO EE1V*=v=h#WH|Xk4Ov*s* SIGURG EEhCxLj6

rxLij6#baC53*@&CLrk*Z24;C+MEE#SE,&CLrXk4PBPN;Yw:

v "v fcntl() wC"8(xP FASYNC j>D F_SETFL |n#

v "v ioctl() wC"8( FIOASYNC |n#

K=hks53zI SIGIO EE#"b,ITNNNrjIb)=h#9&"b,g{&CLrTl}WSV

"vb)ks,b)kshCD5+IS accept() /}5XA&CLrDyPWSVLP#2MG5,M"M

SIGIO EExT,BS\DWSV2_P`,DxLj6rxLij6T0`,DE"#

WSV9azIPXmsivD,=EE#?1&CLrSU= [EPIPE] 1,Ma+WSV/}ODmsE

SIGPIPE EE+MA"vSUmsE5DYwDxL#Z BSD 5VP,1!ivB SIGPIPE EEaaxS

U=msE5DxL#*#tk OS/400 5VDH0"PfDf]T,OS/400 5VT SIGPIPE EE9C1!

P*4vT#b7#KVP&CLr;a\mSEE/}D:f0l#

Z+EE+MAZWSV/}O;h{DxL1,SH}4,5XD/}xP [EINTR] msE5,bJmKP

&CLrDEE&mLr#a"zbVivD/}|(:

v accept()

v connect()

v read()

v readv()

v recv()

v recvfrom()

v recvmsg()

v select()

v send()

v sendto()

v sendmsg()

v write()

v writev()

;(*"b,b)EE;ar&CLra)WSVhv{,Chv{j6;(*Div5JfZD;C#y

T,g{&CLrZ9C`vWSVhv{,|XkV/hv{r9C select() wC47(SU=EED-r#

PX9CEEDy>Lr,N{>}:+EEkh{WSV API dO9C#
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IP `cc%

IP `cc%Jm&CLr"MxgPD;iwzITSU=D%v IP }](#CiPDwzI\$tZ%v

SxP,2I\ZI9C`cc%D7Iw,SD;,SxP#wzITf1Skrk*i#TwziPDI

1;Cr}?;PNN^F#6'Z 224.0.0.1 = 239.255.255.255 .dD D `rXxX7j6wzi#

?0vI+ IP `cc%k AF_INET X75PdO9C#

&CLrI9CWSV API M^,SD SOCK_DGRAM `MWSV"MrSU`cc%}](#`cc%G

;V;T`D+M=(#`M* SOCK_STREAM Dfr,SDWSV;\CZ`cc%#Z4(`M*

SOCK_DGRAM DWSVs,&CLrI9C setsockopt() /}4XFkCWSV`X*D`cc%Xw#

setsockopt() /}S\BP IPPROTO_IP 6pj>:

v IP_ADD_MEMBERSHIP:Sk8(D`cc%i

v IP_DROP_MEMBERSHIP:k*8(D`cc%i

v IP_MULTICAST_IF:hC(}d"MvV`cc%}](DSZ

v IP_MULTICAST_TTL:Z IP 7PhCvV`cc%}](D0P'1d1(TTL)

v IP_MULTICAST_LOOP:8(1"MwzG`cc%iDI11,vV`cc%}](D1>Gq&+M

ACwz

PX IP `cc%D>},N{BP>}>}:9C`cc%#

D~}]+d * send_file() M accept_and_recv()
OS/400 WSVa) send_file() M accept_and_recv() API,9CyZ,SDWSVDD~+M|l|]W#

TZD~~q&CLr(g,D>+d-i(HTTP)~qw),b=v API XpPC#

send_file() Jm9C%v API wC(},SDWSVSD~531S"MD~}]#

accept_and_recv() GTB}vWSV/}DiO:accept() "getsockname() M recv() #

PX send_file() M accept_and_recv() API Dy>Lr,N{>}:9C send_file() M accept_and_recv()

+dD~}]#

xb}]

xb(00B)}]GX(ZC'D}],vTfr,SD(w)WSVPbe#w}](#G4"MNrSU

D#OOB }]DSUk|ZwPD;C^X(k"M|DNr^X)#bGPI\D,-rG}]G4TB=

=jGD,Z+}]SLr A "MALr B 1,a(*Lr B }]=o#

OOB }]vZ AF_INET(SOCK_STREAM)M AF_INET6(SOCK_STREAM)O\'V#

(}Z send() "sendto() M sendmsg() /}O8( MSG_OOB j>4"M OOB }]#

+M OOB }]k+M#f}];y#|GZyP:e}].s"MD#;d05,OOB }]DEH6p;P

I\:eDNN}]DEH6p_;}]G4d"MNr+MD#

ZSUK,BiP;c4S:

v WSV API (}9C OOB jGLrKbZ53OSU=D OOB }]#OOB jGLr8r"MD OOB

}]PDns;vVZ#
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":8> OOB jGLr8rDvVZD5GZ53y!OhCD(yP&CLr<9CC5)#K5Z TCP

,SD>XM6LKXk;B#9CK5DWSV&CLrZ9C|1XkZM'zM~qw&CL

r.d#V;B#*|D OOB jGLr8rDVZ,N{0E"PD1PD|D TCP tT

(CHGTCPA)|n#

SIOCATMARK ioctl() ks7(A8kGq}8rns;v OOB VZ#

":g{"M`NvVD OOB }],r OOB jGLr8rns;N OOB }]vVDns;v OOB V

Z#

v ^[ OOB }]GqT1Sek==SU,dkYwa;1&m}]1Av= OOB jGLr(g{"MK

OOB }]D0)#

v recv() "recvmsg() r recvfrom() /}(hCP MSG_OOB j>)CZSU OOB }]#g{dP;v

SU/}jI""zBPiv.;,a5Xms [EINVAL]#

– 4hCWSV!n SO_OOBINLINE,2;P OOB }]ISU#

– hCKWSV!n SO_OOBINLINE#

g{4hCWSV!n SO_OOBINLINE,R"MLr"MD OOB }]Ds!,} 1 VZ,r}ns;v

VZ.bDyPVZ<;SwU(}]#(U(}]m>SULrISU}]x;8( MSG_OOB j>#)"

MD OOB }]Dns;vVZ4f"ZU(}]wP#;\"v recv() "recvmsg() r recvfrom() /}

(hCP MSG_OOB j>)4lwKVZ#g{4hC MSG_OOB j>x"vSU,+lwU(}],OOB

VZ+;>}#xR,g{"M`NvVD OOB }],rH0vVD OOB }]+a*',vG!ns;

N OOB }]vVD OOB }];C#

g{hCKWSV!n SO_OOBINLINE,r"MDyP OOB }]<f"ZU(}]wP#I(}"vB

P}vSU/}.;x;8( MSG_OOB j>(g{8(|D0,+5Xms [EINVAL])4lw}]#g

{"M`NvVD OOB }],OOB }];a*'#

v g{4hC SO_OOBINLINE RQSU= OOB }],r;aOz OOB }],C'a+ SO_OOBINLINE

hC**#u< OOB VZ;SwU(}]#

v g{4hC SO_OOBINLINE RQ"M OOB }],,1SULr"vKdk/}TSU OOB }],r

OOB jGLrT;P'#SULrT;ITliA8kGqZ OOB jGLrO,49SU= OOB VZ#

I/O `74C * select()
r*l= I/O a)K|P'D=(Tns^HX{C&CLrJ4,yT(i9Cl= I/O API x;G select()
API#+G,X(&CLrhFI\Jm9C select() #kl= I/O ;y,select() 4(+2cT,1H}`

Viv#xR select() Jm&CLr8(hv{/OT4PBPYw:

v i4GqP*A!D}]#

v i4GqI4k}]#

v i4GqPl#iv#

IZ?;v/OP8(Dhv{ITGWSVhv{"D~hv{rIhv{m>DNNd|Ts#

select() /}9Jm&CLr8(Gqk*H}}]dCIC#&CLrI8(*H}`$1d#PXy>L

r,N{>}:Gh{ I/O M select()#
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WSVxg/}

WSVxg/}Jm&CLrSwz"-i"~qMxgD~q!E"#CE"I4{FrX7r4D~D3

rf!(CJ#ZgxgKPDLr.dhC(E1h*b)xg/}(r}L),rK AF_UNIX WSV;

a9C|G#PXvpxg/}}LDr*\a,N{0E"PD1PD API N<wbPDWSVxg/}

(}L)#

b)}L4PBPYw:

v +wz{3d*xgX7#

v +xg{3d*xgE#

v +-i{3d*-iE#

v +~q{3d*KZE#

v *;rXxxgX7DVZ3r#

v *;rXxX7McV.xFm>#

xg}LP|(;iF*bvLr}LD}L#b)}L*rXxrPD{F~qw("""MMbME"

|,,19CZ{Fbv#(# gethostbyname() "gethostbyaddr() "getnameinfo() M getaddrinfo() a

wCbvLr}L,xRIT1SwC#PX9Cb)bvLr}LD>},N{>}:T_L2+xg}L

9C gethostbyaddr_r()#bvLr}Lw*CZ(}WSV&CLrCJr{53(DNS)#PXgN+WSV

k DNS dO9CDj8E",N{r{~q'V#

r{53(DNS)'V

iSeries Jm&CLr(}bvLr/}CJr{53(DNS)#DNS PBP}vw*i~:

v r{UdMJ4G<

wa9D{FUdT0kb){F`X*D}]D5w#

v {F~qw

#fPXrwa9DE"MhCE"D~qwLr#PX{F~qwD|`E",N{0E"PD1PD

DNS wb#

v bvLr

S{F~qwPi!E"Tl&M'zksDLr#

Z OS/400 5VPa)DbvLrMGa)k{F~qwD(EDWSV/}#b)}LC4("""M"|

BMbME"|T04P{F_Y:fTq!_T\#|G9*a)CZ ASCII A EBCDIC M EBCDIC A

ASCII *;D/}#bvLrI!q9CBq){(TSIG)k DNS 2+X(E#PXvpbvLr}LDr

*\a,N{0E"PD1PD API N<wbPDWSVxg/}(}L)#K4S9a)KPX _res a9

DE"#_res a9|,b)}L9CD+VE"#

PXr{D|`E",N{TB RFC,IZ RFC Qw3fPR=|#

v RFC 1034, ″Domain names - concepts and facilities″

v RFC 1035, ″Domain names - implementation and specification″

v RFC 1886, ″DNS Extensions to support IP version 6″

v RFC 2136, ″Dynamic Updates in the Domain Name System (DNS UPDATE)″

v RFC 2181, ″Clarifications to the DNS Specification″

v RFC 2845, ″Secret Key Transaction Authentication for DNS (TSIG)″

v RFC 3152, ″DNS Delegation of IP6.ARPA″
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PX+ DNS kWSV&CLrdO9CDd|==D|`E",N{BPwb:

v 73d?

>wbhvICZ{FbvD73d?#

v }]_Y:f

>wba)PX9CWSV_Y:fT DNS i/Dl&TuYxgw?Dj8E"#>}:|BMi/ DNS

a)K;vy>Lr,TT>gN9CWSV API i/M|B DNS G<#

73d?

I9C73d?42GbvLr/}D1!u<hC#vZI&wC res_init() r res_ninit() sEali7

3d?#yT,g{QV$u</Ca9,+vT73d?#9&"b,Ca9;u</;N,yTTsT7

3d?wvD|D+;vT#

"b:73d?D{FXks4#V{.5ITGlOs!4D#9C CCSID 290 DUo53Z73d?{

FM5P;\9Cs4V{M}V#CPm|,Ik res_init() M res_ninit() API dO9CD73d?Dh

v#

LOCALDOMAIN
+K73d?hC*n` 6 vQwr,\F 256 vV{(|(Uq)DIUqt*DPm#b+2GQ

dCDQwPm(struct state.defdname M struct state.dnsrch)#g{8(QwPm,r;aTi/9C1

!>Xr#

RES_OPTIONS
Jm^D3vZ?bvLrd?#IT73d?hCBPIUqt*D!nPD;vr`v:

v NDOTS:n
TZ("u<xTi/.08(x res_query() D{FPXkvVDcD}?hCP5#n D1!5

*011,m>g{{FPPNNc,Zrd7SNNQwPm*X.0,&WH"T+C{Fw*x

T{F#

v TIMEOUT:n
hCZEz"XTi/.0bvLrH}4T6L{F~qwDl&D1d?(TkF)#

v ATTEMPTS:n
hCZEz""TB;vP>{F~qw.0bvLr+"MAx({F~qwDi/}#

v ROTATE
Z _res.options PhC RES_ROTATE,|+}*P>{F~qwPD{F~qw!q#b`1Z9*

yPP>~qwPDi/0k,x;GCyPM'z?N<"T9CZ;vP>~qw#

v NO-CHECK-NAMES
Z _res.options PhC RES_NOCHECKNAME,b+{CkT^'V{(gB._(_)"G ASCII r

XFV{)wvDkVwz{MJ~{DVz BIND li#

QIBM_BIND_RESOLVER_FLAGS
+K73d?hC*bvLr!nj>DIUqt*DPm#b+2G RES_DEFAULT !n(struct

state.options)M53dC5(|D TCP/IP r * CHGTCPDMN)#state.options a9+9C

RES_DEFAULT"OPTIONS 735M CHGTCPDMN dC5TU(==u</#;s9CK73d?4

2GG)1!5#ZK73d?P|{Dj>Xk9C0+1"0-1r0NOT_1w*0:4hC

(0+1)rXBhC(0-1M0NOT_1)5#

}g,*r* RES_NOCHECKNAME MXU RES_ROTATE,SyZV{Dgf9CTB|n:

ADDENVVAR ENVVAR(QIBM_BIND_RESOLVER_FLAGS) VALUE(’RES_NOCHECKNAME NOT_RES_ROTATE’)
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r

ADDENVVAR ENVVAR(QIBM_BIND_RESOLVER_FLAGS) VALUE(’+RES_NOCHECKNAME -RES_ROTATE’)

QIBM_BIND_RESOLVER_SORTLIST
+K73d?hC*9CcV.xFq=(9.5.9.0/255.255.255.0),n` 10 v IP X7/ZkTDIU

qt*DPm,T4(ErPm(struct state.sort_list)#

}]_Y:f

_Y:fT DNS i/Dl&GI OS/400 WSVjID,?DG*KuYxgw?#y]h*mSM|B_

Y:f#

g{Z _res.options PhCK RES_AAONLY(vJCZ(~&p),+\G(}xg"Mi/#ZKivB,

;ali&pD_Y:f#g{4hC RES_AAONLY,rHlii/D&pD_Y:f,;sE"T(}x

g"Mi/#g{"V&pRP'1d4=Z,ra+C&pw*i/D&p5XxC'#g{P'1dQ=

Z,r}%Cn,"(}xg"Mi/#xR,g{Z_Y:fPR;=&p,r(}xg"MCi/#

g{l&G(~D,r_Y:f4TxgD&p#;a_Y:fG(~&p#xR,;a_Y:fw*fri

/Da{SUDl&#I(}9C CHGTCPDMN(CFGTCP !n 12)|B DNS dCr(}0iSeries <=

w1e}K_Y:f#

PX9C}]_Y:fD>}Lr,N{>}:|BMi/ DNS#

Berkeley Software Distributions (BSD)f]T

WSVG;v Berkeley Software Distributions(BSD)SZ#oe,g&CLrSUD5XkM\'V/}O

ICDTd?,<G BSD oe#+G,3) BSD oeZ OS/400 5VP;IC,xRI\h*|DdM BSD

WSV&CLr,|E\Z53OKP#

TBPm\a OS/400 5VM BSD 5V.dDnp#

/etc/hosts "/etc/services "/etc/networks M /etc/protocols
TZb)D~,OS/400 5Va)BP}]bD~,b)D~Vp&m`,/}#

QUSRSYS D~ Z]

QATOCHOST wz{M`& IP X7DPm#

QATOCPN xgM`& IP X7DPm#

QATOCPP ZrXxP9CD-iDPm#

QATOCPS ~qT0~q9CDX(KZM-iDPm#

/etc/resolv.conf
OS/400 5Vh*9C0iSeries <=w1PD TCP/IP tT3fdCKE"#*CJ TCP/IP tT3f,

jIBP=h:

1. Z0iSeries <=w1O,9* iSeries ~qw --> xg --> TCP/IP dC#

2. R|%w TCP/IP dC#

3. %wtT#

bind() Z BSD 53O,M'zI9C socket() 4( AF_UNIX WSV,9C connect() ,SA~qw"9

C bind() +{Fs(AdWSV#OS/400 5V;'VK=8(bind() '\)#

close()
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OS/400 5V'VT close() 9COS(1w,+;'VTyZ SNA D AF_INET WSV9CC(1

w#3) BSD 5V;'VT close() 9COS(1w#

connect()
Z BSD 53O,g{TH0Q,SA3vX7R}Z9C^,SD+d~qDWSV"v connect(),

R9CK^'X7r^'X7$H,rCWSV;Y&ZQ,S4,#OS/400 5V;'VK=8

(connect() '\RWSVT&ZQ,S4,)#

QTd"v connect() D^,SD+dWSVI(}+ address_length N}hC*c""vm; connect()

O*,S#

accept() "getsockname() "getpeername() "recvfrom() M recvmsg()
Z9C AF_UNIX r AF_UNIX_CCSID X75PRWSV4s(1,1! OS/400 5VI\a5XX

7$HcM48(DX7a9#OS/400 BSD 4.4/UNIX 98 0d|5VI\5X;v\!D;8(KX

75PDX7a9#

ioctl()

v Z BSD 53O,TZ`M* SOCK_DGRAM DWSV,FIONREAD ks5X}]$HMX7$

H#Z OS/400 5VO,FIONREAD v5X}]$H#

v "GyPZ ioctl() Ds?V BSD 5VOICDksZ ioctl() D OS/400 5VO2GICD#

listen()
Z BSD 53O,"v listen() "+"8N}hC*!ZcD5;azzms#Kb,Z3)ivB,

BSD 5V;9C"8N}r9Cc(4Cv"85DnUa{#g{"85!Zc,OS/400 5V+5

X m s # g { + " 8 h C * P ' 5 , r a + C 5 C w " 8 # + G , g { + " 8 h C * s Z

{SOMAXCONN} D5,"8+1!*Z {SOMAXCONN} PhCD5#

xb(OOB)}]

Z OS/400 5VP,g{4hC SO_OOBINLINE RQSU= OOB }],+;aOz OOB }],

"RC'a+ SO_OOBINLINE hC**#u< OOB VZ;SwU(}]#

socket() D-iN}

w*a)=S2+TDVN,;JmNNC'4(8(-i IPPROTO_TCP r IPPROTO_UDP D

SOCK_RAW WSV#

res_xlate() M res_close()
b)/}|(Z OS/400 5VDbvLr}LP#res_xlate() T DNS E"|xPS EBCDIC A ASCII

MS ASCII A EBCDIC D*;#res_close() CZXUI res_send() 9CRhCK RES_STAYOPEN

!nDWSV#|9a4; _res a9#

sendmsg() M recvmsg()

sendmsg() M recvmsg() D OS/400 5VJm9Cn`(|(){MSG_MAXIOVLEN} v I/O vr

?#BSD 5VJm9C {MSG_MAXIOVLEN - 1} v I/Or?#

shutdown()
Z OS/400 5VO,10ZWSVhv{O;h{Ddv/}Z shutdown() .sT;Gh{D#Z

BSD 5VO,h{Ddv/}aax,"xP [EPIPE] msE5#`FD,1dkYwh{RSm;

xLr_L"v shutdown() 1,BSD 5Vax#9h{DdkYw,"xPcdv5#OS/400 5

V;a9NNsxdk/}''(xPcdv5),+h{Ddk/}T;;h{,1=SU=}]

rI!;)d|Yw!{dH}4,#

EE ZEE'V=fP;)np:

v ?NSU=TdvYw"MK}]D7OE"1,BSD 5Va"v SIGIO EE#OS/400 WSV5

V;azIkv>}]PXDEE#
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v SIGPIPE EED1!YwGZ BSD 5VPax(U9)CxL#*#tk OS/400 DH0"Pf

DrBf]T,OS/400 5VT SIGPIPE EE9C1!Yw4vT#

SO_REUSEADDR !n

Z BSD 53O,9CX75P AF_INET R`M* SOCK_DGRAM DWSVOD connect() +<

B53+WSVs(ADX7|D*CZ=oZ connect() O8(DX7DSZDX7#}g,g{

+`M* SOCK_DGRAM DWSVs(AX7 INADDR_ANY,;s+d,SAX7 a.b.c.d,r53

a|DCWSVTc9ds(A!q*+E"|7I!qAX7 a.b.c.d DSZD IP X7#Kb,}

g,g{WSVs(ADb; IP X7* a.b.c.e,X7 a.b.c.e +T>Z getsockname() Ox;GT

>Z INADDR_ANY O,xRXk9C SO_REUSEADDR !n+yPd|WSVs(AX7* a.b.c.e

D,;KZE#

HOp4,ZK>}P,OS/400 5V;a+>XX7S INADDR_ANY |D* a.b.c.e#Z4P,Ss,

getsockname() T;5X INADDR_ANY#

SO_SNDBUF M SO_RCVBUF !n

Z BSD 53O* SO_SNDBUF M SO_RCVBUF hCD5a)DXF6pH OS/400 5V*_#Z

OS/400 5VO,b)5;Sw(i5#

UNIX 98 f]T

Open Group D;i*"K1M)&L4(D UNIX 98 DxKZO"Q*Ky*D UNIX Ds?VkrXx

PXD/}1 UNIX Yw53D;IYwT#OS/400 WSVG V5R2 DBvZ],|9CLr1\;`4k

UNIX 98 Yw73`f]DWSV&CLr#?0,IBM 'Vs`}WSV API D=vf>#y> OS/400

API 9C BSD 4.3 a9Mo(#d| API 9Ck BSD 4.4 M UNIX 98 `LSZf6`f]Do(Ma9#

I(}+ _XOPEN_SOURCE j(e*5 520 rTO4!q UNIX 98 f]SZ#

UNIX 98 f]&CLrZX7a9ODnp

Z8( _XOPEN_OPEN j1,I9CZ1! OS/400 5VP9CD`,X75P`4 UNIX 98 f]&CL

r;+G,Z sockaddr X7a9OP;)np#BmT BSD 4.3 sockaddr X7a9k UNIX 98 f]X

7a9xPHO:

m 17. BSD 4.3 k UNIX 98/BSD 4.4 WSVX7a9DHO

BSD 4.3 a9 BSD 4.4/UNIX 98 f]a9

sockaddr X7a9

struct sockaddr {
u_short sa_family;
char sa_data[14];
};

struct sockaddr {
uint8_t sa_len;
sa_family_t sa_family
char sa_data[14];

};

sockaddr_in X7a9

struct sockaddr_in {
short sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

struct sockaddr_in {
uint8_t sin_len;
sa_family_t sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

sockaddr_in6 X7a9

Z 7 B WSVEn 69

|

|

|

|

|

|

|

|

|

|

||

||

|

|
|
|
|

|
|
|
|
|

|

|
|
|
|
|
|

|
|
|
|
|
|
|

|



m 17. BSD 4.3 k UNIX 98/BSD 4.4 WSVX7a9DHO (x)

struct sockaddr_in6 {
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

struct sockaddr_in6 {
uint8_t sin6_len;
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

sockaddr_un X7a9

struct sockaddr_un {
short sun_family;
char sun_path[126];

};

struct sockaddr_un {
uint8_t sun_len;
sa_family_t sun_family;
char sun_path[126]

};

API np

Z9CyZ ILE DoTxP*"R9C _XOPEN_SOURCE j`k&CLr1,3)WSV API a3d*Z

?{F#b)Z?{Fa)D/}k-< API `,#BmP>b)\0lD API#g{Z9C;)d|yZ C

DoT`4WSV&CLr,I1S4Ab) API DZ?{F#9C8r-< API D4Si4PX=vf>

D API D9C"bBnMj8E"#

m 18. API M UNIX 98 H'{F

API {F Z?{F

accept() qso_accept98()

accept_and_recv() qso_accept_and_recv98()

bind() qso_bind98()

connect() qso_connect98()

endhostent() qso_endhostent98()

endnetent() qso_endnetent98()

endprotoent() qso_endprotoent98()

endservent() qso_endservent98()

getaddrinfo() qso_getaddrinfo98()

gethostbyaddr() qso_gethostbyaddr98()

gethostbyaddr_r() qso_gethostbyaddr_r98()

gethostname() qso_gethostname98()

gethostname_r() qso_gethostname_r98()

gethostbyname() qso_gethostbyname98()

gethostent() qso_gethostent98()

getnameinfo() qso_getnameinfo98()

getnetbyaddr() qso_getnetbyaddr98()

getnetbyname() qso_getnetbyname98()

getnetent() qso_getnetent98()

getpeername() qso_getpeername98()

getprotobyname() qso_getprotobyname98()

getprotobynumber() qso_getprotobynumber98()
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m 18. API M UNIX 98 H'{F (x)

getprotoent() qso_getprotoent98()

getsockname() qso_getsockname98()

getsockopt() qso_getsockopt98()

getservbyname() qso_getservbyname98()

getservbyport() qso_getservbyport98()

getservent() qso_getservent98()

inet_addr() qso_inet_addr98()

inet_lnaof() qso_inet_lnaof98()

inet_makeaddr() qso_inet_makeaddr98()

inet_netof() qso_inet_netof98()

inet_network() qso_inet_network98()

listen() qso_listen98()

Rbind() qso_Rbind98()

recv() qso_recv98()

recvfrom98() qso_recvfrom98()

recvmsg() qso_recvmsg98()

send() qso_send98()

sendmsg() qso_sendmsg98()

sendto() qso_sendto98()

sethostent() qso_sethostent98()

setnetent() qso_setnetent98()

setprotoent() qso_setprotoent98()

setservent() qso_setprotoent98()

setsockopt() qso_setsockopt98()

shutdown() qso_shutdown98()

socket() qso_socket98()

socketpair() qso_socketpair98()

ZxLd+]hv{ * sendmsg() M recvmsg()
Zw5d+]r*Dhv{D\&zzK;VhFM'z/~qw&CLrDB=(#Zw5.d+]r*D

hv{Jm;vxL((#G~qw)4Pq!ChvyhDyPYw(r*D~,(",S,H} accept()
API jI)"Jmm;xL((#G$wLr)&mhv{r*sDyP}]+dYw#b;hF9C~qw

M$wLrw5D_-|*r%#KhF99CT;,`MD$wLrw5D'V|S]W#~qwIxP;

Nr%Dli,T7(D)`MD$wLr&SUChv{#

WSVa)IZ~qww5d+]hv{D}i API:

v spawn()

":spawn() ;GWSV API#|Gw*k OS/400 xLPXD API D;?Va)D#

v givedescriptor() M takedescriptor()

v sendmsg() M recvmsg()
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spawn() API t/BD~qww5((#F*0Sw51)"TCSw58(X(hv{#g{Sw5Q-G

n/D,rh*9C givedescriptor() M takedescriptor() r sendmsg() M recvmsg() API#

+G,, spawn() M givedescriptor() M takedescriptor() `H,sendmsg() M recvmsg() API Pm`

Ec:

IF2T

givedescriptor() M takedescriptor() API T iSeries GGj<M(;D#g{ iSeries k UNIX .

dD&CLrIF2TGvJb,zI\k**x9C sendmsg() M recvmsg() API#

XFE"D(E

1$wLrw5SUhv{1,|(#h**@`FgBD=SE":

v |G24`MDhv{?

v $wLrw5&TdwN&m?

sendmsg() M recvmsg() API Jmz+d}],I\GXFE"0hv{;givedescriptor() M

takedescriptor() API r;Jmzbyv#

T\ ,9C givedescriptor() M takedescriptor() API D&CLr`H,9C sendmsg() M recvmsg()
API 4PD&CLrZ}v=fTPEF:

v yC1d

v CPU {CJ

v IluT

&CLrDT\DxLH!vZ&CLr+]hv{D6'#

$wLrw5X

zI\k*hC$wLrw5X,Tc~qw\;+]hv{RXP;P;vw5dIn/D"SU

|#I9C sendmsg() M recvmsg() API jIKYw,=(GCyP$wLrw5H}2mhv{#

1~qwwC sendmsg() 1,;P;v$wLrw5SUChv{#

4*$wLrw5j6

givedescriptor() API *s~qww5*@$wLrw5Dw5j6{#(#$wLrw5aq!w5

j6{"9C}]SP"+d+MA~qww5#sendmsg() M recvmsg() ;h*nb*zMIT

4(M\mK}]SP#

TJ&~qwhF

Z9C givedescriptor() M takedescriptor() hF~qw1,(#9C}]SP+w5j6{S$w

Lrw5+MA~qw#;s~qw4P socket() "bind() "listen() M accept() #1 accept() API

jI1,~qwS}]SPFvB;vICDw5j6#;s+k>,S+]AC$wLrw5#g

{m`kV,S,1vVR;Pc;D$wLrw5IC,Ma"zJb#g{|,$wLrw5j

6{D}]SPGUD,r~qwah{,H}$wLrw5dIn/D,r_~qwa4(=S$

wLrw5#Zm`73P,b)8C=(<;mk,-rG=SkVksI\andl}"8#

9C sendmsg() M recvmsg() API +]hv{D~qwZ1Xn/ZdT;}#KP,-rG|G

;h**@Dv$wLrw5&m?vkV,S#1~qwwC sendmsg() 1,kV,SDhv{M

yPXF}]<aEk AF_UNIX WSVDZ?SP#1$wLrw5IC1,|+wC recvmsg()
"SUSPPDZ;vhv{MXF}]#

Gn/$wLrw5

givedescriptor() API *s$wLrw5Gn/D,d; sendmsg() API ;Gn/D#wC

sendmsg() Dw5;h*XZ$wLrw5DNNE"#sendmsg() API ;*shCK AF_UNIX W

SV,S#
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TBGgN9C sendmsg() API +hv{+]A;fZDw5D>}:

~qwI9C socketpair() API 4(;T AF_UNIX WSV,9C sendmsg() API (} socketpair()
4(D AF_UNIX WSV.;"Mhv{,;swC spawn() 44(LPWSVTm;KDSw5#

CSw5wC recvmsg() TSU~qw+]Dhv{#1~qwwC sendmsg() 1,Sw5G;n

/D#

;N+]`vhv{

givedescriptor() M takedescriptor() API vJm;N+];vhv{#I9C sendmsg() M

recvmsg() API +];ihv{#

PX9C sendmsg() M recvmsg() API Dy>Lr,N{>}:ZxLd+]hv{#
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Z 8 B WSV=8:4(&CLrTS\ IPv4 M IPv6 M'z

iv

Y(zG;vWSVLr1,*;R(%CZ iSeries DWSV&CLrD&CLr*"+>$w#*,}|G

D:y_,zQ-v(*";W&CLr,|G9C AF_INET6 X75P,S\4T IPv4 M IPv6 D,S#

zk*4(&CLrT&m4T IPv4 M IPv6 ZcDks#z*@ OS/400 'V AF_INET6 X75PWSV,

"a)k AF_INET X75PWSVD%YwT#z9*@I(}9C3d IPv4 D IPv6 X7q=4jIK

Nq#PX9C IPv6 M IPv4 &CLr.dD%YwTD|`j8E",N{ IPv6 &CLrk IPv4 &CL

rDf]T#

=8?j

K=8PBP?D:

1. 4(C4S\M&m4T IPv6 M IPv4 M'zDksD~qw&CLr

2. 4(ks IPv4 r IPv6 ~qw&CLrPD}]DM'z&CLr

X8=h

Z*"zcb)?DD&CLr.0,XkjIBPNq:

1. 20 QSYSINC b#Kba)`kWSV&CLr1h*DX*7D~#

2. 20 C `kwmILr(5722–CX2)#

3. 20MdC 2838 T+x(#PXT+x!nDE",N{0E"PD1PDT+xwb#

4.

hC TCP/IP M IPv6 xg#

=8j8E"

B<hv+*d4(C4&m4T IPv6 M IPv4 M'zDksD&CLrD IPv6 xg#iSeries |,+C4

l}M&m4Tb)M'zDksDLr#xgI=v;,Dr9I,;v;|, IPv4 M'z,m;6Lxg

;|, IPv6 M'z#iSeries Dr{* myserver.myco.com#~qw&CLra9C AF_INET6 X75PT&

mZ bind() /}wCO8(K in6addr_any DkVks#
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N{K=8P9CDBP>}Lr:

v >}:S\4T IPv6 M IPv4 M'zD,S

v >}:IPv4 r IPv6 M'z

>}:S\4T IPv6 M IPv4 M'zD,S

9CKy>Lr4(~qw/M'z#M,TS\4T IPv4(9C AF_INET X75PDWSV&CLr)M

IPv6(9C AF_INET6 X75PD&CLr)Dks#?0WSV&CLrI\;9C AF_INET X75P,

|Jm9C TCP M UDP -i;+G,bVivI\afE9C IPv6 X7DivDvSxPyDd#I9

CKy>Lr4(zT:D&CLrT,1]I=vX75P#

B<T>K>}LrgN$w:

WSVB~w:S\4T IPv4 M IPv6 M'zDksD~qw&CLr

Kwhv?v/}wCT0|GZS\ IPv4 M IPv6 M'zDksDWSV&CLrP4PDYw#

1. socket() API 8(4(KcDWSVhv{#|98('V IPv6 D AF_INET6 X75P,R TCP +d

(SOCK_STREAM)+CZKWSV#

2. setsockopt() /}JmZXhDH}1d=Z.0C&CLrZ~qwXBt/1X49C>XX7#
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3. bind() /}*WSVa)(;{F#ZK>}P,Lr1+X7hC* in6addr_any,b(1!ivB)J

mS8(KZ 3005 DNN IPv4 r IPv6 M'z(",S#(4,,1T IPv4 M IPv6 KZUd4Ps

()#

":g{~qw;h*&m IPv6 M'z,I9C IPV6_ONLY WSV!n#

4. listen() /}Jm~qwS\kVM'z,S#ZK>}P,Lr1+"8hC*c,bJm53Z*<\

xkVks.0T 10 v,SksxPES#

5. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}4T IPv4 r IPv6 M'

zDkV,S=o#

6. getpeername() /}+M'zDX75Xx&CLr#g{M'zG IPv4 M'z,CX7+T>*3d

IPv4 D IPv6 X7#

7. recv() /}SM'zSU 250 VZD}]#ZK>}P,Lr1*@M'z+"M 250 VZD}]#H

;gK,Lr1a9C SO_RCVLOWAT WSV!n"8(ZyP 250 VZ}]<=o.0;*=Q recv()
#

8. send() /}+}]X+AM'z#

9. close() /}XUyPr*DWSVhv{#

WSVB~w:4T IPv4 r IPv6 M'zDks

":KM'z>}Ik#{S\ IPv4 r IPv6 ZcDksDd|~qw&CLrhFdO9C#s>}:fr

,SDhFPhvDG)d|~qwhF<IkKM'z>}dO9C#

1. inet_pton() wC+X7DD>q=*;*~xFq=#ZK>}P,+"vdP=vwC#Z;vwC7

(~qwGq*P' AF_INET X7#Z~v inet_pton() wC7(~qwGqP AF_INET6 X7#g{

G}VD,rh*h9 getaddrinfo() 4PNN{Fbv#qrZ"v getaddrinfo() wC1,h*bv

a)Dwz{#

2. getaddrinfo() wClwsx socket() M connect() wCyhDX7E"#

3. socket() /}5Xm>KcDWSVhv{#Cod99CS getaddrinfo() 5XDE"j6X75P"

WSV`MM-i#

4. connect() /}("k~qwD,Sx;<G~qwG IPv4 9G IPv6#

5. send() /}+}]ks"MA~qw#

6. recv() /}S~qw&CLrSU}]#

7. close() /}XUyPr*DWSVhv{#

TBy>zkT>K=8D~qw&CLr#PXM'z&CLr,N{>}:IPv4 r IPv6 M'z#PX9

CKzkDE",N{zk;#$ywE"#

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0
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void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sdconn=-1;
int rc, on=1, rcdsize=BUFFER_LENGTH;
char buffer[BUFFER_LENGTH];
struct sockaddr_in6 serveraddr, clientaddr;
int addrlen=sizeof(clientaddr);
char str[INET6_ADDRSTRLEN];

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. Get a socket for address family AF_INET6 to */
/* prepare to accept incoming connections on. */
/********************************************************************/
if ((sd = socket(AF_INET6, SOCK_STREAM, 0)) < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to */
/* be reused when the server is restarted before the required wait */
/* time expires. */
/********************************************************************/
if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on,sizeof(on)) < 0)
{

perror("setsockopt(SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* address to in6addr_any, which (by default) allows connections to */
/* be established from any IPv4 or IPv6 client that specifies port */
/* 3005. (i.e. the bind is done to both the IPv4 and IPv6 TCP/IP */
/* stacks). This behavior can be modified using the IPPROTO_IPV6 */
/* level socket option IPV6_V6ONLY if desired. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin6_family = AF_INET6;
serveraddr.sin6_port = htons(SERVER_PORT);
/********************************************************************/
/* Note: applications use in6addr_any similarly to the way they use */
/* INADDR_ANY in IPv4. A symbolic constant IN6ADDR_ANY_INIT also */
/* exists but can only be used to initialize an in6_addr structure */
/* at declaration time (not during an assignment). */
/********************************************************************/
serveraddr.sin6_addr = in6addr_any;
/********************************************************************/
/* Note: the remaining fields in the sockaddr_in6 are currently not */
/* supported and should be set to 0 to ensure upward compatibility. */
/********************************************************************/
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if (bind(sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr)) < 0)

{
perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
if (listen(sd, 10) < 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive from an IPv4 or */
/* IPv6 client. */
/********************************************************************/
if ((sdconn = accept(sd, NULL, NULL)) < 0)
{

perror("accept() failed");
break;

}
else
{

/*****************************************************************/
/* Display the client address. Note that if the client is */
/* an IPv4 client, the address will be shown as an IPv4 Mapped */
/* IPv6 address. */
/*****************************************************************/
getpeername(sdconn, (struct sockaddr *)&clientaddr, &addrlen);
if(inet_ntop(AF_INET6, &clientaddr.sin6_addr, str, sizeof(str))) {

printf("Client address is %s\n", str);
printf("Client port is %d\n", ntohs(clientaddr.sin6_port));

}
}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
if (setsockopt(sdconn, SOL_SOCKET, SO_RCVLOWAT,

(char *)&rcdsize,sizeof(rcdsize)) < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes of data from the client */
/********************************************************************/
rc = recv(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{
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perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
if (sdconn != -1)

close(sdconn);
}

>}:IPv4 r IPv6 M'z

Cy>LrIkS\4T IPv4 r IPv6 M'zD~qw&CLrdO9C#

/**************************************************************************/
/* This is an IPv4 or IPv6 client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define BUFFER_LENGTH 250
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or */
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/* set the server name in the #define */
/* SERVER_NAME. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived=0;
char buffer[BUFFER_LENGTH];
char server[NETDB_MAX_HOST_NAME_LENGTH];
char servport[] = "3005";
struct in6_addr serveraddr;
struct addrinfo hints, *res=NULL;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program along with the free of the list of addresses. */

/***********************************************************************/
do
{

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset(&hints, 0x00, sizeof(hints));
hints.ai_flags = AI_NUMERICSERV;
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;
/********************************************************************/
/* Check if we were provided the address of the server using */
/* inet_pton() to convert the text form of the address to binary */
/* form. If it is numeric then we want to prevent getaddrinfo() */
/* from doing any name resolution. */
/********************************************************************/
rc = inet_pton(AF_INET, server, &serveraddr);
if (rc == 1) /* valid IPv4 text address? */
{

hints.ai_family = AF_INET;
hints.ai_flags |= AI_NUMERICHOST;

}
else
{

rc = inet_pton(AF_INET6, server, &serveraddr);
if (rc == 1) /* valid IPv6 text address? */
{

hints.ai_family = AF_INET6;
hints.ai_flags |= AI_NUMERICHOST;

}
}
/********************************************************************/
/* Get the address information for the server using getaddrinfo(). */
/********************************************************************/
rc = getaddrinfo(server, servport, &hints, &res);
if (rc != 0)
{

printf("Host not found --> %s\n", gai_strerror(rc));
if (rc == EAI_SYSTEM)

perror("getaddrinfo() failed");
break;

}
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/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies the address family, */
/* socket type, and protocol using the information returned from */
/* getaddrinfo(). */
/********************************************************************/
sd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
if (sd < 0)
{

perror("socket() failed");
break;

}
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, res->ai_addr, res->ai_addrlen);
if (rc < 0)
{

/*****************************************************************/
/* Note: the res is a linked list of addresses found for server. */
/* If the connect() fails to the first one, subsequent addresses */
/* (if any) in the list could be tried if desired. */
/*****************************************************************/
perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection\n");
break;

}
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/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
/***********************************************************************/
/* Free any results returned from getaddrinfo */
/***********************************************************************/
if (res != NULL)

freeaddrinfo(res);
}
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Z 9 B WSV&CLrhF(i

Z9CWSV&CLr.0,H@@WSV&CLrD&\hs"?jMh*#9&<G&CLrDT\hs

M53J40l#TB(iPm+ozzbvWSV&CLrDdP;)Jb,"8v9CWSVMhFWS

V&CLrDOC=(:

m 19. WSVhF&CLr

(i -r nCCZ

9Cl= I/O Z_L=~qw#MP9CDl= I/O

H-#9CD select() #M|*I!#

PX9Cl= I/O DEcD|`E",

N{l= I/O#PX9Cl= I/O API

D y > L r , N { > } : 9 C l =

I/O#

+&ms?"PM'zDWSV~qw

&CLr#

Z9Cl= I/O 1,+xLPD_L}

w{**&mDM'z}?DnE}

?#

g{(eD_L}+Y,;)M'zI

\4w&mM,1K#g{(eD_L

}+`,;)53J4I\C;=P'

{C#

":_L}}`H_L}}Y*C;

)#

9Cl= I/O DWSV&CLr#

hFWSV&CLrT\bTl= I/O

DyPt/Yw9C postflag#

\bZYw,=jIDivB+MAj

IKZDT\*z#

9Cl= I/O DWSV&CLr#

9C send() M recv() x;9C read()
M write() #

send() M recv() API Z read() M

write() Dy!OTT\MI~qTPy

Dx#

*@9CWSVhv{x;GD~hv

{DNNWSVLr#

9CSUM.;(SO_RCVLOWAT)

WSV!nT\bZyP}]=o.0

NISUYw-7#

Jm&CLrZjIh{DSUYw.

0H}*ZWSVOSUDn!?D}

]#

SU}]DNNWSV&CLr

9C MSG_WAITALL j>T\bZy

P}]=o.0NISUYw-7#

Jm&CLrZjIh{DSUYw.

0H}SUZSUYwOa)D{v:

ex#

SU}]"R$H*@Z{=oD}]

?DNNWSV&CLr#

9C sendmsg() M recvmsg() x;9

C g i v e d e s c r i p t o r ( ) M

takedescriptor() #

PX9C|GDEc,N{ZxLd+

]hv{ * sendmsg() M recvmsg()#

PX9C sendmsg() M recvmsg() D

y>Lr,N{>}:ZxLd+]h

v{#

ZxLd+]WSVrD~hv{DN

NWSV&CLr#

Z9C select() 1,"T\bZA4r

l#/OP9Cs?hv{#

":g{T select() &m9CKs?h

v{,rN{Ovl= I/O (i#

g{A4rl#/OPPs?hv{,

?NwC select() 1Mazzs?_`

$w#;)jI select() ,9Xk4P

5JDWSV/},2MG59Xk4

PA4rS\Yw#l= I/O API +W

SVO"zDivD(*k5J I/O Y

wiOp4#

CZ select() Dn/hv{}?\s

(,} 50)D&CLr#

Z9C select() .0#fA4Ml#/

OD1>,T\b?NXkXB"v

select() 1XB9(b)/O#

byITZ?NF."v select() 1Z

!XB9(A4rl#/OD*z#P

X9C select() Dy>Lr,N{>

}:Gh{ I/O M select()#

ZdP+ select() kTA4rl#&m

tCDs?WSVhv{dO9CDN

NWSV&CLr#
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m 19. WSVhF&CLr (x)

;*Z+ select() Cw(1w#xG9

C sleep() #

":g{ sleep() (1wD#H;c,

I\Xk+ select() Cw(1w#Zb

VivB,+nshv{hC*c,+

A4Ml#/OhC* NULL#

(1wl&OC,53*zOY# ZdPv+ select() CwF1wDNN

WSV&CLr#

g { W S V & C L r 9 C

DosSetRelMaxFH() vSK?vxLJm

9CDD~MWSVhv{Dns}

? , R z } Z , ; & C L r P 9 C

select() ,r&"bb;BDns5T

CZ select() &mDA4Ml#/OD

s!D0l#

g{Z FD_SETSIZE 8(DA4rl#

/O6'bVdhv{,I\a2GM

F5f"w#7#/Os!AYs=c

T&m*xLhCDns}?Dhv{

MZ select() API O8(Dnshv{

5#

ZdP9C DosSetRelMaxFH() M

select() DNN&CLrrxL#

+Ar4/OPDyPWSVhv{h

C*Gh{#TAr4tChv{1,

-7M{Dr"MyP}]1=5X

EWOULDBLOCK#PX9C select()
Dy>Lr,N{>}:Gh{ I/O M

select()#

b+JmzZT;IThv{&mrA

!}]1+ select() wCD}?uAn

Y#

ZdP9C select() DNNWSV&C

Lr#

v8(h*CZ select() &mD/O# s?V&CLr;h*8(l#/Or

4/O#

ZdP9C select() DNNWSV&C

Lr#

9C GSKit API x;G SSL API# Global Secure Toolkit(GSKit)M

OS/400 SSL_ API Jm*"2+

A F _ I N E T r

AF_INET6"SOCK_STREAM WSV&

C L r # r * G S K i t A P I Z

IBMERserver =(OG\'VD,yT

| G # $ & C L r D ; i n Q

API#SSL_ API vTZ OS/400 53E

G>XD#

h*T SSL/TLS &mtCDNNWSV

&CLr#

\b9CEE# EEDT\*z(ZyP=(O,x;

vvG iSeries)GG#:sD#nC+

WSV&CLrhF*9Cl= I/O r

select() API#

<GZdWSV&CLrP9CEED

NNLr1#

! ? 9 C @ " Z } L D - i , g

i n e t _ n t o p ( ) " i n e t _ p t o n ( ) "

getaddrinfo() M getnameinfo() #

499;<8'V IPv6,9G9Cb)

A I P ( x ; G i n e t _ n t o a ( ) "

inet_addr() "gethostbyname() M

gethostbyaddr() )TcWZ(F#

9Cxg}LDNN AF_INET r

AF_INET6 &CLr#

9C sockaddr_storage ywCZNNX7

5PX7Df"w#

r/`4Ig`vX75PM=(F2

DzkD}L#ywc;Df"?T]

InsDX75P"7#}7D_gT

k#

f"X7DNNWSV&CLr#
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Z 10 B >}:WSV&CLrhF

BP>}a)Km`y>Lr,TY}5wO_6DWSVEn#I9Cb)y>Lr4(zT:D&CLr

4jI`FDNq#}Kb)>}.b,9P;)<NMY}5w?vLrDDB~wDwCPm#IT;%

==9C Xsocket $_Zb)LrP"TdP;) API,r_IkTX(73wvX(|D#

v >}:fr,SDhF

v >}:("2+,S

v >}:T_L2+xg}L9C gethostbyaddr_r()

v >}:Gh{ I/O M select()

v >}:+EEkh{WSV API dO9C

v >}:+`cc%k AF_INET X75PdO9C

v >}:i/M|B DNS

v >}:9C send_file() M accept_and_recv() API +dD~}]

>}:fr,SDhF

P8V=(IC4Z iSeries OhFfr,SDWSV~qw#BfD>}LrIC44(zT:Dfr,SD

hF#d;I9C=SWSV~qwhF,+BP>}Pa)DhFGn#CD:

|z~qw

Z|z~qw>}P,%v~qww5&myPkV,SMxPM'zw5DyP}]w#1 accept()
API jI1,~qw&m{vBq#bG**"Dnr%D~qw,+9GP;)Jb#1~qwZ&

m4Tx(M'zDks1,=SM'zI\a"T,S~qw#b)ksand listen() "8,xR

dP3)ksnUa;\x#

yP`B>}<G"P~qwhF#Zb)hFP,539C`vw5M_L4&mkV,Sks#PK"P

~qw,(#aP`(M'z,1,SA~qw#

TZxgPD`("PM'z,(i9Cl= I/O WSV API#b) API Z_P`("PM'zDxgPa

)nQT\#l= I/O hvb) API 4PKD)YwT0|GgN$w#PX9Cb) API D>}Lr,N

{>}:9Cl= I/O#

spawn() ~qwM spawn() $wLr

spawn() ~qwM spawn() $wLr>}9C spawn() API 44(Bw5T&m?vkVks#spawn()

jIs,~qwITZ accept() API OH}*SUDB;vkV,S#

K~qwhFD(;JbMG?NSU,S14(Bw5DT\*z#I(}9C$Ht/Dw5\

b spawn() ~qw>}DT\*z#TQ-n/Dw58(kV,S,x;G?NSU,S14(Bw

5#>wbPDyP`B>}9C$Ht/Dw5#

sendmsg() ~qwM recvmsg() $wLr

sendmsg() ~qwM recvmsg() $wLr>}+kV,S+]A$wLr(M'z)w5#Z~qww

5Z;Nt/1,~qwa$Ht/yP$wLrw5#

` accept() ~qwM` accept() $wLr

ZH0D>}P,Z~qwSUkV,Sks.0"4f0$wLrw5#53D` accept() ~qwM

` accept() $wLr>}+?v$wLrw5*F=|z~qwP#~qww5T;wC socket() "
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bind() M listen() API#listen() wCjI1,~qwa4(?v$wLrw5"Td8(l}WSV#

ZGyP$wLrw5wC accept() API#1M'zT<,SA~qw1,;jI;v accept() w

C,"IC$wLr&m,S#

yPb)>}<9CM'z,SDy>hF#PXj8E",N{>}:;cM'z#

>}:`4|z~qwLr

9CK>}44(&myPkV,SD%v~qww5#1 accept() API jI1,~qw&m{vBq#C

<Y}5wK539C|z~qwhF1~qwMM'zw5gNxP;%#PX|,IkK>}dO9CD

#{M'zw5DzkD>},N{>}:;cM'z#

WSVB~w:|z~qw

TBWSVwCrPa)<NDhv#|9hv~qwk$wLr&CLr.dDX5#?;iw|,8rP

XX( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#PXK

wDM'z?VDhv,N{>}:;cM'z#TBrPT>|z~qw&CLrDb;y>LrD/}w

C:
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1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

3. listen() Jm~qwS\kVM'z,S#

4. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

5. recv() /}SM'z&CLrSU}]#

6. send() /}+}]X+AM'z#

7. close() /}XUyPr*DWSVhv{#

/**************************************************************************/
/* Application creates an iterative server design */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, len, num, rc, on = 1;
int listen_sd, accept_sd;
char buffer[80];
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
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addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf(" accept completed successfully\n");

/**********************************************/
/* Receive a message from the client */
/**********************************************/
printf(" wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" <%s>\n", buffer);

/**********************************************/
/* Echo the data back to the client */
/**********************************************/
printf(" echo it back\n");
len = rc;
rc = send(accept_sd, buffer, len, 0);
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if (rc <= 0)
{

perror("send() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Close down the incoming connection */
/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the listen socket */
/*************************************************/
close(listen_sd);

}

>}:9C spawn() API 4(SxL

K>}T>~qwLrgN9C spawn() API 4(S8zLPWSVhv{DSxL#~qww5H}kV

,S,;swC spawn() T4(Sw5T&mkV,S#SxL9C spawn() /}LPBPtT:

v WSVMD~hv{

v EEZk

v EEYwr?

v 73d?
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B<Y}5wK9C spawn() ~qwhF1,~qw"$wLrMM'zw5gNxP;%#

WSVB~w:9C spawn() S\M&mksD~qw

TBWSVwCrPa)<NDhv#|9hv~qwk$wLr>}.dDX5#?;iw|,8rPXX

( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#>}:4(

9C spawn() D~qw9CBPWSVwC4(xP spawn() /}wCDSxL:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

3. listen() Jm~qwS\kVM'z,S#

4. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

5. spawn() /}u</$ww5DN}T&mkVks#ZK>}P,B,SDWSVhv{ZSLrP3d

*hv{c#

6. ZK>}P,Z;v close() /}XUl}WSVhv{#Z~v close () wCaxS\DWSV#

WSVB~w:spawn() 4(D$wLrw5

>}:Jm$wLrw5SU}]:ex9CTB/}wCrP:
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1. Z~qwOwC spawn() /}.s,recv() /}SkV,SSU}]#

2. send() /}+}]X+AM'z#

3. close() /}axzID$wLrw5#

>}:4(9C spawn() D~qw

K>}T>gN9C spawn() API 4(S8zLPWSVhv{DSxL#PX9Czk>}DE",N{

zk;#$yw#

/**************************************************************************/
/* Application creates an child process using spawn(). */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
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/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(SERVER_PORT);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf(" accept completed successfully\n");

/**********************************************/
/* Initialize the spawn parameters */
/* */

/* The socket descriptor for the new */
/* connection is mapped over to descriptor 0 */
/* in the child program. */
/**********************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = accept_sd;

/**********************************************/
/* Create the worker job */
/**********************************************/
printf(" creating worker job\n");
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR1.PGM",
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1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);

if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" spawn completed successfully\n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the listen socket */
/*************************************************/
close(listen_sd);

}

PX9CWSVhv{jIxLDDy>Lr,N{>}:Jm$wLrw5SU}]:ex#

>}:Jm$wLrw5SU}]:ex
K>}|,Jm$wLrw5SM'zw5SU}]:ex"+dX+Dzk#PX9Czk>}DE",N

{zk;#$yw#

/**************************************************************************/
/* Worker job that receives and echoes back a data buffer to a client */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int sockfd;
char buffer[80];

/*************************************************/
/* The descriptor for the incoming connection is */
/* passed to this worker job as a descriptor 0. */
/*************************************************/
sockfd = 0;

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(sockfd);
exit(-1);

}
printf("<%s>\n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
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printf("Echo it back\n");
len = rc;
rc = send(sockfd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(sockfd);
exit(-1);

}

/*************************************************/
/* Close down the incoming connection */
/*************************************************/
close(sockfd);

}

>}:ZxLd+]hv{

sendmsg() M recvmsg() >}T>gNhF~qwLrT9Cb) API &mkV,S#1~qwt/1,

|a4($wLrw5X#b)$HVdD(zID)$wLrw5+H}1=h**9#1M'zw5,S

A~qw1,~qw+kV,S8(xdP;v$wLr#

B<Y}5wK1539C sendmsg() M recvmsg() ~qwhF1,~qw"$wLrMM'zw5gN

xP;%#
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":PXK<DM'z?VDhv,N{>}:;cM'z#

WSVB~w:9C sendmsg() M recvmsg() /}D~qw

TBWSVwCrPa)<NDhv#|9hv~qwk$wLr>}.dDX5#?;iw|,8rPXX

( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#>}:CZ

sendmsg() M recvmsg() D~qwLr9CBPWSVwC44(xP sendmsg() M recvmsg() /}wCD

SxL:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

3. listen() Jm~qwS\kVM'z,S#

4. socketpair() /}4(;T UNIX }](WSV#~qwI9C socketpair() API 44(;T AF_UNIX

WSV#
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5. spawn() /}u</$ww5DN}T&mkVks#ZK>}P,4(DSw5LP socketpair() 4(

DWSVhv{#

6. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

7. sendmsg() /}+kV,S"MAdP;v$wLrw5#SxL9C recvmsg() /}S\C,S#1~

qwwC sendmsg() 1,Sw5;Gn/D#

8. ZK>}P,Z;v close() /}XUS\DWSV#Z~v close () wCaxl}WSV#

WSVB~w:9C recvmsg() D$wLrw5

>}:CZ sendmsg () M recvmsg () D$wLr9CTB/}wCrP:

1. ~qwS\,S"+dWSVhv{+]A$wLrw5s,recvmsg() /}SUChv{#ZK>}P,

recvmsg() /}+H}1=~qw"Mhv{*9#

2. recv() /}SM'zSU{"#

3. send() /}+}]X+AM'z#

4. close() /}ax$wLrw5#

>}:CZ sendmsg() M recvmsg() D~qwLr

K>}T>gN9C sendmsg() API 4($wLrw5X#PX|,IkK>}dO9CD#{M'zw5

DzkD>},N{>}:;cM'z#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* Server example that uses sendmsg() to create worker jobs */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int server_sd, worker_sd, pair_sd[2];
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct msghdr msg;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
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exit(-1);
}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Create a pair of UNIX datagram sockets */
/*************************************************/
rc = socketpair(AF_UNIX, SOCK_DGRAM, 0, pair_sd);
if (rc != 0)
{

perror("socketpair() failed");
close(listen_sd);
exit(-1);

}
server_sd = pair_sd[0];
worker_sd = pair_sd[1];

/*************************************************/
/* Initialize parms prior to entering for loop */
/* */
/* The worker socket descriptor is mapped to */
/* descriptor 0 in the child program. */
/*************************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = worker_sd;
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/*************************************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{

pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR2.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);

if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(server_sd);
close(worker_sd);
exit(-1);

}
printf(" Worker = %d\n", pid);

}

/*************************************************/
/* Close down the worker side of the socketpair */
/*************************************************/
close(worker_sd);

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
close(server_sd);
exit(-1);

}
printf(" accept completed successfully\n");

/**********************************************/
/* Initialize message header structure */
/**********************************************/
memset(&msg, 0, sizeof(msg));

/**********************************************/
/* We are not sending any data so we do not */
/* need to set either of the msg_iov fields. */
/* The memset of the message header structure */
/* will set the msg_iov pointer to NULL and */
/* it will set the msg_iovcnt field to 0. */
/**********************************************/

/**********************************************/
/* The only fields in the message header */
/* structure that need to be filled in are */
/* the msg_accrights fields. */

100 iSeries: WSV`L

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|



/**********************************************/
msg.msg_accrights = (char *)&accept_sd;
msg.msg_accrightslen = sizeof(accept_sd);

/**********************************************/
/* Give the incoming connection to one of the */
/* worker jobs. */
/* */
/* NOTE: We do not know which worker job will */
/* get this inbound connection. */
/**********************************************/
rc = sendmsg(server_sd, &msg, 0);
if (rc < 0)
{

perror("sendmsg() failed");
close(listen_sd);
close(accept_sd);
close(server_sd);
exit(-1);

}
printf(" sendmsg completed successfully\n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the server and listen sockets */
/*************************************************/
close(server_sd);
close(listen_sd);

}

>}:CZ sendmsg () M recvmsg () D$wLr

K>}T>gN9C recvmsg() API M'zw54SU$wLrw5#PX9Czk>}DE",N{zk

;#$yw#

/**************************************************************************/
/* Worker job that uses the recvmsg to process client requests */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int worker_sd, pass_sd;
char buffer[80];
struct iovec iov[1];
struct msghdr msg;

/*************************************************/
/* One of the socket descriptors that was */
/* returned by socketpair(), is passed to this */
/* worker job as descriptor 0. */
/*************************************************/
worker_sd = 0;

/*************************************************/
/* Initialize message header structure */
/*************************************************/
memset(&msg, 0, sizeof(msg));
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memset(iov, 0, sizeof(iov));

/*************************************************/
/* The recvmsg() call will NOT block unless a */
/* non-zero length data buffer is specified */
/*************************************************/
iov[0].iov_base = buffer;
iov[0].iov_len = sizeof(buffer);
msg.msg_iov = iov;
msg.msg_iovlen = 1;

/*************************************************/
/* Fill in the msg_accrights fields so that we */
/* can receive the descriptor */
/*************************************************/
msg.msg_accrights = (char *)&pass_sd;
msg.msg_accrightslen = sizeof(pass_sd);

/*************************************************/
/* Wait for the descriptor to arrive */
/*************************************************/
printf("Waiting on recvmsg\n");
rc = recvmsg(worker_sd, &msg, 0);
if (rc < 0)
{

perror("recvmsg() failed");
close(worker_sd);
exit(-1);

}
else if (msg.msg_accrightslen <= 0)
{

printf("Descriptor was not received\n");
close(worker_sd);
exit(-1);

}
else
{

printf("Received descriptor = %d\n", pass_sd);
}

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(pass_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

}
printf("<%s>\n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
printf("Echo it back\n");
len = rc;
rc = send(pass_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

}
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/*************************************************/
/* Close down the descriptors */
/*************************************************/
close(worker_sd);
close(pass_sd);

}

>}:9C` accept() API &mkVks
b)>}T>gNhF~qwLrT9C` accept() #M4&mkV,Sks#1` accept() ~qwt/1,

|(#a4P socket() "bind() M listen() #;s4($wLrw5X"*?v$wLrw58(l}WSV#

ZG?v` accept() $wLrwC accept() #

B<Y}5w1539C` accept() ~qwhF1,~qw"$wLrMM'zw5gNxP;%#

":PXK<DM'z?VDhv,N{>}:;cM'z#
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WSVB~w:4(` accept() $wLrw5XD~qw

TBWSVwCrPa)<NDhv#|9hv~qwk$wLr>}.dDX5#?;iw|,8rPXX

( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#>}:C4

4(` accept() $wLrw5XD~qwLr9CBPWSVwC4(SxL:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

3. listen() Jm~qwS\kVM'z,S#

4. spawn() /}4(?v$wLrw5#

5. ZK>}P,Z;v close() /}XUl}WSV#

WSVB~w:` accept() D$wLrw5

>}:` accept() D$wLrw59CTB/}wCrP:

1. ~qwzI$wLrw5s,a+l}WSVhv{w*|nPN}+]AK$wLrw5#accept() /}

H}kVM'z,S#

2. recv() /}SM'zSU{"#

3. send() /}+}]X+AM'z#

4. close() /}ax$wLrw5#

>}:C44(` accept() $wLrw5XD~qwLr

K>}T>gN9C` accept() #M4($wLrw5X#PX|,IkK>}dO9CD#{M'zw5D

zkD>},N{>}:;cM'z#PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* Server example creates a pool of worker jobs with multiple accept() */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
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/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Initialize parms prior to entering for loop */
/* */
/* The listen socket descriptor is mapped to */
/* descriptor 0 in the child program. */
/*************************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = listen_sd;

/*************************************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{

pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR4.PGM",
1, spawn_fdmap, &inherit,
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spawn_argv, spawn_envp);
if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
exit(-1);

}
printf(" Worker = %d\n", pid);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Close down the listening socket */
/*************************************************/
close(listen_sd);

}

>}:` accept() D$wLrw5

K>}T>` accept() API gNSU$wLrw5MwC accept() ~qw#PX9Czk>}DE",N

{zk;#$yw#

/**************************************************************************/
/* Worker job uses multiple accept() to handle incoming client connections*/
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int listen_sd, accept_sd;
char buffer[80];

/*************************************************/
/* The listen socket descriptor is passed to */
/* this worker job as a command line parameter */
/*************************************************/
listen_sd = 0;

/*************************************************/
/* Wait for an incoming connection */
/*************************************************/
printf("Waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf("Accept completed successfully\n");

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(listen_sd);
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close(accept_sd);
exit(-1);

}
printf("<%s>\n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
printf("Echo it back\n");
len = rc;
rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/*************************************************/
/* Close down the descriptors */
/*************************************************/
close(listen_sd);
close(accept_sd);

}

>}:;cM'z

BPzk>}|,;cM'zw5Dzk#M'zw54P socket() "connect() "send() "recv() M close() #

M'zw5;*@|"MMSUD}]:exGkT$wLrw5x;GkT~qwD#g{rc4(DM'

z&CLrZ~qwG AF_INET X75Pr AF_INET6 X75P1pwC,r9C>}:IPv4 r IPv6 M

'z#

KM'zw5+9C?;v#CDfr,SD~qwhF:

v |z~qw#PXy>Lr,N{>}:`4|z~qwLr#

v zID~qwM$wLr#PXy>Lr,N{>}:9C spawn() API 4(SxL#

v sendmsg() ~qwM rcvmsg() $wLr#PXy>Lr,N{>}:CZ sendmsg() M recvmsg() D~qw

Lr#

v ` accept() hF#PXy>Lr,N{>}:C44(` accept() $wLrw5XD~qwLr#

v Gh{ I/O M select() hF#PXy>Lr,N{>}:Gh{ I/O M select()#

v S\4T IPv4 r IPv6 M'zD,SD~qw#PXy>Lr,N{>}:S\4T IPv6 M IPv4 M'

zD,S#

WSVB~w:;cM'z

TBy>Lr9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. SU=WSVhv{s,9C connect() /}4("k~qwD,S#

3. send() /}+}]:ex"MA$wLrw5#

4. recv() S$wLrw5SU}]:ex#

5. close() /}XUyPr*DWSVhv{#

PX9Czk>}DE",N{zk;#$yw#
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/**************************************************************************/
/* Generic client example is used with connection-oriented server designs */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int len, rc;
int sockfd;
char send_buf[80];
char recv_buf[80];
struct sockaddr_in addr;

/*************************************************/
/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket");
exit(-1);

}

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,

(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));

if (rc < 0)
{

perror("connect");
close(sockfd);
exit(-1);

}
printf("Connect completed.\n");

/*************************************************/
/* Enter data buffer that is to be sent */
/*************************************************/
printf("Enter message to be sent:\n");
gets(send_buf);

/*************************************************/
/* Send data buffer to the worker job */
/*************************************************/
len = send(sockfd, send_buf, strlen(send_buf) + 1, 0);
if (len != strlen(send_buf) + 1)
{

perror("send");
close(sockfd);
exit(-1);

}
printf("%d bytes sent\n", len);
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/*************************************************/
/* Receive data buffer from the worker job */
/*************************************************/
len = recv(sockfd, recv_buf, sizeof(recv_buf), 0);
if (len != strlen(send_buf) + 1)
{

perror("recv");
close(sockfd);
exit(-1);

}
printf("%d bytes received\n", len);

/*************************************************/
/* Close down the socket */
/*************************************************/
close(sockfd);

}

>}:9Cl= I/O
&CLr+9C QsoCreateIOCompletionPort() API 4( I/O jIKZ#K API +5X;vdz,I9C

Cdz2EMH}l= I/O ksDjI#C&CLr+t/dkrdv/},8( I/O jIKZdz#1 I/O

jI1,aT8( I/O jIKZ+<4,E"M&CLr(eDdz#T I/O jIKZD+<+<7X=Q}

ZH}DI\D`v_LDdP;v_L#&CLrSU:

v Z-<ksOa)D:ex

v MAC:exr"TC:exDQ&m}]D$H

v 8>jID I/O YwD`M

v T0Zu< I/O ksO+]D&CLr(eDdz
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WSVB~w:l= I/O ~qw

TBWSVwCrPa)<NDhv#|9hv~qwk$wLr>}.dDX5#?;iw|,8rPXX

( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#KwhvT

By>&CLrPDWSVwC#+K~qw>}k;cM'z>}dO9C#

1. w_L(}wC QsoCreateIOCompletionPort() 4( I/O jIKZ

2. w_L9C pthread_create /}4($wLr_LXT&myP I/O jIKZks#

3. $wLr_LwC QsoWaitForIOCompletionPort() ,|+H}*&mDM'zks#

4. w_LS\M'z,S,;s"v QsoStartRecv() ,|+8($wLr_LH}D I/O jIKZ#

":9I(}9C QsoStartAccept() 49Cl=S\#

5. P1M'zksl==o~qwxL#WSVYw530ka)DC':ex,"+jID QsoStartRecv()
ks"MA8( I/O jIKZ#;v$wLr_L;=Q"Lx&mKks#

6. $wLr_L(}4P QsoStartSend() YwS&CLr(eDdzi!M'zWSVhv{"Lx+SU

=D}]X+AM'z#

7. g{I"4"M}],r QsoStartSend() 5X5JivD8>E",qrWSVYw53a!l"M}]

"T8( I/O jIKZ+<5JivD8>E"#$wLr_Lq!"M}]D8>E""Z I/O jIK

ZOH}m;ksrU9(g{8>byvD0)#w_LI9C QsoPostIOCompletion() 4+<$wL

r_LU9B~#
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8. w_LH}$wLr_LjI,;s(}wC QsoDestroyIOCompletionPort() F5 I/O jIKZ#

":K~qw>}9CZ>}:;cM'zPhvD#CM'zzk#

K>}T>~qwLrgN9Cl= API#PX9Czk>}DE",N{zk;#$yw#

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define BufferLength 80
#define Failure 0
#define Success 1
#define SERVPORT 12345

void *workerThread(void *arg);

/********************************************************************/
/* */
/* Function Name: main */
/* */
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/

int main()
{

int listen_sd, client_sd, rc;
int on = 1, ioCompPort;
pthread_t thr;
void *status;
char buffer[BufferLength];
struct sockaddr_in serveraddr;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
exit(-1);

}

/*********************************************/
/* Create a worker thread to */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread,

&ioCompPort);
if (rc < 0)
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{
perror("pthread_create() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Create an AF_INET stream socket to receive*/
/* incoming connections on */
/*********************************************/
if ((listen_sd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket() failed");
QsoDestroyIOCompletionPort(ioCompPort);
exit(-1);

}

/*********************************************/
/* Allow socket descriptor to be reuseable */
/*********************************************/
if ((rc = setsockopt(listen_sd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on))) < 0)

{
perror("setsockopt() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* bind the socket */
/*********************************************/
memset(&serveraddr, 0x00, sizeof(struct sockaddr_in));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVPORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

if ((rc = bind(listen_sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr))) < 0)

{
perror("bind() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Set listen backlog */
/*********************************************/
if ((rc = listen(listen_sd, 10)) < 0)
{

perror("listen() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

printf("Waiting for client connection.\n");

/*********************************************/
/* accept an incoming client connection. */
/*********************************************/
if ((client_sd = accept(listen_sd, (struct sockaddr *)NULL,
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NULL)) < 0)
{

perror("accept() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Issue QsoStartRecv() to receive client */
/* request. */
/* Note: */
/* postFlag == on denoting request should */
/* posted to the I/O */
/* completion port, even if */
/* if request is immediately */
/* available. Worker thread */
/* will process client */
/* request. */
/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’\0’, sizeof(ioStruct));

ioStruct.buffer = buffer;
ioStruct.bufferLength = sizeof(buffer);

/*********************************************/
/* Store the client descriptor in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
*((int*)&ioStruct.descriptorHandle) = client_sd;
ioStruct.postFlag = 1;
ioStruct.fillBuffer = 0;

rc = QsoStartRecv(client_sd, ioCompPort, &ioStruct);
if (rc == -1)
{

perror("QsoStartRecv() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
close(client_sd);
exit(-1);

}
/*********************************************/
/* close the server’s listening socket. */
/*********************************************/
close(listen_sd);

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

QsoDestroyIOCompletionPort(ioCompPort);
if ( rc == 0 && (rc = __INT(status)) == Success)
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{
printf("Success.\n");
exit(0);

}
else
{

perror("pthread_join() reported failure");
exit(-1);

}
}
/* end workerThread */

/********************************************************************/
/* */
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;

/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;

/*********************************************/
/* Wait on the supplied I/O completion port */
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Client request has been received. */
/*********************************************/

;
else
{

printf("QsoWaitForIOCompletion() or QsoStartRecv() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartRecv() failed");
return __VOID(Failure);

}

/*********************************************/
/* Obtain the socket descriptor associated */
/* with the client connection. */
/*********************************************/
clientfd = *((int *) &ioStruct.descriptorHandle);

/*********************************************/
/* Echo the data back to the client. */
/* Note: postFlag == 0. If write completes */
/* immediate then indication will be */
/* returned, otherwise once the */
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/* write is performed the I/O Completion */
/* port will be posted. */
/*********************************************/
ioStruct.postFlag = 0;
ioStruct.bufferLength = ioStruct.returnValue;
rc = QsoStartSend(clientfd, ioCompPort, &ioStruct);

if (rc == 0)
/*********************************************/
/* Operation complete - data has been sent. */
/*********************************************/

;
else
{
/*********************************************/
/* Two possibilities */
/* rc == -1 */
/* Error on function call */
/* rc == 1 */
/* Write could not be immediately */
/* performed. Once complete, the I/O */
/* completion port will be posted. */
/*********************************************/

if (rc == -1)
{

printf("QsoStartSend() failed.\n");
perror("QsoStartSend() failed");
close(clientfd);
return __VOID(Failure);

}
/*********************************************/
/* Wait for operation to complete. */
/*********************************************/
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Send sucessful. */
/*********************************************/

;
else
{

printf("QsoWaitForIOCompletion() or QsoStartSend() failed.\n");
perror("QsoWaitForIOCompletion() or QsoStartSend() failed");
return __VOID(Failure);

}
}
close(clientfd);
return __VOID(Success);

} /* end workerThread */
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*i4K<DM'z?V,N{2+ GSKit M'z<#

TBWSVwCrPa)<NDhv#|9hv~qwkM'z>}.dDX5#?;iw|,8rPXX(

API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#KwhvTBy

>&CLrPDWSVwC#.

1. QsoCreateIOCompletionPort() /}4( I/O jIKZ#

2. pthread_create /}4($wLr_LTSU}]"+dX+AM'z#$wLr_L+H}M'zks

=oU4(D I/O jIKZ#

3. T gsk_environment_open() DwC,C4q! SSL 73Ddz#

4 . T g s k _ a t t r i b u t e _ s e t _ x x x x x ( ) D;Nr`NwC,C4hC S S L 73DtT#AYGT

gsk_attr ibute_set_buffer() DwC,C4hC GSK_OS400_APPLICATION_ID 5rhC

GSK_KEYRING_FILE 5#v&hCdP.;#nC9C GSK_OS400_APPLICATION_ID 5#9&7#

9C gsk_attribute_set_enum() hC&CLr(M'zr~qw)D`M GSK_SESSION_TYPE#

5. T gsk_environment_init() DwC,C4u</K73TcxP SSL &mM("+9CK73KPDy

P SSL a0D SSL 2+TE"#

6. socket /}4(WSVhv{#ZG~qw"v;ij<WSVwC:bind() "listen() M accept() T

Jm~qwS\kV,Sks#

7. gsk_secure_soc_open() /}q!2+a0Df"w,hCtTD1!5,"5XXk#fTcZk2+

a0`XD/}wCO9CDdz#

8 . T g s k _ a t t r i b u t e _ s e t _ x x x x x ( ) D ; N r ` N w C , C 4 h C 2 + a 0 D t T # A Y G T

gsk_attribute_set_numeric_value() DwC,C4+X(WSVkK2+a0`X*#

9. T gsk_secure_soc_init() DwC,C4t/S\N}D SSL UV-L#

":(#,~qwLrXka)$i,SSL UVEaI&#~qw9Xk_PTk~qw$i`X*D(

C\?T0f"C$iD\?}]bD~DCJ(#Z3)ivB,M'z9XkZ SSL UV&mZ

d a ) $ i # g { M ' z } , S A D ~ q w Q t C M ' z O $ , M h * b y v #

g s k _ a t t r i b u t e _ s e t _ b u f f e r ( G S K _ O S 4 0 0 _ A P P L I C A T I O N _ I D ) r

gsk_attribute_set_buffer (GSK_KEYRING_FILE)API wCj6(!\T;,==)Zq!UVZ

dSP9C$iM(C\?D\?}]bD~#

10. gsk_secure_soc_startRecv() /}T2+a0t/l=SUYw#

11. pthread_join 9~qwk$wLr,=#K/}H}_LU9,pkC_L,;s+_LKv4,5Xx

~qw#

12. gsk_secure_soc_close() /}ax2+a0#

13. gsk_environment_close() /}XU SSL 73#

14. close() /}axl}WSV#

15. close() axS\D(M'z,S)WSV#

16. QsoDestroyIOCompletionPort() /}F5jIKZ#

WSVB~w:9C GSKit API D$wLr_L

1 . ~ q w & C L r 4 ( $ w L r _ L s , | a H } ~ q w r d " M k V M ' z k s T c 9 C

gsk_secure_soc_startRecv() wC&mM'z}]#QsoWaitForIOCompletionPort() /}+H}a)

D IO jIKZ,bGI~qw8(D#
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2. ;)SU=M'zks,gsk_attribute_get_numeric_value() /}aq!k2+a0`X*DWSVhv

{#

3. gsk_secure_soc_write() /}+C{""MA9C2+a0DM'z#

PX9Czk>}DE",N{zk;#$yw#

/* GSK Asyncronous Server Program using Application Id*/

/* "IBM grants you a nonexclusive copyright license */
/* to use all programming code examples from which */
/* you can generate similar function tailored to your */
/* own specific needs. */
/* */
/* All sample code is provided by IBM for illustrative*/
/* purposes only. These examples have not been */
/* thoroughly tested under all conditions. IBM, */
/* therefore, cannot guarantee or imply reliability, */
/* serviceability, or function of these programs. */
/* */
/* All programs contained herein are provided to you */
/* "AS IS" without any warranties of any kind. The */
/* implied warranties of non-infringement, */
/* merchantability and fitness for a particular */
/* purpose are expressly disclaimed. " */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(PROG/GSKSERVa) */
/* SRCFILE(PROG/CSRC) */
/* SRCMBR(GSKSERVa) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/
int main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
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int buf_len, on = 1, rc = 0;
int sd = -1, lsd = -1, al = -1, ioCompPort = -1;
int successFlag = FALSE;
char buff[1024];
pthread_t thr;
void *status;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/
do
{

/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
break;

}
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_open() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d & errno = %d.\n"
,rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_SESSION_TYPE,
GSK_SERVER_SESSION);
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if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d & errno = %d.\n"
,rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
break;

}
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/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
break;

}

/* enable the socket for incoming client connections */
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
break;

}

/* accept an incoming client connection */
al = sizeof(address);
sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake */
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_init() failed with rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* Issue gsk_secure_soc_startRecv() to */
/* receive client request. */
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/* Note: */
/* postFlag == on denoting request should */
/* posted to the I/O completion port, even */
/* if request is immediately available. */
/* Worker thread will process client request.*/
/*********************************************/
/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’\0’, sizeof(ioStruct));
memset((char *) buff, 0, sizeof(buff));
ioStruct.buffer = buff;
ioStruct.bufferLength = sizeof(buff);

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
ioStruct.descriptorHandle = my_session_handle;
ioStruct.postFlag = 1;
ioStruct.fillBuffer = 0;

rc = gsk_secure_soc_startRecv(my_session_handle,
ioCompPort,
&ioStruct);

if (rc != GSK_AS400_ASYNCHRONOUS_RECV)
{

printf("gsk_secure_soc_startRecv() rc = %d & errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* This is where the server could loop back */
/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

/* check status of the worker */
if ( rc == 0 && (rc = __INT(status)) == Success)
{

printf("Success.\n");
successFlag = TRUE;

}
else
{

perror("pthread_join() reported failure");
}

} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);
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/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the listening socket */
if (lsd > -1)

close(lsd);
/* close the accepted socket */
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)

QsoDestroyIOCompletionPort(ioCompPort);

if (successFlag)
exit(0);

else
exit(-1);

}

/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could */
/* be made responsible for the clientfd and session_handle. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort = -1, clientfd = -1;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
int amtWritten;
gsk_handle client_session_handle = NULL;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/O completion port */
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTRECV))

/*********************************************/
/* Client request has been received. */
/*********************************************/
;
else
{

perror("QsoWaitForIOCompletion()/gsk_secure_soc_startRecv() failed");
printf("ioStruct.returnValue = %d.\n", ioStruct.returnValue);
return __VOID(Failure);
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}

/* write results to screen */
printf("gsk_secure_soc_startRecv() received %d bytes, here they are:\n",

ioStruct.secureDataTransferSize);
printf("%s\n",ioStruct.buffer);

/*********************************************/
/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
rc = gsk_attribute_get_numeric_value(client_session_handle,

GSK_FD,
&clientfd);

if (rc != GSK_OK)
{

printf("gsk_attribute_get_numeric_value() rc = %d & errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return __VOID(Failure);

}

/* send the message to the client using the secure session */
amtWritten = 0;
rc = gsk_secure_soc_write(client_session_handle,

ioStruct.buffer,
ioStruct.secureDataTransferSize,
&amtWritten);

if (amtWritten != ioStruct.secureDataTransferSize)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return __VOID(Failure);

}
else
{

printf("gsk_secure_soc_write() did not write all data.\n");
return __VOID(Failure);

}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",ioStruct.buffer);

return __VOID(Success);
} /* end workerThread */
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2. ;)SU=M'zks,gsk_attribute_get_numeric_value() /}aq!k2+a0`X*DWSVhv

{#

3. gsk_secure_soc_read() /}SU4T9C2+a0DM'zD{"#

4. gsk_secure_soc_write() /}+C{""MA9C2+a0DM'z#

PX9Czk>}DE",N{zk;#$yw#

/* GSK Asyncronous Server Program using Application Id*/
/* and gsk_secure_soc_startInit() */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/GSKSERVSI) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(GSKSERVSI) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/
int main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
int buf_len, on = 1, rc = 0;
int sd = -1, lsd = -1, al, ioCompPort = -1;
int successFlag = FALSE;
pthread_t thr;
void *status;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/

do
{
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/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
break;

}
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
printf("gsk_environment_open()\n");
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d and errno = %d.\n",

rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n"
,rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
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GSK_PROTOCOL_SSLV2_OFF);
if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n"
,rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
printf("gsk_environment_init()\n");
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
printf("socket()\n");
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
break;

}

/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
printf("bind()\n");
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
break;
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}

/* enable the socket for incoming client connections */
printf("listen()\n");
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
break;

}

/* accept an incoming client connection */
al = sizeof(address);
printf("accept()\n");
sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
printf("gsk_secure_soc_open()\n");
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* Issue gsk_secure_soc_startInit() to */
/* process SSL Handshake flow asyncronously */
/*********************************************/
/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’\0’, sizeof(ioStruct));

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
ioStruct.descriptorHandle = my_session_handle;
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/* initiate the SSL handshake */
rc = errno = 0;
printf("gsk_secure_soc_startInit()\n");
rc = gsk_secure_soc_startInit(my_session_handle, ioCompPort, &ioStruct);
if (rc != GSK_OS400_ASYNCHRONOUS_SOC_INIT)
{

printf("gsk_secure_soc_startInit() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}
else

printf("gsk_secure_soc_startInit got GSK_OS400_ASYNCHRONOUS_SOC_INIT\n");

/*********************************************/
/* This is where the server could loop back */
/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

/* check status of the worker */
if ( rc == 0 && (rc = __INT(status)) == Success)
{

printf("Success.\n");
printf("Success.\n");
successFlag = TRUE;

}
else
{

perror("pthread_join() reported failure");
}

} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the listening socket */
if (lsd > -1)

close(lsd);
/* close the accepted socket */
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)

QsoDestroyIOCompletionPort(ioCompPort);

if (successFlag)
exit(0);

exit(-1);
}

/********************************************************************/
/* Function Name: workerThread */
/* */
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/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could */
/* be made responsible for the clientfd and session_handle. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
int amtWritten, amtRead;
char buff[1024];
gsk_handle client_session_handle;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/O completion port */
/* for the SSL handshake to complete. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;

sleep(4);
printf("QsoWaitForIOCompletion()\n");
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTINIT))

/*********************************************/
/* SSL Handshake has completed. */
/*********************************************/
;
else
{

printf("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed.\n");
printf("rc == %d, returnValue - %d, operationCompleted = %d\n",

rc, ioStruct.returnValue, ioStruct.operationCompleted);
perror("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed");
return __VOID(Failure);

}

/*********************************************/
/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
printf("gsk_attribute_get_numeric_value()\n");
rc = gsk_attribute_get_numeric_value(client_session_handle,

GSK_FD,
&clientfd);

if (rc != GSK_OK)
{

printf("gsk_attribute_get_numeric_value() rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
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return __VOID(Failure);
}
/* memset buffer to hex zeros */
memset((char *) buff, 0, sizeof(buff));
amtRead = 0;
/* receive a message from the client using the secure session */
printf("gsk_secure_soc_read()\n");
rc = gsk_secure_soc_read(client_session_handle,

buff,
sizeof(buff),
&amtRead);

if (rc != GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return;

}

/* write results to screen */
printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",

amtRead);
printf("%s\n",buff);

/* send the message to the client using the secure session */
amtWritten = 0;
printf("gsk_secure_soc_write()\n");
rc = gsk_secure_soc_write(client_session_handle,

buff,
amtRead,
&amtWritten);

if (amtWritten != amtRead)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return __VOID(Failure);

}
else
{

printf("gsk_secure_soc_write() did not write all data.\n");
return __VOID(Failure);

}
}
/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buff);

return __VOID(Success);
}
/* end workerThread */

>}:9C Global Secure ToolKit (GSKit )API ("2+M'z

TBzky>a)9C GSKit API DM'zD>}#PX9Czk>}DE",N{zk;#$yw#

B<T>9C GSKit API D2+M'zOD/}wC:
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WSVB~w:GSKit M'z

KwhvTBy>&CLrPDWSVwC#+KM'z>}k GSKit ~qw>}T0>}:9Cl=UVD

GSKit 2+~qwdO9C#

1. gsk_environment_open() /}q! SSL 73Ddz#

2 . T g s k _ a t t r i b u t e _ s e t _ x x x x x ( ) D;Nr`NwC,C4hC S S L 73DtT#AYGT

gsk_attr ibute_set_buffer() DwC,C4hC GSK_OS400_APPLICATION_ID 5rhC

GSK_KEYRING_FILE 5#v&hCdP.;#nC9C GSK_OS400_APPLICATION_ID 5#9&7#

9C gsk_attribute_set_enum() hC&CLr(M'zr~qw)D`M GSK_SESSION_TYPE#

3. T gsk_environment_init() DwC,C4u</K73TcxP SSL &mM("+9CK73KPDy

P SSL a0D SSL 2+TE"#

4. socket /}4(WSVhv{#ZGM'z"v connect() T,SA~qw&CLr#

5. gsk_secure_soc_open() /}q!2+a0Df"w,hCtTD1!5,"5XXk#fTcZk2+

a0`XD/}wCO9CDdz#

6. gsk_attribute_set_numeric_value() /}+X(WSVkK2+a0`X*#

7. gsk_secure_soc_init() /}9C* SSL 73M2+a0hCDtTt/2+a0Dl=-L#

8. gsk_secure_soc_write() /}+2+a0OD}]4A$wLr_L#

":TZ GSKit ~qw>},K/}+}]4A gsk_secure_soc_startRecv() /}jID$wLr_

L#Zl=>}P,|+4AjID gsk_secure_soc_startInit() #

9. gsk_secure_soc_read() /}S\4T9C2+a0D$wLr_LD{"#

10. gsk_secure_soc_close() /}ax2+a0#

11. gsk_environment_close() /}XU SSL 73#

12. close() /}ax,S#

/* GSK Client Program using Application Id */

/* This program assumes that the application id is */
/* already registered and a certificate has been */
/* associated with the appliciation id */
/* */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/GSKCLIENT) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(GSKCLIENT) */

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define TRUE 1
#define FALSE 0

void main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
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int buf_len, rc = 0, sd = -1;
int amtWritten, amtRead;
char buff1[1024];
char buff2[1024];

/* hardcoded IP address (change to make address were server program runs */
char addr[16] = "1.1.1.1";

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/
do
{

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_open() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_CLIENT_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the client (this is the default */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_SESSION_TYPE,
GSK_CLIENT_SESSION);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
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/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/* connect to the server using a set port number */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("connect() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;
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}

/* initiate the SSL handshake */
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* memset buffer to hex zeros */
memset((char *) buff1, 0, sizeof(buff1));

/* send a message to the server using the secure session */
strcpy(buff1,"Test of gsk_secure_soc_write \n\n");

/* send the message to the client using the secure session */
buf_len = strlen(buff1);
amtWritten = 0;
rc = gsk_secure_soc_write(my_session_handle, buff1, buf_len, &amtWritten);
if (amtWritten != buf_len)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}
else
{

printf("gsk_secure_soc_write() did not write all data.\n");
break;

}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buff1);

/* memset buffer to hex zeros */
memset((char *) buff2, 0x00, sizeof(buff2));

/* receive a message from the client using the secure session */
amtRead = 0;
rc = gsk_secure_soc_read(my_session_handle, buff2, sizeof(buff2), &amtRead);

if (rc != GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* write results to screen */
printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",

amtRead);
printf("%s\n",buff2);

} while(FALSE);

/* disable SSL support for the socket */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);
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/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the connection */
if (sd > -1)

close(sd);

return;
}

>}:9C SSL_ API ("2+~qw

}9C GSKit API 4(2+&CLr.b,9I9C SSL_ API#b) API G iSeries Yw53>XD#M

GSKit API xT,~qwXka)P'$iE\2+X;;}]#B<T>CZ4(2+~qwDWSVM

SSL_ API#g{}Z`4g IBM ERserver =(D2+&CLr,9C GSKit API#
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WSVB~w:9C SSL_ API D2+~qw

TBhvT>Jm SSL ~qw4P"k SSL M'zD(ED API .dDX5#

1. wC SSL_Init() r SSL_Init_Application() ,Tu</ SSL &mDw573M("+Z10w5PKP

DyP SSL a0D SSL 2+TE"#v&9CdP;v API#nC9C SSL_Init_Application() API#

":TB>}Lr9C SSL_Init_Application API#

2. ~qwwC socket() Tq!WSVhv{#

3. ~qwwC bind() "listen() M accept() T$n~qwLrD,S#

4. ~qwwC SSL_Create() TcT,SDWSVtC SSL 'V#

5. ~qwwC SSL_Handshake() Tt/S\N}D SSL UV-L#
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6. ~qwwC SSL_Write() M SSL_Read() T"MMSU}]#

7. ~qwwC SSL_Destroy() TcTWSV{C SSL 'V#

8. ~qwwC close() TF5,SDWSV#

WSVB~w:9C SSL_ API D2+M'z

1. wC SSL_Init() r SSL_Init_Application() ,Tu</ SSL &mDw573M("+Z10w5PKP

DyP SSL a0D SSL 2+TE"#v&9CdP;v API#nC9C SSL_Init_Application API#

":TB>}Lr9C SSL_Init_Application API#

2. M'zwC socket() Tq!WSVhv{#

3. M'zwC connect() T$nM'zLrD,S#

4. M'zwC SSL_Create() TcT,SDWSVtC SSL 'V#

5. M'zwC SSL_Handshake() Tt/S\N}D SSL UV-L#

6. M'zwC SSL_Read() M SSL_Write() TSUM"M}]#

7. M'zwC SSL_Destroy() TcTWSV{C SSL 'V#

8. M'zwC close() TF5,SDWSV#

":y>9C AF_INET X75P;+G|IT^D*9C AF_INET6 X75P#

PX9Czk>}DE",N{zk;#$yw#

/* SSL Server Program using SSL_Init_Application */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/SSLSERVAPP) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(SSLSERVAPP) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>

void main(void)
{

SSLHandle *sslh;
SSLInitApp sslinit;

struct sockaddr_in address;
int buf_len, on = 1, rc = 0, sd, lsd, al;
char buff[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128_SHA;

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinitapp structure to hex zeros */
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memset((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinit app structure */
sslinit.applicationID = "MY_SERVER_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuiteListLen = 0;

/* allocate and set pointers for certificate buffer */
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ssl call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);
if (rc != 0)
{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);

return;
}

/* initialize a socket to be used for listening */
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
return;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
return;

}

/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
close(lsd);
return;

}

/* enable the socket for incoming client connections */
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
close(lsd);
return;

}

/* accept an incoming client connection */
al = sizeof(address);
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sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
close(lsd);
return;

}

/* enable SSL support for the socket */
sslh = SSL_Create(sd, SSL_ENCRYPT);
if (sslh == NULL)
{

printf("SSL_Create() failed with errno = %d.\n", errno);
close(lsd);
close(sd);
return;

}

/* set up parameters for handshake */
sslh -> protocol = 0;
sslh -> timeout = 0;
sslh -> cipherSuiteList = &cipher;
sslh -> cipherSuiteListLen = 1;

/* initiate the SSL handshake */
rc = SSL_Handshake(sslh, SSL_HANDSHAKE_AS_SERVER);
if (rc != 0)
{

printf("SSL_Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);

SSL_Destroy(sslh);
close(lsd);
close(sd);
return;

}

/* memset buffer to hex zeros */
memset((char *) buff, 0, sizeof(buff));

/* receive a message from the client using the secure session */
rc = SSL_Read(sslh, buff, sizeof(buff));
if (rc < 0)
{

printf("SSL_Read() rc = %d and errno = %d.\n",rc,errno);
rc = SSL_Destroy(sslh);
if (rc != 0)

printf("SSL_Destroy() rc = %d and errno = %d.\n",rc,errno);
close(lsd);
close(sd);
return;

}

/* write results to screen */
printf("SSL_Read() read ...\n");
printf("%s\n",buff);

/* send the message to the client using the secure session */
buf_len = strlen(buff);
rc = SSL_Write(sslh, buff, buf_len);
if (rc != buf_len)
{

if (rc < 0)
{

printf("SSL_Write() failed with rc = %d.\n",rc);
SSL_Destroy(sslh);
close(lsd);
close(sd);
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return;
}
else
{

printf("SSL_Write() did not write all data.\n");
SSL_Destroy(sslh);
close(lsd);
close(sd);
return;

}
}

/* write results to screen */
printf("SSL_Write() wrote ...\n");
printf("%s\n",buff);

/* disable SSL support for the socket */
SSL_Destroy(sslh);

/* close the connection */
close(sd);

/* close the listening socket */
close(lsd);

return;
}

>}:9C SSL_ API ("2+M'z

} GSKit API .b,OS/400 WSV9'V+3 SSL_ API#b) API Z iSeries >X~qwkM'z&CL

r.d("2+,S#PXhvKLr0d`&~qw&CLrDWSVB~wD<N,N{>}:9C SSL_

API ("2+~qw#TB>}Jm9C SSL_ API DM'z&CLrk9C SSL_API D~qw&CLr(

E:

PX9Czk>}DE",N{zk;#$yw#

/* SSL Client Program using SSL_Init_Application */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/SSLCLIAPP) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(SSLCLIAPP */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <ctype.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <errno.h>

/* Making this simple - no parameters */
void main(void)
{

SSLHandle *sslh;
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SSLInitApp sslinit;
struct sockaddr_in address;
int buf_len, rc = 0, sd;
char buff1[1024];
char buff2[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128_SHA;

/* hardcoded IP address */
char addr[12] = "16.35.146.84";

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinit structure to hex zeros */
memset((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinitapp structure */
/* using an existing app id */
sslinit.applicationID = "MY_CLIENT_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuiteListLen = 0;

/* allocate and set pointers for certificate buffer */
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ssl call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);
if (rc != 0)
{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.\n",
rc,errno);

return;
}

/* initialize a socket */
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
return;

}

/* enable SSL support for the socket */
sslh = SSL_Create(sd, SSL_ENCRYPT);
if (sslh == NULL)
{

printf("SSL_Create() failed with errno = %d.\n", errno);
close(sd);
return;

}

/* connect to the server using a set port number */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("connect() failed");
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close(sd);
return;

}

/* set up to call handshake, setting cipher */
sslh -> protocol = 0;
sslh -> timeout = 0;
sslh -> cipherSuiteList = &cipher;
sslh -> cipherSuiteListLen = 1;

/* initiate the SSL handshake - as a CLIENT */
rc = SSL_Handshake(sslh, SSL_HANDSHAKE_AS_CLIENT);
if (rc != 0)
{

printf("SSL_Handshake() failed with rc = %d and errno = %d.\n",
rc, errno);

close(sd);
return;

}

/* send a message to the server using the secure session */
strcpy(buff1,"Test of SSL_Write \n\n");
buf_len = strlen(buff1);
rc = SSL_Write(sslh, buff1, buf_len);
if (rc != buf_len)
{

if (rc < 0)
{
printf("SSL_Write() failed with rc = %d and errno = %d.\n",rc,errno);
SSL_Destroy(sslh);
close(sd);
return;

}
else
{

printf("SSL_Write() did not write all data.\n");
SSL_Destroy(sslh);
close(sd);
return;

}
}

/* write the results to the screen */
printf("SSL_Write() wrote ...\n");
printf("%s\n",buff1);

memset((char *) buff2, 0x00, sizeof(buff2));

/* receive the message from the server using the secure session */
rc = SSL_Read(sslh, buff2, buf_len);
if (rc < 0)
{

printf("SSL_Read() failed with rc = %d.\n",rc);
SSL_Destroy(sslh);
close(sd);
return;

}

/* write the results to the screen */
printf("SSL_Read() read ...\n");
printf("%s\n",buff2);

/* disable SSL support for the socket */
SSL_Destroy(sslh);
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/* close the connection by closing the local socket */
close(sd);
return;

}

>}:T_L2+xg}L9C gethostbyaddr_r()
TBG9C gethostbyaddr_r() DLrD>}#{FT0_r1a2DyPd|}L_P`Foe,xR2G_

L2+D#K>}LrICcV.xFm>D IP X7,"r!wz{#

PX9Czk>}DE",N{zk;#$yw#

/********************************************************/
/* Header files */
/********************************************************/
#include </netdb.h>
#include <sys/param.h>
#include <netinet/in.h>
#include <stdlib.h>
#include <stdio.h>
#include <arpa/inet.h>
#include <sys/socket.h>
#define HEX00 ’\x00’
#define NUMPARMS 2
/********************************************************/
/* Pass one parameter that is the IP address in */
/* dotted decimal notation. The host name will be */
/* displayed if found; otherwise, a message states */
/* host not found. */
/********************************************************/
int main(int argc, char *argv[])

{
int rc;
struct in_addr internet_address;
struct hostent hst_ent;
struct hostent_data hst_ent_data;
char dotted_decimal_address [16];
char host_name[MAXHOSTNAMELEN];

/**********************************************************/
/* Verify correct number of arguments have been passed */
/**********************************************************/
if (argc != NUMPARMS)
{
printf("Wrong number of parms passed\n");
exit(-1);
}
/**********************************************************/
/* Obtain addressability to parameters passed */
/**********************************************************/
strcpy(dotted_decimal_address, argv[1]);

/**********************************************************/
/* Initialize the structure-field */
/* hostent_data.host_control_blk with hexadecimal zeros */
/* before its initial use. If you require compatibility */
/* with other platforms, then you must initialize the */
/* entire hostent_data structure with hexadecimal zeros. */
/**********************************************************/
/* Initialize to hex 00 hostent_data structure */
/**********************************************************/
memset(&hst_ent_data,HEX00,sizeof(struct hostent_data));

/**********************************************************/
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/* Translate an Internet address from dotted decimal */
/* notation to 32-bit IP address format. */
/**********************************************************/
internet_address.s_addr=inet_addr(dotted_decimal_address);

/**********************************************************/
/* Obtain host name */
/**********************************************************/
/**********************************************************/
/* NOTE: The gethostbyaddr_r() returns an integer. */
/* The following are possible values: */
/* -1 (unsuccessful call) */
/* 0 (successful call) */
/**********************************************************/
rc=gethostbyaddr_r((char *) &internet_address,

sizeof(struct in_addr), AF_INET,
&hst_ent, &hst_ent_data);

if (rc== -1)
{

printf("Host name not found\n");
exit(-1);

}
else

{
/*****************************************************/
/* Copy the host name to an output buffer */
/*****************************************************/

(void) memcpy((void *) host_name,
/****************************************************/
/* You must address all the results through the */
/* hostent structure hst_ent. */
/* NOTE: Hostent_data structure hst_ent_data is just */
/* a data repository that is used to support the */
/* hostent structure. Applications should consider */
/* hostent_data a storage area to put host level data */
/* that the application does not need to access. */
/****************************************************/

(void *) hst_ent.h_name,
MAXHOSTNAMELEN);

/*****************************************************/
/* Print the host name */
/*****************************************************/

printf("The host name is %s\n", host_name);

}
exit(0);

}

>}:Gh{ I/O M select()
TBy>Lr9CGh{ I/O M select() API#PX|,IkK>}dO9CD#{M'zw5DzkD>},

N{>}:;cM'z#
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WSVB~w:9CGh{ I/O M select() D~qw

>}P9CKBPwC:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_STREAM)D INET(xJ-i)X75P#

2. ioctl() /}JmZXhDH}1d=Z.0ZXBt/~qw1XC>XX7#ZK>}P,|+WSVh

C*Gh{D#kV,SDyPWSV2GGh{D,-rG|G+Sl}WSVLPC4,#

3. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#

4. listen() Jm~qwS\kVM'z,S#

5. ~qw9C accept() /}S\kV,Sks#accept() wC+^^Zh{,H}kV,SD=4#

6. select() /}JmxLH}B~"z"ZB~"z1=QxL#ZK>}P,select () /}5X;v}V,

m>Q<8CxP&mDWSVhv{#

0 8>xL+,1#ZK>}P,1hC* 30 k#
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−1 8>xLQ'\#

1 8>;<8&m;vhv{#ZK>}P,5X 1 1 FD_ISSET MsxWSVwC;jI;N#

n 8>P`vhv{H}&m#ZK>}P,5X n 1 FD_ISSET Msxzk-74P"4~qw

SUksDNr4jIb)ks#

7. 5X EWOULDBLOCK 1,+jI accept() M recv() /}#

8. send() /}+}]X+AM'z#

9. close() /}XUyPr*DWSVhv{#

PX9Czk>}DE",N{zk;#$yw#

#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char *argv[])
{

int i, len, rc, on = 1;
int listen_sd, max_sd, new_sd;
int desc_ready, end_server = FALSE;
int close_conn;
char buffer[80];
struct sockaddr_in addr;
struct timeval timeout;
struct fd_set master_set, working_set;

/*************************************************************/
/* Create an AF_INET stream socket to receive incoming */
/* connections on */
/*************************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************************/
rc = setsockopt(listen_sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Set socket to be non-blocking. All of the sockets for */
/* the incoming connections will also be non-blocking since */
/* they will inherit that state from the listening socket. */
/*************************************************************/
rc = ioctl(listen_sd, FIONBIO, (char *)&on);
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if (rc < 0)
{

perror("ioctl() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Bind the socket */
/*************************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Set the listen back log */
/*************************************************************/
rc = listen(listen_sd, 32);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Initialize the master fd_set */
/*************************************************************/
FD_ZERO(&master_set);
max_sd = listen_sd;
FD_SET(listen_sd, &master_set);

/*************************************************************/
/* Initialize the timeval struct to 3 minutes. If no */
/* activity after 3 minutes this program will end. */
/*************************************************************/
timeout.tv_sec = 3 * 60;
timeout.tv_usec = 0;

/*************************************************************/
/* Loop waiting for incoming connects or for incoming data */
/* on any of the connected sockets. */
/*************************************************************/
do
{

/**********************************************************/
/* Copy the master fd_set over to the working fd_set. */
/**********************************************************/
memcpy(&working_set, &master_set, sizeof(master_set));

/**********************************************************/
/* Call select() and wait 5 minutes for it to complete. */
/**********************************************************/
printf("Waiting on select()...\n");
rc = select(max_sd + 1, &working_set, NULL, NULL, &timeout);

/**********************************************************/
/* Check to see if the select call failed. */
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/**********************************************************/
if (rc < 0)
{

perror(" select() failed");
break;

}

/**********************************************************/
/* Check to see if the 5 minute time out expired. */
/**********************************************************/
if (rc == 0)
{

printf(" select() timed out. End program.\n");
break;

}

/**********************************************************/
/* One or more descriptors are readable. Need to */
/* determine which ones they are. */
/**********************************************************/
desc_ready = rc;
for (i=0; i <= max_sd && desc_ready > 0; ++i)
{

/*******************************************************/
/* Check to see if this descriptor is ready */
/*******************************************************/
if (FD_ISSET(i, &working_set))
{

/****************************************************/
/* A descriptor was found that was readable - one */
/* less has to be looked for. This is being done */
/* so that we can stop looking at the working set */
/* once we have found all of the descriptors that */
/* were ready. */
/****************************************************/
desc_ready -= 1;

/****************************************************/
/* Check to see if this is the listening socket */
/****************************************************/
if (i == listen_sd)
{

printf(" Listening socket is readable\n");
/*************************************************/
/* Accept all incoming connections that are */
/* queued up on the listening socket before we */
/* loop back and call select again. */
/*************************************************/
do
{

/**********************************************/
/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. */
/**********************************************/
new_sd = accept(listen_sd, NULL, NULL);
if (new_sd < 0)
{

if (errno != EWOULDBLOCK)
{

perror(" accept() failed");
end_server = TRUE;

}
break;

}
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/**********************************************/
/* Add the new incoming connection to the */
/* master read set */
/**********************************************/
printf(" New incoming connection - %d\n", new_sd);
FD_SET(new_sd, &master_set);
if (new_sd > max_sd)

max_sd = new_sd;

/**********************************************/
/* Loop back up and accept another incoming */
/* connection */
/**********************************************/

} while (new_sd != -1);
}

/****************************************************/
/* This is not the listening socket, therefore an */
/* existing connection must be readable */
/****************************************************/
else
{

printf(" Descriptor %d is readable\n", i);
close_conn = FALSE;
/*************************************************/
/* Receive all incoming data on this socket */
/* before we loop back and call select again. */
/*************************************************/
do
{

/**********************************************/
/* Receive data on this connection until the */
/* recv fails with EWOULDBLOCK. If any other */
/* failure occurs, we will close the */
/* connection. */
/**********************************************/
rc = recv(i, buffer, sizeof(buffer), 0);
if (rc < 0)
{

if (errno != EWOULDBLOCK)
{

perror(" recv() failed");
close_conn = TRUE;

}
break;

}

/**********************************************/
/* Check to see if the connection has been */
/* closed by the client */
/**********************************************/
if (rc == 0)
{

printf(" Connection closed\n");
close_conn = TRUE;
break;

}

/**********************************************/
/* Data was recevied */
/**********************************************/
len = rc;
printf(" %d bytes received\n", len);

/**********************************************/
/* Echo the data back to the client */
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/**********************************************/
rc = send(i, buffer, len, 0);
if (rc < 0)
{

perror(" send() failed");
close_conn = TRUE;
break;

}

} while (TRUE);

/*************************************************/
/* If the close_conn flag was turned on, we need */
/* to clean up this active connection. This */
/* clean up process includes removing the */
/* descriptor from the master set and */
/* determining the new maximum descriptor value */
/* based on the bits that are still turned on in */
/* the master set. */
/*************************************************/
if (close_conn)
{

close(i);
FD_CLR(i, &master_set);
if (i == max_sd)
{

while (FD_ISSET(max_sd, &master_set) == FALSE)
max_sd -= 1;

}
}

} /* End of existing connection is readable */
} /* End of if (FD_ISSET(i, &working_set)) */

} /* End of loop through selectable descriptors */

} while (end_server == FALSE);

/*************************************************************/
/* Cleanup all of the sockets that are open */
/*************************************************************/
for (i=0; i <= max_sd; ++i)
{

if (FD_ISSET(i, &master_set))
close(i);

}
}

>}:+EEkh{WSV API dO9C

EEJmZxLr&CLr;h{1CzC=(*#EEa)h{xLD1d^F#ZK>}P,Z accept()
wCOaZ 5 k.s"vEE#KwC(#^^Zh{,+r*hCK/(,yT|+vh{ 5 k#r*h

{DLrI\aT&CLrr~qwDT\P0l,yTI9C|G4{}K0l#TB>}T>gN+EE

kh{WSV API dO9C#

":Z_L=~qw#MP9CDl= I/O H-#9CD#M|*I!#PX9Cl= I/O DEcD|`E",

N{l= I/O#PX9Cl= I/O API Dy>Lr,N{>}:9Cl= I/O#
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WSVB~w:+EEkh{WSVdO9C

TB/}wCrPT>1WSV&Z;n/4,1gN9CEE/f&CLr:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP UDP +d

(SOCK_DGRAM)D INET(xJ-i)X75P#

2. Z4(WSVhv{.s,bind() /}q!WSVD(;{F#ZK>}P,48(KZE,-rGM'z

&CLr;a,SAKWSV#IZ9Ch{ API Dd|~qwLrP9CKzk,O,g accept() #

3. listen() /}8>S\M'z,SksDb8#"v listen() /}s,+/(hC*Z 5 k.s"v#1

accept() wC#91,K/(rEE+aQz#

4. accept() /}S\M'z,Sks#KwC(#^^Zh{,+r*hCK/(,yT|+vh{ 5 k#

1/("v1,S\wC+ajI"xP5 -1,msE5* EINTR#

5. close() /}axyPr*DWSVhv{#

PX9Czk>}DE",N{zk;#$yw#

/******************************************************************/
/* Example shows how to set alarms for blocking socket APIs */
/******************************************************************/

/******************************************************************/
/* Include files */
/******************************************************************/
#include <signal.h>
#include <unistd.h>
#include <stdio.h>
#include <time.h>
#include <errno.h>
#include <sys/socket.h>
#include <netinet/in.h>

/******************************************************************/
/* Signal catcher routine. This routine will be called when the */
/* signal occurs. */
/******************************************************************/
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void catcher(int sig)
{

printf(" Signal catcher called for signal %d\n", sig);
}

/******************************************************************/
/* Main program */
/******************************************************************/
int main(int argc, char *argv[])
{

struct sigaction sact;
struct sockaddr_in addr;
time_t t;
int sd, rc;

/******************************************************************/
/* Create an AF_INET, SOCK_STREAM socket */
/******************************************************************/

printf("Create a TCP socket\n");
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd == -1)
{

perror(" socket failed");
return(-1);

}

/******************************************************************/
/* Bind the socket. A port number was not specified because */
/* we are not going to ever connect to this socket. */
/******************************************************************/

memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
printf("Bind the socket\n");
rc = bind(sd, (struct sockaddr *)&addr, sizeof(addr));
if (rc != 0)
{

perror(" bind failed");
close(sd);
return(-2);

}

/******************************************************************/
/* Perform a listen on the socket. */
/******************************************************************/

printf("Set the listen backlog\n");
rc = listen(sd, 5);
if (rc != 0)
{

perror(" listen failed");
close(sd);
return(-3);

}

/******************************************************************/
/* Set up an alarm that will go off in 5 seconds. */
/******************************************************************/

printf("\nSet an alarm to go off in 5 seconds. This alarm will cause the\n");
printf("blocked accept() to return a -1 and an errno value of EINTR.\n\n");
sigemptyset(&sact.sa_mask);
sact.sa_flags = 0;
sact.sa_handler = catcher;
sigaction(SIGALRM, &sact, NULL);
alarm(5);

/******************************************************************/
/* Display the current time when the alarm was set */
/******************************************************************/
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time(&t);
printf("Before accept(), time is %s", ctime(&t));

/******************************************************************/
/* Call accept. This call will normally block indefinitely, */
/* but because we have an alarm set, it will only block for */
/* 5 seconds. When the alarm goes off, the accept call will */
/* complete with -1 and an errno value of EINTR. */
/******************************************************************/

errno = 0;
printf(" Wait for an incoming connection to arrive\n");
rc = accept(sd, NULL, NULL);
printf(" accept() completed. rc = %d, errno = %d\n", rc, errno);
if (rc >= 0)
{

printf(" Incoming connection was recevied\n");
close(rc);

}
else
{

perror(" errno string");
}

/******************************************************************/
/* Show what time it was when the alarm went off */
/******************************************************************/

time(&t);
printf("After accept(), time is %s\n", ctime(&t));
close(sd);
return(0);

}

>}:9C`cc%

IP `cc%Jm&CLr"MxgPD;iwzITSU=D%v IP }](#CiPDwzI\$tZ%v

SxP,2I\$tZ,SI9C`cc%D7IwD;,SxP#wzITf1Skrk*i#TwziP

DI1;Cr}?;PNN^F#6'Z 224.0.0.1 = 239.255.255.255 .dD D `rXxX7j6wzi#

&CLrI9C socket() API M^,SD SOCK_DGRAM `MWSV"MrSU`cc%}](#`cc

%G;V;T`D+M=(#;\9C`M* SOCK_STREAM Dfr,SDWSVxP`cc%#Z4(`

M* SOCK_DGRAM DWSVs,&CLrI9C setsockopt() /}4XFkCWSV`X*D`cc%

Xw#setsockopt() /}S\BP IPPROTO_IP 6pj>:

v IP_ADD_MEMBERSHIP:Sk8(D`cc%i#

v IP_DROP_MEMBERSHIP:k*8(D`cc%i#

v IP_MULTICAST_IF:hC(}d"MvV`cc%}](DSZ#

v IP_MULTICAST_TTL:Z IP 7PhCvV`cc%}](D0P'1d1(TTL)#

v IP_MULTICAST_LOOP:8(1"MwzG`cc%iDI11,Gq+vV`cc%}](D1>+M

A"Mwz#

":OS/400 WSV'VT AF_INET X75P9C IP `cc%#
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WSVB~w:"M`cc%}](

TBWSVwCrPa)<NDhv#|9hv"MMSU`cc%}](D=v&CLr.dDX5#?;

iw|,8rPXX( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb

)4S#"M`cc%}](9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_DGRAM)D INET(xJ-i)X75P#KWSVa+}]("MAm;&CLr#

2. sockaddr_in a98(?j IP X7MKZE#ZK>}P,X7* 225.1.1.1,xKZE* 5555#

3. setsockopt() /}hC IP_MULTICAST_LOOP WSV!n,yT"M53;aSU|+MD`cc%}

](D1>#

4. setsockopt() /}9C IP_MULTICAST_IF WSV!n,|(e(}d"M`cc%}](D>XSZ#

5. sendto() /}+`cc%}]("MA8(i IP X7#

6. close() /}XUyPr*DWSVhv{#

WSVB~w:SU`cc%}](

SU`cc%}](9CTB/}wCrP:

1. socket() /}5Xm>KcDWSVhv{#Cod9j6+TKWSV9CxP TCP +d

(SOCK_DGRAM)D INET(xJ-i)X75P#KWSVa+}]("MAm;&CLr#
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2. setsockopt() /}hC SO_REUSEADDR WSV!n,TJm`v&CLrSU?j*,;>XKZED

}](#

3. bind() /}8(>XKZE#ZK>}P,IP X7;8(* INADDR_ANY TSU"MA`cc%iD}

](#

4. setsockopt() /}9C IP_ADD_MEMBERSHIP WSV!n,|+SkSU}](D`cc%i#ZSk

i1,8( D `iX7M>XSZD IP X7#53XkTSU`cc%}](D?v>XSZwC

IP_ADD_MEMBERSHIP WSV!n#ZK>}P,+Z>X 9.5.1.1 SZOSk`cc%i(225.1.1.1)#

":XkT(}dSU`cc%}](D?v>XSZwC IP_ADD_MEMBERSHIP !n#

5. read() /}A!}Z"MD`cc%}](#

6. close() /}XUyPr*DWSVhv{#

>}:"M`cc%}](

TB>}JmWSV4PBfPvD=hM"M`cc%}](#g{k*4iKLrDWSVB~wDh

v,N{>}:9C`cc%#

PX9Czk>}DE",N{zk;#$yw#

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct in_addr localInterface;
struct sockaddr_in groupSock;
int sd;
int datalen;
char databuf[1024];

int main (int argc, char *argv[])
{

/* ------------------------------------------------------------*/
/* */
/* Send Multicast Datagram code example. */
/* */
/* ------------------------------------------------------------*/

/*
* Create a datagram socket on which to send.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0) {

perror("opening datagram socket");
exit(1);

}

/*
* Initialize the group sockaddr structure with a
* group address of 225.1.1.1 and port 5555.
*/
memset((char *) &groupSock, 0, sizeof(groupSock));
groupSock.sin_family = AF_INET;
groupSock.sin_addr.s_addr = inet_addr("225.1.1.1");
groupSock.sin_port = htons(5555);

/*
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* Disable loopback so you do not receive your own datagrams.
*/
{

char loopch=0;

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_LOOP,
(char *)&loopch, sizeof(loopch)) < 0) {

perror("setting IP_MULTICAST_LOOP:");
close(sd);
exit(1);

}
}

/*
* Set local interface for outbound multicast datagrams.
* The IP address specified must be associated with a local,
* multicast-capable interface.
*/
localInterface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_IF,

(char *)&localInterface,
sizeof(localInterface)) < 0) {

perror("setting local interface");
exit(1);

}

/*
* Send a message to the multicast group specified by the
* groupSock sockaddr structure.
*/
datalen = 10;
if (sendto(sd, databuf, datalen, 0,

(struct sockaddr*)&groupSock,
sizeof(groupSock)) < 0)

{
perror("sending datagram message");

}
}

>}:SU`cc%}](

TB>}JmWSV4PBfPvD=hMSU`cc%}](:g{k*4iKLrDWSVB~wDh

v,N{>}:9C`cc%#

PX9Czk>}DE",N{zk;#$yw#

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct sockaddr_in localSock;
struct ip_mreq group;
int sd;
int datalen;
char databuf[1024];

int main (int argc, char *argv[])
{

/* ------------------------------------------------------------*/
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/* */
/* Receive Multicast Datagram code example. */
/* */
/* ------------------------------------------------------------*/

/*
* Create a datagram socket on which to receive.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0) {

perror("opening datagram socket");
exit(1);

}

/*
* Enable SO_REUSEADDR to allow multiple instances of this
* application to receive copies of the multicast datagrams.
*/
{

int reuse=1;

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char *)&reuse, sizeof(reuse)) < 0) {

perror("setting SO_REUSEADDR");
close(sd);
exit(1);

}
}

/*
* Bind to the proper port number with the IP address
* specified as INADDR_ANY.
*/
memset((char *) &localSock, 0, sizeof(localSock));
localSock.sin_family = AF_INET;
localSock.sin_port = htons(5555);;
localSock.sin_addr.s_addr = INADDR_ANY;

if (bind(sd, (struct sockaddr*)&localSock, sizeof(localSock))) {
perror("binding datagram socket");
close(sd);
exit(1);

}

/*
* Join the multicast group 225.1.1.1 on the local 9.5.1.1
* interface. Note that this IP_ADD_MEMBERSHIP option must be
* called for each local interface over which the multicast
* datagrams are to be received.
*/
group.imr_multiaddr.s_addr = inet_addr("225.1.1.1");
group.imr_interface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_ADD_MEMBERSHIP,

(char *)&group, sizeof(group)) < 0) {
perror("adding multicast group");
close(sd);
exit(1);

}

/*
* Read from the socket.
*/
datalen = sizeof(databuf);
if (read(sd, databuf, datalen) < 0) {

perror("reading datagram message");
close(sd);
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exit(1);
}

}

>}:|BMi/ DNS
TB>}T>gNi/M|B0r{531(DNS)G<#

PX9Czk>}DE",N{zk;#$yw#

/**************************************************************************/
/* This program updates a DNS using a transaction signature (TSIG) to */
/* sign the update packet. It then queries the DNS to verify success. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <errno.h>
#include <arpa/inet.h>
#include <resolv.h>
#include <netdb.h>

/**************************************************************************/
/* Declare update records - a zone record, a pre-requisite record, and */
/* 2 update records */
/**************************************************************************/
ns_updrec update_records[] =
{

{
{NULL,&update_records[1]},
{NULL,&update_records[1]},
ns_s_zn, /* a zone record */
"mydomain.ibm.com.",
ns_c_in,
ns_t_soa,
0,
NULL,
0,
0,
NULL,
NULL,
0

},
{

{&update_records[0],&update_records[2]},
{&update_records[0],&update_records[2]},
ns_s_pr, /* pre-req record */
"mypc.mydomain.ibm.com.",
ns_c_in,
ns_t_a,
0,
NULL,
0,
ns_r_nxdomain, /* record must not exist */
NULL,
NULL,
0

},
{

{&update_records[1],&update_records[3]},
{&update_records[1],&update_records[3]},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",
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ns_c_in,
ns_t_a, /* IPv4 address */
10,
(unsigned char *)"10.10.10.10",
11,
ns_uop_add, /* to be added */
NULL,
NULL,
0

},
{

{&update_records[2],NULL},
{&update_records[2],NULL},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",
ns_c_in,
ns_t_aaaa, /* IPv6 address */
10,
(unsigned char *)"fedc:ba98:7654:3210:fedc:ba98:7654:3210",
39,
ns_uop_add, /* to be added */
NULL,
NULL,
0

}
};

/**************************************************************************/
/* These two structures define a key and secret that must match the one */
/* configured on the DNS : */
/* allow-update { */
/* key my-long-key.; */
/* } */
/* */
/* This must be the binary equivalent of the base64 secret for */
/* the key */
/**************************************************************************/
unsigned char secret[18] =
{

0x6E,0x86,0xDC,0x7A,0xB9,0xE8,0x86,0x8B,0xAA,
0x96,0x89,0xE1,0x91,0xEC,0xB3,0xD7,0x6D,0xF8

};

ns_tsig_key my_key = {
"my-long-key", /* This key must exist on the DNS */
NS_TSIG_ALG_HMAC_MD5,
secret,
sizeof(secret)

};

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
struct state res;
int result, update_size;
unsigned char update_buffer[2048];
unsigned char answer_buffer[2048];
int buffer_length = sizeof(update_buffer);

/* Turn off the init flags so that the structure will be initialized */
res.options &= ~ (RES_INIT | RES_XINIT);

result = res_ninit(&res);

/* Put processing here to check the result and handle errors */
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/* Build an update buffer (packet to be sent) from the update records */
update_size = res_nmkupdate(&res, update_records,

update_buffer, buffer_length);

/* Put processing here to check the result and handle errors */

{
char zone_name[NS_MAXDNAME];
size_t zone_name_size = sizeof zone_name;
struct sockaddr_in s_address;
struct in_addr addresses[1];
int number_addresses = 1;

/* Find the DNS server that is authoritative for the domain */
/* that we want to update */

result = res_findzonecut(&res, "mypc.mydomain.ibm.com", ns_c_in, 0,
zone_name, zone_name_size,

addresses, number_addresses);

/* Put processing here to check the result and handle errors */

/* Check if the DNS server found is one of our regular DNS addresses */
s_address.sin_addr = addresses[0];
s_address.sin_family = res.nsaddr_list[0].sin_family;
s_address.sin_port = res.nsaddr_list[0].sin_port;
memset(s_address.sin_zero, 0x00, 8);

result = res_nisourserver(&res, &s_address);

/* Put processing here to check the result and handle errors */

/* Set the DNS address found with res_findzonecut into the res */
/* structure. We will send the (TSIG signed) update to that DNS. */

res.nscount = 1;
res.nsaddr_list[0] = s_address;

/* Send a TSIG signed update to the DNS */
result = res_nsendsigned(&res, update_buffer, update_size,

&my_key,
answer_buffer, sizeof answer_buffer);

/* Put processing here to check the result and handle errors */
}

/***********************************************************************/
/* The res_findzonecut(), res_nmkupdate(), and res_nsendsigned() */
/* could be replaced with one call to res_nupdate() using */
/* update_records[1] to skip the zone record: */
/* */
/* result = res_nupdate(&res, &update_records[1], &my_key); */
/* */
/***********************************************************************/
/***********************************************************************/
/* Now verify that our update actually worked! */
/* We choose to use TCP and not UDP, so set the appropriate option now */
/* that the res variable has been initialized. We also want to ignore */
/* the local cache and always send the query to the DNS server. */
/***********************************************************************/

res.options |= RES_USEVC|RES_NOCACHE;

/* Send a query for mypc.mydomain.ibm.com address records */
result = res_nquerydomain(&res,"mypc", "mydomain.ibm.com.",

ns_c_in, ns_t_a,
update_buffer, buffer_length);
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/* Sample error handling and printing errors */
if (result == -1)
{

printf("\nquery domain failed. result = %d \nerrno: %d: %s \
\nh_errno: %d: %s",
result,
errno, strerror(errno),
h_errno, hstrerror(h_errno));

}
/***********************************************************************/
/* The output on a failure will be: */
/* */
/* query domain failed. result = -1 */
/* errno: 0: There is no error. */
/* h_errno: 5: Unknown host */
/***********************************************************************/
return;

}

>}:9C send_file() M accept_and_recv() API +dD~}]

BP>}(}9C send_file() M accept_and_recv() API Jm~qwkM'z(E#
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WSVB~w:~qw"MD~Z]

TBWSVwCrPa)<NDhv#|9hv"MMSUD~D=v&CLr.dDX5#?;iw|,8

rPXX( API D9C"bBnD4S#g{h*PX9CX( API D|`j8E",I9Cb)4S#>

}:9C accept_and_recv() M send_file() API "MD~Z]9CTB/}wCrP:

1. ~qwwC socket() "bind() M listen() T4(l}WSV#

2. ~qwu</>XM6LX7a9#

3. ~qwwC accept_and_recv() TH}kV,SMH}(}K,S=oDZ;v}]:ex#KwC5X

SU=DVZ}T0kK,S`X*D>XM6LX7#KwCG accept() "getsockname() M recv() API

DiO#

4. ~qwwC open() Tr*D~,d{FGZ accept_and_recv() Ow*}]SM'z&CLrq!D#

5. 9C memset() /}+ sf_parms a9DyPVNhC*u<5c#~qw+D~hv{VNhC* open()
5XD5#ZG~qw+D~VZ}VNhC* -1,T8>~qw&"M{vD~#IZ53Z"M{vD

~,yT;h*8(D~+F?VN#

6. ~qwwC send_file() T+MD~Z]#send_file() a;14P1="M{vD~r"zPO#send_file()
G#P',-rG&CLrZD~jI.0;Xxk read() M send() -7#

7. ~qwZ send_file() API O8( SF_CLOSE j>#SF_CLOSE j>(* send_file() API |&ZI&"M

D~Dns;vVZMa2:ex(g{8(D0)sT/XUWSV,S#g{8(K SF_CLOSE j>D

0,&CLrM;XwC close() #

WSVB~w:D~DM'zks

>}:D~DM'zks9CTB/}wCrP:

1. M'zLrICc==vN}#

Z;vN}(g{8(D0)GcV.xF IP X7r~qw&CLryZDwz{#

Z~vN}(g{8(D0)GM'z"TS~qwq!DD~D{F#~qw&CLr+8(D~DZ

]"MAM'z#g{C';8(NNN},rM'zT~qwD IP X79C INADDR_ANY#g{C'

;8(Z~vN},rLr+a>C'dkD~{#

2. M'zwC socket() T4(WSVhv{#

3. M'zwC connect() T("k~qwD,S#=h;q!~qwD IP X7#

4. M'zwC send() T(*~qw|k*q!DD~{#=h;q!D~D{F#

5. M'zxkwC recv() D0do1-7,1A=oD~a2#recv() OD5Xkcm>~qwQXUC,S#

6. M'zwC close() TXUWSV#

>}:9C accept_and_recv() M send_file() API "MD~Z]

TB>}Jm~qw4PBfP>D=hT(}9C send_file() M accept_and_recv() API kM'z(E#

PX9Czk>}DE",N{zk;#$yw#

/*************************************************/
/* Server example send file data to client */
/*************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345
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main (int argc, char *argv[])
{

int i, num, rc, flag = 1;
int fd, listen_sd, accept_sd = -1;

size_t local_addr_length;
size_t remote_addr_length;
size_t total_sent;

struct sockaddr_in addr;
struct sockaddr_in local_addr;
struct sockaddr_in remote_addr;
struct sf_parms parms;

char buffer[255];

/*************************************************/
/* If an argument is specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Set the SO_REUSEADDR bit so that you do not */
/* have to wait 2 minutes before restarting */
/* the server */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET,
SO_REUSEADDR,
(char *)&flag,
sizeof(flag));

if (rc < 0)
{

perror("setsockop() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
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exit(-1);
}

/*************************************************/
/* Set the listen backlog */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Initialize the local and remote addr lengths */
/*************************************************/
local_addr_length = sizeof(local_addr);
remote_addr_length = sizeof(remote_addr);

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Iteration: %d\n", i+1);
printf(" waiting on accept_and_recv()\n");

rc = accept_and_recv(listen_sd,
&accept_sd,
(struct sockaddr *)&remote_addr,
&remote_addr_length,
(struct sockaddr *)&local_addr,
&local_addr_length,
&buffer,
sizeof(buffer));

if (rc < 0)
{

perror("accept_and_recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" Request for file: %s\n", buffer);

/**********************************************/
/* Open the file to retrieve */
/**********************************************/
fd = open(buffer, O_RDONLY);
if (fd < 0)
{

perror("open() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Initialize the sf_parms structure */
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/**********************************************/
memset(&parms, 0, sizeof(parms));
parms.file_descriptor = fd;
parms.file_bytes = -1;

/**********************************************/
/* Initialize the counter of the total number */
/* of bytes sent */
/**********************************************/
total_sent = 0;

/**********************************************/
/* Loop until the entire file has been sent */
/**********************************************/
do
{

rc = send_file(&accept_sd, &parms, SF_CLOSE);
if (rc < 0)
{

perror("send_file() failed");
close(fd);
close(listen_sd);
close(accept_sd);
exit(-1);

}
total_sent += parms.bytes_sent;

} while (rc == 1);

printf(" Total number of bytes sent: %d\n", total_sent);

/**********************************************/
/* Close the file that is sent out */
/**********************************************/
close(fd);

}

/*************************************************/
/* Close the listen socket */
/*************************************************/
close(listen_sd);

/*************************************************/
/* Close the accept socket */
/*************************************************/
if (accept_sd != -1)

close(accept_sd);
}

>}:M'zTD~Dks
TB>}JmM'zks~qwPDD~"H}~qw"MXCD~DZ]#

PX9Czk>}DE",N{zk;#$yw#

/*************************************************/
/* Client example requests file data from server */
/*************************************************/
#include <ctype.h>
#include <stdio.h>
#include <stdlib.h>
#include <netdb.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
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#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int rc, sockfd;

char filename[256];
char buffer[32 * 1024];

struct sockaddr_in addr;
struct hostent *host_ent;

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(SERVER_PORT);

/*************************************************/
/* Determine the host name and IP address of the */
/* machine the server is running on */
/*************************************************/
if (argc < 2)
{

addr.sin_addr.s_addr = htonl(INADDR_ANY);
}
else if (isdigit(*argv[1]))
{

addr.sin_addr.s_addr = inet_addr(argv[1]);
}
else
{

host_ent = gethostbyname(argv[1]);
if (host_ent == NULL)
{

printf("Host not found!\n");
exit(-1);

}
memcpy((char *)&addr.sin_addr.s_addr,

host_ent->h_addr_list[0],
host_ent->h_length);

}

/**************************************************/
/* Check to see if the user specified a file name */
/* on the command line */
/**************************************************/
if (argc == 3)
{

strcpy(filename, argv[2]);
}
else
{

printf("Enter the name of the file:\n");
gets(filename);

}

/*************************************************/
/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket() failed");
exit(-1);

}
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printf("Socket completed.\n");

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,

(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));

if (rc < 0)
{

perror("connect() failed");
close(sockfd);
exit(-1);

}
printf("Connect completed.\n");

/*************************************************/
/* Send the request over to the server */
/*************************************************/
rc = send(sockfd, filename, strlen(filename) + 1, 0);
if (rc < 0)
{

perror("send() failed");
close(sockfd);
exit(-1);

}
printf("Request for %s sent\n", filename);

/*************************************************/
/* Receive the file from the server */
/*************************************************/
do
{

rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
close(sockfd);
exit(-1);

}
else if (rc == 0)
{

printf("End of file\n");
break;

}
printf("%d bytes received\n", rc);

} while (rc > 0);

/*************************************************/
/* Close the socket */
/*************************************************/
close(sockfd);

}
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CRTLIB MYXSOCKET

+GP'Db{F#

":;*+ Xsocket $_TsmSA QUSRTOOL b#bI\aTZC?<P9Cd|$_PIE#

4. *+KbmSAbPm,Z|nPOdk

ADDLIBLE <library-name>#

<library-name> GZ=h}P4(Db#}g,RG+ MYXSOCKET Cwb{,ZGdk:

ADDLIBLE MYXSOCKET

5. (}Z|nPOdk:

CRTCLPGM <library-name>/TSOCRT QUSRTOOL/QATTCL

44(+T/20 Xsockets $_D20Lr TSOCRT#<library-name> GZ=h}P4(Db#}g,

RG+ MYXSOCKET Cwb{,ZGdk:

CRTCLPGM MYXSOCKET/TSOCRT QUSRTOOL/QATTCL

6. *wC20Lr,Z|nPOdk:

CALL TSOCRT library-name#

Z library-name ;CO9CZ=h 3 P4(Db#}g#*Z MYXSOCKET bP4(C$_,dk:

CALL TSOCRT MYXSOCKET

":bI\*(8VSE\jI#

g{ZwC TSOCRT 4(WSV$_1;Pw5XF(*JOBCTL)X(,Z"T+hv{+]A"Gz}Z

KPDw51,givedescriptor() WSV/}+5Xms#

TSOCRT +4( CL Lr"ILE C/400 Lr(4(K 2 v#i)"2 v ILE C/400 ~qLr(4(K 2 v

#i)M 3 vT>D~#?1k*9CC$_1,&+CbmSAbPm#IC$_4(DyPTs<_PT

TSO *0:D{F#

B;=*4PDYw:

9C>X Xsockets

g{k*Z>X9C Xsocket,I*AK=h#>wb|(9C>X Xsockets $_Dy!#

":>Xf>;'V GSKit 2+WSV API#g{k*`49Cb) API DWSVLr,&9CyZ/@w

Df>D$_#

+ Xsockets dC*9C Web /@w

":K=hGI!D#

>X Xsocket 204(DZ]

BmP>20Lr4(DTs#4(DyPTs+$tZ8(bP#

m 20. Xsocket 20Zd4(DTs

Ts{ I1{ 4D~{ Ts`M )9 hv
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m 20. Xsocket 20Zd4(DTs (x)

TSOJNI TSOJNI QATTSYSC *MODULE C C Z Z J S P k

TSOSTSOC .dx

P;%D#i

TSODLT TSODLT QATTCL *PGM CLP C4>}$_Ts

M/r4D~I1

D CL Lr#

TSOXSOCK N/A N/A *PGM C CZ SOCKETS ;

% = $ _ D w L

r#

TSOXGJOB N/A N/A *SRVPGM C Z SOCKETS ;%

=$_D'VP9

CD~qLr

TSOJNI N/A N/A *SRVPGM C CZZ SOCKETS

;%=$_'VP

D J S P k

TSOSTSOC .dx

P ; % D ~ q L

r#

TSOXSOCK TSOXSOCK QATTSYSC *MODULE C Z 4 (

TSOXSOCK Lr

19CD#i#4

D~|, main() }

L#

TSOSTSOC TSOSTSOC QATTSYSC *MODULE C Z 4 (

TSOXSOCK Lr

19CD#i#4

D~|,5JwC

W S V / } D }

L#

TSOXGJOB TSOXGJOB QATTSYSC *MODULE C Z4( TSOXGJOB

~qLr19CD

#i#4D~|,

j6Z?w5D}

L#KZ?w5j

6{Iw5{"C

'j6Mw5Ei

I#

TSODSP TDSPDSP QATTDDS *FILE DSPF Xsockets $_T|

,WSV/}Dw

0Z9CDT>D

~#

TSOFUN TDSOFUN QATTDDS *FILE DSPF XSockets ZwVW

SV/}D'VP

9CDT>D~#

TSOMNU TDSOMNU QATTDDS *FILE DSPF ' V K % 8 D

Xsockets $_9C

DT>D~#
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m 20. Xsocket 20Zd4(DTs (x)

QATTIFS2 N/A N/A *FILE PF-DTA |, Tomcat Server

9 C D J A R D

~#

+ Xsockets dC*9C Web /@w

TB;i8nJmztC Xsockets $_T(} Web /@wxPCJ#IT,;53`N5Vb)8nT4(

;,D~qw5}#bJm,1Z;,l}KZOKP`vf>#*+ Xsockets dC*9C Web /@w,X

kjIBPNq:

1. dC HTTP Server(yZ Apache)

2. dC Tomcat

3. |BdCD~

4. Z/@wPbT Xsockets $_

dC HTTP Server (yZ Apache )

Z+ Web /@wdC*9C Xsockets $_.0,XkHjI>X Xsockets dC#BP=hdC HTTP Server

(yZ Apache),TcZ Web /@wP9C Xsockets $_#

1. i$ HTTP \m5}Gq}Z QHTTPSVR S53PKP#g{ HTTP \m5};PKP,rIT9

C CL |n4t/|:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. Z Web /@wP,dk

http://<system_name>:2001/#

dP <system_name> G iSeries Dzw{#}g:http://myiSeries:2001/#

3. Z iSeries Nq3fO!q IBM HTTP Server for iSeries #

4. S%?K%!qhC!n(#

5. %w4(BD HTTP Server #

6. !q HTTP Server (yZ Apache ),;s%wB;=#

7. dk~qw5}D{F#}g,IZK5}+Z/@wP9C Xsocket $_,yTI9C{F xsocket#

%wB;=#

8. !qq#b+4("GyZVP~qwDB~qw5}#%wB;=#

9. %wB;=TS\~qwy?<D1!5#

10. %wB;=TS\D5y?<D1!5#

11. !qC IP X7Mk*9CDICKZ#9CsZ 1024 DKZE#%wB;=#

":;*!q1!KZE 80#

12. !qGrqT8>Gqk**K~qw4(DCJw5G<#%wB;=#

13. B;3T> HTTP Server(yZ Apache)dChC#g{b)hCG}7D,%wjI#

14. %w\mB4(D~qw#VZ9C Apache dC4jI#

B;=*4PDYw:

dC Tomcat
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dC Tomcat
ZdC HTTP Server(yZ Apache)~qw5}.s,XkdC Tomcat E\Z Web /@wPt/ Xsockets

$_#

1. Z/,Z]jbB,!q ASF Tomcat hC~qwNq#

2. !qTK HTTP Server tC servlet #b+n4$wLr(eD~#%wB;=#

3. (}%wB;=S\$wLr(e3fOD1!5#

4. Z URL A$wLr3d3fO,%wmS#

5. Z URL(20c)PP,dk /xsock#%wLx#

6. %wmS#

7. Z URL(20c)PP,dk /xsock/*#%wLx#

8. %wB;=#

9. Z}ZKPD&CLrOBD(e3fO,%wmS#

10. Z URL 76PP,dk /xsock#

11. Z&CLry>?<PP,dk webapps/xsock#

12. %wLx#z+a4=;u/f{",f_zh*dCd|E"#

13. ZdC&CLrB%wdC#

14. ZBr*D/@w0ZP,Za0Ts,1VNP!q 3 l#

":bG(i5;+G,ITa0Ts,18(m;v5#

15. %wmSTmS Servlet (e"jIBP=h:

a. TZ Servlet `{,dk com.ibm.iseries.xsocket.XSocketServlet#

b. TZ URL #=,dk /*#

c. +t/0krPhC* 3#

d. %wLx#

e. %w7(#b+XU/@w0Z#

16. Z Tomcat w200ZP,%wB;=#

17. %wjI#

18. %w7(#VZMjIK Xsockets $_D Tomcat dC#

B;=*4PDYw:

|BdCD~

|BdCD~

Z HTTP Server(yZ Apache)OdC Tomcat T9C Xsockets $_.s,XkT5}D8vdCD~jI

V$|D#P}vD~h*|B:web.xml D~"JAR D~M httpd.conf#*jIb)=h,h**@BPE":

v |, Xsockets &CLrD~Db{#KD~GZ>XM'zDu< Xsockets dCZd4(D#

v Z HTTP Server(yZ Apache)dCZd4(D~qw{#

1. |B web.xml D~

a. S|nPdk

wrklnk ’/www/<server_name>/webapps/xsock/WEB-INF/web.xml’
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dP <server_name> GZ Apache dCZd4(D~qw5}D{F#}g,g{!q xsocks w*~

qw{,rdk:

wrklnk ’/www/xsocks/webapps/xsock/WEB-INF/web.xml’

b. 4 2 T`-CD~#

c. Z web.xml D~PiR </servlet-class> P#

d. Zb;PsfekBPzk:

<init-param>
<param-name>library</param-name>
<param-value>XXXX</param-value>

</init-param>

Z XXXX ;COekZ Xsockets dCZd4(Db{#

e. #fCD~"Kv`-a0#

2. F/ JAR D~

a. S|nPdkTB|n:

CPY OBJ(’/QSYS.LIB/XXXX.LIB/QATTIFS2.FILE/TSOXSOCK.MBR’)
TOOBJ(’/www/<server_name>/webapps/xsock/WEB-INF/lib/tsoxsock.jar’)
FROMCCSID(*OBJ) TOCCSID(819) OWNER(*NEW)

dP XXXX GZ Xsockets dCZd4(Db{,x <server_name> GZ HTTP Server(yZ Apache)

dCZd4(D~qw5}D{F#

3. +(^limSA httpd.conf D~(K=hGI!D)#

b+?F Apache O$"TCJ Xsockets Web &CLrDC'#

":bTq!4( UNIX WSVD4CJ(2GXhD#

a. S|nPdk

wrklnk ’/www/<server_name>/conf/httpd.conf’

dP <server_name> GZ Apache dCZd4(D~qw5}D{F#}g,g{!q xsocks w*~

qw{,rdk:

wrklnk ’/www/xsocks/conf/httpd.conf’’

b. 4 2 T`-CD~#

c. ZD~ax;CekBPP#

<Location /xsock>
AuthName "X Socket"
AuthType Basic
PasswdFile %%SYSTEM%%
UserId %%CLIENT%%
Require valid-user
order allow,deny
allow from all

</Location>

d. #fCD~"Kv`-a0#

B;=*4PDYw

Z Web /@wPbT Xsockets $_

178 iSeries: WSV`L

|

|

|

|

|

|

|
|
|
|

|

|

|

|

|
|
|

|

|

|

|

|

|

|

|

|

|

|

|

|
|
|
|
|
|
|
|
|

|

|

|



Z Web /@wPbT Xsockets $_

jITdCD~DV$|Bs,MITZ/@wZbT Xsocket $_K#

1. *t/~qw5},Z|nPOdkTB|n:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<server_name>)

dP <server_name> GZ Apache dCZd4(D~qw5}D{F#

":bh*;c1d#

2. (}S|nPgf"v WRKACTJOB |n4li|D4,#g{xP server_name DyPw5<&Z SIGW

4,,MITLxxPAB;=#

3. Z/@wP,dkTB URL:

http://<system_name>:<port>/xsock/index

dP <system_name> M <port> GZ Apache dCZd!qD~qw5}{MKZE#

4. ZvVa>1,dk~qwDC'{M\k#&CvV Xsocket D Web M'z#

9C Xsockets
VZP=V=(9C Xsockets $_#IS>XM'z9CC$_rZ Web /@wP9CC$_#*9C>X

f>D Xsocket,XkdC Xsockets $_#g{k*Z/@w73P9C Xsockets $_D0,}K*>XM

'zdC Xsockets $_.b,9XkjI+ Xsockets dC*9C Web /@wPD=h#=vf>D$_.

dDm`EnG`FD#=vf>D$_<JmT;%=="vWSVwC,2<aa)"vDWSVwCD

msE;+G,=_DgfP;)np#Bf;i8nT>gNZ=V73B9C Xsocket $_#

":g{k*9CWSVLr(b)Lr9C GSKit 2+WSV API),rXk9C Web f>D$_#

Bf;i8nhvgN9C?;V$_:

v 9C>X Xsockets

v 9CyZ/@wD Xsockets

9C>X Xsockets
ZjIb)=h.0,7#zQ-jIKkT>X Xsockets DyPdC=h#*Z>XM'zO9C Xsocket,

jIBP=h:

1. Z|nPO,(}"vTB|n,+ Xsocket $_yZDbmSAbPm:

ADDLIBLE <library-name>

dP <library-name> GZ>X Xsockets dCZd4(DbD{F#}g,g{b{* MYXSOCKET,r

dk:

ADDLIBLE MYXSOCKET

2. Z|nPgfO,dk

CALL TSOXSOCK

3. ZT>D Xsocket 0ZP,Jmz(}dK%8M!qVNCJyPWSV}L#K0Z\GZ!qWSV

/}.sT>#I9CKgf!qQ-fZDWSVLr#*9CBWSV,jIBP=h:

a. ZWSV/}PmP,!qWSV;s44P|#

b. ZT>D socket() a>0ZP,*WSV!q`&D0X75P1"0WSV`M1M0-i1,"4

4P|#
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c. !qhv{"!q!qhv{#

":g{QfZd|WSVhv{,b+T>n/WSVhv{DPm#

d. ST>DPmP,!qz4(DWSVhv{

":g{fZd|WSVhv{,C$_+T/TnBDWSVhv{&CWSV/}#

4. SWSV/}PmP,!qk*9CDWSV/}#^[zZ=h 3c P!qK24WSVhv{,<+Z

CWSV/}O9C|#;)!qKWSV/},MaT>;5P0Z,IZdPa)PXCWSV/}

DX(E"#}g,g{!q connect() ,rh*ZzID0ZPa)X7$H"X75PMX7}]#;

s9Cza)Db)E"wC!qDWSV/}#ZWSV/}O"zDyPms<+TmsEDN=T

>xC'#

":

1. Xsockets $_T DDS 9C<Nb['V#rK,zy4=Ddk}]D==T0Z0Z/feOwv!q

D==+!vZzG9C<NT>>9G9CG<NT>>#}g,Z<NT>>O,z+a4=WSV

/}D!qVNG4!r;qrzI\a4=%vVN#

2. &C"b,P;)ZWSVOICD ioctl() ksZ$_P;P5V#

Z Web /@wP9C Xsockets
Z Web /@wP9C Xsockets $_.0,7#Q-jIK Xsockets DyP>XdCMyPXhD Web /

@wdC#*Z Web /@wP9C Xsockets $_,jIBP=h:

1. Z Web /@wP,dk:

http://server-name:2001/

dP server-name G|,~qw5}D iSeries D{F#

2. !q\m#

3. Ss_D<=8P,!q\m HTTP Server #

4. !q5}{,"%wt/#9IS|nPdkTB|n4t/~qw5}:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<instance_name>)

dP <instance_name> GZ Apache dCP4(D HTTP Server D{F#}g,I9C~qw5}{

xsocks#

5. *CJ Xsockets Web &CLr,Z/@wPdkTB URL:

http://<system_name>:<port>/xsock/index

dP <system_name> G iSeries Dzw{,x <port> GZ4( HTTP 5}18(DKZ#}g,g{5

3{* myiSeries,HTTP Server ~qw5}ZKZ 1025 OxPl},rdk:

http://myiSeries:1025/xsock/index

6. ;) Xsocket $_Z Web /@wP0k,MIT9CVPWSVhv{r4(BDWSVhv{#=vf

>D$_.dPm`EnG`FD#=V$_<JmT;%=="vWSVwC,2<aa)"vDWS

VwCDmsE;+G,=V$_ZgfOP;)np#*4(BDWSVhv{,I4PBPYw:

a. S Xsocket K%P!qWSV#

b. ZT>D Xsocket i/0ZP,*KWSVhv{!q`&D0X75P1"0WSV`M1M0-

i1#%wa;#

c. ;)3fXB0k,+ZWSVB-K%PT>BDWSVhv{#
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d. S Xsocket K%P,!qk*TKWSVhv{&CD/}wC#M>Xf>D Xsockets $_xT,

g{;!qWSVhv{,C$_+T/TnBDWSVhv{&C/}wC#

>} Xsocket $_4(DTs

zI\h*>} Xsockets $_4(DTs#{* TSODLT DLrGI20Lr4(D,C4}%C$_4(

DTs(bMLr TSODLT }b)M/r}% Xsocket $_9CD4I1#TB;i|nJmz>}b)T

s:

*v>}C$_9CD4I1,dkTB|n:

CALL TSODLT (*YES *NONE)

*v>}C$_4(DTs,dkTB|n:

CALL TSODLT (*NO library-name)

*,1>}C$_4(D4I1MTs,dkTB|n:

CALL TSODLT (*YES library-name)

(F Xsockets
I(}mSTWSVxg}LD=S'V4|D Xsockets $_,}g inet_addr() #g{!q(FK$_Tz

czT:Dh*,(i;*Z QUSRTOOL bPxP|D#xG+4D~4F=%@DbP"ZCbPxP|

D#b+#t QUSRTOOL bPD-<D~,yTZ+4Ph*D1r,b)D~T;GICD#IZwv|

Ds9C TSOCRT LrXB`kC$_("b,g{+4D~4F=%@DbP,z9h*Z TSOCRT Px

P|DE\9C|)#Z4(C$_.0,9C TSODLT Lr4}%$_DIf>#

Z 11 B Xsockets $_ 181

|

|

|
|

|

|

|

|

|

|

|

|

|

|
|

|

|

|

|

|



182 iSeries: WSV`L



Z 12 B I~qT$_

IZWSVM2+WSVD9C?Vxv$TJ&gSLq&CLrM~qw,yT?0DI~qT$_h*

zOb;hs#v?MI~qT$_JmzjITWSVLrDzY,TRvWSVMtC SSL D&CLrP

vVDmsDbv=8#b)$_(}!qWSVXw(g IP X7rKZE")ozzM'VPD$wK17

("zWSVJbD;C#

Bmxv?v~q$_DEv#

m 21. CZWSVM2+WSVDI~qT$_

I~qT$_ hv

LIC zY}K(TRCINT M TRCCNN) a)TWSVD!qTzY#VZI+WSVzY^F*X

75P"WSV`M"-i"IP X7MKZE"#9I+z

Y^F*vkT3v`pDWSV A P I T0hCK

SO_DEBUG WSV!nDWSV#LIC zYG V5R2 DB

vZ],VZI4_L"Nq"C'E*D~"w5{r~

qw{xP}K#

9C STRTRC SSNID(*GEN) JOBTRCTYPE(*TRCTYPE)

TRCTYPE((*SOCKETS *ERROR)) zYw5

STRTRC |nG V5R2 DBvZ],|a)K;)=SN

},|zIDdvkyPd|GWSV`XzYc;,#g

{ZWSVYwZdv=ms,Kdva|,5XkMms

EE"#PXj8E",N{0E"PD1PD STRTRC

(t/zY)|nhv#

IPG<wzY WSV LIC i~zY+|(?v4PDWSVYwDIPG

<wnD*"#

X*w5E" Jm~qK1MLr1iRk,SDWSVrl}WSV`

X*DyPw5#IT9CX75P AF_INET r AF_INET6

DWSV&CLr9C NETSTAT 4i4KE"#

NETSTAT ,S4,(!n031),C4tC SO_DEBUG ZWSV&CLrOhCK SO_DEBUG DivBa)v?

MM6pwTE"#

2+WSV5XkM{"&m (}=v SSL_ API a)j</2+WSV5Xk{"#b

) API |( SSL_Strerror() M SSL_Perror() #Kb,

gsk_strerror() a)k GSKit API `FD&\#hstrerror()
API 9a)K4TbvLr}LD5XkE"#

T\}]U/(PDC)zYc Jm(}WSVM TCP/IP Q;zY4T&CLrD}]w#
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Z 13 B `XE"

BfP>DZ]|( IBM l$i(PDF q=)"Web >cMa)PXWSV`LD|`E"D0E"PD1

wb#Ii4rr!NN PDF#

IBM l$i

v Who Knew You Could Do That with RPG IV? A Sorcerer’s Guide to System Access and More

(s< 454 3)

v IBM ERserver iSeries Wired Network Security: OS/400 V5R1 DCM and Cryptographic Enhancements

(s< 506 3)

ks"MD~(RFC)

v IPv6

– RFC 2553: ″Basic Socket Interface Extensions for IPv6″

– RFC 2292: ″Advanced Sockets API for IPv6″

v r{53

– RFC 1034: ″Domain names - concepts and facilities″

– RFC 1035: ″Domain names - implementation and specification″

– RFC 2136: ″Dynamic Updates in the Domain Name System (DNS UPDATE)″

– RFC 2181: ″Clarifications to the DNS Specification″

– RFC 2308: ″Negative Caching of DNS Queries (DNS NCACHE)″

– RFC 2845: ″Secret Key Transaction Authentication for DNS (TSIG)″

v 2+WSVc/+dc2+T

– RFC 2246: ″The TLS Protocol Version 1.0 ″

d| Web J4

v Technical Standard: Networking Services (XNS), Issue 5.2 Draft 2.0.
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