Security APIs (V5R2)

Network Security APIs

Table of Contents

Network Security APIs

o Server Authentication Entry APIs

O

O

O

O

Add Server Authentication Entry (QsyAddServerEntry)
Change Server Authentication Entry (QsyChangeServerEntry)

Remove Server Authentication Entry (QsyRemoveServerEntry)
Retrieve Server Authentication Entries (QSY RTV SE, QsyRetrieveServerEntries)

« NetWare Authentication Entry APls

0

O

O

Add NetWare Authentication Entry (QfpzAddNtwA utE)
Change NetWare Authentication Entry (QfpzChgNtwAUtE)
End NetWare Connection (Qf pzEndNtwCnn)

List NetWare Authentication Entries (QfpzListNtwAULE)
Remove NetWare Authentication Entry (QfpzZRmvNtwAUtE)
Start NetWare Connection (QfpzStrNtwCnn)

Verify Netware Authentication Entry (QfpzVfyNtwAUutE)




Network Security APIs

The network security APIsinclude:
« Server Authentication Entry APIs

« NetWare Authentication Entry APIs
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Server Authentication Entry APIs

The Server Authentication Entry APIs can be used by a client requesting connection to a server.

The server authentication entry APIs are;

Add Server Authentication Entry (QsyAddServerEntry) adds server authentication information for
use by application requestersin connecting to application servers.

Change Server Authentication Entry (QsyChangeServerEntry) changes server authentication
information for use by application requestersin connecting to application servers.

Remove Server Authentication Entry (QsyRemoveServerEntry) removes server authentication
information for use by application requestersin connecting to application servers.

Retrieve Server Authentication Entries (QSY RTV SE, QsyRetrieveServerEntries) returns alist of

server authentication entries for a user profile.
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Add Server Authentication Entry
(QsyAddServerEntry) API

Required Parameter Group:

1 User profile Input Char(10)
2  Server name Input Char(*)
3 Length of server name Input Binary(4)
4 UserID Input Char(*)
5 Length of user ID Input Binary(4)
6 Password Input Char(*)
7  Length of password Input Binary(4)
8  Error code /0 Char(*)

Default Public Authority: * USE
Service Program: QSY SVRFN

Threadsafe: No

The Add Server Authentication Entry (QsyAddServerEntry) APl adds server authentication information for
use by application requestersin connecting to application servers.

When adding a server authentication entry for a Distributed Relational Database Architecture (DRDA)
application that uses TCP/IP, the server name must be entered in upper case.

Authorities and Locks

If the user profile parameter isnot * CURRENT or the user profile currently running, then the user profile
that callsthis APl must have * SECADM special authority and *OBIJMGT and * USE authorities to the user
profile.

Required Parameter Group

User profile
INPUT; CHAR(10)
The user profile for which the server authentication entry will be added. The special value
*CURRENT may be specified to add an entry for the user profile that callsthisAPI.
Server name
INPUT; CHAR(*)

The name of the application server.



Length of server name
INPUT; BINARY (4)
The length of the server name that is specified in the server name parameter. The length of the
server name must be avalue from 1 to 200.
User ID
INPUT; CHAR(*)

The user name for which regquests will be made to the implementation server.
Length of user ID
INPUT; BINARY (4)

The length of the user ID that is specified in the user ID parameter. The length of the user ID must
be avaue from 0 to 1000. If the length is O, the user ID will be the same as the namethat is
specified in the user profile parameter.

Password
INPUT; CHAR(*)

The password to be used to authenticate the user when the client attempts to connect to the server.
Length of password
INPUT; BINARY (4)

The length of the password that is specified in the password parameter. The length of the password
must be avalue from 0 to 696. If the length is 0, then no password is supplied on the connection
request. If the retain server security data (QRETSVRSEC) system valueis set to 0 (do not retain
data), then the length of the password is assumed to be O.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message I D Error Message Text

CPF2204 E User profile &1 not found.

CPF2213 E Not able to allocate user profile & 1.

CPF2222 E Storage limit is greater than specified for user profile & 1.
CPF224F E Server authentication entry already exists.

CPF225F E Not all information stored.

CPF226C E Not authorized to perform function.

CPF3CF1lE Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.



CPF3C1D E Length specified in parameter & 1 not valid.
CPF3C90 E Literal value cannot be changed.
CPF9872 E Program or service program &1 in library & 2 ended. Reason code & 3.

API Introduced: V4R2
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Change Server Authentication Entry
(QsyChangeServerkntry) API

Required Parameter Group:

1  User profile Input Char(10)
2 Server name Input Char(*)
3  Length of server name Input Binary(4)
4 UserlID Input Char(*)
5  Lengthof user ID Input Binary(4)
6  Password Input Char(*)
7  Length of password Input Binary(4)
8  Error code /O Char(*)

Default Public Authority: * USE
Service Program: QSY SVRFN

Threadsafe: No

The Change Server Authentication Entry (QsyChangeServerEntry) APl changes the server authentication
information for use by application requestersin connecting to application servers.

Authorities and Locks

If the user profile parameter is not *CURRENT or the user profile currently running, then the user profile
that callsthis APl must have * SECADM special authority and *OBIJMGT and * USE authorities to the user
profile.

Required Parameter Group

User profile
INPUT; CHAR(10)
The user profile for which the server authentication entry will be changed. The specia value
*CURRENT may be specified to change an entry for the user profile that calls this API.
Server name
INPUT; CHAR(*)

The name of the application server.
Length of server name
INPUT; BINARY (4)



The length of the server name that is specified in the server name parameter. The length of the
server name must be avalue from 1 to 200.

User ID
INPUT; CHAR(*)

The user name for which requests will be made to the implementation server.
Length of user ID
INPUT; BINARY (4)

The length of the user ID that is specified in the user ID parameter. The length of the user ID must
be avalue from -1 to 1000. If -1 is specified, the user ID valueis not changed. If O is specified. the
user ID will be the same as the name that is specified in the user profile parameter.

Password
INPUT; CHAR(*)

The password to be used to authenticate the user when the client attempts to connect to the server.
Length of password
INPUT; BINARY (4)

The length of the password that is specified in the password parameter. The length of the password
must be avalue from -1 to 696. If -1 is specified, the password value does not change. If Ois
specified, then no password is supplied on the connection request. If the retain server security data
(QRETSVRSEC) system valueis set to 0 (do not retain data), then the length of the password is
assumed to be 0.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message I D Error Message Text

CPF2204 E User profile &1 not found.

CPF2213 E Not able to allocate user profile & 1.
CPF225E E Server authentication entry does not exist.
CPF225F E Not al information stored.

CPF226C E Not authorized to perform function.
CPF3CF1E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPF3C1D E Length specified in parameter & 1 not valid.



CPF3C90 E Literal value cannot be changed.
CPF9872 E Program or service program &1 in library & 2 ended. Reason code & 3.

API Introduced: V4R2
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Remove Server Authentication Entry
(QsyRemoveServerkEntry) API

Required Parameter Group:

1 User profile Input Char(10)
2  Server name Input Char(*)
3 Length of server name Input Binary(4)
4  Error code 1/0 Char(*)

Default Public Authority: *USE
Service Program: QSY SVRFN

Threadsafe: No

The Remove Server Authentication Entry (QsyRemoveServerEntry) APl removes server authentication
information for use by application requestersin connecting to application servers.

Authorities and Locks

If the user profile parameter is not * CURRENT or the user profile currently running, then the user profile
that calls this APl must have * SECADM special authority and *OBIJMGT and * USE authorities to the user
profile.

Required Parameter Group

User profile
INPUT; CHAR(10)
The user profile for which the server authentication entry will be removed. The special value
*CURRENT may be specified to remove an entry for the user profile that callsthis API.
Server name
INPUT; CHAR(*)
The name of the application server. The special value * ALL may be specified to indicate that all

server authentication entries for the user profile that is specified in the user profile parameter areto
be removed.

L ength of server name
INPUT; BINARY (4)

The length of the server name that is specified in the server name parameter. The length of the
server name must be avalue from 1 to 200.



Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message I D Error Message Text

CPF2204 E User profile &1 not found.

CPF2213 E Not able to allocate user profile & 1.
CPF225E E Server authentication entry does not exist.
CPF226C E Not authorized to perform function.
CPF3CF1 E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPF3CID E Length specified in parameter & 1 not valid.
CPF3C90 E Literal value cannot be changed.

CPFO872 E Program or service program &1 in library & 2 ended. Reason code & 3.

API Introduced: V4R2
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Retrieve Server Authentication Entries
(QSYRTVSE, QsyRetrieveServerEntries) API

Required Parameter Group:

1 Receiver variable Output Char(*)
2 Length of receiver variable Input Binary(4)
3 Return records feedback information Output Char(12)
4  Format name Input Char(8)
5  Starting server name Input Char(*)
6  Length of starting server name Input Binary(4)
7  Starting server option Input Char(2)
8  User profile Input Char(10)
9  Error code /10 Char(*)

Default Public Authority: *USE
Service Program: QSY SVRFN
Threadsafe: No

The Retrieve Server Authentication Entries (OPM, QSY RTV SE; ILE, QsyRetrieveServerEntries) API
returns alist of server authentication entries for a user profile.

Authorities and Locks

User Profile Authority
#*READ 4

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)
The receiver variable that receives the information requested. Y ou can specify the size of the area

to be smaller than the format requested as long as you specify the length parameter correctly. Asa
result, the API returns only the data that the area can hold.

Length of receiver variable
INPUT; BINARY (4)



The length of the receiver variable provided. The length of receiver variable parameter may be
specified up to the size of the receiver variable specified in the user program. If the length of
receiver variable parameter specified is larger than the allocated size of the receiver variable
specified in the user program, the results are not predictable.

Returned records feedback infor mation
OUTPUT; CHAR(12)

Information about the entries that are returned in the receiver variable.

See Format of Returned Records Feedback | nformation for details.

Format name
INPUT; CHAR(8)

The name of the format that is used to retrieve server authentication entries for the user profile.
Y ou can specify this format:

SVRE0100 For adetailed description of thisformat, see SVREQ100 Format.

Starting server name
INPUT; CHAR(*)

The server name at which to start listing server authentication entries. The server authentication
entries are listed in hexadecimal sort sequence by server name.

Possible values follow:

*FIRST Server authentication entries are returned starting with the server that has the
smallest hexadecimal value.

server name  If an exact match for the starting server name is found, the starting server option
parameter indicates whether that server authentication entry is returned.

If an exact match for the starting server name is not found, the listing begins
with the first existing server authentication entry for the server name whose
hexadecimal value would follow the hexadecimal value of the specified starting
server name.

Length of starting server name
INPUT; BINARY (4)
The length of the starting server name. The length of the starting server name may be from 1 to
200.
Starting server option
INPUT; CHAR(1)

This parameter indicates whether the starting server authentication entry is returned when an exact
match for the starting server name is found.

Possible values follow:



0 Server authentication entries for server names whose hexadecimal valueis
greater than the hexadecimal value for the starting server name are returned.

1 Server authentication entries for server names whose hexadecimal value is equa
to or greater than the hexadecimal value for the starting server name are
returned.

User profile

INPUT; CHAR(10)

The name of the user profile for which the server authentication entries are returned.
Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Receiver Variable Description

The following tables describe the order and format of the data returned in the receiver variable. For detailed
descriptions of the fields in the tables, see Field Descriptions.

SVREO0100 Format

Offset
Dec | Hex ’Type ’Field
0 0 |BINARY(4) |Length of entry
4 4 |BINARY(4) |Lengthof server name
8 |BINARY(4)  |CCSID of server name
12 C |CHAR(200) |Server name

|
|
|
|
8
|
|
|
|
|

|
|
|
|
212 | D4 |[BINARY(4) |Displacement to user ID
|
|
|

216 | D8 |BINARY(4) |Lengthof user ID

220 | DC |BINARY(4) |CCSID of user ID

224 EO |CHAR(1) |Password stored indicator
|CHAR(*) |User ID

Format of Returned Records Feedback Information

| Offset
| Dec | Hex |Type Field




| 0 | 0 |BINARY(4) Bytesreturned
| 4 | 4 |BINARY(4) [Bytesavailable
| 8 | 8 |BINARY(4) [Number of server authentication entries

Field Descriptions

Bytes available. The number of bytes of data available to be returned to the user in the receiver variable. If
al datais returned, bytes available is the same as the number of bytes returned. If the receiver variable was
not large enough to contain al of the data, this value is estimated based on the total number of server
authentication entries for the user profile and the format specified.

Bytesreturned. The number of bytes of data returned to the user in the receiver variable. Thisis the lesser
of the number of bytes available to be returned or the length of the receiver variable.

CCSID of server name. The CCSID of the server name. Thiswill be the default job CCSID of the job that
added the server authentication entry.

CCSID of user ID. The CCSID of the user ID. Thiswill be the default job CCSID of the job that last
changed the user ID field in the server authentication entry.

Displacement to user 1D. The displacement in the entry to the start of the user ID.

Format name. The name of the format that is used to return server authentication entries for a user profile.
Length of entry. The length (in bytes) of the current entry. This length can be used to access the next entry.
Length of server name I D. The length (in bytes) of the server name.

Length of user 1D. The length (in bytes) of the user ID.

Number of server authentication entries. The number of complete entries returned in the list of server
authentication entries. A value of zeroisreturned if the list is empty.

Password specified. Indicates whether the server authentication entry has a password associated with it.
Possible values follow:
0 The server authentication entry does not have a password associated with it.

1 The server authentication entry does have a password associated with it.

Server name. The name of the server that the entry isfor.
User ID. Theuser ID that is used on requests to the server.

User profile. The name of the user profile for which the list of server authentication entriesis returned.



Error Messages

Message | D Error Message Text

CPFAOAA E  Error occurred while attempting to obtain space.
CPF2204 E User profile & 1 not found.

CPF2213 E Not able to allocate user profile & 1.

CPF2217 E Not authorized to user profile & 1.

CPF2222 E Storage limit is greater than specified for user profile & 1.
CPF3CF1 E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.

CPF3CID E Length specified in parameter & 1 not valid.

CPF3C21 E Format name & 1 isnot valid.

CPF3C3CE Vaue for parameter &1 not valid.

CPF3C90 E Literal value cannot be changed.

CPF9872 E Program or service program &1 in library &2 ended. Reason code & 3.

API Introduced: V4R2
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NetWare Authentication Entry APIs

The NetWare Authentication Entry APIs provide a means that automatically logs you on to a server when
you request a NetWare function (for example, the QNETWARE file system or NetWare administration
commands). Y ou can create authentication entries for each NetWare Directory Services (NDS) tree or
NetWare 3.x server to which you are authorized. The entry identifies the tree or server, your name on that
server, and (optionally) your password. The system saves the authentication entries as part of the user
profile. When you request a NetWare function, the system attempts to start a connection to the server by
using the data stored in the authentication entries.

Alternatively, you can explicitly start and end a connection to a server, such as when the system
administrator has disabled storing passwords through the Retain Server Security Data (QRETSVRSEC)
system value.

Note: To use these APIs, you need NetWare on i Series. See Netware on i Series in the Information Center
for more information on thistopic.

The NetWare Authentication Entry APIs are:

« Add NetWare Authentication Entry (QfpzAddNtwAULE) stores user authentication information that
is used to access the specified server.

« Change NetWare Authentication Entry (QfpzChgNtwAUtE) changes the authentication information
in the specified authentication entry.

« End NetWare Connection (QfpzEndNtwCnn) ends a connection to a NetWare server.

o List NetWare Authentication Entries (QfpzListNtwAUE) returns alist of authentication entriesin a
user profile.

» Remove NetWare Authentication Entry (QfpzRmvNtwAUtE) removes an authentication entry from
the user profile.

« Start NetWare Connection (QfpzStrNtwCnn) establishes the caller as an authenticated user of the
specified server and starts the connection with the server.

« Verify Netware Authentication Entry (QfpzVfyNtwAUE) returns alist of authentication entries for
the specified user profile.
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Add NetWare Authentication Entry
(QfpzAddNtwAuUtE) API

Required Parameter Group:

1  Entry identifier data Input Char(*)
2 Length of entry identifier Input Binary(4)
3  Entry identifier format name Input Char(8)
4  Authentication entry data Input Char(*)
5  Length of authentication entry Input Binary(4)
6  Entry dataformat name Input Char(8)
7  Error code 1/10 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The Add NetWare Authentication Entry (QfpzAddNtwAUtE) API stores user authentication information
that is used to access the specified server. Thisinformation can be used at a later time to start an
authenticated connection to the server without requiring the user to enter the data.

Authorities and Locks

User Profile Authority

The user profile must be the current user profile, or the caller must have *USE and *OBIMGT
authority to the user profile and * SECADM specia authority.

Required Parameter Group

Entry identifier data
INPUT; CHAR(*)

The authentication entry to be added. The content and format of this structure are determined by the
format name. See Format of Authentication Entry Identifier for a description of these formats.

Length of entry identifier
INPUT; BINARY (4)

The length of the entry identifier data structure.
Entry identifier format name
INPUT; CHAR(8)



The content and format of the authentication entry identifier data.
The possible format names follow:

AUTEO100 NetWare Version 3.x server authentication entry identifier

AUTEO0200 NetWare Directory Services tree authentication entry identifier

See Format of Authentication Entry Identifier for a description of these formats.

Authentication entry data
INPUT; CHAR(*)

The authentication entry to be added. The content and format of this structure are determined by the
format name. See Format of Authentication Entry Data for a description of these formats.

Length of authentication entry
INPUT; BINARY (4)

The length of the authentication entry data structure.
Entry data format name
INPUT; CHAR(8)

The content and format of the authentication entry input data. Each format corresponds to a type of
authentication entry.

The possible format names follow:

AUTDO0100 NetWare Version 3.x server authentication entry data

AUTDO0200 NetWare Directory Services tree authentication entry data

See Format of Authentication Entry Data for a description of these formats.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Format of Authentication Entry ldentifier

For details about the format of the authentication entries, see the following sections. For details about the
fields in each format, see Field Descriptions.

AUTEO100 Format

Thisformat is used to identify a NetWare Version 3.x server authentication entry.



Offset

’Type

’Field

|
| Dec | Hex
| 0 | 0 |BINARY(4) |Offsetto server name
4 4  [BINARY(4) Length of server name
| | | |
8 8 |CHAR(10) User profile name
| | | |
| 18 | 12 |CHAR(6) |Reserved
ICHAR(*) |Server name

AUTEO200 Format

Thisformat is used to identify a NetWare Directory Services tree authentication entry.

| Offset ’ ’
| Dec | Hex |Type Field
| 0 | 0 |BINARY(4) |OffsettoNDStreename
| 4 | 4 |BINARY(4) |Lengthof NDStree name
| 8 | 8 |CHAR(10) |User profile name
| 18 | 12 |CHAR(6) |Reserved
|ICHAR(*) INDS tree name

Format of Authentication Entry Data

For details about the format of the authentication entries, see the following sections. For details about the
fieldsin each format, see Field Descriptions.

AUTDO0100 Format

Thisformat is used to specify the authentication entry datafor a NetWare Version 3.x server authentication
entry. This format must be used when entry identifier format AUTEOQL100 is used.

| Offset
| Dec | Hex |Type Field
| 0 | 0 |BINARY(4) |Offsetto NetWare user name
| 4 | 4 |BINARY(4) |Lengthof NetWare user name
| 8 | 8 |BINARY(4) |Offsetto password
| 12 | C |BINARY(4) |Length of password
| 16 | 10 |BINARY(4) |Reserved
|ICHAR(*) |NetWare user name
|ICHAR(*) |Password




AUTD0200 Format

Thisformat is used to specify the authentication entry datafor a NetWare Directory Servicestree
authentication entry. This format must be used when entry identifier format AUTEO0200 is used.

Offset
Dec Hex ’Type Field
0 0 |BINARY(4)  |Offsetto NDS context
4 4 |BINARY(4)  |Lengthof NDS context
8 8 |BINARY(4)  |Offset to NetWare user name

|
|
|
|
12 | C |[BINARY(4) |Lengthof NetWare user name
|
|
|

16 10 |BINARY(4)  |Offset to password

20 14 |BINARY(4)  |Length of password

24 18 [BINARY(4) [Reserved
ICHAR(*) INDS context
|ICHAR(*) INetWare user name
ICHAR(*) |Password

Field Descriptions

Length of NDS context. The length, in bytes, of the NDS context.

Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of NetWare user name. The length, in bytes, of the NetWare user name.

Length of password. The length, in bytes, of the password.

Length of server name. The length, in bytes, of the server name.

NDS context. The directory context in which the user is defined.

NDS tree name. For NDS trees, the name of the tree to which the authentication entry applies.
NetWare user name. The NetWare user name that is used to authenticate the user to the server.
The following special value may be used:

*USRPRF The NetWare user name is the same as the user profile name.

Offset to NDS context. The offset, in bytes, from the start of the input data area to the NDS context.
Offset to NDS tree name. The offset, in bytes, from the start of the input data area to the NDS tree name.
Offset to NetWare user name. The offset, in bytes, from the start of the input data area to the user name.

Offset to password. The offset, in bytes, from the start of the input data area to the password.



Offset to server name. The offset, in bytes, from the start of the input data area to the server name.

Password. The password that is used to authenticate the user to the server.

The following special values may be used:

*NONE

*STRNTWCNN  The system does not store password information in the authentication entry. Use the
Start NetWare Connection (STRNTWCNN) command, with the correct password, to

The system does not need password information to authenticate the user.

start a connection to a server.

Reserved. Set thisfield to binary zeros.

Server name. The name of the server to which the authentication entry applies.

User profile name. The name of the user profile to which the authentication entry is to be added.

Y ou can use the following special values for the user profile name:

*CURRENT The current user profile.

Error Messages

Message | D
CPF2204 E
CPF2217 E
CPF24B4 E
CPF3C1D E
CPF3C21E
CPF3C90 E
CPF3CF1E
CPF9872 E
FPEQ211 E
FPE0212 E
FPE0216 E
FPEQ21F E
FPE0255 E

Error Message Text

User profile &1 not found.

Not authorized to user profile & 1.

Severe error while addressing parameter list.

Length specified in parameter & 1 not valid.

Format name &1 is not valid.

Literal value cannot be changed.

Error code parameter not valid.

Program or service program &1 in library & 2 ended. Reason code & 3.
Parameter length &1 not valid for field & 2.

Field offset and length not within data.

Authentication entry already existsfor & 2.

Dataformat &1 not valid with identifier format & 2.

PASSWORD(* STRNTWCNN) required when QRETSVRSEC is 0.




API Introduced: V3R7
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Change NetWare Authentication Entry
(QfpzChgNtwAUutE) API

Required Parameter Group:

1  Entry identifier data Input Char(*)
2 Length of entry identifier Input Binary(4)
3  Entry identifier format name Input Char(8)
4  Authentication entry data Input Char(*)
5  Length of authentication entry Input Binary(4)
6  Entry dataformat name Input Char(8)
7  Error code 1/10 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The Change NetWare Authentication Entry (QfpzChgNtwAUtE) API changes the authentication
information in the specified authentication entry. The format that is specified for the authentication entry
must correspond to the server type of the existing entry.

Authorities and Locks

User Profile Authority

The user profile must be the current user profile, or the caller must have *USE and *OBIMGT
authority to the user profile and * SECADM specia authority.

Required Parameter Group

Entry identifier data
INPUT; CHAR(*)

The authentication entry to be changed. The content and format of this structure are determined by
the format name. See Format of Authentication Entry Identifier for a description of these formats.

Length of entry identifier
INPUT; BINARY (4)

The length of the entry identifier data structure.
Entry identifier format name
INPUT; CHAR(8)



The content and format of the authentication entry identifier data.
The possible format names follow:

AUTEO100 NetWare Version 3.x server authentication entry identifier

AUTEO0200 NetWare Directory Services tree authentication entry identifier

See Format of Authentication Entry Identifier for a description of these formats.

Authentication entry data
INPUT; CHAR(*)

The changed authentication entry data. The content and format of this structure are determined by
the format name. See Format of Authentication Entry Data for a description of these formats.

Length of authentication entry
INPUT; BINARY (4)

The length of the authentication entry data structure.
Entry data format name
INPUT; CHAR(8)

The content and format of the authentication entry input data. Each format corresponds to a type of
authentication entry.

The possible format names follow:

AUTDO0100 NetWare Version 3.x server authentication entry data

AUTDO0200 NetWare Directory Services tree authentication entry data

See Format of Authentication Entry Data for a description of these formats.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see.

Format of Authentication Entry Identifier

For details about the format of the entry identifier data, see the following sections. For details about the
fieldsin each format, see Field Descriptions.

AUTEO100 Format

Thisformat is used to identify a NetWare Version 3.x server authentication entry.

| Offset



[ Dec [ Hex |Type |Fie|d

| 0 | 0 |BINARY(4) |Offsetto server name
| 4 | 4 |BINARY(4) |Length of server name
| 8 | 8 |CHAR(10) |User profile name
[18 [ 12 [CHAR®E)  |Reserved

| | |ICHAR(*) |Server name

AUTEO200 Format

Thisformat is used to identify a NetWare Directory Services tree authentication entry.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offsetto NDStree name
| 4 | 4 |BINARY(4) |Lengthof NDStree name
| 8 | 8 |CHAR(10) |User profile name

[18 [ 12 [CHAR®E)  |Reserved

| | ICHAR(*) INDS tree name

Format of Authentication Entry Data

For details about the format of the authentication entries, see the following sections. For details about the
fields in each format, see Field Descriptions.

AUTDO0100 Format

Thisformat is used to specify the authentication entry data for a NetWare Version 3.x server authentication
entry. Thisformat must be used when entry identifier format AUTEO0100 is used.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offset to NetWare user name

| 4 | 4 |BINARY(4) |Lengthof NetWare user name

| 8 | 8 |BINARY(4) |Offsetto password

| 12 | C |BINARY(4) |Length of password

[16 [ 10 [BINARY(4) |Reserved

| | |ICHAR(*) |NetWare user name
|ICHAR(*) |Password

AUTD0200 Format



Thisformat is used to specify the authentication entry datafor a NetWare Directory Servicestree
authentication entry. This format must be used when entry identifier format AUTEO0200 is used.

Offset
Dec Hex ’Type Field
0 0 |BINARY(4)  |Offsetto NDS context
4 4 |BINARY(4)  |Lengthof NDS context
8 8 |BINARY(4)  |Offset to NetWare user name
12 C |BINARY(4) |Length of NetWare user name

|

| |
| |
| |
| |
| |
| 16 | 10 |BINARY(4) |Offsetto password
| |
| |
| |
| |
| |

20 14 |BINARY(4)  |Length of password

24 | 18 [BINARY(4) |Reserved
ICHAR(*) INDS context
|ICHAR(*) INetWare user name
ICHAR(*) |Password

Field Descriptions

Length of NDS context. The length, in bytes, of the NDS context.

Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of NetWare user name. The length, in bytes, of the NetWare user name.
Length of password. The length, in bytes, of the password.

Length of server name. The length, in bytes, of the server name.

NDS context. For NDS trees, the directory context in which the user is defined.
The following specia value may be used:

*SAME The value remains the same.

NDS tree name. For NDS trees, the name of the directory tree to which the authentication entry applies.

The selected NDS tree name must be the same as the NDS tree name of an existing NetWare Directory
Services tree authentication entry.

NetWare user name. The NetWare user name that is used to authenticate the user to the server.
The following special values may be used:
*USRPRF The NetWare user name is the same as the user profile name.

*SAME The value remains the same.

Offset to NDS context. The offset, in bytes, from the start of the input data area to the NDS context.



Offset to NDStree name. The offset, in bytes, from the start of the input data areato the NDS tree name.

Offset to NetWare user name. The offset, in bytes, from the start of the input data areato the NetWare
user name

Offset to password. The offset, in bytes, from the start of the input data area to the password.
Offset to server name. The offset, in bytes, from the start of the input data area to the server name.
Password. The password that is used to authenticate the user to the server.
The following specia values may be used:

*NONE The system does not need password information to authenticate the user.

*STRNTWCNN  The system does not store the password information in the authentication entry. Use
Start NetWare Connection (STRNTWCNN) command, with the correct password, to
start a connection to a server.

*SAME The value remains the same.

Reserved. Set thisfield to binary zeros.
Server name. The name of the server to which the authentication entry applies.

The selected server name must be the same as the server name of an existing NetWare Version 3.x server
authentication entry.

User profile name. The name of the user profile that contains the authentication entry.
Y ou can use the following special value for the user profile name:

*CURRENT Usethe current user profile.

Error Messages

Message | D Error Message Text

CPF2204 E User profile &1 not found.

CPF2217E Not authorized to user profile & 1.

CPF24B4 E Severe error while addressing parameter list.

CPF3CID E Length specified in parameter & 1 not valid.

CPF3C21E Format name &1 is not valid.

CPF3C90 E Literal value cannot be changed.

CPF3CF1 E Error code parameter not valid.

CPF9872 E Program or service program &1 in library & 2 ended. Reason code & 3.
FPEO211 E Parameter length &1 not valid for field & 2.



FPEO212 E
FPEO215 E
FPEO21F E
FPEO255 E

Field offset and length not within data.

Could not find authentication entry for & 1.

Dataformat &1 not valid with identifier format & 2.

PASSWORD(* STRNTWCNN) required when QRETSVRSEC isO.
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End NetWare Connection (QfpzEndNtwCnn)
API

Required Parameter Group:

1 Input data Input Char(*)
2 Length of input data Input Binary(4)
3  Format name Input Char(8)
4  Error code 1/10 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The End NetWare Connection (QfpzEndNtwCnn) API ends a connection to a NetWare server. Connections
to aserver that was started from thisiSeries server system, other i Series servers, or workstations can be
ended. Use the Work with NetWare Connections (WRKNTWCNN) command to view alist of connections.

Authorities and Locks

Soecial Authority

The connection must have been started by the current job, or the caller must have job control
(*JOBCTL) special authority.

NetWare Authority
If thisiSeries server did not start the connection being ended, the caller must have operator
privileges for the server.

Note: To have operator privileges, the caller must have an authenticated connection to the server.
The caller must be a NetWare user who is a member of the OPERATORS property for the server.

Required Parameter Group

Input data
INPUT; CHAR(*)

The input data that identifies the connections to be ended. The format name determines the format
and content of this data. For detailed descriptions of the data's format and content, see Input Data

Formats. For detailed descriptions of the fields in this structure, see Field Descriptions.

Length of input data
INPUT; BINARY (4)



The length of the input data structure.
Format name
INPUT; CHAR(8)

The format and content of the input data structure.
The following formats are supported:
ENDCO0100 End connections for the current job on the specified servers.

ENDCO0200 End the specified connection number on the specified server.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Input Data Formats

ENDCO0100 Format

| Offset ’ ’

| Dec | Hex |Type Fied

| 0 | 0 |BINARY(4) |Offsetto server name
| 4 | 4 |BINARY(4) |Length of server name
[ 8 | 8 |[BINARY(4) |Reserved

| | |ICHAR(*) |Server name

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offsetto server name
| 4 | 4 |BINARY(4) |Length of server name
| 8 | 8 |BINARY(4)  |Connection number
[12 [ C [BINARY(4) |Reserved

| | ICHAR(*) |Server name




Field Descriptions

Connection number. The connection number by which the connection is known on the server.

Length of server name. The length, in bytes, of the server name.

Offset to server name. The offset, in bytes, from the start of the input data to the server name.

Reserved. Set thisfield to binary zeros.

Server name. The name of the server. If format ENDCO0100 is specified, the following special value may

be used:

*ALL End connectionsto all servers.

Error Messages

Message | D
CPF24B4 E
CPF3CID E
CPF3C21E
CPF3C90 E
CPF3CF1E
CPFOOFF E
CPF9872 E
FPE0211 E
FPEQ212 E
FPE021B E
FPE0230 E
FPEO0231 E
FPE0232 E
FPEO23F E

Error Message Text

Severe error while addressing parameter list.

Length specified in parameter & 1 not valid.

Format name & 1 is not valid.

Literal value cannot be changed.

Error code parameter not valid.

*JOBCTL specia authority required to do requested operation.
Program or service program &1 in library &2 ended. Reason code & 3.
Parameter length &1 not valid for field & 2.

Field offset and length not within data.

Connection &1 on server &2 not found.

Connection type -1 must be single value.

Value &1 not valid for connection type.

User &1 not connected to server.

Server operator privileges required.

API Introduced: V3R7

Top | Security APIs| APIs by category




List NetWare Authentication Entries
(QfpzListNtwAutE) API

Required Parameter Group:

1 Qualified user space name Input Char(20)
2 Entry identifier data Input Char(*)
3 Length of entry qualifier Input Binary(4)
4  Entry identifier format name Input Char(8)
5  Error code /0 Char(*)

Default Public Authority: * USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The List NetWare Authentication Entries (QfpzListNtwAUtE) API returns alist of authentication entriesin
auser profile. All entries may be returned, or only those entries that match specified criteria can be
reguested.

Authorities and Locks

User Profile Authority

The user profile must be the current user profile, or the caller must have *USE and *OBIJMGT
authority to the user profile and * SECADM special authority.

User Space Authority
*CHANGE

User Space Library Authority
*USE

User Space Lock
*EXCLRD

Required Parameter Group
Qualified user space name
INPUT; CHAR(20)

The user space that receives the information, and the library in which it is located. Thefirst 10
characters contain the user space name, and the second 10 characters contain the library name.

Y ou can use these special valuesfor the library name:



*CURLIB Thejob's current library
*LIBL Thelibrary list

Entry identifier data
INPUT; CHAR(*)
The authentication entries to be retrieved. The content and format of this structure are determined

by the format name. See Format of Authentication Entry Identifier for a description of these
formats.

Length of entry identifier
INPUT; BINARY (4)

The length of the authentication entry identifier structure.
Entry identifier format name
INPUT; CHAR(8)

The content and format of the authentication entry identifier data. Each format correspondsto a
method of identifying an authentication entry.

The possible format names follow:
AUTEOQ100 The NetWare Version 3.x server entry isidentified by the server name.
AUTEO200 The NetWare Directory Servicestree entry isidentified by the NDS tree name.

AUTEQ900 All authentication entriesin auser profile are retrieved.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Format of Authentication Entry ldentifier

For details about the format of the entry identifier data, see the following sections. For details about the
fieldsin each format, see Field Descriptions.

AUTEO100 Format

| Offset ’ ’

| Dec | Hex |Type Fied

| 0 | 0 |BINARY(4) |Offsetto selected server name
| 4 | 4 |BINARY(4) |Length of selected server name



| 8 | 8 |CHAR(10) |User profile name
[18 [ 12 [CHAR®E)  |Reserved
| | |ICHAR(*) | Selected server name

AUTEO200 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offsetto selected NDS tree name
| 4 | 4 |BINARY(4) |Length of selected NDS tree name
| 8 | 8 |CHAR(10) |User profile name

[18 [ 12 [CHAR®E)  |Reserved

| | |ICHAR(*) |Selected NDS tree name

AUTEO900 Format

| Offset

| Dec | Hex ’Type ’Field

| 0 | 0 |BINARY(4) |Userprofile name
[[10 [ A |[CHAR®E)  |Reserved

Format of Authentication Entry Lists

The authentication entry list consists of:
o A user area
o A generic area
« Aninput parameter section
« A header section
« A list data section:
o Server authentication entry

For details about the user area and generic header, see User Space Format for List APIs. For details about

the remaining items, see the following sections. For detailed descriptions of the fieldsin the list that is
returned, see Field Descriptions.

When you retrieve list entry information from a user space, do not use the entry size that is returned in the
generic header. Instead, use the displacement to next entry field that is returned in each list entry. If you do
not use the displacement to next entry field, the results may not be valid. For examples of how to process



lists, see Examples.

Input Parameter Section

Offset
Dec | Hex ’Type ’Field
0 | O |[BINARY(4) |User space name specified
A |CHAR(10) |User space library name specified
20 14 |CHAR(8) |Format name specified

32 20 |BINARY(4)  |Length of identifier data specified
ICHAR(*) || dentifier data specified

|
|
|
10
|
|
|
|

|
|
28 | 1C |[BINARY(4) |[Offsettoidentifier data specified
|
|

Header Section

| Offset

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4)  |User space name used
|

|

10 | A [CHAR(10) |User space library name used
20 | 14 |CHAR(10) |User profile name used

Server Authentication Entry

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Displacement to next entry

| 4 | 4 |BINARY(4) |Displacement to server specific data
| 8 | 8 |CHAR(10) |Server type

[18 [ 12 [CHAR®)  |Reserved

| | |ICHAR(*) | Server-type specific data

NetWare 3.x Server Specific Data

If the server type is*NETWARES, the format of the server-type specific datais as follows:

| Offset
| Dec | Hex

Type ’Field



| 0 | 0 |BINARY(4) |Displacement to server name

| 4 | 4 |BINARY(4) |Length of server name

| 8 | 8 |BINARY(4) |Displacement to NetWare user name
| 12 | C |BINARY(4) |Lengthof NetWare user name

| | |ICHAR(*) |Server name

| | |ICHAR(*) |NetWare user name

NetWare Directory Services Tree Specific Data

If the server typeis *NDS, the format of the server-type specific datais asfollows:

Offset
Dec Hex [Type ’Field
0 0 |BINARY(4) |Displacement to NDS tree name
4 4 |BINARY(4) |Length of NDStree name
8 8 |BINARY(4) |Displacement to NDS context
C |BINARY(4) [Lengthof NDS context

|
|
|
|
|
|12
|
|
|
|
|

|
|
|
|
|
16 | 10 |[BINARY(4) |Displacement to NetWare user name
|
|
|
|

20 14 |BINARY(4)  |Length of NetWare user name
|ICHAR(*) INDS tree name
ICHAR(*) INDS context name
|ICHAR(*) INetWare user name

Field Descriptions

Displacement to NDS context. The displacement, in bytes, from the start of the list entry to the NDS
context.

Displacement to NDS tree name. The displacement, in bytes, from the start of the list entry to the NDS
tree name.

Displacement to NetWar e user name. The displacement, in bytes, from the start of the list entry to the
NetWare user name.

Displacement to next entry. The displacement, in bytes, from the start of the current list entry to the start
of the next entry in thelist.

Displacement to server name. The displacement, in bytes, from the start of the list entry to the server
name.

Displacement to server specific data. The displacement, in bytes, from the start of the list entry to the
server specific data.

Format name specified. The entry identifier format name that the caller of this API specifies.



Identifier data specified. The authentication entry identifier data that is specified when this API is called.

Length of identifier data specified. The length, in bytes, of the identifier datathat is specified on the call
to thisAPI.

Length of NDS context. The length, in bytes, of the NDS context.

Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of NetWare user name. The length, in bytes, of the NetWare user name.

Length of selected NDStree name. The length, in bytes, of the selected NDS tree name.

Length of selected server name. The length, in bytes, of the selected server name.

Length of server name. The length, in bytes, of the server name.

NDS context name. For NDS trees, the directory context in which the user is defined.

NDS tree name. For NDS trees, the name of the directory tree to which the authentication entry applies.
NetWar e user name. The user name for which requests are made to the server.

Offset to identifier data specified. The offset, in bytes, from the start of the input parameter header to the
identifier datathat is specified on the call to this API.

Offset to selected NDS tree name. The offset, in bytes, from the start of the identifier datato the selected
NDS tree name.

Offset to selected server name. The offset, in bytes, from the start of the identifier data to the selected
server name.

Reserved. Set thisfield to binary zeros.

Selected NDStree name. The name of the NDS tree for which authentication entries are to be listed. A
generic name can be used.

The following special value may be specified:

*ALL All NDS tree authentication entries.

Selected server name. The name of the server for which authentication entries are to be listed. A generic
name can be used.

The following special value may be specified:

*ALL All NetWare 3.x server authentication entries.

Server name. The name of the server to which the authentication entry applies.

Server type. The kind of server. The content and format of the server-specific data areas are dependent on
the server type.

The following values may be returned:
*NETWARE3 Theentry isfor aNetWare Version 3.x server.

*NDS The entry isfor a NetWare Directory Services tree.



Server -type specific data. The name of the server and the user name that are used to start a connection to
the server. The format and content of this data are dependent on the server type.

User profile name. The name of the user profile for which entries are to be listed.
The following specia value may be specified:

*CURRENT The current job's user profile.

User profile name used. The actual user profile name that is used for the authentication entries listed.

User space library name specified. The name that is specified for the library that contains the user space
to receive the generated list.

User spacelibrary name used. The actual name of the library that is used to contain the user space that
received thelist.

User space name specified. The name that is specified for the user space that is to receive the generated
list.

User space name used. The actual name of the user space that received the list.

Error Messages

Message | D Error Message Text

CPF2204 E User profile &1 not found.

CPF2217E Not authorized to user profile & 1.

CPF24B4 E Severe error while addressing parameter list.
CPF3CID E Length specified in parameter & 1 not valid.
CPF3C21E Format name &1 is not valid.

CPF3C90 E Literal value cannot be changed.

CPF3CAA E List istoo large for user space & 1.
CPF3CF1lE Error code parameter not valid.

CPF9801 E Object &2 inlibrary &3 not found.
CPF9802 E Not authorized to object &2 in & 3.
CPF9803 E Cannot allocate object &2 in library & 3.
CPF9872 E Program or service program &1 in library &2 ended. Reason code & 3.
FPEQ211 E Parameter length & 1 not valid for field & 2.
FPEO212 E Field offset and length not within data.
FPEO213 E Specia value &1 not valid for field & 2.
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Remove NetWare Authentication Entry
(QfpzRmvVNtwAUtE) API

Required Parameter Group:

1 Entry identifier data Input Char(*)
2 Length of entry identifier Input Binary(4)
3  Entry identifier format name Input Char(8)
4  Error code 1/0 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The Remove NetWare Authentication Entry (QfpzZRmvNtwAUtE) API removes an authentication entry
from the user profile.

Authorities and Locks

User Profile Authority

The user profile must be the current user profile, or the caller must have *USE and *OBIMGT
authority to the user profile and * SECADM specia authority.

Required Parameter Group

Entry identifier data
INPUT; CHAR(*)

The authentication entry to be removed. The content and format of this structure is determined by
the format name. See Format of Authentication Entry Identifier for a description of these formats.

Length of entry identifier
INPUT; BINARY (4)

The length of the authentication entry identifier structure.
Entry identifier format name
INPUT; CHAR(8)

The content and format of the authentication entry identifier data. Each format correspondsto a
method of identifying an authentication entry.



The possible format names follow:

AUTEO100 The NetWare Version 3.x server entry isidentified by the server name.
AUTEO200 The NetWare Directory Servicestree entry isidentified by the NDS tree name.

AUTEQ900 All authentication entries are removed from a user profile.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code

Parameter.

Format of Authentication Entry Identifier

For details about the format of the entry identifier data, see the following sections. For details about the

fieldsin each format, see Field Descriptions.

AUTEO100 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offsetto server name

| 4 | 4 |BINARY(4) |Length of server name

| 8 | 8 |CHAR(10) |User profile name

[18 [ 12 [CHAR®E)  |Reserved

| | |ICHAR(*) |Server name
AUTEO0200 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Offsetto NDStreename
| 4 | 4 |BINARY(4) |Lengthof NDStree name
| 8 | 8 |CHAR(10) |User profile name

[18 [ 12 [CHAR®E)  |Reserved

| | |ICHAR(*) INDS tree name




AUTEO900 Format

| Offset ’ ’

| Dec | Hex |Type Fied

| 0 | 0 |CHAR(10) |User profile name
[10 [ A [CHAR®E)  |Reserved

Field Descriptions

Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of server name. The length, in bytes, of the server name.

NDStree name. For *NDS tree entries, the name of the directory tree.

Offset to NDStree name. The offset, in bytes, from the start of the input data areato the NDS tree name.
Offset to server name. The offset, in bytes, from the start of the input data area to the server name.
Reserved. Set thisfield to binary zeros.

Server name. For *NETWARES entries, the name of the server.

User profile name. The name of the user profile that contains the authentication entry.

Y ou can use the following special value for the user profile name:

*CURRENT The current user profile.

Error Messages

Message | D Error Message Text

CPF2204 E User profile &1 not found.

CPF2217 E Not authorized to user profile & 1.

CPF24B4 E Severe error while addressing parameter list.

CPF3CID E Length specified in parameter & 1 not valid.

CPF3C21 E Format name & 1 is not valid.

CPF3C90 E Literal value cannot be changed.

CPF3CF1lE Error code parameter not valid.

CPF9872 E Program or service program &1 in library &2 ended. Reason code & 3.
FPEO211 E Parameter length &1 not valid for field & 2.



FPEO212 E Field offset and length not within data.
FPEO215 E Could not find authentication entry for & 1.

API Introduced:

Top | Security APIs | APIs by category




Start NetWare Connection (QfpzStrNtwCnn)
API

Required Parameter Group:

1 Connection data Input Char(*)
2 Length of connection data Input Binary(4)
3  Connection dataformat name Input Char(8)
4  Error code 1/0 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The Start NetWare Connection (QfpzStrNtwCnn) API establishes the caller as an authenticated user of the
specified server. This API could be used to:

« Start aconnection to a server for which a user has no authentication entry
« Start a connection when the authentication entry has the password special value * STRNTWCNN

An authentication entry may have the value * STRNTWCNN because the QRETSVRSEC system
value does not allow retrieving security data such as passwords.

« Start aconnection to aserver by using a different NetWare user name than is specified in the
authentication entry for that server

If an authentication entry for the server exists and contains avalid password and user name, the system
starts a connection to the server when needed, and this API need not be used.

Connections may only be used by the specified user and job. The job may be either the current job (value 1
for the authorized job field) or any job (value 2 for the authorized job field) on the system. If any jobis
specified, all jobs that are running under the specified user profile can use the connection. If a connection
for auser profile and job exists, that connection is used. Otherwise, an any-job connection for the user
profileisused. A current-job connection might be used, for example, when ajob uses a connection with a
different NetWare user name than other jobs on the system. An any-job connection is required for certain
functions, for example, printing to a NetWare print server.

NetWare backup services require a separate authentication. To support this, the connection type field
specifies whether a normal login (* USER connection) or a backup services authentication (* SAVRST
connection) isto be performed.

A user profile can only have one connection per job to a server (either NetWare 3.x server or a server
within aNetWare Directory Services (NDS) tree) at any given time. Connections may be started to all
servers within an NDS tree, for example, when copying from one server to another. If connections to
multiple servers are open, operations that do not require a specific server use the first connection started.



Authorities and Locks

User Profile Authority
*USE

Required Parameter Group

Connection data
INPUT; CHAR(*)

The server and user name for the connection to be started. The content and format of this structure
are determined by the format name. See Format of Connection Data for a description of these

formats.

Length of connection data
INPUT; BINARY (4)

The length of the connection data structure.
Connection data for mat name
INPUT; CHAR(8)

The content and format of the input data. Several formats are provided. Each format corresponds to
atype of server.

The possible format names follow:
SVRC0100 Start aconnection to a NetWare Version 3.x server.

SVRC0200 Start a connection to aserver in a NetWare Directory Services tree.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Format of Connection Data

For details about the format of the connection data, see the following sections. For details about the fields in
each format, see Field Descriptions.

SVRCO0100 Format (NetWare Version 3.x Server)

| Offset
| Dec | Hex |Type Field
| 0 | 0 |BINARY(4) |Offsetto server name




Note: Thefollowing field is repeated for each connection type requested.

| 0 | 0 |BINARY(4) |Offsetto server name

| 4 | 4 |BINARY(4) |Length of server name

| 8 | 8 |BINARY(4) |Offsetto NetWare user name
| 12 | C |BINARY(4) |Lengthof NetWare user name
| 16 | 10 |BINARY(4) |Offset to password

| 20 | 14 |BINARY(4) |Length of password

| 24 | 18 |BINARY(4) |Offset to connection typelist

| 28 | 1C |BINARY(4)  |Number of entriesin connection type list
| 32 | 20 |BINARY(4) |Authorized job

| 36 | 24 |BINARY(4) |Connectionidletime

| 40 | 28 |CHAR(10) |User profile name

[750 [ 32 |[CHAR()  |Reserved

| | ICHAR(*) |Server name

| | |ICHAR(*) |NetWare user name

| | |ICHAR(*) |Password

|

|

[BINARY (4)

|Connection type

SVRCO0200 Format (NetWare Directory Services Tree)

| Offset ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |OffsettoNDStreename

| 4 | 4 |BINARY(4) |Lengthof NDStree name

| 8 | 8 |BINARY(4)  |Offset to server name

| 12 | C |BINARY(4) |Length of server name

[ 16 | 10 |[BINARY(4) |Offsetto NDS context

| 20 | 14 |BINARY(4) |Lengthof NDS context

| 24 | 18 |BINARY(4) |Offsetto NetWare user name
| 28 | 1C |BINARY(4) |Length of NetWare user name
| 32 | 20 |BINARY(4) |Offsetto password

| 36 | 24 |BINARY(4) |Length of password

| 40 | 28 |BINARY(4) |Offset to connection typelist
| 44 | 2C |BINARY(4)  |Number of entriesin connection type list
| 48 | 30 |BINARY(4) |Authorized job

| 52 | 34 |BINARY(4) |Connectionidletime

| 56 | 38 |CHAR(10) |User profile name

[ 66 | 42 [CHAR®E)  |Reserved

| | |ICHAR(*) INDS tree name

| | |ICHAR(*) |Server name

| | |ICHAR(*) INDS context




| ICHAR(*) |NetWare user name

| |ICHAR(*) |Password

|Note: The following field is repeated for each connection type requested.

| IBINARY(4)  |Connection type

Field Descriptions

Authorized job. The jobs authorized to use the connection.

The following values may be specified:

1

The connection can be used only by the current job. The connection ends when the current job is
ended, or when the connection is ended by an end NetWare connection request.

The connection can be used by any job on the system that is running under the specified user profile.
The connection must be explicitly ended by an end NetWare connection request.

Notes:

1. The QNETWARE file system requires a connection for the current job.

2. If no authentication entry exists, or the password in the authentication entry is* STRNTWCNN,
printing functions require that a connection for any job (authorized job valueis 2) be started.

3. If the authorized job valueis 1 and user reclaims the QFPZAUT activation group (RCLACTGRP
command), the connection ends.

4. For either authorized job value, you may use the connection idle time value to control when a
connection ends.

Connection idletime. Theidle time (in minutes) before a connection is closed by the system. Idletimeis
the time between subsequent requests. Valid values range from 1 minute through 9999 minutes.

The following special value may be specified:

-1

Thereisnoidletime. A connection is closed by the user, or it is closed when the job has ended (if
the authorized job valueis 1).

Connection type. The type of authentication to be performed. NetWare backup services require a separate
authentication in addition to anormal user authentication.

The following values may be specified:

1

A normal user authentication is done. The user can use administrative and file system functions
other than save and restore.

Authentication to NetWare backup services is performed. This option requires that the appropriate
NetWare Loadable Module software (TSA312.NLM, TSA410.NLM, or TSANDS.NLM, and
SMDR.NLM) be loaded on the server.

Perform both user and backup services authentications. If -1 is specified, it must be the only
connection type value specified.

Length of NDS context. The length, in bytes, of the NDS context.



Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of NetWare user name. The length, in bytes, of the NetWare user name.

Length of password. The length, in bytes, of the password.

Length of server name. The length, in bytes, of the server name.

NDS context. For NetWare Directory Services trees, the directory context in which the user is defined.
The following special value may be used:

*AUTE Usethe NDS context from the user profile authentication entry for this NDS tree.

NDS tree name. The name of the NetWare Directory Services tree to which the connection isto be started.
NetWare user name. The NetWare user name that is used to authenticate the user to the server.
The following special values may be used:

*USRPRF  Use the authorized OS/400 user profile name as the NetWare user name.

*AUTE Use the NetWare user name from the user profile authentication entry for this server or
NDS tree.

Number of entriesin connection typelist. The number of connection type valuesin the connection type
list. At least one value must be specified.

Offset to connection typelist. The offset, in bytes, from the start of the data area to the connection type
values.

Offset to NDS context. The offset, in bytes, from the start of the data areato the NDS context.
Offset to NDS tree name. The offset, in bytes, from the start of the data areato the NDS tree name.

Offset to NetWar e user name. The offset, in bytes, from the start of the data area to the NetWare user
name.

Offset to password. The offset, in bytes, from the start of the data area to the password.
Offset to server name. The offset, in bytes, from the start of the data area to the server name.
Password. The password that is used to authenticate the user to the server.
The following special values may be used:
*AUTE Usethe password from the user profile authentication entry for this server or NDS tree.

*NONE No password is used to authenticate the user.

Reserved. Set thisfield to binary zeros.
Server name. The name of the server to which the connection isto be started.
When you are connecting to a NetWare Version 3.x server, the server name must be specified.

When you are connecting to a NetWare Directory Services tree, the connection must be started on a server



within the tree.

Either the server name or one of the following special values must be specified:

*ANY Use any server within the specified NDStree.

*ALL Start connectionsto all serversin the specified tree.

User profile name. The OS/400 user profile name that is authorized to use this connection.

The following specia value may be used:

*CURRENT Jobs running under the current user profile are authorized to use the connection.

Error Messages

Message I D
CPF2144 E
CPF2217 E
CPF24B4 E
CPF3CI1D E
CPF3C21 E
CPF3C90 E
CPF3CF1 E
CPFO872 E
FPEO211 E
FPEO212 E
FPEQ215 E
FPEQ21C E
FPEO227 E
FPEO0230 E
FPEO0235 E
FPE0236 E
FPEQ0237 E
FPEO23C E
FPEO23D E
FPEO23E E

Error Message Text

Not authorizedto &1 in &2 type *& 3.

Not authorized to user profile & 1.

Severe error while addressing parameter list.
Length specified in parameter & 1 not valid.
Format name & 1 is not valid.

Literal value cannot be changed.

Error code parameter not valid.

Program or service program &1 in library & 2 ended. Reason code & 3.
Parameter length & 1 not valid for field & 2.
Field offset and length not within data.
Could not find authentication entry for & 1.
Not able to contact server &1.

Server name*ANY or *ALL not alowed for server type.
Connection type -1 must be single value.
Error & 2 connecting to server & 3.

Vaue &1 not valid for authorized job.
Vaue &1 not valid for connection idle time.
Server isnot a& 2 server. Server: & 1.

NDS tree not known to system. Tree: & 1.
Server &1 not found in tree & 2.
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Verify NetWare Authentication Entry
(QfpzVIyNtwAUutE) API

Required Parameter Group:

1 Entry identifier data Input Char(*)
2 Length of entry identifier Input Binary(4)
3  Entry identifier format name Input Char(8)
4  Error code 1/0 Char(*)

Default Public Authority: *USE
Library Name/Service Program: QFPNTWE/QFPZAAPI

Threadsafe: No

The Verify NetWare Authentication Entry (QfpzVfyNtwAUtE) API verifies that the specified
authentication entry can be used to connect to a server. The user name, password, and other data are sent to
the server, where they are used to attempt to start an authenticated connection to the server. This APl might
be used, for example, to verify that the password is valid before submitting a batch job that would use this
entry.

Authorities and Locks

User Profile Authority

The user profile must be the current user profile, or the caller must have *USE and *OBIMGT
authority to the user profile and * SECADM specia authority.

Required Parameter Group

Entry identifier data
INPUT; CHAR(*)

The server and user name for the connection to be started. The content and format of this structure
are determined by the format name. See Format of Authentication Entry Identifier for a description

of these formats.
Length of entry identifier
INPUT; BINARY (4)

The length of the entry identifier structure.
Entry identifier format name
INPUT; CHAR(8)



The content and format of the input data. Each format corresponds to a method of identifying an
authentication entry.

The possible format names follow:
AUTEO100 The NetWare Version 3.x server entry isidentified by the server name.

AUTE0200 The NetWare Directory Services tree entry isidentified by the NDS tree name.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Format of Authentication Entry ldentifier

For details about the format of the entry identifier, see the following sections. For details about the fieldsin
each format, see Field Descriptions.

AUTEO100 Format

| Offset ’ ’

| Dec | Hex |Type Fied

| 0 | 0 |BINARY(4) |Offsetto server name

| 4 | 4 |BINARY(4) |Length of server name

| 8 | 8 |CHAR(10) |User profile name

| 18 | 12 |CHAR(®) |Reserved

| | |ICHAR(*) |Server name
AUTEO200 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |OffsettoNDStreename
| 4 | 4 |BINARY(4) |Lengthof NDStree name
| 8 | 8 |BINARY(4) |Offset to server name

| 12 | C |BINARY(4) |Length of server name

| 16 | 10 |CHAR(10) |User profile name

[ 26 | 1A |[CHAR()  |Reserved

| | ICHAR(*) INDS tree name

| | |ICHAR(*) |Server name




Field Descriptions

Length of NDStree name. The length, in bytes, of the NDS tree name.

Length of server name. The length, in bytes, of the server name.

NDS tree name. For *NDS trees, the name of the directory tree.

Offset to NDS tree name. The offset, in bytes, from the start of the input data area to the NDS tree name.
Offset to server name. The offset, in bytes, from the start of the input data area to the server name.
Server name. For *NETWARES3 servers, the name of the server.

For *NDS servers, the name of the server on which to verify the authentication entry.

For *NDS servers, the following special value may be specified:

*ANY Any server in the specified NDS tree.

Reserved. Set thisfield to binary zeros.
User profile name. The name of the user profile that contains the authentication entry.
Y ou can use the following special values for the object name:

*CURRENT The current user profile.

Error Messages

Message I D Error Message Text

CPF2204 E User profile &1 not found.

CPF2217 E Not authorized to user profile & 1.

CPF24B4 E Severe error while addressing parameter list.
CPF3CID E Length specified in parameter & 1 not valid.
CPF3C21 E Format name & 1 is not valid.

CPF3C90 E Literal value cannot be changed.
CPF3CF1lE Error code parameter not valid.

CPF9872 E Program or service program &1 in library &2 ended. Reason code & 3.
FPEO211 E Parameter length & 1 not valid for field & 2.
FPEO212 E Field offset and length not within data.



FPEO215 E
FPEO21C E
FPEO235 E
FPEO23C E
FPEO23D E
FPEO23E E

Could not find authentication entry for & 1.
Not able to contact server & 1.

Error & 2 connecting to server & 3.
Serverisnot a&2 server. Server: &1.
NDS tree not known to system. Tree: &1.
Server &1 not found in tree & 2.
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