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*V8'/Hp>Hp>!:O"5^6^J iSeries™ *V8'/HN0g-r!:9k?aKNQG-k

;-ejF#<!=G9#G#8?kZ@qNk)0rHQ7F*V8'/HKp>7"Z@q (P~9k

x+0r^`) rHQ7F=NG#8?kp>r!:7^9#G#8?kp>Khj"5$s9k*V8'

/HN~o*hSbFN5N5,]Z5l^9#p>O"'ZH"BN>}KX9k]jG-J$ZrHJ

j^9#3lO"/.5NZrr(7?j"~6s5l?3Hr!P9kH-KHQG-^9#*V8'/

HKp>9k3HKhj"=N*V8'/HNPjr(7"=N*V8'/HKP9kQ9r!P9k?a

Kr)F^9#*V8'/HNp>rN'9kH"*V8'/HNp>eK"=N*V8'/HNbFKQ

9,C(ilF$k+I&+r=LG-^9#5iK"p>N=<9rN'7F"*V8'/HN/.5N

.j-rN'9k3HbG-^9#

J<rHQ7F"iSeries *V8'/Hp>*hSp>!:r$sWjasHG-^9#

v Wm0i`*K*V8'/HKp>7=Np>r!:9k API#

v *V8'/HKp>7"*V8'/Hp>r=(^?O!:9kG#8?kZ@q^M<8c<#

v >N79F`GHQ9k?aN[[QC1<8NltH7F*V8'/HKp>9k iSeries JS2<?

<&^M<8asH&;sHik!=#

v p>r!:9k*V8'/H0g-N!: (CHKOBJITG) JIN CL 3^sI#

3liN*V8'/HKp>9k?aN}!N\Yd"*V8'/HXNp>KhCF=_N;-ejF#

<&]j7<,H%5lkEH_rX,9kKO"J<NHTC/r2H7F/@5$#

V5R2 N7!=

3NpsrxQ7F"77$ iSeries *V8'/Hp>*hSp>!:!=rX,7^9#5iK"

3Njj<9GNqANQ9@bG\5lF$^9#

HTC/Nu~

3NpsrxQ7F"PDF U!$kH7FHTC/4Nru~7^9#

*V8'/Hp>N7Jj*

3NpsrxQ7F"iSeries *V8'/Hp>*hSp>!:!=rHQ9kH-N"$/D+Nl

L*Ju7r(7?7Jj*r!$7^9#F7Jj*KO"b@5lF$k7Jj*r$sWja

sH9kH-KBT7J1lPJiJ$=.nHb(5lF$^9#

*V8'/Hp>N50

3N50H2HpsrxQ7F"G#8?kp>d"*V8'/Hp>*hSp>!:Nh}nHK

D$F\7/X,7^9#

*V8'/Hp>Hp>!:N0sro

3NpsrxQ7F"=.N0sroKD$FX,7^9#5iK"*V8'/HKp>7Fp>r

!:9kH-N">NWheNM8v`bG\5lF$^9#

p>U-*V8'/HNI}

3NpsrxQ7F"p>U-*V8'/Hrh}9kH-KHQG-k iSeries 3^sI*hS7

9F`Md"p>U-*V8'/H,PC/"CW*hSj+Pj<h}KFA9kEH_KD$F

X,7^9#
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*V8'/Hp>Hp>!:NHiVk7e<F#s0

3NpsrxQ7F"*V8'/HKp>7p>r!:9kH-K88kD=-N"kdjd(i<

Nrh}!rX,7^9#

*V8'/Hp>Hp>!:NX"ps

3NpsrxQ7F"*V8'/HXNp>d*V8'/Hp>N!:rX,9k?aN>Nj=<

9XNjs/r+D1^9#

V5R2 ����

iSeries N*V8'/Hp>*hSp>!:!=O" V5R1 GiaFPl7^7?# V5R2 GO9K77$

!=*hS/=5l?!=,$/D+xQG-kh&KJCF$^9#

77$^?O/=5l?*V8'/Hp>*hSp>!:!=H7FO"J<NbN,"j^9#

v iSeries JS2<?<&^M<8asH&;sHik!=N*V8'/Hp>!=#

^M<8asH&;sHikNV=JNjAW&#6<IrHQ7F" iSeries (sI]$sH&79F

`X[[9k?aKQC1<89k*V8'/HKp>G-kh&KJj^7?#

v 3^sI (*CMD) *V8'/HXNp>#

3^sI (*CMD) *V8'/HXp>G-kh&KJj^7?# *CMD *V8'/H4NKp>9k

+"*CMD *V8'/HN3"&3s]<MsH@1Kp>9k+*rG-^9#

v 77$p>*hS!:QN API#
OS/400® p>*hS!:!=KP9kH%!=rWm0i`*KxQ9k?a" 3 DN77$ API r

HQ9k3H,G-^9#

– PCU!<Np> (QYDOSGNB"QydoSignBuffer) API#

3N API rHQ9kH"m<+k&79F`O".jG-k3Hr(9?aK"PCU!<KG#8

?kp>G-^9#PCU!<Kp>7?i"79F`O=NG#8?kp>r API NFSP7&K

a7^9#?H(P"3N API rHQ7F"XML U!$kNltKp>7"=Np>r XML U!

$kNLNt,K]I9k3H,G-^9#"k$O"G<?Y<9&U!$k&l3<IrPCU

!<KI_~_" API rHQ7F=liKp>9k3HbD=G9#

– PCU!<N!: (QYDOVFYB"QydoVerifyBuffer)#

3N API rHQ9kH"m<+k&79F`O"J0Kp>7?PCU!<eNG#8?kp>r!

:9k3H,G-^9#

– Z@qNIC (QYDOADDV"QydoAddVerifier) API#

3N API GO"79F`N *SIGNATUREVERIFICATION Z@q9H"KZ@qrIC7^9#7

9F`O"IC7?Z@qrHQ7F"Z@q,n.7?*V8'/HNp>r!:G-^9#p>

r!:9k3HKhj"79F`O"p>U-*V8'/HN0g-r!:7F"*V8'/H,p

>eKQ95lF$J$3HrN'G-^9#Z@q9H",8_7J$lg"3N API OZ@qr

IC9kH-KZ@q9H"rn.7^9#

m: ;-ejF#<eN}3Khj"3N API GO"'ZI (CA) Z@qr

*SIGNATUREVERIFICATION Z@q9H"K^~G-^;s# CA Z@qrZ@q9H"KI

C9kH"79F`O CA rZ@qN.j5l?=<9G"kH+J7"79F`O"CA ,/

T7?Z@qr.j5l?=<9+iNbNH7F7$^9#7?,CF"3N API rHQ7

F"CA Z@qrZ@q9H"K^~9k?aN$s9H<kP}Wm0i`rn.9k3HO

G-^;s# CA Z@qrZ@q9H"KIC7"79F`K.j5lk CA rDL+Dj0G

)f9k?aKO"G#8?kZ@q^M<8c<rHQ9k,W,"j^9#3&9k3H

G"I}T,o6H.jG-kbNH7FXj7J+C?=<9+i"79F`,Z@qr$s

]<H7F7^&D=-rI03H,G-^9#
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@l+,3N API r5vDGHQ7F" *SIGNATUREVERIFICATION Z@q9H"K!:Z@

qrIC9kNrI0KO"79F`G3N API rHQTDK_j9k3Hr!$7F/@5

$#3lO"79F`&5<S9&D<k (SST) rHQ7F" ;-ejF#<X"N79F`

MKP9kQ9rX_9k3HKhCFB=G-^9#

3l^G" iSeries N*V8'/Hp>Hp>!:N!=KD$FNpsO" Information Center N Digital

Certificate Management HTC/NltH7FxQG-^7?#3Njj<9+iO"9K*V8'/Hp

>dp>!:KX9kps,IC5lF$^9#3N77$ Information Center NHTC/GO"*V8'

/Hp>*hSp>!:!=rHQ9kH-Nps,^HailF$F"3Nh&JpsrhQ7F"hj

J1K3liN!=rHQG-kh&KJCF$^9#HTC/KO"7Jj*Nh&J"/=5l?hj

#(Jps,}ailF$F"3liN!=rHQ7F;-ejF#<&]j7<rd-9k~H}!rh

j9kH-Kr)Fil^9#

3NHTC/GN77$^?O/=5l?psO"J<NbN,"j^9#

v 7Jj*#;-ejF#<&]j7<rd-9kbNH7F"*V8'/Hp>Hp>!:rNQ9k

G1N}!rhjG-^9#

v 79F`Gp>U-*V8'/HrI}9kH-KHQG-k3^sIH79F`Mrb@7?77$

a#

v *V8'/Hp>Hp>!:KD$FNWhJIN50psrb@7?77$a#

7!=d3Njj<9GNQ9@KD$FN>NpsKD$FO" Wm0i`qAb@q r2H7

F/@5$#

�������

PDF Gr@&sm<I7"=(9kKO"*V8'/Hp>Hp>!: (s 884 KB"58 Z<8) r

*r7^9#

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!Nh&K7^9#

1. Vi&6<G PDF r+/ (e-Njs/r/jC/9k)#

2. Vi&6<NaKe<+iVU!$kWr/jC/9k#

3. V>0rU1F]8Wr/jC/9k#

4. PDF r]87?$G#l/Hj<KJ`#

5. V]8Wr/jC/9k#

PDF N=(^?Ou~N?aK Adobe Acrobat Reader ,,WG"lP" Adobe Web 5$H

(www.adobe.com/prodindex/acrobat/readstep.html) +i3T<r@&sm<IG-^9#

���������	
��

iSeries 5<P<KO"*V8'/HKp>7"*V8'/HNp>r!:9k?aN$/D+N}!,w

(ilF$^9#*V8'/HKp>9k}!Hp>U-*V8'/Hrh}9k}!O"S8M9e*h

S;-ejF#<eN,W-H\*KhCF[Jj^9#lgKhCFO"79F`N*V8'/Hp>r

!:7"*V8'/HN0g-,;JolF$J$3HrN'9k@1NH-b"j^9#^?O">TX

[[9k*V8'/HKp>9k3Hb"j^9#*V8'/HKp>9k3HG">TO"*V8'/H

N/.5r1LG-"*V8'/HN0g-r!:G-^9#

*V8'/Hp>Hp>!: 3
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HQ9k}!N*rO"5^6^JWxKhCF[Jj^9#3NHTC/Gs!5lF$k7Jj*G

O"lL*JS8M9p7GN"lL*J*V8'/Hp>Hp>!:N\*r$/D+b@7^9#5i

KF7Jj*GO"0srod"7Jj*rb@NH*jK$sWjasH9k?aKBT7J1lPJi

J$?9/bb@7^9#3liN7Jj*r!$7"=l>lNS8M9e*hS;-ejF#<eNK

<:KG,J}!G iSeries *V8'/Hp>!=rHQ9k}!rhj7F/@5$#

7Jj*: G#8?kZ@q^M<8c<rHQ7F*V8'/HKp>7p>r!:9k

3N7Jj*GO"=l>lNx+ Web 5<P<G"6b5ld9$"Wj1<7gs&*V8'

/HKp>9kqR,"kH[j7^9#3liN*V8'/HKP7FvD5lF$J$Q9,"

k+I&+r"bCHJ1K=LG-k3Hr\X7F$^9#=NqRNS8M9eNK<:H;

-ejF#<eN\8KpE-"3N7Jj*GO"*V8'/Hp>Hp>!:NGiN}!H7

F"G#8?kZ@q^M<8c< (DCM) rHQ9k}!rb@7^9#

7Jj*: API rHQ7F*V8'/HKp>7p>r!:9k

3N7Jj*GO"Nd9k"Wj1<7gsKWm0i`*Kp>9k3Hr!$7F$k"Wj

1<7gs+/qR,"kH[j7^9#"Wj1<7gs,=NqRG+/5l?bNG"k3H

r\R,N'7"$s9H<k~K"Wj1<7gsKP7FvD5lF$J$Q9,C(ilF$

J$+I&+r!:G-k3Hr\X7F$^9#qRNS8M9eNK<:H;-ejF#<eN

\8KpE-"3N7Jj*GO"*V8'/HNp> API HZ@qNIC API rHQ7F"*V

8'/Hp>H"p>!:rB=9k}!rb@7^9#

7Jj*: ^M<8asH&;sHikrHQ7F*V8'/HKp>9k

3N7Jj*GO"QC1<87F#tN iSeries 5<P<K[[9k*V8'/HKp>9k3H

r\X9qR,"kH[j7^9#=NqRNS8M9eNK<:H;-ejF#<eN\8KpE

-"3N7Jj*GO" iSeries JS2<?<N^M<8asH&;sHikrHQ7F">N

iSeries 5<P<K[[9k*V8'/HrQC1<87"p>9k}!rb@7^9#

	
��: DCM ����������������������

u7

MyCo., Inc. N iSeries I}TH7F"j-9k 2 fN iSeries 5<P<NI}r4v7F$^9#3N

iSeries 5<P<N 1 DGO"qRNx+ Web 5$Hrs!7F$^9#qRNbtB0 iSeries 5<P

<O"3Nx+ Web 5$HN3sFsDr+/7"U!$kHWm0i`&*V8'/HrF9H7?e

Kx+ Web 5$HK>w9kH-KHQ7^9#

qRNx+ Web 5<P<GO"lL*JqRps Web 5$Hrs!7F$^9#3N Web 5$HK

O"&JrP?7?j&JpsrWa9k?aK\R,-~9k5^6^JU)<`"&J97NLN"&

J[[lj"JI,"j^9#33G"3Nh&JU)<`rB=9k cgi-bin Wm0i`O6b5ld9

$3Hr'N7F$k"J?O"bF,Q95lk3Hrm|7F$^9#7?,CF"3Nh&JWm0

i`&*V8'/HN0g-r!:7"$DvD5lF$J$Q9,C(il?+rN'G-k3Hr\X

7^9#=lG"3N;-ejF#<eN\8rB=9k?aK"3Nh&J*V8'/HKG#8?kp

>9k3Hrha^7?#

OS/400 *V8'/Hp>!=rj5<A7"*V8'/HKp>7F*V8'/Hp>r!:9k?aK

HQG-k}!,$/D+8_9k3H,,+j^7?#/tN iSeries 5<P<NI}r4v7F$F"

=l[IQKK*V8'/HKp>9k,W-r68J$?a"3Nh&J?9/rBT9k?aK"G#

8?kZ@q^M<8c< (DCM) rHQ9k3HKhj7^7?#^?"m<+k'ZI (CA) rn.

7"lQZ@qrHQ7F"*V8'/HKp>9k3Hbhj7^7?#*V8'/Hp>N?aKm<

4 iSeries: *V8'/Hp>Hp>!:
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+k'ZI (CA) KhCF/T5l?lQZ@qrHQ9kH"h/Nil?x+ CA +iZ@qrX~

7J/FbQ`?a"39Hr^(k3H,G-^9#

3NcO"/tN iSeries 5<P<N*V8'/HKp>9klgK,WJ";CH"CWd*V8'/H

p>NHQKX89kjgNRpKJj^9#

7Jj*Nx@

3N7Jj*KO"J<Nh&Jx@,"j^9#

v *V8'/HKp>9k3HG"6bru1d9$*V8'/HN0g-r!:G-"*V8'/HN

p>eKQ9,C(il?+I&+rhjFWK=LG-kh&KJj^9#3lKhj""Wj1<

7gsd79F`NdjK++okHiVk7e<F#s0r$/i+:i;^9#

v DCM N0iU#+k&f<6<&$s?<U'<9 (GUI) rHQ7F*V8'/HKp>7"*V8

'/Hp>r!:9k3HKhj"RbNf<6<O3liN?9/ra/J1KT(kh&KJj^

9#

v DCM rHQ7F*V8'/HKp>7"*V8'/Hp>r!:9k3HG";-ejF#<o,Nl

tH7F*V8'/Hp>r}r7HQ9k?aKqd9~Vr:i;^9#

v m<+k'ZI (CA) KhCF/T5l?Z@qrHQ7F*V8'/HKp>9k3HKhj"*V

8'/HNp>rhj/J$39HGB=G-kh&KJj^9#

\*

3N7Jj*GO"qRNx+ iSeries 5<P<G"U)<`r8.9k cgi-bin Wm0i`Nh&J6b

ru1d9$*V8'/HKG#8?kp>9k3Hr\X7^9# MyCo, Inc. N79F`I}TO"G

#8?kZ@q^M<8c< (DCM) rHQ7F"3liN*V8'/HKp>7"*V8'/HNp>r

!:7^9#

3N7Jj*N\*O"J<NH*jG9#

v x+ Web 5<P< (iSeries B) eK"kqRN"Wj1<7gs"*hS>N6bru1d9$*V8

'/HK"m<+k'ZI (CA) +iNZ@qrHQ7Fp>7""Wj1<7gsXNp>N39H

r^(^9#

v 79F`I}Td>NXjf<6<," iSeries 5<P<eNG#8?kp>r!:7F"qRNp>U

-*V8'/HN=<9H'ZrFWKN'G-kh&K7^9#3N3HrB=9k?aK"F

iSeries 5<P<KO"qRNp>!:Z@qH"F5<P<N *SIGNATUREVERIFICATION Z@q9

H"K"km<+k'ZI (CA) Z@qN>}N3T<,,WG9#

v qRN"Wj1<7gsJIN*V8'/HNp>r!:9k3HKhj" iSeries I}Td>Nf<6

<O"*V8'/HKp>5l?eK=NbF,Q95lF$J$+I&+rN'G-^9#

v 79F`I}T,"DCM rHQ7F*V8'/HKp>7"79F`I}Td>Nf<6<," DCM

rHQ7F*V8'/Hp>r!:9k3HKJj^9#

\Y

*V8'/Hp>Hp>!: 5



!N^O"3N7Jj*rB=9k?aN"*V8'/Hp>Hp>!:NWm;9r(7F$^9#

3N^KO"3N7Jj*KX9kJ<N@,(5lF$^9#

iSeries A

v iSeries A O" OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries A O"qRNbtB05<P<G"x+ iSeries Web 5<P< (iSeries B) N+/WiCHU)

<`G9#

v iSeries A KO" Cryptographic Access Provider 128-bit for iSeries (5722-AC3) ,$s9H<k5lF$

^9#

v iSeries A GO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) H" IBM® HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries A O"m<+k'ZI (CA) H7FT/7"^?*V8'/Hp>Z@qb3N79F`eK]

I5lF$^9#

6 iSeries: *V8'/Hp>Hp>!:



v iSeries A O" DCM rHQ7F*V8'/HKp>9k"qRNx+"Wj1<7gsJIN*V8'

/HNgJ*V8'/Hp>79F`G9#

v iSeries A O"p>!:rT(kh&K=.5lF$^9#

iSeries B

v iSeries B O" OS/400 P<8gs 5 jj<9 1 (V5R1) rBT7F$^9#

v iSeries B O"qRN0tx+ Web 5<P<G"qRNU!$"&)<kN0&K"j^9#

v iSeries B KO" Cryptographic Access Provider 128-bit (5722-AC3) ,$s9H<k5lF$^9#

v iSeries B GO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) H" IBM HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries B GO"m<+k'ZI (CA) b iSeries B *V8'/Hp>b?Q5lF$^;s#

v iSeries B O" DCM rHQ7F *SIGNATUREVERIFICATION Z@q9H"rn.7",WJ!:Z@

qHm<+k'ZI (CA) Z@qr$s]<H9k3HKhj"p>!:rT(kh&K=.5lF$

^9#

v DCM O"*V8'/HNp>r!:9kH-KHQ5l^9#

0sro

3N7Jj*O"!N0sroKM87F$^9#

1. 9YFNiSeries 5<P<,"G#8?kZ@q^M<8c< (DCM) r$s9H<k7"HQ9k?a

NWor~?7F$k3H#

2. HQ9k iSeries N DCM K*$F"$+Jk`n^?O=.,B\5lF$J$3H#

3. 9YFN iSeries 5<P<K"GblYkN Cryptographic Access Provider 128-bit i$;s9&Wm0

i` (5722-AC3) ,$s9H<k5lF$k3H#

4. 9YFN7Jj*N iSeries 5<P<K*1k (QVFYOBJRST) 79F`MN|5fN!:*V8'/

Hp>NGU)kH_jO 3 G"3N_j+iQ95lF$J$3H#GU)kH_jKhj"p>5

l?*V8'/Hr|59k]K"5<P<,NBK*V8'/Hp>r!:G-k3H#

5. *V8'/HKp>9k?aK" iSeries A N79F`I}T, *ALLOBJ Cl"Br}CF$k+"

79F`I}TNf<6<&WmU!$k,*V8'/Hp>"Wj1<7gsKP7FvD5lF$

k3H#

6. 79F`I}Td"DCM GZ@q9H"rn.9kf<6<," *SECADM *hS *ALLOBJ Cl

"Br}CF$k3H#

7. >N9YFN iSeries 5<P<eN79F`I}Td>Nf<6<,"*V8'/Hp>r!:9k?

aN *AUDIT Cl"Br}CF$k3H#

?9/jg

3N7Jj*rB=9k?aK0;7J1lPJiJ$?9/&;CHO 2 D"j^9# 1 D\N?9

/&;CHGO" iSeries A rm<+k'ZI (CA) H7F=.7"*V8'/HKp>7Fp>r!:7

^9# 2 V\N?9/&;CHGO" iSeries A ,n.9k*V8'/Hp>r iSeries B ,!:G-k

h&K=.7^9#

iSeries A N?9/jg

iSeries A G3liN?9/9YFr0;9k3HG"lQm<+k'ZI (CA) rn.7"3N7Jj*

Gb@5lF$kh&K"*V8'/HKp>7F*V8'/Hp>r!:,D=KJj^9#

*V8'/Hp>Hp>!: 7

../rzahu/rzahurzahureqdcmrequirements.htm
../rzakz/rzakzqvfyobjrst.htm


1. 9YFN0sro9FCWr0;5;",WJ9YFN iSeries =Jr$s9H<k7F=.7^9#

2. G#8?kZ@q^M<8c< (DCM) rHQ7F"m<+k'ZI (CA) rn.7"*V8'/Hp

>Z@qr/T7^9#

3. DCM rHQ7F" "Wj1<7gsjArn.7^9#

4. DCM rHQ7F"*V8'/Hp>"Wj1<7gsjAKZ@qrdjvF^9#

5. DCM rHQ7F" cgi-bin Wm0i`&*V8'/HKp>7^9#

6. DCM rHQ7F"*V8'/Hp>r!:9k?aK>N79F`GHQ9k,WN"kZ@qr(

/9]<H7^9#m<+k'ZI (CA) Z@qN3T<H"*V8'/Hp>Z@qN3T<N>}

r"p>!:Z@qH7FU!$kK(/9]<H9k,W,"j^9#

7. iSeries A ,n.9kp>r!:G-kh&K"qRNx+ iSeries 5<P< (iSeries B) KP7" Z@

qU!$kr>w7^9#

iSeries B N?9/jg

3N7Jj*Nx+ Web 5<P< (iSeries B) K>w9kp>U-*V8'/Hr|59klg"=Np

>U-*V8'/Hr>w9k0K" iSeries B G3liNp>!:=.?9/r0;5;J1lPJj^

;s#x+ Web 5<P<eKp>U-*V8'/Hr|59k]"p>r!:9k0Kp>!:=.r0

;5;k,W,"j^9#

iSeries B GO"J<N?9/r0;9k3HG"3N7Jj*Gb@5lF$kh&K"*V8'/HK

P9kp>r!:9k3H,D=KJj^9#

8. G#8?kZ@q^M<8c< (DCM) rHQ7F" *SIGNATUREVERIFICATION Z@q9H"r

n.7^9#

9. DCM rHQ7F" m<+k'ZI (CA) Z@qHp>!:Z@qr$s]<H7^9#

10. DCM rHQ7F">w5l?*V8'/HNp>r!:7^9#

�����

J<N?9/jgr0;5;"G#8?kZ@q^M<8c<r=.7FHQ9k3HKhj"3N7Jj

*Gb@5lF$kh&K"*V8'/HKp>7^9#

9FCW 1: 9YFN0sro9FCWr0;9k

3N7Jj*rB=9k?aN=.?9/rBT9k0K"$s9H<k9k?a0sro?9/r0;7

F*/,W,"j^9#

9FCW 2: m<+k'ZI (CA) rn.7FlQ*V8'/Hp>Z@qr/T9k

G#8?kZ@q^M<8c< (DCM) rHQ7FlQ'ZI (CA) rn.9klg"=NWm;9GOl

"NU)<`r0;9k3H,,WG9#3liNU)<`,"CA Nn.Wm;9H" Secure Socket

Layer (SSL)"*V8'/Hp>"*hSp>!:rBT9k?aNG#8?kZ@qrHQ9k?aK,

WHJk>N?9/r0;5;kWm;9r,$I7^9#3N7Jj*GO SSL NZ@qr=.9k,

WO"j^;s,"?9/fN9YFNU)<`r0;7"*V8'/HKp>9k?aK79F`r=.

9k,W,"j^9#

DCM rHQ7F"m<+k'ZI (CA) rn.7"?Q9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

8 iSeries: *V8'/Hp>Hp>!:
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2. DCM NJS2<7gs&Ul<`G"V'ZI (CA) Nn. (Create a Certificate Authority
(CA))Wr*r9kH"l"NU)<`,=(5l^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) \?sr*r7F/@5$#*si$s&XkW,=(5l^9#

3. 3N,$I&?9/N9YFNU)<`r0.5;^9#3N?9/rBT9klg"J<N3HrT

&,W,"j^9#

a. m<+k'ZI (CA) KD$FN1Lpsrs!7^9#

b. Vi&6<Km<+k'ZI (CA) Z@qr$s9H<k7F"f<6<&N=UH&'"Gm<

+k'ZI (CA) r'17"=Nm<+k'ZI (CA) ,/T9kZ@qNEv-!:,G-kh

&K7^9#

c. m<+k'ZI (CA) KD$FN]j7<&G<?rXj7^9#

d. 7,m<+k'ZI (CA) rHQ7F""Wj1<7gs, SSL \3KHQG-k5<P<^?O

/i$"sHZ@qr/T7^9#

m: 3N7Jj*GOHQ7^;s,",WJ*V8'/Hp>Z@qr/T9k?aKm<+k'

ZI (CA) rHQ9kKO"3NZ@qrn.9k,W,"j^9#3NZ@qrn.7J$G

?9/rhjC9H"*V8'/Hp>Z@qH"=NZ@q,DLK]I5lk

*OBJECTSIGNING Z@qrn.9k,W,88^9#

e. SSL \3N?aN5<P<^?O/i$"sHZ@qrHQG-k"Wj1<7gsr*r7^

9#

m: 3N7Jj*N\*Kgo;k?a"IN"Wj1<7gsb*r;:KVContinue (3T)W
r/jC/7F"!NU)<`r=(7F/@5$#

f. 7,m<+k'ZI (CA) rHQ7F""Wj1<7gs,*V8'/HKG#8?kp>9k?a

KHQG-k*V8'/Hp>Z@qr/T7^9#3N5V?9/O *OBJECTSIGNING Z@q

9H"rn.7^9#3lO"*V8'/Hp>Z@qrI}9k?aKHQ9kZ@q9H"G

9#

g. m<+k'ZI (CA) r.j9k,W,"k"Wj1<7gsr*r7^9#

m: 3N7Jj*N\*Kgo;k?a"IN"Wj1<7gsb*r;:KV3T (Continue)W
r/jC/7F"?9/r*;7F/@5$#

3lGm<+k'ZI (CA) H*V8'/Hp>Z@qrn.7?NG"!K"*V8'/HKp>G-

kh&K"Z@qrHQ9k*V8'/Hp>"Wj1<7gsrjA7^9#

9FCW 3: *V8'/Hp>"Wj1<7gsjArn.9k

*V8'/Hp>Z@qNn.e"G#8?kZ@q^M<8c< (DCM) rHQ7F"*V8'/HKp

>9kNKHQ9k*V8'/Hp>"Wj1<7gsrjA7^9#"Wj1<7gsjAO"B]N"

Wj1<7gsr2H9k,WO"j^;s#n.9k"Wj1<7gsjAO"p>P]*V8'/HN

?$W^?O0k<Wr=7^9#Z@qHX"U1F"p>Wm;9rD=K9k?aN"Wj1<7g

s ID r}DKO"jA,,WG9#

DCM rHQ7F*V8'/Hp>rn.9kKO"J<N9FCWK>CF/@5$#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)W r/jC/7F"

*<Ws9kZ@q9H"H7F *OBJECTSIGNING r*r7^9#

*V8'/Hp>Hp>!: 9



2. Z@q9H"*hSQ9o<I (Certificate Store and Password) Z<8,=(5l?i"Z@q9H"

Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)W r/jC/7^9#

3. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage Applications)W r*r7F"?

9/Nj9Hr=(7^9#

4. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)W r*r7F""Wj1<7gs

rjA9kU)<`r=(7^9#

5. U)<`r0.5;F"VIC (Add)W r/jC/7^9#

!K"*V8'/Hp>Z@qr"n.7?"Wj1<7gsKdjvF^9#

9FCW 4: Z@qr*V8'/Hp>"Wj1<7gsjAKdjvFk

Z@qr*V8'/Hp>"Wj1<7gsKdjvFkjgO"!NH*jG9#

1. DCM JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)W r*r7F"?9/N

j9Hr=(7^9#

2. ?9/&j9H+i"VZ@qNdjvF (Assign certificate)W r*r7"=TNZ@q9H"NZ

@qNj9Hr=(7^9#

3. j9H+iZ@qr*r7F"V"Wj1<7gsXNdjvF (Assign to Applications)W r/j

C/7"=TNZ@q9H"N"Wj1<7gsjANj9Hr=(7^9#

4. j9H+i 1 DJeN"Wj1<7gsr*r7"V3T (Continue)Wr/jC/7^9#aC;<

8&Z<8,=(5l"Z@qNdjvFrN'9k+"dj,/87?lg(i<psrs!7^

9#

3N?9/r0;7?i"DCM rHQ7F"qRNx+ Web 5<P< (iSeries B) GHQ9kWm0i

`&*V8'/HK90Kp>G-^9#

9FCW 5: Wm0i`&*V8'/HKp>9k

DCM rHQ7F"qRNx+ Web 5<P< (iSeries B) GHQ9kWm0i`&*V8'/HKp>9

kjgO"!NH*jG9#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)W r/jC/7F"

*<Ws9kZ@q9H"H7F *OBJECTSIGNING r*r7^9#

2. *OBJECTSIGNING Z@q9H"KQ9o<Ir~O7F"V3T (Continue)W r/jC/7^9#

3. JS2<7gs&Ul<`,G7=(5l?i"Vp>D=*V8'/HNI} (Manage Signable
Objects)W r*r7F"?9/Nj9Hr=(7^9#

4. ?9/Nj9H+iV*V8'/HKp> (Sign an object)W r*r7F"*V8'/HKp>9k

?aKHQG-k"Wj1<7gsjANj9Hr=(7^9#

5. 0N9FCWGjA7?"Wj1<7gsr*r7"V*V8'/HKp> (Sign an Object)Wr/
jC/7^9#U)<`,=(5lkNG"=3Gp>P]N*V8'/HNLVrXjG-^9#

6. =(5l?U#<kIK"p>P]N*V8'/HN04$~Q9HU!$k>"D^j*V8'/H

NG#l/Hj<r~O7F"V3T (Continue)W r/jC/7^9#"k$O"G#l/Hj<L

Vr~O7F"VVi&: (Browse)W r/jC/7"G#l/Hj<NbFr=(7F"p>P]N

*V8'/Hr*r7^9#

m: *V8'/H>O"9iC7eGOaJ1lPJj^;s#=&7J$H"(i<KJklg,"

j^9#CjNo$kI+<I8zrHQ7F"p>7?$G#l/Hj<Nltr==9k3H

10 iSeries: *V8'/Hp>Hp>!:



bG-^9#3Nh&Jo$kI+<I8zKO"V$UNtN8zWr(9"9?j9/ (*)

H"V$UN1l8zWr(9?dd (?) ,"j^9#?H(P"CjNG#l/Hj<N9YF

N*V8'/HKp>9klgO"/mydirectory/* H~O7"CjNi$Vij<bN9YFNW

m0i`Kp>9klgO"/QSYS.LIB/QGPL.LIB/*.PGM H~O9k3H,G-^9#3liNo$

kI+<I,HQG-kNO"Q9>NGeNt,@1G9#?H(P"/mydirectory*/filename

HXj9kH(i<&aC;<8,a5lk3HKJj^9#Vi&:!=rHQ7F"i$Vi

j<^?OG#l/Hj<NbFNj9Hr=(7?$lgO"Q9>NltH7Fo$kI+<

Ir~O7F+i"VVi&: (Browse)W r/jC/9k,W,"j^9#

7. *r7? 1 D^?O#tN*V8'/HKp>9k?aKHQ9kh}*W7gsr*r7F"V3T

(Continue)W r/jC/7^9#

m: 8gVkLrTDh&K*r9kH"kLU!$k,Vi&6<K>\=(5l^9#=T8gV

NkLO"kLU!$kNGeKIC5l^9#7?,CF"3NU!$kKO"=T8gVNk

L@1GJ/"3l^GN9YFN8gVNkL,^^lF$kD=-,"j^9#U!$kN|

UU#<kIrHQ7F"=T8gVKO"U!$kbN?T\,djvFilF$kN+=L9

k3H,G-^9#|UU#<kIO YYYYMMDD q0G=5l^9#U!$kNGiNU#<

kIO"aC;<8 ID (*V8'/HNh}fK(i<,/87?lg) ^?O|UU#<kI

(8gVNh}|Ur(9) G9#

8. *V8'/Hp>`nN8gVkLr]I9k?aKHQ9k04$~Q9*hSU!$k>rXj

7"V3T (Continue)W r/jC/7^9#"k$O"G#l/Hj<LVr~O7F"VVi&:

(Browse)W r/jC/7"G#l/Hj<NbFr=(7F"8gVkLr]I9kU!$kr*r

7^9#*V8'/HKp>9k8gV,BT5l?3Hr(9aC;<8,=(5l^9#8gVk

Lr=(9kKO"8gV&m0N QOBJSGNBAT 8gVr2H7F/@5$#

p>r!:G-kh&K9kKO",WJZ@qrU!$kK(/9]<H7"=NZ@qU!$kr

iSeries B K>w9k,W,"j^9#5iK"p>U-Wm0i`&*V8'/Hr iSeries B K>w9

k0K" iSeries B G9YFNp>!:=.?9/r0;5;k,Wb"j^9# iSeries B Gp>U-*

V8'/Hr|59kH-KO"p>r!:9k0K"p>!:=.r0;5;J1lPJj^;s#

9FCW 6: iSeries B Gp>!:G-kh&KZ@qr(/9]<H9k

bFN0g-r]n9k?aN*V8'/Hp>KO"p>N'Z-r!:9kjJ,J1lPJj^;

s#*V8'/HKp>9k1879F` (iSeries A) G*V8'/Hp>r!:9kKO" DCM rHQ

7F"*SIGNATUREVERIFICATION Z@q9H"rn.7J1lPJj^;s#3NZ@q9H"KO"

*V8'/Hp>Z@q"*hSp>Z@qr/T7? CA Z@qN3T<N>},~CF$J1lPJ

j^;s#

>NMbp>r!:G-kh&K9kKO"*V8'/HKp>7?Z@qN3T<rs!9k3H,,W

G9#m<+k'ZI (CA) rHQ7FZ@qr/T9klg"m<+k'ZI (CA) Z@qN3T<b

s!9k,W,"j^9#

*V8'/HKp>7?NH1879F` (3N7Jj*GO iSeries A) Gp>r!:G-kh&K DCM

rHQ9kjgO"!NH*jG9#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select New Certificate Store)Wr*r7F"*

<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. VO$ (Yes)Wr*r7F"{8N*V8'/Hp>Z@qr"p>!:Z@qH7F7,Z@q9H

"K3T<7^9#

*V8'/Hp>Hp>!: 11



3. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)W r/jC/7FZ@q9H"rn.

7^9#3lG"DCM rHQ7F"*V8'/HKp>9kNKHQ9kNH1879F`G*V8

'/Hp>r!:G-^9#

>N79F` (iSeries B) N*V8'/Hp>r!:G-kh&K9k?a" DCM rHQ7F"m<+k

'ZI (CA) Z@qN3T<H*V8'/Hp>Z@qN3T<rp>!:Z@qH7F(/9]<H9

kjgO"!NH*jG9#

1. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)W r*r7F+i"VZ@q

N(/9]<H (Export certificate)W ?9/r*r7^9#

2. V'ZI (CA) (Certificate Authority (CA))W r*r7F"V3T (Continue)W r/jC/9k

H"(/9]<HG-k CA Z@qNj9H,=(5l^9#

3. j9H+iJ0Kn.7?m<+k'ZI (CA) Z@qr*r7F"V(/9]<H (Export)Wr/
jC/7^9#

4. VU!$k (File)Wr(/9]<HN8hH7FXj7F"V3T (Continue)Wr/jC/7^9#

5. (/9]<H5lkm<+k'ZI (CA) Z@qN04$~Q9*hSU!$k>rXj7F"V3

T (Continue)Wr/jC/7"Z@qr(/9]<H7^9#

6. VOKWr/jC/7FV(/9]<H (Export)WN'Z<8r*;7^9#3lG"*V8'/Hp

>Z@qN3T<r(/9]<HG-^9#

7. VZ@qN(/9]<H (Export certificate)W?9/rFY*r7^9#

8. V*V8'/Hp> (Object signing)Wr*r7"(/9]<HG-k*V8'/Hp>Z@qNj

9Hr=(7^9#

9. j9H+i,ZJ*V8'/Hp>Z@qr*r7F"V(/9]<H (Export)Wr/jC/7^
9#

10. 8hH7FVp>!:Z@qH7FNU!$k (File, as a signature verification certificate)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

11. (/9]<H5lkp>!:Z@qN04$~Q9*hSU!$k>rXj7F"V3T

(Continue)Wr/jC/7"Z@qr(/9]<H7^9#

3lG"3liNU!$kr"Z@qrHCFn.7?q>r!:9k iSeries (sI]$sH&79F`

K>w9k3H,G-^9#

9FCW 7: Z@qU!$krqRNx+5<P< iSeries B K>w9k

p>U-*V8'/Hr!:9k?aK" iSeries A Gn.7?Z@qU!$kr=.9k0K"=liN

Z@qU!$kr iSeries B (3N7Jj*GO"qRNx+ Web 5<P<) X>w7J1lPJj^;

s#Z@qU!$kN>wKO$/D+N}!,"j^9#?H(P"U!$k>wWmH3k (FTP) ^

?O^M<8asH&;sHikNQC1<8[[!=rHCFU!$kr>wG-^9#

9FCW 8: p>!:?9/: *SIGNATUREVERIFICATION Z@q9H"rn.9k

iSeries B (qRNx+ Web 5<P<) G*V8'/Hp>r!:9kKO" iSeries B N

*SIGNATUREVERIFICATION Z@q9H"K"P~9kp>!:Z@qN3T<,J1lPJj^;s#

m<+k'ZI (CA) K/T5l?Z@qrHQ7F*V8'/HKp>7F$??a"3NZ@q9H

"KOm<+k'ZI (CA) Z@qN3T<b^^lF$kO:G9#

*SIGNATUREVERIFICATION Z@q9H"rn.9kjgO"!NH*jG9#

12 iSeries: *V8'/Hp>Hp>!:



1. DCM r+O7^9#

2. G#8?kZ@q^M<8c< (DCM) JS2<7gs&Ul<`GVZ@q9H"N*r (Select
New Certificate Store)Wr*r7F"*<Ws9kZ@q9H"H7F

*SIGNATUREVERIFICATION r*r7^9#

m: DCM rHQ9k]KCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"k

?dd (?) r*r7F"*si$s&XkWrxQ7F/@5$#

3. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)W r/jC/7FZ@q9H"rn.

7^9#3lG"Z@qr9H"K$s]<H7F+i"*V8'/Hp>N!:KH&3H,G-^

9#

9FCW 9: p>!:?9/: Z@qr$s]<H9k

*V8'/HNZ@qr!:9k?aKO" *SIGNATUREVERIFICATION 9H"Kp>!:Z@qN3

T<,J1lPJj^;s#p>Z@q,lQG"klg"3NZ@q9H"KO"p>Z@qr/T7?

m<+k'ZI (CA) Z@qN3T<r}CF$J1lPJj^;s#3N7Jj*GO">}NZ@q

,U!$kK(/9]<H5l"=NU!$k,F iSeries (sI]$sH&79F`K>w5lF$^

9#

3liNZ@qr *SIGNATUREVERIFICATION Z@q9H"K$s]<H9kjgO"!NH*jG

9#

1. DCM JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7
F"*<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"Z@q9H

"Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)W r/jC/7^

9#

3. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage Certificates)Wr*r7

F"?9/Nj9Hr=(7^9#

4. ?9/&j9H+i"VZ@qN$s]<H (Import certificates)Wr*r7^9#

5. Z@q?$WH7FV'ZI (CA) (Certificate Authority (CA))W r*r7"V3T (Continue)Wr
/jC/7^9#

m: lQp>!:Z@qr$s]<H9k0Km<+k'ZI (CA) Z@qr$s]<H9k,W,"

j^9#=&7J$H"p>!:Z@qN$s]<Hh}K:T7^9#

6. CA Z@qU!$kN04$~Q9*hSU!$k>rXj7F"V3T (Continue)Wr/jC/7^
9#$s]<Hh},5oKBT5l?3HrN'9kaC;<8+"h}K:T7?lgO(i<p

srs!9kaC;<8,=(5l^9#

7. VZ@qN$s]<H (Import certificate)W?9/rFY*r7^9#

8. Vp>!: (Signature verification)WrZ@q?$WH7F*r7"V3T (Continue)Wr/jC/
7^9#

9. p>!:Z@qU!$kN04$~Q9*hSU!$k>rXj7F"V3T (Continue)W r/jC

/7^9#$s]<Hh},5oKBT5l?3HrN'9kaC;<8+"h}K:T7?lgO(

i<psrs!9kaC;<8,=(5l^9#

3lG" iSeries B G DCM rHQ9k3HKhj" iSeries A NP~9kp>Z@qrHQ7Fn.7

?*V8'/HNp>r!:G-kh&KJj^7?#

*V8'/Hp>Hp>!: 13
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9FCW 10: p>!:?9/: Wm0i`&*V8'/HNp>r!:9k

DCM rHQ7F">w5l?Wm0i`&*V8'/HNp>r!:9kjgO"!NH*jG9#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"

*<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. *SIGNATUREVERIFICATION Z@q9H"KQ9o<Ir~O7F"V3T (Continue)Wr/jC/
7^9#

3. JS2<7gs&Ul<`,G7=(5l?i"Vp>D=*V8'/HNI} (Manage Signable
Objects)Wr*r7F"?9/Nj9Hr=(7^9#

4. ?9/Nj9H+i"V*V8'/HNp>!: (Verify object signature)Wr*r7F"p>!:P

]N*V8'/HNLVrXj7^9#

5. =(5l?U#<kIK"p>!:P]N*V8'/HN04$~Q9HU!$k>"D^j*V8'

/HNG#l/Hj<r~O7F"V3T (Continue)Wr/jC/7^9#"k$O"G#l/Hj<

LVr~O7F"VVi&: (Browse)Wr/jC/7"G#l/Hj<NbFr=(7F"p>!:

P]N*V8'/Hr*r7^9#

m: CjNo$kI+<I8zrHQ7F"!:7?$G#l/Hj<Nltr==9k3HbG-^

9#3Nh&Jo$kI+<I8zKO"V$UNtN8zWr(9"9?j9/ (*) H"V$U

N1l8zWr(9?dd (?) ,"j^9#?H(P"CjNG#l/Hj<N9YFN*V8'

/HKp>9klgO"/mydirectory/* H~O7"CjNi$Vij<bN9YFNWm0i`K

p>9klgO"/QSYS.LIB/QGPL.LIB/*.PGM H~O9k3H,G-^9#3liNo$kI+<I

,HQG-kNO"Q9>NGeNt,@1G9#?H(P"/mydirectory*/filename HXj9k

H(i<&aC;<8,a5lk3HKJj^9#Vi&:!=rHQ7F"i$Vij<^?O

G#l/Hj<NbFNj9Hr=(7?$lgO"Q9>NltH7Fo$kI+<Ir~O7

F+i"VVi&: (Browse)Wr/jC/9k,W,"j^9#

6. *r7? 1 D^?O#tN*V8'/HNp>r!:9k?aKHQ9kh}*W7gsr*r7F"

V3T (Continue)Wr/jC/7^9#

m: 8gVkLrTDh&K*r9kH"kLU!$k,Vi&6<K>\=(5l^9#=T8gV

NkLO"kLU!$kNGeKIC5l^9#7?,CF"3NU!$kKO"=T8gVNk

L@1GJ/"3l^GN9YFN8gVNkL,^^lF$kD=-,"j^9#U!$kN|

UU#<kIrHQ7F"=T8gVKO"U!$kbN?T\,djvFilF$kN+=L9

k3H,G-^9#|UU#<kIO YYYYMMDD q0G=5l^9#U!$kNGiNU#<

kIO"aC;<8 ID (*V8'/HNh}fK(i<,/87?lg) ^?O|UU#<kI

(8gVNh}|Ur(9) G9#

7. p>!:`nN8gVkLr]I9k?aKHQ9k04$~Q9*hSU!$k>rXj7"V3T

(Continue)W r/jC/7^9#"k$O"G#l/Hj<LVr~O7F"VVi&: (Browse)W
r/jC/7"G#l/Hj<NbFr=(7F"8gVkLr]I9kU!$kr*r7^9#*V

8'/HNp>r!:9k8gV,BT5l?3Hr(9aC;<8,=(5l^9#8gVkLr=

(9kKO"8gV&m0N QOBJSGNBAT 8gVr2H7F/@5$#

	
��: API ���������������������������

�
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MyCo, Inc. H$&qRO" iSeries S8M9&Q<HJ<G"\RN?aK"Wj1<7gsr+/7F

$^9#qRN=UH&'"+/TO"\RK[[9k?aK"Wj1<7gsrQC1<89kEvr4

v7F$^9#=_""Wj1<7gsrQC1<89kWm0i`rHQ7F$^9#\RO3sQ/

H&G#9/ (CD-ROM) rm89k3HbG-^97"qRN Web 5$HK"/;97F"Wj1<7

gsr@&sm<I9k3HbG-^9#

4vTO"H&NG7Ke<9"CK;-ejF#<X"Ke<9KL8F$^9#=N?a"\R,Wm

0i`N=<9dbFKX4r}DNbv3@HWCF$^9#\RO.jG-k=<9+i=Jru1h

k (@&sm<I9k) HWCF$kNK"B]O\vN=JN=<9+iu1hCF$kNGOJ$3H

,=@9klgb"j^9#3Nh&J.pO"\R,M(F$?=JHOLN=Jr$s9H<k9k?

aK88klgb"j^9#^?"$s9H<k5l?=J,"-UN"kWm0i`G"k3H,=@9

k+"Q95lF79F`K;}r?(kh&Jlgb"j^9#

3NoNdjO" iSeries N\RKh//-ko1GO"j^;s,"\R,u1hk"Wj1<7gs

O"\vK=NqR+iNbNG"k3Hr]Z7?$HW$^9#5iK"\R,"Wj1<7gsr$

s9H<k9k0K""Wj1<7gs,Q95lF$J$+I&+r=LG-kh&K""Wj1<7g

sN0g-r!:9k}!r\RKNi;?$HbW$^9#

j5<ArpK" OS/400 *V8'/Hp>!=rHQ7F"3N;-ejF#<eN\8rB=G-k

H=G7^7?#"Wj1<7gsKG#8?kp>9k3HKhj"\RO"=NqR,"Wj1<7g

sN\*N=<9G"k3HrN'G-kh&KJj^9#=_O"Wj1<7gsrWm0i`*KQC

1<87F$k?a" API rHQ9k3HKhj"{8NQC1<8&Wm;9KP7F*V8'/Hp

>rJ1KICG-kH=G7^7?#^?"\R,=Jr$s9H<k9kH-K"\RKP7Fp>!

:Wm;9rOC-jHs(G-kh&K"*V8'/HKp>9kH-KOx+Z@qrHQ9k3Hr

hj7^7?#

"Wj1<7gs&QC1<8NltH7F"*V8'/HKp>9kNKHQ7?G#8?kZ@qN3

T<b^a^9#\R,"Wj1<7gs&QC1<8r~j9kH"\RO=NZ@qNx+0rHQ7

F""Wj1<7gsNp>r!:G-^9#3NWm;9rHQ9kH"\RO"Wj1<7gsN=<

9r1L7F!:G-kH1~K"p>5lF+i"Wj1<7gs&*V8'/HNbF,Q95lF$

J$3HrN'G-^9#

3NcO">Nf<6<,HQG-kh&K+/7FQC1<87?"Wj1<7gsN*V8'/HK"

Wm0i`*Kp>9klgNjgrRp7F$^9#

7Jj*Nx@

3N7Jj*KO"J<Nh&Jx@,"j^9#

v API rHQ7F"Wm0i`*K*V8'/HrQC1<87Fp>9kH"3N;-ejF#<r$

sWjasH9kNKqd9m~VrasG-^9#

v *V8'/HrQC1<89kH-K"API rHQ7F*V8'/HKp>9kH"*V8'/HKp

>9kH-KBT7J1lPJiJ$9FCWr:i;^9#3lO"p>Wm;9,QC1<8&W

m;9NltHJk?aG9#

v *V8'/HNQC1<8Kp>9k3HKhj"*V8'/HNp>eKQ9,C(il?+I&+

rhjFWK=LG-kh&KJj^9#3lKhj"\RN"Wj1<7gsdjK++okHiV

k7e<F#s0r$/i+:i;^9#

v lL*KI/NilF$k'ZI (CA) +iNZ@qrHQ7F"*V8'/HKp>9k3HKh

j"=J$s9H<k&Wm0i`NP}Wm0i`NltH7F"Z@qNIC API rHQG-kh

*V8'/Hp>Hp>!: 15



&KJj^9#3N API rHQ9kH""Wj1<7gsKp>9kH-KHQ7?x+Z@qr"\

RN79F`X+0*KICG-kh&KJj^9#3lKhj"p>!:O\RKbOC-jH,+

kbNKJj^9#

\*

3N7Jj*GO"MyCo, Inc. O"QC1<87F\RK[[9k"Wj1<7gsKWm0i`*Kp

>9k3Hr\X7F$^9# MyCo, Inc. N"Wj1<7gs=J+/TO"qRN"Wj1<7gsr

\RX[[9k?aKWm0i`*KQC1<87F$^9#=N?a" iSeries API rHQ7F"Wj1

<7gsKp>9k3Hr\X9H&K"=JN$s9H<k~K"\RN iSeries GWm0i`*Kp>

r!:9k3Hr\X7F$^9#

3N7Jj*N\*O"J<NH*jG9#

v qRN=J+/TO"{8NWm0i`*J"Wj1<7gs&QC1<8&Wm;9NltH7F"

*V8'/HNp> API rHQ9k3HKhj"*V8'/HKp>G-J1lPJj^;s#

v qRN"Wj1<7gsO"x+Z@qrHQ7Fp>7""Wj1<7gs=JN$s9H<k&W

m;9~K"p>!:Wm;9,\RKOC-jH,+kh&K7J1lPJj^;s#

v qRO" iSeries API rHQ7F",WJp>!:Z@qr\RN iSeries 5<P<

*SIGNATUREVERIFICATION Z@q9H"KWm0i`*KICG-J1lPJj^;s#qRO"=

JN$s9H<k&Wm;9NltH7F"\RN iSeries 5<P<eK"3NZ@q9H"rWm0i

`*Kn.G-J1lPJj^;s#?@7"3lOZ@q9H",8_7J$lgKBj^9#

v \RO"=JN$s9H<keK"qRN"Wj1<7gsNG#8?kp>rJ1K!:G-J1l

PJj^;s#\R,p>"Wj1<7gsN=<9H'Z-,NBG"k3HrN.G-kH1~

K"p>eK"Wj1<7gsKQ9,C(ilF$k+I&+r=LG-kh&K"\RO=Np>

r!:G-J1lPJj^;s#

\Y
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!N^O"3N7Jj*rB=9k?aN"*V8'/Hp>Hp>!:NWm;9r(7F$^9#

3N^KO"3N7Jj*KX9kJ<N@,(5lF$^9#

;sHik&79F` (iSeries A)

v iSeries A O" OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries A O""Wj1<7gs+/TN=JQC1<8&Wm0i`rBT7F$^9#

v iSeries A KO" Cryptographic Access Provider 128-bit for iSeries (5722-AC3) ,$s9H<k5lF$

^9#

v iSeries A GO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) H" IBM HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries A O"qRN"Wj1<7gs=JQNgWJ*V8'/Hp>79F`G9#+9?^<[[

QN=J*V8'/Hp>O"J<N?9/rBT9k3HKhj" iSeries A G#.5l^9#

1. API rHQ7F"qRN"Wj1<7gs=JKp>7^9#

*V8'/Hp>Hp>!: 17



2. \R,p>U-*V8'/Hr!:G-kh&K" DCM rHQ7F"p>!:Z@qrU!$kK

(/9]<H7^9#

3. !:Z@qrp>"Wj1<7gs=JKIC9kWm0i`rn.7^9#

4. Z@qNIC API rHQ9k=JNv0$s9H<kP}Wm0i`rn.7^9#3N API rH

Q9kH"=JN$s9H<k&Wm;9GO"\RN iSeries 5<P< (iSeries B" C) N

*SIGNATUREVERIFICATION Z@q9H"KP7"!:Z@qrWm0i`*KICG-kh&K

Jj^9#

\RN iSeries 5<P< B"C

v iSeries B O" OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries C O" OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries B"C GO"G#8?kZ@q^M<8c< (*W7gs 34) H" IBM HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries B"C O" (iSeries A rj-9k) "Wj1<7gs+/qRN Web 5$H+i"Wj1<7

gsrX~7F@&sm<I7^9#

v MyCo N"Wj1<7gs&$s9H<k&Wm;9,\R=l>lN iSeries 5<P<K

*SIGNATUREVERIFICATION Z@q9H"rn.9klgK" iSeries B"C KO" MyCo Np>!:

Z@qN3T<,^^l^9#

0sro

3N7Jj*O"!N0sroKM87F$^9#

1. 9YFNiSeries 5<P<,"G#8?kZ@q^M<8c< (DCM) r$s9H<k7"HQ9k?a

NWor~?7F$k3H#

m: DCM r$s9H<k7FHQ9k?aN0sror~?93HO"\R (3N7Jj*GO"

iSeries B"C) KHCFO,\GO"j^;s#Z@qNIC API O"=JN$s9H<k&Wm

;9NltH7F *SIGNATUREVERIFICATION Z@q9H"rn.7",WG"lP"=lrG

U)kHNQ9o<IGn.7^9#\R,GU)kHNQ9o<IrQ97FvD5lF$J$

"/;9+i3NZ@q9H"r]n9kKO" DCM rHQ9k,W,"j^9#

2. HQ9k iSeries N DCM K*$F"$+Jk`n^?O=.,B\5lF$J$3H#

3. 9YFN iSeries 5<P<K"GblYkN Cryptographic Access Provider 128-bit i$;s9&Wm0

i` (5722-AC3) ,$s9H<k5lF$k3H#

4. 9YFN7Jj*N iSeries 5<P<K*1k (QVFYOBJRST) 79F`MN|5fN!:*V8'/

Hp>NGU)kH_jO 3 G"3N_j+iQ95lF$J$3H#GU)kH_jKhj"p>5

l?*V8'/Hr|59k]K"5<P<,NBK*V8'/Hp>r!:G-k3H#

5. iSeries A NMCHo</I}T, *ALLOBJ f<6<&WmU!$kCl"Br}CF$k+"^?

Of<6<&WmU!$k,*V8'/Hp>"Wj1<7gsKP7FvD5lF$k3H#

6. 79F`I}Td"DCM GZ@q9H"rn.9kf<6< (Wm0i`r^`) ," *SECADM *

hS *ALLOBJ f<6<&WmU!$kCl"Br}CF$k3H#

7. >N9YFN iSeries 5<P<G"79F`I}T^?O>NM*,"*V8'/Hp>r!:9k?

aN *AUDIT f<6<&WmU!$kr}CF$k3H#

?9/jg
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3N7Jj*,b@7F$kh&K" iSeries A G3liNF?9/r0;7"*V8'/HKp>9k,

W,"j^9#

1. 9YFN0sro9FCWr0;5;",WJ9YFN iSeries =Jr$s9H<k7F=.7^9#

2. h/Nil?x+'ZI (CA) +i*V8'/Hp>Z@qr~j9k?a" DCM rHQ7F"Z@

qWarn.7^9#

3. DCM rHQ7F" *V8'/Hp>"Wj1<7gsjArn.7^9#

4. DCM rHQ7F" p>U-*V8'/HNp>Z@qr$s]<H7"=lr*V8'/Hp>"W

j1<7gsjAKdjvF^9#

5. DCM rHQ7F"p>!:Z@qH7F*V8'/Hp>Z@qr(/9]<H7"\R,=lrH

Q7F"Wj1<7gs&*V8'/HNp>r!:G-kh&K7^9#

6. "Wj1<7gs&QC1<8&Wm0i`rFn.7"p>!:Z@qU!$kr=JNltH7F

H_~_"\RX[[9k?aKQC1<89kH-K" *V8'/HNp> API rHQ7F"Wj

1<7gsKp>9kh&K7^9#

7. "Wj1<7gs&QC1<8&Wm;9NltH7F" Z@qNIC API rHQ9kv0$s9H

<kP}Wm0i`rn.7^9#3NP}Wm0i`rHQ9kH"*SIGNATUREVERIFICATION

Z@q9H"rn.7"=JN$s9H<k~K",WJp>!:Z@qr\RN iSeries 5<P<X

ICG-kh&KJj^9#

8. \RK DCM rHQ7Fbi$" iSeries 5<P<eK"k *SIGNATUREVERIFICATION Z@q9H

"NGU)kH&Q9o<Irj;CH7^9#

�����

J<N?9/&9FCWr0;5;"3N7Jj*Gb@5lF$kh&K" OS/400 API rHQ7F*

V8'/HKp>7^9#

9FCW 1: 9YFN0sro9FCWr0;9k

,WJ9YFN iSeries =Jr$s9H<k7F=.9kKO"3N7Jj*rB=9k?aN=.?9/

rBT9k0K"9YFN0sro?9/r0;5;k,W,"j^9#

9FCW 2: DCM rHQ7Fh/NilF$kx+ CA +iZ@qr~j9k

3N7Jj*GO"J0KG#8?kZ@q^M<8c< (DCM) rHQ7FZ@qrn.7I}7F$J

+C?lgr[j7F$^9#=N?a"*V8'/Hp>Z@qrn.9kWm;9NltH7F"

*OBJECTSIGNING Z@q9H"rn.9k,W,"j^9#3Nn.5lkZ@q9H"KhCF"*V

8'/Hp>Z@qNn.dI}9k?9/,B=G-^9#h/NilF$kx+'ZI (CA) +iZ

@qr~j9kKO" DCM rHQ7F1LpsHZ@qNx+0Hk)0NZ"rn.7^9#=7

F"3Npsr CA KP?7FZ@qr~j7^9#

*V8'/Hp>Z@qr~jG-kh&K"h/Nil?x+ CA Ks!9k,W,"kZ@qWap

srn.9kjgO"!NH*jG9#

1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V7,Z@q9H"Nn. (Create New Certificate Store)W
r*r7F",$I&?9/r+O7"l"NU)<`r0;7^9#3liNU)<`O"Z@q9

H"*hS*V8'/HKp>9k?aKHQG-kZ@qNn.Wm;9r,$I9kbNG9#

*V8'/Hp>Hp>!: 19
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m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) r*r7F/@5$#*si$s&XkW,=(5l^9#

3. n.9kZ@q9H"H7F *OBJECTSIGNING r*r7F"V3TWr/jC/7^9#

4. VO$ (Yes)Wr*r7F" *OBJECTSIGNING Z@q9H"n.NlDH7FZ@qrn.7"V3

TWr/jC/7^9#

5. 7,Z@qNp>TH7FVVeriSign ^?O>N$s?<MCH'ZI (CA) (VeriSign or other
Internet Certificate Authority (CA))Wr*r7F"V3T (Continue)Wr/jC/9kH"7,Z@

qN1LpsrXjG-kU)<`,=(5l^9#

6. U)<`r0.5;F"V3T (Continue)Wr/jC/9kH"N'QZ<8,=(5l^9#3NN

'QZ<8KO"Z@qr/T9k'ZI (CA) Ks!9k,W,"k'ZWaG<?,=(5l^

9#'Zp>Wa (CSR) G<?O"7,Z@qKXj7?x+0*hS=N>Nps+i=.5lF

$^9#

7. Z@qrWa9k]K CA ,,WH9k CSR G<?r"Z@q"Wj1<7gs&U)<`^?OD

LU!$kK"mU7J,i3T<&"sI&Z<9H7^9#V+O (Begin)WTHV7,'ZWa

N*oj (End New Certificate Request)WTN>}r^`"9YFN CSR G<?rHQ7J1lPJj

^;s#3NZ<8r*;9kH"G<?O:ol"=NG<?rs|9k3HOG-^;s#

8. *r7? CA K"Wj1<7gs&U)<`^?OU!$krw.7F"Z@qr/T7?j"Z@q

Kp>7?j7^9#

9. 7Jj*N!N?9/jgKJ`0K" CA ,p>7F0;7?Z@qra9NrTA^9#

9FCW 3: *V8'/Hp>"Wj1<7gsjArn.9k

Z@qWarI/Nil?x+ CA Kw.7?e"DCM rHQ7F"*V8'/HNp>KHQG-k

*V8'/Hp>"Wj1<7gsrjA7^9#"Wj1<7gsjAO"B]N"Wj1<7gsr2

H9k,WO"j^;s#n.9k"Wj1<7gsjAO"p>P]*V8'/HN?$W^?O0k<

Wr=7^9#Z@qHX"U1F"p>Wm;9rD=K9k?aN"Wj1<7gs ID r}DK

O"jA,,WG9#

DCM rHQ7F*V8'/Hp>rn.9kKO"J<N9FCWK>CF/@5$#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"

*<Ws9kZ@q9H"H7F *OBJECTSIGNING r*r7^9#

2. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"Z@q9H

"Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)Wr/jC/7^9#

3. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage Applications)Wr*r7F"?9

/Nj9Hr=(7^9#

4. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)Wr*r7F""Wj1<7gsr

jA9kU)<`r=(7^9#

5. U)<`r0.5;F"VIC (Add)Wr/jC/7^9#

CA +ia5l?p>Z@qru1hC?i"n.7?"Wj1<7gsK=NZ@qrdjvFk3H,

G-^9#

9FCW 4: p>x+Z@qr$s]<H7F*V8'/Hp>"Wj1<7gsKdjvFk

Z@qr$s]<H7F"Wj1<7gsKdjvF"*V8'/Hp>G-kh&K9kjgO"!NH

*jG9#
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1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"

*<Ws9kZ@q9H"H7F *OBJECTSIGNING r*r7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"Z@q9H

"Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage Certificates)Wr*r7

F"?9/Nj9Hr=(7^9#

5. ?9/&j9H+iVZ@qN$s]<H (Import certificates)Wr*r7F"p>Q_NZ@qrZ

@q9H"K$s]<H9kWm;9r+O7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) r*r7F/@5$#*si$s&XkW,=(5l^9#

6. VZ@qNI} (Manage Certificates)W?9/&j9H+iVZ@qNdjvF (Assign
certificate)Wr*r7"=_NZ@q9H"NZ@qNj9Hr=(7^9#

7. j9H+iZ@qr*r7F"V"Wj1<7gsXNdjvF (Assign to Applications)Wr/jC
/7"=TNZ@q9H"N"Wj1<7gsjANj9Hr=(7^9#

8. 3Nj9H+i"Wj1<7gsr*r7F"V3TWr/jC/7^9#djvF*rNN'aC;

<8,(5l?Z<8+"dj,/87?lgKO"(i<&aC;<8,(5l?Z<8,=(5l

^9#

3N?9/r0;7?i" OS/400 API rHQ7F""Wj1<7gsJIN*V8'/HKp>G-^

9#7+7"f<6<H>Nf<6<,p>r!:G-kh&K9k?aK",WJZ@qrU!$kK(

/9]<H7F"p>"Wj1<7gsr$s9H<k9k$UN iSeries 5<P<K>w9k,W,"j

^9#\RN iSeries 5<P<GO""Wj1<7gsN$s9H<k~K"Z@qrHQ7F"Wj1<

7gsNp>r!:G-J1lPJj^;s#Z@qNIC API r"Wj1<7gs&$s9H<k&W

m0i`NltH7FHQ7"\RN?aK,WJp>!:=.rBTG-^9#?H(P"Z@qNIC

API rFSP9v0$s9H<kP}Wm0i`rn.7F"\RN iSeries 5<P<r=.9k3H,D

=G9#

9FCW 5: >N iSeries 5<P<Gp>!:G-kh&KZ@qr(/9]<H9k

*V8'/HKp>9klgKO"=Np>N'Z-r!:7F=Np>rHQ9k3HKhj"p>U-

*V8'/HKQ9,C(ilF$J$+I&+r=L9kjJ,,WKJj^9#*V8'/HKp>9

k1879F`eN*V8'/Hp>r!:9kKO" DCM rHCF *SIGNATUREVERIFICATION Z

@q9H"rn.9k3H,,WG9#3NZ@q9H"KO"*V8'/Hp>Z@q"*hSp>Z@

qr/T7? CA Z@qN3T<N>},~CF$J1lPJj^;s#

>NMbp>r!:G-kh&K9kKO"*V8'/HKp>7?Z@qN3T<rs!9k3H,,W

G9#m<+k'ZI (CA) rHQ7FZ@qr/T9klg"m<+k'ZI (CA) Z@qN3T<b

s!9k,W,"j^9#

*V8'/HKp>7?NH1879F` (3N7Jj*GO iSeries A) Gp>r!:G-kh&K DCM

rHQ9kjgO"!NH*jG9#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select New Certificate Store)Wr*r7F"*

<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. VO$ (Yes)Wr*r7F"{8N*V8'/Hp>Z@qr"p>!:Z@qH7F7,Z@q9H

"K3T<7^9#
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3. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)Wr/jC/7FZ@q9H"rn.7

^9#3lG"DCM rHQ7F"*V8'/HKp>9kNKHQ9kNH1879F`G*V8'

/Hp>r!:G-^9#

>Nf<6<,*V8'/Hp>r!:G-kh&K"DCM rHQ7F"*V8'/Hp>Z@qN3T

<rp>!:Z@qH7F(/9]<H9kjgO"!NH*jG9#

1. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*r7F+i"VZ@qN

(/9]<H (Export certificate)W?9/r*r7^9#

2. V*V8'/Hp> (Object signing)Wr*r7"(/9]<HG-k*V8'/Hp>Z@qNj9

Hr=(7^9#

3. j9H+i,ZJ*V8'/Hp>Z@qr*r7F"V(/9]<H (Export)Wr/jC/7^9#

4. 8hH7FVp>!:Z@qH7FNU!$k (File, as a signature verification certificate)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

5. (/9]<H5lkp>!:Z@qN04$~Q9*hSU!$k>rXj7F"V3T (Continue)W
r/jC/7"Z@qr(/9]<H7^9#

3lG"=JQKn.9k"Wj1<7gs&$s9H<k&QC1<8K3NU!$krICG-kh&

KJj^7?#Z@qNIC API r$s9H<k&Wm0i`NltH7FHQ9k3HKhj"3NZ

@qr\RN *SIGNATUREVERIFICATION Z@q9H"KICG-^9#3N API O"^@8_7F$

J1lP"3NZ@q9H"bn.7^9#=Ne"=JN$s9H<k&Wm0i`O"\RN iSeries

5<P<G""Wj1<7gs&*V8'/Hr|59kH-K"=N*V8'/HNp>r!:G-^

9#

9FCW 6: "Wj1<7gsNp>K iSeries API rHQ9k"Wj1<7gs&QC1<8&Wm0i`r97

9k

"Wj1<7gs&QC1<8KIC9kp>!:Z@qU!$k,0.7?NG"\RK[[9k?aK

=Ji$Vij<rQC1<89kH-KO"*V8'/HNp> API rHQ7F"=Ji$Vij<K

p>9k"Wj1<7gsrn.7?j"{8N"Wj1<7gsrT87?j9k3H,G-^9#

*V8'/HNp> API r"Wj1<7gs&QC1<8&Wm0i`NltH7FHQ9k}!rhj

h/}r9k?aK"J<N5sWk&Wm0i`r!$7^9# C Gn.5l?3N5sWk&3<I

O"04Jp>*hSQC1<8&Wm0i`GO"j^;s#`7m"*V8'/HNp> API rFS

P9=Nh&JWm0i`N:vt,rcH7FhjP7?bNG9#3N5sWk&Wm0i`rHQ9

kNG"lP"=l>lNG-N,WK,7?AKQ97F/@5$#;-ejF#<eN}3+i"

IBM GO"s!5lF$kGU)kHMrHQ9kNGOJ/"5sWk&Wm0i`r=l>lNvp

Kgo;kh&K*+a7F$^9#

m: IBM O"*RMK"9YFN5sWk&Wm0i_s0&3<IrHQ9k3H,G-ksHj*J

xn"i$;s9rvz7^9#*RMO"3N5sWk&Wm0i_s0&3<I+i"*RMH+

NCLNK<:Kgo;?`wNWm0i`rn.9k3H,G-^9#9YFN5sWk&3<I

O"cH7F(9\*GN_"IBM Khjs!5l^9#3N5sWk&Wm0i`O""ifkr

o<K*1k04JF9HrPF$^;s#7?,CF IBM O"3liN5sWk&Wm0i`KD

$F.j-"xX-b7/O!=-,"k3Hr[Na+7?j"]Z9k3HOG-^;s#33K

^^lk9YFNWm0i`O"=89k^^NuVGs!5l"$+Jk]Zb"j^;s#xn"

Ns/2-"&J-"Cj\*,g-KX9k[(N]ZN,QblZ"j^;s#
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*V8'/HNp> API r"Wj1<7gs=JNQC1<8&Wm0i`NltH7FHQ9kH-N

=l>lNK<:Kgo;"3N3<IGRrQ97F/@5$#3NWm0i`KO"2 DNQia<?

<rO9,W,"j^9#9JoA"p>9ki$Vij<N>0H"*V8'/Hp>"Wj1<7gs

ID N>0G9#3N"Wj1<7gs ID Og8z.8zrhL7^9,"i$Vij<>OhL7^;

s#p>9k=JNltH7F#tNi$Vij<,HQ5lklgK"n.9kWm0i`GO3NGR

r#tsFSP93H,G-^9#

/* ---------------------------------------------------------------- */
/* */
/* COPYRIGHT (C) IBM CORP. 2002 */
/* */
/* Use Sign Object API to sign one or more libraries */
/* */
/* The API will digitally sign all objects in a specified library */
/* */
/* */
/* */
/* This material contains programming source code for your */
/* consideration. This example has not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* */
/* The parameters are: */
/* */
/* char * name of the library to sign */
/* char * name of the application ID */
/* */

#include <qydosgno.h>
#include <stdlib.h>
#include <stdio.h>
#include <string.h>

int main (int argc, char *argv[])
{

/* parameters:

char * library to sign objects in,
char * application identifier to sign with

*/

int lib_length, applid_length, path_length, multiobj_length;
Qus_EC_t error_code;
char libname[11];
char path_name[256];

Qydo_Multi_Objects_T * multi_objects = NULL;
multiobj_length = 0;
error_code.Bytes_Provided = 0; /* return exceptions for any errors */

/* -------------------------------------- */
/* construct path name given library name */
/* -------------------------------------- */
memset(libname, ’¥00’, 11); /* initialize library name */
for(lib_length = 0;
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((*(argv[1] + lib_length) != ’ ’) &&
(*(argv[1] + lib_length) != ’¥00’));
lib_length++);

memcpy(argv[1], libname, lib_length); /* fill in library name */

/* build path name parm for API call */
sprintf(path_name, "/QSYS.LIB/%s.LIB/*", libname);
path_length = strlen(path_name);

/* ----------------------------- */
/* find length of application id */
/* ----------------------------- */
for(applid_length = 0;

((*(argv[2] + applid_length) != ’ ’) &&
(*(argv[2] + applid_length) != ’¥00’));
applid_length++);

/* -------------------------------- */
/* sign all objects in this library */
/* -------------------------------- */
QYDOSGNO (path_name, /* path name to object */

&path_length, /* length of path name */
"OBJN0100", /* format name */
argv[2], /* application identifier (ID) */
&applid_length, /* length of application ID */
"1", /* replace duplicate signature */
multi_objects, /* how to handle multiple

objects */
&multiobj_length, /* length of multiple objects

structure to use
(0=no mult.object structure)*/

&error_code); /* error code */

return 0;

}

9FCW 7: Z@qNIC API rHQ9kv0$s9H<kP}Wm0i`rn.9k

"Wj1<7gsKp>9k?aNWm0i`*JWm;9,B=7?NG"Z@qNIC API r$s9

H<k&Wm0i`NltH7FHQ7F"[[9kG**J=Jrn.G-^9#?H(P"Z@qNI

C API rv0$s9H<kP}Wm0i`NltH7FHQ7F"p>"Wj1<7gs&*V8'/H

r|59k0K"Z@qrZ@q9H"KIC9kh&K7^9#3Nh&K9kH"$s9H<k&Wm

0i`GO"\RN iSeries 5<P<G""Wj1<7gs&*V8'/Hr|59kH-K"=N*V8

'/HNp>r!:G-^9#

m: ;-ejF#<eN}3Khj"3N API GO"'ZI (CA) Z@qr

*SIGNATUREVERIFICATION Z@q9H"K^~G-^;s# CA Z@qrZ@q9H"KIC9k

H"79F`O CA rZ@qN.j5l?=<9G"kH+J7^9#7?,CF"79F`O"

CA ,/T7?Z@qr.j5l?=<9+iNbNH7F7$^9#=lG"3N API rHQ7

F" CA Z@qrZ@q9H"K^~9k?aN$s9H<kP}Wm0i`rn.9k3HOG-

^;s# CA Z@qrZ@q9H"KIC7"79F`K.j5lk CA rDL+Dj0G)f9k

h&K9kKO"G#8?kZ@q^M<8c<rHQ9k,W,"j^9#=Nh&K9k3HG"

I}T,o6H.jG-kbNH7FXj7J+C?=<9+i"79F`,Z@qr$s]<H7F

7^&D=-rI03H,G-^9#
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@l+,3N API r5vDGHQ7F" *SIGNATUREVERIFICATION Z@q9H"K!:Z@qr

IC9k3HrI0KO"79F`G3N API NHQrHQTDK9k3HrM89k,W,"j^

9#3lO"79F`&5<S9&D<k (SST) rHQ7F;-ejF#<X"N79F`MXNQ

9NvDrr|9k3HKhCFT(^9#

Z@qNIC API r"Wj1<7gs&$s9H<k&Wm0i`NltH7FHQ9k}!rhjh/

}r9k?aK"J<Nv0$s9H<kP}Wm0i`N5sWk&Wm0i`r!$7^9# C Gn

.5l?3N5sWk&3<IO"04Jv0$s9H<kP}Wm0i`GO"j^;s#`7m"Z@

qNIC API rFSP9Wm0i`N:vt,rcH7FhjP7?bNG9#3N5sWk&Wm0i

`rHQ9kNG"lP"=l>lNG-N,WK,7?AKQ97F/@5$#;-ejF#<eN}3

+i" IBM GO"s!5lF$kGU)kHMrHQ9kNGOJ/"5sWk&Wm0i`r=l>l

NvpKgo;kh&K*+a7F$^9#

m: IBM O"*RMK"9YFN5sWk&Wm0i_s0&3<IrHQ9k3H,G-ksHj*J

xn"i$;s9rvz7^9#*RMO"3N5sWk&Wm0i_s0&3<I+i"*RMH+

NCLNK<:Kgo;?`wNWm0i`rn.9k3H,G-^9#9YFN5sWk&3<I

O"cH7F(9\*GN_"IBM Khjs!5l^9#3N5sWk&Wm0i`O""ifkr

o<K*1k04JF9HrPF$^;s#>CF IBM O"3liN5sWk&Wm0i`KD$F

.j-"xX-b7/O!=-,"k3Hr[Na+7?j"]Z9k3HOG-^;s#33K^^

lk9YFNWm0i`O"=89k^^NuVGs!5l"$+Jk]Zb"j^;s#xn"Ns

/2-"&J-"Cj\*,g-KX9k[(N]ZN,QblZ"j^;s#

=JN$s9H<k~K"Z@qNIC API rv0$s9H<kP}Wm0i`NltH7FHQ7F"

,WJp>!:Z@qr\RN iSeries 5<P<KIC9kH-N=l>lNK<:Kgo;"3N3<I

GRrQ97F/@5$#

/* ---------------------------------------------------------------- */
/* */
/* COPYRIGHT (C) IBM CORP. 2002 */
/* */
/* Use Add Verifier API to add a certificate in the specified */
/* IFS file to the *SIGNATUREVERIFICATION certificate store. */
/* */
/* The API will create the certificate store if it does not exist. */
/* If the certificate store is created it will be given a default */
/* password that should be changed using DCM as soon as possible. */
/* This warning needs to be given to the owners of the system that */
/* use this program. */
/* */
/* */
/* */
/* This material contains programming source code for your */
/* consideration. This example has not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* */
/* The parameters are: */
/* */
/* char * path name to IFS file that holds the certificate */
/* char * certificate label to give certificate */
/* */
/* */
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/* */
/* ---------------------------------------------------------------- */

#include <qydoadd1.h>
#include <stdlib.h>
#include <string.h>

int main (int argc, char *argv[])
{

int pathname_length, cert_label_length;
Qus_EC_t error_code;
char * pathname = argv[1];
char * certlabel = argv[2];

/* find length of path name */
for(pathname_length = 0;

((*(pathname + pathname_length) != ’ ’) &&
(*(pathname + pathname_length) != ’¥00’));
pathname_length++);

/* find length of certificate label */
for(cert_label_length = 0;

((*(certlabel + cert_label_length) != ’ ’) &&
(*(certlabel + cert_label_length) != ’¥00’));
cert_label_length++);

error_code.Bytes_Provided = 0; /* return exceptions for any errors */

QydoAddVerifier (pathname, /* path name to file with certificate*/
&pathname_length, /* length of path name */
"OBJN0100", /* format name */
certlabel, /* certificate label */
&cert_label_length, /* length of certificate label */
&error_code); /* error code */

return 0;
}

3liN?9/,0;7?i""Wj1<7gsrQC1<87"\RK[[G-^9#\R,"Wj1<

7gsr$s9H<k9kH-K"$s9H<k&Wm;9NltH7F"p>"Wj1<7gs&*V8

'/H,!:5l^9#eG"\ROG#8?kZ@q^M<8c< (DCM) rHQ7F""Wj1<7g

s&*V8'/HNp>r!:G-^9#3lKhj"\RO""Wj1<7gsN=<9,.jG-kb

N+I&+""Wj1<7gsKp>7F+iQ9,C(ilF$J$+I&+r=LG-^9#

m: $s9H<k&Wm0i`GO"\RNGU)kH&Q9o<IrHQ7F"

*SIGNATUREVERIFICATION Z@q9H",n.5l?D=-,"j^9#vD5lF$J$"/;

9+i]n9k?aK"\RKP7" DCM rHQ7FZ@q9H"NQ9o<IrG-k@1a/

j;CH9kh&"IP$99k,W,"j^9#

9FCW 8: \RK *SIGNATUREVERIFICATION Z@q9H"NGU)kH&Q9o<Irj;CH7Fbi&

Z@qNIC API O"\RN iSeries 5<P<G"=JN$s9H<k&Wm;9NltH7F

*SIGNATUREVERIFICATION Z@q9H"rn.7?D=-,"j^9#3N API GZ@q9H"rn

.7?lg"GU)kH&Q9o<Ibn.5lF$^9#=N?a"Z@q9H"r5vD"/;9+i

]n9k?aK" DCM rHQ7F3NQ9o<Irj;CH9kh&\RK"IP$99k,W,"j

^9#

26 iSeries: *V8'/Hp>Hp>!:



*SIGNATUREVERIFICATION Z@q9H"NQ9o<Irj;CH9kKO"\RKJ<N9FCWrB

T7FbiCF/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"

*<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"VQ9o<

INj;CH (Reset Password)Wr/jC/7F"VZ@q9H"&Q9o<INj;CH (Reset

Certificate Store Password)WZ<8r=(7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) r*r7F/@5$#*si$s&XkW,=(5l^9#

4. 9H"N77$Q9o<IrXj7"N'N?aKF~O7"Z@q9H"NQ9o<I-z|B]j

7<r*r7"V3TWr/jC/7^9#

	
��: ����������������������������

u7

MyCo, Inc. H$&qRGO"RbN#tNljK8_9k#tN iSeries 5<P<K[[9k"Wj1<

7gsr+/7F$^9#MCHo</I}TO"3liN"Wj1<7gs,qRN9YFN iSeries 5

<P<K$s9H<k5lF975l?3HrN'9kEvr4v7F$^9#=_O"iSeries JS2<

?<N^M<8asH&;sHikrHQ9k3HKhj"3liN"Wj1<7gsrhjFWKQC1

<87F[[7"4v9k>NI}Q?9/rBT7F$^9#7+7"*V8'/HKP7FvD5lF

$J$Q9,C(ilF$k?a"3liN"Wj1<7gsrIW7Fdjr{59k3HKWC?hj

~V,++CF$^9#=N?a"3Nh&J*V8'/HKG#8?kp>9k3HKhCF"*V8'

/HN0g-rhjB4K]n7?$HM(F$^9#

OS/400 *V8'/Hp>!=KD$Fj5<A7FX,7?kL" V5R2 hj^M<8asH&;sHi

krHQ7F"*V8'/HrQC1<87F[[9kH-K"=N*V8'/HKp>G-k3H,,+

j^7?#^M<8asH&;sHikrHQ9k3HKhj"qRGN;-ejF#<eN\8rzL*

+DfS*J1K~?93H,G-^9#^?"m<+k'ZI (CA) rn.7"=lrHQ7F*V8

'/HKp>9k?aNZ@qr/T9k3Hbhj7^7?#*V8'/Hp>N?aKm<+k'ZI

(CA) KhCF/T5l?Z@qrHQ9kH"h/Nil?x+ CA +iZ@qrX~7J/FbQ`?

a"39Hr^(k3H,G-^9#

3NcO"qRK"k#tN iSeries 5<P<K[[9k"Wj1<7gsN?aK*V8'/Hp>r=

.7FHQ9klgNjgH7FRp7F$^9#

7Jj*Nx@

3N7Jj*KO"J<Nh&Jx@,"j^9#

v ^M<8asH&;sHikrHQ7F"*V8'/HrQC1<87Fp>9kH"p>U-*V8

'/HrqRN iSeries 5<P<K[[9kNKqd9m~VrasG-^9#

v ^M<8asH&;sHikrHQ7FQC1<8bN*V8'/HKp>9kH"*V8'/HKp

>9kH-KBT7J1lPJiJ$9FCWr:i;^9#3lO"p>Wm;9,QC1<8&W

m;9NltHJk?aG9#

*V8'/Hp>Hp>!: 27
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v *V8'/HNQC1<8Kp>9k3HKhj"*V8'/HNp>eKQ9,C(il?+I&+

rhjFWK=LG-kh&KJj^9#3lKhj""Wj1<7gsdjK++okHiVk7e

<F#s0r$/i+:i;^9#

v m<+k'ZI (CA) KhCF/T5l?Z@qrHQ7F*V8'/HKp>9k3HKhj"*V

8'/HNp>rhj/J$39HGB=G-kh&KJj^9#

\*

3N7Jj*GO"MyCo, Inc. O"RbN#tN iSeries 5<P<K[[9k"Wj1<7gsK"G#

8?kp>rU1k3Hr>sG$^9# MyCo, Inc. NMCHo</I}TO"?tN iSeries I}Q?

9/G"9GK^M<8asH&;sHikrHQ7F$^9#=lG">N iSeries 5<P<K[[9k

qRN"Wj1<7gsKp>9k?aK"^M<8asH&;sHikN=_NHQ}!rH%9k3H

r\X7^9#

3N7Jj*N\*O"J<NH*jG9#

v qRN"Wj1<7gsK"m<+k'ZI (CA) ,/T7?Z@qrHQ7Fp>7""Wj1<7

gsXNp>N39Hras7^9#

v 79F`I}Td>NXjf<6<,"9YFN iSeries 5<P<eNG#8?kp>r!:7F"qR

Np>U-*V8'/HN=<9H'Z-rFWKN'G-kh&K7^9#3N3HrB=9k?a

K"F iSeries 5<P<KO"qRNp>!:Z@qH"F5<P<N *SIGNATUREVERIFICATION Z

@q9H"K"km<+k'ZI (CA) Z@qN>}N3T<,,WG9#

v qRN"Wj1<7gsNp>r!:9k3HKhj" iSeries I}Td>Nf<6<O"*V8'/H

Kp>5l?eK=NbF,Q95lF$J$+I&+rN'G-^9#

v I}TO"^M<8asH&;sHikrHQ7F""Wj1<7gsrQC1<87"p>7"=l

>lN iSeries 5<P<K[[G-J1lPJj^;s#

\Y
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!N^O"3N7Jj*rB=9k?aN"*V8'/Hp>Hp>!:NWm;9r(7F$^9#

3N^KO"3N7Jj*KX9kJ<N@,(5lF$^9#

;sHik&79F` (iSeries A)

v iSeries A O" OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries A O"kHN"Wj1<7gsNQC1<8*hS[[r^a?"^M<8asH&;sHik

!=NBT5N;sHik&79F`H7FNrdrL?7^9#

v iSeries A KO" Cryptographic Access Provider 128-bit for iSeries (5722-AC3) ,$s9H<k5lF$

^9#

*V8'/Hp>Hp>!: 29



v iSeries A GO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) H" IBM HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries A O"m<+k'ZI (CA) H7FT/7"^?*V8'/Hp>Z@qb3N79F`eK]

I5lF$^9#

v iSeries A O""Wj1<7gsK*V8'/Hp>9kgHJk79F`G9#\R[[QN=J*V

8'/Hp>O"J<N?9/rBT9k3HKhj" iSeries A G#.5l^9#

1. DCM rHQ7Fm<+k'ZI (CA) rn.7"m<+k'ZI (CA) rHQ7F*V8'/Hp

>Z@qrn.7^9#

2. DCM rHQ7Fm<+k'ZI (CA) Z@qHp>!:Z@qN3T<rU!$kK(/9]<H

7"(sI]$sH&79F` (iSeries B"C"D"E) ,p>U-*V8'/Hr!:G-kh&K

7^9#

3. ^M<8asH&;sHikrHQ7F""Wj1<7gs&*V8'/HKp>7"=liN*V

8'/Hr!:Z@qU!$kGQC1<87^9#

4. ^M<8asH&;sHikrHCF"p>U-N"Wj1<7gsHZ@qU!$kr(sI]$

sH&79F`K[[7^9#

(sI]$sH&79F` (iSeries 5<P< B"C"D"E)

v iSeries B"C O" OS/400 P<8gs5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries D"E O" OS/400 P<8gs 5 jj<9 1 (V5R1) rBT7F$^9#

v iSeries B"C"D"E GO"G#8?kZ@q^M<8c< (*W7gs 34) H" IBM HTTP Server

(5722-DG1) ,$s9H<k5lF=.5lF$^9#

v iSeries B"C"D"E O"79F`,p>5l?"Wj1<7gsru1hk]K"kHNp>!:Z@

q*hS;sHik&79F` (iSeries A) +iNm<+k'ZI (CA) N>}N3T<ru1hj^

9#

v DCM O"*SIGNATUREVERIFICATION Z@q9H"rn.7"3NZ@q9H"Km<+k'ZI

(CA) H!:Z@qr$s]<H9k?aKHQ5l^9#

0sro

3N7Jj*O"!N0sroKM87F$^9#

1. 9YFNiSeries 5<P<,"G#8?kZ@q^M<8c< (DCM) r$s9H<k7"HQ9k?a

NWor~?7F$k3H#

2. HQ9k iSeries N DCM K*$F"$+Jk`n^?O=.,B\5lF$J$3H#

3. iSeries A ," iSeries JS2<?<*hS^M<8asH&;sHikr$s9H<k7"HQ9k?

aNWor~?7F$k3H#

4. ^M<8asH&;sHik&5<P<,"9YFN iSeries (sI]$sH&79F`GT/7F$

k3H#

5. 9YFN iSeries 5<P<K"GblYkN Cryptographic Access Provider 128-bit i$;s9&Wm0

i` (5722-AC3) ,$s9H<k5lF$k3H#

6. 9YFN7Jj*N iSeries 5<P<K*1k (QVFYOBJRST) 79F`MN|5fN!:*V8'/

Hp>NGU)kH_jO 3 G"3N_j+iQ95lF$J$3H#GU)kH_jKhj"p>5

l?*V8'/Hr|59k]K"5<P<,NBK*V8'/Hp>r!:G-k3H#

7. iSeries A NMCHo</I}T, *ALLOBJ f<6<&WmU!$kCl"Br}CF$k+"^?

Of<6<&WmU!$k,*V8'/Hp>"Wj1<7gsKP7FvD5lF$k3H#

30 iSeries: *V8'/Hp>Hp>!:
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8. MCHo</I}T^?O DCM KZ@q9H"rn.9k>NM*," *SECADM *hS

*ALLOBJ f<6<&WmU!$kr}CF$k3H#

9. >N9YFN iSeries 5<P<G"79F`I}T^?O>NM*,"*V8'/Hp>r!:9k?

aN *AUDIT f<6<&WmU!$kr}CF$k3H#

?9/jg

3N7Jj*rB=9k?aK0;9Y-?9/N;CHO 2 D"j^9# 1 D\N?9/&;CHG

O" iSeries A r;CH"CW7"^M<8asH&;sHikrHQ7F""Wj1<7gsNp>*h

S[[rT$^9#b& 1 DN?9/&;CHGO"79F`I}Td>NM*,">N9YFN iSeries

5<P<eG"Wj1<7gsNp>r!:7^9#

*V8'/Hp>N?9/jg

3N7Jj*,b@7F$kh&K"*V8'/HKp>9k?aKO"J<N?9/r0;9k,W,"

j^9#

1. 9YFN0sroHJk9FCWr0;7",WJ iSeries =Jr9YF$s9H<k7F=.7^

9#

2. G#8?kZ@q^M<8c< (DCM) rHQ7F"m<+k'ZI (CA) rn.7"lQ*V8'/

Hp>Z@qr/T7^9#

3. DCM rHCF" "Wj1<7gsjArn.7^9#

4. DCM rHCF"*V8'/Hp>"Wj1<7gsjAKP7FZ@qrdjvF^9#

5. DCM rHCF">N79F`,*V8'/Hp>N!:KHQ9k,WN"kZ@qr(/9]<H

7^9#m<+k'ZI (CA) Z@qN3T<H"*V8'/Hp>Z@qN3T<N>}r"p>!

:Z@qH7FU!$kK(/9]<H9k3H,,WG9#

6. p>r!:9k=jNF iSeries (sI]$sH&79F`K" Z@qU!$kr>w7^9#

7. ^M<8asH&;sHikrHCF" "Wj1<7gs&*V8'/HKp>7^9#

p>!:N?9/jg

^M<8asH&;sHikrHCF"p>U-N"Wj1<7gs&*V8'/Hr>w9k0K"F

iSeries (sI]$sH&79F`G"J<Np>!:=.?9/r0;9k3H,,WG9#(sI]$

sH&79F`eGp>U-*V8'/Hr|59k]K"5oKp>N!:rT&KO"p>!:=.r

0;7F*+J1lPJj^;s#

F iSeries (sI]$sH&79F`G"!N?9/r0;7"3N7Jj*,b@9kH*j*V8'/

Hp>r!:9k3H,,WG9#

8. G#8?kZ@q^M<8c< (DCM) rHQ7F"*SIGNATUREVERIFICATION Z@q9H"rn

.7^9#

9. DCM rHQ7F"m<+k'ZI (CA) Z@q*hSp>!:Z@qr$s]<H7^9#

�����

!N?9/jgK7?,CF^M<8asH&;sHikr=.7"3N7Jj*Nb@I*j*V8'/

HKp>7^9#

9FCW 1: 9YFN0sror0;9k

*V8'/Hp>Hp>!: 31



9YFN0sro?9/r0;7",WJ iSeries =J9YFr=.7F+i"3N7Jj*rB=9kC

jN=.?9/rBTG-^9#

9FCW 2: m<+k'ZI (CA) rn.7FlQ*V8'/Hp>Z@qr/T9k

G#8?kZ@q^M<8c< (DCM) rHQ7Fm<+k'ZI (CA) rn.9klg"=NWm;9G

Ol"NU)<`r0;9k3H,,WG9#3liNU)<`,"CA Nn.Wm;9H" Secure

Socket Layer (SSL)"*V8'/Hp>"*hSp>!:rBT9k?aNG#8?kZ@qrHQ9k?

aK,WHJk>N?9/r0;5;kWm;9r,$I7^9#3N7Jj*GO SSL NZ@qr=.

9k,WO"j^;s,"?9/fN9YFNU)<`r0;7"*V8'/HKp>9k?aK79F`

r=.9k,W,"j^9#

DCM rHQ7F"m<+k'ZI (CA) rn.7"?Q9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V'ZI (CA) Nn. (Create a Certificate Authority
(CA))Wr*r9kH"l"NU)<`,=(5l^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) \?sr*r7F/@5$#*si$s&XkW,=(5l^9#

3. 3N,$I&?9/N9YFNU)<`r0.5;^9#3N?9/rBT9klg"J<N3HrT

&,W,"j^9#

a. m<+k'ZI (CA) KD$FN1Lpsrs!7^9#

b. Vi&6<Km<+k'ZI (CA) Z@qr$s9H<k7F"f<6<&N=UH&'"Gm<

+k'ZI (CA) r'17"=Nm<+k'ZI (CA) ,/T9kZ@qNEv-!:,G-kh

&K7^9#

c. m<+k'ZI (CA) KD$FN]j7<&G<?rXj7^9#

d. 7,m<+k'ZI (CA) rHQ7F""Wj1<7gs, SSL \3KHQG-k5<P<^?O

/i$"sHZ@qr/T7^9#

m: 3N7Jj*GOHQ7^;s,",WJ*V8'/Hp>Z@qr/T9k?aKm<+k'

ZI (CA) rHQ9kKO"3NZ@qrn.9k,W,"j^9#3NZ@qrn.7J$G

?9/rhjC9H"*V8'/Hp>Z@qH"=NZ@q,DLK]I5lk

*OBJECTSIGNING Z@qrn.9k,W,88^9#

e. SSL \3N?aN5<P<^?O/i$"sHZ@qrHQG-k"Wj1<7gsr*r7^

9#

m: 3N7Jj*N\*Kgo;k?a"IN"Wj1<7gsb*r;:KVContinue (3T)W
r/jC/7F"!NU)<`r=(7F/@5$#

f. 7,m<+k'ZI (CA) rHQ7F""Wj1<7gs,*V8'/HKG#8?kp>9k?a

KHQG-k*V8'/Hp>Z@qr/T7^9#3N5V?9/O *OBJECTSIGNING Z@q

9H"rn.7^9#3lO"*V8'/Hp>Z@qrI}9k?aKHQ9kZ@q9H"G

9#

g. m<+k'ZI (CA) r.j9k,W,"k"Wj1<7gsr*r7^9#

m: 3N7Jj*N\*Kgo;k?a"IN"Wj1<7gsb*r;:KV3T (Continue)W
r/jC/7F"?9/r*;7F/@5$#
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3lGm<+k'ZI (CA) H*V8'/Hp>Z@qrn.7?NG"!K"*V8'/HKp>G-

kh&K"Z@qrHQ9k*V8'/Hp>"Wj1<7gsrjA7^9#

9FCW 3: *V8'/Hp>"Wj1<7gsjArn.9k

*V8'/Hp>Z@qNn.e"G#8?kZ@q^M<8c< (DCM) rHQ7F"*V8'/HKp

>9kNKHQ9k*V8'/Hp>"Wj1<7gsrjA7^9#"Wj1<7gsjAO"B]N"

Wj1<7gsr2H9k,WO"j^;s#n.9k"Wj1<7gsjAO"p>P]*V8'/HN

?$W^?O0k<Wr=7^9#Z@qHX"U1F"p>Wm;9rD=K9k?aN"Wj1<7g

s ID r}DKO"jA,,WG9#

DCM rHQ7F*V8'/Hp>rn.9kKO"J<N9FCWK>CF/@5$#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"

*<Ws9kZ@q9H"H7F *OBJECTSIGNING r*r7^9#

2. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"Z@q9H

"Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)Wr/jC/7^9#

3. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage Applications)Wr*r7F"?9

/Nj9Hr=(7^9#

4. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)Wr*r7F""Wj1<7gsr

jA9kU)<`r=(7^9#

5. U)<`r0.5;F"VIC (Add)Wr/jC/7^9#

!K"*V8'/Hp>Z@qr"n.7?"Wj1<7gsKdjvF^9#

9FCW 4: Z@qr*V8'/Hp>"Wj1<7gsjAKdjvFk

Z@qr*V8'/Hp>"Wj1<7gsKdjvFkjgO"!NH*jG9#

1. DCM JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*r7F"?9/N

j9Hr=(7^9#

2. ?9/&j9H+i"VZ@qNdjvF (Assign certificate)W r*r7"=TNZ@q9H"NZ

@qNj9Hr=(7^9#

3. j9H+iZ@qr*r7F"V"Wj1<7gsXNdjvF (Assign to Applications)Wr/jC
/7"=TNZ@q9H"N"Wj1<7gsjANj9Hr=(7^9#

4. j9H+i 1 DJeN"Wj1<7gsr*r7"V3T (Continue)Wr/jC/7^9#aC;<

8&Z<8,=(5l"Z@qNdjvFrN'9k+"dj,/87?lg(i<psrs!7^

9#

3N?9/r0;9kH"^M<8asH&;sHikNQC1<8*hS[[~K"^M<8asH&;

sHikrHQ7F*V8'/HKp>9k`w,G-?3HKJj^9#7+7"@l+,,:p>r!

:G-kh&K9kKO",WJZ@qrU!$kK(/9]<H7"Z@qr9YFN iSeries (sI]

$sH&79F`K>w7^9#^M<8asH&;sHikrHCF"p>U-N"Wj1<7gs&*

V8'/Hr>w9k0K"F iSeries (sI]$sH&79F`G"9YFNp>!:=.?9/r0;

9k3Hb,WG9#(sI]$sH&79F`eGp>U-*V8'/Hr|59k]K"5oKp>N

!:rT&KO"p>!:=.r0;7F*+J1lPJj^;s#

9FCW 5: >N iSeries 79F`GNp>!:rD=K9k?aKZ@qr(/9]<H9k

*V8'/Hp>Hp>!: 33



bFN0g-r]n9k?aN*V8'/HXNp>KO"p>N'Z-r!:9kjJ,J1lPJj^

;s#*V8'/HKp>9k1879F`eN*V8'/Hp>r!:9kKO" DCM rHCF

*SIGNATUREVERIFICATION Z@q9H"rn.9k3H,,WG9#3NZ@q9H"KO"*V8'

/Hp>Z@q"*hSp>Z@qr/T7? CA Z@qN3T<N>},~CF$J1lPJj^;

s#

>NMbp>r!:G-kh&K9kKO"*V8'/HKp>7?Z@qN3T<rs!9k3H,,W

G9#m<+k'ZI (CA) rHQ7FZ@qr/T9klg"m<+k'ZI (CA) Z@qN3T<b

s!9k,W,"j^9#

*V8'/HKp>7?NH1879F` (3N7Jj*GO iSeries A) Gp>r!:G-kh&K DCM

rHQ9kjgO"!NH*jG9#

1. JS2<7gs&Ul<`GVZ@q9H"N*r (Select New Certificate Store)Wr*r7F"*

<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. VO$ (Yes)Wr*r7F"{8N*V8'/Hp>Z@qr"p>!:Z@qH7F7,Z@q9H

"K3T<7^9#

3. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)Wr/jC/7FZ@q9H"rn.7

^9#3lG"DCM rHQ7F"*V8'/HKp>9kNKHQ9kNH1879F`G*V8'

/Hp>r!:G-^9#

DCM rHCFm<+k'ZI (CA) Z@qN3T<H*V8'/Hp>Z@qN3T<rp>!:Z@q

H7F(/9]<H7">N79F`G*V8'/Hp>r!:G-kh&K9kjgO"!NH*jG

9#

1. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*r7F+i"VZ@qN

(/9]<H (Export certificate)W?9/r*r7^9#

2. V'ZI (CA) (Certificate Authority (CA))Wr*r7F"V3T (Continue)Wr/jC/9kH"

(/9]<HG-k CA Z@qNj9H,=(5l^9#

3. j9H+iJ0Kn.7?m<+k'ZI (CA) Z@qr*r7F"V(/9]<H (Export)Wr/
jC/7^9#

4. VU!$k (File)Wr(/9]<HN8hH7FXj7F"V3T (Continue)Wr/jC/7^9#

5. (/9]<H5lkm<+k'ZI (CA) Z@qN04$~Q9*hSU!$k>rXj7F"V3

T (Continue)Wr/jC/7"Z@qr(/9]<H7^9#

6. VOKWr/jC/7FV(/9]<H (Export)WN'Z<8r*;7^9#3lG"*V8'/Hp

>Z@qN3T<r(/9]<HG-^9#

7. VZ@qN(/9]<H (Export certificate)W?9/rFY*r7^9#

8. V*V8'/Hp> (Object signing)Wr*r7"(/9]<HG-k*V8'/Hp>Z@qNj

9Hr=(7^9#

9. j9H+i,ZJ*V8'/Hp>Z@qr*r7F"V(/9]<H (Export)Wr/jC/7^
9#

10. 8hH7FVp>!:Z@qH7FNU!$k (File, as a signature verification certificate)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

11. (/9]<H5lkp>!:Z@qN04$~Q9*hSU!$k>rXj7F"V3T

(Continue)Wr/jC/7"Z@qr(/9]<H7^9#

3lG"3liNU!$kr"Z@qrHCFn.7?q>r!:9k iSeries (sI]$sH&79F`

K>w9k3H,G-^9#
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9FCW 6: Z@qU!$kr iSeries (sI]$sH&79F`K>w9k

p>U-*V8'/HN!:N?aK" iSeries A Gn.7?Z@qU!$kr=.9k0K"3N7Jj

*N iSeries (sI]$sH&79F`KZ@qU!$kr>w9k3H,,WG9#Z@qU!$kN>

wKO$/D+N}!,"j^9#?H(P"U!$k>wWmH3k (FTP) ^?O^M<8asH&;

sHikNQC1<8[[!=rHCFU!$kr>wG-^9#

9FCW 7: ^M<8asH&;sHikrHCF*V8'/HKp>9k

^M<8asH&;sHikN*V8'/Hp>NWm;9O"=UH&'"&QC1<8[[Wm;9N

ltG9#^M<8asH&;sHikrHCF"p>U-N"Wj1<7gs&*V8'/Hr>w9k

0K"F iSeries (sI]$sH&79F`G"9YFNp>!:=.?9/r0;9k3H,,WG9#

(sI]$sH&79F`eGp>U-*V8'/Hr|59k]K"5oKp>N!:rT&KO"p>

!:=.r0;7F*+J1lPJj^;s#

3N7Jj*N iSeries (sI]$sH&79F`K[[9k"Wj1<7gsKp>9kjgO"!NH

*jG9#

1. ^M<8asH&;sHikrHCF"=UH&'"=JrQC1<8*hS[[7^9#

2. V=JNjA (Product Definition)W&#6<IGV1L (Identification)WQMk,=(5l?i"

VH% (Advanced)Wr/jC/7FVH%1L (Advanced Identification)WQMkr=(7^9#

3. VG#8?kp> (Digital signing)WU#<kIK" J0n.7?*V8'/Hp>"Wj1<7g

sN"Wj1<7gs ID r~O7"VOKWr/jC/7^9#

4. &#6<Ir0;7"^M<8asH&;sHikrHCF" =UH&'"=JrQC1<8*hS[

[9kWm;9r3T7^9#

9FCW 8: p>!:?9/: iSeries (sI]$sH&79F`G *SIGNATUREVERIFICATION Z@q9H"rn

.9k

3N7Jj*N iSeries (sI]$sH&79F`G*V8'/Hp>r!:9k?aKO"F79F`N

*SIGNATUREVERIFICATION Z@q9H"K"=l>lNp>KP~9kp>!:Z@q,J1lPJj

^;s#lQZ@q,*V8'/HKp>7?lg"3NZ@q9H"Km<+k'ZI (CA) Z@qN

3T<b~CF$J1lPJj^;s#

*SIGNATUREVERIFICATION Z@q9H"rn.9kjgO"!NH*jG9#

1. DCM r+O7^9#

2. G#8?kZ@q^M<8c< (DCM) JS2<7gs&Ul<`GVZ@q9H"N*r (Select
New Certificate Store)Wr*r7F"*<Ws9kZ@q9H"H7F

*SIGNATUREVERIFICATION r*r7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"lP"Z<8NetK"

k?dd (?) r*r7F/@5$#*si$s&XkW,=(5l^9#

3. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)Wr/jC/7FZ@q9H"rn.7

^9#3lG"Z@qr9H"K$s]<H7F+i"*V8'/Hp>N!:KH&3H,G-^

9#

9FCW 9: p>!:?9/: Z@qr$s]<H9k
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*V8'/HNZ@qr!:9k?aKO" *SIGNATUREVERIFICATION 9H"Kp>!:Z@qN3

T<,J1lPJj^;s#p>Z@q,lQG"klg"3NZ@q9H"KO"p>Z@qr/T7?

m<+k'ZI (CA) Z@qN3T<r}CF$J1lPJj^;s#3N7Jj*GO">}NZ@q

,U!$kK(/9]<H5l"=NU!$k,F iSeries (sI]$sH&79F`K>w5l^7?#

3liNZ@qr *SIGNATUREVERIFICATION Z@q9H"K$s]<H9kjgO"!NH*jG

9#

1. DCM JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate Store)Wr/jC/7
F"*<Ws9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7^9#

2. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(5l?i"Z@q9H

"Nn.~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)Wr/jC/7^9#

3. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage Certificates)Wr*r7

F"?9/Nj9Hr=(7^9#

4. ?9/&j9H+i"VZ@qN$s]<H (Import certificate)Wr*r7^9#

5. Z@q?$WH7FV'ZI (CA) (Certificate Authority (CA))W r*r7"V3T (Continue)Wr
/jC/7^9#

m: lQp>!:Z@qr$s]<H9k0Km<+k'ZI (CA) Z@qr$s]<H9k,W,"

j^9#=&7J$H"p>!:Z@qN$s]<Hh}K:T7^9#

6. CA Z@qU!$kN04$~Q9*hSU!$k>rXj7F"V3T (Continue)Wr/jC/7^
9#$s]<Hh},5oKBT5l?3HrN'9kaC;<8+"h}K:T7?lgO(i<p

srs!9kaC;<8,=(5l^9#

7. VZ@qN$s]<H (Import certificate)W?9/rFY*r7^9#

8. Vp>!: (Signature verification)WrZ@q?$WH7F*r7"V3T (Continue)Wr/jC/
7^9#

9. p>!:Z@qU!$kN04$~Q9*hSU!$k>rXj7F"V3T (Continue)Wr/jC/
7^9#$s]<Hh},5oKBT5l?3HrN'9kaC;<8+"h}K:T7?lgO(i

<psrs!9kaC;<8,=(5l^9#

3lG" iSeries 79F`O"p>U-*V8'/HN|5~K"P~9kp>Z@qGn.5l?*V8

'/HNp>r!:G-^9#

�����������

iSeries N*V8'/Hp>Hp>!:!=NHQr+O9k0K"3liN50r$/i+|,9kHh

$G7g&#

G#8?kp>

G#8?kp>HO?+"^?G#8?kp>,s!9k]nKD$FXS^9#

p>D=*V8'/H

p>D=J iSeries *V8'/HH"3^sI (*CMD) *V8'/Hp>*W7gsKD$FXS^

9#

*V8'/Hp>Nh}

*V8'/Hp>Nh}N7/_d"=Nh}K_jG-kQia<?<KD$FXS^9#

p>!:Nh}

*V8'/Hp>!:Nh}N7/_d"=Nh}K_jG-kQia<?<KD$FXS^9#
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OS/400 O"G#8?k}0G*V8'/HKVp>W9k?aNG#8?kp>NHQr5]<H7F$

^9#*V8'/HNG#8?kp>O"lLN8qNp>Kjv9kbNG"EfA0Gn.5l^9#

G#8?kp>O"*V8'/HN/.5rZ@7"=N*V8'/HN]4-r!:9kjJKJj^

9#G#8?kZ@qNj-TO"=NZ@qNk)0rHQ7F*V8'/HKVp>W7^9#*V8

'/HNu.&GO"P~9kx+0rHCFp>r|f7"p>Q_*V8'/HN]4-r!Z7"w

.&r=<9H7F!Z7^9#

*V8'/Hp>N5]<HO"*V8'/HrQ9G-kMr)f9k"3l^GN iSeries 5<P<&

D<krd&bNG9#>hN)f!=GO"*V8'/H,$s?<MCH^?O>NsHi9FCI&

MCHo</P3G>w5lF$kVd"iSeries J0N79F`K]I5lF$kVO"svDf<6<

KhkT5`n+i*V8'/Hr]n9k3H,G-^;s#p>NeK*V8'/HNbF,Q95l

F$k+I&+r!:G-kNG"=Nh&J*V8'/H,.QG-k+I&+rFWK=GG-^9#

G#8?kp>HO"*V8'/HbNG<?NtX*WsrEf=7FIC9k3HG9#*V8'/H

H=NbFOEf=5l:"G#8?kp>KhCFk)K5l^9#7+7"Ws+NO"!jKQ95

lkNrI0?aKEf=5l^9#*V8'/H,>wfKQ95lF$J$3H"=N*V8'/H,

5vJw.5+iNbNG"k3HrN'7?$lgO"p>N"kZ@qNx+0rHCF"5NG#8

?kp>r!:9k3H,G-^9#p>,lW7J$lgO"G<?,Q95l?D=-,"j^9#=

Nlg"u.&O=N*V8'/HrHQ;:"eojKp>TK"m7F"p>U-*V8'/Hr~a

F~j7^9#

*V8'/HNp>O"=N*V8'/HKp>7?79F`r=9bNG"CF"=N79F`NCjN

f<6<r=9o1GO"j^;s (?@7=Nf<6<KO"*V8'/HKp>9k?aNZ@qrH

Q9k5vJ"B,J/FOJj^;s)#

G#8?kp>NHQ,;-ejF#<eN,W-d]j7<K,g9kH=G7?i" x+Z@qHm

<+kZ@qN/TNIAiNjJrHQ9Y-+r!$7F/@5$#*V8'/HrlLf<6<K[

[9kDbjJi"{NNx+'ZI (CA) NZ@qrHQ7F*V8'/HKp>9k3HrM(kY

-G9#x+Z@qrHQ9kH"[[5lk*V8'/HNp>r"@lGbJ1KB/N'9k3H,

G-^9#7+7"*V8'/HrH%b@1G[[9kDbjJi" G#8?kZ@q^M<8c<

(DCM) rHQ7F"H+Nm<+k'ZI (CA) r?Q7"*V8'/HKp>9k?aNZ@qr/T

9k3HbG-^9#m<+k'ZI (CA) +iNlQZ@qrHQ7F*V8'/HKp>9lP"{

NNx+ CA +iZ@qrX~9khjb39Hr^(k3H,G-^9#

G#8?kp>N?$W

V5R2 J_"3^sI (*CMD) *V8'/HKp>G-kh&KJj^7?#^?"*CMD *V8'/H

GO" 2 DN?$WNp>"D^j"3"&*V8'/Hp>H4N*V8'/Hp>NIAi+r*r

G-^9#

v 4N*V8'/Hp>

3N?$WNp>O"*V8'/HNP$Hr9YF+P<7^9 (?@7"4/ltNsp\P$Hr

|-^9)#

v 3"&*V8'/Hp>

3N?$WNp>O"*CMD *V8'/HNp\P$H@1r+P<7^9#hjQKKQ95lkP

$HO+P<7^;s#3N?$WNp>rHQ9kH"p>r5zK9k3HJ/"3^sIKQ9

rC(k3H,G-^9#3"&*V8'/Hp>,+P<7J$P$HO"=l>lN *CMD *V8

*V8'/Hp>Hp>!: 37

../rzahu/rzahurzahu4afinternetvsprivcert.htm
../rzahu/rzahurzahu4afinternetvsprivcert.htm
../rzahu/rzahurazhudigitalcertmngmnt.htm


'/HKhCF[Jj^9,"p\*K"*CMD *V8'/HNQia<?<&GU)kHO+P<7

^;s#3^sIKQ9rC(Fb"3"&*V8'/Hp>,5zKJiJ$1<9H7FO"!N

h&Jlg,"j^9#

– 3^sI&GU)kHrQ97?lg#

– Ev-!:Wm0i`r}?J$3^sIKEv-!:Wm0i`rIC7?lg#

– BT,vD5lF$kljKX9kQia<?<rQ97?lg#

– )Bf<6<NvDKX9kQia<?<rQ97?lg#

p>D=J iSeries *V8'/H"*hS3"&*V8'/Hp>,+P<9k *CMD *V8'/HNP

$HKD$FO" p>D=*V8'/Hr2H7F/@5$#

����������

p>KHQ9k}!KX8J/"5^6^J?$WN OS/400 *V8'/HKG#8?k}0Gp>G-

^9#79F`N}gU!$k&79F`K]I5lF$k*V8'/H (*STMF) O"i$Vij<K]

I5lF$k*V8'/Hr|$F9YFp>G-^9#*V8'/HK Java™ Wm0i`,\35lF

$klgO"=NWm0i`Kbp>,U/3HKJj^9# QSYS.LIB U!$k&79F`Gp>G-

k*V8'/HO"Wm0i` (*PGM)"5<S9&Wm0i` (*SRVPGM)"b8e<k

(*MODULE)"SQL QC1<8 (*SQLPKG)" *FILE (]IU!$kN_)"3^sI (*CMD) @1KJj

^9#

*V8'/HKp>9kKO"=N*V8'/H,m<+k&79F`KJ1lPJj^;s#?H(P"

}g xSeries 5<P< (iSeries Q) G Windows® 2000 5<P<r?Q9klg"}gU!$k&79F`

NfK QNTC U!$k&79F`,"j^9#3NU!$k&79F`NG#l/Hj<O"m<+kH

O+J5l^;s#3liNG#l/Hj<K" Windows 2000 *Zl<F#s0&79F`,j-9k

U!$k,~CF$k?aG9#^?"uN*V8'/Hd" V5R1 hj0Njj<9QK3sQ$k5

l?*V8'/HKp>9k3HbG-^;s#

3^sI (*CMD) *V8'/HNp>

*CMD *V8'/HNp>~"2 DNp>N?$W +i 1 Dr*sG"*CMD *V8'/HK,QG-

^9#D^j"*V8'/H4NKp>9k+"*V8'/HN3"t,N_Kp>9k+r*rKJj^

9#*V8'/H4NKp>9klgO"*V8'/HN4/ltNsp\P$Hr|$F9YFNP$H

Kp>,,Q5l^9#4N*V8'/Hp>O"3"&*V8'/Hp>K~CF$k`\r+P<7^

9#

3"&*V8'/H@1Kp>9klgO"p\P$H@1,p>KhCF]n5lk3HKJj"QKK

Q95lkP$HKOp>,U-^;s#p>5lJ$P$HO"=l>lN *CMD *V8'/HKhC

F[Jj^9,"p\*KO"*V8'/H,-zKJCF$kb<Ir=L9kP$Hd"*V8'/H

NBT,vD5lF$kljr=L9kP$HJI,=lKv?j^9#?H(P" *CMD *V8'/H

NQia<?<&GU)kHO"3"p>G+P<5l^;s#3N?$WNp>rHQ9kH"=Np>

r5zK9k3HJ/"3^sIKQ9rC(k3H,G-^9#3^sIKQ9rC(Fb"3NoNp

>,5zKJiJ$1<9H7FO"!Nh&Jlg,"j^9#

v 3^sINGU)kHMrQ97?lg#

v Ev-!:Wm0i`r}?J$3^sIKEv-!:Wm0i`rIC7?lg#

v BT,vD5lF$kljKX9kQia<?<rQ97?lg#

v )Bf<6<NvDKX9kQia<?<rQ97?lg#

38 iSeries: *V8'/Hp>Hp>!:



!N=O"3"&*V8'/Hp>NltH7F^ailk" *CMD *V8'/HNP$Hr\YK^H

a?bNG9#

*CMD *V8'/HN3"&*V8'/Hp>N=.

*V8'/HNlt 3"&*V8'/Hp>HNX8

CHGCMDDFT ,Q99k3^sI&GU)kH 3"&*V8'/Hp>NltGJ$

3^sIHi$Vij<rh}9kWm0i` oK3"&*V8'/Hp>NltH7F^ailk

REXX =<9&U!$kHi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

REXX =<9&asP< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

REXX 3^sID-Hi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

REXX P}Wm0i`>"i$Vij<"*;3<I p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

Ev-!:Wm0i`Hi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

-zKJCF$kb<I 3"&*V8'/Hp>NltGJ$

BT,vD5lF$klj 3"&*V8'/Hp>NltGJ$

)Bf<6<NvD 3"&*V8'/Hp>NltGJ$

XkW&VC/7'kU p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

XkW&QMk&0k<WHi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

XkW ID p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

XkW!wwzHi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

=Ti$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

=Ji$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

WmsWHXjQ9Wm0i`Hi$Vij< p>~K3^sIKXj5lklgO3"&*V8'/Hp

>K^ail"=&GJ$lgO^ailJ$

F-9H (b@) *V8'/HK]I5lF$J$?a"3"&*V8'/H

p>NltGb4N*V8'/Hp>NltGbJ$

0iU#+k&f<6<&$s?<U'<9 (GUI) N

HQD==

3"&*V8'/Hp>NltGJ$

�����������

*V8'/HKp>9kH-KO"*V8'/Hp>Nh}K!N*W7gsrXjG-^9#

v (i<h}

1 DJeN*V8'/HGp>rn.9klgK""Wj1<7gs,HQ9k(i<h}N?$Wr

Xj7^9#(i<N/8~K""Wj1<7gs,*V8'/HNp>rd_9k+"=lHbWm

;9fN>N*V8'/HNp>r3T9k+rXjG-^9#

*V8'/Hp>Hp>!: 39



v *V8'/Hp>NE#

"Wj1<7gs,*V8'/HKFp>9klgK"p>Wm;9rI&7&+rXjG-^9#5

Np>r=N^^K7F*/+"5Np>r77$p>GV-9(k+r*rG-^9#

v 5VG#l/Hj<bN*V8'/H

"Wj1<7gs,"5VG#l/Hj<bN*V8'/HNp>rI&7&+rXjG-^9#"W

j1<7gs,5VG#l/Hj<bN*V8'/HKDLKp>9k+""Wj1<7gs,9YF

N5VG#l/Hj<r5k7"a$s&G#l/Hj<bN*V8'/HKN_p>9k+rXjG

-^9#

v *V8'/Hp>N-zOO

*CMD *V8'/HNp>~"*V8'/H4NKp>9k+"*V8'/HN3"t,@1Kp>9

k+rXjG-^9#

�������

p>!:Nh}KO"!N*W7gsrXjG-^9#

v (i<h}

1 DJeN*V8'/HNp>r!:9klgK""Wj1<7gs,HQ9k(i<h}N?$Wr

Xj7^9#(i<N/8~K""Wj1<7gs,p>!:rd_9k+"=lHbWm;9fN>

N*V8'/HNp>!:r3T9k+rXjG-^9#

v 5VG#l/Hj<bN*V8'/H

"Wj1<7gs,"5VG#l/Hj<bN*V8'/HNp>!:rI&7&+rXjG-^9#

"Wj1<7gs,5VG#l/Hj<bN*V8'/HNp>rDLK!:9k+""Wj1<7g

s,9YFN5VG#l/Hj<r5k7"a$s&G#l/Hj<bN*V8'/HNp>@1r!

:9k+rXjG-^9#

v 3"p>!:H4Np>!:

!:Wm;9G"79F`,*V8'/HN3"p>H4Np>r7&}!r=L9k79F`,',

"j^9#3liN,'O"!NH*jG9#

– *V8'/HeKp>,J$lg"!:Wm;9O*V8'/H,p>5lF$J$3Hrl]<H

7"Wm;9fN>N*V8'/HN!:r3T7^9#

– *V8'/H,79F`&Hi9FCI&=<9 (IBM) Khjp>5l?lg"p>OlW7J1l

PJi:"lW7J$H!:Wm;9O:T7^9#p>,lW9klg"!:Wm;9O3T7^

9#p>HO"*V8'/HbNG<?NtX*WsrEf=9k3HG9#7?,CF"!:fN

*V8'/HNG<?,"p>~N*V8'/HNG<?KlW9klg"=Np>OlW9kH+

J5l^9#

– *V8'/HK.jG-k (*SIGNATUREVERIFICATION Z@q9H"K^^lkZ@qKpE/)

4N*V8'/Hp>,"klg"3liNp>N&AGc 1 D,lW7J1lP!:Wm;9O:

T7^9# 1 DGb4N*V8'/Hp>,lW9klg"!:Wm;9O3T7^9#

– *V8'/HK.jG-k3"&*V8'/Hp>,"klg"3liNp>N&AGc 1 D,

*SIGNATUREVERIFICATION Z@q9H"K"kZ@qKlW7J1lP!:Wm;9O:T7^

9# 1 DGb3"&*V8'/Hp>,lW9klg"!:Wm;9O3T7^9#

������������������

OS/400 N*V8'/Hp>Hp>!:N!=O" iSeries 5<P<eN*V8'/Hr)f9k?aN/

OJjJKJj^9#3liN!=rxQ9kKO"=NHQKX9k0sror~?9,W,"j^9#

*V8'/Hp>N0sro

40 iSeries: *V8'/Hp>Hp>!:



+,NH3d;-ejF#<NK<:Kgo;F"*V8'/Hp>KHQG-k}!,$/D+"j^

9#

v G#8?kZ@q^M<8c< (DCM) rHQG-^9#

v *V8'/Hp> API rHQ9kWm0i`rn.G-^9#

v iSeries JS2<?<N^M<8asH&;sHikrHCF" iSeries (sI]$sH&79F`K[

[9k?aKQC1<89k]K*V8'/HKp>G-^9#

*V8'/Hp>N?aK*r9k}!O"H3d;-ejF#<NK<:KhCF[Jj^9#*V8'

/Hp>KHQ9k}!KX8J/"J<Nh&JljN0sro,~?5lF$J1lPJj^;s#

v G#8?kZ@q^M<8c< (DCM) N$s9H<kHHQKX9k0sror~?7F$k,W,

"j^9#

– DCM rHCF *OBJECTSIGNING Z@q9H"rn.9k,W,"j^9# m<+k'ZI (CA)

Nn.Wm;9Nlt"^?Ox+$s?<MCH CA N*V8'/Hp>Z@qNI}Wm;9N

ltH7F"3NZ@q9H"rn.7^9#

– *OBJECTSIGNING Z@q9H"KO"/J/Hb 1 DNZ@q (m<+k'ZI (CA) rHQ7F

n.7?bN+"x+$s?<MCH CA +ih@7?bNN$:l+) ,^^lF$J1lPJj

^;s#

– *V8'/HXNp>KHQ9k?aKO" DCM rHCF*V8'/Hp>"Wj1<7gsjA

r/J/Hb 1 Dn.7J1lPJj^;s#

– DCM rHCF"*V8'/Hp>"Wj1<7gsjAKCjNZ@qrdjvFF*+J1lP

Jj^;s#

v *V8'/HKp>9k iSeries f<6<&WmU!$kKO"*ALLOBJ Cl"B,J1lPJj^;

s# *SIGNATUREVERIFICATION Z@q9H"rn.9k iSeries f<6<&WmU!$kKO"

*SECADM *hS *ALLOBJ Cl"B,,WG9#

p>!:N0sro

*V8'/Hp>r!:9k?aN}!O"$/D+"j^9#

v G#8?kZ@q^M<8c< (DCM) rHQG-^9#

v *V8'/HN!: (QYDOVFYO) API rHQ9kWm0i`rn.G-^9#

v *V8'/H0g-N!: (CHKOBJITG) 3^sIJI"?/5sN3^sIN&AN 1 DrHQG-

^9#

p>!:N?aK*r9k}!O"H3d;-ejF#<NK<:KhCF[Jj^9#HQ9k}!KX

8J/"J<Nh&JljN0sro,~?5lF$J1lPJj^;s#

v G#8?kZ@q^M<8c< (DCM) N$s9H<kHHQKX9k0sror~?7F$k,W,

"j^9#

v *SIGNATUREVERIFICATION Z@q9H"rn.9k,W,"j^9#3NZ@q9H"Nn.KO"

,WKgo;F 2 DN}!+i 1 Dr*Y^9# 1 DN}!H7F"G#8?kZ@q^M<8c<

(DCM) rHQ7F" p>!:Z@qrI}G-^9#^?O"x+Z@qrHCF*V8'/HKp

>7F$klg"Z@qNIC (QYDOADDV) API rHQ9kWm0i`rn.9k3HKhj"3N

Z@q9H"rn.G-^9#

*V8'/Hp>Hp>!: 41
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m: Z@qNIC API O"GU)kH&Q9o<IGZ@q9H"rn.7^9#Z@q9H"K"B

NJ$M,"/;97J$h&" DCM rHCF+,N*rN 1 DKP7F3NGU)kH&Q9

o<Irj;CH9k3H,,WG9#

v *SIGNATUREVERIFICATION Z@q9H"KO"*V8'/HKp>7?Z@qN3T<,^^lF$

J1lPJj^;s#3NZ@qrZ@q9H"KIC9kKO"2 DN}!,"j^9#p>79F

`G DCM rHQ7F"U!$kKZ@qr(/9]<H7F+i"?<2CH!:79F`G DCM

rHQ7F *SIGNATUREVERIFICATION Z@q9H"KZ@qr$s]<HG-^9#^?O"x+

Z@qrHCF*V8'/HKp>7F$klg"Z@qNIC API rHQ9kWm0i`rn.9k

3HKhj"?<2CH!:79F`NZ@q9H"KZ@qrICG-^9#

v *SIGNATUREVERIFICATION Z@q9H"KO"*V8'/HKp>7?Z@qr/T7? CA Z@

qN3T<,^^lF$J1lPJj^;s#x+Z@qrHCF*V8'/HKp>7F$klg"

?<2CH!:79F`eNZ@q9H"KO",WJ CA Z@qN3T<,J1lPJj^;s#7

+7"m<+k'ZI (CA) ,/T7?Z@qrHCF*V8'/HKp>7F$klgO" DCM r

HCF?<2CH!:79F`eNZ@q9H"K"m<+k'ZI (CA) Z@qN3T<rIC9k

,W,"j^9#

m: ;-ejF#<eN}3+i"Z@qNIC API O'ZI (CA) Z@qr

*SIGNATUREVERIFICATION Z@q9H"K^~9k3HrvD7^;s# CA Z@qrZ@q

9H"KIC9kH"79F`O CA rZ@qNHi9FCI&=<9H+J7^9#=NkL"

79F`O CA ,/T7?Z@qr"Hi9FCI&=<9K3h7F$kbNH7F7$^9#

=lG"3N API rHQ7F" CA Z@qrZ@q9H"K^~9k?aN$s9H<kP}Wm

0i`rn.9k3HOG-^;s# CA Z@qrZ@q9H"KIC7"79F`K.j5lk

CA rDL+Dj0G)f9kh&K9kKO"G#8?kZ@q^M<8c<rHQ9k,W,"

j^9#=Nh&K9kH"I}T,o6H.jG-kbNH7FXj7J+C?=<9+i"79

F`,Z@qr$s]<H7F7^&D=-rI03H,G-^9#

m<+k'ZI (CA) ,/T9kZ@qrHQ7F*V8'/HKp>7F$klg"m<+k'

ZI (CA) [9H iSeries 5<P<eG DCM rHQ7F"m<+k'ZI (CA) Z@qN3T<

rU!$kK(/9]<H9k,W,"j^9#=Ne" iSeries 5<P<r!:9k?<2CHG

DCM rHQ7F"m<+k'ZI (CA) Z@qr *SIGNATUREVERIFICATION Z@q9H"K$

s]<HG-^9#/89kD=-N"k(i<rI0KO"Z@qNIC API rHCFp>!:

Z@qrIC9k0K"m<+k'ZI (CA) Z@qr3NZ@q9H"K$s]<H9k3H,

,WG9#=NkL"m<+k'ZI (CA) ,/T9kZ@qrHQ7F$klg" DCM rHQ

7F CA Z@qH!:Z@qN>}rZ@q9H"K$s]<H9kN,FWKJj^9#

@l+,3N API r5vDGHQ7F" *SIGNATUREVERIFICATION Z@q9H"K!:Z@q

rIC9k3HrI0KO"79F`G3N API NHQrHQTDK9k3HrM89k,W,"

j^9#3lO"79F`&5<S9&D<k (SST) rHQ7F;-ejF#<X"N79F`M

XNQ9NvDrr|9k 3HKhCFT(^9#

v p>r!:9k iSeries f<6<&WmU!$kKO"*AUDIT Cl"B,J1lPJj^;s#

*SIGNATUREVERIFICATION Z@q9H"rn.9k+"^?O=NQ9o<IrQ99k iSeries f

<6<&WmU!$kKO" *SECADM *hS *ALLOBJ Cl"B,,WG9#
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V5R1 J_" IBM O" IBM K3h9kbNH7F*Zl<F#s0&79F`Kx0K^<-s09k

}!d""BNJ$Q9,79F`&*V8'/HKC(il?lgK=lr!P9k}!H7F"

OS/400 i$;s9&Wm0i`H PTF Np>rT$^9#^?"S8M9&Q<HJ<d>NYs@<

b"X~9k"Wj1<7gsKp>9k3H,"j^9#=lG"+,O*V8'/HKp>7J$lg

Gb"p>U-*V8'/HNh}}!d"p>U-*V8'/H,k<As&79F`I}?9/K?(

kFAr}r7F*/,W,"j^9#

p>U-*V8'/HO"p\*K"PC/"CWHj+Pj<N?9/"CK79F`K*1k*V8'

/HN]I}!H|5}!KFA7^9#

p>U-*V8'/HKFA9k79F`MH3^sI

p>U-*V8'/HNI}KHQG-k (BT~Kp>U-*V8'/HKFAr?(k) 79F

`MH3^sIKD$Fb@7^9#

p>U-*V8'/HN]IH|5KX9kM8v`

p>U-*V8'/H,"79F`K*1k]I*hS|5?9/NBTKINh&KFA9k+r

b@7^9#

p>N0g-rN'9k3<I&A'C+<&3^sI

*V8'/Hp>r!:7F*V8'/HN0g-r=L9k3^sINHQKD$F\7/b@7

^9#

���	�����������	���������

p>U-*V8'/HrzL*KI}9kKO"79F`MH3^sI,INh&Kp>U-*V8'/H

KFA9k+r}r9k,W,"j^9#|5fN*V8'/Hp>N!: (QVFYOBJRST) 79F`M

O"CjN|53^sI,p>U-*V8'/HK?(kFAd"79F`,|5`nfKp>U-*V8

'/Hr7&}!rhj7^9# iSeries 79F`eGp>U-*V8'/Hrh}9k?aNlQN CL

3^sIO"j^;s#7+7"p>U-*V8'/HrI}9k (^?O*V8'/Hp>rD=K9k

<t=$*V8'/HrI}9k) &LN CL 3^sIO?/5s"j^9#>N3^sIO"*V8'

/H+ip>r|n7"=lKhCFp>,s!9k]nr5zK9k3HKhj"79F`eNp>U-

*V8'/HK-$FAr?(^9#

p>U-*V8'/HKFA9k79F`M

|5fN*V8'/Hp>N!: (QVFYOBJRST) 79F`MO" OS/400 79F`MN|5+F4j<

NasP<G"3^sI,79F`eNp>U-*V8'/HK?(kFArhj7^9#3N79F`M

O" iSeries JS2<?<+i`nG-kbNG"j"79F`,|5`nfKp>!:r7&}!r)f

7^9#3N79F`MGHQ9k_jO">N 2 DN79F`M_jHloKHQ9kH"79F`N

|5`nKFA7^9#3NMK*r9k_jKhCFO"*V8'/Hrp>uVKpE$F|59k3

H,D=KJC?jTD=KJC?j7^9# (?H(P"*V8'/HKp>,U+J$"*V8'/H

K5zJp>,U/"Hi9FCI&=<9Khkp>,U/"JINFA,"j^9#) 3N79F`M

rGU)kHK_j7F*/H"p>NJ$*V8'/HO|5G-^9,"p>N"k*V8'/HO"

=Np>,-zJbNG"klg@1|5D=KJj^9#79F`,*V8'/Hrp>Q_HjA9k

NO"=N*V8'/HNp>r79F`,5'7F$klg@1G9#79F`O"*V8'/HN=l

J0NV5'5lF$J$Wp>O5k7"=N*V8'/Hrp>,J$bNH1MK7$^9#

*V8'/Hp>Hp>!: 43
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QVFYOBJRST 79F`MGHQG-kMO"9YFNp>r5k9kbN+i"79F`,|59k9Y

FN*V8'/HK-zJp>r,WH9kbN^G"$/D+No`,"j^9#3N79F`MO"W

m0i` (*PGM)"3^sI (*CMD)"5<S9&Wm0i` (*SRVPGM)"SQL QC1<8

(*SQLPKG)"b8e<k (*MODULE) JI"|5fNBTD=*V8'/HKN_FA7^9#^?"

Java Wm0i`Nn. (CRTJVAPGM) 3^sI,n.9k" Java Wm0i`&*V8'/HrX"U1

?9Hj<`&U!$k (*STMF) *V8'/HKb,Q5l^9#]I (*SAV) U!$kd IFS U!$

kKO,Q5l^;s#

3N79F`Md>N79F`MNHQKD$F\7/Nj?$lgO" Information Center NX79F`

MU!$s@<Yr2H7F/@5$#

p>U-*V8'/HKFA9k CL 3^sI

p>U-*V8'/Hrh}7?j" iSeries 5<P<eNp>U-*V8'/HKFA7?j9k CL 3

^sIO"$/Db"j^9#5^6^J3^sIrHQ7F"*V8'/HNp>psr=(7?j"*

V8'/HNp>r!:7?j"p>!:K,WJ;-ejF#<&*V8'/Hr|57?jG-^9#

5iK"BT~K*V8'/H+iNp>r|n7"p>,s!9k;-ejF#<r5zKG-kl2N

3^sIb"j^9#

*V8'/HNp>psr=(9k3^sI

v *V8'/H-RN=( (DSPOBJD) 3^sI#

3N3^sIO"Xj5l?i$Vij<^?O9lCINi$Vij<&j9HfNi$Vij<

G"Xj5l?*V8'/HN>0H0-r=(7^9#3N3^sIrHCF"*V8'/H,p>

5lk+I&+rhj7"p>KX9kpsr=(G-^9#

v *V8'/H&js/N=( (DSPLNK) *hS*V8'/H&js/Nh} (WRKLNK) }gU!$

k&79F`&3^sI#

3liN3^sINIAi+rHQ9kH"}gU!$k&79F`N*V8'/HKX9kp>ps

r=(G-^9#

*V8'/Hp>r!:9k3^sI

v *V8'/H0g-N!: (CHKOBJITG) 3^sI#

3N3^sIrHQ9kH"79F`eN*V8'/HK0g-c?,"k+I&+r=LG-^9#

3N3^sIGO"&#k9,79F`eNU!$kJIN*V8'/HrKu7?lgK"&#k

9&A'C+<rHCF=lr=L9kNH[HsI18}!Gp>r!:G-^9#p>U-*V8

'/HHp>D=*V8'/HG3N3^sIrHQ9k?aN\YKD$FO"Xp>N0g-rN

'9k3<I&A'C+<&3^sIYr2H7F/@5$#

v =J*W7gsN!: (CHKPRDOPT) 3^sI#

3N3^sIO"57$=$H"=UH&'"=JNB]N=$Nc$rl]<H7^9#?H(P"

$s9H<kQ_N=J+i*V8'/H,o|5lkH"=N(i<rl]<H7^9# CHKSIG Q

ia<?<rHQ7F"3^sI,=JNp>djrh}7"l]<H9k}!rXjG-^9#p>

U-*V8'/HHp>D=*V8'/HG3N3^sIrHQ9k?aN\YKD$FO"Xp>N

0g-rN'9k3<I&A'C+<&3^sIYr2H7F/@5$#

v i$;s9&Wm0i`N]I (SAVLICPGM) 3^sI#

3N3^sIO"i$;s9&Wm0i`r=.9k*V8'/HN3T<r]I7^9#i$;s

9&Wm0i`O"i$;s9&Wm0i`N|5 (RSTLICPGM) 3^sIG|5G-kh&JA0G

]I5lF$^9# CHKSIG Qia<?<rHQ7F"3^sI,=JNp>djrh}7"l]<H
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9k}!rXjG-^9#p>U-*V8'/HHp>D=*V8'/HG3N3^sIrHQ9k?

aN\YKD$FO"Xp>N0g-rN'9k3<I&A'C+<&3^sIYr2H7F/@5

$#

v |5 (RST) 3^sI#

3N3^sIO"}gU!$k&79F` (IFS) GHQG-k 1 DJeN*V8'/HN3T<r|5

7^9#^?"79F`eNZ@q9H"H=NbFr|59k3HbG-^9#7+7"3N3^s

IrHCF" *SIGNATUREVERIFICATION Z@q9H"r|59k3HOG-^;s#|53^sI

,p>U-*V8'/HHp>D=*V8'/Hrh}9k}!O"|5fN*V8'/Hp>N!:

(QVFYOBJRST) 79F`MN_jKhCFhj5l^9#

v i$Vij<N|5 (RSTLIB) 3^sI#

3N3^sIO"i$Vij<N]I (SAVLIB) 3^sI,]I7?i$Vij<"^?Oi$Vij

<N0k<Wr|57^9# RSTLIB 3^sIO"i$Vij<-R"*V8'/H-R"*hSi$

Vij<fN*V8'/HNbFr^`i$Vij<4Nr|57^9#3N3^sI,p>U-*V

8'/HHp>D=*V8'/Hrh}9k}!O"|5fN*V8'/Hp>N!: (QVFYOBJRST)

79F`MN_jKhCFhj5l^9#

v i$;s9&Wm0i`N|5 (RSTLICPGM) 3^sI#

3N3^sIO"i|$s9H<kQ"^?O7jj<9&$s9H<kQNIAi+K"i$;s

9&Wm0i`rm<I^?O|57^9#3N3^sI,p>U-*V8'/HHp>D=*V8'

/Hrh}9k}!O"|5fN*V8'/Hp>N!: (QVFYOBJRST) 79F`MN_jKhCF

hj5l^9#

v *V8'/HN|5 (RSTOBJ) 3^sI#

3N3^sIO"1lN3^sIrHCFG#91CH"F<W"wX0\je<`"^?O]IU!

$kK]I5l?" 1 DJeN*V8'/Hr 1 DNi$Vij<G|57^9#3N3^sI,p

>U-*V8'/HHp>D=*V8'/Hrh}9k}!O"|5fN*V8'/Hp>N!:

(QVFYOBJRST) 79F`MN_jKhCFhj5l^9#

Z@q9H"r]I*hS|59k3^sI

v ]I (SAV) 3^sI#

3N3^sIO"Z@q9H"r^a"}gU!$k&79F`GHQG-k 1 DJeN*V8'/H

N3T<r|57^9#7+7"3N3^sIrHCF *SIGNATUREVERIFICATION Z@q9H"r

]I9k3HOG-^;s#

v ;-ejF#<&G<?N]I (SAVSECDTA) 3^sI#

3N3^sIrHQ9kH"79F`r)B5l?uVK7J/Fb"9YFN;-ejF#<psr

]IG-^9#^?"*SIGNATUREVERIFICATION Z@q9H"H=NfNZ@qr]IG-^9#3

N3^sIO">NZ@q9H"O]I7^;s#

v 79F`N]I (SAVSYS) 3^sI#

3N3^sIKhCF"i$;s9bt3<IH QSYS i$Vij<N3T<r" iSeries 5<P<N

$s9H<kH_9-N"kA0G]IG-^9#>Ni$Vij<+iN*V8'/HO]I7^;

s#5iK"SAVSECDTA *hS SAVCFG 3^sIGb]IG-k";-ejF#<*hS=.*V

8'/Hr]IG-^9#^?"*SIGNATUREVERIFICATION Z@q9H"H=NfNZ@qr]IG

-^9#

v |5 (RST) 3^sI#

3N3^sIKhj"79F`eNZ@q9H"H=NbFr|5G-^9#7+7"3N3^sIr

HCF" *SIGNATUREVERIFICATION Z@q9H"r|59k3HOG-^;s#

v f<6<&WmU!$kN|5 (RSTUSRPRF) 3^sI#

3N3^sIKhj"79F`N]I (SAVSYS) +;-ejF#<&G<?N]I (SAVSECDTA) 3
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^sIG]I7?f<6<&WmU!$kNp\t,"^?Of<6<&WmU!$kN;CHr|5

G-^9#3N3^sIrHQ9kH"*SIGNATUREVERIFICATION Z@q9H""*hS3NZ@q

9H"H>N9YFNZ@q9H"N#5l?Q9o<Ir|5G-^9# *DCM r SECDTA Qia

<?<NMK"*NONE r USRPRF Qia<?<NMH7FXj9k3HKhCF"f<6<&WmU

!$kpsr|5;:K" *SIGNATUREVERIFICATION Z@q9H"r|5G-^9#3N3^sI

rHQ7F"f<6<&WmU!$kps*hSZ@q9H"H=NQ9o<Ir|59kKO"

USRPRF Qia<?<K *ALL rXj7^9#

*V8'/H+ip>r|n9k3^sI

J<K(93^sIrp>U-*V8'/HKHQ9kH"*V8'/H+ip>r|n9k3HKJj^

9#p>r|n9kH"*V8'/HKFAr?("dj,/89k3H,"j^9#GcGb"*V8'

/HN=<9rHi9FCI&=<9H7F!:G-J/Jj"*V8'/HXNQ9r!P9kp>!:

bG-J/Jj^9#3liN3^sIO"n.7?p>U-*V8'/HGN_HQ9kY-G9 (IBM

^?OYs@<JIN>T+ih@7?p>U-*V8'/HGOHQ7J$)#3^sI,*V8'/H

Np>r|n7?TB,"klgO"*V8'/H-RN=( (DSPOBJD) 3^sIrHQ7F"p>,^

@"k+I&+rN'7",WJiFp>9k3H,G-^9#

m: ]I3^sI,*V8'/Hp>r|n7?+I&+r!:9kKO"]I5HO[Jki$Vij<

(?H(P QTEMP) K*V8'/Hr|59k,W,"j^9#=Ne"DSPOBJD 3^sIrHQ7

F"]IaG#"N*V8'/H,p>r:C?+I&+r=L7^9#

v Wm0i`NQ9 (CHGPGM) 3^sI#

3N3^sIO"F3sQ$k;:KWm0i`N0-rQ97^9#^?"Xj5lF$k0-,=

TN0-H18G"klgGb"3N3^sIrHQ9lPWm0i`NFn.r/)G-^9#

v 5<S9&Wm0i`NQ9 (CHGSRVPGM) 3^sI#

3N3^sIO"F3sQ$k;:K5<S9&Wm0i`N0-rQ97^9#^?"Xj5lF$

k0-,=TN0-H18G"klgGb"3N3^sIrHQ9lP5<S9&Wm0i`NFn.

r/)G-^9#

v ]IU!$kNCn (CLRSAVF) 3^sI#

3N3^sIO"]IU!$kNbFrCn7^9#]IU!$k+i9YFN{8l3<IrCn

7"U!$k,HQ9k9Hl<8NLro:7^9#

v ]I (SAV) 3^sI#

3N3^sIO"}gU!$k&79F`GHQG-k 1 DJeN*V8'/HN3T<r]I7^

9#] 3N3^sINHQ~"TGTRLS Qia<?<K V5R2M0 hj0NMrXj9kH"]IaG

#"eN3^sI (*CMD) *V8'/H+ip>,:olk3H,"j^9#p>N&nO" V5R2 h

j0Njj<9GO3^sI&*V8'/HKp>G-J$?aK/87^9#

v i$Vij<N]I (SAVLIB) 3^sI#

3N3^sIKhj"1 DJeNi$Vij<N3T<r]IG-^9#3N3^sINHQ~"

TGTRLS Qia<?<K V5R2M0 hj0NMrXj9kH"]IaG#"eN3^sI (*CMD) *V

8'/H+ip>,:olk3H,"j^9#p>N&nO" V5R2 hj0Njj<9GO3^sI&

*V8'/HKp>G-J$?aK/87^9#

v *V8'/HN]I (SAVOBJ) 3^sI#

3N3^sIO"1li$Vij<K"k*V8'/H^?O*V8'/HN0k<WN3T<r]I

7^9#3N3^sINHQ~"TGTRLS Qia<?<K V5R2M0 hj0NMrXj9kH"]Ia

G#"eN3^sI (*CMD) *V8'/H+ip>,:olk3H,"j^9#p>N&nO" V5R2

hj0Njj<9GO3^sI&*V8'/HKp>G-J$?aK/87^9#

46 iSeries: *V8'/Hp>Hp>!:
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iSeries 5<P<N|5`nKFAr?(kD=-N"k79F`M,$/D+"j^9#=liN79F

`MN&A"|5fN*V8'/Hp>N!: (QVFYOBJRST) 79F`MN_,"|5~K79F`,

p>U-*V8'/Hr7&}!rhj7^9#3N79F`MK*r9k_jKhj"|5`n~K"p

>J7*V8'/H"^?O5zJp>r}D*V8'/HN!:r7&}!rhjG-^9#

]I*hS|53^sIKhCFO"]I*hS|5`nfKp>U-*V8'/HKFA9kbNd"p

>U-*V8'/Hdp>J7*V8'/Hr7&}!rhj9kbN,"j^9#79F`rhjI$}

!GI}G-kh&K"^?/89kD=-N"kx_*Jdjrr1k?aK"p>U-*V8'/HK

P9k3liN3^sINFArh/}r7F*/3H,,WG9#

J<N3^sIO"]I*hS|5`nfK*V8'/HNp>r!:G-^9#

v i$;s9&Wm0i`N]I (SAVLICPGM) 3^sI#

v |5 (RST) 3^sI#

v i$Vij<N|5 (RSTLIB) 3^sI#

v i$;s9&Wm0i`N|5 (RSTLICPGM) 3^sI#

v *V8'/HN|5 (RSTOBJ) 3^sI#

J<N3^sIrHQ9kH"Z@q9H"r]I7"|59k3H,G-^9#Z@q9H"O"*V8

'/HKp>7"p>r!:9kNKHQ9kZ@qr^`";-ejF#<P~*V8'/HG9#

v ]I (SAV) 3^sI#

v ;-ejF#<&G<?N]I (SAVSECDTA) 3^sI#

v 79F`N]I (SAVSYS) 3^sI#

v |5 (RST) 3^sI#

v f<6<&WmU!$kN|5 (RSTUSRPRF) 3^sI#

HQ9kQia<?<MKhCFO"$/D+N]I3^sI,]IaG#"eN*V8'/H+ip>r

&n5;"=lKhCFp>,s!9k;-ejF#<,5zKJklg,"j^9#?H(P"V5R2M0

hj0N?<2CH&jj<9r}D3^sI (*CMD) *V8'/Hr2H9k9YFN ]I`nO"3

^sI,p>J7G]I5lk6xKJj^9#p>r|n9kH"*V8'/HKFAr?("dj,/

89k3H,"j^9#GcGb"*V8'/HN=<9rHi9FCI&=<9H7F!:G-J/J

j"*V8'/HXNQ9r!P9kp>!:bG-J/Jj^9#3liN3^sIO"n.7?p>U

-*V8'/HGN_HQ9kY-G9 (IBM ^?OYs@<JIN>T+ih@7?p>U-*V8'

/HGOHQ7J$)#

m: ]I3^sI,*V8'/Hp>r|n7?+I&+r!:9kKO"]I5HO[Jki$Vij<

(?H(P QTEMP) K*V8'/Hr|59k,W,"j^9#=Ne"DSPOBJD 3^sIrHQ7

F"]IaG#"N*V8'/H,p>r:C?+I&+r=L7^9#

3NdjKX7F"lLN]I3^sIKC("CK!N]I3^sIKmU7F/@5$#

v ]I (SAV) 3^sI#

v i$Vij<N]I (SAVLIB) 3^sI#

v *V8'/HN]I (SAVOBJ) 3^sI#

]I*hS|5`nfK"3liN3^sI,p>U-*V8'/HH*V8'/Hp>K?(kFAKD

$FO"Xp>U-*V8'/HKFA9k79F`MH3^sIYr2H7F/@5$#

*V8'/Hp>Hp>!: 47
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G#8?kZ@q^M<8c< (DCM) ^?O API rHQ7F"*V8'/HNp>r!:G-^9#^

?"$/D+N3^sIrHCFp>r!:9k3HbG-^9#3liN3^sIGO"&#k9,79

F`eNU!$kJIN*V8'/HrKu7?lgK"&#k9&A'C+<rHCF=lr=L9kN

H[HsI18}!Gp>r!:G-^9#[HsINp>O"?H(P RSTLIB 3^sIrHCF"*

V8'/H,79F`K|5^?O$s9H<k5lkNH1~K!:5l^9#

3 DN3^sIN&A 1 Dr*r7"9GK79F`eK"k*V8'/HNp>r!:G-^9#=N

fG"*V8'/H0g-N!: (CHKOBJITG) 3^sIO"CK*V8'/Hp>N!:QK_W5l

F$^9#3liNF3^sINp>!:O" CHKSIG Qia<?<KhCF)f5l^9#3NQia

<?<rHQ9kH"p>G-k9YFN*V8'/H&?$WGp>r!:7?j"9YFNp>r5k

7?j"p>U-*V8'/H@1r!:7?j9k3H,G-^9#GeN*W7gs,Qia<?<N

GU)kHMG9#

*V8'/H0g-N!: (CHKOBJITG) 3^sI

*V8'/H0g-N!: (CHKOBJITG) 3^sIrHQ9kH"79F`eN*V8'/HK0g-c

?,"k+I&+r=LG-^9#3N3^sIrHCF"CjNf<6<&WmU!$k,j-9k*V

8'/H"CjNQ9>HlW9k*V8'/H"^?O79F`eN9YFN*V8'/HN0g-c?

r!:G-^9#0g-c?m0&(sHj<O"J<N$:l+Nro,~?5lkH/87^9#

v 3^sI"Wm0i`"b8e<k&*V8'/H"^?Oi$Vij<N0-,Q95lF$kl

g#

v *V8'/HNG#8?kp>,5zG"kH=G5l?lg#p>HO"*V8'/HbNG<?N

tX*WsrEf=9k3HG9#7?,CF"!:fN*V8'/HNG<?,"p>~N*V8'

/HNG<?KlW9klg"=Np>OlW7"-zG"kH+J5l^9#5zJp>O"p>!

:fK*V8'/H,p>5l"tX*Ws,Ef=5l?lgKn.5lk"Ef=5l?tX*W

sNfSKpE$F=L5l^9#p>!:Wm;9O"2 DNWsMrfS7^9#M,18GJ$

lg"*V8'/HNbF,p>eKQ95l?H$&3HG"p>O5zH+J5l^9#

v *V8'/HNIa$s0-,"*V8'/H&?$WKgoJ$lg#

3^sI,*V8'/HN0g-c?r!P9klg"*V8'/H>"i$Vij<> (^?OQ9

>)"*V8'/H&?$W"c2N?$W,G<?Y<9&m0&U!$kKIC5l^9#^?"0g

-c?GOJ$1<9Gm0&(sHj<,n.5lk3Hb"j^9#?H(P"p>D=G"kNKG

#8?kp>,J$*V8'/H"!:G-J+C?*V8'/H"=TN79F`&$sWjasF<7

gsGHQ9k?a"Q9 (IMPI +i RISC XNQ9) ,,WH5lkA0N*V8'/HJIKD$

F"m0&(sHj<,n.5l^9#

CHKSIG Qia<?<MO"3^sI,*V8'/HNG#8?kp>r7&}!r)f7^9#3NQ

ia<?<KO"!N 3 DNMN&A 1 DrXjG-^9#

v *SIGNED - 3NMrXj9kH"3^sIOG#8?kp>r}D*V8'/Hr!:7^9#3N3

^sIO"5zJp>r}D*V8'/HKD$Fm0&(sHj<rn.7^9#3l,GU)kH

MG9#

v *ALL - 3NMrXj9kH"3^sIO9YFNp>D=*V8'/Hr!:7"p>,"k+I&+

r=L7^9#3N3^sIO"p>,J$p>D=*V8'/HH"5zJp>NU$?*V8'/

HKD$Fm0&(sHj<rn.7^9#

v *NONE - 3NMrXj9kH"3^sIO*V8'/HNG#8?kp>r!:7^;s#

48 iSeries: *V8'/Hp>Hp>!:
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=J*W7gsN!: (CHKPRDOPT) 3^sI

=J*W7gsN!: (CHKPRDOPT) 3^sIO"57$=$H"=UH&'"=JNB]N=$Nc$

rl]<H7^9#?H(P"$s9H<kQ_N=J+i*V8'/H,o|5lkH"=N(i<rl

]<H7^9#

CHKSIG Qia<?<MO"3^sI,*V8'/HNG#8?kp>r7&}!r)f7^9#3NQ

ia<?<KO"!N 3 DNMN&A 1 DrXjG-^9#

v *SIGNED - 3NMrXj9kH"3^sIOG#8?kp>r}D*V8'/Hr!:7^9#3N3

^sIO"p>U-*V8'/HNp>r!:7^9#3N3^sI,*V8'/HNp>,5zG"

kH=G7?lg"8gV&m0KaC;<8,w.5l"=JO(i<uVG"kH1L5l^9#

3l,GU)kHMG9#

v *ALL - 3NMrXj9kH"3^sIO9YFNp>D=*V8'/Hr!:7"p>,"k+I&+

r=L7"p>D=*V8'/HNp>r!:7^9#3N3^sIO"p>,J$p>D=*V8'

/HKD$F8gV&m0KaC;<8rw.7^9#7+7"=J,(i<uVG"kHO+J5l

^;s#3N3^sI,*V8'/HNp>,5zG"kH=G7?lg"8gV&m0KaC;<8

,w.5l"=JO(i<uVG"kH+J5l^9#

v *NONE - 3NMrXj9kH"3^sIO=J*V8'/HNG#8?kp>r!:7^;s#

i$;s9&Wm0i`N]I (SAVLICPGM) 3^sI

i$;s9&Wm0i`N]I (SAVLICPGM) 3^sIO"i$;s9&Wm0i`r=.9k*V8'

/HN3T<r]I7^9#i$;s9&Wm0i`O"i$;s9&Wm0i`N|5 (RSTLICPGM)

3^sIG|5G-kh&JA0G]I5lF$^9#

CHKSIG Qia<?<MO"3^sI,*V8'/HNG#8?kp>r7&}!r)f7^9#3NQ

ia<?<KO"!N 3 DNMN&A 1 DrXjG-^9#

v *SIGNED - 3NMrXj9kH"3^sIOG#8?kp>r}D*V8'/Hr!:7^9#3N3

^sIO"p>U-*V8'/HNp>r!:7^9,"p>J7*V8'/HO!:7^;s#3N

3^sI,*V8'/HNp>,5zG"kH=G7?lg"8gV&m0KaC;<8,w.5l

F"*V8'/H,5zH+J5l"]IO:T7^9#3l,GU)kHMG9#

v *ALL - 3NMrXj9kH"3^sIO9YFNp>D=*V8'/Hr!:7"p>,"k+I&+

r=L7"p>D=*V8'/HNp>r!:7^9#3N3^sIO"p>,J$p>D=*V8'

/HKD$F8gV&m0KaC;<8rw.7^9#7+7"]IWm;9O*;7^;s#3N3

^sI,*V8'/HNp>,5zG"kH=G7?lg"8gV&m0KaC;<8,w.5l"]

IO:T7^9#

v *NONE - 3NMrXj9kH"3^sIO=J*V8'/HNG#8?kp>r!:7^;s#
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J<N=O" iSeries N*V8'/Hp>Hp>!:N!=G/89kdjN&A"fS*lL*HWol

kdjNHiVk7e<F#s0Kr)Dpsr^Ha?bNG9#

*V8'/Hp>NlL*Jdj

*V8'/Hp>Hp>!: 49
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dj D=Jrh}!

*V8'/HNp> API rHQ7"?<2CH&j

j<9 V4R5 J0G*V8'/HKp>7h&H9k

H"p>Wm;9O:T7"*V8'/HOp>5l

^;s ((i<&aC;<8 CPFB721)#

iSeries O"V5R1 ^G*V8'/Hp>r5]<H7F$^

;sG7?#(i<&aC;<8 CPFB721 ra9*V8'

/HKp>9kKO"?<2CH&jj<9 V5R1 J_rH

Q7FWm0i`rFn.9k,W,"j^9#

p>!:NlL*Jdj

dj D=Jrh}!

p>NJ$*V8'/HNlgK|5Wm;9,:T

7^9#

p>,J$3H,X8J$lg" QVFYOBJRST 79F`M

, 5 K_j5lF$k+I&+r4YF/@5$#M 5

O"p>J7*V8'/Hr|57J$H$&_jG9#M

r 3 KQ97FFY|57F_F/@5$#

p>U-*V8'/HNlgK|5Wm;9,:T7

^9#

3lO"*SIGNATUREVERIFICATION Z@q9H",79

F`K>w5l"=NQ9o<IrQ99kNK DCM ,H

Q5lJ+C?lgK/89k3H,"j^9#3Nh&J

lg"9H"fK"kZ@qrHQ7F"|5Wm;9fK

*V8'/HNp>r!:9k3HOG-^;s# DCM r

HQ7FZ@q9H"NQ9o<IrQ97F/@5$#Q

9o<I,,+iJ$lgO"Z@q9H"ro|9k,W

,"j^9#Z@q9H"rFn.7F+i DCM rHCF

Q9o<IrQ97F/@5$#

=JN|5^?O$s9H<k~K"p>!:K:T

7??aK(i<ru1hj^9#

*V8'/Hp>N!:K:T7?lg"=Nc2O*V8

'/H,p>eKQ95lF$k3Hr(7F$klg,"

j^9#*V8'/H0g-,djG"klgO"

QVFYOBJRST 79F`MrQ97?j"djN"k*V8

'/Hr|59kD=-N"k>N"/7gsrBT7?j

9Y-GO"j^;s#=&9kH"p>!:Khk;-e

jF#<,!=7J/Jj"79F`eK-2J*V8'/

H,8_9k3HKJj^9#=liN"/7gsrBT9

kNGOJ/"*V8'/Hp>TH"mHhj",ZJ"

/7gsr=G7Fdjrrh7F/@5$#

������������������

*V8'/Hp>Hp>!:O"fS*77$;-ejF#<;QG9#3liN;QH=l>lN7/_

KX9k}rr<akNKr)D"=N>NHTC/N$/D+rJ<K-\7^9#

v VeriSign Help Desk Web 5$H
VeriSign Web 5$HO">N$s?<MCH&;-ejF#<djH1MK"*V8'/Hp>JIN

G#8?kZ@qNHTC/KX9k}-$i$Vij<rs!7F$^9#

v IBM eServer iSeries Wired Network Security: OS/400 V5R1 DCM and Cryptographic

Enhancements SG24-6168
3N IBM lCI&VC/O" V5R1 MCHo</&;-ejF#<NH%!=KG@rvFF$^

9# iSeries N*V8'/Hp>!="G#8?kZ@q^M<8c< (DCM) JIr^a"t?/NH

TC/rhje2F$^9#

50 iSeries: *V8'/Hp>Hp>!:
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