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MCHo</'Z5<S9KhCF" iSeries *hS iSeries Access for Windows JIN5^6^J

iSeries 5<S9O"f<6<N'ZQNf<6<>*hSQ9o<INeojK Kerberos A1CHrHQ

9k3H,G-^9# Massachusetts Institute of Technology ,+/7? Kerberos WmH3kO"Wjs7

Qk (f<6<^?O5<S9) ,]n5lF$J$MCHo</bNLN5<S9KP7F+,N ID r

Z@G-kh&K7^9#Wjs7QkN'ZO"0[[;s?< (KDC) HFPlkf{5<P<rL8

FBT5l^9# KDC O" Kerberos A1CHrHQ7Ff<6<r'Z7^9#3NA1CHO"Wj

s7QkN ID rMCHo</bN>N5<S9KP7FZ@7^9#Wjs7Qk,3NA1CHKh

CF'Z5l?i"?<2CH&5<S9HEf=5l?G<?rr9G-^9#MCHo</'Z5<S

9O"MCHo</bNf<6<^?O5<S9N ID r!Z7^9#"Wj1<7gsOf<6<rN

BK'Z7"MCHo</eN>N5<S9KP7F=Nf<6<N ID rNBKO7^9#^:f<6

<,79F`KHCF{NG"k+I&+r=L7"3$FLN!=rHCFMCHo</&j=<9KP

9kf<6<N"Br!:7^9# MCHo</'Z5<S9O"J<NEMr$sWjasH7F$^

9#

v Kerberos P<8gs 5 WmH3k Request for Comment (RFC) 1510

v H&GvBeN8`HJCF$kt?/N Kerberos WmH3k

v RFC 1509"1964"2743 KjA5l? Generic Security Service (GSS) API

iSeries GNMCHo</'Z5<S9O3liN RFC K`r9k'Z"Q$"G<?]nN5<S9K

P~9k3Hr\X7"?H(P Microsoft N Windows 2000 Security Service Provider Interface (SSPI)

API rH_~sG$^9#

5iK"MCHo</'Z5<S9O"(s?<Wi$:1L^CTs0 (EIM) GHQ7F"1l5$s

*sD-rD=K7^9#1l5$s*sO"f<6<"I}T"*hS"Wj1<7gs+/T,"pC

HJk;-ejF#<&]j7<rQ99k3HJ/"#tNWiCHU)<`VGhjJ1JQ9o<I

I}79F`rHQG-kh&K7^9#J<N`\K"MCHo</'Z5<S9*hS(s?<Wi$

:1L^CTs0 (EIM) rHQ7?1l5$s*sNHQD=-KX9k\Yr(7^9#

1l5$s*sNHQD=-

3N`\O"1l5$s*sNx@KX9k50"*hSMCHo</'Z5<S9H(s?<Wi

$:1L^CTs0 (EIM) ,j_KnQ7F1l5$s*sD-rA.9k}!N5Wr(7^9#

7Jj*: 1l5$s*sNHQD=-

3N`\O"+RNumtgNI}T,1l5$s*sD-rHQD=K9k}!Ncr(7^9#

I}TO"Windows (R) Ia$s ID *hSQ9o<IrHQ7F"f<6<r iSeries "Wj1<

7gsKP7F'Z5;?$H7^9#^?"+RNI}T,1l5$s*srHQD=K9kh&

KMCHo</'Z5<S9H EIM r=.9k}!r(9J,*Jb@b-7^9#

33GOMCHo</'Z5<S9KX7FJ<NHTC/rb@7^9#

V5R2 N7!=

3NHTC/O"#sNjj<9GNMCHo</'Z5<S9N7!=KX9k\YpsKD$F

b@7"FpsXjs/7^9#
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HTC/Nu~

3NHTC/O"3NpsN PDF P<8gsr@&sm<I7Fu~9kjgr-\7^9#

MCHo</'Z5<S9Nh}}!

3NHTC/O"MCHo</'Z5<S9,"Kerberos WmH3krHQ7Ff<6<r'Z9k

MCHo</bGNh}}!KX9k5Wr-\7^9#

MCHo</'Z5<S9NQl

3NHTC/O"MCHo</'Z5<S9KX"9kQlrjA7^9#

MCHo</'Z5<S9NWmH3k

3NHTC/O"Kerberos WmH3k*hS Generic Security Services (GSS) API Np\*Jb@r

-\7^9# RFC *hS=N>NX"psXNjs/r(7^9#

MCHo</'Z5<S9N7Jj*

3NHTC/O"MCHo</'Z5<S9r$sWjasH7?H3N7Jj*r$/D+-\7

^9#

MCHo</'Z5<S9rWh9k

3NHTC/O"MCHo</'Z5<S9GnH9k0KT&,W,"k3HKD$F-\7^

9#

MCHo</'Z5<S9r=.9k

3NHTC/O"iSeries JS2<?<GMCHo</'Z5<S9r=.9k}!r-\7^9#

MCHo</'Z5<S9rI}9k

3NHTC/O"I}T*hSf<6<,MCHo</'Z5<S9NI}KHQG-k?9/r-

\7^9#

MCHo</'Z5<S9NHiVk7e<F#s0

3NHTC/O"MCHo</'Z5<S9*hSX""Wj1<7gsNaC;<8*hSdjr

hr-\7^9#

X"ps

3NHTC/O"Kerberos WmH3k*hS Generic Security Services (GSS) API KX9k=N>N

HTC/KD$Fb@7"=NHTC/XNjs/r(7^9#

j<,kps

3NHTC/O"Kerberos WmH3k*hS=lKX"9k API rHQ9k]NEWJj<,kp

sr-\7^9#
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MCHo</'Z5<S9O" iSeries ,"Kerberos WmH3krHQ9kMCHo</K2C7F"

MCHo</eNf<6<r'ZG-kh&K7^9#

iSeries JS2<?<GNMCHo</'Z5<S9

MCHo</'Z5<S9&&#6<IGO" Kerberos MCHo</K2C9kh&K iSeries rJ

1K=.G-^9#3N&#6<IKhj"Kerberos lk`K2C9kh&K iSeries r=.G-^

9# Kerberos WmH3krHQ9k3HG"f<6<N?aKA1CH,5<S9KO5lF"M

CHo</eNj=<9KP7Ff<6<r'ZG-kh&K7^9#J<NHTC/r2H7F"

=.r0.5;F/@5$#

v MCHo</'Z5<S9N7Jj*

MCHo</'Z5<S9rHQ9k 2 MN\RNlgN5WKD$Fb@7^9#

v
v MCHo</'Z5<S9r=.9k

MCHo</'Z5<S9r=.9kNK,WJ9YFN9FCWN5WKD$Fb@7^9#

v
v MCHo</'Z5<S9rI}9k

iSeries JS2<?<rHQ7F0.5;ilk9YFN?9/N5WKD$Fb@7^9#

7, Qshell 3^sIr5]<H9k

f<6<O"Qshell 3^sIKhCFA1CHrWa7Fh}G-^9##sNjj<9GO"

kpasswd 3^sI,IC5l"f<6<,0[[;s?<eNQ9o<IrQ9G-kh&KJj

^7?#

v Kerberos Q9o<IrQ99k

kpasswd Qshell 3^sIrHQ9k}!KD$Fb@7^9#

(s?<Wi$:1L^CTs0 (EIM)
(s?<Wi$:1L^CTs0 (EIM) O"M^?O(sF#F#< (5<S9JI) r(s?<W

i$:4NN5^6^Jf<6<&l89Hj<bN,ZJf<6< ID K^CTs09ka+K:

`G9#MCHo</'Z5<S9GHQ9kH-K"EIM GO1l5$s*sD-,HQD=G

9# iSeries O"EIM rHQ7F iSeries $s?<U'<9rHQD=K7"MCHo</'Z5<

S9rL8Ff<6<r'Z7^9# iSeries *hS"Wj1<7gsO" Kerberos A1CHru1

~lF EIM rHQ7""k79F`eNf<6< ID rX"9k Kerberos Wjs7QkK^CTs

0G-^9#

v 1l5$s*sNHQD=-

1l5$s*sNx@KX9k50"*hSMCHo</'Z5<S9H(s?<Wi$:1L^

CTs0 (EIM) ,j_KnQ7F1l5$s*sD-rA.9k}!N5Wr(7^9#

v 7Jj*: 1l5$s*srHQD=K9k

MCHo</'Z5<S9H EIM rloKHQ7F1l5$s*sD-rD=K9klgN\Y

Jcr-\7^9#

toN iSeries "Wj1<7gsXN'Z5]<H

v =$=Hq@l (SQL)/ ,6jl<7gJk&G<?Y<9&"<-F/Ac< (DRDA)
SQL/DRDA O"G<?Y<9!=K"/;99kf<6<r'Z9k Kerberos A1CHNHQr
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5]<H9kh&KJj^7?#DRDA O"CjNf<6<NA1CH'DA1CH,"k+I&

+r!:7^9#A1CH,8_9klgKO"=NA1CHOf<6<N5<S9&A1CHN

h@KHQ5l^9#

v
v ,6G<?I} (DDM)

DDM O"jb<H&U!$kK"/;99kf<6<r'Z9k Kerberos A1CHNHQr5]

<H9kh&KJj^7?# DDM O"CjNf<6<NA1CH'DA1CH,"k+I&+r

!:7^9#A1CH,8_9klgKO"=NA1CHOf<6<N5<S9&A1CHNh@

KHQ5l^9#m: Kerberos =.U!$kKGU)kHNlk`,Xj5lF$k,"'Z}0

H7F Kerberos rHQ7F$J$lgKO" DDM K'Zr;CH"CW9k0KGU)kHN

lk`r|n9k,W,"j^9#3NdjNs|KD$FO""Wj1<7gs\3Ndj*h

Ss|r2H7F/@5$#

v
v iSeries Access for Windows *hS iSeries [9H&5<P<

iSeries Access for Windows *hS iSeries [9H&5<P<O" Kerberos A1CHrHQ7?'

Zr5]<H7^9#/i$"sH+i"f<6<O"iSeries Access [9H&5<P<K"/;

99k]K Kerberos A1CHrHQ9kh&KXjG-^9#

v
v iSeries NetServer

iSeries NetServer /i$"sHO"MCHo</bG Kerberos r=.7F"klgK" Kerberos

A1CHrHQ7F5<P<Khk'ZrD=K7^9# Kerberos v5 r5]<H9k/i$"s

HN_,"3N5]<HrHQD=K7?H-K iSeries NetServer X\3G-^9# Kerberos N

iSeries NetServer 5]<HNWoKD$F\7/O" Kerberos v5 'ZN iSeries NetServer 5]<

Hr2H7F/@5$#

v
v QFileSvr.400

QFileSvr.400 O"=Tf<6<KA1CH'DA1CH,"k+I&+r=L7^9#A1CH'

DA1CH,"klgKO"?<2CH&79F`eNf<6<r'Z9k?aN5<P<&A1

CH,n.5l^9#A1CH,J$lg"=TNQ9o<IV9}0,HQ5l^9#m:
Kerberos =.U!$kKGU)kHNlk`,Xj5lF$k,"'Z}0H7F Kerberos rH

Q7F$J$lgKO" QFileSvr.400 K'Zr;CH"CW9k0KGU)kHNlk`r|n9

k,W,"j^9#3NdjNs|KD$FO""Wj1<7gs\3Ndj*hSs|r2H7

F/@5$#

77$psHQ95l?psN=(}!

;Q*JQ9@r+d9/9k?aK"J<NpsrHQ7^9#

v 77$psdQ95l?psN+Or(9A

v 77$psdQ95l?psN*;r(9A

#sNjj<9N77$psHQ95l?psKX9k=N>Npsr!w9kKO" f<6<XNab

r2H7F/@5$#
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iSeries 79F`,u1~lkh&KG-^9# iSeries *hS$/D+N iSeries G-N"Wj1<7gs

O" Kerberos MCHo</bGf<6<*hS5<S9~1NA1CHrWa9k/i$"sH / 5<P

<H7F0n7^9#f<6<, KDC +iA1CHrWa9kH"f<6<KOA1CH'DA1CH

(TGT) HFPlki|A1CH,/T5l^9#=3G"f<6<O"TGT rHQ7F5<S9&A1C

HrWa9k3HG"MCHo</eN>N5<S9*hS"Wj1<7gsK"/;9G-^9#'Z,

5oK!=G-kh&K"I}TOf<6<"iSeries 5<S9&Wjs7Qk"*hS KDC G Kerberos

WmH3krHQ9k"Wj1<7gsrP?9k,W,"j^9# iSeries O"Wjs7Qk,5<S9

XN'ZrWa9k5<P<H7F0n9k+"MCHo</eN"Wj1<7gs*hS5<S9XNA
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3Nb@GO"MCHo</bGN'Zh}}!N5Wr-\7^9#

1. f<6< Jsmith O"Kerberos MCHo</K5$s$s9kH-K KDC +iA1CHrWa7

^9#3lO"KDC XA1CH'DA1CHNWarw.7^9#

2. KDC O"f<6<NWjs7Qk>*hSQ9o<INEv-!:rT$"A1CH'DA1C

Hr Jsmith Xw.7^9#

3. Jsmith O"iSeries 5<P<eN"Wj1<7gsK"/;99k,W,"j^9#MCHo</

'Z5<S9 API rFSP9H""Wj1<7gsO Jsmith N TGT r KDC Xw.7F"C

jN"Wj1<7gs^?O5<S9XN5<S9&A1CHrWa7^9#Wjs7QkNm<

+k&^7sO"f<6<NA1CH*hS>N1Lpsr]}9k.$u-cC7erI}7^

9#3N.$uO",WK~8F-cC7e+iI_hil"77$.$u,h@5lkH-cC

7eKJ<5l^9#3N?a""Wj1<7gsO+,G.$urI}7J/F9_^9#

4. KDC O5<S9&A1CHrU1F~z7^9#

5. "Wj1<7gsO"5<P<NA1CHr iSeries 5<S9Kw.7Ff<6<r'Z7^9#

6. 5<P<&"Wj1<7gsO"MCHo</'Z5<S9 API rFSP7FA1CHrEv-

!:7"*W7gsH7Fj_'ZN?aK/i$"sHK~zrV93H,G-^9#

/i$"sHH7FN iSeries

3N^O"iSeries , Kerberos MCHo</bG/i$"sHH7F0n9kH-N'Z}!r(7F$^

9#3N^GO"Windows (R) 2000 KDC O iSeries-A Wjs7QkKA1CHr/T7^9# iSeries-A

6 iSeries: MCHo</'Z5<S9



O>N5<S9KP7F'ZG-^9#3NcGO"EIM r iSeries B eGHQ7F" Kerberos Wjs7

Qkr iSeries f<6<&WmU!$kX^CTs07^9#3lO"QFileSvr.400 Nh&J Kerberos ,

HQD=J iSeries 5<P<!=GTol^9#

3Nb@GO"MCHo</bGN'Zh}}!N5Wr-\7^9#

1. Wjs7Qk Jsmith O iSeries-A K5$s$s7F+i" Qshell $s?<Wj?<G kinit 3^

sIrBT9k3HKhCFA1CH'DA1CHrWa7^9# iSeries O"KDC X3NWa

rw.7^9#

2. KDC O"f<6<NWjs7Qk>*hSQ9o<INEv-!:rT$"A1CH'DA1C

Hr Jsmith Xw.7^9#

3. Jsmith O"iSeries 5<P<eN"Wj1<7gsK"/;99k,W,"j^9#MCHo</

'Z5<S9 API rFSP9H""Wj1<7gsO Jsmith N TGT r KDC Xw.7F"C

jN"Wj1<7gs^?O5<S9XN5<S9&A1CHrWa7^9#Wjs7QkNm<

+k&^7sO"f<6<NA1CH";C7gs0"*hS>N1Lpsr]}9k.$u-c

C7erI}7^9#3N.$uO",WK~8F-cC7e+iI_hil"77$.$u,h

@5lkH-cC7eKJ<5l^9#3N?a""Wj1<7gsO+,G.$urI}7J/

F9_^9#

4. KDC O5<S9&A1CHrU1F~z7^9#m: iSeries-B N5<S9&Wjs7Qkr

KDC KIC7F"MCHo</'Z5<S9b iSeries-B K=.9k,W,"j^9#

5. "Wj1<7gsO"5<P<NA1CHr iSeries 5<S9Kw.7Ff<6<r'Z7^9#

MCHo</'Z5<S9 7



6. 5<P<&"Wj1<7gsO"MCHo</'Z5<S9 API rFSP7FA1CHrEv-

!:7"*W7gsH7Fj_'ZN?aK/i$"sHK~zrV93H,G-^9#

���������������

MCHo</'Z5<S9O"J<N Kerberos WmH3kNQlrHQ7^9#

>wD=A1CH

>wD=A1CHO"5<P<,Wa5N.$urLN5<S9XO93H,G-kh&K7^9#

3lrT&?aK"i| TGT K>wD=*W7gsrU1FWa7"5<P<,.$urQ$G-

kh&K9k,W,"j^9#

0[[;s?< (KDC)
A1CHHl~*J;C7gs&-<rs!9kMCHo</&5<S9# KDC OWjs7Qk

Jf<6<H5<S9KNG<?Y<9HWjs7QkKX"U1il?!)0r]}I}7^9#

KDC O'Z5<P<HA1CH'DA1CH&5<P<+i=.5l^9# KDC H7F0n9k

KO"]n^7srHQ9k3H,EWKJj^9#@l+, KDC XN"/;9rh@9kH"l

k`4NNEf,3($9kD=-,"j^9#m: KDC O"iSeries 79F`eGO5]<H5l

^;s#

-<&F<Vk

5<S9N[9H&79F`eK"kU!$k#U!$kNF(sHj<KO"5<S9NWjs7

QkN>0H!)0,^^lF$^9# iSeries GO"-<&F<Vk&U!$kO"MCHo</

'Z5<S9N=.~Kn.5l^9#5<S9,MCHo</'Z5<S9r=.7F iSeries X

N'ZrWa9kH"=N iSeries O=N5<S9N.$ur-<&F<Vk&U!$kG4Y^

9#f<6<*hS5<S9r,ZK'Z5;kKO"f<6<*hS5<S9r KDC *hS

iSeries KP?9k,W,"j^9#

Q9o<I&5<P<

/i$"sH,Q9o<Ir KDC Njb<H&GQ9G-kh&K7^9#Q9o<I&5<P<

O"lL*K KDC H18^7sGT/7^9#

Wjs7Qk

Kerberos MCHo</bNf<6<^?O5<S9N>0#f<6<HO"5<S9rHQ7FCj

N"Wj1<7gs^?O*Zl<F#s0&79F`N5<S9&;CHr1L9kMrX7^

9# iSeries GO"iSeries KP7F/i$"sH+i'Z9kH-K" krbsvr400 5<S9NWj

s7QkrHQ7F iSeries Access for Windows"QFileSrv.400"*hS Telnet 5<P<,HQ9k5

<S9r1L7^9#

Wm-7<D=A1CH

Wm-7<D=A1CHO"A1CH'DA1CH (TGT) K"kbNJ0N IP "Il9U-G5<

S9NA1CHrh@G-kh&K9k TGT G9#>wD=A1CHH[Jj"77$ TGT O=

TN TGT +iWm-7<G-^;s#Wm-7<G-kNO5<S9&A1CHN_G9#>wD

8 iSeries: MCHo</'Z5<S9



=A1CHGO"04J1L (TGT) rLN^7sK>wG-^9#Wm-7<D=A1CHO"C

jNA1CHN_r>wG-^9#Wm-7<D=A1CHGO"Wjs7QkKeoCF5<S9

,?9/rBTG-^9#3N5<S9O"CjN\*N?aNWjs7QkN1L,D=GJ1l

PJj^;s#Wm-7<D=A1CHO"5NA1CH'DA1CHrpK7?77$A1CHr

LNMCHo</&"Il9K/TG-k3Hr KDC KLN7^9#Wm-7<D=A1CHrH

Q9kH-KO"Q9o<IO,W"j^;s#

lk`

jjN0[[;s?< (KDC) N'Z"BNP]HJkf<6<H5<P<N8g#

lk`5'

Kerberos WmH3kO"=.U!$kr!w7Flk`5'r=L9k+"GU)kHKhjlk`

,XbN5'X8r!w7^9#MCHo</'Z5<S9bG5'lk`rHQ9lP"3Nh}

r&s7F'ZXN7g<H+CHrn.G-kh&KJj^9#lk`5'O"lk`,[JkI

a$sK"kMCHo</bGHQG-^9#?H(P""kkHG 1 DNlk`, NY.myco.com

K"j"LNlk`, LA.myco.com K"klgK"3N 2 lk`NVK5'r_jG-^9#2 D

Nlk`,*_$r5'9kH"=liKX"U1il? KDC O-<r&Q9k,W,"j^9#

7g<H+CHrn.9k0K"*_$r5'9kh&K KDC r;CH"CW7J1lPJj^;

s#

97D=A1CH

lgKhCFO""Wj1<7gs^?O5<S9GA1CHN-z|Vrd97?$3H,"j^

9#7+7"|Vrd99kH"A1CHN|BbO-zG"k.$u,p^lkD=-,"j^

9#r.D=A1CHKhCF""Wj1<7gsO"p^lk!qr/J/7J,id9|V-z

JA1CHrh@G-^9#97D=A1CHKO"2 DN-z|B,"j^9#GiN-z|BO

A1CHN=T$s9?s9K,Q5l" 2 V\N-z|BOA1CHNG7NvD|BK,Q5l

^9#

5<S9&A1CH

5<S9KP7FWjs7Qkr'Z9kA1CH#

A1CH'D5<S9 (TGS)
5<S9&A1CHr/T9k"KDC ,s!9k5<S9#

A1CH'DA1CH (TGT)
KDC eNA1CH'D5<S9XN"/;9rD=K9kA1CH#A1CH'DA1CHO"W

js7Qk,5oKWar0;7?eG"KDC KhCFWjs7QkKO5l^9# Windows (R)

2000 D-GO"f<6<OMCHo</Km0*s7" KDC OWjs7QkN>0*hSEf=

5l?Q9o<Ir!:7F+i"A1CH'DA1CHrf<6<Kw.7^9#iSeries 5<P<

+i"f<6<O"8zY<9&$s?<U'<9N Qshell $s?<Wj?<bG kinit 3^sIr

HQ7FA1CHrWaG-^9#

MCHo</'Z5<S9 9



�������������
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MCHo</'Z5<S9O"'ZK Kerberos WmH3kH Generic Security Services (GSS) API r

HQ7F"'Z*hS;-ejF#<&5<S9rs!7^9#J<N;/7gsGO"3liNWmH3

kN5W*hS iSeries GNHQ}!KD$Fb@7^9#3liN,JKX9k04Jb@KD$FO"

X"9k Request for Comment *hS>N0tps;XNjs/rs!7F$^9#

Kerberos WmH3k

Kerberos WmH3kGO"5<I&Q<F#<'Zrs!7F"f<6<KA1CHr/T9k0[[;

s?< (KDC) HFPlkf{N5<P<KP7Ff<6<,+HN ID rZ@7^9#=3G"f<6<

O"3NA1CHrHQ7F+HN ID rMCHo</eGZ@G-^9#3NA1CHKhCF"[J

k79F`K#ts5$s*s7J/FQ_^9# iSeries ,5]<H9k Kerberos API O"^5Ae<

;CD)JgX (MIT) ,MF7"Kerberos WmH3krHQ9k?aNGU!/H&9?s@<IKJC

F$^9#

;-ejF#<D-N0sv`

Kerberos WmH3kO"ING<?r9bQ1CHr+3K^~"Q9"$s?<;WHG-kD-

GTolF$kH$&0sKpE$F$^9# Kerberos O4N*J;-ejF#<WhN 1 DNX

H7FHQ7F/@5$# Kerberos WmH3kOMCHo</eNf<6<H"Wj1<7gsN

'ZrD=K7^9,"MCHo</&;-ejF#<N\8rjA9k]KO?/N)Bv`,"

k3HKmU9k,W,"j^9#

v Kerberos WmH3kO"5<S982 (DOS) "?C/KP7FO]n7^;s#/~TO

Kerberos WmH3kNljNljrxQ7F""Wj1<7gs,,ZJ'Z9FCWKBTG-

J$h&K9k3H,G-^9#3&7?"?C/r!P7FIf9knHO"I}THf<6<

K$;il^9#

v -<N&-dpQrL8F"6>NHQN"?C/,TolkD=-,"j^9#/~T,?i+

N}!GWjs7QkN-<rp_":vNf<6<^?O5<S9KJj9^9D=-,"j^

9#3&7?D=-r/J/9k?aK"f<6<,-<r&-9k3HrX_7";-ejF#

<N,'K3N}Kr@-7F/@5$#

v Kerberos WmH3kOQ9o<INd,JINlL*JQ9o<IrIrIfG-^;s#+Ki

ld9$Q9o<Irf<6<,*sG$klg""?C+<Of<6<NQ9o<I+iz-P

7?-<KhCFEf=7F"kaC;<8r+jV7Ef=r|rn_k3HKhCF"*Ui

$sN-q"?C/rT$.y9kD=-,"j^9#

Kerberos WmH3kN\YKD$FO"J<Nps;r2H7F/@5$#

Kerberos MCHo</'Z5<S9 (V5) #

Internet Engineering Task Force (IETF) O"Kerberos WmH3kr Request for Comment 1510

G50KjA7F$^9#

Kerberos: MCHo</'ZWmH3k (V5) #

Kerberos WmH3kN^5Ae<;CD)JgXNx08qO"Wm0i_s0psr-\7F

*j"WmH3kN!=KD$Fb@7F$^9#

10 iSeries: MCHo</'Z5<S9
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MCHo</'Z5<S9"Wj1<7gs&Wm0i^Vk&$s?<U'<9 (API)

3N Information Center NHTC/O"MCHo</'Z5<S9 API Nj9HH"=N!=

N5br-\7^9#

Generic Security Service (GSS) API

GSS API O"lL*J;-ejF#<&5<S9rs!7" Kerberos WmH3kNh&J;-ejF#

<&F/Nm8<,nG5]<H5l^9#3lKhj" GSS "Wj1<7gsr[JkD-K\"G-

^9#3N?a"Kerberos API NeojK3N API rHQ9k3Hr*+a7^9# GSS API rHC

F"1lMCHo</bN>N"Wj1<7gsd/i$"sHHL.9k"Wj1<7gsrn.G-^

9#3Nr.GO"L.rT&"Wj1<7gs,=l>lNrdrL?7^9#"Wj1<7gsO

GSS API rHCFJ<N3HrBTG-^9#

v LN"Wj1<7gsNf<6< ID rN'7^9#

v LN"Wj1<7gsK"/;9"BrQ$7^9#

v !)]}d]4-JIN;-ejF#<&5<S9raC;<84HKBT7^9#

GSS API N\YKD$FO"J<Nps;r2H7F/@5$#

Generic Security Service Application Program Interface Version 2, Update 1 #

Internet Engineering Task Force (IETF) O"GSS API r RFC 2743 G50KjA7F$^9#

Generic Security Service API : C-bindings #

Internet Engineering Task Force (IETF) O"GSS API C-bindings r RFC 1509 GXj7F$^9#

Kerberos P<8gs 5 GSS-API a+K:` #

Internet Engineering Task Force (IETF) O"Kerberos P<8gs 5 *hS GSS API NEMr3N

RFC 1964 GjA7F$^9#

Generic Security Service Application Programmable Interfaces (GSS API)
3N Information Center NHTC/O"GSS API Nj9HH"=N!=N5br-\7^9#

�����������������

J<N7Jj*O"MCHo</'Z5<S9rHQ7F iSeries , Kerberos MCHo</K2CG

-klL*JD-KD$Fb@7^9#J<N7Jj*r2H7F"MCHo</'Z5<S9N=.KX

9k;Q*J\Y*hS=.N\YrN'7F*$F/@5$#

7Jj* : {8N KDC KhjMCHo</'Z5<S9r=.9k

3NHTC/O"I}T,"0[[;s?<,$s9H<k*hS=.5lF$k Windows (R) 2000

D-KMCHo</'Zr=.9k*RMNlgKD$Fb@7^9#

MCHo</'Z5<S9 11

ftp://ftp.isi.edu/in-notes/rfc2743.txt
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7Jj* : 1l5$s*srHQD=K9k

3N7Jj*O"(s?<Wi$:1L^CTs0 (EIM) GMCHo</'Z5<S9rHQ7F"

1l5$s*srHQD=K9k}!r(7^9#I}TO"f<6<, Windows (R) 2000 5$s

*srHQ7F" iSeries 79F`*hS iSeries Access for Windows "Wj1<7gsKP7F'

ZG-kh&K7^9#

���� : ��� KDC ��������������������

uV

.}O"+RNumtgNMCHo</rI}9kMCHo</I}TG9#Ga"MCHo</K

iSeries r3~7F"$/D+N,\"Wj1<7gsr+,NtgK[V7^7?#=_"lk`N0[

[;s?< (KDC) H7F0n9k Windows (R) 2000 5<P<,"j^9#3NMCHo</bN9YF

Nf<6<NWjs7Qk>*hSQ9o<I, KDC KJ<5lF$^9# iSeries r KDC KIC7?

$H7^9#iSeries r3Nlk`KIC7F"z-3- Windows (R) 2000 5<P<r'Z5<P<H7

FHQ7h&HWh7F$^9# GSS API rHQ9kH+N Kerberos HQD="Wj1<7gs,"j

^9#

3N7Jj*KO"J<Nx@,"j^9#

v f<6<N'ZWm;9r1c=7^9#

v MCHo</bN5<P<XN"/;9I}N*<P<XCIr:i7^9#

v Q9o<I,p^lkm1-rG.K^(^9#

\*

3N7Jj*GO"MyCo, Inc. O" Windows (R) 2000 5<P<,0[[;s?<H7F0n9k{8N

lk`K iSeries 79F`rIC7^9# iSeries KO",ZJf<6<KhCF"/;95lkY-S8

M9Kg/3HNG-J$"Wj1<7gs,$/D+^^l^9# KDC KhCF'Z5lkY-f<

6<O"3liN"Wj1<7gsXN"/;9"rh@9k,W,"j^9# iSeries O"Windows (R)

2000 5<P<N KDC KIC9k,W,"j^9#

3N7Jj*N\*O"!Nh&KJj^9#

v iSeries ,{8N0[[;s?<KhCF2CG-kh&K7^9#

v MCHo</bGWjs7Qk>*hSf<6<>N>}rvD7^9#

v Kerberos f<6<, KDC eN+,NQ9o<IrQ9G-kh&K7^9#

7Jj*N\Y

!N^O"MyCo MCHo</NC-r(7^9#

12 iSeries: MCHo</'Z5<S9
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umtg

v iSeries-A O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7"$/D+NS8M9&"Wj1<7

gs,~CF$^9#

v KDC N DNS >O kdc1.ordept.myco.com G9#

v iSeries-A NWjs7Qk>O krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM G9#

v KDC NGU)kH&lk`O ORDEPT.MYCO.COM G9#

v /i$"sH PC O Windows (R) 2000 rT/7^9#

3N7Jj*N=.9FCW

1. MCHo</'Z5<S9NWho</7<H*hSA'C/j9Hr0. (14 Z<8r2H)5;^

9#

2. iSeries-A GMCHo</'Z5<S9r=. (15 Z<8r2H)7^9#

3. iSeries-A r KDC KIC (16 Z<8r2H)7^9#

MCHo</'Z5<S9 13



4. iSeries-A eKFf<6<N[<`&G#l/Hj<rn. (16 Z<8r2H)7^9#

5. !: (17 Z<8r2H) iSeries-A N TCP/IP Ia$sps

6. iSeries-A GMCHo</'Z5<S9N=.rF9H (17 Z<8r2H)7^9#

�����

9FCW 1: Who</7<HN0.

J<NWhA'C/j9HO"MCHo</'Z5<S9N=.r+O9k0K,WJo`Npsr(7F

$^9#MCHo</'Z5<S9N;CH"CWrJak0K"0sroA'C/j9HN9YFKVO

$WHsz9k,W,"j^9#

0sroA'C/j9H sz

OS/400 V5R2 (5722-SS1) J_+ ? O$

Cryptographic Access Provider (5722-AC3) , iSeries 79F`K$s9H<k5lF$

k+ ?

O$

iSeries Access for Windows (5722-XE1) ,MCHo</bN9YFN PC *hS

iSeries 79F`K$s9H<k5lF$k+ ?

O$

iSeries JS2<?<N;-ejF#<&5V3s]<MsH,MCHo</bN9Y

FN PC *hS iSeries 79F`K$s9H<k5lF$k+ ?

O$

iSeries JS2<?<NMCHo</&5V3s]<MsH,MCHo</bN9YF

N PC *hS iSeries 79F`K$s9H<k5lF$k+ ?

O$

*SECADM"*ALLOBJ"*hS *IOSYSCFG NCl"Br}CF$k+ ? O$

J<N$:l+r"0[[;s?<H7F0n9k;-e"&79F`K$s9H<k

7F"k+ ? $s9H<k5lF$lP"Il+ ?

1. Windows (R) 2000 5<P<

2. Windows (R) XP 5<P<

3. AIX 5<P<

4. zSeries

O$

Windows (R) 2000 5<P<

Windows (R) 2000 5<P<*hS Windows (R) XP 5<P<Nlg"ktpass D<kr

uw9k Windows (R) 5]<H&D<k,"0[[;s?<H7FHQ5lk79F

`eK$s9H<k7F"k+ ?

O$

MCHo</bN9YFN PC , Windows (R) 2000 Ia$sK=.5lF$k+ ? O$

G7NWm0i`l~$5 (PTF) r,Q7F"k+ ? O$

iSeries 79F`~oH KDC N79F`~oHN9, 5 ,Jb+ ? 6(F$klg

O"79F`~or1|9kr2H#

O$

MCHo</'Z5<S9N=.KO"J<Nps,,W sz

iSeries-A ,j09k Kerberos NGU)kH&lk`N>0O ? ORDEPT.MYCO.COM
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MCHo</'Z5<S9N=.KO"J<Nps,,W sz

Kerberos GU)kH&lk`N KDC O ?

KDC , listen 9k]<HO ?

kdc1.ordept.myco.com

88 (m : 3lO"KDC NG

U)kH&]<HG9#)

3NGU)kH&lk`KQ9o<I&5<P<r=.9k+ ? =.9klgO"J

<NAdKsz7F/@5$#

3N KDC NQ9o<I&5<P<N>0O ?

Q9o<I&5<P<, listen 9k]<HO ?

O$

kdc1.ordept.myco.com

464 (m : 3lO"Q9o<

I&5<P<NGU)kH&

]<HG9#)

iSeries 5<S9&Wjs7QkNQ9o<IO ? iseriesa123

m : 3N7Jj*bGHQ

5lk$U*hS9YFNQ

9o<IOcH7FHQ7F

$k@1G9#B]N=.K

OHQ7J$G/@5$#

iSeries 79F`O[+KINh&Jlk`HPC9k+) :vJ7

Flk`KD$F"0[[;s?<N[9H>O ? :vJ7

9FCW 2: iSeries-A GNMCHo</'Z5<S9N=.

o</7<H+iNpsrHQ7F" "J<Nh&K iSeries-A eGMCHo</'Z5<S9r=.7

^9#

1. iSeries JS2<?<G"ViSeries-AW]>V;-ejF#<Wr8+7^9#

2. VMCHo</'Z5<S9Wr&^&9&\?s&/jC/7"V=.Wr*r7F=.&#6<I

r+O7^9#m : MCHo</'Z5<S9r=.7?eGO"3N*W7gsOVF=.WKJ

j^9#

3. &#6<I,n.9k*V8'/HKD$FO"V&'k+`WZ<8r2H7F/@5$#V!XW

r/jC/7^9#

4. Vlk`psNXj (Specify realm information)WZ<8G"VGU)kH&lk`WU#<kIK

ORDEPT.MYCO.COM r~O7^9#V!XWr/jC/7^9#

5. VKDC psNXj (Specify KDC information)WZ<8G"VKDCWU#<kIK

kdc1.ordept.myco.com r~O7"V]<HWU#<kIK 88 r~O7^9#V!XWr/jC/7

^9#

6. VQ9o<IpsNXj (Specify password information)WZ<8G"VO$Wr*r7^9#VQ

9o<I&5<P<WU#<kIK kdc1.ordept.myco.com r~O7"V]<HWU#<kIK 464

r~O7^9#V!XWr/jC/7^9#

7. Vkeytab (sHj<Nn. (Create keytab entry)WZ<8G"ViSeries Kerberos 'ZWr*r

7^9#V!XWr/jC/7^9#

8. ViSeries keytab (sHj<Nn. (Create iSeries keytab entry)WZ<8G" iSeries-A N-<?

V*hSWjs7Qkrq-~_^9#3N KDC XNICKO"Wjs7Qk>,,WG9#Q9
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o<Ir~O7FN'7^9#?H(P"MyCo NI}TNlg" iseriesa123 H~O7^9#m :
3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7FHQ7F$k@1G9#B]N

=.KOHQ7J$G/@5$#

9. V!XWr/jC/7^9#

10. VWsWZ<8G"MCHo</'Z5<S9N=.N\YrN'7^9#V*;Wr/jC/7^

9#

3lG"iSeries-A GNMCHo</'Z5<S9N=.,*oj^7?#!N9FCWO" KDC XNW

js7Qk>NICG9#

9FCW 3: KDC XN iSeries-A Wjs7Qk>NIC

iSeries 79F`r Windows (R) 2000 KDC XIC9kKO" KDC XIC9kWjs7QkKP~7?8

qrHQ7^9#,'GO" iSeries 79F`>rf<6<>H7FHQG-^9#J<NWjs7Qk>

r KDC KIC7^9#

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

Windows (R) 2000 5<P<GO"J<N9FCWrBT7^9#

1. Active Directory (R) NI}D<krHCF" iSeries 79F`QNf<6<&"+&sHrn.7^9

(Vf<6<WU)k@<r*r7F&^&9&\?s&/jC/7"V7,n.Wr*r7F+i"

Vf<6<Wr*r7^9#) iSeriesA r Active Directory f<6<H7FXj7^9#

2. Active Directory f<6< iSeriesA GWmQF#<K"/;97^9#V"+&sHW?V+i"V"

+&sHNQ$O5'5lF$^9 (Account is trusted for delegation)Wr*r7^9#3lKh

j"iSeries-A 5<S9&Wjs7QkO5$s$s&f<6<NeojK>N5<S9K"/;9G-

^9#

3. ktpass 3^sIrH$"f<6<&"+&sHrWjs7QkK^CW7^9# ktpass D<kO"

Windows (R) 2000 5<P<N$s9H<k CD NV5<S9&D<kWU)k@<K~CF$^9#

f<6<&"+&sHr^CW9kKO"!Nh&K~O7^9#

ktpass -princ krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

-mapuser iSeriesA -pass iseriesa123

33G iseriesa123 O"MCHo</'Z5<S9r=. (15 Z<8r2H)7?H-KXj7?Q9

o<IG9#m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7FHQ7F$k

@1G9#B]N=.KOHQ7J$G/@5$#

9FCW 4: iSeries-A GNf<6<N[<`&G#l/Hj<Nn.

iSeries *hS iSeries "Wj1<7gsK\39kf<6<4HK" /home G#l/Hj<NfKG#l

/Hj<,,WG9#3NG#l/Hj<KO"f<6<N Kerberos .$u-cC7eN>0,~j^

9#f<6<N[<`&G#l/Hj<rn.9kKO"J<Nh}r0;7F/@5$#

1. iSeries 3^sITG"!Nh&K~O7^9#

CRTDIR ’/home/username’

33G username Of<6<N iSeries f<6<>G9#
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?H(P"MyCo NI}TNlg"!Nh&K~O7^9#

CRTDIR ’/home/Johns’ (f<6< John Smith Nlg#)

2. 9YFNf<6<KD$Fe-N9FCWr+jV7^9#

9FCW 5: iSeries-A N TCP/IP Ia$spsN!:

1. iSeries 3^sITG"!Nh&K~O7^9#

CFGTCP

2. *W7gs 10 r*r7^9#(TCP/IP [9H&F<Vk (sHj<NnH#)

3. [9H>U#<kIG"iSeries-A N04$~[9H>,.8zG"k3Hr!:7^9#5iK"#t

N[9H>(sHj<,"klg"04$~[9H>,GiK=(5lk3Hr!:7^9#?H(

P"iSeries A KO[9H>(sHj<: iseriesa.ordept.myco.com.,"j^9#

4. [9H>(sHj<r!:7?i"F3 r!7FVTCP a$saKe<N=.(Configure TCP main

menu)WKaj^9#

5. *W7gs 12r*r7^9#(TCP/IP Ia$spsNQ9#)

6. 79F`>,[9H>U#<kIK=(5lk3Hr!:7^9#5iK"Ia$s>,57$3Hr

!:7^9#?H(P"[9H>,"iseriesa G"j"Ia$s>O"ordept.myco.com G9#

9FCW 6: iSeries-A NMCHo</'Z5<S9NF9H

3N~@G"iSeries-A Wjs7Qk>NA1CH'DA1CHrWa9k3HG"MCHo</'Z5<

S9,5oK=.5l?+I&+r!:G-^9#

1. 3^sITG QSH H~O7F"Qshell $s?<Wj?<r+O7^9#

2. keytab list H~O7F" keytab U!$kKP?5lF$kWjs7QkNj9Hr=(7^9#3

N7Jj*GO" krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM , iSeries-A NWjs7Q

k>H7F=(5l^9#m : LDAP *hS iSeries NetServer NWjs7Qkr=.9kh&K*r

7?lg" keytab U!$kKOLN(sHj<,~CF$^9#3N7Jj*GO"I}TO3li

N5<S9KWjs7Qkr=.7J$h&K*r7F$^9#

3. kinit -k krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM H~O7^9#3l,.y9kH"

QSH 3^sIO(i<J7G=(5l^9#

4. klist H~O7"GU)kH&Wjs7Qk,

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM G"k+I&+r!:7^9#

���� : ���������������

uV

.}O"+RNumtgNMCHo</rI}9kMCHo</I}TG9#=_".RNf<6<O

Windows (R) 2000 G9/HCWrj-7F$^9# Windows ID *hSQ9o<IH"=N iSeries f<

6<>rI}9k,W,"j^9# iSeries 'ZK Windows (R) 2000 5$s*srHQG-kh&K7?

$H7^9#3liN=je<7gs,(9;-ejF#<eNdjN?aK" Windows (R) 2000 ID H
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iSeries f<6<>rc&bNK7"+D"Q9o<IN-cC7e*hS1|=O7?/J$bNH7^

9#5<P<eGMCHo</'Z5<S9*hS(s?<Wi$:1L^CTs0 (EIM) r=.9k3

HG" iSeries 5<P<G1l5$s*srHQG-k3H,,+CF$^9#MCHo</'Z5<S9

KhCF iSeries 79F`, Window (R) 2000 Ia$sK2CG-kh&K7J,i" EIM O"(s?<

Wi$:bNf<6<r=91lN EIM ID K Windows (R) 2000 ID rX"U1ka+K:`rs!7^

9#3N"=7(<7gsKhCF"MCHo</eN Kerberos Wjs7QkO" iSeries f<6<>*

hSQ9o<IG5$s$s;:KltN iSeries "Wj1<7gsK"/;9G-^9#1l5$s*s

NHQNx@*hS EIM HMCHo</'Z5<S9,&1GnH9k}!N\YKD$FO" 1l5

$s*sNHQD==NHTC/r2H7F/@5$#

3N7Jj*Nx@

3N7Jj*KO"J<Nx@,"j^9#

v f<6<N'ZWm;9r1c=7^9#

v MCHo</bN5<P<XN"/;9I}N*<P<XCIr:i7^9#

v Q9o<I,p^lkm1-rG.K^(^9#

v #ts5$s*s9k,W,"j^;s#

v MCHo</VNf<6< ID I}r1c=7^9#

\*

3N7Jj*GO"MyCo, Inc. O"'ZN\*G{8N Windows (R) 2000 Ia$sK iSeries 79F`r

IC7^9# iSeries 79F`KO"f<6<,"/;99k,W,"k"Wj1<7gs,$/D+~C

F$^9# KDC KhCF'Z5lkY-f<6<O"3liN"Wj1<7gsXN"/;9"rh@

9k,W,"j^9# iSeries 5<S9NWjs7Qkr Windows (R) 2000 5<P<N KDC KIC7

F"Wjs7Qk,5<S9&A1CHrWaG-kh&K7J1lPJj^;s#5iK"EIM r=.

7F+i"=7(<7gsrn.7" iSeries f<6<&WmU!$k*hS Kerberos Wjs7Qkr(

s?<Wi$:bN1lf<6<r=9 EIM ID K^CW7^9#umtgNf<6<O iSeries Access

for Windows "Wj1<7gsrHQ9k?aK" iSeries Access for Windows *hSX""Wj1<7

gsN%h'Z}0H7F Kerberos Wjs7QkrHQ9k3Hrhj7F$^9#

3N7Jj*N\*O"!Nh&KJj^9#

v iSeries-A *hS iSeries-B ,{8N0[[;s?<KhCF2CG-kh&K7^9#

v iSeries-B K Directory Server r=.7F"Ia$sN EIM Ia$s&3sHm<i<H7F`n7^

9#

v iSeries-A *hS iSeries-B Nf<6<&WmU!$kH"Kerberos Wjs7Qkr1lN EIM ID K^

CWG-kh&K7^9#

v Kerberos Wjs7QkrHQ7F"iSeries Access for Windows "Wj1<7gsKP7F'Z7^9#

7Jj*N\Y

!N^O"MyCo MCHo</NC-r(7^9#
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umtg

v iSeries-A *hS iSeries-B O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7"$/D+NS8M

9&"Wj1<7gs,~CF$^9#

v KDC N>0O kdc1.ordept.myco.com G9#

v iSeries-A NWjs7Qk>O krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM G9#

v iSeries-A N DNS >O iSeriesA.ordept.myco.com G9#

v KDC NGU)kH&lk`O ORDEPT.MYCO.COM G9#

v iSeries-B N Directory Server (LDAP) O"MCHo</N EIM Ia$s&3sHm<i<H7F0n9

kh&K=.5l^9#m : LDAP =.O" EIM N=.0KT&,W,"j^9," EIM =.&#

6<IO LDAP ,79F`K=.5lF$J1lP=.G-kh&K7^9#3N7Jj*GO"

iSeries-B O LDAP r=.7^;s#I}TO" EIM =.fK LDAP r=.9kh&KWh7F$^

9#

v iSeries-B N DNS >O iSeriesB.ordept.myco.com G9#

v iSeries-B NWjs7Qk>O krbsvr400/iSeriesB.ordept.myco.com@ORDEPT.MYCO.COM G9#

v /i$"sH PC O Windows (R) 2000 rT/7^9#

v Kerberos Wjs7QkN Jsmith *hS Sjones O KDC KP?Q_G9#
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3N7Jj*N=.9FCW

1. iSeries-A *hS iSeries-B NWho</7<Hr0. (20 Z<8r2H)5;^9#

2. iSeries-A GMCHo</'Z5<S9r=. (22 Z<8r2H)7^9#

3. iSeries-A 5<S9&Wjs7Qkr KDC KIC (23 Z<8r2H)7^9#

4. iSeries-A eKFf<6<N[<`&G#l/Hj<rn. (23 Z<8r2H)7^9#

5. !: (23 Z<8r2H) iSeries-A N TCP/IP Ia$sps

6. iSeries-A GMCHo</'Z5<S9N=.rF9H (24 Z<8r2H)7^9#

7. iSeries-B GN9FCW 2-6 r+jV7^9#

8. EIM Ia$sr=. (24 Z<8r2H)7" EIM Ia$s&3sHm<i<H7F iSeries-B KG#

l/Hj<&5<P<r=.7^9#

9. EIM Ia$sK2C9kh&K iSeries-A r=. (25 Z<8r2H)7^9#

10. (s?<Wi$:Nf<6<K EIM ID rn. (26 Z<8r2H)7^9#

11. iSeries f<6<&WmU!$k*hSWjs7Qk>N EIM "=7(<7gsr EIM ID KIC

(27 Z<8r2H)7^9#

12. 'Z}0H7F Kerberos Wjs7QkrHQ9kh&K iSeries Access for Windows \3r=. (28

Z<8r2H)7^9#

13. MCHo</'Z5<S9*hS EIM ;CH"CWr!: (28 Z<8r2H)7^9#

�����

9FCW 1: Who</7<HN0.

J<NWhA'C/j9HO"MCHo</'Z5<S9*hS(s?<Wi$:1L^CTs0 (EIM)

N=.r+O9k0K,WJo`Npsr(7F$^9#MCHo</'Z5<S9N;CH"CWrJa

k0K"0sroA'C/j9HN9YFKVO$WHsz7"MCHo</'ZN=.psr0.5;k

,W,"j^9#

0sroA'C/j9H sz

OS/400 V5R2 (5722-SS1) J_+ ? O$

Cryptographic Access Provider (5722-AC3) , iSeries 79F`K$s

9H<k5lF$k+ ?

O$

iSeries Access for Windows (5722-XE1) ,MCHo</bN9YFN

PC *hS iSeries 79F`K$s9H<k5lF$k+ ?

O$

iSeries JS2<?<N;-ejF#<&5V3s]<MsH,MCH

o</bN9YFN PC *hS iSeries 79F`K$s9H<k5l

F$k+ ?

O$

iSeries JS2<?<NMCHo</&5V3s]<MsH,MCHo

</bN9YFN PC *hS iSeries 79F`K$s9H<k5lF

$k+ ?

O$
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*SECADM"*ALLOBJ"*hS *IOSYSCFG NCl"Br}CF$k

+ ?

O$

J<N$:l+N79F`,"0[[;s?<H7F0n7F$k+

? $s9H<k5lF$lP"Il+ ?

1. Windows (R) 2000 5<P<

2. Windows (R) XP 5<P<

3. AIX 5<P<

4. zSeries

O$

Windows (R) 2000 5<P<

Windows (R) 2000 5<P<*hS Windows (R) XP 5<P<Nl

g"ktpass D<kruw9k Windows 5]<H&D<k,$s9H

<k7F"k+ ?

O$

MCHo</bN9YFN PC , Windows (R) 2000 Ia$sK=.

5lF$k+ ?

O$

G7NWm0i`l~$5 (PTF) r,Q7F"k+ ? O$

iSeries 79F`~oH KDC N79F`~oHN9, 5 ,Jb+ ?

6(F$klgO"79F`~or1|9kr2H#

O$

MCHo</'Z5<S9N=.KO"J<Nps,,W sz

iSeries ,j09k Kerberos NGU)kH&lk`N>0O ? ORDEPT.MYCO.COM

Kerberos GU)kH&lk`N KDC O ?

KDC , listen 9k]<HO ?

kdc1.ordept.myco.com

88 (m : 3lO"KDC NGU)kH&]<H

G9#)

3NGU)kH&lk`KQ9o<I&5<P<r=.9k+ ? =

.9klgO"J<NAdKsz7F/@5$#

3N KDC NQ9o<I&5<P<N>0O ?

Q9o<I&5<P<, listen 9k]<HO ?

O$

kdc1.ordept.myco.com

464 (m : 3lO"Q9o<I&5<P<NG

U)kH&]<HG9#)

iSeries 5<S9&Wjs7QkNQ9o<IO ? iseriesa123

iseriesb345

m : 3N7Jj*bGHQ5lk$U*hS

9YFNQ9o<IOcH7FHQ7F$k

@1G9#B]N=.KOHQ7J$G/@

5$#

iSeries O[+KINh&Jlk`HPC9k+) :vJ7

Flk`KD$F"0[[;s?<N[9H>O ? :vJ7
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3NpsO"(s?<Wi$:1L^CTs0 (EIM) r=.9k]

K,W

sz

LDAP I}TN1L>*hSQ9o<IO?+ ? 1L> : cn=administrator

Q9o<I : mycopwd

m : 3N7Jj*bGHQ5lk$U*hS

9YFNQ9o<IOcH7FHQ7F$k

@1G9#B]N=.KOHQ7J$G/@

5$#

G#l/Hj<&5<S9 (LDAP) 5<P<N>0O ? iSeriesB.ordept.myco.com

G#l/Hj<&5<S9 (LDAP) 5<P<N]<HVfO ? 389

9FCW 2: iSeries-A GNMCHo</'Z5<S9N=.

o</7<H+iNpsrHQ7F"J<N?9/r0;7F iSeries-A eGMCHo</'Z5<S9r

=.7^9#

1. iSeries JS2<?<G"ViSeries-AW]>V;-ejF#<Wr8+7^9#

2. VMCHo</'Z5<S9Wr&^&9&\?s&/jC/7"V=.Wr*r7F=.&#6<I

r+O7^9#m : MCHo</'Z5<S9r=.7?eGO"3N*W7gsOVF=.WKJj

^9#

3. &#6<I,n.9k*V8'/HKD$FO"V&'k+`WZ<8r2H7F/@5$#V!XW

r/jC/7^9#

4. Vlk`psNXj (Specify realm information)WZ<8G"VGU)kH&lk`WU#<kIK

ORDEPT.MYCO.COM r~O7^9#V!XWr/jC/7^9#

5. VKDC psNXj (Specify KDC information)WZ<8G"VKDCWU#<kIK

kdc1.ordept.myco.com r~O7"V]<HWU#<kIK 88 r~O7^9#V!XWr/jC/7^

9#

6. VQ9o<IpsNXj (Specify password information)WZ<8G"VO$Wr*r7^9#VQ

9o<I&5<P<WU#<kIK kdc1.ordept.myco.com r~O7"V]<HWU#<kIK 464 r

~O7^9#V!XWr/jC/7^9#m : 3NQ9o<IO"Wjs7Qkr KDC XIC7?H

-K~O7?Q9o<IH18K9k,W,"j^9#

7. Vkeytab (sHj<Nn. (Create keytab entry)WZ<8G"ViSeries Kerberos 'ZWr*r7

^9#V!XWr/jC/7^9#

8. ViSeries keytab (sHj<Nn. (Create iSeries keytab entry)WZ<8G" iSeries-A N-<?

V*hSWjs7Qkrq-~_^9#3N KDC XNICKO"Wjs7Qk>,,WG9#Q9o

<Ir~O7FN'7^9#?H(P"MyCo NI}TOQ9o<I iseriesa123 rHQ7^9#3

NQ9o<IO"iSeries-A , KDC KIC5lk~KHQ5l^9#m : 3N7Jj*bGHQ5l

k$U*hS9YFNQ9o<IOcH7FHQ7F$k@1G9#B]N=.KOHQ7J$G/@

5$#V!XWr/jC/7^9#

9. VWs (Summary)WZ<8G"MCHo</'Z5<S9N=.N\YrN'7^9#V*;Wr/

jC/7^9#

3lG"iSeries-A GNMCHo</'Z5<S9N=.,*oj^7?#!N9FCWO" KDC XNW

js7Qk>NICG9#

22 iSeries: MCHo</'Z5<S9



9FCW 3: KDC XN iSeries-A Wjs7Qk>NIC

iSeries r Windows (R) 2000 KDC XIC9kKO" KDC XIC9kWjs7QkKP~7?8qrHQ

7^9#,'GO" iSeries >rf<6<>H7FHQG-^9#J<NWjs7Qk>r KDC KIC7

^9#

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

Windows (R) 2000 5<P<GO"J<N9FCWrBT7^9#

1. Active Directory (R) NI}D<krHCF" iSeries-A QNf<6<&"+&sHrn.7^9 (Vf

<6<WU)k@<r*r7F&^&9&\?s&/jC/7"V7,n.Wr*r7F+i"Vf<

6<Wr*r7^9#) iSeriesA r Active Directory f<6<H7FXj7^9#

2. Active Directory f<6< iSeriesA GWmQF#<K"/;97^9#V"+&sHW?V+i"V"

+&sHNQ$O5'5lF$^9 (Account is trusted for delegation)Wr*r7^9#3lKh

j"iSeries-A 5<S9&Wjs7QkO5$s$s&f<6<NeojK>N5<S9K"/;9G-

^9#

3. ktpass 3^sIrH$"f<6<&"+&sHrWjs7QkK^CW7^9# ktpass D<kO"

Windows (R) 2000 5<P<N$s9H<k CD NVService ToolsWU)k@<K~CF$^9#f<

6<&"+&sHr^CW9kKO"!Nh&K~O7^9#

ktpass -princ krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM

-mapuser iSeriesA -pass iseriesa123

33G iseriesa123 O"MCHo</'Z5<S9r=. (22 Z<8r2H)7?H-K9FCW 6

GXj7?Q9o<IG9#m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7

FHQ7F$k@1G9#B]N=.KOHQ7J$G/@5$#

9FCW 4: iSeries-A GNf<6<N[<`&G#l/Hj<Nn.

iSeries *hS iSeries "Wj1<7gsK\39kf<6<4HK" /home G#l/Hj<NfKG#l

/Hj<,,WG9#3NG#l/Hj<KO"f<6<N Kerberos .$u-cC7eN>0,~j^

9#f<6<N[<`&G#l/Hj<rn.9kKO"J<Nh}r0;7F/@5$#

1. iSeries 3^sITG"!Nh&K~O7^9#

CRTDIR ’/home/username’

33G username Of<6<N iSeries f<6<>G9#

?H(P"MyCo NI}TNlg"!Nh&K~O7^9#

CRTDIR ’/home/Johns’ (f<6< John Smith Nlg#)

2. 9YFNf<6<KD$Fe-N9FCWr+jV7^9#

9FCW 5: iSeries A N TCP/IP Ia$spsN!:

1. iSeries 3^sITG"!Nh&K~O7^9#

CFGTCP
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2. *W7gs 10 r*r7^9#(TCP/IP [9H&F<Vk (sHj<NnH#)

3. [9H>U#<kIG"iSeries A N04$~[9H>,.8zG"k3Hr!:7^9#5iK"#t

N[9H>(sHj<,"klg"04$~[9H>OGiK=(5lk3Hr!:7^9#?H(

P"iSeries A O"[9H>(sHj<: iseriesa.ordept.myco.com.G9#

4. [9H>(sHj<r!:7?i"F3 r!7FVTCP a$saKe<N=.(Configure TCP main

menu)WKaj^9#

5. *W7gs 12 r*r7^9#(TCP/IP Ia$spsNQ9#)

6. [9H>U#<kIK"79F`>,=(5lk3Hr!:7^9#5iKIa$s>,57$3Hr

!:7^9#?H(P"[9H>OiseriesaG"j"Ia$s>O"ordept.myco.com G9#

9FCW 6: iSeries-A eNMCHo</'Z5<S9NF9H

3N~@G"iSeries-A Wjs7Qk>NA1CH'DA1CHrWa9k3HG"MCHo</'Z5<

S9,5oK=.5l?+I&+r!:G-^9#

1. 3^sITG QSH H~O7F"Qshell $s?<Wj?<r+O7^9#

2. keytab list H~O7F" keytab U!$kKP?5lF$kWjs7QkNj9Hr=(7^9#3

N7Jj*GO" krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM , iSeries-A NWjs7Q

k>H7F=(5l^9#

3. kinit -k krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM H~O7^9#3l,.y9kH"

QSH 3^sIO(i<J7G=(5l^9#

4. klist H~O7"GU)kH&Wjs7Qk,

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM G"k+I&+r!:7^9#

9FCW 7: iSeries-B GN9FCW 2 *hS9FCW 6 N+jV7

9FCW 8: iSeries-B eGN EIM *hS EIM Ia$s&3sHm<i<N=.

33G"MCHo</K EIM Ia$sr=.9k,W,"j^9#^?"7, EIM Ia$sN EIM I

a$s&3sHm<i<H7F iSeries-B r=.9k,W,"j^9#3N9FCWr*;7?i"J<N

?9/,0;7^9#

v 7, EIM Ia$srn.7^7?#

v EIM Ia$s&3sHm<i<H7F iSeries-B K Directory Server r=.7^7?#

v iSeries-B K EIM l89Hj<*hSIa$sK Kerberos f<6<&l89Hj<rn.7^7?#

v EIM Ia$sK2C9kh&K iSeries-B r=.7^7?#

1. iSeries JS2<?<G"ViSeries-BW]>VMCHo</W]>V(s?<Wi$:1L^CTs0

(Enterprise Identity Mapping)Wr8+7^9#

2. V=.Wr&^&9&\?s&/jC/7"V=.Wr*r7F=.&#6<Ir+O7^9#

3. V&'k+`WZ<8G"V7,Ia$sNn.*hSkg (Create and join a new domain)Wr*

r7^9#V!XWr/jC/7^9#
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4. VDirectory Server N=.WZ<8NV]<HWU#<kIGGU)kHN 389 ru1~l^9#

V1L> (Distinguished name)WU#<kIG" cn=administrator H~O7^9#Q9o<Ir~

O7FN'7^9#3NQ9o<IO" EIM Ia$sI}?9/K"/;99k]KHQ5l^9#

?H(P"MyCo NI}TNlg"Q9o<IK mycopwd H~O7FQ9o<I&U#<kIrN'

7^9#m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7FHQ7F$k@1

G9#B]N=.KOHQ7J$G/@5$#V!XWr/jC/7^9#

5. VIa$sNXj (Specify Domain)WZ<8G"Ia$sN>0r~O7^9#?H(P"MyCo N

I}TNlg"VIa$sWU#<kIK mycoeimDomain H~O7^9#m : Ia$s&M<`K

O" = + < > , # ; ¥ * N8zO^ail^;s#Vb@WU#<kIO*W7gsG9#3NU#<

kI,,WG"lP"Ia$s&3sHm<i<NJ1Jb@r~O7F/@5$#V!XWr/jC

/7^9#

6. VIa$sNF DN NXj (Specify Parent DN for Domain)WZ<8G"V$$(Wr*r7^

9#V!XWr/jC/7^9#

7. Vl89Hj<ps (Registry Information)WZ<8G"Vm<+k iSeriesW*hSVKerberosWr

*r7^9#VKerberos f<6< ID Ng8z.8zNhL"j (Kerberos user identities are
case sensitive)Wr*r7^9#V!XWr/jC/7^9#l89Hj<>rq-1a^9#3Nl

89Hj<>O"EIM ID XN"=7(<7gsNn.~K,WG9#m : l89Hj<>O"Ia$

sbGG-NbNK9k,W,"j^9#

8. VEIM 79F`&f<6<NXj (Specify EIM System User)WZ<8G"79F` EIM f<6<

r*r7^9#3NZ<8K=(5lkGU)kHru1~l^9#?H(P" MyCo Nlg"3N

Z<8KOJ<Nps,"j^9#

v f<6<&?$W : 1L>*hSQ9o<I

v 1L> : cn=administrator

v Q9o<I : mycopwd

m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7FHQ7F$k@1G9#

B]N=.KOHQ7J$G/@5$#

V!XWr/jC/7^9#

9. VWsWZ<8G"EIM =.psrN'7^9#V*;Wr/jC/7^9#

3lG"MCHo</bK7?K=.7? EIM Ia$sN EIM Ia$s&3sHm<i<H7F

Directory Server , iSeries-B K=.5l^7?#33G"iSeries-A r3N EIM Ia$sN2CTH7F

Xj9k,W,"j^9#

33G"EIM Ia$sK2C9kh&K iSeries-A r=.9k,W,"j^9#

1. iSeries JS2<?<G"ViSeries-AW]>VMCHo</W]>V(s?<Wi$:1L^CTs0

(Enterprise Identity Mapping)Wr8+7^9#

2. V=.Wr&^&9&\?s&/jC/7"V=.Wr*r7F=.&#6<Ir+O7^9#

3. V&'k+`WZ<8G"V{8NIa$sNkg (Join an existing domain)Wr*r7^9#V!

XWr/jC/7^9#

4. VIa$s&3sHm<i<NXj (Specify Domain Controller)WZ<8G"Ia$s&3sHm<

i<N>0r~O7^9#?H(P"MyCo NI}TNlg"VIa$s&3sHm<i<>WU#<

kIK iSeriesB.ordept.myco.com H~O7^9#V!XWr/jC/7^9#

5. V\3Nf<6<NXj (Specify User for Connection)WZ<8G"=Nf<6<&?$WKP7F

V1L>*hSQ9o<I (Distinguished name and password)Wr*r7^9#?H(P"MyCo

NI}TNlg"V1L> (Distinguished name)WU#<kIK cn=administrator H~O7"Q9
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o<IK mycopwd H~O7FQ9o<I&U#<kIrN'7^9#m : 3N7Jj*bGHQ5l

k$U*hS9YFNQ9o<IOcH7FHQ7F$k@1G9#B]N=.KOHQ7J$G/@

5$#V!XWr/jC/7^9#

6. VIa$sNXj (Specify Domain)WZ<8G"2C7?$Ia$sN>0r*r7^9#V!XW

r/jC/7^9#?H(P"MyCo NI}TNlg" mycoeimDomain r*r7^9#

7. Vl89Hj<ps (Registry Information)WZ<8G"Vm<+k iSeriesWr*r7^9#V!

XWr/jC/7^9#l89Hj<>rq-1a^9#3Nl89Hj<>O"EIM ID XN"=7

(<7gsNn.~K,WG9#m : l89Hj<>O"Ia$sbGG-NbNK9k,W,"j^

9#

8. VEIM 79F`&f<6<NXj (Specify EIM System User)WZ<8G"79F` EIM f<6<

r*r7^9#3NZ<8K=(5lkGU)kHru1~l^9#?H(P" MyCo Nlg"3N

Z<8KOJ<Nps,"j^9#

v f<6<&?$W : 1L>*hSQ9o<I

v 1L> : cn=administrator

v Q9o<I : mycopwd

m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7FHQ7F$k@1G9#

B]N=.KOHQ7J$G/@5$#

V!XWr/jC/7^9#

9. VWsWZ<8G"EIM =.rN'7^9#V*;Wr/jC/7^9#

3lG"Ia$sK2C9kh&K iSeries-A ,=.5l^7?#

33G"(s?<Wi$:bNFf<6<K EIM ID rn.9k,W,"j^9# EIM ID O"MCHo

</eNf<6<^?O(sF#F#<r=7^9# MyCo Nlg"I}TO John Smith H Sharon

Jones N 2 DN EIM ID rn.7^9#

1. iSeries-B G"VMCHo</W]> V(s?<Wi$:1L^CTs0 (Enterprise Identity
Mapping)Wr8+7^9#

2. VIa$sI}Wr&^&9&\?s&/jC/7F"VIa$sNICWr*r7^9#

3. VIa$sNICW@$"m0G"J<NGU)kH, MyCo N EIM Ia$sH7F=(5l^

9#

v ]<H : 389

v Ia$s : mycoeimDomain

v F DN: J7

v Ia$s&3sHm<i< : iSeriesB.ordept.myco.com

m : 3liNGU)kHO"EIM Ia$s&3sHm<i<N=.fKn.5l^9#

4. VOKWr/jC/7^9#

5. iSeries JS2<?<N,XO"VIa$sI}WN<KVmycoeimDomainW,G7=(5l^9#

VmycoeimDomainWr/jC/7^9#VEIM Ia$s&3sHm<i<XN\3 (Connect to
EIM Domain Controller)W@$"m0KWmsWH,=(5l^9#Ia$srI}9k0K" EIM

Ia$s&3sHm<i<X\39k,W,"j^9#
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6. VEIM Ia$s&3sHm<i<XN\3 (Connect to EIM Domain Controller)WZ<8G"Ia

$s&3sHm<i<NI}T1L>*hSQ9o<Ir~O7^9#3lO"EIM Ia$s&3s

Hm<i<N=.fKn.5l?1L>*hSQ9o<IH18G9# MyCo Nlg"I}TO!N

h&K~O7^9#

v 1L> : cn=administrator

v Q9o<I : mycopwd m : 3N7Jj*bGHQ5lk$U*hS9YFNQ9o<IOcH7

FHQ7F$k@1G9#B]N=.KOHQ7J$G/@5$#

7. VOKWr/jC/7^9#

8. 77$U)k@<, 2 D=(5l^9#VID (Identifiers)Wr&^&9&\?s&/jC/7F"

V7, ID (New Identifier)Wr*r7^9#

9. V7, EIM ID (New EIM Identifier)WZ<8G"VID (Identifier)WU#<kIK ID r~O7^

9#9YFNf<6<K ID r}?;k^G3N9FCWr+jV7^9# MyCo O"J<N ID r

IC7^7?#

v John Smith

v Sharon Jones

10. VOKWr/jC/7^9#

3lG"John Smith *hS Sharon Jones KG-N EIM ID ,n.5l^7?#33G"iSeries-A *hS

iSeries-B eN=l>lN iSeries f<6<>H Kerberos Wjs7Qkr3liN EIM ID KX"U1k3

H,G-^9#

9FCW 11: EIM ID XNOS/400Nf<6<&WmU!$k*hSWjs7Qk> N EIM "=7(<7gsIC

3N?9/r0.5;kKO"MyCo NI}TOJ<N9FCWr0;7^9#

1. iSeries-B G"VID (Identifiers)Wr8+7FVJohn SmithWr&^&9&\?s&/jC/7"VW

mQF#<Wr*r7^9#3N ID KO" Kerberos Wjs7Qk"iSeries-A eNf<6<&WmU

!$k"*hS iSeries-B Nf<6<&WmU!$kN 3 DN"=7(<7gs,"j^9#

2. Kerberos Wjs7Qkr ID KX"U1kKO"John Smith KD$FJ<N3HrT$^9#

a. V"=7(<7gs (Associations)W?VG"VICWr/jC/7^9#

b. V"=7(<7gsNIC (Add Association)WZ<8G"Vl89Hj< (Registry)WU#<k

INVVi&: (Browse)Wr/jC/7"VORDEPT.MYCO.COMWr*r7^9#3lO" EIM =

.fKIC5l? Kerberos f<6<&l89Hj<G9#

c. Vf<6<WU#<kIK Jsmith H~O7^9#

d. V"=7(<7gs&?$W (Association type)WU#<kIG"V=<9Wr*r7^9#

e. VOKWr/jC/7^9#

3. iSeries-A eNf<6<>r ID KX"U1kKO"John Smith KD$FJ<N3HrT$^9#

a. V"=7(<7gs (Associations)W?VG"VICWr/jC/7^9#

b. V"=7(<7gsNIC (Add Association)WZ<8G"Vl89Hj< (Registry)WU#<k

INVVi&: (Browse)Wr/jC/7"ViSeriesA.ordept.myco.comWr*r7^9#3lO"

iSeries-A N iSeries f<6<&l89Hj<G9#

c. Vf<6<WU#<kIK Johns H~O7^9#

d. V"=7(<7gs&?$W (Association type)WU#<kIG"V?<2CHWr*r7^9#
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e. VOKWr/jC/7^9#

4. iSeries-B eNf<6<>r ID KX"U1kKO"John Smith KD$FJ<N3HrT$^9#

a. V"=7(<7gs (Associations)W?VG"VICWr/jC/7^9#

b. V"=7(<7gsNIC (Add Association)WZ<8G"Vl89Hj< (Registry)WU#<k

INVVi&: (Browse)Wr/jC/7"ViSeriesB.ordept.myco.comWr*r7^9#3lO"

iSeries-B eN iSeries f<6<&l89Hj<G9#

c. Vf<6<WU#<kIK Smithjo H~O7^9#

d. V"=7(<7gs&?$W (Association type)WU#<kIG"V?<2CHWr*r7^9#

e. VOKWr/jC/7^9#

5. EIM ID Sharon Jones KD$F9FCW 1 A 4 r+jV7^9#

33G"iSeries-A *hS iSeries-B XN'Z~K Kerberos rHQ9kh&K" Jsmith *hS Sjones N

PC eG iSeries Access for Windows "Wj1<7gsr=.9k,W,"j^9#

Jsmith N PC +i"J<N9FCWr0;7F"Kerberos 'ZrHQ9kh&K iSeries-A *hS=N"

Wj1<7gsr=.7^9#

1. iSeries JS2<?<G"ViSeries-AWr&^&9&\?s&/jC/7"VWmQF#<Wr*r7

^9#

2. V\3W?VG"VKerberos Wjs7Qk>NHQ (WmsWHJ7) (Use Kerberos principal
name, no prompting)Wr*r7^9#3lKhj"'ZK Kerberos Wjs7Qk>*hSQ9o<

IrHQ7? iSeries Access for Windows \3,D=G9#

3. iSeries-B KD$Fe-N9FCWr+jV7^9#

4. Sjones N PC eGe-N9FCWr+jV7^9#

9FCW 13: MCHo</'Z5<S9*hS EIM ;CH"CWN!:

3N~@G"9YFN=.9FCW,0;7^7?#MCHo</'Z5<S9*hS EIM ,57/;C

H"CW5l?3Hr!:9kKO"I}T, Sharon Jones *hS John Smith r=l>lN PC K5$

s$s7F Windows (R) 2000 Ia$sKm0*s5;^9#=3G"I}T, iSeries-A eG iSeries J

S2<?<r+-^9# iSeries 5$s*s&WmsWH,=(5lJ1lP" EIM O5oK Kerberos

Wjs7QkrIa$seN ID K^CW7^7?# iSeries Access for Windows "Wj1<7gs@1

GJ/"J<Nh&J>N"Wj1<7gsb Kerberos 'Zr5]<H7^9#

v Telnet 5<P<

v iSeries NetServer

v QFileSrv.400

v ,6jl<7gJk&G<?Y<9&"<-F/Ac< (DRDA)
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�����������������

MCHo</'Z5<S9r57/=.9kKO"WoKD$F}r7",WJWhN9FCWr0;

9k,W,"j^9#3NHTC/O",WJ9YFN9FCWr0;9k?aN0sroA'C/j9H

*hSWho</7<Hr-\7^9#J<NA'C/j9H*hSo</7<HrHQ7F"MCHo<

/'Z5<S9N=.Kr)FF/@5$#

0sroA'C/j9H sz

OS/400 V5R2 (5722-SS1) J_+ ?

Cryptographic Access Provider (5722-AC3) , iSeries 79F`K$s9H<k5lF$

k+ ?

iSeries Access for Windows (5722-XE1) ,MCHo</bN9YFN PC *hS

iSeries 79F`K$s9H<k5lF$k+ ?

iSeries JS2<?<N;-ejF#<&5V3s]<MsH,MCHo</bN9Y

FN PC *hS iSeries 79F`K$s9H<k5lF$k+ ?

iSeries JS2<?<NMCHo</&5V3s]<MsH,MCHo</bN9YF

N PC *hS iSeries 79F`K$s9H<k5lF$k+ ?

*SECADM"*ALLOBJ"*hS *IOSYSCFG NCl"Br}CF$k+ ?

J<N$:l+r"0[[;s?<H7F0n9k;-e"&79F`K$s9H<k

7F"k+ ? $s9H<k5lF$lP"Il+ ?

1. Windows (R) 2000 5<P<

2. Windows (R) XP 5<P<

3. AIX 5<P<

4. zSeries

Windows (R) 2000 5<P<*hS Windows (R) XP 5<P<Nlg"ktpass D<kr

uw9k Windows 5]<H&D<k,"0[[;s?<H7FHQ5lk79F`e

K$s9H<k7F"k+ ?

MCHo</bN9YFN PC , Windows (R) 2000 Ia$sK=.5lF$k+ ?

G7NWm0i`l~$5 (PTF) r,Q7F"k+ ?

iSeries 79F`~oN9, KDC N79F`~oN 5 ,Jb+ ? 6(F$klg

O"79F`~or1|9kr2H#

MCHo</'Z5<S9N=.KO"J<Nps,,W sz

iSeries-A ,j09k Kerberos NGU)kH&lk`N>0O ?

Kerberos GU)kH&lk`N KDC O ?

KDC , listen 9k]<HO ?

3NGU)kH&lk`KQ9o<I&5<P<r=.9k+ ? =.9klgO"J

<NAdKsz7F/@5$#

3N KDC NQ9o<I&5<P<N>0O ?

Q9o<I&5<P<, listen 9k]<HO ?

iSeries 5<S9&Wjs7QkNQ9o<IO ?
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MCHo</'Z5<S9N=.KO"J<Nps,,W sz

iSeries O[+KINh&Jlk`HPC9k+)

Flk`KD$F"0[[;s?<N[9H>O ?

iSeries N"Wj1<7gsOINh&J5<S9&Wjs7Qk>rH&+)

�����������������

MCHo</'Z5<S9r=.9k0K",WJWhN9FCWr9YF0;7F*/,W,"j^

9#5iK"MCHo</'Z5<S9GO"0[[;s?< (KDC) ,MCHo</bN;-e"&79

F`eK=.5lF$k3Hr0sH7F$^9#=_"KDC O iSeries eGO5]<H5l^;s#

Microsoft Windows (R) 2000"Windows (R) XP"*hS z/OS O" KDC !=r5]<H7^9#KDC H

7FHQ5lk79F`KP~7? Kerberos =.NqAr2H7F/@5$#

KDC r=.7F+iMCHo</'Z5<S9r iSeries eK=.9k3Hr*+a7^9#MCHo<

/'Z5<S9r=.9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"ViSeries-AW]>V;-ejF#<Wr8+7^9#

2. VMCHo</'Z5<S9Wr&^&9&\?s&/jC/7"V=.Wr*r7F=.&#6<I

r+O7^9#m : MCHo</'Z5<S9r=.7?eGO"3N*W7gsOVF=.WKJj

^9#

3. &#6<I,n.9k*V8'/HKD$FO"V&'k+`WZ<8r2H7F/@5$#V!XW

r/jC/7^9#

4. Vlk`psNXj (Specify realm information)WZ<8G"VGU)kH&lk`WU#<kIK

GU)kH&lk`N>0r~O7^9#V!XWr/jC/7^9#

5. VKDC psNXj (Specify KDC information)WZ<8G"VKDCWU#<kIK3Nlk`N0[

[;s?<N>0r~O7"V]<HWU#<kIK 88 r~O7^9#V!XWr/jC/7^9#

6. VQ9o<IpsNXj (Specify password information)WZ<8G"VO$W^?OV$$(Wr

*r7FQ9o<I&5<P<r;CH"CW7^9#Q9o<I&5<P<O"Wjs7Qk,

KDC eNQ9o<IrQ9G-kh&K7^9#VO$Wr*r7?i"VQ9o<I&5<P<W

U#<kIKQ9o<I&5<P<>r~O7^9#Q9o<I&5<P<NGU)kH&]<HO

464 G9#V!XWr/jC/7^9#

7. Vkeytab (sHj<Nn. (Create keytab entry)WZ<8G"ViSeries Kerberos 'ZWr*r7

^9#5iK" Kerberos 'ZrHQ9k LDAP 5<P<*hS iSeries NetServer N keytab (sHj

<rn.G-^9#V!XWr/jC/7^9#

8. ViSeries keytab (sHj<Nn. (Create iSeries keytab entry)WZ<8G"Q9o<Ir~O7

FN'7^9#V!XWr/jC/7^9#m : 3NQ9o<IO" KDC K iSeries rjA9kH-

KHQ9kQ9o<IH18G9#

9. VWsWZ<8G"MCHo</'Z5<S9N=.N\YrN'7^9#V*;Wr/jC/7^

9#

3lG"MCHo</'Z5<S9,=.5l^7?#

!Nh}
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0[[;s?<KP7F iSeries rjA9k

����������	 iSeries �����

iSeries NMCHo</'Z5<S9r=.7?i"0[[;s?< (KDC) KP7F iSeries rjA9k

,W,"j^9#MCHo</'Z5<S9O"5<P<*hS9YFNG-J iSeries "Wj1<7gs

K iSeries Wjs7Qk> krbsvr400 rs!7^9#

?H(P"3N=.N7Jj*GO" iSeries N[9H>O iSeriesA.ordept.myco.com H7^7?#3N

iSeries Ks(9k5<S9&A1CHr/i$"sH,h@9k?aKO"

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM H$&Wjs7Qk, KDC KjA5lF$J

1lPJj^;s#

z/OS
Kadmin 3^sIKX9kqAr2H7F/@5$#

Windows (R) 2000 5<P<

1. Active Directory (R) NI}D<krHCF" iSeries QNf<6<&"+&sHrn.7^9#

Active Directory f<6<H7F iSeries N>0rXj7^9#?H(P"-zJ>0O iSeriesA

KJj^9#

2. 9FCW 1 Gn.7? Active Directory f<6<NWmQF#<K"/;97^9#V"+&s

HW?V+i"V"+&sHOQ$KP7F.j5lF$k (Account is trusted for
delegation)Wr*r7^9#3lKhj"iSeries 5<S9&Wjs7QkO5$s$s&f<6

<NeojK>N5<S9K"/;9G-^9#

3. ktpass 3^sIrH$"f<6<&"+&sHrWjs7QkK^CW7^9#?H(P"!N

h&K~OG-^9#

ktpass -princ krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM -mapuser iSeriesA -pass

xxxxxx

33G xxxxxx O"MCHo</'Z5<S9N =.~KXj7?Q9o<IG9#

!Nh}

[<`&G#l/Hj<Nn.

����������������

0[[;s?<KP7FiSeriesrjA 7?i" iSeries *hS iSeries "Wj1<7gsK\39kFf<

6<N?aN[<`&G#l/Hj<rn.9k,W,"j^9#3NG#l/Hj<KO"f<6<N

Kerberos .$u-cC7eN>0,~j^9#f<6<N[<`&G#l/Hj<rn.9kKO"J<

Nh}r0;7F/@5$#

iSeries 3^sITG"!Nh&K~O7^9#

CRTDIR ’/home/username’

33G username Of<6<N iSeries f<6<>G9#
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!Nh}

TCP/IP Ia$spsN!:

TCP/IP ���������

[<`&G#l/Hj<rn.e"5<P<K57$[9H&F<VkN(sHj<,"k+!:9k

,W,"j^9#

1. iSeries 3^sITG"!Nh&K~O7^9#

CFGTCP

2. *W7gs 10r*r7^9#(TCP/IP [9H&F<Vk `\Nh}).

3. [9H>U#<kIG"iSeries A N04$~[9H>,.8zG"k3Hr!:7^9#5iK"#t

N[9H>(sHj<,"klg"04$~[9H>,GiK=(5lk3Hr!:7^9# ?H(

P"iSeries A KO"[9H> : iseriesa.ordept.myco.com.N(sHj<,"j^9#

4. [9H>(sHj<r!:7?i"F3r!7FVTCP/IP N=.WKaj^9#

5. *W7gs 12 r*r7^9#(TCP/IP Ia$spsNQ9#)

6. 79F`>,"[9H>U#<kIK=(5lk3Hr!:7^9#5iK"Ia$s>,57$3H

r!:7^9#?H(P"[9H>OiseriesaG"j"Ia$s>Oordept.myco.comG9#

!Nh}

MCHo</'Z5<S9=.NF9H

������������������

57$Ia$spsr !: 7?i"iSeries Wjs7Qk>NA1CHvDZ(ticket granting ticket)NWa

KhCFMCHo</'Z5<S9=.rF9H9k,W,"j^9#:

1. 3^sITG QSH H~O7F"Qshell $s?<Wj?<r+O7^9#

2. keytab list H~O7F" keytab U!$kKP?5lF$kWjs7QkNj9Hr=(7^9#?

H(P"-zJWjs7Qk>O"krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM G9#

3. kinit -k krbsvr400/system.domain@realmr~O7^9# ?H(P"

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM O"iSeries N-zJWjs7Qk>G9#3

l,.y9kH"QSH 3^sIO(i<J7G=(5l^9#

4. GU)kH&Wjs7Qk,"krbsvr400/system.domain@realmG"k3Hr!:9k?aK klistr~

O7^9#

!Nh} :

(s?<Wi$:1L^CTs0 (EIM) r=.9k

3N9FCWO"MCHo</'Z5<S9rf<6<H+N"Wj1<7gsGHQ7F$klgKO*

W7gsKJj^9#7+7"MCHo</VG#tNf<6< ID rI}9kG-N iSeries "Wj1<

7gsGOHQ9k3Hr*+a7^9#
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MCHo</'Z5<S9r=.7?eG"A1CHrWa7"-<&F<Vk&U!$krh}7"

lk`N.jX8rI}9k3H,G-^9#.$uU!$krh}9k3Hb=.U!$kNPC/"C

WrHk3HbG-^9#J<NHTC/O3liN?9/N0;}!rb@7F$^9#

I}T?9/

!K"iSeries JS2<?<GI}T,BTG-k?9/NJ,j9Hr(7^9#MCHo</'Z5<

S9N?9/KD$FN5iK\7$psO" iSeries JS2<?<NXkWr2H7F/@5$#3li

N?9/@1GOJ/"I}TO"f<6<K kdestroy 3^sIrHQ7F E$.$uro|5;kh&

K9k,W,"j^9#

v 79F`~or1|9k

iSeries H KDC NVGr95lkA1CHKD$FO"79F`~oN9r 5 ,JbK9k,W,"j

^9#Gg/mC/N9O"MCHo</'Z5<S9NWmQF#<+i=.G-^9#GU)kH

NGg/mC/N9O 5 ,^?O 300 CG9#3NHTC/O"79F`VG~or1|9k}!K

D$Fb@7^9#

v
v lk`rIC9k

3NHTC/O"7,lk`rMCHo</'Z5<S9=.KIC9k}!KD$Fb@7^9#

v
v lk`ro|9k

3NHTC/O"lk`rMCHo</'Z5<S9=.+i|n9k}!KD$Fb@7^9#

v
v lk`X0[[;s?<rIC9k

3NHTC/O"MCHo</'Z5<S9N=T=.K0[[;s?<rIC9k}!KD$Fb@

7^9#

v
v Q9o<I&5<P<rIC9k

3NHTC/O"Q9o<I&5<P<rMCHo</'Z5<S9=.KIC7"f<6<,+HN

Kerberos Q9o<IrQ9G-kh&K9k}!KD$Fb@7^9#

v
v lk`VN.jX8rn.9k

3NHTC/O"lk`VN.jX8r;CH"CW9k}!KD$Fb@7^9#3N!=O"GU

)kHG Kerberos WmH3k,lk`,XG.jr!w7F$k?aK*W7gsHJCF$^9#?

@7"3N!=O"lk`,L9NIa$sK"j"3NWm;9rhj./BT7?$lgKOXx

G9#

v
v [9HrhrQ99k

3NHTC/O"lk`>N[9HrhrQ99k}!KD$Fb@7^9#

v
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v Ef=_jrIC9k

3NHTC/O"A1CH'DA1CH (TGT) *hSA1CH'D5<S9 (TGS) NEf=?$Wr

IC9k}!KD$Fb@7^9#

iSeries f<6<&?9/

iSeries O"Kerberos D=MCHo</G/i$"sHH7Fb?QG-^9#f<6<O"iSeries Km0

*s7F" Qshell $s?<Wj?<rL8F Kerberos X"?9/rBTG-^9#J<N?9/O"$

/D+N Qshell 3^sIrHQ7F iSeries f<6<N&L?9/rBT7^9#

v [<`&G#l/Hj<rn.9k

3NHTC/O"[<`&G#l/Hj<rn.9k}!KD$Fb@7^9#

v
v 77$A1CH'DA1CHrh@9k

3NHTC/O"A1CH'DA1CHr Qshell 3^sI kinit KhCFh@^?O979k}!KD

$Fb@7^9#

v
v Kerberos Q9o<IrQ99k

3NHTC/O"Qshell 3^sI kpasswd KhjQ9o<IrQ99k}!KD$Fb@7^9#

v
v keytab U!$krI}9k

3NHTC/O"Qshell 3^sI keytab Khj keytab U!$krI}9k}!KD$Fb@7^

9#

v
v -z|B,Zl?.$u-cC7ero|9k

3NHTC/O"/i$"sHKJ<5lF$k-z|B,Zl?.$u-cC7er Qshell 3^sI

kdestroy Khjo|9k}!KD$Fb@7^9#EWJ@O"f<6<,.$u-cC7erj|*

Ko|9k3HG9#

v
v .$u-cC7e^?O keytab U!$kr=(9k

3NHTC/O"f<6<KX"U1il?.$u*hS keytab U!$kr Qshell 3^sI klist K
hjj9H9k}!KD$Fb@7^9#

v
v LDAP G#l/Hj<bN Kerberos 5<S9&(sHj<rI}9k

3NHTC/O"G#l/Hj<&5<S9 (LDAP) G#l/Hj<bN Kerberos 5<S9&(sH

j<r Qshell 3^sI ksetup 3^sIKhjI}9k}!KD$Fb@7^9#

�����������

MCHo</'Z5<S9O"79F`~oN9NGgtNGU)kHH7F 5 , (300 C) rHQ7^

9#/mC/N9O"MCHo</'Z5<S9NWmQF#<N_jKhCFQ9G-^9#

79F`~or1|9k0K" QUTCOFFSET 79F`MrHQ7Ff<6<N~VSKgC?79F`

~or_j7F/@5$# KDC ~orQ97F3N79F`~or1|9k+" QTIME 79F`Mr
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HQ7F iSeries 79F`~orQ9G-^9#?@7"79F`~orMCHo</bG1|5;F*/

KO" Simple Network Time Protocol (SNTP) r=.9k,W,"j^9#SNTP KhCF"#tN79F

`,1lN?$`&5<P<K~orgo;ilkh&K7^9# SNTP r=.9kKO"J<N`\r

0;7F/@5$#

iSeries eG SNTP r=.9kKO"3^sITG CHGNTPA H~O7^9#

Windows (R) 79F`eG SNTP r=.9kKO"NET HELP TIME rHQ7F SNTP 5<P<N

=.psr=(7^9#

�������

MCHo</I}TH7F"MCHo</'Z5<S9=.K77$lk`rIC9k3H,G-^

9#lk`r iSeries =.KIC9k0K"77$lk`N?aK KDC r=.9k,W,"j^9#lk

`r iSeries MCHo</'Z5<S9&?9/KIC9k0K"lk`>"KDC >"*hS KDC ,

listen 9k]<H,,WG9#

MCHo</'Z5<S9Klk`rIC9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W ]> V;-ejF

#<W ]> VMCHo</'Z5<S9Wr8+7^9#

2. Vlk`Wr&^&9&\?s&/jC/7F"Vlk`NICWr*r7^9#

3. VIClk` (Realm to add)WU#<kIK"IC7?$lk`N[9H>r~O7^9#?H(

P"-zJlk`>O ORDEPT.MYCO.COM Nh&KJj^9#

4. IC9klk`N KDC N>0r~O7^9#?H(P"-zJ KDC >O kdc1.ordept.myco.com Nh

&KJj^9#

5. KDC ,War listen 9k]<HVfr~O7^9#-zJ]<HVfO 1 A 65535 G9# KDC N

GU)kH&]<HO 88 G9#

6. VOKWr/jC/7^9#

�������

MCHo</I}TH7F"MCHo</'Z5<S9+ilk`ro|9k3H,G-^9#lk`

,,WJ/JC?+i"MCHo</eGHQ5lJ/JC?lgG9#^?"iSeries G-N"Wj1<

7gsNdj+is|9k?aKGU)kH&lk`r|n9k,W,"k3Hb"j^9#

?H(P"MCHo</bK0[[;s?< (KDC) r;CH"CW;:KMCHo</'Z5<S9r=

.7?lg" QFileSvr.400 *hS,6G<?I} (DDM) O Kerberos 'ZrHQ7F$kH[j7^

9#3liN=JK'Zr;CH"CW9k0K"MCHo</'Z5<S9N=.~KXj7?GU)k

H&lk`ro|9k,W,"j^9#

MCHo</'Z5<S9Nlk`ro|9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W ]> V;-ejF

#<W ]> VMCHo</'Z5<S9W ]> Vlk`Wr8+7^9#

2. o|7?$lk`N>0r&^&9&\?s&/jC/7F"Vo|Wr*r7^9#
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3. VOKWr/jC/7Fo|rN'7^9#

��
������������

MCHo</I}TH7F"MCHo</'Z5<S9rHQ7Flk`K0[[;s?< (KDC) r

ICG-^9# KDC rlk`KIC9k0K"KDC >*hS listen 9k]<Hr4YF*/,W,"j

^9#

0[[;s?<rlk`KIC9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W]>V;-ejF#

<W]>VMCHo</'Z5<S9W]>Vlk`Wr8+7^9#

2. &&NhLhhK"klk`N>0r&^&9&\?s&/jC/7F"VWmQF#<Wr*r7^

9#

3. V5W (General)W?VK"3Nlk`KIC7?$ KDC N>0r~O7^9#9YFNlk`K

KDC ,,WG9#?H(P"kdc2.ordept.myco.com ,-zJ~OKJj^9#

4. KDC ,War listen 9k]<HVfr~O7^9#-zJ]<HVfO 1 A 65535 G9# KDC N

GU)kH&]<HO 88 G9#

5. VICWr/jC/7^9#77$ KDC ,V3Nlk`N0[[;s?< (KDC) (Key Distribution
Center (KDC) for this realm)Wj9H=(5l^9#

6. VOKWr/jC/7^9#

���������������

Q9o<I&5<P<KhCF"Kerberos Wjs7QkO+,NQ9o<IrQ9G-^9#Q9o<

I&5<P<rlk`KIC9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W]>V;-ejF#

<W]>VMCHo</'Z5<S9W]>Vlk`Wr8+7^9#

2. &&NhLhhK"klk`N>0r&^&9&\?s&/jC/7F"VWmQF#<Wr*r7^

9#

3. VQ9o<I&5<P<W?VG"Q9o<I&5<P<N>0r~O7^9#?H(P"-zJQ9

o<I&5<P<N>0O psvr.ordept.myco.com Nh&KJj^9#

4. Q9o<I&5<P<KP~9k]<HVfr~O7^9#-zJ]<HVfO 1 A 65535 G9#Q

9o<I&5<P<NGU)kH&]<HO 464 G9#

5. VICWr/jC/7^9#77$Q9o<I&5<P<,j9HKIC5l^9#

6. VOKWr/jC/7^9#

�������������

lk`VN.jX8r_j9k?aKO"'ZXN7g<H+CHrn.7^9#3N!=O"GU)

kHG Kerberos WmH3k,lk`,XG.jr!w7F$k?aK*W7gsHJCF$^9#3N!
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=O"lk`,L9NIa$sK"j"3NWm;9rhj./BT7?$lgKO-zG9#lk`N.

jr;CH"CW9kKO"=l>lNlk`NF KDC ,-<r&Q9k,W,"j^9#.jX8r

n.9k0K"*_$r5'9kh&K KDC r;CH"CW7J1lPJj^;s#lk`VN.jX

8rn.9kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W]>V;-ejF#

<W]>VMCHo</'Z5<S9W]>Vlk`Wr8+7^9#

2. &&NhLhhK"klk`N>0r&^&9&\?s&/jC/7F"VWmQF#<Wr*r7^

9#

3. VHi9FCI&lk` (Trusted Realms)W?VG".jr_j7?$lk`N>0r~O7^9#

?H(P".jX8N-zJ>0O NY.myco.com and LA.myco.com Nh&KJj^9#

4. VICWr/jC/7^9#3lG"F<VkK.jN"=7(<7gs,IC5l^9#

5. VOKWr/jC/7^9#

����������

MCHo</'Z5<S9rHQ7F"[9H>*hSlk`>rrhG-kh&K"G#l/Hj

<&5<S9 (LDAP) 5<P<"Ia$s&M<`&79F` (DNS)"*hS=.U!$kKIC5lk

E*^CTs0rXj9k3H,G-^9#^?"3liN 3 DN}09YFr[9H>NrhK*rG

-^9#3liN 3 DN}09YFr*r9kH"MCHo</'Z5<S9OGiKG#l/Hj<&

5<P<r4Y"!K DNS `\"=7FGeKE*^CTs0r4YF[9H>rrh7^9#

[9HrhrQ99kKO"J<N9FCWr0;7F/@5$#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W ]> V;-ejF

#<Wr8+7^9#

2. VMCHo</'Z5<S9Wr&^&9&\?s&/jC/7"VWmQF#<Wr*r7^9#

3. V[9HrhWZ<8G"VLDAP !wNHQ (Use LDAP lookup)W"VDNS !wNHQ (Use
DNS lookup)W^?OVE*^CTs0NHQ (Use static mappings)W("k$O3li9YF) r

*r7^9#

4. [9Hrh?$WH7FVLDAP !wNHQWr*r7?lgKO"G#l/Hj<&5<P<N>0

*hSP~9k]<Hr~O7^9#?H(P"G#l/Hj<&5<P<K-zJ>0O

ldapsrv.ordept.myco.com Nh&KJj^9#-zJ]<HVfO 1 A 65535 G9#G#l/Hj<&

5<P<NGU)kH&]<HO 389 G9#

5. [9Hrh?$WH7FVDNS !wNHQWr*r7?lgKO"lk`>K^CW9kh&K DNS

r=.9k,W,"j^9#

6. [9Hrh?$WH7FVE*^CTs0NHQWr*r7?lgKO"lk`N>0*hSP~9k

DNS >r~O7^9#?H(P"[9H>O mypc.mycompanylan.com"lk`>O

ORDEPT.MYCO.COM Nh&KJj^9#CjNlk`KmN[9H>r^CW9k3HbG-^9#

?H(P"myco.lan.com G*ok9YFN^7s, ORDEPT.MYCO.COM NltG"klg" DNS

>H7F myco.lan.com H~O7"lk`H7F ORDEPT.MYCO.COM H~OG-^9#3lG"l

k`>H DNS >NVN"=7(<7gs,=.U!$kKn.5l^9#VICWr/jC/7F"

DNS Hlk`>NVNE*^CTs0r=.U!$kKn.7^9#

7. *r7?[9Hrh?$WKX"9kpsr~O7?i"VOKWr/jC/7^9#
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����������

A1CH'DA1CH (TGT) *hSA1CH'D5<S9 (TGS) NEf=?$Wr*r9k3H,G

-^9#Ef=KhCF"1LTDK9k3HGMCHo</Vr.lkG<?r#7^9#/i$"sH

OG<?rEf=7"5<P<,=lr|f7^9#Ef=,57/h}5lkh&K9kKO" KDC

^?O>NL.h"Wj1<7gsGXj5l?Ef=?$WH18bNrHQ9k,W,"j^9#3N

Ef=?$W,lW7J$H"Ef=O:T7^9#Ef=?$WO"TGT H TGS N>}KICG-^

9#m : TGT *hS TGS NGU)kHNEf=MO" des-cbc-crc *hS des-cbc-md5 G9#=.~

K"GU)kHNEf=M,_j5l^9#J<N9FCWr0;9kH"A1CHN>NEf=Mr=.

KICG-^9#

1. iSeries JS2<?<G"Vf<6<N iSeries 5<P< (your iSeries server)W ]> V;-ejF

#<Wr8+7^9#

2. VMCHo</'Z5<S9Wr&^&9&\?s&/jC/7"VWmQF#<Wr*r7^9#

3. VA1CHWZ<8G"HQD=JEf=?$WNA1CH'DA1CH^?OA1CH'D5<S9

N$:l+Nj9H+iEf=Mr*r7^9#

4. V0KICW^?OVeKICWN$:l+r*r7F"*r7?Ef=?$WNj9HKEf=?$

WrIC7^9#3liN*r5l?Ef=?$WO=l>l"j9H5l?gxGnT5l^9#"

kEf=?$W,:T9kH"j9HK"k!N?$W,nT5l^9#

5. VOKWr/jC/7^9#

 !���� !�����������

kinit 3^sIKhCF"Kerberos A1CH'DA1CHrh@^?O977^9# kinit 3^sIK
A1CH&*W7gsrXj7J$H" Kerberos =.U!$kKXj5l?0[[;s?< (KDC) N*

W7gs,HQ5l^9#

{8NA1CHr979kNGJ$lg".$u-cC7e,FYi|=5l"KDC +iu1hC?77

$A1CH'DA1CH,-cC7eK~j^9#3^sITGWjs7Qk>rXj7J$lg"Wjs

7Qk>O.$u-cC7e+ih@5l^9#-c *W7gsG-cC7e>,Xj5lF$J1lP"

77$.$u-cC7e,GU)kHN.$u-cC7eKJj^9#

A1CHN~VMO nwndnhnmns NA0GXj7^9#n Otz"w O5"d O|"h O~V"m O,"

s OCr=l>l=7^9#F~VWGO3NgKXj7J1lPJj^;s#?@7"$/D+NWGr

J,9k3HOD=G9 (?H(P 4h5m O 4 ~V 5 ,"1w2h O 1 5VH 2 ~Vr=l>l=7^

9)#tz@1rXj7?lg"GU)kHN1LO~VKJj^9#

Jsmith H$&Wjs7QkN?aK83~V, 5 ~VNA1CH'DA1CHrh@9kKO"

Qshell 3^sITG!Nh&K~O7^9#

kinit -l 5h Jsmith

^?O

iSeries 3^sITG"!Nh&K~O7^9#
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call qsys/qkrbkinit parm(’-l’ ’5h’ ’Jsmith’)

HQ!*hS)sv`KD$FO"3N Qshell 3^sINHQ!r2H7F/@5$#

kinit

=8

kinit [-r time] [-R] [-p] [-f] [-A] [-l time] [-c cache] [-k] [-t keytab] [principal]

GU)kHN&L"B : *USE

Qshell 3^sI kinit O"Kerberos NA1CH'DA1CHrh@^?O977^9#

*W7gs

-r time
A1CHr979k~VVV#3NVV,|BZlKJkH"A1CHr97G-J/Jj^9#9

7~VO*;~Vhjg-/JCF$J1lPJj^;s#3N*W7gsrXj7J$H"A1C

HO97TD=KJj^9 (?@7"Wa7?A1CHN83~V,A1CHNGg83~Vhj9

1lP"97D=JA1CHNn.OD=G9)#

-R
{8NA1CHr977^9#{8NA1CHr979klg">NA1CH*W7gsr*rG-

^;s#

-p
A1CHOWm-7<G"CFb+^$^;s#3N*W7gsrXj7J1lP"Wm-7<NA

1CHOTD=G9#

-f
A1CHr>wG-^9#3N*W7gsrXj7J1lP"A1CHr>wG-^;s#

-A
A1CHKO/i$"sH&"Il9Nj9H,-R5l^;s#3N*W7gsrXj7J1l

P"A1CHKOm<+k&[9HN"Il9&j9H,-R5l^9#i|A1CHK"Il9&

j9H,-R5lF$kH""Il9&j9HK(5l?$:l+N"Il9+iN_=Ni|A1

CHrHQG-^9#

-l time
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A1CHN*;~VVV#3NVV,|BZlKJkH"977J$BjA1CHrHQG-J/J

j^9#3N*W7gsrXj7J1lP"*;~VVVO 10 ~VK_j5l^9#

-c cache
kinit 3^sI,HQ9k.$u-cC7eN>0#3N*W7gsrXj7J1lP" kinit 3^s

IOGU)kHN.$u-cC7erH$^9#

-k
A1CH&Wjs7QkN-<r-<&F<Vk+ih@7^9#3N*W7gs,Xj5lF$J

$H"A1CH&Wjs7QkNQ9o<Irf<6<,~O7J1lPJj^;s#

-t keytab
-<&F<VkN>0# -k *W7gs,Xj5lF$kKb++oi:3N*W7gs,Xj5l

F$J$H"GU)kHN-<&F<Vk,Hol^9# -t *W7gsrXj9kH"-k *W7g

sbXj5l?3HKJj^9#

principal
A1CH&Wjs7Qk#3^sITGWjs7QkrXj7J$lg"Wjs7QkO.$u-c

C7e+ih@5l^9#

"B

2H5lk*V8'/H ,WJ"B

-t *W7gs,Xj5lF$klgK-<&F<Vk&U!$kKhT9kQ9>NJ+N

FG#l/Hj<

*X

-t rXj7?H-N-<&F<Vk&U!$k *R

HQ9k.$u-cC7e&U!$kKhT9kQ9>NJ+K"kFG#l/Hj< *X

(KRB5CCNAME D-QtGXj7F$klgK) HQ9k-cC7e&U!$kNFG#

l/Hj<"*hSn.5lkU!$k

*WX

.$u-cC7e&U!$k *RW

=.U!$kKjkQ9bNFG#l/Hj< *X

=.U!$k *R

$UNBTfWm;9+i Kerberos WmH3k,.$u-cC7e&U!$kr+D1k3H,G-kh

&K"[<`&G#l/Hj<N krb5ccname H$&U!$kKO.$u-cC7e&U!$kN>0,

-R5lF$^9#-cC7e&U!$kN>0r-R7?U!$kNJ<ljO

EUV_SEC_KRB5CCNAME_FILE D-QtrL8FQ9G-^9#3NU!$kK"/;99kf<6

<&WmU!$kO"Q9bNFG#l/Hj<KP9k *X "Br}A"-cC7e&U!$k>rJ

<7?U!$kKP9k *R "Br}CF$J1lPJj^;s#.$uU!$krO8aFn.9kH

-KO"f<6<&WmU!$kOFG#l/Hj<KP9k *WX "Br,WH7^9#

aC;<8

v option_name *W7gsNM,,WG9#

v command_option O-zJ3^sI&*W7gsGO"j^;s#
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v A1CHN97^?O!:NH-KO*W7gsrXjG-^;s#

v GU)kHN.$u-cC7eN>0rh@G-^;s#

v .$u-cC7e file_name rh@G-^;s#

v i|A1CH,QU5lF$^;s#

v Wjs7Qk>rXj7F/@5$#

v .$u-cC7e file_name +iA1CHrhjP;^;s#

v i|A1CH,97TD=G9#

v option_value *W7gsO request_name WaKP7FO5zG9#

v i|.$urh@G-^;s#

v Wjs7Qk>rrOG-^;s#

v -<&F<Vk file_name rQ9G-^;s#

v principal_name NQ9o<I,VcCF$^9#

v Q9o<IrI_hl^;s#

v i|.$ur.$u-cC7e file_name KJ<G-^;s#

v ~VM,5zG9#

3N3^sINHQcKD$FO" A1CH'DA1CHrh@^?O979kr2H7F/@5$#

���"#��$�� keytab %&������

klist 3^sIO Kerberos .$u-cC7e^?O-<&F<VkNbFr=(7^9#

GU)kHN.$u-cC7eN(sHj<r9YFj9H7"A1CH&Ui0r=(9kKO"

Qshell 3^sITG!Nh&K~O7^9#

klist -f -a

^?O

iSeries 3^sITG"!Nh&K~O7^9#

call qsys/krbklist parm(’-f’ ’-a’)

HQ!*hS)sv`KD$FO"3N Qshell 3^sINHQ!r2H7F/@5$#

klist

=8

klist [-a] [-e] [-c] [-f] [-s] [-k] [-t] [-K] [filename]

GU)kHN&L"B : *USE
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Qshell 3^sI klist O Kerberos .$u-cC7e^?O-<&F<VkNbFr=(7^9#

*W7gs

-a
.$u-cC7ebNA1CHr9YF=(7^9#-z|B,Zl?A1CHb=(5l^9#3

N*W7gsrXj7J1lP"-z|B,Zl?A1CHO=(5l^;s#3N*W7gs,-

zJNO".$u-cC7erj9H9klg@1G9#

-e
;C7gs&-<HA1CHNEf=t,r=(7^9#3N*W7gs,-zJNO".$u-c

C7erj9H9klg@1G9#

-c
.$u-cC7ebNA1CHrj9H7^9#-c H -k ,IAibXj5lF$J1lP"3l,

GU)kHKJj^9#3N*W7gsO -k *W7gsHloKOXjG-^;s#

-f
!NJ,ArHCF"A1CHNUi0r=(7^9#

J,A U#

F A1CHr>wG-k

f >w5l?A1CH

P A1CHOWm-7<G"CFbh$

p Wm-7<NA1CH

D A1CHN|UrYi;k3H,G-k

d |UrYi;?A1CH

R 97D=JA1CH

I i|A1CH

i A1CH,-zGJ$

A HQ5l?v0'Z

O 5<P<rQ$G-k

C KDC ,A'C/7?Laj9H

3N*W7gs,-zJNO".$u-cC7erj9H9klg@1G9#

-s
3^sINkLr=(;:".$u-cC7ebK-zJA1CH'DA1CH,+D+C?lgK

O*;u7r 0 K_j7^9#3N*W7gs,-zJNO".$u-cC7erj9H9klg@

1G9#

-k
-<&F<VkN(sHj<rj9H7^9#3N*W7gsO -c *W7gsHloKOXjG-

^;s#
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-t
-<&F<VkN(sHj<N?$`&9?sWr=(7^9#3N*W7gs,-zJNO"-

<&F<Vkrj9H9klg@1G9#

-K
-<&F<VkNF(sHj<NEf0Mr=(7^9#3N*W7gs,-zJNO"-<&F<

Vkrj9H9klg@1G9#

filename
.$u-cC7e^?O-<&F<VkN>0rXj7^9#filename ,Xj5lF$J1lP"G

U)kHN.$u-cC7e^?O-<&F<Vk,Hol^9#

"B

2H5lk*V8'/H ,WJ"B

keytab H7F-K *W7gs,Xj5lF$klgKU!$kKhT9kQ9>NfNFG#

l/Hj<

*X

-k rXj7?H-N Keytab U!$k *R

-K *W7gs,Xj5lF$J$lgK.$u-cC7e&U!$kKhT9kQ9>Nf

NFG#l/Hj<

*X

-K *W7gs,Xj5lF$J$lgN.$u-cC7e&U!$k *R

$UNBTfWm;9+i Kerberos is?$`,.$u-cC7e&U!$kr+D1k3H,G-kh

&K"[<`&G#l/Hj<N krb5ccname H$&U!$kKO.$u-cC7e&U!$kN>0,

-R5lF$^9#-cC7e&U!$kN>0r-R7?U!$kNJ<ljO

EUV_SEC_KRB5CCNAME_FILE D-QtrL8FQ9G-^9#3NU!$kK"/;99kKO"f

<6<&WmU!$kO"Q9bNFG#l/Hj<KP9k *X "Br}A"-cC7e&U!$k>

rJ<7?U!$kKP9k *R "Br}CF$J1lPJj^;s#.$uU!$krO8aFn.9

kH-KO"f<6<&WmU!$kOFG#l/Hj<KP9k *WX "Br,WH7^9#

aC;<8

v option_name *W7gsNM,,WG9#

v command_option O-zJ3^sI&*W7gsGO"j^;s#

v command_option_one H command_option_two rloKXj9k3HOG-^;s#

v GU)kHN.$u-cC7e,+D+j^;s#

v .$u-cC7e file_name rh@G-^;s#

v .$u-cC7e file_name +iWjs7Qk>rhjP;^;s#

v .$u-cC7e file_name +iA1CHrhjP;^;s#

v A1CHrG3<IG-^;s#

v GU)kHN-<&F<Vk,+D+j^;s#

v -<&F<Vk file_name rQ9G-^;s#

3N3^sINHQcKD$FO" .$u-cC7e^?O keytab U!$kr=(9kr2H7F/@

5$#
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keytab %&������

keytab 3^sIO-<&F<VkN-<rIC^?Oo|7?j"-<&F<VkN(sHj<r=(

9k]KHQ5l^9#

?H(P"lk` ORDEPT.MYCO.COM N[9H kdc1.ordept.myco.com eN5<S9&Wjs7Qk

krbsvr400 K-<rIC9kKO"

Qshell 3^sITG!Nh&K~O7^9#

keytab add krbsvr400/kdc1.ordept.myco.com@ORDEPT.MYCO.COM

^?O

iSeries 3^sITG!Nh&K~O7^9#

call qsys/qkrbkeytab parm(’add’ ’krbsvr400/kdc1.ordept.myco.com@ORDEPT.MYCO.COM’)

KDC KP7F5<S9rjA7?H-KHC?Q9o<IN~Oraail^9#

HQ!*hS)sv`KD$FO"3N Qshell 3^sINHQ!r2H7F/@5$#

keytab

=8

keytab add principal [-p password] [-v version] [-k keytab] keytab delete principal [-v

version] [-k keytab] keytab list [principal] [-k keytab]

GU)kHN&L"B : *USE

Qshell 3^sI keytab O-<&F<VkrI}7^9#

*W7gs

-k
-<&F<VkN>0#3N*W7gsrXj7J$H"GU)kHN-<&F<Vk,Hol^

9#
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-p
Q9o<IrXj7^9#3N*W7gsrXj7J$H"-<&F<VkK(sHj<rIC9k

H-KQ9o<Ir~O7J1lPJj^;s#

-v
-<NP<8gsVf#3N*W7gsrXj7J$H"!NP<8gsVf,djvFil^9#

-<ro|9klg"3N*W7gsrXj7F$J$H":vWjs7QkN9YFN-<,o|

5l^9#

principal
Wjs7Qk>#-<&F<VkNj9Hr=(9klg"3N*W7gsrXj7F$J$H"9

YFNWjs7Qk,=(5l^9#

"B

2H5lk*V8'/H ,WJ"B

?<2CHN keytab U!$kKhT9kQ9>NJ+K"kFG#l/Hj< *X

keytab U!$k,^@8_7J$lg"add rXj7?H-N?<2CHN

keytab U!$kNFG#l/Hj<

*WX

list rXj7?H-N Keytab U!$k *R

add ^?O delete rXj7?H-N?<2CHN keytab U!$k *RW

=.U!$kKjkQ9bNFG#l/Hj< *X

=.U!$k *R

aC;<8

v add"delete"list"^?O merge N$:l+rXj7F/@5$#

v command_option O-zJ3^sI&*W7gsGO"j^;s#

v command_option_one H command_option_two rloKXj9k3HOG-^;s#

v option_value *W7gsO request_name WaKP7FO5zG9#

v option_name *W7gsNM,,WG9#

v Wjs7Qk>rrOG-^;s#

v Wjs7Qk>rXj7F/@5$#

v Q9o<IrI_hl^;s#

v GU)kHN-<&F<Vk,+D+j^;s#

v -<&F<Vk key_table rrhG-^;s#

v -<&F<Vk key_table +i(sHj<rI_hl^;s#

v -<&F<Vk key_table +i(sHj<r|nG-^;s#

v -<&F<Vk key_table K(sHj<rICG-^;s#

v Wjs7Qk principal_name N(sHj<,+D+j^;s#

v M,5zJtzG9#

v -<&P<8gsO 1 +i 255 ^GNVGJ1lPJj^;s#

v Wjs7Qk principal_name KD$F-<&P<8gs key_version ,+D+j^;s#

MCHo</'Z5<S9 45



3N3^sINHQcKD$FO" keytab U!$krI}9kr2H7F/@5$#

Kerberos ����������

kpasswd 3^sIO"Q9o<IQ95<S9rHQ7F"Xj5l? Kerberos Wjs7QkNQ

9o<IrQ97^9#7,Q9o<IKC(F"Wjs7QkN=TQ9o<Ibs!9k,W,"j^

9#Q9o<I&5<P<O"Q9o<IrQ99k0K",QG-kQ9o<I&]j7<,'r7,Q

9o<IK,Q7^9#Q9o<I&5<P<O" KDC r$s9H<k7F=.7?~K=.5l^

9#=N79F`KP~9kqAr2H7F/@5$#MCHo</'Z5<S9N=.~K"Q9o<

I&5<P<N>0rXjG-^9#=.~KQ9o<I&5<P<rXj7J+C?lgO"Q9o<

I&5<P<rIC9k3H,G-^9#

A1CH'D5<S9NWjs7Qk (krbtgt/realm) NQ9o<IO kpasswd 3^sIKhCFQ9G-

^;s#

GU)kH&Wjs7QkNQ9o<IrQ99klg :

Qshell 3^sITG!Nh&K~O7^9#

kpasswd

^?O

3^sITG!Nh&K~O7^9#

call qsys/qkrbkpsswd

LNWjs7QkNQ9o<IrQ99klg :

Qshell 3^sITG!Nh&K~O7^9#

kpasswd jsmith@ordept.myco.com

^?O

3^sITG!Nh&K~O7^9#

call qsys/qkrbkpsswd parm (’jsmith@ordept.myco.com’)

3N3^sINHQ~N\YKD$FO" kpasswd HQ!r2H7F/@5$#
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kpasswd

=8

kpasswd [-A ] [principal]

GU)kHN&L"B : *USE

Qshell 3^sI kpasswd O Kerberos Wjs7QkNQ9o<IrQ97^9#

*W7gs

-A kpasswd 3^sIGHQ9ki|A1CHKO/i$"sH&"Il9Nj9H,-R5l^;

s#3N*W7gsrXj7J1lP"A1CHKOm<+k&[9HN"Il9&j9H,-R

5l^9#i|A1CHK"Il9&j9H,-R5lF$kH""Il9&j9HK(5l?$

:l+N"Il9+iN_=Ni|A1CHrHQG-^9#

principal
Q9o<IrQ99kWjs7Qk#3^sITKWjs7QkrXj7J1lP"Wjs7Qk

OGU)kH.$u-cC7e+ih@5l^9#

aC;<8

v Wjs7Qk %3$s ,5zG9#

v GU)kHN.$u-cC7e file_name rI_hl^;s#

v GU)kHN.$u-cC7e,+D+j^;s#

v .$u-cC7e file_name +iA1CHrhjP;^;s#

v Q9o<IrI_hl^;s#

v Q9o<INQ9,hjC5l^7?#

v principal_name NQ9o<I,VcCF$^9#

v i|A1CHrh@G-^;s#

v Q9o<INQ9Wa,:T7^7?#

3N3^sINHQcKD$FO" Kerberos Q9o<IrQ99kr2H7F/@5$#

�����������"#��$�%&������

kdestroy 3^sIO Kerberos .$u-cC7e&U!$kro|7^9#f<6<O" kdestroy 3^s

IrHQ7Fj|*KE$.$uro|9k,W,"j^9#

-e *W7gsrXj9kH"kdestroy 3^sIOGU)kHNG#l/Hj<

(/QIBM/UserData/OS400/NetworkAuthentication/creds) K~CF$k.$u-cC7e&U!$kr9

YFA'C/7^9#-z|B+i time_delta N~VrPa7?A1CH@1rJ<7F$kU!$kO

9YFo|5l^9# time_delta O nwndnhnmns NA0GXj7^9#n Otz"w O5"d O|"h O
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~V"m O,"s OCr=l>l=7^9#F~VWGO3NgKXj7J1lPJj^;s#?@7"

$/D+NWGrJ,9k3HOD=G9 (?H(P 4h5m O 4 ~V 5 ,"1w2h O 1 5VH 2 ~Vr

=l>l=7^9)#tz@1rXj7?lg"GU)kHN1LO~VKJj^9#

GU)kHN.$u-cC7ero|9kKO"

Qshell 3^sITG!Nh&K~O7^9#

kdestroy

^?O

iSeries 3^sITG"!Nh&K~O7^9#

call qsys/qkrbkdstry

-z|B,ZlF+i 1 |Je,Pa7?.$u-cC7e&U!$kr9YFo|9kKO"

Qshell 3^sITG!Nh&K~O7^9#

kdestroy -e 1d

^?O

iSeries 3^sITG"!Nh&K~O7^9#

call qsys/qkrbkdstry parm (’e’ ’-1d’)

HQ!*hS)sv`KD$FO"3N Qshell 3^sINHQ!r2H7F/@5$#

kdestroy

=8

kdestroy [-c cache_name] [-e time_delta]

GU)kHN&L"B : *USE

Qshell 3^sI kdestroy O Kerberos .$u-cC7erK~7^9#

*W7gs

-c cache_name
K~9Y-.$u-cC7eN>0#3^sIN*W7gs,Xj5lF$J1lP"GU)kHN

.$u-cC7e,K~5l^9#3N*W7gsO -e *W7gsHloKOXjG-^;s#
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-e time_delta
-z|B,ZlF+i/J/Hb time_delta Pa7?A1CH,~CF$k.$u-cC7e&U

!$k,9YFK~5l^9#

"B

.$u-cC7eN?$W, FILE G"klg (-cC7e&?$WN\YKD$FO krb5_cc_resolve()
r2H)"GU)kHN_jGO".$u-cC7eO /QIBM/UserData/OS400/NetworkAuthentication/creds

G#l/Hj<Kn.5l^9#.$u-cC7e&U!$kNJ<ljO KRB5CCNAME D-QtrL

8FQ9G-^9#

.$u-cC7e&U!$k,GU)kHNG#l/Hj<KJ<5lF$J$lg"J<N"B,,WK

Jj^9#

2H5lk*V8'/H ,WJG<?"B ,WJ*V8'/H"B

.$u-cC7e&U!$kKhT9

kQ9>NfK"kFG#l/Hj<

*X J7

.$u-cC7e&U!$kNFG#

l/Hj<

*WX J7

.$u-cC7e&U!$k *RW *OBJEXIST

=.U!$kKjkQ9bNFG#l

/Hj<

*X J7

=.U!$k *R J7

.$u-cC7e&U!$k,GU)kHNG#l/Hj<KJ<5lF$klgO"J<N"B,,WK

Jj^9#

2H5lk*V8'/H ,WJG<?"B ,WJ*V8'/H"B

Q9>NfK"k9YFNG#l/Hj< *X J7

.$u-cC7e&U!$k *RW J7

=.U!$kKjkQ9bNFG#l/Hj

<

*X J7

=.U!$k *R J7

$UNBTfWm;9+i Kerberos WmH3k,.$u-cC7e&U!$kr+D1k3H,G-kh

&K"[<`&G#l/Hj<N krb5ccname H$&U!$kKO.$u-cC7e&U!$kN>0,-

R5lF$^9#iSeries eG Kerberos 'ZrHQ7?$f<6<O"[<`&G#l/Hj<rjA7F

*/,W,"j^9#GU)kHGO"[<`&G#l/Hj<O /home/ G9#3^sIN*W7gs,

Xj5lF$J1lP"3NU!$krHCFGU)kHN.$u-cC7er+D1^9#-cC7e&

U!$kN>0r-R7?U!$kNJ<ljO _EUV_SEC_KRB5CCNAME_FILE D-QtrL8FQ9

G-^9#3NU!$kK"/;99kKO"f<6<&WmU!$kO"Q9bNFG#l/Hj<KP

9k *X "Br}A"-cC7e&U!$k>rJ<7?U!$kKP9k *R "Br}CF$J1lP

Jj^;s#

aC;<8

v .$u-cC7e cache_file_name rQ9G-^;s#
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v .$u-cC7e cache_file_name rK~G-^;s#

v function_name Xt,(i<r!P7^7?#

v .$u-cC7e file_name +iA1CHrhjP;^;s#

v option_name *W7gsNM,,WG9#

v command_option O-zJ3^sI&*W7gsGO"j^;s#

v command_option_one H command_option_two rloKXj9k3HOG-^;s#

v GU)kHN.$u-cC7e,+D+j^;s#

v ~VM value ,-zGO"j^;s#

3N3^sINHQcKD$FO" -z|B,Zl?.$u-cC7e&U!$kro|9kr2H7F

/@5$#

LDAP ��������� Kerberos �����'���������

ksetup 3^sIOG#l/Hj<&5<S9 (LDAP) G#l/Hj<N Kerberos 5<S9&(sH

j<rI}7^9#J<N5V3^sI,5]<H5lF$^9#

addhost host-name realm-name
3N5V3^sIO"Xj7?lk`N[9H&(sHj<rIC7^9# Kerberos /i$"sH

GIN DNS Ia$s,-zKJCF$Fb[9H>,57/Q95lkh&K"04$~N[9H

>rXj7F/@5$#lk`>rXj7J1lP"GU)kHNlk`>,Hol^9#

addkdc host-name:port-number realm-name
3N5V3^sIO"Xj7?lk`QN KDC (sHj<rIC7^9#[9H&(sHj<,^

@8_7F$J1lP"7?Kn.5l^9#]<HVf,Xj5lF$J1lP"88 K_j5l^

9# Kerberos /i$"sHGIN DNS Ia$s,-zKJCF$Fb>0,57/Q95lkh

&K"04$~N[9H>rXj7F/@5$#lk`>rXj7J1lP"GU)kHNlk`>

,Hol^9#

delhost host-name realm-name
3N5V3^sIO"Xj7?lk`+i"[9H&(sHj<H=lKX"9k KDC jAro|

7^9#lk`>rXj7J1lP"GU)kHNlk`>,Hol^9#

delkdc host-name realm-name
3N5V3^sIO"Xj7?[9HN KDC (sHj<ro|7^9#[9H&(sHj<+NO

o|5l^;s#lk`>rXj7J1lP"GU)kHNlk`>,Hol^9#

listhost realm-name
3N5V3^sIOlk`N[9H&(sHj<rj9H7^9#lk`>rXj7J1lP"GU

)kHNlk`>,Hol^9#
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listkdc realm-name
3N5V3^sIOlk`N KDC (sHj<rj9H7^9#lk`>rXj7J1lP"GU)

kHNlk`>,Hol^9#

exit
3N5V3^sIO ksetup 3^sIr*;7^9#

c

I}TNG#l/Hj<&5<S9 (LDAP) I}T ID HQ9o<I verysecret rHQ7F"lk`

ORDEPT.MYCO.COM N KDC H7F[9H kdc1.ordept.myco.com r5<P< ldapserv.ordept.myco.com

KIC9kKO"J<N9FCWr0;7F/@5$#

Qshell 3^sITG!Nh&K~O7^9# ksetup -h ldapserv.ordept.myco.com -n

CN=Administrator -p verysecret

^?O

1. iSeries 3^sITG"!Nh&K~O7^9#

call qsys/qkrbksetup parm(’-h’ ’ldapserv.ordept.myco.com’ ’-n’ ’CN=Administrator’ ’-p’

’verysecret’)

2. G#l/Hj<&5<S9 (LDAP) 5<P<K5oK~#7?i"5`3^sINWmsWH,=(5

l^9#!Nh&K~O7F/@5$#

addkdc kdc1.ordept.myco.com ORDEPT.MYCO.COM

HQ!*hS)sv`KD$FO"3N Qshell 3^sINHQ!r2H7F/@5$#

ksetup

=8

ksetup -h host-name -n bind-name -p bind-password -e

GU)kHN&L"B : *USE

Qshell 3^sI ksetup O"Kerberos lk`QNG#l/Hj<&5<S9 (LDAP) G#l/Hj<K"

k Kerberos 5<S9&(sHj<rI}7^9#

*W7gs

-h
G#l/Hj<&5<S9 (LDAP) 5<P<N[9H>#3N*W7gsrXj7J1lP"

Kerberos =.U!$kGXj7?G#l/Hj<&5<S9 (LDAP) 5<P<,Hol^9#
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-n
G#l/Hj<&5<S9 (LDAP) 5<P<KP$sI9kH-KH&1L>#3N*W7gsrX

j7J1lP"G#l/Hj<&5<S9 (LDAP)_BINDDN D-QtrHCF>0rh@7^9#

-p
G#l/Hj<&5<S9 (LDAP) 5<P<KP$sI9kH-KH&Q9o<I#3N*W7gs

rXj7J1lP"G#l/Hj<&5<S9 (LDAP)_BINDPW D-QtrHCFQ9o<Irh

@7^9#

-e
F3^sITr stdout (8`PO) K(3<7^9#3N*W7gs,rK)DNO"stdin (8`~

O) ,U!$kKj@$l/H5lF$klgG9#

"B

2H5lk*V8'/H ,WJ"B

=.U!$kKjkQ9bNFG#l/Hj< *X

=.U!$k *R

aC;<8

v subcommand ,-zJ5V3^sIG"j^;s#

v -zJ5V3^sIO addhost"addkdc"delhost"delkdc" listhost"listkdc"exit G9#

v command_option_one H command_option_two rloKXj9k3HOG-^;s#

v LDAP /i$"sHri|=G-^;s#

v G#l/Hj<&5<S9 (LDAP) 5<P<rP$sIG-^;s#

v lk`>rXj7F/@5$#

v [9H>rXj7F/@5$#

v jLVQia<?<,?9.^9#

v [9H host O9GK8_7F$^9#

v k<H&Ia$s domain ,jA5lF$^;s#

v lk`> realm ,5zG9#

v LDAP function name Xt,(i<r!P7^7?#

v 9Hl<8,T-7F$^9#

v [9H> host ,5zG9#

v ]<HVf port ,5zG9#

v [9H host ,jA5lF$^;s#

v [9H host N KDC ,jA5lF$^;s#

v GU)kHNlk`>rh@G-^;s#

3N3^sINHQcKD$FO" LDAP G#l/Hj<bN Kerberos 5<S9&(sHj<rI}9

kr2H7F/@5$#
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3N;/7gsO"MCHo</'Z5<S9"(s?<Wi$:1L^CTs0 (EIM)"*hS

Kerberos 'Zr5]<H9k iSeries G-N"Wj1<7gsK&LNdjKX9kHiVk7e<F#s

0XNjs/rs!7^9#

1. 0sroO9YF0;7F$^9#

2. f<6<,"iSeries eKf<6<&WmU!$kr}A" KDC eKWjs7Qk>r}D3HrN'

7^9#iSeries GO" iSeries JS2<?<Nf<6<*hS0k<Wr+/+"3^sITG

WRKUSRPRF rHQ7Ff<6<,8_9k3HrN'7^9# Windows (R) 79F`GO"Active

Directory (R) Nf<6<*hS3sTe<?<&U)k@<K"/;97Ff<6<,8_9k3Hr

N'7^9#

3. iSeries , KDC K\37F$k+I&+r"Qshell $s?<Wj?<+i kinit 3^sIrHQ7F4

Y^9# kinit ,:T7?i"iSeries 5<S9&Wjs7Qk, KDC KP?5lF$k+I&+r4

Y^9#P?5lF$J$lgO"KDC KiSeries Wjs7Qk>rICG-^9#

CjNaC;<8KD$FO"J<NHTC/r2H7F/@5$#

v MCHo</'Z5<S9N(i<*hSs|

3liNaC;<8O"MCHo</'Z5<S9&&#6<INBT~"^?O iSeries JS2<?<

GMCHo</'Z5<S9NWmQF#<rI}9kH-KP5l^9#

v "Wj1<7gs\3N(i<*hSs|

3NHTC/O""Wj1<7gs,MCHo</'Z5<S9"EIM"*hSltN iSeries G-"W

j1<7gsrHQ9k]K" iSeries"5<S9"^?Of<6<, KDC K\37h&H7?H-K

P5lk&L(i<&aC;<8KD$Fb@7^9#

�������������'(������

3liNaC;<8O"MCHo</'Z5<S9&&#6<INBT~"^?O iSeries JS2<?<G

MCHo</'Z5<S9NWmQF#<rI}9kH-KP5l^9#

aC;<8 s|

KRBWIZ_CONFIG_FILE_FORMAT_ERROR

MCHo</'Z5<S9N=.U!$kNM0K(i<

,"j^9#

MCHo</'Z5<S9rF=.7^9#\YKD$F

O" MCHo</'Z5<S9r=.9kr2H7F/

@5$#

KRBWIZ_CRYPTO_NOT_INSTALLED

,WJEf==J,79F`K$s9H<k5lF$^;

s#

Cryptographic Access Provider (572-AC3) r79F`K$

s9H<k7^9#

KRBWIZ_ERROR_READ_CONFIG_FILE

MCHo</'Z5<S9N=.U!$kNI_hj(i

<#

MCHo</'Z5<S9rF=.7^9#\YKD$F

O" MCHo</'Z5<S9r=.9kr2H7F/

@5$#
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KRBWIZ_ERROR_WRITE_CONFIG_FILE

MCHo</'Z5<S9N=.U!$kNq-~_(i

<#

=.U!$kNq-~_KHQ9k5<S9,HQT=G

9#eGb&lYn7F/@5$#

KRBWIZ_PASSWORD_MISMATCH

7,Q9o<IH7,Q9o<INN',lW7^;s#

7,Q9o<IH7,Q9o<INN'rF~O7^9#

KRBWIZ_PORT_ERROR

]<HVfO 1 +i 65535 ^GNVGJ1lPJj^;

s#

1 +i 65535 ^GNVG]<HVfrF~O7^9#

KRBWIZ_ERROR_WRITE_KEYTAB

-<&F<Vk&U!$kNq-~_(i<#

keytab Nq-~_KHQ9k5<S9,l~*KHQT=

G9#eGb&lYn7F/@5$#

KRBWIZ_NOT_AUTHORIZED_CONFIGURE

MCHo</'Z5<S9r=.9k"B,"j^;s#

*ALLOBJ *hS *SECADM N"Br}CF$k3Hr

N'7^9#

KrbPropItemExists

`\O9GK8_7^9#

77$`\r~O7^9#

KrbPropKDCInListRequired

j9HKO KDC ,,WG9#

Xj5l? KDC ,j9HK8_7^;s#j9H+i

KDC r*r7F/@5$#

KrbPropKDCValueRequired

KDC >r~O7J1lPJj^;s#

KDC K-zJ>0r~O7^9#KDC O"MCHo</

bN;-e"&79F`G=.9k,W,"j^9#

KrbPropPwdServerRequired

Q9o<I&5<P<>r~O7J1lPJj^;s#

Q9o<I&5<P<K-zJ>0r~O7^9#

KrbPropRealmRequired

lk`>r~O7J1lPJj^;s#

3N79F`,09klk`N>0r~O7^9#

KrbPropRealmToTrustRequired

.j9klk`N>0r~O7J1lPJj^;s#

.jX8r_j9klk`N>0r~O7^9#

KrbPropRealmValueRequired

lk`>r~O7J1lPJj^;s#

lk`K-zJ>0r~O7^9#

CPD3E3F

MCHo</'Z5<S9&(i< &2 ,/-^7?#

3NaC;<8KP~9kG-Ns|psr2H7F/@

5$#

+
�!��,�����������

3NaC;<8O""Wj1<7gs,MCHo</'Z5<S9rHQ9kH-KP5l^9#

dj s|
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!N(i<ru1hj^9#

GU)kHN.$u-cC7eN>0rh@G-^;s#

iSeries K5$s*s7?f<6<N /home G#l/Hj

<bKG#l/Hj<,"k+I&+r=L7^9#f<

6<NG#l/Hj<,8_7J$lgO".$u-cC

7eN[<`&G#l/Hj<rn.7^9#

CPD3E3F

MCHo</'Z5<S9&(i< &2 ,/-^7?#

3NaC;<8KP~9kG-Ns|psr2H7F/@

5$#

9GK\35lF$k iSeries 79F`eG DRDA/DDM

\3,:T7^7?#

MCHo</'Z5<S9N=.~KXj5l?GU)k

HNlk`,8_9k+I&+r4Y^9#GU)kHN

lk`*hS0[[;s?< (KDC) ,=.5lF$J1

lP"MCHo</'Z5<S9N=.,mCF*j"

DRDA/DDM \3,:T7^9#3N(i<+is|9k

KO"J<N$:l+N?9/rT$^9#

1. Kerberos 'ZrHQ7F$J$lgKO"J<N`\

r0;7F/@5$#

a. MCHo</'Z5<S9N=.KXj7?GU)

kHNlk`ro|7^9#

2. Kerberos 'ZrHQ7F$klgO"J<N9FCW

r0;7F/@5$#

a. MCHo</eN;-e"&79F`GGU)kH

Nlk`*hS KDC r=.7^9#=N79F`

KP~9kqAr2H7F/@5$#m : =_"

iSeries O KDC r5]<H7F$^;s#

b. 9FCW 1 Gn.7?GU)kHNlk`*hS

KDC rXj7FMCHo</'Z5<S9rF=

.7^9#

c. Kerberos 'ZrHQ9kh&K iSeries Access for

Windows "Wj1<7gsr=. (28 Z<8r2

H)7^9#3lG"DRDA/DDM r^`9YFN

iSeries Access for Windows "Wj1<7gsK

Kerberos 'Z,_j5l^9#
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9GK\35lF$k iSeries 79F`eG QFileSvr.400

\3,:T7^7?#

MCHo</'Z5<S9N=.~KXj5l?GU)k

HNlk`,8_9k+I&+r4Y^9#GU)kHN

lk`*hS0[[;s?< (KDC) ,=.5lF$J1

lP"MCHo</'Z5<S9N=.,mCF*j"

QFileSvr.400 \3,:T7^9#3N(i<+is|9k

KO"J<N$:l+N?9/rT$^9#

1. Kerberos 'ZrHQ7F$J$lgKO"J<N`\

r0;7F/@5$#

a. MCHo</'Z5<S9N=.KXj7?GU)

kHNlk`ro|7^9#

2. Kerberos 'ZrHQ7F$klgO"J<N9FCW

r0;7F/@5$#

a. MCHo</eN;-e"&79F`GGU)kH

Nlk`*hS KDC r=.7^9#=N79F`

KP~9kqAr2H7F/@5$#m : =_"

iSeries O KDC r5]<H7F$^;s#

b. 9FCW 1 Gn.7?GU)kHNlk`*hS

KDC rXj7FMCHo</'Z5<S9rF=

.7^9#

c. Kerberos 'ZrHQ9kh&K iSeries Access for

Windows "Wj1<7gsr=. (28 Z<8r2

H)7^9#3lG"DRDA/DDM r^`9YFN

iSeries Access for Windows "Wj1<7gsK

Kerberos 'Z,_j5l^9#

CWBSY1011

Kerberos /i$"sHN.$u,+D+j^;s#

f<6<KA1CH'DA1CH (TGT) ,"j^;s#

3N\3(i<O"f<6<, Windows (R) 2000 Ia$

sKm0$s7F$J$H-K/i$"sH PC G/3j

^9#3N(i<+is|9kKO"Windows (R) 2000

Ia$sKm0$s7F/@5$#

\3_jN!:~K(i<,/3j^7?#URL N[9

H,"j^;s#

m : 3N(i<O"(s?<Wi$:1L^CTs0

(EIM) NHQ~K/3j^9#

3N(i<+is|9kKO"J<N`\r0;7F/@

5$#

1. iSeries JS2<?<G"Vf<6<N iSeries (your
iSeries)W ]> VMCHo</W ]> V5<P<W

]> VTCP/IPWr8+7^9#

2. VG#l/Hj<Wr&^&9&\?s&/jC/

7"VWmQF#<Wr*r7^9#

3. V5W (General)WZ<8G"I}TN1L>HQ9

o<I, EIM =.~K~O7?bNHlW9k3Hr

N'7^9#
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m<+k&G#l/Hj<&5<P<N=.NQ9~K(

i<,/3j^7?# GLD0232: E#9k\xtr=.K

~lk3HOG-^;s#

m : 3N(i<O"(s?<Wi$:1L^CTs0

(EIM) NHQ~K/3j^9#

3N(i<+is|9kKO"J<N`\r0;7F/@

5$#

1. iSeries JS2<?<G"Vf<6<N iSeries (your
iSeries)W ]> VMCHo</W ]> V5<P<W

]> VTCP/IPWr8+7^9#

2. VG#l/Hj<Wr&^&9&\?s&/jC/

7"VWmQF#<Wr*r7^9#

3. VG<?Y<9 / \xtWZ<8G"

ibm-eimDomainName (sHj<r|n7F EIM r

F=.7^9#

\3_jN!:~K(i<,/3j^7?#iSeries Wm0

i`NFSP7Gc0,/3j^7?#FSP7hWm0

i`O eimConnect G9#\YO

com.ibm.as400.data.PcmlException G9#

m : 3N(i<O"(s?<Wi$:1L^CTs0

(EIM) NHQ~K/3j^9#

3N(i<+is|9kKO"J<N`\r0;7F/@

5$#

1. iSeries JS2<?<G"Vf<6<N iSeries (your
iSeries)W]>VMCHo</W]>V5<P<W]

>VTCP/IPWr8+7^9#

2. VG#l/Hj<Wr&^&9&\?s&/jC/

7"VWmQF#<Wr*r7^9#

3. VG<?Y<9 / \xtWZ<8G"

ibm-eimDomainName (sHj<r|n7F EIM r

F=.7^9#

����

Kerberos WmH3kNEM

Kerberos MCHo</'Z5<S9 (V5) #

Internet Engineering Task Force (IETF) O"Kerberos WmH3kr Request for Comment 1510 G50

KjA7F$^9#

Kerberos: MCHo</'ZWmH3k (V5) #

Kerberos WmH3kN^5Ae<;CD)JgXNx08qO"Wm0i_s0psr-\7F*

j"WmH3kN!=KD$Fb@7F$^9#

Generic Security Service (GSS) API NEM

Kerberos *hS GSS API N\YKD$FO"J<Nps;r2H7F/@5$#

Generic Security Service Application Program Interface Version 2, Update 1 #

Internet Engineering Task Force (IETF) O"GSS API r Request for Comments 2743 G50KjA7

F$^9#
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Generic Security Service API : C-bindings #

Internet Engineering Task Force (IETF) O"GSS API C-bindings r Request for Comments 1509 GX

j7F$^9#

Kerberos P<8gs 5 GSS-API a+K:` #

Internet Engineering Task Force (IETF) O"Kerberos P<8gs 5 *hS GSS API NEMr3N

Request for Comments 1964 GjA7F$^9#

Information Center X"HTC/

MCHo</'Z5<S9"Wj1<7gs&Wm0i^Vk&$s?<U'<9 (API)
3N Information Center NHTC/O"MCHo</'Z5<S9 API Nj9HH"=N!=N5b

r-\7^9#

Generic Security Service Application Programmable Interfaces (GSS API)
3N Information Center NHTC/O"GSS API Nj9HH"=N!=N5br-\7^9#

(s?<Wi$:1L^CTs0 (EIM)
(s?<Wi$:1L^CTs0 (EIM) O"M^?O(sF#F#< (5<S9JI) r(s?<W

i$:4NN5^6^Jf<6<&l89Hj<bN,ZJf<6< ID K^CTs09ka+K:

`G9# iSeries O"EIM rHQ7F iSeries $s?<U'<9rHQD=K7"MCHo</'Z

5<S9rL8Ff<6<r'Z7^9# iSeries *hS"Wj1<7gsO" Kerberos A1CHr

u1~lF"EIM rHQ7" Kerberos Wjs7QkKX"U1il?3N79F`eNf<6< ID

r!P9k3HbG-^9#

�����

J<K(9r`O"MCHo</'Z5<S9N3<I@1K,Q5l^9#3N3<IO"i$Vi

j< QSYS bNWm0i` QKRBGSS"i$Vij< QSYSINC NU!$k H bNasP< KRB5"G

#l/Hj< /QIBM/ProdData/OS400/NetworkAuthentication/ bNaC;<8&+?m0 skrbdll.cat H

skrbkut.cat K~CF$^9#

IBM OMCHo</'Z5<S9N*V8'/H&3<Ir=89k^^NuVGHQvz7"&J-N

]ZdCjN\*XN,g-N]Zr^`lZN@(b7/OE[N]ZU$rioJ$bNH7^9#

IBM O"3N3<INHQ,xn""&HeKk)"Cv""=N>NN*j-""h0TNb:e^?

O@seN"xr/27J$3Hr]Z7^;s#

3N3<INHQK"?CFOJ<N=-,,WKJj^9#

Copyright 1985, 1986, 1987, 1988, 1989, 1990, 1991, 1992, 1993, 1994, 1995

by the Massachusetts Institute of Technology.

All Rights Reserved.
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