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77$Ef=O<I&'"KX9kG7ps"*hS iSeries 5<P<QN{8NE

f=O<I&'"&*W7gsKIC5l?U#<Ac<KX9kG7psKD$

FO"3NHTC/r2H7F/@5$#

77$Ef=O<I&'": IBM 2058 e-business Ef="/;il<?<

4758 Ef=3Wm;C5<KC(F"IBM 2058 e-business Ef="/;il<?

< (O<I&'"&U#<Ac<&3<I 4805"3lJeO 2058 Ef="/;i

l<?<H-R7^9) ,HQD=G9#k)0Nh}r79F`&Wm;C5<

N0tK>w9k3HG"iSeries NQU)<^s9r~e5;k_WHJCF*

j"gLN SSL (Secure Sockets Layer) His6/7gsrh}9k?a"iSeries

N$sWjasF<7gsK*$F"3NO<I&'"&*W7gsO%l?*r

hG9#2058 Ef="/;il<?<O"iSeries 5<P<N SSL QU)<^s9

r~e5;k?aN%l?*rhGO"j^9,"4758 3Wm;C5<,s!9k

h&J-OON=.*W7gsOs!7^;s#

IC!=: 4758 Ef=3Wm;C5<

4758 Ef=3Wm;C5<O"J<N77$!=rs!7^9#

v b;5<S9K*1k PIN h}: His6/7gs4HNG--< (UKPT)

v Common Cryptographic Architecture (CCA) 2.4

77$Ef=O<I&'"N7Jj*

Ef=O<I&'"r iSeries 5<P<GINh&KHQG-k+KD$Fc(9k

?aK"J<N7Jj*r iSeries Information Center KIC7^7?#

v XEf=O<I&'"N7Jj*: Ef=O<I&'"rHQ7?k)0N]

nY

v XEf=O<I&'"N7Jj*: 4758 Ef=3Wm;C5<rHQ9k

OS/400® "Wj1<7gsNn.Y

3Njj<9GN7!=^?OQ9@KD$FN=N>NpsO"VWm0i`q

Ab@qW

r2H7F/@5$#

7!=^?OQ9UjN+,1}

;QeNQ9,TJol?Ujr+,1keGr)Dh&K"3NpsGOJ<N

-frHQ7F$^9#

v N$a<8O"77$ps^?OQ95l?psNO^jr(7F$^9#
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Ef

EfO"G<?rB4K]}9k?aN;QG9#p\*JEf=5<S9Kh

j"aC;<8,Wi$Y<HJbNG"k3H"aC;<8N]4-,]}5l

k3H"L.7F$kvvT,'Z5lF$k3H"*hSL.KX?7F$kl

}NvvT,aC;<8Nw.rq]G-J$3H,]Z5l^9#

EfrHQ9kH"]I5l?G<?^?OL.r"X8NJ$h0T,}rG-

J$h&K7J,i"psr]I7?j>NMHL.9k3H,G-^9#Ef=

O"}rD=JF-9Hr}rT=JG<?t, (Ef8) KQ97^9#Ef=r

|O"}rT=JG<?+i}rD=JF-9Hr|57^9#>}NWm;9K

O"tXNx0^?O"k4j:`"*hSk)G<? (-<) ,++oCF$^

9#

Ef"k4j:`

Ef"k4j:`KO"J<N 2 DN?$W,"j^9#

1. k)0"k4j:`"D^jPN0"k4j:`GO"1 DN-<,"L.9k

2 DNvvTVG&Qk)0KJj^9#Ef=*hSEf=r|N>}K"1

8-<rHQ7^9#k)0"k4j:`NcH7FO"G<?Ef=,J

(DES) *hS Triple-DES ,"j^9#

2. x+0"k4j:`"D^jsPN0"k4j:`GO"-<NZ",HQ5l

^9#l}N-<G"kk)0Ok)K5l"/Hb&Q5l^;s#b&l}

N-<G"kx+0Ok)GOJ/">MH&Q5l^9#3liN-<NIA

i+l}GG<?,Ef=5lkH"=NG<?Ob&l}N-<G7+Efr

r|7F|59k3H,G-^;s#3N 2 DN-<OtX*KX"7F$^

9,"k)0rx+0+iI85;k3HOvBeTD=G9#x+0"k4j

:`NcH7FO"RSA "k4j:`,"j^9#

IAiN?$WN"k4j:`Gb"G<?NQ9}!r=G9k?aK-<rH

Q7^9#5^6^JEfWm;9O"$/D+N\*N&AN 1 Dr#.9k?

aK 1 DN"k4j:`rHQ7F$^9#aC;<8N'3<I (MAC) r8.

7FG<?N]4-r]Z9klgNh&K"\*KhCFHQ9kEf=Wm;

9r*r7^9# 4758 Ef=3Wm;C5<QNf<6<n."Wj1<7gs

O"P~9k;-ejF#<&"Wj1<7gs&Wm0i_s0&$s?<U'

<9 (SAPI) rHQ7FEfWm;9rFSP7^9#-<HEfWm;9,lo

KJCFG<?rQ97^9# SAPI N"Br}Df<6<O"=NEfWm;9

K"/;99k3H,G-^9#7?,CF"-<OG<?XN"/;9r)f7

^9#G<?r]n9kKO"-<r]n9k,W,"j^9#-<Mrk)K7

F*1P"=N-<G"k4j:`rHQ9k3HKhj"G<?N;-ejF#

<r]Z9k3H,G-^9#

Ef=

© Copyright IBM Corp. 1998, 2003 7



f<6<&"Wj1<7gsO"U#<kI&lYkNEf=rHQ7F"@(*

KEf5<S9rWa7^9#f<6<&"Wj1<7gsO"-<N8."*r

*hS,[r04K)f7^9#f<6<&"Wj1<7gsO"Ef=9kG<

?*hSsEf=F-9HH7F]I9kG<?b)f7^9#79F`O";C

7gsXGNEf=rHQ7F""Wj1<7gsKeoCFEf5<S9rWa

7^9#"Wj1<7gs,"Ef=,TolF$k3Hr'17F$klgb"

7F$J$lgb"j^9#js/&lYkNEf=O"WmH3k&9?C/N

G<XGBT5l^9,"Lo"js/&lYkNEf=N?aNlQNO<I&

'"GBT5l^9#4758 3Wm;C5<O"U#<kI&lYkNEf=H"

SSL (Secure Sockets Layer) N;C7gsN)N?aNEf=N>}r5]<H7F

$^9,"VPN *hS SNA N;C7gs&lYkGNEf=O5]<H7F$^

;s#2058 Ef="/;il<?<O"SSL N;C7gsN)N?aNEf=N_

r5]<H7F$^9#

G<?]4-

G<?r.j9k?aKO"G<?,vD5l?w.5+iwilF$F"+DQ

95lF$J$3HrNk,W,"j^9#3lO"G<?'Z-*hSG<?]

4-HFPl^9# 4758 3Wm;C5<O"aC;<8N'3<I (MAC)"aC

;<8Ws""k$OG#8?kp>rn.9k3HKhj"'Z-H]4-r]

Z7F$^9#

aC;<8N'3<I (MAC)

MAC Wm;9O"EWJG<?WGrjA9kG<?]4N?aN;!G9#?H

(P"qb>waC;<8Gb[rjA9k3H,G-^9# MAC O"EWJG

<?WG"Ef"k4j:`"*hS!) MAC -<+i=.5l^9# MAC

O"aC;<8NltKJj"aC;<8H&Kw.5l^9#MAC Wm;9O

DES -<^?O Triple-DES -<rHQ7^9#

aC;<8Nu.&O"w.&H18 MAC -<""k4j:`"*hSWm7<

8c<rHQ7F MAC r#=7^9#u.&N MAC ,aC;<8HloKwi

l? MAC HlW9kH"Q95lF$J$bNH7F MAC ru1~lk3H,

G-^9#

MAC Wm;9GO"u.7?aC;<8r'ZG-kh&KJj^9,">wG<

?OsEf=F-9HN^^JNGvDJ7KI_hil^9# MAC Wm;9r

HQ7"5iKaC;<84NrEf=9kH"G<?NWi$P7<H]4-r

z(*K]n9k3H,G-^9#

aC;<8Ws

aC;<8WsNWm;9rG<?KP7FBT9kH"Ef*K8.5l?A'

C/5`H+J5lkWsMrn.9k3H,G-^9#G<?Nlt,Q95l

?lgO"[JkWs,8.5l^9#aC;<8WsN3T<r]}7F*-"

=lirfS9k3H,G-^9#aC;<8Ws,y7$H$&3HO"G<?

,Q95lF$J$3Hr(7^9#

G#8?kp>
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G#8?kp>b"'Z-H]4-r!Z9k?aKHQG-^9#3lO"J<

N 2 9FCW+i.kWm;9G9#

1. GiK@$8'9H,G<?+i8.5l"!K=N@$8'9H, RSA k)

0rHQ7FEf=5l^9#3NkL,G#8?kp>KJj^9#G#8?

kp>O"x+0rHQ7F=Np>rEfr|7"*j8JkN@$8'9H

rs|9k3HKhj!Z9k3H,G-^9#

2. b& 1 DN@$8'9HO"G<?+i8.5l"*j8JkN@$8'9H

HfS5l^9#3N 2 D,1lG"lP"=Np>OZ@5l?3HKJ

j"G<?,Q95lF$J$3HrN'9k3H,G-^9#

4758 Ef=3Wm;C5<KX"9k-<N?$W

4758 3Wm;C5<O5^6^J-<N?$WrHQ7^9#9YFNP

N0`nKP7F"9YFN DES -<"k$O Triple-DES -<rHQG

-ko1GO"j^;s#1MK"9YFNsPN0`nKP7F"9YF

Nx+0"k4j:` (PKA) -<rHQG-ko1GO"j^;s#4758

3Wm;C5<,HQ9kFo-<&?$WNj9HrJ<K(7^9#

^9?<&-<

3N-<O/j"&-<G">N-<,Ef=5lF$J$3Hr

U#7^9#4758 3Wm;C5<O"^9?<&-<rHQ7F9

YFN`n-<rEf=7^9#4758 3Wm;C5<O"^9?

<&-<r~6s5lK/$b8e<kK]I7^9#3N^9?

<&-<O"4758 3Wm;C5<+iOhjP93HOG-^;

s#4758 3Wm;C5<O"~6sKP7FO"^9?<&-<H

=N)l'ZrK~9k3HKhjP~7^9#4758-023 O"DES

-<NEf=QH PKA -<NEf=QK=l>l 1 D:DN"2

DN^9?<&-<r}CF$^9#

\90Ef0

4758 3Wm;C5<O"3N?$WN Triple-DES -<rHQ7F

>N DES -<^?O Triple-DES -<rEf="^?OEf=r|

7^9#0Ef0O"Lo"79F`VG-<r>w9k?aKH

Q5l^9#?@7"PC/"CWQK"*Ui$sG-<r]I

9k?aKHQ9k3HbG-^9#0Ef0r-<N>wKHQ

9klgO"0Ef0+NN/j"Mr 2 DN79F`VG&Q7

J1lPJj^;s#(/9]<?<N0Ef0O"(/9]<H

`nKHQ5l^9#(/9]<H`nGO"^9?<&-<GE

f=5l?-<O"Ef=r|5l"!K0Ef0GEf=5l^

9#$s]<?<N0Ef0O"$s]<H`nKHQ5l^9#

$s]<H`nGO"0Ef0GEf=5l?-<O"Ef=r|

5l"!K^9?<&-<GEf=5l^9#

\9 PIN -<

4758 3Wm;C5<O3N?$WN-<rHQ7F"b;`nGH

Q5lk PIN r8."!Z"Ef="*hSEf=r|rT$^

9#3liN-<O Triple-DES -<G9#

MAC -<

4758 3Wm;C5<O"3N?$WN-<rHQ7F"aC;<8

N'3<I (MAC) r8.7^9#3liN-<O"DES -<^?

O Triple-DES -<N$:l+G9#

h 3 O 50 9



Ef0 4758 3Wm;C5<O"3N?$WN-<rHQ7F"G<?NE

f=^?OEfr|rT$^9#3liN-<O"DES -<^?O

Triple-DES -<N$:l+G9#

1l9_9--<

4758 3Wm;C5<O"3N?$WN-<rHQ7FG<?NEf

=^?OEf=r|rT$"5iK MAC r8.7^9#3liN

-<O DES -<G"j" Common Cryptographic Architecture r$

sWjasH7F$J$79F`VG"Ef=5l?G<?^?O

MAC rr99klgKh/HQ5l^9#

k)0 4758 3Wm;C5<O"G#8?kZ@qN8."*hSx+0G

Ef=5l? DES -<^?O Triple-DES -<NEf=r|Kk)

0rHQ7^9#

x+0 4758 3Wm;C5<O"G#8?kp>NEv-!:"DES -<

^?O Triple-DES -<NEf="*hSk)0GEf=5l?G

<?NEf=r|Kx+0rHQ7^9#

-<A0

4758 3Wm;C5<O"4 DN[JkA0N&A$:l+ 1 DG"-<r

`n7^9#-<A0O"-<&?$WHloKJCF"EfWm;9,=

N-<rHQ9k}!rhj7^9#J<K 4 DNA0r(7^9#

/j"A0

-<N/j"MO"INEfjJKhCFb]n5l^;s#/j

"&-<O"4758 3Wm;C5<GOHQG-^;s#/j"&-

<O"GiK;-e"&b8e<kK$s]<H7F"^9?<&

-<GEf=7"!K;-e"&b8e<kN0tK]I7J1l

PJj^;s#

`nD=A0

^9?<&-<GEf=5l?-<NA0O"`nD=A0G9#

3liN-<O"4758 3Wm;C5<GOEf`nK>\HQG-

^9#`n-<O"bt-<HbFPl^9#5<P<N09H

"&U!$kK]I5lF$k-<O9YF`n-<G9#7+

7"9YFN`n-<r09H"&U!$kK]I9k,WO"j

^;s#

(/9]<HA0

(/9]<H`nNkL"(/9]<?<N0Ef0GEf=5l

?-<NA0O"(/9]<HA0G9#3liN-<O0t-<

HbFPl^9#(/9]<HA0N-<O"(/9]<?<N0

Ef0H18/j"&-<Mr}D$s]<?<N0Ef0,8_

7F$klgO"$s]<HA0G"kH-R9k3HbG-^

9#-<O"$UN}!G"(/9]<HA0G]I9k3H,G

-^9,"09H"&U!$kK]I9k3HOG-^;s#

$s]<HA0

$s]<?<N0Ef0GEf=5l?-<NA0O"$s]<H

A0G9#$s]<H`nK=<9H7FHQG-kNO"$s]

<HA0N-<N_G9#3liN-<O0t-<HbFPl^

9#$s]<HA0N-<O"$s]<?<N0Ef0H18/j

10 iSeries: Ef=O<I&'"



"&-<Mr}D(/9]<?<N0Ef0,8_7F$klg

O"(/9]<HA0G"kH-R9k3HbG-^9#-<O"

$UN}!G"$s]<HA0G]I9k3H,G-^9,"09

H"&U!$kK]I9k3HOG-^;s#

!=)fY/Hk

IBM O"!=)fY/HkH7FNilk"G#8?kp>5l?Mrs

!7F$^9#3NMrHQ9kH"4758 3Wm;C5<bNEf"Wj

1<7gsO",QD=J$s]<H)BH(/9]<H)BKlW9kl

YkNEf5<S9rs!9k3H,G-^9#!=)fY/HkO"79

F`K3~5lk IBM Cryptographic Access Provider (5769-ACx) =JKU

07F$^9#U!$kNQ9>O"/QIBM/ProdData/CAP/FCV.CRT G9#

!=)fY/HkrHQ9kH"4758 3Wm;C5<K-<Nn.K,W

J-<9Npsr@k3H,G-^9#

)fY/Hk

)fY/HkO"!=)fY/HkHO[Jj"J<r)f9k-<KX"

U1il?{NNMG9#

v -<N?

v 3N-<,Ef=G-k>N-<No`

v f<6<N 4758 3Wm;C5<,3N-<r(/9]<HG-k+I&

+

v 3N-<KP7FvD5l?>NHQ

)fY/HkOEfrp7F-<Kjs/7F$k?a")fY/HkrQ

99klgO"1~K-<NMbQ97J1lPJj^;s#

09H"&U!$k

4758 3Wm;C5<N^9?<&-<GEf=5l?-<r]I9k?a

KHQ5lk"OS/400 G<?Y<9&U!$kG9#

-<&H</s

Ef-<")fY/Hk*hS-<KX"9k=N>Npsr}D3H,G

-kG<?=$#-<&H</sO"-<KnQ9k""k$O-<rHQ

9k[HsIN CCA API NQia<?<H7FHQ5l^9#

h 3 O 50 11
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� 4 � 4758 ������	
��

iSeries 5<P<GO"J<N}!G 4758 3Wm;C5<rHQ9k3H,G-^

9#

v 4758-023 3Wm;C5<r DCM H&KHQ9kH"SSL G#8?kZ@qK

X"U1il?k)0r8.7"=lr]I9k3H,G-^9#^? 4758-023

3Wm;C5<GO"SSL ;C7gsN)fK SSL Nk)0Nh}r`n9k

3HKhj"QU)<^s9YgN!=H%,^ilF$^9#

v m<I&Pis7s0HQU)<^s9&91<js0r5]<H9k?aK"

iSeries 5<P<GO"#tN 4758-023 3Wm;C5< (Gg 8 D) r SSL G

HQ9k3H,G-^9##tN3Wm;C5<rHQ9klg"DCM =.G

O"O<I&'"rHQ7FG#8?kZ@qKX"U1ilkk)0r8.

7"]I9k?aN!Nh&J*W7gs,s!5lF$^9#

1. O<I&'"G8.5l"O<I&'"G]I5l? (D^j"]85l?)

k)0#

3N*W7gsrHQ9kH"k)0,3Wm;C5<+iPFT/3HOJ

$?a"=Nk)0rHQ7?j">N3Wm;C5<H&Q9k3HOG-

^;s#D^j"79F`I}TH"Wj1<7gsO"#tNk)0HZ@

qrI}7J1lPJj^;s#

2. O<I&'"G8.5l"=UH&'"G]I5lk (D^j"09H"&U

!$kK]I5l?) k)0#

3N*W7gsrHQ9kH"1 DNk)0r#tN3Wm;C5<VG&Q

9k3H,G-^9#=N?aNWoH7F"F3Wm;C5<O"18^9

?<&-<r&Q7J1lPJj^;s# 198Z<8NX^9?<&-<N#

=Y!=rHQ7F"18^9?<&-<rHQ9k3Wm;C5<r;CH

"CW9k3H,G-^9#k)0O"3Wm;C5<N 1 DG8.5l"

!K09H"&U!$kK]I5l"=N3Wm;C5<N^9?<&-<G

Ef=5l^9#1lN^9?<&-<r}CF$lP"IN3Wm;C5<

Gb=Nk)0rHQ9k3H,G-^9#

v OS/400 "Wj1<7gsN$sWjasHK"4758-023 3Wm;C5<,HQ

G-^9#3lrT&KO"79F`I}T^?O"Wj1<7gs&WmP$

@<, CCA CSP API rHQ7F"4758 3Wm;C5<K"/;99k?aN

"Wj1<7gs&Wm0i`rn.7J1lPJj^;s#=Nh&J"Wj

1<7gsNcH7F"b;5<S9K*1k PIN h}His6/7gs"dT

+ijAr9jXNHis6/7gs"*hSp\*J SET™ VmC/h},"

j^9#CCA CSP rp7FGg 8 DN3Wm;C5<rHQG-^9#"Wj

1<7gsO"CCA API N Cryptographic_Resource_Allocate (CSUACRA) H

Cryptographic_Resource_Deallocate (CSUACRD) rHQ7F"D9N3Wm;C5

<XN"/;9r)f7J1lPJj^;s#

4758 3Wm;C5<KD$FN\YO"J<NZ<8r2H7F/@5$#

14Z<8NX4758 Ef=3Wm;C5<NU#<Ac<Y

© Copyright IBM Corp. 1998, 2003 13



4758 3Wm;C5<KO"SSL f*hS OS/400 "Wj1<7gsGHQ5lk"

Ef`nQNO<I&'"&(s8s,^^lF$^9#

Common Cryptographic Architecture Cryptographic Service Provider (CCA CSP) O"

OS/400 *W7gs 35 H7FQC1<85lF$^9#4758 3Wm;C5<NE

f=5<S9XN"/;9,D=J"Wj1<7gsrq-~`3H,G-k;-

ejF#<&"Wj1<7gs&Wm0i_s0&$s?<U'<9 (SAPI) rx

Q9k3H,G-^9#

U#<Ac<NZ<8O"4758 3Wm;C5<H CCA CSP GxQG-kbNK

D$F\YKb@7F$^9#

20Z<8NX4758 Ef=3Wm;C5<NWoY

4758 3Wm;C5<r3~7FHQ9k0K"5<P<O$/D+NWor~?9

,W,"j^9#Wor-\7?Z<8rHQ7F"4758 3Wm;C5<r5<P

<K3~7FHQG-k+I&+r=G7F/@5$#

7Z<8NXh 3 O 50Y

EfKD$FINxYNCF$k+KhCF"Ql^?O50KD$FNps,,

WKJklgb"j^9#3NZ<8GO"$/D+Np\*JEf=50KD$

FRp7^9#

IBM ,d)9kEf=KD$FNICNps;KX7FO"XX"psYr2H7

F/@5$#

4758 ������	
���������

4758 PCI Ef=3Wm;C5<OEfh}!=rw(F*j"Ef0rB4K]I

9k3H,G-^9#5]<H5lF$kEf!=KO"G<?N!)r]}9k

?aNEf=HEf=r|"G<?,Q95lF$J$3Hr]Z9k?aNaC

;<8WsHaC;<8N'3<I"G#8?kZ@qN8.H!Z"*hSb;

5<S9K*1k PIN h}H SET h},"j^9#3Wm;C5<O"OS/400

SSL"^?O79F`I}T"k$O"Wj1<7gs&WmP$@<KhCFn.

5l? OS/400 "Wj1<7gsGHQ9k3H,G-^9#

3Wm;C5<r SSL GHQ9kH"FIPS 140-1 G'ZQ_NO<I&'"&b

8e<kG"k)0rn.7F]I9k3H,G-k[+"k)0r#tN3Wm

;C5<&+<IGHQG-kh&K"=UH&'"Gk)0rn.7"^9?

<&-<G=lrEf=7F"]I9k3H,G-^9#^9?<&-<OoK"

FIPS 140-1 G'ZQ_NO<I&'"&b8e<kK]I5l^9#^?"3Wm

;C5<O"SSL ;C7gsNN)fO"W;f4NEfh}r iSeries 5<P<

Na$s CPU +i*Um<I7^9#

OS/400 "Wj1<7gsNlgO"Common Cryptographic Architecture

Cryptographic Service Provider (CCA CSP) API rHQ7F"3Wm;C5<NEf

!=H0I}!=K"/;97^9#

4758-023 PCI Ef=3Wm;C5<O"DES" Triple-DES" RSA" MD5"

SHA-1" RIPEMD-160"*hSb;5<S9K*1k PIN 5<S9r5]<H7^

14 iSeries: Ef=O<I&'"



9#5iK"SET VmC/Ef5<S9b5]<H7^9#4758 3Wm;C5<N

gJx@O"Ef-<r]I9k?aN!=rs!9k@G9#3N!=O";-

e"&b8e<kHFPlk"~6sKP7FP~9k"PCFj<&PC/"C

W5l?b8e<kGTol^9#4758-023 PCI Ef=3Wm;C5<O"Federal

Information Processing Standard (".psh}8`) (FIPS) N PUB 1400-1"lYk

3 NWor~?7F$^9#b& 1 DNx@H7F"4758 3Wm;C5<O"SSL

;C7gsNN)fK"iSeries Na$s CPU GNW;f4NEfh}N*Um<

IrB=G-k@,s2il^9#

4758 3Wm;C5<O"rdY<9N"/;9)f!=rw(F$^9#3N!=

rHQ9kH"3Wm;C5<,5]<H7F$kD9NEf`nK"/;9G

-"=lr)f9k3H,G-^9#

CCA CSP U#<Ac<

4758 3Wm;C5<r CCA CSP HloKHQ9kH""Wj1<7gsKO$

lYkNEf;-ejF#<rT&3H,G-^9#\R^?Oh0TN"Wj1

<7gsKD$FO"l"N"Wj1<7gs&Wm0i_s0&$s?<U'<

9 (API) rp7F3liN5<S9K"/;97^9#3liN API KD$F

O"VIBM 4758 PCI Cryptographic Coprocessor CCA Basic Services Reference and

GuideW r2H7F/@5$#3liN API O"OS/400 *W7gs 35 -

Common Cryptographic Architecture Cryptographic Service Provider (CCA CSP) Gs

!5l^9#

4758 3Wm;C5<O CCA ^9?<&-<rHQ7F"4758 3Wm;C5<N

0tK]IG-kh&-<rEf=7^9#Ef=5l?-<O"G<?Y<9&

U!$kG"k09H"U!$kK]I7^9#

IBM N CCA rHQ9kH"gWJ IBM 3sTe<F#s0&WiCHU)<`

eG"EfKP7FlS7?"Wm<Arhk3H,G-^9#OS/400 CCA CSP

O"ILE C"RPG"*hS COBOL Gn.5l?"Wj1<7gs&=UH&'"

r5]<H7F$^9#"Wj1<7gs&=UH&'"O"G<?Ef=,J

(DES) *hS RSA "k4j:`r^`"-OONEf!=rBT9k?aK"

CCA 5<S9rFSP93H,G-^9#

OS/400 CCA CSP O"NT"AIX®"*hS OS/2® GHQG-k"CCA 5]<H&

Wm0i`H1yN API 5]<Hrs!7^9#CCA CSP O 4758 3Wm;C5

<N!=rhQ7F"!N3HrT&3H,G-^9#

v f<6<K?(k"/;9NlYkrjA9k?aNrdY<9N"/;9)f

Nn.#

v 5nYVfN8.#

v ^9?<&-<N#=NB4Jn.#

v b;5<S9K*1k PIN h}N5]<H#

v G#8?kp>N8.HEv-!:#

v G<?NEf=HEf=r|#

v -<N]n#

v Ef=5l? DES -<*hS Triple-DES -<NB4J$s]<HH(/9]<

H#

h 4 O 4758 Ef=3Wm;C5< 15

ftp://www6.software.ibm.com/software/cryptocards/ccabsrguide241.pdf
ftp://www6.software.ibm.com/software/cryptocards/ccabsrguide241.pdf


v aC;<8N'3<I (MAC) N8.#

4758 ������	
������������������

3NEf=O<I&'"r iSeries 5<P<H&KINh&KHQG-k+H$&l

cr(9?aK"J<NHQcN7Jj*rIC7^7?#

v XEf=O<I&'"N7Jj*: Ef=O<I&'"rHQ7?k)0N]

nY

3N7Jj*O"iSeries 5<P<N SSL ;-e"&S8M9&His6/7g

sKX"U1ilF$k"G#8?kZ@qNk)0N;-ejF#<r/=9

k,W,"kqRKHCFr)A^9#

v XEf=O<I&'"N7Jj*: 4758 Ef=3Wm;C5<rHQ9k

OS/400 "Wj1<7gsNn.Y

3N7Jj*O"4758 Ef=3Wm;C5<rFSP7F"f<6<&G<?

(+0BbY'! (ATM) G~O5l?"b;5<S9K*1kDM1LVf

(PIN) JI) r!Z9kWm0i`rn.9kWm;9rL8F"OS/400 Wm0

i^<KHCFr)A^9#

��������������: ���������������

�����

u7

"kqR,"kHVhz (B2B) His6/7gsrh}9k?aNlQN5<P<

K"iSeries 5<P<rHQ7F$^9#3NqRN iSeries 5<P<N9Z7cj

9HG"k Sam O"eJ+i B2B +9?^<N;-ejF#<WorNi5lF

$^9#=NWoHO"Sam NqR,BT9k iSeries 5<P<N SSL ;-e"&

S8M9&His6/7gsKX"U1ilF$k"G#8?kZ@qNk)0N

;-ejF#<r/=9k3HG9#Sam O"IBM 4758-023 Ef=3Wm;C5

< PCI +<I (O<I&'"&U#<Ac<&3<I 4801 ^?O 4802"3lJ

eO 4758 Ef=3Wm;C5<H-R7^9) H$&"iSeries 5<P<GHQD

=JEf=O<I&'"&*W7gs,"j"=N~6s5lK/$O<I&'"

G SSL His6/7gsKX"U1ilF$kk)0rEf=*hS]IG-k3

HrNj^9#

Sam O 4758 Ef=3Wm;C5<KD$F4Y"3N3Wm;C5<r OS/400

G#8?kZ@q^M<8c< (DCM) HloKHQ9kH;-e"J SSL k)0

N]Iljrs!G-k3H"5iK"SSL N;C7gsN)~KBT5lkEf

`nr iSeries 5<P<+i*Um<I9k3HG iSeries 5<P<NQU)<^s

9,~e9k3HrNj^9#

m: m<I&Pis7s0HQU)<^s9&91<js0r5]<H9k?a

K"Sam O"iSeries 5<P<N SSL G#t (Gg 8 D) N 4758 Ef=3W

16 iSeries: Ef=O<I&'"
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m;C5<rHQ9k3H,G-^9#\YKD$FO" iSeries GN#tNE

f=O<I&'"&+<IN$sWjasHKD$F2H7F/@5$#

Sam O"+RN iSeries 5<P<N;-ejF#<r/=9kH$&Wor"4758

Ef=3Wm;C5<,~?9H=G7^9#

\Y

1. 3NqRN iSeries 5<P<K 4758 Ef=3Wm;C5<,$s9H<k5

l"k)0r]I7F]n9kh&K=.5lF$^9#

2. 4758 Ef=3Wm;C5<KhCF"k)0,8.5l^9#

3. =Ne"k)0, 4758 Ef=3Wm;C5<K]I5l^9#

4. 4758 Ef=3Wm;C5<,"*}**hSER*J>}NOC-s0+i5

<P<r]n7^9#

0sro*hS0sv`

1. iSeries 5<P<K 4758 Ef=3Wm;C5<,$s9H<k5l"57/=.

5lF$k3H,0sG9 (X4758 Ef=3Wm;C5<NWhY*hS

X4758 Ef=3Wm;C5<N=.Yr2H)#4758 Ef=3Wm;C5<N

WhKO"iSeries 5<P<G SSL rBT9k3Hb^^l^9#

m: "Wj1<7gsN SSL OsI7'</h}*hSk)0N]nN?aK

#tN 4758 Ef=3Wm;C5<&+<IrHQ9kKO"Sam O""W

j1<7gs,#tNk)0*hSZ@qrI}G-k3HrN'9k,W

,"j^9#

2. Sam NqRGOG#8?kZ@q^M<8c< (DCM) ,$s9H<k5l"=

.5lF*j"3lrHQ7F"XSSL L.;C7gsN?aNx0$s?<M

CHZ@qNI}YrTJCF$^9#

3. Sam NqRO"x0'ZI (CA) +iZ@qrh@7F$^9#

4. 4758 Ef=3Wm;C5<O"DCM rHQ9k0K*sK7F*-^9#3l

rToJ$lg"DCM O"Z@qn.Wm;9NltH7F9Hl<8&*W

7gsr*r9k?aNZ<8rs!7^;s#

=.9FCW

iSeries 5<P<GEf=O<I&'"rHQ7Fk)0r]n9k?aKO"Sam

OJ<N9FCWrBT9k,W,"j^9#

1. 3N7Jj*N0sro*hS0sv`,~?5lF$k3HrN'7^9#

2. IBM G#8?kZ@q^M<8c< (DCM) rHQ7F"77$G#8?kZ

@qrn.9k+""k$O=_NG#8?kZ@qr977^9#

a. =_NZ@qKp>7?'ZI (CA) N?$Wr*r7^9#

b. Z@qNk)0N9Hl<8&*W7gsH7F"VO<I&'"Wr*r

7^9#

c. Z@qNk)0r]I9k"Ef=O<I&'"uVr*r7^9#

d. x0 CA rHQ9kh&*r7^9#

h 4 O 4758 Ef=3Wm;C5< 17
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3lG"77$G#8?kZ@qKX"U1il?k)0O"9FCW 2.c GXj

7? 4758 Ef=3Wm;C5<K]I5l^9#Sam O33G"+RN Web 5

<P<N=.KJ`3H,G-"77/n.5l?Z@qrHQ9kh&Xj9k

3H,G-^9#Web 5<P<rFO07?e"Web 5<P<O77$Z@qrH

Q7^9#

��������������: 4758 ������	
����

��� OS/400 �����������

u7

"J?,"g,OJb;X"N Credit Union RN"iSeries 5<P<NWm0i^<

G"kH7^9#=7F"Credit Union RN iSeries 5<P<K$s9H<k5lF

$k IBM 4758-023 Ef=3Wm;C5< PCI +<I (O<I&'"&U#<Ac

<&3<I 4801 ^?O 4802"3lJeO 4758 Ef=3Wm;C5<H-R7^

9) rHQ7F"asP<Nb;X"DM1LVf (PIN) ,+0BbY'! (ATM)

G~O5l?]K3N PIN r!:9kH$&nHr$5l^7?#

4758 3Wm;C5<NEf5<S9K"/;97FasP<N PIN r!:9k?

aK"*W7gs 35 Nlt,G"k CCA CSP (Cryptographic Service Provider)

API rHQ9k"iSeries 5<P< OS/400 "Wj1<7gs&Wm0i`rn.9

k3HKha^7?#4758 Ef=3Wm;C5<QKn.5l? iSeries 5<P<

OS/400 "Wj1<7gs&Wm0i`O"3Wm;C5<rHQ7F";-ejF

#<rEk9k?9/*hSEf`nrBT7^9#

m: CCA CSP rp7FGg 8 fN 4758 Ef=3Wm;C5<rHQG-^9#

"Wj1<7gsO"Cryptographic_Resource_Allocate (CSUACRA) CCA API

*hS Cryptographic_Resource_Deallocate (CSUACRD) CCA API rHQ7F"

D9N3Wm;C5<XN"/;9r)f7J1lPJj^;s#

\Y

1. Credit Union RNasP<,"ATM G+,N PIN r~O7^9#

2. PIN O ATM GEf=5l"=Ne"MCHo</rP37F Credit Union R

N iSeries 5<P<Kw.5l^9#

3. iSeries 5<P<,=NHis6/7gsWar'17"=NasP<N PIN r

!:9kWm0i`rFSP7^9#

4. Wm0i`,"Ef=5l? PIN"asP<N}BVf"PIN 8.0"*hS

PIN Ef0r^`War 4758 Ef=3Wm;C5<Kw.7^9#

5. 4758 Ef=3Wm;C5<,"PIN NEv-rN'^?Oq]7^9#

6. Wm0i`,"4758 Ef=3Wm;C5<+iNkLr ATM Kw.7^9#

a. PIN ,N'5l?lg"asP<O Credit Union RHNhzr5oKBTG

-^9#

b. PIN ,q]5l?lg"asP<O Credit Union RHNhzrBTG-^;

s#

18 iSeries: Ef=O<I&'"
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0sro*hS0sv`

1. "J?NqRK iSeries 5<P<,"j"=3K 4758 Ef=3Wm;C5<,

57/$s9H<k5l"=.5lF$k3H,0sG9#J<Npsr2H7

F/@5$#

a. X4758 Ef=3Wm;C5<NWhY

b. X4758 Ef=3Wm;C5<N=.Y

c. XOS/400 "Wj1<7gsGHQ9k?aN 4758 Ef=3Wm;C5<N

=.Y

2. *W7gs 35 N Common Cryptographic Architecture Cryptographic Service

Provider (CCA CSP) r=,K}r7F$k3H,,WG9#3lO OS/400 *

W7gs 35 H7FQC1<85lF*j"4758 Ef=3Wm;C5<NEf

5<S9XN"/;9rD=H9k"Wj1<7gsrn.9k3H,G-k"

;-ejF#<&"Wj1<7gs&Wm0i_s0&$s?<U'<9

(SAPI) rs!7^9#

3. XCCA Basic Services GuideY K"/;9G-k,W,"j^9#33K

O""Wj1<7gsGHQ9k Financial Services Support N verb ,-\5l

F$^9#

=.9FCW

4758 Ef=3Wm;C5<rHQ7F PIN NEv-r!:9kH$&\8r#.

9k}!N 1 DH7F"2 DN iSeries 5<P< OS/400 "Wj1<7gsrn.

9k}!,"j^9#

1. PIN !:-<H PIN Ef-<N>}rm<I7"=lir09H"U!$kK

]I9kWm0i`rn.7^9#/j"&-<&Q<D,HQ5lkH[j7

?lg"J<N API rHQ9k,W,"j^9#

v Logon_Control (CSUALCT)

v Key_Part_Import (CSNBKPI)

v Key_Token_Build (CSNBKTB)

v Key_Record_Create (CSNBKRC)

v Key_Record_Write (CSNBKRW)

v *W7gJk API: KeyStore_Designate (CSUAKSD)

2. Encrypted_PIN_Verify (CSNBPVR) API rFSP7F"Ef=5l? PIN r!:

7"=NeG-zG"k+5zG"k+H$&u7r ATM Ka9"2 V\NW

m0i`rn.7^9#

X"Z<8: XOS/400 "Wj1<7gsGHQ9k?aN 4758 Ef=3Wm;C

5<N=.Y

h 4 O 4758 Ef=3Wm;C5< 19
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4758 ������	
�����

J<NpsO"iSeries 5<P<GN 4758 Ef=3Wm;C5<N$s9H<kr

Wh9k4vTrP]H7?bNG9#

v X4758 Ef=3Wm;C5<NWoY

v X4758 Ef=3Wm;C5<XN;-e"&"/;9Y

v XSAPI K,WJ*V8'/H"BY

4758 ������	
�����

4758 3Wm;C5<r3~7FHQ9k0K"5<P<OJ<NWor~?9,W

,"j^9#

O<I&'"Wo

iSeries 5<P<QN 4758-023 3Wm;C5<O"U#<Ac<&3<I 4801 ^

?O 4802 rXj9k3HKhjm8G-^9#4801 U#<Ac<O"J<N

iSeries 5<P<&bGkG5]<H5l^9#

v 250 *hS 270 (250 GO 7102 H%uV,,W)

v 810"820"825"830"840"870 *hS 890

v SB2 *hS SB3

v H%uV 5074"5075"5078"5079"5088"5094"5095 *hS 5294

4758 3Wm;C5<O PCI +<IG9#3Wm;C5<K1-5lF$k$s9

H<k&^Ke"kNb@K>CF"3N+<Ir$s9H<k7F/@5$#

m: 4758 3Wm;C5<O"9Y, -15 n hjc/JkH)l'Z,5zHJj

^9#4758 3Wm;C5<N)l'Z,5zKJkH"+<IOH(J/Jj^

9#77$+<INm8KD$FO"O<I&'"&5<S9s!5Kd$go;

F/@5$#

=UH&'"Wo

4758 3Wm;C5<KO"J<N=UH&'",,WG9#

v OS/400 (5722-SS1): 4758-023 3Wm;C5< (iSeries 5<P<NU#<Ac<&

3<I 4801 ^?O 4802) KO"OS/400 P<8gs 4 jj<9 5 bG#U#

1<7gs 0 J_,,WG9#

v OS/400 *W7gs 35 Common Cryptographic Architecture Cryptographic Service

Provider (CCA CSP)

v OS/400 *W7gs 34 G#8?kZ@q^M<8c< (4758 3Wm;C5<=

.N?aN Web Y<9Nf<F#jF#<rHQ9k=jNlg)

v OS/400 57xx-TC1 TCP/IP \3f<F#jF#< (4758 3Wm;C5<=.N?

aN Web Y<9Nf<F#jF#<rHQ9k=jNlg)

v OS/400 57xx-DG1 IBM HTTP Server (4758 3Wm;C5<=.N?aN Web Y

<9Nf<F#jF#<rHQ9k=jNlg)

v 4758 Ef=3Wm;C5<NEf=!=rHQD=K9kKO"Cryptographic

Access Provider 128-bit for iSeries (5722-AC3) i$;s9&Wm0i`=J,"

iSeries 5<P<K$s9H<k5lF$J1lPJj^;s#3N*W7gsr
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HQ9kH"4758 3Wm;C5<G 56 SCH DES -<"112 SCH

Triple-DES -<"*hS 2048 SCH RSA -<rHQ9k3H,G-^9#

m:

1. 4758 3Wm;C5<=.N?aN Web Y<9Nf<F#jF#<O"OS/400

P<8gs 5 jj<9 2 bG#U#1<7gs 0 N7!=G9#

2. OS/400 P<8gs 4 jj<9 5 bG#U#1<7gs 0 eG 4758-023 3W

m;C5<r SSL H&KHQ9klgO"=N0KHQ)BD-NlQN PTF

r$s9H<k7J1lPJj^;s#OS/400 P<8gs 5 jj<9 2 bG

#U#1<7gs 0 ^?O OS/400 N=lJ_Njj<9G 4758-023 3Wm

;C5<r SSL H&KHQ9klgO"lQN PTF O,W"j^;s#

3. J0NP<8gsN Cryptographic Access Provider (?H(P"

5769-AC1"5769-AC2"5769-AC3 JI) ,$s9H<k5lF$klg,"j^

9#3liN=JO"P<8gs 5 jj<9 2 bG#U#1<7gs 0 H_

9-,"j^9#

4758 ������	
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"/;9)fO"79F`q;NHQr"q;HNPCrvD5lF$kf<6<

N_K)B7^9#5<P<GO"79F`q;XNf<6<N"BrI}9k3

H,G-^9#f<6<NH%O"H%N;-ejF#<,XK"kF79F`q

;r1L9k,W,"j^9#,XO"f<6<,q;KP7Fj-9k"/;9

"BNlYkr@NK5b9k,W,"j^9#

OS/400 *W7gs 35 N5<S9&Wm0i`O9YF"*PUBLIC KP7F

*EXCLUDE "BrXj7FPY5lF$^9#3Nlg"5<S9&Wm0i`r

HQ9k?aN *USE "Brf<6<K?(k,W,"j^9#5iK"f<6<

KO"i$Vij< QCCA K"k QC6SRV 5<S9&Wm0i`XN *USE "

Bb?(k,W,"j^9#

4758 3Wm;C5<N;CH"CWrT&f<6<O" Master_Key_Process

(CSNBMKP)" Access_Control_Initialize (CSUAACI)"^?O

Cryptographic_Facility_Control (CSUACFC) N;-ejF#<&"Wj1<7gs&

Wm0i_s0&$s?<U'<9 (SAPI) rHQ9k?aN *IOSYSCFG Cl"

Br}CF$k,W,"j^9#3li 3 DN SAPI O"4758 3Wm;C5<N

9YFN=.9FCWrBT9k?aKHQ5l^9#9YFN SAPI KP7F"

f<6<,IC*V8'/H"Br,WH9klgb"j^9# 22Z<8NXSAPI

K,WJ*V8'/H"BYr2H7F/@5$#

soK]n!=Nb$D-NlgO"*ALLOBJ Cl"Br}CF$J$f<6<K

4758 I}TNrdrdjvFk3HrM87F/@5$#3Nh&K9kH"

*ALLOBJ Cl"Br}CF$kf<6<O"4758 eNI}rdKm0*sG-J

$?a"3Wm;C5<N=.rQ99k3HOG-^;s#7+7"SAPI 5<S

9&Wm0i`XN*V8'/H"Br)f7F"4758 I}TKhkmQrI03

H,G-^9#

4758 Ef=3Wm;C5<=.N?aN Web f<F#jF#<rHQ9kKO"

f<6<O *SECADM Cl"BrbCF$J1lPJj^;s#

h 4 O 4758 Ef=3Wm;C5< 21



4758 3Wm;C5<O"5<P<N"/;9)fKX"7J$LDN"/;9)f

"r}CF$^9# 4758 3Wm;C5<&"/;9)frHQ9kH"4758 3W

m;C5<&O<I&'"&3^sIXN"/;9r)f9k3H,G-^9#3

liN3^sIKD$FN\YO" 27Z<8NXrd*hSWmU!$kNn.H

jAYr2H7F/@5$#

;-ejF#<r5iK/=9kKO"4758 btNJ,~NrdN!=r)B7^

9#^9?<&-<NQ9Nh&J"!)-Nb$!=rBT9k?aKO"Fr

dVG 2 MJer,WH9kh&K"!=rdjvF^9#3N`nO" 27Z<

8NXrd*hSWmU!$kNn.HjAYGb@5lF$krdHWmU!$

kr`n9k]KBTG-^9#

m: 1MK"5<P<r\{5l?I"NXeK]I9kh&J"8`*J*}*

;-ejF#<jJrM89k,W,"j^9#

SAPI ���	��������

SAPI *USE
(uVQ)

*USE
(DES
0

9H"Q)

*CHANGE
(DES 0

9H"Q)

*USE
(DES 0

9H"&

i$Vi

j<Q)

*USE
(PKA
0

9H"Q)

*CHANGE
(PKA
0

9H"Q)

*USE
(PKA 0

9H"&

i$Vi

j<Q)

CSNBCKI Y Y1 Y1

CSNBCKM4 Y Y2 Y

CSNBCPA Y Y1 Y1

CSNBCPE Y Y1 Y1

CSNBCSG4 Y Y1 Y1

CSNBCSV4 Y Y1 Y1

CSNBCVE4 Y Y1 Y1

CSNBCVG4

CSNBCVT4 Y Y1 Y1

CSNBDEC Y Y1 Y1

CSNBDKG Y Y1 Y1

CSNBDKM Y Y2 Y2 Y1

CSNBDKX Y Y1 Y1

CSNBENC Y Y1 Y1

CSNBEPG Y Y1 Y1

CSNBKEX Y Y1 Y1

CSNBKGN Y Y2 Y2 Y1

CSNBKPI Y Y1 Y1

CSNBKRC Y Y Y

CSNBKRD Y Y Y

CSNBKRL Y Y Y

CSNBKRR Y Y Y

CSNBKRW Y Y Y

CSNBKSI Y Y3 Y3 Y3 Y3
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SAPI *USE
(uVQ)

*USE
(DES
0

9H"Q)

*CHANGE
(DES 0

9H"Q)

*USE
(DES 0

9H"&

i$Vi

j<Q)

*USE
(PKA
0

9H"Q)

*CHANGE
(PKA
0

9H"Q)

*USE
(PKA 0

9H"&

i$Vi

j<Q)

CSNBKTC Y Y1 Y1

CSNBKTP4

CSNBKTR Y Y1 Y1

CSNBKYT Y Y1 Y1

CSNBMDG4 Y

CSNBMGN Y Y1 Y1

CSNBMKP Y

CSNBOWH

CSNBPEX4 Y Y1 Y1

CSNBPGN Y Y1 Y1

CSNBPTR Y Y1 Y1

CSNBPVR Y Y1 Y1

CSNBTRW4 Y Y Y

CSNDDSG Y Y1 Y1

CSNDDSV Y Y1 Y1

CSNDKRC Y Y

CSNDKRD Y Y

CSNDKRL Y Y

CSNDKRR Y Y

CSNDKRW Y Y

CSNDKTC Y Y1 Y1

CSNDPKB4

CSNDPKG Y Y1 Y1 Y1

CSNDPKH Y

CSNDPKI Y Y1 Y1 Y1

CSNDPKR Y

CSNDPKX Y Y1 Y1

CSNDRKD Y

CSNDRKL Y

CSNDSBC Y Y1 Y1

CSNDSBD Y Y1 Y1

CSNDSYG Y Y1 Y1

CSNDSYI Y Y1 Y1 Y1 Y1

CSNDSYX Y Y1 Y1 Y1 Y1

CSUAACI Y

CSUAACM Y

CSUACFC Y

h 4 O 4758 Ef=3Wm;C5< 23



SAPI *USE
(uVQ)

*USE
(DES
0

9H"Q)

*CHANGE
(DES 0

9H"Q)

*USE
(DES 0

9H"&

i$Vi

j<Q)

*USE
(PKA
0

9H"Q)

*CHANGE
(PKA
0

9H"Q)

*USE
(PKA 0

9H"&

i$Vi

j<Q)

CSUACFQ Y

CSUACRA Y

CSUACRD Y

CSUAKSD

CSUALCT Y

CSUAMKD Y

1 3N API KP9kG<?Ef=,J (DES) ^?Ox+0"k4j:` (PKA) 0

9H"NHQO"*W7gsG9#

2 *W7gsH7F"#tNQia<?<,09H"rHQ9k3H,G-^9#

"BWaO"3liNQia<?<4HK[Jj^9#

3 Key_Store_Initialize SAPI O"1~K>}NU!$kKP9k"Br,WH9k3

HO"j^;s#

4 3liN SAPI O"4758-023 3Wm;C5<KN_X87^9#

4758 ������	
�����

4758 3Wm;C5<r=.9kH"=NEf`nr9YFHQG-kh&KJj^

9#

GbJ1"+DW.K 4758 3Wm;C5<r=.9kKO"4758 Ef=3Wm;

C5<=.N?aN Web Y<9Nf<F#jF#<rHQ7^9#3Nf<F#

jF#<KO"http://server-name:2001 NViSeries server TasksWZ<8+i"/;9

G-^9#3Nf<F#jF#<KO"3l^GK=.5lF$J$3Wm;C5

<N=. (*hSi|=) KHQ5lk"p\=.&#6<I,^^lF$^9#

HTTP H SSL ,3l^GK=.5lF$J$lgO"=.&#6<IrHQ9k0

KJ<NjgrBT9k,W,"j^9#

v HTTP I}5<P<r+O7^9#

v HTTP I}5<P<, SSL rHQG-kh&K=.7^9#

v DCM rHQ7FZ@qrn.7^9#3NH-"k)0r=UH&'"G=.

7F]I9k3HrXj7^9#

v DCM rHQ7F"p>5l?Z@qru.7^9#

v =NZ@qr HTTP I}5<P<N"Wj1<7gs ID KX"U1^9#

v HTTP I}5<P<rFO07F"SSL h}rG-kh&K7^9#

4758 3Wm;C5<,9GK=.Q_NlgO"V=.NI} (Manage
configuration)W*W7gsr/jC/7F"3Wm;C5<NCjNt,KD$F

N=.rQ97^9#
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H+N"Wj1<7gsrn.7F"3Wm;C5<r=.9k3HbG-^9#

3lrT&KO"Cryptographic_Facility_Control

(CSUACFC)"Access_Control_Initialize (CSUAACI)"Master_Key_Process

(CSNBMKP)"*hS Key_Store_Initialize (CSNBKSI) API verb rHQ7^9#3N

;/7gsN?/NZ<8KO""Wj1<7gsKhCF3Wm;C5<r=.

9k}!r(9Wm0i`c, 1 DJe^^lF$^9#,WK~8F3liNW

m0i`rQ97F/@5$#

4758 Ef=3Wm;C5<=.f<F#jF#<rHQ9k+"H+K"Wj1<

7gsrn.9k+KX8J/"4758 r,ZK=.9k?aK,WHJk9FCW

rJ<K(7^9#

1. XuV-RNn.Y#uV-RO"J,~N-<N]IljrXj7^9#uV

-RO"09H"U!$k"j"^?O"J7Gn.9k3H,G-^9#

2. 26Z<8NX09H"&U!$kXN?>Y#09H"&U!$k^?O09

H"&U!$kK]I5lF$k-<rHQ7F?i+N`nrBT9k0K"

09H"&U!$kK>0rU1k,W,"j^9#Wm0i`rHQ7F09

H"&U!$kK@(*K>0rU1k3HbG-^9,"uV-ReK>0r

U1k3HbG-^9# 1 DNU!$kK>0rU1FG<?Ef=,J

(DES) -<H Triple-DES -<r]I7"LNU!$kK>0rU1Fx+0"

k4j:` (PKA) -<r]I9k3HbG-^9#-<r]I9kU!$kK

>0rU1F"DES -< (*hS Triple-DES -<) H PKA -<r^`G<?

Y<9r;CH"CW7^9#-<rf<6<H+N09H"&U!$kK]I

7?$lgKO"Wm0i`rHQ7F09H"&U!$kK>0rU1^9#

Wm0i`KhCF09H"&U!$kK>0rU1J$lgKO"CCA CSP

OuV-ReK>0,U1il?09H"&U!$kK-<r]I7^9#

3. 27Z<8NXrd*hSWmU!$kNn.HjAY#f<6<K3liNr

dHWmU!$krdjvFklgKO"4758 3Wm;C5<,f<6<KH

QrvD9kEf!=rhj7^9#

4. 66Z<8NXD- ID *hS/mC/N_jY#4758 3Wm;C5<O"-

<&H</srn.7? 4758 3Wm;C5<r!:7^9# 4758 3Wm;C

5<O"~oH|UN9?sWrT&?a"*hSWmU!$k,m0*sG-

k+I&+r)f9k?aK/mC/rHQ7^9#

5. 77Z<8NX!=)fY/HkNm<IY#!=)fY/HkO"-<rn.

9k?aKHQ9k-<9r 4758 3Wm;C5<KLN7^9#!=)fY/

Hkrm<I7J$H"9YFNEf!=rBT9k3H,G-^;s#

6. 89Z<8NX^9?<&-<Nm<I*hS_jY#!=)fY/Hkrm<

I7?eG"^9?<&-<rm<I7F_j7^9#^9?<&-<rHQ9

kH>N-<rEf=9k3H,G-^9#

�������

4758 3Wm;C5<NuV-Rr5<P<Kn.9k,W,"j^9#uV-R

O"CCA CSP KhjHQ5l"4758 3Wm;C5<K>\EfWa9k]KrK

)A^9#5iKuV-RO"4758 3Wm;C5<KP7F09H"&U!$kN

J,~N]Iljr(7^9#4758 Ef=3Wm;C5<=.f<F#jF#<

(http://server-name:2001 NViSeries server TasksWZ<8+i"/;9G-^9) N

h 4 O 4758 Ef=3Wm;C5< 25



p\=.&#6<IG"uV-Rrn.9k3H,G-^9#"k$O"uV-R

Nn. (Ef) (Create Device Crypto) CL 3^sIrHQ7F"H+KuV-Rr

n.9k3HbG-^9#

p\=.&#6<IrHQ7FuV-Rrn.9kKO"J<N9FCWrBT7

^9#

1. Web Vi&6<G"http://server-name:2001 NViSeries server TasksWZ<8

K"/;97^9#

2. V4758 Ef=3Wm;C5<N=.Wr/jC/7^9#

3. V;-e"&;C7gsN+O (Start secure session)WiYkND$?\?
sr/jC/7^9#

4. Vp\=.W&#6<Ir/jC/7^9#

5. VWelcomeWZ<8GV3TWr/jC/7^9#

6. HQ9kj=<9KP7F *CREATE K_j5l?uV>r}Dj9H`\r/

jC/7^9#

7. p\=.&#6<INX(K>CF3T7^9#

CL 3^sIrHQ7FuV-Rrn.9kKO"J<N9FCWrBT7^9#

1. CL 3^sITG CRTDEVCRP H~O7^9#

2. WmsWH,=(5l?H-KuVN>0rXj7^9#J,~NuVr;CH

"CW9klgKO"uVK CRP01 H$&>0rU1^9#J,~NuVr;

CH"CW7J$lgO"uV-RK"/;99k?aK"Cryptographic

Resource Allocate (CSUACRA) API rHQ7J1lPJj^;s#

3. GU)kHN PKA 09H"&U!$kN>0rXj9k+"Qia<?<NG

U)kHr *NONE K7^9#

4. GU)kHN DES 09H"&U!$kN>0rXj9k+"Qia<?<NG

U)kHr *NONE K7^9#

5. WmsWH,=(5l?i"-RrXj7^9#3NXjO*W7gsG9#

6. uV-RNn.,0;7?i"=.Q9 (VRYCFG) ^?O=.u7h}

(WRKCFGSTS) CL 3^sIrHQ7F"uVN=.rQ97^9#

7. LoO0;9k^GK 1 ,G9,"10 ,++k3Hb"j^9#

JeG"uV-RNn.,0;7^7?#

������� !����

09H"&U!$k^?O09H"&U!$kK]I5lF$k-<rHQ7F?

i+N`nrBT9k0K"-<&U!$kK>0rU1k,W,"j^9#>0

rU1kH"4758 3Wm;C5<,57$U!$krX9h&KJj^9# 2 D

N?$WN09H"&U!$kK>0rU1k3H,G-^9# 1 DN?$WO"

G<?Ef=,J (DES) -<H Triple-DES -<r]I7^9#DES *hS

Triple-DES OPNEf"k4j:`G"j"4758 3Wm;C5<O18-<rHQ

7F"Ef=HEf=r|rT$^9#b&l}N?$WO"x+0"k4j:`

(PKA) -<r]I7^9#x+0"k4j:`OsPNG"-<OZ"Gn.5l

^9#4758 3Wm;C5<O"1 DN-<rHQ7FEf=7"LN-<rHQ7

FEf=r|7^9#4758 3Wm;C5<O"RSA x+0"k4j:`r5]<

H7F$^9#
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Wm0i`rHQ7F09H"&U!$kK@(*K>0rU1k3HbG-^9

,"uV-ReG=.7F>0rU1k3HbG-^9#Wm0i`+i09H

"&U!$kK>0rU1kKO"Key_Store_Designate (CSUKSD) ;-ejF#

<&"Wj1<7gs&Wm0i_s0&$s?<U'<9 (SAPI) rHQ7^

9#Wm0i`rHQ9k09H"&U!$kK>0rU1klg"4758 3Wm;

C5<O"Wm0i`rBT7?8gVN>0N_rHQ7^9#7+7"09H

"&U!$kKWm0i`G@(*K>0rU1kH"LDN09H"&U!$k

r>Nf<6<+iHQ9k3H,G-kh&KJj^9#uV-ReK"k09

H"&U!$kK>0rU1klgKO"Wm0i`G>0rU1k,WO"j^

;s#3lO"#tN IBM WiCHU)<`G18Wm0i`&=<9r]}9

klgKr)A^9# Common Cryptographic Architecture NLN$sWjasF<

7gs+iWm0i`r\"9klgKbrK)A^9#

Ef-<r9|Ko?CFHQ7?j">Nf<6<^?O5<P<Hr9G-k

h&K9kKO"Ef-<rB4JA0G]I9k,W,"j^9#Ef-<O"

f<6<H+N}!rHQ7F]I9k3HbG-^9,"09H"&U!$kK

]I9k3HbG-^9#09H"&U!$kO,WJ@1}D3H,G-kN

G"F?$WN-<KP7F#tN09H"&U!$krn.9k3H,G-^

9#09H"&U!$kKO"Ef-<r,WJ@1V/3H,G-^9#

F09H"&U!$kOLDN5<P<&*V8'/HG"k?a"FU!$k4

HK[Jkf<6<rvD9k3H,G-^9#F09H"&U!$kO"[Jk

~@G]I7?j"s|9k3H,G-^9#U!$k&G<?,Q95lkQY

^?OING<?,]n5lF$k+KhCFc$,"j^9#

��
������ !�����

4758 3Wm;C5<O"rdY<9N"/;9)frHQ7^9#rdY<9N7

9F`GO"4758 3Wm;C5<&f<6<N/i9KP~9kl"NrdrjA

7^9#HQD=JrdN 1 DKf<6<r^CW9k?aK"X"7?f<6

<&WmU!$krjA7FFf<6<rP?G-^9#

rdN!=O"=NrdKP7FHQD=KJCF$k"/;9)f]$sH"k

$OEfO<I&'"&3^sIKM87F$^9# 4758 3Wm;C5<rHQ

9kH"f<6<,*r9krdKpE$?WmU!$krn.9k3H,G-^

9#

rdY<9N79F`O""B,f<6<4HKDLKdjvFilkbNhjb

z(*G9#lLK"f<6<O"/;9"N+F4j<LKto`K,`G-^

9#rdrHQ9kH"rdNA0G"1 s@13liNF+F4j<rjA9k

3H,G-^9#

rdY<9N"/;9)f79F`"*hSHQD=JvD3^sIN0k<W

O"FoN;-ejF#<&]j7<r5]<H9kh&K_W5lF$^9#C

K"sE)fN,d]j7<r/)*KB\9kh&K"4758 3Wm;C5<r;

CH"CW9k3H,G-^9#3N]j7<N<GO"4758 3Wm;C5<,0

4K"/F#VKJC?eO"$+JkM*b"5<S982N6bJ0N-2J

TYrBT9k3HOG-^;s#3N]j7<*hS=N>?/N"Wm<Ar

$sWjasH9kKO"CjN3^sINHQr)B9k,W,"j^9#"W
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j1<7gsr_W9k~@G""/;9)f79F`GHQD=K9k3^sI

"k$O)B9k3^sIr!$7";-ejF#<&]j7<NU#KD$Fb

!$7F/@5$#

9YFN 4758 3Wm;C5<O"J,~NrdHFPlkrdr}CF$J1l

PJj^;s# 4758 3Wm;C5<Km0*s7F$J$f<6<O"J,~N

rdGjA5lF$k!=r`n9k3HKJj^9#J,~NrdGjA5l?

!=N_r,WH9kf<6<O"WmU!$kO,W"j^;s#[HsIN"

Wj1<7gsGO"f<6<Ngt,OJ,~NrdG`n7"f<6<&Wm

U!$krHQ7^;s#lL*K"WmU!$kr,WH9kNO"!)]n4

vTHClJf<6<N_G9#

4758 3Wm;C5<,i|=5lF$J$uVK"klgO"J,~NrdGO"

J<N"/;9)f]$sH,HQD=KJCF$^9#

v PKA96 R}~OC7e

v /mC/N_j

v uVNFi|=

v "/;9)f79F`rdHWmU!$kNi|=

v f<6<&WmU!$kK"k-z|BG<?NQ9

v f<6<&WmU!$kK"km0*s:T+&sHNj;CH

v x+"/;9)fpsNI_hj

v f<6<&WmU!$kNo|

v rdNo|

GiO"vD5lk!=,"/;9)fNi|=KX"9k!=HJkh&KJ,

~Nrd,jA5l^9#7?,CF"?i+N-WJEfnHrT&0K"4758

3Wm;C5<,,:i|=5l^9#3NWoKhj"79F`rHQD=uV

K9kH-K/+,mCF"BrQ97:lkh&J;-ejF#<eNVvNW

rI03H,G-^9#

rdrjA9k

GbJ1"+DW.K77$rdrjA9k (*hSGU)kHNrdrFjA9

k) KO"4758 Ef=3Wm;C5<=.N?aN Web Y<9Nf<F#jF#

<rHQ7^9#3Nf<F#jF#<KO" http://server-name:2001 NViSeries

server TaskWZ<8+i"/;9G-^9#3Nf<F#jF#<KO"3Wm;

C5<,i|=5lF$J$uVNlgKHQ5lk"p\=.&#6<I,^^

lF$^9#p\=.&#6<IO"1 D^?O 3 DNI}rdNjAH"J,~

NrdNFjArT&3H,G-^9#4758 3Wm;C5<,i|_jQ_G"k

lgO"V=.NI} (Manage configuration)W"5iKVrd (Roles)WH/j
C/7F77$rdrjA9k+"{8NrdrQ9^?Oo|7^9#

H+N"Wj1<7gsrn.7F"rdrI}9k3HbG-^9#3lrT&

KO"Access_Control_Initialization (CSUAACI) *hS Access_Control_Maintenance

(CSUAACM) API verb rHQ7^9#4758 3Wm;C5<GJ,~NrdrQ9

9kKO"ASCII G,ZJQia<?<K(s3<I5l?VDEFAULTWrXj7

^9#3lKO ASCII N9Z<98zr 1 Dda~^J1lPJj^;s#=l

J0KO"rd ID ^?OWmU!$k ID KHQG-k8zKO)B,"j^;
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s#2MN?aK"4 DNWm0i`c,s!5lF$^9#=N&AN 2 DO

ILE C Gn.5lF*j"DjN 2 DO ILE RPG Gn.5lF$^9#IAiN

;CHbBT9k!=O18G9#

v 32Z<8NXc: 4758 3Wm;C5<QNrdHWmU!$krn.9k?a

N ILE C Wm0i`Y

v 53Z<8NXc: 4758 3Wm;C5<NJ,~NrdG9YFN"/;9)f

]$sHrHQD=K9k?aN ILE C Wm0i`Y

v 44Z<8NXc: 4758 3Wm;C5<QNrd^?OWmU!$krn.9k

?aN ILE RPG Wm0i`Y

v 58Z<8NXc: 4758 3Wm;C5<NJ,~NrdG9YFN"/;9)f

]$sHrHQD=K9k?aN ILE RPG Wm0i`Y

m: s!5lF$kWm0i`cN 1 DrHQ9klgKO",WK~8F=NW

m0i`rQ97F/@5$#;-ejF#<eN}3+i"IBM GO"_j

5lF$kGU)kHMr=N^^HQ9kNGOJ/"3liNWm0i`

cr$57F=lrHQ9k3Hr*+a7^9#

WmU!$krjA9k

4758 3Wm;C5<Nrdrn."jA9kH"3NrdN<GHQ9kWmU!

$krn.9k3H,G-^9#WmU!$krHQ9kH"f<6<O"J,~

NrdGOHQG-J$"4758 3Wm;C5<C-N!=K"/;99k3H,G

-^9#

GbJ1"+DW.K77$WmU!$krjA9kKO"4758 Ef=3Wm;C

5<=.N?aN Web Y<9Nf<F#jF#<rHQ7^9#3Nf<F#j

F#<KO"http://server-name:2001 NViSeries server TasksWZ<8+i"/;

9G-^9#3Nf<F#jF#<KO"3Wm;C5<,i|=5lF$J$u

VNlgKHQ5lk"p\=.&#6<I,^^lF$^9#p\=.&#6<

IGO"1 D^?O 3 DNI}WmU!$krjA9k3H,G-^9#4758 3

Wm;C5<,i|=Q_G"klgO"V=.NI} (Manage configuration)W
—>VWmU!$k (Profiles)WH/jC/7F"77$WmU!$krjA9k

+"{8NWmU!$krQ9^?Oo|7^9#

H+N"Wj1<7gsrn.7F"WmU!$krI}9k3HbG-^9#3

lrT&KO"Access_Control_Initialization (CSUAACI) *hS

Access_Control_Maintenance (CSUAACM) API verb rHQ7^9#J<N 2 DNW

m0i`c,"2MH7Fs!5lF$^9#

v 61Z<8NXc: 4758 3Wm;C5<QN{8NWmU!$krQ99k?a

N ILE C Wm0i`Y

v 63Z<8NXc: 4758 3Wm;C5<QN{8NWmU!$krQ99k?a

N ILE RPG Wm0i`Y

m: s!5lF$kWm0i`cN 1 DrHQ9klgKO",WK~8F=NW

m0i`rQ97F/@5$#;-ejF#<eN}3+i"IBM GO"_j

5lF$kGU)kHMr=N^^HQ9kNGOJ/"3liNWm0i`

cr$57F=lrHQ9k3Hr*+a7^9#
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SSL K 4758 3Wm;C5<rHQ9klgO"J,~Nrdr/J/HbJ<N

"/;9)f]$sHKP7FvD7J1lPJj^;s#

v G#8?kp>N8.

v G#8?kp>N!:

v PKA -<N8.

v PKA #=-<N8.

v RSA Ef=/j"&G<?

v RSA EfrI/j"&G<?

v ]I-<No|

v ]I-<Nj9H

4758 Ef=3Wm;C5<=.f<F#jF#<Np\=.&#6<IO"Q97

J/FbJ,~Nrdr SSL KHQG-kh&"J,~Nrdr+0*KFjA7

^9#

;-ejF#<KX9kc2rI0?a"rdHWmU!$kN9YFr;CH"

CW7?eG"GU)kHNrdKP7F"J<N"/;9)f]$sH (Ef=

O<I&'"&3^sIHbFPl^9) rq]9k3Hr!$7F/@5$#

m: LoN`nK,WJ"/;9)f]$sHN_rHQD=K7F/@5$#G

gG",WH5lk!=N_rCj*KHQD=K7F/@5$#IN"/;

9)f]$sH,,WG"k+r=G9kKO"VCCA Basic Services GuideW

r2H7F/@5$#F API K"=N API G,WJ"/;9)f]$sH,

j9H5lF$^9#CjN API rHQ9k,W,J$lgO" API G,W

H5lk"/;9)f]$sHrHQTDK9k3Hr!$7F/@5$#

v ^9?<&-<NGiNt,Nm<I

v ^9?<&-<&Q<DNkg

v ^9?<&-<N_j

v is@`&^9?<&-<N8.

v 7,^9?<&-<&l89?<N/j"

v l^9?<&-<&l89?<N/j"

v CV NQ9

v /mC/N_j

EW: /mC/N_j"/;9)f]$sHrGU)kHNrdGHQTDK9

klgO""/;9rHQTDK9k0K"/mC/,_j5lF$k3HrN

'7F/@5$#/mC/O"f<6<,m0*s7h&H7?]K"4758 3W

m;C5<KhCFHQ5l^9#/mC/N_j,mCF$klg"f<6<

Om0*sG-^;s#

v uVNFi|=

v "/;9)f79F`Ni|=

v 'ZG<?NQ9 (?H(P"Q9Ul<:)

v Q9o<I:T+&sHNj;CH

v QVjC/&"/;9)fpsNI_hj

v f<6<&WmU!$kNo|
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v rdNo|

v !=)fY/HkNm<I

v !=)fY/HkN/j"

v f<6<&m0*UN/)

v EID N_j

v ^9?<&-<#=)fNi|=

v x+0OC7eNP?

v #="jx+0NP?

v x+0NP?

v PKA #=-<N8. (SSL N?aK,WJ"/;9)f]$sH)

v #=ps,Q<D 1"2"3"4"5"6"7"8"9"10"11"12"13"14"15 rh@

v #=ps,Q<D 1"2"3"4"5"6"7"8"9"10"11"12"13"14"15 r3~

v ]I-<No| (SSL N?aK,WJ"/;9)f]$sH)

v ]I-<Nj9H (SSL N?aK,WJ"/;9)f]$sH)

v ^9?<&-<N<GNEf=

v G<?&-<N(/9]<H

v G<?&-<N$s]<H

v ^9?<&-<XNFEf=

v ^9?<&-<+iNFEf=

v GiN-<&Q<DNm<I

v -<&Q<DNkg

v -<&Q<DNIC

v -<&Q<DN0;

soK]n!=Nb$D-NlgO""/;9)f79F`ri|=7?eG"=

N"/;9)f79F`rmC/9k3Hr!$7F/@5$#V"/;9)fN

i|=W^?OVrdNo|WN"/;9)f]$sHNHQrvD7F$kWm

U!$kro|9k3HG""/;9)f79F`rQ9TDK9k3H,G-^

9#3liN"/;9)f]$sH,J$H"rdX5iKQ9rC(k3H,T

D=KJj^9#V"/;9)fNi|=W^?OVrdNo|WN"/;9)f

]$sHrHQG-k"B,"lP"DEFAULT rdro|9k3H,G-^9#

DEFAULT rdro|9kH"i| DEFAULT rd,+0*KFn.5l^9#i

| DEFAULT rdKhCF"9YFN!=r;CH"CW9k3H,D=KJj^

9#3liN"/;9)f]$sHXN"/;9"r}CF$kf<6<O""/

;9)f79F`N`nKhCF5)BN"Br}D3HKJj^9# 4758 3W

m;C5<rLo?Q9k0K"Access_Control_Maintenance (CSUAACM) *hS

Cryptographic_Facility_Query (CSUACFQ) API verb rHQ7F"/;9)fN;C

H"CWrF:9k3H,G-^9#

?i+N}3G"=|7J$u7~z,a5l?lgO"4758 3Wm;C5<,;

-ejF#<&]j7<Kg&h&KFY=.G-k^G"4758 3Wm;C5<r

"Wj1<7gsKHQ7J$G/@5$#Q9Ul<: (Q9o<I) rQ9G-

kvD,rdK^^lF$klg"9YFNWmU!$kNQ9Ul<:rQ99
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k3H,G-^9#Q9Ul<:NQ9rvD9k+I&+"^?"b7vD9k

lgO3N"BrINrd (#tNlgb"k) K}?;k+r!$7F/@5$#

m0*sG-J$H$&sp,f<6<+is;il?lg"=N3H,"Q9U

l<:rQ9G-kvDr}CF$kMJ0NM (^?O"vDr}CF$kMK

C(F"=lJ0NM) Ksp5lkh&K7F/@5$#;-ejF#<,Ek

5lk`nGO"btNMVKhk1HN-AJTY+iIf9k?aK"sE)

fr,\H7FrdrjA9k3Hr!$7F/@5$#?H(P"J<N"/;

9)f]$sHN0k<Wr"2 DJeNrdVG,d9k3Hr!$7F/@5

$# 1 MNf<6<K^9?<&-<&0k<WK"k9YFN3^sINHQv

DO?(J$3Hr*+a7^9#vDr?(?lg";-ejF#<Nj9/,

/89k3Hb"j^9#

^9?<&-<&0k<WO"!N"/;9)f]$sHG=.5lF$^9#

v ^9?<&-<NGiNt,Nm<I

v ^9?<&-<&Q<DNkg

v ^9?<&-<N_j

v is@`&^9?<&-<N8.

v 7,^9?<&-<&l89?<N/j"

v l^9?<&-<&l89?<N/j"

18}3+i"1 MNf<6<K#=-<&0k<WbK"k9YFN3^sIO

vD7J$G/@5$#

#=-<&0k<WO"!N"/;9)f]$sHG=.5lF$^9#

v ^9?<&-<#=)fNi|=

v x+0OC7eNP?

v #="jx+0NP?

v x+0NP?

v PKA #=-<N8.

v #=ps,Q<D 1"2"3"4"5"6"7"8"9"10"11"12"13"14"15 rh@

v #=ps,Q<D 1"2"3"4"5"6"7"8"9"10"11"12"13"14"15 r3~

4758 3Wm;C5<QNWmU!$krn."jA7?eG" 77Z<8NX!=

)fY/HkNm<IYKb@5lF$kh&K"4758 3Wm;C5<QN!=)

fY/Hkrm<I9k,W,"j^9#!=)fY/Hk,J$H"4758 3Wm

;C5<O9YFNEf!=rBT9k3H,G-^;s#

�: 4758 ���	
���������� !��������

ILE C ��"#$
4758 3Wm;C5<QNrd^?OWmU!$krn.9kKO",WK~8FJ

<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#
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/*-------------------------------------------------------------------*/
/* CRTROLEPRF */
/* */
/* Sample program to create roles and profiles in the 4758 */
/* cryptographic adapter. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(CRTROLEPRF) */
/* */
/* Use these commands to compile this program on iSeries server: */
/* CRTCMOD MODULE(CRTROLEPRF) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CRTROLEPRF) MODULE(CRTROLEPRF) */
/* BNDSRVPGM(QCCA/CSUAACI QCCA/CSNBOWH) */
/* */
/* Note: Authority to the CSUAACI and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* Access_Control_Initialization (CSUAACI) and */
/* One_Way_Hash (CSNBOWH). */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Note: Before running this program, the clock in the 4758 must be */
/* set using Cryptographic_Facility_Control (CSUACFC) in order */
/* to be able to logon afterwards. */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

void main(int argc, char *argv[]) {

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/
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#define ERROR -1
#define OK 0
#define WARNING 4

/*-------------------------------------------------------------------*/
/* Variables used for parameters on CCA APIs */
/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;
long verb_data1_length;
long verb_data2_length;
long hash_length;
long text_length;
char *text;
char chaining_vector[128];
long chaining_vector_length;

/*-------------------------------------------------------------------*/
/* Definitions for profiles */
/*-------------------------------------------------------------------*/
typedef struct

{
char version[2]; /* Profile structure version */
short length; /* length of structure */
char comment[20]; /* Description */
short checksum;
char logon_failure_count;
char reserved;
char userid[8]; /* Name for this profile */
char role[8]; /* Role that profile uses */
short act_year; /* Activation date - year */
char act_month; /* Activation date - month */
char act_day; /* Activation date - day */
short exp_year; /* Expiration date - year */
char exp_month; /* Expiration date - month */
char exp_day; /* Expiration date - day */
short total_auth_data_length;
short field_type;
short auth_data_length_1;
short mechanism; /* Authentication mechanism */
short strength; /* Strength of mechanism */
short mech_exp_year; /* Mechanism expiration - year*/
char mech_exp_month; /* Mech. expiration - month */
char mech_exp_day; /* Mechansim expiration - day */
char attributes[4];
char auth_data[20]; /* Secret data */
} profile_T;

typedef struct
{
long number; /* Number profiles in struct */
long reserved;
profile_T profile[3];
} aggregate_profile;

aggregate_profile * verb_data1; /* Aggregate structure for */
/* defining profiles */

/*-------------------------------------------------------------------*/
/* Definitions for roles */
/*-------------------------------------------------------------------*/
/*--------------------------------------------------------------*/
/* Default role - access control points list - */
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/* authorized to everything EXCEPT: */
/* 0x0018 - Load 1st part of Master Key */
/* 0x0019 - Combine Master Key Parts */
/* 0x001A - Set Master Key */
/* 0x0020 - Generate Random Master Key */
/* 0x0032 - Clear New Master Key Register */
/* 0x0033 - Clear Old Master Key Register */
/* 0x0053 - Load 1st part of PKA Master Key */
/* 0x0054 - Combine PKA Master Key Parts */
/* 0x0057 - Set PKA Master Key */
/* 0x0060 - Clear New PKA Master Key Register */
/* 0x0061 - Clear Old PKA Master Key Register */
/* 0x0110 - Set Clock */
/* 0x0111 - Reinitialize device */
/* 0x0112 - Initialize access control system */
/* 0x0113 - Change user profile expiration date */
/* 0x0114 - Change authentication data (eg. passphrase) */
/* 0x0115 - Reset password failure count */
/* 0x0116 - Read Public Access Control Information */
/* 0x0117 - Delete user profile */
/* 0x0118 - Delete role */
/* 0x0119 - Load Function Control Vector */
/* 0x011A - Clear Function Control Vector */
/* 0x011B - Force User Logoff */
/* 0x0200 - Register PKA Public Key Hash */
/* 0x0201 - Register PKA Public Key, with cloning */
/* 0x0202 - Register PKA Public Key */
/* 0x0203 - Delete Retained Key */
/* 0x0204 - PKA Clone Key Generate */
/* 0x0211 - 0x21F - Clone information - obtain 1-15 */
/*--------------------------------------------------------------*/
/* For access control points 0x01 - 0x127 */
char default_bitmap[] =

{ 0x00, 0x03, 0xF0, 0x1D, 0x00, 0x00, 0x00, 0x00,
0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x0A, 0x80, 0x00, 0x88, 0x2F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
0xFF, 0x7F, 0x40, 0x6B, 0x80};

/* For access control points 0x200 - 0x23F */
char default2_bitmap[] =

{ 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xE6, 0x0F };

/*--------------------------------------------------------------*/
/* role #1 - authorized to same as default plus also */
/* authorized to: */
/* 0x0018 - Load 1st part of Master Key */
/* 0x0020 - Generate Random Master Key */
/* 0x0032 - Clear New Master Key Register */
/* 0x0053 - Load 1st part of PKA Master Key */
/* 0x0060 - Clear New PKA Master Key Register */
/* 0x0119 - Load Function Control Vector */
/* 0x0201 - Register PKA Public Key, with cloning */
/* 0x0202 - Register PKA Public Key */
/* 0x0203 - Delete Retained Key */
/* 0x0204 - PKA Clone Key Generate */
/* 0x0211 - 0x215 - Clone information - obtain 1-5 */
/* 0x0221 - 0x225 - Clone information - install 1-5 */
/*--------------------------------------------------------------*/
char role1_bitmap[] =

{ 0x00, 0x03, 0xF0, 0x9D, 0x80, 0x00, 0x20, 0x00,
0x80, 0x00, 0x10, 0x00, 0x80, 0x00, 0x00, 0x00,
0x00, 0x0A, 0x80, 0x00, 0x88, 0x1F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x11, 0x80, 0x00, 0x00, 0x00,
0xFF, 0x7F, 0x00, 0x4F, 0x80};

char role1_bitmap2[] =
{ 0x78, 0x00, 0x7C, 0x00, 0x7C, 0x00, 0xE6, 0x0F };
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/*--------------------------------------------------------------*/
/* role #2 - authorized to same as default plus also */
/* authorized to: */
/* 0x0019 - Combine Master Key Parts */
/* 0x001A - Set Master Key */
/* 0x0033 - Clear Old Master Key Register */
/* 0x0054 - Combine PKA Master Key Parts */
/* 0x0057 - Set PKA Master Key */
/* 0x0061 - Clear Old Master Key Register */
/* 0x011A - Clear Function Control Vector */
/* 0x0200 - Register PKA Public Key Hash */
/* 0x0201 - Register PKA Public Key, with cloning */
/* 0x0203 - Delete Retained Key */
/* 0x0204 - PKA Clone Key Generate */
/* 0x0216 - 0x21A - Clone information - obtain 6-10 */
/* 0x0226 - 0x22A - Clone information - install 6-10 */
/*--------------------------------------------------------------*/
char role2_bitmap[] =

{ 0x00, 0x03, 0xF0, 0x7D, 0x80, 0x00, 0x10, 0x00,
0x80, 0x00, 0x09, 0x00, 0x40, 0x00, 0x00, 0x00,
0x00, 0x0A, 0x80, 0x00, 0x88, 0x1F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
0xFF, 0x7F, 0x00, 0x2F, 0x80};

char role2_bitmap2[] =
{ 0xD8, 0x00, 0x03, 0xE0, 0x03, 0xE0, 0xE6, 0x0F };

/*--------------------------------------------------------------*/
/* role #3 - authorized to same as default plus also */
/* authorized to: */
/* 0x0110 - Set Clock */
/* 0x0111 - Reinitialize device */
/* 0x0112 - Initialize access control system */
/* 0x0113 - Change user profile expiration date */
/* 0x0114 - Change authentication data (eg. passphrase) */
/* 0x0115 - Reset password failure count */
/* 0x0116 - Read Public Access Control Information */
/* 0x0117 - Delete user profile */
/* 0x0118 - Delete role */
/* 0x011B - Force User Logoff */
/* 0x0200 - Register PKA Public Key Hash */
/* 0x0201 - Register PKA Public Key, with cloning */
/* 0x0203 - Delete Retained Key */
/* 0x0204 - PKA Clone Key Generate */
/* 0x021B - 0x21F - Clone information - obtain 11-15 */
/* 0x022B - 0x22F - Clone information - install 11-15 */
/*--------------------------------------------------------------*/
char role3_bitmap[] =

{ 0x00, 0x03, 0xF0, 0x1D, 0x00, 0x00, 0x00, 0x00,
0x80, 0x00, 0x00, 0x00, 0xC0, 0x00, 0x00, 0x00,
0x00, 0x0A, 0x80, 0x00, 0x88, 0x1F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
0xFF, 0x7F, 0xFF, 0x9F, 0x80};

char role3_bitmap2[] =
{ 0xD8, 0x00, 0x00, 0x1F, 0x00, 0x1F, 0xE6, 0x0F };

/*--------------------------------------------------------------*/
/* Structures for defining the access control points in a role */
/*--------------------------------------------------------------*/
struct access_control_points_header

{
short number_segments; /* Number of segments of */

/* the access points map */
short reserved;
} access_control_points_header;

struct access_control_points_segment_header
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{
short start_bit; /* Starting bit in this */

/* segment. */
short end_bit; /* Ending bit */
short number_bytes; /* Number of bytes in */

/* this segment */
short reserved;

} access_control_points_segment_header;

/*--------------------------------------------------------------*/
/* Structure for defining a role */
/*--------------------------------------------------------------*/
struct role_header

{
char version[2];
short length;
char comment[20];
short checksum;
short reserved1;
char role[8];
short auth_strength;
short lower_time;
short upper_time;
char valid_days_of_week;
char reserved2;
} role_header;

/*--------------------------------------------------------------*/
/* Structure for defining aggregate roles */
/*--------------------------------------------------------------*/
struct aggregate_role_header

{
long number;
long reserved;
} aggregate_role_header;

char * verb_data2;

char * work_ptr;
char *bitmap1, *bitmap2;
int i; /* Loop counter */

/*--------------------------------------------------------------*/
/* >>>>>>>> Start of code <<<<<<<<<<<<<<<<<< */
/*--------------------------------------------------------------*/
/*--------------------------------------------------------------*/
/* Allocate storage for the aggregate role structure */
/*--------------------------------------------------------------*/
verb_data2 = malloc(sizeof(aggregate_role_header) +

sizeof(role_header) * 3 +
sizeof(access_control_points_header) * 3 +
sizeof(access_control_points_segment_header)
* 6 + /* 3 roles * 2 segments each */
sizeof(default_bitmap) * 3 +
sizeof(default2_bitmap) * 3);

work_ptr = verb_data2; /* Set working pointer to
start of verb data 2 storage */

aggregate_role_header.number = 3; /* Define/replace 3 roles */
aggregate_role_header.reserved = 0;

/* Copy header into verb data
2 storage. */

memcpy(work_ptr,(void*)&aggregate_role_header,
sizeof(aggregate_role_header));
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/* Adjust work pointer to point
after header. */

work_ptr += sizeof(aggregate_role_header);

/*--------------------------------------------------------------*/
/* Fill in the fields of the role definitions. */
/* Each role is version 1, has authentication strength of 0, */
/* has valid time from 12:00 Midnight (0) to 23:59 (x173B), */
/* is valid every day of the week. (xFE is 7 bits set), */
/* has one access control points segment that starts at bit 0 */
/* and goes to bit x11F, and has 20 spaces for a comment. */
/*--------------------------------------------------------------*/

role_header.version[0] = 1;
role_header.version[1] = 0;
role_header.length = sizeof(role_header) +

sizeof(access_control_points_header) +
2 * sizeof(access_control_points_segment_header) +
sizeof(default_bitmap) + sizeof(default2_bitmap);

role_header.checksum = 0;
role_header.reserved1 = 0;
role_header.auth_strength = 0;
role_header.lower_time = 0;
role_header.upper_time = 0x173B;
role_header.valid_days_of_week = 0xFE;
role_header.reserved2 = 0;
memset(role_header.comment,’ ’, 20);

access_control_points_header.number_segments = 2;
access_control_points_header.reserved = 0;
access_control_points_segment_header.reserved = 0;

for (i=0; i<3; i++)
{

switch (i) {
/*------------------------------------------------*/
/* Set name for ROLE1 */
/*------------------------------------------------*/

case 0:
memcpy(role_header.role, "ROLE1 ", 8);
bitmap1 = role1_bitmap;
bitmap2 = role1_bitmap2;

break;

/*------------------------------------------------*/
/* Set name for ROLE2 */
/*------------------------------------------------*/

case 1:
memcpy(role_header.role, "ROLE2 ", 8);
bitmap1 = role2_bitmap;
bitmap2 = role2_bitmap2;
break;

/*------------------------------------------------*/
/* Set name for ROLE3 */
/*------------------------------------------------*/

case 2:
memcpy(role_header.role, "ROLE3 ", 8);
bitmap1 = role3_bitmap;
bitmap2 = role3_bitmap2;

}

/*---------------------------------------------------*/
/* Copy role header */
/*---------------------------------------------------*/
memcpy(work_ptr,(void*)&role_header, sizeof(role_header));
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/* Adjust work pointer to
point after role header. */

work_ptr += sizeof(role_header);

/*---------------------------------------------------*/
/* Copy access control points header */
/*---------------------------------------------------*/
memcpy(work_ptr,

(void *)&access_control_points_header,
sizeof(access_control_points_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_header);

/*---------------------------------------------------*/
/* Copy access control points segment 1 */
/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0;
access_control_points_segment_header.end_bit = 0x127;
access_control_points_segment_header.number_bytes =

sizeof(default_bitmap);
memcpy(work_ptr,

(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 1 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, bitmap1, sizeof(default_bitmap));

/* Adjust work pointer to
point after bitmap. */

work_ptr += sizeof(default_bitmap);

/*---------------------------------------------------*/
/* Copy access control points segment 2 */
/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0x200;
access_control_points_segment_header.end_bit = 0x23F;
access_control_points_segment_header.number_bytes =

sizeof(default2_bitmap);

memcpy(work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 2 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, bitmap2, sizeof(default2_bitmap));

/* Adjust work pointer to
point after bitmap. */

work_ptr += sizeof(default2_bitmap);
}

/*---------------------------------------------------------------*/
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/* Allocate storage for aggregate profile structure */
/*---------------------------------------------------------------*/
verb_data1 = malloc(sizeof(aggregate_profile));

verb_data1->number = 3; /* Define 3 profiles */
verb_data1->reserved = 0;

/*---------------------------------------------------------------*/
/* Each profile: */
/* will be version 1, */
/* have an activation date of 1/1/00, */
/* have an expiration date of 6/30/2005, */
/* use passphrase hashed with SHA1 for the mechanism (0x0001), */
/* will be renewable (attributes = 0x8000) */
/* and has 20 spaces for a comment */
/*---------------------------------------------------------------*/
for (i=0; i<3; i++)
{
verb_data1->profile[i].length = sizeof(profile_T);
verb_data1->profile[i].version[0] = 1;
verb_data1->profile[i].version[1] = 0;
verb_data1->profile[i].checksum = 0;
verb_data1->profile[i].logon_failure_count = 0;
verb_data1->profile[i].reserved = 0;
verb_data1->profile[i].act_year = 2000;
verb_data1->profile[i].act_month = 1;
verb_data1->profile[i].act_day = 1;
verb_data1->profile[i].exp_year = 2005;
verb_data1->profile[i].exp_month = 6;
verb_data1->profile[i].exp_day = 30;
verb_data1->profile[i].total_auth_data_length = 0x24;
verb_data1->profile[i].field_type = 0x0001;
verb_data1->profile[i].auth_data_length_1 = 0x20;
verb_data1->profile[i].mechanism = 0x0001;
verb_data1->profile[i].strength = 0;
verb_data1->profile[i].mech_exp_year = 2005;
verb_data1->profile[i].mech_exp_month = 6;
verb_data1->profile[i].mech_exp_day = 30;
verb_data1->profile[i].attributes[0] = 0x80;
verb_data1->profile[i].attributes[1] = 0;
verb_data1->profile[i].attributes[2] = 0;
verb_data1->profile[i].attributes[3] = 0;

memset(verb_data1->profile[i].comment, ’ ’, 20);

memcpy(rule_array, "SHA-1 ", 8);
rule_array_count = 1;
chaining_vector_length = 128;
hash_length = 20;

switch (i) {
/*-------------------------------------------*/
/* Set name, role, passphrase of profile 1 */
/*-------------------------------------------*/

case 0:
memcpy(verb_data1->profile[i].userid,"SECOFR1 ",8);
memcpy(verb_data1->profile[i].role, "ROLE1 ",8);
text_length = 10;
text = "Is it safe";
break;

/*-------------------------------------------*/
/* Set name, role, passphrase of profile 2 */
/*-------------------------------------------*/

case 1:
memcpy(verb_data1->profile[i].userid,"SECOFR2 ",8);
memcpy(verb_data1->profile[i].role, "ROLE2 ",8);
text_length = 18;
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text = "I think it is safe";
break;

/*-------------------------------------------*/
/* Set name, role, passphrase of profile 3 */
/*-------------------------------------------*/

case 2:
memcpy(verb_data1->profile[i].userid,"SECOFR3 ",8);
memcpy(verb_data1->profile[i].role, "ROLE3 ",8);
text_length = 12;
text = "Is what safe";

}

/*-------------------------------------------------*/
/* Call One_Way_Hash to hash the pass-phrase */
/*-------------------------------------------------*/
CSNBOWH( &return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char*)rule_array,
&text_length,
text,
&chaining_vector_length,
chaining_vector,
&hash_length,
verb_data1->profile[i].auth_data);

}

/*------------------------------------------------------*/
/* Call Access_Control_Initialize (CSUAACI) to create */
/* the roles and profiles. */
/*------------------------------------------------------*/
rule_array_count = 2;
memcpy(rule_array, "INIT-AC REPLACE ", 16);
verb_data1_length = sizeof(aggregate_profile);
verb_data2_length = sizeof(aggregate_role_header) +

sizeof(role_header) * 3 +
sizeof(access_control_points_header) * 3 +
sizeof(access_control_points_segment_header)
* 6 + /* 3 roles * 2 segments each */
sizeof(default_bitmap) * 3 +
sizeof(default2_bitmap) * 3;

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
(long *) &verb_data1_length,
(char *) verb_data1,
(long *) &verb_data2_length,
(char *) verb_data2);

if (return_code > WARNING)
printf("Access_Control_Initialize failed. Return/reason codes: ¥

%d/%d¥n",return_code, reason_code);
else

printf("The new roles and profiles were successfully created¥n");

/*----------------------------------------------------------*/
/* The Access_Control_Initialize SAPI verb needs to be */
/* called one more time to replace the DEFAULT role so that */
/* a user that does not log on is not able to change any */
/* settings in the 4758. */
/*----------------------------------------------------------*/
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work_ptr = verb_data2; /* Set working pointer to
start of verb data 2 storage */

aggregate_role_header.number = 1; /* Define/replace 1 roles */
aggregate_role_header.reserved = 0;
memcpy(work_ptr,(void*)&aggregate_role_header,

sizeof(aggregate_role_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(aggregate_role_header);

/*--------------------------------------------------------------*/
/* Fill in the fields of the role definitions. */
/* Each role is version 1, has authentication strength of 0, */
/* has valid time from 12:00 Midnight (0) to 23:59 (x173B), */
/* is valid every day of the week. (xFE is 7 bits set), */
/* has one access control points segment that starts at bit 0 */
/* and goes to bit x11F, and has 20 spaces for a comment. */
/*--------------------------------------------------------------*/
role_header.version[0] = 1;
role_header.version[1] = 0;
role_header.length = sizeof(role_header) +

sizeof(access_control_points_header) +
2 * sizeof(access_control_points_segment_header) +
sizeof(default_bitmap) + sizeof(default2_bitmap);

role_header.checksum = 0;
role_header.reserved1 = 0;
role_header.auth_strength = 0;
role_header.lower_time = 0;
role_header.upper_time = 0x173B;
role_header.valid_days_of_week = 0xFE;
role_header.reserved2 = 0;
memset(role_header.comment,’ ’, 20);

access_control_points_header.number_segments = 2;
access_control_points_header.reserved = 0;
access_control_points_segment_header.reserved = 0;

/* DEFAULT role id must be in */
/* ASCII representation. */

memcpy(role_header.role, "¥x44¥x45¥x46¥x41¥x55¥x4C¥x54¥x20", 8);
bitmap1 = default_bitmap;
bitmap2 = default2_bitmap;

/*---------------------------------------------------*/
/* Copy role header */
/*---------------------------------------------------*/
memcpy(work_ptr,(void*)&role_header, sizeof(role_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(role_header);

/*---------------------------------------------------*/
/* Copy access control points header */
/*---------------------------------------------------*/
memcpy(work_ptr,

(void *)&access_control_points_header,
sizeof(access_control_points_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_header);

/*---------------------------------------------------*/
/* Copy access control points segment 1 */
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/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0;
access_control_points_segment_header.end_bit = 0x127;
access_control_points_segment_header.number_bytes =

sizeof(default_bitmap);
memcpy(work_ptr,

(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 1 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, bitmap1, sizeof(default_bitmap));

/* Adjust work pointer to
point after bitmap. */

work_ptr += sizeof(default_bitmap);

/*---------------------------------------------------*/
/* Copy access control points segment 2 */
/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0x200;
access_control_points_segment_header.end_bit = 0x23F;
access_control_points_segment_header.number_bytes =

sizeof(default2_bitmap);

memcpy(work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 2 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, bitmap2, sizeof(default2_bitmap));

rule_array_count = 2;
memcpy(rule_array, "INIT-AC REPLACE ", 16);
verb_data1_length = 0;
verb_data2_length = sizeof(aggregate_role_header) +

sizeof(role_header) +
sizeof(access_control_points_header) +
sizeof(access_control_points_segment_header)
* 2 +
sizeof(default_bitmap) +
sizeof(default2_bitmap);

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
(long *) &verb_data1_length,
(char *) verb_data1,
(long *) &verb_data2_length,
(char *) verb_data2);

if (return_code > 4)
printf("The default role was not replaced. Return/reason code:¥
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%d/%d¥n",return_code, reason_code);
else
printf("The default role was successfully updated.¥n");

}

�: 4758 ���	
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D*************************************************************
D* CRTROLEPRF
D*
D* Sample program to create 3 roles and 3 profiles in the 4758
D* and change the authority for the default role.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(CRTROLEPRF)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CRTROLEPRF) SRCFILE(SAMPLE)
D* CRTPGM PGM(CRTROLEPRF) MODULE(CRTROLEPRF)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUAACI service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Access_Control_Initialize (CSUAACI)
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
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D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Text length
DTEXTLEN S 9B 0
D* ** Text to hash
DTEXT S 20
D* ** Chaining vector length
DCHAINVCTLEN S 9B 0 INZ(128)
D* ** Chaining vector
DCHAINVCT S 128
D* ** Hash length
DHASHLEN S 9B 0 INZ(20)
D*-------------------------------------------------------------
D* VERBDATA1 contains the aggregate profile structure which
D* in turn contains 3 profiles.
D*-------------------------------------------------------------
DVERBDATALEN1 S 9B 0 INZ(278)
DVERBDATA1 DS 278
D* ** Define 3 Profiles
DNUMPROFS 9B 0 INZ(3)
D* ** Reserved field
DRESR1 9B 0 INZ(0)
DPROF1 90
DPROF2 90
DPROF3 90
D*
D*-------------------------------------------------------------
D* Define the profile structure
D*-------------------------------------------------------------
DPROFILESTRUCT DS
D* ** Version 1 struct
DPROFVERS 2 INZ(X’0100’)
D* ** Length of profile
DPROFLEN 2 INZ(X’005A’)
D* ** Description of profile
DCOMMENTP 20 INZ(’ ’)
D* ** Checksum is not used
DCHECKSUMP 2 INZ(X’0000’)
D* ** Logon failure count
DLOGFC 1 INZ(X’00’)
D* ** Reserved
DRESR2 1 INZ(X’00’)
D* ** Profile name
DUSERID 8
D* ** Role used
DROLENAME 8
D* ** Activation year (2000)
DACTYEAR 2 INZ(X’07D0’)
D* ** Activation month (01)
DACTMONTH 1 INZ(X’01’)
D* ** Activation day (01)
DACTDAY 1 INZ(X’01’)
D* ** Expiration year (2004)
DEXPYEAR 2 INZ(X’07D4’)
D* ** Expiration month (12)
DEXPMONTH 1 INZ(X’0C’)
D* ** Expiration day (31)
DEXPDAY 1 INZ(X’1F’)
D* ** Total authentication
D* ** data length
DTOTAUTDTALEN 2 INZ(X’0024’)
D* ** Field type
DFIELDTYPE 2 INZ(X’0001’)
D* ** Authentication data len
DAUTDATLEN 2 INZ(X’0020’)
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D* ** Authentication mechanism
DMECHANISM 2 INZ(X’0001’)
D* ** Mechanism strength
DSTRENGTH 2 INZ(X’0000’)
D* ** Mech expiration year (2004)
DMCHEXPYEAR 2 INZ(X’07D4’)
D* ** Mech expiration month (12)
DMCHEXPMONTH 1 INZ(X’0C’)
D* ** Mech expiration day (31)
DMCHEXPDAY 1 INZ(X’1F’)
D* ** Attributes
DATTRIBUTES 4 INZ(X’80000000’)
D* ** Authentication data
DAUTHDATA 20 INZ(’ ’)
D*
D*-------------------------------------------------------------
D* The Default role is being replaced
D* Verb_data_2 length set to the length of the default role
D*-------------------------------------------------------------
DVERBDATALEN2 S 9B 0 INZ(335)
D*-------------------------------------------------------------
D* VERBDATA2 contains the aggregate role structure which
D* in turn contains 3 roles.
D*-------------------------------------------------------------
DVERBDATA2 DS
D* ** Define 3 Roles
DNUMROLES 9B 0 INZ(3)
D* ** Reserved field
DRESR3 9B 0 INZ(0)
DROLE1 109
DROLE2 109
DROLE3 109
D*
D*-------------------------------------------------------------
D* Define the role structure
D*-------------------------------------------------------------
DROLESTRUCT DS
D* ** Version 1 struct
DROLEVERS 2 INZ(X’0100’)
D* ** Length of role
DROLELEN 2 INZ(X’006D’)
D* ** Description of role
DCOMMENTR 20 INZ(’ ’)
D* ** Checksum is not used
DCHECKSUMR 2 INZ(X’0000’)
D* ** Reserved field
DRESR4 2 INZ(X’0000’)
D* ** Role Name
DROLE 8
D* ** Authentication strength is set to 0
DAUTHSTRN 2 INZ(X’0000’)
D* ** Lower time is 00:00
DLWRTIMHR 1 INZ(X’00’)
DLWRTIMMN 1 INZ(X’00’)
D* ** Upper time is 23:59
DUPRTIMHR 1 INZ(X’17’)
DUPRTIMMN 1 INZ(X’3B’)
D* ** Valid days of week
DVALIDDOW 1 INZ(X’FE’)
D* ** Reserved field
DRESR5 1 INZ(X’00’)
D* ** 2 Access control points segments are defined
DNUMSEG 2 INZ(X’0002’)
D* ** Reserved field
DRESR6 2 INZ(X’0000’)
D* ** Starting bit of segment 1 is 0
DSTART1 2 INZ(X’0000’)
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D* ** Ending bit of segment 1 is 295 (Hex 127).
DEND1 2 INZ(X’0127’)
D* ** 37 Bytes in segment 1
DNUMBYTES1 2 INZ(X’0025’)
D* ** Reserved field
DRESR7 2 INZ(X’00’)
D* ** Segment 1 access control pointer
DBITMAP1A 8
DBITMAP1B 8
DBITMAP1C 8
DBITMAP1D 8
DBITMAP1E 5
D* ** Starting bit of segment 2 is 512 (Hex 200)
DSTART2 2 INZ(X’0200’)
D* ** Ending bit of segment 2 is 575 (Hex 23F)
DEND2 2 INZ(X’023F’)
D* ** 8 Bytes in segment 2
DNUMBYTES2 2 INZ(X’0008’)
D* ** Reserved field
DRESR8 2 INZ(X’0000’)
D* ** Segment 2 access control points
DBITMAP2 8
D*
D* *----------------------------*
D* * DEFAULT expressed in ASCII *
D* *----------------------------*
DDEFAULT S 8 INZ(X’44454641554C5420’)
D*
D**********************************************************
D* Prototype for Access_Control_Initialize (CSUAACI)
D**********************************************************
DCSUAACI PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN1 9B 0
DVRBDTA1 278
DVRBDTALEN2 9B 0
DVRBDTA2 335
D*
D**********************************************************
D* Prototype for One_Way_Hash (CSNBOWH)
D**********************************************************
DCSNBOWH PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DTXTLEN 9B 0
DTXT 20
DCHNVCTLEN 9B 0
DCHNVCT 128
DHSHLEN 9B 0
DHSH 20
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 64 DIM(3) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(64)
D DS
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DMSGTEXT 1 75
DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Set up roles in verb data 2 *
C*------------------------------------------------------------*
C* Set ROLE name (ROLE1)
C MOVEL ’ROLE1 ’ ROLE
C* *--------------------------------------------------------
C* * Set Access Control Points for ROLE1
C* *
C* * DEFAULT is authorized to all access control points
C* * except for the following:
C* * 0x0018 - Load 1st part of Master Key
C* * 0x0019 - Combine Master Key Parts
C* * 0x001A - Set Master Key
C* * 0x0020 - Generate Random Master Key
C* * 0x0032 - Clear New Master Key Register
C* * 0x0033 - Clear Old Master Key Register
C* * 0x00D6 - Translate CV
C* * 0x0110 - Set Clock
C* * 0x0111 - Reinitialize device
C* * 0x0112 - Initialize access control system
C* * 0x0113 - Change user profile expiration date
C* * 0x0114 - Change authentication data (eg. passphrase)
C* * 0x0115 - Reset password failure count
C* * 0x0116 - Read Public Access Control Information
C* * 0x0117 - Delete user profile
C* * 0x0118 - Delete role
C* * 0x0119 - Load Function Control Vector
C* * 0x011A - Clear Function Control Vector
C* * 0x011B - Force User Logoff
C* * 0x0200 - Register PKA Public Key Hash
C* * 0x0201 - Register PKA Public Key, with cloning
C* * 0x0202 - Register PKA Public Key
C* * 0x0203 - Delete Retained Key
C* * 0x0204 - PKA Clone Key Generate
C* * 0x0211 - 0x21F - Clone information - obtain 1-15
C* * 0x0221 - 0x22F - Clone information - install 1-15
C* *
C* * ROLE 1 is authorized to all access control points
C* * to which the DEFAULT role is authorized plus the following:
C* *
C* * 0x0018 - Load 1st part of Master Key
C* * 0x0020 - Generate Random Master Key
C* * 0x0032 - Clear New Master Key Register
C* * 0x0053 - Load 1st part of PKA Master Key
C* * 0x0060 - Clear New PKA Master Key Register
C* * 0x0119 - Load Function Control Vector
C* * 0x0201 - Register PKA Public Key, with cloning
C* * 0x0202 - Register PKA Public Key
C* * 0x0203 - Delete Retained Key
C* * 0x0204 - PKA Clone Key Generate
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C* * 0x0211 - 0x215 - Clone information - obtain 1-5
C* * 0x0221 - 0x225 - Clone information - install 1-5
C* *
C* *--------------------------------------------------------
C EVAL BITMAP1A = X’0003F09D80002000’
C EVAL BITMAP1B = X’8000100080000000’
C EVAL BITMAP1C = X’000A8000881F7110’
C EVAL BITMAP1D = X’1004031180000000’
C EVAL BITMAP1E = X’FF7F004F80’
C EVAL BITMAP2 = X’78007C007C00E60F’
C* Copy role into aggregate structure
C MOVEL ROLESTRUCT ROLE1
C* Set ROLE name (ROLE2)
C MOVEL ’ROLE2 ’ ROLE
C* *--------------------------------------------------------
C* * Set Access Control Points for ROLE2
C* *
C* * ROLE 2 is authorized to all access control points
C* * to which the DEFAULT role is authorized plus the following:
C* *
C* * 0x0019 - Combine Master Key Parts
C* * 0x001A - Set Master Key
C* * 0x0033 - Clear Old Master Key Register
C* * 0x0054 - Combine PKA Master Key Parts
C* * 0x0057 - Set PKA Master Key
C* * 0x0061 - Clear Old Master Key Register
C* * 0x011A - Clear Function Control Vector
C* * 0x0200 - Register PKA Public Key Hash
C* * 0x0201 - Register PKA Public Key, with cloning
C* * 0x0203 - Delete Retained Key
C* * 0x0204 - PKA Clone Key Generate
C* * 0x0216 - 0x21A - Clone information - obtain 6-10
C* * 0x0226 - 0x22A - Clone information - install 6-10
C* *
C* *--------------------------------------------------------
C EVAL BITMAP1A = X’0003F07D80001000’
C EVAL BITMAP1B = X’8000090040000000’
C EVAL BITMAP1C = X’000A8000881F7110’
C EVAL BITMAP1D = X’1004031180000000’
C EVAL BITMAP1E = X’FF7F002F80’
C EVAL BITMAP2 = X’D80003E003E0E60F’
C* Copy role into aggregate structure
C MOVEL ROLESTRUCT ROLE2
C* Set ROLE name (ROLE3)
C MOVEL ’ROLE3 ’ ROLE
C* *--------------------------------------------------------
C* * Set Access Control Points for ROLE3
C* *
C* * ROLE 3 is authorized to all access control points
C* * to which the DEFAULT role is authorized plus the following:
C* *
C* * 0x0110 - Set Clock
C* * 0x0111 - Reinitialize device
C* * 0x0112 - Initialize access control system
C* * 0x0113 - Change user profile expiration date
C* * 0x0114 - Change authentication data (eg. passphrase)
C* * 0x0115 - Reset password failure count
C* * 0x0116 - Read Public Access Control Information
C* * 0x0117 - Delete user profile
C* * 0x0118 - Delete role
C* * 0x011B - Force User Logoff
C* * 0x0200 - Register PKA Public Key Hash
C* * 0x0201 - Register PKA Public Key, with cloning
C* * 0x0203 - Delete Retained Key
C* * 0x0204 - PKA Clone Key Generate
C* * 0x021B - 0x21F - Clone information - obtain 11-15
C* * 0x022B - 0x22F - Clone information - install 11-15
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C* *
C* *--------------------------------------------------------
C EVAL BITMAP1A = X’0003F01D00000000’
C EVAL BITMAP1B = X’80000000C0000000’
C EVAL BITMAP1C = X’000A8000881F7110’
C EVAL BITMAP1D = X’1004021180000000’
C EVAL BITMAP1E = X’FF7FFF9F80’
C EVAL BITMAP2 = X’D800001F001FE60F’
C* Copy role into aggregate structure
C MOVEL ROLESTRUCT ROLE3
C*------------------------------------------------------------*
C* Set up roles in verb data 1 *
C*------------------------------------------------------------*
C* Set Profile name (SECOFR1)
C MOVEL ’SECOFR1 ’ USERID
C* Set Role name (ROLE1)
C MOVEL ’ROLE1 ’ ROLENAME
C* Hash pass-phrase for profile 1
C SETOFF 05
C EVAL TEXT = ’Is it safe’
C Z-ADD 10 TEXTLEN
C EXSR HASHMSG
C 05 SETON LR
C* Copy profile into aggregate structure
C MOVEL PROFILESTRUCT PROF1
C* Set Profile name (SECOFR2)
C MOVEL ’SECOFR2 ’ USERID
C* Set Role name (ROLE2)
C MOVEL ’ROLE2 ’ ROLENAME
C* Hash pass-phrase for profile 2
C EVAL TEXT = ’I think it is safe’
C Z-ADD 18 TEXTLEN
C EXSR HASHMSG
C 05 SETON LR
C* Copy profile into aggregate structure
C MOVEL PROFILESTRUCT PROF2
C* Set Profile name (SECOFR3)
C MOVEL ’SECOFR2 ’ USERID
C* Set Role name (ROLE3)
C MOVEL ’ROLE3 ’ ROLENAME
C* Hash pass-phrase for profile 3
C EVAL TEXT = ’Is what safe’
C Z-ADD 12 TEXTLEN
C EXSR HASHMSG
C 05 SETON LR
C* Copy profile into aggregate structure
C MOVEL PROFILESTRUCT PROF3
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’INIT-AC ’ RULEARRAY
C MOVE ’REPLACE ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C**************************************************************
C* Call Access_Control_Initialize SAPI
C**************************************************************
C CALLP CSUAACI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN1:
C VERBDATA1:
C VERBDATALEN2:
C VERBDATA2)
C* *------------------------*
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C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *------------------------*
C* * Send failure message *
C* *------------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSUAACI’ SAPI
C EXSR SNDMSG
C RETURN
C ELSE
C* *------------------------*
C* * Send success message *
C* *------------------------*
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C ENDIF
C*
C*------------------------------------------------------------*
C* Change the Default Role *
C*------------------------------------------------------------*
C* Set the Role name
C MOVEL DEFAULT ROLE
C* *--------------------------------------------------------
C* * Set Access Control Points for DEFAULT
C* *
C* *--------------------------------------------------------
C EVAL BITMAP1A = X’0003F01D00000000’
C EVAL BITMAP1B = X’8000000000000000’
C EVAL BITMAP1C = X’000A8000881F7110’
C EVAL BITMAP1D = X’1004021180000000’
C EVAL BITMAP1E = X’FF7F406B80’
C EVAL BITMAP2 = X’000000000000E60F’
C* Copy role into aggregate structure
C MOVEL ROLESTRUCT ROLE1
C*
C* Set the new verb data 2 length
C Z-ADD 117 VERBDATALEN2
C*
C* Set the verb data 1 length to 0 (No profiles)
C Z-ADD 0 VERBDATALEN1
C* Change the number of roles to 1
C Z-ADD 1 NUMROLES
C
C**************************************************************
C* Call Access_Control_Initialize SAPI
C**************************************************************
C CALLP CSUAACI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN1:
C VERBDATA1:
C VERBDATALEN2:
C VERBDATA2)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *------------------------*
C* * Send failure message *
C* *------------------------*
C MOVEL MSG(1) MSGTEXT
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C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSUAACI’ SAPI
C EXSR SNDMSG
C*
C ELSE
C* *------------------------*
C* * Send success message *
C* *------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*
C**************************************************************
C* Subroutine to Hash pass-phrase
C**************************************************************
C HASHMSG BEGSR
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’SHA-1 ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *-------------------------*
C* * Call One Way Hash SAPI *
C* *-------------------------*
C CALLP CSNBOWH (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C TEXTLEN:
C TEXT:
C CHAINVCTLEN:
C CHAINVCT:
C HASHLEN:
C AUTHDATA)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNBOWH’ SAPI
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C EXSR SNDMSG
C SETON 05
C ENDIF
C*
C ENDSR

**
CSUAACI failed with return/reason codes 9999/9999.
SECOFR1, SECOFR2, and SECOFR3 profiles were successfully created.
The Default role was successfully changed.
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/*-------------------------------------------------------------------*/
/* SETDEFAULT */
/* */
/* Sample program to authorize the default role to all access */
/* control points in the 4758. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(SETDEFAULT) */
/* */
/* Use these commands to compile this program on iSeries: */
/* CRTCMOD MODULE(SETDEFAULT) SRCFILE(SAMPLE) */
/* CRTPGM PGM(SETDEFAULT) MODULE(SETDEFAULT) */
/* BNDSRVPGM(QCCA/CSUAACI) */
/* */
/* Note: Authority to the CSUAACI service programs */
/* in the QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Access_Control_Initialization (CSUAACI). */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
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/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

void main(int argc, char *argv[]) {

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

/*-------------------------------------------------------------------*/
/* parameters for CCA APIs */
/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;
long verb_data1_length;
long verb_data2_length;
char verb_data1[4];

/*--------------------------------------------------------------*/
/* Structure for defining a role */
/*--------------------------------------------------------------*/
struct role_header

{
char version[2];
short length;
char comment[20];
short checksum;
short reserved1;
char role[8];
short auth_strength;
char lower_time_hour;
char lower_time_minute;
char upper_time_hour;
char upper_time_minute;
char valid_days_of_week;
char reserved2;
} role_header;

/*--------------------------------------------------------------*/
/* Structure for defining aggregate roles */
/*--------------------------------------------------------------*/
struct aggregate_role

{
long number;
long reserved;
} aggregate_role_header;

/*--------------------------------------------------------------*/
/* Structures for defining the access control points in a role */
/*--------------------------------------------------------------*/
struct access_control_points_header
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{
short number_segments; /* Number of segments of */

/* the access points map */
short reserved;
} access_control_points_header;

struct access_control_points_segment_header
{

short start_bit; /* Starting bit in this */
/* segment. */

short end_bit; /* Ending bit */
short number_bytes; /* Number of bytes in */

/* this segment */
short reserved;

} access_control_points_segment_header;

/*-------------------------------------------------------------------*/
/* Default role - access control points list - */
/* authorized to everything */
/* */
/* For access control points 0x01 - 0x127 */
/*-------------------------------------------------------------------*/
char default_bitmap[] =

{ 0x00, 0x03, 0xF0, 0xFD, 0x80, 0x00, 0x30, 0x00,
0x80, 0x00, 0x19, 0x00, 0xC0, 0x00, 0x00, 0x00,
0x00, 0x0A, 0x80, 0x00, 0x88, 0x2F, 0x71, 0x10,
0x18, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
0xFF, 0x7F, 0xFF, 0xFF, 0x80};

/*-------------------------------------------------------------------*/
/* For access control points 0x200 - 0x23F */
/*-------------------------------------------------------------------*/
char default2_bitmap[] =

{ 0xF8, 0x00, 0x7F, 0xFF, 0x7F, 0xFF, 0xE6, 0x0F };

unsigned char * verb_data2;
unsigned char * work_ptr;

int i; /* Loop counter */

/*--------------------------------------------------------------*/
/* Start of code */
/*--------------------------------------------------------------*/

/*--------------------------------------------------------------*/
/* Allocate storage for the aggregate role structure */
/*--------------------------------------------------------------*/
verb_data2 = malloc(sizeof(aggregate_role_header) +

sizeof(role_header) +
sizeof(access_control_points_header) +
sizeof(access_control_points_segment_header)
* 2 +
sizeof(default_bitmap) +
sizeof(default2_bitmap));

work_ptr = verb_data2; /* Set up work pointer */

aggregate_role_header.number = 1; /* Define/replace 1 role */
aggregate_role_header.reserved = 0; /* Initialize reserved field*/

/* Copy header to verb_data2
storage. */

memcpy(work_ptr,(void*)&aggregate_role_header,
sizeof(aggregate_role_header));

work_ptr += sizeof(aggregate_role_header); /* Set work pointer
after role header */
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/*--------------------------------------------------------------*/
/* Fill in the fields of the role definition. */
/*--------------------------------------------------------------*/
role_header.version[0] = 1; /* Version 1 role */
role_header.version[1] = 0;

/* Set length of the role */
role_header.length = sizeof(role_header)

+ sizeof(access_control_points_header)
+ 2 *
sizeof(access_control_points_segment_header)
+ sizeof(default_bitmap)
+ sizeof(default2_bitmap);

role_header.checksum = 0; /* Checksum is not used */
role_header.reserved1 = 0; /* Reserved must be 0 */
role_header.auth_strength = 0; /* Authentication strength */

/* is set to 0. */

/* Lower time is 00:00 */
role_header.lower_time_hour = 0;
role_header.lower_time_minute = 0;

/* Upper time is 23:59 */
role_header.upper_time_hour = 23;
role_header.upper_time_minute = 59;
role_header.valid_days_of_week = 0xFE; /* Valid every day */

/* 7 bits - 1 bit each day */

role_header.reserved2 = 0; /* Reserved must be 0 */

/* Role is DEFAULT */
/* expressed in ASCII */

memcpy(role_header.role, "¥x44¥x45¥x46¥x41¥x55¥x4C¥x54¥x20", 8);

memset(role_header.comment,’ ’,20); /* No description for role */

/*---------------------------------------------------*/
/* Copy role header into verb_data2 storage */
/*---------------------------------------------------*/
memcpy(work_ptr,(void*)&role_header, sizeof(role_header));
work_ptr += sizeof(role_header);

/*---------------------------------------------------*/
/* Set up access control points header and then */
/* copy it into verb_data2 storage. */
/*---------------------------------------------------*/
access_control_points_header.number_segments = 2;
access_control_points_header.reserved = 0;
access_control_points_segment_header.reserved = 0;

memcpy(work_ptr,
(void *)&access_control_points_header,
sizeof(access_control_points_header));

/* Adjust work_ptr to point to the
first segment */

work_ptr += sizeof(access_control_points_header);

/*---------------------------------------------------*/
/* Set up the segment header for segment 1 and then */
/* copy into verb_data2 storage */
/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0;
access_control_points_segment_header.end_bit = 0x127;
access_control_points_segment_header.number_bytes =

sizeof(default_bitmap);
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memcpy(work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work_ptr to point to the
first segment bitmap */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 1 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, default_bitmap, sizeof(default_bitmap));

/* Adjust work_ptr to point to the
second segment */

work_ptr += sizeof(default_bitmap);

/*---------------------------------------------------*/
/* Set up the segment header for segment 2 and then */
/* copy into verb_data2 storage */
/*---------------------------------------------------*/
access_control_points_segment_header.start_bit = 0x200;
access_control_points_segment_header.end_bit = 0x23F;
access_control_points_segment_header.number_bytes =

sizeof(default2_bitmap);

memcpy(work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work_ptr to point to the
second segment bitmap */

work_ptr += sizeof(access_control_points_segment_header);

/*---------------------------------------------------*/
/* Copy access control points segment 2 bitmap */
/*---------------------------------------------------*/
memcpy(work_ptr, default2_bitmap, sizeof(default2_bitmap));

/*---------------------------------------------------*/
/* Set the length of verb data 2 (Role definition) */
/*---------------------------------------------------*/
verb_data2_length = sizeof(aggregate_role_header) +

role_header.length;

/*---------------------------------------------------*/
/* Set remaining parameters */
/*---------------------------------------------------*/
rule_array_count = 2;
memcpy(rule_array, "INIT-AC REPLACE ", 16);
verb_data1_length = 0;

/*------------------------------------------------------*/
/* Call Access_Control_Initialize (CSUAACI) to set the */
/* default role. */
/*------------------------------------------------------*/
CSUAACI( &return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char *)rule_array,
&verb_data1_length,
(unsigned char *) verb_data1,
&verb_data2_length,
verb_data2);
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if (return_code > 4)
printf("The default role was not replaced. Return/reason code:¥

%d/%d¥n",return_code, reason_code);
else
printf("The default role was successfully updated.¥n");

}
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D*************************************************************
D* SETDEFAULT
D*
D* Sample program to authorize the default role to all access
D* control points in the 4758.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(SETDEFAULT)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(SETDEFAULT) SRCFILE(SAMPLE)
D* CRTPGM PGM(SETEID) MODULE(SETDEFAULT)
D* BNDSRVPGM(QCCA/CSUAACI)
D*
D* Note: Authority to the CSUAACI service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Access_Control_Initialize (CSUAACI)
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
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DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data 1 length
DVERBDATALEN1 S 9B 0 INZ(0)
D* ** Verb data 1
DVERBDATA1 S 4
D* ** Verb data 2 length
DVERBDATALEN2 S 9B 0 INZ(117)
D*-------------------------------------------------------------
D* Verbdata 2 contains the aggregate role structure which
D* in turn contains 1 role - the default role
D*-------------------------------------------------------------
DVERBDATA2 DS 200
D* ** Define 1 Role
DNUMROLES 9B 0 INZ(1)
D* ** Reserved field
DRESR1 9B 0 INZ(0)
D* ** Version 1 struct
DVERS 2 INZ(X’0100’)
D* ** Length of role
DROLELEN 2 INZ(X’006D’)
D* ** Description of role
DCOMMENT 20 INZ(’ ’)
D* ** Checksum is not used
DCHECKSUM 2 INZ(X’0000’)
D* ** Reserved field
DRESR2 2 INZ(X’0000’)
D* ** Role Name is DEFAULT expressed in ASCII
DROLE 8 INZ(X’44454641554C5420’)
D* ** Authentication strength is set to 0
DAUTHSTRN 2 INZ(X’0000’)
D* ** Lower time is 00:00
DLWRTIMHR 1 INZ(X’00’)
DLWRTIMMN 1 INZ(X’00’)
D* ** Upper time is 23:59
DUPRTIMHR 1 INZ(X’17’)
DUPRTIMMN 1 INZ(X’3B’)
D* ** Valid days of week
DVALIDDOW 1 INZ(X’FE’)
D* ** Reserved field
DRESR3 1 INZ(X’00’)
D* ** 2 Access control points segements are defined
DNUMSEG 2 INZ(X’0002’)
D* ** Reserved field
DRESR4 2 INZ(X’0000’)
D* ** Starting bit of segment 1 is 0.
DSTART1 2 INZ(X’0000’)
D* ** Ending bit of segment 1 is 295 (Hex 127).
DEND1 2 INZ(X’0127’)
D* ** 37 Bytes in segment 1
DNUMBYTES1 2 INZ(X’0025’)
D* ** Reserved field
DRESR5 2 INZ(X’00’)
D* ** Segment 1 access control points
DBITMAP1A 8 INZ(X’0003F0FD80003000’)
DBITMAP1B 8 INZ(X’80001900C0000000’)
DBITMAP1C 8 INZ(X’000A8000882F7110’)
DBITMAP1D 8 INZ(X’1804033180000000’)
DBITMAP1E 5 INZ(X’FF7FFFFF80’)
D* ** Starting bit of segment 2 is 512 (Hex 200).
DSTART2 2 INZ(X’0200’)
D* ** Ending bit of segment 2 is 575 (Hex 23F)

h 4 O 4758 Ef=3Wm;C5< 59



DEND2 2 INZ(X’023F’)
D* ** 8 Bytes in segment 2
DNUMBYTES2 2 INZ(X’0008’)
D* ** Reserved field
DRESR6 2 INZ(X’0000’)
D* ** Segment 2 access control points
DBITMAP2 8 INZ(X’F8007FFF7FFFE60F’)
D*
D**********************************************************
D* Prototype for Access_Control_Initialize (CSUAACI)
D**********************************************************
DCSUAACI PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN1 9B 0
DVRBDTA1 4
DVRBDTALEN2 9B 0
DVRBDTA2 200
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 64 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(64)
D DS
DMSGTEXT 1 64
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’INIT-AC ’ RULEARRAY
C MOVE ’REPLACE ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C**************************************************************
C* Call Access_Control_Initialize SAPI
C**************************************************************
C CALLP CSUAACI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN1:
C VERBDATA1:
C VERBDATALEN2:
C VERBDATA2)
C*-----------------------*
C* Check the return code *
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C*-----------------------*
C RETURNCODE IFGT 4
C* *------------------------*
C* * Send failure message *
C* *------------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSUAACI failed with return/reason codes 9999/9999.
The Default role was successfully set.

�: 4758 ���	
����������� !��������

ILE C ��"#$
4758 3Wm;C5<QK{8NWmU!$krQ99kKO",WK~8FJ<N

Wm0i`rQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Change certain fields in a user profile on the 4758 */
/* card. This program changes the expiration date using a new */
/* date in the form YYYYMMDD. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
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/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(CHG_PROF) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Access_Control_Initialization (CSUAACI). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(CHG_PROF) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CHG_PROF) MODULE(CHG_PROF) */
/* BNDSRVPGM(QCCA/CSUAACI) */
/* */
/* Note: Authority to the CSUAACI service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Access_Control_Initialization (CSUAACI). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <decimal.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[8];
long rule_array_count = 1;
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/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length;
char * verb_data;
long verb_data_length2;
char * verb_data2;

memcpy(rule_array,"CHGEXPDT",8); /* set rule array keywords */

verb_data_length = 8;

verb_data = "SECOFR1 "; /* set the profile name */

verb_data_length2 = 8;

verb_data2 = "20010621"; /* set the new date */

/* invoke verb to change the expiration date in specified profile */

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data,
&verb_data_length2,
verb_data2);

if ( (return_code == OK) | (return_code == WARNING) )
{
printf("Profile expiration date was changed successfully");
printf(" with return/reason codes ");
printf("%ld/%ld¥n¥n", return_code, reason_code);
return(OK);
}

else
{
printf("Change of expiration date failed with return/");
printf("reason codes ");
printf(" %ld/%ld¥n¥n", return_code, reason_code);
return(ERROR);
}

}

�: 4758 ���	
����������� !��������

ILE RPG ��"#$
4758 3Wm;C5<QK{8NWmU!$krQ99kKO",WK~8FJ<N

Wm0i`rQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* CHG_PROF
D*
D* Change certain fields in a user profile on the 4758
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D* card. This program changes the expiration date using a new
D* date in the form YYYYMMDD.
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Profile
D*
D* Example:
D* CALL PGM(CHG_PROF) PARM(PROFILE)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CHG_PROF) SRCFILE(SAMPLE)
D* CRTPGM PGM(CHG_PROF) MODULE(CHG_PROF)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUAACI service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Access_Control_Initialize (CSUAACI)
D*
D* This program assumes the card with the profile is
D* already identified either by defaulting to the CRP01
D* device or by being explicitly named using the
D* Cryptographic_Resource_Allocate verb. Also this
D* device must be varied on and you must be authorized
D* to use this device description.
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data 1 length
DVERBDATALEN1 S 9B 0 INZ(8)
D* ** Verb data 1
DVERBDATA1 S 8
D* ** Verb data 2 length
DVERBDATALEN2 S 9B 0 INZ(8)
D* ** Verb data 2
DVERBDATA2 S 8
D*
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D*
D**********************************************************
D* Prototype for Access_Control_Initialize (CSUAACI)
D**********************************************************
DCSUAACI PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN1 9B 0
DVRBDTA1 8
DVRBDTALEN2 9B 0
DVRBDTA2 8
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Parameter is profile to be changed. *
C*------------------------------------------------------------*
C *ENTRY PLIST
C PARM VERBDATA1
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’CHGEXPDT’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set new expiration date *
C*------------------------------------------------------------*
C MOVEL ’20061231’ VERBDATA2
C*------------------------------------------------------------*
C* Call Access_Control_Initialize SAPI *
C*------------------------------------------------------------*
C CALLP CSUAACI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN1:
C VERBDATA1:
C VERBDATALEN2:
C VERBDATA2)
C*-----------------------*
C* Check the return code *
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C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUAACI failed with return/reason codes 9999/9999’
The request completed successfully

�� ID 
����
����

D- ID (EID)

4758 3Wm;C5<O"EID r1LRH7F]I7^9#GbJ1"+DW.K

EID r_j9kKO"4758 Ef=3Wm;C5<=.N?aN Web Y<9Nf<

F#jF#<rHQ7^9#3Nf<F#jF#<KO"http://server-name:2001 N

ViSeries TasksWZ<8+i"/;9G-^9#3Nf<F#jF#<KO"3Wm

;C5<,i|=5lF$J$uVNlgKHQ5lk"p\=.&#6<I,^

^lF$^9#4758 3Wm;C5<,i|_jQ_G"klgO"V=.NI}

(Manage configuration)W"!KV0- (Attributes)WH/jC/7"EID r_j

7^9#

H+N"Wj1<7gsrn.7F"EID r_j9k3HbG-^9#=lKO"

Cryptographic_Facility_Control (CSUACFC) API verb rHQ7^9#2MN?aK"

2 DNWm0i`c,s!5lF$^9#=N&AN 1 DO ILE C Gn.5lF

*j"b& 1 DO ILE RPG Gn.5lF$^9#IAiNWm0i`bBT9k

!=O18G9#
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v Xc: 4758 3Wm;C5<KD- ID r_j9k?aN ILE C Wm0i`Y

v 69Z<8NXc: 4758 3Wm;C5<KD- ID r_j9k?aN ILE RPG

Wm0i`Y

4758 3Wm;C5<O"4758 3Wm;C5<,n.9k9YFN PKA -<&H

</sK EID r3T<7^9# EID rHQ9kH"4758 3Wm;C5<O"L

N 4758 3Wm;C5<,n.7?-<GOJ/"=N3Wm;C5<,n.7?

-<r1L9k3H,G-^9#

/mC/

4758 3Wm;C5<O"/mC/&+ls@<rHQ7F~oH|Ur-?7"W

mU!$k,m0*sG-k+I&+r=G7^9#J,~N~oO"0jKC8

8`~o (GMT) G9#=N!=Khj"_j9k?aNJ,~rdN!=ro|

9k0K"4758 3Wm;C5<btG/mC/r_j9k,W,"j^9#

GbJ1"+DW.K/mC/r_j9kKO"4758 Ef=3Wm;C5<=.N

?aN Web Y<9Nf<F#jF#<rHQ7^9#3Nf<F#jF#<K

O"http://server-name:2001 NViSeries TasksWZ<8+i"/;9G-^9#3Nf

<F#jF#<KO"3Wm;C5<,i|=5lF$J$uVNlgKHQ5l

k"p\=.&#6<I,^^lF$^9#4758 Ef=3Wm;C5<,i|_j

Q_G"klgO"V=.NI} (Manage configuration)W"!KV0-

(Attributes)WH/jC/7"/mC/r_j7^9#

H+N"Wj1<7gsrn.7F"/mC/r_j9k3HbG-^9#3lr

T&KO"Cryptographic_Facility_Control (CSUACFC) API verb rHQ7^9#2M

N?aK"2 DNWm0i`c,s!5lF$^9#=N&AN 1 DO ILE C G

n.5lF*j"b& 1 DO ILE RPG Gn.5lF$^9#IAiNWm0i`

bBT9k!=O18G9#

v 72Z<8NXc: 4758 3Wm;C5<K/mC/r_j9k?aN ILE C Wm

0i`Y

v 74Z<8NXc: 4758 3Wm;C5<K/mC/r_j9k?aN ILE RPG

Wm0i`Y

�: 4758 ���	
����� ID �������� ILE C ��"
#$

4578 3Wm;C5<GD- ID r_j9kKO",WK~8FJ<NWm0i`r

Q97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Set the environment ID on the 4758 card, based on a */
/* 16-byte sample value defined in this program. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
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/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(SETEID) */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(SETEID) SRCFILE(SAMPLE) */
/* CRTPGM PGM(SETEID) MODULE(SETEID) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilites_Control (CSUACFC). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
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long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length;
char * verb_data = "SOME ID data 16@";

/* set keywords in the rule array */

memcpy(rule_array,"ADAPTER1SET-EID ", 16);

verb_data_length = 16;

/* invoke the verb to set the environment ID */

CSUACFC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Environment ID was successfully set with ");

printf("return/reason codes %ld/%ld¥n¥n", return_code, reason_code);

return(OK);
}

else
{

printf("An error occurred while setting the environment ID.¥n");

printf("Return/reason codes %ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}

�: 4758 ���	
����� ID �������� ILE RPG �
�"#$

4578 3Wm;C5<GD- ID r_j9kKO",WK~8FJ<NWm0i`r

Q97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* SETEID
D*
D* Set the environment ID on the 4758 card, based on a
D* 16-byte sample value defined in this program.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
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D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(SETEID)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(SETEID) SRCFILE(SAMPLE)
D* CRTPGM PGM(SETEID) MODULE(SETEID)
D* BNDSRVPGM(QCCA/CSUACFC)
D*
D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0
D* ** Verb data
DVERBDATA S 16 INZ(’Card ID 01234567’)
D*
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFC)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 16
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
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D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’SET-EID ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set the verb data length to 16 *
C*------------------------------------------------------------*
C Z-ADD 16 VERBDATALEN
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
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C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSUACFC failed with return/reason codes 9999/9999.
The Environment ID was successfully set.

�: 4758 ���	
�����
��������� ILE C ��"
#$

4758 3Wm;C5<G/mC/r_j9kKO",WK~8FJ<NWm0i`r

Q97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Set the clock on the 4758 card, based on a string from */
/* the command line. The command line string must be of */
/* form YYYYMMDDHHMMSSWW, where WW is the day of week (01 */
/* means Sunday and 07 means Saturday). */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* char * new time 16 characters */
/* */
/* Example: */
/* CALL PGM(SETCLOCK) PARM(’1999021011375204’) */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(SETCLOCK) SRCFILE(SAMPLE) */
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/* CRTPGM PGM(SETCLOCK) MODULE(SETCLOCK) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilities_Control (CSUACFC). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

void help(void)
{

printf("¥n¥nThis program loads the time and date into the 4758 card.¥n");

printf("It requires a single command line parameter containing the ¥n");

printf("new date and time in the form YYYYMMDDHHMMSSWW, where WW is the¥n");

printf("day of the week, 01 meaning Sunday and 07 meaning Saturday.¥n¥n");

}

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length;
char * verb_data;

if (argc != 2)
{

help();

return(ERROR);
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}

if (strlen(argv[1]) != 16)
{

printf("Your input string is not the right length.");

help();

return(ERROR);
}

/* set keywords in the rule array */

memcpy(rule_array,"ADAPTER1SETCLOCK",16);

verb_data_length = 16;

/* copy keyboard input for new time */

verb_data = argv[1];

/* Set the clock to the time the user gave us */

CSUACFC( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Clock was successfully set.¥nReturn/");

printf("reason codes %ld/%ld¥n¥n", return_code, reason_code);

return(OK);
}

else
{

printf("An error occurred while setting the clock.¥nReturn");

printf("/reason codes %ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}

�: 4758 ���	
�����
��������� ILE RPG �
�"#$

4758 3Wm;C5<G/mC/r_j9kKO",WK~8FJ<NWm0i`r

Q97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* SETCLOCK
D*
D* Set the clock on the 4758 card, based on a string from
D* the command line. The command line string must be of
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D* form YYYYMMDDHHMMSSWW, where WW is the day of week (01
D* means Sunday and 07 means Saturday).
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* char * new time 16 characters
D*
D* Example:
D* CALL PGM(SETCLOCK) PARM(’2000061011375204’)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(SETCLOCK) SRCFILE(SAMPLE)
D* CRTPGM PGM(SETCLOCK) MODULE(SETCLOCK)
D* BNDSRVPGM(QCCA/CSUACFC)
D*
D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0
D* ** Verb data
DVERBDATA S 16
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFQ)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
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DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 16
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM VERBDATA
C* *
C*------------------------------------------------------------*
C* Check the number of parameters passed in *
C*------------------------------------------------------------*
C IF (%PARMS < 1)
C* *-------------------------------------------------------*
C* * Send message describing the format of the parameter *
C* *-------------------------------------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C MOVEL MSG(4) MSGTEXT
C EXSR SNDMSG
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C MOVEL MSG(6) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’SETCLOCK’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set the verb data length to 16 *
C*------------------------------------------------------------*
C Z-ADD 16 VERBDATALEN
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
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C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSUACFC failed with return/reason codes 9999/9999.
The request completed successfully.
This program loads the time and date into the 4758 card.
It requires a single command line parameter containing the
new date and time in the form YYYYMMDDHHMMSSWW, where WW is the
day of the week, 01 meaning Sunday and 07 meaning Saturday.
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NC-v`Yr2H7F/@5$#

/*------------------------------------------------------------*/
/* Load the Function Control Vector into the 4758 card. */
/* The Function Control Vector enables the cryptographic */
/* functions of the 4758 card and is shipped with the */
/* Cryptographic Access Provider products. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function*/
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
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/* EXPRESSLY DISCLAIMED. IBM provides no program services for*/
/* these programs and files. */
/* */
/* Note: The Function Control Vector is stored in an IFS */
/* file owned by the system. The format of this */
/* vector is described in an appendix of the */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(LOAD_FCV) */
/* */
/* Note: This program assumes the device you want to load is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOAD_FCV) SRCFILE(SAMPLE) SYSIFCOPT(*IFSIO) */
/* CRTPGM PGM(LOAD_FCV) MODULE(LOAD_FCV) + */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Cryptographic_Facility_Control (CSUACFC) */
/* */
/*------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <decimal.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/*-------------------------------------------------------------------*/
/* function to translate ASCII to EBCDIC and/or EBCDIC to ASCII */
/*-------------------------------------------------------------------*/

#pragma linkage(QDCXLATE, OS, nowiden)
void QDCXLATE(decimal(5,0)*,

char *,
char *,
char *);

int main(void)
{

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
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long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length;
char *verb_data;
char buffer[1000];
char description[81];
decimal(5,0) descr_length = 80;
int num_bytes;
FILE *fcv;

/*-------------------------------------------------------------------*/
/* retrieve FCV from IBM supplied file */
/*-------------------------------------------------------------------*/

fcv = fopen("/QIBM/ProdData/CAP/FCV.CRT", "rb");
if (fcv==NULL)
{
printf("Function Control Vector file not available¥n¥n");
return ERROR; /* File not found or not authorized */
}

num_bytes = fread(buffer,1,1000,fcv);
fclose(fcv);

if (num_bytes != 802)
{
printf("Function Control Vector file has wrong size¥n¥n");
return ERROR; /* Incorrect number of bytes read */
}

/*-------------------------------------------------------------------*/
/* extract fields in FCV needed by 4758 card */
/* Note: use offsets and lengths from CCA publication listed earlier */
/*-------------------------------------------------------------------*/

memcpy(description, &buffer[390],80);
description[80] = 0;
QDCXLATE(&descr_length, description, "QEBCDIC ", "QSYS ");
printf("Loading Function Control Vector: %s¥n",description);

verb_data_length = 204;
verb_data = &buffer[470];

rule_array_count = 2;
memcpy((char*)rule_array,"ADAPTER1LOAD-FCV",16);

/*-------------------------------------------------------------------*/
/* Load the 4758 card with the FCV just retrieved */
/*-------------------------------------------------------------------*/

CSUACFC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char*)rule_array,
&verb_data_length,
verb_data);
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if (return_code != 0)
{

printf("Function Control Vector rejected for reason %d/%d¥n¥n",
return_code, reason_code);

return ERROR; /* Operation failed. */
}
else
{

printf("Loading Function Control Vector succeeded¥n¥n");
printf("SAPI returned %ld/%ld¥n¥n", return_code, reason_code);
return OK;

}
}

�: 4758 ���	
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ILE RPG ��"#$
4578 3Wm;C5<QN!=)fY/Hkrm<I9kKO",WK~8FJ<N

Wm0i`rQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* LOAD_FCV
D*
D* Load the Function Control Vector into the 4758 card.
D* The Function Control Vector enables the cryptographic
D* functions of the 4758 card and is shipped with the
D* Cryptographic Access Provider products.
D*
D* The Function Control Vector is contained within a stream
D* file. Before compiling and running this program, you
D* must copy the contents of the stream file to a database
D* member. An example of how to do this is shown in the
D* instructions below for compiling and running this program.
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(LOAD_FCV)
D*
D* Use these commands to compile this program on iSeries:
D*
D* CRTRPGMOD MODULE(LOAD_FCV) SRCFILE(SAMPLE)
D*
D* CRTPGM PGM(LOAD_FCV) MODULE(LOAD_FCV)
D* BNDSRVPGM(QCCA/CSUACFC)
D*
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D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0 INZ(204)
D* ** Verb data
DVERBDATA S 204
D*--------------------------------------------------------
D* Declare variables for working with files
D*--------------------------------------------------------
D* ** File descriptor
DFILED S 9B 0
D* ** File path
DPATH S 80 INZ(’/QIBM/ProdData/CAP/FCV.CRT’)
D* ** Open Flag - Open for Read only
DOFLAGR S 10I 0 INZ(1)
D* ** Structure of Funciton control vector file
DFLD1 DS
DFLDDTA 802
DDESCR 391 470
DFNCCTLVCT 471 674
D* ** Length of data read from file
DINLEN S 9B 0
D* ** Declares for calling QDCXLATE API
DXLTTBL S 10 INZ(’QEBCDIC ’)
DTBLLIB S 10 INZ(’QSYS ’)
DDESCLEN S 5P 0 INZ(80)
D* ** Index into a string
DINDEX S 5B 0
D* ** Variable to hold temporary character value
DCHAR S 1
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFC)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 204
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
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D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 80 DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(80)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Open the FCV file *
C*------------------------------------------------------------*
C* *---------------------------*
C* ** Null terminate path name *
C* *---------------------------*
C EVAL %SUBST(PATH:27:1) = X’00’
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAGR)
C* *----------------------*
C* * Check if open worked *
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C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *--------------------------------------------------*
C* * Open worked, read the FCV, and close the file *
C* *--------------------------------------------------*
C Z-ADD 802 INLEN
C EVAL INLEN = read(FILED: FLDDTA: INLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C INLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C*------------------------------------------------------------*
C* Copy the FCV to the verb data parameter. *
C*------------------------------------------------------------*
C MOVEL FNCCTLVCT VERBDATA
C*------------------------------------------------------------*
C* Convert description to EBCDIC and display it *
C*------------------------------------------------------------*
C CALL ’QDCXLATE’
C PARM DESCLEN
C PARM DESCR
C PARM XLTTBL
C PARM TBLLIB
C MOVEL DESCR MSGTEXT
C Z-ADD 80 INDEX
C*------------------------------------------------------------*
C* Replace trailing null characters in description *
C* with space characters. *
C*------------------------------------------------------------*
C SETOFF 50
C DOU *IN50
C EVAL CHAR = %SUBST(MSGTEXT:INDEX:1)
C CHAR IFNE X’00’
C SETON 50
C ELSE
C EVAL %SUBST(MSGTEXT:INDEX:1) = ’ ’
C SUB 1 INDEX
C INDEX IFEQ 0
C SETON 50
C ENDIF
C ENDIF
C ENDDO
C EXSR SNDMSG
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’LOAD-FCV’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
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C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(3) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C*
C* *-----------------------*
C* * Send success message *
C* *-----------------------*
C MOVEL MSG(4) MSGTEXT
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
Error trying to open FCV file.
Error reading data from FCV file.
CSUACFC failed with return/reason codes 9999/9999.
The Function Control Vector was successfully loaded.
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ILE C ��"#$
4578 3Wm;C5<QN!=)fY/Hkr/j"9kKO",WK~8FJ<N

Wm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*------------------------------------------------------------*/
/* Clear the Function Control Vector from the 4758 card. */
/* The Function Control Vector enables the cryptographic */
/* functions of the 4758 card. Clearing it from the 4758 */
/* disabled the cryptographic functions. */

h 4 O 4758 Ef=3Wm;C5< 85



/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or */
/* functions of these program. All programs contained */
/* herein are provided to you "AS IS". THE IMPLIED */
/* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A */
/* PARTICULAR PURPOSE ARE ARE EXPRESSLY DISCLAIMED. IBM */
/* provides no program services for these programs and files.*/
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(CLEARFCV) */
/* */
/* */
/* Use the following command to compile this program: */
/* CRTCMOD MODULE(CLEARFCV) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CLEARFCV) MODULE(CLEARFCV) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* - Cryptographic_Facility_Control (CSUACFC) */
/* */
/*------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h"

void main(void)
{
long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;
long verb_data_length;
char *verb_data;
char buffer[4];

/*-------------------------------------------------------------------*/
/* No verb data is needed for this option. */
/*-------------------------------------------------------------------*/

verb_data_length = 0;
verb_data = buffer;

/*-------------------------------------------------------------------*/
/* Rule array has two elements or rule array keywords */
/*-------------------------------------------------------------------*/

rule_array_count = 2;
memcpy((char*)rule_array,"ADAPTER1CLR-FCV ",16);

/*-------------------------------------------------------------------*/
/* Clear the Function control vector from the 4758 */
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/*-------------------------------------------------------------------*/
CSUACFC(&return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char*)rule_array,
&verb_data_length,
verb_data);

if (return_code != 0)
printf("Operation failed: return code %d : reason code %d ¥n",

return_code, reason_code);
else

printf("FCV is successfullly cleared¥n");
}

�: 4758 ���	
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D*************************************************************
D* CLEARFCV
D*
D* Clear the Function Control Vector from the 4758 card.
D* The Function Control Vector enables the cryptographic
D* functions of the 4758 card. Clearing it from the 4758
D* disabled the cryptographic functions.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(CLEARFCV)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CLEARFCV) SRCFILE(SAMPLE)
D* CRTPGM PGM(CLEARFCV) MODULE(CLEARFCV)
D* BNDSRVPGM(QCCA/CSUACFC)
D*
D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
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D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*----------------------------------------------------
D* Declare variables used on CCA SAPI calls
D*----------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0
D* ** Verb data
DVERBDATA S 16
D*
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFQ)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 10
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
D* ** Variables required for the QMHSNDPM API
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’CLR-FCV ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
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C*------------------------------------------------------------*
C* Set the verb data length to 0 *
C*------------------------------------------------------------*
C Z-ADD 0 VERBDATALEN
C*------------------------------------------------------------*
C* Call Cryptographic Facilty Control SAPI
C*------------------------------------------------------------*
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code
C*-----------------------*
C RETURNCODE IFGT 0
C* *------------------------*
C* * Send a failure message *
C* *------------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *------------------------*
C* * Send a Success message *
C* *------------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUACFC failed with return/reason codes 9999/9999’
The request completed successfully
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,i|_jQ_G"klgO"V=.NI} (Manage configuration)W"!KV^

9?<&-< (Master keys)WH/jC/7"^9?<&-<rm<I7"_j7

^9#

H+N"Wj1<7gsrn.7F"^9?<&-<rm<I7F_j9k3Hb

G-^9#=lKO"Master_Key_Process (CSNBMKP) API verb rHQ7^9#2

MN?aK"2 DNWm0i`c,s!5lF$^9#=N&AN 1 DO ILE C

Gn.5lF*j"b& 1 DO ILE RPG Gn.5lF$^9#IAiNWm0i

`bBT9k!=O18G9#

v Xc: 4758 3Wm;C5<K^9?<&-<rm<I9k?aN ILE C Wm0

i`Y
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m: U0NWm0i`crHQ9klgKO",WK~8F=NWm0i`rQ9

7F/@5$#;-ejF#<eN}3+i"IBM GO"_j5lF$kGU

)kHMr=N^^HQ9kNGOJ/"3liNWm0i`cr$57F=

lrHQ9k3Hr*+a7^9#
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/*-------------------------------------------------------------------*/
/* Load a new master key on the 4758 card. */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* */
/* Parameters: */
/* OPTION (FIRST, MIDDLE, LAST, CLEAR, SET) */
/* KEYPART (24 bytes entered in hex -> X’01F7C4....’) */
/* Required for FIRST, MIDDLE, and LAST */
/* */
/* Example: */
/* CALL PGM(LOAD_KM) */
/* (FIRST X’0123456789ABCDEFFEDCBA98765432100123456789ABCDEF’) */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOAD_KM) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOAD_KM) MODULE(LOAD_KM) */
/* BNDSRVPGM(QCCA/CSNBMKP QCCA/CSNBRNG) */
/* */
/* Note: Authority to the CSNBMKP and CSNBRNG service programs */
/* in the QCCA library is assumed. */
/* */
/* The main Common Cryptographic Architecture (CCA) verb used */
/* is Master_Key_Process (CSNBMKP). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

92 iSeries: Ef=O<I&'"



int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 1;

/*-------------------------------------------------------------------*/
/* parameters unique to this program */
/*-------------------------------------------------------------------*/
char keypart[24]; /* Dummy parm for SET and CLEAR */

/*-------------------------------------------------------------------*/
/* Process the parameters */
/*-------------------------------------------------------------------*/
if (argc < 2)
{
printf("Option parameter must be specified.¥n");
return(ERROR);
}

if (argc < 3 && memcmp(argv[1],"CLEAR",5) != 0 &&
memcmp(argv[1],"SET",3) != 0)

{
printf("KeyPart parameter must be specified.¥n");
return(ERROR);
}

/*-------------------------------------------------------------------*/
/* Set the keywords in the rule array */
/*-------------------------------------------------------------------*/
memset(rule_array,’ ’,8);
memcpy(rule_array,argv[1],

(strlen(argv[1]) > 8) ? 8 : strlen(argv[1]));

/*-------------------------------------------------------------------*/
/* Call Master Key Process SAPI */
/*-------------------------------------------------------------------*/
CSNBMKP( &return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char *)rule_array,
(argc == 3) ? argv[2] : keypart);

/*-------------------------------------------------------------------*/
/* Check the return code and display the results */
/*-------------------------------------------------------------------*/
if ( (return_code == OK) | (return_code == WARNING) )
{
printf("Request was successful with return/reason codes: %d/%d ¥n",

return_code, reason_code);
return(OK);
}
else
{
printf("Request failed with return/reason codes: %d/%d ¥n",

return_code, reason_code);
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return(ERROR);
}

}
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D*************************************************************
D* LOAD_KM
D*
D* Load a new master key on the 4758 card.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* OPTION (FIRST, MIDDLE, LAST, CLEAR, SET)
D* KEYPART (24 bytes entered in hex -> X’01F7C4....’)
D* Required for FIRST, MIDDLE, and LAST
D*
D* The master key is loaded in 3 or more parts. Specify FIRST
D* when loading the first part, MIDDLE when loading all parts
D* between the first and the last, and LAST when loading the final
D* part of the master key.
D*
D* As the master key parts are entered, they are Exclusively OR’ed
D* with the current contents of the master key register. After the
D* last master key, if the contents do not have odd parity in every
D* byte, a non-zero return/reason code will be returned. In order
D* to ensure that the final result has odd parity, each key part
D* should have odd parity in every byte. This is assuming that there
D* is an odd number of key parts. (If there is an even number of
D* key parts, then one of the key parts should have even parity).
D*
D* A byte has odd parity if is contains:
D* an odd parity nibble : 1, 2, 4, 7, 8, B, D, or E AND
D* an even parity nibble: 0, 3, 5, 6, 9, A, C, or F.
D*
D* For example 32, A4, 1F, and 75 are odd parity bytes because
D* they contain both an odd parity and an even parity
D* nibble.
D*
D* 05, 12, 6C, and E7 are even parity bytes because
D* they contain either two even parity nibbles or
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D* two odd parity nibbles.
D*
D* The New master key register must be empty before the first part
D* of a master key can be entered. Use CLEAR to ensure that the
D* New master key register is empty before loading the master key
D* parts.
D*
D* After loading the master key, use SET to move the master key from
D* the New-master-key register to the Current-master-key register.
D* Cryptographic keys are encrypted under the master key in the
D* the Current-master-key register.
D*
D* Example:
D* CALL PGM(LOAD_KM) (CLEAR)
D*
D* CALL PGM(LOAD_KM)
D* (FIRST X’0123456789ABCDEFFEDCBA98765432100123456789ABCDEF’)
D*
D* CALL PGM(LOAD_KM)
D* (MIDDLE X’1032A873458010F7EF3438373132F1F2F4F8B3CDCDCDCEF1’)
D*
D* CALL PGM(LOAD_KM)
D* (LAST X’2040806789ABCDEFFEDC3434346432100123456789FEDCBA’)
D*
D* CALL PGM(LOAD_KM) (SET)
D*
D*
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(LOAD_KM) SRCFILE(SAMPLE)
D* CRTPGM PGM(LOAD_KM) MODULE(LOAD_KM)
D* BNDSRVPGM(QCCA/CSNBMKP)
D*
D* Note: Authority to the CSNBMKP service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Master_Key_Process (CSNBMKP)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Option (Rule Array Keyword)
DOPTION S 8
D* ** Master key part parameter on program
DMASTERKEYPART S 24
D* ** Master key part parameter on CSNBMKP
DKEYPART S 24 INZ(*ALLX’00’)
D*
D**********************************************************
D* Prototype for Master_Key_Process (CSNBMKP)
D**********************************************************
DCSNBMKP PR
DRETCODE 9B 0
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DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DMSTRKEY 24 OPTIONS(*NOPASS)
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM OPTION
C PARM MASTERKEYPART
C* *
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL OPTION RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C*
C*------------------------------------------------------------*
C* Check for FIRST, MIDDLE, or LAST *
C*------------------------------------------------------------*
C OPTION IFEQ ’FIRST’
C OPTION OREQ ’MIDDLE’
C OPTION OREQ ’LAST’
C* *------------------------*
C* * Copy keypart parameter *
C* *------------------------*
C MOVEL MASTERKEYPART KEYPART
C ENDIF
C*
C*----------------------------------------------*
C* Call Master Key Process SAPI *
C*----------------------------------------------*
C CALLP CSNBMKP (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C KEYPART)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
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C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSNBMKP failed with return/reason codes 9999/9999
The request completed successfully

�: 4758 ���	
���������������� ILE C ��
"#$

4758 3Wm;C5<QN-<rFEf=9kKO",WK~8FJ<NWm0i`

rQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*---------------------------------------------------------------*/
/* Description: Re-enciphers key store files using the current */
/* master key. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: */
/* char * keysto_type, choices are "DES" or "PKA" */
/* (If omitted, the default is "PKA".) */
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/* Examples: */
/* CALL PGM(REN_KEYSTO) PARM(DES) */
/* CALL PGM(REN_KEYSTO) */
/* */
/* Note: The CCA verbs used in the this program are more fully */
/* described in the IBM 4758 CCA Basic Services Reference */
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* This program also assumes the key store file you will */
/* use is already identified either by being specified on */
/* the cryptographic device or has been explicitly named */
/* using the Key_Store_Designate verb. Also you must be */
/* authorized to update records in this file. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(REN_KEYSTO) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REN_KEYSTO) MODULE(REN_KEYSTO) */
/* BNDSRVPGM(QCCA/CSNBKTC QCCA/CSNBKRL */
/* QCCA/CSNDKTC QCCA/CSNDKRL) */
/* */
/* Note: authority to the CSNDKTC, CSNDKRL, CSNBKTC, and CSNBKRL */
/* service programs in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* PKA_Key_Token_Change (CSNDKTC) */
/* DES_Key_Token_Change (CSNBKTC) */
/* PKA_Key_Record_List (CSNDKRL) */
/* DES_Key_Record_List (CSNBKRL) */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/* Define the acceptable file types */
#define PKA 1
#define DES 0

int re_encipher(FILE *key_rec, long rec_length, int key_type);

int main(int argc, char *argv[])
{

/*-----------------------------------------------------------*/
/* standard return codes */
/*-----------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/

long return_code = 0;
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long reason_code = 0;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 0;
char rule_array[1][8];

/*-----------------------------------------------------------*/
/* fields unique to this sample program */
/*-----------------------------------------------------------*/
char key_label[65] =

"*.*.*.*.*.*.* ";
long data_set_name_length = 0;
char data_set_name[65];
char security_server_name[9] = " ";

FILE *krl;
int keysto_type = PKA;
/*-----------------------------------------------------------*/
/* Check whether the user requested to re-encipher a DES or */
/* a PKA keystore file. Default to PKA if key file type is */
/* not specified. */
/*-----------------------------------------------------------*/
if (argc >= 2)
{

if ((strcmp(argv[1],"DES")==0))
{

printf("¥nDES ");
keysto_type = DES;

}
else if ((strcmp(argv[1],"PKA")==0))

printf("¥nPKA ");
else
{

printf("¥nKeystore type parm incorrectly specified.¥n");
printf("Acceptable choices are PKA or DES.¥n");
printf("The default is PKA.¥n");
return ERROR;

}
}
else
{

printf("¥nPKA ");
}

if (keysto_type == DES)
{

/*-----------------------------------------------------------*/
/* Invoke the verb to create a DES Key Record List */
/*-----------------------------------------------------------*/
CSNBKRL( &return_code,

&reason_code,
&exit_data_length,
exit_data,
key_label,
&data_set_name_length,
data_set_name,
security_server_name);
}
else
{

/*-----------------------------------------------------------*/
/* Invoke the verb to create a PKA Key Record List */
/*-----------------------------------------------------------*/
CSNDKRL( &return_code,

&reason_code,
&exit_data_length,
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exit_data,
&rule_array_count,
(char *) rule_array,
key_label,
&data_set_name_length,
data_set_name,
security_server_name);
}

if ((return_code != 0) || (reason_code != 0))
{

printf("Key Record List generation was unsuccessful. ");
printf("Return/reason code = %d/%d¥n",return_code, reason_code);

}
else
{

printf("Key Record List generation was successful. ");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
data_set_name[data_set_name_length] = ’¥0’;
printf("data_set_name = %s¥n",data_set_name);

/* Open the Key Record List file. */
krl = fopen(data_set_name, "rb");

if (krl == NULL) /* Open failed. */
{

printf("The open of the Key Record List file failed¥n");
return ERROR;

}
else /* Open was successful. */
{

char header1[77];
int num_rec, i;
long rec_length, offset_rec1;

/* Read the first part of the KRL header. */
fread(header1,1,77,krl);

/* Get the number of key records in the file. */
num_rec = atoi(&header1[50]);
printf("Number of key records = %d¥n",num_rec);

/* Get the length for the key records. */
rec_length = atol(&header1[58]);

/* Get the offset for the first key record. */
offset_rec1 = atol(&header1[62]);

/* Set the file pointer to the first key record. */
fseek(krl, offset_rec1, SEEK_SET);

/* Loop through the entries in the KRL and re-encipher. */
for (i = 1; i <= num_rec; i++)
{

int result;
result = re_encipher(krl, rec_length, keysto_type);
if (result !=0)
{

fclose(krl);
return ERROR;

}
}
printf("Key store file re-enciphered successfully.¥n¥n");
fclose(krl);
return OK;
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}
}

} /* end of main() */

int re_encipher(FILE *key_rec, long rec_length, int key_type)
{

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 1;
char rule_array[1][8];

/*-----------------------------------------------------------*/
/* fields unique to this function */
/*-----------------------------------------------------------*/
long key_identifier_length = 64;
char key_identifier[64];
char key_record[154];

fread(key_record, 1, rec_length, key_rec);
memcpy(key_identifier, &key_record[3], 64);
memcpy(rule_array, "RTCMK ",8);

if (key_type == DES)
{

CSNBKTC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
key_identifier);

}
else if (key_type == PKA)
{

CSNDKTC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&key_identifier_length,
key_identifier);

}
else
{

printf("re_encipher() called with an invalid key type.¥n");
return ERROR;

}

printf("Re-enciphering for key_label = %.64s",key_identifier);
printf("completed with return/reason codes of ");
printf("%d/%d¥n",return_code,reason_code);
return return_code;

}/* end of re_encipher() */
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/HkKX_(/9]<H&SCHr_j7F$k-<r\T9k3HOG-
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DES -<O"IBM CCA Services for iSeries +i 4758 3Wm;C5<*hS CCA
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2. \T7?$F-<4HK CCA 5<S9N Key_Export (CSNBKEX) CCA API

rBT7^9#BT9kH"Wm0i`cO API rFSP7^9#

3. Key_Import (CSNBKIM) CCA API rHQ7F"PO5l?0t-<&H</s

r CCA CSP *hS 4758 3Wm;C5<K$s]<H7^9#F-<4HK

$s]<H9k?aKOWm0i`rQ99k3Hr:lJ$G/@5$#
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9k3H,G-^9#GiK EXPORT rBT7F+i IMPORT r,:BT7F/

@5$#
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m: U0NWm0i`crHQ9klgKO",WK~8F=NWm0i`rQ9

7F/@5$#;-ejF#<eN}3+i"IBM GO"_j5lF$kGU

)kHMr=N^^HQ9kNGOJ/"3liNWm0i`cr$57F=

lrHQ9k3Hr*+a7^9#

�: ���)��%��: J<O"9FCW 1 G9#3N09H"&U!$kr\

T9kKO",WK~8FJ<NWm0i`crQ97F/@5$#3NWm0i

`rBT7?e 110Z<8NXc: -<N$s]<HYrHQ7F\TWm;9r0

;7^9#

/*---------------------------------------------------------------*/
/* Description: One of two programs used to migrate DES keys */
/* from a key store file used with the 2620 to a */
/* key store file for use with the 4758. */
/* */
/* Note: This program is intended to be used in conjunction with */
/* IMPORT_TSS to migrate DES keys from 2620 to 4758. */
/* EXPORT_TSS should be run first to generate a file */
/* containing the needed key information in a secure, */
/* exportable form. The file should then be transferred */
/* to the target system. IMPORT_TSS can then be run using */
/* the file to import the keys into a previously created */
/* key storage file. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: File to contain exported key information */
/* */
/* Examples: */
/* CALL PGM(EXPORT_TSS) PARM(’File_for_Exported_Keys’) */
/* */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QTSS) */
/* CRTCMOD MODULE(EXPORT_TSS) SRCFILE(SAMPLE) */
/* CRTPGM PGM(EXPORT_TSS) MODULE(EXPORT_TSS) */
/* */
/* Note: authority to the functions CSNBKEX, CSNBKPI, CSNBKRL, */
/* and CSNBKTB is assumed */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Key_Export CSNBKEX */
/* Key_Part_Import CSNBKPI */
/* Key_Record_List CSNBKRL */
/* Key_Token_Build CSNBKTB */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "MIPTRNAM.H" /* needed to resolve function ptrs */
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */
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int main(int argc, char *argv[])
{

/*--------------------------------------------------*/
/* standard return codes */
/*--------------------------------------------------*/

#define ERROR -1
#define OK 0

/*--------------------------------------------------*/
/* Declare function pointers (see csucincl.h) */
/*--------------------------------------------------*/
T_CSNBKEX *CSNBKEX;
T_CSNBKRL *CSNBKRL;
T_CSNBKPI *CSNBKPI;
T_CSNBKTB *CSNBKTB;

/*--------------------------------------------------*/
/* standard CCA parameters */
/*--------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 0;
char rule_array[2][8];

/*--------------------------------------------------*/
/* additional parameters needed for CSNBKRL */
/*--------------------------------------------------*/
char key_label[64];
long data_set_name_length = 0;
char data_set_name[65];
char security_server_name[9] = " ";

/*--------------------------------------------------*/
/* additional parameters needed for CSNBKEX */
/*--------------------------------------------------*/
char key_type[8];
char source_key_identifier[64];
char exporter_key_identifier[64];
char target_key_token[64];

/*--------------------------------------------------*/
/* additional parameters needed for CSNBKTB */
/*--------------------------------------------------*/
char key_token[64];
char key_value[64];
long master_key_verification_pattern = 0;
long reserved_int;
char reserved_str[8];
char control_vector[16];

/*--------------------------------------------------*/
/* additional parameters needed for CSNBKPI */
/*--------------------------------------------------*/
char key_part[16];
char key_identifier[64];

/*--------------------------------------------------*/
/* Other variables */
/*--------------------------------------------------*/
char header1[77];
long num_rec, i;
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long num_successful = 0;
long rec_length, offset_rec1;

char key_record[154];

FILE *krl, *export_file;

/* Check input parm */
if (argc < 2)
{

printf("File for storing the exported key data not specified.¥n");
return ERROR;

}

/*---------------------------------------------------*/
/* Resolve function pointers */
/*---------------------------------------------------*/
_lib_qualify(CSNBKEX,QTSS)
_lib_qualify(CSNBKRL,QTSS)
_lib_qualify(CSNBKPI,QTSS)
_lib_qualify(CSNBKTB,QTSS)

memset(key_label,’ ’,64);
memcpy(key_label,"*.*.*.*.*",9);

/*-----------------------------------------------------------*/
/* Invoke the verb to create a DES Key Record List */
/*-----------------------------------------------------------*/
CSNBKRL( &return_code,

&reason_code,
&exit_data_length,
exit_data,
key_label,
&data_set_name_length,
data_set_name,
security_server_name);

if ((return_code != 0) || (reason_code != 0))
{

printf("Key Record List generation was unsuccessful. ");
printf("Return/reason code = %d/%d¥n",return_code, reason_code);
return ERROR;

}

printf("Key Record List generation was successful. ");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
data_set_name[data_set_name_length] = ’¥0’;
printf("data_set_name = %s¥n¥n",data_set_name);

/* Generate a clear key for export use. */
/* The same key will be used for import. */
memcpy(key_type,"EXPORTER",8);
rule_array_count = 2;
memcpy(rule_array[0],"INTERNAL",8);
memcpy(rule_array[1],"KEY-PART",8);

CSNBKTB( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key_token,
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key_type,
&rule_array_count,
(char *) rule_array,
key_value,
&master_key_verification_pattern,
&reserved_int,
reserved_str,
control_vector,
reserved_str,
&reserved_int,
reserved_str,
reserved_str);

if (return_code != 0) {
printf("Building of the export key failed.¥n");
printf("Key Token Build failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;

}

/* Import the key parts to be used. */
rule_array_count = 1;
memcpy(rule_array[0],"FIRST ",8);
memset(key_part,’¥x01’,16);

for(i=1;i<=2;i++) {
CSNBKPI( &return_code,

&reason_code,
&exit_data_length,
(char *) exit_data,
&rule_array_count,
(char *) rule_array,
key_part,
key_token);

if (return_code != 0) {
printf("Building of the export key failed.¥n");
printf("Key Part Import failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;

}

memcpy(rule_array[0],"LAST ",8);
/* Set key part to the clear key to be used. */
/* Note: It may not be desirable to hard-code this. */
memcpy(key_part,"ClEar.KEY.hErE!!",16);

}

/* Export key built successfully. */
/* Open the Key Record List file. */
krl = fopen(data_set_name, "rb");

if (krl == NULL)
{ /* Open failed. */

printf("The open of the Key Record List file failed.¥n");
return ERROR;

}

/* Key record list open was successful. */
/* Open the file to save key info. */
export_file = fopen(argv[1], "wb");
if (export_file == NULL)
{

printf("Opening of key export file failed.¥n");
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fclose(krl);
return ERROR;

}

/* Write num_successful to the export file to hold a place for it. */
fwrite(&num_successful,sizeof(long),1,export_file);

/* Read the first part of the KRL header. */
fread(header1,1,77,krl);

/* Get the number of key records in the file. */
num_rec = atoi(&header1[50]);
printf("Number of key records = %d¥n",num_rec);

/* Get the length for the key records. */
rec_length = atol(&header1[58]);

/* Get the offset for the first key record. */
offset_rec1 = atol(&header1[62]);

/* Set the file pointer to the first key record. */
fseek(krl, offset_rec1, SEEK_SET);

/* Set the key type to TOKEN. */
memcpy(key_type,"TOKEN ",8);

/* Loop through the entries in the KRL and EXPORT. */
for (i = 1; i <= num_rec; i++)
{

fread(key_record, 1, rec_length, krl);
memcpy(source_key_identifier, &key_record[3], 64);

CSNBKEX(&return_code,
&reason_code,
&exit_data_length,
exit_data,
key_type,
source_key_identifier,
key_token,
/* exporter_key_identifier, */
target_key_token);

printf("Exporting of key = %.64s",source_key_identifier);
printf("completed with return/reason codes of ");
printf("%d/%d¥n",return_code,reason_code);

if (return_code == 0)
{

++num_successful;
fwrite(source_key_identifier, 1, 64, export_file);
fwrite(target_key_token, 1, 64, export_file);

}

} /* end of for loop */

printf("Key store file exported successfully.¥n");
printf("%d key(s) successfully exported.¥n¥n",num_successful);

/* Write out the number of exported keys and close the file. */
fseek(export_file,0,SEEK_SET);
fwrite(&num_successful,sizeof(long),1,export_file);

/* Close the files and return. */
fclose(krl);
fclose(export_file);
return OK;

}
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�: ��� �%��: J<O"9FCW 2 G9#3l^GKBT7F$J$lg

KO" 105Z<8NXc: -<N(/9]<HYWm0i`rBT7F\TWm;9

r+O7^9#!K",WK~8F3NWm0i`crQ97F"09H"&U!

$kN\Tr0;7F/@5$#

/*---------------------------------------------------------------*/
/* Description: One of two programs used to migrate DES keys */
/* from a key store file used with the 2620 to a */
/* key store file for use with the 4758. */
/* */
/* Note: This program is intended to be used in conjunction with */
/* EXPORT_TSS to migrate DES keys from 2620 to 4758. */
/* EXPORT_TSS should be run first to generate a file */
/* containing the needed key information in a secure, */
/* exportable form. The file should then be transferred */
/* to the target system. IMPORT_TSS can then be run using */
/* the file to import the keys into a previously created */
/* key storage file. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: File containing exported key information */
/* */
/* Examples: */
/* CALL PGM(IMPORT_TSS) PARM(’Exported_Key_File’) */
/* */
/* Note: The CCA verbs used in the this program are more fully */
/* described in the IBM 4758 CCA Basic Services Reference */
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* This program also assumes the key store file you will */
/* use is already identified either by being specified on */
/* the cryptographic device or has been explicitly named */
/* using the Key_Store_Designate verb. Also you must be */
/* authorized to update records in this file. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(IMPORT_TSS) SRCFILE(SAMPLE) */
/* CRTPGM PGM(IMPORT_TSS) MODULE(IMPORT_TSS) */
/* BNDSRVPGM(QCCA/CSNBKRC QCCA/CSNBKIM QCCA/CSNBKPI) */
/* */
/* Note: authority to the CSNBKIM, CSNBKPI, and CSNBKRC */
/* service programs in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Key_Import CSNBKIM */
/* Key_Record_Create CSNBKRC */
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/* Key_Part_Import CSNBKPI */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/*---------------------------------------------------------------*/
/* Structure defining the DES key token for internal keys. This */
/* structure is used in the creation of the importer key- */
/* encrypting key. For more information on the fields in this */
/* structure, see the IBM 4758 CCA Basic Services Reference and */
/* Guide (SC31-8609-01), Appendix B and C. */
/*---------------------------------------------------------------*/
struct DES_key_token {

char type; /* Set to 0x01 for ’internal’ */
char resv1; /* Reserved (set to binary zero) */
char mkvp[2]; /* Master Key Verification Pattern */
char version; /* Version. Will be set to 0x03. */
char resv2; /* Reserved (set to binary zero) */
char flag; /* Flag */
char resv3; /* Reserved (set to binary zero) */
char resv4[8]; /* Reserved (set to binary zero) */
char key1[8]; /* Single length encrypted key or

left half of double length
encrypted key. */

char key2[8]; /* Null or right half of double
length encrypted key */

int cvb1[2]; /* Control-vector base */
int cvb2[2]; /* Null or control vector base for

the 2nd eight-byte portion of a
16-byte key */

char resv5[12]; /* Reserved (set to binary zero) */
int tvv; /* Token-validation value */

};

int main(int argc, char *argv[])
{

/*-----------------------------------------------------------*/
/* standard return codes */
/*-----------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 0;
char rule_array[2][8];

/*-----------------------------------------------------------*/
/* additional parameters required for CSNBKRC and CSNBKIM */
/*-----------------------------------------------------------*/
char import_key_label[64];
char import_key_token[64];

/*-----------------------------------------------------------*/
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/* additional parameters required for CSNBKPI */
/*-----------------------------------------------------------*/
struct DES_key_token importer_kt;

char importer_key_token[64];
char key_type[8];
char key_part[16];

/*---------------------------------------------------*/
/* Other variables */
/*---------------------------------------------------*/
long num_rec = 0, i;
long num_imported = 0;

FILE *import_file;

printf("¥n¥n");
/* Check input parm */
if (argc < 2)
{

printf("File containing the exported key data not specified.¥n");
return ERROR;

}

/* Generate a clear key for import use. */

/* Initialize the importer key token. */
memset(&importer_kt,0x00,sizeof(struct DES_key_token));
importer_kt.type = 0x01;
importer_kt.version = 0x03;
importer_kt.flag = 0x40; /* Indicates control vector is present */
importer_kt.cvb1[0] = 0x00427d00;
importer_kt.cvb1[1] = 0x03480000;
importer_kt.cvb2[0] = 0x00427d00;
importer_kt.cvb2[1] = 0x03280000;
importer_kt.tvv = 0x0af53a00;

/* Initialize parameters for the first pass */
rule_array_count = 1;
memcpy(rule_array[0],"FIRST ",8);
memset(key_part,0x01,16);

for(i=1;i<=2;i++) {
CSNBKPI( &return_code,

&reason_code,
&exit_data_length,
(char *) exit_data,
&rule_array_count,
(char *) rule_array,
key_part,
(char *) &importer_kt);

if (return_code != 0) {
printf("Building of the importer key failed.¥n");
printf("Key Part Import failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;

}
else if ( i == 1) {

/* Init variables for the final pass */
memcpy(rule_array[0],"LAST ",8);
/* Set key part to the clear key to be used. */
memcpy(key_part,"ClEar.KEY.hErE!!",16);

}
}
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/* Import key built successfully. */
printf("Importer key built successfully.¥n¥n");

/* Open the Exported Key file. */
import_file = fopen(argv[1], "rb");

if (import_file == NULL)
{ /* Open failed. */

printf("The open of the Exported Key file failed¥n");
return ERROR;

}

/* Import Key file open was successful. */
fread(&num_rec,sizeof(num_rec),1,import_file);

/* Loop through the entries in the import file and create key records. */
for (i = 1; i <= num_rec; i++)
{

fread(import_key_label, 1, 64, import_file);
fread(import_key_token, 1, 64, import_file);

printf("Importing DES key:¥n");
printf(" ¥"%.64s¥"¥n",import_key_label);

/* Create a key record. */
CSNBKRC(&return_code,

&reason_code,
&exit_data_length,
exit_data,
import_key_label);

if (return_code != 0)
{

printf(" Key record creation failed. ");
printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
continue;

}

/* Else, key record created successfully so import the key. */
memcpy(key_type,"TOKEN ",8);

CSNBKIM( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key_type,
import_key_token,
(char *) &importer_kt,
import_key_label);

if (return_code != 0)
{

printf(" Key import failed. ");
printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
continue;

}

/* else, Key import was a success. */
printf(" Key imported successfully. ");
printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
++num_imported;

} /* end of for loop */

printf("¥nCompleted key import procedure.¥n");
printf("%d of %d key(s) successfully imported.¥n¥n",num_imported,num_rec);
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fclose(import_file);
return OK;

}

Cryptographic Support for iSeries �����* �������
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J0K5<P<GEfNnHrTCF$klgKO"Cryptographic Support for
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v \9-<KP9k CCA )fY/HkNsPN \9-<O"=N>>,,18l

gN_"1l9-<Nh&K0n7^9#\9-<N)fY/HkOsPNG
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}! 1 (d))
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<&-<r"Ef=!=5]<HH CCA NVN&L-<H7FHQ9k3H,G
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^9)#Ef=!=5]<HN[9H&^9?<&-<N/j"Mr CCA K
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9kHM(J1lPJj^;s#Cryptographic Support N[9H&^9?<&-<
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k,W,"j^9#eojK"[9H&^9?<&-<N>}NQ<D,,+CF
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K"04KLDNWm;9G[9H&^9?<&-<r$s]<H9k3HrM8

9k3HbG-^9#

/m9Ia$s&-<KO!N 3 DN?$W,"j^9#

v u./m9Ia$s&-<

v w./m9Ia$s&-<

v PIN /m9Ia$s&-<

u./m9Ia$s&-<O"CCA GO IMPORTER 0Ef0HFS^9#IAi

b"Ef=5l?-<Nu."k$O$s]<HKHQ5l^9#

w./m9Ia$s&-<O"a) G<?&-<NEf= (Ef=5l?-<O"L

N79F`Kw.G-^9) H" b) Ef=5l?DM1LVf (PIN) NQ9"K

HQ5l^9#CCA KOEf5]<H=Jhjb7)J-<,d,"k?a">!

=rBT9k-<r8.^?O$s]<H9k3HOG-^;s# EXPORTER 0
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a$s&-<r 2 s$s]<H9k,W,"j^9#
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a$s&-<r1MK 2 s$s]<H9k,W,"j^9#

[9H&^9?<&-<,G<?&-<rEf=9kH-"[Jk^9?<&-<

QA,/m9Ia$s&-<rEf=7^9#
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4. GeN9FCWGO"9FCW A NkLN8>,r"9FCW B NkLN&

>,H"k7"kg5l?kLr77$-<&H</sH7F[V7^9#

3lG"Cryptographic Support for iSeries =J+i/m9Ia$s&-<Nh&K

// CCA \9-<,n.5l^7?#

130Z<8NXIMPORTER 0Ef0NHQYO"9YFN/m9Ia$s&-<r

$s]<H9k?aK,WJ9YFN$s]<?<0Ef0rWs7F$^9#5

iK"=N0Ef0Nn.}!b(7F$^9#

}! 2

m: 3N}!O"4HQN79F`HD-N;-ejF#<KX7F.j,*1k

bNHWolklgKN_HQ7F/@5$#3N}!OeRNd)}!hj

bJ1G9,"/m9Ia$s&-<&U!$kKHCFO;-ejF#<&
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/*********************************************************************/
/* This program migrates keys stored in the file QACRKTBL in library */
/* QUSRSYS to key storage for Option 35 - CCA Cryptographic Service */
/* Provider. The QACRKTBL file contains cross domain keys that are */
/* used for the Cryptographic Support licensed program, 5769-CR1. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* */
/* The keys are migrated by the following steps: */
/* */
/* 1 - The master key used for 5769-CR1 passed as a parameter. */
/* 2 - Build importer keys using the master key, 8 bytes of a mask */
/* to create a variant, and a control vector. */
/* 3 - The file QACRKTBL is opened for input. */
/* 4 - A record is read. */
/* 5 - Import the key using the pre-exclusive OR process. CCA uses */
/* control vectors while non-CCA implementations don’t. 5769-CR1*/
/* creates master key variants similar to what 4700 finance */
/* controllers do. Since the control vector and master key */
/* variant material affect how the key is enciphered, the pre- */
/* exclusive OR process "fixes" the importer key so that it can */
/* correctly import a key. */
/* - *SND keys are imported twice as an EXPORTER and OPINENC keys. */
/* - *PIN keys are imported twice as a PINGEN and IPINENC keys. */
/* - *RCV keys are imported as a IMPORTER key. */
/* 6- A key record is created with a similar name as in QACRKTBL. */
/* For key names longer than 8 characters, a ’.’ will be */
/* inserted between the 8th and 9th characters. Also a 1 byte */
/* extension is appended that describes the key type. */
/* For example, MYKEY *RCV ----> MYKEY.R */
/* MYKEK00001 *RCV ----> MYKEK000.01.R */
/* */
/* For *SND and *PIN keys, a second key record is also created. */
/* For example, MYKEY *SND ----> MYKEY.S */
/* MYKEY.O */
/* MYPINKEY *PIN ----> MYPINKEY.P */
/* MYPINKEY.I */
/* */
/* 7 - The key is written out to key store. */
/* */
/* 8 - Steps 4 through 7 are repeated until all keys have been */
/* migrated. */
/* */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* nonCCA master key - 8 bytes */
/* */
/* Example: */
/* CALL PGM(MIGRATECR) PARM(X’1C23456789ABCDEF’) */
/* */
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/* */
/* Note: This program assumes the device to be used is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(MIGRATECR) SRCFILE(SAMPLE) */
/* CRTPGM PGM(MIGRATECR) MODULE(MIGRATECR) */
/* BNDSRVPGM(QCCA/CSNBKIM QCCA/CSNBKPI QCCA/CSNBKRC */
/* QCCA/CSNBDEC QCCA/CSNBKRW) */
/* */
/* Note: Authority to the CSNBKIM, CSNBKPI, CSNBKRC, and CSNBKRW */
/* service programs in library QCCA is assumed. */
/* */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are: */
/* */
/* Key_Import (CSNBKIM) */
/* Key_Part_Import (CSNBKPI) */
/* Key_Record_Create (CSNBKRC) */
/* Key_Record_Write (CSNBKRW) */
/* */
/* */
/*********************************************************************/

/*********************************************************************/
/* Retrieve various structures/utilities that are used in program. */
/*********************************************************************/

#include <stdio.h> /* Standard I/O header. */
#include <stdlib.h> /* General utilities. */
#include <stddef.h> /* Standard definitions. */
#include <string.h> /* String handling utilities. */
#include "miptrnam.h" /* MI templates for pointer */

/* resolution instructions. */
#include "csucincl.h" /* Header file for security API */

/*********************************************************************/
/* Declare function prototype to build tokens to import keys */
/*********************************************************************/
int buildImporter(char * token,

char * clearkey,
char * preXORcv,
char * variant);

/*********************************************************************/
/* Declare function prototype to import a non-CCA key and put it */
/* into key store. */
/*********************************************************************/
int importNonCCA(char * label,

char * left_importer,
char * right_importer,
char * cv,
char * encrypted_key);

/*********************************************************************/
/* Declares for working with files */
/*********************************************************************/
#include <xxfdbk.h> /* Feedback area structures. */
#include <recio.h> /* Record I/O routines */
_RFILE *dbfptr; /* Pointer to database file. */
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_RIOFB_T *db_fdbk; /* I/O Feedback - data base file */
_XXOPFB_T *db_opfb;

/*********************************************************************/
/* Define the record for cross domain key file QACRKTBL */
/*********************************************************************/
struct

{
char label[10];
char key_type;
char key_value[8];
} key_rec;

/*********************************************************************/
/* Define the structure for key tokens */
/*********************************************************************/
typedef struct

{
char tokenType;
char reserved1;
char MasterKeyVerifPattern[2];
char version;
char reserved2;
char flagByte1;
char flagByte2;
char reserved3[8];
char leftHalfKey[8];
char rightHalfKey[8];
char controlVectorBase[8];
char rightControlVector[8];
char reserved4[12];
char tvv[4];
} key_token_T;

/*************************************************************/
/* Declare control vectors used for building keys */
/*************************************************************/
char pingen_cv[16] = { 0x00, 0x22, 0x7E, 0x00,

0x03, 0x41, 0x00, 0x00,
0x00, 0x22, 0x7E, 0x00,
0x03, 0x21, 0x00, 0x00};

char ipinenc_cv[16] = { 0x00, 0x21, 0x5F, 0x00,
0x03, 0x41, 0x00, 0x00,
0x00, 0x21, 0x5F, 0x00,
0x03, 0x21, 0x00, 0x00};

char opinenc_cv[16] = { 0x00, 0x24, 0x77, 0x00,
0x03, 0x41, 0x00, 0x00,
0x00, 0x24, 0x77, 0x00,
0x03, 0x21, 0x00, 0x00};

char importer_cv[16] = { 0x00, 0x42, 0x7D, 0x00,
0x03, 0x41, 0x00, 0x00,
0x00, 0x42, 0x7D, 0x00,
0x03, 0x21, 0x00, 0x00};

char exporter_cv[16] = { 0x00, 0x41, 0x7D, 0x00,
0x03, 0x41, 0x00, 0x00,
0x00, 0x41, 0x7D, 0x00,
0x03, 0x21, 0x00, 0x00};

char importer_cv_part[16] = { 0x00, 0x42, 0x7D, 0x00,
0x03, 0x48, 0x00, 0x00,
0x00, 0x42, 0x7D, 0x00,
0x03, 0x28, 0x00, 0x00};
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char exporter_cv_part[16] = { 0x00, 0x41, 0x7D, 0x00,
0x03, 0x48, 0x00, 0x00,
0x00, 0x41, 0x7D, 0x00,
0x03, 0x28, 0x00, 0x00};

/*********************************************************************/
/* Start of mainline code. */
/*********************************************************************/
int main(int argc, char *argv[])
{
long i,j,k; /* Indexes for loops */
char key_label[64]; /* label of new key */
char key_label1[64]; /* label of new key */

/*************************************************************/
/* Declare importer keys - two keys are needed for each type */
/*************************************************************/
char EXPORTER_importerL[64];
char EXPORTER_importerR[64];
char OPINENC_importerL[64];
char OPINENC_importerR[64];
char IMPORTER_importerL[64];
char IMPORTER_importerR[64];
char PINGEN_importerL[64];
char PINGEN_importerR[64];
char IPINENC_importerL[64];
char IPINENC_importerR[64];

/****************************************************************/
/* Declare variables to hold bit strings to generate master key */
/* variants. */
/****************************************************************/
char variant1[16];
char variant2[16];
char variant3[16];

/*********************************************************************/
/* Build the key tokens for each of the importer keys using */
/* Key_Token_Build. Each key is built by using a variant, a control */
/* vector, and the clear key. Master key variant 1 is the result of */
/* an exlusive OR of the master key with hex ’8888888888888888’, */
/* Master key variant 2 is the result of an exclusive OR of the */
/* master key with hex ’2222222222222222’, and Master key varient 3 */
/* is the result of an exclusive OR of the master key with hex */
/* ’4444444444444444’. During the import operation, the control */
/* vector is exclusive OR’ed with the importer key. The effect of */
/* the control vector is overcome by including the control vector as */
/* key part. Then when the import operation is done, the exclusive */
/* OR operation will result in the original key. For double keys, */
/* the left and right half of the control vector is not the same and */
/* therefore, XORing with the control vector will not result in the */
/* original key - only one half of it will be valid. So two keys are*/
/* needed - one for each half. */
/*********************************************************************/

memset(variant1, 0x88, 16);
memset(variant2, 0x22, 16);
memset(variant3, 0x44, 16);

if (buildImporter(EXPORTER_importerL, argv[1],
exporter_cv, variant1) ||

buildImporter(EXPORTER_importerR, argv[1],
&exporter_cv[8], variant1) ||

buildImporter(IMPORTER_importerL, argv[1],
importer_cv, variant2) ||
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buildImporter(IMPORTER_importerR, argv[1],
&importer_cv[8], variant2) ||

buildImporter(PINGEN_importerL, argv[1],
pingen_cv, variant3) ||

buildImporter(PINGEN_importerR, argv[1],
&pingen_cv[8], variant3) ||

buildImporter(IPINENC_importerL, argv[1],
ipinenc_cv, variant3) ||

buildImporter(IPINENC_importerR, argv[1],
&ipinenc_cv[8], variant3) ||

buildImporter(OPINENC_importerL, argv[1],
opinenc_cv, variant1) ||

buildImporter(OPINENC_importerR, argv[1],
&opinenc_cv[8], variant1))

{
printf("An error occured creating the importer keys¥n");
return;

}

/*********************************************************************/
/* Open database file. */
/*********************************************************************/

/* Open the input file. */
/* If the file pointer, */
/* dbfptr is not NULL, */
/* then the file was */
/* successfully opened. */

if (( dbfptr = _Ropen("QUSRSYS/QACRKTBL", "rr riofb=n"))
!= NULL)

{
db_opfb = _Ropnfbk( dbfptr ); /* Get pointer to the */

/* File open feedback */
/* area. */

j = db_opfb->num_records; /* Save number of records*/

/******************************************************************/
/* Read keys and migrate to key storage. */
/******************************************************************/

for (i=1; i<=j; i++) /* Repeat for each record */
{ /* Read a record */
db_fdbk = _Rreadn(dbfptr, &key_rec,

sizeof(key_rec), __DFT);

/******************************************************************/
/* Generate a key label for the imported keys. */
/* The key label will be similar to the label that was used for */
/* the QACRKTBL file. If the label is longer than 8 characters, */
/* then a period ’.’ will be inserted at position 8 to make it */
/* conform to label naming conventions for CCA. Also one */
/* one character will be added to the end to indicate what type */
/* of key. 5769-CR1 does not require unique key names across all*/
/* key types. CCA requires unique labels for all keys. */
/******************************************************************/

memset((char *)key_label,’ ’,64); /* Initialize key label */
/* to all blanks. */
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/* Copy first bytes of label */
memcpy((char *)key_label,(char *)key_rec.label,8);

/* If label is longer than 8 characters, add a second element*/
if (key_rec.label[8] != ’ ’)
{
key_label[8] = ’.’;
key_label[9] = key_rec.label[8];
key_label[10] = key_rec.label[9];
}

/* *SND keys and *PIN keys need to be imported twice so */
/* make a second label */
if (key_rec.key_type != ’R’)
memcpy((char *)key_label1,(char *)key_label,64);

/* Add keytype to label name. Search until a space is found */
/* and if less than 8, add the 1 character keytype. If it */
/* is greater than 8, add a second element with the keytype */
/* ’R’ is *RCV key, ’S’ is *SND key, ’P’ is *PIN key, */
/* ’I’ is an IPINENC key and ’O’ is OPINENC key */
for (k=1; k<=11; k++)
{
if (key_label[k] == ’ ’)
{
if (k != 8)
{
key_label[k] = key_rec.key_type;

/* If this is a *SND or *PIN key, update the keytype */
/* in the second label as well */
if (key_rec.key_type != ’R’)
{
memcpy((char *)key_label1,(char *)key_label,64);
if (key_rec.key_type == ’S’)

key_label1[k] = ’O’;
else

key_label1[k] = ’I’;
}

}
else
{
key_label[8] = ’.’;
key_label[9] = key_rec.key_type;

/* If this is a *SND or *PIN key, update the keytype */
/* in the second label as well */
if (key_rec.key_type != ’R’)
{
memcpy((char *)key_label1,(char *)key_label,64);
if (key_rec.key_type == ’S’)

key_label1[9] = ’O’;
else

key_label1[9] = ’I’;
}

}
k = 11;
}
}

/******************************************************************/
/* Check for the type of key that was in the QACRKTBL file */
/* - S for SENDER key will become two keys - EXPORTER and OPINENC*/
/* - R for RECEIVER key will become IMPORTER key */
/* - P for PIN will become two keys - PINGEN and IPINENC */
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/* Set the key id to the key token that contains the key under */
/* which the key in QACRKTBL is enciphered. */
/* Set the key_type SAPI parameter for the Secure_Key_Import verb*/
/******************************************************************/

if (key_rec.key_type == ’S’)
{
/* Import the exporter key */
if(importNonCCA(key_label,

EXPORTER_importerL,
EXPORTER_importerR,
exporter_cv,
key_rec.key_value))

{
printf("An error occured importing an exporter key¥n");
break;
}

/* Import the OPINENC key */
if (importNonCCA(key_label1,

OPINENC_importerL,
OPINENC_importerR,
opinenc_cv,
key_rec.key_value))

{
printf("An error occured importing an opinenc key¥n");
break;
}

}
else
if (key_rec.key_type == ’R’)

{
/* Import the importer key */
if (importNonCCA(key_label,

IMPORTER_importerL,
IMPORTER_importerR,
importer_cv,
key_rec.key_value))

{
printf("An error occured importing an importer key¥n");
break;
}

}
else

{
/* Import the PINGEN key */
if(importNonCCA(key_label,

PINGEN_importerL,
PINGEN_importerR,
pingen_cv,
key_rec.key_value))

{
printf("An error occured importing a PINGEN key¥n");
break;
}

/* Import the IPINENC key */
if(importNonCCA(key_label1,

IPINENC_importerL,
IPINENC_importerR,
ipinenc_cv,
key_rec.key_value))

{
printf("An error occured importing an ipinenc key¥n");
break;
}

}
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} /* End loop repeating for each record */

/*********************************************************************/
/* Close database file. */
/*********************************************************************/

if (dbfptr != NULL) /* Close the file. */
_Rclose(dbfptr);

} /* End if file open leg */
else

{
printf("An error occured openning the QACRKTBL file.¥n");

}
} /* End of main() */

/*********************************************************************/
/* buildImporter creates an importer token from a clearkey exclusive*/
/* OR’ed with a variant and a control vector. The control vector */
/* is XOR’ed in order to import non-CCA keys. The variant is XOR’ed*/
/* in order to import from implementations that use different */
/* master key variants to protect keys as does 5769-CR1. */
/*********************************************************************/
int buildImporter(char * token,

char * clearkey,
char * preXORcv,
char * variant)

{
/****************************************/
/* Declare variables used by the SAPI’s */
/****************************************/
char rule_array[16];
long rule_array_count;
long return_code;
long reason_code;
long exit_data_length;
char exit_data[4];
char keyvalue[16];
char keytype[8];
char ctl_vector[16];
key_token_T *token_ptr;

/*************************************************/
/* Build an IMPORTER token */
/*************************************************/

memset(token, 0, 64); /* Initialize token to all 0’s */
token_ptr = (key_token_T *)token;
token_ptr->tokenType = 0x01; /* 01 is internal token */
token_ptr->version = 0x03; /* Version 3 token */
token_ptr->flagByte1 = 0x40; /* High order bit is 0 so key */

/* is not present. The 40 */
/* bit means that CV is present*/

/* Copy control vector into */
/* the token. */

memcpy(token_ptr->controlVectorBase, importer_cv_part, 16);
/* Copy TVV into token. This */
/* was calculated manually by */
/* setting all the fields and */
/* then adding each 4 bytes of */
/* the token (excluding the */
/* TVV) together. */

memcpy(token_ptr->tvv,"¥x0A¥xF5¥x3A¥x00", 4);
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/*****************************************************************/
/* Import the control vector as a key part using Key_Part_Import */
/*****************************************************************/

exit_data_length = 0;
rule_array_count = 1;
memcpy(ctl_vector, preXORcv, 8);
memcpy(&ctl_vector[8], preXORcv, 8); /* Need to copy the

control vector into the
second 8 bytes as well*/

memcpy(rule_array, "FIRST ", 8);
CSNBKPI( &return_code, &reason_code, &exit_data_length,

(char *) exit_data,
(long *) &rule_array_count,
(char *) rule_array,
(char *) ctl_vector,
(char *) token);

if (return_code > 4)
{
printf("Key_Part_Import failed with return/reason codes ¥

%d/%d ¥n",return_code, reason_code);
return 1;
}

/*****************************************************************/
/* Import the variant as a key part using Key_Part_Import */
/*****************************************************************/

memcpy(rule_array, "MIDDLE ", 8);
CSNBKPI( &return_code, &reason_code, &exit_data_length,

(char *) exit_data,
(long *) &rule_array_count,
(char *) rule_array,
(char *) variant,
(char *) token);

if (return_code > 4)
{
printf("Key_Part_Import failed with return/reason codes ¥

%d/%d ¥n",return_code, reason_code);
return 1;
}

/*****************************************************************/
/* Import the clear key as a key part using Key_Part_Import */
/*****************************************************************/

memcpy(keyvalue, clearkey, 8);
memcpy(&keyvalue[8], clearkey, 8); /* Make key double length*/
memcpy(rule_array, "LAST ", 8);
CSNBKPI( &return_code, &reason_code, &exit_data_length,

(char *) exit_data,
(long *) &rule_array_count,
(char *) rule_array,
(char *) keyvalue,
(char *) token);

if (return_code > 4)
{
printf("Key_Part_Import failed with return/reason codes ¥

%d/%d ¥n",return_code, reason_code);
return 1;
}

return 0;
}

/********************************************************************/

126 iSeries: Ef=O<I&'"



/* importNonCCA imports a double length key into CCA from the */
/* non-CCA implementation */
/********************************************************************/
int importNonCCA(char * label,

char * left_importer,
char * right_importer,
char * cv,
char * encrypted_key)

{
/******************************************/
/* Declare vaiables used by the SAPIs */
/******************************************/
long return_code, reason_code;
char exit_data[4];
long exit_data_length;
long rule_array_count;
char rule_array[24];
char keytoken[64];
char externalkey[64];
char keyvalue[16];
char keytype[8];
char *importer;
char mkvp[2];
key_token_T *token_ptr;
int tvv, tvv_part;
char *tvv_pos;

/**********************************************/
/* Build an external key token to IMPORT from */
/**********************************************/

memset((void *)externalkey,’¥00’,64);
token_ptr = (key_token_T *)externalkey;
token_ptr->tokenType = 0x02; /* 02 is external token */
token_ptr->version = 0x00; /* Version 0 token */
token_ptr->flagByte1 = 0xC0; /* High order bit is 1 so */

/* key is present. The */
/* 40 bit means that CV */
/* is present */

memcpy(token_ptr->controlVectorBase, cv, 16); /* Copy control
vector into token */

memcpy(token_ptr->leftHalfKey,encrypted_key, 8); /* Copy key
into left half */

memcpy(token_ptr->rightHalfKey,encrypted_key, 8); /* Copy key
into right half */

/**********************************************/
/* Calculate the TVV by adding every 4 bytes */
/**********************************************/
tvv_pos = externalkey;
tvv = 0;
while (tvv_pos < (externalkey + 60))

{
memcpy((void*)&tvv_part,tvv_pos,4);
tvv += tvv_part;
tvv_pos += 4;

}
memcpy(token_ptr->tvv, (void*)&tvv, 4);

/***********************************************************/
/* Import the left half of the key using Key_Import and */
/* the importer built with left half of the control vector */
/***********************************************************/

exit_data_length = 0;
memcpy(keytype, "TOKEN ", 8);
memset((void *)keytoken,’¥00’,64);
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CSNBKIM( &return_code, &reason_code, &exit_data_length,
(char *) exit_data,
(char *) keytype,
(char *) externalkey,
(char *) left_importer,
(char *) keytoken);

if (return_code > 4)
{
printf("Key_Import failed with return/reason codes ¥

%d/%d ¥n",return_code, reason_code);
return 1;
}

/******************************************/
/* Save left half of key out of key token */
/******************************************/

memcpy(keyvalue, &keytoken[16], 8);

/***********************************************************/
/* Import the right half of the key using Key_Import and */
/* the importer built with right half of the control vector*/
/***********************************************************/

memcpy(keytype, "TOKEN ", 8);
memset((void *)keytoken,’¥00’,64);
CSNBKIM( &return_code, &reason_code, &exit_data_length,

(char *) exit_data,
(char *) keytype,
(char *) externalkey,
(char *) right_importer,
(char *) keytoken);

if (return_code > 4)
{

printf("Key_Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);

return 1;
}

/*******************************************/
/* Save right half of key out of key token */
/*******************************************/

memcpy(&keyvalue[8], &keytoken[24], 8);

/**********************************************************************/
/* Get master key verification pattern from the last key token built */
/**********************************************************************/

mkvp[0] = keytoken[2];
mkvp[1] = keytoken[3];

/**********************************************************/
/* Build an internal key token using both key halves just */
/* imported and using the master key verification pattern */
/**********************************************************/

memset((void *)keytoken,’¥00’,64);
exit_data_length = 0;
token_ptr = (key_token_T *)keytoken;
token_ptr->tokenType = 0x01; /* 01 is internal token */
token_ptr->version = 0x03; /* Version 3 token */
token_ptr->flagByte1 = 0xC0; /* High order bit is 1 so */

/* key is present. The */
/* 40 bit means that CV is */
/* present */
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/* Set the first byte of */
/* Master key verification */
/* pattern. */

token_ptr->MasterKeyVerifPattern[0] = mkvp[0];
/* Set the second byte of */
/* Master key verification */
/* pattern. */

token_ptr->MasterKeyVerifPattern[1] = mkvp[1];

/* Copy control vector into*/
/* token */

memcpy(token_ptr->controlVectorBase, cv, 16);
memcpy(token_ptr->leftHalfKey, keyvalue, 16); /*Copy key to token */

/**********************************************/
/* Calculate the TVV by adding every 4 bytes */
/**********************************************/
tvv_pos = externalkey;
tvv = 0;
while (tvv_pos < (externalkey + 60))

{
memcpy((void*)&tvv_part,tvv_pos,4);
tvv += tvv_part;
tvv_pos += 4;

}
memcpy(token_ptr->tvv, (void*)&tvv, 4);

/********************************************/
/* Create a Key Record in Key Store */
/********************************************/

exit_data_length = 0;
CSNBKRC((long *) &return_code,

(long *) &reason_code,
(long *) &exit_data_length,
(char *) exit_data,
(char *) label);

if (return_code > 4)
{

printf("Key_Record_Create failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);

return 1;
}

/********************************************/
/* Write the record out to Key Store */
/********************************************/

CSNBKRW((long *) &return_code,
(long *) &reason_code,
(long *) &exit_data_length,
(char *) exit_data,
(char *) keytoken,
(char *) label);

if (return_code > 4)
{
printf("Key_Record_Write failed with return/reason codes ¥

%d/%d ¥n",return_code, reason_code);
return 1;
}

return 0;
}
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IMPORTER �������: "ifk?$WN/m9Ia$s&-<r$s]<

H9kKO"!N IMPORTER 0Ef0,,WG9#

1. (/9]<?<&-<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"(/9]<?<0Ef0)f

Y/HkN8>,"*hS 16 J 88 N 16 P$HrHQ7Fn.7^9#

2. (/9]<?<&-<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"(/9]<?<0Ef0)f

Y/HkN&>,"*hS 16 J 88 N 16 P$HrHQ7Fn.7^9#

3. $s]<?<&-<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"$s]<?<0Ef0)fY

/HkN8>,"*hS 16 J 22 N 16 P$HrHQ7Fn.7^9#

4. $s]<?<&-<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"$s]<?<0Ef0)fY

/HkN&>,"*hS 16 J 22 N 16 P$HrHQ7Fn.7^9#

5. OPINENC -<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"OPINENC -<)fY/Hk

N8>,"*hS 16 J 88 N 16 P$HrHQ7Fn.7^9#

6. OPINENC -<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"OPINENC -<)fY/Hk

N&>,"*hS 16 J 88 N 16 P$HrHQ7Fn.7^9#

7. IPINENC -<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"IPINENC -<)fY/HkN

8>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

8. IPINENC -<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"IPINENC -<)fY/HkN

&>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

9. PINGEN -<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"PINGEN -<)fY/HkN

8>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

10. PINGEN -<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"PINGEN -<)fY/HkN

8>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

11. PINVER -<N8>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"PINVER -<)fY/HkN

8>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

12. PINVER -<N&>,r$s]<H9k?aN KEK#

3N-<O"/j"&[9H&^9?<&-<"PINVER -<)fY/HkN

8>,"*hS 16 J 44 N 16 P$HrHQ7Fn.7^9#

������� !���

33G(9jgGO"Common Cryptographic Architecture Cryptographic Service

Provider for iSeries Services +i09H"&U!$kr\T9kWm;9KD$Fb

@7^9#
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4758 ������	
�����

3N;/7gsGOgK"4758 3Wm;C5<r OS/400 "Wj1<7gsGHQ

9klgKD$Fb@7^9##tN3Wm;C5<r SSL GHQ9klgO"

188Z<8NX#tN 4758 Ef=3Wm;C5<NI}Y*hS 198Z<8N

X^9?<&-<N#=Yr2H7F/@5$#

4758 3Wm;C5<r;CH"CW7?eG"4758 3Wm;C5<NEf!=r

xQ9k?aWm0i`Nn.r+O9k3H,G-^9#Wm0i`rHQ9k

H!NnHrBT9k3H,G-^9#

v rd)BN"k API r7&?aNX4758 Ef=3Wm;C5<Nm0*s^?

Om0*UY

v 142Z<8NXu7NHq^?OpsNWaY

v DES -<*hS PKA -<Nl3<Ir]}9klgN 147Z<8NX09H

"&U!$kNi|=Y

v 153Z<8NXDES -<*hS PKA -<Nn.YH=liN DES -<]IK

XN]I

v 160Z<8NXU!$kNEf=^?OEf=r|Y

v 166Z<8NXPIN Nh}Y

v 179Z<8NXG#8?kp>N8.*hS!:Y

v 188Z<8NX#tN 4758 Ef=3Wm;C5<NI}Y

v #tN 4758 3Wm;C5<rHQ9klgN 198Z<8NX^9?<&-<N

#=Y

m: 3N;/7gsK"kZ<8N?/KO"1 DJeNWm0i`c,(7F"

j^9#,WK~8F3liNWm0i`rQ97F/@5$#Qia<?<

r 1 D+ 2 DQ99kN_Gh$lgb"lP"-OOKo?CFQ99k

,W,"klgb"j^9#;-ejF#<eN}3+i"IBM GO"_j5

lF$kGU)kHMr=N^^HQ9kNGOJ/"3liNWm0i`c

r$57F=lrHQ9k3Hr*+a7^9#

4758 ������	
����"������"��

m0*s

J,~NrdGHQD=KJCF$J$"/;9)f]$sHrHQ9k API rH

Q9klgKN_m0*s9k,W,"j^9#HQ7?$"/;9)f]$sH

,HQD=KJCF$krdrHQ9kWmU!$kGm0*s7^9#

4758 3Wm;C5<Km0*s7?eG"4758 3Wm;C5<QNEf!=rx

Q9k?aNWm0i`rBT9k3H,G-^9#Logon_Control (CSUALCT)

API verb rHQ9k"Wj1<7gsrn.7Fm0*s9k3HbG-^9#2

MN?aK"2 DNWm0i`c,s!5lF$^9#=N&AN 1 DO ILE C

Gn.5lF*j"b& 1 DO ILE RPG Gn.5lF$^9#IAiNWm0i

`bBT9k!=O18G9#

v 132Z<8NXc: 4758 3Wm;C5<Km0*s9k?aN ILE C Wm0i

`Y
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v 134Z<8NXc: 4758 3Wm;C5<Km0*s9k?aN ILE RPG Wm0

i`Y

m0*U

4758 3Wm;C5<r*;7?H-O"4758 3Wm;C5<+im0*U9k,

W,"j^9#Logon_Control (CSUALCT) API verb rHQ9k"Wj1<7gsr

n.7Fm0*U9k3HbG-^9#2MN?aK"2 DNWm0i`c,s!

5lF$^9#=N&AN 1 DO ILE C Gn.5lF*j"b& 1 DO ILE

RPG Gn.5lF$^9#IAiNWm0i`bBT9k!=O18G9#

v 137Z<8NXc: 4758 3Wm;C5<+im0*U9k?aN ILE C Wm0

i`Y

v 139Z<8NXc: 4758 3Wm;C5<+im0*U9k?aN ILE RPG Wm

0i`Y

m: U0NWm0i`crHQ9klgKO",WK~8F=NWm0i`rQ9

7F/@5$#;-ejF#<eN}3+i"IBM GO"_j5lF$kGU

)kHMr=N^^HQ9kNGOJ/"3liNWm0i`cr$57F=

lrHQ9k3Hr*+a7^9#

�: 4758 ���	
����"������� ILE C ��"#$
4758 3Wm;C5<Km0*s9kKO",WK~8FJ<NWm0i`crQ9

7F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Log on to the 4758 card using your profile and passphrase. */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(LOGON) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
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/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOGON) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOGON) MODULE(LOGON) BNDSRVPGM(QCCA/CSUALCT) */
/* */
/* Note: Authority to the CSUALCT service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Logon_Control (CSUALCT). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

char profile[8];
long auth_parm_length;
char auth_parm[4];
long auth_data_length;
char auth_data[256];

/* set rule array keywords */
memcpy(rule_array,"LOGON PPHRASE ", 16);

/* Check for correct number of parameters */
if (argc < 3)

{
printf("Usage: CALL LOGON ( profile ’pass phrase’)¥n");
return(ERROR);
}
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/* Set profile and pad out with blanks */
memset(profile, ’ ’, 8);
if (strlen(argv[1]) > 8)

{
printf("Profile is limited to 8 characters.¥n");
return(ERROR);
}

memcpy(profile, argv[1], strlen(argv[1]));

/* Authentication parm length must be 0 for logon */
auth_parm_length = 0;

/* Authentication data length is length of the pass-phrase */
auth_data_length = strlen(argv[2]);

/* invoke verb to log on to the 4758 card */

CSUALCT( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
profile,
&auth_parm_length,
auth_parm,
&auth_data_length,
argv[2]);

if (return_code != OK)
{
printf("Log on failed with return/reason codes %ld/%ld¥n¥n",

return_code, reason_code);
}
else

printf("Logon was successful¥n");
}

�: 4758 ���	
����"������� ILE RPG ��"#
$

4758 3Wm;C5<Km0*s9kKO",WK~8FJ<NWm0i`crQ9

7F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* LOGON
D*
D* Log on to the 4758 Cryptographic Coprocessor.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
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D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Profile
D* Pass-phrase
D*
D* Example:
D* CALL PGM(LOGON) PARM(PROFILE PASSPRHASE)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(LOGON) SRCFILE(SAMPLE)
D* CRTPGM PGM(LOGON) MODULE(LOGON)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUALCT service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D* This program assumes the card with the profile is
D* already identified either by defaulting to the CRP01
D* device or by being explicitly named using the
D* Cryptographic_Resource_Allocate verb. Also this
D* device must be varied on and you must be authorized
D* to use this device description.
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Userid parm
DUSERID S 8
D* ** Authentication parameter length
DAUTHPARMLEN S 9B 0 INZ(0)
D* ** Authentication parameter
DAUTHPARM S 10
D* ** Authentication data length
DAUTHDATALEN S 9B 0 INZ(0)
D* ** Authentication data
DAUTHDATA S 50
D*
D**********************************************************
D* Prototype for Logon Control (CSUALCT)
D**********************************************************
DCSUALCT PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
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DRARRAY 16
DUSR 8
DATHPRMLEN 9B 0
DATHPRM 10
DATHDTALEN 9B 0
DATHDTA 50
D*
D**************************************************************
D* Declares for sending messages to job log
D**************************************************************
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C *ENTRY PLIST
C PARM USERID
C PARM AUTHDATA
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’LOGON ’ RULEARRAY
C MOVE ’PPHRASE ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Get the length of the passphrase *
C*------------------------------------------------------------*
C EVAL AUTHDATALEN = %LEN(%TRIM(AUTHDATA))
C*
C**************************************************************
C* Call Logon Control SAPI
C**************************************************************
C CALLP CSUALCT (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C USERID:
C AUTHPARMLEN:
C AUTHPARM:
C AUTHDATALEN:
C AUTHDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
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C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUALCT failed with return/reason codes 9999/9999’
The request completed successfully

�: 4758 ���	
�����"������� ILE C ��"#$
4758 3Wm;C5<+im0*U9kKO",WK~8FJ<NWm0i`crQ

97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Log off the 4758 Cryptographic CoProcessor */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
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/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(LOGOFF) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOGOFF) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOGOFF) MODULE(LOGOFF) BNDSRVPGM(QCCA/CSUALCT) */
/* */
/* Note: Authority to the CSUALCT service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Logon_Control (CSUALCT). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 1;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/
char profile[8];
long auth_parm_length;
char * auth_parm = " ";
long auth_data_length = 256;
char auth_data[300];

/* set rule array keywords to log off */
memcpy(rule_array,"LOGOFF ",8);
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rule_array_count = 1;

/* Both Authenication parm and data lengths must be 0 */
auth_parm_length = 0;
auth_data_length = 0;

/* Invoke verb to log off the 4758 Cryptographic CoProcessor */
CSUALCT( &return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
profile,
&auth_parm_length,
auth_parm,
&auth_data_length,
auth_data);

if (return_code != OK)
{
printf("Log off failed with return/reason codes %ld/%ld¥n¥n",

return_code, reason_code);
return(ERROR);
}
else
{
printf("Log off successful¥n");
return(OK);
}

}

�: 4758 ���	
�����"������� ILE RPG ��"
#$

4758 3Wm;C5<+im0*U9kKO",WK~8FJ<NWm0i`crQ

97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* LOGOFF
D*
D* Log off from the 4758 Cryptographic Coprocessor.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
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D* Parameters: None
D*
D* Example:
D* CALL PGM(LOGOFF)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(LOGOFF) SRCFILE(SAMPLE)
D* CRTPGM PGM(LOGOFF) MODULE(LOGOFF)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUALCT service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D* This program assumes the card with the profile is
D* already identified either by defaulting to the CRP01
D* device or by being explicitly named using the
D* Cryptographic_Resource_Allocate verb. Also this
D* device must be varied on and you must be authorized
D* to use this device description.
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Userid parm
DUSERID S 8
D* ** Authentication parameter length
DAUTHPARMLEN S 9B 0 INZ(0)
D* ** Authentication parameter
DAUTHPARM S 8
D* ** Authentication data length
DAUTHDATALEN S 9B 0 INZ(0)
D* ** Authentication data
DAUTHDATA S 8
D*
D**********************************************************
D* Prototype for Logon Control (CSUALCT)
D**********************************************************
DCSUALCT PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DUSR 8
DATHPRMLEN 9B 0
DATHPRM 8
DATHDTALEN 9B 0
DATHDTA 8
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
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D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C MOVEL ’LOGOFF ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C*
C**************************************************************
C* Call Logon Control SAPI
C**************************************************************
C CALLP CSUALCT (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C USERID:
C AUTHPARMLEN:
C AUTHPARM:
C AUTHDATALEN:
C AUTHDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
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C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUALCT failed with return/reason codes 9999/9999’
The request completed successfully
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/*-------------------------------------------------------------------*/
/* Query the 4758 card for status or other information. */
/* This sample program uses the STATEID and TIMEDATE keywords. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
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/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(QUERY) */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(QUERY) SRCFILE(SAMPLE) */
/* CRTPGM PGM(QUERY) MODULE(QUERY) BNDSRVPGM(QCCA/CSUACFQ) */
/* */
/* Note: Authority to the CSUACFQ service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facility_Query (CSUACFQ). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

#define IDSIZE 16 /* number of bytes in environment ID */
#define TIMEDATESIZE 24 /* number of bytes in time and date */

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;
char rule_array2[3][8];

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
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/*-------------------------------------------------------------------*/

long verb_data_length = 0; /* currently not used by this verb */
char * verb_data = " ";

/* set keywords in the rule array */

memcpy(rule_array,"ADAPTER1STATEID ",16);

/* get the environment ID from the card */

CSUACFQ( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Environment ID was successfully returned.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

printf("ID = %.16s¥n", rule_array);

}

else
{

printf("An error occurred while getting the environment ID.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

/* return(ERROR) */;
}

/* set count to number of bytes of returned data */

rule_array_count = 2;

return_code = 0;
reason_code = 0;

/* set keywords in the rule array */

memcpy(rule_array2,"ADAPTER1TIMEDATE",16);

/* get the time from the card */

CSUACFQ( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array2,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{
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printf("Time and date was successfully returned.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

printf("DATE = %.8s¥n", rule_array2);
printf("TIME = %.8s¥n", &rule_array2[1]);
printf("DAY of WEEK = %.8s¥n", &rule_array2[2]);

}

else
{

printf("An error occurred while getting the time and date.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}
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/*-------------------------------------------------------------------*/
/* Query the 4758 card for status or other information. */
/* This sample program prompts the user for the second required */
/* keyword. (ADAPTER1 keyword is assumed.) */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* char * keyword2 upto 8 bytes */
/* */
/* Example: */
/* CALL PGM(CFQ) TIMEDATE */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
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/* CRTCMOD MODULE(CFQ) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CFQ) MODULE(CFQ) BNDSRVPGM(QCCA/CSUACFQ) */
/* */
/* Note: Authority to the CSUACFQ service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facility_Query (CSUACFQ). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[18][8];
long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length = 0; /* currently not used by this verb */
char * verb_data = " ";

int i;

/* check the keyboard input */

if (argc != 2)
{

printf("You did not enter the keyword parameter.¥n");

printf("Enter one of the following: STATCCA, STATCARD, ");

printf("STATDIAG, STATEXPT, STATMOFN, STATEID, TIMEDATE¥n");

return(ERROR);
}

if ( (strlen(argv[1]) > 8) | (strlen(argv[1]) < 7) )
{

printf("Your input string is not the right length.¥n");
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printf("Input keyword must be 7 or 8 characters.¥n");

printf("Enter one of the following: STATCCA, STATCARD, ");

printf("STATDIAG, STATEXPT, STATMOFN, STATEID, TIMEDATE¥n");

return(ERROR);
}

/* set keywords in the rule array */

memcpy(rule_array,"ADAPTER1 ",16);

memcpy(&rule_array[1], argv[1], strlen(argv[1]));

/* get the requested data from the card */

CSUACFQ( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Requested data was successfully returned.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

printf("%s data = ", argv[1]);

for (i = 0; i < 8 * rule_array_count; i++)
printf("%c", rule_array[i / 8][i % 8]);

printf("¥n");
}

else
{

printf("An error occurred while getting the requested data.¥n");

printf("You requested %s¥n", argv[1]);

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}
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/*---------------------------------------------------------------*/
/* Create key store files for PKA keys. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
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/* these programs and files. */
/* */
/* Parameters: */
/* Qualified File Name */
/* */
/* Examples: */
/* CALL PGM(INZPKEYST) PARM(’QGPL/PKAFILE’) */
/* */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(INZPKEYST) SRCFILE(SAMPLE) */
/* CRTPGM PGM(INZPKEYST) MODULE(INZPKEYST) + */
/* BNDSRVPGM(QCCA/CSNBKSI) */
/* */
/* Note: authority to the CSNBKSI service program in the */
/* QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Keystore_Initialize (CSNBKSI) */
/* */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

int main(int argc, char *argv[])
{

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long file_name_length;
unsigned char description[4];
long description_length = 0;
unsigned char masterkey[8];

/*-------------------------------------------------------------------*/
/* Check if file name was passed */
/*-------------------------------------------------------------------*/

if(argc < 2)
{

printf("File name was not specified.¥n");
return ERROR;

}
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/*-------------------------------------------------------------------*/
/* fill in parameters for Keystore_Initialize */
/*-------------------------------------------------------------------*/
rule_array_count = 2;
memcpy((char*)rule_array,"CURRENT PKA ",16);
file_name_length = strlen(argv[1]);

/*-------------------------------------------------------------------*/
/* Create key store file */
/*-------------------------------------------------------------------*/

CSNBKSI(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char*)rule_array,
&file_name_length,
argv[1],
&description_length,
description,
masterkey);

/*-------------------------------------------------------------------*/
/* Check the return code and display the result */
/*-------------------------------------------------------------------*/

if (return_code != 0)
{

printf("Request failed with return/reason codes: %d/%d¥n",
return_code, reason_code);

return ERROR;
}
else
{

printf("Key store file created¥n");
return OK;

}
}

�: 4758 ���	
������������������ ILE
RPG ��"#$
4758 3Wm;C5<N-<]Iri|=9kKO",WK~8FJ<NWm0i`

crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* INZPKAST
D*
D* Create key store files for PKA keys.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
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D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(INZPKEYST) (’QGPL/PKAKEYS’)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(INZPKAST) SRCFILE(SAMPLE)
D* CRTPGM PGM(INZPKEYST) MODULE(INZPKEYST)
D* BNDSRVPGM(QCCA/CSNBKSI)
D*
D* Note: Authority to the CSNBKSI service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Key_Store_Initialize (CSNBKSI)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** File name length
DFILENAMELEN S 9B 0
D* ** File name
DFILENAME S 21
D* ** Description length
DDESCRIPLEN S 9B 0
D* ** Description
DDESCRIP S 16
D* ** Master key part
DMASTERKEY S 24
D*
D**********************************************************
D* Prototype for Key_Store_Initialize (CSNBKSI)
D**********************************************************
DCSNBKSI PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DFILENMLN 9B 0
DFILENM 21
DDSCPLN 9B 0
DDSCRP 16
DMSTRKY 24
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
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D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C**************************************************************
C *ENTRY PLIST
C PARM FILENAME
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’PKA ’ RULEARRAY
C MOVE ’CURRENT ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set the description length *
C*------------------------------------------------------------*
C Z-ADD 0 DESCRIPLEN
C*------------------------------------------------------------*
C* Find the file name length *
C*------------------------------------------------------------*
C EVAL FILENAMELEN = %LEN(%TRIM(FILENAME))
C**************************************************************
C* Call Key Store Initialize SAPI *
C**************************************************************
C CALLP CSNBKSI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C FILENAMELEN:
C FILENAME:
C DESCRIPLEN:
C DESCRIP:
C MASTERKEY)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 4
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *-----------------------*
C* * Send success message *
C* *-----------------------*
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C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSNBKSI failed with return/reason codes 9999/9999.
The file was succesully initialized.
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/*---------------------------------------------------------------*/
/* Generate DES keys in key store. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: */
/* char * key label, 1 to 64 characters */
/* char * key store name, 1 to 21 characters in form ’lib/file’ */
/* (optional, see second note below) */
/* */
/* Examples: */
/* CALL PGM(KEYGEN) PARM(’TEST.LABEL.1’) */
/* */
/* CALL PGM(KEYGEN) PARM(’MY.OWN.LABEL’ ’QGPL/MYKEYSTORE’) */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* If the key store name parameter is not provided, this */
/* program assumes the key store file you will use is */
/* already identifed either by being specified on the */
/* cryptographic device or has been previously named */
/* using the Key_Store_Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(KEYGEN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(KEYGEN) MODULE(KEYGEN) + */
/* BNDSRVPGM(QCCA/CSUAKSD QCCA/CSNBKRC QCCA/CSNBKGN) */
/* */
/* Note: authority to the CSUAKSD, CSNBKRC and CSNBKGN service */
/* programs in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Key_Store_Designate (CSUAKSD) */
/* DES_Key_Record_Create (CSNBKRC) */
/* Key_Generate (CSNBKGN) */
/* */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

int main(int argc, char *argv[])
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{

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
long rule_array_count;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long file_name_length;
char key_label[64];

/*-------------------------------------------------------------------*/
/* See if the user wants to specify which key store file to use */
/*-------------------------------------------------------------------*/

if(argc > 2)
{

file_name_length = strlen(argv[2]);

if((file_name_length > 0) &&
(file_name_length < 22))

{
rule_array_count = 1;

CSUAKSD(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
"DES ", /* rule_array, we are working with

DES keys in this sample program */
&file_name_length,
argv[2]); /* key store file name */

if (return_code != 0)
{

printf("Key store designate failed for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;

}
else
{

printf("Key store designated¥n");
printf("SAPI returned %ld/%ld¥n", return_code, reason_code);

}
}
else
{

printf("Key store file name is wrong length");
return ERROR;

}
}
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else; /* let key store file name default */

/*-------------------------------------------------------------------*/
/* Create a record in key store */
/*-------------------------------------------------------------------*/

memset(key_label, ’ ’, 64);
memcpy(key_label, argv[1], strlen(argv[1]));

CSNBKRC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
key_label);

if (return_code != 0)
{

printf("Record could not be added to key store for reason %d/%d¥n¥n",
return_code, reason_code);

return ERROR;
}
else
{

printf("Record added to key store¥n");
printf("SAPI returned %ld/%ld¥n", return_code, reason_code);

}

/*-------------------------------------------------------------------*/
/* Generate a key */
/*-------------------------------------------------------------------*/

CSNBKGN(&return_code,
&reason_code,
&exit_data_length,
exit_data,
"OP ", /* operational key is requested */
"SINGLE ", /* single length key requested */
"DATA ", /* Data encrypting key requested */

" ", /* second value must be blanks when
key form requests only one key */

"¥0", /* key encrypting key is null for
operational keys */

"¥0", /* key encrypting key is null since
only one key is being requested */

key_label, /* store generated key in key store*/
"¥0"); /* no second key is requested */

if (return_code != 0)
{

printf("Key generation failed for reason %d/%d¥n¥n",
return_code, reason_code);

return ERROR;
}
else
{

printf("Key generated and stored in key store¥n");
printf("SAPI returned %ld/%ld¥n¥n", return_code, reason_code);
return OK;

}
}
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/*---------------------------------------------------------------*/
/* Generate PKA keys in key store. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: */
/* char * key label, 1 to 64 characters */
/* */
/* Examples: */
/* CALL PGM(PKAKEYGEN) PARM(’TEST.LABEL.1’) */
/* */
/* Note: This program assumes the card you want to load is */
/* already identifed either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device descrption. */
/* */
/* This program also assumes the key store file you will */
/* use is already identifed either by being specified on */
/* the cryptographic device or has been explicitly named */
/* using the Key_Store_Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(PKAKEYGEN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(PKAKEYGEN) MODULE(PKAKEYGEN) + */
/* BNDSRVPGM(QCCA/CSNDKRC QCCA/CSNDPKG) */
/* */
/* Note: authority to the CSNDKRC and CSNDPKG service programs */
/* in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* PKA_Key_Record_Create (CSNDKRC) */
/* PKA_Key_Generate (CSNDPKG) */
/* */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

int main(int argc, char *argv[])
{

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-------------------------------------------------------------------*/
/* standard CCA parameters */
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/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

char key_label[64]; /* identify record in key store to
hold generated key */

#pragma pack (1)

typedef struct rsa_key_token_header_section {
char token_identifier;
char version;
short key_token_struct_length;
char reserved_1[4];

} rsa_key_token_header_section;

typedef struct rsa_private_key_1024_bit_section {
char section_identifier;
char version;
short section_length;
char hash_of_private_key[20];
short reserved_1;
short master_key_verification_pattern;
char key_format_and_security;
char reserved_2;
char hash_of_key_name[20];
char key_usage_flag;
char rest_of_private_key[312];

} rsa_private_key_1024_bit_section;

typedef struct rsa_public_key_section {
char section_identifer;
char version;
short section_length;
short reserved_1;
short exponent_field_length;
short modulus_length;
short modulus_length_in_bytes;
char exponent;

} rsa_public_key_section;

struct {
rsa_key_token_header_section rsa_header;
rsa_private_key_1024_bit_section rsa_private_key;
rsa_public_key_section rsa_public_key;

} key_token;

struct {
short modlen;
short modlenfld;
short pubexplen;
short prvexplen;
long pubexp;

} prvPubl;

#pragma pack ()

long key_struct_length;
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long zero = 0;
long key_token_length;

long regen_data_length;
long generated_key_id_length;

/*-------------------------------------------------------------------*/
/* Create record in key store */
/*-------------------------------------------------------------------*/

rule_array_count = 0;
key_token_length = 0;
memset(key_label, ’ ’, 64);
memcpy(key_label, argv[1], strlen(argv[1]));

CSNDKRC(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
"¥0", /* rule_array */
key_label,
&key_token_length,
"¥0"); /* key token */

if (return_code != 0)
{

printf("Record could not be added to key store for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;

}
else
{

printf("Record added to key store¥n");
printf("SAPI returned %ld/%ld¥n", return_code, reason_code);

}

/*-------------------------------------------------------------------*/
/* Build a key token, needed to generate PKA key */
/*-------------------------------------------------------------------*/

memset(&key_token, 0X00, sizeof(key_token));

key_token.rsa_header.token_identifier = 0X1E; /* external token */
key_token.rsa_header.key_token_struct_length = sizeof(key_token);

key_token.rsa_private_key.section_identifier =
0X02; /* RSA private key */

key_token.rsa_private_key.section_length =
sizeof(rsa_private_key_1024_bit_section);

key_token.rsa_private_key.key_usage_flag = 0X80;

key_token.rsa_public_key.section_identifer = 0X04; /* RSA public key */
key_token.rsa_public_key.section_length =

sizeof(rsa_public_key_section);
key_token.rsa_public_key.exponent_field_length = 1;
key_token.rsa_public_key.modulus_length = 512;
key_token.rsa_public_key.exponent = 0x03;

key_token_length = sizeof(key_token);

printf("Key token built¥n");

/*-------------------------------------------------------------------*/
/* Generate a key */
/*-------------------------------------------------------------------*/

rule_array_count = 1;
regen_data_length = 0;
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/* key_token_length = 64; */
generated_key_id_length = 2500;

CSNDPKG(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
"MASTER ", /* rule_array */
&regen_data_length,
"¥0", /* regeneration_data, none needed */
&key_token_length, /* skeleton_key_token_length */
(char *)&key_token, /* skeleton_key_token built above */
"¥0", /* transport_id, only needed for

XPORT keys */
&generated_key_id_length,
key_label); /* generated_key_id, store generated

key in key store */

if (return_code != 0)
{

printf("Key generation failed for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;

}
else
{

printf("Key generated and stored in key store¥n");
printf("SAPI returned %ld/%ld¥n¥n", return_code, reason_code);
return OK;

}
}
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/*-------------------------------------------------------------------*/
/* */
/* Sample C program for enciphering data in a file. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
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/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: */
/* char * key label, 1 to 64 characters */
/* char * input file name, 1 to 21 characters (lib/file) */
/* char * output file name, 1 to 21 characters (lib/file) */
/* */
/* Example: */
/* CALL PGM(ENCFILE) PARM( ’MY.KEY.LABEL’ ’QGPL/MYDATA’ + */
/* ’QGPL/CRYPTDATA’ ) */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* This program assumes the key store file you will use is */
/* already identifed either by being specified on the */
/* cryptographic device or has been previously named */
/* using the Key_Store_Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* The output file should NOT have key fields since all */
/* data in the file will be encrypted and therefore trying */
/* to sort the data will be meaningless. */
/* (This is NOT checked by the program) */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(ENCFILE) SRCFILE(SAMPLE) */
/* CRTPGM PGM(ENCFILE) MODULE(ENCFILE) + */
/* BNDSRVPGM(QCCA/CSNBENC) */
/* */
/* Note: authority to the CSNBENC service program in the */
/* QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Encipher (CSNBENC) */
/* */
/*-------------------------------------------------------------------*/

/*-------------------------------------------------------------------*/
/* Retrieve various structures/utilities that are used in program. */
/*-------------------------------------------------------------------*/

#include <stdio.h> /* Standard I/O header. */
#include <stdlib.h> /* General utilities. */
#include <stddef.h> /* Standard definitions. */
#include <string.h> /* String handling utilities. */
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/*-------------------------------------------------------------------*/
/* Declares for working with files. */
/*-------------------------------------------------------------------*/
#include <xxfdbk.h> /* Feedback area structures. */
#include <recio.h> /* Record I/O routines */
_RFILE *dbfptr; /* Pointer to database file. */
_RFILE *dbfptre; /* Pointer to database file. */
_RIOFB_T *db_fdbk; /* I/O Feedback - data base file */
_XXOPFB_T *db_opfb;
_XXOPFB_T *db_opfbe;
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/*-------------------------------------------------------------------*/
/* Declares for working with user space objects. */
/*-------------------------------------------------------------------*/
#include "qusptrus.h"
#include "quscrtus.h"
#include "qusdltus.h"
#define USSPC_ATTR "PF "
#define USSPC_INIT_VAL 0x40
#define USSPC_AUTH "*EXCLUDE "
#define USSPC_TEXT "Sample user space"
#define USSPC_REPLACE "*YES "

char space_name[21] = "PLAINTXT QTEMP "; /* Name of user
space for plain text */

char cipher_name[21] = "CIPHER QTEMP "; /* Name for user
space containing ciphertext */

struct { /* Error code structure required for */
/* the User Space API’s. */

int in_len; /* the length of the error code. */
int out_len; /* the length of the exception data. */
char excp_id[7]; /* the Exception ID. */
char rev; /* Reserved Field. */
char excp_data[120]; /* the output data associated */

} error_code; /* the exception ID. */

char ext_atr[11] = USSPC_ATTR; /* Space attribute */
char initial_val = USSPC_INIT_VAL;

/* Space initial value */
char auth[11] = USSPC_AUTH;

/* Space authority */
char desc[51] = USSPC_TEXT;

/* Space text */
char replace[11] = USSPC_REPLACE;

/*Space replace attribute*/

/*-------------------------------------------------------------------*/
/* Start of mainline code. */
/*-------------------------------------------------------------------*/
int main(int argc, char *argv[])
{

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0

/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
long rule_array_count;

char *user_space_ptr;
char *user_space;
char *cipher_spc;
long file_bytes;
long i;
long j;
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char key_label[64];

long text_len, pad_character;
char initial_vector[8];
char chaining_vector[18];

/*-------------------------------------------------------------------*/
/* Open database files. */
/*-------------------------------------------------------------------*/

if (argc < 4) /* were the correct number
of parameters passed? */

{
printf("This program needs 3 parameters - ");
printf("key label, input file name, output file name¥n");

return ERROR;
}

else
{

file_bytes = 0; /* Set initial number of
bytes to encipher to 0 */

/* Open the input file. If the file pointer, dbfptr is not
NULL, then the file was successfully opened. */

if (( dbfptr = _Ropen(argv[2], "rr riofb=n"))
!= NULL)

{

/*-------------------------------------------------------------------*/
/* Determine the number of bytes that will be enciphered. */
/*-------------------------------------------------------------------*/

db_opfb = _Ropnfbk( dbfptr ); /* Get pointer to the File
open feedback area. */

file_bytes = db_opfb->num_records *
db_opfb->pgm_record_len
+ 1; /* 1 is added to prevent an

end of space error */

j = db_opfb->num_records; /* Save number of records*/
/*----------------------------------------------------------------*/
/* Create user space and get pointer to it. */
/*----------------------------------------------------------------*/

error_code.in_len = 136; /* Set length of error */
/* structure. */

QUSDLTUS(space_name,&error_code); /* Delete the user space
if it already exists. */

/* Create the plaintext user space object */
QUSCRTUS(space_name,ext_atr,file_bytes,

&initial_val,auth,
desc, replace,&error_code);

error_code.in_len = 48; /* Set length of error
structure */

QUSPTRUS(space_name, /* Retrieve a pointer to */
(void *)&user_space, /* the user space. */
(char*)&error_code);

user_space_ptr = user_space; /* Make copy of pointer */
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error_code.in_len = 136; /* Set length of error */
/* structure. */

QUSDLTUS(cipher_name,&error_code); /* Delete cipher space
if already exists. */

/* Create ciphertext user space object */
QUSCRTUS(cipher_name,ext_atr,

file_bytes,&initial_val,auth,
desc, replace,&error_code);

error_code.in_len = 48; /* Set length of error */
/* structure */

QUSPTRUS(cipher_name, /* Retrieve pointer to */
(void *)&cipher_spc, /* ciphertext user space */
(char*)&error_code);

/*----------------------------------------------------------------*/
/* Read file and fill space */
/*----------------------------------------------------------------*/

for (i=1; i<=j; i++) /* Repeat for each record */
{

/* Read a record and place in user space. */
db_fdbk = _Rreadn(dbfptr, user_space_ptr,

db_opfb->pgm_record_len, __DFT);

/* Move the user space ahead the length of a record */
user_space_ptr = user_space_ptr +

db_opfb->pgm_record_len;
}

if (dbfptr != NULL) /* Close the file. */
_Rclose(dbfptr);

/*----------------------------------------------------------------*/
/* Encrypt data in space */
/*----------------------------------------------------------------*/

memset((char *)key_label,’ ’,64); /* Initialize key label
to all blanks. */

memcpy((char *)key_label, /* Copy key label parm */
argv[1],strlen(argv[1]));

text_len = file_bytes - 1;
rule_array_count = 1;

pad_character = 40;
exit_data_length = 0;

memset((char *)initial_vector,’¥0’,8);

/* Encipher data in ciphertext user space */
CSNBENC(&return_code,

&reason_code,
&exit_data_length,
exit_data,
key_label,
&text_len,
user_space,
initial_vector,
&rule_array_count,
"CBC ", /* rule_array */
&pad_character,
chaining_vector,
cipher_spc );

if (return_code == 0) {
/*----------------------------------------------------------------*/
/* Open output file */
/*----------------------------------------------------------------*/

if (( dbfptre = _Ropen(argv[3],
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"wr riofb=n")) != NULL)
{

db_opfbe = _Ropnfbk( dbfptr ); /* Get pointer to
the File open feedback
area. */

if(text_len % db_opfbe->pgm_record_len != 0)
{

printf("encrypted data will not fit into ");
printf("an even number of records¥n");

if (dbfptre != NULL) /* Close the file. */
_Rclose(dbfptre);

/*--------------------------------------------*/
/* Delete both user spaces. */
/*--------------------------------------------*/
error_code.in_len = 136; /* Set length of

error structure. */
QUSDLTUS(space_name,&error_code); /* Delete the

user space */
QUSDLTUS(cipher_name,&error_code); /* Delete

ciphertext space */

return ERROR;
}

/*----------------------------------------------------------------*/
/* Write data from space to file. */
/*----------------------------------------------------------------*/

user_space_ptr = cipher_spc; /* Save pointer to
cipher space. */

j = text_len / db_opfbe->pgm_record_len; /* find
how many records
are needed to store
result in output

file */
for (i=1; i<=j; i++) /* Repeat for each

record */
{

/* Write data to output file */
db_fdbk = _Rwrite(dbfptre, user_space_ptr,

db_opfbe->pgm_record_len);

/* Advance pointer ahead the length of a record */
user_space_ptr = user_space_ptr +

db_opfbe->pgm_record_len;
}
if (dbfptre != NULL) /* Close the file */

_Rclose(dbfptre);

} /* end of open open
output file */

else
{

printf("Output file %s could not be opened¥n",
argv[3]);

/*--------------------------------------------*/
/* Delete both user spaces. */
/*--------------------------------------------*/
error_code.in_len = 136; /* Set length of

error structure. */
QUSDLTUS(space_name,&error_code); /* Delete the

user space */
QUSDLTUS(cipher_name,&error_code); /* Delete

ciphertext space */
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return ERROR;
}

} /* If return code = 0 */
else
{

printf("Bad return/reason code : %d/%d ¥n",
return_code,reason_code);

/*--------------------------------------------*/
/* Delete both user spaces. */
/*--------------------------------------------*/

error_code.in_len = 136; /* Set length of
error structure. */

QUSDLTUS(space_name,&error_code); /* Delete the
user space */

QUSDLTUS(cipher_name,&error_code); /* Delete
ciphertext space */

return ERROR;
}

/*----------------------------------------------------------------*/
/* Delete both user spaces. */
/*----------------------------------------------------------------*/

error_code.in_len = 136; /* Set length of
error structure. */

QUSDLTUS(space_name,&error_code); /* Delete the user
space */

QUSDLTUS(cipher_name,&error_code); /* Delete ciphertext
space */

} /* End of open
input file */

else
{

printf("Input file %s could not be opened¥n", argv[2]);
return ERROR;

}
} /* argv[] == null */
return OK;

}
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F*************************************************************
F* PINSAMPLE
F*
F* Sample program that shows the use of the appropriate
F* CCA Security API (SAPI) verbs for generating and verifying
F* PINS
F*
F* The keys are created by first building a key token
F* and then importing key parts using Key_Part_Import.
F* Four keys are created each with a different
F* key type - PINGEN, PINVER, IPINENC, and OPINENC. The
F* PINGEN key will be used to generate a Clear PIN with the
F* Clear_PIN_Generate verb. The OPINENC key will be used
F* to encrypt the PIN with the Clear_PIN_Encrypt verb.
F* The Encrypted_PIN_Verify with verify that the PIN is good
F* using the IPINENC key (to decrypt) and the PINVER key
F* to verify the PIN.
F*
F* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999
F*
F* This material contains programming source code for your
F* consideration. These example has not been thoroughly
F* tested under all conditions. IBM, therefore, cannot
F* guarantee or imply reliability, serviceability, or function
F* of these programs. All programs contained herein are
F* provided to you "AS IS". THE IMPLIED WARRANTIES OF
F* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
F* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
F* these programs and files.
F*
F*
F* Note: Input format is more fully described in Chapter 2 of
F* IBM 4758 CCA Basic Services Reference and Guide
F* (SC31-8609) publication.
F*
F* Parameters:
F* none.
F*
F* Example:
F* CALL PGM(PINSAMPLE)
F*
F* Use these commands to compile this program on iSeries:
F* CRTRPGMOD MODULE(PINSAMPLE) SRCFILE(SAMPLE)
F* CRTPGM PGM(PINSAMPLE) MODULE(PINSAMPLE)
F* BNDSRVPGM(QCCA/CSNBKPI QCCA/CSNBPGN +
F* QCCA/CSNBCPE QCCA/CSNBPVR)
F*
F* Note: Authority to the CSNBKPI, CSNBPGN, CSNBCPE, and
F* CSNBPVR service programs in the QCCA library is assumed.
F*
F* The Common Cryptographic Architecture (CCA) verbs used are
F* Key_Part_Import (CSNBKPI), Clear_PIN_Generate (CSNBPGN),
F* Clear_PIN_Encrypt (CSNBCPE), and Encrypted_PIN_Verify (CSNBPVR).
F*
F* Note: This program assumes the card you want to load is
F* already identifed either by defaulting to the CRP01
F* device or has been explicitly named using the
F* Cryptographic_Resource_Allocate verb. Also this
F* device must be varied on and you must be authorized
F* to use this device descrption.
F*
F**************************************************************
F* Declare parameters that are common to all of the CCA verbs
F*
F**************************************************************
DRETURNCODE S 9B 0
DREASONCODE S 9B 0
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DEXITDATALEN S 9B 0
DEXITDATA S 4
DRULEARRAYCNT S 9B 0
DRULEARRAY S 16
D*
D**************************************************************
D* Declare Key tokens used by this program
D*
D**************************************************************
DIPINKEY S 64
DOPINKEY S 64
DPINGENKEY S 64
DPINVERKEY S 64
DKEYTOKEN DS
DKEYFORM 1 1
DKEYVERSION 5 5
DKEYFLAG1 7 7
DKEYVALUE 17 32
DKEYCV 33 48
DKEYTVV 61 64B 0
DTOKENPART1 1 16
DTOKENPART2 17 32
DTOKENPART3 33 48
DTOKENPART4 49 64
DKEYTVV1 1 4B 0
DKEYTVV2 5 8B 0
DKEYTVV3 9 12B 0
DKEYTVV4 13 16B 0
DKEYTVV5 17 20B 0
DKEYTVV6 21 24B 0
DKEYTVV7 25 28B 0
DKEYTVV8 29 32B 0
DKEYTVV9 33 36B 0
DKEYTVV10 37 40B 0
DKEYTVV11 41 44B 0
DKEYTVV12 45 48B 0
DKEYTVV13 49 52B 0
DKEYTVV14 53 56B 0
DKEYTVV15 57 60B 0
D*
D**************************************************************
D* Declare parameters unique to Key_Part_Import
D*
D**************************************************************
DCLEARKEY S 16
D*
D**************************************************************
D* Declare parameters unique to Clear_PIN_Generate,
D* Clear_PIN_Encrypt, and Encrypted_PIN_Verify
D**************************************************************
DPINLEN S 9B 0
DPINCKL S 9B 0
DSEQNUMBER S 9B 0
DCPIN S 16
DEPIN S 16
DPAN S 12
DDATAARRAY DS
DDECTABLE 1 16
DVALDATA 17 32
DCLRPIN 33 48
DPROFILE DS
DPINFORMAT 1 8
DFORMATCONTROL 9 16
DPADDIGIT 17 24
D*
D**************************************************************
D* Declare variables used for creating a control vector and
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D* clear key.
D**************************************************************
DBLDKEY DS
DLEFTHALF 1 8
DLEFTHALFA 1 4B 0
DLEFTHALFB 5 8B 0
DRIGHTHALF 9 16
D*
D*
D**************************************************
D* Prototype for Key Part Import (CSNBKPI)
D**************************************************
DCSNBKPI PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DCLRKEY 16
DIMPKEY 64
D*
D**************************************************
D* Prototype for Clear PIN Generate (CSNBPGN)
D**************************************************
DCSNBPGN PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DPINGEN 64
DRARRAYCT 9B 0
DRARRAY 16
DPINL 9B 0
DPINCHKLEN 9B 0
DDTAARRY 48
DRESULT 16
D*
D**************************************************
D* Prototype for Clear PIN Encrypt (CSNBCPE)
D**************************************************
DCSNBCPE PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DPINENC 64
DRARRAYCT 9B 0
DRARRAY 16
DCLRPIN 16
DPINPROFILE 24
DPANDATA 12
DSEQN 9B 0
DEPINBLCK 8
D*
D**************************************************
D* Prototype for Encrypted PIN Verify (CSNBPVR)
D**************************************************
DCSNBPVR PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DPINENC 64
DPINVER 64
DPINPROFILE 24
DPANDATA 12

h 4 O 4758 Ef=3Wm;C5< 169



DEPINBLCK 8
DRARRAYCT 9B 0
DRARRAY 16
DCHECKLEN 9B 0
DDTAARRAY 24
D*
D**************************************************************
D* Declares for sending messages to job log
D**************************************************************
DFAILMESSAGE S 50
DGOODMESSAGE S 50
DFAILMSG DS
DFAILMSGTEXT 1 50
DFAILRETC 41 44
DFAILRSNC 46 49
DRETSTRUCT DS
DRETCODE 1 4I 0
DSLASH 5 5 INZ(’/’)
DRSNCODE 6 9I 0
DFAILMSGLENGTH S 9B 0 INZ(49)
DGOODMSGLENGTH S 9B 0 INZ(29)
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C EVAL FAILMESSAGE = ’******* failed with return+
C /reason codes 9999/9999’
C EVAL GOODMESSAGE = ’PIN Validation was successful’
C**************************************************************
C* START OF PROGRAM *
C* *
C**************************************************************
C* Build a PINGEN key token
C*
C**************************************************************
C* Zero out the key token to start with
C*
C Z-ADD 0 KEYTVV1
C Z-ADD 0 KEYTVV2
C Z-ADD 0 KEYTVV3
C Z-ADD 0 KEYTVV4
C MOVE TOKENPART1 TOKENPART2
C MOVE TOKENPART1 TOKENPART3
C MOVE TOKENPART1 TOKENPART4
C*
C* Set the form, version, and flag byte
C*
C BITON ’7’ KEYFORM
C BITON ’67’ KEYVERSION
C BITON ’1’ KEYFLAG1
C*
C* The control vector for a PINGEN key that has the key part
C* flag set is (in hex):
C*
C* 00227E00 03480000 00227E00 03280000
C*
C* If each 4 byte hex part is converted to decimal you get:
C*
C* 2260480 55050240 2260480 52953088
C*
C* Build the control vector by placing the decimal number in
C* the appropriate half of the control vector field.
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C**************************************************************
C Z-ADD 2260480 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV
C Z-ADD 2260480 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV
C*
C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.
C*
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*
C* Copy token to PINGENKEY
C*
C MOVE KEYTOKEN PINGENKEY
C*
C**************************************************************
C* Build a PINVER key token
C*
C* The control vector for a PINVER key that
C* has the key part flag set is (in hex):
C*
C* 00224200 03480000 00224200 03280000
C*
C* If each 4 byte hex part is converted to decimal you get:
C*
C* 2260480 55050240 2260480 52953088
C*
C* Build the control vector by placing the decimal number in
C* the appropriate half of the control vector field.
C Z-ADD 2245120 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV
C Z-ADD 2245120 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV
C*
C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.
C*
C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
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C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*
C* Copy token to PINVERKEY
C*
C MOVE KEYTOKEN PINVERKEY
C*
C*
C**************************************************************
C* Build an IPINENC key token
C*
C* The control vector for an IPINENC key that
C* has the key part flag set is (in hex):
C*
C* 00215F00 03480000 00215F00 03280000
C*
C* If each 4 byte hex part is converted to decimal you get:
C*
C* 2187008 55050240 2187008 52953088
C*
C**************************************************************
C* Build the control vector by placing the decimal number in
C* the appropriate half of the control vector field.
C**************************************************************
C Z-ADD 2187008 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV
C Z-ADD 2187008 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV
C*
C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.
C*
C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*
C* Copy token to IPINENC
C*
C MOVE KEYTOKEN IPINKEY
C*
C*
C**************************************************************
C* Build an OPINENC key token
C*
C* The control vector for an OPINENC key that
C* has the key part flag set is (in hex):
C*
C* 00247700 03480000 00247700 03280000
C*
C* If each 4 byte hex part is converted to decimal you get:
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C*
C* 2389760 55050240 2389760 52953088
C*
C**************************************************************
C* Build the control vector by placing the decimal numbers in
C* the appropriate half of the control vector field.
C**************************************************************
C Z-ADD 2389760 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV
C Z-ADD 2389760 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV
C*
C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.
C*
C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*
C* Copy token to OPINENC
C*
C MOVE KEYTOKEN OPINKEY
C*
C*
C**************************************************************
C*
C* Clear key value for PINGEN/PINVER form will be:
C*
C* 01234567 01765432 01234567 01765432
C*
C* The key will be imported into two parts that get exclusived
C* OR’ed together. This program uses as key parts:
C*
C* 00224466 00775533 00224466 00775533 and
C*
C* 01010101 01010101 01010101 01010101
C*
C* Converting these to decimal results in
C*
C* 2245734 7820595 2245734 7820595 and
C*
C* 16843009 16843009 16843009 16843009
C*
C* In this example, the left half of the key is the same as
C* the right half. PIN keys in CCA are double length keys.
C* However, some implementation of DES (including Cryptographic
C* Support/400) use single length keys for PINs. If both
C* halves of a double are the same, then they produce the
C* same output as a single length key, thereby allowing you
C* to exchange data with non-CCA systems.
C**************************************************************
C* Import the PINGEN key
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C*************************
C MOVEL ’FIRST ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C**************************************************************
C* Build the next clear key part by placing the decimal numbers
C* in the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the first time for the PINGEN key
C**************************************************************
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C PINGENKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 2245734 LEFTHALFA
C Z-ADD 7820595 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the second time for the PINGEN key
C**************************************************************
C MOVEL ’LAST ’ RULEARRAY
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C PINGENKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Import the PINVER key *
C*************************
C MOVEL ’FIRST ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the first time for the PINVER key
C**************************************************************
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
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C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C PINVERKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 2245734 LEFTHALFA
C Z-ADD 7820595 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the second time for the PINVER key
C**************************************************************
C MOVEL ’LAST ’ RULEARRAY
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C PINVERKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Clear key value for IPINENC/OPINENC key pair will be:
C* 012332EF 01020408 012332EF 01020408
C*
C* The key will be imported into two parts that get exclusived
C* OR’ed together. This program uses as key parts:
C*
C* 002233EE 00030509 002233EE 00030509 and
C*
C* 01010101 01010101 01010101 01010101
C*
C* Converting these to decimal results in
C*
C* 2241518 197897 2241518 197897 and
C*
C* 16843009 16843009 16843009 16843009
C**************************************************************
C* Import the PINVER key *
C*************************
C MOVEL ’FIRST ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the first time for the IPINENC key
C**************************************************************
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C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C IPINKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 2241518 LEFTHALFA
C Z-ADD 197897 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the second time for the IPINENC key
C**************************************************************
C MOVEL ’LAST ’ RULEARRAY
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C IPINKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C**************************************************************
C* Import the OPINENC key *
C*************************
C MOVEL ’FIRST ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the first time for the OPINENC key
C**************************************************************
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C OPINKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
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C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.
C**************************************************************
C Z-ADD 2241518 LEFTHALFA
C Z-ADD 197897 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY
C**************************************************************
C* Call Key Part Import the second time for the OPINENC key
C**************************************************************
C MOVEL ’LAST ’ RULEARRAY
C CALLP CSNBKPI (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C CLEARKEY:
C OPINKEY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBKPI’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C*
C**************************************************************
C* Generate a Clear PIN with CSNBPGN (Clear_PIN_Generate)
C* Rule_array_count = 1
C* Rule_array = "IBM-PIN " (Same as Crypto Support/400)
C* PIN length = 8
C* PIN Check length = 8 (But is ignored for IBM-PIN)
C* Data array:
C* Dec. table set to 0123456789123456
C* validation dta = 1111222233334444
C* clear PIN = ignored
C**************************************************************
C Z-ADD 1 RULEARRAYCNT
C MOVEL ’IBM-PIN ’ RULEARRAY
C Z-ADD 8 PINLEN
C Z-ADD 8 PINCKL
C MOVEL ’01234567’ DECTABLE
C MOVE ’89123456’ DECTABLE
C MOVEL ’11112222’ VALDATA
C MOVE ’33334444’ VALDATA
C**************************************************************
C* Call Clear PIN Generate
C**************************************************************
C CALLP CSNBPGN (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C PINGENKEY:
C RULEARRAYCNT:
C RULEARRAY:
C PINLEN:
C PINCKL:
C DATAARRAY:
C CPIN)
C RETURNCODE IFGT 4
C MOVEL ’CSNBPGN’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C*
C*
C**************************************************************
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C* Encrypt the clear PIN using CSNBCPE (Clear_PIN_Encrypt)
C* Rule_array_count = 1
C* Rule_array = "ENCRYPT "
C* PIN Profile = "3624 NONE F"
C* PAN data is ignored
C* Sequence number is ignored but set to 99999 anyway
C**************************************************************
C Z-ADD 1 RULEARRAYCNT
C MOVEL ’ENCRYPT ’ RULEARRAY
C MOVEL ’3624 ’ PINFORMAT
C MOVE ’NONE ’ FORMATCONTROL
C MOVE ’ F’ PADDIGIT
C Z-ADD 99999 SEQNUMBER
C**************************************************************
C* Call Clear PIN Encrypt
C**************************************************************
C CALLP CSNBCPE (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C OPINKEY:
C RULEARRAYCNT:
C RULEARRAY:
C CPIN:
C PROFILE:
C PAN:
C SEQNUMBER:
C EPIN)
C RETURNCODE IFGT 4
C MOVEL ’CSNBCPE’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C*
C*
C**************************************************************
C* Verify encrypted PIN using CSNBPVR (Encrypted_PIN_Verify)
C**************************************************************
C MOVEL ’IBM-PIN ’ RULEARRAY
C
C CALLP CSNBPVR (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C IPINKEY:
C PINVERKEY:
C PROFILE:
C PAN:
C EPIN:
C RULEARRAYCNT:
C RULEARRAY:
C PINCKL:
C DATAARRAY)
C RETURNCODE IFGT 4
C MOVEL ’CSNBPVR’ FAILMESSAGE
C EXSR SNDFAILMSG
C SETON LR
C ENDIF
C*
C**************************************************************
C* Send successful completion message
C**************************************************************
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM GOODMESSAGE
C PARM GOODMSGLENGTH
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C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a failure message
C**************************************************************
C SNDFAILMSG BEGSR
C MOVE FAILMESSAGE FAILMSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM FAILMSG
C PARM FAILMSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
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/*---------------------------------------------------------------*/
/* Description: Digitally signs a streams file. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: File to be signed */
/* File to contain signature */
/* Key label of key to use */
/* */
/* Examples: */
/* CALL PGM(SIGNFILE) PARM(’file_to_sign’ ’file_to_hold_sign’ */
/* ’key_label’); */
/* */
/* Note: The CCA verbs used in the this program are more fully */
/* described in the IBM 4758 CCA Basic Services Reference */
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(SIGNFILE) SRCFILE(SAMPLE) SYSIFCOPT(*IFSIO) */
/* CRTPGM PGM(SIGNFILE) MODULE(SIGNFILE) */
/* BNDSRVPGM(QCCA/CSNDDSG QCCA/CSNBOWH) */
/* */
/* Note: authority to the CSNDDSG and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Digital_Signature_Generate (CSNDDSG) */
/* One_Way_Hash (CSNBOWH) */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/*-----------------------------------------------------------*/
/* standard return codes */
/*-----------------------------------------------------------*/
#define ERROR -1
#define OK 0

int hash_file(long h_len, char h_out[128], FILE *t_in);
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int main(int argc, char *argv[])
{

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/
long return_code;
long reason_code;
long exit_data_length = 0L;
char exit_data[2];
long rule_array_count = 0L;
char rule_array[1][8];

/*-----------------------------------------------------------*/
/* parameters unique to this sample program */
/*-----------------------------------------------------------*/
long PKA_private_key_identifier_length = 64;
char PKA_private_key_identifier[64];
long hash_length = 16L;
char hash[128];
long signature_field_length = 128L;
long signature_bit_length = 0L;
char signature_field[256];
char key_label[64];
long key_token_length = 2500L;
char key_token[2500];

FILE *file2sign;
FILE *signature;
int hash_return;

if (argc < 2)
{

printf("Name of file to be signed is missing.");
return ERROR;

}
else if (argc < 3)
{

printf("Name of file where the signature should ");
printf("be written is missing.");
return ERROR;

}
else if (argc < 4)
{

printf("Key label for the key to be used for signing is missing.");
return ERROR;

}

if ( (strlen(argv[3])) > 64 )
{

printf("Invalid Key Label. Key label longer than 64.");
return ERROR;

}
else
{

memset(PKA_private_key_identifier, ’ ’, 64);
memcpy(PKA_private_key_identifier, argv[3],strlen(argv[3]));

}

/* Open the file that is being signed. */
if ( (file2sign = fopen(argv[1],"rb")) == NULL)
{

printf("Opening of file %s failed.",argv[1]);
return ERROR;

}
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/* Obtain a hash value for the file. */
hash_return = hash_file(hash_length, hash, file2sign);

/* Close the file. */
fclose(file2sign);

if (hash_return != OK)
{

printf("Signature generation failed due to hash error.¥n");
}

else
{

/* Use CSNDDSG to generate the signature. */
CSNDDSG(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&PKA_private_key_identifier_length,
PKA_private_key_identifier,
&hash_length,
hash,
&signature_field_length,
&signature_bit_length,
signature_field);

}

if (return_code != 0)
{

printf("Signature generation failed with return/reason code %ld/%ld",
return_code, reason_code);
return ERROR;

}
else
{

printf("Signature generation was successful.");
printf("Return/Reason codes = %ld/%ld¥n", return_code, reason_code);
printf("Signature has length = %ld¥n",signature_field_length);

signature = fopen(argv[2],"wb");
if (signature == NULL)
{

printf("Open of file %s failed.",argv[2]);
printf("Signature was not saved.");
return ERROR;

}

fwrite(signature_field, 1, signature_field_length, signature);
fclose(signature);
printf("Signature was saved successfully in %s.", argv[2]);
return OK;
}

}

int hash_file(long h_len, char h_out[128], FILE *t_in)
{

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/
long return_code;
long reason_code;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 2;
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char rule_array[2][8];

/*-----------------------------------------------------------*/
/* parameters unique to this function */
/*-----------------------------------------------------------*/
long text_length;
char text[1024];
long chaining_vector_length = 128;
char chaining_vector[128];

long file_length;

fseek(t_in, 0, SEEK_END);
file_length = ftell(t_in);
rewind(t_in);

text_length = fread(text, 1, 1024, t_in);

memcpy(rule_array[0], "MD5 ", 8);

if (file_length <= 1024) {
memcpy(rule_array[1], "ONLY ", 8);

}
else {

memcpy(rule_array[1], "FIRST ", 8);
}

while (file_length > 0)
{

CSNBOWH(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&text_length,
text,
&chaining_vector_length,
chaining_vector,
&h_len,
h_out);

if (return_code != 0)
break;

printf("Hash iteration worked.¥n");

file_length -= text_length;

if (file_length > 0)
{

text_length = fread(text, 1, 1024, t_in);

if (file_length <= 1024) {
memcpy(rule_array[1], "LAST ", 8);

}
else {

memcpy(rule_array[1], "MIDDLE ", 8);
}

}
}

if (return_code != 0)
{

printf("Hash function failed with return/reason code %ld/%ld¥n",
return_code, reason_code);

return ERROR;
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}
else
{

printf("Hash completed successfully.¥n");
printf("hash length = %ld¥n", h_len);
printf("hash = %.32s¥n¥n", h_out);
return OK;

}
}
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/*---------------------------------------------------------------*/
/* Description: Verifies the digital signature of an IFS file */
/* produced by the SIGNFILE sample program. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: Signed file */
/* File containing the signature */
/* Key label of the key to use */
/* */
/* Examples: */
/* CALL PGM(VERFILESIG) PARM(’name_of_signed_file’ + */
/* ’name_of_file_w_signature’ + */
/* ’key_label’); */
/* */
/* Note: The CCA verbs used in the this program are more fully */
/* described in the IBM 4758 CCA Basic Services Reference */
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRP01 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(VERFILESIG) SRCFILE(SAMPLE) SYSIFCOPT(*IFSIO)*/
/* CRTPGM PGM(SIGNFILE) MODULE(SIGNFILE) + */
/* BNDSRVPGM(QCCA/CSNDDSV QCCA/CSNBOWH) */
/* */
/* Note: authority to the CSNDDSV and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Digital_Signature_Verify (CSNDDSV) */
/* One_Way_Hash (CSNBOWH) */
/*---------------------------------------------------------------*/

#include <stdlib.h>
#include <stdio.h>
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#include <string.h>
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries */

/*-----------------------------------------------------------*/
/* standard return codes */
/*-----------------------------------------------------------*/
#define ERROR -1
#define OK 0

int hash_file(long h_len, char h_out[128], FILE *t_in);

int main(int argc, char *argv[])
{

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length = 0L;
char exit_data[2];
long rule_array_count = 0L;
char rule_array[1][8];

/*-----------------------------------------------------------*/
/* parameters unique to this sample program */
/*-----------------------------------------------------------*/
long PKA_public_key_identifier_length = 64;
char PKA_public_key_identifier[64];
long hash_length = 16L;
char hash[128];
long signature_field_length;
char signature_field[256];
char key_label[64];

FILE *file2verify;
FILE *signature;
int hash_return;

if (argc < 2)
{

printf("Name of file to be verified is missing.¥n");
return ERROR;

}
else if (argc < 3)
{

printf("Name of file containing the signature is missing.¥n");
return ERROR;

}
else if (argc < 4)
{

printf("Key label for the key to be used for verification is missing.¥n");
return ERROR;

}

if (strlen(argv[3]) > 64 )
{

printf("Invalid Key Label. Key label longer than 64 bytes.");
return ERROR;

}
else
{

memset(PKA_public_key_identifier, ’ ’, 64);
memcpy(PKA_public_key_identifier, argv[3], strlen(argv[3]));

}
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/* Open the file that is being verified. */
if ( (file2verify = fopen(argv[1],"rb")) == NULL)
{

printf("Opening of file %s failed.",argv[1]);
return ERROR;

}

/* Obtain a hash value for the file. */
hash_return = hash_file(hash_length, hash, file2verify);

/* Close the file. */
fclose(file2verify);

if (hash_return != OK)
{

printf("Signature verification failed due to hash error.¥n");
return ERROR;

}
else
{

signature = fopen(argv[2],"rb");
if (signature == NULL)
{

printf("Open of signature file %s failed.",argv[2]);
printf("Signature was not verified.");
return ERROR;

}

memset(signature_field, ’ ’, 256);

fseek(signature, 0, SEEK_END);
signature_field_length = ftell(signature);
rewind(signature);

fread(signature_field, 1, signature_field_length, signature);
fclose(signature);

/* Use CSNDDSV to verify the signature. */
CSNDDSV(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&PKA_public_key_identifier_length,
PKA_public_key_identifier,
&hash_length,
hash,
&signature_field_length,
signature_field);

}

if (return_code != 0)
{

printf("Signature verification failed with return/reason code %ld/%ld",
return_code, reason_code);
return ERROR;

}
else
{

printf("Signature verification was successful.");
printf("Return/Reason codes = %ld/%ld¥n", return_code, reason_code);

}
}
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int hash_file(long h_len, char h_out[128], FILE *t_in)
{

/*-----------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------*/

long return_code;
long reason_code;
long exit_data_length = 0;
char exit_data[2];
long rule_array_count = 2;
char rule_array[2][8];

/*-----------------------------------------------------------*/
/* parameters unique to this function */
/*-----------------------------------------------------------*/
long text_length;
char text[1024];
long chaining_vector_length = 128;
char chaining_vector[128];

long file_length;

fseek(t_in, 0, SEEK_END);
file_length = ftell(t_in);
rewind(t_in);

text_length = fread(text, 1, 1024, t_in);

memcpy(rule_array[0], "MD5 ", 8);

if (file_length <= 1024) {
memcpy(rule_array[1], "ONLY ", 8);

}
else {

memcpy(rule_array[1], "FIRST ", 8);
}

while (file_length > 0)
{

CSNBOWH(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&text_length,
text,
&chaining_vector_length,
chaining_vector,
&h_len,
h_out);

if (return_code != 0)
break;

printf("Hash iteration worked.¥n");

file_length -= text_length;

if (file_length > 0)
{

text_length = fread(text, 1, 1024, t_in);
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if (file_length <= 1024) {
memcpy(rule_array[1], "LAST ", 8);

}
else {

memcpy(rule_array[1], "MIDDLE ", 8);
}

}
}

if (return_code != 0)
{

printf("Hash function failed with return/reason code %ld/%ld¥n",
return_code, reason_code);

return ERROR;
}
else
{

printf("Hash completed successfully.¥n");
printf("hash length = %ld¥n", h_len);
printf("hash = %.32s¥n¥n", h_out);
return OK;

}
}
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/*-------------------------------------------------------------------*/
/* Allocate a crypto device to the job. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(CRPALLOC) (CRP02) */
/* */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Resource_Allocate (CSUACRA). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(CRPALLOC) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CRPALLOC) MODULE(CRPALLOC) */
/* BNDSRVPGM(QCCA/CSUACRA) */
/* */
/* Note: Authority to the CSUACRA service program in the */
/* QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <string.h>
#include <stdio.h>
#include "csucincl.h"

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
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long rule_array_count = 2;
long resource_name_length;

/*-------------------------------------------------------------------*/
/* Process the parameters */
/*-------------------------------------------------------------------*/
if (argc < 1)
{
printf("Device parameter must be specified.¥n");
return(ERROR);
}

/*-------------------------------------------------------------------*/
/* Set the keyword in the rule array */
/*-------------------------------------------------------------------*/
memcpy(rule_array,"DEVICE ",8);
rule_array_count = 1;

/*-------------------------------------------------------------------*/
/* Set the resource name length */
/*-------------------------------------------------------------------*/
resource_name_length = strlen(argv[1]);

/*-------------------------------------------------------------------*/
/* Call Cryptographic Resource Allocate SAPI */
/*-------------------------------------------------------------------*/
CSUACRA( &return_code, &reason_code, &exit_data_length,

(char *)exit_data,
(long *) &rule_array_count,
(char *) rule_array,
(long *) &resource_name_length,
(char *) argv[1]); /* resource name */

/*-------------------------------------------------------------------*/
/* Check the return code and display the results */
/*-------------------------------------------------------------------*/
if ( (return_code == OK) | (return_code == WARNING) )
{
printf("Request was successful¥n");
return(OK);
}
else
{
printf("Request failed with return/reason codes: %d/%d ¥n",

return_code, reason_code);
return(ERROR);
}

}
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D*************************************************************
D* CRPALLOC
D*
D* Sample program that allocates a crypto device to the job.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
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D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* Device Name
D*
D* Example:
D* CALL PGM(CRPALLOC) PARM(CRP02)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CRPALLOC) SRCFILE(SAMPLE)
D* CRTPGM PGM(CRPALLOC) MODULE(CRPALLOC)
D* BNDSRVPGM(QCCA/CSUACRA)
D*
D* Note: Authority to the CSUACRA service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Resource_Allocate (CSUACRA)
D*
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Resource name length
DRESOURCENAMLEN S 9B 0
D* ** Resource name
DRESOURCENAME S 10
D*
D**********************************************************
D* Prototype for Cryptographic_Resource_Allocate (CSUACRA)
D**********************************************************
DCSUACRA PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DRSCNAMLEN 9B 0
DRSCNAM 10
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
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DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C *ENTRY PLIST
C PARM RESOURCENAME 10
C* *
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’DEVICE ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C*
C*--------------------------------------------------------*
C* Set the resource name length *
C*--------------------------------------------------------*
C Z-ADD 10 RESOURCENAMLEN
C*
C*------------------------------------------------------------*
C* Call Cryptographic Resource Allocate SAPI *
C*------------------------------------------------------------*
C CALLP CSUACRA (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C RESOURCENAMLEN:
C RESOURCENAME)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C*
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
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C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUACRA failed with return/reason codes 9999/9999’
The request completed successfully

�: ���	
��������������� ILE C ��"#$
3Wm;C5<Ndj6jrr|9kKO",WK~8FJ<NWm0i`crQ

97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Deallocate a crypto device from a job. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(CRPDEALLOC) (CRP02) */
/* */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Resource_Deallocate (CSUACRD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(CRPALLOC) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CRPALLOC) MODULE(CRPALLOC) */
/* BNDSRVPGM(QCCA/CSUACRD) */
/* */

194 iSeries: Ef=O<I&'"



/* Note: Authority to the CSUACRD service program in the */
/* QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <string.h>
#include <stdio.h>
#include "csucincl.h"

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;
long resource_name_length;

/*-------------------------------------------------------------------*/
/* Process the parameters */
/*-------------------------------------------------------------------*/
if (argc < 1)
{
printf("Device parameter must be specified.¥n");
return(ERROR);
}

/*-------------------------------------------------------------------*/
/* Set the keyword in the rule array */
/*-------------------------------------------------------------------*/
memcpy(rule_array,"DEVICE ",8);
rule_array_count = 1;

/*-------------------------------------------------------------------*/
/* Set the resource name length */
/*-------------------------------------------------------------------*/
resource_name_length = strlen(argv[1]);

/*-------------------------------------------------------------------*/
/* Call Cryptographic Resource Deallocate SAPI */
/*-------------------------------------------------------------------*/
CSUACRD( &return_code, &reason_code, &exit_data_length,

(char *)exit_data,
(long *) &rule_array_count,
(char *) rule_array,
(long *) &resource_name_length,
(char *) argv[1]); /* resource name */

/*-------------------------------------------------------------------*/
/* Check the return code and display the results */
/*-------------------------------------------------------------------*/
if ( (return_code == OK) | (return_code == WARNING) )
{
printf("Request was successful¥n");
return(OK);
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}
else
{
printf("Request failed with return/reason codes: %d/%d ¥n",

return_code, reason_code);
return(ERROR);
}

}
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D*************************************************************
D* CRPDEALLOC
D*
D* Sample program that deallocates a crypto device to the job.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* Device name
D*
D* Example:
D* CALL PGM(CRPDEALLOC) PARM(CRP02)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CRPDEALLOC) SRCFILE(SAMPLE)
D* CRTPGM PGM(CRPDEALLOC) MODULE(CRPDEALLOC)
D* BNDSRVPGM(QCCA/CSUACRD)
D*
D* Note: Authority to the CSUACRD service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Resource_Deallocate (CSUACRD)
D*
D*
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
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D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Resource name length
DRESOURCENAMLEN S 9B 0
D* ** Resource name
DRESOURCENAME S 10
D*
D**********************************************************
D* Prototype for Cryptographic_Resource_Deallocate (CSUACRD)
D**********************************************************
DCSUACRD PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DRSCNAMLEN 9B 0
DRSCNAM 10
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C *ENTRY PLIST
C PARM RESOURCENAME
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’DEVICE ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C*
C*--------------------------------------------------------*
C* Set the resource name length *
C*--------------------------------------------------------*
C Z-ADD 10 RESOURCENAMLEN
C*
C*------------------------------------------------------------*
C* Call Cryptographic Resource Deallocate SAPI *
C*------------------------------------------------------------*
C CALLP CSUACRD (RETURNCODE:
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C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C RESOURCENAMLEN:
C RESOURCENAME)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C*
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSUACRD failed with return/reason codes 9999/9999’
The request completed successfully

'�(�������

^9?<&-<N#=O""k 4758 3Wm;C5<+iLN3Wm;C5<K"

^9?<&-<NMr*P7J$GB4K3T<9k}!G9#3lrBT9kK

O"^9?<&-<r n DN&QQ<DK,d7^9# n O 1 A 15 NtG9#

LN3Wm;C5<G^9?<&-<rFn.9kKO"m DN&QQ<D,,W

KJj^9#33G"m O 1 A 15 NOON"n J<NtG9#

V#=WH$&QlO"=NWm;9rV3T<WHhL9k?aKHQ5l^

9#1 DN&QQ<D"^?O m Dhjb/J$&QQ<DNH_go;GO"^

9?<&-<rFn.9k?aK,WJps,=,K@ilJ$?aG9#

198 iSeries: Ef=O<I&'"



#=9k^9?<&-<r^`3Wm;C5<O"^9?<&-<&Q=<9&N

<I""k$Ow.&HFPl^9#w.&O"]I RSA -<NZ"r8.7J

1lPJj^;s#3Nk)0O"=N8.~K"#=HNHQK,7F$k"H

^</5lF$J1lPJj^;s#3Nk)0O"3Wm;C5<&Qp>-<

"k$Ow.&-<H7FNilF$^9#^9?<&-<ru1hk3Wm;C

5<O"^9?<&-<&Q?<2CH&N<I""k$Ou.&HFPl^9#

u.&b]I RSA -<NZ"r8.7"#=GNHQK,7F$k"H^</5

lF$J1lPJj^;s#3N-<O"3Wm;C5<&Qu.-<"k$O1

Ku.&-<H7FNilF$^9#

w.&*hSu.&Nx+0O&K"3Wm;C5<bN]Ik)0GG#8?k

p>5lF$k+"G#8?k'Z5lF$J1lPJj^;s#3N3Wm;C

5<bN]Ik)0r"x+0'ZN<I""k$O'ZTHFS^9#3N]I

k)0O'ZT-<G9#^?"&QI}-<HbFPl^9#X"U1ilF$

kx+0r"w.&*hSu.&N>}KP?7FO8aF"&QQ<Dr8.*

hSP?9k3H,G-^9#4758 3Wm;C5<O"'ZTN_Nrdr4&

+"w.&Hu.&N>}KJk+"'ZTHu.&N>}KJk3H,G-^

9#

F&QQ<D,8.5lkH"3Wm;C5<,w.&Nk)0rHCF=lKp

>7"7,Kn.5l? Triple-DES -<rHCFEf=7^9#!K triple- DES

-<,u.&Nx+0KhjiCW^?OEf=5l^9#

F&QQ<D,u.5lkH"=N&QQ<DNp>,w.&Nx+0rHQ7F

!:5l"Triple-DES NiCW,r+lk+"Triple-DES -<rHCF=NEf=

,r|5l^9#m DN&QQ<D,u.5l?H-K"#=5l?^9?<&-

<,"u.&N7,N^9?<&-<&l89?<bG0.7^9#

GbJ1"+DW.K^9?<&-<r#=9kKO"4758 Ef=3Wm;C5<

=.N?aN Web Y<9Nf<F#jF#<rHQ7^9#3Nf<F#jF#

<KO"^9?<&-<#="IP$6<,^^lF$^9#^9?<&-<#=

"IP$6<r+O9kKO"!N9FCWK>$^9#

1. V4758 Ef=3Wm;C5<N=. (4758 Cryptographic Coprocessor

configuration)WZ<8NV=.NI} (Manage configuration)Wr/jC/7
^9#

2. V^9?<&-<Wr/jC/7^9#

3. uVr*r7^9#

4. -zJ3Wm;C5<NWmU!$kHQ9o<Ir~O7^9#

5. V#= (Clone)W\?sr/jC/7^9#

H+N"Wj1<7gsrn.7F"^9?<&-<r#=9k3HbG-^9#

=lKO"!N API verb rHQ7^9#

v Cryptographic_Facility_Control (CSUACFC)

v PKA_Key_Token_Build (CSNDPKB) ("Wj1<7gsNn.}!KhCFO"T

WJlgb"j^9)

v PKA_Key_Generate (CSNDPKG)

v PKA_Public_Key_Register (CSNDPKR)
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v One_Way_Hash (CSNBOWH)

v Digital_Signature_Generate (CSNDDSG)

v Master_Key_Distribution (CSUAMKD)

2MN?aK"9 DNZ"NWm0i`c,s!5lF$^9#FZ"KO ILE C

Gn.5l?Wm0i`H"ILE RPG Gn.5l?Wm0i`,^^lF$^9#

IAiNWm0i`bBT9k!=O18G9#

v 201Z<8NXc: 4758 3Wm;C5<G^9?<&-<N&QQ<DNG.M

HGgMr_j9k?aN ILE C Wm0i`Y

v 203Z<8NXc: 4758 3Wm;C5<N^9?<&-<N&QQ<DNG.M

HGgMr_j9k?aN ILE RPG Wm0i`Y

v 205Z<8NXc: ^9?<&-<N#=N?aN]I-<NZ"r8.9k?

aN ILE C Wm0i`Y

v 210Z<8NXc: ^9?<&-<N#=N?aN]I-<NZ"r8.9k?

aN ILE RPG Wm0i`Y

v 217Z<8NXc: x+0NOC7erP?9k?aN ILE C Wm0i`Y

v 221Z<8NXc: x+0NOC7erP?9k?aN ILE RPG Wm0i`Y

v 227Z<8NXc: x+0NZ@qrP?9k?aN ILE C Wm0i`Y

v 229Z<8NXc: x+0NZ@qrP?9k?aN ILE RPG Wm0i`Y

v 234Z<8NXc: x+0NH</sr'Z9k?aN ILE C Wm0i`Y

v 238Z<8NXc: x+0NH</sr'Z9k?aN ILE RPG Wm0i`Y

v 246Z<8NXc: ^9?<&-<N&QQ<Drh@9k?aN ILE C Wm0

i`Y

v 250Z<8NXc: ^9?<&-<N&QQ<Drh@9k?aN ILE RPG W

m0i`Y

v 256Z<8NXc: ^9?<&-<N&QQ<Dr3~9k?aN ILE C Wm0

i`Y

v 260Z<8NXc: ^9?<&-<N&QQ<Dr3~9k?aN ILE RPG W

m0i`Y

Wm0i`cNDjN 2 DNZ"O"^9?<&-<N#=KO,:7b,WGO

"j^;s#?@7"0NWm0i`cN+/HF9HQKrK)D+b7l^;

s#

v 267Z<8NXc: ]I-<rj9H9k?aN ILE C Wm0i`Y

v 269Z<8NXc: ]I-<rj9H9k?aN ILE RPG Wm0i`Y

v 272Z<8NXc: ]I-<ro|9k?aN ILE C Wm0i`Y

v 274Z<8NXc: ]I-<ro|9k?aN ILE RPG Wm0i`Y

^9?<&-<N#=KD$FN\YO"VIBM 4758 PCI Cryptographic

Coprocessor CCA Basic Services Reference and GuideW r2H7F/@5$#

200 iSeries: Ef=O<I&'"

http://www.ibm.com/security/cryptocards/html/library.shtml
http://www.ibm.com/security/cryptocards/html/library.shtml


�: 4758 ���	
���'�(�������,�-����

����������� ILE C ��"#$
4758 3Wm;C5<G^9?<&-<N&QQ<DNG.MHGgMr_j9kK

O",WK~8FJ<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Set the M-of-N values in the 4758 Coprocessor. These values are */
/* used in cloning of the master key. The master key is */
/* cryptographically split into N number of parts and M number of */
/* parts are needed to recover it. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(SETMOFN) PARM(5 15) */
/* */
/* */
/* Note: This program assumes the device to use */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(SETMOFN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(SETMOFN) MODULE(SETMOFN) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilites_Control (CSUACFC). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
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#include "decimal.h"

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/
#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/
decimal(15,5) mparm, nparm;
long verb_data[2];
long verb_data_length = 8;

/*-------------------------------------------------------------------*/
/* Process parameters. Numeric parms from the command line are */
/* passed in decimal 15,5 format. The parms need to be converted */
/* to int format. */
/*-------------------------------------------------------------------*/
memcpy(&mparm,argv[1],sizeof(mparm));
memcpy(&nparm,argv[2],sizeof(nparm));
verb_data[0] = mparm;
verb_data[1] = nparm;

/*-------------------------------------------------------------------*/
/* Set keywords in the rule array */
/*-------------------------------------------------------------------*/
memcpy(rule_array,"ADAPTER1SET-MOFN", 16);

/*-------------------------------------------------------------------*/
/* Invoke the verb to set the M of N values */
/*-------------------------------------------------------------------*/
CSUACFC( &return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
(unsigned char *)verb_data);

/*-------------------------------------------------------------------*/
/* Check the results of the call */
/*-------------------------------------------------------------------*/
if ( (return_code == OK) | (return_code == WARNING) )
{
printf("M of N values were successfully set with ");
printf("return/reason codes %ld/%ld¥n¥n",

return_code, reason_code);
return(OK);
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}
else
{
printf("An error occurred while setting the M of N values.¥n");
printf("Return/reason codes %ld/%ld¥n¥n",

return_code, reason_code);
return(ERROR);
}

}
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D*************************************************************
D* SETMOFN
D*
D* Set the M-of-N values in the 4758 Coprocessor. These values
D* are used in cloning of the master key. The master key is
D* cryptographically split into N number of parts and M number of
D* parts are needed to recover it.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: M and N
D*
D* Example:
D* CALL PGM(SETMOFN) PARM(5 10)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(SETMOFN) SRCFILE(SAMPLE)
D* CRTPGM PGM(SETMOFN) MODULE(SETMOFN)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*-------------------------------------------
D* Declare variables used on CCA SAPI calls
D*-------------------------------------------
D* ** Return code

h 4 O 4758 Ef=3Wm;C5< 203



DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0
D* ** Verb data contain M (minimum) and N (maximum)
DVERBDATA DS 8
DM 9B 0
DN 9B 0
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFC)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 8
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C*------------------------------------------------------------*
C *ENTRY PLIST
C PARM MVALUE 15 5
C PARM NVALUE 15 5
C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’SET-MOFN’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set the verb data length to 8 *
C*------------------------------------------------------------*
C Z-ADD 8 VERBDATALEN
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C*------------------------------------------------------------*
C* Set the M and N value (Convert from decimal 15 5 to binary)*
C*------------------------------------------------------------*
C EVAL M = MVALUE
C EVAL N = NVALUE
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* ************************
C* * Send success message *
C* ************************
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSUACFC failed with return/reason codes 9999/9999.
The request completed successfully.

�: '�(����������������.���������

ILE C ��"#$
^9?<&-<r#=9k?aN]I-<NZ"r8.9kKO",WK~8FJ

<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#
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/*-------------------------------------------------------------------*/
/* GENRETAIN */
/* */
/* Sample program to generate a retained key to be used for */
/* master key cloning. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: RETAINED_KEY_NAME */
/* */
/* Example: */
/* CALL PGM(GENRETAIN) PARM(TESTKEY) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* PKA_Key_Token_Build (CSNDPKB) and PKA_Key_Generate (CSNDPKG). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(GENRETAIN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(GENRETAIN) MODULE(GENRETAIN) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSNDPKG and CSNDPKB service programs */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
char token[2500];
char regen_data[4];
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char transport_key_id[4];
struct {

short modlen;
short modlenfld;
short pubexplen;
short prvexplen;
long pubexp;
} key_struct; /* Key structure for PKA Key Token Build */

long key_struct_length;
long zero = 0;
/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long prv_sec_len; /* Private section length */
long cert_sec_len; /* Certificate section length */
long info_subsec_len; /* Information subsection length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
long tempLength; /* Length variable */
long tempLen1, tempLen2; /* temporary length variables */
char pub_token[2500];
long pub_token_len;
long name_len;
char name[64];

int i; /* Loop counter */
FILE *fp; /* File pointer */

if (argc < 2) /* Check the number of parameters passed */
{

printf("Need to enter a private key name¥n");
return 1;

}

memset(token,0,2500); /* Initialize token to 0 */
memcpy((void*)rule_array,"RSA-PRIVKEY-MGMT",16); /* Set rule array */
rule_array_count = 2;

memset(name,’ ’, 64); /* Copy key name parameter */
memcpy(name, argv[1], strlen(argv[1]));
name_len = 64;

/*---------------------------*/
/* Initialize key structure */
/*---------------------------*/
memset((void*)&key_struct, 0, sizeof(key_struct));
key_struct.modlen = 1024; /* Modulus length is 1024 */
key_struct.pubexplen = 3;
key_struct.pubexp = 0x01000100; /* Public exponent is 65537 */
key_struct_length = sizeof(key_struct);
/*****************************************/
/* Call PKA_Key_Token_Build SAPI */
/*****************************************/
CSNDPKB( &return_code, &reason_code, &exit_data_length,

exit_data,
&rule_array_count,
rule_array,
&key_struct_length,
(unsigned char *)&key_struct,
&name_len,
name,
&zero, /* 1 */
NULL,
&zero, /* 2 */
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NULL,
&zero, /* 3 */
NULL,
&zero, /* 4 */
NULL,
&zero, /* 5 */
NULL,
&token_len,
token);

if (return_code != 0)
{
printf("PKA Key Token Build Failed : return code %d : reason code %d¥n",

return_code, reason_code);
return 1;

}

/**************************************************************/
/* Build certificate */
/**************************************************************/

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
/* Determine length of private key */
/* section from length bytes at offset */
/* 10. */

prv_sec_len = ((256 * token[10]) + token[11]);
/* Determine length of public key section*/
/* section from length bytes at offset */
/* 10 + private section length */

pub_sec_len = ((256 * token[prv_sec_len + 10]) +
token[prv_sec_len + 11]);

/* Calculate the signature section length*/
cert_sec_len = 328 + /* from the signature subsection length, */

20 + /* EID subsection length, */
12 + /* Serial number subsection length, */
4 + /* Information subsection header length, */
pub_sec_len + /* Public key subsection length, */
4; /* and the certificate section hdr length*/

offset = token_len; /* Offset for additions to token */

/* Fill in certicate section header */
tempLen1 = cert_sec_len;
tempLen1 >>= 8;
token[offset++] = 0x40;
token[offset++] = 0x00;
token[offset++] = tempLen1;
token[offset++] = cert_sec_len;

/* Fill in public key subsection */
token[offset++] = 0x41;
for (i = 1 ; i < pub_sec_len ; i ++)
{

/* Copy public key to certificate */
token[offset++] = token[prv_sec_len +(i+8)];

}

/* Fill Optional Information Subsection Header */
info_subsec_len = 20 + /* Length of EID section */

12 + /* Length of serial number section */
4; /* Length of Info subsection header */

tempLen1 = info_subsec_len;
tempLen1 >>= 8;
token[offset++] = 0x42;
token[offset++] = 0x00;
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token[offset++] = tempLen1;
token[offset++] = info_subsec_len;

/* Fill in Public Key Certficate EID subsection */
token[offset++] = 0x51;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x14;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;

/* Public key Certificate Serial Number TLV */
token[offset++] = 0x52;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x0c;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;
token[offset++] = 0x00;

/* Fill in Signature Subsection */
token[offset++] = 0x45;
token[offset++] = 0x00;
token[offset++] = 0x01;
token[offset++] = 0x48;
token[offset++] = 0x01;
token[offset++] = 0x01;

for (i = 0 ; i < 64 ;i++)
{
/* Copy private key name out of private key name section */
/* into certificate */
token[offset++] =

token[prv_sec_len + pub_sec_len + 12 + i];
}

token_len = offset + 258; /* add 258 to allow for digtal sig. */
token[3] = token_len; /* Set new token length */
token[2] = token_len >> 8;

/******************************************************************/
/* Generate Retained key using PKA token with certificate */
/******************************************************************/
memcpy((void*)rule_array,"RETAIN CLONE ",16);
rule_array_count = 2;
memset(pub_token,0,2500);
pub_token_len = 2500;
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memset(transport_key_id,0,4);

/*****************************************/
/* Call PKA_Key_Generate SAPI */
/*****************************************/
CSNDPKG( &return_code, &reason_code, &exit_data_length,

exit_data,
&rule_array_count,
rule_array,
&zero, /* regenerated data length */
regen_data,
&token_len,
token,
transport_key_id,
&pub_token_len,
pub_token);

if (return_code != 0)
{
printf("PKA Key Generate Failed : return code %d :reason code %d¥n",

return_code, reason_code);
return 1;

}

/******************************************************************/
/* Write public key token out to file */
/******************************************************************/

/* Append ".PUB" to key name */
memcpy((void*)&name[strlen(argv[1])],".PUB",5);
fp = fopen(name,"wb"); /* Open the file */

if (!fp)
{
printf("File open failed¥n");
}

else
{
fwrite(pub_token,pub_token_len,1,fp); /* Write token to file */

fclose(fp); /* Close the file */
printf("Public token written to file %s.¥n",name);
}

name[strlen(argv[1])] = 0; /* Convert name to string */
printf("Private key %s is retained in the hardware¥n",name);
return 0;

}

�: '�(����������������.���������

ILE RPG ��"#$
^9?<&-<r#=9k?aN]I-<NZ"r8.9kKO",WK~8FJ

<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* GENRETAIN
D*
D* Sample program to generate a retained key to be used for
D* master key cloning.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
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D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: RETAINED_KEY_NAME
D*
D* Example:
D* CALL PGM(GENRETAIN) PARM(TESTKEY)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(GENRETAIN) SRCFILE(SAMPLE)
D* CRTPGM PGM(GENRETAIN) MODULE(GENRETAIN)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSNDPKG and CSNDPKB service programs
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* PKA_Key_Token_Build (CSNDPKB) and PKA_Key_Generate (CSNDPKG).
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Regeneration data
DREGENDATA S 4 INZ(X’00000000’)
D* ** Transport key encrypting key
DTRANSPORTKEK S 4 INZ(X’00000000’)
D* ** Generated keyid
DGENKEY S 2500
D* ** Generated keyid length
DGENKEYLEN S 9B 0 INZ(2500)
D* ** Key name and length
DKEYNAME S 64
DKEYNAMEL S 9B 0 INZ(64)
D* ** Key structure for PKA Key Token Build
DKEYSTRUCT DS
DMODLEN 1 2B 0
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DMODLENFLD 3 4B 0
DPUBEXPLEN 5 6B 0
DPRVEXPLEN 7 8B 0
DPUBEXP 9 12B 0
D* ** Null parms needed for CSNDPKB and CSNDPKG
DZERO S 9B 0 INZ(0)
DNULLPTR S * INZ(*NULL)
D* ** Key structure length
DKEYSTRUCTLEN S 9B 0 INZ(12)
D* ** Data structure for aligning 2 bytes into
D* ** a 2 bytes integer
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D* ** Private key section length
DPRVSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into Token array
DINDEX S 9B 0
D* ** Declares for copying private key name
DNAMEPTR1 S *
DNAME1 S 64 BASED(NAMEPTR1)
DNAMEPTR2 S *
DNAME2 S 64 BASED(NAMEPTR2)
D* ** Loop counter
DI S 9B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and length
DPATH S 80 INZ(*ALLX’00’)
DPATHLEN S 9B 0
D* ** Open flag - Create on open, open for writing,
D* ** and clear if exists
DOFLAG S 10I 0 INZ(X’4A’)
D*
D**********************************************************
D* Prototype for PKA_Key_Token_Build (CSNDPKB)
D**********************************************************
DCSNDPKB PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DKEYSTRLEN 9B 0
DKEYSTR 10
DKEYNML 9B 0
DKEYNM 64
DRSRVLN1 9B 0
DRSRV1 * VALUE
DRSRVLN2 9B 0
DRSRV2 * VALUE
DRSRVLN3 9B 0
DRSRV3 * VALUE
DRSRVLN4 9B 0
DRSRV4 * VALUE
DRSRVLN5 9B 0
DRSRV5 * VALUE
DTKNLEN 9B 0
DTKN 2500 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for PKA_Key_Generate (CSNDPKG)
D**********************************************************
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DCSNDPKG PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DREGDTAL 9B 0
DREGDTA 20 OPTIONS(*VARSIZE)
DSKTKNL 9B 0
DSKTKN 2500 OPTIONS(*VARSIZE)
DTRNKEK 64 OPTIONS(*VARSIZE)
DGENKEYL 9B 0
DGENKEY 2500 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for write()
D**********************************************************
D* value returned = number of bytes actually written, or -1
Dwrite PR 9B 0 EXTPROC(’write’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Data to be written
D 1200 OPTIONS(*VARSIZE)
D* Length of data to write
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
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DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM KEYNAMEPARM 50
C* *------------------------*
C* * Initialize tokens to 0 *
C* *------------------------*
C MOVEL *ALLX’00’ TOKEN
C MOVEL *ALLX’00’ GENKEY
C* *------------------------*
C* * Initialize key struct *
C* *------------------------*
C Z-ADD 1024 MODLEN
C Z-ADD 0 MODLENFLD
C Z-ADD 3 PUBEXPLEN
C Z-ADD 0 PRVEXPLEN
C EVAL PUBEXP = 65537 * 256
C* *------------------------*
C* * Copy key name from parm*
C* *------------------------*
C MOVEL KEYNAMEPARM KEYNAME
C* *------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------*
C MOVEL ’RSA-PRIV’ RULEARRAY
C MOVE ’KEY-MGMT’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C**************************************************************
C* Call PKA_Key_Token_Build SAPI
C**************************************************************
C CALLP CSNDPKB (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C KEYSTRUCTLEN:
C KEYSTRUCT:
C KEYNAMEL:
C KEYNAME:
C ZERO:
C NULLPTR:
C ZERO:
C NULLPTR:
C ZERO:
C NULLPTR:
C ZERO:
C NULLPTR:
C ZERO:
C NULLPTR:
C TOKENLEN:
C TOKEN)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *------------------------*
C* * Send failure message *
C* *------------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNDPKB’ SAPI
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C EXSR SNDMSG
C RETURN
C ENDIF
C*
C*------------------------------------------------------------*
C* Build the certificate *
C*------------------------------------------------------------*
C* Get the private section length. The length is at position 11
C* of the token
C EVAL MSB = TOKENARRAY(10+1)
C EVAL LSB = TOKENARRAY(11+1)
C MOVE LENGTH PRVSECLEN
C* Get the public section length. The length is at position
C* (11 + Private key section length).
C EVAL MSB = TOKENARRAY(10 + PRVSECLEN + 1)
C EVAL LSB = TOKENARRAY(11 + PRVSECLEN + 1)
C MOVE LENGTH PUBSECLEN
C* Calculate the certificate section length
C* Cert Section length = Signature length (328) +
C* EID section length (20) +
C* Serial number length (12) +
C* Info subsection header length (4) +
C* Public Key section length +
C* Cert section header length (4)
C EVAL LENGTH = 328 + 20 + 12 + 4 + PUBSECLEN + 4
C* Fill Certificate section header
C MOVE TOKENLEN INDEX
C EVAL TOKENARRAY(INDEX +1) = X’40’
C EVAL TOKENARRAY(INDEX +2) = X’00’
C EVAL TOKENARRAY(INDEX +3) = MSB
C EVAL TOKENARRAY(INDEX +4) = LSB
C* Fill in public key subsection
C EVAL TOKENARRAY(INDEX +5) = X’41’
C ADD 5 INDEX
C Z-ADD 1 I
C* Copy the public key section of the token into the public key
C* subsection of the certificate section.
C I DOWLT PUBSECLEN
C EVAL TOKENARRAY(INDEX + I) =
C TOKENARRAY(PRVSECLEN + I + 8 + 1)
C 1 ADD I I
C ENDDO
C EVAL INDEX = INDEX + PUBSECLEN - 1
C* Fill in Optional Information subsection header
C Z-ADD 36 LENGTH
C EVAL TOKENARRAY(INDEX +1) = X’42’
C EVAL TOKENARRAY(INDEX +2) = X’00’
C EVAL TOKENARRAY(INDEX +3) = MSB
C EVAL TOKENARRAY(INDEX +4) = LSB
C* Fill in Public Key Certficate EID
C EVAL INDEX = INDEX + 4
C EVAL TOKENARRAY(INDEX +1) = X’51’
C EVAL TOKENARRAY(INDEX +4) = X’14’
C* Fill in Public Key Certficate Serial Number TLV
C EVAL INDEX = INDEX + 20
C EVAL TOKENARRAY(INDEX +1) = X’52’
C EVAL TOKENARRAY(INDEX +4) = X’0C’
C* Fill in Signature Subsection
C EVAL INDEX = INDEX + 12
C EVAL TOKENARRAY(INDEX +1) = X’45’
C EVAL TOKENARRAY(INDEX +3) = X’01’
C EVAL TOKENARRAY(INDEX +4) = X’48’
C EVAL TOKENARRAY(INDEX +5) = X’01’
C EVAL TOKENARRAY(INDEX +6) = X’01’
C* Fill in private key name
C EVAL INDEX = INDEX + 6
C EVAL NAMEPTR1 = %ADDR(TOKENARRAY(INDEX +1))
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C EVAL NAMEPTR2 =
C %ADDR(TOKENARRAY(PRVSECLEN+PUBSECLEN+12+1))
C MOVEL NAME2 NAME1
C* Adjust token length
C EVAL LENGTH = INDEX + 64 + 258
C MOVE MSB TOKENARRAY(3)
C MOVE LSB TOKENARRAY(4)
C EVAL TOKENLEN = LENGTH
C* *------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------*
C MOVEL ’RETAIN ’ RULEARRAY
C MOVE ’CLONE ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C
C*------------------------------------------------------*
C* Call PKA_Key_Generate SAPI *
C*------------------------------------------------------*
C CALLP CSNDPKG (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C ZERO:
C REGENDATA:
C TOKENLEN:
C TOKEN:
C TRANSPORTKEK:
C GENKEYLEN:
C GENKEY)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 0
C* *----------------------*
C* * Send failure message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNDPKG’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C*-------------------------------*
C* Write certificate out to file *
C*-------------------------------*
C* ** Build path name
C EVAL PATHLEN = %LEN(%TRIM(KEYNAMEPARM))
C PATHLEN SUBST KEYNAMEPARM:1 PATH
C EVAL %SUBST(PATH:PATHLEN+1:4) = ’.PUB’
C*
C* ** Open the file
C*
C EVAL FILED = open(PATH: OFLAG)
C*
C* ** Check if open worked
C*
C FILED IFEQ -1
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C*
C* ** Open failed, send an error message
C*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C*
C ELSE
C*
C* ** Open worked, write certificate out to file and close file
C*
C CALLP write (FILED:
C GENKEY:
C GENKEYLEN)
C CALLP close (FILED)
C*
C* ** Send completion message
C*
C MOVEL MSG(4) MSGTEXT
C EVAL %SUBST(MSGTEXT: 32: PATHLEN + 4) =
C %SUBST(PATH: 1: PATHLEN + 4)
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
CSNDPKB failed with return/reason codes 9999/9999.
The retained key was successfully created.
The file could not be opened.
The certificate was written to
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/*-------------------------------------------------------------------*/
/* REGHASH */
/* */
/* Sample program to register the hash of a CCA public key */
/* certificate. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
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/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: Stream file containing public key certificate */
/* */
/* Example: */
/* CALL PGM(REGHASH) PARM(CERTFILE) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* PKA_Public_Key_Hash_Register (CSNDPKH) and One_Way_Hash WH). */
/* (CSNBOWH). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(REGHASH) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REGHASH) MODULE(REGHASH) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSNDPKH and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
char token[2500];
long chaining_vector_length = 128;
long hash_length = 20;
long text_length;
unsigned char chaining_vector[128];
unsigned char hash[20];
/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long cert_sec_len; /* Certificate section length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
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char name[64]; /* Registered key name */

long count; /* Number of bytes read from file */
FILE *fp; /* File pointer */

if (argc < 2) /* Check the number of parameters passed */
{
printf("Need to enter a public key name¥n");
return 1;
}

memset(name,’ ’,64); /* Copy key name (and pad) to a 64 byte */
/* field. */

memcpy(name,argv[1],strlen(argv[1]));

fp = fopen(argv[1],"rb"); /* Open the file for reading */
if (!fp)
{
printf("File %s not found.¥n",argv[1]);
return 1;
}

memset(token,0,2500); /* Initialize the token to 0 */
count = fread(token,1,2500,fp); /* Read the token from the file */
fclose(fp); /* Close the file */

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in */
{
printf("Incomplete token in file¥n");
return 1;
}

/************************************************************/
/* Find the certificate offset in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 10 overall */
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */
/************************************************************/
pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */
/* length from the length bytes at */
/* offset 2 of the section. */

cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);
tempOffset = offset + 4; /* Set offset to first subsection */

/*-----------------------------------------------------*/
/* Parse each subsection of the certificate until the */
/* signature subsection is found or the end is reached.*/
/* (Identifier for signature subsection is Hex 45.) */
/*-----------------------------------------------------*/

while(token[tempOffset] != 0x45 &&
tempOffset < offset + cert_sec_len)

{
tempOffset += 256 * token[tempOffset + 2] + token[tempOffset+3];
}
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/*----------------------------------------------------*/
/* Check if no signature was found before the end of */
/* the certificate section. */
/*----------------------------------------------------*/
if (token[tempOffset] != 0x45)
{
printf("Invalid certificate¥n");
return 1;
}

/**************************************************************/
/* Hash the certificate */
/**************************************************************/
text_length = tempOffset - offset + 70; /* Text length is length */

/* of certificate subsection. */

memcpy((void*)rule_array,"SHA-1 ",8); /* Set rule array */
rule_array_count = 1;
chaining_vector_length = 128;
hash_length = 20;

CSNBOWH( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&text_length,
&token[offset],
&chaining_vector_length,
chaining_vector,
&hash_length,
hash);

if (return_code != 0)
{
printf("One_Way_Hash Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}

/**************************************************************/
/* Register the Hash */
/**************************************************************/

/* Set the rule array */
memcpy((void*)rule_array,"SHA-1 CLONE ",16);
rule_array_count = 2;

/* Build the name of the retained */
/* key from the file and "RETAINED"*/

memcpy(&name[strlen(argv[1])],".RETAINED",9);

CSNDPKH( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
name,
&hash_length,
hash);

if (return_code != 0)
{
printf("Public Key Register_Hash Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}
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name[strlen(argv[1]) + 9] = 0; /* Convert name to a string */
printf("Hash registered for %s.¥n",name);

}
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D*************************************************************
D* REGHASH
D*
D* Sample program to register the hash of a CCA public key
D* certificate.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Stream file containing public key certificate
D*
D* Example:
D* CALL PGM(REGHASH) PARM(CERTFILE)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(REGHASH) SRCFILE(SAMPLE)
D* CRTPGM PGM(REGHASH) MODULE(REGHASH)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSNDPKH and CSNBOWH service programs
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* PKA_Public_Key_Hash_Register (CSNDPKH) and One_Way_Hash
C* (CSNBOWH).
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
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DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting token
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Chaining vector length
DCHAINVCTLEN S 9B 0 INZ(128)
D* ** Chaining vector
DCHAINVCT S 128
D* ** Hash length
DHASHLEN S 9B 0 INZ(20)
D* ** Hash
DHASH S 20
D* ** Text length
DTXTLENGTH S 9B 0
D* ** Name of retained key
DNAME S 64
D* ** Structure used for aligning 2 bytes into a
D* ** 2 byte integer.
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D*
D* ** Certificate section length
DCRTSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into PKA key token
DTKNINDEX S 9B 0
D* ** Index into PKA key token
DTMPINDEX S 9B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and path length
DPATH S 80 INZ(*ALLX’00’)
DPATHLEN S 9B 0
D* ** Open Flag - Open for Read only
DOFLAG S 10I 0 INZ(1)
D*
D**********************************************************
D* Prototype for PKA_Public_Key_Hash_Register (CSNDPKH)
D**********************************************************
DCSNDPKH PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DKYNAM 64
DHSHL 9B 0
DHSH 20 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for One_Way_Hash (CSNBOWH)
D**********************************************************
DCSNBOWH PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
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DTXTLEN 9B 0
DTXT 500 OPTIONS(*VARSIZE)
DCHNVCTLEN 9B 0
DCHNVCT 128
DHSHLEN 9B 0
DHSH 20
D*
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 80
DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
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C PARM FILEPARM 50
C**************************************************************
C* Open certificate file
C**************************************************************
C* *---------------------*
C* ** Build path name *
C* *---------------------*
C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAG)
C* *----------------------*
C* * Check if open worked *
C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *--------------------------------------------------*
C* * Open worked, read certificate and close the file *
C* *--------------------------------------------------*
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C TOKENLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *--------------------------------------*
C* * Check if certificate length is valid *
C* * The length bytes start at position 3 *
C* *--------------------------------------*
C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY(4)
C LENGTH IFLT TOKENLEN
C* *-----------------------------------*
C* * Certificate length is not valid *
C* *-----------------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Find the certificate in the token
C*
C* The layout of the token is
C*
C* - Token header - 8 bytes - including 2 length bytes
C* - Public key section - length bytes at position 3 (11 overall)
C* - Private key name - 68 bytes
C* - Certificate section
C*
C* Note: 1 is added because RPG arrays start at 1.
C**************************************************************
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C EVAL MSB = TOKENARRAY(11)
C EVAL LSB = TOKENARRAY(12)
C EVAL PUBSECLEN = LENGTH
C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*
C* *-----------------------------------------*
C* * Determine length of certificate section *
C* * Length bytes are at position 2 of the *
C* * section.
C* *-----------------------------------------*
C EVAL MSB = TOKENARRAY(TKNINDEX + 2)
C EVAL LSB = TOKENARRAY(TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH
C EVAL TMPINDEX = TKNINDEX + 4
C*
C* *-----------------------------------------------------*
C* * Parse each subsection of the certificate until the *
C* * signature subsection is found or the end is reached.*
C* * (Identifier for signature subsection is Hex 45.) *
C* *-----------------------------------------------------*
C DOW (TOKENARRAY(TMPINDEX) <> X’45’) AND
C (TMPINDEX < TKNINDEX + CRTSECLEN)
C EVAL MSB = TOKENARRAY(TMPINDEX + 2)
C EVAL LSB = TOKENARRAY(TMPINDEX + 3)
C TMPINDEX ADD LENGTH TMPINDEX
C ENDDO
C*
C* *----------------------------------------------------*
C* * Check if no signature was found before the end of *
C* * the certificate section. *
C* *----------------------------------------------------*
C IF TOKENARRAY(TMPINDEX) <> X’45’
C MOVEL MSG(4) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Hash the certificate
C**************************************************************
C* *------------------------------------------*
C* * Calculate the length to hash *
C* *------------------------------------------*
C EVAL TXTLENGTH = TMPINDEX - TKNINDEX + 70
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’SHA-1 ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *-------------------------*
C* * Call One Way Hash SAPI *
C* *-------------------------*
C CALLP CSNBOWH (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C TXTLENGTH:
C TOKENARRAY(TKNINDEX):
C CHAINVCTLEN:
C CHAINVCT:
C HASHLEN:
C HASH)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
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C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(5) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNBOWH’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Register the certificate hash
C**************************************************************
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’SHA-1 ’ RULEARRAY
C MOVE ’CLONE ’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C* *------------------------------------------*
C* * Build the key name (FILENAME.RETAINED) *
C* *------------------------------------------*
C EVAL %SUBST(NAME: 1: PATHLEN) =
C %SUBST(PATH: 1: PATHLEN)
C EVAL %SUBST(NAME:PATHLEN+1:9) = ’.RETAINED’

C* *-----------------------------------*
C* * Call PKA Public Key Hash Register *
C* *-----------------------------------*
C CALLP CSNDPKH (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C NAME:
C HASHLEN:
C HASH)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(5) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNDPKH’ SAPI
C EXSR SNDMSG
C ELSE
C* *-----------------------*
C* * Send success message *
C* *-----------------------*
C MOVEL MSG(6) MSGTEXT
C EVAL %SUBST(MSGTEXT: 41: PATHLEN + 9) =
C %SUBST(NAME: 1: PATHLEN + 9)
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************

226 iSeries: Ef=O<I&'"



C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
The file could not be opened.
There was an error reading from the file.
The length of the certificate is not valid.
The certificate is not valid.
CSNBOWH failed with return/reason codes 9999/9999.
The hash was successfully registered as
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/*-------------------------------------------------------------------*/
/* REGPUBKEY */
/* */
/* Sample program to register a CCA public key certificate */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: Stream file containing public key certificate */
/* */
/* Example: */
/* CALL PGM(REGPUBKEY) PARM(CERTFILE) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* PKA_Public_Key_Register (CSNDPKR). */
/* */
/* Use these commands to compile this program on iSeries: */
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/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(REGPUBKEY) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REGPUBKEY) MODULE(REGPUBKEY) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSNDPKR service program */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
char token[2500];
/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long cert_sec_len; /* Certificate section length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
char name[64]; /* Registered key name */

long count; /* Number of bytes read from file */
FILE *fp; /* File pointer */

if (argc < 2) /* Check the number of parameters passed */
{
printf("Need to enter a public key name¥n");
return 1;
}

memset(name,’ ’,64); /* Copy key name (and pad) to a 64 byte */
/* field. */

memcpy(name,argv[1],strlen(argv[1]));

fp = fopen(argv[1],"rb"); /* Open the file for reading */
if (!fp)
{
printf("File %s not found.¥n",argv[1]);
return 1;
}

memset(token,0,2500); /* Initialize the token to 0 */
count = fread(token,1,2500,fp); /* Read the token from the file */
fclose(fp); /* Close the file */

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in */
{
printf("Incomplete token in file¥n");
return 1;
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}

/**********************************************************/
/* Find the certificate length in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 2 */
/* - Private key name - 68 bytes */
/* - Certificate section */
/**********************************************************/
pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */
/* length from the length bytes at */
/* offset 2 of the section. */

cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**************************************************************/
/* Register the Public Key */
/**************************************************************/
memcpy((void*)rule_array,"CLONE ",8); /* Set rule array */
rule_array_count = 1;

/* Build the name of the retained */
/* key from the file and "RETAINED"*/

memcpy(&name[strlen(argv[1])],".RETAINED",9);

CSNDPKR( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
name,
&cert_sec_len,
&token[offset]);

if (return_code != 0)
{
printf("Public Key Register Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}

name[strlen(argv[1]) + 9] = 0; /* Convert name to a string */
printf("Public key registered for %s.¥n",name);

}
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D*************************************************************
D* REGPUBKEY
D*
D* Sample program to register a CCA public key
D* certificate.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
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D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Stream file containing public key certificate
D*
D* Example:
D* CALL PGM(REGPUBKEY) PARM(CERTFILE)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(REGPUBKEY) SRCFILE(SAMPLE)
D* CRTPGM PGM(REGPUBKEY) MODULE(REGPUBKEY)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSNDPKR service program
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* PKA_Public_Key_Register (CSNDPKR).
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting token
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Name of retained key
DNAME S 64
D* ** Structure used for aligning 2 bytes into a
D* ** 2 byte integer.
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D* ** Certificate section length
DCRTSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into PKA key token
DTKNINDEX S 9B 0
D* ** Index into PKA key token
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DTMPINDEX S 9B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and path length
DPATH S 80 INZ(*ALLX’00’)
DPATHLEN S 9B 0
D* ** Open Flag - Open for Read only
DOFLAG S 10I 0 INZ(1)
D*
D**********************************************************
D* Prototype for PKA_Public_Key_Register (CSNDPKR)
D**********************************************************
DCSNDPKR PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DKYNAM 64
DCRTLEN 9B 0
DCRT 500 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(5) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
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DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM FILEPARM 50
C**************************************************************
C* Open certificate file
C**************************************************************
C* *---------------------*
C* ** Build path name *
C* *---------------------*
C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAG)
C* *----------------------*
C* * Check if open worked *
C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *--------------------------------------------------*
C* * Open worked, read certificate and close the file *
C* *--------------------------------------------------*
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C TOKENLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *--------------------------------------*
C* * Check if certificate length is valid *
C* * The length bytes start at position 3 *
C* *--------------------------------------*
C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY(4)
C LENGTH IFLT TOKENLEN
C* *-----------------------------------*
C* * Certificate length is not valid *
C* *-----------------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C RETURN
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C ENDIF
C*
C**************************************************************
C* Find the certificate in the token
C*
C* The layout of the token is
C*
C* - Token header - 8 bytes - including 2 length bytes
C* - Public key section - length bytes at position 3 (11 overall)
C* - Private key name - 68 bytes
C* - Certificate section
C*
C* Note: 1 is added because RPG arrays start at 1.
C**************************************************************
C EVAL MSB = TOKENARRAY(11)
C EVAL LSB = TOKENARRAY(12)
C EVAL PUBSECLEN = LENGTH
C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*
C* *-----------------------------------------*
C* * Determine length of certificate section *
C* * Length bytes are at position 2 of the *
C* * section.
C* *-----------------------------------------*
C EVAL MSB = TOKENARRAY(TKNINDEX + 2)
C EVAL LSB = TOKENARRAY(TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH
C*
C**************************************************************
C* Register the public key
C**************************************************************
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’CLONE ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *------------------------------------------*
C* * Build the key name (FILENAME.RETAINED) *
C* *------------------------------------------*
C EVAL %SUBST(NAME: 1: PATHLEN) =
C %SUBST(PATH: 1: PATHLEN)
C EVAL %SUBST(NAME:PATHLEN+1:9) = ’.RETAINED’

C* *------------------------------*
C* * Call PKA Public Key Register *
C* *------------------------------*
C CALLP CSNDPKR (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C NAME:
C CRTSECLEN:
C TOKENARRAY(TKNINDEX))
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(4) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C ELSE
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C* *-----------------------*
C* * Send success message *
C* *-----------------------*
C MOVEL MSG(5) MSGTEXT
C EVAL %SUBST(MSGTEXT: 41: PATHLEN + 9) =
C %SUBST(NAME: 1: PATHLEN + 9)
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
The file could not be opened.
There was an error reading from the file.
The length of the certificate is not valid.
CSNDPKR failed with return/reason codes 9999/9999.
The hash was successfully registered as

�: ���������������� ILE C ��"#$
x+0NH</sr'Z9kKO",WK~8FJ<NWm0i`crQ97F/

@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* CERTKEY */
/* */
/* Sample program to certify a CCA public key certificate to be */
/* used for master key cloning. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: FILENAME - File containing public key token */
/* RETAINED_KEY_NAME - Name of key to certify token */
/* */
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/* Example: */
/* CALL PGM(CERTKEY) PARM(MYKEY.PUB CERTKEY) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* Digital_Signature_Generate (CSNDDSG) and One_Way_Hash (CSNBOWH). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(CERTKEY) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CERTKEY) MODULE(CERTKEY) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSNDDSG and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"
#include "decimal.h"

extern void QDCXLATE(decimal(5,0), char *, char*, char *);
#pragma linkage (QDCXLATE, OS, nowiden)

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
char token[2500];
long chaining_vector_length = 128;
long hash_length = 20;
long text_length;
unsigned char chaining_vector[128];
unsigned char hash[20];
long signature_length = 256;
long signature_bit_length;
/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long cert_sec_len; /* Certificate section length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
long tempLength; /* Length variable */
char name[64]; /* Private key name */
char SAname[64]; /* Share administration or certifying */

/* key name. */
char SAnameASCII[64]; /* Share admin key name in ASCII */
long SAname_length = 64; /* Length of Share admin key name */
long count; /* Number of bytes read from file */
decimal(5,0) xlate_length = 64; /* Packed decimal variable */
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/* needed for call to QDCXLATE. */
FILE *fp; /* File pointer */

if (argc < 3) /* Check the number of parameters passed */
{
printf("Need to enter a public key name and SA key¥n");
return 1;
}

name[0] = 0; /* Make copy of name parameters */
strcpy(name,argv[1]);
memset(SAname, ’ ’, 64); /* Make copy of Share Admin key name */
memcpy(SAname,argv[2],strlen(argv[2]));

fp = fopen(name,"rb"); /* Open the file containing the token */
if (!fp)
{
printf("File %s not found.¥n",argv[1]);
return 1;
}

memset(token,0,2500); /* Read the token from the file */
count = fread(token,1,2500,fp);
fclose(fp);

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in */
{
printf("Incomplete token in file¥n");
return 1;
}

/************************************************************/
/* Find the certificate offset in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 10 overall */
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */
/************************************************************/
pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */
/* length from the length bytes at */
/* offset 2 of the section. */

cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);
tempOffset = offset + 4; /* Set offset to first subsection */

/*-----------------------------------------------------*/
/* Parse each subsection of the certificate until the */
/* signature subsection is found or the end is reached.*/
/* (Identifier for signature subsection is Hex 45.) */
/*-----------------------------------------------------*/

while(token[tempOffset] != 0x45 &&
tempOffset < offset + cert_sec_len)

{
tempOffset += 256 * token[tempOffset + 2] + token[tempOffset+3];
}

/*----------------------------------------------------*/
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/* Check if no signature was found before the end of */
/* the certificate section. */
/*----------------------------------------------------*/
if (token[tempOffset] != 0x45)
{
printf("Invalid certificate¥n");
return 1;
}

/*******************************************************/
/* Replace Private key name in certificate with the */
/* Share admin key name (expressed in ASCII). */
/*******************************************************/
text_length = tempOffset - offset + 70;
memcpy(SAnameASCII,SAname,64);
/*----------------------------------------------------*/
/* Convert the Share Admin key name to ASCII */
/*----------------------------------------------------*/
QDCXLATE(xlate_length, SAnameASCII, "QASCII ", "QSYS ");
memcpy(&token[tempOffset + 6], SAnameASCII, 64);

/**************************************************************/
/* Hash the certificate */
/**************************************************************/
memcpy((void*)rule_array,"SHA-1 ",8);
rule_array_count = 1;
chaining_vector_length = 128;
hash_length = 20;

CSNBOWH( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&text_length,
&token[offset],
&chaining_vector_length,
chaining_vector,
&hash_length,
hash);

if (return_code != 0)
{
printf("One_Way_Hash Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}

/**************************************************************/
/* Create a signature */
/**************************************************************/
memcpy((void*)rule_array,"ISO-9796",8);
rule_array_count = 1;

CSNDDSG( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&SAname_length,
SAname,
&hash_length,
hash,
&signature_length,
&signature_bit_length,
&token[tempOffset+70]);

if (return_code != 0)
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{
printf("Digital Signature Generate Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}

/*-----------------------------------------------*/
/* Check if the new signature is longer than the */
/* original signature */
/*-----------------------------------------------*/
if((token[tempOffset + 2] * 256 + token[tempOffset + 3]) - 70 !=

signature_length)
{
printf("Signature Length change from %d to %d.¥n",

token[tempOffset + 2] * 256 + token[tempOffset + 3] - 70,
signature_length);

/* Adjust length in signature subsection */
token[tempOffset + 2] = signature_length >> 8;
token[tempOffset + 3] = signature_length;

/* Adjust length in certificate section */
token[offset + 2] = (text_length + signature_length) >> 8;
token[offset + 3] = text_length + signature_length;

/* Adjust length in token header section */
tempLength = 8 + pub_sec_len + 68 + text_length +

signature_length;
token[2] = tempLength >> 8;
token[3] = tempLength;
}
else tempLength = token[2] * 256 + token[3];

/********************************************/
/* Write certified public key out to a file */
/********************************************/
strcat(name,".CRT"); /* Append .CRP to filename */
fp = fopen(name,"wb"); /* Open the certificate file */
if (!fp)

{
printf("File open failed for output¥n");
}

else
{
fwrite(token, 1, tempLength, fp);
fclose(fp);
printf("Public token written to file %s.¥n",name);
}

}

�: ���������������� ILE RPG ��"#$
x+0NH</sr'Z9kKO",WK~8FJ<NWm0i`crQ97F/

@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* CERTKEY
D*
D* Sample program to certify a CCA public key certificate to be
D* used for master key cloning.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
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D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: FILENAME - File containing public key token
D* RETAINED_KEY_NAME - Name of key to certify token
D*
D* Example:
D* CALL PGM(CERTKEY) PARM(MYKEY.PUB CERTKEY)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CERTKEY) SRCFILE(SAMPLE)
D* CRTPGM PGM(CERTKEY) MODULE(CERTKEY)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSNDDSG and CSNBOWH service programs
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Digital_Signature_Generate (CSNDDSG) and One_Way_Hash (CSNBOWH).
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting token
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Chaining vector length
DCHAINVCTLEN S 9B 0 INZ(128)
D* ** Chaining vector
DCHAINVCT S 128
D* ** Hash length
DHASHLEN S 9B 0 INZ(20)
D* ** Hash
DHASH S 20
D* ** Text length
DTXTLENGTH S 9B 0
D* ** Signature length
DSIGLENGTH S 9B 0 INZ(256)
D* ** Signature length in bits
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DSIGBITLEN S 9B 0
D*--------------------------------------------------------
D* Declare variables for working with tokens
D*--------------------------------------------------------
D* ** NAMEPTR and NAME are used for copying
D* ** private key name
DNAMEPTR S *
DNAME S 64 BASED(NAMEPTR)
D* ** Share administrator (certifying key) name length
DSANAMELEN S 9B 0
D* ** Share administrator (certifying key) name
DSANAME S 64
D* ** Share administrator name expressed in ASCII
DSANAMEASC S 64
D* ** Certificate section length
DCRTSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into PKA key token
DTKNINDEX S 9B 0
D* ** Index into PKA key token
DTMPINDEX S 9B 0
D* ** Structure used for aligning 2 bytes into a
D* ** 2 byte integer.
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and path length
DPATH S 80 INZ(*ALLX’00’)
DPATHLEN S 9B 0
D* ** Open flag - Create on open, open for writing,
D* ** and clear if exists
DOFLAGW S 10I 0 INZ(X’4A’)
D* ** Open Flag - Open for Read only
DOFLAGR S 10I 0 INZ(1)
D* ** Declares for calling QDCXLATE API
DXTABLE S 10 INZ(’QASCII ’)
DLIB S 10 INZ(’QSYS ’)
DXLATLEN S 5 0 INZ(64)
D
D*
D**********************************************************
D* Prototype for Digital_Signature_Generate (CSNDDSG)
D**********************************************************
DCSNDDSG PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DKEYIDLEN 9B 0
DKEYID 2500 OPTIONS(*VARSIZE)
DHSHL 9B 0
DHSH 20 OPTIONS(*VARSIZE)
DSIGFLDL 9B 0
DSIGBTL 9B 0
DSIGFLD 256 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for One_Way_Hash (CSNBOWH)
D**********************************************************
DCSNBOWH PR
DRETCOD 9B 0
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DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DTXTLEN 9B 0
DTXT 500 OPTIONS(*VARSIZE)
DCHNVCTLEN 9B 0
DCHNVCT 128
DHSHLEN 9B 0
DHSH 20
D*
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for write()
D**********************************************************
D* value returned = number of bytes written, or -1
Dwrite PR 9B 0 EXTPROC(’write’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Output buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be written
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(7) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
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DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C**************************************************************
C *ENTRY PLIST
C PARM FILEPARM 32
C PARM CKEY 32
C**************************************************************
C* Open certificate file
C**************************************************************
C* *---------------------*
C* ** Build path name *
C* *---------------------*
C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAGR)
C* *----------------------*
C* * Check if open worked *
C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *--------------------------------------------------*
C* * Open worked, read certificate and close the file *
C* *--------------------------------------------------*
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C TOKENLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C ENDIF
C*
C* *--------------------------------------*
C* * Check if certificate length is valid *
C* *--------------------------------------*
C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY(4)
C LENGTH IFLT TOKENLEN
C* *-----------------------------------*
C* * Certificate length is not valid *
C* *-----------------------------------*
C MOVEL MSG(3) MSGTEXT
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C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Find the certificate in the token
C*
C* The layout of the token is
C*
C* - Token header - 8 bytes - including 2 length bytes
C* - Public key section - length bytes at offset 2
C* - Private key name - 68 bytes
C* - Certificate section
C*
C**************************************************************
C* *--------------------------------------------------------*
C* * Certificate starts after the public key header section *
C* *--------------------------------------------------------*
C EVAL MSB = TOKENARRAY(11)
C EVAL LSB = TOKENARRAY(12)
C EVAL PUBSECLEN = LENGTH
C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*
C* *-----------------------------------------*
C* * Determine length of certificate section *
C* *-----------------------------------------*
C EVAL MSB = TOKENARRAY(TKNINDEX + 2)
C EVAL LSB = TOKENARRAY(TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH
C EVAL TMPINDEX = TKNINDEX + 4
C*
C* *-----------------------------------------------------*
C* * Parse each subsection of the certificate until the *
C* * signature subsection is found or the end is reached.*
C* * (Identifier for signature subsection is Hex 45.) *
C* *-----------------------------------------------------*
C DOW (TOKENARRAY(TMPINDEX) <> X’45’) AND
C (TMPINDEX < TKNINDEX + CRTSECLEN)
C EVAL MSB = TOKENARRAY(TMPINDEX + 2)
C EVAL LSB = TOKENARRAY(TMPINDEX + 3)
C TMPINDEX ADD LENGTH TMPINDEX
C ENDDO
C*
C* *----------------------------------------------------*
C* * Check if no signature was found before the end of *
C* * the certificate section. *
C* *----------------------------------------------------*
C IF TOKENARRAY(TMPINDEX) <> X’45’
C MOVEL MSG(4) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Sign the Certificate
C**************************************************************
C* *----------------------------------------------------*
C* * Convert the Certifying Keyname to ASCII *
C* *----------------------------------------------------*
C EVAL SANAMELEN = %LEN(%TRIM(CKEY))
C SANAMELEN SUBST CKEY:1 SANAME
C MOVEL SANAME SANAMEASC
C CALL ’QDCXLATE’
C PARM XLATLEN
C PARM SANAMEASC
C PARM XTABLE
C PARM LIB
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C* *----------------------------------------------------*
C* * Replace the private key name in the certificate *
C* *----------------------------------------------------*
C EVAL NAMEPTR = %ADDR(TOKENARRAY(TMPINDEX + 6))
C MOVEL SANAMEASC NAME
C* *----------------------------------------------------*
C* * Calculate length of data to hash *
C* * TKNINDEX is the start of the certificate, *
C* * TMPINDEX is start of signature subsection, *
C* * signature subsection header is 70 bytes long *
C* *----------------------------------------------------*
C EVAL TXTLENGTH = TMPINDEX - TKNINDEX + 70
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’SHA-1 ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *-------------------------*
C* * Call One Way Hash SAPI *
C* *-------------------------*
C CALLP CSNBOWH (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C TXTLENGTH:
C TOKENARRAY(TKNINDEX):
C CHAINVCTLEN:
C CHAINVCT:
C HASHLEN:
C HASH)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(5) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNBOWH’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’ISO-9796’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *------------------------------------------*
C* * Adjust TMPINDEX to where signature starts*
C* * in the certificate *
C* *------------------------------------------*
C TMPINDEX ADD 70 TMPINDEX
C* *------------------------------------------*
C* * Set the Key name length *
C* *------------------------------------------*
C Z-ADD 64 SANAMELEN
C* *---------------------------------------*
C* * Call Digital Signature Generate SAPI *
C* *---------------------------------------*
C CALLP CSNDDSG (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
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C RULEARRAYCNT:
C RULEARRAY:
C SANAMELEN:
C SANAME:
C HASHLEN:
C HASH:
C SIGLENGTH:
C SIGBITLEN:
C TOKENARRAY(TMPINDEX))
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(5) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSNDDSG’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *-----------------------------------------------*
C* * Check if the new signature is longer than the *
C* * original signature *
C* *-----------------------------------------------*
C* ** Adjust TMPINDEX back the start of the subsection
C TMPINDEX SUB 70 TMPINDEX
C* ** Get two byte length of subsection
C EVAL MSB = TOKENARRAY(TMPINDEX + 2)
C EVAL LSB = TOKENARRAY(TMPINDEX + 3)
C* ** Subtract length of subsection header
C LENGTH SUB 70 LENGTH
C* ** Compare old length with new length
C LENGTH IFNE SIGLENGTH
C* *----------------------------------*
C* * Adjust certificate lengths *
C* *----------------------------------*
C* ** Adjust signature length
C EVAL LENGTH = SIGLENGTH
C EVAL TOKENARRAY(TMPINDEX + 2) = MSB
C EVAL TOKENARRAY(TMPINDEX + 3) = LSB
C* ** Adjust certificate section length
C EVAL LENGTH = LENGTH + TXTLENGTH
C EVAL TOKENARRAY(TKNINDEX + 2) = MSB
C EVAL TOKENARRAY(TKNINDEX + 3) = LSB
C* ** Adjust length in token header section
C EVAL LENGTH = LENGTH + 8 + PUBSECLEN + 68
C EVAL TOKENARRAY(3) = MSB
C EVAL TOKENARRAY(4) = LSB
C Z-ADD LENGTH TOKENLEN
C ENDIF
C*
C**************************************************************
C* Write certified public key out to a file
C**************************************************************
C* ** Build path name
C EVAL %SUBST(PATH:PATHLEN+1:4) = ’.CRT’
C*
C* ** Open the file
C*
C EVAL FILED = open(PATH: OFLAGW)
C*
C* ** Check if open worked
C*
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C FILED IFEQ -1
C*
C* ** Open failed, send an error message
C*
C MOVEL MSG(6) MSGTEXT
C EXSR SNDMSG
C*
C ELSE
C*
C* ** Open worked, write certificate out to file and close file
C*
C CALLP write (FILED:
C TOKEN:
C TOKENLEN)
C CALLP close (FILED)
C*
C* ** Send completion message
C*
C MOVEL MSG(7) MSGTEXT
C EVAL %SUBST(MSGTEXT: 41: PATHLEN + 4) =
C %SUBST(PATH: 1: PATHLEN + 4)
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
The input file could not be opened.
There was an error reading from the file.
The length of the certificate is not valid.
The certificate is not valid.
CSNBOWH failed with return/reason codes 9999/9999.
The output file could not be opened.
The certified token was written to file

�: '�(�������,�-�������� ILE C ��"#
$
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/*-------------------------------------------------------------------*/
/* GETSHARE */
/* */
/* Sample program to obtain a master key share as part of the */
/* master key cloning process. */
/* */
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/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: Share number */
/* Name of share sender private key */
/* Name of certifying key */
/* Stream file containing receiver certificate */
/* */
/* */
/* Example: */
/* CALL PGM(GETSHARE) PARM(2 SENDR SAKEY RECVR.PUB) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used is */
/* Master_Key_Distribution (CSUAMKD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(GETSHARE) SRCFILE(SAMPLE) */
/* CRTPGM PGM(GETSHARE) MODULE(GETSHARE) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSUAMKD service program */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"
#include "decimal.h"

extern void QDCXLATE(decimal(5,0), char *, char*, char *);
#pragma linkage (QDCXLATE, OS, nowiden)

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
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char token[2500];
long cloneInfoKeyLength = 500;
unsigned char cloneInfoKey[500];
long cloneInfoLength = 400;
unsigned char cloneInfo[400];
long shareIdx;
char name[64];
char SAname[64];
/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long prv_sec_len; /* Private section length */
long cert_sec_len; /* Certificate section length */
long info_subsec_len; /* Information subsection length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
long tempLength; /* Length variable */
long tempLen1, tempLen2; /* temporary length variables */

char cloneShare[] = "cloneShare00"; /* Base cloning share filename */
long count; /* Number of bytes read in from file */
decimal(15,5) shareParm; /* Packed 15 5 var used for converting */

/* from packed 15 5 to binary. Numeric */
/* parms on iSeries are passed as dec 15 5*/

FILE *fp; /* File pointer */

if (argc < 5) /* Check the number of parameters passed */
{
printf("Need to Share index, Sender name, SA name, and cert¥n");
return 1;
}

/* Convert the packed decimal 15 5 parm */
/* to binary. */

memcpy(&shareParm,argv[1],sizeof(shareParm));
shareIdx = shareParm;
memset(name,’ ’,64); /* Copy the Private key name parm to a */
memcpy(name,argv[2],strlen(argv[2])); /* 64 byte space padded var. */
memset(SAname,’ ’,64); /* Copy the Share Admin name parm to a */
memcpy(SAname,argv[3],strlen(argv[3]));/* 64 byte space padded var. */

fp = fopen(argv[4],"rb"); /* Open the file containing the token */
if (!fp)
{
printf("File %s not found.¥n",argv[4]);
return 1;
}

memset(token,0,2500); /* Read the token from the file */
count = fread(token,1,2500,fp);

fclose(fp); /* Close the file */

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in */
{
printf("Incomplete token in file¥n");
return 1;
}

/************************************************************/
/* Find the certificate offset in the token */
/* */
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/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 10 overall */
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */
/************************************************************/
pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */
/* length from the length bytes at */
/* offset 2 of the section. */

cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**************************************************************/
/* Obtain a share */
/**************************************************************/
memcpy((void*)rule_array,"OBTAIN ",8); /* Set rule array */
rule_array_count = 1;

CSUAMKD( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&shareIdx,
name,
SAname,
&cert_sec_len,
&token[offset],
&cloneInfoKeyLength,
cloneInfoKey,
&cloneInfoLength,
cloneInfo);

if (return_code != 0)
{
printf("Master Key Distribution Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}
else
{
/**************************************************************/
/* Write signed token out to a file */
/**************************************************************/
printf("Master Key Distribution worked¥n");

/* Build file path name */
if (shareIdx < 9) cloneShare[11] = ’0’ + shareIdx;
else

{
cloneShare[10] = ’1’;
cloneShare[11] = ’0’ + shareIdx - 10;
}

fp = fopen(cloneShare,"wb"); /* Open the file */
if (!fp)
{
printf("File %s not be opened for output.¥n",cloneShare);
return 1;
}

/* Write out the length of KEK */
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fwrite((char*)&cloneInfoKeyLength,1,4,fp);
/* Write out the KEK */

fwrite((char*)cloneInfoKey,1,cloneInfoKeyLength,fp);
/* Write out the length of info */

fwrite((char*)&cloneInfoLength,1,4,fp);
/* Write out the clone info */

fwrite((char*)cloneInfo,1,cloneInfoLength,fp);
printf("CLone share %d written to %s.¥n",shareIdx,cloneShare);

fclose(fp); /* Close the file */
return 0;
}

}

�: '�(�������,�-�������� ILE RPG ��"
#$
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D*************************************************************
D* GETSHARE
D*
D* Sample program to obtain a master key share as part of the
D* master key cloning process.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Share number
D* Name of share sender private key
D* Name of certifying key
D* Path name of stream file containing receiver certificate
D*
D* Example:
D* CALL PGM(GETSHARE) PARM(2 SENDR SAKEY RECVR.PUB)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(GETSHARE) SRCFILE(SAMPLE)
D* CRTPGM PGM(GETSHARE) MODULE(GETSHARE)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUAMKD service program
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used is
D* Master_Key_Distribution (CSUAMKD).
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D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Private key name
DPRVNAME S 64
D* ** Certifying key name
DCERTKEY S 64
D*
DLSTRUCT DS
D* ** Clone KEK length - one is binary form and the
D* ** other is used for reading the value from a file
DCLONEKEKL 9B 0 INZ(500)
DCLONEKEKLC 1 4
D* ** Clone info length - one is binary form and the
D* ** other is used for reading the value from a file
DCLONEINFOLEN 9B 0 INZ(400)
DCLONEINFOLENC 5 8
D* ** Cloning key-encrypting-key
DCLONEKEK S 500
D* ** Cloning info
DCLONEINFO S 400
D* ** Share index
DSHAREIDX S 9B 0
D* ** Data structure for aligning 2 bytes into
D* ** a 2 bytes integer
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D* ** Certificate section length
DCRTSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into Token array
DTKNINDEX S 9B 0
D* ** Number of bytes to write out to a file
DOUTLEN S 9B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and length
DPSTRUCT DS
DPATH 80 INZ(*ALLX’00’)
DSIDX 11 12B 0
DPATHLEN S 9B 0
D* ** Open Flag - Open for Read only
DOFLAGR S 10I 0 INZ(1)
D* ** Open flag - Create on open, open for writing,
D* ** and clear if exists

h 4 O 4758 Ef=3Wm;C5< 251



DOFLAGW S 10I 0 INZ(X’4A’)
D* ** Base name of file to store cloning share
DSHAREFILE S 12 INZ(’cloneShare00’)
D*
D**********************************************************
D* Prototype for Master_Key_Distribution (CSUAMKD)
D**********************************************************
DCSUAMKD PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DSHRINDX 9B 0
DKYNAM 64
DCRTKYNAM 64
DCRTL 9B 0
DCRT 2500 OPTIONS(*VARSIZE)
DCLNKEKL 9B 0
DCLNKEK 1200 OPTIONS(*VARSIZE)
DCLNL 9B 0
DCLN 400 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for write()
D**********************************************************
D* value returned = number of bytes written, or -1
Dwrite PR 9B 0 EXTPROC(’write’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Output buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be written
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
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D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(80)
D DS
DMSGTEXT 1 80
DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM SINDEX 15 5
C PARM PRVKEY 32
C PARM SAKEY 32
C PARM FILEPARM 32
C**************************************************************
C* Open certificate file
C**************************************************************
C* *---------------------*
C* ** Build path name *
C* *---------------------*
C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAGR)
C* *----------------------*
C* * Check if open worked *
C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *----------------------------------------------*
C* * Open worked, read certificate and close file *
C* *----------------------------------------------*
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C TOKENLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
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C EXSR SNDMSG
C ENDIF
C*
C* *--------------------------------------*
C* * Check if certificate length is valid *
C* * The length bytes start at position 3 *
C* *--------------------------------------*
C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY(4)
C LENGTH IFLT TOKENLEN
C* *-----------------------------------*
C* * Certificate length is not valid *
C* *-----------------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Find the certificate in the token
C*
C* The layout of the token is
C*
C* - Token header - 8 bytes - including 2 length bytes
C* - Public key section - length bytes at position 3 (11 overall)
C* - Private key name - 68 bytes
C* - Certificate section
C*
C* Note: 1 is added because RPG arrays start at 1.
C**************************************************************
C EVAL MSB = TOKENARRAY(11)
C EVAL LSB = TOKENARRAY(12)
C EVAL PUBSECLEN = LENGTH
C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*
C* *-----------------------------------------*
C* * Determine length of certificate section *
C* * Length bytes are at position 2 of the *
C* * section.
C* *-----------------------------------------*
C EVAL MSB = TOKENARRAY(TKNINDEX + 2)
C EVAL LSB = TOKENARRAY(TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH
C*
C**************************************************************
C* Obtain a certificate
C**************************************************************
C* *------------------------------------------*
C* * Set share index number *
C* * (Convert from packed 15 5 to binary) *
C* *------------------------------------------*
C Z-ADD SINDEX SHAREIDX
C* *------------------------------------------*
C* * Set private key name *
C* *------------------------------------------*
C EVAL LENGTH = %LEN(%TRIM(PRVKEY))
C LENGTH SUBST PRVKEY:1 PRVNAME
C* *------------------------------------------*
C* * Set certifying key name *
C* *------------------------------------------*
C EVAL LENGTH = %LEN(%TRIM(SAKEY))
C LENGTH SUBST SAKEY:1 CERTKEY
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’OBTAIN ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
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C* *------------------------------------*
C* * Call Master Key Distribution SAPI *
C* *------------------------------------*
C CALLP CSUAMKD (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C SHAREIDX:
C PRVNAME:
C CERTKEY:
C CRTSECLEN:
C TOKENARRAY(TKNINDEX):
C CLONEKEKL:
C CLONEKEK:
C CLONEINFOLEN:
C CLONEINFO)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 0
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(4) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSUAMKD’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Write share out to a file
C**************************************************************
C* ** Build path name
C MOVEL *ALLX’00’ PATH
C MOVEL SHAREFILE PATH
C SIDX ADD SHAREIDX SIDX
C SHAREIDX IFGE 10
C SIDX ADD 246 SIDX
C ENDIF
C*
C* ** Open the file
C*
C EVAL FILED = open(PATH: OFLAGW)
C*
C* ** Check if open worked
C*
C FILED IFEQ -1
C*
C* ** Open failed, send an error message
C*
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C*
C ELSE
C*
C* ** Open worked, write certificate out to file and close file
C*
C Z-ADD 4 OUTLEN
C CALLP write (FILED:
C CLONEKEKLC:
C OUTLEN)
C CALLP write (FILED:
C CLONEKEK:
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C CLONEKEKL)
C CALLP write (FILED:
C CLONEINFOLENC:
C OUTLEN)
C CALLP write (FILED:
C CLONEINFO:
C CLONEINFOLEN)
C CALLP close (FILED)
C*
C* ** Send completion message
C*
C MOVEL MSG(6) MSGTEXT
C EVAL %SUBST(MSGTEXT: 32: 12) =
C %SUBST(PATH: 1: 12)
C EXSR SNDMSG
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
The input file could not be opened.
There was an error reading from the file.
The length of the certificate is not valid.
CSUAMKD failed with return/reason codes 9999/9999.
The output file could not be opened.
The share was written to file
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/*-------------------------------------------------------------------*/
/* PUTSHARE */
/* */
/* Sample program to install a master key share as part of the */
/* master key cloning process. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
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/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: Share number */
/* Name of share receiver private key */
/* Name of certifying key */
/* Stream file containing sender certificate */
/* */
/* */
/* Example: */
/* CALL PGM(PUTSHARE) PARM(2 RECVR SAKEY SNDR.PUB) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used is */
/* Master_Key_Distribution (CSUAMKD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(PUTSHARE) SRCFILE(SAMPLE) */
/* CRTPGM PGM(PUTSHARE) MODULE(PUTSHARE) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSUAMKD service program */
/* in the QCCA library is assumed. */
/* */
/*-------------------------------------------------------------------*/
#include <stdio.h>
#include <string.h>
#include "csucincl.h"
#include "decimal.h"

extern void QDCXLATE(decimal(5,0), char *, char*, char *);
#pragma linkage (QDCXLATE, OS, nowiden)

int main(int argc, char *argv[])
{
/*------------------------------------------------------------------*/
/* Declares for CCA parameters */
/*------------------------------------------------------------------*/
long return_code = 0;
long reason_code = 0;
long exit_data_length = 0;
char exit_data[4];
char rule_array[24];
long rule_array_count;
long token_len = 2500;
char token[2500];
long cloneInfoKeyLength = 500;
unsigned char cloneInfoKey[500];
long cloneInfoLength = 400;
unsigned char cloneInfo[400];
long shareIdx;
char name[64];
char SAname[64];
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/*------------------------------------------------------------------*/
/* Declares for working with a PKA token */
/*------------------------------------------------------------------*/
long pub_sec_len; /* Public section length */
long prv_sec_len; /* Private section length */
long cert_sec_len; /* Certificate section length */
long info_subsec_len; /* Information subsection length */
long offset; /* Offset into token */
long tempOffset; /* (Another) Offset into token */
long tempLength; /* Length variable */
long tempLen1, tempLen2; /* temporary length variables */

char cloneShare[] = "cloneShare00"; /* Base cloning share filename */
long count; /* Number of bytes read in from file */
decimal(15,5) shareParm; /* Packed 15 5 var used for converting */

/* from packed 15 5 to binary. Numeric */
/* parms on iSeries are passed as dec 15 5*/

FILE *fp; /* File pointer */

if (argc < 5) /* Check number of parameters passed in */
{
printf("Need Share index, Receiver name, SA name, and cert¥n");
return 1;
}

/* Convert the packed decimal 15 5 parm */
/* to binary. */

memcpy(&shareParm,argv[1],sizeof(shareParm));
shareIdx = shareParm;
memset(name,’ ’,64); /* Copy the Private key name parm to a */
memcpy(name,argv[2],strlen(argv[2])); /* 64 byte space padded var. */
memset(SAname,’ ’,64); /* Copy the Share Admin name parm to a */
memcpy(SAname,argv[3],strlen(argv[3]));/* 64 byte space padded var. */

fp = fopen(argv[4],"rb"); /* Open the file containing the token */
if (!fp)
{
printf("File %s not found.¥n",argv[4]);
return 1;
}

memset(token,0,2500); /* Read the token from the file */
count = fread(token,1,2500,fp);

fclose(fp); /* Close the file */

/* Determine length of token from length */
/* bytes at offset 2 and 3. */

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in */
{
printf("Incomplete token in file¥n");
return 1;
}

/************************************************************/
/* Find the certificate offset in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 10 overall */
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */
/************************************************************/
pub_sec_len = ((256 * token[10]) + token[11]);
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offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */
/* length from the length bytes at */
/* offset 2 of the section. */

cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**********************************************/
/* Open and read the clone file */
/**********************************************/

/* Build path name from the base */
/* file name and the index */

if (shareIdx < 9) cloneShare[11] = ’0’ + shareIdx;
else

{
cloneShare[10] = ’1’;
cloneShare[11] = ’0’ + shareIdx - 10;
}

fp = fopen(cloneShare,"rb"); /* Open the file with the share */
if (!fp)
{
printf("Clone share file %s not found.¥n",cloneShare);
return 1;
}

/* Read in the length of the KEK */
count = fread((char*)&cloneInfoKeyLength,1,4,fp);

if (count < 4) /* Check if there was an error */
{
printf("Clone share file %s contains invalid data.¥n",

cloneShare);
fclose(fp);
return 1;
}

/* Read in the Key encrypting key */
count = fread((char*)cloneInfoKey,1,cloneInfoKeyLength,fp);

if (count < cloneInfoKeyLength) /* Check for an error reading */
{
printf("Clone share file %s contains invalid data.¥n",

cloneShare);
fclose(fp);
return 1;
}

/* Read in the length of the clone info */
count = fread((char*)&cloneInfoLength,1,4,fp);

if (count < 4) /* Check for an error */
{
printf("Clone share file %s contains invalid data.¥n",

cloneShare);
fclose(fp);
return 1;
}

/* Read in the clone info */
count = fread((char*)cloneInfo,1,cloneInfoLength,fp);

if (count < cloneInfoLength) /* Check for an error */
{
printf("Clone share file %s contains invalid data.¥n",

cloneShare);
fclose(fp);
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return 1;
}

fclose(fp); /* Close the file */

/**************************************************************/
/* Install the share */
/**************************************************************/
memcpy((void*)rule_array,"INSTALL ",8); /* Set rule array */
rule_array_count = 1;

CSUAMKD( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&shareIdx,
name,
SAname,
&cert_sec_len,
&token[offset],
&cloneInfoKeyLength,
cloneInfoKey,
&cloneInfoLength,
cloneInfo);

if (return_code > 4 )
{
printf("Master Key Distribution Failed : return reason %d/%d¥n",

return_code, reason_code);
return 1;
}
else
{
printf("Master Key share %d successfully installed.¥n",shareIdx);
printf("Return reason codes %d/%d¥n",return_code, reason_code);
return 0;
}

}
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D*************************************************************
D* PUTSHARE
D*
D* Sample program to install a master key share as part of
D* the master key cloning process.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
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D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: Share number
D* Name of share receiver private key
D* Name of certifying key
D* Path name of stream file containing sender certificate
D*
D* Example:
D* CALL PGM(PUTSHARE) PARM(2 RECVR SAKEY SENDER.PUB)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(PUTSHARE) SRCFILE(SAMPLE)
D* CRTPGM PGM(PUTSHARE) MODULE(PUTSHARE)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
D* Note: Authority to the CSUAMKD service program
D* in the QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used is
D* Master_Key_Distribution (CSUAMKD).
D*
D**************************************************************
D*--------------------------------------------------------
D* Declare variables used by CCA SAPI calls
D*--------------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Token length
DTOKENLEN S 9B 0 INZ(2500)
D* ** Token and array for subscripting
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* ** Private key name
DPRVNAME S 64
D* ** Certifying key name
DCERTKEY S 64
D*
DLSTRUCT DS
D* ** Clone KEK length - one is binary form and the
D* ** other is used for reading the value from a file
DCLONEKEKL 9B 0 INZ(500)
DCLONEKEKLC 1 4
D* ** Clone info length - one is binary form and the
D* ** other is used for reading the value from a file
DCLONEINFOLEN 9B 0 INZ(400)
DCLONEINFOLENC 5 8
D* ** Cloning key-encrypting-key
DCLONEKEK S 500
D* ** Cloning info
DCLONEINFO S 400
D* ** Share index
DSHAREIDX S 9B 0
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D* ** Data structure for aligning 2 bytes into
D* ** a 2 bytes integer
DLENSTRUCT DS 2
DMSB 1 1
DLSB 2 2
DLENGTH 1 2B 0
D* ** Certificate section length
DCRTSECLEN S 9B 0
D* ** Public key section length
DPUBSECLEN S 9B 0
D* ** Index into Token array
DTKNINDEX S 9B 0
D* ** Number of bytes to read from a file
DINLEN S 9B 0
D* ** File descriptor
DFILED S 9B 0
D* ** File path and length
DPSTRUCT DS
DPATH 80 INZ(*ALLX’00’)
DSIDX 11 12B 0
DPATHLEN S 9B 0
D* ** Open Flag - Open for Read only
DOFLAGR S 10I 0 INZ(1)
D* ** Base name of file to store cloning share
DSHAREFILE S 12 INZ(’cloneShare00’)
D*
D**********************************************************
D* Prototype for Master_Key_Distribution (CSUAMKD)
D**********************************************************
DCSUAMKD PR
DRETCOD 9B 0
DRSNCOD 9B 0
DEXTDTALN 9B 0
DEXTDT 4
DRARRYCT 9B 0
DRARRY 16
DSHRINDX 9B 0
DKYNAM 64
DCRTKYNAM 64
DCRTL 9B 0
DCRT 2500 OPTIONS(*VARSIZE)
DCLNKEKL 9B 0
DCLNKEK 1200 OPTIONS(*VARSIZE)
DCLNL 9B 0
DCLN 400 OPTIONS(*VARSIZE)
D*
D**********************************************************
D* Prototype for open()
D**********************************************************
D* value returned = file descriptor (OK), -1 (error)
Dopen PR 9B 0 EXTPROC(’open’)
D* path name of file to be opened.
D 128 OPTIONS(*VARSIZE)
D* Open flags
D 9B 0 VALUE
D* (OPTIONAL) mode - access rights
D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage
D 10U 0 VALUE OPTIONS(*NOPASS)
D*
D*********************************************************************
D* Prototype for read()
D**********************************************************
D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC(’read’)
D* File descriptor returned from open()
D 9B 0 VALUE
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D* Input buffer
D 2500 OPTIONS(*VARSIZE)
D* Length of data to be read
D 9B 0 VALUE
D*
D*********************************************************************
D* Prototype for close()
D*********************************************************************
D* value returned = 0 (OK), or -1
Dclose PR 9B 0 EXTPROC(’close’)
D* File descriptor returned from open()
D 9B 0 VALUE
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(7) CTDATA PERRCD(1)
D DS
DMSGTEXT 1 80
DSAPI 1 7
DFAILRETC 41 44
DFAILRSNC 46 49
DMSGLENGTH S 9B 0 INZ(80)
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM SINDEX 15 5
C PARM PRVKEY 32
C PARM SAKEY 32
C PARM FILEPARM 32
C**************************************************************
C* Open certificate file
C**************************************************************
C* *---------------------*
C* ** Build path name *
C* *---------------------*
C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH
C* *---------------------*
C* * Open the file *
C* *---------------------*
C EVAL FILED = open(PATH: OFLAGR)
C* *----------------------*
C* * Check if open worked *
C* *----------------------*
C FILED IFEQ -1
C* *------------------------------------*
C* * Open failed, send an error message *
C* *------------------------------------*
C MOVEL MSG(1) MSGTEXT
C EXSR SNDMSG
C RETURN
C*
C ENDIF
C* *--------------------------------------------------------*
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C* * Open worked, read certificate from file and close file *
C* *--------------------------------------------------------*
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C TOKENLEN IFEQ -1
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C ENDIF
C*
C* *--------------------------------------*
C* * Check if certificate length is valid *
C* * The length bytes start at position 3 *
C* *--------------------------------------*
C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY(4)
C LENGTH IFLT TOKENLEN
C* *-----------------------------------*
C* * Certificate length is not valid *
C* *-----------------------------------*
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C**************************************************************
C* Find the certificate in the token
C*
C* The layout of the token is
C*
C* - Token header - 8 bytes - including 2 length bytes
C* - Public key section - length bytes at position 2 (11 overall)
C* - Private key name - 68 bytes
C* - Certificate section
C*
C* Note: 1 is added because RPG arrays start at 1.
C**************************************************************
C EVAL MSB = TOKENARRAY(11)
C EVAL LSB = TOKENARRAY(12)
C EVAL PUBSECLEN = LENGTH
C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*
C* *-----------------------------------------*
C* * Determine length of certificate section *
C* * Length bytes are at position 2 of the *
C* * section.
C* *-----------------------------------------*
C EVAL MSB = TOKENARRAY(TKNINDEX + 2)
C EVAL LSB = TOKENARRAY(TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH
C*
C**********************************************************
C* Open and read the clone file
C**********************************************************
C* *------------------------------------------*
C* * Set share index number *
C* * (Convert from packed 15 5 to binary) *
C* *------------------------------------------*
C Z-ADD SINDEX SHAREIDX
C* ** Build path name
C MOVEL *ALLX’00’ PATH
C MOVEL SHAREFILE PATH
C* ** Adjust two digits on file name by adding to their
C* ** character value
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C SIDX ADD SHAREIDX SIDX
C* ** If the index is greater than or equal to 10
C* ** then add 246 to force the first character to change
C SHAREIDX IFGE 10
C SIDX ADD 246 SIDX
C ENDIF
C*
C* ** Open the file
C*
C EVAL FILED = open(PATH: OFLAGR)
C*
C* ** Check if open worked
C*
C FILED IFEQ -1
C*
C* ** Open failed, send an error message
C*
C MOVEL MSG(4) MSGTEXT
C EXSR SNDMSG
C*
C ELSE
C*
C* ** Open worked, read in the clone information and close file
C*
C SETON 01
C Z-ADD 4 INLEN
C EVAL INLEN = read(FILED: CLONEKEKLC: INLEN)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C INLEN IFNE 4
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C SETOFF 01
C ENDIF
C*
C 01 EVAL INLEN = read(FILED: CLONEKEK: CLONEKEKL)
C*
C 01INLEN IFNE CLONEKEKL
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C SETOFF 01
C ENDIF
C*
C 01 Z-ADD 4 INLEN
C 01 EVAL INLEN = read(FILED: CLONEINFOLENC: INLEN)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C 01INLEN IFNE 4
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C SETOFF 01
C ENDIF
C*
C 01 EVAL INLEN = read(FILED: CLONEINFO: CLONEINFOLEN)
C*
C* *--------------------------------------*
C* * Check if read operation was OK *
C* *--------------------------------------*
C 01INLEN IFNE CLONEINFOLEN
C MOVEL MSG(5) MSGTEXT
C EXSR SNDMSG
C SETOFF 01
C ENDIF
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C*
C CALLP close (FILED)
C N01 SETON LR
C*
C**************************************************************
C* Obtain a certificate
C**************************************************************
C* *------------------------------------------*
C* * Set share index number *
C* *------------------------------------------*
C Z-ADD SINDEX SHAREIDX
C* *------------------------------------------*
C* * Set private key name *
C* *------------------------------------------*
C EVAL LENGTH = %LEN(%TRIM(PRVKEY))
C LENGTH SUBST PRVKEY:1 PRVNAME
C* *------------------------------------------*
C* * Set certifying key name *
C* *------------------------------------------*
C EVAL LENGTH = %LEN(%TRIM(SAKEY))
C LENGTH SUBST SAKEY:1 CERTKEY
C* *------------------------------------------*
C* * Set the keywords in the rule array *
C* *------------------------------------------*
C MOVEL ’INSTALL ’ RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C* *------------------------------------*
C* * Call Master Key Distribution SAPI *
C* *------------------------------------*
C CALLP CSUAMKD (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C SHAREIDX:
C PRVNAME:
C CERTKEY:
C CRTSECLEN:
C TOKENARRAY(TKNINDEX):
C CLONEKEKL:
C CLONEKEK:
C CLONEINFOLEN:
C CLONEINFO)
C* *------------------------*
C* * Check the return code *
C* *------------------------*
C RETURNCODE IFGT 4
C* *-----------------------*
C* * Send failure message *
C* *-----------------------*
C MOVEL MSG(6) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL ’CSUAMKD’ SAPI
C EXSR SNDMSG
C RETURN
C ENDIF
C* *-----------------------*
C* * Send success message *
C* *-----------------------*
C MOVEL MSG(7) MSGTEXT
C EVAL %SUBST(MSGTEXT: 32: 12) =
C %SUBST(PATH: 1: 12)
C EXSR SNDMSG
C ENDIF
C*
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C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
C*

**
The certificate file could not be opened.
There was an error reading from the certificate file.
The length of the certificate is not valid.
The clone share file could not be opened.
The clone share file either could not be read or has invalid data.
CSUAMKD failed with return/reason codes 9999/9999.
The share was successfully installed.
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/*-------------------------------------------------------------------*/
/* List the names of the RSA private keys retained within the */
/* 4758. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(LISTRETAIN) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
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/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Access_Control_Initialization (CSUAACI). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LISTRETAIN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LISTRETAIN) MODULE(LISTRETAIN) */
/* BNDSRVPGM(QCCA/CSNDRKL) */
/* */
/* Note: Authority to the CSNDRKL service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Retained_Key_List (CSNDRKL). */
/* */
/*-------------------------------------------------------------------*/
#include <string.h>
#include <stdio.h>
#include "csucincl.h"

void main(void)
{
/*-----------------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------------*/
long return_code;
long reason_code;
long exit_data_length;
unsigned char exit_data[2];
long rule_array_count;
unsigned char rule_array[2][8];
/*-----------------------------------------------------------------*/
/* CCA parameters unique to CSNDRKL */
/*-----------------------------------------------------------------*/
unsigned char key_label_mask[64];
unsigned char key_label[500][64];
long retain_key_count;
long key_label_count = 500;
int k;

/*-----------------------------------------------------------------*/
/* Set up label mask, ie. which key name to retrieve. */
/* *.*.*.*.*.*.* is a wildcard for all keys. */
/*-----------------------------------------------------------------*/
memset(key_label, 0x00, sizeof(key_label) );
memset(key_label_mask, ’ ’, sizeof(key_label_mask));
memcpy(key_label_mask,"*.*.*.*.*.*.*",13);
rule_array_count = 0;

/*-----------------------------------------------------------------*/
/* Invoke the verb to get the list of the retained keys. */
/*-----------------------------------------------------------------*/
CSNDRKL(&return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
key_label_mask,
&retain_key_count,
&key_label_count,
(unsigned char*)key_label);
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/*-----------------------------------------------------------------*/
/* Check the results */
/*-----------------------------------------------------------------*/
if (return_code != 0)
{
printf("Retained Key List failed with return/reason %d/%d ¥n",

return_code, reason_code);
return;
}
else
{
/*---------------------------------------------------------------*/
/* Display number of keys retained/returned. */
/*---------------------------------------------------------------*/
printf("Retained key count [%d]¥n",retain_key_count);
printf( "No. of key labels returned [%d]¥n",key_label_count);
if (key_label_count > 0)
{
/*------------------------------------------------------------*/
/* Display the names of each key returned. */
/*------------------------------------------------------------*/
printf("Retain list = ¥n" );
for (k = 0 ;k < key_label_count; k++)
{
printf( "[%.64s]¥n",key_label[k]);
}

}
}

}

�: ������������� ILE RPG ��"#$
]I-<rj9H9kKO",WK~8FJ<NWm0i`crQ97F/@5

$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D*
D* List the names of the RSA private keys retained within the
D* 4758.
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters: None
D*
D* Example:
D* CALL PGM(LISTRETAIN)
D*
D* Use these commands to compile this program on iSeries:
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D* CRTRPGMOD MODULE(LISTRETAIN) SRCFILE(SAMPLE)
D* CRTPGM PGM(LISTRETAIN) MODULE(LISTRETAIN)
D* BNDSRVPGM(QCCA/CSNDRKL)
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Retained_key_List (CSNDRKL)
D*
D* Note: Authority to the CSNDRKL service program in the
D* QCCA library is assumed.
D*
D*
D* Note: This program assumes the card with the profile is
D* already identified either by defaulting to the CRP01
D* device or by being explicitly named using the
D* Cryptographic_Resource_Allocate verb. Also this
D* device must be varied on and you must be authorized
D* to use this device description.
D*
D*************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Key label mask
DKEYLBLMASK S 64
D* ** Key count
DKEYCOUNT S 9B 0
D* ** Label count
DLABELCOUNT S 9B 0
D* ** Label list and label array
DLABELLIST DS 3200
DLABELS 64 DIM(50)
D* ** Loop counter
DI S 9B 0
D*
D**********************************************************
D* Prototype for Retained_Key_List
D**********************************************************
DCSNDRKL PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DKYLBLMSK 64
DKYCOUNT 9B 0
DLBLCOUNT 9B 0
DLBLS 64
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
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D DS
DMSGTEXT 1 75
DNUMKEYS 1 3
DNUMLABELS 25 26
DDSPLBL 2 65
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C*------------------------------------------------------------*
C* No rule array keywords *
C*------------------------------------------------------------*
C Z-ADD 0 RULEARRAYCNT
C*------------------------------------------------------------*
C* Get up to 50 labels *
C*------------------------------------------------------------*
C Z-ADD 50 LABELCOUNT
C*------------------------------------------------------------*
C* Set the mask to everything *
C*------------------------------------------------------------*
C MOVEL ’*’ KEYLBLMASK
C*------------------------------------------------------------*
C* Call Retained Key List SAPI * */
C*------------------------------------------------------------*
C CALLP CSNDRKL (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C KEYLBLMASK:
C KEYCOUNT:
C LABELCOUNT:
C LABELLIST)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C*
C* *----------------------*
C* * Check number of keys *
C* *----------------------*
C LABELCOUNT IFEQ 0
C* *---------------------------------------*
C* * Send message saying there are no keys *
C* *---------------------------------------*
C MOVE MSG(2) MSGTEXT
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C EXSR SNDMSG
C*
C ELSE
C*
C* *----------------------------------*
C* * Send message with number of keys *
C* *----------------------------------*
C MOVE MSG(3) MSGTEXT
C MOVE KEYCOUNT NUMKEYS
C MOVE LABELCOUNT NUMLABELS
C EXSR SNDMSG
C*
C* *---------------------------------*
C* * Display each key label up to 50 *
C* *---------------------------------*
C MOVE MSG(4) MSGTEXT
C FOR I=1 BY 1 TO LABELCOUNT
C MOVEL LABELS(I) DSPLBL
C EXSR SNDMSG
C ENDFOR
C*
C ENDIF
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSNDRKL failed with return/reason codes 9999/9999
There are no retained keys in the 4758
000 keys were found and 00 labels returned
[ ]

�: ������������ ILE C ��"#$
]I-<ro|9kKO",WK~8FJ<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

/*-------------------------------------------------------------------*/
/* Delete a retained key from the 4758 */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
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/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(DLTRTNKEY) (SSLPRIV.KEY.ONE) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Retained_Key_Delete (CSNDRKD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(DLTRTNKEY) SRCFILE(SAMPLE) */
/* CRTPGM PGM(DLTRTNKEY) MODULE(DLTRTNKEY) */
/* BNDSRVPGM(QCCA/CSNDRKD) */
/* */
/* Note: Authority to the CSNDRKD service program in the */
/* QCCA library is assumed. */
/* */
/* */
/*-------------------------------------------------------------------*/
#include <string.h>
#include <stdio.h>
#include "csucincl.h"

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define OK 0
#define WARNING 4

void main(int argc, char * argv[1])
{
/*-----------------------------------------------------------------*/
/* standard CCA parameters */
/*-----------------------------------------------------------------*/
long return_code;
long reason_code;
long exit_data_length;
unsigned char exit_data[2];
long rule_array_count = 0;
unsigned char rule_array[1][8];
unsigned char key_label[64];

/*-------------------------------------------------------------------*/
/* Process the parameters */
/*-------------------------------------------------------------------*/
if (argc < 1)
{
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printf("Key label parameter must be specified.¥n");
return;
}

/*-------------------------------------------------------------------*/
/* Set up the key label */
/*-------------------------------------------------------------------*/
memset(key_label, ’ ’, 64 );
memcpy(key_label, argv[1], strlen(argv[1]) );

/*-------------------------------------------------------------------*/
/* Call the Retained Key List SAPI */
/*-------------------------------------------------------------------*/
CSNDRKD(&return_code,

&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
key_label);

/*-------------------------------------------------------------------*/
/* Check the return code and display the results */
/*-------------------------------------------------------------------*/
if ( (return_code == OK) || (return_code == WARNING) )
{

printf("Request was successful¥n");
return;

}
else
{

printf("Request failed with return/reason codes: %d/%d ¥n",
return_code, reason_code);

return;
}

}

�: ������������ ILE RPG ��"#$
]I-<ro|9kKO",WK~8FJ<NWm0i`crQ97F/@5$#

m: !'KX9kEWJpsKD$FO" 295Z<8NXh 6 O 3<IKD$F

NC-v`Yr2H7F/@5$#

D*************************************************************
D* DLTRTNKEY
D*
D* Sample program to delete a retained key from the 4758
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of

274 iSeries: Ef=O<I&'"



D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* Retained key label name
D* (64 chacters - pad with blanks on the right)
D*
D* Example:
D*
D* CALL DLTRTNKEY +
D* ’PKA.RETAINED.KEY.123 ’
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(DLTRTNKEY) SRCFILE(SAMPLE)
D* CRTPGM PGM(DLTRTNKEY) MODULE(DLTRTNKEY)
D* BNDSRVPGM(QCCA/CSNDRKD)
D*
D* Note: Authority to the CSNDRKD service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Retained_Key_Delete (CSNDRKD)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Retained key label
DKEYNAME S 64
D*
D**********************************************************
D* Prototype for Retained_Key_Delete (CSNDRKD)
D**********************************************************
DCSNDRKD PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DKEYNAM 64
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DFAILMSGTEXT 1 50
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
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DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
D*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST
C PARM KEYNAME
C* *
C*------------------------------------------------------------*
C* Set the keywords in the rule array *
C*------------------------------------------------------------*
C Z-ADD 0 RULEARRAYCNT
C*------------------------------------------------------------*
C* Call Retained Key Delete SAPI *
C*------------------------------------------------------------*
C CALLP CSNDRKD (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C KEYNAME)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C*
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR
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C*
**
CSNDRKD failed with return/reason codes 9999/9999’
The request completed successfully
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/*-------------------------------------------------------------------*/
/* Clear the 4758 card (reset to manufactured state). */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/* CALL PGM(REINIT) */
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/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRP01 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(REINIT) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REINIT) MODULE(REINIT) BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilitiess_Control (CSUACFC). */
/* */
/*-------------------------------------------------------------------*/

#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

/*-------------------------------------------------------------------*/
/* standard return codes */
/*-------------------------------------------------------------------*/

#define ERROR -1
#define OK 0
#define WARNING 4

#define TOKENSIZE 8 /* number of bytes in random token */

int main(int argc, char *argv[])

{
/*-------------------------------------------------------------------*/
/* standard CCA parameters */
/*-------------------------------------------------------------------*/

long return_code = 0;
long reason_code = 0;
long exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
long rule_array_count = 2;

/*-------------------------------------------------------------------*/
/* fields unique to this sample program */
/*-------------------------------------------------------------------*/

long verb_data_length = TOKENSIZE;
char verb_data[TOKENSIZE];
char verb_data2[TOKENSIZE];
int i;

/* set keywords in the rule array */

memcpy(rule_array,"ADAPTER1RQ-TOKEN",16);
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/* get a random token from the card - returned in verb_data */

CSUACFC( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
(char *)verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Random token was successfully returned.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

/* get the one’s complement of token and store in verb_data2. */
/* operate on one byte at a time */

for(i = 0; i < TOKENSIZE; i++)
{

verb_data2[i] = ~verb_data[i];
}

/* change keyword in rule array */

memcpy(&rule_array[1],"RQ-REINT",8);

/* invoke the verb to reset the card */

CSUACFC( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data2);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("4758 card successfully cleared/reset.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

return(OK);
}
else
{

printf("An error occurred while clearing the 4758 ");

printf("card.¥n Return/");

printf("reason codes %ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}

else
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{
printf("An error occurred while getting the random token.¥n");

printf("Return/reason codes ");

printf("%ld/%ld¥n¥n", return_code, reason_code);

return(ERROR);
}

}

�: 4758 ���	
������������ ILE RPG ��"#
$
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D*************************************************************
D* REINIT
D*
D* Clear the 4758 card (reset to manufactured state).
D*
D*
D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
D*
D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D* Parameters:
D* char * new time 16 characters
D*
D* Example:
D* CALL PGM(REINIT)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(REINIT) SRCFILE(SAMPLE)
D* CRTPGM PGM(REINIT) MODULE(REINIT)
D* BNDSRVPGM(QCCA/CSUACFC)
D*
D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.
D*
D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)
D*
D**************************************************************
D*------------------------------------------------
D* Declare variables for CCA SAPI calls
D*------------------------------------------------
D* ** Return code
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DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
D* ** Exit data
DEXITDATA S 4
D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* ** Rule array
DRULEARRAY S 16
D* ** Verb data length
DVERBDATALEN S 9B 0
D* ** Verb data
DVERBDATA S 8
D*
D*------------------------------------------------
D* Declares for calculating one’s complement
D*------------------------------------------------
DBUFFER DS
DA1 1 2
DA2 3 4
DA3 5 6
DA4 7 8
D*
DWORKBUFF DS
DINT4 1 4B 0
DINT2 3 4
D*
D*
D**********************************************************
D* Prototype for Cryptographic_Facilty_Control (CSUACFC)
D**********************************************************
DCSUACFC PR
DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 8
D*
D*-------------------------------------------------------------
D* ** Declares for sending messages to the
D* ** job log using the QMHSNDPM API
D*-------------------------------------------------------------
DMSG S 75 DIM(3) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(64)
D DS
DMSGTEXT 1 80
DFAILRETC 41 44
DFAILRSNC 46 49
DMESSAGEID S 7 INZ(’ ’)
DMESSAGEFILE S 21 INZ(’ ’)
DMSGKEY S 4 INZ(’ ’)
DMSGTYPE S 10 INZ(’*INFO ’)
DSTACKENTRY S 10 INZ(’* ’)
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
DBYTESIN 1 4B 0 INZ(0)
DBYTESOUT 5 8B 0 INZ(0)
C*
C**************************************************************
C* START OF PROGRAM *
C* *
C* *
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C*------------------------------------------------------------*
C* Set the keyword in the rule array *
C*------------------------------------------------------------*
C MOVEL ’ADAPTER1’ RULEARRAY
C MOVE ’RQ-TOKEN’ RULEARRAY
C Z-ADD 2 RULEARRAYCNT
C*------------------------------------------------------------*
C* Set the verb data length to 8 *
C*------------------------------------------------------------*
C Z-ADD 8 VERBDATALEN
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C RETURN
C ENDIF
C*
C* *---------------------------------------*
C* * Send success message for the 1st step *
C* *---------------------------------------*
C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG
C*
C*------------------------------------------------------------*
C* Set the keyword in the rule array for 2nd step *
C*------------------------------------------------------------*
C MOVE ’RQ-REINT’ RULEARRAY
C*
C*------------------------------------------------------------*
C* Convert the token into the one’s complement of it *
C*------------------------------------------------------------*
C MOVE VERBDATA BUFFER
C Z-ADD 0 INT4
C MOVE A1 INT2
C EVAL INT4 = 65535 - INT4
C MOVE INT2 A1
C MOVE A2 INT2
C EVAL INT4 = 65535 - INT4
C MOVE INT2 A2
C MOVE A3 INT2
C EVAL INT4 = 65535 - INT4
C MOVE INT2 A3
C MOVE A4 INT2
C EVAL INT4 = 65535 - INT4
C MOVE INT2 A4
C MOVE BUFFER VERBDATA
C*
C**************************************************************
C* Call Cryptographic Facilty Control SAPI */
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C**************************************************************
C CALLP CSUACFC (RETURNCODE:
C REASONCODE:
C EXITDATALEN:
C EXITDATA:
C RULEARRAYCNT:
C RULEARRAY:
C VERBDATALEN:
C VERBDATA)
C*-----------------------*
C* Check the return code *
C*-----------------------*
C RETURNCODE IFGT 4
C* *----------------------*
C* * Send error message *
C* *----------------------*
C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG
C*
C ELSE
C* *----------------------*
C* * Send success message *
C* *----------------------*
C MOVE MSG(3) MSGTEXT
C EXSR SNDMSG
C*
C ENDIF
C SETON LR
C*
C**************************************************************
C* Subroutine to send a message
C**************************************************************
C SNDMSG BEGSR
C CALL ’QMHSNDPM’
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM MSGTEXT
C PARM MSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C ENDSR

**
CSUACFC failed with return/reason codes 9999/9999.
Random token was successfully returned.
The Cryptographic Coprocessor successfully cleared/reset.
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Warning: Incorrect use of this service tool can cause damage
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for assistance.
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Performing this initialization of the flash memory on the cryptography
device will cause ALL key information stored on the device to be
DESTROYED. This will cause all data encrypted using this device to be
rendered unusable.

Yp'

Performing this initialization of the flash memory on the cryptography
device will take an estimated 10 minutes.

����������������������

F3= �� F12= ����

Fi|=Nu7rNi;kJ<Nh&JhL,=(5l^9#3NhLO"Fi|

=,0;9k^G975l^9#

UiC7e&abj<NFi|_ju7

*���'�%7(�	���������

����� : 10.0 �

���� : 2.5 �

Fi|=,0;9kH"!Nh&JaC;<8,=(5l^9#

h 4 O 4758 Ef=3Wm;C5< 291



EfGPC0!=N*r

�	 1 �����������

1. *���'�%7(�	�����
2. IOP �-����	��

����
_

F3= �� F12= ����
EfuVNFi|_j,5oK0;7?#

Fi|=,0;7?e",WK~8FFhLG!=-< F3 r!7F"79F`&

5<S9&D<kr*;7^9#

292 iSeries: Ef=O<I&'"



� 5 � ��������������

J<NqAG"EfN50*hSO<I&'"KX9kICpsrs!7F$^

9#

IBM lCIVC/™

v VIBM ERserver iSeries Wired Network Security: OS/400 V5R1 DCM and

Cryptographic EnhancementsW

IBM NqA

v VIBM Ef=O<I&'"W #3N5$HKO"iSeries 5<P<QN"4758

Ef=3Wm;C5<NO<I&'"&=je<7gsKD$FNps,-\5

lF$^9#

v VCCA Basic Services ManualW #3lO"IBM 4758 Common Cryptographic

Architecture (CCA) r5]<H9kWm0i`r>A^?On.9k"79F`

,OT""Wj1<7gs,OT"*hS"Wj1<7gs&Wm0i^<rP

]H7?qAG9#

v VIBM PCI Cryptographic Coprocessor documentation libraryW #33KO"

4758 Ef=3Wm;C5<NlLps"5]<Hps"*hSWm0i_s0p

s,-\5l?"@&sm<ID=J PDF qA,^^lF$^9#

v VIBM developerWorksW #3N5$HKO"EfN50"Ef}0"*hSE

f=KD$FNrb,-\5lF$^9#

© Copyright IBM Corp. 1998, 2003 293

http://www.ibm.com/security/cryptocards
ftp://www6.software.ibm.com/software/cryptocards/ccabsrguide241.pdf
http://www.ibm.com/security/cryptocards/html/library.shtml
http://www-105.ibm.com/developerworks/education.nsf/dw/security-onlinecourse-bynewest?OpenDocument&Count=500


294 iSeries: Ef=O<I&'"



� 6 � ������������

\qKO"Wm0i`Nc,^^lF$^9#

IBM O"*RMK"3NWm0i`r5sWkH7FHQ9k3H,G-ksHj

*JHQ"rvz7^9#*RMO"3N5sWk&3<I+i"*RMH+N C

LNK<:Kgo;?`wNWm0i`rn.9k3H,G-^9#

3N5sWk&3<IO"cH7F(9\*GN_"IBM Khjs!5l^9#3

N5sWk&Wm0i`O""ifkro<K*1k04JF9HrPF$^;

s#>CF IBM O"3liN5sWk&Wm0i`KD$F.j-"xX-b7

/O!=-, "k3Hr[Na+7?j"]Z9k3HOG-^;s#

33K^^lk9YFNWm0i`O"=89k^^NuVGs!5l"$+Jk

]Zrob,Q5l^;s#T/2"&J-"Cj\*,g-KX9k[(N]Z

N,QblZ"j^;s#

© Copyright IBM Corp. 1998, 2003 295



296 iSeries: Ef=O<I&'"





���

Printed in Japan


