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(CSUACRD) CCA API ZfHL T, 4D 70ty —~D7 7 ZXZHE LTz £
/Uo

Fi

1. Credit Union fE®D A 2 )N—72%, ATM TH%® PIN # AHL £,

2. PIN |3 ATM THEEE{LI . £DR. *v FT—T %2 HL T Credit Union £:® iSeries T—/\—IZ
EEINET,

3. iSeries U—N—MNZD KT P a VHERER#ML, TOAZN—0D PIN 2METLHT705 5 L%
FEONH L £
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4. 7T T LN, BEEINZ PIN, A N—0OEEFRS, PIN Ek#E, BX PIN BE#%2 SO TR
Z 4758 BE ka7 oty b —ICkEL T,

5. 4758 BsE a7 Oty —2%, PIN O34 EHRELIIHESL T,

07T LM, 4758 BElLa 7Oty —n5 OfERE ATM ITEELET,

a. PIN DVHER S N/=8A. A2 /N—Id Credit Union #&DEBIZERICETTEET,

b. PIN MMESE I NS, A2 /N—I3 Credit Union th&DEE[ZFEITTEEE A,

o

AR S LV FHREIE

1. B2 DORFEIT iSeries H—/N—MWH D, ZIT 4758 WHLI 7Oty —NELLA A =)L
N, WREINTNDZENFHETT . LFOBERESRL T ZI N,
a. 4758 KEEba 7 Ot B —@a
b. 4758 Mis{bd 70ty — O
c. fo0S/400 77U —a THHT 572D 4758 BiEba 7ot v 5 — Ok

2. 473> 35 @ Common Cryptographic Architecture Cryptographic Service Provider (CCA CSP) %+
SICHMLTND T ENRETY, Z3UL 05400 7 a 35 EL TN Tr—I3NTHED, 4758
BEtd 70ty b —0EY—EANDY V2 AZEEETETY T r—2a »2ERT 5 I EMNT
Z5, tFXas4— -7 IUr—ar - TJarI53I00 A2 —T7x—A (SAP]) ZifL E
KR

3. [TCCA Basic Services Guidell D TR TEBRENBHVET, T, TTU I~ 3T
i 9% Financial Services Support @ verb MNFC#EKINTWE T,

BERRT Y7

4758 BiEfba 7oty —2FH L T PIN OZUEZ2RETHENWIHEZZERT S HED 1 D&EL
T, 2 DO iSeries Y —/N— 0S/400 7 7V r— 3 > &=ERT D HENHD ET,

1. PIN BBfE+—¢& PIN Bf5F+—0liiZz0—RL, TNSZ2BANTY 77 IIVIRRE T Ty o L%
ERLET, 7UT « F— - N—=YNMEHAINZ LHELZHES. LD AP 2T 208 NHD
ECIN

* Logon_Control (CSUALCT)

e Key_Part_Import (CSNBKPI)

* Key_Token_Build (CSNBKTB)

* Key_Record_Create (CSNBKRC)

* Key_Record_Write (CSNBKRW)

« A7 aF )l APL: KeyStore_Designate (CSUAKSD)

2. Encrypted_PIN_Verify (CSNBPVR) API ZI-OH LT, BsaE{ban/z PIN &L, ZOBRTHITH
HINERTHBMENIRIZ ATM ITRT, 2 HHOTOT I LZ2FRL £,

B AR—: [0S400 77U r—>a > THHT 27200 4758 BEEa 70ty b —ORR) &
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4758 BEa{bta 70ty Y —DHE

PR DOIERIL. iSeries B—/N—T® 4758 Bs5fba 7oty Y —nA > A =)L &I S HYEH 205
ELEHDTT,

o 758 BB ka7 ot v o —oEH
o 758 KiEfbka oty —~0tFa7 - 77 LA
o OSAPI IChBi7sA 72 = 7 MHERR]

4758 EEB{ta7O0yY—DEH
4758 270ty —2EB AL THEHAT DRI, T—NN—13LL PO B4 2T HENH D T,

N—RIUTT7EH

iSeries " —/N—H® 4758-023 a7 Ot wH—id, 74 —Fv¥—+ I—K 4801 /=T 4802 ZIRET S
ZEWCKDELXTEET, 4801 74 —F v —Id, LAFD iSeries H—/N\—+« EFII THHR—FINET,

¢ 250 BEW 270 (250 TIE 7102 JLFREEEE NAE)

+ 810, 820. 825. 830. 840, 870 BXUX 890

+ SB2 BXU SB3

o JLERMEE 5074, 5075, 5078, 5079, 5088, 5094, 5095 HBIIN 5294

4758 a7 OtwH—i3 PCI h—RTY, 270ty S —CEMEIN TS A A=)l XZaT7I)LD
FHNHES T, ZOH—RZA A=)V LTLEE,

Er 4758 a0ty U —id, BEN -15 C KI0K< 22 E THRHENEE/RDET, 4758 T 70ty
Y — DO TR NENTIDE, H—RIFEAR<BEDET, HHILWLAI—ROELIIDOWVWTIE, N—KR7 <
7 - H—E AR NEDE T ZE 0,

V7O TEH

4758 a7ty ¥ —IZid. KFOY 7 b 2 7 NS ETT,

+ 0S/400 (5722-SS1): 4758-023 I 7Ot v — (iSeries YV —/N\—D 7 4 —F ¥ — + I— R 4801 F/=iZ
4802) 1Z1d. 08/400 N—2a > 4 YU—A 5 BT 4 74— a> 0 UBERLETT,

« 0S/400 * 7 = > 35 Common Cryptographic Architecture Cryptographic Service Provider (CCA CSP)

« 0S/400 7 a 34 T PHIGHEYF—I vy — @758 A 70y T —EROZDD Web XN—2Z
DA—FT4 )T 4 —ZEHHTHTEDELR)

+ 0S/400 57xx-TC1 TCP/IP #fi1—F 4 VT4 — 4758 270ty —HERD7ZDHD Web N—ADL—
T4 VT4 —Z2HHTSTEDLD)

+ 0S/400 57xx-DG1 IBM HTTP Server (4758 I 7Ot —#RD77=DD Web X—ADI—F 4 1T«
—Z T2 TEDED)

« 4758 BiE a0t v — Ok SLHEREZ i nIREIC 9 5 121d. Cryptographic Access Provider 128-bit
for iSeries (5722-AC3) 1t A « 707 T LB, iSeries Y —/N—IZ1 > A h—=)LINTWsTh
WianFEth, 2O T a z2HT5HE, 4758 270y H—T 56 Ev k DES F—. 112 Ev
I Triple-DES F—, BEXW 2048 Ew b RSA F—Z{HHTHZENTEET,

E:

1. 4758 270ty I —HERDZDD Web R—ZADL—F 4 U T4 —Id, 08/400 N— 3> 5 UUJ—2Z
2 BT A T4 —ar 0 OFERETT,
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2. 0S/400 N—2a> 4 YU—A 5 BT 4747 —a> 0 LT 4758-023 270ty H—% SSL &
HICHHT 25513, ZORNCHEMATIRDEDOHEHD PTF 21 > X =)L LARTHIER D £H8 A,
0S/400 N—>a > 5 UU—Z 2 FET 4 747 —>a > 0 £7213 08/400 OFNLEDY U— AT
4758-023 a7 Oty —% SSL EHICHHATHEE1E. HFHO PTF 134EH D £H A,

3. LLRD/N—3 > @ Cryptographic Access Provider (72 & X3, 5769-AC1, 5769-AC2, 5769-AC3 72E)
MAAR—IEINTVBEHEENHVET, INSOEMI, N—Tar 5 V-2 BT 747
—>ar 0 EH#BEENRHDXT,

4758 BE5{ta7Atty Y —ADEFa7 - 70€RX

T 0w AHIENE, AT LAEROMME, BREOHFEEZFF SN TN I—F—DAICHIRL 9, ¥—
N—=TIF, AT LEFENOL—F—DOHRZEH TSI LENTEET, - —OfMfL, MEotz+a
T —BEICHZDE AT LEREZHENT H2HENHDET, BER., 21— —"&EBRICHFLTHATS
TR AMERD LX) ZWIHEICBERR T 2 ENH D KT,

0S/400 7> a > 35 @Y —ERX - 7075 LI T, *PUBLIC IZxf L T *EXCLUDE HEFRZRE L
THRISNTWET, ZoHA, —ER - 70V I L2 HT52D0 *USE HR*1—F—IC52 5
MENHDET, 512, I—Y—I1ZiF, 714 7FU— QCCA IZH5 QC6SRV H—E R - T O T AN
@ *USE HEPR®H 52 2B NH D £7,

4758 a7ty —ntwy 7w T EFFD I —H—I3, Master_Key_Process (CSNBMKP),
Access_Control_Initialize (CSUAACI), %7213 Cryptographic_Facility_Control (CSUACFC) Ot =Y 7 ¢
— 77U —=ar - TIarII2T A2 =Tz —RX (SAP]) ZffFHTS/=0D *I0SYSCFG Fi¥k
MEBRZFi > TWARERH D ET, TN5 3 DO SAPL 1L, 4758 270ty H—DTXTOMBKAT v
TERTTDHEDICHEHAINET, TXTO SAPI I LT, I—HF—BINA TP MERZHTEE
THHEHHVET, 23 RXR=20 [SAPI ICHhFEAT D7 "MER) EBIRL T 7ZE 0N,

FEHITIRERBED B WERE DS AL, *ALLOB) FrkMERR 2> TWaWI—H—IZ 4758 HEHE D&REF %
FOYUTHZEEBELTLIEIN, ZOLDICT S E, *ALLOBI F kMR 2 Ff > T 5 1 —H—13,
4758 FOEBEEICO A TERWEYD, 370ty —OELEE TS LIdTEE A, LD
L. SAPI H—E X - 7OV I L NOF TP/ MERZHIFIL T, 4758 EHEZIC LB EH < EN
TEXEY,

4758 WiE ka7 oty B —lRDO7=HD Web 1—F 4 UF 4 —Z2FHT2IIE. 11— —I3 *SECADM
R MERRE 2 B > TWRTF IR 0 8 A,

4758 a7 Oty —id, Y—N—07 /L AHIENEEH L 2 WHE O Y 7 & ZHIHMEZ £ > TWET,
4758 a7 oty — - 7 AGEEFERTSHE, 4758 I 0y —  N—RUx7 «- AY 2 RADY
DY AERETEHIENTELET., INHDAXR Y RIZOWTOFNE. 7 R=20 MEEBLONT O Y|
[7 1V DR &) BBRL T EE 0,

tFaUT o —Z2I 51T 2I1TId. 4758 NEROBIERE OB OEZHIEL £d., YAY— - F—0D
BEOID, WEBEEOEWEEZEITTD720I101d, B&REMT 2 AMMEZKRIEETSH X DT, s
FDYUTET, ZOBER. RTR=20 MBEEBIRTO7 7 1 I)VOEREER] [THRIAIN TV S 5E
707 v AIIVEBRIETHBRICEITTEET,

E: FERRIC, = N—2fEiE SN R OERICRE T 2L D75, BEENZYHEN LS T —FkeE
B 20ENRDD KT,
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SAPI [CHEBIRA T 0 MER

SAPI *USE *USE (DES |*CHANGE |[*USE (DES |*USE (PKA |*CHANGE |[*USE (PKA
EER) pic (DES R |$#A M7 - |8 (PKA BRNT -
A 7 HA) 7 H) SA4T75Y | RAMTH) e SA4T5
—H) A2 L7 A) —HA)
CSNBCKI Y Y! Y!
CSNBCKM* Y Y? Y
CSNBCPA Y Y! Y!
CSNBCPE Y Y! Y!
CSNBCSG* Y Y! Y!
CSNBCSV* Y Y! Y!
CSNBCVE* Y Y' Y!
CSNBCVG*
CSNBCVT* Y Y! Y!
CSNBDEC Y Y! Y!
CSNBDKG Y Y! Y!
CSNBDKM Y Y? Y? Y'!
CSNBDKX Y Y' Y!
CSNBENC Y Y! Y!
CSNBEPG Y Y' Y!
CSNBKEX Y Y! Y!
CSNBKGN Y Y? Y2 Y!
CSNBKPI Y Y! Y!
CSNBKRC Y Y Y
CSNBKRD Y Y Y
CSNBKRL Y Y Y
CSNBKRR Y Y Y
CSNBKRW Y Y Y
CSNBKSI Y Y? Y3 Y3 Y3
CSNBKTC Y Y! Y!
CSNBKTP*
CSNBKTR Y Y! Y!
CSNBKYT Y Y! Y!
CSNBMDG* Y
CSNBMGN Y Y' Y!
CSNBMKP Y
CSNBOWH
CSNBPEX* Y Y! Y!
CSNBPGN Y Y' Y!
CSNBPTR Y Y! Y'!
CSNBPVR Y Y! Y!
CSNBTRW* Y Y Y
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SAPI *USE *USE (DES |*CHANGE |*USE (DES |*USE (PKA |[*CHANGE |*USE (PKA
(EER) B2 (DES #X b [§#ZX b7 - |8 (PKA BRALT -
R 7 H) 7 ) 34735 |RNTH) #2 3475V
—A) 27 H) —F)
CSNDDSG Y Y! Y!
CSNDDSV Y Y! Y!
CSNDKRC Y Y
CSNDKRD Y Y
CSNDKRL Y Y
CSNDKRR Y Y
CSNDKRW Y Y
CSNDKTC Y Y! Y!
CSNDPKB*
CSNDPKG Y Y! Y! Y!
CSNDPKH Y
CSNDPKI Y Y! Y! Y!
CSNDPKR Y
CSNDPKX Y Y! Y!
CSNDRKD Y
CSNDRKL Y
CSNDSBC Y Y! Y!
CSNDSBD Y Y! Y!
CSNDSYG Y Y! Y!
CSNDSYI Y Y! Y! Y! Y!
CSNDSYX Y Y! Y! Y! Y!
CSUAACI Y
CSUAACM Y
CSUACFC Y
CSUACFQ Y
CSUACRA Y
CSUACRD Y
CSUAKSD
CSUALCT Y
CSUAMKD Y

1 Z® APL ITXT 2T — 5L (DES) /213 # 7))L XL (PKA) #EA 7 OERIL, *+ 7

>3 >T9,

2 F T a ElLT, BEONTA—Y—DPRARNTZHENTZIENTEET, HERERIZ, 2hso/s
FTA—H—TEITREVET,

* Key_Store_Initialize SAPI &, [FRFICHH DT 7 A NIk T HHERZNLEETZH 2 EEH D EH s

4 ZNSD SAPI 13, 4758-023 a0t wH—ICOHKEEBRLET,
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4758 IEB{ka7O0ty 9 — DI
4758 A7 0ty Y —ZERTSHE, TORBEELZTNTHERATESLDIRDET,

BROEHE, MOMHEIC 4758 270y B —2/kT 51213, 4758 BB T Oty —HRDZH D
Web R—ADIA—FT 4 UT 4 —2FHALET., ZOI—TF 1 T4 —ITId. http://server-name:2001 D
liSeries server Tasks] R—IUMETY VL ATEET, ZDIL—T 4 UT 4 —IZld. TNETITHERINT
Wwinwaryoty Y —ofk (BRI RIS, EAEBRY 4 F— RNEENTNET,
HTTP & SSL MINETITHR I N TV WEEIE, BRY 4 F— RZ2HEHAT 21U T O FIEZFEfTd
LHEMNHDET,

o HTTP BEHY—N—ZMHEL £7,

o HTTP EHHY—/N—N SSL ZFH T2 LI ICHERLET.

* DCM ZEA L CREEZERL KT, ZO L&, WERZY 7 b Uo7 THEAL TRET 2 2 L Z215E
LE9.

« DCM ZFHAL T, BHAINZAHEZEZZELET,
o ZOFFHEZE HTTP HHY—N—07 FU A r—3 3 > ID IZEEMITET,
« HTTP EHY—/N—Z2HIKEEHL T, SSL W ZTEZ5L5I1CL T,

4758 270ty =N TITHREADHZ AL, THEROERE (Manage configuration)] 47> = > %
77Uyl LT, 70ty —DREDHFITONTOMKELEL £T,

MEOY 7 r—2a 2Z2ERLT, 3708y —2BRT52E6TEET, INETIITE.
Cryptographic_Facility_Control (CSUACFC), Access_Control_Initialize (CSUAACI), Master_Key_Process
(CSNBMKP), B XU Key_Store_Initialize (CSNBKSI) API verb 2L £33, 2Ot a>DE< DX
—2IE, 7TV —ra iikoTavuy Y —ElRT 2 HiEERT IO I AFM 1| DLLEEE
NTVET, BEIECTINSOTOT ILEEELTIZI N,

4758 BE a7 oty —RRI—T 4 UT 4 —2MEHT . MEIZTY U —a 2 EERT 20

BEFR75 <, 4758 ZHUNCHER T 220 EELD ATy TE2UFIRLET,

1. R6 RXR—=2 0 THEEGROIERS | ZEERRIT, HRFREOF—DRESGZ2E L £, KEiibhld, &
AT 77A4IHD, £21d, BMLUTHERTAHIENTEET,

2. ReR=2D T@ALNY - Ty AI)~Dmtal | BARY « Ty AIVERIFHALNY - 77 AIVITRE S
NTWEF—2[HL T SNOBEIEEZEITT IR, HARTY « 77 A IVICARTET 208 NH D
£9, TOVILAERERLUTHANY « 77 AIVICHRIICEZRTIZMHT 5 2 b TEETA, BER
FICARIEMTBZESHTEET., 1 DO7 7 A IICAFTIEMHTTT—F R 5L (DES) F—&
Triple-DES F—ZRE L. O 7 7 1 IVZHRTZMT TREE T L TY XA (PKA) F—Z2RET ST
EHTEET, F—Z2REITDH7 7 MIVICAHIZAFIT T, DES F— (BX Triple-DES F—) & PKA
F—E2EOT—HIR—RELy N7y T LET, F—2I1—F—MEOEHALNY « 77 IVITHRE L
WIERIZIE, TV S LEFHALTERANY « 7y AVICARIEMTET, 707 I LICEK>THAR
7 77 A IVCHRT BTG EITIE. CCA CSP 1FEERNR ISR IF o N8 A T - 77
ANICF—2RELET,

3. 1 R=20 MBEBLINTOT7 y AIIVOEREERI | I—F—lcZnsoElETny » )V EED
LTHEEITIE, 4758 270y —NI1—F IR ZH T 2R SEEZREL T,

4. 65 X—=T@ TBE ID BLONZ Oy 7 OFEL L 4758 270ty d—id, F— b= 2 &2ERKLE
4758 27Oty —EMmAELET., 4758 7Oty H—i3, KAEAMNORAY > TE2F5720, B
N7y AINNATF o TEBNESIMNEFHIET B =dicray 7 E2FHLET,
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5. 116 X=2 @ TEERERIEIAN Y MLoO— R | BERERIEINR Y MUiE, F—2ER T 5-0IFHT 2 F—
E%& 4758 270ty Y —ICBAIL X9, EREREIANRY Mlazo—RLiaWwe, TXTORSH#EEEE 5
FFHZENTEEE A

6. B8RX—=20D IRXAY— - F—DO— FBRUED | HWREHIEIANRY bLZ2O—RLAEKRT, YAF— -
F—ZO—-RLTHELET, YAY— - F—2{HHTHEMOF—Z2RFILTHIENTEET,

B ik DYERL

4758 70ty Y —DEELIRE Y —/N—IHERT 20ENH D £, EERIE, CCA CSP ITXDH
HAIN, 4758 a7 0%y B —ICEERSERT HEICHRISIEET, I 5ICE@ELRIE, 4758 270ty
P—ICHLUTHANT - 771 IIVOEBEEEOMRESGMZRLET, 4758 BElba 7oty b—iEla1—7
4 U T 4 — (http://server-name:2001 @ TiSeries server Tasks] X—I NS T 7L ATEET) OHEAREKY
4= RT, BEUREERTZ2IENTEET, HEWIE, EELBOIER (KEH) (Create Device
Crypto) CL O~X > RZ2FHL T, MEICEELBRZEKRTSHIEDBTEET,

FEARRERRY ¢ P — R i U CEERBZIER T 2121, LFOAT Yy TZ2FEITLET,

1. Web 7% —T, http://server-name:2001 @ [iSeries server Tasks] X—JIZ7 7 AL £,
2. 4758 Wss{ba 7oty v —oMkl 227Uy LET,

3. %27 -ty a Dtk (Start secure session)] T X)LDDOWERY > &7 v LET,
4. TEFXEBRK V4 F—RZ227UvILET,

5. [Welcome| X—IT #fT) 27U w2 LET,

6. I 2 Y —ZAITx LT «CREATE IZRE SN/ HEALZF DU A NEHZZ U v 7 LET,

7. FERMERRT 4 B — ROERICH > Thifr L £ 75

CL O~ > RZEFEHL TEERRZERT 5ICE, MFOAT Y T&2FTLET,

1. CL O > R{FT CRTDEVCRP &AL ET,

2. JOCT MNPIFRRINZEZICEBOAFMEREL LT, AKO®REBEZ LY 7 v 7T 5551213,
1EEIZ CRPO1 WD AHTEMNITER Y. ARFOEEZ Y b7 v T LBRWEER, R&ELRICTY 7t
A 9§ %7=DIZ, Cryptographic Resource Allocate (CSUACRA) API Z{#ff L /27 1Ud7s 0 £8 A,

3. T7A4RD PKA ALY - Ty AV OHHZIRET BH, NTA—F—DFT 74 )L h& «NONE IZL
ESCIN

4. T7x)VED DES ALY « 7y ANV OHLRIERET DM, NTA—=F—DFT 7 4)V b% *NONE IZL
S

5. 70 T MREREINS, iz ELET, ZORERFFT T3 > T,

6. WHERIBDERNT T LS, AR (VRYCFG) H7ZIIMEAARGALEE (WRKCFGSTS) CL I > R
EHEAL T, HEOMREEELET,

7. WEIIFTETITHETIT L 2TIN, 10 2005 EHHDET,

LLET, HERBROIERNE T LE LT,

BANT - 774D %

BART « T7AINERITEART « 77 AIIRESNTWDF—Z2H L TR SN OEIEEFEITT S0
2. F— - Ty AIIVICARTEMTDHERD D ET, LT sE, 4758 270y F—RNELWT 7

ANERTEIICHROET, 2 DDYATORHANT « 77 A IVIHAHTEMNTZZENTEET, 1 DD
Y4 TE. TS (DES) F—& Triple-DES F— 2% L £9, DES B K Triple-DES (3kf

B 7 )T ZLTHO, 4758 a7 0y B —FRAUCF—2MEH L T, W5t ERELERETNE
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T, I —HDOY A TE, BNEETILTU XL (PKA) F—Z2HREL ET., NBEETYILTY X LIIERFR
T, F—IEIXRTTHEREINET, 4758 I 70ty —i, 1 DOF—2HL THSLL., PoF—2(
AL TR LML £9, 4758 27Ot v —Iid, RSA ANEYILTY ZAZTFR—FLTWET,

TO7 S LEHERLUTEARNY « 77 A IVICHRMICARTIZMIT 52D TEEIMN, BEidid ETHERL
THHTEMITIZZEHTEET, TOTITLNSHEHARNT - 771 ICAHTE TSI,
Key_Store_Designate (CSUKSD) ¥ U544 — -7 U r—ar - JOars3207 A4 —Tx—2A
(SAPD) ZffHLET, 7OV ILEFEHTIHANT « 77 A IIVICARTEFT 256, 4758 a7 0ty
—d, TV I LEETLEYa T OAROAREFHLET, LML, #BAKRTY - 7y AILICTOT I LT
BRI AT 2 T2 & BHEOBARNY « 77 AV EMOI—F—NE{fHTZ I ENTEELDITRD
9, EBELBR LICH2EANT - 7y AT ZEMAHT2EGICE. 700 T AT ZEM T 2 06EIEH
DERA. NI BED IBM 7oy N7 —ATHRUCTOV I L -V — A EHFFTHHEEICRIIEE
9, Common Cryptographic Architecture DH|D-1 > TV A>T —a 6T 0TI AEBIET 5551
HRIVLB ET,

e+ —Z2RMNCOZ> THALZD, fIOI—F—FZR@3 T —N—EZMTED LI 5ITF, B+
—EREBRATRETD2LENH VXY, BeF—F, - -—HEOHEZENL TRETZILEDHT
ERIN, BALY - Ty AIIVRETHIEDBTERT, ALY « Ty AIIVBRBERLZTRHDIENT
ZELDT. BN TOF—ICH U TEBOBEART « Ty AINVEERT DI ENTEET, ALY - Ty
AT, BEF—2RBRLETES ZEMTEET,

FERALT « T7AINEHIEDO Y —/N— + AT b TH2D, &7 7 AV EITHRIRD 11— —%&iF
A5 EMTEXT, FHRALTY « T IUE, BRABETRELEZD, BETLIEMNTEXT, 7
7AN  TINEREINDHER LR EDT —FNMRESNTVDINICE > TRNWAH D FT,

RISV TOT77MIVDIERETEE

4758 270ty —id, HERX—ZADOT7 Vv AH#EEEHLET, RERXR—ADI AT LTIE, 4758 37
Otytd— - 2—F—0r I AHRT 2 —HOKHEERL £7 . HHRELREHO 1 Dica—F—%
Xy TTHEDIC, HMELEZI—Y— - 07 7V EEREL TEI—TF 28R TEZET,

BEIOMEEIL, ZOEENTH L THEHAREIC/Z > TWBS 7 7 AHIER A > hHD2WERESEN—RT7 7 -
A RIKEFELTWET, 4758 270ty —2FHT2E, PN IRTHEREICHEDONW=T 10
Ty AIVEERT S ENTEET,

TER—=ZAD T AT AL, HERNLI—F—ZEIC@lICE 0 Y TN DL D BHIRNTT., —KIZ, L
— =X 7V AMEDO N T I —HNCEEEIC O ETEE T, BEE2HHTIE, BEORKAT, 1 BT
INGDENTIAY —2ERTDHIENTEET,

BEIR—ZDT7 72 AHE AT L, BEOEHTRERFIO< > ROV —T713, &FEOEF U7+
— R —FHYR—FTEIICRFFINTVET, Kz, —EHEOSER > —Z25@flIc LT 5
£91Z, 4758 a7ty —%2ty N7V T TEHIENTEET, ZORY—DRTIE, 4758 270t
O —MNERIZT I T4 TR, WhissZ ANhb, —EAEORBUNOEERITAERTT
HZETITEEEN. ZOR) —BXOZFOMEL D7 T O—F %A > TUAL FTBI2E, BEoav
CROMHZHIBETDZHNENDDET, 7T U —3 3 > a2&eHd 205 T, 772 AHIE S A5 LT
HERICT 2O RHLZWEHIET 2O REKEFHL, EFaU 74—« KU —DEKRIZDONT HMRGT
LTLEE N,

TRTD 4758 T 70w P —Id, BEEOREEIREIEN S EE 2> Twiirhudz o 8 A, 4758 3
JOtyd—ical A L TN —% -3, ERKEORE TEREIN TVWAEELZEIET L &ITRkD
T3, HEHFORBTERINEEDOAZNELETI I3, 7077 MIIIHESD FRA, 1T &
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WNEDT TV r—2 3> Tld, —F— ORI EIREOERETHRIEL, 22— — - JO7 71 )L Z2HH
LEBA. —BNIZ, 70774 Z20EETE0IE, B ERERYE BRI —Y—DATT,
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HEHEICET 2 EESBERICONTIE, PRIX—=0 I 7 2 d— RICOWTORRHEE) &
<7EE0,

CCRTROLEPRE T

Sample program to create roles and profiles in the 4758
cryptographic adapter.

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these program. A1l programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
none.

Example:
CALL PGM(CRTROLEPRF)

Use these commands to compile this program on iSeries server:

CRTCMOD MODULE (CRTROLEPRF) SRCFILE(SAMPLE)
CRTPGM  PGM(CRTROLEPRF) MODULE (CRTROLEPRF)
BNDSRVPGM(QCCA/CSUAACI QCCA/CSNBOWH)

Note: Authority to the CSUAACI and CSNBOWH service programs
in the QCCA library is assumed.

The Common Cryptographic Architecture (CCA) verbs used are
Access_Control_Initialization (CSUAACI) and
One_Way Hash (CSNBOWH).

Note: This program assumes the device you want to use is
already identified either by defaulting to the CRPO1
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/*
/*
/*
/*
/*
/*
/*
/*
/*

#include "csucincl.h"

device or has been explicitly named using the
Cryptographic_Resource_Allocate verb. Also this

device must be varied on and you
to use this device description.

Note: Before running this program, the

set using Cryptographic_Facility Control (CSUACFC) in order

to be able to logon afterwards.

/* header file

must be authorized

clock in the 4758 must be

for CCA Cryptographic

Service Provider for iSeries

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

void main(int argc, char *argv[]) {

Profile structure version
length of structure
Description

Name for this profile
Role that profile uses
Activation date - year
Activation date - month
Activation date - day
Expiration date - year
Expiration date - month
Expiration date - day

/*
/* standard return codes
/*
#define ERROR -1
#define OK 0
#define WARNING 4
/*
/* Variables used for parameters on CCA APIs
/*
long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;
long verb_datal_Tlength;
long verb _data2 Tength;
long hash_length;
long text_length;
char *text;
char chaining_vector[128];
long chaining_vector_Tength;
/*
/* Definitions for profiles
/*
typedef struct
char version[2]; /*
short Tength; /*
char comment [20] ; /*
short checksum;
char Togon_failure_count;
char reserved;
char userid[8]; /*
char role[8]; /*
short act_year; /*
char act_month; /*
char act_day; /*
short exp_year; /*
char exp_month; /*
char exp_day; /*
short total_auth_data_Tength;
short field_type;
short auth_data_length_1;
short mechanism; /*

Authentication mechanism

*/
*/
*/
*/
*/
*/
*/

*/
*/

*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/

*/
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short strength; /* Strength of mechanism */
short mech_exp_years; /* Mechanism expiration - year*/
char mech_exp_month; /* Mech. expiration - month  */
char mech_exp_day; /* Mechansim expiration - day */
char attributes[4];
char auth_data[20]; /* Secret data */
} profile_T;
typedef struct
{
long number; /* Number profiles in struct =x/
long reserved;
profile_ T  profile[3];
} aggregate_profile;
aggregate_profile = verb_datal; /* Aggregate structure for */
/* defining profiles */
[ e m e e e */
/* Definitions for roles */
J = —— o ______ */
2 */
/* Default role - access control points Tist - */
/* authorized to everything EXCEPT: */
/* 0x0018 - Load 1st part of Master Key */
/* 0x0019 - Combine Master Key Parts */
/* 0x001A - Set Master Key */
/*  0x0020 - Generate Random Master Key */
/* 0x0032 - Clear New Master Key Register x/
/* 0x0033 - Clear 01d Master Key Register x/
/*  0x0053 - Load 1st part of PKA Master Key */
/*  0x0054 - Combine PKA Master Key Parts */
/* 0x0057 - Set PKA Master Key */
/*  0x0060 - Clear New PKA Master Key Register x/
/* 0x0061 - Clear 01d PKA Master Key Register x/
/* 0x0110 - Set Clock */
/* 0x0111 - Reinitialize device */
/* 0x0112 - Initialize access control system */
/* 0x0113 - Change user profile expiration date */
/* 0x0114 - Change authentication data (eg. passphrase) */
/* 0x0115 - Reset password failure count */
/* 0x0116 - Read Public Access Control Information x/
/* 0x0117 - Delete user profile x/
/* 0x0118 - Delete role */
/* 0x0119 - Load Function Control Vector */
/*  0x011A - Clear Function Control Vector x/
/*  0x011B - Force User Logoff */
/* 0x0200 - Register PKA Public Key Hash */
/*  0x0201 - Register PKA Public Key, with cloning x/
/* 0x0202 - Register PKA Public Key x/
/* 0x0203 - Delete Retained Key */
/*  0x0204 - PKA Clone Key Generate */
/* 0x0211 - 0x21F - Clone information - obtain 1-15 */
2y */
/* For access control points 0x01 - 0x127 =/
char default_bitmap[] =
{ 0x00, 0x03, OxFO, Ox1D, 0x00, 0x00, Ox00, 0x00,
0x80, 0x00, 0x00, Ox00, 0x00, 0x00, Ox00, 0x00,
0x00, O0x0A, 0x80, 0x00, 0x88, Ox2F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
OxFF, Ox7F, 0x40, 0x6B, 0x80};
/* For access control points 0x200 - 0x23F =/
char default2 bitmap[] =
{ 0x00, 0x00, 0x00, Ox00, 0x00, 0x00, OXE6, OXOF };
2 */
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/* role #1 - authorized to same as default plus also

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

0x0018
0x0020
0x0032
0x0053
0x0060
0x0119
0x0201
0x0202
0x0203
0x0204
0x0211
0x0221

authorized to:

Load 1st part of Master Key

Generate Random Master Key

Clear New Master Key Register

Load 1st part of PKA Master Key

Clear New PKA Master Key Register

Load Function Control Vector

Register PKA Public Key, with cloning
Register PKA Public Key

Delete Retained Key

PKA Clone Key Generate

0x215 - Clone information - obtain 1-5
0x225 - Clone information - install 1-5

char rolel bitmap[] =

{ 0x00, 0x03, OxFO, 0x9D, 0x80, 0x00, 0x20, 0x00,
0x80, 0x00, 0x10, 0x00, 0x80, 0x00, 0x00, 0x00,
0x00, OxOA, 0x80, 0x00, 0x88, Ox1F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x11, 0x80, 0x00, 0x00, 0x00,
OxFF, Ox7F, 0x00, Ox4F, 0x80};

char rolel bitmap2[] =

{ 0x78, 0x00, 0x7C, 0x00, 0x7C, 0x00, OXE6, OXOF };

/* role #2 - authorized to same as default plus also

authorized to:

Combine Master Key Parts

Set Master Key

Clear 01d Master Key Register

Combine PKA Master Key Parts

Set PKA Master Key

Clear 01d Master Key Register

Clear Function Control Vector

Register PKA Public Key Hash

Register PKA Public Key, with cloning
Delete Retained Key

PKA Clone Key Generate

0x21A - Clone information - obtain 6-10
0x22A - Clone information - install 6-10

char role2_bitmap[] =

/*

/*

/*  0x0019
/* 0x001A
/*  0x0033
/* 0x0054
/*  0x0057
/* 0x0061
/* 0x011A
/*  0x0200
/* 0x0201
/*  0x0203
/* 0x0204
/*  0x0216
/* 0x0226
/*

{ oxo00,
0x80,
0x00,
0x10,

0x03, 0xFO, 0x7D, 0x80, 0x00, 0x10, 0x00,
0x00, 0x09, 0x00, 0x40, 0x00, 0x00, 0x00,
Ox0A, 0x80, 0x00, 0x88, Ox1F, 0x71, 0x10,
0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,

OxFF, Ox7F, 0x00, Ox2F, 0x80};
char role2_bitmap2[] =
{ 0xD8, 0x00, 0x03, OxEO, 0x03, OxEO, OXE6, OXOF };

/* role #3 - authorized to same as default plus also

/*

/*

/*  0x0110
/*  0x0111
/*  0x0112
/*  0x0113
/* 0x0114
/*  0x0115
/*  0x0116
/*  0x0117
/*  0x0118
/*  0x011B
/*  0x0200
/*  0x0201
/*  0x0203
/*  0x0204

authorized to:

Set Clock

Reinitialize device

Initialize access control system
Change user profile expiration date
Change authentication data (eg. passphrase)
Reset password failure count

Read Public Access Control Information
Delete user profile

Delete role

Force User Logoff

Register PKA Public Key Hash

Register PKA Public Key, with cloning
Delete Retained Key

PKA Clone Key Generate

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
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/*  0x021B - 0x21F - Clone information - obtain 11-15 */
/% 0x022B - 0x22F - Clone information - install 11-15 */

char role3_bitmap[] =
{ 0x00, 0x03, OxFO, 0x1D, 0x00, 0x00, 0x00, 0x00,
0x80, 0x00, 0x00, 0x00, 0xCO, 0x00, 0x00, 0x00,
0x00, OxOA, 0x80, 0x00, 0x88, Ox1F, 0x71, 0x10,
0x10, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
OxFF, Ox7F, OxFF, Ox9F, 0x80};
char role3 bitmap2[] =
{ 0xD8, 0x00, 0x00, Ox1F, 0x00, Ox1F, OxE6, OXOF };

e */
/* Structures for defining the access control points in a role =/
2 */
struct access_control_points_header

{

short number_segments; /* Number of segments of */

/* the access points map */
short reserved;
} access_control_points_header;

struct access_control_points_segment_header

{

short start_bit; /* Starting bit in this =/
/* segment. */
short end_bit; /* Ending bit */
short number_bytes; /* Number of bytes in */
/* this segment */
short reserved;

} access_control _points_segment_header;

JH e m e e e e e */
/* Structure for defining a role */
gy */
struct role_header

{

char version[2];

short length;

char comment [20] ;

short checksum;

short reservedl;

char role[8];

short auth_strength;

short Tower_time;

short upper_time;

char valid_days_of_week;

char reserved?;

} role_header;

2y */
/* Structure for defining aggregate roles */
2 */
struct aggregate_role_header

long number;

long reserved;

} aggregate role_header;

char * verb_data2;

char * work_ptr;
char *bitmapl, *bitmap2;
int i, /* Loop counter */
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/* >>>>>>>> Start of code <<<<<<<<<<<<<<<<<< */

2y */
e */
/* Allocate storage for the aggregate role structure */
e e e e e */

verb_data2 = malloc(sizeof(aggregate_role_header) +
sizeof(role_header) * 3 +
sizeof(access_control _points_header) * 3 +
sizeof(access_control_points_segment_header)
* 6 + [+ 3 roles * 2 segments each x/
sizeof(default_bitmap) * 3 +
sizeof (default2_bitmap) * 3);

work_ptr = verb_dataZ; /* Set working pointer to
start of verb data 2 storage */

aggregate_role_header.number

= 3; /* Define/replace 3 roles */
aggregate_role_header.reserved =

03
/* Copy header into verb data
2 storage. */
memcpy (work_ptr, (voidx)&aggregate_role_header,
sizeof(aggregate role_header));

/* Adjust work pointer to point
after header. */
work_ptr += sizeof(aggregate role_header);

/* Fill in the fields of the role definitions. */
/* Each role is version 1, has authentication strength of 0, =/
/* has valid time from 12:00 Midnight (0) to 23:59 (x173B), */

/* s valid every day of the week. (xFE is 7 bits set), */
/* has one access control points segment that starts at bit 0 =/
/* and goes to bit x11F, and has 20 spaces for a comment. */
gy */
role_header.version[0] =1;
role_header.version[1] = 0;
role_header.length = sizeof(role_header) +

sizeof(access_control_points_header) +
2 * sizeof(access_control_points_segment_header) +
sizeof(default_bitmap) + sizeof(default2_bitmap);

role_header.checksum = 0;
role_header.reservedl = 0;
role_header.auth_strength = 0;
role_header.lower_time = 03
role_header.upper_time = 0x173B;
role_header.valid_days_of_week = OxFE;

role_header.reserved? = 03
memset(role_header.comment,' ', 20);

access_control_points_header.number_segments = 2;
access_control_points_header.reserved = 0;
access_control_points_segment_header.reserved = 0;

for (i=0; i<3; i++)

switch (i) {

2y */

/* Set name for ROLE1 */

K m e e e */
case 0:

memcpy (role_header.role, "ROLE1 ", 8);
bitmapl = rolel_bitmap;
bitmap2 = rolel bitmap2;

break;
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/* Set name for ROLE2 */
T P */
case 1:

memcpy (role_header.role, "ROLE2 ", 8);
bitmapl = role2_bitmap;

bitmap2 = role2_bitmap2;
break;
S S S S S SRS S Sy S S */
/* Set name for ROLE3 */
S S S S S S S S Sy S */
case 2:

memcpy (role_header.role, "ROLE3 ", 8);
bitmapl = role3_bitmap;
bitmap2 = role3_bitmap2;

}

J e mm e e e e */
/* Copy role header */
/2y */

memcpy (work_ptr, (void+)&role_header, sizeof(role_header));

/* Adjust work pointer to
point after role header. */
work_ptr += sizeof(role_header);

2y */
/* Copy access control points header */
2y */

memcpy (work_ptr,
(void *)&access_control_points_header,
sizeof (access_control_points_header));

/* Adjust work pointer to
point after header. =*/
work_ptr += sizeof(access_control_points_header);

2y */
/* Copy access control points segment 1 */
2 */
access_control_points_segment_header.start_bit = 0;

access_control_points_segment_header.end bit = 0x127;

access_control_points_segment_header.number_bytes =
sizeof (default_bitmap);
memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. =/
work_ptr += sizeof(access_control_points_segment_header);

/2y */
/* Copy access control points segment 1 bitmap */
2y */

memcpy (work_ptr, bitmapl, sizeof(default bitmap));

/* Adjust work pointer to
point after bitmap. =*/
work_ptr += sizeof(default_bitmap);

2y */
/* Copy access control points segment 2 */
2y */
access_control_points_segment_header.start_bit = 0x200;
access_control_points_segment_header.end_bit = 0x23F;
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access_control_points_segment_header.number_bytes =
sizeof (default2_bitmap);

memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. =/
work ptr += sizeof(access_control points_segment header);

J e m e e */
/* Copy access control points segment 2 bitmap */
/Ty */

memcpy (work_ptr, bitmap2, sizeof(default2_bitmap));

/* Adjust work pointer to
point after bitmap. =*/
work_ptr += sizeof(default2_bitmap);

2y */
/* Allocate storage for aggregate profile structure */
2 */
verb_datal = malloc(sizeof(aggregate profile));
verb_datal->number = 3; /* Define 3 profiles */
verb_datal->reserved = 0;
Yy S S S S */
/* Each profile: */
/* will be version 1, */
/* have an activation date of 1/1/00, */
/* have an expiration date of 6/30/2005, */
/* use passphrase hashed with SHA1 for the mechanism (0x0001), =*/
/* will be renewable (attributes = 0x8000) */
/* and has 20 spaces for a comment */
2 */
for (i=0; i<3; i++)
{
verb_datal->profile[i].length = sizeof(profile_T);
verb_datal->profile[i].version[0] =1;
verb_datal->profile[i].version[1] = 0;
verb_datal->profile[i].checksum = 0;
verb_datal->profile[i].logon_failure_count = 0;
verb_datal->profile[i].reserved = 0;
verb_datal->profile[i].act_year = 2000;
verb_datal->profile[i].act_month = 1;
verb_datal->profile[i].act day =1;
verb_datal->profile[i].exp_year = 2005;
verb_datal->profile[i].exp_month = 63
verb_datal->profile[i].exp_day = 30;
verb_datal->profile[i].total_auth_data_length = 0x24;
verb_datal->profile[i].field type = 0x0001;
verb_datal->profile[i].auth_data_length_1 = 0x20;
verb_datal->profile[i].mechanism = 0x0001;
verb_datal->profile[i].strength = 0;
verb_datal->profile[i].mech_exp_year = 2005;
verb_datal->profile[i].mech_exp_month = 63
verb_datal->profile[i].mech_exp_day = 30
verb_datal->profile[i].attributes[0] = 0x80;
verb_datal->profile[i].attributes[1] = 0;
verb_datal->profile[i].attributes[2] = 0;
verb_datal->profile[i].attributes[3] = 0;

memset (verb_datal->profile[i].comment, ' ', 20);
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memcpy (rule_array, "SHA-1 ", 8);

rule_array_count =1;

chaining_vector_length = 128;

hash_Tlength = 20;

switch (i) {
2y */
/* Set name, role, passphrase of profile 1  */
Ty S Sy S S SRS S S */

case 0:

memcpy (verb_datal->profile[i].userid,"SECOFRL ",8);
memcpy (verb_datal->profile[i].role, "ROLEl  ",8);
text_length = 10;

text = "Is it safe";
break;
Py Sy S SRS S S */
/* Set name, role, passphrase of profile 2  x/
T S S S S S Sy S S S STSpSSTaT */
case 1:

memcpy (verb_datal->profile[i].userid,"SECOFR2 ",8);
memcpy (verb_datal->profile[i].role, "ROLE2 ",8);
text_length = 18;

text = "I think it is safe";
break;
S S S Sy S Sy Sy S S STSpSSTaT */
/* Set name, role, passphrase of profile 3  */
== — e _______ */
case 2:

memcpy (verb_datal->profile[i].userid,"SECOFR3 ",8);
memcpy (verb_datal->profile[i].role, "ROLE3  ",8);
text_length = 12;

text = "Is what safe";
}
/2y */
/* Call One_Way Hash to hash the pass-phrase */
T S S S S S S Sy */

CSNBOWH( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(charx)rule_array,
&text_length,
text,
&chaining_vector_length,
chaining_vector,
&hash_Tength,
verb_datal->profile[i].auth data);

/* Call Access_Control_Initialize (CSUAACI) to create
/* the roles and profiles.

/*

rule_array count = 2;

memcpy (rule_array, "INIT-AC REPLACE ", 16);
verb_datal length = sizeof(aggregate profile);
verb_data2_length = sizeof(aggregate_role_header) +

40

sizeof(role_header) * 3 +

iSeries:

sizeof(access_control_points_header) * 3 +
sizeof (access_control_points_segment_header)
*x 6 + /x 3 roles * 2 segments each */
sizeof(default_bitmap) * 3 +

sizeof (default2_bitmap) * 3;
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CS

UAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
(Tong *) &verb_datal length,
(char *) verb_datal,
(Tong *) &verb_data2_length,
(char *) verb_data2);

if (return_code > WARNING)

%d/
el

/*
/*
/*
/*

wo

ag
ag

printf("Access_Control_Initialize failed. Return/reason codes: ¥
%d¥n" ,return_code, reason_code);

se

printf("The new roles and profiles were successfully created¥n");

__________________________________________________________ */
The Access_Control_Initialize SAPI verb needs to be */
called one more time to replace the DEFAULT role so that */

a user that does not log on is not able to change any */
settings in the 4758. */
__________________________________________________________ */
rk_ptr = verb_data?; /* Set working pointer to
start of verb data 2 storage */
gregate_role_header.number = 1; /* Define/replace 1 roles */

gregate_role_header.reserved = 0;

memcpy (work_ptr, (void*)&aggregate role_header,

wo

/*
/*
/*
/*
/*
/*

ro
ro
ro

ro
ro
ro
ro
ro
ro
ro

sizeof(aggregate_role_header));

/* Adjust work pointer to
point after header. =/

rk_ptr += sizeof(aggregate_role_header);

______________________________________________________________ */
Fill in the fields of the role definitions. */
Each role is version 1, has authentication strength of 0, =/
has valid time from 12:00 Midnight (0) to 23:59 (x173B), x/
is valid every day of the week. (xFE is 7 bits set), */
has one access control points segment that starts at bit 0 =/
and goes to bit x11F, and has 20 spaces for a comment. */

______________________________________________________________ */

Te_header.version[0] =1;

Te_header.version[1] = 0;

le_header.length = sizeof(role_header) +

sizeof (access_control_points_header) +
2 = sizeof(access_control_points_segment_header) +
sizeof (default_bitmap) + sizeof(default2_bitmap);
le_header.checksum =
le_header.reservedl =
le_header.auth_strength =
le_header.lower_time =
le_header.upper_time =
le_header.valid_days_of_ week =
le_header.reserved? =

memset (role_header.comment,' ', 20);

ac
ac
ac

cess_control_points_header.number_segments = 2;
cess_control_points_header.reserved = 0;
cess_control_points_segment_header.reserved = 0;

/* DEFAULT role id must be in =/
/* ASCII representation. */

memcpy (role_header.role, "¥x44¥xA5¥xA46¥x41¥x55¥x4C¥x54¥x20", 8);
bitmapl = default_bitmap;
bitmap2 = default2_bitmap;
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memcpy (work_ptr, (void*)&role_header, sizeof(role_header));

/* Adjust work pointer to
point after header. =*/
work_ptr += sizeof(role_header);

2y */
/* Copy access control points header */
2 */

memcpy (work_ptr,
(void *)&access_control_points_header,
sizeof (access_control_points_header));

/* Adjust work pointer to
point after header. =*/
work_ptr += sizeof(access_control_points_header);

T */
/* Copy access control points segment 1 */
S S S Sy S S S ——— */
access_control_points_segment_header.start_bit = 0;

access_control_points_segment_header.end_bit = 0x127;

access_control_points_segment_header.number_bytes =
sizeof (default_bitmap);
memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment header));

/* Adjust work pointer to
point after header. =*/
work_ptr += sizeof(access_control_points_segment_header);

2y */
/* Copy access control points segment 1 bitmap */
S */

memcpy (work_ptr, bitmapl, sizeof(default_bitmap));

/* Adjust work pointer to
point after bitmap. =*/
work_ptr += sizeof(default_bitmap);

g */
/* Copy access control points segment 2 x/
2y */

access_control_points_segment_header.start_bit = 0x200;
access_control_points_segment_header.end bit 0x23F;
access_control_points_segment_header.number_bytes =

sizeof (default2_bitmap);

memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof(access_control_points_segment_header));

/* Adjust work pointer to
point after header. =*/
work_ptr += sizeof(access_control_points_segment_header);

T */
/* Copy access control points segment 2 bitmap */
S S S Sy S S S ——— */

memcpy (work_ptr, bitmap2, sizeof(default2_bitmap));

rule_array_count = 2;
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memcpy (rule_array, "INIT-AC REPLACE ", 16);
verb_datal_length = 0;
verb_data2 length = sizeof(aggregate role_header) +
sizeof(role_header) +
sizeof (access_control_points_header) +
sizeof(access_control_points_segment_header)
* 2 +
sizeof(default_bitmap) +
sizeof (default2_bitmap);

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
(Tong *) &verb datal length,
(char *) verb_datal,
(Tong *) &verb_data2_length,
(char *) verb_data2);

if (return_code > 4)

printf("The default role was not replaced. Return/reason code:¥
%d/%d¥n",return_code, reason_code);

else

printf("The default role was successfully updated.¥n");
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D*******‘k****k*******k******************************************
D+ CRTROLEPRF

D*

D+ Sample program to create 3 roles and 3 profiles in the 4758
D* and change the authority for the default role.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D of these programs. All programs contained herein are

D+ provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D+ Note: Input format is more fully described in Chapter 2 of
D IBM 4758 CCA Basic Services Reference and Guide
D (SC31-8609) publication.

D*

D* Parameters: None

D*

D+ Example:

Dx  CALL PGM(CRTROLEPRF)

D*
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D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE (CRTROLEPRF) SRCFILE(SAMPLE)
D* CRTPGM PGM(CRTROLEPRF) MODULE(CRTROLEPRF)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D+ Note: Authority to the CSUAACI service program in the
D* QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Access_Control Initialize (CSUAACI)

D*
D**************************************************************
)
D* Declare variables used by CCA SAPI calls

) gy g g
D= ** Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0

DL *% Exit data length

DEXITDATALEN S 9B 0

D* **% Exit data

DEXITDATA S 4

D= *% Rule array count

DRULEARRAYCNT S 9B 0

D* *% Rule array

DRULEARRAY S 16

D= ** Text Tength

DTEXTLEN S 9B 0

D* *% Text to hash

DTEXT S 20

D= **% Chaining vector length

DCHAINVCTLEN S 9B 0 INZ(128)

D= **% Chaining vector

DCHAINVCT S 128

D= *% Hash Tength

DHASHLEN S 9B 0 INZ(20)
)

D+ VERBDATALl contains the aggregate profile structure which
D+ in turn contains 3 profiles.

) g g g
DVERBDATALEN1 S 9B 0 INZ(278)

DVERBDATAL DS 278

D= ** Define 3 Profiles

DNUMPROFS 9B 0 INZ(3)

D* ** Reserved field

DRESR1 9B 0 INZ(0)

DPROF1 90

DPROF2 90

DPROF3 90

D*
)y S S Sy USSPy Sy S Sy
D+ Define the profile structure
)y Y Py Sy
DPROFILESTRUCT DS

D* ** \lersion 1 struct

DPROFVERS 2 INZ(X'0100")

D= ** Length of profile

DPROFLEN 2 INZ(X'005A")

D= ** Description of profile

DCOMMENTP 20 INZ('

D= **% Checksum is not used

DCHECKSUMP 2 INZ(X'0000")

D= ** Logon failure count

DLOGFC 1 INZ(X'00")

D* ** Reserved

DRESR2 1 INZ(X'00")
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D* *x Profile name

DUSERID 8

D* ** Role used

DROLENAME 8

D~ *x%x Activation year (2000)
DACTYEAR 2 INZ(X'07D0")
D* x% Activation month (01)
DACTMONTH 1 INZ(X'01")
D* xx Activation day  (01)

DACTDAY 1 INZ(X'01")
D *%x Expiration year (2004)
DEXPYEAR 2 INZ(X'07D4")
D* *x Expiration month (12)
DEXPMONTH 1 INZ(x'0C')
Dx *x Expiration day  (31)

DEXPDAY 1 INZ(X'1F')
D* ** Total authentication

D* ** data length

DTOTAUTDTALEN 2 INZ(X'0024")
D ** Field type

DFIELDTYPE 2 INZ(X'0001")
D* ** Authentication data len
DAUTDATLEN 2 INZ(X'0020"')
D* ** Authentication mechanism
DMECHANISM 2 INZ(X'0001')
D* ** Mechanism strength

DSTRENGTH 2 INZ(X'0000")
D* *x Mech expiration year (2004)
DMCHEXPYEAR 2 INZ(X'07D4")
D* *%x Mech expiration month (12)
DMCHEXPMONTH 1 INZ(X'0C")
D *x%x Mech expiration day (31)
DMCHEXPDAY 1 INZ(X"1F")
D ** Attributes

DATTRIBUTES 4 INZ (X'80000000")
D* *% Authentication data
DAUTHDATA 20 INZ(' )
D*
gy

D* The Default role is being replaced
Dx  Verb_data_2 length set to the length of the default role

D* VERBDATA2 contains the aggregate role structure which
D*  in turn contains 3 roles.

12y Ly P
DVERBDATA2 DS

D* *x Define 3 Roles

DNUMROLES 9B 0 INZ(3)

D* *x Reserved field

DRESR3 9B 0 INZ(0)

DROLE1 109

DROLE2 109

DROLE3 109

D*
g gy
Dx Define the role structure

) 2y Sy Y S S Ry Sy S S PRy .
DROLESTRUCT DS

D* *x Version 1 struct

DROLEVERS 2 INZ(X'0100")

D* ** Length of role

DROLELEN 2 INZ(X'006D")

D* ** Description of role

DCOMMENTR 20 INZ(' ')
D* **% Checksum is not used
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DCHECKSUMR 2 INZ(X'0000")

D* *x Reserved field

DRESR4 2 INZ(X'0000")

D* ** Role Name

DROLE 8

D* ** Authentication strength is set to 0
DAUTHSTRN 2 INZ(X'0000")

D* *% Lower time is 00:00

DLWRTIMHR 1 INZ(X'00")

DLWRTIMMN 1 INZ(X'00")

D* ** Upper time is 23:59

DUPRTIMHR 1 INZ(X'17")

DUPRTIMMN 1 INZ(X'3B")

D* *x \alid days of week

DVALIDDOW 1 INZ(X'FE")

D* ** Reserved field

DRESR5 1 INZ(X'00")

D= *% 2 Access control points segments are defined
DNUMSEG 2 INZ(X'0002")

DL ** Reserved field

DRESR6 2 INZ(X'0000")

D* **% Starting bit of segment 1 is 0

DSTART1 2 INZ(X'0000")

D* x%x Ending bit of segment 1 is 295 (Hex 127).
DEND1 2 INZ(X'0127")

D* *% 37 Bytes in segment 1

DNUMBYTES1 2 INZ(X'0025")

D* ** Reserved field

DRESR7 2 INZ(X'00")

D= ** Segment 1 access control pointer
DBITMAP1A 8

DBITMAP1B 8

DBITMAP1C 8

DBITMAP1D 8

DBITMAPLE 5

D* *x% Starting bit of segment 2 is 512 (Hex 200)
DSTART2 2 INZ(X'0200")

D* x%x Ending bit of segment 2 is 575 (Hex 23F)
DEND2 2 INZ(X'023F")

D* *x 8 Bytes in segment 2

DNUMBYTES2 2 INZ(X'0008")

D* ** Reserved field

DRESR8 2 INZ(X'0000")

D= ** Segment 2 access control points

DBITMAP2 8

D*

D* K —————————————— *

D= * DEFAULT expressed in ASCII =

D* K ———————————————— *

DDEFAULT S 8 INZ(X'44454641554C5420")
D*

(DR L e L L X T

D* Prototype for Access_Control_Initialize (CSUAACI)

()RR e X T T

DCSUAACI PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN1 9B 0
DVRBDTA1 278
DVRBDTALEN2 9B 0
DVRBDTA2 335

D*

Dikxkkhkrkkhkhhkkhhhkkhkhhkkkhhdkkhhhkkhhhkkhhhkxrkhkhdkkkhkkxkk
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D+ Prototype for One_Way Hash (CSNBOWH)

DR L X T

DCSNBOWH PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9B 0

DEXTDT 4

DRARRYCT 9B 0

DRARRY 16

DTXTLEN 9B 0

DTXT 20

DCHNVCTLEN 9B 0

DCHNVCT 128

DHSHLEN 9B 0

DHSH 20

D*
gy
D* ** Declares for sending messages to the

D* *% job log using the QMHSNDPM API
2y g gy
DMSG S 64 DIM(3) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(64)

D DS

DMSGTEXT 1 75

DSAPI 1 7

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
C**************************************************************
C* START OF PROGRAM *
Cx =
g gy g gy gy *
C* Set up roles in verb data 2 *
G mm m e e e e e e *
C* Set ROLE name (ROLE1)

C MOVEL 'ROLEL ' ROLE

C*k o m e e e —————
C* * Set Access Control Points for ROLEL

Cx =

C+ *  DEFAULT is authorized to all access control points

C+ * except for the following:

Cx =* 0x0018 - Load 1st part of Master Key

Cx =* 0x0019 - Combine Master Key Parts

Cx = 0x001A - Set Master Key

Cx = 0x0020 - Generate Random Master Key

Cx = 0x0032 - Clear New Master Key Register

Cx = 0x0033 - Clear 01d Master Key Register

C*x = 0x00D6 - Translate CV

Cx * 0x0110 - Set Clock

C*x = 0x0111 - Reinitialize device

Cx = 0x0112 - Initialize access control system

Cx = 0x0113 - Change user profile expiration date

Cx = 0x0114 - Change authentication data (eg. passphrase)
Cx = 0x0115 - Reset password failure count

C*x = 0x0116 - Read Public Access Control Information

Cx = 0x0117 - Delete user profile

C*x =* 0x0118 - Delete role

Cx = 0x0119 - Load Function Control Vector
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C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*

OOOOOOOOO0O0
* * *

[ EeEaNeNeNeNeNeNeo NNl N Nor e NerNerNor Neor N er N er N qp)
%k ok X X 3k ok X X X 3k ok X X X 3k ok X X X %

*

OOOOOOO0

F %k 3k X X ok ok 3k % X ok ok X X X X ok 3k 3k X X X F 3k X X

*

*

F ook 3k X X ok ok 3k X X X ok %k X X X X ok

0x011A -
0x011B -
0x0200 -
0x0201 -
0x0202 -
0x0203 -
0x0204 -
0x0211 -
0x0221 -

ROLE 1 is
to which

0x0018 -
0x0020 -
0x0032 -
0x0053 -
0x0060 -
0x0119 -
0x0201 -
0x0202 -
0x0203 -
0x0204 -
0x0211 -
0x0221 -

Copy role i

Set ROLE nal

Set Access

ROLE 2 is
to which

0x0019 -
0x001A -
0x0033 -
0x0054 -
0x0057 -
0x0061 -
0x011A -
0x0200 -
0x0201 -
0x0203 -
0x0204 -
0x0216 -
0x0226 -

Copy role i

Clear Function Control Vector

Force User Logoff

Register PKA Public Key Hash

Register PKA Public Key, with cloning
Register PKA Public Key

Delete Retained Key

PKA Clone Key Generate

0x21F - Clone information - obtain 1-15
0x22F - Clone information - install 1-15

authorized to all access control points
the DEFAULT role is authorized plus the following:

Load 1st part of Master Key

Generate Random Master Key

Clear New Master Key Register

Load 1st part of PKA Master Key

Clear New PKA Master Key Register

Load Function Control Vector

Register PKA Public Key, with cloning
Register PKA Public Key

Delete Retained Key

PKA Clone Key Generate

0x215 - Clone information - obtain 1-5
0x225 - Clone information - install 1-5

EVAL BITMAPIA = X'0003FO9D80002000"
EVAL BITMAP1B = X'8000100080000000"
EVAL BITMAPIC = X'000A8000881F7110'
EVAL BITMAP1D = X'1004031180000000'
EVAL BITMAPLIE = X'FF7F004F80'

EVAL BITMAPZ2 = X'78007C007COOE6OF'

nto aggregate structure

MOVEL ROLESTRUCT ROLE1
me (ROLE2)

MOVEL 'ROLE2 ! ROLE

Control Points for ROLE2

authorized to all access control points
the DEFAULT role is authorized plus the following:

Combine Master Key Parts

Set Master Key

Clear 01d Master Key Register

Combine PKA Master Key Parts

Set PKA Master Key

Clear 01d Master Key Register

Clear Function Control Vector

Register PKA Public Key Hash

Register PKA Public Key, with cloning
Delete Retained Key

PKA Clone Key Generate

0x21A - Clone information - obtain 6-10
0x22A - Clone information - install 6-10

EVAL BITMAPIA = X'0003F07D80001000"
EVAL BITMAP1B = X'8000090040000000'
EVAL BITMAPIC = X'000A8000881F7110'
EVAL BITMAP1D = X'1004031180000000'
EVAL BITMAPLIE = X'FF7F002F80'

EVAL BITMAPZ = X'D800O3EOO3EOE6OF'

nto aggregate structure
MOVEL ROLESTRUCT ROLE2

Set ROLE name (ROLE3)
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C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*
C*

*

OOOOO0O0O

C*
C*
C*
C*

C*

C*

* * *

*

* * *

*

[aNeNeoNeNeNeNeNeNeoNoNelNeNeNeolNolNeNe Ne oo Nor e Ne ler el el

*
*

EE T R B TR R

05

05

MOVEL 'ROLE3 ' ROLE

Set Access Control Points for ROLE3

ROLE 3 is authorized to all access control points
to which the DEFAULT role is authorized plus the following:

0x0110 - Set Clock

0x0111 - Reinitialize device

0x0112 - Initialize access control system

0x0113 - Change user profile expiration date
0x0114 - Change authentication data (eg. passphrase)
0x0115 - Reset password failure count

0x0116 - Read Public Access Control Information
0x0117 - Delete user profile

0x0118 - Delete role

0x011B - Force User Logoff

0x0200 - Register PKA Public Key Hash

0x0201 - Register PKA Public Key, with cloning
0x0203 - Delete Retained Key

0x0204 - PKA Clone Key Generate

0x021B - Ox21F - Clone information - obtain 11-15
0x022B - Ox22F - Clone information - install 11-15

EVAL BITMAPIA = X'0003F01DO0000000"
EVAL BITMAP1B = X'80000000C0000000"
EVAL BITMAPIC = X'000A8000881F7110'
EVAL BITMAP1D = X'1004021180000000'
EVAL BITMAPLIE = X'FF7FFF9F80'

EVAL BITMAPZ = X'D800001FOO1FE6OF'

Copy role into aggregate structure
MOVEL ROLESTRUCT ROLE3

Set Profile name (SECOFRI)

MOVEL 'SECOFR1 ' USERID
Set Role name (ROLE1)
MOVEL 'ROLEL ! ROLENAME
Hash pass-phrase for profile 1
SETOFF 05
EVAL TEXT = 'Is it safe'
Z-ADD 10 TEXTLEN
EXSR HASHMSG
SETON LR

Copy profile into aggregate structure
MOVEL PROFILESTRUCT PROF1
Set Profile name (SECOFR2)

MOVEL 'SECOFR2 ' USERID
Set Role name (ROLE2)
MOVEL '"ROLE2 ! ROLENAME
Hash pass-phrase for profile 2
EVAL TEXT = 'I think it is safe'
Z-ADD 18 TEXTLEN
EXSR HASHMSG
SETON LR

Copy profile into aggregate structure
MOVEL PROFILESTRUCT PROF2
Set Profile name (SECOFR3)

MOVEL 'SECOFR2 ' USERID
Set Role name (ROLE3)

MOVEL '"ROLE3 ! ROLENAME
Hash pass-phrase for profile 3

EVAL TEXT = 'Is what safe'

Z-ADD 12 TEXTLEN

EXSR HASHMSG
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C 05 SETON
C* Copy profile into aggregate structure
C MOVEL PROFILESTRUCT PROF3

gy gy *
C* Set the keywords in the rule array *
T *
C MOVEL "INIT-AC ' RULEARRAY

C MOVE '"REPLACE ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

C**************************************************************

C+ Call Access_Control_Initialize SAPI

C**************************************************************

C CALLP CSUAACI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C VERBDATALEN1:

C VERBDATAL:

C VERBDATALEN2:

C VERBDATA2)

C* K m e mm e mm e — e —— *

C* * Check the return code =*

C* K m e —————— *

C RETURNCODE IFGT 0

C* g *

C* * Send failure message =

C* gy *

C MOVEL MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL 'CSUAACT' SAPI

C EXSR SNDMSG

C RETURN

C ELSE

C* Kmmmmmmmm e mm e ———————— *

C* * Send success message  *

C* Kmmm e ————————————— *

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C ENDIF

C*

CFm e e e e e e e ——————— *
C* Change the Default Role *
CFm e e e e e e e e —————— *
C* Set the Role name

C MOVEL DEFAULT ROLE

O g
C* * Set Access Control Points for DEFAULT

C*x =

0
C EVAL BITMAP1A = X'0003F01D00000000"
C EVAL BITMAP1B = X'8000000000000000"
C EVAL BITMAP1C = X'000A8000881F7110"
C EVAL BITMAP1D = X'1004021180000000'
C EVAL BITMAPLE = X'FF7F406B80"

C EVAL BITMAP2 = X'000000000000E6OF"
C* Copy role into aggregate structure

C MOVEL ROLESTRUCT ROLE1

C*

C* Set the new verb data 2 Tength

C Z-ADD 117 VERBDATALEN2

C*

C* Set the verb data 1 length to @ (No profiles)

C Z-ADD 0 VERBDATALEN1

C* Change the number of roles to 1
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C Z-ADD 1 NUMROLES
C

C**************************************************************

C+ Call Access_Control_Initialize SAPI
C**************************************************************

C CALLP CSUAACI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY :

C VERBDATALEN1:
C VERBDATAL:

C VERBDATALENZ2:
C VERBDATA2)
O *

C* Check the return code *

O *

C RETURNCODE IFGT 0

C* e *

C* * Send failure message *

C* e *

C MOVEL MSG (1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL "CSUAACT' SAPI

C EXSR SNDMSG

C*

C ELSE

C* K m e mm e ——————— *

C* * Send success message  *

C* Hememmmmmee——eemcccm————— *

C MOVEL MSG(3) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

C**** """"""""""""""""""""""" *khkkkkkkkhkrhhkkhhkk
C* Subroutine to Hash pass-phrase

C**** """"""""""" khhkkkhhhkhhhkhhhhhhhdrhhrhhhhhhdrhdhrhdkx
C HASHMSG BEGSR

C* g *

Cx * Set the keywords in the rule array *

C* g g gy *

C MOVEL 'SHA-1 ! RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C* Kmmmmmmm e m— e ——————————— *

Cx * Call One Way Hash SAPI =

C* g *
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C CALLP CSNBOWH (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT :
C RULEARRAY:

C TEXTLEN:

C TEXT:

C CHAINVCTLEN:
C CHAINVCT:

C HASHLEN:

C AUTHDATA)

Ck Fmmmm e *

Cx * Check the return code =*

Ck  Fmmm e *

C RETURNCODE IFGT 0

C* K m e m——————————— *

C* * Send failure message *

C* K ———————————— *

C MOVEL MSG (1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL 'CSNBOWH' SAPI

C EXSR SNDMSG

C SETON 05
C ENDIF

C*

C ENDSR

*%

CSUAACI failed with return/reason codes 9999/9999.
SECOFR1, SECOFR2, and SECOFR3 profiles were successfully created.
The Default role was successfully changed.
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gy */
/* SETDEFAULT */
/* */
/* Sample program to authorize the default role to all access */
/* control points in the 4758. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
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/* Parameters:

/*  none.

/*

/* Example:

/*  CALL PGM(SETDEFAULT)

/*

/* Use these commands to compile this program on iSeries:
/* CRTCMOD MODULE(SETDEFAULT) SRCFILE(SAMPLE)

/* CRTPGM PGM(SETDEFAULT) MODULE(SETDEFAULT)

/* BNDSRVPGM(QCCA/CSUAACT)

/*

/* Note: Authority to the CSUAACI service programs
/* in the QCCA library is assumed.

/*

/* The Common Cryptographic Architecture (CCA) verb used is
/* Access_Control_Initialization (CSUAACI).

/*

/* Note: This program assumes the device you want to use is

/* already identified either by defaulting to the CRPO1

/* device or has been explicitly named using the

/* Cryptographic_Resource_Allocate verb. Also this

/* device must be varied on and you must be authorized

/* to use this device description.

/*
gy
#include "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries
#include <stdio.h>
#include <string.h>
#include <stdlib.h>

void main(int argc, char *argv[]) {

ey
/* standard return codes
gy
#define ERROR -1

#define OK 0

#define WARNING 4

long return_code;

long reason_code;

long exit_data_length;
char exit_data[2];

char rule_array[4][8];
long rule_array_count;
long verb_datal_Tlength;
long verb_data2_length;
char  verb datal[4];

T Sy S Sy S Sy Sy S S S S S
/* Structure for defining a role
e e
struct role_header

{

char version[2];

short length;

char comment [20] ;

short checksum;

short reservedl;

char role[8];
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S

/
/

S

S

/*
/*
/*
/*

ch

ch

u
u

i

short auth_strength;

char Tower_time_hour;
char lTower_time _minute;
char upper_time_hour;
char upper_time_minute;
char valid_days_of_week;
char reserved?;

} role_header;

K e ————— */
* Structure for defining aggregate roles */
S, */
truct aggregate_role

long number;

long reserved;

} aggregate role header;

K e */
* Structures for defining the access control points in a role =/
K o */
truct access_control_points_header

{

short number_segments; /* Number of segments of */
/* the access points map */

short reserved;

} access_control_points_header;

truct access_control_points_segment_header

{

short start_bit; /* Starting bit in this =/
/* segment. */
short end_bit; /* Ending bit */
short number_bytes; /* Number of bytes in */
/* this segment */
short reserved;

} access_control _points_segment_header;

Default role - access control points list -
authorized to everything

For access control points 0x01 - 0x127
ar default_bitmap[] =
{ 0x00, 0x03, OxFO, OxFD, 0x80, 0x00, 0x30, 0x00,
0x80, 0x00, 0x19, 0x00, 0xCO, 0x00, 0x00, 0x00,
0x00, Ox0A, 0x80, 0x00, 0x88, O0x2F, 0x71, 0x10,
0x18, 0x04, 0x03, 0x31, 0x80, 0x00, 0x00, 0x00,
OxFF, Ox7F, OxFF, OxFF, 0x80};

ar default2_bitmap[] =
{ OxF8, 0x00, Ox7F, OxFF, Ox7F, OxFF, OxE6, OxOF };

nsigned char * verb_data2;
nsigned char * work_ptr;

nt i; /* Loop counter x/
K e —————— */
* Start of code */
S, */
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verb_data2 = malloc(sizeof(aggregate_role_header) +
sizeof (role_header) +
sizeof(access_control_points_header) +
sizeof (access_control_points_segment_header)
* 2 +
sizeof (default_bitmap) +
sizeof(default2_bitmap));

work_ptr = verb_data?2; /* Set up work pointer */

aggregate_role_header.number

= 1; /* Define/replace 1 role */
aggregate_role_header.reserved =

0; /* Initialize reserved fieldx/

/* Copy header to verb_data2
storage. */
memcpy (work_ptr, (voidx)&aggregate_role_header,
sizeof(aggregate_role_header));

work_ptr += sizeof(aggregate_role_header); /* Set work pointer
after role header =/

2 */
/* Fil1l in the fields of the role definition. */
e */
role_header.version[0] = 1; /* Version 1 role x/

role_header.version[1]

[}
(<]

/* Set length of the role =*/
sizeof(role_header)
+ sizeof(access_control_points_header)
+ 2 *
sizeof(access_control_points_segment_header)
+ sizeof (default_bitmap)
+ sizeof(default2_bitmap);

role_header.length =

role_header.checksum =0; /* Checksum is not used */
role_header.reservedl = 0; /* Reserved must be 0 */
role_header.auth_strength = 0; /* Authentication strength */

/* is set to 0. */

/* Lower time is 00:00 */
role_header.lower_time_hour = 03
role_header.lower_time_minute = 0;

/* Upper time is 23:59 */

role_header.upper_time_hour = 23;

role_header.upper_time_minute = 59;

role_header.valid_days_of_week = OxFE; /* Valid every day */
/* 7 bits - 1 bit each day =*/

role_header.reserved2 = 0; /* Reserved must be 0 */
/* Role is DEFAULT */
/* expressed in ASCII */

memcpy (role_header.role, "¥x44¥x45¥x46¥x41¥x55¥x4C¥x54¥x20", 8);

memset (role_header.comment,' ',20); /* No description for role */

2y */
/* Copy role header into verb_data2 storage */
/2y */

memcpy (work_ptr, (void+)&role_header, sizeof(role_header));
work_ptr += sizeof(role_header);
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/* Set up access control points header and then */

/* copy it into verb_data2 storage. */
P e */
access_control_points_header.number_segments = 2
access_control_points_header.reserved 03
access_control_points_segment_header.reserved = 0

memcpy (work_ptr,
(void *)&access_control_points_header,
sizeof(access_control _points_header));

/* Adjust work_ptr to point to the
first segment */
work_ptr += sizeof(access_control_points_header);

/2y */
/* Set up the segment header for segment 1 and then =*/
/* copy into verb_data2 storage */
S S S S S Sy S SIS S */
access_control_points_segment_header.start_bit = 0;

access_control_points_segment_header.end_bit = 0x127;

access_control_points_segment_header.number_bytes =
sizeof(default_bitmap);
memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof (access_control_points_segment_header));

/* Adjust work_ptr to point to the
first segment bitmap */
work_ptr += sizeof(access_control_points_segment_header);

2y */
/* Copy access control points segment 1 bitmap */
2y */

memcpy (work_ptr, default_bitmap, sizeof(default_bitmap));

/* Adjust work_ptr to point to the

second segment */
work_ptr += sizeof(default_bitmap);
2y */
/* Set up the segment header for segment 2 and then =/
/* copy into verb data2? storage */
/2y */

access_control_points_segment_header.start_bit = 0x200;

access_control_points_segment_header.end_bit 0x23F;

access_control_points_segment_header.number_bytes =
sizeof(default2_bitmap);

memcpy (work_ptr,
(void *)&access_control_points_segment_header,
sizeof (access_control_points_segment_header));

/* Adjust work_ptr to point to the
second segment bitmap x/
work_ptr += sizeof(access_control_points_segment_header);

ey */
/* Copy access control points segment 2 bitmap */
K m e e e e */
memcpy (work_ptr, default2_bitmap, sizeof(default2_bitmap));
/2y */
/* Set the Tength of verb data 2 (Role definition) */
ey */

verb_data2_length = sizeof(aggregate_role_header) +
role_header.length;
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/* Set remaining parameters x/
ey */
rule_array_count = 2;

memcpy (rule_array, "INIT-AC REPLACE ", 16);
verb_datal_length = 0;

Sy Sy SRS S S S Sy S U S S ——— */
/* Call Access _Control_Initialize (CSUAACI) to set the =/
/* default role. */
e */

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char *)rule_array,
&verb_datal_length,
(unsigned char *) verb datal,
&verb_data2_Tlength,
verb_data2);

if (return_code > 4)

printf("The default role was not replaced. Return/reason code:¥
%d/%d¥n",return_code, reason_code);

else

printf("The default role was successfully updated.¥n");

}
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D**** """"""""""""""""""" khkkkhkhkhkrhhkhhhhhhhhihk
D* SETDEFAULT

D*

D+ Sample program to authorize the default role to all access
D+ control points in the 4758.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D~ (SC31-8609) publication.

D*

D* Parameters: None

D*
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D+ Example:

D  CALL PGM(SETDEFAULT)

D*

D* Use these commands to compile this program on iSeries:
Dx CRTRPGMOD MODULE (SETDEFAULT) SRCFILE(SAMPLE)

Dx CRTPGM PGM(SETEID) MODULE(SETDEFAULT)

D* BNDSRVPGM(QCCA/CSUAACT)

D*

D+ Note: Authority to the CSUAACI service program in the
D* QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Access_Control_Initialize (CSUAACI)

D=*
D*******************************‘k**********************'k*****k**
) g
D* Declare variables used by CCA SAPI calls
)
D* *% Return code

DRETURNCODE S 9B 0

D= *% Reason code

DREASONCODE S 9B 0

D= ** Exit data length

DEXITDATALEN S 9B 0

D= *x Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

D= **% Rule array

DRULEARRAY S 16

D= *x Verb data 1 length

DVERBDATALEN1 S 9B 0 INZ(0)

D= *% Verb data 1

DVERBDATA1 S 4

D= *% Verb data 2 length

DVERBDATALEN2 S 9B 0 INZ(117)

) g

D* Verbdata 2 contains the aggregate role structure which
D+ in turn contains 1 role - the default role

D¥* e — — - m e o
DVERBDATA2 DS 200

D* **% Define 1 Role

DNUMROLES 9B 0 INZ(1)

D= ** Reserved field

DRESR1 9B 0 INZ(0)

D= ** \ersion 1 struct

DVERS 2 INZ(X'0100")

D* **% Length of role

DROLELEN 2 INZ(X'006D")

D* **% Description of role

DCOMMENT 20 INZ('

D* *% Checksum is not used

DCHECKSUM 2 INZ(X'0000")

D* ** Reserved field

DRESR2 2 INZ(X'0000")

D= *% Role Name is DEFAULT expressed in ASCII
DROLE 8 INZ(X'44454641554C5420")
D* ** Authentication strength is set to 0
DAUTHSTRN 2 INZ(X'0000")

D= ** Lower time is 00:00

DLWRTIMHR 1 INZ(X'00")

DLWRTIMMN 1 INZ(X'00")

D= ** Upper time is 23:59

DUPRTIMHR 1 INZ(X'17")

DUPRTIMMN 1 INZ(X'3B")

D* *x \lalid days of week

DVALIDDOW 1 INZ(X'FE")
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D* *x Reserved field

DRESR3 1 INZ(X'00")

D ** 2 Access control points segements are defined
DNUMSEG 2 INZ(X'0002")

D* ** Reserved field

DRESR4 2 INZ(X'0000")

D* *% Starting bit of segment 1 is 0.

DSTART1 2 INZ(X'0000")

D= *x Ending bit of segment 1 is 295 (Hex 127).
DEND1 2 INZ(X'0127")

D* ** 37 Bytes in segment 1

DNUMBYTES1 2 INZ(X'0025")

D* ** Reserved field

DRESR5 2 INZ(X'00")

D* ** Segment 1 access control points
DBITMAP1A 8 INZ(X'0003FOFD80063000")
DBITMAP1B 8 INZ(X'80001900C0000000")
DBITMAP1C 8 INZ(X'000A8000882F7110")
DBITMAP1D 8 INZ(X'1804033180000000")
DBITMAP1E 5 INZ(X'FF7FFFFF80"')

D= *x Starting bit of segment 2 is 512 (Hex 200).
DSTART2 2 INZ(X'0200")

D *x*x Ending bit of segment 2 is 575 (Hex 23F)
DEND2 2 INZ(X'023F")

D* ** 8 Bytes in segment 2

DNUMBYTES?2 2 INZ(X'0008")

D ** Reserved field

DRESR6 2 INZ(X'0000")

D* ** Segment 2 access control points

DBITMAP2 8 INZ (X'F80O7FFF7FFFE6OF")
D*

R R R R e

D* Prototype for Access_Control_Initialize (CSUAACI)

Dxkkkxkhkhkkkhhhkkhkhhkkhhhkkkhhkkkhhdkkhhkkrkkhkkkkhhkxkhkhdxkx

DCSUAACI PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN1 9B 0

DVRBDTA1 4

DVRBDTALEN2 9B 0

DVRBDTA2 200

D*
12y Ly P
D* *% Declares for sending messages to the

D* *% job log using the QMHSNDPM API

D m m m e e
DMSG S 64 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(64)

D DS

DMSGTEXT 1 64

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*

C**************************************************************
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C* START OF PROGRAM

C*x =
T N N N *
Cx Set the keywords in the rule array *
g *
C MOVEL "INIT-AC ' RULEARRAY

C MOVE '"REPLACE ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT
C***************************** """"""""""""""" *kkkk
C+ Call Access_Control Initialize SAPI

C******** """""""""""""""""""""" *khkkkkkhkhkkhkk
C CALLP CSUAACI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C VERBDATALEN1:

C VERBDATAL:

C VERBDATALENZ2:

C VERBDATA2)
(O *

C* Check the return code *

(O *

C RETURNCODE IFGT 4

C* Ty *

C* * Send failure message *

C* Kmmm e mm e ———————— *

C MOVEL MSG (1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* Kmmm e m *

C* * Send success message *

C* Hmmmm oo *

C MOVE MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

**

CSUAACI failed with return/reason codes 9999/9999.
The Default role was successfully set.

fl: 4758 A7Aty Y —RHOBEDTOA7 74 IIVEEET B0 ILE C 7AJ S A
4758 270ty —RICBEFEO T O 7 vy ANV EEETSHIIE, LEISCTUTOTOr I LEEEL T
<7ZEW0N,
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/* CRTPGM PGM(CHG_PROF) MODULE (CHG_PROF)

/* BNDSRVPGM(QCCA/CSUAACT)

/*

/* Note: Authority to the CSUAACI service program in the

/* QCCA library is assumed.

/*

/* The Common Cryptographic Architecture (CCA) verb used is

/* Access_Control_Initialization (CSUAACI).

/*
gy
#include "csucincl.h" /* header file for CCA Cryptographic

<7ZEWN,

Change certain fields in a user profile on the 4758
card. This program changes the expiration date using a new
date in the form YYYYMMDD.

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these program. A1l programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

these programs and files.

Note: Input format is more fully described in Chapter 2 of

IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.
Parameters:
none.
Example:
CALL PGM(CHG_PROF)
Note: This program assumes the card with the profile is

already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

The Common Cryptographic Architecture (CCA) verb used is
Access_Control_Initialization (CSUAACI).

Use these commands to compile this program on iSeries:

ADDLIBLE LIB(QCCA)
CRTCMOD MODULE(CHG_PROF) SRCFILE(SAMPLE)

/* Service Provider for iSeries

#include <stdio.h>

#include <string.h>
#include <stdlib.h>
#include <decimal.h>

/*

standard return codes

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/

*/
*/
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#define ERROR -1
#define 0K 0
#define WARNING 4

int main(int argc, char xargv[])

{

Tong return_code
long reason_code = 0;

Tong exit_data_length = 2;
char exit_data[4];

char rule_array[8];

Tong rule_array count = 1;

n
(<]
we

Tong verb_data_length;
char * verb_data;
long verb_data_length2;
char * verb_data2;

memcpy (rule_array,"CHGEXPDT",8); /* set rule array keywords
verb_data_length = 8;

verb_data = "SECOFR1 "; /* set the profile name
verb_data_length2 = 8;

verb_data2 = "20010621"; /* set the new date

/* invoke verb to change the expiration date in specified profile

CSUAACI( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb data,
&verb_data_Tlength2,
verb_data?);

if ( (return_code == OK) | (return_code == WARNING) )

{

printf("Profile expiration date was changed successfully");
printf(" with return/reason codes ");

printf("%1d/%1d¥n¥n", return_code, reason_code);
return(0K) ;

1

else

{

printf("Change of expiration date failed with return/");
printf("reason codes ");

printf(" %1d/%1d¥n¥n", return_code, reason_code);
return(ERROR) ;
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A

4758 a7 oty —HICBEEO T O 7 y A IV EEETBIE, HEISCTUTFTOTOr I L0EEEHLT
<TEE0,
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DR L T

D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*

CHG_PROF

Change certain fields in a user profile on the 4758
card. This program changes the expiration date using a new
date in the form YYYYMMDD.

COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

This material contains programming source code for your
consideration. These example has not been thoroughly

tested under all conditions. IBM, therefore, cannot

guarantee or imply reliability, serviceability, or function

of these programs. A1l programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters: Profile

Example:
CALL PGM(CHG_PROF) PARM(PROFILE)

Use these commands to compile this program on iSeries:

CRTRPGMOD MODULE (CHG_PROF) SRCFILE(SAMPLE)

CRTPGM PGM(CHG_PROF) MODULE (CHG_PROF)
BNDDIR(QCCA/QC6BNDDIR)

Note: Authority to the CSUAACI service program in the
QCCA Tibrary is assumed.

The Common Cryptographic Architecture (CCA) verbs used are
Access_Control Initialize (CSUAACI)

This program assumes the card with the profile is
already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

DR L

*% Return code
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DRETURNCODE N

D=* *%*
DREASONCODE S
D* *%*
DEXITDATALEN S
D* *ok
DEXITDATA S
D* *ok
DRULEARRAYCNT S
D* **
DRULEARRAY S
D* *%k
DVERBDATALEN1 S
D=* *%*
DVERBDATA1 S
D* *%*
DVERBDATALENZ S
D* *%*
DVERBDATA2 S
D*

D*

9B 0

Reason code
9B 0
data length
9B 0

Exit
Exit data
4
array count
9B 0

Rule
Rule array
16
data 1 length
9B 0 INZ(8)
data 1
8
data 2 length
9B 0 INZ(8)
data 2
8

Verb

Verb

Verb

Verb

DAxkxkkhdkkkkhhkkkhhkkhkhhhkkhhhrkhhhkrkkhhkkhkhhkxkhhdrkkhhkxkk

D* Prototype for Access_Control_Initialize (CSUAACI)

D**********************************************************

DCSUAACI PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN1 9B 0

DVRBDTAL 8

DVRBDTALEN2 9B 0

DVRBDTA2 8

D*

) g
D* *x Declares for sending messages to the

D* *% job log using the QMHSNDPM API

D¥* e — — - m e o
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ('

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ('~ ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)
C***************************** """""""""""""" *kkkk
C* START OF PROGRAM

C*x =

Gk mm e e e e e e e *
C* Parameter is profile to be changed. *
gy PSP *
C *ENTRY PLIST

C PARM VERBDATAL
g gy *
C* Set the keywords in the rule array *
g *
C MOVEL 'CHGEXPDT' RULEARRAY
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*%

gy
C* Set new expiration date
Oy
C MOVEL '20061231"
Chm e e e e e e e e
Cx Call Access_Control_Initialize SAPI
gy gy
C CALLP CSUAACI

C

C

C

C

C

C

C

C

C

(O *

C* Check the return code *

Ckmm e mmmmemmmee e *

C RETURNCODE IFGT 0

C* Kmmmmmmmm e ——————————— *

C* * Send error message *

C* K m e mm e — e ———————— *

C MOVE MSG(1)

C MOVE RETURNCODE

C MOVE REASONCODE

C EXSR SNDMSG

C*

C ELSE

C* Hememmmmeeee——e—ccc———— *

C* * Send success message *

C* Ko e e e e e m e *

C MOVE MSG(2)

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON

C*

RULEARRAYCNT

(RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY:
VERBDATALEN1:
VERBDATAL:
VERBDATALENZ:
VERBDATA2)

MSGTEXT
FAILRETC
FAILRSNC

MSGTEXT

LR

C**************************************************************

C* Subroutine to send a message

ok ok ok ok ok ok ok ok ok ok ok ke ok o ok ok ok ok ok ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kk kkkkkkhhkkhhhx
C SNDMSG BEGSR

C CALL "QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

CSUAACI failed with return/reason codes 9999/9999'
The request completed successfully

IRIE ID L0709V DETE

1215 ID (EID)
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4758 270ty H—Id, EID Z#BTFELTHRELE T, ROMBHE, 2DOilE#HIZ EID 2% ET 51213,

4758 WEE b2 7Oty b —HlRO7Z0HD Web R—ZADI—F 4 UF 4 —ZFHLET, TOI—F4
T 4 —IZI&. http://server-name:2001 @ liSeries Tasks| XR—I NS 7V ATEEXT, TOI—FT4UT 4
—IZiE, a7 oty =2 HHE TSN TR WREDGAICHER I NS, AR Y  F— RPREENTY
9. 4758 a7 0ty —2WIHIEREEREA THL501E. [BEROEE (Manage configuration)] . X
2 /Bt (Attributes)] 27U v - L., EID & EL T,

MEO7 TV r—2a > ZERLT, EID 2RETH2EHTEET, FHUTIT.
Cryptographic_Facility_Control (CSUACFC) API verb ZfiH L 9, ZEDZDIT, 2 DO T TOT T LHIMN
REINTNET, 055D 1 DIF ILE C TERENTH O, H5 1 DL ILE RPG THERI N T
£9, E6550707 I AbETTHHEEITIRTC T,

[fil: 4758 270w Y—ICBEE ID 2%Ed 54200 ILEC 707 I 4] |

68 X— D Il 4758 70ty H—ICBE ID Z2%EJT 57200 ILE RPG T 07 T 1] |

4758 a7 otwH—i3, 4758 I 70ty —DMERT ST RTD PKA F—+ h—2 2IZ EID #JE—
L%d, EID ZHTDHE, 4758 a7 0ty P —id, Pd 4758 a7 0ty F—2ERL 72+ —Tld/z
<, Foa7oty Y —»mMMERLEZF—2#T2ENTEET,

s0v9

4758 a7ty d—id, yoavr - ALV —Z2FERHLTRAEHMdZREEL, 07y s 4>
TELINEINZHML 9, BIEEFORZZ, 7)) = DR (GMT) T3, ZOEREICKD., FHE
T 50D EMEEEEIOBREEHIFRT BE1IC. 4758 A 70y —NE T/ O 7 2R ETHZHENRH D
EJCIN

ROME, NOMEICy Oy 7 Z2#&ET 51213, 4758 BELI 70y —ERO7ZDD Web X—ZD
I—T4 VT4 —Z2HHALEXT, Z2OI—F 41T ¢ —ITId. http:/iserver-name:2001 @ TiSeries Tasks] X
—IOMNSE TV EATEET, ZOI—T4UT 4 =2, a7otyd—>giitInTnianiREDOSHE
WHHSINS, HAKRY = RAEGENTVET, 4758 BElka 7oty b —ngHRRERATH S
Bk, [BEOEE (Manage configuration)] . XiZ @M (Attributes)] 27U w2/ L, 7oy sz
RELET,

MEOY TUr—2a  ZERLT, 7Oy ERETHIESTEET, INETHITT.
Cryptographic_Facility_Control (CSUACFC) API verb Z#ff L £9, ZEDDIZ, 2 DO T O T LFIN
REINTNET, ZO5ED 1 DIF ILE C THERSINTHBOD, 5 1 DI ILE RPG TIERINTW
¥9., E650707 T AbETTIHHEEIIFRLC T,

s [IR=>D Tl 4758 70ty IV Oy IV ZRET 220D ILE C TV T L] |

« B3XR=20 Tl 4758 270ty Y —I1/ 0y V7 ERET SH2DD ILE RPG 707 T L] |

fl: 4758 27Oty Y—ICIRIE ID #{_ETH/=HD ILE C F7AJ S A
4578 270t v —TIRE ID 2RET DI, LESCTUTFOT O I LEZEEL T ZI N,

Er BRSBTS EERBRICONTIE, R8OR—=T0 I 7 8 J— RICOWTORGEE [ESRLT
<7ZaN,

2y */
/* Set the environment ID on the 4758 card, based on a */
/* 16-byte sample value defined in this program. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */

/* */
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/* This material contains programming source code for your */

/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for x/
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(SETEID) */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(SETEID) SRCFILE(SAMPLE) */
/* CRTPGM PGM(SETEID) MODULE(SETEID) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA Tibrary is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilites_Control (CSUACFC). x/
/* */
gy */
#include "csucincl.h" /* header file for CCA Cryptographic */
/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

gy */
/* standard return codes */
e */

#define ERROR -1
#define 0K 0
#define WARNING 4

int main(int argc, char xargv[])

{
gy */
/* standard CCA parameters */
Ty */

Tong return_code = 0;
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Tong reason_code = 0;

long exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
Tong rule_array count = 2;

== ———— - ... */
/* fields unique to this sample program */
gy */

Tong verb_data_length;
char * verb_data = "SOME ID data 16@";

/* set keywords in the rule array */
memcpy (rule_array,"ADAPTERISET-EID ", 16);
verb_data_length = 16;
/* invoke the verb to set the environment ID */
CSUACFC(&return_code,

&reason_code,

&exit_data_length,

exit_data,

&rule_array_count,

(char *)rule_array,

&verb_data_length,

verb_data);
if ( (return_code == OK) | (return_code == WARNING) )

printf("Environment ID was successfully set with ");

printf("return/reason codes %1d/%1d¥n¥n", return_code, reason_code);

return(0K) ;
1

else
printf("An error occurred while setting the environment ID.¥n");
printf("Return/reason codes %1d/%1d¥n¥n", return_code, reason_code);
return(ERROR) ;
}

fGl: 4758 A7ALyY—ICIEIE ID £RETS/=0HD ILE RPG A S A
4578 270ty —TERE ID Z2RETDHIZE. LEIZRUTFOTOr I AEZEBELTLZE 0,

e BRICET A EERBRICOVTIE, RR8YR—20 I 7 & J— RICOWT ORI HEIE [ESIR
<IN,

D*************************************************************
D* SETEID

D*

D* Set the environment ID on the 4758 card, based on a

D* 16-byte sample value defined in this program.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your
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D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function

D+ of these programs. A1l programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D+ these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D (SC31-8609) publication.

D*

D+ Parameters: None

D*

D* Example:

D=  CALL PGM(SETEID)

D*

D+ Use these commands to compile this program on iSeries:
Dx CRTRPGMOD MODULE (SETEID) SRCFILE(SAMPLE)
D+ CRTPGM PGM(SETEID) MODULE(SETEID)

D BNDSRVPGM(QCCA/CSUACFC)

D*

D+ Note: Authority to the CSUACFC service program in the
D* QCCA Tibrary is assumed.

D*

Dx The Common Cryptographic Architecture (CCA) verbs used are
D+ Cryptographic_Facilty Control (CSUACFC)
D*

D**************************************************************

g g gy

D* *%x Return code

DRETURNCODE S 9B 0

D ** Reason code

DREASONCODE S 9B 0

D* ** Exit data length

DEXITDATALEN S 9B 0

D* *% Exit data

DEXITDATA S 4

D* ** Rule array count

DRULEARRAYCNT S 9B 0

D* *% Rule array

DRULEARRAY S 16

D* *x \lerb data length

DVERBDATALEN S 9B 0

D* *x \lerb data

DVERBDATA S 16 INZ('Card ID 01234567")
D*

D*

D*********** *k*k *k*k *k*k *k* kkhkkkkkkhkhkkhkhkkhhkkhkk*k

D* Prototype for Cryptographic_Facilty Control (CSUACFC)

Dxkkkkkhkhkkkhhhkkhkhhkkhhhkkhkhhkkkhhdkkhhkkkhhhrkkhhkxkhhrxkx

DCSUACFC PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN 9B 0

DVRBDTA 16

D*
)2y S S Ry Sy S S S S pEyEy S pa—.
D* ** Declares for sending messages to the
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D*

DMSG
DMSGLENGTH

D

DMSGTEXT
DFAILRETC
DFAILRSNC
DMESSAGEID
DMESSAGEFILE
DMSGKEY
DMSGTYPE
DSTACKENTRY
DSTACKCOUNTER
DERRCODE
DBYTESIN
DBYTESOUT

C*

*% job log using the QMHSNDPM API

S
S
DS
1
41
46
S
S
S
S
S
S
DS
1
5

75 DIM(2) CTDATA PERRCD(1)
9B 0 INZ(75)

80

44

49

7 INZ(" "

21 INZ(" "
4 INZ( "

10 INZ('*INFO ")
10 INZ('=* ")
98 0 INZ(2)

4B 0 INZ(0)

8B 0 INZ(0)

C**************************************************************

C+ START OF PROGRAM

C*x =

G mm m e e e e e e *
C* Set the keyword in the rule array *
gy *
C MOVEL "ADAPTERT' RULEARRAY

C MOVE 'SET-EID ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT
gy PSP *
C* Set the verb data Tength to 16 *
gy *
C Z-ADD 16 VERBDATALEN

C**************************************************************

C* Call Cryptographic Facilty Control SAPI

C**************************************************************

C CALLP CSUACFC (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY :
C VERBDATALEN:
C VERBDATA)
Chmmm e *

C* Check the return code *

Chmmm e *

C RETURNCODE IFGT 4

C* Kmmmmmmmm e ——————— *

C* * Send error message  *

C* Ko m e e *

C MOVEL MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* Kmmmmmmmm e ——————————— *

C* * Send success message *

C* Hmmmm oo *

C MOVE MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON

C*

C**************************************************************
C* Subroutine to send a message

iSeries: K5 =H{bN—RT 7
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*%

CS
Th

C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

UACFC failed with return/reason codes 9999/9999.
e Environment ID was successfully set.

Gl: 4758 A7AYyY—ICH/ OV I ERTETH=HD ILE C OS5 A
4758 170ty —Tr/ 0w 7 E&HRETDITE,. HEWGCTUTOTOT I LEZEHFELTLIEZEI N,

x

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
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Set the clock on the 4758 card, based on a string from
the command line. The command line string must be of
form YYYYMMDDHHMMSSWW, where WW is the day of week (01
means Sunday and 07 means Saturday).

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */

This material contains programming source code for your
consideration. These examples have not been thoroughly

tested under all conditions. IBM, therefore, cannot

guarantee or imply reliability, serviceability, or function

of these program. A1l programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
char * new time 16 characters

Example:
CALL PGM(SETCLOCK) PARM('1999021011375204")

Note: This program assumes the device to use is
already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

Use these commands to compile this program on iSeries:

ADDLIBLE LIB(QCCA)

CRTCMOD MODULE (SETCLOCK) SRCFILE(SAMPLE)

CRTPGM PGM(SETCLOCK) MODULE (SETCLOCK)
BNDSRVPGM(QCCA/CSUACFC)

*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
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/* */

/* Note: Authority to the CSUACFC service program in the */
/* QCCA Tibrary is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facilities_Control (CSUACFC). */
/* */
2y */
#include "csucincl.h" /* header file for CCA Cryptographic */

/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

Ty S S S S Sy S Sy S Sy USSP S S ——— */
/* standard return codes */
J e m e e e */
#define ERROR -1
#define OK 0

#define WARNING 4

void help(void)

{ printf("¥n¥nThis program loads the time and date into the 4758 card.¥n");
printf("It requires a single command 1ine parameter containing the ¥n");
printf("new date and time in the form YYYYMMDDHHMMSSWW, where WW is the¥n");

printf("day of the week, 01 meaning Sunday and 07 meaning Saturday.¥n¥n");

int main(int argc, char =xargv[])

{
gy */
/* standard CCA parameters */
gy */

Tong return_code = 0;

long reason_code = 0;

long exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
long rule_array_count = 2;

/2 */
/* fields unique to this sample program */
2 */

Tong verb_data_length;
char = verb_data;

if (argc != 2)
help();
return(ERROR) ;

1
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if (strlen(argv[1]) !'= 16)

{
printf("Your input string is not the right Tength.");
help();

return(ERROR) 3

/* set keywords in the rule array */
memcpy (rule_array, "ADAPTERISETCLOCK",16) ;
verb_data_Tength = 16;
/* copy keyboard input for new time */
verb_data = argv[1];
/* Set the clock to the time the user gave us */
CSUACFC( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_Tength,
verb_data);
if ( (return_code == OK) | (return_code == WARNING) )
printf("Clock was successfully set.¥nReturn/");

printf("reason codes %1d/%1d¥n¥n", return_code, reason_code);

return(0K) ;
1

else
printf("An error occurred while setting the clock.¥nReturn");
printf("/reason codes %1d/%1d¥n¥n", return_code, reason_code);
return(ERROR) 3
}

fl: 4758 A7AtYY—ICH/ OV O EBRTETH/=HD ILE RPG 7AJ S5 A
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D*************************************************************
D* SETCLOCK

D*

D* Set the clock on the 4758 card, based on a string from

D* the command Tine. The command Tine string must be of

D+ form YYYYMMDDHHMMSSWW, where WW is the day of week (01

D* means Sunday and 07 means Saturday).

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
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D*

D* This material contains programming source code for your
D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D* (SC31-8609) publication.

D*

D* Parameters:

D= char * new time 16 characters

D*

D+ Example:

D  CALL PGM(SETCLOCK) PARM('2000061011375204")

D*

D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(SETCLOCK) SRCFILE(SAMPLE)

Dx CRTPGM PGM(SETCLOCK) MODULE(SETCLOCK)

D* BNDSRVPGM(QCCA/CSUACFC)

D*

D* Note: Authority to the CSUACFC service program in the

D= QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)

D*
D**************************************************************
D m e e e e e e e

D+ Declare variables for CCA SAPI calls
)

D* *% Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0

D= *x Exit data length

DEXITDATALEN S 9B 0

D= *% Exit data

DEXITDATA S 4

D= **% Rule array count

DRULEARRAYCNT S 9B 0

D= **% Rule array

DRULEARRAY S 16

D= *% Verb data length

DVERBDATALEN S 9B 0

D* **% \erb data

DVERBDATA S 16

D*

DAxkxkkhkkkkhhkkhhhkkkhhhkkhhdkkhkhhkrkkhhkkhkhhkxkhhdrkkhkrxkk

D* Prototype for Cryptographic_Facilty Control (CSUACFQ)

D**********************************************************

74

DCSUACFC PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DVRBDTALEN 9B 0
DVRBDTA 16

D*
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D* *x* Declares for sending messages to the

D* *% job log using the QMHSNDPM API
g
DMSG S 75 DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 80

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ("

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('~* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST

C PARM VERBDATA

C* *
g gy g gy *
C* Check the number of parameters passed in *
gy gy *
C IF (%PARMS < 1)

C* gy *
C* * Send message describing the format of the parameter =*
C* gy *
C MOVEL MSG(3) MSGTEXT

C EXSR SNDMSG

C MOVEL MSG(4) MSGTEXT

C EXSR SNDMSG

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C MOVEL MSG(6) MSGTEXT

C EXSR SNDMSG

C RETURN

C ENDIF

C*

G mm e e e e e e *
C* Set the keyword in the rule array *
(Y S Py *
C MOVEL "ADAPTERL' RULEARRAY

C MOVE 'SETCLOCK" RULEARRAY

C Z-ADD 2 RULEARRAYCNT

Ckm e e e e e e e e —————— *
C* Set the verb data length to 16 *
gy g gy g gy *
C Z-ADD 16 VERBDATALEN

C**************************************************************

C* Call Cryptographic Facilty Control SAPI

C**************************************************************

C CALLP CSUACFC (RETURNCODE :

C REASONCODE:

C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT :
C RULEARRAY :

C VERBDATALEN:
C VERBDATA)
(O *

Cx Check the return code *
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C*
C
C*
C*
C*
C
C
C*
C
C*
C
C*

MOVEL MSG(1)
MOVE RETURNCODE
MOVE REASONCODE
EXSR SNDMSG
ELSE

MOVE MSG(2)
EXSR SNDMSG
ENDIF
SETON

MSGTEXT
FAILRETC
FAILRSNC

MSGTEXT

C**************************************************************

C* Subroutine to send a message
C**************************************************************

OOOOOOOOOO0O0

*%*

SNDMSG

BEGSR
CALL
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
ENDSR

' QMHSNDPM'

MESSAGEID
MESSAGEFILE
MSGTEXT
MSGLENGTH
MSGTYPE
STACKENTRY
STACKCOUNTER
MSGKEY
ERRCODE

CSUACFC failed with return/reason codes 9999/9999.
The request completed successfully.
This program loads the time and date into the 4758 card.

It requires a single command Tine parameter containing the

new date and time in the form YYYYMMDDHHMMSSWW, where WW is the
day of the week, 01 meaning Sunday and 07 meaning Saturday.

HEEFIEAS Proa— R

7 X=2) TREBIOTO7 7 A I)VOIERK EEFK] |DEIC, 4758 a7 Ot v —HOBEERIEINX S RV

(FCV) 20— R DLENH D T, HEEEFIEINRY MLz E, 4758 270t v B —I3 T N TORF5#

BEFEITTHIENTEEE A,

RERITEI N2 ML &EIE, IBM DT 5, 7y M IIVITRE SNz, T4 DY INEBAFEADETT,
5722-ACx Cryptographic Access Provider #fhD 1 DZEATEHE, ZD 7 71 )i,
/QIBM/ProdData/CAP/FCV.CRT WS /NAT, Jb— b« T7 ()b AT LIHRESINE T, ZOMEEME
Ad2&, 4758 a7 0ty Y —WNEHOKET 71U r—a i3, @GR >R — MRAIB XTI X
A—MRANC KT E5 L RNINOFY—ERAEELETTHIENTEET,

RBIEHE, NOMRMIC FCV 20— R9 51213, 4758 BB 7Oty —HRD7ZDHD Web X—ZAD
=T 4 UT 44 —ZFEHALET., ZOI—F 1 UT 1 —IZid. http://server-name:2001 @ [iSeries Tasks] X
— VNS TV RATEET, ZOI—F4UT4—Zid, a7oty =0t TN TWRWIREDS S
RIS, BABRY A F— RONEENTNET, 4758 a7 0ty —0NUHEREEATHLIH5E

1%, TR OER (Manage configuration)] . XiZ (1% (Attributes)] &7 U v 27 L, FCV 20— R

L&Y,
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MEOY T r—a &ERLT, FCV 20— R$T52EHTEET, U,
Cryptographic_Facility_Control (CSUACFC) API verb ZfiH L £9, ZED/ZDIT, 2 DOTOT T LHIN
RBEINTVET, £OO5D 1 DL ILE C TEKRSNTHD, 5 1 DIF ILE RPG TR I N TN
£9., EB550707 I LAFETTHHEEIIFRTC T,

[fil: 4758 27 0+ v Y —AAERIEN Y L2 O—R3 54200 ILE C 7075 4] |

79 X—2 0 il 4758 7 0t v S —HBEERIEIANY NLE2DO0—R3 57280 ILE RPG 707 T A |

HERERITEIN 7 BV 22 ) 7§ 5 HiEEZRTEIN, icd 2 DI TnEd, 20550 1 DIid ILE
C TERRENTHBD., 5 1 DIF ILE RPG TER SN TNWET,

« B4 X=T@ Tl 4758 AT 0Ly Y —SHERERITEINY MVEZ U Y5700 ILE C J07 4] |

85 X—2 D TH: 4758 270ty —h SHEEERIIHANRY MLE 7 ) 7357280 ILE RPG 7177 7
[&d ]

4758 270t v H—HOERERIEIANT MLEO—RT 5L, BER—I) XAV — - F—OO— RBL|

[C&El el T, F—2WE T o0 lHTAVAY— « F—20—RLTRHETDENTEE

—g—o

fl: 4758 A7Oty Y —RBEEFEAXS MLEO—-—RT3/0D ILE C 7O 5 A
4578 a7 Oty Y —H ORI ML 20— R95i12d, HERCTUTFO IOy I L0EEHLT
<7ZE W0,

A BEICETAEELERICONTIE, PRINR=20 5 7 8 O— RICOWTORGGHIE] FESRLT
<IN,

/2y */
/* Load the Function Control Vector into the 4758 card. */
/* The Function Control Vector enables the cryptographic */
/* functions of the 4758 card and is shipped with the */
/* Cryptographic Access Provider products. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */

/* */

/* This material contains programming source code for your =*/
/* consideration. These examples have not been thoroughly =/

/* tested under all conditions. 1IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or functionx/
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE =*/
/* EXPRESSLY DISCLAIMED. IBM provides no program services for/

/* these programs and files. */
/* */
/* Note: The Function Control Vector is stored in an IFS */
/* file owned by the system. The format of this */
/* vector is described in an appendix of the */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/* none. */
/* */
/* Example: */
/*  CALL PGM(LOAD_FCV) */
/* */
/* Note: This program assumes the device you want to Toad is =/
/* already identified either by defaulting to the CRPO1 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized =/
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/* to use this device description. */

/* */
/* Use the following commands to compile this program: x/
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOAD_FCV) SRCFILE(SAMPLE) SYSIFCOPT(*IFSIO) =*/
/* CRTPGM PGM(LOAD_FCV) MODULE(LOAD_FCV) + */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Note: Authority to the CSUACFC service program in the */
/* QCCA Tibrary is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/*  Cryptographic_Facility Control (CSUACFC) */
/* */
2 */

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

#include <decimal.h>

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries

#pragma linkage(QDCXLATE, 0S, nowiden)
void QDCXLATE(decimal(5,0)x*,

char =*,

char =,

char *);

int main(void)

#define ERROR -1
#define OK 0

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

long verb_data_length;

char *verb_data;

char buffer[1000];

char description[81];
decimal(5,0) descr_length = 80;
int num_bytes;

FILE *fcv;
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/* retrieve FCV from IBM supplied file */
2 */
fcv = fopen("/QIBM/ProdData/CAP/FCV.CRT", "rb");
if (fcv==NULL)

printf("Function Control Vector file not available¥n¥n");
return ERROR; /* File not found or not authorized =/

}

num_bytes = fread(buffer,1,1000,fcv);
fclose(fcv);

if (num_bytes != 802)
{

printf("Function Control Vector file has wrong size¥n¥n");

return ERROR; /* Incorrect number of bytes read */

1
2 */
/* extract fields in FCV needed by 4758 card */
/* Note: use offsets and Tengths from CCA publication Tisted earlier x/
gy */

memcpy (description, &buffer[390],80);

description[80] = 0;

QDCXLATE(&descr_length, description, "QEBCDIC ", "QSYS ")s
printf("Loading Function Control Vector: %s¥n",description);

verb_data_length = 204;
verb data = &buffer[470];

rule_array_count = 2;
memcpy ((char*)rule_array,"ADAPTERILOAD-FCV",16);

2 */
/* Load the 4758 card with the FCV just retrieved */
T S Uy Sy Sy S S S SRy S Sy S S — */

CSUACFC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(charx)rule_array,
&verb_data_Tlength,
verb_data);

if (return_code != 0)
{
printf("Function Control Vector rejected for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR; /* Operation failed. */
}
else
{
printf("Loading Function Control Vector succeeded¥n¥n");
printf("SAPI returned %1d/%1d¥n¥n", return_code, reason_code);
return 0K;

}
}

fl: 4758 A7Aty Y —RHEBEEFIEHANS PlLEO—FT 5760 ILE RPG 7O 5 A
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D***************************** *k*k *k*k *k*k *k*k *kkk
D* LOAD_FCV

D*

D* Load the Function Control Vector into the 4758 card.

D* The Function Control Vector enables the cryptographic

D* functions of the 4758 card and is shipped with the

D* Cryptographic Access Provider products.

D*

D* The Function Control Vector is contained within a stream

D+ file. Before compiling and running this program, you

D* must copy the contents of the stream file to a database

D* member. An example of how to do this is shown in the

D* instructions below for compiling and running this program.
D=*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D=*

D* This material contains programming source code for your

D+ consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

Dx MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

Dx ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
Dx (SC31-8609) publication.

D*

D* Parameters: None

D*

D* Example:

D+  CALL PGM(LOAD_FCV)

D*

D+ Use these commands to compile this program on iSeries:
D*

D* CRTRPGMOD MODULE(LOAD_FCV) SRCFILE(SAMPLE)

D*

D* CRTPGM PGM(LOAD_FCV) MODULE(LOAD_FCV)

D* BNDSRVPGM(QCCA/CSUACFC)

D*

D* Note: Authority to the CSUACFC service program in the
D= QCCA Tlibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)

D*
D**************************************************************
) g
D* Declare variables used by CCA SAPI calls
)
D* *% Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0

D= ** Exit data length

DEXITDATALEN S 9B 0

D* *x Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

D= **% Rule array
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DRULEARRAY S 16

D* *% Verb data length

DVERBDATALEN S 9B 0 INZ(204)

D* *% \erb data

DVERBDATA S 204
g g gy g ey

D* Declare variables for working with files
gy gy ey

D* ** File descriptor

DFILED S 9B 0

D* ** File path

DPATH S 80 INZ('/QIBM/ProdData/CAP/FCV.CRT")
D* ** Open Flag - Open for Read only

DOFLAGR S 101 0 INZ(1)

D* ** Structure of Funciton control vector file
DFLD1 DS

DFLDDTA 802

DDESCR 391 470

DFNCCTLVCT 471 674

D* *% Length of data read from file

DINLEN S 9B 0

D* ** Declares for calling QDCXLATE API

DXLTTBL S 10 INZ('QEBCDIC ')

DTBLLIB S 10 INZ('QSYS ")
DDESCLEN S 5P 0 INZ(80)

D* *% Index into a string

DINDEX S 5B 0

D* ** Variable to hold temporary character value
DCHAR S 1

D*

D**********************************************************

D+ Prototype for Cryptographic_Facilty Control (CSUACFC)

DR R L e T T T

DCSUACFC PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN 9B 0

DVRBDTA 204

D*

D**** """"""""""""""""""" kkhkkkkkhkhkkhhkhkhhhhrhk
Dx Prototype for open()

D*********** *k*k *k*k *k*k *k*k ** *kkkkkkkkkkkk
D* value returned = file descriptor (0K), -1 (error)
Dopen PR 9B O EXTPROC('open')

D* path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D* Open flags

D 9B 0 VALUE

Dx* (OPTIONAL) mode - access rights

D 10U 0 VALUE OPTIONS (*NOPASS)
D+ (OPTIONAL) codepage

D 10U 0 VALUE OPTIONS(*NOPASS)
D*

D**** """"""""""" khhkkkrhhkkhhkhhhhhhhhkrhhhhhhdhhdrhdhrhhhdhhdhrhsk

Dx Prototype for read()

D**********************************************************
D* value returned = number of bytes actually read, or -1

Dread PR 9B 0 EXTPROC('read')
D* File descriptor returned from open()

D 9B 0 VALUE

D* Input buffer

D 2500 OPTIONS (*VARSIZE)

D Length of data to be read
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D 9B 0 VALUE

D=*
D*********************************************************************
D+ Prototype for close()

D*********************************************************************
D* value returned = 0 (0K), or -1

Dclose PR 9B 0 EXTPROC('close')

Dx File descriptor returned from open()

D 9B 0 VALUE

D*

) gy
D* *x Declares for sending messages to the

D* *% job log using the QMHSNDPM API

D e e e e e e
DMSG S 80 DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(80)

D DS

DMSGTEXT 1 80

DFAILRETC 41 a4

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ('~ ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
C**************************************************************
C* START OF PROGRAM *
Cx =
T N N *
C* Open the FCV file *
T N N N *
C* ey *

C* % Null terminate path name =*

C* T *

C EVAL %SUBST (PATH:27:1) = X'00'

C* K m e e e e mmmmm e oo *

C+ = Open the file *

C* T - *

C EVAL FILED = open(PATH: OFLAGR)

C* Hemmmcmeecme—c————————— *

C+ =+ Check if open worked *

C* Kmmmmmmm e — e ——————— *

C FILED IFEQ -1

C* K e *

Cx * Open failed, send an error message *

C* K m e mm e mm e mm e mm e —————————— *

C MOVEL MSG(1) MSGTEXT

C EXSR SNDMSG

C RETURN

C*

C ENDIF

C* g gy gy *

C* * Open worked, read the FCV, and close the file *

C* 3y gy PP *

C Z-ADD 802 INLEN

C EVAL INLEN = read(FILED: FLDDTA: INLEN)
C CALLP close (FILED)

C*

C* Ty s *

C* * Check if read operation was 0K *

C* 2y gy *

C INLEN IFEQ -1
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C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C RETURN

C ENDIF

C*
gy g g gy g gy *
C* Copy the FCV to the verb data parameter. *
g gy g gy gy *
C MOVEL FNCCTLVCT VERBDATA
gy *
C* Convert description to EBCDIC and display it *
g *
C CALL 'QDCXLATE'

C PARM DESCLEN

C PARM DESCR

C PARM XLTTBL

C PARM TBLLIB

C MOVEL DESCR MSGTEXT

C Z-ADD 80 INDEX
g g g g gy *
C* Replace trailing null characters in description *
C* with space characters. *
gy *
C SETOFF

C DOU *IN50

C EVAL CHAR = %SUBST(MSGTEXT:INDEX:1)

C CHAR IFNE X'e0'

C SETON

C ELSE

C EVAL %SUBST (MSGTEXT: INDEX:1) = '

C SUB 1 INDEX

C INDEX IFEQ 0

C SETON

C ENDIF

C ENDIF

C ENDDO

C EXSR SNDMSG
gy *
C* Set the keywords in the rule array *
Chmm e e e e e e *
C MOVEL "ADAPTERL' RULEARRAY

C MOVE "LOAD-FCV' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

C**** """"""""""""""""""""""" *khkkkkkkhkkhhkkhhkk
C* Call Cryptographic Facilty Control SAPI

C*********** *k*k *k*k *k*k *k*k kkhkkkkhkkhkhkkhkhkkhhkkhhkkhkkhkkx
C CALLP CSUACFC (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C VERBDATALEN:

C VERBDATA)

Ck  Fmmm e *

C+ =* Check the return code =*

Ck  Feomm e *

C RETURNCODE IFGT 0

C* Ry *

C* * Send failure message *

C* K *

C MOVEL MSG(3) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

50

50

50
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C*

C* Kmmmmmmmm e ——————— *

C* * Send success message *

C* Kmmmmmmm e m— e ———————— *

C MOVEL MSG(4) MSGTEXT

C EXSR SNDMSG

C ENDIF

C*

C SETON LR
C*

C******** """" khhkkkhkhkkhhkhhhhhhhdhrhhdrhhhdhhdhrhhxsk *khkkkkkhkhkkhkk

C* Subroutine to send a message
C**************************************************************

SNDMSG BEGSR
CALL
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
ENDSR

OOOOOOOOOOO0O0

*%
Error trying to open FCV file.
Error reading data from FCV file.

'QMHSNDPM'

MESSAGEID
MESSAGEFILE
MSGTEXT
MSGLENGTH
MSGTYPE
STACKENTRY
STACKCOUNTER
MSGKEY
ERRCODE

CSUACFC failed with return/reason codes 9999/9999.
The Function Control Vector was successfully Tloaded.

f5l: 4758 A7 Oy Y —MOSBEEEFIEHANS NMVESVUTTB/-600D ILE C A5 A
4578 270ty —HOERERITHNR 2 MLEZY 7321213, LEISCTU N T Or7 o Az F L

TEEW,
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S S S Sy Sy S S S S Sy S S */
/* Clear the Function Control Vector from the 4758 card. */
/* The Function Control Vector enables the cryptographic */
/* functions of the 4758 card. Clearing it from the 4758 */
/* disabled the cryptographic functions. x/
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 2000 */
/* */

/* This material contains programming source code for your  */
/* consideration. These examples have not been thoroughly */

/* tested under all conditions. IBM, therefore, cannot x/
/* guarantee or imply reliability, serviceability, or */
/* functions of these program. All programs contained x/

/* herein are provided to you "AS IS".

THE IMPLIED */

/* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A */
/* PARTICULAR PURPOSE ARE ARE EXPRESSLY DISCLAIMED. IBM */
/* provides no program services for these programs and files.x/

/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of =*/
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */

/%  CALL PGM(CLEARFCV)
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/% */

/* */
/* Use the following command to compile this program: */
/* CRTCMOD MODULE (CLEARFCV) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CLEARFCV) MODULE (CLEARFCV) */
/* BNDSRVPGM(QCCA/CSUACFC) */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* - Cryptographic_Facility_Control (CSUACFC) */
/* */
gy */

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include "csucincl.h"

void main(void)
{
long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;
long verb_data_length;
char *verb_data;
char buffer[4];

S Sy Sy S S S Sy S Sy S S S —— */
/* No verb data is needed for this option. */
J e m e e e e */

verb_data_Tlength = 0;
verb_data = buffer;

gy */
/* Rule array has two elements or rule array keywords */
S */

rule_array_count = 2;
memcpy ((char*)rule_array,"ADAPTERICLR-FCV ",16);

2 */
/* Clear the Function control vector from the 4758 */
T S S S S S S S RS S SRS RSP */

CSUACFC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(charx)rule_array,
&verb_data_Tlength,
verb_data);

if (return_code != 0)
printf("Operation failed: return code %d : reason code %d ¥n",
return_code, reason_code);
else
printf("FCV is successfullly cleared¥n");
}

Gl: 4758 A7A Yy Y —MOSEBEEFIEHANS MILES VT TS0 ILE RPG 7AYS
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D***************************** *k*k *k*k *k*k *k*k *kkk
Dx CLEARFCV

D*

D+ Clear the Function Control Vector from the 4758 card.

D* The Function Control Vector enables the cryptographic

D* functions of the 4758 card. Clearing it from the 4758

D+ disabled the cryptographic functions.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D=*

D* This material contains programming source code for your

D+ consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D* of these programs. All programs contained herein are

Dx provided to you "AS IS". THE IMPLIED WARRANTIES OF

Dx MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

Dx Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
Dx (SC31-8609) publication.

D*

D* Parameters: None

D*

D+ Example:

Dx CALL PGM(CLEARFCV)

D*

D* Use these commands to compile this program on iSeries:
Dx CRTRPGMOD MODULE (CLEARFCV) SRCFILE(SAMPLE)
Dx CRTPGM PGM(CLEARFCV) MODULE (CLEARFCV)

D* BNDSRVPGM(QCCA/CSUACFC)

D*

D* Note: Authority to the CSUACFC service program in the
D* QCCA Tlibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)

D=*
D**************************************************************
D e e e e e e
D* Declare variables used on CCA SAPI calls

D e e e e e
D* *% Return code

DRETURNCODE S 9B 0

D* *%x Reason code

DREASONCODE S 9B 0

D= *% Exit data length

DEXITDATALEN S 9B 0

D* *x  Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

D= **% Rule array

DRULEARRAY S 16

D= *x Verb data length

DVERBDATALEN S 9B 0

D* *x Verb data

DVERBDATA S 16

D=*

D*
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Dxkkkkkkhkkkhhhkkhkhhkkhhhkkkhhkkkhhdkkhhkkrkhhdkkkhkkxkhhrxkx

D* Prototype for Cryptographic_Facilty Control (CSUACFQ)

D**********************************************************

DCSUACFC PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN 9B 0

DVRBDTA 10

D*
12y gLy UL
D* *% Declares for sending messages to the

D* *% job log using the QMHSNDPM API
gy
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFATLRSNC 46 49

D* ** \ariables required for the QMHSNDPM API
DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ('~ ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*
C**************************************************************
C* START OF PROGRAM *
Cx =
gy *
C* Set the keyword in the rule array *
Chm e e e e e e e e *
C MOVEL "ADAPTERT' RULEARRAY

C MOVE '"CLR-FCV ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

Ckm e e e e e e e e e e ————— *
Cx Set the verb data length to 0 *
Ckm e e e e e e e e e ————— *
C Z-ADD 0 VERBDATALEN
g g g g gy *
C* Call Cryptographic Facilty Control SAPI

G mm e e e e e e *
C CALLP CSUACFC (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C VERBDATALEN:

C VERBDATA)
(O *

C* Check the return code

Ckmmmmmmm e *

C RETURNCODE IFGT 0

C* Kmm e mm e m e — e —— *

C* * Send a failure message *

C* Kmmmmmmm e m— e ————————— *

C MOVE MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC
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C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* S *

C* * Send a Success message *

C* Ko e e e *

C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

CSUACFC failed with return/reason codes 9999/9999'
The request completed successfully
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J = —— o ______ */
/* Load a new master key on the 4758 card. */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. A1l programs contained herein are x/
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* */
/* Parameters: */
/*  OPTION (FIRST, MIDDLE, LAST, CLEAR, SET) */
/*  KEYPART (24 bytes entered in hex -> X'01F7C4....") */
/* Required for FIRST, MIDDLE, and LAST */
/* */
/* Example: */
/*  CALL PGM(LOAD_KM) */
/* (FIRST X'0123456789ABCDEFFEDCBA98765432100123456789ABCDEF") */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (LOAD_KM) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOAD_KM) MODULE (LOAD_KM) */
/* BNDSRVPGM(QCCA/CSNBMKP QCCA/CSNBRNG) */
/* */
/* Note: Authority to the CSNBMKP and CSNBRNG service programs x/
/* in the QCCA library is assumed. */
/* */
/* The main Common Cryptographic Architecture (CCA) verb used */
/* is Master_Key Process (CSNBMKP). */
/* */
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#include "csucincl.h" /* header file for CCA Cryptographic
/* Service Provider for iSeries

#include <stdio.h>

#include <string.h>

#include <stdlib.h>

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char xargv[])

*/
*/

*/
*/
*/

{
== ————— ... */
/* standard CCA parameters */
gy */
Tong return_code = 0;
Tong reason_code = 0;
Tong exit_data_length = 2;
char exit_data[4];
char rule_array[2][8];
Tong rule_array count = 1;
Ty S S Sy S Sy */
/* parameters unique to this program */
JH e m e e e e e ccemmcmmme e */
char keypart[24]; /* Dummy parm for SET and CLEAR =/
2y */
/* Process the parameters */
Ty S S PSSPy Sy */
if (argc < 2)
printf("Option parameter must be specified.¥n");
return(ERROR) ;

}

if (argc < 3 && memcmp(argv[1],"CLEAR",5) != 0 &&
memcmp (argv[1],"SET",3) != 0)

{

printf("KeyPart parameter must be specified.¥n");

return(ERROR) ;

}
2y */
/* Set the keywords in the rule array */
2y */
memset(rule_array,' ',8);
memcpy (rule_array,argv[1],

(strlen(argv[1]) > 8) ? 8 : strlen(argv[1]));
g */
/* Call Master Key Process SAPI */
2 */

CSNBMKP( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,
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}

il

(unsigned char *)rule_array,
(argc == 3) ? argv[2] : keypart);

Ty */
/* Check the return code and display the results */
2 */

if ( (return_code == OK) | (return_code == WARNING) )

{

printf("Request was successful with return/reason codes: %d/%d ¥n",
return_code, reason_code);

return(0K) ;

else
{
printf("Request failed with return/reason codes: %d/%d ¥n",
return_code, reason_code);
return (ERROR) ;
}

4758 A7AtyY—ICTRY— - F—%20—FT5/HD ILE RPG 7O S A
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D*************************************************************
D* LOAD_KM

D=*

D* Load a new master key on the 4758 card.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D+ consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

Dx provided to you "AS IS". THE IMPLIED WARRANTIES OF

Dx MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

Dx ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D* (SC31-8609) publication.

D*

D* Parameters:

D*  OPTION (FIRST, MIDDLE, LAST, CLEAR, SET)

Dx  KEYPART (24 bytes entered in hex -> X'Q1F7C4....")

D* Required for FIRST, MIDDLE, and LAST

D*

Dx The master key is loaded in 3 or more parts. Specify FIRST

D* when loading the first part, MIDDLE when Toading all parts

D* between the first and the last, and LAST when Toading the final

D* part of the master key.

D*

D+ As the master key parts are entered, they are Exclusively OR'ed

D+ with the current contents of the master key register. After the
D+ last master key, if the contents do not have odd parity in every
Dx byte, a non-zero return/reason code will be returned. In order

D* to ensure that the final result has odd parity, each key part
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D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*

should have odd parity in every byte. This is assuming that there
is an odd number of key parts. (If there is an even number of
key parts, then one of the key parts should have even parity).

A byte has odd parity if is contains:
an odd parity nibble : 1, 2, 4, 7, 8, B, D, or E AND
an even parity nibble: 0, 3, 5, 6, 9, A, C, or F.
For example 32, A4, 1F, and 75 are odd parity bytes because
they contain both an odd parity and an even parity
nibble.

05, 12, 6C, and E7 are even parity bytes because
they contain either two even parity nibbles or
two odd parity nibbles.

The New master key register must be empty before the first part
of a master key can be entered. Use CLEAR to ensure that the
New master key register is empty before loading the master key
parts.

After Toading the master key, use SET to move the master key from
the New-master-key register to the Current-master-key register.
Cryptographic keys are encrypted under the master key in the

the Current-master-key register.

Example:
CALL PGM(LOAD_KM) (CLEAR)

CALL PGM(LOAD_KM)
(FIRST X'0123456789ABCDEFFEDCBA98765432100123456789ABCDEF")

CALL PGM(LOAD_KM)
(MIDDLE X'1032A873458010F7EF3438373132F1F2F4F8B3CDCDCDCEFL")

CALL PGM(LOAD_KM)
(LAST X'2040806789ABCDEFFEDC3434346432100123456789FEDCBA")

CALL PGM(LOAD_KM) (SET)

Use these commands to compile this program on iSeries:

D+ CRTRPGMOD MODULE (LOAD_KM) SRCFILE(SAMPLE)

D* CRTPGM PGM(LOAD_KM) MODULE (LOAD_KM)

Dx* BNDSRVPGM (QCCA/CSNBMKP)

D*

D+ Note: Authority to the CSNBMKP service program in the
D* QCCA Tibrary is assumed.

D*

D+ The Common Cryptographic Architecture (CCA) verbs used are
D* Master Key Process (CSNBMKP)

D*
D**************************************************************
)y gy iy Sy gy

D* Declare variables for CCA SAPI calls
) s

D ** Return code

DRETURNCODE S 9B 0

D* ** Reason code

DREASONCODE S 9B 0

D* ** Exit data length

DEXITDATALEN S 9B 0

D* *% Exit data

DEXITDATA S 4

D* ** Rule array count

DRULEARRAYCNT S 9B 0
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D* *% Rule array

DRULEARRAY S 16

D* xx QOption (Rule Array Keyword)

DOPTION S 8

D* *% Master key part parameter on program
DMASTERKEYPART S 24

D= *% Master key part parameter on CSNBMKP
DKEYPART S 24 INZ(*ALLX'00")

D*

D**********************************************************

D* Prototype for Master_Key Process (CSNBMKP)

(DR e L X T T

DCSNBMKP PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DMSTRKEY 24 OPTIONS (*NOPASS)

D*

) gy gy gy
D* ** Declares for sending messages to the

D= *% job log using the QMHSNDPM API

) g gy
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('~* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*
C**************************************************************
C* START OF PROGRAM *
C* *
C *ENTRY PLIST

C PARM OPTION

C PARM MASTERKEYPART

C* *
gy *
C* Set the keyword in the rule array *
CFm e e e e e e e e e —————— *
C MOVEL OPTION RULEARRAY

C Z-ADD 1 RULEARRAYCNT

C*

g gy *
Cx Check for FIRST, MIDDLE, or LAST *
gy *
C OPTION IFEQ "FIRST'

C OPTION OREQ '"MIDDLE'

C OPTION OREQ "LAST'

C* Kmm e mm e ——————— *

C* * Copy keypart parameter *

C* Kmmm e mm e ——————— *

C MOVEL MASTERKEYPART KEYPART

C ENDIF

C*

gy gy gy *
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*%

CSNBMKP failed with return/reason codes 9999/9999

Cx Call Master Key Process SAPI

gy
C CALLP CSNBMKP
C

C

C

C

C

C

e *

C* Check the return code *
(O *

C RETURNCODE IFGT 0

C* Kmmmmmmmm e ———————— *
C* * Send error message *
C* K m e e *
C MOVE MSG(1)

C MOVE RETURNCODE
C MOVE REASONCODE
C EXSR SNDMSG
C*

C ELSE

C* K m e e *
C* * Send success message *
C* Ko mm e e *
C MOVE MSG(2)

C EXSR SNDMSG
C*

C ENDIF

C*

C SETON

C*

C**************************************************************

C* Subroutine to send a message

C**************************************************************

SNDMSG BEGSR
CALL
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
ENDSR

' QMHSNDPM'

OOOOOOOOOOOO0O0

*

The request completed successfully

Gl: 4758 A7ALyY—RICF—EBESILTS=0D ILEC JAJS A
4758 270ty —HOF—Z2HEST DI, REIJSC TSRO T Oy I AE2ERLTLIEE N,

x

/*
/*
/*
/*
/*
/*
/*
/*

(RETURNCODE :

REASONCODE:
EXITDATALEN:
EXITDATA:

RULEARRAYCNT:

RULEARRAY:
KEYPART)

MSGTEXT
FAILRETC
FAILRSNC

MSGTEXT

MESSAGEID
MESSAGEFILE
MSGTEXT
MSGLENGTH
MSGTYPE
STACKENTRY
STACKCOUNTER
MSGKEY
ERRCODE

LR

L BRI 2 BEABHICOVWTIE. BBIR—D0 TF 7 B I— ROV TORLHRE BBELT

<IN,
Description: Re-enciphers key store files using the current
master key.
COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */

This material contains programming source code for your

consideration.

These examples have not been thoroughly

*/
*/
*/

*/
*/
*/
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/* tested under all conditions. IBM, therefore, cannot x/
/* guarantee or imply reliability, serviceability, or function =/
/* of these programs. A1l programs contained herein are x/
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for  =*/

/* these programs and files. */
/* */
/* Parameters: x/
/* char * keysto type, choices are "DES" or "PKA" x/
/* (If omitted, the default is "PKA".) */
/* Examples: */
/*  CALL PGM(REN_KEYSTO) PARM(DES) */
/*  CALL PGM(REN_KEYSTO) */
/* */
/* Note: The CCA verbs used in the this program are more fully =/
/* described in the IBM 4758 CCA Basic Services Reference =/
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or has been explicitly named using the x/
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* This program also assumes the key store file you will  */
/* use is already identified either by being specified on =/
/* the cryptographic device or has been explicitly named */
/* using the Key Store_Designate verb. Also you must be */
/* authorized to update records in this file. */
/* */
/* Use the following commands to compile this program: */
/*  ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(REN_KEYSTO) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REN_KEYSTO) MODULE(REN_KEYSTO) x/
/* BNDSRVPGM(QCCA/CSNBKTC QCCA/CSNBKRL x/
/* QCCA/CSNDKTC QCCA/CSNDKRL) */
/* */
/* Note: authority to the CSNDKTC, CSNDKRL, CSNBKTC, and CSNBKRL */
/* service programs in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/*  PKA_Key Token_Change (CSNDKTC) */
/* DES_Key Token_Change (CSNBKTC) */
/*  PKA_Key Record List (CSNDKRL) */
/* DES_Key_Record_List (CSNBKRL) */
2y */

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */

/* Define the acceptable file types */
#define PKA 1
#define DES 0

int re_encipher(FILE xkey rec, long rec_length, int key type);

int main(int argc, char xargv[])

/* standard return codes */
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#define ERROR -1
#define 0K 0

/2y
/* standard CCA parameters
/Sy
Tong return_code = 0;

Tong reason_code = 0;

long exit_data_length = 0;
char exit_data[2];

Tong rule_array _count = 0;
char rule_array[1][8];

/* fields unique to this sample program
K mm e e e e
char key label[65] =

Uk ok ok ok Kk & *

Tong data_set_name_length = 0;
char data_set name[65];

char security_server_name[9] = " "

FILE *krl;

int keysto_type = PKA;

K m m e e e e

/* Check whether the user requested to re-encipher a DES or
/* a PKA keystore file. Default to PKA if key file type is
/* not specified.

if (argc >= 2)

if ((strcmp(argv[1],"DES")==0))
{
printf("¥nDES ");
keysto_type = DES;

}

else if ((strcmp(argv[1],"PKA")==0))
printf("¥nPKA ");

else

{
printf("¥nKeystore type parm incorrectly specified.¥n");
printf("Acceptable choices are PKA or DES.¥n");
printf("The default is PKA.¥n");
return ERROR;

}

else

}

{
printf("¥nPKA ");

if (keysto_type == DES)
{

J e m e e e eeeees */
/* Invoke the verb to create a DES Key Record List */
gy */

CSNBKRL( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key label,
&data_set_name_length,

*/
*/
*/
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data_set_name,
security server_name);

1

else

{
K e mm e e e e e e */
/* Invoke the verb to create a PKA Key Record List */
K m e e e e */

CSNDKRL( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,
(char *) rule_array,
key Tabel,
&data_set_name_length,
data_set name,
security_server_name);

1
if ((return_code != 0) || (reason_code != 0))
{
printf("Key Record List generation was unsuccessful. ");
printf("Return/reason code = %d/%d¥n",return_code, reason_code);
1
else
{
printf("Key Record List generation was successful. ");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
data_set name[data_set name length] = '¥0';

printf("data_set_name = %s¥n",data_set_name);

/* Open the Key Record List file. */
krl = fopen(data_set_name, "rb");

if (krl == NULL) /* Open failed. %/
{
printf("The open of the Key Record List file failed¥n");
return ERROR;
1
else /* Open was successful. */
{
char headerl[77];
int num_rec, i;
long rec_length, offset_recl;

/* Read the first part of the KRL header. */
fread(headerl,1,77,kr1);

/* Get the number of key records in the file. */
num_rec = atoi(&headerl[50]);
printf("Number of key records = %d¥n",num_rec);

/* Get the length for the key records. */
rec_length = atol(&headerl[58]);

/* Get the offset for the first key record. =/
offset_recl = atol(&headerl[62]);

/* Set the file pointer to the first key record. */
fseek(krl, offset recl, SEEK SET);

/* Loop through the entries in the KRL and re-encipher. =*/
for (i = 1; i <= num_rec; i++)
{

int result;
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}

i

{

result = re_encipher(krl, rec_length, keysto type);
if (result !=0)
{

fclose(krl);

return ERROR;

}

printf("Key store file re-enciphered successfully.¥n¥n");
fclose(krl);

return 0K;

}

/* end of main() =/
nt re_encipher(FILE *key rec, long rec_length, int key_type)

/* standard CCA parameters

K m m e e e e

Tong return_code;

Tong reason_code;

Tong exit_data_length = 0;
char exit_data[2];

long rule_array_count = 1;
char rule_array[1][8];

Tong key_identifier_length = 64;
char key identifier[64];
char key record[154];

fread(key record, 1, rec_length, key rec);
memcpy (key_identifier, &key record[3], 64);
memcpy (rule_array, "RTCMK ",8);

if (key_type == DES)
{

CSNBKTC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
key identifier);

1
else if (key_type == PKA)

{

CSNDKTC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *) rule_array,
&key_identifier_length,
key identifier);

1
else
{

printf("re_encipher() called with an invalid key type.¥n");

return ERROR;
1

% 5 ¥ 4758 iRk oty —

99



printf("Re-enciphering for key label = %.64s",key identifier);
printf("completed with return/reason codes of ");
printf("%d/%d¥n",return_code,reason_code);

return return_code;

}/* end of re_encipher() */
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[ == == ________ */
/* Description: One of two programs used to migrate DES keys x/
/* from a key store file used with the 2620 to a =/
/* key store file for use with the 4758. x/
/* */
/* Note: This program is intended to be used in conjunction with =/
/* IMPORT_TSS to migrate DES keys from 2620 to 4758. */
/* EXPORT_TSS should be run first to generate a file */
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#i
#1
#i
#1

in

#d
#d

containing the needed key information in a secure,
exportable form. The file should then be transferred
to the target system. IMPORT_TSS can then be run using
the file to import the keys into a previously created
key storage file.

COPYRIGHT 5769-SS1 (c) IBM Corp 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these programs. All programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Parameters: File to contain exported key information

Examples:
CALL PGM(EXPORT_TSS) PARM('File_for_Exported Keys')

Use the following commands to compile this program:
ADDLIBLE LIB(QTSS)
CRTCMOD MODULE (EXPORT_TSS) SRCFILE(SAMPLE)
CRTPGM PGM(EXPORT_TSS) MODULE(EXPORT_TSS)

Note: authority to the functions CSNBKEX, CSNBKPI, CSNBKRL,
and CSNBKTB is assumed
Common Cryptographic Architecture (CCA) verbs used:
Key_Export CSNBKEX
Key Part_Import CSNBKPI
Key_Record_List CSNBKRL
Key Token Build CSNBKTB

nclude <stdlib.h>

nclude <stdio.h>

nclude <string.h>

nclude "MIPTRNAM.H" /* needed to resolve function ptrs
nclude "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries

t main(int argc, char =*argv[])

[ m e e */
/* standard return codes */
S */
efine ERROR -1

efine OK 0
/2y */
/* Declare function pointers (see csucincl.h) */
/2y */

T_CSNBKEX *CSNBKEX;
T_CSNBKRL *CSNBKRL;
T_CSNBKPI *CSNBKPI;
T_CSNBKTB *CSNBKTB;

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
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/* standard CCA parameters */
/2y */

long return_code;
Tong reason_code;

long exit_data_length = 0;

char exit_data[2];

Tong rule_array_count = 0;

char rule_array[2][8];
/2y */
/* additional parameters needed for CSNBKRL */
e */

char key label[64];
long data_set_name_length = 0;
char data_set_name[65];

char security server name[9] = " "

J e e e e e */
/* additional parameters needed for CSNBKEX */
/2y */

char key type[8];

char source_key identifier[64];
char exporter key identifier[64];
char target_key token[64];

2y */
/* additional parameters needed for CSNBKTB */
2y */

char key_token[64];

char key value[64];

Tong master_key verification_pattern = 0;
long reserved_int;

char reserved str[8];

char control_vector[16];

2y */
/* additional parameters needed for CSNBKPI */
2y */

char key part[16];
char key identifier[64];

2y */
/* Other variables */
[ e m e e e */

char headerl[77];

long num_rec, i;

long num_successful = 0;

long rec_length, offset_recl;

char key_record[154];
FILE *krl, xexport_file;
/* Check input parm =/
if (argc < 2)

{

printf("File for storing the exported key data not specified.¥n");
return ERROR;

}

2y */
/* Resolve function pointers */
/2y */

_Tib_qualify(CSNBKEX,QTSS)
“1ib_qualify(CSNBKRL,QTSS)
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_11b_qua1ify(CSNBKPI,QTSS)
_Tib_qualify(CSNBKTB,QTSS)

memset (key_Tlabel,' ',64);
memcpy (key _Tabel,"*.x . %, x" 9);

2y */
/* Invoke the verb to create a DES Key Record List */
[ m e e */

CSNBKRL( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key Tabel,
&data_set_name_Tlength,
data_set_name,
security_server_name);

if ((return_code != 0) || (reason_code != 0))

{
printf("Key Record List generation was unsuccessful. ");
printf("Return/reason code = %d/%d¥n",return_code, reason_code);
return ERROR;

printf("Key Record List generation was successful. ");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
data_set_name[data_set_name_length] = '¥0';

printf("data_set name = %s¥n¥n",data_set name);

/* Generate a clear key for export use. =/
/* The same key will be used for import. =/
memcpy (key_type,"EXPORTER",8);
rule_array_count = 2;

memcpy (rule_array[0],"INTERNAL",8);

memcpy (rule_array[1],"KEY-PART",8);

CSNBKTB( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key token,
key type,
&rule_array_count,
(char *) rule_array,
key_value,
&master_key verification_pattern,
&reserved_int,
reserved_str,
control_vector,
reserved_str,
&reserved_int,
reserved_str,
reserved_str);

if (return_code != 0) {
printf("Building of the export key failed.¥n");
printf("Key Token Build failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;
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/* Import the key parts to be used. */
rule_array_count = 1;

memcpy (rule_array[0],"FIRST ",8);
memset (key_part, '¥x01',16);

for(i=1;i<=2;i++) {

CSNBKPI( &return_code,
&reason_code,
&exit_data_length,
(char *) exit_data,
&rule_array_count,
(char *) rule_array,
key part,
key token);

if (return_code != 0) {
printf("Building of the export key failed.¥n");
printf("Key Part Import failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;
}

memcpy (rule_array[0],"LAST ",8);

/* Set key part to the clear key to be used. */
/* Note: It may not be desirable to hard-code this. */
memcpy (key_part,"ClEar.KEY.hErE!!",16);

}

/* Export key built successfully. =*/
/* Open the Key Record List file. */
krl = fopen(data_set_name, "rb");

if (krl == NULL)

{ /x Open failed. */
printf("The open of the Key Record List file failed.¥n");
return ERROR;

/* Key record 1ist open was successful. =/
/* Open the file to save key info. */
export_file = fopen(argv[1l], "wb");
if (export_file == NULL)
{
printf("Opening of key export file failed.¥n");
fclose(krl);
return ERROR;
1

/* Write num_successful to the export file to hold a place for it. */
fwrite(&num_successful,sizeof(long),l,export file);

/* Read the first part of the KRL header. =/
fread(headerl,1,77,krl1);

/* Get the number of key records in the file. */
num_rec = atoi(&headerl[50]);
printf("Number of key records = %d¥n",num_rec);

/* Get the Tength for the key records. */
rec_length = atol(&headerl[58]);

/* Get the offset for the first key record. */
offset_recl = atol(&headerl[62]);
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}

/* Set the file pointer to the first key record. x/
fseek(krl, offset _recl, SEEK SET);

/* Set the key type to TOKEN. */
memcpy (key_type,"TOKEN ~ ",8);

/* Loop through the entries in the KRL and EXPORT. =/
for (i = 1; i <= num_rec; i++)

fread(key record, 1, rec_length, krl);
memcpy (source_key_identifier, &key record[3], 64);

CSNBKEX (&return_code,
&reason_code,
&exit_data_length,
exit_data,
key_type,
source_key identifier,
key_token,
/* exporter_key identifier, */
target_key_token);

printf("Exporting of key = %.64s",source_key identifier);
printf("completed with return/reason codes of ");
printf("%d/%d¥n",return_code,reason_code);

if (return_code == 0)

{
++num_successful;
fwrite(source_key_identifier, 1, 64, export_file);
fwrite(target key token, 1, 64, export file);

1

} /* end of for Toop */

printf("Key store file exported successfully.¥n");
printf("%d key(s) successfully exported.¥n¥n",num_successful);

/* Write out the number of exported keys and close the file. %/
fseek(export_file,0,SEEK SET);
fwrite(&num_successful,sizeof(long),1,export _file);

/% Close the files and return. */
fclose(krl);

fclose(export_file);

return 0K;
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

TILGIEEELT, #ALY - 77 AIIVOBITZZE T LTSN,

_______________________________________________________________ */
Description: One of two programs used to migrate DES keys */
from a key store file used with the 2620 to a  */

key store file for use with the 4758. */

*

/

Note: This program is intended to be used in conjunction with */
EXPORT_TSS to migrate DES keys from 2620 to 4758. */
EXPORT_TSS should be run first to generate a file */
containing the needed key information in a secure, */
exportable form. The file should then be transferred */

to the target system. IMPORT_TSS can then be run using =/

the file to import the keys into a previously created =*/

key storage file. */

*/
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#1
#i
#i

/*
/*
/*
/*
/*

st

COPYRIGHT 5769-SS1 (c) IBM Corp 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these programs. All programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Parameters: File containing exported key information

Examples:
CALL PGM(IMPORT TSS) PARM('Exported Key File')

Note: The CCA verbs used in the this program are more fully
described in the IBM 4758 CCA Basic Services Reference
and Guide (SC31-8609) publication.

Note: This program assumes the card you want to use is
already identified either by defaulting to the CRPO1
device or has been explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

This program also assumes the key store file you will
use is already identified either by being specified on
the cryptographic device or has been explicitly named
using the Key Store Designate verb. Also you must be
authorized to update records in this file.

Use the following commands to compile this program:
ADDLIBLE LIB(QCCA)
CRTCMOD MODULE (IMPORT TSS) SRCFILE(SAMPLE)
CRTPGM  PGM(IMPORT_TSS) MODULE (IMPORT_TSS)
BNDSRVPGM(QCCA/CSNBKRC QCCA/CSNBKIM QCCA/CSNBKPI)

Note: authority to the CSNBKIM, CSNBKPI, and CSNBKRC
service programs in the QCCA library is assumed.

Common Cryptographic Architecture (CCA) verbs used:
Key Import CSNBKIM
Key_Record_Create CSNBKRC
Key_Part_Import CSNBKPI

nclude <stdlib.h>
nclude <stdio.h>
nclude <string.h>

nclude "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/

Structure defining the DES key token for internal keys. This */

structure is used in the creation of the importer key-
encrypting key. For more information on the fields in this
structure, see the IBM 4758 CCA Basic Services Reference and
Guide (SC31-8609-01), Appendix B and C.

ruct DES key token {

char type; /* Set to 0x01 for 'internal'
char resvl; /* Reserved (set to binary zero)
char mkvp[2] ; /* Master Key Verification Pattern
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char version; /* Version. Will be set to 0x03.
char resv2; /* Reserved (set to binary zero)
char flag; /* Flag

char resv3; /* Reserved (set to binary zero)
char resv4[8]; /* Reserved (set to binary zero)
char keyl[8]; /* Single Tength encrypted key or

left half of double Tength

encrypted key.

char key2[8]; /* Null or right half of double
length encrypted key

int cvb1[2]; /* Control-vector base

int cvb2[2]; /* Null or control vector base for
the 2nd eight-byte portion of a
16-byte key

char resv5[12]; /* Reserved (set to binary zero)

int tvv; /* Token-validation value

}s

int main(int argc, char xargv[])

#define ERROR -1
#define OK 0

long return_code;
long reason_code;
long exit_data_length
char exit_data[2];
long rule_array count = 0;
char rule_array[2][8];

[}
(<]
we

char import_key label[64];
char import_key token[64];

struct DES_key token importer_kt;

char importer_key token[64];
char key_type[8];
char key part[16];

2y */
/* Other variables */
/2y */

Tong num_rec = 0, i;
Tong num_imported = 0;

FILE *=import_file;
printf("¥n¥n");

/* Check input parm */
if (argc < 2)

*/
*/
*/
*/
*/

*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
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{
printf("File containing the exported key data not specified.¥n");

return ERROR;
1

/* Generate a clear key for import use. x/

/* Initialize the importer key token. =/

memset (&importer_kt,0x00,sizeof (struct DES_key token));
importer_kt.type = 0x01;

importer_kt.version = 0x03;

importer_kt.flag = 0x40; /* Indicates control vector is present */

importer_kt.cvb1[0] = 0x00427d00;
importer_kt.cvbl[1] = 0x03480000;
importer_kt.cvb2[0] = 0x00427d00;
importer_kt.cvb2[1] = 0x03280000;

importer_kt.tvv = 0x0af53a00;

/* Initialize parameters for the first pass */
rule_array_count = 1;

memcpy (rule_array[0],"FIRST ",8);

memset (key_part,0x01,16);

for(i=1;i<=2;i++) {

CSNBKPI( &return_code,
&reason_code,
&exit_data_length,
(char *) exit_data,
&rule_array_count,
(char *) rule_array,
key part,

(char *) &importer_kt);

if (return_code != 0) {
printf("Building of the importer key failed.¥n");
printf("Key Part Import failed.");
printf("Return/reason codes = %d/%d¥n",return_code, reason_code);
return ERROR;

}

else if (i ==1) {
/* Init variables for the final pass */
memcpy (rule_array[0],"LAST ",8);
/* Set key part to the clear key to be used. */
memcpy (key_part,"Cl1Ear.KEY.hErE!!",16);

}

}

/* Import key built successfully. */
printf("Importer key built successfully.¥n¥n");

/* Open the Exported Key file. */
import_file = fopen(argv[1l], "rb");

if (import_file == NULL)

{ /* Open failed. */
printf("The open of the Exported Key file failed¥n");
return ERROR;

}

/* Import Key file open was successful. =/
fread(&num_rec,sizeof(num_rec),1,import_file);

/* Loop through the entries in the import file and create key records.

for (i = 13 1 <= num_rec; i++)

{
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}

fread(import_key label, 1, 64, import file);
fread(import_key token, 1, 64, import file);

printf("Importing DES key:¥n");
printf(" ¥"%.64s¥"¥n", import_key Tabel);

/* Create a key record. */

CSNBKRC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
import_key Tlabel);

if (return_code != 0)

{

printf(" Key record creation failed. ");
printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
continue;

}

/* Else, key record created successfully so import the key. */
memcpy (key_type,"TOKEN  ",8);

CSNBKIM( &return_code,
&reason_code,
&exit_data_length,
exit_data,
key_type,
import_key_token,
(char *) &importer_kt,
import_key Tabel);

if (return_code != 0)

{

printf(" Key import failed. ");
printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
continue;

}

/* else, Key import was a success. */

printf(" Key imported successfully. ");

printf("Return/reason codes = %d/%d¥n¥n",return_code,reason_code);
++num_imported;

} /* end of for loop */

printf("¥nCompleted key import procedure.¥n");

printf("%d of %d key(s) successfully imported.¥n¥n",num_imported,num_ rec);
fclose(import_file);

return 0OK;
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/***k*~k‘k***‘k******‘k******‘k*******k*******k*"k****‘k************************/

/* This program migrates keys stored in the file QACRKTBL in Tlibrary x/

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

QUSRSYS to key storage for Option 35 - CCA Cryptographic Service
Provider. The QACRKTBL file contains cross domain keys that are

used for the Cryptographic Support licensed program, 5769-CR
COPYRIGHT 5769-SS1 (C) IBM CORP. 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these program. All programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

these programs and files.

The keys are migrated by the following steps:

1 - The master key used for 5769-CR1 passed as a parameter.

2 - Build importer keys using the master key, 8 bytes of a mask

to create a variant, and a control vector.
3 - The file QACRKTBL is opened for input.
4 - A record is read.

5 - Import the key using the pre-exclusive OR process. CCA uses

1.

*/

*/
*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

control vectors while non-CCA implementations don't. 5769-CR1%/

creates master key variants similar to what 4700 finance
controllers do. Since the control vector and master key

variant material affect how the key is enciphered, the pre-
exclusive OR process "fixes" the importer key so that it can

correctly import a key.

- *SND keys are imported twice as an EXPORTER and OPINENC keys.

- *PIN keys are imported twice as a PINGEN and IPINENC key
- *RCV keys are imported as a IMPORTER key.
6- A key record is created with a similar name as in QACRKTB
For key names Tonger than 8 characters, a '.' will be

inserted between the 8th and 9th characters. Also a 1 byte

extension is appended that describes the key type.

For example, MYKEY *RCV  ---->  MYKEY.R
MYKEKOOOO1 *RCV ---->  MYKEK000.01.R
For *SND and *PIN keys, a second key record is also created.
For example, MYKEY *SND ----> MYKEY.S
MYKEY.O
MYPINKEY  *PIN ---->  MYPINKEY.P
MYPINKEY.I

7 - The key is written out to key store.

8 - Steps 4 through 7 are repeated until all keys have been
migrated.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
nonCCA master key - 8 bytes

Example:
CALL PGM(MIGRATECR) PARM(X'1C23456789ABCDEF"')

S.

L.

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

¥ 5 W 4758 BrElka oty g —

115



/* */

/* Note: This program assumes the device to be used is x/
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the x/
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: x/
/+ ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (MIGRATECR) SRCFILE(SAMPLE) */
/* CRTPGM PGM(MIGRATECR) MODULE (MIGRATECR) */
/* BNDSRVPGM(QCCA/CSNBKIM QCCA/CSNBKPI QCCA/CSNBKRC */
/* QCCA/CSNBDEC QCCA/CSNBKRW) */
/* */
/* Note: Authority to the CSNBKIM, CSNBKPI, CSNBKRC, and CSNBKRW */
/* service programs in library QCCA is assumed. */
/* */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are: x/
/* */
/* Key Import (CSNBKIM) */
/* Key Part_Import (CSNBKPI) */
/* Key Record Create (CSNBKRC) */
/* Key Record Write (CSNBKRW) */
/* */
/* */

/*********************************************************************/

/*********************************************************************/

/* Retrieve various structures/utilities that are used in program. =/
/*********************************************************************/

#include <stdio.h> /* Standard I/0 header. */
#include <stdlib.h> /* General utilities. */
#include <stddef.h> /* Standard definitions. */
#include <string.h> /* String handling utilities. */
#include "miptrnam.h" /* MI templates for pointer */
/* resolution instructions. */
#include "csucincl.h" /* Header file for security API */
[ Fk K dkk ok dk ok ok ok ok ko k ok ko k ok ok k ok ok k ok ko k ko ko k Kkkkkkkkkkkkhkkkhkkkhkkhhkxk [
/* Declare function prototype to build tokens to import keys */
/************* *k*k *k*k *k*k *k*k ** *********************/
int buildImporter(char * token,
char * clearkey,
char * preXORcv,
char * variant);

/*********************************************************************/
/* Declare function prototype to import a non-CCA key and put it */
/* into key store. */
/*********************************************************************/

int importNonCCA(char * Tabel,

char = left_importer,
char * right_importer,
char * cv,

char * encrypted key);

/*********************************************************************/

/* Declares for working with files */
/*********************************************************************/
#include <xxfdbk.h> /* Feedback area structures. */
#include <recio.h> /* Record I/0 routines */
_RFILE *dbfptr; /* Pointer to database file. */
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_RIOFB_T *db_fdbk; /* 1/0 Feedback - data base file */
_XXOPFB_T *db_opfb;
[k gk gk ek ok ok ok ok ok ok R s s R R R R T /
/* Define the record for cross domain key file QACRKTBL */
/** *k*k *k*k *k*k **********************************************/
struct

{

char Tlabel[10];

char  key type;

char  key_value[8];

} key rec;

/*********************************************************************/

/* Define the structure for key tokens

*/

/** """"""""""""""" ***************************************/

typedef struct
{
char  tokenType;
char  reservedl;
char MasterKeyVerifPattern[2];
char version;
char  reserved?;
char  flagBytel;
char  flagByte2;
char  reserved3[8];
char  TleftHalfKey[8];
char  rightHalfKey[8];
char  controlVectorBase[8];
char  rightControlVector([8];
char reserved4[12];
char  tvv[4];
} key_token_T;

/*************************************************************/
/* Declare control vectors used for building keys

[ Fk Kk kk ok kk ko kk ok ok ok ok ko k ok ko k ok ko k ko kk ok ok kK

{ 0xo00,
0x03,
0x00,
0x03,

char ipinenc_cv[16]

[}
—_

0x00,
0x03,
0x00,
0x03,

char opinenc_cv[16]

{ 0x00,
0x03,
0x00,
0x03,

char importer_cv[16]

1}
—_

0x00,
0x03,
0x00,
0x03,

char exporter_cv[16]

*/

""*****************/
char pingen cv[16] = { 0x00, 0x22, Ox7E, 0x00,

0x03, 0x41, 0x00, 0x00,

0x00, 0x22, Ox7E, 0x00,

0x03, 0x21, 0x00, 0x00};

0x21,
0x41,
0x21,
0x21,

0x24,
0x41,
0x24,
0x21,

0x42,
0x41,
0x42,
0x21,

0x41,
0x41,
0x41,
0x21,

Ox5F,
0x00,
Ox5F,
0x00,

0x77,
0x00,
0x77,
0x00,

0x7D,
0x00,
0x7D,
0x00,

0x7D,
0x00,
0x7D,
0x00,

0x00,
0x00,
0x00,
0x00} ;

0x00,
0x00,
0x00,
0x00} ;

0x00,
0x00,
0x00,
0x00} ;

0x00,
0x00,
0x00,
0x00} ;

char importer_cv_part[16] = { 0x00, 0x42, 0x7D, 0x00,
0x03, 0x48, 0x00, 0x00,
0x00, 0x42, 0x7D, 0x00,
0x03, 0x28, 0x00, 0x00};
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char exporter_cv_part[16] = { 0x00, 0x41, 0x7D, 0x00,
0x03, 0x48, 0x00, 0x00,
0x00, 0x41, 0x7D, 0x00,
0x03, 0x28, 0x00, 0x00};

/************* *k*k *k*k *k*k *k*k ****************************/
/* Start of mainline code. */
/*********************************************************************/
int main(int argc, char xargv[])

{

Tong 1,3,k; /* Indexes for Toops */
char key label[64]; /* label of new key */
char key Tabell[64]; /* label of new key */

/*************************************************************/

/* Declare importer keys - two keys are needed for each type */
/*************************************************************/

char EXPORTER _importerL[64] ;

char EXPORTER_importerR[64] ;

char OPINENC_importerL[64];

char OPINENC_importerR[64];

char IMPORTER importerL[64] ;

char IMPORTER_importerR[64] ;

char PINGEN_importerlL[64];

char PINGEN_importerR[64];

char IPINENC_importerL[64];

char IPINENC_importerR[64];

[ Fk K dkk ok kk ok k ok ko kk kR ok ok kk ok k ok ko k ko k ko k ok ok k ok ok kk ok kR Fkkkkkhkk [
/* Declare variables to hold bit strings to generate master key */
/* variants. */
/****************************************************************/
char variant1[16];

char variant2[16];

char variant3[16];

/*********************************************************************/
/* Build the key tokens for each of the importer keys using */
/* Key_Token Build. Each key is built by using a variant, a control =/
/% vector, and the clear key. Master key variant 1 is the result of =/
/* an exlusive OR of the master key with hex '8888888888888888', */

/* Master key variant 2 is the result of an exclusive OR of the */
/* master key with hex '2222222222222222', and Master key varient 3 =/
/* is the result of an exclusive OR of the master key with hex */
[* '4444444444444444" . During the import operation, the control */

/* vector is exclusive OR'ed with the importer key. The effect of */
/* the control vector is overcome by including the control vector as =*/
/* key part. Then when the import operation is done, the exclusive =/
/* OR operation will result in the original key. For double keys, x/
/* the left and right half of the control vector is not the same and */
/* therefore, XORing with the control vector will not result in the x/
/* original key - only one half of it will be valid. So two keys arex/
/* needed - one for each half. */
/*********************************************************************/

memset (variantl, 0x88, 16);

memset (variant2, 0x22, 16);

memset (variant3, 0x44, 16);

if (buildImporter(EXPORTER importerL, argv[1],
exporter _cv, variantl) |

buildImporter(EXPORTER importerR, argv[1],
&exporter_cv[8], variantl) [

buildImporter(IMPORTER importerL, argv[1],
importer_cv, variant2)
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buildImporter (IMPORTER importerR, argv[1],
&importer cv[8], variant2) [

buildImporter(PINGEN importerL, argv[1],
pingen_cv, variant3) [

buildImporter(PINGEN importerR, argv[1],
&pingen_cv[8], variant3) [

buildImporter(IPINENC importerL, argv[1],
ipinenc_cv, variant3) [

buildImporter(IPINENC_importerR, argv[1],
&ipinenc_cv[8], variant3) [

buildImporter(OPINENC importerL, argv[1],
opinenc_cv, variantl) [

buildImporter(OPINENC importerR, argv[1],
&opinenc_cv[8], variantl))

printf("An error occured creating the importer keys¥n");
return;

}

/*********************************************************************/

/* Open database file. */

Y — I E——————————

/* Open the input file. =/

/* If the file pointer, =/

/* dbfptr is not NULL, =*/

/* then the file was */

/* successfully opened. =/
if (( dbfptr = _Ropen("QUSRSYS/QACRKTBL", "rr riofb=n"))

1= NULL)
db_opfb = Ropnfbk( dbfptr ); /* Get pointer to the */
/* File open feedback */
/* area. */
J = db_opfb->num_records; /* Save number of recordsx/
/****** *k*k *k*k *k*k *k*k ********************************/
/* Read keys and migrate to key storage. */
/******************************************************************/
for (i=1; i<=j; i++) /* Repeat for each record =/
{ /* Read a record */
db_fdbk = _Rreadn(dbfptr, &key_ rec,
sizeof (key_rec), _ DFT);
[ Fk ok dkk ok dkk ok dokkk ok k ko k ok ok k ok ok k ok ko k ko ko k Fkkkkkkkkkkkkkkhkkkkkkkhk [
/* Generate a key label for the imported keys. */

/* The key label will be similar to the label that was used for =/
/* the QACRKTBL file. If the label is longer than 8 characters, */
/* then a period '.' will be inserted at position 8 to make it */
/* conform to Tabel naming conventions for CCA. Also one */
/* one character will be added to the end to indicate what type =*/
/* of key. 5769-CR1 does not require unique key names across allx*/
/* key types. CCA requires unique labels for all keys. */
/******************************************************************/
memset ((char *)key label,' ',64); /* Initialize key Tabel =/

/* to all blanks. */
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/*

Copy first bytes of Tlabel

memcpy ((char *)key Tlabel, (char *)key rec.label,8);

*/

/* If label is longer than 8 characters, add a second elementx/
if (key_rec.label[8] != "' ")

{

}

/*
/*

key Tabel[8] o
key label[9]
key label[10] = key rec.label[9];

key rec.label[8];

*SND keys and *PIN keys need to be imported twice so
make a second Tabel

if (key_rec.key_type != 'R')

memcpy ((char *)key labell,(char *)key label,64);

*/
*/

/* Add keytype to label name. Search until a space is found */
/* and if less than 8, add the 1 character keytype. If it =/
/* is greater than 8, add a second element with the keytype =x/
/* 'R' is *RCV key, 'S' is *SND key, 'P' is *PIN key, */
/* 'I' is an IPINENC key and '0O' is OPINENC key */
for (k=1; k<=11; k++)
if (key_label[k] == "")
if (k !=8)
{
key Tabel[k] = key_rec.key_type;
/* If this is a *SND or *PIN key, update the keytype =*/
/* in the second label as well */
if (key_rec.key type != 'R')
memcpy ((char *)key labell,(char *)key label,64);
if (key_rec.key type == 'S')
key_Tabell[k] = '0';
else
key Tabell[k] = 'I';
}
1
else
key Tabel[8] = '.';
key label[9] = key_rec.key_ type;
/* If this is a *SND or *PIN key, update the keytype =*/
/* in the second Tabel as well */
if (key_rec.key type != 'R')
{
memcpy ((char *)key labell, (char *)key label,64);
if (key rec.key type == 'S')
key Tabell[9] = '0';
else
key Tabell[9] = 'I';
1
k = 11;
}
1
[ Fkkdkk ok kk ok k ok ko kk kR ok k ok kk ok kR ok ok k ok ko k ko k ko Rk ok k ok ok ke k ok kR *kkkkxk [
/* Check for the type of key that was in the QACRKTBL file */
/* - S for SENDER key will become two keys - EXPORTER and OPINENCx/
/* - R for RECEIVER key will become IMPORTER key */
/* - P for PIN will become two keys - PINGEN and IPINENC */

120  iSeries: WE{LN— R =7



/* Set the key id to the key token that contains the key under =/

/* which the key in QACRKTBL is enciphered. */
/* Set the key type SAPI parameter for the Secure Key Import verb=/
[tk ke kk ok ok kok ok kok ok k ok ok ok k ok ok ke k ok ok R Kk kxx IRk hhh kI r*hhhKk Kk Kkkkkkk kK Kk /
if (key_rec.key type == 'S'")
{
/* Import the exporter key */

if(importNonCCA(key_ Tlabel,
EXPORTER_importerL,
EXPORTER importerR,
exporter_cv,
key _rec.key value))

printf("An error occured importing an exporter key¥n");
break;

}

/* Import the OPINENC key */

if (importNonCCA(key labell,
OPINENC_importerL,
OPINENC_importerR,
opinenc_cv,
key_rec.key_value))

{
printf("An error occured importing an opinenc key¥n");
break;
}
1
else
if (key_rec.key_type == 'R")
{
/* Import the importer key */

if (importNonCCA(key label,
IMPORTER _importerL,
IMPORTER _importerR,
importer_cv,
key_rec.key_value))

{
printf("An error occured importing an importer key¥n");
break;
}

}

else
{
/* Import the PINGEN key */

if(importNonCCA(key_Tlabel,
PINGEN_importerL,
PINGEN_importerR,
pingen_cv,
key rec.key value))

{
printf("An error occured importing a PINGEN key¥n");
break;
}
/* Import the IPINENC key */

if(importNonCCA(key Tlabell,
IPINENC importerL,
IPINENC_importerR,
ipinenc_cv,
key rec.key value))

printf("An error occured importing an ipinenc key¥n");
break;
}

}
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} /* End Toop

/% C

[ x%k

}

el

lose database file.
kkhkkkkhkkk*k *k*k *k*k *k*k *k*k

if (dbfptr != NULL)

_Rclose(dbfptr);

se

{

printf("An error occured openning th

repeating for each record */

****************************/

*/
****************************/
/* Close the file. */

/* End if file open leg =/

e QACRKTBL file.¥n");

/* End of main() */

/*********************************************************************/

/*
/*
/*
/*
/*

buildImporter creates an importer toke
OR'ed with a variant and a control vec
is XOR'ed in order to import non-CCA k
in order to import from implementation
master key variants to protect keys as

n from a clearkey exclusivex/
tor. The control vector =/
eys. The variant is XOR'ed*/
s that use different */
does 5769-CR1. */

/*********************************************************************/

int

{

EXTY
/% D
[ x%*
char
long
long
long
Tong
char
char
char
char
key_

[ xHk

/% B

buildImporter(char * token,
char * clearkey,
char * preXORcv,
char * variant)

*************************************/
eclare variables used by the SAPI's =/
*************************************/
rule_array[16];
rule_array_count;
return_code;
reason_code;
exit_data_length;
exit_data[4];
keyvalue[16];
keytype[8];
ctl_vector[16];
token T *xtoken_ptr;

KAkkkkkkkkk *k%k *k%k *k*k *h*k

uild an IMPORTER token

*% */
*/

/*************************************************/

122

memset (token, 0, 64); /*
token ptr = (key token T =*)token;
token ptr->tokenType = 0x01; /*
token_ptr->version = 0x03; /*
token_ptr->flagBytel = 0x40; /*
/*
/*

/*
/*
memcpy (token_ptr->controlVectorBase, i
/*
/*
/*
/*
/*
/*
memcpy (token_ptr->tvv, "¥x0A¥xF5¥x3A¥x0

iSeries: K5 H{b/N—RU 7

Initialize token to all 0's =/

01 is internal token */
Version 3 token */
High order bit is 0 so key =/
is not present. The 40 */
bit means that CV is presentx/

Copy control vector into */
the token. */
mporter_cv_part, 16);

Copy TVV into token. This =/
was calculated manually by =/
setting all the fields and =/
then adding each 4 bytes of */
the token (excluding the */
TVV) together. */
0", 4);



/*****************************************************************/
/* Import the control vector as a key part using Key_Part_Import =/
/*****************************************************************/
exit_data_length = 0;
rule_array_count = 1;
memcpy (ct1_vector, preXORcv, 8);
memcpy (&ct1_vector[8], preXORcv, 8); /* Need to copy the
control vector into the
second 8 bytes as wellx/
memcpy (rule_array, "FIRST ", 8);
CSNBKPI( &return_code, &reason_code, &exit_data_length,
(char *) exit_data,
(Tong *) &rule_array_count,
(char *) rule_array,
(char *) ctl_vector,
(char *) token);

if (return_code > 4)

printf("Key_Part_Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

/*****************************************************************/

/* Import the variant as a key part using Key_ Part_Import */
/*****************************************************************/
memcpy(rule_array, "MIDDLE ", 8);
CSNBKPI( &return_code, &reason_code, &exit data_length,
(char *) exit_data,
(Tong *) &rule_array_count,
(char *) rule_array,
(char =) variant,
(char *) token);
if (return_code > 4)
{
printf("Key Part Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

/*****************************************************************/
/* Import the clear key as a key part using Key Part_Import x/
/*****************************************************************/
memcpy (keyvalue, clearkey, 8);
memcpy (&keyvalue[8], clearkey, 8); /* Make key double length=*/
memcpy (rule_array, "LAST ", 8);
CSNBKPI( &return_code, &reason_code, &exit_data_length,
(char *) exit data,
(Tong *) &rule_array_count,
(char *) rule_array,
(char =) keyvalue,
(char =) token);

if (return_code > 4)

{

printf("Key_Part_Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

return 0;

}

/********************************************************************/
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/* importNonCCA imports a double Tength key into CCA from the */
/* non-CCA implementation */
/********************************************************************/

int importNonCCA(char * label,

char * left_importer,
char * right_importer,
char * cv,

char * encrypted key)

{

/******************************************/

/* Declare vaiables used by the SAPIs */
/******************************************/
Tong return_code, reason_code;
char exit_data[4];

Tong exit_data_length;

Tong rule_array_count;

char rule_array[24];

char keytoken[64] ;

char externalkey[64];

char keyvalue[16];

char keytype[8];

char *importer;

char mkvp[2];

key token T *xtoken_ptr;

int tvv, tvv_part;

char *tvv_pos;

/**********************************************/

/% Build an external key token to IMPORT from =/

memset ((void *)externalkey,'¥00',64);
token_ptr = (key_token T =*)externalkey;

token_ptr->tokenType = 0x02; /* 02 is external token
token_ptr->version = 0x00; /* Version 0 token
token_ptr->flagBytel = 0xCO; /* High order bit is 1 so

/* key is present. The
/* 40 bit means that CV
/* is present

memcpy (token_ptr->controlVectorBase, cv, 16); /* Copy control
vector into token
memcpy (token_ptr->leftHalfKey,encrypted key, 8); /* Copy key
into Teft half
memcpy (token_ptr->rightHalfKey,encrypted_key, 8); /* Copy key
into right half

/**********************************************/
/* Calculate the TVV by adding every 4 bytes =/
/**********************************************/
tvv_pos = externalkey;

tvv = 0;

while (tvv_pos < (externalkey + 60))

memcpy ((void*)&tvv_part,tvv_pos,4);
tvv += tvv_part;
tvv_pos += 4;
}
memcpy (token_ptr->tvv, (voidx)&tvv, 4);

/***********************************************************/
/* Import the left half of the key using Key Import and */
/* the importer built with left half of the control vector x/
/***********************************************************/

exit_data_length = 0;

memcpy (keytype, "TOKEN ", 8);

memset ((void *)keytoken,'¥00',64);
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CSNBKIM( &return_code, &reason_code, &exit data_length,
(char ) exit_data,
(char =) keytype,
(char *) externalkey,
(char *) Teft_importer,
(char =) keytoken);

if (return_code > 4)
{
printf("Key Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

/******************************************/
/* Save left half of key out of key token =*/

/******************************************/

memcpy (keyvalue, &keytoken[16], 8);

/***********************************************************/
/* Import the right half of the key using Key Import and */
/* the importer built with right half of the control vectorx/
/***********************************************************/
memcpy (keytype, "TOKEN ", 8);
memset ((void *)keytoken, '¥00',64);
CSNBKIM( &return_code, &reason_code, &exit data_length,
(char ) exit_data,
(char =) keytype,
(char *) externalkey,
(char *) right_importer,
(char *) keytoken);

if (return_code > 4)

printf("Key Import failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

/*******************************************/

/* Save right half of key out of key token =%/

[k gk gk ok ok ok ok kok ok ke k ok ok ke k ok ok R Kkkkkkkkkkkhk [

memcpy (&keyvalue[8], &keytoken[24], 8);

/**********************************************************************/
/* Get master key verification pattern from the last key token built =/
/** """"""""""" ***********************************************/
mkvp[0] = keytoken[2];
mkvp[1] = keytoken[3];

/**********************************************************/
/* Build an internal key token using both key halves just x/
/* imported and using the master key verification pattern */
/**********************************************************/

memset ((void *)keytoken, '¥00',64);

exit_data_length = 0;

token_ptr = (key_token T =*)keytoken;

token_ptr->tokenType = 0x01; /* 01 is internal token */
token_ptr->version = 0x03; /* Version 3 token */
token_ptr->flagBytel = 0xCO; /* High order bit is 1 so =/

/* key is present. The */
/* 40 bit means that CV is */
/* present */
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/* Set the first byte of */
/* Master key verification =/
/* pattern. */
token_ptr->MasterKeyVerifPattern[0] = mkvp[0];
/* Set the second byte of =/
/* Master key verification */
/* pattern. */
mkvp[1];

token_ptr->MasterKeyVerifPattern[1]

/* Copy control vector intox/
/% token */
memcpy (token_ptr->controlVectorBase, cv, 16);
memcpy (token_ptr->leftHalfKey, keyvalue, 16); /*Copy key to token */

/**********************************************/
/* Calculate the TVV by adding every 4 bytes =/
/**********************************************/
tvv_pos = externalkey;
tvv = 0;
while (tvv_pos < (externalkey + 60))

{

memcpy ((void*)&tvv_part,tvv_pos,4);
tvv += tvv_part;
tvv_pos += 4;
}
memcpy (token_ptr->tvv, (voidx)&tvv, 4);

/********************************************/
/* Create a Key Record in Key Store */
/********************************************/
exit_data_length = 0;
CSNBKRC((1ong *) &return_code,
(Tong *) &reason_code,
(Tong *) &exit_data_length,
(char *) exit data,
(char =) Tlabel);

if (return_code > 4)
{
printf("Key_Record Create failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

/********************************************/
/* Write the record out to Key Store */
[ Fk ok dkk ok dkk ok dokkk ok k ko k ok ok k ok ok k ok kok ok ko ko ok *xk [
CSNBKRW((Tong *) &return_code,

(Tong *) &reason_code,

(Tong *) &exit_data_length,

(char *) exit_data,

(char =) keytoken,

(char =) label);

if (return_code > 4)
{
printf("Key_Record Write failed with return/reason codes ¥
%d/%d ¥n",return_code, reason_code);
return 1;

}

return 0;
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J e m e e e e */
/* Log on to the 4758 card using your profile and passphrase. */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. A1l programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for x/
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(LOGON) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LOGON) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOGON) MODULE(LOGON) BNDSRVPGM(QCCA/CSUALCT) */
/* */
/* Note: Authority to the CSUALCT service program in the */
/* QCCA library is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Logon Control (CSUALCT). */
/* */
J e m e e e e */
#include "csucincl.h" /* header file for CCA Cryptographic */

/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
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#def
#def
#def

int

{

130

ine ERROR -1
ine 0K 0
ine WARNING 4

main(int argc, char xargv[])

long return_code = 0;

Tong reason_code = 0;

long exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
Tong rule_array_count = 2;

char profile[8];

long auth_parm_length;
char auth_parm[4];
Tong auth_data_length;
char auth_data[256];

/* set rule array keywords
memcpy (rule_array,"LOGON  PPHRASE ", 16);

/* Check for correct number of parameters
if (argc < 3)
{
printf("Usage: CALL LOGON ( profile 'pass phrase')¥n");
return(ERROR) ;
}

/* Set profile and pad out with blanks
memset (profile, ' ', 8);
if (strlen(argv[1]) > 8)

{

printf("Profile is limited to 8 characters.¥n");
return(ERROR) ;

}
memcpy (profile, argv[1], strlen(argv[1]));

/* Authentication parm length must be 0 for Togon
auth_parm_length = 0;

/* Authentication data length is length of the pass-phrase
auth_data_length = strlen(argv[2]);

/* invoke verb to log on to the 4758 card

CSUALCT( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,

iSeries: K5 H{b/N—RU 7
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(char *)rule_array,
profile,
&auth_parm_Tength,
auth_parm,
&auth_data_length,
argv([2]);

if (return_code != 0OK)

{
printf("Log on failed with return/reason codes %1d/%1d¥n¥n",
return_code, reason_code);
}

else
printf("Logon was successful¥n");

Gl: 4758 A7ALYyY—ICAS AT S57/=-8D ILE RPG A S A
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D****************************~k-k*******************************
D+ LOGON

D*

D* Log on to the 4758 Cryptographic Coprocessor.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D+ This material contains programming source code for your

D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. A1l programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
D* these programs and files.

D*

D*

D+ Note: Input format is more fully described in Chapter 2 of
D= IBM 4758 CCA Basic Services Reference and Guide
DES (SC31-8609) publication.

D*

D* Parameters: Profile

D* Pass-phrase

D*

D+ Example:

Dx CALL PGM(LOGON) PARM(PROFILE PASSPRHASE)

D*

D* Use these commands to compile this program on iSeries:
D+ CRTRPGMOD MODULE (LOGON) SRCFILE(SAMPLE)
D* CRTPGM PGM(LOGON) MODULE (LOGON)

D BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSUALCT service program in the
D* QCCA Tibrary is assumed.

D*

Dx The Common Cryptographic Architecture (CCA) verbs used are
D+ Cryptographic_Facilty Control (CSUACFC)

D*

D* This program assumes the card with the profile is
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DE already identified either by defaulting to the CRPO1

D= device or by being explicitly named using the
D Cryptographic_Resource_ Allocate verb. Also this
D* device must be varied on and you must be authorized
D* to use this device description.
D***************************** *k*k *k*k *k*k *k*k kkkk*k
)y gy Sy P

D+ Declare variables for CCA SAPI calls
)

D* ** Return code

DRETURNCODE S 9B 0

D* ** Reason code

DREASONCODE S 9B 0

D* *x Exit data length

DEXITDATALEN S 9B 0

D= *% Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

DL **% Rule array

DRULEARRAY S 16

D* **% Userid parm

DUSERID S 8

D* *% Authentication parameter length
DAUTHPARMLEN S 9B 0 INZ(0)

D= *% Authentication parameter
DAUTHPARM S 10

D= ** Authentication data length
DAUTHDATALEN S 9B 0 INZ(0)

D= ** Authentication data

DAUTHDATA S 50

D*

(DR e X T

D* Prototype for Logon Control (CSUALCT)

DR e X T T

DCSUALCT PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DUSR 8
DATHPRMLEN 9B 0
DATHPRM 10
DATHDTALEN 9B 0
DATHDTA 50

D*

D**************************************************************
D* Declares for sending messages to job log

D******** """"""""""""""""""""""""" *kkkk

)y S S Sy USSPy Sy S Sy

D= *x Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy gy

DMSG S 75 DIM(2) CTDATA PERRCD(1)

DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")

DMESSAGEFILE S 21 INZ('

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ ('*INFO ")

DSTACKENTRY S 10 INZ('~* )

DSTACKCOUNTER S 9B 0 INZ(2)
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DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*
C**************************************************************
C* START OF PROGRAM *
C*x =
T N *
C *ENTRY PLIST

C PARM USERID

C PARM AUTHDATA
g *
Cx Set the keywords in the rule array *
0y gy Ly Py *
C MOVEL "LOGON ' RULEARRAY

C MOVE '"PPHRASE ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

Ckm e e e e e e e e e ————— *
C* Get the length of the passphrase *
g g g g gy *
C EVAL AUTHDATALEN = %LEN(%TRIM(AUTHDATA))
C*

C**** """"""""""""""""""""""""""" *khkkkkkkkkx

C* Call Logon Control SAPI

C**************************************************************

C CALLP CSUALCT (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY :

C USERID:

C AUTHPARMLEN:
C AUTHPARM:

C AUTHDATALEN:
C AUTHDATA)
O *

C* Check the return code *

CHhommmmmmee e mcccmemmem *

C RETURNCODE IFGT 0

C* [Ty *

C* * Send error message  *

C* [Ty *

C MOVE MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* [T Ty —— *

C* * Send success message *

C* Aememcmcmccccccccnc—a—— *

C MOVE MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT
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C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

CSUALCT failed with return/reason codes 9999/9999'
The request completed successfully

fl: 4758 A7ALYY—Ho5A5A 7T 376D ILE C A S A
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ey */
/* Log off the 4758 Cryptographic CoProcessor */
/* */
/* */
/* COPYRIGHT 5769-SS1, 5722-SS1 (C) IBM CORP. 1999, 2000 */
/* */
/* This material contains programming source code for your x/
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. A1l programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE x/
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for x/
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(LOGOFF) */
/* */
/* */
/* Note: This program assumes the card with the profile is x/
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (LOGOFF) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LOGOFF) MODULE (LOGOFF) BNDSRVPGM(QCCA/CSUALCT) */
/* */
/* Note: Authority to the CSUALCT service program in the */
/% QCCA T1ibrary is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Logon_Control (CSUALCT). */
/* */
2y */
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#include "csucincl.h"

/* header file for CCA Cryptographic
/* Service Provider for iSeries

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

gy
/* standard return codes
gy
#define ERROR -1

#define OK 0

int main(int argc, char xargv[])

{

/* standard CCA parameters

2

Tong return_code = 0;

Tong reason_code = 0;

Tong exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
long rule_array_count = 1;

char profile[8];

Tong auth_parm_length;

char * auth_parm = " ";

Tong auth_data_length = 256;
char auth_data[300];

/* set rule array keywords to log off
memcpy (rule_array,"LOGOFF ",8);

rule_array_count = 1;

/* Both Authenication parm and data lengths must be 0
auth_parm_length = 0;
auth_data_length = 0;

/* Invoke verb to log off the 4758 Cryptographic CoProcessor

CSUALCT( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
profile,
&auth_parm_Tength,
auth_parm,
&auth_data_length,
auth_data);

if (return_code != 0OK)

printf("Log off failed with return/reason codes %1d/%1d¥n¥n",
return_code, reason_code);

return (ERROR) ;

1

*/
*/

*/
*/
*/

*/

_____ */
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else
{
printf("Log off successful¥n");
return(0K) ;
}
1

Bl: 4758 A7ALYY—MH5QTFT7F5/-HD ILE RPG 7AJ S A

4758 a7 Oty Y—n507F 7351213, BREIZSUTUTO T O I ABIEZEELTIZIN,

Er FEAICET A EELBERICONTIE, RROXR—=20 5 7 3 O— RICOWTOREHA) [FBRLT

STEEW,

D*************************************************************
D* LOGOFF

D*

D* Log off from the 4758 Cryptographic Coprocessor.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

D+ tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D=*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.

D*

D+ Parameters: None

D*

D* Example:

Dx CALL PGM(LOGOFF)

D*

D* Use these commands to compile this program on iSeries:
D% CRTRPGMOD MODULE (LOGOFF) SRCFILE (SAMPLE)
D* CRTPGM PGM(LOGOFF) MODULE (LOGOFF)

Dx BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSUALCT service program in the
D* QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty Control (CSUACFC)

D*

D+ This program assumes the card with the profile is

D* already identified either by defaulting to the CRPO1
D* device or by being explicitly named using the

D* Cryptographic_Resource_Allocate verb. Also this

D= device must be varied on and you must be authorized
D= to use this device description.
D**************************************************************
)

D* Declare variables for CCA SAPI calls
)

D* *% Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0
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D ** Exit data length

DEXITDATALEN S 9B 0

D **% Exit data

DEXITDATA S 4

D* ** Rule array count
DRULEARRAYCNT S 9B 0

D* *%x Rule array

DRULEARRAY S 16

D* *% Userid parm

DUSERID S 8

D* *%* Authentication parameter length
DAUTHPARMLEN S 9B 0 INZ(0)

D* *% Authentication parameter
DAUTHPARM S 8

D* ** Authentication data length
DAUTHDATALEN S 9B 0 INZ(0)

D ** Authentication data
DAUTHDATA S 8

D*

Dxkkkkkhhkkhkhhhkkhhhkkhhhkkhkhhkkkhhdkkhhkkkhhkkkhhhkxkhhkxkx

Dx Prototype for Logon Control (CSUALCT)

Dxkkkkkhkhkkkhhhkkhkhhkkkhhhkkhhhrkhhkkkhhhkkhhdrkkhhkxkhkhrxkx

DCSUALCT PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DUSR 8

DATHPRMLEN 9B 0

DATHPRM 8

DATHDTALEN 9B 0

DATHDTA 8
g
D* *% Declares for sending messages to the

D* *% job log using the QMHSNDPM API
gy Sy
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ ('*INFO ")
DSTACKENTRY S 10 INZ('* )
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*
C**************************************************************
C* START OF PROGRAM *
Cx =

Ckm e e e e e e e e ——————— *
Cx Set the keywords in the rule array *
g g gy g gy *
C MOVEL '"LOGOFF ' RULEARRAY

C 7-ADD 1 RULEARRAYCNT

C*

C**************************************************************

C* Call Logon Control SAPI

C**************************************************************

C CALLP CSUALCT (RETURNCODE :
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C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C USERID:

C AUTHPARMLEN:
C AUTHPARM:

C AUTHDATALEN:
C AUTHDATA)
O *

C* Check the return code *

(2 *

C RETURNCODE IFGT 0

C* g *

C* * Send error message =

C* Hmmmmmm—mmm e ——————— *

C MOVE MSG (1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C EXSR SNDMSG

C*

C ELSE

C* A *

C* * Send success message *

C* Ty *

C MOVE MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

CSUALCT failed with return/reason codes 9999/9999'
The request completed successfully

RRADBLE /- IXBFHRDEXR

FHAREIC/ > TWB T IVTY XL, YR—hEINTWEF—DOES, YAY— -« FT—DRH, EERDIR
W, 70w 7 OREREDEEZHRTZ-DIC, 4758 270y —ICBAETZZENTEET., D
RN DR BT 4758 T 70w B —ICBET 21213, 4758 BEELI 70ty B —HRD7=HD Web
N—=ADA—T4 VT4 —Z&MALET. MHERDZKRR (Display configuration)] %7 1) w7 L THiE%
BIRL, RICERTHEAZRRNL £,

MEOY 7V r—2a ZERLT, 370y —ICBRT52EHTEET, INETIITE
Cryptographic_Facility_Query (CSUACFQ) API verb Zf L £, ZEDLDIZ. 2 DDOTOT T LFID TR
fEINTVET, [139X—2@ Tfi: 4758 AT 0y —ORHEEET 5] |&. STATEID F—7— R
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& TIMEDATE F—7U—RZ#HALET., £2—FHT, [141 X=20 Thil: 4758 T 7 01 v —DWER%Z|
ERT 5 [TlE, 2 BHOMLFAF—Y— REI—HF—IRDDZ 707 MAHEINET,

IBM 4758 PCI Cryptographic Coprocessor CCA Basic Services Reference and Guidel 9 T3,
Cryptographic_Facility_Query (CSUACFQ) ¥ aUF 44— - 77U —a> - JOrys3I>27 A4 25—
TJr—A, BERTEZHERDY AT, BIUORESNLHE RO LR EITDOVTHHL TVET,

f5: 4758 27Oty Y—DRAZBELT S
4758 27Oty —DRMNERET 21213, BREZSUCTUTO T O I ABIEEEL T ZI N,

2
/* Query the 4758 card for status or other information.

/* This sample program uses the STATEID and TIMEDATE keywords.
/*

/*

/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999

/*

/* This material contains programming source code for your

/* consideration. These examples have not been thoroughly

/* tested under all conditions. IBM, therefore, cannot

/* guarantee or imply reliability, serviceability, or function
/* of these program. All programs contained herein are

/* provided to you "AS IS". THE IMPLIED WARRANTIES OF

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
/* these programs and files.

/*

/*

/* Note: This verb is more fully described in Chapter 2 of

/* IBM 4758 CCA Basic Services Reference and Guide

/* (SC31-8609) publication.

/*

/* Parameters:

/*  none.

/*

/* Example:

/*  CALL PGM(QUERY)

/*

/*

/* Note: This program assumes the device to use is

/* already identified either by defaulting to the CRPO1
/* device or by being explicitly named using the

/* Cryptographic_Resource_Allocate verb. Also this

/* device must be varied on and you must be authorized
/* to use this device description.

/*

/* Use these commands to compile this program on iSeries:

/* ADDLIBLE LIB(QCCA)

/* CRTCMOD MODULE(QUERY) SRCFILE(SAMPLE)

/* CRTPGM PGM(QUERY) MODULE(QUERY) BNDSRVPGM(QCCA/CSUACFQ)

/*

/* Note: Authority to the CSUACFQ service program in the

/* QCCA library is assumed.

/*

/* The Common Cryptographic Architecture (CCA) verb used is

/* Cryptographic_Facility_Query (CSUACFQ).

/*
2
#include "csucincl.h" /* header file for CCA Cryptographic

/* Service Provider for iSeries

#include <stdio.h>
#include <string.h>

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
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#include <stdlib.h>

ey
/* standard return codes

[ e m e e e
#define ERROR -1

#define OK 0

#define WARNING 4

#define IDSIZE 16  /* number of bytes in environment ID

#define TIMEDATESIZE 24  /* number of bytes in time and date

int main(int argc, char =xargv[])

{

Tong return_code
long reason_code = 0;

Tong exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
Tong rule_array _count = 2;
char rule_array2[3][8];

n
(<]
we

Tong verb_data_length = 0; /* currently not used by this verb
char * verb_data = " ";

/* set keywords in the rule array
memcpy (rule_array, "ADAPTERISTATEID ",16);
/* get the environment ID from the card

CSUACFQ( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_Tlength,
verb data);

if ( (return_code == OK) | (return_code == WARNING) )
priitf("Environment ID was successfully returned.¥n");
printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);
printf("ID = %.16s¥n", rule_array);

}

else

{

printf("An error occurred while getting the environment ID.¥n");
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printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);

/* return(ERROR) */;

/* set count to number of bytes of returned data

rule_array count = 2;

return_code
reason_code

0;
03

/* set keywords in the rule array
memcpy (rule_array2,"ADAPTERITIMEDATE",16);
/* get the time from the card

CSUACFQ(  &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array2,
&verb_data_length,
verb_data);

if ( (return_code == OK) | (return_code == WARNING) )

printf("Time and date was successfully returned.¥n");

printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);
printf("DATE

printf("TIME
printf("DAY of W

%.8s¥n", rule_array2);
%. 8$¥n" &rule_array2[1]);
WEEK = %.8s¥n", &rule_array2[2]);

else

printf("An error occurred while getting the time and date.¥n");

printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);

return(ERROR) ;
1
1

fl: 4758 A7 Aty Y —DIFREEKRT S
4758 A7 0ty Y= DWW TOHRZERT DI, HEI

W,

/* Query the 4758 card for status or other information.
/* This sample program prompts the user for the second required

/* keyword. (ADAPTER1 keyword is assumed.)
/*

/*

/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999
/*

*/

*/
*/
*/
*/
*/
*/
*/
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/* This material contains programming source code for your */

/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
/* Parameters: */
/*  char * keyword2 upto 8 bytes */
/* */
/* Example: */
/*  CALL PGM(CFQ) TIMEDATE */
/* */
/* */
/* Note: This program assumes the device to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(CFQ) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CFQ) MODULE(CFQ) BNDSRVPGM(QCCA/CSUACFQ) */
/* */
/* Note: Authority to the CSUACFQ service program in the */
/* QCCA Tibrary is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is */
/* Cryptographic_Facility Query (CSUACFQ). */
/* */
2y */
#include "csucincl.h" /* header file for CCA Cryptographic */

/* Service Provider for iSeries */

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

K e e */
/* standard return codes */
[ e m e e e */
#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char =xargv[])

{

Tong return_code = 0;
Tong reason_code = 0;
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Tong exit_data_length
char exit_data[4];
char rule_array[18][8];
Tong rule_array_count = 2;

[}
N
we

2 */
/* fields unique to this sample program */
2y */
Tong verb_data_length = 0; /* currently not used by this verb */
char * verb_data = " ";

int i;

/* check the keyboard input */
if (argc != 2)

printf("You did not enter the keyword parameter.¥n");
printf("Enter one of the following: STATCCA, STATCARD, ");
printf("STATDIAG, STATEXPT, STATMOFN, STATEID, TIMEDATE¥n");

return(ERROR) ;

if ( (strlen(argv[1]) > 8) | (strlen(argv[1]) < 7) )
priitf("Your input string is not the right length.¥n");
printf("Input keyword must be 7 or 8 characters.¥n");
printf("Enter one of the following: STATCCA, STATCARD, ");
printf("STATDIAG, STATEXPT, STATMOFN, STATEID, TIMEDATE¥n");

return (ERROR) ;
1

/* set keywords in the rule array */
memcpy (rule_array, "ADAPTER1 ",16);
memcpy (&rule_array[1], argv[1l], strlen(argv[1]));
/* get the requested data from the card */
CSUACFQ(  &return_code,

&reason_code,

&exit_data_length,

exit_data,

&rule_array_count,

(char *)rule_array,

&verb_data_length,

verb_data);

if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Requested data was successfully returned.¥n");
printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);

printf("%s data = ", argv[1]);
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for (i = 0; i <8 * rule_array_count; i++)
printf("%c", rule array[i / 8][1 % 8]);
printf("¥n");

else

{

printf("An error occurred while getting the requested data.¥n");
printf("You requested %s¥n", argv[1]);

printf("Return/reason codes ");

printf("%1d/%1d¥n¥n", return_code, reason_code);

return(ERROR) ;
1

}
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#1
#i
#1

in

#d
#d
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______________________________________________________________ */
Create key store files for PKA keys. */
*/
COPYRIGHT 5769-SS1 (c) IBM Corp 1999, 2000 */
*/
This material contains programming source code for your x/
consideration. These examples have not been thoroughly */
tested under all conditions. IBM, therefore, cannot */
guarantee or imply reliability, serviceability, or function =*/
of these programs. All programs contained herein are x/
provided to you "AS IS". THE IMPLIED WARRANTIES OF */
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
EXPRESSLY DISCLAIMED. IBM provides no program services for  */
these programs and files. */
*/
Parameters: */
Qualified File Name */
*/
Examples: */
CALL PGM(INZPKEYST) PARM('QGPL/PKAFILE') */
*/
*/
Use the following commands to compile this program: x/
ADDLIBLE LIB(QCCA) */
CRTCMOD MODULE (INZPKEYST) SRCFILE(SAMPLE) x/
CRTPGM PGM(INZPKEYST) MODULE(INZPKEYST) + */
BNDSRVPGM(QCCA/CSNBKSTI) */
*/
Note: authority to the CSNBKSI service program in the x/
QCCA Tlibrary is assumed. */
*/
Common Cryptographic Architecture (CCA) verbs used: */
Keystore Initialize (CSNBKSI) */
*/
______________________________________________________________ */
nclude <stdlib.h>
nclude <stdio.h>
nclude <string.h>
nclude "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries

t main(int argc, char xargv[])

efine ERROR -1
efine OK 0

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

*/

*/
*/

*/
*/
*/

*/
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/* fields unique to this sample program

long file_name_length;
unsigned char description[4];
long description_length = 0;
unsigned char masterkey[8];

if(argc < 2)
{

printf("File name was not specified.¥n");
return ERROR;

rule_array_count = 2;
memcpy ( (char*)rule_array,"CURRENT PKA ",16);
file_name_length = strlen(argv[1]);

CSNBKSI(&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char*)rule_array,
&file_name_length,
argv[1],
&description_length,
description,
masterkey);

if (return_code != 0)

{

printf("Request failed with return/reason codes:

return_code, reason_code);
return ERROR;

}
else
{
printf("Key store file created¥n");
return 0K;
}
1

%d/%d¥n",

*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
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DAkxkkhkkkhkhkkkhhhkkhkhhkkkhhdkkhhhkkhhhkkhhhkxkhhkkkhhkkxkkhkxkx

D* INZPKAST
D*
D* Create key store files for PKA keys.
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D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*
D*

COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

This material contains programming source code for your
consideration. These example has not been thoroughly

tested under all conditions. IBM, therefore, cannot

guarantee or imply reliability, serviceability, or function

of these programs. A1l programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters: None

Example:
CALL PGM(INZPKEYST) ('QGPL/PKAKEYS')

Use these commands to compile this program on iSeries:

CRTRPGMOD MODULE (INZPKAST) SRCFILE(SAMPLE)

CRTPGM PGM(INZPKEYST) MODULE(INZPKEYST)
BNDSRVPGM(QCCA/CSNBKSTI)

Note: Authority to the CSNBKSI service program in the
QCCA Tibrary is assumed.

The Common Cryptographic Architecture (CCA) verbs used are

D+ Key Store Initialize (CSNBKSI)

D*
D**************************************************************
g
D* Declare variables for CCA SAPI calls
g
D* *% Return code

DRETURNCODE S 9B 0

D* *%x Reason code

DREASONCODE S 9B 0

D* ** Exit data length
DEXITDATALEN S 9B 0

D* *x Exit data

DEXITDATA S 4

D* *% Rule array count
DRULEARRAYCNT S 9B 0

D* *% Rule array

DRULEARRAY S 16

D* ** File name length
DFILENAMELEN S 9B 0

D* *%x File name

DFILENAME S 21

D* ** Description length
DDESCRIPLEN S 9B 0

D* ** Description

DDESCRIP S 16

D* *% Master key part

DMASTERKEY S 24

D*

D**** """""""""""""""""""""" *khkkkkkkkhkkkhkk
D+ Prototype for Key Store Initialize (CSNBKSI)
D**********************************************************
DCSNBKSI PR

DRETCODE 9B 0

¥ 5 W 4758 BrElka oty g —

147



148

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DFILENMLN 9B 0

DFILENM 21

DDSCPLN 9B 0

DDSCRP 16

DMSTRKY 24

D*
)y S S Sy Sy S Ry Sy
D= *% Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy gy
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ ('*INFO ")
DSTACKENTRY S 10 INZ('~* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*
C**************************************************************
C* START OF PROGRAM *
C***********‘k*************‘k******‘k*****************************
C *ENTRY PLIST

C PARM FILENAME

Ckm e e e e e e e e e ————— *
C* Set the keyword in the rule array *
CHm e e e e e e e e e ———— *
C MOVEL 'PKA ' RULEARRAY

C MOVE "CURRENT ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT
gy *
C* Set the description length *
Gk mm m e e e e e *
C Z-ADD 0 DESCRIPLEN
gy PSP *
Cx Find the file name length *
gy *
C EVAL FILENAMELEN = %LEN(%TRIM(FILENAME))
C*************** """"""""""""""""""" *khkkkkhkhkkhkk
Cx Call Key Store Initialize SAPI *
C***************************** *k*k *k*k *k*k *k*k *kkk*k
C CALLP CSNBKSI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C FILENAMELEN:

C FILENAME:

C DESCRIPLEN:

C DESCRIP:

C MASTERKEY)

C*k Hemmmmm e *

C* * Check the return code =*

Ck  Fmmm e *
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C RETURNCODE IFGT 4

Cx 2 *

C* * Send failure message *

C* Kmmmmmmm e —— e ———————— *

C MOVEL MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FATLRSNC
C EXSR SNDMSG

C RETURN

C ENDIF

C*

C* [T Ty gy *

C* * Send success message *

C* Kmmmmmmmmm e ——————— *

C MOVEL MSG(2) MSGTEXT
C EXSR SNDMSG

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL "QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

*%

CSNBKSI failed with return/reason codes 9999/9999.
The file was succesully initialized.
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2 */
/* Generate DES keys in key store. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your x/
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function =/
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for =/

/* these programs and files. x/
/* */
/* Parameters: */
/* char = key label, 1 to 64 characters */
/* char * key store name, 1 to 21 characters in form 'lib/file' =/
/* (optional, see second note below) x/
/* */
/* Examples: */
/*  CALL PGM(KEYGEN) PARM('TEST.LABEL.1") */
/* */
/*  CALL PGM(KEYGEN) PARM('MY.OWN.LABEL' 'QGPL/MYKEYSTORE') */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRPO1 x/
/* device or has been explicitly named using the x/
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* If the key store name parameter is not provided, this x/
/* program assumes the key store file you will use is x/
/* already identifed either by being specified on the x/
/* cryptographic device or has been previously named x/
/* using the Key Store_Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* Use the following commands to compile this program: x/
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (KEYGEN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(KEYGEN) MODULE(KEYGEN) + */
/* BNDSRVPGM(QCCA/CSUAKSD QCCA/CSNBKRC QCCA/CSNBKGN) */
/* */
/* Note: authority to the CSUAKSD, CSNBKRC and CSNBKGN service =/
/* programs in the QCCA Tibrary is assumed. x/
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/*  Key Store Designate (CSUAKSD) */
/*  DES_Key Record Create (CSNBKRC) */
/*  Key Generate (CSNBKGN) */
/* */
[ === — - ________ */

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
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#inclu

int ma

#defin
#defin

long
long
long
char
long

long
char

if(a
{

(fi1
rul

Ccsu
&r
&e
ex
&r
IID

&f
ar

if

}

els

{

}

de "csucincl.h" /* header file for CCA Cryptographic

Service Provider for iSeries

in(int argc, char *argv[])

e ERROR -1
e 0K 0

return_code;
reason_code;
exit_data_Tlength;
exit_data[2];
rule_array_count;

file_name_length;
key Tabel[64];

rgc > 2)
file_name_length = strlen(argv[2]);

if((file_name_length > 0) &&
e_name_length < 22))
{

e_array_count = 1;

AKSD(&return_code,

eason_code,

xit_data_length,

it_data,

ule_array_count,

ES ", /* rule_array, we are working with
DES keys in this sample program =/

ile_name_length,

gv[2]); /% key store file name */

(return_code != 0)

printf("Key store designate failed for reason %d/%d¥n¥n",
return_code, reason_code);

return ERROR;

e

printf("Key store designated¥n");
printf("SAPI returned %1d/%1d¥n", return_code, reason_code);

}

else

{

*/

*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
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printf("Key store file name is wrong length");
return ERROR;

else; /* let key store file name default =/
J = —— o ______ */
/* Create a record in key store */
gy */

memset (key_label, ' ', 64);
memcpy (key_Tabel, argv[1], strlen(argv[1]));

CSNBKRC (&return_code,
&reason_code,
&exit_data_length,
exit_data,
key_Tlabel);

if (return_code != 0)
{
printf("Record could not be added to key store for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;
}

else

printf("Record added to key store¥n");
printf("SAPI returned %1d/%1d¥n", return_code, reason_code);

J e m e e e */
/* Generate a key */
Ty */

CSNBKGN (&return_code,
&reason_code,
&exit_data_length,

exit_data,

"op ", /* operational key is requested */
"SINGLE ", /* single length key requested x/
"DATA ", /* Data encrypting key requested  */

s /* second value must be blanks when
key form requests only one key =/

"¥0", /* key encrypting key is null for
operational keys */
"yYo", /* key encrypting key is null since
only one key is being requested */
key Tabel, /* store generated key in key storex/
"¥0"); /* no second key is requested */

if (return_code != 0)

printf("Key generation failed for reason %d/%d¥n¥n",
return_code, reason_code);

return ERROR;

}

else

{
printf("Key generated and stored in key store¥n");
printf("SAPI returned %1d/%1d¥n¥n", return_code, reason_code);
return 0K;

}

1
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JF———— e m - */
/* Generate PKA keys in key store. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function =/
/* of these programs. Al1l programs contained herein are x/
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for  =*/

/* these programs and files. */
/* */
/* Parameters: */
/* char = key label, 1 to 64 characters */
/* */
/* Examples: */
/*  CALL PGM(PKAKEYGEN) PARM('TEST.LABEL.1") */
/* */
/* Note: This program assumes the card you want to Toad is */
/* already identifed either by defaulting to the CRPO1 x/
/* device or has been explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device descrption. */
/* */
/* This program also assumes the key store file you will */
/* use is already identifed either by being specified on  =*/
/* the cryptographic device or has been explicitly named  */
/* using the Key Store Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (PKAKEYGEN) SRCFILE(SAMPLE) x/
/* CRTPGM PGM(PKAKEYGEN) MODULE (PKAKEYGEN) + */
/* BNDSRVPGM(QCCA/CSNDKRC QCCA/CSNDPKG) */
/* */
/* Note: authority to the CSNDKRC and CSNDPKG service programs  »*/
/* in the QCCA Tlibrary is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/*  PKA_Key Record_Create (CSNDKRC) */
/*  PKA _Key Generate (CSNDPKG) */
/* */
JF———— e m - */

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */

int main(int argc, char xargv[])

gy */
/* standard return codes */
ey */
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#define ERROR -1
#define OK 0

2y */
/* standard CCA parameters */
gy */

long return_code;
long reason_code;
long exit_data_length;
char exit_data[2];
char rule_array[4][8];
long rule_array_count;

2y */
/* fields unique to this sample program x/
S S S S S Sy S Sy S Sy SRS S S S ——— */
char key label[64]; /* identify record in key store to
hold generated key */

#pragma pack (1)

typedef struct rsa_key_token_header_section {
char token_identifier;
char version;
short key_token_struct_length;
char reserved_1[4];
} rsa_key token_header_section;

typedef struct rsa_private_key_ 1024 bit_section {
char section_identifier;
char version;
short section_length;
char hash_of private key[20];
short reserved_1;
short master_key verification_pattern;
char key_format_and_security;
char reserved 2;
char hash_of_key name[20];
char key usage_flag;
char rest of private key[312];
} rsa_private_key 1024_bit_section;

typedef struct rsa_public_key_section {
char section_identifer;
char version;
short section_length;
short reserved 1;
short exponent_field_Tength;
short modulus_length;
short modulus_length_in_bytes;
char exponent;
} rsa_public_key section;

struct {
rsa_key_token_header_section rsa_header;
rsa_private_key 1024 bit section rsa_private key;
rsa_public_key_section rsa_public_key;

} key_token;

struct {
short modlen;
short modlenfld;
short pubexplen;
short prvexplen;
long pubexp;
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} prvPubl;
#pragma pack ()
long key_struct_Tength;
long zero = 0;
long key_token_length;

long regen_data_length;
long generated _key id length;

J e m e e e e */
/* Create record in key store */
J e — ——m— — - */

1}
[N o]

rule_array_count
key_token_Tength
memset (key Tabel, ' ', 64);

memcpy (key_Tlabel, argv[1], strlen(argv[1l]));

CSNDKRC (&return_code,

&reason_code,

&exit_data_length,

exit_data,

&rule_array_count,

"¥0", /* rule_array */
key label,

&key token_length,

"¥0"); /* key token x/

if (return_code != 0)
{
printf("Record could not be added to key store for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;
}
else
{
printf("Record added to key store¥n");
printf("SAPI returned %1d/%1d¥n", return_code, reason_code);

memset (&key_token, 0X00, sizeof(key_token));

key token.rsa_header.token_identifier = OX1E; /* external token =*/
key_token.rsa_header.key token_struct length = sizeof(key token);

key token.rsa private key.section_identifier =
0X02; /* RSA private key =x/
key_token.rsa_private_key.section_length =
sizeof(rsa_private_key 1024 bit_section);
key_token.rsa_private_key.key usage flag = 0X80;

key_token.rsa_public_key.section_identifer = 0X04; /* RSA public key  x/
key token.rsa public_key.section_length =

sizeof(rsa_public_key section);
key_token.rsa_public_key.exponent field_length = 1;
key token.rsa_public_key.modulus_length = 512;
key_token.rsa_public_key.exponent = 0x03;

key_token_length = sizeof(key_ token);

printf("Key token built¥n");
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/* Generate a key */

rule_array_count = 1;
regen_data_length = 0;

/* key_token_length = 64; */
generated_key_id_length = 2500;

CSNDPKG (&return_code,
&reason_code,
&exit_data_Tlength,

exit_data,

&rule_array_count,

"MASTER ", /* rule_array */

&regen_data_length,

"¥o", /* regeneration_data, none needed =*/

&key token_length, /* skeleton_key token length */

(char *)&key token, /* skeleton_key token built above =*/

Yo", /* transport_id, only needed for
XPORT keys */

&generated_key_id_length,

key Tabel); /* generated_key_id, store generated
key in key store */

if (return_code != 0)

printf("Key generation failed for reason %d/%d¥n¥n",
return_code, reason_code);
return ERROR;

}

else
{
printf("Key generated and stored in key store¥n");
printf("SAPI returned %1d/%1d¥n¥n", return_code, reason_code);
return 0K;
}
1

7 71 \VOES{LE /2 (IESILER

4758 A7 0ty —DEI SIZERNZHED 1 DELT, T—4 « 771 IV OEEL LSRN D D
F9., TNOHDOEHED 1 DEFHL T 7 AV ERETHIENTEET,

o T AIVEEENA FOXFHELTUET S (ZOHEZ. 707 I LBNERL TS HIETT).
s KL OA—RFELEFA/LI—-ROHGZERELT S,

MEOTOT I LEERTDNERY T T—F% 4578 A7 0ty I —This{Ed 5] 070 r I L%
EHELT, 74 - 77 ANETTIIRBIELDOERELZBADT -5 2 R#EL £T,

Bl: 5—4%% 4578 27Oty Y —THEBS{LT S
4758 A7 0t yY—TTF—FZREETHICE. LEISCTUTOTOV I ApEEEL T /ZI N,

2y */
/* */
/* Sample C program for enciphering data in a file. x/
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function x/
/* of these programs. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
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/* EXPRESSLY DISCLAIMED. IBM provides no program services for */
/* these programs and files. */
/* */
/* Parameters: */
/* char * key label, 1 to 64 characters */
/* char * input file name, 1 to 21 characters (1ib/file) */
/* char * output file name, 1 to 21 characters (1ib/file) x/
/* */
/* Example: */
/%  CALL PGM(ENCFILE) PARM( 'MY.KEY.LABEL' 'QGPL/MYDATA' + */
/* 'QGPL/CRYPTDATA' ) */
/* */
/* Note: This program assumes the device you want to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* This program assumes the key store file you will use is */
/* already identifed either by being specified on the */
/* cryptographic device or has been previously named */
/* using the Key Store_Designate verb. Also you must be */
/* authorized to add and update records in this file. */
/* */
/* The output file should NOT have key fields since all */
/* data in the file will be encrypted and therefore trying */
/* to sort the data will be meaningless. */
/* (This is NOT checked by the program) */
/* */
/* Use the following commands to compile this program: */
/% ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (ENCFILE) SRCFILE(SAMPLE) */
/* CRTPGM PGM(ENCFILE) MODULE(ENCFILE) + */
/* BNDSRVPGM(QCCA/CSNBENC) */
/* */
/* Note: authority to the CSNBENC service program in the */
/* QCCA library is assumed. %/
/% %/
/* Common Cryptographic Architecture (CCA) verbs used: */
/*  Encipher (CSNBENC) */
/* */
e */
ey */
/* Retrieve various structures/utilities that are used in program. =/
2 */
#include <stdio.h> /* Standard I/0 header. */
#include <stdlib.h> /* General utilities. */
#include <stddef.h> /* Standard definitions. */
#include <string.h> /* String handling utilities. */
#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */
2 */
/* Declares for working with files. */
J e m e e e e */
#include <xxfdbk.h> /* Feedback area structures. */
#include <recio.h> /* Record I/0 routines */
_RFILE *dbfptr; /* Pointer to database file. */
_RFILE *dbfptre; /* Pointer to database file. */
_RIOFB_T *db_fdbk; /* 1/0 Feedback - data base file */
_XXOPFB_T xdb_opfb;
_XXOPFB_T *db_opfbe;
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#include "qusptrus.h"
#include "quscrtus.h"
#include "qusdltus.h"

#define USSPC_ATTR "PF "
#define USSPC_INIT VAL 0x40
#define USSPC_AUTH "xEXCLUDE "
#define USSPC_TEXT "Sample user space"
#define USSPC_REPLACE "xYES "
char space_name[21] = "PLAINTXT QTEMP "s /% Name of user
space for plain text */
char cipher_name[21] = "CIPHER QTEMP "s /* Name for user
space containing ciphertext */
struct { /* Error code structure required for */
/* the User Space API's. */
int in_len; /* the Tength of the error code. */
int out_len; /* the length of the exception data. */
char excp_id[7]; /* the Exception ID. */
char rev; /* Reserved Field. */
char excp_data[120]; /* the output data associated */
} error_code; /* the exception ID. */
char ext_atr[11] = USSPC_ATTR; /+ Space attribute */
char initial_val = USSPC_INIT_VAL;
/* Space initial value =/
char auth[11] = USSPC_AUTH;
/* Space authority */
char desc[51] = USSPC_TEXT;
/* Space text */
char replace[11] = USSPC_REPLACE;

/*Space replace attribute*/
S S S S S S S Sy S Sy S Sy USSP S S ——— */
/* Start of mainline code. */
J = —— - — o ______ */
int main(int argc, char =xargv[])

{

Ty */
/* standard return codes */
gy */
#define ERROR -1

#define OK 0
Ty */
/* standard CCA parameters */
gy */

Tong return_code;
long reason_code;
Tong exit_data_length;
char exit_data[2];
Tong rule_array_count;

char *user_space_ptr;
char *user_space;
char *cipher_spc;
Tong file_bytes;

long i;

Tong s

char key_Tabel[64];
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long text_len, pad_character;

char initial_vector[8];

char chaining_vector[18];
S */
/* Open database files. */
g */

if (argc < 4) /* were the correct number

of parameters passed? */
{
printf("This program needs 3 parameters - ");

printf("key label, input file name, output file name¥n");

return ERROR;

}
else
{
file_bytes = 0; /* Set initial number of
bytes to encipher to 0 */
/* Open the input file. If the file pointer, dbfptr is not
NULL, then the file was successfully opened. */
if (( dbfptr = Ropen(argv[2], "rr riofb=n"))
= NULL)
{
J e m e e e e */
/* Determine the number of bytes that will be enciphered. */
Ty */
db_opfb = Ropnfbk( dbfptr ); /* Get pointer to the File
open feedback area. */
file_bytes = db_opfb->num_records =
db_opfb->pgm_record_Ten
+ 1 /* 1 is added to prevent an
end of space error  */
J = db_opfb->num_records; /* Save number of recordsx/
[ m e e e e eeeeceeeee */
/* Create user space and get pointer to it. */
J == ———— - _______ */
error_code.in_len = 136; /* Set length of error */
/* structure. */

QUSDLTUS (space_name,&error_code); /* Delete the user space
if it already exists. */

/* Create the plaintext user space object */
QUSCRTUS (space_name,ext_atr,file_bytes,
&initial_val,auth,
desc, replace,&error_code);

error_code.in_len = 48; /* Set length of error
structure */
QUSPTRUS (space_name, /* Retrieve a pointer to =*/
(void *)&user_space, /* the user space. */

(char*)g&error_code) ;
user_space_ptr = user_space; /* Make copy of pointer */

error_code.in_len = 136; /* Set length of error */
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/* structure. */
QUSDLTUS (cipher_name,&error_code); /* Delete cipher space
if already exists. */

/* Create ciphertext user space object */
QUSCRTUS (cipher_name,ext_atr,
file_bytes,&initial_val,auth,
desc, replace,&error_code);

error_code.in_len = 48; /* Set length of error */
/* structure */
QUSPTRUS (cipher_name, /* Retrieve pointer to %/

(void x)&cipher_spc, /* ciphertext user space x/
(charx)&error_code);

2y */
/* Read file and fill space */
2y */
for (i=1; i<=j; i++) /* Repeat for each record */

{
/* Read a record and place in user space. */

db_fdbk = Rreadn(dbfptr, user_space ptr,
db_opfb->pgm_record_len, _ DFT);

/* Move the user space ahead the Tength of a record =*/
user_space_ptr = user_space_ptr +
db_opfb->pgm_record_len;
}

if (dbfptr != NULL) /* Close the file. =/
_Rclose(dbfptr);

Ty */
/* Encrypt data in space */
2 */
memset ((char *)key label,' ',64); /+ Initialize key label

to all blanks. */

memcpy ((char *)key Tlabel, /* Copy key label parm =/

argv[1],strlen(argv[1]));

text_Ten = file_bytes - 1;
rule_array_count = 1;

pad_character = 40;

exit_data_length = 0;
memset ((char *)initial_vector,'¥0',8);

/* Encipher data in ciphertext user space */
CSNBENC (&return_code,

&reason_code,

&exit_data_Tength,

exit_data,

key_label,

&text_Ten,

user_space,

initial_vector,

&rule_array_count,

"CBC ", /* rule_array */

&pad_character,

chaining_vector,

cipher_spc );

if (return_code == 0) {

2y */
/* Open output file */
2y */

if (( dbfptre = Ropen(argv[3],
"wr riofb=n")) != NULL)
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db_opfbe = Ropnfbk( dbfptr ); /* Get pointer to
the File open feedback

area. */
if(text_len % db_opfbe->pgm_record_len != 0)
{
printf("encrypted data will not fit into ");
printf("an even number of records¥n");
if (dbfptre != NULL) /* Close the file. x/
_Rclose(dbfptre);
S */
/* Delete both user spaces. */
/2y */
error_code.in_len = 136; /* Set length of
error structure. */
QUSDLTUS (space_name,&error_code); /* Delete the
user space */
QUSDLTUS (cipher_name,&error_code); /* Delete
ciphertext space */
return ERROR;
}
[ e m e e ceeeee */
/* Write data from space to file. */
L L LR */
user_space_ptr = cipher_spc; /* Save pointer to

cipher space. */

j = text_len / db_opfbe->pgm_record_len; /* find
how many records
are needed to store
result in output

file */
for (i=1; i<=j; i++) /* Repeat for each
record */
{
/* Write data to output file */
db_fdbk = Rwrite(dbfptre, user_space ptr,
db_opfbe->pgm_record_Tlen);
/* Advance pointer ahead the length of a record */
user_space_ptr = user_space_ptr +
db_opfbe->pgm_record_len;
}
if (dbfptre != NULL) /* Close the file =/
_Rclose(dbfptre);
} /* end of open open
output file */
else

{
printf("Output file %s could not be opened¥n",

argv[3]);
ey */
/* Delete both user spaces. */
/2y */
error_code.in_len = 136; /* Set length of

error structure. */
QUSDLTUS (space_name,&error_code); /* Delete the

user space */
QUSDLTUS (cipher_name,&error_code); /* Delete

ciphertext space */
return ERROR;
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} /* 1f return code = 0 */
else

printf("Bad return/reason code : %d/%d ¥n",
return_code,reason_code);

/2 */

/* Delete both user spaces. */

/2 */
error_code.in_Ten = 136; /* Set length of

error structure. */
QUSDLTUS (space_name,&error_code); /* Delete the

user space */
QUSDLTUS (cipher_name,&error _code); /* Delete

ciphertext space */
return ERROR;

ey */
/* Delete both user spaces. */
K m e - */
error_code.in_len = 136; /* Set length of
error structure. =/
QUSDLTUS (space_name,&error_code); /* Delete the user
space */
QUSDLTUS (cipher_name,&error_code); /* Delete ciphertext
space */
} /* End of open
input file */
else

{
printf("Input file %s could not be opened¥n", argv[2]);
return ERROR;

}
} /* argv[] == null */
return 0K;
1
PIN DL
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F* PINSAMPLE
F*
Fx Sample program that shows the use of the appropriate
F* CCA Security API (SAPI) verbs for generating and verifying

Fx PINS
F*
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Fx
F*
F*
F*
F*
Fx
F*
Fx
F*
F*
F*
F*
F*
F*
Fx
F*
F*
F*
F*
F*
F*
Fx
F*
F*
F*
F*
F*
F*
Fx
F*
F*
F*
F*
Fx
F*
F*
F*
F*
F*
F*
F*
F*
F*
F*
F*
F*
F*
Fx
F*
F*
F*
F*
F*
F*

The keys are created by first building a key token

and then importing key parts using Key Part_Import.

Four keys are created each with a different

key type - PINGEN, PINVER, IPINENC, and OPINENC. The
PINGEN key will be used to generate a Clear PIN with the
Clear_PIN Generate verb. The OPINENC key will be used

to encrypt the PIN with the Clear_PIN_Encrypt verb.

The Encrypted_PIN_Verify with verify that the PIN is good
using the IPINENC key (to decrypt) and the PINVER key

to verify the PIN.

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999

This material contains programming source code for your
consideration. These example has not been thoroughly

tested under all conditions. IBM, therefore, cannot

guarantee or imply reliability, serviceability, or function

of these programs. A1l programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
none.

Example:
CALL PGM(PINSAMPLE)

Use these commands to compile this program on iSeries:
CRTRPGMOD MODULE (PINSAMPLE) SRCFILE(SAMPLE)
CRTPGM PGM(PINSAMPLE) MODULE (PINSAMPLE)
BNDSRVPGM(QCCA/CSNBKPI QCCA/CSNBPGN +
QCCA/CSNBCPE QCCA/CSNBPVR)

Note: Authority to the CSNBKPI, CSNBPGN, CSNBCPE, and
CSNBPVR service programs in the QCCA library is assumed.

The Common Cryptographic Architecture (CCA) verbs used are
Key_Part_Import (CSNBKPI), Clear PIN_Generate (CSNBPGN),

Clear_ PIN_Encrypt (CSNBCPE), and Encrypted PIN Verify (CSNBPVR).

Note: This program assumes the card you want to load is
already identifed either by defaulting to the CRPO1
device or has been explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device descrption.

Frxkkhdkkkhhhrkhkhhhkkhhhkkhhhkkkhhkkhhhkkkhhkkkhhdkkkhkxkhhkrkkhkx

F+ Declare parameters that are common to all of the CCA verbs
F*

F**** """"""""""""""" khhkkkrhkkhhkhhhhdrhhrhhhhhhdhrkhsk
DRETURNCODE S 9B 0

DREASONCODE S 9B 0

DEXITDATALEN S 9B 0

DEXITDATA S 4

DRULEARRAYCNT S 9B 0

DRULEARRAY S 16

D*

DR R e X T

D*

Declare Key tokens used by this program
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D*

(DR L X T e

DIPINKEY S 64
DOPINKEY S 64
DPINGENKEY S 64
DPINVERKEY S 64
DKEYTOKEN DS

DKEYFORM 1 1
DKEYVERSION 5 5
DKEYFLAG1 7 7
DKEYVALUE 17 32
DKEYCV 33 48
DKEYTVV 61 64B 0
DTOKENPART1 1 16
DTOKENPART2 17 32
DTOKENPART3 33 48
DTOKENPART4 49 64
DKEYTVV1 1 4B 0
DKEYTVV2 5 8B 0
DKEYTVV3 9 12B 0
DKEYTVV4 13 16B 0
DKEYTVV5S 17 20B 0
DKEYTVV6 21 24B 0
DKEYTVV7 25 28B 0
DKEYTVV8 29 32B 0
DKEYTVV9 33 36B 0
DKEYTVV10 37 40B 0
DKEYTVV11 41 44B 0
DKEYTVV12 45 48B 0
DKEYTVV13 49 52B 0
DKEYTVV14 53 56B 0
DKEYTVV15 57 60B 0
D*

D**************************************************************
Dx Declare parameters unique to Key Part_Import

D*

D*************** """"""""""""""""""""""""""
DCLEARKEY S 16

D*
D**************************************************************
Dx Declare parameters unique to Clear_ PIN Generate,

D+ Clear_PIN_Encrypt, and Encrypted_PIN_Verify

D**************************************************************

DPINLEN S 9B 0
DPINCKL S 9B 0
DSEQNUMBER S 9B 0
DCPIN S 16
DEPIN S 16
DPAN S 12
DDATAARRAY DS

DDECTABLE 1 16
DVALDATA 17 32
DCLRPIN 33 48
DPROFILE DS

DPINFORMAT 1 8
DFORMATCONTROL 9 16
DPADDIGIT 17 24

D*

D**************************************************************
D* Declare variables used for creating a control vector and

D* clear key.
D**************************************************************

DBLDKEY DS

DLEFTHALF 1 8
DLEFTHALFA 1 4B 0
DLEFTHALFB 5 8B 0
DRIGHTHALF 9 16
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D*
D*

D**************************************************

D* Prototype for Key Part Import (CSNBKPI)

D T X T

DCSNBKPI PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DRARRAYCT 9B 0
DRARRAY 16
DCLRKEY 16
DIMPKEY 64

D*

DR R L X X T *hKkK

Dx Prototype for Clear PIN Generate (CSNBPGN)

DR R R T

DCSNBPGN PR
DRETCODE
DRSNCODE
DEXTDTALEN
DEXTDTA
DPINGEN
DRARRAYCT
DRARRAY
DPINL
DPINCHKLEN
DDTAARRY
DRESULT

D*

9B 0
9B 0
9B 0
4
64
9B 0
16
9B 0
9B 0
48
16

Dxkkkkkhhkkhkhhkkkhhkkkhhhkkhhkkkhhhkkhhhkxkhhkkkhxk

Dx Prototype for Clear PIN Encrypt (CSNBCPE)

Dxkkkkkkhkkkhhhkkhhhkkkhhhkkhhhkxkhhkkhhhkxkhhkrkkhkhx

DCSNBCPE PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DPINENC 64
DRARRAYCT 9B 0
DRARRAY 16
DCLRPIN 16
DPINPROFILE 24
DPANDATA 12
DSEQN 9B 0
DEPINBLCK 8

D*

D*********** """"""""""""""" *khkkkkhkkkhkhkkkhk
Dx Prototype for Encrypted PIN Verify (CSNBPVR)
D**** """"""""""""""" dkhhkkkhkhkhkrhhkhkkhhhkhikkx
DCSNBPVR PR

DRETCODE 9B 0
DRSNCODE 9B 0
DEXTDTALEN 9B 0
DEXTDTA 4
DPINENC 64
DPINVER 64
DPINPROFILE 24
DPANDATA 12
DEPINBLCK 8
DRARRAYCT 9B 0
DRARRAY 16
DCHECKLEN 9B 0
DDTAARRAY 24

D*

Dxkkkkkhkhkrkhkhhhkkhhhkkhhhkkhkhhkkkhhhkkhhkkkhhhkkkhhkxkhhdkkhhkx

¥ 5 W 4758 BrElka oty g —

165



166

D* Declares for sending messages to job Tlog
D**************************************************************

DFAILMESSAGE S 50

DGOODMESSAGE S 50

DFAILMSG DS

DFATLMSGTEXT 1 50

DFAILRETC 41 44

DFAILRSNC 46 49

DRETSTRUCT DS

DRETCODE 1 41 0

DSLASH 5 5 INZ('/")

DRSNCODE 6 91 0

DFATLMSGLENGTH S 9B 0 INZ(49)

DGOODMSGLENGTH S 9B 0 INZ(29)

DMESSAGEID S 7 INZ( "

DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")

DSTACKENTRY S 10 INZ('* )

DSTACKCOUNTER S 98 0 INZ(2)

DERRCODE DS

DBYTESIN 1 48 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C EVAL FATILMESSAGE = 'x*x%x%x failed with return+
C /reason codes 9999/9999'
C EVAL GOODMESSAGE = 'PIN Validation was successful'
C**************************************************************

C+ START OF PROGRAM *

Cx =

C*************** """""""""""""""""""""""""

C* Build a PINGEN key token

C*

C**************************************************************

Cx Zero out the key token to start with

C*

C Z-ADD 0 KEYTVV1

C Z-ADD 0 KEYTVV2

C Z-ADD 0 KEYTVV3

C Z-ADD 0 KEYTVV4

C MOVE TOKENPART1 TOKENPART2

C MOVE TOKENPART1 TOKENPART3

C MOVE TOKENPART1 TOKENPART4

C*

C* Set the form, version, and flag byte

C*

C BITON '7' KEYFORM

C BITON '67" KEYVERSION

C BITON 1 KEYFLAGL

C*

C* The control vector for a PINGEN key that has the key part
C+ flag set is (in hex):

C*

C* 00227E00 03480000 00227E00 03280000

C*

Cx If each 4 byte hex part is converted to decimal you get:
C*

C* 2260480 55050240 2260480 52953088

C*

C* Build the control vector by placing the decimal number in
C* the appropriate half of the control vector field.
C**************************************************************
C Z-ADD 2260480 LEFTHALFA

C Z-ADD 55050240 LEFTHALFB

C MOVEL LEFTHALF KEYCV

C Z-ADD 2260480 LEFTHALFA

C Z-ADD 52953088 LEFTHALFB

C MOVE LEFTHALF KEYCV
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C*
C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.

C*

C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*

C* Copy token to PINGENKEY

C*

C MOVE KEYTOKEN PINGENKEY
C*

C**************************************************************
C* Build a PINVER key token

C*

C* The control vector for a PINVER key that

Cx has the key part flag set is (in hex):

C*

C* 00224200 03480000 00224200 03280000

C*

Cx If each 4 byte hex part is converted to decimal you get:
C*

C* 2260480 55050240 2260480 52953088

C*

C* Build the control vector by placing the decimal number in
C* the appropriate half of the control vector field.

C Z-ADD 2245120 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV

C Z-ADD 2245120 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV

C*

C* Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.

C*

C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*

C* Copy token to PINVERKEY

C*
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C MOVE KEYTOKEN PINVERKEY

C*

C*

C*************** """"""""""""""""""" *khkkkkkhkhkrhkk
C* Build an IPINENC key token

C*

C* The control vector for an IPINENC key that

C* has the key part flag set is (in hex):

C*

C* 00215F00 03480000 00215F00 03280000

C*

C* If each 4 byte hex part is converted to decimal you get:

C*

C* 2187008 55050240 2187008 52953088

C*

C********************** """"""""""""""""""""""
C* Build the control vector by placing the decimal number in

C* the appropriate half of the control vector field.
C**************************************************************

C Z-ADD 2187008 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV

C Z-ADD 2187008 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV

C*

Cx Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the last 4 bytes.

C*

C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*

C* Copy token to IPINENC

C*

C MOVE KEYTOKEN IPINKEY
C*

C*

C**************************************************************
C+ Build an OPINENC key token

C*

C* The control vector for an OPINENC key that

Cx has the key part flag set is (in hex):

C*

Cx 00247700 03480000 00247700 03280000

C*

Cx If each 4 byte hex part is converted to decimal you get:

C*

C+ 2389760 55050240 2389760 52953088

C*
C**************************************************************
C* Build the control vector by placing the decimal numbers in
C* the appropriate half of the control vector field.

C**************************************************************
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C Z-ADD 2389760 LEFTHALFA
C Z-ADD 55050240 LEFTHALFB
C MOVEL LEFTHALF KEYCV

C Z-ADD 2389760 LEFTHALFA
C Z-ADD 52953088 LEFTHALFB
C MOVE LEFTHALF KEYCV

C*

Cx Calculate the Token Validation value by adding every 4 bytes
C* and storing the result in the Tast 4 bytes.

C*

C Z-ADD 0 KEYTVV
C ADD KEYTVV1 KEYTVV
C ADD KEYTVV2 KEYTVV
C ADD KEYTVV3 KEYTVV
C ADD KEYTVV4 KEYTVV
C ADD KEYTVV5 KEYTVV
C ADD KEYTVV6 KEYTVV
C ADD KEYTVV7 KEYTVV
C ADD KEYTVV8 KEYTVV
C ADD KEYTVV9 KEYTVV
C ADD KEYTVV10 KEYTVV
C ADD KEYTVV11 KEYTVV
C ADD KEYTVV12 KEYTVV
C ADD KEYTVV13 KEYTVV
C ADD KEYTVV14 KEYTVV
C ADD KEYTVV15 KEYTVV
C*

C* Copy token to OPINENC

C*

C MOVE KEYTOKEN OPINKEY
C*

C*

C**************************************************************
C*

C* Clear key value for PINGEN/PINVER form will be:

C*

C* 01234567 01765432 01234567 01765432

C*

C* The key will be imported into two parts that get exclusived
C* OR'ed together. This program uses as key parts:

C*

C* 00224466 00775533 00224466 00775533 and

C*

C* 01010101 01010101 01010101 01010101

C*

C* Converting these to decimal results in

C*

C* 2245734 7820595 2245734 7820595 and

C*

C* 16843009 16843009 16843009 16843009

C*

C* In this example, the left half of the key is the same as

Cx the right half. PIN keys in CCA are double length keys.

Cx However, some implementation of DES (including Cryptographic
Cx Support/400) use single length keys for PINs. If both

C* halves of a double are the same, then they produce the

C* same output as a single length key, thereby allowing you

C* to exchange data with non-CCA systems.
C**************************************************************
C* Import the PINGEN key

C*************************

C MOVEL '"FIRST ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C**************************************************************
C* Build the next clear key part by placing the decimal numbers
C* in the appropriate half of the clear key field.

C**************************************************************
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C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY

C**************************************************************

Cx Call Key Part Import the first time for the PINGEN key

C**************************************************************

C CALLP CSNBKPI (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

C PINGENKEY)

C RETURNCODE IFGT 4

C MOVEL 'CSNBKPI' FATLMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.

C**************************************************************

C Z-ADD 2245734 LEFTHALFA
C Z-ADD 7820595 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY

C**************************************************************

C+ Call Key Part Import the second time for the PINGEN key

C**************************************************************

C MOVEL "LAST ' RULEARRAY

C CALLP CSNBKPI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

C PINGENKEY)

C RETURNCODE IFGT 4

C MOVEL "CSNBKPI' FAILMESSAGE

C EXSR SNDFAILMSG

C SETON

C ENDIF

C********************** *kk *kk *kk *kk *kk *kkkhk

C* Import the PINVER key =*

C*************************

C MOVEL "FIRST ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C Z-ADD 16843009 LEFTHALFA

C Z-ADD 16843009 LEFTHALFB

C MOVEL LEFTHALF CLEARKEY

C MOVE LEFTHALF CLEARKEY

C**************************************************************

C+ Call Key Part Import the first time for the PINVER key
C**************************************************************
CALLP CSNBKPI (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY :
CLEARKEY:
PINVERKEY)
RETURNCODE IFGT 4
MOVEL "CSNBKPI' FATLMESSAGE

OOOOOOOO0O0
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C EXSR SNDFAILMSG

C SETON
C ENDIF
[ R e KERRKRKKKKKKKIRRRKKK KKK

C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.

C**************************************************************

C Z-ADD 2245734 LEFTHALFA
C Z-ADD 7820595 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY

C**************************************************************

Cx Call Key Part Import the second time for the PINVER key

C**************************************************************

C MOVEL "LAST ! RULEARRAY

C CALLP CSNBKPI (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

C PINVERKEY)

C RETURNCODE IFGT 4

C MOVEL 'CSNBKPI' FAILMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C**************************************************************
C* Clear key value for IPINENC/OPINENC key pair will be:

C+ 012332EF 01020408 012332EF 01020408

C*

C* The key will be imported into two parts that get exclusived
C* OR'ed together. This program uses as key parts:

C*

C* 002233EE 00030509 002233EE 00030509 and

C*

C* 01010101 01010101 01010101 01010101

C*

C+ Converting these to decimal results in

C*

C* 2241518 197897 2241518 197897 and

C*

C* 16843009 16843009 16843009 16843009
C**************************************************************
C* Import the PINVER key =*

C*************************

C MOVEL "FIRST ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C**************************************************************
C* Build the clear key part by placing the decimal number in

C* the appropriate half of the clear key field.

Cooeseo ek sk ko ek oo Kk Kk s e ok o ko ke ko ok ko ke ok ke
C Z-ADD 16843009 LEFTHALFA

C Z-ADD 16843009 LEFTHALFB

C MOVEL LEFTHALF CLEARKEY

C MOVE LEFTHALF CLEARKEY

(e sk s ko sk e ok o ko ok ook ok e ko Kok kKRR AR AR F R AR F R ERF R AT AKH R KK

C+ Call Key Part Import the first time for the IPINENC key
C**************************************************************
C CALLP CSNBKPI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

LR

LR
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C IPINKEY)

C RETURNCODE IFGT 4

C MOVEL 'CSNBKPI' FATLMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.

C**************************************************************

C Z-ADD 2241518 LEFTHALFA
C Z-ADD 197897 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY

C**************************************************************

C+ Call Key Part Import the second time for the IPINENC key

C**************************************************************

C MOVEL "LAST ' RULEARRAY

C CALLP CSNBKPI (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

C IPINKEY)

C RETURNCODE IFGT 4

C MOVEL "CSNBKPI' FAILMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C**************************************************************

C* Import the OPINENC key =*

C*************************

C MOVEL "FIRST ' RULEARRAY
C Z-ADD 1 RULEARRAYCNT
C******** ||||||||||||||||||||||||||||||||||||||||||||||||||||||

C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.

C**************************************************************

C Z-ADD 16843009 LEFTHALFA
C Z-ADD 16843009 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
C MOVE LEFTHALF CLEARKEY

C**************************************************************

C+ Call Key Part Import the first time for the OPINENC key

C**************************************************************

C CALLP CSNBKPI (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C CLEARKEY:

C OPINKEY)

C RETURNCODE IFGT 4

C MOVEL 'CSNBKPI' FATLMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C**************************************************************
C* Build the clear key part by placing the decimal number in
C* the appropriate half of the clear key field.

C**************************************************************

C Z-ADD 2241518 LEFTHALFA
C Z-ADD 197897 LEFTHALFB
C MOVEL LEFTHALF CLEARKEY
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C MOVE LEFTHALF CLEARKEY

C**************************************************************

C* Call Key Part Import the second time for the OPINENC key

Cokokok ko ke ok ok ke ke o ok ok ok ok ok ok ok ook ok ok ke ke ok ok ok ok ok ok ok ok ok ok ok ok ke ok ok k ko kkkkkk ko kkkkkkkkokk
C MOVEL "LAST ! RULEARRAY

C CALLP CSNBKPI (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C CLEARKEY:

C OPINKEY)

C RETURNCODE IFGT 4

C MOVEL "CSNBKPI' FATLMESSAGE

C EXSR SNDFAILMSG

C SETON LR
C ENDIF

C*

C**************************************************************
C* Generate a Clear PIN with CSNBPGN (Clear_PIN_Generate)

C+ Rule_array count =1

C+ Rule_array = "IBM-PIN "  (Same as Crypto Support/400)

Cx PIN length = 8

Cx PIN Check Tength = 8 (But is ignored for IBM-PIN)

C+ Data array:

C* Dec. table set to 0123456789123456

C* validation dta = 1111222233334444

C* clear PIN = ‘ignored

C**** """"""""""""""""""""""""""" *kkkkkkhkkx
C Z-ADD 1 RULEARRAYCNT

C MOVEL "IBM-PIN ' RULEARRAY

C Z-ADD 8 PINLEN

C Z-ADD 8 PINCKL

C MOVEL '01234567' DECTABLE

C MOVE '89123456' DECTABLE

C MOVEL '11112222" VALDATA

C MOVE 33334444 VALDATA

C**** *k*k *k*k *k*k *k*k * * kkhkkkkkkkhkkhkhkkhkkk

Cx Call Clear PIN Generate

C**************************************************************

C CALLP CSNBPGN (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C PINGENKEY:

C RULEARRAYCNT:
C RULEARRAY :

C PINLEN:

C PINCKL:

C DATAARRAY:

C CPIN)

C RETURNCODE IFGT 4

C MOVEL "CSNBPGN' FATLMESSAGE

C EXSR SNDFAILMSG

C SETON LR
C ENDIF

C*

C*

C**************************************************************
C* Encrypt the clear PIN using CSNBCPE (Clear PIN Encrypt)

C+ Rule_array count =1

C+ Rule_array = "ENCRYPT "

Cx PIN Profile = "3624 NONE F"

C+ PAN data is ignored

C* Sequence number is ignored but set to 99999 anyway
C**************************************************************
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C Z-ADD 1 RULEARRAYCNT
C MOVEL "ENCRYPT ' RULEARRAY

C MOVEL 3624 ' PINFORMAT

C MOVE "NONE ' FORMATCONTROL
C MOVE ' F! PADDIGIT

C Z-ADD 99999 SEQNUMBER

C**************************************************************

C+ Call Clear PIN Encrypt

(R R R R R R 2 St R R R R T T T *kkkk
C CALLP CSNBCPE (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C OPINKEY:

C RULEARRAYCNT :
C RULEARRAY :

C CPIN:

C PROFILE:

C PAN:

C SEQNUMBER:

C EPIN)

C RETURNCODE IFGT 4

C MOVEL "CSNBCPE' FATLMESSAGE

C EXSR SNDFAILMSG

C SETON

C ENDIF

C*

C*

C**************************************************************

C+ Verify encrypted PIN using CSNBPVR (Encrypted PIN Verify)

C**************************************************************

C MOVEL 'IBM-PIN ' RULEARRAY

C

C CALLP CSNBPVR (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C IPINKEY:

C PINVERKEY:

C PROFILE:

C PAN:

C EPIN:

C RULEARRAYCNT:
C RULEARRAY:

C PINCKL:

C DATAARRAY)

C RETURNCODE IFGT 4

C MOVEL "CSNBPVR' FATLMESSAGE
C EXSR SNDFAILMSG

C SETON

C ENDIF

C*

Crrkkkrkhhrkhhhrkhhrkhhrkkhhrkkkhrkrhkhk * %k * %k *kkkkkhkkk

C+ Send successful completion message
C**************************************************************

C CALL 'QMHSNDPM'
C PARM MESSAGEID
C PARM MESSAGEFILE
C PARM GOODMESSAGE
C PARM GOODMSGLENGTH
C PARM MSGTYPE
C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY
C PARM ERRCODE
C*
C SETON
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C*

C**************************************************************
C* Subroutine to send a failure message

C**** """"""""""""""""""" kkkhkkkhhkkhhkkhhkkhkhxkhkhxkkkx
C SNDFAILMSG BEGSR

C MOVE FAILMESSAGE ~ FAILMSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE

C PARM FAILMSG

C PARM FAILMSGLENGTH
C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR
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/* Description: Digitally signs a streams file. */
/* */
/% COPYRIGHT 5769-SS1 (c) IBM Corp 1999 x/
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function =/
/* of these programs. All programs contained herein are x/
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/* provided to you "AS IS". THE IMPLIED WARRANTIES OF x/
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for =/

/* these programs and files. */
/* */
/* Parameters: File to be signed */
/* File to contain signature */
/* Key label of key to use */
/* */
/* Examples: */
/*  CALL PGM(SIGNFILE) PARM('file_to_sign' 'file_to_hold_sign' =/
/* 'key label'); */
/* */
/* Note: The CCA verbs used in the this program are more fully =/
/* described in the IBM 4758 CCA Basic Services Reference =*/
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized x/
/* to use this device description. */
/* */
/* Use the following commands to compile this program: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (SIGNFILE) SRCFILE(SAMPLE) SYSIFCOPT(*IFSIO) =/
/*  CRTPGM PGM(SIGNFILE) MODULE(SIGNFILE) */
/* BNDSRVPGM(QCCA/CSNDDSG QCCA/CSNBOWH) x/
/* */
/* Note: authority to the CSNDDSG and CSNBOWH service programs  */
/* in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Digital_Signature_Generate (CSNDDSG) */
/* One_Way Hash (CSNBOWH) */
/gy */

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */
S S Sy U S S S S P S S ST, */
/* standard return codes */
L */

#define ERROR -1
#define 0K 0

int hash_file(long h_len, char h_out[128], FILE *t_in);

int main(int argc, char xargv[])

{
K m e e */
/* standard CCA parameters */
T S Sy S S S S Sy S S S S Sy S S S */

Tong return_code;
Tong reason_code;
Tong exit_data_length = OL;
char exit_data[2];

long rule_array_count = OL;

char rule_array[1][8];
2y */
/* parameters unique to this sample program */
2 */
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Tong PKA_private_key_identifier_length = 64;
char PKA_private_key_identifier[64];

Tong hash_length = 16L;

char hash[128];

Tong signature_field_length = 128L;

long signature_bit_length = 0OL;

char signature_field[256];

char key label[64];

Tong key_token_length = 2500L;

char key token[2500];

FILE *file2sign;
FILE *signature;
int hash_return;

if (argc < 2)
{

printf("Name of file to be signed is missing.");
return ERROR;

else if (argc < 3)

printf("Name of file where the signature should ");
printf("be written is missing.");
return ERROR;

else if (argc < 4)

printf("Key Tabel for the key to be used for signing is missing.");
return ERROR;
}

if ( (strlen(argv[3])) > 64 )

printf("Invalid Key Label. Key label longer than 64.");

return ERROR;
}

else

{

memset (PKA_private key identifier, ' ', 64);

memcpy (PKA_private_key identifier, argv[3],strlen(argv(3]));
}

/* Open the file that is being signed. =/
if ( (file2sign = fopen(argv[1],"rb")) == NULL)

printf("Opening of file %s failed.",argv[1]);
return ERROR;
}

/* Obtain a hash value for the file. */
hash_return = hash_file(hash_length, hash, file2sign);

/* Close the file. */
fclose(file2sign);

if (hash_return != 0K)

printf("Signature generation failed due to hash error.¥n");

else

{
/* Use CSNDDSG to generate the signature. */
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CSNDDSG(&return_code,
&reason_code,
&exit_data_Tength,
exit_data,
&rule_array_count,

(char *) rule_array,
&PKA_private_key_identifier_length,
PKA_private_key identifier,
&hash_Tlength,

hash,

&signature_field_length,
&signature_bit_Tength,
signature_field);

}

if (return_code != 0)

{
printf("Signature generation failed with return/reason code %1d/%1d",
return_code, reason_code);
return ERROR;

}

else

{
printf("Signature generation was successful.");
printf("Return/Reason codes = %1d/%1d¥n", return_code, reason_code);
printf("Signature has length = %1d¥n",signature_field length);

signature = fopen(argv[2],"wb");

if (signature == NULL)

{
printf("Open of file %s failed.",argv[2]);
printf("Signature was not saved.");
return ERROR;

}

fwrite(signature_field, 1, signature field length, signature);
fclose(signature);
printf("Signature was saved successfully in %s.", argv[2]);
return 0K;
}

1

int hash_file(long h_len, char h_out[128], FILE *t_in)
{

S S S Sy S S S USSR S SO */
/* standard CCA parameters */
JF———— o ____ */

Tong return_code;
long reason_code;
Tong exit_data_length
char exit_data[2];
Tong rule_array count = 2;
char rule_array[2][8];

I
(<]

K e e e e */
/* parameters unique to this function */
T S Sy S S S Sy S S S S SRS S S S */

Tong text_length;

char text[1024];

long chaining_vector_Tlength = 128;
char chaining_vector[128];

Tong file_length;
fseek(t_in, 0, SEEK_END);

file_length = ftel1(t_in);
rewind(t_in);
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text_length = fread(text, 1, 1024, t_in);

memcpy (rule_array[0], "MD5 ", 8);
if (file_length <= 1024) {
memcpy (rule_array[1], "ONLY ", 8);
1
else {

memcpy (rule_array[1], "FIRST ", 8);
1

while (file_length > 0)
{

CSNBOWH (&return_code,
&reason_code,
&exit_data_Tength,
exit_data,
&rule_array_count,

(char *) rule_array,
&text_Tength,

text,
&chaining_vector_length,
chaining_vector,

&h_len,

h_out);

if (return_code != 0)
break;

printf("Hash iteration worked.¥n");
file_Tength -= text_length;

if (file_length > 0)
{
text_length = fread(text, 1, 1024, t_in);

if (file_length <= 1024) {
memcpy (rule_array[1], "LAST ", 8);
}

else {
memcpy (rule_array[1], "MIDDLE ", 8);
}

}
}

if (return_code != 0)

printf("Hash function failed with return/reason code %1d/%1d¥n",
return_code, reason_code);
return ERROR;
1

else

printf("Hash completed successfully.¥n");

printf("hash length = %1d¥n", h_len);

printf("hash = %.32s¥n¥n", h_out);

return 0K;

1

!
fil: 4758 AFAtEYY—ICLBT 1 LY IERDRIL
4758 A7 0ty Y —TT 4 PHINEHERIET 51213, LEISUCTUTFO T O I AFIEEFEL T2
=W,
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/* Description: Verifies the digital signature of an IFS file =/

/* produced by the SIGNFILE sample program. */
/* */
/* COPYRIGHT 5769-SS1 (c) IBM Corp 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. 1IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function =/
/* of these programs. Al1l programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* EXPRESSLY DISCLAIMED. IBM provides no program services for  =*/

/% these programs and files. */
/* */
/* Parameters: Signed file */
/* File containing the signature */
/* Key Tabel of the key to use */
/* */
/* Examples: */
/*  CALL PGM(VERFILESIG) PARM('name_of signed file' + x/
/* "'name_of_file_w_signature' + */
/* 'key_Tabel'); */
/* */
/* Note: The CCA verbs used in the this program are more fully =/
/* described in the IBM 4758 CCA Basic Services Reference =*/
/* and Guide (SC31-8609) publication. */
/* */
/* Note: This program assumes the card you want to use is */
/* already identified either by defaulting to the CRPO1 */
/* device or has been explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized x/
/* to use this device description. x/
/* */
/* Use the following commands to compile this program: */
/*  ADDLIBLE LIB(QCCA) */
/*  CRTCMOD MODULE(VERFILESIG) SRCFILE(SAMPLE) SYSIFCOPT(*IFSI0)*/
/*  CRTPGM PGM(SIGNFILE) MODULE(SIGNFILE) + */
/* BNDSRVPGM (QCCA/CSNDDSV QCCA/CSNBOWH) x/
/* */
/* Note: authority to the CSNDDSV and CSNBOWH service programs  »*/
/* in the QCCA library is assumed. */
/* */
/* Common Cryptographic Architecture (CCA) verbs used: */
/* Digital_Signature Verify (CSNDDSV) */
/* One_Way Hash (CSNBOWH) */
/2y */

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

#include "csucincl.h" /* header file for CCA Cryptographic
Service Provider for iSeries */
ey */
/* standard return codes */
[ m e mceeeaee */

#define ERROR -1
#define OK 0

int hash_file(long h_len, char h_out[128], FILE *t_in);

int main(int argc, char xargv[])
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/* standard CCA parameters */
/2y */

Tong return_code;
Tong reason_code;
Tong exit_data_length
char exit_data[2];
long rule_array_count = OL;
char rule_array[1][8];

oL;

2y */
/* parameters unique to this sample program */
2 */

Tong PKA_public_key_identifier_length = 64;
char PKA public_key identifier[64];

Tong hash_length = 16L;

char hash[128];

Tong signature_field_length;

char signature_field[256];

char key label[64];

FILE *=file2verify;
FILE *signature;
int hash_return;

if (argc < 2)
{

printf("Name of file to be verified is missing.¥n");
return ERROR;

else if (argc < 3)

printf("Name of file containing the signature is missing.¥n");
return ERROR;

else if (argc < 4)

printf("Key label for the key to be used for verification is missing.¥n");
return ERROR;

}

if (strlen(argv[3]) > 64 )

{
printf("Invalid Key Label. Key Tabel longer than 64 bytes.");
return ERROR;

}

else
memset (PKA_public_key identifier, ' ', 64);
memcpy (PKA_public_key_identifier, argv[3], strlen(argv[3]));
}
/* Open the file that is being verified. */
if ( (file2verify = fopen(argv[1],"rb")) == NULL)
printf("Opening of file %s failed.",argv[1]);
return ERROR;
}

/* Obtain a hash value for the file. */
hash_return = hash_file(hash_length, hash, file2verify);

/* Close the file. */
fclose(file2verify);

if (hash_return != 0K)
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{
printf("Signature verification failed due to hash error.¥n");
return ERROR;
}
else
{
signature = fopen(argv[2],"rb");
if (signature == NULL)
{

printf("Open of signature file %s failed.",argv[2]);
printf("Signature was not verified.");
return ERROR;

}

memset (signature_field, ' ', 256);

fseek(signature, 0, SEEK _END);
signature_field_length = ftell(signature);
rewind(signature);

fread(signature_field, 1, signature_field length, signature);
fclose(signature);

/* Use CSNDDSV to verify the signature. x/
CSNDDSV (&return_code,

&reason_code,

&exit_data_Tlength,

exit_data,

&rule_array_count,

(char *) rule_array,

&PKA public_key identifier_length,
PKA_pubTic_key_identifier,
&hash_length,

hash,

&signature_field_length,
signature_field);

}
if (return_code != 0)

printf("Signature verification failed with return/reason code %1d/%1d",
return_code, reason_code);
return ERROR;
}
else
{
printf("Signature verification was successful.");
printf("Return/Reason codes = %1d/%1d¥n", return_code, reason_code);

int hash_file(long h_len, char h_out[128], FILE *t_in)

{
/2y */
/* standard CCA parameters */
2 */

Tong return_code;
long reason_code;
Tong exit_data_length
char exit_data[2];
Tong rule_array count = 2;
char rule_array[2][8];

I
(<]
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Tong text_length;

char text[1024];

long chaining_vector_length = 128;
char chaining_vector[128];

Tong file_length;
fseek(t_in, 0, SEEK_END);
file_length = ftell(t_in);

rewind(t_in);

text_length = fread(text, 1, 1024, t_in);

memcpy (rule_array[0], "MD5 ", 8);
if (file_ length <= 1024) {
memcpy (rule_array[1], "ONLY ", 8);
1
else {

memcpy (rule_array[1], "FIRST ", 8);
1

while (file_length > 0)
{

CSNBOWH (&return_code,
&reason_code,
&exit_data_Tength,
exit_data,
&rule_array_count,

(char *) rule_array,
&text_Tength,

text,
&chaining_vector_length,
chaining_vector,

&h_len,

h_out);

if (return_code != 0)
break;

printf("Hash iteration worked.¥n");
file_Tength -= text_length;

if (file_length > 0)

{ text_length = fread(text, 1, 1024, t_in);

if (file_length <= 1024) {
memcpy (rule_array[1], "LAST ", 8);
}

else {
memcpy (rule_array[1], "MIDDLE ", 8);
}

}
}

if (return_code != 0)
printf("Hash function failed with return/reason code %1d/%1d¥n",
return_code, reason_code);

return ERROR;
1
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else

{
printf("Hash completed successfully.¥n");
printf("hash length = %1d¥n", h_len);
printf("hash = %.32s¥n¥n", h_out);
return 0K;

}
}
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Gl: A0ty —%22VIRS/=HD ILE C 7O 5 A
70ty —2E0EDIE, BEISRU T FOTOr I AFZEHL TI/ZI N,

x

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

2D
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Allocate a crypto device to the job.

COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

This material contains programming source code for your
consideration. These examples have not been thoroughly

tested under all conditions. IBM, therefore, cannot

guarantee or imply reliability, serviceability, or function

of these program. All programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
none.

Example:

CALL PGM(CRPALLOC) (CRP0O2)
The Common Cryptographic Architecture (CCA) verb used is
Cryptographic_Resource_Allocate (CSUACRA).

Use these commands to compile this program on iSeries:
ADDLIBLE LIB(QCCA)

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
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/* CRTCMOD MODULE(CRPALLOC) SRCFILE(SAMPLE)
/* CRTPGM PGM(CRPALLOC) MODULE (CRPALLOC)

/* BNDSRVPGM(QCCA/CSUACRA)

/*

/* Note: Authority to the CSUACRA service program in the

/* QCCA Tlibrary is assumed.

/*
2y

#include <string.h>
#include <stdio.h>
#include "csucincl.h"

#define ERROR -1
#define 0K 0
#define WARNING 4

int main(int argc, char =xargv[])

{

Tong return_code = 0;

long reason_code = 0;

long exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
Tong rule_array_count = 2;
long resource_name_length;

if (argc < 1)
{
printf("Device parameter must be specified.¥n");
return (ERROR) ;

memcpy (rule_array,"DEVICE ",8);
rule_array count = 1;

CSUACRA( &return_code, &reason_code, &exit_data_length,

(char *)exit_data,

(Tong *) &rule_array_count,

(char *) rule_array,

(Tong *) &resource_name_length,

(char =) argv[l]); /* resource name
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*/
*/
*/

*/
*/
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*/
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}

£l
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if ( (return_code == OK) | (return_code == WARNING) )
{

printf("Request was successful¥n");

return(0K) ;

else
{
printf("Request failed with return/reason codes: %d/%d ¥n",
return_code, reason_code);
return (ERROR) ;
}

aA7AtyY—%2EViIRS7=60 ILE RPG A5 A
70ty Y —2E0ESI2E. DEIISC TR 707 S A ZZEBE L T/FE N,

<TEEWN,
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D+ CRPALLOC

D= Sample program that allocates a crypto device to the job.

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D+ provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

D* these programs and files.

D*

D*

D+ Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D (SC31-8609) publication.

D*

D* Parameters:
D+  Device Name

D* Example:
Dx CALL PGM(CRPALLOC) PARM(CRPO2)

D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE (CRPALLOC) SRCFILE(SAMPLE)
Dx CRTPGM PGM(CRPALLOC) MODULE (CRPALLOC)

D BNDSRVPGM (QCCA/CSUACRA)

D*

D* Note: Authority to the CSUACRA service program in the
D* QCCA Tibrary is assumed.

D*

D+ The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Resource Allocate (CSUACRA)

D*
g
D* Declare variables for CCA SAPI calls
g
D* *% Return code

DRETURNCODE S 9B 0

D* *%x Reason code

DREASONCODE S 9B 0
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DE *x Exit data length
DEXITDATALEN S 9B 0
D* **% Exit data
DEXITDATA S 4

D* ** Rule array count
DRULEARRAYCNT S 9B 0
D* *x Rule array
DRULEARRAY S 16

D= *%* Resource name length
DRESOURCENAMLEN S 9B 0
D* *% Resource name
DRESOURCENAME S 10

D*

DR e X T T

D* Prototype for Cryptographic_Resource Allocate (CSUACRA)

D********************** """""""""""""""""" *

DCSUACRA PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DRSCNAMLEN 9B 0

DRSCNAM 10

D*

)2y g gy

D= **% Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) g

DMSG S 75 DIM(2) CTDATA PERRCD(1)

DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")

DMESSAGEFILE S 21 INZ("

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO )

DSTACKENTRY S 10 INZ('~* ")

DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*

C**************************************************************

C* START OF PROGRAM *

C*x =

N *

C *ENTRY PLIST

C PARM RESOURCENAME 10

Cx =

gy PP *

Cx Set the keyword in the rule array *

gy *

C MOVEL 'DEVICE ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT

C*

gy gy g g gy gy *

C* Set the resource name length *

gy gy *

C Z-ADD 10 RESOURCENAMLEN

C*

CFm e e e e e e e ——————— *

C* Call Cryptographic Resource Allocate SAPI *

g g g gy *
iSeries: K5 H{b/N—RU 7



*%

C CALLP CSUACRA
C

C

C

C

C

C

C

(O *

C* Check the return code *
O *

C RETURNCODE IFGT 4

C* [Ty *
C* * Send error message  *
C* [y *
C MOVE MSG(1)

C MOVE RETURNCODE
C MOVE REASONCODE
C EXSR SNDMSG
Cx

C ELSE

C*

C* K m e e *
C* * Send success message *
C* Ko mm e e *
C MOVE MSG(2)

C EXSR SNDMSG
C*

C ENDIF

C*

C SETON

C*

C**************************************************************

C* Subroutine to send a message

C**************************************************************

SNDMSG BEGSR
CALL
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
PARM
ENDSR

' QMHSNDPM'

OOOOOOOOOOOO0O0

*

(RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY :

RESOURCENAMLEN:

RESOURCENAME)

MSGTEXT
FAILRETC
FAILRSNC

MSGTEXT

MESSAGEID
MESSAGEFILE
MSGTEXT
MSGLENGTH
MSGTYPE
STACKENTRY
STACKCOUNTER
MSGKEY
ERRCODE

CSUACRA failed with return/reason codes 9999/9999'
The request completed successfully

Fl: A0ty Y —DEIVIRY #8RTS7/-HD ILE C 7OV S A
70ty —0EIDIED ZMERT2I121E. BREISC T T 7ary S AHZEZEHEL T FE 0,

x

/*
/*
/*
/*
/*
/*
/*
/*

LR

L ERICHET A REABRICIOWTI. PBROR—D0 TF 7 & d— FicoL T ORHAl B3R
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COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

Deallocate a crypto device from a job.

This material contains programming source code for your

consideration.

These examples have not been thoroughly

*/
*/
*/
*/
*/
*/
*/
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/* tested under all conditions. IBM, therefore, cannot */

/* guarantee or imply reliability, serviceability, or function */
/* of these program. A1l programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of x/
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(CRPDEALLOC) (CRPO2) */
/* */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is x/
/* Cryptographic_Resource Deallocate (CSUACRD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (CRPALLOC) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CRPALLOC) MODULE (CRPALLOC) */
/* BNDSRVPGM (QCCA/CSUACRD) */
/* */
/* Note: Authority to the CSUACRD service program in the */
/* QCCA T1ibrary is assumed. */
/* */
J e m e e e */

#include <string.h>
#include <stdio.h>
#include "csucincl.h"

S S S S S SRS S S S Sy S Sy Sy Sy S S S */
/* standard return codes */
J = —— - — o ______ */
#define ERROR -1
#define OK 0

#define WARNING 4
int main(int argc, char =xargv[])

{

Tong return_code = 0;

Tong reason_code = 0;

long exit_data_length = 2;
char exit_data[4];

char rule_array[2][8];
Tong rule_array count = 2;
Tong resource_name_length;

if (argc < 1)
{
printf("Device parameter must be specified.¥n");

return (ERROR) ;
}
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/* Set the keyword in the rule array */
2y */
memcpy (rule_array,"DEVICE ",8);

rule_array_count = 1;

2 */
/* Set the resource name Tength */
Sy S Sy S S S S S Sy */
resource_name_length = strlen(argv[1]);

2 */
/* Call Cryptographic Resource Deallocate SAPI */
Sy */

CSUACRD( &return_code, &reason_code, &exit_data_length,
(char *)exit_data,
(Tong *) &rule_array_count,
(char *) rule_array,
(Tong *) &resource_name_length,

(char =) argv[1l]); /* resource name */
gy */
/* Check the return code and display the results */
Ty */

if ( (return_code == OK) | (return_code == WARNING) )

printf("Request was successful¥n");
return(0K) ;
}

else

printf("Request failed with return/reason codes: %d/%d ¥n",
return_code, reason_code);
return(ERROR) ;
}
}

Fl: A0ty Y —DEIVIRY ZERT S57/-HD ILE RPG 7O 5 A
70ty —0EIDIED ZMEET5I121E. REISRC T T 7ary S AHEZEHEL T FE 0,

G BERICETAEEREBERICONTIE, R8IXR=20 T 7 & I—RIOWTORGFE] [EBRL T
<IN,

D*k******‘k*****~k‘k******‘k*****~k*'k****~k******************‘k*******
D+ CRPDEALLOC

D*

D+ Sample program that deallocates a crypto device to the job.
D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D+ This material contains programming source code for your

D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. A1l programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
D* these programs and files.

D*

D*

D+ Note: Input format is more fully described in Chapter 2 of
D= IBM 4758 CCA Basic Services Reference and Guide

D* (SC31-8609) publication.
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D*

D* Parameters:

D=  Device name

D*

D* Example:

Dx CALL PGM(CRPDEALLOC) PARM(CRP02)

D=*

D+ Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(CRPDEALLOC) SRCFILE(SAMPLE)

D* CRTPGM PGM(CRPDEALLOC) MODULE(CRPDEALLOC)

D* BNDSRVPGM(QCCA/CSUACRD)

D*

D* Note: Authority to the CSUACRD service program in the
D* QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Resource Deallocate (CSUACRD)

D*

D*
) g s
D* Declare variables for CCA SAPI calls
)y gy gy gy
D* ** Return code
DRETURNCODE S 9B 0

D= *% Reason code
DREASONCODE S 9B 0

D= *x Exit data length
DEXITDATALEN S 9B 0

D= *x Exit data

DEXITDATA S 4

D= *% Rule array count
DRULEARRAYCNT S 9B 0

D* *%x Rule array
DRULEARRAY S 16

D* *x Resource name Tength
DRESOURCENAMLEN S 9B 0

D* *% Resource name
DRESOURCENAME S 10

D*

DR L X T

D* Prototype for Cryptographic_Resource Deallocate (CSUACRD)

)RR X T T

DCSUACRD PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DRSCNAMLEN 9B 0

DRSCNAM 10

D*

) gy
D* *x Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ('

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ('~ ")
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DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*

Crhrkkkhkhkkkkkhrk * k% * Kk *khkhkkhkhkkhkhkkhkhkhrkkhrkhrx

C+ START OF PROGRAM *

Cx =

C PARM RESOURCENAME

C MOVEL 'DEVICE ' RULEARRAY
C Z-ADD 1 RULEARRAYCNT

C CALLP CSUACRD (RETURNCODE :
C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C RESOURCENAMLEN:
C RESOURCENAME)

C MOVE MSG(1) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C EXSR SNDMSG

C MOVE MSG(2) MSGTEXT
C EXSR SNDMSG

C ENDIF

C SETON LR

C**** """"""""""" hhhhhhhhhhhhrhhhdhddhrdhkdrhkdkdhhkdhhhhhkk

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE
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C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

CSUACRD failed with return/reason codes 9999/9999'
The request completed successfully
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1. 14758 WsE{ba 7Ot v Y —DOHRL (4758 Cryptographic Coprocessor configuration)] X—®D [#ERKD
&1 (Manage configuration)] %7 1U v 7 L£7,
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5. [#8% (Clone)] ™Y > &7 Uw 7 LET,

MBEOY TV —2a VEERLT, YAY— -« F—2EH-THLEHTEET, FHUTIE. KD API
verb ZfHHL £9,

* Cryptographic_Facility_Control (CSUACFC)

» PKA_Key_Token_Build (CSNDPKB) (77U —3 a > OEREFIEICEK > TR, AERFEDBHDET)
* PKA_Key_Generate (CSNDPKG)

* PKA_Public_Key_Register (CSNDPKR)

* One_Way_Hash (CSNBOWH)

» Digital_Signature_Generate (CSNDDSG)

e Master_Key_Distribution (CSUAMKD)

BEDEDIZ, 9 DOXRTOTOT I AFNRESNTVWET, &XT7IZE ILE C TERSh=70r 5

L&, ILE RPG TERSIN/ZT OV I LNEGENTVWET, E5560707 5 AHEFTTHHEEIIRT T

ER

e 196 XR=2D Thi: 4758 T 0y P —TIAY— - F—OHAN—VOR/NMIERAMEEZHET D7
[(pD ILE C 707 541 |

o (198 XR=2D Ifi: 4758 A7 0ty Y —DIYAY — « F—DIHF/N—VOR/NMEELERAEZEZET 57
[»d ILE RPG 707 5 L) |

« ROOXR=2D Tfh: XA — - F—DEEDLEDDOREFT—DXT ZAERT 572DD ILE C 707 7|
[&1]

c RS XR=2D Ifi: XAY— - F—OEBEOLEDOOREFT—DXT ZART 572D ILE RPG 7 07 |

e P2 R=2D T NEABED )\ 2 2 %8k T 57200 ILE C 707 T4 |

o RI6 X=2 D [l NBAFED )\ 2 2 Z8EkT 57200 ILE RPG 707 7 ] |

« 2 RX=20 Thil: NBABDFHEZ ST 220D ILE C 707 I 4] |

« R4 X=20 T NEAROIHEZ ST 249D ILE RPG 7O J A |

e P2OXR=20D Tl NBHEED b —7 > Za8atd 5720 @ ILE C 707 1] |

o P33 XR=20D THl: NBA#ED N—7 > %8Gt 9 %7280 ILE RPG 7107 T 1] |

s RUNR=20 Tl YAY— - F—OILHAN—VZRIGTS7/2DD ILE C T0T T 4] |

e PASR=2 Thl: YA — - F—OHRHAN=VERET 572D ILE RPG 717 7 ] |
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c RS R=20 Tl XA — - F—DIEHN—YZEATLH0D ILE RPG 707 T A |

T I LBIOFEODD 2 DOXTIE, YAV — - F—OEBITIILTLOSBETEHD A, 2L,
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c P2 R=20 Thi: REF—FVARTEEHD ILEC 0T T4 |

« R4 R—20 Thil: fREF—ZFVARTZ/29HD ILE RPG 707 T L] |
« ROTR=20 Tl fEF—ZHIBRT 57200 ILE C 707 4] |

« R69 XR=20 Tl fEF—%HIBRT 57200 ILE RPG T UT T 4] |
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fl: 4758 A7 ALY Y—TIRI— - F—DHAN-VYDBR/MELBRREZRET S/
HO0 ILE C FAJ S A

4758 270ty Y —TIAY— « T—DOH-H/N—Y DHR/ME & KEZ

o7 I LPEERL T ZEI N,

Fr EARICETAEERBERICONTIE, RRIXR=20 I 7 & I— RITOWTORGHHE) &

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

<7ZEWN,

Set the M-of-N values in the 4758 Coprocessor. These values are

used in cloning of the master key. The master key is

cryptographically split into N number of parts and M number of

parts are needed to recover it.
COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 2000

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these program. All programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:
none.

Example:
CALL PGM(SETMOFN) PARM(5 15)

Note: This program assumes the device to use
already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

Use these commands to compile this program on iSeries:

ADDLIBLE LIB(QCCA)

CRTCMOD MODULE (SETMOFN) SRCFILE(SAMPLE)

CRTPGM PGM(SETMOFN) MODULE (SETMOFN)
BNDSRVPGM(QCCA/CSUACFC)

Note: Authority to the CSUACFC service program in the
QCCA Tlibrary is assumed.

The Common Cryptographic Architecture (CCA) verb used is
Cryptographic_Facilites_Control (CSUACFC).

#include "csucincl.h" /* header file for CCA Cryptographic

/* Service Provider for iSeries

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
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*/
*/
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*/
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T 51213, BEIIZRCTUT

ZIL T

e



#include "decimal.h"

#define ERROR -1
#define OK 0
#define WARNING 4

int main(int argc, char xargv[])

{

/* standard CCA parameters
Sy
Tong return_code = 0;

Tong reason_code = 0;

Tong exit_data_length = 2;

char exit_data[4];

char rule_array[2][8];

Tong rule_array _count = 2;

decimal(15,5) mparm, nparm;
Tong verb_data[2];
Tong verb_data_length = 8;

/* Process parameters. Numeric parms from the command line are
/* passed in decimal 15,5 format. The parms need to be converted
/* to int format.

memcpy (&mparm,argv[1],sizeof (mparm));
memcpy (&nparm,argv[2],sizeof(nparm));
verb_data[0] = mparm;

verb_data[l] = nparm;
e
/* Set keywords in the rule array

[*m e e e e e mme e m e e m e —————

CSUACFC( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,

(char *)rule_array,
&verb_data_length,
(unsigned char *)verb data);

if ( (return_code == OK) | (return_code == WARNING) )

printf("M of N values were successfully set with ");

printf("return/reason codes %1d/%1d¥n¥n",
return_code, reason_code);

return(0K) ;

*/
*/

*/
p——Yi

-
*/
*/
*/
—i

—
*/
—

p——i
*/
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}

else

{
printf("An error occurred while setting the M of N values.¥n");
printf("Return/reason codes %1d/%1d¥n¥n",
return_code, reason_code);
return(ERROR) 3

}

$l: 4758 27O Y Y —DIRY— - F—DHAN-VDOR/IMELERKEZRET S/
D ILE RPG A S A

4758 270ty —TIYAY— « F—OHA/N—YVDR/MEERKIEZRET 51213, BEISCTUT
DT T LB EEFE LTI N,

Er BRI T A EERBRICONTIE, R8OR—=T0 I 7 8 J— RICOWTORGEE [EBRLT
<7ZEN,

D********************** """""""""""""""""" *kkk

Dx SETMOFN

D*

D+ Set the M-of-N values in the 4758 Coprocessor. These values
D* are used in cloning of the master key. The master key is

D* cryptographically split into N number of parts and M number of
D* parts are needed to recover it.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function

D* of these programs. All programs contained herein are

Dx provided to you "AS IS". THE IMPLIED WARRANTIES OF

Dx MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

Dx ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
DE IBM 4758 CCA Basic Services Reference and Guide
Dx (SC31-8609) publication.

D*

D* Parameters: M and N

D*

D* Example:

Dx  CALL PGM(SETMOFN) PARM(5 10)

D*

D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE (SETMOFN) SRCFILE(SAMPLE)
D* CRTPGM PGM(SETMOFN) MODULE (SETMOFN)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSUACFC service program in the
DE QCCA Tlibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Cryptographic_Facilty_Control (CSUACFC)

*
g**************************************************************
) e
D* Declare variables used on CCA SAPI calls
DH* e e e e
D= *% Return code
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DRETURNCODE S 9B 0

D* ** Reason code
DREASONCODE S 9B 0
D* ** Exit data length
DEXITDATALEN S 9B 0
Dx* ** Exit data
DEXITDATA S 4

D* *% Rule array count
DRULEARRAYCNT S 9B 0
D* *% Rule array
DRULEARRAY S 16

D* *x Verb data length
DVERBDATALEN S 9B 0
D* x%x Verb data contain M (minimum) and N (maximum)
DVERBDATA DS 8

DM 9B 0
DN 9B 0
D*

DR R e X T T T

D+ Prototype for Cryptographic_Facilty Control (CSUACFC)

DR R R L X T

DCSUACFC PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN 9B 0

DVRBDTA 8

D*

g gy
D* *x Declares for sending messages to the

D *% job log using the QMHSNDPM API
g
DMSG S 75 DIM(2) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 80

DFAILRETC 41 44

DFATLRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ("'~ ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
C**************************************************************
C* START OF PROGRAM *
(0 gy L Py *
C *ENTRY PLIST

C PARM MVALUE 155
C PARM NVALUE 155
Ckm e e e e e e e e ——————— *
Cx Set the keyword in the rule array *
g g gy g gy *
C MOVEL "ADAPTERL' RULEARRAY

C MOVE 'SET-MOFN' RULEARRAY

C Z-ADD 2 RULEARRAYCNT
gy *
C* Set the verb data Tength to 8 *
g *
C Z-ADD 8 VERBDATALEN
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gy gy *
C EVAL M = MVALUE

C EVAL N = NVALUE
C***************************** *k*k *k*k *k*k *k*k kkkk*k
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY :

C VERBDATALEN:

C VERBDATA)
O *

C* Check the return code *

O A *

C RETURNCODE IFGT 0

C* Kmmmmmmmm e —————— *

C* * Send error message  *

C* Hmmmm e *

C MOVEL MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C*x  kkkkkkkkkkkkkkkkkk Rk kA hR

C* * Send success message *

C* khkkhkkkhkkhkkhhkkhhkdhkdhxsd

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

**

CSUACFC failed with return/reason codes 9999/9999.

The request completed successfully.

Bl: RRY— - F—DERDI=HDREF—DRT7EERTS7/=HD ILE C OIS A
YA — « F—2 BT H-DOREF—DOXRT ZERT 51T, LEIISCTUTOT O T LGl EERE
LTLES,
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/* GENRETAIN

/*

/* Sample program to generate a retained key to be used for

/* master key cloning.

/*

/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

/*

/* This material contains programming source code for your

/* consideration. These examples have not been thoroughly

/* tested under all conditions. IBM, therefore, cannot

/* guarantee or imply reliability, serviceability, or function
/* of these program. A1l programs contained herein are

/* provided to you "AS IS". THE IMPLIED WARRANTIES OF

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

/* ARE EXPRESSLY DISCLAIMED.
/* these programs and files.

/*

/*

/* Note: Input format is more fully described in Chapter 2 of
/* IBM 4758 CCA Basic Services Reference and Guide

/* (SC31-8609) publication.

/*

/* Parameters: RETAINED KEY NAME

/*

/* Example:

/*  CALL PGM(GENRETAIN) PARM(TESTKEY)

/*

/*

/* Note: This program assumes the card with the profile is

/* already identified either by defaulting to the CRPO1
/* device or by being explicitly named using the

/* Cryptographic_Resource_Allocate verb. Also this

/* device must be varied on and you must be authorized

/* to use this device description.

/*

/* The Common Cryptographic Architecture (CCA) verbs used are

/* PKA_Key Token Build (CSNDPKB) and PKA Key Generate (CSNDPKG).

/*

/* Use these commands to compile this program on iSeries:
/* ADDLIBLE LIB(QCCA)

/* CRTCMOD MODULE (GENRETAIN) SRCFILE(SAMPLE)

/* CRTPGM PGM(GENRETAIN) MODULE (GENRETAIN)

/* BNDDIR(QCCA/QC6BNDDIR)

/*

/* Note: Authority to the CSNDPKG and CSNDPKB service programs

/* in the QCCA Tibrary is assumed.

/*
ey

#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char =xargv[])

/* Declares for CCA parameters

ey

long return_code = 0;

long reason_code = 03

long exit_data_length = 0;
char exit_data[4];

char rule_array[24];

long rule_array_count;
long token_len = 2500;
char token[2500];

char regen_data[4];

IBM provides no program services for

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
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char transport_key id[4];
struct {
short modlen;
short modlenfld;
short pubexplen;
short prvexplen;
long pubexp;
} key_struct;
Tong key_struct_length;
long zero = 0;

2y
/* Declares for working with a PKA token
2y
Tong pub_sec_Ten; /* Public section length

Tong prv_sec_len; /* Private section Tength

Tong cert_sec_len; /* Certificate section length

Tong info_subsec_Ten; /* Information subsection length

long offset; /* 0ffset into token

Tong tempOffset; /* (Another) Offset into token

Tong templLength; /* Length variable

Tong templLenl, templLen2; /* temporary length variables
char pub_token[2500];

long pub_token_len;

Tong name_len;

char name[64];

int 1; /* Loop counter
FILE *fp; /* File pointer

if (argc < 2)
{

printf("Need to enter a private key name¥n");
return 1;

}

memset (token,0,2500) ; /* Initialize token to 0

memcpy ((void*)rule_array,"RSA-PRIVKEY-MGMT",16); /* Set rule array

rule_array_count = 2;

memset (name,' ', 64); /* Copy key name parameter
memcpy (name, argv[1], strlen(argv[1]));
name_len = 64;

TS */
/* Initialize key structure =/
S */

memset ((voidx)&key struct, 0, sizeof(key struct));
key struct.modlen = 1024; /* Modulus length is 1024
key struct.pubexplen = 3;

key_struct.pubexp = 0x01000100; /* Public exponent is 65537
key_struct_Tlength = sizeof(key struct);

/*****************************************/

/* Call PKA Key Token_ Build SAPI */

[ FK gk gk ke kk ok dok ok ko k ok ok k ok k ok ok ke k ok ok R *%/

CSNDPKB( &return_code, &reason code, &exit data length,
exit_data,

&rule_array_count,
rule_array,
&key_struct_length,

(unsigned char =*)&key struct,

&name_Ten,

name,

&zero, [* 1 %/
NULL,

&zero, /* 2 %/
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/* Check the number of parameters passed

/* Key structure for PKA Key Token Build x/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/

*/

*/
*/

*/



NULL,

dzero, [* 3 %/
NULL,

&zero, [* 4 */
NULL,

&zero, [* 5 */
NULL,

&token_Ten,

token);

if (return_code != 0)

printf("PKA Key Token Build Failed : return code %d : reason code %d¥n",

return_code, reason_code);

return 1;
/**************************************************************/
/* Build certificate */

/**************************************************************/
/* Determine length of token from length
/* bytes at offset 2 and 3.
token_len = ((256 * token[2]) + token[3]);
/* Determine length of private key
/* section from length bytes at offset
/* 10.
((256 * token[10]) + token[11]);

prv_sec_len

*/
*/

*/
*/
*/

/* Determine length of public key sectionx/

/* section from length bytes at offset
/* 10 + private section Tength
pub_sec_len = ((256 * token[prv_sec_len + 10]) +
token[prv_sec_len + 11]);

*/
*/

/* Calculate the signature section Tengthx/

cert_sec_len = 328 + /* from the signature subsection length, =/
20 + /* EID subsection length, x/
12 + /* Serial number subsection Tlength, */
4+ /* Information subsection header length, =*/
pub_sec_len + /* Public key subsection length,  =*/
4, /* and the certificate section hdr Tength=/

offset = token_len; /* 0ffset for additions to token */

/* Fill in certicate section header */

tempLenl = cert_sec_len;

tempLenl >>= 8;

token[offset++] = 0x40;

token[offset++] = 0x00;

token[offset++] = templLenl;

token[offset++] = cert_sec_len;

/* Fill in public key subsection */

token[offset++] = 0x41;

for (i =1 ; i < pub_sec_len ; i ++)

/* Copy public key to certificate */
token[offset++] = token[prv_sec_len +(i+8)];
}
/* Fill Optional Information Subsection Header */
info_subsec_len = 20 + /* Length of EID section */
12 + /* Length of serial number section */
4, /* Length of Info subsection header */

tempLenl = info_subsec_len;
tempLenl >>= 8;
token[offset++] = 0x42;
token[offset++] = 0x00;
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token[offset++] = templLenl;

token[offset++] = info_subsec_len;

/* Fill in Public Key Certficate EID subsection */

token[offset++] = 0x51;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x14;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

/* Public key Certificate Serial Number TLV =/

token[offset++] = 0x52;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x0c;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

token[offset++] = 0x00;

/* Fil1l in Signature Subsection */

token[offset++] = 0x45;

token[offset++] = 0x00;

token[offset++] = 0x01;

token[offset++] = 0x48;

token[offset++] = 0x01;

token[offset++] = 0x01;

for (i =0 ; 1 <64 ;i++)
{
/* Copy private key name out of private key name section */
/* into certificate */
token[offset++] =

token[prv_sec_len + pub_sec_len + 12 + i];

}

token_len = offset + 258; /* add 258 to allow for digtal sig. */

token[3] = token len; /* Set new token length =/

token[2] = token_len >> 8;

/******************************************************************/
/* Generate Retained key using PKA token with certificate */
R e e AR s A E T */
memcpy ((void*)rule array,"RETAIN CLONE ",16);

rule_array_count = 2;

memset (pub_token,0,2500) ;

pub_token_len = 2500;
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}

memset (transport_key id,0,4);

/*****************************************/
/* Call PKA Key Generate SAPI */
/*****************************************/
CSNDPKG( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
rule_array,
&zero, /* regenerated data Tength */
regen_data,
&token_len,
token,
transport_key_id,
&pub_token_Ten,
pub_token);

if (return_code != 0)
printf("PKA Key Generate Failed : return code %d :reason code %d¥n",

return_code, reason_code);
return 1;

}

/******************************************************************/

/* Write public key token out to file */

/******************************************************************/
/* Append ".PUB" to key name */

memcpy ((voidx)&name[strlen(argv[1])],".PUB",5);

fp = fopen(name,"wb"); /* Open the file */

if (1fp)

{
printf("File open failed¥n");

else

{
fwrite(pub_token,pub_token len,1,fp); /* Write token to file %/

fclose(fp); /* Close the file */
printf("Public token written to file %s.¥n",name);

}

name[strlen(argv[1])] = 0; /* Convert name to string */
printf("Private key %s is retained in the hardware¥n",name);
return 0;
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S A

RAH — « F— BT D DREF—DORT ZAERT 2101, BEISCTUTFO T OS5 Al %2 H
LTLEan,

Er EAICET A EEABERICONTIE, R8OXR—=20 5 7 38 I— RICOWTORGEHE) [FBRLT

<&,

D*************************************************************
D* GENRETAIN

D*

D* Sample program to generate a retained key to be used for

D* master key cloning.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000
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D*

D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D+ tested under all conditions. IBM, therefore, cannot
D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF
D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.
D*
D*
D* Note: Input format is more fully described in Chapter 2 of
D= IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.
D*
D+ Parameters: RETAINED KEY_NAME
D*
D* Example:
D  CALL PGM(GENRETAIN) PARM(TESTKEY)
D*
D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE (GENRETAIN) SRCFILE(SAMPLE)
D* CRTPGM PGM(GENRETAIN) MODULE(GENRETAIN)
D* BNDDIR(QCCA/QC6BNDDIR)
D*
Dx Note: Authority to the CSNDPKG and CSNDPKB service programs
D* in the QCCA Tibrary is assumed.
D*
D+ The Common Cryptographic Architecture (CCA) verbs used are
D* PKA _Key Token Build (CSNDPKB) and PKA Key Generate (CSNDPKG).
D*
D**************************************************************
)y gy g g
D* Declare variables used by CCA SAPI calls
)2y
D* *%* Return code
DRETURNCODE S 9B 0
D* ** Reason code
DREASONCODE S 9B 0
DE *% Exit data length
DEXITDATALEN S 9B 0
D* *% Exit data
DEXITDATA S 4
D* *% Rule array count
DRULEARRAYCNT S 9B 0
D* *%x Rule array
DRULEARRAY S 16
D= *% Token length
DTOKENLEN S 9B 0 INZ(2500)
D= *% Token and array for subscripting
DTOKEN DS 2500
DTOKENARRAY 1 DIM(2500)
D* *%x Regeneration data
DREGENDATA S 4 INZ(X'00000000")
D= *% Transport key encrypting key
DTRANSPORTKEK S 4 INZ(X'00000000")
D* ** Generated keyid
DGENKEY S 2500
D= **% Generated keyid length
DGENKEYLEN S 9B 0 INZ(2500)
D* **% Key name and length
DKEYNAME S 64
DKEYNAMEL S 9B 0 INZ(64)
D* *% Key structure for PKA Key Token Build
DKEYSTRUCT DS
DMODLEN 1 2B 0
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DMODLENFLD
DPUBEXPLEN
DPRVEXPLEN
DPUBEXP

D*

DZERO
DNULLPTR
D*
DKEYSTRUCTLEN
D*

D*
DLENSTRUCT
DMSB

DLSB
DLENGTH

D*
DPRVSECLEN
D*
DPUBSECLEN
D*

DINDEX

D*
DNAMEPTR1
DNAME1
DNAMEPTR2
DNAME2

D*

DI

D*

DFILED

D*

DPATH
DPATHLEN
D*

D*

DOFLAG

D*

*%*

*%

S

*%*
*%*

DS

3 4B 0
5 6B 0
7 8B 0
9 12B 0
Null parms needed for CSNDPKB and CSNDPKG
9B 0 INZ(0)
*  INZ(*NULL)
Key structure length
9B 0 INZ(12)
Data structure for aligning 2 bytes into
a 2 bytes integer

2
1 1
2 2
1 2B 0
Private key section length
9B 0
Public key section Tength
9B 0
Index into Token array
9B 0

Declares for copying private key name
*

64 BASED (NAMEPTR1)
*
64 BASED (NAMEPTR2)
Loop counter
9B 0
File descriptor
9B 0
File path and length
80 INZ(*ALLX'00")
9B 0
Open flag - Create on open, open for writing,
and clear if exists
101 0 INZ(X'4A")

DR R R T T

D* Prototype for PKA_Key Token_Build (CSNDPKB)

DR R L s T T T

DCSNDPKB
DRETCODE
DRSNCODE
DEXTDTALEN
DEXTDTA
DRARRAYCT
DRARRAY
DKEYSTRLEN
DKEYSTR
DKEYNML
DKEYNM
DRSRVLN1
DRSRV1
DRSRVLNZ2
DRSRV2
DRSRVLN3
DRSRV3
DRSRVLN4
DRSRV4
DRSRVLN5
DRSRV5
DTKNLEN
DTKN

D*

PR

9B 0
9B 0
9B 0

%= VALUE
9B 0
%= VALUE
9B 0
= VALUE
9B 0
%= VALUE
9B 0
*  VALUE
9B 0
2500 OPTIONS (*VARSIZE)

R R R e

D* Prototype for PKA_Key Generate (CSNDPKG)

Dxkkkxkhkhkrkhkhhhkkhhhkkhhhkkhkhhkkhhhdkkhhkkkhhkkkhhhkxkhkhdxkx
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DCSNDPKG PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9B 0

DEXTDT 4

DRARRYCT 9B

DRARRY 16

DREGDTAL 9B

DREGDTA 20 OPTIONS (*VARSIZE)
DSKTKNL 9B

DSKTKN 2500 OPTIONS (*VARSIZE)
DTRNKEK 64 OPTIONS (*VARSIZE)
DGENKEYL 9B

DGENKEY 2500 OPTIONS (*VARSIZE)
D*

Dk ks o ok ke o ok ok ke o ok ok ke ok ok ok e ok ok ok ok ok ok ok ok ok ok ko ok ok ok o ok ok ok ok ok ok o ok ok ok ok ok ok ok ok ok ok *

D* Prototype for open()

D**********************************************************
D* value returned = file descriptor (0K), -1 (error)

Dopen PR 9B © EXTPROC('open')

D* path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D= Open flags

D 9B 0 VALUE

D* (OPTIONAL) mode - access rights

D 10U O VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage

D 10U O VALUE OPTIONS(*NOPASS)
D*

D*************** """""""""""""""""""""""""""""

D* Prototype for write()

D**********************************************************
D* value returned = number of bytes actually written, or -1

Dwrite PR 9B O EXTPROC('write')
Dx File descriptor returned from open()

D 9B 0 VALUE

D= Data to be written

D 1200 OPTIONS (*VARSIZE)
D= Length of data to write

D 9B 0 VALUE

D*

(DR L L L T

D* Prototype for close()

DR R L o L R e T
D* value returned = 0 (0K), or -1
Dclose PR 9B @ EXTPROC('close')
Dx File descriptor returned from open()
D 9B 0 VALUE
D=*
D* m m e e e e
D= ** Declares for sending messages to the
D* *% job log using the QMHSNDPM API
) gy
DMSG S 75  DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)
D DS
DMSGTEXT 1 75
DSAPI 1 7
DFAILRETC 41 44
DFATLRSNC 46 49
DMESSAGEID S 7 INZ(" "
DMESSAGEFILE S 21 INZ(' )
DMSGKEY S 4 INZ( "
DMSGTYPE S 10 INZ ('*INFO ")
DSTACKENTRY S 10 INZ('* ")
DSTACKCOUNTER S 9B 0 INZ(2)
DERRCODE DS
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DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*

C**** """""""""""""""""" KXXAA XKk Kk hkhhhhhhhhhkkx
C+ START OF PROGRAM *
Cx =

C *ENTRY PLIST

C PARM KEYNAMEPARM 50
Cx 2 *

Cx * Initialize tokens to 0 =*

C* 2y *

C MOVEL *ALLX'00' TOKEN

C MOVEL *ALLX'00' GENKEY

C* K *

Cx * Initialize key struct =

C* K o —————————————— *

C Z-ADD 1024 MODLEN

C Z-ADD 0 MODLENFLD

C Z-ADD 3 PUBEXPLEN

C Z-ADD 0 PRVEXPLEN

C EVAL PUBEXP = 65537 * 256

C* K ——————————— *

Cx * Copy key name from parm*

C* K ———————— *

C MOVEL KEYNAMEPARM  KEYNAME

C* K i m m ——————————— *

C+ =+ Set the keywords in the rule array *

C* K *

C MOVEL "RSA-PRIV' RULEARRAY

C MOVE "KEY-MGMT' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

C**************************************************************

C+ Call PKA_Key Token_Build SAPI

C**************************************************************

CALLP CSNDPKB (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY:
KEYSTRUCTLEN:
KEYSTRUCT:
KEYNAMEL :
KEYNAME :
ZERO:
NULLPTR:
ZERO:
NULLPTR:
ZERO:
NULLPTR:
ZERO:
NULLPTR:
ZERO:
NULLPTR:
TOKENLEN:
TOKEN)

OO0
*

Cx * Check the return code =
C* Hemmccccccccccccccccacaaa *

C* gy *
C* * Send failure message *

MOVEL MSG(1) MSGTEXT
RETURNCODE FAILRETC
MOVE REASONCODE FAILRSNC
MOVEL "CSNDPKB' SAPI

OOOO0
*
=
o
<
m
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C EXSR SNDMSG

C RETURN

C ENDIF

C*
g *
C* Build the certificate *
gy Sy PP *

C* Get the private section length. The length is at position 11
C* of the token

C EVAL MSB = TOKENARRAY (10+1)
C EVAL LSB = TOKENARRAY(11+1)
C MOVE LENGTH PRVSECLEN

C* Get the public section Tength. The length is at position
C* (11 + Private key section Tength).

C EVAL MSB = TOKENARRAY (10 + PRVSECLEN + 1)
C EVAL LSB = TOKENARRAY (11 + PRVSECLEN + 1)
C MOVE LENGTH PUBSECLEN

C* Calculate the certificate section length

C* Cert Section length = Signature length (328) +

C* EID section length (20) +

C* Serial number Tength (12) +

C* Info subsection header Tength (4) +
C* Public Key section length +

C* Cert section header length (4)

C EVAL LENGTH = 328 + 20 + 12 + 4 + PUBSECLEN + 4
C* Fill Certificate section header

C MOVE TOKENLEN INDEX

C EVAL TOKENARRAY (INDEX +1) = X'40'

C EVAL TOKENARRAY (INDEX +2) = X'00'

C EVAL TOKENARRAY (INDEX +3) = MSB

C EVAL TOKENARRAY (INDEX +4) = LSB

Cx Fill in public key subsection

C EVAL TOKENARRAY (INDEX +5) = X'41'

C ADD 5 INDEX

C Z-ADD 1 I

C* Copy the public key section of the token into the public key
C* subsection of the certificate section.

C I DOWLT PUBSECLEN

C EVAL TOKENARRAY (INDEX + I) =

C TOKENARRAY (PRVSECLEN + I + 8 + 1)

C 1 ADD I I

C ENDDO

C EVAL INDEX = INDEX + PUBSECLEN - 1

C* Fill in Optional Information subsection header

C Z-ADD 36 LENGTH

C EVAL TOKENARRAY (INDEX +1) = X'42'

C EVAL TOKENARRAY (INDEX +2) = X'00'

C EVAL TOKENARRAY (INDEX +3) = MSB

C EVAL TOKENARRAY (INDEX +4) = LSB

C* Fill in Public Key Certficate EID

C EVAL INDEX = INDEX + 4

C EVAL TOKENARRAY (INDEX +1) = X'51'

C EVAL TOKENARRAY (INDEX +4) = X'14'

C* Fill in Public Key Certficate Serial Number TLV

C EVAL INDEX = INDEX + 20

C EVAL TOKENARRAY (INDEX +1) = X'52'

C EVAL TOKENARRAY (INDEX +4) = X'OC'

C* FiTll in Signature Subsection

C EVAL INDEX = INDEX + 12

C EVAL TOKENARRAY (INDEX +1) = X'45'

C EVAL TOKENARRAY (INDEX +3) = X'01'

C EVAL TOKENARRAY (INDEX +4) = X'48'

C EVAL TOKENARRAY (INDEX +5) = X'01'

C EVAL TOKENARRAY (INDEX +6) = X'01'

Cx Fill in private key name

C EVAL INDEX = INDEX + 6

C EVAL NAMEPTR1 = %ADDR(TOKENARRAY (INDEX +1))
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OO0

*

OOOOO
*

C*
C*
C*

?Onnooonnnnnoo

C*
C*

C*
C*
C*

OOOOOOO0O
*

C*
C*
C*

C*
C*
C*
C*
C*

C*
C*
C*

C*
C*
C*

EVAL

MOVEL
Adjust token length
EVAL
MOVE
MOVE
EVAL

NAMEPTR2 =
%ADDR (TOKENARRAY (PRVSECLEN+PUBSECLEN+12+1))
NAME2 NAME1

LENGTH = INDEX + 64 + 258
MSB TOKENARRAY (3)
LSB TOKENARRAY (4)
TOKENLEN = LENGTH

MOVEL '"RETAIN ' RULEARRAY
MOVE '"CLONE ' RULEARRAY
Z-ADD 2 RULEARRAYCNT
______________________________________________________ *
Call PKA Key Generate SAPI *
______________________________________________________ *
CALLP CSNDPKG (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT :
RULEARRAY:
ZERO:
REGENDATA:
TOKENLEN:
TOKEN:
TRANSPORTKEK :
GENKEYLEN:
GENKEY)
_______________________ *
Check the return code *
_______________________ *
RETURNCODE IFGT 0
L T *
* Send failure message *
e e e T *
MOVEL MSG(1) MSGTEXT
MOVE RETURNCODE FAILRETC
MOVE REASONCODE FAILRSNC
MOVEL "CSNDPKG' SAPI
EXSR SNDMSG
RETURN
ENDIF
Ko o o *
* Send success message *
K o *
MOVEL MSG(2) MSGTEXT
EXSR SNDMSG

**% Build path name
EVAL
PATHLEN SUBST
EVAL
** Open the file
EVAL
**% Check if open worked

FILED IFEQ

PATHLEN = %LEN(%TRIM(KEYNAMEPARM) )
KEYNAMEPARM:1 PATH
%SUBST (PATH: PATHLEN+1:4) = '.PUB'

FILED = open(PATH: OFLAG)
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*%
CS
Th
Th
Th

C* ** Open failed, send an error message

C*

C MOVEL MSG(3) MSGTEXT

C EXSR SNDMSG

C*

C ELSE

C*

C* ** Open worked, write certificate out to file and close file
C*

C CALLP write (FILED:

C GENKEY:

C GENKEYLEN)

C CALLP close (FILED)

C*

C* ** Send completion message

C*

C MOVEL MSG(4) MSGTEXT

C EVAL %SUBST (MSGTEXT: 32: PATHLEN + 4) =
C %SUBST(PATH: 1: PATHLEN + 4)
C EXSR SNDMSG

C ENDIF

C*

C SETON

C*
Crkkkhkhkhhrhhhrkhhhrkhhhhhhhhkhhhrhhhrhhhrhhhrkhhhkhhhrhhrkrhhhrkk

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

NDPKB failed with return/reason codes 9999/9999.
e retained key was successfully created.

e file could not be opened.

e certificate was written to

Bl: DRVDONY L 21EBFTHHD ILEC TAJ S A
DNBROFIED/ N\ Y > 2 BBET 511, BEITECTUFOT O 5 AIEERL T 230,

x

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

LR
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STEEW,

REGHASH

Sample program to register the hash of a CCA public key
certificate.

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

This material contains programming source code for your
consideration. These examples have not been thoroughly
tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function
of these program. A1l programs contained herein are
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/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for x/
/* these programs and files. */
/* x/
/% x/
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
/* Parameters: Stream file containing public key certificate */
/* */
/* Example: */
/*  CALL PGM(REGHASH) PARM(CERTFILE) */
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* PKA_Public_Key Hash_Register (CSNDPKH) and One_Way_Hash WH). =*/
/* (CSNBOWH) . */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (REGHASH) SRCFILE(SAMPLE) */
/* CRTPGM PGM(REGHASH) MODULE (REGHASH) */
/* BNDDIR(QCCA/QC6BNDDIR) x/
/* */
/* Note: Authority to the CSNDPKH and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
gy */

#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char xargv[])

Sy */
/* Declares for CCA parameters */
g */

long return_code = 0;

long reason_code = 0;

long exit_data_length = 0;

char exit_data[4];

char rule_array[24];

long rule_array_count;

long token_Ten = 2500;

char token[2500];

long chaining_vector_length = 128;
long hash_length = 20;

long text_length;

unsigned char chaining_vector[128];
unsigned char hash[20];

S */
/* Declares for working with a PKA token */
S */
long pub_sec_len; /* Public section length */
Tong cert_sec_len; /* Certificate section length */
long offset; /* 0ffset into token */
long tempOffset; /* (Another) Offset into token */
char name[64]; /* Registered key name */
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Ton
FIL

if
{

p
r

}
mem
mem

fp

if

{
p
r

}

mem
cou
fcl

tok
if
{

p

r

}

g count; /* Number of bytes read from file

E *fp; /* File pointer

(argc < 2) /* Check the number of parameters passed
rintf("Need to enter a public key name¥n");

eturn 1;

set(name,' ',64); /* Copy key name (and pad) to a 64 byte

/* field.
cpy(name,argv[1],strlen(argv[1]));

= fopen(argv[1],"rb"); /* Open the file for reading
(1fp)

rintf("File %s not found.¥n",argv[1]);
eturn 1;
set(token,0,2500); /* Initialize the token to 0

nt = fread(token,1,2500,fp); /* Read the token from the file

ose(fp); /* Close the file

/* Determine length of token from length

/* bytes at offset 2 and 3.
en_len = ((256 * token[2]) + token[3]);
(count < token_len) /* Check if whole token was read

rintf("Incomplete token in file¥n");
eturn 1;

in

/************************************************************/

/*
/*
/*
/*
/*
/*
/*
/*
/*
[**

Find the certificate offset in the token

The Tayout of the token is

- Token header - 8 bytes - including 2 Tength bytes

- PubTic key section - length bytes at offset 10 overall
- Private key name - 68 bytes

- Certificate section

kkkhkkkkhkkhkk *k*k *k*k *k*k *k*k * kkhkkkkkkkhkkhkk

pub_sec_len = ((256 * token[10]) + token[11]);

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/

*/

*/
*/

*/
*/
*/

*/
*/

offset = pub_sec_len + 68 + 8; /x Set offset to certiicate section */

cer
tem

whi

{
}

tempOffset += 256 * token[tempOffset + 2] + token[tempOffset+3];

214

/* Determine certificate section
/* length from the length bytes at

/* offset 2 of the section.

t_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);
/* Set offset to first subsection

pOffset = offset + 4;

/* Parse each subsection of the certificate until the =/
/* signature subsection is found or the end is reached.x/
/* (Identifier for signature subsection is Hex 45.) */

Te(token[tempOffset] != Ox45 &&
tempOffset < offset + cert_sec_len)

iSeries: K5 H{b/N—RU 7
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/* Check if no signature was found before the end of =/

/* the certificate section. x/
2y */
if (token[tempOffset] != 0x45)

{

printf("Invalid certificate¥n");

return 1;

}
/******************************************* """" * KKKk kK Kk kkk */
/* Hash the certificate */

/**************************************************************/

text_length = tempOffset - offset + 70; /* Text length is length =/
/* of certificate subsection. */

memcpy ((void*)rule_array,"SHA-1  ",8); /* Set rule array */
rule_array_count = 1;

chaining_vector_length = 128;

hash_length = 20;

CSNBOWH( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned charx)rule_array,
&text_Tength,
&token[offset],
&chaining_vector_length,
chaining_vector,
&hash_Tength,
hash);

if (return_code != 0)

{

printf("One_Way Hash Failed : return reason %d/%d¥n",
return_code, reason_code);

return 1;

}

/**************************************************************/

/* Register the Hash */
/**************************************************************/
/* Set the rule array */

memcpy ((void*)rule_array,"SHA-1 ~ CLONE  ",16);
rule_array_count = 2;
/* Build the name of the retained */
/% key from the file and "RETAINED"x/
memcpy (&name[strien(argv[1])]," .RETAINED",9);

CSNDPKH( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned charx)rule_array,
name,
&hash_Tlength,
hash);

if (return_code != 0)

{

printf("Public Key Register Hash Failed : return reason %d/%d¥n",
return_code, reason_code);

return 1;

}

¥ 5 W 4758 BrElka oty g —

215



name[strlen(argv[1]) + 9] = 0; /* Convert name to a string */
printf("Hash registered for %s.¥n",name);

}

Bl: RERWDONY > 21E2BFTSHHD ILE RPG 7OJ 5 A
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DAkxkkhdkkkhkhhhkhhhkkhkhhkkkhhdkkhhhkkkhhdkhkhhkkkhhkrkhhhkkkhkxkx

D* REGHASH
D*

D+ Sample program to register the hash of a CCA public key

D* certificate.
D*
D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your
These example has not been thoroughly

D+ tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function

D* consideration.

D* of these programs.

A1l programs contained herein are

Dx provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

Dx Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D* (SC31-8609) publication.

D*

D* Parameters: Stream file containing public key certificate
D*

D+ Example:

D«  CALL PGM(REGHASH) PARM(CERTFILE)

D*

D* Use these commands to compile this program on iSeries:
Dx CRTRPGMOD MODULE (REGHASH) SRCFILE(SAMPLE)
Dx CRTPGM PGM(REGHASH) MODULE (REGHASH)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D+ Note: Authority to the CSNDPKH and CSNBOWH service programs
D* in the QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* PKA_Public_Key Hash_Register (CSNDPKH) and One_Way_Hash

C* (CSNBOWH) .

D*

D********************** """""""""""""""""""""

D¥mm e e e e

D* Declare variables used by CCA SAPI calls

)y S Sy Py S Sy S Sy Ry

D* *% Return code

DRETURNCODE S 9B 0

D* *% Reason code

DREASONCODE S 9B 0

D= *x Exit data length

DEXITDATALEN S 9B 0

D* *x Exit data

DEXITDATA S 4

D* *x Rule array count

DRULEARRAYCNT S 9B 0
iSeries: Wi 5{b/N—Ro =Y
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D*
DRULEARRAY
D*
DTOKENLEN
D*

DTOKEN
DTOKENARRAY
D*
DCHAINVCTLEN
D*
DCHAINVCT
D*
DHASHLEN
D*

DHASH

D*
DTXTLENGTH
D*

DNAME

D*

D*
DLENSTRUCT
DMSB

DLSB
DLENGTH

D*

D*
DCRTSECLEN
D*
DPUBSECLEN
D*
DTKNINDEX
D*
DTMPINDEX
D*

DFILED

D*

DPATH
DPATHLEN
D*

DOFLAG

D*

*%

*%*

*%*

DS
*%
*%*
*%
*%*
*%*
*%*
**

*%*

DS

Rule array
16
Token Tength
9B 0 INZ(2500)
Token and array for subscripting token
2500
1 DIM(2500)
Chaining vector length
9B 0 INZ(128)
Chaining vector
128
Hash Tength
9B 0 INZ(20)
Hash
20
Text length
9B 0
Name of retained key
64
Structure used for aligning 2 bytes into a
2 byte integer.

2
1 1
2 2
1 2B 0
Certificate section length
9B 0
PubTic key section length
9B 0
Index into PKA key token
9B 0
Index into PKA key token
9B 0
File descriptor
9B 0

File path and path length
80 INZ(*ALLX'00")
9B 0
Open Flag - Open for Read only
101 0 INZ(1)

D**********************************************************

D* Prototype for PKA_Public_Key Hash_Register (CSNDPKH)

DR R T T T

DCSNDPKH
DRETCOD
DRSNCOD
DEXTDTALN
DEXTDT
DRARRYCT
DRARRY
DKYNAM
DHSHL
DHSH

D*

PR

9B 0

9B 0

9B 0

4

9B 0

16

64

9B 0

20 OPTIONS(*VARSIZE)

D**********************************************************

D+ Prototype for One_Way Hash (CSNBOWH)

DR R T T T s

DCSNBOWH
DRETCOD
DRSNCOD
DEXTDTALN
DEXTDT
DRARRYCT
DRARRY
DTXTLEN

PR

9B 0
9B 0
9B 0
a4

9B 0
16

9B 0
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DTXT 500 OPTIONS (*VARSIZE)

DCHNVCTLEN 9B 0
DCHNVCT 128
DHSHLEN 9B 0
DHSH 20

D*

D=*

DAxkxkkhkkkkhhkrkhkhhhkhkhhkkkhhkkkhhhkrkkhhkkhkhhkxkhhdrkkhkkxkk

D* Prototype for open()

D**********************************************************
D* value returned = file descriptor (0K), -1 (error)

Dopen PR 9B O EXTPROC('open')

D* path name of file to be opened.

D 128 OPTIONS(*VARSIZE)

D* Open flags

D 9B 0 VALUE

D* (OPTIONAL) mode - access rights

D 10U © VALUE OPTIONS (*NOPASS)
D* (OPTIONAL) codepage

D 10U O VALUE OPTIONS (*NOPASS)
D*

DAxkxkkhdkrkhkhhkkhkhhrhkhkhhkkhhhkhkhhhhkhkhhkkhhhhkkhhhrkhhdkkhhhkrkkhkkkkhkx

Dx Prototype for read()

D**********************************************************
D* value returned = number of bytes actually read, or -1

Dread PR 9B O EXTPROC('read')
Dx File descriptor returned from open()

D 9B 0 VALUE

D* Input buffer

D 2500  OPTIONS(*VARSIZE)
D= Length of data to be read

D 9B 0 VALUE

D*

Dikxkkhkkkhhhkkhhhkhhhhkkhkhhkkhhhkkhkhhkkhhhhkkhhhkkhhdkkhhkkxkhkkkkhkx

D* Prototype for close()

D*********************************************************************
D* value returned = 0 (0K), or -1

Dclose PR 9B O EXTPROC('close')

D* File descriptor returned from open()

D 9B 0 VALUE

D*

) gy
D= *% Declares for sending messages to the

D= *% job log using the QMHSNDPM API

)y ey gy iy Sy iy gy gy iy Sy iy Sy
DMSG S 75  DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 80

DSAPI 1 7

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ (' ")
DMESSAGEFILE S 21 INZ( "
DMSGKEY S 4 INZ(" D)

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('~* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*

C********************** """""""""""""""""""""
C* START OF PROGRAM *
C*x =

C *ENTRY PLIST

C PARM FILEPARM 50
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C**************************************************************

C*

C**************************************************************

C*
C*
C*
C
C
C*
C*
C*
C
C*
C*
C*
C
C*
C*
C*
C
C
C
C*
C
C*
C*
C*
C
C
C*
C*
C*

C*
C*

C*

C**************************************************************

C*
C*
C*
C*
C*
C*
C*
C*
C*
C*

C**************************************************************

C

Open certificate file

K o o i ———— *
** Build path name *
Ko o o - *
EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
PATHLEN SUBST FILEPARM:1  PATH
K o *
* Open the file *
K o *
EVAL FILED = open(PATH: OFLAG)
Ko o o o *
* Check if open worked *
R e TP *
FILED IFEQ -1
K e e e e e ——————————— *
* Open failed, send an error message *
K o *
MOVEL MSG (1) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF
K o -
* Open worked, read certificate and close the file *
3 gy g g g g
EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
CALLP close (FILED)
K e e ———————————— *
* Check if read operation was 0K *
K *
TOKENLEN IFEQ -1
MOVEL MSG(2) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF
K o o *

* Check if certificate length is valid =*
* The Tength bytes start at position 3 *

K e e e — e ——————— *
EVAL MSB = TOKENARRAY(3)
EVAL LSB = TOKENARRAY (4)
LENGTH IFLT TOKENLEN
K *
* Certificate length is not valid =
K o *
MOVEL MSG(3) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF

Find the certificate in the token

The Tayout of the token is

- Token header - 8 bytes - including 2 Tength bytes
- Public key section - length bytes at position 3 (11 overall)

- Private key name - 68 bytes
- Certificate section

Note: 1 is added because RPG arrays start at 1.

EVAL MSB = TOKENARRAY(11)
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C EVAL LSB = TOKENARRAY(12)

C EVAL PUBSECLEN = LENGTH

C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*

C* 2y P *

C* * Determine length of certificate section *

C* * Length bytes are at position 2 of the =*

C* * section.

C* K e e m e — e ————————— *

C EVAL MSB = TOKENARRAY (TKNINDEX + 2)
C EVAL LSB = TOKENARRAY (TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH

C EVAL TMPINDEX = TKNINDEX + 4

C*

C* K *
C* * Parse each subsection of the certificate until the =*
C* * signature subsection is found or the end is reached.*
C* % (Identifier for signature subsection is Hex 45.) *
C* K *
C DOW (TOKENARRAY (TMPINDEX) <> X'45') AND
C (TMPINDEX < TKNINDEX + CRTSECLEN)
C EVAL MSB = TOKENARRAY (TMPINDEX + 2)
C EVAL LSB = TOKENARRAY (TMPINDEX + 3)
C TMPINDEX ADD LENGTH TMPINDEX

C ENDDO

C*

C* K *
C* * Check if no signature was found before the end of =
C* * the certificate section. *
C* K *
C IF TOKENARRAY (TMPINDEX) <> X'45'

C MOVEL MSG(4) MSGTEXT

C EXSR SNDMSG

C RETURN

C ENDIF

C*

(O T R P o
C* Hash the certificate

C********************** *k*k *k*k *k*k *k*k * *
C* g *

Cx * Calculate the Tength to hash *

C* K e e e m e m e — e ———————— *

C EVAL TXTLENGTH = TMPINDEX - TKNINDEX + 70
C* K m e m e mm e m e mm— e m e —m——————————— *

Cx * Set the keywords in the rule array *

C* K — e ————————————————— *

C MOVEL 'SHA-1 ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT

C* Kmmmmmmmm e — e ———————— *

C* * Call One Way Hash SAPI =

C* Kmmm e mm e —m e ———————— *

C CALLP CSNBOWH (RETURNCODE :

C REASONCODE:

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C TXTLENGTH:

C TOKENARRAY (TKNINDEX) :
C CHAINVCTLEN:

C CHAINVCT:

C HASHLEN:

C HASH)

Ck  Feomm e *

C* = Check the return code =*

Ck Feommm e *

C RETURNCODE IFGT 0
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(0 * Send failure message *

C* gy *

C MOVEL MSG(5) MSGTEXT
C MOVE RETURNCODE FAILRETC
C MOVE REASONCODE FAILRSNC
C MOVEL "CSNBOWH' SAPI

C EXSR SNDMSG

C RETURN

C ENDIF

C*

C**************************************************************

C* Register the certificate hash
C**************************************************************

C* gy gy *

Cx * Set the keywords in the rule array *

C* gy g gy *

C MOVEL 'SHA-1 ! RULEARRAY

C MOVE '"CLONE ' RULEARRAY

C Z-ADD 2 RULEARRAYCNT

C* K e e m e m e m e ———————— *

C+ % Build the key name (FILENAME.RETAINED) =*

C* K e e e — e ———————— *

C EVAL %SUBST(NAME: 1: PATHLEN) =

C %SUBST (PATH: 1: PATHLEN)
C EVAL %SUBST (NAME : PATHLEN+1:9) = '.RETAINED'
C* K m e mmm e mm e mm e — e —————————— *

C+ =+ Call PKA Public Key Hash Register =

C* K m e —————————— *

C CALLP CSNDPKH (RETURNCODE :

C REASONCODE:

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY :

C NAME :

C HASHLEN:

C HASH)

Ck Feomm e *

C* * Check the return code =*

Ck Hemmm e *

C RETURNCODE IFGT 0

C* Kmmmmmmmm e m— e ———————— *

C* * Send failure message *

C* Kmmm e m e ———————————— *

C MOVEL MSG(5) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL "CSNDPKH' SAPI

C EXSR SNDMSG

C ELSE

C* Ry *

C* * Send success message *

C* gy *

C MOVEL MSG(6) MSGTEXT

C EVAL %SUBST (MSGTEXT: 41: PATHLEN + 9) =
C %SUBST(NAME: 1: PATHLEN + 9)
C EXSR SNDMSG

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR
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C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

*%

The file could not be opened.

There was an error reading from the file.

The length of the certificate is not valid.

The certificate is not valid.

CSNBOWH failed with return/reason codes 9999/9999.
The hash was successfully registered as

fl: NRARDOIPEEZHTSH/HD ILE C 7AO55 A

NPABOFEHEZ RS T 2I10IE, BBEIECTUTFOTOr I AFIEETL T EI 0,

G BREICET A EESBERICONTIE, PRINX—T0 T 7 & d— RICOWTORRHEE) &

<IN,
ey
/* REGPUBKEY
/*

/* Sample program to register a CCA public key certificate
/*

/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

/*

/* This material contains programming source code for your
/* consideration. These examples have not been thoroughly
/* tested under all conditions. IBM, therefore, cannot

/* guarantee or imply reliability, serviceability, or function
/* of these program. All programs contained herein are

/* provided to you "AS IS". THE IMPLIED WARRANTIES OF

/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
/* these programs and files.

/*

/*

/* Note: Input format is more fully described in Chapter 2 of
/* IBM 4758 CCA Basic Services Reference and Guide

/* (SC31-8609) publication.

/*

/* Parameters: Stream file containing public key certificate
/*

/* Example:

/*  CALL PGM(REGPUBKEY) PARM(CERTFILE)

/*

/*

/* Note: This program assumes the card with the profile is

/* already identified either by defaulting to the CRPO1
/* device or by being explicitly named using the

/* Cryptographic_Resource_Allocate verb. Also this

/* device must be varied on and you must be authorized
/* to use this device description.

/*

/* The Common Cryptographic Architecture (CCA) verb used is
/* PKA_Public_Key Register (CSNDPKR).

/*

/* Use these commands to compile this program on iSeries:
/+ ADDLIBLE LIB(QCCA)

/* CRTCMOD MODULE (REGPUBKEY) SRCFILE(SAMPLE)
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*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

ZHRLT

2



/* CRTPGM PGM(REGPUBKEY) MODULE (REGPUBKEY)

/*
/*

BNDDIR(QCCA/QC6BNDDIR)

/* Note: Authority to the CSNDPKR service program

/*
/*

in the QCCA Tibrary is assumed.

#include <stdio.h>
#include <string.h>
#include "csucincl.h"

int main(int argc, char xargv[])

gy
/* Declares for CCA parameters
2y
long return_code = 0;

long reason_code = 0;

long exit_data_length = 0;

char exit_data[4];

char rule_array[24];

long rule_array_count;

long token_len = 2500;

char token[2500];
g
/* Declares for working with a PKA token
S
long pub_sec_len; /* Public section length

long cert_sec_len; /* Certificate section length

long offset; /* 0ffset into token

long tempOffset; /* (Another) Offset into token

char name[64]; /* Registered key name

long count; /* Number of bytes read from file

FILE *fp; /* File pointer

if (argc < 2) /* Check the number of parameters passed

printf("Need to enter a public key name¥n");
return 1;

}

memset (name,' ',64); /* Copy key name (and pad) to a 64 byte

/* field.

memcpy (name,argv[1],strlen(argv(1]));

fp = fopen(argv[1],"rb"); /* Open the file for reading
if (!fp)
{
printf("File %s not found.¥n",argv[1]);
return 1;
}
memset (token,0,2500) ; /* Initialize the token to 0
count = fread(token,1,2500,fp); /* Read the token from the file
fclose(fp); /* Close the file

/* Determine length of token from length
/* bytes at offset 2 and 3.

token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read 1in

{

printf("Incomplete token in file¥n");
return 1;

}

*/
*/
*/
*/
*/
*/
*/

*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/

*/
*/

*/

*/
*/

*/

*/
*/
*/

*/
*/

*/
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/**********************************************************/

/* Find the certificate Tength in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes */
/* - Public key section - length bytes at offset 2 */
/* - Private key name - 68 bytes */
/* - Certificate section */

/**********************************************************/

pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section

/* length from the length bytes at

/* offset 2 of the section.
cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**************************************************************/
/* Register the Public Key */
/**************************************************************/
memcpy ((void*)rule_array,"CLONE  ",8); /* Set rule array
rule_array count = 1;

/* Build the name of the retained

*/
*/
*/

*/
*/

/* key from the file and "RETAINED"*/

memcpy (&name[strien(argv[1])],".RETAINED",9);

CSNDPKR( &return_code, &reason_code, &exit data_length,
exit_data,
&rule_array count,
(unsigned char*)rule_array,
name,
&cert_sec_len,
&token[offset]);

if (return_code != 0)

printf("Public Key Register Failed : return reason %d/%d¥n",
return_code, reason_code);
return 1;

}

name[strlen(argv[1]) + 9] = 0; /* Convert name to a string
printf("Public key registered for %s.¥n",name);

}

fl: NBSRDIAEEEFTH/=6D ILE RPG 7OV S A
NEBEOIAE 28T 21013, BEISLTUTOTOY I AHEZEEL T FE 0,

*/

FEr BEHRICETAEEARERICOWTIE, PRIR—20 IH 7 & J— RIOWToRKTFE [&

<7ZEW,

DR R R

Dx REGPUBKEY

D*

D+ Sample program to register a CCA public key

D+ certificate.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your
D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot
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D*
D*
D*

guarantee or imply reliability, serviceability, or function
of these programs. All programs contained herein are
provided to you "AS IS". THE IMPLIED WARRANTIES OF

D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D+ Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D (SC31-8609) publication.

D*

D* Parameters: Stream file containing public key certificate
D*

D+ Example:

Dx  CALL PGM(REGPUBKEY) PARM(CERTFILE)

D*

D* Use these commands to compile this program on iSeries:

Dx CRTRPGMOD MODULE (REGPUBKEY) SRCFILE(SAMPLE)

D+ CRTPGM PGM(REGPUBKEY) MODULE (REGPUBKEY)

D BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSNDPKR service program

D* in the QCCA Tibrary is assumed.

D*

Dx The Common Cryptographic Architecture (CCA) verbs used are
D* PKA_Public_Key Register (CSNDPKR).

D*
D********'k******'k**********************************************
g
D* Declare variables used by CCA SAPI calls
g g g g ey
D* ** Return code

DRETURNCODE S 9B 0

D* ** Reason code

DREASONCODE S 9B 0

D* ** Exit data length

DEXITDATALEN S 9B 0

D* *% Exit data

DEXITDATA S 4

D* ** Rule array count

DRULEARRAYCNT S 9B 0

D* *% Rule array

DRULEARRAY S 16

D* *% Token length

DTOKENLEN S 9B 0 INZ(2500)

D* **% Token and array for subscripting token
DTOKEN DS 2500

DTOKENARRAY 1 DIM(2500)

D* *% Name of retained key

DNAME S 64

D* *%  Structure used for aligning 2 bytes into a
D* *% 2 byte integer.

DLENSTRUCT DS 2

DMSB 1 1

DLSB 2 2

DLENGTH 1 2B 0

D* ** Certificate section Tength

DCRTSECLEN S 9B 0

D *% Public key section length

DPUBSECLEN S 9B 0

D* *% Index into PKA key token

DTKNINDEX S 9B 0

D* *% Index into PKA key token

DTMPINDEX S 9B 0

D* **% File descriptor

DFILED S 9B 0
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226

D* ** File path and path length

DPATH S 80 INZ(*ALLX'00")
DPATHLEN S 9B 0

D= ** Open Flag - Open for Read only
DOFLAG S 101 0 INZ(1)

D*

(DR L X T T

D* Prototype for PKA Public_Key Register (CSNDPKR)

Dk s ok ok ke ok ok ok ko ok ok ko ok ok ok o ok ok ok ko ok ok ok ok ok ok ok ko ok ok ok ok ok ok o ok ok ok ok ok ok ok ok ok ok *
DCSNDPKR PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9B 0

DEXTDT 4

DRARRYCT 9B 0

DRARRY 16

DKYNAM 64

DCRTLEN 9B 0

DCRT 500 OPTIONS (*VARSIZE)
D*

()RR L X T

D* Prototype for open()

D*************** """"""""""""""""""""""" *
D* value returned = file descriptor (0K), -1 (error)
Dopen PR 9B © EXTPROC('open')

D* path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D= Open flags

D 9B 0 VALUE

D* (OPTIONAL) mode - access rights

D 10U 0 VALUE OPTIONS(*NOPASS)
D* (OPTIONAL) codepage

D 10U © VALUE OPTIONS (*NOPASS)
D*

(DR L L T T

D* Prototype for read()

DR e L R *
D* value returned = number of bytes actually read, or -1
Dread PR 9B O EXTPROC('read')

Dx File descriptor returned from open()

D 9B 0 VALUE

D* Input buffer

D 2500 OPTIONS (*VARSIZE)

D= Length of data to be read

D 9B 0 VALUE

D*

DR L T T

D* Prototype for close()

D***************************** """""""""""""" *xkkhkhkkhhkhhkk

D* value returned = 0 (0K), or -1

Dclose PR 9B @ EXTPROC('close')

D* File descriptor returned from open()

D 9B 0 VALUE

D*

) g g gy

D= ** Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy

DMSG S 75 DIM(5) CTDATA PERRCD(1)

DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 80

DFAILRETC 41 44

DFATLRSNC 46 49

DMESSAGEID S 7 INZ(' )

DMESSAGEFILE S 21 INZ(' ")

DMSGKEY S 4 INZ( "
iSeries: By S {LN—RU =7



DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('=* )
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
Chhxdkkdkhkkhkhhkhkhkhhkhkhhkkhkhkkhkhkhhkhkhkhhkhrkhkdhkhrkkhkhkhrkk
C* START OF PROGRAM *
Cx =

C *ENTRY PLIST

C PARM FILEPARM 50

C**************************************************************
C+ Open certificate file
C**************************************************************
C* R *

C* % Build path name *

C* Sy *

C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
C PATHLEN SUBST FILEPARM:1 PATH

C* K e *

C+ = Open the file *

C* Kmmmmm e — *

C EVAL FILED = open(PATH: OFLAG)

C* Hemmccmmmmeee e —————— *

C* * Check if open worked *

C* T *

C FILED IFEQ -1

C* Ty ey *

C* * Open failed, send an error message *

C* g gy *

C MOVEL MSG(1) MSGTEXT

C EXSR SNDMSG

C RETURN

C*

C ENDIF

C* K o ——— —————— ——————————————————————————— *
C* * Open worked, read certificate and close the file *
C* gy gy gy *
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)

C*

C* sy iy *

C* * Check if read operation was OK *

C* S Sy, *

C TOKENLEN IFEQ -1

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C RETURN

C ENDIF

C*

C* Aememeccccescccmcccccsmsscsescsssse———— *

C* * Check if certificate length is valid *

C* * The length bytes start at position 3 =*

C* ey *

C EVAL MSB = TOKENARRAY(3)

C EVAL LSB = TOKENARRAY (4)

C LENGTH IFLT TOKENLEN

C* Nememeccccesccsmcccscscccssesasas——- *

C* * Certificate length is not valid =*

C* K mm e mmm e mm e mm e —————————— *

C MOVEL MSG(3) MSGTEXT

C EXSR SNDMSG

C RETURN

C ENDIF

C*

C**************************************************************
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C* Find the certificate in the token

C*

C* The layout of the token is

C*

C* - Token header - 8 bytes - including 2 length bytes

Cx - Public key section - length bytes at position 3 (11 overall)
C* - Private key name - 68 bytes

C* - Certificate section

C*

C* Note: 1 is added because RPG arrays start at 1.

C******** """" khhkkkhkhkkhhkhhhhhhhdhrhhdrhhhdhhdhrhhxsk kK hkkkhhkhhkk
C EVAL MSB = TOKENARRAY(11)

C EVAL LSB = TOKENARRAY (12)

C EVAL PUBSECLEN = LENGTH

C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*

C* g gy *

C* * Determine Tength of certificate section *

C* * Length bytes are at position 2 of the =*

C* * section.

C* K m e mm e m e mm e — e ————————— *

C EVAL MSB = TOKENARRAY (TKNINDEX + 2)

C EVAL LSB = TOKENARRAY (TKNINDEX + 3)

C EVAL CRTSECLEN = LENGTH

C*

C**************************************************************

C* Register the public key

C**************************************************************

C* Ty gy *

Cx * Set the keywords in the rule array *

C* Ty gy Sy *

C MOVEL '"CLONE ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C* Ty gy ey *

Cx+ * Build the key name (FILENAME.RETAINED) =

C* Ty gy gy *

C EVAL %SUBST(NAME: 1: PATHLEN) =
C %SUBST (PATH: 1: PATHLEN)
C EVAL %SUBST (NAME : PATHLEN+1:9) = '.RETAINED'
C* g *

C+ « Call PKA Public Key Register =*

C* ey *

C CALLP CSNDPKR (RETURNCODE :

C REASONCODE :

C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY:

C NAME :

C CRTSECLEN:

C TOKENARRAY (TKNINDEX))
8y e g *

C* = Check the return code =*
[0y g ey *

C RETURNCODE IFGT 0

C* L Sy *

C* * Send failure message *

C* [ Ry S Sy Sy *

C MOVEL MSG(4) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C ELSE

C* Kmm e mm e —— e ———————— *

C* * Send success message *

C* e Sy *
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*%

LR

C MOVEL MSG(5) MSGTEXT

C EVAL %SUBST(MSGTEXT: 41: PATHLEN + 9)
C %SUBST(NAME: 1: PATHLEN + 9)
C EXSR SNDMSG

C ENDIF

C*

C SETON

C*

C*********** """"""""""""""" khhkkkkhkkhkkhhkhkhhhkhhhhrhkx
C* Subroutine to send a message

C**** """"""""""""""" khhkkkhhkhkkhhkhhhhdhrhhrhhhhhhdhrhk
C SNDMSG BEGSR

C CALL "QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE

C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER

C PARM MSGKEY

C PARM ERRCODE

C ENDSR

The file could not be opened.
There was an error reading from the file.

The length of the certificate is not valid.
CSNDPKR failed with return/reason codes 9999/9999.
The hash was successfully registered as

Gl: NHEBEBDOP—O EFRTS=0D ILE C 7AIS A
INBIBED N — 2 D ERIHT BT, BEIRCTU RO T OS5 AEEE LTI EI N,

=

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

D FEERICETAEERBERICONTIE, R8I XR—=0 5 7 3 I— RIZDOWTORGSEHE] ESRLT

&0,

CERTKEY

Sample program to certify a CCA public key certificate to be

used for master key cloning.

COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999

This material contains programming source code for your

consideration.

These examples have not been thoroughly

tested under all conditions. IBM, therefore, cannot
guarantee or imply reliability, serviceability, or function

of these program.

A11 programs contained herein are

provided to you "AS IS". THE IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
ARE EXPRESSLY DISCLAIMED.
these programs and files.

IBM provides no program services for

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters:

Example:

FILENAME

- File containing public key token

RETAINED_KEY NAME - Name of key to certify token

CALL PGM(CERTKEY) PARM(MYKEY.PUB CERTKEY)

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
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/* Note: This program assumes the card with the profile is */

/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used are */
/* Digital_Signature_Generate (CSNDDSG) and One_Way Hash (CSNBOWH). =*/
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (CERTKEY) SRCFILE(SAMPLE) */
/* CRTPGM PGM(CERTKEY) MODULE (CERTKEY) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSNDDSG and CSNBOWH service programs */
/* in the QCCA library is assumed. */
/* */
gy */
#include <stdio.h>

#include <string.h>

#include "csucincl.h"

#include "decimal.h"

extern void QDCXLATE(decimal(5,0), char *, char*, char *);
#pragma linkage (QDCXLATE, 0S, nowiden)

int main(int argc, char =xargv[])

{

long
long
Tong
char
char
long
long
char
long

return_code = 0;

reason_code = 0;
exit_data_Tlength = 0;
exit_data[4];

rule_array[24];
rule_array_count;

token_Ten = 2500;
token[2500] ;
chaining_vector_length = 128;
Tong hash_length = 20;

Tong text_length;

unsigned char chaining_vector[128];
unsigned char hash[20];

long signature_length = 256;

Tong signature_bit_length;

/gy */
/* Declares for working with a PKA token */
gy */
Tong pub_sec_Tlen; /* Public section length */
Tong cert_sec_len; /* Certificate section length */
long offset; /* 0ffset into token */
Tong tempOffset; /* (Another) Offset into token */
long templLength; /* Length variable */
char name[64]; /* Private key name */
char SAname[64]; /* Share administration or certifying */

/* key name. */
char SAnameASCII[64]; /* Share admin key name in ASCII */
Tong SAname_length = 64;  /+ Length of Share admin key name */
Tong count; /* Number of bytes read from file */
decimal(5,0) xlate_length = 64; /* Packed decimal variable */

/* needed for call to QDCXLATE. */
FILE =fp; /* File pointer */

if (argc < 3) /* Check the number of parameters passed x/
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{
printf("Need to enter a public key name and SA key¥n");
return 1;

}

name[0] = 0; /* Make copy of name parameters
strcpy (name,argv([1]);
memset (SAname, ' ', 64); /* Make copy of Share Admin key name

memcpy (SAname,argv[2],strlen(argv[2]));

fp = fopen(name,"rb"); /* Open the file containing the token
if (!fp)
{
printf("File %s not found.¥n",argv[1]);
return 1;
}
memset (token,0,2500) ; /* Read the token from the file
count = fread(token,1,2500,fp);
fclose(fp);

/* Determine Tength of token from length

/* bytes at offset 2 and 3.
token_len = ((256 * token[2]) + token[3]);

if (count < token_len) /* Check if whole token was read in
{
printf("Incomplete token in file¥n");
return 1;

}

/************************************************************/

/* Find the certificate offset in the token */
/* */
/* The Tayout of the token is x/
/* */
/* - Token header - 8 bytes - including 2 Tength bytes */
/* - Public key section - length bytes at offset 10 overall =/
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */

/************************************************************/

pub_sec_len = ((256 * token[10]) + token[11]);

*/

*/
*/

*/

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section

/* length from the length bytes at

/* offset 2 of the section.
cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);
tempOffset = offset + 4; /* Set offset to first subsection

/* Parse each subsection of the certificate until the =/
/* signature subsection is found or the end is reached.x/
/* (Identifier for signature subsection is Hex 45.) */

while(token[tempOffset] != Ox45 &&
tempOffset < offset + cert_sec_len)

{
tempOffset += 256 = token[tempOffset + 2] + token[tempOffset+3];
}

2y */

/* Check if no signature was found before the end of =/

/* the certificate section. */

e m e e es */

if (token[tempOffset] != 0x45)

*/
*/
*/

*/
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{

printf("Invalid certificate¥n");
return 1;

}

/******************* *kk *kk *kk ***************/
/* Replace Private key name in certificate with the */
/* Share admin key name (expressed in ASCII). */
[ kK gk ke ok kk Rk kk ok kR kk Rk kR k ko k ko k ko k ko k ko k ok *kkkkkkk [
text_length = tempOffset - offset + 70;

memcpy (SAnameASCII,SAname,64);

S S Sy S S S SRS S S aTS Sy */
/* Convert the Share Admin key name to ASCII */
[ == ——— -~ ... */
QDCXLATE(x1ate_length, SAnameASCII, "QASCII ", "QSYS ")s

memcpy (&token[tempOffset + 6], SAnameASCII, 64);

/**************************************************************/
/* Hash the certificate */
/**************************************************************/
memcpy ((void*)rule_array,"SHA-1  ",8);

rule_array count = 1;

chaining_vector_length = 128;

hash_length = 20;

CSNBOWH( &return_code, &reason_code, &exit data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
&text_length,
&token[offset],
&chaining_vector_length,
chaining_vector,
&hash_Tength,
hash) ;

if (return_code != 0)

printf("One_Way Hash Failed : return reason %d/%d¥n",
return_code, reason_code);
return 1;

}

/**************************************************************/
/* Create a signature */
/**************************************************************/
memcpy ((void*)rule_array,"1S0-9796",8);

rule_array_count = 1;

CSNDDSG( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned charx)rule_array,
&SAname_length,

SAname,

&hash_Tength,

hash,
&signature_Tlength,
&signature_bit_Tength,
&token[tempOffset+70]);

if (return_code != 0)

{

printf("Digital Signature Generate Failed : return reason %d/%d¥n",
return_code, reason_code);

return 1;
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/* Check if the new signature is Tonger than the */
/* original signature */

if((token[tempOffset + 2] * 256 + token[tempOffset + 3]) - 70 !=
signature_length)
{
printf("Signature Length change from %d to %d.¥n",
token[tempOffset + 2] * 256 + token[tempOffset + 3] - 70,
signature_length);

/* Adjust Tength in signature subsection =/
token[tempOffset + 2] = signature_length >> 8;
token[tempOffset + 3] = signature length;

/* Adjust length in certificate section x/
token[offset + 2] = (text_length + signature_length) >> 8;
token[offset + 3] text_length + signature_length;

/* Adjust Tength in token header section */
tempLength = 8 + pub_sec_Tlen + 68 + text_length +
signature_length;
token[2] = templLength >> 8;
token[3] = tempLength;
1
else templLength = token[2] * 256 + token[3];

[ Fk R gk gk kg ok ok kk ok kk Rk kR ok ok ke k ok ok dok ok ok kA *%/
/* Write certified public key out to a file */

/********************************************/

strcat(name,".CRT"); /* Append .CRP to filename */
fp = fopen(name,"wb"); /* Open the certificate file */
if (!fp)

{

printf("File open failed for output¥n");
else

{

fwrite(token, 1, tempLength, fp);

fclose(fp);

printf("Public token written to file %s.¥n",name);

1

}

Bl: DRVDO -2 ERELTH7HD ILE RPG TOJ 5 A
DNHBEO b =2 P ERFET BT, BESCTUATOT O I AHEEHEL TS,

Er FEAICET A EEABERICONTIE, RROR—=20 5 7 3 I— RICOWTOREHE) FBRLT

<&,

D*************************************************************
D* CERTKEY

D*

D+ Sample program to certify a CCA public key certificate to be
D* used for master key cloning.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
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D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
D+ ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
D* these programs and files.

D*

D=*

Dx Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D* (SC31-8609) publication.

D*

D* Parameters: FILENAME - File containing public key token
D* RETAINED_KEY_NAME - Name of key to certify token
D=*

D* Example:

D  CALL PGM(CERTKEY) PARM(MYKEY.PUB CERTKEY)

D*

D* Use these commands to compile this program on iSeries:

D* CRTRPGMOD MODULE (CERTKEY) SRCFILE(SAMPLE)

Dx CRTPGM PGM(CERTKEY) MODULE(CERTKEY)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSNDDSG and CSNBOWH service programs
D= in the QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Digital_Signature_Generate (CSNDDSG) and One_Way Hash (CSNBOWH).
D*
D**************************************************************
) g

D* Declare variables used by CCA SAPI calls
)

D= ** Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0

D= ** Exit data length

DEXITDATALEN S 9B 0

DL *x Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

D= *% Rule array

DRULEARRAY S 16

D* =% Token length

DTOKENLEN S 9B 0 INZ(2500)

D* **% Token and array for subscripting token
DTOKEN DS 2500

DTOKENARRAY 1 DIM(2500)

D= *% Chaining vector length

DCHAINVCTLEN S 9B 0 INZ(128)

D* *x Chaining vector

DCHAINVCT S 128

D* *%x Hash length

DHASHLEN S 9B 0 INZ(20)

D= ** Hash

DHASH S 20

D= **% Text length

DTXTLENGTH S 9B 0

D* ** Signature length

DSIGLENGTH S 9B 0 INZ(256)

D= *% Signature length in bits

DSIGBITLEN S 9B 0

DF m m e e e e

D* Declare variables for working with tokens
)y Sy Py S Sy S S Sy .

D= *% NAMEPTR and NAME are used for copying
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D*
DNAMEPTR
DNAME

D*
DSANAMELEN
D*

DSANAME

D*
DSANAMEASC
D*
DCRTSECLEN
D*
DPUBSECLEN
D*
DTKNINDEX
D*
DTMPINDEX
D*

D*
DLENSTRUCT
DMSB

DLSB
DLENGTH

D*

DFILED

D*

DPATH
DPATHLEN
D*

D*

DOFLAGW

D*

DOFLAGR

D*

DXTABLE
DLIB
DXLATLEN

D

D*

private key name
*
64 BASED (NAMEPTR)
Share administrator (certifying key) name length
9B 0
Share administrator (certifying key) name
64
Share administrator name expressed in ASCII
64
Certificate section length
9B 0
Public key section length
9B 0
Index into PKA key token
9B 0
Index into PKA key token
9B 0
Structure used for aligning 2 bytes into a
2 byte integer.

2

1 1

2 2
1 2B 0
File descriptor
9B 0

File path and path length
80 INZ(*ALLX'00")
9B 0
Open flag - Create on open, open for writing,
and clear if exists
101 0 INZ(X'4A")
Open Flag - Open for Read only
101 0 INZ(1)
Declares for calling QDCXLATE API
10 INZ('QASCII ")
10 INZ('QSYS ")
5 0 INZ(64)

DR R L s T T T

D+ Prototype for Digital Signature Generate (CSNDDSG)

D R L X T

DCSNDDSG PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9B 0

DEXTDT 4

DRARRYCT 9B 0

DRARRY 16

DKEYIDLEN 9B 0

DKEYID 2500 OPTIONS (*VARSIZE)
DHSHL 9B 0

DHSH 20 OPTIONS (*VARSIZE)
DSIGFLDL 9B 0

DSIGBTL 9B 0

DSIGFLD 256 OPTIONS (*VARSIZE)
D*

Dk s o ok ke o o ok ok ke o ok ok ke ok ok ok ok ok ok ok ok ok R R R T T T Ty

D* Prototype for One_Way Hash (CSNBOWH)

Dxkkkxkhkhkkhkhhhkkhhkkkhhhkkkhhkkhhhkkkhhkkkhhkkkhhhkxkhhkxkx

DCSNBOWH
DRETCOD
DRSNCOD
DEXTDTALN
DEXTDT
DRARRYCT
DRARRY

PR

9B 0
9B 0
9B 0
4
9B 0
16
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DTXTLEN 9B 0

DTXT 500 OPTIONS (*VARSIZE)
DCHNVCTLEN 9B 0

DCHNVCT 128

DHSHLEN 9B 0

DHSH 20

D=*

D*

D***************************** """"""""""""""" *
D* Prototype for open()

D******** """" AKX KA KA *Ahhkhhhhhhhhhhhhhhhkhhkhkx* ER R R R R T R
D* value returned = file descriptor (0K), -1 (error)
Dopen PR 9B 0 EXTPROC('open')

D* path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D= Open flags

D 9B 0 VALUE

D* (OPTIONAL) mode - access rights

D 10U O VALUE OPTIONS (*NOPASS)
D* (OPTIONAL) codepage

D 10U 0 VALUE OPTIONS (*NOPASS)
D*

D*************** """"""""""""""""""""""""""""""

D* Prototype for read()

D**********************************************************
D* value returned = number of bytes actually read, or -1

Dread PR 9B 0 EXTPROC('read"')
Dx File descriptor returned from open()

D 9B 0 VALUE

D= Input buffer

D 2500 OPTIONS (*VARSIZE)
D* Length of data to be read

D 9B 0 VALUE

D*

(DR L L T T

D* Prototype for write()

DR e L R *
D* value returned = number of bytes written, or -1
Dwrite PR 9B O EXTPROC('write')

Dx File descriptor returned from open()

D 9B 0 VALUE

D= Output buffer

D 2500 OPTIONS(*VARSIZE)

D= Length of data to be written

D 9B 0 VALUE

D*

DR L T T

D* Prototype for close()

D***************************** """"""""""""""" *xkkhkhkkhhkhhkk
D* value returned = 0 (0K), or -1

Dclose PR 9B @ EXTPROC('close')

D* File descriptor returned from open()

D 9B 0 VALUE

D*

) g g gy

D= ** Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy
DMSG S 75 DIM(7) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DSAPI 1 7

DFAILRETC 41 44

DFATLRSNC 46 49

DMESSAGEID S 7 INZ(' ")

DMESSAGEFILE S 21 INZ(' )
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DMSGKEY S 4 INZ(" D)

DMSGTYPE S 10 INZ('*INFO )
DSTACKENTRY S 10 INZ('* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 4B 0 INZ(0)

DBYTESOUT 8B 0 INZ(0)

C*

Crrkhrxhkhhkrhhhrkkhhrkkhhrkkhhkrkkkhrxkhhxk kK * B Y LR L R ]
C* START OF PROGRAM *
Crxkhhxkhhkrkhhkrkkhhrkkhhrkkhhkrkrkkhrx Kk kkhhkkhhhkhhhkhhhkhhhkkhhkkk
C *ENTRY PLIST

C PARM FILEPARM 32
C PARM CKEY 32

C**************************************************************

C* Open certificate file
C**************************************************************

C*
C*
C*
C
C
C*
C*
C*
C
C*
C*
C*
C
C*
C*
C*
C
C
C
C*
C
C*
C*
C*
C
C
C*
C*
C*

C*

C*

K o o o -
** Build path name
e mme e e e e e =
EVAL PATHLEN = %LEN(%TRIM(FILEPARM))
PATHLEN SUBST FILEPARM:1 PATH
K o o
* Open the file
K o o -
EVAL FILED = open(PATH: OFLAGR)
e e e e e e e ==
* Check if open worked *
B
FILED IFEQ -1
K e e e e —————————— *

Ko o - *
MOVEL MSG(1) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF
Ko o - *
* Open worked, read certificate and close the file *
K o e - — *
EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
CALLP close (FILED)
kT o L L L T TP, *
* Check if read operation was 0K *
K o *
TOKENLEN IFEQ -1
MOVEL MSG(2) MSGTEXT
EXSR SNDMSG
ENDIF
L e e e e T *

e e e *
EVAL MSB = TOKENARRAY(3)
EVAL LSB = TOKENARRAY (4)
LENGTH IFLT TOKENLEN
K *
* Certificate length is not valid =
K *
MOVEL MSG(3) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF

C**************************************************************
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238

C*
C*
C*
C*
C*
C*
C*
C*
C*

Find the certificate in the token

The Tayout of the token is

Token header - 8 bytes - including 2 length bytes
PubTic key section - length bytes at offset 2
Private key name - 68 bytes

Certificate section

C**************************************************************

C*
C*
C*
C
C
C
C
C*
C*
C*

C*

K o *
* Certificate starts after the public key header section *
K *
EVAL MSB = TOKENARRAY(11)
EVAL LSB = TOKENARRAY (12)
EVAL PUBSECLEN = LENGTH
EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
K *
* Determine Tength of certificate section *
K *
EVAL MSB = TOKENARRAY (TKNINDEX + 2)
EVAL LSB = TOKENARRAY (TKNINDEX + 3)
EVAL CRTSECLEN = LENGTH
EVAL TMPINDEX = TKNINDEX + 4
K o *

* Parse each subsection of the certificate until the =
* signature subsection is found or the end is reached.*
* (Identifier for signature subsection is Hex 45.) *

K o *
DOW (TOKENARRAY (TMPINDEX) <> X'45') AND
(TMPINDEX < TKNINDEX + CRTSECLEN)
EVAL MSB = TOKENARRAY (TMPINDEX + 2)
EVAL LSB = TOKENARRAY (TMPINDEX + 3)
TMPINDEX ADD LENGTH TMPINDEX
ENDDO
R e e e e e e e e T T R *
* Check if no signature was found before the end of =
* the certificate section. *
K o *
IF TOKENARRAY (TMPINDEX) <> X'45'
MOVEL MSG(4) MSGTEXT
EXSR SNDMSG
RETURN
ENDIF

C**************************************************************

C* Sign the Certificate

Chrrkkkhkhkhhkhkhkkhkhkhhkkhkhkkhkhkhhkhkhkkhkhkkkk ok kK xk k%% *kkkk
C* T S S S S S S S S *

C* * Convert the Certifying Keyname to ASCII *

C* K e e e m e mm e m e —————————— *

C EVAL SANAMELEN = %LEN(%TRIM(CKEY))

C SANAMELEN SUBST CKEY:1 SANAME

C MOVEL SANAME SANAMEASC

C CALL 'QDCXLATE'

C PARM XLATLEN

C PARM SANAMEASC

C PARM XTABLE

C PARM LIB

C* K e e m e —— e —————————— *

C* * Replace the private key name in the certificate *

C* K i — ——— — —— — ————— ———— — ————— ——————————————————— *

C EVAL NAMEPTR = %ADDR(TOKENARRAY (TMPINDEX + 6))
C MOVEL SANAMEASC NAME
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C*
C*
C*
C*
C*
C*

C*
C*
C*

C*
C*

OOOOOOOOOOO0O0
*

[Nl
*

C*
C*

C*
C*
C*

OOOOOOO0O
*

C*
C*

C*
C*
C*
C*

C*
C*
C*

C*
C*

o0
*

OOOOOO0O0O

* Calculate Tength of data to hash *
* TKNINDEX is the start of the certificate, *
* TMPINDEX is start of signature subsection, *
* signature subsection header is 70 bytes Tong *
K o o *
EVAL TXTLENGTH = TMPINDEX - TKNINDEX + 70
__________________________________________ *
* Set the keywords in the rule array *
__________________________________________ *
MOVEL 'SHA-1 ! RULEARRAY
Z-ADD 1 RULEARRAYCNT
K o *
* Call One Way Hash SAPI =
R e e *
CALLP CSNBOWH (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY:
TXTLENGTH:
TOKENARRAY (TKNINDEX) :
CHAINVCTLEN:
CHAINVCT:
HASHLEN:
HASH)
________________________ *
* Check the return code =*
________________________ *
RETURNCODE IFGT 0
_______________________ *
Send failure message *
_______________________ *
MOVEL MSG(5) MSGTEXT
MOVE RETURNCODE FAILRETC
MOVE REASONCODE FATLRSNC
MOVEL "CSNBOWH' SAPI
EXSR SNDMSG
RETURN
ENDIF
__________________________________________ *
* Set the keywords in the rule array *
__________________________________________ *
MOVEL '1S0-9796' RULEARRAY
Z-ADD 1 RULEARRAYCNT
K o *
* Adjust TMPINDEX to where signature starts*
* in the certificate *
R T Tk b T *
TMPINDEX ADD 70 TMPINDEX
K *
* Set the Key name length *
K o *
7-ADD 64 SANAMELEN
K o *
* Call Digital Signature Generate SAPI =
K o *
CALLP CSNDDSG (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY :
SANAMELEN:
SANAME :
HASHLEN:
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C HASH:

C SIGLENGTH:

C SIGBITLEN:

C TOKENARRAY (TMPINDEX) )
Ck Feommm e *

C* * Check the return code =*

Ck  Hmmmm e *

C RETURNCODE IFGT 0

C* Kmmmmmmmm e — e ——————— *

C* * Send failure message *

C* Kmmmmmmmm——————————————— *

C MOVEL MSG(5) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C MOVEL 'CSNDDSG' SAPI

C EXSR SNDMSG

C RETURN

C ENDIF

C*

gy g gy g g *

C* * Check if the new signature is longer than the =

Cx == original signature *

O gy *

Cx *x Adjust TMPINDEX back the start of the subsection

C TMPINDEX SUB 70 TMPINDEX

C* *x Get two byte length of subsection

C EVAL MSB = TOKENARRAY (TMPINDEX + 2)
C EVAL LSB = TOKENARRAY (TMPINDEX + 3)
C* *% Subtract length of subsection header

C LENGTH SUB 70 LENGTH

C* *% Compare old Tength with new length

C LENGTH IFNE SIGLENGTH

C* 2y *

C* * Adjust certificate Tengths *

C* K e ———————— *

C* *% Adjust signature length

C EVAL LENGTH = SIGLENGTH

C EVAL TOKENARRAY (TMPINDEX + 2) = MSB
C EVAL TOKENARRAY (TMPINDEX + 3) = LSB
C* *x Adjust certificate section Tength

C EVAL LENGTH = LENGTH + TXTLENGTH

C EVAL TOKENARRAY (TKNINDEX + 2) = MSB
C EVAL TOKENARRAY (TKNINDEX + 3) = LSB
Cx *% Adjust length in token header section

C EVAL LENGTH = LENGTH + 8 + PUBSECLEN + 68
C EVAL TOKENARRAY (3) = MSB

C EVAL TOKENARRAY (4) = LSB

C Z-ADD LENGTH TOKENLEN

C ENDIF

C*
Chrrkkkhhkhrkhhkhkhkkhkhkhhkkhkhkkhkh Rk khkhkkhkhkkkk ok kK xk k%% *kkkk
C* Write certified public key out to a file
C***************************** *k*k *k*k *k*k *k*k *kkk*k
C* *% Build path name

C EVAL %SUBST (PATH: PATHLEN+1:4) = '.CRT'
C*

C* **% Open the file

C*

C EVAL FILED = open(PATH: OFLAGW)

C*

C* ** Check if open worked

C*

C FILED IFEQ -1

C*

C* ** Open failed, send an error message

C*

C MOVEL MSG(6) MSGTEXT
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C EXSR SNDMSG

C*

C ELSE

C*

Cx ** Open worked, write certificate out to file and close file
C*

C CALLP write (FILED:

C TOKEN:

C TOKENLEN)

C CALLP close (FILED)

C*

C* ** Send completion message

C*

C MOVEL MSG(7) MSGTEXT

C EVAL %SUBST(MSGTEXT: 41: PATHLEN + 4) =

C %SUBST(PATH: 1: PATHLEN + 4)

C EXSR SNDMSG

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%*

The input file could not be opened.

There was an error reading from the file.

The length of the certificate is not valid.

The certificate is not valid.

CSNBOWH failed with return/reason codes 9999/9999.
The output file could not be opened.

The certified token was written to file

Bl: TRY— - F—DHEAN—VENBTS/HD ILE C A5 A
TAY — « F—QHAN—YERET B3, BECRCTUFOTO7 I AFEEEL T I,

E EABICET A EEABERICONTIE, RRIR=20 T8 7 8 I—RICOWTORGHE] SR T

<TEE0,
gy */
/* GETSHARE */
/* */
/* Sample program to obtain a master key share as part of the */
/* master key cloning process. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#i
#i
#1

ex
#p

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
these programs and files.

Note: Input format is more fully described in Chapter 2 of
IBM 4758 CCA Basic Services Reference and Guide
(SC31-8609) publication.

Parameters: Share number
Name of share sender private key
Name of certifying key
Stream file containing receiver certificate

Example:
CALL PGM(GETSHARE) PARM(2 SENDR SAKEY RECVR.PUB)

Note: This program assumes the card with the profile is
already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

The Common Cryptographic Architecture (CCA) verbs used is
Master_Key Distribution (CSUAMKD).

Use these commands to compile this program on iSeries:

ADDLIBLE LIB(QCCA)

CRTCMOD MODULE (GETSHARE) SRCFILE(SAMPLE)

CRTPGM PGM(GETSHARE)  MODULE (GETSHARE)
BNDDIR(QCCA/QC6BNDDIR)

Note: Authority to the CSUAMKD service program
in the QCCA library is assumed.

nclude <stdio.h>
nclude <string.h>
nclude "csucincl.h"
nclude "decimal.h"

tern void QDCXLATE(decimal(5,0), char *, charx, char *);
ragma Tinkage (QDCXLATE, 0S, nowiden)

int main(int argc, char xargv[])

Tong return_code = 0;
Tong reason_code = 0;
Tong exit_data_length = 0;

C
C

har exit_data[4];
har rule_array[24];

Tong rule_array_count;
Tong token_len = 2500;

c

har token[2500];

long clonelnfoKeylLength = 500;
unsigned char cloneInfoKey[500];
long clonelnfolLength = 400;
unsigned char cloneInfo[400];
long shareldx;

C
c

har name[64];
har SAname[64];
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Sy
/* Declares for working with a PKA token
S
long pub_sec_len; /* Public section length
long prv_sec_len; /* Private section length
long cert_sec_len; /* Certificate section length
long info_subsec_len; /* Information subsection length
long offset; /* 0ffset into token
long tempOffset; /* (Another) Offset into token
long templength; /* Length variable
long templenl, tempLen2; /* temporary length variables
char cloneShare[] = "cloneShare00"; /* Base cloning share filename
long count; /* Number of bytes read in from file
decimal(15,5) shareParm; /* Packed 15 5 var used for converting
/* from packed 15 5 to binary. Numeric
/* parms on iSeries are passed as dec 15
FILE *fp; /* File pointer
if (argc < 5) /* Check the number of parameters passed

printf("Need to Share index, Sender name, SA name, and cert¥n");
return 1;

}

/* Convert the packed decimal 15 5 parm
/* to binary.

memcpy (&shareParm,argv[1],sizeof (shareParm));

shareldx = shareParm;

memset (name,' ',64); /* Copy the Private key name parm to a
memcpy (name,argv[2],strlen(argv[2])); /* 64 byte space padded var.
memset (SAname,' ',64); /* Copy the Share Admin name parm to a
memcpy (SAname,argv[3],strlen(argv[3]));/* 64 byte space padded var.
fp = fopen(argv[4],"rb"); /* Open the file containing the token
if (!fp)

{

printf("File %s not found.¥n",argv[4]);

return 1;

}
memset (token,0,2500) ; /* Read the token from the file

count = fread(token,1,2500,fp);
fclose(fp); /* Close the file

/* Determine Tength of token from length

/* bytes at offset 2 and 3.
token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in =/
{
printf("Incomplete token in file¥n");
return 1;

}

/************************************************************/

/* Find the certificate offset in the token */
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes x/
/* - Public key section - length bytes at offset 10 overall =/
/* - Private key name - 68 bytes */
/* - Certificate section */
/* */

/************************************************************/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
5%/
*/

*/
*/

*/
*/
*/
*/
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pub_sec_len = ((256 * token[10]) + token[11]);

offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section

/* length from the Tength bytes at

/* offset 2 of the section.
cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**************************************************************/
/* Obtain a share */
/**************************************************************/
memcpy ((void*)rule_array,"OBTAIN ",8); /* Set rule array
rule_array_count = 1;

CSUAMKD( &return_code, &reason_code, &exit_data_length,
exit_data,
&rule_array_count,
(unsigned charx)rule_array,
&shareldx,
name,

SAname,
&cert_sec_Ten,
&token[offset],
&clonelnfoKeylLength,
cloneInfoKey,
&clonelnfolength,
clonelnfo);

if (return_code != 0)

{

printf("Master Key Distribution Failed : return reason %d/%d¥n",
return_code, reason_code);

return 1;

else
/**************************************************************/
/* Write signed token out to a file */

/**************************************************************/

printf("Master Key Distribution worked¥n");

/* Build file path name
if (shareldx < 9) cloneShare[11] = '0' + shareldx;
else

{
cloneShare[10]
cloneShare[11]

}

fp = fopen(cloneShare,"wb"); /* Open the file

Ill;
'0' + shareldx - 10;

if (!fp)
{
printf("File %s not be opened for output.¥n",cloneShare);
return 1;
}

/* Write out the length of KEK
fwrite((char*)&cloneInfoKeylLength,1,4,fp);

/* Write out the KEK
fwrite((charx)cloneInfoKey,1,cloneInfoKeyLength,fp);

/* Write out the length of info
fwrite((charx)&cloneInfolLength,1,4,fp);

/* Write out the clone info
fwrite((charx)clonelnfo,1,clonelnfolLength,fp);
printf("CLone share %d written to %s.¥n",shareldx,cloneShare);
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fclose(fp); /* Close the file */
return 0;

}
}

Bl: RRY— - F—DHAN-VERBI S0 ILE RPG 7OJ S A
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D*************************************************************
D+ GETSHARE

D*

D+ Sample program to obtain a master key share as part of the
D* master key cloning process.

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. A1l programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D+ these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D (SC31-8609) publication.

D*

D* Parameters: Share number

D* Name of share sender private key

D* Name of certifying key

D* Path name of stream file containing receiver certificate
D*

D* Example:

Dx  CALL PGM(GETSHARE) PARM(2 SENDR SAKEY RECVR.PUB)

D*

D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE(GETSHARE) SRCFILE(SAMPLE)
Dx CRTPGM PGM(GETSHARE) MODULE (GETSHARE)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D* Note: Authority to the CSUAMKD service program
D* in the QCCA Tibrary is assumed.

D*

Dx The Common Cryptographic Architecture (CCA) verbs used is
D+ Master Key Distribution (CSUAMKD).

D*
D**************************************************************
D¥ e e e e e -
D* Declare variables used by CCA SAPI calls
g
D* *% Return code

DRETURNCODE S 9B 0

D* ** Reason code

DREASONCODE S 9B 0

D* *x Exit data length

DEXITDATALEN S 9B 0
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D*
DEXITDATA
D*
DRULEARRAYCNT
D*
DRULEARRAY
D=*
DTOKENLEN
D*

DTOKEN
DTOKENARRAY
D*
DPRVNAME
D=*
DCERTKEY
D*
DLSTRUCT
D*

D*
DCLONEKEKL
DCLONEKEKLC
D*

D*
DCLONEINFOLEN
DCLONEINFOLENC
D*
DCLONEKEK
D*
DCLONEINFO
D*
DSHAREIDX
D*

D*
DLENSTRUCT
DMSB

DLSB
DLENGTH

D*
DCRTSECLEN
D*
DPUBSECLEN
D*
DTKNINDEX
D*

DOUTLEN

D*

DFILED

D*
DPSTRUCT
DPATH
DSIDX
DPATHLEN
D*

DOFLAGR

D*

D*

DOFLAGW

D*
DSHAREFILE
D*

*%*

*%

*%

*%

*%*

DS

*%

*%

DS

*%*
*%

*%
*%*
*%
*%
*%*
*%*

*%

DS

*%

*%

*%

*%*

*%*

*%

DS

*%*

*%*

S

Exit data
4
Rule array count
9B 0
Rule array
16
Token Tength
9B 0 INZ(2500)
Token and array for subscripting
2500
1 DIM(2500)
Private key name
64
Certifying key name
64

Clone KEK length - one is binary form and the
other is used for reading the value from a file
9B 0 INZ(500)
1 4
Clone info length - one is binary form and the
other is used for reading the value from a file
9B 0 INZ(400)
5 8
Cloning key-encrypting-key
500
Cloning info
400
Share index
9B 0
Data structure for aligning 2 bytes into
a 2 bytes integer

2
1 1
2 2
1 2B 0
Certificate section length
9B 0
Public key section Tength
9B 0
Index into Token array
9B 0
Number of bytes to write out to a file
9B 0
File descriptor
9B 0

File path and Tength

80 INZ(*ALLX'00")
11 12B 0
9B 0
Open Flag - Open for Read only
101 0 INZ(1)
Open flag - Create on open, open for writing,
and clear if exists
101 O INZ(X'4A')
Base name of file to store cloning share
12 INZ('cToneShare00")

)RR e X T T

D* Prototype for Master Key Distribution (CSUAMKD)

R Rt T E T PP ey *
DCSUAMKD PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9 0
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DEXTDT 4

DRARRYCT 9B 0

DRARRY 16

DSHRINDX 9B 0

DKYNAM 64

DCRTKYNAM 64

DCRTL 9B 0

DCRT 2500 OPTIONS (*VARSIZE)
DCLNKEKL 9B 0

DCLNKEK 1200 OPTIONS(*VARSIZE)
DCLNL 9B 0

DCLN 400 OPTIONS (*VARSIZE)
D*

DR R L X T

Dx Prototype for open()

D**** """""""""""""""""""""" *khkkkkkkkhkrkhkk
DES value returned = file descriptor (0K), -1 (error)
Dopen PR 9B O EXTPROC('open')

D path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D Open flags

D 9B 0 VALUE

D (OPTIONAL) mode - access rights

D 10U O VALUE OPTIONS (*NOPASS)
D (OPTIONAL) codepage

D 10U 0 VALUE OPTIONS(*NOPASS)
D*

DR L L L L X X

D* Prototype for write()

R R X T T *khKkk
D* value returned = number of bytes written, or -1
Dwrite PR 9B O EXTPROC('write')

D= File descriptor returned from open()

D 9B 0 VALUE

D Output buffer

D 2500 OPTIONS(*VARSIZE)

D* Length of data to be written

D 9B 0 VALUE

D*

DR T L L X

D* Prototype for read()

D**********************************************************
D* value returned = number of bytes actually read, or -1

Dread PR 9B 0 EXTPROC('read')
D~ File descriptor returned from open()

D 9B 0 VALUE

D* Input buffer

D 2500 OPTIONS (*VARSIZE)
D Length of data to be read

D 9B 0 VALUE

D*

DR L X

D* Prototype for close()

D*********************************************************************
DES value returned = 0 (0K), or -1

Dclose PR 9B 0 EXTPROC('close')

D~ File descriptor returned from open()

D 9B 0 VALUE

D*

g gy
D* *x Declares for sending messages to the

D* #% job log using the QMHSNDPM API
gy
DMSG S 75 DIM(6) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(80)

D DS

DMSGTEXT 1 80

¥ 5 W 4758 BrElka oty g —

247



248

DSAPI 1
DFAILRETC 41
DFAILRSNC 46
DMESSAGEID
DMESSAGEFILE
DMSGKEY
DMSGTYPE
DSTACKENTRY
DSTACKCOUNTER
DERRCODE
DBYTESIN 1
DBYTESOUT 5
C*

[ O I T I T IV IV I ]

C**************************************************************

C* START OF PROGRAM

C*x =

C *ENTRY PLIST
C PARM
C PARM
C PARM
C PARM

7

44

49

7 INZ( "

21 INZ(" "

4 INZ( "

10 INZ('*INFO ")

10 INZ('=* ")

98 0 INZ(2)

4B 0 INZ(0)

8B 0 INZ(0)

*

SINDEX 15 5
PRVKEY 32
SAKEY 32
FILEPARM 32

C**************************************************************

C* Open certificate file

C**************************************************************

C* Ko e e *

C* % Build path name *

C* L Ty *

C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))

C PATHLEN SUBST FILEPARM:1 PATH

C* R *

C* =+ Open the file *

Cx Sy *

C EVAL FILED = open(PATH: OFLAGR)

C* [ Ty —— *

C+ * Check if open worked =

C* Ty *

C FILED IFEQ -1

C* Sy *

C* * Open failed, send an error message *

C* Ko m e m e m e e mem e *

C MOVEL MSG(1) MSGTEXT

C EXSR SNDMSG

C RETURN

C*

C ENDIF

C* gy g gy *

C* * Open worked, read certificate and close file =

C* g iy *

C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)

C CALLP close (FILED)

C*

C* Nememeccccesmccsssccscsmcccscsesassa———— *

C* * Check if read operation was 0K *

C* g *

C TOKENLEN IFEQ -1

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C ENDIF

C*

C* iy *

C* * Check if certificate length is valid *

C* * The Tength bytes start at position 3 *

C* gy *

C EVAL MSB = TOKENARRAY(3)

C EVAL LSB = TOKENARRAY (4)

C LENGTH IFLT TOKENLEN

C* ey *
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C*

* Certificate length is not valid =

MOVEL

EXSR

RETURN
ENDIF

MSG(3) MSGTEXT
SNDMSG

C**************************************************************
Find the certificate in the token

C*
C*
C*
C*
C*
C*
C*
C*
C*
C*

C
C
C
C
C*
C*
C*
C*
C*
C*
C
C
C
C*

The Tayout of the token is

- Token header - 8 bytes - including 2 Tength bytes
- Public key section - length bytes at position 3 (11 overall)
- Private key name - 68 bytes

- Certificate section

Note: 1 is added because RPG arrays start at 1.
C**************************************************************

EVAL
EVAL
EVAL
EVAL

MSB = TOKENARRAY(11)

LSB = TOKENARRAY(12)

PUBSECLEN = LENGTH

TKNINDEX = PUBSECLEN + 68 + 8 + 1

* Determine length of certificate section *
* Length bytes are at position 2 of the =*

* section.

EVAL
EVAL
EVAL

MSB = TOKENARRAY (TKNINDEX + 2)
LSB = TOKENARRAY (TKNINDEX + 3)
CRTSECLEN = LENGTH

C**************************************************************

C*

Obtain a certificate

C**************************************************************

C*
C*
C*
C*
C
C*
C*
C*
C
C
C*
C*
C*
C
C
C*
C*
C*
C
C
C*
C*
C*

OOOOOO0O0O

K o *
* Set share index number *
% (Convert from packed 15 5 to binary) *
K o e i ——— *
Z-ADD SINDEX SHAREIDX
K o *
* Set private key name *
K o *

EVAL LENGTH = %LEN(%TRIM(PRVKEY))
LENGTH SUBST PRVKEY:1 PRVNAME
K o *
* Set certifying key name *
K o *
EVAL LENGTH = %LEN(%TRIM(SAKEY))
LENGTH SUBST SAKEY:1 CERTKEY
K o *
* Set the keywords in the rule array *
K o *
MOVEL '"OBTAIN ' RULEARRAY
Z-ADD 1 RULEARRAYCNT

CALLP

CSUAMKD (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY:
SHAREIDX:
PRVNAME :
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C CERTKEY:

C CRTSECLEN:

C TOKENARRAY (TKNINDEX) :
C CLONEKEKL:

C CLONEKEK:

C CLONEINFOLEN:
C CLONEINFO)

Ck  Fommm e *

Cx * Check the return code =

Ck  HFomm e *

C RETURNCODE IFGT 0

C* K ————————— *

C* * Send failure message *

C* K ——————————— *

C MOVEL MSG(4) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL 'CSUAMKD' SAPI

C EXSR SNDMSG

C RETURN

C ENDIF

C*

C*************** """"""""""""""""""""""""""

C* Write share out to a file
C**************************************************************

C* **% Build path name

C MOVEL *ALLX'00" PATH

C MOVEL SHAREFILE PATH

C SIDX ADD SHAREIDX SIDX

C SHAREIDX IFGE 10

C SIDX ADD 246 SIDX

C ENDIF

C*

C ** Open the file

C*

C EVAL FILED = open(PATH: OFLAGW)
C*

C* **% Check if open worked

C*

C FILED IFEQ -1

C*

C* ** Open failed, send an error message

C*

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C*

C ELSE

C*

C* *% Open worked, write certificate out to file and close file
C*

C Z-ADD 4 OUTLEN

C CALLP write (FILED:

C CLONEKEKLC:
C OUTLEN)

C CALLP write (FILED:

C CLONEKEK:

C CLONEKEKL)
C CALLP write (FILED:

C CLONEINFOLENC:
C OUTLEN)

C CALLP write (FILED:

C CLONEINFO:
C CLONEINFOLEN)
C CALLP close (FILED)

C*

C* ** Send completion message

C*
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C MOVEL MSG(6) MSGTEXT

C EVAL %SUBST (MSGTEXT: 32: 12) =

C %SUBST(PATH: 1: 12)

C EXSR SNDMSG

C ENDIF

C*

C SETON LR
C*

C*********** """"""""""""""" khhkkkkhkkhkkhhkhkhhhkhhhhrhkx
C* Subroutine to send a message

C**** """"""""""""""" khhkkkhhkhkkhhkhhhhdhrhhrhhhhhhdhrhk
C SNDMSG BEGSR

C CALL "QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE

C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER

C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

The input file could not be opened.

There was an error reading from the file.

The length of the certificate is not valid.
CSUAMKD failed with return/reason codes 9999/9999.
The output file could not be opened.

The share was written to file

Bl: TREY— - F—DHEBAN—VEEATS/HD ILE C A5 A
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gy */
/* PUTSHARE */
/* */
/* Sample program to install a master key share as part of the */
/* master key cloning process. */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999, 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: Share number */
/* Name of share receiver private key */
/* Name of certifying key */
/* Stream file containing sender certificate */
/* */
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/* */

/* Example: */
/*  CALL PGM(PUTSHARE) PARM(2 RECVR SAKEY SNDR.PUB) x/
/* */
/* */
/* Note: This program assumes the card with the profile is */
/* already identified either by defaulting to the CRPO1 */
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized x/
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verbs used is */
/* Master _Key Distribution (CSUAMKD). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE (PUTSHARE)  SRCFILE(SAMPLE) */
/* CRTPGM PGM(PUTSHARE) MODULE (PUTSHARE) */
/* BNDDIR(QCCA/QC6BNDDIR) */
/* */
/* Note: Authority to the CSUAMKD service program */
/* in the QCCA Tlibrary is assumed. */
/* */
2y */

#include <stdio.h>
#include <string.h>
#include "csucincl.h"
#include "decimal.h"

extern void QDCXLATE(decimal(5,0), char *, char*, char *);
#pragma linkage (QDCXLATE, 0S, nowiden)

int main(int argc, char =xargv[])

e */
/* Declares for CCA parameters */
Sy S S S S S Sy S S S S S S —— */

Tong return_code = 0;

long reason_code = 0;

Tong exit_data_length = 0;
char exit_data[4];

char rule_array[24];

Tong rule_array_count;

Tong token_len = 2500;

char token[2500];

long clonelnfoKeylLength = 500;
unsigned char cloneInfoKey[500];
Tong clonelInfolength = 400;
unsigned char cloneInfo[400];
long shareldx;

char name[64];

char SAname[64];

/gy */
/* Declares for working with a PKA token */
/gy */
Tong pub_sec_Ten; /* Public section length */
Tong prv_sec_Ten; /* Private section length */
Tong cert_sec_len; /* Certificate section length */
Tong info_subsec_Ten; /* Information subsection length */
long offset; /* O0ffset into token */
Tong tempOffset; /* (Another) Offset into token */
long templLength; /* Length variable */
Tong templLenl, templLen2; /* temporary length variables */
char cloneShare[] = "cloneShare00"; /+ Base cloning share filename */
long count; /* Number of bytes read in from file */
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decimal(15,5) shareParm; /* Packed 15 5 var used for converting =/
/* from packed 15 5 to binary. Numeric */
/* parms on iSeries are passed as dec 15 5%/
FILE =fp; /* File pointer */

if (argc < 5) /* Check number of parameters passed in =/

printf("Need Share index, Receiver name, SA name, and cert¥n");
return 1;

}

/* Convert the packed decimal 15 5 parm =/
/* to binary. */
memcpy (&shareParm,argv[1],sizeof (shareParm));
shareldx = shareParm;

memset (name,' ',64); /* Copy the Private key name parm to a =/
memcpy (name,argv[2],strlen(argv[2])); /* 64 byte space padded var. */
memset (SAname,' ',64); /* Copy the Share Admin name parm to a =/

memcpy (SAname,argv([3],strlen(argv[3]));/* 64 byte space padded var. */

fp = fopen(argv[4],"rb"); /* Open the file containing the token */

if (!fp)
{
printf("File %s not found.¥n",argv[4]);
return 1;
}
memset (token,0,2500) ; /* Read the token from the file */
count = fread(token,1,2500,fp);
fclose(fp); /* Close the file */
/* Determine length of token from length =/
/* bytes at offset 2 and 3. */
token_len = ((256 * token[2]) + token[3]);
if (count < token_len) /* Check if whole token was read in =/
{
printf("Incomplete token in file¥n");
return 1;

}

/************************************************************/

/* Find the certificate offset in the token x/
/* */
/* The layout of the token is */
/* */
/* - Token header - 8 bytes - including 2 length bytes x/
/* - Public key section - length bytes at offset 10 overall =/
/* - Private key name - 68 bytes x/
[+ - Certificate section */
/* */

/************************************************************/

pub_sec_len = ((256 * token[10]) + token[11]);
offset = pub_sec_len + 68 + 8; /* Set offset to certiicate section */

/* Determine certificate section */

/* length from the length bytes at =*/

/* offset 2 of the section. */
cert_sec_len = ((256 * token[offset + 2]) + token[offset + 3]);

/**********************************************/
/* Open and read the clone file */
/**********************************************/
/* Build path name from the base */
/* file name and the index */
if (shareldx < 9) cloneShare[11] = '0' + shareldx;
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else

{
cloneShare[10] = '1';
cloneShare[11] = '0' + shareldx - 10;
}
fp = fopen(cloneShare,"rb"); /* Open the file with the share

if ?!fp)
{

printf("Clone share file %s not found.¥n",cloneShare);
return 1;

}
/* Read in the Tength of the KEK
count = fread((charx)&cloneInfoKeylLength,1,4,fp);

if (count < 4) /* Check if there was an error

printf("Clone share file %s contains invalid data.¥n",
cloneShare) ;

fclose(fp);

return 1;

}
/* Read in the Key encrypting key
count = fread((charx)cloneInfoKey,1,cloneInfoKeyLength,fp);

if (count < clonelnfoKeylLength) /* Check for an error reading

printf("Clone share file %s contains invalid data.¥n",
cloneShare) ;

fclose(fp);

return 1;

}

/* Read in the Tength of the clone info
count = fread((charx)&cloneInfolLength,1,4,fp);

if (count < 4) /* Check for an error

printf("Clone share file %s contains invalid data.¥n",
cloneShare) ;

fclose(fp);

return 1;

}

/* Read in the clone info
count = fread((charx)cloneInfo,1,clonelnfolLength,fp);

if (count < cloneInfolLength) /* Check for an error
{
printf("Clone share file %s contains invalid data.¥n",
cloneShare) ;
fclose(fp);
return 1;

}
fclose(fp); /* Close the file

/**************************************************************/
/* Install the share */
/**************************************************************/
memcpy ((void*)rule_array,"INSTALL ",8); /* Set rule array
rule_array_count = 1;

CSUAMKD( &return_code, &reason_code, &exit_data_length,

exit_data,
&rule_array_count,
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(unsigned char*)rule_array,
&shareldx,

name,

SAname,

&cert_sec_len,
&token[offset],
&clonelnfokKeylLength,
clonelnfoKey,
&clonelnfolLength,
clonelnfo);

if (return_code > 4 )
{
printf("Master Key Distribution Failed : return reason %d/%d¥n",
return_code, reason_code);
return 1;
}

else

{

printf("Master Key share %d successfully installed.¥n",shareldx);
printf("Return reason codes %d/%d¥n",return_code, reason_code);
return 0;

}
}

Bl: RRY— - F—DHAN—VEEAT SO ILE RPG OIS A
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D***************************~k~k-k****~k**************************
D+ PUTSHARE

D*

D+ Sample program to install a master key share as part of

D* the master key cloning process.

D*

D*

D+ COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

Dx tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. A1l programs contained herein are

D+ provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide

D (SC31-8609) publication.

D*

D* Parameters: Share number

D* Name of share receiver private key

D* Name of certifying key

D* Path name of stream file containing sender certificate
D*

D* Example:

Dx  CALL PGM(PUTSHARE) PARM(2 RECVR SAKEY SENDER.PUB)

D*

D* Use these commands to compile this program on iSeries:
D* CRTRPGMOD MODULE (PUTSHARE) SRCFILE(SAMPLE)
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D* CRTPGM PGM(PUTSHARE) MODULE (PUTSHARE)

D* BNDDIR(QCCA/QC6BNDDIR)

D*

D+ Note: Authority to the CSUAMKD service program
D* in the QCCA Tibrary is assumed.

D*

D* The Common Cryptographic Architecture (CCA) verbs used is
D* Master_Key Distribution (CSUAMKD) .

D*

D**************************************************************

) g

D* Declare variables used by CCA SAPI calls

)

D= ** Return code

DRETURNCODE S 9B 0

D= ** Reason code

DREASONCODE S 9B 0

D= ** Exit data length

DEXITDATALEN S 9B 0

D* **% Exit data

DEXITDATA S 4

D* *% Rule array count

DRULEARRAYCNT S 9B 0

D= *% Rule array

DRULEARRAY S 16

D* *x Token length

DTOKENLEN S 9B 0 INZ(2500)

D* *% Token and array for subscripting

DTOKEN DS 2500

DTOKENARRAY 1 DIM(2500)

D= *% Private key name

DPRVNAME S 64

D* *x Certifying key name

DCERTKEY S 64

D*

DLSTRUCT DS

D= *% Clone KEK length - one is binary form and the

D* *% other is used for reading the value from a file

DCLONEKEKL 9B 0 INZ(500)

DCLONEKEKLC 1 4

DE *% (Clone info Tength - one is binary form and the

D* *% other is used for reading the value from a file

DCLONEINFOLEN 9B 0 INZ(400)

DCLONEINFOLENC 5 8

D* *% Cloning key-encrypting-key

DCLONEKEK S 500

D= *% Cloning info

DCLONEINFO S 400

D* *% Share index

DSHAREIDX S 9B 0

D* ** Data structure for aligning 2 bytes into

D* *% a 2 bytes integer

DLENSTRUCT DS 2

DMSB 1 1

DLSB 2 2

DLENGTH 1 2B 0

D* *x Certificate section length

DCRTSECLEN S 9B 0

D* *% Public key section length

DPUBSECLEN S 9B 0

D* *x Index into Token array

DTKNINDEX S 9B 0

D* *% Number of bytes to read from a file

DINLEN S 9B 0

D= ** File descriptor

DFILED S 9B 0

D* *+ File path and length
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DPSTRUCT DS

DPATH 80 INZ(*ALLX'00")

DSIDX 11 12B 0

DPATHLEN S 9B 0

D* ** Open Flag - Open for Read only

DOFLAGR S 101 0 INZ(1)

D* ** Base name of file to store cloning share
DSHAREFILE S 12 INZ('cloneShare00')

D*

D**********************************************************

D+ Prototype for Master Key Distribution (CSUAMKD)

DR R X T T T s

DCSUAMKD PR

DRETCOD 9B 0

DRSNCOD 9B 0

DEXTDTALN 9B 0

DEXTDT 4

DRARRYCT 9B 0

DRARRY 16

DSHRINDX 9B 0

DKYNAM 64

DCRTKYNAM 64

DCRTL 9B 0

DCRT 2500 OPTIONS(*VARSIZE)
DCLNKEKL 9B 0

DCLNKEK 1200 OPTIONS (*VARSIZE)
DCLNL 9B 0

DCLN 400 OPTIONS(*VARSIZE)
D*

R R X T T *khKkk

Dx Prototype for open()

D**********************************************************
D* value returned = file descriptor (0K), -1 (error)

Dopen PR 9B O EXTPROC('open')

D path name of file to be opened.

D 128 OPTIONS (*VARSIZE)

D* Open flags

D 9B 0 VALUE

D (OPTIONAL) mode - access rights

D 10U O VALUE OPTIONS (*NOPASS)

D (OPTIONAL) codepage

D 10U O VALUE OPTIONS(*NOPASS)

D*

D**** """"""""""""""""""" khhkkkhhhkkhhkhhhhdrhhkrhhhhhhdhrhk
Dx Prototype for read()

D*********** *k*k *k*k *k*k *k*k ** kkhkkkkkkkhkkhkk

D* value returned = number of bytes actually read, or -1
Dread PR 9B 0 EXTPROC('read')

D= File descriptor returned from open()

D 9B 0 VALUE

D* Input buffer

D 2500 OPTIONS (*VARSIZE)

D+ Length of data to be read

D 9B 0 VALUE

D*

D**** """"""""""""""""""""""" khhkkkhkhkhkkhhkhhhhkhhhkkhrhhkx
Dx Prototype for close()

D**** """"""""""" khhkkkrhhkkhhkhhhhhhhhkrhhhhhhdhhdrhdhrhhhdhhdhrhsk
D~ value returned = 0 (0K), or -1

Dclose PR 9B 0 EXTPROC('close')

D= File descriptor returned from open()

D 9B 0 VALUE

D*
gy
D* ** Declares for sending messages to the

D* *% job log using the QMHSNDPM API
g g gy
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DMSG S 75 DIM(7) CTDATA PERRCD(1)

D DS

DMSGTEXT 1 80

DSAPI 1 7

DFAILRETC 41 44

DFAILRSNC 46 49

DMSGLENGTH S 9B 0 INZ(80)

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ('* ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*
C**************************************************************
C* START OF PROGRAM *
Cx =

C *ENTRY PLIST

C PARM SINDEX 155
C PARM PRVKEY 32
C PARM SAKEY 32
C PARM FILEPARM 32
C**************************************************************
C* Open certificate file
C**************************************************************
C* K e e e e e e mmmm e *

C* % Build path name *

C* K m e e e *

C EVAL PATHLEN = %LEN(%TRIM(FILEPARM))

C PATHLEN SUBST FILEPARM:1 PATH

C* K m e e e e mmmm e *

C+ = Open the file *

C* K e e e e e e mmmm e *

C EVAL FILED = open(PATH: OFLAGR)

C* gy *

Cx * Check if open worked =*

C* g *

C FILED IFEQ -1

C* K m e mmm e mm e mm e mm e —————————— *

Cx * Open failed, send an error message *

C* K mm e mm e mm e mm e mm e ——————————— *

C MOVEL MSG(1) MSGTEXT

C EXSR SNDMSG

C RETURN

C*

C ENDIF

C* g g gy *
C* * Open worked, read certificate from file and close file =
C* g g P *
C EVAL TOKENLEN = read(FILED: TOKEN: TOKENLEN)
C CALLP close (FILED)

C*

C* K m e mmm e m e m e — e — e ——————— *

C* * Check if read operation was 0K *

C* K m e mmm e mm e mm e m— e ———————————— *

C TOKENLEN IFEQ -1

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C ENDIF

C*

C* 2y gy *

C* * Check if certificate length is valid *

C* * The Tength bytes start at position 3 *

C* K e ——————
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C EVAL MSB = TOKENARRAY(3)
C EVAL LSB = TOKENARRAY (4)
C LENGTH IFLT TOKENLEN

C* K m e mm e m e mm e —— e —————————— *
C* * Certificate length is not valid =
C* g *
C MOVEL MSG(3) MSGTEXT
C EXSR SNDMSG

C RETURN

C ENDIF

C*

C**************************************************************
C* Find the certificate in the token

C*

C* The layout of the token is

C*

C* - Token header - 8 bytes - including 2 length bytes

C* - Public key section - length bytes at position 2 (11 overall)
C* - Private key name - 68 bytes

C* - Certificate section

C*

C* Note: 1 is added because RPG arrays start at 1.
[ kkkkkkkokk
C EVAL MSB = TOKENARRAY(11)

C EVAL LSB = TOKENARRAY (12)

C EVAL PUBSECLEN = LENGTH

C EVAL TKNINDEX = PUBSECLEN + 68 + 8 + 1
C*

C* gy g gy *

C* * Determine Tength of certificate section *

C* * Length bytes are at position 2 of the =*
C* * section.

C* gy P *

C EVAL MSB = TOKENARRAY (TKNINDEX + 2)
C EVAL LSB = TOKENARRAY (TKNINDEX + 3)
C EVAL CRTSECLEN = LENGTH

C*

C**********************************************************

C* Open and read the clone file
C**********************************************************

C* gy *

Cx * Set share index number *

Cx * (Convert from packed 15 5 to binary) *

C* K e — e m e —m e —m——————————— *

C Z-ADD SINDEX SHAREIDX

C* **% Build path name

C MOVEL *ALLX'00" PATH

C MOVEL SHAREFILE PATH

C* **% Adjust two digits on file name by adding to their
C* *% character value

C SIDX ADD SHAREIDX SIDX

C* ** If the index is greater than or equal to 10
C* ** then add 246 to force the first character to change
C SHAREIDX IFGE 10

C SIDX ADD 246 SIDX

C ENDIF

C*

C* *% Open the file

C*

C EVAL FILED = open(PATH: OFLAGR)
C*

C* ** Check if open worked

C*

C FILED IFEQ -1

C*

Cx ** Open failed, send an error message

C*
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C MOVEL MSG(4) MSGTEXT

C EXSR SNDMSG

C*

C ELSE

C*

C* ** Open worked, read in the clone information and close file

C*

C SETON 01
C Z-ADD 4 INLEN

C EVAL INLEN = read(FILED: CLONEKEKLC: INLEN)

C*

C* 2y gy *

C* * Check if read operation was 0K *

C* K m e mmm e m e m e ——————————— *

C INLEN IFNE 4

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C SETOFF 01
C ENDIF

C*

cC o1 EVAL INLEN = read(FILED: CLONEKEK: CLONEKEKL)
C*

C  OLINLEN IFNE CLONEKEKL

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C SETOFF 01
C ENDIF

C*

c o1 Z-ADD 4 INLEN

c o1 EVAL INLEN = read(FILED: CLONEINFOLENC: INLEN)
C*

C* K m e — e — e ————————————— *

C* * Check if read operation was 0K *

C* g *

C  OLINLEN IFNE 4

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C SETOFF 01
C ENDIF

C*

cC o1 EVAL INLEN = read(FILED: CLONEINFO: CLONEINFOLEN)
C*

C* 2y gy *

C* * Check if read operation was 0K *

C* 2y gy *

C  OLINLEN IFNE CLONEINFOLEN

C MOVEL MSG(5) MSGTEXT

C EXSR SNDMSG

C SETOFF 01
C ENDIF

C*

C CALLP close (FILED)

C No1 SETON LR
C*

C**************************************************************

Cx Obtain a certificate
C**************************************************************

C* K e e ——————— *

C+ = Set share index number *

C* Ty ey *

C Z-ADD SINDEX SHAREIDX

C* Ty gy gy *

C+ = Set private key name *

C* Ty gy *

C EVAL LENGTH = %LEN(%TRIM(PRVKEY))
C LENGTH SUBST PRVKEY:1 PRVNAME

C* Ty gy ey *
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Cx * Set certifying key name *

C* K m e e — e — e ———————— *

C EVAL LENGTH = %LEN(%TRIM(SAKEY))
C LENGTH SUBST SAKEY:1 CERTKEY

C* g g *

C+ =+ Set the keywords in the rule array *

C* K e e m e m e — e ————————— *

C MOVEL "INSTALL ' RULEARRAY

C Z-ADD 1 RULEARRAYCNT
C* gy *

Cx * Call Master Key Distribution SAPI =

C* gy *

C CALLP CSUAMKD (RETURNCODE :
C REASONCODE :
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY :

C SHAREIDX:

C PRVNAME :

C CERTKEY:

C CRTSECLEN:

C TOKENARRAY (TKNINDEX) :
C CLONEKEKL:

C CLONEKEK:

C CLONEINFOLEN:
C CLONEINFO)
Oy g *

C* * Check the return code =*
Oy *

C RETURNCODE IFGT 4

C* Kmmm e m e ———————————— *

C* * Send failure message *

C* gy *

C MOVEL MSG(6) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FATLRSNC

C MOVEL 'CSUAMKD' SAPI

C EXSR SNDMSG

C RETURN

C ENDIF

C* Kmm e mmm e — e ——————— *

C* * Send success message *

C* Kmmmmmmmm e m— e ———————— *

C MOVEL MSG(7) MSGTEXT

C EVAL %SUBST (MSGTEXT: 32: 12) =

C %SUBST (PATH: 1: 12)
C EXSR SNDMSG

C ENDIF

C*

C SETON LR
C*

C*********** *k*k *k*k *k*k *k* kkhkkkkhkkhkhkkhkhkkhhkkhhkkhkkhkkx

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR
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C*
*%
The certificate file could not be opened.
There was an error reading from the certificate file.
The Tength of the certificate is not valid.
The clone share file could not be opened.
The clone share file either could not be read or has invalid data.
CSUAMKD failed with return/reason codes 9999/9999.
The share was successfully installed.

Bl: REF—ZVYRPTBHLHDILEC TOT S A
REF—Z VA NTBIE, BEIECTUTOT OS5 AREERELTIEI 0,

FEr EAICET A EERBERICONTIE, R8OXR—=20 5 7 38 I— RIOWTORGSIH) [FBRL T
<IN,

2y */
/* List the names of the RSA private keys retained within the */
/* 4758. */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
/* */
/* This material contains programming source code for your x/
/* consideration. These examples have not been thoroughly */
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function */
/+* of these program. All programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for =/
/* these programs and files. */
/* */
/* */
/* Note: Input format is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. x/
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(LISTRETAIN) */
/* */
/* */
/* Note: This program assumes the card with the profile is x/
/* already identified either by defaulting to the CRPO1 x/
/* device or by being explicitly named using the */
/* Cryptographic_Resource_Allocate verb. Also this */
/* device must be varied on and you must be authorized */
/* to use this device description. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is x/
/* Access_Control Initialization (CSUAACI). */
/* */
/* Use these commands to compile this program on iSeries: */
/* ADDLIBLE LIB(QCCA) */
/* CRTCMOD MODULE(LISTRETAIN) SRCFILE(SAMPLE) */
/* CRTPGM PGM(LISTRETAIN) MODULE(LISTRETAIN) x/
/* BNDSRVPGM(QCCA/CSNDRKL) */
/* */
/* Note: Authority to the CSNDRKL service program in the */
/* QCCA Tibrary is assumed. */
/* */
/* The Common Cryptographic Architecture (CCA) verb used is x/
/* Retained Key List (CSNDRKL). */
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/*

#include <string.h>
#include <stdio.h>
#include "csucincl.h"

void main(void)

{
e
/* standard CCA parameters
2y
long return_code;

long reason_code;

long exit_data_length;

unsigned char exit_data[2];

Tong rule_array_count;

unsigned char rule_array[2][8];
2y
/* CCA parameters unique to CSNDRKL
2

unsigned char key label mask[64];
unsigned char key label[500] [64];

Tong retain_key_count;

long key Tabel count = 500;

int ks
2y
/* Set up Tabel mask, ie. which key name to retrieve.

[* x % % % x % .+ is a wildcard for all keys.
e
memset (key Tabel, 0x00, sizeof(key Tabel) );

memset (key_label_mask, ' ', sizeof(key Tabel_mask));

memcpy (key _Tabel mask,"*.*.%. % % % %" 13);

rule_array_count = 0;

CSNDRKL (&return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(unsigned char*)rule_array,
key label_mask,
&retain_key_count,
&key Tabel_count,
(unsigned charx)key label);

if (return_code != 0)

printf("Retained Key List failed with return/reason %d/%d ¥n",
return_code, reason_code);
return;

}

else

printf("Retained key count [%d]¥n",retain_key count);
printf( "No. of key labels returned [%d]¥n",key label_count);
if (key_label_count > 0)

{

*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
*/
*/

*/
*/
*/

*/
*/
*/

*/
*/
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printf("Retain Tist = ¥n" );
for (k = 0 ;k < key_label_count; k++)

printf( "[%.64s]¥n",key label[k]);
}

}
}

Fl: REF—2VYRAPMTB=60D ILE RPG 7O 5 A
BEF—Z2Y 2N 210, BEIRCTUTOTOS 5 ARIEEEL T I,

E FARICET A EERBEHRICONTIE, R8YXR=20 5 7 & I— RICOWTORGESHIHA) SR T
<7Za,

D*************************************************************
D*

D+ List the names of the RSA private keys retained within the
D+ 4758.

D*

D*

D* COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

D+ tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
D* these programs and files.

D*

D*

Dx Note: Input format is more fully described in Chapter 2 of
D* IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.

D*

D+ Parameters: None

D*

D* Example:

D* CALL PGM(LISTRETAIN)

D*

D* Use these commands to compile this program on iSeries:

Dx CRTRPGMOD MODULE (LISTRETAIN) SRCFILE(SAMPLE)

D* CRTPGM PGM(LISTRETAIN) MODULE(LISTRETAIN)

Dx BNDSRVPGM (QCCA/CSNDRKL)

D*

D* The Common Cryptographic Architecture (CCA) verbs used are
D* Retained_key List (CSNDRKL)

D*

D+ Note: Authority to the CSNDRKL service program in the

D* QCCA Tlibrary is assumed.

D*

D=*

Dx Note: This program assumes the card with the profile is
D* already identified either by defaulting to the CRPO1
D= device or by being explicitly named using the

D= Cryptographic_Resource_Allocate verb. Also this

D* device must be varied on and you must be authorized
D* to use this device description.

D*

DAkxkkhdkkkkhhkkkhhkkhkhhkkkhhhkkhkhhkkhkhdkkkhhkxkhhkkkkhhkkkhdxkx
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D*
DRETURNCODE
D*
DREASONCODE
D*
DEXITDATALEN
D*
DEXITDATA
D*
DRULEARRAYCNT
D*
DRULEARRAY
D*
DKEYLBLMASK
D*
DKEYCOUNT
D*
DLABELCOUNT
D*
DLABELLIST
DLABELS

D*

DI

D*

*x Return code

S 9B 0
** Reason code
S 9B 0
*% Exit data length
S 9B 0
**% Exit data
S 4
** Rule array count
S 9B 0
*%x Rule array
S 16
** Key label mask
S 64
*% Key count
S 9B 0
** Label count
S 9B 0
*% Label 1ist and Tlabel array
DS 3200

64 DIM(50)
** Loop counter
S 9B 0

DR R L L T

D+ Prototype for Retained Key List

R R X T T *kkKK
DCSNDRKL PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DKYLBLMSK 64

DKYCOUNT 9B 0

DLBLCOUNT 9B 0

DLBLS 64

D*
g gy
D* ** Declares for sending messages to the
D* *% job log using the QMHSNDPM API
2y
DMSG S 75 DIM(4) CTDATA PERRCD(1)
DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DNUMKEYS 1 3

DNUMLABELS 25 26

DDSPLBL 2 65

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")
DMESSAGEFILE S 21 INZ(' ")
DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")
DSTACKENTRY S 10 INZ ("'~ ")
DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*

C**************************************************************

C+ START OF PROGRAM *

¥ 5 W 4758 BrElka oty g —

265



266

C*
C*
C*
C*

C*
C*
C*

C*
C*
C*

C*
C*

Ooﬁﬁﬁﬁﬁ(’)ﬁﬁ(;

(]
*

C*

C*

Call Retained Key List SAPI
CALLP CSNDRKL (RETURNCODE :
REASONCODE :
EXITDATALEN:
EXITDATA:
RULEARRAYCNT:
RULEARRAY:
KEYLBLMASK:
KEYCOUNT:
LABELCOUNT:
LABELLIST)
_______________________ *
Check the return code =*
_______________________ *
RETURNCODE IFGT 4
L T *
* Send error message =
K o - *
MOVE MSG(1) MSGTEXT
MOVE RETURNCODE FAILRETC
MOVE REASONCODE FAILRSNC
EXSR SNDMSG
ELSE
Ko o *
* Check number of keys *
I e e L T T *
LABELCOUNT IFEQ 0
K e e e e ——————— *
* Send message saying there are no keys *
K *
MOVE MSG(2) MSGTEXT
EXSR SNDMSG
ELSE
K *
* Send message with number of keys *
I e e *
MOVE MSG(3) MSGTEXT
MOVE KEYCOUNT NUMKEYS
MOVE LABELCOUNT NUMLABELS
EXSR SNDMSG
K *
* Display each key Tabel up to 50 *
K o *
MOVE MSG(4) MSGTEXT
FOR I=1 BY 1 TO LABELCOUNT
MOVEL LABELS(I) DSPLBL
EXSR SNDMSG
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*%

C ENDFOR

C*

C ENDIF

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

CSNDRKL failed with return/reason codes 9999/9999
There are no retained keys in the 4758
000 keys were found and 00 Tabels returned

[
1

: REF—%HIRTS/-HD ILE C 7OJ5 A

RE

X —ZHIRY 21013, BEIIECTUTOTOT I Afl2ZEE L TIZE W,

G BEICETAEELERICONTIE, PRIXR=T0 5 7 3 d— RICOWTORGFE] FSRLT

[*-

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

<7ZEN,
__________________________________________________________________ */
Delete a retained key from the 4758 */
*
/
x/
COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000 */
*
/
This material contains programming source code for your */
consideration. These examples have not been thoroughly */
tested under all conditions. IBM, therefore, cannot */
guarantee or imply reliability, serviceability, or function */
of these program. A1l programs contained herein are */
provided to you "AS IS". THE IMPLIED WARRANTIES OF */
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
ARE EXPRESSLY DISCLAIMED. IBM provides no program services for x/
these programs and files. */
*/
*/
Note: Input format is more fully described in Chapter 2 of */
IBM 4758 CCA Basic Services Reference and Guide */
(SC31-8609) publication. x/
*
/
Parameters: */
none. */
*/
Example: */
CALL PGM(DLTRTNKEY) (SSLPRIV.KEY.ONE) */
*
/
*/
Note: This program assumes the card with the profile is */
already identified either by defaulting to the CRPO1 */
device or by being explicitly named using the */
Cryptographic_Resource Allocate verb. Also this */
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#1
#i

#d
#d

Vo

{

/
/

device must be varied on and you must be authorized

to use this device description.

The Common Cryptographic Architecture (CCA) verb used is

Retained_Key Delete (CSNDRKD).

Use these commands to compile this program on iSeries:

ADDLIBLE LIB(QCCA)

CRTCMOD MODULE (DLTRTNKEY) SRCFILE (SAMPLE)

CRTPGM PGM(DLTRTNKEY) MODULE (DLTRTNKEY)
BNDSRVPGM (QCCA/CSNDRKD)

Note: Authority to the CSNDRKD service program in the
QCCA Tibrary is assumed.

nclude <string.h>
nclude <stdio.h>
nclude "csucincl.h"

efine OK 0
efine WARNING 4

id main(int argc, char * argv[1])

2y
/* standard CCA parameters
2y
long return_code;

long reason_code;

long exit_data_length;

unsigned char exit_data[2];

Tong rule_array_count = 0;

unsigned char rule_array[1][8];
unsigned char key Tabel[64];

/* Process the parameters

2y

if (argc < 1)
{

printf("Key label parameter must be specified.¥n");
return;

* Set up the key label

g g

memset (key Tabel, ' ', 64 );
memcpy (key Tabel, argv[1], strlen(argv[l]) );

CSNDRKD (&return_code,
&reason_code,
&exit_data_length,

exit_data,
&rule_array_count,
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*/
*/
*/
*/
*/
*/

*/
*/

_______ */

*/

_______ */

_______ */

*/



(unsigned char*)rule_array,
key label);

/* Check the return code and display the results */

e */
if ( (return_code == OK) || (return_code == WARNING) )

{
printf("Request was successful¥n");
return;

}

else

{
printf("Request failed with return/reason codes: %d/%d ¥n",
return_code, reason_code);
return;

}

}

fl: REF—%HIFgTS7=6D ILE RPG 7O 5 A
EF—2HIRT 21, BESECTUTFOTOY I AFEEEL T EI 0N,

A BEICETAEESERICONTIE, PRIXR—=T0 I 7 3 I— RICOWTORGFHE] FESRLT
<7,

D*************************************************************
D* DLTRTNKEY

D*

D+ Sample program to delete a retained key from the 4758

D*

D*

Dx COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly

D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function
D+ of these programs. All programs contained herein are

D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D* ARE EXPRESSLY DISCLAIMED. 1IBM provides no program services for
D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D+ IBM 4758 CCA Basic Services Reference and Guide

D~ (SC31-8609) publication.

D*

D* Parameters:
D+  Retained key label name

D* (64 chacters - pad with blanks on the right)
D*

D* Example:

D*

D* CALL DLTRTNKEY +

D+ 'PKA.RETAINED.KEY.123 !
D*

D* Use these commands to compile this program on iSeries:

Dx CRTRPGMOD MODULE (DLTRTNKEY) SRCFILE(SAMPLE)

D* CRTPGM PGM(DLTRTNKEY) MODULE (DLTRTNKEY)

D+ BNDSRVPGM(QCCA/CSNDRKD)

D*

D+ Note: Authority to the CSNDRKD service program in the
D QCCA library is assumed.
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D*

D* The Common Cryptographic Architecture (CCA) verbs used are

D* Retained Key Delete (CSNDRKD)

(DR X T

D*
D¥emmmcmmmmemceeeee e
D¥emmmcm e
D* *%*
DRETURNCODE S
D* *%*
DREASONCODE S
D* *ok
DEXITDATALEN S
D* *ok
DEXITDATA S
D* **
DRULEARRAYCNT S
D* *%*
DRULEARRAY S
D* *%*
DKEYNAME S
D*

Return code

9B 0
Reason code

9B 0
Exit data Tength

9B 0
Exit data

4
Rule array count

9B 0
Rule array

16
Retained key label

64

D**********************************************************

D* Prototype for Retained_Key Delete (CSNDRKD)

()RR L X T

DCSNDRKD PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DKEYNAM 64

D*

)2y gy

D* ** Declares for sending messages to the

D* *% job log using the QMHSNDPM API

) gy

DMSG S 75 DIM(2) CTDATA PERRCD(1)

DMSGLENGTH S 9B 0 INZ(75)

D DS

DMSGTEXT 1 75

DFAILMSGTEXT 1 50

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")

DMESSAGEFILE S 21 INZ('

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ('*INFO ")

DSTACKENTRY S 10 INZ ('~ ")

DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

D*

C**************************************************************

C* START OF PROGRAM *

Cx =

C *ENTRY PLIST

C PARM KEYNAME

Cx =

gy *

C* Set the keywords in the rule array *

CFm e e e e e e e ——————— *

C Z-ADD 0 RULEARRAYCNT

g g g gy *
270 iSeries: WiE{LN—RT T



C* Call Retained Key Delete SAPI *

gy *
C CALLP CSNDRKD (RETURNCODE :
C REASONCODE:
C EXITDATALEN:
C EXITDATA:

C RULEARRAYCNT :
C RULEARRAY:

C KEYNAME)
(O *

C* Check the return code *

O A *

C RETURNCODE IFGT 4

C* Kmmmmmmmm e ———————— *

C* * Send error message *

C* Kmmmmmmmm e ——————————— *

C MOVE MSG (1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* Kmmmmmmmm e ——————————— *

C* * Send success message *

C* K m e mm e — e ———————— *

C MOVE MSG(2) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C*

C SETON LR
C*

C**************************************************************

C* Subroutine to send a message
C**************************************************************

C SNDMSG BEGSR

C CALL "QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY
C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

C*

*%

CSNDRKD failed with return/reason codes 9999/9999'
The request completed successfully

4758 SOty Y—D STV a—FTa4 5

4758 270ty —THRETIEHANLZEEON DONIZHUT 512l LRI RT HiEZ2EHAL T,
F TN a—TF 4 DTIERN L= —DOREICHIG L TWaaWEEIZIE, Y—EXHINBICERKR L T2
Uy,

B 28I E 707 S A LT, BfTO PTF I XRTEZBAL TWAMNERIEZRL TSI,
VH—>--d—RDEH

MEZBMIM L TR I TN a—T 4 2T ZTD O DOEANI KL, Uy —>2 - a—REMHO— 2R
MHITBHZETT,
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s 0 DUHF— - a—FRiL, EWICETLEZEZRLET, BINEREZIRET DD, 4758 270ty
H—id, W<ohotoliomdI—RE2ZDYy¥—> « O— RIZBEEMITET,

s 4 QOUH—Y-aA—RIZ, 7T —ar - Ty I3 A =T —A (AP]) [FUEEET
U7z, BERAXRDIRAELZZEEZRLET, YU —2a - TV ACK0ORELZM
FEICBEEL TWAEE, H2WIE, APL IRt S N/ZT—FICE D @E OREDEENH D FT,

c 8 DYH— - O—FKid, API DNEEICE T Liah-o722 &2 RLET, BESLTTYUr— 3> -
Jars5327 s TS—NERIZESTHWET,

s 12 PUHZ—> - aA—Kid, 4758 Oty b7 v TEZIFHRTRETIMEO N DN ZERLTNE
T, ZOd—Rid, API QUM EEICE T LMol 2 RLTWET,

« 16 MU%&—> - 2—Rid, . Common Cryptographic Architecture Cryptographic Service Provider
(CCA CSP), iSeries DT ANEI— R, F£/zlF 4758 270ty —DI7A4 > ANELI—RD
HALI—Z2RLTVWET, IN6DFYATOILT—IZDNTI, U—EAFMBITHEK T 2 0ENH
D i@‘o

Yad -0l FRIETATL - XL —4F— (QSYSOPR) HBITHICERIND A=V 0HT 5 2
ETCHED NI TN a—T 4 2T ETITEDLTEET, —RNIZ, Va7 - OJICAYE—V&FESA
N ME, BEELZYVY—> s O—REHHI—-RZIERNHEL 7OV S5 VICELET, AT A« F X
L= =il Nz Ayt —213, BEAMEEZRE T80, @, BEICOWTOBMERTEELRL
F9, ZOLOBBERIT IBM OF—EZHFHMBEZWNREL TS0, BEHINICHTLHENTHS &
3N ED EH A

H@EDIS—

KOEIBIFOLT—ITIEIL<TEETIHLERDHD FT,

+ 4758 27Ot vHY—& CCA CSP #EALLED 2620 K557 OtwvH—& 2628 K57 Oty H— -
AL, IBM CCA Services for iSeries TEIET 5, ZERICHIEDV Y 2—a > T9., 4758 270t
wH—& CCA CSP I, 2620, 2628, F/zid IBM CCA H—EATIEEMEL £8 A,

s BEBEEAVICEELED B@EEZF VICEAETDHETIL, 4758 270t v —ITid, Wh7RDERE 3%
BHZEMTEERA,

- BEEELROERZ. 4758 BEta7Otyd—n, TNLbH 2620 /(3 2628 A, 4758 K H
fta7oty I —TriIFNERD £ A,

« 4758 27Oty Y —(IEBEEZKRE L TI\SMD Cryptographic_Resource_Allocate API Z H/RIIZ M L 75
Mo IHEI1TIE. BEBEEIC CRPOL EWDARIZMIT2LENDH D 9, AaizefHiTano ZEEI1
13, CCA IZEDEBEBHBINT S ENTEEE A, HEIC CRPOI EWDARTZEFMITBN, F21E
Cryptographic_Resource_Allocate CCA APl ZfifH T 5 L5707 I LEEH L CEEEEINLET,

« FLWEBZEBIRL TS D HIEFOEE (7-& 21X, CRPO1 EWDARTOMERE) LBINEEND 58
HI2i3, 4758 270ty —Iid, Z—H—7A" Cryptographic_Resource_Allocate ZfEf L7aWWNED, &
&I DB ENEIN S NE T,

« 4758 27Oy Y —(IRANT - 774 ERE L TI\S D Key_Store_Designate SAPI % BI/RIIZf
A L7ZHE1213, CCA CSP Hih— M3, BEBRTHRINMIToNZT7 7V E2HBS L FT, EiE
LR T 7 1 K HTZ AT TWRWEEICIE, 4758 270ty —iddXRTO 771V EREL 8
Ao

¢ YRY— - F—#O—KRLTHRELTWSD 4758 270ty —iF, YAV — - -F—Z2O0—RLZAW
RO, 4758 270ty Y —2WRT 57200 ERIINIZ, WhHEIEEERDZETLER A,

s HWIRY— - F—: LPRY—[CF—DEENTWNSED 4758 270ty P —id, WY AY— - F
— LAY —IENTNINED, BIfTORAY — « F—TRHF—Z2HES{LITDENTEEE .
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o HABRBFOEFRENCIIFEDN—FD LT - ARV RZEFERT HERDH S0 HERNZNGZEITIE, IELW
MEBRD b 2% EIZFHT 2707 y A IIVEHERALTO F T 208N H D ET,

s BEDON—RD 7 - ARV REFERATHHEREF > TOWBREDH DM 4758 270y HF—AN\—
ROy - ARREBBEETIHN, 20X 2 REMFEHT L0 0%EIZFF] L THRWEEITIE,
4758 a7 Oty Y —Z2EEL T 2L ENH D £, FHHHMEIE. Cryptographic_Facility_Control API
FRFATL - H—ER - Y—IZHBEN—RT Y - Y—EREFHE IO I LEFHLET,
Cryptographic_Facilty_Control API ZffHd %1213, 4758 a7 0ty —2FgitdsN—Ro 7 -
X2 RITEEZFF] T 20ENH D £T, ZOXIBRERNEFELRNES, N—RUxY - —E
2ERTOT I NEFHLET,

o BEEFIEINS ML O—RESNTWSHD 4758 a7 0ty —I3, EEFRIEANY ML E2O—RTBHET
&, HEERLS O SEEZ T 5 2T TEEE A,

 Cryptographic Access Provider @D 1 DBWBEAINTIS D IBM &, #EEFIEINY MLaIn
507087 b ERITHR LR,

¢« YIRY— - F—%20O— KL TWBEHEEICIE. FIROTRY— - F— - LRI —ZHIBRLTHSEEL
= 4758 270y —NHHEOYAY — « F— - LAY —EIHHICO— R L TWAEEITIE,
YAY— « F—DBRADOENE 10— RITBEIETEER .

« R{T9 H4ER%Z DEFAULT DRZIMNSHIFRT BRIIC, 4758 T/ OV I ERELED REL TN

. Cryptographic_Facility_Control API £7/zl3> A5 L « B—EX « V—)VIZHBH/N—RUxY - ¥—E

ZEBEMERALT 4758 270ty 3 —2¥t L £7, Cryptographic_Facilty_Control API % {9 5%

i, 4758 270ty —2HY LT AN—Ro 7 - A7 RICEREZHFTILENHD T,

COXDBBENEELLZWEE, N—RUxY - U—EXEH IO/ I L0%2EHLET,

NEIE - WBRERTEERTSHIIC EID Z25%E LD RSA F—%EK T 5Hi1IC EID Z2RET HHH

MWHOET,

e X F— - F—=U DORYVIONA LE 2 # 0 ICELLS#EME LD #WIHEL TWiz WA, CCA
HHR—NIRIDONA FEF— - TNV ELTHATLZZEDHDET, CCA Hih— NI, DN
A RERRIRNNERELTLR=1FT 20, F2E3F— - LI—-REHRHETERZELER—-MLET,

« PKA #BRART7 - 774N ELNREEINTINS PKA F—ICHB3 SN LU TRICARIEER LD
FECARTZMERLZSE1ICE, 4758 270ty T —i3, #AKRY « 77 AN ERBIIHRRT D720, ##
BEINTWsF—2RIBTHIEEHDEF A,

RTIVEY PKA ¥— - b= >0WTNHDT 4 —)LRIC EBCDIC T—4#MH5MH, 4758 270
tyd—i3, FiZ. Z<DOT7 44—V RT ASCII T—FMNESMEF v LT, EBCDIC T—% %Mt
LGB I—2RUET,

KOG b T TN a—F 4 2 7ERICOWTIE, [ 14758 Brsbd 7oty 3 —o ikl [& [280
F20 ThN=—FRox7 - F—EXBER 0T 7 LOFM] BB T ES 0,

4758 BE=S{a7Oty —DBEHE{L

4758 A7 0ty Y —%2Ro Ty 7 v LA, BRIIFERAARRNIC/RD, TXRTORSHEEENFE
FCER<R0ET, £/=, API 2FHLTHETAHZIEHTEEFRA, FEAEF, YAY— - F—0F%
EINF A S NIRRT 20 . FHOREEET 0T 7 1V OEE £ IERATF Al & N5z
WHERR &> TLESHARH D £,

Cryptographic_Facility_Control (CSUACFC) SAPI Z{ifid 5 &, H—FZHIHLT5-0DN—FTx

Y s ARV REFOH T ZENTEET, BEOLDIT, 2 DOTOT T LAFANRESNTVET, 205
HE@ 1 DI ILE C TERSINTHO, 5 1 DIE ILE RPG THERINTWET, 550707 I A4
BHIEITI HHEAEFTC TY,
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« | THil: 4758 a7 0ty H—Z gL 570D ILE C 70V I 4] |
« R7T7TX=20 T 4758 270ty Y —Z2 R8Ik d 572D ILE RPG 707 T Al |

Rt TwWs 0y I AEEFERATAHEAICIE. BREISRCTEELET, tF YT — EOHEHE
M5, IBM Tl HRESNTWET 73N MEEZFOTEMERT2DOTIE LS, Zhso7ary oA
BIZETEL CTENEHEHIT L2 E2BEDLET,

L2L. ZAEIZE->TE N—RUxY - A2 RSN TV LEENZNWEEDH D ET, TOHE
I, RROR=2D ThN=Ro 7 - —EXER T 7LD [CHIENTWE I AT L - —F
A Y= )VODN—RT 7 - b—ERERTO7 I LATREINTWDHEEEFEHRAL T, 122 ANEa
—RFZ2HO—-RITHZLENHDET,

4758 A7Ot Yy Y —ICHBS5A L ARNEI— KOFEH

T4 AN I—R%Z 4758 270ty S —IicO0—R3 3 &, 4758 270ty T —ICREINTVWE T
AH—« F—, TRTCOMER, BIOITXRTOREETOT7 7y A IIVNEEINET, LER>T, =N
—13 4758 270ty =TI ANEHI— RO PTF ZHEICO— R LARW=H, PTF % {#HlEE
29 2I121E, YATLERERTY 7 a  2MBLENRHVET, I ARNMI— RE20— RT 50H]
I, YAY— - F—ON\—RIE—ZERL TH EWoriz, HEZEKERICHTREICT D007 T 7>
a xR ET,

E: A= F—E T O LNERLEGEICIE. 20F—% 2 FHD 4758 270ty 9 —cERT
DZNENRHDET, EHLAWVWES, 4758 a70bt vy —2HPH b Lz &SI sfban/=+—n
TRTERDONET,

fl: 4758 27Oty Y —2BIE{LTS7/=6D ILE C A S A
4758 270ty —Z2HYET I, REISEC T RO 707 S5 AZZEELTLF3 0N,

GED FBEICETAEERBERICONTIL, R8IR=20 T 7 & I—RICOWTORGZHHE] [BSRL T
<7EEWn,

2y */
/* Clear the 4758 card (reset to manufactured state). */
/* */
/* */
/* COPYRIGHT 5769-SS1 (C) IBM CORP. 1999 */
/* */
/* This material contains programming source code for your */
/* consideration. These examples have not been thoroughly x/
/* tested under all conditions. IBM, therefore, cannot */
/* guarantee or imply reliability, serviceability, or function x/
/* of these program. A1l programs contained herein are */
/* provided to you "AS IS". THE IMPLIED WARRANTIES OF */
/* MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE */
/* ARE EXPRESSLY DISCLAIMED. IBM provides no program services for x/
/% these programs and files. */
/* */
/* */
/* Note: This verb is more fully described in Chapter 2 of */
/* IBM 4758 CCA Basic Services Reference and Guide */
/* (SC31-8609) publication. */
/* */
/* Parameters: */
/*  none. */
/* */
/* Example: */
/*  CALL PGM(REINIT) */
/* */
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/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

#i
#i

#1
#i

#d
#d
#d

#d

in

{

Note: This program assumes the device to use is
already identified either by defaulting to the CRPO1
device or by being explicitly named using the
Cryptographic_Resource_Allocate verb. Also this
device must be varied on and you must be authorized
to use this device description.

Use these commands to compile this program on iSeries:
ADDLIBLE LIB(QCCA)

CRTCMOD MODULE(REINIT) SRCFILE(SAMPLE)

CRTPGM PGM(REINIT) MODULE(REINIT) BNDSRVPGM(QCCA/CSUACFC)

Note: Authority to the CSUACFC service program in the
QCCA Tibrary is assumed.

The Common Cryptographic Architecture (CCA) verb used is
Cryptographic_Facilitiess_Control (CSUACFC).

nclude "csucincl.h" /* header file for CCA Cryptographic
/* Service Provider for iSeries

nclude <stdio.h>

nclude <string.h>

nclude <stdlib.h>

standard return codes
efine ERROR -1
efine OK 0
efine WARNING 4

efine TOKENSIZE 8 /* number of bytes in random token

t main(int argc, char xargv[])

Sy
/* standard CCA parameters
2y
Tong return_code = 0;

long reason_code = 0;

1]
N
we

Tong exit_data_length
char exit_data[4];

char rule_array[2][8];
Tong rule_array_count = 2;

Tong verb_data_length = TOKENSIZE;
char verb_data[TOKENSIZE];

char verb_data2[TOKENSIZE];

int i;

/* set keywords in the rule array

memcpy (rule_array,"ADAPTERIRQ-TOKEN",16);

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/

*/
*/
*/
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/* get a random token from the card - returned in verb_data

CSUACFC( &return_code,
&reason_code,
&exit_data_Tlength,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_Tlength,
(char *)verb data);

if ( (return_code == OK) | (return_code == WARNING) )
printf("Random token was successfully returned.¥n");
printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);
/* get the one's complement of token and store in verb_data2. =/
/* operate on one byte at a time */

for(i = 0; 1 < TOKENSIZE; i++)
{

}

verb_data2[i] = “verb data[i];

/* change keyword in rule array */
memcpy (&rule_array[1],"RQ-REINT",8);
/* invoke the verb to reset the card */

CSUACFC( &return_code,
&reason_code,
&exit_data_length,
exit_data,
&rule_array_count,
(char *)rule_array,
&verb_data_length,
verb_data2);

if ( (return_code == OK) | (return_code == WARNING) )
{
printf("4758 card successfully cleared/reset.¥n");

printf("Return/reason codes ");

printf("%1d/%1d¥n¥n", return_code, reason_code);

return(0K);
1
else
{
printf("An error occurred while clearing the 4758 ");
printf("card.¥n Return/");
printf("reason codes %1d/%1d¥n¥n", return_code, reason_code);
return (ERROR) ;
}
1
else
{
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printf("An error occurred while getting the random token.¥n");
printf("Return/reason codes ");
printf("%1d/%1d¥n¥n", return_code, reason_code);

return(ERROR) ;
1

}

fl: 4758 A7Oty Y —2BIE{LT 5/-6D ILE RPG OS5 A
4758 270ty —Z2HYET I, REISEC T RO 707 5 AFZZEEL TLFE N,

R T A EEABRICONTIE, R8YXR—=20 I 7 8 J— RIOWTORKGLHE] [ESIRLT

<7ZEWN,

Dxkkkxkhkhkkkhhhkkhkhhkkhhhkkhhhkkkhhkkhhhhkrkhkhdrkhhhkxkhhkkkhkx

D* REINIT

D*

D* Clear the 4758 card (reset to manufactured state).
D*

D*

D+ COPYRIGHT 5769-SS1 (C) IBM CORP. 2000, 2000

D*

D* This material contains programming source code for your

D* consideration. These example has not been thoroughly
D* tested under all conditions. IBM, therefore, cannot

D* guarantee or imply reliability, serviceability, or function

D+ of these programs. A1l programs contained herein are
D* provided to you "AS IS". THE IMPLIED WARRANTIES OF

D+ MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

D+ ARE EXPRESSLY DISCLAIMED. IBM provides no program services for

D* these programs and files.

D*

D*

D* Note: Input format is more fully described in Chapter 2 of
D= IBM 4758 CCA Basic Services Reference and Guide
D* (SC31-8609) publication.

D*

D+ Parameters:

D* char * new time 16 characters

D*

D+ Example:

D=  CALL PGM(REINIT)

D*

D* Use these commands to compile this program on iSeries:
Dx CRTRPGMOD MODULE (REINIT) SRCFILE(SAMPLE)
D* CRTPGM PGM(REINIT) MODULE(REINIT)

D+ BNDSRVPGM(QCCA/CSUACFC)

D*

D* Note: Authority to the CSUACFC service program in the
D* QCCA library is assumed.

D*

Dx The Common Cryptographic Architecture (CCA) verbs used are

D+ Cryptographic_Facilty Control (CSUACFC)

D*
D**************************************************************
)T T T reyep——

D* Declare variables for CCA SAPI calls
g g g

D* ** Return code

DRETURNCODE S 9B 0

D* *% Reason code

DREASONCODE S 9B 0

D* *% Exit data length
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DEXITDATALEN S 98 0

D= ** Exit data

DEXITDATA S 4

D* ** Rule array count
DRULEARRAYCNT S 9B 0

DE **% Rule array

DRULEARRAY S 16

D= *% Verb data length
DVERBDATALEN S 9B 0

D* **% \erb data

DVERBDATA S 8

D*
)2y gy g
D* Declares for calculating one's complement
2y
DBUFFER DS

DA1 1 2

DA2 3 4

DA3 5 6

DA4 7 8

D*

DWORKBUFF DS

DINT4 1 4B 0

DINT2 3 4

D*

D*

Dixkxkkhkrkkhkhhkkhhhkkhkhhhkkkhhdkkhhhkkkhhkkhhhkxkhhdrkhhkkxkk

D* Prototype for Cryptographic_Facilty Control (CSUACFC)

DAxkxkkkdkkkkhhkkkhhhrkhkhhhkkhhhkkkhhkkkhhkkkhhkxkhkhdrkkhkkxkk

DCSUACFC PR

DRETCODE 9B 0

DRSNCODE 9B 0

DEXTDTALEN 9B 0

DEXTDTA 4

DRARRAYCT 9B 0

DRARRAY 16

DVRBDTALEN 9B 0

DVRBDTA 8

D*

D¥* e — — - m e o

DE *% Declares for sending messages to the

D= *% job log using the QMHSNDPM API

)2y gy

DMSG S 75 DIM(3) CTDATA PERRCD(1)

DMSGLENGTH S 9B 0 INZ(64)

D DS

DMSGTEXT 1 80

DFAILRETC 41 44

DFAILRSNC 46 49

DMESSAGEID S 7 INZ(' ")

DMESSAGEFILE S 21 INZ(' ")

DMSGKEY S 4 INZ(' ")

DMSGTYPE S 10 INZ ('*INFO ")

DSTACKENTRY S 10 INZ('~* ")

DSTACKCOUNTER S 9B 0 INZ(2)

DERRCODE DS

DBYTESIN 1 4B 0 INZ(0)

DBYTESOUT 5 8B 0 INZ(0)

C*

C**************************************************************

C* START OF PROGRAM *

Cx =

C*x =

g gy *

Cx Set the keyword in the rule array *

g *

C MOVEL "ADAPTERT' RULEARRAY
iSeries: K5 H{b/N—RU 7



C MOVE '"RQ-TOKEN' RULEARRAY

C Z-ADD 2 RULEARRAYCNT
g gy *
C* Set the verb data Tength to 8 *
g *
C Z-ADD 8 VERBDATALEN
C**************************************************************
C+ Call Cryptographic Facilty Control SAPI */
C*********** """"""""""""""" khhkkkkhkkhkkhhkhkhhhkhhhhrhkx
C CALLP CSUACFC (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

C EXITDATA:

C RULEARRAYCNT:

C RULEARRAY:

C VERBDATALEN:

C VERBDATA)
O *

C+ Check the return code =*

(2 *

C RETURNCODE IFGT 4

C* gy *

C* * Send error message  *

C* gy *

C MOVEL MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C RETURN

C ENDIF

C*

C* K e —————————— *

C* * Send success message for the 1lst step *

C* gy gy *

C MOVEL MSG(2) MSGTEXT

C EXSR SNDMSG

C*
gy *
C* Set the keyword in the rule array for 2nd step *
Chm e e e e e e e e *
C MOVE '"RQ-REINT' RULEARRAY

C*

G mm m e e e e e e *
C* Convert the token into the one's complement of it *
G mm e e e e e e *
C MOVE VERBDATA BUFFER

C Z-ADD 0 INT4

C MOVE Al INT2

C EVAL INT4 = 65535 - INT4

C MOVE INT2 Al

C MOVE A2 INT2

C EVAL INT4 = 65535 - INT4

C MOVE INT2 A2

C MOVE A3 INT2

C EVAL INT4 = 65535 - INT4

C MOVE INT2 A3

C MOVE Ad INT2

C EVAL INT4 = 65535 - INT4

C MOVE INT2 A4

C MOVE BUFFER VERBDATA

C*
C**********************'k******'k********************************
C* Call Cryptographic Facilty Control SAPI */
C**************************************************************
C CALLP CSUACFC (RETURNCODE :

C REASONCODE :

C EXITDATALEN:

¥ 5 W 4758 BrElka oty g —
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C EXITDATA:

C RULEARRAYCNT:
C RULEARRAY :

C VERBDATALEN:
C VERBDATA)
O *

C* Check the return code *

Chmmm e *

C RETURNCODE IFGT 4

C* Hmmmmmm—m— e ——————— *

C* * Send error message  *

C* Ty *

C MOVEL MSG(1) MSGTEXT

C MOVE RETURNCODE FAILRETC

C MOVE REASONCODE FAILRSNC

C EXSR SNDMSG

C*

C ELSE

C* Ty *

C* * Send success message *

C* Kmmmmmmmm e —————— *

C MOVE MSG(3) MSGTEXT

C EXSR SNDMSG

C*

C ENDIF

C SETON LR
C*

C**************************************************************
C* Subroutine to send a message

C*************** """""""""""""""""""""""""
C SNDMSG BEGSR

C CALL 'QMHSNDPM'

C PARM MESSAGEID

C PARM MESSAGEFILE
C PARM MSGTEXT

C PARM MSGLENGTH

C PARM MSGTYPE

C PARM STACKENTRY

C PARM STACKCOUNTER
C PARM MSGKEY

C PARM ERRCODE

C ENDSR

*%

CSUACFC failed with return/reason codes 9999/9999.
Random token was successfully returned.
The Cryptographic Coprocessor successfully cleared/reset.

N—=—FKDz17  -Y—ERERITAISLDER

N—RU L7 « J—EREHTOT I AT HENBLONN =20 GOSN, AT LD)N—R
DT ERRBIORIET D200V =)L THD, AT 1/0) 7oty —DF Ny T 28T HHDT
T, X7z, 4758 A7 Oy —2HYHHL T2 20IcbHINET WIS N T RWIREEICREL £
EDD

4758 a7 oty —rEIIEENS &, 4758 AT Oy —DIT A O ANEHI—-RNa T 0y B —
EO—REINEd., a7o0tyd—0I1t ANHI— RHAO IO 5 A—RHEIE (PTF) O—8 (T
NT TV Tld, PTF Z{EERREICT 52010, N—RU 7 - H—EXER T O I LOFHEZE
RIBZENHVET., FA L ARNBI—FON DD EST AL REHO—RT 5L, YAV — - F
—. fRE RSA FEgE, &RE, BXAXTO 7y AN EEOERT -y NEbns ZEns, mEOEET
X5XIICTHED, ZOBMDAT Y TIHNHAAENTNET,
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4758 a7 oty -2yt TRy FLARTNE RS BWEE D ET, &1
WX, 370y —0OFERNEL <RWESIZIE, 370y —OFFaEiEE o - < RIFTEaho
720, 4758 a7 0ty —0ERI—FT 4 U T4 —RI—F—ERDT TUr—a 2 EFS>TITIETE
BINo D LET, 5 1 DO, BEEITOT7 vy A NVHDNAT—REENTLEWN, ISIINAT—
ROEHEZF SN TNWSEEZFEHT 2707 7 A VMR WEAE T,

N—RI L7 « —EREHTOTIAI. PATL - T—EX - V=)lIZE&ENTWET, PATA Y
—E X «—)UBA#E (STRSST) CL AN > RZEFHALE9, CL I > RfF T STRSST & AJ1L. Enter ¥+

—ZMLFET, U—EZ - V—)VOBIh (STRSST) OH1 >F 2| MEHNERINET,

4 . N\
Y—EX - Y—ILOFEIE (STRSST) DY A > F >

AT L SYSTEMO1
BEIRIEEZANLT, RITF-EWLTILES,

P=ER o Y=lho A== so000c
Y—ERXR - VY=L - RRT—F ...

F3= #% F9= /XX — RE Fl2= BRUBE L
9 ®’T 7—REE BRUH Y

HY—ERA - V—=)OI—Y— - TOT 7 A INEAENAT—REZAHNLET, [PAFAL - P—EZX - V—
V] BHENERINET,

/ _ . N
DARATAL - Y—ER - YU—)L (SST)

ROFMS 1 DEBERATLES,

Y—EX - V—ILDORA
EEBY—EX - V—ILDWLE
T4 RO EBEDILE

T4 RTy b T—HEEDLE
AT AXEDILE

PRAT LABEDILE

DO WN =

EIRIEE
1
F3= #&7 F1o= OAX > RAH F12= ERUJE L
9 #® > U H )

H—VE A - V=)L ZBETAITiE. 1 Z22BIRL T, Enter F—2LTLEI W, H—EZX - V—)LDH
f1 BHAINFERINET,
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H—ER - V=L DFRA

Warning: Incorrect use of this service tool can cause damage
to data in this system. Contact your service representative
for assistance.

RD 1 DEBIRLTSESLY,

. Oy o NESHOS

. A AR — KDBH
. GBS B OMNIE
RREBR/ T

. OAEARBI—F - 05
. EREBEY S T EEEEE

. N— R TRFEEEEE

NOoOYOTREWN

ERIEH
7
F3= #7T F12= ERUJE L F16= SST AZa—
S #® 1 %

N=RUz? - F—EXEHT OV I LEMAT 21T, 7 ZBRLTILS W, N=RoxY - ¥—E

ZAEH IO S AOEEIC, FHAGRERA TS a DA a—NERINET,

4 N\
N— RO 7 RTEEBEE

DATAEE .. .. .. . 9406-270 10-4314M
JU—ZX ... ... ...: V5RIMO (1)

RO 1 DEBIRL TSN,

1. Sy —=2 - N=ROxT7ER (VRT LA, ZL—A, h—FK, ...)
2. BREBN—ROTTER (/NX, I0P, HIEZEE, ...)
3. BRAICLDERDKRE
4. BENHYFREDN—RD T TER
5. YRATALAERFIERY T —2 (SPCN)
6. b—ERMEO S DILE
7. FN)\oAT— 3> - D=0 - — DX
8. ZEBUATRSE
EIRIEE
2

F3= 87 Fo= #BRADEIRI  F9= h— K - Fv v TERORTR
\F10= TToia PR ERERDERR Fl2= ERUJEL )

AN R Y EREZEH TSI 2 ZRERLTIZS 0N,
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REN—RUT7TER
RD 1 DEZFRLTLS 2SN,

AT A NRER
oty —&R
FREEHER
=Y OER

B wnN =

EiRIEE
1

s 8T  Fo= #BAXODENR  Fl2= BRUEL

AT L NAEREERRT DI, EREN- R YER] BENS, 1 2B R TS N,

4 DRT L NRALEOREBN—RYTER )

MIBETDRTA /N ... *ALL *ALL, *SPD, *PCI, 1-511
2 2 *CRP *ALL, *STG, *WS, *CMN, *CRP
F7arEANLT, REF—FMLTIZIU,
2= FHHOEE 4= BRE 5= DR 6=1/0 7/\v &
7= P RT ABEROFRR 8= Ny —UEREE 9=10P [CREEL/=&R
Jy—2
Opt Description Type-Model Status Name
_ HSL AHAZT Yy 2249- BAERTBE BCO2
_ NRIRT YT — - BRAERTRE BCCO2
B SRT A INR 2249- #BRAERT e LBO1
_ RIVFT7ITH— Ty 2249- BRAERT R PCIO1D
_ ZEHAEE 10P * < 284D-001  IRIEAIAE CMBO1
_ HSL AHAT Yy 283B- BRERT e BCO1
_ NRIRT YT — - BAERTRE BCCO3 -
< ...

F3= #&7 F5= HHFTRT F6= ENRI F8= FEMEERDIIAA
Fo= fEEER Fl10= FFREER
\F11= WEERS HERBEBDERTR F12= BXUE L

%

4758 MEFN TS IOP M- TWAEEIZIE, IOP OXIC 9 ZAHLFT., RHOLAEICIE.,
T k] 74 —=J)VRIZ *CRP EANLTYUZXKRZYT Tty ML, RKRIC 4758 258 IOP ORI 9 %
ANLET, TIOP IZBE L Z3%HBE/N— Ry 7 &R HEHAERINET,

%5 & 4758 BBk oty — 283



0P [CEAEL/REN-RFDTER
F7 a3 EANLT, ROF—EMLTIZEL, ‘
2= FHDEE 4= BRE 5= FDERTR 6=1/0 T/\v &
7= BE 8= /Ny — U ERBEE
Jy—2

Opt Description Type-Model Status Name

_ ZEEE 0P * < 284D-001  1R{EFTAE CMBO1

_ EH7 YT — 4758-023  #R{ERTHE CRPCTLO1

6 EERE 4758-023  1R{FRIAE CRPO1

_ D—=UXFT—232 I0A 2746-001  R{ERTHE cTLOl

_ RREKE 3477-0FC  #R{ERTHE DSPOO1

_ RREKE 3477-0FC  HR{FFIEE DSP0O2

_ IBfE 10A 2745-001  #RYEFTRE LINO1

_ BIER— b 2745-001  #B{ERIHE CMNO1

_ BER— K 2745-001  #B{ERIRE CMNO2

_ BfF I0A 2744-001  HR{ERTHE LINO3

_ BER—b 2744-001  RETIHE CMNO3

<

F3= #7T7  F5= &#F&x~  Fo= FIRI  F8= FEMEZRDIHAL

Fo= FEEERE  Flo- EREER
\F11= HEES HRESDRR  Fl2= BYUEL Y
BT 2R 5EE ORI 6 Z AL, Enter F—2#IL T /ZE W,
" ™

ST /Ny JHEEDEER
RD 1 DEFEIRLTZENN,
1. 72va - AEY—DOBERE
2. I0P T/\ JHEEDER
#=iRIEE
1

F3= #7  F12= BRUEL

. J

T7Ivwa s ARU—EHIMETS 4758 270y —0I7 4 ANHI—-REHO—RT53) IZ
131 ZBIRLTLEIWN, HROEDOEENZRINET ., PTF ZHHAT 25513, 47, Ba{kan
2T —F EF—ICHL THRERTIHEBEZIRD, YAY— - F—2N\v 277 v T LTLEESW, Enter +
—ZWH L TRHITL T 230,
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75yia s ARV —OBVIEREREE
fEr% :

Performing this initialization of the flash memory on the cryptography
device will cause ALL key information stored on the device to be

DESTROYED. This will cause all data encrypted using this device to be
rendered unusable.

I

r-
= -

Performing this initialization of the flash memory on the cryptography
device will take an estimated 10 minutes.

BT B20I0(F, RITF—ZMLTIESL,

F3= # Fl2= ERUJEL
\%XT BRUH

/
AL OIRRZH S BEL LU NOX S MBEHNFEREINET. JOEHIE, HIMENTE 72X TEHRS
AEP

p

~
75ya - AEY—OBMERERT
7Ty a s AR —DOBVERENETH
BREVUEMB : 10.0 9
FaERFE . 2.5 7
- Y,

AN T T2 &, ROK DAY E—IUNERREINET,

5 & 4758 BBk oty — 285



-

RD 1 DEZERLTLSZEN,

1. 75 ya - AU —DOBIPRE
2. 10P T/\y JHEEDER

BEiRIEE

F3= &7 Fl2= BERUJEL
S BESREOBVHRENEEICTET Lk,

ST /Ny JHEEEDEIR

%

BHEE 7 Ui, SEIE U CHmEE CTHEET— F3 2L T, AT L - —ER - V=)L &K

TLET,
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% 6 E IEB/N—FY 7B ERBR

b

LIFOERT, B5OMEBIUON—RT 7 I 5BIMEREZRIL THET,

IBM Ly KTy o™

« [IBM @server iSeries Wired Network Security: 0S/400 V5R1 DCM and Cryptographic Enhancements|]

®

IBM DO&#l

. MBM BELA—FT =7 D, Z0HA Mid, iSeries H—/N—HD, 4758 W E(LT T Ot v H—
DN—RTLY +JJa—23 IOV TOERMNFLEHINTNET,

+ [CCA Basic Services Manuall 9 o Z#UZ. IBM 4758 Common Cryptographic Architecture (CCA) Z 1
RN—=h927007 LEHMEEZIIERT 2, AT L0WE. 77U r—2anhi#& BT
Ur—ar - JayIX—adgELEERTT,

+ [IBM PCI Cryptographic Coprocessor documentation library|l 9 o 2T, 4758 R Loty
—O—ER, R — MER, BIOTOV T I D UERNFEE I N, U 00— RAREZR PDF &E
MEENTVWET,

- TIBM [developerWorky . ZoH MIIE, BEOBES. BEHR. BIUHBLIC OV TOMBA
RRENTWET,

&
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http://www.ibm.com/security/cryptocards
ftp://www6.software.ibm.com/software/cryptocards/ccabsrguide241.pdf
http://www.ibm.com/security/cryptocards/html/library.shtml
http://www-105.ibm.com/developerworks/education.nsf/dw/security-onlinecourse-bynewest?OpenDocument&Count=500
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$F 7E A—-FICOWTO45ECEIE
AEICIE, 7OV T LOBNEENTNET,

IBM &, BRI, 20OV 02> TIVELTHEHATAZ ENTELIMENEHEEZTFEL X
T, BEHKIL, 2OV TV O—R0hE, BEHEMBO FHlo=Z—XIcGbi 8o 7ar o LeE
RSB EMTEET,

ZOY ) a—RiF, BIELTRIEMTORA, IBM KDt ET, o> 7)) 7ars o
L, HOWALISLETICBITFIRERTANERTHWET A, [>T IBM X, 25087 )L 7oy
T DWTEEME, FEES L <IFHEREMD 25221 F00MN L0, RiFETAZEITTEE R A

ZZWEENZITRTCOTOT T AL, BETOIETIORETERESN, WS RELREbEHA SN
o RIERE, dEE. Fre HRES T ICET 2B ROREOEHA S —db D T8 .
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