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� 1 � IP 
��������������������

IP U#k?<HMCHo</&"Il9Q9 (NAT) O"/~T+ibtMCHo</r]n9kU!$

"&)<kH7F!=7^9#IP U#k?<rHQ9kH"MCHo</K~C?j"MCHo</+i

P?j9k3HrvD9k IP HiU#C/r)fG-^9#p\*K"IP U#k?<O"jA5l?k

<kK>CFQ1CHrU#k?<`n9k3HKhjMCHo</r]n7^9#l} NAT O"P?

Q_ IP "Il9N;CHNXeK$P?NlQ IP "Il9r#93H,G-^9#3lKhCF"bt

MCHo</r0tMCHo</+iik3H,G-^9#^?"NAT O"/J$P?Q_"Il9G?

/5sNlQ"Il9r=93H,G-k?a"IP "Il9,-jJ/JkH$&djr:i93HbG

-^9#

m: Q1CH&k<kHO"IP U#k?<H NAT NH_go;?bNG9#3NHTC/GQ1CH&

k<kH$&Ql,HQ5lF$klgO"3liN>}N3s]<MsHKvFO^k3HrU#7

^9#

<-NHTC/r!$7F"Q1CH&k<kHO?+"J<HQ9kN+"INh&KHQ9kN+r}

r7F/@5$#

V5R2 N7!=

V5R2 NQ1CH&k<kKX7FTol?Q9H~IKD$Fb@7F$^9#

HTC/Nu~

3NpsrO<I3T<GG_7$lgK"3NbFrIsG PDF ru~7F/@5$#

Q1CH&k<kNBc

Q1CH&k<kNlL*JHQKX7F}r7F$?@/?aK"3liNBcr(7^9#=l>

lNBcG"^H5sWk=.,(5lF$^9#

Q1CH&k<kN50

^:GiK"Q1CH&k<kNF/Nm8<H50KD$FGcBNpCN1rHKU1F*$F/

@5$#3NHTC/GO"IP U#k?<H NAT KX9kps,s!5lF$^9#33GO^CT

s0d"Il9N#CJINHTC/b^^lF^9#^?"iSeries™ G-NQlKX9kj9Hb^

^lF$^9#

Q1CH&k<kNWh

WhO"INj=<9r?KP7F]n9k,W,"k+rhj9keG"soKEWG9#3NHT

C/GOWho</7<HH=N>Npsrs!7^9#=lirHQ7F"psr@?eGCjN;

-ejF#<WoKG,JjJrhj9k3H,G-^9#

Q1CH&k<kN=.

3NHTC/GO"Q1CH&k<kG?,G-k+"^?=lrTJ&jJKD$FNpsrs!7

^9#

Q1CH&k<kNI}

3NHTC/GO"Q1CH&k<krI}9k?aKBT9k5^6^J?9/KD$Fb@7^

9#k<k&U!$kN8c<Jk-?"T8"*hS=(JIN!=,"j^9#

Q1CH&k<kNHiVk7e<F#s0

3NHTC/O"(i<,/87F"M(ilkdjNhrN'9k]K2H7F/@5$#

Q1CH&k<kNX"ps

3NHTC/KO"Q1CH&k<kps*hSX"HTC/N>Nps;XNjs/r-\7F$^

9#
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3NHTC/K^^lkpsN>K"iSeries JS2<?<NQ1CH&k<k&(G#?<+i~jG-

k*si$s&XkWbHQ7F/@5$# iSeries JS2<?<N*si$s&XkWGO"Q1CH&

k<krGgBKhQ9k?aNRsH*hSj!r-\7F$^9#3lKO"VHow do I... (}!)W
XkW"VTell me about... (b@)WXkW"*hS-OOJ3sF-9H&XkWJI,"j^9#
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� 1 � V5R2 ����

V5R2 NQ1CH&k<k!=O"J<N@G/=5l^7?#

v Q1CH&k<k&(G#?<

77$Q1CH&k<k&(G#?<O"&#6<I*hSWmQF#<&Z<8rHQ7FQ1C

H&k<kNn.*hSQ9,G-k"H$d9$!=G9#

v 7,&#6<I

=.9kk<kN?$WKhCF[Jk 3 DN7,&#6<I,"j",WJU#k?<*hS NAT

9F<HasHrn.7^9#3 DN7,&#6<IHO"J<NH*jG9#

– V5<S9NvD (Permit A Service)W&#6<I

– V"Il9Q9 (Address Translation)W&#6<I

– V9W<U]n (Spoof Protection)W&#6<I

v Q1CH&k<kN77$=(}!

iSeries JS2<?<N77$=(}!GO"$s?<U'<9r*r7F"=lKX"7?"/F#V

JQ1CH&k<k (U#k?<&9F<HasHb^aF) r=(9k3H,G-^9#

v Q1CH&k<k&U!$kNn.N5]<H

U!$kbG!P5lk XML G<??KpE$F"Q1CH&k<k&U!$krn.9k3Hr5

]<H7^9#

/QIBM/XML/DTD/QtofPacketRules.dtd

v Q1CH&k<k&U!$kN5sWk

3NU!$kO">hN .i3p U)<^CHGb".xml U!$kGb=(9k3H,G-^9#5sW

k&U!$krHQ7F"iSeries GQ1CH&k<krn.9k?aN57$=8rXs@j"U!$

kbG5^6^J9F<HasH,INh&K!=9k+r2H9k3H,G-^9#

3Njj<9GN7!=^?OQ9@KD$F3N>NpsrNj?$lgO"VWm0i`qAb@qW

r2H7F/@5$#
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� 2 � �������

PDF Gr=(^?O@&sm<I9kKO"VQ1CH&k<kW(s 683 KB ^?O 54 Z<8) r*r

7^9#

=(Q^?Ou~QN PDF ro</9F<7gsK]89kKO"!Nh&K7^9#

1. Vi&6<G PDF r&^&9&\?sG/jC/9k (e-Njs/r&^&9&\?sG/jC/

9k)#

2. Vjs/r>0rU1F]8W(Netscape Navigator) ^?OVP]rU!$kK]8W(Internet Explorer)

r/jC/9k#

3. PDF r]87?$G#l/Hj<KJ`#

4. V]8Wr/jC/9k#

Adobe Acrobat Reader N@&sm<I

3liN PDF r=(^?Ou~9kNK Adobe Acrobat Reader ,,WJlgO"Adobe Web 5$H

(http://www.adobe.com/products/acrobat/readstep.html) +i3T<r@&sm<IG-^9#

© Copyright IBM Corp. 2000, 2002 5
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� 3 � �����������

J<NBcrHQ7F"MCHo</r]n9k?aK NAT H IP U#k?<rINh&KHQG-k+

rb@7^9#FBcKO^*hS5sWk=.,^^lF$^9#

v Q1CH&k<kNBc: IP "Il9N^CW (E* NAT)
3NBcGO"f<6<NqR,E* NAT rHQ7F"lQ IP "Il9rx0"Il9K^CW7

^9#

v Q1CH&k<kNBc: HTTP"Telnet"*hS FTP rvD9kU#k?<&k<kNn.

3NBcGO"f<6<NqR, IP U#k?<rHQ7F"RbN Web 5<P<K"/;9G-k

HTTP"Telnet"*hS FTP N IP HiU#C/r)B7^9#

v Q1CH&k<kNBc: NAT H IP U#k?<NH_go;

3NBcGO"f<6<NqR, NAT H IP U#k?<N>}rHQ7F"RbN PC *hS Web

5<P<r 1 DNx0 IP "Il9NXeK#7F*$F">NqR,f<6<N Web 5<P<K"

/;9G-kh&K7^9#

v Q1CH&k<kNBc: IP "Il9N#C (^9+l<I NAT)
3NBcGO"f<6<NqR,^9+l<I NAT rHQ7F"RbN PC NlQ"Il9r#7F

*$F"=NeG>Hw,$s?<MCHK"/;9G-kh&K7^9#

m: FBcN 192.x.x.x IP "Il9O"x0 IP "Il9r=7^9#33GHQ5lF$k"Il9

O"9YFb@N?aNbNG9#

�����������: IP �������� (�� NAT)

u7

f<6<,qRrj-7F*j"d_MCHo</NxQrhj7?H7^9#7+7"x0 IP "Il9

rHQ9k?aNvDNP?bh@b7F$^;s#3lGO"$s?<MCHK"/;99kKOT=,

G9#qRN"Il9OOO>TKP?5lF$k3H,=@7^7?#7?,CF"=_N;CH"CW

rHQ9k3HOG-^;s#^:O"x0f<6<,"f<6<N Web 5<P<K"/;9G-kh&

K9k,W,"j^9#?r9Y-G7g&+?

© Copyright IBM Corp. 2000, 2002 7



=je<7gs

E* NAT rHQ9k3H,G-^9#E* NAT O"1 DN*j8Jk (lQ) "Il9r 1 DNP?

Q_ (x0) "Il9KdjvF^9# iSeries O"3NP?Q_"Il9rlQ"Il9K^CW7^

9#P?Q_"Il9KhCF"f<6<NlQ"Il9O$s?<MCHHL.G-kh&KJj^9#

\A*KO"3Nx0"Il9, 2 DNMCHo</N6O7rT$^9#L.OIAiNMCHo</

+ib+OG-^9#

E* NAT rHQ9kH"=_Nbt IP "Il99YFr]}7J,i$s?<MCHKb"/;9G-

^9#$s?<MCHK"/;99kKO"lQ"Il94HKP?Q_N IP "Il9,,WKJj^

9#?H(P"12 Nf<6<,$klgO"12 DNlQ"Il9K^CW9k 12 DNx0 IP "Il9

,,WKJj^9#

e-N^GO"NAT "Il9N 192.12.3.1 O7'kNh&KHQTDN^^"aCF/kpsrTA^

9#ps,aCF/kH"NAT O"Il9r PC Ka7F^CW7^9#E* NAT ,"/F#VJl

g""Il9 192.12.3.1 K>\wilk$sP&sI&HiU#C/O"bt"Il9r(9@1JN

G"=N$s?<U'<9^GO#9k3HO"j^;s# (iSeries N0t+iO) 192.12.3.1 ,Wa5l

? IP "Il9G"kh&K+(^9,"BlQ"Il9 10.10.1.1 ,B]N8hHJj^9#

=.

3NBcGb@5lF$kQ1CH&k<kr=.9kKO" iSeries JS2<?<NV"Il9Q9

(Address Translation)W&#6<IrHQ7^9#3N&#6<IGO"J<Nps,,WKJj^9#

v ^CW9klQ"Il9: 10.10.1.1

v =NlQ"Il9N^CWhHJkx0"Il9: 192.12.3.1

v "Il9&^CTs0rTJ&s~>: TRNLINE

8 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)
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V"Il9Q9 (Address Translation)W&#6<IrHQ9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</ (Network)W-->

VIP ]j7< (IP policies)Wr*r9k#

2. VQ1CH&k<k (Packet Rules)Wr&^&9&\?sG/jC/7"Vk<k&(G#?<

(Rules Editor)Wr*r9k#

3. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V7,Q1CH&k<k&U!$kNn. (Create a new packet rules file)Wr*r7"VOKWr

/jC/9k#

4. V&#6<I (Wizards)WaKe<+iV"Il9Q9 (Address Translation)Wr*r7"&#6<

INX(K>CF^CW&"Il9Q9Q1CH&k<kr=.9k#

Q1CH&k<kO"J<Nh&KJj^9#

-----------------------------------------------------
Statements to map 10.1.1.1 to 192.12.3.1 over TRNLINE
-----------------------------------------------------
ADDRESS MAPPRIVATE1 IP = 10.1.1.1
ADDRESS MAPPUBLIC1 IP = 192.12.3.1
MAP MAPPRIVATE1 TO MAPPUBLIC1 LINE = TRNLINE
-----------------------------------------------------

3liNk<k*hS=N>N,WJk<kNn.r*(?i"3liNk<kr"/F#VK9k]K(

i<,/87J$3Hr!Z7F/@5$#=NeG"3liNk<kr"/F#VK9k3H,G-^

9#

m: e-KjA5lF$kH</sjs0s~ (LINE=TRNLINE) O"192.12.3.1 ,HQ9ks~GJ1l

PJj^;s#e-KjA5l?H</sjs0, 10.10.1.1 KhCFHQ5lF$klg"3NE*

NAT O!=7^;s# NAT rHQ9klg"oK IP >wbHQD=K9k,W,"j^9#\7

/O"XQ1CH&k<kNHiVk7e<F#s0YN;/7gsr2H7F/@5$#

�����������: HTTP�Telnet���� FTP �����
���

��������

u7

f<6<O"\RKP7F Web "Wj1<7gsrs!7?$NG9,"=_NU!$"&)<kOaY

Kn07F$k?a"5iKiYr+1?/J$bNH7^9#1=,U!$"&)<k0G"Wj1<7

gsrBT9k3HrsF7F$^9#7+7"$s?<MCH+iO"HTTP"FTP"*hS Telnet NH

iU#C/N_,"iSeries Web 5<P<K"/;9G-kh&K7?$H7^9#?r9Y-G7g&

+?

h 3 O Q1CH&k<kNBc 9



=je<7gs

IP U#k?<rHQ9kH"vD9kpsrjA9k?aNk<kr_jG-^9#3NBcGO"Web

5<P<XN HTTP"FTP"*hS Telnet NHiU#C/ ($sP&sI*hS"&HP&sI) rvD9

kU#k?<&k<krn.7^9#3NlgN Web 5<P<O iSeries G9#5<P<Nx0"Il9

O 192.54.5.1 G"lQ IP "Il9O 10.1.2.3 G9#

=.

3NBcGb@5lF$kQ1CH&k<kr=.9kKO"iSeries JS2<?<NV5<S9NvD

(Permit A Service)W&#6<IrHQ7^9#3N&#6<IGO"J<Nps,,WKJj^9#

v vD9k5<S9N?$W: HTTP

v iSeries 5<P<Nx0"Il9: 192.54.5.1

v /i$"sHN"Il9: $UN IP "Il9

v 5<S9,T/5lk$s?<U'<9: TRNLINE

v 5<S9,T/5lk}~: INBOUND

v 3NU#k?<&;CHr1L9kNKHQ9k>0: external_files

V5<S9NvD (Permit A Service)W&#6<IrHQ9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</ (Network)W-->

VIP ]j7< (IP policies)Wr*r9k#

2. VQ1CH&k<k (Packet Rules)Wr&^&9&\?sG/jC/7"Vk<k&(G#?<

(Rules Editor)Wr*r9k#

3. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V7,Q1CH&k<k&U!$kNn. (Create a new packet rules file)Wr*r7"VOKWr

/jC/9k#

4. V&#6<I (Wizards)WaKe<+iV5<S9NvD (Permit A Service)Wr*r7"&#6<

INX(K>CFU#k?<&k<krn.9k#

10 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)
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3liNQ1CH&k<kKhCF"79F`K~CFhk"*hS79F`+iPFT/"HTTP HiU

#C/,vD5l^9#Q1CH&k<kO"J<Nh&KJj^9#

----------------------------------------------
Statements to permit inbound HTTP over TRNLINE
----------------------------------------------
INCLUDE FILE = /QIBM/UserData/OS400/TCPIP/PacketRules/Services.i3p
FILTER SET external_files ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = 192.54.5.1 DSTADDR = *

SERVICE = HTTP_80_FS JRN = OFF
FILTER SET external_files ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = 192.54.5.1

SERVICE = HTTP_80_FC JRN = OFF
FILTER SET external_files ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = 192.54.5.1 DSTADDR = *

SERVICE = HTTP_443_FS JRN = OFF
FILTER SET external_files ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = 192.54.5.1

SERVICE = HTTP_443_FC JRN = OFF
FILTER_INTERFACE LINE = TRNLINE SET = external_files
-----------------------------------------------

79F`K~CF/k"*hS79F`+iPFT/"FTP HiU#C/*hS Telnet HiU#C/rv

D9kU#k?<&k<krn.9kKO"V5<S9NvD (Permit a Service)W&#6<Ir5iK

2 sHQ7^9#

3liNU#k?<&k<kNn.r*(?i"3liNk<kr"/F#VK9k]K(i<,/87J

$3Hr!Z7F/@5$#=NeG"3liNk<kr"/F#VK9k3H,G-^9#

�����������: NAT � IP 
������	�
�

u7

RbK iSeries rHQ7?f,O5$:NbtMCHo</,"kH7^9#9YFN Web HiU#C/

r2<H&'$ iSeries +i=N2<H&'$NXeK"kLN5<P<K>w9k,W,"kH7^9#

Web 5<P<O]<H 5000 GT/7F$^9#2<H&'$ iSeries $s?<U'<9"D^j<-N

^N AS02 XeK"9YFNlQ PC H Web 5<P<r#7?$H7^9#^?">NqR+i3N

Web 5<P<XN"/;9rvD7?$HbM(F$^9#?r9Y-G7g&+?

h 3 O Q1CH&k<kNBc 11



=je<7gs

IP U#k?<H NAT r>}loKHQ7F"J<NbNr=.G-^9#

1. #C NAT#RbN PC rx0"Il9 192.27.1.1 NXeK#7"$s?<MCHK"/;9G-kh

&K9kbN#

2. ]<H&^CW NAT#f<6<N Web 5<P<&"Il9 10.1.1.250 *hS]<HVf 5000 r"

x0"Il9 192.27.1.1 *hS]<HVf 80 NXeK#9bN#>}N NAT k<k, 192.27.1.1

NXeK#5lk3HKmU7F/@5$#3lO"#7F$k"Il9,E#7F$J$Bj"dj

"j^;s#3N]<H&^CW NAT k<kO"]<H 80 N0t+i/.5l?HiU#C/KP

7F"f<6<N79F`K"/;99k3H@1rvD7^9#0t+i/.5l?HiU#C/,

3N"Il9d]<HVfH04KlW7J$lg"NAT O3NL.rQ9;:"Q1CHOQ~5

l^9#

3. NAT rL8Ff<6<Nd_MCHo</Kwilk9YFN$sP&sI&HiU#C/H"$s

?<MCHXN"&HP&sI&HiU#C/rU#k?<K]1kk<k#

12 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)
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=.

3NBcGb@5lF$k#C NAT Q1CH&k<kr=.9kKO" iSeries JS2<?<NV"Il

9Q9 (Address Translation)W&#6<IrHQ7^9#3N&#6<IGO"J<Nps,,WKJ

j^9#

v sx+K9k"Il9N;CH: 10.1.1.251 A 10.1.1.254

v =N"Il9&;CHrXeKsx+K9k$s?<U'<9&"Il9: 192.27.1.1

V"Il9Q9 (Address Translation)W&#6<IrHQ9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</ (Network)W-->

VIP ]j7< (IP policies)Wr*r9k#

2. VQ1CH&k<k (Packet Rules)Wr&^&9&\?sG/jC/7"Vk<k&(G#?<

(Rules Editor)Wr*r9k#

3. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V7,Q1CH&k<k&U!$kNn. (Create a new packet rules file)Wr*r7"VOKWr

/jC/9k#

4. V&#6<I (Wizards)WaKe<+iV"Il9Q9 (Address Translation)Wr*r7"&#6<

INX(K>CF#C"Il9Q9Q1CH&k<kr=.9k#

3NQ1CH&k<kO"4 fN PC rx0"Il9NXeK#7"$s?<MCHK"/;9G-kh

&K9kbNG9##C NAT Q1CH&k<kO"J<Nh&KJj^9#

------------------------------------------------------------
Statements to hide 10.1.1.251 - 10.1.1.254 behind 192.27.1.1
------------------------------------------------------------
ADDRESS HIDE1 IP = 10.1.1.251 THROUGH 10.1.1.254
ADDRESS BEHIND1 IP = 192.27.1.1
HIDE HIDE1 BEHIND BEHIND1
-------------------------------------------------------------

]<H&^CW NAT r=.9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<+iQ1CH&k<k&(G#?<K"/;99k#

2. Web 5<P<&"Il9*hS]<H 5000 NjA"Il9rn.9k#

a. V^~WaKe<+iV"Il9Wr*r9k#

b. VlLWZ<8NV"Il9> (Address name)WU#<kIG Web250 r~O9k#

c. VjA"Il9 (Defined address)WImCW@&s&j9HGVIP "Il9Wr*r9k#VI

CWr/jC/7F"T8U#<kIK Web 5<P< 10.1.1.250 N IP "Il9r~O7^9#

d. VOKWr/jC/9k#

3. x0"Il9 192.27.1.1 r=9jA"Il9rn.9k#

m: #C NAT Q1CH&k<kr=.7?H-Kx0"Il9 192.27.1.1 r=9jA"Il9r9G

Kn.7F"kNG"3NCjNBcGO3N9FCWH9FCW 4 rJ,9k3H,G-^9#7+

7"3liNX(K>CF+,NMCHo</QN]<H&^CW NAT r=.9klgG"+D#C

NAT Q1CH&k<kr=.7F$J$lgO"3N9FCWNX(K>CF/@5$#

a. V^~WaKe<+iV"Il9Wr*r9k#

b. VlLWZ<8NV"Il9> (Address name)WU#<kIGVBEHIND1Wr~O^?O*r9

k#

h 3 O Q1CH&k<kNBc 13
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c. VjA"Il9 (Defined address)WImCW@&s&j9HGVIP "Il9Wr*r9k#VI

CWr/jC/7F"VIP "Il9WT8U#<kIK 192.27.1.1 H~O7^9#

d. VOKWr/jC/9k#

4. ]<H&^CW NAT k<krn.9k#

a. V^~WaKe<+iVsx+Wr*r9k#

b. VlLWZ<8NVsx+"Il9> (Hide address name)WImCW@&s&j9H+i

VWeb250Wr*r9k#

c. VXeN"Il9> (Behind address name)WImCW@&s&j9H+iVBEHIND1Wr*r

9k#

d. V$sP&sI\3NvD (Allow inbound connections)Wr*r7F"Vsx+]<HWU#<

kIK 5000 r~O9k#

e. VXeN]<HWU#<kIK 80 H~O9k#

f. V?$`"&HWU#<kIK 16 H~O7F"VCWr*r9k#

g. VGgqC (Maximum conversations)WU#<kIK 64 H~O9k#

h. V8c<Jkh} (Journaling)WImCW@&s&j9H+iV*U (OFF)Wr*r9k#

i. VOKWr/jC/9k#

3N]<H&^CW NAT O"Web 5<P<&"Il9H]<HVfr"x0"Il9H]<HVfNX

eK#7^9#>}N NAT k<k, 1 DN&L IP "Il9NXeK#5lk3HKmU7F/@5

$#3lO"#7F$k"Il9,E#7F$J$Bj"dj"j^;s#3N]<H&^CW NAT k

<kO"]<H 80 G0t+i/.5l?HiU#C/KP7F"f<6<N79F`K"/;99k3H

@1rvD7^9#

]<H&^CW NAT k<kO"J<Nh&KJj^9#

ADDRESS Web250 IP = 10.1.1.250
ADDRESS BEHIND1 IP = 192.27.1.1
HIDE Web250:5000 BEHIND BEHIND1:80 TIMEOUT = 16 MAXCON = 64 JRN = OFF

3NBcGb@5lF$kU#k?<&k<krn.9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<+iQ1CH&k<k&(G#?<K"/;99k#

2. f<6<Nd_MCHo</KwilF/k$sP&sI&HiU#C/rvD9kU#k?<&k<

krn.9k#

a. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V7,Q1CH&k<k&U!$kNn. (Create a new packet rules file)Wr*r7"VOKW

r/jC/9k#

b. V^~WaKe<+iVU#k?< (Filter...)Wr*r9k#

c. VlLWZ<8NV;CH> (Set name)WU#<kIKVexternal_rulesWr~O9k#

d. VhVWImCW@&s&j9H+iVPERMITWr*r9k#

e. V}~ (Direction)WImCW@&s&j9H+iVINBOUNDWr*r9k#

f. V=<9&"Il9> (Source address name)WImCW@&s&j9H+iV=W*hSV*Wr

*r9k#

g. V8h"Il9> (Destination address name)WU#<kIGV=Wr*r7"192.27.1.1 r~

O9k#

h. V8c<Jkh} (Journaling)WImCW@&s&j9H+iV*U (OFF)Wr*r9k#

i. V5<S9WZ<8GV5<S9 (Service)Wr*r9k#

14 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)



j. VWmH3kWImCW@&s&j9H+iVTCPWr*r9k#

k. V=<9&]<H (Source port)WImCW@&s&j9H+iV=W*hSV*Wr*r9k#

l. V8h]<H (Destination port)WImCW@&s&j9H+iV=W*hSV*Wr*r9k#

m. VOKWr/jC/9k#

3. f<6<Nd_MCHo</+i$s?<MCHKwk"&HP&sI&HiU#C/rvD9kU#

k?<&k<krn.9k#

a. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V{8NQ1CH&k<k&U!$kN*<Ws (Open an existing packet rules file)Wr*r

7"VOKWr/jC/9k#

b. VU!$kN*<Ws (Open file)W@$"m0+iVexternal_rulesWU!$kr*r7"V+/

(Open)Wr/jC/9k#

c. V^~WaKe<+iVU#k?< (Filter...)Wr*r9k#

d. VlLWZ<8NV;CH> (Set name)WImCW@&s&j9H+iVexternal_rulesWr*r

9k#

e. VhVWImCW@&s&j9H+iVPERMITWr*r9k#

f. V}~ (Direction)WImCW@&s&j9H+iVOUTBOUNDWr*r9k#

g. V=<9&"Il9> (Source address name)WU#<kIGV=Wr*r7"192.27.1.1 r~O

9k#

h. V8h"Il9> (Destination address name)WImCW@&s&j9H+iV=W*hSV*W

r*r9k#

i. V8c<Jkh} (Journaling)WImCW@&s&j9H+iV*U (OFF)Wr*r9k#

j. V5<S9WZ<8GV5<S9 (Service)Wr*r9k#

k. VWmH3kWImCW@&s&j9H+iVTCPWr*r9k#

l. V=<9&]<H (Source port)WImCW@&s&j9H+iV=W*hSV*Wr*r9k#

m. V8h]<H (Destination port)WImCW@&s&j9H+iV=W*hSV*Wr*r9k#

n. VOKWr/jC/9k#

4. n.7?U#k?<&;CHQNU#k?<&$s?<U'<9rjA9k#

a. V^~WaKe<+iVU#k?<&$s?<U'<9 (Filter interface...)Wr*r9k#

b. Vs~> (Line name)Wr*r7"Vs~> (Line name)WImCW@&s&j9H+i

VTRNLINEWr*r9k#

c. VU#k?<&;CH (Filter sets)WZ<8NVU#k?<&;CH (Filter set)WImCW@&
s&j9H+iVexternal_rulesWr*r9k#=l+i"VIC (Add)Wr/jC/7^9#

d. VOKWr/jC/9k#

3liNU#k?<r HIDE 9F<HasHHH_go;FHQ9k3HKhj"NAT rL8Fd_MC

Ho</Kwilk$sP&sI&HiU#C/H"$s?<MCHXN"&HP&sI&HiU#C/,

vD5l^9#7+7"3N NAT O"]<H 80 G0t+i/.5l?HiU#C/KP7F"5<P

<K"/;99k3H@1rvD7^9#NAT O"]<H&^CW NAT k<kKlW7J$"0t+i

/.5l?HiU#C/OQ97^;s#U#k?<&k<kO"J<Nh&KJj^9#

FILTER SET external_files ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR = 192.27.1.1
PROTOCOL = TCP DSTPORT = * SRCPORT = * JRN = OFF

FILTER SET external_files ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = 192.27.1.1 DSTADDR = *
PROTOCOL = TCP DSTPORT = * SRCPORT = * JRN = OFF

h 3 O Q1CH&k<kNBc 15



J<N9F<HasHO"57$*}$s?<U'<9K_j5l?Vexternal_rulesWU#k?<rP$s

I (X"=) 9kbNG9#

FILTER_INTERFACE LINE = TRNLINE SET = external_files

3liNU#k?<&k<kNn.r*(?i"3liNk<kr"/F#VK9k]K(i<,/87J

$3Hr!Z7F/@5$#=NeG"3liNk<kr"/F#VK9k3H,G-^9#

�����������: �� IP ���� (������ NAT)

u7

.,OJqRG"iSeries eG HTTP 5<S9r+O7?$HM(F$kH7^9# 1 gN$<5MC

H&+<Iruw7?bGk 170e H 3 fN PC ,"kH7^9#$s?<MCH&5<S9&WmP$

@< (ISP) +iO"DSL \3 1 DH DSL bG` 1 D,s!5lF$^9#^?"ISP +ix0 IP "

Il9H7F 192.20.12.1 H 192.20.2.2 ,djvFilF$^9#RbN9YFN PC KO"btMCH

o</G"Il9 10.1.1.x ,djvFilF$^9#RbN PC NlQ"Il9r#7?^^K7F"0

tf<6<,btMCHo</HL.r+O9k3HrI."=NeG>Hw,$s?<MCHK"/;9

G-kh&K7?$HM(F$^9#?r9Y-G7g&+?

=je<7gs

RbN PC "Il9 10.1.1.1 A 10.1.1.4 r"x0"Il9 192.20.12.1 NXeK#7^9#3lKhC

F"10.1.1.1 "Il9+i TCP/IP 5<S9rBTG-kh&KJj^9#OO NAT r+O9kKOHi

U#C/,bt+i/.5lJ1lPJiJ$NG"3NOO NAT (l"Nbt"Il9r#7F$k)
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,"MCHo</0t+i/.5l?L.+i PC r]n7^9#7+7"OO NAT O iSeries $s?<

U'<9r]n7^;s#Q95lF$J$psr iSeries ,u.7J$h&K9k?a"HiU#C/r

U#k?<`n9k,W,"j^9#

=.

3NBcGb@5lF$kQ1CH&k<kr=.9kKO" iSeries JS2<?<NV"Il9Q9

(Address Translation)W&#6<IrHQ7^9#3N&#6<IGO"J<Nps,,WKJj^9#

v sx+K9k"Il9N;CH: 10.1.1.1 A 10.1.1.4

v =N;CHrXeKsx+K9k$s?<U'<9&"Il9: 192.20.12.1

V"Il9Q9 (Address Translation)W&#6<IrHQ9kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</ (Network)W-->

VIP ]j7< (IP policies)Wr*r9k#

2. VQ1CH&k<k (Packet Rules)Wr&^&9&\?sG/jC/7"Vk<k&(G#?<

(Rules Editor)Wr*r9k#

3. VQ1CH&k<kN=.Xh&3= (Welcome Packet Rules Configuration)W@$"m0+i
V7,Q1CH&k<k&U!$kNn. (Create a new packet rules file)Wr*r7"VOKWr

/jC/9k#

4. V&#6<I (Wizards)WaKe<+iV"Il9Q9 (Address Translation)Wr*r7"&#6<

INX(K>CF#C"Il9Q9Q1CH&k<kr=.9k#

Q1CH&k<kO"J<Nh&KJj^9#

---------------------------------------------------------
Statements to hide 10.1.1.1 - 10.1.1.4 behind 192.20.12.1
---------------------------------------------------------
ADDRESS HIDE1 IP = 10.1.1.1 THROUGH 10.1.1.4
ADDRESS BEHIND1 IP = 192.20.12.1
HIDE HIDE1 BEHIND BEHIND1
----------------------------------------------------------

3liNU#k?<&k<kNn.r*(?i"3liNk<kr"/F#VK9k]K(i<,/87J

$3Hr!Z7F/@5$#=NeG"3liNk<kr"/F#VK9k3H,G-^9#
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� 4 � �����������

Q1CH&k<kO"MCHo</&"Il9Q9 (NAT) k<kH IP U#k?<&k<kN>}+i.

j^9#3li 2 DN3s]<MsHO"TCP/IP 9?C/N IP XGBT5l"LoN TCP/IP HiU#

C/G/87&kj9/+i79F`r]n9kNKr)A^9#

Q1CH&k<kN/-r}r9kKO"3liN50rNj"=li, iSeries KINh&K,Q5lF

$krNk,W,"j^9#

v XQ1CH&k<kNQlY

NCF*/Y- iSeries G-NQlNj9Hrs!7^9#

v XQ1CH&k<kH=N>N iSeries ;-ejF#<&=je<7gsY

Q1CH&k<kH=N>N iSeries ;-ejF#<&=je<7gsHOINh&KfSG-k+? 3

3GO=lKD$Fb@7^9#

v XMCHo</&"Il9Q9 (NAT)Y
"Il9Q9KO$/D+N[Jk?$W,"j^9#3NHTC/GO"4HQNMCHo</K,

7F$k?$Wr=G9kNK,WJpsrs!7^9#

v XIP U#k?<Y

Q1CH&k<kN IP U#k?<&3s]<MsHN/-KD$FN\YO"3NHTC/r2H7F

/@5$#

v XIP U#k?<&k<kr;Q7? NAT k<kNT.Y

NAT k<kH IP U#k?<&k<kO"L9KHQ9k3Hb"loKHQ9k3HbG-^9#3

NHTC/GO"3N 2 DN3s]<MsHrloKHQ7?]N/-KD$Fb@7^9#

v X#tN IP U#k?<&k<kNT.Y

U#k?<&k<krn.9kH-"79F`O=liNk<krCjNgxGh}7^9#3NHT

C/GO"#tNU#k?<&k<k,INh&Kh}5lk+rb@7"cr(7^9#

v X9W<U]nY

3NZ<8GO9W<U]nKD$FjA7"J<=lrHQ9k,W,"kN+KD$Fb@7F$

^9#

�����������

J<Nj9HKO"3N Information Center NHTC/GHQ5lF$k iSeries G-NQl,^^lF$

^9#

\<@<

\<@<HO"Hi9FCI&MCHo</H"sHi9FCI&MCHo</HN-&rA.9

kx0"Il9N3HG9#iSeries GOB]N$s?<U'<9H7F IP "Il9r-R7^

9#79F`O"f<6<,jA7?"Il9NV?$WWrNCF$k,W,"j^9#?H(

P"PC N IP "Il9OHi9FCIG9,"5<P<Nx0 IP "Il9O\<@<KJj^

9#

U!$"&)<k

MCHo</bN79F`~UK*1k@}Pj"N3HG9#U!$"&)<kO";-e"

(Hi9FCI) 79F`Hs;-e" ("sHi9FCI) 79F`VNpsN"/;9dUm<

r)f9kO<I&'""=UH&'""*hS;-ejF#<&]j7<KhCF=.5l^

9#

© Copyright IBM Corp. 2000, 2002 19



maxcon
Maxcon HO"lYK"/F#VKG-kqCNtG9# NAT N^9+l<I&k<kr_j9

kH-"3NtrjA9kh&K79F`KWa5l^9#GU)kHO 128 G9# Maxcon O

NAT N^9+l<I&k<kNlgKN_X87^9#

NAT qC

NAT qCO!N IP "Il9H]<HVfVN$:l+NX8r(7^9#

v dQ=<9N IP "Il9H=<9N]<HVf (NAT J7)

v x0 (NAT) =<9N IP "Il9Hx0 (NAT) =<9N]<HVf

v 8h IP "Il9H]<HVf (0tMCHo</)

PPP U#k?< ID
PPP U#k?< ID KhCF"Point-to-Point WmU!$kGjA5lF$k$s?<U'<9K"

U#k?<&k<kr,Q9k3H,G-^9#PPP U#k?< ID O"Point-to-Point WmU!$

kbNf<6<&0k<WKb"U#k?<&k<kKbjs/7^9# Point-to-Point WmU!

$kOCjN IP "Il9KX"7F$kNG"U#k?< ID O"k<kr,Q9k$s?<U

'<9rE[*KjA7F$^9#5iK\7/Nj?$lgO"Xjb<H&"/;9&5<S

9: PPPYHTC/NX0k<W&]j7<*hS IP U#k?<rHQ7?j=<9XNjb<

H&f<6<&"/;9NI}YNBcr2H7F/@5$#

?$`"&H

?$`"&HOqCNvD5lkQ3~Vr)f7^9#?$`"&HN_j,;9.kH"qC

,90Kd_7^9#GU)kHO 16 G9#

������������� iSeries ��	
�����
	����

iSeries KO"5^6^Jj9/+i79F`r]n9k3H,G-k}g;-ejF#<&3s]<Ms

H,woCF$^9#=N&AN 1 DG"kQ1CH&k<kO"79F`r]n9k?aNPQ*J}

!rs!7^9#lgKhCFO",WJbNO9YFQ1CH&k<kGs!5l"=N>NbNrX~

7J/FQ_^9#?@7"79F`N;-ejF#<O39HK%h5;kY-G9#

B079F`r]n7?j"iSeries H=N>N79F`HNVNL.r]n7?j9kh&Jj9/Nb

$uVGO">N iSeries ;-ejF#<&=je<7gsr!$7F"]nr/=9k,W,"j^9#

;-ejF#<o,K#ts~NIfrNBK^ak?aNpsKD$FO"Information Center NJ<N

HTC/r2H7F/@5$#

v XIBM® SecureWay®: iSeries *hS$s?<MCHY

3NHTC/GO"$s?<MCHrHQ9k0KM89Y-j9/H=NrhvKD$FN?/Np

srs!7^9#

v XSecure Sockets Layer (SSL)Y
SSL O"5<P<&"Wj1<7gsH=N/i$"sHNVK;-e"J\3rs!7^9#3NH

TC/GO"iSeries "Wj1<7gsG SSL rHQD=K9k}!rRYF$^9#

v X>[d_MCHo</ (VPN)Y
VPN rHQ9kH"+RNlQ$sHiMCHr"x0MCHo</N{8NUl<`o</ ($s?

<MCHJI) KB4KH%9k3H,G-^9#3NHTC/GO"VPN KD$Fb@7"VPN r

iSeries GHQ9k}!KD$FRYF$^9#

20 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)
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v ViSeries ;-ejF#<Njz-W

3N PDF VC/GO"iSeries rHQ7FINh&K;-ejF#<r/=G-k+KD$FNblY

kJpsKD$F-\7F$^9#

������������� (NAT)
$s?<MCHN^.J.9Khj"IP "Il9,T-7F$^9#H%JIOHQ7?$ IP "Il9

r*rG-kh&K9k?a"d_MCHo</rHQ7F$^9#7+7"2 DNqR,E#9k IP "

Il9r}CF$F"j_KL.rTJ*&H7?lgK"dj,88^9#$s?<MCHeGL.rT

&?aKO"G-NP?"Il9,,WKJj^9#MCHo</&"Il9Q9 (NAT) rHQ9k3H

G"d_MCHo</N IP "Il9rQ9;:K"B4K$s?<MCHK"/;99k3H,G-^

9#QlN(9H*j"NAT O 1 DN$s?<MCH&WmH3k (IP) "Il9rLN"Il9KQ9

9ka+K:`G9#

Q1CH&k<kKO"NAT N}0, 3 DQU5lF$^9#NAT O"Lo""Il9N^CW (E*

NAT) ^?O"Il9N#C (^9+l<I NAT) KHQ5l^9#Fo`N NAT N\YKD$FO"

!Njs/r2H7F/@5$#

v XE* (^CW) NATY

v X^9+l<I (#C) NATY

v X^9+l<I^?O#C (]<H&^CW) NATY

"Il9r#9"^?O^CTs09k3HKhj"NAT O5^6^J"Il9Ndjrrh7^9#!

NcGO"NAT ,rhG-k$/D+Ndjr(7F"j^9#

c 1: x0+ibt IP "Il9r#9

iSeries rx0 Web 5<P<H7F=.9kH7^9#7+7"5<P<NB]Nbt IP "Il9O0t

MCHo</KNilJ$h&K7?$HM(F$^9# NAT k<krn.7F"lQ"Il9r$s

?<MCHK"/;9G-kx0"Il9KQ99k3H,G-^9#3Nlg"5<P<NV?NW"I

l9O#5l?^^JNG"5<P<,"?C/5lK//Jj^9#

c 2: bt[9HN IP "Il9rLN IP "Il9KQ99k

btMCHo</NlQ IP "Il9rHQ7F"$s?<MCH&[9HHNL.rT$?$H7^9#

3lrT&KO"bt[9HN IP "Il9rLN IP "Il9KQ97^9#$s?<MCH&[9HH

L.9kKO"x0 IP "Il9rHQ9k,W,"j^9#=3G NAT rH$"lQ IP "Il9rx

0 IP "Il9KQ97^9#3lKhj"bt[9H+iN IP HiU#C/,$s?<MCHKNBK

P)Xj5l^9#

c 3: 2 DN[JkMCHo</N IP "Il9,&8G-kh&K9k

btMCHo</NCjN[9HH"LNMCHo</ (Ys@<JI) N[9H&79F`HrL.5;

?$bNH7^9#7+7>}NMCHo</,lQ"Il9 (10.x.x.x) rHQ7F*j" 2 DN[9H

VNHiU#C/rP)Xj9kH"Il9%g,88kD=-,"j^9# NAT rHQ7F"bt[

9HN"Il9rLN IP "Il9KQ99kH"%grr1k3H,G-^9#

�� (���) NAT
E* (^CW) NAT O"lQ IP "Il9rx0 IP "Il9K 1 P 1 G^CW7^9#btMCHo<

/eN IP "Il9r"x0"Il9H7FHQ9k IP "Il9K^CW9k3H,G-^9#
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E* NAT GO"$s?<MCHNh&KbtMCHo</^?O0tMCHo</+i/.5l?L.

rvD7^9#btMCHo</bK5<P<,"j"3lKP7Fx0f<6<K"/;9vDr?(k

lgO"CKXxG9#3Nlg"B]N5<P<N"Il9rx0"Il9K^CW9k NAT k<k

rn.9k,W,"j^9#x0"Il9O0tNpsKJj^9#3lKhj"79F`XN"?C/+

i"dQNpsrNBKik3H,G-^9#

!Nj9HGO"E* NAT N!=KD$Fb@7F$^9#

v 1 P 1 N^CTs0

v 0t*hSbtMCHo</N+O

v ^CW^?OX"U1k"Il9O$UN"Il9KG-k

v ^CW^?OX"U1k"Il9O IP "Il9H7FHQG-J$

v ]<H&^CW NAT rHQG-J$

EW

PC r iSeries NV=sQ_W"Il9K^CW9klgOmU7F/@5$#=sQ_"Il9O"g>

N$s?<MCH*hS$sHiMCHNHiU#C/N?aK=s5lF$k IP "Il9G9#3N

IP "Il9XN^CW,TolkH"NAT O9YFNHiU#C/rQ97FbtNlQ"Il9Kw.

7^9#3N$s?<U'<9O NAT QK=s5lkNG"iSeries *hS$s?<U'<9OHQG-

J/Jj^9#

E* NAT NBcH^KD$FO"XQ1CH&k<kNBc: IP "Il9N^CWYr2H7F/@5

$#

������ (��) NAT
^9+l<I (#C) NAT rHQ9kH"0t (iSeries N0t) +i PC NB"Il9rNilJ$h&

K9k3H,G-^9#HiU#C/O PC +i iSeries KP)Xj5l"3lKhj iSeries ,p\*K

PC N2<H&'$HJj^9#33K=NEH_r(7^9#

^9+l<I NAT O"#tN IP "Il9rLN 1 DN IP "Il9KQ97^9#^9+l<I NAT

O"x0K9k IP "Il9NXeK 1 DJeNbtMCHo</ IP "Il9r#9 ?aKHQ7^

9#3Nx0"Il9O"lQ"Il9rQ97?"Il9HlW7"iSeries 5<P<eNjAQ_$s

?<U'<9G"k,W,"j^9#$s?<U'<9rjA9kKO"P]Nx0"Il9r BORDER "

Il9H7FjA7J1lPJj^;s#

#tN"Il9r#9

#tN"Il9r#9KO"NAT , iSeries 5<P<rL8FQ99k"Il9NOOrXj7^9#!

KlL*JWm;9r(7^9#

1. =<9 IP "Il9rQ97? IP "Il9KV-9(^9#3lO IP Q1CHN IP XC@<GT

ol^9#

2. >w)fWmH3k (TCP) K"k IP =<9N]<HVf (8_9klg) ^?Of<6<&G<?0

i`&WmH3kNXC@<O"l~*J]<HVfKV-9(il^9#

3. {8NqCO"77$ IP =<9&"Il9H]<HVfNX8KJj^9#

4. 3N{8NqCrHQ9kH"NAT 5<P<O0t^7s+iN IP G<?0i`rQ97^;s#

IP G<?0i`NXC@<r=(9kKO"IP Q1CHNXC@<K\07^9#
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^9+l<I NAT rHQ9kH"bt79F`,HiU#C/r+O7^9#3Nlg"NAT O iSeries

NAT 5<P<rLa7?~@G IP Q1CHrQ97^9#0t[9H+ibtMCHo</XNHiU

#C/r+OG-J$?a"^9+l<I NAT r*r9k3HOsoK-zG9#=NkL"0t+i

N"?C/KP9kMCHo</]n,5iK/=5l^9#^?"#tNbtf<6<K 1 DNx0 IP

"Il9rX~9k@1GQ_^9#

!Nj9HGO"^9+l<I NAT N!=KD$Fb@7F$^9#

v lQ IP "Il9^?Ol"NlQ IP "Il9O NAT ^7seNx0 IP "Il9NXeKP$sI

5l^9#

v btMCHo</+i7++OG-^;s#

v ]<HVf,is@`&]<HVfKX"U1il^9#3lO""Il9H]<HVfN>}r$s

?<MCH+i#93HrU#7^9#

v NAT ^7seNP?"Il9O"NAT 0tN$s?<U'<9GHQG-^9#

EW

v ,WtNqC,HQD=HJkh&K"MAXCON N_jMre2k,W,"j^9#?H(P"FTP rH

Q7F$klg"PC GO 2 DNqC,"/F#VKJj^9#3Nlg"PC 4HK#tNqC,H

QD=HJkh&K"MAXCON N_jMre2k,W,"j^9#MCHo</G1~KTolkqCN

vDtr_j9k,W,"j^9#GU)kHO 128 G9#

v PC VGNqC,*;9k^GK,WJ~Vr=,KN]9k?a"TIMEOUT (HIDE k<k&9F<H

asHN 1 D) N_jMre2k,W,"j^9##C NAT ,5oK0n9kKO"btNqC,J

TfG"k,W,"j^9#?$`"&HMO"3NbtNqCKP9k~zrTD~Vr3<IKA

(^9#GU)kHO 16 G9#

v ^9+l<I NAT O TCP"UDP"*hS ICMP NWmH3kN_r5]<H7^9#

v NAT rHQ9klgO"oK IP >wrHQD=K7J1lPJj^;s#TCP/IP 0-NQ9

(CHGTCPA) 3^sIrHQ7F"IP G<?0i`N>w, YES K_j5lF$k3HrN'7^9#

^9+l<I^?O#C NAT NcKD$FO"XIP "Il9N#C (^9+l<I NAT)YNBcH^

r2H7F/@5$#

������ (�������) NAT
]<H&^CW NAT O^9+l<I NAT NloG9#c$O?G7g&+#]<H&^CW NAT G

O"Q9K IP "Il9H]<HVfN>}rXjG-^9#3lKhj"bt PC H0t^7sN>}

+i IP HiU#C/r+OG-^9#0t^7s (^?O/i$"sH) ,MCHo</btN^7s^

?O5<P<K"/;99klgK"3N!=rHQ7^9# IP "Il9H]<HVfN>}KlW9k

IP HiU#C/N_,"/;9rvD5l^9#33K=NEH_r(7^9#

bt+iN+O

"Il9 1: ]<H 1 Nbt PC H7F"0t^7sXNHiU#C/r+O7^9#Q93<IO""

Il9 1: ]<H 1 ,"k+I&+r NAT k<kNU!$kG!:7^9#"Il9 ("Il9 1) H

=<9&]<HVf (]<H 1) N>}, NAT k<kHlW7F$klg"NAT OqCr+O7"Q9

rBT7^9# NAT k<k+iXj5l?M,"IP =<9&"Il9H=<9N]<HVfKV-9(

il^9#"Il9 1: ]<H 1 O"Il9 2: ]<H 2 KV-9(il^9#
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0t+iN+O

0t^7sO"Il9 2 N8h IP "Il9rHQ7F IP HiU#C/r+O7^9#8h]<HVf

O]<H 2 G9# NAT 5<P<OV{8NqCWN-5K++oi:"G<?0i`rQ97^;s#

D^j"NAT OqC,9GK8_7F$J$lgO+0*KqCrn.7^9#"Il9 2: ]<H 2 O

"Il9 1: ]<H 1 KQ95lF$^;s#

!Nj9HGO"^9+l<I&]<H&^CW NAT N!=KD$Fb@7F$^9#

v 1 P 1 X8#

v 0t*hSbtMCHo</GN+O#

v lQ"Il9rXeK#9P?Q_"Il9r"NAT `nrBT7F$k iSeries K*$FjA9k,

W,"j^9#

v NAT `n0N IP HiU#C/O"P?Q_"Il9rHQG-^;s#7+7"3N"Il9,

NAT k<kG#C5l?]<HHlW9k]<HVfrHQ7h&H7?lg"HiU#C/,Q95

lkh&KJj^9#$s?<U'<9OHQG-J/Jj^9#

v Lo"]<HVfO=sQ_]<HVfK^CW5lkNG"CLJpsOTWG9#?H(P"]<

H 5123 KP$sI7? HTTP 5<P<rT/5;k3H,G-^9,"=NlgO"3N]<Hrx

0 IP *hS]<H 80 K^CW7^9#bt]<HVfrLN (lL*GOJ$) ]<HVfNXeK

#7?$lgO"/i$"sHK8h]<HVfNMr*}*KLN9k,W,"j^9#3lrTo

J$lg"L.N+O,$qKJj^9#

EW

v ,WtNqC,HQD=HJkh&K"MAXCON N_jMre2k,W,"j^9#?H(P"FTP rH

Q7F$klg"PC GO 2 DNqC,"/F#VKJj^9# PC 4HK#tNqC,HQD=HJ

kh&K"MAXCON N_jMre2k,W,"j^9#GU)kHO 128 G9#

v ^9+l<I NAT O TCP"UDP"*hS ICMP NWmH3kN_r5]<H7^9#

v NAT rHQ9klgO"oK IP >wrHQD=K7J1lPJj^;s#TCP/IP 0-NQ9

(CHGTCPA) 3^sIrHQ7F"IP G<?0i`N>w, YES K_j5lF$k3HrN'7^9#

IP 
����

Q1CH&k<kO"=l+NG04K!=9kU!$"&)<kGO"j^;s,"iSeries NQ1CH

rU#k?<`nG-kxGJ3s]<MsHrw(F$^9#CK"Q1CH&k<kN IP U#k?

<&3s]<MsHrHQ9k3HG"+RNMCHo</K~CF-?j"+RNMCHo</+iPF

TC?j9k3HrvD9k IP HiU#C/r)f9k3H,G-^9# IP U#k?<rHQ7F"X

j5l?k<kK>CFQ1CHrU#k?<`n9k3HKhj79F`r]n7^9#3liNk<k

O"XIP Q1CH&XC@<YK-\5lF$kpsKpE$F$^9#

U#k?<&k<kr#tNs~K,Q7?j"s~4HK[Jkk<kr,Q7?j9k3H,G-^

9#U#k?<&k<kOH</sjs0 (trnline) JINs~KX"U1ilF*j"@}$s?<U'

<9d IP "Il9KOX"U1ilF$^;s#79F`Os~KX"U1il?Fk<kKP7F"F

Q1CHr!:7^9#k<kOgVK!:5l^9#Q1CH,k<kK,g9kH"79F`Oh}r

d_7",g7?k<kr,Q7^9#

,g7?k<k,79F`K,Q5lkH"=Nk<kKhCFXj5l?"/7gsrB]K79F`,

BT7^9# iSeries O!N 3 DN"/7gsr5]<H7F$^9 (V4R4 J_)#

1. PERMIT ] Q1CHNLoI*jNh}rvD9k
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2. DENY ] (BKQ1CHrQ~9k

3. IPSEC ] VPN \3rp7FQ1CHrw.9k (U#k?<&k<kGXj7?bN)

m: 3Nlg"IPSEC Of<6<,U#k?<&k<kGjA7?"/7gsHJj^9#3NHTC/

GO IPSec KD$FCKb@7^;s,"U#k?<H>[d_MCHo</ (VPN) ,)\KX87

F$k@KmU7F/@5$# VPN N\YKD$FO"X>[d_MCHo</ (VPN)YNHTC

/r2H7F/@5$#

k<kr,Q7?e"79F`Oz-3-k<kHQ1CHNfSrgVKT$"9YFNP~9kk<k

K"/7gsrdjvF^9#CjNQ1CHKP7F,gk<k,!PG-J$lg"79F`O+0*

K=NQ1CHrQ~7^9#79F`NGU)kHq]k<kKhCF"79F`ONBK"U#k?

<&k<kK,g7J$Q1CHr+0*KQ~7^9#U#k?<&k<kG$sP&sI^?O"&H

P&sIN&Al}~NHiU#C/N_,vD5lF$klgO"79F`O>}~KD$FGU)kH

q]k<kr$sWjasH9k3HKmU7F/@5$#D^j"$sP&sIH"&HP&sIN>}

NQ1CH,Q~5l^9#

�����
��������� ��

3N5sWk&U#k?<&9F<HasHO"iSeries GU#k?<&k<krn.9k?aN57$=

8r(7"U!$kbG5^6^J9F<HasH,INh&K!=9k+r(93Hr\*H7F$^

9#3lO"cH7FN_HQ7F/@5$#

lL*JU#k?<&9F<HasHO"J<Nh&JbNG9#

FILTER SET TestFilter ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 162.56.39.100

DSTADDR = * PROTOCOL = * DSTPORT >= 1024 SRCPORT = 80

3NU#k?<O"$s?<U'<9K~CFhk (INBOUND)"=<9&"Il9, 162.56.39.100"=

<9&]<H, 80"8h]<H, 1024 JeN9YFNHiU#C/rvD7^9#

IP HiU#C/O"lL*KO\3e INBOUND H OUTBOUND N>}~K.lkNG">}~NHi

U#C/rvD9k?aN 2 DNX"9F<HasH,"kN,aLG9#3li 2 DN9F<HasH

Oj_N_i<HFPl^9#J<Kcr(7^9#

FILTER SET TestFilter ACTION = PERMIT DIRECTION = INBOUND SRCADDR = 162.56.39.100

DSTADDR = * PROTOCOL = * DSTPORT >= 1024 SRCPORT = 80

FILTER SET TestFilter ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = * DSTADDR =

162.56.39.100 PROTOCOL = * DSTPORT = 80 SRCPORT >= 1024

3liNU#k?<&9F<HasHGO">}Hb18;CH> TestFilter KJCF$^9#18;CH

>NU#k?<O9YF"18;CHbK"kH+J5l^9# 1 DN;CHK"U#k?<,$/D"

CFb=$^;s#Xj5l?;CHbGU#k?<r"/F#VK9kH"=liNU#k?<OU!$

kfK=lkgxGh}5l^9#

k<kr"/F#VK7?H-"U#k?<&9F<HasH1NGO?b!=7^;s#U#k?<&;

CHrU#k?<&$s?<U'<9K,Q9k,W,"j^9#;CH TestFilter r$<5MCHs~$

s?<U'<9K,Q9kcr"J<K(7^9#

FILTER_INTERFACE LINE = ETH237 SET = TestFilter

3liNk<kr"/F#VK7?eO"ETH237 eGvD5lk IP HiU#C/O"TestFilter ;CH

KhCFvD5lF$kbNN_KJj^9#
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m: $s?<U'<9G"/F#VK5lk9YFNU#k?<NGeK"79F`KhCF"GU)kH

G DENY ALL TRAFFIC k<k,IC5l^9#7?,CF"iSeries r=.7F$k$s?<U'<

9Kk<kr,Q9k]O"+,+HNo</9F<7gsrvD9k+"^?O iSeries r=.9k

D=-N"kLNMNo</9F<7gsrvD9k3H,gQEWG9#3lrTJoJ$H"

iSeries HNL.,:olF7^$^9#

J<Nh&K"#tN;CHr 1 DNU#k?<&$s?<U'<9&9F<HasHK,Q9k3H,

G-^9#

FILTER_INTERFACE LINE = ETH237 SET = set1, set2, set3

3liN;CHO"U#k?<&$s?<U'<9&9F<HasHGj9H7?NH18gV (;CH

1";CH 2"GeK;CH 3) Gh}5l^9#=l>lN;CH4HK"=N;CHbNU#k?<

O"U!$kfK=lkgxGh}5l^9#D^j"[Jk;CHVNU#k?<NgxO5U#G"k

3HKJj^9#U#k?<NgxO"U#k?<,18;CHbK"kH-KdjKJj^9#

IP �����!�"�

U#k?<&k<krn.7F"IP XC@<"TCP XC@<"UDP XC@<"*hS ICMP XC@<J

IN5^6^Jt,r2H9k3H,G-^9#J<Nj9HO"IP Q1CH&XC@<r=.9kU#

k?<&k<kbG2H9kU#<kIr(7^9#

v =<9 IP "Il9

v WmH3k (TCP"UDP JI)

v 8h IP "Il9

v =<9&]<H

v 8h]<H

v IP G<?0i`N}~ ($sP&sI""&HP&sI"^?O>})

v TCP SYN SCH

?H(P"8h IP "Il9"=<9 IP "Il9"*hS}~ ($sP&sI) KpE$FQ1CHrU

#k?<K]1kk<krn.7",Q9k3H,G-^9#3Nlg"79F`O"(/@d8h"Il

9K~8F) 9YFNe.Q1CHrP~9kk<kK^CAs07^9#=7F"k<kKXj5lF$

k"/7gs,BT5l^9#79F`OU#k?<&k<kGvD5lF$J$ Q1CHrK~7^

9#3lO"GU)kHq]k<kHFPlF$^9#

m: 79F`O"*}$s?<U'<9K"/F#VJk<k,/J/Hb 1 D"klgKBj"GU)

kHq]k<krQ1CHK,Q7^9#3Nk<kO"f<6<jAK9k3Hb"iSeries JS2

<?<rHQ7F8.9k3HbG-^9#U#k?<&k<k,$sP&sI&HiU#C/rvD

9kN+"&HP&sI&HiU#C/rvD9kN+K++oi:"79F`O>}~GGU)kH

q]k<kr$sWjasH7^9#*}$s?<U'<9K"/F#VJU#k?<&k<k,J$

lgO"GU)kHq]k<kO!=7^;s#

IP 
�����������
� NAT ������

NAT H IP U#k?<O"*_$KH)7Fn07^9#7+7"IP U#k?<`nH NAT rX"U1

FHQ9k3H,G-^9# NAT k<kN_r,Q9kh&K7?lg"79F`O"Il9Q9@1

rT$^9#1MK"IP U#k?<&k<kN_r,Q9kh&K7?lg"79F`O IP HiU#C

/@1rU#k?<`n7^9#7+7">}N?$WNk<kr,Q9kH"79F`O"Il9rQ9

7"U#k?<`nrT$^9# NAT HU#k?<rloKHQ9kH"CjNgxGk<k,BT5

l^9#$sP&sI&HiU#C/NlgO"NAT k<k,hKh}5l^9#"&HP&sI&Hi

U#C/NlgO"U#k?<,hKh}5l^9#
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NAT k<kHU#k?<&k<krL9NU!$kKn.9k3H,G-^9#3lO,\GO"j^;

s,"U#k?<&k<krI_d9/7?j"HiVk7e<F#s0,FWKJj^9#$:lN}!

(L9^?OloNU!$k) K7Fb"/89k(i<O18G9# NAT k<kHU#k?<&k<k

KL9NU!$krHQ9klg">}Nk<kr"/F#VK9k3H,G-^9#?@7"k<k,*

_$K%g7J$h&K7F/@5$#

NAT k<kHU#k?<`nk<kr1~K"/F#VK9kKO"H_~_ !=rHQ9k,W,"

j^9#?H(P"U#k?<&k<kKU!$k A r NAT k<kKU!$k B rn.7?H7^

9#U!$k B NbFr"k<krlZq->5:KU!$k A KH_~`3H,G-^9#3N}!

N\YKD$FO"XQ1CH&k<kKU!$krH_~`Yr2H7F/@5$#

��� IP 
�����������

U#k?<&k<krn.9klg"1 DNU#k?<KD- 1 DNk<k&9F<HasH,2H5l

^9#1 DN;CHKD- 1 DNU#k?<&0k<W,2H5l^9#1 DN;CHbNU#k?<

O"*}*JgxK>$"eL+i<LXHh}5l^9#1MK"#tN;CHb"

FILTER_INTERFACE 9F<HasHbN*}*JgxK>CFh}5l^9#

<NcGO"1 DN;CHK 3 DNU#k?<&9F<HasH,^^lF$^9#3N;CHr2H9

klg"oK3liN 3 DNk<k,9YFH_~^l^9#Lo"U#k?<&k<kr9YF 1 DN

;CHKH_~`N,GbJ1G9#

FILTER SET all ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= * PROTOCOL = TCP/STARTING DSTPORT = * SRCPORT = * FRAGMENTS %
= HEADERS JRN = FULL

FILTER SET all ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= * PROTOCOL = TCP DSTPORT = * SRCPORT = * FRAGMENTS = NONE %
JRN = OFF

FILTER SET all ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR %
= * PROTOCOL = ICMP TYPE = * CODE = * FRAGMENTS = NONE JRN %
= OFF

FILTER_INTERFACE LINE = ETHLINE SET = all
###Ethernet line ETHLINE

���
��

/+,"+RMCHo</bGLoNHi9FCI&79F`G"k3Hrh=*CF"=N79F`K"

/;97h&H7?H-K"9W<U#s0,/87^9#x0MCHo</Kjs/7F$k$s?<U

'<9r"3NoN6b+iik,W,"j^9# iSeries JS2<?<NQ1CH&k<k&(G#?<

Gs!5lF$kV9W<U]n (Spoof Protection)W&#6<Ir0.5;k3HG"9W<U#s0+

i]n9k3H,G-^9#3N&#6<IO"/~5ld9$$s?<U'<9Kk<krdjvFkN

Kr)A^9#k<k,"/F#VKJkH"x0 (sHi9FCI) MCHo</+iN79F`,"l

Q (Hi9FCI) MCHo</+iNHi9FCI&^7sH7F6kq&3HOG-J/Jj^9#

h 4 O Q1CH&k<kN50 27
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+RNMCHo</&j=<9r$s?<MCHK\39k0K";-ejF#<Whr)FF"/87&

k;-ejF#<eNj9/r}r7F*/,W,"j^9#lL*KO"$s?<MCHrHQ9k?a

NWhN)F}KD$F\YJpsr8a"^?btMCHo</N=.r-R7?8qr8ak,W,"

j^9#3liNpsr8a?kLKpE$F";-ejF#<Wor5NK>A9k3H,G-^9#H

TC/XIBM SecureWay: iSeries H$s?<MCHYK"4NNMCHo</&;-ejF#<Whrn.

9kNK,WJ\Yv`,-\5lF$^9#Q1CH&k<krHQ9kWh,"klg"J<NHTC

/r2H7F"Q1CH&k<kN=.r+O9kNK,WJpsr9YF8aF/@5$#

v XQ1CH&k<k: f<6<"BWoY

Q1CH&k<krI}9k?aN57$"Br}CF$k+I&+rN'7^9#

v XQ1CH&k<k: 79F`WoY

4HQN iSeries ,"Q1CH&k<krHQ7Fn09k?aNGcBN79F`WoKgCF$k+

I&+rN'7^9#

v XQ1CH&k<k: Who</7<HY

3No</7<HrHQ9kH"Q1CH&k<kN=.r+O9kNK,WJpsr8akNKr)

A^9#

WhNn.,0;7?i"Q1CH&k<kN=.r+O9k3H,G-^9#

��������: #�$�����

iSeries GQ1CH&k<krI}9k?aKO"=N0K"57$"Br}CF$k+I&+rN'7F

/@5$#f<6<&WmU!$kK *IOSYSCFG Cl"Br}CF$k,W,"j^9# QSECOFR f

<6< ID ^?O *SECOFR ?$WNf<6< ID +iQ1CH&k<krI}9kWhr)FF$kl

g""k$O *ALLOBJ "Br}CF$klgO"=lGI}9k3H,G-^9#=&GJ$lgO"

J<NG#l/Hj<"U!$k"*hS QSYS f<6< ID KP9k"B,,WG9#

1. J<N 3 DNU!$kKP9k*V8'/H"B *RXW *hSG<?"B OBJMGT rIC7^9#

/QIBM/ProdData/OS400/TCPIP/PacketRules/Template4PacketRules.i3p

/QIBM/ProdData/OS400/TCPIP/PacketRules/Template4PacketRules.txt

/QIBM/ProdData/OS400/TCPIP/PacketRules/Template4PacketRules.tcpipml

2. J<NG#l/Hj<KP9k*V8'/H"B *RWX rIC7^9#

/QIBM/UserData/OS400/TCPIP/PacketRules

/QIBM/UserData/OS400/TCPIP/OpNavRules

3. J<NU!$kKP9k*V8'/H"B *RWX rIC7^9#

/QIBM/UserData/OS400/TCPIP/OpNavRules/VPNPolicyFilters.i3p

/QIBM/UserData/OS400/TCPIP/OpNavRulesPPPFilters.i3p

4. QSYS WmU!$kKP9k ADD "Bb,WG9#3lO"77/n.5lkk<k&U!$kr

QSYS ,j-7F$k+iG9#

3liO"Q1CH&k<k&(G#?<,HQ9kG#l/Hj<NG#l/Hj<*hSU!$kG

9#e-Nj9HJ0NG#l/Hj<KU!$kr]I9k3HK7?lgO"=liNG#l/Hj<

KP9k"B,,WG9#
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iSeries G57/!=5;kKO"Q1CH&k<kN?aKJ<NbN,,WG9#

1. OS/400® P<8gs 5 jj<9 2 (5722-SS1)"^?O=lJe

2. iSeries Access for Windows® (5722-XE1) *hS iSeries JS2<?<

v iSeries JS2<?<NMCHo</&3s]<MsH

3. TCP/IP (5722-TC1) r"IP $s?<U'<9"P)"m<+k&[9H>"*hSm<+k&Ia$

s&M<`rH_~sG=.7J1lPJj^;s#

m: TCP/IP"MCHo<-s0"^?O IP "Il9KD$F}r7F$J$lgO"VTCP/IP Tutorial

and Technical OverviewW *hSVV4 TCP/IP for AS/400®: More Cool Things Than EverW r

2H7F/@5$#

��������: ��������

Q1CH&k<kNWho</7<HrHQ7F"Q1CH&k<kNHQWhKX9k\Ypsr8aF

/@5$#;-ejF#<NWorCj9k?aK"3Nps,,WG9#^?"3NpsrHQ7F"Q

1CH&k<kr=.9k3HbG-^9#79F`GQ1CH&k<kN=.rJak0K"FAdKz

(F/@5$#

Q1CH&k<krHQ9kWhrn.9k?aK,WJps sz

MCHo</*hS\3Nl$"&HOINh&KJCF$^9+? =lr(9^rn.7

F/@5$#

HQ9kk<?<H IP "Il9O?G9+?

79F`rLk TCP/IP HiU#C/N)fKHQ9kk<kO?G9+? j9H7?Fk

<k4HK"J<N"TCP/IP HiU#C/&Um<NC-rXj7F/@5$#

v vD^?Oq]9k5<S9N?$W (?H(P"HTTP"FTP JI)

v =N5<S9KP7Fv0KdjvFilF$k]<HVf

v L.N}~

v ~z&L.++O&L.+

v L.N IP "Il9 (=<9*hS8h)

>N"Il9K^CW9k+^?O>N"Il9NXeK#9 IP "Il9O?G9+? (3

Nj9HO"MCHo</&"Il9Q9rHQ9klgKN_,WG9#)
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4HQN79F`KX7FQ1CH&k<kr=.9k?aNWhNn.,0;7?i"=lirB]Kn

.7",Q9k`wr9k,W,"j^9#Q1CH&k<k&(G#?<N*si$s&XkWG"Cj

*J9FCWP$9FCWNpsr+k3H,G-^9#J<NA'C/j9HGO"k<kr"/F#V

K7?H-KNBK57/n05;k?aKBT9k,WN"k?9/N5Wr(7^9#

__ 1. Q1CH&k<k&(G#?<K"/;99k#

iSeries JS2<?<NQ1CH&k<k&(G#?<K"/;99kKO"33GNX(K>$^

9#

__ 2. Q1CH&k<k&(G#?< (V5R2 J_) NltH7Fs!5lF$k&#6<IrHQ7F"

k<k&U!$krn.9k#

v V5<S9NvD (Permit a Service)W&#6<I

3N&#6<IGO"Xj5l? TCP ^?O UDP 5<S9N?aK,WJHiU#C/rv

D9k"Q1CH&k<k&9F<HasHN;CHr8.7"^~7^9#

v V9W<U]n (Spoof Protection)W&#6<I

3N&#6<IGO""k$s?<U'<9eG"LN$s?<U'<9rLCF3N5<P<

K~CF/kO:NHiU#C/r9YFq]9k"Q1CH&k<k&9F<HasHN;C

Hr8.7"^~7^9#

v V"Il9Q9 (Address Translation)W&#6<I

3N&#6<IGO"^CW^?O#CQ1CH&k<k&9F<HasHN;CHr8.7"

^~7^9#

=.9kk<kN?$WK>CF"3liN&#6<I,",WJU#k?<*hS NAT 9F<

HasHr9YFn.7^9#&#6<IKO"Q1CH&k<k&(G#?<NV&#6<I

(Wizards)WaKe<+i"/;9G-^9#+,Gk<krn.7?$lgO"A'C/j9Hb

N!N`\KJsG/@5$#

__ 3. "Il9*hS5<S9rjA9k#

#tNk<krn.9kWhr)FF$k"Il9*hS5<S9NL>rn.7^9#

m: NAT NHQrWh7F$klgO",: "Il9rjA7F/@5$#

__ 4. NAT k<krn.9k#

NAT NHQrWh7F$klgN_"3N?9/rBT7^9#

__ 5. U#k?<&k<krn.9k#

3N79F`,I}9k"MCHo</K,Q9kU#k?<rjA7^9#

__ 6. U!$krH_~`#

V^9?<Wk<k&U!$kKH_~`ICU!$krXj7^9#77$k<k&U!$kG

FxQ7?${8Nk<k&U!$k,"klgKN_"3N?9/rBT7^9#

__ 7. $s?<U'<9rjA9k#

k<kr$s?<U'<9K,Q7^9#

__ 8. 3asHrn.9k#

=l>lNk<k&U!$k,?r9kN+b@7^9#

__ 9. k<k&U!$kr!Z9k#

(i<*hSdj,J/"k<kr"/F#VKG-k3HrN'7^9#

__ 10. k<k&U!$kr"/F#VK9k#

Q1CH&k<kO"n05;k?aKO"/F#VK9k,W,"j^9#

__ 11. Q1CH&k<krI}9k#

Q1CH&k<kr"/F#VK7?eO"j|*KI}7F"79F`N;-ejF#<r]i

© Copyright IBM Corp. 2000, 2002 31



9k,W,"j^9#3NHTC/GO"k<k&U!$kNT8"Q1CH&k<k&"/7g

sN8c<Jk-?HF:"*hSPC/"CWHs|NRsHHj!KD$Fb@7F$^9#

��������������

Q1CH&k<k&(G#?<K"/;99kKO"iSeries j=<9GNnHrD=K9k0iU#+

k&$s?<U'<9G"k"iSeries JS2<?<rL7FTJ&,W,"j^9#79F`GQ1C

H&k<kNn.r+O9kKO"Q1CH&k<k&(G#?<rHQ7F/@5$#77$U!$kN

n."{8NU!$kNT8""k$O"79F`Gs!5lF$k5sWk&U!$kGNnH,D=G

9#

Q1CH&k<k&(G#?<K"/;99kKO"J<N9FCWK>$^9#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</ (Network)W-->VIP
]j7< (IP Policies)WrH%9k#

2. VQ1CH&k<k (Packet Rules)Wr&^&9&\?sG/jC/7"Vk<k&(G#?<

(Rules Editor)Wr*r9k#

3NHTC/NXQ1CH&k<kN=.Y;/7gsGb@5lF$kF?9/rBT9k}!KD$F

O"*si$s&XkWK9FCWP$9FCWNX(,-\5lF$^9#

���������&����

Q1CH&k<krn.9k]O"=Nk<kr,Q9k IP "Il9*hS5<S9rXj9k,W,"

j^9#jA"Il9O"7s\k>r?(il?$s?<U'<9XjG9#=7?$"Il9,"Il

9OO"5V;CH"Point-to-Point ID Nj9H"^?OT"3"Il9Nj9HG"klgK""Il9

rjA7J1lPJj^;s#^CW&"Il9Q9k<krn.9k=j,"klg"jA"Il9&9

F<HasH,,WKJj^9#=7?$"Il9,"U#k?<&9F<HasHbN 1 DN IP "I

l9G"klg"jA"Il9&9F<HasHO,W"j^;s#5<S9NL>rHQ9kH"5<S

9rjA7F"=lir#tNU#k?<GFxQ9k3H,G-^9#^?"5<S9NL>O"LN5

<S9jAN\*rHiC-s07^9#

"Il9*hS5<S9NL>rjA9k3HG"Q1CH&k<kNn.,FWKJj^9#k<krn

.9kH"CjN"Il9d5<S9N\YGOJ/""Il9NKC/M<`^?O5<S9NL>r2

H9kh&KJj^9#U#k?<&k<kKKC/M<`dL>rHQ9kH"!N 2 DNx@,"j

^9#

1. ?$W_9Nj9/rG.BKG-k#

2. n.9k,WN"kU#k?<&k<kNtrG.BKG-k#

?H(P"$s?<MCH&"/;9r,WH9kf<6<,MCHo</bK 31 M$kH7^9#?@

7"3liNf<6<N"/;9r Web "/;9N_K)B9kbNH7^9#3Nlg",WJU#k

?<&k<krn.9k}!r 2 DNf+i*rG-^9#

1. Ff<6<N IP "Il9KU#k?<&k<krjA7^9#

2. "Il9rjA7F""Il9&;CH4NKf<6<r=9KC/M<`rn.7^9#

1 D\r*r7?lg"k<k&U!$kKP7FBT7J1lPJiJ$]iNst,}(k@1GJ

/"?$W_9r9kD=-bb/Jj^9#2 D\r*r7?lg"2 DNU#k?<&k<krn.9

k@1G9#Fk<kKKC/M<`rHQ7F"=Nk<k,,Q5lk4NN"Il9&;CHr2H

9kh&K7^9#
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^?5<S9KP9kKC/M<`rn.7F""Il9NKC/M<`H18h&KHQ9k3HbG-

^9#5<S9NL>GO"*r9k TCP"UDP"*hS ICMP Np`rjA7^9#^?"HQ9k=

<9H8h]<Hr*r7^9#

m: NAT NHQrWh7F$klgO",: "Il9rjA7F/@5$# NAT k<kOjA"Il9

N_rX93H,G-^9#

"Il9"5<S9NL>"*hS ICMP 5<S9rjA9k}!KD$FO"Q1CH&k<k&(G

#?<N*si$s&XkWK9FCWP$9FCWNX(,-\5lF$^9#

!N9FCW

MCHo</&"Il9Q9rHQ9k=j,"klgO"XNAT k<kNn.YKJsG/@5$#=

lJ0NlgO"XIP U#k?<&k<kNn.YKJ_"+RMCHo</K~CFhk""k$O+

RMCHo</+iPFT/"IP HiU#C/rU#k?<`n7^9#

NAT ������

NAT NHQrhj9klg"HQ9k IP "Il9KKC/M<`rjA7J1lPJj^;s#8`N

32 SCH&"Il9=-rHQ7F$klg"NAT k<krn.G-^;s# 193.112.14.90 JINB"

Il9rXj9kNGOJ/">0 KhCF 193.112.14.90 r2H7J1lPJj^;s#79F`G

O"jA7?>0rP~9k"Il9KX"U1F"=lir,9Q97^9#7?,CF"79F`,

NAT k<kr"Il9K,Q9k0K""Il9NjArT&,W,"j^9#

Q1CH&k<k&(G#?<GO"2 DN?$WN NAT k<krn.G-^9#l}N?$WGO"

Il9r#7"b&l}GO"Il9r^CW7^9#

"Il9r#9

lQ"Il9rx0G=(7J$h&K9kKO""Il9r#9,W,"j^9##7"Il9&k<k

rHQ9kH"#tNbt"Il9r 1 DNx0 IP "Il9N"K#93H,G-^9#3N?$WN

NAT O"^9+l<I NAT HbFPl^9#

"Il9r^CW9k

1 DNx0 IP "Il9+i 1 DNbt"Il9KHiU#C/rP)Xj9klgO""Il9N^C

Ts0rT&,W,"j^9#3N?$WN NAT O"E* NAT HbFPl^9#

"Il9r#C^?O^CW9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkWK

9FCWP$9FCWNX(,-\5lF$^9#

!N9FCW

+RMCHo</K~CFhk""k$O+RMCHo</+iPFT/HiU#C/rU#k?<`n9

k=j,"klgO"XIP U#k?<&k<kNn.YKJ_^9#=lJ0NlgO"XQ1CH&k

<kGN3asHNn.YKJ_^9#

IP 
�����������

U#k?<rn.9kH-K"+R79F`K~CFhk""k$O+R79F`+iPFT/"IP Hi

U#C/N.lrI}9kk<krXj7^9#f<6<jANk<kKhCF"79F`K"/;97h

&H7F$kQ1CHNvD^?Oq],h^j^9#79F`O"IP Q1CH&XC@<bNpsN?

$WK~8F"IP Q1CHrw.7^9#79F`O^?"79F`K,Q9kh&Xj7?"/7gs

r IP Q1CHKX(7^9#CjNk<kK,g7J$Q1CHOQ~5l^9#3N+0Q~k<k

h 6 O Q1CH&k<kN=. 33



O"GU)kHq]k<k HFPl^9#GU)kHq]k<kOU!$kNGeK"j"Q1CH,"

=N0K"C?k<kNp`K9YFgoJ+C?lgK"3NGU)kHq]k<k,+0*K"/F#

VKJj^9#GU)kHq]k<kr"/F#VK9kKO"/J/Hb 1 DNU#k?<&k<kr

"/F#VK9k,W,"j^9#

m: iSeries r=.7F$k$s?<U'<9Kk<kr,Q9k]O"+,+HNo</9F<7gsr

vD9k+"^?O iSeries r=.9kD=-N"kLNMNo</9F<7gsrvD9k3H,g

QEWG9#3lrToJ$H"iSeries HNL.,:olF7^$^9#3Nh&J3H,/3C?

i"^@\3r]CF$k$s?<U'<9 (*Zl<?<&3s=<kJI) rHQ7F"iSeries K

m0*s7J1lPJj^;s# RMVTCPTBL 3^sIrHQ7F"79F`eN9YFNU#k?

<r|n7^9#

U#k?<&k<krn.9k0K"MCHo</&"Il9Q9 (NAT) rHQ9k,W,"k+I&+

rha^9#NAT k<krHQ9klgO""Il9*hS5<S9NjArT&,W,"j^9#

NAT O"jA"Il9r,WH9k#lN!=G9,">N!=Kb1MKHQ9k3H,G-^9#"

Il9*hS5<S9rjA9kH"?$W_9ND=-rG.BK9k@1GJ/"n.7J1lP$1

J$k<kNtr:i93H,G-^9#

U#k?<&k<krn.9kH-K"G.BN(i<HGgBNz(rB=9k$/D+N}!r!K(

7^9#

v lYK 1 DNU#k?<&k<krjA7^9#?H(P"Telnet KP9kvDr1~K9YFn.7

^9#3&9kH"k<kr2H9kH-oKk<kKX"7F0k<W=9k3H,G-^9#

v U#k?<&k<kOU!$kKBYilF$kgxGh}5l^9#n.~K"k<kr,Q9kg

xKBYkh&K7F/@5$#gxKmj,"klg"Q1CH,=jLjKh}5lJ/Jk?

a"79F`,"?C/5ld9/Jj^9#hjJ1K9kKO"!N"/7gsr!$7^9#

1. U#k?<&;CH>r"U!$kG*}*KjA5lF$kNH4/18gxG

FILTER_INTERFACE 9F<HasHK_j7^9#

2. 1 DN;CHK9YFNU#k?<&k<kr_j7F";CHgxNdjrsr7^9#

v h}7J,iFk<kN=8r!Z7^9#3N},lYK9YFrGPC09khjbJ1Ga/!

ZG-^9#

v @}*Kj_X"N"kU!$k&0k<WN;CH>rn.7^9#lYK"/F#VKG-kk<

k&U!$kO 1 D7+J$?a"3lOEWG9#!Ncr2H7F/@5$#

v vD9kG<?0i`NU#k?<&k<krq-~`@1G9#>NU#k?<&k<kO+0q]

k<kKhCFK~5l^9#

v gLNHiU#C/r7&k<k+ihKq-~_^9#

c: e-N;CH>Nn. RsHr2H7F/@5$#?/Nbtf<6<K Telnet N"/;9rvD7

^9,"4wKvD9ko1GOJ$H7^9#3liNk<kNI}rJ1K9k?a"Fk<kK;C

H> TelnetOK rdjvF^9#CjN$s?<U'<9rP39k Telnet rvD7">+iN Telnet

NHiU#C/r9YFVmC/9k3Hrh 2 Np`K9kH7^9#3Nlg"Telnet N"/;94

NrVmC/9kh 2 Nk<k&;CHrn.9k,W,"j^9#3liNk<kK";CH>

TelnetNever rdjvF^9#;CH>rn.9k3HKhj"k<kN\*rhL7d9/Jj^9#^

?""kCjN;CHK,Q9k3HrhaF$?$s?<U'<9r=L9kNbFWKJj^9#e-

NRsH9YFrHQ9kH"U#k?<Nn.Wm;9,FWKJj^9#

IP U#k?<&k<krn.9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkW

K9FCWP$9FCWNX(,-\5lF$^9#

34 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)



!N9FCW

U#k?<Nn.,0;7?i"U#k?<&9F<HasHK 1 DNU!$krH_~`+""k$O

#tNU!$krH_~`+r!$9Y-lg,"j^9#!$N,W,J$lg"!N9FCWGO"k

<kr,Q9k$s?<U'<9rjA7^9#

IP 
�����'���
(�����

79F`,IN$s?<U'<9KINk<kr,Q9k+r_j9kKO"U#k?<&$s?<U'<

9r,: jA7^9#U#k?<&$s?<U'<9rjA9k0K"79F`,5^6^J$s?<U

'<9KP7F,Q9kU#k?<rn.9k,W,"j^9#"Il9NjAr*r7?lg ($s?<

U'<9NjA~)"$s?<U'<9O>0G2H5l^9#"Il9NjAr*r7J+C? lg ($

s?<U'<9NjA~)"$s?<U'<9O IP "Il9G2H5l^9#

U#k?<rn.9k]K"1 DN;CHK#tNU#k?<rH_~`3H,G-^9#=Ne"=N;

CHr FILTER_INTERFACE 9F<HasHKIC7^9#3N9F<HasHGHQ9k;CH>O"

U#k?<&9F<HasHGjA7?;CH>K9k,W,"j^9#?H(P";CH> ALL ,"

j"9YFNU#k?<,3N;CHK^^lklg"U#k?<r57/n05;k?aKO;CH>

ALL rU#k?<&$s?<U'<9&9F<HasHKH_~`,W,"j^9# 1 DN;CHK#t

NU#k?<rH_~`@1GJ/"1 DN FILTER_INTERFACE 9F<HasHK#tN;CHrH_

~`3HbG-^9#

$s?<U'<9rjA9k0K"HQ9kICU!$krH_~`,W,"j^9#=Ne"$s?<U

'<9rjA9k3H,G-^9#U#k?<&;CHO"U#k?<&$s?<U'<9&9F<Has

HGXj5l?gxG,Q5l^9#7?,CF"U#k?<&k<kO"U!$kbK"k;CHN*}

*JjAH18gxG FILTER_INTERFACE 9F<HasHK=(5l^9#

U#k?<&$s?<U'<9rjA9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&

XkWK9FCWP$9FCWNX(,-\5lF$^9#

!N9FCW

U#k?<&$s?<U'<9rjA7?i"!N9FCWGO"Q1CH&k<kG3asHrn.7^

9#

����������
)'���	�	

Q1CH&k<k&(G#?<N Include !=rHQ7F"#tNQ1CH&k<k&U!$kr79F`

eG"/F#VK9k3H,G-^9##tNU!$krHQ9kH"k<kNnH,soKJ1KJj^

9#CK"#t$s?<U'<9GHiU#C/r)f9kNKsoK?/Nk<k,,WKJklgK*

$FOXxG9#?H(P""kk<k&0k<Wr#tN$s?<U'<9GHQ9k3H,G-^9#

3Nh&J0k<Wr"1 DNU!$kNfKn.9k3H,G-^9#^9?<&U!$kKk<krH

_~aP"LNU!$kGk<krHQ9k?SKk<krFn.7J/FQ_^9#^9?<&U!$k

O"$UN~VK"/F#VK9k3H,G-k#lNU!$kG9#^9?<&U!$kKk<krIC

9kNK"3NH_~_!=rHQ9k@1GQ_^9#

H_~_U!$krn.9kH-K"$s?<U'<9NU#k?<&k<kHOLK"$s?<U'<9

N NAT k<kr]}9k3H,G-^9#?@7"Xj7?H-"/F#VKG-kU!$kO 1 D@

1G9#

h 6 O Q1CH&k<kN=. 35



7,k<k&U!$krn.9kH"7,U!$kNltH7F$UN{8U!$krH_~`3H,G-

^9#?@7"=N0K"HQ9k7,U#k?<&k<krn.9k,W,"j^9#k<krn.9k

H-O",:?$WLKk<krU!$k (0k<W=) 7^9#3&9kH"0KHQ7?k<krFn

.9k,W,J/Jj^9#,WK~8FH_~s@jo|7?j9k@1G9#

k<kKU!$krH_~`}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkWK9F

CWP$9FCWNX(,-\5lF$^9#

!N9FCW

HQ9kICk<k&U!$kr9YFH_~s@i"!N9FCWGO"IP U#k?<&$s?<U'

<9rjA7^9#

����������* �����

k<k&U!$kN3asHOsoKEWG9#k<krINh&KH&+JIr-R7^9#?H(P"

CjNk<kKhCFvD^?Oq]9kv`JIr-?7^9#3Nh&J?$WNpsO-h*KO~

VNasKDJ,j^9#;-ejF#<N3lr9a/rh9k,W,"klgO"-1rFS/39?

aN3liN3asH,,WKJj^9#k<kNU#r}r9k~V,J$lgO"3asHr=,Kh

Q7F/@5$#

Q1CH&k<kNn.*hS"/F#V=KX"9k@$"m0N=l>lK"Vb@ (Description)W
U#<kI,QU5lF$^9#3lO"3asHQK=s5lF$kU#<kIG9#79F`GO"3

NU#<kIK~O7?bNr9YF5k7^9#k<kn.Wm;9NF9FCWK"k"3asH&U

#<kIrHQ9k3HbG-^9#3lrHQ9lP"EWJ3asHrn.7:lk3H,/J/Jj

^9#3asHr-R9kh},-1K77$bK3asHrn.9k3Hr*+a7^9#?@7"9Y

FNk<krn.7?eG3asHrn.9k3HbG-^9#

k<k&U!$kbK3asHrn.9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&

XkWK9FCWP$9FCWNX(,-\5lF$^9#

!N9FCW

3N9FCWN0NXQ1CH&k<kN=.YNF9FCWr*;7?i"!N9FCWGO"Q1C

H&k<kN]I*hSXQ1CH&k<kN!ZYrT$^9#

�����������

k<kO",:!Z7F+i"/F#VK7F/@5$#=lKhCF"?bdjr/35:Kk<kr"

/F#VK9k3H,G-^9#Q1CH&k<kr!Z9k]O"79F`,=liN=8(i<*hS

U#(i<rA'C/7"=NkLrQ1CH&k<k&(G#?<N<tNaC;<8&&#sI&Gs

p7^9#CjNU!$k*hSTVfKX"9k(i<&aC;<8,"C?lg"=N(i<r&^&

9&\?sG/jC/7F"VTVf (Go To Line)Wr*r9kH"T8fNU!$kbG=N(i<r

/4=(K9k3H,G-^9#

!Z!=rHQ9k0K"Q1CH&k<kr=(7F(i<r\k9k3H,G-^9#=8(i<N"

kk<kr"/F#VK9k3HOG-^;s#79F`N!Z!=KhCF"=8eN(i<,A'C/

5l^9#79F`Ok<kNgx,57$+I&+r!ZG-^;s#k<kNgxOj0G!:7J1

lPJj^;s#Q1CH&k<kOgx,EWG9#D^j",Q7?$gxGk<krBYJ1lPJ

j^;s#VcC?gxGXj9kH"|T7?kL,@il^;s#k<kr"/F#VK9k0K"k

<k,,Q5lkgxG57/Xj5lF$k3HrN'7F/@5$#

36 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)



Q1CH&k<kr!Z9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkWK9F

CWP$9FCWNX(,-\5lF$^9#

YpaC;<8: U#k?<&k<kr"/F#VK9kH-O"oK79F`KhCF+0*K3liN

k<k,!Z5l^9#5^6^JYpaC;<8*hS(i<&aC;<8,=(5l

k3H,"j^9#YpaC;<8O1KLN\*QG"j"!ZWm;9,d_5lk

3HO"j^;s#9YFNaC;<8rmU</IsG/@5$#!Z^?O"/F#

V=,5oKTol?3Hr(9aC;<8,=(5l^9#EgJ(i<,"C?l

g"3NGeK=(5lkaC;<8K"k<kNm<I,:T7?],(5lk3Hb

"j^9#

!N9FCW

k<kr5oK!Z7*(?i"!N9FCWGO"k<kr"/F#VK7^9#

�������������+�

n.7?Q1CH&k<kN"/F#V=O"Q1CH&k<kN=.K*1kGeN9FCWG9#n.

7?k<kr!=5;k?aKO"=liNk<kr"/F#VK9k+""k$Om<I7J1lPJj

^;s#7+7"k<kr"/F#VK9k0K"k<k,57$+I&+r!Z9k,W,"j^9#o

K"Q1CH&k<kr"/F#VK9k0Kdjrrh9kh&K7F/@5$#(i<N"kk<kd

gxNVcCF$kk<kr"/F#VK9kH"79F`N0nKj9/,/87^9#79F`KO"

k<kr"/F#VK7?H-K+0*KFSP5lk!Z!=,"j^9#3N+0!Z!=GOgWJ

=8(i<,A'C/5lk@1JNG"3l@1KM89k3HOG-^;s#oK"j0Gbk<k&

U!$kN(i<rA'C/7F/@5$#

U#k?<&k<k,$s?<U'<9K,Q5lF$J$lg (?H(P"U#k?<&k<krHQ;

: NAT k<kN_rHQ7F$klg)"Yp (TCP5AFC) ,=(5l^9#3lO(i<GO"j^;

s#1K\*I*j 1 DN$s?<U'<9rHQ7F$k3Hr!Z9k@1G9#,:GeNaC;

<8r2H7F/@5$#33G"/F#V=,5oKTol?3Hr(7F$lP"e-NaC;<8O

9YFYpG9#

m: 9YFN$s?<U'<9KP7F77$k<kr"/F#VK7?lg"9YFN*}$s?<U'

<9GJ0Nk<k,77$k<kKhCFV-9(il^9#77$k<kK*}$s?<U'<9

,-R5lF$J$lgGb"V-9(il^9#7+7"77$k<kr 1 DNCjN$s?<U

'<9KP7F"/F#VK9kh&K7?lgO"=NCjN$s?<U'<9GN_J0Nk<k

,77$k<kKV-9(il^9#=N>N$s?<U'<9N{8Nk<kOQ95l^;s#

G*9FCW

Q1CH&k<kr=.7"5oK"/F#V=7?eO"=liNk<krj|*KI}7F"79F`

N;-ejF#<rNBK]}9k,W,"j^9#Q1CH&k<kr57/]i*hSbK?<9k?

aN?9/Nj9HKD$FO"3NHTC/NXQ1CH&k<kNI}Y;/7gsr2H7F/@5

$#

h 6 O Q1CH&k<kN=. 37
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� 7 � �����������

79F`N;-ejF#<*hSQ1CH&k<kN]4-r]i9kKO"J<NI}?9/rj|*K

BT9k,W,"j^9#

m: Q1CH&k<k&(G#?<N*si$s&XkWG"3liN?9/KX9kCj*J9FCWP

$9FCWNpsr+k3H,G-^9#

v U!$kNC:r]n9kKO"XQ1CH&k<kNPC/"CWYrT&#

v ?i+N}3G NAT *hSU#k?<&k<krd_9k,W,"kH-O"XQ1CH&k<kN

s"/F#V=YrT&#?@7"k<krs"/F#VK9kH"MCHo</O]n5lJ$uV

KJk3HKmU7F/@5$#

v +RN79F`K~CFhk""k$O+RN79F`+iPFT/"IP HiU#C/N.lrQ99

k,W,"kH-O"XQ1CH&k<kNT8YrT&#

v Q1CH&k<krm0K-?9kKO"XQ1CH&k<kN"/7gsN8c<Jk*hSF:Y

rT&#3lO"k<kNGPC0,,WJlgKr)A^9#

v (i<NHiVk7e<F#s0,,WJH-O"XQ1CH&k<kN=(YrT&#

Q1CH&k<krz(*+DzL*KI}9k?aK"D=JjJr9YFHQ9k,W,"j^9#7

9F`N;-ejF#<O"=_Nk<k,5N+I&+KM87F$^9#HiVk7e<F#s0Gg

u,,WJlgO"XQ1CH&k<kNHiVk7e<F#s0Yr2H7F/@5$#

��������������+�

"/F#VK5l?Q1CH&k<krQ99k,W,"klg"^?O77$k<kr"/F#VK7?

$lgO"^:GiK=_"/F#VKJCF$kk<krs"/F#VK7J1lPJj^;s#CjN

$s?<U'<9"CjN Point-to-Point ID"^?O9YFN$s?<U'<9H9YFN Point-to-Point

ID N&A"$:lNk<krs"/F#VK9k+*V3H,G-^9#

Q1CH&k<krs"/F#VK9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&X

kWK9FCWP$9FCWNX(,-\5lF$^9#

�����������

U#k?<&k<kr=(7F=li,57$3Hr!Z7F+i"U#k?<&k<kr"/F#VK7

F/@5$#n.7?U#k?<&k<kr=(9kH"\G+Fo+k(i<rA'C/9k3H,G-

^9#U#k?<&k<kO""/F#V=dF9HN0@1GJ/"u~dPC/"CWN0K=(9k

3Hb"j^9#(i<&A'C/N}!O"k<kN=(@1GO"j^;s#7+7"F9H0K(i

<rG.BK:i7?j"o|9k3HOzL*J}!G9#

n.7?U#k?<&k<krPO7F"N'G-kh&K7^9#3&9kH"\G+Fo+kmjr!

P7"0Kn.7?U#k?<&k<k&U!$kr9YFH_~s@3HrN'7^9#

^?79F`KO!Z!=,"j^9,"3N!=@1KM87J$G/@5$#9YFN(i<rjnH

GNBK{59k?aNjJrBT9k,W,"j^9#3&9kH".EJ~VHj=<9rasG-^

9#
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s"/F#VJk<kr=(9kKO"Q1CH&k<k&(G#?<Gk<k&U!$kr+/,W,"

j^9#

"/F#VJU#k?<&k<krT87?$lgO"^:GiK=liNk<kr=(7F"INh&K

Q99kN+rhj7F/@5$#

=_"/F#VJk<kr=(9kKO"!N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<N5<P< (your server)W-->VMCHo</

(Network)W-->VIP ]j7< (IP policies)W-->VQ1CH&k<k (Packet rules)Wr*r9k#

2. "/F#VJQ1CH&k<kr=(7?$$s?<U'<9r*r9k#

3. &Z$sG""/F#VJQ1CH&k<kNj9Hr=(9k#

m: 3N@$"m0GOk<kNT8OG-^;s#k<k&U!$krs"/F#VK7F+i"Q1C

H&k<k&(G#?<rHQ7Fk<krT87J1lPJj^;s#

NAT H IP U#k?<NI}Kaj^9#

�����������

4HQNMCHo</N;-ejF#<Wo,Q9KJC?H-O"k<krT87F"77$;-ejF

#<o,Kgo;J1lPJj^;s#7+7""/F#VJQ1CH&k<krT89kKO"GiK=

Nk<krs"/F#VK7J1lPJj^;s#=NeG"iSeries JS2<?<NQ1CH&k<k&

(G#?<rHQ7F"k<kK,WJQ9rT$^9#k<krT87*(?i",:=liNk<kr

!Z7F+i"FS"/F#VK7F/@5$#

Q1CH&k<krT89k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkWK9F

CWP$9FCWNX(,-\5lF$^9#

���������,�����

Q1CH&k<kNPC/"CWO"GiO,WJ$h&KW(^9,"oK,WJ3HG9#:ol?l

gO"PC/"CW,"kH"Gi+iU!$krFn.9k?aN~VHnHrasG-^9#

J<K":C?U!$kHNV-9(rFWK9k?aNlL*JRsHr(7^9#

U#k?<&k<kNu~

GbB4G",WK~8FpsrICG-kljKPOr]I7^9#u~POO"U#k?<&k<

kN(i<r!w9k,W,"klgKbXxG9#

Q1CH&k<kru~9k}!KD$FO"Q1CH&k<k&(G#?<N*si$s&XkWK

9FCWP$9FCWNX(,-\5lF$^9#

G#9/XNpsN3T<

3T<Ou~POhjb%lF$^9#j0GIC7J/Fbps,ER*K8_7F$k?aG9#

3lKhj"1 DN*si$s&=<9+iLN=<9Xpsr>\\09k3H,G-^9#

m: iSeries GO"UmCT<&G#9/KGOJ/"79F`&G#9/Kps,3T<5l^9#k

<k&U!$kO"PC eGOJ/ iSeries eN IFS U!$k&79F`K]I5l^9#79F

`&G#9/K]I5lkG<?N]njJH7F"PC/"CWKhkG#9/]nrxQG-

^9#

40 iSeries: MCHo<-s0&;-ejF#< IP U#k?<`nHMCHo</&"Il9Q9 (NAT)



iSeries rHQ9klg"PC/"CW*hSs|No,KD$FWhr)Fk,W,"j^9#U!$k

Ns|*hSPC/"CWN\YKD$FO"VPC/"CW*hSs|Njz-Wr2H7F/@5$#

���������������-.�/������

Q1CH&k<kKO"8c<Jkh}!=,^^l^9#8c<Jkh}Khj"NAT dU#k?<`

nNdjrHiVk7e<F#s0G-^9#8c<JkrHQ7F"k<kN"/7gsNm0rn.G

-^9#3lKhj"J1Kk<kNGPC0d9]CH&A'C/rT&3H,G-^9#^?"79F

`&m0^?O8c<Jkr2H7F"79F`KP~j9kHiU#C/NUm<rF:9k3H,G-

^9#

8c<Jkh}!=O"1 k<k4HKHQ5l^9# NAT ^?O U#k?<&k<krn.9kl

g"FULL ^?O OFF N8c<Jk&*W7gsrHQG-^9#\YKD$FO"!N=r2H7F/

@5$#

*W7gs jA

FULL >w5l?FQ1CH,m0K-?5l^9#

OFF 8c<Jkh}OTol^;s#

8c<Jkh},*sNlg"G<?0i`K,Q5lkk<k (NAT ^?OU#k?<) 4HK"8c

<Jk&(sHj<,8.5l^9#8c<Jk&(sHj<,n.5lJ$#lNk<kO"GU)kH

q]k<kG9#3Nk<kO"79F`KhCFn.5lk?a"8c<JkKO-?5l^;s#

3liN8c<JkrHQ7F"iSeries eKFQU!$krn.7^9#=3G"79F`N8c<Jk

K-?5l?psrHQ7F"79F`,INh&KHQ5lF$k+r=L7^9#3lO";-ejF

#<WheN5^6^JWGNQ9rhj9ku1HJj^9#

8c<Jkh}!=rVOFFWK_j9kH"=Nk<kN8c<Jk&(sHj<On.5l^;s#3

Nh&J*rr9k3HOG-^9,"GIN*rGOJ$lgb"j^9#U#k?<*hS NAT k

<kNn.KD$FON7F$J$lgO",WK~8F FULL (m0-?) rHQ7F/@5$#3lK

hCF"m0rHiVk7e<F#s0&D<kH7FHQ9k3H,G-^9#7+7"8c<Jkh}

9kbFr*r9k,W,"j^9#8c<Jkh}O79F`Nj=<9G+JjiY,++j^9#g

LNHiU#C/r)f9kk<kKG@rgo;kh&K7F/@5$#

3liN8c<Jkr=(9kKO"!Nh&K7^9#

1. iSeries eN3^sI&WmsWHG"NAT 8c<JkNlgO DSPJRN JRN(QIPNAT)"IP U#k?

<&8c<JkNlgO DSPJRN JRN(QIPFILTER) H~O7^9#

h 7 O Q1CH&k<kNI} 41
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� 8 � ����������0+��	�����

3N;/7gsGO"Q1CH&k<kNlL*JdjKP9kHiVk7e<F#s0Kr)DbFrs

!7^9#

v iSeries L.Hl<9!=rHQ9kH"CjN$s?<U'<9N9YFNG<?0i`&HiU#C

/r=(G-kh&KJj^9#L.Hl<9N+O (STRCMNTRC) *hSL.Hl<9Nu~

(PRTCMNTRC) 3^sIrHQ7F"psr}87"u~7^9#

v NAT *hS IP U#k?<&k<kNgxGO"k<kNh}}!,hj5l^9#k<kOU!$k

K=lkgxGh}5l^9#gx,57/J$lg"Q1CHO|TLjNh}rBT7J$3H,

"j^9#3&9kH"79F`OOC-s0KP7F5IwKJj^9#U#k?<&;CH>r"

U!$kG*}*KjA5lF$kNH4/18gxG FILTER_INTERFACE 9F<HasHK_j7

^9#

=8*K57$U#k?<&k<krq-~`?aN\YKD$FO"3NHTC/NXIP U#k?

<&k<kNn.Y;/7gsr2H7F/@5$#!N=K(9h}KmU7F/@5$#

$sP&sI&HiU#C/h} "&HP&sI&HiU#C/h}

1. NAT k<k 1. IP U#k?<&k<k

2. IP U#k?<&k<k 2. NAT k<k

v 9YFNk<kNo|O"79F`rj;CH7F(i<rCn9kGIN}!G9# iSeries eG

TCP/IP F<VkNo| (RMVTCPTBL) 3^sIrBT7^9# iSeries JS2<?<&"Wj1<7g

s+imC/"&H7F$klgb"3N3^sIrHQ7F"k<kKaCF$5G-^9#

m: VPN 5<P<N+Ob3NVTCP/IP F<VkNo|W3^sIKhCFTol^9#?@7"VPN

5<P< (IKE *hS ConMgr) ,J0KT/7F$?lgKBil^9#

v NAT rHQ7F$klg"iSeries eN TCP/IP =.G IP G<?0i`N>wNvDrT&3H,TD

gG9#TCP/IP 0-NQ9 (CHGTCPA) 3^sIrHQ7F"IP G<?0i`N>w, YES K_j

5lF$k3HrN'7^9#

v GU)kHNajP)NN'GO"^CW7?+"XeK#7?"Il9,57$3HrN'7^9#

3N"Il9KD$FO"iSeries XNajP)rXj7F"NAT KhCFQ95lJ$h&K,ZJs

~rLaG-kh&KJCF$J1lPJj^;s#

m: iSeries K#tNMCHo</^?Os~,\35lF$klg"$sP&sI&HiU#C/NP

)XjKOCKmU9k,W,"j^9#$sP&sI&HiU#C/OHiU#C/,~k$UN

s~Gh}5l^9,"HiU#C/rQ97J$57$s~GJ$lg,"j^9#

v |TI*jNgxGk<k,BYilF$k+N'9k?aK"EXPANDED.OUT U!$kr+$F(i

<&aC;<8HYpaC;<8r!Z7^9#U#k?<N;CHr!Z7F"/F#VK9kH"

3liNU#k?<O iSeries JS2<?<KhCF8.5l?k<kH^<85l^9#3NH_go

;KhCF"EXPANDED.OUT H$&77$U!$kK"^<85l?k<k,n.5l^9#3NU!$

kO"f<6<Nk<kNV+lF$kG#l/Hj<H18G#l/Hj<KV+l^9 (LoO

/QIBM)#YpaC;<8H(i<&aC;<8O"3NU!$kr2H7^9#3NU!$kr=(9

kKO"Q1CH&k<k&(G#?<N+i+/,W,"j^9#

1. iSeries JS2<?<GQ1CH&k<k&(G#?<K"/;99k#

2. VU!$kWaKe<+iV+/Wr*r9k#

3. G#l/Hj< QIBM/UserData/OS400/TCPIP/PacketRules/"^?O"GU)kHH[JklgOQ

1CH&k<kr]I7?G#l/Hj<K\09k#
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4. VU!$kN*<Ws (Open file)W&#sI&+i EXPANDED.OUT U!$kr*r9k#

EXPANDED.OUT U!$k,=(5l^9#

5. 3NU!$kr*r7"V+/ (Open)Wr/jC/7^9#

EXPANDED.OUT U!$kO"psrs!9k\*NbNG9#3lrT89k3HOG-^;s#
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<-K"IP U#k?<H NAT KX9kICpsrs!9k IBM ^Ke"k*hS Redbooks™ (PDF U

)<^CH) rj9H7^9#

^Ke"k

v ViSeries ;-ejF#<Njz-W (s 254 Z<8)

3N PDF VC/O"iSeries rHQ7FINh&K;-ejF#<r/=G-k+KD$FNblYk

Jpsrs!7^9#

Redbooks

v VTCP/IP Tutorial and Technical OverviewW

TCP/IP MCHo</KX"7?;-ejF#<NdjKD$FNpsrs!7^9#

v VTCP/IP for AS/400: More Cool Things Than EverW
NAT H IP Q1CH&U#k?<Ncr(9$/D+NBc,s!5lF$^9#

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!Nh&K7^9#

1. Vi&6<G PDF r&^&9&\?sG/jC/9k (e-Njs/r&^&9&\?sG/jC/

9k)#

2. Vjs/r>0rU1F]8W(Netscape Navigator) ^?OVP]rU!$kK]8W(Internet Explorer)

r*r9k#

3. PDF r]87?$G#l/Hj<KJ`#

4. V]8Wr/jC/9k#

3liN PDF r=(7?ju~7?j9kKO"Adobe Acrobat Reader ,,WG9#3lO"Adobe

Web 5$H (www.adobe.com/prodindex/acrobat/readstep.html) +i"@&sm<IG-^9#
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