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>[Wi$Y<H&MCHo</ (VPN) NHQKhj"kHO"$s?<MCHJINx0MCHo</

N{8NUl<`o</NeK"=NkHlQN$sHiMCHr;-e"KH%9k3H,G-^9#

VPN KhCF"kHO"MCHo</L.r)f9kH1~K"'ZdG<?&Wi$P7<JINEW

J;-ejF#<!=rs!9k3H,G-^9#

OS/400 VPN O"OS/400 N GUI (0iU#+k&f<6<&$s?<U'<9) G"k iSeries JS2<

?<N"*W7gsG3~D=J=.WGG9# 3lKhCF"[9HH2<H&'$VN$UNH_g

o;KP7F";-e"J*<VQ9r=.9k3H,G-^9# OS/400 VPN GO"'Z}0"Ef=

"k4j:`"=N>N=I<VrNQ9k3HKhj"=N\3N 2 DN(sI]$sHVGw.5l

kG<?NB4-rN]7^9#

VPN O"TCP/IP ,X=L.9?C/&bGkNMCHo</XGT/7^9#qN*KO"VPN GO IP

;-ejF#<&"<-F/Ac< (IPSec) *<Ws&Ul<`o</,HQ5lF$^9# IPSec O"

$s?<MCHKP9kp\;-ejF#<!=rs!7"5iK"xGG;-e"J VPN N=[rD=

K9k@pJ=$rbs!7^9#

VPN GO"l$d< 2 HsMjs0&WmH3k (L2TP) VPN =je<7gsb5]<H7F$^9#

>[s~HbFPlk L2TP \3GO"jb<H&f<6<KdjvF? IP "Il9rkHN5<P<

GI}9k3H,G-"3lKhCF"jb<H&f<6<K39Hz(Nh$"/;9rs!7^9#5

iK"IPSec H L2TP \3rloK]n9kH"79F`dMCHo</XN"/;9r;-e"KT&

3H,G-^9#

VPN ,MCHo</4NK?(kFAr}r9k3HO"EWG9#WhH3~r,5KT&3HO".

y9k?aKTDgJWGG9#J<NHTC/r2H7F" VPN N0nH VPN NHQ!KX9kN1

rN'9k3Hr"//*+a7^9#

V5R2 N7!=

3NHTC/GO"\jj<9GN7ps*hS"\jj<9Gg}KQ95l?psKD$Fb@

7F$^9#

HTC/Nu~

3NpsNO<I3T<,,WJlgO"33KJsG PDF 8qru~7F/@5$#

VPN 7Jj*
p\ VPN ?H3liN=.K,WJ9FCWK:L9k?aK"J<N7Jj*r2H7F/@5

$#

VPN N50

8`*J VPN F/Nm8<KD$F"/J/Hbp\N1O}CF$k,W,"j^9#3NHT

C/GO"VPN rBu9k]KHQ5lkWmH3kKD$F"50*Jpsrs!7F$^9#

VPN NWh

VPN NHQr.y5;k?aNGiN9FCWOWhG9#3NHTC/GO"J0Njj<9+i

N\T";CH"CWWo"*hSf<6<NEMKgo;F+9?^$:5l?WhQo</7<

Hr8.9kWh"IP$6<XNjs/KX9kpsrs!7F$^9#
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VPN r=.9k

VPN NWhr*(?e"=.r+O9k3H,G-^9#3NHTC/GO"VPN rHQ7FBT

,D=J3HN5WH=N}!KD$Fb@7^9#

VPN rI}9k

3NHTC/GO"h0fN VPN \3rI}9k?aK"BTG-k5^6^J?9/ (\3rQ

97?j"bK?<7?j""k$Oo|7?j9k}!JI) KD$Fb@7^9#

VPN NHiVk7e<F#s0

VPN \3KX7F?+dj,/87?H-O"3NHTC/r2H7F/@5$#

VPN NX"ps

VPN ps*hSX"HTC/N>N=<9XNjs/KJsG/@5$#

V5R2 ����

P<8gs 5 jj<9 2 (V5R2) G/=5l?>[Wi$Y<H&MCHo</ (VPN) !=O"J<N

H*jG9#

v NAT _9 IPSec (;Q*JQ@+i UDP +W;k=HbFPl^9)#3lO"IPSec HMCHo<

/&"Il9Q9 (NAT) F/Nm8<NVN5^6^Js_9-KP~7F$^9# UDP +W;k=

rHQ9kH"NAT rHQ7?U!$"&)<kG iSeries r]n9k3H,G-^9#3l^GNj

j<9N OS/400 VPN NlgHO[Jj"VPN \3rTJ&?aK iSeries rMCHo</N~UK[

V7?j"x0"Il9rHQ7?j"^?O>[ IP rHQ7?j9k,WOJ/Jj^7?#

v 0*]j7<&U#k?<#]j7<&U#k?<,',X"U1ilF$J$ VPN r=[G-kh

&KJj^7?#\3K,WJ9YFNU#k?<O79F`KhCF0*KI}5l^9#D^j"

f<6<,Q1CH&k<kr=.7J/Fb VPN \3,TJ(kh&KJj^7?#

v V]j7<&U#k?<\T (Migrate Policy Filters)W&#6<I# V4R4 ^?O V4R5 +i79F`

r"CW0l<I7F""CW0l<I9kJ0+i79F`Km<I5lF$?,'rHQ7?$l

gKO"V]j7<,'\T (Migrate Policy Rules)W&#6<IrHQ7F"n.7?Q1CH&k<

k&U!$k+i]j7<&U#k?<r|n7F/@5$#3N&#6<IO"VPN KhCF8.5

l?]j7<&U#k?<N;CHK"|n5l?bNH1yN]j7<&U#k?<r^~7^9#

3lKhj"E$]j7<&U#k?<H7,N]j7<&U#k?<r"U^7?H*jK;QG-

kh&KJj^9#

v Advanced Encryption Standard (AES) "k4j:`# OS/400 VPN ,"G<?]nN?aK AES r5

]<H9kh&KJj^7?#

V5R2 G VPN HTC/KP7FC(il?Q9O"J<NH*jG9#

v kHND-K*$F VPN ,INh&K!=9k+KD$FN}rr<ak?aNIC7Jj*#

v CjNS8M9&K<:KPh9k?aKn.7J1lPJiJ$ VPN N?$Wrhj9k&(Gr

)D VPN Wh"IP$6<KD$FN97#3N"IP$6<O" VPN r=.9k?aKHkY-

9FCWKD$Fb(67^9#

#sNjj<9K*1k7!=^?OQ9bFKX9k=N>NpsKD$FO"VWm0i`qAb@

qW r2H7F/@5$#
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VPN 
��
3liNp\\3?$W4HK"=l>lX"9k;Q*\Y*hS=.N\Yr$@9kKO"J<N7

Jj*r!$7F/@5$#

v VPN 7Jj*: p\*JvHj\3

3N7Jj*GO"kHO"VPN 2<H&'$H7F!=9k 1 PN iSeries 3sTe<?<rp7

F"sVOK"k 2 tgN5VMCHVK VPN rN)9k3Hr\*H7F$^9#

v VPN 7Jj*: p\*JkHV\3

3N7Jj*GO"kHO"kHN=$tgK"k/i$"sH&o</9F<7gsH"S8M9&

Q<HJ<N!ktgK"k/i$"sH&o</9F<7gsHNVK" VPN rN)9k3Hr\

*H7F$^9#

v VPN 7Jj*: IPSec KhCF L2TP $UHsMkr]n9k

3N7Jj*GO"IPSec KhCF]n5l? L2TP rHQ9kvHj[9HH&L*U#9NVN\

3r(7F$^9#vHjO0*KdjvFil? IP "Il9r}A"l}&L*U#9O"E*G"

0m<PkKP)XjD=J IP "Il9r}CF$^9#

v VPN 7Jj*: VPN NMCHo</&"Il9Q9rHQ9k

3N7Jj*GO"kHO"S8M9&Q<HJ<N&AN 1 RH"OS/400 VPN rHQ7F!)G<

?rr99k3Hr\*H7F$^9#^?"kHNMCHo</=$NWi$P7<r5iK]n9

k?aK"VPN NAT rHQ7F"S8M9&Q<HJ<,"/;99k"Wj1<7gsr[9H9

k iSeries NWi$Y<H IP "Il9r#7^9#

\YJ VPN 7Jj*
VPN =.N7Jj*N\YKD$FO"J<N>NpsN=<9r2H7F/@5$#

v 7Jj*: ;-e"G=,D=JkL (VPN H QoS)
VPN H&KHQ9k5<S9JA (QoS) ]j7<rn.9k3H,G-^9#33GO">T,lo

KHQ5lF$kc,(5lF$^9#

v OS/400 V5R1 Virtual Private Networks: Remote Access to the IBM e(logo)server iSeries

Server with Windows 2000 VPN Clients"REDP0153
3N IBM lCIZ<Q<GO"V5R1 VPN *hS Windows 2000 M$F#VN L2TP *hS IPSec

5]<HrHQ7F VPN HsMkr=.9k?aN"J,*JWm;9rs!7F$^9#

v AS/400 Internet Security: Implementing AS/400 Virtual Private Networks"SG24-5404-00
3NlCIVC/GO"VPN 50r4Y"OS/400 G IP ;-ejF#< (IPSec) H Layer 2 Tunneling

Protocol (L2TP) rHQ7?$sWjasF<7gsKD$Fb@7F$^9#

v AS/400 Internet Security Scenarios: A Practical Approach"SG24-5954-00
3NlCIVC/GO"IP U#k?<"NAT"VPN"HTTP Wm-7<&5<P<"SSL"DNS"a<

kNfQ"T8"*hSm.s0JI" AS/400 79F`GHQD=JG-NMCHo</&;-ej

F#<!=r57^9#^?"B]NcrL7F"=NHQ!rb@7^9#

VPN 
��: ���������

kHNW>O"+RNvHjVL.KhCF/89k39HrG.BKHIak3HG"kH[j7^9#

=_"kHOUl<`&jl<s~^?OlQs~rHQ7F$^9#7+7"btN!)G<?rw.9

kjJH7F"hjBAG;-e"J"0m<PkK"/;9G-kLN*rhr!$9k3H,,WG

9#$s?<MCHrhQ9k3HKhCF"kHNK<:KgW7? VPN (>[Wi$Y<H&MCH

o</) r"FWKN)9k3H,G-^9#

>[Wi$Y<H&MCHo</ 3
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kHbvHjb"$s?<MCHGO VPN ]nr,WH7^9,"=l>lN$sHiMCHbtGO"

VPN ]nO,W"j^;s#$sHiMCHOHi9FCIG"kHM(ilk?a"GbI$rh!

O"2<H&'$V VPN r=[9k3HG9#3N1<9GO"IAiN2<H&'$b"p_7F$k

MCHo</K>\\35lF$^9#@$9(lP"3liOU!$"&)<kG]n5lF$J$-&

^?O < 79F`G9#3NcO"VPN Np\=.r_j9k9FCWN5Wb@H7Fr)A^9#

3N7Jj*G$s?<MCH H$&QlK@Z9klgO" 2 DN VPN 2<H&'$NVKp_7F

$kMCHo</rU#7^9#3lO"qRH+Nd_MCHo</NlgH"x0N$s?<MCHN

lg,"j(^9#

m (EW):
3N7Jj*GO"$s?<MCHK>\\35lF$k iSeries ;-ejF#<&2<H&'$r

(7F$^9#U!$"&)<k,8_7F$J$}3O"7Jj*r1c=9k?aG9#U!$

"&)<krHQ9k,W,J$3HrU#9kbNGO"j^;s#B]KO"$s?<MCHK

\39kH-KO"oK;-ejF#<&j9/,<&3HrM89k,W,"j^9#3Nh&J

j9/ro:9k?aN5^6^J}0N\YKD$FO"lCIVC/VAS/400 Internet Security

Scenarios: A Practical ApproachW(SG24-5954-00) r2H7F/@5$#

x@

3N7Jj*KO"J<Nh&Jx@,"j^9#

v $s?<MCH^?O{8N$sHiMCHrHQ9k3HKhj"jb<H&5VMCHVNlQs

~N39Hro:9k3H,G-k#

v $s?<MCH^?O{8N$sHiMCHrHQ9k3HKhj"lQs~H=lKX"7?uV

N"3~*hS]iN#(5rZ:9k3H,G-k#

v $s?<MCHNHQKhj"jb<H&m1<7gsr"$&fN[HsII3KGb\39k3H

,G-k#

v VPN NHQKhj"f<6<O"\3N$:lN&+ib"lQs~"k$O-hMCHo</

(WAN) \3rHQ7F\35lF$k+Nh&K"9YFN5<P<*hSq;K"/;99k3H,

G-k#

v H&8`NEf=*hS'Z}0rHQ9k3HKhj""km1<7gs+iLNm1<7gsKO

5lk!)psN";-ejF#<,N]5lk#

v Ef=-<r0*+Dj|*Kr99k3HKhj";CH"CW,1c=5l"-<,rI5l?

j";-ejF#<,/5l?j9kj9/,G.BK^(ilk#

v D9Njb<H&5VMCHGWi$Y<H IP "Il9rHQ9k3HKhj"EWJQVjC/ IP

"Il9r=l>lN/i$"sHKdj6k,W,J/Jk#

\*

3N7Jj*GO"MyCo, Inc.,"1 PN iSeries 5<P<rp7F"MvtgN5VMCHHb3tgN

5VMCHHNVK VPN rN)9k3Hr\*H7F$^9# $:lN5<P<b"VPN 2<H&'$

Nr\r7^9# VPN =.KX7F"2<H&'$O-<I}rBT7"HsMkrLCF.lkG<?

K IPSec r,Q7^9#2<H&'$O"\3NG<?&(sI]$sHGO"j^;s#

3N7Jj*N\*O"!NH*jG9#

v VPN O"MvtgN5VMCH (Human Resources Subnet) Hb3tgN5VMCH (Finance Subnet)

NVN9YFNG<?&HiU#C/r]n7J1lPJj^;s#

v G<?&HiU#C/O"IAi+NtgN5VMCHK~e7?i VPN ]nr,WH7^;s#
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v FMCHo</eN9YFN/i$"sH*hS[9HO"9YFN"Wj1<7gsr^aF">N

MCHo</K04"/;99k3H,G-^9#

v 2<H&'$&5<P<O"_$KL.9k3H,G-"_$N"Wj1<7gsK"/;99k3H

,G-^9#

\Y

!N^O"MyCo NMCHo</C-r(7F$^9#

Mvtg

v iSeries-A O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7"MvtgN VPN 2<H&'$H7

F!=7^9#

v 5VMCHO"10.6.0.0 (^9/O 255.255.0.0) G9#3N5VMCHO"MyCo mA'9?<N5$H

N VPN HsMkNG<?&(sI]$sHr=7F$^9#

v iSeries-A O"IP "Il9 204.146.18.227 G$s?<MCHK\37^9#3lO"\3(sI]$sH

G9#D^j"iSeries-A O"-<I}rBT7"IP G<?0i`Ne.*hS/.K IPSec r,Q7

F$^9#

v iSeries-A O"IP "Il9 10.6.11.1 G=N5VMCHK\37^9#

v iSeries-B O"8`N TCP/IP "Wj1<7gsrBT9kMvtgNB05<P<G9#

b3tg

v iSeries-C O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7"b3tgN VPN 2<H&'$H7

F!=7^9#

v 5VMCHO"10.196.8.0 (^9/O 255.255.255.0) G9#3N5VMCHO"MyCo (sG#3CHN

5$HN VPN HsMkNG<?&(sI]$sHr=7F$^9#
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v iSeries-C O"IP "Il9 208.222.150.250 G$s?<MCHK\37^9#3lO"\3(sI]$s

HG9#D^j"iSeries-C O"-<I}rBT7"IP G<?0i`Ne.*hS/.K IPSec r,Q

7F$^9#

v iSeries-C O"IP "Il9 10.196.8.5 G=N5VMCHK\37^9#

=.nH

3N7Jj*K-\5lF$kvHj\3r=.9kKO"!NFnHr0;7J1lPJj^;s#

1. TCP/IP P)Xjr!:7F"3N 2 DN2<H&'$&5<P<,$s?<MCHP3G_$KL.

G-k3HrN'9k#3lKhj"F5VMCHN[9H,"jb<H&5VMCHK"/;99k

?aN=l>lN2<H&'$K",ZKP)rjaF$k+I&+rN'G-^9#

m: P)XjKD$FO"3NHTC/NOO0G9#Adv`,"klgO"Information Center N

XTCP/IP P)Xj*hSnHiYN?`=Yr2H7F/@5$#

2. >79F`NWho</7<HHA'C/j9Hr0.5;k#

3. Mv VPN 2<H&'$ (iSeries-A) N VPN r=.9k#

4. b3 VPN 2<H&'$ (iSeries-C) N VPN r=.9k#

5. VPN 5<P<,+O5lF$k3HrN'9k#

6. 2 DNjb<H&5VMCHVNL.rF9H9k#

�����

GiN9FCWr0;7F"TCP/IP P)Xj,57/!=7"2<H&'$&5<P<,L.D=G"k

3HrN'7?i VPN N=.r$DGb+OG-^9#

9FCW 2: Who</7<Hr0.9k

!NWhA'C/j9HKO" VPN N=.r+O9k0K,WJpsNo`,(5lF$^9#0sro

A'C/j9HNz(,9YFVO$WKJCF+i" VPN N;CH"CWKJsG/@5$#

m: 3liNo</7<HO"iSeries-A K,Q5l"iSeries-C NlgKb3NWm;9r+jV7^9#

,WK~8F IP "Il9rjP<97F/@5$#

0sroA'C/j9H z(

OS/400 NP<8gsO"V5R2 (5722-SS1) J_G9+# O$

G#8?kZ@q^M<8c<N*W7gs (5722-SS1 *W7gs 34) O"3~7F

"j^9+#

O$

Cryptographic Access Provider (5722-AC2 ^?O AC3) O"3~7F"j^9+# O$

Is iSeries Access for Windows (5722-XE1) O3~7F"j^9+# O$

iSeries JS2<?<O"3~7F"j^9+# O$

iSeries JS2<?<NMCHo</=.5V3s]<MsHO"3~7F"j^9

+#

O$

TCP/IP Connectivity Utilities for OS/400 (5722-TC1) O"3~7F"j^9+# O$

5<P<&;-ejF#<&G<?]8 (QRETSVRSEC *SEC) N79F`Mr" 1

K_j7^7?+#

O$

iSeries G TCP/IP O=.5lF$^9+ (IP $s?<U'<9"P)"m<+k&[

9H>*hSm<+k&Ia$s&M<`r^`)#

O$

,WJ(sI]$sHVKLoN TCP/IP L.ON)5lF$^9+# O$

G7NWm0i`l~$5 (PTF) O,QQ_G9+# O$
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VPN HsMk,"IP Q1CH&U#k?<rBu7F$kU!$"&)<k^?Ok

<?<r#G9klg"U!$"&)<k^?Ok<?<&U#k?<N,'Khj"

AH *hS ESP WmH3kO5]<H5lF$^9+#

O$

U!$"&)<k^?Ok<?<,"IKE (UDP ]<H 500)"AH"*hS ESP Wm

H3krvD9kh&K=.5lF$^9+#

O$

U!$"&)<k, IP >wrHQD=HJkh&K=.5lF$^9+# O$

VPN N=.K,WJps z(

n.7h&H9k\3N?$W 2<H&'$V

0*-<&0k<WKU1k>0 HRgw2FINgw

-<N]nK,WJ;-ejF#<H79F`-=N?$W ?U?

\3'ZN?aNZ@qHQN-5

HQ7J$lgO"v0&Q-<NbF

$$(

topsecretstuff

m<+k&-<&5<P<N1L3<I IP "Il9: 204.146.18.227

m<+k&G<?&(sI]$sHN1L3<I 5VMCH: 10.6.0.0

^9/: 255.255.0.0

jb<H&-<&5<P<N1L3<I IP "Il9: 208.222.150.250

jb<H&G<?&(sI]$sHN1L3<I 5VMCH: 10.196.8.0

^9/: 255.255.255.0

\3rLaD=K7?$]<H*hSWmH3k $U

G<?N]nK,WJ;-ejF#<H79F`-=N?$W ?U?

\3,,Q5lk$s?<U'<9 TRLINE

9FCW 3: iSeries-A N VPN r=.9k

o</7<HNbFrHQ7F"J<NjgG iSeries-A K VPN r=.7F/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>VIP ]j7<WH8+9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"V7,\3Wr*r7"V7,\3W&#6

<Ir+O9k#

3. V&'k+`WZ<8G"3N&#6<I,n.9k*V8'/HKX9kpsr2H9k#

4. V!XWr/jC/7F"V\3>WNZ<8K\09k#

5. V>0WU#<kIK"HRgw2FINgw H~O9k#

6. (*W7gs) 3N\30k<WN-RrXj9k#

7. V!XWr/jC/7F"V\37Jj*WNZ<8K\09k#

8. V2<H&'$+iLN2<H&'$K\3 (Connect your gateway to another gateway)Wr*

r9k#

9. V!XWr/jC/7F"VInternet Key Exchange ]j7<WNZ<8K\09k#

10. V77$]j7<Nn.Wr*r7F+i"V!)]nHQU)<^s9NPis9Wr*r9k#

11. V!XWr/jC/7F"Vm<+k\3(sI]$sHNZ@qWNZ<8K\09k#

12. \3N'ZKZ@qrHQ7J$h&X(9kKO"V$$(Wr*r9k#

13. V!XWr/jC/7F"Vm<+k&-<&5<P<WNZ<8K\09k#

14. VID N?$WWU#<kIG"VP<8gs 4 IP "Il9Wr*r9k#

15. VIP "Il9WU#<kIG"204.146.18.227 r*r9k#
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16. V!XWr/jC/7F"Vjb<H&-<&5<P<WNZ<8K\09k#

17. VID N?$WWU#<kIG"VP<8gs 4 IP "Il9Wr*r9k#

18. VIDWU#<kIK 208.222.150.250 H~O9k#

19. Vv0&Q-<WU#<kIK topsecretstuff H~O9k#

20. V!XWr/jC/7F"Vm<+k&G<?&(sI]$sH (Local Data Endpoint)WNZ<8

K\09k#

21. VID N?$WWU#<kIG"VIP P<8gs 4 5VMCHWr*r9k#

22. VIDWU#<kIK 10.6.0.0 H~O9k#

23. V5VMCH&^9/WU#<kIK 255.255.0.0 H~O9k#

24. V!XWr/jC/7F"Vjb<H&G<?&(sI]$sH (Remote Data Endpoint)WNZ<

8K\09k#

25. VID N?$WWU#<kIG"VIP P<8gs 4 5VMCHWr*r9k#

26. VIDWU#<kIK 10.196.8.0 H~O9k#

27. V5VMCH&^9/WU#<kIK 255.255.255.0 H~O9k#

28. V!XWr/jC/7F"VG<?&5<S9WNZ<8K\09k#

29. J,~Mru1~lF+i"V!XWr/jC/7F"VG<?&]j7<WNZ<8K\09k#

30. V77$]j7<Nn. (Create a new policy)Wr*r7F+i"V!)]nHQU)<^s9N

Pis9Wr*r9k#VRC4 Ef="k4j:`rHQ9kWr*r9k#

31. V!XWr/jC/7F"V,QG-k$s?<U'<9WNZ<8K\09k#

32. Vs~ (Line)WF<Vk+i TRLINE r*r9k#

33. V!XWr/jC/7F"VWsWNZ<8K\09k#&#6<IGn.5lk*V8'/Hr|,

7F"3liN*V8'/H,57$3HrN'7F/@5$#

34. V0;Wr/jC/7F"=.r0;9k#

35. V]j7<&U#k?<Nh0=W@$"m0,=(5lF+i"VO$"8.5l?]j7<&U#

k?<rh0=7^9 (Yes, activate the generated policy filters)Wr*r7"5iKV>N9Y

FNHiU#C/rvD (Permit all other traffic)Wr*r9k#VOKWr/jC/7F"=.r0

;9k#WmsWH,P5l?H-K"9YFN$s?<U'<9Gk<krh0=9k3HrXj7

^9#

3lG"iSeries-A K*1k VPN N=.O*;7^7?#!N9FCWO"b3tg VPN 2<H&'$

(iSeries-C) GN VPN N=.G9#

9FCW 4: iSeries-C N VPN r=.9k

iSeries-A N=.KHQ7?bNH189FCWK>$",WK~8F IP "Il9rjP<97F/@5

$#,$@s9KO"Who</7<HrHQ7^9#b3tg VPN 2<H&'$N=.,*;9kH"

\3,*sG^sI uVKJj^9#D^j"3N VPN \3G]n9k,WN"k IP G<?0i`,

w.5l?lgK"\3,+O5l^9# VPN 5<P<,+O5lF$J$lgKO"!N9FCWG3

liN5<P<r+O7^9#

9FCW 6: VPN 5<P<r+O9k

VPN 5<P<r+O9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#
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2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"V+OWr*r9k#

9FCW 7: F9H\3

>}N5<P<N=.,*;7"VPN 5<P<,5oK+O5l?eG"jb<H&5VMCH,_$K

L.D=G"k3HrN'9k?aK"\3NF9HrT&,W,"j^9# 3NnHrTJ&KO"J

<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</WH8+9k#

2. VTCP/IP =.Wr&/jC/7F"Vf<F#jF#< (Utilities)Wr*r7F+iVPingWr*r

9k#

3. ViSeries-A +iN PINGW@$"m0G"VPINGWU#<kIK iSeries-C H~O9k#

4. VPINGWr/jC/7F"iSeries-A +i iSeries-C XN\3r!:9k#

5. *;7?i"V/m<:Wr/jC/9k#

VPN 
��: ���������

?/NkHGO"Ul<`&jl<s~^?OlQs~rHQ9k3HKhCF"=NkHNS8M9&Q

<HJ<"RqR*hSYs@<K;-e"L.rs!7F$^9#D0J,i"3&7?rh}!GO"

?/Nlg"qQ,++j"O}*J)B,"j^9# VPN Khj"PQ*JlQL.r,WH9kkH

K7?J*rh,s!5l^9#

+,,=$qRKP9kgWJtJ!k5G"kH[j7F/@5$#=$qRNWa9k|~Kgo;

F"CjNtJrCjNtLQU7F*/3H,EWG"k3H+i"oK=$qRN_Ku7H8:91

8e<kKmUr'&,W,"j^9#=_O3NH3rjnHGh}7F$kbNN"jVHqQ,++

j"5iK~9T5NGb"k3H,=@7F$^9#=_hjbJ1"W."+DzL*K=$qRHL

.9k}!r+D1k,W,"j^9#7+7"r99kpsN-Ae"!)-*hS~VM8-rM89

k,W,"k?a"=$qRO=NqRN Web 5$HeG=Npsrx+7?j"P0~1ncspqH

7F[[7?j9k3HOr1?$HM(F$^9#$s?<MCHrhQ9k3HKhCF">RNK<

:KgW7? VPN (>[Wi$Y<H&MCHo</) r"FWKN)9k3H,G-^9#

\*

3N7Jj*G"MyCo H$&kHO"3NkHNtJvHtK"k[9HH"S8M9&Q<HJ<N

1 DG"k TheirCo (Manufacturing Intranet) N=$tgK"k[9H (Supplier Intranet) HNVK"VPN

rN)9k3Hr\*H7F$^9#

3liN 2 DNkH,&-7F$kpsO"EW!)G"k?a"$s?<MCHrp7F\07F$k

VO]n5lF$J1lPJj^;s#5iK"FMCHo</O">NMCHo</rsHi9FCIH

+J9?a"$:l+NkHMCHo</bKG<?r?N[8bJ/.9Y-GO"j^;s#@$9(

lP"IAiNkHGb*<VGN'Z"]4-"*hSEf=,,WG9#

m (EW):
3N7Jj*O"crs2F"J1J[9HV VPN =.rRp9k3HrU^7?7Jj*G9#LoNMCHo<

/D-GO"U!$"&)<k=."IP "Il9KX9kWo"*hS>NMCHo</HNVNP)XjbM89

k,W,"j^9#

\Y

J<N^O"MyCo H TheirCo NMCHo</C-r(7?bNG9#
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MyCo tJ!k5MCHo</

v iSeries-A O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7^9#

v iSeries-A N IP "Il9O 10.6.1.1 G9#3lO"\3(sI]$sHG"j"G<?&(sI]$s

HGb"j^9#D^j"iSeries-A O IKE M47(<7gsrBT7"IPSec re.*hS/. IP G

<?0i`K,Q7^9#3lO"VPN rp7F.lkG<?N=<9*hS8hKbJj^9#

v iSeries-A O"5VMCH 10.6.0.0 G^9/ 255.255.0.0 K"j^9#

v iSeries-A N_, iSeries-C HN\3r+OG-^9#

TheirCo =$tgMCHo</

v iSeries-C O"OS/400 P<8gs 5 jj<9 2 (V5R2) GT/7^9#

v iSeries-C N IP "Il9O 10.196.8.6 G9#3lO"\3(sI]$sHG"j"G<?&(sI]$

sHGb"j^9#D^j"iSeries-A O IKE M47(<7gsrBT7"IPSec re.*hS/. IP

G<?0i`K,Q7^9#3lO"VPN rp7F.lkG<?N=<9*hS8hKbJj^9#

v iSeries-C O"5VMCH 10.196.8.0 *hS^9/ 255.255.255.0 K"j^9#

=.nH

3N7Jj*Gb@7F$kkHV\3r=.9kKO"J<NFnHr0;7J1lPJj^;s#

1. TCP/IP P)Xjr!:7F"iSeries-A *hS iSeries-C ,$s?<MCHP3G_$KL.G-k3H

rN'9k#3lKhj"F5VMCHN[9H,"jb<H&5VMCHK"/;99k?aN=l

>lN2<H&'$K",ZKP)rjaF$k+I&+rN'G-^9#3N7Jj*Nlg"J0

}CF$J+C?D=-,"k"Wi$Y<H&"Il9NP)XjrM89k,W,PF/kNGm

U9k,W,"j^9#

m: P)XjKD$FO"3NHTC/bGOb@7^;s#Adv`,"klgO"Information

Center NXTCP/IP P)Xj*hSnHiYN?`=YHTC/r2H7F/@5$#
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../rzajw/rzajwkickoff.htm


2. >}N79F`NWho</7<H*hSA'C/j9Hr0.5;k#

3. MyCo NtJ!k5MCHo</N iSeries-A K VPN r=.9k#

4. TheirCo N=$tgMCHo</N iSeries-C K VPN r=.9k#

5. >}N5<P<NU#k?<,'rh0=9k#

6. iSeries-A N\3r+O9k#

7. 2 DNjb<H&5VMCHVNL.rF9H9k#

�����

GiN9FCWr0;7F"TCP/IP P)Xj,57/!=7"5<P<,L.D=G"k3HrN'7?

i VPN N=.r$DGb+OG-^9#

9FCW 2: Who</7<Hr0.9k

!NWhA'C/j9HKO" VPN N=.r+O9k0K,WJpsNo`,(5lF$^9#0sro

A'C/j9HNz(,9YFVO$WKJCF+i" VPN N;CH"CWKJsG/@5$#

m: 3liNo</7<HO"iSeries-A K,Q5l"iSeries-C NlgKb3NWm;9r+jV7^9#

,WK~8F IP "Il9rjP<97F/@5$#

0sroA'C/j9H z(

OS/400 NP<8gsO"V5R2 (5722-SS1) J_G9+# O$

G#8?kZ@q^M<8c<N*W7gs (5722-SS1 *W7gs 34) O"3~7F

"j^9+#

O$

Cryptographic Access Provider (5722-AC2 ^?O AC3) O"3~7F"j^9+# O$

Is iSeries Access for Windows (5722-XE1) O3~7F"j^9+# O$

iSeries JS2<?<O"3~7F"j^9+# O$

iSeries JS2<?<NMCHo</=.5V3s]<MsHO"3~7F"j^9

+#

O$

TCP/IP Connectivity Utilities for OS/400 (5722-TC1) O"3~7F"j^9+# O$

5<P<&;-ejF#<&G<?]8 (QRETSVRSEC *SEC) N79F`Mr" 1

K_j7^7?+#

O$

iSeries G TCP/IP O=.5lF$^9+ (IP $s?<U'<9"P)"m<+k&[

9H>"*hSm<+k&Ia$s&M<`JI)#

O$

,WJ(sI]$sHVKLoN TCP/IP L.ON)5lF$^9+# O$

G7NWm0i`l~$5 (PTF) O,QQ_G9+# O$

VPN HsMk,"IP Q1CH&U#k?<rBu7F$kU!$"&)<k^?Ok

<?<r#G9klg"U!$"&)<k^?Ok<?<&U#k?<N,'Khj"

AH *hS ESP WmH3kO5]<H5lF$^9+#

O$

U!$"&)<k^?Ok<?<,"IKE (UDP ]<H 500)"AH"*hS ESP Wm

H3krvD9kh&K=.5lF$^9+#

O$

U!$"&)<k, IP >wD=HJkh&K=.5lF$^9+# O$

VPN N=.K,WJps z(

n.7h&H9k\3N?$W [9HV

0*-<&0k<WKU1k>0 MyCo2TheirCo

-<N]nK,WJ;-ejF#<H79F`-=N?$W Gg
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\3'ZN?aNZ@qHQN-5

HQ7J$lgO"v0&Q-<NbF

O$

m<+k&-<&5<P<N1L3<I IP "Il9: 10.6.1.1

m<+k&G<?&(sI]$sHN1L3<I IP "Il9: 10.6.1.1

jb<H&-<&5<P<N1L3<I IP "Il9: 10.196.8.6

jb<H&G<?&(sI]$sHN1L3<I IP "Il9: 10.196.8.6

\3rLaD=K7?$]<H*hSWmH3k $U

G<?N]nK,WJ;-ejF#<H79F`-=N?$W Gg

\3,,Q5lk$s?<U'<9 TRLINE

9FCW 3: iSeries-A G VPN r=.9k

o</7<HNbFrHQ7F"J<NjgG iSeries-A K VPN r=.7F/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"V7,\3Wr*r7"V\3W&#6<I

r+O9k#

3. V&'k+`WZ<8G"3N&#6<I,n.9k*V8'/HKX9kpsr2H9k#

4. V!XWr/jC/7F"V\3>WNZ<8K\09k#

5. V>0WU#<kIK"MyCo2TheirCo H~O9k#

6. (*W7gs) 3N\30k<WN-RrXj9k#

7. V!XWr/jC/7F"V\37Jj*WNZ<8K\09k#

8. V+,N[9HrLN[9HK\3Wr*r9k#

9. V!XWr/jC/7F"VInternet Key Exchange ]j7<WNZ<8K\09k#

10. V77$]j7<Nn.Wr*r7F+i"V;-ejF#<OGb"QU)<^s9OGcWr*r

9k#

11. V!XWr/jC/7F"Vm<+k\3(sI]$sHNZ@qWNZ<8K\09k#

12. \3N'ZKZ@qrHQ9k3Hr(9KO"VYes (O$)Wr*r9k#!K"iSeries-A r=9

Z@qr*r7^9#

m: Z@qrHQ7F"m<+k\3(sI]$sHr'Z7?$lgO"^:"G#8?kZ@q^

M<8c< (DCM) KZ@qrn.7J1lPJj^;s#

13. V!XWr/jC/7F"Vm<+k\3(sI]$sH IDWNZ<8K\09k#

14. ID N?$WH7F"VIP P<8gs 4 "Il9Wr*r9k#X"9k IP "Il9O"10.6.1.1

G9#3NpsO"DCM Gn.9kZ@qGFSjA5l^9#

15. V!XWr/jC/7F"Vjb<H&-<&5<P<WNZ<8K\09k#

16. VID N?$WWU#<kIG"VIP P<8gs 4 "Il9Wr*r9k#

17. VIDWU#<kIK 10.196.8.6 H~O9k#

18. V!XWr/jC/7F"VG<?&5<S9WNZ<8K\09k#

19. J,~Mru1~lF+i"V!XWr/jC/7F"VG<?&]j7<WNZ<8K\09k#

20. V77$]j7<Nn.Wr*r7F+i"V;-ejF#<OGb"QU)<^s9OGcWr*r

9k#VRC4 Ef="k4j:`rHQ9kWr*r9k#

21. V!XWr/jC/7F"V,QG-k$s?<U'<9WNZ<8K\09k#
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22. VTRLINEWr*r9k#

23. V!XWr/jC/7F"VWsWNZ<8K\09k#&#6<IGn.5lk*V8'/Hr|,

7F"3liN*V8'/H,57$3HrN'7F/@5$#

24. V0;Wr/jC/7F"=.r0;9k#

25. V]j7<&U#k?<Nh0=W@$"m0,=(5l?i"V$$("Q1CH&k<kOeGh

0=5l^9Wr*r7FVOKWr/jC/9k#

!N9FCWO"iSeries-A @1,3N\3r+OG-kh&KXj9k3HG9#3lrBT9kKO"

&#6<IGn.7?"0*-<&0k<W"MyCo2TheirCo NWmQF#<r+9?^$:7^9#

1. VPN $s?<U'<9N8&Z$sNV0k<WLWr/jC/9k#7,0*-<&0k<W"

MyCo2TheirCo ,&&Z$sK=(5l^9#3N0k<Wr&/jC/7F"VWmQF#<Wr*

r7^9#

2. V]j7<WNZ<8KJ_"Vm<+k&79F`,\3r+O7^9W*W7gsr*r9k#

3. VOKWr/jC/7F"Q9r]I9k#

3lG"iSeries-A K*1k VPN N=.O*;7^7?#!N9FCWO"TheirCo N=$MCHo</

N iSeries-C GN VPN N=.G9#

9FCW 4: iSeries-C K VPN r=.9k

iSeries-A N=.KHQ7?NH189FCWK>$",WJi IP "Il9rjP<97F/@5$#,

$@s9KO"Who</7<HrHQ7^9# iSeries-C N=.r*;9kH"V\3W&#6<IKh

j5<P<4HKn.5l?U#k?<,'rh0=7J1lPJj^;s#

9FCW 5: Q1CH&k<krh0=9k

&#6<IKhj"3N\3,57/!=9k?aK,WJQ1CH&k<k,+0*Kn.5l^9#?

@7"VPN \3r+OG-kh&K9kKO"=N0K">}N79F`G3liNQ1CH&k<kr

h0=7J1lPJj^;s# iSeries-A G3NnHrT&KO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>VIP ]j7<WH8+9k#

2. VQ1CH&k<kWr&/jC/7"Vh0=Wr*r9k#3lKhj"VQ1CH&k<kNh

0= (Activate Packet Rules)W@$"m0,+-^9#

3. VPN G8.5l?k<kN_rh0=9kN+"*r7?U!$kN_rh0=9kN+""k$O

VPN G8.5l?k<kH*r7?U!$kN>}rh0=9kN+r*r9k#?H(P"VPN G

8.5l?k<kKC(F"FoN PERMIT k<kd DENY k<kr$s?<U'<9K,Q7?$

lgKO"VPN G8.5l?k<kH*r7?U!$kN>}Nh0=r*r9k3H,G-^9#

4. h0=5;kk<kN"k$s?<U'<9r*r9k#3NlgKO"V9YFN$s?<U'<9

(All interfaces)Wr*r7^9#

5. @$"m0eGVOKWr/jC/7F"Xj7? 1 D^?O#tN$s?<U'<9G,'N!:H

h0=rBT9k3HrN'7^9#VOKWr/jC/9kH"79F`O=N,'K=8*hS;^

sF#C/N(i<,J$+I&+r!:7"(G#?<<tNaC;<8&&#sI&G=NkLr

sp7^9#CjNU!$k*hSTVfKX"7?(i<&aC;<8O"(i<r&/jC/7"

VTVf (Go To Line)Wr*r9kH"U!$kbN(i<r/4=(5;k3H,G-^9#

6. e-N9FCWr+jV7F"iSeries-C GQ1CH&k<krh0=9k#

9FCW 6: \3r+O9k

iSeries-A N MyCo2TheirCo \3r+O9kKO"J<N9FCWK>CF/@5$#

>[Wi$Y<H&MCHo</ 13



1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>VIP ]j7<WH8+9k#

2. VPN 5<P<,+O5lF$J$lgKO"V>[Wi$Y<H&MCHo</Wr&/jC/7F"

V+OWr*r9k# 3lG"VPN 5<P<,/07^9#

3. V>[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

4. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

5. VMyCo2TheirCoWr&/jC/7F"V+OWr*r9k#

6. V=(WaKe<+i"VG7=(Wr*r9k#\3,5oK+O5lkH"u7,"$Ik +iH

QD= KQ95l^9#\3,+O5lk^GKOt,rW9klg,"k?a"u7,HQD= K

Qok^Gj|*KG7=(5l^9#

9FCW 7: F9H\3

IAiN5<P<N=.b*;7"\3,5oK+O5l?i"jb<H&[9H,_$KL.D=KJC

F$k3HrN'9k?aK\3NF9HrT&,W,"j^9#3NnHrTJ&KO"J<N9FCW

K>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</WH8+9k#

2. VTCP/IP =.Wr&/jC/7F"Vf<F#jF#<Wr*r7F+iVPINGWr*r9k#

3. ViSeries-A +iN PINGW@$"m0G"VPINGWU#<kIK iSeries-C H~O9k#

4. VPINGWr/jC/7F"iSeries-A +i iSeries-C XN\3r!:9k#

5. *;7?i"V/m<:Wr/jC/9k#

VPN 
��: IPSec ���� L2TP ����������	

f<6<NkH,LNO}K.5JvHjr}CF$kH7^9#3NvHjO""kCjNDH|KO 1

|f"kH$sHiMCHbK"k iSeries eN!)psK"/;97J1lPJiJ$lg,"j^9#

kHO=_"vHj+iNkHMCHo</XN"/;9rs!9k?aK"bAJlQs~rHQ7F$

^9#kHO"$sHiMCHK;-e"K"/;9G-kN)O]}7?$NG9,"G**KO"lQ

s~K<&qQro:7?$U~r}CF$^9#l$d< 2 HsMjs0&WmH3k (L2TP) $UH

sMkrn.9lP"3lrBT9k3H,G-^9#3N$UHsMkO"kHMCHo</rH%7

F"vHjrkH5VMCHNltG"k+Nh&K+;k/-r7^9# VPN O"L2TP HsMkP3

NG<?&HiU#C/r]n7^9#

L2TP $UHsMkrHQ9kH"sVONvHjO"kHMCHo</N L2TP MCHo</&5<P

< (LNS) K">\L8kHsMkrN)7^9# L2TP "/;98~uV (LAC) O"/i$"sH&K

os7F$^9#3NHsMkO"jb<H&/i$"sHN"$s?<MCH&5<S9&WmP$@<

(ISP) KP7F)a*G"k?a" L2TP N5]<HKO"ISP O,\GO"j^;s# L2TP N50K

D$F5iK\7/Nj?$lgO"Xl$d< 2 HsMk&WmH3k (L2TP)Yr2H7F/@5$#

m (EW):
3N7Jj*GO"$s?<MCHK>\\35lF$k iSeries ;-ejF#<&2<H&'$r

(7F$^9#U!$"&)<k,8_7F$J$}3O"7Jj*r1c=9k?aG9#U!$

"&)<krHQ9k,W,J$3HrU#9kbNGO"j^;s#B]KO"$s?<MCHK

\39kH-KO"oK;-ejF#<&j9/,<&3HrM89k,W,"j^9#3Nh&J

j9/ro:9k?aN5^6^J}0N\YKD$FO"lCIVC/VAS/400 Internet Security

Scenarios: A Practical ApproachW(SG24-5954-00) r2H7F/@5$#
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\*

3N7Jj*GO"vHjN iSeries O" VPN KhCF]n5l? L2TP HsMkrHC?2<H&'$

iSeries rp7FkHMCHo</K\37^9#

3N7Jj*NgJ\*O"!NLjG9#

v oK"vHj79F`,kH*U#9 (Corporate Office) XN\3r+O9k#

v vHj79F`,"kHMCHo</K"/;99k,W,"kvHjMCHo</GN#lN79F

`G"k#9JoA"rdO"vHjMCHo</GN2<H&'$GOJ/[9HNbNG9#

v kH79F`O"kH*U#9&MCHo</N[9H&3sTe<?<G"k#

\Y

J<N^O"3N7Jj*NMCHo</C-r(7F$^9#

iSeries-A

v kHMCHo</N9YFN79F`eN TCP/IP "Wj1<7gsK"/;9G-J1lPJi

J$#

v 0*KdjvFil? IP "Il9r=N ISP +iu1hk#

v L2TP 5]<Hrs!9kh&K=.5lF$J1lPJiJ$#

iSeries-B

v iSeries-A eN TCP/IP "Wj1<7gsK"/;9G-J1lPJiJ$#

v 5VMCHO"^9/ 255.255.0.0 ,Xj5l? 10.6.0.0 G"k#3N5VMCHO"Rb5$H

GN VPN HsMkNG<?&(sI]$sHr=9#

v IP "Il9O 205.13.237.6 N$s?<MCHK\39k#3lO"\3(sI]$sHG9# 9

JoA"iSeries-B O-<I}rBT7"IPSec e.H/.N IP G<?0i`K,Q5l^9#

iSeries-B O"IP "Il9, 10.6.11.1 N5VMCHK\37^9#

L2TP QlGO" iSeries-A O L2TP N/0&H7F0n7"l} iSeries-B O"L2TP ?<_M<?<H

7F0n7^9#

>[Wi$Y<H&MCHo</ 15



=.nH

TCP/IP =.,9GK8_7"n07F$kH[j9kH"J<NnHr0;7J1lPJj^;s#

1. iSeries-A G VPN r=.9k#

2. iSeries-A Q PPP \3WmU!$k*hS>[s~r=.9k#

3. 0*-<&0k<Wr PPP WmU!$kK,Q9k#

4. iSeries-B G VPN r=.9k#

5. iSeries-B Q PPP \3WmU!$k*hS>[s~r=.9k#

6. iSeries-A *hS iSeries-B GQ1CH&k<krh0=9k#

7. iSeries-A +i\3r+O9k#

�����

TCP/IP ,57/n07F iSeries 5<P<,L.D=G"k3H,!Z5l?e"3N7Jj*Gb@9

k=.r+O9k3H,G-^9#

9FCW 1: iSeries-A eG VPN r=.9k

iSeries-A eG VPN r=.9kKO"J<N9FCWK>CF/@5$#

1. Internet Key Exchange ]j7<r=.9k

a. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>VIP ]j7<W—>V>[Wi$

Y<H&MCHo</W—>VIP ;-ejF#<&]j7<WH8+9k#

b. VInternet Key Exchange ]j7<Wr&/jC/7F"V7, Internet Key Exchange ]j
7<Wr*r9k#

c. Vjb<H&5<P<WNZ<8G"VIP P<8gs 4 "Il9Wr ID N?$WH7F*r7

?e"VIP "Il9WU#<kIK 205.13.237.6 r~O9k#

d. V"=7(<7gsWNZ<8G"Vv0&Q-<Wr*r7F"3N\3GOv0&Q-<rH

Q7F3N]j7<r'Z9k3Hr(7^9#

e. V-<WU#<kIKv0&Q-<r~O9k#v0&Q-<O"Q9o<IH7F7CF/@5

$#

f. m<+k&-<&5<P<N ID N?$WKV-< IDWr*r7?e"VIDWU#<kIG-<

ID r~O9k#?H(P"thisisthekeyid Nh&KJj^9#m<+k&-<&5<P<KO"

v0KNk3HNG-J$"0*KdjvFil? IP "Il9,8_9k3Hr:lJ$G/@

5$#iSeries-A ,\3r+O9kH"iSeries-B O3N ID rHQ7F iSeries-A r1L7^9#

g. VQ9WNZ<8G"VICWr/jC/7F"-<]nN?aK iSeries-A , iSeries-B KsF7

?Q9rIC7"U'<: 1 N^WN+O~K IKE ]j7<,lW]nrHQ9k+I&+rX

j9k#

h. VIKE ]j7<Q9WNZ<8G"'Za=CIKOv0&Q-<r"OC7e&"k4j:`K

O SHA r"*hSEf="k4j:`KO 3DES-CBC rXj9k#=l+i"Diffie-Hellman

0k<WH IKE -<~;|VKOJ,~Mru1~l^9#

i. VOKWr/jC/7FVQ9WNZ<8Kak#

j. VIKE "0lC7V&b<I^W (lW]nJ7)Wr*r9k#

k. VOKWr/jC/7F"=.r]I9k#

2. G<?&]j7<r=.9k

a. VPN $s?<U'<9+i"VG<?&]j7<Wr&/jC/7F"V7,G<?&]j7<W

r*r9k#
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b. VlLWNZ<8G"G<?&]j7<N>0rXj9k#?H(P"l2tpremoteuser G9#

c. VWm]<6kWNZ<8K\09k#Wm]<6kO"/0&*hS~z&N-<&5<P<

," 2 DN(sI]$sHVN0*\3rN)9k]KHQ9k"WmH3kN3l/7gsG

9#f<6<O"#tN\3*V8'/HG"1lNG<?&]j7<rHQ9k3H,G-^

9#?@7"9YFNjb<H VPN -<&5<P<,"18G<?&]j7<&WmQF#<r

}CF$kHOBj^;s#7?,CF"1 DNG<?&]j7<K"$/D+NWm]<6kr

IC9k3H,G-^9#jb<H&-<&5<P<HN VPN \3rN)9klgO"/0&H

~z&NG<?&]j7<NWm]<6k,"/J/Hb 1 DOlW7F$J1lPJj^;s#

d. VICWr/jC/7F"G<?&]j7<&Wm]<6krIC9k#

e. +W;k=b<IKVHis9]<HWr*r9k#

f. -<N-z|BMrXj9k#

g. VOKWr/jC/7FVQ9WNZ<8Kak#

h. VOKWr/jC/7F"G<?&]j7<r]I9k#

3. 0*-<&0k<Wr=.9k

a. VPN $s?<U'<9+i"V;-e"\3Wr8+9k#

b. V0k<WLWr&/jC/7F"V7,0*-<&0k<WWr*r9k#

c. VlLWNZ<8G"0k<WN>0rXj9k#?H(P"l2tptocorp G9#

d. Vm<+kG+O5l? L2TP HsMkr]n9kWr*r9k#

e. 79F`NrdKO"V79F`,>}Hb[9HG9Wr*r9k#

f. V]j7<WNZ<8K\09k#VG<?&]j7<WImCW@&s&j9H+i"9FCW

2 Gn.7?G<?&]j7< l2tpremoteuser r*r7^9#

g. Vm<+k&79F`,\3r+O7^9Wr*r7F" iSeries-B HN\3r+OG-kNO

iSeries-A N_G"k3Hr(9#

h. V\3WNZ<8\09k#V3N0k<WK!N]j7<&U#k?<r8.Wr*r7^9#

VT8Wr/jC/7F"]j7<&U#k?<NQia<?<rjA7^9#

i. V]j7<&U#k?< - m<+k&"Il9WNZ<8G" ID N?$WKV-< IDWr*r

9k#

j. ID KO"-< ID thisisthekeyid r*r9k#3N ID O IKE ]j7<GjA5lF$^9#

k. V]j7<&U#k?< - jb<H&"Il9WNZ<8K\09k#VID N?$WWImCW

@&s&j9H+i"VIP P<8gs 4 "Il9Wr*r7^9#

l. VIDWU#<kIG 205.13.237.6 r~O9k#

m. V]j7<&U#k?< - 5<S9WNZ<8KJ`#Vm<+k&]<HWU#<kI*hS

Vjb<H&]<HWU#<kIG"1701 r~O7^9#]<H 1701 O"L2TP Nv0djv

F]<HG9#

n. VWmH3kWImCW@&s&j9H+i"VUDPWr*r9k#

o. VOKWr/jC/7F"V\3WNZ<8Kak#

p. V$s?<U'<9WNZ<8K\09k#3N0k<W,,Q5lk$UNs~^?O PPP W

mU!$kr*r7^9#3N0k<WKO^@ PPP WmU!$krn.7F$^;s#3NW

mU!$kNn.e"3N0k<WNWmQF#<rT87F"!N9FCWGn.9k PPP W

mU!$kK0k<W,,Q5lkh&K7^9#

q. VOKWr/jC/7F"0*-<&0k<W l2tptocorp rn.9k#

33G"n.7?P+jN0k<WK\3rIC9k,W,"j^9#
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4. 0*-<\3r=.9k

a. VPN $s?<U'<9+i"V0k<WLWr8+9k#3lG"iSeries-A eG=.7?0*-

<&0k<WNj9H,=(5l^9#

b. Vl2tptocorpWr&/jC/7F"V7,0*-<\3Wr*r9k#

c. VlLWNZ<8G"\3N*W7gs-RrXj9k#

d. jb<H&-<&5<P<GO"ID N?$WKVIP P<8gs 4 "Il9Wr*r9k#

e. VIP "Il9WImCW@&s&j9H+i"205.13.237.6 r*r9k#

f. VWa~K+OWN*rrr|9k#

g. Vm<+k&"Il9WNZ<8K\09k# ID N?$WKV-< IDWr*r7?e"VIDW

ImCW@&s&j9H+i thisisthekeyid r*r7^9#

h. Vjb<H&"Il9WNZ<8K\09k# ID N?KVIP P<8gs 4 "Il9Wr*r7

^9#

i. VIDWU#<kIG 205.13.237.6 r~O9k#

j. V5<S9WNZ<8K\09k#Vm<+k&]<H (Local Port)WU#<kI*hSVjb<

H&]<H (Remote Port)WU#<kIG"1701 r~O7^9#]<H 1701 O"L2TP Nv0d

jvF]<HG9#

k. VWmH3kWImCW@&s&j9H+i"VUDPWr*r9k#

l. VOKWr/jC/7F"0*-<\3rn.9k#

3lG"iSeries-A GN VPN N=.O*;7^7?#!N9FCWO"iSeries-A Q PPP WmU!$kN

=.G9#

9FCW 2: iSeries-A eG PPP \3WmU!$k*hS>[s~r=.9k

3N;/7gsGO"iSeries-A Q PPP WmU!$krn.9k?aKBT7J1lPJiJ$9FCWK

D$Fb@7^9#PPP WmU!$kO"=lKX"7?*}*s~O}CF$^;s#eojK">[

s~rHQ7^9#3lO"PPP HiU#C/, L2TP HsMkP3GLa9k?aG9#3lKP7"

VPN O L2TP HsMkr]n7^9#

iSeries-A Q PPP \3WmU!$krn.9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>Vjb<H&"/;9&5<S9WH

8+9k#

2. V/.5\3WmU!$kWr&/jC/7"V7,WmU!$kWr*r9k#

3. V;CH"CWWNZ<8G"WmH3k&?$WKVPPPWr*r9k#

4. b<I*rGO"VL2TP (>[s~)Wr*r9k#

5. V0nb<IWImCW@&s&j9H+i"V*sG^sI&$K7(<?< (+/*HsMk)W
r*r9k#

6. VOKWr/jC/7F"VPPP WmU!$kNWmQF#<WNZ<8K\09k#

7. VlLWZ<8G"\3N?$WH8hr1L9k>0r~O9k#3NlgO"toCORP H~O7^

9#Xj9k>0O"10 8zJ<GJ1lPJj^;s#

8. (*W7gs) WmU!$kN-RrXj9k#

9. V\3WNZ<8K\09k#

10. V>[s~>WU#<kIG"ImCW@&s&j9H+i tocorp r*r9k#3Ns~KO"X

"7?*}$s?<U'<9,J$3HrW$P7F/@5$#>[s~O"3N PPP WmU!$k
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N5^6^JC-"?H(PGgUl<`&5$:"'Zps"m<+k&[9H>JIr"-R7^

9#VL2TP s~WmQF#<W@$"m0,+-^9#

11. VlLWZ<8G">[s~N-Rr~O9k#

12. V'ZWZ<8K\09k#

13. Vm<+k&[9H>WU#<kIG"m<+k&-<&5<P<N[9H> iSeriesA r~O9k#

14. VOKWr/jC/7F"77$>[s~Nb@r]I7"V\3WNZ<8Kak#

15. Vjb<H&HsMk&(sI]$sH IP "Il9WU#<kIK"jb<H&HsMk&(sI]

$sH&"Il9 205.13.237.6 r~O9k#

16. VIP-SEC ]n,,WWr*r7"V\30k<W>WImCW@&s&j9H+i"9FCW 1 G

n.7?0*-<&0k<W l2tptocorp r*r9k#

17. VTCP/IP _jWZ<8K\09k#

18. Vm<+k IP "Il9W;/7gsG"Vjb<H&79F`KhkdjvFWr*r9k#

19. Vjb<H IP "Il9W;/7gsG"VGj IP "Il9 rHQWr*r9k# 10.6.11.1 H~

O7^9#3lO"5V;CHbNjb<H&79F`N IP "Il9G9#

20. P)Xj;/7gsG"VICNE*P)rjAWr*r7"VP)Wr/jC/9k# PPP WmU

!$kKP)Xjps,s!5lJ$lgO" iSeries-A O"jb<H&HsMk&(sI]$sHK

~#G-kN_G"j" 10.6.0.0 5VMCHeN>N79F`KO~#G-^;s#

21. VICWr/jC/7F"E*P)`\rIC9k#

22. 5VMCH 10.6.0.0"*hS5VMCH&^9/ 255.255.0.0 r~O7"9YFN 10.6.*.* HiU

#C/r"L2TP HsMkP3GP)Xj9k#

23. VOKWr/jC/7F"E*P)rIC9k#

24. VOKWr/jC/7F"VP)XjW@$"m0r/m<:9k#

25. V'ZWZ<8K\07"3N PPP WmU!$kNf<6<>HQ9o<Ir_j9k#

26. Vm<+k&79F`N1LW;/7gsG"Vjb<H&79F`,3N iSeries 5<P<N1L

r!:9k3HrvD7^9Wr*r9k#

27. VHQ9k'ZWmH3kWN<G"VEf=5l?Q9o<I,,W (CHAP-MD5)Wr*r9k#

28. f<6<> iSeriesA HQ9o<Ir~O9k#

29. VOKWr/jC/7F"PPP WmU!$kr]I9k#

9FCW 3: l2tptocorp 0*-<&0k<Wr toCorp PPP WmU!$kK,Q9k

PPP \3WmU!$kr=.7?e"f<6<,n.7?0*-<&0k<W l2tptocorp Kaj"PPP

WmU!$kHX"U1k,W,"j^9#3NnHrTJ&KO"J<N9FCWK>CF/@5$#

1. VPN $s?<U'<9KJS2<H7?e"V;-e"\3W—>V0k<WLWH8+9k#

2. 0*-<&0k<W l2tptocorp r&/jC/7"VWmQF#<Wr*r9k#

3. V$s?<U'<9WNZ<8K\07"9FCW 2 Gn.7? PPP WmU!$k toCorp KV3N

0k<Wr,QWr*r9k#

4. VOKWr/jC/7F"l2tptocorp r PPP WmU!$k toCorp r,Q9k#

9FCW 4: iSeries-B eG VPN r=.9k

iSeries-A N=.KHQ7?bNH189FCWK>$",WK~8F"IP "Il9H ID rjP<97F

/@5$#+O9k0K"J<N>Nv`rM8v`K~lF/@5$#
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v iSeries-A Gm<+k&-<&5<P<KXj7?-< ID G"jb<H&-<&5<P<r1L9k#

?H(P"thisisthekeyid Nh&KJj^9#

v 5NK 18v0&Q-<rHQ9k#

v QA,"iSeries-A G=.7?bNHNBKlW5;k#3lrToJ$H"\3O:T7^9#

v 0*-<&0k<WNVlLWNZ<8G"Vm<+kG+O5l? L2TP HsMkr]n9kWrX

j7J$G/@5$#

v jb<H&79F`,\3r+O9k#

v \3,Wa~K+O7J1lPJiJ$3HrXj9k#

9FCW 5: iSeries-B eG PPP \3WmU!$kH>[s~r=.9k

iSeries-B Q PPP \3WmU!$krn.9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-BW—>VMCHo</W—>Vjb<H&"/;9&5<S9WH

8+9k#

2. Vu.&\3WmU!$kWr&/jC/7"V7,WmU!$kWr*r9k#

3. V;CH"CWWNZ<8G"WmH3k&?$WKVPPPWr*r9k#

4. b<I*rGO"VL2TP (>[s~)Wr*r9k#

5. V0nb<IWImCW@&s&j9H+i"V?<_M<?< (MCHo</&5<P<)Wr*r

9k#

6. VOKWr/jC/7FVPPP WmU!$kNWmQF#<WZ<8K\09k#

7. VlLWZ<8G"\3N?$WH8hr1L9k>0r~O9k#3NlgO"tobranch H~O7

^9#Xj9k>0O"10 8zJ<GJ1lPJj^;s#

8. (*W7gs) WmU!$kN-RrXj9k#

9. V\3WNZ<8K\09k#

10. m<+k&HsMk&(sI]$sHN IP "Il9 205.13.237.6 r*r9k#

11. V>[s~>WU#<kIG"ImCW@&s&j9H+i tobranch r*r9k#3Ns~KO"

X"7?*}$s?<U'<9,J$3HrW$P7F/@5$#>[s~O"3N PPP WmU!$

kN5^6^JC-"?H(PGgUl<`&5$:"'Zps"m<+k&[9H>JIr"-R7

^9#VL2TP s~NWmQF#<W@$"m0,+-^9#

12. VlLWZ<8G">[s~N-Rr~O9k#

13. V'ZWNZ<8K\09k#

14. Vm<+k&[9H>WU#<kIG"m<+k&-<&5<P<N[9H> iSeriesB r~O9k#

15. VOKWr/jC/7F"77$>[s~Nb@r]I7"V\3WNZ<8Kak#

16. VTCP/IP _jWNZ<8K\09k#

17. Vm<+k IP "Il9W;/7gsG"m<+k&79F`NGj IP "Il9 10.6.11.1 r*r9

k#

18. Vjb<H IP "Il9W;/7gsG""Il9djvF}0H7FV"Il9&W<kWr*r9

k#+O"Il9r~O7?e"jb<H&79F`KdjvFk3H,G-k"Il9NtrXj7

^9#

19. Vjb<H&79F`,>NMCHo</K"/;99k3H (IP >w) rvDWr*r9k#

20. V'ZWNZ<8K\07"3N PPP WmU!$kNf<6<>HQ9o<Ir_j9k#
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21. Vm<+k&79F`N1LW;/7gsG"Vjb<H&79F`,3N iSeries 5<P<N1L

r!:9k3HrvD7^9Wr*r9k# 3lG"Vm<+k&79F`1LW@$"m0,+-

^9#

22. Vm<+k&79F`N1LKHQ9k'ZWmH3kr*r7F/@5$WN<G"VEf=5l?

Q9o<I,,W (CHAP-MD5)Wr*r9k#

23. f<6<> iSeriesB HQ9o<Ir~O9k#

24. VOKWr/jC/7F"PPP WmU!$kr]I9k#

9FCW 6: Q1CH&k<krh0=9k

VPN Khj"3N\3,57/n09k?aK,WJQ1CH&k<k,+0*Kn.5l^9#?@

7"VPN \3r+OG-kh&K9kKO"=N0K">}N79F`G3liNQ1CH&k<krh

0=7J1lPJj^;s# ,'Nh0=rT&KO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>VIP ]j7<WH8+9k#

2. VQ1CH&k<kWr&/jC/7"Vh0=Wr*r9k#3lKhj"VQ1CH&k<kNh

0= (Activate Packet Rules)W@$"m0,+-^9#

3. VPN G8.5l?k<kN_rh0=9kN+"*r7?U!$kN_rh0=9kN+""k$O

VPN G8.5l?k<kH*r7?U!$kN>}rh0=9kN+r*r9k#?H(P"VPN G

8.5l?k<kKC(F"FoN PERMIT k<kd DENY k<kr$s?<U'<9K,Q7?$

lgKO"VPN G8.5l?k<kH*r7?U!$kN>}Nh0=r*r9k3H,G-^9#

4. h0=5;kk<kN"k$s?<U'<9r*r9k#33GO"V9YFN$s?<U'<9 (All
interfaces)Wr*r7^9#

5. @$"m0GVOKWr/jC/7F"Xj7? 1 D^?O#tN$s?<U'<9Gk<kN!:H

h0=rBT9k3HrN'9k#VOKWr/jC/9kH"79F`O=Nk<kK=8*hS;^

sF#C/N(i<,J$+I&+r!:7"(G#?<<tNaC;<8&&#sI&G=NkLr

sp7^9#CjNU!$k*hSTVfKX"7?(i<&aC;<8O"(i<r&/jC/7"

VTVf (Go To Line)Wr*r9kH"U!$kbN(i<r/4=(5;k3H,G-^9#

6. e-N9FCWr+jV7F"iSeries-B GQ1CH&k<krh0=9k#

9FCW 7: \3r+O9k

G*9FCWO\3N+OG9# L2TP \3r+O9k0K"L2TP ?<_M<?<,"/0&NWaK

~zG-kh&K7F*+J1lPJj^;s#,WJ5<S9,9YF+OQ_G"kNrN'7F+

i"?<_M<?<&5$IG PPP \3r+O7F/@5$#J<N9FCWO"iSeries-B eG PPP \

3r+O9k}!rb@7F$^9#

1. iSeries JS2<?<G"ViSeries-BW—>VMCHo</W—>Vjb<H&"/;9&5<S9WH

8+9k#

2. Vu.&\3WmU!$kWr/jC/7F"&&NZ$sGu.&WmU!$kNj9Hr=(9

k#

3. VtobranchWr&/jC/7F"V+OWr*r9k#\3WmU!$kN+Oe"&#sI&O"

V��������WH7F"\3rG7=(7^9#3lG"iSeries-B O"iSeries-A +iN L2TP

\3WaK~8k3H,G-^9#

iSeries-A eG L2TP \3r+O9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"ViSeries-AW—>VMCHo</W—>Vjb<H&"/;9&5<S9WH

8+9k#
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2. V/.&\3WmU!$kWr/jC/7F"&&NZ$sG~z&WmU!$kNj9Hr=(9

k#

3. VtoCORPWr&/jC/7F"V+OWr*r9k#\3WmU!$kN+Oe"&#sI&O"

VL2TP ��������WH7F"\3rG7=(7^9#

4. F5 r!7F"hLNG7=(rT&# L2TP HsMk,5oK+O9lP"\3u7OV����

	WKJj^9#

VPN 
��: VPN ������	�����������	

"J?,"_M"]j9K"k.,OJ=$HNMCHo</I}TG"kH7^9#S8M9&Q<HJ

<N 1 DG"k7+4NtJHT,""J?NkHHN$s?<MCHP3GNhzr}d7?$HM(

F$^9#"J?NkHGO"CjNtJr,WJH-KCjNtLQU7F*/3H,EWG"k?a"

tJHTO""J?NkHN_Ku7H8:918e<krNCF*/,W,"j^9#=_O3NH3r

jnHGh}7F$^9,"~VHqQ,++j"5iK~H7FT5NJlgb"k3H,=@7F$k

?a"LN}!r!$7?$HM(F$^9#

djhj9kpsO!)-,b/"~VNYl,v5lJ$bNG"k?a"tJHTNMCHo</H"

J?NkHNMCHo</HNVK VPN rn.9k3HK7^7?#+RNMCHo</=$NWi$P

7<r5iK]n9k?aK"tJHT,"/;99k"Wj1<7gsr[9H9k iSeries NWi$Y

<H IP "Il9r#9,W,"kH$&k@K#7^7?djO"=lrINh&K7FTJ&N+H$

&3HG9#

=Nz(, OS/400 VPN G9#"J?NkHNMCHo</K*1k VPN 2<H&'$G\3jArn

.9k?a@1GOJ/"m<+kNWi$Y<H&"Il9r#9?aK,WJ"Il9Q9Ns!K

b" OS/400 VPN rHQ7F/@5$#>h?NMCHo</&"Il9Q9 (NAT) GO"VPN ,!=

9k?aK,WJ;-ejF#<&"=7(<7gs (SA) G IP "Il9,Q95l^9,"VPN NAT

O"\3N+O~K"\3K"Il9rdjvFk3HKhCF"SA !ZN0K"Il9Q9rBT7^

9#

\*

3N7Jj*N\*O"!NH*jG9#

v tJHTNMCHo</bN9YFN/i$"sH,"=$qRbN1l[9H iSeries K2<H&'$

V VPN \3rp7F"/;9G-kh&K9k#

v =$qRNMCHo</bN[9H iSeries NWi$Y<H IP "Il9r"VPN NMCHo</&"

Il9Q9 (VPN NAT) rHQ7FQVjC/ IP "Il9KQ99k3HKhCF#9#
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\Y

!N^O"tJHTNMCHo</H=$qRNMCHo</N>}NMCHo</C-r=7F$^9#

v VPN 2<H&'$ A O"oK VPN 2<H&'$ B HN\3r+O9kh&K=.5lF$^9#

v VPN 2<H&'$ A O"\3N8h(sI]$sHr 204.146.18.252 (iSeries-C KdjvFil?x

0"Il9) H7FjA7F$^9#

v iSeries-C O"=$qRNMCHo</G 10.6.100.1 H$&Wi$Y<H IP "Il9rj-7F$^

9#

v iSeries-C NWi$Y<H&"Il9 10.6.100.1 KP~7F"VPN 2<H&'$ B K*1km<+k&

5<S9&W<kG"204.146.18.252 H$&x0"Il9,jA5lF$^9#

v VPN 2<H&'$ B O$sP&sI&G<?0i`N?aK"iSeries-C Nx0"Il9r"=NWi

$Y<H&"Il9G"k 10.6.100.1 KQ97^9# VPN 2<H&'$ B O"10.6.100.1 +ia5l

k"&HP&sI&G<?0i`rQ97F"iSeries-C Nx0"Il9 204.146.18.252 Ka7^9#t

JHTNMCHo</bN/i$"sHKD$FO"iSeries-C O 204.146.18.252 H$& IP "Il9r

djvFF$^9#3liN/i$"sHKO""Il9Q9,TJol?3HO,+j^;s#

=.nH

3N7Jj*Gb@7F$k\3r=.9kKO"J<NFnHr0;7J1lPJj^;s#

1. VPN 2<H&'$ A H VPN 2<H&'$ B HNVG"p\2<H&'$V VPN r=.9k#

2. VPN 2<H&'$ B Gm<+k&5<S9&W<krjA7F"iSeries-C NWi$Y<H&"Il

9r 204.146.18.252 H$&x0 ID G#9#

3. m<+k&5<S9&W<kN"Il9rHQ7Fm<+k&"Il9rQ99kh&K"VPN 2<

H&'$ B r=.9k#
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VPN ���

VPN (>[Wi$Y<H&MCHo</) GO"$/D+NEWJ TCP/IP WmH3krHQ7F"G<

?&HiU#C/r]n7^9# VPN \3NEH_rhjh/}r9k?aKO"J<NWmH3kH=

N50"*hS OS/400 VPN Khk=NWmH3kH50NHQ}!rNCF*+J1lPJj^;s#

v IP ;-ejF#< (IPSec) WmH3k
IPSec O"MCHo</XN;-ejF#<r@k?aN"Bj7?J3*JY<9rs!7^9#

v -<I}

0* VPN rHQ9kH"-<I}K Internet Key Exchange (IKE) rHQ9k3HKhj"L.Khj

lXN;-ejF#<,s!5l^9# IKE rHQ9kH"\3N><K"k VPN 5<P<,"Xj

5l?VVG77$-<NM47(<7gsrT$^9#

v l$d< 2 HsMk&WmH3k (L2TP)
VPN \3rHQ7F"MCHo</Hjb<H&/i$"sHVNL.r]n9kWhr)Fklg

O"L2TP KD$Fb"=,K}r9k,W,"j^9#

v VPN NMCHo</&"Il9Q9 (VPN NAT)
OS/400 VPN rHQ9kH"VPN NAT HFPlkMCHo</&"Il9MCHo</&"Il9Q

9rBT9k3H,G-^9# VPN NAT O"IKE WmH3kH IPSec WmH3kr,Q9k0K"

Il9rQ99kH$&@G">hN NAT H[Jj^9#\YKD$FO"3NHTC/r2H7F

/@5$#

v UDP +W;k=

UDP +W;k=rHQ9kH">h?N NAT GP$9rp7F IPSec HiU#C/ru1O93H,

G-^9# UDP +W;k=N\Y"*hS VPN \3K UDP +W;k=rHQ7J1lPJiJ$

}3KD$FO"3NHTC/r2H7F/@5$#

v IP 5L (IPComp)
IPComp O"G<?0i`r5L9k3HKhCF IP G<?0i`N5$:rL.7" 2 Q<HJ<

VNL.QU)<^s9r~e5;^9#

v VPN *hS IP U#k?<`n

IP U#k?<`nH VPN O)\KX87F$^9#vB"[HsIN VPN \3,57/!=9kK

O"U#k?<,',,WG9#3NHTC/GO"VPN K,WJU#k?<"*hS VPN KX9k

=N>NU#k?<N50KD$Fb@7^9#

IP ������� (IPSec) �����
IPSec O"MCHo</XN;-ejF#<r@k?aN"Bj7?J3*JY<9rs!7^9#^?"

=_HQfNEf"k4j:`N9YFr5]<H7"hj77/"hj/OJ"k4j:`Kb,~9k

3H,G-^9# IPSec WmH3kO"!K(9gJ;-ejF#<eNdjrh}7^9#

G<?/@'Z

FG<?0i`N/@,WaNw.&G"k3HrN'7^9#

G<?]4-

G<?0i`NbF,">wf"NU^?Ois@`&(i<N?aKQ95lJ+C?3HrN'7^9#

G<?!)-

aC;<8NbFr"LoOEf=rHQ7F"#7^9#

F8]n!=

/~T,G<?0i`reTu.7?j"=lreGF87?jG-J$3Hr]Z7^9#

Ef-<*hS;-ejF#<&"=7(<7gsN+0I}

j0GN=.r[HsI"k$O^C?/,WH;:K"H%MCHo</4NK VPN ]j7<rB\G-k3Hr

]Z7^9#
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G<?, VPN P3G.lkH-K"VPN O"'ZXC@< (AH) H;-ejF#<&Z$m<I#C

(ESP) N 2 DN IPSec WmH3krHQ7F"G<?r]n7^9# IPSec BuNb& 1 DNt,O"

$s?<MCH&-<r9 (IKE) WmH3k"9JoA-<I}G9# IPSec OG<?NEf=rT$^

9,"IKE O";-ejF#<&"=7(<7gs (SA) N+0M47(<7gs"Ef=-<N+08

.HG7=(r5]<H7^9#

p\*J IPSec WmH3krJ<Kj9H7^9#

v 'ZXC@< (AH) WmH3k

v EfZ$m<I#C (ESP) WmH3k

v AH WmH3kH ESP WmH3kHNH_go;

v $s?<MCH&-<r9 (IKE) WmH3k

Internet Engineering Task Force (IETF) GO"Request for Comment (RFC) 2401" Security Architecture for

the Internet Protocol K*$F" IPSec r50KjA7^9#3N RFC O"$s?<MCHN Web 5$

H http://www.rfc-editor.org G2H9k3H,G-^9#

������

'ZXC@< (AH) WmH3kKO"G<?/@'Z"G<?]4-*hSF8]nN!=,"j^9#

?@7"AH OG<?N!)-KOP~7F$^;s#D^j"G<?O9YFWl<s&F-9HGw.

5l^9#

G<?]4-O"aC;<8N'3<I (MD5 Kw?3<I) ,8.9kA'C/5`KhCF]Z5l

^9#G<?/@'Zr]Z9k?aK"AH O"'ZKHQ9k"k4j:`K&Q/k)0rH_~_

^9#F8]nr]Z9kKO"AH XC@<bNgxVfU#<kI,HQ5l^9#3li 3 DN[

Jk!=O"?/Nlglg7F7ol"'ZH7F2H5lk3HKmU7F/@5$#Gb1cJ@$

}r9kH"AH KhCF"G<?,=NG*N8hK~+&SfG~6s5lJ+C?3H,]Z5l^

9#

IP G<?0i`O"AH KhCFD=JBj?/'Z5l^9,"IP XC@<bNCjNU#<kINM

O"u.&+iO=,G-^;s#AH O"DQU#<kIHFPlk3liNU#<kIr"]n7^;

s#?@7"IP Q1CHNZ$m<IO"AH KhCFoK]n5l^9#

Internet Engineering Task Force (IETF) O"Request for Comment (RFC) 2402"IP Authentication Header K

*$F"AH r50KjA7^9#3N RFC O"$s?<MCHN Web 5$H"http://www.rfc-editor.org

G2H9k3H,G-^9#

AH NHQ!

AH O"His9]<H&b<I^?OHsMk&b<IN 2 DN}!G",Q9k3H,G-^9#H

is9]<H&b<IGO"G<?0i`N IP XC@<O"G0t IP XC@<"=lK3/ AH XC

@<"*hSG<?0i`NZ$m<I+i=.5l^9# AH O"DQU#<kIJ0N9YFNG<

?0i`r'Z7^9#?@7"G<?0i`KJ<5lkpsOWl<s&F-9HA0Gw.5lk?

a"5u5ld9/Jj^9#His9]<H&b<IK,WJh}*<P<XCIO"HsMk&b<I

Nlghj:/7^9,";-ejF#<NlYkOHsMk&b<I[IKOb/O"j^;s#

HsMk&b<IGO"77$ IP XC@<rn.7F"=lrG<?0i`NG0t IP XC@<H7F

HQ7^9# AH XC@<O"77$ IP XC@<NeKIC5l^9#5NG<?0i` (IP XC@<

*hS5NZ$m<I) O"GexKIC5l^9# AH O"G<?0i`4Nr'Z7^9#3lO"

>wfKG<?0i`KQ9,C(il?+I&+r"~z&79F`,!PG-k3HrU#7^9#
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;-ejF#<&"=7(<7gsNl}N<,2<H&'$NlgO"HsMk&b<IrHQ7F/@

5$#HsMk&b<IGO"G0t IP XC@<Kq-~^l?w.5"Il9H8h"Il9O"5N

IP XC@<Kq-~^l?"Il9H18G"k,WO"j^;s#?H(P"2 DN;-ejF#<&

2<H&'$KhCF AH HsMkr0n5;"3liN2<H&'$,_$K\37F$kMCHo<

/VGdjhj5lk"9YFNHiU#C/r'Z9klg,"j^9#B]K"3lOsoK5?*J

=.G9#

HsMk&b<IrHQ9kgJx@O"HsMk&b<IGO"+W;k=5l? IP G<?0i`,4

N*K]n5lk3HG9#5iK"HsMk&b<IGO"Wi$Y<H&"Il9,HQG-^9#

AH NHQ}3

?/Nlg"G<?K,WJNO'ZN_G9# ;-ejF#<&Z$m<I#C (ESP) WmH3kO"

'ZrBTG-^9," AH O ESP [IKO79F`-=KFArZ\7^;s# AH rHQ9kb&

lDNx@O"AH OG<?0i`4Nr'Z9kH$&@G9#>}"ESP O"h,N IP XC@<

d" ESP XC@<N0K"k=N>Npsr'Z7^;s#

=Ne"ESP rB\9kKO"/GJEf"k4j:`,,WG9#/OJEf=!=O"$/D+Nq

G)B5lF$^9," AH KO,),J/"$&fG+3KHQ9k3H,G-^9#

ps]nN?aK AH ,HQ9k"k4j:`

AH GO"OC7e0aC;<8'Z3<I (HMAC) HFPlk"k4j:`rHQ7^9#CK"VPN

GO HMAC-MD5 ^?O HMAC-SHA rHQ7^9# MD5 H SHA O$:lb"DQ9~OG<?*h

Sk)0rHQ7F"Gj9POG<? (OC7eMHFPlk) r8.7^9# 2 DNaC;<8NO

C7eM,lW7?lg"3liNaC;<8O18bNG"kD=-,soKb/Jj^9# MD5 H

SHA O"IAib=NPONaC;<89r(s3<I7^9," SHA N8.9kOC7eMN},g

-$?a" SHA NB4-N},b$H5lF$^9#

Internet Engineering Task Force (IETF) GO"Request for Comments (RFC) 2085" HMAC-MD5 IP

Authentication with Replay Prevention K*$F"HMAC-MD5 r50KjA7F$^9# Internet

Engineering Task Force (IETF) GO"Request for Comments (RFC) 2404" The Use of HMAC-SHA-1-96

within ESP and AH K*$F" HMAC-SHA r50KjA7F$^9#3liN RFC O"$s?<MC

HN Web 5$H http://www.rfc-editor.org G2H9k3H,G-^9#

���������������

;-ejF#<&Z$m<I#C (ESP) WmH3kO"G<?!)-!=rs!7"5iK"*W7gs

H7F"G<?/@'Z"G<?]4-!:*hSF8]nNF!=rs!7^9# ESP WmH3kH'

ZXC@< (AH) WmH3kNc$O" ESP OEf=!=rs!9kH$&3HG9#l}"'Z"]4

-!:"F8]nNF!=O"IAiNWmH3kGbs!5l^9#ESP rHQ9klg"P}NL.

79F`O"r99kG<?NEf=dEfr|N?aK&Q-<rHQ7^9#

Ef=H'ZN>}rHQ9k3HK7?lg"~z&79F`OGiKQ1CHr'Z7"=NGiN9

FCW,5oKTol?lgO"3$F"Ef=r|KJ_^9#3NoN=.rHk3HKhj"h}*

<P<XCI@1GJ/"5<S982"?C/KP9kbm5rc:7^9#

ESP N 2 DNHQ!

ESP N,Q}!KO"His9]<H&b<I^?OHsMk&b<IN 2 D,"j^9#His9]<

H&b<IGO"ESP XC@<O"5N IP G<?0i`N IP XC@<N"HKIC5l^9#G<?0

i`K9GK IPSec XC@<,"klgO" ESP XC@<O IPSec XC@<N0KIC5l^9# ESP

Hl<i<*hS*W7gsN'ZG<?O"Z$m<IN"HKIC5l^9#
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His9]<H&b<IGO"IP XC@<r'Z9k3Hb"Ef=9k3Hb7^;s#3N?a"G

<?0i`N>wfKx_*J/~TK"IlC7s0psr5i92l,"j^9#His9]<H&b

<IK,WJh}*<P<XCIO"HsMk&b<INlghj:/7^9,";-ejF#<NxYO

HsMk&b<I[Ib/O"j^;s#[HsINlg"[9HOHis9]<H&b<IG ESP rH

Q7^9#

HsMk&b<IGO"77$ IP XC@<rn.7F"3lrG<?0i`NG0t IP XC@<H7F

HQ7^9# IP XC@<N!KO"ESP XC@<H5NG<?0i` (IP XC@<*hS5NZ$m<

I) ,3-^9# ESP Hl<i<*hS*W7gsN'ZG<?O"Z$m<IKIC5l^9#Ef=

H'ZN>}rHQ9klgO"5NG<?0i`O77$ ESP Q1CHNZ$m<I&G<?KJCF

$kNG" ESP O5NG<?0i`r04K]n7^9#?@7"ESP O"77$ IP XC@<O]n7

^;s#2<H&'$O"ESP rHsMk&b<IGHQ9k,W,"j^9#

psN]nN?aK ESP ,HQ9k"k4j:`

ESP GO"P}NL.79F`,"r99kG<?NEf=drIKHQ9kPN-<rHQ7^9#w

.&Hu.&O">TNVG;-e"L.rT&0K"3N-<KD$FgU7F*/,W,"j^9#

OS/400 VPN GO"Ef=KG<?Ef=,J (DES)"Triple-DES (3DES)"RC5"RC4"^?O Advanced

Encryption Standard (AES) rHQ7^9#

Internet Engineering Task Force (IETF) GO"Request for Comment (RFC) 1829" The ESP DES-CBC

Transform K*$F" DES r50KjA7F$^9#Internet Engineering Task Force (IETF) GO"RFC

1851" The ESP Triple DES Transform K*$F" 3DES r50KjA7F$^9#3liN RFC *hS

=N>N RFC O"$s?<MCHN Web 5$H http://www.rfc-editor.org G2H9k3H,G-^

9#

ESP GO"HMAC-MD5 "k4j:`*hS HMAC-SHA "k4j:`rHQ7F"'Z!=rs!7^

9# MD5 H SHA O"$:lbDQ9~OG<?*hSk)0rHQ7F"Gj9POG<? (OC7e

MHFPlk) r8.7^9# 2 DNaC;<8NOC7eM,lW7?lg"3liNaC;<8O1

8bNG"kD=-,soKb/Jj^9# MD5 H SHA O"IAib=NPONaC;<89r(s

3<I7^9," SHA N8.9kOC7eMN},g-$?a" SHA NB4-N},b$H5lF$^

9#

Internet Engineering Task Force (IETF) GO"Request for Comments (RFC) 2085" HMAC-MD5 IP

Authentication with Replay Prevention K*$F"HMAC-MD5 r50KjA7F$^9# Internet

Engineering Task Force (IETF) GO"Request for Comments (RFC) 2404" The Use of HMAC-SHA-1-96

within ESP and AH K*$F" HMAC-SHA r50KjA7F$^9#3liN RFC *hS=N>N

RFC O"$s?<MCHN Web 5$H http://www.rfc-editor.org G2H9k3H,G-^9#

AH 
 ESP �����

VPN rHQ9kH"His9]<H&b<IGN[9HV\3K" AH H ESP rH_go;FHQ9k

3H,G-^9# 3liNWmH3krH_go;kH"IP G<?0i`4N,]n5l^9# 2 DN

WmH3krH_go;k3HG;-ejF#<&lYkO~e7^9,"3lK<&h}*<P<XCI

N},";-ejF#<&lYk~eNajCHresklg,"j^9#

����

VPN 5<P<O"M47(<7gsNkL,5oJH-KN_"\3r]n9k-<rF8.9k?a"

/~TO3N\3+ipsr}89k3H,hj$qKJj^9#5iK"04hTk)-rHQ9kH"

/~TO"anN-<8.psrY<9K7F#eHQ9k-<rd@9k3H,G-J/Jj^9#
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VPN -<&^M<8c<O"IBM N$s?<MCH&-<r9 (IKE) WmH3kNBuWm0i`G

9# -<&^M<8c<O";-ejF#<&"=7(<7gs (SA) N+0M47(<7gs"JiS

KEf-<N+08.HG7=(r5]<H7^9#

;-ejF#<&"=7(<7gs (SA) KO" IPSec WmH3kNHQK,WJps,J<5lF$^

9#?H(P"SA KhCF""k4j:`No`"-<N95H-z|V"2CT"+W;k=b<I,

1LG-^9#

Ef-<O"ps,=NG*N8hKdjJ/~#9k^G"8zI*j"psK+.r]1k"D^jp

sr]n9k!=r}CF$^9#

m: ;-e"GWi$Y<HJ\3rN)9kKO"-<r]n5lkh&K8.9k3H,GbEWJW

xG9#-<,;JolkH"'ZHEf=,$+K/GGb"=N+OO5LKJj^9#

-<I}NU'<:

VPN -<&^M<8c<GO"=NBu~K 2 DN[JkU'<:rHQ7^9#

U'<: 1
U'<: 1 GO"f<6<NG<?&HiU#C/r]n9k?aK"e3N Ef-<NI85H

Jk^9?<k)0r_j7^9# 3N3HO"2 DN(sI]$sHVG;-ejF#<,]n5

lF$J$lgGb"vFO^j^9#VPN O"U'<: 1 NM47(<7gsr'Z9k?a"

*hSe3NU'<: 2 GNM47(<7gs~K.lk IKE aC;<8r]n9k-<r_j9

k?aK"RSA 70KAc<&b<I^?Ov0&Q-<N$:l+rHQ7^9#

v0&Q-< O"128 8z^GN95Ns1c9Hjs0G9#\3N><GO"v0&Q-<,l

W7F$k,W,"j^9#v0&Q-<rHQ9kx@O"=NJ15K"j^9#g@O"IKE

M47(<7gsKh)CF"&Q5lF$kk)r (?H(PECdP?Q_a<krL8F) 0

tK/.7J1lPJiJ$3HG9#v0&Q-<O"Q9o<IH1MNhj7$,,WG9#

RSA 70KAc< 'ZO"v0&Q-<hjB4G9#3lO"3Nb<IGOG#8?kZ@q

rHQ7F'Zr?(F$k?aG9# G#8?kZ@q^M<8c< (5722-SS1 *W7gs 34)

rHQ7F"G#8?kZ@qr=.7J1lPJj^;s#5iK"ltN VPN =je<7gs

KO"j_?Q-N?aN RSA 70KAc<,,WG9#?H(P"Windows 2000 VPN O"RSA

70KAc<rJ,~N'Z}0H7FHQ7^9#GeK"RSA 70KAc<KO"v0&Q-<

hjb%l?91<iSjF#<,woCF$^9#f<6<,HQ9kZ@qO">}N-<&5

<P<,.j9k'ZI,P7?Z@qGJ1lPJj^;s#

U'<: 2
l}"U'<: 2 GO"B]Kr95lk"Wj1<7gs&G<?r]n9k";-ejF#<&

"=7(<7gsH-<NM47(<7gsrT$^9# 3N~@^GO"B]Kw.5lk"Wj

1<7gs&G<?OJ$3HKmU7F/@5$#U'<: 1 O"U'<: 2 N IKE aC;<

8r]n7^9#

U'<: 2 NM47(<7gs,0;9kH"VPN O"MCHo</e*hS"f<6<,\3Q

KjA7?(sI]$sHVG";-e"J0*\3rN)7^9# VPN Gdjhj5lk9YF

NG<?O"U'<: 1 *hSU'<: 2 NM47(<7gsh}~K"-<&5<P<,5z7

?;-ejF#<&lYk*hSz(G>w5l^9#

Lo"U'<: 1 NM47(<7gsO"l|KlYM47(<7gs5l^9,"U'<: 2 N

M47(<7gsO 60 C4HK"^?O 5 ,KlYNQYG975l^9#97QYre2kH"
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G<?N;-ejF#<&lYkO~e7^9,"79F`-=,c<7^9#GbEWJG<?r

]n9kH-O"-<-z|Vr;/_j7F/@5$#

iSeries JS2<?<rHQ7F0* VPN rn.9k]KO" IKE ]j7<rjA7"U'<: 1 NM

47(<7gsHG<?&]j7<rHQD=K7F"U'<: 2 NM47(<7gsrI}7J1lP

Jj^;s#*W7gsH7F"V7,\3W&#6<IrHQ9k3H,G-^9#3N&#6<IG

O"VPN ,57/n09k?aK,WJ"IKE ]j7<dG<?&]j7<JIr^`"F=.*V8'

/H,+0*Kn.5l^9#

d)2H8%

$s?<MCH&-<r9 (IKE) WmH3k*hS-<I}KD$F"5iK\7$psrNj?$lg

O"!K(9" Internet Engineering Task Force (IETF) N Request for Comments (RFC) r2H7F/@5

$#

v RFC 2407"The Internet IP Security Domain of Interpretation for ISAKMP

v RFC 2408"Internet Security Association and Key Management Protocol (ISAKMP)

v RFC 2409"The Internet Key Exchange (IKE)

3liN RFC O"$s?<MCHN Web 5$H" http://www.rfc-editor.org G2H9k3H,G-

^9#

���� 2 ���������� (L2TP)
>[s~HbFPlkl$d< 2 HsMjs0&WmH3k (L2TP) \3GO"jb<H&f<6<Kd

jvF? IP "Il9r"kHNMCHo</&5<P<GI}9k3H,G-"3lKhCF"jb<

H&f<6<KPQ*J"/;9rs!7^9#5iK"IP ;-ejF#< (IPSec) H L2TP \3rlo

KHQ9kH"79F`dMCHo</XN"/;9r;-e"KT&3H,G-^9#

L2TP O"$UHsMkH/)HsMkN 2 DNHsMk&b<Ir5]<H7^9#3N 2 DNHsM

k&b<INgJc$O"(sI]$sHG9#$UHsMkGO"HsMkN*@Ojb<H&/i$"

sHG9,"/)HsMkGO ISP G9#

L2TP N/)HsMkGO"jb<H&[9H,"$s?<MCH&5<S9&WmP$@< (ISP) XN\

3r+O7^9#3$F ISP ,"jb<H&f<6<HkHMCHo</HNVK L2TP \3rN)7^

9#\3O ISP KhCFN)5l^9,"VPN NHQKhkHiU#C/N]n}!O"f<6<,hj

7^9# /)HsMkGO"ISP , LT2P r5]<H7F$J1lPJj^;s#

L2TP N$UHsMkGO"\3Ojb<H&f<6<,=[7^9#=NlL*J}!O"L2TP HsM

k&/i$"sHrHQ9kH$&bNG9#D^j"jb<H&f<6<O L2TP Q1CHr ISP Kw

.7" ISP ,=NQ1CHr"kHMCHo</K>w7^9#$UHsMkGO"ISP , L2TP r5]

<H7F$k,WO"j^;s#7Jj*VIPSec KhCF L2TP $UHsMkr]n9kWGO"VPN

KhCF L2TP r]n7"2<H&'$ iSeries rp7FqRNMCHo</K\39kh&KvHjN

iSeries r=.9k}!Ncr(7F$^9#

L2TP O"B]KOloN IP +W;k=WmH3kG9# L2TP HsMkO"L2TP Ul<`r"f<6

<&G<?0i`&WmH3k (UDP) Q1CHNbtK+W;k=7"!K=N UDP Q1CHr" IP

Q1CHNbtK+W;k=9k3HKhCFn.5l^9#3N IP Q1CHNw.5"Il9H8h"

Il9KhCF"\3N(sI]$sH,jA5l^9#0tN+W;k=WmH3kO IP JNG"

IPSec WmH3kO#g IP Q1CHK,Q9k3H,G-^9#3lKhj"L2TP HsMkNOObG

>[Wi$Y<H&MCHo</ 29

http://www.rfc-editor.org


djhj5lkG<?,]n5l^9#3&9kH"'ZXC@< (AH)";-ejF#<&Z$m<I#

C (ESP)"*hS$s?<MCH&-<r9 (IKE) WmH3kr">\,Q9k3H,G-^9#

VPN ������	�������

MCHo</&"Il9Q9 (NAT) O"Wi$Y<H IP "Il9rhj~l"QVjC/ IP "Il9

KQ97^9#3NnHO"MCHo</bN[9H,$s?<MCH (^?O>N&LMCHo</) r

p7F5<S9Hjb<H&[9HK1~K"/;9G-kh&K9kH-K"EWJ&L"Il9r]8

9kNKr)A^9#

5iK"Wi$Y<H IP "Il9rHQ9kH"e. IP "Il9,%g9kh&J3H,"j^9#?

H(P"LNMCHo</HL.9k,W,"j"IAiNMCHo</b 10.*.*.* H$&"Il9rH

Q7F$klg,M(il^9#3lO""Il9,%g7"9YFNQ1CH,|n5lk6xKJj^

9# NAT r"&HP&sI&"Il9K,Q9k3HKhj"3Ndj,rh5l^9#?@7"G<

?&HiU#C/, VPN KhCF]n5lF$klg">h? NAT On07^;s#3lO">h?

NAT GO"VPN ,!=9k?aK,WJ;-ejF#<&"=7(<7gs (SA) GN IP "Il9rQ

99k?aG9#3Ndjrsr9k?aK"VPN O VPN NAT H$&H+NP<8gsNMCHo<

/&"Il9Q9rs!7F$^9# VPN NAT O"\3N+O~K"\3K"Il9rdjvFk3H

KhCF"SA !ZN0K"Il9Q9rBT7^9#"Il9O"\3ro|9k^G"=N\3KX"

U1il?^^G9#

m: =~@GO"FTP O VPN NAT r5]<H7^;s#

INh&K VPN NAT rHQ9Y-+

+O9k0KM89k,W,"k VPN NAT KO"[Jk 2 DN?$W,"j^9#3N[Jk 2 DN

?$WO"!NLjG9#

IP "Il9N%grsr9k?aN VPN NAT
3N?$WN VPN NAT rHQ9kH"18h&J"IlC7s0NOr}DMCHo</^?O7

9F`VK" VPN \3r=.7?H-K88kD=-N"k" IP "Il9N%grsr9k3H

,G-^9#e=*JcO"2 DNkH,"Xj5l?Wi$Y<H IP "Il9OON 1 DrHQ

7F VPN \3r=[9klgG9#?H(P"10.*.*.* rHQ7^9#3NoN VPN NAT N=.

}!O"5<P<, VPN \3N/0&+~z&+KhCF[Jj^9#5<P<,\3+O&NH

-O"m<+k&"Il9r" VPN \3Q<HJ<N"Il9H_9-r}D"Il9KQ99k

3H,G-^9#5<P<,\3~z&NH-O"VPN Q<HJ<Njb<H&"Il9r"m<+

k& "IlC7s0NOH_9-r}D"Il9KQ99k3H,G-^9#3N?$WN"Il9

Q9O"0*\3NlgKN_=.7F/@5$#

m<+k&"Il9r#9?aN VPN NAT
3N?$WN VPN NAT O"gH7F""Il9r"xKHQG-kh&K7?LN"Il9KQ9

9k3HKhCF"m<+k&79F`NB]N IP "Il9r#9?aKHQ5l^9# VPN

NAT r=.9kH"QVjC/ IP "Il9N 1 D 1 Dr"#7"Il9&W<kN$:l+ 1

DKQ99kh&K"Xj9k3H,G-^9#3lKhCF"#tN"Il9Ko?CF"D9N

"Il9NHiU#C/NiYPis9rHk3H,G-^9#m<+k&"Il9N VPN NAT G

O"5<P<,=N\3KP9k~z&H7F!=9k,W,"j^9#

J<NAdNz(,VO$WNlgO"m<+k&"Il9r#9?aK VPN NAT rHQ7F/@

5$#

1. VPN rHQ7?"/;9rvD7F$k5<P<O"1 fJe"j^9+#

2. 79F`NB]N IP "Il9KD$F@p-,,WG9+#
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3. 0m<PkJP)Xj,D=J IP "Il9r 1 DJe}CF$^9+#

7Jj*VVPN NMCHo</&"Il9Q9rHQ9kWGO"iSeries Gm<+k&"Il9r

#9?aK VPN NAT r=.9k}!Ncr(7F$^9#

iSeries G VPN NAT r;CH"CW9k?aNJ,*JjgKD$FO"iSeries JS2<?<N VPN $

s?<U'<9+iHQD=J*si$s&XkWr2H7F/@5$#

NAT �� IPSec
dj: >h?N NAT Khj VPN ,fG5lk

MCHo</&"Il9Q9 (NAT) rHQ9kH"$P?NWi$Y<H IP "Il9rP?Q_ IP "

Il9N;CHG#93H,G-^9#3lO"RbMCHo</r0tMCHo</+i]n9k&(G

r)A^9# NAT rHQ9kH"?/NWi$Y<H&"Il9r/tNP?Q_"Il9N;CHG

=93H,G-k?a"IP "Il9T-djNKBKbr)A^9#

"$K/">h?N NAT O IPSec Q1CHGOHQ9k3H,G-^;s#Q1CH, NAT GP$9

rP39k]K"Q1CHbN=<9&"Il9,Q95l"Q1CH,5zHJCF7^&?aG9#3

Nh&Jlg"VPN \3Nu.&,Q1CHrQ~7"VPN \3NM47(<7gsO:T7^9#

rhv: UDP +W;k=

JiK@&H"UDP +W;k=O"7,N (?@7#=N) IP/UDP XC@<bK IPSec Q1CHriC

W7^9#7, IP XC@<bN"Il9O"NAT GP$9rLa9k]KQ95l^9#!K"Q1C

H,8hK~#9kH"u.&KhCFICXC@<,|n5l"*j8JkN IPSec Q1CH,D5l

^9#3N IPSec Q1CHO">N9YFNEv-!:KQ97^9#

UDP +W;k=O"HsMk&b<I^?OHis9]<H&b<IG IPSec ESP rHQ9k VPN K

N_,Q9k3H,G-^9#5iK"V5R2 GO"iSeries O UDP +W;k=KX7FO/i$"sH

H7F7+6kq&3H,G-^;s#D^j"UDP +W;k=5l?HiU#C/r+O9k 3H7+

G-^;s#

J<N^O"HsMk&b<IK*1k"UDP +W;k=5l? ESP Q1CHNU)<^CHr=7F

$^9#

*j8JkN IPv4 G<?0i`

HsMk&b<IGN IPSec ESP N,Qe

UDP +W;k=N,Qe

J<N^O"His9]<H&b<IK*1k"UDP +W;k=5l? ESP Q1CHr=7F$^9#
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*j8JkN IPv4 G<?0i`

His9]<H&b<IGN IPSec ESP N,Qe

UDP +W;k=N,Qe

Q1CH,+W;k=5lkH"iSeries O UDP ]<H 500 rp7F=NQ1CHr VPN Q<HJ<K

w.7^9# VPN Q<HJ<O"9GK UDP ]<H 500 rp7F IKE M47(<7gsrTJCF

$k3HrW$P7F/@5$#18]<Hrp7F UDP +W;k=5l?HiU#C/rw.9k3H

Khj"2 DN VPN Q<HJ<O"U!$"&)<krp7FIC]<Hr+$?j"=N\3rp7?

HiU#C/rvD9k?aN7,Q1CH&k<krn.7?j9k,W,J/Jj^9# UDP +W;

k=5l?Q1CHGO UDP Z$m<INGiN 8 P$H,<mK_j5lF$k?a"\3Nu.&

GO"=NQ1CH, IKE Q1CHG"k+""k$O UDP +W;k=5l?Q1CHG"k+r=G

9k3H,G-^9# UDP +W;k=,57/!=9k?aKO"\3N>&G UDP +W;k=,5]

<H5lF$J1lPJj^;s#

IP �� (IPComp)
IP Z$m<I5LWmH3k (IPComp) O"G<?0i`r5L9k3HKhCF IP G<?0i`N5

$:rL.7" 2 Q<HJ<VNL.QU)<^s9r~e5;^9#U^O"L.N.Y,c<79.

?j"^?O.(7?js/NlgK"L.4NNQU)<^s9r~e5;k3HG9# IPComp KO

;-ejF#<,woCF*i:"VPN \3rp7FL.9klgKO"AH Q9^?O ESP Q9N$

:l+HloKHQ7J1lPJj^;s#

Internet Engineering Task Force (IETF) O"Request for Comments (RFC) 2393"IP Z$m<I5LWmH

3k (IPComp) K*$F"IPComp r50KjA7F$^9#3N RFC O"$s?<MCHN Web 5$

H" http://www.rfc-editor.org G2H9k3H,G-^9#

VPN ��� IP ��� ���

[HsIN VPN \3,57/!=9kKO"U#k?<,',,WG9#,WJU#k?<,'O"

=.7h&H7F$k VPN \3N?$W"*hS)fP]HJkHiU#C/N?$WKhCF[Jj^

9#lLKO"=l>lN\34HK]j7<&U#k?<,QU5l^9#]j7<&U#k?<O"

VPN rHQ9k3H,G-k"Il9"WmH3k"*hS]<HrjA7^9#5iK"Internet Key

Exchange (IKE) WmH3kr5]<H9k\3GO"Lo"=N\3rp7? IKE h}rvD9k?aN

,',@(*Kq+lF$^9#

V5R1 J_N*Zl<F#s0&79F`GO"VPN O3liNk<kr+0*K8.9k3H,G-^

9#D=JlgKO"VPN K]j7<&U#k?<r8.5;kh&K7F/@5$#3Nh&K9k
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H"(i<rr1k3H,G-k@1GJ/"iSeries JS2<?<NQ1CH&k<k&(G#?<rH

Q7FLN9FCWGk<kr=.9kH$&,W,J/Jj^9#

v3J,i"c0b8_7^9#CjNu7K,Q9k3HN"k"=N>N"^jlL*GJ$ VPN *

hSU#k?<`nN50H;!KD$FO"J<NHTC/r2H7F/@5$#

v =Tjj<9XN]j7<&U#k?<N\T

*Zl<F#s0&79F`N V4R4 *hS V4R5 GO"VPN Q1CH&k<krLN9FCWH7

F=.7J1lPJj^;sG7?# Q1CH&k<kO"VPN =.NltH7F+0*K8.5l

^;sG7?#3NHTC/GO"V4R4 *hS V4R5 N]j7<&U#k?<r=Tjj<9K\T

9k?aN"CLJM8v`H\TN}!KD$F\7/b@7F$^9#

v ]j7<&U#k?<rHQ7J$ VPN \3

VPN N\3(sI]$sH,1lNCjJ IP "Il9G"j"79F`GU#k?<,'rn.^?

Oh0=;:K VPN r+O7?$lgKO"0*]j7<&U#k?<r=.9k3H,G-^9#

3NHTC/GO"0*]j7<&U#k?<NHQrM89Y-}3rb@7"^?"=N}!r5

b7F$^9#

v E[*J IKE
VPN N?aK IKE M47(<7gs,TJolkh&K9k?aKO"3N?$WN IP HiU#C

/G UDP G<?0i`,]<H 500 rLaG-kh&KvD9k,W,"j^9#?@7"IKE Hi

U#C/rvD9kh&K@(5l?U#k?<,',79F`K8_7J$lg"79F`O"IKE

HiU#C/,.lk3HrE[*KvD7^9# iSeries G3l,INh&K!=9kN+KD$FN

\YO"3NHTC/r2H7F/@5$#

��������!�
����� ����

*Zl<7gs&79F`N V4R4 *hS V4R5 GO"iSeries JS2<?<NVQ1CH&k<kW$s

?<U'<9G"VPN Q1CH&k<krLN9FCWH7F=.7J1lPJj^;sG7?# Q1C

H&k<kO"VPN =.NltH7F+0*K8.5l^;sG7?# V5R1 J_N*Zl<F#s0&

79F`GO"VPN GUI O3liNQ1CH&k<kr+0*Kn.9k3H,G-^9#

V4R4 ^?O V4R5 G]j7<&U#k?<,' (action=IPSEC N,') rn.7F$F"=Tjj<9

Gb=liN,'rHQ9klgKO"M89k,WN"kv`,$/D+8_7^9#"k$O"VPN

K]j7<&U#k?<,'r8.5;k H7Fb">N IP HiU#C/ (?H(P Telnet) ,\3r

LaG-kh&K9k?aN,'rLSIC9k,W,"j^9#x_*J=.(i<NsrKr)D"J

<N+pK>CF/@5$#

@NJ}rN?aK: 3NHTC/G +9?^< ,'U!$kH=-5lF$klg"iSeries JS2<

?<NQ1CH&k<k&(G#?<rHQ7Fn.7?"ifk,'U!$krX7F$^9#3N,'

U!$kr"VPN , VPN =.NltH7F+0*K8.9k VPNPOLICYFILTERS.I3P ,'U!$kH

Pf7F/@5$#

v V4R4 ^?O V4R5 N$:l+hj VPN \3,=.5lF*j"=Tjj<9G>N VPN \3r=

.9k3HrWh7F$J$lgO"=TNU#k?<,'rh0=7F">hI*j\3r+O9k

3H,G-^9#

v V4R4 ^?O V4R5 N$:l+N VPN \3,=.5lF$F"=Tjj<9GN7, VPN \3N

=.rWh7F$klgO"V]j7<&U#k?<N\T (Migrate Policy Filters)W&#6<IrH

Q9k,W,"j^9#3N&#6<IO"f<6<Nn.7?Q1CH&k<k&U!$k+i]j

7<&U#k?<r|n7"VPN ,8.7? VPNPOLICYFILTERS.I3P K1yN]j7<&U#k?<

r^~7^9#3N&#6<IK"/;99kKO"J<N9FCWK>CF/@5$#
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1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8

+9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"V]j7<&U#k?<N\T (Migrate
Policy Filters)Wr*r9k#

3. &#6<I,0;7?e"V0;Wr/jC/9k#

4. Z<8^?O=NfN$:l+NU#<kIN-~}!KD$FNAd,"klgO"VXkWWr

/jC/9k#

v VPN Khj]j7<&U#k?<,'r8.7?lgG"VPN J0NU#k?<,'rIC9k,W

,"klgKO"iSeries JS2<?<NQ1CH&k<k&(G#?<rHQ7F"3liN,'r=

.7J1lPJj^;s#3liN VPN J0NU#k?<,'N$:l+r VPN U#k?<hjb

0KV/,W,"klgKO"=N;CH>r PREIPSEC GOaF/@5$#?H(P"

PREIPSECMYRULES Nh&K7^9#3lKhj"79F`,"U#k?<,'rh}7J1lPJiJ

$gxr=LG-kh&KJj^9#=N>N9YFN VPN J0N,'N;CH>KO"PREIPSEC \

,trU1FO$1^;s#?H(P"MORERULES Nh&K7^9#

v oK VPN ,]j7<&U#k?<,'rn.G-kh&K7F/@5$#?@7"VPN J0NU#k

?<,',+9?^<,'U!$kKDCF$J1lPJj^;s#3liN VPN J0NU#k?<

N$:l+r"VPNPOLICYFILTERS.I3P ,'U!$kK"k]j7<&U#k?<N0KV/,W,"

klgKO";CH>Nh,K PREIPSEC rIC9k,W,"k3Hr:lJ$G/@5$#3lKh

j"+9?^<,'H VPN r"f<6<,U^7?H*jK;QG-kh&KJj^9#?H(P"

VPN ,]j7<&U#k?<,' (VPN ;CH) r8.7?lgK">N IP HiU#C/,=N\3

rLaG-kh&K9k?aK"IC,' (f<6<&;CH) rU1C(?H7^9#3liN,'r

79F`Km<I9kH"=NgxO!Nh&KJj^9#

1. >0, PREIPSEC GO^kf<6<&;CH

2. >0, PREIPSEC GO^k VPN ;CH

3. ACTION=IPSEC (]j7<&U#k?<) ,Xj5l? VPN ;CH

4. ACTION=IPSEC (]j7<&U#k?<) ,Xj5l?f<6<&;CH

5. =N>NM,Xj5l?f<6<&;CH

6. =N>NM,Xj5l? VPN ;CH

EXPANDED.OUT U!$krA'C/7F"^<85l?POU!$kNgxr=(7^9#

EXPANDED.OUT O"+9?^<,'U!$k,"kG#l/Hj<Kq-~^l^9#

v iSeries JS2<?<rHQ9k3HKhj"J<Nh&Jh0=r*r9k3H,G-^9#

– VPN Khj8.5l?,'U!$k VPNPOLICYFILTERS.I3P N_rh0=9k

– +9?^<,'U!$kN_rh0=9k

– VPN Khj8.5l?,'U!$kH+9?^<,'U!$kN>}rh0=9k

v D9N$s?<U'<94HKGOJ/"9YFN$s?<U'<9GU#k?<,'rh0=9k#

3lO"U#k?<,]j7<&U#k?<rh0=7"57$gxN]j7<&U#k?<rbNB

K_j9k?aKrK)A^9#

v U#k?<,'rh0=7h&H9k0K"U#k?<,'roK!:9k,W,"j^9#!Z,(

i<J7GBT5l?i"!K"EXPANDED.OUT rA'C/7F",'Ngx,f<6<NU^Lj

G"k+rN'9k,W,"j^9#3N9FCW,0;7?i",'rh0=9k3H,G-^9#

!�
����� ������� VPN ��

]j7<&U#k?<,'O"VPN rHQG-k"Il9"WmH3k"*hS]<HrjA7"\3

rp7F,ZJHiU#C/rw.7^9#lgKhCFO"]j7<&U#k?<,'r,WH7J$\
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3r=.9k3H,G-^9#?H(P"VPN \3,HQ9k$s?<U'<9K VPN J0NQ1C

H&k<k,"k?a"=N$s?<U'<9Gh0fN,'rsh0=9kNGOJ/"=N\3KX9

k9YFNU#k?<r79F`,0*KI}G-kh&K VPN r=.9k3HK7?H>j7^9#3

Nh&J?$WN\3N]j7<&U#k?<r"0*]j7<&U#k?<HFS^9# VPN \3G0

*]j7<&U#k?<rHQ9k?aKO"=N0K"J<N9YFNro,~?5lF$J1lPJj

^;s#

v =N\3Om<+k&5<P<+iN_+O9k3H,G-k#

v =N\3NG<?&(sI]$sHO1l79F`GJ1lPJiJ$#D^j"5VMCH"k$O

ljOON"Il9K9k3HOG-J$#

v =N\3KX9k]j7<&U#k?<,'rm<I9k3HOG-J$#

\3,3Np`r~?9lgKO"]j7<&U#k?<r,WH7J$h&K\3r=.9k3H,G-

^9#3N\3,+O5lkH"G<?&(sI]$sHVNHiU#C/O">NINh&JQ1CH&

k<k,79F`Km<I5lF$Fb"=N\3rp7F.lkh&KJj^9#

]j7<&U#k?<r,WH7J$h&K\3r=.9k?aNJ,*JjgKD$FO"VPN N *s

i$s&XkWr2H7F/@5$#

���� IKE
\3rN)9k?aK"[HsIN VPN GO"IPSec h}N0K Internet Key Exchange (IKE) M47

(<7gs,TJolk,W,"j^9# IKE Ov0djvF]<H 500 rHQ9k?a"IKE ,57

/0n9kKO"3N?$WN IP HiU#C/G]<H 500 r UDP G<?0i`,LaG-kh&K

9k,W,"j^9# IKE HiU#C/rvD9kh&K@(5l?U#k?<,',79F`K8_7

J$lg"IKE HiU#C/,E[*KvD5l^9# ?@7"UDP ]<H 500 HiU#C/KD$F

@(5l?,'O"h0uVNU#k?<,'GjA5lF$kbFKpE$Fh}5l^9#

VPN ���

WhN)FO"VPN =je<7gsNGbEWJt,G9#\3,57/0n9k3HrN'9kKO"

#(Jhjr?tT&,W,"j^9#J<Nq;rHQ7F"VPN rNBK5o0n5;k?aK,W

J9YFNpsr}87F/@5$#

v VPN ;CH"CWWo

;CH"CWrOak0K"VPN r=[9k?aNGcWor~?7F$k3HrN'7F/@5$#

v =[9k VPN N?$Wrhj9k

VPN NHQ}!rhj9k3HO"Whr.y5;kGiN9FCWN 1 DG9#3NHTC/G

O"=.D=J5^6^J\3?$WKD$Fb@7F$^9#

v VPN Wh"IP$6<rHQ9k

Wh"IP$6<O"MCHo</KX7FAd7"=Nz(KpE$F"VPN Nn.KX9ksFr

T$^9#

m: VPN Wh"IP$6<O"$s?<MCH&-<r9 (IKE) WmH3kr5]<H9k\3KN_

HQ7F/@5$#j0\3?$WNj0\3KO"Who</7<HrHQ7F/@5$#

v VPN Who</7<Hr0.9k

u>K~8F"VPN NHQWhKD$FN\Ypsr}89kKO"Who</7<Hru~7F0.

9k3H,G-^9#

VPN N3~Wh,j^C?i" =.r+O9k3H,G-^9#
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VPN ��������

VPN r iSeries eG"*hSMCHo</&/i$"sHH&K57/!=5;k?aKO"iSeries *h

S/i$"sH PC GJ<NWorNBK~?7F/@5$#

V5R2 iSeries NWo

v OS/400"P<8gs 5 jj<9 2 (5722-SS1) J_

v G#8?kZ@q^M<8c< (5722-SS1 *W7gs 34)

v Cryptographic Access Provider (5722-AC2 ^?O AC3)

v iSeries Access for Windows (5722-XE1) *hS iSeries JS2<?<

– iSeries JS2<?<NMCHo</=.WG

v 5<P<&;-ejF#<&G<?]} (QRETSVRSEC *SEC) N79F`Mr 1 K_j9k3H

v TCP/IP N=. (IP $s?<U'<9"P)"m<+k&[9H>"m<+k&Ia$s&M<`JI)

/i$"sHNWo

v iSeries K57/\35l"TCP/IP QK=.5lF$k"Windows 32 SCHG*Zl<F#s0&79F`rk\

7?o</9F<7gs

v 233 a,XkDNh}uV

v Windows 95/98 /i$"sHNlgO"32 MB N RAM

v Windows NT *hS 2000 /i$"sHNlgO"64 MB N RAM

v iSeries Access for Windows *hS iSeries JS2<?<,/i$"sH PC K3~5lF$k3H

v IP ;-ejF#< (IPSec) WmH3kr5]<H9k=UH&'"

v jb<H&f<6<,79F`HN\3rN)9k?aK L2TP rHQ9klgO" L2TP r5]<H9k=UH

&'"

���	 VPN � ������	

VPN NHQ}!rhj9k3HO"Whr.y5;kGiN9FCWN 1 DG9#=N?aKO"m<+

k&-<&5<P<Hjb<H&-<&5<P<,"\3GL?9rdr}r7F*/,W,"j^9#?

H(P"\3 (sI]$sHH"G<? &(sI]$sHHO"=l>l[Jkrdr}A^9#3N>

TKO18bN,HQ5lF$kG7g&+"=lHbL9NbN,H_go5lFHQ5lF$kG7g

&+#\3(sI]$sHO"=N\3NG<?&HiU#C/N'Z*hSEf= ("k$OEf=r

|) rT$"*W7gsG"$s?<MCH&-<r9 (IKE) WmH3kKhk"-<I}rs!7^

9#l}G<?&(sI]$sHO" VPN r.lk IP HiU#C/QN 2 DN79F`VN\3rj

A7^9#?H(P"123.4.5.6 H 123.7.8.9 NVN9YFN TCP/IP HiU#C/JIG9#LoO"\3

(sI]$sHHG<?&(sI]$sH,[JklgO" VPN 5<P<O2<H&'$Nr\rL?7

^9#>T,18G"klgO"VPN 5<P<O[9HHJj^9#

VPN NBuKO5^6^J?$W,"j^9,"g?tNH3eNWaK=,,g9kNO"J<NbN

G9#

36 iSeries: VPN (>[Wi$Y<H&MCHo</)



2<H&'$V

>79F`N\3(sI]$sHO"G<?&(sI]$sHHO[Jj^9# IP ;-ejF#< (IPSec) WmH3

kO"2<H&'$Vr\09kHiU#C/r]n7^9#?@7"IPSec O"btMCHo</bN2<H&'$

NlgO"IAiN&GbG<?&HiU#C/N]nOT$^;s#3lO"vHjVN\3K&LN;CH"CW

G9#vHjN2<H&'$r6(FP)Xj5l"btMCHo</K~CF/kHiU#C/O"?/NlgHi

9FCIG"kHM(ilk+iG9#

2<H&'$ - [9HV

IPSec O"f<6<N2<H&'$Hjb<H&MCHo</N[9HHNVNG<?&HiU#C/r]n7^9#

VPN O"m<+k&MCHo</bNG<?&HiU#C/O]n7^;s#=lOHi9FCIHM(ilk?a

G9#

[9H - 2<H&'$V

VPN O"m<+k&MCHo</N[9HH"jb<H&2<H&'$HNVNG<?&HiU#C/r]n7^

9# VPN O"jb<H&MCHo</NG<?&HiU#C/O]n7^;s#

[9HV

m<+k&79F`Gbjb<H&79F`Gb"\3(sI]$sHOG<?&(sI]$sHH18G9# VPN

O"m<+k&MCHo</N[9HHjb<H&MCHo</N[9HHNVNG<?&HiU#C/r]n7^

9#3N?$WN VPN O"*<V IPSec N]nrs!7^9#

VPN ����	
������	

VPN NHQWhKD$FN\Ypsr}89kKO" VPN Who</7<HrHQ7F/@5$#3N

psO"VPN NHQWhr,ZK)Fk?aK,WG9#3NpsrHQ9kH"VPN r=.9k3Hb

G-^9#n.9k\3No</7<Hr*r7F/@5$#

v 0*\3NWho</7<H

0*\3r=.9k0K"3No</7<Hr0.7F/@5$#

v j0\3NWho</7<H

j0\3r=.9k0K"3No</7<Hr0.7F/@5$#

v VPN Wh"IP$6<

"k$O4u>K~8F"PC0Wh*hS=.N,$@s9H7F"IP$6<rHQ7F/@5

$#Wh"IP$6<O"MCHo</KX7FAd7"=Nz(KpE$F"VPN Nn.KX9ks

FrT$^9#

m: VPN Wh"IP$6<O"0*\3NlgKN_HQ7F/@5$#j0\3?$WNj0\3K

O"Who</7<HrHQ7F/@5$#

1MNWmQF#<rHCF#tN\3r=[9klgO" VPN NJ,~N_j,D=G9#J,~Mr

=.9kH"VPN WmQF#<&7<H,7<I5l^9#D^j"18WmQF#<r?sb=.9k

,WO"j^;s# VPN J,~Mr_j9kKO"VPN a$saKe<+i"VT8Wr*r7F"!

K"VJ,~ (Defaults)Wr*r7F/@5$#

���������	
��

0* VPN \3r=[9kKO"!No</7<Hr0.5;F/@5$#o</7<HO"f<6<,

V7,\3W&#6<IrHQ9kH[j7^9#3N&#6<IKhCF"p\*J;-ejF#<Wo

KpE$F VPN r;CH"CW9k3H,G-^9#lgKhCFO"&#6<IKhCF=.5lk\

3NWmQF#<r~19k,W,"j^9#?H(P"8c<Jkh},,WG"k+"^?O"

TCP/IP ,/09k?SK VPN 5<P<r/09k,W,"k+rhj7^9#3NlgO"&#6<I

KhCFn.5l?0*-<&0k<W^?O\3r&/jC/7F"VWmQF#<Wr*r7^9#
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J<NFAdKz(F+i"VPN N;CH"CWKJsG/@5$#

0sroA'C/j9H z(

OS/400 NP<8gsO"V5R2 (5722-SS1) J_G9+#

G#8?kZ@q^M<8c<N*W7gs (5722-SS1 Option 34) O"3~7F"j

^9+#

Cryptographic Access Provider (5722-AC2 ^?O AC3) O"3~7F"j^9+#

iSeries Access (5722-XE1) O3~7F"j^9+#

iSeries JS2<?<O"3~7F"j^9+#

iSeries JS2<?<NMCHo</=.5V3s]<MsHO"3~7F"j^9

+#

TCP/IP \3f<F#jF#< OS/400 Q (5722-TC1) O"3~7F"j^9+#

5<P<&;-ejF#<&G<?]8 (QRETSVRSEC *SEC) N79F`Mr" 1

K_j7^7?+#

iSeries G TCP/IP O=.5lF$^9+ (IP $s?<U'<9"P)"m<+k&[

9H>"*hSm<+k&Ia$s&M<`JI)#

,WJ(sI]$sHVG"LoN TCP/IP L.,N)5lF$^9+#

G7NWm0i`l~$5 (PTF) r,Q7F$^9+#

VPN HsMk,"IP Q1CHU#k?<`nr$sWjasH7F$kU!$"&)

<k^?Ok<?<rLa9klgO"U!$"&)<k^?Ok<?<&U#k?<

,'O AH WmH3kH ESP WmH3kr5]<H7^9+#

U!$"&)<k^?Ok<?<O"IKE (UDP ]<H 500)"AH WmH3k"*h

S ESP WmH3krvD9kh&K=.5lF$^9+#

U!$"&)<kO"IP >wrHQD=K9kh&K=.5lF$^9+#

0* VPN \3r=.9k?aK,WJps z(

n.7F$k\3N?$W

v 2<H&'$V

v [9H - 2<H&'$V

v 2<H&'$ - [9HV

v [9HV

0*-<&0k<WKU1k>0

-<N]nK,WJ;-ejF#<H79F`-=N?$W

v ;-ejF#<&lYkOGb@,"-=OGcGh$

v ;-ejF#<&lYkH-=NPis9rEk

v ;-ejF#<&lYkOGcGh$,"-=OGb

\3r'Z9k?aNZ@qrHQ7F$^9+#

HQ7F$J$lgO"v0&Q-<O?G9+#

m<+k&-<&5<P<N ID O"?G9+#

m<+k&G<?&(sI]$sHN ID O"?G9+#

jb<H&-<&5<P<N ID O"?G9+#

jb<H&G<?&(sI]$sHN ID O"?G9+#
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G<?N]nK,WJ;-ejF#<H79F`-=N?$W

v ;-ejF#<&lYkOGb@,"-=OGcGh$

v ;-ejF#<&lYkH-=NPis9rEk

v ;-ejF#<&lYkOGcGh$,"-=OGb

���������	
��

!No</7<Hr0.5;F"-<I}K IKE rHQ7J$ VPN (>[Wi$Y<H&MCHo</)

\3Nn.Kr)FF/@5$#

J<NFAdKz(F+i"VPN N;CH"CWKJsG/@5$#

0sroA'C/j9H z(

OS/400 NP<8gsO"V5R2 (5722-SS1) J_G9+#

G#8?kZ@q^M<8c<N*W7gs (5722-SS1 Option 34) O"3~7F"j

^9+#

Cryptographic Access Provider (5722-AC2 ^?O AC3) O"3~7F"j^9+#

iSeries Access (5722-XE1) O3~7F"j^9+#

iSeries JS2<?<O"3~7F"j^9+#

iSeries JS2<?<NMCHo</=.5V3s]<MsHO"3~7F"j^9

+#

TCP/IP \3f<F#jF#< OS/400 Q (5722-TC1) O"3~7F"j^9+#

5<P<&;-ejF#<&G<?]8 (QRETSVRSEC *SEC) N79F`Mr" 1

K_j7^7?+#

iSeries G TCP/IP O=.5lF$^9+ (IP $s?<U'<9"P)"m<+k&[

9H>"*hSm<+k&Ia$s&M<`JI)#

,WJ(sI]$sHVG"LoN TCP/IP L.,N)5lF$^9+#

G7NWm0i`l~$5 (PTF) r,Q7F$^9+#

VPN HsMk,"IP Q1CHU#k?<`nr$sWjasH7F$kU!$"&)

<k^?Ok<?<rLa9klgO"U!$"&)<k^?Ok<?<&U#k?<

,'O AH WmH3kH ESP WmH3kr5]<H7^9+#

U!$"&)<k^?Ok<?<O"AH WmH3kH ESP WmH3krvD9kh

&K=.5lF$^9+#

U!$"&)<kO"IP >wrHQD=K9kh&K=.5lF$^9+#

j0 VPN N=.K,WJps z(

n.7F$k\3N?$W

v [9HV

v [9H - 2<H&'$V

v 2<H&'$ - [9HV

v 2<H&'$V

\3KU1k>0O"?G9+#

m<+k\3(sI]$sHN ID O"?G9+#

jb<H\3N(sI]$sHN ID O"?G9+#

m<+k&G<?&(sI]$sHN ID O"?G9+#
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j0 VPN N=.K,WJps z(

jb<H&G<?&(sI]$sHN ID O"?G9+#

3N\3GD=JHiU#C/N?$W (m<+k&]<H"jb<H&]<H"*h

SWmH3k) O"?G9+#

3N\3N"Il9Q9O,WG9+#\YO"XVPN NMCHo</&"Il9Q

9Yr2H7F/@5$#

HsMk&b<I^?OHis9]<H&b<IrHQ7^9+#

\3KHQ9k IPSec WmH3k (AH"ESP"^?O ESP Khk AH) N\YO"

XIP ;-ejF#< (IPSec) WmH3kYr2H7F/@5$#

\3KHQ9k'Z"k4j:` (HMAC-MD5 + HMAC-SHA +)

\3KHQ9kEf="k4j:` (DES-CBC + 3DES-CBC +)

m: Ef="k4j:`rXj9kNO" IPSec WmH3kH7F ESP r*r7?l

gN_G9#

AH $sP&sI&-< MD5 rHQ9klg"3N-<O 16 P$HN 16 Jt9H

js0G9# SHA rHQ9klg"3N-<O 20 P$HN 16 Jt9Hjs0G

9#

$sP&sI&-<O"jb<H&5<P<N"&HP&sI&-<H5NKlW9k

,W,"j^9#

AH "&HP&sI&-< MD5 rHQ9klg"3N-<O 16 P$HN 16 Jt9

Hjs0G9# SHA rHQ9klg"3N-<O 20 P$HN 16 Jt9Hjs0G

9#

"&HP&sI&-<O"jb<H&5<P<N$sP&sI&-<H5NKlW9k

,W,"j^9#

ESP $sP&sI&-< DES rHQ9klg"3N-<O 8 P$HN 16 Jt9H

js0G9# 3DES rHQ9klg"3N-<O 24 P$HN 16 Jt9Hjs0G

9#

$sP&sI&-<O"jb<H&5<P<N"&HP&sI&-<H5NKlW9k

,W,"j^9#

ESP "&HP&sI&-< DES rHQ9klg"3N-<O 8 P$HN 16 Jt9

Hjs0G9# 3DES rHQ9klg"3N-<O 24 P$HN 16 Jt9Hjs0

G9#

"&HP&sI&-<O"jb<H&5<P<N$sP&sI&-<H5NKlW9k

,W,"j^9#

$sP&sI&;-ejF#<&]j7<X8 (SPI) $sP&sI SPI O"4 P$H

N 16 Jt9Hjs0G"h,P$HO 00 K_j5l^9#

$sP&sI SPI O"jb<H&5<P<N"&HP&sI SPI H5NKlW9k,

W,"j^9#

"&HP&sI SPI "&HP&sI SPI O"4 P$HN 16 Jt9Hjs0G9#

"&HP&sI SPI O"jb<H&5<P<N$sP&sI SPI H5NKlW9k,

W,"j^9#
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VPN ����	

VPN $s?<U'<9GO"VPN \3r=.9k?aN"[Jk#tN}!rs!7F$^9#=.9k

\3N?$WH=.N}!rhakKO"J<Nb@,r)A^9#

=.9Y-\3N?$W

0*\3O" Internet Key Exchange (IKE) WmH3krHQ7F"h0fN\3r]n9k-<r0*K

8.7"M47(<7gs9k\3G9#0*\3rHQ9kH"-<,j|*K+0Q95lkNG"3

N\3Gdjhj5lkG<?KO"KaFb$lYkN;-ejF#<,s!5l^9#=NkL"/~

T,-<rp`m1-,c<7^9#>Kps@H7Fb"-<rrI7FHQ7"-<,]n7F$kH

iU#C/N.lrQ(?j"HiU#C/r5u7?j9k~VNN],$qKJj^9#

l}" j0\3O"IKE M47(<7gsr5]<H;:"7?,CF"+0-<I}b5]<H7^;

s#5iK"\3N><G$/D+N0-r=.9k,W,"j^9,"=liN0-O04K lW7J

1lPJj^;s#j0\3GO"\3,h0fNVOG7=(^?OQ9rToJ$E*-<rHQ7^

9#j0\3KX"7?-<rQ99kKO"=Nj0\3rd_9k,W,"j^9#3N3Hr;-e

jF#<eNj9/G"kHM(klgO"=NeojK"0*\3rn.9k3HbG-^9#

0* VPN \3N=.}!

VPN O"B]KO"\3NC-rjA9k=.*V8'/HN0k<WG9#0* VPN \3GO"3l

iN*V8'/H,=l>l5oK0n9k3H,,WG9#F VPN =.*V8'/HN=.}!KX9

kqN*JpsKD$FO"J<Njs/hr2H7F/@5$#

RsH:
V7,\3W&#6<IrHQ7F\3r=.9k

LoO"0*\3O9YF"V\3W&#6<IrHQ7F=[7^9#3N&#6<IO"VPN ,

57/n09k?aK,WJ"Q1CH&k<kr^`F=.*V8'/Hr+0*Kn.7^9#

&#6<I, VPN Q1CH&k<krh0=9kh&KXj7?lgO"J<N9FCW 6 (\3

r+O9k) O9-CWG-^9#=lJ0NlgO"&#6<I, VPN N=.r0;7?e"Q

1CH&k<krh0=7F+iGJ1lP"\3O+OG-^;s#

0* VPN \3N=.K&#6<IrHQ7J$lgO"!N9FCWK>CF=.r0;7F/@5$#

1. VPN ;-ejF#<&]j7<r=.9k

0*\39YFKP7"VPN ;-ejF#<&]j7<rjA7J1lPJj^;s# Internet Key

Exchange (IKE) ]j7<*hSG<?&]j7<O"IKE ,"=NU'<: 1 *hSU'<: 2 M4

7(<7gsr]n9k}!rX(7^9#

2. ;-e"\3r=.9k

\3N;-ejF#<&]j7<rjA7?i"!K";-e"\3r=.7J1lPJj^;s#0

*\3NlgO";-e"\3*V8'/HKO"0*-<&0k<WH0*-<\3,H_~^l^

9# 0*-<&0k<WO" 1 D^?O#tN VPN \3N&LC-rjA9kNKP7"0*-<

\3O"PKJC?(sI]$sHVND9NG<?\3NC-rjA7^9#0*-<\3O"0*

-<&0k<WK^^lF$^9#

m: VPN $s?<U'<9N"V0*-<&0k<W - \3WZ<8G"*W7gs"V]j7<&

U#k?<OQ1CH&k<kGjA5lkWr*r7?lgO"!N 2 9FCW"Q1CH&k<k

r=.9k H",'N$s?<U'<9rjA9k N_rBT9k,W,"j^9#=lJ0Nlg

O"3liN,'O VPN =.NltH7Fn.5l"f<6<,Xj9k$s?<U'<9K,Q5

l^9#

>[Wi$Y<H&MCHo</ 41



oK VPN $s?<U'<9K]j7<&U#k?<,'rn.5;k3Hr*+a7^9#3lrT

&KO"V0*-<&0k<W - \3WZ<8N"V3N0k<WK!N]j7<&U#k?<r8

.W*W7gsr*r7^9#

3. Q1CH&k<kr=.9k

VPN =.,0;7?i"\3rp7FG<?&HiU#C/rdjhjG-kU#k?<,'rn.

7",Q7J1lPJj^;s#VPN N IPSEC hj0N,'GO" IKE K\3NM47(<7gs

,G-kh&K"Xj5l?$s?<U'<9eN IKE HiU#C/O"9YFvD5l^9# ]j

7<&U#k?<,'O"=lKX"7?7,0*-<&0k<WrHQG-k"Il9"WmH3

k"]<HrjA7^9#

V4R4 ^?O V4R5 +i\TrTJCF$F"{8N VPN \3*hS]j7<&U#k?<r=Tj

j<9Gz-3-HQ7?$lgKO"X=Tjj<9XN]j7<&U#k?<N\TYHTC/r

2H7F"E$]j7<&U#k?<H77$]j7<&U#k?<,U^7?H*jK;QG-kh

&K7F/@5$#

4. ,'N$s?<U'<9rjA9k

VPN \3rHQD=K9k?aK,WJQ1CH&k<kd=N>N,'r=.7?e"3liN,'

,,Q5lk$s?<U'<9rjA9k,W,"j^9#

5. Q1CH&k<krh0=9k

Q1CH&k<kN$s?<U'<9rjA7?i"\3r+O9k0K",:=lirh0=7J1

lPJj^;s#

6. \3r+O9k

\3r+O9kKO"3N?9/r0;7^9#

j0 VPN \3N=.}!

j0\3HO"=N>NH*j"VPN WmQF#<r9YF ($sP&sI&-<b"&HP&sI&-

<b^aF)"j0G=.9k,W,"k\3N3HG9#j0\3N=.}!KX9kCjNpsr=(

9kKO"J<Njs/r?ICF/@5$#

1. j0\3r=.9k

j0\3GO"\3NC- (;-ejF#<&WmH3k"\3HG<?N(sI]$sHJI) rj

A7^9#

m: VPN $s?<U'<9N"Vj0\3 - \3WZ<8G"*W7gs"V]j7<&U#k?<

OQ1CH&k<kGjA5lkWr*r7?lgO"!N 2 9FCW"]j7<&U#k?<,'r

=.9k H",'N$s?<U'<9rjA9k r0;9lPh$@1G9#=lJ0NlgO"3

liN,'O VPN =.NltH7Fn.5l^9#

oK VPN $s?<U'<9K]j7<&U#k?<,'rn.5;k3Hr*+a7^9#3lrT

&KO"Vj0\3 - \3WZ<8N"VG<?&(sI]$sHHlW9k]j7<&U#k?<r

8.W*W7gsr*r7^9#

2. ]j7<&U#k?<,'r=.9k

j0\3N0-r=.7?e"\3rp7FG<?&HiU#C/rdjhjG-k]j7<&U#k

?<,'rn.7",Q7J1lPJj^;s#]j7<&U#k?<,'GO"X"7?\3rHQ

G-k"Il9"WmH3k"]<HrjA7^9#

3. ,'N$s?<U'<9rjA9k

VPN \3rHQD=K9k?aK,WJQ1CH&k<kd=N>N,'r=.7?e"3liN,'

,,Q5lk$s?<U'<9rjA9k,W,"j^9#

4. Q1CH&k<krh0=9k

Q1CH&k<kN$s?<U'<9rjA7?i"\3r+O9k0K",:=lirh0=7J1

lPJj^;s#
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5. \3r+O9k

m<+kK+O5lk\3r+O9kKO"3N?9/r0;7^9#

������"�#������� VPN ������	

V7,\3W&#6<IrHQ9kH"[9HH2<H&'$N$UNH_go;G">[Wi$Y<H&

MCHo</ (VPN) r=[9k3H,G-^9#?H(P"[9HV"2<H&'$ - [9HV"[9H

- 2<H&'$V"2<H&'$VJIH$C?H_go;G=[G-^9#

3N&#6<IO"VPN ,57/n09k?aK,WJ"Q1CH&k<kr^`F=.*V8'/Hr

+0*Kn.7^9#?@7"VPN K!= (?H(P"8c<Jkh}d VPN QNMCHo</&"I

l9Q9 (VPN NAT) JI) rIC9k,W,"klgO":v9k0*-<&0k<W^?O\3NW

mQF#<&7<HrHQ7F"VPN r5iK409k,W,88k3H,"j^9#3lrBT9kK

O"\3,h0fNlg"^:\3rd_9k,W,"j^9#!K"0*-<&0k<W^?O\3r&

/jC/7"VWmQF#<Wr*r7^9#

OaK"VPN Wh"IP$6<r0.7^9#3N"IP$6<O"VPN rn.9k&(G,WHJk"

EWJpsr}89k}!rs!7^9#

V\3W&#6<IrHQ7F VPN rn.9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"V7,\3Wr*r7"3N&#6<Ir+

O9k#

3. &#6<Ir0;7F"p\ VPN \3rn.9k#gu,,WJlgKO"VXkWWr/jC/7

F/@5$#

VPN ��������!�
�����	

VPN NHQ}!rhj7?e"VPN ;-ejF#<&]j7<rjA9k,W,"j^9#CK"J<N

nHrT&,W,"j^9#

v Internet Key Exchange (IKE) ]j7<r=.9k

IKE ]j7<O"U'<: 1 N^W~K IKE ,HQ9k'ZHEf=]nNlYkrjA7^9#

IKE U'<: 1 O"e3NU'<: 2 N^WGdjhj5lkaC;<8r]n9k-<rN)7^

9#j0\3rn.9kH-K"IKE ]j7<rjA9k,WO"j^;s#5iK"V7,\3W&

#6<IrHQ7F VPN rn.9klgO"=N&#6<I,f<6<KeoCF IKE ]j7<rn

.9k3H,G-^9#

v G<?&]j7<r=.9k

G<?&]j7<O"VPN P3Gdjhj5lkG<?r]n9k]N"'Z^?OEf=NlYkr

jA7^9#L.79F`O"Internet Key Exchange (IKE) WmH3kNU'<: 2 N^WNVO"3

liN0-,lW7F$^9#j0\3rn.9kH-K"G<?&]j7<rjA9k,WO"j^

;s#5iK"V7,\3W&#6<IrHQ7F VPN rn.9klgO"=N &#6<I,f<6

<N?aKG<?&]j7<rn.9k3H,G-^9#

VPN ;-ejF#<&]j7<N=.,*;7?e"!K";-e"\3r=.7J1lPJj^;s#

Internet Key Exchange (IKE) !�
�����	

IKE ]j7<O"IKE ,U'<: 1 NM47(<7gsNaxGHQ9k"'Z^?OEf=]nNlY

krjA7^9# IKE U'<: 1 O"e3NU'<: 2 NM47(<7gsGdjhj5lkaC;<

8r]n9k-<rN)7^9# VPN O RSA 70KAc<&b<I^?Ov0&Q-<N$:l+rH
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Q7F"U'<: 1 NM47(<7gsr'Z7^9#-<&5<P<N'ZKG#8?kZ@qrHQ

9k3HrWh7F$klgO"GiK"G#8?kZ@q^M<8c< (5722-SS1 *W7gs 34) rH

Q7FG#8?kZ@qr=.7J1lPJj^;s# IKE ]j7<O"3N]j7<rHQ9kjb<

H&-<&5<P<b1L7^9#

IKE ]j7<rjA9k+"{8N IKE ]j7<rQ99kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>VIP ;-ejF#<&]j7<WH8+9k#

2. 77$]j7<rn.9kKO"VInternet Key Exchange ]j7<Wr&/jC/7F"V7,

Internet Key Exchange ]j7<Wr*r9k#{8N]j7<rQ99kKO"8&NZ$sG

VInternet Key Exchange ]j7<Wr/jC/7?e"&&NZ$sGQ97?$]j7<r&/

jC/7F"VWmQF#<Wr*r7^9#

3. =l>lNWmQF#<&7<Hr0.9k#Z<8^?O=NZ<8N$UNU#<kIN-~}!

KD$FAd,"klgO"VXkWWr/jC/7F/@5$#

4. VOKWr/jC/7F"Q9r]I9k#

$� �!�
�����	

G<?&]j7<O"VPN P3Gdjhj5lkG<?r]n9k]N"'Z^?OEf=NlYkrj

A7^9#L.79F`O" Internet Key Exchange (IKE) WmH3kN"U'<: 2 N^WNVO"3

liN0-,lW7F$^9#

G<?&]j7<rjA9k+"{8NG<?&]j7<rQ99kKO"J<N9FCWK>CF/@5

$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>VIP ;-ejF#<&]j7<WH8+9k#

2. 77$G<?&]j7<rn.9kKO"VG<?&]j7<Wr&/jC/7F"V7,G<?&]

j7<Wr*r9k#{8NG<?&]j7<rQ99kKO"VG<?&]j7<W(8&NZ$sK

"k) r/jC/7?e"Q97?$G<?&]j7<r&/jC/7F (&&NZ$sG)VWmQF

#<Wr*r9k#

3. =l>lNWmQF#<&7<Hr0.9k#Z<8^?O=NZ<8N$UNU#<kIN-~}!

KD$FAd,"klgO"VXkWWr/jC/7F/@5$#

4. VOKWr/jC/7F"Q9r]I9k#

VPN ����������	

\3N;-ejF#<&]j7<r=.7?eO"!K";-e"\3r=.7J1lPJj^;s#0*

\3NlgO";-e"\3*V8'/HKO"0*-<&0k<WH0*-<\3,H_~^l^9#

0*-<&0k<WO"1 DJeN VPN \3N&LNC-rjA7^9#0*-<&0k<Wr=.9k

H"18]j7<rHQ9k3H,G-^9,"G<?&(sI]$sHO0k<WbN\34HK[Jj

^9#^?0*-<&0k<WKhCF"jb<H&79F`,sF9kG<?&(sI]$sH,"0b

CF@NK,+iJ$lgK"jb<H/0&HNM47(<7gsr.y5;k3H,G-^9#3l

O"0*-<&0k<WN]j7<psr" IPSEC "/7gs&?$WN]j7<&U#k?<,'HX

"U1k3HKhCFBT5l^9#jb<H/0&,s!9kCjNG<?&(sI]$sH,"

IPSEC U#k?<,'GXj5lkOObK"klgO"=liK"0*-<&0k<WGjA5lk]

j7<r,Q9k3H,G-^9#
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0*-<\3O"(sI]$sHNH_NVND9NG<?\3NC-rjA7^9#0*-<\3O"0

*-<&0k<WK^^lF$^9# 0k<WK"kHQ9kY-]j7<\3KD$Fb@9k0*-

<&0k<Wr=.7?i"m<+kG+O9k\3QK0*-<\3rn.9k,W,"j^9#

;-e"\3*V8'/Hr=.9kKO"J<NnHr0;7F/@5$#

Q<H 1: 0*-<&0k<Wr=.9k

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V0k<WLWr&/jC/7F"V7,0*-<&0k<WWr*r9k#

3. Z<8^?O=NZ<8N$UNU#<kIN-~}!KD$FAd,"klgO"VXkWWr/j

C/7F/@5$#

4. VOKWr/jC/7F"Q9r]I9k#

Q<H 2: 0*-<\3r=.9k

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3W—>V0k<WLWH8+9k#

2. ViSeries JS2<?<W&#sI&N8&NZ$sG"Q<H 1 Gn.7?0*-<&0k<Wr&

/jC/7F"V7,0*-<\3Wr*r9k#

3. Z<8^?O=NZ<8N$UNU#<kIN-~}!KD$FAd,"klgO"VXkWWr/j

C/7F/@5$#

4. VOKWr/jC/7F"Q9r]I9k#

3liN9FCWN0;e"\3,57/n09k?aK,WQ1CH&k<krh0=7^9#

m: [HsINlg"V0*-<&0k<W - \3WZ<8GV3N0k<WK!N]j7<&U#k?

<r8.W*W7gsr*r7F"VPN $s?<U'<9, VPN Q1CH&k<kr+0*K8.G-

kh&K7J1lPJj^;s#?@7"V]j7<&U#k?<OQ1CH&k<kGjA5lkW*W

7gsr*r7?lgO"Q1CH&k<k&(G#?<rHQ7F VPN Q1CH&k<kr=.7?&

(G"=N,'rh0=7J1lPJj^;s#

��������	

j0\3HO"=N>NH*j"VPN WmQF#<r9YFj0G=.9k,W,"k\3N3HG9#

5iK"\3N><G"04K lW7J1lPJiJ$WGr"$/D+=.9k,W,"j^9#?H

(P"$sP&sI&-<O"jb<H&79F`N"&HP&sI&-<HlW9k,W,"j"lW7

J$lgO"\3,:T7^9#

j0\3GO"\3,h07F$kV"97^?OQ9,TolJ$E*-<rHQ7^9#j0\3KP

~U1il?-<rQ99kKO"=Nj0\3rd_9k,W,"j^9#3N3Hr;-ejF#<e

Nj9/G"j"\3N><G Internet Key Exchange (IKE) WmH3kr5]<H9kHM(klgO"

=NeojK"0*\3N;CH"CWrM89k,W,88klg,"j^9#

j0\3KWmQF#<rjA9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr&/jC/7F"V7,j0\3Wr*r9k#
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3. =l>lNWmQF#<&7<Hr0.9k#Z<8^?O=NZ<8N$UNU#<kIN-~}!

KD$FAd,"klgO"VXkWWr/jC/7F/@5$#

4. VOKWr/jC/7F"Q9r]I9k#

m: [HsINlg"Vj0\3 - \3WZ<8GVG<?&(sI]$sHHlW9k]j7<&U#

k?<r8.W*W7gsr*r7F"VPN $s?<U'<9, VPN Q1CH&k<kr+0*K8.

G-kh&K9k,W,"j^9#?@7"V]j7<&U#k?<OQ1CH&k<kGjA5lkW*

W7gsr*r9klgO"!K"j0G]j7<&U#k?<,'r=.7?e"=lirh0=7J1

lPJj^;s#

VPN %&����������	

iaF\3rn.7F$klgO"VPN ,f<6<KeoCF+0*K VPN Q1CH&k<kr8.G

-kh&K9k,W,"j^9#3lO"V7,\3W&#6<I^?O VPN WmQF#<&Z<8rH

Q7F\3r=.9k3HKhCFT&3H,G-^9#

iSeries JS2<?<NQ1CH&k<k&(G#?<rHQ7F VPN Q1CH&k<krn.9klg

O"ICN,'b1MK3N}!Gn.9k,W,"j^9#UK"VPN K]j7<&U#k?<,'r

8.5;klgKO"ICN]j7<&U#k?<,'r9YF3N}!Gn.9k,W,"j^9#

lLK"VPN O"IPSec hj0NU#k?<,'H]j7<&U#k?<,'N 2 DN?$WNU#k?

<,'r,WH7^9# iSeries JS2<?<NQ1CH&k<k&(G#?<rHQ7F3liN,'r

=.9k}!KD$FO"<-NHTC/r2H7F/@5$#=N>N VPN *hS IP U#k?<`n

*W7gsKD$FO"XVPN N50YHTC/NXVPN *hS IP U#k?<`nY;/7gsr2H

7F/@5$#

v IPSec hj0N,'

IPSec hj0N,'HO"IPSEC "/7gs&?$W,Xj5l?,'N0Khk"f<6<N79F

`eN,'G9#3NHTC/GO"IPSec hj0N,'NJ+G"VPN ,57/n09k?aK,W

JbNKD$FN_b@7^9# 3Nlg"IPSec hj0N,'O"\3rp7F IKE h}rT&3

H,G-kh&K9k,'NH_G9# IKE KhCF"f<6<N\3N?aK"0*-<N8.HM

47(<7gsrTo;k3H,G-^9#CjNMCHo</D-*hS;-ejF#<&]j7<

KhCF">N IPSec hj0N,'rIC9k,W,"klg,"j^9#

m: 3N?$WN"IPSec hj0N,'N=.,,WHJkNO"CjN79F`KD$F IKE rvD

9k>N,',9GK8_9klgKBil^9# IKE HiU#C/rvD9kh&K@(5l?U#

k?<,',79F`K8_7J$lg"IKE HiU#C/,E[*KvD5l^9#

v ]j7<&U#k?<,'

]j7<&U#k?<,'O"VPN rHQG-kHiU#C/H"=NHiU#C/K,Q9kG<?

]n]j7<rjA7^9#

Oak0NM8v`

$s?<U'<9KU#k?<,'rIC9klgO"79F`O=N$s?<U'<9KJ,~N

DENY ,'r+0*KIC7^9#D^j"@(*KvD5lF$J$HiU#C/O9YFq]5l^

9#3N,'O+k3HbQ99k3HbG-^;s#7?,CF"J0O0n7F$?HiU#C/,"

VPN U#k?<,'rh0=7FJ_O6xT@G:T9kD=-,"j^9# $s?<U'<9eG

VPN J0NHiU#C/rvD7?$lgO"3lrvD9k?aN@(*J PERMIT ,'rIC7J

1lPJj^;s#

,ZJU#k?<,'r=.7?e"=N,'r,Q9k$s?<U'<9rjA7"!K"=lirh0

=7J1lPJj^;s#
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U#k?<,'r57/=.9k3HO"EWG9#57/_j7J$lg"iSeries rP~j9k9YF

N IP HiU#C/,"U#k?<,'KhCFVmC/5lkD=-,"j^9#3lKO"U#k?<

,'r=.9k?aKHQ9k"iSeries JS2<?<XN\3,^^l^9#

U#k?<,'KhCF iSeries JS2<?<NHiU#C/,vD5lF$J$lg" iSeries JS2<

?<O iSeries HL.9k3H,G-^;s# 3Nu7KJCF$k3H,=@7?lgO"*Zl<7

gs&3s=<kJIN=_\3,}35lF$k$s?<U'<9rHQ7F" iSeries Km0*s9k

,W,"j^9# RMVTCPTBL 3^sIrHQ7F"3N79F`eN9YFNU#k?<r|n7F/

@5$#3N3^sIrHQ9kH"*VPN 5<P<b*;*hSFO07^9#=N"H"U#k?<r

=.7F"5<P<rFYh0=7^9#

IPSec ������� �������	

EW: 3N?9/O"VPN , ]j7<&U#k?<,'r+0*K8.7J$h&KXj7?lgKN_

BT7F/@5$#

lPN Internet Key Exchange (IKE) 5<P<O"-<r0*KM47(<7gs7F"G7NbFK97

7^9# IKE O"v0djvF]<H 500 rHQ7^9# IKE ,57/0n9kKO"3N IP HiU

#C/N]<H 500 G" UDP G<?0i`rHQD=K9k,W,"j^9#3N?aKO"PKJC

?U#k?<,' (1 DO$sP&sI&HiU#C/Q"b& 1 DO"&HP&sI&HiU#C/Q)

rn.7"\3,]nN?aK0*K-<rM47(<7gs9kh&K7^9#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. VQ1CH&k<kWr&/jC/7F"Vk<k&(G#?< (Rules Editor)Wr*r9k#3l

Khj"Q1CH&k<k&(G#?<,+-"iSeries QNU#k?<,'*hS NAT ,'rn.

^?OT8G-kh&KJj^9#

3. V&'k+`W@$"m0GV7,Q1CH&k<k&U!$kNn. (Create a new packet rules
file)Wr*r7"VOKWr/jC/9k#

4. Q1CH&k<k&(G#?<+iV^~W—>VU#k?< (Filter)WH*r9k#

5. VlLWZ<8G"VPN U#k?<,'N;CH>rXj9k#/J/Hb 3 DN;CHrn.9k

3Hr*+a7^9#1 D\O IPSec hj0NU#k?<,'Q"2 D\O]j7<&U#k?<,

'Q"3 D\OFoN PERMIT *hS DENY U#k?<,'QG9#IPSec hj0NU#k?<,

',~CF$k;CHKO" preipsec H$&\,t,U1ilF$k,W,"j^9?H(P"

preipsecfilters Nh&KJj^9#

6. V"/7gsWU#<kIG"ImCW@&s&j9H+i"VPERMITWr*r9k#

7. V}~WU#<kIG"ImCW@&s&j9H+iVOUTBOUNDWr*r9k#

8. V=<9&"Il9>WU#<kIGO"GiNImCW@&s&j9H+i = r*r7"!K 2

V\NU#<kIK"m<+k&-<&5<P<N IP "Il9r~O9k#m<+k&-<&5<P

<N IP "Il9O"IKE ]j7<GXj7?bNG9#

9. V8h"Il9>WU#<kIGO"GiNImCW@&s&j9H+i = r*r7"!K 2 V\

NU#<kIK"jb<H&-<&5<P<N IP "Il9r~O9k#jb<H&-<&5<P<N

IP "Il9b"IKE ]j7<GXj7?bNG9#

10. V5<S9WZ<8G"V5<S9Wr*r9k#3lG"VWmH3kW"V=<9&]<HW"

V8h]<HWNFU#<kI,"HQD=KJj^9#

11. VWmH3kWU#<kIG"ImCW@&s&j9H+i"VUDPWr*r9k#

12. V=<9&]<HWNlgO"GiNU#<kIG = r*r7"!K 2 V\NU#<kIK 500 H

~O9k#
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13. V8h]<HWGb">0N9FCWr+jV9#

14. VOKWr/jC/9k#

15. INBOUND U#k?<r=.9kKO"e-N9FCWr+jV9#18;CH>rHQ7",WK

~8F"Il9rQ(F/@5$#

m: \3rp7F IKE HiU#C/rvD9klg" IPSec hj0NU#k?<r 1 D@1=.7"

V}~W"V=<9&"Il9>W"V8h"Il9>WNFU#<kIK"o$kI+<IM (*) rH

Q9k},"B4-KOtj^9,J1G9#

!N9FCWO" ]j7<&U#k?<,'r=.7F" VPN \3,]n9k IP HiU#C/rjA

9k3HG9#

!�
����� �������	

EW: 3N?9/O"VPN , ]j7<&U#k?<,'r+0*K8.7J$h&KXj7?lgKN_

BT7F/@5$#

]j7<&U#k?<,' (action=IPSEC KJCF$k,') GO"VPN rHQ9k3H,G-k"Il

9"WmH3k"*hS]<HrjA7^9# ^?"VPN \3GHiU#C/K,Q5lk]j7<N"

1LbT$^9#]j7<&U#k?<,'r=.9kKO"J<N9FCWK>CF/@5$#

m: IPSec hj0N,'r=.7?>eG"klg (0*\3NlgN_)"Q1CH&k<k&(G#?<

,^@*<Ws7F$^9#=NlgO"9FCW 4 +iOaF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. VQ1CH&k<kWr&/jC/7F"Vk<k&(G#?< (Rules Editor)Wr*r9k#3l

Khj"Q1CH&k<k&(G#?<,+-"iSeries QNU#k?<,'*hS NAT ,'rn.

^?OT8G-kh&KJj^9#

3. V&'k+`W@$"m0GV7,Q1CH&k<k&U!$kNn. (Create a new packet rules
file)Wr*r7"VOKWr/jC/9k#

4. Q1CH&k<k&(G#?<G"V^~W—>VU#k?< (Filter)WH*r9k#

5. VlLWZ<8G"VPN U#k?<,'N;CH>rXj9k#/J/Hb 3 DN;CHrn.9k

3Hr*+a7^9#1 D\O IPSec hj0NU#k?<,'Q"2 D\O]j7<&U#k?<,

'Q"3 D\OFoN PERMIT *hS DENY U#k?<,'QG9# ?H(P" policyfilters

Nh&KXj7F/@5$#

6. V"/7gsWU#<kIG"ImCW@&s&j9H+i"VIPSECWr*r9k#V}~WU#<

kIO"J,~G OUTBOUND KJCF$F"3lrQ99k3HOG-^;s#3NU#<kIN

J,~MO OUTBOUND G9,"B]O>}~G9#~OMN;^sF#/9r@i+K9k?a

K"OUTBOUND H=(7F$kNG9#?H(P"w.5NMOm<+kMG"j"8hNMOj

b<HMG9#

7. V=<9&"Il9>WG"GiNU#<kIG = r*r7"!K 2 V\NU#<kIK"m<+

k&G<?&(sI]$sHN IP "Il9r~O9k# IP "Il9^?O IP "Il9H5VMC

H&^9/NOOO"VjAQ_"Il9W!=rHQ7F"=lirjA7F+iXj9k3HbG

-^9#

8. V8h"Il9>WG"GiNU#<kIG = r*r7"!K 2 V\NU#<kIK"jb<H&

G<?&(sI]$sHN IP "Il9r~O9k# IP "Il9^?O IP "Il9H5VMCH&

^9/NOOO"VjAQ_"Il9W!=rHQ7F"=lirjA7F+iXj9k3HbG-^

9#
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9. V8c<Jkh}WU#<kIG",WJ8c<Jkh}lYkrXj9k#

10. V\3>WU#<kIG"3liNU#k?<,',,Q5lk\3NjAr*r9k#

11. (*W7gs) -Rr~O9k#

12. V5<S9WZ<8G"V5<S9Wr*r9k#3lG"VWmH3kW"V=<9&]<HW"

V8h]<HWNFU#<kI,"HQD=KJj^9#

13. VWmH3kW"V=<9&]<HW"*hSV8h]<HWNFU#<kIG"=NHiU#C/K

:v9kMr*r9k#"k$O"ImCW@&s&j9H+i"9?j9/ (*) r*r9k3Hb

G-^9#3lG"$UNWmH3k," VPN rHQ9k$UN]<HrHQ9k3H,vD5l^

9#

14. VOKWr/jC/9k#

!N9FCWO"3liNU#k?<,',,Q5lk$s?<U'<9rjA9k3HG9#

m: $s?<U'<9KU#k?<,'rIC9klg"79F`O+0*K"=N$s?<U'<9KJ

,~N DENY ,'rIC7^9#D^j"@(*KvD5lF$J$HiU#C/O9YFq]5l^

9# 3N,'O+k3HbQ99k3HbG-^;s#7?,CF"J0KO0n7F$?\3," VPN

Q1CH&k<krh0=7FJ_O6xT@N^^:T7F7^&"H$&3H,/89klg,"j^

9#$s?<U'<9eG VPN J0NHiU#C/rvD9klgO"=NvDrT&?aN"@(*J

PERMIT ,'rIC7J1lPJj^;s#

VPN ��� ������ ��'������	

VPN \3rHQD=K9k?aK,WJ VPN Q1CH&k<k*hS=N>N,'r=.7?eG"3

liN,',,Q5lk$s?<U'<9rjA9k,W,"j^9#

VPN U#k?<,',,Q5lk$s?<U'<9rjA9kKO"J<N9FCWK>CF/@5$#

m: VPN Q1CH&k<kr=.7?>eG"klgO"VQ1CH&k<kW$s?<U'<9O^@

*<Ws5l?^^KJCF$^9#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. VQ1CH&k<kWr&/jC/7F"Vk<k&(G#?< (Rules Editor)Wr*r9k#3lK

hj"Q1CH&k<k&(G#?<,+-"iSeries QNU#k?<,'*hS NAT ,'rn.^?

OT8G-kh&KJj^9#

3. V&'k+`W@$"m0GV7,Q1CH&k<k&U!$kNn. (Create a new packet rules
file)Wr*r7"VOKWr/jC/9k#

4. Q1CH&k<k&(G#?<G"V^~W—>VU#k?<&$s?<U'<9 (Filter Interface)W
H*r9k#

5. VlLWNZ<8G"Vs~>Wr*r7?e"ImCW@&s&j9H+i"VPN Q1CH&k<k

,,Q5lks~-Rr*r9k#

6. (*W7gs) -Rr~O9k#

7. VU#k?<&;CHWNZ<8G"VICWr/jC/7"=.7?P+jN=l>lN;CH>r

IC9k#

8. VOKWr/jC/9k#

9. ,'U!$kr]I9k#U!$kO"iSeries eN}gU!$k&79F`K".i3p NH%RrU1F

]I5l^9#

m: !NG#l/Hj<KOU!$kr]I7J$G/@5$#
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/QIBM/UserData/OS400/TCPIP/RULEGEN

3NG#l/Hj<O79F`lQG9# RMVTCPTBL *ALL 3^sIrHQ7F"Q1CH&k<

krsh0=9k,W,"klg"3N3^sIrBT9kH"e-G#l/Hj<bNU!$kO9

YFo|5l^9#

U#k?<,'N$s?<U'<9rjA7?i"VPN r+O9k0K",:=lirh0=7J1lP

Jj^;s#

VPN %&�����������	

VPN \3r+O9k0K"VPN Q1CH&k<krh0=9k,W,"j^9# VPN \3,79F`G

BT5lF$kVO"Q1CH&k<krh0= (^?Osh0=) 9k3HOG-^;s#3N?a"

VPN U#k?<,'rh0=9k0K"=liNU#k?<,'KX"7?\3,h0uVGOJ$3H

rN'7F/@5$#

V7,\3W&#6<IrHQ7F VPN \3rn.7?lgKO"X"7?k<kr+0*Kh0=5;

kh&K*r9k3H,G-^9#Xj7?$s?<U'<9N$:l+K"h0uVKJCF$k>NQ

1CH&k<k,8_9klg"=liNQ1CH&k<kO VPN ]j7<NU#k?<,'KhCFV

-9(il^9#

VPN G8.5l?,'r"Q1CH&k<k&(G#?<rHQ7Fh0=9klgKO"J<N9

FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. VQ1CH&k<kWr&/jC/7"Vh0=Wr*r9k#3lKhj"VQ1CH&k<kNh

0= (Activate Packet Rules)W@$"m0,+-^9#

3. VPN G8.5l?k<kN_rh0=9kN+"*r7?U!$kN_rh0=9kN+""k$O

VPN G8.5l?k<kH*r7?U!$kN>}rh0=9kN+r*r9k#?H(P"VPN G

8.5l?k<kKC(F"FoN PERMIT k<kd DENY k<kr$s?<U'<9K,Q7?$

lgKO"VPN G8.5l?k<kH*r7?U!$kN>}Nh0=r*r9k3H,G-^9#

4. h0=5;kk<kN"k$s?<U'<9r*r9k#CjN$s?<U'<9GNh0=" 2 O@

V ID GNh0="*hS"9YFN$s?<U'<9H9YFN 2 O@V ID GNh0=r*r9

k3H,G-^9#

5. @$"m0GVOKWr/jC/7F"Xj7? 1 D^?O#tN$s?<U'<9Gk<kN!:H

h0=rBT9k3HrN'9k#VOKWr/jC/9kH"79F`O=Nk<kK=8*hS;^

sF#C/N(i<,J$+I&+r!:7"(G#?<<tNaC;<8&&#sI&G=NkLr

sp7^9#CjNU!$k*hSTVfKX"7?(i<&aC;<8O"(i<r&/jC/7"

VTVf (Go To Line)Wr*r9kH"U!$kbN(i<r/4=(5;k3H,G-^9#

U#k?<,'rh0=7?i" VPN \3r+O9k3H,G-^9#

VPN ������	

J<Nb@GO"VPN \3,57/=.5lF$k3Hr0sH7F$^9# VPN \3r+O9kK

O"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#
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2. VPN 5<P<,+O7F$J$lgO"V>[Wi$Y<H&MCHo</Wr&/jC/7F"V+

OWr*r9k# 3lG"VPN 5<P<,+O5l^9#

3. Q1CH&k<k,h0=5lF$k3HrN'7F/@5$#

4. V>[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

5. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

6. +O9k\3r&/jC/7F"V+OWr*r9k##tN\3r+O9kKO"+O7?$=l>

lN\3r*r7F&/jC/7"V+OWr*r7^9#

VPN ����	

J<NbNr^`"9YFNI}nHrh}9kKO"iSeries JS2<?<N VPN $s?<U'<9r

HQ7^9#

v VPN \3r+O9k

3NnHr0;7F"m<+kG+O9k\3r+O7^9#

v \3KHQ9kJ,~0-r_j9k

J,~MO"77$]j7<H\3rn.9k?aKHQ9kQMkrs!7^9#;-ejF#<&

lYk"-<&;C7gsI}"-<83|V"*hS\3N83|VKJ,~r_j9k3H,G-

^9#

v (i<uVN\3rj;CH9k

(i<uVN\3O"j;CH9k3HKhCF""$IkuVKaj^9#

v (i<psr=(9k

3NnHr0;7F"\3,(i<uVKJC?}3r=L9k]Kr)F^9#

v h0\3N0-r=(9k

3NnHr0;7F"h0\3Nu7H>N0-r!:7^9#

v VPN 5<P<&Hl<9rHQ9k

VPN 5<P<&Hl<9rHQ9kH"VPN \3^M<8c<H VPN -<&^M<8c<NIWr

=."+O"d_"*hS=(9k3H,G-^9#3NnHO"\3,h0G"kH-KIWr=(

G-kP'NhL+i"TRCTCPAPP *VPN 3^sIrHQ9kNKwF$^9#

v VPN 5<P<&8gV&m0r=(9k

VPN -<&^M<8c<*hS VPN \3^M<8c<N8gV&m0r=(9kKO"3NX(K>

CF/@5$#

v \3rd_9k

3N?9/r0;7F"h0\3rd_7^9#

v ;-ejF#<&"=7(<7gs (SA) N0-r=(9k

3NnHr0;7F"HQD=J\3KX"7?;-ejF#<&"=7(<7gs (SA) N0-r=

(7^9#

v VPN =.*V8'/Hro|9k

VPN ]j7<&G<?Y<9+i VPN =.*V8'/Hro|9k0K"=N=.*V8'/H,>

N VPN \3*hS\30k<WKZ\9FAr}r7F$k3HrN'7F/@5$#

������	���������	

OaK77$ VPN *V8'/Hrn.9kH"J,~N;-ejF#<MKO5^6^JU#<kI,3

~5l^9#

f<6<N VPN \3KJ,~N;-ejF#<Mr_j9kKO"J<N9FCWK>CF/@5$#
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1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7F"VGU)kHWr*r9k#

3. Z<8^?O=NZ<8N$UNU#<kIN-~}!KD$FAd,"klgO"VXkWWr/j

C/7F/@5$#

4. =l>lNWmQF#<&7<Hr0.e"VOK Wr/jC/9k#

(�������������	

(i<uVK"k\3rjUlC7e9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. j;CH7?$\3r&/jC/7F"Vj;CHWr*r9k#3lG"\3,"$IkuVKj;

CH5l^9#(i<uVK"k#tN\3rj;CH9kKO"j;CH7?$=l>lN\3r*

r7F&/jC/7"Vj;CHWr*r7^9#

(��������	

(i<,/87?\3KX9kpsr=(9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. =(7?$(i<,/87F$k\3r&/jC/7"V(i<psWr*r9k#

�����������	

h0\3^?O*sG^sI\3r=(9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. =(7?$h0\3^?O*sG^sI\3r&/jC/7F"VWmQF#<Wr*r9k#

4. V=T0-WNZ<8K\07"\3N0-r=(9k#

ViSeries JS2<?<W&#sI&+i9YFN\3N0-r=(9k3HbG-^9# J,~GO"u

7"-R"*hS\3?$WN0-N_,=(5l^9#J<N9FCWK>CF"=(5lkG<?Nb

FrQ99k3H,G-^9#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. V*W7gsWaKe<+i"V+i`Wr*r9k#3lKhj"ViSeries JS2<?<W&#sI

&G=(7?$0-r*r9k?aN@$"m0,+-^9#

=(9ksrQ99klg"Q9bFOCjf<6<KG-NbNGOJ$,"79F`,ONbNG"k

@KmU7F/@5$#
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VPN )�*����������	

VPN 5<P<&Hl<9r=(9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7"VGGD<kWNeKV5<P<&Hl<9W

r*r9k#

VPN -<&^M<8c<H VPN \3^M<8c<K8.5;kHl<9N?$WrXj9kKO"J<

N9FCWK>CF/@5$#

1. V>[Wi$Y<H&MCHo<-s0&Hl<9W&#sI&G" (*W7gs) r/jC/9

k#

2. V\3^M<8c<WNZ<8G"\3^M<8c<&5<P<KBT5;kHl<9N?$WrXj

9k#

3. V-<&^M<8c<WNZ<8G"-<&^M<8c<KBT5;kHl<9N?$WrXj9k#

4. Z<8^?O=NZ<8N$UNU#<kIN-~}!KD$FAd,"klgO"VXkWWr/j

C/7F/@5$#

5. VOKWr/jC/7F"Q9r]I9k#

6. (+O) r/jC/7F"IWr+O9k# (G7=() rj|*K/jC/7F"G7NI

Wpsr=(7^9#

VPN )�*��+,-��.����	

VPN -<&^M<8c<^?O VPN \3^M<8c<N$:l+N=T8gV&m0r=(9kKO"

J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. V>[Wi$Y<H&MCHo</Wr&/jC/7FVGGD<kWr*r7?e"=(7?$5<

P<&8gV&m0r*r9k#

���������/
(�
,� (SA) �������	

HQD=J\3KX"7?;-ejF#<&"=7(<7gs (SA) N0-r=(9k3H#3NnHrT

J&KO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. :v9kh0\3r&/jC/7"V;-ejF#<&"=7(<7gsWr*r9k#=(5l?&

#sI&rHQ9kH"CjN\3KX"7?=l>lN SA NWmQF#<r=(9k3H,G-^

9#

VPN ������	

h0\3^?O*sG^sI\3rd_9kKO"J<N9FCWK>CF/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#
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2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. d_7?$\3r&/jC/7F"Vd_Wr*r9k##tN\3rd_9kKO"d_7?$=l

>lN\3r*r7F&/jC/7"Vd_Wr*r7^9#

VPN ��-+'	�����	

VPN ]j7<&G<?Y<9+i VPN \3ro|9k,W-rN.7F$klgO"J<N9FCWr

BT7F/@5$#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. V9YFN\3Wr/jC/7F"&&NZ$sK\3Nj9Hr=(9k#

3. o|9k\3r&/jC/7F"Vo|Wr*r9k#

VPN ���-�
�����.

VPN O#(GQ=Nc7$F/Nm8<G"j"/J/Hb"8` IPSec F/Nm8<Np\*JN1r

,WH7^9#^?"VPN r,5K0n5;kKO"$/D+NU#k?<,',,WHJk3H+i"

IP Q1CH&k<kK:L7F$k,Wb"j^9# 3N#(5N?aK"7P7P" VPN \3KX7

FHiVk,/89klg,"j^9# VPN NHiVk7e<F#s0O"oKJ1JnHG"kHOB

j^;s#f<6<O"79F`*hSMCHo</D-P+jGJ/"=ND-NI}KHQ5lk=.

WG^G}r7F$J1lPJj^;s#J<NHTC/GO"VPN NHQfK/89kD=-,"k5

^6^JdjKD$F"=NHiVk7e<F#s0N}!KX9kRsHrs!7^9#

v VPN NHiVk7e<F#s0~g

33GO"VPN \3NdjN!PH{5r+O7^9#

v lL*J VPN N=.(i<H=N$5}!

3NHTC/GO"4/lL*Jf<6<&(i<rhje2"D=Jrhvrs!7^9#

v QIPFILTER 8c<JkrHQ7FTJ& VPN NHiVk7e<F#s0

3NHTC/GO"VPN U#k?<,'KX9kpsrs!7F$^9#

v QVPN 8c<JkrHQ7FTJ& VPN NHiVk7e<F#s0

3NHTC/GO"IP HiU#C/*hS IP \3KX9kpsrs!7^9#

v VPN 8gV&m0rHQ7FTJ& VPN NHiVk7e<F#s0

3NHTC/GO"VPN ,HQ9k5^6^J8gV&m0KD$Fb@7F$^9#

v OS/400 L.IWrHQ7FTJ& VPN NHiVk7e<F#s0

3NHTC/GO"L.s~GG<?rIW9k}!KD$Fb@7^9#

VPN ���-�
�����.��

VPN Ndj,Or+O9kKO"!Nh&J$/D+N}!,"j^9#

1. G7NWm0i`l~$5 (PTF) r,Q7F$k3Hr"oKN'7F/@5$#

2. GcBN VPN ;CH"CWWor~?7F$k3Hr"N'7F/@5$#

3. m<+k&79F`Hjb<H&79F`N>}G"V(i<ps (Error Information)W&#sI&^

?O VPN 5<P<N8gV&m0 (VPN server job logs) K=(5lk(i<&aC;<8r!$7

^9#B]K"VPN \3NdjrHiVk7e<F#s07F$klgKO"\3N><G4Yk,W

,h/"j^9#5iK"!:7J1lPJiJ$ 4 DN"Il9,"k3HrM8K~lF*/,W

,"j^9#9JoA"IPSec , IP Q1CHK,Q5lk"Il9G"km<+k\3Hjb<H\

3N(sI]$sHH" IP Q1CHN=<9H8h"Il9G"km<+kHjb<HNG<?&(

sI]$sHG9#
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4. =(5l?(i<&aC;<8G"djrhN?aN=,Jps,@ilJ$lgO" IP U#k?

<&8c<JkrA'C/7^9#

5. iSeries NL.IW+ib"m<+k&79F`,\3Waru.^?Ow.7?+I&+KD$FNl

Lpsr@k3H,G-^9#

6. TCP "Wj1<7gsNHl<9 (TRCTCPAPP) 3^sIO"djr,%9k^?LN}!rs!7

^9# IBM 5<S9GOLo"TRCTCPAPP rHQ7F"\3Ndjr,O9k?aK"IWPOr

h@7F$^9#

A'C/9kY-=N>N`\

\3N;CH"CW*;eK(i<,/87"=N(i<,MCHo</NI3G/87?+,,+iJ$

lgO"D-N#gYro:7F_F/@5$#?H(P"VPN \3N9YFNt,rlYK4Ykeo

jK" IP \3=NbN+iOaF/@5$#J<Nj9HO"VPN Ndj,Or"Gb1cJ IP \3

+iOaF"hj#(J VPN \3KJaF$/}!KX9kp\*J,$Ii$srs!9kbNG9#

1. m<+k&[9HHjb<H&[9HNVN IP =.+i+O7^9#m<+k&79F`Hjb<

H&79F`N>},L.KHQ9k$s?<U'<9N IP U#k?<r9YF|n7^9#m<+

k&[9H+ijb<H&[9HK PING G-^9+?

m: PING 3^sIGWmsWH,P5lk3Hr:lJ$G/@5$#jb<H&79F`&"

Il9r~O7FICNQia<?<K PF10 rHQ7F+i"m<+kN IP "Il9r~O7

F/@5$#3lO"#tN*}$s?<U'<9^?O@}$s?<U'<9rHQ9klgK

O"CKEWG9#NBK"57$"Il9, PING Q1CHG[V5lkh&K7^9#

z(,O$G"klgO"9FCW 2 KJsG/@5$#z(,$$(G"klgO"IP =."$s

?<U'<9u7"P)Xj`\rA'C/7F/@5$#=.,571lP"L.IWrHQ7F"

?H(P"PING Wa,79F`+iPF$k3HrN'7F/@5$# PING Warw.7F$kN

K~z,J$lgO"djOMCHo</+jb<H&79F`K"kD=-,Gbb/Jj^9#

m: IP Q1CH&U#k?<`nrBT9kfVk<?<&U!$"&)<k,"j"PING Q1

CHNU#k?<`n,TolF$kD=-,"j^9#lL*KO"PING O ICMP WmH3

krpK7F$^9# PING ,5oNTol?lgO"\3,HQD=G"k3H,,+j^

9# PING ,:TK*oC?lgO"PING ,:T7?3H@1,,+j^9# 2 DN79F`

VGLN IP WmH3k (Telnet ^?O FTP JI) rnT7F"\3r!:9k3H,G-^

9#

2. VPN NU#k?<,'rA'C/7"=N,',h0=5lF$k3HrN'7F/@5$#U#k?

<`nO5oKO^j^9+#z(,O$G"klgKO"9FCW 3 KJsG/@5$#z(,$$

(G"klgKO"ViSeries JS2<?<WNVQ1CH&k<kW&#sI&G(i<&aC;<8

rA'C/7F/@5$#$UN VPN HiU#C/KP7"U#k?<,',MCHo</&"Il

9Q9 (NAT) rXj7F$J$3Hr"N'7F/@5$#

3. VPN \3r+O7F/@5$#\3O5oK+O5l^9+#z(,O$G"klgO"9FCW 4

KJsG/@5$#z(,$$(G"klgO"QTOVMAN 8gV&m0"QTOKVPNIKE 8gV&

m0K(i<,J$+I&+"A'C/7F/@5$#

f<6<, VPN rHQ9klg"$s?<MCH&5<S9&WmP$@< (ISP) *hS"MCHo

</bND9N;-ejF#<&2<H&'$O"'ZXC@< (AH) WmH3k*hS";-ejF

#<&Z$m<I#C (ESP) WmH3kr5]<H7F$k,W,"j^9#f<6<, AH NHQ

r*r9k+ ESP NHQr*r9k+O" VPN \3GjA9ksFKhCFh^j^9#
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4. VPN \3rp7Ff<6<&;C7gsrh0=9k3H,G-^9+#z(,O$G"klgO"

VPN \3Ou>I*jK0n7F$^9#z(,$$(G"klgO"Q1CH&k<k"VPN 0*

-<&0k<*hS\3rA'C/7"u>I*jNf<6<&HiU#C/rvD7J$U#k?<

jAr57F/@5$#

���� VPN ���(��
������

3N;/7gsGO"VPN rHQ9k]K/89kfS*lL*Jdjrb@7"=Nrh!NRsHX

Njs/rs!7^9#

m: VPN r=.9k]"f<6<OB]KO"#tN[Jk=.*V8'/Hrn.7^9#3liNF

=.*V8'/HO"VPN ,\3rHQD=K9k?aK,WHJj^9# VPN GUI NQlGO"3l

iN*V8'/HO"IP ;-ejF#<&]j7<*hS;-e"\3G9#=3G"3NpsG*V8

'/HH$&H-KO" VPN N 1 D^?O#tNt,N3HrX7F$^9#

h/xx9kD=-N"k(i<&aC;<8

aC;<8 Iu

TCP5B28 $s?<U'<9KX9kU#k?<,'rh0=7h&

H9kH"VTCP5B28 CONNECTION_DEFINITION *<

@<c?G9 (order violation)WH$&aC;<8,P^

9#

`\,+D+j^;s VPN *V8'/Hr&/jC/7F"VWmQF#<W

^?OVo|Wr*r7?H-K"V`\,+D+j^;

s (Item not found)WH$&aC;<8,=(5l^

9#

Qia<?< PINBUF O5zG9 \3r+O7h&H7?H-K"VQia<?< PINBUF
O5zG9 (PARAMETER PINBUF IS NOT VALID)...W
H$&aC;<8,=(5l^9#

`\,+D+j^;s#jb<H&-<&5<P<... 0*-<\3GVWmQF#<Wr*r7?H-"5<P

<,Xj5l?jb<H&-<&5<P<r+D1ilJ

$H$&(i<,=(5l^9#

*V8'/Hr97G-^;s 0*-<&0k<W^?Oj0\3NWmQF#<&7<

HG"VOKWr*r9kH"79F`,*V8'/Hr

97G-J$H$&aC;<8,=(5l^9#

-<rEf=G-^;s... QRETSVRSEC MO 1 K_j5lF$J1lPJiJ$

?a"79F`,-<rEf=G-J$H$&aC;<8

,=(5l^9#

CPF9821 iSeries JS2<?<G"VIP ]j7<W3sFJ<r8

+^?O*<Ws7h&H7?H-K"VCPF9821- QSYS

i$Vij<NWm0i` QTFRPRS O"vD5lF$

^;s (CPF9821- Not authorized to program QTFRPRS in

QSYS library)WH$&aC;<8,=(5l^9#

f<6<,YkD=-N"k=N>Ndj

(i< Iu

-<,9YFVis/G"k j0\3NWmQF#<r=(7?H-"v0&Q-<"

*hS=N\3N"k4j:`&-<,9YFVis/G

9#
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LN79F`N5$s*s,=(5lk iSeries JS2<?<GVQ1CH&k<kW$s?<U'

<9riaFHQ9kH-K"=T79F`J0N79F

`N5$s*shL,=(5l^9#

\3u7,Vis/G"k ViSeries JS2<?<W&#sI&NVu7WNsKM,

=(5lF$J$\3,"j^9#

d_7?\3,HQD=N^^G"k \3rd_7?eb"z-3-"ViSeries JS2<?<W

&#sI&K"\3,HQD=H=(5lF$^9#

Ef=N*r`\K 3DES ,J$ IKE ]j7<QA"G<?&]j7<QA""k$Oj0

\3rHQ7FnH7F$kH-K"*r`\K 3DES

Ef="k4j:`,"j^;s#

=|7J$s,=(5lk VPN \3NViSeries JS2<?<W&#sI&K=(5

;?$sr_j7?Kb++oi:""HG&#sI&r

+kH"=lHOc&s,=(5lF$k#

h0fNU#k?<,'rsh0=G-J$ U#k?<,'N=T;CHrsh0=7h&H9kH"

kL&#sI&K"V����������������

�� (The active rules failed to be deactivated)WH

$&aC;<8,=(5lk#

\3N?aN0*-<&0k<W,Q95lk 0*-<\3rn.9k]K"jb<H&-<&5<P<

QN0*-<&0k<WH ID rXj7^9# =Ne"

X"N"k\3*V8'/HNWmQF#<r=(9k

H"WmQF#<&7<HNVlLWNZ<8K"jb<

H&-<&5<P<N1L3<IO18bN,=(5l^

9,"0*-<&0k<WOLNbNHJCF$^9#

VPN (���0���+: TCP5B28
Iu:
CjN$s?<U'<9GU#k?<,'rh0=7h&H7?H-K"!N(i<&aC;<8ru1h

j^9#

TCP5B28: CONNECTION_DEFINITION order violation

rh}!:
h0=7h&H7F$kU#k?<,'KO"0sh0=5l?,'N;CHHO[Jk}!G[s5l?

\3jA,^^lF$^9#3N(i<rrh9k?aNGbJ1J}!O"CjN$s?<U'<9GO

J/"9YFN$s?<U'<9eN,'U!$krh0=9k3HG9#

VPN (���0���+: ���������

Iu:
V>[Wi$Y<H&MCHo</W&#sI&G*V8'/Hr&/jC/7F"VWmQF#<W^?

OVo|Wr*r7?H-K"!Nh&JaC;<8,=(5l^9#
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rh}!:

v *V8'/Hro|9k+^?O>0Q97?e"&#sI&r^@977F$J$D=-,"j^

9#=N?a"=N*V8'/H,"V>[Wi$Y<H&MCHo</W&#sI&K"^@=(5

lF$kNG9#3lrN+akKO"V=(WaKe<+i"VG7=(Wr*r7^9#=lGb

^@"V>[Wi$Y<H&MCHo</W&#sI&K*V8'/H,=(5lF$klgO"3N

j9HN!N`\KJsG/@5$#

v =N*V8'/HNWmQF#<r=.7?]K"VPN 5<P<H iSeries HNVGL.(i<,/8

7?D=-,"j^9# V>[Wi$Y<H&MCHo</W&#sI&K=(5lk*V8'/HN

?/O" VPN ]j7<&G<?Y<9N#tN*V8'/HKX"U1il^9#D^j"L.(i

<KhCF"G<?Y<9bNltN*V8'/H," VPN N*V8'/HKX"U1ilklg,

"kH$&3HG9#*V8'/Hrn.^?O977?H-KO$DGb"1|,TolF$J$

H"(i<,/87^9#3Ndjr$59k#lN}!O"(i<&&#sI&GVOKWr*r9k

3HG9#3lG"(i<NP?*V8'/HNWmQF#<&7<H,)Ae,j^9#WmQF#

<&7<HKO"V>0WU#<kI@1KM,~CF$^9#>NU#<kIO9YFVis/G9

("k$OJ,~M,~CF$^9)#=N*V8'/HN57$0-r~O7"VOKWr*r7FQ9

r]I7F/@5$#

v *V8'/Hro|7h&H7?H-Kb1MN(i<,/87^9#3Ndjr$59kKO"(i

<&aC;<8eGVOKWr/jC/7?H-K+/"Vis/NWmQF#<&7<Hr0.5;F

/@5$#=&9lP"VPN ]j7<&G<?Y<9XN:ol?js/,975l^9#3lG"*

V8'/Hro|9k3H,G-^9#

VPN (���0���+: %�0� � PINBUF �����

Iu:
\3r+O7h&H7?H-K"!Nh&JaC;<8,=(5l^9#

rh}!:
3Nu7O"f<6<N79F` ,".8z,57/^CW7J$CjNm1<krHQ9kh&K"_

j5lF$klgK88^9#3N(i<r$59kKO"9YFN*V8'/H,,:g8zN_rHQ

9kh&K9k+""k$O79F`Nm1<krQ99k+N$:l+N}!,"j^9#
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VPN (���0���+: �����������1������)�*�...
Iu:
0*-<\3GVWmQF#<Wr*r7?H-K"!Nh&JaC;<8,=(5l^9#

rh}!:
"kCjNjb<H&-<&5<P< ID rHQ7F\3r=[7"=Ne"=Njb<H&-<&5<

P<r0*-<&0k<W+i|n7?lgK"3NIu,/87^9#3N(i<r$59kKO"(i

<&aC;<8eGVOKWr/jC/7F/@5$#3lG"(i<uVK"k0*-<\3NWmQF

#<&7<H,+-^9#33+i"=Njb<H&-<&5<P<r0*-<&0k<WKFYIC9k

+"^?O"LNjb<H&-<&5<P< ID r*r9k3H,G-^9#WmQF#<&7<HeG

VOKWr/jC/7F"Q9r]I7^9#

VPN (���0���+: -+'	��������

Iu:
0*-<&0k<W^?Oj0\3NWmQF#<&7<HG"VOKWr*r7?H-K"!Nh&Ja

C;<8,=(5l^9#

rh}!:
h0fN\3,HQ7F$k*V8'/Hr"f<6<,Q97h&H7?lgK"3N(i<,/87^

9#\3,h0uVG"kH-K*V8'/HrQ99k3HOG-^;s#*V8'/HrQ99k?a

KO":v9kh0fN\3r1L7?e"=N\3r&/jC/7"=(5l?3sF-9H&aKe<

+iVd_Wr*r7^9#

VPN (���0���+: ����������...
Iu:
!Nh&J(i<&aC;<8,=(5l^9#
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rh}!:
QRETSVRSEC O79F`MG"f<6<N79F`,Ef=5l?-<r]IG-k+I&+r(7F$

^9#3NM, 0 K_j5lF$kH"v0&Q-<H"j0\3GN"k4j:`QN-<r" VPN

]j7<&G<?Y<9K]I9k3H,G-^;s#3Ndjr$59kKO"f<6<N79F`K

5250 (_el<7gs&;C7gsrHQ7^9#3^sITG wrksysval H~O7" Enter -<r!

7F/@5$#j9H+i QRETSVRSEC r57F"=NYK 2 (Q9) H~O7^9#!NQMkG 1

H~O7" Enter -<r!7F/@5$#

VPN (���0���+: CPF9821
Iu:
iSeries JS2<?<G"VIP ]j7<W3sFJ<r8+7h&H7?H-K"VCPF9821- QSYS 
�	


�����
� QTFRPRS �����	
��� (CPF9821- Not authorized to program QTFRPRS in

QSYS library)WH$&aC;<8,=(5l^9#

rh}!:
Q1CH&k<k^?O VPN \3^M<8c<N=_Nu7r!w9k?aK",WJ"B,J$3H,

M(il^9#*IOSYSCFG "Br}CF$k3HrN'7F/@5$#3lG"iSeries JS2<?<

N"Q1CH&k<k!=K"/;9G-^9#

VPN (��: ������-��	��	

Iu:
v0&Q-<"*hSj0\3QN"k4j:`&-<,9YF"Vis/G9#

rh}!:
79F`M QRETSVRSEC N_j, 0 Ka5lkH",:3NIu,/87^9#3N79F`Mr 0

K_j9kH" VPN ]j7<&G<?Y<9bN-<O9YFo|5l^9#3Ndjr$59kKO"

79F`Mr 1 K_j7F"9YFN-<rF~7J1lPJj^;s#3NBT}!KX9k\YO"

X(i<&aC;<8: -<rEf=G-^;sYr2H7F/@5$#

VPN (��: %&����������	����
��2�)������� 	

Iu:
iaFQ1CH&k<krHQ9kH-K"=T79F`J0N79F`N5$s*s,=(5l^9#

rh}!:
Q1CH&k<kO"Unicode rHQ7F"}gU!$k&79F`KQ1CH&;-ejF#<r]I7

^9#5$s*srIC9kH"Client Access Express O"Unicode QN,ZJQ9F<VkrM@9k3

H,G-^9#3lrBTG-kNOlYN_G9#

VPN (��: �iSeries �34� ��"���"������-��	��	

Iu:
ViSeries JS2<?<W&#sI&NVu7WNsKM,=(5lF$J$\3,"j^9#
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rh}!:
u7NM,Vis/G"kH$&3HO"\3,+ONaxK"k3Hr(7F$^9#D^j"\3O^

@BT5lF*i:"(i<,/87F$ko1GO"j^;s#&#sI&rG7=(9kH"\3O"

V�
�W"V����W"VOn-demandW"^?OVIdleWN$:l+Nu7r=(7^9#

VPN (��: ������!�"���#$���������������	

Iu:
\3rd_7?eb"z-3-"ViSeries JS2<?<W&#sI&K"\3,HQD=H=(5lF$

^9#

rh}!:
3NIuO"Lo"ViSeries JS2<?<W&#sI&,"^@975lF$J$?aK/87^9# 7

?,CF"&#sI&KOE$ps,=(5lF$^9#3lr$59kKO"V=(WaKe<+i"

VG7=(Wr*r7F/@5$#

VPN (��: ��������� 3DES ���
Iu:
IKE ]j7<QA"G<?&]j7<QA""k$Oj0\3rHQ7FnH7F$k]K"*r`\K

3DES Ef="k4j:`,"j^;s#

rh}!:
*=i/"Cryptographic Access Provider AC2 (5722-AC2) Wm@/HN_,79F`K3~5lF*j"

Cryptographic Access Provider AC3 (5722-AC3) O3~5lF$J$3H,M(il^9# AC2 O"-<

N95K)B,"k?a"G<?Ef=,J (DES) NEf="k4j:`7+M87^;s#

VPN (��: �iSeries �34� ��"���"����������� 	

Iu:
VPN \3NViSeries JS2<?<W&#sI&K=(5;?$sr_j7?Kb++oi:""HG&#

sI&r+kH"=lHOc&s,=(5lF$k#

rh}!:
=(9ksrQ99kH"=NQ9O"CjNf<6<^?O PC @1GOJ/"79F`4NKZS^

9#7?,CF"@l+,&#sI&eGsrQ99lP"=NQ9O"=N79F`G\3r=(9k9

YFNMKFAr?(^9#

VPN (��: ������� ������������

Iu:
U#k?<,'N=T;CHrsh0=7h&H9kH"kL&#sI&K"V������������

������ (The active rules failed to be deactivated)WH$&aC;<8,=(5lk#

rh}!:
Lo"3N(i<&aC;<8O"/J/Hb 1 DN VPN \3,h0fG"k3HrU#7F$^9#

u7,V����WKJCF$k\3r 1 D:Dd_7J/FOJj^;s#3lrBT9kKO"h0

fN\3r=l>l&/jC/7F"Vd_Wr*r7^9#3lG"U#k?<,'rsh0=G-^

9#

VPN (��: ���!%�����.������� 	

Iu:
0*-<\3rn.9k]K"jb<H&-<&5<P<QN0*-<&0k<WH ID rXj7^9#
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=Ne"X"N"k\3*V8'/HNVWmQF#<Wr*r9kH"WmQF#<&7<HNVlLW

NZ<8K"jb<H&-<&5<P<N ID O18bN,=(5l^9,"0*-<&0k<WOLN

bNKJCF$^9#

rh}!:
ID O VPN ]j7<&G<?Y<9K]I5lk#lNpsG"j"0*-<\3Njb<H&-<&5

<P<r2H7^9# VPN O"jb<H&-<&5<P<N]j7<r!w9k]"=Njb<H&-

<&5<P<N ID r^sG$kGiN0*-<&0k<Wr!w7^9#7?,CF"3liN\3N

$:l+NWmQF#<r=(5;kH"VPN ,!P7?bNH180*-<&0k<W,HQ5l^

9# 0*-<&0k<Wr=Njb<H&-<&5<P<HP~U1?/J$lgO"J<N`\N$:

l+rBT7F/@5$#

1. 0*-<&0k<W+ijb<H&-<&5<P<r|n9k#

2. VPN $s?<U'<9N8&NZ$sG"V0k<WL (By Groups)Wr8+7"u>9k0*-

<&0k<Wr*r7F"&&NZ$sK=(5lF$k=NGetKIiC09k#3lG"VPN

O"jb<H&-<&5<P<QK3N0*-<&0k<WrGiKA'C/9kh&KJj^9#

QIPFILTER +5����������& VPN ���-�
�����.

QIPFILTER 8c<JkO QUSRSYS i$Vij<K[V5l"=3KO"U#k?<,'N;CHKX9

kpsKC(F" IP G<?0i`,vD5l?+q]5l?+H$&psb"^^lF$^9#m0-?

O"U#k?<,'GXj9k8c<Jkh}*W7gsKpE$F"BT5l^9#

IP Q1CH&U#k?<&8c<JkrHQD=K9k}!

QIPFILTER 8c<Jkrh0=9kKO"iSeries JS2<?<K"kQ1CH&k<k&(G#?<rH

Q7F/@5$#m0-?!=O"D9NU#k?<,'4HKHQD=K7J1lPJj^;s#79F

`KP~j9k9YFN IP G<?0i`K"m0-?rvD9k!=O"j^;s#

m: QIPFILTER 8c<JkrHQD=K9k?aKO"U#k?<rsh0K7J1lPJj^;s#

J<N9FCWO"CjNU#k?<,'N8c<Jkh}rHQD=K9k}!rb@7F$^9#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<WH8+

9k#

2. VQ1CH&k<kWr&/jC/7F"V=.Wr*r9k#3lKhj"VQ1CH&k<kW$

s?<U'<9,=(5l^9#

3. {8NU#k?<,'&U!$kr+/#

4. 8c<Jkh}ru>9kU#k?<,'r@Vk/jC/9k#

5. VlLWNZ<8G"eN@$"m0K"kh&K"V8c<Jjs0WU#<kIG"VFULLWr

*r9k#3lG"3NCjNU#k?<,'Nm0-?,HQD=KJj^9#

6. VOKWr/jC/9k#

7. Q97?U#k?<,'&U!$kr]I7"h0=9k#

IP G<?0i`,U#k?<,'NjAKlW9klgO"QIPFILTER 8c<JkK-~`\,n.5l

^9#

QIPFILTER 8c<JkNHQ}!

OS/400 O"f<6<,iaF IP Q1CH&U#k?<`nrh0=7?H-K"+0*K8c<Jkr

n.7^9#8c<JkG`\4HN\Yr=(5;kKO"hLeK8c<Jk`\r=(5;k+"P

OU!$krHQ9k3H,G-^9#

62 iSeries: VPN (>[Wi$Y<H&MCHo</)



8c<Jk`\rPOU!$kK3T<9kH" Query/400 d SQL Nh&JHqf<F#jF#<rH

Q7F"=N`\rJ1K=(5;k3H,G-^9#"k$OH+N HLL Wm0i`rn.7F"PO

U!$kN`\rh}9k3HbG-^9#

!NcO"8c<Jk=( (DSPJRN) 3^sINlcG9#

DSPJRN JRN(QIPFILTER) JRNCDE((M)) ENTTYP((TF)) OUTPUT(*OUTFILE)
OUTFILFMT(*TYPE4) OUTFILE(mylib/myfile) ENTDTALEN(*VARLEN *CALC)

J<N9FCWK>CF"QIPFILTER 8c<Jk`\r"POU!$kK3T<7F/@5$#

1. #=*V8'/Hn. (CRTDUPOBJ) 3^sIrHQ7F"79F`,s!9kPOU!$k

QSYS/QATOFIPF N3T<r"f<6<&i$Vij<Kn.9k#!NcO"CRTDUPOBJ 3^sI

NlcG9#

CRTDUPOBJ OBJ(QATOFIPF) FROMLIB(QSYS) OBJTYPE(*FILE) TOLIB(mylib)
NEWOBJ(myfile)

2. 8c<Jk=( (DSPJRN) 3^sIrHQ7F" QUSRSYS/QIPFILTER 8c<Jk+i>0N9FC

WGn.7?POU!$kK"`\r3T<9k#

DSPJRN r3T<7h&H9kPOU!$k,8_7F$J$lgO"79F`,U!$krn.7^9

,"3NU!$kKO",ZJU#<kI-R,^^lF$^;s#

m: QIPFILTER 8c<JkKO"8c<Jkh}*W7gs, FULL K_j5lF$kU#k?<,'

N"vD`\"k$Oq]`\7+^^lF$^;s#?H(P"f<6<, PERMIT U#k?<,'N

_r;CH"CW7?lg"@(*KvD5lF$J$ IP G<?0i`Oq]5l^9#3Nh&Jq]

5l?G<?0i`KX7FO"8c<JkK`\,IC5l^;s#dj,OGO">N9YFNHiU

#C/r@(*Kq]7" FULL 8c<Jkh}rvD9kU#k?<,'rIC9k3H,G-^9#

!K"q]5l?9YFN IP G<?0i`KP7F"8c<JkG DENY `\rh@7^9#QU)<

^s9eN}3+i"9YFNU#k?<,'G8c<Jkh}rHQD=K9k3HO*+a7^;s#

U#k?<&;CHrF9H7?"HO"8c<Jkh}r"-QJ`\5V;CHKBj7F/@5$#

QIPFILTER POU!$krb@9k=KD$FO"XQIPFILTER 8c<Jk&U#<kIYr2H7F/

@5$#

QIPFILTER +5���������

!N=O"QIPFILTER POU!$kNFU#<kIrb@7?bNG9#

U#<kI> U#<kI9 tM -R m-

TFENTL 5 Y `\N95

TFSEQN 10 Y gxVf

TFCODE 1 N 8c<Jk&3<I oK M

TFENTT 2 N `\?$W oK TF

TFTIME 26 N SAA ?$`&9?s

W

TFJOB 10 N 8gV>

TFUSER 10 N f<6<&WmU!$

k

TFNBR 6 Y 8gVVf

TFPGM 10 N Wm0i`>

TFRES1 51 N =sQ_
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TFUSPF 10 N f<6<

TFSYMN 8 N 79F`>

TFRES2 20 N =sQ_

TFRESA 50 N =sQ_

TFLINE 10 N s~-R TFREVT , U* Nl

gO *ALL"TFREVT

, L* NlgOVi

s/" TFREVT , L

NlgOs~>

TFREVT 2 N ,'$YsH ,',m<I5lF$

klgO L* ^?O

L",',"sm<I

5lF$klgO

U*""/7gs&U

#k?<K]1klg

O A

TFPDIR 1 N IP Q1CHN}~ O O"&HP&s

I"I O$sP&sI

TFRNUM 5 N ,'Vf h0fN,'U!$k

K,'Vfr,Q9k

TFACT 6 N BT5lkU#k?

<&"/7gs

PERMIT"DENY"^

?O IPSEC

TFPROT 4 N His9]<H&Wm

H3k

1 O ICMP

6 O TCP

17 O UDP

50 O ESP

51 O AH

TFSRCA 15 N w.5 IP "Il9

TFSRCP 5 N =<9&]<H TFPROT= 1 (ICMP)

NlgO,<YC8

TFDSTA 15 N 8h IP "Il9

TFDSTP 5 N 8h]<H TFPROT= 1 (ICMP)

NlgO,<YC8

TFTEXT 76 N ICF-9H TFREVT= L* ^?O

U* NlgOb@r^

`

QVPN +5����������& VPN ���-�
�����.

VPN O"DLN8c<JkrHQ7F"IP HiU#C/*hS\3KX9kps (QVPN 8c<JkHF

Pl^9) rm0K-?7^9# QVPN O"QUSRSYS i$Vij<K]I5l^9#8c<Jk&3<

IO M G"8c<Jk&?$WO TS G9#8c<Jk`\r|o*KHQ9k3HO"^:"j^;

s#`7m"HiVk7e<F#s0N]"*hS79F`d-<d\3,Xj7?}!G!=7F$k+
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I&+r!Z9k]K"=N-z-,B6G-^9#?H(P"G<?&Q1CHK?,/3CF$k+r

NklgK"8c<Jk`\,r)A^9#8c<Jk`\O^?" VPN N=_Nu7rf<6<KNi

;kr\bL?7F$^9#

VPN 8c<JkrHQD=K9k}!

VPN 8c<Jkrh0=9kKO"iSeries JS2<?<N">[Wi$Y<H&MCHo</&$s?<

U'<9rHQ7^9# 9YFN VPN \3KP7Fm0-?rvD9k!=O"j^;s#7?,C

F"m0-?O"D9N0*-<&0k<W^?Oj0\34HKHQD=K7J1lPJj^;s#

J<N9FCWO"CjN0*-<&0k<W^?Oj0\3N8c<Jk!=rHQD=K9k}!rb

@7F$^9#

1. iSeries JS2<?<G"Vf<6<\3N5<P<W—>VMCHo</W—>VIP ]j7<W—>V>

[Wi$Y<H&MCHo</W—>V;-e"\3WH8+9k#

2. 0*-<&0k<WNlgO"V0k<WLWr8+7?e"8c<Jkh}rHQD=K7?$0*

-<&0k<Wr&/jC/7F"VWmQF#<Wr*r9k#

3. j0\3NlgO"V9YFN\3Wr8+7?e"8c<Jkh}rHQD=K7?$j0\3r&

/jC/9k#

4. VlLWNZ<8G",WJ8c<Jkh}r*r9k# 4 DN*W7gs+i*r9k3H,G-^

9#=lOJ<Nh&JbNG9#

None (J7)
3N\30k<WGO8c<Jkh}OT$^;s#

All (9YF)
9YFN\3h0 (\3N+O^?Od_"-<NG7=(" IP HiU#C/psJI) G"8c<

Jkh}rT$^9#

Connection Activity (\3h0)
\3N+O^?Od_JIN\3h0KP7F"8c<Jkh}rT$^9#

IP traffic (IP HiU#C/)
3N\3KX"7?9YFN VPN HiU#C/G"8c<Jkh}rT$^9#m0`\O"U#k

?<,',FSP5lk?SKn.5l^9#79F`O"IP HiU#C/psr QIPFILTER 8c<

JkK-?7^9#3N8c<JkO"QUSRSYS i$Vij<K[V5lF$^9#

5. VOKWr/jC/9k#

6. \3r+O7F"8c<Jkh}rh0=9k#

m: 8c<Jkh}rd_9kKO"^:"\3,sh0G"k3HrN'7J1lPJj^;s#\30

k<WN8c<Jkh}u7rQ99kKO"h0fN\3,$:lb"=NCjN0k<WKP~U1i

lF$J$3HrN'9k,W,"j^9#

VPN 8c<JkNHQ}!

VPN 8c<JkG`\4HN\Yr=(5;kKO"hLeK8c<Jk`\r=(5;k+"POU!

$krHQ9k3H,G-^9#

8c<Jk`\rPOU!$kK3T<9kH" Query/400 d SQL Nh&JHqf<F#jF#<rH

Q7F"=N`\rJ1K=(5;k3H,G-^9#"k$OH+N HLL Wm0i`rn.7F"PO

U!$kN`\rh}9k3HbG-^9#!NcO"8c<Jk=( (DSPJRN) 3^sINlcG9#

DSPJRN JRN(QVPN) JRNCDE((M)) ENTTYP((TS)) OUTPUT(*OUTFILE) OUTFILFMT(*TYPE4)
OUTFILE(mylib/myfile) ENTDTALEN(*VARLEN *CALC)

J<N9FCWrHQ7F"VPN 8c<Jk`\r"POU!$kK3T<7F/@5$#
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1. 79F`,s!9kPOU!$k QSYS/QATOVSOF N3T<r"f<6<&i$Vij<Kn.9

k#3lO"#=*V8'/Hn. (CRTDUPOBJ) 3^sIrHQ7F"BT9k3H,G-^9#!

NcO"CRTDUPOBJ 3^sINlcG9#

CRTDUPOBJ OBJ(QATOVSOF) FROMLIB(QSYS) OBJTYPE(*FILE) TOLIB(mylib)
NEWOBJ(myfile)

2. 8c<Jk=( (DSPJRN) 3^sIrHQ7F" QUSRSYS/QVPN 8c<Jk+i>0N9FCWG

n.7?POU!$kK"`\r3T<9k# DSPJRN r3T<7h&H9kPOU!$k,8_7

F$J$lgO"79F`,U!$krn.7^9,"3NU!$kKO",ZJU#<kI-R,^

^lF$^;s#

QVPN POU!$kNU#<kIrb@9k=KD$FO"XQVPN 8c<Jk&U#<kIYr2H7

F/@5$#

QVPN +5���������

!N=O"QVPN POU!$kNFU#<kIrb@7?bNG9#

U#<kI> U#<kI9 tM -R m-

TSENTL 5 Y `\N95

TSSEQN 10 Y gxVf

TSCODE 1 N 8c<Jk&3<I oK M

TSENTT 2 N `\?$W oK TS

TSTIME 26 N SAA ~O?$`&9

?sW

TSJOB 10 N 8gVN>0

TSUSER 10 N 8gVNf<6<

TSNBR 6 Y 8gVNVf

TSPGM 10 N Wm0i`N>0

TSRES1 51 N HQ5lF$J$

TSUSPF 10 N f<6<&WmU!$

k>

TSSYNM 8 N 79F`>

TSRES2 20 N HQ5lF$J$

TSRESA 50 N HQ5lF$J$

TSESDL 4 Y CjNG<?N95

TSCMPN 10 N VPN N=.WG

TSCONM 40 N \3>

TSCOTY 10 N \3?$W

TSCOS 10 N \3uV

TSCOSD 8 N +O|U

TSCOST 6 N +O~o

TSCOED 8 N *;|U

TSCOET 6 N *;~o

TSTRPR 10 N His9]<H&Wm

H3k
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TSLCAD 43 N m<+k&/i$"s

H&"Il9

TSLCPR 11 N m<+k&]<H

TSRCAD 43 N jb<H&/i$"s

H&"Il9

TSCPR 11 N jb<H&]<H

TSLEP 43 N m<+k&(sI]$

sH

TSREP 43 N jb<H&(sI]$

sH

TSCORF 6 N 97~o

TSRFDA 8 N !sG7=(N|U

TSRFTI 6 N !sG7=(N~o

TSRFLS 8 N 835$:NG7=(

TSSAPH 1 N SA U'<:

TSAUTH 10 N 'Z?$W

TSENCR 10 N Ef=?$W

TSDHGR 2 N Diffie-Hellman 0k<

W

TSERRC 8 N (i<&3<I

VPN +,-��.�������& VPN ���-�
�����.

VPN \3GdjKxx7?H-KO"$+JklgGb"8gV&m0r,O9k3Hr*+a7^9#

B]"(i<&aC;<8*hS VPN D-KX"7?=N>Npsr^`8gV&m0,"$/D+"j

^9#

\3N>5$I, iSeries 5<P<G"klgO"=N>5$IN8gV&m0r,O9k3H,EWG

9# 0*\3N+OK:T7?H-K"jb<H&79F`G?,/3CF$kN+,,+lPr)A^

9#

VPN 8gV"9JoA QTOVMAN *hS QTOKVPNIKE O"5V79F` QSYSWRK GBT5l^

9# OS/400 *Zl<7gs&JS2<?<+i"=l>lN8gV&m0r=(9k3H,G-^9#

3N;/7gsGO"VPN D-GGbEWJ8gVKD$F5b7^9#J<Nj9HO"8gV>H"

=N8gVNHQ\*NJ1Jb@G9#
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QTCPIP
3N8gVO"TCP/IP $s?<U'<94Nr+O9kp\8gVG9# TCP/IP 4LKX7F,\*Jdj,"k

lgO" QTCPIP 8gV&m0r,O7F/@5$#

QTOKVPNIKE
QTOKVPNIKE 8gVO VPN -<I}!=N8gVG9# VPN -<I}!=O"UDP ]<H 500 r listen 7"$

s?<MCH&-<r9 (IKE) WmH3kNh}rBT7^9#

QTOVMAN
3N8gVO"VPN \3N\3I}!=G9#\3Nn_,:T9k?SK"=lKX"7?8gV&m0KaC;

<8,~j^9#

QTPPANSxxx
3N8gVO"PPP @$dk"CW\3KHQ5l^9# PPP WmU!$kG *ANS rjA9k\3nTK~z7

^9#

QTPPPCTL
3lO"@$dk"&H\3N?aN PPP 8gVG9#

QTPPPL2TP
3lO"l$d< 2 HsMjs0&WmH3k (L2TP) I}!=N8gVG9# L2TP HsMkN_jKdj,"k

lgO"3N8gV&m0NaC;<8r!w7F/@5$#

VPN ��6��+5���'�	(���0���+

3N;/7gsGO"/89kD=-,"k"VPN \3^M<8c<Nh/"k(i<&aC;<8N$

/D+KD$Fb@7^9#

57F"VPN \3^M<8c<GO"VPN \3G(i<,/89kH QTOVMAN 8gV&m0K 2 D

NaC;<8r-?7^9# 1 DaNaC;<8O"(i<KX9k\Yrb@7^9# iSeries JS2

<?<G"(i<N/87?\3r&/jC/7F"V(i<psWr*r7"3liN(i<KX9kp

sr=(9k3H,G-^9#

2 DaNaC;<8GO"(i<N/8~K=N\3GBT7h&H7F$?"/7gsKD$Fb@7^

9#?H(P"\3N+O^?Od_G9#<-NaC;<8 TCP8601"TCP8602 *hS TCP860A O"

2 DaNaC;<8NlL*JcG9#
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VPN \3^M<8c<N(i<&aC;<8

aC;<8 6x s|}!

TCP8601

VPN \3 [\3>] ,+OG-^

;sG7?

J<N}33<IN$:l+Khj"3

N VPN \3r+OG-^;sG7?#

0 - 18 VPN \3>KX9k8gV&

m0bN0NaC;<8K5iK\YJ

ps,"j^9#

1 - VPN ]j7<N=.#

2 - L.MCHo</N:T#

3 - VPN -<&^M<8c<,77$

;-ejF#<&"=7(<7gsNM

47(<7gsK:T7?#

4 - 3N\3Njb<H&(sI]$s

H,57/=.5lF$J$#

5 - VPN -<&^M<8c<, VPN

\3^M<8c<XN~zK:T7?#

6 - IP ;-ejF#<=.WG VPN

\3Nm<Ic2#

7 - PPP 3s]<MsHc2#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. (i<r{57F"WarFnT9

k#

3. iSeries JS2<?<rHQ7F\3

u7r=(9k#+OG-J+C?

\3O"(i<uVKJj^9#

TCP8602

(i<,/87"VPN \3 [\3

>] ,d_5l^7?

Xj5l? VPN \3O"d_9kh&

KWa5l^7?,"J<N}33<I

G"d_7J+C?+"(i<Gd_7

^7?#

0 - 18 VPN \3>KX9k8gV&

m0bN0NaC;<8K5iK\YJ

ps,"j^9#

1 - VPN \3,8_7J$#

2 - VPN -<&^M<8c<KX9k

btL.c2#

3 - IPSec 3s]<MsHKX9kbt

L.c2#

4 - VPN \3jb<H&(sI]$s

HKX9kL.c2#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. (i<r{57F"WarFnT9

k#

3. iSeries JS2<?<rHQ7F\3

u7r=(9k#+OG-J+C?

\3O"(i<uVKJj^9#
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TCP8604

VPN \3 [\3>] N+OK:T

7^7?

J<N}33<IN$:l+Khj"3

N VPN \3N+OK:T7^7?#

1 - jb<H&[9H>r IP "Il9

KQ9G-J+C?#

2 - m<+k&[9H>r IP "Il9

KQ9G-J+C?#

3 - VPN \3KX"7? VPN ]j7

<&U#k?<,',m<I5lF$J

$#

4 - f<6<XjN-<M,"X"7?

"k4j:`KP7F-zGJ$#

5 - VP \3N+OM,"Xj5l?"

/7gsrvD7F$J$#

6 - VPN \3N79F`eNrd,\

30k<WNpsH7b7F$k#

7 - =s#

8 - 3N VPN \3NG<?&(sI]

$sH (m<+k*hSjb<H&"I

l9*hS5<S9) ,\30k<WN

psH7b7F$k#

9 - ID N?$W,5z#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. (i<r{57F"WarFnT9

k#

3. iSeries JS2<?<rHQ7F

VPN ]j7<=.r!:^?O{5

9k#3N\3KX"7?0*-

<&0k<WKvFM,=.5lF

$k3HrN'7F/@5$#

TCP8605

VPN \3^M<8c<,"VPN

-<&^M<8c<HL.G-^

;sG7?

VPN \3^M<8c<O"VPN -<&

^M<8c<N5<S9Khj"0*

VPN \3N;-ejF#<&"=7(

<7gsrN)9k3HrWa7F$^

9# VPN \3^M<8c<O"VPN

-<&^M<8c<HL.G-^;sG

7?#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. NETSTAT OPTION(*IFC) 3^sI

rHQ7F"*LOOPBACK $s?<

U'<9,h0uVG"k3Hr!

:9k#

3. ENDTCPSVR SERVER(*VPN) 3^

sIrHQ7F"VPN 5<P<r*

;9k#!K"STRTCPSRV

SERVER(*VPN) 3^sIrHQ7

F"VPN 5<P<rFO09k#

m: 3lKhj"=TN VPN \3

O9YF*;5l^9#
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TCP8606

VPN -<&^M<8c<,"\

3"[\3>] K,WJ;-ejF

#<&"=7(<7gsrN)G

-^;sG7?

VPN -<&^M<8c<,"J<N$

:l+N}33<IKhj",WJ;-

ejF#<&"=7(<7gsrN)G

-^;sG7?

24 - VPN -<&^M<8c<N-<\

3'ZK:T7?#

8300 - VPN -<&^M<8c<N-<

\3M47(<7gsfKc2,/87

?#

8306 - m<+kv0&Q-<,+U+

iJ$#

8307 - jb<H IKE U'<: 1 ]j

7<,+U+iJ$#

8308 - jb<Hv0&Q-<,+U+

iJ$#

8327 - VPN -<&^M<8c<N-<

\3M47(<7gs,?$`"&HK

JC?#

8400 - VPN -<&^M<8c<N

VPN \3M47(<7gsfKc2,

/87?#

8407 - jb<H IKE U'<: 2 ]j

7<,+U+iJ$#

8408 - VPN -<&^M<8c<N

VPN \3M47(<7gs,?$`"

&HKJC?#

8500 ^?O 8509 - VPN -<&^M<

8c<NMCHo</&(i<,/87

?#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. (i<r{57F"WarFnT9

k#

3. iSeries JS2<?<rHQ7F

VPN ]j7<=.r!:^?O{5

9k#3N\3KX"7?0*-

<&0k<WKvFM,=.5lF

$k3HrN'7F/@5$#

TCP8608

VPN \3"[\3>] , NAT "

Il9rh@G-^;sG7?

3N0*-<&0k<W^?OG<?\

3,"MCHo</&"Il9Q9

(NAT) r 1 D^?O#tN"Il9G

BT9kh&KXj7"=l,"D=-

N"kJ<N}33<IN$:l+Kh

j:T7^7?#

1 - NAT r,Q9k"Il9,1l IP

"Il9GJ$#

2 - HQD=J9YFN"Il9,HQ

Q_G"k#

1. ICaC;<8KD$F"8gV&

m0rA'C/9k#

2. (i<r{57F"WarFnT9

k#

3. iSeries JS2<?<rHQ7F

VPN ]j7<r!:^?O{59

k#3N\3KX"7?0*-<&

0k<WK"Il9NvFM,=.

5lF$k3HrN'7F/@5

$#

TCP8620

m<+k\3(sI]$sH,H

QG-^;s

m<+k\3(sI]$sH,HQG-

J+C??a"3N VPN \3rHQD

=KG-^;sG7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. NETSTAT OPTION(*IFC) 3^sI

rHQ7F"m<+k\3(sI]

$sH,jA*hS+O5lk3H

rN'9k#

3. (i<r9YF{57F"WarF

nT9k#
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TCP8621

m<+k&G<?&(sI]$s

H,HQG-^;s

m<+k&G<?&(sI]$sH,H

QG-J+C??a"3N VPN \3r

HQD=KG-^;sG7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. NETSTAT OPTION(*IFC) 3^sI

rHQ7F"m<+k\3(sI]

$sH,jA*hS+O5lk3H

rN'9k#

3. (i<r9YF{57F"WarF

nT9k#

TCP8622

His9]<H&+W;k=O2

<H&'$GvD5lF$^;s

M47(<7gs&]j7<GHis9

]<H&+W;k=b<I,Xj5l"

3N\3,;-ejF#<&2<H&'

$H7FjA5lF$k?a"3N

VPN \3rHQD=KG-^;sG7

?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"3

N VPN \3KX"U1ilF$k

VPN ]j7<rQ99k#

3. (i<r9YF{57F"WarF

nT9k#

TCP8623

VPN \3,{8N\3H*<P<

iCW7^9

{8N VPN \3,{KHQD=G"k

?a"3N VPN \3rHQD=KG-

^;sG7?#3N\3Nm<+k&G

<?&(sI]$sHO [m<+k&G

<?&(sI]$sHM ] G"jb<

H&G<?&(sI]$sHO [jb<

H&G<?&(sI]$sHM ] G

9#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"m

<+k&G<?&(sI]$sH*

hSjb<H&G<?&(sI]$

sH,3N\3H*<P<iCW7

F$k"HQD=J9YFN\3r

=(9k# IAiN\3b,WJl

gO"{8\3N]j7<rQ97

F/@5$#

3. (i<r9YF{57F"WarF

nT9k#
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TCP8624

X"]j7<&U#k?<,'N

-zOObK VPN \3,"j^

;s

jA5l?]j7<&U#k?<,'b

KG<?&(sI]$sH,J$?a"

3N VPN \3rHQD=KG-^;s

G7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"3

N\3^?O0*-<&0k<WN

G<?&(sI]$sH)sv`r

=(9k#V]j7<&U#k?<

N5V;CH (Subset of policy
filter)W^?OV]j7<&U#k?

<HlW9kh&K+9?^$:

(Customize to match policy
filter)Wr*r7F$klgO"\3

NG<?&(sI]$sHrA'C

/7^9#3liO"3N\3KX

"U1ilF$k IPSEC "/7g

s*hS VPN \3>r}Dh0u

VNU#k?<,'K,g7F$J

1lPJj^;s#{8\3N]j

7<^?OU#k?<,'rQ97

F"3N\3rHQD=K7F/@

5$#

3. (i<r9YF{57F"WarF

nT9k#

TCP8625

VPN \3, ESP "k4j:`!

:K:T7^7?

\3HX"7?k)0,T,ZG"k?

a"3N VPN \3rHQD=KG-^

;sG7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"3

N\3KX"U1ilF$k]j7

<r=(7"LNk)0r~O9

k#

3. (i<r9YF{57F"WarF

nT9k#
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TCP8626

VPN \3(sI]$sH,G<

?&(sI]$sHH18GO"

j^;s

]j7<Khj[9HG"kHXj5

l"VPN \3(sI]$sH,G<

?&(sI]$sHH18GJ$?a"

3N VPN \3rHQD=KG-^;s

G7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"3

N\3^?O0*-<&0k<WN

G<?&(sI]$sH)sv`r

=(9k#V]j7<&U#k?<

N5V;CH (Subset of policy
filter)W^?OV]j7<&U#k?

<HlW9kh&K+9?^$:

(Customize to match policy
filter)Wr*r7F$klgO"\3

NG<?&(sI]$sHrA'C

/7^9#3liO"3N\3KX

"U1ilF$k IPSEC "/7g

s*hS VPN \3>r}Dh0u

VNU#k?<,'K,g7F$J

1lPJj^;s#{8\3N]j

7<^?OU#k?<,'rQ97

F"3N\3rHQD=K7F/@

5$#

3. (i<r9YF{57F"WarF

nT9k#

TCP8628

]j7<&U#k?<,',m<

I5lF$^;s

3N\3N]j7<&U#k?<,',

h0uVGO"j^;s#
1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"h

0uVN]j7<&U#k?<r=

(9k#3N\3N]j7<&U#

k?<,'rA'C/9k#

3. (i<r9YF{57F"WarF

nT9k#

TCP8629

VPN \3G IP Q1CH,gn7

^7?

3N VPN \3GO"VPN NAT ,=.

5lF*i:"NAT "Il9K,WJ

_j,"HQD=J NAT "Il9r6

(^7?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. iSeries JS2<?<rHQ7F"3

N VPN \3KdjvFilk NAT

"Il9Ntr}d9#

3. (i<r9YF{57F"WarF

nT9k#
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TCP862A

PPP \3N+OK:T7^7?

3N VPN \3O PPP WmU!$kK

X"U1ilF$^9#3N\3,+O

5l?H-K"PPP WmU!$kr+O

7h&H7^7?,"c2,/87^7

?#

1. 3N\3KX9kICaC;<8K

D$F"8gV&m0rA'C/9

k#

2. PPP \3KX"7?8gV&m0r

A'C/9k#

3. (i<r9YF{57F"WarF

nT9k#

OS/400 �����������& VPN ���-�
�����.

iSeries O"m<+k&(j"&MCHo</ (LAN) d-hMCHo</ (WAN) $s?<U'<9JI

N"L.s~eNG<?rIW9k!=rs!7F$^9# lLNf<6<,"IWG<?NbFr9Y

F}r9k3HOq7$H$(^9#7+7"IW`\rHQ9lP"m<+k&79F`Hjb<H&7

9F`NVNG<?r9,"Tol?+I&+r=L9k3H,G-^9#

L.IWr+O9k

L.IWN+O (STRCMNTRC) 3^sIrHQ7F"f<6<N79F`eGL.IWr+O7^9#!

NcO"STRCMNTRC 3^sINlcG9#

STRCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN) MAXSTG(2048) TEXT(’VPN Problems’)

J<Nj9HG"3^sI&Qia<?<KD$Fb@7^9#

CFGOBJ (=.*V8'/H)

IWP]HJk=.*V8'/HN>0#3N*V8'/HO"s~-R"MCHo</&$s?<

U'<9-R"MCHo</&5<P<-RN$:l+G9#

CFGTYPE (=.?$W)

IW5lF$kNO"s~ (*LIN)"MCHo</&$s?<U'<9 (*NWI)"MCHo</&5<

P< (*NWS) N$:l+G9#

MAXSTG (PCU!<&5$:)

IWN?aNPCU!<&5$:#J,~MO 128 KB K_j5lF$^9#-zOOO 128 KB

A 64 MB G9#79F`4NKo?kPCU!<&5$:NBGgMO"79F`&5<S9&D

<k (SST) bGjA5l^9#7?,CF"STRCMNTRC 3^sIG"SST GjA7?hjbg-

JPCU!<&5$:rHQ9kH"(i<&aC;<8,Pklg,"j^9#9YFN+OQ_

L.IWGXj7?PCU!<&5$:NgW,"SST GjA7?PCU!<&5$:NGgMr6

(FO$1J$3Hr"P(F*$F/@5$#

DTADIR (G<?N}~)

IWP]HJkG<?&HiU#C/N}~#}~O""&HP&sI&HiU#C/N_

(*SND)"$sP&sI&HiU#C/N_ (*RCV)">}~ (*BOTH) N 3 Lj,M(il^9#

TRCFULL (UkIW)

IWPCU!<,UkG"klgK88k3H#3NQia<?<KO"D=JM, 2 D"j^9#

J,~MO *WRAP G"IWPCU!<,UkNlgO"IWOh,K^jV5lkH$&U#G

9#lVE$IWl3<I,"}85l?7,l3<IKhCFeq-5l^9#

2 V\NMO *STOPTRC G"MAXSTG Qia<?<GXj5l?IWPCU!<,"IWl3<

IG$CQ$KJC?lgO"=NIWrd_5;^9#LoO,:"PCU!<&5$:r"9Y

FNIWl3<Ir]IG-k@1Ng-5KjA7F/@5$#IW,^jV5lkH"EWJI
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Wps,:olkD=-,"j^9#G3*dj,7P7P/89klgO"IWPCU!<r=,

Jg-5KjA7"PCU!<N^jV7,EWJpsrK~9k3HNJ$h&K7F/@5$#

USRDTA (IWPNHJkf<6<&P$Ht)

G<?&Ul<`Nf<6<&G<?t,GIW5lkG<?NtrjA7^9#J,~GO"LAN

$s?<U'<9Nlg"f<6<&G<?Nh,N 100 P$H@1,hj~^l^9#=lJ0N

$s?<U'<9NlgO$:lb"f<6<&G<?O9YFhj~^l^9#Ul<`Nf<6

<&G<?Kdj,"kH?olklgO"*MAX ,Xj5lF$k3HrN'7F/@5$#

TEXT (IWNb@)

IWr,+jd9/b@7^9#

L.IWrd_9k

CKXj7J$Bj"IWOLo"IWP]G"kuV,/89kH1~Kd_7^9#IWrd_9kK

O"L.IWN*; (ENDCMNTRC) 3^sIrHQ7F/@5$#!N3^sIO"ENDCMNTRC 3^

sINlcG9#

ENDCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN)

3N3^sIKOQia<?<, 2 D"j^9#

CFGOBJ (=.*V8'/H)

IW,BT5lF$k=.*V8'/HN>0#3N*V8'/HO"s~-R"MCHo</&$

s?<U'<9-R"MCHo</&5<P<-RN$:l+G9#

CFGTYPE (=.?$W)

IW5lF$kNO"s~ (*LIN)"MCHo</&$s?<U'<9 (*NWI)"MCHo</&5<

P< (*NWS) N$:l+G9#

IWG<?ru~9k

L.IWNd_eO"IWG<?ru~9k,W,"j^9#3N?9/rBT9kKO"L.IWNu~

(PRTCMNTRC) 3^sIrHQ7^9#IWfOs~HiU#C/,9YFhj~^lkNG"PO8.

N?aNU#k?<&*W7gs,"#tQU5lF$^9#9W<k&U!$krG-k@1.5/9k

h&K7F/@5$#=&9kH",O,"hj./"z(*KG-^9# VPN djNlgO"IP Hi

U#C/N_"5iKD=Ji"=NfNCjN IP "Il9r"U#k?<K]1kh&K7F/@5

$#CjN IP ]<HVfeGU#k?<`nr9kH$&*W7gsb"j^9#!NcO"

PRTCMNTRC 3^sINlcG9#

PRTCMNTRC CFGOBJ(TRNLINE) CFGTYPE(*LIN) FMTTCP(*YES) TCPIPADR(’10.50.21.1’)
SLTPORT(500) FMTBCD(*NO)

3NcG"IWO IP HiU#C/QKA0_j5l" IP "Il9NG<?@1r^sG$^9#33G

O"w.5^?O8hN"Il9O 10.50.21.1 G"w.5^?O8hN IP ]<HVfO 500 G9#

VPN djr,O9k]KGbEWJ3^sI&Qia<?<@1r"J<Gb@7^9#

CFGOBJ (=.*V8'/H)

IW,BT5lF$k=.*V8'/HN>0#3N*V8'/HO"s~-R"MCHo</&$

s?<U'<9-R"MCHo</&5<P<-RN$:l+G9#

CFGTYPE (=.?$W)

IW5lF$kNO"s~ (*LIN)"MCHo</&$s?<U'<9 (*NWI)"MCHo</&5<

P< (*NWS) N$:l+G9#

76 iSeries: VPN (>[Wi$Y<H&MCHo</)



FMTTCP (TCP/IP G<?NU)<^CH_j)

TCP/IP *hS UDP/IP G<?NIWrU)<^CH_j9k+I&+# IP G<?NIWrU)<^

CH_j9klgO"*YES rXj7^9#

TCPIPADR ("Il9Khk TCP/IP G<?NU)<^CH_j)

3NQia<?<O"2 DNWGG=.5lF$^9#>}NWGG IP "Il9rXj9kH"=

liN"Il9VN IP HiU#C/N_,u~5l^9#

SLTPORT (IP ]<HVf)

U#k?<K]1k IP ]<HVf

FMTBCD (Vm<I-c9H&G<?NU)<^CH_j)

Vm<I-c9H&Ul<`r9YFu~9k+I&+#J,~OVYesWG9#?H(P"Il9r

hWmH3k (ARP) War>^J$lgO" *NO rXj7F/@5$#3lrToJ$H"Vm<

I-c9H&aC;<8,&~9kD=-,"j^9#

VPN �����

VPN =.7Jj**hSb@KX9k\YKD$FO"J<N>NpsN=<9r2H7F/@5$#

v OS/400 V5R1 Virtual Private Networks: Remote Access to the IBM e(logo)server iSeries

Server with Windows 2000 VPN Clients"REDP0153
3N IBM lCIZ<Q<GO"V5R1 VPN *hS Windows 2000 M$F#VN L2TP *hS IPSec

5]<HrHQ7F VPN HsMkr=.9k?aN"J,*JWm;9r(7F$^9#

v AS/400 Internet Security: Implementing AS/400 Virtual Private Networks"SG24-5404-00
3NlCIVC/GO"VPN 50r4Y"OS/400 G IP ;-ejF#< (IPSec) H Layer 2 Tunneling

Protocol (L2TP) rHQ7?$sWjasF<7gsKD$Fb@7F$^9#

v AS/400 Internet Security Scenarios: A Practical Approach"SG24-5954-00
3NlCIVC/GO"IP U#k?<"NAT"VPN"HTTP Wm-7<&5<P<"SSL"DNS"a<

kNfQ"T8"*hSm.s0JI" AS/400 79F`GHQD=JG-NMCHo</&;-ej

F#<!=r57^9#^?"B]NcrL7F"=NHQ!rb@7^9#

v Virtual Private Networking: Securing Connections
3N Web Z<8GO"G7N VPN Ke<9KD$FNO$i$H"G7N PTF Nj9H"*hSX

"9k[+N5$HXNjs/rTCF$^9#

v ^Ke"k*hSlCIVC/KX"7?=N>N;-ejF#<

33G"*si$sGHQD=JpsKX"7?;-ejF#<Nj9HKJsG/@5$#

=(Q^?Ou~QN PDF U!$kr Netscape Navigator +io</9F<7gsK]89kKO"!N

h&K7^9#

1. u~7?$HTC/r&^&9&\?sG/jC/7^9#

2. Vjs/r>0rU1F]8W(Netscape Navigator) ^?OVP]rU!$kK]8W(Internet Explorer)

r*r7^9#

3. PDF r]I9kG#l/Hj<rXj7^9#

4. V]8Wr/jC/7^9#
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PDF U!$kr=(7?ju~7?j9kKO Adobe Acrobat Reader ,,WG9#3lO"Adobe Web

5$H (www.adobe.com/prodindex/acrobat/readstep.html) +i@&sm<IG-^9#
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