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� 1 � IBM SecureWay: iSeries ��������

LAN +i$s?<MCHX"/;99k3HO"MCHo</N/8K*1kEW

J9FCWG"j";-ejF#<WoNF!$,,WKJj^9#,$Kb"

iSeries 400 KO"}g=UH&'"&=je<7gsH;-ejF#<&"<-F

/Ac<,H_~^lF*j"x_*J$s?<MCH&;-ejF#<N41j

H/~TKP9k/OJIn!=r=[9k3H,D=G9# iSeries N;-ejF

#<&*U!js0r,ZKHQ9k3HG"\R">Hw"*hSS8M9&Q

<HJ<O"S8M9rT&?aK,WJpsr;-ejF#<!=N"kD-G

jK~lk3H,G-^9#

3NqAr4wKJlP"9GK,+CF$k;-ejF#<N<RKD$F"^

?=Nj9/,+,N$s?<MCH*hS e-business N\8HI&++ok+K

D$FNk3H,G-^9#^?"iSeries ,w(F$k"=liNj9/KPh9

k?aN5^6^J;-ejF#<&*W7gsrHQ9kK"?CF"=Nj9

/Hx@rfS!$9k}!bX,7^9#=7F"+,NS8M9N,W-Kg

&MCHo</&;-ejF#<Whr+/9k?aKO"33GNpsrI&H

Q9lPh$N+,,+kh&KJkG7g&#

$s?<MCH&;-ejF#<Nj9/H"79F`Hj=<9r]n9k?a

KHQG-k iSeries ;-ejF#<&=je<7gsN\YKD$FO"J<Np

sr!$7F/@5$#

v V5R1 N7!=

V5R1 N iSeries $s?<MCH&;-ejF#<&*U!js0NQ9HICK

D$FO"3Npsr2H7F/@5$#

v HTC/Nu~

3NHTC/N Adobe Acrobat Gr"/;9*hSu~9kKO"3Npsr2

H7F/@5$#

v iSeries H$s?<MCH&;-ejF#<

e-business K*1k iSeries ;-ejF#<N/_HHQD=J iSeries ;-ej

F#<&*U!js0KX9klL*JN1KD$FO"3Npsr2H7F/

@5$#

v $s?<MCH&;-ejF#<NWh

$s?<MCHH e-business N;-ejF#<Wor+P<9k;-ejF#

<&]j7<Nn.}!KD$FO"3Npsr2H7F/@5$#

v $s?<MCHNp\`wH7FN iSeries 79F`&;-ejF#<NlYk

$s?<MCHK\39k0K`w9k79F`&;-ejF#<KD$FO"

3Npsr2H7F/@5$#

v MCHo</&;-ejF#<&*W7gs

btj=<9r]n9k?aKHQrM89Y-MCHo</&lYkN;-e

jF#<<VKD$FO"3Npsr2H7F/@5$#

v "Wj1<7gs&;-ejF#<&*W7gs

FoNlL*J$s?<MCH&"Wj1<7gs*hS5<S9KX9k&L

N$s?<MCH&;-ejF#<&j9/H"=Nj9/rI}9k?aN<

VKD$FO"3Npsr2H7F/@5$#
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v Aw;-ejF#<&*W7gs

$s?<MCHJI".j-Kg1kMCHo</eGw.5lkG<?r]n

9k?aKBuD=J;-ejF#<<VKD$FO"3Npsr2H7F/@

5$# Secure Sockets Layer (SSL)"Client Access Express"*hS VPN (>[d

_MCHo</) \3rHQ9k;-ejF#<<VKD$FO"hj\7/b

@5lF$^9#

v iSeries $s?<MCH&;-ejF#<&*W7gs

$s?<MCHNHQ!H e-business NWhKpE$F79F`Hj=<9r]

n9k*U!js0r*r9k]K"33GN iSeries ;-ejF#<&*W7

gsKD$FNJiJG#9+C7gsrr)FF/@5$#

m: ;-ejF#<*hS$s?<MCHX"NQlG?d,88?lgO",W

K~8FlL*J;-ejF#<QlNb@r2H7F/@5$#
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� 1 � V5R1 ����

V5R1 GO"iSeries 400 N;-ejF#<&*U!js0K?/N~1*hSIC

,Tol^7?#J<Nj9HO"ltNfS*EWJ;-ejF#<!=/=K

D$Fb@7F$^9#

v G#8?kZ@q^M<8c< (DCM) N!=/=

DCM rHQ7F"]4-rN]7*V8'/HN/@rZ@9k?aK"G#

8?kGN*V8'/HNp>KHQ9kZ@qrn.*hSI}G-kh&K

Jj^7?#^?"3lKP~9kp>N!ZZ@qbn.*hSI}9k3H

,G-^9#f<6<O3lrHQ7F"p>5l?*V8'/HNp>r'Z

7"*V8'/HbNG<?,Q95lJ$h&K7F"*V8'/HN/@Z

@r!ZG-kh&K9k3H,G-^9#^?"DCM ^?O,ZJ API rH

Q7F"*V8'/HKp>7?j"*V8'/HNp>r!Z7?j9k3H

,G-^9#

v G#8?kKp>5l?*Zl<F#s0&79F`

V5R1 +i"OS/400 H IBM LPP O IBM KhCFG#8?kKp>5l^9#

f<6<O"IBM +iNWm0i`,"IBM ,p>7F+iQ95lF$J$

3Hr!Z9k3H,G-^9#G#8?kp>N!ZO"|5~"^?O

CHKOBJITG 3^sINBTKhCFTol^9# API rHQ7F"\R*hS

S8M9&Q<HJ<,"Wj1<7gsrG#8?kKp>7"!Z9k3H

bG-^9#

v 7,f<6<&WmU!$k&Q9o<I,' (QPWDLVL 2 *hS 3)
f<6<&WmU!$kNQ9o<I9,9/Jj" 1 8z+i 128 8z^G

XjG-kh&KJj^7?#Q9o<IKOg8z.8zNhL,"j"H_

~_Vis/,vD5l^9#?H(P ″This is my New Password″ Nh&KJ
j^9#vxVis/O|n5l^9#Q9o<Ir9YFVis/K9k3H

OG-^;s#

v f<6<&WmU!$k&Q9o<IN!=/=

7,N79F`M QPWDLVL rHQ7F"79F`NQ9o<I&lYkr)

f9k 4 DN*W7gsN&AN 1 Dr_j9k3H,G-^9#

– PWDLVL 0 - 3N_jGO"10 P$H9NQ9o<IrXjG-"^?"M

CH5<P<NQ9o<Ir]89k3H,G-^9#3l,GU)kHN_

jG9#

– PWDLVL 1 - 3N_jGO"10 P$H9NQ9o<IrXjG-"MCH5

<P<NQ9o<IO|n5l^9#

– PWDLVL 2 - 3N_jGO"128 8z9NQ9o<IrXjG-"lQ9o

<IH7,Q9o<IN>}NU)<^CHK`r9kQ9o<Ir]87^

9#

– PWDLVL 3 - 3N_jGO"128 8z9NQ9o<IrXjG-"lQ9o

<INU)<^CHO|n7^9#

v hjB4J0N-1hN?aN IBM 4758-023 PCI Ef=3Wm;C5<&5

]<H

f<6<N79F`K IBM 4758-023 PCI Ef=3Wm;C5<,$s9H<k

5lF$klgO"3lrHQ7F"G#8?kZ@q0rhjB4K]I9k
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3H,G-^9# DCM rHQ7FZ@qrn.7?j977?j9kH-O"

3Wm;C5<K>\0r]I9k3Hb"3Wm;C5<N^9?<&-<r

HQ7Fk)0rEf=7"ClJ09H"&U!$kK]I9k3HbG-^

9#^?"3Wm;C5<r0N-1hH7FHQ9kH"SSL P~N"Wj1

<7gsG Secure Sockets Layer (SSL) NQU)<^s9r~19k3H,G-

^9#3lO"SSL NOsI7'</N]"3Wm;C5<,k)0NEf=r

|?9/rh}9k?aG9##tN 4758 +<IKo?CF SSL OsI7'

</h}Nm<I&Pis7s0rBT9k3HbG-^9#

v VPN (>[d_MCHo</) Z@q5]<H

V5R1 hj0KO"VPN Internet Key Exchange (IKE) 5<P<O"v0K&-5

l?0rHQ7?lgKN_"*_$r'Z9k3H,G-^7?# VPN Nb

&l}N(sI]$sHNI}TK3N0rj0GL.7J1lPJiJ$?

a"v0K&-5l?0NHQO"^jB4GO"j^;s#D^j"0NL.

h}fK"0,>MN\K(lkD=-,"j^9# V5R1 GO"v0K&-5

l?0rHQ9keojKG#8?kZ@qrHQ7F(sI]$sHr'Z9

k3HKhj"3Nj9/rr1k3H,G-^9# IKE 5<P<,0*J

VPN \3rN)9k?aKHQ9kZ@qr"G#8?kZ@q^M<8c<

(DCM) rHQ7FI}9k3H,G-^9#

v Secure Sockets Layer (SSL) P~"Wj1<7gsN~1

V5R1 GO SSL K?tN!=/=,Tol^7?#;-e"L.;C7gsG

SSL rHQ9kh&K iSeries U!$k>wWmH3k (FTP) 5<P<r=.G

-kh&KJj^7?#^?"/i$"sH'ZKG#8?kZ@qrHQ9k

h&K FTP 5<P<r=.9k3HbG-^9#5iK"V5R1 GO" OS/400

, 128 SCHN AES EfN5]<Hrs!7^9# AES O"DES "k4j:

`KXok7,Nb.Ef="k4j:`G9#

v 7sWk&a<k>wWmH3k (SMTP) N!=/=

SMTP O"o>"w.T"*hS IP "Il9KpE/ViC/j9H&5]<

Hrs!9kh&KJj^7?#

v $s?<MCH&;CH"CW&&#6<I

3N0Njj<9G@&sm<ID=U!$kH7F{WN?+C?$s?<M

CH&;CH"CW&&#6<I,"*Zl<7gs&JS2<?<bG>\H

QG-kh&KJj^7?#3N&#6<IrHQ7F"iSeries 79F`N$s

?<MCH\3r=.7"+0*K8.5lkU#k?<,'G]n9k3H,

G-^9#

v Wm0i`n.G<?N]8!=N/=

V5R1 ^?O=lJ_N iSeries 79F`KD$Fn.5lkWm0i`KO",

WK~8F|5~KWm0i`NFn.,G-kh&K9kps,^^lF$^

9#Wm0i`NFn.K,WJpsO"Wm0i`1Lps,|n5lFbW

m0i`HloKDj^9#Wm0i`N|5~KWm0i`Ev-!:(i<

,"kH=L5l?lg"Wm0i`Ev-!:(i<r{59k?aK"Wm

0i`,Fn.5l^9#|5~KWm0i`rFn.9khVO"V5R1 iSeries

GN77$!=GO"j^;s#0Njj<9GO"|5~KWm0i`Ev-

!:(i<,/89kH"D=G"lP (|55lkWm0i`KWm0i`1

Lps,8_7F$lP) Wm0i`,Fn.5l^7?# iSeries V5R1 J_N

Wm0i`Gc&NO"Wm0i`1Lps,Wm0i`+i|n5lF$F

b"Wm0i`NFn.K,WJps,DkH$&@G9#3&7F"V5R1 J
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_NWm0i`GO"|5fKEv-!:Gc2,!P5lkHFn.,To

l"Ev-!:Gc2rb?i7?Q9O|n5l^9#

h 1 O V5R1 N7!= 5
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� 2 � �������

3N8qN PDF Gr2HQ^?Ou~QK@&sm<I7"=(9k3H,G-

^9# PDF U!$kr=(7?ju~7?j9kKO"Adobe(R) Acrobat(R)

Reader ,,WG9#3lO"Adobe Web 5$H +i"@&sm<IG-^

9#

PDF Gr@&sm<I7"=(9kKO"XIBM SecureWay: iSeries H$s?<M

CHY(s 679 KB"62 Z<8) r*r7^9#

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!N

h&K7^9#

1. Vi&6<G PDF r+/ (e-Njs/r/jC/9k)#

2. Vi&6<NaKe<+iVU!$kWr/jC/9k#

3. V>0rU1F]8Wr/jC/9k#

4. PDF r]87?$G#l/Hj<KJ`#

5. V]8Wr/jC/9k#

© Copyright IBM Corp. 1999, 2000 7
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� 3 � iSeries 400 ���������	
����

79F`r$s?<MCHX\39k?aN*W7gsrOw9k iSeries 400 j-

T,h/P9GiNAdO"V$s?<MCHrS8M9\*GINh&KHQ9

lPh$NG7g&+WH$&bNG9# 2 V\NAdO"V;-ejF#<H$

s?<MCHKD$FINh&J3HrNCF*+J1lPJiJ$NG7g&

+WH$&bNG9#3NqANgjO"3N 2 V\NAdXNrzr+U1il

kh&K9k3HK"j^9#

V;-ejF#<H$s?<MCHKD$FNCF*/Y-3HO?G7g&+W

H$&AdKP9kz(O"$s?<MCHrINh&KxQ7?$N+KhCF

[Jj^9#$s?<MCHKX"9k;-ejF#<djOEWG9#hjH^

J1lPJiJ$]jO"$s?<MCHrI&xQ9kDbjJN+KhCF[

JCF-^9#$s?<MCHKhjP9GiNn_O"btMCHo</Nf<

6<K Web H$s?<MCHERa<kXN"/;9rvD9k3HG9#^

?""k5$H+iLN5$HK!)-Nb$psr>w9k!=b,W+b7l

^;s#v3"$s?<MCHr e-commerce KHQ9kWhr)F?j"+RH

S8M9&Q<HJ<d5<S9s!5HNVG(/9HiMCHr=[7?j9

k3Hb"j&kG7g&#

$s?<MCHKICWjHD+k0K"?r7?$N+"INh&KBT7?$

N+"KD$FM(F*+J1lPJj^;s#$s?<MCHNxQH$s?<

MCHN;-ejF#<KX7Fhjr<9NO"#(JnHG9#X7Jj*:

JKL Toy Company N e-business WhYNZ<8r!$9lP"$s?<MCHN

HQ!KX7H+NWhrvj9kNKr)DG7g&# (m: ;-ejF#<*h

S$s?<MCHX"NQlG?d,88?lgO",WK~8FlL*J;-e

jF#<Qlr2H7F/@5$#)

$s?<MCHr e-business GINh&KHQ7?$N+,@NKJj";-ej

F#<djHxQD=J;-ejF#<&D<k"!="*U!js0,@NKJ

lP";-ejF#<&]j7<H\*r+/9k3H,G-^9#;-ejF#

<&]j7<N+/axGT&*rKO"?/NWx,FA7^9#H%r$s?

<MCHK^GH%9kH-";-ejF#<&]j7<O"79F`Hj=<9

r]n9k?aNEWJCPKJj^9#

iSeries 400 79F`&;-ejF#<NC-

$s?<MCHeG79F`r]n9k?aNFoNCLJ;-ejF#<&*U

!js0N[+" iSeries 400 O"J<Nh&JsoK/OJ79F`&;-ejF

#<C-r}CF$^9#

v >N79F`KIC3~5l?;-ejF#<&=UH&'"&QC1<8Hf

S7F"41;r+D1k3H,-oaF$qJ}g=;-ejF#<#

v &#k9Nn.HAB,;Q*K$qHJk*V8'/H&Y<9N"<-F/

Ac<# iSeries GO"U!$krWm0i`G"k+Nh&K+;+1?j"

Wm0i`+iLNWm0i`rQ99k3HOG-^;s# iSeries N}g!

=GO"*V8'/HK"/;99kKO"79F`s!N$s?<U'<9r

© Copyright IBM Corp. 1999, 2000 9



HQ9k,W,"j^9#79F`bG*V8'/HN"Il9r>\HQ7F

=lK"/;99k3HOG-^;s#*U;CHrhj"=lr]$s?<K

7?j"]$s?<rV=$9kW3HOG-^;s#>N79F`&"<-F

/Ac<Nlg"]$s?<`nOOC+<,h/HQ9k;!G9#

v CjNWor~?9h&J79F`&;-ejF#<r;CH"CWD=K9k

@p-# Technical Studio K"k Security Advisor O";-ejF#<N

K<:K~8?;-ejF#<Nd)v`r=L9kNKr)A^9#

iSeries H%;-ejF#<&*U!js0

iSeries O"$s?<MCH\3~N79F`&;-ejF#<r/=9k?aK"

CjN;-ejF#<&*U!js0r$/D+s!7F$^9#$s?<MCH

NxQ}!Khj^9,"J<Nt!=rxQ9k3H,G-^9#

v VPN (>[d_MCHo</) HO"kHNlQ$sHiMCHr"$s?<MC

HNh&Jx0MCHo</KH%7?bNG9# VPN rHQ9kH"p\*

KOdQNVHsMkWrx0MCHo</eKn.9k3HG"B4JdQ\

3rN)9k3H,G-^9# VPN O"*Zl<7gs&JS2<?<&$s

?<U'<9+ixQD=J OS/400 N}g!=G9#

v Q1CH&k<k O"*Zl<7gs&JS2<?<&$s?<U'<9+ix

QD=J OS/400 N}g!=G9#3N!=Khj"IP Q1CH&U#k?<H

MCHo</&"Il9Q9 (NAT) ,'r=.7F" iSeries 79F`KP~j

9k TCP/IP NHiU#C/N.lr)f9k3H,G-^9#

v Secure Sockets Layer (SSL) N"Wj1<7gsL.;-ejF#<GO"SSL

rHQ7F5<P<&"Wj1<7gsH=N/i$"sHHNVGB4J\3

rN)9kh&K"Wj1<7gsr=.9k3H,G-^9# SSL O\h"

B4J Web Vi&6<H5<P<&"Wj1<7gsN?aK+/5l?bN

G9,">N"Wj1<7gsGbHQ9k3H,G-^9# IBM HTTP Server

for iSeries"Client Access Express"U!$k>wWmH3k (FTP)"*hS

Telnet JI"=_GO?/N iSeries 5<P<&"Wj1<7gsG SSL ,xQ

D=G9#

$s?<MCHrINh&KHQ7?$N+,@NKJj";-ejF#<djH

xQD=J;-ejF#<&D<k"!="*U!js0,@NKJlP";-e

jF#<&]j7<H\*r+/9k`w,0C?3HKJj^9#;-ejF#

<&]j7<N+/axGT&*rKO"?/NWx,FA7^9#H%r$s?

<MCHK^GH%9kH-";-ejF#<&]j7<O"79F`]nrT&

?aNEWJCPKJj^9#

m: S8M9\*G$s?<MCHrOak}!N\YO"J<N*si$sKh

k Information Center HTC/"*hS IBM lCIVC/r2H7F/@5

$#

v $s?<MCH\3

v AS/400 Internet Security: Protecting Your AS/400 from HARM on the Internet

(SG24-4929)

10 iSeries: IBM SecureWay: iSeries 400® H$s?<MCH

http://www.as400.ibm.com/tstudio/secure1/index_av.htm
../rzajb/rzajbrzajb0ippacketsecuritysd.htm
../rzain/rzainoverview.htm
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../../redbooks/sg244929.pdf
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$s?<MCHHQWhrn.9kH-O"$s?<MCH&;-ejF#<NK

<:rmU</Wh7J1lPJj^;s#$s?<MCHHQWhKX9k\Y

Jpsr}87"btMCHo</=.r8q=7J1lPJj^;s#3Nps

}8NkLKpE$F";-ejF#<NK<:r5NK>A9k3H,G-^

9#

?H(P"J<Nh&J`\r8q=*hS-R7F/@5$#

v =_NMCHo</=.#

v DNS *hSERa<kN5<P<=.ps#

v $s?<MCH&5<S9&WmP$@< (ISP) XN\3#

v $s?<MCHGxQ7?$5<S9bF#

v $s?<MCH&f<6<Ks!7?$5<S9bF#

;-ejF#<,j9/K5i5lklj"*hS3liN;-ejF#<&j9

/rG.BK^(kNK,WJ;-ejF#<<Vrhj9kNK"3NoNps

r8q=9k3H,r)A^9#

?H(P"ClJ&fjK"k[9HK Telnet rHCF"/;99k3Hrbtf

<6<KvD9kH7^9#btf<6<O"qRN7=J+/Kr)D3N5<

S9,,WG9#?@7"$s?<MCHr.lk5]nN!)G<?,$KJk

H3mG9#b7%g>R,3NG<?r~j7F"=lrxQ7h&H7?J

i"+,NqROb/m!K+qolk3HKbJj+M^;s#HQ\* (Telnet)

H=lK<&j9/ (!)psN*P) ,N'G-?JiP"3NQSGNG<?!

)-r@k?aK">KV8kY-;-ejF#<<Vrhj7^9 (Secure

Sockets Layer (SSL) NHQD=-)#

$s?<MCHHQWhH;-ejF#<Whrn.9kH-O"J<NHTC/

r!$9kH-zG9#

v ;-ejF#<PvN,X*"Wm<AGO"qg*J;-ejF#<Whrn

.9kH-K<&djKX7Fpsr(7F$^9#

v ;-ejF#<&]j7<H\*GO"qg*J;-ejF#<Whrn.9k

H-K<&djN}rKr)Dpsr(7F$^9#

v 7Jj*: JKL Toy Company N e-business WhGO"2MK9k3H,G

-k"5?*JqRK*1k$s?<MCHHQ!H;-ejF#<WhKD$

F"=B*JbGkr(7F$^9#

?@7"3N=JrHQ7F$J/Fb"IBM Firewall for AS/400 NWho</7

<HrxQ7FWhr8q=9k3HO-WG9#3No</7<HO";-ej

F#<&K<:r>A9kNKr)DP+jGJ/"$s?<MCHHQWhHb

tMCHo</=.KX9kEW+D\YJpsr8akNKr)A^9#3li

No</7<HO"V4R5 iSeries Information Center NHTC/XU!$"&)<k

: ~gY +i"/;99k3H,G-^9#U!$"&)<k=JHQN-5

K++oi:"$s?<MCH&;-ejF#<o,rWh9kKO"3NoNG

<?r8ak,W,"j^9#
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;-ejF#<&]j7<GO"]n7?$bNH"79F`&f<6<K|T9

kbNrjA7F$^9#;-ejF#<&]j7<O"7,"Wj1<7gsr

_W7?j"=TNMCHo</rH%9klgK";-ejF#<WhNpWr

s!7^9#;-ejF#<&]j7<KO"!)psN]ndEWJQ9o<I

Nn.JI"f<6<,ToJ1lPJiJ$nH,-R5l^9#

m: btMCHo</XNj9/rG.BK9k?aN;-ejF#<&]j7<

rH%N?aKn.7"B\7J1lPJj^;s# iSeries 400 G-N;-e

jF#<!=r,ZK=.9lP"?/Nj9/rG.BK!5(k3H,G

-^9#?@7"iSeries r$s?<MCHK\39klgO"btMCHo<

/NB4-r]Z9k?aN;-ejF#<<Vr5iKV8k,W,"j^

9#

S8M9h0rdJ9k?aK$s?<MCH&"/;9rHQ9kH"?/Nj

9/,<$^9#;-ejF#<&]j7<rn.9klgOoK"5<S9Ns

!H"!=dG<?XN"/;9)fHNVGPis9rHiJ1lPJj^;

s#MCHo</=5l?3sTe<?<GO";-ejF#<Ohjq7/Jj

^9#L.AcMk+N,"?C/K5i5lk+iG9#

INh&Jo`N"?C/KP7Fe@,"k+O"$s?<MCH&5<S9K

hCF[Jj^9#7?,CF"HQ"k$Os!7h&HM(F$k5<S94

HK"=lKhCF88kj9/r}r7F*/3H,EWKJj^9#5iK"

x_*J;-ejF#<&j9/r}r7F*1P";-ejF#<N\*b@N

KhjG-^9#

$s?<MCHO"$s?<MCHL.N;-ejF#<K<Rr?(k5^6^

JM?AN,kKJj^9#J<Nj9HO"xx9kD=-N"k5?*J;-

ejF#<&j9/r$/D+rb7?bNG9#

v u0*J"?C/: u0*J"?C/GO""?C+<O!)v`rNm&H7

F"1KMCHo</NHiU#C/rFk9k@1G9#=Nh&J"?C/

O"MCHo</&Y<9 (L.js/rHl<99k) +"79F`&Y<9

(3C=jHG<?r%CF7^&Hm$NZOWm0i`G"79F`&3s]

<MsHrV-9(k) N$:l+G9#u0*J"?C/O"Gb!P7K/

$bNG9#7?,CF"$s?<MCHGO"w.bFO9YFp05l&k

HM(F*+J1lPJj^;s#

v =0*J"?C/: =0*J"?C/GO""?C+<OIfNMKHMCHo

</&79F`bXN/~rn_^9#=0*J"?C/KO"J<Nh&J$

/DbNo`,"j^9#

– 79F`&"/;9nTGO""?C+<O;-ejF#<N41jr57"

/i$"sH^?O5<P<N79F`XN"/;9r@F"=lr)f7^

9#

– 9W<U#s0&"?C/GO""?C+<,Hi9FCI&79F`KJj

9^7FIfrMK7?j"f<6<,+,K!)psrw.9kh&%7?

j7^9#

– 5<S9826bGO""?C+<O"HiU#C/N8hQ9rTC?j"

8cs/&G<?r79F`Kw.731?j7F"*Zl<7gsK3D7

?j"7cCH@&s5;h&H7^9#
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– Ef"?C/GO""?C+<O"Q9o<Ird,7?j"=lrpb&H

7^9#^?O"ClJD<krHCFEf=5l?G<?NEfrr|7h

&H7^9#

?E,XKhkIf

$s?<MCHeNx_*J;-ejF#<&j9/O5^6^JlYkG/87

&k?a"3liNj9/KP7FO?E,XKhkIf,D=J;-ejF#<

<VrV8k,W,"j^9#Lo"$s?<MCHK\39kH-O"/~TY

d5<S9826b,/87Fb"A7$3HGO"j^;s#`7m";-ej

F#<djO/87Fv3"HM(kY-G9#7?,CF"GINIfHO"=

,KWh5l"v0NPvrV8?h)6brE]1k3HK[+Jj^;s#$

s?<MCH&;-ejF#<No,r)FkH-K,X*J"Wm<ArHQ9

lP""?C+<,"kXrMK7Fb"=N!NXGK_5lk3H,]Z5l

^9#

;-ejF#<o,GO"J<K(9>hNMCHo</&3sTe<F#s0&

bGkNFXKo?CF]n,D=J<VrV8k3H,,WG9#lLK"Gb

p\*JX (79F`&lYk&;-ejF#<) +i"Gb#(JX (His6/

7gs&lYk&;-ejF#<) ^GNWhr)F^9#

79F`&lYk&;-ejF#<

79F`&;-ejF#<N<VO"$s?<MCHX"N;-e

jF#<djKP9kG*Ifi$sr=7^9#7?,CF"$

s?<MCH&;-ejF#<o,4LK*1khlbO"iSeries

p\79F`&;-ejF#<_jr,ZK=.9k3HKJj^

9#

MCHo</&lYk&;-ejF#<

MCHo</&;-ejF#<N<VO"iSeries *hS>NMCH

o</&79F`XN"/;9r)f7^9#MCHo</r$s

?<MCHX\39kH-O",ZJMCHo</&lYk&;-

ejF#<N<VrV8F"5vD"/;9d/~T+ibtNM

CHo</&j=<9r]n9k3H,,WG9#U!$"&)<

kO"MCHo</&;-ejF#<rD=K9kGbe=*Jj

JG9#$s?<MCH&5<S9&WmP$@< (ISP) O"MC

Ho</&;-ejF#<WhK*$FEWJrdrL?93H,

D=G"j"^?A3Gb"j^9#MCHo</&;-ejF#

<WhGO"ISP k<?<\3dQVjC/ DNS PvKX9k,

'NUk$,1JI"ISP ,s!9k;-ejF#<<VNbFK

D$F5Wr(93H,,WG9#

"Wj1<7gs&lYk&;-ejF#<

"Wj1<7gs&lYk&;-ejF#<N<VGO"f<6<

,CjN"Wj1<7gsHINh&KPC9k+r)f7^9#

lLK"HQ9k"Wj1<7gs4HK";-ejF#<_jr

=.9k3H,,WG9#l}"$s?<MCH+iHQ7?j"

$s?<MCHKs!9k"Wj1<7gsd5<S9KD$F

O";-ejF#<N;CH"CWKCLN[8r7F/@5$#
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3Nh&J"Wj1<7gsd5<S9O"MCHo</&79F

`X"/;99k}!rOw7F$k5vDf<6<KhCF"T

5KHQ5lkm1,"j^9#HQ9k;-ejF#<N<VG

O"5<P<&H/i$"sH&N>}K*1k!)3lr+P<

7F$k,W,"j^9#

AwlYk&;-ejF#<

AwlYk&;-ejF#<N<VO"MCHo</Nbtdj_

VGNG<?L.r]n7^9#$s?<MCHJI".j-Kg

1kMCHo</GL.r9kH-O"P/O@+i\*O@^G

NHiU#C/N.lr)f9k3H,G-^;s#HiU#C/

H=l,?VG<?O"w.5GO)fT=J?tN[Jk5<P

<VrA#5lF$-^9#"Wj1<7gs, Secure Sockets

Layer (SSL) rHQ9kh&K=.9kJIN;-ejF#<<V

rV8J$Bj"P)Xj5l?G<?Oh0TK+il?j"H

ol?j9km1,"j^9#AwlYk&;-ejF#<N<V

KhCF">N;-ejF#<&lYkN-&VrA#5lkG<

?r]n7^9#

$s?<MCH4LN;-ejF#<&]j7<r)FkH-O"FXKP7FD

LK;-ejF#<&]j7<r)FF/@5$#5iK"Fo,,>No,HN

VGINh&Kj_nQ9k+b-R7F"S8M9N?aNqg*;-ejF#

<&;<UF#<&MCHr=[7^9#

	
������������

;-ejF#<&]j7<

HQ^?Os!9kF$s?<MCH&5<S9O"iSeries 79F`H=l,\3

5lF$kMCHo</Kj9/r]7^9#;-ejF#<&]j7<HO"H

%Kj09k3sTe<?<*hSL.j=<9KP9k`nK,Q5lk,'N

8^jG9#3liN,'O"*}*;-ejF#<"M*;-ejF#<"I}

;-ejF#<"*hSMCHo</&;-ejF#<JINNhKo?j^9#

;-ejF#<&]j7<GO"]n7?$bNH"79F`&f<6<K|T9

kbNrjA7F$^9#;-ejF#<&]j7<O"7,"Wj1<7gsr

_W7?j"=TNMCHo</rH%9klgK";-ejF#<WhNpWr

s!7^9#;-ejF#<&]j7<KO"!)psN]ndEWJQ9o<I

Nn.JI"f<6<,ToJ1lPJiJ$nH,-R5l^9#;-ejF#

<&]j7<KO";-ejF#<<VNzLrbK?<9k}!b-R7J1l

PJj^;s#3Nh&JbK?<O"B4Intr9j41h&H9kM*,$

k+I&+r=L9kNKr)A^9#

;-ejF#<&]j7<r+/9kKO";-ejF#<N\*r@NKjA7

J1lPJj^;s#;-ejF#<&]j7<r)F?JiP"=3K^^lk

,'rBTK\9?aN9FCWrhiJ1lPJj^;s#3liN9FCWG

O",'r\T9k?aK">HwN1}",WJ=UH&'"*hSO<I&'

"NIC,Tol^9#^?"3sTe<?<D-rQ99klgO";-ejF

#<&]j7<r977F*+J1lPJj^;s#3lO"Q9KhCF88k

77$j9/KPh9k3H,\*G9# iSeries Information Center NHTC/
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Vp\79F`&;-ejF#<*hSWhWG JKL Toy Company N;-ejF

#<&]j7<Ncr2H9k3H,G-^9#

;-ejF#<N\*

;-ejF#<&]j7<rn.*hSBT9kKO"\*r@NK7F*+J1

lPJj^;s#;-ejF#<N\*O"J<K(9+F4j<N 1 DJeK,

`5l^9#

j=<9]n (Resource protection)
j=<9]nKhj"vDf<6<7+79F`N*V8'/HK

"/;9G-J$h&K7^9#"ifko`N79F`&j=<

9r]nG-kH$&3H,"iSeries N9jN 1 DG9#79F

`K"/;9D=Jf<6<N5^6^J+F4j<rmU</j

A9k,W,"j^9#^?";-ejF#<&]j7<n.Nl

DH7F"3liN0k<WNf<6<KINh&J"/;9"r

?(k+rjA7J1lPJj^;s#

'Z (Authentication)
;C7gsNjjNj=<9 (M^?O^7s) ,"B]KvN\

M^?O^7sG"k3HrN'^?O!:9k3H#xGJ'Z

Khj"6>rHCF79F`rHQ9kH$&;-ejF#<&

j9/+i]n7F/l^9#3Nh&K6>rH&lg"w.T

^?Ou.TO"6N ID rHQ7F79F`K"/;97^9#

>h"79F`GO'ZKQ9o<IHf<6<>rHQ7F-^

7?# G#8?kZ@qGO"5iKB4J'Z}!rHQ9k3

H,G-kH1~K">Kb;-ejF#<eNx@,"j^9#

$s?<MCHNh&Jx0MCHo</K79F`rjs/9k

lgO"f<6<'Z,77$!5rz-u1^9#$sHiMC

H,$s?<MCHH[JkEWJ@O"5$s*s9kf<6<

NH5r.QG-k3HG9#7?,CF">hNf<6<>HQ

9o<IKhkm0*sj3-Khk'Zhjb"5iK/OJ'

Z}!NNQr?uKM(J1lPJj^;s#'Z5l?f<6

<O"=NvDlYkKpE$F"5^6^Jo`N"B,'ai

l^9#

vD (Authorization)
;C7gsNjjNM^?O3sTe<?<,"WarBT9kv

Dr}CF$k3HrN'9k3H#vDO"79F`&j=<9

XN"/;9"r}D"^?O79F`K*1k`nrBTG-k

M^?ObNrhj9kWm;9G9#Lo"vDO"'ZN3s

F-9HbGBT5l^9#

]4- (Integrity)
e.ps,=Nw.psH1lG"k3HrN'9k3H#]4-

r}r9kKO"G<?N]4-H79F`N]4-N50r}r

7F*+J1lPJj^;s#

v G<?]4-: G<?,$'ZNQ9^?O;}+i]n5lF

$k3HG9#G<?]4-Khj"vD5lF$J$T,ps

reTu.7?jQ99kH$&;-ejF#<&j9/+i]

h 4 O $s?<MCH&;-ejF#<NWh 15

../rbapk/rbapkex7.htm
../rbapk/rbapkex7.htm
../rzahu/rzahurzahu401usingdcm.htm


n5l^9#MCHo</bK]I5lF$kG<?N]nN>

K".j-Kg1k=<9NG<?,79F`KJ~7F-?l

gK"G<?]4-r]Z9k;-ejF#<,5iK,WKJ

k3Hb"j^9#79F`K~CF/kG<?,x0MCHo

</+iNbNG"klgO"J<Nh&J3HrD=K9k?

aN;-ejF#<}0,,WKJk3H,"j^9#

– G<?,XFkY5l?jra5l?j9kNrI.^9#L

o"3lKOEf=r<$^9#

– Aw,Q95lF$J$3Hr]Z7^9 (G<?]4-)#

– Aw,Tol?3HrZ@7^9 (sq])#-hO"P?Q_

^?OZ@Q_a<kNER*JyA*,,WKJk+b7l

^;s#

v 79F`]4-: =|5lkQU)<^s9G"79F`,lS

-N"k"=|5lkkLr8_P93HG9#iSeries Nlg"

79F`N]4-O"Gb+nH5l,AJ;-ejF#<WG

G9#=lO"79F`N]4-,"iSeries "<-F/Ac<N

p\*Jt,@+iG9#?H(P";-ejF#<&lYkr

40 ^?O 50 K7F$kH"iSeries "<-F/Ac<O""?

C+<KHCF"*Zl<F#s0&79F`NWm0i`r^

M?j"Q99kN,-oaFq7/Jj^9#

sq] (Non-repudiation)
sq]O"His6/7gs,/87?3H""k$OaC;<8

rw.^?Ou.7?3HrZ@9kbNG9#His6/7g

s"aC;<8"*hSI-easHKVp>W9k?aNG#8

?kZ@qHx+0EfGO"sq]r5]<H7F$^9#w.

&*hSu.&N>T,"r9,Tol?3HK1U7^9#G<

?eNG#8?kp>,",WJZ@rs!7^9#

!)- (Confidentiality)
!)ps,Wi$Y<HN^^G"p0T+iOiilF$k3H

rN'9k3H#!)-Omg*JG<?&;-ejF#<KHC

FEWG9#G#8?kZ@qH Secure Sockets Layer (SSL) Kh

kG<?NEf=O".j-Kg1kMCHo</GG<?r>w

9klgK"!)-rNBJbNK9kNKr)A^9#;-ej

F#<&]j7<GO"MCHo</bNpsH"MCHo</+

iPFT/lgNpsKP7FINh&K!)-rs!9k+KD

$F@Z7F$J1lPJj^;s#

;-ejF#<h0NF: (Auditing security activities)
;-ejF#<X"N$YsHrbK?<7F".y"/;9bT

.y (q]) "/;9b-?7^9#.y"/;9&l3<IO"

79F`G/,?rTCF$k+r(7^9#T.y (q]) "/

;9&l3<IO";-ejF#<rKm&H7?+""k$O7

9F`XN"/;9K-ol.7F$kbN,$k3HrNi;^

9#

;-ejF#<N\*r}r7F*/3HO"MCHo</&;-ejF#<NK

<:H"$s?<MCH&;-ejF#<NK<:r9YF9j~s@;-ejF

#<&]j7<rn.9kNKrK)A^9# JKL Toy Company N e-business N
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7Jj*r!$9lP"\*rjA7";-ejF#<&]j7<rn.9kNK

r)A^9#7Jj*KPl9kqRN$s?<MCHHQ!H;-ejF#<W

hO"BRqK*1kt?/NBuNe=cG9#

����: JKL Toy Company � e-business ��

3N7Jj*GO"5?*JS8M9NcH7F"JKL Toy Company rhje2^

9#1RGO"$s?<MCHrHQ7?S8M9P]NH%rWh7F$^9#

3NqROU#/7gsG9,"e-business N?aN$s?<MCHxQWhd=N

kLH7FN;-ejF#<&K<:O"BRqK*1k5^6^JqRNu7r

e=7F$^9#

JKL Toy Company O"gjGOJ$,^.97F$k*bAc=$qRG"l7S

+i?3"+o$$%$0k_NRg&^Gr7$^9#3NqRNR9KHCF

O"S8M9N.9H".9K<&EYr7,K3~7? iSeries ,$+KZ:7F

/lk+,X4vG9#qW^M<8c<N Sharon Jones O"iSeries N79F`I

}H79F`&;-ejF#<r$5lF$^9#

JKL Toy Company GO"bt"Wj1<7gsKX9k;-ejF#<&]j7<

,"1 /JeNV"djJ/?Q5lF$^9#1RO=_"hjz(*Kbtp

sr&-9k?aK"$sHiMCHN=[rWh7F$^9#5iK"S8M9

r5iKdJ9k?aK"$s?<MCHN3~bWh7F$^9#3liN\*

KO"*si$s&+?m0r^`$s?<MCH&^<1F#s02~NWhb

^^l^9#1~K"$s?<MCHrxQ7F!)psrjb<H&5$H+i

qRN*U#9Kw.9k3Hbu>7F$^9#^?"_W<N>HwK&f+

/N\*G$s?<MCHXN"/;9rvD7?$H$&u>b"j^9#G*

*KO"\R,1RN Web 5$HrxQ7F>\*si$sXc,G-kh&K

7?$HM(F$^9# Sharon O"3liNh0Kx_*K<&CjN;-ej

F#<&j9/H"=Nj9/rG.BK9k?aK,WJ;-ejF#<<VK

X9kspqrn.7F$^9# Sharon O"qRN;-ejF#<&]j7<r

977"NQ,hj7?;-ejF#<<VrBTK\9H-NU$TKJk=j

G9#

3NqR,$s?<MCHXN2~r/=9k\*O"J<NH*jG9#

v mg*J^<1F#s0&-csZ<sNlDH7F"lL*JkH$a<8H

=N8_6rbak#

v \R*hSNd9?CUK*si$sN=J+?m0rs!9k#

v \R5<S9r~19k#

v >HwKERa<kH WWW XN"/;9rs!9k#

iSeries 79F`K/OJp\79F`&;-ejF#<,woCF$kh&K7?

eG"JKL Toy company GOMCHo</&lYkGN]nrT&?aKU!$"

&)<k=JNX~HHQrhj7^7?#3NU!$"&)<kO"$s?<M

CHKX"9k?tNx_*Jj9/+i"btNMCHo</rWG7F/l^

9#J<K"3NqRK*1k$s?<MCH / MCHo</N=.r^(7^

9#
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^K(9h&K"JKL Toy company KO"2 DNgWJ iSeries 79F`,8_7

^9# 1 DO+/Q (JKLDEV) N79F`"b& 1 DO\VQ (JKLPROD) "W

j1<7gsN79F`G9#3liN79F`O$:lb,"g4H3NG<?

H"Wj1<7gsr7CF$^9#=N?a"3liN79F`G$s?<MC

H&"Wj1<7gsrBT9k3HO>^7/"j^;s#=3G"iSeries r7

,KIC7 (JKLINT)"$s?<MCH&"Wj1<7gsrBT9k3HK7^7

?#

3NqRGO~UMCHo</eK7,79F`r[V7"3lHRbNgWbt

MCHo</HNVGU!$"&)<krHQ9k3HKhj"+RMCHo</

H$s?<MCHHN,ZJ,%,]Z5lF$^9#3Nh&K,%9k3HK

hj"bt79F`,5i5lk$s?<MCH&j9/r:/5;k3H,G-

^9#7,N iSeries r$s?<MCH&5<P<lQH9k3HKhj"3NqR

GO"MCHo</&;-ejF#<NI}rhjJiJbNK7F$^9#

3NJ,GO"7,N iSeries eGg4H3N"Wj1<7gsrBT9k3HO"

j^;s# e-business WhN3NJ,GO"7,79F`Khj"E*Jx0 Web

5$HN_rs!7F$^9#7+7"qRGO"5<S9NfGd=N>D=-

N"k"?C/rI_9k?aK"79F`d?D9k Web 5$Hr]n9k;

-ejF#<<VrV8k3Hru>7F$^9#=3G"/OJp\;-ejF

#<<VN[+K"Q1CH&U#k?<`n,'H"MCHo</&"Il9Q

9 (NAT) ,'G79F`r]n9k=jr)FF$^9#

18 iSeries: IBM SecureWay: iSeries 400® H$s?<MCH



3NqRGO"hjbYJx0"Wj1<7gs (e-commerce Web 5$Hd(/9

HiMCH&"/;9JI) r+/9kK7?,CF"hjbYJ;-ejF#<

<VrV8F$/3HKJj^9#
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79F`&;-ejF#<N<VO"$s?<MCHNp\;-ejF#<djK

P9kG*Ifi$sr=7^9#7?,CF"$s?<MCH&;-ejF#<

o,4LK*1khlbHO"OS/400 Np\;-ejF#<_jr,ZK=.9k

3HK"j^9#J<rBT7F"79F`&;-ejF#<,G.WorNBK

~?9h&K7F/@5$#

v ;-ejF#<&lYk (QSECURITY 79F`M) r 50 K_j7^9#;-

ejF#<&lYk 50 GO"GblYkN]4-]nrs!7^9#$s?<

MCHNh&Jj9/Nb$D-G79F`r]n9kKO"lYk 50 r//

*+a7^9#

m: bYJHis6/7gsX~N79F`"^?O}gU!$k&79F`r

-/HQ9k"Wj1<7gsrHQ7F$klgO";-ejF#<&l

Yk 50 GN`nKhCF"79F`^?O"Wj1<7gsN-=,c<

9k3H,"j^9#

F iSeries ;-ejF#<&lYkKD$FN\YO"ViSeries ;-ejF#<

Njz-W r2H7F/@5$#

m: =_;-ejF#<&lYk, 50 hj<GBT5lF$klgO"`nj

g+"Wj1<7gsr979k,W,"k+b7l^;s#ViSeries !)

]nrbqW K(9psr!$7F+i"hjbYJ;-ejF#<&

lYkKQ97F/@5$#

v ;-ejF#<X"79F`Mr/J/Hbd)_jMKa$MK_j7^9#

*Zl<7gs&JS2<?<N;-ejF#<&&#6<I^?O Technical

Studio N Security Advisor rHQ7F"+,N_jMHd)_jMrfS9k3

H,G-^9#

v IBM s!Nf<6<&WmU!$kr^a"f<6<&WmU!$kKGU)k

H&Q9o<I,J$3HrN'7^9#GU)kH&Q9o<I,O

(ANZDFTPWD) 3^sIrHQ7F"GU)kH&Q9o<I,"k+I&+r

!:7^9#

v *V8'/H"BrHQ7FEWJ79F`&j=<9r]n7^9#79F`

GOBj5l?"Wm<ArhCF/@5$#D^j"GU)kHGO"/b,

i$Vij<dG#l/Hj<JIN79F`&j=<9XN"/;9,)B5

lF$^9 (PUBLIC *EXCLUDE)#3Nh&J)BU-j=<9K"/;9G-

kf<6<O"/tKBj7^9#aKe<rp7?"/;9)BO"$s?<

MCHD-GO=,GO"j^;s#

v 79F`K*V8'/H"Br_j9k,W,"j^9#*V8'/H"BKX

9k\YO"ViSeries ;-ejF#<Njz-W NXiSeries JS2<?

<YNOr2H7F/@5$#
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79F`&;-ejF#<NG.Wor=.9kKO"Security Advisor
(Technical Studio Web 5$H+ixQD=) ^?O;-ejF#<&&#6<I

(iSeries JS2<?<&$s?<U'<9+ixQD=) rHQ9k3H,G-^

9#Technical Studio N Security Advisor GO"l"NAdKP9kszrp

K7F";-ejF#<Nl"Nd)v`rs(7F$^9#3liNd)_jr

2MK7F",WJ79F`&;-ejF#<N_jr=.9k3H,G-^9#

!)]n&#6<IGb"l"NAdKP9k~zrpK7Fd)_jrs(7^

9#;-ejF#<&"IP$6<HO[Jj"3Nd)_jrpK7F&#6<

IK+,N79F`&;-ejF#<_jr=.5;k3H,D=G9#

iSeries G-N;-ejF#<!=r,ZK=.*hSI}9lP"?/Nj9/r

G.BK!5(k3H,G-^9#?@7"iSeries r$s?<MCHK\39kl

gO"btMCHo</NB4-r@k?aN;-ejF#<<Vr5iKV8k

,W,"j^9# iSeries NFQ79F`&;-ejF#<,djJ/!=9k3H

,N'G-?JiP"$s?<MCHHQN?aNqg*;-ejF#<WhNl

DH7F"5iKJs@;-ejF#<<VrV8k`w,0C?3HKJj^

9#
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.j-Kg1kMCHo</K\39kH-O"MCHo</&lYkGBu9k

;-ejF#<<Vb^a";-ejF#<&]j7<Kqg*J;-ejF#<

!=r-R9k3H,,WG9#U!$"&)<kN$s9H<kO"qg*JM

CHo</&;-ejF#<<Vr8+9kKO"GIN}!N 1 DG9#

5iK"$s?<MCH&5<S9&WmP$@< (ISP) O"MCHo</&;-

ejF#<WhK*$FEWJrdrL?93H,D=G"j"^?=&9Y-G

b"j^9#MCHo</&;-ejF#<!=GO"ISP k<?<\3NU#k

?<,'dQVjC/&Ia$s&M<`&5<S9 (DNS) PvJI"$s?<M

CH&5<S9&WmP$@< (ISP) ,s!9k;-ejF#<<VNbFKD$

F5Wr(93H,,WG9#

U!$"&)<kON+K"mg;-ejF#<WhK*1kf4*JIfi$s

HJj^9,"=l,#lNIfi$sH$&o1GO"j^;s#$s?<MC

HeNx_*J;-ejF#<&j9/O5^6^JlYkG/87&k?a"3

liNj9/KP7FO#tXKhkIfrD=K9k;-ejF#<<VrV8

k,W,"j^9#

U!$"&)<kKhCF"koN"?C/+iO=,K]n5lF$Fb"U!

$"&)<kO;-ejF#<&=je<7gs4NNltG7+"j^;s#?

H(P"SMTP a<k"FTP"*hS TELNET Nh&J"Wj1<7gsrp7F

$s?<MCHeKw.9kG<?r"U!$"&)<kO,:7b]n9k3H

OG-^;s#3NG<?rEf=7J$Bj"$s?<MCHeN/Gb,"G

<?,8hKO/^GK3NG<?K"/;99k3H,G-^9#

iSeries 79F`dbtMCHo</r$s?<MCHK\39klgO"U!$"

&)<k=Jrf4*JIfi$sH7FHQ9k3Hr?uK!$9Y-G9#

IBM Firewall for AS/400 rb&Xc9k3H,G-:"3N=JN5]<H,b&

u1ilJ$lgGb"HQG-k=JO?/5s"j^9#

{8N IBM Firewall for AS/400 +i=N>N=J^?O iSeries M$F#V&MC

Ho</N;-ejF#<!=XN^$0l<7gsKD$FO"VAll You Need

to Know When Migrating from IBM Firewall for AS/400W (SG24-6152) r2H

7F/@5$#

&QU!$"&)<k=JGO"MCHo</&;-ejF#<&F/Nm8<N

4hr+P<7F*j" JKL Toy Company Gb"=N e-business ;-ejF#<

N7Jj*K*$F"=&7?U!$"&)<krMCHo</N]nKHQ9k

3HK7^7?#7+7"7,K3~7? iSeries $s?<MCH&5<P<KP7

FO"U!$"&)<kOlZN]nrT$^;s#=3G"3NqRGO iSeries

Q1CH&k<k!=rBu7F"$s?<MCH&5<P<NHiU#C/r)

f9k?aNU#k?<H NAT ,'rn.9k3HK7^7?#
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iSeries Q1CH&k<kKD$F

Q1CH&U#k?<,'O"jA7?p`K>CF IP Q1CHrq]^?Ou

z9k3HG"3sTe<?<&79F`r]n9k3H,D=G9# NAT ,'

GO""k IP "Il9rLN IP "Il9 (x0 IP "Il9) KV-9(k3H

G"0tf<6<+ibtN79F`psr#C9k3H,D=G9# IP Q1C

H&U#k?<H NAT ,'O"MCHo</&;-ejF#<&F/Nm8<N

3"G9,"04K!=9kU!$"&)<k=JH1lYkN;-ejF#<O

s!7F$^;s#04JU!$"&)<k=JH iSeries Q1CH&k<k!=N

IAiKhj9k+KD$FO";-ejF#<NK<:H\*r5EK,O9k

,W,"j^9#

HTC/XiSeries MCHo</&;-ejF#<&*W7gsN*rYr!$7

F";-ejF#<&K<:K~8?"Wm<Arhj9k?aKr)FF/@5

$#

��������

U!$"&)<kO"]n5l?btMCHo</H"$s?<MCHNh&J.

j-Kg1kMCHo</NVNcIG9#?/NkHG"btMCHo</rB

4K$s?<MCHK\39k?aKU!$"&)<krHQ7F$^9,""k

btMCHo</rLNbtMCHo</+i]n9k?aKHQ9k3HbG-

^9#

U!$"&)<kGO"]n5l?btMCHo</H.j-Kg1kMCHo<

/NVK")f5l? 1 DN\@ (Ag</]$sHHFPlk) ,"j^9#U

!$"&)<kO!N3HrT$^9#

v btMCHo</Nf<6<,"MCHo</N0&K"kvD5l?j=<9

rHQG-kh&K7^9#

v MCHo</N0&NvD5lF$J$f<6<,"btMCHo</Nj=<

9rHQ9kNrI.^9#

U!$"&)<kr"$s?<MCH (^?O=N>NMCHo</) XN2<H&

'$H7FHQ9kH"btMCHo</XNj9/rx7/o:9k3H,G-

^9#U!$"&)<k!=,;-ejF#<&]j7<NX(N?/rBT9k

?a"U!$"&)<krHQ9k3HGMCHo</&;-ejF#<NI}b

J1KJj^9#

U!$"&)<kNEH_

U!$"&)<kNEH_r}r9k?aK"MCHo</r"/;9)fNP]

HJkSkG"kHM(F_^9#3NSkN~j}OmS<7+"j^;s#3

NmS<KO",dTr^(kuU8",dTrFk9kYww,*j",dTN

T0r-?9k?aNSG*&+ai"=lK3NSkN,dTr'Z9kPC8

I_hjuV,[w5lF$^9#

3liNjJO"3NSkXN"/;9rdjJ/)f7F$k+b7l^;s#

7+7"b7'Zru1F$J$M*,3NSkK&^/~j~aP"3N/~T

NT0+iSkrik}!O"j^;s#?@7"3N/~TN0-rFk7F$

lP"3N/~T,hkT3JT0r+D1k!qb"j^9#
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U!$"&)<kN3s]<MsH

U!$"&)<kOO<I&'"H=UH&'"N8gG"j"loKHQ9k3

HKhj"MCHo</NltXN5vD"/;9rI03H,G-^9#U!$

"&)<kO!N3s]<MsH+iJj^9#

v O<I&'"#U!$"&)<kNO<I&'"O"Lo"U!$"&)<kN

=UH&'"!=BTlQN"L9N3sTe<?<duV+iJj^9#

v =UH&'"#U!$"&)<kN=UH&'"KO5^6^J"Wj1<7g

s,"j^9#MCHo</&;-ejF#<H$&Q@K*$F"U!$"&

)<kO"FoNF/Nm8<KhCFJ<Nh&J;-ejF#<)frB=

7F$^9#

– $s?<MCH&WmH3k (IP) Q1CH&U#k?<`n

– MCHo</&"Il9Q9 (NAT) 5<S9

– SOCKS 5<P<

– HTTP"Telnet"FTP"JI"Fo5<S9N?aN Proxy 5<P<

– a<k&jl<&5<S9

– ,dIa$s&M<`&5<S9 (DNS)

– m0-?

– j"k?$`&bK?<

m: ltNU!$"&)<kGO"VPN (>[d_MCHo</) 5<S9rs!

7F$kNG"HQ7F$kU!$"&)<kH=N>N_9-N"kU!

$"&)<kNVGEf=5l?;C7gsr;CH"CW9k3H,G-

^9#

U!$"&)<k&F/Nm8<NHQ

U!$"&)<k"Proxy 5<P<"SOCKS 5<P<"^?O NAT ,'rHQ9

kH"btf<6<O$s?<MCHeN5<S9KB4K"/;99k3H,G

-^9#Proxy 5<P<H SOCKS 5<P<O"btpsr.j-Kg1kMCH

o</+i#C9k?aK"U!$"&)<kG TCP/IP \3rZG7^9#^?

5<P<O"ICm0-?!=b}CF$^9#

NAT rHQ9kH"$s?<MCH&f<6<O"U!$"&)<kNXeK"k

x05<P<KJ1K"/;99k3H,G-^9#=NlgGbU!$"&)<

kOMCHo</r]n7F/l^9#3lO"NAT ,btN IP "Il9r#C

9k+iG9#

U!$"&)<kO"U!$"&)<k,HQ9k DNS 5<P<rs!9k3H

G"btpsr]n9k3HbG-^9# DNS 5<P<OB]KO 2 DG9#

1 DObtMCHo</KX9kG<?KHQ9kbN"U!$"&)<keNb

& 1 DO"0tMCHo</HU!$"&)<k+HKX9kG<?QG9#3l

KhCF"bt79F`KX9kpsXN0t+iN"/;9r)f9k3H,G

-^9#

U!$"&)<ko,rjA9klg"H%Kj9/r?(kh&JbNO9YF

X_7"=lJ0O9YFvD9k@1G=,G"kHM(k3H,"k+b7l

^;s#3sTe<?<HaTOd(:77$"?C/}!rnjP7F/kN

G"3liN"?C/rI0}!r0bCFM(F*+J1lPJj^;s#eR
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NSkNcNh&K"?i+N}!G"/+,IfrMK7?{urFk9k,W

b"j^9#lLK"/~rI0hjO"/~+is|9k},;2,g-/"3

9Hb++j^9#

U!$"&)<kNlg"GINo,O"F9HQ_N.j-N"k"Wj1<7

gs@1rvD9kH$&bNG9#3No,K>(P"U!$"&)<keGB

T9Y-5<S9Nj9Hr04KjA7J1lPJj^;s#F5<S9O"\

3N}~ (b&+i0&"^?O0&+ib&) KhCF==9k3H,G-^9#

F5<S9NHQrvD5lkf<6<H"=N?aN\3,G-k^7sbj9

H7F/@5$#

MCHo</]nN?aKU!$"&)<kGG-k3H

U!$"&)<kr"f<6<NMCHo</H"$s?<MCH (^?O=N>

N.j-Kg1kMCHo</) HN\3@NVK$s9H<k7^9#9kHU

!$"&)<kKhj"f<6<NMCHo</XN~j}@r)B9k3H,G

-^9#U!$"&)<kKhj"f<6<NMCHo</H$s?<MCHNV

K1lN\@ (Ag</]$sHHFPlk) ,_1il^9#\@, 1 DJN

G"MCHo</KP~j9kHiU#C/NvDrhjJ1K)f9k3H,G

-^9#

U!$"&)<kO1lN"Il9H7Fx+5l^9#U!$"&)<kO"b

tMCHo</&"Il9O#C7?^^"Proxy 5<P<^?O Socks 5<P<

dMCHo</&"Il9Q9 (NAT) rp7F".j-Kg1kMCHo</XN

"/;9rs!7^9#3&7F"U!$"&)<kObtMCHo</NWi$

P7<r]i7^9#MCHo</KX9kpsrWi$Y<HK7F*/3H

O"U!$"&)<kG6>rHC?"?C/ (9W<U#s0) ru1K//9k

?aN}!N 1 DG9#

MCHo</XN"?C/Nj9/rG.=9k?aK"U!$"&)<kOf<

6<,MCHo</XNHiU#C/NP~jr)fG-kh&K7^9#U!$

"&)<kOMCHo</K~kHiU#C/9YFrB4KU#k?<K]1"

CjN8hXN"CjN?$WNHiU#C/7+~lJ$h&K7^9#3&9

k3HG"/+, TELNET dU!$k>wWmH3k (FTP) rHQ7Fbt79

F`XN"/;9rM@9kj9/rG.=7^9#

MCHo</]nN?aKU!$"&)<kGOG-J$3H

U!$"&)<kKhCF"koN"?C/+iO=,K]n5lF$Fb"U!

$"&)<kO;-ejF#<&=je<7gs4NNltG7+"j^;s#?

H(P"SMTP a<k"FTP"*hS TELNET Nh&J"Wj1<7gsrp7F

$s?<MCHeKw.9kG<?r"U!$"&)<kO,:7b]n9k3H

OG-^;s#3NG<?rEf=7J$Bj"$s?<MCHeN/Gb,"G

<?,8hKO/^GK3NG<?K"/;99k3H,G-^9#
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iSeries 400 Q1CH&k<k O"*Zl<7gs&JS2<?<&$s?<U'<

9+ixQD=J OS/400 N}g!=G9#Q1CH&k<k!=GO"2 o`N

3"HJkMCHo</&;-ejF#<&F/Nm8<r=.7F"iSeries 79

F`r]n9k?aK TCP/IP HiU#C/N.lr)f9k3H,G-^9#

v MCHo</&"Il9Q9 (NAT)

v IP Q1CH&U#k?<`n

NAT *hS IP U#k?<`nO"OS/400 K}g5l?Q<DG"j"PQ*K

79F`r]n9k?aNjJHJj(^9#lgKhCFO"?bc$-93H

J/"3N;-ejF#<&F/Nm8<G9YF,^+J(k3Hb"j^9#

7+7"3liNF/Nm8<O"\vNU#GNU!$"&)<k!=rnjP

9o1GO"j^;s#;-ejF#<NK<:H\*Kgo;"IP Q1CH&;

-ejF#<r1HGHQ7?j"^?OU!$"&)<kH;;FHQ9k3H

,G-^9#

m: iSeries B079F`N]nrWh7F$klgO"39Ho:H$&3HO0

,KV/Y-GO"j^;s#3Nh&Ju7GO"79F`N;-ejF#

<O39Hhj%h5l^9#B079F`KP7FGgBN]nr]Z9k

?aKO"U!$"&)<kNHQrM87F/@5$#

NAT H IP Q1CH&U#k?<`n"*hS>TN(4X8

MCHo</&"Il9Q9 (NAT) O"79F`r.lkQ1CHN=<9^?O

8hN IP "Il9rQ97^9# NAT O"Proxy 5<P<*hS SOCKS 5<

P<Keok"hj)a-N"k5<P<rs!7^9#^?"NAT O_9-NJ

$"IlC7s0=$r}DMCHo</1NNj_\3rD=K9k3HG"M

CHo</=$rJ1K9k3H,G-^9#=N?a"NAT N,'rHQ9k

H"%g7F$?j_9-NJ$"IlC7s0}0rHCF$k 2 DNMCHo

</VN2<H&'$H7F iSeries 79F`r!=5;k3H,G-^9#5i

K"NAT rHQ9lP"B"Il9r 1 DJeN"Il9K0*KV-9(k3

HG""kMCHo</NB IP "Il9r#C9k3HbG-^9# IP Q1C

H&U#k?<`nH NAT O*_$Kd-7g&bNG"k?a"MCHo<

/&;-ejF#<r/=9k?aK3liN!=rloKH&3H,QKK"j

^9#

NAT rHQ9lP"U!$"&)<kNXeK"kx0 Web 5<P<N`n,J

1KJj^9# Web 5<P<Nx+ IP "Il9O"dQNbt IP "Il9KQ

95l^9#3lKhj",WJP? IP "Il9Nt,/J/Jj"{8MCH

o</XNFA,G.BK^(il^9#^?"btf<6<,"dQNbt IP

"Il9r#C7J,i"$s?<MCHK"/;9G-k!=rs!7^9#

IP Q1CH&U#k?<`nO"Q1CHNXC@<psKpE$F"IP HiU

#C/r*r*KVmC/^?O]n9k3H,G-^9#*Zl<7gs&JS

2<?<N$s?<MCH&;CH"CW&&#6<IrHQ9lP">^7/J

$MCHo</&HiU#C/rVmC/9kp\*JU#k?<`n,'r"9

a/"J1K=.9k3H,G-^9#

IP Q1CH&U#k?<`nrHQ7F"J<Nh&J3H,D=KJj^9#
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v lHNU#k?<,'rn.7F"MCHo</K~k3HrvD9k IP Q1

CHH"MCHo</XN"/;9rq]9k IP Q1CHrXj9k3H,G

-^9#U#k?<,'Nn.~K"=liN,'r*}$s?<U'<9 (?

H(P"H</sjs0d$<5MCHs~JI) K,Q7^9##tN*}$

s?<U'<9K"3N,'r,Q9k3H,G-^9#"k$O"$s?<U

'<94HKL9N,'r,Q9k3HbG-^9#

v CjNQ1CHrvD^?Oq]9k?aN,'O"J<NXC@<psKpE

$Fn.9k3H,G-^9#

– 8h IP "Il9

– =<9 IP "Il9&WmH3k (?H(P"TCP"UDP JI)

– 8h]<H (?H(P"HTTP QN]<H 80)

– =<9&]<H

– IP G<?0i`}~ ($sP&sI^?O"&HP&sI)

– >w^?Om<+k

v >^7/J$HiU#C/dTWJHiU#C/,"79F`N"Wj1<7g

sKO+J$h&K9k3H,G-^9#^?"HiU#C/rLN79F`K

>wG-J$h&K9k3HbG-^9#3lKO"CjN"Wj1<7gs&

5<P<r,WH7J$ce` ICMP Q1CH (?H(P"PING Q1CHJI)

,^^l^9#

v U#k?<,',",'HlW9kQ1CHKX9kpsr}Dm0`\r79

F`&8c<JkKn.9k+I&+rXj7^9#lYps,79F`&8c

<JkKq-~^lkH"m0`\rQ99k3HOG-^;s#7?,CF"

m0O"MCHo</h0rF:9k}[*JD<kHJj^9#

iSeries �������	
�������������

lLK"$5'"/;9KP9k,<IG"kMCHo</&;-ejF#<&=

je<7gsO"]nrs!9kU!$"&)<k;QKM87F$^9#iSeries

400 r]n9k?aK"UkuwNU!$"&)<k=JrHQ9k+"^?O

OS/400 TCP/IP BuNlDH7FCjNMCHo</&;-ejF#<&F/Nm

8<r-zK9k+r*rG-^9#3NBuO"Q1CH&k<k!= (IP U#

k?<`nH NAT r^`) *hS HTTP for iSeries Proxy 5<P<!=+i.j

)CF$^9#

Q1CH&k<k!=HU!$"&)<kNIAirHQ9k+O"MCHo</

D-""/;9Wo"*hS;-ejF#<&K<:KhCF[Jj^9# iSeries

79F`dbtMCHo</r$s?<MCHd.j-Kg1kMCHo</K\

39klgO"U!$"&)<k=Jrf4*JIfi$sH7FHQ9k3Hr

?uK!$9Y-G9#

lLKU!$"&)<kO"0t"/;9XN$s?<U'<9Nt,BilF$

k"lQO<I&'"H=UH&'"+iJkuVG"k?a"3NlgOU!$

"&)<k,>^7$G7g&#$s?<MCHN"/;9]nN?aK OS/400

TCP/IP F/Nm8<rHQ9kH-O"0t"/;9K*<WsJ$s?<U'<

9H"Wj1<7gsr5tKbDFQWiCHU)<`rHQ7F$^9#

3Nc$,EWJ}3O$/D+"j^9#?H(P"U!$"&)<klQ=J

O"U!$"&)<k+Hr=.9kbNJ0K>KINh&J!=b"Wj1<

7gsbs!7^;s#7?,CF""?C+<,U!$"&)<kr(lF"/
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;9K.y7?H7Fb""?C+<O?$7?3HOG-^;s#l}""?C

+<, iSeries eN TCP/IP ;-ejF#<!=r(l?lgO""?C+<O5^

6^Jo`N-QJ"Wj1<7gs"5<S9"*hSG<?K"/;9G-k

D=-,"j^9#"?C+<O=lirHQ7F"=N79F`+HGKG*g

KurTC?j"btMCHo</N>N79F`XN"/;9rM@7?jG-

^9#

iSeries TCP/IP ;-ejF#<!=NHQru1~lil^9+? T*&H7F$k

9YFN;-ejF#<N*rK*$F"39HPxWNHl<I*UKpE$F

hjr<5J1lPJj^;s#S8M9N4<kr,O7F"j9/rG.=9

k?aN;-ejF#<K+1ilkqQH"INxY^G=liNj9/ri(

kN+KD$F"+Kak,W,"j^9#!N=GO"TCP/IP ;-ejF#<!

=H04J!=NU!$"&)<kuVHrfS7F"=l>lINh&JlgK

,7F$kN+r(7F$^9#3N=rH&H"MCHo</H79F`N]n

rs!9k]K"U!$"&)<krH&Y-+"TCP/IP ;-ejF#<!=rH

&Y-+""k$O>}NH_go;rH&Y-+r=G9k3H,G-^9#

;-ejF#<&F/

Nm8<

OS/400 TCP/IP F/Nm8<KG

,JHQ!

04J!=NU!$"&)<k

KG,JHQ!

IP Q1CH&U#k

?<`n

v !)G<?r7&x0 Web 5

<P<d$sHiMCH&79

F`JIN1l iSeries 79F

`QK"ICN]nrT&#

v Rb$sHiMCHN5VMC

Ho</r]n9k# iSeries

79F`,DjNRbMCHo

</KP9k2<H&'$ (+

8e"k&k<?<) H7F!

=7F$klg#

v iSeries 79F`,2<H&'$

H7F!=7F$k VPN (d_

MCHo</) ^?O(/9H
iMCHrp7F"?/.j-

N"kQ<HJ<HNL.r)

f9k#

v RbMCHo</,\37F

$k$s?<MCH^?O=

N>N.j-Kg1kMCH

o</+iRbMCHo</

4Nr]n9k#

v HiU#C/N?$g,O5

VMCHo</r"RbMC

Ho</NDjNt,+i]

n9k#

MCHo</&"Il

9Q9 (NAT)

v s_9N"IlC7s0=$r

}D 2 DN VPN (d_MCH

o</) r\3G-kh&K9

k#

v .j-Kg1kMCHo</+

i5VMCHo</N"Il9

r#9#

v $s?<MCH^?O=N>

N.j-Kg1kMCHo<

/K"/;99k/i$"s

HN"Il9r#9# Proxy

H SOCKS 5<P<Neoj

H7FHQ9k#

v $s?<MCHN/i$"s

H,"d_MCHo</N7

9F`N5<S9rHQG-

kh&K9k#

Proxy 5<P< v f{U!$"&)<k,$s?

<MCHXN"/;9rs!9

kH-K"RbMCHo</N

jb<H&m1<7gsG

Proxy rT&#

v $s?<MCHK"/;99

kH-K"RbMCHo</

4NN Proxy rT&#

h 6 O MCHo</&;-ejF#<&*W7gs 29



OS/400 TCP/IP ;-ejF#<!=NHQ!KD$FN\YO"!NqAr2H7

F/@5$#

v Q1CH&k<k (U#k?<`nH NAT)

v HTTP Server Documentation Center

v AS/400 Internet Security Scenarios: A Practical Approach (SG24-5954)
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� 7 � ���!�����	
����������

"Wj1<7gs&lYk&;-ejF#<N<VGO"f<6<,CjN"Wj

1<7gsHINh&KPC9k+r)f7^9#lLK"HQ9kF"Wj1<

7gs4HK";-ejF#<_jr=.9k3H,,WG9#l}"$s?<M

CH+iHQ7?j"$s?<MCHKs!9k"Wj1<7gsd5<S9KD

$FO";-ejF#<N;CH"CWKCLN[8r7F/@5$#3Nh&J

"Wj1<7gsd5<S9O"MCHo</&79F`X"/;99k}!rO

w7F$k5vDf<6<KhCF"T5KHQ5lkm1,"j^9#NQ9k

;-ejF#<N<VGO"5<P<&H/i$"sH&N>}G;-ejF#<

,5i5lkj9/r+P<7F$k,W,"j^9#

HQ9kF"Wj1<7gsN]nOEWG9,";-ejF#<&]j7<NB

u4NG;-ejF#<<V,L?9rdO.5$bNG9#

lL*J$s?<MCH&"Wj1<7gsr]n9k?aN\YKD$FO"J

<NZ<8r!$7F/@5$#

v XWeb 5<P<K*1k;-ejF#<Y

v 33Z<8NXJava $s?<MCH&;-ejF#<Y

v 36Z<8NXERa<k&;-ejF#<Y

v 37Z<8NXFTP ;-ejF#<Y

Web "�#�����	
����

Web 5$HK,dTN"/;9r'akH-b"5$HN;CH"CW}!dZ<

8N8.KHQ9k3<G#s0^Gx+9k3HO">^7/"j^;s#9Y

FNnHOqf"GT$"Z<8XN"/;9O"J1"b."+D7<`l9K

T(kh&K9k3H,\8G9#I}TO";-ejF#<rB\9k3HKh

CF Web 5$HK^$J9NFAr?(F7^oJ$h&K9k,W,"j^

9# iSeries 400 r Web 5<P<H7FHQ9klgO"J<N@rM87F/@

5$#

v 5<P<I}TO"/i$"sHH HTTP 5<P<HNPC,D=KJk0K"

5<P<KX9kG#l/F#VrjA9k3H,,WG9#;-ejF#<&

A'C/rn.9kKO"2 LjN}!"D^jFQ5<P<NG#l/F#V

H5<P<]nNG#l/F#V,"j^9# Web 5<P<XNWaO9Y

F"5<P<,Waru1U1k0KG#l/F#V,s!9k)sv`r9Y

F~?9,W,"j^9#

v 3liNG#l/F#VNn.HT8KO"5<P<K*1k5<P<=.QN

Web I}Z<8rH$^9#5<P<&G#l/F#VrH&H"Web 5<P

<N4NN6kq$r)fG-^9#5<P<]nG#l/F#VrH&H"

Web 5<P<,h}9kCjN URL K5<P<,HQ9k;-ejF#<&b

GkrXj7")fG-^9#

v 5<P<r=.9kKO"^CW^?OQ9&G#l/F#VH5<P<N Web

I}Z<8rHQ9k3H,G-^9#
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– iSeries N Web 5<P<GU!$k>r^9/9k?aK"MAP ^?O

PASS G#l/F#VrHQ7^9#5iK\7/$(P"Web 5<P<,h

}9k URL ,V+lF$kG#l/Hj<r)f9k PASS 5<P<&G#

l/F#VH"MAP 5<P<&G#l/F#V,"j^9#^?"CGI-BIN

Wm0i`,os9ki$Vij<r)f9k EXEC 5<P<&G#l/F

#Vb"j^9#

5<P<N URL 4HK]nG#l/F#VrjA7^9#9YFN URL K

]nG#l/F#V,,WJo1GO"j^;s#?@7"URL Nj=<9

XN"/;9}!^?O"/;99kMr)f7?$lgO"=N URL N]

nG#l/F#V,,WG9#

– ^?"WRKHTTPCFG (HTTP =.Nh}) 3^sIrHCFG#l/F#Vr

~O9kNGOJ/"5<P<N Web I}Z<8rHCF"5<P<r=.

9k3H,G-^9#3^sIT$s?<U'<9+i]nG#l/F#Vr

H&H"nH,soK#(KJk3H,"j^9#7?,CF"G#l/F#

VrNBK57/;CH"CW9kKO"Web I}Z<8rHQ7F/@5

$#

HTTP KOG<?r=(9k!=O"j^9,"G<?Y<9&U!$kNG<

?rQ99k3HOG-^;s#7+7"G<?Y<9&U!$kr979k,

W,"k"Wj1<7gsrn.9k3Hb"j^9#3lrT&H-O"

CGI-BIN Wm0i`rHQ9k3H,G-^9#?H(P"f<6<,U)<`

K-~7*(kH"iSeries G<?Y<9r979kU)<`rn.7h&HW&

3Hb"j^9#;-ejF#<I}TO"=Nf<6<&WmU!$kN"B

H CGI Wm0i`,BT9k!=rbK?<9kh&K7F/@5$#^?"

!)*V8'/H,T,ZJ&L"Br}DD=-b!$7F/@5$#

m: CGI (&L2<H&'$&$s?<U'<9) O"Web 5<P<H Web 5<

P<N0tK"k3sTe<?<&Wm0i`VNpsr9N?aNH&8

`G9#3NWm0i`O"Web 5<P<,T/fN*Zl<F#s0&7

9F`G5]<H5lF$kWm0i`@lG"lP"IlrHCFbn.

9k3H,G-^9#

Web Z<8GO"CGI Wm0i`rHQ9kJ0K"Java rHQ7?$lg,

"j^9# Java r Web Z<8KIC9k0K,:"Java ;-ejF#<r}

r7F*$F/@5$#

HTTP 5<P<O"5<P<rL8?"/;9H"/;9nTN>}rbK?<

9kNKHQG-k"/;9&m0rs!7^9#

Proxy 5<P<O"Web Vi&6<+i HTTP Waru1hj"=liNWa

r Web 5<P<KFw7^9#Waru1hk Web 5<P<O"Proxy 5<P

<N IP "Il97+'N7^;s#Waru1hk Web 5<P<O"=NW

aNw.5G"k PC N>0d"Il9r=LG-^;s# Proxy 5<P<O"

HTTP"U!$k>wWmH3k (FTP)"Gopher"*hS WAIS KD$FN URL

Warh}G-^9#

Web "/;9r}g9k?aK"IBM HTTP Server for iSeries N HTTP

Proxy 5]<HrHQ9k3HbG-^9# Proxy 5<P<O"HiC-s0N
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\*G"URL War9YFm0K-?9k3HbG-^9#3&9lP"=Nm

0r!$7F"MCHo</&j=<9NHQ*hSmQrbK?<9k3H,

G-^9#

3NoKD$FN\YO"ViSeries ;-ejF#<Njz-W r2H7F

/@5$#

Java ��������	
����

Java Wm0i_s0O"#|N3sTe<F#s0D-K-/;)7F-F$^

9#?H(P"f<6<N79F`G IBM Toolbox for Java d IBM Developer Kit

for Java rHQ7F7,N"Wj1<7gsr+/7F$k+b7l^;s#7?

,CF"Java KX"9k;-ejF#<djKhjH``wr7J1lPJj^;

s#U!$"&)<kO"lL*J$s?<MCHN;-ejF#<&j9/KP

9k%l?IfIGO"j^9,"Java NHQKhCF88k?/Nj9/KP9

kIfKOJj^;s#;-ejF#<&]j7<KO""Wj1<7gs""W

lCH"*hS5<VlCHH$& Java N 3 DNEWJNhKP7F79F`r

]n9k?aN\YrH_~^J1lPJj^;s#^?"Java Wm0i`N'Z

H"BN@+i"Java Hj=<9&;-ejF#<Nj_nQKD$F}r9k,

W,"j^9#

Java "Wj1<7gs

@lH7FN Java O"Java Wm0i^<,]4-Ndjr/39h&JTmUK

hk(i<rH5J$h&K9k?aN"$/D+NC-r}CF$^9# (C d

C++ JI"PC "Wj1<7gsGh/HQ5lk>N@lNlgO"Wm0i^

<NTmUKhk(i<KP7FO"Java GTCF$kh&J/OJI_vOhi

lF$^;s#) ?H(P"Java O/OJ,`}!rHQ7F"Wm0i^<,*

V8'/HrTmUKHQ7J$h&K7^9# Java GO"]$s?<`nOv5

l^;s#3N?a"Wm0i^<,VcCFWm0i`Nabj<-&r6(?

j9k3HO"j^;s#"Wj1<7gs+/NQ@+iO"Java r>Nbe`

@lH1MK7&3H,G-^9#"Wj1<7gs_WKD$FO"iSeries 400

eN>N@lNlgH18;-ejF#<,'r,Q9k,W,"j^9#

Java "WlCH

Java "WlCHO"HTML Z<8KH_~`3HNG-k.5J Java Wm0i`

G9#"WlCHO/i$"sHeGBT5lkNG"=NBTbFO"/i$"

sH&GNX4vKJj^9#?@7"Java "WlCHO"iSeries 400 K"/;9

9kD=-,"j^9# (MCHo</bN PC G0n9k ODBC Wm0i`^

?OH%Wm0i`VL. (APPC) Wm0i`b1MK" iSeries X"/;99k

3H,G-^9#) lLK"Java "WlCHO"=l,8.5l?5<P<HN_

;C7gsrN)9k3H,G-^9#7?,CF"Java "WlCHO"+,,

iSeries (?H(P"Web 5<P<) +i8.5l?H-KN_"\3 PC +i

iSeries K"/;99k3H,G-^9#

"WlCHO"5<P<eN$UN TCP/IP ]<HK\3rn_k3H,G-^

9# Java Gn.5l?=UH&'"&5<P<Kw.9k,WO"j^;s#?@

7"IBM Toolbox for Java Gn.5l?5<P<Nlg""WlCHO5<P<X
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NU}~\3rN)9k]K"f<6< ID HQ9o<Irs!7J1lPJj^

;s#3NqAGrb5lF$k5<P<O9YF iSeries 5<P<G9# (Java

Gn.5l?5<P<O"IBM Toolbox for Java rHQ9k,WO"j^;s)#l

LK"IBM Toolbox for Java N/i9O"GiN\3~Kf<6<KP7F"f<

6< ID HQ9o<Ir~O9kh&WmsWHrP7^9#

"WlCH, iSeries G!=rBTG-kNO"f<6<&WmU!$k,=N!=

KP9kvDr}CF$klgN_G9#7?,CF"Java "WlCHrHQ7F

7,N"Wj1<7gs!=rs!9kH-O",ZJj=<9&;-ejF#<

}0,TDgKJj^9#79F`,"WlCH+iNWarh}9kH-O"f

<6<&WmU!$kNBj!=MrHQ7^;s#

"WlCH&Se<"<rHQ9kH"5<P<&79F`eG"WlCHrF9

HG-^9,"Vi&6<N;-ejF#<)BKO>$^;s#7?,CF""

WlCH&Se<"<O"+,N"WlCHN_rF9H9k?aKHQ7"0t

=<9+i"WlCHrBT9k3HO7J$G/@5$# Java "WlCHO"h

/f<6<N PC Ii$VKq-~_rT$^9#3lO"WlCHK"Ku*J

"/7gsrBT9k!qr?(F$kh&JbNG9#?@7"'Z-rN)9

k?aK"G#8?kZ@qrHQ7F Java "WlCHKp>9k3H,G-^

9#p>Q_N"WlCHO"Vi&6<NGU)kH_jKhCF PC m<+

k&Ii$VXNq-~_,X_5lF$Fb"=lrT&3H,G-^9#p>

Q_N"WlCHO"iSeries eN^CW5l?Ii$VKbq-~`3H,G-^

9#J<JiP"PC KO"3liNIi$V,m<+k&Ii$VNh&K+(k

+iG9#

m: eRN6kq$O"lLK Netscape Navigator H MS Internet Explorer KvF

O^j^9#B]K?,/3k+O"HQ9kVi&6<rINh&K=.

7"I}7F$k+KhCFg-/[Jj^9#

iSeries +i8.5l? Java "WlCHNlgO"p>Q_"WlCHrHQ7J

1lPJiJ$3H,"j^9#7+7"=<9NOC-j7J$p>Q_"Wl

CHOu1~lJ$h&f<6<lLrX37F*/,W,"j^9#

V4R4 J_GO"IBM Toolbox for Java rHQ7F Secure Sockets Layer (SSL) D

-r;CH"CW9k3H,G-^9#^?"IBM Developer kit for Java rHQ7

F Java "Wj1<7gsr SSL G]n9k3H,G-^9# Java "Wj1<7

gsG SSL rHQ9k3HKhCF"/i$"sHH5<P<VGO5lkf<6

< ID HQ9o<Ir^`"G<?NEf=,]Z5l^9#G#8?kZ@q^

M<8c<rHQ7F"SSL rHQ9k?aKP?Q_ Java Wm0i`r=.9

k3H,G-^9#

Java 5<VlCH

5<VlCHO"Java Gq+l?5<P<&N3s]<MsHG9#3lO"Web

5<P<N3<IrQ9;:K"Web 5<P<N!=-r0*KH%7^9# IBM

HTTP Server for iSeries KU07F$k IBM WebSphere Application Server O"

iSeries 79F`GN5<VlCHNHQr5]<H7F$^9#

j=<9&;-ejF#<O"5<P<,HQ9k5<VlCH&*V8'/HK

P7FHQ7J1lPJj^;s#?@7"j=<9&;-ejF#<r5<Vl
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CHK,Q7Fb"=lr=,K]n7F/l^;s# Web 5<P<,5<Vl

CHrm<I7F7^&H"j=<9&;-ejF#<O>N5<P<Gb=l,

BT5lkNrK_9k3HO"j^;s#7?,CF"HTTP 5<P<N;-e

jF#<I}HG#l/F#VKC(F"j=<9&;-ejF#<rHQ7J1

lPJj^;s#?H(P"5<VlCHr"Web 5<P<NWmU!$kN_G

BTG-kh&KO7J$G/@5$#5iK"HTTP 5<P<&0k<WH"/

;9)fj9H (ACL) rHQ7F"INf<6<,5<VlCHNBTrvD5l

F$kN+rI}7^9 (]nG#l/F#VG-<o<Ir^9/7^9)#^

?"WebSphere Application Server for iSeries K"kh&J"5<VlCH+/D<

k,s!9k;-ejF#<!=rHQ7J1lPJj^;s#

Java NlL*J;-ejF#<<VKD$FO"J<NqAr!$7F/@5$#

v IBM Developer Kit for Java XJava ;-ejF#<Y

v IBM Toolbox for Java N;-ejF#<&/i9

v iSeries ;-ejF#<Njz-

j=<9KP9k Java 'ZHvD

IBM Toolbox for Java KO;-ejF#<N?aN/i9,^^lF*j"f<6

<N ID !:rT&HHbK"*W7gsH7F"iSeries eGBTfN"Wj1<

7gs^?O5<VlCHKD$F*Zl<F#s0&79F`N9lCIK=N

ID rdjvF^9#=NeNj=<9&;-ejF#<&A'C/O"djvFi

l? ID NbHGTol^9#3liN;-ejF#<&/i9N\YKD$F

O"VIBM Toolbox for JavaWNX'Z5<S9Yr2H7F/@5$#

IBM Developer Kit for Java O"Java 2 Software Development Kit (J2SDK) 8`G

N8`H%G"k Java Authentication and Authorization Service (JAAS) N5]<H

rs!7^9#=_"J2SDK O"3<I,n.5l?ljH3<IKp>7?MK

pE$?"/;9)f (3<I&=<9&Y<9N"/;9)f) rs!7F$^

9#J2SDK NHQKD$FN\YO"XJava Authentication and Authorization

ServiceYr2H7F/@5$#

SSL Khk Java "Wj1<7gsN]n

Secure Sockets Layer (SSL) rHQ7F"IBM Developer Kit for Java G+/7?

iSeries "Wj1<7gsNL.r]n9k3H,G-^9# IBM Toolbox for Java

rHQ9k/i$"sH&"Wj1<7gsGb"SSL rxQ9k3HOD=G

9#H+N Java "Wj1<7gsG SSL r-zK9kH-NWm;9O">N"

Wj1<7gsNlgHOdd[Jj^9#

Java "Wj1<7gsGN Secure Sockets Layer I}N\YKD$FO"J<N

Information Center HTC/r2H7F/@5$#

v IBM Toolbox for Java NXSecure Sockets Layer (SSL) D-Y

v IBM Developer Kit for Java NXJava "Wj1<7gsr SSL G]n9kY
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$s?<MCH"k$O=N>N.j-Kg1kMCHo</GERa<krHQ

9kH"U!$"&)<krHCFb]nG-J$h&J;-ejF#<&j9/

K5i5lk3HKJj^9#3Nh&Jj9/r}r7";-ejF#<&]j

7<K"3liNj9/rG.BK^(k?aN}!r-R7F*+J1lPJj

^;s#

ERa<kO"L.NLAVHM(il^9#ERa<kG!)psrw.9kl

gKO"5EKJk3H,gZG9#ERa<kO"?/N5<P<rPFu.5

l^9#7?,CF"/+,ERa<kr5u7F=lrI`D=-b"j^9#

=3G"ERa<kN!)-r]n9k?aN;-ejF#<<VrHQ9k,W

,88^9#

lL*JERa<kN;-ejF#<&j9/

ERa<kNHQKX"7F"$/D+Nj9/,8_7^9#

v UiCG#s0 (5<S9826bNlo) O"79F`,?tNERa<k&a

C;<8GaiYKJkH/87^9#1lNERa<k&5<P<K?4|H

$&ERa<k&aC;<8 (uNaC;<8r^`) rw.7F5<P<r"U

l5;k1cJWm0i`rn.9k3HO""?C+<KHCFfS*J1G

9#,ZJ;-ejF#<,J$H"5<P<N]IG#9/,5QJaC;<

8G$CQ$KJCF7^&?aK"?<2CH&5<P<O5<P<]'HJ

j^9#"k$O"5<P<&j=<9,9YF"?C+<+iNa<kNh}

KHoCF7^&?a"5<P<,~zrd_7^9#

v 9Q_s0 (8cs/ERa<k) bERa<kGh/"kb& 1 DN?$WN

"?C/G9#$s?<MCHeG e-commerce r8+9kS8M9,9sKJ

kKDl"T,W^?Ol}*JS8M9X"NERa<k,z/*K}C7F

$^9#3l,8cs/&a<kG"j"ERa<k&f<6<Ng,OJ[[

hj9HKpE$Fwil"Ff<6<NERa<k&\C/9rlUK7F7

^$^9#

v !)-O"$s?<MCHP3G>TKERa<krw.9k3HKX"7?j

9/G9#3NERa<kO"=j7?8hK~#9k^GKt?/N5<P<

rLa7^9#aC;<8rEf=7F$J$lg"OC+<Ow.P)N$U

NO@Ga<kr5u7"I_hk3H,D=KJj^9#

ERa<k&;-ejF#<&*W7gs

UiCG#s0d9Q_s0Nj9/+i]n9kKO"ERa<k&5<P<r

,ZK=.7J1lPJj^;s#[HsIN5<P<&"Wj1<7gsG"3

liN"?C/KPh9k}!rs!7F$^9#^?"$s?<MCH&5<S

9&WmP$@< (ISP) HloKnHr7F"ISP K3Nh&J"?C/+iN]

nrs!7Fbi&3HbG-^9#

5iK,WHJk;-ejF#<<VO"ERa<kN"Wj1<7gs,s!9

k;-ejF#<!=H",WJ!)-NlYkK~8F[Jj^9#?H(P"

ERa<kNaC;<8NbFO=,K!)K5lF$kG7g&+#"k$O"

/.*hS8hN IP "Il9Nh&J"ERa<kKX"9k9YFNpsr!

)K7F*-?$G7g&+#
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"Wj1<7gsKhCFO",WJ]nrs!9k;-ejF#<!=r}g7

F$kbNb"j^9#?H(P"m<?9 N<D I_NGO"8q4N^?O

8qbND9NU#<kIrEf=9k!=r^a"$/D+N}g5l?;-e

jF#<!=rs!7F$^9#

a<krEf=9k?aK"m<?9 N<D I_NO"f<6<4HKlUNx

+0Hk)0rn.7^9#f<6<Nk)0rHQ7FaC;<8rEf=9k

NG"=Nf<6<Nx+0rbDf<6<@1,3NaC;<8rI`3H,G

-^9#8hG"kabNu.TKOx+0rw.9k,W,"j"3lKhCF

u.TOabNEfrIr9k3H,G-^9#/+,Ef=5l?a<krw.

7?lg"m<?9 N<D I_NOw.&Nx+0rHQ7FabNEfrIr

T$^9#

Wm0i`N*si$s&XkW&U!$kK"N<DNEf=!=NHQ!KD

$FNps,-\5lF$^9#

iSeries eNI_N™ N;-ejF#<KD$FN\YO"J<r2H7F/@5

$#

v Lotus Domino reference library

v Lotus Notes User Assistance Web 5$H

v Lotus Notes and Domino™ R5.0 Security Infrastructure Revealed (SG24-5341)

v Lotus Domino for AS/400 Internet Mail and More (SG24-5990)

ERa<kG!)psd"vHj"jb<H&/i$"sH"^?OS8M9&Q

<HJ<K=N>Npsrw.7?$H-KO"$/D+N*W7gs,"j^

9#

ERa<k&5<P<&"Wj1<7gs,3lr5]<H9klgO"Secure

Sockets Layer (SSL) rHQ7F"5<P<HERa<k&/i$"sHNVN;-

e"L.;C7gsrn.9k3H,G-^9# SSL O"3lrHQ9kh&K/

i$"sH&"Wj1<7gs,n.5lF$klg"*W7gsN/i$"sH

&N'Zb5]<H7^9#;C7gs4N,Ef=5lk?a"SSL O"G<?

,>wfNVNG<?]4-b]Z7^9#

>KHQD=J*W7gsH7F"VPN (>[d_MCHo</) \3N=.,"j

^9# V4R4 +iO"iSeries rHQ7F"jb<H&/i$"sHH iSeries 79

F`VN VPN b^aF"5^6^J VPN \3r=.9k3H,G-^9# VPN

rHQ9kH"L.(sI]$sHVGNHiU#C/,9YFEf=5l"G<

?!)-bG<?]4-b]Z5l^9#

FTP 	
����

FTP (U!$k>wWmH3k) O"/i$"sH (LN79F`Nf<6<) H5

<P<HNVNU!$k>w!=rs!7^9#^?"FTP Njb<H&3^sI

!=rHQ9kH"5<P<KP7F3^sIrj~9k3HbG-^9#7?,

CF"FTP O"jb<H&79F`rHC?nH""k$O79F`VGNU!$
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kN\0KsoKrK)A^9#7+7"$s?<MCH"k$O>N.j-Kg

1kMCHo</G FTP rHQ9kH"$/D+N;-ejF#<&j9/K5i

5lk3HKJj^9#3Nh&Jj9/r}r7F";-ejF#<&]j7<

K"3liNj9/rG.BK^(k?aN}!r-R7F*+J1lPJj^;

s#

v *V8'/H"B}0GO"79F`G FTP rvD9kH-K=,J]nrs

!7J$D=-,"j^9#

?H(P"*V8'/H2N&L"BO *USE G"CFb"#|KX7FO"

VaKe<&;-ejF#<WrHCF"[HsINf<6<,=N*V8'/

H2K"/;9G-J$h&K9kH7^9# (aKe<&;-ejF#<Kh

CF"f<6<OaKe<&*W7gsKJ$bNOlZBTG-J/Jj^

9#) FTP f<6<OaKe<KP7F?N)BbJ$?a"79F`K"k9

YFN*V8'/HrI_hk3H,G-^9#3N;-ejF#<&j9/r

)f9k?aN*W7gsr(7^9#

– 79F`eN iSeries *V8'/H&;-ejF#<r04K!=5;^9#

(@$9(lP"79F`N;-ejF#<&bGkr"VaKe<&;-ej

F#<W+iV*V8'/H&;-ejF#<WKQ97^9#) 3lOGI

G"+DGbB4J*W7gsG9#

– FTP N?aNP}Wm0i`rq-"FTP rP37F>w5lkD=-N"k

U!$kXN"/;9r)B7^9#3liNP}Wm0i`O"/J/Hb

aKe<&Wm0i`KhCFs!5lk;-ejF#<H1yG"k;-e

jF#<rs!7^9# FTP "/;9)fr"5iK)B*K9k3Hru

>7F$k\Rb?$O:G9#3N*W7gsO FTP N_r+P<9kb

NG"ODBC"DDM"^?O DRDA JI">N$s?<U'<9O+P<7

^;s#

m: U!$kKP9k *USE "BO"f<6<,U!$kr@&sm<I9k

3HrvD7^9#U!$kKP9k *CHANGE "BO"f<6<,U

!$kr"CWm<I9k3HrvD7^9#

v OC+<O"FTP 5<P<KhCFV5<S982W6br7+1k3HG"7

9F`eNf<6<&WmU!$krHQTDK9k3H,G-^9#3lO"

f<6<&WmU!$k,HQG-J/Jk^GT5JQ9o<IGNm0*s

r+jV93HKhCFTol^9#3Nh&J6bKhCF5$s*sNBY

G"k 3 s\K#9kH"WmU!$kOHQTDKJj^9#

3Nj9/rr1k?aKG-k3HK""?C/rG.=9k?aN;-ej

F#<N}CH""/;9NJX5H$&djKX9kHl<I*UN,O,"

j^9# FTP 5<P<OLo"QMAXSIGN 79F`MrBT9k3HG"OC

+<,Q9o<Ird,7FQ9o<I&"?C/r7+1kH$&3Hr"5

)BKG-J$h&K7^9#HQrM89Y-*W7gsr(7^9#

– FTP 5<P<Nm0*sP}Wm0i`rHQ7F"FTP "/;9,vD5l

J$h&KXj7?"ifk79F`&f<6<&WmU!$k"*hSf<

6<&WmU!$kKhkm0*sWarq]7^9# (3Nh&JP}Wm

0i`rHQ9kH-"VmC/9kf<6<&WmU!$kKD$FN5<

P<Nm0*sP}@KhCFq]5l?m0*snTO"WmU!$kN

QMAXSIGN stH7F+&sH5l^;s#)

– FTP 5<P<Nm0*sP}Wm0i`rHQ7F"FTP 5<P<XN"/;

9,vD5lkCjNWmU!$k+i/i$"sH&^7sr)B7^9#
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?H(P"qWNT, FTP rvD5lF$klg"qWtgN IP "Il9

,"k3sTe<?<+iN FTP 5<P<&"/;9KD$FN_f<6

<&WmU!$kOvD5l^9#

– FTP 5<P<Nm0*sP}Wm0i`rHQ7F"9YFN FTP m0*s

nTKD$Ff<6<>H IP "Il9rm0K-?7^9#3Nm0Oj|

*K!$7F"Q9o<InTNBYK#7FHQTDKJC?WmU!$k

,"lP"IP "Il9psKhCFOC+<r1L7"7+kY-jJrHj

^9#

5iK"FTP 5<P<NP}@rH&H"29H&f<6<KP9k?>N FTP

!=rs!9k3H,G-^9#B4J?>N FTP 5<P<r_j9kKO"FTP

5<P<Nm0*sH"FTP 5<P<NWa!ZNP}@N">}NP}Wm0i

`,,WKJj^9#

V5R1 +iO"Secure Sockets Layer (SSL) rHQ7F"FTP 5<P<KD$FB4

JL.;C7gsrs!9k3H,G-^9# SSL rHQ9kH"FTP 5<P<

H/i$"sHNVGO5lk"f<6<>dQ9o<Ir^`9YFNG<?K

D$F!)-r]}9k?aK"9YFN FTP Aw,Ef=5l^9# FTP 5<

P<O"/i$"sH'ZN?aNG#8?kZ@qNHQb5]<H7^9#

FTP NHQ!"=Nj9/"*hSD=J;-ejF#<<VN\YKD$FO"

!NqAr!$7F/@5$#

v FTP ;-ejF#<NBu

v ?> FTP

v FTP N]n

v iSeries ;-ejF#<Njz-

h 7 O "Wj1<7gs&;-ejF#<&*W7gs 39
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JKL Toy company N7Jj*GO"2 o`NWi$^j< iSeries 400 79F`,

"C?3HrN'7F/@5$# 1 DO+/Q"b& 1 DO\VQ"Wj1<7

gsQG7?#3liN79F`O$:lb,"g4H3NG<?H"Wj1<7

gsr7CF$^9#=3G"$sHiMCHH$s?<MCHN"Wj1<7g

sr7&?aK"~UMCHo</eK7, iSeries 79F`rIC9k3HKhj

7^7?#

~UMCHo</rN)9k3HKhj"btMCHo</H$s?<MCHNV

r"*}*K,%G-k3H,]Z5l^9#3Nh&K,%9k3HKhj"b

t79F`,5i5lk$s?<MCH&j9/r:/5;k3H,G-^9#7

,N iSeries 400 r$s?<MCH&5<P<lQH9k3HKhj"3NqRG

O"MCHo</&;-ejF#<N#(JI}rZ:7F$^9#

$s?<MCHD-GO-OOKo?CF;-ejF#<,,WKJk?a"IBM

GO"$s?<MCHeG e-business rT&?aN;-e"&MCHo</D-r

]Z9k;-ejF#<&*U!js0N+/r31F-^7?#$s?<MCH

D-GO"79F`G-N;-ejF#<H"Wj1<7gsG-N;-ejF#

<N>},TolF$kh&K7J1lPJj^;s#?@7"Rb$sHiMC

H^?O$s?<MCH\3KhCF!)psr>w9kKO"hj/OJ;-e

jF#<&=je<7gsrBu9k,W,}g7^9#3Nh&Jj9/H.&

KO"$s?<MCHr.lF$kVKG<?NAwr]n9k;-ejF#<<

VrBu9k,W,"j^9#

.j-Kg1k79F`eGpsr>w9k3HK<&j9/rG.BK9kK

O"iSeries K*1k 2 o`NAwlYkGN;-ejF#<&*U!js0rxQ

9k3H,G-^9#9JoA"Secure Sockets Layer (SSL) Khk;-e"L.

H"VPN (>[d_MCHo</) Khk\3G9#

SSL Khk"Wj1<7gsN]n

Secure Sockets Layer (SSL) WmH3kO"/i$"sHH5<P<VGNL.r]

n9k?aNH&8`G9# SSL O\h"Web Vi&6<&"Wj1<7gsN

?aK+/5l?bNG9,"=_GO>N"Wj1<7gsKb SSL rHQG-

kbN,}C7F$^9# iSeries Nlg"!NbN,^^l^9#

v IBM HTTP Server for iSeries (*j8JkH Apache KhkH%G)

v FTP 5<P<

v Telnet 5<P<

v ,6jl<7gJk&G<?Y<9&"<-F/Ac< (DRDA) H,6G<?I

}

v (DDM) 5<P<

v ^M<8asH&;sHik

v Directory Services Server (LDAP)

v *Zl<7gs&JS2<?<*hSl"N Client Access Express "Wj1<7

gs&Wm0i_s0&$s?<U'<9 (API) Kq-~^lk"Wj1<7g

sr^`"Client Access Express "Wj1<7gs
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v Developer Kit for Java rHQ7F+/5l?Wm0i`H IBM Toolkit for Java

rHQ9k/i$"sH&"Wj1<7gs

v "Wj1<7gsG SSL rHQD=K9k?aKHQG-k"Secure Sockets

Layer (SSL) "Wj1<7gs&Wm0i_s0&$s?<U'<9 (API) rH

Q7F+/7?Wm0i`# SSL rHQ9kWm0i`Nq-}KD$FN\

YO"VSecure Sockets Layer APIWr2H7F/@5$#

3liN"Wj1<7gsN$/D+O"/i$"sH'ZN?aNG#8?kZ

@qNHQb5]<H7^9# SSL GO"G#8?kZ@qKhCF"L.jjN

'Zd";-e"\3NN)rTCF$^9#

iSeries >[d_MCHo</ (VPN)

iSeries N VPN \3rHQ9lP"2 (sI]$sHVGN;-e"L.AcMk

,N)G-^9# SSL \3H1MK"(sI]$sHVG>w5lkG<?rEf

=9k3HG"G<?!)-HG<?]4-N>},]Z5l^9#7+7"VPN

\3GO"Xj7?(sI]$sHXNHiU#C/N.lrBj7"=N\3r

HQD=JHiU#C/No`r)B9k3H,G-^9#=N?a"VPN \3G

O"5vD"/;9+iMCHo</&j=<9r]n9kju1r9k3HG"

MCHo</&lYkGN;-ejF#<rB=7^9#

HQ9Y-}0KD$F

IAiN;-ejF#<}0Gb";-e"'Z"G<?!)-"*hSG<?]

4-N,WOM87F$^9#IAiN}0rHQ9k+KD$FO"$/D+N

WGKhCFhj7^9#M89Y-WGO"L.jjO/+"L.KHQ9k"

Wj1<7gsO?+"L.KINxYN;-ejF#<r|T9k+"=NL.

r]n9k?aK39HHQU)<^s9NHl<I*UrINh&K9k+"J

IG9#

5iK"SSL H&KCjN"Wj1<7gsrHQ9klgO"=N"Wj1<7

gsG SSL rHQG-kh&K;CH"CW9k,W,"j^9#?/N"Wj1

<7gsGO^@ SSL rxQ9k3HOG-^;s,"Telnet d Client Access

Express JI"SSL !=rIC7F$k"Wj1<7gsb?/"j^9#l}"

VPN GO"CjN\3N(sI]$sHVr.lk9YFN IP HiU#C/r]

n9k3H,D=G9#

?H(P"=_ SSL eG HTTP rHQ7"S8M9&Q<HJ<KbtMCHo

</N Web 5<P<X\3rvD7F$kH$&lg,"j^9# Web 5<P<

,"+,HS8M9&Q<HJ<NVG,WHJk#lN;-e"&"Wj1<7

gsG"klg""(F VPN \3XNZjX(OM(J$G7g&#7+7"L

.NH%rM(F$klgGO"eojK VPN rHQ9k3H,|T5l^9#

^?"MCHo</NltGHiU#C/r]n9k,WO"CFb"SSL rHQ

9kh&KF/i$"sHH5<P<rDLK=.9k3HO>^J$"H$&u

7b"j(^9#3Nh&JMCHo</NltKP7FO"2<H&'$V VPN

\3rN)9k3H,G-^9#3lKhj"HiU#C/O]n5l^9,"\

3O"=N>&K*1kD9N5<P<H/i$"sHKHCF)a*JbNHJ

j^9#
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SSL �	
�%�&��������

G#8?kZ@qO"/OJ'Z}!G"jB4JL.Kr)D Secure Sockets

Layer (SSL) rHQ9k?aNpWrs!7^9# iSeries 400 GO"OS/400 N}

g=!=G"kG#8?kZ@q^M<8c< (DCM) KhCF"G#8?kZ@

qrFWKn.+DI}9k!=r79F`Hf<6<Ks!7^9#

5iK"IBM HTTP Server for iSeries JIN"Wj1<7gsr=.7F"/i$

"sH'ZN/OJjJH7F"f<6<>HQ9o<INeojKG#8?kZ

@qrHQ9k3H,G-^9#

G#8?kZ@qHO

G#8?kZ@qO"Q9]<HH1M"Z@qNj-TN ID r!:9kG#8

?k.$ZG9#'ZI (CA) HFPlk.jG-kh0T!X, "G#8?kZ

@qrf<6<H5<P<K/T7^9#CA N.j-O"-zJ'ZH7FNZ

@qN.jpWHJCF$^9#

CA 4HK"CA ,'Zr/T9kNK,WJ1Lpsrhj9k?aN}K,"j

^9#$s?<MCH CA GO"1L>N_JI"o:+JpsN_r,WH7F

$klg,"j^9#1L>O"CA KhkG#8?kZ@N"Il9H"G#8

?kERa<kN"Il9N/ThHJkDM^?O5<P<N>0G9#k)0

Hx+0,"=l>lN'Z4HK8.5l^9#Z@qKOx+0,^^l"V

i&6<^?O]nU!$kKOk)0,^^l^9#Z@qNj-TO"3li

N0rHQ7F"aC;<8dI-easHJING<?KVp>W7"=lrE

f=7Ff<6<H5<P<VGw.7^9#=Nh&JG#8?kp>Khj"

"$F`N/T5N.j-,]Z5l"=N"$F`N]4-,]n5l^9#

?/N"Wj1<7gsGO^@ SSL rxQ9k3HOG-^;s,"Telnet d

Client Access Express JI"SSL !=rIC7F$k"Wj1<7gsb?/"j

^9#iSeries "Wj1<7gsG SSL rHQ9k}!KD$FO"iSeries

Information Center GVSSL Khk"Wj1<7gsN]nWr2H7F/@5

$#

Telnet �	
�����	'�	
� SSL
V4R4 GO"Secure Sockets Layer (SSL) rHQ7F Telnet L.;C7gsr]n

9kh&K" Telnet 5<P<r=.9k3H,G-^9# SSL rHQ9kh&K

Telnet 5<P<r=.9kKO"G#8?kZ@q^M<8c< (DCM) rHQ7

F"HQ9k Telnet 5<P<GZ@qr=.7J/FOJj^;s#GU)kH

G"Telnet 5<P<O";-e"\3Hs;-e"\3N>}r7$^9#?@

7"Telnet G;-e"&;C7gsN_,D=HJkh&K"Telnet r=.9k3

H,D=G9#5iK"hj/OJ/i$"sH'ZN?aNG#8?kZ@qr

HQ9kh&K Telnet 5<P<r=.9k3H,G-^9#

Telnet G SSL NHQr*r9k3HO";-ejF#<eN/OJx@,"j^

9# Telnet Nlg"5<P<'ZN[+K"Telnet WmH3kGN"ifkG<

?&Um<Kh)A"G<?NEf=,Tol^9# SSL ;C7gs,N)5lk

H"f<6< ID HQ9o<Ir9r^`9YFN Telnet WmH3k,Ef=5l

^9#
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Telnet 5<P<NHQK"?CFM89Y-GbEWJWGO"/i$"sH&;

C7gsGHQ9kpsN!)-G9#ps,EW+D!)G"klgO"SSL r

HCF iSeries Telnet 5<P<r;CH"CW9kH-zG9# Telnet "Wj1<

7gsKD$FG#8?kZ@qr=.9klg" Telnet 5<P<O"SSL /i$

"sHGb"s SSL /i$"sHGb0n9k3H,G-^9#;-ejF#<&

]j7<,"Telnet ;C7gsr,:Ef=9kh&Wa7F$klgO"9YF

Ns SSL Telnet ;C7gsrHQG-J$h&K7^9# SSL Telnet 5<P<r

HQ9k,W,J$lgO"SSL ]<Hr*UK9k3H,G-^9#

ADDTCPPORT 3^sIrHQ7F"]<HrHQTDK9k3H,G-^9#=

N]<Hr*UK9kH"5<P<O/i$"sHKs SSL Telnet rs!7"SSL

Telnet ;C7gsOHQG-J/Jj^9#

Telnet *hS"SSL N-5K++oi: Telnet N?aN;-ejF#<&RsH

KD$FN\YO"J<NqAr2H7F/@5$#

v Information Center NXTelnetYHTC/GO"iSeries eG Telnet rHQ9k?

aK,WJpsrs!7F$^9#

v XTelnet N]nYGO"SSL H Telnet rloKHQ7F Telnet L.;C7gs

r]n9k]Npsrs!7F$^9#

v ViSeries ;-ejF#<Njz-W GO"TCP/IP ;/7gsGN Telnet

;-ejF#<KX9k\YJpsr(7^9#

	
�� Client Access Express �	
� SSL
V4R4 GO"Secure Sockets Layer (SSL) rHQ7F Client Access Express L.;

C7gsr]n9kh&K"Client Access Express 5<P<r=.9k3H,G-

^9#?H(P".99kK7?,CF"JKL Toy company GO"FON0rNd

wr?t"9?CUKC(^7?#3liNNdwO"F\rON*U#9K*1

k iSeries B079F`+i"PYD=J*bAc"*hS=$|Nu7KX9kp

sK"/;99k,W,"j^9#3NG<?O!)N?a"JKL Toy GO"Nd

w,B4J Client Access Express rp7FN_psK"/;9G-kh&K7^7

?#

SSL rHQ9kH"Client Access Express K*1k;C7gsN9YFNHiU#

C/O"Ef=9k3H,G-^9#3lKhj"G<?,m<+k&[9HHj

b<H&[9HVG>w5lkaxG"I_hilF7^&3HrI_7^9#

SSL rHQ7? Client Access Express KX9k\YO"J<NqAr!$7F/@

5$#

v Secure Sockets Layer I}

v Client Access Express H*Zl<7gs&JS2<?<N]n

v IBM Developer Kit for Java SSL

v IBM Java Toolbox SSL
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�������	
� VPN (����������)
VPN (>[d_MCHo</) H"3lKhCFs!5lk;-ejF#<NHQ,

aZ9kH1~K" JKL Toy company Gb"$s?<MCHeGG<?r>w9

k?aN*W7gsrOw7F$^9#1RGO"GaKJCF"k.,OJ*b

Ac=$qRrc}7F*j"RqRH7F?D7F$/}KG9# JKL GO">

RNVGpsrr99k3H,,WKJj^9#>RHb iSeries 79F`rHQ7

F*j" VPN \3rHQ9k3HG"2 DNMCHo</VN\3K,WJ;-

ejF#<,s!5l^9# VPN GO">hNlQs~hj39Hro:9k3

H,G-^9#

VPN \3rHQ9kH"vHj"0sjN>Hw"!kqR"S8M9&Q<HJ

<"=N>HN\3r)f*hS]n9k3H,G-^9#

\3K VPN rHQ9kHajCHN"kf<6<NcH7F"J<Nh&Jf<

6<,s2il^9#

v jb<H^?ObP$kNf<6<

v [<`&*U#9+ivHj^GNf<6<""k$O=lJ0N*U5$HK

LV9kf<6<

v kHV (B2B) L.

!)-Nb$79F`XNf<6<&"/;9r)B7J1lP";-ejF#

<&j9/,/87^9#79F`K"/;9G-kTr)B7J$H"Rbps

N!)-,]?lJ$m1,}7^9#79F`eNpsr&-9k,W,"kM

@1K"79F`XN"/;9rvD9kWh,,WKJj^9# VPN GO"'

ZdG<?&Wi$P7<JI";-ejF#<eNEWJ!=rs!9kH&

K"MCHo</&HiU#C/r)f9k3HbD=G9##tN VPN \3r

N)9kH"F\3KD$F/,IN79F`K"/;9G-k+r)f9k3H

,D=KJj^9#?H(P"qWHMvO"=l>lN VPN rp7Fjs/7

^9#

f<6<K$s?<MCHrp7F79F`K\39kvDr?(kH"kHN!

)G<?r""?C/ru1kD=-N"kx0MCHo</eKw.9kD=-

,"j^9#>wG<?r]n9k?aN*W7gsN 1 DO"0tT+iNWi

$P7<H;-ejF#<r]Z9kEf=}!H'Z}!rHQ9k3HG9#

VPN \3O"79F`VNL.r]n9kH$&CjN;-ejF#<&K<:K

=je<7gsrs!7^9# VPN \3GO"\3N 2 DN(sI]$sHVr

.lkG<?r]n9k3H,G-^9#5iK"Q1CH&k<k&;-ejF

#<rHQ7F"VPN eGvD5lk IP Q1CHNo`rjA9k3HbG-^

9#

VPN rHQ7F".j-N"k)f5l?(sI]$sHVr.lkHiU#C/

r]n9k?aN;-e"\3rn.9k3H,G-^9#=lGb"VPN rHQ

9kQ<HJ<KP7FIl@1N"/;9rs!9k+KD$FM(F*+J1

lPJj^;s# VPN \3O"x0MCHo</rAB9kG<?rEf=9k

3H,G-^9#7+7"VPN \3N=.}!KhCFO"=N\3rp7FL.

rT&btMCHo</er.lkG<?rEf=7J$3H,"j^9#7?,

CF"F VPN \3N;CH"CW}!KD$FOmU</Wh7J1lPJj^

;s# VPN NQ<HJ<KP7FO""/;95;?$btMCHo</eN[

9H^?Oj=<9@1K"/;9rvD9kh&K7F/@5$#

h 8 O Aw;-ejF#<&*W7gs 45
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?H(P"_K,"ktJKOINh&JbN,"k+H$&psr,WH7F$

khzh,"kH7^9#3NpsO"$sHiMCHN Web Z<8r979k

NKHQ9kG<?Y<9K"j^9#3NhzhKP7FO"VPN \3KhC

F"3liNZ<8XN>\"/;9rvD9k3Hru>7F$^9#?@7"

G<?Y<9=l+HNh&J>N79F`&j=<9K"hzhr"/;95;

?/O"j^;s#,$Kb">(sI]$sHVNHiU#C/r]<H 80 K

)B9kh&K"VPN \3r=.9k3H,G-^9#]<H 80 O"HTTP Hi

U#C/,HQ9kGU)kH&]<HG9#7?,CF"=NhzhO"3N\

3@1G7+ HTTP Wad~zrwu.9k3H,G-^;s#

VPN \3er.lkHiU#C/No`r)BG-k3H+i"3N\3GOMC

Ho</&lYkGN;-ejF#<<Vrs!7^9#?@7"VPN GO"79

F`KP~j9kHiU#C/r,)9kNK"U!$"&)<kH1MN!=r

9k3HO"j^;s#^? VPN \3O"iSeries H>N79F`NVNL.r]

n9kNKxQG-k#lNjJGO"j^;s#;-ejF#<NK<:!hG

O"SSL rHC?},U5o7$3Hb"j^9#

,WH7F$k;-ejF#<r VPN \3,s!7F/lk+I&+O"?r]

n7?$+KhCF[Jj^9#^?"=N;-ejF#<rs!9k?aK"I

3^GHl<I*U,G-k+KhCFb[Jj^9#;-ejF#<KX7F<

9hjOIlb=&G9,"VPN \3,INxY;-ejF#<&]j7<r5]

<H9kN+rM87J1lPJj^;s#
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� 9 � ��������	
������

$s?<MCH&;-ejF#<r!$9k?aNpCH7F"^:"$/D+N

$s?<MCHQlrjA7^9#9GK$s?<MCHQlKON7F$kM

O"3N;/7gsr9-CW9k3H,G-^9#

Ef (Cryptography)
G<?r]n9k?aN}!#EfrHQ9kH"X8NJ$T,]Ips

rI_hC?j"L.r5u7?jG-J$h&K7F*$F"psr]I

7?j">NjjHL.7?j9k3HrD=K7^9#Ef=Khj"}

rD=JF-9Hr"=IG-J$G<?NGR (Ef8) KQ97^9#

Efr|O"=IT=NG<?r}rD=JF-9HK|57^9#$:l

NWm;9b"tXx0"k$O"k4j:`H""37?!)G<? (0)

rHQ7^9#

EfKO"!N 2 DNo`,"j^9#

v &Q / k)0 (PN) EfGO"1 DN0,L.9k 2 TG&Q9kk

)0G9#Ef=HEfr|O"$:lb180rHQ7^9#

v x+0 (sPN) EfGO"Ef=HEf=r|GO=l>lLN0rH

Q7^9#l}NL.TOx+0Hk)0r}CF$^9#3li 2 D

N0OtX*KX87F$^9,"x+0+ik)0rhjP9NOB]

eOTD=G9#/+Nx+0GEf=5l?aC;<8O"=lKX"

U1il?k)0GJ$HEf=r|G-^;s#"k$O"5<P<^

?Of<6<,k)0rHCF8qKVp>W7"x+0rHCFG#8

?kp>rEf=r|7^9#3lKhCF8qN=<9r!Z7^9#

Ef= (Encryption)
Ef=O"57$Efr|N}!rNiJ$TKHCFOI`3HNG-J

$A0KG<?rQ97^9#vD5lF$J$TGbpsreTu.9k

3HOD=G9#?@7"57$Efr|N}!rNiJ$H"=NpsO

}rT=G9#

$s?<MCH (Internet)
j_K\35l?$&*,ONXMCHo</NMCHo</Y#=7F"

3NVMCHo</NMCHo</WK\35lF$k3sTe<?<Nj

_L.rD=K9k"(4X8K"kl"N"Wj1<7gs#$s?<M

CHO"Vi&:D=Jps"U!$k>w"jb<H&m0*s"ERa

<k"Ke<9"=N>N5<S9rs!7^9#$s?<MCHO"XM

CHYHFPlk3Hb"j^9#

$s?<MCH0r9 (Internet key exchange) (IKE)
IKE WmH3kO"IPSec HloKHQ5l"Ef0N+08.H97@1

GJ/";-ejF#<X"N+0^Wb5]<H7^9#lLK"IKE O

VPN (>[d_MCHo</) NltH7FHQ5l^9#

$s?<MCH&/i$"sH (Internet client)
$s?<MCHrHQ7F"$s?<MCH&5<P<&Wm0i`KWa

rP7?j"$s?<MCH&5<P<&Wm0i`+ikLru1hC?

j9kWm0i` (^?Of<6<)##tN[Jk/i$"sH&Wm0i
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`,QU5lF*j"3lrHQ7F"=l>l[Jk?$WN$s?<M

CH&5<S9rWa9k3H,G-^9# Web Vi&6<O"/i$"

sH&Wm0i`N 1 DN?$WG9#U!$k>wWmH3k (FTP) O

^?LN?$WN/i$"sH&Wm0i`G9#

$s?<MCH&5<P< (Internet server)
$s?<MCHrp7FP~9k/i$"sH&Wm0i`+iNWaru

1~l"$s?<MCHrp7F3liN/i$"sHK~z9kWm0i

` (^?OlHNWm0i`)#$s?<MCH&5<P<O"$s?<MC

H&/i$"sH,"/;9G-k5$HHM(k3H,G-^9##tN

[Jk5<P<&Wm0i`,"!Nh&J=l>l[Jk5<S9r5]

<H7F$^9#

v Vi&: (X[<`&Z<8Y"*hS>N8qd*V8'/HHNjs

/)#

v U!$k>w#?H(P"/i$"sHO"5<P<+i+,"FKU!

$kr>w9kh&KWa9k3H,G-^9#3NU!$kH7FO"

=UH&'"97"=Jj9H"8qJI,"j^9#

v (l/HmKC/&3^<9 (ER&hz)#?H(P"psNWad=

JN*<@<JI#

$s?<MCH&5<S9&WmP$@< (Internet service provider) (ISP)
m<+kNECqR,f<6<r$&*,ONECMCHo</K\39k

NH18h&J}!G"f<6<r$s?<MCHK\39kH%#

$s?<MCH> (Internet name)
IP "Il9NL>#IP "Il9O"10.5.100.75 Nh&K"9$tzA0r

7F*j"P(kN,L]G9#3N IP "Il9r$s?<MCH>Kd

jvFk3H,G-^9#?H(P"!NH*jG9#

system1.vnet.ibm.com

$s?<MCH>O"04$~Ia$s&M<`HbFPl^9#X@RN

[<`&Z<8r4w/@5$YH$C?-pGO"[<`&Z<8&"I

l9KO"IP "Il9GOJ/"$s?<MCH>,-\5lF$^9#

3lO"$s?<MCH>N},P(d9$+iG9#

04$~Ia$s&M<`O$/D+Nt,+iJj^9#?H(P"

system1.vnet.ibm.com

O"J<Nt,G=.5lF$^9#

com: 9YFN&QMCHo</#Ia$s&M<`N3Nt,O"$s

?<MCH X8!X (0tH%) KhCFdjvFil^9#[J

ko`NMCHo</KO[Jk8z,djvFil^9 (?H(

P"&QNlgO com"5i!XNlgO edu)#

ibm: H%N?aN ID#Ia$s&M<`N3Nt,b"$s?<MCH

X8!XKhCFdjvFil"7+b=lOG-G9#!N ID

O$&G 1 DNH%7+}D3H,G-^;s#

ibm.com

vnet: !N3<IbN79F`N0k<W,1N 1 D#

ibm.com
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3N ID O"bt*KdjvFil^9#ibm.com NI}TO"

1 DJeN0k<W,1rn.9k3H,G-^9#

system1:
vnet.ibm.com 0k<WbN 1 DN$s?<MCH&[9HN>

0#

$s?<MCH&[9H (Internet host)
$s?<MCH^?O$sHiMCHK\35lF$k3sTe<?<#$

s?<MCH&[9HO"#tN$s?<MCH&5<P<&Wm0i`r

BT9k3H,"j^9#?H(P"$s?<MCH&[9HO"FTP 5

<P<rBT7F" FTP /i$"sH&"Wj1<7gs+iNWaK~

z9k3H,"j^9#1lN[9HG HTTP 5<P<rBT7F"Web

Vi&6<rHQ7?/i$"sH+iNWaK~z9k3H,"j^9#

5<P<&Wm0i`O"Lo"[9H&79F`NPC/0i&sIG

(PCAG) BT5l^9#

$sHiMCH (Intranet)
tgbtNMCHo</G"Web Vi&6<d FTP JIN$s?<MC

H&D<krHQ7^9#

(/9HiMCH (Extranet)
kHU!$"&)<kN0tK[V5l?#tN(1tgNdQS8M9&

MCHo</#(/9HiMCH&5<S9O"8`5<P<"ERa<

k&/i$"sH"*hS Web Vi&6<JI"{8N$s?<MCHN

$sUi9Hi/Ac<rHQ7^9#3N?a(/9HiMCHO"j-

"rg%G-kMCHo</rn.&]i9klghjbqQ,/J/FQ

_^9#(/9HiMCHNlgO"&LNx2r}Dhzh"5<S9s

!5"*hS\RO"3NH%$s?<MCHrHQ7F"[)JS8M9

X8H/OJL.kgrA.9k3H,G-^9#

/iC+< (Cracker)
-Ur}C?OC+<#

x+0$sUi9Hi/Ac< (Public key infrastructure) (PKI)
G#8?kZ@N79F`G"CA *hS$s?<MCH&His6/7g

sKX89kFTNEv-r!:*hS'Z9k=N>NP?I#

1L> (Distinguished name)
1L>O"'ZI (CA) KhkG#8?kZ@N/ThNDM^?O5<P

<N>0G9#Z@qO"Z@qNj-"r(9?aK3N>rs!7^

9#Z@qr/T9k CA N}KKhCFO"1L>K>NvDpsrH

_~`3H,G-^9#

9W<U#s0 (Spoofing)
"?C+<,.j-N"k79F`KJj9^7F"!)psrw.9kh

&KWa9k3H#

5N (Sniffing)
EREwrbK?<7?jp07?j9k3H#$s?<MCHGw.5l

kpsO"?/Nk<?<rLCF8hK~#7^9#k<?<=$HT"

ISP"*Zl<F#s0&79F`+/TJIO"5N,$s?<MCH&

PC/\<sGTolJ$h&K9k?aK|kXOrEMF-^7?#5

N,.y9k1<9O"^.K:/7F$^9#[HsIN5NO"$s?

h 9 O $s?<MCH&;-ejF#<Ql 49



<MCH&PC/\<s=l+NGOJ/"$s?<MCHK\35l?d

Q LAN G/87F$^9#7+7"[HsIN TCP/IP AwOEf=5l

F$J$NG"5NND=-r:lFOJj^;s#

G#8?kZ@q (Digital certificate)
G#8?kZ@qO"Q9]<HH1M"Z@qNj-TN ID r!:9k

G#8?k8qG9#'ZI (CA) HFPlk.jG-kT,"G#8?k

Z@qrf<6<H5<P<K/T7^9# CA N.j-O"-zJ'Z

H7FNZ@qN.jpWHJCF$^9#J<NQSKHQ9k3H,G

-^9#

v 1L - f<6<,/G"k+#

v 'Z - f<6<,"vN\MG"k3Hr]Z7^9#

v ]4- - w.TNG#8?kVp>Wr!:7F"8qNbF,Q95

l?+I&+r=G7^9#

v sq] - f<6<,?i+N"/7gsrBT7F$J$Hg%G-J

$3Hr]Z7^9#?H(P"f<6<O"/l8CH&+<IrHC

?ERXcrvD7?3HK[r'(il^;s#

G#8?kZ@q^M<8c< (Digital certificate manager) (DCM)
G#8?kZ@q^M<8c<O"OS/400 ,m<+kN'ZI (CA) HJ

k3HrvD7^9# DCM rHQ7F"5<P<df<6<,HQ9k

G#8?kZ@qrn.9k3H,G-^9#>N CA ,/T9kG#8

?kZ@qr$s]<H9k3HbD=G9#^?"G#8?kZ@qr

OS/400 f<6<&WmU!$kHX"U1k3HbG-^9#DCM rH

Q9kH"B4JL.N?aN Secure Sockets Layer (SSL) rHQ9kh&

K"Wj1<7gsr=.9k3H,G-^9#

G#8?kp> (Digital signature)
ER8qNG#8?kp>O"jq-N8qNp>HyAG9#G#8?k

p>O"8qNPjrZ@9kbNG9#Z@qNj-TO"=NZ@qK

X"U1il?k)0rHCF8qKVp>W7^9#=N8qNu.&

O"P~9kx+0rHCFp>NEfr|rT$"w.T,=N8qN=

<9G"k3Hr!Z7^9#

Ia$s&M<`&5<P< (Domain name server) (DNS)
$s?<MCH>r IP "Il9KQ99k$s?<MCH&[9H#?/

Nlg"3NQ9O"$s?<MCHN>N DNS HPC9k3HKhCF

Tol^9#?H(P"?/N DNS 5<P<GO"

vnet.ibm.com

r1LG-^9#7+7"*=i/!N04J IP "Il9r1LG-k

DNS O[sNo:+7+"j^;s#

system1.vnet.ibm.com

$s?<MCHK\39kH"$s?<MCH&/i$"sHOIa$s&

M<`&5<P<rHQ7F"L.9kjjN[9H&79F`N IP "I

l9rhj7^9#

Hm$NZO (Trojan horse)
Hm$NZOO"rK)D52J!=rBT9k+Nh&KuC?3sTe

<?<&Wm0i`G9#B]O=NfK"Wm0i`,+O5lkHf<
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6<KdjvFil?5vJvDrHQ9k"#C5l?!=r^sG$^

9#?H(P"3sTe<?<+ibtNvDpsr3T<7"=lrHm

$NZONw.5KwjV7?j7^9#

'Z (Authentication)
'ZHO"jb<H&/i$"sH^?O5<P<,B]K>hkLjNb

NG"k+r!:9k3HG9#'ZKhj"\39kjj&,.jK-k

bNG"k3H,]Z5l^9#

MCHo</&"Il9Q9 (Network address translation) (NAT)
Proxy 5<P<*hS SOCKS 5<P<Keok"hj)a-N"k5<P

<rs!7^9#^?"NAT O"s_9N"IlC7s0=$r\3G-

kh&K9k3HG"MCHo</=$rJ1K7^9# NAT KO"2 D

NgW!=,"j^9# NAT O"btMCHo</b+i`n9kx0

Web 5<P<r]n9k3H,G-^9# NAT GO"5<P<NV?

NW"Il9rx+9k"Il9NXeK#C9k3HKhj"3N]n!

=rs!7^9#^?"btf<6<,"btNdQ IP "Il9r#C7

J,i"$s?<MCHK"/;9G-k!=rs!7^9# NAT O"b

tf<6<K$s?<MCH&5<S9XN"/;9rvD9klgK]n

!=rs!7^9#=lO"btf<6<NdQ"Il9r#C9k3H,

G-k+iG9#

O$Q<F-9H>wWmH3k (Hypertext transport protocol) (HTTP)
O$Q<F-9H8qK"/;99k?aN8`N}0#

O$Q<F-9H&^</"CW@l (Hypertext markup language) (HTML)
O$Q<F-9H8qrjA9k?aN@l# HTML rHQ9kH"8q

NN[ (/4=(*hSqN"JI) r(7?j">N8q"k$O*V8

'/HXNjs/r(93H,G-^9#

O$Q<F-9H&js/ (Hypertext Links)
"kps (O$Q<F-9H&N<IHFPlk) H>NpsNVr\37

F (O$Q<F-9H&js/HFPlk)"=lr*si$sGs(9k}

!#

Q1CH (Packet)
$<5MCH"H</sjs0"Ul<`&jl<JI"s~WmH3kK

X9kps,^^lF$kG<?0i`#

OC+< (Hacker)
3~hN79F`Kdj~b&H9k5vDNM#

sq] (Non-repudiation)
sq]O"His6/7gs,/87?3H""k$OaC;<8rw.^

?Ou.7?3HrZ@9kbNG9#His6/7gs"aC;<8"*

hSI-easHKVp>W9k?aNG#8?kZ@qHx+0EfG

O"sq]r5]<H7F$^9#

U!$"&)<k (Firewall)
btMCHo</H0tMCHo</ (?H(P"$s?<MCH) NVN

@}Pj"#U!$"&)<kO"1 DJeNO<I&'"*hS=UH&

'"&79F`+i=.5l^9#U!$"&)<kO"B4J79F`

(.j-N"k79F`) HB4GJ$79F` (.j-Kg1k79F`)

HNVNpsN"/;9H.lr)f7^9#
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Wm-7< (Proxy)
Proxy 5<P<O"btNB4JMCHo</N/i$"sHH".j-K

g1kMCHo</eN5<P<HNVG"WaH~zNFw.rT&

TCP/IP "Wj1<7gsG9# Proxy 5<P<O"TCP/IP \3rZG

7"btMCHo</ps (?H(P"btN IP "Il9) r#C7^

9#MCHo</0tN[9HO"Proxy 5<P<rL.N=<9H+J7

^9#

o<kI&o$I&&'V (World Wide Web) (WWW)
8qn.N?aN8`A0 (HTML) H8q"/;9N?aN8`A0

(HTTP) rHQ9k"5<P<d/i$"sHrV\Nh&Kj_K\37

?bN#5<P<+i5<P<X"^?8q+i8qX3Nh&Kjs/7

?V\O"/bNcK?H(F Web HFPl^9#

IP "Il9 (IP address)
$s?<MCH&WmH3k (IP) "Il9O"TCP/IP MCHo</eGf

<6<r'15;k}!G9 ($s?<MCHO"soKg-J TCP/IP M

CHo</G9)#$s?<MCH&5<P<O"Lo"djvFQ_NG

-J IP "Il9r}CF$^9#$s?<MCH&/i$"sHO"ISP

KhCFdj6il?"l~*GO"CFbG-J IP "Il9rHQ9k

3H,"j^9#

IP 9W<U#s0 (IP spoofing)
LoO.j9k79F` (IP "Il9) KJj9^7F"$s9H<k&7

9F`K"/;97h&H9k3H#3N/~V>TO".j9k IP "I

l9rHQ7F79F`r;CH"CW7^9#k<?<=$HTO"79

F`K]n!=rH_~sG"9W<U#s0Nn_r!P7q]7h&H

XO7F$^9#

IP G<?0i` (IP datagram)
TCP/IP MCHo</rp7Fw.5lkpsN1L# IP G<?0i`

(Q1CHHbFPlk) KO"G<?H"/@H8hN IP "Il9JIN

XC@<ps,^^lF$^9#

IP U#k?< (IP filters)
IP U#k?<`nO"U!$"&)<kN?aNp\*J]n!=G9#

IP U#k?<`nKhj"INh&JHiU#C/, IP ;C7gs\Y

KpE$FU#k?<rLC?N+rhj9k3H,G-^9#3lKh

j"bYGJ$F/KC/ (?H(P";-e"&5<P<N9-cs)""

k$O-oaFbYJF/KC/ (?H(P"IP "Il9N9W<U#s

0) rH&0tT+ib"B4JMCHo</r]n7^9#3NU#k?

<`n!=O">ND<kr=.9k?aNpWHM(F/@5$#3l

O">ND<k,0n9kH-N$sUi9Hi/Ac<G"j"-oaF

g@J/iC+<r|/"ifk"/;9rq]7^9#

IPSec IP l$d<K*1kB4JQ1CHr9r5]<H9klHNWmH3

k# IPSec O"iSeries H=N>N?/N79F`,"VPN rB=9k?a

KHQ9k8`N;CHG9#

Secure Sockets Layer (SSL)
Netscape R,MF7? Secure Sockets Layer (SSL) O"/i$"sHH5

<P<VN;C7gsNEf=N?aNvBeNH&8`KJCF$^9#

SSL O"PN0NEf=rHQ7"5<P<H/i$"sH (f<6<) N
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VN;C7gsrEf=7^9#/i$"sHH5<P<O"G#8?kZ

@qNr9fK"3N;C7gsr^W7^9#/i$"sHH5<P<N

F SSL ;C7gs4HK"LN0,n.5l^9#7?,CF"$5'N

f<6<,;C7gs0reTu.7FEfrr|7Fb (=ND=-Oc

$HO$()"=lrHQ7F=_"$h"^?OanN SSL ;C7gsr

p09k3HOG-^;s#

SOCKS
SOCKS O"TCP/IP HiU#C/rB4J2<H&'$rp7F>w9

k"/i$"sH / 5<P<&"<-F/Ac<G9# SOCKS 5<P<

O"Proxy 5<P<H&L9k5<S9N?/rBT7^9#

TCP/IP
$s?<MCHGHQ5lkgWL.WmH3k#TCP/IP O"Transmission

Control Protocol/Internet Protocol (Aw)fWmH3k / $s?<MCH&

WmH3k) N,NG9#btMCHo</Gb"TCP/IP rHQ9k3H

,G-^9#

VPN (>[d_MCHo</) (Virtual private network)
kHNlQ$sHiMCHrH%7?bN#$s?<MCHNh&Jx0M

CHo</G3lrHQ9kH"p\*KlQVHsMkWrp7FB4J

lQ\3rN)9k3H,G-^9# VPN O">Nf<6<H+,N79

F`r\37F$k$s?<MCHrp7F"psrB4Kw.7^9#3

N>[d_MCHo</KOJ<NbN,^^l^9#

v jb<H&f<6<

v vHj

v S8M9&Q<HJ<H5<S9s!5

Web Vi&6< (Web browser)
HTTP /i$"sH&"Wj1<7gs#Web Vi&6<O"HTML rr

a7F"f<6<KO$Q<F-9H8qr=(7^9#f<6<O"=T

8qN"khhr/jC/ (*r) 7F"O$Q<js/&*V8'/HK

"/;99k3H,G-^9#3NhhO"7P7P[CH&9]CHHF

Pl^9#Internet Explorer *hS Netscape Navigator , Web Vi&6<

NcG9#
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