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� 1 � Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) O"s]nMCHo</ ($s?<MCHJI) rp7F""Wj1<7gs

G;-e"JL.;C7gsrT(kh&K9k?aNH&8`KJCF$^9# SSL *hS iSeries™

5<P<&"Wj1<7gsKX9k\YO"J<Njs/r2H7F/@5$#

v V5R2 N7!=

SSL KX9k7!=^?OxQG-k77$psKD$Fb@7^9#

v SSL 7Jj*
SSL NpsK77/IC5l?bNG"j"SSL GB=D=Jcrs2k3HG"iSeries 5<P<GN

SSL NBTKX9k}rr<ak\*,"j^9#

v SSL N50

Secure Sockets Layer WmH3kNpCKD$Fb@9kdu*ps,-\5lF$^9#

v SSL rHQD=K9kWh

iSeries 5<P<G SSL rHQD=K9k?aN0sro"*hSrK)DRsH,-\5lF$^

9#

v SSL Khk"Wj1<7gsN]n

iSeries 5<P<G SSL rHQ7F;-e"KG-k"Wj1<7gsNj9H,-\5lF$^9#

v SSL NHiVk7e<F#s0

iSeries 5<P<GT& SSL NHiVk7e<F#s0NhVr+O9k}!Np\*Jjz-G9#

v X"ps

ICNps;XNjs/,-\5lF^9#
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� 1 � V5R2 ����

V5R2M0 GO"2058 PCI Ef="/;il<?<,*W7gsH7FHQG-^9#3NEf=O<I&

'"N*W7gsO"iSeries 5<P<GN SSL NQU)<^s9r~19kh&K_W5lF$^9#3

N*W7gsKX9k\YO"XEf=O<I&'"Yr2H7F/@5$#

7,N0m<Pk&;-e"&D<k-CH (GSKit) "Wj1<7gs&Wm0i_s0&$s?<U'

<9 (API)

7,N OS/400® 0m<Pk&;-e"&D<k-CH (GSKit) API G"k gsk_secure_soc_startInit()

,HQD=KJj^7?#\YO"X0m<Pk&;-e"&D<k-CH (GSKit)Yr2H7F/@5

$#

#sNjj<9GN7,N!=dQ95l?!=KX9k\YO"ViSeries Wm0i`qAb@qW

r2H7F/@5$#

7,Uj^?OQ9Ujr+D1k}!

;QKX9kQ9Ujr+D1kKO"J<NpsrHQ7^9#

v -fO"7,Nps^?OQ95l?psN+O@r(7^9#

v -fO"7,Nps^?OQ95l?psN*;@r(7^9#

© Copyright IBM Corp. 2000, 2002 3
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� 2 � �������

3N8qN PDF Gr2HQ^?Ou~QK@&sm<I7"=(9k3H,G-^9#PDF Gr@&s

m<I7"=(9kKO"XSSL Khk"Wj1<7gsN]nY(s 425 KB"36 Z<8) r*r7^

9#

=N>Nps

3NHTC/KD$FNX"psb=(7?j"u~9k3H,G-^9#

PDF U!$kN]8

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!Nh&K7^9#

1. Vi&6<G PDF r&/jC/9k#

2. Vjs/r>0rU1F]8W(Netscape Navigator) ^?OVP]rU!$kK]8W(Internet Explorer)

r/jC/9k#

3. PDF r]87?$G#l/Hj<KJ`#

4. V]8Wr/jC/9k#

Adobe Acrobat Reader N@&sm<I

3liN PDF r=(^?Ou~9kKO"Adobe Acrobat Reader ,,WG9#3lO"Adobe Web 5$

H (www.adobe.com/products/acrobat/readstep.html) +i"@&sm<IG-^9#

© Copyright IBM Corp. 2000, 2002 5
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� 3 � SSL ����

J<N7Jj*O"iSeries 5<P<G SSL rHQD=K9k3HNx@r"GgBKhQ9k3Hr\*

H7F$^9#

v 7Jj*: SSL Khk^M<8asH&;sHikN]n

v 7Jj*: SSL Khk FTP N]n

v 7Jj*: SSL Khk Telnet N]n

v 7Jj*: iSeries GN SSL NQU)<^s9N~1

v 7Jj*: Ef=O<I&'"Khkk)0N]n

����: SSL ���	
������������

u7

"kkH,Ga"iSeries 5<P<rjb<H&m1<7gs ((sI]$sH&79F`) KV/-hMC

Ho</r;CH"CW7^7?#3liN5<P<O"\RK"k 1 fN iSeries 5<P<KhCFf

{I}5l^9#3NkHN;-ejF#<NlgHG"k Tom O"iSeries JS2<?<&/i$"s

HN^M<8asH&;sHik&F/Nm8<rHQ7F"\RN iSeries 5<P< (;sHik&79

F`) K\37F$^9#Tom O";sHik&79F`H9YFN(sI]$sH&5<P<NVN\

3r SSL rHQ7F;-e"K9k3HrM(F$^9#

\Y

iSeries JS2<?<N^M<8asH&;sHikNF/Nm8<rHQ9kH"Tom O1lN;sHi

k&79F`rL8F#tN79F`rI}9k3H,G-^9#^M<8asH&;sHikG SSL r

HQ9k3HKhj"Tom O3liN79F`r;-e"KI}9k3H,G-^9#^M<8asH&

;sHikG SSL rHQ9kKO"Tom O iSeries Access for Windows® *hS^M<8asH&;sH

ikrBT9k PC G iSeries JS2<?<r;-e"K9k,W,"j^9#

^M<8asH&;sHikD-GO"Tom KOJ<N 2 DN'ZlYk,,WKJj^9#

5<P<'Z

(sI]$sH&79F`&5<P<Z@qN'ZrT$^9#(sI]$sH&79F`K\3

9klgO";sHik&79F`O SSL /i$"sHH7F!=7^9#(sI]$sH&7

9F`O SSL 5<P<H7F!=7";sHik&79F`,.j9k'ZIKhCF/T5l

?Z@qrs!9k3HKhCF"1LrZ@7J1lPJj^;s#9YFN(sI]$sH&

79F`KO"Hi9FCI CA +i-zJZ@q,/T5lk,W,"j^9#
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/i$"sH*hS5<P<'Z

;sHik&79F`Z@qH(sI]$sH&79F`Z@qN>}N'ZrT$^9#3N'

ZO"5<P<'ZlYkhjbb$;-ejF#<&lYkG"kHM(ilF$^9#>N"

Wj1<7gsGO"3N'ZO/i$"sH'ZHFPlF$^9#=Nlg"/i$"sHO

-zJ.jG-kZ@qrs!9k,W,"j^9#;sHik&79F` (SSL /i$"sH)

,(sI]$sH&79F` (SSL 5<P<) HN\3rN)7h&H9kH";sHik&79

F`H(sI]$sH&79F`O"_$NZ@qN CA 'Z-r'Z7^9#

>N"Wj1<7gsH[Jj"^M<8asH&;sHikO"Hi9FCI&0k<WEv-

!:j9HHFPlkEv-!:j9HrL7F'Zrs!7^9#lLK"Ev-!:j9HK

O"f<6<r1L9kps (?H(P"f<6< ID) H'Zps (?H(P"Q9o<I"DM

1LVf"G#8?kZ@q) ,]I5lF$^9#3N'ZpsOEf=5lF$^9#

g>N"Wj1<7gsGOLo"5<P<'ZH/i$"sH'ZN>}rHQD=K9k3HrXj7

^;s#[HsINlg"5<P<'ZO SSL ;C7gsrHQD=K9kH-KTolk+iG9#?

/N"Wj1<7gsKO"/i$"sH'ZN=.N*W7gs,"j^9#;sHik&79F`,M

CHo</GL?9rdO 2 D"kNG"^M<8asH&;sHikGO"/i$"sH'ZGOJ

/"V5<P<*hS/i$"sH'ZWH$&QlrHQ7F$^9#PC f<6<,;sHik&79

F`K\37"SSL ,HQD=KJCF$klgO";sHik&79F`O5<P<H7F!=7^

9#7+7";sHik&79F`,(sI]$sH&79F`K\39klg";sHik&79F`O

/i$"sHH7F!=7^9#!N^O";sHik&79F`,MCHo</G5<P<*hS/i$

"sHH7F!=9kMRr(7?bNG9#
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m: 3N^GO"'ZIKX"U1il?Z@qO";sHik&79F`"*hS9YFN(sI]$s

H&79F`eN0G<?Y<9K]I9k,W,"j^9#

h 3 O SSL 7Jj* 9

|

|

|

|

|



0sro*hS0sv`

Tom O"SSL ,HQD=KJCF$k^M<8asH&;sHik,5oK0n9kh&K"J<NI}

?9/*hS=.?9/ (SSL KhCF;-e"KJCF$k^M<8asH&;sHikN-hMCH

o</ (WAN) N^r2H) rT&,W,"j^9#

1. ^M<8asH&;sHikrHQ9k iSeries 5<P<,"SSL N0sro (SSL N0sror2H)

r~?9#

2. ;sHik&79F`*hS9YFN(sI]$sHN iSeries 5<P<, OS/400 N V5R2 rBT9

k#OS/400 , V5R1 G"klg"J<N OS/400 (5722-SS1) QNU#C/9 (PTF) r$s9H<k7

^9#

a. SI01375

b. SI01376

c. SI01377

d. SI01378

e. SI01838

3. iSeries JS2<?< PC /i$"sH, iSeries Access for Windows N V5R2 rBT9k#/i$"

sH, V5R1 G"klg"5<S9&QC/ PTF SI01907 (J_) r V5R1 N iSeries Access for

Windows (5722-XE1) K$s9H<k7^9#\YO"V5R1 Information Center NX^M<8asH&

;sHikN]nYZ<8r2H7F/@5$#

4. iSeries 5<P<N'ZI (CA) rh@9k#

5. SSL ,HQD=KJCF$k^M<8asH&;sHik&5<P<,I}9k iSeries 5<P<4H

K"Z@qrn.7"CA Kp>7Fbi&#

6. CA *hSZ@qr=l>lN iSeries 5<P<Kw.7"=lir0G<?Y<9K$s]<H9

k#

7. ^M<8asH&;sHikN"Wj1<7gs ID *hS iSeries JS2<?<,HQ9k9YFN

(sI]$sH&5<P<N"Wj1<7gs ID ,-\5lF$kZ@qrdjvFk#

a. ;sHik&5<P<G IBM® G#8?kZ@q^M<8c<r+O7^9#Tom ,Z@qrh@

^?On.9k,W,"klg""k$OZ@q79F`r;CH"CW^?OQ99k,W,"k

lgKO"=lr3N~@GT$^9 (Z@q79F`N;CH"CWN\YO"XG#8?kZ@

q^M<8c<NHQYr2H)#

b. VZ@q9H"N*r (Select a Certificate Store)Wr*r7^9#

c. V*SYSTEMWr*r7"V3TWr/jC/7^9#

d. VZ@q9H"&Q9o<I (Certificate Store password)WK *SYSTEM r~O7"V3TWr

/jC/7^9#aKe<,Fm<I5l?i"V"Wj1<7gsNI} (Manage
Applications)Wr8+7^9#

e. VZ@qdjvFN97 (Update certificate assignment)Wr/jC/7^9#

f. V5<P<Wr*r7"V3TWr/jC/7^9#

g. V^M<8asH&;sHik&5<P< (Management Central Server)Wr*r7"VZ@qd

jvFN97 (Update certificate assignment)Wr/jC/7^9#3lKhCF"iSeries Access

for Windows /i$"sHKP7F5<P<N1LNN)KHQ9kZ@qr"^M<8asH&;

sHik&5<P<KdjvF^9#
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h. V77$Z@qNdjvF (Assign New Certificate)Wr/jC/7^9#DCM O"VZ@qd

jvFN97 (Update certificate assignment)WZ<8rFm<I7F"N'aC;<8r=(7

^9#

i. V*; (Done)Wr/jC/7^9#

j. iSeries JS2<?<,HQ9k9YFN(sI]$sH&5<P<KD$F"3Njgr+jV7^

9#

8. iSeries JS2<?<r;CH"CW9k#

a. iSeries JS2<?<N SSL 3s]<MsHr"*r7F$s9H<k7^9#

b. CA rn.7?79F`+i CA r@&sm<I7^9#

m: Tom , iSeries Access for Windows /i$"sHN0G<?Y<9KJ$ CA Z@qr}D

CA +iNZ@qr*r7?lg"SSL rHQ9k?aK=NZ@qrG<?Y<9KIC9k

,W,"j^9#

=.N9FCW

Tom ,^M<8asH&;sHikG SSL rHQD=K9k?aKO"^:=N0K0sroNWm0

i`r$s9H<k7"iSeries 5<P<KG#8?kZ@qr;CH"CW9k,W,"j^9 (31k

0K"3N7Jj*KX7FX0sro*hS0sv`Yr2H7F/@5$)#0sror~?7?i"

J<Njgr0;5;F"^M<8asH&;sHikG SSL rHQD=KG-^9#

m: iSeries JS2<?<G SSL ,HQD=KJC?lg"Tom O^M<8asH&;sHikG SSL r

HQD=K9k?aK"iSeries JS2<?<G SSL rHQTDK9k,W,"j^9#SSL ,

iSeries JS2<?<GHQD=KJj"^M<8asH&;sHikGOHQD=KJiJ$lg

O"iSeries JS2<?<,^M<8asH&;sHik&;sHik&79F`H\37h&H7F

b":T7^9#

5<P<'ZNlg (,\)

1. 5<P<'ZQK;sHik&79F`r=.9k

2. 5<P<'ZQK(sI]$sH&79F`r=.9k

/i$"sH'ZNlg (*W7gs)

m: /i$"sH'ZN=.O"5<P<'Z,=.5lk^G"0;9k3H,G-^;s#

1. /i$"sH'ZQK;sHik&79F`r=.9k

2. /i$"sH'ZQK(sI]$sH&79F`r=.9k

5<P<'ZQK;sHik&79F`r=.9k

Tom O SSL rHQ9k3HG";sHik&79F`H(sI]$sH&79F`NVNAw"*hS

iSeries JS2<?<&/i$"sHH;sHik&79F`NVNAwr;-e"K9k3H,G-^

9#SSL GO"Z@qN\wH'Z"*hSG<?NEf=rT&3H,G-^9#SSL \3,B=9k

NO"SSL ,HQD=J;sHik&79F`H SSL ,HQD=J(sI]$sH&79F`NV@1G

9#Tom ,/i$"sH'ZrT&?aKO"^:=N0K5<P<'Zr;CH"CW9k,W,"j

^9#

1. iSeries JS2<?< GV^M<8asH&;sHikWr&/jC/7"VWmQF#<Wr*r7

^9#

h 3 O SSL 7Jj* 11
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2. V;-ejF#<W?Vr/jC/7"VSecure Sockets Layer (SSL) rHQ9k (Use Secure
Sockets Layer (SSL))Wr*r7^9#

3. 'ZlYkH7FV5<P< (Server)Wr*r7^9#

4. VOKWr/jC/7F"3NMr;sHik&79F`K_j7^9#

m: (sI]$sH&79F`N5<P<'ZQN=.,0;9k^G"^M<8asH&;sHi

k&5<P<rFO07J$G/@5$#

5. 5<P<'ZQK(sI]$sH&79F`r=.7^9#

5<P<'ZQK(sI]$sH&79F`r=.9k

Tom O";sHik&79F`G5<P<'ZrT&?aK SSL rHQD=K7?eK"9YFN(s

I]$sH&79F`KD$F5<P<'ZrT&?aK"SSL rHQD=K9k,W,"j^9#SSL

H5<P<'ZrHQ9kh&K(sI]$sH&79F`r=.9kKO"J<N?9/rT$^9#

1. V^M<8asH&;sHikWSe<r8+9k#

2. (sI]$sH&79F`N79F`MrfS*hS979k#

a. V(sI]$sH&79F`WK*$F";sHik&79F`r&/jC/7"V$sYsHj

<W->V}8WNgK*r7^9#

b. ;sHik&79F`GHQ7F$k79F`MN$sYsHj<r}89k?aK"V}8W@

$"m0GV79F`MW*W7gsrA'C/7^9#>N*W7gsNA'C/r07^9#

c. V79F`&0k<WW->V7,79F`&0k<WWNgK&/jC/7^9#

d. SSL rHQ7F\39k9YFN(sI]$sH&79F`r^`7,N79F`&0k<Wrj

A7^9#

e. 7,0k<Wr=(9kKO"79F`&0k<WNj9Hr8+7^9#

f. }8,0;7?eK"7,N79F`&0k<Wr/jC/7F"V79F`MW->VfS*hS9

7WH*r7^9#

g. VbGk&79F`WU#<kIK;sHik&79F`,=(5lF$k3HrN'7^9#

h. V^M<8asH&;sHikW+F4j<r*r7FJ<NMrN'7"=l>lNYK"k\C

/9rA'C/7^9#

v VSecure Sockets Layer rHQ9k (Use Secure Sockets Layer)W,VO$WK_j5lF$k#

v VSSL 'ZlYk (SSL authentication level)W,V5<P<WK_j5lF$k#

3liNMO"5<P<'ZQK;sHik&79F`r=.9kjgNVK";sHik&79F

`K_j5l^9#

i. VOKWr/jC/7F"3liNMr7,N79F`&0k<WN(sI]$sH&79F`K_

j7^9#

j. VfS*hS97W,0;9kNrTCF+i"^M<8asH&;sHik&5<P<rFO07

^9#3lKO"t,rW9k3H,"j^9#

3. ;sHik&79F`eN^M<8asH&;sHik&5<P<rFO09k#

a. iSeries JS2<?<G"Vf<6<\3Wr8+7^9#

b. V;sHik&79F` (central system)WSe<r8+7^9#

c. VMCHo</W->V5<P<WNgK8+7"VTCP/IPWr*r7^9#

d. V^M<8asH&;sHikWr&/jC/7"Vd_Wr*r7^9#V;sHik&79F`

(central system)WSe<OL.=(5l"5<P<KOb&\35lF$J$3Hr(9aC;<8

,=(5l^9#

12 iSeries: Secure Sockets Layer (SSL)
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e. ^M<8asH&;sHik&5<P<,d_7?i"V+OWr/jC/7F"FO07^9#

4. 9YFN(sI]$sH&79F`eN^M<8asH&;sHik&5<P<rFO09k#

a. FO09k(sI]$sH&79F`r8+7^9#

b. VMCHo</W->V5<P<WNgK8+7"VTCP/IPWr*r7^9#

c. V^M<8asH&;sHikWr&/jC/7"Vd_Wr*r7^9#

d. ^M<8asH&;sHik&5<P<,d_7?i"V+OWr/jC/7F"FO07^9#

e. =l>lN(sI]$sH&79F`KD$F"3Njgr+jV7^9#

5. iSeries JS2<?<&/i$"sHKD$F SSL r"/F#VK9k#

a. iSeries JS2<?<G"Vf<6<\3Wr8+7^9#

b. ;sHik&79F`r&/jC/7"VWmQF#<Wr*r7^9#

c. V;-e"&=1CH (Secure Sockets)W?Vr/jC/7"V\3K Secure Sockets Layer
(SSL) rHQ9k (Use Secure Sockets Layer (SSL) for connection)Wr*r7^9#

d. iSeries JS2<?<r*;7"FO07^9#

3lG"Tom O5<P<'ZQN=.r*;7?NG"J<N*W7gsN/i$"sH'ZjgrBT

9k3H,G-^9#

v /i$"sH'ZQK;sHik&79F`r=.9k

v /i$"sH'ZQK(sI]$sH&79F`r=.9k

/i$"sH'ZGO"(sI]$sH&79F`H;sHik&79F`N>}KD$F"'ZIHHi

9FCI&0k<WNEv-!:rT$^9#

/i$"sH'ZQK;sHik&79F`r=.9k

;sHik&79F` (SSL /i$"sH) , SSL rHQ7F(sI]$sH&79F` (SSL 5<P<)

K\37h&H7?lg";sHik&79F`H(sI]$sH&79F`O"/i$"sH'Z (^M

<8asH&;sHikGO"'ZI*hSHi9FCI&0k<W'ZHFPlk) Khj_$NZ@q

r'Z7^9#

1. iSeries JS2<?<G"V^M<8asH&;sHikWr&/jC/7"VWmQF#<Wr*r7

^9#

2. V;-ejF#< (Security)W?Vr/jC/7"VSecure Sockets Layer (SSL) rHQ9k (Use
Secure Sockets Layer (SSL))Wr*r7^9#

3. 'ZlYkNV/i$"sH*hS5<P< (Client and server)Wr*r7^9#

4. VOKWr/jC/7F"3NMr;sHik&79F`K_j7^9#

m: 9YFN(sI]$sH&79F`G/i$"sH'Z*hS5<P<'ZK SSL rHQ9kh

&K=.7*(k^G"^M<8asH&;sHik&5<P<rFO07J$G/@5$#

5. /i$"sH'ZQK(sI]$sH&79F`r=.7^9#

/i$"sH'ZQK(sI]$sH&79F`r=.9k

1. (sI]$sH&79F`N79F`MrfS*hS979k#

m: 3N?9/O"V4R5 rBT7F$k(sI]$sHN iSeries 5<P<GO5oK0n7^;s#

V4R4 NlCIVC/"VManagement Central: A Smart Way to Manage AS/400® SystemsW

r2H7F/@5$#

h 3 O SSL 7Jj* 13
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a. V(sI]$sH&79F`WK*$F";sHik&79F`r&/jC/7"V$sYsHj

<W->V}8WNgK*r7^9#

b. ;sHik&79F`GHQ7F$k79F`MN$sYsHj<r}89k?aK"V}8W@

$"m0GV79F`MW*W7gsrA'C/7^9#>N*W7gsNA'C/r07^9#

c. V79F`&0k<WW->V7,79F`&0k<WWNgK&/jC/7^9#

d. SSL rHQ7F\39k9YFN(sI]$sH&79F`r^`7,N79F`&0k<Wrj

A7^9#

e. 7,0k<Wr=(9kKO"79F`&0k<WNj9Hr8+7^9#

f. }8,0;7?eK"7,N79F`&0k<Wr&/jC/7F"V79F`MW->VfS*hS

97WH*r7^9#

g. VbGk&79F`WU#<kIK;sHik&79F`,=(5lF$k3HrN'7^9#

h. V^M<8asH&;sHikW+F4j<r*r7FJ<NMrN'7^9#

v VSecure Sockets Layer rHQ9k (Use Secure Sockets Layer)W,VO$WK_j5lF$k#

v VSSL 'ZlYk (SSL authentication level)W,V/i$"sH*hS5<P< (Client and
Server)WK_j5lF$k#

3liNMO"/i$"sH'ZQK;sHik&79F`r=.9kjgNVK";sHik&7

9F`K_j5l^9#=l>lNMNYK"kV97W\C/9rA'C/7^9#

i. VOKWr/jC/7F"3liNMr7,N79F`&0k<WN(sI]$sH&79F`K_

j7^9#

2. Ev-!:j9Hr(sI]$sH&79F`K3T<9k

a. iSeries JS2<?<G"V^M<8asH&;sHikW->VjAWNgK8+7^9#

b. VQC1<8Wr&/jC/7"V7,jA (New Definition)Wr*r7^9#

c. V7,jA (New Definition)W&#sI&G"J<NbNKD$FNnHrT$^9#

v >0: jA>r~O9k#

v =<9&79F`: ;sHik&79F`>r*r9k#

v *r5lF$kU!$kHU)k@<: U#<kIbr/jC/7"

/QSYS.LIB/QUSRSYS.LIB/QYPSVLDL.VLDL H~O9k#

d. V*W7gsW?Vr/jC/7"V{8NU!$krw.5lkU!$kKV-9(k (Replace
existing file with the file being sent)Wr*r7^9#

e. VH% (Advanced)Wr/jC/7^9#

f. VH%*W7gs (Advanced Options)W&#sI&G"VO$WrXj7F"|5`n~K*V

8'/HNc$,v5lkh&K7^9#

g. VOKWr/jC/7F"jANj9HrG7=(7"7,NQC1<8r=(7^9#

h. 7,QC1<8r&/jC/7"Vw.Wr*r7^9#

i. Vw.W@$"m0G"Hi9FCI&0k<WrIC7F=N>N0k<Wr|n7"VOKWr

/jC/7^9#Hi9FCI&0k<WO"3NjgN9FCW 1 GjA7?79F`&0k<

WG9#

m: ;sHik&79F`OoK=<9&79F`G"k?a"Vw.W?9/O";sHik&7

9F`GOoK:T7^9#Vw.W?9/O"9YFN(sI]$sH&79F`G5oK0

;9kO:G9#

3. ;sHik&79F`eN^M<8asH&;sHik&5<P<rFO09k#

a. iSeries JS2<?<G"Vf<6<\3Wr8+7^9#

14 iSeries: Secure Sockets Layer (SSL)
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b. ;sHik&79F`r8+7^9#

c. VMCHo</W->V5<P<WNgK8+7"VTCP/IPWr*r7^9#

d. V^M<8asH&;sHikWr&/jC/7"Vd_Wr*r7^9#V;sHik&79F`

(central system)WSe<OL.=(5l"5<P<KOb&\35lF$J$H$&bFNaC;<

8,=(5l^9#

e. ^M<8asH&;sHik&5<P<,d_7?i"V+OWr/jC/7F"FO07^9#

4. 9YFN(sI]$sH&79F`eN^M<8asH&;sHik&5<P<rFO09k#

m: =l>lN(sI]$sH&79F`KD$F"3Njgr+jV7^9#

a. FO05lk(sI]$sH&79F`r8+7^9#

b. VMCHo</W->V5<P<WNgK8+7"VTCP/IPWr*r7^9#

c. V^M<8asH&;sHikWr&/jC/7"Vd_Wr*r7^9#

d. ^M<8asH&;sHik&5<P<,d_7?i"V+OWr/jC/7F"FO07^9#
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� 4 � SSL ���

SSL WmH3krHQ9k3HKhCF"/i$"sHH5<P<&"Wj1<7gsVG;-e"J\

3rN)7F"L.;C7gsNl}N(sI]$sH^?O>}N(sI]$sHr'ZG-kh&KJ

j^9#SSL O"/i$"sHH5<P<&"Wj1<7gsVGdjhj9kG<?NWi$P7<H

]4-b]}7^9#

J<N50KX9kpsO"SSL H iSeries 5<P<HNVNX8rhjI/}r9kNKr)A^9#

v SSL NrK

v SSL N!=

v 5]<H5lF$k SSL *hS Transport Layer Security (TLS) WmH3k

v 5<P<'Z

v /i$"sH'Z

SSL ���

Secure Sockets Layer (SSL) WmH3kO"$s?<MCHN;-ejF#<KD$FX4,b^C?3H

ru1F"1994 /K Netscape ,+/7^7?#SSL O"viO Web Vi&6<d5<P<L.r;-

e"K9k?aK+/5l^7?,"=NEMO TELNET d FTP JIN>N"Wj1<7gsb SSL

rHQG-kh&Kn.5l^7?#SSL *hSX"9kWmH3kN\YO"X5]<H5lF$k

SSL *hS Transport Layer Security (TLS) WmH3kYr2H7F/@5$#

SSL ���

SSL O"B]O 2 DNWmH3k+iJCF$^9#D^j"l3<I&WmH3kHOsI7'</&

WmH3kG9#l3<I&WmH3kO"SSL ;C7gsN 2 DN(sI]$sHVNG<?N.lr

)f7^9#

OsI7'</&WmH3kO"SSL ;C7gsNl}N(sI]$sH^?O>}N(sI]$sHr

'Z7"=N SSL ;C7gsQG<?NEf=dEf=r|KHQ9k0N;CHr8.9kG-JPN

0r 1 D_j7^9#SSL O"sPNEf"G#8?kZ@q"*hS SSL OsI7'</&Um<r

HQ7F"SSL ;C7gsNl}N(sI]$sH^?O>}N(sI]$sHr'Z7^9#LoO"

5<P<,'Z5l"*W7gsG/i$"sH,'Z5l^9#'ZIKhCF/T5lkG#8?kZ

@qO"F(sI]$sHKdjvFk3Hb"^?O\3NF(sI]$sHG SSL rHQ9k"Wj

1<7gsKdjvFk3HbG-^9#

G#8?kZ@qO"x+0H"Hi9FCI'ZI (CA) ,G#8?kp>7?1Lps+iJCF$

^9#Fx+0KO"k)0, 1 D:DX"U1ilF$^9#k)0O"Z@qHloK"^?O=N

ltH7F]I5lk3HO"j^;s#5<P<'ZNlgb/i$"sH'ZNlgb"'Z5lk(

sI]$sHO"G#8?kZ@qK^^lF$kx+0KX"U1il?k)0K"/;9G-k3Hr

Z@7J1lPJj^;s#

SSL OsI7'</O"x+0Hk)0rHQ9kEf`nN?aK"QU)<^s98s?N`nKJ

CF7^$^9#2 DN(sI]$sHVGGiK SSL ;C7gs,N)5l?H-K"3liN 2 D
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N(sI]$sHH"Wj1<7gsKX9k SSL ;C7gspsr;-e"Jabj<K-cC7e9

k3HG"e3N SSL ;C7gsrW.KHQD=K9k3H,G-^9#SSL ;C7gs,F+5lk

H"2 DN(sI]$sHOOsI7'</&Um<rJ,=7F"=l>lN(sI]$sH,G-Np

sKP9k"/;9"r}CF$k3Hr"x+0dk)0rHQ9k3HJ/'Z7^9#>}N(sI

]$sH,3NG-NpsK"/;9G-k3HrZ@G-?lgO"!K"77$PN0,_j5l"

SSL ;C7gs,VF+W5l^9#TLS P<8gs 1.0 H SSL P<8gs 3.0 N;C7gsGO"-

cC7eK~lil?ps,"24 ~Vr6(F;-e"&abj<KDCF$k3HO"j^;s#

V5R2M0 NlgO"Ef=O<I&'"rHQ7Fa$s CPU KP9k SSL OsI7'</NQU)<

^s9NFArG.BK9k3H,G-^9#

��������� SSL 	�
 Transport Layer Security (TLS) ���

��

$/D+NP<8gsN SSL WmH3k,jA5lF$^9#G7P<8gsG"k Transport Layer

Security (TLS) WmH3kO"SSL 3.0 KpE$F*j"Internet Engineering Task Force (IETF) ,n.7

?bNG9#OS/400 $sWjasF<7gsO"J<NP<8gsN SSL WmH3k*hS TLS Wm

H3kr5]<H7^9#

v TLS P<8gs 1.0

v TLS P<8gs 1.0 (SSL P<8gs 3.0 HN_9-r}DbN)

m:

1. TLS P<8gs 1.0 (SSL P<8gs 3.0 HN_9-r}DbN) GO"^:"D=JlgO TLS

,^W5l"3N^W,D=GJ$lgKO!K"SSL P<8gs 3.0 ,^W5l^9#SSL P<

8gs 3.0 ,^WG-J$H"SSL OsI7'</O:T7^9#

2. SSL P<8gs 3.0 *hS SSL P<8gs 2.0 HN_9-r}D TLS P<8gs 1.0 b5]<

H5l^9#3lrXj9kKO"WmH3kMrV9YFWK7^9#D^j"D=JlgO TLS

,^W5l"3N^W,D=GJ$lgKO!K SSL P<8gs 3.0 ,^W5l^9#SSL P<8

gs 3.0 ,^WG-J$lgO"SSL P<8gs 2.0 ,^W5l^9#SSL P<8gs 2.0 ,^W

G-J$H"G**K"SSL OsI7'</O:T9k3HKJj^9#

v SSL P<8gs 3.0

v SSL P<8gs 2.0

v SSL P<8gs 3.0 (SSL P<8gs 2.0 HN_9-r}DbN)

SSL P<8gs 3.0 H SSL P<8gs 2.0

SSL P<8gs 3.0 O"SSL P<8gs 2.0 HOg-/[JkWmH3kG9#3N>TNg-Jc$

O"J<NH*jG9#

v SSL P<8gs 3.0 NOsI7'</&WmH3k&Um<O"SSL P<8gs 2.0 NUm<H[J

CF$^9#

v SSL P<8gs 3.0 O"RSA Data Security, Inc. RN BSAFE 3.0 $sWjasF<7gsrHQ7F

$^9#BSAFE 3.0 KO"$/D+N?$_s0N"?C/N$5H SHA-1 OC7e&"k4j:`

,H_~^lF$^9#SHA-1 OC7e&"k4j:`O"MD5 OC7e&"k4j:`hjb;-

e"G"kHM(il^9#SHA-1 KhCF"MD5 NeojK SHA-1 rHQ9kICNEf9$<H

r SSL P<8gs 3.0 ,5]<HG-kh&KJj^9#

18 iSeries: Secure Sockets Layer (SSL)
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v SSL P<8gs 3.0 WmH3kO"SSL OsI7'</h}fK man-in-the-middle (MITM) (fQ) "

?C/N/8r^(^9#SSL P<8gs 2.0 GO"^lK MITM "?C/,Ef=EMreaF7

^&D=-,"j^7?#Ef=,e^kH"5vDNMK SSL ;C7gs0ru9!qr?(kD=

-,"j^9#

TLS P<8gs 1.0 H SSL P<8gs 3.0 NPf

SSL P<8gs 3.0 rpK7? Transport Layer Security (TLS) P<8gs 1.0 O"G7NH&8` SSL

WmH3kG9#=NEMO"Internet Engineering Task Force (IETF) Khj RFC 2246"XThe TLS

ProtocolY KjA5lF$^9#

TLS NgWJ\8O"SSL rhj;-e"K7"3NWmH3kNEMrhj5N+D04K9k3HG

9#TLS O"SSL P<8gs 3.0 KP7FJ<Nh&JH%rTCF$^9#

v hj;-e"J MAC "k4j:`

v hjY,=5l?"i<H

v V0l<&(j"WEMNhj@NJjA

SSL ,HQD=KJCF$k iSeries 5<P<&"Wj1<7gsO"SSL P<8gs 3.0 ^?O SSL

P<8gs 2.0 N_rHQ9kh&LSWa7J$Bj"+0*K TLS KhCF5]<H5l^9#

TLS GO"J<Nh&J;-ejF#<N~1rTCF$^9#

v Key-Hashing for Message Authentication
TLS O"Key-Hashing for Message Authentication Code (HMAC (aC;<8N'3<IQ-<&OC7

e)) rHQ7^9#3N!=O"l3<I,$s?<MCHNh&J*<Ws&MCHo</rLa7

F$kH-KQ95lJ$h&K7^9#SSL P<8gs 3.0 b0U-aC;<8'Zrs!7^9

,"SSL P<8gs 3.0 ,HQ9k MAC (Message Authentication Code (aC;<8N'3<I)) hj

b"HMAC N},hj;-e"G"kHM(ilF$^9#

v Enhanced Pseudorandom Function (PRF)
PRF O"0G<?r8.9k?aKHQ7^9#TLS GO"PRF O HMAC GjA5l^9#PRF

O"=N;-ejF#<r]Z9k 2 DNOC7e&"k4j:`rHQ7^9#$:l+N"k4j

:`,*P7?lgO"2 V\N"k4j:`,*P7J$Bj"=NG<?,;-e"JuVr}3

7^9#

v *;aC;<8!:N~1

TLS P<8gs 1.0 H SSL P<8gs 3.0 OIAib"r95l?aC;<8,Q95lJ+C?3

Hr'Z9k*;aC;<8r>}N(sI]$sHKs!7^9#?@7"TLS NlgO"3N*;

aC;<8O PRF M*hS HMAC MKpE$Fn.5lkNG"SSL P<8gs 3.0 hjb;-e

"G9#

v lS-N"kZ@qh}

SSL P<8gs 3.0 H[Jj"TLS O"TLS $sWjasF<7gsVGr99k,WN"kZ@q

N?$WrXj7^9#

v CjN"i<H&aC;<8

TLS O"hjqN*JbFNICN"i<Hrs!7F"$:l+N(sI]$sHG!P5l?dj

rX&7^9#TLS O"CjN"i<Hr$Dw.9k+KD$Fb8q=7^9#

h 4 O SSL N50 19

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

http://www.rfc-editor.org/rfcsearch.html
http://www.rfc-editor.org/rfcsearch.html


������

5<P<'ZNlg"/i$"sHO"5<P<Z@q,-zG"j"3N/i$"sH,.j9k'ZI

(CA) KhCF=l,p>5lF$k3HrN'7^9#SSL O"sPNEf*hSOsI7'</&Wm

H3k&Um<rHQ7F"3NG-J SSL ;C7gs@1KHQ9kPN0r8.7^9#PN0O"

SSL ;C7gsr.lkG<?NEf=HEf=r|KHQ9k0N;CHr8.9k?aKHQ7^

9#!K"SSL OsI7'</,0;9kH"L.js/Nl}N(sI]$sH^?O>}N(sI]

$sH,'Z5l"G<?NEf=HEf=r|KHQ9kG-J0,8.5l^9#OsI7'</,0

;9kH"Ef=5l?"Wj1<7gsXG<?,=N SSL ;C7gsr.l^9#

�������

?/N"Wj1<7gsO"/i$"sH'ZrHQD=K9k*W7gsrw(F$^9#/i$"sH

'ZNlg"5<P<O"/i$"sHZ@q,-zG"+D5<P<,.j9k'ZIKhCFp>5l

F$k3HrN'7^9#J<N iSeries 5<P<O"/i$"sH'Zr5]<H7^9#

v IBM HTTP Server (*j8Jk)

v IBM HTTP Server (powered by Apache)

v FTP 5<P<

v Telnet 5<P<

v ^M<8asH&;sHik&(sI]$sH&79F`

v G#l/Hj<&5<S9 (LDAP)

20 iSeries: Secure Sockets Layer (SSL)
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� 5 � SSL ����������

iSeries 5<P<G SSL rHQD=K9k3HrWh9kH-KO"J<N3HrM87^9#

v SSL N0sro

v G#8?kZ@qN?$W*hSh@lj

SSL N0sro

v IBM G#8?kZ@q^M<8c< (DCM)"OS/400 N*W7gs 34 (5722-SS1)

v TCP/IP Connectivity Utilities for iSeries (5722-TC1)

v IBM HTTP Server for iSeries (5722-DG1)

v HTTP 5<P<rHQ7F DCM rHQH7F$klgKO"IBM Developer Kit for Java™ (5722-JV1)

r$s9H<kQ_G"k+"^?O HTTP I}5<P<,O07J$3HrN'7^9#

v IBM Cryptographic Access Provider Wm@/H (5722-AC3) (128 SCH)#3NWm@/HNSCH&5

$:O"Ef`nGHQG-kPN0bNk)t,NGg5$:G9#PN0Kv5lk5$:O"=

l>lNqN"P~X8!'KhCF,)5lF$^9#SCH&5$:,g-$H"hj;-e"J

\3KJj^9#

v Ef=O<I&'"r$s9H<k7"SSL GHQ9kh&K=.7F"SSL OsI7'</h}N.

Yrbak3HbG-^9#V5R2M0 jj<9GO"J<NEf=O<I&'"N*W7gsr iSeries

5<P<GHQ9k3H,G-^9#

– 2058 PCI Ef="/;il<?< (O<I&'"!=3<I 4805)

– 4758 Ef=3Wm;C5< (O<I&'"!=3<I 4801 ^?O 4802)

Ef=O<I&'"r$s9H<k9klgO"*W7gs 35"Ef5<S9&WmP$@<b$s9

H<k9k,W,"j^9#

iSeries Access for Windows ^?O IBM Toolbox for Java 3s]<MsHG SSL rHQ9klgO"

iSeries Client Encryption Wm@/H (5722-CE3) (128 SCH) b$s9H<k9k,W,"j^9#iSeries

Access for Windows GO";-e"J\3rN)9k?aK3NWm@/H,,WG9#

m: Q<=Jk&3_eK1<7gs:&Wm@/HK1-5lF$k PC5250 (_el<?<rHQ9

klgO"Client Encryption Wm@/Hr$s9H<k9k,WO"j^;s#Q<=Jk&3_eK

1<7gs:KOH+NEf3<I,H_~^lF$^9#

G#8?kZ@q

x0G#8?kZ@qHlQG#8?kZ@qNc$"*hS=lirh@9k?aN*W7gsrhjI

/}r9kKO"Xx0Z@qNHQHlQZ@qN/TYr2H7F/@5$#

IBM G#8?kZ@q^M<8c< (DCM) O"G#8?kZ@qI}N?aN iSeries 5<P<N=j

e<7gsG9#DCM NHQN\YKD$FO"Information Center NHTC/XG#8?kZ@q^M

<8c<NHQYr2H7F/@5$#
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../rzajc/rzajcaccel2058.htm
../rzajc/rzajcco4758.htm
../rzahu/rzahurzahu4afinternetvsprivcert.htm
../rzahu/rzahurzahu401usingdcm.htm
../rzahu/rzahurzahu401usingdcm.htm
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J<N iSeries 5<P<&"Wj1<7gsO"SSL rHQ9k3HG;-e"K9k3H,G-^9#

v IBM HTTP Server for iSeries (*j8Jk)

v IBM HTTP Server for iSeries (powered by Apache)

v FTP 5<P<

v Telnet 5<P<

v ,6jl<7gJk&G<?Y<9&"<-F/Ac< (DRDA®) *hS,6G<?I} (DDM) 5<

P<

v ^M<8asH&;sHik

v G#l/Hj<&5<S9&5<P< (LDAP)

v (s?<Wi$:1L^CTs0 (EIM)

v iSeries Access for Windows "Wj1<7gs (iSeries JS2<?<r^`)

v iSeries Access for Windows N"Wj1<7gs&Wm0i_s0&$s?<U'<9 (API) Kn.5l

?"Wj1<7gs

v Java Developer Kit G+/5l?Wm0i`"*hS IBM Toolbox for Java rHQ9k/i$"sH&

"Wj1<7gs

v iSeries 5<P<G5]<H5lk;-e"&=1CHN"Wj1<7gs&Wm0i_s0&$s?<

U'<9 (API) rHQ7F+/5lk"Wj1<7gs#5]<H5lk API O"0m<Pk&;-e

"&D<k-CH (GSKit) *hS SSL_iSeries NM$F#V API G9#GSKit *hS SSL_API N\Y

O"XSecure Sockets Layer (SSL) APIsYr2H7F/@5$#
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../rzaie/rzaiemain.htm
../rzaie/rzaiemain.htm
../rzaiq/rzaiqsslparent.htm
../rzaiw/rzaiwscenariossl.htm
../rzahy/rzahysslrf.htm
../rzalv/rzalvseccon.htm
../rzahh/page1.htm
../apis/unix9.htm
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3N-oaFp\*JHiVk7e<F#s0psO"SSL NHQfK iSeries 5<P<,>L9kD=-

N"kl"NdjrZ:9k3Hr\*H7F$^9#?@7"HiVk7e<F#s0KX9k9YFN

ps;GOJ/"1Kjz-G"k@K4mU/@5$#

J<NbFKvFO^k3HrN'7^9#

v iSeries 5<P<G SSL N0sror~?7F$k (SSL N0sror2H)#

v V5R1 79F`G iSeries JS2<?<N^M<8asH&;sHik&F/Nm8<rHQ7F$kl

g"J<N PTF r79F`K$s9H<kQ_G"k#

– si01375

– si01376

– si01377

– si01378

– si01838

v HQ7F$k'ZI*hSZ@qO-zG"j"-z|B,ZlF$J$#

0RNbF,4HQN79F`KvFO^k3HrN'7Fb"iSeries 5<P<GM3H7F SSL X"N

dj,"klgO"*W7gsGJ<rnT7F/@5$#

v (i<KX9k\YKD$FO"5<P<N8gV&m0K"k SSL N(i<&3<Ir(i<&F<

VkGj_2H9k3H,G-^9#;-e"&=1CHN(i<&3<I&aC;<8NpsK"/

;99kKO"X;-e"&=1CH API (i<&3<I&aC;<8YZ<8r2H7F/@5$#

?H(P"3NF<VkGO5<P<N8gV&m0K(5l? -93 O"jt

SSL_ERROR_SSL_NOT_AVAILABLE K^CW5l^9#

– iNaj3<I (3<IVfN0K"k@C7eG=5lk) O"SSL_ API rHQ7F$k3Hr=

7^9#

– 5Naj3<IO"GSKit API rHQ7F$k3Hr=7^9#Wm0i^<O"Wm0i`bG

gsk_strerror() API ^?O SSL_Strerror() API r3<G#s07F"(i<Naj3<INW]

rh@9k3H,G-^9#ltN"Wj1<7gsO3N API rHQ7"3N8r^a?aC;<

8r8gV&m0XPO7^9#

\YJps,,WJlgO"3N(i<KD$FNM(ilk6x*hSs|}!r(9?aK"F<

VkKs!5lF$kaC;<8 ID r iSeries 5<P<eK=(9k3H,G-^9#3liN(i

<&3<IKX9k=N>Nb@O"(i<ra7?D9N;-e"&=1CH API bG+D+klg

b"j^9#

v J<N 2 DNXC@<&U!$kKO"F<VkK8_9kbNH1879F` SSL Naj3<IN

jt>,8_7^9,"j_2HN?aNaC;<8 ID O8_7^;s#

– QSYSINC/H.GSKSSL

– QSYSINC/H.SSL

79F` SSL Naj3<IN>0O3liN 2 DNU!$kbGOQ=7^;s,"=l>lNaj

3<IKO#tNG-N(i<,X"9klg,"j^9#

© Copyright IBM Corp. 2000, 2002 25

|

|

|
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

../rzab6/rzab6ssltrouble.htm


iSeries 5<P<KX"9kHiVk7e<F#s0N\YO"XHiVk7e<F#s0H5<S9YZ

<8r2H7F/@5$#
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../rzahgictroub2.htm


� 8 � ����

SSL NICpsO"J<Nps;+ib+D1k3H,G-^9#

IBM Nps;

v XSSL *hS Java Secure Socket Extension (JSSE)YZ<8KO"JSSE *hS=NHQ!KD$FNW

],-\5lF$^9#

v XJava Secure Socket Layer (JSSL)YZ<8KO"JSSL *hS=NHQ!KD$FNW],-\5lF

$^9#

v XIBM Toolbox for JavaYZ<8KO"HQG-k Java /i9*hS=NHQ!KD$FNW],-\

5lF$^9#

Request For Comments (RFC)

v XRFC 2246: The TLS Protocol Version 1.0Y GO"TLS WmH3kKD$F\YKb@7F$^

9#

v XRFC2818: HTTP Over TLSY GO"TLS rHQ7F$s?<MCHG HTTP \3r;-e"K

9k}!KD$Fb@7F$^9#

=N>Nps;

v XThe SSL Protocol Version 3.0Y8q GO"SSL WmH3k"P<8gs 3.0 KD$F\YKb

@7F$^9#
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../rzahh/ssljsse.htm
../rzaha/jssl.htm
../rzahh/page1.htm
ftp://ftp.isi.edu/in-notes/rfc2246.txt
ftp://ftp.isi.edu/in-notes/rfc2818.txt
http://home.netscape.com/eng/ssl3/ssl-toc.html
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