
iSeries

��������

�	
�������� (LDAP)

ERserver
���





iSeries

��������

�	
�������� (LDAP)

ERserver
���



© Copyright International Business Machines Corporation 1998, 2002. All rights reserved.

© Copyright IBM Japan 2002



��

h 1 t G#l/Hj<&5<S9 (LDAP) . . . . . . . . . . . . . . . . . . . 1

h 1 O V5R2 N7!= . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

h 2 O HTC/Nu~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

h 3 O G#l/Hj<&5<S9N5W . . . . . . . . . . . . . . . . . . . . . . . 7
LDAP KX9kp\v` . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

LDAP V3 G LDAP V2 rHQ9klgNM8v` . . . . . . . . . . . . . . . . . . . 11
LDAP G#l/Hj<&5<P<rWh9k . . . . . . . . . . . . . . . . . . . . . . 11
G#l/Hj<&5<S9Nljj<9r V5R2 K^$0l<7gs9k . . . . . . . . . . . 12

V4R3 ^?O V4R4 NG#l/Hj<&5<S9r V5R2 K^$0l<7gs9k . . . . . . . 13
G#l/Hj<&5<S9r$s9H<k7F=.9k . . . . . . . . . . . . . . . . . . 15

LDAP G#l/Hj<&5<P<r=.9k . . . . . . . . . . . . . . . . . . . . . 15
G#l/Hj<&5<S9NGU)kH=. . . . . . . . . . . . . . . . . . . . . . 17

IBM SecureWay G#l/Hj<I}D<k . . . . . . . . . . . . . . . . . . . . . . . 18

h 4 O LDAP G#l/Hj<&5<P<rI}9k . . . . . . . . . . . . . . . . . . . 19
LDAP G#l/Hj<&5<P<r+O9k . . . . . . . . . . . . . . . . . . . . . . 19
LDAP G#l/Hj<&5<P<rd_9k . . . . . . . . . . . . . . . . . . . . . . 20
G#l/Hj<&5<P<Nu7r!:9k . . . . . . . . . . . . . . . . . . . . . . 20
LDAP G#l/Hj<&5<P<N8gVr!:9k . . . . . . . . . . . . . . . . . . . 21
$YsHLNrHQD=K9k . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
His6/7gs_jMrXj9k . . . . . . . . . . . . . . . . . . . . . . . . . . 21
]<H^?O IP "Il9rQ99k . . . . . . . . . . . . . . . . . . . . . . . . . 22
LDAP G#l/Hj<&G<?r79F`VG\09k . . . . . . . . . . . . . . . . . . 22

LDIF U!$kr$s]<H9k . . . . . . . . . . . . . . . . . . . . . . . . . . 23
LDIF U!$kr(/9]<H9k . . . . . . . . . . . . . . . . . . . . . . . . . 23
G#l/Hj<&5<P<N77$lWj+r_j9k . . . . . . . . . . . . . . . . . 23
psrG#l/Hj<&5<P<K/T9k . . . . . . . . . . . . . . . . . . . . . 28

G#l/Hj<2HQN5<P<rXj9k . . . . . . . . . . . . . . . . . . . . . . 30
LDAP G#l/Hj<&5<P<K\xtrIC9k . . . . . . . . . . . . . . . . . . . 31
G#l/Hj<&5<P<+i\xtro|9k . . . . . . . . . . . . . . . . . . . . . 31
G#l/Hj<&5<S9psN]IH|5 . . . . . . . . . . . . . . . . . . . . . . 31
G#l/Hj<&G<?Nj-"H"/;9"rI}9k . . . . . . . . . . . . . . . . . 32
G#l/Hj<&*V8'/HNj-"WmQF#<rh}9k . . . . . . . . . . . . . . 32
"/;9)fj9H (ACL) Nh} . . . . . . . . . . . . . . . . . . . . . . . . . 32
ACL 0k<Wrh}9k . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
vDf<6<NI}"/;9rh}9k . . . . . . . . . . . . . . . . . . . . . . . 33

LDAP G#l/Hj<KP9k"/;9HQ9rHiC-s09k . . . . . . . . . . . . . . 34
G#l/Hj<&5<P<N*V8'/HF:rHQD=K9k . . . . . . . . . . . . . . . 34
LDAP G#l/Hj<&5<P<NQU)<^s9r409k . . . . . . . . . . . . . . . . 35

h 5 O G#l/Hj<&5<S9N50H2Hps . . . . . . . . . . . . . . . . . . . 37
LDAP "/;9)fj9H (ACL) . . . . . . . . . . . . . . . . . . . . . . . . . . 37
LDAP G<?r9A0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
Fql5]<H (NLS) KX9kM8v` . . . . . . . . . . . . . . . . . . . . . . . . 41
LDAP G#l/Hj<&*V8'/HNj-" . . . . . . . . . . . . . . . . . . . . . 41
LDAP G#l/Hj<N2H . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

© Copyright IBM Corp. 1998, 2002 iii

||



His6/7gs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
lWj+ LDAP G#l/Hj<&5<P< . . . . . . . . . . . . . . . . . . . . . . . 43
G#l/Hj<&5<S9N;-ejF#< . . . . . . . . . . . . . . . . . . . . . . 43

LDAP G#l/Hj<&5<P<G Secure Sockets Layer (SSL) H Translation Layer Security rH

Q9k . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
LDAP G#l/Hj<&5<P<G Kerberos 'ZrHQ9k . . . . . . . . . . . . . . . 44

*Zl<F#s0&79F`&Wm8'/H&PC/(sI. . . . . . . . . . . . . . . . . 45
OS/400 f<6<&Wm8'/H&G#l/Hj<psDj< . . . . . . . . . . . . . . . 46
LDAP `n . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
I}THlWj+&P$sI DN. . . . . . . . . . . . . . . . . . . . . . . . . . 51
OS/400 f<6<&Wm8'/H&9-<^ . . . . . . . . . . . . . . . . . . . . . . 51

G#l/Hj<&5<S9H OS/400 8c<Jk&5]<H . . . . . . . . . . . . . . . . 51

h 6 O LDAP 3^sITf<F#jF#< . . . . . . . . . . . . . . . . . . . . . . 53
ldapmodify *hS ldapadd f<F#jF#< . . . . . . . . . . . . . . . . . . . . . . 54

c: ldapmodify *hS ldapadd . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
ldapdelete f<F#jF#<. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

c: ldapdelete . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
ldapsearch f<F#jF#< . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

c: ldapsearch . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
ldapmodrdn f<F#jF#< . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

c: ldapmodrdn. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
LDAP 3^sITf<F#jF#<G SSL rHQ9keGNmUv`™ . . . . . . . . . . . . 66

h 7 O G#l/Hj<&5<S9NHiVk7e<F#s0. . . . . . . . . . . . . . . . 69
G#l/Hj<&5<S9KX9kp\*JHiVk7e<F#s0jg. . . . . . . . . . . . 69
G#l/Hj<&5<S9N8gV&m0Khj(i<*hS"/;9rbK?<9k. . . . . . 70
TRCTCPAPP rHQ7Fdjr!P9k . . . . . . . . . . . . . . . . . . . . . . . 71
LDAP_OPT_DEBUG *W7gsrHQ7F(i<rHl<99k. . . . . . . . . . . . . . 71

LDAP /i$"sHKX9klL*J(i< . . . . . . . . . . . . . . . . . . . . . . 72
ldap_search: Timelimit exceeded (~V)Br6(^7?) . . . . . . . . . . . . . . . . . 72
[Failing LDAP operation]: Operations error (LDAP `n:T: `n(i<) . . . . . . . . . . . 72
ldap_bind: No such object (:vN*V8'/H,"j^;s) . . . . . . . . . . . . . . . 72
ldap_bind: Inappropriate authentication ('ZKmj,"j^9) . . . . . . . . . . . . . . . 73
[Failing LDAP operation]: Insufficient access (LDAP `n:T: "/;9",T=,G9) . . . . . 73
[failing LDAP operation]: Cannot contact LDAP server (LDAP `n:T: LDAP 5<P<K\3G-

^;s) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
[failing LDAP operation]: Failed to connect to ssl server (LDAP `n:T: SSL 5<P<K\3G-

^;sG7?) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

iv MCHo<-s0&G#l/Hj<&5<S9 V5R2

||
||
||
||



� 1 � �	
�������� (LDAP)

G#l/Hj<&5<S9O"iSeries 5<P<G Lightweight Directory Access Protocol (LDAP) 5<P<

rHQG-kh&K7^9# LDAP OAw)fWmH3k / $s?<MCH&WmH3k (TCP/IP) GB

T5lkbNG"$s?<MCH&"Wj1<7gs*hS$s?<MCHJ0N"Wj1<7gsQNG

#l/Hj<&5<S9H7Fh/Q$ilF$^9#

G#l/Hj<&5<S9rON7F$kITO"3Njj<9N7!=+iI_OaF/@5$#,WJ

lgO"G#l/Hj<&5<S9psN PDF Gru~^?O=(9k3H,G-^9#

J<NHTC/GO"G#l/Hj<&5<S9N5W*hS iSeries™ 5<P<GN LDAP 5<P<N

I}KD$Fb@7^9#

7Z<8NXh 3 O G#l/Hj<&5<S9N5WY

19Z<8NXh 4 O LDAP G#l/Hj<&5<P<rI}9kY

37Z<8NXh 5 O G#l/Hj<&5<S9N50H2HpsY

53Z<8NXh 6 O LDAP 3^sITf<F#jF#<Y

69Z<8NXh 7 O G#l/Hj<&5<S9NHiVk7e<F#s0Y

G#l/Hj<&5<S9KX9kICpsKD$FO" G#l/Hj<&5<S9 Web Z<8 r

2H7F/@5$#

G#l/Hj<&5<S9,s!9k LDAP 5<P<O" IBM® SecureWay® Directory G9#

© Copyright IBM Corp. 1998, 2002 1

 http://www.ibm.com/servers/eserver/iseries/ldap
http://www.software.ibm.com/network/directory/


2 MCHo<-s0&G#l/Hj<&5<S9 V5R2



� 1 � V5R2 ����

G#l/Hj<&5<S9KO"J<NH%!=H7!=,IC5lF$^9#

v G#l/Hj<&5<S9O"V5R1 +ip\*Zl<F#s0&79F`NltKJCF$^9#*W

7gs 32 O"V5R2 +iHQTDKJj^7?#

v G#l/Hj<&5<P<K]I5l?G<?N]nr/=9k?a"77$;-ejF#<H%,I

C5lF$^9#

v LDAP G#l/Hj<&5<P<O" Enterprise Identity Mapping (EIM) Ia$sNIa$s&3sH

m<i<H7FHQG-kh&KJj^7?#

v iSeries JS2<?<&"Wj1<7gs&5]<Hrp7F*Zl<F#s0&79F`NG#l/H

j<&5<S9I}T (QIBM_DIRSRV_ADMIN) U!s/7gs ID XN"/;9,?(ilF$kf

<6<KP7F" G#l/Hj<&5<P<XNI}"/;9rU?9k?aKI}T,HQG-k7

7$*W7gs,QU5lF$^9#

v G#l/Hj<&5<P<KCjN IP "Il9rHQ5;k+"^?O5<P<eN9YFN=.Q_

IP "Il9rHQ9k+r*rG-^9#\YKD$FO" 22Z<8NX]<H^?O IP "Il9r

Q99kYr2H7F/@5$#

v V5R2 GO" ldap_set_option API K77$GPC0&Hl<9!=,IC5lF$^9# LDAP C

API rHQ9k/i$"sHNdjNGGru1k?aK" LDAP_OPT_DEBUG *W7gsrHQ9

k3H,G-^9#\YKD$FO" 71Z<8NXLDAP_OPT_DEBUG *W7gsrHQ7F(i<

rHl<99kY^?O iSeries Information Center NG#l/Hj<&5<S9 API (Directory

Services API) r2H7F/@5$#

7!=dQ9@r+D1k}!:

;Q*JQ9,C(il?Djr+D1d9/9k?aK"3NqAGO"!Nh&J$a<8,HolF

$^9#

v O"7!=dQ9@Nps,O^kDjr(7^9#

v O"7!=dQ9@Nps,*okDjr(7^9#
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PDF Gr@&sm<I7"=(9kKO" OS/400 G#l/Hj<&5<S9 (LDAP) (s 808 KB"82

Z<8) r*r7^9#

=N>Nps

J<N PDF b=(7?ju~7?jG-^9#

v LDAP Implementation Cookbook

v Understanding LDAP

v Using LDAP for Directory Integration: A Look at IBM SecureWay Directory, Active Directory, and

Domino™

v Implementation and Practical Use of LDAP on the iSeries Server

=(Q^?Ou~QN PDF U!$kr Netscape Navigator +io</9F<7gsK]89kKO"!N

h&K7^9#

1. Vi&6<G PDF r+/ (e-Njs/r/jC/9k)#

2. Vi&6<NaKe<+iVU!$kWr/jC/9k#

3. V>0rU1F]8Wr/jC/9k (IE NlgO"UmCT<G#9/N"$3s (>0rU1F]

8) r/jC/9k)#

4. PDF r]87?$G#l/Hj<KJ`#

5. V]8Wr/jC/9k#

Adobe Acrobat Reader N@&sm<I

e-N PDF r=(^?Ou~9k?aK Adobe Acrobat Reader ,,WJlgO" Adobe Web 5$H

(www.adobe.com/products/acrobat/readstep.html) +i"=N3T<r@&sm<I9k3HG-^9#
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G#l/Hj<&5<S9O"iSeries 5<P<G Lightweight Directory Access Protocol (LDAP) 5<P<

rHQG-kh&K7^9# LDAP OAw)fWmH3k / $s?<MCH&WmH3k (TCP/IP) GB

T5lkbNG"$s?<MCH&"Wj1<7gs*hS$s?<MCHJ0N"Wj1<7gsQNG

#l/Hj<&5<S9H7FlL*KJCF-F$^9# OS/400 Y<9N LDAP G#l/Hj<&5

<P<N_j*hSI}?9/N[HsIO" iSeries JS2<?<N0iU#+k&f<6<&$s?<

U'<9 (GUI) +iBT7^9#G#l/Hj<&5<S9rI}9kKO" iSeries 5<P<K\37

F$k PC K iSeries JS2<?<r$s9H<k7F*/,W,"j^9#G#l/Hj<&5<S9

O"LDAP P~N"Wj1<7gs (LDAP 5<P<+iERa<k&"Il9r+D1ka<k&"W

j1<7gsJI) GHQ9k3H,G-^9#

LDAP 5<P<N[+K"G#l/Hj<&5<S9KO!NbN,^^lF$^9#

v OS/400 Y<9N LDAP /i$"sH#3N/i$"sHKOlHN"Wj1<7gs&Wm0i`&

$s?<U'<9 (API) ,H_~^lF*j" OS/400® Wm0i`NfG3lrHQ7F"H+N/i

$"sH&"Wj1<7gsrn.G-^9#3liN API N\YKD$FO" iSeries Information

Center NXWm0i_s0YN<K"kG#l/Hj<&5<S9r2H7F/@5$#

v IBM SecureWay G#l/Hj<&/i$"sH&=UH&'"+/-CH (SDK) NP<8gs 3.2#3

N SDK KO" Windows® LDAP /i$"sHN[+KJ<ND<k,H_~^lF$^9#

– IBM SecureWay G#l/Hj<I}D<k#G#l/Hj<NbFrI}9k?aN0iU#+k&

f<6<&$s?<U'<9rs!7^9#

– 3^sITf<F#jF#< (ldapsearch"ldapadd JI)

– C LDAP API (i$Vij<&U!$k"XC@<&U!$k"5sWk&=<9&3<I)

– IBM JNDI LDAP 5<S9&WmP$@< (ibmjndi.jar)

– e-N9YFN`\N*si$sqA#F HTML U!$kNljH>0KD$FO" README U

!$kr2H7F/@5$#

OS/400 NlP<8gsGG#l/Hj<&5<S9rHQ7F$klgKO" 12Z<8NXG#l/H

j<&5<S9Nljj<9r V5R2 K^$0l<7gs9kYr2H7F/@5$#

LDAP N5WKD$FO" 8Z<8NXLDAP KX9kp\v`Yr2H7F/@5$#3NHTC/K

O OS/400 lQNpsb~CF$^9NG">NWiCHU)<`G LDAP 5<P<rHQ7?P3,"

k}b"3NHTC/r*I_/@5$#

3Np\psrh/}r7?i" 11Z<8NXLDAP G#l/Hj<&5<P<rWh9kYKJsG/

@5$#

G#l/Hj<&5<P<N$s9H<kH_jKD$FO" 15Z<8NXG#l/Hj<&5<S9r

$s9H<k7F=.9kYr2H7F/@5$#

qA

Information Center NG#l/Hj<&5<S9GO" LDAP N5Wr(7"CK OS/400 G LDAP G#

l/Hj<&5<P<rI}9k}!KD$Frb7F$^9#3NqAKO" SecureWay G#l/Hj

<&/i$"sH SDK N=,JqAbQU5lF$^9# LDAP KX9k5iK\7$psKD$F

O"J<K(9 LDAP N2M8%r4w/@5$#

© Copyright IBM Corp. 1998, 2002 7
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v LDAP Implementation Cookbook

v Understanding LDAP

v Using LDAP for Directory Integration: A Look at IBM SecureWay Directory, Active Directory, and

Domino

v Implementation and Practical Use of LDAP on the iSeries server

v LDAP: Programming Directory-enabled Applications with Lightweight Directory Access Protocol (Tim

Howes *hS Mark Smith x)#

v Understanding and Deploying LDAP Directory Services (Mark C. Smith"Gordon S. Good"*hS Tim

Howes x)#

iSeries 5<P<eNG#l/Hj<&5<S9KX9k5iK\7$psO" iSeries 5<P<NG#l/

Hj<&5<S9N[<`&Z<8 K"j^9#

m: 3NqAGhj7CF$kj`KO" University of Michigan ,s!9k LDAP X8qAKpE/-

v,^^lF$^9# Copyright © 1992-1996, Regents of the University of Michigan, All Rights

Reserved.

LDAP ��������

Lightweight Directory Access Protocol (LDAP) O"Aw)fWmH3k / $s?<MCH&WmH3k

(TCP/IP) eGBT5lkG#l/Hj<&5<S9&WmH3kG9# LDAP P<8gs 2 O" Internet

Engineering Task Force (IETF) Request for Comments (RFC) 1777 N Lightweight Directory Access Protocol

NfG50KjA5lF$^9# LDAP P<8gs 3 O"IETF RFC 2251 N Lightweight Directory

Access Protocol (v3) NfG50KjA5lF$^9#3liN RFC O"$s?<MCHrHQ7F!N

URL G+k3H,G-^9#

http://www.ietf.org

LDAP G#l/Hj<&5<S9O/i$"sH / 5<P<&bGkK>CF$^9#G#l/Hj<&

G<?O"1 D^?O#tN LDAP 5<P<K~CF$^9# LDAP /i$"sHO LDAP 5<P<K

\35l"WarP7^9#5<P<O"~z^?O>N LDAP 5<P<XN]$s?< (2H) ra7

^9#

LDAP NHQ:

LDAP O"G<?Y<9GOJ/G#l/Hj<&5<S9N 1 DJNG" LDAP G#l/Hj<Nf

NpsO"LoO-R*J0-Y<9NpsG9#lLK"LDAP Nf<6<,BT9kG#l/Hj<

X"N`nO"psrI_hk},"psrQ99klghjOk+K?/"=N97b"1cJ}0NQ

9 (9YFQ99k+^C?/Q97J$+) G"kN,lL*G9#h/Holk LDAP G#l/Hj

<KO"*si$sNECVfG#l/Hj<*hSERa<k&G#l/Hj<JI,"j^9#
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LDAP G#l/Hj<N=$:

LDAP G#l/Hj<&5<S9&bGkO" `\ (*V8'/HHb$&) rbHK=.5lF$^

9#F`\O"1 D^?O#tN0- (>0d"Il9JI) H" 1 DN?$WG=.5lF$^9#?

$WO"lLK",f9Hjs0 (&L>rU#9k cn d"ERa<k&"Il9rU#9k mail J

I) +i=.5lF$^9#

10Z<8N^ 1 NG#l/Hj<cK(9 Tim Jones N`\KO" mail 0-H telephoneNumber 0-

,^^lF$^9#=N>ND=J0-H7FO"fax"title"sn (+)"jpegPhoto JI,"j^9#

FG#l/Hj<KO9-<^,"j^9#9-<^O"G#l/Hj<N=$HbFrhj9klHN,

'G9# IBM SecureWay G#l/Hj<I}D<k (DMT) rHQ7F" LDAP 5<P<QN9-<

^&U!$krT89k,W,"j^9#G#l/Hj<&5<S9N$s9H<ke"9-<^&U!$

kO79F`N /QIBM/UserData/OS400/DirSrv K"j^9#

m: /QIBM/ProdData/OS400/DirSrv KO"GU)kH&9-<^&U!$kN*j8Jk&3T<,"j^

9# UserData G#l/Hj<bNU!$krV-9(k,W,"klgO"3liNU!$kr

/QIBM/ProdData/OS400/DirSrv G#l/Hj<K3T<G-^9#

FG#l/Hj<`\O" objectClass H$&Cl0-r}CF$^9#3N0-O"`\bG,WH5

lk0-*hSHQG-k0-r)f7^9#D^j"objectClass 0-NMKhj"`\,>oJ1lP

JiJ$9-<^,'rhj7^9#

FG#l/Hj<`\KO"LDAP 5<P<Khj+0*KI}5lkJ<N?Q0-,_j5lF$^

9#

v CreatorsName - `\rn.7?H-KHQ7?P$sI DN r(7^9#

v CreateTimestamp - `\rn.7?~or(7^9#

v modifiersName - `\rGeK$57?H-KHQ7?P$sI DN r(7^9 (3N0-Ni|M

O"CreatorsName NMH18G9)#

v modifyTimestamp - `\rGeK$57?~or(7^9 (3N0-Ni|MO"CreateTimestamp NM

H18G9)#

Lo"LDAP G#l/Hj<N`\O"/#*"O}*"^?OH%*J-&r?G7?,X=$G[V

5l^9 ( 10Z<8N^ 1 r2H)#,XNGeLKOqr=9`\,"j^9#,XN 2 !lYkO"

#^?OqHH%r=9`\Gjail^9#5iK<LN,XKO"DM1L"kH1L"Wjs?<"

8q"=N>Nv`r=9`\,"j^9#

G#l/Hj<r=.9k]KO">hN,XKHiolk,WO"j^;s#?H(P"Ia$s&3s

]<MsH=$,"lLKQ$ilkh&KJCF$^9#3N=$rHQ9kH"`\O TCP/IP NIa

$s&M<`NQ<DG=.5l^9#?H(P"o=ibm,c=us hjb dc=ibm,dc=com N},,7F$^

9#

LDAP O"`\r1L> (DN) G2H7^9#1L>O"=N`\+NN>0H"G#l/Hj<bG=

lhjeLK"k*V8'/HN>0 (<L+ieLg) G=.5lF$^9#?H(P" 10Z<8N^ 1

N8<yK"k`\N04 DN O" cn=Tim Jones, o=IBM, c=US G9#F`\KO"`\K>0rU1k

H-KHQ5lk0-,/J/Hb 1 D"j^9#3N?>0-N3Hr"`\NjP1L> (RDN) H
$$^9#?(il? RDN NeLN`\N3Hr"=NF1L>H$$^9#eRNcGO"cn=Tim

Jones H$&>0,`\KU1ilkNG"3N>0,=N`\N RDN HJj^9# o=IBM, c=US O"

cn=Tim Jones NF1L>G9#

h 3 O G#l/Hj<&5<S9N5W 9



LDAP 5<P<K LDAP G#l/Hj<NltrI}9k!=r?(kKO"5<P<N_jNfG"G

bLNF1L>rXj7^9#3NoN1L>O\xtHFPl^9#5<P<O"G#l/Hj<bN*

V8'/HN&A"G#l/Hj<,XbGXjN\xthj<LK"k9YFN*V8'/HK"/;9

G-^9#?H(P""k LDAP 5<P<K"^ 1 K(9G#l/Hj<,"klgK"=N5<P<,

Tim Jones KX9k/i$"sH+iNHqK~zG-kh&K9kKO"5<P<N_jG\xt

o=ibm, c=us rXj7F*/,W,"j^9#

LDAP HG#l/Hj<&5<S9KX9kmUv`:

v V4R5 J_N OS/400 LDAP 5<P<H OS/400 LDAP /i$"sHO">}Hb LDAP P<8gs 3

rY<9K7F$^9# V3 5<P<G V2 /i$"sHrHQ9k3H,G-^9#?@7"V2 /

i$"sHH7FP$sI7"V2 API @1rHQ7F$klgr|$F" V2 5<P<G V3 /i$

"sHrHQ9k3HOG-^;s#\7/O"LDAP V2/V3 NM8v`r2H7F/@5$#

v Windows LDAP /i$"sHb LDAP P<8gs 3 rY<9K7F$^9#

v LDAP O8`JNG"9YFN LDAP 5<P<,?/N&L9kp\C-r}CF$^9#7+7"B

uAV,c&?a"9YFKj_N_9-,"kHOBj^;s#G#l/Hj<&5<S9,s!9

^ 1. LDAP G#l/Hj<Np\=$

10 MCHo<-s0&G#l/Hj<&5<S9 V5R2



k LDAP 5<P<O" IBM SecureWay *hS IBM Directory =J2N LDAP 5<P<H[\04J

_9-,"j^9#7+7">N LDAP 5<P<HN_9-OJ$lg,"j^9#

v G#l/Hj<&5<S9,s!9k LDAP 5<P<NG<?O"OS/400 G<?Y<9K"j^9#

\Yps:

LDAP G#l/Hj<NHQcKD$FO"J<r2H7F/@5$#

v lCIVC/ Understanding LDAP N;/7gs 1.6 NXThe Quick Start: A Public LDAP ExampleY

v lCIVC/ Understanding LDAP N;/7gs 3.3 NXExample ScenariosY

LDAP N50N\YKD$FO" 37Z<8NXh 5 O G#l/Hj<&5<S9N50H2HpsYr

2H7F/@5$#

LDAP V3 � LDAP V2 ������������

V4R5 J_GO"OS/400 LDAP 5<P<H OS/400 LDAP /i$"sHO">}Hb LDAP P<8gs

3 KpE$F$^9# V2 5<P<G V3 /i$"sHrHQ9k3HOG-^;s#7+7

ldap_set_option() API rHQ7F" V3 /i$"sHNP<8gsr V2 KQ99k3H,G-^9#Q

9*;e"V2 5<P<XN/i$"sHWaK5oKw.9k3H,G-^9#

V3 5<P<G V2 /i$"sHrHQ9k3H,G-^9#?@7!wWaKD$FO"V3 5<P<O

UTF-8 A0N4OObGG<?rV.G-^9," V2 /i$"sHO IA5 8z;CHNG<?7+h}

G-J$lg,"k3HK4mU/@5$#

m: LDAP P<8gs 2 O" Internet Engineering Task Force (IETF) Request for Comments (RFC) 1777

N Lightweight Directory Access Protocol NfG50KjA5lF$^9# LDAP P<8gs 3 O"

IETF RFC 2251 N Lightweight Directory Access Protocol (v3) NfG50KjA5lF$^9#3li

N RFC O"$s?<MCHrHQ7F!N URL G+k3H,G-^9#

http://www.ietf.org

LDAP �	
�������������

G#l/Hj<&5<S9r$s9H<k7"LDAP G#l/Hj<N_jrOakK"?j"0bCF

G#l/Hj<NWhr)FF/@5$#!$rW9kEWv`O!NH*jG9#

v G#l/Hj<rT.9k#G#l/Hj<N=$NWhr)F"5<P<KINh&J\xtH0-

,,W+r=G7^9#

v G#l/Hj<Ng-5rhj9k#=Ne"Il/i$N9Hl<8,,W+r+Qbk3H,G-

^9#G#l/Hj<N5$:O!NWGKhCF[Jj^9#

– 5<P<&9-<^NfN0-Nt

– 5<P<eN`\Nt

– 5<P<KJ<9kpsNo`

?H(P"GU)kHNG#l/Hj<&5<S9N9-<^rHQ9k-1hKO"s 10MB N-1

hNu-,,WG9#GU)kHN9-<^rHQ7F$F"lL*J>Hwpsr 1000 `\J<7

F$kG#l/Hj<KO"s 30 MB N-1h,,WG9#3NtMO"B]KHQ9k0-KhC

F[Jj^9#^?"L?JINg-$*V8'/HrG#l/Hj<KJ<7?lgO"3NtMO

g}K}C9k3H,"j^9#

h 3 O G#l/Hj<&5<S9N5W 11

|

|

|

../../redbooks/sg244986.pdf
../../redbooks/sg244986.pdf
http://www.ietf.org/


v HQ9k;-ejF#<jJrhj9k#G#l/Hj<&5<S9O"Secure Sockets Layer (SSL) H

G#8?k'Z"*hS Translation Layer Security (TLS) rHQ7?L.;-ejF#<r5]<H7

F$^9# V5R1 +iO"Kerberos 'Zb5]<H5lF$^9#

v G#l/Hj<&5<S9GO""/;9)fj9H (ACL) rHCF"G#l/Hj<&*V8'/H

XN"/;9r)f9k3HbG-^9#G#l/Hj<r]n9kKO"OS/400 ;-ejF#<F:

bHQG-^9#

�	
��������������� V5R2 ����
������

V5R2 N OS/400 GO"G#l/Hj<&5<S9K77$!=,IC5l^7?#3lK<$"LDAP

G#l/Hj<&5<P<H iSeries JS2<?<N0iU#+k&f<6<&$s?<U'<9 (GUI)

NEM,ltQ95lF$^9# GUI N77$!=rxQG-kh&K9kKO" iSeries 5<P<K

TCP/IP G\3G-k PC K iSeries JS2<?<r$s9H<k9k,W,"j^9# iSeries JS2<

?<O"iSeries Access for Windows N3s]<MsHG9#lP<8gsN iSeries JS2<?<r$s

9H<k7F"klgO" V5R2 K"CW0l<I9kh&K7F/@5$#

V5R2 N OS/400 GO"V4R5 H V5R1 +iN"CW0l<I,5]<H5lF$^9# V5R2 N

OS/400 K"CW0l<I9klgO" LDAP G#l/Hj<&G<?&U!$kHG#l/Hj<&9

-<^&U!$kO$:lb" V5R2 NA0K`r9kh&K+0*K^$0l<7gs5l^9#G#

l/Hj<&5<S9 LDAP 5<P<r V4R3 ^?O V4R4 N OS/400 GBT7F$F"=N5<P<

r V5R2 X^$0l<7gs9k3Hr>`lgO" ICN^$0l<7gs&?9/rBT9k,W,

"j^9#

V5R2 N OS/400 K"CW0l<I9klgO"^$0l<7gsKX9k$/D+NmU@,"j^9#

v V5R2 K"CW0l<I9klgO"G#l/Hj<&5<S9KhCF"9-<^&U!$k,+0*

K V5R2 K^$0l<7gs5l"E$9-<^&U!$kOo|5l^9#7+7"9-<^&U!

$kro|^?O>0Q99kH"G#l/Hj<&5<S9O=lir^$0l<7gs9k3H,

G-^;s#=Nlg"(i<,P5lk+"^?O G#l/Hj<&5<S9O9GK=NU!$k

,^$0l<7gs5l?H+J7^9#

v G#l/Hj<&5<S9O"iaF5<P<rO09k+ LDIF U!$kr$s]<H9kH-"G

#l/Hj<&G<?r V5R2 A0K^$0l<7gs7^9#3N^$0l<7gs,0;9kNK

,WJ=,N~VrWh7F/@5$# V4R4 J0Njj<9+i V5R2 K"CW0l<I9klg

O"G#l/Hj<&G<?," V5R2 GOJ0N[\ 2 \N-1hr,WH9k3HKb4mU/@

5$#3lO"V4R4 J0NP<8gsNG#l/Hj<&5<S9GO"IA5 8z;CH@1,5]

<H5l" CCSID 37 (1lP$HA0) GG<?,]I5lF$??aG9#G#l/Hj<&5<S

9GO"04 ISO 10646 8z;CH,5]<H5lkh&KJCF$^9#

V5R2 K"CW0l<I7?e"77$G<?r$s]<H9k0K"lY5<P<rO07F{8NG

<?r^$0l<7gs9k,W,"j^9#=,J"B,J$NK5<P<rlYO09k0KG<

?N$s]<HrnT9kH"$s]<HO:T9klg,"j^9#

v V4R4 J0NG#l/Hj<&5<S9O"?$`&9?sWN`\rn.9kH-K"~VSrM8K

~l^;sG7?# V4R5 J_GO"G#l/Hj<KP9k9YFNIC*hSQ9G~VS,HQ

5lF$^9#7?,CF"V4R4 J0Njj<9+i V5R2 K"CW0l<I9kH"G#l/Hj

<&5<S9O{8N createtimestamp *hS modifytimestamp 0-r"57$~VSr?G9kh

&K407^9#3N3HO"G#l/Hj<K]I5lF$k?$`&9?sW+i" iSeries G=_

jA5lF$k~VSrz/3HKhjTol^9#=TN~VS,"`\,GiKn.^?OQ95

l?H-Kh0uV@C?~VSH[Jklg"77$?$`&9?sWMO5N~VSr?G7J$

NGmU7F/@5$#

12 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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v ^$0l<7gseO"TCP/IP N+O~K" LDAP G#l/Hj<&5<P<,+0*K+O9kh

&KJj^9#G#l/Hj<&5<P<N+0+Or>^J$lgO" iSeries JS2<?<rHQ7

F"_jrQ97F/@5$#

V4R3 ��	 V4R4 ��	
��������� V5R2 ����
��

����

V5R2 N OS/400 GO" V4R3 +iN>\*J"CW0l<I,5]<H5lF$^;s# V4R3 ^?O

V4R4 NG#l/Hj<&5<S9 LDAP 5<P<r V5R2 K^$0l<7gs9kKO"J<N$:l

+NjgrBT7^9#

v V4R3 ^?O V4R4 +ifVjj<9X OS/400 r9jCW&$s9H<k9k

v G<?Y<9&i$Vij<r]87F+i" OS/400 r V4R3 ^?O V4R4 +i V5R2 K9/iC

A&$s9H<k9k

V4R3 ^?O V4R4 +ifVjj<9X OS/400 r9jCW&$s9H<k9k

OS/400 N V4R3 *hS V4R4 +i V5R2 XN"CW0l<IO5]<H5lF$^;s,"J<N"C

W0l<IO5]<H5lF$^9#

v V4R3 *hS V4R4 +i V4R5 XN"CW0l<I

v V4R4 *hS V4R5 +i V5R1 XN"CW0l<I

v V4R5 *hS V5R1 +i V5R2 XN"CW0l<I

G#l/Hj<&5<S9 5<P<r^$0l<7gs9k?aN 1 DN}!O"^:fVjj<9

(V4R5 ^?O V5R1) K"CW0l<I7F+i" V5R2 K"CW0l<I9kH$&}!G9# OS/400

N$s9H<kjgN\YKD$FO" =UH&'"N3~ r2H7F/@5$#^$0l<7g

srBT9k?aNlL*JjgO"!NH*jG9#

1. /QIBM/UserData/OS400/DirSrv G#l/Hj<N9-<^&U!$kKC(?Q9r-?9k#9-<

^&U!$k,+0*K^$0l<7gs5l^9#

2. V4R4 ^?O V4R3 NlgO" OS/400 N V4R5 ^?O V5R1 r9jCW&$s9H<k9k#

3. OS/400 N V5R2 K9jCW&$s9H<k9k#

4. G#l/Hj<&5<S9&5<P<r^@+O7F$J1lP"33G+O9k#

5. G#l/Hj<I}D<krHQ7"9FCW 1 G-?7?f<6<Q9KpE$F"9-<^&U!

$krT89k#

6. G#l/Hj<&5<S9&5<P<rFS+O9k#

G<?Y<9&i$Vij<r]87F+i" OS/400 r V4R3 ^?O V4R4 +i V5R2 K9/iC
A&$s9H<k9k

G#l/Hj<&5<S9&5<P<r^$0l<7gs9kb& 1 DN}!O"G#l/Hj<&5<

S9, V4R3 ^?O V4R4 GHQ7F$?G<?Y<9&i$Vij<r]87F+i" V5R2 N9/

iCA&$s9H<kNeG"i$Vij<&i$Vij<r|59kH$&3HG9#3NlgO"fV

jj<9r$s9H<k9kjV,J1^9#7+7"5<P<N_jO^$0l<7gs5lJ$NG"

5<P<rF=.9k,W,"j^9# OS/400 N$s9H<kjgN\YKD$FO" =UH&'"N

3~ r2H7F/@5$#^$0l<7gsrBT9k?aNlL*JjgO"!NH*jG9#

h 3 O G#l/Hj<&5<S9N5W 13
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1. /QIBM/UserData/OS400/DirSrv G#l/Hj<N9-<^&U!$kKC(?Q9r-?9k#9-<

^&U!$kO"+0*K^$0l<7gs5lJ$NG"Q9@rQ37?$lgO"jnHGFS

Q9rC(k,W,"j^9#

2. G#l/Hj<&5<S9&5<P<NWmQF#<G"G<?Y<9&i$Vij<>JIN5^6

^J=._jr-?9k#

3. G#l/Hj<&5<S9&5<P<N=.GXj5lF$kG<?Y<9&i$Vij<r]89

k#

4. /T!=N=.r-?9k#

5. 79F`r V5R2 N OS/400 K9/iCA&$s9H<k9k#

6. EZ-Setup rHQ7F"G#l/Hj<&5<S9&5<P<r_j9k#

7. 9FCW 3 G]87?G<?Y<9&i$Vij<r|59k#

8. G#l/Hj<I}D<krHQ7"9FCW 1 G-?7?f<6<Q9KpE$F"9-<^&U

!$krQ99k#

9. iSeries JS2<?<rHQ7F"G#l/Hj<&5<S9N_jrdj>9#$C?s]87F|

57?G<?Y<9&i$Vij<rXj9k#

10. iSeries JS2<?<rHQ7F"/T!=rF=.9k#

11. G#l/Hj<&5<S9&5<P<rFS+O9k#

"CW0l<INmU@

V4R3 +i77$jj<9X"CW0l<I9klgKO"J<N@K1U7F/@5$#

v -<&js0&U!$k+i-<&G<?Y<9XN^$0l<7gs

V3R2 N Client Access GO" LDAP G#l/Hj<&5<P<K Secure Sockets Layer (SSL) rN)

9kH-K"-<&js0&U!$krHQ7F$^7?# iSeries Access for Windows GO"-<&

G<?Y<9H$&Z@qP?j9HrHQ7F SSL r\37^9#lP<8gsN LDAP G#l/

Hj<&5<P<G-<&js0&U!$krHQ7F$?lg" SSL r7P<8gsGbz-3-H

Q9k?aKO"-<&js0&U!$kr-<&G<?Y<9KQ99k,W,"j^9# LDAP G

#l/Hj<&5<P<K SSL riaF\39kH-K" iSeries JS2<?<O3NQ9rT&+I

&+rd$go;F-^9#-<rQ99kh&Xj9kH"-<&G<?Y<9NpsrXj9kh

&aail^9#psr~O9kH"Q9,BT5l^9#

V4R3 N LDAP G#l/Hj<&5<P<GO"lQN SSL \3rHQ9kH-Kb-<&js0&

U!$krHQ7F$^7?# V4R4 J_N LDAP G#l/Hj<&5<P<GO"79F`Z@q

P?j9HrHQ7^9# V4R3 N5<P<G SSL rHQ9kh&_j7F$?lg"-<&js

0&U!$kNbFOZ@qP?j9HK^$0l<7gs5l^9#

v 2 DN9Hj<`&U!$k,o|5l^7?#

V4R3 N G#l/Hj<&5<S9KhjHQ5lF$?J<N9Hj<`&U!$k,TWKJj^

7?#3liN9Hj<`&U!$kKD$FO"77$jj<9r$s9H<k9kH+0*Ko|

5l^9#

/QIBM/ProdData/OS400/DirSrv/qgldcert.kyr
/QIBM/ProdData/OS400/DirSrv/qgldcert.sth

3liNU!$kKD$FO?bT&,WO"j^;s#JeN}3Khj"3liNU!$k,79

F`+iJ/JCF$Fb?Ndjb"j^;s#

^?">Njj<9+i=TNjj<9XN"CW0l<I9k3HKX"9kdj,>Kb"k+b7l

^;sNG4mU/@5$#

14 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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���������������
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G#l/Hj<&5<S9 (LDAP) O"OS/400 r$s9H<k9kH+0*K$s9H<k5l^9#G

#l/Hj<&5<P<KO" TCP/IP N+O~KG#l/Hj<&5<P<r+0*K+O9kGU)k

H=.,H_~^lF$^9#G#l/Hj<&5<P<O"OS/400 +iG#l/Hj<&5<P<XN

3sTe<?<psN/Tb+O7^9# LDAP G#l/Hj<&5<P<N_jr+9?^$:9kK

O" G#l/Hj<&5<S9=.&#6<IrBT7^9#3N&#6<IrHQ9kKO"Cl"B

*ALLOBJ H *IOSYSCFG ,,WKJj^9#

V5R1 +iO"G#l/Hj<&5<S9Op\*Zl<F#s0&79F`K}g5l" V5R2 +i

O"*W7gs 32 OHQTDKJj^9#

LDAP �	
�������������

79F`,LN LDAP 5<P<Kpsr/T9kh&J=.KJCF*i:"J*+D TCP/IP DNS 5

<P<K'15lF$k LDAP 5<P<,8_7F$J$lgO"G#l/Hj<&5<S9,+0*K

Bj*JGU)kH=.G$s9H<k5lkh&KJj^7?#G#l/Hj<&5<S9KO"=l>

lN,WKgo;F LDAP G#l/Hj<&5<P<r_j9k?aN&#6<I,QU5lF$^9#

3N&#6<IO"EZ-Setup NltH7FBT9k3HbG-^97"e[I iSeries JS2<?<+i

BT9k3HbG-^9#3N&#6<IO"G#l/Hj<&5<P<rGiK=.9kH-d"G#l

/Hj<&5<P<rF=.9kH-KHQ7^9#

m: &#6<IrHCFG#l/Hj<&5<P<rF=.9klgO"Gi+i=.7>93HKJj^

9#D^j"5N=.O"Q95lkNGOJ/o|5l^9#?@7"G#l/Hj<NG<?Oo

|5l:"$s9H<k~K*r7?i$Vij< (GU)kHGO QUSRDIRDB) KDj^9#Q9

m0b (GU)kHGO QUSRDIRCL i$Vij<K) =N^^Dj^9#

Gi+i04K=.7>7?$lgKO"&#6<Ir+O9k0K"=li 2 DNi$Vij<r

Cn7F/@5$#

G#l/Hj<&5<P<N=.rQ97?$,"04KOCn7?/J$lg"VG#l/Hj<W

r&/jC/7F"VWmQF#<Wr*r7^9#3N}!GO"5N=.Oo|5l^;s#

5<P<r_j9kKO"Cl"B *ALLOBJ *hS *IOSYSCFG r}CF$k,W,"j^9#

OS/400 ;-ejF#<F:r_j9klgO" *AUDIT Cl"Bb,WKJj^9#

G#l/Hj<&5<S9N=.&#6<Ir+O9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"V=.Wr*r9k#

m: 9GKG#l/Hj<&5<P<N=.,QsG$klgO"V=.WGOJ/VF=.Wr/j

C/7F/@5$#

VG#l/Hj<&5<P<N=.W&#6<INX(K>CF" LDAP G#l/Hj<&5<P<r=

.7F/@5$#

m: ^?"G#l/Hj<&G<?r]I9k3Ni$Vij<O"79F`du-1hW<k (ASP) G

OJ/"f<6< ASP K~lF*/},XxJ3H,"j^9#?@7"3Ni$Vij<OH)

ASP KO]IG-^;s#H) ASP NfKi$Vij<r}D5<P<r=."F=."^?O+

O7h&H9kH"=lO:T7^9#

h 3 O G#l/Hj<&5<S9N5W 15
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&#6<I,*;9kH"LDAP G#l/Hj<&5<P<Kp\=.,0;7^9#79F`G Lotus®

Domino rBT7F$klgO"]<H 389 (LDAP 5<P<QNGU)kH&]<H) , Domino N

LDAP !=KhCF9GKHQ5lF$kD=-,"j^9#J<N$:l+rBT9k,W,"j^

9#

v Lotus Domino ,HQ9k]<HrQ99k

v G#l/Hj<&5<S9,HQ9k]<HrQ99k

v CjN IP "Il9rHQ9k

3N~@G5<P<r+O9k3H,G-^9#?@7"5<P<r+O9k0K"!N$/D+^?O9

YFN`nrBT9k3Hr!$7F/@5$#

v 5<P<KG<?r$s]<H9k

v Secure Sockets Layer (SSL) ;-ejF#<rHQD=K9k

v Kerberos 'ZrHQD=K9k

v 2Hr=.9k

LDAP �	
��������� SSL ��������

79F`KG#8?kZ@q^M<8c<r$s9H<k7F"klgO" Secure Sockets Layer (SSL)

;-ejF#<rHQ7F" LDAP G#l/Hj<&5<P<XN"/;9r]n9k3H,G-^9#

G#l/Hj<&5<P<G SSL rHQG-kh&K9knHrT&K"?CFO"G#l/Hj<&5

<S9G SSL rHQ9k}!KD$FN5Wr2MK4w/@5$#

iSeries JS2<?<+i LDAP G#l/Hj<&5<P<rI}9kH-K SSL \3rHQ9klg"

^?O Windows N LDAP /i$"sHG SSL rHQ9klgKO"$:l+N/i$"sHEf==

J (5722CE2 ^?O 5722CE3) r PC K$s9H<k7F*/,W,"j^9#

LDAP 5<P<G SSL rHQG-kh&K9kKO"G#8?kZ@q^M<8c<&$s?<U'<9

rHQ7^9#G#8?kZ@q^M<8c<O" iSeries JS2<?<NV$s?<MCHWU)k@<

^?OG#l/Hj<&5<P<NVWmQF#<W@$"m0&\C/9NVMCHo</WZ<8+i

)Ae2k3H,G-^9#

VMCHo</WZ<8+iG#8?kZ@q$s?<U'<9r)Ae2kKO"J<NjgK>$^

9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VMCHo</W?Vr/jC/9k#

6. VG#8?kZ@q^M<8c<Wr/jC/9k#

GU)kHN$s?<MCH&Vi&6<GG#8?kZ@q^M<8c<,)Ae,j^9#

G#l/Hj<&5<P<KG#8?kZ@qrdjvFk?aKT&,W,"kCjN9FCWKD$F

O" XLDAP G#l/Hj<&5<P<NB4-rbakYr2H7F/@5$#

SSL rHQG-kh&KJkH"LDAP G#l/Hj<&5<P<GHQ9k]<HrQ99k3HKh

j"B4-Nb$\3rN)G-kh&KJj^9#

16 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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LDAP �	
��������� Kerberos ����������

79F`KMCHo</'Z5<S9r_j7?lgO" LDAP G#l/Hj<&5<P<G Kerberos

'ZrHQ9k?aN_j,G-^9#G#l/Hj<&5<P<G Kerberos rHQD=K9k0K"G

#l/Hj<&5<S9G Kerberos rHQ9k}!N5WrIsG*/HrK)A^9#

Kerberos 'ZrHQD=K9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VKerberosW?Vr/jC/9k#

6. VKerberos 'ZrHQD=K9k (Enable Kerberos authentication)WrA'C/9k#

7. =l>lNu7Kgo;F"VKerberosWZ<8N>N_jMrXj9k#FU#<kINb@KD$

FO"=NZ<8N*si$s&XkWr2H7F/@5$#

�	
����������������

LDAP G#l/Hj<&5<P<O"OS/400 r$s9H<k9kH+0*K$s9H<k5l^9#3N

H-KO"GU)kH=.b$s9H<k5l^9#G#l/Hj<&5<P<O"J<Nro,9YF7

C?lgK"GU)kH=.rHQ7^9#

v I}T,G#l/Hj<&5<S9=.&#6<IrBT7F$J$+"WmQF#<&Z<8GG#

l/Hj<_jrQ97F$J$lg#

v G#l/Hj<&5<S9N/T!=,_j5lF$J$lg#

v LDAP G#l/Hj<&5<P<, LDAP DNS psr!PG-J$lg#

LDAP G#l/Hj<&5<P<,GU)kH=.rHQ9kH"J<Nh&Jh},Tol^9#

v TCP/IP N+O~K"LDAP G#l/Hj<&5<P<,+0*K+O7^9#

v 79F`,GU)kHNI}T cn=Administrator rn.7^9#5iK"btGHQ5lkQ9o<I

b8.5l^9#B]KI}TQ9o<IrHQ7J1lPJiJ/JC?lgO"G#l/Hj<&

5<S9NWmQF#<&Z<8G77$Q9o<Ir_jG-^9#

v 79F`N IP >KpE$F"GU)kHN\xt,n.5l^9#79F`&*V8'/HN\xt

b"3N79F`>KpE$Fn.5l^9#?H(P"79F` IP >, mary.acme.com G"lP"

\xtO dc=mary,dc=acme,dc=com KJj^9#

v LDAP G#l/Hj<&5<P<,"GU)kHNG<?&i$Vij< QUSRDIRDB rHQ7^9#

=Ni$Vij<O"79F` ASP bKn.5l^9#

v 5<P<,";-e"GJ$L.N?aK]<H 389 rHQ7^9# LDAP QNG#8?kZ@q,

_j5lF$J$lgO" Secure Sockets Layer (SSL) ,HQD=KJj";-e"JL.QK]<H

636 ,HQ5l^9#

G#l/Hj<&5<S9N/T!=KD$FO"J<Nh&JGU)kH_jKJj^9#

v 79F`O"m<+k LDAP G#l/Hj<&5<P<KP7Fpsr/T7^9#

v /T!=O"SSL rHQ7^;s#

v /T!=O"GU)kH\xtN<G3sFJ<rHQ7^9#

v G#l/Hj<&5<P<N'ZN?aK" OS/400 O"cn=Administrator ID H79F`8.Q9o<

IrHQ7^9#

v 79F`O"79F`ps@1r/T7^9#
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IBM SecureWay �	
���������

IBM SecureWay G#l/Hj<I}D<k (DMT) O" LDAP G#l/Hj<NbFrI}9k?aN0

iU#+k&f<6<&$s?<U'<9rs!7^9# DMT rHCFBTG-knHKO"J<Nb

N,"j^9#

v G#l/Hj<&9-<^NVi&:

v *V8'/H&/i9NIC"T8"*hSo|

v 0-NIC"T8"*hSo|

v G#l/Hj<&Dj<NVi&:*hS!w

v `\NIC"T8"=("*hSo|

v `\ RDN NT8

v ACL NI}

DMT O"G#l/Hj<&5<S9KH_~^lF$k Windows LDAP /i$"sHNltG9#/i

$"sHO"}gU!$k&79F`&G#l/Hj<K~CF$^9#

DMT r^` Windows LDAP /i$"sHr PC K$s9H<k9kKO"J<N3HrTCF/@5

$#

1. iSeries JS2<?<G"VU!$k&79F`Wr8+9k#

2. VU!$k&QWr8+9k#

3. VQdirsrvWr@Vk/jC/9k#

4. VUserToolsWr@Vk/jC/9k#

5. VWindowsWr@Vk/jC/9k#

6. setup.exe r@Vk/jC/7F"DMT N$s9H<kr+O9k#hLNX(K>CF"$s9H

<kr0;7^9#

IBM SecureWay G#l/Hj<I}D<k (DMT) KX9kqAO" dparent.htm U!$kK"j^9#

3NU!$kO"/i$"sHN$s9H<k~K" PC N IBM SecureWay Directory U)k@<K3T

<5l^9#

18 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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LDAP G#l/Hj<&5<P<rI}9kKO"J<N"B;CHr}CF$k,W,"j^9#

v 5<P<r=.7?j"5<P<=.rQ97?j9klg: 9YFN*V8'/H (*ALLOBJ) ClC

""*hS~PO79F`=. (*IOSYSCFG) ClC"

v 5<P<r+O^?Od_9klg: 8gV)f (*JOBCTL) "B"*hSVTCP/IP N*;

(ENDTCP)W"VTCP/IP N+O (STRTCP)W"VTCP/IP 5<P<N+O (STRTCPSVR)W"VTCP/IP 5

<P<N*; (ENDTCPSVR)WNF3^sIKP9k*V8'/H"B

v G#l/Hj<&5<P<NF:0nr_j9klg: F: (*AUDIT) ClC"

v 5<P<N8gV&m0r=(9klg: 9W<k)f (*SPLCTL) ClC"

G#l/Hj<&*V8'/H ("/;9)fj9H"*V8'/Hj-""*hSlWj+r^`) rI

}9kKO"I}T DN ^?O,5J LDAP "Br}D=N>N DN rHQ7F"=NG#l/Hj<

K\37F/@5$#"B}grHQ7F$klgO" G#l/Hj<&5<S9NI}TU!s/7g

s ID XN"Br}DWm8'/H&f<6<bI}TKJl^9#

G#l/Hj<&5<P<NI}KO"!NnH,^^l^9#

v XLDAP G#l/Hj<&5<P<r+O9kY

v 20Z<8NXLDAP G#l/Hj<&5<P<rd_9kY

v 20Z<8NXG#l/Hj<&5<P<Nu7r!:9kY

v 21Z<8NXLDAP G#l/Hj<&5<P<N8gVr!:9kY

v 21Z<8NX$YsHLNrHQD=K9kY

v 21Z<8NXHis6/7gs_jMrXj9kY

v 22Z<8NX]<H^?O IP "Il9rQ99kY

v 22Z<8NXLDAP G#l/Hj<&G<?r79F`VG\09kY

v 30Z<8NXG#l/Hj<2HQN5<P<rXj9kY

v 31Z<8NXLDAP G#l/Hj<&5<P<K\xtrIC9kY

v 31Z<8NXG#l/Hj<&5<P<+i\xtro|9kY

v 31Z<8NXG#l/Hj<&5<S9psN]IH|5Y

v 32Z<8NXG#l/Hj<&G<?Nj-"H"/;9"rI}9kY

v 34Z<8NXLDAP G#l/Hj<KP9k"/;9HQ9rHiC-s09kY

v 34Z<8NXG#l/Hj<&5<P<N*V8'/HF:rHQD=K9kY

v 35Z<8NXLDAP G#l/Hj<&5<P<NQU)<^s9r409kY

LDAP �	
�������������

LDAP G#l/Hj<&5<P<r+O9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"V+OWr*r9k#

5<P<N.Y*hSHQD=Jabj<NLKhCFO"G#l/Hj<&5<P<N+O^GKt

,++k3H,"j^9#G#l/Hj<&5<P<riaF+O9kH-KO"5<P<,77$U

!$krn.7J1lPJiJ$?a"Lohjt,?/~V,++k3H,"j^9# 1MK"lP

<8gsNG#l/Hj<&5<S9+i"CW0l<I7?e"G#l/Hj<&5<P<rO8a
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F+O9kH-KO"5<P<,U!$kr^$0l<7gs9k,W,"k?a"Lohjt,?/

~V,++k3H,"j^9#j|*K5<P<Nu7rA'C/7F"5<P<,9GK+O5lF

$k+I&+rN'9k3H,G-^9#

m: 3^sI STRTCPSVR *DIRSRV r~O9k3HKhj" 5250 ;C7gs+iG#l/Hj<&5<P

<r+O9k3HbG-^9#

5iK"TCP/IP N+O~KG#l/Hj<&5<P<,+O5lkh&K_j7F"klgO"

STRTCP 3^sIGb5<P<r+OG-^9#

LDAP �	
�������������

G#l/Hj<&5<P<rd_9kH"=Nd_~K5<P<rHQ7F$k9YFN"Wj1<7gs

KFA7^9#3lKO"EIM `nQK=_G#l/Hj<&5<P<rHQ7F$k"(s?<Wi$

:1L^CTs0 (EIM) "Wj1<7gs,^^l^9#9YFN"Wj1<7gsOG#l/Hj<&

5<P<+iZG5l^9,"5<P<XNF\3rn_k3HOG-^9#

LDAP G#l/Hj<&5<P<rd_9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"Vd_Wr*r9k#

79F`N.Y"5<P<Nh0L"*hSHQD=Jabj<NLKhCFO"G#l/Hj<&5

<P<Nd_^GKt,++k3H,"j^9#j|*K5<P<Nu7rA'C/7F"5<P<,

9GKd_7F$k+I&+rN'9k3H,G-^9#

m: 3^sI ENDTCPSVR *DIRSRV"ENDTCPSVR *ALL"^?O ENDTCP r~O9k3HKhj" 5250 ;C7

gs+iG#l/Hj<&5<P<rd_9k3HbG-^9# ENDTCPSVR *ALL *hS ENDTCP O"

79F`GBT5lF$k>N TCP/IP 5<P<KbFAr?(^9# ENDTCP GO TCP/IP +Nb*

;7^9#

�	
����������������

iSeries JS2<?<O"&Ul<`NVu7WsK"G#l/Hj<&5<P<Nu7r=(7^9#

G#l/Hj<&5<P<Nu7r!:9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k# iSeries JS2<?<O"G#l/Hj<&5<P<b^aF9YFN

TCP/IP 5<P<Nu7r"Vu7WsK=(7^9#5<P<Nu7r979kKO"V=(WaKe

<r/jC/7"VG7=(Wr*r7^9#

4. G#l/Hj<&5<P<Nu7KX9k\Ypsr=(9kKO"VG#l/Hj<Wr&/jC/

7"Vu7Wr*r9k#h0uVN\3tN[+"an*hS=_Nh0lYkJINps,=(5

l^9#

3N*W7gsrHCFu7r=(9kH"\YJps,ak@1GJ/"~VNasKbJj^9#

>N TCP/IP 5<P<Nu7r!:9k?aK>,J~Vr+1k3HJ/"G#l/Hj<&5<P

<Nu7rG7=(9k3H,G-^9#

20 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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LDAP �	
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,WK~8F"LDAP G#l/Hj<&5<P<NCjN8gVrFk9k3H,G-^9#5<P<N

8gVrA'C/9kKO"J<NjgK>$^9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7F+i"V5<P<N8gV (Server Jobs)Wr*r9k#

��������������

G#l/Hj<&5<S9O$YsHLNr5]<H7F$^9#$YsHLN!=GO"G#l/Hj<

K?+,IC5lkH$C?XjN$YsH,/87?H-K"/i$"sH, LDAP 5<P<+iLN

ru1ilkh&KP?r9k3HKJj^9#

5<P<G$YsHLNrHQD=K9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. V$YsH (Events)Wr/jC/9k#

6. V$YsHLNN?aK/i$"sHrP? (Allow clients to register for event notification)Wr
*r9k#

1 DN\3KD$FNGgP?td5<P<4NKD$FNGgP?tbXjG-^9#

$YsHLNN\YKD$FO" IBM SecureWay Directory Version 3.2: Client SDK Programming

Reference NXAppendix C: Event NotificationYr2H7F/@5$#

����������������

G#l/Hj<&5<S9OHis6/7gsr5]<H7F$^9#His6/7gsHO" 1 DN1

LH7F7olk LDAP G#l/Hj<`nN8grX7^9#\YKD$FO" 42Z<8NXHis

6/7gsYr2H7F/@5$#

5<P<NHis6/7gs_jMr=.9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VHis6/7gs (Transactions)Wr/jC/9k#

6. His6/7gs_jMrXj9k#

m: His6/7gs_jMO" LDAP 5<P<NQU)<^s9KFAr?(kNG"$m$mJM

rn7F_F/@5$#

h 4 O LDAP G#l/Hj<&5<P<rI}9k 21

|

|

|

|

|

|

|

http://www.ibm.com/software/network/directory/library/publications/pgrmgds/event.htm
http://www.ibm.com/software/network/directory/library/publications/pgrmgds/event.htm


�����	 IP  !
������

G#l/Hj<&5<S9KhjHQD=K5l? LDAP G#l/Hj<&5<P<GO"!K(9GU

)kH&]<H,HQ5l^9#

v B4-Nc$\3NlgO 389

v B4-Nb$\3NlgO 636 (G#8?k'Z^M<8c<Khj"G#l/Hj<&5<S9,;-

e"&]<HrHQG-k"Wj1<7gsHJCF$klg)

m: GU)kHGO"m<+k&79F`GjA5lF$k9YFN IP "Il9,5<P<KP$sI5

l^9#

3liN]<Hr9GK>N"Wj1<7gsQKHQ7F$klgO"G#l/Hj<&5<S9KLN

]<HrdjvFk+"^?O"Wj1<7gs,CjN IP "Il9XNP$sIr5]<H7F$kl

gO" 2 DN5<P<KP7F[Jk IP "Il9rHQ9k3H,G-^9#

iSeries G#l/Hj<&5<S9 LDAP 5<P<H%g7F$k Domino LDAP 5<P<NcKD$

F"VDomino LDAP HG#l/Hj<&5<S9r18 iSeries eK[9H9kWr2H7F/@5$#

LDAP G#l/Hj<&5<P<,HQ9k]<HrQ99kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VMCHo</W?Vr/jC/9k#

6. HQ9k]<HVfr~O7"VOKWr/jC/9k#

G#l/Hj<&5<P<,\3ru.9k IP "Il9rQ99kKO"J<N9FCWrBT7^9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VMCHo</W?Vr/jC/9k#

6. VIP "Il9W\?sr/jC/9k#

7. V*r7? IP "Il9rHQ9k (Use selected IP addresses)Wr*r7"\3ru1~lkH-

KHQ9k"5<P<N IP "Il9r*r9k#

LDAP �	
�������"���#$������

G#l/Hj<&5<S9 LDAP 5<P<O">N5<P<+iH)7FBT9k3H,G-^9#7+

7"3N5<P<H>N5<P<r(/5;k},XxJlg,"j^9#?H(P!Nh&JlgG9#

v 23Z<8NXLDIF U!$kr$s]<H9kY

v 23Z<8NXLDIF U!$kr(/9]<H9kY

v 23Z<8NXG#l/Hj<&5<P<N77$lWj+r_j9kY

v 28Z<8NXpsrG#l/Hj<&5<P<K/T9kY

22 MCHo<-s0&G#l/Hj<&5<S9 V5R2

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

../rzair/rzairbindldap.htm


LDIF �%����������

LDAP G<?r9A0 (LDIF) U!$krHQ9k3HKhj"[Jk LDAP G#l/Hj<&5<P<

VGpsr>w9k3H,G-^9#3Njgr+O9k0K"LDIF U!$kr9Hj<`&U!$kH

7F iSeries 5<P<K>w7F/@5$#

LDIF U!$kr LDAP G#l/Hj<&5<P<K$s]<H9kKO"!Nh&K7F/@5$#

1. G#l/Hj<&5<P<,+O5lF$klgO"G#l/Hj<&5<P<rd_9k#G#l/

Hj<&5<P<rd_9k?aNpsKD$FO" 20Z<8NXLDAP G#l/Hj<&5<P<

rd_9kYr2H7F/@5$#

2. iSeries JS2<?<GVMCHo</Wr8+9k#

3. V5<P<Wr8+9k#

4. VTCP/IPWr/jC/9k#

5. VG#l/Hj<Wr&/jC/7"VD<kWr*r9k#!KVU!$kN$s]<HWr*r9

k#

m: ldapadd f<F#jF#<rHQ7F" LDIF U!$kr$s]<H9k3HbG-^9#

LDIF �%���&�������

LDAP G<?r9A0 (LDIF) U!$krHQ9kH" LDAP G#l/Hj<&5<P<VGpsrr9

9k3H,G-^9#\YKD$FO" 39Z<8NXLDAP G<?r9A0Yr2H7F/@5$#

LDAP G#l/Hj<N4N^?Oltr"LDIF U!$kK(/9]<HG-^9#

G#l/Hj<&5<P<+i LDIF U!$kr(/9]<H9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VD<kWr*r9k#!KVU!$kN(/9]<HWr*r

9k#

m: LDIF U!$kN(/9]<HhrXj7J+C?lgO" OS/400 f<6<&WmU!$kKX

j5l?GU)kH&G#l/Hj<K]85l^9#GU)kH&G#l/Hj<rQ97F$

J1lP"GU)kH&G#l/Hj<Ok<H&G#l/Hj<G9#

m:

1. G#l/Hj<&G<?XN5vD"/;9rI0?aK",: LDIF U!$kKP9k"Br_j7

F/@5$#=N?aKO"iSeries JS2<?<G:vU!$kr&/jC/7"VvDWr*r7^

9#

2. ldapsearch f<F#jF#<rHQ7F" LDIF U!$kNlt^?O4trn.9k3HbG-^9

(3Nf<F#jF#<KD$FO" 58Z<8NXldapsearch f<F#jF#<Yr2HN3H)# -L

*W7gsrHQ7F"POrU!$kK>w7^9#

�	
����������
�
'�(�����

LDAP G#l/Hj<&5<P<NlWj+r">N iSeries 5<P<NG#l/Hj<&5<P<K_j

9k3H,G-^9##=~KO"G#l/Hj<&5<S9O LDAP P<8gs 3 N8`WmH3k

rHQ7^9#

m:

1. LDAP P<8gs 3 H LDAP P<8gs 2 5<P<NVGO#=rT&3HOG-^;s#=N?

a"#=hN79F`O"#=5N79F`H18P<8gsN LDAP rHQ7F$J1lPJj^
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;s# OS/400 N V4R3 H V4R4 O" LDAP P<8gs 2 r5]<H7F*j"=lJ_Njj<

9O"LDAP P<8gs 3 r5]<H7F$^9#

2. G#l/Hj<&5<S9NG#l/Hj<O">NWiCHU)<`N IBM SecureWay V3.2 J_N

5<P<K#=9k3HbG-^9#=N?aKO" OS/400 G#l/Hj<&5<P<G 3.2 ACI

a+K:`rHQ9kh&J_jK7J1lPJj^;s#5<P<N#=h}fKdj,/87?l

gO"#=h},d_7^9#=Nh&JlgNlWj+O"04GO"j^;s#

G#l/Hj<&5<P<N77$lWj+r_j9kKO"!Nh&K7F/@5$#

1. ^9?<&5<P<HlWj+&5<P<N>}N_j,^@QsG$J$lgO"33G_jrT

&#

m: >}N5<P<VG9-<^H\xt,lW7F$k3HrN'7F/@5$#

2. ^9?<&5<P<rd_9k#

3. (*W7gs) i|#=QN LDAP G<?r_j9k#^9?<&5<P<+ilWj+&5<P<K

>w9k,W,"ki|G<?,J$lgO"3N9FCWOJ,7Fb+^$^;s#

4. (*W7gs) LDAP G<?r^9?<&5<P<K\09k#lWj+&5<P<K!NIAi+Nr

o,:v9klgO"3N9FCWOJ,7F/@5$#

v 77$ LDAP G#l/Hj<&5<P<G"k#

v z-3-]}7F*/,WN"kG<?,^^lF$J$#

5. 77$lWj+&5<P<r_j9k#

6. 77$lWj+r}Dh&K^9?<&5<P<r_j9k#

7. ^9?<&5<P<,97D=G"k3HrN'9k#

a. iSeries JS2<?<G"^9?<&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

b. VMCHo</Wr8+9k#

c. V5<P<Wr8+9k#

d. VTCP/IPWr/jC/9k#

e. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

f. VG#l/Hj<97NvDWKA'C/&^</,U$F$J$lgO"A'C/&^</rU1

k#

m: e-Nb@GO"^9?<&5<P<HlWj+&5<P<N>},"18 PC eN iSeries JS2<

?<+iI}9k79F`K"k3H,0sKJCF$^9#3liN79F`rL9N PC +iI

}7F$klgO" 2 fN PC Vr\07J,i3NnHr9k3H,G-^9#^9?<&5<P

<^?OlWj+&5<P<NIAi+, OS/400 J0N IBM *Zl<F#s0&79F`GBT5

lF$klgO"=N*Zl<F#s0&79F`QNI-easF<7gsr2H7J,i"5<P

<N_jrTCF/@5$#

������ LDAP ��"�����

^9?< LDAP G#l/Hj<&5<P<N{8G<?r77$lWj+&5<P<KIC9k3H,G

-^9#3N3HrT&KO"^:GiKG#l/Hj<r LDIF U!$kK(/9]<H9k,W,"

j^9# LDIF U!$kr(/9]<H7F$kVO"^9?<&5<P<,975lJ$h&K9k,

W,"j^9#3&9k?aK"!NIAi+N}!rHk3H,G-^9#

v LDAP G#l/Hj<&5<P<rd_9k#G#l/Hj<bNG<?NLKhCFO"3lrT&

?aK~Vrd97F5<P<rd_7F*/3H,,WKJklg,"j^9#

v 97,vD5lJ$h&5<P<NWmQF#<rQ99k#3lKhj"5<P<O LDIF U!$k

,(/9]<H5lF$kV"!wWaK~z731k3H,G-^9#3N*W7gsrNQ9kK

O"!Nh&K7F/@5$#

1. iSeries JS2<?<G"^9?<&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

2. VMCHo</Wr8+9k#
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3. V5<P<Wr8+9k#

4. VTCP/IPWr/jC/9k#

5. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

6. VG#l/Hj<97NvDWKA'C/&^</,U$F$klgO"A'C/&^</r09#

3lG"#=,04K_j5lk^GG#l/Hj<97,G-J/Jj^9#

7. VOKWr/jC/9k#

8. LDAP G#l/Hj<&5<P<rd_7F+i" FO07^9#

5<P<rd_9k+"G#l/Hj<r97G-J$h&5<P<NWmQF#<rQ97*(?i"J

<NnHrT$^9#

1. G#l/Hj<r LDIF U!$kK(/9]<H9k#

2. LDIF U!$kr"lWj+&5<P<,BT5lk79F`K>w9k#

LDIF U!$kr"lWj+&5<P<,BT5lk79F`K>w7*oC?i"G<?rlWj+&5

<P<K$s]<H9k,W,"j^9#

1. iSeries JS2<?<G"lWj+&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

2. lWj+&5<P<,^@d_7F$J$lgO"33Gd_9k#u7,Vd_Q_WKJk^G"

5<P<Nu7rG7=(9k#

3. VMCHo</Wr8+9k#

4. V5<P<Wr8+9k#

5. VTCP/IPWr/jC/9k#

6. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

7. VG#l/Hj<97NvDWKA'C/&^</,U$F$J$lgO"A'C/&^</rU1

k#3lGG<?N$s]<H,G-kh&KJj^9#

8. VOKWr/jC/9k#

9. 9FCW 2 G>w7? LDIF U!$kr$s]<H9k#

10. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

11. VG#l/Hj<97NvDWNA'C/&^</r09#

LDAP ��"���"����������

lWj+&5<P<bK LDAP G#l/Hj<&5<P<rn.7?lg"=N5<P<eNG<?O9

7G-J/Jj^9#lWj+ LDAP G#l/Hj<&5<P<H7F_j7h&H7F$k5<P<K

{8NG<?,"klgO"=NG<?r^9?<&5<P<K\7F"z-3-I}G-kh&K7F*

/},XxG9#=N?aKO!Nh&K7F/@5$#

1. iSeries JS2<?<G"lWj+&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

2. VMCHo</Wr8+9k#

3. V5<P<Wr8+9k#

4. VTCP/IPWr/jC/9k#

5. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

6. VG#l/Hj<97NvDWKA'C/&^</,U$F$klgO"A'C/&^</r09#3

lG"#=,04K_j5lk^GG#l/Hj<97,G-J/Jj^9#

7. VOKWr/jC/9k#

8. LDAP G#l/Hj<&5<P<rd_9k#

9. G#l/Hj<r LDIF U!$kK(/9]<H9k#

10. LDIF U!$kr"^9?<&5<P<NBTh79F`K>w9k#

LDIF U!$kr"^9?<&5<P<,BT5lk79F`K>w7*oC?i"G<?r^9?<&5

<P<K$s]<H9k,W,"j^9#

1. iSeries JS2<?<G"^9?<&G#l/Hj<&5<P<,BT5lk79F`r8+9k#
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2. ^9?<&G#l/Hj<&5<P<,^@d_7F$J$lgO"33Gd_9k#u7,Vd_Q

_WKJk^G"5<P<Nu7rG7=(9k#

3. VMCHo</Wr8+9k#

4. V5<P<Wr8+9k#

5. VTCP/IPWr/jC/9k#

6. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

7. VG#l/Hj<97NvDWKA'C/&^</,U$F$J$lgO"A'C/&^</rU1

k#3lGG<?N$s]<H,G-kh&KJj^9#

8. VOKWr/jC/9k#

9. 0RNjgN9FCW 10 (25Z<8) G>w7? LDIF U!$kr$s]<H9k#

10. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

11. VG#l/Hj<97NvDWNA'C/&^</r09#

�
�
'�(�����

77$lWj+&5<P<r_j9kKO"!Nh&K7F/@5$#

m: 3NjgrT&KO"lWj+&5<P<N_j,QsG*j"lWj+&5<P<,d_7F$k,

W,"j^9#

1. iSeries JS2<?<G"lWj+&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

2. VMCHo</Wr8+9k#

3. V5<P<Wr8+9k#

4. VTCP/IPWr/jC/9k#

5. 5<P<,^@d_7F$J$lgO"33G5<P<rd_9k#u7,Vd_Q_WKJk^G"

5<P<Nu7rG7=(9k#

6. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

7. V#= (Replication)W?Vr/jC/9k#

8. VlWj+&5<P<H7FHQ (Use as a replica server)Wr*r9k#

9. V^9?<&5<P<,97QKHQ9k>0 (Name used by master server for updates)WU#
<kIG"97h}N?aKlWj+&5<P<Km0*s9kH-K^9?<&5<P<,HQ9k

>0r*r9k#1L> (DN) ^?O Kerberos f<6<r*r7^9#

DN r*r7?lg

v V^9?<&5<P<,97QKHQ9k>0 (Name used by master server for updates)WU
#<kIN#K"kVQ9o<IW\?sr/jC/9k#97h}N?aKlWj+&5<P<

Km0*s9kH-K"^9?<&5<P<,HQ9kQ9o<Ir~O9k#

m: 3NQ9o<IH"9FCW 9 G~O7?>0O,:q-1aF*$F/@5$##=QN^

9?<&5<P<r_j9kH-K,WKJj^9#

VKerberos f<6<NIC (Add Kerberos User)Wr*r7?lg

v ^9?<&5<P<N Kerberos >HGU)kH&lk` (ACME.COM JI) r~O9k?aNh

L,=(5l^9# Kerberos >KD$FO" LDAP/ hostname H$&A0GXj7F/@5$#

hostname O"^9?<&5<P<N04$~[9H>G9#

m: Kerberos rHQ9kKO"^9?<&5<P<HlWj+&5<P<N>}G Kerberos rHQ

D=K7F*/,W,"j^9#

10. V^9?<&5<P<N URLWU#<kIK"^9?<&5<P<N>0r URL A0G~O9k#

^9?<&5<P<,GU)kHJ0N]<HrHQ9klgO"3N]<HVfr URL Nt,K~

O7^9#
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11. VG<?Y<9 / \xtW?Vr/jC/9k##=7?$\xt,j9HKJ$lgO"j9HK

IC7F/@5$#

12. (*W7gs) #=~K Secure Sockets Layer (SSL) rHQ7?$lgO"G#8?k'Z^M<8c

<Khj SSL r5<P<GHQG-kh&K9k#G#8?k'Z^M<8c<O"VMCHo<

/W?V+i+O9k3H,G-^9#G#l/Hj<&5<P<G SSL rHQG-kh&K9k}

!KD$FO" 16Z<8NXLDAP G#l/Hj<&5<P<G SSL rHQD=K9kYr2H7

F/@5$#

13. VOKWr/jC/9k#

�
�
'�(�������"����������

77$lWj+r}Dh&K^9?<&5<P<r_j9kKO"!Nh&K7F/@5$#

m: 3NjgrT&KO"^9?<&5<P<N_j,QsG*j"^9?<&5<P<,+O7F$k,

W,"j^9#

1. iSeries JS2<?<G"^9?<&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

2. VMCHo</Wr8+9k#

3. V5<P<Wr8+9k#

4. VTCP/IPWr/jC/9k#

5. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

6. VG#l/Hj<97NvDWKA'C/&^</,U$F$J$lgO"A'C/&^</rU1

k#

7. VOKWr/jC/9k#

8. LDAP G#l/Hj<&5<P<rd_7"FY+O9k#u7,V+OQ_WKJk^G"5<P

<Nu7rG7=(9k#

9. FY"VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

10. VlWj+Nn.W?Vr/jC/9k# iSeries JS2<?<+i"\3psN~Oraailk3

H,"j^9#=NlgO"\3psr~O7"VOKWr/jC/7F/@5$#

11. VICWr/jC/9k#

12. V5<P<WU#<kIK"lWj+&5<P<N>0r URL A0G~O9k#

13. 'Z}!r*r9k#

1L> (DN) HQ9o<IrHQ9klg

a. VDN HQ9o<IrHQ (Use DN and password)Wr*r9k#

b. V\3> (Connect as)WU#<kIK"lWj+&5<P<r_j9kH-K9FCW 9 (26Z

<8) GXj7?>0r~O9k#

c. VQ9o<IWr/jC/7"lWj+&5<P<r_j9kH-K9FCW 9 (26Z<8) GX

j7?Q9o<Ir~O9k#

Kerberos rHQ9klg

v V^9?<&5<P<N Kerberos "+&sHrHQ (Use master server’s Kerberos
account)Wr*r9k#^9?<&5<P<O" Kerberos Wjs7Qk>rHQ7F'ZrBT7

^9#

m: Kerberos rHQ9kKO"^9?<&5<P<HlWj+&5<P<N>}G Kerberos rHQ

D=K7F*/,W,"j^9#

14. #=~K Secure Sockets Layer (SSL) rHQ7?$lgO"G#8?k'Z^M<8c<Khj SSL

r5<P<GHQG-kh&K9k#G#8?k'Z^M<8c<O"VMCHo</W?V+i+O

9k3H,G-^9#G#l/Hj<&5<P<G SSL rHQG-kh&K9k}!KD$FO"

16Z<8NXLDAP G#l/Hj<&5<P<G SSL rHQD=K9kYr2H7F/@5$#
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15. lWj+&5<P<,GU)kHN]<HrHQ7J$lgO"V]<HWU#<kIK"HQ9k]

<HVfrXj9k#

16. ^9?<&5<P<G`\,Q95lk?SKlWj+&5<P<r979k,W,J$lgO"V~

VWr*r9k#=7F"^9?<&5<P<,lWj+r979kQYrXj7F/@5$#

17. VOKWr/jC/9k#

18. VG<?Y<9 / \xtW?Vr/jC/9k##=7?$\xt,j9HKJ$lgO"j9HK

IC7F/@5$#

19. FlWj+&5<P<GG#l/Hj<97rHQD=K9k#

a. iSeries JS2<?<G"lWj+&G#l/Hj<&5<P<,BT5lk79F`r8+9k#

b. VMCHo</Wr8+9k#

c. V5<P<Wr8+9k#

d. VTCP/IPWr/jC/9k#

e. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

f. VG#l/Hj<97NvDWKA'C/&^</,U$F$J$lgO"A'C/&^</rU

1k#

g. VOKWr/jC/9k#

20. FlWj+&5<P<,^@+O5lF$J$lgO"33G+O9k#

m: 1 DN5<P<r"^9?<&5<P<HlWj+&5<P<N>}KHQ9k3HOG-^;s#

����	
�������������

4HQN79F`GO"1879F`e^?O[Jk79F`eN LDAP G#l/Hj<&5<P<KP

7FCjNpsr/T9k=.,G-^9# iSeries JS2<?<rHQ7F OS/400 eG=NpsrQ9

9kH"=Nps, LDAP G#l/Hj<&5<P<K+0*K/T5l^9#/TG-kpsH7F

O"79F`ps (79F`HWjs?<)"u~&Qps"f<6<ps"*hS TCP/IP N5<S9N

JA]j7<,"j^9#5<S9NJAN\YKD$FO" LDAP =.H QoS r2H7F/@5$#

G<?N/ThHJkF DN ,8_7J$lgO"G#l/Hj<&5<S9,=N DN r+0*Kn.

7^9#5iK"LDAP G#l/Hj<Kpsr/T9k>N OS/400 "Wj1<7gsr$s9H<k

9k3HbG-^9#^?"f<6<G-NWm0i`KH_~^l?"Wj1<7gs&Wm0i`&$

s?<U'<9 (API) rFSP93HKhj" LDAP G#l/Hj<KP7F>Npsr/T9k3Hb

G-^9#

m:

1. ?H(P"LDAP G#l/Hj<&5<P<KP7Fps?$WVf<6<Wr/T9kh&K

OS/400 r=.9kH"f<6<ps,79F`[[G#l/Hj<+i LDAP 5<P<K+0*K(

/9]<H5l^9#=NlgKO"QGLDSSDD API rHQ7^9#3lKhj"79F`[[G#

l/Hj<NG<?,Q95lkH" LDAP G#l/Hj<NG<?b+0*KQ95l^9#

QGLDSSDD API KD$FO"iSeries Information Center NVWm0i_s0WN<K"k OS/400 G

#l/Hj<&5<S9H$&HTC/r2H7F/@5$#xQG-kpsKO"J<NbN,"j

^9#

v j`nKhk3N API NFSP7}!

v CjNf<6<KX9kps, LDAP 5<P<K(/9]<H5lJ$h&K9k}!

v 79F`[[G#l/Hj<NU#<kIr(/9]<H9k}!

2. OS/400 G"LDAP G#l/Hj<&5<P<Kps?$WV79F`Wr/T9k?aN=.r7

F"/TQK 1 D^?O#tNWjs?<r*r7?lgO"79F`eN=liNWjs?<KC(

il?Q9K~8F" LDAP G#l/Hj<,+0*K1|=5l^9#/TG-kWjs?<ps

H7FO"Wjs?<NLV"Wjs?<N.Y (1 ,"?jNZ<8t)">Lu~d+i<u~r5
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]<H7F$k+I&+"Wjs?<N?HbGk"Wjs?<Nb@JI,"j^9#3NpsO"

/TP]N79F`NGP$9-R+iI_~^l^9#MCHo</D-Nf<6<O"3Npsr

2MK7FWjs?<r*rG-^9#

3. OS/400 psr OS/400 eKJ$ LDAP G#l/Hj<&5<P<KP7F/T9k3HbG-^9#

=NlgKO"=N5<P<G IBM 9-<^rHQ9kh&_j7^9#

OS/400 psr LDAP G#l/Hj<&5<P<KP7F/TG-kh&K9kKO"J<NjgK>$

^9#

1. iSeries JS2<?<G"4HQN79F`r&/jC/7"VWmQF#<Wr*r9k#

2. VG#l/Hj<&5<S9W?Vr/jC/9k#

3. /T7?$psr/jC/9k#

RsH:
#tNps,18ljK/T5lkh&K7?$lgO"=liNpsrlYK*r9kH`

nNjVrJ/3H,G-^9##tNpsrlYK*r7?lgKO"=NfN$:l+N

psr_j9kH-K~O7?M,"J_Npsr_j9kH-KGU)kHH7FHQ5l

^9#

4. V\Y (Details)Wr/jC/9k#

5. V79F`psr/T9k (Publish system information)WA'C/&\C/9r/jC/9k#

6. 5<P<GHQ7?$'Z}!H",ZJ'ZpsrXj9k#

7. V("/F#V) G#l/Hj<&5<P< ((Active) Directory server)WU#<kIN#K"kVT

8 (Edit)W\?sr/jC/9k#=(5lk@$"m0G" OS/400 psN/ThK7?$ LDAP

G#l/Hj<&5<P<N>0r~O7"VOKWr/jC/9k#

8. VF1L> (Under DN)WU#<kIK"psrIC7?$G#l/Hj<&5<P<eNVF1L>

(DN)W r~O9k#

9. V5<P<\3 (Server connection)WUl<`NFU#<kIG"79F`K,7?Mr_j9

k#

m: SSL ^?O Kerberos rHQ7F"G#l/Hj<&5<P<KP7F OS/400 psr/T9kK

O"^:G#l/Hj<&5<P<G":v9kWmH3krHQ9k?aN_jr7J1lPJ

j^;s# SSL H Kerberos N\YKD$FO" 44Z<8NXLDAP G#l/Hj<&5<P

<G Kerberos 'ZrHQ9kYr2H7F/@5$#

10. G#l/Hj<&5<P<,GU)kHN]<HrHQ7F$J$lgO"V]<HWU#<kIK5

7$]<HVfr~O9k#

11. V!ZWr/jC/7F"F DN ,5<P<eN8_9k3HH"\3ps,57$3HrN'9

k#Xj7?G#l/Hj<&Q9,8_7J$lgKO"@$"m0&\C/9,=(5l"=NG

#l/Hj<rn.9k+I&+d$go;F-^9#

m: Xj7?F1L>,8_7J$H-K"=NF1L>rn.7J+C?lg"psO/T5l^;

s#

12. VOKWr/jC/9k#

m: OS/400 psrLNWiCHU)<`eN LDAP G#l/Hj<&5<P<KP7F/T9k3Hb

G-^9#f<6<psH79F`psO"G#l/Hj<&5<S9N9-<^H_9-N"k9-

<^rHQ7F$kG#l/Hj<&5<P<KP7F/T9k,W,"j^9# iSeries G#l/H

j<&5<S9r^` IBM SecureWay G#l/Hj<&9-<^jAO" G#l/Hj<&5<S

9N Web Z<8K"j^9#

u~&QpsO" Microsofts N Active Directory 9-<^r5]<H7F$kG#l/Hj<&5<

P<KP7F/T9k,W,"j^9# Active Directory KP7Fu~&Qpsr/T9kH"

h 4 O LDAP G#l/Hj<&5<P<rI}9k 29

http://www.ibm.com/servers/eserver/iseries/ldap/schema/
http://www.ibm.com/servers/eserver/iseries/ldap/schema/


Windows 2000 NG9/HCW+i Windows 2000 NVWjs?NIC&#6<IWrHCF"

iSeries Wjs?<r>\_jG-kh&KJj^9#=N?aKO"VWjs?NIC&#6<IW

G"Wjs?<N!whH7F Windows 2000 Active Directory rXj7F/@5$#

OS/400 ����	
����������
�������� API
G#l/Hj<&5<S9KO"f<6<H79F`Npsr/T9k?aNH_~_5]<H,"j^

9#3liNpsO"79F`NVWmQF#<W@$"m0&\C/9NVG#l/Hj<&5<S9W

Z<8K=(5l^9# LDAP 5<P<_jQ API H/TQ API Khj"f<6<n.N OS/400 Wm

0i`G>Npsr/T9k3H,G-^9#3liNpsbVG#l/Hj<&5<S9WZ<8K=(

5l^9#f<6<*hS79F`NlgH1MK">Nps,(9*V8'/HKD$FbGiOHQT

=KJCF*j" 18jgKhCF_j7^9# LDAP G#l/Hj<KG<?rIC9kWm0i`

N3Hr/T(<8'sHH$$^9#=7F"/T9kps (VG#l/Hj<&5<S9WZ<8K=

(5lkps) N3Hr(<8'sH>H$$^9#

J<N API Khj"/TWm0i`rf<6<n.Wm0i`KH_~`3H,G-^9#

QgldChgDirSvrA
"Wj1<7gsO"HQTDKJCF$k(<8'sH>r CSVR0500 A0GGiKIC7^

9#"Wj1<7gsNf<6<KP9kX(G" iSeries JS2<?<rHQ7FG#l/Hj

<&5<S9NWmQF#<&Z<8K\07"/T(<8'sHr=.9kh&X(5l^9#

(<8'sH>NcH7FO"G#l/Hj<&5<S9&Z<8K=(5lk79F`*hSf

<6<N(<8'sH>N&A"+0*KHQD=KJk79F`*hSf<6<,"j^9#

QgldLstDirSvrA
3N API N LSVR0500 A0G"79F`G=_HQD=J(<8'sHNj9Hr=(7^9#

QgldPubDirObj
psr/T7^9#

3liN API N\YKD$FO" iSeries Information Center NVWm0i_s0WN<K"k

Lightweight Directory Access Protocol (LDAP) r2H7F/@5$#

�	
����������������

G#l/Hj<&5<P<K2H5<P<rdjvFkKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&\?sG/jC/7"VWmQF#<Wr*r9k#

5. VICWr/jC/9k#

6. WmsWHG"URL A0G2H5<P<N>0rXj9k#J<K(9NO"u1~lD=J LDAP

URL NcG9#

v ldap://test.server.com

v ldap://test.server.com:400

v ldap://9.9.99.255

m: 2H5<P<,GU)kHN]<HrHQ7J$lgO"eRN 2 V\NcG]<H 400® rXj

7?h&K7F"57$]<HVfr URL A0GXj7^9#

7. VOKWr/jC/9k#
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LDAP �	
�����������������

\xtr LDAP G#l/Hj<KIC9kH"5<P<,G#l/Hj<&Dj<N\xtNt,rI}

G-kh&KJj^9#

m: \xtrIC9kH-K"5<P<K9GKP?5lF$k\xtNltrHQ7J$G/@5$#?

H(P"5<P<K o=ibm, c=us H$&\xt,P?5lF$klgKO" ou=rochester, o=ibm,

c=us H$&\xtrIC7J$G/@5$#

G#l/Hj<&5<P<K\xtrIC9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VG<?Y<9 / \xtW?Vr/jC/9k#

6. V7,\xtWU#<kIK"77$\xtN>0r~O9k#

7. VICWr/jC/9k#

8. VOKWr/jC/9k#

m: \xtrIC9kH"5<P<KP7FG#l/Hj<N 1 DN;/7gs,Xj5l^9,"B]

K*V8'/H,n.5lko1GO"j^;s#=N77$\xtKP~9k*V8'/H,B]K

8_7J$lgO">N*V8'/Hrn.9kNH18}!G"=NoN*V8'/Hrn.9k,

W,"j^9#

�	
������������������

LDAP G#l/Hj<&5<P<+i\xtro|9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VG<?Y<9 / \xtW?Vr/jC/9k#

6. o|7?$\xtr/jC/7F*r9k#

7. V|nWr/jC/9k#

m: o|7?$\xtN<K"kG#l/Hj<&*V8'/Hro|;:K"\xtro|9kh&

*r9k3H,G-^9#3lKhj"G#l/Hj<&5<P<+i*V8'/HNG<?KO

"/;9G-J/Jj^9#7+7"\xtrFSIC9lP"FSG<?K"/;9G-kh&

KJj^9#

�	
����������������

G#l/Hj<&5<S9NpsN]IljO"!NH*jG9#

v G#l/Hj<&5<P<NbFr^`G<?Y<9&i$Vij< (GU)kHO QUSRDIRDB )#

v QDIRSRV2 i$Vij<#/Tps,]I5l^9#

v QUSRSYS i$Vij<# QGLD rh,K"*V8'/HN5^6^J`\,]I5l^9

(QUSRSYS/QGLD* rXj7F/@5$)#

v G#l/Hj<NQ9r-?9kh&G#l/Hj<&5<P<r=.9kH"=NQ9,-?5lk

QUSRDIRCL H$&G<?Y<9&i$Vij<,HQ5l^9#
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G#l/Hj<NbF,j|*KQ95lklgO"G<?Y<9&i$Vij<H=NfN*V8'/H

rj|*K]I9k,W,"j^9#=.G<?O"!NG#l/Hj<Kb]I5l^9#

/QIBM/UserData/OS400/Dirsrv/

=.rQ97?j"PTF r,Q7?j9klgKO"3NG#l/Hj<KbU!$kr]I7J1lP

Jj^;s#

OS/400 G<?N]IH|5N}!KD$FO" PC/"CW*hSs|Njz- r2H7F/@

5$#

�	
�������"����� �)�������

G#l/Hj<&G<?Nj-"H"/;9"NI}KO"!NnH,^^l^9#

v XG#l/Hj<&*V8'/HNj-"WmQF#<rh}9kY

v X"/;9)fj9H (ACL) Nh}Y

v 33Z<8NXACL 0k<Wrh}9kY

�	
�����*��+������',-#	������

G#l/Hj<&*V8'/HNj-"WmQF#<r_j9kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"V"BWr*r9k#

G#l/Hj<&5<P<K\37F$J$lgKO"VG#l/Hj<&5<P<XN\3W@$"

m0&\C/9,=(5l^9#5<P<K\39kH-KO"5<P<I}T^?OP]HJk*V

8'/HNj-TH7F\37^9#

5. G#l/Hj<&Dj<Nf+iP]HJk*V8'/Hr*r7F"VOKWr/jC/9k#

 �)������ (ACL) ���

"/;9)fj9H (ACL) Nh}KO"G#l/Hj<&*V8'/HXN@( ACL *hSE[ ACL

NdjvF" ACL XNf<6<NIC"ACL +iNf<6<No|"*hSG#l/Hj<&*V8'

/HNVi&:,^^l^9# V5R1 +iN7!=H7F"G#l/Hj<&5<S9GO"77$ ACL

bGkr5]<H9kh&KJj^7?#7?,CF"J0+i ACL rHCF$?f<6<b" ACL K

D$FXS>9h&K7F/@5$#

ACL rh}9kKO!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"V"BWr*r9k#

G#l/Hj<&5<P<K\37F$J$lgKO"VG#l/Hj<&5<P<XN\3W@$"

m0&\C/9,=(5l^9#5<P<K\39kH-KO"5<P<I}T^?OP]HJk*V

8'/HNj-TH7F\37^9#

5. G#l/Hj<&Dj<Nf+iP]HJk*V8'/Hr*r7F"VOKWr/jC/9k#

6. VACLW?Vr/jC/9k#

32 MCHo<-s0&G#l/Hj<&5<S9 V5R2
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ACL ���'�����

ACL 0k<Wrh}9kKO!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr*r9k#

2. V5<P<Wr*r9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VACL 0k<WWr*r9k#

��.������ �)������

V5R2 +iO"G#l/Hj<&5<S9I}T (QIBM_DIRSRV_ADMIN) U!s/7gs ID XN"/

;9,?(ilF$kf<6<&WmU!$kK"I}"/;9rU?9k3H,G-^9#

?H(P"f<6<&WmU!$k JOHNSMITH KG#l/Hj<&5<P<I}TU!s/7gs ID

XN"/;9,U?5lF$F"VG#l/Hj<WNWmQF#<&@$"m0GVvDf<6<XNI

}T"/;9N'DW*W7gs,*r5lF$klg" JOHNSMITH WmU!$kO LDAP I}T"

Br}CF$k3HKJj^9#3NWmU!$krHQ7F"

os400-profile=JOHNSMTH,cn=accounts,os400-sys=systemA.acme.com H$& DN rHQ9kG#l/Hj

<&5<P<KP$sI7F$kH-"f<6<OI}T"Br}D3HKJj^9#3NcGO"79F

`&*V8'/HN\xtO os400-sys=systemA.acme.com KJj^9#Wm8'/H&f<6<N\YK

D$FO" 45Z<8NX*Zl<F#s0&79F`&Wm8'/H&PC/(sIYr2H7F/@5

$#

3N*W7gsr*r9kKO"J<N9FCWrBT7^9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VG#l/Hj<Wr&^&9&\?s&/jC/7"VWmQF#<Wr*r9k#

4. VI}TpsWN<NVlLW?VG"VvDf<6<XNI}"/;9N'DW*W7gsr*r9

k#

f<6<&WmU!$kK"G#l/Hj<&5<S9I}T"BU!s/7gs ID r_j9kKO"

J<N9FCWrBT7^9#

1. iSeries JS2<?<G"79F`>r&^&9&\?sG/jC/7"V"Wj1<7gsI}Wr

*r9k#

2. V[9H&"Wj1<7gsW?Vr/jC/9k#

3. VOS/400®W r8+9k#

4. VG#l/Hj<&5<S9I}T (Directory Services Administrator)Wr/jC/7F*W7g
sr/4=(9k#

5. V+9?^$:W\?sr/jC/9k#

6. Vf<6<W"V0k<WW"^?OV0k<WK05J$f<6<WN&A"=l>lN,WK,7

?$:l+r8+9k#

7. V"/;9vDWj9HKIC9kf<6<^?O0k<Wr*r9k#

8. VICW\?sr/jC/9k#

9. VOKWr/jC/7FQ9r]I9k#

10. V"Wj1<7gsI}W@$"m0GVOKWr/jC/9k#
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LDAP G#l/Hj<KP9k"/;9HQ9O-?7F*/3H,G-^9# LDAP G#l/Hj<N

Q9m0rHQ7F"G#l/Hj<KC(?Q9r-?9k3H,G-^9#Q9m0O"ClJ\xt

cn=changelog N<K"j^9#3lO"QUSRDIRCL i$Vij<K]I5l^9#

Q9m0rHQD=K9kKO"J<N9FCWrT$^9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VG<?Y<9 / \xtW?Vr/jC/9k#

6. VG#l/Hj<Q9Nm0Wr*r9k#

7. (*W7gJk) VGg`\tWG"-?9kQ9m0NGgN`\trXj9k#

m: 3NQia<?<O$UXjG9,"GgN`\trXj9k3Hr//*+a7^9#GgN`

\trXj7J$H"Q9m0O9YFN`\r-?9k?a"soKg-/JkD=-,"j^

9#

G#l/Hj<&5<P<K,Q5lkQ9r=9?aK" changeLogEntry *V8'/H&/i9,Ho

l^9#Q9N_jO"changeNumber KhCFjA5lF$kh&K"Q9m0N3sFJ<bK"k9

YFN`\Ngx;CHKhCFXj5l^9#Q9m0NpsOI_hjlQG9#

cn=changelog \xtN"/;9)fj9HK"kf<6<O"Q9m0K"k`\r!w9k3H,G-

^9#!wrBT9kNO"Q9m0N\xt, cn=changelog G"kbNKP7F@1K7F/@5$#

Q9m0N\xtKP9kIC"Q9"^?Oo|O"=&9k"B,"kH7FbToJ$G/@5$#

=lrT&H"=|;LkLKJklg,"j^9#

c:

J<NcGO"ldapsearch 3^sITf<F#jF#<rHQ7F"5<P<K-?5lF$k9YFNQ

9m0`\r!w7^9#

ldapsearch -h ldaphost -D cn=admininistrator -w password -b cn=changelog (changetype=*)

�	
���������*��+������������

G#l/Hj<&5<S9O"OS/400 ;-ejF#<F:r5]<H7F$^9# QAUDCTL 79F`

Mr *OBJAUD KXj7?lgO" iSeries JS2<?<+i*V8'/HF:rHQD=K9k3H,

G-^9#

G#l/Hj<&5<S9N*V8'/HF:rHQD=K9k?aNjgO"!NH*jG9#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VF: (Auditing)W?Vr/jC/9k#

6. 5<P<NF:_jr*r9k#
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F:_jNQ9O"VOKWr/jC/7?~@G-zKJj^9# LDAP G#l/Hj<&5<P<r

FO09k,WO"j^;s#\YO" 43Z<8NXG#l/Hj<&5<S9N;-ejF#<Yr2

H7F/@5$#

LDAP �	
���������-�����������

!N$:l+rQ99k3HKhj"LDAP G#l/Hj<&5<P<NQU)<^s9r40G-^

9#

v !wN5$:

v !wKHQG-kGg~V

v 5<P<NHis6/7gs_jM

v G<?Y<9\3H5<P<&9lCINt

G#l/Hj<&5<P<NQU)<^s9Mr409kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VQU)<^s9W?Vr/jC/9k#

5<P<,HQ9kG<?Y<9\3H5<P<&9lCINtrQ97F"G#l/Hj<&5<P<N

QU)<^s9r409k3HbG-^9#3NMrQ99kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VWmQF#<Wr*r9k#

5. VG<?Y<9 / \xtW?Vr/jC/9k#
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� 5 � �	
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G#l/Hj<&5<S9N LDAP 5<P<H=N?Q}!KD$FO"!K(950psH2Hps,

rK)A^9#

v XLDAP "/;9)fj9H (ACL)Y

v 39Z<8NXLDAP G<?r9A0Y

v 41Z<8NXFql5]<H (NLS) KX9kM8v`Y

v 41Z<8NXLDAP G#l/Hj<&*V8'/HNj-"Y

v 42Z<8NXLDAP G#l/Hj<N2HY

v 42Z<8NXHis6/7gsY

v 43Z<8NXlWj+ LDAP G#l/Hj<&5<P<Y

v 43Z<8NXG#l/Hj<&5<S9N;-ejF#<Y

v 45Z<8NX*Zl<F#s0&79F`&Wm8'/H&PC/(sIY

v 51Z<8NXG#l/Hj<&5<S9H OS/400 8c<Jk&5]<HY

LDAP Np\ps*hS LDAP 5<P<NWhKD$FO" 7Z<8NXh 3 O G#l/Hj<&5<

S9N5WYb2H7F/@5$#

LDAP  �)������ (ACL)
?/Nlg"LDAP G#l/Hj<&5<P<NG<?XN"/;9r)B9k,WO"j^;s#?H

(P"qRN$sHiMCHN LDAP 5<P<K>HwNECVfj9H,~CF$kH7^9#3Nj

9HNfNG<?O"Lo"9YFN>Hw,+k3H,G-kh&K9k,W,"j^9#

7+7"R9O"+,NECVfr9YFNRw,2HG-kh&KO7?/J$H7^9#3Nh&Jl

gK""/;9)fj9H (ACL) rH_~`3H,G-^9#3N ACL rHCF"R9,ECru1k

UVN"k>Hw@1,R9N5<P<`\X"/;9G-kh&K")B9k3H,G-^9#

ACL rH&H"G#l/Hj<&*V8'/HrIC*hSo|9k"Br/KU?9k+r)fG-^

9#f<6<KG#l/Hj<0-rI_hj"q-~_"!w"*hSfS9k"Br?(k+I&+b

XjG-^9# ACL OQ5Gb@(*Gb=$^;s#D^j"!NIAi+N}!G ACL rHQ9k

3H,G-^9#

v CjN*V8'/HQN ACL r@(*K_j9k#

v *V8'/H, LDAP G#l/Hj<,XNeLN*V8'/H+i ACL rQ59k3HrXj9

k#

e-NcGO"*=i/R9O>Hw,+,NECVfr2HG-kh&KO7?/"j^;sG7?#7

+7"R9O"I}&,R9NVfr2HG-kh&K7?+C?NG9#3Nh&Jlg"ACL 0k<

WrH&H"I}&K"BrU?9kN,J1KJj^9# ACL 0k<WrH&H"DM1LG"BrU

?9kNGOJ/"f<6<&0k<W1LG"/;9"r'D9k3H,G-^9#3lO"180k<

WK09kf<6<,#tN*V8'/H&0k<WK"/;99k,W,"klgKCKXxG9#?H

(P"R9NECVfXN"/;9"r}CF$kI}&0k<W,"eGk?`\Xb"/;99k,W

,88?lg"=N ACL 0k<WrFxQ9k3H,G-^9#

ACL bGk

9YFNP<8gsNG#l/Hj<&5<S9O""/;9&/i9&lYkNvDbGkr5]<H7

F$^9#3NbGkO"D9N LDAP 0-?$WK"Normal (Lo)"Sensitive (!))" Critical (/jF
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#+k) NoL,"j^9#3liNoLO"0-9-<^&U!$kG)f7^9#f<6<r*V8'

/HN ACL KIC9kH-"=Nf<6<,I_hj"q-~_"!w"*hSfSrBTG-koL,

IlG"k+rXj7^9#[HsIN9-<^GO"ECVfO Normal (Lo) 0-H7F,`5l^

9#7?,CF"eNcGR9NECVfXN"/;9"rI}&K?(kKO"R9NG#l/Hj<&

*V8'/HN Normal (Lo) 0-XNI_hj"/;9"rI}&K?(^9# Sensitive (!)) *h

S Critical (/jF#+k) NpsKO"3l^G1M"I}&Gb"/;9G-^;s#9YFNP<8

gsNG#l/Hj<&5<S9O""/;9&/i9&lYkNvD_jr5]<H7F$^9#

G#l/Hj<&5<S9O"0-lYkNvDbGkb5]<H7F$^9#3NbGkGO""/;

9&lYkK++ojJ/"0-4HK"I_hj"q-~_"!w"fSNF"BrXjG-^9#e-

Ncr33GbH(P"0-lYkNvDbGkNlgO"4N*J ″Normal″ 0-r}CF$J$I}&

KP7Fb" telephoneNumber 0-XNI_hj"/;9r?(k3H,G-kH$&o1G9#

0-lYkNvDbGkO" SecureWay G#l/Hj<&5<S9 P<8gs 3.2 JeN5<P<GN

_-zG9#GU)kHGO"3lO*UKJCF$^9# ACL rh}9kH-K"3NvDbGkrH

QD=K9k+I&+r*rG-^9#$C?sHQD=K9kH"5<P<r=.7>7F"G#l/H

j<&G<?Y<9r|57J$Bj"3NvDbGkrHQTDK9k3HOG-^;s#3NvDbG

krHQD=K9klgO" LDAP V2 /i$"sH (V5R1 hj0N iSeries JS2<?<r^`) +i

OI}G-J$3Hd" ACL `\rKu9kD=-,"k3Hr0,KV$F/@5$#

CLJ ACL M

GiO"G#l/Hj<&5<S9NG#l/Hj<&5<P<NfN9YFN*V8'/HK"9YFN

G#l/Hj<&f<6<,P?5lF$kClJ ACL 0k<W CN=Anybody ,_j5lF$^9#GU

)kHGO"3N0k<WKP7F"9YFN*V8'/HN Normal (Lo) /i9N0-KX9kI_

hj"!w"fSN"/;9",?(il^9#

ltN*V8'/HK"s?>NL.GG#l/Hj<&5<P<KP$sI9k9YFNf<6<KP9

k18"/;9vDr?(k3H,G-^9#3&9kKO"ClJ"/;9)fj9H (ACL) 0k<W

cn=Authenticated rHQ7^9#

CjN*V8'/HKP9k"/;9vDrXj9kH-KO" cn=this H$&ClJ DN rHQ9k3

H,G-^9#3lrHQ9kH"ACL rQ59kR`\,"=Nj-9k*V8'/HKP9k`nr

BT9kh&+0*KvD9k3H,G-^9#

d-v`

iSeries JS2<?<rL8F ACL rI}9klg"G#l/Hj<&5<S9, ACL rBu9k}!

N\YrNCF$k,WO"j^;s#7+7" LDIF U!$kNHQ~K ACL X"N0-rXj9k

,W,"klg"^?O ACL r LDAP 3^sITf<F#jF#<H&KHQ7?$lgKO" ACL

GHolk0-rh/}r7F*/,W,"j^9# ACL N0-KD$FO" IBM SecureWay G#l/

Hj<I}D<kNqA K"k"/;9)fj9HN2MqA r2H7F/@5$#

ACL *hS ACL 0k<WN_j}!HQ9}!N\YKD$FO"!NHTC/Kjs/7F/@5

$#

32Z<8NX"/;9)fj9H (ACL) Nh}Y

33Z<8NXACL 0k<Wrh}9kY
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LDAP G<?r9A0 (LDIF) O" LDAP G#l/Hj<&5<P<VGG#l/Hj<psr>w9k

?aNJ1J}!rs!7^9# LDIF U!$kKO"LDAP G#l/Hj<`\,1cJF-9HA0

G}ailF$^9# G#l/Hj<&5<P<,HQ9k LDIF U!$kNA0O"G#l/Hj<&

5<S9N V4R5 +io:+KQ95l^7?# LDIF U!$kO"G#l/Hj<`\+"G#l/H

j<`\XNl^H^jNQ9N$:l+r-R9kl"NTG=.5lF$^9# 3NU!$kG">

}r-R9k3HOG-^;s#

LDIF `\NlLA0O!NH*jG9#

version: 1
dn: distinguished name
attrtype1: attrvalue1
...

33G"

v version O"LDIF U!$kA0NP<8gsr(7^9#P<8gsVfO 1 K9k,W,"j^9#

P<8gsVfrXj7J$H"LDIF U!$kOl0N LDIF U!$kA0G"kH+J5l^9#

LDIF U!$k,P<8gs 1 G"klg"=NbFO UTF-8 G(s3<I9k,W,"j^9#

v distinguished name OG#l/Hj<`\N1L>G9#

v attrtype1 O LDAP 0-?$W (cn"ou JI) G9#

v attrvalue1 O0-NMG9#

F`\O=l>l#tN0-r}D3H,G-^9#F0-K=l>l1HNT,HQ5l^9# 1 DN

0-, 1 Thj9$lgO"!NTKQ37"Q3TNh,KO9Z<9^?O?V8zrV-^9#

18 LDIF U!$kbK#tN`\,"klgO"`\V,Vis/TGhZil^9#]sI-f (#)

GO^kTO9YFmaTG" LDIF U!$kN=8rrO9k]KO5k5lk,W,"j^9#

J<NWor~?91L>^?O0-MO"Y<9 64 G(s3<I9k,W,"j^9#

v |"^?O~T,^^lF$k#

v 3ms (:)"9Z<9"^?Ohj. (<) GO^CF$k#

v 9Z<9G*;7F$k#

Y<9 64 G(s3<I7?0-O"0->H=NMNVK3msr 2 DHQ7FXj5l^9#

0t2HO"file:// URL A0G9#0-?$WH0t2HMNVKO"3msHhj.-f (:<) rV/,

W,"j^9#

33G"LDIF U!$kNcr$/D+(7^9#

c 1: `\, 2 DN1cJ LDAP U!$k

version: 1
dn: cn=Barbara Jensen, ou=Rochester, o=Big Company, c=US
objectclass: top
objectclass: person
objectclass: organizationalPerson
cn: Barbara Jensen
cn: Barbara J Jensen
cn: Babs Jensen
sn: Jensen
uid: bjensen
telephonenumber: +1 408 555 1212
description: A big sailing fan.
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dn: cn=Bjorn Jensen, ou=Rochester, o=Big Company, c=US
objectclass: top
objectclass: person
objectclass: organizationalPerson
cn: Bjorn Jensen
sn: Jensen
telephonenumber: +1 408 555 1212
description:Babs is a big sailing fan, and travels extensively in
search of perfect sailing conditions.
title:Product Manager, Rod and Reel Division

c 2: Y<9 64 G(s3<I5l?Mr^`U!$k

version: 1
dn: cn=Gern Jensen, ou=Rochester, o=Big Company, c=US
objectclass: top
objectclass: person
objectclass: organizationalPerson
cn: Gern Jensen
cn: Gern O Jensen
sn: Jensen
uid: gernj
telephonenumber: +1 408 555 1212
description:: V2hhdCBhIGNhcmVmdWwgcmVhZGVyIHlvdSBhcmUhICBUaGlzIHZhbHVlIGlzIGJ
hc2UtNjQtZW5jb2RlZCBiZWNhdXNlIGl0IGhhcyBhIGNvbnRyb2wgY2hhcmFjdGVyIGluIGl0ICh
hIENSKS4NICBCeSB0aGUgd2F5LCB5b3Ugc2hvdWxkIHJlYWxseSBnZXQgb3V0IG1vcmUu

c 3: l"NQ9l3<I*hSm-r^`U!$k

m: Q9l3<IrHC? LDIF U!$kO">\5<P<K$s]<H9k3HOG-^;s#7+

7"=liO LDAP 7'k&f<F#jF#<KhCF5]<H5l^9#

version: 1
# Add a new entry
dn: cn=Fiona Jensen, ou=Rochester, o=Big Company, c=US
changetype: add
objectclass: top
objectclass: person
objectclass: organizationalPerson
cn: Fiona Jensen
sn: Jensen
uid: fiona
telephonenumber: +1 408 555 1212
jpegphoto:< file:///usr/local/directory/photos/fiona.jpg

# Delete an existing entry
dn: cn=Robert Jensen, ou=Rochester, o=Big Company, c=US
changetype: delete

# Modify an entrys relative distinguished name
dn: cn=Paul Jensen, ou=Rochester, o=Big Company, c=US
changetype: modrdn
newrdn: cn=Paula Jensen
deleteoldrdn: 1

LDIF U!$kbN`\NgxOEWG9# LDIF U!$kKXj5lF$k`\r5oK LDAP G#l

/Hj<KIC9kKO"^:"=N`\NF`\,G#l/Hj<NM<`&9Z<9NfK8_7F$

J1lPJj^;s#e-NcNlg"h 1 N`\,8_7F$J1lP"h 2 Hh 3 N`\OICG

-^;s#

1MK"\xt,_j5lF$k5<P<K LDIF U!$kr$s]<H9klgO" LDIF U!$kK

=N\xtr=9`\,8_7F$k3H,,WG9#?H(P"Vou=Rochester, o=Big Company,

c=USWH$&\xt,5<P<K_j5lF$klgKO"eRN LDIF U!$kr$s]<H9k3H
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,G-^9#7+7"Vo=Big Company, c=USWH$&\xt,5<P<K_j5lF$klgKO"^:

=N\xtr=9`\r LDIF U!$kKXj9k,W,"j^9#J<K~Ocr(7^9#

dn: o=Big Company, c=US
objectclass: organization
o: Big Company

D9N LDIF U!$kNA0HbFO"=N(/9]<H5HJk5<P<N9-<^KhCFh^j^

9# LDIF U!$kO"=NU!$kN(/9]<H5HJC?5<P<H189-<^rHQ9k$U

N LDAP 5<P<K$s]<HG-^9#[JkYs@<N LDAP 5<P<O"=l>l[Jk9-<

^rHQ7F$^9 (*V8'/H&/i9*hS0-,[Jj^9)#7?,CF"3Nh&J5<P<

Gn.7? LDIF U!$kr"LN5<P<K$s]<HG-J$3H,"j^9#

LDIF U!$kEMKX9k Request for Comments (RFC) O"J<N URL KQU5lF$^9#

http://www.ietf.org/rfc/rfc2849.txt

X"Wm7<8c<:
23Z<8NXLDIF U!$kr$s]<H9kY

23Z<8NXLDIF U!$kr(/9]<H9kY

������ (NLS) ��������

V4R5 J_N OS/400 LDAP 5<P<H OS/400 LDAP /i$"sHO">}Hb LDAP P<8gs 3

rY<9K7F$^9#J<N NLS NM8v`K4mU/@5$#

v G<?O LDAP 5<P<H/i$"sHNVG UTF-8 A0G>w5l^9#9YFN ISO 10646 8

zrHQG-^9#

v G#l/Hj<&5<S9 LDAP 5<P<O" UTF-16 ^CTs0}0rHQ7F"G<?Y<9KG

<?r]I7^9#

v 5<P<H/i$"sHO"g8z.8zrhL;:K9Hjs0rfS7^9#Qg8zN"k4j

:`,"9YFN@l (m1<k) G57$o1GO"j^;s#

UCS-2 N\YKD$FO" iSeries Information Center NVWhWN<N0m<Pj<<7gsr2H7F

/@5$#

LDAP �	
�����*��+������

LDAP G#l/Hj<NF*V8'/HKO"1 MJeNj-T,_j5lF$^9#*V8'/Hj-

TKO"*V8'/Hro|9k"B,"j^9#*V8'/HNj-"WmQF#<*hS"/;9)f

j9H (ACL) 0-rQ9G-kf<6<O"j-TH5<P<I}T@1G9#*V8'/HNj-"

O"Q55lklgH@(*KU?5lklg,"j^9#D^j"j-"rdjvFkKO!NIAi+

N}!rHQG-^9#

v Cj*V8'/HNj-"r@(*K_j9k#

v LDAP G#l/Hj<,XbNeLK"k*V8'/H+i"*V8'/H,j-TrQ59kh&K

Xj9k#

G#l/Hj<&5<S9GO"1 DN*V8'/HK#tNj-TrXj9k3H,G-^9#^?"*

V8'/Hr=l+NNj-TH7FXj9k3HbG-^9#=NlgKO"*V8'/Hj-TNj9

HK cn=this H$&ClJ DN rXj7^9#?H(P"*V8'/H cn=A Nj-T, cn=this G"

klg" cn=A H$&>0G5<P<K\37F$kf<6<O9YF" cn=A *V8'/HKj-TH7

F"/;99k3H,G-^9#
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X"Wm7<8c<:
32Z<8NXG#l/Hj<&*V8'/HNj-"WmQF#<rh}9kY

LDAP �	
�������

2HrHQ9k3HKhj"#tN LDAP G#l/Hj<&5<P<,A<`H7F!=G-kh&KJ

j^9#/i$"sH,Wa7? DN ,""kG#l/Hj<KJ$lgO"5<P<O+0*K=NW

ar>N LDAP 5<P<Kw. (2H) 7^9#

G#l/Hj<&5<S9GO"2 o`N2HrHQ9k3H,G-^9# GU)kHN2H5<P<r

Xj9k3H,G-^9#G#l/Hj<bK DN ,J$H-O"LDAP 5<P<O3N5<P<K/i

$"sHr2H7^9#^?"LDAP /i$"sHrHQ7F" objectClass , referral G"k`\rG#

l/Hj<&5<P<KIC9k3HbG-^9# 3lKhj"/i$"sH,Wa9kCjN DN Kp

E/2HrXjG-^9#

m: G#l/Hj<&5<S9GO"2H*V8'/HK"1L> (dn)"*V8'/H&/i9

(objectClass)"*hS2H (ref) 0-@1O,:Xj9k,W,"j^9#3N)sv`r(9cK

D$FO" 58Z<8NXldapsearch f<F#jF#<Yr2H7F/@5$#

2H5<P<HlWj+&5<P<HO)\KX"U1ilF$^9#lWj+&5<P<K"kG<?r

/i$"sHN&+iQ99k3HOG-J$NG"lWj+O"G#l/Hj<&G<?NQ9raak

War9YF^9?<&5<P<K2H7^9#

��������

79F`N LDAP G#l/Hj<&5<P<r=.7F"/i$"sH,His6/7gsrHQG-k

h&K9k3H,G-^9#His6/7gsHO" 1 DN1LH7F7olk LDAP G#l/Hj<

`nN8grX7^9#His6/7gsr_j7F*/H"His6/7gsbN9YFN`n,5oK

0;7"His6/7gs,3_CH5lk^G"His6/7gsbND9N LDAP `nONj7^;

s#$:l+N`n,:T7?j"His6/7gs,hjC5l?j9kH"DjN`nO5Ka5lF

7^$^9#3N!=rH(P" LDAP `nr&^/T.9k3H,G-^9#?H(P"$/D+NG

#l/Hj<`\ro|9kHis6/7gsr/i$"sHK_j9kH7^7g&#His6/7gs

Nh}fK/i$"sHH5<P<N\3,:olkH"`\No|OlZTolJ$3HKJj^9#7

?,CF"IN`\,5oKo|5lF$kN+r4YJ/Fb"His6/7gsrFSdj>9@1G

vO-jkNG9#

His6/7gsKH_~ak LDAP `nO"!NH*jG9#

v IC

v Q9

v RDN NQ9

v o|

m: His6/7gsKO"G#l/Hj<&9-<^ (cn=schema \xt) NQ9rH_~^J$G/@

5$#B]KH_~`3HOD=G9,"His6/7gs,:T7?H-KPC/"&H,G-^;

s#7?,CF"G#l/Hj<&5<P<K=,T=Jdj,/89kD=-,"j^9#

His6/7gsN\YKD$FO" IBM SecureWay Directory Client SDK Programming Reference

K"kU?XLimited Transaction SupportY r2H7F/@5$#
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'�( LDAP �	
��������

lWj+ LDAP G#l/Hj<&5<P<KJ<5lkpsO"a$s&5<P<"D^j^9?<

LDAP G#l/Hj<&5<P<K"kpsH18G9# LDAP G#l/Hj<NlWj+r 1 D^?

O#t_1k3HKO"g-Jx@, 2 D"j^9#

v lWj+rHQ9kH!w,./Jj^9#9YFN/i$"sHN!wWar 1 DN^9?<&5<

P<K8f5;keojK"^9?<&5<P<HlWj+&5<P<KWar,65;k3H,G-

^9#

v lWj+O^9?<&5<P<NPC/"CWH7FNrdrL?7^9#^9?<&5<P<,HQ

TDKJCFb"lWj+,!wWaK~8k?a"G#l/Hj<&G<?X"/;9G-^9#

lWj+&5<P<OI_hjlQG9#vDf<6<,lWj+&5<P<K"k`\rQ97h&H9

kH"lWj+&5<P<O"=NWar^9?<&G#l/Hj<&5<P<K2H7^9#

X"Wm7<8c<:
23Z<8NXG#l/Hj<&5<P<N77$lWj+r_j9kY

�	
���������)�/�#	�

;-ejF#<F:

V5R1 +i"G#l/Hj<&5<S9GO" OS/400 ;-ejF#<F:r5]<H9kh&KJj^7

?#F:,G-k`\O"!NH*jG9#

v G#l/Hj<&5<P<XNP$sIHG#l/Hj<&5<P<+iN"sP$sI#

v LDAP G#l/Hj<&*V8'/HNvDNQ9#

v LDAP G#l/Hj<&*V8'/HNj-"NQ9#

v LDAP G#l/Hj<&*V8'/HNn."o|"!w"Q9#

v I}TQ9o<INQ9H1L> (DN) N97#

v f<6<&Q9o<INQ9#

v U!$kN$s]<HH(/9]<H#

G#l/Hj<`\NF:r-zK9kKO" OS/400 NF:_jrQ97J1lPJiJ$lgb"j

^9# QAUDCTL 79F`Mr *OBJAUD KXj7?lgO" iSeries JS2<?<+i*V8'/HF

:rHQD=K9k3H,G-^9#F:N\YKD$FO" iSeries Information Center N!)]nrb

q ^?O;-ejF#<F:r2H7F/@5$#

\3'ZH;-ejF#<

G#l/Hj<&5<S9GO" LDAP /i$"sHH LDAP G#l/Hj<&5<P<NVNL.;

-ejF#<rbak?aK"!Na+K:`,QU5lF$^9#

v Secure Sockets Layer (SSL) \3

v Kerberos 'Z

v CRAM-MD5 Q9o<IEf=

h 5 O G#l/Hj<&5<S9N50H2Hps 43
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LDAP �	
��������� Secure Sockets Layer (SSL) �

Translation Layer Security �����

LDAP G#l/Hj<&5<P<HNL.NB4Yr5iKbak?aK"G#l/Hj<&5<S9G

O Secure Sockets Layer (SSL) ;-ejF#<rHQ9k3H,G-^9#

G#l/Hj<&5<S9G SSL rHQ9kKO"79F`K$:l+NEf"/;9&WmP$@<=

J (5722-ACx) r$s9H<k7F*/,W,"j^9# iSeries JS2<?<+i SSL rHQ7?$l

gO"$:l+N/i$"sHEf==J (5722-CEx) r PC K$s9H<k7F*/,Wb"j^9#3

N=UH&'",,WJNO"!Nh&JlgG9#

v SSL \3rHQ7F"o</9F<7gs+iG#l/Hj<&5<S9r_j*hSI}9k#3l

KO"iSeries JS2<?<+iBT9k?9/,^^l^9#

v Windows /i$"sH API ("Wj1<7gs&Wm0i`&$s?<U'<9) Khjn.9k"W

j1<7gsG" SSL \3rHQ9k#

SSL ,8`N$s?<MCH&;-ejF#<G9# SSL rHQ7F"LDAP /i$"sHN[+"l

Wj+ LDAP 5<P<HbL.G-^9#5<P<'ZKC(F/i$"sH'ZrHQ7F"SSL \3

NB4-r5iKbak3H,G-^9#/i$"sH'ZGO"\3,N)5lk0K"5<P<KP9

k/i$"sHN1LrN'9kG#8?kZ@qr LDAP /i$"sH,?(k,W,"j^9#

SSL rHQ9kKO" OS/400 N*W7gs 34 G"kG#8?k'Z^M<8c< (DCM) r79F`

K$s9H<k7F"k3H,,WG9# G#8?k'Z^M<8c< (DCM) O"G#8?kZ@q*

hSZ@qP?j9Hrn.7"I}9k?aN$s?<U'<9HJkbNG9# G#8?kZ@qH

DCM NHQKD$F\7/O" G#8?k'Z^M<8c< (DCM) KX9kqAr2H7F/@5

$# iSeries G SSL rHQ9k?aNpsKD$FO" SSL G"Wj1<7gsr;-e"K9kr2

H7F/@5$# iSeries 5<P<GN TLS KD$F\7/O" 5]<H5lF$k SSL *hS

Transport Layer Security (TLS) WmH3kr2H7F/@5$#

LDAP �	
��������� Kerberos �������

G#l/Hj<&5<S9GO"LDAP G#l/Hj<&5<P<G Kerberos 'ZrHQ9k?aN_j

,G-kh&KJj^7?# Kerberos HO"k)0NEfrHQ7F"/i$"sH / 5<P<?N"W

j1<7gsK/OJ'Z!=rs!9kMCHo</'ZWmH3kG9#

Kerberos 'ZrHQD=K9kKO"79F`K$:l+NEf5<S9&WmP$@<=J (5722AC2

^?O 5722AC3) r$s9H<k7F*/,W,"j^9#MCHo</'Z5<S9b_j7F*+J

1lPJj^;s#

G#l/Hj<&5<S9N Kerberos 5]<HGO" GSSAPI SASL a+K:`,5]<H5lF$^

9#=N?a" SecureWay N LDAP /i$"sHb" Windows 2000 N LDAP /i$"sHb"

LDAP G#l/Hj<&5<P<G Kerberos 'ZrHQG-^9#

5<P<,HQ9k Kerberos Wjs7Qk>NA0O"!NH*jG9#

service-name/host-name@realm

service-name O LDAP" host-name O79F`N04$~ TCP/IP >" realm O79F`N Kerberos

_jGXj5lF$kGU)kH&lk`G9#

?H(P" my-as400 H$&>0N79F`," acme.com H$& TCP/IP Ia$sK"j"GU)kHN

Kerberos lk`H7F ACME.COM ,Xj5lF$klgO" LDAP 5<P<N Kerberos Wjs7Qk>

O" LDAP/my-as400.acme.com@ACME.COM HJj^9#GU)kHN Kerberos lk`O" Kerberos =.U
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!$k (GU)kHGO /QIBM/UserData/OS400/NetworkAuthentication/krb5.conf) N default_realm G#l/

F#V (default_realm = ACME.COM) GXj5lF$^9#,'H7F"Kerberos lk`>OQg8z"

[9H>OQ.8zGXj9k3HKJCF$^9# LDAP/ O"Qg8zG~O7J1lPJj^;s#

GU)kH&lk`,_j5lF$J$lgO"G#l/Hj<&5<P<G Kerberos 'ZrHQ9k?

aN_jOG-^;s#

Kerberos 'ZrHQ9klgO" LDAP G#l/Hj<&5<P<,"G#l/Hj<&G<?XN"/

;9rhj9k?aN\3KP7F"1L> (DN) rX"U1^9#5<P<, DN rX"U1kKO"

!Nh&J}!,"j^9#

v 5<P<, Kerberos ID KpE$F DN rn.9k}!#3N}!NlgO" principal@realm H$&

A0N Kerberos ID +i" ibm-kn=principal@realm H$&A0N DN ,8.5l^9# ibm-kn= O

ibm-kerberosName= H18G9#

v 5<P<,G#l/Hj<NfG" Kerberos Wjs7QkH Kerberos lk`N`\r^sG$k1L

> (DN) r!w9k}!#3N}!NlgO"!Nh&J.lG"=N Kerberos ID rXj7?`\,

!w5l^9#

– 5<P<O"G#l/Hj<NfG" krbRealmName-V2 0-, Kerberos lk`HlW9k

krbRealm-V2 *V8'/Hr!w7^9#=Nh&J`\,+D+C?lgO" princSubtree 0-G

Xj5lF$k DN NfG" krbPrincipalName 0-,Wjs7Qk>*hSlk`>HlW9k`

\r!w7^9# krbAliasedObjectName G=.5lF$k DN K"J0K!P7?`\N DN ,^

^lF$klgO" krbAliasedObjectName G=.5lF$k DN ,HQ5l^9#=&GJ1l

P"=N`\N DN ,HQ5l^9#3N}!,HQ5lkNO"p\*K" Kerberos KDC ,

Kerberos Wjs7Qkpsr LDAP G#l/Hj<K]I7F$klgG9#

– =Nh&J!w,:T7?lgO" ibm-securityIdentities du/i9rHQ7"J*+D

altSecurityIdentities 0-NM, KERBEROS:principal@realm KJCF$kG#l/Hj<`\r!w

7^9#3N}!G Kerberos ID HG#l/Hj<`\,X"U1ilkNO" KDC ,=NG#l

/Hj<KWjs7Qkr]I7F$J$lgG9#

LDAP 5<S9&Wjs7QkN-<,~CF$k-<&F<Vk (keytab) U!$k,,WG9# iSeries

5<P<GN Kerberos N\YKD$FO" Information Center NV;-ejF#<WN<K"kMCHo

</'Z5<S9r2H7F/@5$# MCHo</'Z5<S9N=.KO"-<&F<Vk&U!$

kKG<?rIC9k?aNps,-\5lF$^9#

*0
�#	�����#$�',�+������&�!

79F`&Wm8'/H&PC/(sIKO" OS/400 *V8'/Hr" LDAP G"/;9G-kG#l

/Hj<&Dj<bN`\H7F^CW9k!=,"j^9#Wm8'/H&*V8'/HO" LDAP 5

<P<&G<?Y<9bK]I5lF$kB]N`\GOJ/" LDAP =-N OS/400 *V8'/HKJ

j^9# V5R2 GO"G#l/Hj<&Dj<bN`\H7F^CW^?OWm8'/H5lk*V8'

/HO" OS/400 f<6<&WmU!$k@1G9#f<6<&WmU!$k&*V8'/HN^CTs

0O" OS/400 f<6<&Wm8'/H&PC/(sIHFPl^9#

LDAP `nOpC OS/400 *V8'/HK^CW5lF*j" LDAP `nO3liN*V8'/HK"/

;99k?aK*Zl<F#s0&79F`N!=rBT7^9#f<6<&WmU!$kGBT5lk9

YFN LDAP `nO"=N/i$"sH\3KX"7?f<6<&WmU!$kN"BN<GBT5l^

9#

*Zl<F#s0&79F`&Wm8'/H&PC/(sIN\YKD$FO"J<r2H7F/@5$#

v 46Z<8NXOS/400 f<6<&Wm8'/H&G#l/Hj<psDj<Y
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v 47Z<8NXLDAP `nY

v 51Z<8NXI}THlWj+&P$sI DNY

v 51Z<8NXOS/400 f<6<&Wm8'/H&9-<^Y

OS/400 .����',�+����	
���������

J<N^O"f<6<&Wm8'/H&PC/(sIN"5sWkNG#l/Hj<psDj< (DIT) r

=7F$^9#3N^KO"DMNWmQF#<H0k<WNWmQF#<N>},=5lF$^9#3N

^fN JSMITH H TSMITH Of<6<&WmU!$kG"3lObt*KO GID=*NONE (^?O 0)

H$&0k<W ID (GID) G(5l^9# EDITORS O0k<W&WmU!$kG"3lObt*KO<

mJ0N GID G(5l^9#

\xt dc=SystemA,dc=acme,dc=com O"2HQK^K^aF"j^9#3N\xtO">N LDAP `\

rI}7F$k=TG<?Y<9&PC/(sIr=7^9#\xt cn=schema O"HQ5lF$k=T

N5<P<4NN9-<^G9#

Dj<Nk<HO\xtG"j"3lOGU)kHG os400-sys=SystemA.acme.com (SystemA.acme.com O

79F`N>0) KJj^9#*V8'/H&/i9O os400-root G9# DIT rQ97?jo|7?j

9k3HOG-^;s,"79F`&*V8'/HN\xtOF=.G-^9#?@7"\xt,Q95l

lP(sHj<NQ9,,WKJk ACL d79F`eN>NljG"=TN\xt,HQ5lF$J$3

HrN'9k,W,"j^9#

e-N^GO"k<HN<K3sFJ< cn=accounts ,=(5lF$^9#3N*V8'/HOQ9G-

^;s#3sFJ<O"-h*Zl<F#s0&79F`KhCFWm8'/H5lkD=-,"k>No

`Npsd*V8'/Hr+[7F3NlYkKx(ilF$^9# cn=accounts 3sFJ<N<KO"
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objectclass=os400-usrprf H7FWm8'/H5lkf<6<&WmU!$k,"j^9#3Nf<6

<&WmU!$kO"Wm8'/H&f<6<&WmU!$kHFPl"

os400-profile=JSMITH,cn=accounts,os400-sys=SystemA.acme.com NA0G LDAP K'15l^9#

LDAP ��

Wm8'/H&f<6<&WmU!$krHQ7FBTG-k LDAP `nO"J<NH*jG9#

P$sI

LDAP /i$"sHO"Wm8'/H&f<6<&WmU!$krHQ7F" LDAP 5<P<KP$sI

('Z) G-^9#3lO"P$sI DN NWm8'/H&f<6<&WmU!$k1L> (DN) H"'Z

QN57$ OS/400 f<6<&WmU!$k&Q9o<IrXj9k3HKhCFT$^9#P$sIW

aGHQ5lk DN NcO" os400-profile=jsmith,cn=accounts,os400-sys=systemA.acme.com G9#

79F`&Wm8'/H&PC/(sINpsK"/;99kKO"/i$"sHOWm8'/H&f<6

<H7FP$sI5lk,W,"j^9#5<P<O"9YFN`nr"=Nf<6<&WmU!$kN"

BrHQ7FBT7^9#Wm8'/H&f<6<&WmU!$k DN b">N LDAP `\N DN H1

8h&K LDAP ACL GHQG-^9#P$sIWaGWm8'/H&f<6<&WmU!$k,Xj5

lF$kH-KvD5lkP$sI}0O"1cP$sI}0@1G9#

!w

79F`&Wm8'/H&PC/(sIO"$/D+Np\*J!wU#k?<r5]<H7F$^9#!

wU#k?<KO"*V8'/H&/i9 os400-profile H"os400-gid 0-rXj9k3H,G-^9#

os400-profile 0-Oo$kI+<Ir5]<H7F$^9# os400-gid attribute 0-KXjG-kNO"

(os400-gid=0) (D9Nf<6<NWmU!$k) +" !(os400-gid=0) (0k<W&WmU!$k) KBi

l^9#Q9o<IH3lK`w7?0-r|$F"f<6<&WmU!$kN9YFN0-r!wG-^

9#

CjNU#k?<GO" DN *V8'/H&/i9H os400-profile MN_,a5l^9#?@7"=Ne

N!wO"hj\YJps,a5lkh&K_j9k3H,G-^9#

J<N=GO"!w`nK*1k79F`&Wm8'/H&PC/(sIN0nKD$Fb@7F$^9#

= 1. !w`nK*1k79F`&Wm8'/H&PC/(sIN0n

!wWa !wY<9 !wOO !wU#k?< 3asH

os400-sys=SystemA

H"(*W7gsG)

=N<N3sFJ<"

*hS (*W7gs

G) =liN3sFJ

<NfN*V8'/H

KD$FNpsra

9#

os400-

sys=SystemA.acme.com

base"sub"^?O

one

objectclass=*

objectclass=os400-root

objectclass=container

objectclass=os400-usrprf

Xj5l?OOHU#

k?<KpE/,ZJ

0-H=NMra9#

79F`&*V8'/

HN\xtH=N<N

3sFJ<KP7FO

<I3<G#s05l

F$k0-H=NM,

a5lk#

h 5 O G#l/Hj<&5<S9N50H2Hps 47
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= 1. !w`nK*1k79F`&Wm8'/H&PC/(sIN0n (3-)

!wWa !wY<9 !wOO !wU#k?< 3asH

9YFNf<6<&W

mU!$kra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub os400-gid=0 Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

9YFN0k<W&W

mU!$kra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub (!(os400-gid=0)) Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

9YFNf<6<&W

mU!$kH0k<

W&WmU!$kra

9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub os400-profile=* Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

CjNf<6<&Wm

U!$k^?O0k<

W&WmU!$k (f

<6<&WmU!$k

JSMITH JI) Nps

ra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub os400-profile=JSMITH >N0-rXj7Fa

93H,G-k#

CjNf<6<&Wm

U!$k^?O0k<

W&WmU!$k (f

<6<&WmU!$k

JSMITH JI) Nps

ra9#

os400-profile=JSMITH,

cn=accounts, os400-

sys=SystemA.acme.com

bas"sub"^?O one objectclass=os400-usrprf

objectclass=*

os400-profile=JSMITH

>N0-rXj7Fa

93H,G-k# 1

DNlYkNOOrX

jG-k," DIT N

fNf<6<&WmU

!$k JSMITH N<

KO?bJ$NG"!

wkLH7FMOa5

lJ$#
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= 1. !w`nK*1k79F`&Wm8'/H&PC/(sIN0n (3-)

!wWa !wY<9 !wOO !wU#k?< 3asH

A GO^k9YFN

f<6<&WmU!$

kH0k<W&WmU

!$kra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub os400-profile=A* Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

G GO^k9YFN

0k<W&WmU!$

kra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub (&(!(os400-gid=0))

(os400-profile=G*))

Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

A GO^k9YFN

f<6<&WmU!$

kra9#

cn=accounts, os400-

sys=SystemA.acme.com

one ^?O sub (&(os400-gid=0)

(os400-profile=A*))

Wm8'/H&f<6

<&WmU!$kN1

L> (DN)"*V8'

/H&/i9"*hS

os400-profile MN_,

a5lk#>NU#k

?<,Xj5lF$k

H"

LDAP_UNWILLING_

TO_PERFORM ,a5

lk#

fS

LDAP fS`nO"Wm8'/H&f<6<&WmU!$kN0-MrfS9klgKHQ9k3H,G

-^9# os400-aut 0-H os400-docpwd 0-OfSG-^;s#

ICHQ9

f<6<&WmU!$kO"LDAP IC`nrHQ7Fn.G-"5iK LDAP Q9`nrHQ7FQ9

G-^9#

o|

f<6<&WmU!$kO"LDAP o|`nrHQ7Fo|G-^9# DLTUSRPRF OWNOBJOPT Qi

a<?<H PGPOPT Qia<?<N0nrXj9k?aN" 2 DN LDAP 5<P<)f,77/s!5
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lF$^9#3liN)fO LDAP o|`nGXjG-^9#3liNQia<?<N0nN\YKD$

FO"f<6<&WmU!$kNo| (DLTUSRPRF) 3^sIr2H7F/@5$#

LDAP N/i$"sHo|`nGXjG-k)fH=N*V8'/H ID (OID) OJ<NH*jG9#

v os400-dltusrprf-ownobjopt 1.3.18.0.2.10.8

)fM

– controlValue ::= ownObjOpt [ newOwner]

– ownObjOpt ::= *NODLT / *DLT / *CHGOWN

ownObjOpt )fMO"f<6<&WmU!$k,*V8'/Hrj-7F$klgKhilkhVr(

7^9#M *NODLT O"f<6<&WmU!$k,*V8'/Hrj-7F$klgO"=Nf<6

<&WmU!$kro|7J$3Hr(7^9# *DLT MO"j-5lF$k*V8'/Hro|9k

3Hr(7" *CHGOWN MO"j-"r>NWmU!$kK\93Hr(7^9#

newOwner MO"j-"r\9WmU!$kr(7^9# ownObjOpt , *CHGOWN K_j5lF$k

lg"3NMO,\G9#

)fMNc

– *NODLT: WmU!$k,*V8'/Hrj-7F$klgO"=NWmU!$kro|G-J$3H

r(7^9#

– *CHGOWN SMITH: *V8'/HNj-"r SMITH f<6<&WmU!$kK\93Hr(7^

9#

v *V8'/H ID (OID) O"LDAP_OS400_OWNOBJOPT_CONTROL_OID H7F ldap.h GjA5lF$

^9#

– os400-dltusrprf-pgpopt 1.3.18.0.2.10.9

)fMOJ<Nh&KjA5lF$^9#

controlValue ::=pgpOpt [ newPgp [ newPgpAut ] ]

pgpOpt ::= *NOCHG / *CHGPGP

newPgp ::= *NONE / user-profile-name

newPgpAut ::= *OLDPGP / *PRIVATE / *ALL / *CHANGE / *USE / *EXCLUDE

pgpOpt MO"o|9kWmU!$k,$UN*V8'/HN 1 !0k<WG"klgKhilkh

Vr(7^9# *CHGPGP ,Xj5lF$klgO"newPgp bXj5lF$J1lPJj^;s#

newPgp MO"1 !0k<W&WmU!$k>^?O *NONE rXj7^9#77$ 1 !0k<W&

WmU!$k,Xj5lF$klgO" newPgpAut MbXj9k3H,G-^9# newPgpAut M

O"77$ 1 !0k<WK?(ilF$k"*V8'/HKP9k"Br(7^9#

)fMNc

– *NOCHG: WmU!$k,$UN*V8'/HN 1 !0k<WG"klgO"=NWmU!$kro

|G-J$3Hr(7^9#

– *CHGPGP *NONE: *V8'/HN 1 !0k<Wr|n9k3Hr(7^9#

– *CHGPGP SMITH *USE: 1 !0k<Wr SMITH f<6<&WmU!$kKQ97"3N 1 !0k

<WK *USE "BrU?9k3Hr(7^9#

o|G3liN)f,$:lbXj5lJ$H" QSYS/DLTUSRPRF 3^sIKP7F=_-zJGU

)kH,eojKHQ5l^9#

ModRDN
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Wm8'/H&f<6<&WmU!$kO"*Zl<F#s0&79F`G5]<H5lF$J$?a"j

M<`G-^;s#

API N$s]<HH(/9]<H

QgldImportLdif API H QgldExportLdif API O"79F`&Wm8'/H&PC/(sIbNG<?N$s

]<Hd(/9]<HO5]<H7F$^;s#

����
'�(����! DN
Wm8'/H&f<6<&WmU!$kO"=.Q_NI}T^?OlWj+&P$sI DN H7FXj

9k3H,G-^9#f<6<&WmU!$kNQ9o<I,HQ5l^9#Wm8'/H&f<6<&W

mU!$kO"G#l/Hj<&5<P<I}TU!s/7gs ID (QIBM_DIRSRV_ADMIN) KP9k"

Br-7F$lP" LDAP I}TKJk3HbD=G9#I}"/;9O#tNf<6<&WmU!$k

KU?9k3H,G-^9#

\YKD$FO" 33Z<8NXvDf<6<NI}"/;9rh}9kYr2H7F/@5$#

OS/400 .����',�+�������

Wm8'/H&PC/(sIN*V8'/H&/i9H0-O"5<P<4NN9-<^NfK"j^9#

LDAP 0-N>0O os400-nnn NA0KJj^9 (33G nnn O"lLKf<6<&WmU!$k&3^

sIN0-N-<o<I (CRTUSRPRF d CHGUSRPRF JI) KJj^9)#\YKD$FO" 46Z<8

NXOS/400 f<6<&Wm8'/H&G#l/Hj<psDj<Yr2H7F/@5$#

�	
��������� OS/400 �1�2�����

G#l/Hj<&5<S9N OS/400 G<?Y<9&5]<HO"G#l/Hj<psrJ<9k?aN

!=G9# OS/400 8c<Jk&5]<HHO"G#l/Hj<&5<S9,3_CHasH)fKhj

G#l/Hj<`\rG<?Y<9KJ<9kH-K,WJ!=G9#

5<P<^?O LDIF $s]<H&D<kriaF+O9kH"J<NbN,n.5l^9#

v 8c<Jk

v 8c<Jk&l7<P<

v GiK,WH5lkG<?Y<9&F<Vk

8c<Jk QSQJRN O"9GK_j5lF$kG<?Y<9&i$Vij<Kn.5l^9#8c<J

k&l7<P< QSQJRN0001 O"9GK_j5lF$kG<?Y<9&i$Vij<KGiKn.5l^

9#

?QD-"G#l/Hj<N5$:H=$"^?O]I / |5}KKhCFO"*V8'/HNI}}!

dHQ9k5$:B&MJIrGU)kH+iQ99k,W,88k+b7l^;s#8c<Jk&3^s

I&Qia<?<O",WK~8FQ9D=G9# LDAP 8c<Jkh}O"GU)kHGOE$l7<

P<ro|9kh&K_j5l^9#Q9m0,=.5lF$F"E$l7<P<r]}7?$lgO"

OS/400 3^sIT+iJ<N3^sIrBT7^9#

JRN(QUSRDIRCL/QSQJRN) DLTRCV(*NO)

Q9m0r_j7?lgO"J<N3^sIGQ9m0N8c<Jk&l7<P<ro|G-^9#

CHGJRN JRN(QUSRDIRCL/QSQJRN) DLTRCV(*YES)
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8c<Jk&3^sINpsKD$FO" iSeries Information Center NVWm0i_s0WN<K"k

OS/400 3^sIr2H7F/@5$#
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� 6 � LDAP 3��!�.�#	�#	�

G#l/Hj<&5<S9KO" OS/400 N Qshell 3^sID-+i LDAP G#l/Hj<&5<P<

KP7F"/7gsrBT9k?aN 5 DNf<F#jF#<,QU5lF$^9#3liNf<F#j

F#<GO LDAP API ,HQ5l^9#Ff<F#jF#<O"qsh N3^sIT+iBT9k3Hb"

Wm0i`+iFSP93HbG-^9#3liNf<F#jF#<OWm0i_s0NcH7FbrK)

A^9#G#l/Hj<&5<S9K^^lk Windows LDAP /i$"sHr$s9H<k9kH"7'

k&f<F#jF#<N=<9&3<IKgQh/w?3<Ib$s9H<k5l^9#

f<F#jF#<O!NH*jG9#

v Xldapmodify *hS ldapadd f<F#jF#<Y#LDAP G#l/Hj<N`\rIC*hSQ97^

9#

v 56Z<8NXldapdelete f<F#jF#<Y#LDAP G#l/Hj<+i`\ro|7^9#

v 58Z<8NXldapsearch f<F#jF#<Y#LDAP G#l/Hj<bN`\r!w7^9#

v 64Z<8NXldapmodrdn f<F#jF#<Y#LDAP G#l/Hj<N`\NjP1L> (RDN) rQ

97^9#

3^sITf<F#jF#<H&K SSL rHQ9k}!KD$FO" 66Z<8NXLDAP 3^sITf

<F#jF#<G SSL rHQ9keGNmUv`™Yr2H7F/@5$#

ldapmodify ��� ldapadd .�#	�#	�

ldapmodify f<F#jF#<rH&H"79F`N QSH 3^sI&7'k+i LDAP G#l/Hj<&

5<P<KP7F`\NQ9^?O`\NICrT&3H,G-^9#3lO ldap_modify"ldap_add"*

hS ldap_delete "Wj1<7gs&Wm0i_s0&$s?<U'<9 (API) rHQ7^9# ldapadd

f<F#jF#<N!=O" -a Ui0,+0*K*sKJkH$&@r|1P"ldapmodify f<F#jF

#<H[HsI18G9#

A0:

ldapmodify [-a] [-V] [-b] [-c] [-r] [-M] [-n] [-v] [-F] [-R] [-C charset] [-d debuglevel] [-D binddn] [-w
passwd ] [-m mechanism] [-Ohopcount] [-h ldaphost] [-p ldapport] [-f file] [-Z] [-K keyfile] [-P keyfilepw]
[-N certificatename]

ldapadd [-V] [-b] [-c] [-r] [-M] [-n] [-v] [-F] [-R] [-C charset] [-d debuglevel] [-D binddn ] [-w passwd]
[-m mechanism] [-Ohopcount] [-h ldaphost] [-p ldapport] [-f file] [-Z] [-K keyfile] [-P keyfilepw] [-N
certificatename]

m: file +i`\psrs!9k?aN -f *W7gsrXj7J+C?lg"f<F#jF#<O"8`

~O+i`\,I_hilk^GTA^9#3NTAuVrfG9kKO"SysReq -<r!7F+

i" 2. �������r*r7F/@5$#

GG:

(i<,J$lgO"aju7O 0 G9#(i<,"C?lgO"<mJ0Naju7,/87"8`(

i<KGGaC;<8,q-~^l^9#

3liNf<F#jF#<NHQ}!r+kKO" 33r/jC/7F/@5$#
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Qia<?<:

-V f<F#jF#<, LDAP 5<P<KP$sI9k?aKHQ9k LDAP NP<8g

srXj7^9#GU)kHN_jGO"LDAP V3 \3rHQ7^9#@(*K

LDAP V3 r*r9klgO -V 3 HXj7" LDAP V2 "Wj1<7gsH7FBT

9klgO -V 2 HXj7^9#

-a 3NQia<?<O ldapmodify N_GHQ7^9#3lO"GU)kHGf<F#j

F#<O`\rQ99kNGOJ/IC9k3Hr(7^9#3NQia<?<rHQ

7?lg"ldapadd rHQ7?lgH18G9#

-b `/ GO^k9YFNMOP$Jj<MG"B]NMO"MNeojKQ9GXj5lF

$kU!$kK~CF$kH+J5l^9#

-c "3*Zl<7gs&b<I#(i<Osp5l^9,"ldapmodify ^?O ldapadd O

Q9h}^?OICh}r3T7^9#GU)kHN_jGO"(i<NspeK*;

7^9#

-r GU)kHN_jGO"{8NM,V95l^9#

-M 2H*V8'/HraLN`\H7FI}7^9#

-n BT5lkh},=(5l^9,"B]N`\Q9OT$^;s# -v H;Q7FGP

C0KHQ9kHXxG9#

-v i9b<IrHQ7F"?/NGGkLr8`POKq-~_^9#

-F replica: GO^k~OTNbFKX8J/"9YFNQ9r/),Q7^9 (GU)kH

N_jGO" replica: TrHQfN LDAP 5<P<&[9H*hS]<HHfS9k

3HKhj"#=m0&l3<IrB]K,Q9k+I&+,hj5l^9)#

-R 2Hr+0*KToJ$3HrXj7^9#

-C charset f<F#jF#<XN~OH7Fs!5l?9Hjs0r"m<+k8z;CH

(charset) G=5lkh&K7" UTF-8 KQ95lkh&Xj7^9#~O9Hjs0

N3<I&Z<8,8gVN3<I&Z<8MH[JklgKO" -C 8z;CH&*

W7gsrHQ7^9# 5]<H5lF$k charset MKD$F4YkKO"

ldap_set_iconv_local_charset() API KX9kqAr2H7F/@5$#

-d debuglevel GPC0&lYkr debuglevel K;CH7^9#

-D binddn binddn rHQ7F LDAP G#l/Hj<KP$sI7^9# binddn O"9Hjs0

=-N DN G9#

-w passwd passwd r'ZQNQ9o<IH7FHQ7^9#

-m mechanism mechanism rHQ7F"/i$"sH,5<P<XNP$sIKHQ9k SASL a+K

:`rXj7^9#/i$"sHO" ldap_sasl_bind_s() API rHQ7^9#HQD=

Ja+K:`H7FO" CRAM-MD5 (Q9o<INEf=)" EXTERNAL (SSL GN

HQ)" GSSAPI (Kerberos) ,"j^9# -V 2 r_j7?lg"3N3^sIO" -m
Qia<?<r5k7^9# -m rXj7J$H"1c'Z,HQ5l^9#

-Ohopcount 2HrIW9k]K/i$"sH&i$Vij<,hk[CWNGgtr_j9kh&

hopcount rXj7^9#GU)kHN[CW&+&sHO 10 G9#

-h ldaphost LDAP 5<P<rBT9keX[9HrXj7^9#

-p ldapport LDAP 5<P<, listen 9keXAw)fWmH3k (TCP) ]<HrXj7^9#G

U)kHN LDAP ]<HO 389 G9#3NMNXj,J/"-Z ,Xj5lF$klg

O"GU)kHN LDAP SSL ]<H 636 ,HQ5l^9#

-f file 8`~O+iGOJ/"LDIF U!$k+i`\NQ9psrI_hj^9# LDIF U

!$krXj7J$lgKO"8`~OrHQ7F"LDIF A0G97l3<IrXj

9k,W,"j^9#
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-Z B4-Nb$ SSL \3rHQ7F LDAP 5<P<HL.7^9# -Z *W7gsO"

3ND<kN SSL P~P<8gsGN_5]<H5l^9#

-K keyfile SSL -<&G<?Y<9&U!$kN>0rXj7^9#-<&G<?Y<9&U!$

k,=TG#l/Hj<KJ$lgO"04$~-<&G<?Y<9&U!$k>rX

j7F/@5$#f<F#jF#<,-<&G<?Y<9r57P93H,G-J$l

gKO"GU)kHNHi9FCI'ZIk<HNO<I3<G#s05l?;CH,

Hol^9#-<&G<?Y<9&U!$kKO"lLK"/i$"sH,.j7F$

k'ZI (CA) N 1 D^?O#tNZ@q,^^lF$^9#3liN?$WN X.509

Z@qO"Hi9FCI&k<HHbFPlF$^9#3NQia<?<rHQ9k

H"-Z 9$CArHQG-kh&KJj^9#

-P keyfilepw -<&G<?Y<9NQ9o<IrXj7^9#3NQ9o<IO"-<&G<?Y<

9&U!$kbNEf=5l?ps (k)0r^`) K"/;99k?aK,WG9#

Q9o<IN stash U!$k,-<&G<?Y<9&U!$kKX"U1ilF$kl

g"Q9o<IO=N stash U!$k+ih@5lkNG"3NQia<?<O,W"

j^;s# -Z H -K rIAibXj7F$J$lgO"3NQia<?<O5k5l

^9#

-N certificatename -<&G<?Y<9&U!$kbN/i$"sHZ@qKX"7?iYkrXj7^

9# LDAP 5<P<, Server Authentication (5<P<'Z) @1rBT9kh&K_

j5lF$klgO"/i$"sHZ@qOTWG9# LDAP 5<P<, Client and

Server Authentication (/i$"sH*hS5<P<N'Z) rBT9kh&K_j5l

F$klgO"/i$"sHZ@q,,WG9#GU)kHNZ@q / k)0NZ",

GU)kHH7FXj5lF$klgO" certificatename OTWG9#1MK"Xj7

?-<&G<?Y<9&U!$kbKZ@q / k)0NZ", 1 D"klgb"

certificatename OTWG9# -Z H -K rIAibXj7F$J$lgO"3NQia

<?<O5k5l^9#

eX~OA0:

ldapmodify f<F#jF#<O"f<F#jF#<NlP<8gsHN_9-r]}9k?aNeX~O

A0r5]<H7F$^9#3NA0O"Vis/TGhZil? 1 D^?O#tN`\+i=.5l^

9#F`\NA0O!NH*jG9#

��� (DN)
attr=value
[attr=value ...]

attr O0-N>0G"value OMG9#GU)kHN_jGO"MOC;5l^9# -r 3^sITUi0

rXj9kH"GU)kHN_jGO{8NM,77$MGV95l^9#CjN0-r#tXj9k3H

bG-^9 (?H(P"1 DN0-K#tNMrIC7Fb+^$^;s)#TvK_-f (¥) rHQ9k

H"Mr!TXQ37"~TrM+NNfK]89k3H,G-^9#Mro|9kKO"attr MN0K@

C7e (-) rU1^9#M4Nro|9kKO"yf (=) *hSMro|7^9# -r Ui0,Xj5lF

$klg"MrIC9kKO"attr N0K5df (+) rU1k,W,"j^9#

�: ldapmodify ��� ldapadd
c 1:

/tmp/entrymods H$&U!$k,"j"3NU!$kNbF,!NH*jG"kH7^9#

dn: cn=Modify Me, o=University of Higher Learning, c=US
changetype: modify
replace: mail
mail: modme@student.of.life.edu
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-
add: title
title: Grand Poobah
-
add: jpegPhoto
jpegPhoto:< file:///tmp/modme.jpeg
-
delete: description
-

3^sI ldapmodify -b -r -f /tmp/entrymods rBT9kH"!Nh},Tol^9#

v Modify Me `\Na<k0-NbFr"M modme@student.of.life.edu GV99k#

v ?$Hk Grand Poobah rIC9k#

v U!$k /tmp/modme.jpeg NbFr jpegPhoto H7FIC9k#

v description 0-r04Ko|9k#

E$ ldapmodify ~OA0rHCF"eH18Q9rBT9k3HbG-^9#

cn=Modify Me, o=University of Higher Learning, c=US
mail=modme@student.of.life.edu
+title=Grand Poobah
+jpegPhoto=/tmp/modme.jpeg
-description

E$A0rH&?aN3^sIO"!NH*jG9#

ldapmodify -b -r -f /tmp/entrymods

c 2:

/tmp/newentry H$&U!$k,"j"3NU!$kNbF,!NH*jG"kH7^9#

dn: cn=John Doe, o=University of Higher Learning, c=US
objectClass: person
cn: John Doe
cn: Johnny
sn: Doe
title: Manager
mail: johndoe@student.of.life.edu
uid: jdoe

3^sI ldapadd -f /tmp/entrymods rBT9kH"U!$k /tmp/newentry +iNMrHCF"John

Doe N?aN7,`\,IC5l^9#

c 3:

/tmp/newentry H$&U!$k,"j"3NU!$kNbF,!NH*jG"kH7^9#

dn: cn=John Doe, o=University of Higher Learning, c=US
changetype: delete

3^sI ldapmodify -f /tmp/entrymods rBT9kH"John Doe N`\,o|5l^9#

ldapdelete .�#	�#	�

ldapdelete f<F#jF#<rHQ9kH" LDAP G#l/Hj<&5<P<+i 1 D^?O#tN`\

ro|9k3H,G-^9#3Nf<F#jF#<O" OS/400 N QSH 3^sI&7'k+iBT7^

9#3Nf<F#jF#<GO" ldap_delete "Wj1<7gs&Wm0i`&$s?<U'<9 (API) ,

HQ5l^9#
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A0:

ldapdelete [-V] [-M] [-n] [-v] [-c] [-R] [-C charset] [-d debuglevel] [-f file] [-D binddn] [-w passwd] [-m
mechanism] [-O hopcount] [-h ldaphost] [-p ldapport] [-Z] [-K keyfile] [-P keyfilepw] [-N certificatename]
[dn]...

m: dn z-trXj7J+C?lgO"ldapdelete 3^sIO"8`~O+i DN Nj9HrI_hk?

aKTAuVKJj^9#3NTAuVrfG9kKO"SysReq -<r!7F+i" 2. �����

��r*r7F/@5$#

GG:

(i<,J$lgO"aju7O 0 G9#(i<,"C?lgO"<mJ0Naju7,/87"8`(

i<KGGaC;<8,q-~^l^9#

ldapdelete f<F#jF#<NHQcr+kKO" 33r/jC/7F/@5$#

Qia<?<:

-V f<F#jF#<, LDAP 5<P<KP$sI9k?aKHQ9k LDAP NP<8g

srXj7^9#GU)kHN_jGO"LDAP V3 \3rHQ7^9#@(*K

LDAP V3 r*r9klgO -V 3 HXj7" LDAP V2 "Wj1<7gsH7FBT

9klgO -V 2 HXj7^9#

-M 2H*V8'/HraLN`\H7FI}7^9#

-n ?,Tolk+r(9@1G"B]K`\No|OT$^;s# -v H;Q7FGPC

0KHQ9kHXxG9#

-v i9b<IrHQ7F"?/NGGkLr8`POKq-~_^9#

-c "3*Zl<7gs&b<I#(i<,sp5l^9,"ldapdelete Oo|r31^

9#GU)kHN_jGO"(i<NspeK*;7^9#

-R 2Hr+0*KToJ$3HrXj7^9#

-C charset ldapdelete f<F#jF#<XN~OH7Fs!5l?1L> (DN) ,"m<+k8z

;CH (charset) G=5lkh&K_j7^9# -C charset rHQ7F"J,)N_j

req-7^9#3Nlg"9Hjs0O UTF-8 Gs!5lk,W,"j^9#~O

9Hjs0N3<I&Z<8,8gVN3<I&Z<8MH[JklgKO" -C 8z

;CH&*W7gsrHQ7^9#5]<H5lF$k charset MKD$F4YkK

O" ldap_set_iconv_local_charset() API KX9kqAr2H7F/@5$#

-d debuglevel GPC0&lYkr debuglevel K;CH7^9#

-f file file +il"NTrI_hj"FTKD$F 1 s:D LDAP o|rT$^9#U!$

kbNFTKO1L> (DN) , 1 D:D^^lF$k3H,,WG9#

-D binddn binddn rHQ7F LDAP G#l/Hj<KP$sI7^9# binddn O"9Hjs0

=-N DN G9#

-w passwd passwd r'ZQNQ9o<IH7FHQ7^9#

-m mechanism mechanism rHQ7F" SASL a+K:`,5<P<XNP$sIrHQ9kh&Xj

7^9# ldap_sasl_bind_s() API ,HQ5l^9#HQD=Ja+K:`H7FO"

CRAM-MD5 (Q9o<INEf=)" EXTERNAL (SSL GNHQ)" GSSAPI (Kerberos)

,"j^9# -V 2 r;CH9kH"-m Qia<?<O5k5l^9# -m rXj7

J$H"1c'Z,HQ5l^9#

-O hopcount 2HrIW9k]K/i$"sH&i$Vij<,hk[CWNGgtr_j9kh&

hopcount rXj7^9#GU)kHN[CW&+&sHO 10 G9#
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-h ldaphost LDAP 5<P<rBT9keX[9HrXj7^9#

-p ldapport LDAP 5<P<, listen 9keXAw)fWmH3k (TCP) ]<HrXj7^9#G

U)kHN LDAP ]<HO 389 G9#3NMNXj,J/"-Z ,Xj5lF$klg

O"GU)kHN LDAP SSL ]<H 636 ,HQ5l^9#

-Z B4-Nb$ SSL \3rHQ7F LDAP 5<P<HL.7^9# -Z *W7gsO"

3ND<kN SSL P~P<8gsGN_5]<H5l^9#

-K keyfile SSL -<&G<?Y<9&U!$kN>0rXj7^9#-<&G<?Y<9&U!$

k,=TG#l/Hj<KJ$lgO"04$~-<&G<?Y<9&U!$k>rX

j7F/@5$#f<F#jF#<,-<&G<?Y<9r57P93H,G-J$l

gKO"GU)kHNHi9FCI'ZIk<HNO<I3<G#s05l?;CH,

Hol^9#-<&G<?Y<9&U!$kKO"lLK"/i$"sH,.j7F$

k'ZI (CA) N 1 D^?O#tNZ@q,^^lF$^9#3liN?$WN X.509

Z@qO"Hi9FCI&k<HHbFPlF$^9#3NQia<?<rHQ9k

H"-Z 9$CArHQG-kh&KJj^9#

-P keyfilepw -<&G<?Y<9NQ9o<IrXj7^9#3NQ9o<IO"-<&G<?Y<

9&U!$kbNEf=5l?ps (k)0r^`) K"/;99k?aK,WG9#

Q9o<IN stash U!$k,-<&G<?Y<9&U!$kKX"U1ilF$kl

g"Q9o<IO=N stash U!$k+ih@5lkNG"3NQia<?<O,W"

j^;s# -Z H -K rIAibXj7F$J$lgO"3NQia<?<O5k5l

^9#

-N certificatename -<&G<?Y<9&U!$kbN/i$"sHZ@qKX"7?iYkrXj7^

9# LDAP 5<P<, Server Authentication (5<P<'Z) @1rBT9kh&K_

j5lF$klgO"/i$"sHZ@qOTWG9# LDAP 5<P<, Client and

Server Authentication (/i$"sH*hS5<P<N'Z) rBT9kh&K_j5l

F$klgO"/i$"sHZ@q,,WG9#GU)kHNZ@q / k)0NZ",

GU)kHH7FXj5lF$klgO" certificatename OTWG9#1MK"Xj7

?-<&G<?Y<9&U!$kbKZ@q / k)0NZ", 1 D"klgb"

certificatename OTWG9# -Z H -K rIAibXj7F$J$lgO"3NQia

<?<O5k5l^9#

dn 1 D^?O#tN dn z-trXj7^9#F dn O9Hjs0=-N DN G9#

�: ldapdelete
!N3^sIGO"H%`\ University of Life N90<K"k Delete Me H$& commonName r}D

`\No|rT$^9#

ldapdelete cn=Delete Me, o=University of Life, c=US

BT9kKO"binddn *hS passwd NXj,,WKJk3H,"j^9 (-D *hS -w *W7gsr2

H)#

ldapsearch .�#	�#	�

ldapsearch f<F#jF#<rHQ9kH"OS/400 N QSH 3^sI&7'k+i" LDAP G#l/Hj

<&5<P<eN`\r!w9k3H,G-^9#3Nf<F#jF#<GO" ldap_search "Wj1<7

gs&Wm0i_s0&$s?<U'<9 (API) ,HQ5l^9#

3N!wGO"LDAP U#k?<QN9Hjs0==K,g9kU#k?<rHQ7^9# LDAP !wU

#k?<N\YKD$FO" iSeries Information Center NVWm0i_s0WN<K"kOS/400 G#l/

Hj<&5<S9G" ldap_search API Npsr2H7F/@5$#
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1 D^?O#tN`\,+D+kH"ldapsearch f<F#jF#<O" attrs KXj5lF$k0-r!w

7"`\HMr8`POKPO7^9#0-rXj7J+C?lgO"f<F#jF#<O9YFN0-r

a7^9#

A0:

ldapsearch [-V] [-n] [-v] [-t] [-A] [-B] [-L] [-M] [-R] [-C charset] [-d debuglevel] [-F sep] [-f file] [-D
binddn] [-w bindpasswd] [-m mechanism] [-O hopcount] [-h ldaphost] [-p ldapport] [-Z] [-K keyfile] [-P
keyfilepw] [-N certificatename] [-b searchbase] [-s scope ] [-a deref] [-l time limit] [-z size limit] filter

[attrs...]

GG:

(i<,J$lgO"aju7O 0 G9#(i<,"C?lgO"<mJ0Naju7,/87"8`(

i<KGGaC;<8,q-~^l^9#

POA0:

1 D^?O#tN`\,+D+kH"ldapsearch OF`\r!NA0G8`POKq-~_^9#

��� (DN)
attributename=value
attributename=value
attributename=value
...

#tN`\O"=l>l 1 DNVis/TGhZil^9# -F *W7gsrHCFhZj8zrXj7

?lgO"yf (=) NeojK=N8z,POK=(5l^9# -t *W7gsrXj7?lgO"B]N

M,l~U!$kN>0GV-9(il^9# -A *W7gsrXj7?lgO" attributename Nt,

@1,q-~^l^9#

ldapsearch f<F#jF#<NHQcr+kKO" 33r/jC/7F/@5$#

Qia<?<:

-V f<F#jF#<, LDAP 5<P<KP$sI9k?aKHQ9k LDAP NP<8g

srXj7^9#GU)kHN_jGO"LDAP V3 \3rHQ7^9#@(*K

LDAP V3 r*r9klgO -V 3 HXj7" LDAP V2 "Wj1<7gsH7FBT

9klgO -V 2 HXj7^9#

-n ?,Tolk+r(9@1G"B]N!wOT$^;s# -v H;Q7FGPC0KH

Q9kHXxG9#

-v i9b<IrHQ7F"?/NGGkLr8`POKq-~_^9#

-t !w7?MrlHNl~U!$kKq-~_^9#3lO"jpegPhoto d audio JIN

P$Jj<Mr7&H-KXxG9#

-A 0-@1 (MGOJ/) r!w7^9#3lO"`\bK0-,"k+I&+rNj?

$@1G"CjNMKOX4,J$lgKXxG9#

-B P$Jj<MN=(r^_7^;s#3lO"ISO-8859.1 JINeX8z;CHG=5

lkMr7&H-KXxG9#3N*W7gsO"-L rXj9kHE[*KXj5l^

9#

-L !wkLr LDIF A0G=(7^9#3N*W7gsrXj9kH -B *W7gsb*
sKJj" -F *W7gsO5k5l^9#

-M 2H*V8'/HraLN`\H7FI}7^9#
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-R 2Hr+0*KToJ$3HrXj7^9#

-C charset ldapsearch f<F#jF#<XN~OH7Fs!5lk9Hjs0,"m<+k8z;

CH (charset) G=5lkh&KXj7^9#9Hjs0N~OKO"U#k?<"P

$sI DN"*hSY<9 DN ,^^lF$^9#1MK"ldapsearch O"G<?r=

(9k]" LDAP 5<P<+iu1hC?G<?rXjN8zKQ97^9# ~O9

Hjs0N3<I&Z<8,8gVN3<I&Z<8MH[JklgKO" -C 8z;

CH&*W7gsrHQ7^9# 5]<H5lF$k charset MKD$F4YkKO"

ldap_set_iconv_local_charset() API KX9kqAr2H7F/@5$#^?"-C *W7

gsH -L *W7gsr>}HbXj9klg"~OOXj7?8z;CHKhkbN

H+J5l^9," ldapsearch +iNPOOoK UTF-8 =(G(5lk+"u~T=

8z,!P5lklgKO"=NG<?NY<9 64 (s3<I=(G(5l^9#3

lO"8`N LDIF U!$kK9Hjs0&G<?N UTF-8 (^?O"Y<9 64 (s

3<IN UTF-8) =(,^^lF$klg@1KvFO^j^9#

-d debuglevel GPC0&lYkr debuglevel K;CH7^9#

-F sep 0->H0-MNVNU#<kIhZj-fH7F"sep rHQ7^9# -L Ui0r
Xj7J+C?lg"GU)kHNhZj-fO `= G9#3Nlg"3N*W7gs

O5k5l^9#

-f file U!$kbNFTKP9k LDAP !wrBT7J,i"U!$k+il"NTrI_

hj^9#U!$kbNFTKO1L> (DN) , 1 D:D^^lF$k3H,,WG

9#

-D binddn binddn rHQ7F LDAP G#l/Hj<KP$sI7^9# binddn O"9Hjs0

=-N DN G9#

-w passwd passwd r'ZQNQ9o<IH7FHQ7^9#

-m mechanism mechanism rHQ7F" SASL a+K:`,5<P<XNP$sIrHQ9kh&Xj

7^9# ldap_sasl_bind_s() API ,HQ5l^9#HQD=Ja+K:`H7FO"

CRAM-MD5 (Q9o<INEf=)" EXTERNAL (SSL GNHQ)" GSSAPI (Kerberos)

,"j^9# -V 2 r;CH9kH"-m Qia<?<O5k5l^9# -m rXj7

J$H"1c'Z,HQ5l^9#

-O hopcount 2HrIW9k]K/i$"sH&i$Vij<,hk[CWNGgtr_j9kh&

hopcount rXj7^9#GU)kHN[CW&+&sHO 10 G9#

-h ldaphost LDAP 5<P<rBT9keX[9HrXj7^9#

-p ldapport LDAP 5<P<, listen 9keXAw)fWmH3k (TCP) ]<HrXj7^9#G

U)kHN LDAP ]<HO 389 G9#3NMNXj,J/"-Z ,Xj5lF$klg

O"GU)kHN LDAP Secure Sockets Layer (SSL) ]<H 636 ,HQ5l^9#

-Z B4-Nb$ SSL \3rHQ7F LDAP 5<P<HL.7^9# -Z *W7gsO"

3ND<kN SSL P~NP<8gsGN_5]<H5l^9#

-K keyfile SSL -<&G<?Y<9&U!$kN>0rXj7^9#-<&G<?Y<9&U!$

k,=TG#l/Hj<KJ$lgO"04$~-<&G<?Y<9&U!$k>rX

j7F/@5$#f<F#jF#<,-<&G<?Y<9r57P93H,G-J$l

gKO"GU)kHNHi9FCI'ZIk<HNO<I3<G#s05l?;CH,

Hol^9#-<&G<?Y<9&U!$kKO"lLK"/i$"sH,.j7F$

k'ZI (CA) N 1 D^?O#tNZ@q,^^lF$^9#3liN?$WN X.509

Z@qO"Hi9FCI&k<HHbFPlF$^9#3NQia<?<rHQ9k

H"-Z 9$CArHQG-kh&KJj^9#
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-P keyfilepw -<&G<?Y<9NQ9o<IrXj7^9#3NQ9o<IO"-<&G<?Y<

9&U!$kbNEf=5l?ps (k)0r^`) K"/;99k?aK,WG9#

Q9o<IN stash U!$k,-<&G<?Y<9&U!$kKX"U1ilF$kl

g"Q9o<IO=N stash U!$k+ih@5lkNG"3NQia<?<O,W"

j^;s# -Z H -K rIAibXj7F$J$lgO"3NQia<?<O5k5l

^9#

-N certificatename -<&G<?Y<9&U!$kbN/i$"sHZ@qKX"7?iYkrXj7^

9# LDAP 5<P<, Server Authentication (5<P<'Z) @1rBT9kh&K_

j5lF$klgO"/i$"sHZ@qOTWG9# LDAP 5<P<, Client and

Server Authentication (/i$"sH*hS5<P<N'Z) rBT9kh&K_j5l

F$klgO"/i$"sHZ@q,,WG9#GU)kHNZ@q / k)0NZ",

GU)kHH7FXj5lF$klgO" certificatename OTWG9#1MK"Xj7

?-<&G<?Y<9&U!$kbKZ@q / k)0NZ", 1 D"klgb"

certificatename OTWG9# -Z H -K rIAibXj7F$J$lgO"3NQia

<?<O5k5l^9#

-b searchbase GU)kHNeojK"searchbase r!wN+O@H7FHQ7^9# -b rXj7J

$H"f<F#jF#<O" LDAP_BASEDN D-QtG searchbase NjAr4Y^

9#

-s scope !wNOOrXj7^9# scope O"base"one" sub N$:l+G9#3lO"=l

>l"p\*V8'/H!w"1 lYk!w"5VDj<!wrU#7^9#GU)k

HO sub G9#

-a deref L>N2Hr|rINh&KT&+rXj7^9# deref O" never" always"

search"find N$:l+G9#3lO"=l>l"INh&JH-bL>r2Hr|7

J$"oK2Hr|9k"!w~K2Hr|9k"!wP]Np\*V8'/Hr+D

1kH-N_2Hr|9k"rU#7^9#GU)kHGO"L>O2Hr|5l^;

s#

-l timelimit Gg timelimit C,Pa9k^G"!w,0;9kNrTA^9#

-z sizelimit !wkLN`\trGg sizelimit K)B7^9#3lKhj"!w`nGa5lk`\

tNeBr_jG-^9#

filter !wKHQ9kU#k?<N>0rXj7^9#

attrs... !wG 1 D^?O#tN`\,+D+C?lgK"f<F#jF#<,hjP90-r

Xj7^9# attrs KMrXj7J+C?lgO"f<F#jF#<O9YFN0-r

a7^9#

�: ldapsearch
c 1:

3^sI ldapsearch cn=john doe cn telephoneNumber O" john doe H$& commonName r}D`\

r+D1k?aK"5VDj<!wrBT7^9 (GU)kHN!wY<9rHQ)#3N!wKhj"

commonName NMH telephoneNumber NM,hjP5l"8`POKPO5l^9#!wKhj 2 DN

`\,+D+C?lgO"POO!Nh&KJj^9#

cn=John E Doe, ou=College of Literature, Science, and the Arts,
ou=Students, ou=People, o=University of Higher Learning, c=US
cn=John Doe
cn=John Edward Doe
cn=John E Doe 1
cn=John E Doe
telephoneNumber=+1 313 555-5432

cn=John B Doe, ou=Information Technology Division,
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ou=Faculty and Staff,
ou=People, o=University of Higher Learning, c=US
cn=John Doe
cn=John B Doe 1
cn=John B Doe
telephoneNumber=+1 313 555-1111

c 2:

3^sI ldapsearch -t uid=jed jpegPhoto audio O" jed H$&f<6< ID r}D`\r+D1k?

aK"GU)kHN!wY<9rHQ7F5VDj<!wrBT7^9#3N!wKhj"jpegPhoto H

audio NM,hjP5lF"l~U!$kKq-~^l^9#!wKhj"Wa5l?F0-KD$F 1

D:DMr}D`\, 1 D+D+C?lg"POO!Nh&KJj^9#

cn=John E Doe,
ou=Information Technology Division,
ou=Faculty and Staff,
ou=People, o=University of Higher Learning, c=US
audio=/tmp/ldapsearch-audio-a19924
jpegPhoto=/tmp/ldapsearch-jpegPhoto-a19924

c 3:

3^sI ldapsearch -L -s one -b c=US o=university* o description O" c=US lYkGN 1 lYk

N!wrBT7^9#3N!wKhj"university GO^k organizationName r}D9YFNH%,!P

5l^9#!wNkLO LDIF A0G=(5l^9#!wKhj"organizationName 0-NMH

description 0-NM,hjP5lF"8`POKwil^9#POO!Nh&KJj^9#

dn: o=University of Alaska Fairbanks, c=US
o: University of Alaska Fairbanks
description: Preparing Alaska for a brave new tomorrow
description: leaf node only

dn: o=University of Colorado at Boulder, c=US
o: University of Colorado at Boulder
description: No personnel information
description: Institution of education and research

dn: o=University of Colorado at Denver, c=US
o: University of Colorado at Denver
o: UCD
o: CU/Denver
o: CU-Denver
description: Institute for Higher Learning and Research

dn: o=University of Florida, c=US
o: University of Florida
o: UFl
description: Shaper of young minds
...

c 4:

42Z<8NXLDAP G#l/Hj<N2HYGRY?h&K"G#l/Hj<&5<S9 LDAP G#l

/Hj<KO2H*V8'/H,^^lF$k3H,"j^9#3lO!NbN@1r^`*V8'/HG

9#

v 1L> (dn)

v objectClass (objectClass)

v 2H (ref) 0-
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!NcO"2H*V8'/H,^^lF$klgN!wr(7F$^9#

System_A KO2H`\,^^lF$^9#

dn: cn=Barb Jensen, ou=Rochester, o=Big Company, c=US
ref: ldap://System_B:389/cn=Barb Jensen,

ou=Rochester, o=Big Company, c=US
objectclass: referral

3N`\KX"7?9YFN0-O"System_B K"j^9#

System_B KO`\, 1 D^^lF$^9#

dn: cn=Barb Jensen, ou=Rochester, o=Big Company, c=US
cn: Barb Jensen
objectclass: organizationalPerson
sn: Jensen
telephonenumber: (800) 555 1212

/i$"sH, System_A KP7FWarP7"manageDsaIT )frw.7J$H"5<P<O2Hra

7^9#?H(P"System_A N LDAP 5<P<O"ldapsearch G -M rHQ9k3HKhj"!N URL

G/i$"sHK~z7^9#

ldap://System_B:389/cn=Barb Jensen,
ou=Rochester, o=Big Company, c=US

/i$"sHO3NpsrHQ7F"System_B KP9kWar/T7^9# System_A N`\K"dn"

objectclass"*hS ref J0N0-b^^lF$klgO"5<P<O=liN0-r5k7^9#

/i$"sHO"5<P<+i2H~zru1hkH"#YO URL ,2H5l?5<P<KP7F"FY

War/T7^9# 1 DNlYkN-zOOGN!w,0;7F$klg"2HWaGOp\-zOO,

HQ5l^9#3N!wNkLO"!wN-zOO (-b) KXj9kMKhCF[Jj^9#

-s sub r!Nh&KXj7?H7^9#

ldapsearch -h System_A -b ou=Rochester, o=Big Company, c=US
-s sub sn=Jensen

!wNkL"System_A H System_B N>}N ou=Rochester, o=Big Company, c=US Nf^?O=N<L

K"CF" sn=Jensen G"k9YFN`\N9YFN0-,a5l^9#/i$"sHO System_A +i

2Hru1F System_B r!w7" cn=Barb Jense,ou=Rochester,o=Big Company,c=US ra7^9#

-s one r!Nh&KXj7?H7^9#

ldapsearch -h System_A -b ou=Rochester, o=Big Company, c=US
-s one sn=Jensen

!wNkL"IAiN79F`KD$Fb`\Oa5l^;s#eojK"5<P<O2H URL r/i$

"sHKa7^9#

ldap://System_B:389/cn=Barb Jensen,
ou=Rochester, o=Big Company, c=US??base

/i$"sHO!NWarBTMj7^9#

ldapsearch -h System_B -b cn=Barb Jensen, ou=Rochester, o=Big Company, c=US
-s base sn=Jensen

3NkL"cn=Barb Jensen,ou=Rochester,o=Big Company,c=US ,a5l^9#
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ldapmodrdn .�#	�#	�

ldapmodrdn f<F#jF#<rHQ9kH" LDAP G#l/Hj<&5<P<eNjP1L> (RDN) N

`\rQ9G-^9#3Nf<F#jF#<O" OS/400 N QSH 3^sI&7'k+iHQ7^9#3

Nf<F#jF#<GO" ldap_modrdn "Wj1<7gs&Wm0i`&$s?<U'<9 (API) ,HQ

5l^9#

A0:

ldapmodrdn [-V] [-r] [-M] [-n] [-v] [-c] [-R] [-C charset] [-d debuglevel] [-D binddn] [-w passwd] [-m
mechanism] [-O hopcount] [-h ldaphost] [-p ldapport] [-Z] [-K keyfile] [-P keyfilepw] [-N certificatename] [-f
file ] [dn rdn]

m:

1. 3^sITz-t dn *hS rdn rXj7?lgO" DN GXj5l?`\N RDN G"k dn ,"

rdn GV-9(il^9#3liNz-trXj7J$lgO"U!$kNbF (^?O" -f Ui0r
Xj7F$J$lgO8`~ONbF) O" 1 D^?O#tN`\G=.5l^9#

��� (DN)

����� (RDN)

F DN/RDN NZ"O 1 D^?O#tNVis/TGhZil^9#

2. -f *W7gsrHQ7F file +i (^?O3^sITZ" dn *hS rdn +i) ~Opsr?(J+C

?lgO" ldapmodrdn 3^sIO8`~O+i`\rI_hk^GT!7^9#3NTAuVrfG

9kKO"SysReq -<r!7F+i" 2. �������r*r7F/@5$#

GG:

(i<,J$lgO"aju7O 0 G9#(i<,"C?lgO"<mJ0Naju7,/87"8`(

i<KGGaC;<8,q-~^l^9#

ldapmodrdn f<F#jF#<NHQcr=(9kKO" 33r/jC/7F/@5$#

Qia<?<:

-V f<F#jF#<, LDAP 5<P<KP$sI9k?aKHQ9k LDAP NP<8g

srXj7^9#GU)kHN_jGO"LDAP V3 \3rHQ7^9#@(*K

LDAP V3 r*r9klgO -V 3 HXj7" LDAP V2 "Wj1<7gsH7FBT

9klgO -V 2 HXj7^9#

-r `\+iE$jP1L> (RDN) NMro|7^9#GU)kHN_jGOE$M,]

}5l^9#

-M 2H*V8'/HraLN`\H7FI}7^9#

-n ?,Tolk+r(9@1G"B]KO`\NQ9OT$^;s# -v H;Q7FGP

C0KHQ9kHXxG9#

-v i9b<IrHQ7F"?/NGGkLr8`POKq-~_^9#

-c "3*Zl<7gs&b<I#(i<,sp5l^9,"ldapmodrdn OQ9r31^

9#GU)kHN_jGO"(i<NspeK*;7^9#

-R 2Hr+0*KToJ$3HrXj7^9#
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-C charset f<F#jF#<XN~OH7Fs!5l?9Hjs0r"m<+k8z;CH

(charset) G=5lkh&K7" UTF-8 KQ95lkh&Xj7^9#~O9Hjs0

N3<I&Z<8,8gVN3<I&Z<8MH[JklgKO" -C 8z;CH&*

W7gsrHQ7^9# 5]<H5lF$k charset MKD$F4YkKO"

ldap_set_iconv_local_charset() API KX9kqAr2H7F/@5$#

-d debuglevel GPC0&lYkr debuglevel K;CH7^9#

-D binddn binddn rHQ7F LDAP G#l/Hj<KP$sI7^9# binddn O"9Hjs0

=-N DN G9#

-w passwd passwd r'ZQNQ9o<IH7FHQ7^9#

-m mechanism mechanism rHQ7F" SASL a+K:`,5<P<XNP$sIrHQ9kh&Xj

7^9# ldap_sasl_bind_s() API ,HQ5l^9#HQD=Ja+K:`H7FO"

CRAM-MD5 (Q9o<INEf=)" EXTERNAL (SSL GNHQ)" GSSAPI (Kerberos)

,"j^9# -V 2 r;CH9kH"-m Qia<?<O5k5l^9# -m rXj7

J$H"1c'Z,HQ5l^9#

-O hopcount 2HrIW9k]K/i$"sH&i$Vij<,hk[CWNGgtr_j9kh&

hopcount rXj7^9#GU)kHN[CW&+&sHO 10 G9#

-h ldaphost LDAP 5<P<rBT9keX[9HrXj7^9#

-p ldapport LDAP 5<P<, listen 9keXAw)fWmH3k (TCP) ]<HrXj7^9#G

U)kHN LDAP ]<HO 389 G9#3NMNXj,J/"-Z ,Xj5lF$klg

O"GU)kHN LDAP SSL ]<H 636 ,HQ5l^9#

-Z B4-Nb$ SSL \3rHQ7F LDAP 5<P<HL.7^9# -Z *W7gsO"

3ND<kN SSL P~NP<8gsGN_5]<H5l^9#

-K keyfile SSL -<&G<?Y<9&U!$kN>0rXj7^9#-<&G<?Y<9&U!$

k,=TG#l/Hj<KJ$lgO"04$~-<&G<?Y<9&U!$k>rX

j7F/@5$#f<F#jF#<,-<&G<?Y<9r57P93H,G-J$l

gKO"GU)kHNHi9FCI'ZIk<HNO<I3<G#s05l?;CH,

Hol^9#-<&G<?Y<9&U!$kKO"lLK"/i$"sH,.j7F$

k'ZI (CA) N 1 D^?O#tNZ@q,^^lF$^9#3liN?$WN X.509

Z@qO"Hi9FCI&k<HHbFPlF$^9#3NQia<?<rHQ9k

H"-Z 9$CArHQG-kh&KJj^9#

-P keyfilepw -<&G<?Y<9NQ9o<IrXj7^9#3NQ9o<IO"-<&G<?Y<

9&U!$kbNEf=5l?ps (k)0r^`) K"/;99k?aK,WG9#

Q9o<IN stash U!$k,-<&G<?Y<9&U!$kKX"U1ilF$kl

g"Q9o<IO=N stash U!$k+ih@5lkNG"3NQia<?<O,W"

j^;s# -Z H -K rIAibXj7F$J$lgO"3NQia<?<O5k5l

^9#

-N certificatename -<&G<?Y<9&U!$kbN/i$"sHZ@qKX"7?iYkrXj7^

9# LDAP 5<P<, Server Authentication (5<P<'Z) @1rBT9kh&K_

j5lF$klgO"/i$"sHZ@qOTWG9# LDAP 5<P<, Client and

Server Authentication (/i$"sH*hS5<P<N'Z) rBT9kh&K_j5l

F$klgO"/i$"sHZ@q,,WG9#GU)kHNZ@q / k)0NZ",

GU)kHH7FXj5lF$klgO" certificatename OTWG9#1MK"Xj7

?-<&G<?Y<9&U!$kbKZ@q / k)0NZ", 1 D"klgb"

certificatename OTWG9# -Z H -K rIAibXj7F$J$lgO"3NQia

<?<O5k5l^9#

-f file 8`~O^?O3^sIT (dn *hS77$ rdn rXj) +iGOJ/" LDIF U!

$k+i`\NQ9psrI_hj^9#8`~OrU!$k (< file) +ihj~`3

HbG-^9#
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dn rdn >0Q99k`\N1L>H"=N`\N77$jP1L>rXj7^9#

�: ldapmodrdn
9GKF-9H&U!$k /tmp/entrymods ,n.5lF*j"=NbF,!NH*jG"kH7^9#

cn=Modify Me, o=University of Life, c=US
cn=The New Me

!N3^sIrHQ7?H7^9#

ldapmodrdn -r -f /tmp/entrymods

3N3^sIO"Modify Me `\N RDN r" Modify Me +i The New Me KQ97^9#E$ cn G"

k Modify Me Oo|5l^9#

LDAP 3��!�.�#	�#	�� SSL ������������™

3^sITf<F#jF#<N Secure Sockets Layer (SSL) !=rHQ9kKO"$:l+NEf"/;

9&WmP$@<=J (5722-ACx) r$s9H<k7F*/,W,"j^9#

44Z<8NXLDAP G#l/Hj<&5<P<G Secure Sockets Layer (SSL) H Translation Layer

Security rHQ9kYKO"G#l/Hj<&5<S9 LDAP 5<P<GN SSL NHQKD$FNb@

,"j^9#3NpsKO"G#8?k'Z^M<8c<KhkHi9FCI'ZINI}*hSn.KX

9kb@b^^l^9#

/i$"sH,"/;99kltN LDAP 5<P<O"5<P<'Z7+HQ7^;s#=Nh&Jlg

KO"Z@qP?j9HK 1 D^?O#tNHi9FCI&k<HZ@qrjA7F*1P"5<P<'

ZK*$F"/i$"sHO"?<2CHN LDAP 5<P<,Hi9FCI'ZI (CA) N 1 D+iZ

@qN/Tru1F$k3HrN'G-^9#^?"5<P<HN SSL \3rp7F.lk9YFN

LDAP His6/7gsOEf=5l^9#3lKO"G#l/Hj<&5<P<KP$sI9k?aK

HQ9k"Wj1<7gs&Wm0i`&$s?<U'<9 (API) Gs!5lk LDAP 'Z,^^l^

9#?H(P"LDAP 5<P<,]ZU- Verisign Z@qrHQ7F$klgO"!N3HrTCF/@

5$#

1. Verisign +i CA Z@qrh@9k#

2. G#8?k'Z^M<8c< (DCM) Khj"h@7? CA Z@qrZ@qP?j9HK$s]<H9

k#

3. DCM Khj"h@7? CA Z@qKV5'Q_WG"k3Hr(9^</rU1k#

LDAP 5<P<,sx+N5<P<Z@qrHQ7F$klgO"5<P<NI}T+i5<P<NZ@

qWaU!$kN3T<rh@9k3H,G-^9#Z@qWaU!$krh@7?i"Z@qP?j9H

K$s]<H7F"V5'Q_WG"k3Hr(9^</rU1F/@5$#

7'k&f<F#jF#<rHQ7F"/i$"sH'ZH5<P<'ZN>}rHQ9k LDAP 5<P

<K"/;99klgO"!N3Hr9k,W,"j^9#

v Z@qP?j9HK 1 D^?O#tNHi9FCI&k<HZ@qrjA9k#3lKhj"/i$"

sHO"?<2CHN LDAP 5<P<,Hi9FCI CA N 1 D+iZ@qN/Tru1F$k3H

rN'G-^9#^?"5<P<HN SSL \3rp7F.lk9YFN LDAP His6/7gsOE

f=5l^9#3lKO"G#l/Hj<&5<P<KP$sI9k?aKHQ9k"Wj1<7g

s&Wm0i`&$s?<U'<9 (API) Gs!5lk LDAP 'Z,^^l^9#
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v -<NPrn.7"CA +iN/i$"sHZ@qrWa9k# CA +i5'Q_Z@qru1hC?

i"=NZ@qr/i$"sHN-<&js0&U!$kKP?7F/@5$#
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� 7 � �	
��������������/�#	��

G#l/Hj<&5<S9N LDAP Nh&J.j-Nb$5<P<Gb"H-KOdj,/-k3H,"

j^9# LDAP G#l/Hj<&5<P<Kdj,/-?H-O"=N6xHrh}!rM-_akNK

!Nps,r)A^9#

v XG#l/Hj<&5<S9KX9kp\*JHiVk7e<F#s0jgY

v 72Z<8NXLDAP /i$"sHKX9klL*J(i<Y

G#l/Hj<&5<S9NlL*JdjN\YKD$FO"J<N URL K"kG#l/Hj<&5<S

9N[<`&Z<8 r2H7F/@5$#

http://www.iseries.ibm.com/ldap

�	
���������������������/�#	����

LDAP (i<Naj3<IO"ldap.h U!$kNfK"j^9#3NU!$kO"79F`N

QSYSINC/H.LDAP K~CF$^9#

LDAP G#l/Hj<&5<P<K(i<,/-"=lKD$F\YrNj?$H-O" QDIRSRV 8g

V&m0r=(7F/@5$#(i<,+jV7/89klgO" TCP/IP "Wj1<7gsNHl<9

(TRCTCPAPP APP(*DIRSRV)) 3^sIrHQ7F"(i<NHl<9rBT9k3H,G-^9#\YK

D$FO" 71Z<8NXTRCTCPAPP rHQ7Fdjr!P9kYr2H7F/@5$#

G#l/Hj<&5<S9O"$/D+N SQL (=$=Hq@l) 5<P<rHQ7^9# SQL (i<,

/89kH"Lo!NaC;<8, QDIRSRV 8gV&m0K-?5l^9#

SQL error -1 occurred

3Nh&Jlg"QDIRSRV 8gV&m0KO" SQL 5<P<&8gV&m0KP9k2H,^^lF$

^9#7+7"lgKhCFO"djN6x, SQL 5<P<G"CFb" QDIRSRV K3NaC;<8

H2H,^^lF$J$3Hb"j^9#=NlgO"IN SQL 5<P<r+O9k+"*hS G#l

/Hj<&5<S9,=liN5<P<r?N?aKHQ9k+,,+CF$kHXxG9#

LDAP G#l/Hj<&5<P<O"5oKO09kH!Nh&JaC;<8r8.7^9#

m: +O5lk SQL 5<P<&8gVNaC;<8H8gVtO"J<K(9lgKhCFQoCF-^

9#

v O8aF5<P<rO07F$klg#

v ^$0l<7gs9k,W,"klg#

v 5<P<,Q9m0rHQ7F$klg#

v 5<P<,?tNG<?Y<9\3rvD9k_jKJCF$klg#

System: WARMERS
Job . . : QDIRSRV User . . : QDIRSRV Number . . . : 174440

>> CALL PGM(QSYS/QGLDSVR)
Job 057448/QUSER/QSQSRVR used for SQL server mode processing.
Job 057340/QUSER/QSQSRVR used for SQL server mode processing.
Job 057448/QUSER/QSQSRVR used for SQL server mode processing.
Job 057166/QUSER/QSQSRVR used for SQL server mode processing.
Job 057279/QUSER/QSQSRVR used for SQL server mode processing.

Job 057288/QUSER/QSQSRVR used for SQL server mode processing.
Directory Services server started successfully.
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G#l/Hj<&5<S9O"LDAP 5<P<NO0~K"h 1 N SQL 5<P<G"k

057448/QUSER/QSQSRVR rHQ7^9#G#l/Hj<&5<S9O"O8aF5<P<rO07F$k

lg"^$0l<7gs9k,W,"klg"^?O5<P<,Q9m0rHQ7F$klg" LDAP 5

<P<NO0~K",WK~8F5iK LDAP 5<P<rO09k3H,"j^9#O0eK"3liN

SQL 5<P<O|n5l^9#

3NcGO"^$0l<7gs^?O5<P<NO0GICN SQL 5<P<OHQ5lF*i:"Q9m

0O=.5lF$^;s#G#l/Hj<&5<S9O"!N SQL 5<P< (057340/QUSER/QSQSRVR)

r#=KHQ7^9#

add"modify"modrdn"*hS delete `nKO"3NcNGeN\3 (057288/QUSER/QSQSRVR) ,HQ5

l^9#>N\3O"search"bind"*hS compare KHQ5l^9#

iSeries JS2<?<K"kG#l/Hj<&5<P<N VG<?Y<9 / \xtW WmQF#<&Z<

8G"5<P<NO0eNG#l/Hj<`nKG#l/Hj<&5<S9,HQ9k SQL 5<P<Ng

WtrXj7^9#J*"oK 1 DN SQL 5<P<,#=QK=.5lF$k,W,"j^9#

�	
�������������,����&����� �)��4

5"���

LDAP 5<P<QN8gV&m0r=(9k3HKhj"(i<N-5rN'7"5<P<&"/;9r

Fk9k3H,G-^9#

5<P<,9GK+O5lF$kH-K"QDIRSRV 8gV&m0r+kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVMCHo</Wr8+9k#

2. V5<P<Wr8+9k#

3. VTCP/IPWr/jC/9k#

4. VG#l/Hj<Wr&/jC/7"VServer Jobs (5<P<N8gV)Wr*r9k#

5. VFile (U!$k)WaKe<G"VJob Log (8gV&m0)Wr*r9k#

5<P<,d_7F$kH-K QDIRSRV 8gV&m0r+kKO"!Nh&K7F/@5$#

1. iSeries JS2<?<GVp\`nWr8+9k#

2. VWjs?<POWr/jC/9k#

3. iSeries JS2<?<N&QMkNVf<6<WsK QDIRSRV ,=(5lk#8gV&m0r=(9

kKO"18TN QDIRSRV N8K"kVQpjoblogWr@Vk/jC/9k#

m: iSeries JS2<?<O"9W<k&U!$k@1r=(9kh&K_j5lF$klg,"j^

9#j9HK QDIRSRV ,=(5lF$J$lgO"VWjs?<POWr/jC/7"V*W7

gsWaKe<+iVH_~_Wr*r7^9#Vf<6<WU#<kIK V9YF (ALL)WrX

j7"VOKWr/jC/7^9#

m: BT9k?9/KhCFO"G#l/Hj<&5<S9O>N79F`&j=<9rHQ7^9#3N

h&Jj=<9K(i<,/-?lgO"8gV&m0+i"X"Nps,I3K"k+rNk3H,

G-^9#lgKhCFO"G#l/Hj<&5<S9OX"ps,I3K"k+r=LG-J$3H

b"j^9#=NlgO"SQL (=$=Hq@l) 5<P<N8gV&m0r+F"dj, SQL 5<

P<KX"9kbNGJ$+I&+rN'7F/@5$#
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TRCTCPAPP ���
��������

5<P<KO"L.s~eNG<?r}89k"m<+k&(j"&MCHo</ (LAN) d-hMCHo

</ (WAN) $s?<U'<9JINL.Hl<9,"j^9#8`*Jf<6<KO"Hl<9&G<

?NbFr9YFO}rG-J$+b7l^;s#?@7"2 @VNG<?r9,B]KTol?+I&+

OHl<9`\rHQ7F=LG-^9#

/i$"sH^?O"Wj1<7gsK*1kdjr+D1kKO"LDAP G#l/Hj<&5<P<

G" TCP/IP "Wj1<7gsNHl<9 (TRCTCPAPP) 3^sIK *DIRSRV *W7gsrXj7FH

Q9k3H,G-^9#

LDAP GN TRCTCPAPP 3^sINHQKX9k\YH",\"BKX9k)sv`KD$FO"

TRCTCPAPP (TCP/IP "Wj1<7gsNHl<9) 3^sINb@r2H7F/@5$#

L.Hl<9NHQKX9klLpsKD$FO" L.Hl<9r2H7F/@5$#

LDAP_OPT_DEBUG *'������
�&����
����

V5R2 +iO"ldap_set_option() API N LDAP_OPT_DEBUG *W7gsrHQ7F" LDAP C API r

HQ7F$k/i$"sHNdjrHl<9G-^9#GPC0&*W7gsKO"3liN"Wj1<7

gsNdjNHiVk7e<F#s0Kr)Filk"#tNGPC0&lYkN_j,"j^9#

J<O"/i$"sHNHl<9NGPC0&*W7gsrHQD=K9kcG9#

int debugvalue= LDAP_DEBUG_TRACE | LDAP_DEBUG_PACKETS;

ldap_set_option( 1d, LDAP_OPT_DEBUG, &debugvalue);

GPC0&lYkr_j9kLN}!O"/i$"sH&"Wj1<7gs,BT7F$k8gVN

LDAP_DEBUG D-QtNtMr" ldap_set_option() API rHQ9klgN debugvalue H18tMK=.

9k}!G9#

LDAP_DEBUG D-QtrHQ7F/i$"sH&Hl<9rHQD=K9kcO"J<NH*jG9#

ADDENVVAR ENVVAR(LDAP_DEBUG) VALUE(0x0003)

djN/85N/i$"sHrBT7?eO" iSeries WmsWHGJ<r~O7^9#

DMPUSRTRC ClientJobNumber

33G ClientJobNumber O/i$"sH&8gVNtG9#

3NpsrPC0K=(9kKO" iSeries WmsWHGJ<r~O7^9#

DSPPFM QAPOZDMP QPOZnnnnnn

nnnnnn O8gVNtG9#

3Npsr5<S9Kw.9k?aK]I9kKO"J<N9FCWrBT7^9#

1. SAVF Nn. (CRTSAVF) 3^sIrHQ7F SAVF U!$krn.9k#

2. iSeries 3^sI&WmsWHGJ<r~O9k#

SAVOBJ OBJ(QAPOZDMP LIB(QTEMP) DEV(*SAVF) SAVF(xxx)

33G xxx O"SAVF U!$kKXj7?>0G9#
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LDAP ��� ����������&��

LDAP /i$"sHKX9klL*J(i<N6x,,+CF$kH"5<P<KX9kdjrrh9k

NKr)A^9# LDAP /i$"sHN(i<uVKX9k04Jj9HKD$FO" iSeries

Information Center NVWm0i_s0WN<K"k OS/400 G#l/Hj<&5<S9H$&HTC/r

2H7F/@5$#

/i$"sH&(i<&aC;<8NA0O!NH*jG9#

[Failing LDAP operation]:[LDAP client API error conditions]

m: J_K(9(i<Nb@O"/i$"sH, OS/400 eN LDAP 5<P<HL.7F$k3Hr0s

H7F$^9#[JkWiCHU)<`eN5<P<HL.7F$k/i$"sHGb1MN(i<,

/89k3H,"j^9,"=NlgK*1k(i<N6xHPh}!O[JkbNHWol^9#

lL*JaC;<8KO!NbN,"j^9#

v Xldap_search: Timelimit exceeded (~V)Br6(^7?)Y

v X[Failing LDAP operation]: Operations error (LDAP `n:T: `n(i<)Y

v Xldap_bind: No such object (:vN*V8'/H,"j^;s)Y

v 73Z<8NXldap_bind: Inappropriate authentication ('ZKmj,"j^9)Y

v 73Z<8NX[Failing LDAP operation]: Insufficient access (LDAP `n:T: "/;9",T=,G9)Y

v 73Z<8NX[failing LDAP operation]: Cannot contact LDAP server (LDAP `n:T: LDAP 5<P<

K\3G-^;s)Y

v 73Z<8NX[failing LDAP operation]: Failed to connect to ssl server (LDAP `n:T: SSL 5<P<

K\3G-^;sG7?)Y

ldap_search: Timelimit exceeded (��������
�)
3N(i<O"ldapsearche NBT.Y,Y$H-K/3j^9#3N(i<r{59kKO"!NIAi

+"^?O>}NhVrT$^9#

v LDAP G#l/Hj<&5<P<N!w~VGgMrg-/9k#\YKD$FO" 35Z<8N

XLDAP G#l/Hj<&5<P<NQU)<^s9r409kYr2H7F/@5$#

v 79F`eNh0Lr/J/9k#BTfN LDAP /i$"sH&8gVNtr:i9H$&}!b"

j^9#

[Failing LDAP operation]: Operations error (LDAP ����: ��&�

�)
3N(i<,8.5lk6xO$/D+"j^9#CjNu7K*$F3N(i<,/89k6xKD$F

O" 69Z<8NXG#l/Hj<&5<S9KX9kp\*JHiVk7e<F#s0jgYK-\5l

F$k QDIRSRV *hS=$=Hq@l (SQL) 5<P<N8gV&m0r2H7F/@5$#

ldap_bind: No such object (���*��+��������)
3N(i<,/3kgJ6xO"`nrBT9k]KH9~O_9G9#LNgJ6xH7FO" LDAP

/i$"sH,B]KO8_7J$ DN KP$sI7h&H9k3H,"j^9#3lO"f<6<,m

CFI}T DN HM(kbNrXj9kH-Kh/88^9#?H(P"B]NI}T DN ,?H(P

cn=Administrator G"kKb++oi:"f<6<O QSECOFR ^?O Administrator rXj9klg,"

j^9#
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(i<N\YKD$FO" 69Z<8NXG#l/Hj<&5<S9KX9kp\*JHiVk7e<F#

s0jgYNb@K>CF"QDIRSRV 8gV&m0r4YF/@5$#

ldap_bind: Inappropriate authentication (����������)
Q9o<I^?OP$sI DN ,57/J$H"5<P<O5zJ.$ura7^9#/i$"sH,J

<N$:l+H7FP$sIrn_kH"5<P<OT,ZJ'Zra7^9#

v userpassword 0-r}?J$`\

v UID 0-r}A"userpassword 0-r}?J$ OS/400 f<6<r=9`\#3lKhCF"Xj5l

?Q9o<IH OS/400 f<6<&Q9o<INfS,Tol^9,"3liOlW7^;s#

v Wm8'/H&f<6<H"1cJ0NP$sI}0,Wa5lF$k3Hr=9`\#

3N(i<O"Lo"/i$"sH,5zJQ9o<IrHCFP$sI7h&H7?lgK/87^9#

(i<N\YKD$FO" 69Z<8NXG#l/Hj<&5<S9KX9kp\*JHiVk7e<F#

s0jgYNb@K>CF"QDIRSRV 8gV&m0r4YF/@5$#

[Failing LDAP operation]: Insufficient access (LDAP ����:  �)
��������)
3N(i<O"Lo"P$sINBT5 DN K"/i$"sH,Wa7F$k`n (IC^?Oo|JI)

rBT9k?aN"B,J$lgK/87^9#(i<N\YKD$FO" 69Z<8NXG#l/Hj

<&5<S9KX9kp\*JHiVk7e<F#s0jgYNb@K>CF"QDIRSRV 8gV&m0r

4YF/@5$#

[failing LDAP operation]: Cannot contact LDAP server (LDAP ���

�: LDAP �����������)
3N(i<O"Lo"!N3H,6xG/87^9#

v XjN79F`N LDAP 5<P<,+O5lF*rTANuVKJk0K" LDAP /i$"sH,W

arP7?#

v f<6<,5zJ]<HVfrXj7?#?H(P"5<P<,]<H 386 G listen 7F$kH-K"

/i$"sH,Wa~K]<H 387 rHQ7h&H7?lgK/87^9#

(i<N\YKD$FO" 69Z<8NXG#l/Hj<&5<S9KX9kp\*JHiVk7e<F#

s0jgYNb@K>CF"QDIRSRV 8gV&m0r4YF/@5$#G#l/Hj<&5<S9&5<

P<,5oK+O5lF$klgO" Directory Services server started successfully (G#l/Hj<&5<

S9&5<P<,5oK+O5l^7?) H$&aC;<8, QDIRSRV 8gV&m0K-?5l^9#

[failing LDAP operation]: Failed to connect to ssl server (LDAP ��

��: SSL ������������
�)
3N(i<O"B4-Nb$=1CH\3rN)9k3H,G-J$?a" LDAP 5<P<,/i$"s

H+iN\3Warq]7?H-K/3j^9#6xH7FO"!N$:l+,M(il^9#

v /i$"sH,5<P<K\37h&H7?H3m"'ZI}5]<HKhCF\3,q]5l?#G

#8?k'Z^M<8c<rHQ7F"Z@q,57/_j5lF$k+I&+rN'7F+i"5<

P<rFO07F"FS\3rn_F/@5$#

v f<6<, *SYSTEM Z@q9H" (GU)kHGO /QIBM/userdata/ICSS/Cert/Server/default.kdb) KP

9kI_hj"/;9r}CF$J$D=-,"k#
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OS/400 C "Wj1<7gsNlgO" SSL (i<ps,5iK8_7^9#\YKD$FO" G#l/

Hj<&5<S9NF API NqAr2H7F/@5$#
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