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G#8?kZ@qOER.$uG"3lrHQ9k3HKhj"ERhzG\MG

"k3H,Z@G-^9#MCHo</&;-ejF#<r/=9k?aK"G#

8?kZ@q,HQ5lk3H,^9^9}(F$^9#?H(P"G#8?kZ

@qO"Secure Sockets Layer (SSL) NHQH=.KO"g/3HNG-J$bNG

9#SSL rHQ9kH"$s?<MCHNh&JsHi9FCI&MCHo</

G"f<6<H5<P<&"Wj1<7gsNVK;-e"\3,N)G-^9#

SSL O"$s?<MCHeN!)G<? (f<6<>dQ9o<IJI) NWi$

P7<]nKO"Gb%l?}!N 1 DG9#iSeries™ N?/N5<S9*hS"

Wj1<7gs (FTP"Telnet"HTTP Server for iSeries JI?t) O" SSL r5]

<H7FG<?NWi$P7<rN]7F$^9#

iSeries O"-OOKo?kG#8?kZ@qr5]<H7"f<6<,"?MJ;

-ejF#<&"Wj1<7gsG".$uH7FG#8?kZ@qrHQG-k

h&K7^9#Z@qO SSL r=.9k]KHQ9k@1GJ/"SSL H>[d

_MCHo</ (VPN) N>}NHis6/7gsG"/i$"sH'ZN.$uH

7FHQ9k3H,G-^9#^?"G#8?kZ@q*hS=liKX"7?;

-ejF#<&-<rHQ7F"*V8'/HKp>9k3HbG-^9#*V8

'/HKp>9kH"*V8'/HeNp>rN'9k3HKhj"*V8'/H

NbFKP7FC(il?Q9d~6sr!P7"*V8'/HN]4-rN]9

k3H,G-^9#

iSeries ,5AGs!9k!=G"kG#8?kZ@q^M<8c< (DCM) rHQ

9lP"iSeries KhkZ@qN5]<H,J1KxQG-""Wj1<7gsNZ

@qr8f*KI}G-^9#DCM rH&H"$UN'ZI (CA) +ih@7?

Z@qrI}9k3H,G-^9#^?"H+Nm<+k CA rn."?Q7F"

H%bN"Wj1<7gsdf<6<KlQZ@qr/T9klgKb"DCM OH

QG-^9#

Z@qrzL*KxQ7F"=N;-ejF#<eNx@r8+9KO",ZJW

hH>A,EWG9#\qNFHTC/rh/IsG"Z@qN!=H"DCM rH

Q7FZ@q*hSZ@qrHQ9k"Wj1<7gsrI}9k}!KD$F"

N1r<aF/@5$#

V5R2 N7!=

#sNjj<9GG#8?kZ@q^M<8c<&U#<Ac<KP7FTol?Q

9"*hSpsHTC/KP7FTol?Q9KD$FO"3Npsr2H7F/@5

$#

HTC/Nu~

HTC/4Nr PDF U!$kH7Fu~9k}!KD$FO"3NZ<8r2H7F

/@5$#

J0Njj<9+iN DCM N^$0l<7gs

{8NP<8gsN DCM +i=Tjj<9NP<8gsK^$0l<7gs9kl

gKT&,WN"knH"*hS}r7F*/,WN"k=N>NM8v`KD$F

O"3Npsr2H7F/@5$#
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DCM 7Jj*

3NpsrHQ7F"Z@qrBu9k5?*J}0rb@7? 2 DN7Jj*KD

$F!$7"iSeries ;-ejF#<&]j7<NltH7FNf<6<H+NZ@qN

BurWh9k&(Gr)FF/@5$#F7Jj*GO"-\5lF$k7Jj*r

xQ9k?aKT&,WN"k"9YFN=.nHb(5lF$^9#

G#8?kZ@qN50

G#8?kZ@qHOINh&JbNG"INh&J/-r9kN+rNkKO"3N

HTC/H2Hpsr2H7F/@5$#5^6^J?$WNZ@qKD$FNj"=

lir;-ejF#<&]j7<NltH7FHQ9k}!rX,7F/@5$#

DCM NWh

3NpsO"INh&JlgKINh&J}!GG#8?kZ@qrHQ9lP";-

ejF#<eN\*K+g&N+r=G9k]Kr)A^9# DCM r$s9H<k

9k?aK,WJ0sro"*hS DCM rHQ9k0KM89k,WN"k=N>

NWorNkKO"3Npsr2H7F/@5$#

DCM N=.

f<6<NZ@qH=N-<rI}9k?aK DCM rHQG-kh&K9k&(G

,WJ9YFNv`r=.9k}!KD$FO"3Npsr2H7F/@5$#

DCM NI}

DCM rHQ7F"Z@qH"=NZ@qrHQ9k"Wj1<7gsrI}9k}!

r}r9kKO"3NpsrxQ7F/@5$#^?"*V8'/HKG#8?kp>

r9k}!d"H+N'ZIrn.*hS?Q9k}!KD$Fb"33GNk3H,

G-^9#

DCM KX9kHiVk7e<F#s0

DCM rHQ7F$FfS*h//89k$/D+N(i<KD$F"=Nrh}!,

Nj?$lgO"3NpsrxQ7F/@5$#

DCM NX"ps

3NHTC/KO"G#8?kZ@q"PKI (Public Key Infrastructure)"G#8?kZ

@q^M<8c<"*hS=N>NX"psKD$Fb@7?>Nps;XNjs/,

-\5lF$^9#
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V5R2 GO"J<Nh&JG#8?kZ@q^M<8c< (DCM) *hS iSeries G

#8?kZ@qN!=,/=5lF$^9#

v Z@qNdjvF!=

3N7, DCM ?9/rHQ9kH"1 D^?O#tN"Wj1<7gsK"h

jW.+DJ1KZ@qrdjvFk3H,G-^9#3N?9/KO"VZ@

qNI} (Manage Certificates)W?9/&j9H+i"/;99k3Hb"b

.Q9&Z<8NV5<P<*hSZ@qNh} (Work with server and
certificates)W*hSV*V8'/Hp>Z@qNh} (Work with object
signing certificates)W+i"/;99k3HbG-^9#3N!=O"

*SYSTEM *hS *OBJECTSIGNING Z@q9H"GN_HQD=G9#

v 3^sI (*CMD) *V8'/HXNp>

DCM rHQ7F3^sI (*CMD) *V8'/HeKG#8?kp>rn.9k

3HKhj"]4-r!:9kjJrs!G-kh&KJj^7?#^?"

*CMD *V8'/HNp>N-zOO"D^j"*CMD *V8'/H4NKp>

9kN+" *CMD *V8'/HN3"&3s]<MsHN_Kp>9kN+r

*r9k3H,G-^9# DCM rHQ7F *CMD *V8'/HNp>r=(

9kH" DCM Khj"p>N-zOOKX9kps,(5l^9#

v DCM rHQ7J$Gm<+k CA KhCFp>5l?f<6<Z@qrn.9

k?aN API
m<+k'ZI (CA) KhCFp>5l?Z@qrs iSeries f<6<KP7F

Wm0i^AC/K/T9k?aKHQG-k"2 DN77$ API ,IC5l^

7?#3liN API rHQ9k3HKhj" iSeries f<6<&WmU!$kr

}?J$f<6<KP7F"DCM rHQ7F/i$"sH'ZN?aNZ@q

rDLKM@5;k3HJ/"Z@qr/TG-kh&KJj^7?#

3NHTC/KX9k7,ps^?OIC5l?psKO"J<NbN,^^l^

9#

v ;-ejF#<N\8r~?9?aNZ@qNG1NxQ!rhj9k&(Gr

)Fk3HNG-k"2 DN77$7Jj*#

v DCM rHQ9k?aK,WJpsr"J1+DW.K!wG-kh&KFT.

5l?ps#

#sNjj<9GIC^?OQ95l?!=KX9k=N>NpsKD$FO"

VWm0i`qAb@qW r2H7F/@5$#

© Copyright IBM Corp. 1999, 2002 3
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PDF Gr@&sm<I7"=(9kKO"XG#8?kZ@q^M<8c<Y

(s 1383 KB"126 Z<8) r*r7^9#

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!N

h&K7^9#

1. Vi&6<G PDF r+/ (e-Njs/r/jC/9k)#

2. Vi&6<NaKe<+iVU!$kWr/jC/9k#

3. V>0rU1F]8Wr/jC/9k#

4. PDF r]87?$G#l/Hj<KJ`#

5. V]8Wr/jC/9k#

PDF r=(^?Ou~9k?aK Adobe Acrobat Reader ,,WJlgKO"

Adobe Web 5$H (www.adobe.com/prodindex/acrobat/readstep.html) +i3T

<r@&sm<I9k3H,G-^9#

© Copyright IBM Corp. 1999, 2002 5
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V4R3 NP<8gsNG#8?kZ@q^M<8c< (DCM) +i V5R2 X^$0

l<7gs9kH"DCM O"m<+k'ZI (CA) H79F`Z@q-<&js

0&U!$kr+0*K977^9#DCM O"default.kyr H$&>0,U1il

?3liNU!$kr"default.kdb H$&>0NU$?P~9kZ@q9H"&

U!$kK"CW0l<I7^9#DCM O"Hypertext Transfer Protocol (HTTP) 5

<P<*hS Lightweight Directory Access Protocol (LDAP) 5<P<KX"U1i

l?-<&js0&U!$kbN-zJZ@qr9YF^$0l<7gs7^9#

DCM O"-zJZ@qr *SYSTEM Z@q9H" (default.kdb) K^$0l<7

gs7^9#

m: DCM N V4R4"V4R5"^?O V5R1 P<8gs+i^$0l<7gs9kl

g"3liNP<8gsNZ@qU!$kO"V5R2 P<8gsN DCM H_

9-,"kNG"^$0l<7gsnHrBT9k,WO"j^;s#

Z@q9H"N^$0l<7gsKP9k-<&js0 - V4R3 ^$0l<7gs

V5R2 DCM $s9H<k~K"79F`OJ<N-<&js0&U!$kr^$0

l<7gs7^9#

v DCM NGU)kH&-<&js0&U!$k

v HTTP Server N=.U!$k,HQ9k-<&js0

v LDAP 5<P<N=.U!$k,HQ9k-<&js0

DCM Khj+0*K"CW0l<I5lJ+C? .kyr U!$krHQ9kH"

DCM O"iaFh}9k]K3NU!$kr kyr.kdb U!$kKQ97^9#?

H(P"iaF DCM f<6<&$s?<U'<9G secure.kyr U!$krXj

9kH-K"DCM O"3NU!$kr secure.kyr.kdb H$&U!$k>N7,Z

@q9H"KQ97^9#

m: -<&js0O"Z@q9H"HO[JkNG"DCM Khj+0*K"CW0

l<I5lJ+C?-<&js0&U!$kr"DCM f<6<&$s?<U'

<9rHQ7FQ99k,W,"j^9#U!$k>H%Rrj0G .kdb K

Q99kH"!K DCM f<6<&$s?<U'<9KhjU!$krh}7

h&H7?H-K(i<KJj^9#

DCM NHQ~K secure.kyr U!$kro|7h&H9kH"DCM OB]KO=

lr]87F"secure.kyr.kdb U!$kro|7^9#

GU)kHNZ@q9H"NQ9o<I

/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KYR H$&U!$k,8_9klg"

79F`O3N-<&js0&U!$k"*hS=N>N9YFN,JJ-<&j

s0&U!$kr *SYSTEM Z@q9H"K^$0l<7gs7^9#

/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KYR U!$kKX"7?5NQ9o<

I," *SYSTEM Z@q9H"NQ9o<IH7FHQ5l^9#

© Copyright IBM Corp. 1999, 2002 7



/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KYR U!$kO8_7J$,"^$0

l<7gs9kNK,JJ>N-<&js0&U!$k,8_9klg (?H(

P"HTTP Server =.U!$k,HQ9k-<&js0&U!$k)"79F`O"

*SYSTEM Z@q9H"r DEFAULT (9YFg8z) H$&Q9o<IrXj7Fn

.7"^$0l<7gsr0;7^9#

U!$kN^$0l<7gsnH~K/89kD=-N"k(i<*hS=Nrh

}!KD$FO"X^$0l<7gs&(i<*hSs|}!Yr2H7F/@5

$#
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G#8?kZ@q^M<8c<*hS iSeries ,s!9kG#8?kZ@q5]<H

Khj"Z@qrHQ7F"f<6<N;-ejF#<&]j7<r5^6^J}

!G/=G-kh&KJj^9#INh&JZ@qNHQ!r*r9kN+O"f

<6<NS8M9\8H;-ejF#<N,W-N>}K~8F[Jj^9#

G#8?kZ@qrHQ9kH"5^6^J}!G;-ejF#<r~I9k3H

,G-^9#G#8?kZ@qrH&H"Secure Sockets Layer (SSL) rHQ7F"

Web 5$Hd=N>N$s?<MCH&5<S9XB4K"/;9G-^9#^

?"G#8?kZ@qrHQ7F">[d_MCHo</ (VPN) \3r=.9k3

HbG-^9#5iK"Z@qN-<rHQ9lP"*V8'/HKG#8?kp

>r7?j"G#8?kp>N!ZrTCF*V8'/HN'Z-rN'9k3H

bG-^9#3Nh&JG#8?kp>Khj"*V8'/HN/T5N.j-,

]Z5l"=N*V8'/HN]4-,]n5l^9#

G#8?kZ@q (f<6<>HQ9o<INeojK) rHCF"5<P<Hf<

6<VN;C7gsr'Z7"vD9kH"79F`&;-ejF#<r5iK}

/G-^9#^?"DCM rHQ7F"f<6<NZ@qr"=Nf<6<N

iSeries f<6<&WmU!$kHX"U1k3HbG-^9#=&9k3HG"Z

@qN"BHvDO"X"U1il?WmU!$kH18bNKJj^9#

7?,CF"Z@qNHQ!N*rO"#(HJj"^?"?/NWxKhCF[

JkD=-,"j^9#3NHTC/Gs!9k7Jj*GO"5?*JS8M9

N3sF-9HK*1k"hjlL*JG#8?kZ@qN;-ejF#<N\*

r$/D+b@7^9#^?"F7Jj*GO"=N7Jj*rB\9k?aK,

WJ9YFN79F`*hS=UH&'"N0sro"*hS,WJ9YFN=.

nHb(5lF$^9#3liN7Jj*r!$7F"f<6<NK<:KGbg

&h&K;-ejF#<r~e5;kKO"Z@qrINh&KHQ9kN,h$

N+rhj9k&(Gr)FF/@5$#

7Jj*: Z@qrHQ7F&L"Wj1<7gs*hSq;XN"/;9r]n9k

3N7Jj*GO"lLf<6<Khk&L^?O(/9HiMCHNq;*hS"W

j1<7gsXN"/;9r]n*hS)B9k?aK"$D"INh&KZ@qrH

Q9Y-+rb@7^9#

7Jj*: Z@qrHQ7Fbt"Wj1<7gs*hSq;XN"/;9r]n9k

3N7Jj*GO"btN5<P<G"btf<6<,"/;99k3HNG-kq;

*hS"Wj1<7gsr]n*hS)B9k?aK"$D"INh&KZ@qrHQ

9Y-+rb@7^9#

© Copyright IBM Corp. 1999, 2002 9

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|||
|
|
|

||
|
|
|
|

|



���: �������������������	��
�����

�����

u7

f<6<,]1qR (MyCo., Inc) KP37F*j"qRN$sHiMCH&5$H

*hS(/9HiMCH&5$HG"Fo"Wj1<7gsN]ir4v7F$k

H7^9#4v7F$k"Wj1<7gsN 1 D,"A(W;N"Wj1<7gs

G"j"3lrHQ7F"t4NH)7?e}9,\RK+Qbjrn.G-kH

7^9#3N"Wj1<7gs,s!9kpsKO""kxYN!)-,"k?

a"P?5l?e}9N_,3N"Wj1<7gsrHQG-kh&K9k,W,

"j^9#5iK"G**KO"=_HQ7F$kf<6<>HQ9o<IKhk

}0hjbB4J}!Khk""Wj1<7gsXNf<6<&"/;9N}!r

s!9kbNH7^9#3N"Wj1<7gsKhCFs!5lkps,".jN

V1J$MCHo</rp7FAw5lk]K"vD5lF$J$f<6<KhC

Fhj~^lk3H,|05l^9#^?"5^6^Je}9,"vDr@:K"

3Npsrj_K&Q7g&D=-b"j^9#

&frEM?kL"G#8?kZ@qrHQ9k3HG",WJ;-ejF#<,

@ilkH$&k@K#7^7?#Z@qrHQ9kH"Secure Sockets Layer

(SSL) rHQ7FA(G<?NAwr]n9k3H,G-^9#G**KO9YF

Ne}9K""Wj1<7gsK"/;99k?aKZ@qrHQ7Fbi$?$

bNN"=N\8rB=9k?aKO"qR*hSe}9,"kxYN~V,,W

G"k3H,=@7F$^9#=~@GO"AwfN!)G<?NWi$P7<,

SSL KhCF]n5lk?a"=TNf<6<>HQ9o<IKhk'Z}0rz

-3-HQ9k3HK7^9#

"Wj1<7gs*hS=Nf<6<N?$W"*hSf<6<rZ@qKhCF

'Z9kH$&-hN\8KpE$F"lLKNilF$k'ZI (CA) +i@?

x+Z@qrHQ7F""Wj1<7gsKgo;F SSL r=.9k3HKhj7

^7?#

3N7Jj*Nx@

3N7Jj*KO"J<Nx@,"j^9#

v G#8?kZ@qrHQ7FA(W;"Wj1<7gsXN SSL "/;9r=

.9kH"5<P<H/i$"sHNVGAw5lkps,NBK]n5l"k

)r]D3H,G-^9#

v /i$"sH'ZK*$F"D=JBjG#8?kZ@qrHQ9kH"hjN

BKvDf<6<r1L9k}!,s!5l^9#G#8?kZ@qNHQ,T

D=JlgKb"f<6<>HQ9o<IKhk/i$"sH'ZO SSL ;C

7gsKhCF]n5l"!),]?lk?a"3&7?!)G<?Nr9,h

jB4KT(kh&KJj^9#

v x+ G#8?kZ@qrHCF""Wj1<7gs*hSG<?XN"/;9N

vDd)BrT&}!O"!Nh&Jro<GOBQ*J*rG9#

– G<?H"Wj1<7gsK5^6^JlYkN;-ejF#<,,WJl

g#

– Hi9FCI&f<6<VN?<s*<P<Ndg,b$lg#

10 iSeries: G#8?kZ@q^M<8c<
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– "Wj1<7gsHG<? ($s?<MCH Web 5$HJI)""k$O(/

9HiMCH&"Wj1<7gsXNx0"/;9rs!7F$klg#

– "Wj1<7gs*hSq;K"/;99kf<6<Nt,?$?a""k$

O=N>NI}eN}3Khj"H+N'ZI (CA) r?Q7?/J$lg#

v 3N7Jj*K>CF"x+Z@qrHQ7F SSL QKA(W;"Wj1<7

gsr=.9kH""Wj1<7gsK"/;99k?aKf<6<,ToJ1

lPJiJ$=.nHNL,/J/Jj^9#[HsIN/i$"sH&=UH

&'"KO"->J CA Ngt,KP~9k CA Z@q,^^lF$^9#

\*

3N7Jj*GO"MyCo., Inc. O"+RN"Wj1<7gs,"vD5l?lLf

<6<Ks!9kA(W;psr]n9k?aK"G#8?kZ@qrHQ7?$

HM(F$^9#1RO^?"3N"Wj1<7gsK"/;9G-kf<6<N

'ZK*1k"hjB4J}!baaF$^9#

3N7Jj*N\*OJ<NH*jG9#

v 1RN&LA(W;"Wj1<7gsGO"SSL rHQ7F"f<6<Ks!9

kG<?NWi$P7<r]n9k,W,"j^9#

v SSL =.O"lL*KNilF$klLN$s?<MCH'ZI (CA) +is!

5lkx+Z@qrHQ7FTolk,W,"j^9#

v vDf<6<O"SSL b<IG"Wj1<7gsK"/;99k?aK"-zJ

f<6<>*hSQ9o<Ir~O9k,W,"j^9#G**KO"vDf<

6<O""Wj1<7gsXN"/;9"r@k?aK"2 DN$:l+N}0

N;-e"'ZrHQG-kh&K9k,W,"j^9#e}9O"lL*KN

ilF$k'ZI (CA) +is!5lkx+G#8?kZ@q"^?O-zJf

<6<>*hSQ9o<Irs(9k,W,"j^9#

\Y

!N^O"3N7Jj*NMCHo</=.uVr(7?bNG9#

3N^O"3N7Jj*Nu7KX9k"J<Npsr=7F$^9#

qRNx+5<P< - iSeries A
v iSeries A O"3NqRNA(W;"Wj1<7gsr[9H9k5<P<G9#

h 4 O DCM 7Jj* 11
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v iSeries A O OS/400® P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries A KO"Cryptographic Access Provider (5722-AC3) ,$s9H<k5lF

$^9#

v iSeries A KO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) *hS

IBM® HTTP Server for iSeries (5722-DG1) ,$s9H<k5l"=.5lF$^

9#

v iSeries A OA(W;"Wj1<7gsrBT7^9#3N"Wj1<7gsO"

!Nh&K=.5lF$^9#

– SSL b<Ir,WH9k#

– lL*KNilF$k'ZI (CA) ,/T7?x+Z@qrHQ7F SSL =

.rT&#

– f<6<>*hSQ9o<IKhkf<6<'Zr,WH9k#

v iSeries A O"/i$"sH B *hS C ,"Wj1<7gsK"/;99k]

K"=NZ@qrs(7F SSL ;C7gsr+O7^9#

v SSL ;C7gsri|=7?eG"iSeries A O"A(W;"Wj1<7gsXN

"/;9rvD9k0K"/i$"sH B *hS C KP7F-zJf<6<>

HQ9o<INs(rWa7^9#

e}9N/i$"sH&79F` - /i$"sH B *hS/i$"sH C
v /i$"sH B *hS C O"A(W;"Wj1<7gsK"/;99kH)N

e}9G9#

v /i$"sH B *hS C N/i$"sH&=UH&'"KO""Wj1<7g

sZ@qr/T7?"lL*KNilF$k CA NZ@qN3T<,$s9H<

k5lF$^9#

v /i$"sH B *hS C O iSeries A K"kA(W;"Wj1<7gsK"/

;97^9# iSeries A O"=N ID r!Z7F SSL ;C7gsr+O9k?

aK"/i$"sH&=UH&'"K=NZ@qrs(7^9#

v /i$"sH B *hS C N/i$"sH&=UH&'"O"iSeries A +iN

Z@qru1~lF"SSL ;C7gsr+O9kh&=.5lF$^9#

v SSL ;C7gs,+O5l?eG"/i$"sH B *hS C O-zJf<6<

>HQ9o<Irs(7J1lPJj^;s#=NeG"iSeries A ,"Wj1<

7gsXN"/;9rvD7^9#

0sro*hS0sv`

3N7Jj*O"J<N0sro*hS0sv`KM87^9#

1. iSeries A K"kA(W;"Wj1<7gsO"SSL rHQ9kh&K=.9k

3HNG-kFQ"Wj1<7gsG9#?/N iSeries "Wj1<7gsr^

a"[HsIN"Wj1<7gsO SSL r5]<H7^9# SSL =.N9F

CWO""Wj1<7gsKhCFg}K[Jj^9#7?,CF"3N7Jj

*GO"SSL rHQ9kh&KA(W;"Wj1<7gsr=.9k?aNqN

*JjgO(7^;s#3N7Jj*GO""ifk"Wj1<7gs, SSL

rHQ9k?aK,WJZ@qr=.*hSI}9k?aNjgr(7^9#

2. *W7gsG"A(W;"Wj1<7gsO"/i$"sH'ZN?aKZ@q

rWa9k!=rs!9k3H,G-^9#3N7Jj*GO"3N5]<Hr

s!9k"Wj1<7gsQKZ@qN.jr=.9k?aN"G#8?kZ@

q^M<8c< (DCM) NHQ!r(7^9#/i$"sH'ZN=.9FCW

12 iSeries: G#8?kZ@q^M<8c<
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O"Wj1<7gsKhCFg}K[Jk?a"3N7Jj*GO"A(W;"

Wj1<7gsQK"Z@qKhk/i$"sH'Zr=.9k?aNqN*J

jgO(7^;s#

3. iSeries A O"G#8?kZ@q^M<8c< (DCM) r$s9H<k7"HQ

9k?aNWor~?7F$^9#

4. 3l^G/b"iSeries A G DCM r=.^?OHQ7?3HO"j^;s#

5. DCM rHQ7F3N7Jj*N?9/rB\9kMKO"f<6<&WmU!

$kGCl"B *SECADM *hS *ALLOBJ ,djvFilF$J1lPJj

^;s#

6. iSeries A KO IBM 4758-023 PCI Ef=3Wm;C5<O$s9H<k5lF

$^;s#

?9/&9FCW

3N7Jj*rB\9kKO"iSeries A GJ<N?9/rT&,W,"j^9#

1. ,WJ9YFN iSeries =Jr$s9H<k7"=.9k?aN0sroHJk

9FCWr9YFT&#

2. G#8?kZ@q^M<8c< (DCM) rHQ7F"5<P<Z@qWarn.

9k#

3. Secure Sockets Layer (SSL) rHQ9kh&K"Wj1<7gsr=.9k#

4. DCM rHQ7F"f<6<N"Wj1<7gsN"Wj1<7gs ID XN"

p>5l?5<P<^?O/i$"sHZ@qN$s]<H*hSdjvFrT

&#

5. ,WG"lP""Wj1<7gsr SSL b<IG+O9k#

6. *W7gJk&?9/: DCM rHQ7F"3N5]<Hrs!9k"Wj1<

7gsNZ@qKpE$F/i$"sH'ZrHQD=K9kh&"CA .jj

9HrjA9k#

m: 3N7Jj*GRYku7GO"A(W;"Wj1<7gs,/i$"sH

'ZN?aKZ@qrHQ9k,WO"j^;s#?/N"Wj1<7gs

O"Z@qKhk/i$"sH'Z5]<Hrs!7F$^9#3N5]<

HN=.}!O""Wj1<7gsKhCFg}K[Jj^9#3N*W7

gJk&?9/O""Wj1<7gsNZ@qKhk/i$"sH'ZN5

]<Hr=.9k?aNpCH7F"/i$"sH'ZQNZ@qN.jr

DCM KhCFHQD=K9k}!N}rrYg9k?aKs!9kbNG

9#

�����

3N7Jj*Gb@9k""Wj1<7gs*hSq;XN]n5l?&L"/;

9r"Z@qrHQ7F=.9kKO"J<N?9/&9FCWK>CF/@5

$#

9FCW 1: ,WJ9YFN iSeries =Jr$s9H<k9k?aN0sroHJk?9/rT&

3N7Jj*rB\9k?aNCjN=.?9/rBT9k0K",WJ9YFN

iSeries =Jr$s9H<k*hS=.9k?aN0sroHJk?9/r9YFT

&,W,"j^9#

h 4 O DCM 7Jj* 13
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9FCW 2: 5<P<^?O/i$"sHZ@qWarn.9k

3N7Jj*GRYk"Secure Sockets Layer (SSL) rHQ7F"Wj1<7gsN

G<?L.r]n9kWm;9r+O9k?aKO"^:GiK"x+Z@q (CA)

+iG#8?kZ@qrh@9k,W,"j^9#G#8?kZ@q^M<8c<

(DCM) rHQ7F"Z@qr/T9k?aKx+ CA ,,WH9kpsrn.7

F/@5$#

Z@qh@Wm;9r+O9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V7,Z@q9H"Nn. (Create New
Certificate Store)Wr*r7F",$I&?9/r+O7"l"NU)<`r0

;7^9#3liNU)<`O"Z@q9H"*hS"Wj1<7gsG SSL

;C7gsN)N?aKHQG-kZ@qNn.Wm;9r,$I9kbNG

9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

3. n.9kZ@q9H"H7F *SYSTEM r*r7F"V3T (Continue)Wr/
jC/7^9#

4. VO$ (Yes)Wr*r7F"*SYSTEM Z@q9H"n.NlDH7FZ@qr

n.7"V3T (Continue)Wr/jC/7^9#

5. 7,Z@qNp>TH7FVVeriSign ^?O>N$s?<MCH'ZI (CA)
(VeriSign or other Internet Certificate Authority (CA))Wr*r7F"V3

T (Continue)Wr/jC/9kH"7,Z@qN1LpsrXjG-kU)<

`,=(5l^9#

6. U)<`K~O7F"V3T (Continue)Wr/jC/9kH"N'QZ<8,

=(5l^9#3NN'QZ<8KO"Z@qr/T9kx+'ZI (CA) Ks

!9k,W,"kZ@qWaG<?,=(5l^9#Z@qp>Wa (CSR) G

<?O"7,Z@qKXj7?x+0*hS=N>Nps+i=.5lF$^

9#

7. Z@qrWa9k]Kx+ CA ,,WH9k CSR G<?r"Z@q=AU)<

`^?OLDNU!$kK"mU</3T<&"sI&Z<9H7^9#V+O

(Begin)WTHV7,Z@qWaN*oj (End New Certificate Request)WTN>

}r^`"9YFN CSR G<?rHQ7J1lPJj^;s#3NZ<8r*

;9kH"G<?O:ol"=NG<?rs|9k3HOG-^;s#

8. *r7? CA K=AU)<`^?OU!$krw.7F"Z@qr/T7?

j"Z@qKp>7?j7^9#

9. CA +i"p>5lF0.7?Z@q,a5lk^GT!7F+i"3N7Jj

*N!N?9/&9FCWKJ_^9

CA +i"p>5lF0.7?Z@q,a5lkH"SSL rHQ9kh&K"Wj

1<7gsr=.7"*SYSTEM Z@q9H"KZ@qr$s]<H7"=NZ@

qr"Wj1<7gsKdjvFF SSL QKHQ5;k3H,G-^9#

9FCW 3: SSL rHQ9kh&K"Wj1<7gsr=.9k

14 iSeries: G#8?kZ@q^M<8c<
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x+Z@q (CA) +ip>5l?Z@qru1hkH"x+"Wj1<7gsGN

Secure Sockets Layer (SSL) L.rHQD=K9kWm;9r3TG-kh&KJj

^9#p>5l?Z@qGNnHrT&0K"SSL rHQ9kh&K"Wj1<7

gsr=.9k,W,"j^9#"Wj1<7gsKhCFO"HTTP Server for

iSeries Nh&K""Wj1<7gsG SSL rHQ9kh&K=.9kH"G-N

"Wj1<7gs ID r8.7"=N ID rG#8?kZ@q^M<8c< (DCM)

KP?9kbN,"j^9#=Nlg"DCM rHQ7F"p>5l?Z@qr3N

"Wj1<7gs ID KdjvF"SSL =.Wm;9r0;5;kKO"3N"W

j1<7gs ID rNiJ1lPJj^;s#

SSL rHQ9kh&K"Wj1<7gsr=.9k?aN}!O""Wj1<7g

sKhCF[Jj^9#3N7Jj*GO"RYilF$kA(W;"Wj1<7

gsN?aNCjN=<9r[j7F$^;s#MyCo., Inc. ,3N"Wj1<7g

sre}9Ks!9k}!O"?LjbM(ilk?aG9#

SSL rHQ9kh&K"Wj1<7gsr=.9kKO""Wj1<7gsNI-

easHK-\5l?jgK>CF/@5$#^?"?/NlL*J IBM "Wj

1<7gsG"SSL rHQ9kh&K=.9k\7$}!KD$FO"Information

Center NHTC/XSSL Khk"Wj1<7gsN]nYr2H7F/@5$#

9FCW 4: p>5l?x+Z@qN$s]<H*hSdjvFrT&

SSL rHQ9kh&K"Wj1<7gsr=.7?eG"G#8?kZ@q^M<

8c< (DCM) rHQ7Fp>Q_NZ@qr$s]<H7"=lr"Wj1<7

gsKdjvFk3H,G-^9#

Z@qr$s]<H7F=lr"Wj1<7gsKdjvF"SSL =.Wm;9r

0;5;kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/&j9H+iVZ@qN$s]<H (Import certificates)Wr*r7F"

p>Q_NZ@qr *SYSTEM Z@q9H"K$s]<H9kWm;9r+O

7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

6. !K"VZ@qNI} (Manage Certificates)W?9/&j9H+iVZ@qN

djvF (Assign certificate)Wr*r7"=TNZ@q9H"NZ@qNj9

Hr=(7^9#

h 4 O DCM 7Jj* 15
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7. j9H+iZ@qr*r7F"V"Wj1<7gsXNdjvF (Assign to
Applications)Wr/jC/7"=TNZ@q9H"KX9k"Wj1<7gs

jANj9Hr=(7^9#

8. 3Nj9H+i"Wj1<7gsr*r7F"V3T (Continue)Wr/jC/
7^9#djvFN*rKX9kN'aC;<8""k$O"(dj,88?l

gKO) (i<&aC;<8r(9Z<8,=(5l^9#

3liN?9/,0;9kH""Wj1<7gsr SSL b<IG+O7"=N"W

j1<7gsGs!5lkG<?NWi$P7<N]nr+O9k3H,G-^

9#

9FCW 5: "Wj1<7gsr SSL b<IG+O9k

"Wj1<7gsXNZ@qN$s]<HHdjvFNWm;9,0;7?eG"

"Wj1<7gsr*;7F+i"SSL b<IGFO09k,WN"klg,"j

^9#3l,,WHJkNO"ltN1<9K*$F""Wj1<7gsNBTf

KZ@qdjvF,Tol?3Hr""Wj1<7gs,=LG-J$D=-,"

k?aG9#4HQKJCF$k"Wj1<7gsrFO09k,W,"k+I&

+"^?""Wj1<7gsr SSL b<IGFO09k?aNqN*JpsKD$

FO":v9k"Wj1<7gsNqAr2H7F/@5$#

*W7gsN9FCW 6: /i$"sH'ZQNZ@qr,WH9k"Wj1<7gsN?aN CA .jj9HrjA

9k

Secure Sockets Layer (SSL) ;C7gsG/i$"sH'ZKZ@qNHQr5]<

H7F$k"Wj1<7gsO"-zJ ID Z@H7F"Z@qru1~lk+I

&+hj7J1lPJj^;s#"Wj1<7gs,Z@qr'Z9klgKHQ

9kp`N 1 DO"Z@qr/T7?'ZI (CA) r"Wj1<7gs,5'9k

+I&+G9#

3N7Jj*GRYku7GO"A(W;"Wj1<7gs,/i$"sH'ZN

?aKZ@qrHQ9k,WO"j^;s#?/N"Wj1<7gsO"Z@qK

hk/i$"sH'ZN5]<Hrs!7F$^9#3N5]<HN=.}!O"

"Wj1<7gsKhCFg}K[Jj^9#3N*W7gJk&?9/O""W

j1<7gsGZ@qrHQ7F/i$"sH'ZrT&h&K=.9k?aNp

CH7F"/i$"sH'ZQNZ@qN.jr DCM KhCFHQD=K9k}

!N}rrYg9k?aKs!9kbNG9#

"Wj1<7gsN CA .jj9HrjAG-kh&K9kKO"$/D+Nro

r~?7F$J1lPJj^;s#

v "Wj1<7gsO"/i$"sH'ZKZ@qNHQr5]<H7F$J1l

PJiJ$#

v "Wj1<7gsN DCM jAG""Wj1<7gs, CA .jj9HrHQ9

kh&KXj7J1lPJiJ$#

"Wj1<7gsNjAG""Wj1<7gs, CA .jj9HrHQ9kh&K

Xj9klg""Wj1<7gs,Z@qN/i$"sH'Zr5oKBTG-k

h&K9kKO"3Nj9HrjA7F*+J1lPJj^;s#3lKhj""

Wj1<7gsO"Hi9FCIH7FXj5lF$k CA NZ@qN_rEv-

16 iSeries: G#8?kZ@q^M<8c<
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!:9k3H,G-kh&KJj^9#f<6<^?O/i$"sH&"Wj1<

7gs+i"CA .jj9HK*$FHi9FCIG"kHXj5lF$J$ CA

NZ@q,s!5l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpC

H7FOu1~l^;s#

DCM rHQ7F"Wj1<7gsN CA .jj9HrjA9kKO"J<N9F

CWr0;7^9#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/&j9H+iVCA u7N_j (Set CA status)Wr*r7"CA Z@q

Nj9Hr=(7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

6. "Wj1<7gs,5'9k,WN"k CA Z@qrj9H+i*r7"VH

QD= (Enable)Wr/jC/7F"CA .jj9HrHQ9k"Wj1<7g

sNj9Hr=(7F/@5$#

7. 3Nj9H+i"*r5l? CA r=N.jj9HKIC9k,WN"k"W

j1<7gsr*r7"VOKWr/jC/7^9#Z<8Nh,KaC;<8

,=(5l"*r5l?"Wj1<7gs,"=N CA"*hS=N CA ,/T

7?Z@qr5'9k3H,(5l^9#

3lG"/i$"sH'ZQKZ@qrWa9kh&K"Wj1<7gsr=.G

-^9#4HQN"Wj1<7gsNqAK-\5l?jgK>CF/@5$#

���: �������������������	��
�����

�����

u7

f<6<O""kqR (MyCo., Inc.) NMCHo</I}TG"j"3NqRNMv

tgO"!'*Jdjd-?NWi$P7<]nJINdjr7CF$kH7^

9#qRN>Hw+i"+,?ANDM*Jtjvd]1X8NpsK*si$s

G"/;9G-kh&K7F[7$H$&Wa,P5lF$^9#qRO3NWa

KP9kz(H7F">HwK3&7?psrs!9k?aNRb Web 5$Hr

n.9k3HK7^7?#f<6<O3NRb Web 5$HNI}r$5lF$^

9#

>HwOO}*K%l? 2 DjN*U#9KP37F*j"^?"QKKP%9k

>Hwb$k3H+i"3Nps,$s?<MCHP3GAw5lk]K*1k!

h 4 O DCM 7Jj* 17
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)N]}KD$F|07F$^9#^?">hhj"qRNG<?XN"/;9r

)B9k?aK"f<6<>HQ9o<IKhk'Z,HQ5lF$^9#3NG

<?O!)-,b/"^?Wi$P7<KX87F$k?a"Q9o<IKpE/

"/;9)BGO=,HO$(J$3H,,+CF$^9#Q9o<IGO"&Q

5l?j":lF7^C?j"^?"~KOp^l?j9k3H5("j^9#

&frEM?kL"G#8?kZ@qrHQ9k3HG",WJ;-ejF#<,

@ilkH$&k@K#7^7?#Z@qrHQ9kH"Secure Sockets Layer

(SSL) rHQ7FG<?NAwr]n9k3H,G-^9#^?"Q9o<INe

ojKZ@qrHQ9kH"hjNBKf<6<r'Z7F"f<6<,"/;9

G-kMvpsr)B9k3H,G-^9#

=3G"lQm<+k'ZI CA r_j7"9YFNRwKZ@qr/T7F"R

wK=NZ@qH iSeries Nf<6<&WmU!$kHrX"U15;k3Hrhj

7?H7^9#3N?$WNlQZ@qr/T9kH"!)G<?XN"/;9r

77/I}G-k@1GJ/"SSL rHQ7F=NG<?NWi$P7<rI}9

k3HbG-^9#kL*K"Z@qr+HG/T9k3HKhj"G<?,B4

K]?l"CjNf<6<@1,=NG<?K"/;9G-kD=-,b/Jj^

9#

3N7Jj*Nx@

3N7Jj*KO"J<Nx@,"j^9#

v G#8?kZ@qrHQ7FMv Web 5<P<XN SSL "/;9r=.9k

H"5<P<H/i$"sHNVGAw5lkps,NBK]n5l"k)K9

k3H,G-^9#

v /i$"sH'ZN?aKG#8?kZ@qrHQ9k3HG"hjNBKvD

f<6<r1L9k}!,s!5l^9#

v lQ G#8?kZ@qrHCF""Wj1<7gs*hSG<?XN"/;9N

vDd)BrT&}!O"!Nh&Jro<GOBQ*J*rG9#

– CKf<6<N'ZKX7F"b$lYkN;-ejF#<r,WH9kl

g#

– Z@qr/T9kP]Nf<6<,.QG-klg#

– f<6<,""Wj1<7gs*hSG<?XN"/;9r)f9k"iSeries

Nf<6<&WmU!$kr9GK}CF$klg#

– H+N'ZI (CA) r?Q7?$lg#

v /i$"sH'ZKlQZ@qrHQ9kH"Z@qHvDf<6<N iSeries

f<6<&WmU!$krhjJ1KX"U1k3H,G-^9#3Nh&JZ

@qHf<6<&WmU!$kNX"U1Khj"'Z~K HTTP Server ,Z@

qj-TNf<6<&WmU!$kr=LG-kh&KJj^9#3lKhj"

HTTP Server O"f<6<&WmU!$kK9oCW7F"=Nf<6<&Wm

U!$kKpE$FBT7?j"f<6<&WmU!$kbNpsKpE$F:

vf<6<KX9k"/7gsrBT7?j9k3H,G-^9#

\*

18 iSeries: G#8?kZ@q^M<8c<
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3N7Jj*GO"MyCo., Inc. O"RbNMv Web 5$H,>HwKs!9k!

)NDMpsr]n9k?aK"G#8?kZ@qrHQ7^9#1RO^?"3

N Web 5$HK"/;9G-kf<6<r'Z9k?aN"hjNBJ}!ba

aF$^9#

3N7Jj*N\*OJ<NH*jG9#

v 1RNMvQbt Web 5$HGO"f<6<Ks!9kG<?NWi$P7<

r]n9k?aK"SSL rHQ9k,W,"j^9#

v SSL =.O"RbNm<+k'ZI (CA) +is!5lklQZ@qrHQ7F

Tolk,W,"j^9#

v vDf<6<O"SSL b<IG3NMv Web 5$HK"/;99k?aK"-

zJZ@qrs(9k,W,"j^9#

\Y

!N^O"3N7Jj*NMCHo</=.uVr(7?bNG9#

3N^O"3N7Jj*Nu7KX9k"J<Npsr=7F$^9#

qRNMv Web 5<P< - iSeries A
v iSeries A O"qRN Web Y<9NMv"Wj1<7gsr[9H9k5<P<

G9#

v iSeries A O OS/400 P<8gs 5 jj<9 2 (V5R2) rBT7F$^9#

v iSeries A KO"Cryptographic Access Provider (5722-AC3) ,$s9H<k5lF

$^9#

v iSeries A KO"G#8?kZ@q^M<8c< (OS/400 *W7gs 34) *hS

IBM HTTP Server for iSeries (5722-DG1) ,$s9H<k5l"=.5lF$^

9#

v iSeries A OMv"Wj1<7gsrBT7^9#3N"Wj1<7gsO"!N

h&K=.5lF$^9#

– SSL b<Ir,WH9k#

– m<+k'ZI (CA) ,/T7?lQZ@qrHQ7F SSL =.rT&#

– /i$"sH'ZN?aKZ@qr,WH9k#

v iSeries A O"/i$"sH B"C"*hS D ,"Wj1<7gsK"/;99

k]K"=NZ@qrs(7F SSL ;C7gsr+O7^9#

h 4 O DCM 7Jj* 19
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v SSL ;C7gsri|=7?eG"iSeries A O"Mv"Wj1<7gsXN"/

;9rvD9k0K"/i$"sH B"C"*hS D KP7F-zJZ@qNs

(rWa7^9#3NZ@qNr9O"/i$"sH B"C"*hS D Nf<6

<KU15lk3HJ/Tol^9#

>HwN/i$"sH&79F` - /i$"sH B"/i$"sH C"*hS/i

$"sH D
v /i$"sH B O"iSeries A ,V+lF$k MyCo N\RKP39k>HwG

9#

v /i$"sH C O"\R+iO}*K%l?ljK"k MyCo N 2 V\N*

U#9KP39k>HwG9#

v /i$"sH D O"sVOKP37"RQGQKKP%9k>HwG9#3N

>HwO"I3K$klgGbMv Web 5$HXB4K"/;9G-J1lP

Jj^;s#

v /i$"sH B"C"*hS D O"Mv"Wj1<7gsK"/;99k>Hw

G9#

v /i$"sH B"C"*hS D N/i$"sH&=UH&'"KO""Wj1<

7gsZ@qr/T7?m<+k CA Z@qN3T<,$s9H<k5lF$^

9#

v /i$"sH B"C"*hS D O iSeries A K"kMv"Wj1<7gsK"/

;97^9#iSeries A O"=N ID r!Z7F SSL ;C7gsr+O9k?a

K"/i$"sH&=UH&'"K=NZ@qrs(7^9#

v /i$"sH B"C"*hS D N/i$"sH&=UH&'"O"iSeries A +

iNZ@qru1~lkh&K=.5lF*j"SSL ;C7gs,+O5l^

9#

v SSL ;C7gs,+O5l?eG"/i$"sH B"C"*hS D O-zJZ

@qrs(7J1lPJj^;s#=NeG"iSeries A ,"Wj1<7gs*h

S=Nq;XN"/;9rvD7^9#

0sro*hS0sv`

3N7Jj*O"J<N0sro*hS0sv`KM87^9#

1. IBM HTTP Server for iSeries O iSeries A GMv"Wj1<7gsrBT7^

9#HTTP Server for iSeries KO 2 DN?$W (*j8Jk*hS Apache G

H%5l?bN) ,"j"3NpsN/=eK"g}K~{5l?P<8gsN

HTTP Server ,HQD=KJk=jG9#7?,CF"3N7Jj*GO"SSL

rHQ9kh&K HTTP Server r=.9k?aNqN*J jgO(7^;s#

3N7Jj*GO""ifk"Wj1<7gs, SSL rHQ9k?aK,WJ

Z@qr=.*hSI}9k?aNjgr(7^9#

2. HTTP Server O"/i$"sH'ZN?aKZ@qrWa9k!=rw(F$^

9#3N7Jj*GO"3N7Jj*GNZ@qI}Wor=.9k?aN"G

#8?kZ@q^M<8c< (DCM) NHQjgr(7^9#?@7"3N7J

j*GO"HTTP Server K*1k"Z@qKhk/i$"sH'Zr=.9k?

aNqN*J =.9FCWO(7^;s#

3. iSeries A K"kMvQN HTTP Server GO"9GKQ9o<I]n,HQ5l

F$^9#

4. iSeries A O"G#8?kZ@q^M<8c< (DCM) r$s9H<k7"HQ

9k?aNWor~?7F$^9#

20 iSeries: G#8?kZ@q^M<8c<
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5. 3l^G/b"iSeries A G DCM r=.^?OHQ7?3HO"j^;s#

6. DCM rHQ7F3N7Jj*N?9/rB\9kMKO"f<6<&WmU!

$kGCl"B *SECADM *hS *ALLOBJ ,djvFilF$J1lPJj

^;s#

7. iSeries A KO IBM 4758-023 PCI Ef=3Wm;C5<O$s9H<k5lF

$^;s#

?9/&9FCW

3N7Jj*rB\9kKO"2 DN?9/&;CHr0;9k,W,"j^9#

=N&AN 1 DN?9/&;CHGO"iSeries A K"kMv"Wj1<7gs

r"SSL rHQ7"f<6<'ZN?aKZ@qrWa9kh&K_j9k3H,

G-^9#b& 1 DN?9/&;CHGO"/i$"sH B"C"*hS D Nf

<6<K"Mv"Wj1<7gsHN SSL ;C7gsK2C7F"f<6<'ZN

?aNZ@qrh@5;k3H,G-^9#

Mv Web 5<P<&"Wj1<7gsN?9/&9FCW

3N7Jj*rB\9kKO"iSeries A GJ<N?9/rT&,W,"j^9#

1. ,WJ9YFN iSeries =Jr$s9H<k7"=.9k?aN0sroHJk

9FCWr9YFT&#

2. SSL rHQ7"5<P<&$s9?s9N"Wj1<7gs ID N-?rhkh

&K"Mv HTTP Server r=.9k#

3. G#8?kZ@q^M<8c< (DCM) rHQ7F"m<+k CA Nn.*h

S?QrT$"=lrHQ7FMv HTTP Server QNZ@qr/T9k#^

?"3N?9/rT&H"Web 5<P<&"Wj1<7gsKZ@q,djv

FilF"=N"Wj1<7gs,.j9k CA Nj9HK=N CA ,IC5

l^9#

4. /i$"sH'ZQKZ@qrWa9kh&KMv Web 5<P<r=.9k#

5. Mv HTTP Server r SSL b<IG+O9k#

/i$"sH=.N?9/&9FCW

3N7Jj*rB\9kKO"iSeries A K"kMv Web 5<P<K"/;99k

Ff<6< (/i$"sH B"C"*hS D) ,"J<N?9/rT&,W,"j^

9#

6. F+NVi&6<&=UH&'"Km<+k CA Z@qN3T<r$s9H<

k9k#

7. m<+k CA +iNZ@qrWa9k#

�����

3N7Jj*Gb@9kh&K"RbN"Wj1<7gs*hSq;XN]n5l

?"/;9r"Z@qrHQ7F=.9kKO"J<N?9/&9FCWK>CF

/@5$#

9FCW 1: ,WJ9YFN iSeries =Jr$s9H<k9k?aN0sroHJk?9/rT&

h 4 O DCM 7Jj* 21
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3N7Jj*rB\9k?aNCjN=.?9/rBT9k0K",WJ9YFN

iSeries =Jr$s9H<k*hS=.9k?aN0sroHJk?9/r9YFT

&,W,"j^9#

9FCW 2: SSL rHQ9kh&KMv HTTP Server r=.9k

iSeries A eNMvQ HTTP Server N Secure Sockets Layer (SSL) =.9FCW

O"*j8Jk&P<8gsN HTTP Server rHQ9k+"Apache GH%5l?

P<8gsN HTTP Server rHQ9k+KhCF[Jj^9#

SSL rHQ9kh&K HTTP Server (*j8Jk) r=.9k?aNqN*Jps

KD$FO"XHTTP Server G;-e"&5<P<r=.9kYr2H7F/@5

$#

SSL rHQ9kh&K HTTP Server (Apache H%P<8gs) r=.9k?aNq

N*JpsKD$FO"X7Jj*: JKL Khj HTTP Server (Apache H%P<8

gs) G Secure Sockets Layer (SSL) ]nrHQD=K9kYr2H7F/@5

$#3N7Jj*GO">[[9Hrn.7"SSL rHQ9kh&K=N[9Hr

=.9k?aN"9YFN?9/&9FCWr(7^9# SSL r=.9k?aNq

N*J9FCWKD$FO"X>[[9HG SSL rHQD=K9kYH$&+P7

N`\r2H7F/@5$#

=T*hS-hN>}NP<8gsN HTTP Server for iSeries (*j8Jk^?O

Apache H%P<8gs) r=.9k?aNICpsKD$FO"XWeb 5<S9s

!YH$&HTC/r2H7F/@5$#

9FCW 3: m<+k CA rn.7"?Q9k

Secure Sockets Layer (SSL) rHQ9kh&KMv HTTP Server r=.7?eG"

SSL r+O9k?aK5<P<,HQ9kZ@qr=.9k,W,"j^9#f<

6<O9GK"3N7Jj*N\*KpE$F"5<P<KP7FZ@qr/T9

km<+k'ZI (CA) rn.7"?Q9k3Hr*r7F$^9#

G#8?kZ@q^M<8c< (DCM) rHQ7Fm<+k CA rn.9k]K

O""Wj1<7gsG SSL rHQD=K9k&(G,WJ9YFN=.rNBK

T&?aN"l"Njg,s!5l^9#3lKO"m<+k CA , Web 5<P

<&"Wj1<7gsKP7F/T9kZ@qNdjvFJI,^^l^9#^

?"m<+k CA r Web 5<P<&"Wj1<7gsN CA .jj9HKIC7

^9#"Wj1<7gsN.jj9HKm<+k CA r^akH"=N"Wj1<

7gsO"=Nm<+k CA ,/T9kZ@qrs(9kf<6<r'17"'Z

G-kh&KJj^9#

G#8?kZ@q^M<8c< (DCM) rHQ7Fm<+k CA Nn.*hS?Q

rT$"Mv5<P<&"Wj1<7gsKP7FZ@qr/T9kKO"J<N

9FCWK>CF/@5$#

1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V'ZI (CA) Nn. (Create a
Certificate Authority (CA))Wr*r9kH"l"NU)<`,=(5l^9#

3liNU)<`,"m<+k CA Nn.Wm;9JiSK"SSL"*V8'/

22 iSeries: G#8?kZ@q^M<8c<
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http://publib.boulder.ibm.com/pubs/html/iseries_http/v5r1/info/rzaie/rzaie9setupssl.htm
http://publib.boulder.ibm.com/pubs/html/iseries_http/v5r1/info/rzaie/rzaieenablessl.htm
http://publib.boulder.ibm.com/pubs/html/iseries_http/v5r1/info/rzaie/rzaieenablessl.htm
../rzaie/rzaiemain.htm
../rzaie/rzaiemain.htm


Hp>"*hSp>!:rBT9k?aNG#8?kZ@qrHQ9k?aK,

WHJk>N?9/r0;5;kWm;9r,$I7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) \?sr*r7F/@5$#*si

$s&XkW,=(5l^9#

3. 3N,$I&?9/NU)<`r0.5;^9#3liNU)<`rHQ7F"

nH9km<+k'ZI (CA) N;CH"CWK,WJ9YFN?9/rBT9

kKO"J<Nh&K7^9#

a. m<+k CA KD$FN1Lpsrs!7^9#

b. PC ^?OVi&6<Km<+k CA Z@qr$s9H<k7F"f<6<

&N=UH&'"Gm<+k CA r'17"=Nm<+k CA ,/T9kZ

@qNEv-!:,G-kh&K7^9#

c. m<+k CA KD$FN]j7<&G<?r*r7^9#

m: ,:"m<+k CA ,f<6<Z@qr/TG-kh&K*r7F/@

5$#

d. 7,m<+k CA rHQ7F""Wj1<7gs, SSL \3KHQG-k

5<P<^?O/i$"sHZ@qr/T7^9#

e. SSL \3N?aN5<P<^?O/i$"sHZ@qrHQG-k"Wj1

<7gsr*r7^9#

m: Mv HTTP Server QN"Wj1<7gs ID r,:*r7F/@5$#

f. 7,m<+k CA rHQ7F""Wj1<7gs,*V8'/HKG#8?

kp>9k?aKHQG-k*V8'/Hp>Z@qr/T7^9#3N5

V?9/O *OBJECTSIGNING Z@q9H"rn.7^9#3lO"*V8

'/Hp>Z@qrI}9k?aKHQ9kZ@q9H"G9#

m: 3N7Jj*GO*V8'/Hp>Z@qrHQ7^;s,"3N9FC

WO,:TCF/@5$#?9/N3N~@GhjC7rT&H"?9/

,*;7F7^&?a"SSL Z@qN=.r0;9k?aK$/D+N

LN?9/rToJ1lPJj^;s#

g. m<+k CA Z@qr5'9k"Wj1<7gsr*r7^9#

m: Mv HTTP Server QN"Wj1<7gs ID r"3Nm<+k CA r

.j9k"Wj1<7gsN 1 DH7F,:*r7F/@5$#

3lKhj Web 5<P<&"Wj1<7gs, SSL rHQ9k?aK,WJZ@

qN=.,0;7"3N Web 5<P<&"Wj1<7gsr"f<6<'ZN?

aKZ@qrWa9kh&K=.9k3H,G-kh&KJj^7?#

9FCW 4: /i$"sH'ZQKZ@qrWa9kh&KMv Web 5<P<r=.9k

iSeries A eNMvQ HTTP Server N/i$"sH'ZQKZ@qrWa9kh&

K Secure Sockets Layer (SSL) r=.9k9FCWO"*j8Jk&P<8gsN

"Wj1<7gsrHQ9k+"Apache GH%5l?P<8gsN"Wj1<7g

srHQ9k+KhCF[Jj^9#

h 4 O DCM 7Jj* 23
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/i$"sH'ZQKZ@qrWa9kh&K HTTP Server (*j8Jk) r=.9

k?aNqN*JpsKD$FO"XHTTP Server (*j8Jk) GN]n_j`\

Nn.Yr2H7F/@5$#

/i$"sH'ZKZ@qrHQ9kh&K HTTP Server (Apache H%P<8g

s) r=.9k?aNqN*JpsKD$FO"XScenario: JKL enables Secure

Sockets Layer (SSL) protection on their HTTP Server (powered by Apache)Yr2H

7F/@5$#3N HTTP Server 7Jj*GO">[[9Hrn.7"SSL *h

S/i$"sH'ZQNZ@qrHQ9kh&K=N[9Hr=.9k?aN"9

YFN?9/&9FCWr(7^9# SSL *hS/i$"sH'ZQNZ@qr=

.9k?aNqN*J9FCWKD$FO" XEnable SSL for a virtual hostYH$

&+P7N`\r2H7F/@5$#

=T*hS-hN>}NP<8gsN HTTP Server for iSeries (*j8Jk^?O

Apache H%P<8gs) r=.9k?aNICpsKD$FO"XWeb 5<S9s

!YH$&HTC/r2H7F/@5$#

9FCW 5: Mv Web 5<P<r SSL b<IG+O9k

HTTP Server ,"Z@qdjvF,Tol?3Hr=L7"=lrHQ7F SSL

;C7gsr+OG-kh&K9k?aK" HTTP Server rd_7F+iFO07

J1lPJiJ$3H,"j^9#

HTTP Server (*j8Jk) rd_7F+iFO09k?aKO"V=.*hSI}

(Configuration and Administration)WU)<`rHQ7F"J<N9FCWK>CF/

@5$#

1. VI} (Administration)Wr/jC/7^9#

2. VHTTP Server NI} (Manage HTTP servers)Wr/jC/7^9#

3. 5<P<r*r7^9#

4. U)<`Gs!5lkU#<kIK"*W7gsNO0Qia<?<r~O7^

9#

5. V+O (Start)Wr/jC/7^9#

m: Z@qNdjvFrTC?]K3N5<P<,BTfG"C?lgKO"5

<P<rd_7F+i+O7F/@5$#VFO0 (Restart)Wr/jC/
7?NGO"5<P<O"BTfKTol?Z@qNQ9r,:7b=LG

-J$3H,"j^9#

HTTP Server (Apache H%P<8gs) rd_7F+iFO09k?aKO"V=

.*hSI} (Configuration and Administration)WU)<`rHQ7F"J<N9F

CWK>CF/@5$#

1. VI} (Administration)Wr/jC/7^9#

2. 8&NaKe<GVlL*J5<P<I} (General Server Administration)W
N<NVHTTP Server NI} (Manage HTTP Servers)Wr/jC/7^9#

3. HQ9k5<P<r*r7"V+O (Start)W^?OVd_ (Stop)Wr/jC/
7^9#O0Qia<?<N\YKD$FO"*si$s&XkWr2H7F/

@5$#

24 iSeries: G#8?kZ@q^M<8c<
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=T*hS-hNP<8gsN HTTP Server for iSeries (*j8Jk^?O Apache

/=P<8gs) rI}9k?aNICpsKD$FO"XWeb 5<S9s!YH

$&HTC/r2H7F/@5$#

3liN?9/,0;9kH"Mv"Wj1<7gsr SSL b<IG+O7"=N

"Wj1<7gsGs!5lkG<?NWi$P7<N]nr+O9k3H,G-

^9#

9FCW 6: f<6<K"F+NVi&6<&=UH&'"Xm<+k CA Z@qN3T<r$s9H<k5;k

f<6<, Secure Sockets Layer (SSL) \3rs!7F$k5<P<K"/;99

kH"5<P<O"ID NZ@H7F"Z@qr=Nf<6<N/i$"sH&=U

H&'"Ks(7^9#/i$"sH&=UH&'"O"5<P<,;C7gsr

N)9k0K"5<P<NZ@qrEv-!:7J1lPJj^;s#5<P<Z

@qrEv-!:9kKO"/i$"sH&=UH&'"O"5<P<Z@qr/

T7?'ZI (CA) NZ@qNm<+k]I3T<K"/;9G-J1lPJj^

;s#5<P<,x+$s?<MCH CA N/T7?Z@qrs(9klgO"f

<6<NVi&6<"^?O>N/i$"sH&=UH&'"O{K"=N CA Z

@qN3T<rj-7F$J1lPJj^;s#3N7Jj*Nh&K"5<P<

,lQm<+k CA N/T7?Z@qrs(9klgO"Ff<6<O"G#8?

kZ@q^M<8c< (DCM) rHQ7F"=Nm<+k CA Z@qN3T<r$

s9H<k9k,W,"j^9#

Ff<6< (/i$"sH B"C"*hS D) O"<-N9FCWK>CFm<+k

CA Z@qN3T<r~j9k,W,"j^9#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`NfG"Vm<+k CA Z@qN PC XN$s9H
<k (Install Local CA Certificate on Your PC)Wr*r7F"m<+k CA

Z@qrVi&6<K@&sm<I7?j"m<+k CA Z@qr79F`e

NU!$kK]I7?j9k?aNZ<8r=(7^9#

3. Z@qr$s9H<k9k*W7gsr*r7^9#3N*W7gsO"m<+

k CA Z@qrHi9FCI&k<HH7F"Vi&6<K@&sm<I7^

9#3lrT&H"Vi&6<,"3N CA N/T7?Z@qrHQ7F$k

Web 5<P<H;-e"L.;C7gsrN)G-kh&KJj^9#Vi&

6<O"l"N&#sI&r=(7F"$s9H<k&Wm;9NJTrYg7

^9#

4. G#8?kZ@q^M<8c<N[<`&Z<8KakKO"VOKWr/jC

/7^9#

9FCW 7: Ff<6<K"m<+k CA XZ@qrWa5;k

3l^GN9FCWG"/i$"sH'ZQKZ@qrWa9kh&KMv Web

5<P<r=.7^7?#33G"f<6<O"3N Web 5<P<XN"/;9

NvDr@k?aKO"m<+k CA N/T7?-zJZ@qrs(7J1lPJ

j^;s#Ff<6<O"G#8?kZ@q^M<8c< (DCM) rHQ7"VZ

@qNn. (Create Certificate)W?9/rHQ7FZ@qrh@7J1lPJj^

;s#m<+k CA +iZ@qrh@9kKO"m<+k CA ]j7<, CA K

f<6<Z@qN/TrvD7F$k3H,,WG9#

h 4 O DCM 7Jj* 25
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Ff<6< (/i$"sH B"C"*hS D) O"<-N9FCWK>CFZ@qr

~j9k,W,"j^9#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`NfG"VZ@qNn. (Create Certificate)Wr*

r7^9#

3. n.9kZ@qN?$WH7F"Vf<6<Z@q (User certificate)Wr*r

7^9#Z@qKP9k1Lpsr~O9k?aNU)<`,=(5l^9#

4. U)<`K~O7F"V3T (Continue)Wr/jC/7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

5. 3N~@G"DCM Of<6<NVi&6<GnH7Fk)0*hSx+0rZ

@qKP7Fn.7^9#Vi&6<KhCF"3NWm;9rJak?aN&

#sI&,+0*K=(5l^9#3liN?9/KD$FNVi&6<N?a

K>$^9#Vi&6<,3liN-<r8.7?e"N'Z<8,=(5l"

DCM ,Z@qrn.7?3Hr(7^9#

6. 7,Z@qrf<6<NVi&6<&=UH&'"K$s9H<k7^9#Vi

&6<KhCF"3NWm;9rJak?aN&#sI&,+0*K=(5l^

9#Vi&6<,=(9kX(K>CF"3N?9/r0;7^9#

7. VOKWr/jC/7F?9/r*;7^9#

h}~KO"G#8?kZ@q^M<8c<KhCF"Z@qH iSeries f<6<&

WmU!$k,+0*KX"U1il^9#

26 iSeries: G#8?kZ@q^M<8c<
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79F`*hSMCHo</N;-ejF#<&]j7<rbak?aKG#8?

kZ@qrH&0K"G#8?kZ@qHO?+"^?G#8?kZ@qKhk;

-ejF#<eNajCHHO?+KD$F"}r7F*/,W,"j^9#

G#8?kZ@qHO"Z@qNj-Tr1L9kEv-!:r9kG#8?k.

$uN3HG"Q9]<HNh&JbNG9#'ZI (CA) HFPlkHi9FC

I&Q<F#<,"f<6<H5<P<^?O/i$"sH&"Wj1<7gs

K"G#8?kZ@qr/T7^9#Z@q,-zJ.$uH7F.j5lk?a

KO"CA K.Q,"k3H,0sHJj^9#

G#8?kZ@qN50KD$FN\YO"J<NHTC/r2H7F/@5$#

1L>

G#8?kZ@qN1LC-N\YKD$FNkKO"3Npsr*I_/@5$#

G#8?kp>

G#8?kp>Nb@"*hS"3lKhCF*V8'/HN]4-,INh&KN]

5lkN+KD$FNkKO"3Npsr*I_/@5$#

x+0Hk)0NZ"

G#8?kZ@qKX"U1ilF$k;-ejF#<&-<N\YKD$FNkK

O"3Npsr*I_/@5$#

'ZI (CA)
CA"9JoAG#8?kZ@qr/T9k(sF#F#<N\YKD$FO"3Np

sr*I_/@5$#

CRL LV

Z@qhjC7j9H (CRL) HO?+"*hS"Z@qNEv-!:*hS'ZNW

m;9G=Nj9HrI&H&+rNj?$lgO"3Npsr*I_/@5$#

Z@q9H"

Z@q9H"HO?+"*hS"G#8?kZ@q^M<8c< (DCM) rHQ7F"

Z@q9H"*hS=3K^^lkZ@qrh}9k}!KD$FNj?$lgO"3

Npsr*I_/@5$#

Ef

EfHO?+"*hS"G#8?kZ@qNEf!=rHQ7F;-ejF#<rs!

9k}!rNj?$lgO"3Npsr*I_/@5$#

Secure Sockets Layer (SSL)
SSL NJ1Jb@KD$FO"3Npsr*I_/@5$#

���

F CA KO"CA ,Z@qr/T9k?aK,WH9k1Lpsr=G9k]j7

<,8_7^9#x+$s?<MCH'ZINfKO">0dERa<k&"Il

9JINo:+Jps7+,WH7J$bNb"j^9#>Nx+ CA KO"bC

H?/Npsr,WH7"Z@qN/T0K=N1LpsNhj7)JZ@rWa

9kbNb"j^9#?H(P"Public Key Infrastructure Exchange (PKIX) ,Jr

© Copyright IBM Corp. 1999, 2002 27



5]<H9k CA GO"Wa5,"Z@qN/T0KP?!X (RA) rL8F1L

psr!Z9k,W,"j^9#7?,CF"Z@qr.$uH7Fu1~l"H

Q9kDbjJi"CA N1LWor4YF"=NWo,;-ejF#<eN,W

-Kg&+I&+r=G7J1lPJj^;s#

1L> (DN) HO"Z@qNj-TN1Lpsr(9QlG"Z@q\NNltG

9#Z@qr/T9k CA N1L]j7<K~8F"DN KO5^6^Jps,^

^l^9#G#8?kZ@q^M<8c< (DCM) rHQ9kH"lQ'ZIr?

Q7F"lQZ@qr/T9k3H,G-^9#^?"x+$s?<MCH CA ,

H%QK/T9kZ@qN?aN"DN psH-<NZ"r8.9k3HbG-^

9#IAiN?$WNZ@qKb^^lk DN psKO"!Nh&JbN,"j^

9#

v Z@qj-TNlL>

v H%

v H%bNDN

v T

v #

v q

DCM rHQ7FlQZ@qr/T9klgO"=NZ@qQK"?H(P!Nh&

JICN DN ps,s!5lklgb"j^9#

v P<8gs 4 N IP "Il9

v 04$~Ia$s&M<`

v ERa<k&"Il9

Z@qrHQ7F>[d_MCHo</ (VPN) \3r=.9k=jNlgO"3N

ICps,r)A^9#

�������

ER8q^?O=N>N*V8'/HNG#8?kp>O"EfA0Gn.5l"

qL8qGNp>Kjv7^9#G#8?kp>Khj"*V8'/HN/.5N

Z@,s!5l"^?"=N*V8'/HN]4-r!Z9kjJ,s!5l^

9#G#8?kZ@qNj-TO"=NZ@qNk)0rHQ7F*V8'/HK

Vp>W7^9#*V8'/HNu.&GO"P~9kx+0rHCFp>r|f

7"p>Q_*V8'/HN]4-r!Z7"w.&r=<9H7F!Z7^9#

'ZI (CA) GO"/T9kZ@qKp>7^9#3Np>O"'ZINk)0G

Ef=5l?G<?&9Hjs0G=.5lF$^9#7?,CF"'ZINx+

0rHCFp>r|f9kH"9YFNf<6<,Z@qNp>r!ZG-^9#

G#8?kp>O"f<6<^?O"Wj1<7gs,G#8?kZ@qNk)0

rHQ7F*V8'/HeKn.9k"ER*Jp>N3HG9#*V8'/He

NG#8?kp>Khj"p>T (p>-<Nj-T) N ID H"*V8'/HN/

.5HN"G-NER*JkSU1,Tol^9#G#8?kp>r^sG$k*

V8'/HK"/;99k]KO"*V8'/HNp>r!Z9k3HKhj"=

N*V8'/HNw.5,5vG"k3HrN+ak3H,G-^9 (?H(P"

@&sm<I7h&H7F$k"Wj1<7gs,"IBM JINh&JvD5l?

28 iSeries: G#8?kZ@q^M<8c<



w.5+iB]KwilF$k+I&+JIrN'G-^9)#3N!ZWm;9K

hj"p>eK*V8'/HKP7F$vDNQ9,Tol?+I&+r=L9k

3HbG-^9#

G#8?kp>N/-r(9c

"k=UH&'"+/T, iSeries "Wj1<7gsrn.7^7?#3N+/T

O"3N"Wj1<7gsr[[9kK"?j"\RN?aKXxG39HzLN

b$jJH7F"$s?<MCHP3GN[[rT$?$HM(F$^9#7+7

`O"\R,$s?<MCHP3GNWm0i`N@&sm<IK|0rz$F$

k3HrNCF$^9#,5JWm0i`G"k3Hru$J,i"BO&#k9

JIN-2JWm0i`r^sG$k*V8'/HNdj,}(F$k3HrM(

kH"3Nh&J4[O5}bJ$3HG9#

7?,CF"`NqR,"Wj1<7gsN,5Jw.5G"k3Hr\R,N'

G-kh&K""Wj1<7gsKG#8?k0Np>rT&3HK7^7?#`

O"lL*KNilF$kx+'ZI+i~j7?G#8?kZ@qNk)0rH

Q7F""Wj1<7gsKp>rT$^9#=N&(G"=N"Wj1<7gs

r\R,@&sm<IG-kh&K7^9#@&sm<I&QC1<8NltH7

F"*V8'/HXNp>KHQ7?G#8?kZ@qN3T<r^a^9#\R

O""Wj1<7gs&QC1<8r@&sm<I9kH-K"Z@qNx+0r

HQ7F"Wj1<7gsNp>r!Z9k3H,G-^9#3NWm;9Kh

j"\RO"Wj1<7gsN1L*hS!ZrT&3H,G-"^?""Wj1

<7gs&*V8'/HNbF,p>eKQ95lF$J$3HrN'9k3H,

G-^9#

���������

G#8?kZ@qKO=l>l"_$KX"7?Ef0NZ","j^9#3N-

<NZ"O"k)0Hx+0G=.5lF$^9# (p>!:Z@qOc0G"X

"7?x+07+}CF$^;s#)

x+0Oj-TNG#8?kZ@qNltG"j"9YFNf<6<,HQG-^

9#7+7"k)0O"-<Nj-T,]n7F*j"=Nj-T7+HQG-^

;s#3N)B5l?"/;9Khj"-<rHQ9kL.NB4-,]?l^

9#

Z@qNj-TO"3liN-<rHQ9k3HKhj"-<,s!9kEf;-

ejF#<!=rxQG-^9#?H(P"Z@qNj-TO"Z@qNk)0r

HCF"f<6<H5<P<HNVGw.5lkG<? (aC;<8"8q"*h

S3<I&*V8'/HJI) KVp>W7?j"G<?rEf=7?j9k3H

,G-^9#p>U-*V8'/HNu.&O"p>TNZ@qK^^lF$kx

+0rHQ7Fp>r|f9k3H,G-^9#3Nh&JG#8?kp>Kh

j"*V8'/HNw.5N.j-,]Z5l"=N*V8'/HN]4-r!:

9kjJ,s!5l^9#

h 5 O G#8?kZ@qN50 29



��� (CA)
'ZI (CA) HO"f<6<H5<P<KG#8?kZ@qr/TG-k"5'5

l?f{I}(sF#F#<N3HG9#Z@q,-zJ.$uH7F.j5lk

KO"CA K.Q,"k3H,0sHJj^9#CA O"=Nk)0rHCF"Z@

qN/T5NEv-!:r9k?aK/T9kZ@qK"G#8?kp>rn.7

^9#u.&O CA Z@qNx+0rHQ7F"CA ,/T7"p>7?Z@qN

'Z-r!Z9k3H,G-^9#

CA O"VeriSign Nh&Jx0N&Q(sF#F#<G"klgH"H%,btQ

K?Q9klQ(sF#F#<G"klg,"j^9#$/D+NkH,"$s?

<MCH&f<6<N?aK&QN'ZI5<S9rs!7F$^9#G#8?k

Z@q^M<8c< (DCM) rH&H"x+ CA NZ@qblQ CA NZ@qbI

}G-^9#

^?"H+NlQ CA r?Q7F"79F`df<6<KlQZ@qr/T9kl

gKb"DCM OHQG-^9#CA Gf<6<Z@q,/T5lkH"DCM GO

=NZ@qr"=Nf<6<N iSeries 79F`&f<6<&WmU!$kK+0*

KX"U1^9#3lKhj"Z@qN"/;9"HvD,"j-TNf<6<&

WmU!$kN"/;9"HvDH18KJj^9#

Hi9FCI&k<Hu7

Hi9FCI&k<HHO"'ZINZ@qKCLK?(ilkFNG9#Hi9

FCI&k<HNXj,"kH"Vi&6<^?O>N"Wj1<7gsO"'Z

I (CA) ,/T9kZ@qr'Z7"u1~lk3H,G-^9#

'ZINZ@qrVi&6<K@&sm<I9kH"Vi&6<rHQ7F"=N

'ZIrHi9FCI&k<HKXj9k3H,G-^9#Z@qNHQr5]<

H9k=N>N"Wj1<7gsb"CA r5'9kh&K=.7F+iGJ1l

P"CjN CA ,/T9kZ@qr'Z7"5'9k3HOG-^;s#

DCM rHQ9kH"Z@q9H"N'ZI (CA) Z@qN5'u7r"HQD=

K7?jHQTDK7?j9k3H,G-^9#CA Z@qrHQD=K7?l

g""Wj1<7gs,=lrHQ7F"CA ,/T9kZ@qN'Z*hSu1

~lrT(kh&KXj9k3H,G-^9#CA Z@qrHQTDK9kH""

Wj1<7gs,=lrHQ7F"CA ,/T9kZ@qN'Z*hSu1~lr

T(kh&KXj9k3HOG-^;s#

'ZIN]j7<&G<?

G#8?kZ@q^M<8c<rHCF'ZI (CA) rn.9kH"CA N]j7

<&G<?rXjG-^9#CA N]j7<&G<?KO"CA Np>C",-R5

lF$^9#]j7<&G<?KhCF!N3H,h^j^9#

v CA Gf<6<Z@qr/T7"=lKp>G-k+I&+

v CA G/T5lkZ@qN-z|B
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��������	 (CRL) ���

Z@qhjC7j9H (CRL) O"CjN'ZI (CA) N"5zJZ@q*hShj

C5l?Z@qr9YFj9H=(7?U!$kG9#CA Oj|*K=N CRL

r977"xQTO=lr Lightweight Directory Access Protocol (LDAP) G#l/

Hj<Gx=G-^9#U#sisIN SSH JI/tN CA GO"f<6<,>

\"/;9G-k LDAP G#l/Hj<G"CRL =NbNrx=7F$^9#CA

,=N CRL rx=9klg"Z@qKO"CRL [[]$sHNH%r Uniform

Resource ID (URI) A0GH_~sG"3N3H,@-5l^9#

G#8?kZ@q^M<8c< (DCM) rHQ9kH"CRL LVpsrjA*hS

I}7F"f<6<,HQ9kZ@qd0t+iu1~lkZ@qN'Zr"hj

7)KT&3H,G-^9#CRL NLVjAKO"CRL r]I9k Lightweight

Directory Access Protocol (LDAP) 5<P<N"LVH"/;9ps,(5lF$^

9#

Z@qN'ZrBT9k"Wj1<7gsO"CjN CA N CRL LV,jA5l

F$lP=3K"/;97F"=N CA ,CjNZ@qrhjC7F$J$3Hr

N'7^9#DCM rHQ9kH""Wj1<7gs,Z@qN'ZfK CRL h}

rBT9kNK,WH9k"CRL LVpsrjA*hSI}9k3H,G-^9#

Z@qN'ZN?aK CRL h}rBT9k"Wj1<7gsdWm;9NcH7

FO">[d_MCHo</ (VPN) N Internet Key Exchange (IKE) 5<P<"

Secure Sockets Layer (SSL) P~"Wj1<7gs"*V8'/Hp>Wm;9JI

,"j^9#^?"CRL LVrjA7"=lr CA Z@qHX"U1klg"

DCM O"Xj5l? CA ,/T9kZ@qNEv-!:Wm;9NltH7F"

CRL h}rBT7^9#

����	�

Z@q9H"OClJ-<&G<?Y<9&U!$kG"G#8?kZ@q^M<

8c< (DCM) O3lrHQ7F"G#8?kZ@qr]I7^9#Z@q9H"

KO"f<6<,-<N]IK 4758 Ef=3Wm;C5<rHQ9k3Hr*r

7?lgr|-"Z@qNk)0b^^l^9# DCM GO"$/D+N?$WN

Z@q9H"rn.*hSI}9k3H,G-^9# DCM O"Z@q9H"r=

.9k IFS G#l/Hj<*hS IFS U!$kXN"/;9)fHQ9o<IH

rH_go;F"Z@q9H"XN"/;9r)f7^9#

Z@q9H"O"=3K^^lkZ@qN?$WKpE$F,`5l^9#=l>

lNZ@q9H"GBTG-kI}?9/O"=NZ@q9H"K^^lkZ@q

N?$WKhCF[Jj^9#DCM GO"f<6<,n.7"I}9k3HNG-

k"J<Nv0jA5l?Z@q9H",s!5lF$^9#

m<+k'ZI (CA)
m<+k CA ,n.5lkH"DCM O3NZ@q9H"rHQ7F"m<+k CA

Z@qH=Nk)0r]I7^9#3NZ@q9H"NZ@qrHQ9kH"m<+k

CA rHQ7F/T5lkZ@qKp>9k3H,G-^9#m<+k CA ,Z@q

r/T9kH"DCM O"CA Z@qN3T< (k)0NJ$bN) r,ZJZ@q9

H" (?H(P *SYSTEM) K~l"'ZKHQ7^9#"Wj1<7gsO CA Z@

qrHQ7F"Z@qN/.5r!Z7"SSL M47(<7gsNltH7F=NEv

-r!:7F"q;XN"Br'D7^9#
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*SYSTEM
DCM N3NZ@q9H"O""Wj1<7gs, Secure Sockets Layer (SSL) L.;

C7gsK2C9k?aKHQ9k"5<P<^?O/i$"sHZ@qrI}9k?

aKs!5l^9#IBM iSeries "Wj1<7gs (*hS>Nt?/N=UH&'"

+/TKhk"Wj1<7gs) O"*SYSTEM Z@q9H"NZ@qN_rHQ9k

h&Kn.5lF$^9#f<6<, DCM rHQ7Fm<+k CA rn.9k]"

DCM ,=NWm;9NlDH7F3NZ@q9H"rn.7^9#5<P<^?O/

i$"sH&"Wj1<7gsGHQ9kZ@qr VeriSign JINx+ CA +i~j

9k3Hr*r7?lg"3NZ@q9H"Of<6<,n.7J1lPJj^;s#

*OBJECTSIGNING
DCM ,s!9k3NZ@q9H"O"*V8'/HKG#8?kp>r9k]KHQ

5lkZ@qrI}9k?aNbNG9#^?"3NZ@q9H"bN?9/Khj"

*V8'/HeKG#8?kp>rn.7?j"*V8'/HeNG#8?kp>r=

(*hS!Z7?j9k3HbG-^9#f<6<, DCM rHQ7Fm<+k CA

rn.9k]"DCM ,=NWm;9NlDH7F3NZ@q9H"rn.7^9#*

V8'/HKp>9k?aKHQ9kZ@qr VeriSign JINx+ CA +i~j9k

3Hr*r7?lg"3NZ@q9H"Of<6<,n.7J1lPJj^;s#

*SIGNATUREVERIFICATION
DCM ,s!9k3NZ@q9H"O"*V8'/HNG#8?kp>N'Z-r!Z

9k]KHQ5lkZ@qrI}9k?aNbNG9#G#8?kp>r!ZG-kh

&K"3NZ@q9H"KO"*V8'/HKp>7?Z@qN3T<,^^lF$J

1lPJj^;s#Z@q9H"KO"*V8'/Hp>Z@qr/T7? CA N

CA Z@qN3T<b^^lF$J1lPJj^;s#3liNZ@qO"=T79F

`K"k*V8'/Hp>Z@qr9H"K(/9]<H9k3HKhCF~j9k3

Hb"*V8'/Hp>T+iu1hC?Z@qr$s]<H9k3HKhCF~j9

k3HbG-^9#

=N>N79F`Z@q9H"

3NZ@q9H"O"SSL ;C7gsKHQ5lk5<P<^?O/i$"sHZ@q

NeX]IljHJj^9#V>N79F`Z@q9H" (Other System Certificate

Store)WO"SSL Z@qr]I9k"f<6<jAN 2 !*JZ@q9H"G9#V=

N>N79F`Z@q9H" (Other System Certificate Store)W*W7gsr*r9k

H"Z@qK SSL_Init API rHQ7FWm0i^AC/J"/;9rT$"Z@qr

HQ7F SSL ;C7gsrN)9k"f<6<n.N"Wj1<7gsQNZ@qr

I}9k3H,G-^9#3N API rHQ9kH""Wj1<7gsO"f<6<,

CKXj7?Z@qGOJ/"Z@q9H"NGU)kHZ@qrHQ9k3H,G-

^9#Lo"3NZ@q9H"O"DCM NJ0Njj<9+iZ@qr^$0l<7

gs9klg""k$O SSL GHQ9k?aKZ@qNCLJ5V;CHrn.9k

lgK"HQ5l^9#

m: iSeries 5<P<K IBM 4758 PCI Ef=3Wm;C5<,$s9H<k5lF

$klgO"Z@q (*V8'/Hp>Z@qO|-^9) QK"LNk)0]

I*W7gsr*V3HbG-^9#3Wm;C5<+NKk)0r]I9k

3Hb"3Wm;C5<rHQ7Fk)0rEf=7"=lrZ@q9H"G

OJ/CLN-<&U!$kK]I9k3HbG-^9#

DCM O"Q9o<IrHQ7FZ@q9H"XN"/;9r)f7^9#^?"}

gU!$k&79F`&G#l/Hj<H"Z@q9H"r=.9kU!$kN"

"/;9)fr]i7^9#m<+k'ZI (CA)"*SYSTEM"

*OBJECTSIGNING"*SIGNATUREVERIFICATION NFZ@q9H"O"}gU!
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$k&79F`bNCjNQ9KJ1lPJj^;s,"=N>N79F`Z@q

9H"O"}gU!$k&79F`bN$UNljKV/3H,G-^9#

��

EfO"G<?rB4K]D;QG9#EfKhj"psr]I7?j>Nf<6

<HL.7?j9k3H,G-k[+K"X8NJ$f<6<K]I5l?psd

L.NbFrNilJ$h&K9k3H,G-^9#Ef=HO"}rD=JF-

9Hr}rTD=JG<? (EfF-9H) KQ99k3HG9#|fHO"}rT

D=JG<?+i}rD=JF-9HKa93HG9#3N 2 DNWm;9KO"

tXeNx0^?O"k4j:`"=7FG<?Nk)Ngx (-<) ,X87^

9#

EfKO!N 2 o`,"j^9#

v &Q / k)0 (PN) Ef}0GO"1 DN-<r/.&Hu.&,>Nf<6

<KNilJ$h&K&-7^9#Ef=H|fN>}G"18-<rHQ7^

9#

v x+0 (sPN) Ef}0GO"Ef=H|fG"L9N-<rHQ7^9#ps

rwu.9kf<6<O"x+0Hk)0+iJk-<NZ"r}A^9#x+

0O"LoOG#8?kZ@qbG+3K[[5lF$^9,"k)0O"j-

T,B4K]I7F$^9#2 DN-<OtXeX8,"j^9,"x+0+i

k)0rz-P93HOBA*KOTD=G9#CjNf<6<Nx+0GEf

=5l?*V8'/H (aC;<8JI) O"X"9kk)0GN_|f9k3H

,G-^9#?PK"5<P<^?Of<6<,"k)0rHQ7F*V8'/

HKVp>W7F"u.T,=lKP~9kx+0rHQ7FG#8?kp>r

|f7"=N*V8'/HNw.5H]4-r!Z9k3HbG-^9#

Secure Sockets Layer (SSL)
Secure Sockets Layer (SSL) O"Netscape KhCFn.5l?bNG"/i$"sH

H5<P<VN;C7gsEf=NH&8`G9#SSL O"sPN-<"9JoA

x+0NEfrHQ7F"5<P<H/i$"sHVN;C7gsrEf=7^

9#/i$"sHH5<P<&"Wj1<7gsGO"G#8?kZ@qNr9~

K"3N;C7gs&-<rM47(<7gs7^9#-<O 24 ~VeK+0*

K|B,Zl"SSL Wm;9GO"5<P<\3H/i$"sH4HKL9N-<

,n.5l^9#=NkL"svDf<6<,;C7gs&-<reTu.7|f

7?H7Fb"=NeN;C7gsG=N-<rHCFp09k3HOG-^;

s#

h 5 O G#8?kZ@qN50 33
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� 6 � DCM ���

G#8?kZ@q^M<8c< (DCM) rHQ7FqRNG#8?kZ@qrzL

*KI}9k?aKO";-ejF#<&]j7<NltH7FG#8?kZ@q

rINh&KHQ9kN+KD$F"4N*JWhr)FF*/,W,"j^9#

DCM rHQ9kWhN)F}"*hSG#8?kZ@q,f<6<N;-ejF#

<&]j7<KI&,g9k+KD$FN\YO"J<NHTC/r2H7F/@

5$#

DCM NHQKX9kWo

$s9H<k,,WJ=UH&'"*hS DCM rHQ9kh&K79F`r;CH

"CW9k]K,WJ=N>NpsKD$FO"3lr*I_/@5$#

G#8?kZ@qN?$W

DCM rHQ7FI}9k3HNG-k5^6^JZ@qN?$WKD$FNkKO"

3Npsr2H7F/@5$#

x+Z@qHlQZ@q

Z@qKhCFs!5lkhjbYJ;-ejF#<rxQ9k?aK"Z@qrIN

h&KHQ9k+rha?e"+,NS8M9eN,W-KGb,g9kZ@qN?$

Wrhj9k}!rNj?$lgO"3NpsrHQ7F/@5$#f<6<O"x+

CA +ih@7?Z@qrHQ9k3Hb"lQ CA rn."?Q7FZ@qr/T

9k3HbG-^9#IAiN}!GZ@qrh@9k+O"Z@qrINh&KH&

+KhCFh^j^9#

Secure Sockets Layer (SSL) L.N?aNG#8?kZ@q

"Wj1<7gs,;-e"L.;C7gsrN)G-kh&K"Z@qrHQ9k}

!,Nj?$lgO"3NpsrxQ7F/@5$#

f<6<'ZNG#8?kZ@q

Z@qrHQ7F"iSeries 5<P<q;K"/;99kf<6<r5iK7)K'Z9

k}!rNj?$lgO"3NpsrxQ7F/@5$#

>[Wi$Y<H&MCHo</ (VPN) \3r'Z9k?aNG#8?kZ@q

Z@qr VPN \3=.NltH7FHQ9k}!rNj?$lgO"3NpsrxQ

7F/@5$#

*V8'/HKp>9k?aNG#8?kZ@q

Z@qrHQ7F"*V8'/HN]4-rNBK9k}!d"*V8'/HNG#8

?kp>r!:7F=N'Z-rN'9k}!rNj?$lgO"3NpsrxQ7F

/@5$#

*V8'/HNp>!:N?aNG#8?kZ@q

Z@qrHQ7F"*V8'/HNG#8?kp>r!:7F=N'Z-rN'9k}

!rNj?$lgO"3NpsrxQ7F/@5$#

DCM ���	�����

G#8?kZ@q^M<8c< (DCM) O""Wj1<7gsNG#8?kZ@q

r8f*KI}9k?aKHQG-k"5AN iSeries U#<Ac<G9# DCM

r5oKHQ9kKO"J<N`\r,:BT7F/@5$#
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v Cryptographic Access Provider i$;s9&Wm0i` (5722-AC3) r$s9H<

k7^9#3NEfWm@/HKhj"(/9]<H*hS$s]<H,'Kp

E$F"Ef"k4j:`K'ailkGg-<9,h^j^9#Z@qrn.

9kKO"3N=Jr$s9H<k9k,W,"j^9#

v OS/400 N*W7gs 34 r$s9H<k7^9#3lOVi&6<&Y<9N

DCM U#<Ac<G9#

v IBM HTTP Server for iSeries (5722-DG1) r$s9H<k7F"*ADMIN 5<P

<&$s9?s9r+O7^9#

v Web Vi&6<*hS HTTP Server *ADMIN $s9?s9rHQ7F DCM U

#<Ac<K"/;9G-kh&K"79F`K TCP r=.7F/@5$#

m: ,WJ=J,9YF$s9H<k5lJ$H"Z@qrn.G-^;s#,W

J=J,$s9H<k5lF$J$H"DCM +i"-jJ$=.WGr$s9

H<k9kh&(i<&aC;<8,=(5l^9#

������������

G#8?kZ@qO$/D+No`K,`5l^9#,`O"Z@qNHQ}!K

pE$F$^9#G#8?kZ@q^M<8c< (DCM) rHQ9kH"J<N?

$WNZ@qrI}9k3H,G-^9#

'ZI (CA) NZ@q

'ZINZ@qO"Z@qrj-9k'ZI (CA) N1LNEv-!:r9kG#8?

k.$uG9#'ZINZ@qKO"'ZIKD$FN1Lps,^^lF$kNKC

(F"x+0b^^lF$^9#u.&O CA Z@qNx+0rHQ7F"CA ,/

T7"p>7?Z@qN'Z-r!Z9k3H,G-^9#'ZINZ@qO"

VeriSign JINLN CA KhCFp>5lk3Hb"j^9,"H)(sF#F#<

G"klgO+Jp>9k3Hb"j^9#G#8?kZ@q^M<8c<Gn.9k

CA OH)(sF#F#<KJj^9#u.&O CA Z@qNx+0rHQ7F"CA

,/T7"p>7?Z@qN'Z-r!Z9k3H,G-^9# SSL"*V8'/HX

Np>"^?O*V8'/Hp>N!ZN?aKZ@qrHQ9kKO"=NZ@qr

/T7? CA N CA Z@qN3T<b,WKJj^9#

5<P<^?O/i$"sHNZ@q

5<P<^?O/i$"sHNZ@qO";-e"L.N?aKZ@qrHQ9k5<

P<^?O/i$"sH&"Wj1<7gsr1L9k"G#8?k.$uG9#5<

P<^?O/i$"sHNZ@qKO""Wj1<7gsrj-9kH%KX9k1L

ps (?H(P79F`N1L>) b^^lF$^9#^?"Z@qKO79F`Nx

+0,^^lF$^9#5<P<,;-e"L.N?aK Secure Sockets Layer (SSL)

rHQ9kH-KO"G#8?kZ@q,,WG9#G#8?kZ@qr5]<H9k

"Wj1<7gsGO"/i$"sH,5<P<K"/;99kH-K"5<P<N1

Lr!Z9k?aK5<P<NZ@qr!:G-^9#!K""Wj1<7gsO"/

i$"sHH5<P<VN SSL Ef=;C7gsr+O9k]NpCH7F"Z@q

N'ZrHQG-^9#3liN?$WNZ@qNI}O"*SYSTEM Z@q9H"+

iN_T&3H,G-^9#
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*V8'/Hp>NZ@q

*V8'/Hp>NZ@qO"*V8'/HKG#8?kVp>Wr7F"HQ5lk

Z@qG9#*V8'/HKp>9k3HKhj"*V8'/HN]4-H"*V8'

/HNw.5^?Oj-"N>}r!Z9kjJrs!9k3H,G-^9#3NZ@

qrHQ7F"Integrated File System (IFS) bN[HsIN*V8'/Hd *CMD *

V8'/HJIr^`5^6^J*V8'/HKp>9k3H,G-^9#p>D=J

9YFN*V8'/Hr^`j9H,"X*V8'/Hp>*hSp>N!:YNHT

C/KG\5lF$^9#*V8'/Hp>NZ@qNk)0rQ$F*V8'/HK

p>9kH"=N*V8'/HNu.T,*V8'/Hp>r57/'Z9k?aK

O"=Nu.TK"=lKP~9kp>!:Z@qXN"/;9",J1lPJj^;

s#3liN?$WNZ@qNI}O"*OBJECTSIGNING Z@q9H"+iN_T&

3H,G-^9#

p>!:Z@q

p>!:Z@qO"*V8'/Hp>Z@qN3T<G9,"3lKO=NZ@qNk

)0O^^lF$^;s#p>!:Z@qNx+0rHQ9kH"*V8'/Hp>Z

@qGn.7?G#8?kp>r'Z9k3H,G-^9#p>r!:9k3HKh

j"*V8'/HN/.5r=L9k3H,G-"^?"=N*V8'/H,p>eK

Q95lF$J$+I&+r=L9k3H,G-^9#3liN?$WNZ@qNI}

O"*SIGNATUREVERIFICATION Z@q9H"+iN_T&3H,G-^9#

f<6<Z@q

f<6<Z@qHO"Z@qrj-9k/i$"sH^?Of<6<N1LNEv-!

:r9kG#8?k.$uG9##GO"?/N"Wj1<7gs,"f<6<>dQ

9o<IGOJ/Z@qrHQ7F"q;KP7Ff<6<N'ZrT&!=r5]<

H7F$^9#G#8?kZ@q^M<8c< (DCM) O"lQ CA ,/T9kf<

6<NZ@qr"=Nf<6<N iSeries f<6<&WmU!$kH+0*KX"U1

^9#^?"DCM rHQ9kH">N'ZIG/T5lkf<6<Z@qr"=Nf

<6<N iSeries f<6<&WmU!$kHX"U1k3HbG-^9#

G#8?kZ@q^M<8c< (DCM) rHQ7FZ@qrI}9klg"DCM

O"JeNh&J,`K>CFZ@qrT.7"Z@qH=lKX"7?k)0r

Z@q9H"K~l^9#

m: iSeries 5<P<K IBM 4758 PCI Ef=3Wm;C5<,$s9H<k5lF

$klgO"Z@q (*V8'/Hp>Z@qO|-^9) QK"LNk)0]

I*W7gsr*V3HbG-^9#3Wm;C5<+NKk)0r]I9k

3HbG-^9#"k$O"3Wm;C5<rHQ7Fk)0rEf=7"=

lrZ@q9H"GOJ/CLN-<&U!$kK]I9k3HbG-^9#

?@7"f<6<Z@qH=Nk)0O"f<6<N79F`eN"Vi&6

<&=UH&'"+">N/i$"sH&=UH&'"&QC1<8,HQ9

kU!$kN$:l+K]I5l^9#

����������

Z@qrHQ9k3HKhj7?i";-ejF#<N,W-K~8F"G,JZ

@qN?$Wr*r9k,W,"j^9#Z@qrh@9kKO"!N}!N$:

l+r*r7^9#

v x+$s?<MCH'ZI (CA) +iZ@qrX~9k#

v f<6<*hS"Wj1<7gsQNlQZ@qr/T9kH+N CA r?Q9

k#
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v x+$s?<MCH CA HH+N CA +i~j7?Z@qrH_go;FHQ

9k#

3N 3 DN}!NIlr*r9k+O"$m$mJWxKhCFh^j^9,"G

bEWJWxN 1 D,"Z@q,HQ5lkD-G9#S8M9*hS;-ejF

#<eN,W-K,7?*rhrhakNKr)Dpsr"$/D+s2F*-^

9#

x+Z@qNHQ

x+$s?<MCH CA GO",WJAbrY'&f<6<KZ@qr/T7^

9#7+7"$s?<MCH CA +iZ@qr/T9kKO"^:"\MG"k3

HNZ@,,WG9#7+7"3NlYkNZ@O"CA N1L]j7<KhCF

5^6^G9#CA +iZ@qrh@7h&H""k$O CA ,/T9kZ@qr

5'7h&Hhak0K"CA N7EJ1L]j7<,;-ejF#<eN,W-

K,7F$k+I&+r!$9k,W,"j^9# Public Key Infrastructure for

X.509 (PKIX) ,JNQ=K<$"fS*77$x+ CA NfKO"Z@qN/T

K"3l^GhjOk+K7JJ1L,Jr_1F$kbN,"j^9#3Nh&

J PKIX CA +iZ@qrh@9kWm;9O+Jj#(G9,"=N CA ,/T

9kZ@qrHQ9lP"Cjf<6<Khk"Wj1<7gsXN"/;9N]

n,"hjNBK]Z5lk3HKJj^9#G#8?kZ@q^M<8c<

(DCM) rH&H"3liN77$Z@q,JrHQ9k PKIX CA ,/T9kZ@

qrHQ*hSI}G-^9#

^?"x+ CA rHCFZ@qr/T9kNKW9k39HKD$FbM89k,

W,"j^9#Z@qr/T9k,W,"k5<P<^?O/i$"sH&"Wj

1<7gs"*hSf<6<Nt,BilF$klgO"39HOEgJWGGO

J$+b7l^;s#7+7"/i$"sH'ZQKx+Z@qr,WH9klQ

f<6<r"?tz(F$klgO"39H,CKEWKJCF-^9#3Nlg

O"x+ CA ,/T9kZ@qNCjN5V;CH@1ru1~lkh&K5<P

<&"Wj1<7gsr=.9kNK,WJ"I}nHdWm0i_s0nHbM

8K~lJ1lPJj^;s#

x+ CA +iNZ@qrHQ9kH"~Vdq;rasG-^9#3lO"?/N

5<P<d/i$"sH"f<6<&"Wj1<7gs,"lL*KNilF$k

x+ CA G"lP[HsIr'19kh&K=.5lF$k?aG9#^?">N

kHdf<6<b"lQ CA ,/T9kZ@qhj"lL*KNilF$kx+N

CA ,/T9kZ@qN}r"'17"5'9kHM(il^9#

lQZ@qNHQ

H+Nm<+k CA rn.9kH"kHdH%JIN"OOrBj7?79F`H

f<6<KZ@qr/TG-^9# H+N CA Nn.*hS]irT&3HKh

j"0k<WbN5'5l?f<6<KN_Z@qr/TG-^9#3lKhj"

Z@qNj-T"D^jq;XN"/;9"j-Trhj7EKI}9k3H,G

-k?a";-ejF#<,/=5l^9#H+Nm<+k CA r]}9k3HN

x_*JGajCHO"~VHq;rqd9,W,"kH$&@G9#7+7"G

#8?kZ@q^M<8c< (DCM) rHQ9k3HKhj"3NWm;9OFW

KJj^9#
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m<+k CA rHQ7F/i$"sH'ZQNZ@qrf<6<KP7F/T9k

lg"=Nf<6<NZ@qr iSeries Nf<6<&WmU!$kHX"U1k+I

&+rhj9k,W,"j^9#f<6<NZ@qr iSeries Nf<6<&WmU!

$kHX"U1?$lgKO"=Nf<6<Km<+k CA +i DCM rp7FZ

@qr~j5;k3H,G-^9#^?"V5R2 J_GO"API rHQ7FZ@q

rs iSeries f<6<XWm0i^AC/K/T9k3HKhj"=liNf<6<

, iSeries Nf<6<&WmU!$kr}?J/Fb"/i$"sH'ZQNlQZ

@qrHQG-kh&K9k3H,G-^9#

m: $:lN CA rHQ7FZ@qr/T9klgGb"79F`eN"Wj1<

7gsGIN CA r5'9k+O"79F`I}T,ha^9#lL*KNi

lF$k CA NZ@qN3T<,Vi&6<bK+D+C?lg"=N CA K

hj/T5l?5<P<Z@qr5'9kh&K"Vi&6<r_j9k3H

,G-^9#?@7"=N CA Z@q, *SYSTEM Z@q9H"KJ1lP"

5<P<O"=N CA ,/T7?f<6<^?O/i$"sHZ@qr5'G

-^;s#CA N/T9kf<6<Z@qr5'9kKO"CA +i CA Z@

qN3T<rh@9k,W,"j^9#3lO57$U!$kA0G"k,W

,"j"f<6<O"=NZ@qr DCM Z@q9H"KIC7J1lPJj

^;s#

x+Z@qHlQZ@qNIAirHQ9kN,S8M9e"*hS;-ejF#

<eN,W-KGb,7F$kN+rhak]KO"lL*JZ@qNHQ}!N

7Jj*r2H9k3H,r)A^9#

X"?9/

Z@qNHQ}!HHQ9kZ@qN?$Wrhj7?e"G#8?kZ@q^M

<8c<rHQ7FWhrBT9k}!KD$F"!NHTC/r2H7F/@5

$#

v XlQ CA Nn.*hS?QYGO"lQZ@qr/T9k CA r?Q9kl

gKBT7J1lPJiJ$?9/KD$Fb@7F$^9#

v Xx+$s?<MCH CA +iNZ@qNI}YGO"lL*KNilF$kx

+ CA (PKIX CA JI) +iNZ@qrHQ9klgK"BT7J1lPJiJ

$?9/KD$Fb@7F$^9#

v Xm<+k CA rHQ7F>N iSeries 79F`NZ@qr/TYGO"lQ

CA N/T7?Z@qr#tN79F`GHQ9klgK"BT7J1lPJi

J$?9/KD$Fb@7F$^9#

SSL ������������������

G#8?kZ@qrHQ9kH""Wj1<7gsr=.7F Secure Sockets Layer

(SSL) rHQ7";-e"L.;C7gsrN)9k3H,G-^9#SSL ;C7

gsrN)9klg"5<P<O,:"\3rWa9k/i$"sH,Ev-!:

rT(kh&K"Z@qN3T<rs!7^9#SSL \3rHQ9kH"!N3H

,Tol^9#

v /i$"sH^?O(sI&f<6<K"=N5$H,'Z5lF$k3Hr]

Z9k#
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v L.;C7gsrEf=7F"=N\3rp7Fdjhj5lkG<?NWi$

P7<,]?lk3Hr]Z9k#

5<P<*hS/i$"sH&"Wj1<7gsO"J<Nh&K"&17FG<

?N;-ejF#<rN]7^9#

1. 5<P<&"Wj1<7gsO"/i$"sH (f<6<) "Wj1<7gsK

P7"5<P<1LNZ@H7FZ@qrs(9k#

2. /i$"sH&"Wj1<7gsO"/T5l?'ZIZ@qKP7F"5<P

<N1Lr!:9k# (/i$"sH&"Wj1<7gsKO"m<+kK]I

5l?:v9k CA ('ZI) Z@qKP9k"/;9",,WG9#)

3. 5<P<*hS/i$"sH&"Wj1<7gsOEf=N?aNPN-<r5

'7"=NPN-<rHQ7FL.;C7gsrEf=9k#

4. (*W7gs) 33G5<P<O"/i$"sH,Wa7?q;XN"/;9rv

D9k0K"/i$"sHK1LNZ@rs!9kh&Wa9k3H,G-k#

1LNZ@H7FZ@qrHQ9kKO"L.7F$k"Wj1<7gs,"f

<6<'ZN?aNZ@qNHQr"5]<H7F$J1lPJj^;s#

SSL O"SSL OsI7'</h}NV"sPN-< (x+0) "k4j:`rHQ

7F"PN-<NM47(<7gsrT$^9#3NPN-<O"3$F"Wj1

<7gsNG<?r"=NCjN SSL ;C7gsQKEf=*hS|f9kNKH

Q5l^9#D^j"5<P<H/i$"sHO[Jk;C7gs&-<rHQ

7"3liN-<O"\34HK"lj~V,a.kH+0*K-z|B,Zl^

9#/+,CjN;C7gs&-<reTu.7F|f9kh&J3H,|l"C

Fb"=N;C7gs&-<rHCF=lJeKHQ5lk-<rd,9k3HO

G-^;s#

���������������

>h+i"f<6<Of<6<>HQ9o<IKpE$F""Wj1<7gs^?

O79F`+iq;XN"/;9"rvD5lF$^9#G#8?kZ@q (f<

6<>HQ9o<INeojK) rHCF"?/N5<P<&"Wj1<7gsH

f<6<VN;C7gsr'Z*hSvD9kh&K9kH"79F`&;-ej

F#<r5iK}/G-^9#^?"G#8?kZ@q^M<8c< (DCM) rH

Q9kH"f<6<NZ@qr=Nf<6<N iSeries f<6<&WmU!$kHX

"U1k3HbG-^9#3lrT&3HG"Z@qN"BHvDO"X"U1i

l?WmU!$kH18bNKJj^9# V5R2 J_GO"API rxQ7"m<+

k'ZIrWm0i^AC/KHQ7Fs iSeries f<6<KZ@qr/T9k3H

,G-^9#3liN API rHQ9k3HKhj"iSeries Nf<6<&WmU!

$krdjvF?/J$lgGb"=liNf<6<KP7FlQZ@qr/TG

-kh&KJj^9#

G#8?kZ@qOER'ZH7F!=7"Z@qrs(9kf<6<,\MG"

k+I&+r!Z7^9#3N@GO"Z@qOQ9]<HH1MNrdrL?7

^9#IAibf<6<N1LrN)7"1LN?aNG-NtMr^_"=N.

$ur\*@HN'9k'1D=J/T"Br}CF$^9#Z@qNlgO"'

ZI (CA) ,Z@qr/T7"=lr\*NZ@qHN'9k.jN*1kh0T

!XH7F!=7^9#
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'ZN?aK"Z@qGOx+0H=lKX"7?k)0,xQ5l^9#Z@q

r/T9k CA O"3liN-<H"Z@qNj-TKX9k=N>Npsr"1

LpsH7F=NZ@q+NKP$sI7^9#

SSL ;C7gsfN/i$"sH'ZN?aKZ@qNHQr5]<H9k"Wj

1<7gsO"#GO^9^9}(F$^9#=~@GO"J<N iSeries "Wj1

<7gs,/i$"sH'ZQNZ@qN5]<Hrs!7F$^9#

v Telnet 5<P<

v IBM HTTP Server (*j8JkNbNH Apache G/=7?bN)

v G#l/Hj<&5<S9 (LDAP) 5<P<

v ^M<8asH&;sHik

v Client Access Express (iSeries JS2<?<r^`)

v FTP 5<P<

#e"/i$"sH'ZQNZ@qN5]<Hrs!9k"Wj1<7gs,IC

5lkD=-,"j^9#CjN"Wj1<7gs,3N5]<Hrs!7F$k

+I&+r=L9kKO"v:"Wj1<7gsNqAr2H7F/@5$#

Z@qO"!Nh&J$/D+N}3G"f<6<'ZN/OJjJHJj^9#

v f<6<OQ9o<Ir:lkD=-,"j^9#=3G"f<6<Of<6<

>HQ9o<IrE-9k+-?7F"=lr:lJ$h&K7J1lPJj^

;s#=NkL"svDf<6<,"vDf<6<+if<6<>HQ9o<I

r~j9k3H,FWKJj^9#Z@qOU!$k^?O=N>NER*Jl

jK]I5lF$kNG"'ZN?aNZ@qXN"/;9H=Ns(O"/i

$"sH&"Wj1<7gs (f<6<GOJ/) KhCFTol^9#3N?

a"f<6<,svDf<6<HZ@qr&Q9kD=-O"svDf<6<,

f<6<N79F`K"/;9G-J$Bj"/J/Jj^9#^?"9^<

H&+<IrT5JHQ+i]n9k}!H7F"9^<H&+<IKZ@qr

$s9H<k9k3HbG-^9#

v Z@qKOk)0,^^lF$^9,"1LN?aK3lrZ@qH&Kw.9

k3HO"j^;s#3N-<O"79F`,Ef=h}*hS|fh}rT&

H-KHQ5l^9#Z@qKO3lKP~9kx+0,"j"u.&O3lr

HQ7F"k)0Gp>5lF$k*V8'/HNw.&r1L7^9#

v ?/N79F`KO 8 8zJ<NQ9o<I,,WG9,"=NxYNQ9o<

IGO"d,KhCFQ9o<Irp^lkm1,"j^9#Z@qNEf0N

95Ot48zK#7^9#3N95H=Nis@`J-AKhj"Ef0OQ

9o<IhjOk+KrI,q7/JCF$^9#

v G#8?kZ@qN-<KO"G<?N]4-dWi$P7<JI"Q9o<I

GOB=G-J$!=,$/D+"j^9#Z@qH=lKX"7?-<rHQ

9kH"!Nh&J3H,B=G-^9#

– G<?NQ9r!P9k3HKhj"G<?]4-r]Z9k#

– CjN"/7gs,NBKBT5l?3HrZ@9k#3lO]'I_HFP

l^9#

– Secure Sockets Layer (SSL) rHQ7FL.;C7gsrEf=7"G<?>

wNWi$P7<r]Z9k#

SSL ;C7gs~K/i$"sH'ZN?aNZ@qrHQ9k iSeries 5<P

<&"Wj1<7gsN=.KD$F\7/Nj?$lgO"XSSL Khk"Wj

1<7gsN]nYr2H7F/@5$#
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VPN �����������

iSeries N>[d_MCHo</ (VPN) \3rN)9k}!N 1 DH7F"G#8

?kZ@q,HQG-kh&KJj^7?#0*J VPN \3NIAiN(sI]

$sHGb"b&l}N(sI]$sHr'Z7F+i\3r+O7J1lPJj

^;s#(sI]$sHN'ZO"><N Internet Key Exchange (IKE) 5<P<,

=l>lT$^9#'Z,5oKTollP"!K IKE 5<P<O"VPN \3N

]nKHQ5lkEf=N}!H"k4j:`KD$FM47(<7gs7^9#

V5R1 hjE$P<8gsGO"IKE 5<P<,_$K'ZG-k}!O"v0&

Q-<rHQ9kH$&bN@1G7?#v0&Q-<rHQ9k}!O"3N-

<r"VPN Nb&l}N(sI]$sHNI}TKj0Gwk,W,"k?a"=

l[IB4HO@(^;s#-<rwkWm;9G"=N-<,>TN\K(lk

D=-,"k?aG9#

v0&Q-<rHQ;:"G#8?kZ@qrHQ7F(sI]$sHr'Z9k

3HG"3Nj9/rsrG-^9#IKE 5<P<O"jj&5<P<NZ@qr

'Z7F\3rN)7"\3]nN?aK5<P<,HQ9kEf=N}!H"k

4j:`KD$FM47(<7gs7^9#

G#8?kZ@q^M<8c< (DCM) rHQ9kH"IKE 5<P<,0* VPN

\3NN)KHQ9kZ@qrI}9k3H,G-^9#=lKO^:"IKE 5<

P<QK"x+Z@qrHQ9k+"lQZ@qr/T9k+rhaJ1lPJj

^;s#

VPN $sWjasF<7gsKO"Z@qK"8`N1L>ps@1GJ/"=l

Keok5V8'/H>ps (?H(P"Ia$s&M<`dERa<k&"Il

9JI) ,^^lF$k,W,"j^9#DCM f<F#jF#<NlQ CA rH

Q7FZ@qr/T9klg"=NZ@qNeX5V8'/HpsrXj9k3H

,G-^9#3NpsrXj9k3HKhj"iSeries N VPN \3N'ZN?aK

=Npsr,WH9k>N VPN $sWjasF<7gsHN_9-,]Z5l^

9#

VPN \3QNZ@qrI}9k}!KD$FbCH\7/Nj?$lgO"J<N

ps;r2H7F/@5$#

v J0K DCM rHQ7FZ@qrI}7?P3,J$lgO"~gQH7F!N

HTC/,rK)A^9#

– Xm<+k"lQ CA Nn.*hS?QYGO"DCM rHQ7F"Wj1<

7gsQNlQZ@qr/T9k}!KD$Fb@7F$^9#

– Xx+$s?<MCH CA +iNZ@qNI}YGO"DCM rHQ7Fx+

CA +iNZ@qrh}9k}!KD$Fb@7F$^9#

v =_"DCM rHQ7F>N"Wj1<7gsNZ@qrI}7F$klgO"

"Wj1<7gs,{8NZ@qrHQ9kh&KXj7?j"=N"Wj1<

7gs,u1~l"'Z9k3HNG-kZ@qrXj9k}!KD$FJ<N

HTC/r2H7F/@5$#

– X"Wj1<7gsKP9kZ@qdjvFNI}YGO"DCM rHQ7F

{8NZ@qr"Wj1<7gs (IKE 5<P<JI) KdjvFk}!KD

$Fb@7F$^9#
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– X"Wj1<7gsN CA .jj9HNjAYGO""Wj1<7gs,/i

$"sH (^?O VPN) 'Zru1~lk]K"=N"Wj1<7gs,5'

G-k CA rXj9k}!KD$Fb@7F$^9#

� �!�	����������������

OS/400 GO"V5R1 +i"*V8'/HKG#8?kVp>Wr9k?aN"Z@

qNHQr5]<H7F$^9#*V8'/HXNG#8?kp>rxQ9k3H

Khj"*V8'/HNbFN]4-H=N/.5N>}r!:9k}!,s!5

l^9#*V8'/Hp>N5]<HO"*V8'/HrQ9G-kMr)f9

k"3l^GN iSeries 79F`&D<krd&bNG9#>hN)f!=GO"*

V8'/H,$s?<MCH^?O>NsHi9FCI&MCHo</P3G>w

5lF$kVd"iSeries J0N79F`K]I5lF$kVO"svDf<6<K

hkT5`n+i*V8'/Hr]n9k3H,G-^;s#^?">hN}!K

hk)fGO"*V8'/HKP7F$vDNQ9^?O~6s,Tol?+I&

+r",:7b=L9k3H,G-^;s#*V8'/HGG#8?kp>rHQ

9kH"p>Q_*V8'/HKP7FTol?Q9rNBK!P9k}!,s!

5l^9#

*V8'/HKG#8?kp>r~lkH$&3HO"Z@qNk)0rHQ7

F"*V8'/HbNG<?NtX*WsrEf=7FIC9kH$&3HG9#

3Np>Khj"G<?,!jKQ95lkNrI03H,G-^9#*V8'/

HH=NbFOEf=5l:"G#8?kp>KhCFk)K5l^9#7+7"

Ws+NO"!jKQ95lkNrI0?aKEf=5l^9#*V8'/H,>

wfKQ95lF$J$3H"=N*V8'/H,5vJw.5+iNbNG"k

3HrN'7?$lgO"p>N"kZ@qNx+0rHCF"5NG#8?kp

>r!:9k3H,G-^9#p>,lW7J$lgO"G<?,Q95l?D=

-,"j^9#=Nlg"u.&O=N*V8'/HrHQ;:"eojKp>T

K"m7F"p>Q_*V8'/HN3T<r~aF~j9k3H,G-^9#

G#8?kp>NHQ,;-ejF#<eN,W-d]j7<K,g9kH=G7

?lgO"x+Z@qHlQZ@qN/TNIAirHQ9Y-+r!$7F/@

5$#*V8'/HrlLf<6<K[[7?$lgKO"lL*KNilF$k

x+Z@q (CA) +i@il?Z@qrHQ7F*V8'/HNp>rT&3Hr

!$7F/@5$#x+Z@qrHQ9kH"[[5lk*V8'/HNp>r"

/GbJ1+Dc39HGN'9k3H,G-^9#7+7"*V8'/HrH%

bN_G[[9k=jNlgKO"G#8?kZ@q^M<8c< (DCM) rHQ

7FH+Nm<+k CA r?Q7"*V8'/HKp>9k?aNZ@qr+,G

/T9k3HbG-^9#m<+k CA +i@il?lQZ@qrHQ7F*V8

'/HKp>9k[&,"lL*KNilF$kx+ CA +iZ@qrX~9kh

jbqQ,/J/FQ_^9#

*V8'/HNp>O"=N*V8'/HKp>7?79F`r=9bNG"C

F"=N79F`NCjNf<6<r=9o1GO"j^;s (?@7=Nf<6

<KO"*V8'/HKp>9k?aNZ@qrHQ9k5vJ"B,J/FOJ

j^;s)#*V8'/HKp>7?j"*V8'/HNp>r!Z7?j9k?a

KHQ9kZ@qrI}9kKO"G#8?kZ@q^M<8c< (DCM) rHQ

7F/@5$# DCM rHQ7F*V8'/HKp>7?j"*V8'/HNp>

r!:7?j9k3HbG-^9#
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� �!�	�����������������

iSeries GO"V5R1 +i"*V8'/HNG#8?kp>r!Z9k?aN"Z@

qNHQr5]<H7F$^9#p>Q_*V8'/H,>wfKQ95lF$J

$3H"*hS=N*V8'/H,"lLK'ailF$k5vJw.5+iNb

NG"k3HrN'7?$lgO"/Gb"p>rTC?Z@qNx+0rHC

F"5NG#8?kp>r!:9k3H,G-^9#p>,lW7J$lgO"G

<?,Q95l?D=-,"j^9#=Nlg"u.&O=N*V8'/HrHQ

;:"eojKp>TK"m7F"p>Q_*V8'/HN3T<r~aF~j9

k3H,G-^9#

*V8'/HNp>O"=N*V8'/HKp>7?79F`r=9bNG"C

F"=N79F`NCjNf<6<r=9o1GO"j^;s#G#8?kp>r

!Z9kWm;9NlDH7F"f<6<O"f<6<,5'9k'ZIH"*V

8'/HXNp>r5'9kZ@qrhj9k,W,"j^9#"k CA r5'9

k3HKha?H7Fb"=NHi9FCI CA ,/T7?Z@qrHQ7Fn.

5lkp>r5'9k+I&+O"~aF*r9k3H,G-^9#CA r5'7

J$3HKha?i"=N CA ,/T9kZ@qd"=NZ@qrHQ7Fn.5

lkp>b"5'7J$Hha?3HKJj^9#

*V8'/HN|5!: (QVFYOBJRST) N79F`M

p>N!ZrBT9k3HK7?lg"^:haJ1lPJiJ$EWJ3HN

1 D,"79F`K|55lk*V8'/HKHCF"p>,Il[IEWG"k

+rhj9k3HG9#3lO"QVFYOBJRST HFPlk79F`MG)f5l

^9#3N79F`MrGU)kHK_j7F*/H"p>NJ$*V8'/HO

|5G-^9,"p>N"k*V8'/HO"=Np>,-zJbNG"klg@

1|5D=KJj^9#79F`,*V8'/Hrp>Q_HjA9kNO"=N

*V8'/HNp>r79F`,5'7F$klg@1G9#79F`O"*V8

'/HN=lJ0NV5'5lF$J$Wp>O5k7"=N*V8'/Hrp>

,J$bNH1MK7$^9#

QVFYOBJRST 79F`MGHQG-kMO"9YFNp>r5k9kbN+i"

79F`,|59k9YFN*V8'/HK-zJp>r,WH9kbN^G"$

/D+No`,"j^9#3N79F`MO|55lk=jNBTD=*V8'/

HK@1FAr?(kbNG"]IU!$kd IFS U!$kKOFAr?(^;

s#3N79F`M*hS=N>N79F`MNHQKD$FN\YO"Information

Center NX79F`MU!$s@<Yr2H7F/@5$#

Z@qd CA N5'rhj9k?aP+jGJ/"*V8'/HNp>r!Z9k

?aKHQ9kZ@qrI}9k?aKb"G#8?kZ@q^M<8c< (DCM)

rHQ7F/@5$# DCM rHQ7F*V8'/HKp>7?j"*V8'/H

Np>r!:7?j9k3HbG-^9#
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� 7 � DCM ���

G#8?kZ@q^M<8c< (DCM) O""Wj1<7gs*hSf<6<NG

#8?kZ@qrI}9k?aKHQG-k"Vi&6<&Y<9Nf<6<&$

s?<U'<9rs!7^9#f<6<&$s?<U'<9O"JS2<7gs&

Ul<`H?9/&Ul<`H$& 2 DNgJUl<`K,+lF$^9#

Z@q^?O=lirHQ9k"Wj1<7gsrI}9k?9/r*r9kK

O"JS2<7gs&Ul<`rHQ7^9#a$s&JS2<7gs&Ul<`

KDL?9/,>\=(5lklgb"j^9,"JS2<7gs&Ul<`N[

HsIN?9/O"+F4j<LKT.5l^9#?H(P"VZ@qNI}

(Manage Certificates)WO"VZ@qN=( (View certificate)W"VZ@qN97

(Renew certificate)W"VZ@qN$s]<H (Import certificates)WJI"FoNDL

,$I&?9/r^s@?9/&+F4j<G9#JS2<7gs&Ul<`N

1 DN`\,#tN?9/+i.k+F4j<KJCF$klgO"=N8&Kp

u,=(5l^9#puO"+F4j<&js/r*r7?H-K"?9/NH%

j9H,=(5lFBT9k?9/r*rG-k3Hr(7F$^9#

Vb.Q9 (Fast Path)W+F4j<r|-"JS2<7gs&Q9N?9/O=

l>l"l"N9FCWrBT7F?9/rW.*hSJ1K0;5;k",$

I&?9/G9#Vb.Q9 (Fast Path)W+F4j<O"P3N"k DCM f<6

<,"f4HJkl"NZ<8+iFoX"?9/KW.K"/;99k3HrD

=K9k"l"NZ@q*hS"Wj1<7gsI}!=rs!7^9#

JS2<7gs&Ul<`GHQD=J?9/No`O"nH7F$kZ@q9H

"KhCF[Jj^9#JS2<7gs&Ul<`K=(5lk?9/N+F4j

<*hS=NtKD$Fb"iSeries f<6<&WmU!$k,]-7F$k"BK

hCF[Jj^9#CA N`n?9/"f<6<,HQ9kZ@qrI}9k9Y

FN?9/"*hS=N>N79F`&lYkN?9/O"iSeries N;-ejF#

<4vT+I}T@1,HQG-^9#;-ejF#<4vT+I}T,3liN

?9/r=(7FHQ9kKO"*SECADM *hS *ALLOBJ NCl"B,,WG

9#3Nh&JCl"Br}?J$f<6<O"f<6<Z@q!=@1K"/;

9G-^9#

DCM r=.7"3lrHQ7FZ@qNI}r+O9k}!KD$FO"J<NH

TC/r2H7F/@5$#

DCM N+O

iSeries NG#8?kZ@q^M<8c<&U#<Ac<rxQ9k}!KD$FO"3

lr2H7F/@5$#

G#8?kZ@qNO8aFN;CH"CW

Z@qrHQ9k?aK,WHJkbNr9YF;CH"CW9k?aK"O8aKI

Nh&K DCM rHQ9lPh$N+r"33Gb@7F$^9#x+$s?<MC

H'ZI (CA) +iZ@qNI}r+O9k}!^?O"lQm<+k CA rn.*

hS?Q7FZ@qr/T9k}!KD$FX,7^9#
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79F`*hSMCHo</&;-ejF#<r/=9k?a"$s?<MCHD

-GNG#8?kZ@qN\YKD$FO"VeriSign Web 5$H,r)A^9#

VeriSign Web 5$HO">N$s?<MCH&;-ejF#<djH1MK"G#

8?kZ@qNHTC/KX9k}-$i$Vij<rs!7F$^9#3liN

i$Vij<O"VVeriSign Help DeskW K"j^9#

�����������������

G#8?kZ@q^M<8c< (DCM) N!=rHQG-kh&K9kKO"DCM

r+O9k,W,"j^9#DCM r5oK+O9kKO"J<N?9/rBT7F

/@5$#

1. 5722 SS1 *W7gs 34 r$s9H<k7^9#3lO"G#8?kZ@q^

M<8c< (DCM) G9#

5722 DG1 r$s9H<k7^9#3lO IBM HTTP Server for iSeries G9#

5722 AC3 r$s9H<k7^9#3lO"Z@qNx+0Hk)0NZ"r8

.7?j"(/9]<H5l?Z@qU!$krEf=7?j"$s]<H5l

?Z@qU!$kr|f=7?j9k?aK"V5R2 DCM ,HQ9kEfWm

@/HG9#

2. J<Nh&K iSeries JS2<7gsrHQ7F"HTTP Server *ADMIN $s9

?s9r+O7^9#

a. iSeries JS2<?<r+O7^9#

b. a$s&Dj<&Se<N iSeries 5<P<r@Vk/jC/7^9#

c. VMCHo</ (Network)Wr@Vk/jC/7^9#

d. V5<P< (Servers)Wr@Vk/jC/7^9#

e. VTCP/IPWr@Vk/jC/7^9#

f. VHTTP I} (HTTP Administration)Wr&/jC/7^9#

g. V+O (Start)Wr/jC/7^9#

3. Web Vi&6<r+O7^9#

4. Vi&6<rHQ7F"79F`N http://your_system_name:2001 K"kViSeries

?9/ (iSeries Tasks)WZ<8K\07^9#

5. DCM U#<Ac<rxQ9kKO"ViSeries ?9/ (iSeries Tasks)WZ<8N

Wm@/H&j9H+iVG#8?kZ@q^M<8c< (Digital Certificate
Manager)Wr*r7^9#

J0NP<8gsN DCM +i^$0l<7gs9klgKO"3NZ<8K"7

9F`N"CW0l<IK,WJ\Y,=(5l^9#

����������������	���

G#8?kZ@q^M<8c< (DCM) N8&NUl<`O"?9/&JS2<7

gs&Ul<`G9#3NUl<`rHQ7F"Z@q*hS=lirHQ9k"

Wj1<7gsrI}9k?aN"?tKo?ko`N?9/r*r9k3H,G

-^9#HQD=J?9/No`O"("klg) *<Ws7F$kZ@q9H"N

o`*hSf<6<&WmU!$k"BKhCFh^j^9#[HsIN?9/

O"*ALLOBJ *hS *SECADM Cl"B,"klg7+HQG-^;s#
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G#8?kZ@q^M<8c< (DCM) rO8aFHQ9kH-O"(0NP<8g

sN DCM +i^$0l<7gs7?NGJ$Bj) Z@q9H",8_7^;

s#=N?aK"JS2<7gs&Ul<`KO",WJ"B,"klgK"J<

N?9/7+=(5l^;s#

v f<6<Z@qNI}#

v 7,Z@q9H"Nn.#

v 'ZI (CA) Nn.#(m: 3N?9/rHQ7FlQ CA rn.9kH"3N?

9/Oj9HK=(5lJ/Jj^9#)

v CRL LVNI}#

v PKIX WaljNI}#

Z@q9H",79F`eK9GK8_9klgKb (?H(P"J0NP<8g

sN DCM +i^$0l<7gs9klg)"DCM O"8&NJS2<7gs&U

l<`K"Bil?tN?9/^?O?9/&+F4j<N_r=(7^9#[H

sINZ@q*hS"Wj1<7gsI}?9/Nh}r+OG-kh&K9kK

O"^:,ZJZ@q9H"K"/;97J1lPJj^;s#CjNZ@q9H

"r*<Ws9kKO"JS2<7gs&Ul<`NVZ@q9H"N*r (Select
a Certificate Store)Wr/jC/7^9#

DCM NJS2<7gs&Ul<`KO"V;-e"\3 (Secure Connection)W
\?sb"j^9#3N\?srHQ7F"2 V\NVi&6<&&#sI&r)

Ae2"Secure Sockets Layer (SSL) rHQ7F";-e"\3ri|=9k3H,

G-^9#3N!=r5oKHQ9kKO"^:"SSL rHQ7F;-e"&b<

IGn09kh&K"IBM HTTP Server for iSeries r=.7J1lPJj^;s#

!K";-e"&b<IG HTTP Server rO07^9#SSL `n,D=HJkh

&K HTTP Server r=.7FO07F$J$lgO"(i<&aC;<8,=(5

l"Vi&6<O;-e"&;C7gsr+O7^;s#

O8aK

Z@qrHQ7F";-ejF#<X"N\8r$/Db#.7?$lg,"k+

b7l^;s,"GiKBT9k3HO"Z@qrh@9kWhNE}KhCFh

^j^9#x+Z@qrHQ9k+"lQZ@qr/T9k+KhCF"iaF

DCM rHQ9kH-Khk3H,G-k 2 DNgJ}!,"j^9#

m<+k CA Nn.*hS?QrT$""Wj1<7gsKP7FZ@qr/T9

k#

x+$s?<MCH CA +iNZ@qrI}7F""Wj1<7gsGHQ9k#

"�#� CA �����	��

;-ejF#<eN,W-H]j7<r5EK!$7?kL"m<+k'ZI (CA)

r?Q7F""Wj1<7gsKlQZ@qr/T9k3HKhj7^7?#G#

8?kZ@q^M<8c< (DCM) rHQ7F"H+Nm<+k CA Nn.*hS

?QrT&3H,G-^9#DCM O"CA Nn.Wm;9H"3lrHQ7F"W

j1<7gsKZ@qr/T9k}!rf<6<K(9,$I&?9/&Q9rs

!7F$^9#,$I&?9/&Q9rHQ9kH"G#8?kZ@qrHQ7

h 7 O DCM N=. 47



F"SSL rHQ9kh&K"Wj1<7gsr=.7?j"*V8'/HKp>7

?j"*V8'/HNp>r!:7?j9kNK,WJ9YFNro,NBK=m

$^9#

m: IBM HTTP Server for iSeries GZ@qrHQ9klgO"DCM rBT7F"

h}9k0K"Web 5<P<rn.7F=.7F*/,W,"j^9#Web 5

<P<r=.7F SSL rHQ9kH"=N5<P<K"Wj1<7gs ID ,

8.5l^9#3N"Wj1<7gs ID OabK5(F*-"DCM rHQ7

F3N"Wj1<7gs, SSL KHQ9kZ@qrXjG-kh&K7^9#

DCM rHQ7F5<P<KZ@qrdjvFk^GO"5<P<r*;7FF

O07J$G/@5$#Z@qrdjvFk0K"Web 5<P<N *ADMIN

$s9?s9r*;7FFO09kH"5<P<OO0;:"DCM rHQ7F

5<P<KZ@qrdjvFk3HOG-^;s#

DCM rHQ7F"m<+k CA rn.7"?Q9kKO"J<N9FCWK>C

F/@5$#

1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V'ZI (CA) Nn. (Create a
Certificate Authority (CA))Wr*r9kH"l"NU)<`,=(5l^9#

3liNU)<`,"m<+k CA Nn.Wm;9JiSK"SSL"*V8'/

Hp>"*hSp>!:rBT9k?aNG#8?kZ@qrHQ9k?aK,

WHJk>N?9/r0;5;kWm;9r,$I7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) \?sr*r7F/@5$#*si

$s&XkW,=(5l^9#

3. 3N,$I&?9/N9YFNU)<`r0.5;^9#3liNU)<`rH

Q7F"nH9km<+k'ZI (CA) N;CH"CWK,WJ9YFN?9/

rBT9kKO"J<Nh&K7^9#

a. m<+k CA Z@qNk)0N]I}!r*r7^9#(3N9FCW,H_

~^lkNO"iSeries K IBM 4758-023 PCI Ef=3Wm;C5<,$s9

H<k5lF$klgN_G9#79F`KEf=3Wm;C5<,J$l

g"DCM O"m<+k'ZI (CA) Z@q9H"KZ@qH=Nk)0r]

I7^9)#

b. m<+k CA KD$FN1Lpsrs!7^9#

c. PC ^?OVi&6<Km<+k CA Z@qr$s9H<k7F"f<6<

&N=UH&'"Gm<+k CA r'17"=N CA ,/T9kZ@qNE

v-!:,G-kh&K7^9#

d. m<+k CA KD$FN]j7<&G<?r*r7^9#

e. 7,m<+k CA rHQ7F""Wj1<7gs, SSL \3KHQG-k

5<P<^?O/i$"sHZ@qr/T7^9#(iSeries K IBM 4758-023

PCI Ef=3Wm;C5<,$s9H<k5lF$klg"3N9FCWK

hj"5<P<^?O/i$"sHZ@qNk)0N]I}!r*r9k3

H,G-^9#79F`K3Wm;C5<,J$lg"DCM O"*SYSTEM

Z@q9H"KZ@qH=Nk)0r+0*K]I7^9#DCM O"3N5

V?9/NlDH7F *SYSTEM Z@q9H"rn.7^9#)

f. SSL \3N?aN5<P<^?O/i$"sHZ@qrHQG-k"Wj1

<7gsr*r7^9#
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m: x+$s?<MCH CA +iN SSL NZ@qrI}9k?aK"3l

^G DCM rHQ7F"*SYSTEM Z@q9H"rn.7F$?lg

O"3N9FCWb>0N9FCWbBT7J$G/@5$#

g. 7,m<+k CA rHQ7F""Wj1<7gs,*V8'/HKG#8?

kp>9k?aKHQG-k*V8'/Hp>Z@qr/T7^9#3N5

V?9/O *OBJECTSIGNING Z@q9H"rn.7^9#3lO"*V8

'/Hp>Z@qrI}9k?aKHQ9kZ@q9H"G9#

h. *V8'/HKG#8?kp>9k*V8'/Hp>Z@qrHQG-k"

Wj1<7gsr*r7^9#

m: x+$s?<MCH CA +iN*V8'/Hp>Z@qrI}9k?a

K"3l^G DCM rHQ7F"*OBJECTSIGNING Z@q9H"rn

.7F$?NG"lP"3N9FCWb>0N9FCWbBT7J$G

/@5$#

i. m<+k CA Z@qr5'9k"Wj1<7gsr*r7^9#

,$I&?9/r0;9kH"SSL rHQ7F;-e"L.rT&h&K"Wj1

<7gsr=.9k?aK,WJro,9YF=m$^9#

"Wj1<7gsN=.e"SSL \3rp7F"Wj1<7gsK"/;99kf

<6<O"DCM rHQ7Fm<+k CA Z@qN3T<r~j7J1lPJj^

;s#f<6<4HKZ@qN3T<r}A"f<6<N/i$"sH&=UH&

'",3lrHQ7F"SSL ^WWm;9NlDH7F"5<P<1Lr'ZG-

kh&K7^9#f<6<O"DCM rHQ7F"m<+k CA Z@qrU!$k

K3T<7?j"Z@qrVi&6<K@&sm<I7?j9k3H,G-^9#

f<6<Khkm<+k CA Z@qN]I}!O""Wj1<7gsXN SSL \

3rN)9k?aKHQ9k"/i$"sH&=UH&'"KhCFh^j^9#

3Nm<+k CA rHQ7F"f<6<&MCHo</bN>N iSeries 79F`

N"Wj1<7gsXZ@qr/T9k3HbG-^9#

DCM rHQ7Ff<6<Z@qrI}9k}!"*hSm<+k CA ,/T9k

Z@qr'Z9k?aNm<+k CA Z@qN3T<N~j}!KD$FO"J<

NHTC/r2H7F/@5$#

f<6<Z@qNI}

f<6<, DCM rHQ7F"Z@qrh@7?j"{8NZ@qK iSeries f<6

<&WmU!$krX"U1?j9k}!rXY^9#

API rHQ7FZ@qrs iSeries f<6<XWm0i^AC/K/T9k

Z@qr iSeries f<6<&WmU!$kHX"U1:K"m<+k CA rHQ7Fl

QZ@qrf<6<K/T9k}!rXY^9#

lQ CA Z@qN3T<Nh@

lQ CA Z@qN3T<rh@7F"+JN PC K$s9H<k7"CA ,/T9k

5<P<Z@qr'ZG-kh&K9k}!rXY^9#

����������

f<6<H(sI&f<6<O"G#8?kZ@q^M<8c< (DCM) rHQ7

F"(sI&f<6<, Secure Sockets Layer (SSL) ;C7gsK2C9k]K,

WJZ@qrI}G-^9#

h 7 O DCM N=. 49
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f<6<, SSL \3rp7Fx+5<P<^?Obt5<P<K"/;99kl

g"f<6<O"5<P<NZ@qr/T7?'ZI (CA) Z@qN3T<r}C

F$J1lPJj^;s#f<6<, CA Z@qr}CF$J1lPJiJ$N

O"f<6<N/i$"sH&=UH&'",5<P<Z@qN'Z-rEv-!

:7F\3rN)9kNK,W@+iG9#5<P<,x+ CA +iNZ@qrH

Q7F$klgO"(sI&f<6<N=UH&'"O"{K=N CA Z@qr}

CF$J1lPJj^;s#=NkL"DCM "I_K9Hl<?<H7FNf<6

<b"(sI&f<6<b"SSL ;C7gsK2C9k0K"?N"/7gsbh

k,W,"j^;s#7+7"5<P<,lQm<+k CA +iNZ@qrHQ7

F$klgO"(sI&f<6<O"5<P<H SSL ;C7gsrN)9k0K"

m<+k CA Z@qN3T<rh@7F$J1lPJj^;s#

5iK"5<P<&"Wj1<7gs,Z@qrp7?/i$"sH'Zr5]<

H7F*j"=lrWa9klgO"f<6<O"5<P<,s!9kq;K"/

;99k?aK"u1~lD=Jf<6<Z@qrs(7J1lPJj^;s#;

-ejF#<&K<:KpE$F"f<6<O"x+$s?<MCH CA +iNZ

@qrs(9k+"^?Of<6<,`n7F$km<+k CA +ih@7?Z@

qrs(G-^9#5<P<&"Wj1<7gs,"=_"iSeries f<6<&Wm

U!$kr}CF$kbtf<6<Kq;XN"/;9rs!9klg"f<6<

O"DCM rHQ7Ff<6<NZ@qrf<6<&WmU!$kKICG-^9#

3NX"U1KhCF"f<6<,Z@qrs(7?H-K"=Nf<6<&Wm

U!$k,'D^?Oq]9kH*jK"q;XN"/;9"^?O)B,Tol

kh&KJj^9#

G#8?kZ@q^M<8c< (DCM) rHQ9kH"iSeries f<6<&WmU!

$kKdjvFilkZ@qrI}G-^9#*SECADM *hS *ALLOBJ NCl

"Brw(?f<6<&WmU!$kr}CF$klg"+,+H^?O>Nf<

6<KP9kf<6<&WmU!$kZ@qdjvFrI}G-^9#Z@q9H

",*<Ws7F$J$lg"^?Om<+k'ZI (CA) Z@q9H",*<W

s7F$klgO"JS2<7gs&Ul<`NfNVf<6<Z@qNI}

(Manage User Certificates)Wr*r7F,ZJ?9/K"/;9G-^9#[J

kZ@q9H",*<Ws7F$klg"f<6<Z@q?9/O"VZ@qNI

} (Manage Certificates)W<N?9/K}g5l^9#

*SECADM *hS *ALLOBJ f<6<&WmU!$kCl"Br}?J$f<6<

O"+,NZ@qNdjvFN_rI}G-^9#3liNf<6<O"Vf<6

<Z@qNI} (Manage User Certificates)Wr*r7F"+,Nf<6<&Wm

U!$kKX"U1il?Z@qN=("+,Nf<6<&WmU!$k+iNZ

@qN|n"^?O+,Nf<6<&WmU!$kXN"LN CA +iNZ@qN

djvF,D=J?9/K"/;9G-^9#f<6<O"+,Nf<6<&Wm

U!$kNCl"Brj}7F$k+I&+K++oi:"a$s&JS2<7g

s&Ul<`+iVZ@qNn. (Create Certificate)W?9/r*r9k3HKh

j"m<+k CA +if<6<Z@qr~j9k3H,G-^9#

DCM rHQ7Ff<6<Z@qrI}*hSn.9k}!N\YKD$FO"J<

NHTC/r2H7F/@5$#
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f<6<Z@qNn.

3NpsGO"f<6<,m<+k CA rHCF/i$"sH'ZN?aKZ@qr

/T9k}!rXY^9#

f<6<Z@qNdjvF

3NpsGO"j-7F$kZ@qH+,Nf<6<&WmU!$kHrX"U1k}

!rXY^9#Z@qO"LN79F`eNlQm<+k CA +i@il?bNG

b"lL*KNilF$k$s?<MCH CA +i@il?bNGb"IAiGbx

QG-^9#Z@qr+,Nf<6<&WmU!$kKdjvFk0K"/T CA O

5<P<KhCFHi9FCIK5lF$k,W,"j"Z@q,=N79F`eNf

<6<&WmU!$kK{KX"U15lF$kbNG"CFOJj^;s#

����������: f<6<'ZN?aKG#8?kZ@qrHQ9klg

O"f<6<,Z@qr}CF$k,W,"j^9#G#8?kZ@q^M<8c

< (DCM) rHQ7FlQm<+k'ZI (CA) r?Q9klgO"m<+k CA

rHCFZ@qrFf<6<K/TG-^9#Ff<6<O"DCM K"/;97"

VZ@qNn. (Create Certificate)W?9/rHQ7FZ@qrh@7J1lPJ

j^;s#m<+k CA +iZ@qrh@9kKO"CA ]j7<, CA Kf<6

<Z@qN/TrvD7F$k3H,,WG9#

m<+k CA +iZ@qrh@9kKO"J<N9FCWr0;7^9#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`NfG"VZ@qNn. (Create Certificate)Wr*

r7^9#

3. n.9kZ@qN?$WH7F"Vf<6<Z@q (User certificate)Wr*r

7^9#Z@qKP9k1Lpsr~O9k?aNU)<`,=(5l^9#

4. U)<`K~O7F"V3T (Continue)Wr/jC/7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

5. 3N~@G"DCM Of<6<NVi&6<GnH7Fk)0*hSx+0rZ

@qKP7Fn.7^9#Vi&6<KhCF"3NWm;9rJak?aN&

#sI&,+0*K=(5l^9#3liN?9/KD$FNVi&6<N?a

K>$^9#Vi&6<,3liN-<r8.7?e"N'Z<8,=(5l"

DCM ,Z@qrn.7?3Hr(7^9#

6. 7,Z@qrf<6<NVi&6<&=UH&'"K$s9H<k7^9#Vi

&6<KhCF"3NWm;9rJak?aN&#sI&,+0*K=(5l^

9#Vi&6<,=(9kX(K>CF"3N?9/r0;7^9#

7. VOKWr/jC/7F?9/r*;7^9#

h}~KO"G#8?kZ@q^M<8c<KhCF"Z@qH iSeries f<6<&

WmU!$k,+0*KX"U1il^9#

f<6<,/i$"sH'ZN]Ks(9k"LN CA +iNZ@qK"f<6

<&WmU!$kH18"Br}?;?$lg"f<6<O DCM rHQ7F"+

JNf<6<&WmU!$kKZ@qrdjvFk3H,G-^9#

������������: f<6<'ZN?aKG#8?kZ@qrHQ9kl

gO"f<6<,Z@qr}CF$k,W,"j^9#(sI&f<6<,Z@q
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rx+$s?<MCH'ZI (CA) +is(7J1lPJiJ$lg"G#8?k

Z@q^M<8c< (DCM) rHQ7F"3liNZ@qr+JNf<6<&Wm

U!$kKdjvFk3H,G-^9#3lKhj"f<6<H(sI&f<6<

O DCM rHQ7F"3liNZ@qrI}G-^9#

Vf<6<Z@qNdjvF (Assign a user certificate)W?9/rHQ9kK

O"G#8?kZ@q^M<8c< (DCM) XN"/;9KHQ7F$k HTTP

Server K;-e"&;C7gs,,WG9#;-e"&;C7gs,"k+I&+

O"DCM XN"/;9KHQ7? URL N]<HVfKhCFh^j^9#DCM

XN"/;9NGU)kH&]<HG"k"]<H 2001 rHQ7?lgO";-

e"&;C7gsO"j^;s#^?";-e"&;C7gsKZjX(k0K"

HTTP Server r SSL rHQ9kh&K=.9k,W,"j^9#

3N?9/r*r9kH"7,Vi&6<&&#sI&,=(5l^9#;-e

"&;C7gs,J$lgO";-e"&;C7gsr+O9k?aK"Vf<6

<Z@qNdjvF (Assign a User Certificate)Wr/jC/9kh&"DCM ,

WmsWHrP7^9#=Ne"DCM O"Vi&6<H Secure Sockets Layer

(SSL) ^Wr+O7^9#

3liN^WNlDH7F"Vi&6<O"HTTP Server r1L9kZ@qr/T

7?'ZI (CA) r.j9k+I&+KD$FWmsWHrP93H,"j^9#

^?"Vi&6<O"5<P<Z@q=NbNru1~lk+I&+KD$FWm

sWHrP93Hb"j^9#

Vi&6<K"CA N.jH5<P<Z@qNu1~lrvD7?e"5<P<

O"Z@qr/i$"sH'ZN?aKs(9kh&f<6<KWa9k3H,"

j^9#Vi&6<N=._jKpE$F"Vi&6<O"'ZN?aKs(9k

Z@qN*rKD$FWmsWHrP93H,"j^9#79F`,Hi9FCI

H7Fu1~lF$k CA +i"Vi&6<,Z@qrs(9klg"DCM OZ

@qpsrLN&#sI&K=(7^9#u1~lD=JZ@q,s(5lJ+C

?lg"5<P<O""/;9rvD9k0K"Z@qNeojH7F"'ZN?

aNf<6<>HQ9o<Ir~O9kh&KWmsWHrP7^9#

;-e"&;C7gsrN)9kH"DCM Of<6<&WmU!$kHX"U1k

?aK"Vi&6<+i,ZJZ@qr!w7h&H7^9# DCM , 1 D^?O

#tNZ@qr5oK!w7?lgO"Z@qps,=(5l"Z@qrf<6

<&WmU!$kHX"U1k3H,G-^9#

DCM KhCFZ@q+iNps,=(5lJ$lgO"DCM ,f<6<&WmU

!$kKdjvFkO:@C?Z@qrf<6<,s(G-J+C?H$&3HG

9#f<6<Z@qNtdjN 1 D,6xHJCF$kD=-,"j^9#?H(

P"Vi&6<K^^lF$kZ@q,{Kf<6<&WmU!$kHX"U1i

lF$kD=-,"j^9#

m<+k CA rHQ7FZ@qr(sI&f<6<K/T7?$lgO"(sI&

f<6<Of<6<Z@qNn.rT&,W,"j^9#

52 iSeries: G#8?kZ@q^M<8c<



API ���������� iSeries ����
�"�$�%����

���

V5R2 +iO"Z@qrs iSeries f<6<XWm0i^AC/K/T9k?aKH

QG-k"2 DN77$ API ,xQD=HJj^7?#3l^GNjj<9GO"

m<+k'ZI (CA) rHQ7Ff<6<KP7FZ@qr/T9kH-KO"3

liNZ@qO+0*K iSeries f<6<&WmU!$kKX"U1ilkh&KJ

CF$^7?#7?,CF"m<+k CA rHQ7F/i$"sH'ZQNZ@q

rf<6<KP7F/T9kH-KO"=Nf<6<K iSeries f<6<&WmU!

$krs!9k,W,"j^7?#^?"f<6<,/i$"sH'ZN?aNZ

@qrm<+k CA +i~j9k,W,"kH-KO"Ff<6<OG#8?kZ

@q^M<8c< (DCM) rHQ7F,WJZ@qrn.9k,W,"j^7?#

7?,CF"Ff<6<O"DCM r[9H9k iSeries 5<P<Kf<6<&Wm

U!$krj-7F$k,W,"j"^?"=N iSeries 5<P<K57/5$s*

sG-k,W,"j^7?#

Z@qrf<6<&WmU!$kKX"U1F*/3HKO"CKRbf<6<N

lgKO"=lJjNx@,"j^9#7+7"=Nh&J)B*hSWo,]5

lk3HKhj"?tNf<6<Nf<6<Z@qr/T9k?aK m<+k CA

rHQ9kNO (CK"=liNf<6<K iSeries f<6<&WmU!$krdj

vF?/J$lgKO)""^jBQ*GOJ$bNHJCF$^7?#3liNf

<6<Kf<6<&WmU!$krs!7J$?aKO""Wj1<7gsrHQ

9k?aNf<6<'ZKZ@qr,WH9klgK"f<6<K"lL*KNi

lF$k CA +iZ@qr-AGX~7Fbi&,W,"j^9#

77$ 2 DN API ,s!9k5]<HKhj"$UNf<6<>GHQG-k"

m<+k CA Z@qKhCFp>5l?f<6<Z@qrn.9k?aN"$s?

<U'<9rQUG-kh&KJj^9#3NZ@qOf<6<&WmU!$kH

OX"U1il^;s#f<6<O"DCM r[9H9k iSeries 5<P<eK8_

7F$k,W,J/"^?"Z@qrn.9k?aK DCM rHQ9k,Wb"j

^;s#

-/HQ5lF$kVi&6<&Wm0i`4HK 1 D:D"go;F 2 DN

API ,s!5lF*j"Net.Data® rHQ7F"Z@qrf<6<K/T9k?aN

Wm0i`rn.9k]K/09k3H,G-^9#f<6<,n.9k"Wj1

<7gsO"f<6<Z@qrn.9k?a"^?"m<+k CA rHQ7FZ@

qKp>9k\*G$:l+N,ZJ API rFSP9?aK,WJ"0iU#+

k&f<6<&$s?<U'<9 (GUI) 3<Irw(F$J1lPJj^;s#

3liN API N\7$HQ}!KD$FO"J<NZ<8r2H7F/@5$#

v Xf<6<Z@qWa8. / p> (QYCUGSUC) APIY

v Xf<6<Z@qWap> (QYCUSUC) APIY

�� CA ����&
����

Secure Sockets Layer (SSL) \3rHQ7F$k5<P<K"/;99kH"5<P

<O"ID NZ@H7F"Z@qr/i$"sH&=UH&'"Ks(7^9#/i

$"sH&=UH&'"O"5<P<,;C7gsrN)9k0K"5<P<NZ

@qrEv-!:7J1lPJj^;s#5<P<Z@qrEv-!:9kKO"

/i$"sH&=UH&'"O"5<P<Z@qr/T7?'ZI (CA) NZ@q

Nm<+k]I3T<K"/;9G-J1lPJj^;s#5<P<,Z@qrx

h 7 O DCM N=. 53
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+$s?<MCH CA +is(9klgO"Vi&6<"^?O>N/i$"s

H&=UH&'"O{K"=N CA Z@qN3T<r}CF$J1lPJj^;

s#7+7"5<P<,Z@qrlQm<+k CA +is(9klgO"G#8?

kZ@q^M<8c< (DCM) rHQ7F=Nm<+k CA Z@qN3T<rh@

9k,W,"j^9#

DCM rHQ7Fm<+k CA Z@qr>\Vi&6<K@&sm<I9k3H

b""k$Om<+k CA Z@qrU!$kK3T<7F">N/i$"sH&=

UH&'",=N3T<K"/;97FHQG-kh&K9k3HbG-^9#;

-e"L.QKVi&6<H>N"Wj1<7gsr>}HbHQ9klgO">

}N}!rHQ7Fm<+k CA Z@qr$s9H<k9k,W,"j^9#>}

N}!rHQ9klgO"Z@qrVi&6<K$s9H<k7F+i"=NZ@

qr3T<7FU!$kK=jU1^9#

Z@qrm<+k CA +is(7F+,+Hr'Z9kh&K"5<P<&"Wj

1<7gs,Wa9klgO"m<+k CA Z@qr+JNVi&6<K@&sm

<I7?eG"m<+k CA +if<6<Z@qNWarT&,W,"j^9#

DCM rHQ7Fm<+k CA Z@qN3T<rh@9kKO"J<N9FCWr

0;7^9#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`NfG"Vm<+k CA Z@qN PC XN$s9H
<k (Install Local CA Certificate on Your PC)Wr*r7F"m<+k CA

Z@qrVi&6<K@&sm<I7?j"m<+k CA Z@qr79F`e

NU!$kK]I7?j9k?aNZ<8r=(7^9#

3. m<+k CA Z@qrh@9k}!r*r7^9#

a. VZ@qN$s9H<k (Install certificate)Wr*r7F"m<+k CA Z

@qrHi9FCI&k<HH7F"Vi&6<K@&sm<I7^9#3

lrT&H"Vi&6<,"3N CA +iNZ@qrHQ7F$k5<P<

H;-e"L.;C7gsrN)G-kh&KJj^9#Vi&6<O"l

"N&#sI&r=(7F$s9H<k&Wm;9rJT5;^9#

b. VZ@qN3T<H=jU1 (Copy and paste certificate)Wr*r7F"

m<+k CA Z@qNCLK3<I=5l?3T<r^`Z<8r=(7^

9#3NZ<8K=(5l?F-9H&*V8'/Hr/jCW\<IK3

T<7^9#ex"3NpsrU!$kK=jU1k,W,"j^9#3N

U!$kO"PC eN/i$"sH&Wm0i`,HQ9kZ@qrJ<9k

?aK"PC f<F#jF#<&Wm0i` (MKKF ^?O IKEYMAN J

I) KhCFHQ5l^9#/i$"sH&"Wj1<7gs,m<+k CA

Z@qr'17F'ZN?aKHQ9kh&KJkKO""Wj1<7gs

,=NZ@qrHi9FCI&k<HH7F'19kh&K=.7J1lP

Jj^;s#U!$krHQ9kK"?CFO"3liN"Wj1<7gs

NX(K>CF/@5$#

4. G#8?kZ@q^M<8c<N[<`&Z<8KakKO"VOKWr/jC

/7^9#

��������	 CA ���������

;-ejF#<eN,W-H]j7<r5EK!$7?kL"VeriSign JINx+

$s?<MCH'ZI (CA) NZ@qrHQ9k3HKhj7^7?#?H(P"

x+ Web 5$Hr?D7F*j";-e"JL.;C7gsN?aK Secure
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Sockets Layer (SSL) rHQ7F"CjNpsHis6/7gsNWi$P7<r]

n9kH7^9#3N Web 5$HOlLKx+5lFxQ5lF$kNG"[H

sIN Web Vi&6<GFWK'1G-kZ@qNHQ,,WKJj^9#

"k$O"0t\RQN"Wj1<7gsr+/7F"x+Z@qrHQ7F""

Wj1<7gs&QC1<8KG#8?kp>9k3HbG-^9#"Wj1<7

gs&QC1<8Kp>9kH"3NQC1<8,f<6<NqRNbNG"j"

>wfKvD5lF$J$Q<F#<Khj3<I,Q95lF$J$3H,\R

K]Z5l^9#x+Z@qrHQ9lP"\R,J1+DBAKQC1<8NG

#8?kp>r!:G-^9#^?"3NZ@qrHQ7F"p>r!:7F+i

\RKQC1<8rw.9k3HbG-^9#

G#8?kZ@q^M<8c< (DCM) N,$I&?9/rHQ7F"3liNx

+Z@q"*hS=NZ@qrHQ7F SSL \3NN)"*V8'/HXNp>"

"k$O*V8'/HNG#8?kZ@qN'Z-N!:rT&"Wj1<7gs

r8f*KI}9k3H,G-^9#

x+Z@qNI}

DCM rHQ7Fx+$s?<MCH CA NZ@qrI}9klgO"^:Z@q

9H"rn.7J1lPJj^;s#Z@q9H"O"DCM ,G#8?kZ@q*

hS=lKX"7?k)0r]I9k?aKHQ9k"Cl-<&G<?Y<9&

U!$kG9#DCM rHQ7F"^^lkZ@qN?$WKpE$F"$/D+N

?$WNZ@q9H"rn.*hSI}9k3H,G-^9#

n.9kZ@q9H"N?$W"JiSKZ@q*hS=NZ@qrHQ9k"W

j1<7gsrI}9k?aKBT7J1lPJiJ$=NeN?9/O"Z@q

NHQWhN)F}KhCFh^j^9#DCM rHQ7F",ZJZ@q9H"r

n.7""Wj1<7gsQNx+$s?<MCHZ@qrI}9k}!KD$F

O"J<NHTC/r2H7F/@5$#

v SSL L.;C7gsN?aNx+$s?<MCHZ@qNI}

v *V8'/HKp>9k?aNx+$s?<MCHZ@qNI}

v *V8'/HNp>!:N?aNZ@qNI}

DCM rHQ9kH"Public Key Infrastructure for X.509 (PKIX) 'ZI+ih@7

?Z@qrI}9k3H,G-^9#

SSL �������������������	������

G#8?kZ@q^M<8c< (DCM) rHQ7F"Secure Sockets Layer (SSL) r

HC?;-e"JL.;C7gsrN)9k?aK""Wj1<7gsGHQ9k

x+$s?<MCHZ@qrI}9k3H,G-^9#DCM rHQ7FH+Nm<

+k'ZI (CA) r?Q7F$klgJ0O"^:"SSL GHQ9kx+Z@qr

I}9k?aN,ZJZ@q9H"rn.7J1lPJj^;s#3l,

*SYSTEM Z@q9H"G9#Z@q9H"rn.9kH"DCM Khj"Z@qr

h@9k?aKx+ CA Ks!7J1lPJiJ$Z@qWapsrn.9kWm

;9rBTG-^9#

DCM rHQ7F""Wj1<7gsG SSL ;C7gsrN)G-kh&Kx+$

s?<MCHZ@qrI}*hSHQ9kKO"J<N9FCWK>CF/@5

$#
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1. DCM r+O7^9#

2. DCM NJS2<7gs&Ul<`G"V7,Z@q9H"Nn. (Create
New Certificate Store)Wr*r7F",$I&?9/r+O7"l"NU)

<`r0;7^9#3liNU)<`O"Z@q9H"*hS"Wj1<7g

sG SSL ;C7gsN)N?aKHQG-kZ@qNn.Wm;9r,$I9

kbNG9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"

klgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$

s&XkW,=(5l^9#

3. n.9kZ@q9H"H7F *SYSTEM r*r7F"V3T (Continue)Wr
/jC/7^9#

4. VO$ (Yes)Wr*r7F"*SYSTEM Z@q9H"n.NlDH7FZ@q

rn.7"V3T (Continue)Wr/jC/7^9#

5. 7,Z@qNp>TH7FVVeriSign ^?O>N$s?<MCH'ZI (CA)
(VeriSign or other Internet Certificate Authority (CA))Wr*r7F"V3

T (Continue)Wr/jC/9kH"7,Z@qN1LpsrXjG-kU)<

`,=(5l^9#

m: f<6<N iSeries K IBM 4758-023 PCI Ef=3Wm;C5<,$s9

H<k5lF$klg"DCM Khj"!N?9/H7FZ@qNk)0N

]I}!r*r9k3H,G-^9#79F`K3Wm;C5<,J$l

g"DCM O"*SYSTEM Z@q9H"K=Nk)0r+0*K]I7^

9#k)0N]I}!N*rKD$FXkW,,WJlgO"DCM N*s

i$s&XkWr2H7F/@5$#

6. U)<`K~O7F"V3T (Continue)Wr/jC/9kH"N'QZ<8,

=(5l^9#3NN'QZ<8KO"Z@qr/T9kx+'ZI (CA) K

s!9k,W,"kZ@qWaG<?,=(5l^9#Z@qp>Wa (CSR)

G<?O"7,Z@qKXj7?x+0*hS=N>Nps+i=.5lF$

^9#

7. Z@qrWa9k]Kx+ CA ,,WH9k CSR G<?r"Z@q=AU)

<`^?OLDNU!$kK"mU</3T<&"sI&Z<9H7^9#

V+O (Begin)WTHV7,Z@qWaN*oj (End New Certificate

Request)WTN>}r^`"9YFN CSR G<?rHQ7J1lPJj^;

s#3NZ<8r*;9kH"G<?O:ol"=NG<?rs|9k3HO

G-^;s#*r7? CA K=AU)<`^?OU!$krw.7F"Z@q

r/T7?j"Z@qKp>7?j7^9#

m: 3Njgr*;9kNO"CA +i"p>5lF0.7?Z@q,a5lk

^GT?J1lPJj^;s#

m: HTTP Server for iSeries GZ@qrHQ9klgO"DCM rBT7F"p

>5lF0;7?Z@qrh}9k0K"Web 5<P<rn.7F=.7

F*/,W,"j^9# Web 5<P<r=.7F SSL rHQ9kH"=

N5<P<K"Wj1<7gs ID ,8.5l^9#3N"Wj1<7g

s ID OabK5(F*-"DCM rHQ7F3N"Wj1<7gs,

SSL KHQ9kZ@qrXjG-kh&K7^9#

56 iSeries: G#8?kZ@q^M<8c<



DCM rHQ7F"p>7F0;7?Z@qr5<P<KdjvFk^G

O"5<P<r*;7FFO07J$G/@5$#Z@qrdjvFk0

K"Web 5<P<N *ADMIN $s9?s9r*;7FFO09kH"5

<P<OO0;:"DCM rHQ7F5<P<KZ@qrdjvFk3HO

G-^;s#

8. x+ CA ,p>Q_Z@qra7F+i"DCM r+O7^9#

9. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

10. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrX

j7F"V3T (Continue)Wr/jC/7^9#

11. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

12. ?9/&j9H+iVZ@qN$s]<H (Import certificates)Wr*r7

F"p>Q_NZ@qr *SYSTEM Z@q9H"K$s]<H9kWm;9r

+O7^9#Z@qN$s]<H,*;7?i"SSL L.KZ@qrHQ9k

"Wj1<7gsrXj9k3H,G-^9#

13. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage
Applications)Wr*r7F"?9/Nj9Hr=(7^9#

14. ?9/&j9H+i"VZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"Z@qrdjvFk3H,G-k"SSL P~"W

j1<7gsNj9Hr=(7^9#

15. 3Nj9H+i"Wj1<7gsr*r7F"VZ@qdjvFN97

(Update certificate assignment)Wr/jC/7^9#

16. $s]<H7?Z@qr*r7F"V7,Z@qNdjvF (Assign new
certificate)Wr/jC/7^9#DCM O"=N"Wj1<7gsKP9kZ

@qN*rKD$FN'9k?aNaC;<8r=(7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#3lr5]<H7F$k"Wj1<7gs

GZ@qr'ZG-kh&K7F+i"q;K"/;99kh&K7?$

lgO""Wj1<7gsK CA .jj9HrjA7J1lPJj^;

s#3lKhj""Wj1<7gsO"Hi9FCIH7FXj5lF$

k CA NZ@qN_rEv-!:9k3H,G-kh&KJj^9#f<

6<^?O/i$"sH&"Wj1<7gs+i"CA .jj9HK*$F

Hi9FCIG"kHXj5lF$J$ CA NZ@q,s!5l?lg"

"Wj1<7gsO"=NZ@qr-zJ'ZNpCH7FOu1~l^

;s#

,$I&?9/r0;9kH"SSL rHQ7F;-e"L.rT&h&K"Wj1

<7gsr=.9k?aK,WJro,9YF=m$^9#f<6<,"SSL ;C

7gsP3G3liN"Wj1<7gsK"/;9G-kh&K9kKO"5<P

<Z@qr/T7? CA N CA Z@qN3T<,,WG9#Z@q,lL*KNi

lF$k$s?<MCH CA NbNG"klgO"f<6<N/i$"sH&=U

H&'"K",WJ CA Z@qN3T<,{K8_7F$klg,"j^9#f<

h 7 O DCM N=. 57
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6<O"CA Z@qrh@9k,W,"klgO"CA N Web 5$HK"/;97

F"=N5$HNX(K>&,W,"j^9#

� �!�	����������������	������

G#8?kZ@q^M<8c< (DCM) rHQ7F"*V8'/HKG#8?kp

>rT&?aNx+$s?<MCHZ@qrI}9k3H,G-^9# DCM rH

Q7FH+Nm<+k'ZI (CA) r?Q7F$klgJ0O"^:"*V8'/

HKp>9k?aKHQ9kx+Z@qrI}9k?aN,ZJZ@q9H"rn

.7J1lPJj^;s#3l, *OBJECTSIGNING Z@q9H"G9#Z@q9

H"rn.9kH"DCM Khj"Z@qrh@9k?aKx+$s?<MCH CA

Ks!7J1lPJiJ$Z@qWapsrn.9kWm;9,+O5l^9#

Z@qrHQ7F*V8'/HKp>9kKO""Wj1<7gs ID bjA7J

1lPJj^;s#3N"Wj1<7gs ID O"CjNZ@qrHQ7F*V8

'/HKp>9k?aK,WJ"BNlYkr)f7"DCM ,s!9klYkhj

eNLN"/;9)frs!7^9#"Wj1<7gsGZ@qrHQ7F*V8

'/HKp>9kKO"GU)kHN"Wj1<7gsjAK"f<6<K

*ALLOBJ Cl"B,"k3H,roH7FjA5lF$k,W,"j^9# (?@

7"iSeries JS2<?<rHQ7F""Wj1<7gs ID ,,WH9k"BrQ

99k3H,G-^9#)

DCM rHQ7F"*V8'/HKp>9kh&Kx+$s?<MCHZ@qrI}

*hSHQ9kKO"J<N?9/r0;7F/@5$#

1. DCM r+O7^9#

2. DCM N8<NJS2<7gs&Ul<`G"V7,Z@q9H"Nn.

(Create New Certificate Store)Wr*r7F",$I&?9/r+O7"l"

NU)<`r0;7^9#3liNU)<`O"Z@q9H"*hS*V8'

/HKp>9k?aKHQG-kZ@qNn.Wm;9r,$I9kbNG

9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"

klgO"Z<8NetK"k?dd (?) \?sr*r7F/@5$#*

si$s&XkW,=(5l^9#

3. n.9kZ@q9H"H7F *OBJECTSIGNING r*r7F"V3T

(Continue)Wr/jC/7^9#

4. VO$ (Yes)Wr*r7F"3NZ@q9H"n.NlDH7FZ@qrn.

7"V3T (Continue)Wr/jC/7^9#

5. 7,Z@qNp>TH7FVVeriSign ^?O>N$s?<MCH'ZI (CA)
(VeriSign or other Internet Certificate Authority (CA))Wr*r7F"V3

T (Continue)Wr/jC/7^9#3lKhj"7,Z@qN1LpsrXj

G-kU)<`,=(5l^9#

6. U)<`K~O7F"V3T (Continue)Wr/jC/9kH"N'QZ<8,

=(5l^9#3NN'QZ<8KO"Z@qr/T9kx+'ZI (CA) K

s!9k,W,"kZ@qWaG<?,=(5l^9#Z@qp>Wa (CSR)

G<?O"7,Z@qKXj7?x+0*hS=N>Nps+i=.5lF$

^9#

7. Z@qrWa9k]Kx+ CA ,,WH9k CSR G<?r"Z@q=AU)

<`^?OLDNU!$kK"mU</3T<&"sI&Z<9H7^9#
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V+O (Begin)WTHV7,Z@qWaN*oj (End New Certificate

Request)WTN>}r^`"9YFN CSR G<?rHQ7J1lPJj^;

s#3NZ<8r*;9kH"G<?O:ol"=NG<?rs|9k3HO

G-^;s#*r7? CA K=AU)<`^?OU!$krw.7F"Z@q

r/T7?j"Z@qKp>7?j7^9#

m: 3Njgr*;9kNO"CA +i"p>5lF0.7?Z@q,a5lk

^GT?J1lPJj^;s#

8. x+ CA ,p>Q_Z@qra7F+i"DCM r+O7^9#

9. 8<NJS2<7gs&Ul<`GVZ@q9H"N*r (Select a
Certificate Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F

*OBJECTSIGNING r*r7^9#

10. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrX

j7F"V3T (Continue)Wr/jC/7^9#

11. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*

r7F"?9/Nj9Hr=(7^9#

12. ?9/&j9H+iVZ@qN$s]<H (Import certificates)Wr*r7

F"p>Q_NZ@qr *OBJECTSIGNING Z@q9H"K$s]<H9kW

m;9r+O7^9#Z@qN$s]<H,*;7?i"Z@qrHQ7F*

V8'/HKp>9kh&K"Wj1<7gsjArn.9k3H,G-^

9#

13. 8<NJS2<7gs&Ul<`,G7=(5l?i"V"Wj1<7gsN

I} (Manage Applications)Wr*r7F"?9/Nj9Hr=(7^9#

14. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)Wr*r7

F"Z@qrHQ7F*V8'/HKp>9k?aN"*V8'/Hp>"W

j1<7gsjArn.9kWm;9r+O7^9#

15. *V8'/Hp>"Wj1<7gsrjA9kU)<`r0.5;F"VIC

(Add)Wr/jC/7^9#3N"Wj1<7gsjAO"B]N"Wj1<7

gsr(7F$kNGOJ/"CjNZ@qrHCFp>9k3HKJCF$

k*V8'/HN?$Wr(7F$^9#3NU)<`N~O}!KD$F

O"*si$s&XkWr2H7F/@5$#

16. VOKWr/jC/7F""Wj1<7gsjAN'aC;<8rN'7"V"

Wj1<7gsNI} (Manage Applications)WN?9/&j9Hr=(7^

9#

17. ?9/&j9H+iVZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"V3T (Continue)Wr/jC/7"Z@qrdj

vFk3H,G-k*V8'/Hp>"Wj1<7gs ID Nj9Hr=(7

^9#

18. 3Nj9H+i"Wj1<7gs ID r*r7F"VZ@qdjvFN97

(Update certificate assignment)Wr/jC/7^9#

19. $s]<H7?Z@qr*r7F"V7,Z@qNdjvF (Assign new
certificate)Wr/jC/7^9#

3liN?9/r0;9kH" *V8'/HXNp>r+O7F"=N]4-r]

Z9k?aK,WJ"9YFNro,0$^9#
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p>Q_*V8'/Hr[[7?]"3N*V8'/HNu.&O"V5R1 ^?O

=lJ_NP<8gsN DCM rHQ7F"*V8'/HNp>NEv-!:rT

$"G<?,$Q9G"k3HrN'7"w.&N1L!:rToJ1lPJj^

;s#p>NEv-!:rT&KO"u.&Kp>!:Z@qN3T<,J1lP

Jj^;s#p>Q_*V8'/HNQC1<8NltH7F"3NZ@qN3T

<rs(9k,W,"j^9#

u.&KO"*V8'/HKp>9k?aKHQ7?Z@qr/T7? CA N CA

Z@qN3T<b,WG9#lL*KNilF$k$s?<MCH CA NZ@qr

HQ7F*V8'/HKp>7?lgO"u.&NP<8gsN DCM K",WJ

CA Z@qN3T<,{K8_7F$k,W,"j^9#7?,CF"u.&K^

@3T<,8_7J$HWolklgO"p>Q_*V8'/HHloK CA Z@

qN3T<rs!9k,W,"j^9#?H(P"lQm<+k CA NZ@qrH

Q7F*V8'/HKp>7?lgO"m<+k CA Z@qN3T<rs!9k,

W,"j^9#;-ejF#<eN}3+i"LNQC1<8G CA Z@qrs!

9k+"Z@qr,WH9kf<6<+iNWa,"C?~@G"x*K CA Z@

qr~jG-kh&K9k,W,"j^9#

� �!�	���������������

G#8?kZ@q^M<8c< (DCM) rHQ7F"*V8'/HNG#8?kp

>NEv-!:rT&?aKHQ9kp>!:Z@qrI}9k3H,G-^9#

*V8'/HKp>9kKO"Z@qNk)0rHQ7Fp>rn.7^9#p>

Q_*V8'/Hr>Kw.9klgO"*V8'/HKp>7?Z@qN3T<

r^ak,W,"j^9#3lrBT9kKO"DCM rHQ7F"*V8'/Hp

>Z@qr (Z@qNk)0rXj7J$G) p>!:Z@qH7F(/9]<H7

^9#p>!:Z@qO">K[[9k3H,G-kU!$kK(/9]<HG-

^9#"k$O"n.7?p>r!:7?$lgO"p>!:Z@qr

*SIGNATUREVERIFICATION Z@q9H"K(/9]<HG-^9#

*V8'/HNp>NEv-!:rT&KO"*V8'/HKp>7?Z@qN3

T<r}CF$J1lPJj^;s#p>Z@qK^^lkx+0rHQ7F"P

~9kk)0Gn.5l?p>r!:9k3H,G-^9#7?,CF"*V8'

/HNp>r!:G-kh&K9kKO"p>Q_*V8'/HNs!h+ip>

Z@qN3T<rh@7J1lPJj^;s#

*V8'/HKp>7?Z@qr/T7?'ZI (CA) N CA Z@qN3T<b}

CF$J1lPJj^;s#CA Z@qrHQ7F"*V8'/HKp>7?Z@

qN'Z-r!:7^9#DCM O"lL*KNilF$k CA +iN CA Z@q

N3T<rs!7F$^9#?@7"*V8'/H,LNx+ CA ^?OlQm<

+k CA NZ@qGp>5lF$klg"*V8'/HNp>r!:G-kh&K

9kKO"CA Z@qN3T<rh@7J1lPJj^;s#

DCM rHQ7F*V8'/HNp>r!:9kKO"^:",WJp>!:Z@q

rI}9k?aN,ZJZ@q9H"rn.7J1lPJj^;s#3l,

*SIGNATUREVERIFICATION Z@q9H"G9#3NZ@q9H"rn.9k]

K"DCM O"Z@q9H"rlL*KNilF$kx+ CA Z@qN3T<Hl

oK[V7^9#

m: H+N*V8'/Hp>Z@qGn.7?p>r!:G-kh&K7?$lg

O"*SIGNATUREVERIFICATION Z@q9H"rn.7F"=3K

60 iSeries: G#8?kZ@q^M<8c<



*OBJECTSIGNING Z@q9H"NZ@qr3T<7J1lPJj^;s#

*OBJECTSIGNING Z@q9H"b+ip>!:rBT9k=j,"klgG

b"3lOvFO^j^9#

DCM rHQ7F"p>!:Z@qrI}9kKO"J<N?9/rBT7^9#

1. DCM r+O7^9#

2. DCM N8<NJS2<7gs&Ul<`G"V7,Z@q9H"Nn.

(Create New Certificate Store)Wr*r7F",$I&?9/r+O7"l"

NU)<`r0;7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) \?sr*r7F/@5$#*si

$s&XkW,=(5l^9#

3. n.9kZ@q9H"H7F *SIGNATUREVERIFICATION r*r7F"V3

T (Continue)Wr/jC/7^9#

m: *OBJECTSIGNING Z@q9H",8_9klgO"3N~@G"DCM +

i"*V8'/Hp>Z@qrp>!:Z@qH7F7,Z@q9H"K3

T<9k+I&+rXj9kh&KWmsWH,P5l^9#{8N*V8

'/Hp>Z@qrHQ7Fp>r!:7?$lgO"VO$ (Yes)Wr*

r7F"V3T (Continue)Wr/jC/7^9#*OBJECTSIGNING Z@q

9H"NZ@qr3T<9kKO"=NQ9o<IrNCF$J1lPJj

^;s#

4. 7,Z@q9H"KQ9o<IrXj7F"V3T (Continue)Wr/jC/7
FZ@q9H"rn.7^9#N'QZ<8,=(5l"Z@q9H",5oK

n.5l?3Hr(9aC;<8,=(5l^9#3lG"3N9H"rHQ7

F"*V8'/HNp>r!:9k?aNZ@qrI}7"HQ9k3H,G-

^9#

m: 3N9H"r"p>7?*V8'/HNp>r!:G-kh&Kn.7F$

klgO"33GnHrd_9k3H,G-^9#7,*V8'/Hp>Z

@qrn.9k]K"3liNZ@qr *OBJECTSIGNING Z@q9H"+

i3NZ@q9H"K(/9]<H9k,W,"j^9#3liNZ@qr

(/9]<H7J$lgO"3liNZ@qGn.7?p>r!:G-J/

Jj^9#

m: 3NZ@q9H"r>N=<9+iu.7?*V8'/HNp>r!:G-

kh&Kn.7F$klgO"3Njgr3T7F"Z@q9H"K,WJ

Z@qr$s]<HG-kh&K9k,W,"j^9#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F

*SIGNATUREVERIFICATION r*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#
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8. ?9/&j9H+i"VZ@qN$s]<H (Import certificates)Wr*r7^

9#3N,$I&?9/Khj"u.7?*V8'/HNp>r!:G-kh&

K"Z@q9H"K,WJZ@qr$s]<H9kWm;9rBT9k3H,G

-^9#

9. $s]<H9kZ@qN?$Wr*r7^9#Vp>N!: (Signature
verification)Wr*r7F"p>Q_*V8'/HHloKu.7?Z@qr$

s]<H7"$s]<H&?9/r0;7^9#

m: Z@q9H"K"p>!:Z@qr/T7? CA N CA Z@qN3T<,

J$lgO"^: CA Z@qr$s]<H7J1lPJj^;s#CA Z@

qr$s]<H9k0Kp>!:Z@qr$s]<H7F$J$lg"p>

!:Z@qr$s]<H9k]K(i<ru.9kD=-,"j^9#

3lG"3liNZ@qrHQ7F"*V8'/HNp>r!:9k3H,G-^

9#
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� 8 � DCM ���

G#8?kZ@q^M<8c< (DCM) r=.7?eG"$/D+NZ@qI}?

9/rB\9k,W,"j^9# DCM rHQ7FG#8?kZ@qrI}9k}

!KD$FO"J<NHTC/r2H7F/@5$#

m<+k CA rHQ7F>N iSeries 79F`NZ@qr/T

"k79F`NlQm<+k CA rHQ7F">N iSeries 79F`GHQ9kZ@q

r/T9k}!KD$Fb@7^9#

DCM Khk"Wj1<7gsNI}

DCM rHQ7F SSL P~"Wj1<7gs^?O*V8'/Hp>"Wj1<7g

sKX9k"Wj1<7gsjArT&}!KD$Fb@7^9#3NHTC/GO"

"Wj1<7gsjANn.*hS"Wj1<7gsKP9kZ@qdjvFNI}}

!KD$Fb@7^9#/i$"sH'ZN?aNZ@qNu1~lKX7F"Wj1

<7gs,HQ9k"CA .jj9HNjAKD$FX,9k3H,G-^9#

Z@q*hS"Wj1<7gsNEv-!:

"Wj1<7gs,CjNZ@qrHQ7?ju1~l?j9k0K"=NZ@qN'

Z-r!:9k?aN}!KD$Fb@7^9#

Z@qNdjvF

;-e"!=GHQ9kZ@qr 1 D^?O#tN"Wj1<7gsKW.Kdjv

Fk}!KD$Fb@7^9#

CRL LVNI}

"Wj1<7gs,"u1~lkZ@qN-z-r!:9k?aKHQG-k"Z@q

hjC7j9H (CRL) NLVrjA*hSHQ9k}!KD$Fb@7^9#

IBM 4758 Ef=3Wm;C5<eGNZ@q-<N]I

$s9H<k5l?3Wm;C5<rHQ7F"Z@qNk)0rhjB4K]I9k

}!KD$Fb@7^9#

PKIX CA NWaljNI}

Public Key Infrastructure for X.509 (PKIX) ,JKpE$FZ@qr/T9kx+$s

?<MCH CA +ih@7?Z@qr"DCM rHQ7FI}9k}!KD$Fb@7

^9#

*V8'/HXNp>

*V8'/HN0g-rN]9k?aK"*V8'/HXNG#8?kp>KHQ9k

Z@qr"DCM rHQ7FI}9k}!KD$Fb@7^9#

*V8'/HNp>!:

DCM rHQ7F*V8'/HNG#8?kp>N'Z-r!:9k}!KD$Fb@

7^9

"�#� CA ������� iSeries ��'(�������

MCHo</bN iSeries 79F`G"9GKlQm<+k'ZI (CA) rHQ7F

$klg,"j^9#3Nm<+k CA NHQOOrMCHo</bNLN iSeries

^G-2?$H7^9#?H(P"=Tm<+k CA rLN iSeries 79F`N"

Wj1<7gsKP7F SSL L.;C7gsrHQ9k?aK"5<P<^?O/

i$"sHZ@qr/T9kh&K7?$lg,"j^9#"k$O""k79F

© Copyright IBM Corp. 1999, 2002 63



`Nm<+k CA NZ@qrHQ7F"LN iSeries 5<P<K]I5lF$k*

V8'/HKp>7?$lg,"j^9#

3NWoO"G#8?kZ@q^M<8c< (DCM) rHQ9k3HG#.G-^

9#m<+k CA r?Q7F$k iSeries G$/D+N?9/rBT7"Z@qN

/ThHJk"Wj1<7gsr[9Hh}9k 2 ! iSeries G=N>N?9/r

BT7^9#3N 2 !79F`O"?<2CH&79F`HFPl^9#?<2C

H&79F`GBT9Y-?9/O"79F`Njj<9&lYkKhCFh^j

^9#

m: dj,/89kD=-,"kNO"m<+k CA r?Q7F$k iSeries ,"

?<2CH&79F`hjb/YNEf=!=rs!9kWmP$@<=JG

EfrHQ9klgG9# (V5R2 GHQG-kEf"/;9&WmP$@<O

5722-AC3 N_G9#3lO"=_HQD=J"Gb/OJ=JG9#?@7"

J0Njj<9GO"3lhjb!=,e/"s!5lkEf!=NlYk,

c$">NEf"/;9&WmP$@<=J (5722-AC1 ^?O 5722-AC2) ,

$s9H<k5lF$kD=-,"j^9#) (k)0r}D) Z@qr(/9

]<H9klg"79F`O"U!$krEf=7F=NbFr]n7^9#

79F`G?<2CH&79F`hjb/YNEf==JrHQ9kH"?<

2CH&79F`O$s]<H&Wm;9GU!$kr|fG-^;s#=N

kL"$s]<H,:T7?j"SSL ;C7gsNN)KZ@q,HQG-J

+C?j9klg,"j^9#3N3HO"7,Z@qK*$F"?<2C

H&79F`NEf=JGNHQK,7?-<&5$:rHQ7F$klgK

bvFO^j^9#

m<+k CA rHQ7FZ@qr>N79F`/T9k3H,G-^9#=&9k

H"3NZ@qG*V8'/HKp>r7?j""Wj1<7gsG SSL ;C7g

srN)9k]K3NZ@qrHQ7?jG-^9#m<+k CA rHQ7F"L

N iSeries 79F`GHQ9kZ@qrn.9klg"DCM ,n.9kU!$kK

O"m<+k CA Z@qN3T<@1GJ/"t?/Nx+$s?<MCH CA N

?aNZ@qN3T<b^^lF$^9#

DCM GBT7J1lPJiJ$?9/O"m<+k CA ,/T9kZ@qN?$

WH?<2CH&79F`K*1kjj<9&lYk*hSroKhCF/7[J

j^9#

LN V5R2 ^?O V5R1 iSeries 79F`GHQ9klQZ@qN/T

m<+k CA rHQ7F"LN V5R2 ^?O V5R1 iSeries 79F`GHQ9kZ

@qr/T9kKO"m<+k CA r[9Hh}9k79F`G"J<N9FCW

rBT7^9#

1. DCM r+O7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

2. JS2<7gs&Ul<`G"VZ@qNn. (Create Certificate)Wr*r7

F"m<+k CA rHQ7Fn.G-kZ@q?$WNj9Hr=(7^9#
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3N?9/r0;9k?aK"Z@q9H"r*<Ws9k,WO"j^;s#

3liNjgO"CjNZ@q9H"bGnH7F$J$3H""k$O"m<

+k'ZI (CA) Z@q9H"bGnH7F$k3Hr0sH7F$^9#3l

iN?9/rBTG-kh&K9kKO"m<+k CA ,3N79F`K8_

7F$J1lPJj^;s#

3. m<+k CA G/T7?$Z@qN?$Wr*r7F"V3T (Continue)Wr
/jC/7",$I&?9/r+O7F"l"NU)<`r0;7^9#VLN

iSeries N?aN5<P<^?O/i$"sHZ@q (server or client
certificate for another iSeries)W(SSL ;C7gsNlg)"^?OVLN

iSeries N?aN*V8'/Hp>Z@q (object signing certificate for
another iSeries)W(LN79F`GHQ9klg) NIAirn.9k+*r7

^9#

m: LN79F`GHQ9k*V8'/Hp>Z@qrn.9klg"=N79

F`O"Z@qrHQ9k?aK V5R1 J_NP<8gsN OS/400 rT

/7F$J1lPJj^;s#?<2CH&79F`, V5R1 J_GJ1l

PJiJ$?a"[9H&79F`N DCM +i"7,*V8'/Hp>Z

@qN?<2CH&jj<9A0r*r9kh&KWmsWH,P5lk3

HO"j^;s#

4. 5<P<^?O/i$"sHZ@qrn.9klgO"3NZ@qrn.9kP

]N iSeries Njj<9&lYkr*r7^9#V3T (Continue)Wr/jC/
9kH"7,Z@qN1LpsrXjG-kU)<`,=(5l^9#

m: *r9kjj<9&lYkKhCF"7,Z@qrn.9k?aK DCM ,

HQ9kA0,h^j^9#U)<`eN1LpsNL*hS?$WO"*

r7?jj<9&lYkKhCF[Jj^9#3lKhj"Z@qU!$k

H"=NZ@qrHQ9k iSeries 79F`HN_9-rN]G-kh&K

Jj^9#

5. U)<`K~O7F"V3T (Continue)Wr/jC/9kH"N'QZ<8,

=(5l^9#

m: ?<2CH&79F`K{8N *OBJECTSIGNING ^?O *SYSTEM Z@

q9H",8_9klgO"Z@qKG-NZ@qlYk*hSG-NU!

$k>r,:Xj7F/@5$#G-NZ@qlYk*hSU!$k>rX

j9kH"?<2CH&79F`N{8NZ@q9H"KZ@qrJ1K$

s]<H9k3H,G-^9#

3NN'Z<8KO"DCM ,?<2CH&79F`XN>wQKn.7?U!

$kN>0,=(5l^9#DCM O"Xj7??<2CH&79F`Njj<

9&lYkKpE$F3liNU!$krn.7^9#DCM O"m<+k CA

Z@qN3T<r3liNU!$kX+0*Kq-~_^9#

m: DCM O"H+NZ@q9H"K7,Z@qrn.7F">w9k 2 DNU

!$k"Z@q9H"&U!$k (H%R .KDB) *hSWaU!$k (.RDB

H%R) r8.7F$^9#

6. P$Jj<NU!$k>wWmH3k (FTP) ^?OLN}!rHQ7F"U!

$kr?<2CH&79F`K>w7^9#

LN V4R4 ^?O V4R5 iSeries 79F`GHQ9klQZ@qN/T
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m<+k CA rHQ7F"V4R4 ^?O V4R5 iSeries 79F`GHQ9kZ@q

r/T9kKO"V5R2 m<+k CA r[9H9k79F`G"J<N9FCWr

BT7F/@5$#

1. DCM r+O7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

2. JS2<7gs&Ul<`G"VZ@qNn. (Create Certificate)Wr*r7

F"m<+k CA rHQ7Fn.G-kZ@q?$WNj9Hr=(7^9#

3N?9/r0;9k?aK"Z@q9H"r*<Ws9k,WO"j^;s#

3liNjgO"CjNZ@q9H"bGnH7F$J$3H""k$O"m<

+k'ZI (CA) Z@q9H"bGnH7F$k3Hr0sH7F$^9#3l

iN?9/rBTG-kh&K9kKO"m<+k CA ,3N79F`K8_

7F$J1lPJj^;s#

3. m<+k CA G/T7?$Z@qN?$Wr*r7F"V3T (Continue)Wr
/jC/7",$I&?9/r+O7F"l"NU)<`r0;7^9#

m: V4R4 ^?O V4R5 iSeries 79F`GHQ9k\*G3NZ@qrn.7

F$k?a"VLN iSeries N?aN5<P<^?O/i$"sHZ@q

(server or client certificate for another iSeries)Wr*r7F$J1lP

Jj^;s#V5R1 hjbJ0Njj<9&lYkN?<2CH&79F`

GO"*V8'/Hp>Z@qOHQG-^;s#

4. 3NZ@qrn.9kP]N iSeries Njj<9&lYkr*r7^9#V3T

(Continue)Wr/jC/9kH"7,Z@qN1LpsrXjG-kU)<`,

=(5l^9#

m: *r9kjj<9&lYkKhCF"7,Z@qrn.9k?aK DCM ,

HQ9kA0,h^j^9#U)<`eN1LpsNL*hS?$WO"*

r7?jj<9&lYkKhCF[Jj^9#3lKhj"Z@qU!$k

H"=NZ@qrHQ9k iSeries 79F`HN_9-rN]G-kh&K

Jj^9#

5. U)<`K~O7F"V3T (Continue)Wr/jC/9kH"N'QZ<8,

=(5l^9#

m: ?<2CH&79F`K{8N *SYSTEM Z@q9H",8_9klg

O"Z@qKG-NZ@qlYk*hSG-NU!$k>r,:Xj7F/

@5$#G-NZ@qlYk*hSU!$k>rXj9kH"?<2CH&

79F`N{8NZ@q9H"KZ@qrJ1K$s]<H9k3H,G-

^9#

3NN'Z<8KO"DCM ,?<2CH&79F`XN>wQKn.7?U!

$kN>0,=(5l^9#DCM O"Xj7??<2CH&79F`Njj<

9&lYkKpE$F3liNU!$krn.7^9#DCM O"m<+k CA

Z@qN3T<r3liNU!$kX+0*Kq-~_^9#

m: DCM O"H+NZ@q9H"K7,Z@qrn.7F">w9k 2 DNU

!$k"Z@q9H"&U!$k (H%R .KDB) *hSWaU!$k (H%

R .RDB) r8.7F$^9#
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m: V4R4 ^?O V4R5 ?<2CH&79F`N{8N *SYSTEM Z@q9H"K

"k3liNU!$kNZ@qrHQ9k=jG"klg"m<+k CA Z@

qr .KDB *hS .RDB U!$k+i>\$s]<H9k3HOG-^;s#3

lO"CA Z@q,"DCM $s]<H!=G'1*hSHQG-kA0GOJ

$?aG9#eojK"[9H&79F`rHQ7Fm<+k CA Z@qN3

T<rLU!$kK(/9]<H7"CA Z@q,J0Njj<9N$s]<H

!=rh}9kA0KJCF$kh&K7J1lPJj^;s#

6. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

7. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"[9H&79F`GZ@q9H"Nn.~KZ@q9H"KXj

7?Q9o<IrXj7F"V3T (Continue)Wr/jC/7^9#

8. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*

r7F"?9/Nj9Hr=(7^9#

9. ?9/&j9H+i"VZ@qN(/9]<H (Export certificate)Wr*r7

^9#

10. (/9]<H9kZ@qN?$WH7FV'ZI (CA) (Certificate Authority
(CA))Wr*r7F"V3T (Continue)Wr/jC/9kH" CA Z@qNj

9H,=(5l^9#

11. Z@qNj9H+im<+k CA Z@q (?H(P"

LOCAL_CERTIFICATE_AUTHORITY) r*r7^9#V(/9]<H (Export)Wr/
jC/9kH" CA Z@qN8hr*rG-kU)<`,=(5l^9#

12. VU!$k (File)Wr*r7F"V3T (Continue)Wr/jC/7^9#

13. (/9]<H&U!$kN04$~Q9*hSU!$k>rXj7F"V3T

(Continue)Wr/jC/7^9#N'QZ<8,=(5l"DCM KhjU!$

k,5oK(/9]<H5l?3H,(5l^9#

m: U!$kKO"G-N>0HH%Rr,:Xj7F/@5$#?H(P"

U!$kK mycafile.exp H$&>0rU1k3H,G-^9#U!$k

K>0rU1kH-K"U!$kH%R".TXT".KDB".RDB ^?O .KYR

O$:lbHQ7J$G/@5$#3liN$:l+NH%R?$WrH

Q9kH"U!$kr?<2CH&79F`X$s]<H9k]Kdj,

88kD=-,"j^9#

14. P$Jj<NU!$k>wWmH3k (FTP) ^?OLN}!rHQ7F"n.

7?Z@q9H"&U!$k (.KDB *hS .RDB) r V4R4 ^?O V4R5 ?<

2CH&79F`K>w7^9#(/9]<H5l?m<+k CA Z@qr^

`U!$kr>w9klgKO"ASCII FTP b<IrHQ7F/@5$#

>w5l?U!$kr?<2CH&79F`GHQ9k

U!$kr>w7?e"?<2CH&79F`G DCM rHQ7F">wZ@qU

!$krh}7^9#BT7J1lPJiJ$ DCM ?9/O"?<2CH&79

F`Njj<9&lYk*hS?<2CH&79F`K8_9kZ@q9H"No

`KhCF[Jj^9#[9H&79F`Kn.7?Z@qN?$Wb"?<2C

H&79F`GBT7J1lPJiJ$?9/KFAr?(^9#?<2CH&7

9F`G DCM rHQ7F">wZ@qU!$krh}9k}!KD$FO"J<

NHTC/r2H7F/@5$#
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v V5R2 ?<2CH&79F`GN SSL ;C7gsN?aNlQZ@qNHQ#

v V5R1 ?<2CH&79F`GN SSL ;C7gsN?aNlQZ@qNHQ#

v V5R2 ^?O V5R1 ?<2CH&79F`GN*V8'/Hp>N?aNlQZ

@qNHQ#

v V4R5 ^?O V4R4 ?<2CH&79F`GN SSL ;C7gsN?aNlQZ

@qNHQ#

V5R2 ��)�	���'(�� SSL ������������

�����

"Wj1<7gs, SSL ;C7gsN?aKHQ9kZ@qO"G#8?kZ@q

^M<8c< (DCM) N *SYSTEM Z@q9H"+iI}7^9#V5R2 ?<2C

H&79F`G DCM rHQ7F SSL N?aNZ@qr3l^GKI}7?3H

,J$lg"3NZ@q9H"O?<2CH&79F`KO8_7F$^;s#m

<+k'ZI (CA) [9H&79F`Gn.7?>wZ@q9H"&U!$krH

Q9k?aK,WJ?9/O"*SYSTEM Z@q9H",8_7F$k+I&+K

hCF[Jj^9# *SYSTEM Z@q9H",8_7J$lgO">w5l?Z@

qU!$krHQ7F *SYSTEM Z@q9H"rn.9k3H,G-^9#

*SYSTEM Z@q, V5R2 ?<2CH&79F`K8_9klgKO">w5l?

Z@qU!$kr!N 2 DN&AN$:l+N}!GHQ9k3H,G-^9#

v >w5l?U!$krV>N79F`Z@q9H" (Other System Certificate

Store)WH7FHQ9k#

v >w5l?U!$kr{8N *SYSTEM Z@q9H"K$s]<H9k#

*SYSTEM Z@q9H",8_7J$lg

*SYSTEM Z@q9H",">wZ@q9H"&U!$krHQ7h&H9k

V5R2 79F`K8_7J$lgO">wZ@q9H"&U!$kr *SYSTEM Z

@q9H"H7FHQ9k3H,G-^9# *SYSTEM Z@q9H"rn.7"Z

@qU!$kr V5R2 ?<2CH&79F`GHQ9kKO"J<N9FCWK>

CF/@5$#

1. m<+k CA r[9Hh}9k79F`Gn.7?Z@q9H"&U!$k

(H%R .KDB r}DU!$kHH%R .RDB r}DU!$kN 2 U!$k)

,"/QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj<K"k3HrN'7F

/@5$#

2. >w5l?Z@qU!$k, /QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj

<K[V5l?eG"3liNU!$kN>0r DEFAULT.KDB *hS

DEFAULT.RDB KQ97^9#v:G#l/Hj<bG3liNU!$k>rQ

99k3HKhCF"?<2CH&79F`N *SYSTEM Z@q9H"r=.

9k=.WG,n.5l^9#Z@q9H"&U!$kKO"{Kt?/Nx

+$s?<MCH CA NZ@qN3T<,^^lF$^9#DCM O"3li

N3T<*hSm<+k CA Z@qN3T<r"n.~KZ@q9H"&U!

$kKIC7F$^9#

EW: ?<2CH&79F`N /QIBM/USERDATA/ICSS/CERT/SERVER G#l/H

j<K9GK DEFAULT.KDB *hS DEFAULT.RDB U!$k,8_9kl

g"*SYSTEM Z@q9H"O3N?<2CH&79F`K9GK8_

7F$^9#7?,CF">wU!$kN>0rX(I*jQ99k,

WO"j^;s#GU)kH&U!$kreq-9kH"DCM">wZ

68 iSeries: G#8?kZ@q^M<8c<
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@q9H""*hS=NbFrHQ9k]Kdj,88^9#3lrT

&eojK">wU!$kKG-N>0rU1">wZ@q9H"r

V>N79F`Z@q9H" (Other System Certificate Store)WH7
FHQ9k,W,"j^9#U!$krV>N79F`Z@q9H"

(Other System Certificate Store)WH7FHQ9kH"DCM rHQ7F"

Z@qrHQ9k,W,"k"Wj1<7gsrXj9k3HOG-^

;s#

3. DCM r+O7^9#33G">w5l?U!$kr>0Q97Fn.7?

*SYSTEM Z@q9H"NQ9o<IrQ97J1lPJj^;s#Q9o<

IrQ99k3HKhj"DCM KhCF7,Q9o<I,]I5lk?a"3

NZ@q9H"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#

4. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

5. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5lF+i"V5R2 ?<2CH&79F`QNZ@qNn.~K[9H&7

9F`GZ@q9H"QKXj7?Q9o<Ir~O7F"V3T

(Continue)Wr/jC/7^9#

6. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&

K9kKO"Z@q9H"rF*<Ws7J1lPJj^;s#!K"SSL ;

C7gsKZ@qrHQ9k"Wj1<7gsrXjG-^9#

7. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

8. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"7,Q9o<IrXj7F"V3T (Continue)Wr/jC/7^
9#

9. JS2<7gs&Ul<`,G7=(5l?i"JS2<7gs&Ul<`N

VZ@qNI} (Manage Certificates)Wr*r7F"?9/Nj9Hr=(

7^9#

10. ?9/&j9H+iVZ@qNdjvF (Assign certificate)Wr*r7"=T

NZ@q9H"bK"kZ@qNj9Hr=(7^9#

11. [9H&79F`Gn.7?Z@qr*r7"V"Wj1<7gsXNdjv

F (Assign to Applications)Wr/jC/7F"Z@qNdjvFP]H9k

3H,G-k SSL P~"Wj1<7gsNj9Hr=(7^9#

12. SSL ;C7gsN?aK=NZ@qrHQ9k,W,"k"Wj1<7gsr

*r7"V3T (Continue)Wr/jC/7^9#DCM O"=N"Wj1<7

gsKP9kZ@q*rKD$FNN'aC;<8r=(7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#3lr5]<H7F$k"Wj1<7gs

GO"q;K"/;99k0KZ@qr'ZG-kh&K7J1lPJj

^;s#7?,CF""Wj1<7gsK CA .jj9HrjA7J1l

PJj^;s#3lKhj""Wj1<7gsO"Hi9FCIH7FX

j5lF$k CA NZ@qN_rEv-!:9k3H,G-kh&KJj

h 8 O DCM NI} 69
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^9#f<6<^?O/i$"sH&"Wj1<7gs+i"CA .jj9

HK*$FHi9FCIG"kHXj5lF$J$ CA NZ@q,s!5

l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpCH7FO

u1~l^;s#

3liN?9/,0;7?e"?<2CH&79F`N"Wj1<7gsO"LN

iSeries Nm<+k CA Khj/T5l?Z@qrHQ9k3H,G-^9#?@

7"3liN"Wj1<7gsG SSL NHQr+O9kKO"SSL rHQ9kh

&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h@7J1lPJj^;s#m<+k CA Z@qOf<6<N PC NU!$kK3

T<9k+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO

SSL HQD="Wj1<7gsNWoKhj[Jj^9#

*SYSTEM Z@q9H",8_9klg -V>N79F`Z@q9H" (Other System Certificate Store)WH7FU
!$krHQ

V5R2 ?<2CH&79F`K{K *SYSTEM Z@q9H","klgO"Z@q

U!$kNh}}!rhj7J1lPJj^;s#>wZ@qU!$krV>N7

9F`Z@q9H" (Other System Certificate Store)WH7FHQ9k3H,*

rG-^9#"k$O"lQZ@q*hS=lKP~9km<+k CA Z@qr{

8N *SYSTEM Z@q9H"K$s]<H9k3H,*rG-^9#

V>N79F`Z@q9H" (Other System Certificate Store)WO"SSL Z@qr]

I9k"f<6<jAN 2 !*JZ@q9H"G9#3lirn.7FHQ9k

H"DCM U#<Ac<K"Wj1<7gs ID rP?9k]K DCM API rHQ

7J$"f<6<n.N SSL P~"Wj1<7gsKZ@qrs!G-^9#V>

N79F`Z@q9H" (Other System Certificate Store)W*W7gsr*r9k

H"Z@qK SSL_Init API rHQ7FWm0i^AC/K"/;9rT$"=NZ

@qrHQ7F SSL ;C7gsrN)9k"f<6<n.N"Wj1<7gsNZ

@qrI}9k3H,G-^9#3N API rHQ9kH""Wj1<7gsO"f

<6<,CKXj7?Z@qGOJ/"Z@q9H"NGU)kHZ@qrHQ9

k3H,G-^9#

IBM iSeries "Wj1<7gs (*hS>Nt?/N=UH&'"+/TKhk"W

j1<7gs) O"*SYSTEM Z@q9H"NZ@qN_rHQ9kh&Kn.5l

F$^9#>wU!$krV>N79F`Z@q9H" (Other System Certificate

Store)WH7FHQ9kh&K9kH"DCM rHQ7F"SSL ;C7gsNZ@q

rHQ9k,W,"k"Wj1<7gsrXj9k3HOG-^;s#7?,C

F"3NZ@qrHQ9kh&K"8` iSeries SSL P~"Wj1<7gsr=.

9k3HOG-^;s#iSeries "Wj1<7gsGZ@qrHQ7?$lgO">

wZ@q9H"&U!$kNZ@qr *SYSTEM Z@q9H"K$s]<H7J1

lPJj^;s#

>wZ@qU!$krV>N79F`Z@q9H" (Other System Certificate

Store)WH7FxQ7Fh}9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

70 iSeries: G#8?kZ@q^M<8c<
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2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z@

q9H" (Other System Certificate Store)Wr*r7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"[9H&79F`+i>w7?Z@q9H"&U!$k (H%R

.KDB r}DU!$k) N04$~Q9*hSU!$k>rXj7^9#^?"

V5R2 ?<2CH&79F`QNZ@qNn.~K[9H&79F`GZ@q9

H"QKXj7?Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^
9#

4. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r0

.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z@

q9H"rF*<Ws7J1lPJj^;s#!K"3N9H"NZ@qrGU

)kHZ@qH7FHQ9kh&KXjG-^9#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z@

q9H" (Other System Certificate Store)Wr*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rXj

7"7,Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5l?i"VZ@q9H"NI}

(Manage Certificate Store)Wr*r7F"?9/Nj9H+iVGU)kHZ

@qN_j (Set default certificate)Wr*r7^9#

V>N79F`Z@q9H" (Other System Certificate store)W,n.5l"=.5

l??a"SSL_Init API rHQ9k9YFN"Wj1<7gsO"=NZ@q9H

"bNZ@qrHQ7F SSL ;C7gsrN)9k3H,G-^9#

*SYSTEM Z@q9H",8_9klg - {8N *SYSTEM Z@q9H"NZ@qrHQ

V5R2 79F`N{8N *SYSTEM Z@q9H"N>wZ@q9H"&U!$kN

Z@qrHQ9k3H,G-^9#3lrT&KO"Z@q9H"NZ@qr{8

N *SYSTEM Z@q9H"K$s]<H7J1lPJj^;s#?@7".KDB *

hS .RDB U!$k+iZ@qr>\$s]<H9k3HOG-^;s#3lO"

3liNZ@q,"DCM $s]<H!=G'1*hSHQG-kA0GOJ$?a

G9#>w5l?Z@qr{8N *SYSTEM Z@q9H"GHQ9kKO"=li

NU!$krV>N79F`Z@q9H" (Other System Certificate store)WH7F

+-"*SYSTEM Z@q9H"K(/9]<H9k,W,"j^9#

Z@q9H"&U!$k+i *SYSTEM Z@q9H"KU!$kr(/9]<H9

kKO"V5R2 ?<2CH&79F`GJ<N9FCWrTCF/@5$#

1. DCM r+O7^9#
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2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)WrXj7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"[9H&79F`+i>w7?Z@q9H"&U!$k (.KDB H

%Rr}DU!$k) N04$~Q9*hSU!$k>rXj7^9#^?"

V5R2 ?<2CH&79F`QNZ@qNn.~K[9H&79F`GZ@q

9H"QKXj7?Q9o<Ir~O7F"V3T (Continue)Wr/jC/7
^9#

4. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#Q9o<

IrQ97J$GV+0m0$s (Automatic login)W*W7gsr*r9

kH"3N9H"+i *SYSTEM Z@q9H"KZ@qr(/9]<H9

k]K(i<,/89kD=-,"j^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z

@q9H"rF*<Ws7J1lPJj^;s#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)Wr*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rX

j7"7,Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5lF+i"JS2<7gs&Ul<`

NVZ@qNI} (Manage Certificates)Wr*r7F"?9/Nj9Hr=

(7"VZ@qN(/9]<H (Export certificate)Wr*r7^9#

8. (/9]<H9kZ@qN?$WH7FV'ZI (CA) (Certificate Authority
(CA))Wr*r7F"V3T (Continue)Wr/jC/7^9#

m: 5<P<^?O/i$"sHZ@qrZ@q9H"K(/9]<H9k0

K"m<+k CA Z@qrZ@q9H"K(/9]<H9k,W,"j^

9#GiK5<P<^?O/i$"sHZ@qr(/9]<H7F7^&

H"m<+k CA Z@q,Z@q9H"K8_7J$H$&}3G"(i

<KJkD=-,"j^9#

9. (/9]<H9km<+k CA Z@qr*r7F"V(/9]<H (Export)W
r/jC/7^9#

10. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

11. P]NZ@q9H"H7F *SYSTEM H~O7"*SYSTEM Z@q9H"NQ9

o<Ir~O7F"V3T (Continue)Wr/jC/7^9#Z@q,5oK(

/9]<H5l?3Hr(9aC;<8""k$O"((/9]<H&Wm;9

,:T7?lgKO) (i<psr(9aC;<8,=(5l^9#

72 iSeries: G#8?kZ@q^M<8c<
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12. 3lG"*SYSTEM Z@q9H"K5<P<^?O/i$"sHZ@qr(/

9]<H9k3H,G-^9#VZ@qN(/9]<H (Export certificate)W
?9/rFY*r7^9#

13. (/9]<H9kZ@qN?$WH7F5<P<^?O/i$"sHr*r7

F"V3T (Continue)Wr/jC/7^9#

14. (/9]<H9kv:5<P<Z@q^?O/i$"sHZ@qr*r7F"

V(/9]<H (Export)Wr/jC/7^9#

15. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

16. P]NZ@q9H"H7F *SYSTEM H~O7"*SYSTEM Z@q9H"NQ9

o<Ir~O7F"V3T (Continue)Wr/jC/7^9#Z@q,5oK(

/9]<H5l?3Hr(9aC;<8""k$O"((/9]<H&Wm;9

,:T7?lgKO) (i<psr(9aC;<8,=(5l^9#

17. 3lG"SSL GHQ9kZ@qr"Wj1<7gsKdjvFk3H,G-^

9#JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

18. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"*SYSTEM Z@q9H"N?aNQ9o<Ir~O7F"V3

T (Continue)Wr/jC/7^9#

19. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

20. ?9/&j9H+iVZ@qNdjvF (Assign certificate)Wr*r7"=T

NZ@q9H"bK"kZ@qNj9Hr=(7^9#

21. [9H&79F`Gn.7?Z@qr*r7"V"Wj1<7gsXNdjv

F (Assign to Applications)Wr/jC/7F"Z@qNdjvFP]H9k

3H,G-k SSL P~"Wj1<7gsNj9Hr=(7^9#

22. SSL ;C7gsN?aK=NZ@qrHQ9k,W,"k"Wj1<7gsr

*r7"V3T (Continue)Wr/jC/7^9#DCM O"=N"Wj1<7

gsKP9kZ@qN*rKD$FNN'aC;<8r=(7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#3lr5]<H7F$k"Wj1<7gs

GO"q;K"/;99k0KZ@qr'ZG-kh&K7J1lPJj

^;s#7?,CF""Wj1<7gsK CA .jj9HrjA7J1l

PJj^;s#3lKhj""Wj1<7gsO"Hi9FCIH7FX

j5lF$k CA NZ@qN_rEv-!:9k3H,G-kh&KJj

^9#f<6<^?O/i$"sH&"Wj1<7gs+i"CA .jj9

HK*$FHi9FCIG"kHXj5lF$J$ CA NZ@q,s!5

l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpCH7FO

u1~l^;s#

3liN?9/,0;7?e"?<2CH&79F`N"Wj1<7gsO"LN

iSeries Nm<+k CA Khj/T5l?Z@qrHQ9k3H,G-^9#?@

7"3liN"Wj1<7gsG SSL NHQr+O9kKO"SSL rHQ9kh

&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h 8 O DCM NI} 73
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h@7J1lPJj^;s#m<+k CA Z@qOf<6<N PC NU!$kK3

T<9k+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO

SSL HQD="Wj1<7gsNWoKhj[Jj^9#

V5R1 ��)�	���'(�� SSL ������������

�����

"Wj1<7gs, SSL ;C7gsN?aKHQ9kZ@qO"G#8?kZ@q

^M<8c< (DCM) N *SYSTEM Z@q9H"+iI}7^9#V5R1 ?<2C

H&79F`G DCM rHQ7F SSL N?aNZ@qr3l^GKI}7?3H

,J$lg"3NZ@q9H"O?<2CH&79F`KO8_7F$^;s#m

<+k'ZI (CA) [9H&79F`Gn.7?>wZ@q9H"&U!$krH

Q9k?aK,WJ?9/O"*SYSTEM Z@q9H",8_7F$k+I&+K

hCF[Jj^9# *SYSTEM Z@q9H",8_7J$lgO">w5l?Z@

qU!$krHQ7F *SYSTEM Z@q9H"rn.9k3H,G-^9#

*SYSTEM Z@q, V5R1 ?<2CH&79F`K8_9klgKO">w5l?

Z@qU!$kr!N 2 DN&AN$:l+N}!GHQ9k3H,G-^9#

v >w5l?U!$kr>N79F`Z@q9H"H7FHQ9k#

v >w5l?U!$kr{8N *SYSTEM Z@q9H"K$s]<H9k#

*SYSTEM Z@q9H",8_7J$lg

*SYSTEM Z@q9H",">wZ@q9H"&U!$krHQ7h&H9k

V5R1 79F`K8_7J$lgO">wZ@q9H"&U!$kr *SYSTEM Z

@q9H"H7FHQ9k3H,G-^9#Z@qU!$kr V5R1 ?<2CH&

79F`GHQ9kKO"J<N9FCWK>CF/@5$#

1. m<+k CA r[9Hh}9k79F`Gn.7?Z@q9H"&U!$k

(H%R .KDB r}DU!$kHH%R .RDB r}DU!$kN 2 U!$k)

," /QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj<K"k3HrN'7F

/@5$#

2. >w5l?Z@qU!$k, /QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj

<K[V5lF+i"3liNU!$kN>0r DEFAULT.KDB *hS

DEFAULT.RDB KQ97^9#v:G#l/Hj<bG3liNU!$k>rQ

99k3HKhCF"?<2CH&79F`N *SYSTEM Z@q9H"r=.

9k=.WG,n.5l^9#Z@q9H"&U!$kKO"{Kt?/Nx

+$s?<MCH CA NZ@qN3T<,^^lF$^9#DCM O"3li

N3T<*hSm<+k CA Z@qN3T<r"n.~KZ@q9H"&U!

$kKIC7F$^9#

EW: ?<2CH&79F`N /QIBM/USERDATA/ICSS/CERT/SERVER G#l/H

j<K9GK DEFAULT.KDB *hS DEFAULT.RDB U!$k,8_9kl

g"*SYSTEM Z@q9H"O3N?<2CH&79F`K9GK8_

7F$^9#7?,CF">wU!$kN>0rX(I*jQ99k,

WO"j^;s#GU)kH&U!$kreq-9kH"DCM">wZ

@q9H""*hS=NbFrHQ9k]Kdj,88^9#3lrT

&eojK">wU!$kKG-N>0rU1">wZ@q9H"r

V>N79F`Z@q9H" (Other System Certificate Store)WH7
FHQ9k,W,"j^9#U!$krV>N79F`Z@q9H"

74 iSeries: G#8?kZ@q^M<8c<
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(Other System Certificate Store)WH7FHQ9kH"DCM rHQ7F"

Z@qrHQ9k,W,"k"Wj1<7gsrXj9k3HOG-^

;s#

3. DCM r+O7^9#33G">w5l?U!$kr>0Q97Fn.7?

*SYSTEM Z@q9H"NQ9o<IrQ97J1lPJj^;s#Q9o<

IrQ99k3HKhj"DCM KhCF7,Q9o<I,]I5lk?a"3

NZ@q9H"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#

4. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

5. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5lF+i"V5R1 ?<2CH&79F`QNZ@qNn.~K[9H&7

9F`GZ@q9H"QKXj7?Q9o<Ir~O7F"V3T

(Continue)Wr/jC/7^9#

6. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&

K9kKO"Z@q9H"rF*<Ws7J1lPJj^;s#!K"SSL ;

C7gsKZ@qrHQ9k"Wj1<7gsrXjG-^9#

7. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

8. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"7,Q9o<IrXj7F"V3T (Continue)Wr/jC/7^
9#

9. JS2<7gs&Ul<`,G7=(5l?i"JS2<7gs&Ul<`N

V"Wj1<7gsNI} (Manage Applications)Wr*r7F"?9/Nj

9Hr=(7^9#

10. ?9/&j9H+i"VZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"Z@qrdjvFk3H,G-k"SSL P~"W

j1<7gsNj9Hr=(7^9#

11. 3Nj9H+i"Wj1<7gsr*r7F"VZ@qdjvFN97

(Update certificate assignment)Wr/jC/7^9#

12. [9H&79F`Nm<+k CA ,/T7?Z@qr*r7F"V7,Z@q

NdjvF (Assign new certificate)Wr/jC/7^9# DCM O"=N"

Wj1<7gsKP9kZ@q*rKD$FN'9k?aNaC;<8r=(

7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#3lr5]<H7F$k"Wj1<7gs

GO"q;K"/;99k0KZ@qr'ZG-kh&K7J1lPJj

^;s#7?,CF""Wj1<7gsK CA .jj9HrjA7J1l

PJj^;s#3lKhj""Wj1<7gsO"Hi9FCIH7FX

j5lF$k CA NZ@qN_rEv-!:9k3H,G-kh&KJj

^9#f<6<^?O/i$"sH&"Wj1<7gs+i"CA .jj9
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HK*$FHi9FCIG"kHXj5lF$J$ CA NZ@q,s!5

l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpCH7FO

u1~l^;s#

3liN?9/,0;7?e"?<2CH&79F`N"Wj1<7gsO"LN

iSeries Nm<+k CA Khj/T5l?Z@qrHQ9k3H,G-^9#?@

7"3liN"Wj1<7gsG SSL NHQr+O9kKO"SSL rHQ9kh

&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h@7J1lPJj^;s#CA Z@qOf<6<N PC NU!$kK3T<9k

+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO SSL HQD

="Wj1<7gsNWoKhj[Jj^9#

*SYSTEM Z@q9H",8_9klg -V>N79F`Z@q9H" (Other System Certificate Store)WH7FU
!$krHQ

V5R1 ?<2CH&79F`K{K *SYSTEM Z@q9H","klgO"Z@q

U!$kNh}}!rhj7J1lPJj^;s#>wZ@qU!$krV>N7

9F`Z@q9H" (Other System Certificate Store)WH7FHQ9k3H,*

rG-^9#"k$O"lQZ@q*hS=lKP~9km<+k CA Z@qr{

8N *SYSTEM Z@q9H"K$s]<H9k3H,*rG-^9#

V>N79F`Z@q9H" (Other System Certificate Store)WO" SSL Z@qr

]I9k"f<6<jAN 2 !*JZ@q9H"G9#3lirn.7FHQ7"

DCM f<F#jF#<G"Wj1<7gs ID rP?9k]K DCM API rHQ

7J$"f<6<n.N SSL P~"Wj1<7gsKZ@qrs!G-^9#V>

N79F`Z@q9H" (Other System Certificate Store)W*W7gsr*r9k

H"Z@qK SSL_Init API rHQ7FWm0i^AC/J"/;9rT$"=NZ

@qrHQ7F SSL ;C7gsrN)9k"f<6<n.N"Wj1<7gsNZ

@qrI}9k3H,G-^9#3N API rHQ9kH""Wj1<7gsO"f

<6<,CKXj7?Z@qGOJ/"Z@q9H"NGU)kHZ@qrHQ9

k3H,G-^9#

IBM iSeries "Wj1<7gs (*hS>Nt?/N=UH&'"+/TKhk"W

j1<7gs) O"*SYSTEM Z@q9H"NZ@qN_rHQ9kh&Kn.5l

F$^9#>wU!$krV>N79F`Z@q9H" (Other System Certificate

Store)WH7FHQ9kh&K9kH"DCM rHQ7F"SSL ;C7gsNZ@q

rHQ9k,W,"k"Wj1<7gsrXj9k3HOG-^;s#7?,C

F"3NZ@qrHQ9kh&K"8` iSeries SSL P~"Wj1<7gsr=.

9k3HOG-^;s#iSeries "Wj1<7gsGZ@qrHQ7?$lgO"Z

@qr>w5l?Z@q9H"&U!$k+i *SYSTEM Z@q9H"K$s]<

H7J1lPJj^;s#

>w5l?Z@qU!$krV>N79F`Z@q9H" (Other System Certificate

Store)WH7FxQ7Fh}9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#
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2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z@

q9H" (Other System Certificate Store)Wr*r7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)W,=(5l?

i"[9H&79F`+i>w7?Z@q9H"&U!$k (H%R .KDB r}

DU!$k) N04$~Q9*hSU!$k>rXj7^9#^?"V5R1 ?<

2CH&79F`QNZ@qNn.~K[9H&79F`GZ@q9H"QKX

j7?Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r0

.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z@

q9H"rF*<Ws7J1lPJj^;s#!K"3N9H"NZ@qrGU

)kHZ@qH7FHQ9kh&KXjG-^9#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z@

q9H" (Other System Certificate Store)Wr*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rXj

7"7,Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5l?i"VZ@q9H"NI}

(Manage Certificate Store)Wr*r7F"?9/Nj9H+iVGU)kHZ

@qN_j (Set default certificate)Wr*r7^9#

V>N79F`Z@q9H" (Other System Certificate store)W,n.5l"=.5

l^7?NG"SSL_Init API rHQ9k$UN"Wj1<7gsO"=NZ@q9

H"bNZ@qrHQ7F SSL ;C7gsrN)9k3H,G-^9#

*SYSTEM Z@q9H",8_9klg - {8N *SYSTEM Z@q9H"NZ@qrHQ

V5R1 79F`N{8N *SYSTEM Z@q9H"N>wZ@q9H"&U!$kN

Z@qrHQ9k3H,G-^9#3lrT&KO"Z@q9H"NZ@qr{8

N *SYSTEM Z@q9H"K$s]<H7J1lPJj^;s#?@7".KDB *

hS .RDB U!$k+iZ@qr>\$s]<H9k3HOG-^;s#3lO"

3liNZ@q,"DCM $s]<H!=G'1*hSHQG-kA0GOJ$?a

G9#>w5l?Z@qr{8N *SYSTEM Z@q9H"GHQ9kKO"=li

NU!$krV>N79F`Z@q9H" (Other System Certificate store)WH7F

+-"*SYSTEM Z@q9H"K(/9]<H9k,W,"j^9#

m: 3NjgO"?<2CH&79F`GV>N79F`Z@q9H" (Other

System Certificate store)WrHQ7F"5NZ@q9H"&U!$k+i

*SYSTEM Z@q9H"KZ@qr(/9]<H9k}!rb@7F$^9#

3N}!rHQ7FZ@qr *SYSTEM Z@q9H"KIC9kH"?<2C
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H&79F`,[9H&79F`hjb;-ejF#<&lYkNc$Ef"

/;9&WmP$@<=J (5722-AC2 JI) rHQ7F$klgK/89kD

=-,"kdjrsr9k&(Gr)A^9#

Z@q9H"&U!$k+i *SYSTEM Z@q9H"KZ@qr(/9]<H9k

KO"V5R1 ?<2CH&79F`GJ<N9FCWrTCF/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)WrXj7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?i"[9H&79F`+i>w7?Z@q9H"&U!$k (H%R

.KDB r}DU!$k) N04$~Q9*hSU!$k>rXj7^9#^?"

V5R1 ?<2CH&79F`QNZ@qNn.~K[9H&79F`GZ@q

9H"QKXj7?Q9o<Ir~O7F"V3T (Continue)Wr/jC/7
^9#

4. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#Q9o<

IrQ97J$GV+0m0$s (Automatic login)W*W7gsr*r9

kH"3N9H"+i *SYSTEM Z@q9H"KZ@qr(/9]<H9

k]K(i<,/89kD=-,"j^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z

@q9H"rF*<Ws7J1lPJj^;s#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)Wr*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rX

j7"7,Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5lF+i"JS2<7gs&Ul<`

NVZ@qNI} (Manage Certificates)Wr*r7F"?9/Nj9Hr=

(7"VZ@qN(/9]<H (Export certificate)Wr*r7^9#

8. (/9]<H9kZ@qN?$WH7FV'ZI (CA) (Certificate Authority
(CA))Wr*r7F"V3T (Continue)Wr/jC/7^9#

m: 5<P<^?O/i$"sHZ@qrZ@q9H"K(/9]<H9k0

K"m<+k CA Z@qrZ@q9H"K(/9]<H9k,W,"j^

9#GiK5<P<^?O/i$"sHZ@qr(/9]<H7F7^&

H"m<+k CA Z@q,Z@q9H"K8_7J$H$&}3G"(i

<KJkD=-,"j^9#

9. (/9]<H9km<+k CA Z@qr*r7F"V(/9]<H (Export)W
r/jC/7^9#
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10. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

11. P]NZ@q9H"H7F *SYSTEM H~O7"*SYSTEM Z@q9H"NQ9

o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

12. 3lG"*SYSTEM Z@q9H"K5<P<^?O/i$"sHZ@qr(/

9]<H9k3H,G-^9#VZ@qN(/9]<H (Export certificate)W
?9/rFY*r7^9#

13. (/9]<H9kZ@qN?$WH7F5<P<^?O/i$"sHr*r7

F"V3T (Continue)Wr/jC/7^9#

14. (/9]<H9kv:5<P<Z@q^?O/i$"sHZ@qr*r7F"

V(/9]<H (Export)Wr/jC/7^9#

15. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

16. P]NZ@q9H"H7F *SYSTEM H~O7"*SYSTEM Z@q9H"NQ9

o<Ir~O7F"V3T (Continue)Wr/jC/7^9#Z@q,5oK(

/9]<H5l?3Hr(9aC;<8""k$O"((/9]<H&Wm;9

,:T7?lgKO) (i<psr(9aC;<8,=(5l^9#

17. 3lG"SSL GHQ9kZ@qr"Wj1<7gsKdjvFk3H,G-^

9#JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *SYSTEM r*r

7^9#

18. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"*SYSTEM Z@q9H"NQ9o<Ir~O7F"V3T

(Continue)Wr/jC/7^9#

19. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

20. ?9/&j9H+i"VZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"Z@qrdjvFk3H,G-k"SSL P~"W

j1<7gsNj9Hr=(7^9#

21. 3Nj9H+i"Wj1<7gsr*r7F"VZ@qdjvFN97

(Update certificate assignment)Wr/jC/7^9#

22. [9H&79F`Nm<+k CA ,/T7?Z@qr*r7F"V7,Z@q

NdjvF (Assign new certificate)Wr/jC/7^9# DCM O"=N"

Wj1<7gsKP9kZ@q*rKD$FN'9k?aNaC;<8r=(

7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#3lr5]<H7F$k"Wj1<7gs

GO"q;K"/;99k0KZ@qr'ZG-kh&K7J1lPJj

^;s#7?,CF""Wj1<7gsK CA .jj9HrjA7J1l

PJj^;s#3lKhj""Wj1<7gsO"Hi9FCIH7FX

j5lF$k CA NZ@qN_rEv-!:9k3H,G-kh&KJj

^9#f<6<^?O/i$"sH&"Wj1<7gs+i"CA .jj9

HK*$FHi9FCIG"kHXj5lF$J$ CA NZ@q,s!5

l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpCH7FO

u1~l^;s#

3liN?9/,0;7?e"?<2CH&79F`N"Wj1<7gsO"LN

iSeries Nm<+k CA Khj/T5l?Z@qrHQ9k3H,G-^9#?@
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7"3liN"Wj1<7gsG SSL NHQr+O9kKO"SSL rHQ9kh

&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h@7J1lPJj^;s#CA Z@qOf<6<N PC NU!$kK3T<9k

+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO SSL HQD

="Wj1<7gsNWoKhj[Jj^9#

V5R2 ��� V5R1 ��)�	���'(��� �!�	��

������������

G#8?kZ@q^M<8c< (DCM) G"*OBJECTSIGNING Z@q9H"N*V

8'/HNp>KHQ9kZ@qrI}7^9#?<2CH&79F`G DCM r

HQ7F"*V8'/Hp>Z@qrI}7?3H,J$lg"3NZ@q9H"

O?<2CH&79F`KO8_7F$^;s#m<+k CA [9H&79F`G

n.7?>wZ@q9H"&U!$krHQ9k?aKBT7J1lPJiJ$?

9/O"*OBJECTSIGNING Z@q9H",8_7F$k+I&+KhCF[Jj^

9# *OBJECTSIGNING Z@q9H",8_7J$lgO">w5l?Z@q9H

"&U!$krHQ7F *OBJECTSIGNING Z@q9H"rn.9k3H,G-^

9# *OBJECTSIGNING Z@q9H",?<2CH&79F`K8_9klgK

O">w5l?Z@qr=NZ@q9H"K$s]<H7J1lPJj^;s#

*OBJECTSIGNING Z@q9H",8_7J$lg

m<+k CA [9H&79F`Gn.7?Z@q9H"&U!$krHQ9k?a

KBT9k?9/O"?<2CH&79F`G DCM rHQ7F"*V8'/Hp

>Z@qrI}7?3H,"k+I&+KhCF[Jj^9#

*OBJECTSIGNING Z@q9H",">wZ@q9H"&U!$kN"k V5R2 ^

?O V5R1 ?<2CH&79F`K8_7J$lg"J<N9FCWK>CF/@

5$#

1. m<+k CA r[9Hh}9k79F`Gn.7?Z@q9H"&U!$k

(H%R .KDB r}DU!$kHH%R .RDB r}DU!$kN 2 U!$k)

," /QIBM/USERDATA/ICSS/CERT/SIGNING G#l/Hj<K"k3HrN'7

F/@5$#

2. >w5l?Z@qU!$k, /QIBM/USERDATA/ICSS/CERT/SIGNING G#l/H

j<K[V5l?eG",WK~8F"Z@qU!$kN>0r SGNOBJ.KDB"

*hS SGNOBJ.RDB KQ97^9#3liNU!$k>rQ99k3HKhC

F"?<2CH&79F`N *OBJECTSIGNING Z@q9H"r=.9k=.

WG,n.5l^9#Z@q9H"&U!$kKO"{Kt?/Nx+$s?

<MCH CA NZ@qN3T<,^^lF$^9#DCM O"3liN3T<

*hSm<+k CA Z@qN3T<r"n.~KZ@q9H"&U!$kKI

C7F$^9#

EW: 9GK?<2CH&79F`N /QIBM/USERDATA/ICSS/CERT/SIGNING G

#l/Hj<K SGNOBJ.KDB *hS SGNOBJ.RDB U!$k,"klg"

*OBJECTSIGNING Z@q9H"O=_3N?<2CH&79F`K8_

7F$^9#7?,CF">wU!$kN>0rX(I*jQ99k,

80 iSeries: G#8?kZ@q^M<8c<
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WO"j^;s#GU)kH&*V8'/Hreq-9kH"DCM">

wZ@q9H""*hS=NbFrHQ9k]Kdj,88^9#2 L

jN}!N$:l+G"3liNU!$k+iZ@qrh@7F"{8

N *OBJECTSIGNING Z@q9H"K[V7^9#3NU!$kNZ@

qrl"NUiCH&U!$kK(/9]<H7F"33+iZ@qr

{8N *OBJECTSIGNING Z@q9H"K$s]<HG-^9#"k$

O"eR9kh&K">wU!$krV>N79F`Z@q9H"

(Other System Certificate Store)WH7F*<Ws7F"Z@qr

*OBJECTSIGNING Z@q9H"K>\(/9]<HG-^9#$:lN

lgb"3NjgGb@7F$kh&K"Z@qrHQ9k"Wj1<

7gsrI}G-kh&K7?$lgO"*OBJECTSIGNING Z@q9H

"KZ@qr~lJ1lPJj^;s#

3. DCM r+O7^9#33G"*OBJECTSIGNING Z@q9H"NQ9o<Ir

Q97J1lPJj^;s#Q9o<IrQ99kH DCM KhCF7,Q9

o<I,]I5lk?a"Z@q9H"G9YFN DCM Z@qI}!=rH

Q9k3H,G-^9#

4. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F

*OBJECTSIGNING r*r7^9#

5. Q9o<I&Z<8,=(5l?i"[9H&79F`GZ@q9H"Nn.

~KZ@q9H"KXj7?Q9o<IrXj7F"V3T (Continue)Wr/
jC/7^9#

6. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&

K9kKO"Z@q9H"rF*<Ws7J1lPJj^;s#!K"Z@q

rHQ7F*V8'/HKp>9kh&K"Wj1<7gsjArn.9k3

H,G-^9#

7. Z@q9H"rF*<Ws7?e"JS2<7gs&Ul<`G"V"Wj1

<7gsNI} (Manage Applications)Wr*r7F"?9/Nj9Hr=(

7^9#

8. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)Wr*r7

F"Z@qrHQ7F*V8'/HKp>9k?aN"*V8'/Hp>"W

j1<7gsjArn.9kWm;9r+O7^9#

9. *V8'/Hp>"Wj1<7gsrjA9kU)<`r0.5;F"VIC

(Add)Wr/jC/7^9#3N"Wj1<7gsjAO"B]N"Wj1<7

gsr(7F$kNGOJ/"CjNZ@qrHCFp>9k3HKJCF$

k*V8'/HN?$Wr(7F$^9#3NU)<`N~O}!KD$F

O"*si$s&XkWr2H7F/@5$#

10. VOKWr/jC/7F""Wj1<7gsjAN'aC;<8rN'7"V"

Wj1<7gsNI} (Manage Applications)WN?9/&j9Hr=(7^

9#

11. ?9/&j9H+i"VZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"Z@qrdjvFk3H,G-k"*V8'/H

p>"Wj1<7gs ID Nj9Hr=(7^9#

12. 3Nj9H+i"Wj1<7gs ID r*r7F"VZ@qdjvFN97

(Update certificate assignment)Wr/jC/7^9#
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13. [9H&79F`Nm<+k CA ,n.7?Z@qr*r7F"V7,Z@q

NdjvF (Assign new certificate)Wr/jC/7^9#

3liN?9/r0;9kH"0g-r]Z9k?aK*V8'/HXNp>r+

O9k&(G,WJ9YFNro,0$^9#

p>Q_*V8'/Hr[[9kH"3N*V8'/HNu.&O"V5R2 ^?O

V5R1 P<8gsN DCM rHQ7F"*V8'/HNp>N!:rT$"G<?

,$Q9G"k3HrN'7"w.&N1L!:rT$^9#p>NEv-!:r

T&KO"u.&Kp>!:Z@qN3T<,J1lPJj^;s#p>Q_*V

8'/HNQC1<8NltH7F"3NZ@qN3T<rs(9k,W,"j^

9#

u.&KO"*V8'/HKp>9k?aKHQ7?Z@qr/T7? CA N CA

Z@qN3T<b,WG9#lL*KNilF$k$s?<MCH CA NZ@qr

HQ7F*V8'/HKp>7?lgO"u.&NP<8gsN DCM K",WJ

CA Z@qN3T<,{K8_7F$k,W,"j^9#?@7",WK~8F"

p>Q_*V8'/HH&K CA Z@qN3T<rLQC1<8Gs!9k,W,

"j^9#?H(P"m<+k CA NZ@qrHQ7F*V8'/HKp>7?l

gO"m<+k CA Z@qN3T<rs!9k,W,"j^9#;-ejF#<e

N}3+i"LNQC1<8G CA Z@qrs!9k+"Z@qr,WH9kf<

6<+iNWa,"C?~@G"x*K CA Z@qr~jG-kh&K9k,W,

"j^9#

*OBJECTSIGNING Z@q9H",8_9klg

V5R2 ^?O V5R1 79F`N{8N *OBJECTSIGNING Z@q9H"G>wZ@

q9H"&U!$kNZ@qrHQ9k3H,G-^9#=&9kKO"Z@q9

H"&U!$kNZ@qr{8N *OBJECTSIGNING Z@q9H"K$s]<H7

J1lPJj^;s#?@7".KDB *hS .RDB U!$k+iZ@qr>\$s]

<H9k3HOG-^;s#3lO"3liNZ@q,"DCM $s]<H!=G'

1*hSHQG-kA0GOJ$?aG9#V5R2 ^?O V5R1 ?<2CH&79

F`NV>N79F`Z@q9H" (Other System Certificate Store)WH7F>wU

!$kr*<Ws9k3HKhCF"{8N *OBJECTSIGNING Z@q9H"KZ

@qrIC9k3H,G-^9#=&9lP"3NZ@qr *OBJECTSIGNING Z

@q9H"K>\(/9]<H9k3H,G-^9#>w5l?U!$k+i*V

8'/Hp>Z@q+NHm<+k CA Z@qN>}N3T<r(/9]<H7J

1lPJj^;s#

Z@q9H"&U!$k+iZ@qr(/9]<H7F"=lr *OBJECTSIGNING

Z@q9H"K>\$s]<H9kKO"V5R2 ^?O V5R1 ?<2CH&79F

`GJ<N9FCWr0;7F/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)WrXj7^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rX
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j7^9#^?"Z@q9H"Nn.~K[9H&79F`GZ@q9H"Q

KXj7?Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`G"VZ@q9H"NI} (Manage Certificate
Store)Wr*r7F"?9/Nj9H+iVQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#Q9o<

IrQ97J$GV+0m0$s (Automatic login)W*W7gsr*r9

kH"3N9H"+i *OBJECTSIGNING Z@q9H"KZ@qr(/9

]<H9k]K(i<,/89kD=-,"j^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z

@q9H"rF*<Ws7J1lPJj^;s#

5. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7FV>N79F`Z

@q9H" (Other System Certificate Store)Wr*r7^9#

6. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=

(5l?eG"Z@q9H"&U!$kN04$~Q9*hSU!$k>rX

j7"7,Q9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#

7. JS2<7gs&Ul<`,G7=(5lF+i"JS2<7gs&Ul<`

NVZ@qNI} (Manage Certificates)Wr*r7F"?9/Nj9Hr=

(7"VZ@qN(/9]<H (Export certificate)Wr*r7^9#

8. (/9]<H9kZ@qN?$WH7FV'ZI (CA) (Certificate Authority
(CA))Wr*r7F"V3T (Continue)Wr/jC/7^9#

m: 3N?9/Nb@GO"V>N79F`Z@q9H" (Other System

Certificate Store)WKP9k`nG"k3H"5<P<^?O/i$"sH

NZ@qrh}7F$k3H,0sKJCF$^9#3lO"3N?$W

NZ@q9H"r *SYSTEM Z@q9H"KP9k 2 !9H"H7FH

Q9kh&K_W7F$k?aG9#7+7"3NZ@q9H"N(/9

]<H&?9/rHQ9k3H,">wU!$kNZ@qr{8N

*OBJECTSIGNING Z@q9H"KIC9kGbJ1J}!G9#

9. (/9]<H9km<+k CA Z@qr*r7F"V(/9]<H (Export)W
r/jC/7^9#

m: *V8'/Hp>Z@qrZ@q9H"K(/9]<H9k0K"m<+

k CA Z@qrZ@q9H"K(/9]<H9k,W,"j^9#GiK

*V8'/Hp>Z@qr(/9]<H7F7^&H"m<+k CA Z@

q,Z@q9H"K8_7J$H$&}3G"(i<KJkD=-,"j

^9#

10. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

11. P]NZ@q9H"H7F *OBJECTSIGNING H~O7"Z@q9H"NQ9o

<Ir~O7F"V3T (Continue)Wr/jC/7^9#
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12. 3lG"*V8'/Hp>Z@qr *OBJECTSIGNING Z@q9H"K(/9

]<H9k3H,G-^9#VZ@qN(/9]<H (Export certificate)W?
9/rFY*r7^9#

13. (/9]<H9kZ@qN?$WH7F5<P<^?O/i$"sHr*r7

F"V3T (Continue)Wr/jC/7^9#

14. (/9]<H9kZ@qr*r7F"V(/9]<H (Export)Wr/jC/7
^9#

15. (/9]<H5lkZ@qN8hKVZ@q9H" (Certificate store)Wr*

r7F"V3T (Continue)Wr/jC/7^9#

16. P]NZ@q9H"H7F *OBJECTSIGNING H~O7"*OBJECTSIGNING Z@

q9H"NQ9o<Ir~O7F"V3T (Continue)Wr/jC/7^9#Z

@q,5oK(/9]<H5l?3Hr(9aC;<8""k$O"((/9]

<H&Wm;9,:T7?lgKO) (i<psr(9aC;<8,=(5l

^9#

m: 3NZ@qrHQ7F*V8'/HKp>9kKO"33G"*V8'/

Hp>"Wj1<7gsKZ@qrdjvFF*+J1lPJj^;s#

V4R5 ��� V4R4 ��)�	���'(�� SSL �����
������������

"Wj1<7gs, SSL ;C7gsN?aKHQ9k"*SYSTEM Z@q9H"+

ih@7?Z@qO"G#8?kZ@q^M<8c< (DCM) GI}7^9#

V4R5 ^?O V4R4 ?<2CH&79F`G DCM rHQ7F SSL N?aNZ@

qrI}7?3H,J$lg"3NZ@q9H"O?<2CH&79F`KO8_

7F$^;s#m<+k CA [9H&79F`Gn.5l">w5l?Z@q9H

"&U!$kKO"2 DNZ@q,^^lF$^9#9JoA"f<6<&Gn.

7?5<P<^?O/i$"sHZ@qH"=lKp>9k?aKHQ7?lQm

<+k CA Z@qG9#

>wZ@q9H"&U!$krHQ9k?aKBT7J1lPJiJ$?9/O"

*SYSTEM Z@q9H",8_7F$k+I&+KhCF[Jj^9# *SYSTEM

Z@q9H",8_7J$lgO">w5l?Z@q9H"&U!$krHQ7F

*SYSTEM Z@q9H"rn.9k3H,G-^9# *SYSTEM Z@q,?<2C

H&79F`K8_9klgKO">w5l?Z@qU!$kr"!N 2 DN&A

N$:l+N}!GHQ9k3H,G-^9#

v >w5l?U!$kr>N79F`Z@q9H"H7FHQ9k#

v >w5l?U!$kr{8N *SYSTEM Z@q9H"K$s]<H9k#

*SYSTEM Z@q9H",8_7J$lg

*SYSTEM Z@q9H",">wZ@q9H"&U!$krHQ7h&H7F$k

V4R5 ^?O V4R4 79F`K8_7J$lgO"J<N9FCWK>CF/@5

$#

1. m<+k CA r[9Hh}9k79F`Gn.7?Z@q9H"&U!$k

(.KDB H%Rr}DU!$kH .RDB H%Rr}DU!$kN 2 U!$k)

," /QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj<K"k3HrN'7F

/@5$#
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2. >w5l?Z@qU!$k, /QIBM/USERDATA/ICSS/CERT/SERVER G#l/Hj

<K[V5lF+i"3liNU!$kN>0r DEFAULT.KDB *hS

DEFAULT.RDB KQ97^9#v:G#l/Hj<bG3liNU!$k>rQ

99k3HKhCF"?<2CH&79F`N *SYSTEM Z@q9H"r=.

9k=.WG,n.5l^9#Z@q9H"&U!$kKO"{Kt?/Nx

+$s?<MCH CA NZ@qN3T<,^^lF$^9#DCM O"3li

N3T<*hSm<+k CA Z@qN3T<r"n.~KZ@q9H"&U!

$kKIC7F$^9#

EW: ?<2CH&79F`N /QIBM/USERDATA/ICSS/CERT/SERVER G#l/H

j<K9GK DEFAULT.KDB *hS DEFAULT.RDB U!$k,"klg"

*SYSTEM Z@q9H"O=_3N?<2CH&79F`K8_7F$

^9#7?,CF">wU!$kN>0rX(I*jQ99k,WO"

j^;s#GU)kH&U!$kreq-9kH"DCM">wZ@q9

H""*hS=NbFrHQ9k]Kdj,88^9#3lrT&eo

jK">wU!$kKG-N>0rU1">wZ@q9H"&U!$k

r>NZ@q9H"H7FHQ9k,W,"j^9#U!$kr>NZ

@q9H"H7FHQ9klg"DCM rHQ7F"Z@qrHQ9k,

W,"k"Wj1<7gsrXj9k3HOG-^;s#

3. DCM r+O7^9#33G"*SYSTEM Z@q9H"NQ9o<IrQ97J

1lPJj^;s#Q9o<IrQ99k3HKhj DCM KhCF7,Q9

o<I,]I5lk?a"3NZ@q9H"G9YFN DCM Z@qI}!=

rHQ9k3H,G-^9#

4. JS2<7gs&Ul<`GImCW@&s&j9H&\C/9KZ@q9H

"H7F *SYSTEM ,=(5lF$k3HrN'7"V79F`Z@q

(System Certificates)Wr*r7F"HQD=J?9/Nj9Hr=(7^

9#VZ@q9H"*hSQ9o<I (Certificate Store and Password)W&
#sI&,=(5l^9#

5. jWNU#<kIK"*<Ws9kZ@q9H"H7F *SYSTEM H~O7"[

9H&79F`Gm<+k CA rHQ7FU!$krn.7?]KHQ7?Q

9o<Ir~O7F/@5$#33G"Z@q9H"NQ9o<IrQ99k

3H,G-^9#

6. JS2<7gs&Ul<`N?9/&j9HG"VQ9o<INQ9 (Change
password)Wr*r7^9#Z@q9H"NQ9o<IrQ99kU)<`r

0.5;^9#Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&

K9kKO"Z@q9H"rF*<Ws7J1lPJj^;s#

7. *SYSTEM Z@q9H"rF*<Ws7?e"?9/&j9H+iV;-e

"&"Wj1<7gsNh} (Work with secure applications)Wr*r7

F"CjN"Wj1<7gsKX"U1il?Z@qrI}G-kZ<8r=

(7^9#

8. "Wj1<7gsNj9H+i"SSL ;C7gsN?aK>wlQZ@qrH

Q9k,W,"k"Wj1<7gsr*r7^9#

9. V79F`Z@qNh} (Work with system certificate)Wr/jC/7F"

[9H&79F`Nm<+k CA ,/T7?Z@qr*r7^9#

10. V7,Z@qNdjvF (Assign new certificate)Wr/jC/7F"Xj5

l?"Wj1<7gsG*r7?Z@qrHQ9kh&K7^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#/i$"sH'ZKZ@qrHQ9kH"
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"Wj1<7gsO"-zJZ@qru1hCF+i")f9kq;XN

"/;9,vD5lk3HKJj^9#3lr5]<H7F$k"Wj1

<7gs,CjN CA ,/T7?q;r'ZG-kh&K9kKO"CA

r5'9kh&K_j5lF$J1lPJj^;s#V'ZINh}

(Work with Certificate Authorities)WZ<8rHQ7F"Z@q9H"b

G CA Z@q,Hi9FCIu7KJkh&K7F/@5$#=N&(

G"V]n"Wj1<7gsNh} (Work with Secure Applications)W
Z<8rHQ7F"Z@qrHQ9k"Wj1<7gs,"Z@qr/T

7?m<+kQ CA r.j9kh&K7^9#3lKhj""Wj1<7

gsO"Hi9FCIH7FXj5lF$k CA NZ@qN_rEv-!

:9k3H,G-kh&KJj^9#f<6<^?O/i$"sH&"W

j1<7gs+i"Hi9FCIG"kHXj5lF$J$ CA NZ@q

,s!5l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpC

H7FOu1~l^;s#

3liN?9/,0;7?e" V4R5 ^?O V4R4 ?<2CH&79F`N"Wj

1<7gsO"LN iSeries N V5R2 m<+k CA Khj/T5l?Z@qrHQ

9k3H,G-^9#?@7"3liN"Wj1<7gsG SSL NHQr+O9k

KO"SSL rHQ9kh&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h@7J1lPJj^;s#CA Z@qOf<6<N PC NU!$kK3T<9k

+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO SSL HQD

="Wj1<7gsNWoKhj[Jj^9#

*SYSTEM Z@q9H",8_9klg -V>N79F`Z@q9H" (Other system certificate Store)WH7FU
!$krHQ

V4R5 ^?O V4R4 ?<2CH&79F`K{K *SYSTEM Z@q9H","kl

gO"Z@qU!$kNh}}!rhj7J1lPJj^;s#>wZ@q9H

"&U!$kKO"f<6<&Gn.7?5<P<^?O/i$"sHZ@qH"

3lKp>9kNKHQ7?lQm<+k CA Z@qH$& 2 DZ@q,^^l

F$^9#>wZ@qU!$kr>N79F`Z@q9H"H7FHQ9k3H,

G-^9#"k$O"lQZ@q*hS=lKP~9k CA Z@qr{8N

*SYSTEM Z@q9H"K$s]<H9k3H,*rG-^9#

>wU!$kr>N79F`Z@q9H"H7FHQ9k3HK7?lg"DCM r

HQ7F"SSL ;C7gsNZ@qrHQ9k,W,"k"Wj1<7gsrXj

9k3HOG-^;s#?@7"3NZ@q9H"NZ@qrZ@q9H"NGU

)kHZ@qH7FXj9k3H,G-^9#V>N79F`Z@q9H" (Other

System Certificate Store)W*W7gsrHQ9kH"Z@qK SSL_Init API rHQ

7F}KKpE$?"/;9rT$"=NZ@qrHQ7F SSL ;C7gsrN)

9k"f<6<n.N"Wj1<7gsNZ@qrI}G-kh&KJj^9#3

N API rHQ9kH""Wj1<7gsO"CjNZ@qGOJ/"GU)kHN

Z@qr"Z@q9H"KHQ9k3H,G-^9#
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*SYSTEM Z@q9H",">wZ@q9H"&U!$krHQ7h&H7F$k

V4R5 ^?O V4R4 79F`K8_9klgO"J<N9FCWK>CF/@5

$#

1. DCM r+O7^9#33G">wZ@q9H"NQ9o<IrQ97J1lP

Jj^;s#Q9o<IrQ99k3HKhj"DCM KhCF7,Q9o<I

,]I5lk?a"3NZ@q9H"G9YFN DCM Z@qI}!=rHQ9

k3H,G-^9#

2. JS2<7gs&Ul<`GImCW@&s&j9H&\C/9KZ@q9H"

H7F OTHER ,=(5lF$k3HrN'7"V79F`Z@q (System
Certificates)Wr*r7F"HQD=J?9/Nj9Hr=(7^9#VZ@q

9H"*hSQ9o<I (Certificate Store and Password)W&#sI&,=

(5l^9#

3. jjNU#<kIK"m<+k CA [9H&79F`+i>w7?Z@q9H

" (.KDB H%R) N04$~Q9*hSU!$k>r~O7^9#[9H&79

F`GU!$krn.7?]KHQ7?Q9o<Ir~O7F/@5$#33

G"Z@q9H"NQ9o<IrQ99k3H,G-^9#

4. JS2<7gs&Ul<`G"V79F`Z@q (System Certificate)W?9/N

j9H+iVQ9o<INQ9 (Change password)Wr*r7^9#Z@q9

H"NQ9o<IrQ99kU)<`r0.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z@

q9H"rF*<Ws7J1lPJj^;s#!K"3N9H"NZ@qrGU

)kHZ@qH7FHQ9kh&KXjG-^9#

5. JS2<7gs&Ul<`GVZ@qNh} (Work with certificates)Wr*r

7F"t?/NZ@qI}?9/rBTG-kZ<8r=(7^9#

6. Z@qNj9H+i"=T9H"NGU)kHZ@qH7FHQ7?$Z@qr

*r7F"VGU)kHN_j (Set default)Wr/jC/7^9#

V>N79F`Z@q9H" (Other system certificate store)Wrn.7"=.7?N

G"SSL_Init API rHQ9k"Wj1<7gsO$:lb"=NZ@q9H"bN

Z@qrHQ7F"SSL ;C7gsrN)9k3H,G-^9#

*SYSTEM Z@q9H",8_9klg - 3NU!$kr{8N *SYSTEM Z@q9H"K$s]<H

V4R5 ^?O V4R4 ?<2CH&79F`N *SYSTEM KZ@qr$s]<HG-

kh&K9kKO"^:"n.7?Z@q9H"NZ@qrLNU!$k&U)<

^CHK(/9]<H7J1lPJj^;s#3lG"7,U!$k+i

*SYSTEM Z@q9H"KZ@qr$s]<HG-^9#>wZ@q9H"&U!

$kKO"f<6<&Gn.7?5<P<^?O/i$"sHZ@qH"3lKp

>9kNKHQ7?lQm<+k CA Z@qH$& 2 DZ@q,^^lF$^

9#f<6<&Gn.7?5<P<^?O/i$"sHZ@qH"lQm<+k

CA Z@qN>}r *SYSTEM Z@q9H"K$s]<H7J1lPJj^;s#

m: V4R5 *hS V4R4 Nlg"DCM GHQD=J(/9]<H!=O"V5R2

Nlg[I!=*K%lF$J$?a"?<2CH&79F`rHQ7F"l
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Qm<+k CA Z@qr(/9]<H9klgKdj,/89kD=-,"j

^9#7?,CF"m<+k CA Z@qNIC 3T<rLU!$kK(/9]

<H9kKO"V4R4 ^?O V4R5 ?<2CH&79F`rHQ9kNGOJ

/"V5R2 [9H&79F`rHQ7F(/9]<H9k,W,"j^9#

V5R2 [9H&79F`Gm<+k CA Z@qr(/9]<H7?e"V4R4

^?O V4R5 ?<2CH&79F`Km<+k CA Z@q(/9]<H&U!

$krj0G>w7"3NjgG\7/b@5lF$k9FCWK>CF"m

<+k CA Z@qr *SYSTEM Z@q9H"K$s]<H9k3H,G-^

9#m<+k CA Z@qGn.7?lQZ@qr$s]<H9k0K"m<+

k CA Z@qr$s]<H7J1lPJj^;s#GiKlQZ@qr$s]

<H7F7^&H"m<+k CA Z@q,Z@q9H"K8_7J$H$&}

3G"(i<KJkD=-,"j^9#

Z@q9H"&U!$k+iZ@qr(/9]<H9kKO" V4R4 ^?O V4R5

?<2CH&79F`GJ<N9FCWr0;7F/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GImCW@&s&j9H&\C/9KZ@q9H"

H7F OTHER ,=(5lF$k3HrN'7"V79F`Z@q (System
Certificates)Wr*r7F"HQD=J?9/Nj9Hr=(7^9#VZ@q

9H"*hSQ9o<I (Certificate Store and Password)W&#sI&,=

(5l^9#

3. >wZ@q9H"&U!$kN04$~Q9*hSU!$k>rXj7F"[9

H&79F`G79F`Z@q9H"&U!$kNn.~KHQ7?Q9o<I

rXj7F"VOKWr/jC/7^9#33G"Z@q9H"NQ9o<Ir

Q99k3H,G-^9#

4. JS2<7gs&Ul<`G"V79F`Z@q (System Certificate)W?9/N

j9H+iVQ9o<INQ9 (Change password)Wr*r7^9#Z@q9

H"NQ9o<IrQ99kU)<`r0.5;^9#

m: Z@q9H"NQ9o<IrQ99klgO",:V+0m0$s

(Automatic login)W*W7gsr*r7F/@5$#3N*W7gsrH

Q9kH"DCM G7,Q9o<I,]I5lkh&KJk?a"7,9H

"G9YFN DCM Z@qI}!=rHQ9k3H,G-^9#Q9o<I

rQ97J$GV+0m0$s (Automatic login)W*W7gsr*r9k

H"3N9H"+iZ@qr(/9]<H9k]K(i<,/89kD=-

,"j^9#

Q9o<INQ9eKZ@q9H"NZ@qrHQG-kh&K9kKO"Z@

q9H"rF*<Ws7J1lPJj^;s#

5. JS2<7gs&Ul<`GVZ@qNh} (Work with certificates)Wr*r

7F"Z@qNj9Hr=(7^9#

6. j9H+ilQZ@qr*r7F"V(/9]<H (Export)Wr/jC/7
F"VZ@qN(/9]<H (Export Certificate)WZ<8r=(7^9#

7. VZ@qN(/9]<H (Export Certificate)WU)<`r0.5;^9#

m: U!$kKO"G-N>0HH%Rr,:Xj7F/@5$#?H(P"U

!$kK myfile.exp H$&>0rU1k3H,G-^9#U!$kK>0

rU1k]KO"U!$kH%R".TXT".KDB".RDB"^?O .KYR O"$

:lbHQ7J$G/@5$#3liNH%RrHQ9kH"U!$k+i

Z@qr$s]<H9k]K(i<,/89kD=-,"j^9#3NZ@
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qrHQ9k?<2CH&79F`N",ZJjj<9&lYkr*r7F

/@5$#*r9kjj<9&lYkO"(/9]<H5lkZ@qNA0

KFAr?(^9#

8. VOKWr/jC/7^9#Xj7?U!$kK DCM KhjZ@q,(/9]

<H5l?H$&aC;<8,"Z<8NlVeK=(5l^9#

3N~@G"5N V5R2 [9H&79F`G DCM rHQ7F"m<+k CA Z

@qNIC3T<r(/9]<H7"3lr V4R4 ^?O V5R5 ?<2CH&79

F`Kj0G>w7F$J1lPJj^;s#^?"3N?<2CH&79F`N

DCM rHQ7F"lQ5<P<^?O/i$"sHNZ@qrU!$kK(/9]

<H7F$J1lPJj^;s#3lG"3liNZ@qr *SYSTEM Z@q9H

"K$s]<HG-kuVKJj^7?#m<+k CA Z@qGn.7?lQZ@

qr$s]<H9k0K"m<+k CA Z@qr$s]<H7J1lPJj^;

s#GiKlQZ@qr$s]<H7F7^&H"m<+k CA Z@q,Z@q9

H"K8_7J$H$&}3G"(i<KJkD=-,"j^9#

3liN(/9]<H&U!$k+iZ@qr$s]<H7F"3lir SSL P~

"Wj1<7gs,HQ9kh&KXj9kKO"V4R4 ^?O V4R5 ?<2C

H&79F`GJ<N9FCWr0;7F/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`GImCW@&s&j9H&\C/9KZ@q9H

"H7F *SYSTEM ,=(5lF$k3HrN'7"V79F`Z@q

(System Certificates)Wr*r7F"HQD=J?9/Nj9Hr=(7^

9#VZ@q9H"*hSQ9o<I (Certificate Store and Password)W&
#sI&,=(5l^9#

3. *<Ws9kZ@q9H"H7F *SYSTEM rXj7F"Q9o<Ir~O

7"V3T (Continue)Wr/jC/7^9#

4. 33G"V5R2 [9H&79F`Gn.7?(/9]<H&U!$k+im<

+k CA Z@qr$s]<H7J1lPJj^;s#JS2<7gs&Ul<

`G"VCA Z@qNu. (Receive a CA certificate)Wr*r7F"U)<

`r=(7^9#

5. 3NU)<`K~O7F"VOKWr/jC/7FVZ@qr5oKu.

(Receive Certificate Successful)WZ<8r=(7^9# *SYSTEM Z@q9H

"GnH9klg"$s]<H5l? CA Z@qr5'9kh&K_jG-k

"Wj1<7gsNj9H,3NZ<8K=(5l^9#

m: SSL P~"Wj1<7gsKO"Z@qKpE//i$"sH'Zr5]

<H7F$kbNb"j^9#/i$"sH'ZKZ@qrHQ9kH"

"Wj1<7gsO"-zJZ@qru1hCF+i")f9kq;XN

"/;9,vD5lk3HKJj^9#3lr5]<H7F$k"Wj1

<7gs,CjN CA ,/T7?q;r'ZG-kh&K9kKO"CA

r5'9kh&K_j5lF$J1lPJj^;s#3lKhj""Wj

1<7gsO"Hi9FCIH7FXj5lF$k CA NZ@qN_rE

v-!:9k3H,G-kh&KJj^9#f<6<^?O/i$"s

H&"Wj1<7gs+i"Hi9FCIG"kHXj5lF$J$ CA

NZ@q,s!5l?lg""Wj1<7gsO"=NZ@qr-zJ'

ZNpCH7FOu1~l^;s#

6. CA Z@qr5'9k"Wj1<7gsr*r7F"VOKWr/jC/7^

9#*r7?"Wj1<7gs,"77$Z@qr5'9kh&K_j5l?
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3HrN'9k"V;-e"&"Wj1<7gs&9F<?9 (Secure

Applications Status)WZ<8,=(5l^9#

7. 3lG"5<P<Z@qr$s]<HG-^9#JS2<7gs&Ul<`G

VZ@qNh} (Work with certificates)Wr*r7F"Z@qNj9Hr=

(7^9#

8. V$s]<H (Import)Wr/jC/7F"VZ@qN$s]<H (Import

Certificate)WZ<8r=(7^9#

9. VZ@qN$s]<H (Import Certificate)WU)<`K~O7F"VOKWr/

jC/7"VZ@qNh} (Work with Certificates)WZ<8Kaj^9#(/

9]<H5l?5<P<^?O/i$"sHZ@qN~CF$kU!$kN>

0r,:Xj7"^?"0KZ@qr(/9]<H7?H-KXj7?bNH

lW9k?<2CH&jj<9r,:Xj7F/@5$# DCM KhjZ@q

,=TNZ@q9H"KIC5l?H$&aC;<8,"Z<8NlVeK=

(5l^9#$s]<H7?Z@qb1MK"Z@qNj9HK=(5l^

9#

10. 33G"SSL K$s]<H5l?lQZ@qrHQ9k,W,"k"Wj1<

7gsrXj7J1lPJj^;s#JS2<7gs&Ul<`GV;-e

"&"Wj1<7gsNh} (Work with secure applications)Wr*r7

F"CjN"Wj1<7gsKX"U1il?Z@qrI}G-kZ<8r=

(7^9#

11. j9H+i"Wj1<7gsr*r7F"V79F`Z@qNh} (Work
with system certificate)Wr*r7F"SSL ;C7gsN)N?aK*r7?

"Wj1<7gsGHQ9kh&KXjG-kZ@qNj9Hr=(7^9#

12. j9H+iZ@qr*r7F"V7,Z@qNdjvF (Assign new
certificate)Wr/jC/7"*r7?Z@qrXj5l?"Wj1<7gsK

djvF^9#Z@qN*rr(9N'aC;<8,"Z<8NlVeK=(

5l^9#

3liN?9/,0;7?e" V4R4 ^?O V4R5 ?<2CH&79F`N"Wj

1<7gsO"LN iSeries Nm<+k CA Khj/T5l?Z@qrHQ9k3

H,G-^9#?@7"3liN"Wj1<7gsG SSL NHQr+O9kKO"

SSL rHQ9kh&K"Wj1<7gsr=.7J1lPJj^;s#

*r7?"Wj1<7gsK SSL \3P3G"/;9G-kh&K9kKO"f<

6<O"DCM rHQ7F"[9H&79F`+im<+k CA Z@qN3T<r

h@7J1lPJj^;s# CA Z@qOf<6<N PC NU!$kK3T<9k

+"f<6<NVi&6<K@&sm<I9k,W,"j^9#3lO SSL HQD

="Wj1<7gsNWoKhj[Jj^9#

DCM �������������

G#8?kZ@q^M<8c< (DCM) rHQ7F"SSL P~"Wj1<7gs*

hS*V8'/Hp>"Wj1<7gsN?aNFoI}?9/rBT9k3H,

G-^9#?H(P"Secure Sockets Layer (SSL) L.;C7gsG"Wj1<7g

s,HQ9kZ@qNo`rI}9k3H,G-^9#BTD=J"Wj1<7g

sI}?9/O""Wj1<7gsN?$W*hSHQ7F$kGZ@q9H"K

hCF[Jj^9#*SYSTEM ^?O *OBJECTSIGNING Z@q9H"N"Wj1

<7gsN_I}9k3H,G-^9#
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DCM +is!5lF$k"[HsIN"Wj1<7gsI}?9/O"}r7d9

$bNP+jG9,"3liN?9/NfKO",+jK/$bNb/7@1"j

^9#3Nh&J?9/KD$F"\7/O"J<NHTC/r2H7F/@5

$#

X"Wj1<7gsjANn.YGO"f<6<,jA7FHQ9k3HNG-k"W

j1<7gsN?$WKD$Fb@7^9#

X"Wj1<7gsKP9kZ@qdjvFNI}YGO"SSL ;C7gsrN)7?

j"*V8'/HKp>7?j9k?aK""Wj1<7gsGHQ9kZ@qNdj

vF*hSQ9}!rb@7^9#

X"Wj1<7gsN CA .jj9HNjAYGO"Z@qNEv-!:*hSu1

~lN?aK"Wj1<7gs,5'D=J'ZIr"$DjAG-k+"*hS"$

DjA9k,W,"k+rb@7^9#

=N>N DCM ?9/KD$FO"*si$s&XkWr2H7F/@5$#

������������

DCM Gh}G-k"Wj1<7gsjAN?$WKO"SSL rHQ9k5<P<

^?O/i$"sH&"Wj1<7gsNlgN"Wj1<7gsjA"*hS*

V8'/HNp>KHQ9k"Wj1<7gsjAN 2 D,"j^9#

DCM rHQ7F"SSL "Wj1<7gsjA*hS=NZ@qrh}9kKO"

"Wj1<7gsO^:"G-N"Wj1<7gsjA ID r}Dh&K""Wj

1<7gsjAH7F DCM KP?7J1lPJj^;s#"Wj1<7gs+/

TO"API (QSYRGAP"QsyRegisterAppForCertUse) rHQ7F""Wj1<7gs

ID r DCM K+0*Kn.7"SSL P~"Wj1<7gsrP?7^9# IBM

iSeries N9YFN SSL P~"Wj1<7gs, DCM KP?5l^9#=Nk

L"f<6<O""Wj1<7gs, SSL ;C7gsrN)G-kh&K"DCM

HQ7F"3liN"Wj1<7gsKZ@qrJ1KdjvFk3H,G-^

9#n.^?OX~7?"Wj1<7gsNlgb"f<6<O""Wj1<7g

sjArjA7F"DCM bK=N"Wj1<7gsN"Wj1<7gs ID rn

.G-^9#/i$"sH&"Wj1<7gs^?O5<P<&"Wj1<7gs

N$:l+N?aK SSL "Wj1<7gsjArn.9kKO"*SYSTEM Z@q

9H"bGnH7J1lPJj^;s#

Z@qrHQ7F*V8'/HKp>9kKO"^:"Z@qGHQ9k"Wj1

<7gsrjA7J1lPJj^;s#SSL "Wj1<7gsH[Jj"*V8'

/Hp>"Wj1<7gsO"B]N"Wj1<7gsr=7F$ko1GO"j

^;s#=&GOJ/"n.9k"Wj1<7gsjAO"p>P]*V8'/H

N?$W^?O0k<Wr=7^9#*V8'/Hp>"Wj1<7gsjArn

.9kKO"*OBJECTSIGNING Z@q9H"bGnH7J1lPJj^;s#

"Wj1<7gsjArn.9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. VZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"jWN

Z@q9H"r*r7^9# (3lO"*SYSTEM Z@q9H"^?O

*OBJECTSIGNING Z@q9H"N$:l+G"n.9k"Wj1<7gsjA

N?$WKhCFh^j^9#)
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m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,xQG-^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage
Applications)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/&j9H+iV"Wj1<7gsNIC (Add Application)Wr*r7

F""Wj1<7gsrjA9kU)<`r=(7^9#

m: *SYSTEM Z@q9H"GnH7F$klgO"5<P<&"Wj1<7g

sjA+/i$"sH&"Wj1<7gsjANIAirIC9kN+*r

9kh&K" DCM +iWmsWH=(,P5l^9#

6. U)<`K~O7F"VIC (Add)Wr/jC/7^9#"Wj1<7gsjA

KXjG-kpsO"jA9k"Wj1<7gsN?$WKhCF[Jj^9#

5<P<&"Wj1<7gsrjA9klg""Wj1<7gsG/i$"sH

'ZKZ@q,HQG-k+I&+"=7F"/i$"sH'Zr,WH9k+

I&+bXj9k3H,G-^9#"Wj1<7gs, CA .jj9HrHQ

7F"Z@qr'Z7J1lPJiJ$h&KXj9k3HbG-^9#

���������������������

"Wj1<7gs,"Secure Sockets Layer (SSL) NN)^?O*V8'/HXNp

>JIN;-e"!=rBTG-kh&K9kKO"G#8?kZ@q^M<8c

< (DCM) rHQ7F""Wj1<7gsKZ@qrdjvFJ1lPJj^;

s#"Wj1<7gsKZ@qrdjvF?j""Wj1<7gsKP9kZ@q

djvFrQ97?j9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. VZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"jWN

Z@q9H"r*r7^9# (3lO"*SYSTEM Z@q9H"^?O

*OBJECTSIGNING Z@q9H"N$:l+G"Z@qrdjvFh&H9k"

Wj1<7gsjAN?$WKhCFh^j^9#)

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,xQG-^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage
Applications)Wr*r7F"?9/Nj9Hr=(7^9#

5. *SYSTEM Z@q9H"GnHrTCF$klgKO"I}P]"Wj1<7g

sN?$Wr*r7F/@5$# (u7K~8FV5<P< (Server)W^?O
V/i$"sH (Client)W"Wj1<7gsr*r7F/@5$#)

6. ?9/&j9H+i"VZ@qdjvFN97 (Update certificate
assignment)Wr*r7F"Z@qrdjvFk3H,G-k"Wj1<7gs

Nj9Hr=(7^9#
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7. j9H+i"Wj1<7gsr*r7F"VZ@qdjvFN97 (Update
certificate assignment)Wr/jC/7F""Wj1<7gsKdjvFD=J

Z@qNj9Hr=(7^9#

8. j9H+iZ@qr*r7F"V7,Z@qNdjvF (Assign new
certificate)Wr/jC/7^9# DCM O"=N"Wj1<7gsKP9kZ

@q*rKD$FN'9k?aNaC;<8r=(7^9#

m: /i$"sH'ZKZ@qNHQr5]<H7F$k"SSL P~"Wj1<

7gsKZ@qrdjvFklg""Wj1<7gsK CA .jj9Hrj

A7J1lPJj^;s#3lKhj""Wj1<7gsO"Hi9FCI

H7FXj5lF$k CA NZ@qN_rEv-!:9k3H,G-kh&

KJj^9#f<6<^?O/i$"sH&"Wj1<7gs+i"CA .

jj9HK*$FHi9FCIG"kHXj5lF$J$ CA NZ@q,s

!5l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpCH7F

Ou1~l^;s#

"Wj1<7gsNZ@qrQ9^?O|n9k]"Z@qdjvFNQ9rTC

?~@G""Wj1<7gs,BTfG"klg""Wj1<7gsOQ9r'1

G-klgH=&GJ$lg,"j^9#?H(P"Client Access Express 5<P

<O"f<6<,n.9k9YFNZ@qNQ9r+0*K,Q7^9#7+7"

Telnet 5<P<"IBM HTTP Server for iSeries"^?O=N>N"Wj1<7gs

Nlg"3liN"Wj1<7gs,Z@qr,QG-kh&K9kKO"3li

rd_7F+i+O7J/FOJj^;s#

V5R2 J_GO"lYK#tN"Wj1<7gsKZ@qrdjvFk]K"VZ

@qNdjvF (Assign certificate)W?9/rHQG-kh&KJj^7?#

�������� CA ���	���

Secure Sockets Layer (SSL) ;C7gsG/i$"sH'ZKZ@qNHQr5]<

H7F$k"Wj1<7gsO"-zJ ID Z@H7F"Z@qru1~lk+I

&+hj7J1lPJj^;s#"Wj1<7gs,Z@qr'Z9klgKHQ

9kp`N 1 DO"Z@qr/T7?'ZI (CA) r"Wj1<7gs,5'9k

+I&+G9#

G#8?kZ@q^M<8c< (DCM) rHQ9kH"Z@qN/i$"sH'Z

rT&]K""Wj1<7gs,5'G-k CA rjA9k3H,G-^9#CA

.jj9HKhCF"Wj1<7gs,5'9k CA rI}7^9#

"Wj1<7gsN CA .jj9HrjAG-kh&K9kKO"$/D+Nro

r~?7F$J1lPJj^;s#

v "Wj1<7gsO"/i$"sH'ZKZ@qNHQr5]<H7F$J1l

PJiJ$#

v "Wj1<7gsNjAG""Wj1<7gs, CA .jj9HrHQ9kh&

KXj7J1lPJiJ$#

"Wj1<7gsNjAG""Wj1<7gs, CA .jj9HrHQ9kh&K

Xj9klg""Wj1<7gs,Z@qN/i$"sH'Zr5oKBTG-k

h&K9kKO"3Nj9HrjA7F*+J1lPJj^;s#3lKhj""

Wj1<7gsO"Hi9FCIH7FXj5lF$k CA NZ@qN_rEv-
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!:9k3H,G-kh&KJj^9#f<6<^?O/i$"sH&"Wj1<

7gs+i"CA .jj9HK*$FHi9FCIG"kHXj5lF$J$ CA

NZ@q,s!5l?lg""Wj1<7gsO"=NZ@qr-zJ'ZNpC

H7FOu1~l^;s#

"Wj1<7gsN.jj9HK CA rIC9k]"CA bHQD=JuVK7F

*+J1lPJj^;s#

"Wj1<7gsN CA .jj9HrjA9kKO"J<N9FCWK>CF/@

5$#

1. DCM r+O7^9#

2. VZ@q9H"N*r (Select a Certificate Store)Wr/jC/7F"*<W

s9kZ@q9H"H7F *SYSTEM r*r7^9#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,xQG-^9#

3. VZ@q9H"*hSQ9o<I (Certificate Store and Password)WZ<8,=(

5l?i"Z@q9H"Nn.~KZ@q9H"KXj7?Q9o<IrXj7

F"V3T (Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`G"V"Wj1<7gsNI} (Manage
Applications)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/&j9H+i"VCA .jj9HNjA (Define CA trust list)Wr*r

7^9#

6. j9HrjA7?$"Wj1<7gs (5<P<^?O/i$"sH) N?$W

r*r7F"V3T (Continue)Wr/jC/7^9#

7. j9H+i"Wj1<7gsr*r7F"V3T (Continue)Wr/jC/7
F".jj9HNjAKHQ9k CA Z@qNj9Hr=(7^9#

8. "Wj1<7gs,5'9k,W,"k CA r*r7F"VOKWr/jC/7

^9# DCM O".jj9H*rKD$FN'9k?aNaC;<8r=(7^

9#

m: j9H+iDLN CA r*r9k3Hb""Wj1<7gsGj9HbN

CA r9YF5'9kh&K""k$O4/5'7J$h&KXj9k3H

bG-^9#.jj9HKIC9k0K"CA Z@qr=(7?j"Ev-

!:9k3HbG-^9#

�����	�������������

G#8?kZ@q^M<8c< (DCM) rHQ7F"DLNZ@q^?O=NZ@

qrHQ9k"Wj1<7gsNEv-!:rT&3H,G-^9# DCM ,!:

9k`\Nj9HO"Z@qNEv-!:rT&N+""Wj1<7gsNEv-

!:rT&N+KhCF/7[Jj^9#

"Wj1<7gsNEv-!:

DCM rHQ7F"Wj1<7gsjArEv-!:9kH"Z@qr,WH9k!

=rBT7F$kH-K""Wj1<7gsNZ@qKX9kdjrI0ju1K
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Jj^9#3Nh&Jdj,"kH""Wj1<7gs, Secure Sockets Layer

(SSL) ;C7gsK5oKX87?j"*V8'/HK5oKp>7?j9k3H

,G-J/JkD=-,"j^9#

"Wj1<7gsNEv-!:rT&]"DCM O"=N"Wj1<7gsKP9k

Z@qdjvF,"k+I&+!:7"djvFil?Z@q,-zG"k+rN

'7^9#5iK"DCM O""Wj1<7gs,'ZI (CA) N.jj9HrH

Q9kh&K=.5lF$k+"=7F".jj9HK/J/Hb 1 DN CA Z

@q,^^lF$k+rN'7^9#!K DCM O""Wj1<7gs CA .jj

9HN CA Z@q,-zG"k+r!:7^9#"Wj1<7gsjAG"Z@q

hjC7j9H (CRL) Nh}rBT9kh&KXj,"j"CA KP7F CRL L

V,jA5lF$klgO"DCM O"CRL b!:Wm;9NlDH7F!:7^

9#

Z@qNEv-!:

Z@qNEv-!:rT&]"DCM O"=NZ@qKX"9k#tN`\r!:

7"Z@qN'Z-*hSEv-rN'7^9#Z@qNEv-!:rT&H";

-e"L.^?O*V8'/HXNp>N?aKZ@qrHQ9k"Wj1<7g

s,Z@qrHQ9k]K"dj,/89kD=-,c/Jj^9#

!:Wm;9NlDH7F"DCM O*r7?Z@qN-z|B,ZlF$J$3H

rN'7^9#DCM O"Z@qr/T7? CA KP7F CRL LV,8_7F$

klgK"=NZ@q,"Z@qhjC7j9HKhjC7P]H7Fj9H5l

F$J$3HbN'7^9#5iK"DCM O"/T CA N CA Z@q,=TNZ

@q9H"K"j"=N CA Z@q,HQD=G"k+I&+Khj"Hi9FC

IG"k+I&+rN'7^9#Z@qNk)0,"klg (?H(P"5<P

<"/i$"sH"*hS*V8'/Hp>NZ@q) O"DCM O"x+0Hk)

0NZ"NEv-!:bT$"x+0Hk)0NZ",lW7F$k3HrN'7

^9#@$9(lP"DCM Ox+0GG<?rEf=7F+i"=NG<?,k)

0rHCF|fG-k3HrN'7^9#

�������
���������

V5R2 hj""i?KG#8?kZ@q^M<8c< (DCM) ,!=/=5l"#

tN"Wj1<7gsKZ@qrW.+DJ1KdjvFk3H,G-kh&KJ

j^7?# *SYSTEM ^?O *OBJECTSIGNING Z@q9H"bGN_"Z@qr

#tN"Wj1<7gsKdjvFk3H,G-^9#

1 D^?O#tN"Wj1<7gsKZ@qrdjvFkKO"J<N9FCWK

>CF/@5$#

1. DCM r+O7^9#

m: DCM rHQ9k]KCjNU)<`N~O}!KD$FT@J@,"kl

gO"Z<8NetK"k?dd (?) r*r7F"*si$s&XkWrx

Q7F/@5$#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *OBJECTSIGNING
^?O *SYSTEM r*r7^9#
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3. Z@q9H"KQ9o<Ir~O7F"V3T (Continue)Wr/jC/7^
9#

4. JS2<7gs&Ul<`,G7=(5l?i"VZ@qNI} (Manage
Certificates)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/Nj9H+iVZ@qNdjvF (Assign certificate)Wr*r7"=T

NZ@q9H"KX9kZ@qNj9Hr=(7^9#

6. j9H+iZ@qr*r7"V"Wj1<7gsXNdjvF (Assign to
Applications)Wr/jC/7F"=TNZ@q9H"KX9k"Wj1<7g

sjANj9Hr=(7^9#

7. 3Nj9H+i 1 D^?O#tN"Wj1<7gsr*r7F"V3T

(Continue)Wr/jC/7^9#djvFN*rKX9kN'aC;<8r(9

Z<8""k$O"(dj,88?lgKO) (i<&aC;<8r(9Z<8,

=(5l^9#

CRL �����

G#8?kZ@q^M<8c< (DCM) rHQ7F"Z@qEv-!:Wm;9N

lDH7FHQ9kCjN'ZI (CA) KX9kZ@qhjC7j9H (CRL) LV

psrjA*hSI}9k3H,G-^9#DCM"^?O CRL h}r,WH9k

"Wj1<7gsO"CRL rHQ7F"CjNZ@qr/T7? CA ,=NZ@

qrhjC7F$J$+I&+=G9k3H,G-^9#CjN CA N CRL LV

rjA9kH-K"/i$"sH'ZKZ@qNHQr5]<H7F$k"Wj1

<7gsO"CRL K"/;99k3H,G-^9#

/i$"sH'ZKZ@qNHQr5]<H7F$k"Wj1<7gsO"CRL h

}rBT7F"Z@qr-zJ ID Z@H7Fu1~lk+I&+rN'9k?a

N"hj75J'ZrT&3H,G-^9#"Wj1<7gs,"Z@q!:Wm

;9NlDH7F"jA5l? CRL rHQG-kh&K9kKO"DCM N"Wj

1<7gsjAG""Wj1<7gs, CRL h}rBT9kh&KXj5lF$

J1lPJj^;s#

CRL h}NbF

DCM rHQ7F"Z@q^?O"Wj1<7gsNEv-!:rT&]"GU)k

HN DCM GO"!:Wm;9NlDH7F CRL h}rBT7^9#Ev-!:

rTCF$kZ@qr/T7? CA K CRL LV,jA5lF$J$lg"DCM

O CRL !:rBTG-^;s#?@7"DCM O"CjNZ@qN CA p>,-

zG"k+I&+""k$O=lr/T7? CA ,Hi9FCIG"k+I&+J

IN"Z@qKX9k>NEWJpsNEv-!:rn_k3H,G-^9#

CRL LVNjA

CjN CA N CRL LVrjA9kKO"J<N9FCWK>CF/@5$#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`G"VCRL LVNI} (Manage CRL Locations)W
r*r7F"?9/Nj9Hr=(7^9#

3. ?9/&j9H+iVCRL LVNIC (Add CRL location)Wr*r7F"

CRL LV*hS DCM ^?O"Wj1<7gs,=NLVK"/;99k}!

rXj9k?aNU)<`r=(7^9#
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4. 3NU)<`K~O7F"VOKW\?sr/jC/7^9#CRL LVKG-N

>0rU1"CRL r[9Hh}9k LDAP 5<P<rCj7"LDAP 5<P<

XN"/;9}!r-R7?\3psrs!7J1lPJj^;s#

m: 3N,$I&?9/GNCjNU)<`N~O}!KD$FT@J@,"k

lgO"Z<8NetK"k?dd (?) r*r7F/@5$#*si$s&

XkW,=(5l^9#

33G"CRL LVjAHCjN CA rX"U1k,W,"j^9#

5. JS2<7gs&Ul<`G"VZ@qNI} (Manage Certificates)Wr*r

7F"?9/Nj9Hr=(7^9#

6. ?9/&j9H+iVCRL LVdjvFN97 (Update CRL location
Assignment)Wr*r7"CA Z@qNj9Hr=(7^9#

7. 3Nj9H+i"n.7? CRL LVjArdjvFk CA Z@qr*r7"

VCRL LVdjvFN97 (Update CRL Location Assignment)Wr/jC
/7^9# CRL LVNj9H,=(5l^9#

8. CA HX"U1k CRL LVrj9H+i*r7"VdjvFN97 (Update
Assignment)Wr/jC/7^9#Z<8Nh,KaC;<8,=(5l"=N

CRL LV,'ZI (CA) Z@qKdjvFil?3H,(5l^9#

CjN CA N CRL LVrjA7F$kH"DCM ^?O=N>N"Wj1<7g

s, CRL h}NBT~K3lrHQG-^9#?@7"CRL h},!=G-kh

&K9kKO"Directory Services 5<P<K,ZJ CRL ,^^lF$J1lPJ

j^;s#^?"Directory Services 5<P<H/i$"sH&"Wj1<7gsN

>}G SSL rHQ9kh&K=.7" DCM N"Wj1<7gsKZ@qrdj

vFJ1lPJj^;s#

iSeries Directory Services (LDAP) 5<P<N=.*hSHQKD$F"\7/O"

J<N Information Center HTC/r2H7F/@5$#

v G#l/Hj<&5<S9 (LDAP)

3NHTC/GO"iSeries Directory Services (LDAP) 5<P<N=.*hSHQ

KX9k,Wv`r9YFb@7F$^9#

v LDAP G#l/Hj<&5<P<GN Secure Sockets Layer (SSL) ;-ejF#

<NHQ

3NHTC/GO";-e"L.H7F SSL rHQ9kh&K LDAP 5<P<

r=.9k]KBT9k,WN"kv`KD$Fb@7F$^9#

IBM 4758 ���&�"��*������������

iSeries eK IBM 4758-023 PCI Ef=3Wm;C5<r$s9H<kQ_Nlg

O"=N3Wm;C5<rHQ7FZ@qNk)0K5iK;-e"J9Hl<8

rs!G-^9#3N3Wm;C5<rHQ7F5<P<Z@q"/i$"sHZ

@q"^?Om<+k'ZI (CA) Z@qKP9kk)0r]IG-^9#?@

7"f<6<Z@qNk)0O"f<6<N79F`eK]I7J1lPJiJ$

NG"3Wm;C5<rHQ7F3Nk)0r]I9k3HOG-^;s#^?"

3N~@GO"3Wm;C5<rHQ7F*V8'/Hp>Z@qKP9kk)0

r]I9k3HbG-^;s#

3Wm;C5<rHQ7FZ@qk)0r]I9kKO"!N 2 DN}!N$:l

+rT$^9#
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v Z@qk)0r>\3Wm;C5<eK]I9k#

v Cl-<&U!$kK]I9k?aK" 3Wm;C5<&^9?<&-<rHQ

7FZ@qk)0rEf=9k#

3N-<]I*W7gsO"Z@qNn.^?O97NWm;9NlDH7F*r

G-^9#^?"3Wm;C5<rHQ7FZ@qNk)0r]I9klgO"=

Nk)0KP9k3Wm;C5<uVdjvFbQ9G-^9#

3Wm;C5<rk)0N]IN?aKHQ9klgO"G#8?kZ@q^M<

8c< (DCM) rHQ9k0K"3Wm;C5<,*sKQ95lF$k3HrN

'9k,W,"j^9#*sKQ95lF$J$lgO"DCM O"Z@qNn.^

?O97Wm;9NlDH7F"]I*W7gsN*rN?aNZ<8rs!7^

;s#

5<P<Z@q^?O/i$"sHZ@qrn."^?O979klgO"=TZ

@qKp>9k CA N?$Wr*r7?e"k)0]I*W7gsr*r7^9#

m<+k CA rn."^?O979klgO"Wm;9Nh 1 9FCWH7Fk

)0]I*W7gsr*r7^9#

�������&�"��*�
�����

Z@qNk)0XN"/;9*hSHQr5iK/GK]n9k?aK"k)0r

IBM 4758-023 PCI Ef=3Wm;C5<eK>\]I9k3H,G-^9#3N-

<]I*W7gsO"G#8?kZ@q^M<8c< (DCM) GZ@qrn.^?

O979k]K*rG-^9#

V-<]IljN*r (Select a Key Storage Location)WZ<8GJ<N9FC

WK>$"Z@qNk)0r3Wm;C5<eK>\]I7^9#

1. VO<I&'" (Hardware)Wr]I*W7gsH7F*r7^9#

2. V3T (Continue)Wr/jC/7^9#VEfuV-RN*r (Select a
Cryptographic Device Description)WZ<8,=(5l^9#

3. uVNj9H+i"Z@qNk)0N]IKHQ7?$uVr*r7^9#

4. V3T (Continue)Wr/jC/7^9# DCM O"f<6<,n.^?O97

7F$kZ@qKP9k1LpsJI"f<6<,0;7h&H7F$knHN

?aNZ<8rz-3-=(7^9#

&�"��*������������������������

�

Z@qNk)0XN"/;9*hSHQr5iK/GK]n9k?aK"IBM

4758-023 PCI Ef=3Wm;C5<N^9?<&-<rHQ7Fk)0rEf=

7"Cl-<&U!$kK]I9k3H,G-^9#3N-<]I*W7gsO"

G#8?kZ@q^M<8c< (DCM) GZ@qrn.^?O979k]K*rG

-^9#

3N*W7gsr5oKHQ9kKO"v0K IBM 4758-023 PCI Ef=3Wm;

C5<N=. Web $s?<U'<9rHQ7F",ZJ09H"&U!$krn

.7J1lPJj^;s#^?"3Wm;C5<=. Web $s?<U'<9rH
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Q7F"09H"&U!$kr"HQ7?$3Wm;C5<uV-RHX"U1k

3Hb,WG9#3Wm;C5<=. Web $s?<U'<9KO"iSeries ?9

/&Z<8+i"/;9G-^9#

#tN3Wm;C5<uV,79F`K$s9H<k5l"*sK5lF$klg

O"Z@qNk)0r#tNuVVG&Q9k3HbG-^9#uV-R,k)0

r&Q9kKO"9YFNuV,18^9?<&-<r}CF$J1lPJj^;

s#18^9?<&-<r#tNuVK[[9kh}O"#= HFPl^9#-<

ruVVG&Q9kH"Secure Sockets Layer (SSL) m<I&Pis7s0NHQ,

D=HJj";-e"&;C7gsNQU)<^s9,~15l^9#

V-<]IljN*r (Select a Key Storage Location)WZ<8GJ<N9FC

WK>$"3Wm;C5<&^9?<&-<rHQ7FZ@qNk)0rEf=

7"Cl09H"&U!$kK]I7^9#

1. VEf=5l?O<I&'" (Hardware encrypted)Wr]I*W7gsH7F

*r7^9#

2. V3T (Continue)Wr/jC/7^9#VEfuV-RN*r (Select a
Cryptographic Device Description)WZ<8,=(5l^9#

3. uVNj9H+i"Z@qNk)0NEf=KHQ7?$uVr*r7^9#

4. V3T (Continue)Wr/jC/7^9##tN3Wm;C5<uV,$s9H

<k5l"*sK5lF$klgO"VICEfuV-RN*r (Select
Additional Cryptographic Device Descriptions)WZ<8,=(5l^9#

m: #tN3Wm;C5<uV,J$lgO"DCM O"f<6<,n.^?O

977F$kZ@qKP9k1LpsJI"f<6<,0;7h&H7F$

knHN?aNZ<8rz-3-=(7^9#

5. uVNj9H+i"Z@qNk)0r&Q5;?$ 1 D^?O#tNuV-R

N>0r*r7^9#

m: *r9kuV-RO"0NZ<8G*r7?uVH18^9?<&-<r}

CF$J1lPJj^;s#uVeN^9?<&-<,18G"k3Hr!

:9kKO"4758 Ef=3Wm;C5<=. Web $s?<U'<9NV^

9?<&-<!: (Master Key Verification)W?9/rHQ7^9#3Wm

;C5<=. Web $s?<U'<9KO"iSeries ?9/&Z<8+i"/

;9G-^9#

6. V3T (Continue)Wr/jC/7^9# DCM O"f<6<,n.^?O97

7F$kZ@qKP9k1LpsJI"f<6<,0;7h&H7F$knHN

?aNZ<8rz-3-=(7^9#

PKIX CA ��������

Public Key Infrastructure for X.509 (PKIX) 'ZI (CA) O"PKI (Public Key

Infrastructure) r$sWjasH9kG7N$s?<MCH x.509 ,JKpE$FZ

@qr/T9k CA G9# PKIX ,JO"Request For Comments (RFC) 2560 K5

b5lF$^9#

PKIX CA O"Z@qr/T9k0K"5iK7JJ1LrWa7^9#LoO"P

?!X (RA) Khk1LZ@Ns!r=ATKWa7^9#RA O",WJ1LZ

@r=AT,s(7F+i"=ATN1Lr'Z7^9#CA NN)7?Wm7<

8c<Kgo;F"RA ^?O=ATN$:l+,"'ZQ_N"Wj1<7gs
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rX"7? CA KsP7^9#3liN8`,-/NQ5lkKDl"PKIX `r

N CA O5iK-/HQ5lkh&KJCF-F$^9#SSL GHQG-k"Wj

1<7gsKhCFf<6<Ks!5lkq;K";-ejF#<&K<:e"7

EJ"/;9)f,,WJlgKO"PKIX `rN CA rHQ7F!:7J1lP

Jj^;s#?H(P"m<?9® I_N™ O"&LHQKP7F PKIX CA rs

!7^9#

PKIX CA K""Wj1<7gsGHQ9kZ@qr/T5;kh&K7?lgO"

G#8?kZ@q^M<8c< (DCM) rHQ7F3liNZ@qrI}9k3H

,G-^9#DCM rHQ7F PKIX CA N URL r=.7^9#3Nh&K9k

H"p>Q_Z@qrh@9k*W7gsN 1 DH7F PKIX CA rs!9kh&

K"G#8?kZ@q^M<8c< (DCM) r=.9k3HKJj^9#

DCM rHQ7F PKIX CA +iNZ@qrI}9kKO"J<N9FCWK>C

F"CA QNljrN]9kh&K DCM r=.7J1lPJj^;s#

1. DCM r+O7^9#

2. JS2<7gs&Ul<`NfG"VPKIX WaljNI} (Manage PKIX
Request Location)Wr*r7F"PKIX CA ^?O=NX"7? RA KP9k

URL NXjrT&?aNU)<`r=(7^9#

3. Z@qNWaKHQ7?$ PKIX CA KP9k04$~ URL"?H(P"

http://www.thawte.com r~O7"VIC (Add)Wr/jC/7^9#URL r

IC9kH"DCM r=.9k]"p>Q_Z@qrh@9k*W7gsN 1 D

H7F"PKIX CA ,IC5l^9#

PKIX CA WaljrIC7?e"DCM O"VZ@qNn. (Create
Certificate)W?9/NHQ~K"Z@qN/TN?aK*rG-k CA ?$WrX

j9k*W7gsN 1 DH7F PKIX CA rIC7^9#

� �!�	
���

*V8'/HKp>9k}!O 3 D"j^9# Sign Object API rFSP9Wm0

i`rn.7^9# G#8?kZ@q^M<8c< (DCM) rHQ7F*V8'/

HKp>9k3H,G-^9#^?"V5R2 hj">N iSeries 79F`K[[9k

?aKQC1<89k~@G"iSeries JS2<?<N^M<8asH&;sHi

k&U#<Ac<rHQ7F*V8'/HKp>9k3HbD=HJj^7?#

i$Vij<K]I5lF$k*V8'/Hr|/ DCM I}NZ@qrHQ7

F"79F`N}gU!$k&79F`K]I7F$k$UN*V8'/HKp>

9k3H,G-^9#p>G-kNO"QSYS.LIB U!$k&79F`K]I5l

F$k"*PGM"*SRVPGM"*MODULE"*SQLPKG *hS *FILE (]IU!$k

N_) JIN*V8'/HN_G9# V5R2 hj"3^sI (*CMD) *V8'/H

Kbp>9k3H,D=HJj^7?#>N iSeries 5<P<K]I5lF$k*V

8'/HKp>9k3HOG-^;s#

x+$s?<MCH'ZI (CA) GX~9kZ@q"^?O DCM GlQ"m<+

k CA rHQ7Fn.9kZ@qrHCF"*V8'/HKp>9k3H,G-^

9#Z@qNp>NWm;9O"x+Z@q^?OlQZ@qN$:lrHQ7F

$Fb18G9#

*V8'/Hp>N0sro

100 iSeries: G#8?kZ@q^M<8c<

|

|

|

|

|

|

|

|

|

|

|

|

../apis/qydosgno.htm
../rzalz/rzalzdcmsignsc.htm
../rzalz/rzalzdcmsignsc.htm
../rzalz/rzalzmgmtcntlsc.htm
../rzalz/rzalzmgmtcntlsc.htm


DCM (^?O Sign Object API) rHQ7F*V8'/HKp>G-kh&K9kK

O"J<Nh&JljN0sro,~?5lF$J1lPJj^;s#

v m<+k CA Nn.Wm;9Nlt"^?Ox+$s?<MCH CA N*V8

'/Hp>Z@qNI}Wm;9NltH7F"*OBJECTSIGNING Z@q9H

"rn.7F$J1lPJj^;s#

v *OBJECTSIGNING Z@q9H"KO"/J/Hb 1 DNZ@q (m<+k CA

rHQ7Fn.7?bN+"x+$s?<MCH CA +ih@7?bNN$:l

+) ,^^lF$J1lPJj^;s#

v *V8'/HXNp>KHQ9k?aKO"*V8'/Hp>"Wj1<7gs

jArn.7F*+J1lPJj^;s#

v *V8'/HKp>9k?aKHQ9k=jN*V8'/Hp>"Wj1<7g

sKO"Z@qrdjvFF*+J1lPJj^;s#

DCM rHQ7F*V8'/HKp>

DCM rHQ7F*V8'/H (#tD) Kp>9kKO"J<N9FCWK>CF

/@5$#

1. DCM r+O7^9#

m: DCM rHQ9k]KCjNU)<`N~O}!KD$FT@J@,"kl

gO"Z<8NetK"k?dd (?) r*r7F"*si$s&XkWrx

Q7F/@5$#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F *OBJECTSIGNING
r*r7^9#

3. *OBJECTSIGNING Z@q9H"KQ9o<Ir~O7F"V3T (Continue)W
r/jC/7^9#

4. JS2<7gs&Ul<`,G7=(5l?i"Vp>D=J*V8'/HNI

} (Manage Signable Objects)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/Nj9H+iV*V8'/HKp> (Sign an object)Wr*r7F"*

V8'/HKp>9k?aKHQG-k"Wj1<7gsjANj9Hr=(7

^9#

6. "Wj1<7gsr*r7F"V*V8'/HKp> (Sign an object)Wr/
jC/7"p>7?$*V8'/HNLVrXj9kU)<`r=(7^9#

m: *r9k"Wj1<7gsKZ@q,djvFilF$J$lgO"=lr

HQ7F*V8'/HKp>9k3HOG-^;s#"Wj1<7gsjA

KZ@qrdjvFkKO"V"Wj1<7gsNI} (Manage
Applications)WN<K"k"VZ@qdjvFN97 (Update certificate
assignment)W?9/rGiKHQ7J1lPJj^;s#

7. =(5l?U#<kIK"p>P]N*V8'/HN04$~Q9HU!$k

>"D^j*V8'/HNG#l/Hj<r~O7F"V3T (Continue)Wr
/jC/7^9#"k$O"G#l/Hj<LVr~O7F"VVi&:

(Browse)Wr/jC/7"G#l/Hj<NbFr=(7F"p>P]N*V8

'/Hr*r7^9#

m: *V8'/H>O"9iC7eGOaJ1lPJj^;s#=&7J$H"

(i<KJklg,"j^9#CjNo$kI+<I8zrHQ7F"p>

7?$G#l/Hj<Nltr==9k3HbG-^9#3Nh&Jo$k
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I+<I8zKO"V$UNtN8zsWr(9"9?j9/ (*)"*hS

V$UN1l8zWr(9?dd (?) ,"j^9#?H(P"CjNG#l

/Hj<N9YFN*V8'/HKp>9klgO"/mydirectory/* H~

O7"CjNi$Vij<bN9YFNWm0i`Kp>9klg

O"/QSYS.LIB/QGPL.LIB/*.PGM H~O9k3H,G-^9#3liNo$

kI+<I,HQG-kNO"Q9>NGeNt,@1G9#?H(

P"/mydirectory*/filename HXj9kH(i<&aC;<8,a5lk

3HKJj^9#Vi&:!=rHQ7F"i$Vij<^?OG#l/H

j<NbFNj9Hr=(7?$lgO"Q9>NltH7Fo$kI+<

Ir~O7F+i"VVi&: (Browse)Wr/jC/9k,W,"j^

9#

8. *r7? 1 D^?O#tN*V8'/HKp>9k?aKHQ9kh}*W7

gsr*r7F"V3T (Continue)Wr/jC/7^9#

m: 8gVkLrTDh&K*r9kH"kLU!$k,Vi&6<K>\=(

5l^9#=T8gVNkLO"kLU!$kNGeKIC5l^9#7?

,CF"3NU!$kKO"=T8gVNkL@1GJ/"3l^GN9Y

FN8gVNkL,^^lF$kD=-,"j^9#U!$kN|UU#<

kIrHQ7F"=T8gVKO"U!$kbN?T\,djvFilF$

kN+=L9k3H,G-^9#|UU#<kIO YYYYMMDD q0G=

5l^9#U!$kNGiNU#<kIO"aC;<8 ID (*V8'/HN

h}fK(i<,/87?lg) ^?O|UU#<kI (8gVNh}5l

?|Ur(9) N$:l+G9#

9. *V8'/Hp>`nN8gVkLr]I9k?aKHQ9k04$~Q9*h

SU!$k>rXj7"V3T (Continue)Wr/jC/7^9#"k$O"G

#l/Hj<LVr~O7F"VVi&: (Browse)Wr/jC/7"G#l/

Hj<NbFr=(7F"8gVkLr]I9kU!$kr*r7^9#*V8

'/HKp>9k8gV,5V_CH5l?3Hr(9aC;<8,=(5l^

9#8gVkLr=(9kKO"8gV&m0N QOBJSGNBAT 8gVr2H

7F/@5$#

� �!�	�����

G#8?kZ@q^M<8c< (DCM) rHQ9kH"*V8'/HNG#8?k

p>N'Z-r!:9k3H,G-^9#p>r!:9k3HG"*V8'/Hj

-T,*V8'/HKp>7FJ_"*V8'/HbNG<?,Q95lF$J$

3HrN'G-^9#

p>!:N0sro

DCM rHQ7F*V8'/HNp>r!:G-kh&K9kKO"J<Nh&Jl

jN0sro,~?5lF$J1lPJj^;s#

v p>!:Z@qrI}9kKO"*SIGNATUREVERIFICATION Z@q9H"rn

.7F*+J1lPJj^;s#

m: 1879F`Gp>5l?*V8'/HNp>r!:9klg"

*OBJECTSIGNING Z@q9H"bGNh}fKp>!:rBT9k3H,G

-^9#DCM Gp>N!:rBT9k9FCWO"Z@q9H"NlgH1

8G9#?@7"*OBJECTSIGNING Z@q9H"bGNh}fKp>!:r
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BT9klgGb"*SIGNATUREVERIFICATION Z@q9H",8_7"*

V8'/HKp>7?Z@qN3T<r^sG$J1lPJj^;s#

v *SIGNATUREVERIFICATION Z@q9H"KO"*V8'/HKp>7?Z@q

N3T<,^^lF$J1lPJj^;s#

v *SIGNATUREVERIFICATION Z@q9H"KO"*V8'/HKp>7?Z@q

r/T7? CA Z@qN3T<,^^lF$J1lPJj^;s#

DCM rHQ7F*V8'/HNp>r!:

DCM rHQ7F*V8'/HNp>r!:9kKO"J<N9FCWK>CF/@

5$#

1. DCM r+O7^9#

m: DCM rHQ9k]KCjNU)<`N~O}!KD$FT@J@,"kl

gO"Z<8NetK"k?dd (?) r*r7F"*si$s&XkWrx

Q7F/@5$#

2. JS2<7gs&Ul<`GVZ@q9H"N*r (Select a Certificate
Store)Wr/jC/7F"*<Ws9kZ@q9H"H7F

*SIGNATUREVERIFICATION r*r7^9#

3. *SIGNATUREVERIFICATION Z@q9H"KQ9o<Ir~O7F"V3T

(Continue)Wr/jC/7^9#

4. JS2<7gs&Ul<`,G7=(5l?i"Vp>D=J*V8'/HNI

} (Manage Signable Objects)Wr*r7F"?9/Nj9Hr=(7^9#

5. ?9/Nj9H+i"V*V8'/HNp>!: (Verify object signature)W
r*r7F"p>!:P]N*V8'/HNLVrXj7^9#

6. =(5l?U#<kIK"p>!:P]N*V8'/HN04$~Q9HU!$

k>"D^j*V8'/HNG#l/Hj<r~O7F"V3T (Continue)W
r/jC/7^9#"k$O"G#l/Hj<LVr~O7F"VVi&:

(Browse)Wr/jC/7"G#l/Hj<NbFr=(7F"p>!:P]N*

V8'/Hr*r7^9#

m: CjNo$kI+<I8zrHQ7F"!:7?$G#l/Hj<Nltr

==9k3HbG-^9#3Nh&Jo$kI+<I8zKO"V$UNt

N8zsWr(9"9?j9/ (*)"*hSV$UN1l8zWr(9?d

d (?) ,"j^9#?H(P"CjNG#l/Hj<N9YFN*V8'/

HKp>9klgO"/mydirectory/* H~O7"CjNi$Vij<bN

9YFNWm0i`Kp>9klgO"/QSYS.LIB/QGPL.LIB/*.PGM H~O

9k3H,G-^9#3liNo$kI+<I,HQG-kNO"Q9>N

GeNt,@1G9#?H(P"/mydirectory*/filename HXj9kH(

i<&aC;<8,a5lk3HKJj^9#Vi&:!=rHQ7F"i

$Vij<^?OG#l/Hj<NbFNj9Hr=(7?$lgO"Q9

>NltH7Fo$kI+<Ir~O7F+i"VVi&: (Browse)Wr
/jC/9k,W,"j^9#

7. *r7? 1 D^?O#tN*V8'/HNp>r!:9k?aKHQ9kh}

*W7gsr*r7F"V3T (Continue)Wr/jC/7^9#

m: 8gVkLrTDh&K*r9kH"kLU!$k,Vi&6<K>\=(

5l^9#=T8gVNkLO"kLU!$kNGeKIC5l^9#7?

,CF"3NU!$kKO"=T8gVNkL@1GJ/"3l^GN9Y
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FN8gVNkL,^^lF$kD=-,"j^9#U!$kN|UU#<

kIrHQ7F"=T8gVKO"U!$kbN?T\,djvFilF$

kN+=L9k3H,G-^9#|UU#<kIO YYYYMMDD q0G=

5l^9#U!$kNGiNU#<kIO"aC;<8 ID (*V8'/HN

h}fK(i<,/87?lg) ^?O|UU#<kI (8gVNh}5l

?|Ur(9) N$:l+G9#

8. p>!:`nN8gVkLr]I9k?aKHQ9k04$~Q9*hSU!$

k>rXj7"V3T (Continue)Wr/jC/7^9#"k$O"G#l/H

j<LVr~O7F"VVi&: (Browse)Wr/jC/7"G#l/Hj<N

bFr=(7F"8gVkLr]I9kU!$kr*r7^9#*V8'/HN

p>r!:9k8gV,5V_CH5l?3Hr(9aC;<8,=(5l^

9#8gVkLr=(9kKO"8gV&m0N QOBJSGNBAT 8gVr2H

7F/@5$#

DCM rHQ7F"*V8'/HKp>7?Z@qKX9kpsr=(9k3HbG

-^9#3lKhj"*V8'/Hrh}9k0K"*V8'/H,.jG-k=

<9+iNbNG"k+I&+r=G9k3H,G-^9#
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� 9 � DCM ����	$ ����'���

J<NZ<8KO"G#8?kZ@q^M<8c< (DCM) GNnH~K/89k

D=-N"k"&L*JdjNltKX9kHiVk7e<F#s0Kr)Dps

,-\5lF$^9#

djKX9kps*hSM(ilkrhvKD$FO"J<NZ<8r2H7F/

@5$#

Q9o<I*hSFQ*JdjNHiVk7e<F#s0

3NHTC/GO"/89kD=-N"klL*J DCM f<6<&$s?<U'<

9Ndj"*hS=liN{5}!KD$FXV3H,G-^9#

Z@q9H"*hS-<&G<?Y<9NdjNHiVk7e<F#s0

3NHTC/GO"/89kD=-N"klL*JZ@q9H"*hS-<&G<?Y

<9Ndj"*hS=liN{5}!KD$FXV3H,G-^9#

Vi&6<NdjNHiVk7e<F#s0

3NHTC/GO"Vi&6<rHQ7F DCM K"/;99k]K/89kD=-

N"klL*Jdj"*hS=liN{5}!KD$FXV3H,G-^9#

HTTP Server for iSeries NdjNHiVk7e<F#s0

3NHTC/GO"/89kD=-N"klL*J HTTP Server Ndj"*hS=l

iN{5}!KD$FXV3H,G-^9#

^$0l<7gs&(i<*hSs|}!

3NHTC/GO"DCM r0Njj<9+i^$0l<7gs9k]K/89kD=

-N"klL*Jdj"*hS=liN{5}!KD$FXV3H,G-^9#

f<6<Z@qNdjvFKX9kHiVk7e<F#s0

3NHTC/GO"DCM rHQ7Ff<6<Z@qrP?9k]K/89kD=-N

"klL*Jdj"*hS=liN{5}!KD$FXV3H,G-^9#

+�,�-��	�������	$ ����'���

G#8?kZ@q^M<8c< (DCM) GNnH~K&L7F/89k"Q9o<

I=N>NlL*JdjN$/D+rHiVk7e<F#s09k]Kr)Dps

KD$FO"J<N=r2H7F/@5$#

dj D=Jrh}!

DCM NICXkW,+D+iJ$# DCM N ″?″ XkW&"$3sr/jC/7^9#

Information Center *hS$s?<MCHeN0tN5$Hr

!w9k3HbG-^9#

Z@q9H"r*<Ws7h&H9kH"NET.DATA

(i<ru1hk#

VZ@q9H"N*r (Select a Certificate Store)WrT

&H-"-<\<IeNBT-<rHQ7J$G"^&9r

HCFV3T (Continue)W\?sr*r7^9#

m<+k'ZI (CA) KP9kQ9o<I*hS

*SYSTEM Z@q9H",!=7J$#

Q9o<IOg8z.8zrhL7^9#g8z.8zNh

L,"Q9o<INdjvF~H18uVG"k3HrN'

7F/@5$#
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dj D=Jrh}!

VZ@q9H"N*r (Select a Certificate Store)W?

9/GHQ7?Q9o<INj;CHK:T7?#

j;CH!=O"DCM ,Q9o<Ir]I7?lgKN_

!=7^9#Z@q9H"rn.9kH"DCM OQ9o<

Ir+0*K]I7^9#?@7"V>N79F`Z@q9

H" (Other System Certificate Store)WNQ9o<IrQ9

(j;CH) 7?lgKO"DCM Gz-3-=NQ9o<I

r#7F*/?aK"V+0m0$s (Automatic login)W
*W7gsr*r9k,W,"j^9#

^?""k79F`+iLN79F`KZ@q9H"r\0

7?lgKO"77$79F`GZ@q9H"QNQ9o<

IrQ97F"DCM K=NQ9o<Ir+0*K#9h&

K5;k,W,"j^9#Q9o<IrQ99k?aKO"

7,79F`GZ@q9H"r+/]K"=NZ@q9H"

QN5NQ9o<Ir~O9k,W,"j^9#5NQ9o

<IrHQ7F9H"r+-"Q9o<IrQ97F=lr

#9h&K9k^GO"Q9o<I&j;CH&*W7gs

rHQ9k3HOG-^;s#Q9o<I,Q95l:K#

5lF$klg"DCM *hS SSL O"5^6^J!=GQ

9o<I,,WJH-K"Q9o<Ir+0*Ks|9k3

H,G-^;s#V>N79F`Z@q9H" (Other System

Certificate Store)WH7FHQ9k=jNZ@q9H"r\0

5;klgKO"Q9o<IrQ99k]KV+0m0$s

(Automatic login)W*W7gsr*r7F"DCM ,3N?

$WNZ@q9H"QN7,Q9o<Ir#7F*/h&K

7J1lPJj^;s#

79F`&5<S9&D<k (SST) NV79F`&;-ej

F#<Nh} (Work with system security)W*W7gsN<

GV7,G#8?kZ@qNvD (Allow new digital

certificates)W0-KdjvFilF$kMr4YF/@5

$#3N0-NM, 2 ($$() K_j5lF$klg"Z

@q9H"NQ9o<Irj;CH9k3HOG-^;s#

3N0-NMO"STRSST 3^sIrHQ7"5<S9&D

<kNf<6< ID HQ9o<Ir~O9k3HKhj"=

(^?OQ9G-^9#=N&(G"V79F`&;-ej

F#<Nh} (Work with system security)W*W7gsr*

r7F/@5$#5<S9&D<kNf<6< ID O"*=

i/ QSECOFR Nf<6< ID G9#

iSeries 79F`Gu.9k CA Z@qN=<9,+

D+iJ$#

CA NfKO"CA Z@qrBWKs!7J$H3mb"j

^9#CA +i CA Z@q,u1hlJ$lgO"VAR K

d$go;F/@5$#VAR , CA KCLJ"^?Ob,

eN40rC(F$klg,"j^9#

*SYSTEM Z@q9H",+D+iJ$# *SYSTEM Z@qNU!$kNLVO"

/qibm/userdata/icss/cert/server/default.kdb GJ1lP

Jj^;s#Z@q9H",8_7J$lgO"DCM rH

Q7F3lrn.9k,W,"j^9#V7,Z@q9H"

Nn. (Create New Certificate Store)W?9/rHQ7^

9#

DCM +i(i<ru1hj"(i<N$5eb(i

<,=(5lk#

Vi&6<N-cC7er/j"7^9#-cC7e&5$

:r 0 K_j7F"Vi&6<r*;"FO07^9#
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dj D=Jrh}!

Z@qNdjvFeK";-e"&"Wj1<7gs

KX9kps,=(5lk]K"Z@qdjvF,=

(5lJ$JI"LDAP 5<P<Ndj,/89k#

3NdjO"iSeries JS2<?<rHQ7F Netscape

Communications RNVi&6<rHQ9kHh//3

j^9#Vi&6<&-cC7eN_jG"-cC7

ebN8qrMCHo</eN8qHV;C7gs4

HK 1 s:D (Once per session)WfS9kh&KJ

CF$^9#

GU)kH_jr"hs-cC7erA'C/9kh&Q9

7^9#

DCM rHQ7F"Entrust JIN0t CA ,p>7

?Z@qr$s]<H9kH"V-z|B0^?O/

TTN-z|B0 (The validity period does not

contain today or does not fall within its issuer’s

validity period)WH$&(i<&aC;<8ru1h

k#

79F`O"-z|BKFQN~oA0rHQ7F$^9#

l|*$F"FYnT7^9#^?"iSeries UTC *U;C

HM (dspsysval qutcoffset) ,57$3HrN'7^9#

F~VNlg"*U;CHN_j,57/J$lg,"j^

9#

Entrust NZ@qN$s]<H~K"Y<9 64 (i<

,/89k#

Z@q,"PEM A0JICjNA0H7Fj9H5lF$^

9#Vi&6<N3T<!=,57/!=;:"Z@qHO

X8NJ$ClJ^Fj"k (FTh,NVis/&9Z<

9JI) ,3T<5lF7^&H"Z@qO iSeries GHQ9

k]K57$A0KJj^;s#Web Z<8N_WKhCF

O"3Nh&Jdj,/87^9#3Ndjrr1kh&_

W5lF$k Web Z<8b"j^9#*j8JkNZ@q

H"=jU1?kLrfS7F"=jU1?ps,1MN=

(HJkh&KN'7F/@5$#

V4R3 P<8gsN DCM +i V5R2 P<8gsK

^$0l<7gs9k]K"-z|BZlN79F`

Z@q,u1~lilJ$#

-z|B,Zl?79F`Z@q,djHJCF*j"

*SYSTEM Z@q9H"KO~lil^;s#^$0l<7

gs9k0K"V4R3 J0N-<&js/&U!$kro|

^?O>0rQ99k+"^$0l<7gs,:T7?3H

r(9aC;<8r5k9k+"^?OFY^$0l<7g

srTCF/@5$#

Ev-!:j9HKIC9kZ@qN5sWk&3<

I,+D+iJ$#

5sWk&3<IO"^@HQG-^;s#

����	���	������.������	$ ����'���

G#8?kZ@q^M<8c< (DCM) GNnH~K&L7F/89k"Z@q9

H"*hS-<&G<?Y<9NdjN$/D+rHiVk7e<F#s09k]

Kr)DpsKD$FO"J<N=r2H7F/@5$#

dj D=Jrh}!

79F`,-<&G<?Y<9r!P7J$"^?O

-<&G<?Y<9,5zG"k#

Q9o<I*hSU!$k>K?$W_9,J$+N'7F

/@5$#U!$k>KO"h,N9iC7e*hSQ9,

^^lF$k3HrN'7F/@5$#

-<&G<?Y<9Nn.,:T9k# U!$k>K%g,J$+N'7F/@5$#Wa7?U!

$kHO[JkU!$kH%g7F$klg,"j^9#

h 9 O DCM KX9kHiVk7e<F#s0 107
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dj D=Jrh}!

>N79F`+iP$Jj<&b<IG>w5l?

CA F-9H&U!$kr"79F`,u1~lJ

$#ASCII A0G>w7?U!$kOu1~lk#

-<&js0*hS-<&G<?Y<9OP$Jj<G"k

?a"CA F-9H&U!$kHO[Jj^9#CA F-9

H&U!$kKD$FO"U!$k>wWmH3k (FTP) r

ASCII b<IGHQ7".kdb".kyr".sth".rdb JINP

$Jj<&U!$kKO FTP rP$Jj<&b<IGHQ

7^9#

-<&G<?Y<9NQ9o<I,Q9G-J$#-

<&G<?Y<9NZ@q,5zG"k#

Q9o<IKmj,J$3HrN'7?e"Z@q9H"+

i5zJZ@qr+U1Fo|7"Q9o<IrQ97F_

F/@5$#Z@q9H"bK-z|B,ZlF$kZ@q

,"klgO"-z|BZlZ@qO5zHJj^9#Z@

q,5zJNG"Z@q9H"NQ9o<IQ9!=GQ9

o<I,Q9G-:"Ef=Wm;9GO"-z|BNZl

?Z@qNk)0rEf=G-^;s#3lKhjQ9o<

INQ9,G-:"79F`O}3N 1 DH7FZ@q9H

"NKursp9klg,"j^9#5zJ (-z|B,Z

l?) Z@qrZ@q9H"+io|7F/@5$#

$s?<MCH&f<6<KP7FZ@qrHQ9k

?aEv-!:j9HrHQ9k,W,"k,"DCM

KEv-!:j9HN!=,J$#

Ev-!:j9HrHQ9kh&"Wj1<7gsrn.9

kS8M9&Q<HJ<O"Ev-!:j9HH=N"Wj

1<7gsrX"U1k3<Ir-R9k,W,"j^9#

^?"Z@q,Ev-!:j9HKIC5lkh&"$s?

<MCH&f<6<N1Lr$D!:9k+rhj9k3<

Ir-R9k,Wb"j^9# Information Center N

QsyAddVldlCertificate API NHTC/r2H7F/@5$#

Web ^9?<Njz-N"Ev-!:j9HrHQ9k?a

N;-e"&5<P<&$s9?s9N=.NXkWr2H

7F/@5$#

 $/������	$ ����'���

G#8?kZ@q^M<8c< (DCM) GNnH~K/89kdjN&A"fS*

lL*HWolkVi&6<KX"7?djNHiVk7e<F#s0Kr)Dp

sKD$FO"J<N=r2H7F/@5$#

dj D=Jrh}!

Microsoft® Internet Explorer rHQ7?]"7,Vi

&6<&;C7gsr+O7J$H"LNZ@q,*

rG-J$#

Internet Explorer N7,Vi&6<&;C7gsr+O7F

/@5$#

Internet Explorer G"Vi&6<N*rj9HK9Y

FN*rD=J/i$"sH / f<6<Z@q,=(

5lJ$# Internet Explorer O"Hi9FCI CA

,/T9k";-e"&5$HGHQD=JZ@qN

_r=(7^9#

CA O"-<&G<?Y<9K*$F"^?;-e"&"W

j1<7gsKhj5'5lF$k,W,"j^9#

Internet Explorer rHQ9k PC K"Vi&6<Kf<6<

Z@qr[V7?f<6<>H18f<6<>G5$s*s

r7?+N'7F/@5$#"/;9hN79F`+i"L

Nf<6<Z@qrh@7^9#79F`I}TO"Z@q

9H" (-<&G<?Y<9) ,"f<6<*hS79F`

Z@qKp>r7? CA r5'7F$k3HrN'9k,W

,"j^9#

108 iSeries: G#8?kZ@q^M<8c<
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dj D=Jrh}!

Internet Explorer 5 , CA Z@qru.7?,"U!

$kr*<WsG-J$+"Z@qr]I7?G#9

/r+U1k3H,G-J$#

3lO"Internet Explorer Vi&6<K5'5lF$J$"

Z@qKP9k3NVi&6<N7,!=G9#PC eNL

Vr*r9k3H,G-^9#

79F`>H79F`Z@q,lW7J$3Hr(9

Yp,=(5lk#

79F`>Ng8z.8zNhLKD$F"Vi&6<Kh

j?~,[Jj^9#79F`Z@qH188zG URL r

~O7^9#^?O"[HsINf<6<,HQ9kHWo

lkg8z.8zNhLKhj79F`Z@qrn.7^

9#I&7?ih$+,+iJ1lP"5<P<>^?O7

9F`>O=N^^K7F*/N,@vG9#^?"Ia$

s&M<`&5<P<,57/_j5lF$k3HrN'7

F/@5$#

HTTP GOJ/ HTTPS G Internet Explorer r+O

7";-e"*hSs;-e"&;C7gsN.gr

(9Yp,=(5lk#

Ypru1~l"5k7^9# Internet Explorer N#eNj

j<9G"3NdjO$55l^9#

Windows® G Netscape Communicator 4.04 ," 16 J

tM A1 *hS B1 r]<isIl3<I&Z<8N

B2 *hS 9A KQ99k#

3lO NLS KFAr?(kVi&6<NP0G9#LNV

i&6<rHQ9k+"AIX® G Netscape 4.04 JI[Jk

WiCHU)<`G18P<8gsNVi&6<rHQ7F

/@5$#

f<6<&WmU!$kG"Netscape Communicator

4.04 Og8zNf<6<Z@q NLS 8zO57/=

(9k,".8zr57/=(7J$#

Fql8zNJ+KO"1 8zH7F57/~O5lFb"

eGVi&6<K=(7?lgK"188zHJiJ$bN

,"j^9#?H(P"Windows GN Netscape

Communicator 4.04 GO"16 JtM A1 *hS B1 O]<

isIl3<I&Z<8N B2 *hS 9A KQ95l"[J

k NLS 8z,=(5l^9#

Vi&6<,(sI&f<6<KP7"CA ,$5'

G"kH=(9k#

DCM rHQ7F"VCA u7 (CA status)WrHQD=K

_j7"CA KHi9FCIN^</rU1F/@5$#

Internet Explorer ,"HTTPS \3rq]9k# 3lO"Vi&6<!=^?O=N=.NdjG9#Vi&

6<,"+Jp>5l?+"^?O=N>N}3G5zND

=-,"k79F`Z@qrHQ9k5$HKO\37J$

h&K_j5lF$^9#

Netscape Communicator Vi&6<*hS5<P<=

J,"SSL L."CK'ZNHQD==U#<Ac<

H7F"VeriSign JINqR+iNk<HZ@qrN

Q7F$k#9YFNk<HZ@qO"j|*K-z

|B,Zl^9#Netscape Vi&6<*hS5<P

<&k<HZ@qNJ+KO"1999 / 12 n 25 |

+i 1999 / 12 n 31 |NVK-z|B,Zl?b

N,"j^9#3Ndjr 1999 / 12 n 14 |J0

K$57F$J$lgO"(i<&aC;<8ru1

hj^9#

Vi&6<NJ0NP<8gs (Netscape Communicator 4.05

J0) O"-z|B,ZlkZ@qr}CF$^9#Vi&

6<r=TP<8gsN Netscape Communicator K"CW0

l<I9k,W,"j^9#Vi&6<Nk<HZ@qKX

9kpsO"http://home.netscape.com/security/ *hS

http://www.verisign.com/server/cus/rootcert

/webmaster.html r^a"?/N5$HG~jG-^9#V

i&6<N5A@&sm<IO"http://www.netcenter.com

+iT&3H,G-^9#

HTTP Server for iSeries ����	$ ����'���

G#8?kZ@q^M<8c< (DCM) GNnH~K&L7F/89k"HTTP

Server for iSeries NdjN$/D+rHiVk7e<F#s09k]Kr)Dps

KD$FO"J<N=r2H7F/@5$#

h 9 O DCM KX9kHiVk7e<F#s0 109



dj D=Jrh}!

Hypertext Transfer Protocol Secure (HTTPS) ,!=7

J$#

HTTP Server , SSL rHQG-kh&K57/=.5lF

$k3HrN'7F/@5$#V5R1 J_NP<8gsG

O"=.U!$kO"HTTP Server N0iU#+k&f<6

<&$s?<U'<9 (GUI) rHQ7F"SSLAppName r
_j9k,W,"j^9#^?"3N=.GO"SSL ]<H

rHQ9k>[[9Hr=.7F"=N>[[9HbtG

SSLEnable K_j7F*+J1lPJj^;s#5iK"

SSL QHs SSL QK 2 DN[Jk]<HrXj7?"2 D

N Listen G#l/F#Vb,WG9#5<P<&$s9?s

9,n.5lF*j"5<P<Z@q,p>5lF$k3H

rN'7F/@5$#

;-e"&"Wj1<7gsH7F HTTP Server $

s9?s9rP?9kh}Nb@,,WG"k#

iSeries 79F`G"HTTP Server N Web $s?<U'<9

K\07F"HTTP Server N=.r_j7F/@5$#Gi

K"SSL rHQD=K9k?aK>[[9HrjA7J1l

PJj^;s#3lOV3sF-9HI} (Context

Management)WhLGT$^9#>[[9HO"9GK Listen

G#l/F#VGjA5l? SSL ]<HrHQ9kh&K

jA5lF$J1lPJj^;s#!K"VSSL lL_jM

(SSL General Settings)WhLrHQ7F"9GK=.5lF

$k>[[9HG SSL r*sK9k,W,"j^9#9Y

FNQ9bFr=.U!$kK,Q7J1lPJj^;s#

$s9?s9rP?7Fb"=N$s9?s9NHQ9kZ

@q,+0*K*r5lko1GOJ$@K"mU7F/@

5$#5<P<&$s9?s9r*;7FFO09k0K"

DCM rHQ7FCjNZ@qr"Wj1<7gsKdjv

Fk,W,"j^9#

Ev-!:j9H*hS*W7gsN/i$"sH'

ZK HTTP Server r_jG-J$#

HTTP Server N Web ^9?<Njz-N$s9?s9N_

j*W7gsr2H7F/@5$#3NpsO"Information

Center NXWeb 5<S9s!YH$&HTC/Kb-\5l

F$^9#

Netscape Communicator ,"HTTP Server 3<IN=

.G#l/F#VN-z|B,ZlkNrTCF+i

LNZ@qN*rrvD9k#

Z@qNM,g-$H"Vi&6<,GiNZ@qrHQ7

F$k?a"!NZ@qNP?,$qKJj^9#

Vi&6<, HTTP Server K X.509 Z@qrs(9

kh&K7F"Z@qr QsyAddVldlCertificate API X

N~OKHQ7h&H7?#

HTTP Server , HTTPS_CLIENT_CERTIFICATE D-Qtr

m<I9kh&K9kKO"SSLEnable *hS
SSLClientAuth ON rHQ9k,W,"j^9#3liN

API O"Information Center NXOS/400 APIYHTC/K-

\5lF$^9#J<NEv-!:j9H^?OZ@qX"

N API b,WK~8F2H7F/@5$#

v QsyListVldlCertificates *hS QSYLSTVC

v QsyRemoveVldlCertificate *hS QRMVVC

v QsyCheckVldlCertificate *hS QSYCHKVC

v QsyParseCertificate *hS QSYPARSC JI

110 iSeries: G#8?kZ@q^M<8c<
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dj D=Jrh}!

HTTP Server N$s9H<k~Kn.5l?WaU!

$k,+D+iJ$#3NU!$kO"79F`,"

=NG#l/Hj<bN=.U!$kK"k

KEYFILE G#l/F#VeK"k-zJ-<&js

0&U!$krX(9k?aKHQ5l^9#

\YKD$FO"XJ0Njj<9+iN DCM N^$0l

<7gsYr2H7F/@5$# HTTP Server GO"57

$U!$kO"

/qibm/userdata/httpsvr/keyring/keymreq.crt G9#LDAP

GO"57$U!$kO"

/qibm/userdata/os400/dirsrv/qdirsrv.crt G9#

Ev-!:j9HGZ@qNj9HrWa7"10,000

JeN`\,"klg"HTTP Server +iak^GK

~V,++ja.k+"?$`"&HKJk#

-z|B,Zl?"^?OCjN CA NZ@q9YFJI"

CjNp`KlW9kZ@qr!P7Fo|9kh&PC

A&8gVrn.7F/@5$#

V4R3 Njj<9eK V5R2 r$s9H<k7?e"

Z@q9H"Kdj,/3j"

/qibm/userdata/httpsvr/keyring/keymreq.crt ^?

O /qibm/usedata/os400/dirsrv/qdirsrv.crt U!$

k,8_9k#79F`,"-<&js0+i-<&

G<?Y<9XN+0^$0l<7gsr0;G-J

$#

J0N-<&js0&U!$krZ@q9H"H7FXj

7"-<&js0+i5zJZ@qr+U1Fo|7F+

i"qicss/qyepmgrt rFSP7FFY^$0l<7gsrT

CF/@5$#^?O"^$0l<7gsKhjEWJZ@

q,9YF\05lF$lP".crt U!$kr5k9k+"

o|7F/@5$#

SSLEnable ,_j5l?uVG HTTP Server ,5o

K+O5l:"8gV&m0K(i<&aC;<8

HTP8351 ,=(5lk# *ADMIN 5<P<N(i

<&m0K"HTTP Server ,:T7?]K SSL i|

=`n,aj3<I&(i< 107 G:T7?"H$

&(i<,(5lk#

(i< 107 O"Z@qN-z|B,Zl?3HrU#7^

9# 5<P<&$s9?s9, *ADMIN 5<P<G"l

P"l~*K SSLDisable r_j7F"*ADMIN 5<P<

G DCM rHQG-kh&K7^9# DCM rHQ7F"L

NZ@qr"Wj1<7gsKdjvF^9#?H(P"5

<P<&$s9?s9, *ADMIN 5<P<Nlg"

QIBM_HTTP_SERVER_ADMIN H7^9#

���������0$���	����

(i<H(i<s|

!N81O"^$0l<7gs~K/87?D=-N"k(i<rLN9kbNG

9#

/QIBM/USERDATA/HTTPSVR/KEYRING/KEYMREQ.CRT
*W7gs 34 H 5722-DG1 r5oK$s9H<k7?"HG3N81,=(

5l?lgO"5722-DG1 ,BT7h&H7?-<&js0N^$0l<7gs

,5oKh}5lJ+C?3HrU#7^9# *SYSTEM Z@q9H"K-

<&js0N^$0l<7gsr9k,WN"klg,"j^9#

/QIBM/USERDATA/OS400/DIRSRV/QDIRSRV.CRT
*W7gs 34 r5oK$s9H<k7?"HG3N81,=(5l?lgO"

LDAP 5<P<N?aN-<&js0N^$0l<7gs,5oKTolJ+

C?3HrU#7^9#

=(5lk(i<KC(F"79F`,=(7J$"^$0l<7gs,6xHM

(ilk(i<,"j^9#?H(P"79F`,"*SYSTEM Z@q9H"K^

$0l<7gs9k,W,"k-<&js0r+U1?H-K"{8N}gU!$

k&79F`Nf<6<&G<?&U!$kHN%gb!P9k3H,"j^9#

=Nh&J$s9?s9GO"$s9H<k,5oK0;7Fb"79F`,-

<&js0N^$0l<7gsr0;7J$3H,"j^9#

h 9 O DCM KX9kHiVk7e<F#s0 111
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^lK"-<&js0N^$0l<7gsN0;e"79F`Z@qNdjvFr

TCF$kSfG"(i<KhCF^$0l<7gsN0;,82ilk3Hb"

j^9#3NkL"SSLMODE , ON G"klgK IBM HTTP Server N

*ADMIN $s9?s9r+O9kH"(i<HJk3H,"j^9#M(ilk6

xO!NH*jG9#

v ^$0l<7gs7?-<&js0&U!$k,"GU)kHH7FT,ZJ7

9F`Z@q;CHr]}7F$k#

v DCM ,"/jF#+k&U!$k>G9GK8_7F$?f<6<&G<?r

]87F^$0l<7gsr*;7?#

v ^$0l<7gs&3<IK=|7J$(i<,/87?#

IBM HTTP Server O"SSLMODE , ON GJ/Fb"*ADMIN $s9?s9r+

O9k0K"l~*K *ADMIN $s9?s9N SSLMODE r OFF K9k3HK

hCFO0G-^9#3lKhj"DCM rHCFZ@q9H"r4:7"*ADMIN

$s9?s9r*;9k0KdjrrhG-^9#*ADMIN $s9?s9r*;7

?i"SSLMODE r ON Ka7"*ADMIN $s9?s9r+O7F"SSL r57

/i|_j7^9#

*W7gs 34 N^$0l<7gse"Z@q9H"rHQ9kH$&LoN DCM

Wa~K(i<,/89k3H,"j^9#3Nh&J(i<O"Vi&6<eG

/87^9#=Nh&J(i<KO"J<Nh&JbN,"j^9#

Database error
Database Read error
Database Write error
Database corruption
Database table corrupted

5iK"79F`eG"default.kdb H$&>0N5zJZ@q9H"&U!$k

, /QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.KYR ^?O

/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KYR H18G#l/Hj<K8_9k

3H,"j^9#3NlgO"DCM rHCF77$Z@qrn.9k0K"!K(

9j0^$0l<7gsrT&,W,"j^9#

m: -<&js0&U!$kr^$0l<7gs7J$G"77$ CA H79F`

Z@qrn.9klgO"!Nj0Khk^$0l<7gsNjgO5k7F

/@5$#

v HTTP Server for iSeries (5722-DG1) r$s9H<k9k=jNlgO"hKJ`

0K"33G$s9H<k7F/@5$#

m:

1. 5722-SS1 *W7gs 34 $s9H<k&3<IO"*W7gs 34 N$s9

H<kN"HGO"FY^$0l<7gsrBT9k3HO"j^;s#*W

7gs 34 N_rF$s9H<k7Fb"rh7^;s#

2. v:U!$kO"PUBLIC *EXCLUDE "BGn.5l?f<6<&G<?&

G#l/Hj<K"j^9#=liK57/vDr?(?3HrN'7F/@

5$#

v !NU!$k,8_9k+I&+rN'7F/@5$#

– /QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.KDB

– /QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KDB
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8_9klgO"WRKLNK 3^sIrHCF">0Q97"PC/"CWrn.7

^9#

v *ALLOBJ "BN"kf<6<&WmU!$k+i"!Nh&K3^sITGW

m0i` QICSS/QYEPMGRT rFSP7F/@5$#

CALL QICSS/QYEPMGRT

kL,5oG"klgO"!NU!$k,$:lb79F`K8_7J$3Hr

N'7^9#

– /QIBM/USERDATA/HTTPSVR/KEYRING/KEYMREQ.CRT

– /QIBM/USERDATA/OS400/DIRSRV/QDIRSRV.CRT

Lo"DCM O"U!$k>, DCM ,HQ9kU!$k>HP)9kU!$kK

]89kf<6<&G<?NPC/"CW&3T<r]}7^9#!NU!$k,

8_7J$H7^9#

v /QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.KYR

v /QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KYR

7+7"!NU!$kO8_9kH7^9#

v /QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.STH

v /QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.STH

3NlgO"79F`, .OLD H%RrU1FU!$kN>0rQ97^9#.OLD

U!$kb9GK8_9klgO"79F`OPC/"CW&3T<rn.7^;

s#eojK"{8N .STH U!$k,eq-5l^9#

=N>

CA H79F`Z@qrn.7h&H7Fb"U!$k>N%g,+jV7/3k

lgO"!N$:l+NuVKJkD=-,"j^9#

v [JkU!$k>N%g - DCM GO"G#l/Hj<bKn.7?f<6<&

G<?r]n7h&H7^9#f<6<&G<?N~CF$k3liNU!$k

,"DCM G,WH5lkU!$kr DCM Gn.9kNr82h&H9klg

G"CFb"3Nf<6<&G<?r]n7h&H7^9#3lO"9YFN%

g9kU!$krLNG#l/Hj<K3T<9k3HKhCFrh7"D=G

"lP"DCM !=rHCFP~9kU!$kro|7^9#DCM rHCFU!

$kNo|,G-J$lgO"DCM H%g7F$?U!$k,}ailF$?

}gU!$k&79F`N5NG#l/Hj<+i"U!$krj0Go|7^

9#INU!$kr\07"I3K\07?+r5NK-?7F*$F/@5

$#3T<7F*/H"U!$k,,WKJC?H-K"U!$kr|59k3

H,G-^9#!NU!$kr\07?eG"77$ CA rn.9k,W,"j

^9#

/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.KDB
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.TEMP.KDB
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.RDB
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.STH
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.STH .OLD
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.KYR
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.POL
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.BAK
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.TEMP
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.STHBAK

h 9 O DCM KX9kHiVk7e<F#s0 113



/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.TEMP.STH
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/CA.TXT
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/CA.BAK
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/CA.TMP
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.POLTMP
/QIBM/USERDATA/ICSS/CERT/CERTAUTH/DEFAULT.POLBAK
/QIBM/USERDATA/ICSS/CERT/DOWNLOAD/CERTAUTH/CA.CACRT
/QIBM/USERDATA/ICSS/CERT/DOWNLOAD/CERTAUTH/CA.CATMP
/QIBM/USERDATA/ICSS/CERT/DOWNLOAD/CERTAUTH/CA.CABAK
/QIBM/USERDATA/ICSS/CERT/DOWNLOAD/CLIENT/*.USRCRT

!NU!$kr\07?eG"77$ *SYSTEM Z@q9H"H79F`Z@q

rn.9k,W,"j^9#

/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KDB
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.BAK
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.RDB
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.STH
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.STH.OLD
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.STHBAK
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.TMP
/QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.TEMP.STH
/QIBM/USERDATA/ICSS/CERT/SERVER/SRV.TMP
/QIBM/USERDATA/ICSS/CERT/SERVER/SRV.BAK
/QIBM/USERDATA/ICSS/CERT/SERVER/SRV.TXT
/QIBM/USERDATA/ICSS/CERT/SERVER/SRV.SGN
/QIBM/USERDATA/ICSS/CERT/SERVER/SGN.TMP
/QIBM/USERDATA/ICSS/CERT/SERVER/SGN.BAK
/QIBM/USERDATA/ICSS/CERT/SERVER/EXPSRV.TMP
/QIBM/USERDATA/ICSS/CERT/SERVER/EXPSGN.TMP

v 0sroNgn - 0sroNi$;s9&Wm0i` (LPP) r57/$s9H

<k7?3HrN'7F/@5$#

v 3<Idj - 5<S9;QwKd$go;F/@5$#

����������������	$ ����'���

Vf<6<Z@qNdjvF (Assign a user certificate)W?9/rHQ9kH"

G#8?kZ@q^M<8c< (DCM) KhCF"Z@qrP?9k0KN'9k

Z@qps,=(5l^9#DCM ,Z@qr=(G-J$lgO"!N$:l+N

uV,6xGdj,/87F$kD=-,"j^9#

1. Vi&6<,"5<P<Ks(9kZ@qr*r9kh&KWa7J+C?#3

lO"Vi&6<, (LN5<P<K"/;99k3H+i) >0NZ@qr-

cC7e7F$klgK/89kD=-,"j^9#Vi&6<N-cC7er

/j"7"?9/rFYnT7F/@5$#Vi&6<KhCF"Z@qr*r

9kh&K=(5l^9#

2. P?9kZ@q,"9GK DCM KP?5lF$k#

3. Z@qr/T7?'ZI,"79F`eGHi9FCI&k<HH7FXj5l

F$J$#7?,CF"s(9kZ@qO5zKJj^9#79F`I}TKd

$go;F"Z@qr/T7? CA ,57$+I&+rN'7F/@5$#CA

,57$lgO"79F`I}T,"CA Z@qr *SYSTEM Z@q9H"K

$s]<H9k,WN"klg,"j^9#"k$O"I}T,"VCA Z@q

Nh} (Work with CA certificates)W?9/rHCF"79F`eG CA rH

i9FCI&k<HH7FHQD=K7"djrrh9k,WN"klg,"j

^9#

4. P?9kZ@q,J$#3l,djG"k+I&+rN'9k?a"Vi&6<

Gf<6<Z@qrA'C/G-^9#
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5. P?rnT7F$kZ@qN|B,ZlF$k+"^?OT04G"k#Z@q

r979k+"^?O Z@qr/T7? CA Kd$go;F"djrrh9k

,W,"j^9#

6. IBM HTTP Server for iSeries ,";-e" *ADMIN 5<P<&$s9?s9G

SSL *hS/i$"sH'ZrHQ7FZ@qP?rBT9kh&K57/_j

5lF$J$#eRNHiVk7e<F#s0NRsH,$:lb:v7J$l

gO"79F`I}TKd$go;F"djrsp7F/@5$#

Vf<6<Z@qNdjvF (Assign a user certificate)WrT&KO"SSL ;C

7gsrHCF"G#8?kZ@q^M<8c< (DCM) K\39k,W,"j^

9#SSL rHQ;:KVf<6<Z@qNdjvF (Assign a user certificate)W
?9/r*r7?lg"DCM KhCF"SSL rHQ9kh&KaakaC;<8

,=(5l^9#3NaC;<8KO"SSL rHCF DCM K\3G-k\?s,

^^lF$^9#aC;<8K\?s,=(5lJ$lgO"=Ndjr79F`

I}TKsp7F/@5$#SSL HQN=.G#l/F#Vr-zK9k?aK"

Web 5<P<rFO07J1lPJiJ$lg,"j^9#

h 9 O DCM KX9kHiVk7e<F#s0 115



116 iSeries: G#8?kZ@q^M<8c<



� 10 � DCM �����

G#8?kZ@q,-/HQ5lkh&KJkK>$"psb5iK~j7d9/

Jj^7?#G#8?kZ@qN\YH"=lirHQ7F iSeries ;-ejF#

<&]j7<r/=9k}!rXV?aKr)D=N>NHTC/N$/D+rJ

<K-\7^9#

v VeriSign Help Desk Web 5$H
VeriSign Web 5$HO">N$s?<MCH&;-ejF#<djH1MK"G

#8?kZ@qNHTC/KX9k}-$i$Vij<rs!7F$^9#

v IBM eServer iSeries Wired Network Security: OS/400 V5R1 DCM and

Cryptographic Enhancements SG24-6168
3N IBM lCIVC/O"V5R1 K*1kMCHo</&;-ejF#<N!

=/=rf4Kb@7F$^9#3NlCIVC/O"iSeries N*V8'/Hp

>!="G#8?kZ@q^M<8c< (DCM)"4758 Cryptographic Coprocessor

support for SSL JINHQ}!r^`"?/NHTC/r7CF$^9#

v AS/400® Internet Security: Developing a Digital Certificate Infrastructure

(SG24-5659)
3NlCIVC/O"iSeries 5<P<GG#8?kZ@qrHQ7FT&3HN

G-kbFKD$Fb@7F$^9#^?"Z@qrHQ9k5^6^J5<P

<d/i$"sHGN;CH"CWN}!KD$Fb@7F$^9#5iK"

OS/400 API rHQ7FG#8?kZ@qrf<6<&"Wj1<7gsGI}*

hSHQ9k?aNpsH5sWk&3<Irs!7F$^9#

v RFC Index Search
3N Web 5$HO Request for Comments (RFC) N!wD=Jj]8Hj<rs

!7F$^9# RFC O"G#8?kZ@qNHQKX8N"k"SSL"PKIX"

*hS=N>N$s?<MCH&WmH3kKX9k,Jrb@7F$^9#
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