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=1CHHO"MCHo</eG>0U1d"Il9Xj,D=JL.\3]$sH (<@) N3HG9#

=1CHrHQ9kWm;9O"1879F`^?O[JkMCHo</N[Jk79F`KV/3H,G

-^9#=1CHO"9?sI"ms&"Wj1<7gsGbMCHo</&"Wj1<7gsGb-zG

9#=1CHrHQ9lP"1l^7seN"^?OMCHo</rp7?#tNWm;9VG"psrr

97?j"Gbz(Nh$^7sKnHr[[9k3H,G-"f{G<?KJ1K"/;99k3HbG

-^9#=1CH&"Wj1<7gs&Wm0i`&$s?<U'<9 (API) O"TCP/IP NMCHo</

8`G9#5^6^Jo`N*Zl<F#s0&79F`,"=1CH API r5]<H7F$^9#

OS/400 =1CHO"?EHis9]<HHMCHo</&WmH3kr5]<H7F$^9#=1CH&

79F`XtH=1CH&MCHo</XtO9lCI&;<UG9#

V=1CH&Wm0i_s0WGO"=1CH API rHQ7F"jb<H&Wm;9Hm<+k&Wm;

9NVKL.js/rN)9k}!KD$Fb@7^9#}g=@lD- (ILE) rHQ9kWm0i^<

O"3NpsrHQ7F=1CH&"Wj1<7gsrn.G-^9#RPG JIN>N ILE @lrHC

F"=1CH API G3<G#s09k3HbG-^9#ILE RPG N\YKD$FO"IBM lCIVC/

Who Knew You Could Do That with RPG IV? A Sorcerer’s Guide to System Access and More r2H

7F/@5$#

=1CH&Wm0i_s0&$s?<U'<9O"Java Gb5]<H5lF$^9#\YKD$FO"

Information Center G Java KX9kHTC/r2H7F/@5$#

=1CH&Wm0i_s0KD$FNHTC/

J<NHTC/G"=1CH&"Wj1<7gsN+/Kr)D50"_WNd)v`"*hScKD$F

b@7^9#J<r2H7F/@5$#

v V5R2 N7!=

=1CH&Wm0i_s0X"N7!=KD$FNkKO"3NZ<8r4w/@5$#3&7?!=

/=KD$FN\Yrb@7?>NZ<8XNjs/,"j^9#

v HTC/Nu~

3NZ<8O"=1CH&Wm0i_s0KX9kpsN PDF Gru~^?O@&sm<I9k?aK

HQ7^9#

v =1CH&Wm0i_s0N0sro

3NHTC/GO"=1CH API rHCF"Wj1<7gsrn.9k0K0;7F*/,WN"k,

\?9/KD$Fb@7^9#

v =1CHNp\_W

3NHTC/GO"=1CHNGbp\*J?$WQN5sWk&Wm0i`r5b7^9#=1CH

Np\_Wo,rb@9kcKD$FO"5sWk&Wm0i`XNjs/rHQ7F/@5$#

v =1CHN50

3NHTC/GO"s1|~PO (I/O) d0m<Pk&;-e"&D<k-CH (GSkit) JIN5iK

bYJ50KD$Fb@7^9#HTC/bNjs/rHQ7F"3liN50KX"7?5sWk&

Wm0i`r2H7F/@5$#

v =1CHN7Jj*: IPv4 /i$"sHH IPv6 /i$"sHru1~lk"Wj1<7gsNn.

3NHTC/GO"AF_INET6 "Il9&U!_j<rHQ9k3HNG-k5?*Ju7KD$Fb

@7^9#V5R2 +i"3N"Il9&U!_j<O$s?<MCH&WmH3k P<8gs 6 (IPv6)

r5]<H9kh&KJj^7?#IPv6 O 128 SCH IP "Il9r5]<H7^9#3NHTC/K

© Copyright IBM Corp. 2001, 2002 1
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OWhps,\;ilF$^9#^?"Wm0i`cXNjs/b"j"AF_INET6 "Il9&U!_

j<rHQ9k=1CH&"Wj1<7gsrBu9klgKHQG-^9#

v =1CH&"Wj1<7gs_WNd)v`

3NHTC/GO"hjzL*J=1CH&"Wj1<7gsr_W9k?aNRsHrs!7^9#

v c: =1CH&"Wj1<7gs_W

3NHTC/GO"=1CH&"Wj1<7gsrn.9k?aKHQG-k5sWk&=1CH&W

m0i`rs!7^9#

m: \qO5sWk&3<Ir^sG$^9#3liN5sWk&Wm0i`NHQKX9k\YKD$

FO"X3<INC-v`psYr2H7F/@5$#

v Xsocket D<k

3NHTC/GO"Xsocket D<kKD$Fb@7^9#=1CH&Wm0i^<O"=1CH&"Wj

1<7gsN+/K3ND<krr)Fk3H,G-^9#HTC/bNjs/rHQ7F"3ND<

kN$s9H<kHHQ}!KD$Fb@r2H7F/@5$#

v ]iFW-D<k

3NHTC/GO"=1CHN]iFW-ND<kKD$Fb@7^9#

v X"ps

3NHTC/GO"=1CHKX9k>NpsXNjs/*hSb@rs!7^9#
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� 1 � V5R2 ����

3NHTC/GO"iSeries =1CHNH%!=KD$Fhje2F$^9#=1CH&Wm0i_s0p

sO"p\50HH%50rb@7F$k3HKC(F"5sWk&Wm0i`H_WNd)v`bs!7

F$^9#5iK"=1CH&Wm0i_s0&HTC/O"eiWm0i^<HiiWm0i^<QKF

=.5lF$^9#^?"CjNWm0i`crHQ9k]NEMr"Wj1<7gs&Wm0i^<~1

Kb@9k7Jj*b"j^9#J<Nj9HG"iSeries =1CHN77$H%!=N$/D+rb@7

^9#

IPv6 5]<H

3Njj<9+i"Wm0i^<O"77$ AF_INET6 "Il9&U!_j<rHQ7F"IPv6 "Il9

rHQ9k"Wj1<7gsrn.G-kh&KJj^7?#{8N API O"AF_INET6 "Il9&U!

_j<KC(F"77$"Il9&U!_j<r5]<H9kh&Q95l^7?#5iK"77$ API

,IC5lkHHbK"77$=$,jA5l^7?#

v AF_INET6 "Il9&U!_j<

3NHTC/GO"77$"Il9&U!_j<*hS=N"Il9=$KD$Fb@7^9#

v =1CHN7Jj*: IPv4 /i$"sHH IPv6 /i$"sHru1~lk"Wj1<7gsNn.

3NHTC/GO"Wm0i^<,"AF_INET6 "Il9&U!_j<rHQ7F IPv6 \3ru1~

lk"Wj1<7gsNWhHn.rT&"H$&lLr[j7Fb@7^9#3NHTC/KO"W

m0i^<,,WKgo;FQ9G-kh&"5sWk&Wm0i`,^^lF$^9#

X/Open Single UNIX® Specification HN_9-

OS/400 =1CHGO"X/Open Single UNIX Specification H_9-,5]<H5lF$^9#OS/400 =1

CHO"=liNEMKgo;F"=$"?jA"*hSXtNWmH?$WrQ97^9#Wm0i^<

O"P</l<&=UH&'"&G#9HjSe<7gs (BSD) 4.3 =1CHrpK7?GU)kHN

OS/400 =1CHrHQ9kh&K*r9k3HbG-^97"_XOPEN_SOURCE ^/mrXj7F"

UNIX 98 H_9-N"k$s?<U'<9r*r9k3HbG-^9#

v UNIX 98 _9-

3NHTC/GO"UNIX 98 =1CHHp\ OS/400 =1CHNjc@"*hS>TN_9-KD$F

b@7^9#

Secure Sockets Layer NQU)<^s9N~e

3Njj<9GO"QU)<^s9N/=,^il";-e"\3N.Y,e,j^7?#=_NH3m"

"Wj1<7gs&Wm0i^<O"iSeries N 3 DN[Jk$s?<U'<9Khj SSL 5]<HK"

/;9G-^9#

1. 0m<Pk&;-e"&D<k-CH (GSKit) API

2. SSL_API

3. Java SSL $s?<U'<9

Xsocket D<kN97

3Njj<9N7!=H7F"QUSRTOOL KU07F$kPC?D<kN Xsockets K"Web Vi&6

<&$s?<U'<9+i"/;9G-kh&KJj^7?#Web Vi&6<rHCF3ND<kr;C

H"CW9k}!r(9"77$b@,IC5lF$^9#3l^G1M"3^sIT$s?<U'<9+
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iD<kr7&3HbG-^9,"GSkit JIN7!=O"3N77$$s?<U'<9+iGJ$H"/

;9G-^;s#3&7?Q9KX9k\YO"J<NHTC/r2H7F/@5$#

v Xsocket D<k

IPX/SPX *hS AF_NS "Il9&U!_j<N5]<HNQ_

V5R2 +i"IBM O IPX WmH3kH SPX WmH3kN5]<Hrhjda^7?#=NkL"V5R2

GO AF_NS "Il9&U!_j<rHQG-^;s#"Wj1<7gs, socket() API rHQ7F

AF_NS (IPX/SPX) =1CHr*<Ws7h&H9kH"aj3<I -1 ,V5l"errno ,

EAFNOSUPPORT K_j5l^9#
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3N8qN PDF Gr2HQ^?Ou~QK@&sm<I7"=(9k3H,G-^9# PDF U!$kr

=(7?ju~7?j9kKO"Adobe® Acrobat® Reader ,,WG9#3lO"Adobe Web 5$H

(http://www.adobe.com/prodindex/acrobat/readstep.html) +i@&sm<IG-^9#

PDF Gr@&sm<I7"=(9kKO"X=1CH&Wm0i_s0Yr*r7^9 (s 1.473 KB"

220 Z<8)#

=(Q^?Ou~QN PDF U!$kro</9F<7gsK]89kKO"!Nh&K7^9#

1. Vi&6<G PDF r+/ (e-Njs/r/jC/9k)#

2. Vi&6<NaKe<+iVU!$kWr/jC/9k#

3. V>0rU1F]8Wr/jC/9k#

4. PDF r]87?$G#l/Hj<KJ`#

5. V]8Wr/jC/9k#
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=1CH&"Wj1<7gsrn.9k0K"J<N9FCWr0;9k,W,"j^9#

3sQ$i<NWo

1. QSYSINC i$Vij<r$s9H<k9k#3Ni$Vij<O"=1CH&"Wj1<7gsN3

sQ$k~K,WJXC@<&U!$krs!7^9#

2. C Compiler i$;s9&Wm0i` (5722-CX2) r$s9H<k9k#

AF_INET *hS AF_INET6 "Il9&U!_j<NWo

3sQ$i<NWor~?93HKC(F"!NvArBT9k,W,"j^9#

1. TCP/IP Wh#

2. TCP/IP N$s9H<k#

3. GiKT& TCP/IP N=.#

4. IPv6 QN TCP/IP N=.#3N9FCWO*W7gsG9#AF_INET6 "Il9&U!_j<rHQ9

k"Wj1<7gsrn.9k=jNlg"TCP/IP QK IPv6 $s?<U'<9r=.7F/@5$#

Secure Sockets Layer (SSL) *hS0m<Pk&;-e"&D<k-CH (GSKit) API NWo

3sQ$i<*hS AF_INET"AF_INET6 "Il9NWor~?93HKC(";-e"&=1CHrh

}9k?aKOJ<N?9/rBT9k,W,"j^9#

1. G#8?kZ@q^M<8c< (5722-SS1 *W7gs 34) r$s9H<k7F=.9k#\YKD$

FO"Information Center NXG#8?kZ@qI}Yr2H7F/@5$#

2. Cryptographic Access Provider i$;s9&Wm0i` (5722-AC3) r$s9H<k9k#

3. Ef=O<I&'"rHCF SSL rxQ9klgO"2058 Cryptographic Accelerator for iSeries ^?

O 4758 PCI Ef=3Wm;C5<NIAi+r$s9H<k7F=.9k#2058 Cryptographic

Accelerator rHQ9kH"SSL Ef=h}r+<IK*Um<I7F"*Zl<F#s0&79F`N

iYrZ:G-^9#2058 Cryptographic Accelerator H=NU#<Ac<N\YJb@O"X2058 Ef

="/;il<?<Yr2H7F/@5$#4758 Ef=3Wm;C5<b SSL Ef=h}KQ$k3

H,G-^9,"2058 HO[Jj"3N+<IOEf=0d|f0Nh&J"hjEf=KC=7?!

=rs!7^9#3N+<INU#<Ac<H=.N9FCWKX7FO"X4758 PCI Ef=3Wm

;C5<Yr2H7F/@5$#

AF_TELEPHONY "Il9&U!_j<NWo

AF_TELEPHONY =1CHr_W9k=jNlgO"lLWoKC(FJ<N9FCWr0;9k,W,

"j^9#

1. IDSN 5<S9NWhr)F"ISDN \3,,W+I&+r=G9k#

2. WhpsKpE$F"IDSN D-r=.9k#
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� 4 � ��������

=1CHOlLK/i$"sH/5<P<NPCGHQ5l^9#LoN79F`=.GO"l}N^7s

K5<P<r"b&l}N^7sK/i$"sHrV-^9#/i$"sHO5<P<K\37Fpsrr

97"=NeZG7^9#

=1CHKOj?N$YsH&Um<,"j^9#3M/7gs?/i$"sH/5<P<&bGkGO"

5<P<&Wm;9eN=1CHO/i$"sH+iNWarTA^9#3lrT&?a"5<P<O^

:"/i$"sH,5<P<r5;kh&K"Il9rN) (P$sI) 7^9#"Il9,N)5lk

H"5<P<O/i$"sH,5<S9rWa7F/kNrTA^9#/i$"sHH5<P<HNVNG

<?r9O"/i$"sH,=1CHrP37F5<P<K\37F$kH-KTol^9#5<P<O"

/i$"sHNWarBT7"/i$"sHK~zrw.7V7^9#

m: =_"IBM O"gt,N=1CH API KD$F"2 DNP<8gsr5]<H7F$^9#GU)k

HN OS/400 =1CHO"P</l<&=1CH&G#9HjSe<7gs (BSD) 4.3 N=$H=8

rHQ7^9#p\ OS/400 =1CHH BSD 4.3 Njc@O"XP</l<&=1CH&G#9Hj

Se<7gs (BSD) HN_9-YK5b5lF$^9#b&l}NP<8gsN=1CHO"BSD

4.4 *hS UNIX 98 Wm0i_s0&$s?<U'<9EMH_9-N"k=8*hS=$rHQ7

^9#Wm0i^<O"_XOPEN_SOURCE ^/mrXj9k3HKhj"UNIX 98 H_9-N"k

$s?<U'<9rHQ9k3H,G-^9#3liN API *hS=$eNjc@KD$FO"

XUNIX 98 _9-Yr2H7F/@5$#

© Copyright IBM Corp. 2001, 2002 9
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J<N^O"3M/7gs?=1CH&;C7gsN5?*J$YsH&Um< (*hSXt,/T5lk

gx) r=7F$^9#F$YsHNb@,"^NeK3-^9#

3M/7gs?=1CHNlL*J$YsH&Um<

1. socket() XtO"L.QN<@rn.7"<@r=9=1CH-RRra7^9#

2. "Wj1<7gs,=1CH-RRrbDH""Wj1<7gsO=1CHKG-J>0rP$sIG

-^9#5<P<O"MCHo</+iN"/;9rD=K9k?aK">0rP$sI9k,W,"

j^9#

3. listen() XtO"/i$"sHN\3Waru1~lkV*r(7F$^9# listen() ,=1CHKP

7F/T5lkH"=N=1CHO\3WarQK*KOOa^;s# listen() API O""k=1CH

, socket() XtGdjvFil?eG"+D bind() XtG=N=1CHK>0,P$sI5l?e

K/T5l^9# listen() XtO accept() XtN/T0K/T5lF$J1lPJj^;s#

4. 9Hj<`&=1CHN connect() XtO"/i$"sH&"Wj1<7gs,5<P<XN\3rN

)9kNKHQ5l^9#

5. 5<P<&"Wj1<7gsO accept() XtrHQ7F"/i$"sH\3Waru1~l^9#5

<P<O"accept() r/T9k0K"bind() XtH listen() Xtr5oK/T7F$k,W,"j^

9#

6. 9Hj<`&=1CHV (/i$"sHH5<P<NV) K\3,N)5lkH"=1CH API G<?

>wXtrIlGbHQG-kh&KJj^9#/i$"sHH5<P<KO"*rD=J?/NG<

?>wXt,"j^9#?H(P"send()"recv()"read()"write() JIG9#

10 iSeries: =1CH&Wm0i_s0



7. 5<P<^?O/i$"sH,`nr*;7?$lgO"=1CH,M@7?79F`&j=<9rr

|9k?aK close() Xtr/T9k,W,"j^9#

m:

=1CH API O"L.bGkNfG"Wj1<7gsXHHis9]<HXNVKLV7^9#=1

CH API O"L.bGkNfNXGO"j^;s#=1CH API rHQ9k3HKhj""Wj1

<7gsOlL*JL.bGkNHis9]<HXdMCHo</XHPCG-^9#J<N^Npu

O"=1CHNLVH=1CH,s!9kL.XHr(7F$^9#

lLK"MCHo</=.GO";-e"btMCHo</Hs;-e"0tMCHo</Hr\39k3

HOG-^;s#7+7"=1CH,U!$"&)<k (bYJ;-e"&[9H) N0tK"k79F`

N5<P<&Wm0i`HL.G-kh&K9k3HbG-^9#

=1CHO^kAWmH3k&His9]<H&MCHo<-s0 (MPTN) NOrY(k"IBM N

AnyNet BuNltGb"j^9#MPTN NOO"ICNHis9]<H&MCHo</Nf+i 1 DN

His9]<H&MCHo</r`nG-kh&K7?j"[Jk?$WNHis9]<H&MCHo</

VGb"Wj1<7gs&Wm0i`r\37?jG-kh&K7^9#

Information Center GO"?Lj+N}!G API 2HpsK"/;9G-^9#HTC/XSocket APIYG

O"=1CHXtH=$KX9k5Wr(7F$^9#CjN API r!w9klgd"API N+F4j<

r!w9klgKw(F"API psKOPC?N API U!$s@< (API finder) ,QU5lF$^9#

h 4 O =1CHNEH_ 11
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� 5 � �������

=1CHOJ<NC-r&-7^9#

v =1CHO"0tKhCF=5l^9#=N0tN3Hr=1CH-RRH$$^9#

v =1CHO"Wm;9,=1CHXN*<Ws&js/r]}7F$kV"8_7^9#

v L.Ia$sbGO"CjN=1CHrXj7"=lr>N=1CHHNL.KHQ9k3H,G-^

9#

v =1CH,L.rT&NO"5<P<,=1CH+iN\3ru1~lkH-"^?O5<P<,=1

CHHaC;<8rr99kH-G9#

v =1CHOPGn.G-^9 (AF_UNIX "Il9&U!_j<N=1CHN_)#

=1CH,s!9kL.No`KO"3M/7gs?H3M/7gsl9?,"j^9#3M/7gs?L

.HO\3,N)5lF*j"Wm0i`VNPC,3$FTolkbNG9#5<S9rs!9kWm0

i` (5<P<&Wm0i`) ,"e.\3Waru1~lk3H,G-kHQD=J=1CHr_j7^

9#*W7gsG"5<P<Os!9k5<S9K>0rdjvFk3H,G-^9#3lKhCF/i$

"sHO"5<S9Nh@hH=N5<S9XN\3}!r1LG-^9#5<S9N/i$"sH (/i

$"sH&Wm0i`) O"5<P<&Wm0i`N5<S9rWa7J1lPJj^;s#/i$"sH

O"G->K\39k3HKhCF"^?O5<P<&Wm0i`,Xj7?G->KX"7?0-K\3

9k3HKhCF"3N3HrT$^9#3lO"ECVf (ID) r@$dk7"5<S9rs!9kjj

(?H(P"WmP$@<) KDJ2kh&JbNG9#FNu.& (5<P<"3NcGOWmP$@<)

,ECK~z9lP"\3ON)7^9#WmP$@<O"/i$"sH,57$jjK\3G-?+I&

+rN'G-"=N\3OLC7F$k>T,,WH9kBj]?l^9#

3M/7gsl9?L.HO"PC^?OG<?N>wrT&eGN\3,N)5lF$J$bNG9#e

ojK"5<P<&Wm0i`,u.hN>0 (dq"Kh/wF$k) rXj7^9#9X"KjfrP

7Fb"jj,=Njfru1hkH$&dP*J]ZO"j^;s#V.NjfrTD,W,"k3HG

7g&#18h&K3NL.GO"G<?Nr9G""/F#VJj"k?$`\3O"j^;s#

=1CHC-N=L}!

"Wj1<7gsO socket() XtrQ$F=1CHrn.9klg"J<NQia<?<rXj7F=1

CHr1L7J1lPJj^;s#

v =1CH&"Il9&U!_j<KhCF"=1CHN"Il9=$NA0,h^j^9#3NHTC

/KO"F"Il9&U!_j<N"Il9=$Nc,"j^9#=1CH&"Il9N=$NlLj

AKD$FO"X=1CH&"Il9=$Yr2H7F/@5$#

v =1CH&?$WKhCF"=1CHNu>9kL.A0,h^j^9#

v =1CH&5]<H&WmH3kKhCF"=1CH,HQ9kWmH3k,h^j^9#

3liNQia<?<^?OC-KhCF"=1CH&"Wj1<7gsH"=l,>N=1CH&"Wj

1<7gsHj_?Q9k}!H,jA5l^9#=1CHN"Il9&U!_j<KhCF"[Jk=1

CH&?$W*hS=1CH&WmH3kr*rG-^9#J<N=O"P~9k"Il9&U!_j<H

=lKX"7?=1CH&?$W*hS=1CH&WmH3kr(7F$^9#

© Copyright IBM Corp. 2001, 2002 13



= 1. =1CHC-NWs

"Il9&U!_j< =1CH&?$W =1CH&WmH3k

AF_UNIX SOCK_STREAM N/A

SOCK_DGRAM N/A

AF_INET SOCK_STREAM TCP

SOCK_DGRAM UDP

SOCK_RAW IP"ICMP

AF_INET6 SOCK_STREAM TCP

SOCK_DGRAM UDP

SOCK_RAW IP6"ICMP6

AF_TELEPHONY SOCK_STREAM N/A

AF_UNIX_CCSID SOCK_STREAM N/A

SOCK_DGRAM N/A

3liN=1CHC-^?OQia<?<KC(F"QSYSINC i$Vij<KU0NMCHo</&k<

AsHXC@<&U!$kKO"jtM,jA5lF$^9#XC@<&U!$kNb@KD$FO"

Information Center NXSocket APIYKj9H5lF$kDLN API r2H7F/@5$#F API GO"

API Nb@NHQ!N;/7gsK,ZJXC@<&U!$k,j9H5lF$^9#

=1CH&MCHo</&k<AsrHQ7F"=1CH&"Wj1<7gsO"DNS"[9H"WmH3

k"5<S9"*hSMCHo</&U!$k+ipsrM@9k3H,G-^9# 3liNk<AsN

b@KD$FO"X=1CH&MCHo</XtYr2H7F/@5$#

����������

=1CHO sockaddr "Il9=$rHQ7F"Il9Nu1O7rT$^9#3N=$GO""Il9

A0r1L9k?aN=1CH API O,W"j^;s#=_"OS/400 OP</l<&=UH&'"&G

#9HjSe<7gs (BSD) 4.3 *hS X/Open Single Unix Specification (UNIX 98) r5]<H7F$

^9#p\ OS/400 API O"BSD 4.3 N=$H=8rHQ7^9#_XOPEN_SOURCE ^/mNMr 520

JeKjA9kH"UNIX 98 _9N$s?<U'<9r*rG-^9#HQ5lk BSD 4.3 N=1CH

NF"Il9=$,"UNIX 98 N=$KP~9kbNKJj^9#

= 2. BSD 4.3 H UNIX 98/BSD 4.4 N=1CH&"Il9=$NfS

BSD 4.3 =$ BSD 4.4/UNIX 98 _9N=$

struct sockaddr{
u_short sa_family;
char sa_data [14];

};

struct sockaddr_storage{
sa_family_t ss_family;
char _ss_pad1[_SS_PAD1SIZE];
char* _ss_align;
char _ss_pad2[_SS_PAD2SIZE];

};

struct sockaddr {
uint8_t sa_len;
sa_family_t sa_family
char sa_data[14]

};

struct sockaddr_storage {
uint8_t ss_len;
sa_family_t ss_family;
char _ss_pad1[_SS_PAD1SIZE];
char* _ss_align;
char _ss_pad2[_SS_PAD2SIZE];

};

14 iSeries: =1CH&Wm0i_s0
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= 3. "Il9=$

"Il9=$U#<kI jA

sa_len 3NU#<kIKO UNIX 98 EMN"Il99,~j^

9#

m: sa_len U#<kIO"BSD 4.4 HN_9-r]D?

aK8_7F$kKa.^;s#BSD 4.4/UNIX 98 _9

-rHQ9klgG"CFb"3NU#<kIrHQ9k

,WO"j^;s#~O"Il9Nlg"3NU#<kI

O5k5l^9#

sa_family 3NU#<kIKO""Il9&U!_j<rjA7^

9#3lO"socket() FSP7G"Il9&U!_j<

KXj5lkMG9#

sa_data 3NU#<kIKO""Il9N]}QKN]5lF$k

14 P$H,~j^9#

m: sa_data N 14 P$HN95H$&NO"Il9NW

l<9[k@<,G9#"Il9O3N95r6(F7^

&lg,"j^9#3N=$O"Il9NA0rjA7J

$NGFQ-,"j^9#"Il9NA0OHis9]<

HN?$WKhCFjA5l"=1CHOHis9]<H

N?$WKgo;Fn.5l^9#=l>lNHis9]

<H&WmP$@<O"G-N"Il9WoK,7?A0

r"`wN"Il9=$GjA7^9#His9]<H

O"socket() API NWmH3k&Qia<?<MKhC

F1L5l^9#

sockaddr_storage "ifk"Il9&U!_j<N"Il9N?aN9Hl

<8rk@7^9#3N=$O"WmH3kC-NINh

&J=$KP7Fbg-5,=,G"LVgo;b57/

Tol^9#API GHQ9k?aK sockaddr =$K-c

9H5lklgb"j^9#sockaddr_storage N ss_family

U#<kIO"WmH3kC-NINh&J=$NU!_

j<&U#<kIHb",:57/LVgo;5l^9#

�����������	��

socket() N"Il9&U!_j<&Qia<?<KhCF"=1CHXtGHQ9k"Il9=$NA0

,h^j^9#"Il9&U!_j<&WmH3kO"MCHo</bN"k"Wj1<7gs+iLN"

Wj1<7gsX (^?O"18^7sbN"kWm;9+iLNWm;9X) "Wj1<7gs&G<?

r\wG-kh&K7^9#"Wj1<7gsO"=1CHNWmH3k&Qia<?<KMCHo</&

His9]<H&WmP$@<rXj7^9#

socket() XtN"Il9&U!_j<&Qia<?< (address_family) O"=1CHXtGHQ5lk"

Il9=$rXj7^9#J<NHTC/GO"3liN"Il9&U!_j<"=NHQ}!"X"Wm

H3k"*hSX89k=$NcKD$Fb@7F$^9#

v AF_INET "Il9&U!_j<

v AF_INET6 "Il9&U!_j<

v AF_UNIX "Il9&U!_j<

v AF_UNIX_CCSID "Il9&U!_j<

v AF_TELEPHONY "Il9&U!_j<

h 5 O =1CHNC- 15
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AF_INET ������	��

3N"Il9&U!_j<O"1l79F`^?O[Jk79F`eGBT5lk#tNWm;9VG"W

m;9VL.rT(kh&K7^9#AF_INET =1CHN"Il9O"IP "Il9*hS]<HVfG

9#AF_INET =1CHN IP "Il9O"IP "Il9 (130.99.128.1 JI) ^?O 32 SCHA0

(X’82638001’) NIAi+GXj7^9#

$s?<MCH&WmH3k P<8gs 4 (IPv4) rHQ9k=1CH&"Wj1<7gsNlg"

AF_INET "Il9&U!_j<O sockaddr_in "Il9=$rHQ7^9#_XOPEN_SOURCE ^/m

rHQ9kH"AF_INET "Il9=$O BSD 4.4/UNIX 98 EMH_9-r}Dh&KQ=7^9#J<

N=K sockaddr_in "Il9=$Njc@rWs7^9#

= 4. BSD 4.3 H BSD 4.4/UNIX 98 NVN sockaddr_in "Il9=$Njc@

BSD 4.3 N sockaddr_in "Il9=$ BSD 4.4/UNIX 98 N sockaddr_in "Il9=$

struct sockaddr_in {
short sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

struct sockaddr_in {
uint8_t sin_len;
sa_family_t sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

= 5. AF_INET "Il9=$

"Il9=$U#<kI jA

sin_len 3NU#<kIKO UNIX 98 EMN"Il99,~j^

9#

m: sin_len U#<kIO"BSD 4.4 HN_9-r]D?

aK8_7F$kKa.^;s#BSD 4.4/UNIX 98 _9

-rHQ9klgG"CFb"3NU#<kIrHQ9k

,WO"j^;s#~O"Il9Nlg"3NU#<kI

O5k5l^9#

sin_family 3NU#<kIKO"Il9&U!_j<,~j^9,"

3lO TCP ^?O UDP ,HQ5lkH-OoK

AF_INET G9#

sin_port 3NU#<kIKO]<HVf,~j^9#

sin_addr 3NU#<kIKO IP "Il9,~j^9#

sin_zero 3NU#<kIO=sQ_G9#3NU#<kIO 16 J

tN<mK_j7F/@5$#

AF_INET NHQ!H AF_INET "Il9&U!_j<rHQ9k5sWk&Wm0i`KD$FO"

XAF_INET "Il9&U!_j<NHQYr2H7F/@5$#

AF_INET6 ������	��

3N"Il9&U!_j<O"$s?<MCH&WmH3k P<8gs 6 (IPv6) r5]<H7^9#

AF_INET6 "Il9&U!_j<O"128 SCH (16 P$H) N"Il9rHQ7^9#3N"Il9N

p\NOKO"64 SCHNMCHo</VfH"64 SCHN[9HVf,H_~^lF$^9#

AF_INET6 "Il9O"x:x:x:x:x:x:x:x H$&A0GXjG-^9#8 DN ’x’ O"=l>l 16 SCHN

"Il9r 16 JMG=7?bNG9#?H(P"FEDC:BA98:7654:3210:FEDC:BA98:7654:3210 O-zJ

"Il9G9#
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TCP"UDP ^?O RAW rHQ9k=1CH&"Wj1<7gsNlg"AF_INET6 "Il9&U!_j

<O"sockaddr_in6 "Il9=$rHQ7^9#BSD 4.4/UNIX 98 EMrBu9k?aK

_XOPEN_SOURCE ^/mrHQ9klg"3N"Il9=$OQ=7^9#J<N=K sockaddr_in6 "

Il9=$Njc@rWs7^9#

= 6. BSD 4.3 H BSD 4.4/UNIX 98 NVN sockaddr_in6 "Il9=$Njc@

BSD 4.3 N sockaddr_in6 "Il9=$ BSD 4.4/UNIX 98 N sockaddr_in6 "Il9=$

struct sockaddr_in6 {
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;
};

struct sockaddr_in6 {
uint8_t sin6_len;
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

= 7. AF_INET6 "Il9=$

"Il9=$U#<kI jA

sin6_len 3NU#<kIKO UNIX 98 EMN"Il99,~j^

9#

m: sin6_len U#<kIO"BSD 4.4 HN_9-r]D?

aK8_7F$kKa.^;s#BSD 4.4/UNIX 98 _9

-rHQ9klgG"CFb"3NU#<kIrHQ9k

,WO"j^;s#~O"Il9Nlg"3NU#<kI

O5k5l^9#

sin6_family 3NU#<kIKO"AF_INET6 "Il9&U!_j<r

Xj7^9#

sin6_port 3NU#<kIKO"His9]<HX]<H,~j^

9#

sin6_flowinfo 3NU#<kIKO"HiU#C/&/i9HUm<&i

YkH$& 2 DNps,~j^9#

m: 3NU#<kIO=_5]<H5lF$^;s#eL

_9-N?a"<mK_j7F/@5$#

sin6_addr 3NU#<kIKO"IPv6 "Il9rXj7^9#

sin6_scope_id 3NU#<kIO"sin6_addr U#<kIK~lilk

"Il9N-zOOK,ZJ"l"N$s?<U'<9r

Xj7^9#

m: 3NU#<kIO=_5]<H5lF$^;s#eL

_9-N?a"<mK_j7F/@5$#

AF_UNIX ������	��

3N"Il9&U!_j<O"=1CH API rHQ9k1l79F`GWm;9VL.rT(kh&K7

^9#3N"Il9O"U!$k&79F`N`\XNB]NQ9>KJj^9#=1CHO"k<H&G

#l/Hj<b"^?O9YFN*<Ws&U!$k&79F`Gn.G-^9#?@7"QSYS ^?O

QDOC JINU!$k&79F`O|-^9#Wm0i`O"G<?0i`ru1hk?aK"

AF_UNIX"SOCK_DGRAM =1CHr>0Kkg9k,W,"j^9#5iK"Wm0i`O unlink()
API rHQ7F"=1CHN/m<:~KU!$k&79F`&*V8'/Hr@(*K|n9k,W,

"j^9#
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"Il9&U!_j< AF_UNIX rXj7?=1CHO"sockaddr_un "Il9=$rHQ7^9#BSD

4.4/UNIX 98 EMrBu9k?aK _XOPEN_SOURCE ^/mrHQ9klg"3N"Il9=$OQ=

7^9#J<N=K sockaddr_un "Il9=$Njc@rWs7^9#

= 8. BSD 4.3 H BSD 4.4/UNIX 98 NVN sockaddr_un "Il9=$Njc@

BSD 4.3 N sockaddr_un "Il9=$ BSD 4.4/UNIX 98 N sockaddr_un "Il9=$

struct sockaddr_un {
short sun_family;
char sun_path[126];

};

struct sockaddr_un {
uint8_t sun_len;
sa_family_t sun_family;
char sun_path[126];

};

= 9. AF_UNIX "Il9=$

"Il9=$U#<kI jA

sun_len 3NU#<kIKO UNIX 98 EMN"Il99,~j^

9#

m: sun_len U#<kIO"BSD 4.4 HN_9-r]D?

aK8_7F$kKa.^;s#BSD 4.4/UNIX 98 _9

-rHQ9klgG"CFb"3NU#<kIrHQ9k

,WO"j^;s#~O"Il9Nlg"3NU#<kI

O5k5l^9#

sun_family 3NU#<kIKO""Il9&U!_j<,~j^9#

sun_path 3NU#<kIKO"U!$k&79F`N`\XNQ9

>,~j^9#

AF_UNIX "Il9&U!_j<GO"WmH3k8`,X87J$?a"WmH3kXjO,Q5l^;

s#3N 2 DNWm;9,HQ9kL.!=O^7sG-G9#

AF_UNIX NHQ!H3N"Il9&U!_j<rHQ9k5sWk&Wm0i`KD$FO"

XAF_UNIX "Il9&U!_j<NHQYr2H7F/@5$#

AF_UNIX_CCSID ������	��

AF_UNIX_CCSID U!_j<O AF_UNIX "Il9&U!_j<H_9-,"j"18)Bb"j^9#

3liN>}NU!_j<OIAib"3M/7gsl9?^?O3M/7gs?NIAi+K9k3H,

G-"2 DNWm;9r\39k0tL.XtO"j^;s#[JCF$kNO""Il9&U!_j<

AF_UNIX_CCSID rXj7?=1CH,"sockaddr_unc "Il9=$rHQ9kH$&@G9#3N"

Il9=$O sockaddr_un H`w7F$^9,"Qlg_Path_Name_T A0rHQ7F"UNICODE ^?O

$UN CCSID GQ9>rXjG-^9#Information Center NXpath name formatYr2H7F/@5$#

?@7"AF_UNIX =1CHO"AF_UNIX_CCSID =1CHNQ9>r AF_UNIX "Il9=$Ka93

H,"kNG"Q9&5$:KO)B,"j^9#AF_UNIX ,5]<H9kNO 126 8z@1JNG"

AF_UNIX_CCSID b 126 8zK)B5l^9#

f<6<O"1 DN=1CHG AF_UNIX "Il9H AF_UNIX_CCSID "Il9rr9G-^;s#

socket() FSP7G AF_UNIX_CCSID rXj9kH"J_N API FSP7G9YFN"Il9,

sockaddr_unc GJ1lPJj^;s#

struct sockaddr_unc {
short sunc_family;
short sunc_format;
char sunc_zero[12];
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Qlg_Path_Name_T sunc_qlg;
union {
char unix[126];
wchar_t wide[126];
char* p_unix;
wchar_t* p_wide;
} sunc_path;
} ;

= 10. AF_UNIX_CCSID "Il9=$

"Il9=$U#<kI jA

sunc_family 3NU#<kIKO"Il9&U!_j<,~j^9,"

3lOoK AF_UNIX_CCSID G9#

sunc_format 3NU#<kIKO"Q9>NA0QNJ<N 2 DNj

AQ_NM,~j^9#

v SO_UNC_DEFAULT O"}gU!$k&79F`&Q

9>QN=_NGU)kH CCSID rHQ9k"9$Q

9>r(7^9#sunc_qlg U#<kIO5k5l^

9#

v SO_UNC_USE_QLG O"sunc_qlg U#<kI,Q9

>NA0H CCSID HrjA7F$k3Hr(7^9#

sunc_zero 3NU#<kIO=sQ_G9#3NU#<kIO 16 J

tN<mK_j7F/@5$#

sunc_qlg 3NU#<kIOQ9>A0rXj7^9#

sunc_path 3NU#<kIKOQ9>,~j^9#3NQ9>O"G

g 126 8zG"1lP$HGb 2 P$HGb=$^;

s#Q9>O"sunc_path U#<kIK~lFb"L9K

dj6CF sunc_path ,X9h&K7Fb=$^;s#A

0O sunc_format H sunc_qlg KhCFh^j^9#

AF_UNIX_CCSID =1CHN\YKD$FO"XAF_UNIX_CCSID "Il9&U!_j<NHQYr2H

7F/@5$#3NHTC/GO"5sWk&Wm0i`,s!5l^9#

AF_TELEPHONY ������	��

AF_TELEPHONY "Il9&U!_j<rHQ9kH"f<6<O"8`N=1CH API rHQ7F

ISDN ECMCHo</rp7?@$dkFSP7dLCXN~zrT&3H,G-^9#3NIa$sG

N\3N<@rA.9k=1CHO"B]KLCNu.THw.TKJj^9#3N"Il9&U!_j<

N"Il9O"40 eNECVfG=5l^9#3N"Il9&U!_j<,Gbh/HQ5lkNO"

FAX 5]<HN+/~G9#

79F`O"AF_TELEPHONY =1CHr3M/7gs?=1CH (=1CH&?$W SOCK_STREAM)

H7FN_5]<H7^9#ECIa$s&=1CHGN\3Gs!5lkNO"<XNEC\3N.j-

N_G9#NBJ>wrT&lgO"3N"Il9&U!_j<rHQ9k FAX "Wj1<7gsJI

N"5<S9rs!9k"Wj1<7gsrh}9k,W,"j^9#

AF_TELEPHONY "Il9&U!_j<rXj7?=1CHO"J<Nh&K sockaddr_tel "Il9=

$rHQ7^9#

h 5 O =1CHNC- 19



struct sockaddr_tel {
short stel_family;
struct tel_addr stel_addr;
char stel_zero[4];

};

EC"Il9O 2 P$H9G=.5l"Gg 40 e (0 A 9) NECVf,=lK3-^9#

struct tel_addr {
unsigned short t_len
char t_addr[40];

};

= 11. AF_TELEPHONY "Il9=$

"Il9=$U#<kI jA

stel_family 3NU#<kIKO""Il9&U!_j<,~j^9#

stel_addr 3NU#<kIKOEC"Il9,~j^9#

stel_zero 3NU#<kIO=sU#<kIG9#

AF_TELEPHONY "Il9&U!_j<N\YKD$FO"XAF_TELEPHONY "Il9&U!_j<N

HQYr2H7F/@5$#3NHTC/GO"AF_TELEPHONY "Il9&U!_j<rHQ9kD-

N=.}!KD$FN9FCWrb@7F$^9#

��������

=1CHFSP7N 2 V\NQia<?<KhCF"=1CHN?$W,h^j^9#=1CH&?$W

KhCF""k^7s+iLN^7s^?O"kWm;9+iLNWm;9XNG<?NHis9]<HQ

KHQD=K5lk"\3N?$WHC-,1L5l^9#!Nj9HK"iSeries ,5]<H9k=1C

H&?$Wr(7^9#

9Hj<` (SOCK_STREAM)
3N=1CH&?$WO3M/7gs?G9# bind()"listen()"accept()"*hS connect() XtrHQ

7F<vj_V\3rN)7F/@5$#SOCK_STREAM O(i<dE#J7GG<?rw.7"w.~

NgxGG<?ru.7^9#SOCK_STREAM O"G<?N*<P<isrI0?aKUm<)f,H_

~_^9#G<?eKl3<I-&O_1il^;s#SOCK_STREAM OG<?rP$HN9Hj<`H

+J7^9#iSeries BuGO"9Hj<`&=1CHr"Aw)fWmH3k (TCP)"79F`&MCH

o</NO (SNA)"AF_UNIX"AF_UNIX_CCSID"*hS AF TELEPHONY =1CHGHQ9k3H,G

-^9#^?9Hj<`&=1CHrHQ7F";-e"&[9H (U!$"&)<k) N0tK"k79

F`HL.9k3HbG-^9#

G<?0i` (SOCK_DGRAM)
$s?<MCH&WmH3kQlGO"G<?>wNp\1LrG<?0i`H$$^9#p\*KO$/

D+NG<?r<C?XC@<rX7^9#G<?0i`&=1CHO3M/7gsl9?G9#His9

]<H&WmP$@< (WmH3k) HN<vj_V\3,N)5lk3HO"j^;s#=1CHOG<

?0i`rH)Q1CHH7F"[wN]Z,J$^^w.7^9#G<?NS:^?OE#,/-?j"

G<?Y<9,ulFe.9k3Hb"j^9#G<?0i`N5$:O"1 sNHis6/7gsGw.

G-k5$:KBj5lF$^9#$/D+NHis9]<H&WmP$@<KP7F"=l>lNG<?

0i`,MCHo</bN[JkP)rHQG-^9#3N=1CH&?$WGO connect() Xtr/T

G-^9,"Wm0i`rwu.9k?aN8h"Il9O connect() XtGXj7J1lPJj^;
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s#iSeries BuNlg"G<?0i`&=1CHO"f<6<&G<?0i`&WmH3k (UDP)"SNA

GHQ9k3H,G-"AF_UNIX *hS AF_UNIX_CCSID "Il9&U!_j<H&KHQ9k3Hb

G-^9#

m< (SOCK_RAW)
3N=1CH&?$WGO"$s?<MCH&WmH3k (IPv4 ^?O IPv6) d$s?<MCH)faC

;<8&WmH3k (ICMP ^?O ICMP6) Nh&J<LXWmH3kK>\"/;9G-^9#His

9]<H&WmP$@<,Q$kWmH3k&XC@<psrI}9k3HKJk?a"SOCK_RAW r7

&?aKO?/NWm0i_s0NlgN1,,WKJj^9#His9]<H&WmP$@<O3NlY

kGG<?NA0rhj7";^sF#/9rCj7^9#

����������

WmH3kKhCF"MCHo</bN"k^7s+iLN^7sX (^?O"18^7sbN"kWm;

9+iLNWm;9X) "Wj1<7gs&G<?r\wG-^9#"Wj1<7gsO"socket() Xt

N protocol Qia<?<KHis9]<H&WmP$@<rXj7^9#

AF_INET "Il9&U!_j<GO"#tNHis9]<H&WmP$@<rHQG-^9# SNA"

TCP/IP"^?O UDP/IP NWmH3kO"1~K18=1CHeGh0uVKJj^9#ALWANYNET

(ANYNET 5]<HrD=K9k) MCHo</0-rXj9lP"AF_INET =1CH&"Wj1<7g

sK TCP/IP J0NHis9]<HbHQG-k+I&+r\R,*rG-kh&KJj^9#3NMCH

o</0-O *YES ^?O *NO G9#GU)kHMO *NO G9#

?H(P"=Tu7 (GU)kHu7), *NO Nlg"SNA His9]<HeGN AF_INET NHQOh

0uVKJj^;s#AF_INET =1CHr TCP/IP His9]<HGN_HQ9klgO"CPU HQ(r

~19k?aK ALWANYNET u7r *NO K_j9k,W,"j^9#

m: ALWANYNET MCHo</0-O"TCP/IP 5]<HeN APPC KbFAr?(^9#

APPC =.*W7gsKD$FO"XAPPC"APPN"HPR N=.Yr2H7F/@5$#

TCP/IP rp7? AF_INET =1CHGO"SOCK_RAW H$&?$WrXj9k3HbG-^9#3l

O"=1CH,$s?<MCH&WmH3k (IP) H$&MCHo</XH>\L.9k3Hr(7F$^

9#TCP ^?O UDP His9]<H&WmP$@<O"LoO3NXHL.7^9# SOCK_RAW =1

CHrHQ9klg""Wj1<7gs&Wm0i`O 0 A 255 NWmH3krIlGbXjG-^9

(TCP *hS UDP WmH3kNlgr|/)#MCHo</eG^7s,L.7F$klg"IP XC@<

K3NWmH3kt,~j^9#"Wj1<7gs&Wm0i`O"UDP ^?O TCP His9]<H,

Los!9k9YFNHis9]<H&5<S9rs!7J1lPJiJ$NG"=N"Wj1<7gs&

Wm0i`,vBeHis9]<H&WmP$@<HJj^9#

AF_UNIX"AF_UNIX_CCSID"*hS AF_TELEPHONY "Il9&U!_j<GO"WmH3k,JOX

87J$NG"WmH3krXj7FbB]KOU#,"j^;s#1l^7seN 2 DNWm;9VN

L.!=O^7sG-G9#
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� 6 � ���������

3NHTC/GO"Gbp\*J_WrHQ9k=1CH&Wm0i`Ncr(7^9#3liNcO"h

j#(J=1CH_WNp\HJkbNG9#3liNcKO"0RNHTC/G/47?p\50N$/

D+,Bu5lF$^9#J<N5sWk&Wm0i`O"=1CH&Wm0i`NGblL*J?$WN

cr(7F$^9#

v 3M/7gs?=1CHNn.

v 3M/7gsl9?=1CHNn.

v "Il9&U!_j<rHQ7?"Wj1<7gsN_W

�����
��������

J<N5<P<H/i$"sHNcO"Aw)fWmH3k (TCP) JIN3M/7gs?WmH3kQK

q-~^l?=1CH API 5<P<r(7F$^9#
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J<N^O"3M/7gs?WmH3kQ=1CH API N/i$"sH/5<P<X8r=7^9#

=1CHN$YsHNUm<: 3M/7gs?5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"3M/7gs?_WK*

1k5<P<H/i$"sH&"Wj1<7gsNX8Nb@HbJCF$^9#=l>lNUm<KO"

CjN API NHQeNmUXNjs/,^^lF$^9#CjN API NHQKX9k\YJb@r2H

9k?aK"3liNjs/rHQG-^9#Xc: 3M/7gs?5<P<YO"J<NXtFSP7N

7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. setsockopt() XtKhj",WJTA~V,~;9k0K5<P<rFO07?lgK"m<+k&"

Il9rFxQG-kh&KJj^9#
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3. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#3NcGO"f<6

<O s_addr r<mK_j7^9#3lKhj"]<H 3005 rXj9k"ifk IPv4 /i$"sH

,\3rN)G-kh&KJj^9#

4. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9# 3NcGO"P

C/m0, 10 K_j5lF$^9#3lO"TATsK~lil?e.\3, 10 DKJkH"79

F`,e.Warq]9kh&KJkH$&3HG9#

5. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#

6. select() XtKhj"Wm;9,$YsHN/8rT!7F"$YsH,/89kH&'$/"CW9

kh&KJj^9#3NcGO"G<?,I_hjD=JlgKN_"79F`OWm;9KLN7^

9#3N select NFSP7GO"?$`"&HO 30 CG9#

7. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#3NcGO"/i$"sH

, 250 P$HNG<?rw.7F/k3H,,+CF$kbNH7^9#3lr'^(F"

SO_RCVLOWAT =1CH&*W7gsrHQ7"250 P$HNG<?,9YF~e9k^G recv()
,&'$/"CW7J$h&KXjG-^9#

8. send() Xt,"/i$"sHKG<?rwjV7^9#

9. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

=1CHN$YsHNUm<: 3M/7gs?/i$"sH

Xc: 3M/7gs?/i$"sHYO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. /i$"sHNWm0i`cGO"inet_addr() XtKO5lk5<P<&9Hjs0,ICH 10 J

IP "Il9GJ1lP"=lr5<P<N[9H>G"kH+J7^9#=NlgO"

gethostbyname() XtrHQ7F"5<P<N IP "Il9r!w7^9#

3. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

4. send() Xt,"250 P$HNG<?r5<P<Kw.7^9#

5. recv() Xt,"5<P<+i 250 P$HNG<?rwjV7F/kNrT!7^9#3NcGO"3

Ai+iw.7?NH^C?/18 250 P$Hr=N^^5<P<,wjV7F/k3H,,+CF$

kbNH7^9#/i$"sHNcNlg"250 P$HNG<?,L9NQ1CHG~e9kD=-,

"k?a"250 P$H,4t~e9k^G"recv() Xtr+jV7HQ7^9#

6. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

�: �����
�����

J<N3<IcO"3M/7gs?5<P<rINh&Kn.G-k+r(7F$^9#3NcrHQ7

F"H+N=1CH&5<P<&"Wj1<7gsrn.G-^9#3M/7gs?5<P<_WO"=1

CH&"Wj1<7gsNGblL*JbGkN 1 DG9#3M/7gs?_WGO"5<P<&"Wj

1<7gsO"/i$"sHWaru1~lk?aN=1CHrn.7^9#3<IcNHQKD$FO"

X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides a code for a connection-oriented server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program . */
/**************************************************************************/
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#include <stdio.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length, on=1;
char buffer[BUFFER_LENGTH];
fd_set read_fd;
struct timeval timeout;
struct sockaddr_in serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to */
/* be reused when the server is restarted before the required wait */
/* time expires. */
/********************************************************************/
rc = setsockopt(sd, SOL_SOCKET, SO_REUSEADDR, (char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt(SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* s_addr to zero, which allows connections to be established from */
/* any client that specifies port 3005. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

26 iSeries: =1CH&Wm0i_s0

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|



rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().¥n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;

}

/********************************************************************/
/* The select() function allows the process to wait for an event to */
/* occur and to wake up the process when the event occurs. In this */
/* example, the system notifies the process only when data is */
/* available to read. A 30 second timeout is used on this select */
/* call. */
/********************************************************************/
timeout.tv_sec = 30;
timeout.tv_usec = 0;

FD_ZERO(&read_fd);
FD_SET(sd2, &read_fd);

rc = select(sd2+1, &read_fd, NULL, NULL, &timeout);
if (rc < 0)
{

perror("select() failed");
break;

}

if (rc == 0)
{

printf("select() timed out.¥n");
break;

}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up until*/
/* all 250 bytes of data have arrived. */
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/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
break;

}

printf("%d bytes of data were received¥n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the¥n");
printf("data was sent¥n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
if (sd2 != -1)

close(sd2);
}
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/**************************************************************************/
/* This sample program provides a code for a connection-oriented client. */
/**************************************************************************/
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/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or */
/* set the server name in the #define */
/* SERVER_NAME. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
char server[NETDB_MAX_HOST_NAME_LENGTH];
struct sockaddr_in serveraddr;
struct hostent *hostp;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the TCP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = inet_addr(server);
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if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR_NONE)
{

/*****************************************************************/
/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */
/*****************************************************************/

hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d¥n", h_errno);
break;

}

memcpy(&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;
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}
else if (rc == 0)
{

printf("The server closed the connection¥n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}
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3M/7gsl9?=1CHO"G<?r>w9k?aN\3rN)7^;s#=Neoj"5<P<&"

Wj1<7gsO/i$"sH,Warw.G-kh&"+,N>0rXj7^9#3M/7gsl9?=

1CHO"TCP/IP NeojKf<6<&G<?0i`&WmH3k (UDP) rHQ7^9#Xc: 3M/7

gsl9?5<P<YHXc: 3M/7gsl9?/i$"sHYO"f<6<&G<?0i`&WmH3

k (UDP) QKn.5l?=1CH API r(7F$^9#
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J<N^O"3M/7gsl9?=1CH_WQN3<IcGHQ5lk"=1CH API N/i$"sH/

5<P<NX8r=7F$^9#

=1CHN$YsHNUm<: 3M/7gsl9?5<P<

J<N=1CHFSP7N7<1s9O"^*hS3NeNWm0i`cNb@HJCF$^9#3lO^

?"3M/7gsl9?_WK*1k5<P<H/i$"sH&"Wj1<7gsNX8Nb@HbJCF

$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^^lF$^9#CjN API

NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^9#Xc: 3M/7gsl9?

5<P<YO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H UDP His9]<H (SOCK_DGRAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#3NcGO"f<6

<O s_addr r<mK_j7^9#3lO"UDP ]<H 3555 ,"79F`eN9YFN IPv4 "Il

9KP$sI5lkH$&3HG9#

3. 5<P<,"G<?ru.9k?aK recvfrom() XtrHQ7^9# recvfrom() XtO"G<?N

~er5|BKT!7^9#

4. sendto() Xt,G<?r/i$"sHKwjV7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF*;5;^9#

=1CHN$YsHNUm<: 3M/7gsl9?/i$"sH

Xc: 3M/7gsl9?/i$"sHYO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H UDP His9]<H (SOCK_DGRAM)

rHQ9k3Hb(7^9#
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2. /i$"sHNWm0i`cGO"inet_addr() XtKO5lk5<P<&9Hjs0,ICH 10 J IP

"Il9GJ1lP"=lr5<P<N[9H>G"kH+J7^9#=NlgO"gethostbyname()
XtrHQ7F"5<P<N IP "Il9r!w7^9#

3. sendto() XtrHQ7F"G<?r5<P<Kw.7^9#

4. recvfrom() XtrHQ7F"5<P<,wjV7F-?G<?ru.7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF*;5;^9#
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3NcrHQ7F"H+N3M/7gsl9?5<P<_Wrn.9k3H,G-^9#3NcGO UDP

rHQ7F3M/7gsl9?=1CH&5<P<&Wm0i`rn.7^9#3<IcNHQKD$F

O"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides a code for a connectionless server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc;
char buffer[BUFFER_LENGTH];
struct sockaddr_in serveraddr;
struct sockaddr_in clientaddr;
int clientaddrlen = sizeof(clientaddr);

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_DGRAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}
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/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* s_addr to zero, which means that the UDP port of 3555 will be */
/* bound to all IP addresses on the system. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The server uses the recvfrom() function to receive that data. */
/* The recvfrom() function waits indefinitely for data to arrive. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&clientaddr,
&clientaddrlen);

if (rc < 0)
{

perror("recvfrom() failed");
break;

}

printf("server received the following: <%s>¥n", buffer);
printf("from port %d and address %s¥n",

ntohs(clientaddr.sin_port),
inet_ntoa(clientaddr.sin_addr));

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&clientaddr,
sizeof(clientaddr));

if (rc < 0)
{

perror("sendto() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}
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J<NcO"UDP rHQ7F3M/7gsl9?=1CH&/i$"sH&Wm0i`r5<P<K\3

9k}!KD$F(7^9#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#
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/**************************************************************************/
/* This sample program provides a code for a connectionless client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
/* address or host name of the server, or */
/* set the server name in the #define */
/* SERVER_NAME */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd, rc;
char server[NETDB_MAX_HOST_NAME_LENGTH];
char buffer[BUFFER_LENGTH];
struct hostent *hostp;
struct sockaddr_in serveraddr;
int serveraddrlen = sizeof(serveraddr);

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the INET */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);
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memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVER_PORT);
serveraddr.sin_addr.s_addr = inet_addr(server);
if (serveraddr.sin_addr.s_addr == (unsigned long)INADDR_NONE)

{
/*****************************************************************/
/* The server string that was passed into the inet_addr() */
/* function was not a dotted decimal IP address. It must */
/* therefore be the hostname of the server. Use the */
/* gethostbyname() function to retrieve the IP address of the */
/* server. */
/*****************************************************************/
hostp = gethostbyname(server);
if (hostp == (struct hostent *)NULL)
{

printf("Host not found --> ");
printf("h_errno = %d¥n", h_errno);
break;

}

memcpy(&serveraddr.sin_addr,
hostp->h_addr,
sizeof(serveraddr.sin_addr));

}

/********************************************************************/
/* Initialize the data block that is going to be sent to the server */
/********************************************************************/
memset(buffer, 0, sizeof(buffer));
strcpy(buffer, "A CLIENT REQUEST");

/********************************************************************/
/* Use the sendto() function to send the data to the server. */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,
sizeof(serveraddr));

if (rc < 0)
{

perror("sendto() failed");
break;

}

/********************************************************************/
/* Use the recvfrom() function to receive the data back from the */
/* server. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,
& serveraddrlen);

if (rc < 0)
{

perror("recvfrom() failed");
break;

}

printf("client received the following: <%s>¥n", buffer);
printf("from port %d, from address %s¥n",

ntohs(serveraddr.sin_port),
inet_ntoa(serveraddr.sin_addr));

/********************************************************************/
/* Program complete */
/********************************************************************/
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} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}
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J<NHTC/GO"=l>lN=1CH&"Il9&U!_j<rc(9k5sWk&Wm0i`r(7

^9#

v AF_INET "Il9&U!_j<NHQ

v AF_INET6 "Il9&U!_j<NHQ

v AF_UNIX "Il9&U!_j<NHQ

v AF_TELEPHONY "Il9&U!_j<NHQ

v AF_UNIX_CCSID "Il9&U!_j<NHQ

AF_INET ������	�����

AF_INET "Il9&U!_j<&=1CHO"3M/7gs? (?$W SOCK_STREAM) H3M/7gs

l9? (?$W SOCK_DGRAM) N$:l+K9k3H,G-^9#3M/7gs? AF_INET =1CH

O"TCP rHis9]<H&WmH3kH7FHQ7^9#3M/7gsl9? AF_INET =1CHO"

UDP rHis9]<H&WmH3kH7FHQ7^9# AF_INET Ia$s&=1CHNn.~K"=1

CH&Wm0i`N"Il9&U!_j<K AF_INET rXj7^9# AF_INET =1CHb?$W

SOCK_RAW rHQ9k3H,G-^9#3N?$Wr_j9kH""Wj1<7gsO IP XK>\\3

7"TCP ^?O UDP His9]<HN$:lbHQ7^;s#

AF_INET "Il9&U!_j<rHQ9kD-N_jKX9k\YO"X=1CH&Wm0i_s0N0

sroYr2H7F/@5$#

AF_INET "Il9&U!_j<rHQ9k5sWk&Wm0i`KD$FO"Xc: 3M/7gs?5<

P<Y*hSXc: 3M/7gs?/i$"sHYr2H7F/@5$#

AF_INET6 ������	�����

AF_INET6 =1CHO"$s?<MCH&WmH3k P<8gs 6 (IPv6) N 128 SCH (16 P$H) "

Il9=$r5]<H7^9#Wm0i^<O AF_INET6 "Il9&U!_j<rHQ7F"Wj1<7

gsrn.7"IPv4 N<I^?O IPv6 N<INIAi++i""k$O IPv6 N<IN_+i"/i$

"sHWaru1~lk3H,G-^9#

AF_INET =1CH1M"AF_INET6 =1CHKb"3M/7gs? (?$W SOCK_STREAM) H3M/7

gsl9? (?$W SOCK_DGRAM) ,"j^9#3M/7gs? AF_INET6 =1CHO"TCP rHis

9]<H&WmH3kH7FHQ7^9#3M/7gsl9? AF_INET6 =1CHO"UDP rHis9

]<H&WmH3kH7FHQ7^9# AF_INET6 Ia$s&=1CHNn.~K"=1CH&Wm0i

`N"Il9&U!_j<K AF_INET6 rXj7^9# AF_INET6 =1CHb?$W SOCK_RAW rH

Q9k3H,G-^9#3N?$Wr_j9kH""Wj1<7gsO IP XK>\\37"TCP ^?O

UDP His9]<HN$:lbHQ7^;s# AF_INET6 "Il9&U!_j<rHQ9kD-N_j

KX9k\YO"X=1CH&Wm0i_s0N0sroYr2H7F/@5$#

IPv6 "Wj1<7gsH IPv4 "Wj1<7gsN_9-
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AF_INET6 "Il9&U!_j<rHCF=1CH&"Wj1<7gsrn.9lP"$s?<MCH&

WmH3k P<8gs 6 (IPv6) "Wj1<7gsO"$s?<MCH&WmH3k P<8gs 4 (IPv4)

"Wj1<7gs (AF_INET "Il9&U!_j<rHQ9k"Wj1<7gs) HloK!=G-kh

&KJj^9#3N!=Khj"=1CH&Wm0i^<O IPv4 ^CW IPv6 "Il9A0rHQG-^

9#3N"Il9A0O"IPv4 N<IN IPv4 "Il9r IPv6 "Il9H7F=7^9# IPv4 "Il

9O IPv6 "Il9N<L 32 SCHK(s3<I5l"bL 96 SCHO 0:0:0:0:0:FFFF H$&\,t

GGj5l^9# IPv4 ^CW&"Il9Nlcrs2^9#

::FFFF:192.1.1.1

Xj5l?[9H, IPv4 "Il97+}CF$J$lg"getaddrinfo() XtG3Nh&J"Il9r+

0*K8.G-^9#

AF_INET6 =1CHrHQ7F IPv4 N<IXN TCP \3r*<Ws9k"Wj1<7gsrn.9k3

H,G-^9#=N?aKO"8hN IPv4 "Il9r IPv4 ^CW IPv6 "Il9K(s3<I7"

connect() ^?O sendto() FSP7NfG"=N"Il9r sockaddr_in6 =$KO93H,G-^9#

"Wj1<7gs, AF_INET6 =1CHrHQ7F"IPv4 N<I+iN TCP \3ru1~l?j"IPv4

N<I+i UDP Q1CHru.7?j9klg"79F`O1MN}!G(s3<I5l? sockaddr_in6

=$rHQ7"jj79F`N"Il9r"accept()"recvfrom()"^?O getpeername() FSP7Kh

CF"Wj1<7gsKa7^9#

"Wj1<7gsO"bind() XtKhCF"UDP Q1CHd TCP \3Nw.5N IP "Il9r*r9

k3H,G-^9,"79F`Kw.5"Il9r*r7Fbi$?$lgb"j^9#=Nh&Jlg"

IPv4 G"lP INADDR_ANY ^/mrHQ7^9,"=lH1MN}!G"Wj1<7gsO

in6addr_any rHQG-^9#3N}!NP$sIKIC5l?!=O"AF_INET6 =1CH,"IPv4 N<

IH IPv6 N<IN>}HL.G-kh&KJC?H$&3HG9#?H(P"in6addr_any KP$sI5

l? listen fN=1CHeG accept() r/T9k"Wj1<7gsO"IPv4 ^?O IPv6 N<INIA

i+l}+iN\3ru1~lk3H,G-^9#3N0nO"IPPROTO_IPV6 lYkN=1CH&*W

7gs IPV6_V6ONLY rHQ7FQ9,D=G9#j_?Q7F$kN<IN?$WrNk,WN"k"

Wj1<7gsO[HsIJ$HM(il^9,"=lrNk,WN"k"Wj1<7gsN?aK"

<netinet/in.h> GjA5lF$k IN6_IS_ADDR_V4MAPPED() ^/m,s!5lF$^9#

IPv4 H IPv6 rhj\YKfS7?$lgO"Information Center NXIPv4 H IPv6 HNfSYr2H7F

/@5$#33GO"3liN 2 DNWmH3kN!=rfS7F$^9#

AF_INET6 =1CH, IPv4 N<IH IPv6 N<IN>}HL.9klgNWm0i`cHu7Nb@KX

7FO"X=1CHN7Jj*: IPv4 /i$"sHH IPv6 /i$"sHru1~lk"Wj1<7gs

Nn.Yr2H7F/@5$#

IPv6 N)sv`

=_"OS/400 N IPv6 5]<HO"V5R2 NCjN!=KBilF$^9#J<N=KO"3liN)s

v`H"=l,=1CHNWm0i^<KINh&JFAr?(k+KD$FNb@,ss5lF$^9#

= 12. IPv6 N)sv`H=NFA

)sv` FA

IPv6 OUi0asHr5]<H7F$^;s# AF_INET6 (SOCK_DGRAM) O"$s?<U'<9N

MTU +iXC@<N5$:rz$?bNhjg-JG<

?0i`rw.7h&H7FOJj^;s#

IPv6 (K<-c9HO5]<H5lF$^;s# (K<-c9H&"Il9K\3^?Ow.9k3HOG

-^;s#
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= 12. IPv6 N)sv`H=NFA (3-)

IPv6 ^kA-c9HO5]<H5lF$^;s# ^kA-c9H&G<?0i`rw.^?Ou.9k3H

OG-^;s#

iSeries [9H&F<VkO"IPv6 "Il9r5]<H7

F$^;s#

getaddrinfo() API *hS getnameinfo() API O"[9

H&F<VkG IPv6 "Il9r+D1k3H,G-^;

s#3liN API O"DNS G"Il9r+D1k3H

7+G-^;s#

gethostbyname() API *hS gethostbyaddr() API

O"IPv4 "Il9rhN_5]<H7F$^9#

IPv6 "Il9rh,,WJlgKO"getaddrinfo() API

H getnameinfo() API rHQ7^9#

AF_UNIX ������	�����

AF_UNIX "Il9&U!_j< (AF_UNIX ^?O AF_UNIX_CCSID "Il9&U!_j<rHQ9k

=1CH) KO"3M/7gs? (SOCK_STREAM ?$W) ^?O3M/7gsl9? (SOCK_DGRAM

?$W) ,"j^9#3N 2 DN?$WO>}Hb"2 DNWm;9r\39k0tL.Xt,J$NG

.j-,"j^9#

UNIX Ia$s&G<?0i`&=1CHO UDP G<?0i`&=1CHHO[Jk/-r7^9#79

F`,+0*K$HQN]<HVfrdjvFk?a"UDP G<?0i`&=1CHGO"/i$"s

H&Wm0i`, bind() XtrFSP9,WO"j^;s#5<P<O]<HVfKG<?0i`rw.

7V93H,G-^9#?@7"UNIX Ia$s&G<?0i`&=1CHrHQ9kH"79F`O/i

$"sHK+0*KQ9>rdjvF^;s#=3G"UNIX Ia$s&G<?0i`rHQ9k9YFN

/i$"sH&Wm0i`O"bind() XtrFSP5J1lPJj^;s#/i$"sHN bind() KX

j5l?5NJQ9>O"5<P<KO5lkbNG9#hCF"/i$"sH,jPQ9> (h,K /

G$~5lF$kQ9>) rXj9klgO"=l,18=TG#l/Hj<GBT7F$J$Bj"5<

P<O/i$"sHKG<?0i`rw.9k3HOG-^;s#

"Wj1<7gs,3N"Il9&U!_j<KHQG-kQ9>NcH7F"/tmp/myserver ^?O

servers/thatserver ,s2il^9#servers/thatserver GO"04$~GOJ$Q9> (/ ,Xj5lF$J

$) KJj^9#D^j"U!$k&79F`,XGN`\Nm1<7gsO=TnHG#l/Hj<KX

"7F=L5l^9#

m: U!$k&79F`NQ9>O NLS =5lF$^9#

J<N^O"AF_UNIX "Il9&U!_j<N/i$"sH/5<P<X8r=7^9#AF_UNIX "Il

9&U!_j<rHQ9kD-N_jKX9k\YO"X=1CH&Wm0i_s0N0sroYr2H7

F/@5$#
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=1CHN$YsHNUm<: AF_UNIX "Il9&U!_j<rHQ9k5<P<&"Wj1<7gs

Xc: AF_UNIX "Il9&U!_j<rHQ9k5<P<&"Wj1<7gsYO"J<NXtFSP7

N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

UNIX "Il9&U!_j<H9Hj<`&His9]<H (SOCK_STREAM) rHQ9k3Hb(7

^9#XtO"<@r=9=1CH-RRra7^9#5iK"socketpair() XtrHQ7F UNIX

=1CHri|=9k3HbG-^9#

AF_UNIX ^?O AF_UNIX_CCSID O#l"socketpair() Xtr5]<H7F$k"Il9&U!_

j<G9# socketpair() XtO">0,J/\35lF$k 2 DN=1CH-RRra7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

UNIX Ia$s SOCKET NM<`&9Z<9OQ9>G=.5lF$^9#=1CH&Wm0i`,

bind() XtrFSP9H"U!$k&79F`&G#l/Hj<K`\,n.5l^9#Q9>,9G

K8_9klg"bind() O:T7^9#=3G"UNIX Ia$s SOCKET Wm0i`,oK unlink()
XtrFSP7F"*;~KG#l/Hj<N`\r|n9k,W,"j^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#3NcGO"P

C/m0, 10 K_j5lF$^9#3lO"TATsK~lil?e.\3, 10 DKJkH"79

F`,e.Warq]9kh&KJkH$&3HG9#

4. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#3NcGO"/i$"sH

, 250 P$HNG<?rw.7F/k3H,,+CF$kbNH7^9#3lr'^(F"

SO_RCVLOWAT =1CH&*W7gsrHQ7"250 P$HNG<?,9YF~e9k^G recv()
,&'$/"CW7J$h&KXjG-^9#
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5. send() Xt,"/i$"sHKG<?rwjV7^9#

6. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

7. unlink() Xt,"UNIX Q9>rU!$k&79F`+i|n7^9#

=1CHN$YsHNUm<: AF_UNIX "Il9&U!_j<rHQ9k/i$"sH&"Wj1<7g

s

Xc: AF_UNIX "Il9&U!_j<rHQ9k/i$"sH&"Wj1<7gsYO"J<NXtFS

P7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

UNIX "Il9&U!_j<H9Hj<`&His9]<H (SOCK_STREAM) rHQ9k3Hb(7

^9#XtO"<@r=9=1CH-RRra7^9#5iK"socketpair() XtrHQ7F UNIX

=1CHri|=9k3HbG-^9#

AF_UNIX ^?O AF_UNIX_CCSID O#l"socketpair() Xtr5]<H7F$k"Il9&U!_

j<G9# socketpair() XtO">0,J/\35lF$k 2 DN=1CH-RRra7^9#

2. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

3. send() Xt,"5<P<&"Wj1<7gsN SO_RCVLOWAT =1CH&*W7gsKXj5lF

$k 250 P$HNG<?rw.7^9#

4. 250 P$HNG<?,4t~e9k^G"recv() Xt,k<W7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

�: AF_UNIX ������	������������������


3NcO"AF_UNIX "Il9&U!_j<QN5sWk&5<P<G9#AF_UNIX "Il9&U!_j

<O">N"Il9&U!_j<H18=1CHFSP7N?/rHQ7^9#?@7"5<P<&"Wj

1<7gsr1L9k?aKQ9>=$rHQ9kH$&@,[JCF$^9#J<N5sWk&Wm0i

`GO"AF_UNIX "Il9&U!_j<rHQ7F$^9#3<IcNHQKD$FO"X3<INC-

v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides code for aserver application that uses */
/* AF_UNIX address family */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length;
char buffer[BUFFER_LENGTH];
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struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/

do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
strcpy(serveraddr.sun_path, SERVER_PATH);

rc = bind(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().¥n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;

}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
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/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{
}

printf("%d bytes of data were received¥n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the¥n");
printf("data was sent¥n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/
/* Remove the UNIX path name from the file system */
/***********************************************************************/
unlink(SERVER_PATH);

}

�: AF_UNIX ������	����������
��������


3NcO"AF_UNIX "Il9&U!_j<QN5sWk&/i$"sH&"Wj1<7gsG9#

AF_UNIX "Il9&U!_j<O">N"Il9&U!_j<H18=1CHFSP7N?/rHQ7^

9#?@7"5<P<&"Wj1<7gsr1L9k?aKQ9>=$rHQ9kH$&@,[JCF$^

9#J<N5sWk&Wm0i`GO"AF_UNIX "Il9&U!_j<rHQ7F"5<P<XN/i$

"sH\3rn.7^9#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides code for a client application that uses */
/* AF_UNIX address family */
/**************************************************************************/
/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
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#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

/* Pass in 1 parameter which is either the */
/* path name of the server as a UNICODE */
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
if (argc > 1)

strcpy(serveraddr.sun_path, argv[1]);
else

strcpy(serveraddr.sun_path, SERVER_PATH);

/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("connect() failed");
break;
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}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection¥n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)
close(sd);

}

AF_UNIX_CCSID ������	�����

AF_UNIX_CCSID "Il9&U!_j<&=1CHNEMO"AF_UNIX "Il9&U!_j<&=1CH

NEMH18G9#3liO"3M/7gs?^?O3M/7gsl9?KHQG-"1l79F`eGL

.rT(kh&K7^9#\YKD$FO"XAF_UNIX "Il9&U!_j<NHQYr2H7F/@5

$#
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AF_UNIX_CCSID "Wj1<7gsrh}9k0K"POA0r=L9k?aK Qlg_Path_Name_T =

$K:L7F$k,W,"j^9#\YKD$FO"Information Center NVAPI ReferenceWNXPath

name structuresYr2H7F/@5$#

PO"Il9=$ (accept()"getsockname()"getpeername()"recvfrom()"*hS recvmsg() +ia

5lkbNJI) rh}9klg""Wj1<7gsO=1CH&"Il9=$ (sockaddr_unc) r4Y

F"=NA0r=L9k,W,"j^9#sunc_format *hS sunc_qlg U#<kIKhCF"Q9>NP

OA0,h^j^9#7+7"=1CHO""Wj1<7gs,~O"Il9GHQ7?NH18Mr,:

7bPOGHQ9ko1GO"j^;s#

=1CHN$YsHNUm<: AF_UNIX_CCSID "Il9&U!_j<rHQ9k5<P<&"Wj1<

7gs

Xc: AF_UNIX_CCSID "Il9&U!_j<rHQ9k5<P<&"Wj1<7gsYO"J<NXtF

SP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

UNIX_CCSID "Il9&U!_j<H9Hj<`&His9]<H (SOCK_STREAM) rHQ9k3H

b(7^9#5iK"socketpair() XtrHQ7F UNIX =1CHri|=9k3HbG-^9#

AF_UNIX ^?O AF_UNIX_CCSID O"#l socketpair() Xtr5]<H7F$k"Il9&U!_

j<G9#socketpair() XtO">0,J/\35lF$k 2 DN=1CH-RRra7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

UNIX Ia$s SOCKET NM<`&9Z<9OQ9>G=.5lF$^9#=1CH&Wm0i`,

bind() XtrFSP9H"U!$k&79F`&G#l/Hj<K`\,n.5l^9#Q9>,9G
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K8_9klg"bind() O:T7^9#=3G"UNIX Ia$s SOCKET Wm0i`,oK unlink()
XtrFSP7F"*;~KG#l/Hj<N`\r|n9k,W,"j^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9# 3NcGO"P

C/m0, 10 K_j5lF$^9#3lO"TATsK~lil?e.\3, 10 DKJkH"79

F`,e.Warq]9kh&KJkH$&3HG9#

4. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#

5. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#3NcGO"/i$"sH

, 250 P$HNG<?rw.7F/k3H,,+CF$kbNH7^9#3lr'^(F"

SO_RCVLOWAT =1CH&*W7gsrHQ7"250 P$HNG<?,9YF~e9k^G recv()
,&'$/"CW7J$h&KXjG-^9#

6. send() Xt,"/i$"sHKG<?rwjV7^9#

7. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

8. unlink() Xt,"UNIX Q9>rU!$k&79F`+i|n7^9#

=1CHN$YsHNUm<: AF_UNIX_CCSID "Il9&U!_j<rHQ9k/i$"sH&"Wj

1<7gs

Xc: AF_UNIX_CCSID "Il9&U!_j<rHQ9k/i$"sH&"Wj1<7gsYO"J<NX

tFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

UNIX "Il9&U!_j<H9Hj<`&His9]<H (SOCK_STREAM) rHQ9k3Hb(7

^9#XtO"<@r=9=1CH-RRra7^9#5iK"socketpair() XtrHQ7F UNIX

=1CHri|=9k3HbG-^9#

AF_UNIX ^?O AF_UNIX_CCSID O"#l socketpair() Xtr5]<H7F$k"Il9&U!_

j<G9# socketpair() XtO">0,J/\35lF$k 2 DN=1CH-RRra7^9#

2. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

3. send() Xt,"5<P<&"Wj1<7gsN SO_RCVLOWAT =1CH&*W7gsKXj5lF

$k 250 P$HNG<?rw.7^9#

4. 250 P$HNG<?,4t~e9k^G"recv() Xt,k<W7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

�: AF_UNIX_CCSID ������	������������������


J<N5sWk&Wm0i`GO"AF_UNIX_CCSID "Il9&U!_j<rHQ7F$^9#3<Ic

NHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides code for a server application for */
/* AF_UNIX_CCSID address family. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/unc.h>

/**************************************************************************/
/* Constants used by this program */
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/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length;
char buffer[BUFFER_LENGTH];
struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sunc_family = AF_UNIX_CCSID;
serveraddr.sunc_format = SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID = 500;
serveraddr.sunc_qlg.Path_Type = QLG_PTR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);
serveraddr.sunc_path.p_unix = SERVER_PATH;

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)
{

perror("listen() failed");
break;

}
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printf("Ready for client connect().¥n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive. */
/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{

perror("accept() failed");
break;

}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));
if (rc < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
break;

}

printf("%d bytes of data were received¥n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the¥n");
printf("data was sent¥n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
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/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/
/* Remove the UNIX path name from the file system */
/***********************************************************************/
unlink(SERVER_PATH);

}

�: AF_UNIX_CCSID ������	����������
��������




J<N5sWk&Wm0i`GO"AF_UNIX_CCSID "Il9&U!_j<rHQ7F$^9#3<Ic

NHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This sample program provides code for a client application for */
/* AF_UNIX_CCSID address family. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <wcstr.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/unc.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"
#define BUFFER_LENGTH 250
#define FALSE 0

/* Pass in 1 parameter which is either the */
/* path name of the server as a UNICODE */
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;
char buffer[BUFFER_LENGTH];
struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies that the UNIX_CCSID */
/* address family with the stream transport (SOCK_STREAM) will be */
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/* used for this socket. */
/********************************************************************/
sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sunc_family = AF_UNIX_CCSID;
if (argc > 1)
{

/* The argument is a UNICODE path name. Use the default format */
serveraddr.sunc_format = SO_UNC_DEFAULT;
wcscpy(serveraddr.sunc_path.wide, (wchar_t *) argv[1]);

}
else
{

/* The local #define is CCSID 500. Set the Qlg_Path_Name to use */
/* the character format */
serveraddr.sunc_format = SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID = 500;
serveraddr.sunc_qlg.Path_Type = QLG_CHAR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);
strcpy((char *)&serveraddr.sunc_path, SERVER_PATH);

}
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
bytesReceived = 0;
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while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection¥n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
}

AF_TELEPHONY ������	�����

EC"Il9&U!_j< (AF_TELEPHONY "Il9&U!_j<rHQ9k=1CH) O"8`*J=

1CH API rHQ9k ISDN s~MCHo</rL8F"f<6<,LCr+O (@$dk) *hS0;

(~z) 9kNrvD7^9#3NIa$sGN\3N<@rA.9k=1CHO"B]KLCNu.T (u

0<@) Hw.T (h0<@) KJj^9#AF_TELEPHONY "Il9OGg 40 e (0 A 9) NECVf

G"sockaddr_tel "Il9=$K^^l^9#

AF_TELEPHONY =1CHO"3M/7gs? (?$W SOCK_STREAM) =1CHH7FN_5]<H5

lF$^9#3liN=1CHKO">N3M/7gs?WmH3kNbNH`w7?;^sF#/9*h

SXt,"j^9#gJjc@O"ECIa$sGN\3N.j-O"pWHJkEC\3N.j-hjb

c$H$&3HG9#]Z5l?[w,,WJlgO""Wj1<7gs&lYkG (?H(P"3NU!

_j<rHQ9k FAX "Wj1<7gsG) =N3HrT&,W,"j^9#^?""&H&*V&Ps

I&G<?N50O"EC"Il9&U!_j<GO5]<H5lF$^;s#

AF_TELEPHONY =1CHrMCHo</ECuV (@}*KOEC) KX"U1J1lP"\3r+O^

?O0;G-^;s#3NX"U1rT&KO"ioctl() 3^sI"SIOCSTELRSC (ECj=<9N_j)

rHQ7F/@5$#3N3^sIr/T9k0K"3liNuVr=.7FHQD=K7F*/,W,"

j^9#

SIOCSTELRSC ioctl() FSP7rT&0K""Wj1<7gsOuV>rrh9k,W,"j^9#uV

>r79F`&]$s?<Krh7"3N]$s?<r SIOCSTELRSC 3^sIN~OH7FHQ9k,

W,"j^9#

=1CH,/m<:5lk^G"uVO=N=1CHKX"U1il?^^G9#GeK"#tNuVr 1

DN=1CHKX"U1k3HbG-^9##tNuVr 1 DN=1CHKX"U1lP""Wj1<7

gsO=li#tNuVGTolkFSP7r 1 DN=1CH+i listen *hS~zG-^9#
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J<N^O"AF_TELEPHONY "Il9&U!_j<GHQ5lk=1CHFSP7NX8r(7^9#

AF_UNIX "Il9&U!_j<rHQ9kD-N_jKX9k\YO"X=1CH&Wm0i_s0N0

sroYr2H7F/@5$#

=1CHN$YsHNUm<: AF_TELEPHONY "Il9&U!_j<rHQ9k/i$"sH

Xc: AF_TELEPHONY \3Nn.YO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#

2. =1CHruVKX"U1k,W,"j^9#=N?aK"uV>r79F`&]$s?<Krh7"

WaN=$Kq-~_rT$^9# ioctl() Xtr/T7"uVH79F`&]$s?<rX"U1^

9#

3. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

4. send() Xt,"w.PCU!<NbFr/i$"sHKw.7^9#

5. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#

6. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

=1CHN$YsHNUm<: AF_TELEPHONY "Il9&U!_j<rHQ9k5<P<&"Wj1<

7gs

Xc: AF_TELEPHONY \3Nu1~lYO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#

2. =1CHruVKX"U1k,W,"j^9#=N?aK"uV>r79F`&]$s?<Krh7"

WaN=$Kq-~_rT$^9# ioctl() Xtr/T7"uVH79F`&]$s?<rX"U1^

9#
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3. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

4. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#

5. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9#

6. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#

7. send() Xt,"w.PCU!<NbFr/i$"sHKw.7^9#

8. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

�: AF_TELEPHONY �����

Wm0i`O"ECIa$s&=1CHrp7F_$KL.G-^9#J<N3<IrHQ7F"=1CH

,/i$"sHHN\3rN)G-kh&K7^9#3<IcNHQKD$FO"X3<INC-v`Yr

2H7F/@5$#

/**************************************************************************/
/* This sample program provides code to make AF_TELEPHONY connections. */
/**************************************************************************/

#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions */
#include <miptrnam.h> /* Pointer types */

#include <sys/socket.h> /* Sockets */
#include <nettel/tel.h> /* Telephony address family */
#include <errno.h> /* Error codes */
#include <sys/ioctl.h> /* Error codes */

int main() {
/******************************************************************/
/* Miscellaneous declares */
/******************************************************************/
int xSock, xRC, xLength;

/******************************************************************/
/* Resolve device name to system pointer */
/******************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="FRED "; /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/******************************************************************/
/* Socket address structure */
/******************************************************************/
struct sockaddr_tel xAddr;

/******************************************************************/
/* Buffers */
/******************************************************************/
char pSendBuffer[1024];
char pRecvBuffer[1024];

/******************************************************************/
/* Open a socket */
/******************************************************************/
xSock = socket(AF_TELEPHONY,SOCK_STREAM,0);
if (xSock<0) {
perror("socket() failed");
return(-1);
}

/******************************************************************/
/* Associate the socket with a device */
/* ...resolve the device name to a system pointer */
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/* ...fill in the structure for this request */
/* ...issue the ioctl to perform the association */
/******************************************************************/
memset(&xTemp,0x00,sizeof(xTemp));
memcpy(xTemp.Obj.Name, pName, 30);
xTemp.Obj.Type_Subtype = WLI_DEVD;
xTemp.Auth = _AUTH_NONE;
_RSLVSP2(&pDev,&xTemp);

memset(&xResource,0x00,sizeof(xResource));
xResource.trCount=1;
xResource.trResourceList=&pDev;

xRC=ioctl(xSock,SIOCSTELRSC,&xResource);
if (xRC<0) {

perror("ioctl() failed");
close(xSock);
return(-1);

}

/******************************************************************/
/* Connect to a remote resource (dial a call) */
/******************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_len=11;
memcpy(xAddr.stel_addr.t_addr,"18005551212",11);
xRC=connect(xSock,(struct sockaddr*)&xAddr,sizeof(xAddr));
if (xRC<0) {

perror("connect() failed");
close(xSock);
return(-1);

}

/******************************************************************/
/* Send the contents of the send buffer */
/******************************************************************/
xRC=send(xSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");
close(xSock);
return(-1);

}

/******************************************************************/
/* Receive a reply */
/******************************************************************/
xRC=recv(xSock,pRecvBuffer,1024,0);
if (xRC<0) {

perror("recv() failed");
close(xSock);
return(-1);
}

/******************************************************************/
/* All done, close and return */
/******************************************************************/
close(xSock);
return(0);

}

�: AF_TELEPHONY ������	

AF_TELEPHONY "Il9&U!_j<O"ECVfrHQ7F=1CHr1L9k"Wj1<7gsG

HQ5l^9#3N"Il9&U!_j<O"gKU!/7_j&"Wj1<7gsGHQ5l^9#Wm
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0i`O"ECIa$s&=1CHrp7F_$KL.G-^9#J<N3<IrHQ7F"=1CH,5

<P<+iN\3ru1~lilkh&K7^9#3<IcNHQKD$FO"X3<INC-v`Yr2

H7F/@5$#

/**************************************************************************/
/* This sample program provides code to accept AF_TELEPHONY connections. */
/**************************************************************************/
#include <stdio.h> /* String Functions */
#include <string.h> /* String Functions */
#include <miptrnam.h> /* Pointer types */

#include <sys/socket.h> /* Sockets */
#include <nettel/tel.h> /* Telephony address family */
#include <errno.h> /* Error codes */
#include <sys/ioctl.h> /* Error codes */

int main() {

/*********************************************************************/
/* Micellaneous declares */
/*********************************************************************/
int xSock,xNewSock,xRC,xLength;

/*****************************************************************/
/* Resolve device name to system pointer data areas */
/*****************************************************************/
_SYSPTR pDev; /* System pointer to device */
_RSLV_Template_T xTemp; /* Template for resolve */
char pName[]="GEORGE "; /* Device name */
struct TelResource xResource; /* SIOCSTELRSC structure */

/*****************************************************************/
/* Socket address structure */
/*****************************************************************/
struct sockaddr_tel xAddr;

/*****************************************************************/
/* Buffers */
/*****************************************************************/
char pSendBuffer[1024];
char pRecvBuffer[1024];

/******************************************************************/
/* Open a socket */
/******************************************************************/
xSock = socket(AF_TELEPHONY,SOCK_STREAM,0);
if (xSock<0) {

perror("socket() failed");
return(-1);

}

/*****************************************************************/
/* ...first, resolve the device name to a system pointer */
/* ...next, fill in the structure for this request */
/* ...finally, issue the ioctl to perform the association */
/*****************************************************************/
memset(&xTemp,0x00,sizeof(xTemp));
memcpy(xTemp.Obj.Name, pName, 30);
xTemp.Obj.Type_Subtype = WLI_DEVD;
xTemp.Auth = _AUTH_NONE;
_RSLVSP2(&pDev,&xTemp);

memset(&xResource,0x00,sizeof(xResource));
xResource.trCount=1;
xResource.trResourceList=&pDev;

xRC=ioctl(xSock,SIOCSTELRSC,&xResource);
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if (xRC<0) {
perror("ioctl() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Bind to a local number (using TELADDR_ANY means to accept */
/* calls for any number in the inbound connection list’s entries)*/
/*****************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xAddr.stel_family=AF_TELEPHONY;
xAddr.stel_addr.t_len=TELADDR_LEN;
memcpy(xAddr.stel_addr.t_addr,TELADDR_ANY,TELADDR_LEN);
xRC=bind(xSock,(struct sockaddr*)&xAddr,sizeof(xAddr));
if (xRC<0) {

perror("bind() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Listen for incoming calls */
/*****************************************************************/
xRC=listen(xSock,5);
if (xRC<0) {

perror("listen() failed");
close(xSock);
return(-1);

}
/*****************************************************************/
/* Accept an incoming call */
/*****************************************************************/
memset(&xAddr,0x00,sizeof(xAddr));
xLength = sizeof(xAddr);
xNewSock=accept(xSock,(struct sockaddr*)&xAddr,&xLength);
if (xNewSock<0) {

perror("accept() failed");
close(xSock);
return(-1);

}

/*****************************************************************/
/* Receive some data */
/*****************************************************************/
xRC=recv(xNewSock,pRecvBuffer,1024,0);
if (xRC<0) {

perror("recv() failed");
close(xSock);
close(xNewSock);
return(-1);

}

/*****************************************************************/
/* Send a reply */
/*****************************************************************/
xRC=send(xNewSock,pSendBuffer,1024,0);
if (xRC<0) {

perror("send() failed");
close(xSock);
close(xNewSock);
return(-1);

}

/*****************************************************************/
/* All done, close both sockets and return */
/*****************************************************************/
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close(xSock);
close(xNewSock);
return(0);

}
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J<NHTC/GO"=1CHH=N!=}!NlL*Jb@hjb5iK\YJ=1CHNH%50KD

$Fb@7^9#3liNHTC/GO"hjg,OG#(JMCHo</QN=1CH&"Wj1<7g

sr_W9k}!rb@7^9#J<NF50O"P~9k5sWk&Wm0i`Kjs/7F$^9#

v s1|~PO

v ;-e"&=1CH

v /i$"sH SOCKS 5]<H

v 9lCI&;<UF#

v sVmC-s0~PO

v .f

v IP ^kA-c9F#s0

v U!$k&G<?>w ] send_file() *hS accept_and_recv()

v "&H&*V&PsI&G<?

v ~PO?E= ] select()

v =1CH&MCHo</Xt

v Ia$s&M<`&79F` (DNS) 5]<H

v BSD HN_9-

v Wm;9VGN-RRNu1O7 ] sendmsg() *hS recvmsg()

������

s1|~PO API O"9lCI=5l?/i$"sH&5<P<&bGkK"bYJ1~~PO*hSa

bj<z(Nh$~POrBT9k?aN}!rs!7^9#J0N9lCI=5l?/i$"sH/5<

P<&bGkGO"lLK 2 DN~PObGk,Q$ilF$^7?#1 D\NbGkGO"1 DN/i

$"sH\3KD- 1 DN9lCIrlQKdjvFF$^7?#3N 1 D\NbGkOCq9k9lC

INt,?9."9j<W*hS&'$/"CWN39H,+Jj++k3H,"j^7?#2 D\NbG

kGO"?/N/i$"sH\3N;CHKP7F select() API r/T9k3HKhCF"^?n0D=

/i$"sH\3^?OWar9lCIKQ$9k3HKhj"9lCINt,G.BK5l^9# 3N

2 D\NbGkGO"J_NF*rr*r^?O^</9k,W,"j"i9nHNL,+Jj?/Jk3

H,"j^9#

s1|~POH*<P<iCW~POGO"f<6<&"Wj1<7gsK)f,aC?eGf<6<&P

CU!<HNVGG<?rdjhj9k3HKhj"3li 2 DN8ls^,rh5l^9#s1|~P

OO"G<?NI_hj,D=KJkH"^?O\3GG<?>wN`w,D=JuVKJkH"3liN

o<+<&9lCIKLN7^9#

s1|~PONx@

v 79F`&j=<9rhjz(*KHQ9k#

f<6<&PCU!<Hdjhj9kG<?&3T<O"War+O9k"Wj1<7gsHs1|G

Tol^9#3NBTh}KhCF"#tNWm;C5<,z(*KHQG-kh&KJj"G<?~

e~K79F`&PCU!<,FHQN?aKr|5lkNG"?/NlgZ<8s0(,~15l^

9#

v Wm;9/9lCINTA~V,G;KJk#
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v /i$"sHWaK5<S9r(~Ks!9k#

v 9j<W*hS&'$/"CWN39Hr?Q7F/J/9k#

v VP<9H-"Wj1<7gsWrz(*Kh}9k#

v hj%l?91<iSjF#<rs!9k#

v g,OJG<?>wNGbz(*Jh}}!rs!9k#

QsoStartRecv() API N fillBuffer Ui0O"s1|~POr0;9k0K"gLNG<?rM@9kh

&K*Zl<F#s0&79F`KLN7^9#gLNG<?rlYNs1|`nGw.9k3HbG

-^9#

v ,WJ9lCINtrG.BK9k#

v *W7gsG?$^<rH$"3N`n,s1|G0;9k^GNGg~VrXjG-k#_j5l?

~VKOCF/i$"sH\3N"$IkuV,3/H"5<P<O3N\3r/m<:7^9#s1

|?$^<rH&3HKhj"5<P<,3N~V)Br]93H,G-kh&KJj^9#

v gsk_secure_soc_startInit() API rHQ7F";-e"&;C7gsrs1|K+O9k#

= 13. s1|~PO API

Xt b@

gsk_secure_soc_startInit() SSL D-*hS;-e"&;C7gsK_j5l?0-

rHQ7F";-e"&;C7gsNM47(<7gsr

s1|K+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G?$W,

SOCK_STREAM N=1CHN_G9#

gsk_secure_soc_startRecv() ;-e"&;C7gsGs1|u.`nr+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G?$W,

SOCK_STREAM N=1CHN_G9#

gsk_secure_soc_startSend() ;-e"&;C7gsGs1|w.`nr+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G?$W,

SOCK_STREAM N=1CHN_G9#

QsoCreateIOCompletionPort() 0;s1|*<P<iCW~PO`nQN&LT!@rn

.7^9# QsoCreateIOCompletionPort() XtO"T

!@r=9]<H&OsIkra7^9#3NOsIk

O"s1|*<P<iCW~PO`nr+O9k?aK"

QsoStartRecv()"QsoStartSend()"QsoStartAccept()"
gsk_secure_soc_startRecv()"^?O
gsk_secure_soc_startSend() XtGXj7^9#3N

OsIkO"X"9k~PO0;]<HG$YsHrLN

9k?aK"QsoPostIOCompletion() H&KHQ9k3

HbG-^9#

QsoDestroyIOCompletionPort() ~PO0;]<HrK~7^9#

QsoWaitForIOCompletionPort() 0;*<P<iCW~PO`nrTA^9#~PO0;]

<HO3NT!@r=7^9#

QsoStartAccept() s1|u1~l`nr+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G?$W,

SOCK_STREAM N=1CHN_G9#
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= 13. s1|~PO API (3-)

QsoStartRecv() s1|u.`nr+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G?$W,

SOCK_STREAM N=1CHN_G9#

QsoStartSend() s1|w.`nr+O7^9#

m: 3N API ,5]<H9kNO""Il9&U!_j

<, AF_INET ^?O AF_INET6 G=1CH&?$W,

SOCK_STREAM N=1CHN_G9#

QsoPostIOCompletion() "Wj1<7gs,"?i+NXt^?Oh0,/87?

3Hr0;]<HrLNG-kh&K7^9#

s1|~PONEH_

"Wj1<7gsO"QsoCreateIOCompletionPort() API rHQ7F~PO0;]<Hrn.7^9#3

N API O"s1|~POWaN0;r918e<k7FT!9k?aKHQG-kOsIkra7^9#

"Wj1<7gsO"~PO0;]<H&OsIkrXj7F"~OXt^?OPOXtr+O7^9#~

PON0;~K"u7psH"Wj1<7gsjANOsIk,"Xj7?~PO0;]<HKLN5l^

9#~PO0;]<HXNLNKhCF"*=i/?t"kT!fN9lCIN&AN 1 D@1,&'$

/"CW5l^9#"Wj1<7gsO"J<ru.7^9#

v 5NWaGs!5l?PCU!<

v =NPCU!<Hdjhj7Fh}5l?G<?N95

v 0;7?~PO`nN?$WN=(

v i|~POWaGO5l?"Wj1<7gsjANOsIk

3N"Wj1<7gs&OsIkO"1K/i$"sH\3r1L9k=1CH-RRG"klgb"l

P"/i$"sH\3NuVKD$FN-OJps,~CF$k9Hl<8rX9]$s?<G"klgb

"j^9#`n,0;7F"Wj1<7gs&OsIk,O5l?NG"o<+<&9lCIO/i$"s

H\3r0;9k?aN!N9FCWrhj7^9#3liN0;s1|`nrh}9ko<+<&9lC

IO"1 DN/i$"sHWa@1K4+5lkNGOJ/"5^6^J/i$"sHWarh}7^9#

f<6<&PCU!<Hdjhj9k3T<O"5<P<&Wm;9Hs1|G/89kNG"/i$"s

HWaNT!~VO:/7^9#3lO"#tNWm;C5<,"k79F`GOx@,"j^9#

s1|~POrHQ9k1cJ5<P<&bGkNcKD$FO"Xc: s1|~PO API NHQYr2

H7F/@5$#

��������

=_"OS/400 O iSeries G;-e"&=1CH&"Wj1<7gsrn.9k?aN 2 DN}!r5]<

H7F$^9#SSL_API *hS 0m<Pk&;-e"&D<k-CH (GSKit) API O"*<WsJL.

MCHo</ (?$F$NlgO$s?<MCH) GNL.Wi$P7<rs!7^9#3liN API

O"/i$"sH/5<P<&"Wj1<7gs,p0"-Q"aC;<8N6$JIr4[;:KL.G

-kh&K9k3Hr\*H7F_W5l?jJG9#IAib5<P<//i$"sH'Zr5]<H7

F*j"IAiN"Wj1<7gsb Secure Sockets Layer (SSL) WmH3krHQG-^9#?@7"

GSKit API ,9YFN IBM ERserver WiCHU)<`G5]<H5lF$kNKP7F"SSL_ API O

OS/400 *Zl<F#s0&79F`G-NbNG9#WiCHU)<`r^?$GNBKj_?QG-k

h&";-e"&=1CH\3QN"Wj1<7gsr+/9kH-KO"GSKit API rHQ9k3Hr

*+a7^9#
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3liN API KD$FO"=l>lJ<NHTC/r2H7F/@5$#

v 0m<Pk&;-e"&D<k-CH (GSKit) API

v SSL_API

X;-e"&=1CH API N(i<&3<I&aC;<8YHTC/KO";-e"&=1CH API G

88kD=-N"klL*J(i<&3<I&aC;<8,-\5lF$^9#

;-e"&=1CHN5b

Secure Sockets Layer (SSL) WmH3kO5h Netscape KhCF+/5l?bNG"j"Aw)fWmH

3k (TCP) Nh&J.j-Nb$His9]<HNGetGHQ7""Wj1<7gsK;-e"L.r

s!9k3Hr\*H7?,X=WmH3kG9#;-e"L.r,WH9k?/N"Wj1<7gsK

O"HTTP"FTP"SMTP"TELNET JI,"j^9#

lLK"SSL P~N"Wj1<7gsO"SSL sP~N"Wj1<7gsHOLN]<HrHQ9k,W

,"j^9#?H(P"SSL P~NVi&6<O"″HTTP″ GOJ/ ″HTTPs″ GO^k URL rHQ7

F"SSL P~N HTTP 5<P<K"/;97^9#[HsINlg"″HTTPs″ H$& URL O"8`N

HTTP 5<P<,HQ9k]<H 80 GOJ/"5<P<&79F`N]<H 443 XN\3r*<Ws7

h&H7^9#

#tNP<8gsN SSL WmH3k,jA5lF$^9#G7P<8gsN Transport Layer Security

(TLS) P<8gs 1.0 O"SSL P<8gs 3.0 rg}K"CW0l<I7?bNG9#iSeries G-N

SSL_API Gb GSKit API Gb"TLS P<8gs 1.0"SSL P<8gs 3.0 HN_9-,"k TLS P<

8gs 1.0"SSL P<8gs 3.0"SSL P<8gs 2.0"*hSP<8gs 2.0 H_9-N"k SSL P<

8gs 3.0 ,5]<H5lF$^9#TLS P<8gs 1.0 N\YKD$FO"Internet Engineering Task

Force (IETF) RFC 2246 NXTransport Layer SecurityY r2H7F/@5$#

���������� ����� (GSKit) API
0m<Pk&;-e"&D<k-CH (GSKit) O""Wj1<7gsr SSL =G-kh&K9kWm0i

^Vk&$s?<U'<9N;CHG9#SSL_API H1MK"GSKit API rHQ9lP"=1CH&"W

j1<7gs&Wm0i`+i SSL *hS TLS XtK"/;9G-^9#7+7"GSKit API O"#t

N IBM ERserver WiCHU)<`G5]<H5lF*j"0RN SSL_ API hjWm0i_s0,FW

G9#C(F";-e"&=1CH&;C7gsNs1|$s9?s9rn.9k?aN77$ GSKit

API ,IC5lF$^9#3N API O"e.Wa,?tG#tN8gV,,WKJklgK"#tN/i

$"sHrh}9k?aN;-e"\3rs!7^9#?@7"3N API O OS/400 G-NbNG"j"

>N ERserver WiCHU)<`K\"G-^;s#

m: 3liN API ,5]<H9kNO""Il9&U!_j<, AF_INET ^?O AF_INET6 G?$W

, SOCK_STREAM N=1CHN_G9#

J<N=G"GSKit API rb@7^9#

= 14. 0m<Pk&;-e"&D<k-CH API

Xt b@

gsk_attribute_get_buffer() ;-e"&;C7gs^?O SSL D-KD$FNCjN

8z9Hjs0ps (Z@q9H"&U!$k"Z@q9

H"&Q9o<I""Wj1<7gs ID"EfJI) r

~j7^9#
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= 14. 0m<Pk&;-e"&D<k-CH API (3-)

gsk_attribute_get_cert_info() ;-e"&;C7gs^?O SSL D-QN5<P<Z@

q^?O/i$"sHZ@qKD$FNCjNpsr~j

7^9#

gsk_attribute_get_enum_value() ;-e"&;C7gs^?O SSL D-QNCjNss?

G<?NMr~j7^9#

gsk_attribute_get_numeric_value() ;-e"&;C7gs^?O SSL D-KD$FNCjN

tMpsr~j7^9#

gsk_attribute_set_buffer() Xj7?PCU!<0-r"Xj7?;-e"&;C7g

s^?O SSL D-bNMK_j7^9#

gsk_attribute_set_enum() Xj7?ss??$W0-r";-e"&;C7gs^?

O SSL D-bNss?MK_j7^9#

gsk_attribute_set_numeric_value() ;-e"&;C7gs^?O SSL D-QNCjNtMp

sr_j7^9#

gsk_environment_close() SSL D-r/m<:7"=ND-KX"9k9YFN9

Hl<8rr|7^9#

gsk_environment_init() ,\0-N_jeK SSL D-ri|_j7^9#

gsk_environment_open() ]I7Fe3N gsk FSP7GHQ9k,WN"k SSL

D-OsIkra7^9#

gsk_secure_soc_close() ;-e"&;C7gsr/m<:7"=N;-e"&;C

7gsN9YFNX"j=<9rr|7^9#

gsk_secure_soc_init() SSL D-*hS;-e"&;C7gsK_j5l?0-

rHQ7F";-e"&;C7gsrM47(<7gs7

^9#

gsk_secure_soc_misc() ;-e"&;C7gsQNFoXtrBT7^9#

gsk_secure_soc_open() ;-e"&;C7gsQN9Hl<8r~j7"0-NG

U)kHMr_j7"]I7F;-e"&;C7gsKX

"7?XtFSP7GHQ9k,WN"kOsIkra7

^9#

gsk_secure_soc_read() ;-e"&;C7gs+iG<?ru.7^9#

gsk_secure_soc_startInit() SSL D-*hS;-e"&;C7gsK_j5l?0-

rHQ7F";-e"&;C7gsNM47(<7gsr

s1|K+O7^9#

gsk_secure_soc_write() ;-e"&;C7gsGG<?rq-~_^9#

gsk_secure_soc_startRecv() ;-e"&;C7gsGs1|u.`nr+O7^9#

gsk_secure_soc_startSend() ;-e"&;C7gsGs1|w.`nr+O7^9#

gsk_strerror() (i<&aC;<8*hS GSK API NFSP7Ga5

l?ajMr-R9k"X"7?F-9H&9Hjs0r

hjP7^9#

=1CH*hS GSKit API rHQ9k"Wj1<7gsKO"J<NWG,^^lF$^9#

1. =1CH-RRr~j9k?aN socket() XNFSP7#

2. SSL D-XNOsIkr~j9k?aN gsk_environment_open() XNFSP7#

3. SSL D-N0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFSP7#/J

/Hb"GSK_OS400_APPLICATION_ID M^?O GSK_KEYRING_FILE Mr_j9k?aN"

h 7 O =1CHN50 63
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gsk_attribute_set_buffer() XNFSP7#IAi+l}NMN_r_j7^9#

GSK_OS400_APPLICATION_ID MrHQ9k3Hrd)7^9# gsk_attribute_set_enum() rHQ

7F""Wj1<7gs (/i$"sH^?O5<P<) N?$W (GSK_SESSION_TYPE) b,:_j

7F/@5$#

4. gsk_environment_init() XNFSP7#3NFSP7O"SSL rh}9k?aN3ND-ri|_j

7"3ND-rHQ7FBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7

^9#

5. \3rh0=5;k?aN=1CHFSP7#3NFSP7O"connect() rFSP7F/i$"s

H&Wm0i`N?aK\3rh0=5;?j"bind()"listen()"*hS accept() rFSP7Fe.

\3Waru1~lkh&5<P<rHQD=K7^9#

6. ;-e"&;C7gsXNOsIkr~j9k?aN gsk_secure_soc_open() XNFSP7#

7. ;-e"&;C7gsN0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFS

P7#/J/Hb"CjN=1CHr3N;-e"&;C7gsKX"U1k?aN

gsk_attribute_set_numeric_value() XNFSP7#

8. EfQia<?<N SSL OsI7'</&M47(<7gsr+O9k?aN

gsk_secure_soc_init() XNFSP7#

m: LoO"5<P<&Wm0i`, SSL OsI7'</K,WJZ@qrs(7J$H"L.O.

y7^;s#^?5<P<O"5<P<Z@qKX"7?k)0H"Z@q,]I5lF$k-

<&G<?Y<9&U!$kX"/;9G-J1lPJj^;s#lgKhCFO"SSL OsI

7'</h}fK/i$"sHbZ@qrs(7J1lPJiJ$3Hb"j^9#=&JkN

O"/i$"sH,\37F$k5<P<G"/i$"sH'Z,HQD=K5lF$klgG

9# gsk_attribute_set_buffer(GSK_OS400_APPLICATION_ID) ^?O

gsk_attribute_set_buffer(GSK_KEYRING_FILE) API O"OsI7'</fKHQ5lkZ@q

*hSk)0N~jhN-<&G<?Y<9&U!$kr (=l>l[Jk}!G) 1L7^9#

9. G<?rwu.9k?aN gsk_secure_soc_read() *hS gsk_secure_soc_write() XNFSP

7#

10. ;-e"&;C7gsr*;9k?aN gsk_secure_soc_close() XNFSP7#

11. SSL D-r/m<:9k?aN gsk_environment_close() XNFSP7#

12. \3=1CHrK~9k?aN close() XNFSP7#

GSKit API rHQ9k"J<N5sWk&Wm0i`r2H7F/@5$#

v c: s1|G<?u.rHQ9k GSKit ;-e"&5<P<

v c: s1|OsI7'</rHQ9k GSKit ;-e"&5<P<

v c: 0m<Pk&;-e"&D<k-CH (GSKit) API KhCF;-e"&/i$"sHrN)9k

SSL_API
SSL_ API rHQ9kH"Wm0i^<O iSeries eG;-e"&=1CH&"Wj1<7gsrn.G-

^9#GSKit API HO[Jj"SSL_ API O OS/400 79F`G-NbNKa.^;s#!N=G"

OS/400 BuG5]<H5lF$k 9 DN SSL_API rb@7^9#Information Center N API psKj9

H5lF$kD9N API N\YrNkKO"=l>lNjs/rHQ7F/@5$#

= 15. SSL_API

Xt b@

SSL_Create() Xj5l?=1CH-RR, SSL 5]<Hr@ilkh

&K7^9#

64 iSeries: =1CH&Wm0i_s0
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= 15. SSL_API (3-)

SSL_Destroy() Xj5l? SSL ;C7gsG SSL 5]<Hr*;5;

^9#

SSL_Handshake() SSL OsI7'</&WmH3kr+O7^9#

SSL_Init() SSL N=T8gVri|_j7"=T8gVN SSL ;-

ejF#<psr_j7^9#

m: SSL rHQ9kKO"^: SSL_Init() ^?O
SSL_Init_Application() API rWm;9GBT9k,W

,"j^9#

SSL_Init_Application() SSL N=T8gVri|_j7"=T8gVN SSL ;-

ejF#<psr_j7^9#

m: SSL rHQ9kKO"^: SSL_Init() ^?O
SSL_Init_Application() API rWm;9GBT9k,W

,"j^9#

SSL_Read() SSL P~=1CH-RR+iG<?ru.7^9#

SSL_Write() SSL P~=1CH-RRKG<?rq-~_^9#

SSL_Strerror() SSL BT~(i<&aC;<8rhjP7^9#

SSL_Perror() SSL (i<&aC;<8ru~7^9#

=1CH*hS SSL_API rHQ9k"Wj1<7gsKO"J<NWG,^^lF$^9#

v =1CH-RRr~j9k?aN socket() XNFSP7#

v FSP7 SSL_Init() ^?O SSL_Init_Application()#3NFSP7O"SSL h}QN8gVD-ri

|_j7"=T8gVGBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7^

9#IAi+l}N API N_rHQ7^9# SSL_Init_Application() API rHQ9k3Hrd)7^

9#

v \3rh0=5;k?aN=1CHFSP7#3NFSP7O"connect() rFSP7F/i$"s

H&Wm0i`N?aK\3rh0=5;?j"bind()"listen()"*hS accept() rFSP7Fe.\

3Waru1~lkh&5<P<rHQD=K7^9#

v \3=1CH, SSL 5]<Hr@ilkh&K9k?aN SSL_Create() XNFSP7#

v EfQia<?<N SSL OsI7'</&M47(<7gsr+O9k?aN SSL_Handshake() X
NFSP7#

m: LoO"5<P<&Wm0i`, SSL OsI7'</K,WJZ@qrs(7J$H"L.O.y

7^;s#^?5<P<O"5<P<Z@qKX"7?k)0H"Z@q,]I5lF$k-<&G

<?Y<9&U!$kX"/;9G-J1lPJj^;s#lgKhCFO"SSL OsI7'</

h}fK/i$"sHbZ@qrs(7J1lPJiJ$3Hb"j^9#=&JkNO"/i$"

sH,\37F$k5<P<G"/i$"sH'Z,HQD=K5lF$klgG9#SSL_Init()
^?O SSL_Init_Application() API O"OsI7'</fKHQ5lkZ@q*hSk)0N~j

hN-<&G<?Y<9&U!$kr (=l>l[Jk}!G) 1L7^9#

v G<?rwu.9k?aN SSL_Read() *hS SSL_Write() XNFSP7#

v =1CHKP9k SSL 5]<HrHQTDK9k?aN SSL_Destroy() XNFSP7#

v \3=1CHrK~9k?aN close() XNFSP7#

3liN SSL_ API rHQ9k5sWk&Wm0i`KD$FO"J<r2H7F/@5$#

v c: SSL_API KhCF;-e"&5<P<rN)9k
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v c: SSL_API KhCF;-e"&/i$"sHrN)9k

�������� API �!�������"���#

J<N;-e"&=1CHN(i<&3<I&aC;<8Npsr+kKO"J<NvArBT7F/@5

$#

1. 3^sITG"!Nh&K~O7^9#

DSPMSGD RANGE(XXXXXXX)

33G"XXXXXXX Oaj3<INaC;<8 ID G9#?H(P"aj3<I, 3 @C?lg"!N

h&K~O7^9#

DSPMSGD RANGE(CPDBCB9)

2. 1 r*r7F"aC;<8&F-9Hr=(7^9#

= 16. ;-e"&=1CH API N(i<&3<I&aC;<8

aj3<I aC;<8 ID jt>

0 CPCBC80 GSK_OK

4 CPCBC80 GSK_INSUFFICIENT_STORAGE

502 CPE3406 GSK_WOULD_BLOCK

1 CPDBCA1 GSK_INVALID_HANDLE

2 CPDBCB3 GSK_API_NOT_AVAILABLE

3 CPDBCB9 GSK_INTERNAL_ERROR

5 CPDBC95 GSK_INVALID_STATE

107 CPDBC98 GSK_KEYFILE_CERT_EXPIRED

201 CPDBCA4 GSK_NO_KEYFILE_PASSWORD

202 CPDBCB5 GSK_KEYRING_OPEN_ERROR

301 CPDBCA5 GSK_CLOSE_FAILED

402 CPDBC81 GSK_ERROR_NO_CIPHERS

403 CPDBC82 GSK_ERROR_NO_CERTIFICATE

404 CPDBC84 GSK_ERROR_BAD_CERTIFICATE

405 CPDBC86 GSK_ERROR_UNSUPPORTED_CERTIFICATE_TYPE

406 CPDBC8A GSK_ERROR_IO

407 CPDBCA3 GSK_ERROR_BAD_KEYFILE_LABEL

408 CPDBCA7 GSK_ERROR_BAD_KEYFILE_PASSWORD

409 CPDBC9A GSK_ERROR_BAD_KEY_LEN_FOR_EXPORT

410 CPDBC8B GSK_ERROR_BAD_MESSAGE

411 CPDBC8C GSK_ERROR_BAD_MAC

412 CPDBC8D GSK_ERROR_UNSUPPORTED

414 CPDBC84 GSK_ERROR_BAD_CERT

415 CPDBC8B GSK_ERROR_BAD_PEER

417 CPDBC92 GSK_ERROR_SELF_SIGNED

420 CPDBC96 GSK_ERROR_SOCKET_CLOSED

421 CPDBCB7 GSK_ERROR_BAD_V2_CIPHER

422 CPDBCB7 GSK_ERROR_BAD_V3_CIPHER
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= 16. ;-e"&=1CH API N(i<&3<I&aC;<8 (3-)

428 CPDBC82 GSK_ERROR_NO_PRIVATE_KEY

501 CPDBCA8 GSK_INVALID_BUFFER_SIZE

601 CPDBCAC GSK_ERROR_NOT_SSLV3

602 CPDBCA9 GSK_MISC_INVALID_ID

701 CPDBCA9 GSK_ATTRIBUTE_INVALID_ID

702 CPDBCA6 GSK_ATTRIBUTE_INVALID_LENGTH

703 CPDBCAA GSK_ATTRIBUTE_INVALID_ENUMERATION

705 CPDBCAB GSK_ATTRIBUTE_INVALID_NUMERIC

6000 CPDBC97 GSK_OS400_ERROR_NOT_TRUSTED_ROOT

6001 CPDBCB1 GSK_OS400_ERROR_PASSWORD_EXPIRED

6002 CPDBCC9 GSK_OS400_ERROR_NOT_REGISTERED

6003 CPDBCAD GSK_OS400_ERROR_NO_ACCESS

6004 CPDBCB8 GSK_OS400_ERROR_CLOSED

6005 CPDBCCB GSK_OS400_ERROR_NO_CERTIFICATE_AUTHORITIES

6007 CPDBCB4 GSK_OS400_ERROR_NO_INITIALIZE

6008 CPDBCAE GSK_OS400_ERROR_ALREADY_SECURE

6009 CPDBCAF GSK_OS400_ERROR_NOT_TCP

6010 CPDBC9C GSK_OS400_ERROR_INVALID_POINTER

6011 CPDBC9B GSK_OS400_ERROR_TIMED_OUT

6012 CPCBCBA GSK_OS400_ASYNCHRONOUS_RECV

6013 CPCBCBB GSK_OS400_ASYNCHRONOUS_SEND

6014 CPDBCBC GSK_OS400_ERROR_INVALID_OVERLAPPEDIO_T

6015 CPDBCBD GSK_OS400_ERROR_INVALID_IOCOMPLETIONPORT

6016 CPDBCBE GSK_OS400_ERROR_BAD_SOCKET_DESCRIPTOR

6017 CPDBCBF GSK_OS400_ERROR_CERTIFICATE_REVOKED

6018 CPDBC87 GSK_OS400_ERROR_CRL_INVALID

6019 CPCBC88 GSK_OS400_ASYNCHRONOUS_SOC_INIT

0 CPCBC80 5oJaj3<I

-1 CPDBC81 SSL_ERROR_NO_CIPHERS

-2 CPDBC82 SSL_ERROR_NO_CERTIFICATE

-4 CPDBC84 SSL_ERROR_BAD_CERTIFICATE

-6 CPDBC86 SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE

-10 CPDBC8A SSL_ERROR_IO

-11 CPDBC8B SSL_ERROR_BAD_MESSAGE

-12 CPDBC8C SSL_ERROR_BAD_MAC

-13 CPDBC8D SSL_ERROR_UNSUPPORTED

-15 CPDBC84 SSL_ERROR_BAD_CERT (-4 K^CW)

-16 CPDBC8B SSL_ERROR_BAD_PEER (-11 K^CW)

-18 CPDBC92 SSL_ERROR_SELF_SIGNED

-21 CPDBC95 SSL_ERROR_BAD_STATE

-22 CPDBC96 SSL_ERROR_SOCKET_CLOSED
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= 16. ;-e"&=1CH API N(i<&3<I&aC;<8 (3-)

-23 CPDBC97 SSL_ERROR_NOT_TRUSTED_ROOT

-24 CPDBC98 SSL_ERROR_CERT_EXPIRED

-26 CPDBC9A SSL_ERROR_BAD_KEY_LEN_FOR_EXPORT

-91 CPDBCB1 SSL_ERROR_KEYPASSWORD_EXPIRED

-92 CPDBCB2 SSL_ERROR_CERTIFICATE_REJECTED

-93 CPDBCB3 SSL_ERROR_SSL_NOT_AVAILABLE

-94 CPDBCB4 SSL_ERROR_NO_INIT

-95 CPDBCB5 SSL_ERROR_NO_KEYRING

-97 CPDBCB7 SSL_ERROR_BAD_CIPHER_SUITE

-98 CPDBCB8 SSL_ERROR_CLOSED

-99 CPDBCB9 SSL_ERROR_UNKNOWN

-1009 CPDBCC9 SSL_ERROR_NOT_REGISTERED

-1011 CPDBCCB SSL_ERROR_NO_CERTIFICATE_AUTHORITIES

-9998 CPDBCD8 SSL_ERROR_NO_REUSE

���
� SOCKS �$��

iSeries O"SOCKS P<8gs 4 rHQ9k3HKhj"SOCK_STREAM =1CH&?$WrXj7?

AF_INET "Il9&U!_j<rHQ9kWm0i`,"U!$"&)<kN0&N79F`eGBT5

lF$k5<P<&Wm0i`HL.G-kh&K7^9#U!$"&)<kHO"MCHo</I}T,

;-e"btMCHo</Hs;-e"0tMCHo</HNVKV/bYJ;-e"&[9HN3HG

9#lLK"=Nh&JMCHo</=.GO";-e"&[9H+is;-e"&MCHo</XH"^

?O=NUXHP)Xj5lkL.OvD5l^;s#U!$"&)<keKV+lk proxy 5<P<

O";-e"&[9HHs;-e"&MCHo</HNVG,WHJkI}rgu7^9#

;-e"btMCHo</bN[9HGBT5lk"Wj1<7gsO"+iNWarU!$"&)<kN

proxy 5<P<Kw.9k3HKhCF"U!$"&)<k^GJS2<H7J1lPJj^;s#=lr

u1F"proxy 5<P<O=liNWars;-e"&MCHo</eNB5<P<K>w7^9#^?"

w.5[9HN"Wj1<7gsK~zra93HbG-^9# proxy 5<P<NlL*JcO"HTTP

proxy 5<P<G9# proxy 5<P<O"HTTP /i$"sHN?aK"J<Nh&Jt?/N?9/r

BT7^9#

v proxy 5<P<O"0t79F`+ibtMCHo</r#7^9#

v proxy 5<P<O"0t79F`Khk>\"/;9+i[9Hr]n7^9#

v proxy 5<P<O",ZK_W*hS=.5lF$lP"0t+iNG<?rU#k?<K]1k3H,

G-^9#

HTTP proxy 5<P<O"HTTP /i$"sHN_r7$^9#

1 DNU!$"&)<kG#tN proxy 5<P<rBT9kLNlL*J}!O"SOCKS 5<P<H7

FNilk"hjxGJ proxy 5<P<rBT9k3HG9# SOCKS 5<P<O"=1CH API rH

Q7FN)5l? TCP /i$"sH\3KP7F"proxy H7FNrdrL?93H,G-^9# iSeries

/i$"sH SOCKS 5]<HNg-Jx@O"/i$"sH&3<Ir4/Q97J/Fb"/i$"

sH&"Wj1<7gs, SOCKS 5<P<K)a*K"/;9G-k3HG9#
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J<N^O"lL*JU!$"&)<kN[Vr(7F$^9#U!$"&)<kKO"HTTP

proxy"Telnet proxy"SOCKS proxy ,V+lF$^9#$s?<MCHeN5<P<K"/;99k;-

e"&/i$"sHN?aK"2 DN TCP \3,L9KHQ5lF$k3HKmU7F/@5$# 1 D

O;-e"&[9H+i SOCKS 5<P<XH"b& 1 DOs;-e"&MCHo</+i SOCKS 5<

P<XH\35lF$^9#

SOCKS 5<P<rHQ9k?aKO";-e"&/i$"sH&[9HGJ<N 2 DN"/7gsrB

T7J1lPJj^;s#

1. SOCKS 5<P<N=.#IBM O 2000 / 2 n 15 |K"SOCKS 5<P<N5]<Hrs!9kU!

$"&)<k iSeries Q (5769-FW1) O"=_N V4R4 rGeKJ_O!=/=rToJ$3Hr/=

7^7?#

2. ;-e"&/i$"sH&79F`K*$F"/i$"sH&79F`N SOCKS 5<P<Kw.5l

k9YFN"&HP&sI&/i$"sH TCP \3rjA7^9#;-e"&/i$"sHN

SOCKS =.`\O"iSeries Access 95 ^?O Windows NT® N iSeries *Zl<7gs&JS2<?

<!=NVSOCKSW?VrHQ7F=.G-^9#VSOCKSW?VKO";-e"&/i$"sH&7

9F`r/i$"sH SOCKS 5]<HQK=.9klgKr)DXkW,"j^9#

/i$"sH SOCKS 5]<Hr=.9kKO"J<rBT7^9#

a. iSeries JS2<?<G"ViSeries/400 5<P<W]>VMCHo</W]>VTCP/IP =.WH8+

7^9#

b. VTCP/IP =.Wr&/jC/7^9#

c. VWmQF#<Wr/jC/7^9#

d. VSOCKSW?Vr/jC/7^9#

e. \3psrVSOCKSWZ<8K~O7^9#
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m: ;-e"&/i$"sH SOCKS =.G<?O";-e"&/i$"sH&[9H&79F`K"

ki$Vij< QUSRSYS N U!$k QASOSCFG K]I5l^9#

=.,0;9kH"79F`O SOCKS Z<8GXj5l? SOCKS 5<P<X"CjN"&HP&sI

\3r+0*Kw.7^9#79F`,+0*KT&NG"/i$"sH&"Wj1<7gsKQ9rC(

k,WO"j^;s#3l,Waru.9kH"SOCKS 5<P<Os;-e"&MCHo</bN5<P

<KP7FLDN TCP/IP \3rN)7^9#=l+i SOCKS 5<P<O"bt TCP/IP \3H0t

TCP/IP \3NVGG<?r>w7^9#

m: s;-e"&MCHo</eNjb<H&[9HO>\ SOCKS 5<P<K\37^9,";-e

"&/i$"sHK>\"/;99k3HOG-^;s#

33^GO";-e"&/i$"sH+iw.5lkV"&HP&sIWTCP \3N_rb@7^7?#

/i$"sH SOCKS 5]<HO"SOCKS 5<P<KU!$"&)<krP39k$sP&sI\3Wa

rvD5;k3HbG-^9#;-e"&/i$"sH+i Rbind() FSP7rP;P"3NL.,D=

KJj^9# Rbind() ,`nrT(kh&K9k?a";-e"&/i$"sHO9GK connect() FS

P7r/TQ_G"=NFSP7NkL"SOCKS 5<P<rp7?"&HP&sI\3,TolF$k,

W,"j^9# Rbind() $sP&sI\3O"connect() ,N)7?"&HP&sI\3,8hK7F$

?NH18 IP "Il9+iNbNGJ1lPJj^;s#

J<O""Wj1<7gsKP7F)a*J SOCKS 5<P<H"=1CHXt,INh&KPC9k+

r,+jd9/(7?bNG9#3NcGO"FTP /i$"sH, bind() XtNeojK"Rbind() Xt

1rFSP7F$^9#3NFSP7rT&?aKO" __Rbind WjWm;C5< #define (bind() r
Rbind() H7FjA9k) rHQ7F FTP /i$"sH&3<IrF3sQ$k7^9#LN}!H7

F""Wj1<7gs,X"9k=<9&3<IG Rbind() r@(*K3<G#s09k3HbG-^

9#"Wj1<7gs, SOCKS 5<P<+iN$sP&sI\3r,WH7J$lgO"Rbind() rH

Q7J$G/@5$#

m:

1. FTP /i$"sHO Rbind() rHQ7^9#3lO"FTP /i$"sH+iNU!$k^?OG<?

Nw.WaK~(k?a"FTP WmH3kO FTP 5<P<,G<?\3rN)G-kh&K9k+i

G9#

2. SOCKS 5<P<O FTP /i$"sHHNG<?\3rN)7"FTP /i$"sHH FTP 5<P<N

VGG<?rw.7^9#[HsIN SOCKS 5<P<O"5<P<,ljN~V@1;-e"&/i

$"sHK\39kNrvD7^9#5<P<,=N~VbK\37J$lgO"accept() G(i<

ECONNABORTED ,a5l^9#

3. FTP /i$"sHO"s;-e"&MCHo</XN"&HP&sI TCP \3r SOCK 5<P<P

3G+O7^9# FTP /i$"sH, connect() GXj9k8h"Il9O"s;-e"&MCHo<

/KV+lF$k FTP 5<P<N IP "Il9*hS]<HG9#;-e"&[9H&79F`O

SOCKS Z<8+i=.5lF$^9#3lKhj"3N\3r SOCKS 5<P<+iw.G-^9#

=.,0;9kH"79F`O SOCKS Z<8GXj5l? SOCKS 5<P<X\3r+0*Kw.7

^9#

4. =1CH,*<Ws5l"$sP&sI TCP \3rN)9k?aN Rbind() ,FSP5l^9#N)

,0;9kH"3N$sP&sI\3Oe-GXj7?NH188h"&HP&sI IP "Il9+i

\37^9#189lCIKD$FO"SOCKS 5<P<rp9k"&HP&sI\3H$sP&sI

\3OPKJCF$J1lPJj^;s#@$9(lP"9YFN Rbind() $sP&sI\3O"

SOCKS 5<P<rHQ7?"&HP&sI\3N>eKBT5lJ1lPJi:"3N9lCIKX

89ks SOCKS p~\3O"Rbind() ,BT5lk0KT&3HOG-^;s#

5. getsockname() O SOCKS 5<P<N"Il9ra7^9#=1CHO"SOCKS 5<P<+i*r7

?]<HHPKJCF$k SOCKS 5<P< IP "Il9K@}*KP$sI5l^9#3NcGO"
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"Il9O)f\3=1CH CTLed KhCF"s;-e"&MCHo</KV+lF$k FTP 5<

P<Xw.5l^9# 3lO FTP 5<P<,\35lF$k"Il9G9# FTP 5<P<O

SOCKS 5<P<K\35l^9,">\;-e"&[9HK\35lk3HO"j^;s#

6. SOCKS 5<P<O FTP /i$"sHHNG<?\3rN)7"FTP /i$"sHH FTP 5<P<N

VGG<?rw.7^9#[HsIN SOCKS 5<P<O"5<P<,ljN~V@1;-e"&/i

$"sHK\39kNrvD7^9#5<P<,=N~VbK\37J$lgO"accept() G(i<

ECONNABORTED ,a5l^9#

��������%&

1lWm;9bN#tN9lCIG1~K+OG-lP"=NXtO9lCI&;<UG"kH+J;^

9#Xt,9lCI&;<UG"kNO"=NXt,FSP99YFNXtb9lCI&;<UG"klg

N_G9#=1CH API O"79F`XtHMCHo</Xt (>}Hb9lCI&;<U) G=.5l

F$^9#

>0NvxK _r ,U$F$k9YFNMCHo</Xtb`w7?;^sF#/9r}A"9lCI&;

<UG9#9lCI&;<UN=1CH API rHQ9k5sWk&Wm0i`KD$FO"Xc:

gethostbyaddr_r() rHQ7?9lCI&;<U&MCHo</&k<AsYr2H7F/@5$#

=N>N resolver k<AsO_$K9lCI&;<UG9,"=liO _res G<?=$rHQ7^9#3

NG<?=$O"1 DNWm;9N9YFN9lCIVG&Q5l"j>kP<FSP7NVK"Wj1<

7gsKhCFQ99k3H,G-^9# resolver k<AsrHQ9k5sWk&Wm0i`KD$F

O"Xc: DNS N97*hSHqYr2H7F/@5$#

�'���
����

"Wj1<7gs,=1CH~OXtN 1 Dr/T7"I_hkG<?,J$lg"Xt,VmC/=

7"I_hkG<?,G-k^Gaj^;s#1MK"G<?r(~Kw.G-J$lg""Wj1<7g

sO=1CHPOXtrVmC/G-^9#G**K connect() *hS accept() O"Q<HJ<NWm

0i`HN\3NN)rT!7F$kVKVmC/G-^9#

=1CHO""Wj1<7gs&Wm0i`,"VmC/=9kXtr/T7FYdJ/Xt,akh&K

9k}!rs!7^9#3lO"O_NONBLOCK Ui0r*sK9k?aK fcntl() rFSP9+"

FIONBIO Ui0r*sK9k?aK ioctl() rFSP93HKhCFTol^9#sVmC-s0&b<

IrBT9kH"Xt,VmC/=;:K0;G-J$lgO"XtO(~Kaj^9# connect() ,
[EINPROGRESS] HloKak3H,"j^9#3lO"\3,+OQ_G"k3Hr(7^9#

select() rHQ7F\30;~r=L9k3H,G-^9# sVmC/&b<IGNBTKFAru1k

>N9YFNXtKD$FO"[EWOULDBLOCK] H$&(i<&3<I,"FSP7,.y7J+C?

3Hr(7^9#

J<N=1CHXtGsVmC-s0rHQG-^9#

v accept()

v connect()

v gsk_secure_soc_read()

v gsk_secure_soc_write()

v read()

v readv()

v recv()
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v recvfrom()

v recvmsg()

v send()

v send_file()

v send_file64()

v sendmsg()

v sendto()

v SSL_Read()

v SSL_Write()

v write()

v writev()

sVmC-s0~POrHQ9k5sWk&Wm0i`KD$FO"Xc: sVmC-s0~PO*hS

select()Yr2H7F/@5$#

��

"Wj1<7gs&Wm0i`O""Wj1<7gs,++okro,/89kH-K"s1|KLN9k

3HrWa (79F`,.frw.9kh&KWa) G-^9#=1CH,"Wj1<7gsKw.9ks

1|.fO"2 D"j^9#

1. SIGURG O""&H&*V&PsI (OOB) G<?r5]<H9k=1CHG OOB G<?,u.5l

?H-Kw.5lk.fG9#?H(P"AF_INET "Il9&U!_j<G SOCK_STREAM ?$W

N=1CHO"SIGURG .frw.9kh&KroU1k3H,G-^9#

2. SIGIO O""ifk?$WN=1CHGLoNG<?"OOB G<?"(i<ro"=N>[HsI9

YFN3H,/87?H-Kw.5lk.fG9#

"Wj1<7gsO".fNw.r79F`KWa9k0K".fNu.rh}G-k3HrN'9k,W

,"j^9#3lO".fOsIi<r_j9k3HKhCFBT7^9#.fOsIi<r_j9k}!

N 1 DK"sigaction() FSP7r/T9k}!,"j^9#

"Wj1<7gsO"!N}!N 1 DrHQ7F"79F`K SIGURG .frw.9kh&KWa7^

9#

v fcntl() FSP7r/T7"F_SETOWN 3^sIrHQ7F"Wm;9 ID ^?OWm;9&0k<W

ID rXj9k#

v ioctl() FSP7r/T7"FIOSETOWN ^?O SIOCSPGRP 3^sI (Wa) MrXj9k#

"Wj1<7gsO"SIGIO .fr 2 J,Gw.9kh&KWa7^9#GiK"SIGURG .fKD$

Fe-Gb@7?h&K"Wm;9 ID "k$OWm;9&0k<W ID r_j7J1lPJj^;s#

3lO""Wj1<7gs,I3X.fr>w7?$+r79F`KLN9k?aG9#!K""Wj1<

7gsO!N&ANIAi+rBT7J1lPJj^;s#

v fcntl() FSP7r/T7"FASYNC Ui0rU1F F_SETFL 3^sIrXj9k#

v ioctl() FSP7r/T7"FIOASYNC 3^sIrXj9k#

3N9FCWO"SIGIO .fr8.9kh&79F`KWa7^9#3liN9FCWO$UNgxGB

TG-^9#^?"listen fN=1CHG"Wj1<7gs,3liNWarP9lgKO"WaG_j7

?MO"accept() Xt+i"Wj1<7gsKa5lk9YFN=1CHKQ55lk3HKbmU7F
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/@5$#9JoA"7?Ku1U1?=1CHb"SIGIO .fNw.KX9kpsH1MK"18Wm

;9 ID "k$O18Wm;9&0k<W ID r}D3HKJj^9#

=1CHO"(i<roKX9k1|.fr8.9k3HbG-^9#"Wj1<7gs,=1CHXtN

errno H7F [EPIPE] ru1hkH-OoK" SIGPIPE .fb errno Mru1hk?arP7?Wm;

9K>w5l^9#BSD BuNGU)kHGO" SIGPIPE .fKhj"errno Mru1hC?Wm;9

O*;7^9#OS/400 N0Njj<9HN_9-r]}9k?aK"OS/400 GO" SIGPIPE .fN5k

H$&GU)kHN0nrHQ7^9#3lKhCF"70JkXtrIC7Fb"{8N"Wj1<7g

s,-FAru1k3HO"j^;s#

=1CHXtGVmC/5lF$kWm;9K.f,>w5lkH"3NXtO [EINTR] errno MH&K

TAuV+iaj""Wj1<7gsN70Jk&OsIi<,BTG-kh&KJj^9#3l,/89

kXtOJ<NH*jG9#

v accept()

v connect()

v read()

v readv()

v recv()

v recvfrom()

v recvmsg()

v select()

v send()

v sendto()

v sendmsg()

v write()

v writev()

.fO".fKhCF(5lkro,B]KI3K8_9k+r(9=1CH-RRr""Wj1<7g

s&Wm0i`KOs!7J$H$&@KmU9k3HOEWG9#7?,CF"3Nh&K""Wj1<

7gs&Wm0i`,#tN=1CH-RRrHQ7F$klg"-RRr]<js09k+"k$O"

select() FSP7rHQ7FJ<.f,u.5l?+r=G9k,W,"j^9#

.frHQ9k5sWk&Wm0i`KD$FO"Xc: VmC/==1CH API GN.fNHQYr2

H7F/@5$#

IP (�)�*�%&
�
IP ^kA-c9F#s0O"MCHo</K"k[9HN0k<W,u.G-k""Wj1<7gsKh

k1lN IP G<?0i`Nw.rD=K7^9#0k<WK"k[9HO"1lN5VMCHKos9k

lgb"^kA-c9H!=N"kk<?<,\39k[Jk5VMCHKLV9klgb"j^9#[9

HO$DGb0k<WKkg7?j,%7?jG-^9#[9H&0k<WGNasP<NLVdtKD$

FO")BO"j^;s#224.0.0.1 +i 239.255.255.255 NOON/i9 D N IP "Il9O"[9H&

0k<Wr1L7^9#

=_O"AF_INET "Il9&U!_j<G7+ IP ^kA-c9F#s0rHQG-^;s#
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"Wj1<7gs&Wm0i`O"=1CH API *hS3M/7gsl9? SOCK_DGRAM ?$W&=

1CHrHQ9k3HKhj^kA-c9H&G<?0i`rwu.G-^9#^kA-c9HO"lP?

NAw}0G9#^kA-c9HKO"?$W SOCK_STREAM N3M/7gs?=1CHrHQ9k3

HOG-^;s#?$W SOCK_DGRAM N=1CH,n.5lkH""Wj1<7gsO setsockopt()
XtrHQ7F"3N=1CHKX"9k^kA-c9HC-r)f9k3H,G-^9#setsockopt()
XtO"J<N IPPROTO_IP lYk&Ui0ru1hj^9#

v IP_ADD_MEMBERSHIP: Xj5l?^kA-c9H&0k<Wrkg5;^9#

v IP_DROP_MEMBERSHIP: Xj5l?^kA-c9H&0k<WrP^9#

v IP_MULTICAST_IF: /.^kA-c9H&G<?0i`,w.5lk$s?<U'<9r_j7^9#

v IP_MULTICAST_TTL: /.^kA-c9H&G<?0i`KD$F IP XC@<N83~V (TTL) r_

j7^9#

v IP_MULTICAST_LOOP: /.^kA-c9H&G<?0i`N3T<,^kA-c9H&0k<WNa

sP<G"k+.jw.7F$k[9HKw#5lkh&K9k+I&+rXj7^9#

IP ^kA-c9F#s0NcKD$FO"J<NcXc: ^kA-c9F#s0NHQYr2H7F/@

5$#

�����+���� � send_file() 
�� accept_and_recv()
OS/400 N=1CHO send_file() *hS accept_and_recv() API rw(F$^9,"3lirHQ9l

P"\3=1CHKU!$krb.+DJ1K>wG-^9#3li 2 DN API O"Hypertext Transfer

Protocol (HTTP) 5<P<JINU!$kh}"Wj1<7gsGCKXxG9#

send_file() rHQ9lP"?C? 1 sN API FSP7G"U!$k&G<?r>\U!$k&79F`

+i\3=1CHXw.G-^9#

accept_and_recv() O"!N 3 DN=1CHXtNH_go;G9#9JoA"accept()"
getsockname()"*hS recv() N 3 DG9#

send_file() *hS accept_and_recv() API N5sWk&Wm0i`KD$FO"Xc: send_file() *hS

accept_and_recv() API rHQ7?U!$k&G<?N>wYr2H7F/@5$#

,��-'��
��+��

"&H&*V&PsI (OOB) G<?O"3M/7gs? (9Hj<`) =1CHKN_U#N"kf<6

<G-NG<?G9#9Hj<`&G<?O"lLKw.5l?gxGu.5l^9#OOB G<?O9H

j<`bNLVKX8J/ (*hSw.~NgxKX8J/) u.5l^9#3l,D=JNO"G<?,

Wm0i` A +iWm0i` B Kw.5lklg"Wm0i` B KG<?N~erLN9kh&K^

</U1ilF$k?aG9#

OOB G<?O"AF_INET (SOCK_STREAM) H AF_INET6 (SOCK_STREAM) G7+5]<H5lF$^

;s#

OOB G<?O send()"sendto()"*hS sendmsg() XtG MSG_OOB Ui0rXj9k3HKhjw

.5l^9#

OOB G<?NAwOLoNG<?NAwH18G9#PCU!js05l?G<?NeKw.5l^9#

D^j"OOB G<?,PCU!<K~lilkG<?hjb%h5lk3HOJ/"G<?Ow.gKA

w5l^9#
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u.&ND-Odd#(KJCF$^9#

v =1CH API ,"OOB ^<+<rHQ7F79F`Gu.5lk OOB G<?NHiC/r]}7^

9#OOB ^<+<O"w.5l? OOB G<?NG*P$HrX7^9#

m: OOB ^<+<,X7F$kP$Hr=9MO"79F`Np\K_j5lF$^9 (9YFN"W

j1<7gs,3NMrHQ7^9)#MO TCP \3Nm<+k<vHjb<H<vVGlW7F

$J1lPJj^;s#3NMrHQ9k=1CH&"Wj1<7gsO"/i$"sH&"Wj1

<7gsH5<P<&"Wj1<7gsVGlS7F=NMrHQ7J1lPJj^;s#OOB ^

<+<,X9P$HNQ9}!KD$FO"Information Center NXChange TCP Attributes

(CHGTCPA) commandYr2H7F/@5$#

SIOCATMARK ioctl() WaO"I_hj]$s?<,G* OOB P$HrX7F$k+I&+rhj7

^9#

m: OOB G<?N#t*+ls9,w.5lkH"OOB ^<+<OG**+ls9NG* OOB P$

HrX7^9#

v OOB G<?,$si$sGu.5lk+I&+K++oi:"OOB G<?,w.5lkH"~O`n

GG<?, OOB ^<+<^Gh}5l^9#

v (MSG_OOB Ui0,_j5lF$k) recv()"recvmsg()"^?O recvfrom() XtrHQ7F OOB

G<?ru.G-^9#u.XtN 1 D,0;7FJ<N$:l+,/-?lg"[EINVAL] (i<,

a5l^9#

– =1CH&*W7gsN SO_OOBINLINE ,_j5lF*i:"u.5lk OOB G<?,J$#

– =1CH&*W7gsN SO_OOBINLINE ,_j5lF$k#

=1CH&*W7gsN SO_OOBINLINE ,_j5lF*i:"w.Wm0i`, 1 P$Hr6(k5

$:N OOB G<?rw.7?lgO"G*P$HJ0N9YFNP$HOLoG<?G"kH+J5

l^9# (LoG<?HO"u.Wm0i`, MSG_OOB Ui0NXjJ7Gu.G-kG<?N3H

G9#) w.5l? OOB G<?NG*P$HO"LoG<?&9Hj<`KO]I5l^;s#3N

P$Hr!w9k#lN}!O" MSG_OOB Ui0,_j5lF$k recv()"recvmsg()"^?O
recvfrom() Xtr/T9kH$&}!G9# MSG_OOB Ui0,_j5l:Ku.Xt,/T5l"

LoG<?,u.5l?lg"OOB P$HOo|5l^9#^?"OOB G<?N#t*+ls9,w

.5l?lg"hN*+ls9N OOB G<?O:ol"G* OOB G<?&*+ls9N OOB G<

?NLV,-15l^9#

=1CH&*W7gsN SO_OOBINLINE r_j9kH"w.5l?9YFN OOB G<?,LoG<

?&9Hj<`K]I5l^9#G<?r!w9kKO"e-N 3 DNXtN&A 1 Dr MSG_OOB

Ui0r_j;:K/T7^9 (3NUi0rXj9kH"(i< [EINVAL] ,a5l^9)# OOB G

<?N#t*+ls9,w.5lklgO"OOB G<?O:ol^;s#

v SO_OOBINLINE r_j7F*i:"OOB G<?,9GKu.5lF$F"=Nef<6<,

SO_OOBINLINE r*sK_j9klgO"OOB G<?OK~5l^;s#GiN OOB P$HO"L

oG<?H+J5l^9#

v SO_OOBINLINE r_j7J$G OOB G<?,w.5l"u.Wm0i`,~OXtr/T7F OOB

G<?ru.7?lg"OOB ^<+<O-zN^^G9#OOB P$H,u.5lFb"u.Wm0i

`OI_hj]$s?<, OOB ^<+<K"k+I&+rA'C/G-^9#
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������ � select()
s1|~POKhCF""Wj1<7gs&j=<9r5iKz(*J}!GGgBKhQG-kNG"

select() API GOJ/"s1|~PO API rHQ9k3Hr*+a7^9#?@7"CjN"Wj1<7

gs_WKhCFO select() rHQG-^9#s1|~POH1MK select() O"1~K#tNroGT

!9k&L@rn.7^9#?@7"select() KhCF""Wj1<7gsO!N3HrT&?aKl"N

-RRrXj9k3H,G-^9#

v I_hkG<?,"k+I&+rN+ak#

v G<?rq-~ak+I&+rN+ak#

v c0ro,"k+I&+rN+ak#

=l>lN;CHKXjG-k-RRO"=1CH-RR"U!$k-RR"^?O-RRG=5lk>N

*V8'/HKJk3H,G-^9#

G<?,xQD=KJkNrTH&H9klg"select() XtKhCF"Wj1<7gs,XjG-^9#

"Wj1<7gsOIl/i$TDY-+Xj9k3H,D=G9#5sWk&Wm0i`KD$FO"

Xc: sVmC-s0~PO*hS select()Yr2H7F/@5$#

��������.����

=1CH&MCHo</XtrHQ7F""Wj1<7gs&Wm0i`O[9H"WmH3k"5<S

9"*hSMCHo</&U!$k+ipsrM@9k3H,G-^9#psKO">0""Il9"^?

OU!$kNg!"/;9KhCF"/;9G-^9#3liNMCHo</Xt (^?Ok<As) O"

#tNMCHo</bGBT5lkWm0i`VNL.r;CH"CW9klgO,\G"j"AF_UNIX

=1CHKhCFHQ5lk3HO"j^;s#3liND9NMCHo</Xtk<AsNWsKD$F

O"Information Center NVAPI ReferenceWHTC/NXSockets Network Functions (Routines)Yr2H7F

/@5$#

k<AsOJ<N3HrT$^9#

v [9H>rMCHo</&"Il9K^CW9k#

v MCHo</>rMCHo</VfK^CW9k#

v WmH3k>rWmH3kVfK^CW9k#

v 5<S9>r]<HVfK^CW9k#

v $s?<MCH&MCHo</&"Il9NP$H&*<@<rQ99k#

v IP "Il9*hSICH 10 J=-rQ99k#

resolver k<AsHFPlkl"Nk<As&0k<WOMCHo</&k<AsK^^lF$^9#3l

iNk<AsO"$s?<MCH&Ia$sGM<`&5<P<QNQ1CHrn."w."*hSra

7">0rrh9k?aKbHQ5l^9#resolver k<AsO"Lo"gethostbyname()"
gethostbyaddr()"getnameinfo()"*hS getaddrinfo() KhCFFSP5l^9,">\FSP93H

bD=G9#3liN resolver k<AsrHQ9kcKD$FO"Xc: gethostbyaddr_r() rHQ7?9l

CI&;<U&MCHo</&k<AsYr2H7F/@5$#resolver k<AsOgK"=1CH&"W

j1<7gsrp7FIa$s&M<`&79F` (DNS) K"/;99k?aKHQ5l^9#DNS G

=1CHrHQG-k}!N\YKD$FO"XIa$s&M<`&79F` (DNS) 5]<HYr2H7

F/@5$#
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�"�
���/���%/ (DNS) �$��

iSeries O"j>kP<Xtrp7FIa$s&M<`&79F` (DNS) K"/;99k"Wj1<7gs

rs!7^9#DNS KO"J<N 3 DNgJ=.WG,"j^9#

v Ia$s&M<`&9Z<9*hSj=<9&l3<I

Dj<=$>9Z<9*hS>0KX"7?G<?rXj7F$k#

v M<`&5<P<

Ia$s&Dj<=$KD$FNpsr]}7"psr_j9k5<P<&Wm0i`#M<`&5<

P<N\YKD$FO"Information Center NXDNSYHTC/r2H7F/@5$#

v j>kP<

/i$"sHWaKP9k~zK*$FM<`¥5<P<+iNpsrhjP9Wm0i`#

OS/400 BuGs!Nj>kP<O"M<`&5<P<HN\3rs!9k=1CHXtG9#3liNk

<AsrHQ9kH"Q1CHNn."w."97"ra"*hSQU)<^s9N?aN>0-cC7s

0NBTrT(^9#3liNk<AsO"ASCII +i EBCDIC XNQ9*hS EBCDIC +i ASCII

XNQ9rT&?aNXtbs!7^9#*W7gsG"j>kP<O DNS HN;-e"L.rT&?a

KHis6/7gsp> (TSIG) rHQ7^9#D9N resolver k<AsNWsKD$FO"Information

Center NVAPI ReferenceWHTC/NXSockets Network Functions (Routines)Yr2H7F/@5$#3N

js/KO"_res =$KD$FNpsb"j^9#_res =$KO"3liNk<AsGHQ5lk0m<

Pkps,~CF$^9#

Ia$s&M<`N\YKD$FO"J<N RFC r2H7F/@5$#3liO RFC !wZ<8K"j

^9#

v RFC 1034, Domain names - concepts and facilities

v RFC 1035, Domain names - implementation and specification

v RFC 1886, DNS Extensions to support IP version 6

v RFC 2136, Dynamic Updates in the Domain Name System (DNS UPDATE)

v RFC 2181, Clarifications to the DNS Specification

v RFC 2845, Secret Key Transaction Authentication for DNS (TSIG)

v RFC 3152, DNS Delegation of IP6.ARPA

=1CH&"Wj1<7gsG DNS rHQ9k?aNLN}!KD$FO"J<NHTC/r2H7F/

@5$#

v D-Qt

3NHTC/O"M<`&l>je<7gsKHQG-kD-QtKD$Fb@7^9#

v G<?&-cC7e

3NHTC/O"=1CHrHQ7F"MCHo</eNHiU#C/NLr:i9?aK"DNS Hq

KP9k~zr-cC7e9k3HKD$F\YKb@7^9#Xc: DNS N97*hSHqYKO"

=1CH API KhCF DNS l3<IrHq7979k}!r(95sWk&Wm0i`,-\5lF

$^9#

����

D-QtrHQ7F"j>kP<XtNGU)kHNi|=rXjQ9G-^9#D-QtN!:O"

res_init() ^?O res_ninit() NFSP7,.y7?eKiaFTol^9#hCF"=$,j0Gi|=

5l?lg"D-QtO5k5l^9#^?=$,i|=5lkNOlY@1JNG"e+iD-QtKQ

9rC(Fb5k5lkH$&3HKbmU7F/@5$#
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m: D-QtN>0OQg8zGJ1lPJj^;s#9Hjs0MOQg8z.8z.gGb+^$^;

s#CCSID 290 rHQ9k|\l79F`NlgO"D-Qt>HMN>}KD$F"eJ7UH8zH

VfN_rHQ7F/@5$#J<K"res_init() API H res_ninit() API GHQD=JD-Qtrb@7

^9#

LOCALDOMAIN
3ND-QtKO"6 DN!wIa$sNj9Hr_j7^9#FIa$sO9Z<9GhZj (9

Z<9r^aF)"gW 256 8zN95K7^9#3lKhCF"=.5l?!wj9H (struct

state.defdname *hS struct state.dnsrch) ,XjQ95l^9#!wj9H,Xj7?lg"GU)k

HNm<+k&Ia$sOHqKHQ5l^;s#

RES_OPTIONS
CjNbtj>kP<QtrQ9G-kh&K7^9#3ND-QtKO"J<N*W7gsr 1 D

Je_jG-^9#=l>lN*W7gsO9Z<9GhZj^9#

v NDOTS:n
ICHNtN7-$Mr_j7^9# res_query() KXj5l?>0K^^lkICHNt,3N

7-$MK#9kH"GiNdPHq,Tol^9#n NGU)kHO ″1″ G9#3lO">0K

ICH, 1 DGb"lP"!wj9HNWGrIC9k0K"=N>0rdP>H7F^:n7F

_kH$&3HG9#

v TIMEOUT:n
j>kP<,jb<H&M<`&5<P<+iN~zrT!9k~Vr_j7^9 (C1L)#3N

~V,Pa9kH"j>kP<OTDNrdaF"HqrFnT7^9#

v ATTEMPTS:n
j>kP<,"Xj5l?M<`&5<P<Xw.9kHqNtr_j7^9#w.7?Hq,3

NtK#9kH"j>kP<O3NM<`&5<P<XNHqrda"!Kj9H5lF$kM<

`&5<P<Kw.rT$^9#

v ROTATE
_res.options N RES_ROTATE r_j7^9#3lO"j9H5lF$kM<`&5<P<rgV

K*r9k?aNbNG9#3lKhj"9YFN/i$"sH,hsj9HNGiN5<P<K

Hqrn_keojK"j9H5lF$k5<P<9YFNVGHqNiYNQUr^k3H,G

-^9#

v NO-CHECK-NAMES
_res.options N RES_NOCHECKNAME r_j7^9#3lO"e.9k[9H>da<kN>0K

5zJ8z (<~ (_)"s ASCII"^?O)f8zJI) ,^^lF$J$+4YkH$&"=e*

J BIND !:rHQTDK7^9#

QIBM_BIND_RESOLVER_FLAGS
3ND-QtKO"j>kP<N*W7gs&Ui0Nj9Hr_j7^9#FUi0O9Z<9G

hZj^9#3ND-QtKhCF"RES_DEFAULT *W7gs (struct state.options) H"79F`

=.M (TCP/IP Ia$sNQ9 - CHGTCPDMN) ,XjQ95l^9#state.options =$O"

RES_DEFAULT"OPTIONS D-M*hS CHGTCPDMN =.MrHQ7F"aLKi|=5l^

9#=l+i"3liNGU)kHrXjQ99k?aK"3ND-Qt,HQ5l^9#3ND-

QtKXj5l?Ui0N0K ’+’"’-’"^?O ’NOT_’ rU1k3HKhj"Mr_j (’+’ Nl

g)"^?Oj;CH (’-’ H ’NOT_’ Nlg) G-^9#

?H(P"RES_NOCHECKNAME r*sK7F RES_ROTATE r*UK9kKO"8zY<9N$

s?<U'<9+iJ<N3^sIrHQ7^9#

ADDENVVAR ENVVAR(QIBM_BIND_RESOLVER_FLAGS) VALUE(’RES_NOCHECKNAME NOT_RES_ROTATE’)
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^?O

ADDENVVAR ENVVAR(QIBM_BIND_RESOLVER_FLAGS) VALUE(’+RES_NOCHECKNAME -RES_ROTATE’)

QIBM_BIND_RESOLVER_SORTLIST
3ND-QtKO IP "Il9/^9/NPr_j7F"=<H&j9H (struct state.sort_list) rn.

7^9#IP "Il9/^9/NPO"ICH 10 JA0 (9.5.9.0/255.255.255.0) G"Gg 10 D^GX

jG-^9 (9Z<9hZj)#

+����*���

DNS HqKP9k~zN-cC7s0O"MCHo</&HiU#C/NLr/J/9k?aK"OS/400

=1CHKhCFTol^9#-cC7eO,WK~8FIC*hS975l^9#

_res *W7gsK RES_AAONLY ("BN"kszN_) r_j7?lg"HqOoKMCHo</Kw.

5l^9#3Nlg"szKD$F-cC7er!:9k3HO"j^;s# RES_AAONLY r_j7J

$lg"MCHo</XNw.,BT5lk0K"-cC7eOHqKP9kszN!:r7^9#sz,

!P5l"83~V,~;7F$J$lgO"szOHqXNszH7Ff<6<Ka5l^9#83~V

,~;7?lgO"`\,|n5l"MCHo</KHq,w.5l^9#-cC7eKsz,+D+iJ

$lgb"HqOMCHo</Kw.5l^9#

~zK"B,"lP"MCHo</+iNszO-cC7e5l^9#"BNJ$szO-cC7e5l^

;s#UHqNkLH7Fu.5lk~zb-cC7e5l^;s#CHGTCPDMN"CFGTCP *W7gs

12"iSeries JS2<?<N$:l+rHQ7F DNS =.r979lP"3N-cC7er/j"G-^

9#

G<?&-cC7s0rHQ9kWm0i`cKD$FO"Xc: DNS N97*hSHqYr2H7F/

@5$#

���������,0�+&���1����
 (BSD) ����

=1CHOP</l<&=UH&'"&G#9HjSe<7gs (BSD) N$s?<U'<9G9#"Wj

1<7gs,u1hkaj3<Id5]<H5lF$kXtGHQD=Jz-tJIN;^sF#/9O"

BSD N;^sF#/9G9#?@7"$/D+N BSD N;^sF#/9O OS/400 NBuGOHQG-

J$NG"79F`GBT9k?aKO"5?*J BSD =1CH&"Wj1<7gsrQ99k,W,"

klgb"j^9#

J<Nj9HO"OS/400 H BSD Nc$rWs7?bNG9#

/etc/hosts"/etc/services"/etc/networks"*hS /etc/protocols
3liNU!$kNlg"OS/400 BuO"=l>l18XtrBT9k!NG<?Y<9&U!

$krs!7^9#

QUSRSYS U!$k bF

QATOCHOST [9H>H=lKP~9k IP "Il9Nj9H#

QATOCPN MCHo</H=lKP~9k IP "Il9Nj9H#

QATOCPP $s?<MCHGHQ5lkWmH3kNj9H#

QATOCPS 5<S9*hS5<S9GHQ9kCjN]<HHWmH

3kNj9H#
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/etc/resolv.conf
OS/400 BuGO"3Npsr iSeries JS2<?<N TCP/IP WmQF#<&Z<8rHQ7F=

.9k,W,"j^9#TCP/IP WmQF#<&Z<8K"/;99kKO"J<N9FCWrB

T7^9#

1. iSeries JS2<?<G"ViSeries/400 5<P<W]>VMCHo</W]>VTCP/IP =.WH

8+7^9#

2. VTCP/IP =.Wr&/jC/7^9#

3. VWmQF#<Wr/jC/7^9#

bind() BSD 79F`GO"/i$"sHO socket() rHQ7F AF_UNIX =1CHrn.7" connect()

rHQ7F5<P<K\37"!$G bind() rHQ7F>0r=1CHKP$sIG-^9#

OS/400 GO"3N7Jj*r5]<H7F$^;s (bind() O:T7^9)#

close()

OS/400 GO" close() KP7Fjs,<&?$^<r5]<H7F$^9 (SNA eN AF_INET

=1CHr|/)#ltN BSD GO" close() KP7Fjs,<&?$^<r5]<H7F$^;

s#

connect()
BSD 79F`GO"connect() ,J0K"Il9K\35lF$?=1CHKP7F/T5l"3

M/7gsl9?His9]<H&5<S9rHQ7F*j"5zJ"Il9^?O5zJ"Il

99,HQ5lF$klgO"=1CHOZG5l^9#OS/400 GO"3N7Jj*r5]<H

7F$^;s (connect() O:T7"=1CHO\35l?^^G9)#

connect() ,/T5l?3M/7gsl9?His9]<H&=1CHO"address_length Qia<

?<r<mK_j7F"LN connect() r/T9k3HKhCFZGG-^9#

accept()"getsockname()"getpeername()"recvfrom()"*hS recvmsg()
AF_UNIX ^?O AF_UNIX_CCSID "Il9&U!_j<rHQ7F*j"=1CH,P$sI

5lF$J$lgO"GU)kHN OS/400 BuGO<mN"Il99*hSXj5lF$J$"

Il9=$,a5lk3H,"j^9#OS/400 BSD 4.4/UNIX 98 *hS>NBuGO""Il

9&U!_j<@1,Xj5lF$k.5$"Il9=$,a5lk3H,"j^9#

ioctl()

v BSD 79F`GO"?$W, SOCK_DGRAM N=1CHG"FIONREAD WaOG<?9H"

Il99r-7?bNra7^9#OS/400 BuGO"FIONREAD OG<?9ra9N_G9#

v [HsIN BSD G ioctl() rBT9klgKHQG-k9YFNWa,"OS/400 BuG

ioctl() rBT9klgKHQG-ko1GO"j^;s#

listen()
BSD 79F`GO"PC/m0&Qia<?<r<mhjb.5$MK_j7F listen() rP9

H"(i<KJj^9#5iK"BSD BuGO"PC/m0&Qia<?<,HQ5lJ+C?

j"PC/m0MNG*kLr+P9?aK"k4j:`,HQ5lklg,"j^9#OS/400

BuGO"PC/m0M,<mhj.5$lgO(i<,a5l^9#PC/m0r-zJMK_

j9kH"=NM,PC/m0H7FHQ5l^9#?@7"PC/m0r {SOMAXCONN} h

jg-$MK_j9kH"PC/m0OGU)kHG {SOMAXCONN} K_j7?MKJj^

9#

"&H&*V&PsI (OOB) G<?

OS/400 BuGO"SO_OOBINLINE r_j7F*i:"OOB G<?,9GKu.5lF$F"=

Nef<6<, SO_OOBINLINE r*s_j9klgO"OOB G<?OK~5l^;s#GiN

OOB P$HO"LoG<?H+J5l^9#
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socket() NWmH3k&Qia<?<

;-ejF#<rIC9kjJH7F" IPPROTO_TCP ^?O IPPROTO_UDP NWmH3krX

j9k SOCK_RAW =1CHrn.9k3HOG-^;s#

res_xlate() *hS res_close()
3liNXtO"OS/400 N resolver k<AsKH_~^lF$^9# res_xlate() O"DNS Q1

CHr EBCDIC +i ASCII K"^? ASCII +i EBCDIC KQ97^9# res_close() rHQ

9lP"RES_STAYOPEN *W7gs,_j5l? res_send() ,HQ7F$?=1CHr/m<

:G-^9#^?"_res =$Nj;CHb7^9#

sendmsg() *hS recvmsg()

OS/400 G sendmsg() H recvmsg() rBT9klgKO"{MSG_MAXIOVLEN} ~POY/H

k^G,vD5l^9#BSD GO"{MSG_MAXIOVLEN - 1} ~POY/Hk,vD5l^9#

shutdown()
OS/400 BuGO"=1CH-RRG=_VmC/5lF$kPOXtO"shutdown() NebV

mC/7?^^G9#BSD GO"VmC/POXtO"[EPIPE] errno MrP7F*;7^9#1

MK BSD BuGO"~O`n,VmC/5lF*j"LNWm;9^?O9lCI+i

shutdown() ,P5lkH"POM<mG"~O`nNVmC/r*;7^9#OS/400 BuG

O"POM<mGe3N9YFN~OXtr:T5;^9,"VmC/~OXtO"G<?,u.

5lk+"TAuV+iG<?rr|9k?aK>N?i+NhV,hilk^G"VmC/r3

1^9#

.f .f5]<HKX"7?$/D+Njc@rJ<K(7^9#

v BSD O"PO?aGw.5l?G<?KD$F"Nj~zru.9k?SK"SIGIO .frP

7^9#OS/400 =1CHO""&HP&sI&G<?KX"7?.fN8.rT$^;s#

v BSD GN SIGPIPE .fNGU)kHN0nO"h}r*;5;k3HG9#OS/400 N0Nj

j<9HN<L_9-r]}9k?aK"OS/400 GO"SIGPIPE .fN5kH$&GU)kH

N"/7gsrHQ7^9#

SO_REUSEADDR *W7gs

BSD 79F`Nlg"AF_INET U!_j<*hS?$W SOCK_DGRAM N=1CHG

connect() rBT9kH"79F`O=1CH,P$sI5lk"Il9rLN"Il9KQ97

^9#9JoA"connect() KXj5l?"Il9K~#9k?aKHQ9k$s?<U'<9N

"Il9KQ97^9#?H(P"?$W SOCK_DGRAM N=1CHr"Il9 INADDR_ANY

KP$sI7"=lr"Il9 a.b.c.d K\37?lg"79F`O"=_P$sI5lF$k=

1CHrLN"Il9"9JoA"Q1CHr"Il9 a.b.c.d KP)Xj9k?aK*r5l?

$s?<U'<9N IP "Il9KQ97^9#5iK"=1CH,P$sI5lF$k3N IP

"Il9, a.b.c.e @H9lP""Il9 a.b.c.e O INADDR_ANY NeojK getsockname()
K=lkNG">N=1CHr"Il9, a.b.c.e G"k1lN]<HVfKP$sI9kKO"

SO_REUSEADDR *W7gsrHQ7J1lPJj^;s#

?PK"3NcGO"OS/400 Om<+k&"Il9r INADDR_ANY +i a.b.c.e KQ97^;

s# getsockname() O connect ,BT5l?eb INADDR_ANY ra731^9#

SO_SNDBUF *hS SO_RCVBUF *W7gs
BSD 79F`eG SO_SNDBUF *hS SO_RCVBUF K_j5l?MO"OS/400 eG_j5l

?Mhjbb$)flYkrs!7^9#OS/400 BuGO"3liNMOLNMH+J5l^

9#
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UNIX 98 ���

UNIX 98 O"+/THYs@<NDNG"k Open Group KhCFn.5l^7?# UNIX *Zl<F

#s0&79F`N><rba?$s?<MCHX"N?/N!=rhj~_DD"UNIX NTqgr~I

7F$^9# V5R2 +i"OS/400 =1CHrHCF"UNIX 98 `nD-H_9-N"k=1CH&"W

j1<7gsrn.G-kh&KJj^7?#=_"IBM O"gt,N=1CH API KD$F"2 DNP

<8gsr5]<H7F$^9#p\ OS/400 API O"BSD 4.3 N=$H=8rHQ7^9#b&l}

O"BSD 4.4 *hS UNIX 98 Wm0i_s0&$s?<U'<9EMH_9-N"k=8*hS=$r

HQ7^9# _XOPEN_SOURCE ^/mNMr 520 JeKjA9kH"UNIX 98 _9N$s?<U'<

9r*rG-^9#

UNIX 98 _9"Wj1<7gsN"Il9=$Njc@

_XOPEN_OPEN ^/mrXj9lP"GU)kHN OS/400 BuGHQ9kNH18"Il9&U!_j

<rHCF"UNIX 98 _9"Wj1<7gsrn.G-^9#?@7"sockaddr "Il9=$Kjc,

"j^9#J<N=K"BSD 4.3 N sockaddr "Il9=$H"UNIX 98 _9N"Il9=$NfSr

(7^9#

= 17. BSD 4.3 H UNIX 98/BSD 4.4 N=1CH&"Il9=$NfS

BSD 4.3 =$ BSD 4.4/UNIX 98 _9N=$

sockaddr "Il9=$

struct sockaddr {
u_short sa_family;
char sa_data[14];

};

struct sockaddr {
uint8_t sa_len;
sa_family_t sa_family
char sa_data[14];

};

sockaddr_in "Il9=$

struct sockaddr_in {
short sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

struct sockaddr_in {
uint8_t sin_len;
sa_family_t sin_family;
u_short sin_port;
struct in_addr sin_addr;
char sin_zero[8];

};

sockaddr_in6 "Il9=$

struct sockaddr_in6 {
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

struct sockaddr_in6 {
uint8_t sin6_len;
sa_family_t sin6_family;
in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

};

sockaddr_un "Il9=$

struct sockaddr_un {
short sun_family;
char sun_path[126];

};

struct sockaddr_un {
uint8_t sun_len;
sa_family_t sun_family;
char sun_path[126]

};

API Njc@
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"Wj1<7gsr ILE Y<9N@lG+/7"_XOPEN_SOURCE ^/mrHCF3sQ$k9kH"

ltN=1CH API ,bt>K^CW5l^9#3liNbt>,s!9k!=O"5N API H18G

9#J<N=K"FAru1k API rj9H7^9# C Y<9N>N@lG=1CH&"Wj1<7g

srn.9klg">\K3liN API Nbt>rHQG-^9#3liN API N>}NP<8gsN

HQeNmUH\YKD$F4YkKO"5N API Njs/r?ICF/@5$#

= 18. API H=lKjv9k UNIX 98 GN>0

API > bt>

accept() qso_accept98()

accept_and_recv() qso_accept_and_recv98()

bind() qso_bind98()

connect() qso_connect98()

endhostent() qso_endhostent98()

endnetent() qso_endnetent98()

endprotoent() qso_endprotoent98()

endservent() qso_endservent98()

getaddrinfo() qso_getaddrinfo98()

gethostbyaddr() qso_gethostbyaddr98()

gethostbyaddr_r() qso_gethostbyaddr_r98()

gethostname() qso_gethostname98()

gethostname_r() qso_gethostname_r98()

gethostbyname() qso_gethostbyname98()

gethostent() qso_gethostent98()

getnameinfo() qso_getnameinfo98()

getnetbyaddr() qso_getnetbyaddr98()

getnetbyname() qso_getnetbyname98()

getnetent() qso_getnetent98()

getpeername() qso_getpeername98()

getprotobyname() qso_getprotobyname98()

getprotobynumber() qso_getprotobynumber98()

getprotoent() qso_getprotoent98()

getsockname() qso_getsockname98()

getsockopt() qso_getsockopt98()

getservbyname() qso_getservbyname98()

getservbyport() qso_getservbyport98()

getservent() qso_getservent98()

inet_addr() qso_inet_addr98()

inet_lnaof() qso_inet_lnaof98()

inet_makeaddr() qso_inet_makeaddr98()

inet_netof() qso_inet_netof98()

inet_network() qso_inet_network98()

listen() qso_listen98()

Rbind() qso_Rbind98()
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= 18. API H=lKjv9k UNIX 98 GN>0 (3-)

recv() qso_recv98()

recvfrom98() qso_recvfrom98()

recvmsg() qso_recvmsg98()

send() qso_send98()

sendmsg() qso_sendmsg98()

sendto() qso_sendto98()

sethostent() qso_sethostent98()

setnetent() qso_setnetent98()

setprotoent() qso_setprotoent98()

setservent() qso_setprotoent98()

setsockopt() qso_setsockopt98()

shutdown() qso_shutdown98()

socket() qso_socket98()

socketpair() qso_socketpair98()

��������������� � sendmsg() 
�� recvmsg()
8gVVG*<Ws-RRNu1O7rT&3H,G-lP"77$}!G/i$"sH&"Wj1<7g

sH5<P<&"Wj1<7gsr_WG-kh&KJj^9#8gVVG*<Ws-RRNu1O7rT

&3HKhCF""kWm;9 (LoO5<P<) ,-RRr~j9k?aK,WJ9YFN3H (U!$

kr*<Ws7"\3rN)7"accept() API ,0;9kNrT!9k) rT(kh&KJj"LNWm

;9 (LoOo<+<) ,-RRN*<WseK9YFNG<?>w`nrh}G-kh&KJj^9#3

N_WO"5<P<&8gVHo<+<&8gVN@}rJ1K7^9#3N_WKhCF"[Jk?$W

No<+<&8gVbJ1K5]<HG-kh&KJj^9#5<P<O"IN?$WNo<+<,-RR

ru.9kN+rJ1K=LG-kh&KJj^9#

=1CHKO"5<P<&8gVVG-RRru1O93HNG-kJ<N 3 DN API ,QU5lF$

^9#

v spawn()

m: spawn() O=1CH API GO"j^;s#3lO OS/400 Wm;9KX"7? API NltH7F

s!5lF$^9#

v givedescriptor() *hS takedescriptor()

v sendmsg() *hS recvmsg()

spawn() API O"77$5<P<&8gV (VR8gVWH$&) r+O7"CjN-RRr=NR8g

VKdjvF^9#=NR8gV,9GKh0uVG"klgO"givedescriptor() *hS
takedescriptor() API"^?O sendmsg() *hS recvmsg() API rHQ9k,W,"j^9#

7+7"sendmsg() *hS recvmsg() API O"spawn() *hS givedescriptor() *hS
takedescriptor() hjbJ<N@G%lF$^9#
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DB-

givedescriptor() *hS takedescriptor() API O"s8`G"iSeries @1GHQ5lk API G

9# iSeries H UNIX NVGN"Wj1<7gsN\"-,djHJCF$klgO"sendmsg()
*hS recvmsg() API rHQ9k3H,G-^9#

)fpsNL.

[HsINlg"o<+<&8gVO-RRru1hkH-K"J<Nh&JICpsr,WH7

^9#

v -RRN?$W

v o<+<&8gV,9Y-3H

sendmsg() *hS recvmsg() API rHQ9lP"-RR@1GJ/")fpsJING<?b

>wG-^9# givedescriptor() *hS takedescriptor() GO"=l,T(^;s#

QU)<^s9

sendmsg() *hS recvmsg() API rHQ9k"Wj1<7gsN},"givedescriptor() *h
S takedescriptor() API rHQ9k"Wj1<7gshjb"J<N 3 DN,nG%l?kLr

D99~K"j^9#

v jW~V

v CPU NHQ(

v 91<iSjF#<

"Wj1<7gsNQU)<^s9,INxY~e9k+O""Wj1<7gs,-RRru1O

79kOOKhCF[Jj^9#

o<+<&8gVNW<k

o<+<&8gVNW<kr_j7F*1P"5<P<O=3K-RRrO93H,G-"W<k

bN 1 DN8gV@1,=N-RRru1hk3H,G-^9# 3N3HrT&?aKO"

sendmsg() *hS recvmsg() API rHQ7F"9YFNo<+<&8gV,&Q-RRrH&

h&K7^9# 5<P<, sendmsg() rFSP9H"=liNo<+<&8gVN&A 1 D@

1,-RRru1hj^9#

T@o<+<&8gV ID
givedescriptor() API GO"5<P<&8gV,o<+<&8gVN8gV ID rNCF$k,W

,"j^9#lLK"o<+<&8gVO8gV ID r~j7F"=lrG<?TATsKhCF

5<P<&8gVK>w7^9# sendmsg() *hS recvmsg() GO"3NG<?TATsrn

.*hSI}9k?aN>,NjV,TWG9#

G,J5<P<_W

givedescriptor() *hS takedescriptor() rHQ7F5<P<r_W7?lg"LoOG<?T

ATsrHQ7Fo<+<&8gV+i5<P<XH8gV ID r>w7^9#>we"5<P<

O socket()"bind()"listen()"*hS accept() rBT7^9# accept() API ,0;9kH"5

<P<O!KHQD=J8gV ID rG<?TATs+iWk*U7^9#=l+i"$sP&s

I\3r=No<+<&8gVKO7^9#dj,/89kNO"lYK?/Ne.\3Wa,P

5l"HQD=Jo<+<&8gV,T-9klgG9#o<+<&8gV ID r^sG$kG<

?TATs,uKJkH"5<P<Oo<+<&8gV,HQD=KJkNrT!9k3Hr_a

k+""k$OICNo<+<&8gVrn.7^9#[HsIND-GO"ICNe.Wa,

listen PC/m0r~?9D=-,"k?a"3li 2 DNIAibT&Y-GO"j^;s#

sendmsg() *hS recvmsg() API rHQ7F-RRrO95<P<O"h0,h/KTolF

$kVOVmC/5lJ$uVN^^G9#5<P<O"INo<+<&8gV,=l>lNe.

\3r7&N+rNk,W,J$?aG9#5<P<, sendmsg() rFSP9H"e.\3N-
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RRH)fG<?, AF_UNIX =1CHQNbtTATsKq-~^l^9#o<+<&8gV

O"HQD=KJkH recvmsg() rFSP7F"TATsKGiKq-~^l?-RRH)fG

<?ru1hj^9#

sh0o<+<&8gV

givedescriptor() API Nlg"o<+<&8gV,h0uVGJ1lPJj^;s# sendmsg()
API NlgO"h0uVGJ/Fb=$^;s# sendmsg() rFSP98gVO"o<+<&8

gVKD$FNpsr,WH7^;s# sendmsg() API rHQ9k?aK,WJ3HO"

AF_UNIX =1CH\3r_j9k3HN_G9#

sendmsg() API rHQ7F"8_7J$8gVK-RRrINh&KO93H,G-k+r(9

cr"J<KRp7^9#

5<P<O"socketpair() API rHQ7F AF_UNIX =1CHNHrn.7"sendmsg() API r

HQ7F socketpair() Gn.7? AF_UNIX =1CHNHNl}rp7F-RRrw.7"!$

G spawn() rFSP7F=1CHNHNb&l}rQ59kR8gVrn.9k3H,G-^

9#R8gVO recvmsg() rFSP7F"5<P<,O7?-RRru.7^9#5<P<,

sendmsg() rFSP7?H-"R8gVOh0uVGO"j^;sG7?#

lYK#tN-RRrO9

givedescriptor() *hS takedescriptor() API O"lYK 1 DN-RR7+O93H,G-^;

s# sendmsg() *hS recvmsg() API rHQ9lP"-RRN[srO93H,G-^9#

sendmsg() *hS recvmsg() API rHQ9k5sWk&Wm0i`KD$FO"Xc: Wm;9VGN

-RRNu1O7Yr2H7F/@5$#
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iSeries Q=1CH&"Wj1<7gslgN"Wj1<7gs+/kHG//"=1CH&Wm0i^<

G"kH[|7F_F/@5$#%hjjNhrT/?a"AF_INET6 "Il9&U!_j<rHC?"

IPv4 H IPv6 N>}N\3ru1~lk"Wj1<7gsN9$<Hr+/9k3HK7^9#n.7?

$NO"IPv4 N<IH IPv6 N<IN>}+iNWarh}9k"Wj1<7gsG9# OS/400 ,"

AF_INET "Il9&U!_j<&=1CHHNj_?Q-rw(?"AF_INET6 "Il9&U!_j<r

5]<H9k3HO,+CF$^9#=N?aK IPv4 ^CW IPv6 "Il9A0rHQ9kH$&3Hb

,+CF$^9# IPv6 "Wj1<7gsH IPv4 "Wj1<7gsNVNj_?Q-Nh}N\YKD$

FO"XIPv6 "Wj1<7gsH IPv4 "Wj1<7gsN_9-Yr2H7F/@5$#

7Jj*N\*

3N7Jj*N\*O!NH*jG9#

1. IPv6 /i$"sHH IPv4 /i$"sH+iNWaru1~lFh}9k"5<P<&"Wj1<7g

srn.9k#

2. IPv4 5<P<&"Wj1<7gs^?O IPv6 5<P<&"Wj1<7gsKG<?rWa9k"/i

$"sH&"Wj1<7gsrn.9k#

0sroN9FCW

e-N\*r~?9"Wj1<7gsr+/9kKO""i+8aJ<N?9/rBT7F*/,W,"j

^9#

1. QSYSINC i$Vij<r$s9H<k9k#3Ni$Vij<O"=1CH&"Wj1<7gsN3

sQ$k~K,WJXC@<&U!$krs!7^9#

2. C Compiler i$;s9&Wm0i` (5722-CX2) r$s9H<k9k#

3. 2838 $<5MCH&+<Ir$s9H<k7F"=.9k#$<5MCH&*W7gsKD$FO"

Information Center NX$<5MCHYNHTC/r2H7F/@5$#

4. TCP/IP *hS IPv6 MCHo</r;CH"CW9k#

7Jj*N\Y

J<N^O""Wj1<7gsrn.9kP]HJk IPv6 MCHo</r(7?bNG9#n.9k"W

j1<7gsO"IPv6 /i$"sHH IPv4 /i$"sH+iNWarh}7^9#Wm0i`O iSeries

eGT/7"3liN/i$"sH+iNWar listen 7"h}7^9#3NMCHo</O 2 DNLD

NIa$sG=.5l^9#l}KO IPv4 /i$"sHN_,^^l"b&l}Njb<H&MCHo<

/KO IPv6 /i$"sHN_,^^l^9# iSeries NIa$s&M<`O myserver.myco.com G9#5

<P<&"Wj1<7gsO"AF_INET6 "Il9&U!_j<rHQ7F3liNe.Warh}7^

9# bind() XtFSP7KO"in6addr_any rXj7^9#
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3N7Jj*GHQ5lkJ<NWm0i`cr2H7F/@5$#

v c: IPv6 /i$"sHH IPv4 /i$"sHN>}+i\3ru1~lk

v c: IPv4 ^?O IPv6 /i$"sH

�: IPv6 ���
� IPv4 ���
������������	�

3N5sWk&Wm0i`rHQ7F"IPv4 (AF_INET "Il9&U!_j<rHQ9k=1CH&"W

j1<7gs) *hS IPv6 (AF_INET6 "Il9&U!_j<rHQ9k"Wj1<7gs) N>}+iN

Waru1~lk5<P<//i$"sH&bGkrn.7^9#=_NH3m"=1CH&"Wj1<7

gsO"TCP *hS UDP WmH3krM8K~l? AF_INET "Il9&U!_j<N_rHQ7F$

k+b7l^;s#7+7"3lO"IPv6 "Il9NHQN}CK<CF"QoCF$/D=-,"j^

9#3N5sWk&Wm0i`rHQ7F">}N"Il9&U!_j<KP~9k"Wj1<7gsrn

.9k3H,G-^9#

J<N^O"3NWm0i`c,INh&K!=9k+r(7F$^9#
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=1CHN$YsHNUm<: IPv4 /i$"sHH IPv6 /i$"sHN>}+iNWaru1~lk5

<P<&"Wj1<7gs

3NUm<O"IPv4 /i$"sHH IPv6 /i$"sHN>}NWaru1~lk=1CH&"Wj1<

7gsK"INh&JXtFSP7,^^lF*j"=l>l,?rT&+rb@7?bNG9#

1. socket() API ,"<@rn.9k=1CH-RRrXj7^9#5iK"IPv6 r5]<H9k

AF_INET6 "Il9&U!_j<bXj7^9#3N=1CHKO"TCP His9]<H

(SOCK_STREAM) ,HQ5l^9#

2. setsockopt() XtKhj",WJTA~V,~;9k0K5<P<,FO07?lgK""Wj1<7

gsOm<+k&"Il9rFxQG-kh&KJj^9#

3. bind() Xt,"=1CHNG->rXj7^9#3NcGO"Wm0i^<O"Il9r in6addr_any

K_j7^9#3lKhj"]<H 3005 rXj9k"ifk IPv4 /i$"sH^?O IPv6 /i$

"sH,\3rN)G-kh&KJj^9# (D^j"IPv4 ]<HuVH IPv6 ]<HuVN>}KP

$sI5l^9)

m: 5<P<, IPv6 /i$"sHN_rh}G-lPh$lgO"IPV6_ONLY =1CH&*W7g

srHQG-^9#

4. listen() XtKhj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#3NcG

O"Wm0i^<OPC/m0r 10 K_j7^9#3lO"TATsK~lil?\3Wa, 10 D

K#9kH"79F`,e.Warq]9kh&KJkH$&3HG9#
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5. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

IPv4 /i$"sH^?O IPv6 /i$"sH+iNe.\3rT!7F"5|BKVmC/7^9#

6. getpeername() Xt,"/i$"sHN"Il9r"Wj1<7gsKa7^9# IPv4 /i$"sH

Nlg""Il9O IPv4 ^CW IPv6 "Il9H7F=(5l^9#

7. recv() Xt,"/i$"sH&"Wj1<7gs+i 250 P$HNG<?ru.7^9#3NcNl

g"Wm0i^<O"/i$"sH, 250 P$HNG<?rw.7F/k3H,,+CF$kbNH7

^9#=N?a"Wm0i^<O SO_RCVLOWAT =1CH&*W7gsrHQ7"250 P$HNG<

?,9YF~e9k^G recv() ,&'$/"CW7J$h&KXj7^9#

8. send() Xt,"/i$"sHKG<?rwjV7^9#

9. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

=1CHN$YsHNUm<: IPv4 /i$"sH^?O IPv6 /i$"sH+iNWa

m: 3N/i$"sHNcO"IPv4 N<I^?O IPv6 N<INWaru1~lk">N5<P<&"W

j1<7gs_WHloKHQG-^9#Xc: 3M/7gs?_WYGb@5lF$kh&J>N5

<P<_Wr"3N/i$"sHNcHH_go;FHQ9k3H,G-^9#

1. inet_pton() FSP7,"F-9HA0N"Il9rP$Jj<A0KQ97^9#3NcGO"J<

N 2 DNFSP7r/T7^9#GiNFSP7O"5<P<,-zJ AF_INET "Il9+I&+

r=L7^9# 2 V\N inet_pton() FSP7O"5<P<, AF_INET6 "Il9r}CF$k+r

=L7^9#"Il9,tMNlg"getaddrinfo() ,M<`&l>je<7gsr7J$h&K7^

9#5bJ$H"getaddrinfo() FSP7,/T5lkH-K"s!5l?[9H>rrh9k3H,

,WKJj^9#

2. getaddrinfo() FSP7,"e3N socket() FSP7H connect() FSP7K,WJ"Il9psr

!w7^9#

3. socket() Xt,"<@r=9=1CH-RRra7^9#5iK9F<HasHO"getaddrinfo() +
ia5lkpsrHQ7F""Il9&U!_j<"=1CH&?$W"*hSWmH3kb1L7^

9#

4. 5<P<, IPv4 + IPv6 G"k+K++oi:"connect() Xt,5<P<XN\3rN)7^9#

5. send() Xt,"5<P<KG<?Warw.7^9#

6. recv() Xt,"5<P<&"Wj1<7gs+iG<?ru.7^9#

7. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

J<N5sWk&3<IO"3N7Jj*N5<P<&"Wj1<7gsG9#/i$"sH&"Wj1<

7gsKD$FO"c: IPv4 ^?O IPv6 /i$"sHr2H7F/@5$#3N3<INHQKD$F

O"X3<INC-v`psYr2H7F/@5$#

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0
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void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sdconn=-1;
int rc, on=1, rcdsize=BUFFER_LENGTH;
char buffer[BUFFER_LENGTH];
struct sockaddr_in6 serveraddr, clientaddr;
int addrlen=sizeof(clientaddr);
char str[INET6_ADDRSTRLEN];

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the */
/* very end of the program. */
/***********************************************************************/
do
{

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. Get a socket for address family AF_INET6 to */
/* prepare to accept incoming connections on. */
/********************************************************************/
if ((sd = socket(AF_INET6, SOCK_STREAM, 0)) < 0)
{

perror("socket() failed");
break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to */
/* be reused when the server is restarted before the required wait */
/* time expires. */
/********************************************************************/

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char *)&on,sizeof(on)) < 0)

{
perror("setsockopt(SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the */
/* address to in6addr_any, which (by default) allows connections to */
/* be established from any IPv4 or IPv6 client that specifies port */
/* 3005. (i.e. the bind is done to both the IPv4 and IPv6 TCP/IP */
/* stacks). This behavior can be modified using the IPPROTO_IPV6 */
/* level socket option IPV6_V6ONLY if desired. */
/********************************************************************/
memset(&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin6_family = AF_INET6;
serveraddr.sin6_port = htons(SERVER_PORT);
/********************************************************************/
/* Note: applications use in6addr_any similarly to the way they use */
/* INADDR_ANY in IPv4. A symbolic constant IN6ADDR_ANY_INIT also */
/* exists but can only be used to initialize an in6_addr structure */
/* at declaration time (not during an assignment). */
/********************************************************************/
serveraddr.sin6_addr = in6addr_any;
/********************************************************************/
/* Note: the remaining fields in the sockaddr_in6 are currently not */
/* supported and should be set to 0 to ensure upward compatibility. */
/********************************************************************/
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if (bind(sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr)) < 0)

{
perror("bind() failed");
break;

}

/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. */
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */
/********************************************************************/
if (listen(sd, 10) < 0)
{

perror("listen() failed");
break;

}

printf("Ready for client connect().¥n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely */
/* waiting for the incoming connection to arrive from an IPv4 or */
/* IPv6 client. */
/********************************************************************/
if ((sdconn = accept(sd, NULL, NULL)) < 0)
{

perror("accept() failed");
break;

}
else
{

/*****************************************************************/
/* Display the client address. Note that if the client is */
/* an IPv4 client, the address will be shown as an IPv4 Mapped */
/* IPv6 address. */
/*****************************************************************/
getpeername(sdconn, (struct sockaddr *)&clientaddr, &addrlen);
if(inet_ntop(AF_INET6, &clientaddr.sin6_addr, str, sizeof(str))) {

printf("Client address is %s¥n", str);
printf("Client port is %d¥n", ntohs(clientaddr.sin6_port));

}
}

/********************************************************************/
/* In this example we know that the client will send 250 bytes of */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don’t want our recv() to wake up */
/* until all 250 bytes of data have arrived. */
/********************************************************************/
if (setsockopt(sdconn, SOL_SOCKET, SO_RCVLOWAT,

(char *)&rcdsize,sizeof(rcdsize)) < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");
break;

}

/********************************************************************/
/* Receive that 250 bytes of data from the client */
/********************************************************************/
rc = recv(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{
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perror("recv() failed");
break;

}

printf("%d bytes of data were received¥n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the¥n");
printf("data was sent¥n");
break;

}

/********************************************************************/
/* Echo the data back to the client */
/********************************************************************/
rc = send(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)
close(sd);
if (sdconn != -1)

close(sdconn);
}

�: IPv4 ��� IPv6 ���
�
3N5sWk&Wm0i`O"IPv4 /i$"sH^?O IPv6 /i$"sHNIAi++iNWaru1

~lk5<P<&"Wj1<7gsHloKHQG-^9#

/**************************************************************************/
/* This is an IPv4 or IPv6 client. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define BUFFER_LENGTH 250
#define FALSE 0
#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the */
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/* address or host name of the server, or */
/* set the server name in the #define */
/* SERVER_NAME. */
void main(int argc, char *argv[])
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived=0;
char buffer[BUFFER_LENGTH];
char server[NETDB_MAX_HOST_NAME_LENGTH];
char servport[] = "3005";
struct in6_addr serveraddr;
struct addrinfo hints, *res=NULL;

/***********************************************************************/
/* A do/while(FALSE) loop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end */
/* of the program along with the free of the list of addresses. */

/***********************************************************************/
do
{

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise */
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset(&hints, 0x00, sizeof(hints));
hints.ai_flags = AI_NUMERICSERV;
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;
/********************************************************************/
/* Check if we were provided the address of the server using */
/* inet_pton() to convert the text form of the address to binary */
/* form. If it is numeric then we want to prevent getaddrinfo() */
/* from doing any name resolution. */
/********************************************************************/
rc = inet_pton(AF_INET, server, &serveraddr);
if (rc == 1) /* valid IPv4 text address? */
{

hints.ai_family = AF_INET;
hints.ai_flags |= AI_NUMERICHOST;

}
else
{

rc = inet_pton(AF_INET6, server, &serveraddr);
if (rc == 1) /* valid IPv6 text address? */
{

hints.ai_family = AF_INET6;
hints.ai_flags |= AI_NUMERICHOST;

}
}
/********************************************************************/
/* Get the address information for the server using getaddrinfo(). */
/********************************************************************/
rc = getaddrinfo(server, servport, &hints, &res);
if (rc != 0)
{

printf("Host not found --> %s¥n", gai_strerror(rc));
if (rc == EAI_SYSTEM)

perror("getaddrinfo() failed");
break;
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}

/********************************************************************/
/* The socket() function returns a socket descriptor representing */
/* an endpoint. The statement also identifies the address family, */
/* socket type, and protocol using the information returned from */
/* getaddrinfo(). */
/********************************************************************/
sd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
if (sd < 0)
{

perror("socket() failed");
break;

}
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
/********************************************************************/
rc = connect(sd, res->ai_addr, res->ai_addrlen);
if (rc < 0)
{

/*****************************************************************/
/* Note: the res is a linked list of addresses found for server. */
/* If the connect() fails to the first one, subsequent addresses */
/* (if any) in the list could be tried if desired. */
/*****************************************************************/
perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a’s to the server */
/********************************************************************/
memset(buffer, ’a’, sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */
/* bytes are going to be sent back to us, we could use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
/********************************************************************/
while (bytesReceived < BUFFER_LENGTH)
{

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)
{

perror("recv() failed");
break;

}
else if (rc == 0)
{

printf("The server closed the connection¥n");
break;
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}

/*****************************************************************/
/* Increment the number of bytes that have been received so far */
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);

/***********************************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
/***********************************************************************/
/* Free any results returned from getaddrinfo */
/***********************************************************************/
if (res != NULL)

freeaddrinfo(res);
}
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� 9 � �����������
�������

=1CH&"Wj1<7gsrh}9k0K"!=Wo"\8"*hS=1CH&"Wj1<7gsN,W

r:j7F/@5$#"Wj1<7gsNQU)<^s9Wo*hS79F`&j=<9NFAKD$Fb

M87F/@5$#J<Nd)v`Nj9HO"=1CH&"Wj1<7gsN3liNdjN$/D+K

hjH_"=1CHNhjI$HQ}!*hS=1CH&"Wj1<7gsNhjI$_W}!Km\9k

?aKr)A^9#

= 19. =1CH&"Wj1<7gs_W

d)v` }3 G,JHQ}!

s1|~POrHQ9k# 9lCI=5l?5<P<&bGkG

HQ5lks1|~POr"hjlL

*J select() bGkhjbd)7^

9#s1|~POrHQ9kx@N\

YKD$FO"Xs1|~POYr2

H7F/@5$#s1|~PO API

rHQ9k5sWk&Wm0i`KD

$FO"Xc: s1|~PO API N

HQYr2H7F/@5$#

?/NBT/i$"sHrh}9k=

1CH&5<P<&"Wj1<7g

s#

s1|~POrHQ9kH-O"Wm

;9bN9lCINtr"h}9k/

i$"sHNtKG,NtKJkh&

K409k#

jA9k9lCINt,/J9.k

H"ltN/i$"sHOh}5lk

0K?$`"&HKJk3Hb"j^

9#jA9k9lCINt,?9.k

H"ltN79F`&j=<9Oz(

*KHQ5lJ$3Hb"j^9#

m: 9lCINtO"/J9.khj

O?9.k},x@,"j^9#

s1|~POrHQ9k=1CH&"

Wj1<7gs#

s1|~PON9YFN+O`nG

postflag rHQ7J$h&K=1C

H&"Wj1<7gsr_W9k#

`n,1|7F9GK0;7F$kl

gO¤0;]<HX\T9kH$&Q

U)<^s9eN*<P<XCIrs

rG-^9#

s1|~POrHQ9k=1CH&"

Wj1<7gs#

send() *hS recv() r"read() *
hS write() K%h7FHQ9k#

send() *hS recv() API NQU)

<^s9H]iFW-O"read() *
hS write() hjb$/i+~15l

F$^9#

U!$k-RRGOJ/=1CH-R

RrHQ9k3Hr'17F$k9Y

FN=1CH&Wm0i`#

9YFNG<?,~e9k^Gu.*

Zl<7gs,k<W9kNrr1k

?aK"u.Gce`

(SO_RCVLOWAT) =1CH&*W7

gsrHQ9k#

"Wj1<7gs,"VmC/u.`

nr0;9k0K"=1CHGG/L

NG<?,u.5lk^GT!9kh

&KJj^9#

G<?ru.9k9YFN=1CH&

"Wj1<7gs#

9YFNG<?,~e9k^Gu.*

Zl<7gs,k<W9kNrr1k

?aK"MSG_WAITALL Ui0rH

Q9k#

"Wj1<7gs,"u.`nN?a

Ks!5lkPCU!<4N,u.5

lkNrTCF+i"VmC/u.`

nr0;9kh&KJj^9#

G<?ru.7"e.9kG<?NL

,v0K,+CF$k9YFN=1C

H&"Wj1<7gs#
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= 19. =1CH&"Wj1<7gs_W (3-)

sendmsg() *hS recvmsg() r"

givedescriptor() *hS
takedescriptor() K%h7FHQ9

k#

x@KD$FO"XWm;9VGN-

RRNu1O7 ] sendmsg() *hS

recvmsg()Yr2H7F/@5$#

sendmsg() *hS recvmsg() rH

Q9k5sWk&Wm0i`KD$F

O"Xc: Wm;9VGN-RRNu

1O7Yr2H7F/@5$#

Wm;9VG=1CH^?OU!$k

-RRru1O79k9YFN=1C

H&"Wj1<7gs#

select() rHQ9kH-O"I_h

j"q-~_"^?Oc0;CHK?

/N-RRr~lJ$h&K9k#

m: select() h}G?/N-RR,H

Q5lF$klgO"e-Ns1|~

PONd)v`r2H7F/@5$#

I_hj"q-~_"^?Oc0;C

HK?/N-RR,"klgO"

select() ,FSP5lk?SK+Jj

Ni9nH,/87^9# select()
,0;7Fb"B]N=1CHXtO

^@0;7F$J$O:G9#D^

j"I_hj^?Oq-~_^?Ou

1~l,"^@BTfG"kO:G

9#s1|~PO API O"=1CH

G?+,/-?H$&LNr"B]N

~PO`nHkSU1^9#

select() QK?/N (> 50) -RR,

h0uVKJCF$k"Wj1<7g

s#

select() rF/T9k?SKI_h

j"q-~_"*hSc0;CHrF

n.9k3Hrr1k?aK"

select() rHQ7F=liN;CHN

3T<r]I9k#

3lKhCF"select() r/T7h&

H9k?SK"I_hj"q-~_"

^?Oc0;CHrFn.9k*<P

<XCIr:i93H,G-^9#

select() rHQ9k5sWk&Wm0

i`KD$FO"Xc: sVmC-s

0~PO*hS select()Yr2H7F

/@5$#

I_hj"q-~_"^?Oc0h}

N?aKHQD=KJCF$k=1C

H-RR,?/"kuVG select()
rHQ7F$k9YFN"Wj1<7

gs#

select() r?$^<H7FHQ7J

$#eojK sleep() rHQ9k#

m: sleep() ?$^<NY,Y,=,

GJ$lgO"select() r?$^<H

7FHQ7J1lPJiJ$lg,"

j^9#3Nlg"Gg-RRr 0"

I_hj"q-~_*hSc0;CH

r NULL K_j7F/@5$#

?$^<~z,~e7"79F`&*

<P<XCI,:j^9#

select() r?$^<H7F@1HQ7

F$k9YFN=1CH&"Wj1<

7gs#

=1CH&"Wj1<7gsG"

DosSetRelMaxFH() rHQ7FWm;

94HKvD5lF$kU!$k*h

S=1CH-RRNGgtr}d7"

3N18"Wj1<7gsG select()
rHQ7F$klgO"77$GgM

,"select() h}KHQ5lkI_h

j"q-~_*hSc0;CHN5$

:K?(kFAKmU9k#

I_hj"q-~_"^?Oc0;C

HNOO (FD_SETSIZE KhCFXj

5lk) N0&N-RRrdj6kl

gO"9Hl<8req-7?jKu

7?j9kD=-,"j^9#_j9

k5$:O"Wm;9K_j5lk-

RRNGgt*hS select() API G

Xj5lk-RRNGgM,INh&

JbNG"CFb"/J/Hb=lr

h}G-kg-5NbNK7F/@5

$#

DosSetRelMaxFH() *hS select() r
HQ9k9YFN"Wj1<7gs^

?OWm;9#
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= 19. =1CH&"Wj1<7gs_W (3-)

I_hj^?Oq-~_;CHN9Y

FN=1CH-RRrsVmC-s0

K_j9k#I_hj^?Oq-~_

N?aK-RR,HQD=KJC?

i"EWOULDBLOCK ,a5lk^

G"9YFNG<?rk<W*hSC

q^?Ow.9k# select() rHQ

9k5sWk&Wm0i`KD$F

O"Xc: sVmC-s0~PO*h

S select()Yr2H7F/@5$#

3lKhCF"-RRGG<?,^@

h}D=^?OI_hjD=KJCF

$kH-K"select() FSP7Ntr

G.BKG-^9#

select() rHQ7F$k9YFN=1

CH&"Wj1<7gs#

select() h}GHQ9k,WN"k;

CHN_rXj7F/@5$#

[HsIN"Wj1<7gsGO"c

0;CH^?Oq-~_;CHrXj

9k,WO"j^;s#

select() rHQ7F$k9YFN=1

CH&"Wj1<7gs#

SSL API GOJ/ GSKit API rHQ

9k#

0m<Pk&;-e"&D<k-CH

(GSKit) H OS/400 SSL_ API NIA

irHCFb"AF_INET ^?O

AF_INET6 Khk";-e"J

SOCK_STREAM =1CH&"Wj1

<7gsr+/G-^9#7+7"

GSKit API O#tN IBMERserver W

iCHU)<`G5]<H5lF$k

?a";-e"&"Wj1<7gsK

O3AiN API N;CHrH&[&

,%^7$H@(^9# SSL_ API

O"OS/400 79F`G-NbNKa

.^;s#

SSL/TLS h}N?aKHQD=K9

k,WN"k9YFN=1CH&"W

j1<7gs#

.frHQ7J$h&K9k# .fNQU)<^s9eN*<P<X

CIO (iSeries N_GJ/9YFNW

iCHU)<`G)"FA,g-/J

j^9#s1|~PO^?O select()
API rHQ9kh&K=1CH&"W

j1<7gsr_W9k3Hrd)7

^9#

=1CH&"Wj1<7gsG.fr

HQ9k3HrM87F$k9YFN

Wm0i^<#

D=JlgKO"inet_ntop()"
inet_pton()"getaddrinfo()"
getnameinfo() Nh&J"WmH3k

+iH)7?k<AsrHQ9k#

IPv6 r5]<H9k`w,^@G-

F$J/Fb"3liN API r

(inet_ntoa()"inet_addr()"
gethostbyname()"*hS
gethostbyaddr() NeojK) HQ9

klgO"-hN^$0l<7gs,

FWKJkh&`w7F$k3HKJ

j^9#

MCHo</&k<AsrHQ9k"

"ifk AF_INET "Wj1<7gs

^?O AF_INET6 "Wj1<7g

s#

sockaddr_storage rHQ7F""if

k"Il9&U!_j<N"Il9N

?aN9Hl<8rk@9k#

"Il9&U!_j<HWiCHU)

<`r^?$G\"D=J3<Irn

.9kN,FWKJj^9#GgN"

Il9&U!_j<Gb]}G-kN

_Ng-5N9Hl<8,k@5l"

-&go;b57/Tol^9#

"Il9r]I9k9YFN=1C

H&"Wj1<7gs#
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� 10 � �: �����������
��

J<NcGO"=1CHN5iKbYJ50rc(9k?/N5sWk&Wm0i`r(7^9#3liN

5sWk&Wm0i`rHQ7F"1MN?9/rBT9kH+N"Wj1<7gsrn.G-^9#3&

7?cKUo7F"D9N"Wj1<7gsN$YsHNUm<r(9"^HFSP7Nlwr(7^9#

Xsocket D<krPC0GHQ7F"3liNWm0i`NfN API NltrHQ7?j"+,ND-K

go;FQ9rC(?j9k3H,G-^9#

v c: 3M/7gs?_W

v c: ;-e"\3NN)

v c: gethostbyaddr_r() rHQ7?9lCI&;<U&MCHo</&k<As

v c: sVmC-s0~PO*hS select()

v c: VmC/==1CH API GN.fNHQ

v c: AF_INET "Il9&U!_j<KhCF^kA-c9F#s0rHQ9k

v c: DNS N97*hSHq

v c: send_file() *hS accept_and_recv() API rHQ7?U!$k&G<?N>w

�: �����
���

iSeries G3M/7gs?=1CH&5<P<r_W9k}!O$/D+"j^9#J<NWm0i`cr

HQ7F"H+N3M/7gs?_Wrn.9k3H,G-^9#LN=1CH&5<P<_WbD=G9

,"J<NcK(9_W,GblL*G9#

?|5<P<

?|5<P<NcGO"/i$"sH&8gVHNVG88k9YFNe.\3HG<?&Um<

r"1lN5<P<&8gV,h}7^9# accept() API ,0;9kH"5<P<,His6/

7gs4Nrh}7^9#3N5<P<O+/OGbFWG9,"dj,$/D+"j^9#5<

P<OXj5l?/i$"sH+iNWarh}7^9,"LN/i$"sHb5<P<K\37

h&H9kD=-,"j^9#3&7?WaG listen() NPC/m0,$CQ$KJCF"kI"

ltNWa,q]5lk3HKJj^9#

>N9YFNcOBT5<P<_WG9#3liN_WGO"79F`O#tN8gVH9lCIrHQ7

Fe.\3Warh}7^9#BT5<P<Nlg"3N5<P<K1~K\39k"#tN/i$"sH

,8_9kN,aLG9#

MCHo</K#tNBT/i$"sH,"klgO"s1|~PO=1CH API rHQ9k3Hr*+

a7^9#3liN API O"#tNBT/i$"sHN"kMCHo</GGbNQU)<^s9r/x

7^9#Xs1|~POYGO"3liN API ,?rINh&KBT9k+rb@7^9#3liN API

rHQ9kWm0i`cKD$FO"Xc: s1|~PONHQYr2H7F/@5$#

spawn() 5<P<*hS spawn() o<+<

spawn() 5<P<H spawn() o<+<NcGO"spawn() API rHQ7F"D9Ne.WaN?a

K77$8gVr 1 D:Dn.7^9# spawn() ,0;7?i"5<P<O accept() API Ne

G"!Ne.\3ru.9k^GT!7^9#

3N5<P<_WN#lNdj@O"\3ru.9k?SK77$8gVrn.9k3HK<&"

QU)<^s9eN*<P<XCIG9#v0+O8gVrHQ9klgO"spawn() 5<P<N

cNQU)<^s9eN*<P<XCIrsrG-^9#D^j"\3ru.7F+i77$8g
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Vrn.9kNGOJ/"v0K"/F#VKJCF$k8gVKe.\3rO7^9#3NHT

C/N>N9YFNcGO"v0+O8gVrHQ7F$^9#

sendmsg() 5<P<*hS recvmsg() o<+<

sendmsg() 5<P<H recvmsg() o<+<NcGO"e.\3ro<+< (/i$"sH) 8gVK

O7^9#GiN5<P<&8gV,+O9kH-"5<P<O9YFNo<+<&8gVrv0

K+O7F*-^9#

#tN accept() 5<P<H#tN accept() o<+<

>0NcGO"5<P<,e.\3Waru.9k^G"o<+<&8gVOX8,"j^;sG

7?#79F`N#tN accept() 5<P<H#tN accept() o<+<NcGO"Fo<+<&8

gVr?|5<P<KQ(^9#5<P<&8gVO"J0H1M"socket()"bind()"*hS
listen() API rFSP7^9# listen() FSP7,0;9kH"5<P<O=l>lNo<+<&

8gVrn.7"listen =1CHr=l>lK?(^9#=l+i"9YFNo<+<&8gV,

accept() API rFSP7^9#/i$"sH,5<P<K\37h&H9kH"1 DN accept()
FSP7N_,0;7"=No<+<,\3rh}7^9#

3li9YFNcGO"/i$"sH\3Np\_W,HQ5lF$^9#\YKD$FO"Xc: FQ/

i$"sHYr2H7F/@5$#

�: �����������/���

3NcO"9YFNe.\3rh}9k1lN5<P<&8gVrn.9klgKHQ7^9# accept()
API ,0;9kH"5<P<,His6/7gs4Nrh}7^9#J<N^O"79F`,?|5<P

<_WrHQ7?lgK"5<P<H/i$"sH&8gV,PC9k}!r(7F$^9#3NcGHQ

G-k&L/i$"sH&8gVN3<Ir^`cKD$FO"Xc: FQ/i$"sHYr2H7F/@

5$#
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=1CHN$YsHNUm<: ?|5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<&"Wj1<7

gsHo<+<&"Wj1<7gsNX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API

NHQeNmUXNjs/,^^lF$^9#CjN API NHQKX9k\YJb@r2H9k?aK"

3liNjs/rHQG-^9#3NUm<N/i$"sHt,KD$FO"Xc: FQ/i$"sHYr

2H7F/@5$#J<N7<1s9O"?|5<P<&"Wj1<7gsQN3N5sWk&Wm0i`

NXtFSP7r(7F$^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#

4. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#

5. recv() Xt,"/i$"sH&"Wj1<7gs+iG<?ru.7^9#
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6. send() Xt,"/i$"sHKG<?rwjV7^9#

7. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

/**************************************************************************/
/* Application creates an iterative server design */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, len, num, rc, on = 1;
int listen_sd, accept_sd;
char buffer[80];
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);
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}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready¥n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d¥n", i+1);
printf(" waiting on accept()¥n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf(" accept completed successfully¥n");

/**********************************************/
/* Receive a message from the client */
/**********************************************/
printf(" wait for client to send us a message¥n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" <%s>¥n", buffer);

/**********************************************/
/* Echo the data back to the client */
/**********************************************/
printf(" echo it back¥n");
len = rc;
rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Close down the incoming connection */
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/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the listen socket */
/*************************************************/
close(listen_sd);

}

�: spawn() API �������������

3NcGO"5<P<&Wm0i`, spawn() API rHQ7F"F+i=1CH-RRrQ59kRWm

;9rn.9k}!r(7F$^9#5<P<&8gVOe.\3rT!7"=l+i spawn() rFSP

7Fe.\3rOsIk9k?aNR8gVrn.7^9#RWm;9O"spawn() XtKhCFJ<N

0-rQ57^9#

v =1CH*hSU!$k-RR

v .f^9/

v .f"/7gs&Y/Hk

v D-Qt
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J<N^O"spawn() 5<P<_W,HQ5lklgK"5<P<"o<+<"*hS/i$"sH&8

gV,PC9k}!r(7F$^9#

=1CHN$YsHNUm<: spawn() rHQ7FWaru1~lh}9k5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<Ho<+<Nc

NX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^^l

F$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^9#

Xc: spawn() rHQ9k5<P<rn.9kYGO"J<N=1CHFSP7rHQ7F"spawn() Xt

FSP7KhCFRWm;9rn.7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#

4. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#
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5. spawn() Xt,"e.Warh}9ko<+<&8gVNQia<?<ri|_j7^9#3NcG

O"7,\3N=1CH-RR,RWm0i`N-RR 0 K^CW5l^9#

6. 3NcGO"GiN close() Xt, listen =1CH-RRr/m<:7^9# 2 V\N close () F

SP7O"u1~l?=1CHr*;7^9#

=1CHN$YsHNUm<: spawn() KhCFn.5lko<+<&8gV

Xc: o<+<&8gV,G<?&PCU!<ru.G-kh&K9kYGO"J<NXtFSP7N7<

1s9rHQ7^9#

1. 5<P<G spawn() Xt,FSP5lkH"recv() Xt,e.\3+iG<?ru.7^9#

2. send() Xt,"/i$"sHKG<?rwjV7^9#

3. close() Xt,"spawn 5l?o<+<&8gVr*;7^9#

�: spawn() ��������������

J<NcGO"spawn() API rHQ7F"FWm;9+i=1CH-RRrQ59kRWm;9rn.9

k}!r(7F$^9#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Application creates an child process using spawn(). */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
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rc = setsockopt(listen_sd,
SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(SERVER_PORT);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready¥n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d¥n", i+1);
printf(" waiting on accept()¥n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf(" accept completed successfully¥n");

/**********************************************/
/* Initialize the spawn parameters */
/* */

/* The socket descriptor for the new */
/* connection is mapped over to descriptor 0 */
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/* in the child program. */
/**********************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = accept_sd;

/**********************************************/
/* Create the worker job */
/**********************************************/
printf(" creating worker job¥n");
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR1.PGM",

1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);

if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" spawn completed successfully¥n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the listen socket */
/*************************************************/
close(listen_sd);

}

=1CH-RRrHQ7FWm;9rBT9k5sWk&Wm0i`KD$FO"Xc: o<+<&8gV

,G<?&PCU!<ru.G-kh&K9kYr2H7F/@5$#

�: .�3��#�'�+�������������������

3NcKO"o<+<&8gV,/i$"sH&8gV+iG<?&PCU!<ru1hkh&K7"3l

r=N^^a9?aN3<I,^^lF$^9#3<IcNHQKD$FO"X3<INC-v`Yr2H

7F/@5$#

/**************************************************************************/
/* Worker job that receives and echoes back a data buffer to a client */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int sockfd;
char buffer[80];

/*************************************************/
/* The descriptor for the incoming connection is */
/* passed to this worker job as a descriptor 0. */
/*************************************************/
sockfd = 0;

/*************************************************/
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/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message¥n");
rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(sockfd);
exit(-1);

}
printf("<%s>¥n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
printf("Echo it back¥n");
len = rc;
rc = send(sockfd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(sockfd);
exit(-1);

}

/*************************************************/
/* Close down the incoming connection */
/*************************************************/
close(sockfd);

}

�: ���������������

sendmsg() *hS recvmsg() NcGO"3liN API rHQ7Fe.\3rOsIk9kh&K5<P

<&Wm0i`r_W9k}!r(7F$^9#5<P<,+O5lkH"o<+<&8gVNW<krn

.7^9#3liNv0djvF5l? (spawn 5l?) o<+<&8gVO",W,88k^GT!7^

9#/i$"sH&8gV,5<P<K\39kH"5<P<Oo<+<&8gVN 1 DKe.\3rN

)7^9#

J<N^O"79F`, sendmsg() *hS recvmsg() 5<P<_WrHQ9k]K5<P<"o<+

<"*hS/i$"sH&8gV,PC9k}!r(7F$^9#
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m: 3N^N/i$"sHt,KD$FO"Xc: FQ/i$"sHYr2H7F/@5$#

=1CHN$YsHNUm<: sendmsg() *hS recvmsg() XtrHQ9k5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<Ho<+<Nc

NX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^^l

F$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^9#

Xc: sendmsg() *hS recvmsg() GHQ9k5<P<&Wm0i`YGO"J<N=1CHFSP7rH

Q7F"sendmsg() *hS recvmsg() XtFSP7KhCFRWm;9rn.7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#
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4. socketpair() Xt,"lPN UNIX G<?0i`&=1CHrn.7^9#5<P<O socketpair()
API rHQ7F"lPN AF_UNIX =1CHrn.9k3H,G-^9#

5. spawn() Xt,"e.Warh}9ko<+<&8gVNQia<?<ri|_j7^9#3NcNl

g"n.5l?R8gVO"socketpair() KhCFn.5l?=1CH-RRrQ57^9#

6. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#

7. sendmsg() Xt,"e.\3ro<+<&8gVN 1 DKw.7^9#RWm;9O"recvmsg() X

tKhCF\3ru1~l^9#5<P<, sendmsg() rFSP7?H-"R8gVOh0uVGO

"j^;s#

8. 3NcGO"GiN close() Xt,"u1~l?=1CHr/m<:7^9# 2 V\N close () FS

P7O"listen =1CHr*;7^9#

=1CHN$YsHNUm<: recvmsg() rHQ9ko<+<&8gV

Xc: sendmsg () *hS recvmsg () GHQ9ko<+<&Wm0i`YGO"J<NXtFSP7N7<

1s9rHQ7^9#

1. 5<P<,\3ru1~l"=N=1CH-RRro<+<&8gVKO9H"recvmsg() Xt,-R

Rru.7^9#3NcNlg"recvmsg() XtO"5<P<,-RRrw.9k^GT!7^9#

2. recv() Xt,"/i$"sH+iG<?ru.7^9#

3. send() Xt,"/i$"sHKG<?rwjV7^9#

4. close() Xt,"o<+<&8gVr*;7^9#

�: sendmsg() 
�� recvmsg() ��������������/

J<NcGO"sendmsg() API rHQ7Fo<+<&8gVNW<krn.9k}!r(7F$^9#3

NcGHQG-k&L/i$"sH&8gVN3<Ir^`cKD$FO"Xc: FQ/i$"sHYr2

H7F/@5$#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Server example that uses sendmsg() to create worker jobs */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int server_sd, worker_sd, pair_sd[2];
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct msghdr msg;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else
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num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Create a pair of UNIX datagram sockets */
/*************************************************/
rc = socketpair(AF_UNIX, SOCK_DGRAM, 0, pair_sd);
if (rc != 0)
{

perror("socketpair() failed");
close(listen_sd);
exit(-1);

}
server_sd = pair_sd[0];
worker_sd = pair_sd[1];

/*************************************************/
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/* Initialize parms prior to entering for loop */
/* */
/* The worker socket descriptor is mapped to */
/* descriptor 0 in the child program. */
/*************************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = worker_sd;

/*************************************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...¥n");
for (i=0; i < num; i++)
{

pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR2.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);

if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
close(server_sd);
close(worker_sd);
exit(-1);

}
printf(" Worker = %d¥n", pid);

}

/*************************************************/
/* Close down the worker side of the socketpair */
/*************************************************/
close(worker_sd);

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready¥n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d¥n", i+1);
printf(" waiting on accept()¥n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
close(server_sd);
exit(-1);

}
printf(" accept completed successfully¥n");

/**********************************************/
/* Initialize message header structure */
/**********************************************/
memset(&msg, 0, sizeof(msg));

/**********************************************/
/* We are not sending any data so we do not */
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/* need to set either of the msg_iov fields. */
/* The memset of the message header structure */
/* will set the msg_iov pointer to NULL and */
/* it will set the msg_iovcnt field to 0. */
/**********************************************/

/**********************************************/
/* The only fields in the message header */
/* structure that need to be filled in are */
/* the msg_accrights fields. */
/**********************************************/
msg.msg_accrights = (char *)&accept_sd;
msg.msg_accrightslen = sizeof(accept_sd);

/**********************************************/
/* Give the incoming connection to one of the */
/* worker jobs. */
/* */
/* NOTE: We do not know which worker job will */
/* get this inbound connection. */
/**********************************************/
rc = sendmsg(server_sd, &msg, 0);
if (rc < 0)
{

perror("sendmsg() failed");
close(listen_sd);
close(accept_sd);
close(server_sd);
exit(-1);

}
printf(" sendmsg completed successfully¥n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/
close(accept_sd);

}

/*************************************************/
/* Close down the server and listen sockets */
/*************************************************/
close(server_sd);
close(listen_sd);

}

�: sendmsg() 
�� recvmsg() �����.�3������/

J<NcGO"recvmsg() API /i$"sH&8gVrHQ7Fo<+<&8gVru.9k}!r(7

F$^9#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Worker job that uses the recvmsg to process client requests */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int worker_sd, pass_sd;
char buffer[80];
struct iovec iov[1];
struct msghdr msg;

/*************************************************/
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/* One of the socket descriptors that was */
/* returned by socketpair(), is passed to this */
/* worker job as descriptor 0. */
/*************************************************/
worker_sd = 0;

/*************************************************/
/* Initialize message header structure */
/*************************************************/
memset(&msg, 0, sizeof(msg));
memset(iov, 0, sizeof(iov));

/*************************************************/
/* The recvmsg() call will NOT block unless a */
/* non-zero length data buffer is specified */
/*************************************************/
iov[0].iov_base = buffer;
iov[0].iov_len = sizeof(buffer);
msg.msg_iov = iov;
msg.msg_iovlen = 1;

/*************************************************/
/* Fill in the msg_accrights fields so that we */
/* can receive the descriptor */
/*************************************************/
msg.msg_accrights = (char *)&pass_sd;
msg.msg_accrightslen = sizeof(pass_sd);

/*************************************************/
/* Wait for the descriptor to arrive */
/*************************************************/
printf("Waiting on recvmsg¥n");
rc = recvmsg(worker_sd, &msg, 0);
if (rc < 0)
{

perror("recvmsg() failed");
close(worker_sd);
exit(-1);

}
else if (msg.msg_accrightslen <= 0)
{

printf("Descriptor was not received¥n");
close(worker_sd);
exit(-1);

}
else
{

printf("Received descriptor = %d¥n", pass_sd);
}

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message¥n");
rc = recv(pass_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

}
printf("<%s>¥n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
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printf("Echo it back¥n");
len = rc;
rc = send(pass_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

}

/*************************************************/
/* Close down the descriptors */
/*************************************************/
close(worker_sd);
close(pass_sd);

}

�: ��� accept() API ����������4
��

J<NcGO"#tN accept() bGkrHQ9k5<P<&Wm0i`r_W7F"e.\3WarOs

Ik9k}!r(7F$^9##tN accept() 5<P<,O09kH"LoI*j socket()"bind()"*
hS listen() rBT7^9#=l+io<+<&8gVNW<krn.7"=l>lNo<+<&8gV

K listen =1CHr?(^9#=l>lN#tN accept() o<+<O"accept() rFSP7^9#

J<N^O"79F`,#tN accept() 5<P<_WrHQ9k]K"5<P<"o<+<"*hS/i

$"sH&8gV,INh&KPC9k+r(7F$^9#

m: 3N^N/i$"sHt,KD$FO"Xc: FQ/i$"sHYr2H7F/@5$#
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=1CHN$YsHNUm<: #tN accept() o<+<&8gVNW<krn.9k5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<Ho<+<Nc

NX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^^l

F$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^9#

Xc: #tN accept() o<+<&8gVNW<krn.9k?aN5<P<&Wm0i`YGO"J<NX

tFSP7rHQ7FRWm;9rn.7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

3. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#

4. spawn() Xt,"Fo<+<&8gVrn.7^9#

5. 3NcGO"GiN close() Xt, listen =1CHr/m<:7^9#
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=1CHN$YsHNUm<: #tN accept() rHQ9ko<+<&8gV

Xc: #tN accept() QNo<+<&8gVYGO"J<NXtFSP7N7<1s9rHQ7^9#

1. 5<P<,o<+<&8gVr spawn 7?e"3No<+<&8gVK listen =1CH-RR,"3

^sITQia<?<H7FO5l^9# accept() Xt,"e./i$"sH\3rT!7^9#

2. recv() Xt,"/i$"sH+iG<?ru.7^9#

3. send() Xt,"/i$"sHKG<?rwjV7^9#

4. close() Xt,"o<+<&8gVr*;7^9#

�: ��� accept() .�3��#�'���������������������/

J<NcGO"#tN accept() bGkrHQ7F"o<+<&8gVrW<krn.9k}!r(7F$

^9#3NcGHQG-k&L/i$"sH&8gVN3<Ir^`cKD$FO"Xc: FQ/i$"s

HYr2H7F/@5$#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Server example creates a pool of worker jobs with multiple accept() */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char *spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));

if (rc < 0)
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{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Set the listen back log */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Initialize parms prior to entering for loop */
/* */
/* The listen socket descriptor is mapped to */
/* descriptor 0 in the child program. */
/*************************************************/
memset(&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = listen_sd;

/*************************************************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...¥n");
for (i=0; i < num; i++)
{

pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR4.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);

if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
exit(-1);

}
printf(" Worker = %d¥n", pid);

}

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready¥n");
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/*************************************************/
/* Close down the listening socket */
/*************************************************/
close(listen_sd);

}

�: ��� accept() ��.�3��#�'

J<NcO"#tN accept() API ,o<+<&8gVru.7"accept() 5<P<rFSP9}!KD

$F(7^9#3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Worker job uses multiple accept() to handle incoming client connections*/
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char *argv[])
{

int rc, len;
int listen_sd, accept_sd;
char buffer[80];

/*************************************************/
/* The listen socket descriptor is passed to */
/* this worker job as a command line parameter */
/*************************************************/
listen_sd = 0;

/*************************************************/
/* Wait for an incoming connection */
/*************************************************/
printf("Waiting on accept()¥n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");
close(listen_sd);
exit(-1);

}
printf("Accept completed successfully¥n");

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message¥n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf("<%s>¥n", buffer);

/*************************************************/
/* Echo the data back to the client */
/*************************************************/
printf("Echo it back¥n");
len = rc;
rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)
{

perror("send() failed");
close(listen_sd);
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close(accept_sd);
exit(-1);

}

/*************************************************/
/* Close down the descriptors */
/*************************************************/
close(listen_sd);
close(accept_sd);

}

�: �����
�

J<N3<IcK"&L/i$"sH&8gVN3<I,^^lF$^9#/i$"sH&8gVO"

socket()"connect()"send()"recv()"*hS close() rBT7^9#/i$"sH&8gVO"3l,

wu.9kG<?&PCU!<,5<P<GOJ/o<+<&8gVK~k3Hr'17^;s#5<P<

, AF_INET "Il9&U!_j<^?O AF_INET6 "Il9&U!_j<NIAiG"CFb0n9k

/i$"sH&"Wj1<7gsrn.7?$lg"Xc: IPv4 ^?O IPv6 /i$"sHYrHQ7F

/@5$#

3N/i$"sH&8gVO"J<N=l>lN&L3M/7gs?5<P<_Wrh}7^9#

v ?|5<P<#5sWk&Wm0i`KD$FO"Xc: ?|5<P<&Wm0i`Nn.Yr2H7F

/@5$#

v spawn 5<P<*hSo<+<#5sWk&Wm0i`KD$FO"Xc: spawn() API rHQ7?RW

m;9Nn.Yr2H7F/@5$#

v sendmsg() 5<P<*hS rcvmsg() o<+<#5sWk&Wm0i`KD$FO"Xc: sendmsg() *h

S recvmsg() GHQ9k5<P<&Wm0i`Yr2H7F/@5$#

v #tN accept() _W#5sWk&Wm0i`KD$FO"Xc: #tN accept() o<+<&8gVNW

<krn.9k?aN5<P<&Wm0i`Yr2H7F/@5$#

v sVmC-s0~PO*hS select() _W#5sWk&Wm0i`KD$FO"Xc: sVmC-s0~

PO*hS select()Yr2H7F/@5$#

v IPv4 /i$"sH^?O IPv6 /i$"sH+iN\3ru1~lk5<P<#5sWk&Wm0i`

KD$FO"Xc: IPv6 /i$"sHH IPv4 /i$"sHN>}+i\3ru1~lkYr2H7F

/@5$#

=1CHN$YsHNUm<: FQ/i$"sH

!N5sWk&Wm0i`O"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. =1CH-RRru.7?i"connect() XtrHQ7F"5<P<XN\3rN)7^9#

3. send() Xt,"G<?&PCU!<ro<+<&8gVKw.7^9#

4. recv() Xt,"G<?&PCU!<ro<+<&8gV+iu.7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* Generic client example is used with connection-oriented server designs */
/**************************************************************************/
#include <stdio.h>
#include <stdlib.h>
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#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int len, rc;
int sockfd;
char send_buf[80];
char recv_buf[80];
struct sockaddr_in addr;

/*************************************************/
/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket");
exit(-1);

}

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,

(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));

if (rc < 0)
{

perror("connect");
close(sockfd);
exit(-1);

}
printf("Connect completed.¥n");

/*************************************************/
/* Enter data buffer that is to be sent */
/*************************************************/
printf("Enter message to be sent:¥n");
gets(send_buf);

/*************************************************/
/* Send data buffer to the worker job */
/*************************************************/
len = send(sockfd, send_buf, strlen(send_buf) + 1, 0);
if (len != strlen(send_buf) + 1)
{

perror("send");
close(sockfd);
exit(-1);

}
printf("%d bytes sent¥n", len);

/*************************************************/
/* Receive data buffer from the worker job */
/*************************************************/
len = recv(sockfd, recv_buf, sizeof(recv_buf), 0);

124 iSeries: =1CH&Wm0i_s0

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|



if (len != strlen(send_buf) + 1)
{

perror("recv");
close(sockfd);
exit(-1);

}
printf("%d bytes received¥n", len);

/*************************************************/
/* Close down the socket */
/*************************************************/
close(sockfd);

}

�: ������ API ���

"Wj1<7gsO"QsoCreateIOCompletionPort() API rHQ7F~PO0;]<Hrn.7^9#3

N API O"s1|~POWaN0;r918e<k7FT!9k?aKHQG-kOsIkra7^9#

"Wj1<7gsO"~PO0;]<H&OsIkrXj7F"~OXt^?OPOXtr+O7^9#~

PON0;~K"u7psH"Wj1<7gsjANOsIk,"Xj7?~PO0;]<HKLN5l^

9#~PO0;]<HXNLNKhCF"*=i/?t"kT!fN9lCIN&AN 1 D@1,&'$

/"CW5l^9#"Wj1<7gsO"J<ru.7^9#

v 5NWaGs!5l?PCU!<

v =NPCU!<Hdjhj7Fh}5l?G<?N95

v 0;7?~PO`nN?$WN=(

v i|~POWaGO5l?"Wj1<7gsjANOsIk

3N"Wj1<7gs&OsIkO"1K/i$"sH\3r1L9k=1CH-RRG"klgb"l

P"/i$"sH\3NuVKD$FN-OJps,~CF$k9Hl<8rX9]$s?<G"klgb

"j^9#`n,0;7F"Wj1<7gs&OsIk,O5l?NG"o<+<&9lCIO/i$"s

H\3r0;9k?aN!N9FCWrhj7^9#3liN0;s1|`nrh}9ko<+<&9lC

IO"1 DN/i$"sHWa@1K4+5lkNGOJ/"5^6^J/i$"sHWarh}7^9#

f<6<&PCU!<Hdjhj9k3T<O"5<P<&Wm;9Hs1|G/89kNG"/i$"s

HWaNT!~VO:/7^9#3lO"#tNWm;C5<,"k79F`GOx@,"j^9#
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=1CHN$YsHNUm<: s1|~PO5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<Ho<+<Nc

NX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^^l

F$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^9#3

NUm<O"J<N5sWk&"Wj1<7gsGN=1CHFSP7r(7F$^9#3N5<P<c

r"FQ/i$"sHNcHloKHQ7F/@5$#

1. ^9?<&9lCIO"QsoCreateIOCompletionPort() rFSP93HKhCF"~PO0;]<H

rn.7^9#

2. ^9?<&9lCIO"pthread_create XtKhCF"~PO0;]<HWarh}9k?aKo<

+<&9lCINW<krn.7^9#

3. o<+<&9lCIO"/i$"sHWa,h}rT&3HrT!9k

QsoWaitForIOCompletionPort() rFSP7^9#

4. ^9?<&9lCIO/i$"sH\3ru1~l"o<+<&9lCI,T!7F$k~PO0;]

<HrXj9k QsoStartRecv() r/T9kh&KJj^9#

m: QsoStartAccept() rHQ9k3HKhCF"u1~lrs1|GHQ9k3HbG-^9#
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5. "k~@G"/i$"sHWaO5<P<&Wm;9KP7Fs1|G~e7^9#=1CH&*Zl

<F#s0&79F`O"s!5l?f<6<&PCU!<rm<I7"0;7? QsoStartRecv() W

ar"Xj7?~PO0;]<HKw.7^9# 1 DNo<+<&9lCI,&'$/"CW5l"3

NWaNh}r3T7^9#

6. o<+<&9lCIO""Wj1<7gsjANOsIk+i/i$"sH&=1CH-RRrhjP

7"QsoStartSend() `nrBT9k3HKhCF"u.7?G<?r/i$"sHK(3<9kh&

KJj^9#

7. G<?,(~Kw.D=JlgO"QsoStartSend() ,=NvBNLNra7"=&GJ$lgO"=

1CH&*Zl<F#s0&79F`,G<?rD=JBja/w.7"=NvBr"Xj7?~PO

0;]<HKLN7^9#o<+<&9lCIO"G<?,w.5l?H$&LNr@F"~PO0;

]<HGLNWarT!9k+"*;9kh&K?a,?(ilklgO*;7^9#o<+<&9l

CI*;$YsHrLN9k?aK"^9?<&9lCI, QsoPostIOCompletion() rHQG-^

9#

8. ^9?<&9lCIO"o<+<&9lCI,*;9kNrTA"!$G

QsoDestroyIOCompletionPort() rFSP93HKhCF~PO0;]<HrK~7^9#

m: 3N5<P<cO"Xc: FQ/i$"sHYGb@5lF$k&L/i$"sH&3<Irh}7^

9#

3NcGO"5<P<,s1| API rHQG-k}!r(7^9#3<IcNHQKD$FO"X3<I

NC-v`Yr2H7F/@5$#

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define BufferLength 80
#define Failure 0
#define Success 1
#define SERVPORT 12345

void *workerThread(void *arg);

/********************************************************************/
/* */
/* Function Name: main */
/* */
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/

int main()
{

int listen_sd, client_sd, rc;
int on = 1, ioCompPort;
pthread_t thr;
void *status;
char buffer[BufferLength];
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struct sockaddr_in serveraddr;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
exit(-1);

}

/*********************************************/
/* Create a worker thread to */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread,

&ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Create an AF_INET stream socket to receive*/
/* incoming connections on */
/*********************************************/
if ((listen_sd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket() failed");
QsoDestroyIOCompletionPort(ioCompPort);
exit(-1);

}

/*********************************************/
/* Allow socket descriptor to be reuseable */
/*********************************************/
if ((rc = setsockopt(listen_sd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on))) < 0)

{
perror("setsockopt() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* bind the socket */
/*********************************************/
memset(&serveraddr, 0x00, sizeof(struct sockaddr_in));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons(SERVPORT);
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);

if ((rc = bind(listen_sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr))) < 0)
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{
perror("bind() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Set listen backlog */
/*********************************************/
if ((rc = listen(listen_sd, 10)) < 0)
{

perror("listen() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

printf("Waiting for client connection.¥n");

/*********************************************/
/* accept an incoming client connection. */
/*********************************************/
if ((client_sd = accept(listen_sd, (struct sockaddr *)NULL,

NULL)) < 0)
{

perror("accept() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/
/* Issue QsoStartRecv() to receive client */
/* request. */
/* Note: */
/* postFlag == on denoting request should */
/* posted to the I/O */
/* completion port, even if */
/* if request is immediately */
/* available. Worker thread */
/* will process client */
/* request. */
/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’¥0’, sizeof(ioStruct));

ioStruct.buffer = buffer;
ioStruct.bufferLength = sizeof(buffer);

/*********************************************/
/* Store the client descriptor in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
*((int*)&ioStruct.descriptorHandle) = client_sd;
ioStruct.postFlag = 1;
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ioStruct.fillBuffer = 0;

rc = QsoStartRecv(client_sd, ioCompPort, &ioStruct);
if (rc == -1)
{

perror("QsoStartRecv() failed");
QsoDestroyIOCompletionPort(ioCompPort);
close(listen_sd);
close(client_sd);
exit(-1);

}
/*********************************************/
/* close the server’s listening socket. */
/*********************************************/
close(listen_sd);

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

QsoDestroyIOCompletionPort(ioCompPort);
if ( rc == 0 && (rc = __INT(status)) == Success)
{

printf("Success.¥n");
exit(0);

}
else
{

perror("pthread_join() reported failure");
exit(-1);

}
}
/* end workerThread */

/********************************************************************/
/* */
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;

/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;

/*********************************************/
/* Wait on the supplied I/O completion port */
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
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rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Client request has been received. */
/*********************************************/

;
else
{

printf("QsoWaitForIOCompletion() or QsoStartRecv() failed.¥n");
perror("QsoWaitForIOCompletion() or QsoStartRecv() failed");
return __VOID(Failure);

}

/*********************************************/
/* Obtain the socket descriptor associated */
/* with the client connection. */
/*********************************************/
clientfd = *((int *) &ioStruct.descriptorHandle);

/*********************************************/
/* Echo the data back to the client. */
/* Note: postFlag == 0. If write completes */
/* immediate then indication will be */
/* returned, otherwise once the */
/* write is performed the I/O Completion */
/* port will be posted. */
/*********************************************/
ioStruct.postFlag = 0;
ioStruct.bufferLength = ioStruct.returnValue;
rc = QsoStartSend(clientfd, ioCompPort, &ioStruct);

if (rc == 0)
/*********************************************/
/* Operation complete - data has been sent. */
/*********************************************/

;
else
{
/*********************************************/
/* Two possibilities */
/* rc == -1 */
/* Error on function call */
/* rc == 1 */
/* Write could not be immediately */
/* performed. Once complete, the I/O */
/* completion port will be posted. */
/*********************************************/

if (rc == -1)
{

printf("QsoStartSend() failed.¥n");
perror("QsoStartSend() failed");
close(clientfd);
return __VOID(Failure);

}
/*********************************************/
/* Wait for operation to complete. */
/*********************************************/
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Send sucessful. */
/*********************************************/

;
else
{

printf("QsoWaitForIOCompletion() or QsoStartSend() failed.¥n");
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perror("QsoWaitForIOCompletion() or QsoStartSend() failed");
return __VOID(Failure);

}
}
close(clientfd);
return __VOID(Success);

} /* end workerThread */

�: ��������

0m<Pk&;-e"&D<k-CH (GSKit) API ^?O SSL_ API NIAi+rHQ7F";-e"&

5<P<H/i$"sHrn.G-^9# GSKit API O#tN IBM ERserver WiCHU)<`G;-e

"\3rs!9k?a"3Air*+a7^9# SSL_API O OS/400 G-NbNKa.^;s#=l>l

N;-e"&=1CH API N;CHKO";-e"&=1CH\3rN)9k]N(i<r1L9kNK

r)Daj3<I,"j^9#3liN(i<&aC;<8Npsr=(9k}!KD$FO"X;-e

"&=1CH API N(i<&3<I&aC;<8Yr2H7F/@5$#

J<NcGO"J<N=l>lN}!rQ$F";-e"&5<P<H/i$"sHrN)9k}!rb@

7^9#

v c: s1|G<?u.rHQ9k GSKit ;-e"&5<P<

v c: s1|OsI7'</rHQ9k GSKit ;-e"&5<P<

v c: GSKit API KhCF;-e"&/i$"sHrN)9k

v c: SSL_ API KhCF;-e"&;<P<rN)9k

v c: SSL_ API KhCF;-e"&/i$"sHrN)9k

�: ���+��������� GSKit ��������

J<N3<IcO"0m<Pk&;-e"&D<k-CH (GSKit) API rHQ7F";-e"&5<P<

rN)9kNKHQG-^9#5<P<O=1CHr*<Ws7";-e"D-r`w7^9#^?\3W

aru1~lFh}7"/i$"sHHG<?rr97F";C7gsr*;7^9#/i$"sHb=1

CHr*<Ws7";-e"D-r;CH"CW7^9#5iK5<P<rFSP7F;-e"\3rWa

7"5<P<HG<?rr97F";C7gsrD8^9#J<N^Hb@K"5<P<//i$"sHN

$YsHNUm<r(7^9#

m: J<NWm0i`cGO AF_INET "Il9&U!_j<rHQ7^9,"AF_INET6 "Il9&U!

_j<rHQ9kh&KQ99k3HbG-^9#
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=1CHN$YsHNUm<: s1|G<?u.rHQ9k;-e"&5<P<

3N^N/i$"sHNt,r=(9kKO";-e" GSKit /i$"sHN^r2H7F/@5$#
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J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"5<P<H/i$"sH

NcNX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NHQeNmUXNjs/,^

^lF$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3liNjs/rHQG-^

9#3NUm<O"J<N5sWk&"Wj1<7gsGN=1CHFSP7r(7F$^9#

1. QsoCreateIOCompletionPort() Xt,"~PO0;]<Hrn.7^9#

2. pthread_create Xt,"/i$"sH+iG<?ru.7?j"=lr/i$"sHKwjV7?j

9k?aNo<+<&9lCIrn.7^9#o<+<&9lCIO"33Gn.7?~PO0;]<

HK/i$"sHWa,~e9k^GT!7^9#

3. SSL D-XNOsIkr~j9k?aN gsk_environment_open() XNFSP7#

4. SSL D-N0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFSP7#/J

/Hb"GSK_OS400_APPLICATION_ID M^?O GSK_KEYRING_FILE Mr_j9k?aN"

gsk_attribute_set_buffer() XNFSP7#IAi+l}NMN_r_j7^9#

GSK_OS400_APPLICATION_ID MrHQ9k3Hrd)7^9# gsk_attribute_set_enum() rHQ

7F""Wj1<7gs (/i$"sH^?O5<P<) N?$W (GSK_SESSION_TYPE) b,:_j

7F/@5$#

5. gsk_environment_init() XNFSP7#3NFSP7O"SSL rh}9k?aN3ND-ri|_j

7"3ND-rHQ7FBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7

^9#

6. socket Xt,=1CH-RRrn.7^9#=7F5<P<O"e.\3Waru1~lk3H,G

-kh&"8`*J=1CHFSP7N;CH (bind()"listen()"*hS accept()) r/T7^9#

7. gsk_secure_soc_open() Xt,";-e"&;C7gsQN9Hl<8r~j7"0-NGU)kH

Mr_j7"]I7F;-e"&;C7gsKX"7?XtFSP7GHQ9k,WN"kOsIkr

a7^9#

8. ;-e"&;C7gsN0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFS

P7#/J/Hb"CjN=1CHr3N;-e"&;C7gsKX"U1k?aN

gsk_attribute_set_numeric_value() XNFSP7#

9. EfQia<?<N SSL OsI7'</&M47(<7gsr+O9k?aN

gsk_secure_soc_init() XNFSP7#

m: LoO"5<P<&Wm0i`, SSL OsI7'</K,WJZ@qrs(7J$H"L.O.

y7^;s#^?5<P<O"5<P<Z@qKX"7?k)0H"Z@q,]I5lF$k-

<&G<?Y<9&U!$kX"/;9G-J1lPJj^;s#lgKhCFO"SSL OsI

7'</h}fK/i$"sHbZ@qrs(7J1lPJiJ$3Hb"j^9#=&JkN

O"/i$"sH,\37F$k5<P<G"/i$"sH'Z,HQD=K5lF$klgG

9# gsk_attribute_set_buffer(GSK_OS400_APPLICATION_ID) ^?O

gsk_attribute_set_buffer(GSK_KEYRING_FILE) API O"OsI7'</fKHQ5lkZ@q

*hSk)0N~jhN-<&G<?Y<9&U!$kr (=l>l[Jk}!G) 1L7^9#

10. gsk_secure_soc_startRecv() Xt,";-e"&;C7gsGs1|u.`nr+O7^9#

11. pthread_join ,"5<P<Ho<+<&Wm0i`r1|=7^9#3NXtO9lCI,*;9k

^GT!7F+i"9lCIrZj%7"9lCI*;u7r5<P<Ka7^9#

12. gsk_secure_soc_close() Xt,";-e"&;C7gsr*;7^9#

13. gsk_environment_close() Xt,"SSL Xtr/m<:7^9#

14. close() Xt,"listen =1CHr*;7^9#

15. close() ,"u1~l? (/i$"sH\3) =1CHr*;7^9#

16. QsoDestroyIOCompletionPort() Xt,"0;]<HrK~7^9#
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=1CHN$YsHNUm<: GSKit API rHQ9ko<+<&9lCI

1. 5<P<&"Wj1<7gs,o<+<&9lCIrn.7?e"5<P<,

gsk_secure_soc_startRecv() FSP7KhCF"/i$"sH&G<?rh}9kh&"e./i$

"sHWarwCF/kNrTA^9# QsoWaitForIOCompletionPort() XtO"5<P<KhCF

Xj5l?"s!5l?~PO0;]<HGT!7^9#

2. /i$"sHWaru.9kH" gsk_attribute_get_numeric_value() Xt,";-e"&;C7g

sKX"9k=1CH-RRrh@7^9#

3. gsk_secure_soc_write() Xt,";-e"&;C7gsrHQ7FaC;<8r/i$"sHKw.

7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/* GSK Asyncronous Server Program using Application Id*/

/* "IBM grants you a nonexclusive copyright license */
/* to use all programming code examples from which */
/* you can generate similar function tailored to your */
/* own specific needs. */
/* */
/* All sample code is provided by IBM for illustrative*/
/* purposes only. These examples have not been */
/* thoroughly tested under all conditions. IBM, */
/* therefore, cannot guarantee or imply reliability, */
/* serviceability, or function of these programs. */
/* */
/* All programs contained herein are provided to you */
/* "AS IS" without any warranties of any kind. The */
/* implied warranties of non-infringement, */
/* merchantability and fitness for a particular */
/* purpose are expressly disclaimed. " */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(PROG/GSKSERVa) */
/* SRCFILE(PROG/CSRC) */
/* SRCMBR(GSKSERVa) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
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/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/
int main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
int buf_len, on = 1, rc = 0;
int sd = -1, lsd = -1, al = -1, ioCompPort = -1;
int successFlag = FALSE;
char buff[1024];
pthread_t thr;
void *status;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/
do
{

/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
break;

}
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_open() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d & errno = %d.¥n"
,rc,errno);
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printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d & errno = %d.¥n"
,rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,
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SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
break;

}

/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
break;

}

/* enable the socket for incoming client connections */
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
break;

}

/* accept an incoming client connection */
al = sizeof(address);
sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.¥n", errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake */
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{
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printf("gsk_secure_soc_init() failed with rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* Issue gsk_secure_soc_startRecv() to */
/* receive client request. */
/* Note: */
/* postFlag == on denoting request should */
/* posted to the I/O completion port, even */
/* if request is immediately available. */
/* Worker thread will process client request.*/
/*********************************************/
/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’¥0’, sizeof(ioStruct));
memset((char *) buff, 0, sizeof(buff));
ioStruct.buffer = buff;
ioStruct.bufferLength = sizeof(buff);

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
ioStruct.descriptorHandle = my_session_handle;
ioStruct.postFlag = 1;
ioStruct.fillBuffer = 0;

rc = gsk_secure_soc_startRecv(my_session_handle,
ioCompPort,
&ioStruct);

if (rc != GSK_AS400_ASYNCHRONOUS_RECV)
{

printf("gsk_secure_soc_startRecv() rc = %d & errno = %d.¥n",rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* This is where the server could loop back */
/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

/* check status of the worker */
if ( rc == 0 && (rc = __INT(status)) == Success)
{

printf("Success.¥n");
successFlag = TRUE;

}
else
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{
perror("pthread_join() reported failure");

}
} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the listening socket */
if (lsd > -1)

close(lsd);
/* close the accepted socket */
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)

QsoDestroyIOCompletionPort(ioCompPort);

if (successFlag)
exit(0);

else
exit(-1);

}

/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could */
/* be made responsible for the clientfd and session_handle. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort = -1, clientfd = -1;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
int amtWritten;
gsk_handle client_session_handle = NULL;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/O completion port */
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTRECV))
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/*********************************************/
/* Client request has been received. */
/*********************************************/
;
else
{

perror("QsoWaitForIOCompletion()/gsk_secure_soc_startRecv() failed");
printf("ioStruct.returnValue = %d.¥n", ioStruct.returnValue);
return __VOID(Failure);

}

/* write results to screen */
printf("gsk_secure_soc_startRecv() received %d bytes, here they are:¥n",

ioStruct.secureDataTransferSize);
printf("%s¥n",ioStruct.buffer);

/*********************************************/
/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
rc = gsk_attribute_get_numeric_value(client_session_handle,

GSK_FD,
&clientfd);

if (rc != GSK_OK)
{

printf("gsk_attribute_get_numeric_value() rc = %d & errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
return __VOID(Failure);

}

/* send the message to the client using the secure session */
amtWritten = 0;
rc = gsk_secure_soc_write(client_session_handle,

ioStruct.buffer,
ioStruct.secureDataTransferSize,
&amtWritten);

if (amtWritten != ioStruct.secureDataTransferSize)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
return __VOID(Failure);

}
else
{

printf("gsk_secure_soc_write() did not write all data.¥n");
return __VOID(Failure);

}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...¥n", amtWritten);
printf("%s¥n",ioStruct.buffer);

return __VOID(Success);
} /* end workerThread */
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�: ���4
��0������� GSKit ��������

V5R2 +i"OS/400 =1CHO gsk_secure_soc_startInit() API r3~7^7?#3N API rHQ9k

H"Wars1|Gh}G-k;-e"&5<P<&"Wj1<7gsrn.G-^9#J<N3<I&5

sWkK"3N API NHQ}!Ncr(7^9#3NcO"s1|G<?u.rHQ9k GSKit ;-e

"&5<P<NcKwF$^9,"3N77$ API rHQ7F;-e"&;C7gsr+O7^9#
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3N^N/i$"sHNt,r=(9kKO"GSKit /i$"sHr2H7F/@5$#

=1CHN$YsHNUm<: s1|OsI7'</rHQ9k GSKit ;-e"&5<P<

3NUm<O"J<N5sWk&"Wj1<7gsGN=1CHFSP7r(7F$^9#

1. QsoCreateIOCompletionPort() Xt,"~PO0;]<Hrn.7^9#

2. pthread_create Xt,"9YFN/i$"sHWarh}9k?aNo<+<&9lCIrn.7^

9#o<+<&9lCIO"33Gn.7?~PO0;]<HK/i$"sHWa,~e9k^GT!

7^9#

3. SSL D-XNOsIkr~j9k?aN gsk_environment_open() XNFSP7#

4. SSL D-N0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFSP7#/J

/Hb"GSK_OS400_APPLICATION_ID M^?O GSK_KEYRING_FILE Mr_j9k?aN"

gsk_attribute_set_buffer() XNFSP7#IAi+l}NMN_r_j7^9#

GSK_OS400_APPLICATION_ID MrHQ9k3Hrd)7^9# gsk_attribute_set_enum() rHQ

7F""Wj1<7gs (/i$"sH^?O5<P<) N?$W (GSK_SESSION_TYPE) b,:_j

7F/@5$#

5. gsk_environment_init() XNFSP7#3NFSP7O"SSL rh}9k?aN3ND-ri|_j

7"3ND-rHQ7FBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7

^9#

6. socket Xt,=1CH-RRrn.7^9#=7F5<P<O"e.\3Waru1~lk3H,G

-kh&"8`*J=1CHFSP7N;CH (bind()"listen()"*hS accept()) r/T7^9#

7. gsk_secure_soc_open() Xt,";-e"&;C7gsQN9Hl<8r~j7"0-NGU)kH

Mr_j7"]I7F;-e"&;C7gsKX"7?XtFSP7GHQ9k,WN"kOsIkr

a7^9#

8. ;-e"&;C7gsN0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFS

P7#/J/Hb"CjN=1CHr3N;-e"&;C7gsKX"U1k?aN

gsk_attribute_set_numeric_value() XNFSP7#

9. gsk_secure_soc_startInit() Xt,"SSL D-*hS;-e"&;C7gsK_j5l?0-rHQ

7F";-e"&;C7gsNM47(<7gsrs1|K+O7^9#33G)f,Wm0i`Ka

j^9#OsI7'</h},0;9kH"0;]<HKkL,LN5l^9#9lCIO5iKLN

h}XHJsG$/3H,G-^9,"1c=9k?a"o<+<&9lCI,0;9k^G33GT

!9k3HK7^9#

m: LoO"5<P<&Wm0i`, SSL OsI7'</K,WJZ@qrs(7J$H"L.O.

y7^;s#^?5<P<O"5<P<Z@qKX"7?k)0H"Z@q,]I5lF$k-

<&G<?Y<9&U!$kX"/;9G-J1lPJj^;s#lgKhCFO"SSL OsI

7'</h}fK/i$"sHbZ@qrs(7J1lPJiJ$3Hb"j^9#=&JkN

O"/i$"sH,\37F$k5<P<G"/i$"sH'Z,HQD=K5lF$klgG

9# gsk_attribute_set_buffer(GSK_OS400_APPLICATION_ID) ^?O

gsk_attribute_set_buffer(GSK_KEYRING_FILE) API O"OsI7'</fKHQ5lkZ@q

*hSk)0N~jhN-<&G<?Y<9&U!$kr (=l>l[Jk}!G) 1L7^9#

10. pthread_join ,"5<P<Ho<+<&Wm0i`r1|=7^9#3NXtO9lCI,*;9k

^GT!7F+i"9lCIrZj%7"9lCI*;u7r5<P<Ka7^9#

11. gsk_secure_soc_close() Xt,";-e"&;C7gsr*;7^9#

12. gsk_environment_close() Xt,"SSL Xtr/m<:7^9#
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13. close() Xt,"listen =1CHr*;7^9#

14. close() ,"u1~l? (/i$"sH\3) =1CHr*;7^9#

15. QsoDestroyIOCompletionPort() Xt,"0;]<HrK~7^9#

=1CHN$YsHNUm<: ;-e"s1|Warh}9ko<+<&9lCI

1. 5<P<&"Wj1<7gs,o<+<&9lCIrn.7?e"5<P<,h}P]Ne./i$"

sHWarwCF/kNrTA^9# QsoWaitForIOCompletionPort() XtO"5<P<KhCFX

j5l?"s!5l?~PO0;]<HGT!7^9#3NFSP7O"gsk_secure_soc_startInit()
,0;9k^GT!7^9#

2. /i$"sHWaru.9kH" gsk_attribute_get_numeric_value() Xt,";-e"&;C7g

sKX"9k=1CH-RRrh@7^9#

3. gsk_secure_soc_read() Xt,";-e"&;C7gsrHQ7FaC;<8r/i$"sH+iu

.7^9#

4. gsk_secure_soc_write() Xt,";-e"&;C7gsrHQ7FaC;<8r/i$"sHKw.

7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/* GSK Asyncronous Server Program using Application Id*/
/* and gsk_secure_soc_startInit() */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/GSKSERVSI) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(GSKSERVSI) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "qsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/
/* Descriptive Name: Master thread will establish a client */
/* connection and hand processing responsibility */
/* to a worker thread. */
/* Note: Due to the thread attribute of this program, spawn() must */
/* be used to invoke. */
/********************************************************************/
int main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */
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struct sockaddr_in address;
int buf_len, on = 1, rc = 0;
int sd = -1, lsd = -1, al, ioCompPort = -1;
int successFlag = FALSE;
pthread_t thr;
void *status;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/

do
{

/*********************************************/
/* Create an I/O completion port for this */
/* process. */
/*********************************************/
if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");
break;

}
/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/O completion */
/* port just created. */
/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{

perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
printf("gsk_environment_open()¥n");
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d and errno = %d.¥n",

rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.¥n"
,rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */
rc = errno = 0;
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rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.¥n"
,rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
printf("gsk_environment_init()¥n");
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
printf("socket()¥n");
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
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{
perror("setsockopt() failed");
break;

}

/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
printf("bind()¥n");
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
break;

}

/* enable the socket for incoming client connections */
printf("listen()¥n");
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
break;

}

/* accept an incoming client connection */
al = sizeof(address);
printf("accept()¥n");
sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
printf("gsk_secure_soc_open()¥n");
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.¥n", errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/*********************************************/
/* Issue gsk_secure_soc_startInit() to */
/* process SSL Handshake flow asyncronously */
/*********************************************/
/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
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/* reserved fields must be hex 00’s. */
/*********************************************/
memset(&ioStruct, ’¥0’, sizeof(ioStruct));

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */
/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
/*********************************************/
ioStruct.descriptorHandle = my_session_handle;

/* initiate the SSL handshake */
rc = errno = 0;
printf("gsk_secure_soc_startInit()¥n");
rc = gsk_secure_soc_startInit(my_session_handle, ioCompPort, &ioStruct);
if (rc != GSK_OS400_ASYNCHRONOUS_SOC_INIT)
{

printf("gsk_secure_soc_startInit() rc = %d and errno = %d.¥n",rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}
else

printf("gsk_secure_soc_startInit got GSK_OS400_ASYNCHRONOUS_SOC_INIT¥n");

/*********************************************/
/* This is where the server could loop back */
/* to accept a new connection. */
/*********************************************/

/*********************************************/
/* Wait for worker thread to finish */
/* processing client connection. */
/*********************************************/
rc = pthread_join(thr, &status);

/* check status of the worker */
if ( rc == 0 && (rc = __INT(status)) == Success)
{

printf("Success.¥n");
printf("Success.¥n");
successFlag = TRUE;

}
else
{

perror("pthread_join() reported failure");
}

} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the listening socket */
if (lsd > -1)

close(lsd);
/* close the accepted socket */
if (sd > -1)
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close(sd);

/* destroy the completion port */
if (ioCompPort > -1)

QsoDestroyIOCompletionPort(ioCompPort);

if (successFlag)
exit(0);

exit(-1);
}

/********************************************************************/
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function could */
/* be made responsible for the clientfd and session_handle. */
/********************************************************************/
void *workerThread(void *arg)
{

struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
int amtWritten, amtRead;
char buff[1024];
gsk_handle client_session_handle;
pthread_t thr;
pthread_id_np_t t_id;
t_id = pthread_getthreadid_np();
tID = t_id.intId.lo;
/*********************************************/
/* I/O completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
/* Wait on the supplied I/O completion port */
/* for the SSL handshake to complete. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;

sleep(4);
printf("QsoWaitForIOCompletion()¥n");
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTINIT))

/*********************************************/
/* SSL Handshake has completed. */
/*********************************************/
;
else
{

printf("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed.¥n");
printf("rc == %d, returnValue - %d, operationCompleted = %d¥n",

rc, ioStruct.returnValue, ioStruct.operationCompleted);
perror("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed");
return __VOID(Failure);

}

/*********************************************/
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/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associatied with the secure session */
rc=errno=0;
printf("gsk_attribute_get_numeric_value()¥n");
rc = gsk_attribute_get_numeric_value(client_session_handle,

GSK_FD,
&clientfd);

if (rc != GSK_OK)
{

printf("gsk_attribute_get_numeric_value() rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
return __VOID(Failure);

}
/* memset buffer to hex zeros */
memset((char *) buff, 0, sizeof(buff));
amtRead = 0;
/* receive a message from the client using the secure session */
printf("gsk_secure_soc_read()¥n");
rc = gsk_secure_soc_read(client_session_handle,

buff,
sizeof(buff),
&amtRead);

if (rc != GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.¥n",rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
return;

}

/* write results to screen */
printf("gsk_secure_soc_read() received %d bytes, here they are ...¥n",

amtRead);
printf("%s¥n",buff);

/* send the message to the client using the secure session */
amtWritten = 0;
printf("gsk_secure_soc_write()¥n");
rc = gsk_secure_soc_write(client_session_handle,

buff,
amtRead,
&amtWritten);

if (amtWritten != amtRead)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.¥n",rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
return __VOID(Failure);

}
else
{

printf("gsk_secure_soc_write() did not write all data.¥n");
return __VOID(Failure);

}
}
/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...¥n", amtWritten);
printf("%s¥n",buff);
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return __VOID(Success);
}
/* end workerThread */

�: ���������� ����� (GSKit) API �������

����
������

J<N3<I&5sWkK"GSKit API rHQ9k/i$"sHNcr(7^9#3<IcNHQKD$

FO"X3<INC-v`Yr2H7F/@5$#

J<N^O"GSKit API rHQ9k;-e"&/i$"sHNXtFSP7r(7F$^9#
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=1CHN$YsHNUm<: GSKit /i$"sH

3NUm<O"J<N5sWk&"Wj1<7gsGN=1CHFSP7r(7F$^9#3N/i$"s

HNcr"GSKit 5<P<Nc"*hSXc: s1|OsI7'</rHQ9k GSKit ;-e"&5<P

<YHloKHQ7F/@5$#

1. gsk_environment_open() Xt,"SSL D-XNOsIkr~j7^9#

2. SSL D-N0-r_j9k?aN gsk_attribute_set_xxxxx() XN 1 s^?O#tsNFSP7#/J

/Hb"GSK_OS400_APPLICATION_ID M^?O GSK_KEYRING_FILE Mr_j9k?aN"

gsk_attribute_set_buffer() XNFSP7#IAi+l}NMN_r_j7^9#

GSK_OS400_APPLICATION_ID MrHQ9k3Hrd)7^9# gsk_attribute_set_enum() rHQ

7F""Wj1<7gs (/i$"sH^?O5<P<) N?$W (GSK_SESSION_TYPE) b,:_j

7F/@5$#

3. gsk_environment_init() XNFSP7#3NFSP7O"SSL rh}9k?aN3ND-ri|_j

7"3ND-rHQ7FBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7

^9#

4. socket Xt,=1CH-RRrn.7^9#=Ne"/i$"sHO"5<P<&"Wj1<7gs

K\39k?aK"connect() r/T7^9#

5. gsk_secure_soc_open() Xt,";-e"&;C7gsQN9Hl<8r~j7"0-NGU)kH

Mr_j7"]I7F;-e"&;C7gsKX"7?XtFSP7GHQ9k,WN"kOsIkr

a7^9#

6. gsk_attribute_set_numeric_value() Xt,"CjN=1CHH3N;-e"&;C7gsrX"U1

^9#

7. gsk_secure_soc_init() Xt,"SSL D-*hS;-e"&;C7gsK_j5l?0-rHQ7

F";-e"&;C7gsNM47(<7gsrs1|K+O7^9#

8. gsk_secure_soc_write() Xt,";-e"&;C7gsNG<?ro<+<&9lCIKq-~_^

9#

m: GSKit 5<P<NcNlg"3NXtO"gsk_secure_soc_startRecv() Xtr0;7?o<+

<&9lCIKP7FG<?rq-~_^9#s1|NcNlgO"0;7?

gsk_secure_soc_startInit() KP7Fq-~_^9#

9. gsk_secure_soc_read() Xt,";-e"&;C7gsrHQ7FaC;<8ro<+<&9lCI

+iu.7^9#

10. gsk_secure_soc_close() Xt,";-e"&;C7gsr*;7^9#

11. gsk_environment_close() Xt,"SSL Xtr/m<:7^9#

12. close() Xt,"\3r*;7^9#

/* GSK Client Program using Application Id */

/* This program assumes that the application id is */
/* already registered and a certificate has been */
/* associated with the appliciation id */
/* */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/GSKCLIENT) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(GSKCLIENT) */

#include <stdio.h>
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#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define TRUE 1
#define FALSE 0

void main(void)
{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle */

struct sockaddr_in address;
int buf_len, rc = 0, sd = -1;
int amtWritten, amtRead;
char buff1[1024];
char buff2[1024];

/* hardcoded IP address (change to make address were server program runs */
char addr[16] = "1.1.1.1";

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that clean up can happen at end */
/*********************************************/
do
{

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_open() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_OS400_APPLICATION_ID,
"MY_CLIENT_APP",
13);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set this side as the client (this is the default */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_SESSION_TYPE,
GSK_CLIENT_SESSION);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}
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/* by default SSL_V2, SSL_V3, and TLS_V1 are enabled */
/* We will disable SSL_V2 for this example. */
rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,

GSK_PROTOCOL_SSLV2,
GSK_PROTOCOL_SSLV2_OFF);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default list */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,

GSK_V3_CIPHER_SPECS,
"05", /* SSL_RSA_WITH_RC4_128_SHA */
2);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{

printf("gsk_environment_init() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening */
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
break;

}

/* connect to the server using a set port number */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("connect() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.¥n",
rc,errno);
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printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,

GSK_FD,
sd);

if (rc != GSK_OK)
{

printf("gsk_attribute_set_numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.¥n", errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake */
rc = errno = 0;
rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)
{

printf("gsk_secure_soc_init() failed with rc = %d and errno = %d.¥n",
rc,errno);

printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* memset buffer to hex zeros */
memset((char *) buff1, 0, sizeof(buff1));

/* send a message to the server using the secure session */
strcpy(buff1,"Test of gsk_secure_soc_write ¥n\n");

/* send the message to the client using the secure session */
buf_len = strlen(buff1);
amtWritten = 0;
rc = gsk_secure_soc_write(my_session_handle, buff1, buf_len, &amtWritten);
if (amtWritten != buf_len)
{

if (rc != GSK_OK)
{

printf("gsk_secure_soc_write() rc = %d and errno = %d.¥n",rc,errno);
printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}
else
{

printf("gsk_secure_soc_write() did not write all data.¥n");
break;

}
}

/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...¥n", amtWritten);
printf("%s¥n",buff1);

/* memset buffer to hex zeros */
memset((char *) buff2, 0x00, sizeof(buff2));

/* receive a message from the client using the secure session */
amtRead = 0;
rc = gsk_secure_soc_read(my_session_handle, buff2, sizeof(buff2), &amtRead);

if (rc != GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.¥n",rc,errno);
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printf("rc of %d means %s¥n", rc, gsk_strerror(rc));
break;

}

/* write results to screen */
printf("gsk_secure_soc_read() received %d bytes, here they are ...¥n",

amtRead);
printf("%s¥n",buff2);

} while(FALSE);

/* disable SSL support for the socket */
if (my_session_handle != NULL)

gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the connection */
if (sd > -1)

close(sd);

return;
}

�: SSL_ API �����������������

;-e"&"Wj1<7gsO"GSKit API @1GJ/"SSL_ API rHCFn.9k3HbG-^9#3

N API O iSeries *Zl<F#s0&79F`G-NbNG9# GSKit API NlgH1M"G<?rB4

Kr99kKO"5<P<O-zJZ@qrs!9k,W,"j^9#J<N^K";-e"&5<P<r

n.9kNKHQ5lk=1CHH SSL_ API r(7^9##tN IBM ERserver WiCHU)<`r^

?0;-e"&"Wj1<7gsrn.9klgKO"GSKit API rHQ7F/@5$#
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=1CHN$YsHNUm<: SSL_ API rHQ9k;-e"&5<P<

J<Nb@O"SSL 5<P<rBTD=K7F SSL /i$"sHHL.9k API 1NNX8r(7F$

^9#

1. FSP7 SSL_Init() ^?O SSL_Init_Application()#3NFSP7O"SSL h}QN8gVD-ri

|_j7"=T8gVGBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7^

9#IAi+l}N API N_rHQ7^9# SSL_Init_Application() API rHQ9k3Hrd)7^

9#

m: J<NWm0i`cO"SSL_Init_Application API rHQ7F$^9#

2. 5<P<O socket() rFSP7F=1CH-RRrh@7^9#
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3. 5<P<O bind()"listen()"*hS accept() rFSP7F5<P<&Wm0i`N\3rh0=7^

9#

4. 5<P<O SSL_Create() rFSP7F\35l?=1CHKD$F SSL 5]<Hr*sK7^9#

5. 5<P<O SSL_Handshake() rFSP7FEfQia<?<N SSL OsI7'</^Wri|=7

^9#

6. 5<P<O SSL_Write() *hS SSL_Read() rFSP7"G<?rwu.7^9#

7. 5<P<O SSL_Destroy() rFSP7F=1CHN SSL 5]<HrHQTDK7^9#

8. 5<P<O close() rFSP7F\35lF$k=1CHrK~7^9#

=1CHN$YsHNUm<: SSL_ API rHQ9k;-e"&/i$"sH

1. FSP7 SSL_Init() ^?O SSL_Init_Application()#3NFSP7O"SSL h}QN8gVD-ri

|_j7"=T8gVGBT5lk9YFN SSL ;C7gsQN SSL ;-ejF#<psr_j7^

9#IAi+l}N API N_rHQ7^9# SSL_Init_Application API rHQ9k3Hrd)7^

9#

m: J<NWm0i`cO"SSL_Init_Application API rHQ7F$^9#

2. /i$"sHO socket() rFSP7F=1CH-RRrh@7^9#

3. /i$"sHO connect() rFSP7F/i$"sH&Wm0i`N\3rh0=7^9#

4. /i$"sHO SSL_Create() rFSP7F\35l?=1CHKD$F SSL5]<Hr*sK7^

9#

5. /i$"sHO SSL_Handshake() rFSP7FEfQia<?<N SSL OsI7'</^Wri|

=7^9#

6. /i$"sHO SSL_Read() *hS SSL_Write() rFSP7FG<?rwu.7^9#

7. /i$"sHO SSL_Destroy() rFSP7F=1CHN SSL 5]<HrHQTDK7^9#

8. /i$"sHO close() rFSP7F\35lF$k=1CHrK~7^9#

m: 3N5sWkGO AF_INET "Il9&U!_j<rHQ7^9#7+7"AF_INET6 "Il9&U!

_j<rHQ9kh&KQ99k3HbG-^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/* SSL Server Program using SSL_Init_Application */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/SSLSERVAPP) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR(SSLSERVAPP) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>

void main(void)
{
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SSLHandle *sslh;
SSLInitApp sslinit;

struct sockaddr_in address;
int buf_len, on = 1, rc = 0, sd, lsd, al;
char buff[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128_SHA;

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinitapp structure to hex zeros */
memset((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinit app structure */
sslinit.applicationID = "MY_SERVER_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuiteListLen = 0;

/* allocate and set pointers for certificate buffer */
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ssl call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);
if (rc != 0)
{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.¥n",
rc,errno);

return;
}

/* initialize a socket to be used for listening */
lsd = socket(AF_INET, SOCK_STREAM, 0);
if (lsd < 0)
{

perror("socket() failed");
return;

}

/* set socket so can be reused immediately */
rc = setsockopt(lsd, SOL_SOCKET,

SO_REUSEADDR,
(char *)&on,
sizeof(on));

if (rc < 0)
{

perror("setsockopt() failed");
return;

}

/* bind to the local server address */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = 0;
rc = bind(lsd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");
close(lsd);
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return;
}

/* enable the socket for incoming client connections */
listen(lsd, 5);
if (rc < 0)
{

perror("listen() failed");
close(lsd);
return;

}

/* accept an incoming client connection */
al = sizeof(address);
sd = accept(lsd, (struct sockaddr *) &address, &al);
if (sd < 0)
{

perror("accept() failed");
close(lsd);
return;

}

/* enable SSL support for the socket */
sslh = SSL_Create(sd, SSL_ENCRYPT);
if (sslh == NULL)
{

printf("SSL_Create() failed with errno = %d.¥n", errno);
close(lsd);
close(sd);
return;

}

/* set up parameters for handshake */
sslh -> protocol = 0;
sslh -> timeout = 0;
sslh -> cipherSuiteList = &cipher;
sslh -> cipherSuiteListLen = 1;

/* initiate the SSL handshake */
rc = SSL_Handshake(sslh, SSL_HANDSHAKE_AS_SERVER);
if (rc != 0)
{

printf("SSL_Handshake() failed with rc = %d and errno = %d.¥n",
rc, errno);

SSL_Destroy(sslh);
close(lsd);
close(sd);
return;

}

/* memset buffer to hex zeros */
memset((char *) buff, 0, sizeof(buff));

/* receive a message from the client using the secure session */
rc = SSL_Read(sslh, buff, sizeof(buff));
if (rc < 0)
{

printf("SSL_Read() rc = %d and errno = %d.¥n",rc,errno);
rc = SSL_Destroy(sslh);
if (rc != 0)

printf("SSL_Destroy() rc = %d and errno = %d.¥n",rc,errno);
close(lsd);
close(sd);
return;

}

/* write results to screen */
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printf("SSL_Read() read ...¥n");
printf("%s¥n",buff);

/* send the message to the client using the secure session */
buf_len = strlen(buff);
rc = SSL_Write(sslh, buff, buf_len);
if (rc != buf_len)
{

if (rc < 0)
{

printf("SSL_Write() failed with rc = %d.¥n",rc);
SSL_Destroy(sslh);
close(lsd);
close(sd);
return;

}
else
{

printf("SSL_Write() did not write all data.¥n");
SSL_Destroy(sslh);
close(lsd);
close(sd);
return;

}
}

/* write results to screen */
printf("SSL_Write() wrote ...¥n");
printf("%s¥n",buff);

/* disable SSL support for the socket */
SSL_Destroy(sslh);

/* close the connection */
close(sd);

/* close the listening socket */
close(lsd);

return;
}

�: SSL_ API �����������
������

OS/400 =1CHO"GSKit API @1GJ/">hN SSL_ API b5]<H7^9#3liN API O"

iSeries G-N5<P<H/i$"sH&"Wj1<7gsHNVG";-e"\3rN)7^9#3NW

m0i`*hSP~9k5<P<&"Wj1<7gsN=1CHN$YsH&Um<KD$Fb@9k^

,"Xc: SSL_ API KhCF;-e"&5<P<rN)9kYK-\5lF$^9#J<NcGO"SSL_

API rHQ9k/i$"sH&"Wj1<7gs,"SSL_API rHQ9k5<P<&"Wj1<7gsH

L.G-kh&K7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/* SSL Client Program using SSL_Init_Application */

/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */

/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/SSLCLIAPP) */
/* SRCFILE(MYLIB/CSRC) */

h 10 O c: =1CH&"Wj1<7gs_W 163



/* SRCMBR(SSLCLIAPP */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <ctype.h>
#include <sys/socket.h>
#include <ssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <errno.h>

/* Making this simple - no parameters */
void main(void)
{

SSLHandle *sslh;
SSLInitApp sslinit;
struct sockaddr_in address;
int buf_len, rc = 0, sd;
char buff1[1024];
char buff2[1024];

/* only want to use 1 cipher suite */
unsigned short int cipher = SSL_RSA_WITH_RC4_128_SHA;

/* hardcoded IP address */
char addr[12] = "16.35.146.84";

void * malloc_ptr = (void *) NULL;
unsigned int malloc_size = 8192;

/* memset sslinit structure to hex zeros */
memset((char *)&sslinit, 0, sizeof(sslinit));

/* fill in values for sslinitapp structure */
/* using an existing app id */
sslinit.applicationID = "MY_CLIENT_APP";
sslinit.applicationIDLen = 13;
sslinit.localCertificate = NULL;
sslinit.localCertificateLen = 0;
sslinit.cipherSuiteList = NULL;
sslinit.cipherSuiteListLen = 0;

/* allocate and set pointers for certificate buffer */
malloc_ptr = (void*) malloc(malloc_size);
sslinit.localCertificate = (unsigned char*) malloc_ptr;
sslinit.localCertificateLen = malloc_size;

/* initialize ssl call SSL_Init_Application */
rc = SSL_Init_Application(&sslinit);
if (rc != 0)
{

printf("SSL_Init_Application() failed with rc = %d and errno = %d.¥n",
rc,errno);

return;
}

/* initialize a socket */
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd < 0)
{

perror("socket() failed");
return;

}

/* enable SSL support for the socket */
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sslh = SSL_Create(sd, SSL_ENCRYPT);
if (sslh == NULL)
{

printf("SSL_Create() failed with errno = %d.¥n", errno);
close(sd);
return;

}

/* connect to the server using a set port number */
memset((char *) &address, 0, sizeof(address));
address.sin_family = AF_INET;
address.sin_port = 13333;
address.sin_addr.s_addr = inet_addr(addr);
rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("connect() failed");
close(sd);
return;

}

/* set up to call handshake, setting cipher */
sslh -> protocol = 0;
sslh -> timeout = 0;
sslh -> cipherSuiteList = &cipher;
sslh -> cipherSuiteListLen = 1;

/* initiate the SSL handshake - as a CLIENT */
rc = SSL_Handshake(sslh, SSL_HANDSHAKE_AS_CLIENT);
if (rc != 0)
{

printf("SSL_Handshake() failed with rc = %d and errno = %d.¥n",
rc, errno);

close(sd);
return;

}

/* send a message to the server using the secure session */
strcpy(buff1,"Test of SSL_Write ¥n\n");
buf_len = strlen(buff1);
rc = SSL_Write(sslh, buff1, buf_len);
if (rc != buf_len)
{

if (rc < 0)
{
printf("SSL_Write() failed with rc = %d and errno = %d.¥n",rc,errno);
SSL_Destroy(sslh);
close(sd);
return;

}
else
{

printf("SSL_Write() did not write all data.¥n");
SSL_Destroy(sslh);
close(sd);
return;

}
}

/* write the results to the screen */
printf("SSL_Write() wrote ...¥n");
printf("%s¥n",buff1);

memset((char *) buff2, 0x00, sizeof(buff2));

/* receive the message from the server using the secure session */
rc = SSL_Read(sslh, buff2, buf_len);
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if (rc < 0)
{

printf("SSL_Read() failed with rc = %d.¥n",rc);
SSL_Destroy(sslh);
close(sd);
return;

}

/* write the results to the screen */
printf("SSL_Read() read ...¥n");
printf("%s¥n",buff2);

/* disable SSL support for the socket */
SSL_Destroy(sslh);

/* close the connection by closing the local socket */
close(sd);
return;

}

�: gethostbyaddr_r() �����������������.�����
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J<O"gethostbyaddr_r() rHQ9kWm0i`NcG9#>0NvxK _r ,U$F$k>N9YFN

k<Asb`w7?;^sF#/9r}A"9lCI&;<UG9#3NWm0i`cGO"IP "Il9

rICH 10 J=-G=7"[9H>ru~7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/********************************************************/
/* Header files */
/********************************************************/
#include </netdb.h>
#include <sys/param.h>
#include <netinet/in.h>
#include <stdlib.h>
#include <stdio.h>
#include <arpa/inet.h>
#include <sys/socket.h>
#define HEX00 ’¥x00’
#define NUMPARMS 2
/********************************************************/
/* Pass one parameter that is the IP address in */
/* dotted decimal notation. The host name will be */
/* displayed if found; otherwise, a message states */
/* host not found. */
/********************************************************/
int main(int argc, char *argv[])

{
int rc;
struct in_addr internet_address;
struct hostent hst_ent;
struct hostent_data hst_ent_data;
char dotted_decimal_address [16];
char host_name[MAXHOSTNAMELEN];

/**********************************************************/
/* Verify correct number of arguments have been passed */
/**********************************************************/
if (argc != NUMPARMS)
{
printf("Wrong number of parms passed¥n");
exit(-1);
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}
/**********************************************************/
/* Obtain addressability to parameters passed */
/**********************************************************/
strcpy(dotted_decimal_address, argv[1]);

/**********************************************************/
/* Initialize the structure-field */
/* hostent_data.host_control_blk with hexadecimal zeros */
/* before its initial use. If you require compatibility */
/* with other platforms, then you must initialize the */
/* entire hostent_data structure with hexadecimal zeros. */
/**********************************************************/
/* Initialize to hex 00 hostent_data structure */
/**********************************************************/
memset(&hst_ent_data,HEX00,sizeof(struct hostent_data));

/**********************************************************/
/* Translate an Internet address from dotted decimal */
/* notation to 32-bit IP address format. */
/**********************************************************/
internet_address.s_addr=inet_addr(dotted_decimal_address);

/**********************************************************/
/* Obtain host name */
/**********************************************************/
/**********************************************************/
/* NOTE: The gethostbyaddr_r() returns an integer. */
/* The following are possible values: */
/* -1 (unsuccessful call) */
/* 0 (successful call) */
/**********************************************************/
rc=gethostbyaddr_r((char *) &internet_address,

sizeof(struct in_addr), AF_INET,
&hst_ent, &hst_ent_data);

if (rc== -1)
{

printf("Host name not found¥n");
exit(-1);

}
else

{
/*****************************************************/
/* Copy the host name to an output buffer */
/*****************************************************/

(void) memcpy((void *) host_name,
/****************************************************/
/* You must address all the results through the */
/* hostent structure hst_ent. */
/* NOTE: Hostent_data structure hst_ent_data is just */
/* a data repository that is used to support the */
/* hostent structure. Applications should consider */
/* hostent_data a storage area to put host level data */
/* that the application does not need to access. */
/****************************************************/

(void *) hst_ent.h_name,
MAXHOSTNAMELEN);

/*****************************************************/
/* Print the host name */
/*****************************************************/

printf("The host name is %s¥n", host_name);

}
exit(0);

}
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�� select()
J<N5sWk&Wm0i`O"sVmC-s0H select() API rHQ7F$^9#3NcGHQG-k

&L/i$"sH&8gVN3<Ir^`cKD$FO"Xc: FQ/i$"sHYr2H7F/@5$#

=1CHN$YsHNUm<: sVmC-s0~PO*hS select() rHQ9k5<P<

3NcGHQ5lkFSP7O"J<NH*jG9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_STREAM)

rHQ9k3Hb(7^9#

2. ioctl() XtKhj",WJTA~V,~;9k0K5<P<rFO07?lgK"m<+k&"Il9

rFxQG-kh&KJj^9#3NcGO"=1CHrsVmC-s0K_j7^9#^?e.\3

N9YFN=1CHO listen =1CH+iNuVrQ59kNG"sVmC-s0KJj^9#

3. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#

4. listen() Khj"5<P<,e./i$"sH\3ru1~lilkh&KJj^9#
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5. 5<P<O"e.\3Waru1~lk?aK accept() XtrHQ7^9# accept() FSP7O"

e.\3rT!7F"5|BKVmC/7^9#

6. select() XtKhj"Wm;9,$YsHN/8rT!7F"$YsH,/89kH&'$/"CW9

kh&KJj^9#3NcNlg"select() XtO"h}N`wN0C?=1CH-RRr=9tMr

a7^9#

0 Wm;9,?$`"&HKJk3Hr=7^9#3NcGO"?$`"&H, 30 CK_j5

lF$^9#

-1 h},:T7?3Hr=7^9#

1 h}N`wN0C?-RR, 1 D@1"k3Hr=7^9#3NcGO"1 ,a5lkH"

FD_ISSET He3N=1CHFSP7,lY@1BT5l^9#

n h}rTCF$k-RR,#t"k3Hr=7^9#3NcGO"n ,a5lkH"FD_ISSET

He3N3<I,k<W7"5<P<,u.7?gVK>CFWarh}7^9#

7. EWOULDBLOCK ,a5lkH"accept() H recv() Xt,0;7^9#

8. send() Xt,"/i$"sHKG<?rwjV7^9#

9. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char *argv[])
{

int i, len, rc, on = 1;
int listen_sd, max_sd, new_sd;
int desc_ready, end_server = FALSE;
int close_conn;
char buffer[80];
struct sockaddr_in addr;
struct timeval timeout;
struct fd_set master_set, working_set;

/*************************************************************/
/* Create an AF_INET stream socket to receive incoming */
/* connections on */
/*************************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************************/
rc = setsockopt(listen_sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));
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if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Set socket to be non-blocking. All of the sockets for */
/* the incoming connections will also be non-blocking since */
/* they will inherit that state from the listening socket. */
/*************************************************************/
rc = ioctl(listen_sd, FIONBIO, (char *)&on);
if (rc < 0)
{

perror("ioctl() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Bind the socket */
/*************************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Set the listen back log */
/*************************************************************/
rc = listen(listen_sd, 32);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Initialize the master fd_set */
/*************************************************************/
FD_ZERO(&master_set);
max_sd = listen_sd;
FD_SET(listen_sd, &master_set);

/*************************************************************/
/* Initialize the timeval struct to 3 minutes. If no */
/* activity after 3 minutes this program will end. */
/*************************************************************/
timeout.tv_sec = 3 * 60;
timeout.tv_usec = 0;

/*************************************************************/
/* Loop waiting for incoming connects or for incoming data */
/* on any of the connected sockets. */
/*************************************************************/
do
{
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/**********************************************************/
/* Copy the master fd_set over to the working fd_set. */
/**********************************************************/
memcpy(&working_set, &master_set, sizeof(master_set));

/**********************************************************/
/* Call select() and wait 5 minutes for it to complete. */
/**********************************************************/
printf("Waiting on select()...¥n");
rc = select(max_sd + 1, &working_set, NULL, NULL, &timeout);

/**********************************************************/
/* Check to see if the select call failed. */
/**********************************************************/
if (rc < 0)
{

perror(" select() failed");
break;

}

/**********************************************************/
/* Check to see if the 5 minute time out expired. */
/**********************************************************/
if (rc == 0)
{

printf(" select() timed out. End program.¥n");
break;

}

/**********************************************************/
/* One or more descriptors are readable. Need to */
/* determine which ones they are. */
/**********************************************************/
desc_ready = rc;
for (i=0; i <= max_sd && desc_ready > 0; ++i)
{

/*******************************************************/
/* Check to see if this descriptor is ready */
/*******************************************************/
if (FD_ISSET(i, &working_set))
{

/****************************************************/
/* A descriptor was found that was readable - one */
/* less has to be looked for. This is being done */
/* so that we can stop looking at the working set */
/* once we have found all of the descriptors that */
/* were ready. */
/****************************************************/
desc_ready -= 1;

/****************************************************/
/* Check to see if this is the listening socket */
/****************************************************/
if (i == listen_sd)
{

printf(" Listening socket is readable¥n");
/*************************************************/
/* Accept all incoming connections that are */
/* queued up on the listening socket before we */
/* loop back and call select again. */
/*************************************************/
do
{

/**********************************************/
/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
/* have accepted all of them. Any other */
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/* failure on accept will cause us to end the */
/* server. */
/**********************************************/
new_sd = accept(listen_sd, NULL, NULL);
if (new_sd < 0)
{

if (errno != EWOULDBLOCK)
{

perror(" accept() failed");
end_server = TRUE;

}
break;

}

/**********************************************/
/* Add the new incoming connection to the */
/* master read set */
/**********************************************/
printf(" New incoming connection - %d¥n", new_sd);
FD_SET(new_sd, &master_set);
if (new_sd > max_sd)

max_sd = new_sd;

/**********************************************/
/* Loop back up and accept another incoming */
/* connection */
/**********************************************/

} while (new_sd != -1);
}

/****************************************************/
/* This is not the listening socket, therefore an */
/* existing connection must be readable */
/****************************************************/
else
{

printf(" Descriptor %d is readable¥n", i);
close_conn = FALSE;
/*************************************************/
/* Receive all incoming data on this socket */
/* before we loop back and call select again. */
/*************************************************/
do
{

/**********************************************/
/* Receive data on this connection until the */
/* recv fails with EWOULDBLOCK. If any other */
/* failure occurs, we will close the */
/* connection. */
/**********************************************/
rc = recv(i, buffer, sizeof(buffer), 0);
if (rc < 0)
{

if (errno != EWOULDBLOCK)
{

perror(" recv() failed");
close_conn = TRUE;

}
break;

}

/**********************************************/
/* Check to see if the connection has been */
/* closed by the client */
/**********************************************/
if (rc == 0)
{
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printf(" Connection closed¥n");
close_conn = TRUE;
break;

}

/**********************************************/
/* Data was recevied */
/**********************************************/
len = rc;
printf(" %d bytes received¥n", len);

/**********************************************/
/* Echo the data back to the client */
/**********************************************/
rc = send(i, buffer, len, 0);
if (rc < 0)
{

perror(" send() failed");
close_conn = TRUE;
break;

}

} while (TRUE);

/*************************************************/
/* If the close_conn flag was turned on, we need */
/* to clean up this active connection. This */
/* clean up process includes removing the */
/* descriptor from the master set and */
/* determining the new maximum descriptor value */
/* based on the bits that are still turned on in */
/* the master set. */
/*************************************************/
if (close_conn)
{

close(i);
FD_CLR(i, &master_set);
if (i == max_sd)
{

while (FD_ISSET(max_sd, &master_set) == FALSE)
max_sd -= 1;

}
}

} /* End of existing connection is readable */
} /* End of if (FD_ISSET(i, &working_set)) */

} /* End of loop through selectable descriptors */

} while (end_server == FALSE);

/*************************************************************/
/* Cleanup all of the sockets that are open */
/*************************************************************/
for (i=0; i <= max_sd; ++i)
{

if (FD_ISSET(i, &master_set))
close(i);

}
}
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.frHQ9kH"Wm;9^?O"Wj1<7gs,VmC/5lkHLN,P5lkh&KG-^9#

.fKhj"VmC/h}K)B~V,_1il^9#3NcNlg".fO"accept() FSP7N 5 C

eK/87^9#LoJi"3NFSP7O5|BKVmC/7^9,""i<`r_j7??a"5 CV

@1VmC/9k3HKJj^9#VmC/5l?Wm0i`O"Wj1<7gs^?O5<P<NQU)

<^s9rc<5;k2l,"kNG".frHCF3NFAr/J/9k3H,G-^9#J<NcG

O".frVmC/==1CH API GHQ9k}!r(7^9#

m: 9lCI=5l?5<P<&bGkGHQ5lks1|~POr"lL*JbGkhjbd)7^9#

s1|~POrHQ9kx@N\YKD$FO"Xs1|~POYr2H7F/@5$#s1|~PO

rHQ9k5sWk&Wm0i`KD$FO"Xc: s1|~PONHQYr2H7F/@5$#

=1CHN$YsHNUm<: VmC/==1CHGN.fNHQ

J<NXtFSP7N7<1s9O"=1CH,sh0uVKJC?i".frHQ7F"Wj1<7gs

K"i<H9k}!r(7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H UDP His9]<H (SOCK_DGRAM)

rHQ9k3Hb(7^9#

2. =1CH-RR,n.5l?e"bind() Xt,"=1CHNG->rh@7^9#3NcNlg"/i

$"sH&"Wj1<7gsO3N=1CHK\37J$?a"]<HVfOXj5l^;s#3N3

<INGRO"accept() Nh&JVmC/= API rHQ9k">N5<P<&Wm0i`GHQG-

^9#

3. listen() XtO"/i$"sHN\3Waru1~lkV*r(7F$^9# listen() Xt,/T5l

?e""i<`, 5 CG_^kh&_j5l^9#3N"i<`^?O.fO"accept() FSP7N

VmC/,/89kH"YprP7^9#
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4. accept() XtO"/i$"sH\3Waru1~l^9#LoJi"3NFSP7O5|BKVmC/

7^9,""i<`r_j7??a"5 CV@1VmC/9k3HKJj^9#"i<`,_^kH"

accept FSP7O -1 ra7F*;7"EINTR H$& errno Mra7^9#

5. close() Xt,"*<Ws7F$k=1CH-RRr9YF*;5;^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/******************************************************************/
/* Example shows how to set alarms for blocking socket APIs */
/******************************************************************/

/******************************************************************/
/* Include files */
/******************************************************************/
#include <signal.h>
#include <unistd.h>
#include <stdio.h>
#include <time.h>
#include <errno.h>
#include <sys/socket.h>
#include <netinet/in.h>

/******************************************************************/
/* Signal catcher routine. This routine will be called when the */
/* signal occurs. */
/******************************************************************/
void catcher(int sig)
{

printf(" Signal catcher called for signal %d¥n", sig);
}

/******************************************************************/
/* Main program */
/******************************************************************/
int main(int argc, char *argv[])
{

struct sigaction sact;
struct sockaddr_in addr;
time_t t;
int sd, rc;

/******************************************************************/
/* Create an AF_INET, SOCK_STREAM socket */
/******************************************************************/

printf("Create a TCP socket¥n");
sd = socket(AF_INET, SOCK_STREAM, 0);
if (sd == -1)
{

perror(" socket failed");
return(-1);

}

/******************************************************************/
/* Bind the socket. A port number was not specified because */
/* we are not going to ever connect to this socket. */
/******************************************************************/

memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
printf("Bind the socket¥n");
rc = bind(sd, (struct sockaddr *)&addr, sizeof(addr));
if (rc != 0)
{

perror(" bind failed");
close(sd);
return(-2);

}
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/******************************************************************/
/* Perform a listen on the socket. */
/******************************************************************/

printf("Set the listen backlog¥n");
rc = listen(sd, 5);
if (rc != 0)
{

perror(" listen failed");
close(sd);
return(-3);

}

/******************************************************************/
/* Set up an alarm that will go off in 5 seconds. */
/******************************************************************/

printf("¥nSet an alarm to go off in 5 seconds. This alarm will cause the¥n");
printf("blocked accept() to return a -1 and an errno value of EINTR.¥n\n");
sigemptyset(&sact.sa_mask);
sact.sa_flags = 0;
sact.sa_handler = catcher;
sigaction(SIGALRM, &sact, NULL);
alarm(5);

/******************************************************************/
/* Display the current time when the alarm was set */
/******************************************************************/

time(&t);
printf("Before accept(), time is %s", ctime(&t));

/******************************************************************/
/* Call accept. This call will normally block indefinitely, */
/* but because we have an alarm set, it will only block for */
/* 5 seconds. When the alarm goes off, the accept call will */
/* complete with -1 and an errno value of EINTR. */
/******************************************************************/

errno = 0;
printf(" Wait for an incoming connection to arrive¥n");
rc = accept(sd, NULL, NULL);
printf(" accept() completed. rc = %d, errno = %d¥n", rc, errno);
if (rc >= 0)
{

printf(" Incoming connection was recevied¥n");
close(rc);

}
else
{

perror(" errno string");
}

/******************************************************************/
/* Show what time it was when the alarm went off */
/******************************************************************/

time(&t);
printf("After accept(), time is %s¥n", ctime(&t));
close(sd);
return(0);

}
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IP ^kA-c9F#s0O"MCHo</K"k[9HN0k<W,u.G-kh&K"Wj1<7gs

,1lN IP G<?0i`rw.9k!=rs!7^9#0k<WK"k[9HO"1lN5VMCHKo

s9klgb"^kA-c9H!=N"kk<?<K\39k[Jk5VMCHKLV9klgb"j^

9#[9HO$DGb0k<WKkg7?j,%7?jG-^9#[9H&0k<WGNasP<NLVd

tKD$FO")BO"j^;s# 224.0.0.1 +i 239.255.255.255 NOON/i9 D N IP "Il9

O"[9H&0k<Wr1L7^9#

"Wj1<7gs&Wm0i`O"socket() API *hS3M/7gsl9? SOCK_DGRAM ?$W&=

1CHrHQ9k3HKhj"^kA-c9H&G<?0i`rwu.G-^9#^kA-c9HO"lP

?NAw}0G9#^kA-c9HKO"?$W SOCK_STREAM N3M/7gs?=1CHrHQ9k

3HOG-^;s#?$W SOCK_DGRAM N=1CH,n.5lkH""Wj1<7gsO

setsockopt() XtrHQ7F"3N=1CHKX"9k^kA-c9HC-r)f9k3H,G-^9#

setsockopt() XtO"J<N IPPROTO_IP lYk&Ui0ru1hj^9#

v IP_ADD_MEMBERSHIP: Xj5l?^kA-c9H&0k<Wrkg5;^9#

v IP_DROP_MEMBERSHIP: Xj5l?^kA-c9H&0k<Wr0l^9#

v IP_MULTICAST_IF: /.^kA-c9H&G<?0i`,w.5lk$s?<U'<9r_j7^9#

v IP_MULTICAST_TTL: /.^kA-c9H&G<?0i`KD$F IP XC@<N83~V (TTL) r_

j7^9#

v IP_MULTICAST_LOOP: /.^kA-c9H&G<?0i`N3T<,^kA-c9H&0k<WNa

sP<G"k+.j"w.7F$k[9HKw#5lkh&K9k+I&+rXj7^9#

m: OS/400 =1CHO"AF_INET "Il9&U!_j<N IP ^kA-c9F#s0r5]<H7^9#
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=1CHN$YsHNUm<: ^kA-c9H&G<?0i`Nw.

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"^kA-c9H&G<?

0i`r_$Kwu.9k 2 DN"Wj1<7gsNX8Nb@HbJCF$^9#=l>lNUm<K

O"CjN API NHQeNmUXNjs/,^^lF$^9#CjN API NHQKX9k\YJb@r

2H9k?aK"3liNjs/rHQG-^9#Xc: ^kA-c9H&G<?0i`Nw.YGO"J

<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_DGRAM)

rHQ9k3Hb(7^9#3N=1CH,"G<?0i`rb&l}N"Wj1<7gsKw.7^

9#

2. sockaddr_in =$,"8h IP "Il9*hS]<HVfrXj7^9#3NcNlg""Il9O

225.1.1.1 G]<HVfO 5555 G9#

3. setsockopt() Xt,"IP_MULTICAST_LOOP =1CH&*W7gsr_j7^9#7?,CF"w.

&N79F`O"w.9k^kA-c9H&G<?0i`N3T<ru.7^;s#

4. setsockopt() Xt,"IP_MULTICAST_IF =1CH&*W7gsrHQ7^9#3N*W7gsO"^

kA-c9H&G<?0i`rw.9km<+k&$s?<U'<9rjA7^9#

5. sendto() Xt,"Xj5l?0k<W IP "Il9X"^kA-c9H&G<?0i`rw.7^9#

178 iSeries: =1CH&Wm0i_s0



6. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

=1CHN$YsHNUm<: ^kA-c9H&G<?0i`Nu.

Xc: ^kA-c9H&G<?0i`Nu.YGO"J<NXtFSP7N7<1s9rHQ7^9#

1. socket() Xt,"<@r=9=1CH-RRra7^9#9F<HasHO"3N=1CHN?aK

INET ($s?<MCH&WmH3k) "Il9&U!_j<H TCP His9]<H (SOCK_DGRAM)

rHQ9k3Hb(7^9#3N=1CH,"G<?0i`rb&l}N"Wj1<7gsKw.7^

9#

2. setsockopt() Xt,"SO_REUSEADDR =1CH&*W7gsr"18m<+k&]<HVfK8h

,"kG<?0i`r#tN"Wj1<7gs,u.9kh&K_j7^9#

3. bind() Xt,"m<+k&]<HVfrXj7^9#3NcNlg"^kA-c9H&0k<WK8F

il?G<?0i`ru.9k?a"IP "Il9O INADDR_ANY HXj5l^9#

4. setsockopt() Xt,"IP_ADD_MEMBERSHIP =1CH&*W7gsrHQ7^9#3N*W7gs

O"G<?0i`ru.9k^kA-c9H&0k<Wrkg7^9#0k<Wrkg9k]KO"m

<+k&$s?<U'<9N IP "Il9H&K/i9 D 0k<W&"Il9rXj7^9#79F

`O"^kA-c9H&G<?0i`ru.9k=l>lNm<+k&$s?<U'<9KD$F"

IP_ADD_MEMBERSHIP =1CH&*W7gsrFSP5J1lPJj^;s#3NcNlg"^kA

-c9H&0k<W (225.1.1.1) O"m<+k 9.5.1.1 $s?<U'<9eGkg5l^9#

m: IP_ADD_MEMBERSHIP *W7gsO"^kA-c9H&G<?0i`ru.9km<+k&$s

?<U'<94HKFSP93H,,WG9#

5. read() Xt,"w.5lF$k^kA-c9H&G<?0i`rI_hj^9#

6. close() Xt,"*<Ws7F$k=1CH-RRr9YF/m<:7^9#

�: (�)�*���+����/���

J<NcGO"=1CH,J<Kj9H5lF$kjgrBT7F"^kA-c9H&G<?0i`rw.

G-kh&K7^9#3NWm0i`N=1CHN$YsHNUm<KX9kb@rF!$7?$lg"

Xc: ^kA-c9F#s0NHQYr2H7F/@5$#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct in_addr localInterface;
struct sockaddr_in groupSock;
int sd;
int datalen;
char databuf[1024];

int main (int argc, char *argv[])
{

/* ------------------------------------------------------------*/
/* */
/* Send Multicast Datagram code example. */
/* */
/* ------------------------------------------------------------*/

/*
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* Create a datagram socket on which to send.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0) {

perror("opening datagram socket");
exit(1);

}

/*
* Initialize the group sockaddr structure with a
* group address of 225.1.1.1 and port 5555.
*/
memset((char *) &groupSock, 0, sizeof(groupSock));
groupSock.sin_family = AF_INET;
groupSock.sin_addr.s_addr = inet_addr("225.1.1.1");
groupSock.sin_port = htons(5555);

/*
* Disable loopback so you do not receive your own datagrams.
*/
{

char loopch=0;

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_LOOP,
(char *)&loopch, sizeof(loopch)) < 0) {

perror("setting IP_MULTICAST_LOOP:");
close(sd);
exit(1);

}
}

/*
* Set local interface for outbound multicast datagrams.
* The IP address specified must be associated with a local,
* multicast-capable interface.
*/
localInterface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_IF,

(char *)&localInterface,
sizeof(localInterface)) < 0) {

perror("setting local interface");
exit(1);

}

/*
* Send a message to the multicast group specified by the
* groupSock sockaddr structure.
*/
datalen = 10;
if (sendto(sd, databuf, datalen, 0,

(struct sockaddr*)&groupSock,
sizeof(groupSock)) < 0)

{
perror("sending datagram message");

}
}

�: (�)�*���+����/���

J<NcGO"=1CH,J<Kj9H5lF$kjgrBT7F"^kA-c9H&G<?0i`ru.

G-kh&K7^9#3NWm0i`N=1CHN$YsH&Um<KX9kb@rF!$7?$lg"

Xc: ^kA-c9F#s0NHQYr2H7F/@5$#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

180 iSeries: =1CH&Wm0i_s0



#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct sockaddr_in localSock;
struct ip_mreq group;
int sd;
int datalen;
char databuf[1024];

int main (int argc, char *argv[])
{

/* ------------------------------------------------------------*/
/* */
/* Receive Multicast Datagram code example. */
/* */
/* ------------------------------------------------------------*/

/*
* Create a datagram socket on which to receive.
*/
sd = socket(AF_INET, SOCK_DGRAM, 0);
if (sd < 0) {

perror("opening datagram socket");
exit(1);

}

/*
* Enable SO_REUSEADDR to allow multiple instances of this
* application to receive copies of the multicast datagrams.
*/
{

int reuse=1;

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char *)&reuse, sizeof(reuse)) < 0) {

perror("setting SO_REUSEADDR");
close(sd);
exit(1);

}
}

/*
* Bind to the proper port number with the IP address
* specified as INADDR_ANY.
*/
memset((char *) &localSock, 0, sizeof(localSock));
localSock.sin_family = AF_INET;
localSock.sin_port = htons(5555);;
localSock.sin_addr.s_addr = INADDR_ANY;

if (bind(sd, (struct sockaddr*)&localSock, sizeof(localSock))) {
perror("binding datagram socket");
close(sd);
exit(1);

}

/*
* Join the multicast group 225.1.1.1 on the local 9.5.1.1
* interface. Note that this IP_ADD_MEMBERSHIP option must be
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* called for each local interface over which the multicast
* datagrams are to be received.
*/
group.imr_multiaddr.s_addr = inet_addr("225.1.1.1");
group.imr_interface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_ADD_MEMBERSHIP,

(char *)&group, sizeof(group)) < 0) {
perror("adding multicast group");
close(sd);
exit(1);

}

/*
* Read from the socket.
*/
datalen = sizeof(databuf);
if (read(sd, databuf, datalen) < 0) {

perror("reading datagram message");
close(sd);
exit(1);

}

}

�: DNS ���
����

J<NcGO"Ia$s&M<`&79F` (DNS) l3<INHq}!H97}!r(7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/**************************************************************************/
/* This program updates a DNS using a transaction signature (TSIG) to */
/* sign the update packet. It then queries the DNS to verify success. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>
#include <errno.h>
#include <arpa/inet.h>
#include <resolv.h>
#include <netdb.h>

/**************************************************************************/
/* Declare update records - a zone record, a pre-requisite record, and */
/* 2 update records */
/**************************************************************************/
ns_updrec update_records[] =
{

{
{NULL,&update_records[1]},
{NULL,&update_records[1]},
ns_s_zn, /* a zone record */
"mydomain.ibm.com.",
ns_c_in,
ns_t_soa,
0,
NULL,
0,
0,
NULL,
NULL,
0

},
{
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{&update_records[0],&update_records[2]},
{&update_records[0],&update_records[2]},
ns_s_pr, /* pre-req record */
"mypc.mydomain.ibm.com.",
ns_c_in,
ns_t_a,
0,
NULL,
0,
ns_r_nxdomain, /* record must not exist */
NULL,
NULL,
0

},
{

{&update_records[1],&update_records[3]},
{&update_records[1],&update_records[3]},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",
ns_c_in,
ns_t_a, /* IPv4 address */
10,
(unsigned char *)"10.10.10.10",
11,
ns_uop_add, /* to be added */
NULL,
NULL,
0

},
{

{&update_records[2],NULL},
{&update_records[2],NULL},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",
ns_c_in,
ns_t_aaaa, /* IPv6 address */
10,
(unsigned char *)"fedc:ba98:7654:3210:fedc:ba98:7654:3210",
39,
ns_uop_add, /* to be added */
NULL,
NULL,
0

}
};

/**************************************************************************/
/* These two structures define a key and secret that must match the one */
/* configured on the DNS : */
/* allow-update { */
/* key my-long-key.; */
/* } */
/* */
/* This must be the binary equivalent of the base64 secret for */
/* the key */
/**************************************************************************/
unsigned char secret[18] =
{

0x6E,0x86,0xDC,0x7A,0xB9,0xE8,0x86,0x8B,0xAA,
0x96,0x89,0xE1,0x91,0xEC,0xB3,0xD7,0x6D,0xF8

};

ns_tsig_key my_key = {
"my-long-key", /* This key must exist on the DNS */
NS_TSIG_ALG_HMAC_MD5,
secret,
sizeof(secret)
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};

void main()
{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
struct state res;
int result, update_size;
unsigned char update_buffer[2048];
unsigned char answer_buffer[2048];
int buffer_length = sizeof(update_buffer);

/* Turn off the init flags so that the structure will be initialized */
res.options &= ~ (RES_INIT | RES_XINIT);

result = res_ninit(&res);

/* Put processing here to check the result and handle errors */

/* Build an update buffer (packet to be sent) from the update records */
update_size = res_nmkupdate(&res, update_records,

update_buffer, buffer_length);

/* Put processing here to check the result and handle errors */

{
char zone_name[NS_MAXDNAME];
size_t zone_name_size = sizeof zone_name;
struct sockaddr_in s_address;
struct in_addr addresses[1];
int number_addresses = 1;

/* Find the DNS server that is authoritative for the domain */
/* that we want to update */

result = res_findzonecut(&res, "mypc.mydomain.ibm.com", ns_c_in, 0,
zone_name, zone_name_size,

addresses, number_addresses);

/* Put processing here to check the result and handle errors */

/* Check if the DNS server found is one of our regular DNS addresses */
s_address.sin_addr = addresses[0];
s_address.sin_family = res.nsaddr_list[0].sin_family;
s_address.sin_port = res.nsaddr_list[0].sin_port;
memset(s_address.sin_zero, 0x00, 8);

result = res_nisourserver(&res, &s_address);

/* Put processing here to check the result and handle errors */

/* Set the DNS address found with res_findzonecut into the res */
/* structure. We will send the (TSIG signed) update to that DNS. */

res.nscount = 1;
res.nsaddr_list[0] = s_address;

/* Send a TSIG signed update to the DNS */
result = res_nsendsigned(&res, update_buffer, update_size,

&my_key,
answer_buffer, sizeof answer_buffer);

/* Put processing here to check the result and handle errors */
}

/***********************************************************************/
/* The res_findzonecut(), res_nmkupdate(), and res_nsendsigned() */
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/* could be replaced with one call to res_nupdate() using */
/* update_records[1] to skip the zone record: */
/* */
/* result = res_nupdate(&res, &update_records[1], &my_key); */
/* */
/***********************************************************************/
/***********************************************************************/
/* Now verify that our update actually worked! */
/* We choose to use TCP and not UDP, so set the appropriate option now */
/* that the res variable has been initialized. We also want to ignore */
/* the local cache and always send the query to the DNS server. */
/***********************************************************************/

res.options |= RES_USEVC|RES_NOCACHE;

/* Send a query for mypc.mydomain.ibm.com address records */
result = res_nquerydomain(&res,"mypc", "mydomain.ibm.com.",

ns_c_in, ns_t_a,
update_buffer, buffer_length);

/* Sample error handling and printing errors */
if (result == -1)
{

printf("¥nquery domain failed. result = %d ¥nerrno: %d: %s ¥
¥nh_errno: %d: %s",
result,
errno, strerror(errno),
h_errno, hstrerror(h_errno));

}
/***********************************************************************/
/* The output on a failure will be: */
/* */
/* query domain failed. result = -1 */
/* errno: 0: There is no error. */
/* h_errno: 5: Unknown host */
/***********************************************************************/
return;

}

�: send_file() 
�� accept_and_recv() API ����������+�

����

J<NcGO"send_file() *hS accept_and_recv() API rHQ7F"5<P<,/i$"sHHL.

G-kh&K7^9#
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=1CHN$YsHNUm<: U!$kNbFrw.9k5<P<

J<N=1CHFSP7N7<1s9O"^Nb@HJCF$^9#3lO^?"U!$kr_$Kwu.

9k 2 DN"Wj1<7gsNX8Nb@HbJCF$^9#=l>lNUm<KO"CjN API NH

QeNmUXNjs/,^^lF$^9#CjN API NHQKX9k\YJb@r2H9k?aK"3l

iNjs/rHQG-^9#Xc: accept_and_recv() *hS send_file() API rHQ7?U!$kNbFN

w.YGO"J<NXtFSP7N7<1s9rHQ7^9#

1. 5<P<O"socket()"bind()"*hS listen() rFSP7F"listen 9k=1CHrn.7^9#

2. 5<P<O"m<+k*hSjb<H&"Il9=$ri|=7^9#

3. 5<P<O accept_and_recv() rFSP7Fe.\3rT!7"GiNG<?&PCU!<,3N\

3K~e9kh&KT!7^9#3NFSP7O"u.7?P$Ht"5iK3N\3KX"7?m<

+k*hSjb<H&"Il9ra7^9#3NFSP7O"accept()"getsockname()"*hS
recv() API NH_go;G9#

4. 5<P<O open() rFSP7F"/i$"sH&"Wj1<7gs+i accept_and_recv() NG<

?H7F>0rh@7?U!$kr*<Ws7^9#

5. memset() XtrHQ7F"sf_parms =$N9YFNU#<kIri|M 0 K_j7^9#5<P<

OU!$k-RRU#<kIr open() ,a7?MK_j7^9#5<P<OU!$kNP$H&U#

<kIr -1 K_j7F"5<P<,3NU!$k4Nrw.9kh&KX(7^9#79F`OU!

$k4Nrw.7F*j"7?,CF"U!$k&*U;CH&U#<kIrdjvFk,WO"j^

;s#
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6. 5<P<O send_file() rFSP7FU!$kNbFr>w7^9# send_file() O"U!$k4N,

w.5lk+"^?Odj~_,/89k^G0;7^;s# send_file() N},zL*G"kH$(

^9#"Wj1<7gsOU!$k,*;9k^G read() *hS send() k<WK~k,W,J$?

aG9#

7. 5<P<O"send_file() API K SF_CLOSE Ui0rXj7^9# SF_CLOSE Ui0O"U!$kNG

eNP$H*hSHl<i<&PCU!< (Xj5lF$klg) ,5oKw.5l?lgKO"+0

*K=1CH\3r/m<:9kY-G"k3Hr send_file() API KLN7^9# SF_CLOSE ,Xj

5lF$klgKO""Wj1<7gs, close() rFSP9,WO"j^;s#

=1CHN$YsHNUm<: /i$"sHNU!$kWa

Xc: /i$"sHNU!$kWaYGO"J<NXtFSP7N7<1s9,HQ5l^9#

1. 3N/i$"sH&Wm0i`GO 0 +i 2 DNQia<?<rhj^9#

GiNQia<?< (Xj5lF$klg) O"ICH 10 JtN IP "Il9^?O5<P<&"W

j1<7gsN"k[9H>G9#

2 V\NQia<?< (Xj5lF$klg) O"/i$"sH,5<P<+ih@7h&H7F$k

U!$kN>0G9#5<P<&"Wj1<7gsO"Xj5l?U!$kNbFr/i$"sHKw

.7^9#f<6<,Qia<?<rXj7J$lgKO"/i$"sHO5<P<N IP "Il9K

INADDR_ANY rHQ7^9#f<6<, 2 V\NQia<?<rXj7J$lgKO"Wm0i`

OU!$k>r~O9kh&Kf<6<KWmsWHrP7^9#

2. /i$"sHO socket() rFSP7F=1CH-RRrn.7^9#

3. /i$"sHO connect() rFSP7F5<P<XN\3rN)7^9#9FCW 1 G5<P<N IP

"Il9rh@7F$^9#

4. /i$"sHO send() rFSP7F"5<P<Kh@7?$U!$k>rA(^9# 9FCW 1 G

U!$kN>0rh@7F$^9#

5. /i$"sHO do k<WK~j"U!$kN*ojK#9k^G recv() rFSP7^9# recv() G
aj3<I, 0 NlgO"5<P<,\3r/m<:7?3HrU#7^9#

6. /i$"sHO close() rFSP7F=1CHr/m<:7^9#

�: accept_and_recv() 
�� send_file() API ������������

���

J<NcGO"send_file() *hS accept_and_recv() API rHQ7F"5<P<,J<Kj9H5lF

$kjgrBT7F"/i$"sHHL.G-kh&K7^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/*************************************************/
/* Server example send file data to client */
/*************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int i, num, rc, flag = 1;
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int fd, listen_sd, accept_sd = -1;

size_t local_addr_length;
size_t remote_addr_length;
size_t total_sent;

struct sockaddr_in addr;
struct sockaddr_in local_addr;
struct sockaddr_in remote_addr;
struct sf_parms parms;

char buffer[255];

/*************************************************/
/* If an argument is specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET stream socket to receive */
/* incoming connections on */
/*************************************************/
listen_sd = socket(AF_INET, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");
exit(-1);

}

/*************************************************/
/* Set the SO_REUSEADDR bit so that you do not */
/* have to wait 2 minutes before restarting */
/* the server */
/*************************************************/
rc = setsockopt(listen_sd,

SOL_SOCKET,
SO_REUSEADDR,
(char *)&flag,
sizeof(flag));

if (rc < 0)
{

perror("setsockop() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Bind the socket */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_addr.s_addr = htonl(INADDR_ANY);
addr.sin_port = htons(SERVER_PORT);
rc = bind(listen_sd,

(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
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/* Set the listen backlog */
/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/
/* Initialize the local and remote addr lengths */
/*************************************************/
local_addr_length = sizeof(local_addr);
remote_addr_length = sizeof(remote_addr);

/*************************************************/
/* Inform the user that the server is ready */
/*************************************************/
printf("The server is ready¥n");

/*************************************************/
/* Go through the loop once for each connection */
/*************************************************/
for (i=0; i < num; i++)
{

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Iteration: %d¥n", i+1);
printf(" waiting on accept_and_recv()¥n");

rc = accept_and_recv(listen_sd,
&accept_sd,
(struct sockaddr *)&remote_addr,
&remote_addr_length,
(struct sockaddr *)&local_addr,
&local_addr_length,
&buffer,
sizeof(buffer));

if (rc < 0)
{

perror("accept_and_recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}
printf(" Request for file: %s¥n", buffer);

/**********************************************/
/* Open the file to retrieve */
/**********************************************/
fd = open(buffer, O_RDONLY);
if (fd < 0)
{

perror("open() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Initialize the sf_parms structure */
/**********************************************/
memset(&parms, 0, sizeof(parms));
parms.file_descriptor = fd;
parms.file_bytes = -1;
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/**********************************************/
/* Initialize the counter of the total number */
/* of bytes sent */
/**********************************************/
total_sent = 0;

/**********************************************/
/* Loop until the entire file has been sent */
/**********************************************/
do
{

rc = send_file(&accept_sd, &parms, SF_CLOSE);
if (rc < 0)
{

perror("send_file() failed");
close(fd);
close(listen_sd);
close(accept_sd);
exit(-1);

}
total_sent += parms.bytes_sent;

} while (rc == 1);

printf(" Total number of bytes sent: %d¥n", total_sent);

/**********************************************/
/* Close the file that is sent out */
/**********************************************/
close(fd);

}

/*************************************************/
/* Close the listen socket */
/*************************************************/
close(listen_sd);

/*************************************************/
/* Close the accept socket */
/*************************************************/
if (accept_sd != -1)

close(accept_sd);
}

�: ���
��������

J<NcGO"/i$"sHO5<P<+iU!$krWa7"5<P<,=NU!$kNbFrw.9k

NrTA^9#

3<IcNHQKD$FO"X3<INC-v`Yr2H7F/@5$#

/*************************************************/
/* Client example requests file data from server */
/*************************************************/
#include <ctype.h>
#include <stdio.h>
#include <stdlib.h>
#include <netdb.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
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{
int rc, sockfd;

char filename[256];
char buffer[32 * 1024];

struct sockaddr_in addr;
struct hostent *host_ent;

/*************************************************/
/* Initialize the socket address structure */
/*************************************************/
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(SERVER_PORT);

/*************************************************/
/* Determine the host name and IP address of the */
/* machine the server is running on */
/*************************************************/
if (argc < 2)
{

addr.sin_addr.s_addr = htonl(INADDR_ANY);
}
else if (isdigit(*argv[1]))
{

addr.sin_addr.s_addr = inet_addr(argv[1]);
}
else
{

host_ent = gethostbyname(argv[1]);
if (host_ent == NULL)
{

printf("Host not found!¥n");
exit(-1);

}
memcpy((char *)&addr.sin_addr.s_addr,

host_ent->h_addr_list[0],
host_ent->h_length);

}

/**************************************************/
/* Check to see if the user specified a file name */
/* on the command line */
/**************************************************/
if (argc == 3)
{

strcpy(filename, argv[2]);
}
else
{

printf("Enter the name of the file:¥n");
gets(filename);

}

/*************************************************/
/* Create an AF_INET stream socket */
/*************************************************/
sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket() failed");
exit(-1);

}
printf("Socket completed.¥n");

/*************************************************/
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/* Connect to the server */
/*************************************************/
rc = connect(sockfd,

(struct sockaddr *)&addr,
sizeof(struct sockaddr_in));

if (rc < 0)
{

perror("connect() failed");
close(sockfd);
exit(-1);

}
printf("Connect completed.¥n");

/*************************************************/
/* Send the request over to the server */
/*************************************************/
rc = send(sockfd, filename, strlen(filename) + 1, 0);
if (rc < 0)
{

perror("send() failed");
close(sockfd);
exit(-1);

}
printf("Request for %s sent¥n", filename);

/*************************************************/
/* Receive the file from the server */
/*************************************************/
do
{

rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");
close(sockfd);
exit(-1);

}
else if (rc == 0)
{

printf("End of file¥n");
break;

}
printf("%d bytes received¥n", rc);

} while (rc > 0);

/*************************************************/
/* Close the socket */
/*************************************************/
close(sockfd);

}
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� 11 � Xsocket  ��

Xsocket D<kO"iSeries KU07F$k?/ND<kN 1 DG9#9YFND<kO QUSRTOOL i$

Vij<K]I5lF$^9# Xsocket rHQ9lP"Wm0i^<O=1CH API rPC0Kh}G-

^9# Xsocket D<kKhCF"J<N?9/rBTG-^9#

v Socket API KD$FX,9k

v CjN7Jj*rPC0KFn.7FGPC0Kr)Fk

m: Xsocket D<kO"V=uN^^WNA0GPY5lF$^9#

Xsocket N0sro

v ILE C/400 @l,$s9H<k5lF$k#

v i$;s9&Wm0i` 5722-SS1V*<WsM9W,$s9H<k5lF$k#

v i$;s9&Wm0i` 5722-DG1VIBM HTTP ServerW,$s9H<k5lF$k#

m: Web Vi&6<G Xsocket rHQ9k3HrWh7F$klgKO"3l,,WG9#

v i$;s9&Wm0i` 5722-JV1VJDK (Java +/-CH)W,$s9H<k5lF$k#

m: Web Vi&6<G Xsocket rHQ9k3HrWh7F$klgKO"3l,,WG9#

Xsocket D<kr$s9H<k7FHQ9kKO"J<NHTC/rxQ7F/@5$#

Xsocket N=.

3NHTC/GO"Xsocket D<kNn.}!rb@7^9#3lO=1CH&Wm0i`r_W7F3s

Q$k9k?aKr)A^9#

Xsocket NHQ

3NHTC/GO"Xsocket D<kNHQ}!rb@7^9#

Xsocket N+9?^$:

3NHTC/GO"Xsocket D<kN+9?^$:}!rb@7^9#

Xsocket ���

2 DNP<8gsND<krn.9k3H,G-^9# 1 D\O"iSeries G-N/i$"sHG9#Gi

Nb@O"3NG-P<8gsrn.9k?aNbNG9# 2 D\NP<8gsO Web Vi&6<r/

i$"sHH7FHQ7^9# Web Vi&6<&/i$"sHrHQ9klg"^:G-P<8gsQN

;CH"CWjgrGe^GBT7F*/,W,"j^9#

Xsocket D<krn.9kKO"J<N9FCWrBT7^9#

1. D<kr"sQC/9kKO"3^sIT+i!Nh&K~O7^9#

CALL QUSRTOOL/UNPACKAGE (’*ALL ’ 1)

m: ’ H ’ NVK 10 8zNVVr+1k,W,"j^9#

2. i$Vij<&j9HK QUSRTOOL i$Vij<rIC9k?aK"3^sITK!Nh&K~O7

^9#

ADDLIBLE QUSRTOOL
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3. 3^sITG!Nh&K~O7"Xsocket Wm0i`&U!$krn.9ki$Vij<rn.7^

9#

CRTLIB <library-name>

<library-name> O"Xsocket D<k&*V8'/Hrn.9ki$Vij<G9#?H(P"

CRTLIB MYXSOCKET

O-zJi$Vij<>G9#

m: Xsocket D<k&*V8'/Hr QUSRTOOL i$Vij<KIC7J$G/@5$#=NG#l

/Hj<bN>ND<kNHQr82kD=-,"j^9#

4. 3Ni$Vij<Ki$Vij<&j9HrIC9k?a"3^sITG!Nh&K~O7^9#

ADDLIBLE <library-name>

<library-name> O"9FCW 3 Gn.7?i$Vij<G9#?H(P"MYXSOCKET H$&i$

Vij<>rHQ7?lgO"!Nh&K~O7^9#

ADDLIBLE MYXSOCKET

5. 3^sITG!Nh&K~O9k3HKhj"Xsocket D<kr+0*K$s9H<k9k$s9H<

k&Wm0i` TSOCRT rn.7^9#

CRTCLPGM <library-name>/TSOCRT QUSRTOOL/QATTCL

<library-name> O"9FCW 3 Gn.7?i$Vij<G9#?H(P"MYXSOCKET H$&i$

Vij<>rHQ7?lgO"!Nh&K~O7^9#

CRTCLPGM MYXSOCKET/TSOCRT QUSRTOOL/QATTCL

6. $s9H<k&Wm0i`rFSP9?aK"3^sITG!Nh&K~O7^9#

CALL TSOCRT library-name

library-name KO"9FCW 3 Gn.7?i$Vij<rHQ7^9#?H(P"MYXSOCKET i$

Vij<KD<krn.9klgO"!Nh&K~O7^9#

CALL TSOCRT MYXSOCKET

m: 3l,0;9k^G"t,++klg,"j^9#

8gV)f (*JOBCTL) Cl"BJ7K TSOCRT rFSP7F=1CH&D<krn.9kH"

givedescriptor() =1CHXtO"BT7F$kbNHO[Jk8gVK-RRrO=&H7F"(i<

ra7^9#

TSOCRT O"1 DN CL Wm0i`"1 DN ILE C/400 Wm0i` (2 DNb8e<k,n.5lk)"2

DN ILE C/400 5<S9&Wm0i` (2 DNb8e<k,n.5lk)"*hS 3 DN=(uVU!$

krn.7^9#3ND<kNHQ9klgO$Db"i$Vij<ri$Vij<&j9HKIC7F/

@5$#3ND<kGn.5l?9YFN*V8'/HN>0KO"TSO H$&\,t,U-^9#

!KBT9kbF:

G- Xsocket NHQ

G-N Xsocket rHQ9klgO"3N9FCWKJ_^9#3NHTC/GO"G- Xsocket D<kN

HQNp\r7$^9#
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m: G-P<8gsO"GSKit ;-e"&=1CH API r5]<H7F$^;s#3N API rHQ9k

=1CH&Wm0i`rn.9klg"3ND<kNVi&6<&Y<9NP<8gsrHQ7F/@

5$#

Web Vi&6<rHQ9kh& Xsocket r=.9k

m: 3N9FCWO*W7gsG9#

��� Xsocket ����������	�-'#0��

J<O"$s9H<k&Wm0i`KhCFn.5lk*V8'/Hrj9H7?=G9#n.5lk9Y

FN*V8'/HO"Xj5lki$Vij<NfK"j^9#

= 20. Xsocket N$s9H<kfKn.5lk*V8'/H

*V8'/H> asP<> =<9&

U!$k>

*V8'/H&

?$W

H%R b@

TSOJNI TSOJNI QATTSYSC *MODULE C JSP H

TSOSTSOC NV

N$s?<U'<

9GHQ9kb8

e<k

TSODLT TSODLT QATTCL *PGM CLP D<k&*V8'

/H*hS=<

9&U!$kNa

sP< (^?O=

Nl}) ro|9

k)f@lWm0

i`#

TSOXSOCK N/A N/A *PGM C SOCKETS PC0

D<kGHQ9k

a$sWm0i

`#

TSOXGJOB N/A N/A *SRVPGM C SOCKETS PC0

D<kN5]<H

GHQ5lk5<

S9&Wm0i

`#

TSOJNI N/A N/A *SRVPGM C SOCKETS PC0

D<kN5]<H

N?a"JSP H

TSOSTSOC NV

N$s?<U'<

9GHQ5lk5

<S9&Wm0i

`#
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= 20. Xsocket N$s9H<kfKn.5lk*V8'/H (3-)

TSOXSOCK TSOXSOCK QATTSYSC *MODULE C TSOXSOCK Wm

0i`Nn.GH

Q5lkb8e<

k#=<9&U!

$kKO main()

k<As,^^l

^9#

TSOSTSOC TSOSTSOC QATTSYSC *MODULE C TSOXSOCK Wm

0i`Nn.GH

Q5lkb8e<

k#=<9&U!

$kKO"=1C

HXtrB]KF

SP9k<As,

^^l^9#

TSOXGJOB TSOXGJOB QATTSYSC *MODULE C TSOXGJOB 5<

S9&Wm0i`

Nn.GHQ5l

kb8e<k#=

<9&U!$kK

O"bt8gVr

1L9kk<As

,^^l^9#3

Nbt8gV ID

O"8gV>"f

<6< ID"*h

S8gVVfG=

.5l^9#

TSODSP TDSPDSP QATTDDS *FILE DSPF =1CHXtr^

`a$s&&#s

I&QK Xsocket

D<k,HQ9k

G#9Wl$&U

!$k#

TSOFUN TDSOFUN QATTDDS *FILE DSPF o9N=1CHX

tN5]<HK

Xsocket D<k,

HQ9kG#9W

l$&U!$k#

TSOMNU TDSOMNU QATTDDS *FILE DSPF aKe<&P<r

5]<H9k?

a"Xsocket D<

k,HQ9kG#

9Wl$&U!$

k#

QATTIFS2 N/A N/A *FILE PF-DTA Tomcat Server ,

HQ9k JAR U

!$k,^^l^

9#
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Web '�,5�������� Xsocket �����

J<NjgrBT9k3HKhj"Web Vi&6<+i Xsocket D<kK"/;9G-kh&KJj^

9#1l79F`eG3liNX(r#tsBu9k3HKhj"[Jk5<P<&$s9?s9rn.9

k3H,G-^9#3lKhj"[Jk listen ]<HG"#tNP<8gsr1~KBTG-kh&KJ

j^9# Web Vi&6<rHQG-kh& Xsocket r=.9kKO"J<N?9/rBT9k,W,"

j^9#

1. HTTP 5<P< (powered by Apache) N=.

2. Tomcat N=.

3. =.U!$kN97

4. Vi&6<K*1k Xsocket D<kNF9H

HTTP ���� (powered by Apache) ���

Web Vi&6<r=.7F Xsocket D<kGnH9k0K"^:G- Xsocket N=.r0;9k,W,"

j^9#J<N9FCWG HTTP 5<P< (powered by Apache) r=.9kH"Web Vi&6<G

Xsocket D<krHQG-^9#

1. HTTP I}$s9?s9, QHTTPSVR 5V79F`<GBT5lF$k3HrN'7^9#BT5

lF$J$lg"J<N CL 3^sIG3lr+OG-^9#

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. Web Vi&6<G"!Nh&K~O7^9#

http://<system_name>:2001/

33G"<system_name> O iSeries N^7s>G9#?H(P"http://myiSeries:2001/ JIG9#

3. iSeries NV?9/ (Tasks)WZ<8G"VIBM HTTP Server for iSeriesWr*r7^9#

4. HCW&aKe<+iV;CH"CW (Setup)W?Vr*r7^9#

5. V7, HTTP 5<P<Nn. (Create New HTTP Server)Wr/jC/7^9#

6. VHTTP 5<P< (powered by Apache)(HTTP server (powered by Apache))Wr*r7"V!X

(Next)Wr/jC/7^9#

7. 5<P<&$s9?s9N>0r~O7^9#?H(P"3N$s9?s9OVi&6<G Xsocket

D<krBT9kNG"xsocket H$&>0rHQG-^9#V!X (Next)Wr/jC/7^9#

8. V$$( (No)Wr*r7^9#3lKhj"{8N5<P<KpE+J$77$5<P<&$s9?

s9,n.5l^9#V!X (Next)Wr/jC/7^9#

9. V!X (Next)Wr/jC/7"GU)kHN5<P<&k<H&G#l/Hj<ru1~l^9#

10. V!X (Next)Wr/jC/7"GU)kHN8qk<H&G#l/Hj<ru1~l^9#

11. HQ9k IP "Il9*hSHQD=J]<Hr*r7^9# 1024 hjg-$]<HVfrHQ7F

/@5$#V!X (Next)Wr/jC/7^9#

m: GU)kHN]<HVf 80 O*r7J$G/@5$#

12. VO$ (yes)W^?OV$$( (no)Wr*r7F"3N5<P<N"/;9&m0rn.9k+I&

+rX(7^9#V!X (Next)Wr/jC/7^9#

13. !NZ<8KO"HTTP 5<P< (powered by Apache) N=._j,=(5l^9#3liN_j,

57$Ji"V*; (Finish)Wr/jC/7^9#
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14. V77/n.7?5<P<NI} (Manage newly created server)Wr/jC/7^9#3lG"

Apache Khk=.,0;7^7?#

!KBT9kbF:

Tomcat N=.

Tomcat ���

HTTP 5<P< (powered by Apache) N5<P<&$s9?s9r=.7?e"Tomcat r=.7F Web

Vi&6<bG Xsocket D<kr)Ae2k3H,,WG9#

1. V@$J_C/&3sFsD (Dynamic content)WN+P7N<K"k"VASF Tomcat ;CH"C
W&5<P<&?9/ (ASF Tomcat Setup Server Task)Wr*r7^9#

2. V3N HTTP 5<P<QN5<VlCHrHQD=K9k (Enable servlets for this HTTP
Server)Wr*r7^9#3lO"o<+<jAU!$kKq-~^l^9#V!X (Next)Wr/jC
/7^9#

3. V!X (Next)Wr/jC/7F"Vo<+<jA (Workers Definition)W Z<8NGU)kHru

1~l^9#

4. Vo<+<&^CTs0XN URL (URL to Worker Mapping)WZ<8G"VIC (Add)Wr/jC
/7^9#

5. VURL (^&sH&]$sH)(URL(Mount Point))WsK"/xsock H~O7^9#V3/

(Continue)Wr/jC/7^9#

6. VIC (Add)Wr/jC/7^9#

7. VURL (^&sH&]$sH)(URL(Mount Point))WsK"/xsock/* H~O7^9#V3/

(Continue)Wr/jC/7^9#

8. V!X (Next)Wr/jC/7^9#

9. Vh}f"Wj1<7gsN3sF-9HjA (In-Process Application Context Definition)WZ<

8G"VIC (Add)Wr/jC/7^9#

10. VURL Q9 (URL Path)WsK"/xsock H~O7^9#

11. V"Wj1<7gsp\G#l/Hj< (Application Base Directory)WsK"webapps/xsock H~

O7^9#

12. V3/ (Continue)Wr/jC/7^9#5iK>Npsr=.9k,W,"k3Hr(9"YpaC

;<8,=(5l^9#

13. V"Wj1<7gsN=. (Configure Application)WN<K"kV=. (Configure)Wr/jC/7
^9#

14. *<Ws7?77$Vi&6<&&#sI&NV*V8'/HN?$`"&H|V (Session Object
timeout)WU#<kIG"3 |r*r7^9#

m: 3l,d)5lkMG9,"V*V8'/HN?$`"&H|V (Session Object timeout)WG
>NMrXj9k3HbG-^9#

15. VIC (Add)Wr/jC/7F"5<VlCHjArIC7J<N9FCWr0;7^9#

a. V5<VlCH&/i9> (Servlet class name)WK"

com.ibm.iseries.xsocket.XSocketServlet H~O7^9#

b. VURL Q?<s (URL patterns)WK"/* H~O7^9#

c. VO0iY7<1s9 (Startup load sequence)Wr 3 K_j7^9#

d. V3/ (Continue)Wr/jC/7^9#
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e. VOKWr/jC/7^9#3lKhj"Vi&6<&&#sI&,/m<:7^9#

16. Tomcat ;CH"CWNa$s&&#sI&G"V!X (Next)Wr/jC/7^9#

17. V*; (Finish)Wr/jC/7^9#

18. VOKWr/jC/7^9#3lG"Xsocket D<kN Tomcat =.,0;7^7?#

!KBT9kbF:

=.U!$kN97

���������

HTTP 5<P< (powered by Apache) G Tomcat r=.7"Xsocket D<krBTG-kh&K7?e"$

s9?s9N$/D+N=.U!$kKj0GQ9rC(k,W,"j^9# 3 DNU!$kr979k

,W,"j^9#web.xml U!$k"JAR U!$k"*hS httpd.conf G9#3N9FCWr0;9kK

O"J<Nps,,WG9#

v Xsocket "Wj1<7gs&U!$kr^`"i$Vij<>#G-/i$"sHQNGiN Xsocket

N=.~K"3NU!$k,n.5l^9#

v HTTP 5<P< (powered by Apache) N=.~Kn.7?"5<P<>#

1. web.xml U!$kN97

a. 3^sIT+i"!Nh&K~O7^9#

wrklnk ’/www/<server_name>/webapps/xsock/WEB-INF/web.xml’

33G"<server_name> O Apache =.~Kn.7?5<P<&$s9?s9N>0G9#?H(

P"5<P<>H7F xsocks r*s@lg"!Nh&K~O7^9#

wrklnk ’/www/xsocks/webapps/xsock/WEB-INF/web.xml’

b. 2 r!7F3NU!$krT87^9#

c. web.xml U!$kN </servlet-class> Tr!w7^9#

d. 3NTNeK"J<N3<Ir^~7^9#

<init-param>
<param-name>library</param-name>
<param-value>XXXX</param-value>

</init-param>

XXXX H=(5lF$kljK"Xsocket N=.~Kn.7?i$Vij<>r^~7^9#

e. U!$kr]I7"T8;C7gsr*;7^9#

2. JAR U!$kN\0

a. 3^sIT+i"!Nh&K3N3^sIr~O7^9#

CPY OBJ(’/QSYS.LIB/XXXX.LIB/QATTIFS2.FILE/TSOXSOCK.MBR’)
TOOBJ(’/www/<server_name>/webapps/xsock/WEB-INF/lib/tsoxsock.jar’)
FROMCCSID(*OBJ) TOCCSID(819) OWNER(*NEW)

33G"XXXX O Xsocket N=.~Kn.7?i$Vij<>G" <server_name> O HTTP 5<

P< (powered by Apache) N=.~Kn.7?5<P<&$s9?s9N>0G9#

3. httpd.conf U!$kXN"B!:NIC (3N9FCWO*W7gsG9#)

3lKhj"Apache O Xsocket Web "Wj1<7gsK"/;97h&H9kf<6<N'ZrT&

h&KJj^9#

m: UNIX =1CHrn.9k?aKq-~_"/;99k]Kb,WG9#
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a. 3^sIT+i"!Nh&K~O7^9#

wrklnk ’/www/<server_name>/conf/httpd.conf’

33G"<server_name> O Apache =.~Kn.7?5<P<&$s9?s9N>0G9#?H(

P"5<P<>H7F xsocks r*s@lg"!Nh&K~O7^9#

wrklnk ’/www/xsocks/conf/httpd.conf’’

b. 2 r!7F3NU!$krT87^9#

c. U!$kNvxK"J<NTr^~7^9#

<Location /xsock>
AuthName "X Socket"
AuthType Basic
PasswdFile %%SYSTEM%%
UserId %%CLIENT%%
Require valid-user
order allow,deny
allow from all

</Location>

d. U!$kr]I7"T8;C7gsr*;7^9#

!KBT9kbF:

Web Vi&6<K*1k Xsocket D<kNF9H

Web '�,5��
�� Xsocket  ���%��

=.U!$kXNj0GN97r0;9kH"Vi&6<G Xsocket D<krF9HG-kh&KJj^

9#

1. 5<P<&$s9?s9r+O9kKO"3^sITGJ<N3^sIr~O7^9#

STRTCPSVR SERVER(*HTTP) HTTPSVR(<server_name>)

33G"<server_name> O Apache =.~Kn.7?5<P<&$s9?s9N>0G9#

m: ?/~V,++j^9#

2. 3^sIT$s?<U'<9+i WRKACTJOB 3^sIr/T7F"u7r!:7^9#

server_name N8gV,9YF SIGW u7K"klgO"!N9FCWrJ,G-^9#

3. Vi&6<G"!N URL r~O7^9#

http://<system_name>:<port>/xsock/index

33G"<system_name> *hS <port> O"Apache =.~K*s@5<P<&$s9?s9>*hS]

<HVfG9#

4. WmsWH,P5lk]"5<P<Nf<6<>HQ9o<Ir~O7F/@5$# Xsocket N Web

/i$"sH,=(5lkO:G9#

Xsocket ���

=_"Xsocket D<krHQ9k 2 DN}!,"j^9#G-/i$"sH+i3ND<krHQ9k}

!H"Web Vi&6<bG3ND<krHQ9k}!G9#G-P<8gsN Xsocket rHQ9kKO"

Xsocket D<kr=.9k,W,"j^9#Vi&6<D-K*1k3ND<kNHQr>`lgKO"G

-/i$"sHQK Xsocket D<kr=.9k3HKC("XXsocket r=.7F Web Vi&6<rHQ

9kYN9FCWb0;9k,W,"j^9#3ND<kN 2 DNP<8gsKO"`w7?50,?t

"j^9#IAiND<kb=1CHFSP7rPC0G/TG-"IAiND<kGb/T7?=1CH
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FSP7N errno ,(5l^9#?@7"$s?<U'<9Oc3[Jj^9#J<Nb@O">}ND

-K*$F Xsocket D<krHQ9k}!r(7^9#

m: GSKit ;-e"&=1CH API rHQ9k=1CH&Wm0i`rh}9klgO"3ND<kN

Web P<8gsrHQ9k,W,"j^9#

J<Nb@GO"=l>lND<krHQ9k}!KD$F-R7^9#

v G- Xsocket NHQ

v Vi&6<&Y<9N Xsocket NHQ

�� Xsocket ���

3N9FCWrBT9k0K"X=.YN9FCW9YFr0;7?3HrN'7F/@5$#G-/i$

"sHG Xsocket rHQ9kKO"J<N9FCWr0;7^9#

1. 3^sITGJ<N3^sIr/T7"Xsocket D<k,8_9ki$Vij<ri$Vij<&j9

HKIC7^9#

ADDLIBLE <library-name>

33G"<library-name> OG- Xsocket N=.~Kn.7?i$Vij<N>0G9#?H(P"i$

Vij<N>0, MYXSOCKET Nlg"!Nh&K~O7^9#

ADDLIBLE MYXSOCKET

2. 3^sIT$s?<U'<9G"!Nh&K~O7^9#

CALL TSOXSOCK

3. Xsocket &#sI&,=(5l^9#3N&#sI&GO"aKe<&P<H*rU#<kIrHQ7

F9YFN=1CH&k<AsK"/;9G-^9#3N&#sI&O"=1CHXtr*r7?eK

,:=(5l^9#3N$s?<U'<9rHQ7F"9GK8_7F$k=1CH&Wm0i`r*

rG-^9#77$=1CHrh}9kKO"J<rBT7F/@5$#

a. =1CHXtNj9HG"V=1CH (socket)Wr*r7"VBT (Enter)Wr!7^9#

b. =(5lkVsocket() WmsWH (socket() prompt)W&#sI&G"=1CHK,ZJ"Il

9&U!_j<*hSWmH3kr*r7"VBT (Enter)Wr!7^9#

c. V-RRWr*r7"V-RRN*r (Select descriptor)Wr*r7^9#

m: >N=1CH-RR,{K8_9klg"3lKhCFh0uVN=1CH-RRNj9H,=

(5l^9#

d. =(5lkj9H+i"n.7?=1CH-RRr*r7^9#

m: >N=1CH-RR,8_9klg"D<kO=1CHXtrG7N=1CH-RRK+0*K

,Q7^9#

4. =1CHXtNj9H+i"HQ9k=1CHXtr*r7^9#9FCW 3c G*r7?=1CH-

RRO3N=1CHXtGHQ5l^9#=1CHXtr*r9kH"=1CHXtKD$FNCjN

psrXjG-kl"N&#sI&,=(5l^9#?H(P"connect() r*r9kH"=(5lk

&#sI&G""Il99""Il9&U!_j<"*hS"Il9&G<?rXj9k3H,,WK

Jj^9#!$G"*r7?=1CHXt,"s!7?psrXj5lFFSP5l^9#=1CHX

tG88k9YFN(i<O"errno H7Ff<6<K=(5l^9#

m:

1. Xsocket D<kO"DDS N0iU#+kJ=(r5]<H7F$^9#7?,CF"G<?N~O}

!"*hS&#sI&/QMk+iN*r}!O"0iU#+kJG#9Wl$uVHOs0iU#+k
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JG#9Wl$uVNIAirHQ9k+KM87^9#?H(P"0iU#+kJG#9Wl$G

O"=1CHXtN*rU#<kIOA'C/&\C/9H7F=l^9,"s0iU#+kJG#9

Wl$GO"1lNU#<kI,=l^9#

2. =1CHeGOxQD=JNK"D<kKBu5lF$J$ ioctl() Wa,"k3HKmU7F/@5

$#

Web '�,5��
�� Xsocket ���

Web Vi&6<G Xsocket D<krHQ9k0K"Xsocket N9YFNG-=.*hS,WJ9YFN

Web Vi&6<=.,0;7?3HrN'7F/@5$# Web Vi&6<G Xsocket D<krHQ9k

KO"J<N9FCWr0;7^9#

1. Web Vi&6<G"!Nh&K~O7^9#

http://server-name:2001/

33G server-name O"5<P<&$s9?s9r^` iSeries N>0G9#

2. VI} (Administration)Wr*r7^9#

3. 8NJS2<7gs+i"VHTTP 5<P<NI} (Manage HTTP Servers)Wr*r7^9#

4. 4HQN$s9?s9>r*r7"V+O (Start)Wr/jC/7^9#J<Nh&K~O7"3^sI

T+i5<P<&$s9?s9r+O9k3HbG-^9#

STRTCPSVR SERVER(*HTTP) HTTPSVR(<instance_name>)

33G"<instance_name> O Apache =.Gn.7? HTTP 5<P<N>0G9#?H(P"5<P

<&$s9?s9>K xsocks rHQG-^9#

5. Xsocket Web "Wj1<7gsK"/;99kKO"Vi&6<GJ<N URL r~O7^9#

http://<system_name>:<port>/xsock/index

33G"<system_name> O iSeries N^7s>G"<port> O HTTP $s9?s9rn.7?]KXj

7?]<HG9#?H(P"79F`>, myiSeries G"HTTP 5<P<&$s9?s9,]<H 1025

G listen 7F$klg"!Nh&K~O7^9#

http://myiSeries:1025/xsock/index

6. Xsocket D<k, Web Vi&6<Km<I5lkH"{8N=1CH-RRrh}7?j"7,N-

RRrn.7?j9k3H,G-^9#3ND<kN 2 DNP<8gsKO"`w7?50,?t"j

^9#IAiND<kb=1CHFSP7rPC0G/TG-"IAiND<kGb/T7?=1CH

FSP7N errno ,(5l^9#?@7"$s?<U'<9Oc3[Jj^9#77$=1CH-RR

rn.9kKO"!Nh&KBTG-^9#

a. VXsocket aKe< (Xsocket Menu)W+i"V=1CH (socket)Wr*r7^9#

b. =(5lkVXsocket Hq (Xsocket Query)W&#sI&G"3N=1CH-RRK,ZJ"Il

9&U!_j<"=1CH&?$W"*hSWmH3kr*r7^9#VBTMj (Submit)Wr/
jC/7^9#

c. 3NZ<8rFm<I9kH"7,=1CH-RR,V=1CH (Socket)WWk@&s&aKe<

K=(5l^9#

d. VXsocket aKe< (Xsocket Menu)W+i"3N=1CH-RRK,Q9kXtFSP7r*r

7^9# Xsocket D<kNG-P<8gsrHQ9klgH1M"=1CH-RRr*r7J+C

?lg"3ND<kOXtFSP7KG7N=1CH-RRr+0*K,Q7^9#
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Xsocket  ���������	�-'#0�����

Xsocket D<kKhCFn.5l?*V8'/Hro|9k3H,,WHJkD=-b"j^9#$s9H

<k&Wm0i`KhCF"TSODLT H$&>0NWm0i`,n.5l^9#3NWm0i`O"D<

kKhCFn.5l?*V8'/Hr|n7?j (i$Vij<H TSODLT O|/)"Xsocket D<kKh

CFHQ5lk=<9&asP<r|n7?j9k3H,G-^9#J<Nl"N3^sIrHQ9lP"

3liN*V8'/Hro|G-^9#

D<kKhCFHQ5lk=<9&asP<N_ro|9kKO"J<N3^sIr~O7^9#

CALL TSODLT (*YES *NONE)

D<k,n.9k*V8'/HN_ro|9kKO"J<N3^sIr~O7^9#

CALL TSODLT (*NO library-name)

D<kKhCFn.5lk=<9&asP<*hS*V8'/HN>}ro|9kKO"J<N3^sIr

~O7^9#

CALL TSODLT (*YES library-name)

Xsocket �3��(�6

=1CH&MCHo</&k<AsNIC5]<H (?H(P"inet_addr()) rIC9k3HKhCF"

Xsocket D<krQ9G-^9#H+N,WK~(kh&K3ND<kr+9?^$:9klgO"

QUSRTOOL i$Vij<OQ97J$3Hrd)7^9# 3Ni$Vij<rQ99kNGOJ/"=

<9&U!$krLNi$Vij<K3T<7"=3GQ9rC(F/@5$#3lKhCF"

QUSRTOOL i$Vij<N*j8JkNU!$k,]85lkNG"-h,WHJklgK=liNU!

$krHQG-^9# TSOCRT Wm0i`rHQ7F"Q9eKD<krF3sQ$kG-^9 (=<

9&U!$k,LNi$Vij<K3T<5lF$klgO"=Ni$Vij<rHQG-kh&K

TSOCRT bQ99k,W,"j^9)#D<krn.9k0K"TSODLT Wm0i`rHQ7FD<k&*

V8'/HNE$P<8gsro|7F/@5$#
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=1CHH;-e"&=1CHNHQO}g7F*j"e-business "Wj1<7gs*hS5<P<KP~

9kh&KJCF$kNG"=_N]iFW-D<kO"3NWaKP~7F$/,W,"j^9#77$

H%5l?]iFW-D<krHQ9k3HKhCF"=1CH&Wm0i`KP9kHl<9rBT7

F"=1CH*hS SSL P~"Wj1<7gsbN(i<KP9k=je<7gsr+D1k3H,G-

^9#3liND<kO"Wm0i^<H5]<H&;s?<N4vT,"IP "Il9d]<HpsJI

N=1CHNC'r*r9k3HKhCF"=1CHNdj@rCj9k?aKr)A^9#

J<N=GO"3liN5<S9&D<kKD$F=l>l5b7^9#

= 21. =1CH*hS;-e"&=1CHN]iFW-D<k

]iFW-D<k b@

LIC Hl<9&U#k?< (TRCINT *hS TRCCNN) =1CHN*rHl<9rT(kh&K7^9#=1C

H&Hl<9r"Il9&U!_j<"=1CH&?$

W"WmH3k"IP "Il9"*hS]<HpsK)B

G-kh&KJj^7?#Hl<9r Socket API NCj

N+F4j<N_K"^? SO_DEBUG =1CH&*W

7gs&;CHN"k=1CHN_K)B9k3HbG-

^9# V5R2 +i"LIC Hl<9O"9lCI"?9

/"f<6<&WmU!$k"8gV>"^?O5<P<

>GU#k?<K]1ilkh&KJj^7?#

STRTRC SSNID(*GEN) JOBTRCTYPE(*TRCTYPE)

TRCTYPE((*SOCKETS *ERROR)) KhkHl<9&8g

V

V5R2 +i"STRTRC 3^sIKICNQia<?<,

QU5l^7?#3NQia<?<O">N=1CHKX

"7J$Hl<9&]$sH+i,1il?POr8.7

^9#3NPOKO"=1CH`nfK(i<,/87?

lgNaj3<IH error ps,^^l^9#\YO"

Information Center NXSTRTRC (Start Trace) Command

DescriptionYr2H7F/@5$#

`nuV-?uVNHl<9 =1CH LIC 3s]<MsH&Hl<9K"BT5l?

F=1CH`nN`nu7-?uVN@sW,^^lkh

&KJj^7?#

X"7?8gVps 5<S94vTHWm0i^<,"\35l?=1CH^

?O listen fN=1CHKX"7?9YFN8gVr!

PG-kh&K7^9#3NpsO"AF_INET ^?O

AF_INET6 H$&"Il9&U!_j<rHQ9k=1C

H&"Wj1<7gsQN NETSTAT rHQ7F=(G

-^9#

NETSTAT \3u7 (*W7gs 3)#SO_DEBUG rHQ

D=K9k#

=1CH&"Wj1<7gsG SO_DEBUG =1CH&

*W7gs,_j5lF$kH-K"H%clYk&GP

C0psrs!7^9#

;-e"&=1CHaj3<I*hSaC;<8h} 2 DN SSL_ API Khj"8`=5l?;-e"&=1

CHaj3<IaC;<8rs(7^9#3liN 2 D

N API O"SSL_Strerror() H SSL_Perror() G9#C

(F"gsk_strerror() O"GSKit API K1MN!=rs

!7^9#^? resolver k<As+iNaj3<Ips

rs!9k hstrerror() API b"j^9#
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= 21. =1CH*hS;-e"&=1CHN]iFW-D<k (3-)

QU)<^s9&G<?&3l/7gs (PDC) Hl<

9&]$sH

"Wj1<7gs+i=1CHrPF TCP/IP 9?C/^

GNG<?&Um<rHl<97^9#

206 iSeries: =1CH&Wm0i_s0



� 13 � ����

J<Kj9H5lF$kNO"=1CH&Wm0i`KX9k\Ypsrs!9k"IBM lCIVC/

(PDF A0)"Web 5$H"*hS Information Center NHTC/G9#IN PDF b"=(^?Ou~,

G-^9#

IBM lCIVC/

v Who Knew You Could Do That with RPG IV? A Sorcerer’s Guide to System Access and More

(s 454 Z<8)

v IBM ERserver iSeries Wired Network Security: OS/400 V5R1 DCM and Cryptographic Enhancements

(s 506 Z<8)

Request For Comments

v IPv6

– RFC 2553: ″Basic Socket Interface Extensions for IPv6″

– RFC 2292: ″Advanced Sockets API for IPv6″

v Ia$s&M<`&79F`

– RFC 1034: ″Domain names - concepts and facilities″

– RFC 1035: ″Domain names - implementation and specification″

– RFC 2136: ″Dynamic Updates in the Domain Name System (DNS UPDATE)″

– RFC 2181: ″Clarifications to the DNS Specification″

– RFC 2308: ″Negative Caching of DNS Queries (DNS NCACHE)″

– RFC 2845: ″Secret Key Transaction Authentication for DNS (TSIG)″

v Secure Sockets Layer/Transport Layer Security

– RFC 2246: ″The TLS Protocol Version 1.0 ″

>N Web j=<9

v Technical Standard: Networking Services (XNS), Issue 5.2 Draft 2.0

© Copyright IBM Corp. 2001, 2002 207

ftp://ftp.isi.edu/in-notes/rfc2553.txt
ftp://ftp.isi.edu/in-notes/rfc2292.txt
ftp://ftp.isi.edu/in-notes/rfc1034.txt
ftp://ftp.isi.edu/in-notes/rfc1035.txt
ftp://ftp.isi.edu/in-notes/rfc2136.txt
ftp://ftp.isi.edu/in-notes/rfc2181.txt
ftp://ftp.isi.edu/in-notes/rfc2308.txt
ftp://ftp.isi.edu/in-notes/rfc2845.txt
ftp://ftp.isi.edu/in-notes/rfc2246.txt
http://www.opengroup.org/onlinepubs/009619199/index.htm
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\qKO"Wm0i_s0&5sWk,^^lF$^9#

IBM O"*RMK"9YFNWm0i_s0&3<I&5sWkrHQ9k3H,G-ksHj*JHQ

"rvz7^9#*RMO"3N5sWk&3<I+i"*RMH+NCLNK<:Kgo;?`wNWm

0i`rn.9k3H,G-^9#

9YFN5sWk&3<IO"cH7F(9\*GN_"IBM Khjs!5l^9#3N5sWk&Wm

0i`O""ifkro<K*1k04JF9HrPF$^;s#7?,CF IBM O"3liN5sW

k&Wm0i`KD$F.j-"xX-b7/O!=-,"k3Hr[Na+7?j"]Z9k3HOG-

^;s#

33K^^lk9YFNWm0i`O"=89k^^NuVGs!5l"$+Jk]Zrob,Q5l^;

s# h0TN"xNT/2"&J-"Cj\*,g-KX9k[(N]ZN,Qb$C5$"j^;s#
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