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sEnterprise Identity Mapping (EIM) APIs

Enterprise Identity Mapping (EIM) provides the mechanics for cross-platform single sign-on enablement.
Applications can use EIM to perform identity mapping lookup operations to authenticate the user to
multiple systemsin the enterprise.

For more information on this topic, see Enterprise Identity Mapping.

For information on the EIM return code structure, see EImRC--EIM Return Code Parameter.

The Enterprise Identity Mapping APIs are:

#»Add a System Registry to the EIM Domain (eimAddSystemRegistry()) adds a system registry to
the EIM domain. <%

#»Add an Application Registry to the EIM Domain (eimAddA pplicationRegistry()) adds an
application registry to the EIM domain.<X

#Add EIM Access (eimAddAccess()) adds the user to the EIM access group identified by the
access type. %

#»Add EIM Association (eimAddAssociation()) associates alocal identity in a specified user
registry with an EIM identifier. 4

#Add EIM |dentifier (eimAddidentifier()) creates an identifier in EIM related to a specific person
or entity within an enterprise. 4

#Change an EIM Domain Object (eimChangeDomain()) changes an attribute for the EIM domain
entry identified by domainName. <

#rChange EIM I|dentifier (eimChangel dentifier()) modifies an existing EIM identifier.<X

#»Change EIM Registry (eimChangeRegistry()) changes the attribute of aregistry participating in
the EIM domain.<

#»Change EIM Registry Alias (eimChangeRegistryAlias()) allows you to add or remove aregistry
alias for the defined registry. &

#»Change EIM Registry User (eimChangeRegistryUser()) changes the attributes of aregistry user
entry <&

#Connect to EIM Domain (eimConnect()) is used to connect to the EIM domain that is configured
for this platform.<%

#»Connect to EIM Master Domain (eimConnectToMaster()) is used to connect to the EIM master
domain controller.4%

#»Convert EImRC into an Error Message (eimErr2String()) function converts the EIM return code
structure returned by an EIM function into a NUL L-terminated error message string. <

#»Create an EIM Domain Object (eimCreateDomain()) creates an EIM domain object on the
specified EIM domain controller 4%

#»Create an EIM Handle (eimCreateHandl€()) is used to allocate an EimHandle structure, which is
used to identify the EIM connection and to maintain per-connection information.<%

#Delete an EIM Domain Object (eimDeleteDomain()) deletes the EIM domain information. <
#Destroy an EIM Handle (eimDestroyHandle()) is used to deallocate an EimHandle structure. £
#»Get Associated EIM Identifiers (eimGetA ssociatedl dentifiers()) returns alist of the identifiers.<%




#Get EIM Attributes (eimGetAttribute()) is used to get attributes for this EIM handle. <

#Get EIM Connect Information (QsyGetElM Connectinfo()) returns the connection information
that will be used by the OS/400 operating system when it needs to connect to the EIM domain that
is configured for this system or for the master system.<%

#Get EIM Registry Name from an Alias (eéimGetRegistryNameFromAlias()) returns alist of
registry names that match the search criteria provided by aliasType and aliasValue. %

#Get EIM Target Identities from the Identifier (eimGetTargetFromlidentifier()) gets the target
identity(ies) for the specified registry that are associated with the specified EIM identifier <%
#Get EIM Target Identities from the Source (eimGetTargetFromSource()) gets the target identity

or identies associated with the source identity as defined by source registry name and source
registry user.%

#List EIM Access (eimListAccess()) lists the users that have the specified EIM access type.s%

#»List EIM Associations (eimListAssociations()) returns alist of associations for a given EIM
identifier. &

#List EIM Domain Objects (eimListDomains()) can be used to list information for asingle EIM

domain or list information for all EIM domains that can be reached from this platform in the
network &

#ZList EIM Identifiers (eimListldentifiers()) returns alist of identifiersin the EIM domain.<X

ZList EIM Registries (eimListRegistries()) lists the user registries participating in the EIM domain.
L

ZList EIM Registry Aliases (eimListRegistryAliases()) returns alist of all the aliases defined for a
particular registry 4%

2 List EIM Registry Users (eimListRegistryUsers()) lists the usersin a particular registry that have
target associ ations defined. <

#List EIM User Access (eimListUserAccess()) lists the access groups of which thisuser isa
member .

#Query EIM Access (eéimQueryAccess()) queries to seeif the user has the specified access. 4%

#»*Remove a Registry from the EIM Domain (eimRemoveRegistry()) removes a currently
participating registry from the EIM domain. <

#Remove EIM Access (eimRemoveAccess()) removes the user from the EIM access group
identified by the access type.4%

#»*Remove EIM Association (eimRemoveAssociation()) removes an association for alocal identity
in aspecified user registry with an EIM identifier. <&

#rRemove EIM Identifier (eimRemoveldentifier()) removes an EIM identifier and al of its
associated mappings from the EIM domain. <

#Retrieve EIM Configuration (eimRetrieveConfiguration()) retrieves the EIM configuration
information for this system. &

£Set EIM Attributes (eimSetAttribute()) is used to set attributesin the EIM handle structure. <&
#rSet EIM Configuration (eimSetConfiguration()) sets the configuration information for use by the
system.<%

#Set EIM Connect Information (QsySetElIM Connectlnfo()) defines the connection information
that will be used by the OS/400 operating system when it needs to connect to the EIM domain that




&

is configured for this system or for the master system.<%
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>EIMRC--EIM Return Code Parameter

All EIM APIsreturn an errno. If the EEmRC parameter is not NULL, this EIM return code structure

contains additional information about the error that was returned. It can be used to get atext description of

the error.

The layout for EImRC follows:

typedef struct Ei nRC {

unsi gned int nmenoryProvidedByCaller; /* Input: Size of the entire RC

structure. This is filled in by
the caller. This is used to tell

the APl how much space was provided

for substitution text

*/

unsigned int nmenoryRequiredToReturnData;/* Qutput: Filled in by API
to tell caller how much data coul d
have been returned. Caller can then

determne if the caller provided

enough space (that is, if the

entire substitution string was

able to be copied to this

structure. */
int returnCode; /* Sanme as the errno returned as the

rc for the API */
i nt nmessageCat al ogSet Nor ; /* Message catal og set nunber */
i nt nessageCat al ogMessagel D, /* Message catal og nessage id */
int |dapError; [* ldap error, if avail able */
int sslError; /* ss|l error, if available */
char reserved| 16] ; /* Reserved for future use */

unsigned int substitutionTextLength; /* Length of substitution text

excluding a null-term nator which

may or may not be present
char substitutionText[1]; [* further info describing the
error.
} Ei nRC,

Field Descriptions

memoryProvidedByCaller

(Input) The number of bytes the calling application provides for the error code. The number of

bytes provided must be 48, or more than 48.

memoryRequiredToReturnData

*/

*/

(Output) The length of the error information available to the API to return, in bytes. If thisis 0, no

error was detected and none of the fields that follow thisfield in the structure are changed.

returnCode
(Output) The errno returned for this API. Thisisthe same as the return value for each API.

messageCatal ogSetNbr



(Output) The message set number for the EIM catalog. This can be used with the
messageCatalogl D to get the error message text.

messageCatalogM essagel D

(Output) The message ID number for the EIM catalog. This can be used with the
messageCatal ogSetNbr to get the error message text.

reserved
(Output) Reserved for future use.

substitutionTextL ength

(Output) Thisfield is set if any substitution text is returned. If there is no substitution text, thisfield
is zero.

substitutionText
(Output) Message substitution text.

Example

The following example shows how to retrieve the message text from the message catal og.

#i ncl ude <nl _types. h>
#i ncl ude <ei m h>

char * getError(E nRC * einrc)
{

nl _catd catd;

char * catnsg;

char * nmsg = NULL;

catd = catopen("/ Q BM PRODDATA/ GS400/ MRI 2924/ EI M EI M CAT", 0);
if (NULL == catd)
return NULL;

catnsg = catgets(catd,
ei nr c- >messageCat al ogSet Nbr,
ei nr c- >messageCat al ogMessagel D,
strerror(einrc->returnCode));

if (catnsg)

nsg = (char *)malloc(strlen(catnmsg)+
ei nrc->substitutionText Lengt h+1);

if (0 == einrc->substitutionTextLength)
sprintf(nsg, cat nsg);
el se

sprintf(nmsg, catnsg, einrc->substitutionText);

catcl ose(catd);



return nsg;

Note: To use the message catalog support in nl_types.h, you must compile the parts with
LOCALETYPE(*LOCALE) and SY SIFCOPT(*IFSIO).

&
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» eimAddSystemRegistry()--Add a System
Registry to the EIM domain

Syntax

#i ncl ude <ei m h>

i nt ei mMddSyst enRegi stry(Ei nHandl e * eim
char * registryNane,
char * registryType,
char * description,
char * URI,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Y es

The eimAddSystemRegistry() function adds a system registry to the EIM domain. Once added, this
registry is participating in the EIM domain. Mapping associations can only be made with identitiesin
registries that are currently participating in the EIM domain.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

registryName (Input)
The name for this system registry. This name needs to be unique within the EIM domain.

registryType (Input)

A string form of an OID that represents the registry type and a user name normalization method.
The normalization method is necessary because some registries are case-independent and others are
case-dependent. EIM uses this information to make sure the appropriate search occurs. When a



registry is case-independent registry user names are converted to uppercase. See eim.h for alist of
predefined types. A user can define their own registry type. Refer to Registry Type section below.

description (Input)
The description for this new system registry entry. This parameter may be NULL.

URI (Input)

The ldap URI (Universal Resource Identifier) needed to accesslocal usersin thisregistry by way of
Idap. This parameter may be NULL.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to alocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT

Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EEXIST



EIM registry entry aready exists.

EIMERR_REGISTRY_EXISTS(37) Registry entry already existsin EIM.

EINVAL
Input parameter was not valid.

EIMERR_CHAR INVAL (21) A restricted character was used in the object name. Check the
API for alist of restricted characters.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
request again.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s

EIMERR_UNKNOWN (44) Unknown error or unknown system state.



User Defined Registry Type

Theregistry type is comprised of two pieces. a string form of an OID that represents the registry type and a
user name normalization method. The normalization method is necessary because some registries are
case-independent and others are case-dependent. Platforms can define their own registry type. They would
first define aunique OID for their registry and then concatenate it with the predefined normalization
methods. Refer to eim.h for the supported normalization methods.

Example:

#define MYREGOD "7.6.5.4.3.2.1"
MyRegType = MYREGO D + EI M_NORM CASE | GNORE;

Restrictions

There is arestriction on the characters alowed for registry name.

The following characters are special characters that are not allowed in object names. They also should not
be used in object attributes that would be used for a search operation.

= + < > # : \ *

Related Information

» eimAddApplicationRegistry() --Add an Application Registry to the EIM Domain

« eimRemoveRegistry() --Remove a Registry from the EIM Domain

« eimChangeReqistry() --Change EIM Registry

o eimListReqgistries() --List EIM Registries

Example
The following example creates anew EIM system registry.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

.
i nt rc;
char ei merr[100];
Ei nRC * oerr;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */



handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (E nRC *)einerr;

err->nmenoryProvi dedByCal | er = 100;

/* Add new systemregistry */

if (0 !=(rc = ei MAddSyst enRegi stry(handl e,
"MyRegi stry",
El M_REGTYPE_QOS400,
"The first registry",
NULL,
err)))

printf("Add systemregistry error = %", rc);

return O;

&«

API introduced: V5R2
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» eimAddApplicationRegistry()--Add an
Application Registry to the EIM Domain

Syntax

#i ncl ude <ei m h>

i nt ei mMddApplicationRegi stry(Ei nHandl e * eim
char * registryNane,
char * registryType,
char * description,
char * syst enRegi stryNane,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Y es

The eimAddApplicationRegistry() function adds an application registry to the EIM domain. An
application registry is asubset of a system registry. These can be used to manage which applications can be
used by auser in aregistry. Once added, thisregistry is participating in the EIM domain. Mapping
associations can only be made with identities in registries that are currently participating in the EIM
domain.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

registryName (Input)
The name for this application registry. This name needs to be unigue within the EIM domain.

registryType (Input)
A string form of an OID that represents the registry type and a user name normalization method.



The normalization method is necessary because some registries are case-independent and others are
case-dependent. EIM uses this information to make sure the appropriate search occurs. When a
registry is case-independent registry user names are converted to uppercase. See eim.h for alist of
predefined types. A user can define their own registry type. Refer to Registry Type section below.

description (Input)
The description for this new application registry entry. This parameter may be NULL.

systemRegistryName (Input)
The name of the system registry of which this application registry is a subset.

eimr ¢ (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with

additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueis the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to alocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT

Data conversion error.

EIMERR DATA CONVERSON (13) Error occurred when converting data between code
pages.



EEXIST
EIM registry entry aready exists.

EIMERR REGISTRY EXISTS(37) Registry entry aready existsin EIM.

EINVAL
Input parameter was not valid.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_CHAR INVAL (21) A restricted character was used in the object name. Check the
API for alist of restricted characters.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
ENOENT

System registry not found.

EIMERR _NO_SYSREG (33) System registry not found.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
request again.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.



EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

User Defined Registry Type

The registry type is comprised of two pieces: astring form of an OID that represents the registry type and a
user name normalization method. The normalization method is necessary because some registries are
case-independent and others are case-dependent. Platforms can define their own registry type. They would
first define aunique OID for their registry and then concatenate it with the predefined normalization
methods. Refer to eim.h for the supported normalization methods.

Example:

#define MPREGOD "7.6.5.4.3.2.1"
M/RegType = MYREGO D + EI M_NORM CASE_| GNORE;

Restrictions

There is arestriction on the characters allowed for registry name.

The following characters are special charactersthat are not allowed in object names. They also should not
be used in object attributes that would be used for a search operation.

= + < > # : \ *
Related Information

« eimAddSystemRegistry() --Add a System Registry to the EIM Domain

» eimRemoveRegistry() --Remove a Registry from the EIM Domain

eimChangeRegistry() --Change EIM Registry

eimListRegistries() --List EIM Registries

Example
The following example creates anew EIM application registry.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>



int main(int argc, char *argv[])

.
i nt rc;
char ei merr[100];
Ei nRC * oerr;
Ei nHandl e * handl e;
/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];
/* Set up error structure. */
menset (ei merr, 0x00, 100) ;
err = (B nRC *)einerr;
err->nmenoryProvi dedByCal | er = 100;
/* Add new application registry */
if (0 !=(rc = ei mMddApplicationRegi stry(handl e,
"My XXXRegi stry",
El M_REGTYPE_0S400,
"For XXX applications",
"MyRegi stry",
err)))
printf("Add application registry error = %", rc);
return O;
}
L4

API introduced: V5R2
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»eimAddAccess()--Add EIM Access

Syntax

#i ncl ude <ei m h>

i nt ei mMddAccess( Ei nHandl e * eim
Ei mAccessUser * accessUser,
enum Ei mAccessType accessType,
char * registryNane,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimAddAccess() function adds the user to the EIM access group identified by the access type.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

accessUser (Input)
A structure that contains the user information for which to add access.

EIM_ACCESS LOCAL_USER indicates alocal user name on the system that the API isrun. The
local user name will be converted to the appropriate access id for this system.

EIM_ACCESS _KERBEROS indicates a kerberos principal. The kerberos principal will be
converted to the appropriate access id. For example, petejones@therealm will be converted to
ibm-kn=petejones@threalm.

The EimAccessUser structure layout follows:



enum Ei mAccessUser Type {
El M_ACCESS_DN,
El M_ACCESS_KERBERGCS,
El M_ACCESS_LOCAL_USER

b
typedef struct Ei mAccessUser
uni on {
char * dn;

char * kerberosPrincipal;
char * | ocal User;
} user;
enum Ei mAccessUser Type user Type;
} Ei mAccessUser;

accessType (Input)
The type of accessto add. Valid values are:

EIM_ACCESS ADMIN (0) Administrative authority to the entire EIM domain.

EIM_ACCESS REG_ADMIN (1) Administrative authority to all registriesin the EIM
domain.

EIM_ACCESS REGISTRY (2) Administrative authority to the registry specified in

the registryName parameter.

EIM_ACCESS IDENTIFIER_ADMIN (3) Administrative authority to all of the identifiersin
the EIM domain.

EIM_ACCESS MAPPING LOOKUP (4) Authority to perform mapping lookup operations.

registryName (Input)

The name of the registry for which to add access. This parameter is only used if EimAccessTypeis
EIM_ACCESS _REGISTRY. If EimAccessType is anything other than
EIM_ACCESS_REGISTRY, this parameter must be NULL.

eimrc (Input)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.



EACCES
Access denied. Not enough permissions to access data.

EIMERR_ACCESS(1) Insufficient accessto EIM data.

EBADDATA
emrcisnot valid.

EBUSY
Unableto alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_ACCESS TYPE_INVAL (2) Accesstypeisnot valid.
EIMERR_ACCESS USERTYPE INVAL (3) Accessuser typeisnot valid.

EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR_PTR_INVAL (35) Pointer parameter is not valid.

EIMERR_REG_MUST_BE_NULL (55) Registry name must be NULL when accesstypeis

not EIM_ACCESS REGISTRY.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.



EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
request again.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimRemoveAccess() --Remove EIM Access

eimListAccess() --List EIM Access

emListUserAccess() --List EIM User Access

eimQueryAccess() --Query EIM Access

Example
The following exampl e adds users to access groups.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC *oerr;

Ei nHandl e * handl e;

Ei mAccessUser user;



&«

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->nmenor yProvi dedByCal | er = 100;

/* Set up access user information */
user.userType = EI M ACCESS DN;
user. user.dn="cn=pet e, 0=i bm c=us";

/* Add access for this user. */
if (0 !=(rc = ei mMddAccess(handl e,
&user,
El M_ACCESS_ADM N,
NULL,
err)))
{
printf("Add access error = %", rc);
return -1;
}
/* Set up access user information */

user . user Type = EI M ACCESS LOCAL_ USER,
user.user.dn="njjones";

/* Add access for this user. */
if (0 !=(rc = ei mMddAccess(handl e,
&user,
El M_ACCESS_REG STRY,
"MyRegi stry",
err)))
{
printf("Add access error = %", rc);
return -1;
}
return O;
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seimAddAssociation()--Add EIM Association

Syntax

#i ncl ude <ei m h>

i nt ei mMddAssoci ati on( Ei nHandl e * eim
enum Ei mAssoci ati onType associ ati onType,
Ei mMdentifierlnfo * i dNane,
char * regi stryNane,
char * regi stryUser Nane,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimAddAssociation() function associates alocal identity in a specified user registry with an EIM
identifier. EIM supports three kinds of associations: source, target, and administrative. All EIM associations
are between an EIM identifier and alocal user identity -- never directly between local user identities.

Associated source identities are user identities that are primarily for authentication purposes. They can be
used as the source identity of a mapping lookup operation (that is, eimGetTargetFromSource()), but will not
be found as the target of a mapping lookup operation.

Associated target identities are user identities that are primarily used to secure existing data. They will be
found as the result of a mapping lookup operation, but cannot be used as the source identity for a mapping
lookup operation.

Administrative associations are used to show that an identity is associated with an EIM identifier, but
cannot be used as the source for, and will not be found as the target of, a mapping lookup operation.

A single user identity may be used as both atarget and a source. Thisis done by creating both a source and
atarget association for the local user identity with the appropriate EIM identifier. While this API supports
an association type of EIM_SOURCE_AND_TARGET, two associations are actually created.

For an EIM identifier to be useful in mapping lookup operations, it must have at least one "source" and at
least one "target" association.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The authority that the access group has to the EIM data depends on the type of
associ ation being added:

For administrative and source associations, the access groups whose members have authority to the



EIM datafor this API follow:

o EIM Administrator

o EIM Identifiers Administrator
For target associations, the access groups whose members have authority to the EIM data for this
API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM authority to an individual registry

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required
for this function.

associationType (Input)
The type of association to be added. Valid values are:

EIM_TARGET (1) Add atarget association.

EIM_SOURCE (2) Add a source association.
EIM_SOURCE_AND_TARGET (3)  Add both a source association and a target association.
EIM_ADMIN (4) Add an administrative association.

idName (Input)

A structure that contains the identifier name for this association. The layout of the
EimldentifierInfo structure follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,

El M_NAVE
¥
typedef struct Eimdentifierlnfo
uni on {
char * uni queNare;
char * entryUU D
char * nane;
}oid;
enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype indicates which identifier name is provided. Use of the uniqueName provides the best
performance. Specifying an idtype of EIM_NAME does not guarantee that a unique EIM identifier



will be found. Therefore, use of EIM_NAME may result in an error.

registryName (Input)
The registry name for the association.

registryUser Name (Input)

Theregistry user name for the association. The registry user name may be normalized according to
the normalization method for defined registry.

eimr ¢ (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueis the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry or identifier name is not valid or insufficient accessto EIM data.
EIMERR_IDNAME_AMBIGUOUS (20) Morethan 1 EIM Identifier was found that matches
the requested I dentifier name.
EIMERR_NOIDENTIFIER (25) EIM Identifier not found or insufficient accessto EIM
data.
EIMERR _NOREG (28) EIM Registry not found or insufficient accessto EIM
data.
EBUSY

Unableto alocate internal system object.



EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_ASSOC_TYPE_INVAL (4) Association typeis not valid.
EIMERR_HANDLE_INVAL (17) EimHandleis not valid.
EIMERR_IDNAME_TYPE_INVAL (52) The EimldType valueisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
request again.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN



Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimGetAssociatedldentifiers() --Get Associated EIM Identifiers

« eimRemoveAssociation()--Remove an EIM Association

o emListAssociations()--List EIM Associations

Example

The following example creates 3 associations for the same identifier: administrative, source and target.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC * oerr;

Ei nHandl e * handl e;
EimMdentifierlnfo x;

/* CGet eimhandl e frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (EinRC *)eimerr;

err->menoryProvi dedByCal | er = 100;

/* Set up identifier information */
x.idtype = El M_UN QUE_NANMNE;
X. i d.uni qgueNane = "njones";
/* Add an admin association */

if (0 !=(rc = ei mMddAssoci ati on(handl e,
El M_ADM N,



&x

"WRegi stry",
"“maryj ones",
err)))
printf("Add Association error = %", rc);
return -1;
/* Add a source associ ation */
if (0 !=(rc = ei mMddAssoci ati on(handl e,
El M_SOURCE,
&,
"ker berosRegi stry",
"njjones",
err)))
printf("Add Association error = %", rc);
return -1;
/* Add a target association */
if (0 != (rc = ei MddAssoci ati on(handl e,
El M_TARGET,
&,
"MyRegi stry",
"maryjo",
err)))
{
printf("Add Association error = %", rc);
return -1;
}
return O;
}
L4
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seimAddldentifier()--Add EIM Identifier

Syntax

#i ncl ude <ei m h>

i nt ei mAddIl denti fi er (Ei nHandl e * eim
char * nane,
enum Ei m dActi on nanel nUseAct i on,
unsi gned int * sjzeCOf Uni queNane,
char * uni queNane,
char * description,
Ei nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimAddI dentifier () function creates an identifier in EIM related to a specific person or entity within
an enterprise. Thisidentifier is used to manage information and identify relationships for a specific user or
identity.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator
o EIM Identifiers Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

name (Input)
A name to be used for thisidentifier.

namel nUseAction (Input)
The name for the new identifier must be unique. This value indicates the action to be taken if the



provided name is already being used. Possible values are:

EIM_FAIL (0) Do not generate a unique name, return an error.
EIM_GEN_UNIQUE (1) Generate a unique name.

sizeOfUniqueName (Input/Output)
The size of the field in which to return the unique name. This parameter isignored if
namelnUseActionisEIM_FAIL.
Atinput it isthe size provided by the caller. On output it contains the actual size returned. This
value should be the size of the name parameter plus an additional 20 bytes.

unigueName (Output)

The space to return the unique identifier for thisnew EIM identifier. This parameter isignored if
namelnUseAction iseIM_FAIL.

description (Input)
Description for the new EIM identifier. This parameter may be NULL.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value
The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCES
Access denied. Not enough permissions to access data.

EIMERR ACCESS(1) Insufficient accessto EIM data.

EBADDATA
eimrcisnot valid.

EBUSY
Unable to allocate internal system object.

EIMERR NOLOCK (26) Unableto allocate internal system object.



ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EEXIST
Identifier already exists.

EIMERR_IDENTIFIER EXISTS(19) EIM Identifier already exists by this name.

EINVAL
Input parameter was not valid.

EIMERR _CHAR_INVAL (21) A restricted character was used in the object name. Check
the API for alist of restricted characters.

EIMERR HANDLE_INVAL (17)  EimHandleis not valid.
EIMERR_IDACTION_INVAL (18) Namein use action is not valid.

EIMERR PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_UNIQUE_SIZE (43) Length of unique nameis not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
request again.

EROFS
LDAP connectionisfor read only. Need to connect to master.



EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Restrictions

Thereis arestriction on the characters alowed for identifier name.

The following characters are special charactersthat are not allowed in object names. They also should not
be used in object attributes that would be used for a search operation.

, = + < > # : \ *

Related Information

« eimRemoveldentifier()--Remove EIM Identifier

eimChangel dentifier()--Change EIM Identifier

o emListldentifiers()--List EIM Identifiers

e mGetA ssociatedldentifiers() --Get Associated EIM Identifiers

Example

The following example will add an EIM identifier.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC *oerr;

Ei nHandl e * handl e;

char uni que[ 30] ;



unsigned int sizeO Unique = 30;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (E nRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Add new identifier of Mary Smith */
if (0 !=(rc = eimAddldentifier(handl e,
"Mary Smith",

El M_GEN_UNI QUE,

&si zeOF Uni que,

uni que,

"The cool est person",

err)))
printf("Add identifier error = 9%d", rc);

return O;

&«
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»eimChangeDomain()--Change an EIM Domain
Object

Syntax

#i ncl ude <ei m h>

i nt ei nChangeDonai n( char * | dapURL,
Ei nConnect | nfo connect | nf o,
enum Ei nDomai nAttr at tr Nane,
char * attrVal ue,
enum Ei nChangeType changeType,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimChangeDomain() function changes an attribute for the EIM domain entry identified by
domainName.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

IdapURL (Input)

A uniform resource locator (URL) that contains the EIM host information. This URL has the
following format:

| dap:// host: port/dn
or
| daps:// host: port/dn

where:

o host:port is the name of the host on which the EIM domain controller is running with an
optional port number.



o dnisthe distinguished name of the domain to change.
o |dapsindicates that this host/port combination uses SSL and TLS.

Examples:
0 ldap://systemx:389
o ldaps.//systemy:636/0=ibm,c=us

connectinfo (Input)

Connect information. EIM uses |dap. This parameter provides the information required to bind to
Idap.

If the system is configured to connect to a secure port, EImSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo
structure with a binddn and password. EimPasswordProtect is used to determine the level of
password protection on the Idap bind.

EIM_PROTECT_NO (0) The clear-text password is sent on the bind.

EIM_PROTECT_CRAM_MD?5 (1) The protected password is sent on the bind.
The server side must support cram-md5
protocol to send the protected password.

EIM_PROTECT_CRAM_MD5_OPTIONAL (2) The protected password is sent on the bind if
the cram-md5 protocol is supported.
Otherwise, the clear-text password is sent.

For EIM_KERBEROS, the default logon credentials are used. The kerberos creds field must be
NULL.

For EIM_CLIENT_AUTHENTICATION, the credsfield isignored. EimSSL Info must be
provided.

The structure layouts follow:

enum Ei mPasswor dPr ot ect {

El M_PROTECT_NQO,

El M_PROTECT _CRAM ND5,

El M_PROTECT_CRAM NMD5_OPTI ONAL
b
enum Ei mConnect Type {

El M_SI MPLE,

El M_KERBERCS,

El M_CLI ENT_AUTHENTI CATI ON

H

typedef struct Ei nSi npl eConnectlnfo

{
enum Ei nPasswor dPr ot ect protect;
char * bi ndDn;
char * bi ndPw,

} Ei n&i npl eConnect | nf o;

typedef struct EinSSLInfo



char * keyring;

char * keyring_pw,

char * certificatelLabel;
} Ei nBSLI nf o;

typedef struct Ei nConnectlnfo

enum Ei nConnect Type type;
uni on {
gss_cred id t * kerberos;
Ei nSi npl eConnect | nfo si npl eCr eds;
} creds;
Ei nBSLI nfo * ssl;
} Ei mConnect I nfo;

attrName (Input)
The attribute to be updated. Valid values are;

EIM_DOMAIN_DESCRIPTION (0) Changes the description for the EIM domain. Valid
changeTypeis EIM_CHG (0).

attrValue (Input)
The new value for the attribute.

changeType (Input)

The type of change to make. This could be add, remove, or change. attrName parameter indicates
which typeis allowed for each attribute.

emrc (Input/Output)

The structure in which to return error code information. If the return value is not 0, emrc will be
set with additional information. This parameter may be NULL. For the format of the structure, see
EimRC - EIM return code.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCES
Access denied. Not enough permissions to access data.

EIMERR ACCESS(1) Insufficient accessto EIM data.



EBADDATA
eimrcisnot valid.

EBADNAME

EIM domain not found or insufficient accessto EIM data.

EIMERR NODOMAIN (24) EIM Domain not found or insufficient access to EIM data.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code

EINVAL
Input parameter was not valid.

EIMERR_ATTR_INVAL (5)
EIMERR_CHGTYPE_INVAL (9)

EIMERR_CONN_INVAL (54)

EIMERR_NOT_SECURE (32)

EIMERR _PARM_REQ (34)

EIMERR_PROTECT_INVAL (22)

EIMERR_PTR_INVAL (35)
EIMERR_SSL_REQ (42)

EIMERR_URL_NODN (45)
EIMERR_URL_NODOMAIN (46)
EIMERR_URL_NOHOST (47)
EIMERR _URL_NOTLDAP (49)

ENOMEM
Unable to allocate required space.

pages.

Attribute nameis not valid.

This change type is not valid with the requested attribute.
Please check the API documentation.

Connection type is not valid.

The system is not configured to connect to a secure port.
Connection type of EIM_CLIENT_AUTHENTICATION is
not valid.

Missing required parameter. Please check AP
documentation.

The protect parameter in EimSimpleConnectinfo is not
valid.

Pointer parameter is not valid.

The system is configured to connect to a secure port.
EimSSLInfo isrequired.

URL has no dn (required).
URL has no domain (required).
URL does not have a host.

URL does not begin with [dap.



EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTSUP
Connection type is not supported.

EIMERR_CONN_NOTSUPP (12) Connection type is not supported.

EROFS
LDAP connectionisfor read only. Need to connect to master.

EIMERR_URL_READ_ONLY (50) LDAP connection can only be made to areplicaldap
server. Change the connection information and try the
request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimDeleteDomain()--Delete an EIM Domain Object

« eimCreateDomain()--Create an EIM Domain Object

o eimListDomains()--List EIM Domain Objects

Example

The following example changes the description of the specified EIM domain.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])
{

i nt rc;

char ei merr[100];



Ei nRC * oerr;

char * | dapURL =
"| dap://ei neyst em 389/ i bm ei mDonai nNane=nyEi nDonmai n, o=nyconpany, c=us";

Ei nConnect| nfo con;
/* Set up connection infornmation */

con.type = EI M SI MPLE;
con. creds. si npl eCreds. protect = EI M PROTECT NG,

con. creds. si npl eCreds. bi ndDn = "cn=adm n";
con. creds. si npl eCreds. bi ndPw = "secret";
con.ssl = NULL;

/* Set up error structure. */

menset (ei merr, 0x00, 100) ;
err = (E nRC *)einerr;
err->menoryProvi dedByCal | er = 100;

/* Change the description for this domain. */
if (0 != (rc = einmChangeDomai n(| dapURL,
con,
El M_DOVAI N_DESCRI PTI ON,
"This is the new description”,
El M_CHG,
err)))

printf("Change domain error = %", rc);

return O;

&«
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»eimChangeldentifier()-- Change EIM ldentifier

Syntax

#i ncl ude <ei m h>

i nt ei nChangel dentifier(E nmHandl e * eim
Ei mMdentifierlnfo * i dNane,
enum Eim dentifierAttr at t r Nane,
char * attr Val ue,
enum Ei nChangeType changeType,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimChangel dentifier () function modifies an existing EIM identifier.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator
o EIM Identifiers Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

idName (Input)

A structure that contains the name for thisidentifier. The layout of the EimldentifierInfo structure
follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,
El M_NAVE

H



typedef struct Eimdentifierlnfo

uni on {
char * uni queNane;
char * entryUU D
char * name;

}oid;

enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype will indicate which identifier name has been provided. Use of the uniqueName will provide
the best performance. There is no guarantee that name will find aunique identifier. Therefore, use
of name may result in an error.

attrName
The attribute to be updated. Valid values are:

EIM_IDENTIFIER_DESCRIPTION (0) Change the identifier description. Valid changeTypeis
EIM_CHG (0).

EIM_IDENTIFIER_NAME (1) Add or remove a name attribute for thisidentifier. Valid
changeTypeis

0 EIM_ADD (1)

o EIM_RMV (2)
EIM_IDENTIFIER ADDL_INFO (2) Add or remove an additional information attribute for this
identifier. Additional information is user defined data.
Vaid changeTypeis

o EIM_ADD (1)
0 EIM_RMV (2)

attrValue (Input)
The new value for the attribute.

changeType (Input)

The type of change to make. This could be add, remove, or change. attrName parameter indicates
which typeis allowed for each attribute.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.




Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Identifier nameis not valid or insufficient accessto EIM data.
EIMERR IDNAME_AMBIGUOUS(20) Morethan 1 EIM Identifier was found that matches
the requested Identifier name.
EIMERR_NOIDENTIFIER (25) EIM ldentifier not found or insufficient accessto EIM
data.
EBUSY
Unable to allocate internal system object.
EIMERR NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.
EINVAL
Input parameter was not valid.
EIMERR_ATTR_INVAL (5) Attribute name is not valid.
EIMERR_CHGTYPE_INVAL (9) This change typeis not valid with the requested

attribute. Please check the APl documentation.



EIMERR_HANDLE_INVAL (17) EimHandle s not valid.
EIMERR IDNAME_TYPE_INVAL (52) The EimldType valueis not valid.

EIMERR PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
reguest again.

EROFS
LDAP connectionisfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Restrictions

Thereis arestriction on the characters alowed for identifier name.

The following characters are special characters that are not allowed in object names. They also should not
be used in object attributes that would be used for a search operation.

= + < > # \ *



Related Information

» eimAddidentifier()--Add EIM Identifier

« eimRemoveldentifier()--Change EIM Identifier

o eimListldentifiers()--List EIM Identifiers

« eimGetAssociatedidentifiers() --Get Associated EIM Identifiers

Example

The following example will change an EIM identifier description.

#i ncl ude <eim h>

int main(int argc, char *argv[])

o

i nt rc;

char ei merr[100];

Ei nRC * err;

Ei nHandl e * handl e;

Ei mMdentifierlnfo idlnfo;

/* Get eimhandle frominput arg. */

/* This handle is already connected to EIM */

handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */

menset (ei merr, 0x00, 100) ;

err = (B nRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Set up identifier information */

idlnfo.idtype = EI M_UN QUE_NANMNE;

i dlnfo.id.uniqgueNane = "Mary Smith";

/* Change the description of the identifier */

if (0 != (rc = einChangel dentifier(handle,
& dl nf o,
El M_| DENTI FI ER_DESCRI PTI ON,
"This is a new description”,
El M_CHG,
err)))

printf("Change identifier error = %", rc);
return O;
}

A
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» eimChangeRegistry()--Change EIM Registry

Syntax

#i ncl ude <ei m h>

i nt ei nChangeRegi stry(Ei nHandl e * eim
char * registryNamne,
enum Ei nRegi stryAttr at tr Name,
char * attr Val ue,
enum Ei nChangeType changeType,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimChangeRegistry() function changes the attribute of aregistry participating in the EIM domain.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator
o EIM Registries Administrator
o EIM authority to an individual registry

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

registryName (Input)
The name of the registry to change.

attrName (Input)
The attribute to be updated. Valid values are;



EIM_REGISTRY_DESCRIPTION (0) Change the registry description. Valid changeTypeis
EIM_CHG (0).

EIM_REGISTRY_LABELEDURI (1) Change the URI for the system registry. Valid
changeTypeis EIM_CHG (0).

attrValue (Input)
The new value for the attribute.

changeType (Input)

The type of change to make. This could be add, remove, or change. attrName parameter indicates
which typeis alowed for each attribute.

eimrc (Input/Output)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient access to EIM data.
EIMERR_NOREG (28) EIM Registry not found or insufficient accessto EIM data.
EBUSY

Unable to alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.



ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_ATTR_INVAL (5) Attribute name is not valid.

EIMERR_CHGTYPE_INVAL (9) Thischangetypeisnot valid with the requested attribute.
Please check the API documentation.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
request again.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.



EIMERR LDAP_ERR(23)  Unexpected LDAP error. %s

EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimAddSystemRegistry() --Add a System Registry to the EIM Domain

« eimAddApplicationRegistry() --Add an Application Registry to the EIM Domain

« eimRemoveRegistry() --Remove a Registry from the EIM Domain

o eimListReqgistries() --List EIM Registries

Example

The following example changes the description for the registry.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

{

i nt rc;
char ei merr[100];
Ei nRC * oerr;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->nmenor yProvi dedByCal | er = 100;

/* Change the description for this registry */
if (0 != (rc = einChangeRegi stry(handl e,
" MyAppRegsi try",
El M_REG STRY_DESCRI PTI ON,
"New description",
El M_CHG,

err)))
printf("Change registry error = %", rc);

return O;
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» eimChangeRegistryAlias()--Change EIM
Registry Alias

Syntax

#i ncl ude <ei m h>

i nt ei nChangeRegi stryAli as(Ei nHandl e * eim
char * registryNane,
char * aliasType,
char * aliasVal ue,

enum Ei nChangeType changeType,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM

Default Public Authority: *USE

Threadsafe: Y es

The eimChangeRegistryAlias() function allows you to add or remove aregistry alias for the defined
registry.

One way to decouple names used by devel opers and names chosen by administratorsis by using registry
aliases. When designing applications, devel opers know the registry type their application uses and choose
the registry alias their program will use. Developers communicate to the administrator which registry types
their applications depend on along with the EIM registry aliases that must be associated with that registry
type. The administrator adds the registry alias to the EIM registry of the appropriate type. The application
can use eimGetRegistryNameFromAlias() API which, given aregistry alias, returns the registry name for
the entry(ies) with that registry alias.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM datafor this API follow:

o EIM Administrator
o EIM Registries Administrator
o EIM authority to thisindividual registry



Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

registryName (Input)
The name of the registry to be changed.

aliasType (Input)

A type of dliasfor thisregistry. The user may supply their own aliastype. Thereisalist of
predefined dlias typesin eim.h.

aliasvValue (Input)
Thevalue for this dlias.

changeType (Input)
The type of change to make. This could be add or remove.

emrc (Input/Output)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS (1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME

Registry not found or insufficient access to EIM data.

EIMERR_NOREG (28) EIM Registry not found or insufficient accessto EIM data.



EBUSY
Unable to alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_CHGTYPE_INVAL (9) This changetypeisnot valid with the requested attribute.
Please check the API documentation.

EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
reguest again.

EROFS
LDAP connectionisfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.



EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Restrictions

The wild card character (*) should not be used for registry aliases.

Related Information

o eimListRegistryAliases() --List EIM Registry Aliases

« eimGetRegistryNameFromAlias() --Get EIM Registry Name from an Alias

Example

The following example adds a couple aliases to the registry.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei nRC * err;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->menoryProvi dedByCal | er = 100;

/* Add a dns alias for this registry */

if (0 !=(rc = ei mCthangeRegi stryAlias(handl e,
"MyRegi stry",
El M_ALI ASTYPE_DNS,
"Cl uel ess",

El M_ADD,



err)))

printf("Change registry alias error = %", rc);

return -1;
/* Add a tcpip address as an alias */
if (0 != (rc = einChangeRegi stryAlias(handl e,
"MyRegi stry",
El M_ALI ASTYPE_TCPI P,
"9.5.2.12",
El M_ADD,

err)))

printf("Change registry alias error = %", rc);
return -1;

}

return O;
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»eimChangeRegistryUser() --Change EIM
Registry User

Syntax

#i ncl ude <ei m h>

i nt ei nChangeRegi stryUser ( Ei nHandl e * eim
char * registryNane,
char * registryUser Nane,
enum Ei nRegi stryUserAttr at tr Name,
char * attrVal ue,
enum Ei nChangeType changeType,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimChangeRegistryUser () function changes the attributes of aregistry user entry. A registry user is
implicitly added to aregistry when atarget association for an identity in that registry is added. However, the
attribute fields are not set at that time.

There are situations when more than one user can be returned on a mapping lookup operation. Applications
can choose to use information in the additional information field to distinguish between which returned
target identity to use. For example, assume Joe has two identities in a specific registry X, joeuser and
joeadmin. An application provider can tell the administrator to add additional information, for example,
"appname-admin,” to the appropriate registry user -- in this case, joeadmin. The application can provide this
additional information on the lookup APIs, eimGetTargetFromSource() and eimGetTargetFroml dentifier().

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto
EIM data. The access groups whose members have authority to the EIM datafor this API follow:

o EIM Administrator
o EIM Registries Administrator
o EIM authority to an individual registry



Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required
for this function.

registryName (Input)
The name of the registry that contains this user.

registryUser Name (Input)
The name of the user in thisregistry to change.

attrName
The attribute to be updated. Valid values are:

EIM_REGISTRYUSER DESCRIPTION (0) Change the registry description. Valid changeType
iISEIM_CHG (0).

EIM_REGISTRYUSER ADDL_INFO (1) Add or remove additional information for this
user. Valid changeTypeisEIM_ADD (1) and
EIM_RMV (2).

attrValue (Input)
The new value for the attribute.

changeType (Input)

The type of change to make. This could be add, remove, or change. attrName parameter indicates
which typeis allowed for each attribute.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc will be set
with additional information. This parameter may be NULL. For the format of the structure, see
EimRC - EIM return code.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCES
Access denied. Not enough permissions to access data.



EIMERR_ACCESS (1) Insufficient accessto EIM data.

EBADDATA
emrcisnot valid.

EBADNAME
Registry or registry user not found or insufficient accessto EIM data.

EIMERR_NOREG (28) EIM Registry not found or insufficient access to EIM data.
EIMERR_NOREGUSER (29) Registry user not found or insufficient accessto EIM data.

EBUSY
Unable to alocate internal system object.

EIMERR_NOLOCK (26) Unableto allocate internal system object.

ECONVERT
Data conversion error.

EIMERR DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR ATTR _INVAL (5) Attribute name is not valid.

EIMERR_CHGTYPE_INVAL (9) Thischange typeisnot valid with the requested attribute.
Please check the APl documentation.

EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR _PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to alocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.



ENOTCONN
L DAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
request again.

EROFS
LDAP connection is for read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connectionisfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o eimListRegistryUsers()--List EIM Registry Users

Example

The following example changes the description and adds additional information for the target registry user.

#i ncl ude <ei m h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC *oerr;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];



/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;
err->nmenor yProvi dedByCal | er

100;

/* Change the registry user's description */
if (0 != (rc = einChangeRegi stryUser (handl e,
"MyRegi stry",
"njjones",
El M_REG STRYUSER DESCRI PTI ON,
"cool custoner",
El M_CHG,
err)))

printf("Change registry user error = %", rc);
return -1;

}

/* Add additional information to the registry user*/
if (0 !=(rc = einChangeRegi stryUser (handl e,
"MyRegi stry",
"njjones",
El M_REG STRYUSER_ADDL_| NFO,
"security officer"”,
El M_ADD,

err)))

printf("Change registry user error = %", rc);
return -1,

}

/* Add additional information to the registry user*/
if (0 != (rc = einChangeRegi stryUser (handl e,
"MyRegi stry",
"njjones",
El M_REG STRYUSER _ADDL_| NFO,
"adm ni strator",

El M_ADD,
err)))
printf("Change registry user error = %", rc);
return -1;
}
return O;
}
&
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»eimConnect()--Connect to EIM Domain

Syntax

#i ncl ude <ei m h>

i nt ei nConnect ( Ei nHandl e * eim
Ei nConnect | nfo connect | nf o,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimConnect() function is used to connect to the EIM domain that is configured for this platform.
Configuration information was set using eimSetConfiguration().

Parameters

eim (Input)
The EIM handle returned by a previous call to eimCreateHandl ().

connectinfo (Input)

Connect information. EIM uses Idap. This parameter provides the information required to bind to
|dap.

If the system is configured to connect to a secure port, EEmSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo
structure with a binddn and password. EimPasswordProtect is used to determine the level of
password protection on the Idap bind.

EIM_PROTECT_NO (0) The clear-text password is sent on the bind.

EIM_PROTECT_CRAM_MD?5 (1) The protected password is sent on the bind.
The server side must support cram-md>5
protocol to send the protected password.

EIM_PROTECT _CRAM_MD5 OPTIONAL (2) The protected password is sent on the bind if
the cram-md5 protocol is supported.
Otherwise, the clear-text password is sent.

For EIM_KERBEROS, the default logon credentials are used. The kerberos creds field must be
NULL.

For EIM_CLIENT_AUTHENTICATION, the credsfield isignored. EimSSL Info must be
provided.



The structure layouts follow:

enum Ei nPasswor dPr ot ect {
El M_PROTECT_NO,
El M_PROTECT_CRAM _MD5,
El M_PROTECT CRAM MD5_OPTI ONAL

b
enum Ei mConnect Type {

El M_SI MPLE,

El M_KERBERCS,

El M_CLI ENT_AUTHENTI CATI ON
3

typedef struct Ei nSi npl eConnectlnfo

enum Ei mPasswor dPr ot ect protect;
char * bi ndDn;
char * bi ndPw;

} Ei nSi npl eConnect | nf o;

typedef struct Ei nSSLInfo

{

char * keyring;

char * keyring_pw,

char * certificatelLabel;
} Ei nSSLI nf o;

typedef struct Ei mConnectlnfo

enum Ei mConnect Type type;
uni on {
gss_cred_id_t * kerberos;
Ei nSi npl eConnect | nfo si npl eCr eds;
} creds;
Ei nSSLInfo * ssl;
} Ei nConnect | nf o;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EBADDATA
eimrcisnot valid.



EBUSY
Unable to alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_CONN_INVAL (54) Connection typeis not valid.
EIMERR HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_NOT_SECURE (32) The system is not configured to connect to a secure port.
Connection type of EIM_CLIENT_AUTHENTICATION is
not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR PROTECT _INVAL (22) The protect parameter in EimSimpleConnectinfo is not

valid.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SS._REQ (42) The system is configured to connect to a secure port.

EimSSLInfo isrequired.

EISCONN
A connection has already been established.

EIMERR_CONN (11) Connection aready exists.

ENOMEM
Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

ENOTSUP



Connection type is hot supported.

EIMERR_CONN_NOTSUPP (12) Connection type is not supported.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimCreateHandle()--Create an EIM Handle

« eimDestroyHandlg()--Destroy an EIM Handle

« eimGetAttribute()--Get EIM Attributes

o eimSetAttribute()--Set EIM Attributes

« emConnectToMaster()--Connect to EIM Master Domain

Example

The following example will connect to an EIM domain.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC * err;

Ei mHandl e * handl e;

Ei nConnect| nfo con;

/* CGet eimhandl e frominput arg. */
/* This handl e should not be connected to */
/* the configuration system */

handl e = (Ei nHandl e *)argv[ 1];



/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (B nRC *)einerr;

err->nmenoryProvi dedByCal | er = 100;

/* Set up connection infornation */
con.type = EI M SI MPLE;

con. creds. si npl eCreds. protect = EI M PROTECT NG,
con. creds. si npl eCreds. bi ndDn = "cn=adm n";

con. creds. si npl eCreds. bi ndPw = "secret";
con.ssl = NULL;

/* Connect to configuartion system */
if (0 != (rc = ei mConnect (handl e,
con,

err)))

printf("Connect error = %", rc);

return O;
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»eimConnectToMaster()--Connect to EIM
Master Domain

Syntax

#i ncl ude <ei m h>

i nt ei nConnect ToMast er ( Ei nHandl e * eim
Ei nConnectInfo connect | nf o,
Ei nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimConnectToM aster () function is used to connect to the EIM master domain controller. This AP
should be used if an earlier API invocation returned areferral error (EROFS). A referral error indicates that
the current EIM connection isto areplication system. An explicit connection must be made to the master
system in order to make updates.

The Idap configuration file is used to retrieve information for the master host, master port, and secure port.
If the host system is not areplica then the master information retrieved is the same as the host and port
defined in the handle.

Parameters

em (Input)
The EIM handle returned by a previous call to emCreateHandle().

connectinfo (Input)
Connect information. EIM uses |dap. This parameter provides the information required to bind to
Idap.
If the system is configured to connect to a secure port, EImSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo
structure with a binddn and password. EimPasswordProtect is used to determine the level of
password protection on the Idap bind.

EIM_PROTECT_NO (0) The clear-text password is sent on the bind.

EIM_PROTECT _CRAM_MD?5 (1) The protected password is sent on the bind.
The server side must support cram-md5
protocol to send the protected password.



EIM_PROTECT_CRAM_MD5 OPTIONAL (2) The protected password is sent on the bind if
the cram-md5 protocol is supported.
Otherwise, the clear-text password is sent.

For EIM_KERBERQOS, the default logon credentials are used. The kerberos creds field must be
NULL.

For EIM_CLIENT_AUTHENTICATION, the credsfield isignored. EimSSL Info must be
provided.

The structure layouts follow:

enum Ei nPasswor dPr ot ect {
El M_PROTECT_NO,
El M_PROTECT_CRAM _MD5,
El M_PROTECT_CRAM MD5_OPTI ONAL

b
enum Ei nConnect Type {

El M_SI MPLE,

El M_KERBERGS,

El M_CLI ENT_AUTHENTI CATI ON
b

typedef struct Ei nSi npl eConnectlnfo

enum Ei mPasswor dPr ot ect protect;
char * bi ndDn;
char * bi ndPw;,

} Ei nti npl eConnect | nf o;

typedef struct Ei nSSLInfo

char * keyring;

char * keyring_pw,

char * certificatelLabel;
} Ei nSSLI nf o;

typedef struct Ei mConnectlnfo
{
enum Ei mConnect Type type;
uni on {
gss_cred_id_t * kerberos;
Ei nSi mpl eConnect | nfo si npl eCr eds;
} creds;
Ei nBSLInfo * ssli;
} Ei mConnect | nf o;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.




Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to allocate internal system object.
EIMERR NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.
EINVAL

Input parameter was not valid.

EIMERR_CONN_INVAL (54) Connection typeis not valid.
EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR NOT_SECURE (32) The system is not configured to connect to a secure port.
Connection type of EIM_CLIENT_AUTHENTICATION is
not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR_PROTECT_INVAL (22) The protect parameter in EimSimpleConnectinfo is not
valid.

EIMERR PTR _INVAL (35) Pointer parameter is not valid.



EIMERR_SSL._REQ (42) The system is configured to connect to a secure port.
EimSSLInfo isrequired.

EISCONN
A connection has aready been established.

EIMERR CONN (11) Connection aready exists.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN

LDAP connection has not been made. When configured for SSL we cannot retrieve the master
information until a connection has been established to the configured system.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
reguest again.

ENOTSUP
Connection type is not supported.

EIMERR _CONN_NOTSUPP (12) Connection type is not supported.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimCreateHandle()--Create an EIM Handle

« eimDestroyHandlg()--Destroy an EIM Handle

o eimGetAttribute()--Get EIM Attributes




o eimSetAttribute()--Set EIM Attributes

« eimConnect()--Connect to EIM Domain

Example

The following example will connect to an EIM master domain.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])
{
i nt rc;
char ei merr[100];
Ei nRC * oerr;
Ei nHandl e * handl e;

Ei nConnect| nfo con;

/* CGet eimhandl e frominput arg.

/* This handl e shoul d not be connected to
/* the nmaster system

handl e = (Ei nHandl e *)argv[1];

/* Set up error structure.

nmenset (ei merr, 0x00, 100) ;

err = (B nRC *)einerr;
err->menoryProvi dedByCal | er = 100;

/* Set up connection infornmation
con.type = EI M SI MPLE;

*/
*/
*/

*/

*/

con. creds. si npl eCreds. protect = EI M PROTECT_NG,

"cn=adm n";
"secret";

con. creds. si npl eCr eds. bi ndDn
con. creds. si npl eCr eds. bi ndPw
con.ssl = NULL;

/* Connect to naster system

if (0 !=(rc = einConnect ToMast er (handl e,
con,
err)))

printf("Connect error = %", rc);

return O;

&

*/
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»eimErr2String()--Convert EImMRC into an Error
Message

Syntax

#i ncl ude <ei m h>

char * einkErr2String(E nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimErr2String() function converts the EIM return code structure returned by an EIM function into a
NULL-terminated error message string. free() should be used to free the space allocated for the error
message string.

Authorities

No authorization is required.

Parameters

eimrc (Input)

The structure that contains error code information from a previous call to an EIM API. For the
format of the structure, see EEmMRC--EIM Return Code Parameter.

Return Value

If successful, the return value is the address of the error message. The caller isresponsible for freeing the
message.

If unsuccessful, eimErr2String returnsa NULL pointer. The errno global variableis set to indicate the error.
The errno may come from catopen, catget, or catclose or one of the following values.

EBADDATA
emrcisnot valid.

ECONVERT
Data conversion error.



EINVAL
Input parameter was not valid.

ENOMEM
Unable to alocate required space.

EUNKNOWN
Unexpected exception.

Related Information

o emRC() --EIM Return Code Parameter

Example

The following example converts an EImRC into an error message and prints it.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>
#i ncl ude <errno. h>

int main(int argc, char *argv[])

{

i nt rc;
Ei nRC * err;
char * errMessage;

/* Get EinRC frominput arg.
err = (BEinRC *)argv[1];

/* Get error nessage

*/

*/

if (NULL == (errMessage = einkrr2String(err)))

{
printf("einErr2String error

return -1;

}

/* Print the nessage
printf("%", errMessage);

free(errMessage);

return O;

}
<

= Us", strerror(errno));

*/
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»eimCreateDomain()--Create an EIM Domain
Object

Syntax

#i ncl ude <ei m h>

i nt ei nCreat eDonai n(char * | dapURL,
Ei mConnect | nfo connect | nf o,
char * description,
Ei nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimCreateDomain() function creates an EIM domain object on the specified EIM domain controller.

Authorities and Locks

EIM Data
LDAP administrators have the authority to create an EIM domain.

Parameters

IdapURL (Input)

A uniform resource locator (URL) that contains the EIM host information. This URL has the
following format:

| dap:// host: port/dn
or
| daps: // host: port/dn
where:

o host:port is the name of the host on which the EIM domain controller is running with an
optional port number.

o dnisthe distinguished name of the domain to create.
o ldapsindicates that this host/port combination uses SSL and TLS.

Examples:
o ldap://systemx:389/ibm-eimDomai nName=myEimDomain,o=myCompany,c=us



o ldaps://systemy:636/ibm-eimDomainName=thisEimDomain

connectinfo (Input)

Connect information. EIM uses |dap. This parameter provides the information required to bind to
Idap.

If the system is configured to connect to a secure port, EimSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo
structure with a binddn and password. EimPasswordProtect is used to determine the level of
password protection on the Idap bind.

EIM_PROTECT _NO (0) The clear-text password is sent on the bind.

EIM_PROTECT_CRAM_MD?5 (1) The protected password is sent on the bind.
The server side must support cram-md>5
protocol to send the protected password.

EIM_PROTECT _CRAM_MD5 OPTIONAL (2) The protected password is sent on the bind if
the cram-md5 protocol is supported.
Otherwise, the clear-text password is sent.

For EIM_KERBEROS, the default logon credentials are used. The kerberos creds field must be
NULL.

For EIM_CLIENT_AUTHENTICATION, the credsfield isignored. EimSSLInfo must be
provided.

The structure layouts follow:

enum Ei mPasswor dPr ot ect {
El M_PROTECT_NO,
El M_PROTECT_CRAM MD5,
El M_PROTECT_CRAM MD5_OPTI ONAL

¥
enum Ei mConnect Type {

El M_SI MPLE,

El M_KERBERGCS,

El M_CLI ENT_AUTHENTI CATI ON
¥

typedef struct Ei nSi npl eConnectlnfo

enum Ei nPasswor dPr ot ect protect;
char * bi ndDn;
char * bi ndPw,

} Ei nBSi npl eConnect | nf o;

typedef struct Ei nSSLInfo
{

char * Kkeyring;

char * keyring_pw,

char * certificatelLabel;
} Ei nBSLI nf o;



typedef struct Ei nConnectlnfo

enum Ei nConnect Type type;
uni on {
gss_cred id t * kerberos;
Ei nSi npl eConnect | nfo si npl eCr eds;
} creds;
Ei nBSLI nfo * ssl;
} Ei mConnect I nfo;

description (Input)
Textual description for the new EIM domain entry. This parameter may be NULL.

eimrc (Input/Output)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.
EEXIST

EIM domain aready exists.

EIMERR_DOMAIN_EXISTS(14) EIM domain aready existsin EIM.



EINVAL
Input parameter was not valid.

EIMERR_CHAR INVAL (21) A restricted character was used in the object name. Check
the API for alist of restricted characters.

EIMERR _CONN_INVAL (54) Connection type is not valid.

EIMERR_NOT_SECURE (32) The system is not configured to connect to a secure port.
Connection type of EIM_CLIENT_AUTHENTICATION is
not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR PROTECT INVAL (22) The protect parameter in EimSimpleConnectinfo is not

valid.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SS._REQ (42) The system is configured to connect to a secure port.

EimSSLInfo isrequired.
EIMERR_URL_NODN (45) URL has no dn (required).
EIMERR_URL_NODOMAIN (46) URL has no domain (required).
EIMERR_URL_NOHOST (47) URL does not have a host.
EIMERR URL_NOTLDAP (49)  URL does not begin with Idap.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTSUP
Connection type is hot supported.

EIMERR_CONN_NOTSUPP (12) Connection typeis not supported.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR URL_READ ONLY (50) LDAP connection can only be made to areplicaldap
server. Change the connection information and try the
request again.



EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimDeleteDomain()--Delete an EIM Domain Object

« eimChangeDomain()--Change an EIM Domain Object

o eimListDomains()--List EIM Domain Objects

Example

The following example creates an EIM domain by the name of myEIMDomain. The distinguished name for
the domain after it is created will be: "ibm-eimDomainName=myEIM Domain,o=mycompany,c=us".

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC *oerr;

char * | dapURL =
"| dap://ei meyst em 389/ i bm ei mDonai nNane=mnyEi nrDomai n, o=nyconpany, c=us";

Ei nConnect| nfo con;

/* Set up connection infornmation */
con.type = EI M _SI MPLE;

con. creds. si npl eCreds. protect = EI M PROTECT_NG,
con. creds. si npl eCr eds. bi ndDn "cn=adm n";

con. creds. si npl eCreds. bi ndPw = "secret";
con. ssl = NULL;
/* Set up error structure. */

menset (ei merr, 0x00, 100) ;
err = (EinRC *)einerr;
err->menoryProvi dedByCal | er = 100;

/* Create a new El M domai n */
if (0 !=(rc = einCreatebDomai n(| dapURL,
con,



NULL,
err)))

printf("Create domain error = %", rc);

return O;

}
&«
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»eimCreateHandle()--Create an EIM Handle

Syntax

#i ncl ude <ei m h>

i nt ei nCreat eHandl e( Ei nHandl e * eim
char * | dapURL,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimCreateHandle() function is used to allocate an EimHandle structure, which is used to identify the
EIM connection and to maintain per-connection information. The EimHandle structure should be passed on
subsequent callsto other EIM operations.

Parameters

eim (Output)

The pointer to an EIM handle to be returned. This handle is used as input for other EIM APIs. The
handle is temporary; you can useit only in the job that created it.

IdapURL (Input)

A uniform resource locator (URL) that contains the EIM host information. A NULL parameter
indicates that the ldapURL information set by the eimSetConfiguration() APl should be used. This
URL hasthe following format:

| dap:// host: port/dn
or
| daps:// host: port/dn

where;

o host:port is the name of the host on which the EIM domain controller is running with an
optional port number.

o dnisthe distinguished name of the domain to work with.
0 ldapsindicates that this host/port combination uses SSL and TLS.

Examples:
o ldap://systemx:389/ibm-elmDomai nName=myEimDomain,o=myCompany,c=us
o ldaps://systemy:636/ibm-eimDomainName=thisEimDomain



eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to allocate internal system object.
EIMERR NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.
EINVAL
Input parameter was not valid.
EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_URL_NODN (45) URL has no dn (required).
EIMERR_URL_NODOMAIN (46) URL has no domain (required).
EIMERR_URL_NOHOST (47) URL does not have a host.
EIMERR_URL_NOTLDAP (49) URL does not begin with ldap.
ENOMEM

Unable to allocate required space.



EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOSYS
EIM is not configured.

EIMERR_NOTCONFIG (30) EIM environment is not configured. Run eimSetConfiguration()
APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimDestroyHandle()--Destroy an EIM Handle

« eimGetAttribute()--Get EIM Attributes

o eimSetAttribute()--Set EIM Attributes

« emConnectToM aster()--Connect to EIM Master Domain

« eimConnect()--Connect to EIM Domain

Example
The following example creates an EIM handle.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

(.
i nt rc;
char ei merr[100];
Ei nRC * oerr;
Ei nHandl e handl e;

Ei nHandl e handl e2;



char * | dapURL =
"| dap://ei neyst em 389/ i bm ei mDonai nNane=nyEi nDonai n, o=nyconpany, c=us";

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (Ei nRC *)einerr;

err->nmenoryProvi dedByCal | er = 100;

/* Create a new eimhandle. Use the eimconfiguration URL */
if (0 != (rc = einCreateHandl e( &andl e,
NULL,

err)))

printf("Create handle error = %", rc);

/* Create a new ei mhandle. Use the specified URL */
if (0 != (rc = einCreateHandl e( &andl e2,
| dapURL,

err)))

printf("Create handle error = %", rc);

return O;

}
&«
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s»eimDeleteDomain()--Delete an EIM Domain
Object

Syntax

#i ncl ude <ei m h>

i nt ei nDel et eDonai n( char * | dapURL,
Ei nConnect | nfo connect | nf o,
Ei nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimDeleteDomain() function deletes the EIM domain information. If there are any registries or
identifiersin the domain then it cannot be del eted.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

IdapURL (Input)

A uniform resource locator (URL) that contains the EIM host information. This URL has the
following format:

| dap:// host: port/dn
or
| daps:// host: port/dn
where:

o host:port is the name of the host on which the EIM domain controller is running with an
optional port number.

o dnisthe distinguished name of the domain to delete.
o |dapsindicates that this host/port combination uses SSL and TLS.

Examples:



0 ldap://systemx:389/ibm-eimDomainName=myEimDomain,o=myCompany,c=us
o ldaps.//systemy:636/ibm-eimDomainName=thisEimDomain

connectinfo (Input)

Connect information. EIM uses Idap. This parameter provides the information required to bind to
Idap.

If the system is configured to connect to a secure port, EImSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo
structure with a binddn and password. EimPasswordProtect is used to determine the level of
password protection on the Idap bind.

EIM_PROTECT_NO (0) The clear-text password is sent on the bind.

EIM_PROTECT_CRAM_MD?5 (1) The protected password is sent on the bind.
The server side must support cram-md5
protocol to send the protected password.

EIM_PROTECT_CRAM_MD5_OPTIONAL (2) The protected password is sent on the bind if
the cram-md5 protocol is supported.
Otherwise, the clear-text password is sent.

For EIM_KERBEROS, the default logon credentials are used. The kerberos creds field must be
NULL.

For EIM_CLIENT_AUTHENTICATION, the credsfield isignored. EimSSL Info must be
provided.

The structure layouts follow:

enum Ei mPasswor dPr ot ect {

El M_PROTECT_NQO,

El M_PROTECT_CRAM ND5,

El M_PROTECT_CRAM NMD5_OPTI ONAL
b
enum Ei mConnect Type {

El M_SI MPLE,

El M_KERBERCS,

El M_CLI ENT_AUTHENTI CATI ON

H

typedef struct Ei nSi npl eConnectlnfo

{
enum Ei nPasswor dPr ot ect protect;
char * bi ndDn;
char * bi ndPw,

} Ei n&i npl eConnect | nf o;

typedef struct EinSSLInfo

char * keyring;

char * keyring_pw,

char * certificatelLabel;
} Ei nBSLI nf o;



typedef struct Ei nConnectlnfo

enum Ei nConnect Type type;
uni on {
gss_cred id t * kerberos;
Ei nSi npl eConnect | nfo si npl eCr eds;
} creds;
Ei nBSLI nfo * ssl;
} Ei mConnect I nfo;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not O, eimrc will be
set with additional information. This parameter may be NULL. For the format of the structure, see
EimRC - EIM return code.

Return Value

The return value from the API. Following each return valueis the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
EIM domain not found or insufficient access to EIM data.
EIMERR_NODOMAIN (24) EIM Domain not found or insufficient accessto EIM data.
ECONVERT

Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL



Input parameter was not valid.

EIMERR_CONN_INVAL (54) Connection typeis not valid.

EIMERR_NOT_SECURE (32) The system is not configured to connect to a secure port.
Connection type of EIM_CLIENT_AUTHENTICATION is
not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR_PROTECT_INVAL (22) The protect parameter in EimSimpleConnectinfo is not

valid.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
EIMERR_SSL_REQ (42) The system is configured to connect to a secure port.

EimSSLInfo isrequired.
EIMERR_URL_NODN (45) URL has no dn (required).
EIMERR_URL_NODOMAIN (46) URL has no domain (required).
EIMERR_URL_NOHOST (47) URL does not have a host.
EIMERR URL_NOTLDAP (49)  URL does not begin with Idap.

ENOMEM
Unable to alocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTSAFE
Not safe to delete domain.

EIMERR_DOMAIN_NOTEMPTY (15) Cannot delete adomain when it has registries or
identifiers.

ENOTSUP
Connection type is hot supported.

EIMERR_CONN_NOTSUPP (12) Connection type is not supported.

EROFS
LDAP connection isfor read only. Need to connect to master.



EIMERR_URL_READ_ONLY (50) LDAP connection can only be made to areplicaldap
server. Change the connection information and try the
request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o eimCreateDomain()--Create an EIM Domain Object

« eimChangeDomain()--Change an EIM Domain Object

o emListDomains()--List EIM Domain Objects

Example

The following example deletes the specified EIM domain information.

#i ncl ude <eim h>

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei nRC * oerr;

char * | dapURL =
"| dap://ei msyst em 389/ i bm ei mDomai nNane=mnyEi nrDormai n, o=nyconpany, c=us";

Ei nConnect | nfo con;

/* Set up connection information */
con.type = ElI M_SI MPLE;

con. creds. si npl eCreds. protect = El M PROTECT_NG,
con. creds. si npl eCreds. bi ndDn = "cn=adm n";

con. creds. si npl eCreds. bi ndPw = "secret";

con. ssl = NULL;

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;
err = (B nRC *)einerr;



&«

err->menor yProvi dedByCal | er = 100;

/* Delete this domain */
if (0 !=(rc = einDel etebDomai n(| dapURL,
con,

err)))

printf("Delete domain error = %", rc);

return O;
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»eimDestroyHandle()--Destroy an EIM Handle

Syntax

#i ncl ude <eim h>

i nt ei nDestroyHandl e( Ei nHandl e * eim
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM

Default Public Authority: *USE

Threadsafe: Yes

The eimDestroyHandle() function is used to deallocate an EimHandle structure. Thiswill close any EIM
connections for this handle.

Parameters

eim (Input)
The EIM handle returned by a previous call to eimCreateHandl ().

emrc (Input/Output)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EBADDATA
eimrcisnot valid.

EBUSY
Unable to alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.



EINVAL
Input parameter was not valid.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EUNKNOWN

Unexpected exception.

EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimCreateHandle()--Create an EIM Handle

« eimGetAttribute()--Get EIM Attributes

o eimSetAttribute()--Set EIM Attributes

« emConnectToM aster()--Connect to EIM Master Domain

« eimConnect()--Connect to EIM Domain

Example
The following example destroys an EIM handle.

#i ncl ude <ei m h>

int main(int argc, char *argv[])

.
i nt rc;
char ei merr[100];
Ei nRC * oerr;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
handl e = (Ei nHandl e *)argv[1];
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/* Set up error structure.

menset (ei merr, 0x00, 100) ;

err = (B nRC *)einerr;
err->nmenoryProvi dedByCal | er = 100;

/* Destroy the handl e
if (0 != (rc = einDestroyHandl e( handl e,

err)))
printf("Destroy handle error = %",

return O;

*/

*/
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seimGetAssociatedldentifiers() --Get Associated EIM
Identifiers

Syntax

#i ncl ude <ei m h>

i nt ei mGet Associ atedl denti fi ers(E nHandl e * eim
enum Ei mAssoci ati onType associ ati onType,
char * regi stryNane,
char * regi stryUser Naneg,
unsi gned int | engt hOF Li st Dat a,
Ei ni st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimGetAssociatedl dentifier s() function returns alist of the identifiers. Given aregistry name and user name within
that user registry, return the EIM identifier associated with it.

It is possible that more than one person is associated with a specific identifier. This occurs when users share identities
(and possibly passwords) within a single instance of a user registry. While this practice is not condoned, it does happen.
This creates an ambiguous result.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto EIM data. The
access groups whose members have authority to the EIM data for this API follow:

O

O

u]

O

O

EIM Administrator

EIM Registries Administrator

EIM ldentifiers Administrator

EIM Mapping Lookup

EIM authority to an individual registry

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required for this
function.

associationType (Input)
The type of association to be retrieved. Valid values are:



EIM_ALL_ASSOC (0)
EIM_TARGET (1)
EIM_SOURCE (2)

EIM_SOURCE_AND_TARGET (3)

EIM_ADMIN (4)

registryName (Input)

Retrieve all associations.

Retrieve target associations.

Retrieve source associations.

Retrieve source and target associations.

Retrieve administrative associations.

The registry name for the lookup.

registryUser Name (Input)

The registry user name for the lookup.

lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes

listData (OQutput)

A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned isalinked list of Eimldentifier structures. firstEntry is used to get to the
first Eimldentifier structurein the linked list.

EimList structure:

typedef struct EinList

unsi gned i nt

unsi gned i nt

unsi gned i nt
unsi gned i nt

unsi gned i nt

} EinList;

Eimldentifier structure:

byt esRet ur ned,;

byt esAvai | abl e;

entri esRet ur ned;
entri esAvai l abl e;

firstEntry;

typedef struct Eimdentifier

unsi gned i nt

Ei nLi st Dat a
Ei nLi st Dat a
Ei nLi st Dat a
Ei nSublLi st
Ei nSubLi st

next Entry;

uni quenane;
descri ption;
ent ryUul D
nanes;

addi ti onal I nf o;

/* Nunber of bytes actually returned

by the API */
/* Nunber of bytes of avail able data
that coul d have been returned by

t he API */
/* Nunber of entries actually

returned by the API */
/* Nunber of entries available to be
returned by the API */

/* Displacenent to the first |inked
list entry. This byte offset is
relative to the start of the
Ei nLi st structure. */

/* Displacenment to next entry. This
byte offset is relative to the

start of this structure */
/* Uni que nane */
/* Description */
/* UU D */
/* EimdentifierNane subli st */
/* Ei mAddl I nfo subl i st */



} Eimdentifier;

Identifiers may have defined several name attributes as well as several additional information attributes. In the
Eimldentity structure, the names EimSubL.ist gives addressability to alinked list of EimldentifierName

structures.

EimldentifierName structure:

typedef struct EimdentifierNane

unsi gned int nextEntry; /* Displacenent to next entry. This
byte offset is relative to the
start of this structure */

Ei nLi st Dat a nane; /* Nane */

} EimdentifierNang;
The additionalInfo EimSubL.ist gives addressability to alinked list of EimAddlInfo structures.

EimAddlInfo structure:

typedef struct Ei mAddl I nfo

unsi gned int nextEntry; /* Displacenent to next entry. This
byte offset is relative to the
start of this structure */

Ei nlii st Dat a addl I nf o; /* Additional info */

} Ei mAddl I nf o;

EimSubList structure:

typedef struct Ei nSubLi st

unsigned int |istNum /* Nunber of entries in the list */
unsi gned int disp; /* Displacenent to sublist. This
byte offset is relative to the
start of the parent structure;
that is, the structure containing

this structure. */
} Ei nBublLi st ;
EimListData structure:
typedef struct EinListData
unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacenent to data. This byte

offset is relative to the start of

the parent structure; that is, the

structure containing this

structure. * |
} Einli st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EEmRC--EIM Return Code

Parameter.




Return Value

The return value from the API. Following each return value isthe list of possible values for the
messageCatal ogM essagel D field in the eéimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR _ACCESS(1) Insufficient accessto EIM data
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient accessto EIM data.
EIMERR NOREG (28) EIM Registry not found or insufficient accessto EIM data.
EBUSY
Unable to allocate internal system object.
EIMERR NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR _DATA_CONVERSON (13) Error occurred when converting data between code pages.
EINVAL
Input parameter was not valid.
EIMERR ASSOC TYPE INVAL (4) Association typeisnot valid.
EIMERR _EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.
EIMERR_HANDLE_INVAL (17) EimHandleis not valid.
EIMERR PARM_REQ (34) Missing required parameter. Please check API documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.
ENOMEM

Unable to allocate required space.



EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR _LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimAddidentifier()--Add EIM Identifier

« eimChangeldentifier()--Change EIM Identifier

« eimRemoveldentifier()--Remove EIM Identifier

» emListldentifiers()--List EIM ldentifiers

Example

The following example will list all of the identiifers associated with the registry, MyRegistry, and a user of carolb.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

void printListResults(Ei nList * list);
voi d print SubLi st Dat a(char * fi el dName,
void * entry,
int offset);
voi d printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])
{

i nt rc;

char ei merr[ 100];



Ei nRC *oerr;
Ei nHandl e * handl e;

char l'istData[ 1000];
Ei nLi st * ist = (EinList * ) |istData;
/* Get eimhandle frominput arg. */

/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Get associated identifiers */

if (0 !=(rc = einmetAssoci atedl dentifiers(handl e,
El M_ALL_ASSCC,
&WRegi stryg&,

&car ol b&,
1000,
list,
err)))
printf(&Get Associated Identifers error = %l& rc);
return -1;
}
/* Print the results */

printListResults(list);

return O;

void printListResults(Ei nList * |ist)

{

int i;
Eimdentifier * entry;

_____ \n&);
printf(& bytesReturned
printf(& bytesAvail able
printf(& entriesReturned
printf(& entriesAvail able
printf(&n&);

%\ n&, |ist->bytesReturned);
%\ n&, |ist->bytesAvail able);
%\ n&, |ist->entriesReturned);
%\ n&, |ist->entriesAvailable);

entry = (Eimdentifier *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{

printf(&n&);

pr intf ( &==========—=====\ n&) ;

printf(&ntry %.\n&, i);

/* Print out results */
printLi st Dat a( &Uni que nameg&,

entry,

of fsetof (Ei mMdentifier, uniquenane));
nt Li st Dat a( &descri pti ong&,

entry,

of fsetof (Ei mMdentifier, description));
nt Li st Dat a( &nt r yUUl D&,

entry,

pr

pr



of fsetof (Eim dentifier, entryUUl D));
pri nt SubLi st Dat a( &Nanes&,
entry,
of fsetof (Eimdentifier, nanes));
print SubLi st Dat a( &Addi ti onal | nf o0&,
entry,
of fsetof (Eimdentifier, additionallnfo));

/* advance to next entry */
entry = (Eimdentifier *)((char *)entry + entry->nextEntry);

}
printf(&n&);

}

voi d printSubListData(char * fiel dNane,
void * entry,

int offset)
t
int i;
Ei nSubLi st * subLi st;
Ei mAddl I nfo * subentry;
/1 Address the Ei nSubList object */
subLi st = (Ei nSubList *)((char *)entry + offset);
if (subList->listNum> 0)
{
subentry = (EimAddl Info *)((char *)entry + subLi st->disp);
for (i = 0; i < subList->listNum i++)
{
/* Print out results */
printListData(fiel dNane,
subentry,
of f set of (Ei mAddIl I nfo, addl I nfo));
/* advance to next entry */
subentry = (EimAddl Info *)((char *)subentry +
subentry->next Entry);
}
}
}

void printListData(char * fiel dName,
void * entry,
int offset)

Ei nListData * |istData;
char * dat a;
i nt datalLengt h;

printf(& % = & fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;



if (datalLength > 0)

printf (&% *s\n&, dat aLengt h, data);
el se

printf(&Not found.\n&);

}
&
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seimGetAttribute()--Get EIM attributes

Syntax

#i ncl ude <ei m h>

int einGetAttribute(E nHandl e * eim
enum Ei mHandl eAttr att r Name,
unsi gned i nt l engt hOFEi mAttri but e,
EimAttribute * attribute,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimGetAttribute() function is used to get attributes for this EIM handle.

The Idap configuration file is used to retrieve information for the master host, master port, and secure port. If the host
system is not areplicathen the master information retrieved is the same as the host and port defined in the handle.

Parameters

eim (Input)
The EIM handle returned by a previous call to eimCreateHandl&().

attrName (Input)
The name of the attribute to retrieve. Following are valid values:

EIM_HANDLE_CCSD (0) Thisisthe CCSID of character data passed by the caller of EIM
APIswith the specified EimHandle. The returned field isa 4 byte
integer.

EIM_HANDLE_DOMAIN (1) The EIM domain name.

EIM_HANDLE HOST (2) The host system for the EIM domain.

EIM_HANDLE PORT (3) The port for the EIM connection. The returned field isa 4 byte
integer.

EIM_HANDLE_SECPORT (4) Security type for this connection. The returned field isa 4 byte
integer. Possible values:

o 0-Non-SLL

o 1- Port uses SSL

EIM_HANDLE_MASTER HOST (5) If theEIM_HANDLE HOST isareplica LDAP server, this
value will indicate the master LDAP server.



EIM_HANDLE_MASTER_PORT (6)

EIM_HANDLE_MASTER SECPORT (7)

lengthOfEimAttribute (Input)

If the EIM_HANDLE HOST isareplica LDAP server, this
value will indicate the port for the master LDAP server. The
returned field is a4 byte integer.

If the EIM_HANDLE HOST isareplica LDAP server, this
value will indicate the security type for the master LDAP server.
Thereturned field is a4 byte integer.

The number of bytes provided by the caller for the attribute information. Minimum size required is 16 bytes.

attribute (Output)
A pointer to the data to be returned.

The EimAttribute structure contains information about the returned data. The API will return as much data as

space has been provided.

EimAttribute structure:

typedef struct EimAttribute

unsi gned int bytesRet urned;

unsi gned int bytesAvail abl e;

Ei mListData attribute;
} EimAttribute;

EimListData structure:

typedef struct EinlistData

unsigned int |ength;
unsi gned int disp;

} EinLi st Dat a;
eimrc (Input/Output)

/* Nunber of bytes actually returned

by the API */
/* Nunber of bytes of avail able data
that coul d have been returned by

t he API */
/* handle attribute */
/* Length of data */

/* Displacenment to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this

structure. */

The structure in which to return error code information. If the return value is not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCES

Access denied. Not enough permissions to access data.



EIMERR ACCESS(1) Insufficient accessto EIM data.

EBADDATA
eimrcisnot valid.

EBUSY
Unableto allocate internal system object.

EIMERR_NOLOCK (26) Unableto allocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_ATTR_INVAL (5) Attribute nameis not valid.
EIMERR ATTRIB_SZE (53) Length of EimAttribute is not valid.
EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN

LDAP connection has not been made. When configured for SSL we cannot retrieve the master information until
a connection has been established to the configured system.

EIMERR _NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the request again.

ENOTSUP
Attribute type is not supported.

EIMERR_ATTR_NOTSUPP (6) Attribute not supported.



EUNKNOWN

Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimCreateHandle()--Create an EIM Handle

« eimDestroyHandle()--Destroy an EIM Handle

o eimSetAttribute()--Set EIM Attributes

« eimConnectToM aster()--Connect to EIM Master Domain

« eimConnect()--Connect to EIM Domain

Example

The following example will get the domain for the EIM handle.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

int main(int argc, char *argv[])

{

i nt rc,

char ei nerr[100];

Ei nRC * err;

Ei mHandl e * handl e;

char * dat a;

char * |istDatal 1000];

EimAttribute * list = (EEmAttribute *) |istData;
[* CGet eimhandle frominput arg. */

/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei nerr, 0x00, 100) ;

err = (EEnRC *)einerr;

err->nenor yProvi dedByCal | er = 100;

/* Get EIM domain nane */
if (0!=(rc = eimGetAttribute(handl e,
El M_HANDLE_DOWMAI N,



1000,

list,
err)))
printf("Get Attribute error = %", rc);
/[* Print results */
printf(" Bytes returned = %l.\n", |ist->bytesReturned);
printf(" Bytes available = %d.\n", |ist->bytesAvail able);
printf(" Attr size %l.\n", list->attribute.length);

printf(" Attr disp %l.\n", list->attribute.disp);
data = (char * )list + list->attribute.disp;
printf(" % = 9%.\n", "dommin nane", data);

return O;

&
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»QsyGetEIMConnectinfo()--Get EIM Connect

Information

Syntax

#i ncl ude <gsyei mapi . h>

#i ncl ude <ei m h>

Service Program Name: QSY S/QSYEIMAPI
Default Public Authority: * USE

Threadsafe: Yes

i nt ®yGCet El MConnect I nf o(i nt [ engt hOf Connect | nf o,
Ei nLi st * connect | nfo,
Ei mRc * einrc)

The QsyGetEl M Connectlnfo() function returns the connection information that will be used by the OS/400 operating
system when it needs to connect to the EIM domain that is configured for this system or for the master system.

Parameters

lengthOfConnectlnfo
(Input)

The number of bytes provided by the caller for the connection information parameter. The minimum size
required is 20 bytes. The API will return the number of bytes available for al of the connection information and

as much data as space has been provided.
connectlnfo
(Output)

A pointer to the data to be returned.

The EimList structure contains information about the returned data. The datareturned is alinked list of
QsyEimConnectInfo structures. firstEntry is used to get to the first QsyEimConnectinfo structure in the linked

list.

EimList structure:

typedef struct EinList

unsi gned int bytesReturned;
returned

*/
unsi gned int bytesAvail abl e;
dat a

by

*/
unsi gned int entriesReturned;

/* Nunmber of bytes actually

by the API

/* Nunber of bytes of avail able
that coul d have been returned
t he API

/* Nunber of entries actually



*/
unsigned int entriesAvail abl e;
to be
*/
unsigned int firstEntry;
I'i nked
*/

} EinList;
QsyEimConnectinfo structure:
#pragma enunsi ze(4)

typedef struct QsyEi mConnect|nfo

returned by the API

/* Nunber of entries available
returned by the API

/* Displacenent to the first
list entry. This byte offset is

relative to the start of the
Ei mLi st structure.

unsi gned int next Entry,

/* Displacenent to next entry.
This byte offset is relative
to the start of this structure.

*/
enum syEi mConnect System connect Syst em
/* System connection info is for
configured (0) or master (1).
*/
enum syEi nConnect Type connect Type;
/* Connection type - sinple (0),
kerberos with keytab file (1),
or
kerberos with password (2)
*/
uni on {
struct {
enum Ei nPasswor dProtect protect;
/* Protect value - no protect
(0),
cram md5 (1), or optional
cram nd5 (2)
*/
Ei nii st Dat a bi ndDN,;
} sinpl eConnect ; /* Protect value and bind DN, if
connect Type=QSY_EI M_SI MPLE (0)
*/
struct {
Ei nLi st Dat a ker berosPri nci pal ;
Ei nii st Dat a ker ber osReal m
} ker ber osPwd; /* Kerberos information, if
connect Type=QSY_KERBEROS_PWD
(1) */
struct {
Ei nmii st Dat a ker ber osKeyTab;
Ei nLi st Dat a ker ber osPri nci pal ;
Ei nmii st Dat a ker ber osReal m

} kerber osKeyTab;

*/

/* Kerberos information, if

connect Type=
QSY_KERBEROS_KEYTAB ( 2)



} connectlnfo;
} @syEi nConnect | nf o;

EimListData structure:

typedef struct EinListData
{

unsi gned int |ength; /* Length of data
*/
unsi gned int disp; /* Displacenent to data. This
byt e
offset is relative to the start
of
the parent structure; that is,
the
structure containing this
structure
*/

} EinLi st Dat a;
eimrc
(Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EEmRC--EIM Return Code

Parameter.

Return Value
The return value from the API. Following each return valueis the list of possible valuesfor the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EBADDATA (3028)
eimrcisnot valid.

EBUSY (3029)
Unable to allocate internal system object.

EIMERR NOLOCK (26) Unableto allocate internal system object.

ECONVERT (3490)
Data conversion error.

EIMERR _DATA_CONVERSON (13) Error occurred when converting data between code pages.

EINVAL (3021)
Input parameter was not valid.

EIMERR EIMLIST SZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin length.



EIMERR_PARM_REQ (34) Missing required parameter. Please check API documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.

EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM (3460)
Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

EUNKNOWN (3474)
Unexpected exception.

EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o QsySetEIM Connectlnfo()--Set EIM Connect Information

Example

The following example will get connection information used by the operating system.

#i ncl ude <ei m h>
#i ncl ude <qgsyei mapi . h>

void printListResults(E nList * |ist)
t

int i;

syEi mConnectInfo * entry;

char * data;

i nt dat aLengt h;

printf("\n___ ");

printf("\nBytes Returned = %", |ist->bytesReturned);
printf("\nBytes Avail able = 9", |ist->bytesAvailable);
printf("\nEntries Returned = %", list->entriesReturned);
printf("\nEntries Available = %", |ist->entriesAvail able);

entry = (QyEi nConnectInfo *)((char *)list + list->firstEntry);

for (i =0; i <list->entriesReturned; i++)
{

printf("\n");

printf("\n***** Entry 9@ ***** " j+1);

printf("\nConnect system: %l ", entry->connect System);
printf("\nConnect type : % ", entry->connect Type );

switch (entry->connect Type) /* Determ ne connect type. */

case QSY_EIM SI MPLE:



case

printf("\nProtect type : % ",
ent ry- >connect | nf 0. si npl eConnect . protect );
data = ((char *)entry +
entry->connect | nf o. si npl eConnect . bi ndDN. di sp );
dat aLength =
ent ry- >connect | nf 0. si npl eConnect . bi ndDN. | engt h;
printf("\n% : ","Bind DN');
if (datalLength > 0)
printf("% *s", datalLength, data);
el se
printf("Not found.");
br eak;

QSY_EI M_KERBEROS_KEYTAB:

/* Print out the keytab file nane */
data = ((char *)entry + entry->
connect | nf o. ker ber osKeyTab. ker ber osKeyTab. di sp );
dat aLength =
ent ry->connect | nf 0. ker ber osKeyTab. ker ber osKeyTab. | engt h;
printf("\n% : ","Keytab file nane");
if (datalLength > 0)
printf("% *s", datalLength, data);
el se
printf("Not found.");
/* Print out the principal */
data = ((char *)entry + entry->
connect | nf 0. ker ber osKeyTab. ker ber osPri nci pal . disp );
datalLength =

entry->connect | nf 0. ker ber osKeyTab. ker ber osPri nci pal . | engt h;

case

printf("\n% : ","Kerberos principal");
if (datalLength > 0)
printf("% *s", datalLength, data);
el se
printf("Not found.");
/* Print out the realm*/
data = ((char *)entry + entry->
connect | nf 0. ker ber osKeyTab. ker ber osReal m di sp );
dat aLength =
ent ry- >connect | nf 0. ker ber osKeyTab. ker ber osReal m | engt h;
printf("\n% : ","Kerberos realn);
if (datalLength > 0)
printf("% *s", datalLength, data);
el se
printf("Not found.");
br eak;

QSY_EI M_KERBEROS_PWD:

/* Print out the principal */
data = ((char *)entry + entry->
connect | nf 0. ker ber osPwd. ker ber osPri nci pal . di sp );
dat aLength =
ent ry- >connect | nf 0. ker ber osPwd. ker ber osPri nci pal . | engt h;

printf("\n% : ","Kerberos principal");
if (dataLength > 0)

printf("% *s", datalLength, data);
el se

printf("Not found.");
/* Print out the realm?*/
data = ((char *)entry + entry->



connect | nf o. ker ber osPwd. ker ber osReal m di sp );
datalLength =
entry->connect | nf 0. ker ber osPwd. ker ber osReal m | engt h;

printf("\n% : ","Kerberos realni);
if (datalLength > 0)

printf("% *s", datalLength, data);
el se

printf("Not found.");
br eak;

} /* end deternine connect type. */
/* advance to next entry */

entry = (Q@yEi nConnectinfo *)((char *)entry + entry->nextEntry);

}
printf("\n");

int main(int argc, char *argv[])
int rc;
char ei merr[ 100];
Ei nRC *err;

char I i stData[ 5000];
Eimist * list = (EnList * ) |istData;

err = (EinRC *)ei merr;
err->menoryProvi dedByCal | er = 100;

if (0!=(rc = QyGCet El MConnect | nf o( 5000,
l'ist,

err)))

printf("Get connection information error = %", rc);
return -1;

}

printListResults(list);

return O;

&
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seimGetRegistryNameFromAlias() --Get EIM Registry
Name from an Alias

Syntax

#i ncl ude <ei m h>

i nt ei nGet Regi st ryNanmeFromAl i as( Ei nHandl e * eim
char * aliasType,
char * aliasVal ue,
unsi gned i nt I engt hOF Li st Dat a,
Ei nmLi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimGetRegistryNameFromAlias() function will return alist of registry names that match the search criteria
provided by aliasType and aliasvValue.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individua registry

The list returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required for this
function.

aliasType (Input)
The type of alias for which to search. See eim.h for alist of predefined alias types.

aliasvalue (Input)
The value for this dias.



lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The data returned isalinked list of EimRegistryName structures. firstEntry is used to get to

the first EimRegistryName structure in the linked list.

EimList structure:

typedef struct EinLi st
unsi gned int bytesReturned,

unsi gned int bytesAvail abl e;

unsi gned int entriesReturned;

unsi gned int entriesAvail abl e;

unsigned int firstEntry;

} EinList;

EimRegistryName structure:

typedef struct Ei nRegi stryNane
{

unsi gned int nextEntry;

Ei nLi st Dat a nane;
} Ei nRegi st ryNane;

EimListData structure:

typedef struct EinlistData
{

unsi gned int |ength;
unsi gned int disp;

} EinLi st Dat a;
eimrc (Input/Output)

/* Number of bytes actually returned
by the API */
/* Number of bytes of available data
that coul d have been returned by

t he API */
/* Nunber of entries actually

returned by the API */
/* Nunber of entries available to be
returned by the API */

/* Displacenment to the first |inked
list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */

/* Displacenment to next entry. This
byte offset is relative to the

start of this structure */
/* Name */
/* Length of data */
/* Displacenent to data. This byte

offset is relative to the start of
the parent structure; that is, the
structure containing this

structure. */

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.




Return Value

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unableto allocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code pages.
EINVAL
Input parameter was not valid.
EIMERR_EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.
EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.
EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.
ENOMEM
Unable to allocate required space.
EIMERR_NOMEM (27) No memory available. Unable to allocate required space.
ENOTCONN

LDAP connection has not been made.



EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimChangeReqgistryAlias() --Change EIM Registry Alias

o emListRegistryAliases() --List EIM Registry Aliases

Example

The following example will get the registry name from the specified alias

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdi o. h>

#i ncl ude <stdlib. h>

void printListResults(EinmList * list);
void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei mRC *oerr;

Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nenmset (ei nerr, 0x00, 100);

err = (EEnRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Get registry fromalias */
if (0 !=(rc = einmzetRegistryNaneFronmAl i as(handl e,
El M_ALI ASTYPE_DNS,
"d uel ess",
1000,
list,



}

err)))

printf("Get registry name fromalias error = %", rc);
return -1,

}

/* Print the results */
printListResults(list);

return O;

void printListResults(Ei nmList * list)

{

}

int i;
Ei mRegi stryNane * entry;

printf("___ \n");

printf(" byt esRet ur ned = %\ n", list->bytesReturned);
printf(" byt esAvai | abl e = %\ n", list->bytesAvail able);
printf(" entriesReturned = %l\n", list->entriesReturned);
printf(" entriesAvailable = %\ n", |ist->entriesAvail able);
printf("\n");

entry = (Ei nRegistryNane *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)

{

/* Print out results */
printListData("Registry Nane",
entry,
of f set of (Ei nRegi stryName, nane));

/* advance to next entry */
entry = (Ei nmRegistryNane *)((char *)entry + entry->nextEntry);

}
printf("\n");

voi d printListData(char * fiel dNane,

void * entry,
int offset)

EinListData * |istData,;
char * data
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = | i st Dat a- >l engt h;

if (dataLength > 0)
printf("% *s\n", dataLength, data);
el se
printf("Not found.\n");



&
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seimGetTargetFromldentifier() --Get EIM Target
Identities from the Identifier

Syntax

#i ncl ude <ei m h>

i nt ei nGet Target From denti fi er (Ei nHandl e * eim
Eimdentifierlnfo * idNane,
char * target Regi stryNane,
char * additional I nformation,
unsi gned i nt | engt hOF Li st Dat a,
Ei nmLi st * |istData,
Ei nRC * eimc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimGetTar getFromldentifier () function gets the target identity or identities for the specified registry that is
associated with the specified EIM identifier.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individua registry

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required for this
function.

idName (Input)

A structure that contains the name of the identifier for this lookup operation. The layout of the Eimldentifierinfo
structure follows:



enum Ei m dType {
El M_UNI QUE_NANME,
El M_ENTRY_UUI D,

El M_NAME
s
typedef struct Eimdentifierlnfo
uni on {
char * uni queNane;
char * entryUU D
char * nane;
}oid;
enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype indicates which identifier nameis provided. Use of the uniqueName provides the best performance.
Specifying an idtype of EIM_NAME does not guarantee that a unique EIM identifier will be found. Therefore,
use of EIM_NAME may result in an error.

targetRegistryName (Input)
The target registry for this lookup operation.

additionallnfo (Input)
Additional information that will be used as selection criteriafor this operation. This may be NULL.

lengthOfListData (Input)
The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.
listData (Output)
A pointer to the EimList structure.
The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned is alinked list of EimTargetldentity structures. firstEntry is used to get to
the first EimTargetldentity structure in the linked list. Each EimTargetldentity entry contains a user name
returned by this lookup operation.

EimList structure:

typedef struct EinList

unsi gned int bytesReturned; /* Number of bytes actually returned
by the API. */
unsi gned int bytesAvail abl e; /* Nunmber of bytes of avail able data
that coul d have been returned by
the API. */
unsigned int entriesReturned; /* Number of entries actually
returned by the API. */
unsigned int entriesAvailable; /* Nunmber of entries available to be
returned by the API. */
unsigned int firstEntry; /* Displacenent to the first |inked

list entry. This byte offset is

relative to the start of the

Ei nLi st structure. */
} Einlist;

EimTargetldentity structure:

typedef struct EinTargetldentity



unsi gned int nextEntry; /* Displacenment to next entry. This
byte offset is relative to the
start of this structure. */

Ei nLi st Dat a user Nane; /* User nane */

} EinTargetldentity,

EimListData structure:

typedef struct EinlListData

unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacenment to data. This bhyte
offset is relative to the start of
the parent structure; that is, the
structure containing this
structure. */
} Einli st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return value is not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return valueis the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR _ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry or identifier not found or insufficient accessto EIM data.
EIMERR_IDNAME_AMBIGUOUS(20) Morethan 1 EIM Identifier was found that matches the requested
Identifier name.
EIMERR_NOIDENTIFIER (25) EIM ldentifier not found or insufficient accessto EIM data.
EIMERR_NOREG (28) EIM Registry not found or insufficient accessto EIM data.
EBUSY

Unable to allocate internal system object.



EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR _DATA CONVERSION (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.
EIMERR_HANDLE_INVAL (17) EimHandle is not valid.

EIMERR_IDNAME_TYPE_INVAL (52) The EimldType valueis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o eimGetTargetFromSource() --Get EIM Target | dentities from the Source




Example

The following example will get the list of usersin the target registry, MyRegistry, that are associated with the specified
identifier.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

void printListResults(EinmList * list);
voi d printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC * err;
Ei mHandl e * handl e;
char |'istDatal 1000];
Ei nLi st * list = (EinList * ) listData;

EimMdentifierlnfo x;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei nerr, 0x00, 100) ;

err = (EEnRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Set up identifier information */
X.idtype = EI M_UN QUE_NAME;
X.id.uni queNane = "njones";

if (0 != (rc = einCetTarget From dentifier(handl e,
&X7
"MyRegi stry",
NULL,
1000,
list,

err)))

printf("CGet Target fromidentifier error = %", rc);
return -1,

}

printListResults(list);

return O;



void printListResults(Ei mList * |ist)

{

}

int i;
Ei niTfargetldentity * entry;

printf("____ \n");

printf(" byt esRet ur ned = 9%\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = 9%d\n", |ist->bytesAvail able);
printf(" entriesReturned = %l\n", l|ist->entriesReturned);
printf(" entriesAvailable = %\ n", list->entriesAvail able);
printf("\n");

entry = (EimTargetldentity *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)

{

printf("\n");
pr intf (" —==—===—=—=—=—=—=—====\ n") :
printf("Entry %.\n", i);

/* Print out results */
printListData("target user",
entry,
of f set of (Ei mlrargetldentity, userNane));

/* advance to next entry */
entry = (Eimrargetldentity *)((char *)entry + entry->nextEntry);

}
printf("\n");

void printListData(char * fiel dNane,

}

&«

void * entry,
int offset)

EinListData * |istData;
char * dat a;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = | i st Dat a- >l engt h;

if (dataLength > 0)

printf("% *s\n", dataLength, data);
el se

printf("Not found.\n");
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seimGetTargetFromSource() --Get EIM Target
Identities from the Source

Syntax

#i ncl ude <ei m h>

i nt ei nzet Tar get FronSour ce( Ei nHandl e

* eim

char * sour ceRegi stryNane,
char * sour ceRegi stryUser Nane,
char * target Regi stryNane,
char * additional I nformation,
unsi gned i nt | engt hOF Li st Dat a,
Ei mLi st * |istData,

Ei mRC * einmrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimGetTar getFr omSour ce() function gets the target identity(ies) associated with the source identity as defined by
source registry name and source registry user. Thisis known as a mapping lookup operation -- from the known source
information return the user for this target registry.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM datafor this API follow:

O

O

O

O

O

EIM Administrator

EIM Registries Administrator

EIM ldentifiers Administrator

EIM Mapping Lookup

EIM authority to an individual registry

The list returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eemCreateHandle(). A valid connection isrequired for this
function.

sour ceRegistryName (Input)
The source registry for this lookup operation.



sour ceRegistryUser Name (Input)
The source user name for this lookup operation.

targetRegistryName (Input)
The target registry for this lookup operation.

additionallnfo (Input)

Additional information that will be used as selection criteriafor this operation. This may be NULL. Thisfilter
data may contain the wild card char(*).

lengthOfListData (Input)
The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes

listData (Output)
A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The data returned isalinked list of EimTargetldentity structures. firstEntry is used to get to
the first EimTargetldentity structurein the linked list. Each EimTargetldentity entry contains a user name
returned by this lookup operation.

EimList structure:

typedef struct EinList

{
unsi gned int bytesReturned; /* Number of bytes actually returned
by the AP */
unsi gned int bytesAvail abl e; /* Number of bytes of avail able data
that coul d have been returned by
t he API */
unsi gned int entriesReturned; /* Nunber of entries actually
returned by the API */
unsigned int entriesAvailable; /* Nunber of entries available to be
returned by the API */
unsigned int firstEntry; /* Displacenment to the first |inked
list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */
} EinList;
EimTargetl dentity structure:
typedef struct EinfTargetldentity
unsi gned int nextEntry; /* Displacement to next entry. This
byte offset is relative to the
start of this structure */
Ei nLi st Dat a user Nane; /[* User nane */
} EinTargetldentity;
EimListData structure;
typedef struct EinlistData
unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacenent to data. This byte



offset is relative to the start of
the parent structure;
structure containing this

structure.
} EinLi st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient accessto EIM data.
EIMERR_NOREG (28) EIM Registry not found or insufficient access to EIM data.
EBUSY
Unableto allocate internal system object.
EIMERR_NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA _CONVERSON (13) Error occurred when converting data between code pages.
EINVAL

Input parameter was not valid.



EIMERR_EIMLIST_SIZE (16) Length of EimListisnot valid. EimList must be at least 20 bytesin
length.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o emGetTargetFromldentifier() --Get EIM Target Identities from the Identifier

Example

The following example will get the target identity that is associated with the source inofirmation.

#i ncl ude <eim h>

#i ncl ude <stddef. h>
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void printListResults(EimList * |ist);
void printListData(char * fiel dNane,
void * entry,
int offset);



int main(int argc, char *argv[])

L
i nt rc;
char ei merr[100];
Ei nRC * err;
Ei mHandl e * handl e;
char i stDatal 1000];
Ei mLi st * list = (Eimlist * ) listData;
/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];
/* Set up error structure. */
nmenset (ei nerr, 0x00, 100);
err = (EinRC *)einerr;
err->nenor yProvi dedByCal | er = 100;
/* Get target identity */
if (0 !=(rc = eimzetTarget FronSour ce( handl e,
"ker berosRegi stry"
"njjones",
"MyRegi stry",
NULL,
1000,
list,
err)))
{
printf("Get Target fromsource error = %", rc);
return -1;
}
/* Print the results */
printListResults(list);
return O;
}
void printListResults(EinmList * list)
{
int i;
Ei nTargetldentity * entry;
printf("___ \n");
printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = 9%\ n", |ist->bytesAvail able);
printf(" entriesReturned = %l\n", |ist->entriesReturned);
printf(" entriesAvailable = %\ n", |ist->entriesAvail able);
printf("\n");
entry = (Einmlrargetldentity *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{

printf("\n");
pr intf (" —===—=——=—=—=——=====) n") ;
printf("Entry %.\n", i);

/* Print out results */
printListData("target user",
entry,



of f set of (Ei mTarget | dentity, userNane));

/* advance to next entry */
entry = (Einffargetldentity *)((char *)entry + entry->nextEntry);

}
printf("\n");

}

void printListData(char * fiel dNane,
void * entry,
int offset)

Ei nListData * |istData;
char * dat a;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

i f (dataLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&
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» eimListAccess()--List EIM Access

Syntax

#i ncl ude <ei m h>

i nt einlListAccess(Ei mHandl e * eim
enum Ei mAccessType accessType,
char * regi stryNane,
unsi gned i nt | engt hOF Li st Dat a,
Ei ni st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

TheeimListAccess() function lists the users that have the specified EIM access type.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto EIM data.
The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required for this
function.

accessType (Input)
Thetype of accessto list. Valid values are;

EIM_ACCESS ADMIN (0) Administrative authority to the entire EIM domain.

EIM_ACCESS REG_ADMIN (1) Administrative authority to all registriesin the EIM domain.

EIM_ACCESS REGISTRY (2) Administrative authority to the registry specified in the
registryName parameter.

EIM_ACCESS IDENTIFIER_ADMIN (3) Administrative authority to al of the identifiersin the EIM
domain.

EIM_ACCESS MAPPING_LOOKUP (4) Authority to perform mapping lookup operations.



registryName (Input)

The name of the EIM registry for which accessisto be listed. This parameter isonly used if EimAccessTypeis

EIM_ACCESS REGISTRY.

lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned is alinked list of EimAccess structures. firstEntry is used to get to the first

EimAccess structure in the linked list.

EimList structure:

typedef struct Einlist
unsi gned int bytesRet urned;

unsi gned int bytesAvail abl e;

unsigned int entriesReturned;
unsigned int entriesAvail abl e;

unsigned int firstEntry;

} Einlist;
EimA ccess structure:

t ypedef struct Ei mAccess

unsigned int nextEntry;

Ei mLi st Dat a user;

} Ei mAccess;

EimListData structure:

typedef struct EinlistData
{

unsigned int |ength;
unsi gned int disp;

} EinLi st Dat a;
eimrc (Input/Output)

/* Nunber of bytes actually returned

by the API */
/* Nunber of bytes of avail able data
that coul d have been returned by

the API */
/* Number of entries actually

returned by the AP */
[* Number of entries available to be
returned by the API */

/* Displacenent to the first |inked
list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */

/* Displacenent to next entry. This
byte offset is relative to the

start of this structure */

/* User with access. This data w |
be in the format of the dn for

for access id. */
/* Length of data */
/* Displacenment to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this
structure. */



The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EImRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unableto allocate internal system object.
EIMERR_NOLOCK (26) Unableto allocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA_CONVERSON (13) Error occurred when converting data between code pages.
EINVAL

Input parameter was not valid.

EIMERR ACCESS TYPE INVAL (2)  Accesstypeis not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimListisnot valid. EimList must be at least 20 bytesin
length.

EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.

EIMERR_PTR_INVAL (35) Pointer parameter is not valid.

EIMERR_REG_MUST _BE_NULL (55) Registry name must be NULL when access typeis not
EIM_ACCESS_REGISTRY.

EIMERR_SPACE (41) Unexpected error accessing parameter.



ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o eimAddAccess() --Add EIM Access

« emRemoveAccess() --Remove EIM Access

o emListUserAccess() --List EIM User Access

o eimQueryAccess() --Query EIM Access

Example

The following example lists all users with the specified access.

#i ncl ude <eim h>

#i ncl ude <stddef. h>
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void printListResults(EimList * list);
void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])
{

i nt rc;

char ei merr[100];



}

Ei nRC *oerr;
Ei nHandl e * handl e;

char | i st Dat a[ 5000] ;
Ei nmLi st * list = (EinList * ) listData;
[* CGet eimhandle frominput arg. */

/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nenset (ei nerr, 0x00, 100) ;

err = (EEnRC *)einerr;
err->nenor yProvi dedByCal | er = 100;

/* List all users with this access * [
if (0 != (rc = einlistAccess(handl e,
El M_ACCESS_ADM N,

NULL,
5000,
l'ist,
err)))
{
printf("List access error = %", rc);
return -1,
}
/* Print the results */

printListResults(list);

return O;

void printListResults(Ei mList * |ist)

{

int i;
Ei mMAccess * entry;

printf("____ \n");
printf(" byt esRet ur ned = 9%\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = 9%d\n", |ist->bytesAvail able);
printf(" entriesReturned = %l\n", list->entriesReturned);
printf(" entriesAvailable = %@d\n", |ist->entriesAvail able);
printf("\n");
entry = (Ei mAccess *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{

printf("\n");

pr intf ( " —=====—=—===—=—====\ n") :

printf("Entry %l.\n", i);

/[* Print out results */
printListData("Access user",

entry,

of f set of (Ei mAccess, user));

/* advance to next entry */
entry = (Ei mAccess *)((char *)entry + entry->nextEntry);

}
printf("\n");



}

voi d printListData(char * fiel dNane,
void * entry,
int offset)

EimListData * |istData;
char * dat a;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

if (dataLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&
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seimListAssociations()-- List EIM Associations

Syntax

#i ncl ude <ei m h>

i nt einlListAssociations(Ei mHandl e * eim
enum Ei mAssoci ati onType associ ati onType,
Eimdentifierinfo * i dName,
unsi gned i nt | engt hOF Li st Dat a,
Ei nmLi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListAssociations() function returns alist of associations for a given EIM identifier. This can be used to find al
of the associated identities for an individual in the enterprise.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto EIM data.
The access groups whose members have authority to the EIM data for this API follow:

0

0

0

0

0

EIM Administrator

EIM Registries Administrator

EIM Identifiers Administrator

EIM Mapping Lookup

EIM authority to an individual registry

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required for this
function.

associationType (Input)
The type of association to be listed. Valid values are:

EIM_ALL_ASSOC (0) List al associations.

EIM_TARGET (1) List target associations.



EIM_SOURCE (2) List source associations.
EIM_SOURCE_AND_ TARGET (3) List both source and target associations.

EIM_ADMIN (4) List administrative associations.

idName (Input)

A structure that contains the identifier name whose associations are to be listed. The layout of the
Eimldentifierlnfo structure follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,

El M_NAME
}
typedef struct Eimdentifierlnfo
uni on {
char * uni queNaneg;
char * entryUU D
char * namne;
}oid;
enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype indicates which identifier name is provided. Use of the uniqueName provides the best performance.
Specifying an idtype of EIM_NAME does not guarantee that a unique EIM identifier will be found. Therefore,
use of EIM_NAME may result in an error.

lengthOfListData (Input)
The number of bytes provided by the caller for the listData parameter. Minimum size required is 20 bytes.
listData (Output)
A pointer to the EimList structure.
The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The data returned is alinked list of EimAssociation structures. firstEntry is used to get to the
first EimAssociation structure in the linked list.

EimList structure:

typedef struct Einlist

unsi gned int bytesRet urned; /* Nunber of bytes actually returned
by the API */
unsi gned int bytesAvail abl e; /* Nunber of bytes of avail able data
that could have been returned by
the API */
unsigned int entriesReturned; /* Number of entries actually
returned by the AP */
unsigned int entriesAvailable; /* Nunmber of entries available to be
returned by the API */
unsigned int firstEntry; /* Displacenent to the first |inked

list entry. This byte offset is

relative to the start of the

Ei mLi st structure. */
} Einlist;



EimAssociation structure:

t ypedef struct Ei mAssoci ation

unsigned int nextEntry; /* Displacenent to next entry. This
byte offset is relative to the
start of this structure */
enum Ei mAssoci ati onType associ ati onType; /* Type of association */
Ei nLi st Data regi stryType; /* Registry type */
Ei nLi st Dat a regi stryNane; /* Registry nane */
Ei nLi st Dat a regi stryUser Nane; /* Registry user nane */
} Ei mAssoci ati on;
EimListData structure:
typedef struct EinlistData
unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacenent to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this
structure. */

} EinLi st Dat a;
eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not O, emrc is set with additiona

information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS (1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME

Identifier name is not valid or insufficient access to EIM data.

EIMERR_IDNAME_AMBIGUOUS (20) Morethan 1 EIM ldentifier was found that matches the requested

Identifier name.

EIMERR_NOIDENTIFIER (25) EIM Identifier not found or insufficient accessto EIM data.



EBUSY
Unableto allocate internal system object.

EIMERR _NOLOCK (26) Unableto allocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA_CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_ASSOC_TYPE_INVAL (4) Association typeis not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.
EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR_IDNAME_TYPE_INVAL (52) The EimldType valueis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.



Related Information

» eimGetAssociatedldentifiers() --Get Associated EIM Identifiers

« eimAddAssociation()--Add an EIM Association

« eimRemoveA ssociations()--Remove an EIM Associations

Example

The following example will list the associations for an identifier.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void printListResults(EimList * |ist);
voi d printAssociationType(int type);
void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei nRC *oerr,
Ei nHandl e * handl e;
char i stDatal 1000];
Ei mLi st * list = (Eimlist * ) listData;

Ei mMdentifierlnfo x;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nenset (ei nerr, 0x00, 100);

err = (EinRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* Set up identifier information */
X.idtype = EI M_UN QUE_NAME;
x.id.uni queName = "njones";
/* Get associations for this identifier */

if (0 !=(rc = einListAssociations(handl e,
El M_ALL_ASSCC,
&X,
1000,
list,

err)))



printf("List Association error = %", rc);
return -1,

}

/* Print the results */
printListResults(list);

return O;
}
void printListResults(Ei nList * list)
{
int i;
Ei mAssoci ation * entry;
printf("___ \n");
printf(" byt esRet ur ned = 9%\ n", |ist->bytesReturned);
printf(" byt esAvai |l abl e = %\ n", list->bytesAvail able);
printf(" entriesReturned = %\n", |ist->entriesReturned);
printf(" entriesAvailable = %\ n", list->entriesAvail able);
printf("\n");
entry = (EimAssociation *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{
printf("\n");
pr intf (" —=====—=========\ n") ;
printf("Entry %.\n", i);
/* Association type */
print Associ ati onType(entry->associ ati onType);
/* Print out results */
printListData("Registry Type",
entry,
of f set of (Ei mAssoci ati on, registryType));
printListData("Registry Nane",
entry,
of f set of (Ei mAssoci ati on, regi stryNane));
printlListData("Registry User Nane",
entry,
of f set of (Ei mAssoci ati on, registryUserNane));
/* advance to next entry */
entry = (Ei mAssociation *)((char *)entry + entry->nextEntry);
b
printf("\n");
}

voi d printAssociationType(int type)
switch(type)
{

case EI M TARCET:

printf(" Target Association.\n");
br eak;

case EI' M _SOURCE
printf(" Source Association.\n");
br eak;

case EI M ADM N:



printf(" Adm n Association.\n");
br eak;
def aul t:
printf("ERROR - unknown associ ation type.\n");
br eak;

}

voi d printListData(char * fiel dNane,
void * entry,
int of fset)

Ei nListData * |istData;
char * dat a;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinlListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = 1i st Dat a- >l engt h;

if (dataLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&
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seimListDomains()--List EIM Domain Objects

Syntax

#i ncl ude <ei m h>

i nt einLi st Domai ns(char * | dapURL,
Ei nConnectInfo  connectl nfo,
unsi gned i nt | engt hOF Li st Dat a,
Ei nLi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListDomains() function can be used to list information for asingle EIM domain or list information for all EIM
domains that are reachable from this platform in the network.

To list asingle domain, the domainName parameter should be set. In addition, the parent dn should be set in the [dapURL
if there is one for thisdomain.

Tolist al reachable domains, the domain name should be NULL. The parent dn should not be set.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto EIM data. The
access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Thelist returned contains only the information that the user has authority to access.

Parameters

IdapURL (Input)
A uniform resource locator (URL) that contains the EIM host information. This URL has the following format:

| dap:// host: port/dn
or
| daps://host: port/dn

where:

o host:port is the name of the host on which the EIM domain controller is running with an optional port
number.

o dnisthedistinguished name of the domain to list. If dnis not set then al domains that are reachable from
this platform are returned.

o ldapsindicates that this host/port combination uses SSL and TLS.

Examples:



o ldap://systemx:389/ibm-eimDomai nName=myEimDomain,o=myCompany,c=us

o ldaps://systemy:636/0=ibm,c=us

connectlnfo (Input)

Connect information. EIM uses Idap. This parameter provides the information required to bind to Idap.

If the system is configured to connect to a secure port, EImSSLInfo is required.

For EIM_SIMPLE connect type, the creds field should contain the EimSimpleConnectinfo structure with a
binddn and password. EimPasswordProtect is used to determine the level of password protection on the Idap

bind.
EIM_PROTECT_NO (0)
EIM_PROTECT_CRAM_MDS5 (1)

EIM_PROTECT_CRAM_MD5_OPTIONAL (2)

The clear-text password is sent on the bind.

The protected password is sent on the bind. The server side
must support cram-md5 protocol to send the protected
password.

The protected password is sent on the bind if the cram-md5
protocol is supported. Otherwise, the clear-text password is
sent.

For EIM_KERBEROS, the default logon credentials are used. The kerberos creds field must be NULL.

For EIM_CLIENT_AUTHENTICATION, the creds field isignored. EimSSL Info must be provided.

The structure layouts follow:

enum Ei mPasswor dProt ect {
El M_PROTECT_NG,
El M_PROTECT_CRAM MD5,

El M_PROTECT_CRAM MD5_OPTI ONAL

b
enum Ei nConnect Type {

El M_SI MPLE,

El M_KERBERGCS,

El M_CLI ENT_AUTHENTI CATI ON
H

typedef struct Ei nSi npl eConnectl|nfo

enum Ei nPasswor dProt ect protect;

char * bindDn;
char * bi ndPw,
} Ei nBi npl eConnect | nf o;

typedef struct Ei nSSLInfo
char * keyring;
char * keyring_pw,
char * certificatelLabel;
} Ei n8SLI nf o;
typedef struct Ei nConnectlnfo

enum Ei nConnect Type type;
uni on {

gss_cred_id_ t * kerberos;
Ei nSi npl eConnect | nfo si npl eCreds;

} creds;
Ei nSSLInfo * ssl;



} Ei mConnect | nf o;
lengthOfListData (Input)

The number of bytes provided by the caller for the list of domains. Minimum size required is 20 bytes. The AP
will return the number of bytes available for the entire list and as much data as space has been provided.

listData (Output)
A pointer to the data to be returned.

The EimList structure contains information about the returned data. The data returned isalinked list of
EimDomain structures. firstEntry is used to get to the first EimDomain structure in the linked list.

EimList structure:

typedef struct EinList

{
unsi gned int bytesReturned; /* Nunber of bytes actually returned
by the API */
unsi gned int bytesAvail abl e; /* Nunber of bytes of avail able data
that coul d have been returned by
t he API */
unsigned int entriesReturned,; /* Nunber of entries actually
returned by the API */
unsigned int entriesAvailable; /* Nunber of entries available to be
returned by the API */
unsigned int firstEntry; /* Displacenent to the first |inked
list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */
} EinList;
EimDomain structure:
typedef struct Ei nDonmin
unsi gned int nextEntry; /* Displacenent to next entry. This
byte offset is relative to the
start of this structure */
Ei nlLi st Dat a nane; /* Domai n name */
Ei nii stData dn; /* Distinguished name for the domain
*/
Ei nLi st Dat a descri pti on; [ * Description */
} Ei mDonmi n;
EimListData structure:
typedef struct EinListData
unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacenent to data. This byte

offset is relative to the start of

the parent structure; that is, the

structure containing this

structure. * |
} EinlLi st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return value is not 0, eimrc will be set with
additional information. This parameter may be NULL. For the format of the structure, see EImRC - EIM return

code.




Return Value

The return value from the API. Following each return valueis the list of possible valuesfor the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
EIM domain not found or insufficient accessto EIM data.
EIMERR_NODOMAIN (24) EIM Domain not found or insufficient accessto EIM data.
ECONVERT
Data conversion error.
EIMERR DATA CONVERSION (13) Error occurred when converting data between code pages.
EINVAL

Input parameter was not valid.

EIMERR_CONN_INVAL (54) Connection typeis not valid.

EIMERR _EIMLIST_SZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin

length.

EIMERR NOT_SECURE (32) The system is not configured to connect to a secure port. Connection type
of EIM_CLIENT_AUTHENTICATION isnot valid.

EIMERR PARM_REQ (34) Missing required parameter. Please check APl documentation.

EIMERR PROTECT_INVAL (22) The protect parameter in EimSimpleConnectinfo is not valid.

EIMERR _PTR_INVAL (35) Pointer parameter is not valid.

EIMERR _SPACE (41) Unexpected error accessing parameter.

EIMERR SS._REQ (42) The system is configured to connect to a secure port. EEmSSLInfo is
required.

EIMERR_URL_NODOMAIN (46) URL has no domain (required).



EIMERR _URL_NOHOST (47) URL does not have a host.
EIMERR_URL_NOTLDAP (49) URL does not begin with [dap.

ENOMEM
Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

ENOTSUP
Connection type is not supported.

Connection type is not supported.

EIMERR_CONN_NOTSUPP (12)

EUNKNOWN
Unexpected exception.

EIMERR LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimDeleteDomain()--Delete an EIM Domain Object

« eimCreateDomain()--Create an EIM Domain Object

« eimChangeDomain()--Change an EIM Domain Object

Example
The following example lists the information for the specified EIM domain.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

void printListResults(Ei nList * list);
void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

{

i nt rc;



char ei merr[ 100];

Ei nRC *err;
char I i stData[ 1000];
Ei nLi st * ist = (EinList * ) |istData;

char * [ dapURL =
"l dap://ei meystem 389/ i bm ei nDomai nNanme=mnyEi nDomai n, o=nyconpany, c=us";

Ei mConnect | nfo con;
/* Set up connection information */

con.type = EI M _SI MPLE;
con. creds. si npl eCreds. protect = EI M PROTECT_NQG,

con. creds. si npl eCreds. bi ndDn = "cn=adm n";
con. creds. si npl eCreds. bi ndPw = "secret";
con.ssl = NULL;

/* Set up error structure. */

menset (ei merr, 0x00, 100) ;
err = (EinRC *)einerr;
err->nmenor yProvi dedByCal | er = 100;

/* Get info for specified domain */
if (O0!=(rc = einListDomains(ldapURL
con,
1000,
list,
err)))
printf("List domain error = %", rc);
return -1;
}
/* Print the results */
printListResults(list);
return O;
}
void printListResults(Ei nList * |ist)
{
int i;

Ei mDonmain * entry;

Ei nListData * |i stDat a;
char * dat a;

i nt datalLengt h;

printf("__ \n");
printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = %\ n", |ist->bytesAvail able);
printf(" entriesReturned = %\n", |ist->entriesReturned);
printf(" entriesAvailable = %\ n", list->entriesAvailable);
printf("\n");
entry = (EinDomain *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)

printf("\n");

pr intf ( "—==============\n" ) :

printf("Entry %.\n", i);



/* Print out results */
printListData("Donai n Nare",

entry,

of f set of (Ei mDomai n, nane));
printListData("Domain dn",

entry,

of f set of (Ei mDomai n, dn));
printListData("description",

entry,

of f set of (Ei nDomai n, description));

/* advance to next entry */
entry = (EimDomain *)((char *)entry + entry->nextEntry);

}
printf("\n");

voi d printListData(char * fiel dNane,

}
&

void * entry,
int offset)

Ei mListData * |istData;
char * data;
i nt datalLengt h;

printf (" % = ",fiel dNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->disp
dataLength = |i st Dat a->l engt h;

i f (datalLength > 0)
printf("% *s\n", datalLength, data);
el se
printf("Not found.\n");

API introduced: V5R2
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seimListldentifiers()-- List EIM Identifiers

Syntax

#i ncl ude <ei m h>

int einListldentifiers(E nHandl e * eim
Eimdentifierlinfo * i dNane,
unsi gned i nt | engt hOf Li st Dat a,
Ei nmLi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListl dentifiers() function returns alist of identifiersin the EIM domain. idName can be used to filter the results
returned.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM datafor this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individua registry

The list returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection is required for this
function.

idName (Input)

A structure that contains the name for thisidentifier. This parameter may be NULL in which case no filtering
would be done by idName. The layout of the EimldentifierInfo structure follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,
El M_NAME



s
typedef struct Eimdentifierlnfo

uni on {
char * uni queNaneg;
char * entryUU D
char * nane;

}oid;

enum Ei m dType
} Eimdentifierlnfo;

i dtype;

idtype will indicate which identifier name has been provided. Thereis no guarantee that name will find aunique
identifier. Therefore, use of name may result in multiple identifiers being returned. Theid values, uniqueName,

entryUUID and name may contain the wild card (*).
lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the EimList structure.

The EimList structure contains information about the returned data. The APl will return as much data as space
has been provided. The data returned isalinked list of Eimldentifier structures. firstEntry is used to get to the

first Eimldentifier structure in the linked list.

EimList structure:

typedef struct EinList

{
unsi gned int bytesReturned;
unsi gned int bytesAvail abl e;
unsi gned int entriesReturned;
unsigned int entriesAvail abl e;
unsigned int firstEntry;

} EinList;

Eimldentifier structure:

typedef struct Einmdentifier

unsi gned int nextEntry;

Ei nLi st Dat a uni quenane;

Ei nLi st Dat a descri ption;

Ei nLi stData entryUU D,

Ei nBSubLi st names;

Ei nSubLi st additional | nfo;
} Eimdentifier;

/* Nunber of bytes actually returned

by the AP */
/* Nunmber of bytes of avail able data
that coul d have been returned by

t he API */
/* Nunber of entries actually

returned by the API */
/* Nunber of entries available to be
returned by the API */

/* Displacenent to the first |inked
list entry. This byte offset is
relative to the start of the

Ei nLi st structure. */

/* Displacenment to next entry. This
byte offset is relative to the

start of this structure */
/* Uni que nane */
/* Description */
/* UUD */
[* EimdentifierName subli st */
[* Ei mAddl I nfo subli st */

Identifiers may have defined several name attributes as well as several additional information attributes. In the



Eimldentifier structure, the names EimSubL.ist gives addressability to alinked list of EimldentifierName
structures.

EimldentifierName structure:

typedef struct EimdentifierNane

unsigned int nextEntry; /* Displacenment to next entry. This
byte offset is relative to the
start of this structure */

Ei nLi st Dat a nane; /* Name */

} EimdentifierNane;
The additionalInfo EimSubL.ist gives addressability to alinked list of EimAddlinfo structures.

EimAddlinfo structure:

typedef struct Ei mAddlInfo

unsi gned int nextEntry; /* Displacenment to next entry. This
byte offset is relative to the
start of this structure */

Ei mLi st Dat a addl I nf o; /* Additional info */

} Ei mAddlI | nf o;

EimSubList structure:

typedef struct Ei nBubLi st

unsigned int |istNum /* Number of entries in the list */

unsi gned int disp; /* Displacenent to sublist. This
byte offset is relative to the
start of the parent structure;
that is, the structure containing

this structure. */
} Ei nBublLi st ;
EimListData structure;
typedef struct EinlistData
unsi gned int |ength; /* Length of data */
unsi gned int disp; /* Displacement to data. This byte

offset is relative to the start of
the parent structure; that is, the
structure containing this

structure. */

} EinLi st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return value is not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.




Return Value

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCES
Access denied. Not enough permissions to access data.

EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.

EBADNAME
Identifier nameis not valid or insufficient access to EIM data.

EIMERR_NOIDENTIFIER (25) EIM Identifier not found or insufficient accessto EIM data.

EBUSY
Unableto allocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_EIMLIST _SZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.
EIMERR_HANDLE_INVAL (17) EimHandle is not valid.

EIMERR_IDNAME_TYPE_INVAL (52) TheEimldTypevaueisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM



Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimAddldentifier()--Add EIM Identifier

« eimChangeldentifier()--Change EIM Identifier

« eimRemoveldentifier()--Remove EIM Identifier

« eimGetAssociatedidentifiers() --Get Associated EIM Identifiers

Example

The following example will list all EIM identifiers.

#i ncl ude <eim h>

#i ncl ude <stddef. h>
#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void printListResults(Ei mList * list);
voi d printSubLi stData(char * fiel dNane,
void * entry,
int offset);
void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])
{
i nt rc;
char ei merr[100];
Ei nRC *oerr;



Ei nHandl e * handl e;

char |'istDatal 1000];
Ei nLi st * list = (EinList

)

/[* CGet eimhandle frominput arg
/* This handle is already connected to EIM */

handl e = (Ei nHandl e *)argv[1];

/* Set up error structure.
nmenset (ei nerr, 0x00, 100) ;

err = (EinRC *)einerr;
err->nenor yProvi dedByCal | er =

/* Get all identifiers

100;

i stData;

*/

*/

*/

if (0!=(rc = einListldentifiers(handl e,

NULL,
1000,
list,

err)))

printf("List identifiers error

return -1;

}

/* Print the results
printListResults(list);

return O;

%", rc);

*/

void printListResults(Ei nList * |ist)

Lt
int i;
Eim dentifier * entry;
printf("_____ \n");
printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = %\ n", list->bytesAvail able);
printf(" entriesReturned = %l\n", l|ist->entriesReturned);
printf(" entriesAvailable = %\ n", |ist->entriesAvail able);
printf("\n");
entry = (Eimdentifier *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{

printf("\n");

pr intf ( "—==—==—==========\n"

printf("Entry %.\n", i);

/* Print out results */

printListData("Uni que nane",

entry,

of f set of (Ei m dentifier, uniquenane));

pr
entry,

nt Li st Dat a( " descripti on",

of fsetof (Eimdentifier, description));

pr
entry,

ntListData("entryUu D',

of fsetof (Eimdentifier, entryUulD));

nt SubLi st Dat a(" Nanes",
entry,

pr



of fsetof (Eimdentifier, names));
print SubLi st Dat a(" Addi ti onal Info",
entry,
of fsetof (Ei mdentifier, additionallnfo));

/* advance to next entry */
entry = (Eimdentifier *)((char *)entry + entry->nextEntry);

.
printf("\n");

}

voi d printSubListData(char * fiel dNane,
void * entry,

int of fset)
t
int i;
Ei mBubLi st * subLi st;
Ei mAddl I nfo * subentry;
/* Address the Ei nSubLi st object */
subLi st = (Ei nBubList *)((char *)entry + offset);
if (subList->listNum > 0)
{
subentry = (EimAddl I nfo *)((char *)entry + subList->disp);
for (i =0; i < subList->listNum i++)
{
[* Print out results */
printListData(fiel dNane,
subentry,
of f set of (Ei mAddI | nfo, addl I nfo));
/* advance to next entry */
subentry = (Ei mAddl I nfo *)((char *)subentry +
subentry->next Entry);
}
}
}

void printListData(char * fiel dNane,
void * entry,
int offset)

Ei nListData * |istData;
char * data
i nt datalLength;

printf(" % = ",fiel dNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

i f (dataLength > 0)



printf("%*s\n", datalLength, data);
el se
printf("Not found.\n");

}
&
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» eimListRegistries()--List EIM Registries

Syntax

#i ncl ude <ei m h>

int einlistRegistries(E nmHandl e * eim
char * registryNane,
char * registryType,
enum Ei nRegi stryKi nd regi strykKind,
unsi gned i nt I engt hOF Li st Dat a,
Ei ni st * |istData,
Ei mRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListRegistries() function lists the user registries participating in the EIM domain. The following parameters can
be used to filter the results returned: registryType, registryName and registryKind.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individua registry

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required for this
function.

registryName (Input)

The name of the EIM registry to list. The name may contain the wild card char (*). Thisisused as afilter to
determine which registries to return. This parameter may be NULL in which case no filtering would be done by
name.

registryType (Input)
A string form of an OID that represents the registry type and a user name normalization method. The



normalization method is necessary because some registries are case-independent and others are case-dependent.
EIM uses thisinformation to make sure the appropriate search occurs. See eim.h for alist of defined types. This
parameter may be NULL in which case no filtering would be done by type.

registryKind (Input)
The kind of registry to list. Valid values are;

EIM_ALL_REGISTRIES(0) Both system and application registries will be returned.
EIM_SYSTEM_REGISTRY (1) Return system registries.
EIM_APPLICATION_REGISTRY (2) Return application registries.

lengthOfListData (Input)
The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the data to be returned.
The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned is alinked list of EimRegistry structures. firstEntry is used to get to the
first EimRegistry structure in the linked list.

EimList structure:

typedef struct Einlist

unsi gned int bytesRet urned; /* Nunber of bytes actually returned
by the API */
unsi gned int bytesAvail abl e; /* Nunmber of bytes of avail able data
that could have been returned by
t he API */
unsigned int entriesReturned; /* Number of entries actually
returned by the API */
unsigned int entriesAvailable; /* Nunmber of entries available to be
returned by the API */
unsigned int firstEntry; /* Displacenent to the first |inked

list entry. This byte offset is
relative to the start of the

Ei mLi st structure. */
} Einlist;
EimRegistry structure:
typedef struct EinRegistry
unsigned int nextEntry; /* Displacenent to next entry. This
byte offset is relative to the
start of this structure */
enum Ei nRegi stryKi nd ki nd; /* Kind of registry */
Ei nLi st Dat a nane; /* Registry nane */
Ei nLi st Data type; /* Registry type */
Ei nLi st Dat a descri ption; /* Description */
Ei nLi st Data entryUUl D, /[* Entry UU D */
Ei nLi stData URI; /* UR */
Ei nLi st Data systenRegi stryName; /* Systemregistry name */
Ei nSubLi st registryAlias; /* EinmRegi stryAlias subli st */

} EinRegistry;



Registries may have a number of aliases defined. In the EimRegistry structure, the registryAlias EimSubList
gives addressability to the first EimRegistryAlias structure.

EimRegistryAlias structure:

typedef struct Ei nRegistryAlias
{

unsi gned int nextEntry;

Ei nLi st Data type;
Ei mLi st Dat a val ue;
} EinRegistryAlias;

EimSubList structure:

typedef struct Ei nBubLi st

unsigned int |istNum
unsi gned int disp;

} Ei nBublLi st ;

EimListData structure:

typedef struct EinlistData
{

unsigned int |ength;
unsi gned int disp;

} EinLi st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

/* Displacenment to next entry. This
byte offset is relative to the

start of this structure */
[* Alias type */
/* Alias val ue */

/* Nunber of entries in the list */
/* Displacenent to sublist. This
byte offset is relative to the
start of the parent structure;

that is, the structure containing
this structure. */
/* Length of data */

/* Displacenent to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this

structure. */

The return value from the API. Following each return value isthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0

Request was successful.

EACCES

Access denied. Not enough permissions to access data.

EIMERR_ACCESS (1)

Insufficient accessto EIM data.



EBADDATA
eimrcisnot valid.

EBUSY
Unableto allocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA_CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin
length.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.

EIMERR_REGKIND_INVAL (38) Requested registry kind is not valid.

EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR _NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.



Related Information

« eimAddSystemRegistry() --Add a System Registry to the EIM Domain

« eimAddApplicationRegistry() --Add an Application Registry to the EIM Domain

« eimRemoveRegistry() --Remove a Registry from the EIM Domain

« eimChangeReqistry() --Change EIM Registry

Example
The following example lists all registries found.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

voi d printRegi stryKind(int kind);
void printListResults(EinmList * list);
voi d printListData(char * fiel dNane,
void * entry,
int offset);
void printAliasSubList(void * entry,
int offset);

int main (int argc, char *argv[])

t
i nt rc;
char ei merr[100];
Ei nRC * err;
Ei mHandl e * handl e;
char i stDatal 1000];
Ei nmLi st * list = (Einkist * ) listData;
/* Get eimhandle frominput arg. */

/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nenset (ei nerr, 0x00, 100) ;

err = (EEnRC *)einerr;

err->menor yProvi dedByCal | er = 100;

/* CGet all registries */
if (0 !=(rc = einlListRegistries(handl e,
NULL,
NULL,
El M ALL_REQ STRI ES,
1000,
list,

err)))



printf("List registries error = %",

rc);

return -1,
}
/* Print the results */
printListResults(list);
return O;
}
void printListResults(Ei nList * list)
{
int i;
Ei mRegi stry * entry;
printf("___ \n");
printf(" byt esRet ur ned = %\ n", list->bytesReturned);
printf(" byt esAvai | abl e = %\ n", list->bytesAvail able);
printf(" entriesReturned = %l\n", list->entriesReturned);
printf(" entriesAvailable = %\ n", |ist->entriesAvail able);
printf("\n");
entry = (EinRegistry *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{
printf("\n");
pr intf (" —=========—=====\ n") ;
printf("Entry %.\n", i);
/* Registry kind */
print Regi st ryKi nd(entry->kind);
/* Print out results */
printListData("Registry Nane",
entry,
of f set of (Ei mRegi stry, nane));
printListData("Registry Type",
entry,
of f set of (Ei nRegi stry, type));
printListData("description",
entry,
of f set of (Ei mRegi stry, description));
printListData("entryUuUl D',
entry,
of f set of (Ei nRegi stry, entryUu D));
printListData("URl ",
entry,
of f set of (Ei mRegi stry, URI));
printListData("systemregistry nanme",
entry,
of f set of (Ei mRegi stry, systenRegi stryNane));
printAliasSubList(entry,

of f set of ( Ei nRegi st

/* advance to next entry */
entry = (EinRegistry *)((char *)entr

}
printf("\n");

ry, registryAlias));

y + entry->nextEntry);



}
voi d printRegistryKind(int kind)
swi t ch(ki nd)

{
case El M SYSTEM REQ STRY:
printf (" System Regi stry.\n");
br eak;
case EI M _APPL| CATI ON_REG STRY:
printf("Application Registry.\n");
br eak;
defaul t:
printf("ERROR - unknown registry kind.\n");
br eak;
}

}

void printListData(char * fiel dNane,
void * entry,
int offset)

EimListData * |istData;
char * dat a;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = | i st Dat a- >l engt h;

if (dataLength > 0)

printf("% *s\n", dataLength, data);
el se

printf("Not found.\n");

void printAliasSubList(void * entry,
int offset)
{

int i;
Ei nSubLi st * subLi st;
Ei nRegi stryAlias * subentry;

/* Address the Ei nSubList object */
subLi st = (Ei nBubList *)((char *)entry + offset);

i f (subList->listNum> 0)
{

subentry = (Ei nRegistryAlias *)((char *)entry +
sublLi st - >di sp);

for (i = 0; i < subList->listNunm i++)

{

/* Print out results */
printListData("Registry alias type",



subentry,

of f set of (Ei nRegi stryAlias, type));
printListData("Registry alias val ue",

subentry,

of f set of (Ei mRegi stryAlias, value));

/* advance to next entry */
subentry = (Ei nRegistryAlias *)((char *)subentry +
subentry->nextEntry);

&
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» eimListRegistryAliases()--List EIM Registry Aliases

Syntax

#i ncl ude <ei m h>

int einListRegistryAliases(Ei nHandl e * eim
char * regi stryName,
unsi gned i nt | engt hOF Li st Dat a,
Ei nLi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListRegistriesAliases() function returns alist of all the aliases defined for a particular registry.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data. The
access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individual registry

The list returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required for this
function.

registryName (Input)
The name of the registry for which to list aliases.

lengthOfListData (Input)
The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the data to be returned.



The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned isalinked list of EimRegistryAlias structures. firstEntry is used to get to

the first EimRegistryAlias structurein the linked list.

EimList structure:

typedef struct EinList

unsi gned i nt bytesReturned;

returned
*/

unsi gned i nt bytesAvail abl e;
dat a
by
*/

unsi gned int entriesReturned,
*/

unsi gned int entriesAvail abl e;
to be
*/

unsigned int firstEntry;
I'inked
*/

} EinList;

EimRegistryAlias structure:

typedef struct EinRegistryAlias

{

unsi gned int nextEntry;
Thi s
*/

Ei nLi stData type;
*/

Ei nLi st Dat a val ue;
*/

} Ei nmRegi stryAlias;

EimListData structure:

typedef struct EinListData

. unsi gned int |ength;
/ unsi gned int disp;

byt e

of

t he

/* Nunmber of bytes actually

by the API

/* Nunber of bytes of avail able
that coul d have been returned
t he API

/* Nunber of entries actually
returned by the API

/* Number of entries avail able
returned by the API

/* Displacenent to the first
list entry. This byte offset is

relative to the start of the
Ei nLi st structure.

/* Displacenent to next entry.

byte offset is relative to the
start of this structure

/* Alias type

/* Alias val ue

/* Length of data

/* Displacenent to data. This
offset is relative to the start
the parent structure; that is,

structure containing this
structure.



*/
} Einli st Dat a;

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EImRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return valueis the list of possible valuesfor the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient accessto EIM data.
EIMERR _NOREG (28) EIM Registry not found or insufficient accessto EIM data.
EBUSY
Unable to allocate internal system object.
EIMERR NOLOCK (26) Unableto alocate internal system object.
ECONVERT
Data conversion error.
EIMERR DATA CONVERSON (13) Error occurred when converting data between code pages.
EINVAL

Input parameter was not valid.

EIMERR _EIMLIST_SIZE (16) Length of EimList isnot valid. EimList must be at least 20 bytesin length.
EIMERR HANDLE_INVAL (17) EimHandleis not valid.



EIMERR PARM_REQ (34) Missing required parameter. Please check APl documentation.

EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR _SPACE (41) Unexpected error accessing parameter.
ENOMEM

Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR _LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimChangeRegistryAlias() --Change EIM Registry Alias

o eimGetRegistryNameFromAlias() --Get EIM Registry Name from an Alias

Example

The following example lists all aliases for the specified registry.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>

#i ncl ude <stdi o. h>

#i ncl ude <stdlib. h>

void printListResults(EinList * list);

void printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])
{
i nt rc;
char ei merr[ 100];
Ei nRC *oerr;



Ei nHandl e * handl e;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)ei merr;

err->menor yProvi dedByCal | er = 100;

/* Get all aliases for the registry */

if (0!=(rc = einlListRegistryAliases(handl e,
"MyRegi stry",
1000,
list,

err)))

printf("List registry aliases error = %", rc);
return -1,

}

/[* Print the results */
printListResults(list);

return O;
}
void printListResults(Ei nmList * |ist)
{
int i;
Ei nRegi stryAlias * entry;
printf("___ \n");
printf(" byt esRet ur ned = %\ n", list->bytesReturned);
printf(" byt esAvai | abl e = %\ n", |ist->bytesAvail able);
printf (" entriesReturned = %l\n", |ist->entriesReturned);
printf(" entriesAvailable = %\ n", |ist->entriesAvail able);
printf("\n");
entry = (EinRegistryAlias *)((char *)list + list->firstEntry);
for (i =0; i <list->entriesReturned; i++)
{
/* Print out results */
printListData("Registry Alias Type",
entry,
of f set of (Ei mRegi stryAlias, type));
printListData("Registry Alias Val ue"
entry,
of f set of (Ei nRegi stryAlias, value));
/* advance to next entry */
entry = (EinRegistryAlias *)((char *)entry + entry->nextEntry);
b
printf("\n");
}

void printListData(char * fiel dName,
void * entry,
int offset)



Ei nListData * |istData;
char * data;
i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
datalLength = |i st Dat a- >l engt h;

i f (datalLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&«
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seimListRegistryUsers()-- List EIM Registry Users

Syntax

#i ncl ude <ei m h>

i nt einlistRegistryUsers(Ei nHandl e * eim
char * regi stryNane,
char * regi stryUser Nane,
unsi gned i nt | engt hOF Li st Dat a,
Ei ni st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimListRegistryUsers() function lists the usersin a particular registry that have target associations defined.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to EIM data.
The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM ldentifiers Administrator

o EIM Mapping Lookup

o EIM authority to an individua registry

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required for this
function.

registryName (Input)
The name of the registry that contains this user.

registryUserName (Input)
The name of the user in thisregistry to list. NULL will indicate all users.



lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)
A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The data returned isalinked list of EimRegistryUser structures. firstEntry is used to get to

the first EimRegistryUser structure in the linked list.

EimList structure:

typedef struct EinLi st
unsi gned int bytesReturned;

unsi gned int bytesAvail abl e;

unsigned int entriesReturned;

unsigned int entriesAvail abl e;
unsigned int firstEntry;
} EinList;
EimRegistryUser structure:
typedef struct Ei nRegistryUser
unsi gned int nextEntry;
Ei nLi st Data regi stryUser Nane;
Ei nLi st Dat a descri ption;

Ei mSubLi st additionallnfo;
} EinRegistryUser;

[ * Number of bytes actually returned

by the API */
/* Nunber of bytes of avail able data
that coul d have been returned by

the API */
/* Number of entries actually

returned by the API */
/* Number of entries available to be
returned by the AP */
/* Displacenment to the first |inked

list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */

/* Displacenment to next entry. This
byte offset is relative to the

start of this structure. */
/* Narme */
[* Description */
/* Ei mAddl I nfo subli st */

Registry users may have defined several additional attributes. In the EimRegistryUser structure, additional Info
gives addressability to athe first EimAddlInfo structure that contains alinked list of attributes.

EimAddlInfo structure:
t ypedef struct Ei mAddl | nfo
unsigned int nextEntry;

Ei mLi st Dat a addl I nf o;
} Ei mAddlI | nf o;

EimSubList structure:

t ypedef struct Ei nSublLi st

unsigned int |istNum
unsi gned int disp;

/* Displacenent to next entry. This
byte offset is relative to the

start of this structure. */
/* Additional info */

/* Nunmber of entries in the list */
/* Displacenent to sublist. This



byte offset is relative to the
start of the parent structure;
that is, the structure containing

this structure.
} Ei nBubli st;

EimListData structure:

typedef struct EinlistData

unsi gned int |ength; /* Length of data

unsi gned int disp; /* Displacenent to data.

*/

*/
Thi s byte

offset is relative to the start of

the parent structure;
structure containing this

structure.
} EinLi st Dat a;

eimrc (Input/Output)

that is, the

*/

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient access to EIM data.
EIMERR_NOREG (28) EIM Registry not found or insufficient accessto EIM data.
EBUSY

Unableto allocate internal system object.

EIMERR _NOLOCK (26) Unableto allocate internal system object.

ECONVERT



Data conversion error.

EIMERR_DATA_CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimListisnot valid. EimList must be at least 20 bytesin
length.

EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.

ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimChangeReqistryUser()--Change EIM Registry User




Example
The following example lists al usersin the specified registry.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>

void printListResults(Ei nmList * list);
voi d printSubListData(char * fiel dNane,
void * entry,
int offset);
voi d printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

{
/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];
/* Set up error structure. */
nmenset (ei nerr, 0x00, 100) ;
err = (EinRC *)einerr;
err->nenor yProvi dedByCal | er = 100;
/* Get registry user */
if (0 != (rc = einListRegistryUsers(handl e,
"MyRegi stry",
NULL,
1000,
list,
err)))
printf("List registry users error = %", rc);
return -1,
}
/[* Print the results */
printListResults(list);
return O;
}
void printListResults(Ei nList * |ist)
{
int i;

Ei nRegi stryUser * entry;

printf(*____ \n");

printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = 9%\ n", |ist->bytesAvail able);
printf(" entriesReturned = %\n", |ist->entriesReturned);
printf(" entriesAvailable = %d\n", |ist->entriesAvail able);
printf("\n");

entry = (EinRegi stryUser *)((char *)list + list->firstEntry);



for (i =0; i <list->entriesReturned; i++)

printf("\n");
pr intf (" ======—=========\ n") :
printf("Entry %l.\n", i);

/[* Print out results */
printListData("Registry user nane",
entry,
of f set of (Ei nRegi stryUser, registryUserNane));

printListData("description",

entry,

of f set of (Ei mRegi stryUser, description));
print SubLi st Dat a(" Addi ti onal information",

entry,
of f set of (Ei mRegi stryUser, additionallnfo));

/* advance to next entry */
entry = (Ei nRegistryUser *)((char *)entry + entry->nextEntry);

}
printf("\n");

}

voi d printSubListData(char * fiel dNane,
void * entry,

int of fset)
tr
int i;
Ei nBSubLi st * sublLi st;
Ei mAddl I nfo * subentry;
/* Address the Ei nSubLi st object */
subLi st = (Ei nBubList *)((char *)entry + offset);
if (subList->listNum> 0)
{
subentry = (Ei mAddl Info *)((char *)entry + subList->disp);
for (i =0; i < subList->listNum i++)
{
/* Print out results */
printListData(fiel dNane,
subentry,
of f set of (Ei mAddI | nfo, addlInfo));
/* advance to next entry */
subentry = (EimAddl I nfo *)((char *)subentry +
subent ry->next Entry);
}
}
}

voi d printListData(char * fiel dNane,
void * entry,
int offset)

Ei nListData * |istData;
char * data



i nt datalLengt h;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

i f (dataLength > 0)

printf("% *s\n", dataLength, data);
el se

printf("Not found.\n");

}
&
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» eimListUserAccess()--List EIM User Access

Syntax

#i ncl ude <ei m h>

i nt einListUser Access(Ei mHandl e * eim
Ei mMccessUser * accessUser,
unsi gned i nt | engt hOF Li st Dat a,
Ei nmi st * |istData,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

TheeimListUser Access() function lists the access groups of which this user is amember.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have accessto EIM data.
The access groups whose members have authority to the EIM datafor this API follow:

o EIM Administrator

Thelist returned contains only the information that the user has authority to access.

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandle(). A valid connection isrequired for this
function.

accessUser (Input)
A structure that contains the user information for which to retrieve access.

EIM_ACCESS LOCAL_USER Indicates alocal user name on the system that the APl isrun. The local user
name will be converted to the appropriate accessid for this system.

EIM_ACCESS KERBEROS Indicates a kerberos principal. The kerberos principal will be converted to
the appropriate access id. For example, petejones@therealm will be
converted to ibm-kn=petejones@threalm.

The EimAccessUser structure layout follows:

enum Ei mAccessUser Type {
El M_ACCESS_DN,
El M_ACCESS_KERBERCS,



El M_ACCESS_LOCAL_USER

s
typedef struct Ei mAccessUser
uni on {
char * dn;

char * kerberosPrincipal;
char * | ocal User;

} user;

enum Ei mAccessUser Type user Type;

} Ei mAccessUser;

lengthOfListData (Input)

The number of bytes provided by the caller for the listData parameter. The minimum size required is 20 bytes.

listData (Output)

A pointer to the EimList structure.

The EimList structure contains information about the returned data. The API will return as much data as space
has been provided. The datareturned is alinked list of EimUserAccess structures. firstEntry is used to get to the
first EimUserAccess structure in the linked list.

EimList structure:

typedef struct Einlist

unsi gned i nt

unsi gned i nt

unsi gned i nt
unsi gned i nt

unsi gned i nt

} EinList;

EimUserAccess structure:

byt esRet ur ned;

byt esAvai | abl e;

entri esRet ur ned;
entri esAvai |l abl e;

firstEntry;

t ypedef struct Ei nUser Access

unsi gned i nt

enum Ei mAccessl ndi cat or
enum Ei mAccessl ndi cat or
enum Ei mAccessl ndi cat or
enum Ei mAccessl ndi cat or

next Entry;

/* Nunber of bytes actually returned

by the API. */
/* Nunber of bytes of avail able data
that could have been returned by

the API. */
/* Number of entries actually

returned by the API. */
/* Number of entries available to be
returned by the API. */

/* Displacenent to the first |inked
list entry. This byte offset is
relative to the start of the
Ei mLi st structure. */

/* Displacenent to next entry. This
byte offset is relative to the

start of this structure. */
ei mAdmi n;
ei mMRegAdm n;
ei m denAdni n;
ei mvappi ngLookup;
registries; /* Ei nRegi stryNane subli st */

Ei nSublLi st
} Ei mUser Access;

The registries EimSubList gives addressability to alinked list of EimRegistryName structures.

EimRegistryName structure:



t ypedef struct Ei nRegi stryNanme
unsigned int nextEntry;
Ei nLi st Dat a nane;
} Ei nRegi stryNamne;
EimSubList structure:
t ypedef struct Ei nSublLi st

unsigned int |istNum
unsi gned int disp;

} Ei nSubli st;

EimListData structure:

t ypedef struct EinlListData

unsigned int |ength;
unsi gned int disp;

} Einli st Dat a;

eimrc (Input)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

/* Displacenent to next entry. This
byte offset is relative to the

start of this structure. */
/* Name */

/* Number of entries in the list */
/* Displacenent to sublist. This
byte offset is relative to the
start of the parent structure;

that is, the structure containing
this structure. */
/* Length of data */

/* Displacenent to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this

structure. */

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR ACCESS(1) Insufficient accessto EIM data.
EBADDATA

eimrcisnot valid.

EBUSY



Unableto allocate internal system object.

EIMERR _NOLOCK (26) Unableto allocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA_CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR ACCESS USERTYPE_INVAL (3) Access user type is not valid.

EIMERR_EIMLIST_SIZE (16) Length of EimListisnot valid. EimList must be at least 20
bytesin length.
EIMERR_HANDLE_INVAL (17) EimHandle is not valid.
EIMERR_PARM_REQ (34) Missing required parameter. Please check APl documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the request again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.



Related Information

« eimAddAccess() --Add EIM Access

« eimRemoveAccess() --Remove EIM Access

o eimListAccess() --List EIM User Accesses

o eimQueryAccess() --Query EIM Access

Example
The following example lists all registries found.

#i ncl ude <ei m h>

#i ncl ude <stddef. h>

#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

void printListResults(Ei nmList * list);

voi d printSubLi stData(char * fiel dNane,
void * entry,
int offset);

voi d printListData(char * fiel dNane,
void * entry,
int offset);

int main(int argc, char *argv[])

L
i nt rc;
char ei merr[100];
Ei nRC *oerr;

Ei nHandl e * handl e;
Ei mMAccessUser user;

char | i stData[ 5000];
Ei mLi st * list = (EBinList * ) listData;

/* Get eimhandle frominput arg.
/* This handle is already connected to EIM
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure.

nmenset (ei nerr, 0x00, 100);

err = (EinRC *)einerr;

err->nenor yProvi dedByCal | er = 100;

/* Set up access user information
user. user Type = EI M_ACCESS_DN;
user. user.dn="cn=pet e, o=i bm c=us";

/* Get user accesses
if (0 != (rc = einlistUserAccess(handl e,

*/
*/

*/

*/

*/



&user,

5000,
list,
err)))
{ _ .
printf("List user access error = %", rc);
return -1;
}
/* Print the results */
printListResults(list);
return O;
}
void printListResults(Ei nmList * |ist)
{
int i;
Ei nlJser Access * entry;
Ei mLi st Data * |istData;
Ei mRegi stryNane * registry;
printf("____ \n");
printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);
printf(" byt esAvai | abl e = 9%d\n", |ist->bytesAvail able);
printf(" entriesReturned = %l\n", list->entriesReturned);
printf(" entriesAvailable = %@d\n", |ist->entriesAvail able);
printf("\n");
if (list->entriesReturned > 1)
printf("Unexpected nunmber of entries returned.\n");
entry = (Ei mJserAccess *)((char *)list + list->firstEntry);
if (El M ACCESS YES == entry->ei mAdmni n)
printf(" El M Admi n.\n");
i f (EI M_ACCESS_YES == entry->ei mRegAdmi n)
printf(" ElM Reg Adnin.\n");
i f (EI M_ACCESS YES == entry->ei nl denAdm n)
printf(" EIMIlden Admin.\n");
i f (EI M_ACCESS_YES == entry->ei mvappi ngLookup)
printf(" El M Mappi ng Lookup.\n");
printf(" Regi stries:\n");
print SubLi st Dat a(" Regi stry nanes",
entry,
of f set of (Ei mJser Access, registries));
printf("\n");
}

voi d printSubListData(char * fiel dNane,
void * entry,
int offset)

int i;
Ei mBubLi st * subLi st;
Ei nRegi stryNane * subentry;

/* Address the Ei nSubLi st object */
subLi st = (E nSubList *)((char *)entry + offset);



if (subList->listNum> 0)

{
subentry = (Ei nRegistryNanme *)((char *)entry + sublList->di sp);
for (i =0; i < subList->listNum i++)
{
/* Print out results */
printListData(fieldNane,
subentry,
of f set of (Ei nRegi stryName, nane));
/* advance to next entry */
subentry = (Ei nRegi stryNanme *)((char *)subentry +
subentry->next Entry);
}
}

void printListData(char * fiel dNane,
void * entry,
int offset)

Ei nListData * |istData;
char * dat a;
i nt datalLength;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

i f (dataLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&
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» eimQueryAccess()--Query EIM Access

Syntax

#i ncl ude <ei m h>

i nt ei nMueryAccess( Ei nHandl e * eim
Ei mAccessUser accessUser,
enum Ei mAccessType accessType,
char * registryNane,
unsi gned int accessl ndi cat or,
Ei nRC * einrc)

*

*

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimQueryAccess() function queries to seeif the user has the specified access.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

accessUser (Input)
A structure that contains the user information for which to query access.

EIM_ACCESS LOCAL USER Indicatesalocal user name on the system that the API isrun.
The local user name will be converted to the appropriate access
id for this system.

EIM_ACCESS KERBEROS Indicates a kerberos principal. The kerberos principa will be
converted to the appropriate access id. For example,
petejones@therealm will be converted to
ibm-kn=petejones@threalm.



The EimAccessUser structure layout follows:

enum Ei mAccessUser Type {
El M_ACCESS_DN,
El M_ACCESS KERBERGCS,
El M_ACCESS_LOCAL_USER

¥
typedef struct Ei mAccessUser
uni on {
char * dn;

char * kerberosPrincipal;
char * |ocal User;
} user;
enum Ei mAccessUser Type user Type;
} Ei mAccessUser;

accessType (Input)
The type of accessto check. Valid values are:

EIM_ACCESS ADMIN (0) Administrative authority to the entire EIM domain.

EIM_ACCESS REG_ADMIN (1) Administrative authority to all registriesin the EIM
domain.

EIM_ACCESS REGISTRY (2) Administrative authority to the registry specified in

the registryName parameter.

EIM_ACCESS IDENTIFIER ADMIN (3) Administrative authority to all of the identifiersin
the EIM domain.

EIM_ACCESS MAPPING_LOOKUP (4) Authority to perform mapping lookup operations.

registryName (Input)

The name of the EIM registry for which to check access. This parameter isonly used if
EimAccessTypeisEIM_ACCESS REGISTRY.

accessl ndicator (Output)
Indicator set to indicate if access found.

EIM_ACCESS NO (0) Access not found
EIM_ACCESS YES(1) Accessfound.

eimrc (Input/Output)
(Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see



EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to alocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT
Data conversion error.
EIMERR DATA CONVERSON (13) Error occurred when converting data between code
pages.
EINVAL
Input parameter was not valid.
EIMERR_ACCESS TYPE_INVAL (2) Access typeis not valid.

EIMERR_ACCESS USERTYPE_INVAL (3) Access user type is not valid.
EIMERR_HANDLE_INVAL (17) EimHandle s not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR PTR _INVAL (35) Pointer parameter is not valid.



EIMERR_REG_MUST BE NULL (55) Registry name must be NULL when accesstypeis
not EIM_ACCESS REGISTRY.

ENOMEM
Unable to allocate required space.

EIMERR NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
reguest again.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o eimAddAccess() --Add EIM Access

« eimRemoveAccess() --Remove EIM Access

o emListUserAccess() --List EIM User Access

o emListAccess() --List EIM Access

Example

The following example checksto see if the user has the requested access.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

{



&«

i nt rc;

char ei merr[100];
Ei nRC * oerr;
Ei nHandl e * handl e;

Ei mAccessUser user;
unsi gned int indicator;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->nmenoryProvi dedByCal | er = 100;

/* Set up access user info */
user . userType = EI M ACCESS DN;
user. user.dn="cn=pet e, 0=i bm c=us";

/* Query access for this user. */
if (0 !=(rc = ei MueryAccess(handl e,
&user,
El M_ACCESS_ADM N,
NULL,
& ndi cat or,

err)))

printf("Query access error = %d", rc);
return -1;

}

/[* Print the results */
if (EIMACCESS YES == indicator)
printf("Access found\n");
el se
printf("Access not found\n");

return O;

API introduced: V5R2
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» eimRemoveRegistry()--Remove a Registry
from the EIM Domain

Syntax

#i ncl ude <ei m h>

i nt ei mMRenoveRegi stry(Ei nHandl e * eim
char * registryNane,
Ei nRC * einrc)

Service Program Name: QSY S/IQSYEIM
Default Public Authority: *USE

Threadsafe: Yes

The eimRemoveRegistry() function removes a currently participating registry from the EIM domain. It is
recommended that all associations be removed for thisregistry beforeit is removed or it may result in
orphaned associations. This includes admin, source and target associations. A system registry cannot be
removed if there are any application registries that are a subset of this system registry.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

registryName (Input)
The name of the registry to remove.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.




Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry not found or insufficient access to EIM data.
EIMERR _NOREG (28) EIM Registry not found or insufficient access to EIM data.
EBUSY
Unableto allocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT
Data conversion error.
EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.
EINVAL

Input parameter was not valid.

EIMERR_HANDLE_INVAL (17) EimHandleis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check API
documentation.

EIMERR_PTR _INVAL (35) Pointer parameter is not valid.



ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
reguest again.

ENOTSAFE
Cannot delete a system registry when an application registry has this system registry defined.

EIMERR_REG_NOTEMPTY (40) Cannot delete aregistry when an application registry has
this system registry defined.

EROFS
LDAP connection isfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimAddSystemRegistry() --Add a System Registry to the EIM Domain

« eimAddApplicationRegistry() --Add an Application Registry to the EIM Domain

« eimChangeRegistry() --Change EIM Registry




o emListReqgistries() --List EIM Registries

Example
The following example removes an EIM registry.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])
{
i nt rc;
char ei merr[100];
Ei nRC * err;
Ei nHandl e * handl e;

/* CGet eimhandl e frominput arg. */
/* This handle is already connected to EIM */
handl e = (E nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (B nRC *)einerr;

err->menoryProvi dedByCal | er = 100;

/* Renopve the registry */

if (0 !=(rc = ei nMRenmoveRegi stry(handl e,
"MyRegi stry",
err)))

printf("Renove registry error = %", rc);

return O;

&
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»eimRemoveAccess()--Remove EIM Access

Syntax

#i ncl ude <ei m h>

i nt ei mMRenpbveAccess( Ei nHandl e * eim
Ei mAccessUser accessUser,
enum Ei mAccessType accessType,
char * registryNane,
Ei nRC * einrc)

*

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimRemoveAccess() function removes the user from the EIM access group identified by the access
type.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

accessUser (Input)
A structure that contains the user information to remove access from.

EIM_ACCESS LOCAL USER Indicatesalocal user name on the system that the API isrun.
The local user name will be converted to the appropriate access
id for this system.

EIM_ACCESS KERBEROS Indicates a kerberos principal. The kerberos principa will be
converted to the appropriate access id. For example,
petejones@therealm will be converted to
ibm-kn=petejones@threalm.



The EimAccessUser structure layout follows:

enum Ei mAccessUser Type {
El M_ACCESS_DN,
El M_ACCESS KERBERGCS,
El M_ACCESS_LOCAL_USER

¥
typedef struct Ei mAccessUser
uni on {
char * dn;

char * kerberosPrincipal;
char * |ocal User;
} user;
enum Ei mAccessUser Type user Type;
} Ei mAccessUser;

accessType (Input)
The type of accessto remove. Valid values are:

EIM_ACCESS ADMIN (0) Administrative authority to the entire EIM domain.

EIM_ACCESS REG_ADMIN (1) Administrative authority to all registriesin the EIM
domain.

EIM_ACCESS REGISTRY (2) Administrative authority to the registry specified in

the registryName parameter.

EIM_ACCESS IDENTIFIER ADMIN (3) Administrative authority to all of the identifiersin
the EIM domain.

EIM_ACCESS MAPPING_LOOKUP (4) Authority to perform mapping lookup operations.

registryName (Input)

The name of the registry to remove access from. This parameter isonly used if EimAccessTypeis
EIM_ACCESS REGISTRY. If EimAccessTypeis anything other than
EIM_ACCESS _REGISTRY, this parameter must be NULL.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0



Request was successful.

EACCES
Access denied. Not enough permissions to access data.

EIMERR_ACCESS(1) Insufficient accessto EIM data.

EBADDATA
emrcisnot valid.

EBUSY
Unableto alocate internal system object.

EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSION (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR_ACCESS TYPE_INVAL (2) Accesstypeisnot valid.
EIMERR_ACCESS USERTYPE_INVAL (3) Accessuser typeisnot valid.

EIMERR _HANDLE_INVAL (17) EimHandleis not valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.

EIMERR_PTR_INVAL (35) Pointer parameter is not valid.

EIMERR_REG_MUST_BE_NULL (55) Registry name must be NULL when accesstypeis

not EIM_ACCESS _REGISTRY.

ENOMEM
Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.



ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
reguest again.

EROFS
LDAP connectionis for read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o« eimAddAccess() --Add EIM Access

o emListAccess() --List EIM Access

o emListUserAccess() --List EIM User Access

« eimQueryAccess() --Query EIM Access

Example

The following example removes the user from the access group.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC * oerr;

Ei mHandl e * handl e;



Ei mAccessUser user;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->nmenor yProvi dedByCal | er = 100;

/* Set user information */
user.userType = EI M ACCESS DN;
user. user.dn="cn=pet e, 0=i bm c=us";

/* Renobve access for this user. */
if (0 !=(rc = ei mMRenoveAccess(handl e,
&user,
El M_ACCESS ADM N,
NULL,

err)))

printf("Renove access error = %", rc);
return -1;

}

return O;

}
&«
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»eimRemoveAssociation()-- Remove EIM
Association

Syntax

#i ncl ude <ei m h>

i nt ei mMRenpbveAssoci ati on( Ei nHandl e * eim
enum Ei mAssoci ati onType associ ati onType,

Ei mMdentifierlnfo * | dNane,

char * registryNane,
char * registryUser Nane,
Ei nRC * einrc)

Service Program Name: QSY S/QSYEIM
Default Public Authority: *USE

Threadsafe: Y es

The eimRemoveAssociation() function removes an association for alocal identity in a specified user
registry with an EIM identifier.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The authority that the access group has to the EIM data depends on the type of
association being removed:

For administrative and source associations, the access groups whose members have authority to the
EIM datafor this API follow:

o EIM Administrator

o EIM ldentifiers Administrator
For target associations, the access groups whose members have authority to the EIM datafor this
API follow:

o EIM Administrator

o EIM Registries Administrator

o EIM authority to an individual registry



Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

associationType (Input)
The type of association to be removed. Valid values are:

EIM_ALL_ASSOC (0) Remove all associations.
EIM_TARGET (1) Remove atarget association.
EIM_SOURCE (2) Remove a source association.

EIM_SOURCE_AND_TARGET (3) Remove both a source association and atarget association.

EIM_ADMIN (4) Remove an administrative association.

idName (Input)

A structure that contains the identifier name to remove this association from. The layout of the
EimldentifierInfo structure follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,

El M_NAVE
¥
typedef struct Eimdentifierlnfo
{
uni on {
char * uni queNare;
char * entryUU D
char * nane,
}oid;
enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype indicates which identifier name is provided. Use of the unigueName provides the best
performance. Specifying an idtype of EIM_NAME does not guarantee that a unique EIM identifier
will be found. Therefore, use of EIM_NAME may result in an error.

registryName (Input)
Theregistry name.

registryUser Name (Input)

Theregistry user name. The registry user name may be normalized according to the normalization
method for defined registry.



eimrc (Input/Output)

The structure in which to return error code information. If the return valueisnot 0, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return valueis the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Registry or identifier nameis not valid or insufficient accessto EIM data.
EIMERR_IDNAME_AMBIGUOUS (20) Morethan 1 EIM Identifier was found that matches
the requested identifier name.
EIMERR_NOIDENTIFIER (25) EIM ldentifier not found or insufficient accessto EIM
data.
EIMERR_NOREG (28) EIM Registry not found or insufficient access to EIM
data.
EBUSY
Unableto alocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
ECONVERT

Data conversion error.

EIMERR_DATA CONVERSION (13) Error occurred when converting data between code
pages.



EINVAL
Input parameter was not valid.

EIMERR_ASSOC TYPE_INVAL (4) Association typeis not valid.
EIMERR_HANDLE_INVAL (17) EimHandleis not valid.
EIMERR_IDNAME_TYPE_INVAL (52) The EimldTypevalueisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to alocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() APl and try the
reguest again.

EROFS
LDAP connectionisfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.



Related Information

« eimGetAssociatedldentifiers() --Get Associated EIM Identifiers

« eimAddAssociation()--Remove an EIM Association

o eimListAssociations()--List EIM Associations

Example
The following example will removes 2 associations.

#i ncl ude <eim h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei nRC * err;

Ei nHandl e * handl e;
Ei Mdentifierlnfo x;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->menoryProvi dedByCal | er = 100;

/* Set up identifier information. */
x. 1 dtype = El M_UN QUE_NANMNE;
X. i d.uni queNane = "njones";
/* Rempbve associ ation */
if (0 !=(rc = einRenobveAssoci ati on(handl e,
El M_ADM N,
&X,
"MyRegi stry",
"maryj ones",
err)))
{
printf("Renmove Association error = %", rc);
return -1;
}
/* Rempbve associ ation */
if (0 !=(rc = einRenoveAssoci ati on(handl e,

El M_SOURCE,



&x,
"ker berosRegi stry",

"nj j ones",
err)))
printf("Renove Association error = %", rc);
return -1;
}
/* Renove associ ation */
if (0 != (rc = ei mMRenmoveAssoci ati on( handl e,
El M_TARGET,
&,
"MyRegi stry",
" maryj 0",
err)))
printf("Renove Association error = %", rc);
return -1;
}
return O;
}
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seimRemoveldentifier()-- Remove EIM Identifier

Syntax

#i ncl ude <ei m h>

i nt ei mRenovel dentifier(E nmHandl e * eim
EimMdentifierlnfo * idNane,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimRemovel dentifier () function removes an EIM identifier and all of its associated mappings from
the EIM domain.

Authorities and Locks

EIM Data

Accessto EIM datais controlled by EIM access groups. LDAP administrators also have access to
EIM data. The access groups whose members have authority to the EIM data for this API follow:

o EIM Administrator

Parameters

eim (Input)

The EIM handle returned by a previous call to eimCreateHandlg(). A valid connection is required
for this function.

idName (Input)

A structure that contains the name for thisidentifier. The layout of the EimldentifierInfo structure
follows:

enum Ei m dType {
El M_UNI QUE_NAME,
El M_ENTRY_UUI D,
El M_NAVE

s

typedef struct Eimdentifierlnfo
{



uni on {

char * uni queNane;
char * entryUU D
char * name;

}oid;

enum Ei m dType i dtype;

} Eimdentifierlnfo;

idtype will indicate which identifier name has been provided. Use of the uniqgueName will provide
the best performance. There is no guarantee that name will find a unique identifier. Therefore, use
of name may result in an error.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.

Return Value

The return value from the API. Following each return value is the list of possible values for the
messageCatal ogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EACCES
Access denied. Not enough permissions to access data.
EIMERR_ACCESS(1) Insufficient accessto EIM data.
EBADDATA
eimrcisnot valid.
EBADNAME
Identifier not found or insufficient accessto EIM data.
EIMERR_IDNAME_AMBIGUOUS (20) Morethan 1 EIM Identifier was found that matches
the requested Identifier name.
EIMERR_NOIDENTIFIER (25) EIM ldentifier not found or insufficient accessto EIM
data.
EBUSY

Unableto alocate internal system object.



EIMERR_NOLOCK (26) Unableto alocate internal system object.

ECONVERT
Data conversion error.

EIMERR_DATA CONVERSON (13) Error occurred when converting data between code
pages.

EINVAL
Input parameter was not valid.

EIMERR _HANDLE_INVAL (17) EimHandleis not valid.
EIMERR_IDNAME_TYPE INVAL (52) TheEimldTypevaueisnot valid.

EIMERR_PARM_REQ (34) Missing required parameter. Please check AP
documentation.
EIMERR_PTR _INVAL (35) Pointer parameter is not valid.
ENOMEM

Unable to allocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOTCONN
LDAP connection has not been made.

EIMERR_NOT_CONN (31) Not connected to LDAP. Use eimConnect() API and try the
reguest again.

EROFS
LDAP connectionisfor read only. Need to connect to master.

EIMERR_READ_ONLY (36) LDAP connection isfor read only. Use eimConnectToMaster() to
get awrite connection.

EUNKNOWN
Unexpected exception.

EIMERR LDAP_ERR (23) Unexpected LDAP error. %s



EIMERR_UNEXP_OBJ_VIOLATION (56) Unexpected object violation.
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

» eimAddldentifier()--Add EIM Identifier

» eimChangeldentifier()--Change EIM Identifier

o emListldentifiers()--List EIM Identifiers

« eimGetAssociatedidentifiers() --Get Associated EIM Identifiers

Example

The following example will remove an EIM identifier.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

-
i nt rc;
char ei merr[100];
Ei nRC *oerr;

Ei nHandl e * handl e;
Ei mMdentifierlnfo idlnfo;

/* Get eimhandle frominput arg. */
/* This handle is already connected to EIM */
handl e = (Ei nHandl e *)argv[1];

/* Set up error structure. */
menset (ei merr, 0x00, 100) ;

err = (EinRC *)einerr;

err->nmenoryProvi dedByCal | er = 100;

/* Set identifier information. */
i dlnfo.idtype = EI M _UNI QUE_NAMNE;
i dl nfo.id.uniqueNanme = "Mary Smith";

/* Renobve this identifier. */
if (0 !=(rc = einRenovel dentifier(handle,
&i dI nf o,
err)))

printf("Renove identifier error = %", rc);



return O;

}
&«
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seimRetrieveConfiguration()--Retrieve EIM

Configuration

Syntax

#i ncl ude <ei m h>

Default Public Authority: *USE

Threadsafe: Yes

int einRetrieveConfiguration(unsigned int

Ei nConfi g
i nt
Ei nRC

Service Program Name: QSY S/QSY EIM

| engt hOF Ei nConfi g,
* confi gDat a,

ccsid,
* einrc)

The eimRetrieveConfiguration() function retrieves the EIM configuration information for this system.

Authorities and Locks

No authorization is required.

Parameters

lengthOfEimConfig (Input)

The number of bytes provided by the caller for the configuration information. Minimal size required is 36 bytes.

configData (Output)

A pointer to the data to be returned.

The EimConfig structure contains information about the returned data. The API will return as much data as

space has been provided.

EimConfig structure:

t ypedef struct EinConfig

unsi gned i nt

unsi gned i nt

i nt

Ei mLi st Dat a

Ei mLi st Dat a

Ei mLi st Dat a
} EinConfig;

byt esRet ur ned;

byt esAvai | abl e;

enabl e;

| dapURL;
| ocal Regi stry;
ker ber osRegi stry;

/* Nunber of bytes actually returned
by the API. */
/* Nunber of bytes of avail able data
that could have been returned by
the API. */
/* Flag to indicate if enabled to

participate in EIM domain

0 = not enabl ed

1 = enabl ed */
/* Idap URL for domain controller */
/* Local systemregistry */
/* Kerberos registry */



EimListData structure:

t ypedef struct EinlListData

unsigned int |ength; /* Length of data */
unsi gned int disp; /* Displacenent to data. This byte
offset is relative to the start of
the parent structure; that is, the
structure containing this
structure. */
} EinlistDat a;

ccsid (Input)
The ccsid for the output data. If the ccsid is 0 or 65535 the default job ccsid will be used.

eimrc (Input/Output)

The structure in which to return error code information. If the return valueis not 0, eimrc is set with additional
information. This parameter may be NULL. For the format of the structure, see EIMRC--EIM Return Code

Parameter.

Return Value

The return value from the API. Following each return value isthe list of possible valuesfor the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EBADDATA
eimrcisnot valid.
ECONVERT
Data conversion error.
EIMERR _DATA CONVERSION (13) Error occurred when converting data between code pages.
EINVAL
Input parameter was not valid.
EIMERR_CCSD_INVAL (8) CCSID isoutside of valid range or CCSID is not supported.
EIMERR_CONFIG_SIZE (10) Length of EimConfig is not valid.
EIMERR _PARM_REQ (34) Missing required parameter. Please check API documentation.
EIMERR PTR_INVAL (35) Pointer parameter is not valid.
EIMERR_SPACE (41) Unexpected error accessing parameter.
ENOMEM

Unable to allocate required space.



EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

EUNKNOWN

Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« emSetConfiguration() --Set EIM Configuration

Example

The following example retrieves the configuration information and prints out the results..

#i ncl ude <ei m h>

#i ncl ude <stddef. h>
#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

voi d printListData(char * fiel dNane,

void * entry,
int offset);

int main (int argc, char *argv[])

{

i nt rc,

char ei merr[100];

Ei nRC * err;

char | i st Dat a[ 4000] ;

Ei nConfi g * list = (EinConfig * ) listData,;

/* Set up error structure. */
nmenset (ei nerr, 0x00, 100);

err = (EnRC *)einerr;

err->nenor yProvi dedByCal | er = 100;

/* Get configuration information */
if (0 !=(rc = einRetrieveConfiguration(4000,
list,
0,
err)))
printf("Retrieve configuration error = %", rc);
return -1,
}
/[* Print the results */
printf("____ \n");

printf(" byt esRet ur ned = %\ n", |ist->bytesReturned);



printf(" byt esAvai | abl e = 9%d\n", |ist->bytesAvail able);

printf("\n");

if (0 == 1list->enable)
printf("Disabled.\n");

el se

printf("Enabled.\n");

printListData("ldap URL",

list,

of f set of (Ei nConfig, |dapURL));
printListData("local Registry",

list,

of f set of (Ei nConfi g, |ocal Registry));
printListData("kerberos registry",

list,

of f set of (Ei mConfi g, kerberosRegistry));

return O;

}

voi d printListData(char * fiel dNane,
void * entry,
int offset)

Ei nListData * |istData;
char * dat a;
i nt datalLength;

printf(" % = ",fieldNane);
/* Address the EinListData object */
listData = (EinListData *)((char *)entry + offset);

/* Print out results */
data = (char *)entry + |istData->di sp;
dat aLength = |i st Dat a- >l engt h;

i f (dataLength > 0)

printf("% *s\n", datalLength, data);
el se

printf("Not found.\n");

}
&
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»eimSetAttribute()--Set EIM attributes

Syntax

#i ncl ude <ei m h>

int einBetAttribute(E nHandl e * eim
enum Ei nHandl eAttr at t r Nane,
voi d * attr Val ue,
Ei nRC * einrc)

Service Program Name: QSY S/IQSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimSetAttribute() function is used to set attributesin the EIM handle structure.

Parameters

eimhandle (Input)
The EIM handle returned by a previous call to eimCreateHandl ().

attrName (Input)
The name of the attribute to set. Following are valid values:

EIM_HANDLE CC9D (0) Thisisthe CCSID of character data passed by the caller of EIM
APIs using the specified EimHandle. Thisfield is a4 byte integer.
When ahandleis created, thisis set to the job default CCSID.

attrValue (Input)
A pointer to the attribute value.

emrc (Input/Output)

The structure in which to return error code information. If the return value is not O, emrc is set with
additional information. This parameter may be NULL. For the format of the structure, see
EimRC--EIM Return Code Parameter.




Return Value

The return value from the API. Following each return valueisthe list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.
EBADDATA
eimrcisnot valid.
EBUSY
Unable to alocate internal system object.
EIMERR_NOLOCK (26) Unableto alocate internal system object.
EINVAL
Input parameter was not valid.
EIMERR _ATTR_INVAL (5) Attribute nameis not valid.
EIMERR_CCSD_INVAL (8) CCSID isoutside of valid range or CCSID is not supported.
EIMERR_HANDLE_INVAL (17) EimHandleisnot valid.
EIMERR PARM_REQ (34) Missing required parameter. Please check API
documentation.
EIMERR_PTR_INVAL (35) Pointer parameter is not valid.
ENOTSUP
Attribute type is not supported.
EIMERR ATTR NOTSUPP (6) Attribute not supported.
EUNKNOWN

Unexpected exception.

EIMERR_UNKNOWN (44) Unknown error or unknown system state.



Related Information

« eimCreateHandle()--Create an EIM Handle

« eimDestroyHandlg()--Destroy an EIM Handle

« eimGetAttribute()--Get EIM Attributes

« eimConnectToM aster()--Connect to EIM Master Domain

« eimConnect()--Connect to EIM Domain

Example

The following example will set the CCSID attribute in the EIM handle.

#i ncl ude <eim h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

o
i nt rc;
char ei merr[100];
Ei nRC * err;
Ei tHandl e * handl e;
unsigned int ccsid = 37;
/* CGet eimhandl e frominput arg. */
/* This handle is already connected to EIM */
handl e = (E nHandl e *)argv[1];
/* Set up error structure. */
nmenset (ei merr, 0x00, 100) ;
err = (B nRC *)einerr;
err->menoryProvi dedByCal | er = 100;
/* Change the CCSID for this handle. */
if (0!=(rc = einBetAttribute(handle,
El M_HANDLE_CCSI D,
(void *)&ccsid,
err)))
printf("Set Attribute error = %", rc);
return O;
}
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seimSetConfiguration()--Set EIM Configuration

Syntax

#i ncl ude <ei m h>

i nt ei mSet Configuration(int enabl e,
char * | dapURL,
char * | ocal Regi stry,
char * kerberosRegi stry,
i nt ccsi d,
Ei nRC * einrc)

Service Program Name: QSY S/QSY EIM
Default Public Authority: *USE

Threadsafe: Yes

The eimSetConfiguration() function sets the configuration information for use by the system.

Authorities and Locks

The caller of the API must have * SECADM special authority.

Parameters

enable (Input)

Indicatesif this system is able to establish new connectionsin order to participate in an EIM domain.
Possible values are:

0 Not enabled to participate in EIM domain. New connections may not be established with
the configured EIM domain

non-zero Enabled to participate in EIM domain. New connections may be established with the EIM
domain.

IdapURL (Input)
A uniform resource locator (URL) that contains the EIM configuration information for the EIM domain
controller. Thisinformation will be used for all EIM operations. The maximum size for thisURL is
1000 bytes.
Possible values are:

NULL A value of NULL indicatesthat it should not change.



EIM_CONFIG_NONE (*NONE) This valueindicates that this system is not configured for EIM.

IdapURL A URL that contains EIM domain controller information.
This URL has the following format:

| dap://host: port/dn
or
| daps://host: port/dn

where;

o host:port is the name of the host on which the EIM domain controller is running with an
optional port number.

o dnisthe distinguished name for the domain entry.
o ldapsindicates that this host/port combination uses SSL and TLS.

Examples:
o ldap://systemx:389/ibm-emDomainName=myEimDomain,o=myCompany,c=us
o ldaps.//systemy:636/ibm-eimDomainName=thisEimDomain

localRegistry (Input)
Theloca EIM system registry name. The maximum size for thisregistry nameis 256 bytes.

Possible values are:
NULL A value of NULL indicates that it should not change.
EIM_CONFIG_NONE (*NONE) Thisvalueindicates that there is no local system registry.

registry Thelocal EIM system registry name.

kerberosRegistry (Input)
The EIM Kerberos registry name. The maximum size for thisregistry nameis 256 bytes.

Possible values are:
NULL A vaue of NULL indicates that it should not change.
EIM_CONFIG_NONE (*NONE) Thisvalue indicates that thereis no kerberos registry for EIM.

registry The EIM Kerberos registry name. Thisis the Kerberos realm name.

ccsid (Input)
The ccsid of theinput data. If the ccsid is 0 or 65535 the default job ccsid will be used.

eimrc (Input/Output)
The structure in which to return error code information. If the return valueis not O, eimrc is set with

additional information. This parameter may be NULL. For the format of the structure, see EEIMRC--EIM



Return Code Parameter.

Return Value
The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.
0
Request was successful.

EACCES
Access denied.

EIMERR _AUTH_ERR (7) Insufficient authority for the operation.

EBADDATA
eimrcisnot valid.

EBUSY
Unable to alocate internal system object.

EIMERR NOLOCK (26) Unableto alocateinternal system object.

ECONVERT
Data conversion error.

EIMERR _DATA CONVERSON (13) Error occurred when converting data between code pages.

EINVAL
Input parameter was not valid.

EIMERR_CCSID_INVAL (8) CCsSID isoutside of valid range or CCSID is not supported.

EIMERR_CHAR INVAL (21) A restricted character was used in the object name. Check the
API for alist of restricted characters.

EIMERR PTR_INVAL (35) Pointer parameter is not valid.

EIMERR _URL_NODN (45) URL has no dn (required).

EIMERR _URL_NODOMAIN (46) URL hasno domain (required).
EIMERR_URL_NOHOST (47) URL does not have a host.
EIMERR_URL_NOTLDAP (49)  URL does not begin with Idap.



ENAMETOOLONG
IdapURL or registry nameistoo long.

EIMERR _REGNAME_SIZE (39) Local registry nameistoo large.
EIMERR URL_SZE (51) Configuration URL istoo large.

ENOMEM
Unable to alocate required space.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

EUNKNOWN
Unexpected exception.

EIMERR_LDAP_ERR (23) Unexpected LDAP error. %s
EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

« eimRetrieveConfiguration() --Retrieve EIM Configuration

Example

The following example sets the configuration information but it is not enabled.

#i ncl ude <ei m h>
#i ncl ude <stdio. h>

int main(int argc, char *argv[])

L
I nt rc;
char ei merr[ 100];
Ei nRC * err;

char * | dapURL=

"l dap:// nmysystem 389/ i bm ei nrDonmai nNane=nyEl MDomai n, o=nyconpany, c=us";
char * 1 ocal = "nysystent;
char * kerberos= "krbprin";

/* Set up error structure. */
menset (ei nmerr, 0x00, 100) ;
err = (EinRC *)einerr;



err->menor yProvi dedByCal | er = 100;

/* Set config info, but it is disabled. */
if (0 !'= (rc = einbetConfiguration(O0,
| dapURL,
| ocal ,
ker ber os,
0,
err)))

printf("Set configuration error = %", rc);

return O;

}

In this example, the configuration information is not changed but it is now enabled for use.

#i ncl ude <ei m h>
#i ncl ude <stdi o. h>

int main(int argc, char *argv[])

t
i nt rc;
char ei merr[ 100];
Ei nRC * oerr;
[* Set up error structure. */
nmenset (ei nerr, 0x00, 100);
err = (EinRC *)ei nmerr;
err->menor yProvi dedByCal | er = 100;
/* Enabl e configuration info. */
if (0 !'= (rc = einbetConfiguration(l,
NULL,
NULL,
NULL,
0,
err)))
printf("Set configuration error = %", rc);
return O;
}
&
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»QsySetEIMConnectinfo()--Set EIM Connect
Information

Syntax
#i ncl ude <gsyei mapi . h>
#i ncl ude <ei m h>
i nt ySet El MConnect | nf o(enum @syEi nConnect System connect System
syEi nConnectionlnfo connect | nf o,
Ei nRc * einrc)
Service Program Name: QSY SIQSYEIMAPI
Default Public Authority: *USE

Threadsafe: Yes

The QsySetEl M Connectl nfo() function defines the connection information that will be used by the OS/400
operating system when it needs to connect to the EIM domain that is configured for this system or for the master
system. EIM configuration information is set using eimSetConfiguration().

Authorities and Locks

Authority required
*ALLOBJand * SECADM special authorities

Parameters

connectSystem
(Input)

The system defined by eimSetConfiguration(). If the configured system is areplica system and EIM
updates will be done, then connection information for the master system must also be defined.

QSY _EIM_CONFIG (0) The specified connection information will be used to connect to the EIM
domain that is configured for this system.

QSY EIM_MASTER (1) The specified connection information will be used to connect to the master
system.

connectlnfo
(Input)

The connection information. EIM uses |dap. The connection information indicates the required
information to bind to Idap. There are two types of connections supported, simple bind and Kerberos.



If the system is configured to connect to a secure port then Digital Certificate Manager (DCM) must be
used to assign a certificate to the Enterprise Identity Mapping Client (QIBM_QSY_EIM_CLIENT)
application.

For QSY_EIM_SIMPLE (0) connect type, the connectinfo field must contain an EimSimpleConnectinfo
structure with a binddn and password. The binddn cannot be longer than 400 bytes. The password cannot
be longer than 174 bytes. EimPasswordProtect is used to determine the level of password protection on
the Idap bind.

EIM_PROTECT_NO (0) The "clear-text" password is sent on the bind.

EIM_PROTECT_CRAM_MDS5 (1) The protected password is sent on the bind. The
server side must support cram-md5 protocol in order
to send the protected password.

EIM_PROTECT_CRAM_MD5 OPTIONAL (2) The protected password will be sent on the bind if
the cram-md5 protocol is supported. Otherwise, the
"Clear-text" password is sent.

For QSY_EIM_KERBEROS_KEYTAB (1), connect type, the connectlnfo field must contain a
QsyEimKerberosK ey Tab structure with a keytab file name, principal, and realm. Each of the keytab file
name, principal, and realm cannot be longer than 400 bytes.

For QSY_EIM_KERBEROS PWD (2), connect type, the connectinfo field must contain a
QsyEimK erberosPassword structure with a principal, realm, and password. The principal and realm
cannot be longer than 400 bytes. The password cannot be longer than 174 bytes.

For QSY_EIM_REMOVE_CONNECT _INFO (3), connect type, the connectlnfo field must be zeros. The
connection information that is currently defined for the specified connection system will be removed.

Following are the structure layouts:

#pragma enunsi ze(4)

enum QsyEi nConnect Type {
QSY_EI M_SI MPLE,
QSY_ElI M_KERBERCS_KEYTAB,
Q@SY_El M_KERBERGCS _PWD,
QSY_El M_REMOVE_CONNECT_| NFO
b

enum Ei mPasswor dPr ot ect {

El M_PROTECT_NO,

El M_PROTECT _CRAM _MD5,

El M_PROTECT_CRAM MD5_OPTI ONAL
b

typedef struct Ei nSi npl eConnectl nfo

enum Ei mPasswor dProt ect protect;

char reserved[ 12];
char * bi ndDn;
char * bi ndPw;

} Ei nSi npl eConnect | nf o;
typedef struct QsyEi nKer ber osKeyTab

char * keyTabFil e;
char * principal;



char * realm

}
typedef struct QsyEi nKer ber osPasswor d
{
char * principal;
char * realm
char * password;
}
typedef struct QyEi nConnecti onl nfo
{

enum QsyEi nConnect Type type;
uni on {
Ei nSi npl eConnect I nfo si npl eCr eds;
syEi nKer ber osKeyTab ker ber osKeyTab;
sYyEi nKer ber osPasswor d ker ber osPasswor d;
} connectl nfo;
} QsyEi nConnecti onl nf o;

eimrc
(Input/Output)

The structure in which to return error code information. If the return valueisnot O, eimrc is set with
additional information. This parameter may be NULL. For the format of the structure, see EImRC--EIM

Return Code Parameter.

Return Value
The return value from the API. Following each return value is the list of possible values for the
messageCatalogM essagel D field in the eimrc parameter for that value.

0
Request was successful.

EACCESS (3401)
Access denied. Not enough permissions to set connection information.

EIMERR_AUTH_ERR (7) Insufficient authority for the operation.

EBADDATA (3028)
eimrcisnot valid.

EBUSY (3029)
Unable to alocate internal system object.

EIMERR _NOLOCK (26) Unableto alocateinternal system object.

EINVAL (3021)
Input parameter was not valid.



EIMERR_PROTECT_INVAL (22)

EIMERR_PARM_REQ (34)

EIMERR_PTR_INVAL (35)
EIMERR_OS400_CONN_SYS INVAL (5002)
EIMERR_RESERVE_INVAL (57)

ENAMETOOLONG (3486)
Input parameter is too long.

EIMERR 0$400_BINDDN_SIZE (5001)
EIMERR 0400 KEYTAB_SIZE (5003)
EIMERR _OS400_PRINCIPAL_SIZE (5004)
EIMERR _OS400_ PWD_SIZE (5005)

EIMERR _OS400_ REALM_SIZE (5006)

ENOMEM (3460)
Unable to allocate required space.

The protect parameter in EimSimpleConnectinfois
not valid.

Missing required parameter. Please check AP
documentation.

Pointer parameter is not valid.
Connection system is not valid.
Reserved field is not valid.

Bind DN istoo large.

Kerberos keytab file nameistoo large.
Kerberos principal istoo large.
Kerberos password istoo large.

Kerberos realmistoo large.

EIMERR_NOMEM (27) No memory available. Unable to allocate required space.

ENOT SUP (3440)
Connection type is not supported.

EIMERR_CONN_NOTSUPP (12) Connection type is not supported.

EUNKNOWN (3474)
Unexpected exception.

EIMERR_UNKNOWN (44) Unknown error or unknown system state.

Related Information

o OsyGetEIMConnectlnfo()--Get EIM Connect Information




Example

The following example will set connection information used by the operating system.

#i ncl ude <eim h>
#i ncl ude <qgsyei napi . h>

int main(int argc, char *argv[])

{

int rc;

enum QsYyEi nConnect Syst em *connect Sys;
syEi mConnecti onl nfo connectl nfo;

char ei merr[100];

Ei nRC *err;

[* Get the systemthat the connection information is for. */
connect Sys = (enum YyEi nConnect System *)argv[1];

[* Get the type of the connection information. */
connectInfo.type = *((enum @yEi mConnect Type *)argv[2]);

/* Set the connection information based on the connection type.

switch (connectl|nfo.type) /* Determ ne connect type. */
{
case QSY_EIM SI MPLE
{

connect | nf 0. connect | nf o. si npl eCreds. protect =

*((enum Ei mPasswor dProtect *)argv[3]);
connect | nf 0. connect | nf 0. si npl eCr eds. bi ndDn = argv[ 4];
connect | nf 0. connect | nf o. si npl eCr eds. bi ndPw = argv|[ 5];
br eak;

}
case QSY_EI M KERBERCS KEYTAB:

{
connect | nf 0. connect | nf 0. ker ber osKeyTab. keyTabFil e = argv][ 3];
connect | nf 0. connect | nf 0. ker ber osKeyTab. pri nci pal = argv[4];
connect | nf 0. connect | nf 0. ker ber osKeyTab. real m = argv[ 5] ;
br eak;

}

case SY_EI M KERBERCS PWD

{

connect | nf 0. connect I nf 0. ker ber osPasswor d. pri nci pal = argv[ 3];

connect | nf o. connect | nf 0. ker ber osPassword. real m = argv[ 4];
connect | nf 0. connect | nf 0. ker ber osPasswor d. password = argv[5];

br eak;
}
case QSY_EI M REMOVE_CONNECT_I NFO
{
connect | nf 0. connect | nf 0. ker ber osPasswor d. pri nci pal = NULL;

connect | nfo. connect | nf o. ker ber osPasswor d. real m = NULL;
connect | nf 0. connect | nf 0. ker ber osPasswor d. password = NULL;
br eak;

} /* end determ ne connect type. */

err = (EinRC *)einerr;
err->nmenoryProvi dedByCal | er = 100;



if (0 !=(rc = ySet El MConnect | nf o( *connect Sys,
connect I nf o,

err)))

printf("Set connection information error = %", rc);

return O;

}
&
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