Server Support APIs (V5R2)

Table of Contents

» Server Support APIs

o iSeries Support for Windows Network Neighborhood Server APIs
= Add File Server Share (QZLSADFS)
= Add Print Server Share (QZLSADPS)
» Change File Server Share (QZLSCHFS)
= Change Print Server Share (QZLSCHPS)
= Change Server Guest (QZLSCHSG)
= Change Server Information (QZLSCHSI)
= Change Server Name (QZL SCHSN)
= End Server (QZLSENDS)
= End Server Session (QZLSENSS)
» List Server Information (QZLSLSTI)
= Open List of Server Information (QZLSOLST)
= Remove Server Share (QZLSRMS)
= Start Server (QZLSSTRS)

o Integrated Operating Environments APIs
= Open List Network Server Storage Spaces (QFPADOLD)
= Open List Network Server Users (QFPADOLU)
= Open List Network Servers (QFPADOLYS)
= Process Network Server User (QFPADPNU)
= Retrieve Network Server Information (QFPADRNI)
= Retrieve Network Server User Attributes (QFPADRUA)

o Exit Programs
= DHCP Address Binding Notification

» DHCP Address Release Notification
» DHCP Request Packet Validation




Server Support APIs

The Server Support APIsinclude:
o iSeries Support for Windows Network Ne ghborhood Server APIs

« Integrated Operating Environments APIs

Dynamic Host Configuration Protocol Server
Exit Programs

The iSeries Dynamic Host Configuration Protocol (DHCP) server assigns and releases TCP/IP addresses
from client hostsin a network. Exit points have been provided so that user-written programs can be called
from the running DHCP server. They allow for customer-supplied security validation of incoming client
requests, as well as notification when | P addresses are assigned or released.

The DHCP Request Packet Validation exit program allows for incoming client request packets to be
screened by a user program that starts any processing on it. The user program is able to communicate back
to the DHCP server that either the packet should be discarded or that it should be allowed to process.

The Address Binding Notification exit program and the Address Release Notification exit program are for
notification purposes only. These allow for user applications to keep track of which IP addresses are
currently in use and by which clients.

The Dynamic Host Configuration Protocol Server exit programs are:

« DHCP Address Binding Notification allows for notification each time the Dynamic Host
Configuration Protocol (DHCP) server assigns an |P address to a specific host.

« DHCP Address Release Notification allows for notification each time the DHCP server releases an
|P address from its specific client host assignment binding.

« DHCP Request Packet Validation provides additional control for restricting which incoming DHCP

and Bootstrap Protocol (BOOTP) message request packets from client hosts are processed by their
DHCP server, and which are rejected.
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ISeries Support for Windows Network
Neighborhood Server APIs

The iSeries Support for Windows Network Neighborhood Server (iSeries NetServer) APIs allow personal
computers to access file and print resources on the i Series by using the networking support provided with
their operating systems. Operating systems that are supported by iSeries NetServer include Windows 95,
Windows 98/Me, Windows NT 4.0, Windows 2000, Windows XP, and Linux/Samba.

For more information, see the i Series NetServer topic.

TheiSeries NetServer APIs and their functions are:

Add File Server Share (QZLSADFS) shares a portion of the integrated file system with the network
using the i Series Support for Windows Network Neighborhood server.

Add Print Server Share (QZL SADPS) shares an output queue with the network by using the i Series
Support for Windows Network Neighborhood server.

Change File Server Share (QZLSCHFS) changes the information about a shared portion of the
integrated file system.

Change Print Server Share (QZL SCHPS) changes the information about a shared printer.

Change Server Guest (QZLSCHSG) changes the user profile used by the i Series Support for

Windows Network Neighborhood server when an unknown user requests access to shared
resources on the system.

Change Server Information (QZL SCHSI) changes general configuration information for the i Series
Support for Windows Network Neighborhood server.

Change Server Name (QZL SCHSN) changes the name by which the i Series Support for Windows
Network Neighborhood server is known on the network.

End Server (QZLSENDS) ends the jobs that support the i Series Support for Windows Network
Neighborhood server.

End Server Session (QZLSENSS) ends a single session or all the sessions that were established
from the specified workstation.

List Server Information (QZL SLSTI) lists information about the server for configuration,
connections, sessions, shares, or statistical information.

Open List of Server Information (QZLSOLST) opens alist of information about the server for
share, configuration, session, connection, or statistical information.

Remove Server Share (QZLSRMS) removes a share from the list of files or printers on the server.

Start Server (QZLSSTRS) starts the jobs necessary for the i Series Support for Windows Network
Neighborhood server to run.
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Add File Server Share (QZLSADFS) API

Required Parameter Group:
1  Sharename Input Char(12)
2  Path name Input Char(*)
3 Length of path name Input Binary(4)
4  CCSID encoding of path name Input Binary(4)
5  Text description Input Char(50)
6 Permissions Input Binary(4)
7  Maximum users Input Binary(4)
8  Error code /10 Char(*)

Optional Parameter Group:

9  CCSID used for text conversion Input Binary(4)
10 Enabletext conversion Input Char(1)
11  Fileextension table Input Char(*)
12 Number of table entries Input Binary(4)

Default Public Authority: *USE

Threadsafe: No

The Add File Server Share (QZLSADFS) API shares a portion of the integrated file system with the
network using the i Series Support for Windows Network Neighborhood server.

Authorities and Locks

To use this API, you must have * |OSY SCFG special authority or own the integrated file system directory.

Required Parameter Group

Share name
INPUT; CHAR(12)

The name of the share to be added.
Path name
INPUT; CHAR(*)
The path in the integrated file system to be shared with the network. A forward slash, '/, is required
asthefirst character.
Length of path name



INPUT; BINARY (4)

The length, in bytes, of the path name. The maximum length is 1024 bytes.
CCSID encoding of path name
INPUT; BINARY (4)
The coded character set ID (CCSID) of the path name and the file extension table entries. O will
result in the current job CCSID being used.
Text description
INPUT; CHAR(50)

The text description for this share.
Permissions
INPUT; BINARY (4)

The access available from the network for this share.
1 Readonly
2 Read/Write

Maximum users
INPUT; BINARY (4)

The maximum number of users who can concurrently access this share.

This value must be greater than or equal to zero, or -1 (X'FFFFFFFF), which means thereis no
limit to the number of users who can concurrently use this share.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter Group

CCSID used for text conversion
INPUT; BINARY (4)

The client CCSID that is used for text file data conversion. Text file data conversion is performed
using this CCSID and the current CCSID of the system file.

A value of O indicates that the user would like to use the currently configured CCSID for the server.
See the Get Related Default CCSID (CDRGRDC) API for additional information on related

CCSIDs.

If the CCSID used for text conversion parameter is omitted, the APl assumes a default value of 0.
Enable text conversion



INPUT; CHAR(2)
Whether the server enables text conversion for this share. Possible values are:
0 Text conversion not enabled
1 Text conversion enabled
2 Text conversion enabled and mixed datais allowed
If the enable text conversion parameter is omitted, the APl assumes a default value of 0.

File extension table
INPUT; CHAR(*)

An array of table entries. There is no limit to the number of values specified. For the layout of a
table entry, see Format of File Extension Table Entry.

If the file extension table parameter is omitted, the APl assumes that there are no file extensions for
text conversion. If the file extension table parameter is specified, the number of table entries
parameter must be specified also.

Number of tableentries
INPUT; BINARY (4)

The number of table entries.

If the number of table entries parameter is left out, the APl assumes a default value of 0. If the
number of table entries parameter is specified, the file extension table parameter must be specified
also.

Format of File Extension Table Entry

The following shows the format of afile extension table entry. For detailed descriptions of the fields in the
table, see Field Descriptions.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Length of fileextension
| 4 | 4 |CHAR(46) |File extension

Field Descriptions

File extension. A file extension string that is null-terminated. Possible valuesinclude:
* The server will convert al files.
The server will convert all files without an extension.

TXT, .TXT The server will convert all files ending with . TXT (that is, aTXT,
ab.c.TXT).



T?T

TXT Extensions with more than one leading period will have no effect on the

server. No translation will be done.

The server will convert al files ending with an extension that substitutes any
number of charactersfor the* wild card (that is, aT123T, b.TXT, c.TEST).

The server will convert al files ending with an extension that substitutes any
one character for the ? wild card (that is, aT1T, b.TXT).

Length of file extension. The size in bytes of the file extension. The length does not include the byte used
for null-termination.

Error Messages

Message | D
CPF3ClEE
CPF3C36 E
CPF3CF1E
CPF3CF2E
CPFAOD4 E
CPFB682 E
CPFB683 E
CPFB684 E
CPFBG68A E
CPFB68B E
CPFB68D E
CPIB685 E

Error Message Text

Required parameter & 1 omitted.

Number of parameters, & 1, entered for this APl was not valid.
Error code parameter not valid.

Error(s) occurred during running of &1 API.

File system error occurred.

APl &1 failed with reason code & 2.

Data conversion failed for API & 1.

User does not have the correct authority for APl & 1.
Error occurred while working with shared resource & 2.
Character is not valid for value & 3.

Length specified in parameter &2 for APl &1 not valid.

Error occurred on iSeries Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2
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Add Print Server Share (QZLSADPS) API

Required Parameter Group:

1  Sharename Input Char(12)
2 Quadlified output queue name Input Char(20)
3 Text description Input Char(50)
4  Spooled file type Input Binary(4)
5  Print driver type Input Char(50)
6  Error code /10 Char(*)

Optional Parameter Group 1:

7  Quadlified printer file Input Char(20)
Optional Parameter Group 2:

8  Publish print share Input Char(1)

Default Public Authority: * USE

Threadsafe: No

The Add Print Server Share (QZLSADPS) API shares a system output queue with the network by using the
i Series Support for Windows Network Neighborhood server.

Authorities and Locks

To usethis API, you must have *|OSY SCFG specia authority or own the system output queue.

Required Parameter Group

Share name
INPUT; CHAR(12)

The name of the share to be added.
Qualified output queue name
INPUT; CHAR(20)
The output queue. Thefirst 10 characters contain the name of the output queue. The second 10
characters contain the name of the library that contains the output queue.
Text description



INPUT; CHAR(50)

The text description for this share.
Spooled file type
INPUT; BINARY (4)

The type of spooled filesthat are created using this share. Thisis based on spooled file data
expected to be sent by the client; no conversion will be done.

Note: In most cases, the automatic type sense value is selected. The other options are needed for
downward compatibility. Values can be:

1 User ASCII (*USERASCII)
2 Advanced Function Printing (* AFP)
3 SNA character string (* SCS)
4

Automatic type sensing

Print driver type
INPUT; CHAR(50)
The text string that identifies the print driver that is appropriate for this share. When personal
computers connect to this shared printer, thisidentifies the print driver that they should use. This

text should match the name of a print driver known to the personal computer operating system. For
example, '1BM AFP 3820 is an Advanced Function Print driver type.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter Group 1

Qualified printer file
INPUT; CHAR(20)

A template containing attributes used to create spooled files. The first 10 characters contain the
name of the printer file. The second 10 characters contain the name of the library that contains the

printer file.

If the printer file parameter is left out, the APl assumes that no printer file will be used to create
spooled files.

This parameter must be specified when optional parameter 2 is specified. Blanks can be specified
for the printer file to indicate no printer file will be used to create spooled files.



Optional Parameter Group 2
Publish print share
INPUT; CHAR(2)
Whether to publish this print share. Possible values are:
0 Do not publish the print share
1 Publish the print share

If the publish print share parameter is omitted, the APl assumes a default value of 0.

Error Messages

Message | D Error Message Text

CPF3CI1EE Required parameter & 1 omitted.

CPF3CF1lE Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFAOD4 E File system error occurred.

CPFB682 E API &1 failed with reason code & 2.

CPFB683 E Data conversion failed for API & 1.

CPFB684 E User does not have the correct authority for APl & 1.
CPFB68A E Error occurred while working with shared resource & 2.
CPFB68B E Character is not valid for value & 3.

CPIB685 E Error occurred on iSeries Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2
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Change File Server Share (QZLSCHFS) API

Required Parameter Group:
1  Sharename Input Char(12)
2  Path name Input Char(*)
3 Length of path name Input Binary(4)
4  CCSID encoding of path name Input Binary(4)
5  Text description Input Char(50)
6 Permissions Input Binary(4)
7  Maximum users Input Binary(4)
8  Error code /10 Char(*)

Optional Parameter Group:

9  CCSID used for text conversion Input Binary(4)
10 Enabletext conversion Input Char(1)
11  Fileextension table Input Char(*)
12 Number of table entries Input Binary(4)

Default Public Authority: *USE

Threadsafe: No

The Change File Server Share (QZLSCHFS) API changes the information about a shared portion of the
integrated file system.

Authorities and Locks

To use this API, you must have * |OSY SCFG special authority or own the integrated file system directory.

Required Parameter Group

Share name
INPUT; CHAR(12)

The name of the share to be changed.
Path name
INPUT; CHAR(*)
The path in the integrated file system to be shared with the network. A forward slash, '/, is required
asthefirst character.
Length of path name



INPUT; BINARY (4)

The length, in bytes, of the path name. The maximum length is 1024 bytes.
CCSID encoding of path name
INPUT; BINARY (4)
The coded character set ID (CCSID) of the path name and the file extension table entries. O will
result in the current job CCSID being used.
Text description
INPUT; CHAR(50)

The text description for this share.
Permissions
INPUT; BINARY (4)

The access available from the network for this share. Possible values follow.
1 Readonly
2 Read/Write

Maximum users
INPUT; BINARY (4)

The maximum number of users who can concurrently access this share.

This value must be greater than or equal to zero, or -1 (X'FFFFFFFF), which means thereis no
limit to the number of users who can concurrently use this share.
Error code

1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter Group

CCSID used for text conversion
INPUT; BINARY (4)

The client CCSID that is used for text file data conversion. Text file data conversion is performed
using this CCSID and the current CCSID of the system file.

A value of O indicates that the user would like to use the currently configured CCSID for the server.
See the Get Related Default CCSID (CDRGRDC) API for additional information on related

CCSIDs.

If the CCSID used for text conversion parameter is omitted, the APl assumes that no changeis
requested and the current value remains unchanged.

Enable text conversion



INPUT; CHAR(2)

Whether the server enables text conversion for this share. Possible values are:
0 Text conversion not enabled
1 Text conversion enabled

2 Text conversion enabled and mixed datais allowed

If the enable text conversion parameter is omitted, the APl assumes that no change is requested and
the current value remains unchanged.

File extension table
INPUT; CHAR(*)

An array of table entries. Thereis no limit to the number of values specified. For the layout of a
table entry, see Format of File Extension Table Entry.

If the file extension table parameter is omitted, the API assumes that no change is requested and
current values remain unchanged. If the file extension table parameter is specified, the number of
table entries parameter must be specified also.

Number of tableentries
INPUT; BINARY (4)

The number of table entries.
If the number of table entries parameter is left out, the APl assumes that no change is requested and

the current value remains unchanged. If the number of table entries parameter is specified, thefile
extension table parameter must be specified also.

Format of File Extension Table Entry

The following table shows the format of afile extension table entry. For detailed descriptions of the fields
in the table, see Field Descriptions.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Length of fileextension
| 4 | 4 |CHAR@46)  |Fileextension

Field Descriptions

File extension. A file extension string that is null-terminated. Possible values include:
* The server will convert all files.
The server will convert all files without an extension.

TXT, . TXT The server will convert anything ending in . TXT (that is, aTXT, ab.c.TXT).



T?T

Extensions with more than one leading period will have no effect on the
server. No trandlation will be done.

The server will convert al files ending with an extension that substitutes any
number of charactersfor the * wild card (that is, aT123T, b.TXT, c.TEST).

The server will convert al files ending with an extension that substitutes any
one character for the ? wild card (that is, aT1T, b.TXT).

Length of file extension. The sizein bytes of the file extension. The length does not include the byte used
for null-termination.

Error Messages

Message I D
CPF3ClEE
CPF3C36 E
CPF3CF1E
CPF3CF2 E
CPFAOD4 E
CPFB682 E
CPFB683 E
CPFB684 E
CPFBG68A E
CPFB68B E
CPFB68D E
CPFB693 E
CPIB685 E

Error Message Text

Required parameter & 1 omitted.

Number of parameters, & 1, entered for this APl was not valid.
Error code parameter not valid.

Error(s) occurred during running of &1 API.

File system error occurred.

APl &1 failed with reason code & 2.

Data conversion failed for APl &1.

User does not have the correct authority for APl &1.
Error occurred while working with shared resource & 2.
Character is not valid for value & 3.

Length specified in parameter &2 for APl &1 not valid.
Data conversion failed for &5 API.

Error occurred on i Series Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2
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Change Print Server Share (QZLSCHPS) API

Required Parameter Group:

1  Sharename Input Char(12)
2 Quadlified output queue name Input Char(20)
3 Text description Input Char(50)
4  Spooled file type Input Binary(4)
5  Print driver type Input Char(50)
6  Error code /10 Char(*)

Optional Parameter Group 1:

7  Quadlified printer file Input Char(20)
Optional Parameter Group 2:

8  Publish print share Input Char(1)

Default Public Authority: * USE

Threadsafe: No

The Change Print Server Share (QZLSCHPS) API changes the information about a shared printer.

Authorities and Locks

To usethis API, you must have *|OSY SCFG specia authority or own the system output queue.

Required Parameter Group

Share name
INPUT; CHAR(12)

The name of the share to be changed.
Qualified output queue name
INPUT; CHAR(20)
The name of the qualified output queue. Thefirst 10 characters identify the name of the output
gueue. The second 10 characters contain the name of the library that contains the output queue.
Text description
INPUT; CHAR(50)



Thetext description for this share.
Spooled filetype
INPUT; BINARY (4)

The type of spooled files that are created by using this share. Thisis based on spooled file data
expected to be sent by the client; no conversion will be done.

Note: In most cases, the automatic type sense value is selected. The other options are needed for
downward compatibility. Vaues can be:

1 User ASCII (*USERASCII)

2 Advanced Function Printing (* AFP)
3 SNA character string (* SCS)
4

Automatic type sensing

Print driver type
INPUT; CHAR(50)
Thetext string that identifies the print driver appropriate for this share. When personal computers
connect to this shared printer, thisidentifies the print driver that they should use. This text should

match the name of a print driver known to the personal computer operating system. For example,
'IBM AFP 3820' is an Advanced Function Print driver type.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter Group 1
Qualified printer file
INPUT; CHAR(20)

A template containing attributes used to create spooled files. The first 10 characters contain the
name of the printer file. The second 10 characters contain the name of the library that contains the
printer file. If the printer file parameter is omitted, the APl assumes that no change is requested and
the current value remains unchanged.

This parameter must be specified when optional parameter 2 is specified.

Optional Parameter Group 2

Publish print share
INPUT; CHAR(2)



Whether to publish this print share. Possible values are:

0 Do not publish the print share

1 Publish the print share

If the publish print share parameter is omitted, the APl assumes no change is requested and the
current value remains unchanged.

Error Messages

Message | D
CPF3ClEE
CPF3CF1E
CPF3CF2E
CPFAOD4 E
CPFB682 E
CPFB683 E
CPFB684 E
CPFB68A E
CPFB68B E
CPFB693 E
CPIB685 E

Error Message Text

Required parameter & 1 omitted.

Error code parameter not valid.

Error(s) occurred during running of &1 API.

File system error occurred.

API &1 failed with reason code & 2.

Data conversion failed for API & 1.

User does not have the correct authority for APl & 1.
Error occurred while working with shared resource & 2.
Character is not valid for value & 3.

Data conversion failed for &5 API.

Error occurred on i Series Support for Windows Network Neighborhood (iSeries
NetServer) request.

API Introduced: V4R2
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Change Server Guest (QZLSCHSG) API

Required Parameter Group:

1 Guest user profile Input Char(10)
2 Error code /10 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Change Server Guest (QZLSCHSG) API changes the user profile used by the iSeries Support for
Windows Network Neighborhood server when an unknown user requests access to shared resources on the
system. The changes made with this API do not take effect until the server is restarted.

A user profile with any special authority cannot be specified as the guest profile.

Authorities and Locks

To usethis API, you must have both *1OSY SCFG and * SECADM special authorities.
Guest user profile
*USE

Required Parameter Group

Guest user profile
INPUT; CHAR(10)

The user profile for the iSeries Support for Windows Network Neighborhood server access by
unknown users. If thisfield is blank, unknown users will not have access to resources on the
system.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message I D Error Message Text

CPF3CF1E Error code parameter not valid.



CPF3CF2 E
CPFAOD4 E
CPFB682 E
CPFB683 E
CPFB684 E
CPFB686 E

CPFB687 E
CPFB68C E
CPIB685 E

Error(s) occurred during running of &1 API.

File system error occurred.

API &1 failed with reason code & 2.

Data conversion failed for APl &1.

User does not have the correct authority for APl &1.

Error configuring iSeries Support for Windows Network Neighborhood (i Series
NetServer).

Cannot find the guest user profile & 3.
Requested guest user profile & 2 has incorrect authority.

Error occurred on iSeries Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2
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Change Server Information (QZLSCHSI) API

Required Parameter Group:

1 Request variable Input Char(*)
2 Length of request variable Input Binary(4)
3 Format Input Char(8)
4 Error Code /0 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Change Server Information (QZLSCHSI) API changes genera configuration information for the

i Series Support for Windows Network Neighborhood server. Changes made with this API using format
ZL SS0200 take effect immediately. All other changes made with this API using format ZL SS0100 do not
take effect until the server is restarted.

Authorities and Locks

To use this API, you must have *OSY SCFG specia authority. To use format ZL SS0200 to enable an
i Series NetServer user, you must have * SECADM special authority and *OBIMGT and * USE authority to
the system user profile.

Required Parameter Group

Request variable
INPUT; CHAR(*)

A variable that is used to pass values for the information to be changed.

For more information, see Format of |nformation Changed.

Length of request variable
INPUT; BINARY (4)

The length of the variable that is used to pass information to be changed. For Format ZL SS0100, if
thislength isless than the total length of the format, the fields not completely included by the
length use their default values. For Format ZL SS0200, if this length does not include all of the user
names to be enabled, only the user names completely included by the length are enabled.

Format
INPUT; CHAR(8)

The content and format of the information to be changed by the smplified server. The following
format names must be used:



ZLS0100 Server information
ZLS0200 Enable user information

For more information, see Format of Information Changed.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Format of Information Changed

The following table shows how the content of the request variable is organized. For descriptions of each
field, see Field Descriptions.

Offset
Dec Hex ’Type ’Field
0 0 |B|NARY(4) |CCS|D
4 4 |BINARY(4) |Idletime-out
8 8 |BINARY(4)  |Opportunistic lock time-out
12 C |BINARY(4) [Browsinginterval

|
|
|
|
|
| 10 |CHAR(15) |WINS primary address
31 | 1F |CHAR(15) |WINS secondary address
|
|
|
|
|

46 2E |[CHAR(224)  [ScopelD

270 | 10E [CHAR() IWINS proxy

271 10F |CHAR(5) |Reserved

276 | 114 [BINARY(4) [Serverrole

%280 | 118 |CHAR(1) |Authentication method <

Format ZLSS0200

| Offset

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Number of iSeries NetServer usersto enable
Thisfield repeats |CHAR(10) iSeries NetServer user name

for each user.




Field Descriptions

ZAuthentication method. The authentication method used to authenticate users. Valid values are;
character O (X'FO') The server authenticates with encrypted passwords

character 1 (X'F1) The server authenticates with Kerberos v5 tokens

The default value for thisfield is character O.

Note: Authentication method should only be set to character 1 in networks containing only Windows 2000
and Windows X P iSeries NetServer clients that are configured to participate in a Kerberos realm. All other
Windows clients will be unable to connect to i Series NetServer when Kerberos support is enabled. <%

Browsing interval. The amount of time, in seconds, between each server announcement that is used for
browsing. The maximum allowable value is 720000 milliseconds (or twelve minutes). The minimum
allowable value is zero, which means there will be no server announcements.

The default value for thisfield is 720000 milliseconds.
CCSID. The coded character set ID (CCSID) that is used for all clients connected to the server.

The default value for thisfield is the associated ASCII CCSID for the CCSID of the job used to start the
server. See the Get Related Default CCSID (CDRGRDC) API for additional information on related

CCSIDs.

Note: A value of 0 indicates that the user would like to use the associated ASCII CCSID for the CCSID of
the job used to start the server. The field in the corresponding header file for this format may indicate code
page, but the value to be entered as input must be a CCSID.

Idle time-out. The amount of time, in seconds, that a connection to the simplified server will remain active
once activity has ceased on that connection. The idle time-out value must be greater than zero, or -1
(X'FFFFFFFF) for no autodisconnect.

The default value for thisfield is 6000 seconds.

iSeries NetServer user name. The iSeries NetServer user name to be enabled.

Number of iSeries NetServer usersto enable. The number of iSeries user namesin thelist to be enabled.

Opportunistic lock time-out. The amount of time that an opportunistic lock is left enforced for aresource.
The opportunistic lock value must be greater than zero.

The default value for thisfield is 600.
Note: Currently, thisfunction is not supported.

Scope ID. A string that names the network scope to be used by the Windows Internet Name Service
(WINS) server.

The default value is nothing.
Server role The logon server role for the system. Valid values are:
0 Thesystemisnot aserver

1 Thesystemisaserver



The default value for thisfield isO.
WINS primary address. The |P address of the primary Windows Internet Name Service (WINS) server.
If thisfield is empty, it indicates no WINS primary server. Thisis the default.

WINS proxy. Enable or disable the system to act asa WINS proxy. This enables non-WINS clients to
obtain name resolution from WINS. WINS is a dynamic naming service that resolves NetBIOS computer
names to | P addresses. Valid values are:

character 0 (X'FO') Disable WINS proxy
character 1 (X'F1) Enable WINS proxy

The default value for thisfield is character O.

WINS secondary addr ess. The IP address of the secondary Windows Internet Name Service (WINS)
server.

If thisfield is empty, it indicates no WINS secondary server. Thisisthe default.

Error Messages

Message | D Error Message Text

CPF3ClEE Required parameter & 1 omitted.

CPF3CF1lE Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFAOD4 E File system error occurred.

CPFB682 E API &1 failed with reason code & 2.

CPFB683 E Data conversion failed for API & 1.

CPFB684 E User does not have the correct authority for APl & 1.

CPFB686 E Error configuring iSeries Support for Windows Network Neighborhood (iSeries
NetServer).

CPFB690 E Error changing i Series Support for Windows Network Neighborhood (i Series
NetServer) information.

CPFB694 E When enabling users, & 1 users were not enabled.

CPIB685 E Error occurred on i Series Support for Windows Network Neighborhood (iSeries
NetServer) request.

API Introduced: V4R2

Top | Server Support APIs| APIs by category







Change Server Name (QZLSCHSN) API

Required Parameter Group:

1 Server name Input Char(15)
2 Domain name Input Char(15)
3 Text description Input Char(50)
4  Error code /0 Char(*)

Optional Parameter:
5 Allow system name Input Char(1)

Default Public Authority: * USE

Threadsafe: No

The Change Server Name (QZLSCHSN) API changes the name by which the i Series Support for Windows
Network Neighborhood server is known on the network. The changes made with this API do not take effect
until the server is restarted.

Authorities and Locks

To usethis API, you must have *|OSY SCFG special authority.

Required Parameter Group

Server name
INPUT; CHAR(15)

The name by which the system is known in the Windows Network Neighborhood.
Domain name
INPUT; CHAR(15)

The domain name (or workgroup) in which the server appears.
Text description
INPUT; CHAR(50)

The description of the system that appears on the network.
Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code



Parameter.

Optional Parameter
Allow system name
INPUT; CHAR(1)

Whether the server allows clientsto connect using the system name found in the i Series network
attributes. Possible values are:

0 Do not alow accessto the server using the TCP/IP system name.

1 Allow accessto the server using the TCP/IP system name.

If the allow system name parameter is omitted, the APl assumes that no change is requested and the
current value remains unchanged.

Error Messages

Message I D Error Message Text

CPF3CLEE Required parameter & 1 omitted.

CPF3C3A E Vaue for parameter &2 for API &1 not valid.
CPF3CF1E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFAOD4 E File system error occurred.

CPFB682 E APl &1 failed with reason code & 2.

CPFB683 E Data conversion failed for APl &1.

CPFB684 E User does not have the correct authority for APl &1.

CPFB686 E Error configuring iSeries Support for Windows Network Neighborhood (i Series
NetServer).

CPFB68B E Character isnot valid for value & 3.

CPIB685 E Error occurred on i Series Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2

Top | Server Support APIs| APIs by category




End Server (QZLSENDS) API

Required Parameter:
1 Error code

Default Public Authority: * USE

Threadsafe: No

110 Char(*)

The End Server (QZLSENDS) API ends the jobs that support the i Series Support for Windows Network
Neighborhood server. This API does not end the QSERVER subsystem in which the jobs run.

Authorities and Locks

To use this API, you must have *OSY SCFG special authority.

Required Parameter

Error code

1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code

Parameter.

Error Messages

Message | D
CPF3CF1E
CPF3CF2E
CPFB682 E
CPFB684 E
CPFB689 E

Error Message Text

Error code parameter not valid.

Error(s) occurred during running of &1 API.

APl &1 failed with reason code & 2.

User does not have the correct authority for APl & 1.

Unable to end i Series Support for Windows Network Neighborhood (i Series
NetServer).

API Introduced: V4R2
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End Server Session (QZLSENSS) API

Required Parameter Group:

1 Workstation name Input Char(15)
2 Error code /10 Char(*)

Optional Parameter:

3  Session identifier Input Binary(8)

Default Public Authority: *USE

Threadsafe: No

The End Server Session (QZLSENSS) API ends asingle session or al the sessions that were established
from the specified workstation.

Authorities and Locks

To use this API, you must have * | OSY SCFG specia authority.

Required Parameter Group

Workstation name
INPUT; CHAR(15)
The name of the workstation from which the session to the server was established. When specifying

the session identifier parameter to end a single session, * SESSID must be specified for the
workstation name.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter

Session identifier
INPUT; BINARY (8)

Allows the caller to end a single session. This parameter must be O if any value other than



*SESSID is specified for the workstation name. Allowable values are:
0 All sessions for the specified workstation name are ended.

Session identifier Theidentified session is ended.

If the session identifier parameter is not specified, the APl assumes avalue of 0.

Error Messages

Message | D Error Message Text

CPF3CLEE Required parameter & 1 omitted.

CPF3CF1LE Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFB682 E API &1 failed with reason code & 2.

CPFB683 E Data conversion failed for APl &1.

CPFB684 E User does not have the correct authority for APl &1.

CPFB68E E Error ending i Series Support for Windows Network Neighborhood (i Series NetServer)
session.

API Introduced: V4R2

Top | Server Support APIs| APIs by category




List Server Information (QZLSLSTI) API

Required Parameter Group:

1 Qualified user space name Input Char(20)
2  Format Input Char(8)
3 Information qualifier Input Char(15)
4 Error code /0 Char(*)

Optional Parameter 1:
5 Session user Input Char(10)
Optional Parameter 2:

6  Sessionidentifier Input Binary(8)

Default Public Authority: *USE

Threadsafe: No

The List Server Information (QZLSLSTI) API lists information about the server for shares, configuration,
sessions, statistics, and connections. Y ou may use the information qualifier function to list just the
information in which you are interested.

Authorities and Locks

To usethe *RESET quadlifier for the ZL SL0400 format, you must have *|OSY SCFG special authority.
User Space Authority
*CHANGE
User Space Library Authority
*USE
User Space Lock
*EXCLRD

Required Parameter Group

Qualified user space name
INPUT; CHAR(20)



The user space that isto receive the server information. The first 10 characters contain the user
space name, and the second 10 characters contain the name of the library where the user spaceis
located.

Format
INPUT; CHAR(8)

The content and format of the information to be returned about the i Series Support for Windows
Network Neighborhood server. Possible format names follow:

ZL.9 0100 Shareinformation

Z1.9.0101 Same as ZL SL 0100, plus extension information
Z1.9.0200 Configuration information

Z1.9.0201 Same as ZL SL 0200, plus allow system name
ZL.9 0300 Sessioninformation

ZL.9 0400 Statistical information

ZL S 0600 Session connection information

ZL.S 0700 Share connection information

Z1.9.0800 Share typeinformation

Z1.9.0900 Disabled user profiles

For more information, see Format of Information List.

Information qualifier
INPUT; CHAR(15)

A restriction on the information to be retrieved. This parameter allows the caller to request a subset
of the entries that would normally be returned on agiven format. Currently, this parameter applies
only to the ZL SL0100 and ZL SL 0101 (share information), ZL SL.0300 (session information),
ZL.SL0400 (statistical information), ZL SL.0600 (session connection information), ZL SL0700 (share
connection information), and ZL SL 0800 (share type information) formats.

For formats ZL SL0200 and ZL SL 0201, this parameter is ignored.

For format ZLSL 0300, avalid session name, * SESSID, or *ALL isallowed.
For format ZL SL0400, only the*ALL and *RESET qualifiers are valid.

For format ZL SL0600, a valid session name or * SESSID is required.

For format ZL SL0700, avalid share name s required.

For format ZL SL0800, only the*ALL qualifier isvalid.

For format ZL SL0900 this parameter must be all blanks.

If this parameter isal blanks or is*ALL, no information qualification is performed. Allowable
valuesinclude:

Information name Information about the specified list entry only.
Generic information name All information matching the generic string of the specified format.
*ALL All information of the specified format.

*RESET Statistical information is reset to zero. The information qualifier is
valid for the ZL SL0400 format only. When the *RESET qualifier is
specified, the values will be reset to zero before they are listed.



*SESSD The information returned is for the session indicated by the session
identifier parameter. When this value is specified for this parameter,
*SESSID must be specified for the session user parameter.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter 1
Session user
INPUT; CHAR(10)

Allows the caller to restrict the session information to be retrieved. This parameter isignored if a
generic information name, or *ALL, is specified on the information qualifier parameter. Currently,
this parameter applies only to the ZL SL.0300 (session information) and ZL SL.0600 (session
connection information) formats. Allowable values include:

*ALL Theinformation returned isfor all users of a specific session.

*SESSD The information returned is for the session indicated by the session
identifier parameter. When this value is specified for this parameter,
*SESSID must be specified for the information qualifier parameter.

Session user name  Information about the specified user only.

If the session user parameter is omitted, the APl assumes avaue of *ALL.

Optional Parameter 2
Session identifier
INPUT; BINARY (8)

Allows the caller to restrict the session information to be retrieved to asingle session. This
parameter must be O if any value other than * SESSID is specified on the information qualifier and
session user parameters. Currently, this parameter applies only to the ZL SL0300 (session
information) and ZL SL0600 (session connection information) formats. Allowable value are;

0 All information of the specified format

Session identifier  Information returned is for the specified session only

If the session identifier parameter is not specified, the APl assumes a value of 0.



Format of Information List

Thefield list consists of:
o A user area
» A generic header section
« Aninput parameter section
« A datasection
o ZLSL0100
o ZLSL0101
o ZLSL0200
o ZLSL0201
o ZLSL0300
0 ZLSL0400
o ZLSL0600
o ZLSL0700
o ZLSL0800
o ZLSL0900

For information about the user area and generic header, see User Space Format for List APIs.

There are ten possible formats for the data section. The layout of the contents of the user spaceis
determined by the format used. The following tables show how the contents of the input parameter section
and the data format sections are organized. For descriptions of each field, see Field Descriptions.

When you retrieve list entry information from a user space, you must use the entry size returned in the
generic header as a displacement to the next list entry for formats ZL SL.0200, ZL SL0201, ZL SL0300,
ZL.SL 0400, ZL SL0600, ZLSL0700, ZL SL0800, and ZL SL0900. For formats ZL SL0100 and ZL SL0101,
use the length of thisentry field at the start of each entry to calculate the displacement to the next list entry.
The size of each entry may be padded at the end. If you do not use the entry size, the result may not be
vaid.

Input Parameter Section

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |CHAR(10) |User space name specified

| 10 | A |CHAR(10) |User space library name specified
| 20 | 14 |CHAR() |Format specified

| 28 | 1C |CHAR(15) |Information qualifier specified




ZLSL0100 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Length of thisentry

| 4 | 4 |CHAR(12)  [Sharename

| 16 | 10 |BINARY(4) |Devicetype

[20 | 14 |[BINARY(4) |Permissions

| 24 | 18 |BINARY(4) |Maximum users

| 28 | 1C |BINARY(4) |Current users

| 32 | 20 |BINARY(4) |Spooled filetype

| 36 | 24 |BINARY(4) |Offsetto path name

| 40 | 28 |BINARY(4) |Lengthof path name

| 44 | 2C |CHAR(20) |Qualified output queue
| 64 | 40 |CHAR(50) |Print driver type

| 114 | 72 |CHAR(50) | Text description

[ 164 [ A4 [CHAR()  |Pathname
ZL.SL0101 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Length of thisentry

| 4 | 4 |CHAR(12 |Share name

| 16 | 10 |BINARY(4) |Devicetype

[20 [ 14 |[BINARY(4) |Permissions

| 24 | 18 |BINARY(4) |Maximum users

| 28 | 1C |BINARY(4) |Current users

| 32 | 20 |BINARY(4) |Spooled filetype

| 36 | 24 |BINARY(4) |Offsetto path name

| 40 | 28 |BINARY(4) |Length of path name

| 44 | 2C |CHAR(20) |Qualified output queue
| 64 | 40 |CHAR(50) |Print driver type

| 114 | 72 |CHAR(S0) |Text description

| 164 | A4 |CHAR(20) |Qualified printer file

| 184 | B8 |BINARY(4) |CCSID used for text conversion
| 188 | BC |BINARY(4) |Offsetto extensiontable
| 192 | CO |BINARY(4)  |Number of table entries
| 196 | C4 |CHAR(1) |Enable text conversion
| 197 | C5 |CHAR(1) |Publish print share




[ [ * [CHAR(®)  [Pathname

Thesefields BINARY (4) Length of file extension
repeat for each

fileextension  [CHAR(46) File extension

table entry.

ZL.SL0200 Format

| Offset ’ ’

| Dec | Hex |Type Field

[0 [ 0 |[BINARY(4) [cCSID

[ 4 | 4 |[BINARY(4) |Pending CCSID

| 8 | 8 |BINARY(4) |Idletime-out

| 12 | C |BINARY(4) |Pending idletime-out

| 16 | 10 |BINARY(4) |Opportunisticlock time-out
| 20 | 14 |BINARY(4) |Pending opportunistic lock time-out
| 24 | 18 |BINARY(4) |Browsinginterval

| 28 | 1C |BINARY(4) |Pending browsing interval

| 32 | 20 |BINARY(4) |WINS enablement

[ 36 | 24 [BINARY(4) |Pending WINS enablement
| 40 | 28 |BINARY(4) |Guest support

| 44 | 2C |BINARY(4)  |Pending guest support

| 48 | 30 |CHAR(10) |Guest user profile

| 58 | 3A |CHAR(10) |Pending guest user profile

| 68 | 44 |CHAR(15) |Server name

| 83 | 53 |CHAR(15) |Pending server name

| 98 | 62 |CHAR(15) |Domain name

| 113 | 71 |CHAR(15)  |Pending domain name

| 128 | 80 |CHAR(50) | Text description

| 178 | B2 |CHAR(50) |Pending text description

| 228 | E4 |CHAR(15  |WINSprimary address

| 243 | F3 |CHAR(15) |Pending WINS primary address
| 258 | 102 |CHAR(15) |WINS secondary address

| 273 | 111 |CHAR(15)  |Pending WINS secondary address
[ 288 | 120 [CHAR(224) |ScopelD

| 512 | 200 |CHAR(224)  |Pending scopelD




ZL.SL0201 Format

Offset
Hex ’Type ’Fi ed
0 |B| NARY (4) |CCS| D
4 |BINARY(4)  |Pending CCSID
8 |BINARY(4) |ldletime-out
C |BINARY(4) |Pending idletime-out
10 |BINARY(4)  |Opportunistic lock time-out
14 |BINARY(4)  |Pending opportunistic lock time-out
18 |BINARY(4)  |Browsinginterval
1C [BINARY(4)  [Pending browsing interval
20 |BINARY(4) |WINS enablement
24 [BINARY(4) [Pending WINS enablement
28 |BINARY(4)  |Guest support
2C |BINARY(4)  |Pending guest support
30 |CHAR(10) |Guest user profile
3A  |CHAR(10) |Pending guest user profile
44 |CHAR(15) |Server name
53 |CHAR(15) |Pending server name
62 |CHAR(15)  |Domain name
71 |CHAR(15) |Pending domain name
80 |CHAR(50) | Text description
B2 |CHAR(50) |Pending text description
E4 |CHAR(15) |WINS primary address
F3 |CHAR(15) |Pending WINS primary address
102 |CHAR(15) |WINS secondary address
111 |CHAR(15) |Pending WINS secondary address
120 [CHAR(224)  [ScopelD
200 |CHAR(224)  |Pending scopeID
2E0 |CHAR(1) |Allow system name
2E1 |CHAR() |Pending allow system name
2E2 |CHAR(1) |Authentication method <
2E3 |CHAR(2) |Pending authentication method €
2E4 [BINARY(d) |[Serverrole
2E8 |[BINARY(4)  [Pending server role




ZLSL0300 Format

Offset
Dec | Hex ’Type ’Fi eld
0 | 0 |[CHAR(15) |Workstation name
15 F  |CHAR(10) |User profile name
25 | 19 |[CHAR@®)  |Reserved
28 1C [BINARY(4)  [Number of connections

|
|
|
|
|
|
Bz
|
|
|
|
|
|
|

|
|
|
| 20 [BINARY(4)  [Number of filesopen
3 | 24 |[BINARY(4)  |Number of sessions
40 | 28 |[BINARY(4) |[Sessiontime
44 | 2C |[BINARY(4) |[Sessionidletime
48 | 30 |[CHAR(1) |Logon type
49 | 31 |CHAR(1) |Encrypted password
50 | 32 |CHAR()  |Reserved
56 | 38 |BINARY(8) |Sessionidentifier
ZL.SL0400 Format
Offset
Dec | Hex ’Type ’Field
0O | O |[BINARY(4) |Fileopens
4 4 |BINARY(4)  |Printjobs queued
8 8 |BINARY(4) |Sessionstarts
12 C |[BINARY(4)  [Sessionsdisconnected automatically
16 10 |BINARY(4)  |Sessionsdisconnected
20 | 14 |[CHAR(®)  |Reserved
28 1C [BINARY(4)  |Password violations
20 |BINARY(4)  |Guest support

|Unknown users

|
|
|
|
|
|
|
|
|
|32
|
|
|
|
|
|
|
|
|

|
|
|
|
|
|
|
36 | 24 |[BINARY(d)
|
|
|
|
|
|
|
|

40 28 |BINARY(4)  |Number of bytes sent (Iow)

44 2C |BINARY(4)  [Number of bytes sent (high)

48 30 |BINARY(4)  |Number of bytesreceived (low)
52 34 |BINARY(4)  |Number of bytesreceived (high)
56 38 |BINARY(4) |Averageresponsetime

60 3C |CHAR(13) |Date and time started

73 49 [CHAR(13)  |Dateand time reset

86 | 56 |CHAR()  |Reserved




ZL.SL0600 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |ConnectionID

| 4 | 4 |BINARY(4) |Connection type

| 8 | 8 |BINARY(4)  |Number of filesopen
| 12 | C |BINARY(4)  |Number of connection users
| 16 | 10 |BINARY(4)  |Connectiontime

| 20 | 14 |CHAR(10)  |User name

| 30 | 1E |CHAR(12 |Share name

| 42 | 2A |CHAR(®) |Reserved

| 48 | 30 |BINARY(8) |Sessionidentifier
[56 | 38 [CHAR®  |Reserved
ZL.SLO700 Format

| Offset

| Dec | Hex ’Type ’Field

| 0 | 0 |BINARY(4) |ConnectionID

| 4 | 4 |BINARY(4) |Connection type

| 8 | 8 |BINARY(4)  |Number of filesopen
| 12 | C |BINARY(4)  |Number of connection users
| 16 | 10 |BINARY(4)  |Connectiontime

| 20 | 14 |CHAR(10) |User name

| 30 | 1E |CHAR(15) |Workstation name

[ 45 | 2D [CHAR(®)  |Reserved

| 48 | 30 |BINARY(8) |Sessionidentifier
[56 | 38 [CHAR®  |Reserved
ZL.SL0800 Format

| Offset ’

| Dec | Hex |Type Field

| 0 | 0 |CHAR(12 |Share name

[ 127 [ C |[BINARY(4) |Devicetype




ZL.SL0900 Format

| Offset

| Dec | Hex [Type Field

Thisfield repeatsfor |CHAR(10) iSeries Netserver user name
each user.

Field Descriptions

Allow system name. Whether the server allows clients to connect using the system name found in the
i Series network attributes. Possible values are:

0 Do not alow access to the server using the system name.

1 Allow accessto the server using the system name.

ZrAuthentication method. The method used to authenticate users. Possible values are:
character 0 The server authenticates with encrypted passwords.

character 1 The server authenticates with K erberos v5 tokens. 4%

Aver age response time. The average server response time in milliseconds.
Browsing interval. The amount of time, in milliseconds, between each browsing server announcement.
CCSID. The coded character set ID (CCSID) that is used by all clients connected to the server.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

CCSID used for text conversion. The CCSID that is used for text file data conversion.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

Connection I D. The number that identifies the connection.
Connection time. The number of seconds since the connection was established.

Connection type. The type of the connection made from the workstation to the shared resource. Possible
values are:

0 Disk drive

1 Spooled output queue

Current users. The number of connections that are currently made to the resource. A value of -1
(X'FFFFFFFF) means that the server was unable to retrieve the actual value.



Date and timereset. The date and time when the server statistics were reset.
The 13 characters are:
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Date, in YYMMDD (year, month, and day) format.

8-13 Time of day, in HHMMSS (hours, minutes, and seconds) format.

Date and time started. The date and time when the server was started. The 13 characters are:
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Date, in YYMMDD (year, month, and day) format.

8-13 Time of day, in HHMMSS (hours, minutes, and seconds) format.

Device type. One of the following values:
0 Diskdrive

1 Spooled output queue

Domain name. The name of the domain in which the i Series Support for Windows Network Neighborhood
server isamember.

Enable text conversion. Whether the server enables text conversion for this share. Possible values are:
0 Text conversion not enabled
1 Text conversion enabled

2 Text conversion enabled and mixed datais allowed

Encrypted password. Whether the the encrypted password was used to establish the session to the server.
Possible values are:

0 Anencrypted password was not used to establish the session

1 Anencrypted password was used to establish the session

File extension. A file extension string that is null-terminated. Possible values include:
* The server will convert al files.
The server will convert al files without an extension.
TXT, .TXT The server will convert al filesending with . TXT (that is, aTXT, ab.c.TXT).

LIXT, LWTXT, LW TXT Extensions with more than one leading period will have no effect on the server.
No translation will be done.

™T The server will convert al files ending with an extension that substitutes any
number of charactersfor the* wild card (that is, aT123T, b.TXT, c.TEST).



T?T The server will convert al files ending with an extension that substitutes any
one character for the ? wild card (that is, aT1T, b.TXT).

File opens. The number of file opens for the whole server.
Format specified. The content and format of the information to be returned about the i Series Support for
Windows Network Neighborhood server. Possible format names follow:
o ZLSL0100
o ZLSLO101
o ZLSL0200
o ZLSL0201
o ZLSL0300
o ZLSL0400
« ZLSL0600
« ZLSL0700
« ZLSL0800
e ZLSL0900

Guest support. A guest user profile may be used in the event an unknown user attempts to access resources
on the system. Possible values are as follows:

0 Useof guest user profile not supported

1 Useof guest user profile supported

Guest user profile. The user profile to be used in the event an unknown user attempts to access resources
on the system.

Idle time-out. The amount of time, in seconds, a connection to the simplified server remains active once
activity has ceased on that connection.

Information qualifier specified. A restriction on the information to be retrieved. If aqualifier is specified
that isinconsistent with the format requested, an error message is returned. A null list isreturned if no
information meets the qualifications. If this parameter is all blanks, no information qualification is
performed. Allowable valuesinclude:

I nformation name Information about this specified format only

Generic information name  All information that matches the generic string of the specified format

*ALL All information
*RESET Statistical information is reset to zero. The information qualifier isvalid for
the ZL SL0400 format only.

iSeries NetServer user name. The name of an iSeries NetServer user.

Length of file extension. The size in bytes of the file extension. The length does not include the byte used
for null-termination.

Length of path name. The length of the local path name of the shared resource in bytes.



Length of thisentry. Thetotal length of thelist entry in bytes.
L ogon type. The type of authentication used to connect to the server. Possible values for the flag follow:
0 Authentication using the defined guest user profile

1 Regular user authentication

M aximum users. The maximum number of concurrent connections that the shared resource can
accommodate. This number is unlimited if the valueis-1.

Number of bytes received (high). The number of server bytes received from the network (high-order bits
of 8-byte combinations of both number of bytes received fields).

Number of bytesreceived (low). The number of server bytes received from the network (low-order bits of
8-byte combinations of both number of bytes received fields).

Number of bytes sent (high). The number of server bytes sent to the network (high-order bits of 8-byte
combinations of both number of bytes sent fields).

Number of bytes sent (low). The number of server bytes sent to the network (low-order bits of 8-byte
combinations of both number of bytes sent fields).

Number of connections. The number of connections made during the session.

Number of connection users. The number of users on the connection.

Number of files open. The number of filesthat are open currently.

Number of sessions. The number of sessionsthat are established between the server and the requester.
Number of table entries. The number of file extension entriesin the file extension table.

Offset to extension table. The offset from the start of user space where the file extension table starts.

Offset to path name. The offset from the start of user space where the path name of the shared resource
starts.

Opportunistic lock (oplock) time-out. The amount of time, in seconds, an opportunistic lock is left
enforced for aresource. Currently, this function is not supported.

Password violations. The number of server password violations.

Path name. A path in the integrated file system. The path name is stored internally in unicode format;
when listed, it is converted into the CCSID of the current job.

Pending allow system name. Whether the server allows clients to connect using the system name found in
the network attributes the next time the server is started. Possible values are:

0 Do not alow access to the server using the system name

1 Allow accessto the server using the system name.

#rPending authentication method. The method that will be used to authenticate users the next time the
server is started. Possible values are:

character 0 The server will authenticate with encrypted passwords.



character 1 The server will authenticate with K erberos v5 tokens. 4

Pending browsing interval. The amount of time, in seconds, to be used the next time the server is started,
between each browsing server announcement.

Pending CCSID. The CCSID that isused by al clients connected to the server the next time the server is
started.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

Pending domain name. The name of the domain in which the server will be a member the next time the
server is started.

Pending guest support. A guest user profile may be used the next time the server is started in the event an
unknown user attempts to access resources on the system. Possible values are;

0 Useof guest user profile not supported

1 Useof guest user profile supported

Pending guest user profile. The user profile to be used the next the time the server is started in the event
that an unknown user attempts to access resources on the system.

Pending idle time-out. The amount of time (in seconds) to be used the next time the server is started so
that a connection to the server will remain active once activity has ceased on that connection.

Pending opportunistic lock time-out. The amount of time an opportunistic lock (oplock) is left enforced
for aresource to be used the next time the server is started. Currently, this function is not supported.

Pending scope ID. A string that names the network scope to be used by the Windows Internet Name
Service (WINS) server the next time the server is started.

Pending server name. The name the server will be known as on the system the next time the server is
started.

Pending server role. The value that determines the logon server role for this system the next time the
server is started. Possible values are:

0 System will not be aserver.

1 Systemwill beaserver.

Pending text description. An optional comment about the shared resource to be used the next time the
server is started.

Pending WINS enablement. Whether this system uses the services of a Windows Internet Name Service
(WINS) server the next time the server is started. Possible values are:

0 Do not use WINS server

1 UseWINS server

Pending WINS primary address. The |P address of the primary Windows Internet Name Service (WINS)
server to be used the next time the server is started.



Pending WINS secondary address. The |P address of the secondary Windows Internet Name Service
(WINS) server to be used the next time the server is started.

Permissions. Permissions to be applied against the disk for sharing. Possible values are:
1 Readonly
2 Read/write

Print driver type. Thetext string that identifies the print driver appropriate for this share. When personal
computers connect to this shared printer, thisidentifies the print driver they should use. This text should
match the name of a print driver known to the personal computer operating system.
Print jobs queued. The number of server print jobs spooled.
Publish print share. Whether the print share isto be published. Possible values are;

0 Print shareis not published

1 Print shareis published

Quialified output queue. The name and library of the output queue. The first 10 charactersidentify the
name of the output queue. The second 10 characters contain the library that contains the output queue.

Qualified printer file. The name and library of the printer file. The first 10 characters identify the name of
the printer file. The second 10 characters contain the library that contains the printer file.

Reserved. Field not used currently.

Scope ID. A string that names the network scope to be used by the Windows Internet Name Service
(WINS) server.

Server name. The name by which the server is known on the system.
Server role. The value that determines the logon server role for this system. Possible values are:
0 Systemisnot aserver.

1 Systemisaserver.

Sessions disconnected. The number of server sessions disconnected normally or ended in error.
Sessions disconnected automatically. The number of server sessions disconnected automatically.
Session identifier. Unique identifier for the server session.

Session idle time. The number of seconds a session has been idle.

Session starts. The number of server session starts.

Session time. The number of seconds since the session was established.

Share name. The network name of the resource.

Spooled file type. The type of spooled files that will be created using this share. Vaues can be:

1 User ASCII (*USERASCII)



2 Advanced Function Printing (* AFP)
3 Simplified Character Set (* SCS)

4 Automatic type sensing

Text description. An optional comment about the shared resource or computer.
Unknown users. The number of unknown users that have requested sessions to the server.
User name. The name of the user that is associated with the connection.

User profile name. The name of the user that is associated with the resource.

User space library name specified. The user space library name that was passed to this APl on the call in
the qualified user space name parameter.

User space name specified. The user space name that was passed to this API on the call in the qualified
user space name parameter.

WINS enablement. This system may use the services of a Windows Internet Name Service (WINS) server.
Possible values are:

0 Do NOT use WINS server.
1 UseWINS server.

WINS primary address. The |P address of the primary Windows Internet Name Service (WINS) server.

WINS secondary address. The | P address of the secondary Windows Internet Name Service (WINS)
server.

Workstation name. The name of the workstation from which the session to the server was established.

Error Messages

Message|D  Error Message Text

CPF3CLEE Required parameter &1 omitted.

CPF3CF1E  Error code parameter not valid.

CPF3CF2E  Error(s) occurred during running of &1 API.
CPFAOD4 E File system error occurred.

CPFB682E APl &1 failed with reason code & 2.

CPFB683 E  Dataconversion failed for APl &1.

CPFB684 E  User does not have the correct authority for APl & 1.

CPFB686 E  Error configuring iSeries Support for Windows Network Neighborhood (i Series
NetServer).



CPFB68F E  Error listing iSeries Support for Windows Network Neighborhood (i Series NetServer)
information.

CPFB693 E Dataconversion failed for &5 API.

CPIB685 E  Error occurred on i Series Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2

Top | Server Support APIs | APIs by category




Open List of Server Information (QZLSOLST)
API

Required Parameter Group:

1 Receiver variable Output Char(*)

2 Length of receiver variable Input Binary(4)
3 Listinformation Output Char(64)

4  Format Input Char(8)

5 Information qualifier Input Char(15)

6  Error code /10 Char(*)

Optional Parameter 1.
7  Session user Input Char(10)
Optiona Parameter 2

8 Sessionidentifier Input Binary(8)

Default Public Authority: * USE

Threadsafe: No

The Open List of Server Information (QZLSOLST) API opens alist of information about the server for
share, configuration, session, statistics, or connection information. Y ou may use the information qualifier
function to open alist of just the information in which you are interested.

Authorities and Locks

To usethe *RESET qualifier for the ZL SL 0400 format, you must have *|OSY SCFG special authority.

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)

The variable used to return the server information. For details about the structure of the receiver
variable, see Format of Receiver Variable.

Length of receiver variable
INPUT; BINARY (4)



The length of the receiver variable.
List information
OUTPUT; CHAR(64)

The information about the list of information that was opened. For alayout of this structure, see
List Information Section.

Format
INPUT; CHAR(8)

The content and format of the information to be returned about the i Series Support for Windows
Network Neighborhood server. Possible format names follow:

ZLS.0100 Shareinformation

Z1L.9.0101 SameasZLSL0100, plus extension information
ZL.9.0200 Configuration information

Z1.9.0201 SameasZL SL0200, plus alow system name
ZLS.0300 Session information

ZLS.0400 Statistical information

ZLS.0600 Session connection information

ZLS.0700 Share connection information

ZL.9.0800 Sharetypeinformation

ZLS.0900 Disabled user profiles

For more information, see Format of Receiver Variable.

Information qualifier
INPUT; CHAR(15)

A restriction on the information to be retrieved. This parameter alows the caller to request a subset
of the entries that would normally be returned on a given format. Currently, this parameter applies
only to the ZL SL0100 and ZL SL 0101 (share information), ZL SL0300 (session information),

ZL SL0400 (statistical information), ZL SL0600 (session connection information), ZL SL0700 (share
connection information), and ZL SL0800 (share type information) formats.

For formats ZL SL.0200 and ZL SL0201, this parameter isignored.

For format ZL SL0300, avalid session nhame, *SESSID, or *ALL isalowed.
For format ZL SL0400, only the*ALL and *RESET qualifiers are valid.

For format ZL SL0600, avalid session name or * SESSID is required.

For format ZL SL0700, avalid share nameis required.

For format ZL SL0800, only the*ALL qualifier isvalid.

For format ZL SL0900 this parameter must be all blanks.

If this parameter is al blanks or is*ALL, no information qualification is performed. Allowable
valuesinclude:

Information name Information about the specified list entry only.



Generic information name  All information matching the generic string of the specified format.
*ALL All information of the specified format.

*RESET Statistical information isreset to zero. This parameter isvalid for
the ZL. SL0400 format only. When the *RESET qualifier is
specified, the values will be reset to zero before they are listed.

*SESSD The information returned is for the session indicated by the session
identifier parameter. When this value is specified for this parameter,
*SESSID must be specified for the session user parameter.

Error code
I/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Optional Parameter 1

Session user
INPUT; CHAR(10)

Allows the caller to restrict the session information to be retrieved. This parameter isignored if a
generic information name, or *ALL, is specified on the information qualifier parameter. Currently,
this parameter applies only to the ZL SL.0300 (session information) and ZL SL.0600 (session
connection information) formats. Allowable values include:

*ALL Theinformation returned isfor all users of a specific session.

*SESSD The information returned is for the session indicated by the session
identifier parameter. When this value is specified for this parameter,
*SESSID must be specified for the information qualifier parameter.

Session user name  Information about the specified user only.

If the session user parameter is omitted, the APl assumes avaue of *ALL.

Optional Parameter 2

Session identifier
INPUT; BINARY(8)
Allows the caller to restrict the session information to be retrieved to asingle session. This
parameter must be O if any value other than * SESSID is specified on the information qualifier and

session user parameters. Currently, this parameter applies only to the ZL SL0300 (session
information) and ZL SL0600 (session connection information) formats. Allowable value are;

0 All information of the specified format.



Session identifier  Information returned is for the specified session only.

If the session identifier parameter is not specified, the APl assumes a value of 0.

Format of List Information

The following table shows the format of the list information parameter. For detailed descriptions of the
fieldsin the table, see Field Descriptions.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Total records

| 4 | 4 |BINARY(4) |Recordsreturned

| 8 | 8 |BINARY(4) |Recordlength

| 12 | C |BINARY(4) |Length of information returned
| 16 | 10 |CHAR(1) |Information complete indicator
| 17 | 11 |CHAR(13)  |Dateand time created

[30 [ 1IE [CHAR(4)  |Reserved

Field Descriptions

Date and time created. The date and time when the list was created. The 13 characters are:
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Date, in YYMMDD (year, month, and day) format.
8-13 Time of day, in HHMMSS (hours, minutes, and seconds) format.

Information completeindicator. Whether al information requested has been supplied.
C Complete and accurate information. All the buffers requested are read and returned.

| Incomplete information. An interruption causes the list to contain incomplete information about a
buffer or buffers.

Length of information returned. The size in bytes of the information returned in the receiver variable.

Record length. The length of each record of information returned. For variable length records, this value
will be set to zero. For variable length records, you can obtain the length of individual records from the
records themselves.

Recordsreturned. The number of records returned in the receiver variable.
Reserved. Field not used currently. It should be initialized to hexadecimal zeroes (x'00's).

Total records. The total number of records available in the list.



Format of Receiver Variable

There are ten possible formats for the receiver variable:

ZL.SL0100
ZLSL0101
ZL.SL0200
ZLSL0201
ZL SL0300
ZL SL0400
ZL.SL0600
ZL.SL0700
ZL.SL.0800
ZL.SL0900

The layout of the contents of the receiver variable is determined by the format used. The following tables
show how the contents of the receiver variable is organized. For descriptions of each field, see Field

Descriptions

When you retrieve list entry information from the receiver variable, you must use the entry size returned in
the list information as a displacement to the next list entry for formats ZL SL0200, ZL SL0201, ZL SL 0300,
ZL SL0400, ZL SL0600, ZL SL0700, ZLSL0800, and ZL SL0900. For formats ZL SL0100 and ZL SL0101,
use the length of thisentry field at the start of each entry to calculate the displacement to the next list entry.
The size of each entry may be padded at the end. If you do not use the entry size, the result may not be

valid.

ZLSL0100 Format

| Offset

| Dec | Hex ’Type ’Field

| 0 | 0 |BINARY(4) |Length of thisentry

| 4 | 4 |CHAR(12 |Share name

| 16 | 10 |BINARY(4) |Devicetype

| 20 | 14 |BINARY(4) [Permissions

| 24 | 18 |BINARY(4) |Maximum users

| 28 | 1C |BINARY(4) |Current users

| 32 | 20 |BINARY(4) |Spooled filetype

| 36 | 24 |BINARY(4) |Offset to path name (ZLSL0100 format)
| 40 | 28 |BINARY(4) |Length of path name

| 44 | 2C |CHAR(20) |Qualified output queue
| 64 | 40 |CHAR(50) |Print driver type

| 114 | 72 |CHAR(50) | Text description

| 164 | A4 |CHAR(*) |Path name




ZLSL0101 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Lengthof thisentry

| 4 | 4 |CHAR(12)  |Sharename

| 16 | 10 |BINARY(4) |Devicetype

| 20 | 14 |BINARY(4) |Permissions

| 24 | 18 |BINARY(4) |Maximum users

| 28 | 1C |BINARY(4) |Current users

| 32 | 20 |BINARY(4) |Spooled filetype

| 36 | 24 |BINARY(4)  |Offset to path name (ZLSL0101 format)
| 40 | 28 |BINARY(4) |Length of path name

| 44 | 2C |CHAR(0) |Qualified output queue

| 64 | 40 |CHAR(50) |Print driver type

| 114 | 72 |CHAR(50) | Text description

| 164 | A4 |CHAR(20) |Qualified printer file

| 184 | B8 |BINARY(4) |CCSID used for text conversion
| 188 | BC |BINARY(4) |Offset to extension table

| 192 | CO |BINARY(4) |Number of tableentries

| 196 | C4 |CHAR(1) |Enable text conversion

| 197 | C5 |CHAR()) |Publish print share

| * | * |CHAR(Y) |Path name

Thesefields BINARY (4) Length of file extension
repeat for each

fileextension  [CHAR(46) File extension

table entry.

ZL.SL0200 Format

| Offset ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |CCSID

[ 4 [ 4 |[BINARY(4) |Pending CCSID

| 8 | 8 |BINARY(4) |Idletime-out

| 12 | C |BINARY(4) |Pending idletime-out

| 16 | 10 |BINARY(4)  |Opportunisticlock time-out
| 20 | 14 |BINARY(4) |Pending opportunistic lock time-out
| 24 | 18 |BINARY(4) |Browsinginterval




| 28 | 1C |BINARY(4) |Pending browsing interval

[ 32 [ 20 [BINARY(4) |WINSenablement

| 36 | 24 |BINARY(4) |Pending WINS enablement

| 40 | 28 |BINARY(4)  |Guest support

| 44 | 2C |BINARY(4) |Pending guest support

| 48 | 30 |CHAR(10) |Guest user profile

| 58 | 3A |CHAR(10) |Pending guest user profile

| 68 | 44 |CHAR(15) |Server name

| 83 | 53 |CHAR(15) |Pending server name

| 98 | 62 |CHAR(15) |Domain name

| 113 | 71 |CHAR(15) |Pending domain name

| 128 | 80 |CHAR(50) | Text description

| 178 | B2 |CHAR(50) |Pending text description

| 228 | E4 |CHAR(15) |WINS primary address

| 243 | F3 |CHAR(15) |Pending WINS primary address
[258 [ 102 [CHAR(15)  |WINS secondary address

| 273 | 111 |CHAR(15) |Pending WINS secondary address
| 288 | 120 |CHAR(224)  |ScopelD

[ B12 [ 200 [CHAR(224) |Pending scope D

ZL.SL0201 Format

| Offset

| Dec | Hex ’Type ’Fi eld

| 0 | 0 |BINARY(4) |CCSID

[ 4 [ 4 |[BINARY(4) |Pending CCSID

| 8 | 8 |BINARY(4) |Idletime-out

| 12 | C |BINARY(4) |Pendingidletime-out

| 16 | 10 |BINARY(4)  |Opportunisticlock time-out
| 20 | 14 |BINARY(4) |Pending opportunistic lock time-out
| 24 | 18 |BINARY(4) |Browsinginterval

| 28 | 1C |BINARY(4) |Pending browsing interval

[ 32 | 20 |[BINARY(4) |WINSenablement

| 36 | 24 |BINARY(4) |Pending WINS enablement
| 40 | 28 |BINARY(4) |Guest support

| 44 | 2C |BINARY(4) |Pending guest support

| 48 | 30 |CHAR(10) |Guest user profile

| 58 | 3A |CHAR(10) |Pending guest user profile

| 68 | 44 |CHAR(15) |Server name

| 83 | 53 |CHAR(15) |Pending server name




| 98 | 62 |CHAR(15) |Domain name

| 113 | 71 |CHAR(15) |Pending domain name

| 128 | 80 |CHAR(50) | Text description

| 178 | B2 |CHAR(50) |Pending text description

| 228 | E4 |CHAR(15) |WINS primary address

| 243 | F3 |CHAR(15) |Pending WINS primary address
[258 | 102 [CHAR(15)  |WINS secondary address

| 273 | 111 |CHAR(15) |Pending WINS secondary address
| 288 | 120 |CHAR(224)  |ScopelD

[512 | 200 |[CHAR(224) |Pending scope 1D

| 736 | 2E0 |CHAR(1) |Allow system name

| 737 | 2E1 |CHAR(1) |Pending allow system name
[B738 [ 2E2 |[CHARQ) [Authentication method

| 739 | 2E3 [CHAR()) |Pending authentication method
[ 740 | 2E4 [BINARY(4) [Serverrole

| 744 | 2E8 |BINARY(4) |Pending server role

ZLSL0300 Format

| Offset ’ ’
| Dec | Hex |Type Field
| 0 | 0 |CHAR(15) |Workstation name
| 15 | F |CHAR(10)  |User profilename
[25 | 19 [CHAR®)  |Reserved
| 28 | 1C |BINARY(4)  |Number of connections
| 32 | 20 |BINARY(4) |Number of filesopen
| 36 | 24 |BINARY(4)  |Number of sessions
| 40 | 28 |BINARY(4) |Sessiontime
| 44 | 2C |BINARY(4) |Sessionidletime
| 48 | 30 |CHAR(1) |Logon type
| 49 | 31 |CHAR() |Encrypted password
[50 [ 32 [CHAR(®)  |Reserved
[ 56 | 38 |[BINARY(8) |Sessionidentifier
ZL.SL 0400 Format

Offset
| Dec | Hex ’Type ’Field




| 0 | 0 |BINARY(4) |Fileopens

| 4 | 4 |BINARY(4) |Printjobs queued

| 8 | 8 |BINARY(4) |Sessionstarts

| 12 | C |BINARY(4) |Sessionsdisconnected automatically
| 16 | 10 |BINARY(4) |Sessionsdisconnected

| 20 | 14 |CHAR() |Reserved

| 28 | 1C |BINARY(4) |Password violations

| 32 | 20 |BINARY(4) |Guest support

| 36 | 24 |BINARY(4) |Unknown users

| 40 | 28 |BINARY(4)  |Number of bytessent (low)

| 44 | 2C |BINARY(4)  |Number of bytes sent (high)
| 48 | 30 |BINARY(4)  |Number of bytesreceived (Iow)
| 52 | 34 |BINARY(4)  |Number of bytesreceived (high)
| 56 | 38 |BINARY(4) |Averageresponsetime

| 60 | 3C |CHAR(13) |Date and time started

| 73 | 49 |CHAR(13) |Date and time reset

[ 8 | 56 |[CHAR()  |Reserved

ZL.SLO600 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |ConnectionID

| 4 | 4 |BINARY(4) |Connectiontype

| 8 | 8 |BINARY(4)  |Number of filesopen

| 12 | C |BINARY(4)  |Number of connection users
| 16 | 10 |BINARY(4) |Connectiontime

| 20 | 14 |CHAR(10)  |User name

| 30 | 1E |CHAR(12 |Share name

[ 42 | 2A [CHAR()  |Reserved

| 48 | 30 |BINARY(8) |Sessionidentifier

[ 56 | 38 |[CHAR()  |Reserved

ZL.SLO700 Format

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |ConnectionID

| 4 | 4 |BINARY(4) |Connection type




8 | 8 |BINARY(4) |Number of filesopen
| 12 | C |BINARY(4)  |Number of connection users
| 16 | 10 |BINARY(4) |Connectiontime

| 20 | 14 |CHAR(10)  |User name

| 30 | 1E |CHAR(15) |Workstation name

[ 45 [ 2D [CHAR®)  |Reserved

| 48 | 30 |BINARY(8) |Sessionidentifier
[56 | 38 [CHAR®  |Reserved
ZL.SL0800 Format

| Offset

| Dec | Hex |Type Fied

| 0 | 0 |CHAR(12 |Share name

| 12 | C |BINARY(4) |Devicetype
ZL.SL0900 Format

| Offset

| Dec | Hex |Type Field

Thisfield repeatsfor |[CHAR(10)

each user.

i Series Netserver user name

Field Descriptions

Allow system name. Whether the server allows clients to connect using the system name found in the
i Series network attributes. Possible values are:

0 Do not alow access to the server using the system name.

1 Allow accessto the server using the system name.

ZAuthentication method. The method used to authenticate users. Possible values are:

character 0 The server authenticates with encrypted passwords.

character 1 The server authenticates with K erberos v5 tokens. 4%

Average response time. The average server response time in milliseconds.



Browsing interval. The amount of time, in milliseconds, between each browsing server announcement.
CCSID. The coded character set ID (CCSID) that is used by all clients connected to the server.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

CCSID used for text conversion. The CCSID that is used for text file data conversion.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

Connection I1D. The number that identifies the connection.
Connection time. The number of seconds since the connection was established.

Connection type. The type of the connection made from the workstation to the shared resource. Possible
values are:

0 Diskdrive
1 Spooled output queue

Current users. The number of connections that are currently made to the resource. A value of -1
(X'FFFFFFFF) means that the server was unable to retrieve the actual value.

Date and timereset. The date and time when the server statistics were reset. The 13 characters are:
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Date, in YYMMDD (year, month, and day) format.

8-13 Time of day, in HHMMSS (hours, minutes, and seconds) format.

Date and time started. The date and time when the server was started. The 13 characters are;
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Date, in YYMMDD (year, month, and day) format.

8-13 Time of day, in HHMMSS (hours, minutes, and seconds) format.

Devicetype. One of the following values:
0 Diskdrive
1 Spooled output queue

Domain name. The name of the domain in which the iSeries Support for Windows Network Neighborhood
server isamember.

Enable text conversion. Whether the server enables text conversion for this share. Possible values are:
0 Text conversion not enabled

1 Text conversion enabled



2 Text conversion enabled and mixed datais allowed

Encrypted password. Whether the the encrypted password was used to establish the session to the server.
Possible values are:

0 Anencrypted password was not used to establish the session

1 Anencrypted password was used to establish the session

File extension. A file extension string that is null-terminated. Possible values include:
* The server will convert al files.
The server will convert al files without an extension.
TXT, .TXT The server will convert al filesending with . TXT (that is, aTXT, ab.c.TXT).

LIXT, LWTXT, LW TXT Extensions with more than one leading period will have no effect on the server.
No trandlation will be done.

™T The server will convert al files ending with an extension that substitutes any
number of charactersfor the* wild card (that is, aT123T, b.TXT, c.TEST).

T?T The server will convert al files ending with an extension that substitutes any
one character for the ? wild card (that is, aT1T, b.TXT).

File opens. The number of file opens for the whole server.

Guest support. A guest user profile may be used in the event an unknown user attempts to access resources
on the system. Possible values are:

0 Useof guest user profile not supported

1 Useof guest user profile supported

Guest user profile. The user profile to be used in the event an unknown user attempts to access resources
on the system.

Idle time-out. The amount of time, in seconds, a connection to the simplified server remains active once
activity has ceased on that connection.

iSeries NetServer user name. The name of an iSeries NetServer user.

Length of file extension. The sizein bytes of the file extension. The length does not include the byte used
for null-termination.

Length of path name. The length of the local path name of the shared resource in bytes.

Length of thisentry. Thetotal length of thelist entry in bytes.

L ogon type. The type of authentication used to connect to the server. Possible values are:
0 Authentication using the defined guest user profile

1 Regular user authentication



M aximum users. The maximum number of concurrent connections that the shared resource can
accommodate. This number is unlimited if thevalueis-1.

Number of bytesreceived (high). The number of server bytes received from the network (high-order bits
of 8-byte combinations of both number of bytes received fields).

Number of bytesreceived (low). The number of server bytes received from the network (low-order bits of
8-byte combinations of both number of bytes received fields).

Number of bytes sent (high). The number of server bytes sent to the network (high-order bits of 8-byte
combinations of both number of bytes sent fields).

Number of bytes sent (low). The number of server bytes sent to the network (low-order bits of 8-byte
combinations of both number of bytes sent fields).

Number of connections. The number of connections made during the session.

Number of connection users. The number of users on the connection.

Number of files open. The number of files that are open currently.

Number of sessions. The number of sessions that are established between the server and the requester.
Number of table entries. The number of file extension entriesin the file extension table.

Offset to extension table. The offset from the start of returned data where the file extension table starts.

Offset to path name (ZL SL 0100 format). The offset from the start of the record to where the path name
of the shared resource starts.

Offset to path name (ZL SL0101 for mat). The offset from the start of the returned data to where the path
name of the shared resource starts.

Opportunistic lock (oplock) time-out. The amount of time, in seconds, an opportunistic lock is left
enforced for aresource. Currently, this function is not supported.

Password violations. The number of server password violations.

Path name. A path in the integrated file system. The path name is stored internally in unicode format;
when listed, it is converted into the CCSID of the current job.

Pending allow system name. Whether the server allows clients to connect using the system name found in
the network attributes the next time the server is started. Possible values are:

0 Do not alow access to the server using the system name

1 Allow accessto the server using the system name.

#Pending authentication method. The method that will be used to authenticate users the next time the
server is started. Possible values are:

character 0 The server will authenticate with encrypted passwords.

character 1 The server will authenticate with K erberos v5 tokens. 4

Pending browsing interval. The amount of time, in seconds, to be used the next time the server is started,
between each browsing server announcement.



Pending CCSID. The CCSID that isused by al clients connected to the server the next time the server is
started.

Note: Thefield in the corresponding header file for this format may indicate code page, but the value
returned will be the CCSID.

Pending domain name. The name of the domain in which the server will be a member the next time the
server is started.

Pending guest support. A guest user profile may be used the next time the server is started in the event an
unknown user attempts to access resources on the system. Possible values are:

0 Useof guest user profile not supported.

1 Use of guest user profile supported.

Pending guest user profile. The user profile to be used the next the time the server is started in the event
that an unknown user attempts to access resources on the system.

Pending idle time-out. The amount of time (in seconds) to be used the next time the server is started so
that a connection to the server will remain active once activity has ceased on that connection.

Pending opportunistic lock time-out. The amount of time an opportunistic lock (oplock) is left enforced
for aresource to be used the next time the server is started. Currently, this function is not supported.

Pending scope ID. A string that names the network scope to be used by the Windows Internet Name
Service (WINS) server the next time the server is started.

Pending server name. The name the server will be known as on the system the next time the server is
started.

Pending server role. The value that determines the logon server role for this system the next time the
server is started. Possible values are:

0 System will not be a server.

1 Systemwill beaserver.

Pending text description. An optional comment about the shared resource to be used the next time the
server is started.

Pending WINS enablement. Whether this system uses the services of a Windows Internet Name Service
(WINS) server the next time the server is started. Possible values are:

0 Do not use WINS server

1 UseWINS server

Pending WINS primary address. The IP address of the primary Windows Internet Name Service (WINS)
server to be used the next time the server is started.

Pending WINS secondary address. The IP address of the secondary Windows Internet Name Service
(WINS) server to be used the next time the server is started.

Per missions. Permissions to be applied against the disk for sharing. Possible values are:

1 Readonly



2 Read/write

Print driver type. Thetext string that identifies the print driver appropriate for this share. When personal
computers connect to this shared printer, thisidentifies the print driver they should use. This text should
match the name of a print driver known to the personal computer operating system.
Print jobs queued. The number of server print jobs spooled.
Publish print share. Whether the print share isto be published. Possible values are:

0 Print shareisnot published

1 Print shareis published

Qualified output queue. The name and library of the output queue. The first 10 charactersidentify the
name of the output queue. The second 10 characters contain the library that contains the output queue.

Qualified printer file. The name and library of the printer file. The first 10 charactersidentify the name of
the printer file. The second 10 characters contain the library that contains the printer file.

Reserved. Field not used currently.

Scope I D. A string that names the network scope to be used by the Windows Internet Name Service
(WINS) server.

Server name. The name by which the server is known on the system.
Server role. The value that determines the logon server role for this system. Possible values are:
0 Systemisnot aserver.

1 Systemisaserver.

Sessions disconnected. The number of server sessions disconnected normally or ended in error.
Sessions disconnected automatically. The number of server sessions disconnected automatically.
Session identifier. Unique identifier for the server session.
Session idletime. The number of seconds a session has been idle.
Session starts. The number of server session starts.
Session time. The number of seconds that a session has been active.
Share name. The network name of the resource.
Spooled file type. Thetype of spooled files that will be created using this share. Values can be:
1 User ASCII (*USERASCII)
2 Advanced Function Printing (* AFP)
3 Simplified Character Set (* SCS)
4

Automatic type sensing



Text description. An optional comment about the shared resource or computer.
Unknown users. The number of unknown users that have requested sessions to the server.
User name. The name of the user that is associated with the connection.

User profile name. The name of the user that is associated with the resource.

WINS enablement. This system may use the services of a Windows Internet Name Service (WINS) server.
Possible values are:

0 Do NOT use WINS server.
1 UseWINS server.

WINS primary address. The IP address of the primary Windows Internet Name Service (WINS) server.

WINS secondary addr ess. The IP address of the secondary Windows Internet Name Service (WINS)
server.

Workstation name. The name of the workstation from which the session to the server was established.

Error Messages

MessagelD Error Message Text
CPF3CLEE Required parameter & 1 omitted.
CPF3CFLE Error code parameter not valid.

CPFB688 E  Error opening iSeries Support for Windows Network Neighborhood (i Series NetServer)
information.

API Introduced: V4R2
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Remove Server Share (QZLSRMS) API

Required Parameter Group:

1 Sharename Input Char(12)
2 Error code /10 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Remove Server Share (QZLSRMS) API removes a share from the list of files or printers on the server.
When this function removes a share, all connections to the shared resource are disconnected.

Authorities and Locks

To usethis API, you must have *|OSY SCFG specia authority, own the integrated file system directory, or
own the system output queue that the share references.

Required Parameter Group
Share name
INPUT; CHAR(12)

The name of the share to be removed.
Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message | D Error Message Text

CPF3CI1EE Required parameter & 1 omitted.
CPF3CF1lE Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFAOD4 E File system error occurred.

CPFB682 E API &1 failed with reason code & 2.



CPFB683 E Data conversion failed for API & 1.

CPFB684 E User does not have the correct authority for APl &1.
CPFB68A E Error occurred while working with shared resource & 2.
CPFB68B E Character is not valid for value & 3.

CPFB693 E Data conversion failed for &5 API.

CPIB685 E Error occurred on i Series Support for Windows Network Neighborhood (i Series
NetServer) request.

API Introduced: V4R2
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Start Server (QZLSSTRS) API

Required Parameter Group:

1 Reset qudifier Input Char(1)
2 Error code /10 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Start Server (QZLSSTRS) API starts the jobs necessary for the i Series Support for Windows Network
Neighborhood server to run. If the jobs are aready running, the API will fail.

This API does not start the QSERVER subsystem (in which the jobs run). If the QSERVER subsystem is
not running, the API will fail.

Authorities and Locks

To usethis API, you must have *|OSY SCFG special authority.

Required Parameter Group
Reset qualifier
INPUT; CHAR(1)

Whether the server is reset when started. Possible values are:

0 Server not reset
1 Server reset

Error code
1/O; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

Error Messages

Message | D Error Message Text

CPF3CLEE Required parameter & 1 omitted.



CPF3CF1E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.
CPFB682 E API &1 failed with reason code & 2.

CPFB684 E User does not have the correct authority for APl & 1.

CPFB685 E i Series Support for Windows Network Neighborhood (i Series NetServer) was unable
to start.

API Introduced: V4R2
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Integrated Operating Environments APIs

The Integrated Operating Environments APIs provide information about operating environments, such as
Windows, that are integrated with OS/400. For example, attributes of integrated servers can be retrieved, as
well as attributes of virtual disk drives and users that are associated with integrated servers.

The Integrated Operating Environments APIs are:

« Open List Network Server Storage Spaces (QFPADOLD) retrieves alist of storage spaces (virtua
disk drives) that can be linked to a server.

o Open List Network Server Users (QFPADOLU) generates alist of Windows domains and servers,
and the associated profiles enrolled to them in the network.

o Open List Network Servers (QFPADOLYS) retrieves alist of servers.

» Process Network Server User (QFPADPNU) performs an error recovery operation on a selected
user or group enrollment entry for a particular Windows domain or server.

» Retrieve Network Server Information (QFPADRNI) retrieves information from a Windows server.

« Retrieve Network Server User Attributes (QFPADRUA) retrieves the network server attributes for
auser or agroup.

Top | Server Support APIs| APIs by category




Open List Network Server Storage Spaces
(QFPADOLD) API

Required Parameter Group:

1 Receiver variable Output Char(*)

2 Length of receiver variable Input Binary(4)

3 Listinformation Output Char(80)

4 Number of recordsto return Input Binary(4)

5 Format name Input Char(8)

6  Storage space name qualifier Input Char(*)

7  Length of storage space name qualifier Input Binary(4)

8  Network server description name Input Char(*)
qualifier

9  Length of network server description  Input Binary(4)
name qualifier

10  Error code /0 Char(*)

Default Public Authority: *USE

Threadsafe: No

The Open List Network Server Storage Spaces (QFPADOLD) API retrieves alist of storage spaces (virtual
disk drives) that can be linked to a server. The functions provided by this API are similar to the Work with
Network Server Storage Spaces (WRKNWSSTG) command.

Authorities and Locks

Network Server Sorage Space Authority
*RX for IFS directory /QFPNWSSTG
*RX for IFS directory /QFPNWSST G/hame
*R for the filesin IFS directory /QFPNWSST G/name
Note: In the abovefile paths, 'name' is the name of the storage space.

Network Server Storage Space Lock
None

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)



The receiver variable that receives the information requested. Y ou can specify the size of the area
to be smaller than the format requested as long as you specify the length parameter correctly. Asa
result, the API returns only the data the area can hold.

Length of receiver variable
INPUT; BINARY (4)
The length of the receiver variable provided. The length of the receiver variable parameter may be
specified up to the size of the receiver variable specified in the user program. If the length of the

receiver variable parameter specified is larger than the allocated size of the receiver variable
specified in the user program, the results are not predictable. The minimum length is O bytes.

List information
OUTPUT; CHAR(80)

Information about the list created by this program. For a description of the layout of this parameter,
see Format of List Information.

Number of recordstoreturn
INPUT; BINARY (4)

The number of recordsin thelist to put into the receiver variable. The value must be O or greater.
Format name
INPUT; CHAR(8)

The format of the information returned. Y ou must use the following format name:

DOLDO0100 The output storage space list structure. For more information, see DOLD0100
Format.

Storage space name qualifier
INPUT; CHAR(*)

A restriction on the information to be retrieved. This parameter allows the caller to request a subset
of the records that normally would be returned on a given format. If this parameter is*ALL, no
information qualification is performed. Allowable values are:

*ALL Information about all storage spaces.
Storage space name Information about the specified storage space name record only.

Generic storage space name*  Information about storage spaces matching the generic storage
space name string.

Length of storage space name qualifier
INPUT; BINARY (4)

The length of the storage space name qualifier.
Network server description name qualifier
INPUT; CHAR(*)

A restriction on the information to be retrieved. This parameter allows the caller to request a subset
of the records that normally would be returned on a given format. If this parameter is*ALL, no



information qualification is performed. Allowable values are:

*ALL Information about storage spaces for all network server

descriptions, including storage spaces that are not linked to a
network server description.

Network server description name Information about storage spaces linked to the specified

network server description name only.

Length of network server description name qualifier
INPUT; BINARY (4)

The length of the network server description name qualifier.
Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter. If this parameter is omitted, diagnostic and escape messages are issued to the
application.

DOLDO0100 Format

Format DOLD0100 returns storage space information.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Displacement to next storage space record

| 4 | 4 |BINARY(4) |Lengthof storage space record

| 8 | 8 |CHAR(10) |Name

| 18 | 12 |CHAR(50) |Description

[ 68 [ 44 [BINARY(4) |Capacity

| 72 | 48 |BINARY(4) |Percent used

[ 76 [ 4C [BINARY(4) |Disk pool

| 80 | 50 |BINARY(4) |Storage spaceformat

| 84 | 54 |BINARY(4) |Storage space formatting status

| 8 | 58 |BINARY(4) |Accessto storage space

| 92 | 5C |BINARY(4) |Displacement tolist of server entries

| 96 | 60 |BINARY(4) |Length of serverlist entries

| 100 | 64 |BINARY(4)  |Number of server list entries

| 2104 | 68 |BINARY(4) |[Clustering quorum resource disk

| 108 | 6C |CHAR(10) Disk pool name

| 118 | 76 |[CHAR(2 |Reserved<

These fields IBINARY(4)  |Dynamic link

repeat for each [BINARY(4) |Link sequence position

server entry —
ICHAR(8) |Network server description name




IBINARY(4)  |Displacement to server name
IBINARY(4)  |Length of server name
|ICHAR(*) |Server name

Field Descriptions

Access to storage space. The type of access the server has to the storage space data. The possible values
follow:

0  Exclusive update - update access; not shared
1  Sharedread - read access; storage space shared with other servers

#2  Shared update - update access; storage space shared with other servers &

Capacity. The size of the storage space, in megabytes (MB).

#Clustering quorum resour ce disk. Whether the storage space was created as a cluster quorum resource
disk.

0 Thisstorage spaceishot a cluster quorum resource disk.

1 Thisstorage spaceis acluster quorum resource disk.

Description. The text description of the storage space.
Disk pool. The disk pool that contains the storage space.
1 System disk pool
2-32 User disk pools
#» 33-255  Independent user disk pools4

#Disk pool name. The device description name for the independent user disk pool that contains the
storage space. %

Displacement to list of server entries. The displacement in bytes from the beginning of the record to the
list of network server descriptions that are linked to the storage space. If there are no network server
descriptions linked to the storage space, thisvalueis zero.

Displacement to next storage space record. The displacement in bytes from the beginning of the record to
the next storage space record. If thisisthe last record, this valueis zero.

Displacement to server name. The displacement in bytes from the beginning of the server list entry to the
server name.

Dynamic link. Whether the storage space was linked to the server dynamically. The possible values follow:
0 The storage space was not linked dynamically.
1 The storage space was linked dynamically.



Length of server list entries. The length of each server entry.
L ength of server name. The length of the server name.
Length of storage space record. The length of the data for the current storage space.

#Link sequence position. The relative order that storage spaces are linked to the network server
description. Storage spaces appear to Windows in the order specified by the link sequence position value.
There are several types of storage space links. The link types and the corresponding link sequence position
ranges are as follows:

Fixed Links of this type have the dynamic link value set to 0. The link sequence
position values range from 1 to 16.

Cluster quorumresource Links of thistype have the clustering quorum resource disk value set to 1
and the access to stor age space value set to 2. The link sequence position
vaueis 1.
Note: Thislink type only applies to Windows servers.

Cluster shared Links of thistype have the clustering quorum resour ce disk value set to 0
and the access to stor age space value set to 2. The link sequence position
valuesrange from 1 to 15.
Note: Thislink type only applies to Windows servers.

Dynamic Links of this type have the dynamic link value set to 1 and the criteriafor

the above link typesis not met. The link sequence position values range from
1to64.

The storage spaces appear to the server grouped by the above link types and in the link type order shown
above. Within each link type group, the storage spaces appear to the server in the order of the link sequence
position values.4%

Name. The name of the storage space.

Network server description name. The name of the network server description that is linked to the storage
space.

Number of server list entries. The number of server entries.

Per cent used. The percentage of the storage space capacity that is occupied by data.
#»Reserved. Reserved area for 4-byte boundary alignment. <

Server name. The name of the server that is linked to the storage space.

Storage space format. Thefile system format that is used for the storage space. The possible values
follow:

0 High performance file system (HPFS)
File Allocation Table (FAT) file system
NetWare file system

AlX file system

A W DN B

Windows NT file system (NTFS)



6 32-bit File Allocation Table (FAT-32) file system
% 7 Open sourcefile system
254 Unknown (the storage space contains an unknown format type)<

255 Pending (the storage spaceisin the process of being created)

Stor age space formatting status. Whether the storage space is properly formatted for the specified file
system format and ready to use. The possible values follow:

0 Unknown
1 Complete

2 Incomplete

Format of List Information

The following table shows the format of the list information parameter. For detailed descriptions of the
field in the table, see Field Descriptions.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Total records

| 4 | 4 |BINARY(4) |Recordsreturned

[ 8 [ 8 [CHAR@  |Requesthandie

| 12 | C |BINARY(4) |Recordlength

| 16 | 10 |CHAR(1) |Information complete indi cator
| 17 | 11 |CHAR(13) |Date and time created

| 30 | 1E |CHAR(1) |List status indicator

| 31 | 1IF |CHAR(1) |Reserved

| 32 | 20 |BINARY(4) |Length of information returned
| 36 | 24 |BINARY(4) |Firstrecord in buffer

| 40 | 28 |CHAR(40)  |Reserved

Field Descriptions

Date and time created. The date and time the list was created. The 13 characters are:
1 Century, where O indicates years 19xx and 1 indicates years 20xx.
2-7 Thedate, in YYMMDD (year, month, day) format.
8-13 Thetime of day, in HHMMSS (hours, minutes, seconds) format.



First record in buffer. The number of the first record in the receiver variable.
Information completeindicator. Whether al information requested has been supplied.

I (X'C9’) Incomplete information. An interruption caused the list to contain incomplete information
about a buffer or buffers.

P (x'D7") Partial and accurate information. Partial information is returned when the maximum space
was used and not all of the buffers requested were read.

C X'C3) Complete and accurate information. All the buffers requested were read and returned.

Length of information returned. The size, in bytes, of the information returned in the receiver variable.
List statusindicator. The status of the list building. The indicators are:

0 Thelist building is pending.

1 Thelistisinthe process of being built.
2 Thelist has been built completely.
3

An error occurred while building the list. The next call to QGY GTLE will cause the error to be
signalled to the caller of QGYGTLE.

Record length. The length of each record of information returned. For variable length records, thisvalueis
set to 0. For variable length records, you can obtain the length of individual records from the records
themselves.

Records returned. The number of records returned in the receiver variable. Thisisthe smallest of the
following values:

« The number of recordsthat fit into the receiver variable.

« The number of recordsin thelist.

« The number of records regquested.

Request handle. The handle of the request that can be used for subsequent requests of information from the
list. The handleisvalid until the Close List (QGY CLST) APl iscalled to close thelist or until the job ends.

Note: Thisfield should be treated as a hexadecimal field. It should not be converted from one CCSID to
another (for example, EBCDIC to ASCII) because doing so could result in an unusable value.

Reserved. Reserved field. Must be set to hexadecimal or binary zero.

Total records. The total number of records available in the list.

Error Messages

Message|D  Error Message Text

CPF24B4E  Severeerror while addressing parameter list.
CPF2634 E Not authorized to object & 1.

CPF3C17E  Error occurred with input data parameter.
CPF3C19E Error occurred with receiver variable specified.



CPF3C1D E
CPF3CI1EE
CPF3C1F E
CPF3C21 E
CPF3C24 E
CPF3CF1 E
CPF3CF2 E
CPF3C36 E
CPF9806 E
CPF9872 E

Length specified in parameter & 1 not valid.

Required parameter & 1 omitted.

Pointer is not on a 16 byte boundary.

Format name & 1 isnot valid.

Length of the receiver variableis not valid.

Error code parameter not valid.

Error(s) occurred during running of &1 API.

Number of parameters, & 1, entered for this APl was not valid.

Cannot perform function for object &2 in library & 3.

Program or service program & 1 in library & 2 ended. Reason code & 3.

API Introduced: V5R1
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Open List Network Server Users (QFPADOLU)
API

Required Parameter Group:

1 Receiver variable Output Char(*)

2 Length of receiver variable Input Binary(4)

3 List information Output Char(80)
4 Number of records to return Input Binary(4)

5 Format name Input Char(8)

6 Profile type Input Char(10)

7 Profile name Input Char(10)

8  Windows domain name qualifier Input Char(*)

9 Length of Windows domain name qualifier [nput Binary(4)
10  Windows server name qualifier Input Char(*)
11 Length of Windows server name qualifier Input Binary(4)
12 Error code /10 Char(*)

Default Public Authority: *USE

Threadsafe: No

The Open List Network Server Users (QFPADOLU) API generates alist of Windows domains and servers,
and the associated profiles enrolled to them in the network. The list will be returned grouped by domain or
server name, and within the domain or server, by profile name.

Authorities and Locks

User profile
*READ

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)
The receiver variable that receives the information requested. Y ou can specify the size of the area

to be smaller than the format requested as long as you specify the length parameter correctly. Asa
result, the API returns only the data the area can hold.

Length of receiver variable
INPUT; BINARY (4)

The length of the receiver variable provided. The length of the receiver variable parameter may be



specified up to the size of the receiver variable specified in the user program. If the length of the
receiver variable parameter specified is larger than the allocated size of the receiver variable
specified in the user program, the results are not predictable. The minimum length is O bytes.

List information
OUTPUT; CHAR(80)

Information about the list created by this program. For a description of the layout of this parameter,
see Format of List Information.

Number of recordstoreturn
INPUT; BINARY (4)

The number of recordsin the list to put into the receiver variable. The value must be O or greater.
Format name
INPUT; CHAR(8)

The format of the information returned. Y ou must use the following format name:

DOLUO100 Returnsrecords for user and associated group records, or records for group and
associated user records.

Profiletype
INPUT; CHAR(10)

Whether profile information returned is on a user profile or group profile basis. Values can be:

*USER Retrieve information about profiles defined as users on the selected domains or
servers. The group information for each group of which the user is amember isalso
returned.

*GROUP Retrieve information about profiles defined as groups on the selected domains or
servers. The users belonging to each group is returned al so.

*ALL Retrieve both group and user information for a single domain or server. All group
records are returned first, without the associated user records. Then all user records
are returned, without the associated group records.

*NONE  Retrieve information for domains and servers, but not for users or groups. Records
for domains are returned first, followed by records for servers. No user or group
records are returned.

Profile name
INPUT; CHAR(10)

The names of the profilesto be included in the list. A specific profile can be specified, or the
profile name can be specified with a generic name (such as 'USER*") to retrieve alist of all profiles
starting with the specified letters. Allowable values are:

*ALL Information about al profiles
Profile name Information about the specified profile name record only.

Generic profile name*  Information about profiles matching the generic profile name string.



Usage note: Avoid the use of characters'5B'X, '7B'X, and '7C'X (CCSID 37 characters'$, '#, and
‘@', respectively) in profile names.

Windows domain name qualifier
INPUT; CHAR(*)
The names of the Windows domains to be included in thelist. A specific domain can be specified,

or the domain name can be specified with a generic name (such as'DMN*") to retrieve alist of all
domains starting with the specified letters. Allowable values are:

*ALL All domains with which users are enrolled are to be included in the
list.

*NONE No domains are to be included in the list.

*NWSA Only the system default domains shown on the Display Network

Server Attributes (DSPNWSA) command are to be included in the list.
Domain name Information about the specified domain only.

Generic domain name*  Information about domains matching the generic domain name string.

L ength of Windows domain name qualifier
INPUT; BINARY (4)

The length of the Windows domain name qualifier.
Windows server name qualifier
INPUT; CHAR(*)
The names of the Windows serversto be included in the list. A specific server can be specified, or

the server name can be specified with a generic name (such as'SRV*') to retrieve alist of all
servers starting with the specified letters. Allowable values are:

*ALL All servers with which users are enrolled are to be included in the list.
*NONE No servers are to be included in thelist.
*NWSA Only the system default servers shown on the Display Network Server

Attributes (DSPNWSA) command are to be included in the list.
Server name Information about the specified server only.

Generic server name*  Information about servers matching the generic server name string.

Length of Windows server name qualifier
INPUT; BINARY (4)

The length of the Windows server name qualifier.
Error code
1/O; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code



Parameter. If this parameter is omitted, diagnostic and escape messages are issued to the application.

Format of Data Returned

Thelist data returned for the DOLUO0100 format contains three types of records:
Server records  Contain information about adomain or server.
User records  Contain information about a user profile.

Group records Contain information about a group profile.

If the profile type requested is * USER, then records are returned as follows:
o Serverl
0 User 1for server 1
= Group 1foruserl
= Group 2 for user 1
= Group nfor user 1
o User 2for server 1
= Group 1 for user 2
= Group 2 for user 2
= Group nfor user 2
o User nfor server 1
o Server 2

If the profile type requested is * GROUP, then records are returned as follows:
o Serverl
o Group 1for server 1
= Userlforgroupl
= User 2forgroup 1
= Usernforgroup 1
o Group 2 for server 1
= User 1for group 2
= User 2 for group 2
= Usernfor group 2
o Group nfor server 1
o Server2

If the profile type requested is* ALL, then records are returned as follows:
o Serverl
o Group 1for server 1
o Group 2 for server 1
o Group nfor server 1



o User 1for server 1
0 User 2for server 1
o Usernfor server 1

If the profile type requested is * NONE, then records are returned as follows:
o Domainil
o Domain 2
o Domainn
e Serverl
o Server2
e Servern

DOLUO0100 Record Format

The following table defines the structure of each record returned for format DOL U0100.

| Offset
| Dec | Hex |Type ’Fi eld
| 0 | 0 |BINARY(4) |Displacement to next record
| 4 | 4 |BINARY(4) |Length of record
| 8 | 8 |BINARY(4) |Recordtype
| 12 | C |BINARY(4)  |Number recordsto next record same level
| 16 | 10 |BINARY(4)  |Number records next lower level
| 20 | 14 |BINARY(4) |Displacement to name
| 24 | 18 |BINARY(4) |Length of name
[28 [ IC [BINARY(4) [Severtype
| 32 | 20 |BINARY(4) |Enroliment reason
| 36 | 24 |BINARY(4) |Member enrollment
[40 [ 28 [BINARY(4) |Profilestatus
| 44 | 2C |CHAR(50) |Profile description
| 94 | B5E |CHAR(6) |Enrollment error code
[100 [ 64 |[CHAR(0) |Messagefile
| 110 | 6E |CHAR(10) |Primary message file library
| 120 | 78 |CHAR(7) |Message ID
See | See ’CHAR(*) Name
note | note

variable.

Note: The displacement to the nameis specified in the displacement to name




DOLUO0100 Record Field Descriptions

Displacement to name. The displacement in bytes from the beginning of the record to the name.

Displacement to next record. The displacement in bytes from the beginning of the record to the next

record. If thisisthe last record, this value will be zero.

Enrollment error code. Thisvalueisonly specified if the record isauser or group type record. Normally
itisblank, but it will be set to the last enrollment error code that was received while attempting to create,
delete, or update a user on a server. This should only be non-blank if the profileisin one of the recovery or

delete statuses.

The enrollment error codes are;

239
245
247
248
249
260
261
262
263
264
265
266
267
268
269

270

271
272
273
274
275
276

User enrollment failed because the password can not be retrieved.

User enrollment failed because the password can not be retrieved.

Update of group failed because domain group type cannot be changed.
Unable to delete user from Windows domain or server.

Unable to delete group from Windows domain or server.

User not created because specified name is areserved name in Windows.
Group not created because specified name is areserved name in Windows.
User not deleted because specified name is areserved name in Windows.
Group not deleted because specified name is areserved name in Windows.
Enrollment request cannot compl ete because domain controller not found.
User not created because user template not found.

User not created because user name aready exists.

Create or update of user failed for an unknown reason.

Create or update of group failed for an unknown reason.

User was created or updated successfully on Windows. The user, however, was not added to the

ASA00_Users group on Windows.

A request to delete the user from Windows failed because the user is a member of the

ASA00_Permanent_Users group on Windows.

A request to delete the group from Windows failed because the group is hot empty on Windows.

Add user to an enrolled group failed on Windows.

Create failed because user or group already exists on Windows.
Add user to agroup listed in the user template failed on Windows.
User successfully enrolled, but not marked as enrolled on Windows.

Group successfully enrolled, but not marked as enrolled on Windows.



277 User unenrolled, but still marked as an enrolled user on Windows,
278 Group unenrolled, but still marked as an enrolled group on Windows.
279 Create or update of user failed on Windows; password not valid.

280 Create or update user failed. A network server description (NWSD) associated with the Windows
domain or server must be varied on.

281 Enrollment request to local server not valid on domain controller.
282  Service not authorized to manage domain groups and users on the domain.

296 Unableto create home directory for user.

Enrollment reason. Thisvalueis specified only if the record isauser type record. It indicates why a
profile has been selected for enrollment:

1 Theuser isamember of agroup that has enrolled members.

2 Theuserisspecifically enrolled to adomain or server.

Length of name. The length of the name.
Length of record. The length of the data for the current record.

Member enrollment. Thisvalueis specified only if the record is a group type record. It indicates whether
group members are enrolled.

0 Group members are not enrolled.

1 Group members are enrolled.

Message file. Thisvalue is specified only if the record isauser or group type record. The message file that
contains the message ID for a message that describes the enrollment error code for afailed enrollment
operation.

Message | D. Thisvalueis specified only if the record isauser or group type record. The message that
describes the enrollment error code for afailed enrollment operation.

Name. The name of a Windows domain, server, user, or group.

Usage note: Avoid the use of characters'5B'X, '7B'X, and '7C'X (CCSID 37 characters'$, '#, and'@',
respectively) in user and group profile names.

Number records next lower level. The number of sub-records that exist for arecord. For example, if the
current record is a group record, followed by three user records for that group, then the number of records
next lower level would be three.

Number recordsto next record same level. The number of records to traverse to locate the next record of
the same type (server, user, or group). If there are no more records of the same type, thisvaueis zero.

For example, if the current record is a group record, followed by three user records for the group, followed
by another group record, then the number of records to next record same level would be four.

Primary messagefilelibrary. Thelibrary that contains the message file. This valueis specified only if the
record is a user or group type record.



Note: If the message text isretrieved, use *LIBL (library list) as the message file library so that the correct
national language version of the message text is retrieved. If the message file returned by this APl isnot in
any of librariesin the library list, then message retrieval operation will fail with message CPF2407
"Message filex in *LIBL not found.” If this occurs, then attempt the retrieval operation again, using the
primary message file library that is returned by this API.

Profile description. The description for this profile. Thisvalueis specified only if the record isauser or
group type record.

Profile status. The current status of a user or group on aserver. Thisvalueis specified only if therecord is
auser or group type record. The following values represent the various status values:

Profile is enrolled on the server (up-to-date).
Enrollment pending on the server.

Enrollment retry pending on the server.

1

2

3

4  Enrollment failed.
5 Unenrollment pending on the server.

6 Unenrollment retry pending on the server.
7 Unenrollment failed.

8

Only group members enrolled. The usersin the group are enrolled to the servers, but the group itself
is not enrolled to the servers. This statusisvalid only for a group.

Record type. The record type for arecord. The values that represent the various types follow:
1 A server typerecord.
2 A user typerecord.

3 A group type record.

Note: Thefirst record in thelist is always a server type record.

Server type. The type of server represented by the record. This valueis specified only if the record isa
server type record.

1 A Windows domain.

2 A Windows server.

Format of List Information

The following table shows the format of the list information parameter. For detailed descriptions of the
field in the table, see Field Descriptions.

| Offset
| Dec | Hex |Type Field




| 0 | 0 |BINARY(4) |Total records

| 4 | 4 |BINARY(4) |Recordsreturned

| 8 | 8 |CHAR(¥) |Request handle

| 12 | C |BINARY(4) |Recordlength

| 16 | 10 |CHAR(1) |Information complete indicator
| 17 | 11 |CHAR(13)  |Dateand time created

| 30 | 1E |CHAR() |List status indicator

[3L [ 1IF [CHAR®)  |Reserved

| 32 | 20 |BINARY(4) |Length of information returned
| 36 | 24 |BINARY(4) |Firstrecordin buffer

[ 40 [ 28 [CHAR@40)  |Reserved

Field Descriptions

Date and time created. The date and time the list was created. The 13 characters are:

11  Century, where O indicates years 19xx and 1 indicates years 20xx.

2-7 Thedate, in YYMMDD (year, month, day) format.

8-13 Thetime of day, in HHMMSS (hours, minutes, seconds) format.

First record in buffer. The number of thefirst record in the receiver variable.

Information completeindicator. Whether all information requested has been supplied.

C

Incomplete information. An interruption caused the list to contain incompl ete information about a
buffer or buffers.

Partial and accurate information. Partial information is returned when the maximum space was used
and not all of the buffers requested were read.

Complete and accurate information. All the buffers requested were read and returned.

Length of information returned. The size, in bytes, of the information returned in the receiver variable.

List statusindicator. The status of the list building. The indicators are:

0

1
2
3

Thelist building is pending.
Thelist isin the process of being built.
Thelist has been built completely.

An error occurred while building the list. The next call to QGY GTLE will cause the error to be
signalled to the caller of QGY GTLE.

Record length. The length of each record of information returned. For variable length records, thisvalueis
set to 0. For variable length records, you can obtain the length of individual records from the records
themselves.



Recordsreturned. The number of records returned in the receiver variable. Thisisthe smallest of the
following values:

« The number of records that fit into the receiver variable.
o The number of recordsin thelist.
« The number of records regquested.

Request handle. The handle of the request that can be used for subsequent requests of information from the
list. The handleisvalid until the Close List (QGY CLST) API iscalled to close the list or until the job ends.

Note: Thisfield should be treated as a hexadecimal field. It should not be converted from one CCSID to
another (for example, EBCDIC to ASCII) because doing so could result in an unusable value.

Reserved. Reserved field. Must be set to hexadecimal or binary zero.

Total records. The total number of records available in the list.

Error Messages

Message | D Error Message Text

CPFA314 E Memory allocation error.

CPF24B4 E Severe error while addressing parameter list.

CPF2634 E Not authorized to object & 1.

CPF3C19E Error occurred with receiver variable specified.

CPF3CID E Length specified in parameter & 1 not valid.

CPF3C21 E Format name & 1 is not valid.

CPF3C36 E Number of parameters, & 1, entered for this APl was not valid.
CPF3C3CE Vaue for parameter &1 not valid.

CPF3CF1E Error code parameter not valid.

CPF3CF2 E Error(s) occurred during running of &1 API.

CPF9872 E Program or service program &1 in library & 2 ended. Reason code & 3.
CPF9999 E Function check. & 1 unmonitored by & 2 at statement &5, instruction & 3.

API Introduced: V5R1

Top | Server Support APIs| APIs by category




Open List Network Servers (QFPADOLS) API

Required Parameter Group:

1 Recelver variable Output Char(*)
2  Length of receiver variable Input Binary(4)
3  Listinformation Output Char(80)
4 Number of recordsto return Input Binary(4)
5  Format name Input Char(8)
6  Server name qualifier Input Char(*)
7  Length of server name qualifier Input Binary(4)
8  Error Code /10 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Open List Network Servers (QFPADOLS) API retrieves alist of servers. The functions provided by
this APl are similar to the Work with Network Server Status (WRKNWSSTS) command.

Authorities and Locks

Network Server Description Authority
*USE

Network Server Description Lock
*EXCLRD

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)

The receiver variable that receives the information requested. Y ou can specify the size of the area
to be smaller than the format requested as long as you specify the length parameter correctly. Asa
result, the API returns only the data the area can hold.

Length of receiver variable
INPUT; BINARY (4)

The length of the receiver variable provided. The length of the receiver variable parameter may be
specified up to the size of the receiver variable specified in the user program. If the length of the
receiver variable parameter specified is larger than the allocated size of the receiver variable
specified in the user program, the results are not predictable. The minimum length is O bytes.

List information



OUTPUT; CHAR(80)

Information about the list created by this program. For a description of the layout of this parameter,
see Format of List Information.

Number of recordstoreturn
INPUT; BINARY (4)

The number of recordsin thelist to put into the receiver variable. The value must be O or greater.
Format name
INPUT; CHAR(8)

The format of the information returned. Y ou must use the following format name:

DOLS0100 The output server list structure for Windows servers. For more information, see
DOL S0100 Format.

Server name qualifier
INPUT; CHAR(*)
A restriction on the information to be retrieved. This parameter allows the caller to request a subset

of the entries that normally would be returned on a given format. If this parameter is*ALL, no
information qualification is performed. Allowable values are:

*ALL Information about al servers.
Server name Information about the specified server name entry only.
Generic server name*  Information about servers matching the generic server name string.

Length of server name qualifier
INPUT; BINARY (4)

The length of the server name qualifier.
Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter. If this parameter is omitted, diagnostic and escape messages are issued to the
application.

DOLS0100 Format

Format DOL S0100 returns Windows server information.

Offset
Dec | Hex ’Type
0 | O |[BINARY(4) |Displacement to next server entry
4 | 4 |[BINARY(4) |Lengthof server entry
8 | 8 |[CHAR(®) |Network server description (NWSD) name

Field




[16 [ 10 [CHAR®D)  [Serverstaus
[ 17 [ 11 [CHAR®)  |Reserved
| 20 | 14 |BINARY(4) |Displacement to server name
| 24 | 18 |BINARY(4) |Length of server name
| 28 | 1C |BINARY(4) |Displacement to domain name
| 32 | 20 |BINARY(4) |Lengthof domain name
| 36 | 24 |BINARY(4) |Displacement to server description
| 40 | 28 |BINARY(4) |Length of server description
| 44 | 2C |BINARY(4) |Displacement to DNSdomain name
| 48 | 30 |BINARY(4) |Lengthof DNSdomain name
| 52 | 34 |CHAR(10) |Hardware resource name
| 62 | 3E |CHAR(%) |Hardware resource type
| 66 | 42 |CHARQ3 |Hardware resource model
| 69 | 45 |CHAR(6) liSeries Integration version
| 75 | 4B |CHAR(7) |iSeries Integration service pack
[ 82 | 52 [CHAR(®)  |Reserved
84 54 [BINARY (4) Displacement to list of iSeries Integration hot
fix entries
| 8 | 58 |BINARY(4) |Lengthof aniSeriesIntegration hot fix entry
| 92 | 5C |BINARY(4) |Number of iSeries|ntegration hot fix entries &
See See |CHAR(*) Server name
note | note
See See [CHAR(*) Domain name
note | note
See See |CHAR(*) Server description
note | note
See See |CHAR(*) DNS domain name
note | note
#Thesefields |[CHAR(7) iSeries Integration hot fix
repeat for each
iSeries
Integration hot CHAR(1) Reserved<
fix.
Note: The displacement to the server name, domain name, server description, DNS
domain name, #+and hot fix € are specified in the respective displacement
variables.

Field Descriptions

Displacement to DNS domain name. The displacement in bytes from the beginning of the record to the
domain name of the Domain Name System (DNS).

Displacement to domain name. The displacement in bytes from the beginning of the record to the domain
name.



“Displacement to list of iSeries Integration hot fix entries. The displacement to the first entry in the
iSeries Integration hot fix list.4%

Displacement to next server entry. The displacement in bytes from the beginning of the record to the next
server entry. If thisisthe last entry, this value will be zero.

Displacement to server description. The displacement in bytes from the beginning of the record to the
server description.

Displacement to server name. The displacement in bytes from the beginning of the record to the server
name.

DNS domain name. The domain name system (DNS) domain name of this server.
Domain name. The domain name of this server.

#Har dwar e resour ce model. The hardware resource mode! of the input/output processor (10P) or
input/output adapter (I0A) for the server.

Har dwar e resour ce name. The hardware resource name of the input/output processor (IOP) or
input/output adapter (I0A) for the server.

Har dwar e resour ce type. The hardware resource type of the input/output processor (IOP) or input/output
adapter (I0A) for the server.

iSeries Integration hot fix. Theidentifier for an iSeries Integration for Windows Server hot fix that is
installed on the server.

iSeries Integration service pack. The identifier for an iSeries Integration for Windows Server service pack
that isinstalled on the server.

iSeries Integration version. The version number of the i Series Integration for Windows Server product
that isinstalled on the server. The value has the format VXRyMz, where x isthe version, y isthe release,
and z is the modification.

Length of an iSeries I ntegration hot fix entry. The length of oneiSeries Integration hot fix entry.<&
Length of DNS domain name. The length of this DNS domain name.

Length of domain name. The length of this domain name.

Length of server description. The length of this server description.

Length of server entry. The length of this server entry.

Length of server name. The length of this server name.

Network server description (NWSD) name. The name of the network server description.

#Number of iSeriesIntegration hot fix entries. The number of times the i Series Integration hot fix
entries are repeated. <%

Reserved. Reserved space.
Server description. The server description.

Server name. The name of this server.



Server status. The status of the server. The possible values follow:
0 Adctive

1 Inactive

2  Restricted

3 Pending

4  Unknown

5 Ending

#6 Faled

7 Partialy shut down#

Format of List Information

The following table shows the format of the list information parameter. For detailed descriptions of the
field in the table, see Field Descriptions.

| Offset ’ ’

| Dec | Hex |Type Field

| 0 | 0 |BINARY(4) |Total records

| 4 | 4 |BINARY(4) |Recordsreturned

| 8 | 8 |CHAR(4) |Request handle

| 12 | C |BINARY(4) |Recordlength

| 16 | 10 |CHAR(1) |Information complete indi cator
| 17 | 11 |CHAR(13)  |Dateand time created

| 30 | 1E |CHAR() |List status indicator

[3L [ IF [CHAR®)  |Reserved

| 32 | 20 |BINARY(4) |Length of information returned
| 36 | 24 |BINARY(4) |Firstrecordin buffer

[40 [ 28 [CHAR@40)  |Reserved

Field Descriptions

Date and time created. The date and time the list was created. The 13 characters are:
1 Century, where 0 indicates years 19xx and 1 indicates years 20xx.
2-7 Thedate, in YYMMDD (year, month, day) format.

8-13 Thetime of day, in HHMMSS (hours, minutes, seconds) format.



First record in buffer. The number of the first record in the receiver variable.
Information complete indicator. Whether al information requested has been supplied.

I Incomplete information. An interruption caused the list to contain incomplete information about a
buffer or buffers.

P Partial and accurate information. Partial information is returned when the maximum space was used
and not all of the buffers requested were read.

C Complete and accurate information. All the buffers requested were read and returned.

Length of information returned. The size, in bytes, of the information returned in the receiver variable.
List statusindicator. The status of thelist building. The indicators are:

0 Thelist building is pending.

1 Thelistisinthe process of being built.
2 Thelist has been built completely.
3

An error occurred while building the list. The next call to QGY GTLE will cause the error to be
signalled to the caller of QGYGTLE.

Record length. The length of each record of information returned. For variable length records, thisvalueis
set to 0. For variable length records, you can obtain the length of individual records from the records
themselves.

Records returned. The number of records returned in the receiver variable. Thisisthe smallest of the
following values:

« The number of recordsthat fit into the receiver variable.

o The number of recordsin thelist.

« The number of records regquested.

Request handle. The handle of the request that can be used for subsequent requests of information from the
list. The handleisvalid until the Close List (QGY CLST) API iscalled to close the list or until the job ends.

Note: Thisfield should be treated as a hexadecimal field. It should not be converted from one CCSID to
another (for example, EBCDIC to ASCII) because doing so could result in an unusable value.

Reserved. Reserved field. Must be set to hexadecimal or binary zero.

Total records. The total number of records available in thelist.

Error Messages

MessagelD  Error Message Text
CPF24B4E  Severeerror while addressing parameter list.
#CPF2625 E  Not ableto allocate object & 1.4%



CPF2634 E Not authorized to object & 1.

CPF3C17E  Error occurred with input data parameter.

CPF3C19E Error occurred with receiver variable specified.

CPF3C1D E  Length specified in parameter &1 not valid.

CPF3CIEE  Required parameter &1 omitted.

CPF3CLFE  Pointer isnot on a 16 byte boundary.

CPF3C21 E Format name & 1 isnot valid.

CPF3C24 E Length of the receiver variableis not valid.

CPF3CFLE  Error code parameter not valid.

CPF3CF2E Error(s) occurred during running of &1 API.

CPF3C36 E Number of parameters, & 1, entered for this APl was not valid.
CPF9806 E Cannot perform function for object &2 in library & 3.
CPFO872 E Program or service program & 1 in library & 2 ended. Reason code & 3.

#Note: CPF2634 and CPF2625 messages are returned in the error code parameter, and are not signaled. <

API introduced: V4R5

Top | Server Support APIs | APIs by category




Process Network Server User (QFPADPNU) API

Required Parameter Group:

1 Option Input Char(10)
2  Profiletype Input Char(10)
3 Profilename Input Char(10)
4 Windows domain name Input Char(*)

5  Length of Windows domain name Input Binary(4)
6  Windows server name Input Char(*)

7  Length of Windows server name Input Binary(4)
8  Error code /10 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Process Network Server User (QFPADPNU) API performs an error recovery operation on a selected
user or group enrollment entry for a particular Windows domain or server.

Enrollment and unenrollment requests can fail for various reasons. If an enrollment or unenrollment request
has failed, the administrator can correct the error and then use this APl with the *RETRY option to retry the
failed enrollment or unenrollment request. If an unenrollment request has failed and the error cannot be
corrected, the administrator can use this API with the * REM OV E option to remove the user or group from
the list of enrolled users or groups for adomain or server.

Authorities and Locks

User profile
*READ

Required Parameter Group

Option
INPUT; CHAR(10)

The type of operation to be performed. Y ou must use one of the following options:

*REMOVE This option removes the entry from the list of users or groups that are enrolled to a
Windows domain or server. Thisoption isonly valid for those entries that are in
the process of being unenrolled (status of unenrollment pending, unenrollment
retry pending, or unenrollment failed).

For example, if an unenrollment request failed because the server that the user was
enrolled to no longer exists, then the administrator could use the *REMOVE
option of this API to remove the user from the enrollment list for that server.



*RETRY This option immediately retries the enrollment request to the Windows domain or
server. Thisoption isnormally used after an enrollment or unenrollment request
has failed and the reason for the failure has been corrected.

For example, if an enrollment request failed because the user template does not
exist on the server, then the administrator could create the user template and then
use the *RETRY option of this APl to reattempt the enrollment request.

Profile type
INPUT; CHAR(10)

Whether profile information isfor auser profile or group profile. Vaues can be:

*USER  The profileinformation is for a user profile on the selected domain or server.

*GROUP The profile information is for a group profile on the selected domain or server

Profile name
INPUT; CHAR(10)

The name of the profile to process. Allowable values are:

Profilename Perform the operation for the specified user or group profile.

Usage note: Avoid the use of characters'5B'X, '7B'X, and '7C'X (CCSID 37 characters'$, '#, and
‘@', respectively) in profile names.

Windows domain name
INPUT; CHAR(*)

The name of the Windows domain to process. Allowable values are:
*NONE No domain isto be processed.

Domain name Perform the operation for the specified domain.

Length of Windows domain name
INPUT; BINARY (4)

The length of the Windows domain name.
Windows server name
INPUT; CHAR(*)

The name of the Windows server to process. Allowable values are:
*NONE No server are to be processed.

Server name  Perform the operation for the specified server.



Length of Windows server name
INPUT; BINARY (4)

The length of the Windows server name.

Error code

1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter. If this parameter is omitted, diagnostic and escape messages are issued to the
application.

Error Messages

M essage | D
CPF24B4 E
CPF2634 E
CPF3C1D E
CPF3C3CE
CPF3CF1E
CPF3C36 E
CPF9872 E
CPF9999 E

Error Message Text

Severe error while addressing parameter list.

Not authorized to object & 1.

Length specified in parameter & 1 not valid.

Vaue for parameter &1 not valid.

Error code parameter not valid.

Number of parameters, & 1, entered for this APl was not valid.

Program or service program &1 in library & 2 ended. Reason code & 3.
Function check. &1 unmonitored by & 2 at statement &5, instruction & 3.

API Introduced: V5R1

Top | Server Support APIs | APIs by category




Retrieve Network Server Information
(QFPADRNI) API

Required Parameter Group:

1 Receiver variable Output Char(*)
2 Length of receiver variable Input Binary(4)
3 Format name Input Char(8)
4  NWSD server name Input Char(8)
5  Error Code /0 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Retrieve Network Server Information (QFPADRNI) API retrieves information from a Windows server.
The amount of information returned depends on the size of the variable. The information returned is similar
to the information returned by the Work with Network Server Status (WRKNWSSTS) command's option 5,
Display details.

Authorities and Locks

Network Server Description Authority
*USE

Network Server Description Lock
*EXCLRD

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)
The variable to receive the network server information. Y ou can specify the size of thisareato be

smaller than the format requested as long as you specify the length parameter correctly. Asaresult,
the API returns only the data that the area can hold.

Length of receiver variable
INPUT; BINARY (4)
The length of the receiver variable. If the length islarger than the size of the receiver variable, the
results may not be predictable. The minimum length is 8 bytes.
Format name
INPUT; CHAR(8)



The format of the network server information to be returned. The valid format names are:

DRNIO100 Returnsinformation about the Windows server version and the i Series Integration
with Windows Server version.

DRNIO200 Returnsinformation about the Windows server's current status.

NWSD server name
INPUT; CHAR(8)

The name of the NWSD for which to retrieve information. The name must be specified in upper
case characters and padded with blanks to afull 8 characters.

Error code
1/0; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter.

DRNIO100 Format

The DRNI0100 format returns network server version information.

Offset
Dec | Hex |Type

Field

0 0 |BINARY(4) |Bytesreturned
4 4 [BINARY(4) [Bytesavailable
8 |CHAR(10) |Windows version

|
|
|
|
8
|
|
|
|

|
|
|
18 | 12 |CHAR(10) |Windows build number
|
|
|

28 1C |CHAR(128)  |Windows service pack level

156 9C |CHAR(6) liSeries Integration version

162 A2 |CHAR(38) |Reserved

200 C8 |BINARY(4) Offset to list of iSeries Integration service pack
entries

204 CC |BINARY (%) Length of an iSeries Integration service pack
entry

208 DO |BINARY(4) Number of iSeries Integration service pack
entries

| #212 | D4 |BINARY(4) |Offsettolist of iSeriesIntegration hot fix entries
| 216 | D8 |BINARY(4) |Length of aniSeriesIntegration hot fix entry
| 220 | DC |BINARY(4) |[Number of iSeriesIntegration hot fix entries &

Thesefields CHAR(7) iSeries Integration service pack
repeat for each

iSeries

Integration CHAR(1) Reserved

service pack.




BThesefields |CHAR(7) iSeries Integration hot fix
repeat for each

iSeries

Integration hot ~ |CHAR() Reserved

fix.

DRNIO200 Format

The DRNI0200 format returns network server status information.

Offset
Dec Hex [Type Field
0 0 |BINARY(4) |Bytesreturned
4 4 |BINARY(4) |Bytesavailable
8 8 |BINARY(4)  |Connected users

16 10 |BINARY(4)  |Paging file used

20 14 |BINARY(4) |Registry quota used

24 18 |BINARY(4)  |Offset tolist of multiple processor usage entries
28 1C [BINARY(4) [Length of amultiple processor usage entry

|

| |
| |
| |
| |
| 12 | C |BINARY(4)  |Processor used
| |
| |
| |
| |
|

32 | 20 |[BINARY(4)  |Number of multiple processor usage entries

Thisfield repeats |BINARY (4) Multiple processor usage
for each multiple

processor usage

entry

Field Descriptions

Bytes available. The length of all data available for the requested format. All available dataiis returned if
enough spaceis provided.

Bytesreturned. The length of all data actually returned. If the datais truncated because the receiver
variable is not large enough to hold the data, this value is less than the bytes available.

Connected users. Number of user connections currently present on this server.

“riSeries Integration hot fix. Theidentifier for an iSeries Integration for Windows Server hot fix that is
installed on the server. 4

iSeriesIntegration service pack. The identifier for an iSeries Integration for Windows Server service pack
that isinstalled on the server.

iSeriesIntegration version. The version number of the i Series Integration for Windows Server product
that isinstalled on the server. The value has the format VXRyMz, where x isthe version, y is the release,
and z is the modification.



Length of a multiple processor usage entry. The length of one multiple processor usage entry.
#Length of an iSeriesIntegration hot fix entry. The length of oneiSeries Integration hot fix entry 4%

Length of an iSeries I ntegration service pack entry. The length of oneiSeries Integration service pack
entry.

Multiple processor usage. The percent usage for servers that support multiple processors. This number is
the processor usage value for an individual processor, represented as an integer value between 0 and 100. A

usage valueis returned for each processor, so the number of values returned depends on the number of
processors on the server.

#Number of iSeries Integration hot fix entries. The number of times the i Series Integration hot fix
entries are repeated. 4%

Number of iSeries|ntegration service pack entries. The number of times the i Series Integration service
pack entries are repeated.

Number of multiple processor usage entries. The number of times the multiple processor usage entries
are repeated.

#Offset to list of iSeries Integration hot fix entries. The offset to the first entry in the i Series Integration
hot fix list. €

Offset to list of iSeries Integration service pack entries. The offset to thefirst entry in the iSeries
Integration service pack list.

Offset to list of multiple processor usage entries. The offset to the first entry in the multiple processor
usage list.

Paging file used. The percentage of the server paging file used. This percentage is expressed as an integer
value between 0 and 100.

Processor used. The percentage of the server's processor used. This percentage is expressed as an integer
value between 0 and 100.

If the server supports a single processor, this number is the usage for the individual processor. If the server
supports multiple processors, this number is the average processor usage for al of the processors.

Registry quota used. The percentage of the server's registry used. This percentage is expressed as an
integer value between 0 and 100.

Reserved. Reserved space.
Windows build number. The current build number of the Windows operating system on the server.

Windows service pack level. The current service pack level of the Windows operating system on the
server.

Windows version. The current version of the Windows operating system on the server.



Error Messages

Message | D
2 CPFOC4A E
CPF24B4 E
CPF2625 E
CPF2634 E
CPF3C17E
CPF3C19E
CPF3C21 E
CPF3C24 E
CPF3CF1 E
CPF9806 E
CPF9872 E

Error Message Text

Product record not found.<%

Severe error while addressing parameter list.

Not able to allocate object & 1.

Not authorized to object & 1.

Error occurred with input data parameter.

Error occurred with receiver variable specified.
Format name & 1 isnot valid.

Length of the receiver variableis not valid.

Error code parameter not valid.

Cannot perform function for object &2 in library & 3.
Program or service program &1 in library & 2 ended. Reason code & 3.

API introduced: V4R5

Top | Server Support APIs | APIs by category




Retrieve Network Server User Attributes
(QFPADRUA) API

Required Parameter Group:

1 Receiver variable Output Char(*)
2 Length of receiver variable Input Binary(4)
3 Format name Input Char(8)
4  Profile name Input Char(10)
5  Error code /0 Char(*)

Default Public Authority: * USE

Threadsafe: No

The Retrieve Network Server User Attributes (QFPADRUA) API retrieves the network server attributes for
auser or agroup. The functions provided by this API are similar to the Display Network Server User
Attributes (DSPNWSUSRA) command.

Authorities and Locks

User profile
*READ

Required Parameter Group

Receiver variable
OUTPUT; CHAR(*)
The receiver variable that receives the information requested. Y ou can specify the size of the area

to be smaller than the format requested as long as you specify the length parameter correctly. Asa
result, the API returns only the data the area can hold.

Length of receiver variable
INPUT; BINARY (4)
The length of the receiver variable provided. The length of the receiver variable parameter may be
specified up to the size of the receiver variable specified in the user program. If the length of the

receiver variable parameter specified is larger than the allocated size of the receiver variable
specified in the user program, the results are not predictable. The minimum length is 8 bytes.

Format name
INPUT; CHAR(8)

The format of the information returned. Indicates whether this call isinterested in the user



characteristics of the profile or the group characteristics of the profile. Profiles can behave as both
user and group profiles, and unigue enrollment characteristics can be set for each aspect of the
profile. Y ou must use one of the following format names:

DRUAO100 The output network server user attributes structure. For more information, see
DRUAQ0100 Format.

DRUAO200 The output network server group attributes structure. For more information, see
DRUAQ0200 Format.

Profile name
INPUT; CHAR(10)

The name of the user or group profile whose network server attributes are to be retrieved. The

values can be:

*NWSA  The system default network server attributes defined by the Change Network Server
Attributes (CHGNWSA) command are retrieved. This value is allowed only when
format DRUAO01Q0 is specified.

Name  The network server attributes for the specified user or group profile are retrieved.

Usage note: Avoid the use of characters '5B'X, '7B'X, and '7C'X (CCSID 37 characters'$', '#, and
‘@', respectively) in profile names.

Error code
1/O; CHAR(*)

The structure in which to return error information. For the format of the structure, see Error Code
Parameter. If this parameter is omitted, diagnostic and escape messages are issued to the

application.

Format of the Retrieved Information

The formats of the information retrieved by this APl are listed below. The caller should pass areceiver
variable large enough to handle most requests. On return, the bytes available field of the receiver variable
will contain the required size of the receiver variable to hold all information from the request. If thisis
greater than the original receiver variable size passed in, then the caller must allocate a larger receiver
variable before retrying the operation.

DRUAO0100 Format

The following table shows the format of the network server user attributes.

| Offset

| Dec | Hex |Type ’Field

| 0 | 0 |BINARY(4) |Bytesreturned
| 4 | 4 |BINARY(4) |Bytesavailable
| 8 | 8 |CHAR(12  |Reserved




| 20 | 14 |BINARY(4)  |Offset Windows domain list
| 24 | 18 |BINARY(4) |Length Windows domain entries
| 28 | 1C |BINARY(4) |Number Windows domains
| 32 | 20 |BINARY(4) |Offset Windows server list
| 36 | 24 |BINARY(4) |Length Windows server entries
| 40 | 28 |BINARY(4) |Number Windows servers
See See |SeeFormatof |Windowsdomain list
note note |Windows
domain
information
See See |SeeFormatof |Windows server list
note note |Windows
server
information

Note: The offsets to the Windows domain list and Windows server list are specified
in the offset Windows domain list and offset Windows server list variables,
respectively.

DRUAO0200 Format

The following table show the format of the network server group attributes.

| Offset
| Dec | Hex |Type ’Fi ed
| 0 | 0 |BINARY(4) |Bytesreturned
| 4 | 4 |BINARY(4) |Bytesavailable
| 8 | 8 |CHAR(10) |Group member enrollment
[18 [ 12 [CHAR(®)  |Reserved
| 20 | 14 |BINARY(4)  |Offset Windows domain list
| 24 | 18 |BINARY(4) |Length Windows domain entries
| 28 | 1C |BINARY(4) |Number Windows domains
| 32 | 20 |BINARY(4) |Offset Windows server list
| 36 | 24 |BINARY(4) |Length Windows server entries
| 40 | 28 |BINARY(4) |Number Windows servers
See See |SeeFormat of |Windowsdomain list
note note |\Windows
domain
information
See See |[SeeFormat of |Windows server list
note | note |Windows
server
information




Note: The offsets to the Windows domain list and Windows server list are specified
in the offset Windows domain list and offset Windows server list variables,
respectively.

DRUAO0100 and DRUAO0200 Field Descriptions

Bytes available. The length of all dataavailable for the requested format. All available datais returned if
enough space is provided.

Bytesreturned. The length of all data actually returned. If the datais truncated because the receiver
variable is not large enough to hold the data, this value is less than the bytes available.

Group member enrollment. Thisfield indicates whether or not the group members (users in the group)
are enrolled to the server. Thisfield is only returned for format DRUA0200. The following are the valid
valuesfor thisfield:

*ALL The group and the usersin the group are enrolled to the servers.

*MBRONLY Only the usersin the group are enrolled to the servers. The group itself is not enrolled to
the servers.

*NONE Only the group is enrolled to the servers. The usersin the group are not enrolled to the
servers.

Length Windows domain entries. The length in bytes of each element in the list of Windows domains.
Length Windows server entries. The length in bytes of each element in the list of Windows servers.

Number Windows domains. The number of entriesin the list of Windows domain names. If thisvalueis
0, then there are no Windows domainsin the list.

Number Windows servers. The number of entriesin the list of Windows server names. If thisvalueisO,
then there are no Windows serversin thelist.

Offsat Windows domain list. The offset from the start of the receiver variable to the list of Windows
domain entries. A value of zero indicates there are no list entries. See Format of Windows domain

information for details of the individual entries.

Offset Windows server list. The offset from the start of the receiver variable to the list of Windows server
entries. A value of zero indicates there are no list entries. See Format of Windows server information for

details of the individual entries.

Reserved. Reserved space.

Windows domain list. Thelist of Windows domain entries. See Format of Windows domain information
for details of the individual entries.

Windows server list. The list of Windows server entries. See Format of Windows server information for
details of the individual entries.




Format of Windows domain information

The following table describes the layout of the information returned to describe a Windows domain. To
locate the first such entry, add the receiver variable start to the value in 'Offset Windows domain list' noted
above. Each succeeding entry can be located by adding the 'Length Windows domain entries' size to the
address of the current entry.

| Offset
| Dec | Hex |Type Field
| 0 | 0 |CHAR(10) |Windows group type
| 10 | A |CHAR(2 |Reserved
| 12 | C |BINARY(4) |Displacement to Windowsdomain name
| 16 | 10 |BINARY(4) |Length of Windowsdomain name
| 20 | 14 |BINARY(4) |Displacement to Windows user template name
| 24 | 18 |BINARY(4) |Length of Windows user template name
See See |CHAR(*) Windows domain hame
Note | Note
See See |CHAR(*) Windows user template name
Note | Note
Note: The displacement to the Windows domain name and Windows user template
name are specified in the displacement to Windows domain name and displacement
to Windows user template name variables, respectively.

Windows Domain Field Descriptions

Displacement to Windows domain name. The displacement in bytes from the beginning of the entry to
the Windows domain name.

Displacement to Windows user template name. The displacement in bytes from the beginning of the
entry to the Windows user template name.

Length of Windows domain name. The length of the Windows domain name.

Length of Windows user template name. The length of the Windows user template name.

Reserved. Reserved space.

Windows domain name. Thisis the name of adomain in which the user is enrolled. The values can be:

*NWSA The user isenrolled to the system default domains that are defined by the Change Network
Server Attributes (CHGNWSA) command.

Name  The specific name of the domain in which the user is enrolled.

Windows group type. Thisisthe type of group created on a Windows domain.
The values can be:

*GLOBAL A global group was created.



*LOCAL A local group was created.

blank Blanks are returned if retrieving user attributes.

Windows user template name. The name of a Windows user that was used as a template when creating
the specified user on Windows. The values can be:

*NONE No user template was used when creating the specified user.

Name  The specific name of the user template that was used when creating the specified user.

Format of Windows server information

The following table describes the layout of the information returned to describe a Windows server. To
locate the first such entry, add the receiver variable start to the value in 'Offset Windows server list' noted
above. Each succeeding entry can be located by adding the 'Length Windows server entries size to the
address of the current entry.

| Offset
| Dec | Hex ’Type ’Fi eld
| 0 | 0 |BINARY(4) |Displacement to Windows server name
| 4 | 4 |BINARY(4) |Lengthof Windows server name
| 8 | 8 |BINARY(4) |Displacement to Windows user template name
| 12 | C |BINARY(4) |Length of Windows user template name
See See |CHAR(*) Windows server name
Note | Note
See See |CHAR(*) Windows user template name
Note | Note

Note: The displacement to the Windows server name and Windows user template
name are specified in the displacement to Windows server name and displacement
to Windows user template name variables, respectively.

Windows Server Field Descriptions

Displacement to Windows server name. The displacement in bytes from the beginning of the entry to the
Windows server name.

Displacement to Windows user template name. The displacement in bytes from the beginning of the
entry to the Windows user template name.

Length of Windows server name. The length of the Windows server name.
Length of Windows user template name. The length of the Windows user template name.

Windows server name. The name of a server in which the user is enrolled. The values can be;



*NWSA The user isenrolled to the system default servers that are defined by the Change Network
Server Attributes (CHGNWSA) command.

Name  The specific name of the server in which the user is enrolled.

Windows user template name. The name of a Windows user that was used as a template when creating
the specified user on Windows. The values can be:

*NONE No user template was used when creating the specified user.

Name  The specific name of the user template that was used when creating the specified user.

Error Messages

M essage | D
CPF2204 E
CPF24B4 E
CPF2634 E
CPF3CI9E
CPF3C21E
CPF3C24 E
CPF3C3CE
CPF3CF1E
CPF9872 E
CPF9999 E

Error Message Text

User profile &1 not found.

Severe error while addressing parameter list.

Not authorized to object & 1.

Error occurred with receiver variable specified.

Format name & 1 isnot valid.

Length of the receiver variableis not valid.

Vaue for parameter &1 not valid.

Error code parameter not valid.

Program or service program &1 in library &2 ended. Reason code & 3.
Function check. & 1 unmonitored by & 2 at statement &5, instruction & 3.

API Introduced: V5R1

Top | Server Support APIs| APIs by category




DHCP Address Binding Notification Exit
Program

Required Parameter Group:

1 Request type Input Binary(4)
2  Client IP address Input Char(*)
3  Length of IP address Input Binary(4)
4  Clientidentifier Input Char(*)
5  Length of client identifier Input Binary(4)
6 Leaseduration Input Binary(4)
7  Response packet Input Char(*)
8  Length of response packet Input Binary(4)

Exit Point Name: QIBM_QTOD_DHCP_ABND

Exit Point Format Name: DHCAO0100

The DHCP Address Binding Notification exit program allows for notification each time the DHCP server
assigns an | P address to a specific client host. Thisis known as address binding. The exit program will be
called any time the DHCP server sends an acknowledgement packet (known as a DHCP ACK) to aDHCP
client or sends a Bootstrap Protocol (BOOTP) reply packet to a BOOTP client. The two possible client P
address binding packets follow:

1. A DHCPACK from the server tellsa DHCP client that it has been granted a lease to use a specific
IP address for a specific period of time. Acknowledgements are sent when a DHCP client accepts
an initial offer of an IP address made by the server, as well as each time that a DHCP client asks for
the renewal of an existing | P address lease and the server grantsiit.

2. A BOOTP reply packet is sent from the server in response to a BOOTP request packet from a client
if the server decides to assign an IP address to that client. The BOOTP reply notifies the BOOTP
client what IP address it has been assigned. Unlike DHCP, the BOOTP protocol does not support
the concept of temporary leasing. Therefore, the address binding to the BOOTP client is considered
permanent and there will be no ongoing exchange of renewal bindings. The DHCP server internally
treats aBOOTP client binding as an infinite lease.

When an exit program is added to the exit point, it is called immediately after the DHCP server has
transmitted one of the client |P address binding packets described above. Thisisfor naotification purposes
only, and no datais expected to be sent back to the DHCP server from the exit program. The exit program
will be sent information about the protocol type (DHCP or BOOTP), the identity of the client, the IP
address, and the duration of the lease. In addition, a copy of the actual packet that was transmitted will be
sent.

Note: Sincethisis an exit point of the DHCP server, the exit program can only be used to obtain
notification of address bindings for the BOOTP client if the DHCP server is running. It cannot be used to
obtain notification of 1P address assignments for the BOOTP client made by the iSeries BOOTP server.



Required Parameter Group

Request type
INPUT; BINARY (4)

The type of request protocol being used between the client and server. The possible values are:

1 DHCP
2 BOOTP

Client IP address
INPUT; CHAR(*)
The Internet Protocol (1P) address that was bound to the client host. This string is in dotted decimal
format and left-justified.
Length of client IP address
INPUT; BINARY (4)

The length (in bytes) of the client IP address.
Client identifier
INPUT; CHAR(*)
The unique identifier of the client that the IP address has been bound to. Thisis usually the
hardware address of the client machine.
Length of client identifier
INPUT; BINARY (4)

The length (in bytes) of the client identifier string.
Leaseduration
INPUT; BINARY (4)

The duration (in seconds) of the lease period for which the client may now use the I P address.

Thisfield should be treated as a 32-bit unsigned number. The special vaue follows:

hex FFFFFFFF If all 32 bits are set to 1, thisindicates that the lease is an infinite lease, which
does not expire.

Response packet
INPUT; CHAR(*)

Thisisthe DHCP or BOOTP message response packet that was transmitted from the DHCP server
to the client host just prior to this notification exit program being called.

The formats of the packets are defined and maintained by the Internet Engineering Task Force
(IETF) standards body. Refer to the following |ETF Request For Comments (RFC) documents for
the specifications:

o RFC 951, Bootstrap Protocol (BOOTP)

o RFC 1542, Clarifications and Extensions for the Bootstrap Protocol



o RFC 2131, Dynamic Host Configuration Protocol
o RFC 2132, DHCP Options and BOOTP Vendor Extensions
Note: Since the packet is presented to the exit program just as it was transmitted on the network, it

should be noted that any data areas of the packet that are defined as type string or character by the
RFCswill be US-ASCII. On theiSeries, it is recommended that this data be treated as CCSID 819.

Length of response packet
INPUT; BINARY (4)

The length (in bytes) of the response packet.

Exit program introduced: V4R2

Top | Server Support APIs | APIs by category




DHCP Address Release Notification EXit
Program

Required Parameter Group:

1 Reasonfor release Input Binary(4)
2 Client IP address Input Char(*)
3 Length of client IP address Input Binary(4)
4  Client identifier Input Char(*)
5 Length of client identifier Input Binary(4)

Exit Point Name: QIBM_QTOD_DHCP_ARLS

Exit Point Format Name: DHCR0100

The DHCP Address Release Natification exit program allows for notification each time the DHCP server
releases an | P address from its specific client host assignment binding.
An address could have been released from the client that it was bound to for one of the following reasons:
1. Theclient explicitly sent a DHCP REL EASE request to the DHCP server.
2. Thelease duration that the client was last given for using the | P address has expired.
3. A DHCP server administrator has explicitly released the | P address.
When an exit program is added to the exit point, it is called whenever the DHCP server releases an IP
address from the specific client host that it had been assigned to. Thisisfor notification purposes only, and
no data is expected to be sent back to the DHCP server from the exit program. The exit program will be

sent information about the IP address, the identity of the client, and the reason for the | P address being
released.

Required Parameter Group

Reason for release
INPUT; BINARY (4)

A reason that the DHCP server has released the IP address from being bound to the specific client
host. The possible values are:

1 The DHCP server received a DHCP REL EA SE packet from the client.
2 Theduration of the lease that the client was last given for use of the | P address has expired.
3 Thereleaseisforced by DHCP server administrator.

Client |P address
INPUT; CHAR(*)



The Internet Protocol (1P) address that was just released from its client host binding. Thisstring is
in dotted decimal format and left-justified.

Length of client | P address
INPUT; BINARY (4)

The length (in bytes) of the client IP address.
Client identifier
INPUT; CHAR(*)
The unique identifier of the client from which the IP address has been released. Thisisusually the
hardware address of the client machine.
Length of client identifier
INPUT; BINARY (4)

The length (in bytes) of the client identifier string.

Exit program introduced: V4R2

Top | Server Support APIs | APIs by category




DHCP Request Packet Validation Exit Program

Required Parameter Group:

1 Request packet Input Char(*)
2 Length of request packet Input Binary(4)
3 Allow operation Output Binary(4)

Exit Point Name: QIBM_QTOD_DHCP REQ

Exit Point Format Name: DHCV 0100

The Dynamic Host Configuration Protocol (DHCP) Request Packet Validation exit program provides
additional control for restricting which incoming DHCP and Bootstrap Protocol (BOOTP) message request
packets from client hosts are processed by the DHCP server, and which should be rejected. Any restrictions
that are imposed by the exit program are in addition to any validation that is performed by the DHCP server
program through its configuration options. When an exit program is added to the exit point, it is caled by
the DHCP server each time an incoming DHCP or BOOTP request packet is received, but before any
processing of the packet has taken place. The packet datais passed to the exit program just asit was
received off the network without any additional formatting or data conversion. The exit program sets the
allow operation parameter to indicate whether the DHCP server should continue with normal processing of
the request packet. If the exit program indicates that the request packet should be rejected, the DHCP server
will discard the packet without any further processing.

Note: Sincethisis an exit point of the DHCP server, the exit program can only be used to restrict BOOTP
packetsif the DHCP server isrunning. It cannot be used to restrict BOOTP packets from being processed
by the BOOTP server.

Required Parameter Group

Request packet
INPUT; CHAR(*)

The DHCP or BOOTP message request packet that was initiated from some client host and
received by the DHCP server. Itisinitsinitial form, which ishow it comes off of the network.

The formats of the packets are defined and maintained by the Internet Engineering Task Force
(IETF) standards body. Refer to the following |ETF Request For Comments (RFC) documents for
the specifications:

o RFC 951, Bootstrap Protocol (BOOTP)
o RFC 1542, Clarifications and Extensions for the Bootstrap Protocol
o RFC 2131, Dynamic Host Configuration Protocol
o RFC 2132, DHCP Options and BOOTP Vendor Extensions
Note: Since the packet is presented to the exit program just as it was received from the network, it

should be noted that any data areas of the packet that are defined as type string or character by the
RFCswill be US-ASCII. On theiSeries, it is recommended that this data be treated as CCSID 819.



Length of request packet
INPUT; BINARY (4)

The length (in bytes) of the request packet.
Allow operation
OUTPUT; BINARY (4)

Whether the DHCP server should continue processing the request packet, or whether it should be
rejected. The possible values are:

0 Therequest packet should be rejected
1 Processing of the request packet should be allowed to continue

Exit program introduced: V4R2

Top | Server Support APIs | APIs by category
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