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Application Runtime dirs/files 

Application data files 

Dependent OS dirs/files 

Backup File– 
Owner & file size 

now incorrect 

/dev  directory has 
*PUBLIC *EXCLUDE 
authority, PASE needs 

access to this! 

File is missing! 

User profiles 

System Values 

TCP/IP Configuration 

Dependent Servers 
LOCALE set incorrectly for 

User Profile. Can cause 
file/text read issues 

Someone turned on 
SYSTEM 36 MODE!  

DNS server is not configured correctly. 
DNS look up timing out causing 

significant application delays 

Problem – Application not working/starting – How do you check 
everything that can affect your application? 
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Application Attributes 

  

Ports 

Property File Attributes 

XML File Attributes 

Data Authorities  

File Authorities  

File Ownership  

User Authorities   Java Environment  

RPG or C Programs  RPG 

File – Size, Existence, Dates  

Directories – Existence, Dates  

Environment Variables   

Native ILE Object Attributes  

Call SQL Scripts 
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System Attributes 

Products installed 

Group PTFs Levels 

Run Check Prod 

Individual PTFs Installed 

User Profiles  

Network setting  

TCP/IP configuration 

System Values  

Additional custom plugins  

LANTap Varied On  

System Date  = Today  

User Servers Active 

DNS Working  

Exit Points  
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IBM Application Runtime Expert for i – What is it? 

•  Automated tool to verify the physical condition and runtime attributes of: 
•   Applications 
•   Systems 
•   Environments  

•  Ability to fix detected problems 
•   Fix User Profiles to known values 
•   Fix Authorities on files and directories  

•  Verify multiple systems  

•  Schedule verifications 
•  Select system  
•  Timeframe 
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IBM Application Runtime Expert for i – What is it? 

•  What can be verified?  
•   System information  

•  Create a system profile 

•   An IBM i Product 

•   Any application on the IBM i 
•  WebSphere Application Server  
•  Integrated Web Application Server 
•  User created applications 
•  RPG application 
•  Directory tree in IFS 

RPG 
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IBM Application Runtime Expert for i – Why use it? 

•  Enhanced Serviceability  
•   Run on failing system to identify and fix problems 
•   One tool to check the entire software stack 

•  Application, DB, TCP/IP, Security, JVM, QShell, PASE, etc 
•  Results are consolidated into a single report 

•   Runtime Expert checks everything, every time 
•   As new problems are found, new checks can be added 

•  Update existing template to add new checks 
•  Write custom plugins for more sophisticated checking or analysis 

•  Product Testing 
•   Understand product installation 

•  Are all authorities and object owners being consistently set? 
•  Are all files getting installed in the expected locations with the right attributes? 
•  Forces “loose ends” to be taken care of so that Runtime Expert report is clean 

•   Build verification 
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IBM Application Runtime Expert for i – Why use it? 

•  System Validation 
•   Ensure your systems are in expected state 
•   Help debug issues with your own systems 

•  Pre-requisite Checking 
•   Most software products have pre-reqs – ARE can check these for you 

•  Products, PTF levels, user profiles, system values, network, etc 
•  Removes dependency on customer to do it 
•  Customers like it because it is simpler – no “list of things to check first” 

•  It has proven itself for our products 
•   IAS and IBM Web Administration for i 

•  Using for over four years with fantastic results 
•   WebQuery 
•   Java 
•   HTTP 
•   Internally for Translation Verification Test (28 partitions) 

•  NLS settings, PTF levels, Group PTF levels, User profiles, System date set to ‘today’,  
verify *LANTAP was varied on, System value settings 
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Service View – Today 

Knowledge Database 
•  Documentation of issue/solutions 
•  Sam – lead support person  

Issue 1 – Authority problem on install files – find file, 

look up correct authority and fix 

Issue 2 – Property file setting wrong – several hours to 

find file, determine correct setting, reset  

Issue 3 – System dependency missing – Identify what's 
missing, correct   

Issue 1a – Authority on dependent & install files 

incorrect – identify, correct?  Re-Install?    

Sam 
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The Solution…. 

ARE Template 

Sam 

Knowledge DB 

Package BOTH  
Sam + Knowledge DB = 
automated support solution   
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Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  
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Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  

Known deployment 
location 

XML template  
created based on  
information 
collected from 
‘known’ 
deployment 

Template Editor 
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Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  

XML output 

Known deployment 
location 

XML template  
created based on  
information 
collected from 
‘known’ 
deployment 

•  List of plugins to 
call 

•  Plugin 
configuration 

•  Rule files 

Deployment 
Template 

Template Editor 
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Runtime Expert GUI 

Console 

Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  

XML output 

Known deployment 
location 

XML template  
created based on  
information 
collected from 
‘known’ 
deployment 

•  List of plugins to 
call 

•  Plugin 
configuration 

•  Rule files 

Deployment 
Template 

Template Editor 
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Runtime Expert GUI 

Console 

XML input 

Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  

XML output 

Known deployment 
location 

XML template  
created based on  
information 
collected from 
‘known’ 
deployment 

ARE Core  

Verify XML 
template to 
deployment on 
this system 

- Results output 

Operating 
System code 

•  List of plugins to 
call 

•  Plugin 
configuration 

•  Rule files 

Deployment 
Template 

Template Editor 
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Runtime Expert GUI 

Console 

XML input 

Known GOOD 
Deployment 

-  Apps 

-  Servers 

-  DB  

XML output 

Known deployment 
location     output details  

XML template  
created based on  
information 
collected from 
‘known’ 
deployment 

ARE Core  

Verify XML 
template to 
deployment on 
this system 

- Results output 

Operating 
System code 

•  List of plugins to 
call 

•  Plugin 
configuration 

•  Rule files 

Deployment 
Template 

Summary 
Report 

Detailed 
Report 

Template Editor 
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Manage templates 
   - Create  
   - Update 
   - Import 

Launch the Create template wizard 
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Work with files. Attributes, 
Authorities, and Contents.  
Include files contents for 
detailed review!  
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-  Verify specific attributes   
-  Files/Directories  
-  Libraries 

-  Verify Native ILE attributes  - NEW!!! 
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-  Native ILE Attributes 
-  Click advanced select attributes 

-  Use Filter support to ONLY include the specific files and directories 
you want based on a set of Filter definitions. 
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-  Hundreds of native attributes!  
-  Think DSPOBJD  
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ILE Considerations  

Pgm A 

Source - prod 

Pgm B 

Source - prod 

Pgm C 

Source - fred 

Production IBM i  

With ARE you can verify specific ILE 
attributes.  

•  Source File & Member  

•  Source File Library 

•  Owner   

Any attribute you might check manually 
using DSPOBJ!!   
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-  Add authority profiles for  
-  Files/Directories  
-  Libraries 

-  View and work with XML 
-  Create multiple ‘collections’ to customize what attributes are verified 
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Use file browser to 
select files and 
directories 

Specify which 
attributes to verify 
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Advanced feature: Hand edit the actual 
XML data 

Customize the XML data 
 Add Logic, change values, and responses 
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Zip up specific files or the contents of an 
entire director   
    - Error logs 
    - Configuration files 
 

Create a SAVF of IBM i Native object for 
detailed review    
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Filter – all supported products 
or products on this system 

Customize report info! 
    - Error 
    - Warning 
    - Info 
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Specify the user ID 
attributes to verify   

‘Position to’ auto navigates to specified value! 

All users specified here will verify all attributes listed to the right. 
Create multiple collections to use different attribute lists. 
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Verify the actual contents of 
    - Property files 
    - XML files 
    - HTTP config files 
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Compare the key value pairs!! 
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Include the Network plugin your template. When Application Runtime Expert 
runs, the network settings on the target system are verified 
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System Values & Network Attributes    
•  Quickly compare ALL system values  
•  Edit the expected values to match your expectations   
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Specify the user ID 
attributes to verify   

‘Position to’ auto navigates to specified value! 

All users specified here will verify all attributes listed to the right. 
Create multiple collections to use different attribute lists. 

Customize the verified attributes 
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Call ANY  CL command or QSH Script    
•  Run a command or script on the target system   

Analyze the spool file or standard out. Verify the results of the 
command or programs!  
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Call a SQL statement  
•  Verify the results 
•  Number of entries   

•  Specific content!  
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Built in DB2 Services – Use SQL to get info from the system!  

36 

PTF Services 

Security Services 

Work Management Services 

TCP/IP Services 

Storage Services 

Object Services 

System Health Services 

Journal Services 

Application Services 

QSYS2.QCMDEXC() 

QSYS2.DISPLAY_JOURNAL() 

QSYS2.SYSLIMITS 

QSYS2.OBJECT_STATISTICS() 

QSYS2.SYSLIMTBL 

QSYS2.USER_STORAGE 

QSYS2.SYSDISKSTAT 

QSYS2.SYSTMPSTG 

SYSIBMADM.ENV_SYS_INFO 

QSYS2.TCPIP_INFO 

QSYS2.SYSTEM_VALUE_INFO 

QSYS2.GET_JOB_INFO() 

QSYS2.PTF_INFO 

QSYS2.GROUP_PTF_INFO 

QSYS2.USER_INFO 

QSYS2.FUNCTION_INFO 

QSYS2.FUNCTION_USAGE 

QSYS2.GROUP_PROFILE_ENTRIES 

QSYS2.SQL_CHECK_AUTHORITY() 

QSYS2.SET_COLUMN_ATTRIBUTE()   

Several new services 
recently added!  

(JVM info, active jobs, 
server auth entries, 

and more!) 
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Built in DB2 Services – Examples 

SELECT * FROM QSYS2.USER_INFO  
WHERE SIGN_ON_ATTEMPTS_NOT_VALID > 0 

SELECT  
   ASP_NUMBER,UNITNBR,PERCENT_USED  
FROM QSYS2.SYSDISKSTAT 

38 © Copyright IBM Corporation 2015 38 
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40 © Copyright IBM Corporation 2015 40 
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• Detailed report lists entire output of SQL command (truncated here) 

41 
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• Detailed report shows which rules were verified and whether they were 
success or failure 

42 
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Review all the values you specified 
and we collected  
Click confirm to build template 

44 © Copyright IBM Corporation 2015 
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-  Verify multiple systems using templates built using template editor 
-  No need to put template on each system 
-  Results of verification pulled into the Console and displayed 

-  Capability to fix detected problems 
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Follow the progress of each 
template as it runs on the 
target systems 
 
Auto refresh every few 
seconds or click ‘Refresh’ to 
check more often  
 
Click ‘Stop all’ to stop the 
process from running on the 
target system  
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Verification status updated in real time 
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Summary and 
detailed reports are 
just a click away 

Table summarizes results 
for every system verified 
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Summary report lists attributes 
verified and problems found 

Drill down to see problem details 

Click to fix 
problems 
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Select 
problems to fix 

Click on ‘Fix’ to correct these selected issues 
on the target system  
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Monitor results as fix 
is completed on the 
remote system 
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New Schedule icon added for each 
group. Click to configure scheduled 
verification of the group. 
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Icons for the status of last verification 

Icons for scheduler status 

A scheduled group 
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NEW!!  
Configure email 

settings in "Runtime 
properties" 
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List of previous verification results of a group 
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ARE has PTF support today 

• Today, you can create a deployment template for specific PTF's and 
groups 
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Problem with today's solution? 

• With today's solution, the specific PTF and group levels are "static" 

• The deployment template calls out specific group levels and PTF's, for 
instance: 
•  SF99572 level 19 
•  SI49836 

 

• That means a deployment template is good for "now" 

• For the future? Create a new deployment template! 

• Needed: A more "dynamic" solution 
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Check for the latest PTF group levels from the IBM cloud!  
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Compare Groups or PTF's against the central system! 
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So, what's a "Fix Action" for a missing PTF or group?  

1.  Tries to load and apply the fix from a special device name: 
QIBMAREPTF 

2.  Tries to send and apply the fix from a central system through use of 
*SAVF 



31 

Usage examples 
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Central system – compare (same release) 

ARE 
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Central system - *SAVF distribution (same release) 

ARE 

PTF *SAVF's 
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Central system – Image catalog distribution (same release) 

ARE 

Image 
Catalog 
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Central system - *SAVF distribute (multiple releases) 

6.1 7.1 

7.2 
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Central system – image catalog dist. (multiple releases) 

6.1 7.1 

7.2 
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Central system – image catalog dist. (multiple releases) 

6.1 7.1 

7.2 

Image 
Catalog 
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IBM Cloud – Compare against the latest PTF group levels! 

ARE 

6.1 7.1 

7.2 5.4 
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Advanced Capabilities 

• More advanced features for one-stop solution, including: 
• Ability to exactly and effectively verify file attributes  

ü  Checking common object attributes  
•   more than 500 object type-specific attributes can be checked 

and verified 
ü   File filter : can exactly choose files by specifying pattern 
ü   Symbolic links : can choose whether or not to follow them 
ü   Controlling the depth of directories to collect by specifying the  

max depth 
ü   Substitution Variables 

•  Part of application/product path is not fixed 
•  Application user profile may not be constant 
•  Some other aspect of application may vary from system to 

system 
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Advanced Capabilities 

• More advanced features for one-stop solution, including(count.):  
• Customize template XML files 

ü  Add logic (if, switch) for 
• OS level 
• Product installed 
• Missing files 
• etc. 

ü  Gain access to new plugins not yet supported by the GUI 
• Support users without *ALLOBJ special authority 

• Users without *ALLOBJ authority are able to create template using the GUI 
tool  

• Users without *ALLOBJ authority are able to run template using 
runAREAuth.sh script 

 
 

New! 
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Assign Permissions   
•  *ALLOBJ special authority no longer 
required  

•  Permission allows templates to be 
created by users      

IBM Web Administration for i GUI – http://hostname:2001/HTTPAdmin 
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Building Custom Plugins  

• Problem: ARE can verify many application and system attributes, but not 
everything 

• Applications may have files, data, or settings to verify which are not 
covered by ARE 

• Attributes of a database table 
• Application specific system settings 
• Performance tuning: memory pools, max active jobs, etc 

• Solution: Build custom plugins to verify items not covered by ARE 
verification 
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Building Custom Plugins  

• All verification in the ARE is performed by plugins 
• Plugins shipped by IBM perform verification that includes: 

•  Authority 
•  File attributes 
•  PTFs 
•  User IDs 
•  Configuration  
•  IBM i products 
•  System values 
•  Result set of SQL Query  
•  Environment Variables 
•  Result of Scripts and Commands 
•  Resource collector 
•  Network 
•  Libraries 

• Plugins are all Java classes 
• Extend the com.ibm.are.plugin.BasePlugin class 
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Building Custom Plugins  

• Use the same architecture as the pre-packaged plugins 

•  Simple and safe way to augment existing support 
• Run your own plugins along with plugins provided by the ARE Core 
• Very powerful: provides access to all the capabilities of Java, Toolbox, and 

more 

•  Flexible development 
•  IBM (Development, Support, Consultants, etc) 
• Customers (In house development) 
• Business Partners 

• Opens the scope of verification support to include: 
• Performance 
• System audit capabilities 
• Application specific settings 
 

• Nearly unlimited ability to customize verification of applications 
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Building Custom Plugins  

• Simple to create and deploy 
• Basic Java skills 
• Very little knowledge of ARE architecture or implementation needed 

•  Insert directly into template(s) using Template Editor GUI 

• Step by step guide available on ARE product Web site 

• Build your first Custom Plugin in a couple of hours! 
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How do you get it 

•  GUI is a chargeable LP – 5733ARE 
•  Runs on IBM i 7.1, 7.2, & 7.3 
•  Very reasonably priced! 

•  Core is part of the base OS 
•  Available on IBM i 5.4 and newer 
•  Just apply latest HTTP and Java Group PTFs 

•  Articles 
•  Turning Big Problems Into Small Ones  

http://www.ibmsystemsmag.com/ibmi/application_runtime_expert/33004p1.aspx 
•  You and i – ARE Solving Problems  

http://ibmsystemsmag.blogs.com/you_and_i/2010/07/you-and-i-are-solving-problems.html 
•  Do You Need an Application Runtime Expert?  

http://ibmsystemsmag.blogs.com/idevelop/2010/07/do-you-need-an-application-runtime-expert.html 

•  Product Web site contains install instructions, fix information, and documentation 
•  http://www.ibm.com/systems/power/software/i/are/index.html 
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Something for free?  

•  IBM i OS is shipping a handful of ready made templates!!  

Network checking 
•  Run the network plugin 
•  Verify DNS servers 

Pre-Checker 
•  Verify the Java environment  
•  Verify the condition of PASE 

Host Servers 
•  Verify the Host Servers are active 
 

Basic IAS Server Verify 
•  Specify IAS server name 
•  Basic IAS server infrastructure  

Damage Object Detection 
•  Scan every disk sector on your 
system or IASP to search for damaged 
objects 
 

78 © Copyright IBM Corporation 2015 

OS Based Template Details 

• New Script  
• Run from QSH 

 /QIBM/ProdData/OS/OSGi/templates/bin/areVerify.sh 
 
Usage: areVerify.sh <parameter> 
Valid parameter: 
    -network               : Verify network configuration and status 
    -iasserver server_name : Verify the 'server_name' IAS server 
    -precheck              : Verify software products that are necessary to use  
                             the IBM Application Runtime Expert for i 
    -hostservers           : Verify the host servers are active 
    - storage      : Damage Object Detection 
 

Availability 
•  5.4 – HTTP group SF99114 level 33 or newer 
•  6.1 – HTTP group SF99115 level 27 or newer 
•  7.1 – HTTP group SF99368 level 15 or newer 
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