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Trademarks

= The following are trademarks or registered trademarks of the International Business
Machines Corporation (IBM) or subsidiaries

» IBM®, CICS®, DB2®, Tivoli®, zSeries®,
» zZ/OS®, OS/390®, MVS, MVS/ESA, MVS/XA
» RACF®, SecureWay®, Security Server
= The following are trademarks and service marks of Vanguard Integrity Professionals
(VANGUARD)
» Vanguard Administrator™, Vanguard Advisor™, Vanguard Analyzer™
» Vanguard Enforcer™, SecurityCenter™
» SmartLink™, Find-it-Fix-it-Fast™, RiskMinder™, SmartAssist™, eDistribution™

= Microsoft™, Windows, and the Windows logo are trademarks of Microsoft™
= Java™ and all Java-based trademarks are trademarks of Sun Microsystems, Inc.

= UNIX™ is a registered trademark in the United States and other countries licensed
exclusively through The Open Group

= CA-ACF2®, CA- Top Secret® are trademarks of Computer Associates International.

= Other company, product, and service names may be the trademarks or service marks of
others in the United States, other countries, or both
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= Security Management and Compliance
= Vanguard Administrator

= Vanguard Advisor

= Vanguard Analyzer

= Vanguard Enforcer

= Vanguard Security Center
= References

= Related Discussions
» IBM SOX White Paper
» A SOX Project Status
» Other Regulations
» INCompliance Tool
» How to Hack z/OS White Paper
» How to Stop the z/OS Hack
» A More Correct View of RACF — Meta Data
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What's on the Minds of Security Professionals

X

CEO needs

= Revenue growth with cost containment
with in a secure environment

= Key competency: responsiveness

= Critical success factor:
enable effectiveness of people

= Compliance with regulations

—

Security Manager’s challenges

= Aligning IT and business goals to grow
revenue with in a secure environment

= Building responsiveness and agility into
the organization through security

= How can security help enable people
and teams to be more effective

= Efficiently meeting audit requirements
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IBM zSeries
a powerful platform for security for the On Demand Business

= The real threat is to your business reputation — failing trust and
confidence of your partners, customers and shareholders
= zSeries provides security solutions
» Authentication
» Authorization
» Audit
» Administration
= via world-class
Cryptography
Data encryption & decryption
Intrusion detection
Overall system integrity
» Common Criteria Security Certification

= Over 80% of corporate data resides and/or originates on
mainframes*

= Online criminal attacks of corporate and government networks
cost businesses an estimated $666 million in 2003.**

v Vv Vv Vv

*Source: ITG August 2003

**The survey was conducted by CSO [Chief Security Officer] magazine in cooperation with the U.S. Secret Service

and the CERT cyber security center at Carnegie Mellon University in Pittsburgh.
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IBM and Vanguard - Partners for Security Management

Offering efficient RACF Security Management, Access Control, Reporting and Compliance

Monitoring Across the Enterprise

Security Configuration

Protect systems

Vulnerability Management -Security Server (RACF)

Security Patch Management IBM Tivoli Security Compliance Manager

— +Vanguard Enforcer

Access Management

‘Vanguard Analyzer NEW!

Privacy Management ‘Vanguard Advisor

5 |
Identity Management

Manage thueats I

Security Event Management

Incident Management

*IBM Tivoli Risk Manager

Threat Management

‘Vanguard Advisor

NEW!

Security Controls Definition Vanguard Analyzer

Security Compliance “Vanguard Enforcer

Business Risk Management

' s
'%‘; Establilsh trust J( compliauce

Manage users
*IBM Tivoli Identity Manager

*IBM Tivoli Access Manager

*IBM Tivoli Federated Identity Manager

«IBM Tivoli Directory Server & Directory Integrator
«IBM Tivoli Security Administrator for RACF
‘Vanguard SecurityCenter

‘Vanguard Administrator NEW!

*IBM Tivoli Identity Manager

*IBM Tivoli Access Manager

*IBM Tivoli Federated Identity Manager
<IBM Tivoli Security Compliance Manager
*Vanguard Enforcer

. NEW!
*Vanguard Advisor
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IT Governance — Data Governance (IBM DGC)

IT Governance gives the information needed to continually

make — and enforce — high quality decisions that significantly
Impact business. Lowering costs and raising profits.

The Business of Managing Business Data

MRD — Master Reference Data (A centralized data repository)
MDM — Master Data Management (Previously known as MRD)
CDI — Customer Data Integration

ETL — Extract Transformation and Load

Ell — Enterprise Information Integration

EAIl — Enterprise Application Integration

EDR — Enterprise Data Replication

ECM — Enterprise Content Management

PDM — Predictive Data Management
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A correct view of RACF is to think of it as very important,
valuable & critical business data, not simply security stuff.

= The Security Server DB is the most pervasive DB in the Enterprise. Every person, data
asset, sub-systems, business transactions, business systems and processes — virtually
all units of work depend on it. The transaction throughput is greater than all other data
bases combined.

= Enterprise wide - there is no DB more critical to the operational organization.
= Metadata is data about data. The Security Server DB is Enterprise Metadata.

= The actual content goes far beyond user ID’s, passwords and ACL'’s for security. It
contains business “policy data.” Information that governs actual use, control, authority
and classification - of people, data, transactions, business systems and processes.

= The Security Server DB has the same issues and requires the same disciplines of Data
Management and Maintenance as other large scale Enterprise data bases.

= Security Server DB is very unique. It has its own access method and format. It is highly
specialized. No other data in the Mainframe uses it's access method and format.

= The Security Server (RACF) requires it's own set of tools for DB management,
maintenance, analysis, assurance, automation and so on.

Vanguard provides the tools for Security Server (RACF) and
extends its capabllltles to other systems across the Enterprise.
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IT Governance — Data Governance (IBM DGC)

Another view of IT Governance has to do with the external
pressures of regulatory compliance. This is very serious and
has become very personal for those executives that have
fiduciary responsibility.

Violating SOX - Fines up to $5 million or 20 years in prison.

The Business of Managing Business Risk

= |[BM Sarbanes Oxley White Paper - Top 10
= A Current Project Status — Real World

= One Customers List of External Regulatory Requirements
= 2005 INCompliance
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Vanguard Integrity Professionals - Relevance

More Than Half the Companies In This Room are Existing Vanguard Customers
Representing 89 Years of Service — Thank You!

For Rest of the Companies Here:

11s Top Secret

1 Is Mixed: Top Secret 90% & 10% RACF — Considering Consolidation (Think RACF)

2 ACF2 Shops, one considering Migration to RACF (Good Idea)

5 Have RACF - 2 with no tools, 2 with home grown tools and 1 using a competitive product
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Vanguard Customers and References

“lI do not believe | would have been
able to survive the SOX audit without
the Vanguard tools...ease of use is
phenomenal!”
Gary Godek
Information Security Administrator

Eaton Corporation

“With the Vanguard products,
productivity has increased. The value
of the products has far exceeded the
costs.”
Ann Fleming
Director of Information Security

Georgia Department of Labor

“The Windows interface on
SecurityCenter makes RACF
administration a lot easier. You
double-click to see the security tree,
then click again to drill down into
specific permissions for specific
individuals.”
Greg Sieg
Manager of Technical
Development and Support

Princess Cruises

ABN AMRO Bank
U.S. Bancorp
Wachovia
Bank of Montreal
State Street Bank
Capital One Services
Travelers Indemnity
AFLAC

Hyundai Marine & Fire
Insurance

U.S. Office of Personnel
Management

Singapore Housing
Development Board

IBM Global Services
Princess Cruises
America West Airlines

Blue Cross Blue Shield of
Connecticut

Centra Health
California Health Services

Center
Rite Aid Corporation

Wal-Mart
The Gap
Sears Canada
Winn-Dixie Stores
Dillard Department Stores

Goodyear Tire & Rubber
Pratt & Whitney
Sony Electronics
Nissan North America
Ralston Purina

United Healthcare Corporation

University of Virginia Medical
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Depository Trust & Clearing Corp. (DTCC)

“DTCC has become far
more proactive in meeting
security compliance
requirements with the use
of the Vanguard
technology. Vanguard’s
solutions help us maintain,
track, and perform
constant surveillance and
enforcement over our
environment.”

— Paul de Graaff

Vice President

Chief Information Security Architect
The Depository Trust & Clearing

Corporation

Business Challenges

» Conpl ex system environnent: Sysplex with 15
LPARs & 10 RACF® dat abases

» Labor intensive security managenent tasks
were stifling I'T productivity

» Goal : | ockdown the security environnment by
= Fully autonati ng the change contr ol
process

= Conti nuously nonitoring and enforcing
policies for critical resources and RACF
settings to ensure systemintegrity

» Reducing security vulnerability w ndow and
Solutigd %eﬂkefit@rerti se required to manage

= |deftifds 885 SSolicy deviations in real-time

» Immediately escalates policy exceptions

= Establishes new security baseline (re-baseline) or rejects
exception by reinforcing existing (approved) policy
automatically

= Continuously monitors security posture

» Reduces window of vulnerabilities through real-time
detection and alerting

Solutions
» Vanguard Administrator™, Analyzer™, Advisor™, & Enforcer™
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Canadian Department of Defense

“Vanguard’'s products make my
job fun! | can now devote most
of my time to security oversight
activities because we have
experienced enormous
productivity improvements. The
reporting capabilities are
outstanding, | maintain visibility
across my entire RACF
environment, review policy
changes, and receive alerts on
security events including policy
violations. | have transitioned
our security operation from
reactionary to proactive
security management.”

Central RACF Administrator
Canadian Department of Defense

Business Challenges

= Managenent of distributed RACF environnent:
Sysplex with 14 LPARs & 2 RACF® dat abases

Labor intensive security adm nistrative tasks
were stifling security officer’s productivity

Frequent job rotations made it difficult to
mai nt ai n deep RACF experti se

Internal audit identified too many findings

Lacked oversi ght of policy changes

Solution Benefits

» Provides a platform for RACF training; new personnel are
productive on day-one.

» Reports across the entire RACF environment improving
oversight and control

= Improves responsiveness through real-time alerting on
security events

= Automated system auditing proactively identifies
vulnerabilities to maintain audit readiness

Solutions

= Vanguard Administrator™, Analyzer™, Advisor™, Enforcer™,
& SecurityCenter™
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Design Concepts

» Integrate administration, audit, reporting, assessment, intrusion
management and compliance

= Provide new ways of working:
» Integrated functions and perform concurrently
= Exception analysis and action recommendations

= Same look and feel when ever possible
= See a problem, correct it immediately

= When possible, let the system do it

(Automatic & Unattended Operation - Core Concepts)
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Vanguard’s RACF Administration and z/0S Compliance Tools

a

Operating
System

Vanguard Communication Services

(RAF)

zSeries Server

Common
Enablers

Administrator

RACF Administration

Advisor
Reporting

& Detection SecurityCenter

Windows-based
GUI to RACF

Common Services

Analyzer

System Integrity
& Analysis

Enforcer

Security Policy
Enforcement
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Administrator — RACF Administration

= Easy RACF Administration

= Simplifies the complexity of RACF
administration

= Reduces the amount of Administrative errors

= Allows the same number of Administrators to
do more valued work rather than tedious
repetitive tasks
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Administrator — RACF Administration

Automated security administration
= Provides a wide range of administration, data mining, and reporting tools.
= Simplifies and enhances security management functions on systems running RACF.

= Handles increased management workloads and complex system administration for either
centralized or decentralized RACF environments.

= Provides security automation features such as:
» Easy-to-use password administration
» Decentralized administration support
» Task-oriented administration

» Authority analysis
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Administrator — RACF Administration

= Simplified administration for RACF

= Reduces the complexities of RACF
security administration

= Helps to eliminate user errors
= Enforces best practices
= Reduces the RACF learning curve

= Enhances security through
centralized administration

=18 x|
Fe Edi few Commsicoion dchons Wiodm felo
@ e 5 o w2 3 ol
Dota: Cxtrect VANGURRD ACHINISTRATOR Late: 05/06/10

COMMAND ===} Time: 0B:04
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Genarate OLNER FKeyword =3 Y [¥/N]

Generate User DataSet Profile =» ¥ (¥/N) Clone HLO/DSN Access Lists =3 N (Y/H)
Model generic DSN profile wusing ID.=+ fornat? ==> N [¥/N]
"M° will generate profile as: ID.=, =m

Process User Seagments. RACLIMK and OMVS options:

LFP b TS0 X CICS ¥ LAMGUAGE ¥ OPERPARM Y [CE N
WORKRTTR Y NETVIEMW ¥ RACLINE N OHVS ] Autolid N Shared N
KERE k PROXY N Eile Edit Edit Settings Nenu Utilities Compile-s Test Help
Generate AT/ONLYAT Keywo
From To ELIT BO3A. VRA. CONMAND Columns 00001 00072
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ooy| 060002 PW  USER(BOBA1) INTERVAL (180)
. T QEB003 ALL BIBAL PASSWORD [VANGUARD)
Installatior Data: QEE0E4 AL BIBAL SPECTIAL OPERATIONS
==»|  00D0OS ALU BIBAL TSO(ACCTNUM [ RCCTH') MAYSIZE (2086123) S1ZE(2045000) .
Installatior Data: - nonnog Panc (1SPFCS53] UNTT(3390) *
aoooavT CIMMRHNDL' ilp'l" 1
aoDoaE co BIBA1 GAOUP (RINHDAOL] OKMER [RIOHDAODL)
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Qee0lz PE DITTO.= CLASS(FACILITY) ID(BOEA1) RECESS (ALTER)
QEB013 PE  VIPS. NOEDIT.COMMANDS CLRSS(FACILITY) ID(8JBA1) ACCESS (ALTER)
@ugola PE VAHF. * xx CLASS(FACILITY] 1D[(EUBAL) WCCESS (HERD)
QeB015 PE VAR%. ACSTASE CLASSIFACILITY) ID(ROBA1) ACCESS (READ)




IBM Software Group | Tivoli software IBM and Vanguard Integrity Professionals

=l Session A - [24 x 80]

File Edit Yiew Communication Actions ‘Window Help

==l x|

User Profile

Group Profile

Data Set Profile

General Resource Profile
Profile Segments

User ID Notify

Ownership

Controlled Program

RRSF

W o0~ OuU s WK

MO » e H Inbo..‘l @Ca\IL‘..l BARE: ... | @MSN...] @Dow‘..l ARt ..,

10
11
12
13
14
15
16
17

B B 2% @ =@ et & 8 @lel
VANGUARD ADMINISTRATOR Date:
COMMAND ===> _ Time:

SECURITY SERVER REPORTS

Universal Access

05/06/10
08:06

T
File Edit Yiew Communication Actions ‘Window Help
Bl A% BB = 5k 28 al el
Data: Extract VANGUARD ADMINISTRATOR Date: 05/06/10
COMMAND ===> _ Time: 08:06

User

1 Clone

2 Delete

3 Notify

4 Transfer

User/Group
11 OQuwner

12 Remove
13 Replace

TASK ORIENTED ADMINISTRATION

Group
21 Clone
22 Delete

Data Set
31 Clone
32 Delete

General Resource
41 Clone
42 Delete

administration tasks that would normally take hundreds of hours.

Administrator allows less technical personnel to quickly perform security
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Vanguard Products

a

Vanguard Communication Services

zSeries Server

Operating
System

(RAF)

Common
Enablers

Administrator

Common Services

RACF Administration

Advisor
Reporting

& Detection SecurityCenter

Windows-based
GUI to RACF

Analyzer

System Integrity
& Analysis

Enforcer

Security Policy
Enforcement
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Advisor — RACF Reporting

= Complete detailed reporting, with an intuitive
interface.

= Quick delivery of the needed information to the
correct people. (email of important events as they
occur).

= Valued information is easy to find. No need for
large volumes of data that no human can sort
through.

= Quick ramp-up for new Administrators, no need to
understand the log record configurations of system
data.
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Advisor — RACF Reporting

Event detection, analysis and reporting

Comprehensive event detection, analysis and reporting package for
the mainframe environment.

Works with "live" or collected data from RACF and from the system
data (SMF).

Advisor automatically detects security breaches or malicious patterns
24 hours a day, gathers related information, recognizes the
importance, explains the significance, and guides the security
administrator through the process of completely eradicating the
security exposures.

Manages summary, detail, and extended-detail information levels.
No need to learn reporting languages.

Numerous pre-defined summary or detailed reports provided.
Custom reports can easily be created.
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Advisor — RACF Reporting

Event detection, analysis, real-time alerts, reporting and electronic report

dlstrlbutlon Data: Extract Violation Summary Sort complete
Command === Scroll ===> PAGE

Next to one or more entries:

= A comprehensive security § - all detail report
reporting tool for RACF. Summary Totals: 821 806 268 57 1552

M - multiple detail report

: Resource System RACF Open
|
AdVISor goeS far beyond CMD Userid User name Access Entry Commands Edition Total

reporting, is extremely robust |~ Tt er T e

__ KEEGANO KEEGAN 100 55 1 2 158
and easy to use. ___ BOBS BOB SPITZ 10 45 1 29 85
____ ARTH ART HATFIELD-MIHELIC 44 26 5 0] 75
™ Data_mlnlng Capabllltles and IS _ Eg“t;zanglggggt Data Set Access Detall by Userld Rﬂgciﬁltl{;zg}ﬁ;p‘gg
i i —|Mext to one ar more entries:
fU”y Integrated Wlth the 5 - display continued information YRC - enter Profile Editor
.. IR - display RACF access information
Vanguard Administrator. — | .
L Use%d Dakaset name Date Time
. CMD Event Text Event Oualifier Text ____ _ lobname ____Reguested Alloued
= Helps customers cope with the | — |- 2l eest -
— T Userid . . . . . : ARTH User Name - - - ¢ ART HATFIELD-MIHELIC
= ﬁQGESS Sl,l Jobname eoee e ARTHE Group Hame . . . VANGUARD
demands of new compliance — |___ ARTH sYSL| IoEmiral,id ¢ 1 access EREAd paes DD D i 55732003
o AcCcess yj Event Name Code : B2 Event Time . . . : ©3:09:17:64
ARTH C¥C 1] Event Qualifier : Successful access
and regulatory mandates. “= Access 2| Event 8usiifise 8y '
Access Reguested : Read Authority Tupe . : Exit
Access Al lowed . : Hone Log Reason(s) -« : RaD
Submitted By . . = Resource Class . : DATASET
Data Set MName . S5¥S1.SVCLIB
Volser . . . . . : Z1RESI
Profile Mame . . : 5¥S1.SVCLIB
Profile Ouner T S¥YS1
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Vanguard Advisor Real Time Notification

Real time
notification is an
important Advisor
feature that
detects security
events when they
occur and based
on parameters
specified,
automatically
notifies interested
parties so
corrective action
can be taken in a
timely fashion

Collector
Notification
Task

Advisor Extract
Program
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Vanguard Products

a

Vanguard Communication Services

zSeries Server

Operating
System

(RAF)

Common Services

Common
Enablers

Administrator

RACF Administration

Advisor

Reporting
& Detection

Analyzer

System Integrity
& Analysis

Enforcer

Security Policy
Enforcement

-
=

[ 1
—

SecurityCenter

Windows-based
GUI to RACF




Easy Auditing of both the z/OS and the RACF environments.

Less experienced people can review the environment.

SmartAssist explains the identified risks and recommends how to correct
them. You don't need to constantly refer to an audit manual for every finding.

Far more reliable end results even for an experienced auditor, reduces the
number of errors.

Greater assurance of passing those ‘surprise’ external audits.

L naysis gu) RCompiancad=—imeoriy g
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Analyzer — System Integrity and RACF Analysis

Z/0S Analysis Functions RACF Analysis Functions

Program Properties Table = Class Definitions

Sensitive / Critical Data Sets - MVS Router Table

SVC Table Analysis

: = Data Base Analysis
Subsystem Name Table Analysis y
System Environment Analysis * SETROPTS
SMF Environment Analysis = Started Procedures Table
Link Pack Area Analysis « Installation Exits

Operating System Exits Search
JES2 Analysis
Parmlib Analysis

Filebaseline Capture
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Analyzer - Risk ldentification & Assessment

= Session A - [24 x 80] ==l =|
File Edit ‘Wew Communication Actions ‘window Help
(6] B || [ s ol tct| & @@
41 System Audit Row 1 to 14 of 23
The powerfU| audltlng Command ===> _ Scroll ===> PAGE
. e Primary commands: L (ocate), SORT Total Audit Tests: 90795
tOOI prlorltlzes and Primary sort sequence: STATUS Total Audit Fails: 638
Next to one or more entries:
. - B Selective Audit (batch) 0 View Results [(online)
highlights areas to
Opt System component Status
show where a pOtentIal _ LPA Queue and LPA Directory >>> AUDIT FINDING
_ Program Properties Table >>> RAUDIT FINDING
. _ RACF Class Descriptor Table >>»>» AUDIT FINDING
Security exposure may _ RACF Started Procedures Table >>> AUDIT FINDING
_  RACF SETROPTS Analysis >>> AUDIT FINDING
. _ SVYC Table (Update Recording Table) >>> RAUDIT FINDING
EB)('S;t _ Authorized TSO Tables Not applicable
_  System Environment Not applicable
_ APF and Link List Data Sets NORMAL
_ JES2 Dataset Analysis NORMAL
_  JES2 Jobclass Analysis NORMAL
_ Operating System Exits NORMAL
_  PARMLIB NORMAL
_ RACF Authorized Caller Table NORMAL

02/015
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Analyzer — System Integrity and RACF Analysis

A system integrity, assessment, risk identification, threat analysis and problem
rectification solution.

Program Properties Table Analysis Row 1 to 2 of 2
Command ===> Scroll ===> PAGE
JTTE
Fle [ Vew Commurceton Adiors Window Help
B B A BE| & w6t 28] I @l
Program Properties Table Analysis Rew 1 to 12 of 80 Entrg' BPXVCLNY —_ MESsage. VSA392R
Command ===> _ Seroll ===)> PAGE ng Pwd: YES MO re: +
General Audit Review Message(s) .
Primary commands: CAPTURE, GM, Llecate), SORT, STATS, PANT, EMAIL Sgstem Task: Yes Risk
Pri t : M,ENTRY . -
rinary sort sequence Spec Key: Yes RACF checking for datasets is
Next to one or more entries: .
S Display detail information H Display message text NO DSI " NO bgpassed'
Found in: SYS1.LINKLIB
Byp Sys Spec Prot CPU .
Opt M Entry Pud Task Key Key AFF Orig Description Explanat lon
BKPCSIEP No Yes Yes ©1 FFFF 18M 18P Next to one or more entries: This entry in the PPT grants the
ANFFIEP No Yes Yes 01 FFFF USER 2/05 Infoprint H 3 3 3
ApepPIER ver ver o1 rrer lam oar S Display extended message informat bypass password attribute to the
Program Properties Table Analysis Row 1 to 2 o program.
Command ===> _ Scroll ===> P Opt
Entry: BPXVCLNY Prot Key: 88 | meeemmm e e e m - - User Action
B Pud: Y CPU AFF: FFFF B S .
i rer USER _ VSA391I This entry was originall The user should verify that the
Spec Key: Yes DeschiREion: LRSS tiullSSpuices S VSA392R This entry is allowed to module in question is an IBM
No DSI: No S = B
i Found in: SYS1.LINKLIB on ZSRES1 RREERERREER R R RN R R R kRt kkx Bot module for which this attribute
& ) is necessary. Otherwise, check
Next to one or more entries:
S Display extended message information
Opt Messages

S VSA392R This entry is allowed to bypass password protection.
ko kR kb ke kkkk Bottom of cata ook ok koo ook ok s ok ok ok ok ok o ok ok e ok ki ok b o ok

u _ VSA381I This entry was originally an IBM entry and has been changed.

An example of a powerful feature in the
| Vanguard Analyzer is the SmartAssist dialog
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Vanguard Products

4 zSeries Server

Common
— Enablers

Operating
System

Administrator

RACF Administration

Advisor
Reporting

& Detection SecurityCenter

Windows-based
GUI to RACF

(RAF)

Common Services

Analyzer

System Integrity
& Analysis

Vanguard Communication Services

Enforcer

Security Policy
Enforcement
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Enforcer — Security Policy and Rules Enforcement
Intrusion Detection and Management for z/OS

= z/OS based real time security policy enforcer.
= Know immediately if a key asset has been altered.

= Allows for a documented, secured temporary access to a
privilege to be granted and automatically revoked.

= Creates a Baseline Security Policy using expert
recommendation that you can modify to your companies
specifications and enforce in real-time.

= Enhances existing zSeries Security Server (RACF) security
policy administration at the enterprise level without
requiring additional staff, additional expertise, or ongoing
maintenance.

= With Enforcer, organizations can be confident that their
security management implementation is effectively
protecting their critical resources and continuously adhering
to "Best Practices" standards.
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Enforcer — Security Policy and Rules Enforcement

Intrusion detection and management solution for the
mainframe

= Enforcer protects critical data and other resources by ensuring
that the standards, policies, rules and settings defined by an
organization's security and compliance experts are in force and
stay that way.

= The baselines contain the security policies and implementation
rules for the specific system being monitored.

= Enforcer automatically scans the operating system and RACF
database at intervals defined by the user and compares what it
currently finds against the authorized baselines.

= When discrepancies are found, Enforcer will perform, as defined
by the user, operations such as:

» Log the discrepancy for later analysis and control purposes.
» Notify predetermined individuals of the discrepancy.

» Automatically take corrective action to restore the system to
the baseline configuration.
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Enforcer — Security Policy and Rules Enforcement

A system integrity, assessment, risk identification, threat analysis and

problem rectification sol

1. User makes unauthorized
changes to the permissions

of a critical file.

ution.
INTRUSION DETECTED

Date/Time: 04/01/05 5:00p
Resource: Payroll Database

User ID: TELLER1

q

3. Security Administrator
receives the call and
takes appropriate action.

2. Enforcer detects the event, automatically puts the
permissions back and sends an alert to the security
administrators cell phone with details of the event.



ftp://symstore.longisland.com/Symstore/productlibrary/cellphon.jpg
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Enforcer Sensor Task Overview

N

Start Scan

Take Action

Actions

- Startup » Critical Data Sets - RACF Options
- Manual - Critical Volumes - LPA List
» Time-Interval - Critical Gen’ | - PPT

Res. - SVCs

- Started Tasks
- Restricted Utilities
- Temporary Access

- Critical Groups
* Privileged Users
- APF Libraries
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Vanguard Products

a

zSeries Server

Operating
System

Vanguard Communication Services

(RAF)

Common
Enablers

Common Services

Administrator

RACF Administration

Advisor

Reporting
& Detection

Analyzer

System Integrity
& Analysis

Enforcer

Security Policy
Enforcement

SecurityCenter

Windows-based
GUI to RACF
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SecurityCenter — RACF Like You've Never See It Before

“ File Edit ‘iew Insert Acktion Options Reporks Window Help

EAR AR | mew @eedw|pew #ESd | +] =
Command Status ) [m]
# Status Action | Target | Command SaLID Messages
S¥%1: Group Tree - Order by Superior Group - |EI|1|
E[;i =¥51 X i l—
_____ @ aDE610 Superior Group: + DHAYES: User Administration - |EI|5|
_____ @ ADsM Owarer: I IBMILISER
..... @ ANF User [DHAYES =]
----- 6@ AP
----- @@ ark Owned Groups I Owned Rezources I Accezs List I Effective Access List I
----- @ aro @ Subgioups | 5 Ovined 12 Remote Shaing | DFF |  oOMvs | 750 | LaNGUAGE |
""" @ s v T | OPERPARM Keywords | DPERPARM | WORKATTR | NETVIEw | CiCs |
""" @ astia il Base | Supplemental Base | Paseword | Connections | Clauth | Owned U
_____ @ asmT £ BPXOINIT upplemental Baze | Passwon onnections | Claul whed Users
""" @ asu i CICSA Owiner: IIBMUSEFI j Default Group:

Liml el s (m v

Uzer Mame: IDLISTIN HAYES

Everything you could want to know about a
user, asset or system in an easy to view and

""" — Aittrbutez Current Rewvoke Status

_____ ¥ Special [ PResticted Mot Revaoked Change... |
..... [ Auditer [ Protected

..... I ipeishars Revoke On: l

----- | User sudit Resume On: l—

completely accurate information display.

This includes all Enterprise systems using
Vanguard’s Integrated Enterprise products.

— fccesz Restrictions

¥ Sun. ¥ Mon.

Start Tirne: I

W Tues. W wed W Thus W Fri. W Sat

End Tirne: I

[Host: 172.16.2.250 [User I0: IDUNCAN | | |

|osjzef2003 64742 PM 4
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SecurityCenter — RACF Visual Based Administration

= Easy Graphical User Interface to the
RACF Database.

= Ease of use for existing RACF
administrators.

= Allows non-z/OS personnel the ability to
understand and administer RACF.

= Intuitive Windows based interface,
reduces errors especially when doing
repetitive administrative tasks

= Help desk password reset functions.
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SecurityCenter — RACF Visual Based Administration

Windows-based RACF administration

SecurityCenter graphically presents hard-to-find security
information.

Point-and-click and drag-and-drop operations replace
dozens of native commands.

Data is entered using familiar Windows-style features such
as drop-down lists, radio buttons and check boxes.

SecurityCenter allows security administrators to decentralize
appropriate tasks to departmental level personnel by
offering them limited views to their information.

Enables the experienced security administrator to work
more efficiently.

SecurityCenter provides an easy, intuitive training
environment that brings less experienced staff members up
to speed quickly.




IBM Software Group | Tivoli software IBM and Vanguard Integrity Professionals

SecurityCenter - RACF Visual Based Administration

=Tzl » IBMUSER: User Administration _|of x|
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et o B A%k @ ew ow ABLS [+ Bl User [IBMOSER =]
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MO0 A
| ! AN 1
[EREER - [ e W0 AT FJ"% Dataset ;l | Select 4l Claszes
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Univerzal Aizcess: IHEAD "l

SecurityCenter graphically presents RACF

Group /User Access Cond. Type Condition o . . : : .
1 | IDUNCAS READ [ W | administration in a Windows point-and-click,
2 SJH'C“MA ALTER & w ' drag-and-drop interface.

| | Allowing security administrators of different
! r platforms to administer RACF without having
to learn native RACF commands.
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SecurityCenter — RACF Helpdesk Administration
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Vanguard’s RACF Administration and z/OS Compliance Tools

Summary

= Efficient RACF security management, access control,
reporting and compliance monitoring across the
Enterprise.

= Reduces the costs of RACF administration.

= Provides a platform for centralized security
administration across the enterprise.

= Assists in ensuring security best practices.

= Provides evidence of IT controls for SOX, GLBA,
HIPAA and other regulatory mandates.

= Maximizes the productivity of security staff.
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Avallable Services

Product Implementations

Training

z/OS & RACF Health Checks & Remediation

Migrations from CA-ACF2® and CA-Top Secret® to RACF
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An Enterprise Security Problem

Accounts Management & Inventory Control

View KPIs & Dashboards| Manage KPls & Dashboards [ Projects

D
Hew Window | Help

Plant Rating
KPI Analysis

Business Unit:  CORPI

Scenaniall  SRM_SCENAR

iar: 2004 Morihly Calendar- 01
Period: 12 Doc 2004
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Security-on-Demand secure domain concept

Summary

= Ability to administer users and data

= Across dispersed and dissimilar platforms & systems
= Using a single common interface

= Allowing user to sign-on with one password

= With a way to log and report everything from the
same place with the same tools
= A solution based on eServer zSeries
» 99.999% uptime
» 85% of the critical transactions

» 80% of the mission critical data
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We've Had The ESM Problem Before

RACF Security Server

JE

TSO U

Before distributed computing, each component on a mainframe had its
own security system (individual and disconnected secure domains)

v |
P
=
- =]
F 5
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IBM’s Proven and Simple Solution

RACEF Security Server

TSO

IBM now uses the z/Series Security Server (RACF) as the only security server
for each of the different components (single secure domain concept)
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Today’s Enterprise Problem

RACF Security Server

Sun Unix

LU

LU
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Solved With the Same Simple Solution

AR

AR

Vanguard extending the power of the z/Series Security Server
to distributed components, treating the enterprise as a single secure domain.

By ey T
k<




IBM Software Group | Tivoli software IBM and Vanguard Integrity Professionals

Security-On-Demand Architecture

ez / Integrator

Integrated RACF Security

ez /| AccessControl

Securing Windows & Linux
with RACF

ez/SignOn

Authentication

c++&
API

ASSEMBLER
vB JAVA

Redirected
To Security Server
J
" l'
Windows 11

|

Fedora Core

HP Unix

[

( Red Hat Linux

[
-

SUSE Linux

Sun Solaris

0S-400

AlX

zSeries Server

Vanguard Communication Services

ez/Token

Two Factor

Common
I— Enablers

Operating
System

Administrator

RACF
Administration

Advisor

Reporting
& Detection

Common Services

Analyzer

System Integrity
& Analysis

Enforcer

Intrusion Detection
& Management

authentication
to RACF

PasswordReset

End-User
Password
Resets

INCompliance
Audit &
Tolerance to
Policy

SecurityCenter

Graphical RACF
Administration
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Vanguard PasswordReset

zSeries Server

system An average password
reset call to the Hel p Desk

costs $25 to $40. The RA on
this product is less than 12

Vanguard Communication Services

HP Unix
Red Hat Linux

SUSE Linux

‘Sun Solaris

2. When a user forgets their password they can click a
button at the logon screen, answer their set of questions,
reset their password and login

i

1. Users self-enroll using
a simple web-based interface

Y PasswordReset - Microsoft Internet Explorer
J Eile Edit Wiew Favorites Tools Help |J <= Back = = - @ ﬁ | @Search & Log On to Windows
JAc_Idress I@http:,i,l’lQZ.168.5.40,I’PasswordReset,l’passwordreset.cgi j 6o |JLlnks & i g Microsoft
B ndows 2000
%3 PasswordReset Register with PasswordReset™ Help d Profmimal
Instructions: Please fill out all the following information and click on "Register” Built on NT Technalogy
RACF Userid: I Password: - -
Email Address: I User name: I winuser
Answers: are NOT case sensitive, Min # of words: 1, Min # of characters: 1
; Password: I PasswordReset
Question 1: I ﬂm
PRETTED T | logonto:  |EZsECURITY
Question 2: I ﬂm ™ Log on using dial-up connection
Answer 2; I
) [8]4 I Cancel Shutdown. . | Options <<
Question 3: | Hint
Answer 3: I
e
Register
=4
El

] [ [ ] [emene




A self-registration, single-password and
Intrusion detection solution for
multi-platform environments.

Bill Murray | RACFWIN RACFWIN | WINUSER WINUSER | SUNUSR1 | WINUSE2
Chevy Chase | CCHASE HPUSER1 WIN2USR | RHUSR1
Dan Ackroyd ZUERT2 ZUSER2 WINUSR2 | HPUSER2 SUNUSR2

Ted Knight | TKNIGHT WINUSR3 WINUSER3 | SUNUSR3 | WIN2USR3| RHUSR?2

With the Security-on-Demand Federated ID and mapping matrix, one can report and
track users/systems and report on user activities across the entire cross-platform
enterprise fabric, even when the users platform IDs are different.

With a single command revoking the SoD RACF ID stops all user access to systems
and data instantly.




Common

Allows platforms, applications and
devices to interface and integrate the
proven authentication, authorization
and auditing capabilities of IBM’s
zSeries Security Server.

HP Unix

Red Hat Linux

SUSE Linux

‘Sun Solaris

0S-400

k

.............

ez/Integrator is an easy-to-use ) . m
TOOI Klt fOI’ the IBM ZserIeS xm&ﬁiﬂﬁﬁ wwalta-gu-u_.;g% = Isj!'-ue Mﬁommand
Security Server ||| s s

RACF Command LU
__qu RALF Command
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Control Windows® applications and
files with the premier security power of
the IBM zSeries Server, RACF®

Vanguard Communication Services

HP Unix
Red Hat Linux

SUSE Linux

i

‘Sun Solaris
0s-100

ALK

_

ez/AccessControl x|

ICH4081 USER({EZSEC1 ) GROUP{EZSIGNON) NAME(EZSECURITY ADMIN )
S 192.168.243.010.C:\PAYROLLPAYROLL. TXT.CW CL{WINZKSYR)

- Config Status INSUFFICIENT ACCESS AUTHORITY

C 192 168.5.229; 3001 - START A G d.

ornect &t cosss frants ACCESS INTENT(READ } ACCESS ALLOWED{NONE }

ez;/AccessControl Configuration Ukility =1

— Mainframe TCPAP Settings

P Address Port Mumber | e :
192168.5.229 30 0K
ez/AccessControl provides a single
AddIPAcdess | Dalee P Address | point of access control, routing all
~ Service Status requests for access to a drive, file, or
ezfboceszControl Service is Enabled Service directory on a Microsoft WindOWS

2000 and 2003 platforms through the
IBM Security Server™ (RACF®).
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@ VVanguard ez/Token

zSeries Server

Common

ez/Token™ a two-factor authentication
solution integrated with RACF® for
users logging on to the mainframe.

HP Unix

Red Hat Linux

SUSE Linux

8
g
3

i

0S-400

k

The ez/Token solution provides
a more secure alternative than
the usual RACF user
ID/password combination. With
ez/Token, users substitute a
new, one-time passcode in
place of a password. Passcodes

are generated randomly every
60 seconds. For enhanced

security, the passcode can be
combined with a PIN number.
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s A yaun

Thai q

Traditional Chinese

Cnacubto (Gracias

Russian Spanish

f S Pk Yo oprigaco

Arabic

> Danke
z lﬁj‘ German
Grazie ,
ltalian Simplified Chinese Merxci
French
- L §' -— N \ . B
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Questions

= More information
» http://www.qgo2vanguard.com/

» ronn.bailey@go2vanguard.com


http://www.go2vanguard.com/
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