InfoSphere Traceability Server v2.0.2.0 Hotfix README
This hot fix for InfoSphere Traceability Server v2.0.2.0 is provided to our customers to resolve the APARs listed at the bottom of this document.  This readme file describes the content of the hot fix, installation instructions, usage, and the issues that are resolved by the fix. 

Prerequisites

This hot fix requires that InfoSphere Traceability Server v2.0.2.0 is installed and that all prerequisites mentioned in the InfoSphere Traceability Server Installation Guide are met.
Contents

The hot fix consists of the following components:

· com.ibm.rfidic.metadata.jar: a JAR file that contains metadata manager functionality. 
· com.ibm.rfidic.utils.jar: a JAR file that contains the DB utilities 
· rfidic_create_sample_schema.sql: an SQL file that contains Oracle-specific syntax for creating sample schemas used by the sample publish and audit functionality
Installation Instructions

The InfoSphere Traceability Server metadata manager component needs to be updated with the JAR files provided in this hot fix.  To update the InfoSphere Traceability Server metadata manager, copy the provided jar files (com.ibm.rfidic.metadata.jar and com.ibm.rfidic.utils.jar ) to the $RFIDIC_HOME/lib folder.  In addition, copy the sample schema file (rfidic_create_sample_schema.sql) to the $RFIDIC_HOME/bin/Oracle folder. 
To perform this update, follow these steps:

1. Ensure that no users are currently using the InfoSphere Traceability Server system

2. Stop the InfoSphere Traceability Server. Type the following command as the InfoSphere Traceability Server admin user: stopRFIDIC.sh 
Ensure that all components have stopped. 
3. Install the JAR files containing the hot fix

      Before you copy the new or updated com.ibm.rfidic.metadata.jar and       com.ibm.rfidic.utils.jar files, make a backup of the existing files from the $RFIDIC_HOME/lib folder.

Copy the new com.ibm.rfidic.metadata.jar and com.ibm.rfidic.utils.jar files to the $RFIDIC_HOME/lib folder by using the Linux cp command to achieve this.

4. Install the SQL file that contains the updated sample schema

Before you copy the new or updated rfidic_create_sample_schema.sql file, make a backup of the existing file from the $RFIDIC_HOME/bin/Oracle folder. Copy the new rfidic_create_sample_schema.sql file to the $RFIDIC_HOME/bin/Oracle folder by using the Linux cp command.

5. Start the InfoSphere Traceability Server server with the updated fix.
Use the command startRFIDIC.sh to start the InfoSphere Traceability Server.
Usage: When using Traceability Server with non-dba user
Use the revokeDBAPrivileges.sh script to revoke the database administrator (DBA) privileges of the user that is set in the DBMS_ADMN_USER setting in the setRFIDICEnv.sh file..

Authorized user ID: root
Purpose

If a user with DBA privileges was specified in the DBMS_ADMIN_USER setting when the product was installed, you can run this script to revoke those privileges.

Restriction: You can run this script only against Oracle and DB2® databases.

Syntax for the revokeDBAPrivileges.sh command




>>-revokeDBAPrivileges.sh--------------------------------------->

>-- -dba_user--=--database_administrator_username-- -- -dba_password-- --database_administrator_password-><

Arguments

This command has two arguments which perform the following actions:

-dba_user database_administrator_username
Specifies a user ID with DBA authority.

Remember: Another user with DBA privileges is required to remove the DBA privileges of a user ID. The database_administrator_username is used solely to revoke the DBA privileges of the DBMS_ADMN_USER user.

-dba_password database_administrator_password
Specifies the password of the user with DBA authority.

Example

revokeDBAPrivileges.sh -dbauser=db2dba -dba_password=pasword.

In this example, the DBA privileges for the user that is set in the DBMS_ADMN_USER setting in the setRFIDICEnv.sh file. are revoked. The db2dba user ID has DBA privileges.

Changes
This hot fix contains the following changes. 
PMR 

49357,033,724 (Revoking DBA rights for RFIDIC user).

APAR 

JR32037
PMR

55608,033,724 (Correct procedure to revoke DBA rights to user PUBLISH)

APAR

JR32126
After patching the system with this hotfix and issuing the revokeDBAPrivileges.sh script,  the InfoSphere administrator will be able to run the InfoSphere Traceability Server database using a non-dba db user and without the need to manually configure any privileges on the database users or objects. In addition, on a pre Mod2 Traceability Server running a backend Oracle database, before you migrate please apply this patch to prevent any privileges issues even if you intend to run the Traceability Server DB user as DBA.
