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Location Awareness Services for WebSphere Premises Server

After you have installed Location Awareness Services for WebSphere® Premises
Server, use these topics to access the component information:

Overview

This section provides an overview of Location Awareness Services for WebSphere
Premises Server components.

What is Location Awareness Services for WebSphere
Premises Server?

Location Awareness Services for WebSphere Premises Server allows companies to
continuously track active tags in real time in predefined areas of refineries, plants,
and office buildings. Third-party asset location systems provide the tags, which
may be carried by employees or visitors, or fixed to assets. Third-party systems
also include reader infrastructure and a location engine, which is software that
calculates tag positions based on the tag signals received by different readers. The
Location Awareness Services for WebSphere Premises Server solution works with
these systems to visualize locations that are being monitored and to display the
current position of personnel or assets carrying the tags.

Location Awareness Services for WebSphere Premises Server provides a visual
console that automatically locates the tags that are monitored in real time, allowing
for real time response to emergency situations or security breaches. Personnel or
assets can be monitored in virtual danger zones and Location Awareness Services
for WebSphere Premises Server will send safety and security breach alerts if assets
or personnel are not qualified for entry or exit. Zones are virtual areas that can
have rules or permissions assigned to them, and may vary over time. For example,
temporary dangerous construction zones may be created.

The solution does the following;:

* Cooperates with third-party position determination systems to acquire
information about the current location of personnel or assets.

 Allows visualizing monitored areas and the current position of personnel and
assets within these areas.

* Supports the rule-based specification of supervision policies.
* Supports a flexible alerting concept.

¢ Supports integration with existing human resource or asset management
applications.

* Supports flexible reporting on monitored areas, providing the current or
historical position of personnel and assets within these areas.

* Offers Web services that allow the whole solution or part of its functionality to
be used in Service Oriented Architecture (SOA) applications.

An adapter (not shown in [Figure 1 on page 2) gathers data from real time location
systems (RTLS) monitoring the area and sends the data to Location Awareness
Services for WebSphere Premises Server, which stores information in the resources
database and performs runtime processing, such as determining when zones are
entered or exited, checking business rules, and calling registered programs in case

© Copyright IBM Corp. 2006, 2008 1
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of business rule violations. Information in the resources database, such as position
coordinates and zones, is displayed on the Spatial Management Client. The
configuration table in this same database is used to define, update, and display
administration and operation information through portlets in the WebSphere
Application Server administrative console. You can also use the WebSphere
Application Server administrative console to define business rules, notification
programs, and various system properties.

Spatial Management
Client

Figure 1. Overview of Location Awareness Services for WebSphere Premises Server

How the data is used

This section provides a brief overview of how the data provided to Location
Awareness Services for WebSphere Premises Server is used. Each item that is
represented is described in greater detail in the sections that follow.

Data is used in Location Awareness Services for WebSphere Premises Server as
follows (see [Figure 2 on page 3):

1. A third-party event provider sends provider-specific data.

Location Awareness Services for WebSphere Premises Server regularly receives
data from the event providers, which usually are connected to a number of
event devices (receivers). The receivers regularly receive signals from active
tags that are usually attached to assets or carried by people. The event
providers consolidate the signals that are received and create fixed-format
messages that are generated from the signals. Each of these messages contains
details about a single tag, including tag ID and current position.

2. Location Awareness Services for WebSphere Premises Server recognizes the
event and transforms it to a provider independent format that is used
throughout the internal processing of Location Awareness Services for
WebSphere Premises Server.

3. The event is linked to a zone. Because zones can overlap, a location event can
affect multiple zones.

4. Rules are checked and, if necessary, an alert event is issued.

5. The event is sent to the subscribing programs and notification programs. See
“Location Awareness Services for WebSphere Premises Server events” on pagd
1_6| for more information.
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Figure 2. Data flow and usage

Roles and access

This topic lists the groups, allowed actions, and role associated with the Location
Awareness Services for WebSphere Premises Server portlets, servlets, and Web

services.

Portlets

Table 1. Groups, actions, and roles for portlets

Portlet name Default groups Allowed action Roles

Boundary Zones |lasadministergrp, view and change |lasadminister, laslocate
laslocategrp settings

Business Rules  |lasadministergrp, view and change |lasadminister, lasconfigure
lasconfiguregrp settings

CEI Events lasadministergrp, view and change lasadminister, lasmonitor
lasmonitorgrp settings

Classes/Items lasadministergrp, view settings lasadminister, lasmonitor

Manager lasmonitorgrp
lasadministergrp, view and change |lasadminister, lasregistrate
lasregistrategrp settings

Control lasoperategrp view and change |lasadminister, lasoperate

Processing settings

Devices lasadministergrp, view and change lasadminister, laslocate
laslocategrp settings

Event Provider |lasadministergrp, view and change |lasadminister, laslocate
laslocategrp settings

Gate Manager lasadministergrp, view and change |lasadminister, laslocate
laslocategrp settings

Groups Manager |lasadministergrp, view and change |lasadminister, lasregistrate
lasregistrategrp settings

Mail Host lasadministergrp, view and change |lasadminister, lasconfigure

Configuration lasconfiguregrp settings

Mail Receiver lasadministergrp, view and change |lasadminister, lasconfigure

Configuration lasconfiguregrp settings

Notification lasadministergrp, view and change |lasadminister, lasconfigure

Channels lasconfiguregrp settings

Location Awareness Services for WebSphere Premises Server 3



Table 1. Groups, actions, and roles for portlets (continued)

Portlet name Default groups Allowed action Roles
Notification lasadministergrp, view and change |lasadminister, lasconfigure
Program lasconfiguregrp settings
Manager
Registration lasadministergrp, view and change |lasadminister, laslocate
Units laslocategrp settings
Reports lasadministergrp, view and change |lasadminister, lasconfigure
Administration  |lasconfiguregrp settings
Reports lasadministergrp, perform reports lasadminister, lasmonitor,
Operation lasmonitorgrp, lasoperate
lasoperategrp
Search Tags lasadministergrp, perform searches |lasadminister, lasmonitor
lasmonitorgrp
System lasadministergrp, view and change lasadminister,
Properties lascustomizegrp settings lascustomize
Servlets
Table 2. Groups, actions, and roles for servlets
Servlet name Default groups Allowed action | Roles
LasVisualizationEAR lassmcadministergrp, can use the allrole
lasmonitorgrp Spatial
Management
Client, but
cannot change
the configuration
lassmcadministergrp, view zones and | getrole
lasmonitorgrp areas
lassmcadministergrp change zones and | putrole
areas
AtlasReportingServletEAR lassmcadministergrp, view reports getrole
lasmonitorgrp,
lasoperategrp,
lasadministergrp
TagProcessingServlet lasoperategrp view and change |allrole
settings
db2AssetMgmtEAR lassmcadministergrp, view and change |allrole
lasmonitorgrp settings
Web services
Table 3. Groups, actions, and roles for Web services
Web service name Default groups Allowed action | Roles
LasQueryEAR lassmcadministergrp, | view tag details |allrole
lasmonitorgrp and reports
LasEventHandlingEAR lassmcadministergrp |view and change |allrole
settings
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Table 3. Groups, actions, and roles for Web services (continued)

Web service name Default groups Allowed action | Roles
AtlasImportEAR lassmcadministergrp |view and change |writerole
settings
lassmcadministergrp, | view settings viewrole
lasmonitorgrp
PremisesCEPRuleDefinitionE]JBEAR | lassmcadministergrp | change settings allrole

Defining Location Awareness Services for WebSphere

Premises Server

This section explains the structure of Location Awareness Services for WebSphere
Premises Server and how to define it.

shows the structure of Location Awareness Services for WebSphere
Premises Server and how the topological items are related.

Figure 3. Structure of Location Awareness Services for WebSphere Premises Server

The following user interfaces are provided with Location Awareness Services for
WebSphere Premises Server:

e Preferences Administration GUI

The Preferences Administration GUI allows you to define areas and subareas
and set preferences for those areas, such as scaling and coordinate
transformation values. You can also define the SVG images for your areas.

* Spatial Management Client

The Spatial Management Client allows you to define zones and provides a
visualization of the defined topology with the tags and their current positions.
You can see if a tag has violated a business rule. You can also search for items
and request reports.

There are two versions of the Spatial Management Client: one that allows you to
both define and delete zones and monitor tags, and one that only allows you to
monitor tags.

* Location Awareness Services for WebSphere Premises Server Administrative
Console

The Location Awareness Services for WebSphere Premises Server Administrative
Console is based on WebSphere Application Server and consists of portlets that
allow you to define the topology of a location where assets and personnel are
tracked. You can use the portlets to define the items, such as assets and
personnel, and the rules that control compliance with safety and security
regulations. You can also set or change Location Awareness Services for

Location Awareness Services for WebSphere Premises Server 5



WebSphere Premises Server system properties. Additional portlets are available
to view, maintain, and search events and also to generate and view reports on
tag activity.

To define Location Awareness Services for WebSphere Premises Server, complete
the following steps using the GUIs and Location Awareness Services for
WebSphere Premises Server Administrative Console:

* Define areas and subareas for the location. Do so by creating scalable vector
graphic (SVG) images of the areas that you want to monitor and point to them
in the Preferences Administration GUI Because the Spatial Management Client
is typically accessed through IBM® HTTP Server, store the SVG images and item
icons on the Location Awareness Services for WebSphere Premises Server on
which the IBM HTTP Server is located.

* Define zones in the administration version of the Spatial Management Client.
Zones are related to the area in which they are created.

* Define the location topology in the Location Awareness Services for WebSphere
Premises Server Administrative Console:

Define the location event providers and associated devices:
1. Define location event providers.
2. Define devices per location event provider (if required).

Define the registration units you want to use to define items.

Define any boundary zones.

Define gates.

* Define the item class hierarchy of items to be tracked, such as Person and Asset
classes in the Location Awareness Services for WebSphere Premises Server
Administrative Console.

* Define the item groups to be used and the relationship between the groups in
the Location Awareness Services for WebSphere Premises Server Administrative
Console.

* Register the items to be tracked by the system and the association of items to
classes and groups in the Location Awareness Services for WebSphere Premises
Server Administrative Console.

* Define the business rules that determine the item tracking behavior of the
system in the Location Awareness Services for WebSphere Premises Server
Administrative Console. For example, you might define a rule that allows only
those persons belonging to a specific group, such as Security, to enter a specific
zone, such as HazardousZone. You can also set system properties to determine the
alert behavior for other rules, such as a low battery threshold.

* Define the programs or web services to be called for filtered alerts in the
Location Awareness Services for WebSphere Premises Server Administrative
Console. For a predefined e-mail notification program, define who to notify
about alerts.

* Define the customized reports available for this installation.

Topology
This topic lists the location topology to be defined.

Define the location topology:
Event providers:

This topic explains third-party event providers that are mainly for location events.
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Location Awareness Services for WebSphere Premises Server relies on third-party
event providers to provide tag position data. The third-party hardware and software
must be installed and configured to work before configuring Location Awareness
Services for WebSphere Premises Server. In general, sufficient hardware must be
available to calculate three-dimensional position data for each tag, and it must be
installed and configured to provide the necessary positional data.

Event providers monitor areas and feed Location Awareness Services for
WebSphere Premises Server with tag location data. In turn, devices read the tag
signals and send those to the event provider. Device receivers are always
associated to an event provider (hub). Event providers are not part of Location
Awareness Services for WebSphere Premises Server, so they must be defined within
Location Awareness Services for WebSphere Premises Server. They must be
configured for an existing area so that Location Awareness Services for WebSphere
Premises Server can track tags within that area. They are defined in the Location
Awareness Services for WebSphere Premises Server Administrative Console.

Event providers can be set up and calibrated so that they deliver absolute
coordinates or coordinates can be transformed to fit the Spatial Management Client
display. Coordinates can be transformed in the following ways:

* Base point displacement: Maps the first coordinate system to that of the second
one.

* Scaling: Scales the coordinate systems if they use different scale units.

* Rotation: Makes axes of the coordinate systems congruent.

* Permutation of axes: Makes X and Y coordinates in both systems point in the
same directions.

* Smoothing algorithm: Smooths position estimates.

Such transformation rules must be configured for each event provider.

Devices:

This topic explains devices and device groups and their importance within
Location Awareness Services for WebSphere Premises Server.

Devices can be either readers or a device group to which you can associate several
readers. Devices represent physical or logical equipment from event providers that
provide location data for tags. Devices can be readers that are simple devices or
logical device groups (virtual groups) that are used to group the devices into
logical units. For example, by grouping the devices into logical units, you can
optimize location calculation.

Devices are always related to an event provider (hub). After defining an event
provider, you can define the devices. After defining the devices, you can then
define gates, registration units based on devices or device groups, or barrier zones
with relation to devices.

Gates:

This topic explains gates and their role in controlling access within zones for
Location Awareness Services for WebSphere Premises Server.

Gates provide access control for the entry way and exit of a zone. With gates, you
can associate one device that specifically monitors the entry to or exit from a zone.

Gates are defined after defining the devices for the event provider (hub).

Location Awareness Services for WebSphere Premises Server 7



When monitoring zones in areas, you will need to define the gate twice, for the
zone and for the area. Otherwise, Location Awareness Services for WebSphere
Premises Server cannot correctly monitor tag counts for the zone and area.

Registration units:
This topic defines registration units and explains their purpose.

Registration units are location event providers that you designate for the specific
purpose of registering tag IDs with Location Awareness Services for WebSphere
Premises Server when you create items. For example, you can define a hub as a
registration unit and then use it to read tags when defining items, which means
you do not have to enter the tag IDs manually.

Locations and areas:

A location is made up of many areas, each of which represents a real physical space
within the location to be monitored. Subareas are areas nested inside of other areas.

Areas are graphically represented and are the container for all zones. Areas have a
flat lower and an optionally flat upper boundary.

Define an area by creating an SVG file of the area and then importing it into the
Spatial Management Client by referencing it in the Preferences Administration
GUI. See [“Defining areas and subareas” on page 18

Zones:

This topic defines and explains zones, including boundary zones, and describes
how to monitor the entrances and exits of different classes of zones.

Zones are designated logical sections within areas that are associated with those
areas and for which rules can be defined. Zones can overlay each other and are the
units on which rules can be performed and on which counts and statistics for a tag
entering or leaving can be calculated.

Zones within an area are defined with the Spatial Management Client and can be
of different types. An entire area can also be considered a zone. You cannot change
its size in the Spatial Management Client and it is not displayed as a colored
region. However, rules can be attached to it.

Within the IBM Location Awareness Services for WebSphere Premises Server
system, zones are used for different purposes. Depending on their purpose, they
are classified into one or several of the following zone classes:

Alarm zones
Alarm zones are the most common type of zone. Access restriction rules or
similar rules can be triggered when an item (usually a person or asset)
enters or exits a zone of this class. The restriction rules can be set for all
other zone types as well, but they have additional semantics, as described
in the following definitions.

Privacy zones
Currently privacy zones behave like alarm zones.

Shadow zones
Tags entering shadow zones might not be visible temporarily because they
are out of reach of the tag reader infrastructure or the signals are shielded.

8 Location Awareness Services



Location Awareness Services for WebSphere Premises Server assumes that
a tag continues to be in the shadow zone at the last reported position after
it has been seen. No alert is generated if the tag is no longer visible.

Boundary zones
These zones are used for implementing access control to areas that are not
covered by event devices and therefore cannot be controlled completely or
directly. See |"Monitoring the entrance and exit of zones that are not fullyl
kcovered by devices” on page 11]

Note: In the Spatial Management Client, the term barrier zone is a synonym
for a boundary zone.

Exit zones
These zones are used to determine if a tag has passed and no signals can
be received thereafter. They indicate that an item has left the premises and
so there is no reason to be concerned about not receiving a signal.

Monitoring the entry and exit in an area

The following example describes how an item (person or asset) might be tracked
when entering and exiting a zone. Assume you have X (0.0, 0, 100, 100, and 100)
and Y (100 and 0) coordinates representing the area MyZone. Whenever a tag is
visible within these coordinates and a signal comes from the related hub, Location
Awareness Services for WebSphere Premises Server registers the tag within the
zone.

Consider the following scenarios:

1. The tag enters the area and follows the path indicated in the graphic below. If
the tag is no longer visible, Location Awareness Services for WebSphere
Premises Server stores information about the last location where the tag was
seen (indicated by the small circle at right edge of the area), and after a
configurable time generates an event indicating that the tag is not responsive
and was last seen at the stored location.

2. The tag follows the path in the graphic below and is last seen in an exit zone.
Location Awareness Services for WebSphere Premises Server no longer displays
the tag in the area and recognizes that the tag has left the area.

So that Location Awareness Services for WebSphere Premises Server knows that
tags have left an area, you should define exit zones. Otherwise Location Awareness
Services for WebSphere Premises Server assumes that the tag is still at the edge of
the area, but not responsive anymore.

Monitoring the entry and exit in an area (gates)

You can also define one device to be responsible for reporting the entry or exit to
or from an area or zone. Do this by creating a gate. You define a event provider
and then define a device to monitor the gate. You then specify whether the device

monitors tags that are entering the zone (IN) or tags that are exiting the zone

Location Awareness Services for WebSphere Premises Server 9



(OUT). When the device sees a tag that fits the parameter you specified (IN or
OUT), it reports the event and generate an alert if a rule is broken.

When monitoring zones in areas, define the gate for the zone and for the area.
Otherwise, Location Awareness Services for WebSphere Premises Server cannot
correctly monitor tag counts for the zone and area.

Consider the following scenario for a zone inside of an area that is not fully

monitored by devices:

1. Create one gate to monitor tags with device A that enter the zone. Define the
gate twice, once for the zone and once for the area.

2. Create another gate to monitor tags with device B that leave the zone. Also
define this gate twice, once for the zone and once for the area.

Zone: MyZone

Monitoring zones that are fully covered by devices

The following graphic depicts a zone in which devices can cover all of the areas.
The following example describes how Location Awareness Services for WebSphere
Premises Server tracks a tag that follows the path indicated by the arrow.

1. When the tag reaches the first point (indicated by a circle), Location Awareness
Services for WebSphere Premises Server generates an event internally that
indicates that the tag entered the zone and checks whether any existing rules
apply to the situation. The tag count for the zone increases by 1.

2. Within the FullyCovered zone, Location Awareness Services for WebSphere
Premises Server can usually track the position of the tag continuously. If
Location Awareness Services for WebSphere Premises Server loses contact with
the tag, an AtTasTagNotResponsive event is generated, indicating an abnormal
condition. Within the zone, no location-dependent rules are checked.

3. When the tag leaves the zone (indicated by the second circle) Location
Awareness Services for WebSphere Premises Server generates an event
indicating that the tag left the zone and checks whether any existing rules
apply to this situation. The zone tag count decreases by 1 when the tag leaves
the zone.

Area: MyZor
Zone: Il'n’yzo:.o

Zone: FullyCovered

Thus, zones that are fully covered by devices allow you to fully track the activity
of a tag. This type of zone is usually an alarm zone, where you define business
rules for monitoring activity within the zone.

10 Location Awareness Services



Monitoring shadow zones

The following scenarios describe situations in which zones are not completely
covered by devices.

Assume you want to monitor a closed room in which the tags cannot be seen in all
sections at all times. For example, the room might contain metal, which reflects
signals in a certain section of the zone so that signals are too low to register, or a
chimney is located above the devices in one section.

The following graphic depicts two scenarios:
1. The entry and exit for the zone are fully covered:

* Entry to the zone (indicated by the first circle) and exit from the zone
(indicated by the second circle) are covered by devices. However, there are
spots in the zone (indicated as "Not Covered”) where signals from the tag
cannot be received.

* Location Awareness Services for WebSphere Premises Server assumes that a
tag continues to be in the shadow zone at the last reported position after it
has been seen. No alert is generated if the tag is no longer visible.

Note: This situation is different from the situation described in
[the entry and exit in an area” on page 9.

Area: MyZone
Zone: MyZone

Shadow Zone: EntryFullyCovered

2. The entry into the zone is not fully covered:

In this special scenario, you must define a zone or zones outside of the entry
area to monitor tags that enter or exit the zone. Solutions include the following;:

¢ Two boundary zones
* Single boundary zone
* Mixed approach of zones

Monitoring the entrance and exit of zones that are not fully covered by devices

Some zones are not fully covered by event devices; however, a precise count of
tags within a zone is still needed. To accomplish this, the entrance and exit of the
zone must be monitored. To monitor these zones, you define boundary zones around
or at the entrance of the zone to be monitored.

Boundary zones can be related to a target zone in the following ways:
* Outer boundary zone: The tag is assumed to be out of the target zone.

* Inner boundary zone: The tag is assumed to be in the target zone, even it is not
visible.

* Single boundary zone: The tag is assumed to be in the target zone, even it is
not visible. However, you do not use an outer boundary in this case.

As shown in the following figures, target zones can be monitored by one or more
inner and outer boundary zones, or multiple target zones can share the same inner
or outer boundary zones.

Location Awareness Services for WebSphere Premises Server 11



‘meylnm:?macy

Zone Zone

it

Zone

o Zone
Inner
oo Zone

You can use a single boundary zone to monitor the entrance of the target zone and
an exit zone to monitor the exit. If no exit zone is defined, Location Awareness
Services for WebSphere Premises Server assumes that the tag remains in the zone,
even though it cannot see it.

iz

Zone

Sample zone layout

The following figure combines different zones in one area. Notice that you can
overlap zones. You can open an overlapping area to see different graphical
representations, and for each zone you can see summary counts for the all child
zones of the area in focus. However, note that you cannot see details for more than
one zone at a time.

@ ‘Shadow Zone: EntryFullyCovered

&)

Alarm Zone: FullyCovered

©)

Boundary Zone: SingloBarder

-

In the graphic, the arrows represent persons with tags walking through the area.
The circles represent points along the path they take:

1. A person walks from the left exit zone to the right exit zone, passing through
two zones:

* When the person reaches point A, the tag is seen by the devices and
Location Awareness Services for WebSphere Premises Server knows that the
tag is in the FullyCovered alarm zone.

* When the person reaches point B, the tag is seen by the devices and Location
Awareness Services for WebSphere Premises Server knows that the tag is in
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the Subarea alarm zone. Because Subarea is another zone, if you had
imported and defined the image of the other area, you could navigate to it
and see the tag there as well.

* When the person reaches point C, the tag is seen by the devices and Location
Awareness Services for WebSphere Premises Server knows that the tag is in
the right exit zone. When the tag is no longer seen in the exit zone, Location
Awareness Services for WebSphere Premises Server removes the tag from the
area and assumes that the tag has left the area.

2. A person walks from the left exit zone into the shadow zone and then exits
through the left exit zone:

* When the person reaches point D, the tag is seen by the devices and
Location Awareness Services for WebSphere Premises Server knows that the
tag is in the EntryFullyCovered shadow zone.

* When the tag reaches point E, the tag is no longer seen. Because it is in a
shadow zone, Location Awareness Services for WebSphere Premises Server
does not expect the tag to respond and does not generate an alert event.
Location Awareness Services for WebSphere Premises Server continues to
assume that the tag is in the EntryFullycovered shadow zone.

* When the tag reaches point F, the tag is seen by the devices and Location
Awareness Services for WebSphere Premises Server knows that the tag is in
the left exit zone. When the tag is no longer seen in the exit zone, Location
Awareness Services for WebSphere Premises Server removes the tag from the
area and assumes that the tag has left the area.

3. A person walks from a privacy zone within the area to the right exit zone,
passing through several zones:

* When the person reaches point G, the tag is seen by the devices and
Location Awareness Services for WebSphere Premises Server knows that the
tag is in the InnerBorder boundary zone. Because this zone is a border area
for the PartlyCovered alarm zone, Location Awareness Services for
WebSphere Premises Server assumes that the tag is within this area.

* When the person reaches point H, the tag might not be seen by a device, but
Location Awareness Services for WebSphere Premises Server assumes that the
tag is in the area because it was last seen in the InnerBorder boundary zone.
Also, because these zones overlap a shadow zone, the TagNotResponsive alert
event is not issued.

* When the person reaches point I, the tag is seen by the devices and Location
Awareness Services for WebSphere Premises Server knows that the tag is in
the right exit zone. When the tag is no longer seen in the exit zone, Location
Awareness Services for WebSphere Premises Server removes the tag from the
area and assumes that the tag has left the area.

Items
This topic explains items and their importance within Location Awareness Services
for WebSphere Premises Server.

Items represent the entities within a location that can be equipped with tags so that
you can track their positions. Each item has attributes, including the tag ID, label,
and icon link update interval. An item also has key properties that are required to
set the item apart and properties that complete the description. Key properties and
properties vary by class. A key property for a person might be a social security
number and a property might be a person’s first name.

When defining items for the first time, you can use a registration unit or external
device to read the tag IDs into the system or you can enter them manually.

Location Awareness Services for WebSphere Premises Server 13



People and assets are the most common items that are monitored by Location
Awareness Services for WebSphere Premises Server; however, tags can also be
attached to other items like product parts being consumed in discrete
manufacturing processes like vehicle assembly. Therefore, Location Awareness
Services for WebSphere Premises Server uses the term item for everything that can
be equipped with a tag.

Item classes
This topic describes item classes and subclasses and their importance within
Location Awareness Services for WebSphere Premises Server.

Item classes define items through a set of properties and attributes for them. For
example, you might have the following classes: Person and Asset. Within these
classes, you can also have subclasses with extended properties and attributes. For
example, the Person class might have the subclass Administrators.

Items must belong to a class. Once an item is created and assigned to a class, you
cannot move the item to another class. Because classes are in the form of a
tree-structured hierarchy, an item cannot belong to more than one class directly.
However, an item is automatically considered to be an instance of any superclasses
of the given class. Items have the attributes defined for the class that they belong
to. Class attributes are either defined directly for the class, or are inherited from its
superclasses (if any).

Using the example of the Person class and the Administrator subclass, if a tag is
assigned to class Administrator, it is also considered to be an instance of the
superclass Person. Therefore the rule, "let me know when a Person enters the
HAZARD zone,” triggers an alert for Administrators as well as any other
subclasses of "Person.”

All classes have some common attributes, such as an icon label and tag ID. You
can define required, or key, properties such as social security number or first name
and last name, as well as optional properties such as telephone number. You can
also define properties that are specific to your organization.

One specific property for all classes is the container attribute. If this is set, all items
of the class are potential containers and can contain other items.

Subclasses inherit the properties of the parent (superclass), but you can also define
new properties for them.

Important: Properties for subclasses cannot have the same name as properties in
parent classes. Also, once items or subclasses are defined for a class or
subclass, you cannot change the class attributes.

Groups
This topic defines a group and how it functions within Location Awareness
Services for WebSphere Premises Server.

Groups are containers that allow grouping of items from different classes for
common rules, searches, or so forth. For example, the Fire Brigade group can
contain fire fighters (persons) and fire extinguishers (assets). Such containers are
often referred to as views because you can view the items from a distinct
perspective.
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An item can belong to one or more groups; however, it does not have to belong to
a group. A group can be a member of one or more groups; however, it does not
have to be a member of another group.

You can specify that a group hierarchy be used by setting the HierarchicalGroups
property in [“System Properties” on page 57| The default value for
HierarchicalGroups property is Yes, meaning group hierarchy is used.

Important: When group hierarchy is used (the default), this enforces a tree-like
group hierarchy, which means that you cannot assign an item to more
than one group and you cannot make a group a member of multiple
groups. The characteristic of a group, when group hierarchy is used, is
more similar to a class than a container.

You can select a group color in the Group Manager portlet if the
HierarchicalGroups property is set to true. The color then displays behind all
group member icons on the Spatial Management Client.

Rules
This topic explains different types of rules and how they trigger Location
Awareness Services for WebSphere Premises Server events.

Rules define conditions and policies that need to be met. For example, rules can be
used to restrict access to certain zones or to limit the amount of time an item stays
in a zone. Business rules are implemented based on a generic Complex Event
Processing (CEP) engine which facilitates the development of additional rule types.
Events (alerts) occur when rules are violated. Events are published and saved in
the event database. Subscriber programs can subscribe to Location Awareness
Services for WebSphere Premises Server events. Violations of rules related to items
can also be displayed in the Spatial Management Client.

Location Awareness Services for WebSphere Premises Server rules typically refer to
the aspects of the real world as it is modeled in Location Awareness Services for
WebSphere Premises Server - items and persons equipped with tags and the
topology of the location to be monitored. Some basic rule types are supported by
Location Awareness Services for WebSphere Premises Server and you can use
portlet-based user interfaces to create instances of these rule types. An example of
a rule type is "must not enter” whereas an example of a related rule instance is
"members of the Visitor class must not enter protected zones”. The following rules
are related to zones and can be set and maintained in [“Business Rules” on page 48§
in the Location Awareness Services for WebSphere Premises Server Administrative
Console:

* Zone entry and exit rules

When a tag is considered to have entered or exited a zone is also affected by the
MaxUnrecognizedMovement system property. See [‘System Properties” on page 57)

* Visitor escorting rules

This rule checks whether a visitor is accompanied in specified zones by an
escort. The visitor must belong to container classes, the escort must not contain a
container class, and the DynamicContainerSupportOn system property must be
selected. See [‘System Properties” on page 57.

* Duration of stay rules

When an item is in a zone longer than specified by the rule, an alert is triggered
for the tag.

* Maximum items per zone rules
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When a defined threshold of items in a zone is exceeded, an alert is triggered.

The following global rule types do not have different instances, but can be
customized in the [“System Properties” on page 57| portlet in the Location
Awareness Services for WebSphere Premises Server Administrative Console:

* Tag not responsive rule

When a tag is no longer detected by the event provider, an alert is triggered. See
MaxUnrecognizedMovement and TagNotResponsiveAlertAction in
[Properties” on page 57 for more information. In addition, the tag icon fades on
the Spatial Management Client.

* Tag battery low rule

When a tag has a low or empty battery, a BatteryLowAlert or
BatteryExhausted Alert is issued. See BatterylowAlertAction in
[Properties” on page 57| for more information. In addition, the Spatial
Management Client displays a small battery icon.

* Unknown tag rule

When a tag is detected that is not related to a defined item, an
UnknownTagAlert is generated. See UnknownTagalertAction in
[Properties” on page 57] for more information. In addition, the Spatial
Management Client displays an unknown tag icon.

 Stationary tag rule

If a tag that belongs to a class that is defined as stationary moves, an alert is
generated. The movement must exceed the value specified in the
MaxUnrecognizedMovement system property.

To avoid a flooding condition of stationary alerts, if the tag moves twice the
amount of units defined in MaxToleratedMovement, then a stationary alert will be
generated once every 5 minutes.

Location Awareness Services for WebSphere Premises Server
events

This topic explains Location Awareness Services for WebSphere Premises Server
event details and notification programs to subscribe events.

The main purpose of monitoring items is to make sure that the position of a
tagged item conforms to the awareness and security rules defined for the
monitored locations. Nonconformance to such security or business rules triggers
alerts that inform security staff or automated emergency systems about the event.
In addition to the Spatial Management Client, other subscriber programs can also
subscribe to Location Awareness Services for WebSphere Premises Server events.

Event details

A subscriber must have sufficient information about the event to trigger corrective
action or inform others sufficiently. Event information includes the following:

* Type of event:
— Event types pertaining to the tag battery level:

- LasBatteryExhausted - indicates that the tag battery is completely
exhausted on the tagged asset.

- LasBatterylow - indicates that the tag battery is low on the tagged asset.

— LasDurationOfStay - indicates that a tag has stayed longer in a zone than
allowed.
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— LasEventProviderDiagnostic - a diagnostic message coming from an event
provider.

— LasIBMInfrastructure - indicates that there is a problem in the middleware
infrastructure.

— LasMissingEscort - indicates that an item defined as "must be escorted” is
missing the required proximity of an escort longer than allowed.

— LasStationaryTagMoves - indicates that a tag that is defined as stationary has
moved.

— LasTagNotResponsive - indicates that no signal is being received from the tag.
— LasUnknownTag - indicates an unknown tag is found.

— LasZoneEntry - indicates that an unauthorized tag entered the zone.

— LasZoneExit - indicates that an unauthorized tag exited the zone.

* Alert details are shown about the event dependent on event type. For example,
they might include the following information:

- Tag ID

— Icon label (as tag identification)

— Last valid time that the tag was reported

— Last valid position where the tag was reported

— Battery level

— Zone or area exit time or entry time

— Groups of which the tag is a member (if a subscriber is interested only in
specific groups)

— Class to which the tag is related (if a subscriber is interested only in a specific
class)

— Specific message text that describes the situation

— Event history (status of event, time handled, and how it was handled)

* If the event was triggered independent of a specific tag, but is related to
third-party infrastructure elements, the following information that is necessary to
identify the failing element is provided:

— Event time
— Hub name

Depending on the situation and the information given by the event provider,
more details might be in the specific message text.

Notification programs to subscribe events

The event group, or group of persistent related events, with its related messages
queues is defined during installation and configuration. A filter is defined that
identifies which Location Awareness Services for WebSphere Premises Server alert
messages are routed to these queues. As a result, an application can query the
Common Event Infrastructure (CEI) event database, where all Location Awareness
Services for WebSphere Premises Server events are stored, for events or a subscriber
program can subscribe to the topic related to the event group.

When installing Location Awareness Services for WebSphere Premises Server, a
predefined subscriber program listens to all events on the Al1 events group. It
dispatches the arriving events to the Location Awareness Services for WebSphere
Premises Server notification programs. The notification programs are the programs
and web services that can be triggered when an event occurs. For example, a
notification program might be an e-mail program that notifies authorized
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personnel of an event. By default, Location Awareness Services for WebSphere
Premises Server has only one event group defined: A11 events. However, you can
add additional subscribers as a customization task.

Finally, you define notification channels for a given subscriber (defined as attributes
for a channel definition) to specify the program that should be called for an event.

Customization tasks include the following:
* Implementing a new notification program and deploying it.

* Deploying a new program or web service that is called on entry of an event.

See ["Defining how to handle alerts” on page 54 for details about these tasks.

To publish and subscribe, administrators can perform the following tasks (based on
a set of event group topics) in the Location Awareness Services for WebSphere
Premises Server Administrative Console, specifically in [“Notification Program|
[Manager” on page 54|and [“Notification Channels” on page 55

* Define programs or services to be triggered.
* Define the channels triggering the program.

Administering

Perform administration tasks for Location Awareness Services for WebSphere
Premises Server using the Spatial Management Client and the Location Awareness
Services for WebSphere Premises Server Administrative Console.

Defining areas and subareas

Use the Preferences Administration GUI to define areas and subareas.

1. Import an SVG image of the area. See ["Importing a graphic of your area.”|

2. Use the ['Preferences Administration GUI” on page 27| to reference the graphic
and set preferences, such as scaling and coordinate transformations, for the
area. See [“Transforming coordinates for your areas” on page 21|

3. Optionally, use the|“Preferences Administration GUI” on page 27 to nest
another area inside of an existing area or create a subarea. Use the following
fields in the GUI:

a. In Parent SVG area name, enter the name of the parent area. For example,
Matrix.

Note: Area names must be unique across the installation.

b. In X offset value, enter the X offset value in units for placement of the
subarea within the parent area. For example, if you want to nest the subarea
40 feet inside the X axis of the existing area, enter 40.

c. InY offset value, enter the Y offset value in units for placement of the
subarea within the parent area. For example, if you want the subarea 20 feet
inside the Y axis of the existing area, enter 20.

4. Save your preferences and exit the GUL

5. Open_the Spatial Management Client and verify that your settings are correct.
See [“Starting the Spatial Management Client (administration)” on page 29|

Importing a graphic of your area
This topic describes how to import and convert a graphic of your area.
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Before you begin

Make sure that you have installed Adobe® SVG viewer and Internet Explorer 6.0.

1. |Convert the graphic to an SVG (Scalable Vector Graphics) format| and copy the
SVG file to the svg directory of the Spatial Management Client.

The directory is usually located in the IHS_HOME /htdocs/en_US/Tracking
GUI/ path.

Restriction: Using SVGs larger than 4 MB is not recommended.

2. Import the graphic of the area by referencing the SVG file in the SVG path
field in the [“Preferences Administration GUI” on page 27/

Make sure you scale the graphic correctly in the Preferences Administration
GUI before creating zones in the area using the Spatial Management Client.

Converting a graphic to SVG format

You can import any graphic format supported by the SVG specification. All
conformant SVG implementations must support PNG (Portable Network Graphics),
JPEG (Joint Photographic Experts Group), and SVG images. The Adobe SVG
viewer required by Location Awareness Services for WebSphere Premises Server
also supports GIF (Graphics Interchange Format) images. Graphic formats, such as
CAD, TIFF, or BMP, can be converted to one of the supported formats: PNG, JPEG,
or SVG. Use a graphic editing tool such as CorelDraw, Adobe Photoshop, or Adobe
Mlustrator to perform these conversions.

Tip: Starting from a bitmap format results in lower quality. Vector formats result in
higher quality.

Restriction: Using SVGs larger than 4 MB is not recommended.

Converting a vector format to SVG:
About this task

If the input format is a vector graphic, such as CAD, convert the graphic directly
to SVG.

1. Import the graphic into a graphic editing tool, such as Adobe PhotoShop.

2. Prepare the graphic to be used in the Spatial Management Client by making the
file as small as possible. The larger the graphic file, the more time it takes to
load and render in the GUI. Do the following:

* Remove excess layers of detail from the graphic before converting it. Layers
of unwanted details such as plumbing, electrical, landscaping, and wall
types, can be hidden under the layers of the basic area shape.

¢ If possible, remove extra rooms or areas from your CAD drawing. For
example, export only a room if you do not need the entire floor.

* Do not embed fonts in the SVG file if given a choice; use system fonts
instead. Embedding fonts significantly increases the file size.

* Pre-scale the image so that the longest axis is no more than 600 pixels in
length.

3. Make sure the upper-left corner of the graphic is the position you want to be 0,
0 on the X, Y coordinates in the Spatial Management Client. If it is not, crop the
graphic until the positioning is correct.

4. Write down the graphic width and height values for later use.

5. Export the file as an SVG file. For example, floorl.svg.
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6. Open the SVG file in a text editor, add the onload attribute, and modify the
width and height, as necessary:
<svg onload="clearSvgArray(evt)" width="width" height="height" viewBox="0 0 width height">

Note: Make sure the graphic width and height values are those you wrote down
while using the graphic editing tool. You can round the values to whole
numbers if preferred.

For example:
<svg onload="clearSvgArray(evt)" width="586" height="452" viewBox="0 0 586 452">

Note: Because a PDF is vector-based, you can also convert PDF files to the
SVG format. However, with the PDF format you cannot alter or delete
unnecessary layers, and so the file size is larger.

Converting a bitmap format to SVG:
About this task

If the input format is a bitmap, you can convert the graphic to a PNG or JPEG
format, which can then be linked to an SVG container graphic. Complete the
following steps:

1. Import the graphic into a graphic editing tool, such as Adobe PhotoShop.

2. Prepare the graphic to be used in the Spatial Management Client by making the
file as small as possible. The larger the graphic file, the more time it takes to
load and render in the GUI. Do the following:

* Remove excess layers of detail from the graphics before converting them.
Layers of unwanted details such as plumbing, electrical, landscaping, and
wall types, can be hidden under the layers of the basic area shape.

* Pre-scale the image so that the longest axis is no more than 600 pixels in
length.

¢ Change the image bit depth of bitmap formats so that they are as small as
possible. For example, in a simple line bitmap graphic, the graphic does not
have to have a 24-bit depth when a 1-bit depth conveys the same image.

3. Make sure the upper-left corner of the graphic is the position you want to be 0,

0 on the X, Y coordinates in the Spatial Management Client. If it is not, crop the

graphic until the positioning is correct.

4. Write down the graphic width and height values for later use.

o

Export the file as a PNG or JPEG format. For example, floorl.jpg.

6. Open an empty file in a text editor and create an SVG container file for the
graphic by copying the following:
<svg onload="clearSvgArray(evt)" width="width" height="height" viewBox="0 0 width height">
<g>
<image height="height" width="width" xlink:href="file_name"></image>

</g>
</svg>

Note: The graphic width and height values are those you wrote down while
using the graphic editing tool.
For example:
<svg onload="clearSvgArray(evt)" width="586" height="452" viewBox="0 0 586 452">
<g>
<image height="452" width="586" x1ink:href="floorl.jpg"></image>
Bk

7. Save the file as an SVG file. For example, floorl.svg.
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Transforming coordinates for your areas
This topic explains how to transform coordinates so that an area displays properly
on the Spatial Management Client.

Usually the map on the Spatial Management Client relates to the coordinate system
of the event provider (hub) in such a way that the logical 0.0 point is either in the
bottom left or top left corner (abstracting from the offset). In those cases it would
be sufficient to define a scaling factor when defining the area and X and Y offsets.
If your default 0.0 is in the top left corner and you want to change it to the bottom
left, specify cartesian when defining the area.

The detailed information in this topic is necessary for more complex situations,
where one hub is related to different maps with various orientation, overlap, and
SO on.

There can be up to three types of coordinate systems in an Location Awareness
Services for WebSphere Premises Server environment:

1. The systems defined by the location event providers.

2. The systems defined by Location Awareness Services for WebSphere Premises
Server in the Spatial Management Client. The point of origin of the coordinate
system defined by the Spatial Management Client is the upper-left corner, with
the Y-axis pointing downwards and the X-axis pointing to the right.

3. Logical reference systems.

The following figure shows a simple scenario that demonstrates why at least one
coordinate transformation is required in almost all cases.

The point has coordinates 20, 20 in the location event provider coordinate system.
These coordinates must be translated to Spatial Management Client coordinates
which are 7, 21 in this sample. Depending on the complexity of the setup, separate
logical reference systems might be needed. In many cases, such as in the sample
illustrated here, a system defined by the location event provider or the Spatial
Management Client can be used as a reference system. In some setups, the systems
might even be identical.

When the systems are identical, no coordinate transformation is needed. If either
system acts as a reference system, one coordinate transformation must be made. If
there is a separate reference system, two transformations must be made: one
between the location event provider and the Location Awareness Services for
WebSphere Premises Server server and one between the Location Awareness
Services for WebSphere Premises Server server and the Spatial Management Client.

Processing coordinates

Location events from location event providers are processed by Location
Awareness Services for WebSphere Premises Server and transformed as required:
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1. Coordinates from a location event provider are transformed before they are
stored in the Location Awareness Services for WebSphere Premises Server
database.

2. Internal server side processing, such as location checking, is based on those
normalized coordinates.

3. Location Awareness Services for WebSphere Premises Server also transforms tag
positions when sending them to the Spatial Management Client.

Configuring coordinate transformations

The location event provider transformation rules are specified in the Location
Awareness Services for WebSphere Premises Server Administrative Console,
specifically in the Event Provider portlet. In the Coordinate Transformation
section of the Details view you can supply values for the following base
transformation operations:

* Horizontal Rotation: Rotates the X-Y plane around the point of origin.
¢ X-Y Permutation: Permutates, or switches, the X and Y axis.

* X Offset: Displaces the area in the X direction.

* Y Offset: Displaces the area in the Y direction.

* Scaling: Scales the area to a larger or smaller size.

The transformations apply only to the X and Y coordinates. There is no need for
three dimensional transformations because all components can be configured so
that the Z-axis of their coordinate systems points upward.

The following samples show the effects that different values have.

Input coordinates are transformed based on the values of the listed parameters.
Input coordinates (X,Y,Z) are converted to (X’,Y’,Z’) according to the following
rules:

o« X' =
— Scaling * (X * cos(HorizontalRotation) + Y * sin(HorizontalRotation)) + XOffset
(if X and Y axis are not permuted)

— Scaling * (-X * sin(HorizontalRotation) + Y * cos(HorizontalRotation)) +
YOffset (if X and Y axis are permuted)

o« Y =
— Scaling * (-X * sin(HorizontalRotation) + Y * cos(HorizontalRotation)) +
YOffset (if X and Y axis are not permuted)

— Scaling * (X * cos(HorizontalRotation) + Y * sin(HorizontalRotation)) + XOffset
(if X and Y axis are permuted)

e Z’ = Scaling * Z (sin() and cos() are the standard trigonometric functions)
In the Spatial Management Client, you cannot configure horizontal rotation and

axis permutation. However, you can specify the following base transformations
when you define a new area in the Preferences Administration GUI:
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¢ X Offset value: Displacement in X direction.
* Y Offset value: Displacement in Y direction.
* Area scale: Scaling factor.

As a consequence, areas must be aligned with either the location event provider’s
coordinate system or the intermediate reference system.

Location event provider and area configurations
The following figures show the different location event provider and area
configurations that can occur. The location event provider-defined coordinate

system is depicted in light gray and the coordinate system defined in the Spatial
Management Client for the area is in blue.

Ll
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Scenarios A and B depict a single location event provider configuration and
scenario C depicts a configuration where all location event providers refer to the
same coordinate system.

In scenarios C and D, the X and Y axes of all areas must be aligned. In other
words, the X axis of each area must point in the same direction and the Y axis of
each area must point in the same direction.

The following table summarizes the scenarios depicted above and shows which
system should be used as a reference system:

Location event Reference
Case providers Area system Comment
A 1 1 Location event | When the Spatial
provider or Management
Spatial Client is used
Management frequently by
Client multiple users,
use the GUI's
coordinate

system as the
reference. In all
other cases, use
the location
event provider’s
coordinate
system to reduce
the number of
transformations.
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Location event

Reference

Case providers Area system Comment
B None 1 Spatial
Management
Client
C 1 None Location event
provider
D None Multiple Separate The separate
reference system | coordinate

system can
coincide with
the coordinate
system of the
location event
provider, the
Spatial
Management
Client, or both.

In scenarios A, B, and C, a separate reference system can also be used. However,
doing so increases the number of required transformations.

Transformation samples

The following figures show some basic transformation scenarios. The original
coordinate system is labeled with a "1”, such as X-1, Y-1. The target system is
labeled with a "2", such as X-2, Y-2. The scaling factor depends on the base units of
both systems. The configuration settings are shown in the tables.

Table 4. Sample 1

Configuration setting Value
Rotation 0

X-Y permutation No
X-offset dx
Y-offset dy
Table 5. Sample 2

Configuration setting Value
Rotation 0
X-Y permutation Yes
X-offset dy
Y-offset dx
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Y2

X1

Table 6. Sample 3

Configuration setting Value
Rotation 90
X-Y permutation No
X-offset dx
Y-offset dy
Table 7. Sample 4

Configuration setting Value
Rotation 90
X-Y permutation Yes
X-offset dy
Y-offset dx
Table 8. Sample 5

Configuration setting Value
Rotation 180
X-Y permutation No
X-offset dx
Y-offset dy

Location Awareness Services for WebSphere Premises Server
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Table 9. Sample 6

Configuration setting Value
Rotation 180
X-Y permutation Yes
X-offset dy
Y-offset dx
Table 10. Sample 7

Configuration setting Value
Rotation 270
X-Y permutation No
X-offset dx
Y-offset dy
Table 11. Sample 8

Configuration setting Value
Rotation 270
X-Y permutation Yes
X-offset dy
Y-offset dx
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The transformation shown in the last sample occurs frequently in Location
Awareness Services for WebSphere Premises Server configurations. The target
coordinate system is like that defined by the Spatial Management Client, with the
point of origin in the upper-left corner, with the Y axis pointing downward, and the
X axis pointing to the right.

Preferences Administration GUI

This topic describes how to use the Preferences Administration GUI to define your
Spatial Management Client and build time preferences for Location Awareness
Services for WebSphere Premises Server.

It is necessary to define your preferences only once per server installation instance
for the installation entries.

Open the Preferences Administration GUI by opening the following URL:
http:/ /fully_qualified_host_name/Tracking GUI/AtlasPrefsAdmin.html

Spatial Management Client

The Spatial Management Client is a monitoring application that polls every n
seconds for new data in a defined area, as specified in the prefsV3.xml file. The
default value is to poll every second.

Note: Some browser functions are not supported. For example, using the Back,
Forward, and Refresh buttons in the browser can lead to inconsistent
displays of areas, tags, and menu options.

Before setting your preferences, update the http_root\htdocs\en_us\Tracking
GUI\xml\prefsV3.xml file with the IP address or fully qualified host name of your
Location Awareness Services for WebSphere Premises Server server. Doing so
automatically updates some of the Build time fields.

Note: When you update, ensure that you merge the contents of the old
prefsV3.xml file, rather than simply replacing the previous contents. The list
must be consistent with the related tables in the Location Awareness
Services for WebSphere Premises Server database.

Define your preferences in the Preferences Administration GUI by entering
information in the following Build time fields:

Note: Make sure you define your preferences and set your area, icon, and
overview scale values correctly before you create zones.

Build time

Build time preferences are defined only when a new area or subarea is added.
These preferences determine how the areas, zones, and resources display in the
Spatial Management Client.
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* Area SVG: Select an area from the menu or create or delete one.
— Click New to create a new area.
— Click Cancel to cancel your action without saving.
— Click Delete to delete an area.

Notes:

— Defining an area with an SVG that is greater than 4 MB is not
recommended.

— Deleting an area also deletes its subareas.

* SVG path: Enter the relative path to the area scalable vector graphic (SVG) file.
For example, ./svg/Matrix.svg.

* SVG overview path: Enter the relative path to the area SVG overview file,
which is the graphic file used for the overview window in the Spatial
Management Client. For example, ./svg/Matrix.svg.

* SVG width: Enter the width of the SVG file in pixels.

* SVG height: Enter the height of the SVG file in pixels.

* Minimum Z: Enter the minimum Z value, or height, for this area.
* Maximum Z: Enter the maximum Z value, or height, for this area.

* Enter the width the drawing represents: Enter the value in units that the
drawing represents. For example, if the drawing represents an area that is 40 feet
wide, enter 40.

Note: If you enter the drawing width, Area Scale is automatically filled in with
a scale determined by the drawing width.

* Area scale: Enter the scale factor to use to scale the coordinate display in feet for
the SVG file representation. As you move the cursor over the drawing, X and Y
coordinates are visible. Move it over an area of the graphic that you know the
coordinates for and adjust this value so the values match the scale of the
drawing.

Note: If you enter the area scale value, the drawing width also adjusts. The
current width and height are calculated and displayed at the current scale.

* Overview scale: Scale the overview window to the size you want it.

e Parent SVG area name: If this area is to be used as a subarea, enter the name of
the parent area. Otherwise leave this entry blank.

Note: Area names must be unique across the Location Awareness Services for
WebSphere Premises Server installation.

* X offset value: Enter the X offset value in units for placement of the subarea
within the parent area. Otherwise enter 0.

* Y offset value: Enter the Y offset value in units for placement of the subarea
within the parent area. Otherwise enter 0.

* Cartesian coordinate system: Check this box to turn on the Cartesian coordinate
system, which flips the area coordinate system so that the X0 and YO coordinates
are located in the lower-left corner of the drawing with X positive going right
and Y positive going up. This system matches the X0 and Y0 coordinate system
of many third-party location event providers.

The other parameters on the Preferences Administration GUI are described in the
section about installing the Spatial Management Client.
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Starting the Spatial Management Client (administration)
This topic provides steps for starting the Spatial Management Client if you are an
administrator.

About this task

Complete the following steps to start the Spatial Management Client:

1. Start the Spatial Management Client by typing the following URL in a browser:
http:/ /fully_qualified_host_name/Tracking GUI/AtlasAdmin.html. If you are not
an administrator, see|“Starting the Spatial Management Client” on page 73/

2. Enter your user name, and password if security is enabled, and click OK. Your
individual preferences are displayed. You can save your preferences for each
area you view by clicking Save under DEFAULT VIEW. Setting preferences
prevents rescaling and repositioning each time you view an area of interest.

3. In AREA, select the area that you want to monitor from the drop-down list.

4. In TAGS, select the class of tags that you want to monitor. For example, select
Asset to view all hardware that has been defined or All to view all tags.

5. In ZONES, under Visible, select the category of zones that you want to view.

6. In ALERTS, turn the alert sound on or off and choose whether to hide or view
all alerts. You can also click Acknowledge All Alerts to acknowledge and turn
off all current alerts.

7. In DEFAULT VIEW, click Save to save the current pan and zoom settings. You
can customize the view and scale of the area without having to repeat the
process every time you log in to the Spatial Management Client.

The OVERVIEW window provides a view of the entire area. Drag the blue box
around the overview window and notice that the main graphic window of the
Spatial Management Client reflects the highlighted area. The box size is
controlled by the zoom slider and zoom box controls below. The upper-left
corner of the blue box and the upper-left corner of the main graphic window
are the same point.

See Spatial Management Client (administration)| for more information.

8. To start monitoring tags in the GUI, start the tag processing servlet:

a. Open the WebSphere Application Server administrative console and click
Control Processing.

b. Select the WebSphere Application Server that is related to your installation
and click Start Selected.

If you do not start the tag processing servlet, tags are displayed at their last
reported location.

Results

In the Spatial Management Client, the defined tags are displayed with the icons
you define, either for the item or the class. These icons move on the Spatial
Management Client according to the reported coordinates. If you turn alerts on, a
red circle highlights the tag icon when an alert related to the tag is reported. You
can click the icon and see the alert details and acknowledge the alert. The circle
goes away when you acknowledge the alert.

In some cases the tags fade, which means that there is no current position
information available about the tag. Location Awareness Services for WebSphere
Premises Server assumes that the tag remains at the last reported position. Use the
InactivityDelay system property to set the length of time after which a tag starts
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to fade. To avoid moving tags away from the last reported position, set this
parameter to a high value. See|’System Properties” on page 57| for a complete list
of system properties.

Defining zones

This topic describes how to define zones for Location Awareness Services for
WebSphere Premises Server.

Use the [“Spatial Management Client (administration)”| to define zones for Location
Awareness Services for WebSphere Premises Server.

Spatial Management Client (administration)
This topic describes the administration version of the Spatial Management Client.

The Spatial Management Client provides a state of the art visual interface which
shows the location of tags in real time, allowing an authorized user to monitor
employees, contractors, and visitors in hazardous areas, to respond immediately to
emergencies, and to locate high-value assets. With the administrative version of the
GUI, you can also create or delete zones for special monitoring.

Notes: For optimal GUI performance:

* Use only Internet Explorer 6.0 with the Adobe Scalable Vector Graphics
(SVG) Viewer for your browser.

* Maximize the Spatial Management Client for the best results.
* Restart the GUI whenever you change the screen resolution.

* Do not use browser functions. For example, using the Back, Forward,
and Refresh buttons in the browser can lead to inconsistent displays of
areas, tags, and menu options.

For keyboard accessibility of the GUI, edit the Mouse settings.
1. Select Start » Settings » Control Panel » Accessibility Options.

2. On the Mouse tab, select Use MouseKeys. This option allows you to
control the pointer with the numeric keypad on your keyboard.

The Spatial Management Client retrieves all tags for an area in the following cases:
* When an area is opened
* When the class filter is changed

* Every n polling intervals. The value of # is set according to the
<DisplayRefreshCounter> parameter in the prefsV3.xml file. If this parameter is
not present in the prefsV3.xml file or it is set to 0, then a full redraw is not
scheduled on the Spatial Management Client.

In all other cases, tags are only refreshed when they change their position or they
change their alert state.

If you experience problems with the Spatial Management Client, refer to the
troubleshooting tips in the product documentation for possible solutions.

* AREA
Select the area that you want to monitor from the drop-down list.
+ TAGS

Select the class of tags that you want to monitor. For example, select Asset to
view all hardware that has been defined.

* ZONES
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Visible: Select the category of zones to view.
* ALERTS
Sound: Turn the alert sound On or Off.
Hide: To view all alerts, select No. To hide all alerts, select Yes.

Tag filter: Filter the tags displayed. The options are 2d/2d, p-data, inactive,
alerts only, and all.

Note: These tag filters do not affect the zone tag count. They only affect what
you can see on the map. For example, if there are three tags in zone Z
and one of them has no accurate location information (it has only
proximity data) and you filter the tags by p-data, only one tag remains
visible on the map, but the tag count for zone Z still shows 3.

* DEFAULT VIEW

Click Save to save the current scaling, positioning, and menu settings to your
user preferences. You can customize the view and scale of the drawing without
having to repeat the process every time you start the Spatial Management Client.

* OVERVIEW

This window provides a view of the entire area. Drag the box around the
overview window and notice that the main graphic window of the Spatial
Management Client reflects the highlighted area. The box size is controlled by
the zoom slider and zoom box controls below. The upper-left corner of the box
and the upper-left corner of the main graphic window are the same point.

¢ Cluster view

When several tags are close together and cannot be distinguished from each
other, the cluster icon displays to indicate that there are several icons overlaying
each other. Icons might overlay because the icons are too large, the current zoom
is not close enough, or the tags are reported to have the same coordinates. To
correct overlaying tags, try one of the following:

— Downscale the size of the icons until they do not overlay each other.

To configure the size of the icons that display in the cluster view of the main
window:

- Press the Ctrl key plus the space bar to display the Tag Zoom Control
window. Then click Up to enlarge the icons or Down to shrink the icons.
Icons resize immediately.

- To close the dialog window, close the window or press the Ctrl key plus
the space bar again. You can save the configured icon size with your user
preferences.

— Zoom closer to the icons until you can distinguish them from each other.

— Click the cluster icon to get a list of icons within the cluster. A window opens
to display all the icons of the cluster and the information for each tag
according to the current configuration (for example, labels, X and Y
coordinates, and alerts). To see more information about a tag, click the
appropriate icon and the information appears in the detail view while the
cluster view window closes.

* Zoom selection rectangle

Click on the dotted rectangle (zoom selection rectangle) and move the pointer to
the main graphic window where you can click and drag to create a zoom
selection rectangle. When you release the mouse, the window zooms into the
selected area.

e Zoom slider
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Use the slider to enlarge or shrink the current image in the main window. You
can drag the slider button, click on the hashed lines, or click the magnifying
glass icon to change the zoom.

Note: When you have highly magnified an area, the blue box in the overview
window might not be able to represent the area and it becomes a small
black rectangle and no longer zooms. You can still drag the box to pan
another area.

* Count

The Count window is a draggable window (click and press Shift to drag) that
provides a list of areas, subareas, and zones and the number of tags currently in
them. Only those zones that match the type of zones set to visible in the ZONES
drop down menu are displayed.

— Click the area or zone name to display a current tag count window that lists
the number of tags in the area and zone. All subareas and zones are listed
under the area they are associated with.

— Click Hide to hide the area or zone or Show to display the area or zone on
the main window.

Note: Only content filters, such as filtering for all the tags in the Person class,
affect the zone count. Technical filters for details about the tags (2d/3d,
p-data, and so on) apply to the visibility of the tags on the map, but they
do not affect the zone counts.

¢ Evacuation View

Click this button to open a new window that displays the zones within the
selected area and the number of tags within the zones. Click a zone to expand
details about the tags within the zone. You can open multiple evacuation views
at one time.

The tags shown within the zones will be filtered based on any search criteria
you specify in the main view and you can click the pause button in the
evacuation view to pause and view the tag information at a specific instance.
You can also open the evacuation view when you are replaying data.

If you want to view an evacuation view for another area, you must open
another instance of the Spatial Management Client.

e Search

Click this button to search by class, group, or tag properties, or a combination of
them.

Note: The search is not case sensitive. Also, the AND and OR only apply to the
filter attributes within the class, group, and tag criteria. When you search
by a combination of class, group, and tag criteria, they are always
combined by AND.

— Class Properties

Select a class or classes to search for. Enter your search criteria. Click AND if
all the search criteria you enter must be found or click OR to display search
results for any search criteria that you enter.

— Group Properties

Select the group to search for. Click AND if all the search criteria you enter
must be found or click OR to display search results for any search criteria
that you enter.

— Tag Properties
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To search for a specific tag, click Tag and enter the search criteria. Click AND
if all the search criteria you enter must be found or click OR to display search
results for any search criteria that you enter.

Click Search to search for the specified criteria or click Reset to clear all entries
and perform a new search. Search results are displayed in a table or list format.
When you select a tag in the table or list, the tag will be highlighted by a circle
in the Spatial Management Client. If the tag is located in a different area, the
area will open in the Spatial Management Client. Click Save to save the results
to a file or close the window to exit without saving.

Replay
Click this button to replay tag movements and events that occurred during a
specific time frame.

A window displays. Enter the start and end date and time for the period of time
you want to replay and click Enable Replay Console.

Select the area for which you want to display tag movements and events. Then
click Play in the replay dialog to the right of the main window to watch the tag
movements and events that occurred in the area during the specified time frame.
Click Pause to pause events and Resume to resume playing them. Click Exit to
close the replay dialog and to return to the current area and time.

Note: Times are relative to times on the database server. The machines that host
the database server and WebSphere Application Server must be set to the
same time zone.

Group Color On/Off

Click this button to turn group color on or off. The color associated with the

group in the Groups Manager portlet is seen as a colored rectangle behind the

tag icon. Group color is off by default.

Acknowledge All Alerts

Click this button to acknowledge and turn off all current alerts.

Tags

For tags displayed on the Spatial Management Client, use the following features:

Tag Details: Click a tag to display details about the tag including its tag ID,
coordinates, and the class it belongs to. If there is an alert associated with the
tag, you can acknowledge it by clicking Acknowledge Alert.

Label: Hold down the Ctrl key and click a tag to display the Label window.
Select the information to be displayed for the tag when you hover over it. For
example, select Label to display the label text defined for the item, select Tag ID
to display the tag ID, or select X, Y, or Z to display location coordinates for the
tag.

Zones

Note: In the Spatial Management Client, the term barrier zone is a synonym for a

boundary zone, which is defined in the Boundary Zones portlet.

For zones displayed on the Spatial Management Client, use the following features:

Zone details: Click a zone to display details about the zone including name,
function, coordinates, and number of tags in the zone.

This feature also allows following actions for a zone:

Location Awareness Services for WebSphere Premises Server 33



— Hide zone:: If you select this, the zone is hidden (but tags are still displayed).
To show the zone again, use the Count window.

— Show all tags: This option lists all tags that are currently in the selected zone
in a table similar to the Search results window. All selected filters for the
zone apply to the search results as well (such as the class and tag properties).

* Creating a zone: Create a zone in the Spatial Management Client by holding
down the Shift key and clicking on the main window to enter coordinates for
the zone. The first click is represented by a small green dot; the second and
subsequent clicks connect lines that outline the area. After all lines are selected,
the area of the zone is automatically shaded. Release the Shift key and click once
more to finish creating the zone.

Note: When you are pressing the Shift key, you can also click on tag icons to
select the coordinate as a point in the zone.

In the Zone Creation window, enter the following information about the zone:
— Choose zone type: Select the type of zone you are creating.
— Name: Enter a unique name for the zone.

Note: If you enter the name of an existing zone, you overwrite the existing
zone. Make sure your name is unique.

— Min Z: Enter the minimum height of the zone.
— Max Z: Enter the maximum height of the zone.

* Modifying a zone: You can modify an existing zone in the Spatial Management
Client by holding down the Shift key and clicking on the main window to enter
new coordinates for the zone. The first click is represented by a small green dot
and the second and subsequent clicks will be connected by lines and the area of
the zone is shaded. Release the Shift key and click once more to finish creating
the zone.

In the Zone Creation window, enter the following information about the zone:
— Choose zone type: Select the type of zone you are creating.

— Name: Enter the name of the existing zone you are modifying.

— Min Z: Enter the minimum height of the zone.

— Max Z: Enter the maximum height of the zone.

* Delete a zone: Hold down the Alt key and click a zone to delete it.

Restrictions on new areas and zones
This topic lists restrictions that exist for new areas and zones.

When you define a new area or zone, existing tags and tag to zone relationships
will not be displayed or logged for the new area or zone. For example, you will
need to recreate boundary zones and gates and review any historical data you are
interested in. New alerts and tag data will be read and analyzed; however, old
events will not be reanalyzed to determine whether a tag is within a newly defined
area or zone.

For example, consider the following scenarios:

¢ If three-dimensional tag coordinates are read from the tag, the tag will be
displayed and counted in the new area or zone.

* If only one device reads the tag, indicating its presence in the zone, the tag will
not be shown or counted in the new area or zone.
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* If no information is received from the tag but it was last seen in a location that
would be inside the new area or zone, the tag will not be shown or counted in
the area or zone.

* If no information is received from the tag, but it had passed a gate or barrier
zone previously that you have now defined for the new area or zone, then the
tag will not be shown or counted in the new zone.

To summarize, old location events that were received by devices that are now in a
newly defined area or zone are ignored by the new area or zone. Only new events
will be analyzed and displayed for the new area or zone. This also applies to
zone-related rules. Since rules evaluate zone entry and exit event, they are not
triggered until a tag enters or leaves a zone.

Furthermore, area and zone names must be unique across the Location Awareness
Services for WebSphere Premises Server installation.

Defining the topology

This topic lists the portlets you can use to define the Location Awareness Services
for WebSphere Premises Server topology (event providers, devices, gates,
registration units, and boundary zones).

Event providers provide Location Awareness Services for WebSphere Premises
Server with position data for the tags. Use the following portlet to define these
providers and relate them to specific areas:

* |“Event Provider” on page 36

Log in to WebSphere Application Server administrative console and click
Topology » Event Provider to access this page.

A device relates to a hub, and a hub has a coordinate system. A hub can relate to
multiple areas. If a tag or device position is within the area and the hub relates to
this area, then the tag or device can be seen in the area. Use the following portlet
to define devices and assign them to a hub:

* |"Devices” on page 3§

Log in to WebSphere Application Server administrative console and click
Topology ~ Location Devices to access this page.

Gates provide access control for the entryways and exits of a zone. See
[‘Monitoring the entry and exit in an area (gates)” on page 9] Use the following
portlet to define these gates:

* |“Gate Manager” on page 39

Log in to the WebSphere Application Server administrative console and click
Topology > Gate Manager to access this page.

Registration units read tag IDs and make them available to you for item definition.
Use the following portlet to define these units:

* [“Registration Units” on page 40|

Log in to the WebSphere Application Server administrative console and click
Topology -~ Registration Units to access this page.

Boundary zones provide access control for areas that are not fully covered by
devices. See[“Monitoring the entrance and exit of zones that are not fully covered|
by devices” on page 11] Use the following portlet to define these boundary zones:

+ |“Boundary Zones” on page 41|
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Log in to the WebSphere Application Server administrative console and click
Topology » Boundary Zones to access this page.

Event Provider
Use this page to define the event providers for your areas and zones.

Note: Currently location event providers are the only type of supported event
provider.

Location event providers provide Location Awareness Services for WebSphere
Premises Server with tag location data.

Click Add to define a new event provider or click Delete to delete an existing
provider. Click Edit to edit details for an existing event provider.

Add new event provider
Complete the following fields to define a new event provider:

Note: You need to have defined an area before you can relate a location event
provider to it.

* Hub Base Parameters: These parameters are used to define the event provider.
— Name*: Enter a name for the event provider.
— Description: Enter a description of the event provider.

— Related App Server ID*: Enter the IP address for the related WebSphere
Application Server.

* Connectivity:

— Connection Type*: Select the type of connection to make to the event
provider: socket, WebSphere MQ, or WebSphere Internal Messaging.

— Parameters: This value is prepopulated based on your selection of a
connection type:

Note: Brackets [ ] indicate optional key value pairs.

- Socket
IPAddress=hub_IP;Port=hub_listener

- WebSphere MQ

HostName=queue_manager_host_name ;QueueManager=queue_manager_name ;Queue=queue_name
[sTransportType=Client;Channel=server_connection_channel;Port=listener_port]
[;UserID=MQ_user_ID;Password=MQ_password]

- WebSphere Internal Messaging

HostName=WAS_host_name ;BusName=bus_name ;Queue=queue_name;
Port=port_number[;UserID=WAS_user_ID;Password=WAS_password]

* Input Event Conversion: Choose an input event conversion method from the list
of available methods. Input event conversion methods transform
provider-specific events into Location Awareness Services for WebSphere
Premises Server internal events. Different event providers require different
conversion methods.

— Implementation Name: Location Awareness Services for WebSphere Premises
Server is the default implementation name. Select Custom to use your own
implementation name.

— Implementation Class: This value is pre-populated based on your selection of
an implementation name. This is the Java  implementation class used for
conversion. The default class is
com.ibm.atlas.event.conversion.LASEventConverter.
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If you selected Custom as the implementation name, you can enter the name
of your own implementation class. Your class must be in the was_root\lib\ext
directory on your Location Awareness Services for WebSphere Premises
Server server.

Parameters: This value is pre-populated based on your selection of an
implementation name; however, you have to instantiate the template by
replacing placeholder values with valid values.

All event converters shipped with Location Awareness Services for
WebSphere Premises Server support the optional parameter IDPrefix=string.
This parameter can be used for making tag IDs unique across a multi-event
provider installation. The provider tag IDs are prefixed by the value specified
in the IDPrefix parameter throughout Location Awareness Services for
WebSphere Premises Server.

The com.ibm.atlas.event.conversion.LASEventConverter implementation
class supports the following parameters:

- ignoreTaglDs=name of file containing tag IDs - For this parameter, enter
the name of a file that contains tag IDs that should be ignored.

- providerLocale=IS0-639 code - This parameter is relevant if the actual
locale is different from the default locale and, for example, numeric values
need to be converted.

Parameters in square brackets ([parameter]) in the parameter template are
optional. In general, parameters are keyword-value pairs separated by
semi-colons ().

Note: Whenever you add real values to the parameter template, remember to
remove the square brackets.

Note: Contact your IBM Services representative in order to use a custom

implementation.

Transformation options: These parameters are used to convert the coordinates
returned by the location event provider into appropriate coordinates for the area,
and therefore to transform the area displayed on the Spatial Management Client.
You can shift or displace the area, change its scale, rotate it, or juxtapose its
position.

X Offset: Enter a value to offset the area on the X-axis. The offset value can
be negative or positive and is 0.0 by default, indicating no offset.

Y Offset: Enter a value to offset the area on the Y-axis. The offset value can be
negative or positive and is 0.0 by default, indicating no offset.

Z Offset: Enter a value to offset the area on the Z-axis. The offset value can
be negative or positive and is 0.0 by default, indicating no offset.

Scaling: Enter a value greater than 0 to change the scale of the area. The
default value is 1.0, or no scaling.

Horizontal Rotation: Enter a value between 0 and 360 to rotate the area. This
value specifies an angle in degrees and has a default value of 0, or no
rotation.

X-Y Permutation: Select this box to switch the X and Y coordinates.

Smoothing Algorithm: No default smoothing algorithm is selected when you
create a new provider. Instead, the Implementation Name field is pre-filled with
a value of None, indicating that no smoothing is applied.
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— Implementation Name: Select the name of the smoothing algorithm
implementation to use. The other fields are pre-populated when you select an
implementation name other than Custom. Select Custom to use your own
smoothing algorithm.

— Implementation Class: This value is pre-populated based on your selection of
an implementation name; however, you can modify the value. This is the Java
implementation class used by the smoothing algorithm. The default class is
com.ibm.atlas.smoothing.SmoothingMovingAverage. Leave the field empty if
you do not want to specify a smoothing algorithm.

If you selected Custom as the implementation name, you can enter the name
of your own implementation class. Your class must reside in the
was_root\lib\ext directory on your Location Awareness Services for
WebSphere Premises Server server.

— Parameters: This value is pre-populated based on your selection of an
implementation name; however, you can modify the value. These are the
customization parameters for the smoothing algorithm. Specify them in the
keyword=value;keyword=value format. For
com.ibm.atlas.smoothing.SmoothingMovingAverage, specify the following
parameters:

- TimeSeriesLength=value - This value specifies the amount of historical
time that is taken into consideration and must be an integer greater than 0.

- Weights=values - These values allow you to weight past positions when
calculating a new position. They must be decimal values between 0 and 1
that are comma-separated. The sum of the values must be 1.

For example, TimeSeriesLength=5;Weights=0.10, 0.15, 0.20, 0.25, 0.30. In
this example, 5 seconds are taken into consideration and the greatest weight
is given to the most recent second.

* Associated Areas: Select the areas you want to associate with the
transformation.

After you switch to this area in the Spatial Management Client, you might still
see tags moving around — even after you have removed the association between
an area and a location event provider instance. This can happen even if there is
no longer an association between the area and a location event provider
instance. An internal cleanup is made when you delete the area; however, this
strange effect cannot be suppressed due to the manner in which Location
Awareness Services for WebSphere Premises Server internally maintains
tag-to-area associations.

Click Save to save your settings or click Cancel to exit without saving your
changes. Click Reload to refresh the options that are available from the menus and
to reset the fields to their original state.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Devices
Use this page to define your devices and assign them to a hub (event provider).

Devices can be either readers or a device group to which you can associate several
readers. Devices must be defined here if they play a specific role. For example, if a
reader represents part of a gate or if a device group represents part of a boundary
zone.
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A device relates to a hub, and a hub has a coordinate system. A hub can relate to
multiple areas. If a tag or device position is within the area and the hub relates to
this area, then the tag or device can be seen in the area.

Click Add to define a new device or click Delete to delete an existing device. Click
Edit to edit details for an existing device.

Note: Before you can add a new device, you must have defined an event provider
in the Topology > Event Provider page.

Add a new device or edit an existing device

Complete the following fields to define a new device or to update an existing one:
¢ Name*: Enter a unique meaningful name for the device.
* Definition: Enter a description of the device.

* ID: Enter a unique ID per event provider for the device. An ID can be a number
greater than 0. Do not use 0.

* Type*: Choose either Device Group or Reader for the device type. If you choose
Device Group, you can associate other devices with this group.

¢ Hub*: Select the type of event provider to use for the device.
* Device Location: Choose one of the following:
— No Location - No position for the device is defined.

— Static Location - Position is defined by X, Y, and Z coordinates. The
coordinates are for the hub to which the device belongs. Static locations are
recommended for fixed devices.

— Dynamic Location - Position is related to a tag ID. Dynamic locations are
recommended for devices associated with a mobile and active tag.

* Associated Devices: If you are in the process of defining a device group, you
can assign other already defined readers to this group. Use the arrows to
associate devices with your device group or to remove associated readers from
the group.

Click Save to save your settings or click Cancel to exit without saving your
changes.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Gate Manager
Use this page to define gates.

A gate allows you to have only one device that specifically monitors the entry to or
exit from a zone.

When monitoring zones in areas, define the gate twice: once for the zone and once
for the area. Otherwise, Location Awareness Services for WebSphere Premises

Server cannot correctly monitor tag counts for the zone and area.

Click Add to define a new gate, click an existing gate to edit it, or select a gate and
click Delete to delete it.

Add new gate

Complete the following fields to create a gate:
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Note: Before you can add a new gate, you must have defined all devices for the
associated event provider from the Topology > Devices page.

¢ Name*: Enter a unique, meaningful name for the gate.
* Description: Enter a description of the gate.

* Area*: Select the area to associate with the gate.

Note: For scenarios where proximity data (p-data) is used for tag positions, be
sure that the gate you define belongs to the area itself, and not to a zone
within the area. Otherwise, the tags may not be visible in the Spatial
Management Client.

* Zone: Select the zone to associate with the gate. If no zone is selected, the
definition applies to the whole area.

* Hub*: Select the event provider to associate with the gate.

* Device*: Select the name of the device you have already defined using the
Devices portlet.

* Role*: Select the role of the gate.

— Select IN to specify that the associated device monitors tags entering the gate.
When the device sees a tag in the associated zone, it considers the tag to be
inside the zone. The coordinates of the tag are those reported by the location
event provider. An event or alert is logged to indicate that the tag left the
zone.

— Select OUT to specify that the associated device monitors tags exiting the
gate. When the device sees a tag, it considers the tag to be outside of the zone
being monitored. An event or alert is logged to report that the tag left the
zone.

— Select IN/OUT to specify that a tag is:

- Logged in to the zone associated with the device as long as it is "seen” by
this device only

- Logged out if it is not seen by the device anymore (after some delay) or if
it is seen by any other devices

Click Save to save your settings or click Cancel to exit without saving the changes.
Click Reload to clear the fields or click Back to go back to the previous step.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Registration Units
Use this page to define the registration units for your areas and zones.

You can designate a registration unit to provide a way to register tag IDs with
Location Awareness Services for WebSphere Premises Server when you create
items. For example, you can define an event provider as a registration unit and
then its signals can be used to read tag IDs into Location Awareness Services for
WebSphere Premises Server when defining items; you do not have to enter the tag
IDs manually.

Note: When defining a location event provider as a registration unit, you should
already have defined it in the Event Provider portlet before you define it as
a registration unit.
If you define a device group or a single device as a registration unit, the

remaining devices of the event provider can be used for regular monitoring.
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Otherwise, if you designate the entire event provider as a registration unit,
do not use it for real-time tag reporting.

Click Add to define a new registration unit or click Delete to delete an existing
registration unit. Click Edit to edit details for an existing registration unit.

Add new registration unit

Complete the following fields to create a new registration unit:

* Unit Name*: Enter a unique, meaningful name for your registration unit.
* Description: Enter a description for the registration unit.

¢ Hub*: Choose an event provider from the list of defined providers.

* Device: Choose the associated device (which can be a device group or a simple
device) from the list, if applicable. Devices are listed only if they have been
previously defined.

Click Save to save your settings or click Cancel to exit without saving the changes.
Click Reload to refresh the options available from the menus and to reset the fields
to their original state.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Boundary Zones
Use this page to define boundary zones for critical zones in your area.

You use boundary zones to monitor areas that are not fully covered by devices. For
example, inner and outer boundary zones can be set up at the entrance and exit of
areas that are not fully covered by devices. They provide position data on tags
entering and leaving those areas. If an item is detected in the outer zone and then
in the inner zone, and eventually disappears or cannot be located, Location
Awareness Services for WebSphere Premises Server assumes that the item is now
within the area protected by the two zones. As a result of this function, inner and
outer boundaries can be used to implement a light barrier.

Click Add to define a new boundary zone.
Add new boundary

Adding a new boundary definition consists of two steps: first, you define the zone
that makes up the boundary, and then you define the zone within the boundary.
The latter zone is called a related zone. Complete the following fields to create a
new boundary zone.

Note:

* Create all boundary zones and related zones in the Spatial Management
Client before you define them here. In the Spatial Management Client, the
term barrier zone is a synonym for a boundary zone.

* Do not define a zone as a boundary zone of itself.
* Area: Select the area in which you are defining the boundary zone.

* Zone: Select the zone you are defining as a boundary zone. It must be in the
area you selected.

* Boundary Type: Select the type of boundary zone you are defining:
— Inner - A zone where tags are considered to be in the target zone, even if not
visible. Use an Outer boundary zone with this type of zone.
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— Outer - A zone where tags are considered to be out of the target zone. Use an
Inner boundary zone with this type of zone.

— Single - A zone where tags are considered to be in the target zone, even if not
visible. Do not use an Outer boundary zone with this type of zone.

* Related Area: Select the area of the related zone.
¢ Related Zone: Select the related zone.

Click Save to save your settings or click Cancel to exit without saving your
changes. Click Reload to refresh the options that are available from the menus and
to reset the fields to their original state.

Planning for classes and items

This topic describes how to plan effectively for Location Awareness Services for
WebSphere Premises Server classes and items.

To plan effectively for Location Awareness Services for WebSphere Premises Server
classes and items, consider some basic rules and concepts behind the Location
Awareness Services for WebSphere Premises Server classes as described below.

Class structure

When defining classes and items, start by defining your class hierarchy along with
attributes and properties. Then, you can associate items with the classes. Location

Awareness Services for WebSphere Premises Server classes make up a hierarchical

tree, so remember the following:

* When you delete a class, it also deletes all subclasses and items belonging to the
deleted class or subclass.
* When you add a subclass, it inherits all properties from the parent class. These
inherited properties cannot be changed at the subclass level.
* When maintaining class properties, keep the following points in mind:
— Make sure you identify whether subclasses have been defined for the class
and whether items were defined for the class or subclass.

— Make sure you use unique property names throughout the class hierarchy. For
example, if the class Employee has a property named BadgeNumber and if the
subclass, SecurityPersonnel, represents guards who have special badges in
addition to the normal employee badge, give the special badge number a
unique property name such as SecurityBadgeNumber.

— Changes to key properties are restricted when the class or subclass has items
defined. Therefore, the following restrictions apply:

- Adding key properties is allowed only if no items are defined for the class
or any of its subclasses.

- Deleting key properties is allowed only if no items are defined for the class
or any of its subclasses.

- Changes to key properties are usually allowed only if they are less
restrictive.

- Renaming key properties is allowed.

- You can only change a key property type from any value to a string. The
values are kept.

— Changes to other properties are restricted when the class or subclass has
items defined. Therefore, the following restrictions apply:
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- Adding other properties is allowed only if no items are defined for the
class or any of its subclasses.

- Deleting other properties is allowed only if no items are defined for the
class or any of its subclasses.

- Changes to other properties are usually allowed only if they are less
restrictive.

- Renaming other properties is allowed.

- You can only change a property type from any value to a string. The values
are kept.

- Changing a property from mandatory to optional is allowed, but you
cannot make an optional property mandatory.

* Minimize the number of levels in your class hierarchy. Too many levels can
make the display unusable and can decrease performance.

Class name length

Depending on font size and screen resolution, long class names might be truncated
in the Spatial Management Client and Location Awareness Services for WebSphere
Premises Server Administrative Console.

Subclasses are shown with an indentation that depends on the level in the class
hierarchy. In order to display the full names, use the following guidelines:

* Top-level classes should not be longer than 15 to 20 characters (depending on
your resolution).

¢ The name length should decrease by about 20 percent per level.

Defining classes, items, and groups

This topic lists the portlets you use to define classes, items, and groups.
About this task

Use the following portlets to define classes, items, and groups:

* [“Classes/Items Manager”)

Log in to the WebSphere Application Server administrative console and click Tag
Registration » Classes/Items to access this page.

* [“Groups Manager” on page 47|

Log in to the WebSphere Application Server administrative console and click Tag
Registration > Groups to access this page.

Classes/ltems Manager
Use this page to define classes and individual items for a class, for example, Asset
and Person.

You can define classes or subclasses depending on your needs and then define
individual items for those classes.

Click Add Child Class to define a new class; or click an existing class to edit the
fields or to define new items for the class.

Note: If items are associated with the class or any of its subclasses, you can change
the Description, Icon Link, Update Interval, Stationary, Container and
Edge Length attributes. All other attributes and properties are read-only and
cannot be changed.
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Therefore, to change the class, complete the following steps:
1. Delete the items associated with the class.

2. Change the class.

3. Add the items associated with the class.

When you delete a group, class, or zone, any rules you created that refer to
those entities are not automatically deleted. You need to clean up any
related rules when you delete a group, class, or zone. If you create a new
group, class, or zone with the same name as one you deleted, and you have
not cleaned up the old related rules, then the old rules will not apply, even
if you intended them to be applicable.

Rules related to items and its properties are always triggered when an item
with the properties matches the condition.

Class Details View

Click the Class Details View tab to view the details for a class. This view opens
automatically when you click Add Child Class or click an existing class.

Complete or edit the following fields:
* Class Name*: Enter a unique, meaningful name for the class.
* Description: Enter a description of the class.

* Icon Link: Enter the file name of the graphic icon to display for this class of
items. All items in the class are displayed in the Spatial Management Client with
the icon.

* Update Interval: Enter the number of seconds Location Awareness Services for
WebSphere Premises Server waits before processing location data and updating
the location of the icon on the Spatial Management Client. Set this field to a
higher number for items that move slowly or not at all to reduce server load.
For example, if the tagged item is a mainframe computer, set the field to a
higher number because it does not make sense to check its position each second.

* Stationary: Check this field if the class is made up of items that should not be
removed from a specific location, such as hardware assets.

* Container: Check this field to define items in this class as containers. This means
they can contain other items.

* Edge Length: Enter the size of the container (assume it is a cube). This value
allows rules checking in later releases, such as when an item cannot leave a
container.

You can define key properties, properties, or child classes for each class you create.
From the menu, choose from the following actions:

* Add Key Property

Key properties are mandatory for a class item. Define key properties so that all
members of the class can be clearly identified. For example, a person’s social
security number is an adequate key property, but a person’s first and last names
are not adequate key properties, even when used together, because there might
be two people using the same first and last names.

Important: Make sure to define key properties with unique names.
— Name: Enter a unique name for the property.
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— Type: Select the type of value that should be entered for the property. For
example, you can choose among the following types:

- text - A text field. For example, select this type for a name property.

- textarea - A text field with space for more characters. For example, select
this type for an address property.

- checkbox - A check box. For example, select this type for a property where
the default is true or false.

- integer - A field that allows only numeric values.

- date - A calendar. Select this type for a property that will always be a date.
When entering this property, click PickDate to select the date from the
calendar or ClearDate to clear your selection.

Beside each property that you want to delete, click Mark for Deletion; then click
Save to save your changes.

Note: You cannot delete a key property if there are any items, subclasses, or
items in a subclass defined.

* Add Property

Properties can either be optional or mandatory for a class item.

Important: Make sure to define properties with unique names.
— Name: Enter a unique name for the property.

— Type: Select the type of value that should be entered for the property. For
example, you can choose between the following types:

- text - A text field. For example, select this type for a name property.

- textarea - A text field with space for more characters. For example, select
this type for an address property.

- checkbox - A check box. For example, select this type for a property where
the default is true or false.

- integer - A field that allows only numeric values.

- date - A calendar. Select this type for a property that will always be a date.
When entering this property, click PickDate to select the date from the
calendar or ClearDate to clear your selection.

— Min Occurs: Enter a value indicating the minimum occurrences of the
property. This value should be less than or equal to the Max Occurs setting.
For example, enter 0 if the property is optional and 1 if it is required.

— Max Occurs: This property cannot be modified. The value is 1, indicating that
it can occur only one time.

— Default Value: Enter a default value for the property. For example, for the
Company property, enter the name of your company. This value can be
modified when you create an item for the class.

Beside each property that you want to delete, click Mark for Deletion; then click

Save to save your changes.

¢ Add Child Class

Enter the values for the class, including defining key properties, properties, and
child classes (also called subclasses) for each child class, as necessary.

* Save

Click Save to save the class or child class you are creating, as well as all key
properties and properties defined for the class.

* Delete
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Click Delete to delete the class, its sub classes, and all items in the class. All
subclasses and items in the class are deleted.

¢ Reload

Click Reload to refresh the options available from the menus and to reset the
fields to their original state.

Item View

Click the Item View tab to view the items that have been defined for a class. You
can add or edit new items for a class, assign items to groups, or delete selected
items. If the item is defined as a container class, you can assign other items to the
container item.

Items in this view are sorted by tag ID in ascending order. Items that do not have
a tag ID are listed at the end.

Select Add Item to create a new item. Complete the following fields:

* Registration Unit: (Optional) If a registration unit has been defined and you are
using it to read tag IDs into Location Awareness Services for WebSphere
Premises Server, select the registration unit. This field is not always available.

* Tag ID: Enter the tag ID for the item.

Enter the tag ID manually or use an external device, such as a bar code reader.
Additionally, if you defined a registration unit, you can select the appropriate
tag ID from the tags that are read by the registration unit.

* Icon Link: Enter the name of the graphic icon file. By default, the icon
associated with the class displays for the item.

* Icon Label: Enter a label to identify the item. The label helps you quickly
identify tags in Location Awareness Services for WebSphere Premises Server
alerts, in search results, and on the Spatial Management Client, which allows
you to view an icon label beside the tag. If an item is created or modified using
import, you can specify rules for automatic label creation, such as building a
label consisting of a person’s first name, middle name, and last name. If the item
is defined as a container class, the value for Edge Length is prefilled with the
edge length defined for the class and can be modified for the single item.

Complete any additional fields, which vary by class.
Click Save to save your settings or click Cancel to exit without saving.

After an item is defined, you can complete the following actions:
* Delete Items
Under Choose Action, select Delete Items to delete selected items.
* Edit Properties
Click Edit Properties to edit an existing item.
» Edit Groups
Click Edit Groups to assign the item to a group or to remove it from a group.

Note: You can select one or multiple groups, dependent on the
HierarchicalGroups system property.

Click Save to save your settings or click Cancel to exit without saving.
* Edit Container (only available if the item is a container)
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Click Edit Container to assign items to the container. A list of items that can be
assigned to the container are listed, as well as a list of any items that have
already been assigned to the container, if any. The items are listed by class.

Note: To assign items to the container, select one or more items under
containable items. To remove assigned items from the container, select one
or more items under direct children.

Click Save to save your settings or click Cancel to exit without saving.
Filtering the ltem View

You can also filter the item view. Enter a string in the text field and then click
Apply Filter. The items will be filtered according to the string you enter. If any of
the property values or tag IDs for an item contains the string, the item will be
shown. Click Clear Filter to clear the filter criteria.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Groups Manager
Use this page to define groups.

Click Add to define a new group or click an existing group to edit it. You can also
use this page to view items in a group, add an item to a group, and remove an
item from a group.

Add new group

Click Add and then enter values in the following fields to create a group:
* Group Name*: Enter a unique, meaningful name for the group.
* Description: Enter a description of the group.

* Group Color: Select the color that you want to use to identify the group. You
can only assign a group color if the system property HierarchicalGroups is set
to Y. The icons of group members are outlined in the selected color in the Spatial
Management Client.

Click the arrows to add or remove groups to or from the Group Members column.
The Selectable Groups column lists all defined groups.

Click Save to save the group you are creating or click Delete to delete the group.
Note: Fields marked with an asterisk (*) are required. All other fields are optional.
View items in a group

Complete the following steps to view items in a group:

1. In the Group Manager portlet, click the group for which you want to modify
the item membership.
2. Click ItemsView.

3. Optionally, to reduce the items to choose from or to search on specific criteria,
enter search criteria in the Filter Items over properties field and click Apply
Filter.

4. In the Only show items of the following class field, select the class for which
you want to view items or select All classes.
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Add items to a group

Complete the following steps to add an item to a group:
1. Click the group you want to add items to and then click ItemsView.

2. In the Possible Group Members column, select the item or items you want to
add to the group and click the left arrow button (<<). The item now appears in
the Group Members column.

Note: If the Possible Group Members column is not visible, click Show
possible group members. To hide the column, click Hide possible group
members. Any filter criteria you have specified applies to all items on
the groups portlet and, therefore, also limits the list of possible group
members.

3. When you finish adding items, click Save.
Remove an item from a group

Complete the following steps to remove an item from a group:
1. Click the group you want to remove items from and then click ItemsView.

2. In the Group Members column, select the item or items you want to remove
from the group and click the right arrow button (>>). The item is removed
from the Group Members column.

3. When you finish removing items, click Save.

Defining rules

This topic lists the portlet you use to define rules.

Rules define conditions and policies that need to be met. For example, rules can be
used to restrict access to certain zones or to limit the amount of time an item stays
in a zone. Business rules are implemented based on a generic Complex Event
Processing (CEP) engine which facilitates the development of additional rule types.
Events (alerts) occur when rules are violated. Events are published and saved in
the event database. Subscriber programs can subscribe to Location Awareness
Services for WebSphere Premises Server events. Violations of rules related to items
can also be displayed in the Spatial Management Client.

To define rules, use the following portlet:

* |“Business Rules”|

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Business Rules to access this page.

Business Rules
Use this page to define the business rules for your zones. Rules define the
circumstances that trigger alerts.

Note: You need to define a zone before you can define a rule for it.

When you define a rule, you can check for future events, but not for events that
have already happened. For example, if a person is already in Zone A and you
then define a rule that items defined in the Person class cannot enter Zone A, the
result is no alert. No alert occurs because rule checking is triggered by zone entry
and exits events, which did not occur in this situation. The logic is similar with a
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rule for duration of stay. If a person has already been in Zone A for 30 minutes,
and you define a rule that the person cannot stay in Zone A for longer than 10
minutes, no alert occurs.

Click the type of business rule you want to work with. Business rule types include:

“Zone Access Restriction” on page 50|- Define rules indicating persons and
items that are not allowed to enter zones during specified time frames.

» |“Zone Exit Restriction” on page 50| - Define rules indicating persons and items
that are not allowed to leave zones during specified time frames.

» |[“Duration of Stay in Zone” on page 51|- Define rules indicating how long
persons or items can remain in a zone before an alert is triggered.

* [“Maximum Items per Zone Threshold” on page 51|- Define rules indicating the
maximum number of items or persons that can be in a zone at one time.

[“Visitor Escorting” on page 52|- Define rules indicating how visitors to the
location will be escorted. For example, you can specify who will escort visitors
or how far away from an employee a visitor can be before an alert is triggered.

[“Items Association” on page 53|- Define rules indicating associations between
items.

A list of rules displays that are of the business type you selected. Click Add to
define a new rule. Click Delete to delete an existing rule or click Edit to edit
details for an existing rule.

The following fields are available for all business rules except for Visitor Escorting:

* Activity
Specify the time frame when the rule should be applied. You can specify to
Always apply the rule, to apply it From a specific date and time (yyyy/mm/dd
hh:mm:ss) To another specific date and time, or to specify a repetitive time frame
for the new rule to be applied, for example outside of normal work hours on all
weekdays and all day on weekends. You can also choose to Invert the time
frame, meaning that the rule only applies during times outside the specified
time frame.

Note: Times are relative to times on the database server. The machines that host
the database server and WebSphere Application Server must be set to the
same time zone.

For example, if you check Monday and specify 08:00 as the start time and 17:00
as the end time, the rule is active on Mondays between the hours of 8 am and 5
pm. If you choose to Invert the rule, then it applies on Mondays except between
the hours of 8 am and 5 pm (instead the rule applies from midnight to 8 am and
from 5 pm to midnight).

* Actors

Specify the class, group, and other filter criteria for items to which the rule
applies. You can specify all three, if needed. If you specify a Class, then all
class-specific Attributes are selectable. Otherwise, only the tag ID and label
attributes are selectable. If you select criteria for Inclusion, the rule applies for
all items that match the filter criteria specified. If you select Exclusion, the rule
applies to all items except those matching the filter criteria. If no Class, Group,
or Attribute is specified in both the Inclusion and the Exclusion sections, the
rule applies to every defined item.

For example, if you want the rule to apply to all items in the Person class,
except for those in the Security group, specify the Class value as Person for
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inclusion and the Group value as Security for exclusion. You can also exclude
the rule from applying to specific people or items by filling in the Zone values
in the Exclusion column.

e Zones

Specify the Zone and Zone Type to which the rule is restricted. Similar to
Actors, you can specify Zones for Inclusion and Exclusion by filling in the
values in the respective columns. In both cases, you can select a single zone or
all zones.

Zone Access Restriction

This rule type allows you to specify the times when specific classes or groups of
persons or items cannot enter specific zones.

Complete the following fields to create a new rule:
¢ Identification

Enter a Name and Description for the new rule.
.
.
.
* Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

— Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEL You can also define a notification channel to
call a program as a result of this alert. For example, the alert action could be
to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.

Zone Exit Restriction

This rule type allows you to specify the times when specific classes or groups of
persons or items must not leave specific zones.

Complete the following fields to create a new rule:
* Identification

Enter a Name and Description for the new rule.
. :Actorsl
" [Zoned

e Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

— Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEL You can also define a notification channel to
call a program as a result of this alert. For example, the alert action could be
to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.
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Duration of Stay in Zone

This rule type allows you to specify how long specified persons or items that can
be in a specific zone at one time before an alert is triggered.

Complete the following fields to create a new rule:
¢ Identification

Enter a Name and Description for the new rule.
- [Activity]
. :Actorsl
y

¢ Additional Parameters

Specify the Maximum duration of stay, in seconds that an actor can stay in the
zone during the specified time. For example, if you specify 120, then if a
specified actor stays in the zone for more than 120 seconds, an alert will be
triggered.

e Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

— Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEI with a LasDuration0fStay event type. You
can also define a notification channel to call a program as a result of this
alert. For example, the alert action could be to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.

Maximum Items per Zone Threshold

This rule type allows you to specify the maximum number of persons or items
satisfying the specified criteria that can be in a specific zone at one time.

Complete the following fields to create a new rule:
* Identification

Enter a Name and Description for the new rule.
:
y
.

¢ Additional Parameters

Specify the Maximum number of actors that can be in the zone during the
specified time. For example, if you specify 10 then if more than 10 actors are in
the zone at one time during the specified time frame, an alert will be triggered.

e Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

- Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEL You can also define a notification channel to
call a program as a result of this alert. For example, the alert action could be
to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.
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Visitor Escorting

This rule type allows you to specify rules that enforce the escorting of visitors and
that govern how visitors will be escorted at the location. This rule type has less
configuration options than the others, and its activity cannot be temporarily
restricted.

Complete the following fields to create a new rule:

* Identification
Enter a Name and Description for the new rule.

* Visitor
Specify the tag ID, class, or group of persons or items to be escorted. You can
specify an individual person or item by specifying the Tag ID or you can specify
a Class or Group of persons or items to which the rule applies.

Note: The visitor must belong to container classes, the escort must not contain a
container class, and the DynamicContainerSupportOn system property
must be selected.

* Escort
Specify the tag ID, class, or group of persons or items that will escort the visitor.
You can specify an individual person or item by specifying the Tag ID or you
can specify a Class or Group of persons or items to which the rule applies. For
example, you could specify that a class of persons could escort the visitor.

Note: The visitor must belong to container classes, the escort must not contain a
container class, and the DynamicContainerSupportOn system property
must be selected.

* Zone Selection

Specify the Zone and Zone Type to which the rule applies. In other words,
specify the zones in which the visitor must be escorted.

* Additional Parameters
Specify the Maximum tolerated distance, in units that the visitor can be away

from the escort. For example, if you specify 10, then if the visitor is more than
10 feet away from an escort, an alert will be triggered.

Note: Currently, the edge length of the visitor (who is in the container class)
determines the maximum tolerated distance.
Specify the Maximum tolerated rule violation time, in seconds that the visitor
can be away from an escort before an alert is triggered. For example, if you
specify 120, then if the visitor is more than 10 feet away from an escort for more
than 120 seconds, an alert will be triggered.
* Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

— Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEL You can also define a notification channel to
call a program as a result of this alert. For example, the alert action could be
to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.
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Items Association

This rule type allows creating associations between items. An association is created
when two items fulfilling the specified filtering criteria are close to each other for a
configurable period of time. Even though the rule can be applied to classes and
group of items, associations are always created between two individuals.

Complete the following fields to create a new rule:

* Identification
Enter a Name and Description for the new rule.

* Base Item
Specify the tag ID, class, or group of persons or items to which other items are
to be associated. You can specify an individual person or item by specifying the

Tag ID or you can specify a Class or Group of persons or items to which the
rule applies. There can be multiple base items.

Notes:

— The base items must be members of classes that have been specified
as containers, and the system property DynamicContainerSupportOn
must be selected.

— The edge length must be greater than zero.

* Associated Item
Specify the tag ID, class, or group of persons or items to be associated with
others. You can specify an individual person or item by specifying the Tag ID or
you can specify a Class or Group of persons or items to which the rule applies.
There can be multiple associated items. The item to be associated must not be a
container item.

* Zone Selection
Specify the Zone and Zone Type to which the rule applies.

* Additional Parameters
Specify the Maximum distance, in units that the base item and the associated
item may be apart and still be associated. For example, if you specify 10, then an

association only takes place if the associated item is within a radius of 10 from
the base item.

Note: Currently, the edge length of the base item (that is in the container class)
determines the maximum distance.

Specify the Minimum time of being together, in seconds. This means the
minimum period of time that both items must be close to each other before an
association is created and an alert is triggered. For example, if you specify 120,
then two items must be not more than 10 feet away from each other for at least
120 seconds before an alert will be triggered.

* Alert Actions

Specify the alert action to take when the rule is violated. You can specify a
combination of the following actions:

— Display Alert displays the issue in the Spatial Management Client.

— Log Alert sends the alert to CEL You can also define a notification channel to
call a program as a result of this alert. For example, the alert action could be
to send an email.

— Customized Notification calls a notification program outside of CEI and
requires special customization.
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Tips for using this rule:

* Both the container tag and the associated tag must
move into the target zone after the zone-related rule
has been defined.

* The associated tag must be "inside” the edge length of
the container tag longer than the minimum time
without interruption.

* The base item must be the last item moving because
the association rule is evaluated when the container
items move.

Click Save to save your settings or click Cancel to exit without saving the changes.
Click Delete to delete the rule.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Defining how to handle alerts

This topic helps you define how to handle alerts with Location Awareness Services
for WebSphere Premises Server.

Alerts are generated when a rule has been broken within Location Awareness
Services for WebSphere Premises Server or when there are diagnostic events from
an event provider. These alerts are persisted to an event database to which you can
subscribe. You define how to react to alerts by defining notification programs and
notification channels. An email service is provided as a sample notification
program.

Use the following portlets to define how alerts are handled:

* |“Notification Program Manager”|

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Notification Programs to access this page.

« |“Notification Channels” on page 55|

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Notification Channels to access this page.

+ |"Mail Host Configuration” on page 55

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Mail Server to access this page.

« |"Mail Receiver Configuration” on page 56|

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Mail Receiver to access this page.

Notification Program Manager
Use this page to define notification programs.

A notification program is a program or Web service that can be triggered when an
event is logged.

Click Add to define a new program or click Delete to delete an existing program.
Click Edit to edit details for an existing program.

Add new notification program

Complete the following fields to create a new notification program:
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* Notification Program Name*: Enter the name of the program. For a Web service,
enter the URL for the Web service. For a batch program, enter the file name of
the batch program.

* Notification Program Description: Enter a description of the program.
* Notification Program Call Type: Select Web Service or Command.

* Notification Program Call Details*: Complete this field depending on the call
type. If the program is a command, enter the directory where the program is
located. If the program is a Web service, enter the name of the Web service
method to be called.

Click Save to save your settings or click Cancel to exit without saving the changes.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Notification Channels
Use this page to define notification channels.

Notification channels define the filter criteria for a given subscriber that should be
called for an event. A subscriber is a program subscribing all, or a defined subset
of, the events arriving for a given event group. It dispatches the arriving events to
Location Awareness Services for WebSphere Premises Server notification programs,
which are programs or Web services that can be triggered when an event is logged.

Click Add to define a new channel or click Delete to delete an existing program.
Click Edit to edit details for an existing program.

Add new notification channel
Complete the following fields to create a new notification channel:

Note: A subscriber program must exist before you can add a new notification
channel.

* Subscriber: Select the subscriber program.
* Program: Select a notification program.

* Description: Enter a description of the program.

Complete the following fields to create a notification channel matching the filter
criteria you selected. Only a positive match for valid criteria will produce valid
results.

¢ Tag ID: Enter the tag ID of a person or asset.

¢ Tag Label: Enter the label of the tag.

» Tag Class: Enter a class of items to search for.

¢ Tag Group: Enter a group to search for.

¢ Zone: Enter a zone for the events.

* Event Type: Select a type of event to search for.

* Acknowledged: Select All (*) to filter all events, Acknowledged to filter only
the events that have been acknowledged, or Active to filter only the events that
have not been acknowledged.

Click Save to save your settings or click Cancel to exit without saving the changes.

Mail Host Configuration
Use this page to define the mail servers for your alerts.
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Click Add to define a new mail server or click Delete to delete an existing server.
Click Edit to edit details for an existing server.

Add new mail host configuration

Complete the following fields to define a new mail server:

* Host Address*: Enter the fully qualified host name or IP address of the mail
server.

* Port*: Enter the mail server port number.
* Default Sender*: Enter the name of the default sender.
e Default Subject: Enter a default subject for the alert.

Click Save to save your settings or click Cancel to exit without saving your
changes.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Mail Receiver Configuration

Use this page to define the individuals or groups who will receive alert
notification. Also specify what types of alerts to send notification of and when to
send them.

Click Add to define a new mail receiver or click Delete to delete an existing
receiver. Click Edit to edit details for an existing receiver.

Add new mail receiver
Complete the following fields to create a new mail receiver:

Note: Times are relative to times on the database server. The machines that host
the database server and WebSphere Application Server must be set to the
same time zone.

¢ Receiver Name*: Enter the name of the receiver.
* Receiver Address*: Enter the e-mail address of the receiver.

* Week Days: Select the days of the week when e-mail should be sent to the
receiver.

e Start Time*: Enter a start time after which e-mail can be sent to the receiver each
day. Use the format hour, minute, and second (HH:MM:SS).

* End Time*: Enter an end time after which e-mail should not be sent to the
receiver each day. Use the format hour, minute, and second (HH:MM:SS).

* Alert Types*: Select the type of alert event to send to the receiver.
* Mail Host*: Enter the fully qualified host name of the mail server.

Click Save to save your settings or click Cancel to exit without saving your
changes.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Setting system properties

This topic lists the portlet you use to set system properties.
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About this task

You can set Location Awareness Services for WebSphere Premises Server system
properties using the following portlet:

“System Properties”|

Log in to the WebSphere Application Server administrative console and click
System Properties to access this page.

System Properties
Use this page to set system properties. System properties are unique and
predefined.

You can edit the properties on this page. Click Save to save the changes.

The following system properties are used:

Table 12. Default system properties

Name

Type

Default

Description

LasVersion

String

current version number

Shows the Location Awareness Services for
WebSphere Premises Server version that is
installed. This property is read-only.

AllEventsGroup

String

All events

Name of the events group that holds all
Location Awareness Services for WebSphere
Premises Server events.

BIRTViewerURL

String

http:/ /localhost:9080/birt-
viewer/
frameset?__report=

Use this URL to view BIRT reports. If
WebSphere Application Server was installed
using different ports or if the BIRT engine
was installed on a different WebSphere
Application Server system, modify the value
of this URL to point to the correct location.

BatteryExhausted AlertAction

String

Event

Alert action if the battery of a tag is
completely exhausted. The alert generates an
event.

Valid values are Event, Display, Event,
Display, and Display, Event.

In the Spatial Management Client, the
battery icon displays.

BatteryLowAlertAction

String

Event

Alert action if the battery of a tag is low. The
alert generates an event. When the alert is
triggered, you will not receive another alert
unless the battery rises above the threshold
and then triggers it again.

Valid values are Event, Display, Event,
Display, and Display, Event.

In the Spatial Management Client, the
battery icon displays.
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Table 12. Default system properties (continued)

Name

Type

Default

Description

BatteryThreshold

Integer

1

Battery threshold that triggers an alert when
the battery is underrun. The battery status
can be:

* 3, which is full or completely charged
* 2, which is high or sufficiently charged
* 1, which is low or somewhat charged

* 0, which is empty or not charged

ContainerSupportOn

Boolean

The box is not checked,
which means No

Turns container processing on during
runtime processing, meaning you can add an
item to a container. The box can either be
checked to mean Yes or not checked to mean
No. Use this property in scenarios with
containers equipped with active tags and
content items without active tags. Once
entered to a container, the content items
should inherit the container position.

Note: This property should not be selected
at the same time as
DynamicContainerSupportOn. If it is, the
ContainerSupportOn property will be
ignored.

CurrentSVGDir

String

./ /svg

Defines the directory below AtlasDirectory,
which is used to hold the historical SVGs
temporarily for replay.

DefaultDateFormat

String

MM/dd/yyyy

Format used to display dates and accept
date input in Location Awareness Services
for WebSphere Premises Server.

By specifying MM/dd/yyyy as the pattern

for data pertaining to dates,

* Input to the GUI, such as 01/12/2008, will
be interpreted as January 12, 2008 (not
December 1, 2008).

* Output from the GUI will be displayed in
the specified pattern format, for example
01/12/2008.

For detailed information on time format
syntax, refer to the Java API for
[SimpleDateFormat
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Table 12. Default system properties (continued)

Name

Type

Default

Description

DynamicContainerSupportOn

Boolean

The box is checked, which
means Yes

Turns on dynamic container processing. The
box can either be checked to mean Yes or not
checked to mean No. With this flag set,
Location Awareness Services for WebSphere
Premises Server is able to detect by position
whether a tag is near a container (using its
edge length) and will add an item to or
remove an item from a container. Use this
property if both the container and the
content items are equipped with active tags.
Each item can be tracked individually. This
is also prerequisite for the escorting and
association rule.

Notes:

* If you have a lot of container items, this
setting will have an impact on
performance. Enable this option only if
you use this kind of dynamic container
assignment often, or if you have defined
escorting rules.

* When the content item is not seen by the
RTLS system, it will not inherit the
container position but will stay on the last
seen position. To force inheritance of the
container position, see
[ContainerSupportOn|

* This property should not be selected at the
same time as ContainerSupportOn. If it is,
the ContainerSupportOn property will be
ignored.

HierarchicalGroups

Boolean

The box is checked, which
means Yes

Specifies whether or not to use hierarchical
groups. The box can either be checked to
mean Yes or not checked to mean No.

Note: When you uncheck this box to set this
value to No, specifying that you do not want
to use hierarchical groups, you cannot switch
back to Yes. Also, once you uncheck the box,
you may have to wait up to one minute for
the changes in the setting to take effect.

InactivityDelay

Integer

60

Time in seconds that Location Awareness
Services for WebSphere Premises Server
waits before displaying a tag as inactive in
the Spatial Management Client if no new
position coordinates are received.

Note: The value specified for this property
will be added to the value specified for the

atchdogDelay|property.
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Table 12. Default system properties (continued)

Name

Type

Default

Description

IsStationaryRuleAlertAction

String

None

Defines whether an event is generated if an
item that is defined as stationary is moving.

Valid values are Event, Display, Event,
Display, and Display, Event.

If a class that is defined as stationary moves
twice the amount of feet defined in
MaxToleratedMovement, an event is
generated once every 5 minutes to avoid
flooding stationary events when an item is
moving.

An event could be similar to the following
example:Item with tag [00000017] with
label [alabelele], defined as stationary
has moved at [Tue Jan 22 22:56:56 CET
2008] . Details: Position [38.30, 38.30,
0.00], Classes: [Asset], Groups: [Laptop]

LasDirectory

String

C://IBMHttpServer//
htdocs/ /en_US

Directory that holds subdirectories, such as
archive and search, that are the default
values for the Location Awareness Services
for WebSphere Premises Server
Administrative Console. The specified
directory must already exist.

LogHistory

Boolean

The box is not checked,
which means No

Specifies whether to save runtime data for
the tags. The box can either be checked to
mean Yes or not checked to mean No.

MaxToleratedMovement

Integer

2

Number of feet an item can move without
generating an alert when belonging to a class
that is defined as stationary.

To avoid a flooding condition of stationary
alerts, if an item moves twice the amount of
units defined, then a stationary alert will be
generated once every 5 minutes.

MaxUnrecognizedMovement

Integer

Number of feet an item can move before it is
identified as moving. Movements within the
specified number of feet are not reported.

This property also affects when a tag is
identified as having entered or exited a zone.
A tag is considered to have entered or exited
a zone if its coordinates are inside or outside
of the zone by at least 50 percent of this
value. For example, if this value is set to 1
and a tag’s coordinates indicate that the tag
is inside the zone by at least six inches, the
tag is considered to have entered the zone.

MinRefreshInterval

Integer

10

Time in seconds after which the tag position
is updated. At least every n seconds (as
specified with this parameter), the tag
position is updated. If you receive updates
in shorter intervals, they are used and the
tag position is updated more often.
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Table 12. Default system properties (continued)

Name Type Default

Description

MissingReadsTolerance Integer |30

Time in seconds during which missing
readings from tags are tolerated.

The value specified for this property will be
added to the value specified for the

atchdogDelay|property and a no

TagNotResponsiveAlert is generated.

The system checks regularly for
unresponsive tags, every value of
WatchdogDelay seconds. Also, the system is
looking for tags that have not been seen in
the last value of MissingReadsTolerance
seconds. So, it may take up to value of
WatchdogDelay plus value of
MissingReadsTolerance seconds until this
condition is detected. If this function is
critical, the value of WatchdogDelay should
be smaller than that of
MissingReadsTolerance.

MultiTaggingSupportOn Boolean |The box is not checked,
which means No

Indicates whether one item can be related to
multiple tags. The box can either be checked
to mean Yes or not checked to mean No.

NumOfBadMsglgnored Integer |10

Time in seconds after which low quality
messages are ignored when they follow good
quality messages.

NumberOfEventsPerTag Boolean |50

Defines how many events are listed in the
tag details window on the Spatial
Management Client.

Performance4Report Boolean |The box is not checked,
which means No

Indicates whether performance statistics are
written for report operations. The box can
either be checked to mean Yes or not
checked to mean No.

Performance4Search Boolean | The box is not checked,
which means No

Indicates whether performance statistics are
written for search operations. The box can
either be checked to mean Yes or not
checked to mean No.

Performance4TagProcessing Boolean |The box is not checked,
which means No

Indicates whether performance statistics are
written for tag processing. The box can
either be checked to mean Yes or not
checked to mean No.

ProximityAlertAction String Event, Display

Alert action when a tag enters or leaves a
restricted area.

Valid values are Event, Display, Event,
Display, and Display, Event.

In the Spatial Management Client, the tag
icon flashes or is highlighted.

RunPerformanceTest Boolean | The box is not checked,
which means No

Specifies whether to check performance
options. Use this property when debugging.
The box can either be checked to mean Yes
or not checked to mean No.

SimulatorFileDirectory String | C:/IBMAtlas/Simulator/

Target directory for files with recorded data.
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Table 12. Default system properties (continued)

Name

Type

Default

Description

SimulatorFileExtension

String

xt

The file extension of the files with recorded
data. A timestamp is used in the file names.

SimulatorFileLength

Integer

20

The length defines the size of the simulator
file in kilobytes (KB). When the defined size
is exceeded, a new simulator file is created
with a new suffix. This value can be set to
no more than 100.

SimulatorFileSwitchInterval

Integer

10800

Time in seconds after which Location
Awareness Services for WebSphere Premises
Server switches to a new output file.

SimulatorRecordingOn

Boolean

The box is not checked,
which means No

Turns recording on or off. The box can either
be checked to mean Yes to turn the
recording on, or not checked to mean No and
recording is not turned on.

TagNotResponsiveAlertAction

String

Event

Alert action if a tag is not responsive. The
alert generates an event.

Valid values are Event, Display, Event,
Display, and Display, Event.

In the Spatial Management Client, the tag
icon fades.

UnknownlconLabel

String

Unknown Tag

Label of the unknown tags.

UnknownTagAlertAction

String

Event

Alert action if an unknown tag is found. The
alert generates an event.

Valid values are Event, Display, Event,
Display, and Display, Event.

In the Spatial Management Client, the
unknown tag icon displays.

UnknownTaglcon

String

unknownTag.jpg

Graphical representation of the unknown
tags.

WASBootstrapAddress

String

localhost 2809

Defines the bootstrap address for WebSphere
Application Server if it is different than the
default (such as 2810 in case of multiple
servers on the same machine). The bootstrap
address is used to retrieve and send alert
events.

WatchdogDelay

Integer

60

Time in seconds during which
non-zone-related business rules are checked.
For example, if this value is set to 60, then
tags will be checked every 60 seconds,
whether they are responsive or not.

Note: If another property that delays
checking is set, then action will not be taken
on a tag until after the accumulation of
delays.
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Formatting data types for importing data to Location
Awareness Services for WebSphere Premises Server

This section provides information about data types and values for importing data
to Location Awareness Services for WebSphere Premises Server.

Table 13. Data Types and values

Name (in

ClassesItemsManager) | Type Format Example
checkbox boolean |true | false true, false
date date MM/dd/YYYY 11/20/2008
text / textbox string | any string (must not contain "or’) | John
integer integer |any integer -1

Importing resource data to Location Awareness Services for
WebSphere Premises Server

This topic describes how to import resource data into Location Awareness Services
for WebSphere Premises Server.

Location Awareness Services for WebSphere Premises Server provides an
application that acts as an intermediary component between an enterprise’s legacy
systems and Location Awareness Services for WebSphere Premises Server to allow
information about tagged items (people or assets) to be imported into Location
Awareness Services for WebSphere Premises Server and, subsequently, to be
updated or deleted. The application reads records from comma-separated values
(CSV) files that are provided by the existing enterprise application and forms a
Java Message Service (JMS) request. The application sends the JMS request to
Location Awareness Services for WebSphere Premises Server through the
messaging engine and then logs the responses in a log file.

Configuring properties

1. Configure the properties in the following properties files:

Data_Export.properties
Contains properties that identify JMS resources and the location of the
CSV and class properties files. A sample is provided in
LAS_HOMEN\ AtlasIntegrator\Data_Export.properties. A sample CSV file
and its associated properties files are also provided in the same
location.

Verify that the following properties are set correctly:

* batchsize: Enter the size of the JMS batch. For example, a value of
50 means that AtlasIntegrator sends packets of 50 items for import.

Note: Set this number to a low value, such as 20, if you experience
timeouts (for example, if you get a message saying that no
response was received from WebSphere Application Server).

* locale_language: Specify the language corresponding to the data you
wish to import. The language value should be a valid ISO language
code, such as en for English or de for German.

* Tlocale_country: Specify the country corresponding to the data you
wish to import. The country value is a valid ISO country code. These
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codes are the uppercase, two-letter codes as defined by ISO-3166. For
example, US for the United States or DE for Germany.

Tocale_variant: Specify the variant. The variant value is vendor or
browser-specific code. For example, use WIN for Windows®, MAC for
Macintosh, and POSIX for POSIX. If you are unsure about the system
you are using, leave this property empty.

CSV: Enter the location of the CSV file.

Note: The following conventions must be followed in the CSV file:

— Each row must contain exactly one data row. You can use
the new line character (\n) to force a new data row. If you
want to include the new line character in a data cell
without forcing a new row, enclose the contents of the data
cell in double quotation marks ("iteml/nitem2").

— The data cells of a data row must be delimited by a comma.
A comma forces a new data cell. If you want to include a
comma without forcing a new data cell, enclose the contents
of the data cell in double quotation marks ("iteml,item2").

— If you need to use double quotation marks in a data cell
without indicating the beginning or end of the data cell
contents, enclose the contents of the data cell in double
quotation marks ("Error: "error_message"").

Tog: Enter the location of the log file.

hostname: Enter the fully qualified host name or IP address of the
provider of the Service Integration bus.

secure: Specify whether security has been enabled for WebSphere
Application Server. The default value is no.

Note: If security has been enabled for WebSphere Application Server,
the Data_Export.bat file may need to be edited. The default
configuration points to the sample key store and trust store
files provided with WebSphere Application Server. If you use
different key and trust stores or different passwords for these
files, edit the Data_Export.bat file as needed. The trace.log file
contains detailed logs about the communication process,
including possible security related issues.

port: Enter the SIB_ENDPOINT_ADDRESS of your messaging
engine. The default value is 7276. If security has been enabled for
WebSphere Application Server, enter the
SIB_ENDPOINT_SECURE_ADDRESS of your messaging engine,
which is usually 7286.

request_qg: Enter the name of the request queue, such as
AtTasImportRequestQ.

response_g: Enter the name of the response queue, such as
AtlasImportResponseq.

propertiesFilelLocation: Enter the directory that contains the
ClassMapping.properties file and the class_name.properties files.
Leave this property empty to specify the current directory from
which the import application (Data_Export.bat) is running.

class: Enter the column in the CSV data file that contains class
names. This value must be specified in the attrib/N format, where N
is the integer representing the column number. For example, if the
class names are in column 7, then class=attrib7.



* action: Enter the action to be performed on the record being sent to
ATLAS. Valid values include:

— createUpdate: Create a new record if the tagged item does not
already exist in the Location Awareness Services for WebSphere
Premises Server database. Otherwise, update the existing record.

— create: Create a new record if the tagged item does not exist in
the Location Awareness Services for WebSphere Premises Server
database. Otherwise, return an error.

— update: Update an existing record in the Location Awareness
Services for WebSphere Premises Server database. If the record
does not exist, return an error.

— delete: Delete an existing record from the Location Awareness
Services for WebSphere Premises Server database. If the record
does not exist, return an error.

If you do not specify an action, the default action is createUpdate.

* group: Enter the column in the CSV data file that contains group
names. This value must be specified in the attrib/N format, where N
is the integer representing the column number. For example, if the
group names are in column 8, then group=attrib8.

Note: If you want to retain the relationship of an item to multiple
groups during the import and HierarchicalGroups is set to
off, you can specify multiple groups names in this column,
separating the group names with a pipe symbol (|).

* defaultClass: Enter the name of the class that new records from the
CSYV file are added to if the corresponding class name specified in
the CSV file is not found in the ClassMapping.properties file. For
example, if a record in the CSV file contains the class name RESOURCE
SECURITY and that class name is not found in the
ClassMapping.properties file, the record is added to the class
specified in this property. For example, defaultClass=Contractor.

* defaultGroup: Enter the name of the group that new records from the
CSV file are added to if group information is not specified. For
example, if a record in the CSV file does not contain group
information, the record is added to the group specified in this
property. For example, defaultGroup=Contractor.

* tagld: Enter the column in the CSV data file that contains tag ID
values. This value must be specified in the attribV format, where N
is the integer representing the column number. For example, if the
tag IDs are in column 13, then tagID=attribl3.

* mq_response_timeout (secs): The Location Awareness Services for
WebSphere Premises Server imports client sends a JMS request
containing a batch of ten records from the CSV data file to Location
Awareness Services for WebSphere Premises Server. Enter the
number of seconds that the Location Awareness Services for
WebSphere Premises Server imports client waits for the JMS response
from ATLAS. The default value for this property is 60 seconds.

ClassMapping.properties
Provides a mapping from the names in the class column of the CSV
data file to class names that are defined within the Location Awareness
Services for WebSphere Premises Server database. See
[classes and items” on page 42| for tips on defining the Location
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Awareness Services for WebSphere Premises Server class hierarchy. For
example, a ClassMapping.properties file might read as follows:

ACME INC.=Employee
Sunspot Heating and Cooling=Contractor

This file indicates that the records with ACME INC. in the class column
are to be assigned to the Location Awareness Services for WebSphere
Premises Server class Employee and those records with Sunspot Heating
and Cooling are to be assigned to the Location Awareness Services for
WebSphere Premises Server class Contractor.

class_name.properties

Provides the attribute details about any class. A sample is provided in
LAS_HOMEN\ AtlasIntegrator\Person.properties. The file name of the
class properties file should be the class name. There should be one file
for each Location Awareness Services for WebSphere Premises Server
class.

Verify that the following properties are set correctly:

* Tlabel: Enter the attributes and text strings, separated by a plus sign
(+), that automatically fill the tag label field and surround blank
spaces with quotation marks. For example, attrib5+" "+attrib6+"
"+attrib4.

* icon: Enter the attributes and text strings, separated by a plus sign
(+), that represent the name of the graphic file that will represent the
class items in the Spatial Management Client. For example, if the
value of attrib3 is Susan, which represents a specific item in the
Person class, the following entry will equate to Susan.png:
attrib3+".png". Surround extensions with quotation marks.

* attribN: Enter the name of an attribute and its corresponding
Location Awareness Services for WebSphere Premises Server property
name, where N corresponds to the column in the CSV file that
contains the information. For example, attrib2=First Name indicates
that column 2 in the CSV file contains the first name of the item and
is mapped to the Location Awareness Services for WebSphere
Premises Server property named First Name.

* KeyProperties: Enter the list of attributes, separated by commas, that
represents key properties. For example, attrib5,attrib3.

2. Run the data import application from the LAS_HOME directory, specifying
your messaging engine user ID and password:

Data_Export.bat user ID password [Data_Export.properties ClassMapping.properties]

Tip:
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* Because the Data_Export.properties and ClassMapping.properties files

are entered as parameters to the import application, you can replace
these file names of these properties with names that are more
meaningful to you. This allows you to set up a series of properties files
with different names that reflect different tasks or mappings. For
example, you could distinguish between the initial import of enterprise
data and later maintenance imports.

This command assumes that the import application is running from the
AtlasIntegrator directory. If the Data_Export.properties file is not in the
same location as the import application, provide the complete directory
path. For example:



Data_Export.bat user_ID password D:\Properties\Data_Export.properties
ClassMapping.properties

* If the remaining properties files, such as ClassMapping.properties and
class_name.properties, are not in the same location as the import
application, the directory location can be specified in the
propertiesFilelLocation in the Data_Export.properties file. For example,
if the ClassMapping.properties file and the class_name.properties files
are located in D:\Properties, set propertiesFileLocation=D:\\
Properties\\. If the ClassMapping.properties file and the
class_name.properties file are located in the same directory as the
Data_Export application, leave the value for proertiesFilelLocation
empty: propertiesFilelocation=.

3. Look at the log file specified in Data_Export.properties file to verify that the
import application ran successfully.

Note: Look at the trace.log file if you are experiencing connection problems.

Using the dispatcher

This topic describes the dispatcher application and how to utilize it.

The dispatcher is a standalone application that acts as an intermediary between
large Location Awareness Services for WebSphere Premises Server event providers,
such as hubs that process more than 300 messages per second, and one or more
devices. The dispatcher retrieves all location messages from the event providers it
is connected to and distributes them to one or more Location Awareness Services
for WebSphere Premises Server devices. Using the dispatcher enables Location
Awareness Services for WebSphere Premises Server to increase the number of
location messages it processes.

The dispatcher is shipped with Location Awareness Services for WebSphere
Premises Server and is located in the LAS_HOME\samples\
AtlasStandaloneDispatcher directory.

Communicating with event providers

The dispatcher connects to the event providers as a socket server using the IP
address and port that are specified in the dispatcher.bat file. When the dispatcher
establishes a connection, it receives all location messages sent by the provider and
distributes them to the connected devices. Each device receives a subset of the
location messages from the event provider.

If the dispatcher cannot connect, it tries again every 30 seconds. If an existing
connection to an event provider drops, the dispatcher tries to reconnect in time
intervals increasing from one to 30 seconds.

Communicating with event devices

The dispatcher communicates with a device as if it were an event provider. The
dispatcher waits for a device, which is a client application to the dispatcher, to
connect. You specify the number of clients and associated ports that can connect to
the dispatcher in the dispatcher.bat file. Each client must use an individual port.

When the dispatcher connects to a device, it forwards all location messages

assigned to that device. All messages have the same format and content as when
they are received from the event providers.
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How location messages are assigned to a device

The dispatcher supports two simple algorithms for assigning location messages to
a device: modulo (the suggested algorithm) and round robin. You specify the
algorithm that you want to use in the Dispatcher.bat file.

* Modulo - This algorithm uses the last digit or letter of a location message’s tag
ID. The number of active devices determines which device the message is
assigned to.

If there are no active Location Awareness Services for WebSphere Premises
Server devices, the dispatcher discards the location messages from the provider.
The dispatcher considers only active devices, and forwards all messages arriving
from the location event providers to them. If a device cannot keep up with the
number of messages provided, the dispatcher queues the outstanding messages.

* Round robin - Using this algorithm, if N Location Awareness Services for
WebSphere Premises Server devices are connected to the dispatcher, each gets
every Nth location message.

* Hash map - Setting this algorithm means that the set of available tag IDs is
evenly distributed to the different devices and that messages referring to the
same tag ID always go to the same device.

Note: In a production environment, use the modulo or the hash map algorithm.
These dispatching algorithms work better with filtering and position
smoothing within Location Awareness Services for WebSphere Premises
Server. You might use the round robin algorithm in a test environment
where you use fewer tags to generate test data.

Configuring the dispatcher application
This topic describes how to configure the dispatcher application.

Before you begin

Before using the standalone dispatcher application, make sure that each location
event provider is defined in the Location Event Provider portlet.

About this task

This topic explains how to configure Location Awareness Services for WebSphere
Premises Server ports to use the standalone dispatcher. When using Location
Awareness Services for WebSphere Premises Server with the standalone dispatcher,
not directly connected to the location event provider, you must configure a
provider definition for each Location Awareness Services for WebSphere Premises
Server port. These definitions must be identical except for the provider port
number, which varies as specified for the dispatcher. All definitions must point to
the same provider IP address, and the same areas must be assigned to all provider

ports. For more information about the dispatcher, refer to [“Using the dispatcher”|
—

1. Copy the contents of the LAS_HOME\samples\ AtlasStandaloneDispatcher
directory to a separate directory on your system.

2. Make a backup of the sample Dispatcher.bat file.

3. Edit the Dispatcher.bat file, providing the following parameters for each
location event provider:

* TagIDPosition - Specify the position of the tag ID in the input event. The
default is 3.
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* Separator - This is the separator between units of information in the input
event. The default is ; (a semi-colon).

* HubIP - Specify the IP address of the machine hosting the location event
provider.

* HubPort - Specify the port number that the location event provider listens on.
Typically, the port is 5117.

e AtlasPorts - Specify a list of the ports that the dispatcher listens to. Separate
each port number with a comma.

* Logging - This parameter is optional. Specify on to enable logging or off to
disable logging. By default, this parameter is set to off. If logging is enabled,
the output is logged in the SysOut file. Only enable logging for debugging
purposes.

e Algorithm - This parameter is optional. Specify the dispatching algorithm
that you want to use. By default, this parameter is set to MODULO.

Note: Look over the parameters to ensure that they comply with these
guidelines:

* Parameter keywords and the predefined values are case-sensitive.
* Keywords and values cannot contain any blank spaces.

If you start the dispatcher without entering any parameters, a usage
message is displayed. You can also enter ?, help, or h to display the
usage statement. If you enter incomplete or erroneous parameters, you
receive an error message.

4. Start the dispatcher application by running the Dispatcher.bat file from a
command line.

5. Stop the dispatcher by typing stop or s from a command line.

Backing up and restoring data

This topic describes how you back up historical and event data for Location
Awareness Services for WebSphere Premises Server.

About this task

You are responsible to back up historical and event data for Location Awareness
Services for WebSphere Premises Server. This data is stored in the Location
Awareness Services for WebSphere Premises Server databases and the CEI events
database. You can use the database management system (DBMS) to automatically
schedule backups, archive, and delete tasks or you can manually back up these
databases.

Go online to see the [DB2® information center{ for more information.

Note: Once you make a backup you can replay the transaction logs that were used
during the online backup. The data stored in the backup image will be
replayed. However, if you wish to replay transactions after you back up
databases, ensure that your log files are in the path where they were
archived and that the subdirectories are in the data directory, such as in
C:\DB2_Archived_Logs\DB2\ATLASDB\NODEO0000.
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Backing up your databases while online
Before you begin

Prior to backing up your system, make sure that:

* The DB2 backup batch files are in the same directory and that the log files are
also created in the directory where the batch files are located. The DB2 scripts
are shipped with Location Awareness Services for WebSphere Premises Server in
the LAS_HOME\DB2\Backup Restore directory.

* The following directories exist:

— C:\DB2_Database_Backups: Directory where the database backups are stored
— C:\DB2_Archived_Logs: Directory where DB2 stores the archived log files

— CA\DB2_LOGTEMP: Directory where temporary log files are created during
the roll forward operation of logs stored in the database backup image

About this task

The following instructions describe how to back up your databases when you are
online, which allows you to be connected to the database. To perform a backup, do
the following:

1. Set up the environment by running the DoSetupBackup.bat script. It calls the
setupbackup.bat script.

2. Schedule online backups of the ATLASDB and EVENT databases using the
Windows at command and the DoONLINEBackups_Runstats.bat command from
the C:\DB2_Backup_Scripts directory:

Note: The DoONLINEBackups_Runstats.bat command also updates statistics for
the tables in both databases after the backups are done. The script can
also be run manually from a command prompt in the directory where
the file is located and calls the following scripts:

* OnlineBackup_Databases.bat: Creates an offline backup of the
ATLASDB and EVENT databases

* ATLASDB_RUNSTATS. bat: Updates the statistics for the ATLASDB
database

* EventDB_RUNSTATS.bat: Updates the statistics for the EVENT
database

a. To run a weekly backup at 00:30 on Sunday morning, run the following
command:
at 00:30 /every:Sunday "C:\DB2_BACKUP_SCRIPTS\DoOnlineBackups_Runstats.bat"

b. To run a backup every day at 00:30, run the following command (on one
line):

C:\DB2_Backup_Scripts>at 00:30 /every:Sunday,Monday,Tuesday,Wednesday,
Thursday,Friday,Saturday "C:\DB2_BACKUP_SCRIPTS\DoOnlineBackups_Runstats.bat"

c. To delete an entry from the at list, run the following commands:
1) Run at to list the scheduled tasks:
at
2) Use the ID from the list to delete the entry:
at task_ID /DELETE
3) Run at again to verify that there are no entries in the list:
at
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Backing up your databases while offline
Before you begin

Prior to backing up your system, ensure that:

* All backup scripts are located in the C:\DB2_Backup_Scripts directory. The
scripts for offline backups are shipped with ATLAS in the LAS_HOME\DB2\
Backup Restore\OFFLINE (cold) backups directory.

* No users are active in the system and that WebSphere Application Server is not
running.

* The following directories exist:
— C:\DB2_Database_Backups: Directory where the database backups are stored

About this task

The following instructions describe how to back up your databases when you are
offline, which means that users cannot be connected to the database.

Note: To turn off log archiving and allow only offline backups, run the
DoTurnOffArchiving.bat script.

To make a backup, do the following:

Schedule offline backups of the ATLASDB and EVENT databases using the
Windows at command and the DoBackups_Runstats.bat command from the
C:\DB2_Backup_Scripts directory:

Note: The DoBackups_Runstats.bat command also updates statistics for the tables
in both databases after the backups are done. The script can also be run
manually from a command prompt in the directory where the file is located
and calls the following scripts:

* Backup_Databases.bat: Creates an online backup of the ATLASDB and
EVENT databases

* ATLASDB_RUNSTATS.bat: Updates the statistics for the ATLASDB
database

* EventDB_RUNSTATS.bat: Updates the statistics for the EVENT database

1. To run a backup weekly at 00:30 on Sunday morning, run the following
command:
at 00:30 /every:Sunday "C:\DB2_BACKUP_SCRIPTS\DoBackups_Runstats.bat"

2. To run a backup every day at 00:30, run the following command (on one line):

C:\DB2_Backup_Scripts>at 00:30 /every:Sunday,Monday,Tuesday,Wednesday,Thursday,
Friday,Saturday "C:\DB2_BACKUP_SCRIPTS\DoBackups_Runstats.bat"

3. To delete an entry from the at list, run the following commands:
a. Run at to list the scheduled tasks:
at
b. Use the ID from the list to delete the entry:
at task_ID /DELETE
c. Run at again to verify there are no entries in the list:
at
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Restoring databases
Before you begin

Prior to running the script, verify the following:
* The database you are restoring was dropped.

* There is only one backup image file in the path of the database backup. For
example, the ATLASDB database should only have one data directory with one
backup file in that directory, such as C:\DB2_Database_Backups\ ATLASDB.0\
DB2\NODE0000\CATN0000\20060330.

About this task

To restore a single database, run the DoRestoreOneDB.bat script from a command
line, which calls the RestoreToNewDatabase.bat script.

Scheduling deletion of tag data

This topic describes how to set up a regular schedule for deleting historical tag
data.

About this task

Currently Location Awareness Services for WebSphere Premises Server does not
automatically archive historical data. Therefore, it is necessary to delete historical
data on a regular basis to increase performance. You can schedule tag data to be
deleted on a regular basis using the
ATLASDB_DEL_TAG_HISTORY_SCHEDULE.bat script. The script schedules a task
to delete all historical data entries that are older than eight hours and for which
newer data is available. This allows you to consistently delete historical data.

To retain historical data for a longer period of time, you must archive and back up
your data separately.

Complete the following steps to set up a regular deletion process for historical

data:

1. Create a directory named C:\tools\history and copy all files from the
LAS_HOMEDB2\Tools\History to the new directory. To create the directory in
a different location, edit ATLASDB_DEL_TAG_HISTORY_SCHEDULE.bat with
the new location.

2. Edit ATLASDB_DEL_TAG_HISTORY.bat to specify your DB2 installation
directory.

3. Edit ATLASDB_DEL_TAG_HISTORY_SCHEDULE.bat to enter your DB2 for
Linux®, UNIX®, and Windows user ID and password.

4. (Optional) This script deletes all historical data entries that are older than eight
hours and for which newer data is available. If you want to change the
schedule, for example to delete data every six hours, edit the 8 hour entry in
the insert and the delete statements.

5. Run ATLASDB_DEL_TAG_HISTORY_SCHEDULE.bat to schedule the deletion
task.

Note: After running this script, you must either manually edit each task to

change the schedule or you must delete the scheduled tasks and then
rerun this script after editing it.
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Each time the deletion task runs, it will log results into the
C:\tools\historyNATLASDB_DEL_TAG_HISTORY_DATA .txt file.

Operating

Use the Spatial Management Client and the Location Awareness Services for
WebSphere Premises Server Administrative Console to perform daily operation
tasks for Location Awareness Services for WebSphere Premises Server.

Starting the Spatial Management Client
This topic describes how to start the Spatial Management Client.

About this task

Start the Spatial Management Client by completing the following steps:

1.

Start the Spatial Management Client by typing the following URL in a browser:
http:/ /fully_qualified_host_name/Tracking GUI/AtlasMonitor.html If you are an
administrator, see |[“Starting the Spatial Management Client (administration)” on|

Enter your user name, and password if security is enabled, and click OK. Your
individual preferences are displayed. You can save your preferences for each
area you view by clicking Save under DEFAULT VIEW. Setting preferences
prevents rescaling and repositioning each time you view an area of interest.

In AREA, select the area that you want to monitor from the drop-down list.

In TAGS, select the class of tags that you want to monitor. For example, select
Asset to view all hardware that has been defined or All to view all tags.

In ZONES, under Visible, select the category of zones that you want to view.

In ALERTS, turn the alert sound on or off and choose whether to hide or view
all alerts. You can also click Acknowledge All Alerts to acknowledge and turn
off all current alerts.

In DEFAULT VIEW, click Save to save the current pan and zoom settings. You
can customize the view and scale of the area without having to repeat the
process every time you log in to the Spatial Management Client.

The OVERVIEW window provides a view of the entire area. Drag the blue box
around the overview window and notice that the main graphic window of the
Spatial Management Client reflects the highlighted area. The box size is
controlled by the zoom slider and zoom box controls below. The upper-left
corner of the blue box and the upper-left corner of the main graphic window
are the same point.

See [Spatial Management Clienf| for more information.

To start monitoring tags in the GUI, start the tag processing servlet:

a. Open the WebSphere Application Server administrative console and click
Control Processing.

b. Select the WebSphere Application Server that is related to your installation
and click Start Selected.

If you do not start the tag processing servlet, tags are displayed at their last
reported location.

Results

In the Spatial Management Client, the defined tags are displayed with the icons
you define, either for the item or the class. These icons move on the Spatial
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Management Client according to the reported coordinates. If you turn alerts on, a
red circle highlights the tag icon when an alert related to the tag is reported. You
can click the icon and see the alert details and acknowledge the alert. The circle
goes away when you acknowledge the alert.

In some cases the tags fade, which means that there is no current position
information available about the tag. Location Awareness Services for WebSphere
Premises Server assumes that the tag remains at the last reported position. Use the
InactivityDelay system property to set the length of time after which a tag starts
to fade. To avoid moving tags away from the last reported position, set this
parameter to a high value. See [“System Properties” on page 57| for a complete list
of system properties.

Spatial Management Client
This topic describes the Spatial Management Client.

The Spatial Management Client provides a state of the art visual interface which
shows the location of tags in real time, allowing an authorized user to monitor
employees, contractors, and visitors in hazardous areas, to respond immediately to
emergencies, and to locate high-value assets.

Notes: For optimal GUI performance:

* Use only Internet Explorer 6.0 with the Adobe Scalable Vector Graphics
(SVG) Viewer for your browser.

* Maximize the Spatial Management Client for the best results.
* Restart the GUI whenever you change the screen resolution.

* Do not use browser functions. For example, using the Back, Forward,
and Refresh buttons in the browser can lead to inconsistent displays of
areas, tags, and menu options.

For keyboard accessibility of the GUI, edit the Mouse settings.
1. Select Start » Settings » Control Panel » Accessibility Options.

2. On the Mouse tab, select Use MouseKeys. This option allows you to
control the pointer with the numeric keypad on your keyboard.

The Spatial Management Client retrieves all tags for an area in the following cases:
* When an area is opened
* When the class filter is changed

* Every n polling intervals. The value of # is set according to the
<DisplayRefreshCounter> parameter in the prefsV3.xml file. If this parameter is
not present in the prefsV3.xml file or it is set to 0, then a full redraw is not
scheduled on the Spatial Management Client.

In all other cases, tags are only refreshed when they change their position or they
change their alert state.

If you experience problems with the Spatial Management Client, refer to the
troubleshooting tips in the product documentation for possible solutions.

* AREA
Select the area that you want to monitor from the drop-down list.
* TAGS

Select the class of tags that you want to monitor. For example, select Asset to
view all hardware that has been defined.
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« ZONES
Visible: Select the category of zones to view.
« ALERTS
Sound: Turn the alert sound On or Off.
Hide: To view all alerts, select No. To hide all alerts, select Yes.

Tag filter: Filter the tags displayed. The options are 2d/2d, p-data, inactive,
alerts only, and all.

Note: These tag filters do not affect the zone tag count. They only affect what
you can see on the map. For example, if there are three tags in zone Z
and one of them has no accurate location information (it has only
proximity data) and you filter the tags by p-data, only one tag remains
visible on the map, but the tag count for zone Z still shows 3.

* DEFAULT VIEW

Click Save to save the current scaling, positioning, and menu settings to your
user preferences. You can customize the view and scale of the drawing without
having to repeat the process every time you start the Spatial Management Client.

* OVERVIEW

This window provides a view of the entire area. Drag the box around the
overview window and notice that the main graphic window of the Spatial
Management Client reflects the highlighted area. The box size is controlled by
the zoom slider and zoom box controls below. The upper-left corner of the box
and the upper-left corner of the main graphic window are the same point.

e Cluster view

When several tags are close together and cannot be distinguished from each
other, the cluster icon displays to indicate that there are several icons overlaying
each other. Icons might overlay because the icons are too large, the current zoom
is not close enough, or the tags are reported to have the same coordinates. To
correct overlaying tags, try one of the following:

— Downscale the size of the icons until they do not overlay each other.

To configure the size of the icons that display in the cluster view of the main
window:

- Press the Ctrl key plus the space bar to display the Tag Zoom Control
window. Then click Up to enlarge the icons or Down to shrink the icons.
Icons resize immediately.

- To close the dialog window, close the window or press the Ctrl key plus
the space bar again. You can save the configured icon size with your user
preferences.

— Zoom closer to the icons until you can distinguish them from each other.

— Click the cluster icon to get a list of icons within the cluster. A window opens
to display all the icons of the cluster and the information for each tag
according to the current configuration (for example, labels, X and Y
coordinates, and alerts). To see more information about a tag, click the
appropriate icon and the information appears in the detail view while the
cluster view window closes.

* Zoom selection rectangle

Click on the dotted rectangle (zoom selection rectangle) and move the pointer to
the main graphic window where you can click and drag to create a zoom
selection rectangle. When you release the mouse, the window zooms into the
selected area.

e Zoom slider

Location Awareness Services for WebSphere Premises Server 75



Use the slider to enlarge or shrink the current image in the main window. You
can drag the slider button, click on the hashed lines, or click the magnifying
glass icon to change the zoom.

Note: When you have highly magnified an area, the blue box in the overview
window might not be able to represent the area and it becomes a small
black rectangle and no longer zooms. You can still drag the box to pan
another area.

* Count

The Count window is a draggable window (click and press Shift to drag) that
provides a list of areas, subareas, and zones and the number of tags currently in
them. Only those zones that match the type of zones set to visible in the ZONES
drop down menu are displayed.

— Click the area or zone name to display a current tag count window that lists
the number of tags in the area and zone. All subareas and zones are listed
under the area they are associated with.

— Click Hide to hide the area or zone or Show to display the area or zone on
the main window.

Note: Only content filters, such as filtering for all the tags in the Person class,
affect the zone count. Technical filters for details about the tags (2d/3d,
p-data, and so on) apply to the visibility of the tags on the map, but they
do not affect the zone counts.

¢ Evacuation View

Click this button to open a new window that displays the zones within the
selected area and the number of tags within the zones. Click a zone to expand
details about the tags within the zone. You can open multiple evacuation views
at one time.

The tags shown within the zones will be filtered based on any search criteria
you specify in the main view and you can click the pause button in the
evacuation view to pause and view the tag information at a specific instance.
You can also open the evacuation view when you are replaying data.

If you want to view an evacuation view for another area, you must open
another instance of the Spatial Management Client.

e Search

Click this button to search by class, group, or tag properties, or a combination of
them.

Note: The search is not case sensitive. Also, the AND and OR only apply to the
filter attributes within the class, group, and tag criteria. When you search
by a combination of class, group, and tag criteria, they are always
combined by AND.

— Class Properties

Select a class or classes to search for. Enter your search criteria. Click AND if
all the search criteria you enter must be found or click OR to display search
results for any search criteria that you enter.

— Group Properties

Select the group to search for. Click AND if all the search criteria you enter
must be found or click OR to display search results for any search criteria
that you enter.

— Tag Properties
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To search for a specific tag, click Tag and enter the search criteria. Click AND
if all the search criteria you enter must be found or click OR to display search
results for any search criteria that you enter.

Click Search to search for the specified criteria or click Reset to clear all entries
and perform a new search. Search results are displayed in a table or list format.
When you select a tag in the table or list, the tag will be highlighted by a circle
in the Spatial Management Client. If the tag is located in a different area, the
area will open in the Spatial Management Client. Click Save to save the results
to a file or close the window to exit without saving.

Replay
Click this button to replay tag movements and events that occurred during a
specific time frame.

A window displays. Enter the start and end date and time for the period of time
you want to replay and click Enable Replay Console.

Select the area for which you want to display tag movements and events. Then
click Play in the replay dialog to the right of the main window to watch the tag
movements and events that occurred in the area during the specified time frame.
Click Pause to pause events and Resume to resume playing them. Click Exit to
close the replay dialog and to return to the current area and time.

Note: Times are relative to times on the database server. The machines that host
the database server and WebSphere Application Server must be set to the
same time zone.

Group Color On/Off

Click this button to turn group color on or off. The color associated with the

group in the Groups Manager portlet is seen as a colored rectangle behind the

tag icon. Group color is off by default.

Acknowledge All Alerts

Click this button to acknowledge and turn off all current alerts.

Tags

For tags displayed on the Spatial Management Client, use the following features:

Tag Details: Click a tag to display details about the tag including its tag ID,
coordinates, and the class it belongs to. If there is an alert associated with the
tag, you can acknowledge it by clicking Acknowledge Alert.

Label: Hold down the Ctrl key and click a tag to display the Label window.
Select the information to be displayed for the tag when you hover over it. For
example, select Label to display the label text defined for the item, select Tag ID
to display the tag ID, or select X, Y, or Z to display location coordinates for the
tag.

Zones

Note: In the Spatial Management Client, the term barrier zone is a synonym for a

boundary zone, which is defined in the Boundary Zones portlet.

For zones that are displayed on the Spatial Management Client, use the following
features:

Zone details: Click a zone to display details about the zone including name,
function, coordinates, and number of tags in the zone.

This feature also allows following actions for a zone:
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— Hide zone:: If you select this, the zone is hidden (but tags are still displayed).
To show the zone again, use the Count window.

— Show all tags: This option lists all tags that are currently in the selected zone
in a table similar to the Search results window. All selected filters for the
zone apply to the search results as well (such as the class and tag properties).

Starting and stopping tag processing

This topic lists the portlet you use to start or stop the tag processing servlet.

Use the following portlet to start or stop the tag processing servlet:

“Control Processing”]

Log in to the WebSphere Application Server administrative console and click
Control Processing to access this page.

Control Processing

Use this page to start or stop reporting tags from servers that are associated with
your event providers. All Location Awareness Services for WebSphere Premises
Server servers associated with event providers are displayed on this page, along
with their status.

Select a server and click Start Selected to start a server or click Stop Selected to
stop a server. If there is only one server in the list, the server is preselected by
default.

Click Refresh Status to refresh the status of a single server.

Note: If the status of a server is listed as Unknown, then the status could not be
calculated. Check the configuration of the specific server.

Click Refresh List to refresh the entire list of servers, such as when location event
providers have been added or deleted. This action will not refresh the status of the
servers in the list, as indicated by the status changing to "—", which means that
status was not calculated.

Configure the port, URL, user ID, and password of the TagProcessingServlet by
clicking the wrench symbol in the upper right corner of the portlet. The port and
URL fields are mandatory and must not be empty. The user ID and password
fields can be empty if the target server is running without WebSphere Application
Server security enabled. The changes apply to the current user only. The user ID
and password requested are the user ID and the password of the current user. If
those values change, the values have to be changed in this page as well.

Replaying tag movements and events
This topic explains replaying tag movements and events and how to do it.

Location Awareness Services for WebSphere Premises Server allows you to replay
tag movements and events. For example, you might use this feature to replay
events that led to a recent alert or you might use it to replay an evacuation drill to
identify improvements to procedures or the need for more training.

Important: Replaying tag movements and events can severely impact performance.

To avoid large amounts of historical data, schedule deletion of data
after n number of hours. The amount of data stored on your system
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depends on the number of tags tracked in Location Awareness Services
for WebSphere Premises Server and on the database system.

Replay is based on historical administrative data (such as about zones, classes,
rules, and so forth) and historical runtime data (such as tag movements, zone entry
events, and rule-based events). Historical data is stored in the Location Awareness
Services for WebSphere Premises Server database and is used to replay specific
periods of time. For runtime data to be available for the replay, the LogHistory
property must be set to Y during the time frame that will be replayed later. See
[“System Properties” on page 57|

You can view events that were logged during the period of time you are replaying
on the Spatial Management Client or in the [“CEI Events”| portlet.

For details on how to replay events, see the Replay section in the
Management Client| topic.

Handling alerts

This topic contains information about the portlet and tools provided by Location
Awareness Services for WebSphere Premises Server for handling alerts.

Use the following portlet to acknowledge alerts:

e |“CEI Events”

Log in to the WebSphere Application Server administrative console and click
Rules/Alerts » Cei Events to access this page.

CEIl Events

Use this page to handle events logged by Location Awareness Services for
WebSphere Premises Server.

Location Awareness Services for WebSphere Premises Server events are logged to
the event database and displayed in this portlet. Specify a filter for the events you
want to view and then scroll through the events to view them.

Set filter

Complete the following fields to create a filter for events. You do not have to
complete all of the fields in order to create a filter, but you should fill in the ones
you find necessary to get the desired results.

Note: The filter criteria is specific to the type of event.
* Tag ID: Enter the tag ID of a person or asset.

* Tag Label: Enter the label of the tag.

» Tag Class: Enter a class of items to search for.

¢ Tag Group: Enter a group to search for.

* Zone: Enter a zone for which to display events.

* Event Type: Select a type of event to search for.

* Acknowledged: Select All to display all events, Acknowledged to display only
the events that have been acknowledged, or Active to display only the events
that have not been acknowledged.

* Event After: Enter the month (MM), day (DD), and year (YYYY) from which to
start your search. Only events logged after this date are displayed.
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* Event Before: Enter the month (MM), day (DD), and year (YYYY) to end your
search. Only events logged before this date are displayed.

* Hub: Select all hubs or select a specific hub for which to display events.

Note: The filter only shows events that have attributes set for the corresponding
fields. A normal zone entry event does not have hub information set, so
no events are shown. Select all (*) to view all events.

Click Set Filter to save your settings or click Clear Filter to exit without saving the
changes.

Display view

The events that match your filter criteria are then displayed. Scroll through the
pages of events by clicking First, Previous, Next, and Last.

On this page you can do the following:
e Select Delete to delete the selected event or Delete All to delete all events.

* Select Archive to save the selected event to an archive or Archive All to archive
all events.

* Select Mark as acknowledged to indicate that an event has been completed or
Acknowledge All to acknowledge all events.

* Click Set Filter to create a filter for events that display on this page. When there
are many events, this feature enables you to display only those that interest you.

* Click Details next to each event to display the date, type, severity, priority, and
status of the event.

Searching tags

This topic identifies the portlet and other search mechanisms that are available in
Location Awareness Services for WebSphere Premises Server for searching tags.

Use the following portlet to search for events:

* |“Search Tags”

Log in to the WebSphere Application Server administrative console and click
Search/Reports » Search Tags to access this page.

You can also use the search feature provided with the Spatial Management Client
by opening the following URL: http://fully_qualified_host_name/Tracking
GUI/AtlasMonitor.html. You can search by class, group, or tag properties, or a
combination of them. If you search by class, group, and tag properties, only those
tags that match the combined search criteria are displayed.

Search Tags

Use this page to search all existing tags that are active.
You can search by class, group, or tag properties or a combination of them. If you
search by class, group, and tag properties, only those tags that match the combined

search criteria are displayed.

Search results are displayed in a table or list format. Click Save to save the results
to a file or close the window to exit without saving.
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Note: The search is not case sensitive. Also, the AND and OR only apply to the
filter attributes within the class, group, and tag criteria. When you search by
a combination of class, group, and tag criteria, they are always combined by
AND.

Restriction: Partial searches are not supported. Search results return only an exact
match for your criteria. For example, if you want to search for the last
name "MacDonald", a search string such as "Mac” or "Mac%" will not
find the tag.

History

Select History if you want to search on historical data from a specific date and
time you enter. Do not select this field if you want to search on current data.

e Date: Click PickDate to select the date to search on. You can click ClearDate to
reset the field.

* Time: Enter the time to search on in the format of hour, minute, and second
(HH:MM:SS). Valid values for hour are 0-23 and valid values for minute and
second are 0-59.

Click Reload to load the data for the date and time you selected. Then enter your
search criteria.

Class Properties

Select Class Properties and select a class or classes to search for. Complete the
fields, which vary by class, with your search criteria.

Click AND relation if all the search criteria you enter must be found or click OR
relation to display search results for any search criteria that you enter.

Group Properties
Select Group Properties and then select the group to search for.
Tag Properties

Select Tag Properties and complete the following fields to search by class:

* Tag ID: Enter the tag ID to search for.

* Battery: Enter the status of the battery of the tag.

* Alert: Enter the type of alert to search for.

* Area Name: Enter the area where the tag you are searching for is located.

Note: Area names must be unique across the Location Awareness Services for
WebSphere Premises Server installation.

Note: If Tag criteria are selected and Area Name is set to NONE, tags that are
sending signals but are not in any area are returned. This can happen if a
tag is in an area for which no zones are defined, but tag signals could still
be received.

* Icon Label: Enter the icon label associated with the tag you are searching for.

Click AND relation if all the search criteria you enter must be found or click OR
relation to display search results for any search criteria that you enter.
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Click Search to search for the specified criteria or click Reset to clear all entries
and perform a new search. Click Reload to refresh the options and to reset the
fields to their original state.

Generating reports

This topic lists the portlets you use to generate and manage reports on data within
Location Awareness Services for WebSphere Premises Server.

These portlets run only on the same server with WebSphere Application Server.

Use the following portlets to generate and manage reports:

Reports Administration|

Log in to the WebSphere Application Server administrative console and click
Reports » Reports Administration to access this page.

Reports Operation|

Log in to the WebSphere Application Server administrative console and click
Reports » Reports Operation to access this page.

Reports Administration
Use this page to create and manage customized reports from data that has been
collected.

Based on data that has been collected, you can create customized reports, such as:
Battery life reports, Tag count by zone reports, and Area and zone list reports.

Functions that you can use to manage an existing report or add a new report
include:

Add: Add a new report.

* Delete: Delete a report.

* Reload: Reload the data from the database.
* Edit: Edit the report details.

Adding a new report

Click Add and then complete the following fields to create a new report.
* Report Name*: Enter a report name. For example, Battery Tife.

* Report File Name*: Enter a report file name. For example,
BatteryLifeReport.rptdesign.

* Report File Path*: Enter a file path for the report file. For example,
C:\tools\reports\

* Role Name: Enter the role name for the report. For example, Tasmonitor.

* Description: Enter the report description. For example, Reports all tags which
are equal or below the system property BatteryThreshold.

Click Save to save your report.

Note: Fields marked with an asterisk (*) are required. All other fields are optional.

Reports Operation
Use this page to select and view customized reports.

The reports are listed in table format by Report Name and Description.
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If you enable WebSphere Application Server security, access to the reports are
granted on role-based security. When you log in with a user ID that is in a group
that has the associated role, then you can view the reports associated with that
specific role as well as view all reports that have not been associated with any role.

If you do not enable WebSphere Application Server security, all reports can be
viewed regardless of their specified roles because role-based security will not be
applied.

Click Display to display the selected report or click Reload to reload the data from
the database.

Developing

Use Web services to customize Location Awareness Services for WebSphere
Premises Server.

Web services

Web services are self-contained, modular applications that can be described,
published, located, and invoked over a network. They implement Service Oriented
Architecture (SOA), which supports the connecting or sharing of resources and
data in a flexible and standardized manner. Services are described and organized
to support their dynamic, automated discovery and reuse.

Tip: See the [WebSphere Application Server information center] for more
information about implementing Web service applications.

The following WSDL (Web Services Description Language) files are provided by
Location Awareness Services for WebSphere Premises Server:

* http://host_name:9080/PremisesCEPRulelnstantiationWebServiceE]JBHttpRouter/
services/RulelnstantiationWS?wsdl

* http://host_name:9080/ AtlasImportE]BHttpRouter/services/
LasltemRegistration?wsdl

e http://host_name:9080/ AtlasImportE]BHttpRouter/services /LasltemDetail?wsdl

* http://host_name:9080/ AtlasImportE]BHttpRouter /services/
LasItemMetaData?wsdl

* http://host_name:9080/LasEventHandlingE]BHttpRouter/services/
LasEventHandling?wsdl

e http://host_name:9080/LasQueryE]JBHttpRouter/services/LasQuery?wsdl

* http://host_name/wsdl/EMailHandler.wsdl

This XML-based language is used to create a description of an underlying
application. It is this description that turns an application into a Web service, by
acting as the interface between the underlying application and other Web-enabled
applications.

The following Web services are provided by Location Awareness Services for
WebSphere Premises Server:

+ [“LasRuleServices” on page 84

» |“LasItemRegistrationServices” on page 89|

« |“LasItemDetailServices” on page 91|

« |“LasltemMetaDataServices” on page 92|
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* |"LasEventHandlingServices” on page 92|

* |"LasQueryServices” on page 93

* |["handleEvent” on page 93|

Security
Location Awareness Services for WebSphere Premises Server supports HTTPS
transport binding for its Web services.

If security is enabled for WebSphere Application Server, the Web services are
available only through HTTPS and a secure port (usually 9443). Location
Awareness Services for WebSphere Premises Server Web services are secured by
HTTP Basic Authentication as well. This means that authorization occurs using the
user name and password provided in the HTTP headers.

HTTPS

HTTPS is a well-known and often-used mechanism to secure HTTP Internet and
intranet communications. HTTPS is based on a Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) that runs beneath HTTP. HTTPS encrypts the entire
HTTP data packet. It also provides security features including party identification
and message integrity. Mutual authentication (where the client authenticates to the
server and the server authenticates to the client) is possible. If you intend to access
Web services protected by HTTPS, certificate stores must be prepared on the client
side.

For more information on these topics, see [Using HTTP to transport Web services|
and [[nvoking outbound services over HTTPY in the WebSphere Application Server
information center.

Localization and input parameters
All the Web services (except for LasRuleServices) have locale_descriptor as input
parameter.

This parameter allows you to specify:

¢ Language

* Country

* Vendor specific information (such as operating system)

This descriptor enables the server to parse the values it receives from clients and
return localized values (such as item properties). The format for the returned
values is in the same locale. If the returned value is a message, then the message is
translated according to the language of the specified locale, if a translation is
available.

The property values must use strings for the locale provided in the locale_descriptor
input parameter. This applies to integer and double properties.

Timestamp input parameters (such as lastUpdateTime, start_time, and end_time) are
locale independent. This means that they are bound to the server time zone and a
specific formatting pattern as returned by the server: yyyy-mm-dd

hh:mm:ss . fffffffff, where ffffffffff indicates nanoseconds.

LasRuleServices
The following Web services allow you to create, deploy, update, undeploy, hold,
and delete rule instances.
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createRulelnstance:
Purpose

Rules are created in the Location Awareness Services for WebSphere Premises
Server database, but will not take affect until they are deployed.

Important: To use createRulelnstance for |”LasRuleSerVices” on page 84,| you must
provide the Web service interface with internal information on zone
IDs, class IDs, group IDs, and item IDs. You can obtain this
information by browsing the following ATLASDB tables and by
invoking another Web service.

e For zone IDs: Browse the ATLASDB.ZONES table for information on
zone IDs.

e For class IDs: Browse the ATLASDB.CLASSES table for information
on class IDs.

* For group IDs: Browse the ATLASDB.GROUPS table for information
on group IDs.

+ For item IDs: Invoke the Web service [“viewItem” on page 91| of
[“LasItemDetailServices” on page 91| to obtain the item IDs.

createRulelnstance type name description attributes deploy

type: For a description of each of the rule types, see [‘Business Rules” on page 48|
The following is a list of valid rule types:

* Visitor Escorting

* Duration of Stay in Zone

* Maximum Items per Zone Threshold
* Zone Access Restriction

* Zone Exit Restriction

name: The unique name for this rule. The maximum name length size is 64 bytes.
Quotation marks cannot be used.

description: A description of the rule.
attributes: Attributes for the rule that are specified by keyword and values. For

more information on attributes for specified rule types, see[Table 14 on page 8¢ and
[Table 15 on page 87}

deploy: Indicates whether the rule is to be deployed. Valid values are 0 or 1.

The following tables contain lists of keyword and example values for the attributes
parameter. For additional information on defining rules, see [“Business Rules” on|

[Table 14 on page 86| for Visitor Escorting contains a list of valid keywords. It is
important to note that all the keywords are required.
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Table 14. Keyword-values for createRulelnstance for Visitor Escorting rules

Example
Keyword value Value description

zoneType 1 The following are valid values for zoneType:

¢ 1:Indicates that the value for the zone parameter
represents the zone ID.

¢ 2 :Indicates that the value of the zone parameter
represents a zone class ID.

zone 2 Depending on zoneType, this value represents either
the zone ID or a zone class ID.

alertActions 3 This value is a sum of the following possible values:
* 1 =log alert
e 2 = display alert

* 4 = custom notification

In this example, the resulting value 3 is the sum of
the value for a log alert (1) and a display alert (2).

itemTypel 3 Keyword itemTypel corresponds to the Visitor.
Keyword itemType2 corresponds to the Escort.
Possible values can be one of the following:

e 1 =item ID
* 3 =class ID
* 4 =group ID

itemType2 1

item1 1 Depending on itemType, this value represents either
item? 4343 an item ID, a class ID, or a group ID.

additionalParameterl | 30 This value is the maximum tolerated distance, in
units, that the visitor can be away from the escort.
Note: Currently, the edge length of the visitor (who
is in the container class) determines the maximum
tolerated distance.

additionalParameter2 | 400 This value is the tolerated rule violation time, in
seconds.

For Duration of Stay in Zone, Maximum Items per Zone Threshold, Zone Access
Restriction, and Zone Exit Restriction, [Table 15 on page 87] contains a list of valid
keywords for the attributes parameter. However, only activityPattern is required by
all the specified rule types. The additionalParameterl keyword is required but only
valid for Duration of Stay in Zone and Maximum Items per Zone Threshold.
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Table 15. Keyword-values for createRulelnstance for rule types: Duration of Stay in Zone,
Maximum ltems per Zone Threshold, Zone Access Restriction, and Zone Exit Restriction

Keyword

Example value

Value description

activityPattern

A:

This keyword is required. The activityPattern
specifies the time frame when the rule should
be applied. The following is a list of values for
the rule’s activity pattern:

* A: — Always active.

* D:2008/02/17-19:26:00;2008/02/25-
19:26:00; — Discretely active. For this
example, the rule is active only for the
specified time from February 17, 2008, at
7:26:00 p.m. through February, 25, 2008 at
7:26:00 p.m.

e R:2+[08:00:00-09:00:00] ;3-[08:00:00-
09:00:00] ; — Repetitively active. For this
example, the rule is repetitively active on
Tuesdays from 8:00:00 a.m. to 9:00:00 a.m.
and on Wednesdays except from 8:00:00 a.m.
to 9:00:00 a.m.

classl

exclClass1

This value represents the class ID to be included
or excluded.

Class parameters are used to define the actor
for a rule. !

groupl

exclGroupl

This value represents the group ID to be
included or excluded.

Group parameters are used to define the actor
for a rule. !

attrNamel

exclattrNamel

TagID, Label

This value represents the name of the attribute
used for the inclusion or exclusion filter.

Attribute name parameters are used to define
the actor for a rule. ' *

attrOperatorl

exclattrOperatorl

endsWith
>=

contains

This value represents the operator used for the
inclusion or exclusion filter.

The supported operator values are:
* equals

* equalslgnoreCase

* unequals

* unequalslgnoreCase

e startsWith
e endsWith
* contains

Attribute operator parameters are used to define
the actor for a rule. ' ?
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Table 15. Keyword-values for createRulelnstance for rule types: Duration of Stay in Zone,
Maximum ltems per Zone Threshold, Zone Access Restriction, and Zone Exit
Restriction (continued)

Keyword Example value Value description

attrValuel 133 The attribute value used for the inclusion or
exclusion filter.

exclattrValuel Attribute value parameters are used to define
the actor for a rule. ' *

Zone 2 Represents the zone ID to be included or
excluded. ?

exclZone

zoneType 6 Represents the zone class ID to be included or

3

exclZoneType excluded.

alertActions 3 This value is a sum of the following possible
values:

* 1 =log alert

* 2 = display alert

e 4 = custom notification

In this example, the resulting value 3 is the sum

of the value for a log alert (1) and a display
alert (2).

additionalParameterl |30 This keyword is required but only valid for the
following rule types:

* Maximum Items per Zone Threshold.
Specify the maximum number of actors.

* Duration of Stay in Zone. Specify the
maximum duration of stay in seconds.

deployRulelnstance:

1. The following applies when defining an actor:
* It is possible to define an actor by inclusion, exclusion, or both.
* Specification of an actor is required.
* Actor specification includes at least class or group or attribute specification, or any combination of them.

* You can specify one attribute as the filter criteria. This can be an attribute independent of class (for example, TagID or Label) or
an attribute of the selected class. (You can retrieve this by the metadata of the item.)

2. When filtering by attribute, the name, operator, and value keywords all need to be defined for the rule.
* The following expression describes which keywords must be defined when filtering by attribute:

(attrNamel AND attrOperatorl AND attrValuel) OR
(exclattrNamel AND exclattrOperatorl AND exclattrValuel)

* It is possible to use both the include and the exclude attributes in one rule.

* The name should be a valid attribute name for the specified class. The operator should be valid for the type of attribute.

3. When filtering by using the zone related keywords, you can only define Zone or zoneType, but not both keywords for the rule.

* The following expression describes restrictions for using the Zone and zoneType keywords: (zoneType XOR zone) OR
(excl1ZoneType XOR exclZone).

* It is possible to use both the include and the exclude zone related keywords in one rule.
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Purpose
This Web service deploys a rule instance to the CEP runtime engine.
deployRulelnstance type name

undeployRulelnstance:
Purpose

This Web service removes a rule instance from the CEP runtime engine.
undeployRulelnstance type name

updateRulelnstance:
Purpose

This Web Service updates a rule instance.

Note: When a rule instance is updated, the old version is deleted and a new
instance is created. This does not occur within a transaction.

updateRulelnstance type name description attributes deploy

For a detailed description of type, name, description, attributes, and deploy
parameters, see [“createRuleInstance” on page 85

deleteRulelnstance:
Purpose

This Web service deletes a rule instance, removing it from the database and from

the CEP runtime engine.

deleteRulelnstance type name

LasltemRegistrationServices

Location Awareness Services for WebSphere Premises Server provides Web services

to assist you in defining, updating, and deleting items in your installation.

When using these Web services, you can specify items by supplying the key
properties that match the item class or by specifying the item ID. Location

Awareness Services for WebSphere Premises Server only checks for the attributes

relevant to the specified class. If additional attributes are provided, they are
ignored.

Note:
* Any dates must be supplied in the MM/dd/yyyy (month/day/year)

format.

* The timestamp parameter, LastUpdateTime, makes sure that you have the
most recent version of the item before you attempt to update or delete it.

Timestamp input parameters are bound to the server time zone.

* You can only specify one instance of a key property attribute, but there
can be multiple instances of other property attributes (according to the

class schema).

createltem:
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Purpose

This Web service creates items in the Location Awareness Services for WebSphere
Premises Server database.

createltem class_name key_attributes optional_attributes related_groups locale_descriptor

Note:
* All key attributes must be filled with a string that matches the defined
data type.
¢ If a hierarchical groups is set to yes, only the first group will be taken.

e If a parent_item_ID and parent_tag_ID are set (as optional properties), the
parent must exist and be part of a container class.

The output from the Web service is the item ID and the timestamp of the last
update.

updateltem:
Purpose

This Web service updates optional attributes for an item in the Location Awareness
Services for WebSphere Premises Server database. Key properties cannot be
changed with this service. Use the UpdateltemByld Web service to update key
properties. You only need to provide the optional attibutes you want to change. To
blank out existing attributes, provide blank or null values. A list of groups always
replaces the old list of groups.

updateltem class_name key_attributes optional_attributes related_groups locale_descriptor

Note:

* All key attributes must be filled with a string that matches the defined
data type.

¢ If a hierarchical groups is set to yes, only the first group will be taken.

* If a parent_item_ID and parent_tag_ID are set (as optional properties), the
parent must exist and be part of a container class.

The output from the Web service is the item ID and the timestamp of the last
update.

updateltemByld:
Purpose

This Web service allows you to update key attributes for an item in the Location
Awareness Services for WebSphere Premises Server database. You only need to
provide the attributes you want to change. To blank out existing attributes, provide
blank or null values. A list of groups always replaces the old list of groups. To
remove group assignments, set a blank list.

updateltemByld itern_ID key_attributes optional_attributes related_groups
last_update_time locale_descriptor

Note:

¢ All key attributes must be filled with a string that matches the defined
data type.
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¢ If a hierarchical groups is set to yes, only the first group will be taken.

* If a parent_item_ID and parent_tag_ID are set (as optional properties), the
parent must exist and be part of a container class.

The output from the Web service is the item ID and the timestamp of the last
update.

deleteltem:
Purpose

This Web service deletes items from the Location Awareness Services for
WebSphere Premises Server database. All dependent records such as group
relations or parent item relationships will be deleted as well. The history entries
remain.

deleteltem class_name key_attributes locale_descriptor

Note: All key attributes must be filled with a string that matches the defined data
type.

deleteltemByld:
Purpose

This Web service allows you to delete an item in the Location Awareness Services
for WebSphere Premises Server database. All dependent records, such as group
relations or parent item relationships, are deleted as well. History entries remain.
deleteltemByld iterm_ID last_update_time locale_descriptor

The output from the Web service is the item ID.

Note: The item ID must match an existing item in Location Awareness Services for
WebSphere Premises Server.

registerltem:
Purpose

This Web service changes an item’s tag ID, which might already be defined in the
Location Awareness Services for WebSphere Premises Server database.

registerltem item_ID tag_ID last_update_time locale_descriptor
Note: To unregister a tag ID, enter blanks or “ as the tag ID.

The output from the Web service is the item ID and the timestamp of the last
update.

LasltemDetailServices
The following Web Services allow you to obtain information about items.

viewltem:
Purpose

This Web service returns all tag attributes for an item, including tag attributes. If a

timestamp is entered, it returns the historical attributes. It does not return the
current position or outstanding events.
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viewltem class_name key_attributes timestamp locale_descriptor

The output from the Web service is the item ID, class name, key attributes,
optional attributes, assigned group, and the timestamp of the last update.

viewltemByld:
Purpose

This Web service returns all tag attributes for an item, including tag attributes. If a
timestamp is entered, it returns the historical attributes. It does not return the
current position or outstanding events.

viewltemByld item_ID timestamp

The output from the Web service is the item ID, class name, key attributes,
optional attributes, assigned groups, and the timestamp of the last update.

LasltemMetaDataServices
The following Web service allows you to query Location Awareness Services for
WebSphere Premises Server metadata.

getltemClassDefinitions:
Purpose

This Web service returns a list of all classes and their attributes. The information is
a prerequisite, so run this Web service prior to creating or updating items.

getItemClassDefinitions locale_descriptor

The output from the Web service is an array of item classes in the following
format:

* LasltemClass
— Class name
— Parent class name (can be empty)
— Key properties (consisting of name and type)

— Other properties (consisting of name, type, minimum number of occurrences,
and maximum number of occurrences)

LasEventHandlingServices
The following Web services allow you acknowledge events.

issueEvent:
Purpose

This Web service issues an event, such as LasTagNotResponsive, in Location
Awareness Services for WebSphere Premises Server.

issueEvent keyword_value_pairs locale_descriptor

Note:

* The value for the keyword_value_pairs variables is an array of properties
describing the event. For example:

"AlertType", "LasTagNotResponsive"
"MessageType", "LasTagNotResponsive"
"TagId", "00000007"
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"ZoneName", "Zonename"
"EventTime", "12:12:30"
"TaglLabel", "taglabel"
"TagClass", "Person"

"TagGroup", "Security"

acknowledgeEvent:
Purpose

This Web service acknowledges a concrete event by its global instance ID. This ID
is returned as part of the tag details.

acknowledgeEvent global_instance_ID user_name

acknowledgeEventForTag:
Purpose

This service acknowledges all active events for a given tag ID.

acknowledgeEventForTag tag_ID user_name

LasQueryServices
The following Web service allows you to query tag data.

getTagDetails:
Purpose

This Web service returns the current or historical positions, events, and zones for a
given tag. It does not include the tag attributes.

getTagDetails tag ID time locale_descriptor

Output consists of the following information about the tag:

* Class name

e Item ID

* Tag ID

* Event list (including global instance ID and message)

* Coordinates

* Battery

¢ Item label (including icon link, parent ID, and tag ID of parent)
* Time last seen

e List of zones

handleEvent
Purpose

This Web service is a sample Web service that triggers an e-mail based on an event.
This service is called when it is configured as a subscriber for events and if the
configured event filter matches the incoming event.

handleEvent string serialized_common_base_event locale_descriptor

Information about the event is returned.
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Use cases

This section contains possible use cases for Location Awareness Services for
WebSphere Premises Server.

SOA integration

In this release, Location Awareness Services for WebSphere Premises Server aligns
with the Service Oriented Architecture (SOA) approach by enabling alert-driven
business processes.

Location Awareness Services for WebSphere Premises Server is able to call Web
services and trigger a business process in case of a business alert. To set this up,
customers must register a Web service and define proprietary filter criteria for the
Web service to be called. Then when Location Awareness Services for WebSphere
Premises Server issues an alert via CEI, a MDB listener is called, which checks
whether the filter criteria for a Web service are met and calls the Web service with
the common base event containing the details of the alert.

Additionally, other existing interfaces are available for use with the Web interfaces.
These interfaces include:

* WebSphere MQ to import data and location events.

 Servlet interfaces to maintain and query areas and zones, monitor tag details,
acknowledge alerts, and retrieve metadata for items.

Location Awareness Services for WebSphere Premises Server provides sample Web
services and customers can also create their own. The following scenarios provide
examples of how you might use the provided Web services in a warehouse
environment to implement business processes.

Integrating supply chain management

The following scenarios describe how you might use Location Awareness Services
for WebSphere Premises Server to integrate supply chain management business
processes in a warehouse environment to track the arrival, storage, and
decommissioning of goods.

This scenario consists of the following phases:

1. When new goods are ordered, the arriving pallet of goods must be placed in a
specific zone. The position of the pallet is stored in Location Awareness
Services for WebSphere Premises Server.

2. When the zone is full of goods, a sub business process is started to move the
pallets of goods to another storage location.

3. When the pallets of goods leave the warehouse, the contents are unregistered.
In order to track a pallet of goods, the position of the pallet must be printed on
the order.

The following scenarios include examples of how you might use them
Iservices” on page 83| that are supplied with Location Awareness Services for
WebSphere Premises Server in the business processes.

94  Location Awareness Services



Arriving goods

When an order arrives through the electronically available shipment manifest, the
pallet tags that will arrive are registered in Location Awareness Services for
WebSphere Premises Server. You can do this using the LasltemRegistrationServices
- createltem Web service.

Rules that govern the arrival and storage of the goods must already exist. If they
do not, you can define rules using the LasRuleServices - createRuleInstance Web
service. For example, you can define what types of goods must be placed in what
zone. You can also specify that goods of a specific type must not enter or leave
specific zones or that palettes in specific zones cannot contain more than a
specified number of tags of a specific type.

When the palette passes the entry gate or dock receiving door, any defined
business processes are triggered in WebSphere Premises Server, Data Capture and
Delivery, and Location Awareness Services for WebSphere Premises Server.

For example, when a forklift picks up a palette with a certain tag ID, WebSphere
Premises Server can send a pickup event to Location Awareness Services for
WebSphere Premises Server using a WebSphere MQ request. During the move,
rules correlate the pallet tag ID and its properties to the forklift’s position. (For
example, if the item has already been defined as part of a group, such as
"flammable group”, and the forklift moves to a restricted area where the pallet is
not allowed to go because of its flammable content, an alert is triggered based on
the defined business rules for zone entry or exit.) When the forklift releases the
pallet, a message can be sent to Location Awareness Services for WebSphere
Premises Server specifying the position of the pallet.

Zone is full

Location Awareness Services for WebSphere Premises Server evaluates business
rules constantly. If more pallets are stored in a zone than is allowed by the
business rules, an alert is issued that can trigger other business processes. You can
do this using the subscriberService Web service. For example, the business process
might cause the pallets stored in the zone to be emptied.

Decommissioning goods

If a pallet is scheduled to be picked up at the position where it is currently stored
and moved elsewhere, the supply chain management business process issues a
request to Location Awareness Services for WebSphere Premises Server for the
location of the pallet tag ID (you can use the LasQueryServices - getTagDetails
Web service) and also sends information such as the pallet tag ID and location to
the pick up team. When the pallet passes the dock door on the way out, the
supply chain management business processes trigger the appropriate business
services and sends a message to Location Awareness Services for WebSphere
Premises Server indicating that the pallet tag ID has left the area or zone. If the
pallet is leaving the premises WebSphere Premises Server can decommission the
pallet’s tag ID by using the ItemRegisterService Web service.

It is also possible to request the duration time per pallet in a specific zone by

requesting a report. You can use the LasQueryServices - getTimeReportByTag Web
service.
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Granting access to visitors
The following scenarios describe how you might use Location Awareness Services
for WebSphere Premises Server to track the movements of visitors on the premises.

In this scenario a contractor is ordered to temporarily work in special areas or
zones of a company’s premises. In order to track the contractor, the following
actions must be taken:

* Register the contractor in the system.
* Grant access to the contractor to enter specific zones.
* Specify the zones where the contractor must be escorted by someone else.

* Specify the items, such as work-specific tools, that must remain in the work
zone.

At the end of the temporary work assignment, the following actions must be taken:
* Unregister the contractor.
* Check the duration that the contractor remains in the work zone.

The following scenario includes examples of how you might use them
lservices” on page 83| that are supplied with Location Awareness Services for
WebSphere Premises Server in the business processes.

For example, when contractors arrive at the company’s premises, they receive a tag
ID and predefined business rules are activated. These business rules identify areas
and zones of the company’s premises where contractors are allowed to enter or
where they require escorting. Contractor-specific rules can be created as part of the
business process as needed. You can define business rules using the
LasRuleServices - createRuleInstance Web service.

The contractors are registered in Location Awareness Services for WebSphere
Premises Server, for example using the LasltemRegistrationServices - createltem
Web service.

When the contractors enter the premises or the zones defined for escorting, an
escort can be informed automatically using the SubscriberService Web service of a
contractor’s arrival.

When the contractors enter the work zone, Location Awareness Services for
WebSphere Premises Server can verify that the relevant work tools are available for
every worker in the zone. Otherwise they can be dispatched using the
SubscriberService Web service. The number of tools can also be counted using the
LasQueryServices - getTimeReportByZone Web service.

When the job is done and the contract ends, the contractors are unregistered using
the LasltemRegistrationServices - registeritem Web service. A tools check can be
performed for the work area using the ItemsInZoneService Web service and a final
billing for the contractors” working hours is kicked off using the LasQueryServices
- getTimeReportByTag Web service. Any contractor-specific rules can be deleted
using the LasRuleServices - deleteRulelnstance Web service.

Using containers

Location Awareness Services for WebSphere Premises Server allows you to use
containment relationships to track items. For example, a containment relationship
makes it easier to track items being shipped together, such as on a pallet.
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About this task

Containment relationships are based on:

* Defined containment classes. You can define containers in Location Awareness
Services for WebSphere Premises Server by explicitly defining specific item
classes (new or existing) in the [“Classes/Items Manager” on page 43 portlet and
specifying them as container classes or by importing containment relationships
with a CSV file. Items in container classes can contain other items. For example,
the item "palettel” is associated with the class "palettes”. The item "palettel”
contains item "screwdriver42”.

You can dissolve containment relationships by editing the properties of the class
to remove the container classification.

* External events that are processed by Location Awareness Services for
WebSphere Premises Server. For example, if the position of item indicates it is
inside the container, it is automatically associated with the container. This
requires that containers be precisely defined with spatial dimensions and the
[system property] ContainerSupportOn must checked. Since containers can be
mobile, the spatial area occupied by them can change over time. Also, devices,
such as complex Data Capture and Delivery devices, can be set up to deliver
special events to indicate a container relationship. Containers cannot add other
containers dynamically.

Using containers also allows you to visualize the location of all contained items,
even if they are not tagged or their tags are not visible to a tag reader. In this case,
when the container moves, Location Awareness Services for WebSphere Premises
Server assumes the contained items also move. Also, if a container enters or leaves
a zone, Location Awareness Services for WebSphere Premises Server assumes all
contained items also enter or leave the zone and all rules apply to both the
container and contained items. Rules can also be defined to prevent items from
being removed from a container or added to a container.

It is important to note that the last reported position of a container and the
position of its content can differ. This might be the case if the items in the
container and the container itself are actively tagged. If contained items are
removed from the container’s location, you might want to remove the containment
relationship and track all items separately. If the tags of the contained items are not
visible or are read from a different tag reader than that of the container, the
position coordinates might be read as being located outside of the container. In this
case, you might want to define business rules that cause the position of the tagged
items in the container to be ignored.

The following restrictions apply to containers and contained items:

* Contained items do not need to be equipped with active tags; however, if
contained items are equipped with active tags, the container must also be
equipped with an active tag.

* If both containers and contained items are equipped with active tags, the same
technology must be used for all tags and the accuracy and send frequency of the
tags must be identical.

* Location Awareness Services for WebSphere Premises Server assumes all
containers are cubes; therefore specify a cube size that will most closely resemble
the actual size of the container.

Defining a container and assigning items
This topic describes how to define a container class and container. It also describes
how to assign items to the container.
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About this task

Perform the following steps in the [“Classes/Items Manager” on page 43| portlet to
create a class of items that can contain other items and containers.

1.

Log in to the WebSphere Application Server administrative console and click
Tag Registration » Classes/Items to access this page.

Click the Class Details View tab.
Click Add Child Class to define a new class.

Fill in the values for the class, making sure to select Container to specify the
items in the class can contain other items. Also, make sure to enter the correct
spatial measurements in Default-Edge-Length for the size of the containers in
the class.

Save your settings.

Now, add an item to the container class you created.

a. Click the Item View tab.

b. Click Add New Item to define a new item in the class you created.

c. Fill in the values for the item. If the edge length of the container is different
than the class default, make sure to enter a value for Edge Length.

d. Save your settings.
Assign items to the container.
a. Click the Item View tab.

b. Click Edit Container next to the new container item you created. A list of
items are displayed that can be assigned to the container, as well as a list of
any items that are already assigned to the container, if any.

C. Select one or multiple items to assign to the container.

d. Save your settings and verify the items are now listed as being assigned to
the container.

Converting an existing class to a container class
This topic describes how to define an existing class as a container class.

About this task

Perform the following steps in the [“Classes/Items Manager” on page 43| portlet to
edit an existing class so that it can contain other items and containers.

1.

Log in to the WebSphere Application Server administrative console and click
Tag Registration » Classes/Items to access this page.

2. Click the Class Details View tab.

3. Click an existing class to modify its properties and specify it as a container
class.

4. Select Container to specify the class can contain items.

5. Make sure to enter the correct spatial measurements in Default-Edge-Length
for the size of the containers in the class.

6. Save your settings.

Results

Any item defined for the class can now contain other items.
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Removing the container property from the class
This topic describes how to specify that items belonging to the class can no longer
contain other items.

About this task

Perform the following steps in the [“Classes/Items Manager” on page 43 portlet.

1. Log in to the WebSphere Application Server administrative console and click
Tag Registration » Classes/Items to access this page.

2. Click the Class Details View tab.

3. Click an existing class to modify its properties and specify that it is no longer a
container class.

4. Deselect Container to specify the class can no longer contain items.
5. Save your settings.

Results

Any item defined for the class can no longer contain other items. Existing
container relationships will be dissolved.

Importing a containment relationship
This topic describes how to import containment relationships with a CSV file.

Before you begin

You can import items into a container using a CSV file. However, before
completing these steps, make sure the container item that you are adding items to
has already been defined.

1. Configure the properties in Data_Export.properties, ClassMapping.properties,
and class_name.properties as specified in [“Importing resource data to Location|
[Awareness Services for WebSphere Premises Server” on page 63)In the
class_name.properties file, in addition to the other necessary values, set the
following values for attribh:

e Enter attribN=EdgelLength to map to the column in the CSV file that contains
the item’s edge length, if it has been specified.

* Enter attribN=ContainerTagId to map to the column of the CSV file that
indicates the tag ID of the container item.

* Enter attribN=removeFromContainer to map to the column of the CSV file
that indicates whether the item should be removed from the container item.
The value in the column must be set to yes for the item to be removed.

2. Then run the data import application, as specified in|“Importing resource datal
[to Location Awareness Services for WebSphere Premises Server” on page 63)

Sending events to establish containment relationships
This topic describes how external events can be sent, such as by a Data Capture
and Delivery device, to establish relationships.

Before you begin

In order to send external events that can define a containment relationship, you
must have defined a location event provider with the proper converter.
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About this task

The XML of the event must contain the following information:
* The tag ID of the container is indicated in the Tocation attribute of the event.

* The tag ID of the contained item is indicated in the tagid attribute of
rfid-tag-data.

Example

For example:

<?xml version="1.0" encoding="UTF-8"?>
<ibmprem:ibm-premises-unified-format xmlns:ibmprem="http://www.ibm.com"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
dts="2007-01-29T11:18:22" messageld="Event 117008750248226334"
xsi:schemaLocation="http://www.ibm.com IBMPremisesUnifiedMessageFormat.xsd">
<event eventId="Event 117008750248226334" location="ErfF1"
type="tag_read_external">
<argument name="sessionid"
value="L15@1170066396687 | | 1170066406828" />
<argument name="direction" value="world2forklift" />
<rfid-tag-data antenna="0" count="1" discovered="1170066396890"
reader="R12" tagid="331505d7941f7900000003a5" />
</event>
</ibmprem:ibm-premises-unified-format>

Evacuating locations

In case there is an emergency in a location and it is necessary to track the
evacuation of employees from endangered zones, Location Awareness Services for
WebSphere Premises Server provides an evacuation view that allows companies to
monitor tagged items. The evacuation view displays all the zones in the selected
area and the number of tags within the zones.

About this task

To monitor evacuation of a location, follow this procedure.
1. Open the Spatial Management Client.

2. Click Evacuation View. The Evacuation View window opens and shows the
zones within the selected area.

Note: If you want to view an evacuation view for another area, you can open
another instance of the Spatial Management Client.

3. Click a zone to expand details about the tags within the zone. The tags shown
within the zones will be filtered based on any search criteria you specify in the
main view.

What to do next

You can also open the evacuation view when you are replaying data. This allows
you to view evacuation patterns and response times by replaying and pausing data
from specific areas and zones.

Troubleshooting

This section includes topics for troubleshooting Location Awareness Services for
WebSphere Premises Server.
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Logging
If you are unable to resolve technical problems, this topic describes log files, and

the process for gathering log files and sending them to your IBM services
representative.

Logging levels

The following table lists the available log levels and their meanings.

Table 16. Available log levels and descriptions

Log level Description

OFF No events are logged.

FATAL Task cannot continue and component cannot
function.

ERROR Task cannot continue, but component can
still function.

WARN Potential error or impending error.

INFO General information outlining overall task
progress.

CONFIG Configuration change or status.

DETAIL General information detailing subtask
progress.

FINE Trace information - general trace + method
entry / exit / return values.

FINER Trace information - detailed trace.

FINEST Trace information - a more detailed trace
that includes all the detail that is needed to
debug problems.

ALL All events are logged. Can provide a more

detailed trace than FINEST.

A message is logged if the logging request’s priority is greater than or equal to the
currently assigned priority of the utilized logger. For example, if you have a logger
with an assigned log level of INFO, then an ERROR request will pass the approval,
but a DETAIL request will be blocked. Level ALL causes a logger to accept all
logging request; OFF blocks all requests.

Configuring logging

Follow these steps for configuring logging:

1. Modify the WAS_HOME\Iib\ext\log4j.properties file to modify logging for the
Location Awareness Services for WebSphere Premises Server components.

2. Restart WebSphere Application Server.

Log files are stored in the WAS_HOME\profiles\profile_name\logs directory.
Turning off logging

For Location Awareness Services for WebSphere Premises Server, logging is

performed within the Apache log4j framework that has been designed for
simplicity and performance. Turning off all logging is not recommended. It is
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strongly recommended that you at least keep the ExceptionLogger turned on.
However, if you want to turn logging off, perform the following steps:

* Set the rootLogger to OFF.

* To turn off the com.ibm.atlas logger, set its level to OFF and its additivity
parameter to false .

* To turn off the com.ibm.atlas.exception.ExceptionLogger, set its level to OFF and
its additivity parameter to false.

For more information on how to configure logging, consult the
log4j-documentation available at: jttp:/ /logging.apache.org/log4j/docs /|
ldocumentation.html|

Gathering logs
1. Collect the following log files (for example, as .zip files):
* For WebSphere Application Server:
— WAS_PROFILE_HOMEN\logs\General.log
— WAS_PROFILE_HOMEN\logs\ Atlas.log
- WAS_PROFILE_HOME\logs\ AtlasException.log

Additional logs are found in the WAS_PROFILE_HOME\logs\
serverldirectory.

* For the Spatial Management Client: I[HS_ HOME\htdocs\en_US\Tracking
GUIN\logs

2. Send the files to your IBM services representative.

Handling alerts for Location Awareness Services for
WebSphere Premises Server event providers and receivers

This topic describes how to set up Location Awareness Services for WebSphere
Premises Server to handle alerts.

About this task

When alerts are generated for third-party Location Awareness Services for
WebSphere Premises Server event providers and devices, D packet messages are
generated, which in turn generate events that are sent to the CEI event database.
These messages are classified as type AtlasAloeInfraStructure.

To set up Location Awareness Services for WebSphere Premises Server to handle
this type of alert, do the following:

1. Define a notification channel that refers to the messages of type
AtlasAloeInfraStructure.

2. Define a notification program to handle these messages.

3. Define it to use the notification channel and to call the e-mail program, but
define a specific e-mail receiver to handle these diagnostic messages by
selecting the type AtlasAloeInfraStructure as the alert type.

4. Filter on the details related to the messages of type AtlasAloeInfraStructure.
All other D packet messages are ignored.

General troubleshooting tips
This topic describes problems that might occur and provides possible solutions.

* |“Something is wrong with Location Awareness Services for WebSphere Premises
Server and I do not understand the problem” on page 103|
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[“Exceptions in the WAS_PROFILE_HOME\logs directory”|

* [“My system did not automatically reconnect after a network failure and I did|
not receive a fatal error telling me to restart my browser” on page 104

* |“The browser window hangs up and then the browser crashes” on page 104|

* |“I had a browser error, but refreshing the page did not correct the problem” on|
page 104|

* |“I had a browser error message, and I selected the attempt to recover option. Butl
it did not correct the problem, and I got the error message again.” on page 104

» |“I cannot stop serverl using the GUI menu” on page 104

+ [“Tag processing does not seem to stop” on page 105|

» |“Chinese characters are not displayed properly on English Windows 2003 Server]|
operating system” on page 105

* [“Event information might contain inconsistent times in event date and message”]|

on page 105|

[“Rule violation detected with some delay” on page 105

Something is wrong with Location Awareness Services for
WebSphere Premises Server and | do not understand the
problem

Verify that all of the path settings in the System Properties portlet are correct.

Exceptions in the WAS_PROFILE_HOME\logs directory
Multiple log4j-1.2.13.jar files

If you see an exception in the WAS_PROFILE_HOMEN\logs file that looks similar to
this example, then a possible cause for this exception is that there is more than one
copy of the log4j-1.2.13 jar file:

[31.10.06 16:43:25:246 CET] 0000000a SystemErr
R 1og4j:WARN custom level class [com.ibm.atlas.logging.AtlasLevel]
does not have a constructor which takes one string parameter

[31.10.06 16:43:25:246 CET] 0000000a SystemErr
R java.lang.NoSuchMethodException: com.ibm.atlas.logging.AtlasLevel.tolLevel
(java.lang.String, org.apache.log4j.Level)

at java.lang.Class.getMethod(Class.java:1078)

at org.apache.log4j.helpers.OptionConverter.toLevel (OptionConverter.java:209)

at org.apache.log4j.PropertyConfigurator.parseCategory(PropertyConfigurator.java:588)

at org.apache.log4j.PropertyConfigurator.parseCatsAndRenderers
(PropertyConfigurator.java:524)

at org.apache.log4j.PropertyConfigurator.doConfigure(PropertyConfigurator.java:408)

at org.apache.log4j.PropertyConfigurator.doConfigure(PropertyConfigurator.java:432)

at org.apache.log4j.helpers.OptionConverter.selectAndConfigure
(OptionConverter.java:460)

at org.apache.log4j.LogManager.<clinit>(LogManager.java:113)

at org.apache.log4j.xml.DOMConfigurator.configure(DOMConfigurator.java:543)

at com.screamingmedia.openportlet.common.log.Log4jSvr.init(Log4jSvr.java:52)

at javax.servlet.GenericServlet.init(GenericServlet.java:256)

at com.ibm.ws.webcontainer.servlet.ServletWrapper.init(ServletWrapper.java:275)

at com.ibm.ws.webcontainer.servlet.ServietWrapper.initialize(ServietWrapper.java:1400)

at com.ibm.wsspi.webcontainer.extension.WebExtensionProcessor.createServlethrapper(
WebExtensionProcessor.java:86)

at com.ibm.ws.webcontainer.webapp.WebApp.getServietWrapper (WebApp.java:793)

at com.ibm.ws.webcontainer.webapp.WebApp.initializeTargetMappings (WebApp.java:520)

at com.ibm.ws.webcontainer.webapp.WebApp.initialize(WebApp.java:409)

at com.ibm.ws.webcontainer.webapp.WebGroup.addWebApplication(WebGroup.java:115)

at com.ibm.ws.webcontainer.VirtualHost.addWebApplication(VirtualHost.java:128)

at com.ibm.ws.webcontainer.WebContainer.addWebApp (WebContainer.java:939)

at com.ibm.ws.webcontainer.WebContainer.addWebApplication(WebContainer.java:892)

at com.ibm.ws.runtime.component.WebContainerImpl.install(WebContainerImpl.java:167)

at com.ibm.ws.runtime.component.WebContainerImpl.start(WebContainerImpl.java:391)

at com.ibm.ws.runtime.component.ApplicationMgrIimpl.start(ApplicationMgrIimpl.java:1228)

at com.ibm.ws.runtime.component.DeployedApplicationImpl.fireDeployedObjectStart
(DeployedApplicationImpl.java:1067)
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My system did not automatically reconnect after a network
failure and | did not receive a fatal error telling me to restart my
browser

It is possible that the network retry values are set for an excessively long period of
time. In theory, there are no maximum values for networkRetryInterval,
maxNetworkRetries, or maxNoResponseDisplayManager; however, if you set the at
numbers that are too high, the recovery system tries for a long time. The values are
used in two formulae:

* networkRetryInterval x maxNetworkRetries = The time spent trying to reconnect
to the network before giving up.

» maxNoResponseDisplayManager = The number of times the software attempts
to read tag data from the server before giving up and sending a fatal error.

This value should be no greater than 60,000 ms (the number of seconds to wait).

Open the IHS_HOME\htdocs\en_us\Tracking GUI\xmI\prefsV3.xml file with a
text editor and reduce the values for the following parameters:

* networkRetryInterval ms= - The frequency of retry attempts if the network
connection fails. The default is 30,000 ms.

* maxNetworkRetries attempts= - The maximum number of attempts before a
fatal error displays. The default is 4.

* maxNoResponseDisplayManager attempts= - The maximum number of "no
response” attempts that the Display Manager will tolerate before checking for a
network connection failure. The default is 15.

The browser window hangs up and then the browser crashes

Location Awareness Services for WebSphere Premises Server may have crashed.
Restart the browser.

| had a browser error, but refreshing the page did not correct the
problem

The application attempts to perform error recovery but it is not always possible to
recover from an error. Restart the browser.

| had a browser error message, and | selected the attempt to
recover option. But it did not correct the problem, and | got the
error message again.

The application attempts to perform error recovery but it is not always possible to
recover from an error. Restart the browser.

| cannot stop server1 using the GUI menu

Try using the command line interface:
1. Navigate to the was_profile\bin directory.

2. From a command prompt, issue the following command to stop WebSphere
Application Server:

Note: Keep in mind that the user IDs and passwords could be different on
your system. You do not have to specify user and password, if
WebSphere Application Server security is not enabled.

stopServer serverl -username wpsbind -password wpsbind
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Tag processing does not seem to stop

If you stopped tag processing on the Control Processing portlet in the WebSphere
Application Server administrative console and the tags are still moving on the
Spatial Management Client or you can see that Location Awareness Services for
WebSphere Premises Server is still retrieving events from the dispatcher, do the
following:

1. Stop the dispatcher, if you are using it.
2. Stop tag processing again.

3. To restart tag processing with the dispatcher, start the dispatcher before starting
tag processing.

If necessary, repeat the steps.

Chinese characters are not displayed properly on English
Windows 2003 Server operating system

Chinese characters (or any other non-standard ASCII characters) can be displayed
after installing the corresponding languages.

Event information might contain inconsistent times in event date
and message

If the location event information contains inconsistent times in the event date and
message, the problem might occur because the DB2 server time and the WebSphere
Application Server time are not synchronized. In order to solve this problem, prior
to running your configuration, it is recommended that you synchronize these
server times because location events use the DB2 server time for event creation,
but CEI (Common Event Infrastructure) events use the WebSphere Application
Server time for event creation.

The following is an example of event information that contains inconsistent times
in the event date and message:

Event Date
Fri Feb 22 14:12:41 CET 2008

Event Type
LasZoneEntry

Event Message

Tag [00000007] with label [] entered zone
[abc1234567d] at [Fri Feb 22 11:12:41 CET 2008]
inadmittedly. Details: Classes: [New Class?], Groups:
[Printer?]

Rule violation detected with some delay

If Duration of Stay in Zone or Visitor Escorting rule violations are detected with
some delay, check whether their respective Maximum duration of stay or
Maximum tolerated rule violation time values are less than 30 seconds. If either of
these timeout values are less than 30 seconds, change the settings of the scheduler
for the Business Rules engine. To change the settings of the scheduler for the
Business Rules engine:

1. From the WebSphere Application Server administrative console, navigate to
Resources » Schedulers + AMITSCHEDULER.

Location Awareness Services for WebSphere Premises Server 105



106

2. Set the Poll interval parameter to the minimum value for the Maximum
duration of stay and the Maximum tolerated rule violation time parameters in
your rule instances.

Troubleshooting the Spatial Management Client

This topic describes problems that might occur with the Spatial Management Client
and provides possible solutions.

+ |“The Spatial Management Client does not completely start”|

* [“Search results are not saved”|

» |“Personal preferences are not saved”

* [“Tags are still visible when they have already left the area, but the tag counts|
seem to be correct” on page 107

The Spatial Management Client does not completely start

If you cannot see the map of the current area, and you cannot see Zones in the
Zones list (the Zones list basically is empty), then make sure that the
[Scalable Vector Graphics (SVG) Viewer]| plug-in for your browser is installed.

Search results are not saved

If you are using the Spatial Management Client on a Windows operating system

and your search results are not properly saving as HTML, enable ActiveX in

Internet Explorer:

1. In the browser, navigate to Tools » Internet Options.

2. Select the Security tab.

3. Click Custom Level.

4. Scroll down to ActiveX controls and plug-ins ~ Initialize and script ActiveX
controls not marked as safe, and click Enable or click Prompt if you would

like to be prompted with a confirmation window in order to save the search
results.

5. Click Ok, and then click Ok again.

There are also two workarounds you can use if you do not choose to enable
ActiveX:

* Use the Search portlet in the WebSphere Application Server administrative
console and save the results as HTML.

* Use the Spatial Management Client and save the results in XML format.
Personal preferences are not saved

There are limitations in saving your personal preferences for the Spatial
Management Client:

* Selected areas are not saved to your user preference. Instead, the Spatial
Management Client always shows the area in the sequence defined in the
prefsv3.xml file.

* The selected tag filter is not saved as your user preference. Logging in with the
same user ID always starts with a tag filter of AlL
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Tags are still visible when they have already left the area, but the
tag counts seem to be correct

If you have this issue, you need to add or modify the value of the
<DisplayRefreshCounter> parameter in the prefsV3.xml file. The
<DisplayRefreshCounter> parameter forces a repainting of all the tags in the
Spatial Management Client every nth poll interval (<polTInterval ms="">).

For example, a setting of <DisplayRefreshCounter>50</DisplayRefreshCounter>
means that the Spatial Management Client repaints every 50th poll. If you have a
poll interval of 3000 (<pollInterval ms="3000">), then the Spatial Management
Client repaints every 150th second.

If you have a lot of tags on the Spatial Management Client, repainting too often
increases the load on your system. To avoid overloading, set the parameters to
update every 120 seconds, or less often than that.

Messages

This section explains each element in the message line of messages. It also
describes the troubleshooting components of message descriptions and presents a
list of messages, each of which includes the following descriptive information:

* Message
* Explanation

* Response

The messages are arranged in numeric order, according to the message number.

Message text components
This topic explains the text components of a message.

ATLOOOE DD MISSING. TERMINATING.
Number/Severity

* ATLOOOO is the unique number for this message.
* Eis the severity level code for the message.

See[“Severity code levels for messages” on page 108

Message text

DD MISSING. TERMINATING.The text explains the reason for the message. It
might also include possible causes and system or user actions. In this
example, the system is taking the action to terminate the process.

Troubleshooting components of messages
This topic describes the troubleshooting components of a message.

Message
Example: ATLOOOE CONFIGURATION MISSING. TERMINATING.
Explanation:
Describes what caused the message.
* Examples of an explanation for this message:
Mail host configuration is missing. E-mails cannot be sent.

To send emails, a mail host configuration must be defined. Processing
terminates.
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¢ Examples of possible explanations for other messages:

* The name in the field member is not valid. The naming conventions are:
The name must be 1 to 8 alphanumeric characters. Correct for the next
run.

* A number parsing exception occurred. This happens if, for example, a

letter was entered in a number field. The intended action was not
performed.

System action:

Describes what the system does.
System action for this message: Processing terminates.

Examples of system action include:
¢ Processing terminates.
* Processing continues.

Response:

Describes what you must do to proceed, to recover from the error, or to
avoid a problem

* Example of the User Response for this message:

Either delete the notification channel pointing to the email program or
configure the mail host.

* Examples of a possible User Response for other messages:

— Either delete the notification channel pointing to the email program or
define a mail receiver. If you do not need email notification for this
time and event, ignore the message.

— Ask if one of your colleagues accidently deleted this record or look to
see if a record that was referenced by this record was deleted

Severity code levels for messages
This topic explains severity code levels used in messages.

Severity code indicators are:

* I (informational)

* W (warning)

* E (error)

I
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Informational. Provides users with information or feedback about typical
events that have occurred or are occurring or requests information from
users in situations where the outcome will not be negative, regardless of
the response.

Examples:

* The status request is processing.

¢ The files were successfully transferred.

* Do you want to save the output in file log.txt or in file error.txt?
Warning. Indicates that potential problem conditions have occurred or
could occur, but the program can continue. Warning messages often ask
you to make decisions before processing continues.

Examples:

* The resource tahiti.com was not found. Processing will continue.

* A file already exists with the name logfile.txt. Do you want to overwrite
this file?



ATLO1001E « ATLO800SE

E Error. Indicates problems that require intervention or correction before the
program can continue. The typical result of Error messages is that

processing terminates.

Examples:

¢ The file logfile.txt was not found and is required for processing.

* There is no space on the C drive. The file logfile.txt cannot be saved to

this drive.

ATL01001E NumberParsingException {0} occurred.

Explanation:

A number parsing exception occurred. This happens if,
for example, a letter was entered in a number field. The
intended action was not performed.

System action:
Processing terminates

User response:
Verify and correct the values. Then retry the operation.

ATLO08001E A RuntimeException {0} occurred.

Explanation:

A RuntimeException occurred in the Database Access
Layer. The intended action was not performed. This is
an internal error.

User response:
Retry the operation. If the error persists, report it to
your IBM representative.

ATLO08002E A general database exception occurred.
SQLcode: {0}, SQLstate {1}

Explanation:

An unhandled database exception occurred. The
intended action was not performed. Review the log
files for more detailed information.

User response:
Contact your database administrator.

ATLO08003E A lock, deadlock, or timeout exception
occurred. SQLcode: {0}, SQLstate: {1},
cause: {2}

Explanation:
The intended action was not performed due to a lock,
deadlock, or timeout. Review the log files for detailed
information.

User response:
Retry the operation.

ATLO08004E Update of an entry on table {0} with key
values {1} was based on an outdated
version.

Explanation:

The performed update operation failed due to an
outdated data record. This happened because another
process had already updated the same data record.

User response:
Reload the data. Then retry the operation.

ATLO08005E The insert or update operation violated
the foreign key constraint {0}. SQLcode:
{1}, SQLstate: {2}

Explanation:

The value of the foreign key, which was passed to the
abortive insert or update operation, did not match any
parent key of the parent table. This happened because
another process updated or deleted the referenced data
record of the parent table before.

User response:
Correct the value and try again.

ATLO08006E The insert or update operation violated
a primary key, unique constraint, or
unique index for column(s) {0} of table
{1}. SQLcode: {2}, SQLstate: {3} .

Explanation:

The value of the primary key, which was passed to the
abortive insert or update operation, violated a primary
key, unique constraint, or unique index constraint. This
happened either because another process updated or
inserted a data row using the values or because an
update operation was performed by using values that
are already in the database.

User response:
Correct the value and try again.

ATLO08007E The insert or update operation violated
the check constraint {0}. SQLcode: {1},
SQLstate: {2}

Explanation:
The performed insert or update operation violated a
defined check constraint.

User response:
Correct the value and try again.

ATLO08008E Assigning a 'NULL’ value to a 'NOT
NULL’ column {0} is not allowed.
SQLcode: {1}, SQLstate: {2}
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Explanation:

The value, which was passed to the abortive insert or
update operation, was 'NULL’, but the object column
was declared as 'NOT NULL’ in the table definition.

User response:
Correct the value and try again.

ATLO08009E Assgined value is too long or too large.
SQLcode: {0}, SQLstate: {1}

Explanation:
A value, which was passed to the abortive select, insert
or update operation, was too long or too large.

User response:
Correct the value(s) and try again.

GENERAL A general exception has occurred.

Explanation:
An exception has occurred. No additional information
is available.

User response:
Contact the System Administrator for further
information.

DBEXCEPTIONINPORTLET A database exception
has occurred {0}.

Explanation:
The system tried to access the database and an error
occurred.

User response:
Contact the System Administrator for further
information.

SQLEXCEPTION A SQL exception has occurred.

Explanation:
A SQL exception has occurred and is wrapped by an
Atlas data base exception.

User response:
Contact your database administrator.

RUNTIMEDBEXCEPTION A Runtime Exception has
occurred.

Explanation:
A Runtime Exception has occurred within the Database
Access Layer.

User response:
Contact your Database Administrator.
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JMSEXCEPTION A JMS Exception has occurred ({0}).

Explanation:
Communication with the remote legacy system has
failed.

User response:
Verify the configuration for the service bus.

GENERALDBEXCEPTION A general database
exception has occurred: {0}.

Explanation:
A general database exception has occurred. No
additional information is available.

User response:
Contact the System Administrator or the Database
Administrator for further information.

IMPORTEXCEPTION Error in an ATLAS import
operation.

Explanation:
See message.

User response:
Correct errors and try again.

INVALIDINPUTEXCEPTION Invalid input: {0}

Explanation:
You have specified a value that is not valid.

User response:
Enter the correct value and try again.

REGUNITCONNECTIONEXCEPTION An exception
occurred when working with the
registration-unit. {0}

Explanation:
See message.

User response:
Verify that:
* Your registration-unit is running

* The correct ip-address and port are specified in the
RegistrationUnits-Portlet.

GENERALCEIEXC An exception related to the
Common Event Infrastructure has
occurred. It is not possible to send, get
or update events.

Explanation:
Communication with the event database or the event
emitter failed.

User response:
Ask your System Administrator to review the Common
Event Infrastructure configuration.



CEIEVENTNOSND ¢ DUPLICATEKEYPROPERTIES

CEIEVENTNOSND

Explanation:
CEI events cannot be sent.

System action:

This can be due to configuration errors in the event
database, the CEI server application, or the underlying
service bus.

User response:
Ask your System Administrator to verify the Common
Event Infrastructure configuration.

CEIEVENTNOGET CEI events cannot be retrieved.

Explanation:
This can be due to configuration errors in the event
database or in the CEI server application.

User response:
Ask your System Administrator to verify the Common
Event Infrastructure configuration.

CEIEVENTNOCHG CEI events cannot be updated to
reflect alert handling.

Explanation:

This can be due to configuration errors in the event
database, the CEI server application, or the underlying
service bus.

User response:
Ask your System Administrator to verify the Common
Event Infrastructure configuration.

XPATHSELECTOR The channel selector to
determine the events of interest is not
usable. The notification channel will be
ignored.

Explanation:
This might be due to a version inconsistency or an
incorrect manual edit of the selector.

User response:
Delete the notification channel and add it again, using
the dialog.

FILEIOEXCEPTION An exception occurred when
writing file {0}

Explanation:
See message.

User response:
Contact your System Administrator.

INTERNAL An internal error has occurred ({0}).

Explanation:
The intended action was not performed because of an
internal error that is not covered.

User response:
Try the operation again. If the error persists, report it to
your IBM representative.

KEYPROPERTYNOTDELETABLE You cannot delete
key-property {0} because {1} are existing.

Explanation:
Objects exist that depend on the key property you want
to delete.

User response:
First delete the corresponding objects. Then delete the

key property.

UPDATEABLERECORDDELETED Your update on
{0} could not be saved because {0} was
deleted by someone else.

Explanation:
While you were editing the record, someone else
deleted it.

User response:
Speak with your colleagues and ask if someone
accidently deleted your record.

FILENOTFOUND The specified file or path {0} could
not be found.

Explanation:
Either the entered file or path does not exist or access is
denied because of missing authorizations.

User response:
Verify that you entered the correct file or path and that
you have the required access authorizations.

ZIPEXCEPTION Either the .zip file {0} could not be
opened or the specified path {1} could
not be found.

Explanation:

The entered file path does not exist. Either the .zip file
is damaged or access is denied because of missing
authorizations.

User response:
Verify that you entered the correct file path and retry
the operation.

DUPLICATEKEYPROPERTIES An item already
exists with the same values in its key
properties.

Explanation:
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An item is already defined that has same values in all
of its key properties.

User response:
Verify that all key property values for this item are
correct.

ATL01002W None of the search criteria were
selected.

Explanation:

None of the required selection criteria were selected.
One of the search criteria checkboxes, Class Properties,
Group Properties, or Tag Properties must be selected. .

User response:
Select at least one of the search criteria and try the
operation again.

ATL15001E Sender address {0} is not a valid internet
address.

Explanation:
The address must be in the xxx@yyy format.

User response:
Correct the email address in the configuration for the
mail host.

ATL15002E Mail host configuration is missing.
E-mails cannot be sent.

Explanation:
To send mails, a mail host configuration must be
defined.

User response:
Either delete the notification channel pointing to the
email program or configure the mail host.

ATL15003E

Explanation:
Mail host configuration data not accessible.

System action:
The table for the mail host configuration was not
accessible.

User response:
Inform the System Administrator.

ATL15004E Mail receiver data not accessible.

Explanation:
The table for mail receivers was not accessible.

User response:
Inform the System Administrator.
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ATL15005E

Explanation:
One of the receiver addresses is not a valid internet
address: {0}

System action:
The address must be in the xxx@yyy format.

User response:
Correct the receiver email address in the configuration.

ATL15006E Mail could not be sent.

Explanation:
The email could not be sent because of the reason
specified.

User response:
Correct the receiver email address in the configuration.

ATL15007W Mail cannot be sent since no receiver
addresses defined.

Explanation:
To send mails a mail receiver must be defined for this
time and event type.

User response:

Either delete the notification channel pointing to the
email program or define a mail receiver. If you do not
need email notification for this time and event, ignore
the message.

ATL15008W No mail receivers available.

Explanation:
To send mails, a mail receiver must be defined for this
time and event type.

User response:

Either delete the notification channel pointing to the
email program or define a mail receiver. If you do not
need email notification for this time and event, ignore
the message.

CANTEDITBECAUSEDELETED You cannot edit the
{0} because it was already deleted.

Explanation:

The record you want to edit has already been deleted.
Either this was done by someone else or it was done
indirectly because something was deleted that is
referenced by this record; and therefore, this record was
also deleted. .

User response:

Ask if one of your colleagues accidently deleted this
record or look to see if a record that was referenced by
this record was deleted



Glossary

This topic lists terms that are used in this documentation.

Alarm zone
Zone where access restriction rules or similar rules can be triggered when
an item (usually person or asset) enters this type of zone. Restriction rules
can also be set for other zone types, but they have additional semantics.

Area A representation of the real physical space within the location to be
monitored. Areas have a flat lower and an optionally flat upper boundary
and are the container for all zones.

Boundary zone
Zone used to monitor tags entering and leaving another zone.

Container
Items that can contain other items. Tags that are added to a container
inherit the position of the container. Also you can define the size of a
container using the EDGELENGTH system property, which assumes the
container is a cube.

Device
A device is used for an event provider to provide location, notification, or
telemetry data. Devices always belong to a hub and can be grouped in
device groups.

Event converter
Applications that convert external events into a format that Location
Awareness Services for WebSphere Premises Server can process. Event
converters are specific to each location event provider and can be provided
as plugins.

Event database
A database that stores all events that are sent by Location Awareness
Services for WebSphere Premises Server.

Event group
A group of related messages. A filter is defined to route certain types of
alert messages to the related message queue.

Exit zone
Zone used to determine whether a tag has exited the area. If the tag passed
and no signals can be received thereafter, the item has left the area and
there is no reason to be concerned about not receiving a signal.

Gate  An entry or exit to or from a zone that is monitored by one device.

Group A container that allows grouping of items from different classes for
common rules, searches, or so forth.

Item  Entities within a location that can be equipped with tags and whose
positions can therefore be tracked. An example is an asset or person.

Item class
Class of items with common attributes. You can define sets of attributes
and rules for each item class. For example, you might have the following
classes: Person and Asset. Within these classes, you can also have
subclasses with extended attributes.

Location
A real physical space that is made up of many areas.
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Location event provider
A third party that monitors areas and feeds Location Awareness Services
for WebSphere Premises Server tag location data. Location event providers
are not part of Location Awareness Services for WebSphere Premises
Server, so they must be defined within Location Awareness Services for
WebSphere Premises Server. They must be configured for an existing area
so that Location Awareness Services for WebSphere Premises Server can
track tags within that area.

Location event device
A third party that receives the tag signal and transmits the data to the
location event provider.

Notification channel
A channel definition that defines for a given subscriber the program or
web service that should be called for an event, and the filter criteria under
which the program or web service should be called.

Notification program
A program or web service that can be triggered when an event occurs.

Privacy zones
Currently, privacy zones behaves like alarm zones.

Registration unit
A location event provider that, as a whole or with a special part of its
infrastructure, reads tag IDs into the Location Awareness Services for
WebSphere Premises Server system for the purpose of defining an item for
the first time.

Rule Criteria or circumstances that are defined to trigger an event. For example,
rules can be triggered during entry to or exit from a zone and can be
specified for a tag ID, class, or group. You can set the following types of
rules in Location Awareness Services for WebSphere Premises Server:

¢ Zone entry and exit rules
* Tag not responsive rule
* Tag battery low rule
¢ Proximity rule
* Unknown tag rule
Shadow zone
Zone where the tags might not be visible temporarily because they are out
of reach of the tag reader infrastructure or the signals are shielded.
Location Awareness Services for WebSphere Premises Server assumes that

a tag continues to be in the shadow zone at the last reported position after
it has been seen. No alert is generated if the tag is no longer visible.

Smoothing algorithm
Algorithm used to smooth position estimates, so that tag icons do not
move abruptly in the Spatial Management Client.

Subarea
An area that is nested within another area.

Subscriber program
A program that subscribes all, or a defined subset of, events arriving for a
given event group. It dispatches the arriving events to the Location
Awareness Services for WebSphere Premises Server notification programs.

Zone Logical section within an area for which rules can be defined. A zone can
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span multiple subareas of the area to which it is related. It is the unit on
which rules can be performed, and on which counts and statistics for a tag
entering or leaving can be calculated. Rules can be defined for entering
and exiting a zone.
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Readers’ Comments — We’d Like to Hear from You

Premises Server
Location Awareness Services for WebSphere Premises Server
Version 6.1.0.1

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy,
organization, subject matter, or completeness of this book. The comments you send should pertain to only the
information in this manual or product and the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your
IBM business partner, or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any
way it believes appropriate without incurring any obligation to you. IBM or any other organizations will only use
the personal information that you supply to contact you about the issues that you state on this form.

Comments:

Thank you for your support.

Submit your comments using one of these channels:
¢ Send your comments to the address on the reverse side of this form.
* Send a fax to the following number: 1-800-227-5088 (US and Canada)

If you would like a response from IBM, please fill in the following information:
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Phone No. E-mail address



Readers’ Comments — We’d Like to Hear from You

Fold and Tape

Please do not staple

BUSINESS REPLY MAIL

FIRST-CLASS MAIL PERMIT NO. 40 ARMONK, NEW YORK

Fold and Tape

POSTAGE WILL BE PAID BY ADDRESSEE

IBM Corporation

Information Development

Department 9BSA

P.O. Box 12195

Research Triangle Park, NC 27709-9990

Please do not staple

Fold and Tape

NO POSTAGE
NECESSARY

IF MAILED IN THE
UNITED STATES

-

Fold and Tape

Cut or Fold
Along Line

Cut or Fold
Along Line






Printed in USA



	Contents
	Location Awareness Services for WebSphere Premises Server
	Overview
	What is Location Awareness Services for WebSphere Premises Server?
	How the data is used
	Roles and access
	Defining Location Awareness Services for WebSphere Premises Server
	Topology
	Items
	Item classes
	Groups
	Rules
	Location Awareness Services for WebSphere Premises Server events


	Administering
	Defining areas and subareas
	Importing a graphic of your area
	Converting a graphic to SVG format
	Transforming coordinates for your areas
	Preferences Administration GUI
	Starting the Spatial Management Client (administration)

	Defining zones
	Spatial Management Client (administration)
	Restrictions on new areas and zones

	Defining the topology
	Event Provider
	Devices
	Gate Manager
	Registration Units
	Boundary Zones

	Planning for classes and items
	Defining classes, items, and groups
	Classes/Items Manager
	Groups Manager

	Defining rules
	Business Rules

	Defining how to handle alerts
	Notification Program Manager
	Notification Channels
	Mail Host Configuration
	Mail Receiver Configuration

	Setting system properties
	System Properties

	Formatting data types for importing data to Location Awareness Services for WebSphere Premises Server
	Importing resource data to Location Awareness Services for WebSphere Premises Server
	Configuring properties
	Using the dispatcher
	Configuring the dispatcher application

	Backing up and restoring data
	Backing up your databases while online
	Backing up your databases while offline
	Restoring databases

	Scheduling deletion of tag data

	Operating
	Starting the Spatial Management Client
	Spatial Management Client

	Starting and stopping tag processing
	Control Processing

	Replaying tag movements and events
	Handling alerts
	CEI Events

	Searching tags
	Search Tags

	Generating reports
	Reports Administration
	Reports Operation


	Developing
	Web services
	Security
	Localization and input parameters
	LasRuleServices
	LasItemRegistrationServices
	LasItemDetailServices
	LasItemMetaDataServices
	LasEventHandlingServices
	LasQueryServices
	handleEvent


	Use cases
	SOA integration
	Integrating supply chain management
	Granting access to visitors

	Using containers
	Defining a container and assigning items
	Converting an existing class to a container class
	Removing the container property from the class
	Importing a containment relationship
	Sending events to establish containment relationships

	Evacuating locations

	Troubleshooting
	Logging
	Handling alerts for Location Awareness Services for WebSphere Premises Server event providers and receivers
	General troubleshooting tips
	Troubleshooting the Spatial Management Client
	Messages
	Message text components
	Troubleshooting components of messages
	Severity code levels for messages


	Glossary

	Index
	Readers’ Comments — We'd Like to Hear from You

