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IBM WEBSPHERE APPLICATION SERVER v5.x – EDUCATION ON DEMAND 

Setting up Custom Registry 

 

Introduction 
This paper discusses in detail the steps involved in setting up a Custom Registry within WebSphere 
Application Server and enabling Global Security to work with it. For simplicity purposes, we use a file-
based User Registry implementation provided within WebSphere Application Server. The implementation 
class is com.ibm.websphere.security.FileRegistrySample. 

 

The sample User Registry implementation reads the users and user groups information from 
corresponding text-based property files (users.prop and groups.prop). The users’ properties file, for 
example, contains information about each user, which includes the user name, user id, password and the 
various user groups the user belongs to. The sample property files that we use for this exercise can be 
found in the download section of the following URL: 

 http://www-106.ibm.com/developerworks/websphere/techjournal/0303_barcia/barcia.html 

 

For the exercise, the property files are stored under the directory, ${USER_INSTALL_ROOT} /security, 
where ${USER_INSTALL_ROOT} is the directory in which WebSphere Application Server has been 
installed. 

 

2004 March, 30 IBM WebSphere Application Server v5.x – Education On Demand Page 1 of 12 

 Setup Custom Registry 

http://www-106.ibm.com/developerworks/websphere/techjournal/0303_barcia/barcia.html


© Copyright IBM Corporation 2004. All rights reserved 

Configuring WebSphere to use the Custom Registry 
To setup the sample User Registry within WebSphere Application Server: 

____ 1. Open a web browser and type in the URL (http://hostname:9090/admin) to launch the Administrative 
Console for WebSphere Application Server.  

____ 2. On the left frame of the console, Select Security -> User Registries -> Custom (Figure 1) 

 

Figure 1 

The page for Custom Registry configuration is displayed on the right. 
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____ 3. Provide all the information as shown in the picture below  

  

 Figure 2 

Server User ID: The User ID to use to configure and administer WebSphere Application Server from 
the Administrative Console. The User ID used above (user1) is one of the users contained in the users 
property file. In our case, we use user1.  

Server User Password: The password for the above user. The password can be read from the 
users.prop file.  

Custom Registry classname: The name of the class implementing the WebSphere UserRegistry 
interface. In our case, it is com.ibm.websphere.security.FileRegistrySample. This class provides 
the actual implementation of the Registry that authenticates the user credentials based on the user 
and user group information in the text-based property files. 

____ 4. Click Apply to save the settings. 
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____ 5. As mentioned earlier, the sample User Registry implementation reads the user/group information 
from the property files. The location of these property files is specified by setting custom properties 
for this Registry. Scroll down the screen until you see the Custom Properties link.   

In the Custom Properties window, press New and then enter the following data (Figure 3) to 
configure the usersFile property:  

Name: usersFile  

Value: ${USER_INSTALL_ROOT}/security/users.prop 

${USER_INSTALL_ROOT} is the directory in which WebSphere Application Server has been 
installed. 

The users’ property file consists of entries for each authenticated users of the application. A simple 
entry in this file looks like the following: 

user1:password:123:567,987:User1 

   The file follows a simple format as shown below: 

<user name>:<password>:<unique user identifier>:<identifiers of groups user belongs 
to commas separated>:<Display Name> 

 

 

  Figure 3 

____ 6. Click OK.  

2004 March, 30 IBM WebSphere Application Server v5.x – Education On Demand Page 4 of 12 

 Setup Custom Registry 



© Copyright IBM Corporation 2004. All rights reserved 

____ 7. Similarly, add new custom property to set the location of the user groups property file. In the 
Custom Properties window, click New and enter the following data (Figure 4):  

Name: groupsFile  

Value: ${USER_INSTALL_ROOT}/security/groups.prop 

   

  Figure 4 

Click OK. The users and groups properties should now be properly configured, as shown in 
Figure 5 below: 

  

   Figure 5 

____ 8. With the custom registry successfully configured, we now need to enable our Global Security. From 
the navigation menu on the left of the Administration Console, select Security -> Global Security. 
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____ 9. In the Global Security window (Figure 6), check the Enabled box to enable Global Security. De-
select Enforce Java 2 Security. Java 2 Security enforces policy files to protect different resources, 
but such strict requirements are not necessary for our implementation.  

 

 
 

 

 Figure 6 

____ 10. For Active User Registry, select Custom from the list.  

____ 11. Leave the default values for the remaining fields and press OK.  
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____ 12. Now that all necessary changes have been made, we need to save our configuration changes. Click 
on Save on the top menu, or on the Save link in the Message(s) dialog (Figure 7), if displayed.  

 

  

  Figure 7 

____ 13. Click the Save button in the Save window (Figure 8) to make the configuration change final.  

  

  Figure 8 

 

____ 14. For the User Registry configuration to take affect, we need to restart the Application Server. Logout 
of the Administration Console and restart the Application Server. 
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____ 15. After successful Server restart, open the Administration console from a web browser. Note the 
security alert window (Figure 9) that pops up before the console is displayed. This is due to the 
Global Security that we turned on earlier.  

 

 

 Figure 9 

 Click Yes on the security alert window. 

____ 16. This time the Administration console Login screen prompts for a User ID and Password. Type in the 
Server user ID and password that was used when configuring the user registry. 

   

  Figure 10 

____ 17. Click OK to access the Administration Console.  

It might happen that the security is not configured right and you need to debug to find the cause of 
the problem. WebSphere Application Server updates various log files with error messages, 
whenever there is a failure. The next section briefly discusses the problem areas and the log files to 
look for to track down the problem. 
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Security Problem Determination 
 Check configuration of the Custom Registry 

In the Administration Console, when the Global Security is enabled (Figure 6 above) and the user Clicks ‘OK’ 
to save the changes, WebSphere Application Server attempts to verify the Server User ID and password 
against the specified User Registry configuration. If the entered values (for Server User ID and password) are 
incorrect, you will get an error message (similar to Figure 11) indicating that the validation failed and the setting 
cannot be saved. 

  

   Figure 11 

Similar problem occurs if the specified Custom Registry implementation class is not valid or cannot be found in 
the classpath. 

 Check the user ID and password used to access the Administration Console 

If the user ID and password entered in the login screen to access the Administration Console is not the same 
as the ones used to configure security, you will see the following screen when accessing the console: 

  

 Figure 12 

Check your security settings to make sure you entered the correct user id/password. 
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 Checking JVM log files for security related messages 

The SystemOut.log for an Application Server, Node Agent, or the Deployment Manager will also indicate 
successful starting of the Security Server.  There are no special requirements to view this log. It is located in 
the installation_directory/logs/applicationServerName directory, and by default is named SystemOut.log.  
There are two techniques that you can use to view the JVM log for an application server. 

____ 1. View the JVM logs from the Administrative Console.  

__ a. Start the Administrative Console.  

__ b. Click Troubleshooting > Logs and Trace in the console navigation tree. To view the logs for a 
particular server, click on the server name to select it, and then click JVM Logs.  

__ c. Select the Runtime tab.  

__ d. Click View corresponding to the log you want to view.  

____ 2. View the JVM logs from the machine where they are stored.  

__ a. Go to the machine where the logs are stored.  

__ b. Open the file in a text editor or drag and drop the file into an editing and viewing program.  

 Did security appear to initialize properly?  

A lot of security code is visited during initialization. So you will likely see problems there first if the problem is 
configuration related. The following sequence of messages generated in the SystemOut.log indicates normal 
code initialization of an application server in which the security service has started successfully: 

This sequence will vary based on the configuration, but the messages are similar: 
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If none of these steps solves the problem, check to see if the problem has been identified and documented 
using the links in:  

1. Diagnosing and fixing problems: Resources for learning  

http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.
websphere.base.doc/info/aes/ae/rtrb_allrfl.html 

2. If you do not see a problem that resembles yours, or if the information provided does not solve your 
problem, contact IBM support for further assistance. 

http://www-
1.ibm.com/support/docview.wss?rs=180&context=SSEQTP&uid=swg21145599  

 

Reference: 
 Custom User Registries 

http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.web
sphere.base.doc/info/aes/ae/rsec_customauth.html 

 Security Troubleshooting  Tips 

http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.web
sphere.base.doc/info/aes/ae/rtrb_securitycomp.html 

 IBM WebSphere V5.0 Security Handbook  
http://www.redbooks.ibm.com/redbooks/SG246573.html 
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