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IBM WEBSPHERE APPLICATION SERVER v5.x — EDUCATION ON DEMAND

Configuring WebSphere to use SSL for LDAP(LDAPS) I

Introduction

This paper will discuss how to establish a Secure Sockets Layer (SSL) connection between WebSphere
Application Server and a Lightweight Directory Access Protocol (LDAP) server for WebSphere Application
Server V5.

We assume that the user registry we use was created with a sample user (wsadmin) and a sample group
entry in the directory by using IBM Directory Server. We did not import a schema, but set up a user
following the process described below:

For our example, we use the X.500 methodology that will set the root of the directory to a specific
organization.

-Set the following suffix: o=ibm.
- Set the administrator DN: cn=root.
- Create a new server: Idap://<supertiger.austin.ibm.com>:389

- Adding an organization to the new server created previously: o=ibm as the Entry RDN (Relative
Distinguished Name)

- Adding a new user (a new administrative user in order to set a Security Server ID in the WebSphere
Global Security settings, for use as the user ID under which the server runs for security purposes.) to the
new organization created previously: cn=wsadmin as the Entry RDN, o=ibm as the Parent DN.

- Adding a new group: cn=admingrp as the Entry RDN and assign the following group member to the
group: cn=wasadmin, o=ibm.

Note: It is possible to add users and groups using an LDIF file, a standard format for representing LDAP
entries in text form. This will be useful when the number of entries to add is very large.

We will then provide an example of how to configure WebSphere to use the given LDAP server over a
normal LDAP connection, and then use SSL for LDAP (LDAPS).

Setting up an SSL connection between WebSphere Application Server and an LDAP server requires the
following scenarios. There are two scenarios; the second built upon the first one:

» The first scenario covers the basic LDAP configuration with WebSphere Application Server.

» The second scenario covers how to enable the connection to use SSL for LDAP (LDAPS),
providing security to WebSphere LDAP communication.

IBM WebSphere Application Server v5.x — Education On Demand Page 1 of 18

WebSphere LDAP SSL



© Copyright IBM Corporation 2004. All rights reserved

Part 1: Configuring WebSphere to use the LDAP user registry

In order to use the LDAP directory of your choice as the user registry, WebSphere has to be configured

properly.
__ 1. Launch the Administrative Console for WebSphere.
2. Select Security -> User Registries -> LDAP; this page will provide the settings for the LDAP
configuration.
3. Provide all the information shown in the picture below according to your system

settings.
LDAP User Registry

LDAP User Registry settings are used when users and groups reside in an external LDAP directory. When security is enabled and any of these properties are changed, please go to the GlobalSecurity panel and click
Apply or OK to validate the changes

Configuration

General Properties

erver User o i e user ID under which the server will execute (for securi

Server User ID weadmin GTh D under which th I te (i ity
purposes).

erver User Passwor . e password correspending to the serverld.

Server User P d T GTh d ding ta th Id

Type IBM_Directory_Server |+ [il The type of LDAP server being connected to

Host ,‘Supgmgerausm ibm.com | [l specifies LDAP server host name.

Port |3gg | [il specifies LDAP server port

Base Distinguished Mame (DM} |0:ibm | il The base distinguished name of the directory senvice, indicating
the starting point for LDAP searches of the directory service.

Bind Distinguished MName (DN) — [ The distinguished name for application server to use to bind to

cn=root

the directory service.

Bind Password |....... | [il The password for the application server to use to bind to the

directory senice

Search Timeout |12E| | [il specifies the timeout value in secands for an LDAP server to
respond before aborting 3 request

Reuse Connection [ilshould setto checked by default to reuse the LDAP connection.
Setto unchecked only in rare situations where a routeris used to
spray requests to multiple LDAP servers and when the router does

not support affinity.

lgnore Case [{when setto true, a case insensitive authorization check will be
perfarmed

SSLEnabled O [il whether secure socket communications is enabled to the LDAP

server. When enabled, the LDAP Secure Socket Layer setfings are
used if specified.

SSL Configuration | 1BMI727/DefaultSSLSettings [il specifies the LDAP SSL Settings configuration setting

Use Tivoli Access Manager for Account Policies O [il select this check box to indicate that the Tivoli Access Manager is
used for authentication to honor the password and account policies
This option requires that you have previously installed the Tivoli
Access Manager Server.

[pply ] oOK| Reset| cancel |

Server User ID: Enter a valid user name in the Server User ID field. You can either enter the
complete distinguished name (DN) of the user or the short name of the user as defined by the User
Filter in the Advanced LDAP settings panel. In our example, this is set to wsadmin.

Server User Password: Enter the password of the user in the Server User Password field.

Host: Specifies the host ID (IP address or domain name system (DNS) name) of the LDAP server: In
our example, this is set to superti ger. austin.i bm com

Port: Specifies the host port of the LDAP server. Take the default value: 389

Note: If the port, including the default port number, is specified explicitly in one server configuration,
then verify that it is specified explicitly in all server configurations.
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Base Distinguished Name: Specifies the base distinguished name of the directory service, indicating
the starting point for LDAP searches of the directory service, In our example, this is set to o=ibm.

Bind Distinguished Name: Specifies the distinguished name for the application server to use when
binding to the directory service. If no name is specified, the application server binds anonymously. See
the Base Distinguished Name field description for examples of distinguished names. In our example,
this is set to cn=root.

Bind password: Enter the password corresponding to the Bind DN in the Bind password field, if
necessary.

Search Time Out: Modify the Search Time Out value if required. This timeout value is the maximum
amount of time the LDAP server waits to send a response to the product client before aborting the
request. The default is 120 seconds.

Reuse Connection: Disable the Reuse Connection field only if you use routers to spray requests to
multiple LDAP servers, and if the routers do not support affinity. Leave this field enabled for all other
situations.

Ignore Case: Enable the Ignore Case flag. When this is enabled, the authorization check is case
insensitive. Normally, an authorization check involves checking the complete DN of a user, which is
unique in the LDAP server and is case sensitive.

Note: When using either the IBM Directory Server or the iPlanet Directory Server LDAP servers, this
flag needs enabling because the group information obtained from the LDAP servers is not consistent
in case. This inconsistency only affects the authorization check.

SSL Configuration: If SSL is enabled, select the appropriate SSL alias configuration from the list in
the SSL configuration field. We will do this later.

Click Apply to keep the settings.

Once finished with the LDAP configuration, save the settings to make it available for WebSphere.
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6. The validation of the user, password, and the setup does not take place in LDAP panel. Validation is
only done when you click OK or Apply in the Global Security panel.

Global Security

Specifies global security configuration for a managed domain. The fellowing steps are required to turn on security. 1) Select the desired User Reqgistry from the left navigation panel and setthe properties in that panel.
2) Enable security in this panel. [i

Configuration

General Properties

Enabled [ Enables security for this WebSphere domain.

Enforce Java 2 Security O [il1f Java 2 Security is enabled and the application policy file is not
setup correctly, the application may fail to run.

Use Domain Qualified User IDs | [[dwhen true, user names returned by methods such as
getUserPrincipal() will be qualified with the security domain in which
they reside

Cache Timeout .|500 [ Timeout value for security cache in seconds.

Issue Permission Warning [{lwhen enabled, a warning will be issued during application

installation, if an application requires a Java 2 Permission that
normally should not be granted to an application

Active Protocol

CSland SAS | ] Specifies the active security authentication protocol when security

is enabled. Possible values are CSI (CSW2), or CSland SAS

Active Authentication Mechanism * | SWAN (Simple WebSphere Authentication Mechanism) ‘ [il Specifies the active authentication mechanism when security is
enabled
ive User Registry ] v pecifies the active user registry when security is enabled.
Active User Regist TDAP [ Specifies the acti jsstry wh ty bled
Use FIPS | [il This will enable the use of FIPS (Federal Information Processing

Standard) approved cryptographic algorithms. Note that setting this
flag does not automatically change the existing JSSE provider in the
Secure Socket Layer configuration. Also note that a FIPS approved
JESE provider only allows TLS as the protocol. Mareover, the FIPS
approved LTPA authentication mechanism is not backward
compatible with the non-FIPS approved LTPA implementation that is
used in all prior versions of WebSphere Application Server products

Apply % Reset|

Cancel |

Additional Properties

Custom Properties |Specifies arbitrary nameivalue pairs of data, where the name is a property key and the value is a string value which can be used to set internal system configuration properties

___a. Click Security -> Global Security. Select the Enabled check box.

___b. Select LDAP as the active user registry.

___c. As afinal step, validate the user and password by clicking OK and Save.

If you receive an error message displayed in the Administrative Console when selecting OK or after
saving global security settings:

"Validation failed for user userid. Please try again..."

Things t

o check:

Any of the settings that enable WebSphere Application Server to communicate with LDAP
might be invalid, such as the LDAP server's user ID, password, host, port, or LDAP filter.
When you select Apply or OK on the Global Security panel, a validation routine connects to
the registry just as it would during runtime when security is enabled. This is done in order to
verify any configuration problems immediately, instead of waiting until the server restarts.

Verify whether your LDAP server requires the Bind Distinguished Name (DN) to find the user
in the LDAP directory. If the bind distinguished name is required, you must specify a DN

instead of a short name. You can specify the bind distinguished name by clicking Security >
User Registries > LDAP in the administrative console. For example, you might add cn=root.

Sometimes the LDAP server might be down during configuration. Verifying your LDAP server
is running. From the Control panel and in the Service panel, check that the IBM Directory
Server is started.
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Note: If you are enabling security for the first time, complete the remaining steps and go to the Global
Security panel. Select LDAP as the Active User Registry. If security is already enabled, but information on this
panel changes, go to the Global Security panel and click OK or Apply to validate your changes. If your
changes are not validated, the server might not come up.

7. You will need to restart the application server in order to make the changes effective.

Testing the connection

When the server starts, go to the Administrative Console; it should ask you for the user name and password
for authentication. This is because Global Security is enabled. Give the user name as wasadmin (or
cn=wasadmin, o=ibm, c=us) and password as password. If you are able to log in successfully, it means your
configuration is working properly.

Things to check if there is a problem with the configuration

1. Check that your user registry is running normally. For instance, if you have an LDAP user registry,
check that the machine is available and that LDAP is running.

2.  Review your security related settings: user registry (LDAP, global security).

3. Be sure that you are using the correct user name and password that goes with the user registry
enabled in the Administrative Console. Verify that your username exists in the registry and that you
are using the correct format for your ID.
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Part 2: Configuring the secure LDAP (LDAPS) connection

Here, the assumption is that you have previously configured WebSphere to successfully authenticate users
against the IBM LDAP Directory Server without using SSL for securing the WebSphere-to-LDAP connection.
This section allows you to configure the LDAP connection for WebSphere Application Server V5 to use SSL by
following the previous steps from Configuring WebSphere to use the LDAP user registry.

Creating the certificate for SSL

This section provides information for the keyring settings needed for the secure LDAP connection over SSL.
» Creating a self-signed certificate for the IBM Directory LDAP peer

To create a self-signed certificate for the IBM Directory LDAP peer, follow the steps:

On the LDAP machine, where the LDAP server is installed, that has Windows system, the process is as
follows.

1. From the Start menu, select Programs -> IBM HTTP Server 1.3.28 -> Start Key Management
Utility.

Note: This is a different version of the ikeyman utility. It works with different types of key stores. Not all key
management utilities are created equal. It is important that you use the IHS Key Management utility when
dealing with keyfiles on the Web server side, and the WebSphere iKeyMan tool when dealing with keyfiles
on the WebSphere application server side.

2. From the menu bar, select Key Database File -> New

New @
Hey database type | CMS -
File Hame: |LDAF’ ey kdh | Browse...

Location: |CALDAPet: |

OK ‘ | Cancel

Select CMS key database file from the Key database type drop-down menu.

Enter a file name for the new key store, LDAPKey. kdb in this example

3
4
5. Enter a path in the Location text area, c: \ LDAP\ et ¢ in this example.
6. Click OK.

7. Enter a password in the Password text area and again in the Confirm Password area.
8

Enable the Stash the password to a file option, which will allow WebSphere Application Server to
make use of the password to gain access to the certificates contained in the key store.

9. Click OK.
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22.
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Click OK to confirm that the password has been stashed.

Password Prompt g|

Password: [~ |

Confirm Password: |~ |

[_] Set expiration time?

[¥] Stash the password to a file?

Password Strength:

: “\.I___H - . -\‘\II—_'H T " \
o > o / A A
| o || Reset || cancel

Now a self-signed certificate can be generated. From the menu bar, select Create -> New Self-
Signed Certificate.

A window will appear requesting information in order to generate the certificate. Enter LDAP SSL as
the Key Label. Ideally, spaces should not be used in the key label.

Select X509 V3 as the Version and 1024 as the Key Size.

The first field of the Common Name is mandatory. The LDAP server name might be entered as the
Common Name, for example: superti ger. austin. i bm com While Organization Unit, Locality
and State/Province are optional fields, it is recommended that appropriate values be entered; for
example: IBM, Austin, TX.

Select the appropriate Country, in our case: US.

Enter 365 as the Validity Period.

Click OK.

The new self-signed certificate should be added to the Personal Certificates list.

It is necessary to extract this certificate so it can be added to the client's trust file later. Click Extract
Certificate at the lower hand right corner.

Select Base64-encoded ASCII data as the Data type.
Enter | BMDI r ect or yCer t . ar mas the Certificate file name.
Enter the directory that will hold the extracted certificate as the Location, in our case:

C.\ LDAP\ et c.
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__23. Click OK.

24, From the menu bar, select Key Database File -> Close. This will close the current key store.
» Creating a keystore for the WebSphere server

To create a key database for the WebSphere LDAP SSL peer, follow the steps:

On the WebSphere server machine, launch the ikeyman tool.

1. Launch the ikeyman tool. It may be started from the command line in the bin directory as
ikeyman.bat (on Windows platforms) or ikeyman.sh (on UNIX platforms).

New @
HKey database type | JKS b

File Hame: |WAS LDAPkKevRIng.jks | Browse...

Locatian: [CiwebSpheralAppServenete] |

| OK | | Cancel

2. From the menu bar, select Key Database File -> New.
3. Ensure that the Key database type is set to JKS. Enter WASLDAPKeyRi ng. j ks as the file name

4. Enter the directory that will hold the key file as the location, in this case:
c:\ Webspher e\ AppServer\etc.

5. 6. Click OK.

Password Prompt [Z|

Password: |~ |

Confirm Password: |""“"“"“1 |

Password Strength:

“/ “/ “/ ./ %/

OK || Clear || Cancel

6. A password prompt will appear. Enter a password and repeat to confirm. This password will be
required to read from or write to this file in the future, so do not forget it. The password strength is
determined by the variety of the characters used in the password.

7. Click OK.
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8. From the menu bar, select Key Database File -> Close. This will close the current key store.

Importing the certificate into the WebSphere server keystore

1. In order to import the certificate into the keystore, you will have to copy over the certificate and the
extracted .arm file to the WebSphere machine. Copy LDAP certificate file created previously on the
LDAP machine C: \ LDAP\ et c\ | BVMDi r ect or yCer t . ar mto the WebSphere server machine.
The source directory in our case is C. \ LDAP\ et ¢ while the destination is:

C. \ WebSpher e\ AppServer\etc

2.  On the WebSphere machine, launch the IBM JKS capable ikeyman version that ships under the
WebSphere bin directory.

3. From the ikeyman menu, select Key Database File -> Open and select the previously created
WebSphereLDAPKeyring.jks file.

4. Atthe password prompt, enter the password for the keyfile, and then click OK.

5. Select Signer Certificates in the drop-down list and click the Add button. This will allow you to
import the public certificate previously extracted from the LDAP server keyfile.

Data type: Base64-encoded ASCII data

Certificate file name: IBMDirectoryCert.arm

Location: c:\WbSphere\ Appserver\etc\
6. Click OK when you are finished.

7. You will be prompted for a label name by which the trusted signer public certificate will be known.
Enter a label for the certificate: WASser ver _cert.

8. Close the key database and quit ikeyman when you are finished.
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Configuring secure sockets layer (SSL) for the lightweight directory access protocol (LDAP) client

We need to configure the keyring for SSL we previously created in “Creating the certificate for SSL” using the
Administrative Console for WebSphere Application Server V5.

SSL Conﬁguratlon Regenoueg b
New

Specifies the list of defined Secure Socket Layer configurations. ]

Configuration

Alias +|LDAP S5 |

General Properties

[l specifies one of the Secure Socket Layer configurations in the
repertoire to use.

Key File Name senerietovASLDAPKeyring jks|

[The fully qualified path to the key file that contains public keys and
perhaps private keys

Key File Password |....... |

[il The password for accessing the key file.

Key File Format

[il The format of the key file

Trust File Name [)serverielcivASLDAPKeyring jks|

[The fully qualified path to a trust file containing the public keys.

Trust File Password |....... |

[il A password for accessing the trust file

Trust File Format JKS v

[ The format of the trust file.

Client Authentication D

[ client authentication is supported by the CSIv2 authentication
protocol only.

Security Level

[il selects from a preconfigured set of security levels.

Cipher Suites

SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_RSA_WITH_3DES_EDE_GBC_SHA

55L_DHE_DS5_EXPORT_WITH_DES40_CBC_SHA w || | Add ==

== Remove

~

[['when specified, overrides the setting of Security Level.

Cryptographic Token O

[il Enables/disables crypto hardware support.

BIondey () Predefined JSSE provider

Select provider | IBMJSSE -

O Custon JSSE provider

Custom provider|

[i The provider refers to a package that supplies a concrete
implementation of a subset of the cryptoaraphy aspects of the Java
Security API. The first button is a list with predefined values of IBM's
JESE providers. IBMJSSEFIPS is the FIPS approved version of the
IBMJSSE provider. The second button is used so specify a custom
provider. Note that Cipher Suites and Protocol values depend on the
Provider. For a custom provider, the Cipher Suites mustinitially be
entered through the Custom Properties panel below.

Protocol

[l Specifies the S5L protocol to be used

App\y| % Reset| Cancel ‘
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From the Administrative Console, click Security -> SSL.
Fill in the configuration values as follows:

= Key File Name: specify the fully qualified file name of the Java Key Store (JKS) key database
previously created. In our example, this is set to
C. \ WebSpher e\ AppSer ver\ et c\ WASLDAPKeyRi ng. j ks.

= Key File Password: state the password used to protect the Java Key Store (JKS) certificate key
database above.

= Key file format: ensure that JKS is selected.

= Trust file name: potentially, you can set this to point to a second Java Key Store (JKS) used for
holding trusted certificate keys. However, if you choose not to differentiate between personal keys
and trusted keys, and opt to use a single key database for both tasks, this field should be set to
the same value as the Key file name. In our example, this is set to
C. \ WebSpher e\ AppSer ver\ et c\ WASLDAPKeyRi ng. j ks.

= Trust file password: state the password used to protect the Java Key Store (JKS) certificate key
database above.

= Trust file format: ensure that JKS is selected.

= Security level: setting this to High will ensure that the strongest SSL encryption algorithms are
used for secure communication. The setting must be compatible with algorithms supported by the
SSL peer.

Click OK when you are done.

Note: If you are using the Default SSL settings to secure the LDAP connection, you have to restart the
server before you can enable SSL for the LDAP User Registry for WebSphere Application Server V5.
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Here, the assumption is again that you have previously configured WebSphere to successfully authenticate
users against the IBM LDAP Directory Server without using SSL for securing the WebSphere-to-LDAP
connection. The LDAP Distinguished Name (DN) and LDAP topology structure do not need to be modified in

any way to support SSL.

LDAP User Registry

LDAP User Registry seftings are used when users and groups reside in an external LDAP directory. When security is enabled and any ofthese properties are changed, please go to the GlobalSecurity panel and click

Apply or OK to validate the changes.

Configuration

General Properties

Server User ID

* |wsadmiﬂ

[iThe user ID under which the server will execute (for security
purposes).

Server User Password

[[dThe password corresponding to the serverld.

Type IBM_Directory_Server [f] The type of LDAP server being connected to.

Haost * |supeniger austin ibm.com ‘ [ilspecifies LDAP server host name

Port |535 [il specifies LDAP server port

Base Distinguished Name (DN) |n=inm [il The base distinguished name of the directory senice, indicating
the starting point for LDAP searches of the directory senice

Bind Distinguished Mame (DN) |cn=root [il The distinguished name for application server to use to bind to
the directory service.

Bind Password |,....., [il The password for the application server to use to bind to the
directory service.

Search Timeout |120 [{l specifies the timeout value in secands for an LDAP server to
respond before aborting a request

Reuse Connection [[should setto checked by default to reuse the LDAP connection.
Setto unchecked only in rare situations where a router is used to
spray requests to multiple LOAP servers and when the router does
not support affinity.

lgnore Case [[when setto true, a case insensitive authorization check will be
performed

SSL Enabled [flwhether secure socket communications is enabled to the LDAP
server. WWhen enabled, the LDAP Secure Socket Layer settings are
used if specified

SSL Configuration

([l specifies the LDAP SSL Settings configuration setting.

Use Tivoli Access Kanager for Account Policies

[{ select this check box to indicate that the Tivoli Access Manager is
used for authentication to honor the password and account policies
This option requires that you have previously installed the Tivoli
Access Manager Server.

Apply % Resetl Cancel|

1. Launch the Administrative Console http://<serverName>:9090/admin. Click Security -> User

Registries -> LDAP.

2. Inthe right hand frame, fill out the Configuration fields as follows:

= Port: specify 636 which correspond to the TCP/IP port listening for SSL enabled LDAP queries on
the remote IBM Directory Server LDAP Directory.

= SSL Enabled: select this check box to enable SSL.

= SSL Configuration: in the drop-down list, you should see the LDAP SSL entry we created

previously; select it.

3. Click Apply.

4. Save the configuration.
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5. Next, we will verify that the Active User Registry in the Global Security panel is set to the
appropriate registry which is supposed to be LDAP Click Security > Global Security. Make sure
that the Enabled check box is checked.

Global Security

Specifies global security configuration for 2 managed domain. The following steps are required to turn on security. 1) Selectthe desired User Registry from the left navigation panel and setthe properties in that panel.
2) Enable security in this panel

Configuration
General Properties

Enabled I [l Enables security for this WebSphere domain.

Enforce Java 2 Security O [i1f Java 2 Security is enabled and the application policy file is not
set up correctly, the application may fail to run

Use Domain Qualified User IDs [l [lwhen true, user names returned by methods such as
getUserPrincipal() will be qualified with the security domain in which
they reside

Cache Timeout o [ Timeout value for security cache in seconds.

GO0
Issue Permission Warning I [lwhen enabled, a warning will be issued during application
[¥]

installation, if an application requires a Java 2 Permission that
narmally should not be granted to an application

Active Protacol CSland SAS v [l specifies the active security authentication protocol when security

is enabled. Possible values are CS1{CSIv2), or CSl and SAS.

Active Authentication Mechanism .‘ LTPA (Light weight Third Party Authentication) - [l Specifies the active authentication mechanism when security is
enabled

Active User Registry LDAP v [il specifies the active user registry when security is enabled

Use FIPS O [{l This will enable the use of FIPS (Federal Information Processing

Standard) approved cryptographic algorithms. Note that setting this
flag does not automatically change the existing JSSE provider in the
Secure Socket Layer configuration. Also note that a FIPS approved
JESE provider only allows TLE as the protocol. Moreover, the FIPS
approved LTPA authentication mechanism is not backward
compatible with the non-FIPS approved LTPA implementation that is
used in all prior versions of WebSphere Application Server products.

App\yl % Reset| Cance\|

Additional Properties
Custom Properties |Specifies arbitrary nameivalue pairs of data, where the name is a property key and the value is a string value which can be used to set internal systemn configuration properties.

6. Make sure that LDAP is selected as the active user registry.

7. As afinal step, validate the user and password by clicking OK and Save.

Note: If you receive an error message when selecting OK:
-Checking your username and password again.

-Verifying your LDAP server is running. From the Control panel and in the Service panel, check that the IBM
Directory Server is started.

8. Re-start WebSphere so that changes can be included next time.

Note: For WebSphere Network Deployment environment: save, stop and start all the WebSphere
Application Servers (cells, nodes and all the application servers). To avoid inconsistencies between the
WebSphere Application Server processes, make sure any changes to the registry are done when all the
processes are running. If any of the processes are down, force synchronization to make sure that process can
come up later. If the server or servers start without any problems, the set up is correct.
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» Testing the connection
% Test form login by bringing up the administrative console:

htt p: // host nane. donai n: 9090/ admi n. A form-based login page appears. Type in the administrative
user ID and password that was used for configuring your user registry when configuring security. it should ask
you for the user name and password for authentication. This is because Global Security is enabled. Give the
user name and password as wasadmin (or cn=wasadmin,o=ibm,c=us) and password as password. If you are
able to log in successfully, it means your configuration is working properly. In addition, when security is
enabled in the product, this server ID and password are authenticated with the registry during the product
startup. If authentication fails, the server does not start.

% Test basic authentication with snoop by accessing the following URL:

https://<fully_qualified_host_name>: 9443/ snoop. You are presented with a login challenge.
Type in the valid user ID and password in your configured user registry. If the login panel fails to appear, there
is a problem.

» Things to check

Like WebSphere Application Server security, SSL can be difficult to configure correctly between components.
Once it is working, there are a few things that can still interfere during run-time.

1. Your certificate could expire. When this happens you will see SSL errors and the components
talking to each other over SSL will no longer work correctly. To fix this, issue new certificates.

2. Afalse indication of expired certificates could happen if the date or time changes on the machines
involved in SSL communication. Check that the times and dates between systems are
synchronized.
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Security Problem Determination
» Checking JVM log files for security related messages

The SystemOut.log for an Application Server, Node Agent, or the Deployment Manager will also indicate
successful starting of the Security Server. There are no special requirements to view this log. It is located in
the installation directory/logs/applicationServerName directory, and by default is
named SystemOut.log. There are two techniques that you can use to view the JVM log for an application
server.

1. View the JVM logs from the administrative console.
___a. Start the administrative console.

___b. Click Troubleshooting > Logs and Trace in the console navigation tree. To view the logs for a
particular server, click on the server name to select it, and then click JVM Logs.

___c. Select the runtime tab.
___d. Click View corresponding to the log you want to view.
2. View the JVM logs from the machine where they are stored.
___a. Go to the machine where the logs are stored.
__b. Open the file in a text editor or drag and drop the file into an editing and viewing program.
» Did security appear to initialize properly?

A lot of security code is visited during initialization. So you will likely see problems there first if the problem is
configuration related. The following sequence of messages generated in the SystemOut.log indicates normal
code initialization of an application server in which the security service has started successfully:

This sequence will vary based on the configuration, but the messages are similar:

SASRas A JSAS0001I: Security configuration initialized.

SASRas A JSAS0002I: Authentication protocol: CSIV2/IBM

SASRas A JSAS0003I: Authentication mechanism: SWAM

SASRas A JSAS0004I: Principal name: MYHOSTNAME/aServerID

SASRas A JSAS0005I: SecurityCurrent registered.

SASRas A JSAS0006I: Security connection interceptor initialized.
SASRas A JSAS0007I: Client request interceptor registered.
SASRas A JSAS0008I: Server request interceptor registered.
SASRas A JSAS0009I: IOR interceptor registered.

NameServerImp I NMSV0720I: Do Security service listener registration.
SecurityCompo A SECJ0242A: Security service is starting
UserRegistryIl A SECJ0136I: Custom Registry:com.ibm.ws.security.registry.nt.
NTLocalDomainRegistryImpl has been initialized
SecurityCompo A SECJ0202A: Admin application initialized successfully
SecurityCompo A SECJ0203A: Naming application initialized successfully
SecurityCompo A SECJ0204A: Rolebased authorizer initialized successfully
SecurityCompo A SECJ0205A: Security Admin mBean registered successfully
SecurityCompo A SECJ0243A: Security service started successfully

A

SecurityCompo SECJ0210A: Security enabled true
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» Errors after enabling LDAP

The following is an example of messages from a server for which LDAP has been specified as the security
mechanism, but the LDAP keys have not been properly configured:

SASRas A JSAS0001I: Security configuration initialized.

SASRas A JSAS0002I: Authentication protocol: CSIV2/IBM

SASRas A JSAS0003I: Authentication mechanism: LTPA

SASRas A JSAS0004I: Principal name: MYHOSTNAME/anID

SASRas A JSAS0005I: SecurityCurrent registered.

SASRas A JSAS0006I: Security connection interceptor initialized.
SASRas A JSAS0007I: Client request interceptor registered.
SASRas A JSAS0008I: Server request interceptor registered.
SASRas A JSAS0009I: IOR interceptor registered.

NameServerImp I NMSV0720I: Do Security service listener registration.

SecurityCompo A SECJ0242A: Security service is starting

UserRegistryIl A SECJ0136I: Custom Registry:com.ibm.ws.security.registry.nt.
NTLocalDomainRegistryImpl has been initialized

SecurityServe E SECJ0237E: One or more vital LTPAServerObject configuration
attributes are null or not available. The attributes and values are password :

LTPA password does exist, expiration time 30, private key <null>, public key <null>,
and shared key <null>.

» Errors after enabling Secure Sockets Layer, or Secure Sockets Layer-related error messages

A problem with the SSL configuration might lead to the following message. You should ensure that the
keystore location and keystore passwords are valid. Also, ensure the keystore has a valid personal certificate
and that the personal certificate public key or CA root has been extracted on put into the truststore.

If none of these steps solves the problem, check to see if the problem has been identified and documented
using the links in Diagnosing and fixing problems: Resources for learning
(http://publib.boulder.ibm.com/infocenter/ws5lhelp/index.jsp?topic=/com.ibm.websph
ere.base.doc/info/aes/ae/rtrb allrfl.html).

If you do not see a problem that resembles yours, or if the information provided does not solve your problem,
contact IBM support (http://www-
1.ibm.com/support/docview.wss?rs=180&context=SSEQTP&uid=swg21145599) for further
assistance.
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Reference:
» WebSphere Application Server Information Center Version 5

http://www-306.ibm.com/software/webservers/appserv/infocenter.html

» IBM WebSphere V5.0 Security Handbook

http://www.redbooks.ibm.com/redbooks/SG246573.html
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