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» General Background
= Why Application Optimization
= Self Balancing

= Intelligent Load Distribution
— Dynamic Configuration
— Session Affinity
— WLC load distribution algorithm

= Application Routing
= Web 2.0

= Quiesce support
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DataPower SOA Appliances Product Family

Low Latency Appliance XM70 B2B App||ance XB60

High volume, low latency messaging B2B Messaging (AS1/AS2/AS3)

Enhanced QoS and performance
L . X . Trading Partner Profile Management
Simplified, configuration-driven approach to LLM B2B Transaction Viewer

Pyblish/ s_ubs_c_ribe messaging Unparalleled performance
High Availability Simplified management and config

IntegratioHn ﬁpp”%ns%e X150 XML Security Gateway XS40

. ardware . : -

= “Any-to-Any” Conversion at wire-speed with WS-TX . EgﬂigﬁigdsggﬁégyE%?ggszﬁt
= Bridges multiple protocols , =  Fine-grained authorization
* Integrated message-level security = Rich authentication
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Typical DataPower Use Cases

= Functional acceleration

— Example: XSLT, WS Security
Deep-content routing and data aggregation

— Example: XPath (content) routing on Web Service parameters
Application-layer security and threat protection

— Example: XML Denial-of-Service protection, WS Security
Protocol and message bridging

— Example: Convert to WS to legacy Cobol/MQ
= Monitoring and control

— Example: centralized ingress management for all Web Services using ITCAM SOA

In-the-clear
SOAP/HTTP

In-the-clear - -:____ i ______‘_:
SOAP/HTTP Encrypted and ’ = 1 /
Signed SOAP/HTTP : t sz saet

»
»

*%/
% SOAP
G =T >

\
® Cobol/
- I MQ
Appl
Malicious Cobol/MQ
SOAP/HTTP
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Integrated
— Many functions integrated into a single device
— Addresses the divergent needs of different groups (architects, operators, developers)
— Integrates well with other IBM SWG and standards-based products

Hardware reliability
— Dual power supplies, no spinning media, self-healing capability, failover support

Security
— Higher levels of security assurance certifications require hardware (HSM, government
criteria)
— Inline application-aware security filtering and intrusion protection

Higher performance with hardware acceleration
— Wire-speed application-aware parsing and processing
— Ability to perform costly XML security operations without slow downs

= Consumability
— Simplified deployment and management: up in minutes, not hours
— Reduces need for in-house SOA skills & accelerates time to SOA benefits

software



The DataPower Secret Sauce

Everything is viewed as
a transformation that is
extensible via
DataPower custom

Specialized compiler extension functions
technology creates

optimized executable
object code from
transformations (eg.
XSLT) that execute
natively on hardware

High-performing Purpose-built
throughput-optimized hardware to execute
engine yields wire- SOA workloads and
speed capabilities transformations

6 software
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DMZ intranet
Internet [Appliances ONLY] [Software + appliances]
Dat)?gz)c\)/ver \ monitoring WebSphere VE (XD) _
\: application-aware g internal
0S transformations : :
WebSeal |Rrotectici IHS plugin,
users > Proxy Server,
T MY identity 5 Edge Server
- = policy federation =
= = enfgrcement -
¢ extensible 0 QoS poligy
X X
Q SSb rules g enforcement data
- S o ~ center
clouds ‘ ‘ Fine grain ‘ ’°allgr?:ino - WS
Access control | J ; Y/ J2EE
‘ | traftic ‘ traffic caching| Web
| WAN and shapiig shaping REST
connection caching
optimization 10ad /
balancing NEPs
Intrusion
éhreats prevention l
@ intrusion
@ detection
ISS
A i H ] Increased
lance iene processing
pp yg requirements in
the DMZ
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DMz iIntranet

Internet [Appliances ONLY] [Software + appliances]
Application Optimization g internal
(AO) is about leveraging ] user
users application knowledge in
CJ 5 the_ne_twork to be_tter
o = optimize application
- behavior, conformance,
f% and performance dEnE
o o center
clouds -
threats
& (&, SOA and SOA and
() Application Application
Optimization in Optimization in
the DMZ the ESB S—
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Self Balancing and HA of Co-located Appliances

Front-end IP
load balancers
not needed for
AO workloads

Active/Passive
failover of distributor
using standby control

2\
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AP
Service

Clients Provider

L
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Failure of target
appliances are masked
by apprppr_iate_weighted
Self balancing (IP distribution

sSpraying)
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Enabling Self Balancing (3.8.0, AO Option)

Control Panel

|

Ethernet Interface

WLAN Sub-Interface

Metwork Settings
Host Alias

DMS Settings
NTP Service

Telnet Service
S5H Service
Web Management Service

XML Management Interface

User Agent

Peer Group

Load Balancer Group
S0L Data Source
TIBECO EMS

MQ Queue Manager

Firmware Rev: XIB0.37.2.0

Build: Mo pd execitahle was locaed
|BM WebSphere DataPower
cEUpport@us. ibm .com

Copyrig ht 1999-2008 DataPower Techrology,
Inc.

WebSphere. DataPower XI50

admin @ localhost Domain: default w Save Config  Logout

ﬁ Configure Ethernet Interface

Main Shilic Rouks Standby Control
Ethernet Interface: ethd up
Apply | Cancel I Undo | Export | View Log | View Status | Start Packet Capture | Stop Packet Capture | Help
Standby Control /\
Group Virtual IP Enable/Disable Pri First four Last four Auxiliary Virtual IP § Enable/Disable Self
Number Address Preempt Mode L)Ly ication bytes  aut i bytes A (es) Bal Mode
(empty) __/
Add |

/ _El-i- Sla-;;:Ibv Control - Mozilla_l?

https:/flocalhost: 9090/webguiap) <|> I

7) DaTAPOwER | Edit Standby Control

Group Number I 1

Wirtual IP Address I *
Enable/Disable Preempt Mode Onn @Dﬁ

Priority I 100

First four authentication bytes I 35334158

Last four authentication bytes | O 00000000

Auxiliary Virtual IP Address(es) I

Cancel

Apply

WehSphere. i TELH
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Intelligent Load Distribution (3.8.0, AO Option)

Dynamic
Middleware JUUCTTLLTT N
Information ,+** T,

* *

Clients N
WebSphere
(or other)
DataPower performs Service
dynamic back-side , Providers

routing and load
distribution (leveraging R o
dynamic information ‘e, ot
from back-ends) JRRTTTPTT Line
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= Static / Persisted Configuration
—LBGroup configuration saved in non-volatile storage
—Entered by an administrator or through SOMA
—Initial Runtime Configuration
—Static configuration is immediately available after a change is applied
and before any dynamic population takes place.

= Dynamic Configuration
—Runtime only. (Does not show up on configuration panels)
—Qverrides the static configuration when new information is retrieved
 Members added / disabled
 Member weights changed
» Session Affinity tables changed
—Shows up via the Load Balancer Group Status provider

software
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Configure the WebSphere Cell Object

I pataPower XI50 - Configure:Websphere Cell Configuration - Mozilla Firefosx: IBM Edifion - |EI|£|

ilz‘l https:ffdp10.nivt.raleigh.ibm, com: 8080y 7 skipMav=truefscreen=genericDet ailkaction=editfrequestClass=\WCCServicefreques ﬁ

ﬁ Configure WebSphere Cell Configuration

Main

WebSphere Cell Configuration: XDe&lCell [up]

apply I Cancel I Unda | Exl:u:nr't| View Lag | View Status | Help
Adrnin State {» enabled ¢ disabled
Comments |
Deployment Manager Hostname | dphlade34.nivt.raleigh.ibrm.com *
Ceployment Manager Port | anad *
SSL Proxy Profile | {none) ;l + I |
Polling Interval | 10 seconds K
Done dp10.nivt.raleigh.ibm. com:S030 L} v
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Load Balancer Group

ower X150 - Windows Internet Explorer

5\\_-—? - IE' https:/fdpblade11 .nivt.raleigh.ibm.com:QDQD,l'?LI @ Cerkificake Error |E| |E| IGoogIe

_ 1o |

[2]-]

Eil= Edit Wiew Fawvorites Tools Help

Links

9 4k [[E]pataFower XIS0 |

I ﬁ*vgvlﬁ’gagev@Tgolsv

>

Main Health Session Affinity Members

Load Balancer Group: AutolLBGroup [uel

Appl',ll Cancel I Deletel Undol

Admin State

Export | Wiew Log | Wiew Sta

i+ enabled ¢ disabled

Comments

| Uses WCC to retrieve canned result

Algerithm [Round Robin

Retrieve Workload Management Information & o  off *

workload Management Retrieval

=1 =*

I webSphere Cell VI

New Config

webSphere Cell IAutoWCC

JE3 S .
Questions

workload Management Group MName |)cvz(:|uster

Protocol

HTTP
Damp Time [1=z0

Do not Bypass Down State £ on = off
Try Every Serwver Before Failing = an % off
Masquerade As Group Name = on % off

| <1

'7 '7 ,7 ,7 ,7 ,7 'é Internet
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» Cookies — the basis for persistent client state

= Session Affinity - uses cookies to more efficiently provide the persistent
(session) information to an Application by forwarding every request
within a session to the same server.
—Required for efficient Session Management in application servers.

» A Session ID contains a name and a value
— Session information (Ignored by DataPower)
—Routing information (Clone ID, Partition ID, or a hash value)

= With Session Affinity enabled
—If DataPower recognizes the session ID format and can resolve the
routing information, it uses the routing information to forward the
request.
—If no session ID, or the routing information cannot be resolved, the
request is load balanced.

16 software
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= Passive
— Only available though WLM (ODClinfo) feedback
— Least aggressive
— Only applies to WebSphere servers (must understand cookie format)
— DataPower monitors and forwards the requests based on Partition ID or Clone

ID contained in the Session ID.

= Active-Conditional
— Applies to any back-end server
— Set-Cookie monitored on Reply. If present, DataPower inserts its own Set-

Cookie (e.g. DPJSESSIONID)
— DataPower routes any subsequent request based on the DPJSESSIONID.

= Active
— Applies to any back-end server
— Most Aggressive
— Private Cookie (DPJSESSIONID) monitored on Request.
* If present, Request is routed to the corresponding server
* If not present, a Set-Cookie with the private cookie value
(DPJSESSIONID) is inserted into the Reply
* The first request is load balanced. All subsequent requests are forwarded
to the same server as the first request.

software



18

» Imposes weight infrastructure on top of Least Connections.

—The larger the weight, the larger the percentage of connections that will
go to a given server.

—The smaller the number of connections, the more likely that a server will
receive the next connection.

—member_wilc = constant * (member_connections / member_weight); The
member with the lowest member_ wilc receives the next connection
attempt.

» Reference Count used to track number of connections on each member

software



Application Routing (3.8.1, AO option)

““"‘ Appl!c_ation "~.,..
o edition ‘e,
- information %o,
L2 *

ans®

LY_4
T uonip3

Clients

¢ uonip3g

IR (TR (T

DataPower performs

rollout patterns

back-side application WebSphere
routing *and* clean Service
Providers

WeSphere, T
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AORESTful HTTP Method Enhancements
OBetter accessibility to the HTTP verbs

O RESTful Message Processing
QADbility to handle differing payload requirements within a single policy
definition
aBypass “One way exchange pattern”

O RESTful Bridging / Proxy support
QADbility to rewrite HTTP Request line (method (new) + uri)

software
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WebSphere. DataPower XI50
* NewHTTP Input_ encoding E Configure Convert Query Params to XML Action
— JSON encoding

— Converts JSON to JSONX Basic  Advanced

— Specified using the Convert s
HTTP aCtion as defaUIt J https://localhost:9090 - DataPower X540 - Configure:HTTP InplL/= O X

_ gg?]?]tg%SONx 0 JSON ﬂ Configure HTTP Input Conversion Map
stylesheet on box
(jsonx2json.xsl) e SR
— Canned XSD on box HTTP Input Conversion Map
(jsonx.xsd)
B o | _cancel | -
Name | JISONCONVERTER "
Admin State = enabled ¢~ disabled
Comments [ Encode JSON to JSONX
Default Encoding |Jsm |

WehSphere. i TELH



IBM Internal Standardization of JSON modeled in XML
— xmins:json=
— Strict model of RFC 4627 — application/json
— Productized by DataPower and Data Web Service Team

Developed to be generically schema validate-able (json is validated)
— Not an arbitrary representation of JSON data as XML
— Not an attempt to model any XML as JSON

Developed to be a non-lossy transformation of JSON types/data

Useful for everything DataPower
— RESTful json bridge to SOAP

— Threat protection for Ajax clients that use eval(json)

22
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http://www.ibm.com/xmlns/prod/2009/jsonx

A simple JSON object with two properties

{ "First" : "John",
"Last": "Wayne" }

<?xml version="1.0" encoding="UTF-8"?> '
<json:object xsi.schemalocation=
xmins:xsi=
xmlins:json="http://www.ibm.com/xmins/prod/2009/jsonx">
<json:string name="First">John</json:string>
<json:string name="Last">Wayne</json:string>
</json:object>

23 software


http://www.datapower.com/schemas/json json.xsd
http://www.w3.org/2001/XMLSchema-instance

Quiesce Support (3.8.1)

g : G2\
AP
Service

Clients Provider

o
|||||||||‘ﬂ':[ﬂ

= Operational maintenance of DataPower appliances due to
— Upgrade firmware
— Promote configuration packages
— Apply dynamic configuration changes

= Design goals

— Ensure all existing transactions complete without error

— Indicate administrator quiesced state

— Various levels of granularity
* FSPH (configuration changes)
» Service object (configuration changes)
» Application domain (configuration promaotion)
» Entire appliance (firmware upgrades and proactive recycles)

» Usage model
— Prevent new connections from arriving at an appliance through external load balancer
configuration
— Special hooks automatically remove quiesced targets from self-balanced sets

24 software
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Questions?
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