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How to send your comments

Your feedback is important in helping to provide the most accurate and highest quality information.
+ To send comments on articles in the WebSphere Application Server Information Center
1. Display the article in your Web browser and scroll to the end of the article.

2. Click on the Feedback link at the bottom of the article, and a separate window containing an email
form appears.

3. Fill out the email form as instructed, and submit your feedback.
* To send comments on PDF books, you can email your comments to: wasdoc@us.ibm.com.

Your comment should pertain to specific errors or omissions, accuracy, organization, subject matter, or
completeness of this book. Be sure to include the document name and number, the WebSphere
Application Server version you are using, and, if applicable, the specific page, table, or figure number
on which you are commenting.

For technical questions and information about products and prices, please contact your IBM branch office,
your IBM business partner, or your authorized remarketer. When you send comments to IBM, you grant
IBM a nonexclusive right to use or distribute your comments in any way it believes appropriate without
incurring any obligation to you. IBM or any other organizations will only use the personal information that
you supply to contact you about your comments.
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Using this PDF

Links

Because the content within this PDF is designed for an online information center deliverable, you might
experience broken links. You can expect the following link behavior within this PDF:

» Links to Web addresses beginning with http:// work.
» Links that refer to specific page numbers within the same PDF book work.
* The remaining links will not work. You receive an error message when you click them.

Print sections directly from the information center navigation

PDF books are provided as a convenience format for easy printing, reading, and offline use. The
information center is the official delivery format for IBM WebSphere Application Server documentation. If
you use the PDF books primarily for convenient printing, it is now easier to print various parts of the
information center as needed, quickly and directly from the information center navigation tree.

To print a section of the information center navigation:

1. Hover your cursor over an entry in the information center navigation until the Open Quick Menu icon
is displayed beside the entry.

2. Right-click the icon to display a menu for printing or searching your selected section of the navigation
tree.

3. If you select Print this topic and subtopics from the menu, the selected section is launched in a
separate browser window as one HTML file. The HTML file includes each of the topics in the section,
with a table of contents at the top.

4. Print the HTML file.
For performance reasons, the number of topics you can print at one time is limited. You are notified if your

selection contains too many topics. If the current limit is too restrictive, use the feedback link to suggest a
preferable limit. The feedback link is available at the end of most information center pages.
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Chapter 1. Overview and new features for administering
applications and their environments

Use the links provided in this topic to learn about the administrative features.

|What is new for administrators|
This topic provides an overview of new and changed features of system administration.

[Introduction: System administration|
This topic describes the administration of the product and the applications that run on it.

See also|Introduction: Environment| and |Introduction: Variables]|

© IBM Corporation 2003, 2005
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Chapter 2. Administering the Liberty profile

You can administer the Liberty profile from the command prompt, configure it with web server plugins, and
capture its status. You can package a Liberty server configuration along with the applications that it runs,
for distribution to colleagues, or installation on other systems. If available, you can use the Equinox OSGi
console to aid with debugging.

Procedure

« [Edit the Liberty profile using developer tools

« [Configure the Liberty profile runtime environment
« [Capture the status of a Liberty profile server

* [Package a Liberty profile serverf

« [Use an OSGi console]

Liberty profile: Configuration elements in the server.xml file

The application server configuration is described in a series of elements in the server.xml configuration
file. Each element has one or more attributes or sub-elements. This topic contains details of the possible
elements, attributes and sub-elements that can be configured.

List of elements in the server.xml configuration file.
 |“activedLdapFilterProperties” on page 5|

« [“administrator-role” on page 5

+ [“application” on page 6|

« [“application-bnd” on page 6|

[“applicationMonitor” on page 8|

[‘authCache” on page 9|

[‘authData” on page 9

+ [“authentication” on page 10|

[‘basicRegistry” on page 10|

[‘bundleRepository” on page 11|

[‘channelfw” on page 11|

+ [“classloader’ on page 12|

* [“config” on page 13|

[‘connectionManager” on page 13|

[‘customLdapFilterProperties” on page 15

[‘dataSource” on page 16

+ [*domino50LdapFilterProperties” on page 18|
[‘edirectoryLdapFilterProperties” on page 19|

[‘executor” on page 20|

[‘featureManager” on page 21|

[“fileset” on page 22|

[“httpClassification” on page 22|

* [‘httpEncoding” on page 23|

» ['httpEndpoint” on page 31]

* |“httpOptions” on page 33
* |“httpSession” on page 33]

© Copyright IBM Corp. 2012 3



[“httpSessionDatabase” on page 37
[‘idsLdapFilterProperties” on page 41|
[“iplanetLdapFilterProperties” on page 41|
* [jaasLoginContextEntry” on page 42|

. “‘jaasLoginModuIe” on page 42
+ [dbcDriver” on page 43

* |“indiEntry” on pagm

* [ipa” on page 44|

+ |jspEngine” on page 45|

* [‘keyStore” on page 46|

+ [“ldapRegistry” on page 46|

« [“library” on page 50|

+ [“logging” on page 51|

« [“tpa” on page 53|

* [“mimeTypes” on page 53

* [“monitor” on page 53|

+ [“nativeTransactionManager” on page 54|
[“netscapeldapFilterProperties” on page 54|
[‘pluginConfiguration” on page 55|
[“properties” on page 56|

« [‘properties.datadirect.sqlserver” on page 56|
+ [‘properties.db2.i.native” on page 63|
[‘properties.db2.i.toolbox” on page 69|
[‘properties.db2.jcc” on page 80|
[‘properties.derby.client” on page 86|

+ [“properties.derby.embedded” on page 89|
[‘properties.informix” on page 90|
[‘properties.informix.jcc” on page 97|
[“properties.microsoft.sqlserver’ on page 103|
[‘properties.oracle” on page 106

* [“properties.sybase” on page 108
[‘quickStartSecurity” on page 109
[‘safAuthorization” on page 110

* [‘safCredentials” on page 110|

* [‘safRegistry” on page 110
. “‘safRoIeMapper” on pageTO|

* |“securewayldapFilterProperties” on page 111|
* |‘sslI” on page 111|
- ['ssiDefault” on page 112|

+ |“sslOptions” on page 112]

+ [“tcpOptions” on page 112

+ [transaction” on page 112|

« [“trustAssociation” on page 115|
« [“virtualHost” on page 116
[“webAppSecurity” on page 116
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* [‘webContainer” on page 119
+ [‘wimClassification” on page 125
* [zosWorkloadManager” on page 125

activedLdapFilterProperties

Specifies the list of default Active Directory LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal.filters.actived.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(sAMAccountName=%yV)(objectcategory=user))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%v)(objectcategory=group))
true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
user:sAMAccountName
true

groupIdMap
groupldFilter.desc

string
*:cn
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string
memberof:member

true

administrator-role

A collection of users and/or groups assigned the server administrator role. PID is
com.ibm.ws.management.security.role.administrator.

user
User assigned a role.

string
false

group
Group assigned a role.

Chapter 2. Administering the Liberty profile 5



string

false

application
Defines the properties of an application. PID is com.ibm.ws.app.manager.

location
Location of an application expressed as an absolute path or a path relative to the server-level apps
directory.

string
true

name
Name of an application.

string
false

type
Type of application archive.

string
false

context-root
Context root of an application.

string
false

autoStart
Indicates whether or not the server should start the application automatically when the server starts.

boolean
true

false

application-bnd

Binds general deployment information included in the application to specific resources. PID is
com.ibm.ws.javaee.dd.appbnd, and it is the child of complex type “application”.

version
Version of the application bindings specification.

string
false

security-role
A role that is mapped to users and groups in a domain user registry.

name
Name of a security role.

string

true
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user
A user possessing a security role.

name
Name of a user possessing a security role.

string
true

access-id
A user access ID in the general form user:realmName/userUniqueld. A value will be generated
if one is not specified.

string

false

false

group
A group possessing a security role.

name
Name of a group possessing a security role.

string
true

access-id
Group access ID

string

false

false

special-subject
Name of a special-subject possessing a security role.

type
One of the following special subject types: ALL_AUTHENTICATED_USERS, EVERYONE.

string
EVERYONE

ALL_AUTHENTICATED_USERS
All authenticated users

true

false

run-as
ID and password of a user required to access a bean from another bean.

userid
ID of a user required to access a bean from another bean.

string

true
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password
Password of a user required to access a bean from another bean. The value can be stored in
clear text or encoded form. To encode the password, use the securityUtility tool with the
encode option.

password (string)

false
false

false

applicationMonitor

Defines how the server responds to application additions, updates, and deletions. PID is
com.ibm.ws.app.manager.monitor.

pollingRate
Rate at which the server checks for application additions, updates, and deletions. Specify a positive
integer followed by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds
(ms). For example, specify 500 milliseconds as 500ms. You can include multiple values in a single
entry. For example, 1s500ms is equivalent to 1.5 seconds.

string
500ms
false

dropins
Location of the application drop-in directory expressed as an absolute path or a path relative to the
server directory.

string
dropins
false

dropinsEnabled
Monitor the drop-in directory for application additions, updates, and deletions.

boolean
true
false

updateTrigger
Application update method or trigger.

string

polled

polled Server will scan for application changes at the polling interval and update any applications that

have detectable changes.

mbean
Server will only update applications when prompted by an MBean called by an external
program such as an integrated development environment or a management application.

disabled
Disables all update monitoring. Application changes will not be applied while the server is
running.
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false

authCache

Controls the operation of the authentication cache service. PID is
com.ibm.ws.security.authentication.cache.

initialSize
Initial number of entries supported by the authentication cache.
int
50
false

maxSize
Maximum number of entries supported by the authentication cache.

int
25000
false

timeout
Amount of time after which an entry in the cache will be removed. Specify a positive integer followed
by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For example,
specify 500 milliseconds as 500ms. You can include multiple values in a single entry. For example,
1s500ms is equivalent to 1.5 seconds.

string
600s
false

allowBasicAuthLookup
Allow lookup by user ID and hashed password.

boolean
true

false

authData

Authentication data for a JCA connection to an Enterprise Information System (EIS). PID is
com.ibm.ws.security.jca.internal.authdata.config.

user
Name of the user to use when connecting to the EIS.

string
true

password
Password of the user to use when connecting to the EIS. The value can be stored in clear text or
encoded form. It is recommended that you encode the password. To do so, use the securityUtility tool
with the encode option.

password (string)

true
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authentication
Controls the built-in authentication service configuration. PID is com.ibm.ws.security.authentication.

cacheEnabled
Enables the authentication cache.

boolean
true
true

allowHashtableLoginWithIdOnly
Allow an application to login with just an identity in the hashtable properties. Use this option only when
you have applications that require this and have other means to validate the identity.

boolean
false

false

basicRegistry

A simple XML-based user registry. PID is com.ibm.ws.security.registry.basic.config.

realm
The realm name represents the user registry.

string
BasicRegistry
true

user
A user in a Basic User Registry.

name
Name of a user in a Basic User Registry.

string
true

password
Password of a user in a Basic User Registry. The value can be stored in clear text or encoded
form. It is recommended that you encode the password. To do so, use the securityUtility tool with
the encode option.

password (string)

true

false

group
A group in a Basic User Registry.

name
Name of a group in a Basic User Registry.

string
true
member

A member of a Basic User Registry group.
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name
Name of a user in a Basic User Registry group.

string

true
false

false

bundieRepository
EBA bundle repository service. PID is com.ibm.ws.eba.bundle.repository.

filesetRef
Space separated list of fileset references

List of configuration IDs of type fileset (comma-separated string).
false

fileset
Space separated list of fileset references

Element of type fileset.

false

channelfw
Defines channel and chain management settings. PID is com.ibm.ws.channelfw.

chainStartRetrylInterval
Time interval between start retries. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500 milliseconds as
500ms. You can include multiple values in a single entry. For example, 1s500ms is equivalent to 1.5
seconds.

string
5s
false

chainStartRetryAttempts
Number of retry attempts to make per chain.

int
60
false

chainQuiesceTimeout
Default amount of time to wait while quiescing chains. Specify a positive integer followed by a unit of
time, which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500
milliseconds as 500ms. You can include multiple values in a single entry. For example, 1s500ms is
equivalent to 1.5 seconds.

string
30s

false
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warningWaitTime
Amount of time to wait before notifying of a missing factory configuration. Specify a positive integer
followed by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For
example, specify 500 milliseconds as 500ms. You can include multiple values in a single entry. For
example, 1s500ms is equivalent to 1.5 seconds.

string
10s

false

classloader

Classloader Service. PID is com.ibm.ws.classloading.classloader, and it is the child of complex type
“application”.

delegation
Controls whether parent classloader is used before or after this classloader.

string
parentFirst

parentFirst
Parent first

parentLast
Parent last

false

privateLibraryRef
List of library references. Library class instances are unique to this classloader, independent of class
instances from other classloaders.

List of configuration IDs of type library (comma-separated string).
false

commonLibraryRef
List of library references. Library class instances are shared with other classloaders.

List of configuration IDs of type library (comma-separated string).
false

apiTypeVisibility
The types of API package this class loader will be able to see, as a comma-separated list of any
combination of the following: spec, ibm-api, ibm-spi, third-party.

string
spec,ibm-api
false

privateLibrary
List of library references. Library class instances are unique to this classloader, independent of class
instances from other classloaders.

Element of type library.
false

commonLibrary
List of library references. Library class instances are shared with other classloaders.
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Element of type library.

false

config
Defines how the server processes configuration information. PID is com.ibm.ws.config.

onError
Action to take after a incurring a configuration error.

onError
string
WARN

WARN
Server will issue warning and error messages when it incurs a configuration error.

FAIL  Server will issue a warning or error message on the first error occurrence and then stop the
server.

IGNORE
Server will not issue any warning and error messages when it incurs a configuration error.

true

monitorInterval
Rate at which the server checks for configuration updates. Specify a positive integer followed by a unit
of time, which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify
500 milliseconds as 500ms. You can include multiple values in a single entry. For example, 1s500ms
is equivalent to 1.5 seconds.

string
500ms
false

updateTrigger
Configuration update method or trigger.

string
polled

polled Server will scan for changes at the polling interval on all the configuration files and update the
runtime configuration with the changes detected.

mbean
Server will only update the configuration when prompted by an MBean called by an external
program such as an integrated development environment or a management application.

disabled
Disables all update monitoring. Configuration changes will not be applied while the server is
running.

false

connectionManager
Connection Manager configuration. PID is com.ibm.ws.jca.connectionManager.

agedTimeout
Amount of time before a physical connection can be discarded by pool maintenance. A value of -1
disables this timeout. Specify a positive integer followed by a unit of time, which can be hours (h),
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minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include multiple values
in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
-1
false

connectionTimeout
Amount of time after which a connection request times out. A value of -1 disables this timeout. Specify
a positive integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For
example, specify 30 seconds as 30s. You can include multiple values in a single entry. For example,
1m30s is equivalent to 90 seconds.

string
30s
false

maxIdleTime
Amount of time after which an unused or idle connection can be discarded during pool maintenance, if
doing so does not reduce the pool below the minimum size. A value of -1 disables this timeout.
Specify a positive integer followed by a unit of time, which can be hours (h), minutes (m), or seconds
(s). For example, specify 30 seconds as 30s. You can include multiple values in a single entry. For
example, 1m30s is equivalent to 90 seconds.

string
30m
false

maxPoolSize
Maximum number of physical connections for a pool. A value of 0 means unlimited.

int
50
false

minPoolSize
Minimum number of physical connections to maintain in the pool. The pool is not pre-populated. Aged
timeout can override the minimum.

int
false

purgePolicy
Specifies which connections to destroy when a stale connection is detected in a pool.

string
EntirePool

EntirePool
When a stale connection is detected, all connections in the pool are marked stale, and when
no longer in use, are closed.

FailingConnectionOnly
When a stale connection is detected, only the connection which was found to be bad is
closed.
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ValidateAllConnections
When a stale connection is detected, connections are tested and those found to be bad are
closed.

false

reapTime
Amount of time between runs of the pool maintenance thread. A value of -1 disables pool
maintenance. Specify a positive integer followed by a unit of time, which can be hours (h), minutes
(m), or seconds (s). For example, specify 30 seconds as 30s. You can include multiple values in a
single entry. For example, 1m30s is equivalent to 90 seconds.

string
3m
false

maxConnectionsPerThread
Limits the number of open connections on each thread.

int
false

numConnectionsPerThreadLocal
Caches the specified number of connections for each thread.

int

false

customLdapFilterProperties

Specifies the list of default Custom LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal.filters.custom.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(uid=%v)(objectclass=ePerson))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string

(&(cn=
%V)(l(objectclass=groupOfNames)(objectclass=groupOfUniqueNames)(objectclass=groupOfURLS)))

true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
*:uid
true

groupIdMap
groupldFilter.desc

string
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*.cn
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string

ibm-allGroups:member;ibm-

allGroups:uniqueMember;groupOfNames:member;groupOfUniqueNames:uniqueMember

true

dataSource
Defines a data source configuration. PID is com.ibm.ws.jdbc.dataSource.

jndiName
JNDI name for a data source.

string
true

jdbcDriverRef
JDBC driver for a data source.

Configuration ID of type jdbcDriver (string).
false

connectionManagerRef
Connection manager for a data source.

Configuration ID of type connectionManager (string).
false

type
Type of data source.

string

javax.sql.XADataSource
javax.sql.ConnectionPoolDataSource
javax.sql.DataSource

false

connectionSharing
Specifies how connections are matched for sharing.

string
MatchOriginalRequest
MatchOriginalRequest

When sharing connections, match based on the original connection request.

MatchCurrentState

When sharing connections, match based on the current state of the connection.

false

isolationLevel
Default transaction isolation level.
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string

TRANSACTION_READ_UNCOMMITTED
Dirty reads, non-repeatable reads and phantom reads can occur.

TRANSACTION_READ_COMMITTED
Dirty reads are prevented; non-repeatable reads and phantom reads can occur.

TRANSACTION_REPEATABLE_READ
Dirty reads and non-repeatable reads are prevented; phantom reads can occur.

TRANSACTION_SERIALIZABLE
Dirty reads, non-repeatable reads and phantom reads are prevented.

TRANSACTION_SNAPSHOT

Snapshot isolation for Microsoft SQL Server JDBC Driver and DataDirect Connect for JDBC

driver.
false

statementCacheSize
Maximum number of cached statements per connection.

int
10
false

transactional
Enable participation in transactions that are managed by the application server.

boolean
true
false

beginTranForResultSetScrollingAPIs
Attempt transaction enlistment when result set scrolling interfaces are used.

boolean
true
false

beginTranForVendorAPIs
Attempt transaction enlistment when vendor interfaces are used.

boolean
true
false

commitOrRol1backOnCleanup

Determines how to clean up connections that might be in a database unit of work (AutoCommit=false)

when the connection is closed or returned to the pool.
string

commit
Clean up the connection by committing.

rollback
Clean up the connection by rolling back.

false
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queryTimeout

Default query timeout for SQL statements. In a JTA transaction,
syncQueryTimeoutWithTransactionTimeout can override this default. Specify a positive integer followed
by a unit of time, which can be hours (h), minutes (m), or seconds (s). For example, specify 30
seconds as 30s. You can include multiple values in a single entry. For example, 1m30s is equivalent to
90 seconds.

string

false

recoveryAuthDataRef

Authentication data for transaction recovery.
Configuration ID of type authData (string).

false

syncQueryTimeoutWithTransactionTimeout

Use the time remaining (if any) in a JTA transaction as the default query timeout for SQL statements.
boolean
false

false

supplementalJDBCTrace

Supplements the JDBC driver trace that is logged when JDBC driver trace is enabled in
bootstrap.properties. JDBC driver trace specifications include: com.ibm.ws.database.logwriter,
com.ibm.ws.db2.logwriter, com.ibm.ws.derby.logwriter, com.ibm.ws.informix.logwriter,
com.ibm.ws.oracle.logwriter, com.ibm.ws.sqlserver.logwriter, com.ibm.ws.sybase.logwriter.

boolean
false

jdbcDriver
JDBC driver for a data source.

Element of type jdbcDriver.
false

connectionManager
Connection manager for a data source.

Element of type connectionManager.
false

recoveryAuthData
Authentication data for transaction recovery.

Element of type authData.

false

domino50LdapFilterProperties

Specifies the list of default Domino® LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal.filters.domino50.

userFilter
An LDAP filter clause for searching the user registry for users.

string
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(&(uid=%vV)(objectclass=Person))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%v)(objectclass=dominoGroup))
true

userIdMap

An LDAP filter that maps the name of a user to an LDAP entry.

string
person:uid
true

groupIdMap
groupldFilter.desc

string
*ien
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string
dominoGroup:member

true

edirectoryLdapFilterProperties

Specifies the list of EDirectory LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal.filters.eDirectory.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(cn=%vV)(objectclass=Person))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%v)(objectclass=groupOfNames))
true

userIdMap

An LDAP filter that maps the name of a user to an LDAP entry.

string
person:cn

true
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groupIdMap
groupldFilter.desc

string
*.en
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string
groupOfNames:member

true

executor
Defines threading and execution settings for the server. PID is com.ibm.ws.threading.

name
Name of the executor for which the thread is performing work.

string
Default Executor
false

maxThreads
Maximum number of threads that can be associated with the executor. If greater than 0, this value
must be greater than or equal to the value of coreThreads. If the value of maxThreads is less than or
equal to 0, the maximum number of threads is unbounded.

int
-1
false

coreThreads
Steady-state or core number of threads to associate with the executor. The number of threads
associated with the executor will quickly grow to this number. If this value is less than 0, a default
value is used. This default value is calculated based on the number of hardware threads on the
system.

int
-1
false

keepAlive
Amount of time to keep an idle thread in the pool before allowing it to terminate. Specify a positive
integer followed by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds
(ms). For example, specify 500 milliseconds as 500ms. You can include multiple values in a single
entry. For example, 1s500ms is equivalent to 1.5 seconds.

string
60s

false
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stealPolicy
The work-stealing policy to employ. The options for this policy determine how work is queued, and how
threads obtain queued work.

string
STRICT

STRICT
All threads that generate work own a local work pile. Threads that are associated with the
executor take work from other threads when the local work pile is exhausted.

LOCAL
A global work queue is used for work that is generated by threads that are not associated with
the executor. Work generated by threads associated with the executor are placed on a local
work pile. This work pile is owned by the generating thread, unless another thread steals it.
Threads that are associated with the executor take work associated with other threads if the
local work pile is empty and there is no work on the global work queue.

NEVER
A global work queue is used to feed work to threads that are associated with the executor. No
stealing will occur.

false

rejectedWorkPolicy
Policy to employ when the executor is unable to stage work for execution.

string
ABORT

ABORT
Raise an exception.

CALLER_RUNS
Execute the work immediately on the caller's thread.

false

featureManager
Defines how the server loads features. PID is com.ibm.ws.kernel.feature.

onError
Action to take after a failure to load a feature.

onError
string
WARN

WARN
Server will issue warning and error messages when it incurs a feature configuration error.

FAIL  Server will issue a warning or error message on the first feature configuration error occurrence
and then stop the server.

IGNORE
Server will not issue any warning and error messages when it incurs a feature configuration
error.
true
feature
string
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false

fileset
Fileset Service. PID is com.ibm.ws.kernel.metatype.helper.fileset.
dir

The base directory to search for files.

string

true

caseSensitive
Boolean to indicate whether or not the search should be case sensitive (default: true).

boolean
true
false

includes
The comma or space separated list of file name patterns to include in the search results (default: *).

string
false

excludes
The comma or space separated list of file name patterns to exclude from the search results, by default
no files are excluded.

string
false

scanInterval
Scanning interval to check the fileset for changes as a long with a time unit suffix h-hour, m-minute,
s-second, ms-millisecond (e.g. 2ms or 5s). Disabled (scaninterval=0) by default. Specify a positive
integer followed by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds
(ms). For example, specify 500 milliseconds as 500ms. You can include multiple values in a single
entry. For example, 1s500ms is equivalent to 1.5 seconds.

string
0

false

httpClassification

zos.wim.httpclassification.config.description. PID is com.ibm.ws.zos.wim.httpclassification, and it is the child
of complex type “wimClassification”.

transactionClass
Defines the priority

string
false

host
Defines which host to map the transaction class to

22 Administering applications and their environment



string
false

port
Defines which port to map the transaction class to

string
false

resource
Defines the URI to use when mapping transaction class

string
false

method
Defines the HTTP method to map to

string

*

false

httpEncoding

Configuration properties for the HTTP Transport Encoding service. PID is
com.ibm.ws.transport.http.encoding.

converter.Shift_JIS
Converter for Shift_JIS

string
Cp943C
false

converter.EUC-JP
Converter for EUC-JP

string
Cp33722C
false

converter.EUC-KR
Converter for EUC-KR

string
Cp970
false

converter.EUC_KR
Converter for EUC_KR

string
Cp970
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false

converter.EUC-TW
Converter for EUC-TW

string
Cp964
false

converter.Big5
Converter for Big5

string
Cp950
false

converter.GB2312
Converter for GB2312

string
EUC_CN
false

converter.IS0-2022-KR
Converter for ISO-2022-KR

string
ISO2022KR
false

encoding.en
Encoding for 'en' locale

string
ISO-8859-1
false

encoding. fr
Encoding for 'fr' locale

string
ISO-8859-1
false

encoding.de
Encoding for 'de' locale

string
ISO-8859-1
false

encoding.es
Encoding for 'es' locale

string
ISO-8859-1
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false

encoding.pt
Encoding for 'pt' locale

string
ISO-8859-1
false

encoding.da
Encoding for 'da’ locale

string
ISO-8859-1
false

encoding.ca
Encoding for 'ca' locale

string
ISO-8859-1
false

encoding. fi
Encoding for 'fi' locale

string
ISO-8859-1
false

encoding.it
Encoding for 'it' locale

string
ISO-8859-1
false

encoding.nl
Encoding for 'nl' locale

string
ISO-8859-1
false

encoding.no
Encoding for 'no' locale

string
ISO-8859-1
false

encoding.sv
Encoding for 'sv' locale

string
ISO-8859-1
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false

encoding.is
Encoding for 'is' locale

string
ISO-8859-1
false

encoding.eu
Encoding for 'eu’ locale

string
ISO-8859-1
false

encoding.cs
Encoding for 'cs' locale

string
ISO-8859-2
false

encoding.hr
Encoding for 'hr' locale

string
ISO-8859-2
false

encoding.hu
Encoding for 'hu' locale

string
ISO-8859-2
false

encoding.1t
Encoding for ‘It locale

string
ISO-8859-2
false

encoding.pl
Encoding for 'pl' locale

string
ISO-8859-2
false

encoding.sh
Encoding for 'sh' locale

string
ISO-8859-2
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false

encoding.sk
Encoding for 'sk' locale

string
ISO-8859-2
false

encoding.s]
Encoding for 'sl' locale

string
ISO-8859-2
false

encoding.sq
Encoding for 'sq' locale

string
ISO-8859-2
false

encoding.fo
Encoding for 'fo' locale

string
ISO-8859-2
false

encoding.ro
Encoding for 'ro' locale

string
ISO-8859-2
false

encoding.mt
Encoding for 'mt' locale

string
ISO-8859-3
false

encoding.et
Encoding for 'et' locale

string
ISO-8859-4
false

encoding.lv
Encoding for 'Iv' locale

string
ISO-8859-4
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false

encoding.be
Encoding for 'be' locale

string
ISO-8859-5
false

encoding.bg
Encoding for 'bg' locale

string
ISO-8859-5
false

encoding.mk
Encoding for 'mk' locale

string
ISO-8859-5
false

encoding.ru
Encoding for 'ru' locale

string
ISO-8859-5
false

encoding.sr
Encoding for 'sr' locale

string
ISO-8859-5
false

encoding.uk
Encoding for 'uk’ locale

string
ISO-8859-5
false

encoding.ar
Encoding for ‘ar' locale

string
ISO-8859-6
false

encoding.fa
Encoding for 'fa’ locale

string
ISO-8859-6
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false

encoding.ms
Encoding for 'ms' locale

string
ISO-8859-6
false

encoding.el
Encoding for ‘el' locale

string
ISO-8859-7
false

encoding.iw
Encoding for 'iw' locale

string
ISO-8859-8
false

encoding.he
Encoding for 'he' locale

string
ISO-8859-8
false

encoding. ji
Encoding for ji' locale

string
ISO-8859-8
false

encoding.yi
Encoding for 'yi' locale

string
ISO-8859-8
false

encoding.tr
Encoding for 'tr' locale

string
ISO-8859-9
false

encoding.th
Encoding for 'th' locale

string

windows-874
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false

encoding.vi
Encoding for 'vi' locale

string
windows-1258
false

encoding. ja
Encoding for ‘ja' locale

string
Shift_JIS
false

encoding.ko
Encoding for 'ko' locale

string
EUC-KR
false

encoding.zh
Encoding for 'zh' locale

string
GB2312
false

encoding.zh_TW
Encoding for 'zh_TW' locale

string
Big5
false

encoding.hy
Encoding for 'hy' locale

string
UTF-8
false

encoding.ka
Encoding for 'ka' locale

string
UTF-8
false

encoding.hi
Encoding for 'hi' locale

string
UTF-8
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false

encoding.mr
Encoding for 'mr' locale

string
UTF-8
false

encoding.sa
Encoding for 'sa’ locale

string
UTF-8
false

encoding.ta
Encoding for 'ta' locale

string
UTF-8
false

encoding.bn
Encoding for 'bn' locale

string
UTF-8

false

httpEndpoint

Configuration properties for an HTTP endpoint. PID is com.ibm.ws.http.

httpOptionsRef
HTTP protocol options for the endpoint.

defaultHTTPVar
Configuration ID of type httpOptions (string).
false

ss10ptionsRef
SSL protocol options for the endpoint.

defaultSSLVar
Configuration ID of type sslOptions (string).
false

tcpOptionsRef
TCP protocol options for the endpoint.

Configuration ID of type tcpOptions (string).
default TCPOptions

false
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enabled
Toggle the availability of an endpoint. When true, this endpoint will be activated by the dispatcher to
handle HTTP requests.

boolean
true
false

host
IP address, domain name server (DNS) host name with domain name suffix, or just the DNS host
name, used by a client to request a resource. Use ™' for all available network interfaces.

string
localhost
false

httpPort
The port used for client HTTP requests. Use -1 to disable this port.

int
false

httpsPort
The port used for client HTTP requests secured with SSL (https). Use -1 to disable this port.

int
false

virtualHost
ID of a configured virtual host. All endpoints are associated with the 'default_host' virtual host by
default.

string
default_host
false

httpOptions
HTTP protocol options for the endpoint.

defaultHTTPVar
Element of type httpOptions.
false

ss10ptions
SSL protocol options for the endpoint.

defaultSSLVar
Element of type sslOptions.
false

tcpOptions
TCP protocol options for the endpoint.

Element of type tcpOptions.
defaultTCPOptions

false
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httpOptions
HTTP protocol configuration. PID is com.ibm.ws.http.options.

keepAliveEnabled
Enables persistent connections (HTTP keepalive). If true, connections are kept alive for reuse by
multiple sequential requests and responses. If false, connections are closed after the response is sent.

boolean
true
false

maxKeepAliveRequests
Maximum number of persistent requests that are allowed on a single HTTP connection if persistent
connections are enabled. A value of -1 means unlimited.

int
100
false

persistTimeout
Amount of time that a socket will be allowed to remain idle between requests. This setting only applies
if persistent connections are enabled. Specify a positive integer followed by a unit of time, which can
be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
30s
false

readTimeout
Amount of time to wait for a read request to complete on a socket after the first read occurs. Specify a
positive integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For
example, specify 30 seconds as 30s. You can include multiple values in a single entry. For example,
1m30s is equivalent to 90 seconds.

string
60s
false

writeTimeout
Amount of time to wait on a socket for each portion of the response data to be transmitted. Specify a
positive integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For
example, specify 30 seconds as 30s. You can include multiple values in a single entry. For example,
1m30s is equivalent to 90 seconds.

string
60s

false

httpSession

Configuration for HTTP session management. PID is com.ibm.ws.session.

storageRef
The ID of the persistent storage location for session data. If no storage location is defined, session
data will be stored in the local application server's memory.
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string
false

ss1TrackingEnabled
Specifies that session tracking uses Secure Sockets Layer (SSL) information as a session ID.

boolean
false
false

urlRewritingEnabled
Specifies that the session management facility uses rewritten URLs to carry the session IDs.

boolean
false
false

protocolSwitchRewritingEnabled
Adds the session ID to a URL when the URL requires a switch from HTTP to HTTPS or from HTTPS
to HTTP.

boolean
false
false

cookiesEnabled
Specifies that session tracking uses cookies to carry session IDs.

boolean
true
false

cookieName
A unique name for a session management cookie.

string
JSESSIONID
false

cookieDomain
Domain field of a session tracking cookie.

string
false

cookieMaxAge
Maximum amount of time that a cookie can reside on the client browser.

int
-1
false

cookiePath
A cookie is sent to the URL designated in the path.

string
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/
false

cookieSecure
Specifies that the session cookies include the secure field.

boolean
false
false

cookieHttpOnly
Specifies that session cookies include the HitpOnly field. Browsers that support the HttpOnly field do
not enable cookies to be accessed by client-side scripts. Using the HttpOnly field will help prevent
cross-site scripting attacks.

boolean
true
false

maxInMemorySessionCount
Maximum number of sessions to maintain in memory for each web module.

int
1000
false

allowOverflow
Allows the number of sessions in memory to exceed the value of the Max in-memory session count

property.
boolean
true
false

invalidationTimeout
Amount of time a session can go unused before it is no longer valid.

long
1800
false

securityIntegrationEnabled
Enables security integration, which causes the session management facility to associate the identity of
users with their HTTP sessions.

boolean
true
false

idLength
Length of the session identifier.

int
23

false
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useContextRootAsCookiePath
Specifies that the cookie path equals the context root of the web module instead of /

boolean
false
false

alwaysEncodeUr]
The Servlet 2.5 specification specifies to not encode the URL on a response.encodeURL call if it is not
necessary. To support backward compatibility when URL encoding is enabled, set this property to true
to call the encodeURL method. The URL is always encoded, even if the browser supports cookies.

boolean
false
false

cloneld
The clone ID of the cluster member. Within a cluster, this ID must be unique to maintain session
affinity. When set, this name overwrites the default name generated by the server.

string
false

cloneSeparator
The single character used to separate the session ID from the clone ID in session cookies. The default
value should usually be used. On some Wireless Application Protocol (WAP) devices, a colon (:) is not
allowed, so a plus sign (+) should be used instead. Different values should rarely be used. You should
understand the clone character requirements of other products running on your system before using
this property to change the clone separator character. The fact that any character can be specified as
the value for this property does not imply that the character you specify will function correctly. This fact
also does not imply that IBM® is responsible for fixing any problem that might arise from using an
alternative character.

string

false

debugCrossover
Enable this option to perform additional checks to verify that only the session associated with the
request is accessed or referenced, and log messages if any discrepancies are detected. Disable this
option to skip the additional checks.

boolean
false
false

forceInvalidationMultiple
If your requests normally are not bound by a response time limit, specify 0 to indicate that the session
manager should wait indefinitely until a request is complete before attempting to invalidate the session.
Otherwise, set this property to a positive integer to delay the invalidation of active sessions. Active
timed out sessions will not be invalidated by the first invalidation interval pass, but will be invalidated
by the interval pass based on this value. For example, a value of 2 would invalidate an active session
on the second invalidation interval pass after the session timeout has expired.

int
3
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false

idReuse
In a multi-dVM environment that is not configured for session persistence, setting this property to "true"
enables the session manager to use the same session information for all of a user's requests even if
the web applications that are handling these requests are governed by different JVMs. The default
value for this property is false. Set this property to true if you want to enable the session manager to
use the session ID sent from a browser to preserve session data across web applications that are
running in an environment that is not configured for session persistence.

boolean
false
false

noAdditionalInfo
Forces removal of information that is not needed in session identifiers.

boolean
false
false

reaperPollInterval
The wake-up interval, in seconds, for the process that removes invalid sessions. The minimum value is
30 seconds. If a value less than the minimum is entered, an appropriate value is automatically
determined and used. This value overrides the default installation value, which is between 30 and 360
seconds, based off the session timeout value. Because the default session timeout is 30 minutes, the
reaper interval is usually between 2 and 3 minutes.

long
-1
false

rewriteld
Use this property to change the key used with URL rewriting.

string
jsessionid
false

securityUserIgnoreCase
Indicates that the session security identity and the client security identity should be considered a
match even if their cases are different. For example, when this property is set to true, the session
security identity USER1 matches the client security identities User1 and user1.

boolean
false

false

httpSessionDatabase
Controls how HTTP sessions are persisted to a database. PID is com.ibm.ws.session.db.

dataSourceRef
The ID of the data source the session manager should use to persist HTTP session data.

string

true
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useMultiRowSchema
When enabled, each session data attribute is placed in a separate row in the database, allowing larger
amounts of data to be stored for each session. This configuration can yield better performance when
session attributes are very large and few changes are required to the session attributes. When
disabled, all session data attributes are placed in the same row for each session.

boolean
false
false

db2RowSize
Table space page size configured for the sessions table, if using a DB2® database. Increasing this
value can improve database performance in some environments.

string
4KB

4KB Use the default table space page size of 4 KB. You do not need to create a DB2 buffer pool or
table space, and you do not need to specify a table space name.

8KB Use a table space page size of 8 KB. You must additionally create a DB2 buffer pool and table
space, and specify 8KB as the page size for both. You must also specify the name of the table
space you created.

16KB Use a table space page size of 16 KB. You must additionally create a DB2 buffer pool and
table space, and specify 16KB as the page size for both. You must also specify the name of
the table space you created.

32KB Use a table space page size of 32 KB. You must additionally create a DB2 buffer pool and
table space, and specify 32KB as the page size for both. You must also specify the name of
the table space you created.

false

tableSpaceName
Table space to be used for the sessions table. This value is only required when the DB2 Row Size is
greater than 4KB.

string
false

scheduleInvalidation
Enable this option to reduce the number of database updates required to keep the HTTP sessions
alive. Specify the two hours of a day when there is the least activity in the application server. When
this option is disabled, the invalidator process runs every few minutes to remove invalidated HTTP
sessions.

boolean
false
false

scheduleInvalidationFirstHour
Indicates the first hour during which the invalidated sessions are cleared from the persistent store.
Specify this value as an integer between 0 and 23. This value is valid only when schedule invalidation
is enabled.

int
0

false
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scheduleInvalidationSecondHour
Indicates the second hour during which the invalidated sessions are cleared from the persistent store.
Specify this value as an integer between 0 and 23. This value is valid only when schedule invalidation
is enabled.

int
0
false

writeFrequency
Specifies when session data is written to the persistent store. By default, session data is written to the
persistent store after the servlet completes execution. Changing this value can improve performance in
some environments.

string
END_OF_SERVLET_SERVICE

END_OF_SERVLET_SERVICE
Session data is written to the persistent store after the servlet completes execution.

MANUAL_UPDATE
A programmatic sync on the IBMSession object is required to write the session data to the
persistent store.

TIME_BASED_WRITE
Session data is written to the persistent store based on the specified write interval value.

false

writeInterval
Number of seconds that should pass before writing session data to the persistent store. The default is
120 seconds. This value is only used when a time based write frequency is enabled.
int
120
false

writeContents
Specifies how much session data should be written to the persistent store. By default, only updated
attributes are written, but all attributes can be written instead (regardless of whether or not they
changed).

string
ONLY_UPDATED_ATTRIBUTES

ONLY_UPDATED_ATTRIBUTES
Only updated attributes are written to the persistent store.

ALL_SESSION_ATTRIBUTES
All attributes are written to the persistent store.

false

noAffinitySwitchBack
Set this property to "true" to maintain affinity to the new member even after original one comes back
up. When a cluster member fails, its requests routed to a different cluster member, and sessions are
activated in that other member. Thus, session affinity is maintained to the new member, and when
failed cluster member comes back up, the requests for sessions that were created in the original
cluster member are routed back to it. Allowed values are true or false, with the default being false. Set
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this property to true when you have distributed sessions configured with time-based write. Note that
this property has no affect on the behavior when distributed sessions is not enabled.

boolean
false
false

onlyCheckInCacheDuringPrelInvoke
A value of true indicates that the last access time of a session should only be updated if a request
gets the session. A value of false indicates that the last access time of a session should be updated
upon every request. Changing this value can improve performance in some environments.

boolean
false
false

optimizeCacheIdIncrements
If the user's browser session is moving back and forth across multiple web applications, you might see
extra persistent store activity as the in-memory sessions for a web module are refreshed from the
persistent store. As a result, the cache IDs are continually increasing and the in-memory session
attributes are overwritten by those of the persistent copy. Set this property to true if you want to
prevent the cache IDs from continually increasing. A value of true indicates that the session manager
should assess whether the in-memory session for a web module is older than the copy in persistent
store. If the configuration is a cluster, ensure that the system times of each cluster member are as
identical as possible.

boolean
true
false

tableName
The database table name.

string
sessions
false

useInvalidatedId
Set this property to "true" to reuse the incoming ID if the session with that ID was recently invalidated.
This is a performance optimization because it prevents checking the persistent store.

boolean
true
false

useOracleBlob
Set this property to "true" to create the database table using the Binary Large Object (BLOB) data type
for the medium column. This value increases performance of persistent sessions when Oracle
databases are used. Due to an Oracle restriction, BLOB support requires use of the Oracle Call
Interface (OCI) database driver for more than 4000 bytes of data. You must also ensure that a new
sessions table is created before the server is restarted by dropping your old sessions table or by
changing the datasource definition to reference a database that does not contain a sessions table.

boolean

false
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false

idsLdapFilterProperties

Specifies the list of default IBM Directory Server LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal filters.ids.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(uid=%vV)(objectclass=ePerson))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string

(&(cn=
%V)(l(objectclass=groupOfNames)(objectclass=groupOfUniqueNames)(objectclass=groupOfURLSs)))

true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
*:uid
true

groupIdMap
groupldFilter.desc
string
*:en
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string

ibm-allGroups:member;ibm-
allGroups:uniqueMember;groupOfNames:member;groupOfUniqueNames:uniqueMember

true

iplanetLdapFilterProperties

Specifies the list of default IPlanet LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal filters.iPlanet.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(uid=%v)(objectclass=inetOrgPerson))

true
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groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%v)(objectclass=Idapsubentry))
true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
inetOrgPerson:uid
true

groupIdMap
groupldFilter.desc

string
*.cn
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string
nsRole:nsRole

true

jaasLoginContextEntry

The JAAS login context entry configuration. PID is
com.ibm.ws.security.authentication.internal.jaas.jaasLoginContextEntry.

name
Name of a JAAS configuration entry.

string
true

loginModuleRef
A reference to the ID of a JAAS login module.

string

true

jaasLoginModule

A login module in the JAAS configuration. PID is
com.ibm.ws.security.authentication.internal.jaas.jaasLoginModuleConfig.

className
Fully-qualified package name of the JAAS login module class.

string

true
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controlFlag
The login module's control flag. Valid values are REQUIRED, REQUISITE, SUFFICIENT, and
OPTIONAL.

string
REQUIRED
REQUIRED

This LoginModule is REQUIRED as per the JAAS specification. The LoginModule is required

to succeed.

REQUISITE
controlFlag.REQUISITE

SUFFICIENT
This LoginModule is SUFFICIENT as per the JAAS specification. The LoginModule is not

required to succeed. If authentication is successful, no other LoginModules will be called and

control is returned to the caller.

OPTIONAL
This LoginModule is OPTIONAL as per the JAAS specification. The LoginModule is not
required to succeed.

true

libraryRef
A reference to the ID of the shared library configuration.

Configuration ID of type library (string).
false

library
A reference to the ID of the shared library configuration.

Element of type library.
false

options
optionsRef.desc

false

jdbcDriver
Identifies a JDBC driver. PID is com.ibm.ws.jdbc.jdbcDriver.

libraryRef
Identifies JDBC driver JARs and native files.

Configuration ID of type library (string).
false

javax.sql.XADataSource
JDBC driver implementation of javax.sql.XADataSource.

string
false

javax.sql.ConnectionPoolDataSource
JDBC driver implementation of javax.sql.ConnectionPoolDataSource.

string
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false

javax.sql.DataSource
JDBC driver implementation of javax.sql.DataSource.

string
false

library
Identifies JDBC driver JARs and native files.

Element of type library.

false

jndiEntry

jndi.entry.service.desc. PID is com.ibm.ws.jndi.internal.JNDIEntry.

jndiName
The JNDI name to use for this entry.

string
true

value
The JNDI value to associate with the name.

string
true
jpa
Configuration properties for the Java Persistence API container. PID is com.ibm.ws.jpacomponent.

defaultJtaDataSourcedndiName
Default Java™ Transaction API (JTA) data source JNDI name to be used by applications running in this
server. By default, data sources are JTA. Only data sources that are transactional are allowed in this
field.

string
false

defaultNonJtaDataSourcedndiName
Default non-transactional data source JNDI name to be used by applications running in this server.
Only data sources that have been marked as non-transactional are allowed in this field.

string
false

defaultPersistenceProvider
Default persistence provider.

string
com.ibm.websphere.persistence.PersistenceProviderimpl
false

entityManagerPoolCapacity
EntityManager pool capacity per PersistenceContext reference. The minimum is 0 and the maximum is
500.

int
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-1
false

excludedApplication
An application to be excluded from JPA processing.

string

false

jspEngine
JSP 2.2 configuration. PID is com.ibm.ws.jsp.2.2.

disableJspRuntimeCompilation
Disable compilation of JSPs at runtime.

boolean
false
false

extendedDocumentRoot
Directory that the JSP engine will search for additional JSP files to serve.

string
false

jdkSourceLevel
Default Java source level for JSPs compiled by the JSP engine.

string
15
13
14
15
16
false

keepGenerated
Keep Java source files generated for JSPs.

boolean
false
false

useInMemory
Generate Java source and classes in memory (without writing to disk).

boolean
false
false

recompileJspOnRestart
Recompile JSPs after an application is restarted. JSPs are recompiled on first access.

boolean
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false
false

useImplicitTaglLibs
Allow JSPs to use jsx and tsx tag libs.

boolean
true
false

disableResourceInjection
Disable injection of resources into JSPs.

boolean
false

false

keyStore

A repository of security certificates used for SSL encryption. PID is com.ibm.ws.ssl.keystore.

password
The password used to load the keystore file. The value can be stored in clear text or encoded form.
Use the securityUltility tool to encode the password.

password (string)
false

location
An absolute or relative path to the keystore file. If a relative path is provided, the server will attempt to
locate the file in the ${server.config.dir}/resources/security directory. Use the keystore file for a
file-based keystore, the keyring name for SAF keyrings, or the device configuration file for hardware
cryptography devices. In the SSL minimal configuration, the location of the file is assumed to be
${server.config.dir}/resources/security/key.jks.

string
${server.output.dir}/resources/security/key.jks

false

type
A keystore type supported by the target SDK.

string
jks

false

IdapRegistry
Configuration properties for an LDAP user registry. PID is com.ibm.ws.security.registry.ldap.config.

host
Address of the LDAP server in the form of a IP address or a domain name service (DNS) name.

string
true
port
Port number of the LDAP server.
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int
true

baseDN
Base distinguished name (DN) of the directory service, which indicates the starting point for LDAP
searches in the directory service.

string
true

1dapType
Type of LDAP server to which a connection will be established.

string

Microsoft Active Directory
actived

Custom

IBM Lotus® Domino
domino50

Novell eDirectory
edirectory

IBM Tivoli® Directory Server
ibm_dir_server

Sun Java System Directory Server
iplanet

Netscape Directory Server
netscape

IBM SecureWay Directory Server
secureway

true

realm
The realm name represents the user registry.

string
LdapRegistry
false

bindDN
Distinguished name (DN) for the application server, which is used to bind to the directory service.

string
false

bindPassword
Password for the bind DN. The value can be stored in clear text or encoded form. It is recommended
that you encode the password. To do so, use the securityUtility tool with the encode option.

password (string)
false

ignoreCase
Perform a case-insensitive authentication check.
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boolean
true
false

recursiveSearch
Performs a nested group search. Select this option only if the LDAP server does not support recursive
server-side searches.

boolean
false
false

reuseConnection
Requests the application server to reuse the LDAP server connection.

boolean
true
false

ss1Enabled
Indicates whether an SSL connection should be made to the LDAP server.

boolean
false
false

ss1Ref
ID of the SSL configuration to be used to connect to the SSL-enabled LDAP server.

string
false

searchTimeout
Maximum time for an LDAP server to respond before a request is canceled. Specify a positive integer
followed by a unit of time, which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For
example, specify 500 milliseconds as 500ms. You can include multiple values in a single entry. For
example, 1s500ms is equivalent to 1.5 seconds.

string
2m
false

activedFiltersRef
Specifies the list of default Active Directory LDAP filters.

Configuration ID of type activedLdapFilterProperties (string).
false

customFiltersRef
Specifies the list of default Custom LDAP filters.

Configuration ID of type customLdapFilterProperties (string).
false

domino50FiltersRef
Specifies the list of default Domino LDAP filters.
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Configuration ID of type domino50LdapFilterProperties (string).
false

edirectoryFiltersRef
Specifies the list of EDirectory LDAP filters.

Configuration ID of type edirectoryLdapFilterProperties (string).
false

idsFiltersRef
Specifies the list of default IBM Directory Server LDAP filters.

Configuration ID of type idsLdapFilterProperties (string).
false

iplanetFiltersRef
Specifies the list of default IPlanet LDAP filters.

Configuration ID of type iplanetLdapFilterProperties (string).
false

netscapeFiltersRef
Specifies the list of default Netscape LDAP filters.

Configuration ID of type netscapelLdapFilterProperties (string).
false

securewayFiltersRef
Specifies the list of default SecureWay LDAP filters.

Configuration ID of type securewaylLdapFilterProperties (string).

false

failoverServers
List of LDAP failover servers.

List of LDAP failover servers.

name
failoverServers.name.desc

string
false

server
Configuration properties for LDAP failover server.

Configuration properties for LDAP failover server.
host

LDAP server host name, which can be either an IP address or a domain name service (DNS)

name.
string
true

port
LDAP failover server port.

int

true
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false
false

activedFilters
Specifies the list of default Active Directory LDAP filters.

Element of type activedLdapFilterProperties.
false

customFilters
Specifies the list of default Custom LDAP filters.

Element of type customLdapFilterProperties.
false

domino50Filters
Specifies the list of default Domino LDAP filters.

Element of type domino50LdapFilterProperties.
false

edirectoryFilters
Specifies the list of EDirectory LDAP filters.

Element of type edirectoryLdapFilterProperties.
false

idsFilters
Specifies the list of default IBM Directory Server LDAP filters.

Element of type idsLdapFilterProperties.
false

iplanetFilters
Specifies the list of default IPlanet LDAP filters.

Element of type iplanetLdapFilterProperties.
false

netscapeFilters
Specifies the list of default Netscape LDAP filters.

Element of type netscapelLdapFilterProperties.
false

securewayFilters
Specifies the list of default SecureWay LDAP filters.

Element of type securewaylLdapFilterProperties.

false

library

Shared Library. PID is com.ibm.ws.classloading.sharedlibrary.

name
Name of shared library for administrators

string

false
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description
Description of shared library for administrators

string
false

filesetRef
Id of referenced Fileset

List of configuration IDs of type fileset (comma-separated string).
false

apiTypeVisibility
The types of API package this library's class loader will be able to see, as a comma-separated list of
any combination of the following: spec, ibm-api, ibm-spi, third-party.

string
spec,ibm-api
false

fileset
Id of referenced Fileset

Element of type fileset.

false

logging

Controls the output of log and trace messages. PID is com.ibm.ws.logging.

maxFileSize
Maximum size of a log file, in megabytes, before being rolled over; a value of 0 means no limit.

com.ibm.ws.logging.max.file.size
int

20

false

maXF|\1/I1<'=1(§<?mum number of log files that will be kept, before the oldest file is removed; a value of 0 means no
limit.
com.ibm.ws.logging.max.files
int
2
false

logDirectory
Location to which all log files will be written. The default value is ${server.output.dir}/logs.

com.ibm.ws.logging.log.directory
string
${server.output.dir}/logs

false
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messageFileName
Name of the file to which message output will be written relative to the configured log directory. The
default value is messages.log.

com.ibm.ws.logging.message.file.name
string

messages.log

false

traceFileName
Name of the file to which trace output will be written relative to the configured log directory. The default
value is trace.log.

com.ibm.ws.logging.trace.file.name
string

trace.log

false

traceSpecification
A trace specification that conforms to the trace specification grammar and specifies the initial state for
various trace components. An empty value is allowed and treated as 'disable all trace'. Any component
that is not specified is initialized to a default state of disabled.

com.ibm.ws.logging.trace.specification
string

*=info=enabled

false

traceFormat
This format is used for the trace log.

com.ibm.ws.logging.trace.format
string
ENHANCED

BASIC
Use the basic trace format.

ENHANCED
Use the enhanced basic trace format.

ADVANCED
Use the advanced trace format.

false

consolelLoglLevel
The logging level used to filter messages written to system streams. The default value is audit.

com.ibm.ws.logging.console.log.level
string
AUDIT

INFO Info, audit, and warning messages will be written to the system output stream. Error messages
will be written to the system error stream.
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AUDIT

Audit and warning messages will be written to the system output stream. Error messages will

be written to the system error stream.
WARNING

Warning messages will be written to the system output stream. Error messages will be written

to the system error stream.

ERROR
Error messages will be written to the system error stream.

OFF

false

Itpa
Lightweight Third Party Authentication (LTPA) token configuration. PID is
com.ibm.ws.security.token.ltpa.LTPAConfiguration.

keysFileName
Path of the file containing the token keys.

string
${server.config.dir}/resources/security/Itpa.keys
false

keysPassword
Password for the token keys. The value can be stored in clear text or encoded form. It is

recommended to encode the password, use the securityUtility tool with the encode option.

password (string)
{xor}CDo9Hgw=
false

expiration
Amount of time after which a token expires in minutes.

long
120

false

mimeTypes
Definition of mime types shared by all http virtual hosts. PID is com.ibm.ws.http.mimetype.

type

Definition of mime type as id=value. Use the extension as the id, and the associated type as the value.

string

false

monitor

Configuration for Monitoring. PID is com.ibm.ws.monitor.internal.MonitoringFrameworkExtender.

enableTraditionalPMI
Internal Property to enable or disable Traditional PMI

boolean
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false

false

nativeTransactionManager
Configures the RRS Native Transaction Manager. PID is com.ibm.ws.zos.tx.

shutdownTimeout

The amount of time to wait before allowing the native context manager to stop if one or more native
contexts are in-use. A native context is considered in-use if it contains an RRS unit of recovery with
one or more interests. Specify a positive integer followed by a unit of time, which can be hours (h),
minutes (m), seconds (s), or milliseconds (ms). For example, specify 500 milliseconds as 500ms. You

can include multiple values in a single entry. For example, 1s500ms is equivalent to 1.5 seconds.
string

15s

false

resourceManagerNamePrefix
The resource manager prefix to be used as part of the server generated resource manager name.

string
DEFAULT

false

netscapelLdapFilterProperties

Specifies the list of default Netscape LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal.filters.netscape.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(uid=%v)(objectclass=inetOrgPerson))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%vV)(l(objectclass=groupOfNames)(objectclass=groupOfUniqueNames)))
true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
inetOrgPerson:uid
true

groupIdMap
groupld.desc

string

*.cn
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true

groupMemberIdMap

An LDAP filter that identifies user to group memberships.

string

groupOfNames:member;groupOfUniqueNames:uniqueMember

true

pluginConfiguration

Generate plugin configuration. PID is com.ibm.ws.generatePluginConfig.

pluginInstallRoot

Web container plugin installation position in file system

string

false

webserverPort
Web server HTTP port

string
80
false

webserverSecurePort
Web server HTTPS port

string
443
false

ss1KeyringLocation
Location of SSL keyring

string
PATH/FILE
false

ss1StashfilelLocation
Location of SSL stashfile

string
PATH/FILE
false

ss1Certlabel
SSL cert label

string
REPLACE

false
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properties

List of JDBC vendor properties for the data source. For example, databaseName="dbname"
serverName="localhost" portNumber="50000". PID is com.ibm.ws.jdbc.dataSource.properties, and it is the
child of complex type “dataSource”.

databaseName
JDBC driver property: databaseName.

string
false

serverName
Server where the database is running.

string
false

portNumber
Port on which to obtain database connections.

int
false

URL
URL for connecting to the database.

string
false

user
Database user name.

string
false

password
Password for database user.

password (string)

false

properties.datadirect.sqlserver

Data source properties for the DataDirect Connect for JDBC driver for Microsoft SQL Server. PID is
com.ibm.ws.jdbc.dataSource.properties.datadirect.sqlserver, and it is the child of complex type
“dataSource”.

databaseName
JDBC driver property: databaseName.

string
false

serverName
Server where the database is running.

string
localhost

false
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portNumber
Port on which to obtain database connections.

int
1433
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

accountingInfo
JDBC driver property: accountinginfo.

string
false

alternateServers
JDBC driver property: alternateServers.

string
false

alwaysReportTriggerResults

JDBC driver property: alwaysReportTriggerResults.

boolean
false

applicationName
JDBC driver property: applicationName.

string
false

authenticationMethod
JDBC driver property: authenticationMethod.

string

auto

kerberos

ntim
userldPassword
false

bulkLoadBatchSize
JDBC driver property: bulkLoadBatchSize.

long
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false

bulkLoadOptions
JDBC driver property: bulkLoadOptions.

long
false

clientHostName
JDBC driver property: clientHostName.

string
false

clientUser
JDBC driver property: clientUser.

string
false

codePageOverride
JDBC driver property: codePageOverride.

string
false

connectionRetryCount
JDBC driver property: connectionRetryCount.

int
false

connectionRetryDelay
JDBC driver property: connectionRetryDelay. Specify a positive integer followed by a unit of time,
which can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You
can include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

convertNull
JDBC driver property: convertNull.

int
false

dateTimeInputParameterType
JDBC driver property: dateTimelnputParameterType.

string

auto

dateTime
dateTimeOffset
false

dateTimeOQutputParameterType
JDBC driver property: dateTimeOutputParameterType.

string
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auto

dateTime
dateTimeOffset
false

describeInputParameters
JDBC driver property: describelnputParameters.

string

describeAll
describelfDateTime
describelfString
noDescribe

false

describeQutputParameters
JDBC driver property: describeOutputParameters.

string

describeAll
describelfDateTime
describelfString
noDescribe

false

enableBulkLoad
JDBC driver property: enableBulkLoad.

boolean
false

enableCancelTimeout
JDBC driver property: enableCancelTimeout.

boolean
false

encryptionMethod
JDBC driver property: encryptionMethod.

string
noEncryption
loginSSL
requestSSL
SSL

false

failoverGranularity
JDBC driver property: failoverGranularity.

string
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atomic
atomicWithRepositioning
disablelntegrityCheck
nonAtomic

false

failoverMode
JDBC driver property: failoverMode.

string
connect
extended
select
false

failoverPreconnect
JDBC driver property: failoverPreconnect.

boolean
false

hostNameInCertificate
JDBC driver property: hostNamelnCertificate.

string
false

initializationString
JDBC driver property: initializationString.

string
false

insensitiveResultSetBufferSize
JDBC driver property: insensitiveResultSetBufferSize.

int
false
javaDoubleToString
JDBC driver property: javaDoubleToString.
boolean
false
JDBCBehavior
JDBC driver property: JDBCBehavior. Values are: 0 (JDBC 4.0) or 1 (JDBC 3.0).
int
0
0 JDBC 4.0
1 JDBC 3.0
false
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loadBalancing
JDBC driver property: loadBalancing.

boolean
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

longDataCacheSize
JDBC driver property: longDataCacheSize.

int
false

netAddress
JDBC driver property: netAddress.

string
false

packetSize
JDBC driver property: packetSize.

int
false

queryTimeout
queryTimeout.datadirect.sqlserver.desc. Specify a positive integer followed by a unit of time, which can
be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

resultsetMetaDataOptions
JDBC driver property: resultsetMetaDataOptions.

int
false

selectMethod
JDBC driver property: selectMethod.

string
cursor
direct
false

snapshotSerializable
JDBC driver property: snapshotSerializable.

boolean

false
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spyAttributes
JDBC driver property: spyAttributes.

string
false

stringInputParameterType
JDBC driver property: stringlnputParameterType.

string
varchar
nvarchar
varchar
false

stringOutputParameterType
JDBC driver property: stringOutputParameterType.

string
varchar
nvarchar
varchar
false

suppressConnectionWarnings
JDBC driver property: suppressConnectionWarnings.

boolean
false

transactionMode
JDBC driver property: transactionMode.

string
explicit
implicit
false

truncateFractionalSeconds
JDBC driver property: truncateFractionalSeconds.

boolean
false

trustStore
JDBC driver property: trustStore.

string
false

trustStorePassword
JDBC driver property: trustStorePassword.

password (string)

false
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useServerSideUpdatableCursors

JDBC driver property: useServerSideUpdatableCursors.

boolean
false

validateServerCertificate
JDBC driver property: validateServerCertificate.

boolean
false

XATransactionGroup
JDBC driver property: XATransactionGroup.

string
false

XMLDescribeType
JDBC driver property: XMLDescribeType.

string
longvarbinary
longvarchar

false

properties.db2.i.native

Data source properties for the IBM DB2 for i Native JDBC driver. PID is
com.ibm.ws.jdbc.dataSource.properties.db2.i.native, and it is the child of complex type “dataSource”.

databaseName
JDBC driver property: databaseName.

string
*LOCAL
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

access
JDBC driver property: access.

string
all
all

read call
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read only
false

autoCommit
JDBC driver property: autoCommit.

boolean
true
false

batchStyle
JDBC driver property: batchStyle.

string
2.0
2.0
21
false

behaviorOverride
JDBC driver property: behaviorOverride.

int
false

blockSize
JDBC driver property: blockSize.

int
32
0

8
16
32
64
128
256
512
false

cursorHold
JDBC driver property: cursorHold.

boolean
false
false

cursorSensitivity
JDBC driver property: cursorSensitivity. Values are: 0 (TYPE_SCROLL_SENSITIVE_STATIC), 1
(TYPE_SCROLL_SENSITIVE_DYNAMIC), 2 (TYPE_SCROLL_ASENSITIVE).

string
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asensitive
asensitive
sensitive
false

dataTruncation
JDBC driver property: dataTruncation.

string
true
false

dateFormat
JDBC driver property: dateFormat.

string
dmy
eur
mdy
iso
jis
julian
usa
ymd
false
dateSeparator
JDBC driver property: dateSeparator.
string
/ The forward slash character (/).
- The dash character (-).
The period character (.).
, The comma character (,).
b The character b
false
decimalSeparator

JDBC driver property: decimalSeparator.

string
The period character (.).
, The comma character (,).
false
directMap

JDBC driver property: directMap.

boolean
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false
false

doEscapeProcessing
JDBC driver property: doEscapeProcessing.

boolean
true
false

fullErrors
JDBC driver property: fullErrors.

boolean
false

libraries
JDBC driver property: libraries.

string
false

lobThreshold
JDBC driver property: lobThreshold.

int
0
false

lockTimeout
JDBC driver property: lockTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
0
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

maximumPrecision
JDBC driver property: maximumPrecision.

int
31
31
63

false
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maximumScale
JDBC driver property: maximumScale.

int
31
false

minimumDivideScale
JDBC driver property: minimumDivideScale.

int
0
false

networkProtocol
JDBC driver property: networkProtocol.

int
false

portNumber
Port on which to obtain database connections.

int
false

prefetch
JDBC driver property: prefetch.

boolean
true
false

queryOptimizeGoal
JDBC driver property: queryOptimizeGoal. Values are: 1 (*FIRSTIO) or 2 (*ALLIO).

string

2

1 *FIRSTIO
2 *ALLIO
false

reuseObjects
JDBC driver property: reuseObjects.

boolean
true
false

serverName
Server where the database is running.

string

false
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serverTraceCategories
JDBC driver property: serverTraceCategories.

int
0
false

systemNaming
JDBC driver property: systemNaming.

boolean
false
false

timeFormat
JDBC driver property: timeFormat.

string
eur
hms
iso
jis
usa
false
timeSeparator
JDBC driver property: timeSeparator.
string
The colon character (:).
The period character (.).
, The comma character ().
b The character b
false
trace

JDBC driver property: trace.
boolean
false

transactionTimeout
JDBC driver property: transactionTimeout. Specify a positive integer followed by a unit of time, which
can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can
include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
0
false

translateBinary
JDBC driver property: translateBinary.
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boolean
false
false

translateHex

JDBC driver property: translateHex.

string
character
binary
character
false

useBlockInsert

JDBC driver property: useBlockinsert.

boolean
false

false

properties.db2.i.toolbox

Data source properties for the IBM DB2 for i Toolbox JDBC driver. PID is
com.ibm.ws.jdbc.dataSource.properties.db2.i.toolbox, and it is the child of complex type “dataSource”.

serverName

Server where the database is running.

string
true

databaseName

JDBC driver property: databaseName.

string
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

access

JDBC driver property: access.

string
all
all

read call

Chapter 2. Administering the Liberty profile

69



read only
false

behaviorOverride
JDBC driver property: behaviorOverride.

int
false

bidiImplicitReordering
JDBC driver property: bidilmplicitReordering.

boolean
true
false

bidiNumericOrdering
JDBC driver property: bidiNumericOrdering.

boolean
false
false

bidiStringType
JDBC driver property: bidiStringType.

int
false

bigDecimal
JDBC driver property: bigDecimal.

boolean
true
false

blockCriteria
JDBC driver property: blockCriteria. Values are: 0 (no record blocking), 1 (block if FOR FETCH ONLY
is specified), 2 (block if FOR UPDATE is specified).

int

2

0

1

2
false

blockSize
JDBC driver property: blockSize.

int
32
0
8
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16
32
64
128
256
512
false

cursorHold
JDBC driver property: cursorHold.

boolean
false
false

cursorSensitivity
JDBC driver property: cursorSensitivity. Values are: 0 (TYPE_SCROLL_SENSITIVE_STATIC), 1
(TYPE_SCROLL_SENSITIVE_DYNAMIC), 2 (TYPE_SCROLL_ASENSITIVE).

string
asensitive
asensitive
insensitive
sensitive
false

dataCompression
JDBC driver property: dataCompression.

boolean
true
false

dataTruncation
JDBC driver property: dataTruncation.

boolean
true
false

dateFormat
JDBC driver property: dateFormat.

string
dmy
eur
mdy
iso

jis
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julian
usa
ymd
false

dateSeparator
JDBC driver property: dateSeparator.

string
/ The forward slash character (/).
- The dash character (-).
The period character (.).
) The comma character (,).
The space character ().
false
decimalSeparator
JDBC driver property: decimalSeparator.
string
The period character (.).
, The comma character ().
false
driver

JDBC driver property: driver.
string

toolbox

native

toolbox

false

errors
JDBC driver property: errors.

string
basic
basic
full
false

extendedDynamic
JDBC driver property: extendedDynamic.

boolean
false

false
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extendedMetaData
JDBC driver property: extendedMetaData.

boolean
false
false

fullOpen
JDBC driver property: fullOpen.

boolean
false
false

holdInputLocators
JDBC driver property: holdinputLocators.

boolean
true
false

holdStatements
JDBC driver property: holdStatements.

boolean
false
false

isolationLevelSwitchingSupport

JDBC driver property: isolationLevelSwitchingSupport.

boolean
false
false

keepAlive
JDBC driver property: keepAlive.

boolean
false

lazyClose
JDBC driver property: lazyClose.

boolean
false
false

libraries
JDBC driver property: libraries.

string
false

lobThreshold
JDBC driver property: lobThreshold.
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int
0
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

maximumPrecision
JDBC driver property: maximumPrecision.

int

31

31

63 64
false

maximumScale
JDBC driver property: maximumScale.

int
31
false

metaDataSource
JDBC driver property: metaDataSource.

int
1
false

minimumDivideScale
JDBC driver property: minimumDivideScale.

int
0
false

naming
JDBC driver property: naming.

string
sql

sql
system
false

package
JDBC driver property: package.
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string
false

packageAdd
JDBC driver property: packageAdd.

boolean
true
false

packageCCSID
JDBC driver property: packageCCSID. Values are: 1200 (UCS-2) or 13488 (UTF-16).

int

13488

1200 1200 (UCS-2)
13488 13488 (UTF-16)
false

packageCache
JDBC driver property: packageCache.

boolean
false
false

packageCriteria
JDBC driver property: packageCriteria.

string
default
default
select
false

packageError
JDBC driver property: packageError.

string
warning
exception
warning
none
false

packageLibrary
JDBC driver property: packageLibrary.

string
QGPL

false
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prefetch
JDBC driver property: prefetch.

boolean
true
false

prompt
JDBC driver property: prompt.

boolean
false
false

proxyServer
JDBC driver property: proxyServer.

string
false

gaqqiniLibrary
JDBC driver property: qaqginiLibrary.

string
false

queryOptimizeGoal
JDBC driver property: queryOptimizeGoal. Values are: 1 (*FIRSTIO) or 2 (*ALLIO).

int
0
false

receiveBufferSize
JDBC driver property: receiveBufferSize.

int
false

remarks
JDBC driver property: remarks.

string
system
sql
system
false

rollbackCursorHold
JDBC driver property: rollbackCursorHold.

boolean
false

false
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savePasswordWhenSerialized

JDBC driver property: savePasswordWhenSerialized.

boolean
false
false

secondaryUrl
JDBC driver property: secondaryUrl.

string
false

secure
JDBC driver property: secure.

boolean
false
false

sendBufferSize
JDBC driver property: sendBufferSize.

int
false

serverTraceCategories
JDBC driver property: serverTraceCategories.

int
0
false

soLinger

JDBC driver property: soLinger. Specify a positive integer followed by a unit of time, which can be

hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

soTimeout

JDBC driver property: soTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500 milliseconds as
500ms. You can include multiple values in a single entry. For example, 1s500ms is equivalent to 1.5

seconds.
string
false

sort
JDBC driver property: sort.

string
hex
hex

language
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table
false

sortLanguage
JDBC driver property: sortLanguage.

string
false

sortTable
JDBC driver property: sortTable.

string
false

sortWeight
JDBC driver property: sortWeight.

string
shared

ungiue
unique

false

tcpNoDelay
JDBC driver property: tcpNoDelay.

boolean
false

threadUsed
JDBC driver property: threadUsed.

boolean
true
false

timeFormat
JDBC driver property: timeFormat.

string
eur
hms
iso
jis
usa
false

timeSeparator
JDBC driver property: timeSeparator.

string
The colon character (:).

The period character (.).
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, The comma character (,).
The space character ().
false

toolboxTrace
JDBC driver property: toolboxTrace.

string

none
datastream
diagnostic
error
information
warning
conversion
proxy

pcml

jdbc

all

thread
false

trace
JDBC driver property: trace.

boolean
false

translateBinary
JDBC driver property: translateBinary.

boolean
false
false

translateBoolean

JDBC driver property: translateBoolean.

boolean
true
false

translateHex
JDBC driver property: translateHex.

string
character
binary

character

Chapter 2. Administering the Liberty profile

79



false

trueAutoCommit
JDBC driver property: trueAutoCommit.

boolean
false
false

xaLooselyCoupledSupport
JDBC driver property: xaLooselyCoupledSupport.

int
0

false

properties.db2.jcc

Data source properties for the IBM Data Server Driver for JDBC and SQLJ for DB2. PID is
com.ibm.ws.jdbc.dataSource.properties.db2.jcc, and it is the child of complex type “dataSource”.

driverType
JDBC driver property: driverType.
int
4
2 Type 2 JDBC driver.
4 Type 4 JDBC driver.
false

databaseName

JDBC driver property: databaseName.
string
false

serverName
Server where the database is running.

string
localhost
false

portNumber
Port on which to obtain database connections.

int
50000
false

user
Database user name.

string

false
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password
Password for database user.

password (string)
false

blockingReadConnectionTimeout
JDBC driver property: blockingReadConnectionTimeout. Specify a positive integer followed by a unit of
time, which can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s.
You can include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

clientAccountingInformation
JDBC driver property: clientAccountinglnformation.

string
false

clientApplicationInformation
JDBC driver property: clientApplicationIinformation.

string
false

clientRerouteServerListJNDIName
JDBC driver property: clientRerouteServerListINDIName.

string
false

clientUser
JDBC driver property: clientUser.

string
false

clientWorkstation
JDBC driver property: clientWorkstation.

string
false

currentFunctionPath
JDBC driver property: currentFunctionPath.

string
false

currentLockTimeout
JDBC driver property: currentLockTimeout. Specify a positive integer followed by a unit of time, which
can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can
include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

currentPackagePath
JDBC driver property: currentPackagePath.
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string
false

currentPackageSet
JDBC driver property: currentPackageSet.

string
false

currentSQLID
JDBC driver property: currentSQLID.

string
false

currentSchema
JDBC driver property: currentSchema.

string
false

cursorSensitivity
JDBC driver property: cursorSensitivity. Values are: 0 (TYPE_SCROLL_SENSITIVE_STATIC), 1
(TYPE_SCROLL_SENSITIVE_DYNAMIC), 2 (TYPE_SCROLL_ASENSITIVE).

int
0 TYPE_SCROLL_SENSITIVE_STATIC
1 TYPE_SCROLL_SENSITIVE_DYNAMIC
2 TYPE_SCROLL_ASENSITIVE
false
deferPrepares
JDBC driver property: deferPrepares.
boolean
true
false

enableClientAffinitieslList
JDBC driver property: enableClientAffinitiesList. Values are: 1 (YES) or 2 (NO).

int

1 YES
2 NO
false

enableNamedParameterMarkers
JDBC driver property: enableNamedParameterMarkers. Values are: 1 (YES) or 2 (NO).

int

1 YES
2 NO
false
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enableSeamlessFailover

JDBC driver property: enableSeamlessFailover. Values are: 1 (YES) or 2 (NO).

int

1 YES
2 NO
false

enableSysplexWLB
JDBC driver property: enableSysplexWLB.

boolean
false

fetchSize
JDBC driver property: fetchSize.

int
false

fullyMaterializeInputStreams
JDBC driver property: fullyMaterializelnputStreams.

boolean
false

fullyMaterializelobData
JDBC driver property: fullyMaterializeLobData.

boolean
false

keepDynamic
JDBC driver property: keepDynamic.

int
false

kerberosServerPrincipal
JDBC driver property: kerberosServerPrincipal.

string
false

loginTimeout

JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

maxRetriesForClientReroute
JDBC driver property: maxRetriesForClientReroute.

int

false
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queryCloseImplicit
JDBC driver property: queryCloselmplicit. Values are: 1 (QUERY_CLOSE_IMPLICIT_YES) or 2
(QUERY_CLOSE_IMPLICIT_NO).

int
1 QUERY_CLOSE_IMPLICIT_YES
2 QUERY_CLOSE_IMPLICIT_NO
false

queryDataSize
JDBC driver property: queryDataSize.
int
false

readOnly
JDBC driver property: readOnly.
boolean
false

resultSetHoldability

JDBC driver property: resultSetHoldability. Values are: 1 (HOLD_CURSORS_OVER_COMMIT) or 2
(CLOSE_CURSORS_AT_COMMIT).

int

1 HOLD_CURSORS_OVER_COMMIT
2 CLOSE_CURSORS_AT_COMMIT
false

resultSetHoldabilityForCatalogQueries
JDBC driver property: resultSetHoldabilityForCatalogQueries. Values are: 1
(HOLD_CURSORS_OVER_COMMIT) or 2 (CLOSE_CURSORS_AT_COMMIT).

int

1 HOLD_CURSORS_OVER_COMMIT
2 CLOSE_CURSORS_AT_COMMIT
false

retrieveMessagesFromServerOnGetMessage
JDBC driver property: retrieveMessagesFromServerOnGetMessage.

boolean
true
false

retryIntervalForClientReroute
JDBC driver property: retrylntervalForClientReroute. Specify a positive integer followed by a unit of
time, which can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s.
You can include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false
securityMechanism

JDBC driver property: securityMechanism. Values are: 3 (CLEAR_TEXT_PASSWORD_SECURITY), 4
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USER_ONLY_SECURITY), 7 (ENCRYPTED_PASSWORD_SECURITY), 9
ENCRYPTED_USER_AND_PASSWORD_SECURITY), 11 (KERBEROS_SECURITY), 12

ENCRYPTED_USER_PASSWORD_AND_DATA_SECURITY"), 15 (PLUGIN_SECURITY), 16

(

EENCRYPTED_USER_AND_DATA_SECU RITY"),

EENCRYPTED_USER_ONLY_SECURITY).

int
CLEAR_TEXT_PASSWORD_SECURITY
USER_ONLY_SECURITY
ENCRYPTED_PASSWORD_SECURITY
ENCRYPTED_USER_AND_PASSWORD_SECURITY

11 KERBEROS_SECURITY

12 ENCRYPTED_USER_AND_DATA_SECURITY

13 ENCRYPTED_USER_PASSWORD_AND_DATA_SECURITY

15 PLUGIN_SECURITY

16 ENCRYPTED_USER_ONLY_SECURITY

false

sendDataAsIs
JDBC driver property: sendDataAsls.

boolean
false

sqljEnableClassLoaderSpecificProfiles
JDBC driver property: sqljEnableClassLoaderSpecificProfiles.

boolean
false

ss1Connection
JDBC driver property: sslConnection.

boolean
false

streamBufferSize
JDBC driver property: streamBufferSize.

int
false

sysSchema
JDBC driver property: sysSchema.

string
false

traceDirectory
JDBC driver property: traceDirectory.

string

false
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traceFile
JDBC driver property: traceFile.

string
false

traceFileAppend
JDBC driver property: traceFileAppend.

boolean
false

tracelevel
Bitwise combination of the following constant values: TRACE_NONE=0,
TRACE_CONNECTION_CALLS=1, TRACE_STATEMENT_CALLS=2,
TRACE_RESULT_SET_CALLS=4, TRACE_DRIVER_CONFIGURATION=16, TRACE_CONNECTS=32,
TRACE_DRDA_FLOWS=64, TRACE_RESULT_SET_META_DATA=128,
TRACE_PARAMETER_META_DATA=256, TRACE_DIAGNOSTICS=512, TRACE_SQLJ=1024,
TRACE_META_CALLS=8192, TRACE_DATASOURCE_CALLS=16384,
TRACE_LARGE_OBJECT_CALLS=32768, TRACE_SYSTEM_MONITOR=131072,
TRACE_TRACEPOINTS=262144, TRACE_ALL=-1.

int
0
false

useCachedCursor
JDBC driver property: useCachedCursor.

boolean
false

useJDBC4ColumnNameAndLabelSemantics
JDBC driver property: useJDBC4ColumnNameAndLabelSemantics. Values are: 1 (YES) or 2 (NO).

int

1 YES
2 NO
false

useTransactionRedirect
JDBC driver property: useTransactionRedirect.

boolean
false

xaNetworkOptimization
JDBC driver property: xaNetworkOptimization.

boolean

false

properties.derby.client

Data source properties for Derby Network Client JDBC driver. PID is
com.ibm.ws.jdbc.dataSource.properties.derby.client, and it is the child of complex type “dataSource”.
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createDatabase
JDBC driver property: createDatabase.

string

create When the first connection is established, automatically create the database if it doesn't exist.

false Do not automatically create the database.

false

databaseName
JDBC driver property: databaseName.

string
false

serverName
Server where the database is running.

string
localhost
false

portNumber

Port on which to obtain database connections.

int
1527
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

connectionAttributes
JDBC driver property: connectionAttributes.

string
false

loginTimeout

JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

retrieveMessageText
JDBC driver property: retrieveMessageText.

boolean
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true
false

securityMechanism
JDBC driver property: securityMechanism. Values are: 3 (CLEAR_TEXT_PASSWORD_SECURITY), 4
(USER_ONLY_SECURITY), 7 (ENCRYPTED_PASSWORD_SECURITY), 8
(STRONG_PASSWORD_SUBSTITUTE_SECURITY), 9
(ENCRYPTED_USER_AND_PASSWORD_SECURITY).

short
3
3 CLEAR_TEXT_PASSWORD_SECURITY
4 USER_ONLY_SECURITY
7 ENCRYPTED_PASSWORD_SECURITY
8 STRONG_PASSWORD_SUBSTITUTE_SECURITY
9 ENCRYPTED_USER_AND_PASSWORD_SECURITY
false
shutdownDatabase

JDBC driver property: shutdownDatabase.
string

shutdown
Shut down the database when a connection is attempted.

false Do not shut down the database.
false

ssl
JDBC driver property: ssl.

string

basic
peerAuthentication
off

false

traceDirectory
JDBC driver property: traceDirectory.

string
false

traceFile
JDBC driver property: traceFile.

string
false

traceFileAppend
JDBC driver property: traceFileAppend.

boolean

false
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tracelevel
Bitwise combination of the following constant values: TRACE_NONE=0,
TRACE_CONNECTION_CALLS=1, TRACE_STATEMENT_CALLS=2,
TRACE_RESULT_SET_CALLS=4, TRACE_DRIVER_CONFIGURATION=16, TRACE_CONNECTS=32,
TRACE_DRDA_FLOWS=64, TRACE_RESULT_SET_META_DATA=128,
TRACE_PARAMETER_META_DATA=256, TRACE_DIAGNOSTICS=512, TRACE_XA_CALLS=2048,
TRACE_ALL=-1.

int

false

properties.derby.embedded

Data source properties for Derby Embedded JDBC driver. PID is
com.ibm.ws.jdbc.dataSource.properties.derby.embedded, and it is the child of complex type “dataSource”.

createDatabase
JDBC driver property: createDatabase.

string

create When the first connection is established, automatically create the database if it doesn't exist.
false Do not automatically create the database.

false

databaseName
JDBC driver property: databaseName.

string
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

connectionAttributes
JDBC driver property: connectionAttributes.

string
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

shutdownDatabase
JDBC driver property: shutdownDatabase.

Chapter 2. Administering the Liberty profile 89



string

shutdown
Shut down the database when a connection is attempted.

false Do not shut down the database.

false

properties.informix

Data source properties for the Informix® JDBC driver. PID is
com.ibm.ws.jdbc.dataSource.properties.informix, and it is the child of complex type “dataSource”.

databaseName
JDBC driver property: databaseName.

string
false

ifXIFXHOST
JDBC driver property: ifxIFXHOST.

string
localhost
false

serverName
Server where the database is running.

string
false

portNumber
Port on which to obtain database connections.

int
1526
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

ifxCLIENT_LOCALE
JDBC driver property: ifxCLIENT_LOCALE.

string
false

ifxCPMAgeLimit
JDBC driver property: itxCPMAgeLimit. Specify a positive integer followed by a unit of time, which can
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be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

ifxCPMInitPoolSize
JDBC driver property: itxCPMInitPoolSize.

int
false

ifxCPMMaxConnections
JDBC driver property: itxCPMMaxConnections.

int
false

ifxCPMMaxPoo1Size
JDBC driver property: itxCPMMaxPoolSize.

int
false

ifxCPMMinAgeLimit
JDBC driver property: itxCPMMinAgeLimit. Specify a positive integer followed by a unit of time, which
can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can
include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

ifxCPMMinPool1Size
JDBC driver property: iixCPMMinPoolSize.

int
false

ifxCPMServiceInterval
JDBC driver property: itxCPMServicelnterval. Specify a positive integer followed by a unit of time,
which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500
milliseconds as 500ms. You can include multiple values in a single entry. For example, 1s500ms is
equivalent to 1.5 seconds.

string
false

ifXxDBANSIWARN
JDBC driver property: itxDBANSIWARN.

boolean
false

ifxDBCENTURY
JDBC driver property: iixDBCENTURY.

string

false
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ifxDBDATE

JDBC driver property:

string
false
ifxDBSPACETEMP

JDBC driver property:

string
false
ifxDBTEMP

JDBC driver property:

string
false
ifxDBTIME

JDBC driver property:

string
false
ifxDBUPSPACE

JDBC driver property:

string
false
ifxDB_LOCALE

JDBC driver property:

string
false
ifxDELIMIDENT

JDBC driver property:

boolean
false
ifXENABLE_TYPE_CACHE

JDBC driver property:

boolean
false
ifxFET_BUF_SIZE

JDBC driver property:

int
false
ifxGL_DATE

JDBC driver property:

string

false

ifxDBDATE.

ifXxDBSPACETEMP.

itxDBTEMP.

ifXxDBTIME.

ifXxDBUPSPACE.

ifxDB_LOCALE.

ifXDELIMIDENT.

itxENABLE_TYPE_CACHE.

ifxFET_BUF_SIZE.

ifxGL_DATE.
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ifxGL_DATETIME
JDBC driver property: itxGL_DATETIME.

string
false

ifxIFX_AUTOFREE
JDBC driver property: iftxIFX_AUTOFREE.

boolean
false

ifxIFX_DIRECTIVES
JDBC driver property: ifxIFX_DIRECTIVES.

string
false

ifxIFX_LOCK_MODE_WAIT
ifxIFX_LOCK_MODE_WAIT.desc. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
2s
false

ifxIFX_SOC_TIMEOUT
JDBC driver property: ifxIFX_SOC_TIMEOUT. Specify a positive integer followed by a unit of time,
which can be hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500
milliseconds as 500ms. You can include multiple values in a single entry. For example, 1s500ms is
equivalent to 1.5 seconds.

string
false

ifxIFX_USEPUT
JDBC driver property: ifxIFX_USEPUT.

boolean
false

ifxIFX_USE_STRENC
JDBC driver property: ifxIFX_USE_STRENC.

boolean
false

ifxIFX_XASPEC
JDBC driver property: ifxIFX_XASPEC.

string
y
false

ifXINFORMIXCONRETRY
JDBC driver property: itxXINFORMIXCONRETRY.

int
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false

ifXxINFORMIXCONTIME
JDBC driver property: itxINFORMIXCONTIME. Specify a positive integer followed by a unit of time,
which can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You
can include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

ifXINFORMIXOPCACHE
JDBC driver property: itxINFORMIXOPCACHE.

string
false

ifxINFORMIXSTACKSIZE
JDBC driver property: itxXINFORMIXSTACKSIZE.

int
false

ifxJDBCTEMP
JDBC driver property: itxJDBCTEMP.

string
false

ifxLDAP_IFXBASE
JDBC driver property: ifxLDAP_IFXBASE.

string
false

ifxLDAP_PASSWD
JDBC driver property: ifxXLDAP_PASSWD.

string
false

ifxLDAP_URL
JDBC driver property: ifxLDAP_URL.

string
false

ifxLDAP_USER
JDBC driver property: ifxLDAP_USER.

string
false

ifxLOBCACHE
JDBC driver property: iixXLOBCACHE.

int
false

ifXNEWCODESET
JDBC driver property: ixNEWCODESET.
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string
false
ifXNEWLOCALE

JDBC driver property:

string
false
ifxNODEFDAC

JDBC driver property:

string
false
ifxOPTCOMPIND

JDBC driver property:

string
false
ifxOPTOFC

JDBC driver property:

string
false
ifxOPT_GOAL

JDBC driver property:

string
false
ifxPATH

JDBC driver property:

string
false
ifxPDQPRIORITY

JDBC driver property:

string
false
ifxPLCONFIG

JDBC driver property:

string
false
ifxPLOAD_LO_PATH

JDBC driver property:

string
false
ifxPROTOCOLTRACE

JDBC driver property:

int

itXNEWLOCALE.

itxNODEFDAC.

itxOPTCOMPIND.

itxOPTOFC.

ifxOPT_GOAL.

itxPATH.

itxPDQPRIORITY.

ifXxPLCONFIG.

itxPLOAD_LO_PATH.

ifxPROTOCOLTRACE.
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false
ifXPROTOCOLTRACEFILE

JDBC driver property:

string
false
ifxPROXY

JDBC driver property:

string
false
ifxPSORT_DBTEMP

JDBC driver property:

string
false
ifxPSORT_NPROCS

JDBC driver property:

boolean
false
ifxSECURITY

JDBC driver property:

string
false
ifxSQLH_FILE

JDBC driver property:

string
false
ifxSQLH_LOC

JDBC driver property:

string
false
ifxSQLH_TYPE

JDBC driver property:

string
false
ifxSSLCONNECTION

JDBC driver property:

string
false
ifxSTMT_CACHE

JDBC driver property:

string

false

itxPROTOCOLTRACEFILE.

ifxPROXY.

ifxPSORT_DBTEMP.

itxPSORT_NPROCS.

ixSECURITY.

ifxSQLH_FILE.

ifxSQLH_LOC.

ixSQLH_TYPE.

ifxSSLCONNECTION.

ixSTMT_CACHE.
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ifxTRACE
JDBC driver property: ifxTRACE.

int
false

ifxTRACEFILE
JDBC driver property: itxTRACEFILE.

string
false

ifxTRUSTED_CONTEXT
JDBC driver property: iixTRUSTED_CONTEXT.

string
false

ifxUSEV5SERVER
JDBC driver property: itxUSEV5SERVER.

boolean
false

ifxUSE_DTENV
JDBC driver property: itxUSE_DTENV.

boolean
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

roleName
JDBC driver property: roleName.

string

false

properties.informix.jcc

Data source properties for the IBM Data Server Driver for JDBC and SQLJ for Informix. PID is
com.ibm.ws.jdbc.dataSource.properties.informix.jcc, and it is the child of complex type “dataSource”.

databaseName
JDBC driver property: databaseName.

string
false

serverName
Server where the database is running.

string

localhost
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false

portNumber
Port on which to obtain database connections.

int
1526
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

currentLockTimeout
JDBC driver property: currentLockTimeout. Specify a positive integer followed by a unit of time, which
can be hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can
include multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
2s
false

DBANSIWARN
JDBC driver property: DBANSIWARN.

boolean
false

DBDATE
JDBC driver property: DBDATE.

string
false

DBPATH
JDBC driver property: DBPATH.

string
false

DBSPACETEMP
JDBC driver property: DBSPACETEMP.

string
false

DBTEMP
JDBC driver property: DBTEMP.

string

false
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DBUPSPACE
JDBC driver property: DBUPSPACE.

string
false

DELIMIDENT
JDBC driver property: DELIMIDENT.

boolean
false

deferPrepares
JDBC driver property: deferPrepares.

boolean
false

driverType
JDBC driver property: driverType.

int
4
false

enableNamedParameterMarkers

JDBC driver property: enableNamedParameterMarkers. Values are: 1 (YES) or 2 (NO).

int
false

enableSeamlessFailover

JDBC driver property: enableSeamlessFailover. Values are: 1 (YES) or 2 (NO).

int
false

enableSysplexWLB
JDBC driver property: enableSysplexWLB.

boolean
false

fetchSize
JDBC driver property: fetchSize.

int
false

fullyMaterializelLobData

JDBC driver property: fullyMaterializeLobData.

boolean
false

IFX_DIRECTIVES
JDBC driver property: IFX_DIRECTIVES.

string
ON
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OFF
false

IFX_EXTDIRECTIVES
JDBC driver property: IFX_EXTDIRECTIVES.

string
ON
OFF
false

IFX_UPDDESC
JDBC driver property: IFX_UPDDESC.

string
false

IFX_XASTDCOMPLIANCE_XAEND
JDBC driver property: IFX_XASTDCOMPLIANCE_XAEND.

string
0

1
false

INFORMIXOPCACHE
JDBC driver property: INFORMIXOPCACHE.

string
false

INFORMIXSTACKSIZE
JDBC driver property: INFORMIXSTACKSIZE.

string
false

keepDynamic
JDBC driver property: keepDynamic.

int
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

NODEFDAC
JDBC driver property: NODEFDAC.

string
yes

no
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false

OPTCOMPIND
JDBC driver property: OPTCOMPIND.

string
0

1

2
false

OPTOFC
JDBC driver property: OPTOFC.

string
0

1
false

PDQPRIORITY
JDBC driver property: PDQPRIORITY.

string
HIGH
LOow
OFF
false

progressiveStreaming
JDBC driver property: progressiveStreaming. Values are: 1 (YES) or 2 (NO).

int

1 YES
2 NO
false

PSORT_DBTEMP
JDBC driver property: PSORT_DBTEMP.

string
false

PSORT_NPROCS
JDBC driver property: PSORT_NPROCS.

string
false

queryDataSize
JDBC driver property: queryDataSize.

int

false
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resultSetHoldability
JDBC driver property: resultSetHoldability. Values are: 1 (HOLD_CURSORS_OVER_COMMIT) or 2
(CLOSE_CURSORS_AT_COMMIT).

int

1 HOLD_CURSORS_OVER_COMMIT
2 CLOSE_CURSORS_AT_COMMIT
false

resultSetHoldabilityForCatalogQueries
JDBC driver property: resultSetHoldabilityForCatalogQueries. Values are: 1
(HOLD_CURSORS_OVER_COMMIT) or 2 (CLOSE_CURSORS_AT_COMMIT).

int

1 HOLD_CURSORS_OVER_COMMIT
2 CLOSE_CURSORS_AT_COMMIT
false

retrieveMessagesFromServerOnGetMessage
JDBC driver property: retrieveMessagesFromServerOnGetMessage.

boolean
true
false

securityMechanism
JDBC driver property: securityMechanism. Values are: 3 (CLEAR_TEXT_PASSWORD_SECURITY), 4
(USER_ONLY_SECURITY), 7 (ENCRYPTED_PASSWORD_SECURITY), 9
(ENCRYPTED_USER_AND_PASSWORD_SECURITY).

short

3 CLEAR_TEXT_PASSWORD_SECURITY

4 USER_ONLY_SECURITY

7 ENCRYPTED_PASSWORD_SECURITY

9 ENCRYPTED_USER_AND_PASSWORD_SECURITY
false

STMT_CACHE
JDBC driver property: STMT_CACHE.

string
0

1
false

traceDirectory
JDBC driver property: traceDirectory.

string
false

traceFile
JDBC driver property: traceFile.
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string
false

traceFileAppend
JDBC driver property: traceFileAppend.

boolean
false

tracelevel
Bitwise combination of the following constant values: TRACE_NONE=0,
TRACE_CONNECTION_CALLS=1, TRACE_STATEMENT_CALLS=2,
TRACE_RESULT_SET_CALLS=4, TRACE_DRIVER_CONFIGURATION=16, TRACE_CONNECTS=32,
TRACE_DRDA_FLOWS=64, TRACE_RESULT_SET_META_DATA=128,
TRACE_PARAMETER_META_DATA=256, TRACE_DIAGNOSTICS=512, TRACE_SQLJ=1024,
TRACE_META_CALLS=8192, TRACE_DATASOURCE_CALLS=16384,
TRACE_LARGE_OBJECT_CALLS=32768, TRACE_SYSTEM_MONITOR=131072,
TRACE_TRACEPOINTS=262144, TRACE_ALL=-1.

int
false

useJDBC4ColumnNameAndLabelSemantics
JDBC driver property: useJDBC4ColumnNameAndLabelSemantics. Values are: 1 (YES) or 2 (NO).

int

false

properties.microsoft.sqglserver

Data source properties for Microsoft SQL Server JDBC Driver. PID is
com.ibm.ws.jdbc.dataSource.properties.microsoft.sqlserver, and it is the child of complex type
“dataSource”.

databaseName
JDBC driver property: databaseName.

string
false

instanceName
JDBC driver property: instanceName.

string
false

serverName
Server where the database is running.

string
localhost
false

portNumber
Port on which to obtain database connections.

int
1433
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false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

applicationIntent
JDBC driver property: applicationintent.

string
ReadOnly
ReadWrite
false

applicationName
JDBC driver property: applicationName.

string
false

authenticationScheme
JDBC driver property: authenticationScheme.

string

JavaKerberos
NativeAuthentication
false

encrypt
JDBC driver property: encrypt.

boolean
false

failoverPartner
JDBC driver property: failoverPartner.

string
false

hostNameInCertificate
JDBC driver property: hostNamelnCertificate.

string
false

integratedSecurity
JDBC driver property: integratedSecurity.

boolean
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false

lastUpdateCount
JDBC driver property: lastUpdateCount.

boolean
false

lTockTimeout

JDBC driver property: lockTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), seconds (s), or milliseconds (ms). For example, specify 500 milliseconds as
500ms. You can include multiple values in a single entry. For example, 1s500ms is equivalent to 1.5

seconds.
string
false

loginTimeout

JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be

hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include

multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

multiSubnetFailover
JDBC driver property: multiSubnetFailover.

boolean
false

packetSize
JDBC driver property: packetSize.

int
false

responseBuffering
JDBC driver property: responseBuffering.

string
adaptive
full

false

selectMethod
JDBC driver property: selectMethod.

string
cursor
direct
false

sendStringParametersAsUnicode

JDBC driver property: sendStringParametersAsUnicode.

boolean

false
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false

sendTimeAsDatetime
JDBC driver property: sendTimeAsDatetime.

boolean
false

trustServerCertificate
JDBC driver property: trustServerCertificate.

boolean
false

trustStore
JDBC driver property: trustStore.

string
false

trustStorePassword
JDBC driver property: trustStorePassword.

password (string)
false

URL
URL for connecting to the database. Example: jdbc:sqlserver://localhost:1433;databaseName=myDB.

string
false

workstationID
JDBC driver property: workstationID.

string
false

xopenStates
JDBC driver property: xopenStates.

boolean

false

properties.oracle

Data source properties for Oracle JDBC driver. PID is com.ibm.ws.jdbc.dataSource.properties.oracle, and it
is the child of complex type “dataSource”.

driverType
JDBC driver property: driverType.

string
thin
thin
oci

false

106 Administering applications and their environment



databaseName
JDBC driver property: databaseName.

string
false

serverName
Server where the database is running.

string
localhost
false

portNumber
Port on which to obtain database connections.

int
1521
false

URL
URL for connecting to the database. Examples: jdbc:oracle:thin: @//localhost:1521/sample or
jdbc:oracle:oci: @//localhost:1521/sample.

string
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

connectionProperties
JDBC driver property: connectionProperties.

string
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

networkProtocol
JDBC driver property: networkProtocol.

string

false
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ONSConfiguration
JDBC driver property: ONSConfiguration.

string
false

serviceName
JDBC driver property: serviceName.

string
false

TNSEntryName
JDBC driver property: TNSEntryName.

string

false

properties.sybase

Data source properties for Sybase JDBC driver. PID is com.ibm.ws.jdbc.dataSource.properties.sybase, and
it is the child of complex type “dataSource”.

databaseName
JDBC driver property: databaseName.

string
true

serverName
Server where the database is running.

string
localhost
false

portNumber
Port on which to obtain database connections.

int
5000
false

user
Database user name.

string
false

password
Password for database user.

password (string)
false

connectionProperties
JDBC driver property: connectionProperties.

string
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SELECT_OPENS_CURSOR-=true
false

loginTimeout
JDBC driver property: loginTimeout. Specify a positive integer followed by a unit of time, which can be
hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
false

networkProtocol
JDBC driver property: networkProtocol.

string
socket
SSL
false

resourceManagerName
JDBC driver property: resourceManagerName.

string
false

SERVER_INITIATED_TRANSACTIONS
JDBC driver property: SERVER_INITIATED_TRANSACTIONS.

string
true
false
false

version
JDBC driver property: version.

int

false

quickStartSecurity

Simple administrative security configuration. PID is com.ibm.ws.security.quickStartSecurity.

userName
Single user defined as part of the quick start security configuration. This user is granted the
Administrator role.

string
true

userPassword
Password for the single user defined as part of the quick start security configuration. It is
recommended that you encode this password. To do so, use the securityUtility tool with the encode
option.

password (string)

true

Chapter 2. Administering the Liberty profile 109



safAuthorization
Controls the operation of the SAF Authorization Service. PID is com.ibm.ws.security.authorization.saf.

roleMapper
OSGi component name of the SAF Role Mapper service provider.

string
com.ibm.ws.security.authorization.saf.internal. SAFRoleMapperimpl

false

safCredentials
Controls the operation of the SAF Credentials Service. PID is com.ibm.ws.security.credentials.saf.

unauthenticatedUser
SAF user ID of the unauthenticated user.

string
WSGUEST
false

profilePrefix

Profile prefix used to specify the SAF APPL-ID when creating SAF credentials and authorizing users

against SAF resource profiles.
string
BBGZDFLT

false

safRegistry

Configuration properties for a SAF user registry. PID is com.ibm.ws.security.registry.saf.config.

realm
The realm name represents the user registry.

string

false

safRoleMapper

Defines how to generate SAF EJBROLE resource profile names from application role names. PID is
com.ibm.ws.security.authorization.saf.internal. SAFRoleMapperimpl.

profilePattern
Pattern to use for generating EJBROLE resource profile names from application role names.

string
YoprofilePrefix%.%resource%.%role%
false

toUpperCase
Convert the EJBROLE resource profile name to upper-case.

boolean
false

false
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securewaylLdapFilterProperties

Specifies the list of default SecureWay LDAP filters. PID is
com.ibm.ws.security.registry.ldap.internal filters.secureway.

userFilter
An LDAP filter clause for searching the user registry for users.

string
(&(uid=%vV)(objectclass=ePerson))
true

groupFilter
An LDAP filter clause for search the user registry for groups.

string
(&(cn=%v)(l(objectclass=groupOfNames)(objectclass=groupOfUniqueNames)))
true

userIdMap
An LDAP filter that maps the name of a user to an LDAP entry.

string
*:uid
true

groupIdMap
groupldFilter.desc

string
*en
true

groupMemberIdMap
An LDAP filter that identifies user to group memberships.

string
groupOfNames:member;groupOfUniqueNames:uniqueMember

true

ssl

An SSL configuration repertoire with an ID, a defined keystore, and an optional truststore. PID is
com.ibm.ws.ssl.repertoire.

keyStoreRef
A keystore containing key entries for the SSL configuration repertoire. This attribute is required.

string
true

trustStoreRef
A keystore containing trusted certificate entries used by the SSL configuration repertoire for signing
verification. This attribute is optional. If unspecified, the same keystore is used for both key and trusted
certificate entries.

string
${keyStoreRef}
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false

sslDefault
The default configuration repertoire for SSL services. PID is com.ibm.ws.ssl.default.

ss1Ref
The default SSL configuration repertoire. The default value is defaultSSLSettings.

string
defaultSSLConfig

false

sslOptions
The SSL protocol configuration for a transport. PID is com.ibm.ws.sslchannel.options.

sessionTimeout
Amount of time to wait for a read or write request to complete on a socket. This value is overridden by
protocol-specific timeouts. Specify a positive integer followed by a unit of time, which can be hours (h),
minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include multiple values
in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
1d
false

ss1Ref
default.ssIRef.desc

string

false

tcpOptions
Defines TCP protocol settings. PID is com.ibm.ws.tcpchannel.options.

inactivityTimeout
Amount of time to wait for a read or write request to complete on a socket. This value is overridden by
protocol-specific timeouts. Specify a positive integer followed by a unit of time, which can be hours (h),
minutes (m), seconds (s), or milliseconds (ms). For example, specify 500 milliseconds as 500ms. You
can include multiple values in a single entry. For example, 1s500ms is equivalent to 1.5 seconds.

string
60s
false

soReuseAddr
Enables immediate rebind to a port with no active listener.

boolean
false

false

transaction
Configuration properties for the Transaction Manager service. PID is com.ibm.ws.transaction.
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recoverOnStartup
Specifies whether the server should begin transaction recovery at server startup.

boolean
false
false

waitForRecovery
Specifies whether the server should wait for transaction recovery to complete before accepting new
transactional work.

boolean
false
false

acceptHeuristicHazard
Specifies whether all applications on this server accept the possibility of a heuristic hazard occurring in
a two-phase transaction that contains a one-phase resource.

boolean
true
false

clientInactivityTimeout
Maximum duration between transactional requests from a remote client. Any period of client inactivity
that exceeds this timeout results in the transaction being rolled back in this application server. Specify
a positive integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For
example, specify 30 seconds as 30s. You can include multiple values in a single entry. For example,
1m30s is equivalent to 90 seconds.

string
60s
false

heuristicRetryInterval
Amount of time that the application server waits before retrying a completion signal, such as commit or
rollback, after a transient exception from a resource manager or remote partner. Specify a positive
integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For example,
specify 30 seconds as 30s. You can include multiple values in a single entry. For example, 1m30s is
equivalent to 90 seconds.

string
60s
false

heuristicRetryWait
The number of times that the application server retries a completion signal, such as commit or
rollback. Retries occur after a transient exception from a resource manager or remote partner.

int
5
false

propogatedOrBMTTranLifetimeTimeout
Upper limit of the transaction timeout for transactions that run in this server. This value should be
greater than or equal to the value specified for the total transaction timeout. Specify a positive integer
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followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For example, specify
30 seconds as 30s. You can include multiple values in a single entry. For example, 1m30s is
equivalent to 90 seconds.

string
0
false

totalTranLifetimeTimeout
Default maximum time allowed for transactions started on this server to complete. Any such
transactions that do not complete before this timeout occurs are rolled back. Specify a positive integer
followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For example, specify
30 seconds as 30s. You can include multiple values in a single entry. For example, 1m30s is
equivalent to 90 seconds.

string
12000s
false

transactionLogDirectory
A directory for this server where the transaction service stores log files for recovery.

string
${server.config.dir}/tranlog/
false

transactionlLogSize
Specifies the size of transaction log files in Kilobytes.

int
1024
false

enableloggingForHeuristicReporting
Specifies whether the application server logs about-to-commit-one-phase-resource events from
transactions that involve both a one-phase commit resource and two-phase commit resources.

boolean
false
false

timeoutGracePeriodEnabled
Specifies whether there is a delay between a transaction timeout and the abnormal ending of the
servant region that was running the transaction.

boolean
false
false

IpsHeuristicCompletion
Specifies the direction that is used to complete a transaction that has a heuristic outcome; either the
application server commits or rolls back the transaction, or depends on manual completion by the
administrator. Allowed values are: COMMIT, ROLLBACK and MANUAL

string
ROLLBACK
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ROLLBACK

COMMIT

MANUAL

false
defaultMaxShutdownDelay

Default maximum shutdown delay. Specify a positive integer followed by a unit of time, which can be

hours (h), minutes (m), or seconds (s). For example, specify 30 seconds as 30s. You can include
multiple values in a single entry. For example, 1m30s is equivalent to 90 seconds.

string
2s

false

trustAssociation

Controls the operation of the trust association interceptor (TAI) service. PID is
com.ibm.ws.security.authentication.tai.

invokeForUnprotectedURI
Controls whether the TAl is invoked for an unprotected URI.

boolean
false
true

failOverToAppAuthType
Allow an interceptor to fall back to the application authentication mechanism.

boolean
false
true

interceptors
Defines a trust association interceptor.

enabled
Enables or disables the interceptor.

boolean
true
true

className
Fully-qualified package name of the interceptor class.

string
true

invokeBeforeSS0
Invoke an interceptor before single sign-on (SSO).

boolean
true

true
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invokeAfterSSO
Invoke an interceptor after single sign-on (SSO).

boolean
false
true

libraryRef
A reference to the ID of the shared library configuration.

Configuration ID of type library (string).
false

library
A reference to the ID of the shared library configuration.

Element of type library.
false
properties

false

true

virtualHost
Virtual host configuration. PID is com.ibm.ws.http.virtualhost.

enabled
Enable this virtual host.

boolean
true

false

webAppSecurity

Configures web container application security. PID is
com.ibm.ws.webcontainer.security.internal. WebAppSecurityCollaboratorimpl.

allowFailOverToBasicAuth
Specifies whether to fail over to basic authentication when certificate authentication fails. The
equivalent custom property in the full application server profile is
com.ibm.wsspi.security.web.failOverToBasicAuth.

boolean
false
false

allowLogoutPageRedirectToAnyHost
Warning, security risk: Setting this property to true may open your systems to potential URL redirect
attacks. If set to true, any host can be specified for the logout page redirect. If set to false, and the
logout page points to a different host, or one not listed in the logout page redirect domain list, then a
generic logout page is displayed. The equivalent custom property in the full application server profile is
com.ibm.websphere.security.allowAnylLogoutExitPageHost.

boolean

false
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false

displayAuthenticationRealm
Warning, security risk: if this property is set to true, and the user registry's realm name contains
sensitive information, it is displayed to the user. For example, if an LDAP configuration is used, the
LDAP server hostname and port are displayed. This configuration controls what the HTTP basic
authentication login window displays when the realm name is not defined in the application web.xml. If
the realm name is defined in the application web.xml file, this property is ignored. If set to true, the
realm name displayed will be the user registry realm name for the LTPA authentication mechanism or
the Kerberos realm name for the Kerberos authentication mechanism. If set to false, the realm name
displayed will be "Default Realm". The equivalent custom property in the full application server profile
is com.ibm.websphere.security.displayRealm.

boolean
false
false

httpOnlyCookies
Specifies whether the HTTP only (HttpOnly) cookies option is enabled.

boolean
true
false

logoutOnHttpSessionExpire
Specifies whether users will be logged out after the HTTP session timer expires. If set to false, the
user credential will stay active until the Single Sign-On token timeout occurs. The equivalent custom
property in the full application server profile is com.ibm.ws.security.web.logoutOnHTTPSessionExpire.

boolean
false
false

logoutPageRedirectDomainNames
A pipe (I) separated list of domain names that are allowed for the logout page redirect (localhost is
implied). The equivalent custom property in the full application server profile is
com.ibm.websphere.security.logoutExitPageDomainList.

string
false

singleSignonEnabled
Specifies whether single sign-on is enabled.

boolean
true
false

ssoDomainNames
A pipe (I) separated list of domain names that SSO Cookies should be presented. The equivalent
custom property in the full application server profile is com.ibm.ws.security.config.SingleSignonConfig

string
false

ssoUseDomainFromURL
Specifies whether to use the domain name from the request URL for the cookie domain.
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boolean
false
false

ssoRequiresSSL
Specifies whether a SSO cookie is sent over SSL. The equivalent custom property in the full
application server profile is com.ibm.websphere.security.customSSOCookieName

boolean
false
false

preserveFullyQualifiedReferrerUr]
Warning, security risk: Setting this to true may open your systems to potential URL redirect attacks.
This property specifies whether the fully qualified referrer URL for form login redirects is preserved. If
false, the host for the referrer URL is removed and the redirect is to localhost. The equivalent custom
property in the full application server profile is com.ibm.websphere.security.util.fullyQualifiedURL

boolean
false
false

postParamSaveMethod
Specifies where POST parameters are stored upon redirect. Valid values are cookie (POST
parameters are stored in a cookie), session (POST parameters are stored in the HTTP Session) and
none (POST parameters are not preserved). The equivalent custom property in the full application
server profile is com.ibm.websphere.security.util.postParamSaveMethod.

string
Cookie
Cookie
Session
None
false

postParamCookieSize
Size of the POST parameter cookie. If the size of the cookie is larger than the browser limit,
unexpected behavior may occur. The value of this property must be a positive integer and represents
the maximum size of the cookie in bytes. The equivalent custom property in the full application server
profile is com.ibm.websphere.security.util.postParamMaxCookieSize.

int
16384
false

ssoCookieName
Customizes the SSO cookie name. A custom cookie name allows you to logically separate
authentication between SSO domains and to enable customized authentication to a particular
environment. Before setting this value, consider that setting a custom cookie name can cause an
authentication failure. For example, a connection to a server that has a custom cookie property set
sends this custom cookie to the browser. A subsequent connection to a server that uses either the
default cookie name or a different cookie name, is not able to authenticate the request via a validation
of the in-bound cookie. The equivalent custom property in the full application server profile is
com.ibm.websphere.security.customSSOCookieName.
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string
LtpaToken2
false

webAlwaysLogin
Specifies whether the login() method will throw an exception when an identity has already been

authenticated.
boolean

false

false

useAuthenticationDataForUnprotectedResource
Specifies whether authentication data can be used when accessing an unprotected resource. The
unprotected resource can access validated authenticated data that it previously could not access. This
option enables the unprotected resource to call the getRemoteUser, isUserInRole, and
getUserPrincipal methods to retrieve an authenticated identity. The equivalent custom property in the
full application server profile is com.ibm.wsspi.security.web.webAuthReqg=persisting.

boolean
true

false

webContainer
Configuration for the web container. PID is com.ibm.ws.webcontainer.

listeners
A comma separated list of listener classes.

string
false

decodeUr1AsUtf8
Decode URL using the an encoding setting of UTF-8.

boolean
true
false

fileServingEnabled
Enable file serving if this setting was not explicitly specified for the application.

boolean
true
false

disallowAl1FileServing
Disables all file serving by applications. The equivalent custom property in the full application server
profile is com.ibm.ws.webcontainer.disallowAllFileServing.

boolean
false

false
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directoryBrowsingEnabled
Enable directory browsing of an application.

boolean
false
false

serveServletsByClassnameEnabled
Enable servlets to be accessed in a web application using a class name if not explicitly specified.

boolean
false
false

disallowServeServletsByClassName
Disallows the use of serveServletsByClassnameEnabled on the application server level. The
equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.disallowserveservletsbyclassname.

boolean
false
false

doNotServeByClassName
A semi-colon delimited list of classes to be completely disallowed from being served by classname.
The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.donotservebyclassname.

string
false

trustHostHeaderPort
Set this property to true and the com.ibm.ws.webcontainer.extractHostHeaderPort custom property to
true to return the port number from the request host header first.

boolean
false
false

trusted
Enables the application server to use inbound private headers from the web server plug-in.

boolean
true
false

extractHostHeaderPort
The web container will return a port number from the host header, if any, or the URL port on which the
client connection was accepted. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.extracthostheaderport.

boolean
false

false
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httpsIndicatorHeader
For SSL offloading, set to the name of the HTTP header variable inserted by the SSL

accelerator/proxy/load balancer.
string
false

exposeWebInfOnDispatch
If true, a servlet can access files in the WEB-INF directory. If false (default), a servlet cannot access
files the WEB-INF directory.

boolean
false
false

decodeUr1PlusSign
Decode the plus sign when it is part of the URL. The equivalent custom property in the full application
server profile is com.ibm.ws.webcontainer.decodeurlplussign.

boolean
false
false

channelWriteType
When set to 'sync', responses will be written synchronously; otherwise, responses will be written
asychronously. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.channelwritetype.

string
async
false

suppressHtmlRecursiveErrorQutput
Suppresses the HTML output of a recursive error that cannot be handled by an application's
configured error page. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.suppressHtmIRecursiveErrorOutput.

boolean
false
false

fileWrapperEvents
Web container will generate SMF and PMI data when serving the static files. The equivalent custom
property in the full application server profile is com.ibm.ws.webcontainer.fileWrapperEvents.

boolean
false
false

webGroupVhostNotFound
Replaces message SRVE0017W or SRVE0255E with a user-defined string. The equivalent custom
property in the full application server profile is com.ibm.ws.webcontainer.webgroupvhostnotfound.

string

false
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defaultTraceRequestBehavior
Restore HTTP TRACE processing. The equivalent custom property in the full application server profile
is com.ibm.ws.webcontainer.DefaultTraceRequestBehavior.

boolean
false
false

defaultHeadRequestBehavior
Restore the behavior where the HEAD request is not subject to the security constraint defined for the

GET method. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.DefaultHeadRequestBehavior.

boolean
false
false

tolerateSymbolicLinks
Enables the web container to support the use of symbolic links. The equivalent custom property in the
full application server profile is com.ibm.ws.webcontainer.TolerateSymbolicLinks.

boolean
false
false

symbolicLinksCacheSize
Initial size of the symbolic link cache. The equivalent custom property in the full application server
profile is com.ibm.ws.webcontainer.SymbolicLinksCacheSize.

int
1000
false

enableErrorExceptionTypeFirst
Web container is updated to search and use the exception-type before the error-code. The equivalent

custom property in the full application server profile is
com.ibm.ws.webcontainer.enableErrorExceptionTypeFirst.

boolean
false
false

enableMultiReadOfPostData
Retain post data for multiple read accesses. The equivalent custom property in the full application
server profile is com.ibm.ws.webcontainer.enablemultireadofpostdata.

boolean
false
false

copyAttributesKeySet
Web container will return an enumeration of a copy of the list attributes to the servlet to avoid a
concurrent access error by the servlet. The equivalent custom property in the full application server
profile is com.ibm.ws.webcontainer.copyattributeskeyset.

boolean
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false
false

dispatcherRethrowsEr
Web container will re-throw errors allowing interested resources to process them. The equivalent
custom property in the full application server profile is com.ibm.ws.webcontainer.dispatcherRethrowser.

boolean
true
false

ignoreSessiononStaticFileRequest
Improves performance by preventing the web container from accessing a session for static file
requests involving filters. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.IgnoreSessiononStaticFileRequest.

boolean
false
false

invokeFilterInitAtStartup
Web container will call the filter's init() method at application startup. The equivalent custom property in
the full application server profile is com.ibm.ws.webcontainer.invokeFilterInitAtStartup.

boolean
true
false

enableJspMappingOverride
Allow the JSP mapping to be overridden so that the application can serve the JSP contents itself. The
equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.enablejspmappingoverride.

boolean
false
false

enableDefaultIsElIgnoredInTag
Correct the default behavior of the EL expression's evaluation in the tag files. The equivalent custom
property in the full application server profile is com.ibm.ws.jsp.enabledefaultiselignoredintag.

boolean
false
false

parseUtf8PostData
Web container will detect non URL encoded UTF-8 post data and include it in the parameter values.
The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.parseutf8postdata.

boolean

false

false
logServletContainerInitializerClassLoadingErrors

Log servlet container class loading errors as warnings rather than logging them only when debug is
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enabled. The equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.logservletcontainerinitializerclassloadingerrors.

boolean
false

false

allowIncludeSendError

Allow RequestDispatch to send errors on Include methods. The equivalent custom property in the full
application server profile is com.ibm.ws.webcontainer.allowincludesenderror.

boolean
false

false

skipMetaInfResourcesProcessing

Do not search the meta-inf directory for application resources. The equivalent custom property in the
full application server profile is com.ibm.ws.webcontainer.skipmetainfresourcesprocessing.

boolean
false

false

metaInfResourcesCacheSize

Initial size (number of entries) of the meta-inf resource cache. The equivalent custom property in the
full application server profile is com.ibm.ws.webcontainer.metainfresourcescachesize.name.

int
20

false

xPoweredBy

Alternative string for the X-Powered-By header setting. The equivalent custom property in the full
application server profile is com.ibm.ws.webcontainer.xpoweredby.

string

false

disableXPoweredBy

Disable setting of the X-Powered-By header. The equivalent custom property in the full application
server profile is com.ibm.ws.webcontainer.disablexpoweredby.

boolean
false

false

deferServiletLoad

Defer servlet loading and initialization until the first request.
boolean
true

false
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asyncMaxSizeTaskPool
Maximum size of tasks in the Async task pool before automatically purging canceled tasks. The
equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.asyncmaxsizetaskpool.

int
5000
false

asyncPurgelnterval
Time interval to wait between each required purge of the cancelled task pool. The equivalent custom
property in the full application server profile is com.ibm.ws.webcontainer.asyncpurgeinterval.

int
30000
false

asyncTimeoutDefault
Async servlet timeout value used when a timeout value has not been explcitly specified. The
equivalent custom property in the full application server profile is
com.ibm.ws.webcontainer.asynctimeoutdefault.

int
30000
false

asyncTimerThreads
Maximum number of threads to use for async servlet timeout processing. The equivalent custom
property in the full application server profile is com.ibm.ws.webcontainer.asynctimerthreads.

int
2

false

wimClassification
zos.wim.classification.config.description. PID is com.ibm.ws.zos.wlm.classification.

classificationName
optional classification name

string
null

false

zosWorkloadManager
WLM Native Enclave Manager Configuration. PID is com.ibm.ws.zos.wim.WLMConfigManager.

collectionName
A collection name to be used for classifying work requests. The name is supplied to native services
IWMCLSFY or __server_classify. Only the first 18 characters will be used.

string
${wlp.server.name}

false
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Editing the Liberty profile using developer tools

You can modify how the workbench interacts with the Liberty profile by using the server editor.

Procedure
1. In the Servers view, right-click the server and select Open.
2. The server editor opens.

What to do next

You can modify the publishing, timeout and other settings regarding the interaction between the workbench
and the server.

Editing the Liberty profile configuration using developer tools

You can modify the behavior of the Liberty profile by editing the configuration. For example, you can
configure which HTTP ports to use, what features are enabled, and logging and tracing settings.

Before you begin

For a description of the underlying process of configuring a server, and detailed information about specific
aspects of server configuration, see [‘Configuring the Liberty profile runtime environment” on page 130,

Procedure
1. To open the Server Configuration editor, select any of the following options:
* In the Servers view, right-click the server configuration and select Open.

* In the Project Explorer view, expand your server project and the server folder. Right-click the
server.xml file and select Open.

2. Under the Configuration Structure section the elements in the configuration are displayed.

3. Under the Feature Manager Details section the details for the currently selected element are
displayed.

4. To modify the details of an element, select the element under the Configuration Structure section
and use the controls under the Feature Manager Details section to make modifications.

5. To add new elements, select Server Configuration under the Configuration Structure section then
click Add.

6. To add child elements, select the parent element under the Configuration Structure section and then
click Add.

7. You can remove or move elements by selecting the element and using the Remove, Up, and Down
buttons.

Defining a utility project as a shared library

You can define a utility project as a shared library and associate defined shared libraries with an
application or web project.

Before you begin

To use the shared library function in the workbench, you must create a utility project and define it as a
shared library. The utility project is the only project type that can be used as a shared library.

About this task

A shared library is an external Java archive (JAR) file that is used by one or more applications. Using
shared libraries enables multiple application published on a server to use a single library, rather than use
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multiple copies of the same library. After you associate shared libraries with an application or project, the
application or module class loader loads classes in the shared libraries and makes those classes available
to the application or module.

Procedure

To define a utility project as a shared library:
1. Create a utility project:
a. In the toolbar, select File > New > Project.
b. Expand Java EE and select Utility Project. Click Next.
c. In the Project name field, specify a name for the utility project.

d. Under the Target runtime section, verify the WebSphere® Application Server Liberty profile is
selected.

e. Under the Ear membership section, clear the Add project to an EAR check box.
f.  Click Finish.
2. Define the artifacts in the newly created utility project. For example, you can add Java classes to the
utility project.
3. Define the utility project as a shared library:
a. In the Project Explorer view, right-click the utility project and select Properties > Liberty Profile
Shared Library.
In the Shared library ID field, type a string as an identifier for the shared library.
In the Archive directory field, type or browse to a directory where you want to place the
compressed copy of your utility project as a JAR file. The file name convention of the JAR file is
utilityProjectName.jar, where utilityProjectName is the name of the utility project.

d. In the Liberty Profile Shared Library page, click Apply to confirm your changes. Click OK to
close the Properties window.

4. Add the utility project to the server. For more details see[Adding and running an application on the]
[Liberty profile using developer tools| topic.

Results

Here is an example entry added to the server configuration (server.xml) file:
<library id="1ibid"><fileset dir="C:\temp" includes="Util.jar"/></library>

In addition, the JAR file is added in the specified archive directory. In the previous example, the Util.jar
file is added in the C:\temp directory.

Setting a web project to use shared libraries
If you have a utility project defined as a shared library, you can associate defined shared libraries with a
web project.

Before you begin
+ [Define a utility project as a shared library)

About this task

A shared library is an external Java archive (JAR) file that is used by one or more applications. Using
shared libraries enables multiple application published on a server to use a single library, rather than use
multiple copies of the same library. After you associate shared libraries with an application or project, the
application or module class loader loads classes in the shared libraries and make those classes available
to the application or module.
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Procedure
1. To set a web project to use shared libraries:

a. In the Project Explorer view, right-click your web project that you want to associate shared
libraries.

Select Properties > Liberty Profile Shared Libraries.

In the IDs field, specify one or more shared library identifiers that you want the project to reference.
To specify multiple identifiers, use a comma-separated list. For example: ID1, ID2, ID3

Tip: The shared library identifier is the value specified in the Shared Libary ID field from the
[Defining a utility project as a shared library] task.

2. You might want to add its associating utility projects to the class path for compilation-purpose:
a. In the Project Explorer view, right-click your project that you are associating shared libraries.
Select Properties > Java Build Path.
Select the Projects tab.
Click Add.
Select the utility projects that the project references.

3. Develop the artifacts in the web project. For example, you can add a servlet in a web project that
references classes in the shared libraries.

4. Add the web project to the server. For more details see[Adding and running an application on the|
[Liberty profile using developer tools| topic.

®oo00

Results

Here is an example entry added to the server configuration (server.xml) file:

<application type="war" id="web" name="web" Tocation="web.war">
<classloader commonLibraryRef="1ibid"/>
</application>

Exploring the runtime environment

You can use the WebSphere Runtime Explorer view to browse the available servers as well as any
shared configurations and applications for a runtime environment. This view shows all of the available
servers for the runtime environment as opposed to the Servers view which shows only those servers that
are configured in the workspace. In both the WebSphere Runtime Explorer and Servers view, you can
expand each server to show the configuration for that server.

Before you begin

The application server that the WebSphere Runtime Explorer view supports is the WebSphere Application
Server Liberty profile.

About this task

You can use the WebSphere Runtime Explorer view to complete the following tasks:
* View the servers defined in a runtime environment

* View the shared applications defined in a runtime environment

» View the shared configurations files defined in a runtime environment

» Create a new runtime environment

» Create a new server in a runtime environment
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Procedure

To open the WebSphere Runtime Explorer view:
1. In the toolbar of the workbench, select Window > Show View > Other.
2. In the Show View window, expand Server and select WebSphere Runtime Explorer. Click OK.

Displaying the server configuration in a merged view

You can use the Merged Configuration view to see a flattened view of the server configuration and any
recursively included configuration files.

About this task

In the Server Configuration editor, under the Configuration Structure section, you can use the Include
element to import files that contain additional configuration settings. The Include element can embed
multiple layers of configuration files within the server.xml file, which can make the configuration difficult to
read without tools. The Merged Configuration view provides a flattened view of the server configuration
and any recursively included configuration files. This is a read-only view and cannot be edited.

Procedure

To display the server configuration in a merged view:

In the Servers view, right-click the server configuration and select Open Merged View.
Example

Here is an example of the source code for the server.xml file. Look at the include tag which imports the
common.xml file:
<server>
<featureManager>
<feature>jsp-2.2</feature>
<feature>serviet-3.0</feature>
</featureManager>
<application id="Web2.5" Tocation="Web2.5.war" name="Web2.5" type="war"/>
<include Tlocation="common.xml"/>
</server>

Here is an example of the source code for the common.xml file:

<server>
<application id="Setup" Tocation="Setup.war" name="Setup" type="war"/>
</server>

Look under the Configuration Structure sections to see the difference between the Server Configuration

editor and Merged Configuration view. The Merged Configuration view replaces the Include: common.xml
element from the Server Configuration editor with Application: Setup element.

Viewing the schema documentation for the server configuration

You can view the schema documentation for the server configuration (server.xml file) within the
workbench. The documentation provides information about the configuration elements that are available,
the default settings, and details for each of the elements.

Procedure

In the Servers view, right-click on the server configuration and select Open Schema Reference.
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Configuring the Liberty profile runtime environment

A server configuration consists of a server.xml file, a bootstrap.properties file, and any optional files that
are included by the two main configuration files. There is no administrative console for the Liberty profile.
Administrators and developers use the Liberty profile developer tools, or a text editor, to edit the
configuration files.

About this task

The server.xml file is the primary configuration file for the server. You can edit this file, and the files it
includes, in a text editor. Alternatively, you can use the editor that is part of the Liberty profile developer
tools. You can also change the location of the server.xml file. However, for most configurations you do not
need to do this.

The bootstrap.properties file is used to specify properties that need to be available before the main
configuration is processed. If you update the bootstrap.properties file, you must restart the server with
the --clean option for the changes to take effect.

Procedure

» Specify server configuration properties.
All the elements that can be configured in the server.xml file, and the files it includes, are described in
[“Liberty profile: Configuration elements in the server.xml file” on page 3] However, the only required
element is a server definition:
<server/>
Beyond this server definition, you only specify overrides and additions to the default configuration
values. For example, to change the transaction timeout value, you specify:

<transactions timeout="30" />

Some attributes can have multiple values. For example, you use a list of values to define the features
that are to be provided by the server:

<server>
<featureManager>
<feature>servlet-3.0</feature>
<feature>localConnector-1.0</feature>
</featureManager>
</server>

See also [‘Adding and removing server features” on page 137

Where multiple instances of a resource type can be configured, for example applications or data
sources, you need only provide the attributes that are unique for the resource. You can let the other
attributes use the default values, or override them as needed. Therefore the contents of the server.xml
file can be brief. For example, here is a complete server configuration to run a web application:

<server>
<featureManager>
<feature>serviet_3.0</feature>
</featureManager>
<application name="snoop" Tlocation="/mywebapps/snoop" id="snoop" type="war"/>
</server>

For detailed information about specific aspects of server configuration, see the following topics:
— [‘Using includes in the configuration” on page 138]
— [‘Using variables in the configuration” on page 140
— [‘Controlling dynamic updates” on page 141
+ [Specify when servlets are loaded and initialized,.
« [Configure the Liberty profile with a web server plug-in.
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Customizing the Liberty profile environment

You can customize the Liberty profile environment using certain specific variables to support the placement
of product binaries and shared resources in read-only file systems.

About this task

The following Liberty profile specific variables can be used to customize the Liberty profile environment:

${wlp.install.dir}

This configuration variable has an inferred location. The installation directory is always set to the parent
of the directory containing the launch script or the parent of the /11ib directory containing the target jar
files.

WLP_USER DIR

This environment variable can be used to specify an alternate location for $§{wlp.user.dir}. This
variable can only be an absolute path. If this is specified, the runtime environment looks for shared
resources and server definition in the specified directory. The ${server.config.dir} is equivalent to
${wip.user.dir}/servers/serverName.

WLP_OUTPUT DIR

This environment variable can be used to specify an alternate location for server generated output such
as logs, the workarea directory and generated files. This variable can only be an absolute path. If this
environment variable is specified, ${server.output.dir} is set to the equivalent of

WLP_OUTPUT DIR/serverName. If not, the §{server.output.dir} is the same as ${server.config.dir} .

You can specify WLP_OUTPUT_DIR and WLP_USER_DIR environment variables in server.env files. You can also
specify JVM options in jvm.options files.

Procedure

Specify environment variables by using server.env files.

You can use server.env files at the installation and server levels to specify environment variables such
as JAVA _HOME, WLP_USER DIR and WLP_OUTPUT_DIR. For example:

JAVA_HOME=/opt/ibm/java-i386-60/jre

Note:
— The server.env files support only key=value pairs.
— Shell and variable expansion are not supported.

— WLP_USER _DIR can only be specified in the ${wlp.install.dir}/etc/server.env file because
the purpose of this variable is to specify where the remaining configuration is located. Once
the remaining configuration is found and merged, no further configuration in a different
location is expected, or supported.

The server management script searches for server.env files in two locations: ${wlp.install.dir}/etc/
server.env and ${server.config.dir}/server.env files. If both files are present, the contents of the two
files are merged with values in the server-level file taking precedence over values in the runtime-level
file.

You can also specify these environment variables in the shell environment, but the server.env files take
precedence over those variables.
Customize JVM options by using jvm.options files.

You can use jvm.options files at the runtime and server levels to specify additional server startup
options, for example, -X arguments. The options are applied when the start, run, and debug actions are
invoked through the server management script. Be sure to specify only one option per line. For
example:
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# Set the maximum heap size to 1024m.

-Xmx1024m

# Set a system property.

-Dcom.ibm.example.system.property=ExampleValue

# Enable verbose output for class loading.

-verbose:class

The server management script searches for jvm.options in two locations: $§{wlp.install.dir}/etc/
jvm.options and ${server.config.dir}/jvm.options files. If both files are present, the options in the
${server.config.dir}/jvm.options file are used.

Administering the Liberty profile from the command prompt

You can use the server and ws-Taunch.jar commands to create a server, to start or stop a server, to
check if it is running, and to help debug it.

About this task

The wip/bin directory contains a script called server to help with controlling the server process. The
syntax of this script is as follows:

server <task> [server] [options]

This script supports the following operations:

create A command that|creates a new server

run A command that launches the server in the foreground.

debug A command that runs the named server in the console foreground after a debugger connects to
the debug port. The default port is 7777.

dump A command that|creates a snapshot of a server and saves the result into an archive file| for further
tuning and diagnosis.

package
A command that|packages a server]

start A command that launches the server as a background process.
stop A command that stops a running server.
status A command that checks to see if a specified server is running.

version
A command that displays the version information of current server and Java runtime environment.

help A command that gets command-line script help, including details of additional options.

Note: If a server is not specified on the command line, the task is performed against the default server
instance, defaultServer, if it exists.

You can also carry out similar tasks using the ws-Taunch. jar script that is in the wip/1ib directory.
Example

To run the server script on Windows systems:

bin\server.bat create server name
bin\server.bat package server_name
bin\server.bat run server_name
bin\server.bat help server name

To run the server script on other systems:
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bin/server create server_name
bin/server package server name
bin/server run server_name
bin/server help server_name

To run the ws-Taunch. jar script:

java -javaagent:1ib/bootstrap-agent.jar -jar T1ib/ws-launch.jar server name --create
java -javaagent:1ib/bootstrap-agent.jar -jar 1ib/ws-Taunch.jar server name
java -javaagent:1ib/bootstrap-agent.jar -jar lib/ws-launch.jar --help

The --help option provides information about additional command line parameters for the ws-Taunch. jar
script, such as --stop, --version, --clean, --init-log, --include

Liberty profile: server command
The command supports starting, stopping, creating, packaging and dumping a Liberty profile server.

Syntax

The command syntax is as follows:
server task serverName [options]

where the value of task represents the operation that you can perform on a Liberty profile server. See
lavailable administration operations for the Liberty profile from the command promptl.

Options

The following options are available for the server command:

--archive="“path to the target archive file”
Specifies a target file for the package operation. This path could be either a relative path, which is
relative to the installation root directory of the Liberty profile, or an absolute path. The default
archive target is a compressed file with the server name, which will be stored in the installation
root directory. Remember to use quotes if the value contains spaces. You can use this option for
both package and dump operations.

--clean
Cleans all cached information related to this server instance.

--include=all/usr
Specifies whether packaging all the files in the Liberty profile installation directory or only the files
in /usr directory. You can only use all or user value for the package operation. If the
${WLP_USER DIR} and ${WLP_OUTPUT DIR} are |defined in the server.env file] the files under them
are packaged.

Note: Files referenced in the server configuration file are not processed, therefore they might not
be packaged.

Usage

The following examples demonstrate correct syntax:

server start myserver --clean
server package myserver --archive="c:\mybackup\" --include=all
server dump myserver --archive="c:\mybackup\" --include=heap

Using Ant to automate task for the Liberty profile
Apache Ant is a Java library tool for automating the build process. You can use Ant tasks provided by the
Liberty profile to manage the server and applications.
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Before you begin

The Ant plug-in for the Liberty profile is located under the dev/tools/ant directory of the server image.
This plugin contains a set of Ant tasks. If you want to use these tasks in your build script, you must make
sure the plug-in is available on the Ant classpath. One way of doing this is to copy the plug-in file
wlp-anttasks.jar to the /1ib directory of the Ant installation, and declare the ant1ib namespace in the
build.xml file. For example:

<project .... xmIns:wlp="antTib:com.ibm.websphere.wlp.ant">
</project>

The namespace can be any string, provided you avoid hame conflicts. After that, you must use the
namespace as a prefix of the Ant tasks for the Liberty profile. For example, you must use wlp:server
when calling the server task.

About this task

You can create build scripts that use these Ant tasks to package, install, and test your application on the
Liberty profile.

Procedure

+ [Manage the Liberty profile server

+ [Install applications on a Liberty profile server|

+ [Remove application from a Liberty profile server|

Liberty profile: Ant task - server:
The server task can be used to manage the status of a Liberty profile server.
Description

The server task supports the following options to manage the status of a Liberty profile server:
* create, which creates a named server instance.

» start, which starts the named server instance. If the server instance does not exist, this option creates
one by default.

» stop, which stops the named server.
» status, which checks the server status.
» package, which packages the named server and its deployed applications.

Attributes

The table below describes attributes of the server task.

Table 1. The attributes of the server task.

The first column contains a list of attributes, the second column contains a description of each attribute, and the third
column represents whether this attribute is required.

Attribute Description Required
installDir Location of the Liberty profile server. |Yes
operation Server operations available as Yes

options: create, start, stop, status,
and package.
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Table 1. The attributes of the server task (continued).

The first column contains a list of attributes, the second column contains a description of each attribute, and the third

column represents whether this attribute is required.

Attribute Description

Required

serverName Name of the Liberty profile server No
instance. The default value is
defaultServer.

userDir Value of the ${wlp_user_dir}

variable. The default value is

${instal1Dir}/user/servers/
${serverName}.

No

${serverName}

outputDir Value of the ${wlp_output_dir}
variable. The default value is
${installDir}/user/servers/

No

clean Whether to operate the server using |No
the clean option.

seconds.

timeout Waiting time before the server starts | No
or stops. The default value is 30

archive Location of compressed file when
packaging a server. Only available to
the package option. The value must
be a file name and only works for
package option.

No

set.

ref Reference to an existing server task | No
definition to reuse its server
configuration. The value can be null
when other required attributes are

Example

This example shows how to use the server task in your build.xml file:

<wlp:server id="wlp.ant.test" installDir="${wlp_install_dir}" operation="start"
serverName="${serverName}" userDir="${wlp usr}" outputDir="${wlp output}" />

<wlp:server ref="wlp.ant.test" operation="status"/>

Liberty profile: Ant task - deploy:

The deploy task can be used to install applications on a Liberty profile server.

Description

The deploy task supports deployment of one or more applications to the Liberty profile server.
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Attributes

The table below describes attributes of deploy task.

Table 2. The attributes of deploy task.

The first column contains a list of attributes, the second column contains a description of each attribute, and the third
column represents whether this attribute is required.

Attribute Description Required
installDir Location of the Liberty profile server. |Yes
serverName Name of the Liberty profile server No
instance. The default value is
defaultServer.
userDir Value of the ${wlp_user_dir} No

variable. The default value is
${install1Dir}/user/servers/
${serverName}.

outputDir Value of the ${wip_output_dir} No
variable. The default value is
${instal1Dir}/user/servers/
${serverName}.

file Location of a single application to be | Yes, only when the fileset attribute
deployed. See |f1'1e attribute in| is not specified.

|AQache AntI The application type can

be war, eba, zip, rar or jar.

fileset Location of multiple applications to be | Yes, only when the file attribute is
deployed. See|fileset attribute in| not specified.
|Agache Ant|

timeout Waiting time before the deployment No

completes successfully. The default
value is 30 seconds.

ref Reference to an existing server task | No
definition to reuse its server
configuration. The value can be null
when other required attributes are
set.

Example

This example shows how to use the deploy task in your build.xml file:
<wlp:deploy ref="wlp.ant.test" >
<fileset dir="${basedir}/resources/">
<include name="#=*/* war"/>
</fileset>
</wlp:deploy>
<wlp:deploy ref="wlp.ant.test" file="${basedir}/resources/Simp1e0SGiApp.eba" timeout="40000"/>
Liberty profile: Ant task - undeploy:
The undeploy task can be used to remove applications from a Liberty profile server.
Description

The undeploy task supports undeployment of a single application from the Liberty profile server.
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Attributes

The table below describes attributes of the undeploy task.

Table 3. The attributes of the undeploy task.

The first column contains a list of attributes, the second column contains a description of each attribute, and the third
column represents whether this attribute is required.

Attribute Description Required
installDir Location of the Liberty profile server. |Yes
serverName Name of the Liberty profile server No
instance. The default value is
defaultServer.
userDir Value of the ${wlp_user_dir} No

variable. The default value is
${instal1Dir}/user/servers/
${serverName}.

outputDir Value of the ${wip_output_dir} No
variable. The default value is
${installDir}/user/servers/
${serverName}.

file Name of application to be removed. |Yes
The application type can be war, eba,
zip, rar or jar.

timeout Waiting time before the undeployment | No
completes successfully. The default
value is 30 seconds.

ref Reference to an existing server task | No
definition to reuse its server
configuration. The value can be null
when other required attributes are
set.

Example

This example shows how to use the undeploy task in your build.xml file:
<wlp:undeploy ref="wlp.ant.test" file="Simp1e0SGiApp.eba" timeout="60000" />

Adding and removing server features

Features are the units of capability by which you control the pieces of the runtime environment that are
loaded into a particular server. To add or remove a server feature, you add or remove an XML snippet in
the <feature> sub-element of the server.xml configuration file. When you add or remove server features,
the changes are applied dynamically.

Before you begin

You can add and remove server features as described in this topic, or as described in[‘Editing the Liberty|
|profi|e configuration using developer tools” on page 126.|

About this task

These are the XML snippets that enable the main features:
o <feature>appSecurity-1.0</feature>
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o <feature>beanvalidation-1.0</feature>
o <feature>blueprint-1.0</feature>

o <feature>jdbc-4.0</feature>

o <feature>jpa-2.0</feature>

e <feature>jsf-2.0</feature>

o <feature>jsp-2.2</feature>

o <feature>localConnector-1.0</feature>
o <feature>servlet-3.0</feature>

o <feature>ss1-1.0</feature>

o <feature>wab-1.0</feature>

Including a feature in the configuration might cause one or more additional, required features to be loaded

automatically. For example, if you include the wab-1.0 feature, then the servlet-3.0 and blueprint-1.0
features are loaded automatically. For more information about these features, see [Liberty profile: Server]

Procedure
1. Open the server.xml configuration file for editing.

You can do this using a text editor. By default, the path and filename for the configuration root
document file is usr/servers/server _name/server.xml. However, you can change the path. See
[Specifying the location of the server.xml file|

2. Add or remove features in the configuration file.

The set of features is enclosed within the <featureManager> element, and each feature within the
<feature> sub-element. For example:

<server>
<featureManager>
<feature>servlet-3.0</feature>
<feature>localConnector-1.0</feature>
</featureManager>
</server>

The matching of feature names is not case-sensitive. This is also a valid server configuration:

<featureManager>
<feature>Servlet-3.0</feature>
<feature>localConnector-1.0</feature>
</featureManager>

3. Save the changes to the configuration file.
Results

Your changes are applied. If the server is running, the changes are applied dynamically.

Using includes in the configuration

You can keep all your configuration in a single server.xml file, or you can use include elements to
consolidate configurations from separate files to create the structure that is most useful to you as
described in this topic.

About this task

It can be easier to maintain a complex configuration by splitting it across a set of files. For example:

* You might want to include a file that contains variables that are specific to the local host, so that your
main configuration can be used on multiple hosts.
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* You might want to keep all of the configuration for a particular application in a separate file that can be

versioned with the application itself.
Example

This is the syntax for including a configuration file:

<include location="pathname/filename" />
or
<include Tocation="url"/>

The following list shows the possible locations; they are searched in the order shown.
1. in a location specified relative to the parent file

2. in the shared configuration directory

3. in a location specified as an absolute path

4. on a web server

To ensure that your include configuration behaves predictably, you need to be aware of the following
processing rules for included configuration files:

* For singleton services such as logging, or application monitoring, entries are processed in the order

they appear in the file and later entries add to or override previous ones. This is also true for

configuration instances, for example an application or data source, where the configuration instances

have the same ID.
* Include statements can be placed anywhere within the <server /> element.

» Each included file must contain a <server /> element that matches the one in the parent configuration

file.
¢ Included files can nest other included files.

» Each included file is logically merged into the main configuration at the position that the <include />
statement occurs in the parent file.

In the following example, the primary server configuration file server.xml includes the contents of the

bTogDS.xm1 configuration file, which is located in the shared configuration directory. The bTogDS.xm1 file

contains a data source definition. This definition has been put in a separate configuration file so that it can

be included in several different server.xml files, and thereby used across multiple server instances.

Here is example code from the server.xml file:

<server>
<featureManager>
<feature>servlet-3.0</feature>
<feature>jdbc-4.0</feature>
</featureManager>
<application id="blog" location="blog.war" name="blog" type="war"/>
<include location="${shared.config.dir}/blogDS.xm1"/>
</server>

Here is the example code from the b1ogDS.xm1 file:

<server>
<dataSource id="blogDS" jndiName="jdbc/blogDS" jdbcDriverRef="derbyEmbedded">
<properties createDatabase="create" databaseName="C:/liberty/basics/derby/data/blogDB" />
</dataSource>
<jdbcDriver id="derbyEmbedded"/>
<library>
<fileset dir="C:/1iberty/basics/derby" includes="derby.jar" />
</library>
</jdbcDriver>
</server>
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Using variables in the configuration

You can use variables in the configuration to avoid hard coding values that might not be appropriate when
the configuration is reused in different environments.

About this task

Variables can be defined by setting a property in any of the following places:

in the server configuration file, or an included file
in the bootstrap.properties file
on the ws-Taunch.jar command script that is used to start the server

Best practice: Variables that are specific to a particular server, for example port numbers, are usually

specified in the bootstrap.properties file, allowing the server.xml to be shared across
multiple servers while keeping those values different in each server. Variables that are
shared across a group of servers, for example database configuration for a particular host,
is better specified in an xml file that is included into the parent configuration file.

Procedure

Specify a variable in a configuration file.

Variables defined in the configuration files are scoped to the configuration elements by which they are
used. For example, the following code fragment creates a variable called updateTrigger_var to be used
in applicationMonitor configuration elements:

<applicationMonitor updateTrigger var="mbean" />

To create a variable that is used in a particular configuration instance (such as an application or
resource entry), you must also specify the instance identifier. For example:

<httpEndpoint id="defaultHttpEndpoint" HTTP_default var="8889" />
Specify a variable in the bootstrap.properties file.

Variables defined in the bootstrap.properties file are not scoped to particular configuration elements.
You enter the variables as key-value pairs. For example:

HTTP_default_var=8006
Specify a variable on the ws-Taunch. jar command script.

Variables defined on the Java command are not scoped to particular configuration elements. You enter
the variables as Java system properties. For example:

java -DHTTP_default_var=8008 -jar ws-Taunch.jar myServer
Use a defined variable in the configuration.

The variable substitution syntax is ${variable name}. For example, to use the HTTP_default_var
variable, add the following code fragment to the configuration file:
<httpEndpoint id="defaultHttpEndpoint"

httpPort="§{HTTP_default_var}">
</httpEndpoint>

Use variable element in the configuration

You can use the variable element to define a variable globally in the server configuration. If the same
variable is defined in an included file, it is overridden by the one in the server.xml file . For example, to
use the variable element, add the following code fragment to the configuration file:

<variable name="HTTP_default_var" value="8889" />
Override inheritable attributes in the configuration

You can override the default values of inheritable attributes in the configuration. The inheritable
attributes are listed on the |“Liberty profile: Configuration elements in the server.xml file” on page 3| page
with an Inherits type. For example, the onError attribute is one of inheritable attributes. You can define
a variable name for the onError attribute globally by either setting it in the bootstrap.properties or

140 Administering applications and their environment



server.xml file with a variable element. If the same variable name is specified in both files, the value in
the server.xml file is used. If the attribute is not explicitly set in either of two files, it uses the default
value. If an invalid value is set to the inheritable attribute, the attribute value falls back to the global
value defined in bootstrap.properties or server.xml file or the default value if not defined at the global
level.

Another example is logging properties in the Liberty profile. See|Liberty profile: Trace and Iogging|.

Controlling dynamic updates

There are three types of dynamic update that can be controlled through configuration: changing the server
configuration; adding and removing applications; updating installed applications. For all deployed
applications, you can configure if application monitoring is enabled, and how often to check for updates to
applications. For the “dropins” directory, you can also configure the name and location of the directory, and
choose whether or not to deploy the applications that are in the directory.

About this task

By default, deployed applications are monitored for updates, and the updates are dynamically applied to
the running application. This applies both to applications that are deployed through configuration entries,
and those deployed from the “dropins” directory. You can change these default behaviors by setting the
config and applicationMonitor elements in the server.xml configuration file. You can use a text editor to
do this, or you can use the developer tools and select Configuration Admin Service or Application
Monitor in the server configuration design view.

See also the descriptions of the config and applicationMonitor elements in|‘Liberty profile: Configuration|

lelements in the server.xml file” on page 3|

Note: The default settings for application monitoring are as follows:

<applicationMonitor updateTrigger="polled" pollingRate="500ms"
dropins="dropins" dropinsEnabled="true"/>

Procedure
» Configure dynamic changes to the server configuration.

Changes to the server.xml file, or any files it includes, are detected by the runtime environment and
applied to the active configuration. You can disable this behavior by setting the config element in the
server.xml file:

<config updateTrigger="disabled"/>

Note: The updateTrigger property has three possible values:

polled The runtime environment scans the server.xml file for changes using the timing interval
specified by the monitorInterval property.

mbean
The runtime environment only looks for updates when prompted to do so through a call
to an mbean. This is the mode that is used by the developer tools to update the
server.xml file, unless you override it.

disabled
The updates are not dynamically applied.
When you specify the polling rate, you include the unit of time after the number:
ms (milliseconds)
s (seconds)
m (minutes)
h (hours)
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You cannot mix these units of time, and you can only use integer values. For example, for a 1.5 second
polling rate you specify 1500ms; you cannot specify 1s500ms or 1.5s.

» Configure dynamic addition and removal of applications.

As described in [Deploying applications to the Liberty profilel applications can be dynamically added to
and removed from the server runtime through two mechanisms:

— By adding or removing application entries in the server.xml file.

If you disable dynamic changes to the server configuration as described in the previous step, then
adding or removing application entries has no effect on a running server. Your changes are only
applied at the next server restart. Note that the changes are picked up immediately, if you update
application entries using the developer tools.

— By moving application files into and out of the “dropins” directory.

This behavior can be controlled by setting the applicationMonitor element in the server.xml file.
For example, to disable dynamic installation of applications from the “dropins” location, create an
entry like this:

<applicationMonitor dropinsEnabled="false"/>

Note: The dropinsEnabled property is a boolean property that determines whether or not the
applications in the “dropins” directory are deployed.
» Configure dynamic updates to installed applications.

By default, if you add, remove or modify any files within a deployed application, or you replace the
whole application with an updated version, the previous version is automatically stopped and the new
version is started. This process applies for any deployed application, whether the application is located
in the “dropins” directory or at a location defined in the server.xml file. You can control this behavior by
setting the applicationMonitor element in the server.xml file. For example, to disable dynamic update
of all applications, create an entry like this:

<applicationMonitor updateTrigger="disabled"/>

Note: The updateTrigger property has three possible values:
polled The runtime environment scans the deployed application files for changes using the
timing interval specified by the pollingRate property.

mbean
The runtime environment only looks for updates when prompted to do so through a call
to an mbean. This is the mode that is used by the developer tools to update applications,
unless you override it.

disabled
Application updates are not dynamically applied. To update a deployed application when
this mode is active, uninstall then reinstall the application.

When you specify the polling rate, you include the unit of time after the number:
ms (milliseconds)

s (seconds)

m (minutes)

h (hours)

You cannot mix these units of time, and you can only use integer values. For example, for a 1.5 second
polling rate you specify 1500ms; you cannot specify 1s500ms or 1.5s.

» Configure the name and location of the “dropins” directory.

By default, the “dropins” directory is §{server.config.dir}/apps. You can change this by setting the
applicationMonitor element in the server.xml file. For the location, you can use any known variable,
or a property in the bootstrapping.properties file, or an absolute path, or a path relative to the server
directory. For example, both the following settings point to the same location:
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<applicationMonitor dropins="${server.config.dir}/applications" />
<applicationMonitor dropins="applications" />

Liberty profile: Using Ref tags in configuration files

Ref tags make it possible to define a common configuration element, then reuse that definition by referring
to it (using a Ref tag) from elsewhere in the configuration. Ref tags can be used in the same configuration
file that contains the element definition, or in an included configuration file.

Different approaches are used to specify relationships between the required configuration elements. For
example, the following data source definitions are all valid. The first uses no Ref tags, the second uses a
combination of direct element definition and Ref tags, and the third uses Ref tags only.

Example 1: Using no Ref tags

<dataSource id="blogDS" jndiName="jdbc/blogDS">
<properties createDatabase="create" databaseName="C:/liberty/basics/derby/data/blogDB"/>
<jdbcDriver>
<library>
<fileset dir="C:/liberty/basics/derby" includes="derby.jar"/>
</library>
</jdbcDriver>
<connectionManager maxPoolSize="10"/>
</dataSource>

Example 2: Combining direct element definition and Ref tags

<dataSource id="blogDS" jndiName="jdbc/blogDS" connectionManagerRef="derbyPool">
<properties createDatabase="create" databaseName="C:/liberty/basics/derby/data/blogDB"/>
<jdbcDriver libaryRef="derbyLib"/>

</dataSource>

<connectionManager id="derbyPool" maxPoolSize="10"/>
<library id="derbyLib"/>

<fileset dir="C:/1liberty/basics/derby" includes="derby.jar"/>
</library>

Example 3: Using Ref tags only (except for the properties element, which is only
permitted as nested)

<dataSource id="blogDS" jndiName="jdbc/blogDS"
connectionManagerRef="derbyPool" jdbcDriverRef="derbyEmbedded">

<properties createDatabase="create" databaseName="C:/1iberty/basics/derby/data/blogDB"/>
</dataSource>
<connectionManager id="derbyPool" maxPoolSize="10"/>
<jdbcDriver id="derbyEmbedded" TibraryRef="derbyLib"/>
<library id="derbyLib" filesetRef="derbyFileset"/>
<fileset id="derbyFileset" dir="C:/1iberty/basics/derby" includes="derby.jar"/>

Configuring the Liberty profile with a web server plug-in

You can configure a web server plug-in so that, when the web server receives an HTTP request for
dynamic resources, the request is forwarded to the Liberty profile.

About this task

A web server plug-in is used to forward HTTP requests from a supported web server to one or more
application servers. The plug-in takes a request and checks the request against configuration data in the
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plugin-cfg.xml file. The configuration data maps the URI for the HTTP request to the hostname of an
application server. The web server plug-in then uses this information to forward the request to the
application server.

Procedure

1. Start the server that hosts your applications, and ensure that the TocalConnector-1.0 feature and other
required features are included in the server configuration.

In the pluginConfiguration element of the server configuration file, you can specify the webserverPort
and webserverSecurePort attributes to forward requests from the web server. By default, the value of
webserverPort is 80 and the value of webserverSecurePort is 443. However, you might want to change
these settings. For example for Linux and similar platforms, if you are a non-root user, you must use
port numbers greater than 1024.

Here is an example of a server.xml server configuration file:

<server description="new server">
<featureManager>
<feature>localConnector-1.0</feature>
<feature>jsp-2.2</feature>
</featureManager>

<httpEndpoint id="defaultHttpEndpoint"
host=ll*ll
httpPort="9080">
<tcpOptions soReuseAddr="true" />
</httpEndpoint>

<pluginConfiguration webserverPort="8088" webserverSecurePort="8443"/>

<application type="war" id="myapp" name="myapp" location="§{server.config.dir}/apps/myapp.war" />
<application type="war" id="snoop" name="snoop" location="§{server.config.dir}/apps/snoop.war" />
</server>

2. Generate the plugin-cfg.xml file for your Liberty profile server and applications.
a. Using the same JDK as the server, run the jconsole Java utility in a command window.
For example, run the following command:

c:\java\bin\jconsole

The server process should be listed in the choices waiting for connection.
b. Connect to your server then click the mbeans tab for the websphere mbeans.

c. On the mbeans tab, select and invoke the defaultPluginConfig generation mbean operation to
generate the plugin-cfg.xml file.

Here is an example of a plugin-cfg.xml file:

<?xml version="1.0" encoding="UTF-8"?>
<Config ASDisableNagle="false" AcceptAllContent="false" AppServerPortPreference="HostHeader"
ChunkedResponse="false" FIPSEnable="false" IISDisableNagle="false"
IISPluginPriority="High" IgnoreDNSFailures="false" RefreshInterval="60"
ResponseChunkSize="64" SSLConsolidate="false" SSLPKCSDriver="REPLACE"
SSLPKCSPassword="REPLACE" TrustedProxyEnable="false" VHostMatchingCompat="false">
<Log LogLevel="Error" Name=".\logs\defaultServer\http plugin.log"/>
<Property Name="ESIEnable" Value="true"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESIInvalidationMonitor" Value="false"/>
<Property Name="ESIEnableToPassCookies" Value="false"/>
<Property Name="PluginInstallRoot" Value="."/>
<VirtualHostGroup Name="default_host">
<VirtualHost Name="+:8088"/>
<VirtualHost Name="x:8443"/>
<VirtualHost Name="+:9080"/>
</VirtualHostGroup>
<ServerCluster CloneSeparatorChange="false" GetDWLMTable="false" IgnoreAffinityRequests="true"
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LoadBalance="Round Robin" Name="defaultServer_default_node Cluster"
PostBufferSize="64" PostSizeLimit="-1" RemoveSpecialHeaders="true"
RetryInterval="60">
<Server CloneID="b564bdc7-2c27-4a4b-ad37-9213c66e60d1" ConnectTimeout="0"
ExtendedHandshake="false" MaxConnections="-1" Name="default_node_defaultServer0"
ServerIOTimeout="900" WaitForContinue="false">
<Transport Hostname="somehost.example.com" Port="9080" Protocol="http"/>
</Server>
<PrimaryServers>
<Server Name="default_node_defaultServerd"/>
</PrimaryServers>
</ServerCluster>
<UriGroup Name="default_host_defaultServer_default_node_Cluster_ URIs">
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/myapp/*"/>
<Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/snoop/*"/>
</UriGroup>
<Route Server(Cluster="defaultServer_default_node_Cluster"
UriGroup="default_host_defaultServer_default_node_Cluster_URIs"
VirtualHostGroup="default host"/>
</Config>

The plugin-cfg.xml file is generated in the [${server.output.dir}| directory.

Copy the plugin-cfg.xml file to the machine that hosts the web server.

Install the plugin-cfg.xml file on the web server, then configure the web server.

Typically, you have to enable the plug-in within the http.conf file of the web server by using the

LoadModule phrase, and specify the location of plugin-cfg.xml file using the WebSpherePluginConfig

phrase. For example:

* On Windows systems: T

LoadModule was_ap22_module "path\to\mod was_ap22_http.d11"
WebSpherePluginConfig "path\to\plugin-cfg.xm1"

» On other distributed systems: IR WECYTHNN SIS SR ST M W

LoadModule was_ap22_module "path/to/mod_was_ap22_http.so"
WebSpherePluginConfig "path/to/plugin-cfg.xm1"

Optional: If you want the web server plug-in to forward HTTP requests to more than one Liberty profile
server, repeat the previous steps for each additional server. Make sure you consolidate all the plug-in

configurations into one plugin-cfg.xml file.

Note: If an application programmatically modifies the session cookie configuration using Servlet 3.0

APls, then the application needs to be initialized prior to generating the plugin-cfg.xml file.

Otherwise, the AffinityCookie attribute defined for that application might be wrong. To avoid
this problem, you can [set deferServletLoad to false|, start the server, generate the plugin, and

then remove the deferServletLoad attribute

Configuring session persistence for the Liberty profile

When session data must be maintained across a server restart or an unexpected server failure, you can
configure the Liberty profile to persist the session data to a database. This configuration allows multiple
servers to share the same session data, and session data can be recovered in the event of a failover.

About this task

Procedure

To configure one or more servers in the Liberty profile to persist session data to a database, complete the
following steps.

Define a shared session management configuration that you can reuse among all of your servers. You

must at least:
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a. Enable the sessionDatabase-1.0 feature.
b. Define a|data source

<dataSource id="SessionDS" ... />

c. Reference the data source from the session database configuration.
<httpSessionDatabase id="SessionDB" dataSourceRef="SessionDS" ... />

d. Reference the persistent storage location from the session management configuration.
<httpSession storageRef="SessionDB" ... />

See ['Liberty profile: Configuration elements in the server.xml file” on page 3|for details about the
httpSession and httpSessionDatabase elements.

For example, you can create a file named ${shared.config.dir}/httpSessionPersistence.xml as
follows:

<server description="Demonstrates HTTP Session Persistence Configuration">

<featureManager>
<feature>sessionDatabase-1.0</feature>
<feature>servlet-3.0</feature>
</featureManager>

<httpEndpoint id="defaultHttpEndpoint" host="#" httpPort="§{httpPort}">
<tcpOptions soReuseAddr="true"/>
</httpEndpoint>

<fileset id="DerbyFiles" includes="x.jar" dir="${shared.resource.dir}/derby/client"/>

<library id="DerbyLib" filesetRef="DerbyFiles"/>

<jdbcDriver id="DerbyDriver" libraryRef="DerbyLib"/>

<dataSource id="SessionDS" jdbcDriverRef="DerbyDriver" jndiName="jdbc/sessions">

<properties.derby.client user="userl" password="passwordl"

databaseName="${shared.resource.dir}/databases/SessionDB"
createDatabase="create"/>

</dataSource>

<httpSessionDatabase id="SessionDB" dataSourceRef="SessionDS"/>
<httpSession storageRef="SessionDB" cloneld="§{cloneld}"/>

<application id="test" name="test" type="ear" location="${shared.app.dir}/test.ear"/>

</server>

Note: When multiple servers are configured to persist session data to the same database, those
servers must share the same session management configuration. Any other configuration is not
supported. For example, it is not possible for one server to use a |multi-row schemalwhile
another server uses a single-row schema.

Best Practice: If session affinity is important to your application, explicitly define a unique clone ID for
each server. In that way, you don't have to depend on the default clone ID generated
by the server, and you can be certain that the value of the clone ID never changes.

2. [Include[the shared session management configuration in each of your servers. For example, create
two server.xml files for server instances named sl and s2, as follows:

o ${wip.user.dir}/servers/sl/server.xml
e ${wlp.user.dir}/servers/s2/server.xml

<server description="Example Server">
<include Tocation="${shared.config.dir}/httpSessionPersistence.xml"/>
</server>

3. Specify unique variables in the |bootstrap.propert1’es fiIe| of each server.

* ${wlp.user.dir}/servers/sl/bootstrap.properties
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httpPort=9081
cloneld=sl
e ${wlp.user.dir}/servers/s2/bootstrap.properties
httpPort=9082
cloneld=s2
4. You might have to create a table for session persistence before you start the servers.

a. Optional: If you want to change the default row size, table name, or table space name, see
[‘Liberty profile: Configuration elements in the server.xml file” on page 3| for details about the
httpSessionDatabase element.

b. No additional action is required if your server is installed on one of the distributed operating
systems. The server automatically creates the table.

c. Optional: If your server is using DB2 for session persistence, you can |increase the page sizel to
optimize performance for writing large amounts of data to the database.

5. Optional: You can integrate HTTP sessions and in the Liberty profile. By default, after a
session is created and accessed within a protected resource with security enabled, only the originating
owner of that session can access it. [Session security| (security integration) is enabled by default.

6. Optional: Install| and [configure| the web server plug-in to route requests to each of the servers you
configured. Note that session affinity is only maintained if your|p|ug-in configuration| specifies clone IDs
that match the clone IDs defined in the server configuration.

Accessing JMX connectors on the Liberty profile

This topic describes how to access Java Management Extensions (JMX) connectors on the Liberty profile.

About this task

There are two JMX connectors supported on the Liberty profile, each connector is enabled through a
different server feature: TocalConnector-1.0 and restConnector-1.0.

* The local connector is enabled through the server feature 1ocalConnector-1.0. Access through the local
connector is protected by the policy implemented by the SDK in use. Currently the SDKs require that
the client runs on the same host as the Liberty profile, and under the same user ID.

* The REST connector is enabled through the server feature restConnector-1.0. Remote access through
the REST connector is protected by a single administrator role. In addition, SSL is required to keep the
communication confidential. The restConnector-1.0 feature already includes the ss1-1.0 feature.

Note: An application deployed on the Liberty profile has unrestricted access to its MBeanServer directory.

The following section describes how to configure and access the REST connector on the Liberty profile.

Procedure
1. Enable the REST connector using the following code in the server.xml file.
<featureManager>
<feature>restConnector-1.0</feature>
</featureManager>

2. [Configure SSL certificates|in the server.xml file.
3. Configure a user or group to the administrator role in the server.xml file.
+ [Map to the administrator role for the Liberty profile]

4. Access the REST connector from a|JMX client applicationl or using the jConsole tool provided in the
Java SDK. Use -J flags to pass the system properties as Java options and set the class path to
include the connector class files. The connector class files are packed in the clients/
restConnector. jar file.

* Use the following properties for SSL certificates:
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-J-Djavax.net.ssl.trustStore=<location of your client trust store>
-J-Djavax.net.ss1.trustStorePassword=<password for the trust store>
-J-Djavax.net.ss1.trustStoreType=<type of trustore>

An example of using the jConsole tool with SSL configurations is as follows:

jconsole -J-Djava.class.path=%JAVA HOME%/1ib/jconsole.jar;
%JAVA_HOME%/1ib/tools.jar;
%WLP_HOME%/c1ients/restConnector.jar
-J-Djavax.net.ssl.trustStore=key.jks
-J-Djavax.net.ss1.trustStorePassword=Liberty
-J-Djavax.net.ssl.trustStoreType=jks

After the jConsole starts, select Remote Process, and enter the JMX service URL.:

service:jmx:rest://<host>:<port>/IBMIMXConnectorREST. The port number is the HTTPS port. You
must provide the username and password as well.

Note:

There are some JMX REST connection options that you can specify as system properties, see
FLiberty profile: JMX REST connector settings” on page 150

Mapping the administrator role for the Liberty profile

You can use quickStartSecurity element or any supported user registries for the administrator role
mapping on the Liberty profile.

About this task

All the JMX methods and MBeans accessed through the REST connector are currently protected by a
single role named "administrator". To get started quickly, use quickStartSecurity element to configure a
single user with administrator role and configure the default SSL configuration.

You can also use any supported user registry. You can not use quickStartSecurity element if you have
already configured another user registry. In this case, you have to map users or roles from the registry to
the administrator role.

Procedure
* Use quickStartSecurity element for a single user mapping.
Here is an example showing the minimal required configuration:

<featureManager>
<feature>restConnector-1.0</feature>
</featureManager>
<quickStartSecurity userName="bob" userPassword="bobpassword" />
<keyStore id="defaultKeyStore" password="keystorePassword"/>

* Oruse the for administrator role mapping.

Here is an example using the basic registry giving the user "bob" or the group "group1" administrator
role:

<basicRegistry>
<user name="bob" password="bobpassword"/>
<user name="joe" password="joepassword"/>
<group name="groupl" ...>
</group>
</basicRegistry>

<administratorRole>
<user>bob</user>
<group>groupl</group>

</administratorRole>
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* Or use the|LDAP registry| for administrator role mapping.

Here is an example using the LDAP registry giving the user "bob" administrator role.
<ldapRegistry id="basic" host="" port="">

<tds.properties ... />
</1dapRegistry>

<adminstratorRole>
<user>cn=bob,o0=ibm,c=us</user>
</administratorRole>

Developing a JMX Java client for the Liberty profile

This topic describes how to develop a Java Management Extensions (JMX) client application and then you
can access the secured REST connector on the Liberty profile.

About this task
Using a JMX remote client application, you can administer the Liberty profile through JMX programming.

Procedure
* Develop a sample JMX client as follows. The REST connector supports the standard JMX API.

import javax.management.remote.JMXServiceURL;
import javax.management.MBeanServerConnection;
import javax.management.remote.JMXConnector;

import javax.management.remote.JMXConnectorFactory;
import java.util.HashMap;

public class Test {

public static void main(String[] args) {
try {
HashMap<String, Object> environment = new HashMap<String, Object>();
environment.put("jmx.remote.protocol.provider.pkgs", "com.ibm.ws.jmx.connector.client");
environment.put (JMXConnector.CREDENTIALS, new String[] { "bob", "bobpassword" });

JMXServiceURL url = new JMXServiceURL("service:jmx:rest://<host>:<port>/IBMIMXConnectorREST");
JMXConnector connector = JMXConnectorFactory.newJMXConnector(url, environment);
connector.connect();
MBeanServerConnection mbsc = connector.getMBeanServerConnection();

} catch(Throwable t) {

}
}
}

» Optional: Disable hostname verification for SSL certificates. The certificates installed with the Liberty
profile might not contain the hostname of where the server is actually running. If you want to disable
hostname verification of SSL certificates, you may set the system property
com.ibm.ws.jmx.connector.client.disableURLHostnameVerification to true, which disables hosthame
verification for all connections. To disable hostname verification on a per-connection basis, pass the
property as a new environment when creating the JMX connection:

HashMap<String, Object> environment = new HashMap<String, Object>();
environment.put ("jmx.remote.protocol.provider.pkgs", "com.ibm.ws.jmx.connector.client");

environment.put("com.ibm.ws.jmx.connector.client.disableURLHostnameVerification", Boolean.TRUE);
environment.put (JMXConnector.CREDENTIALS, new String[] { "bob", "bobpassword" });

« Optional: Configure [JMX REST connector settings| by using the environment Map.
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HashMap<String, Object> environment = new HashMap<String, Object>();
environment.put ("com.ibm.ws.jmx.connector.client.rest.maxServerWaitTime", 0);
environment.put("com.ibm.ws.jmx.connector.client.rest.notificationDeliveryInterval", 65000);

Liberty profile: JMX REST connector settings

This topic provides a list of keys and description that you can use as system properties when connecting
to a Liberty profile with JMX REST connectors. These keys are constants in the
com.ibm.ws.jmx.connector.client.rest.ClientProvider class, and each requires an integer value that specifies
an amount of time in milliseconds.

MAX_SERVER_WAIT_TIME
Amount of time that the client waits for the server to become available before the JMX connection
fails and a new connection must be created. The key for constant MAX_SERVER_WAIT_TIME is the
String com. ibm.ws.jmx.connector.client.rest.maxServerhWaitTime. If the connection is restored,
any previous notification listeners are registered again. To disable this behavior, set the value to
zero.

NOTIFICATION_DELIVERY_INTERVAL
Maximum amount of time that the server waits for new notifications before responding to a request
for notifications from the client. The key for constant NOTIFICATION_DELIVERY_INTERVAL is the String
com.ibm.ws.jmx.connector.client.rest.notificationDeliveryInterval. A larger value results in
better notification delivery times because less time is spent establishing new connections.
Normally it is not necessary to adjust this value.

NOTIFICATION_INBOX_EXPIRY
Amount of time that the server waits before discarding notification registrations if the client has not
checked for new notifications. The key for constant NOTIFICATION_INBOX_EXPIRY is the String
com.ibm.ws.jmx.connector.client.rest.notificationInboxExpiry. Normally it is not necessary to
adjust this value.

NOTIFICATION_READ_TIMEOUT
Read timeout for notification fetching. Because the server might wait up to
NOTIFICATION_DELIVERY_INTERVAL before responding, this value must be somewhat larger, though
normally it is not necessary to adjust this value. The key for constant NOTIFICATION_READ_TIMEOUT
is the String com.ibm.ws.jmx.connector.client.rest.notificationReadTimeout.

READ_TIMEOUT
Read timeout for all client communications with the server, except notification fetching. Adjust this
value if the client throws read timeout exceptions because of a slow connection or client or server
process. The key for constant READ_TIMEOUT is the String
com.ibm.ws.jmx.connector.client.rest.readTimeout.

SERVER_STATUS_POLLING_INTERVAL
Amount of time that the client waits between checks that the server is available again when
MAX_SERVER_WAIT_TIME is non-zero. Normally it is not necessary to adjust this value. The key for
constant SERVER_STATUS_POLLING_INTERVAL is the String
com.ibm.ws.jmx.connector.client.rest.serverStatusPollingInterval.

You can enable those JMX REST connector options using the system properties. Take the
MAX_SERVER_WAIT_TIME option as an example, you can use one of the following options:

* In the command prompt, set the system property
-Dcom.ibm.ws.jmx.connector.client.rest.maxServerWaitTime=0

* In afJMX client program| add the setting
environment.put ("com.ibm.ws.jmx.connector.client.rest.maxServerWaitTime", 0);
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Generating a Liberty profile server dump using developer tools

Using the Liberty profile Utilities menu, you can generate a server dump for support.
About this task

You can use the Utilities menu of your Liberty profile to generate a server dump to capture all
service-related information for support.

Procedure

1. In the Servers view, right-click your Liberty server profile, and select Utilities > Generate dump for
support....

2. In the Generate Dump page, click Finish to create the server dump file.
3. In the Console view, the path to the server dump is indicated:

Server TestServer dump complete in
D:\LibertyUnzip\wlp\usr\servers\TestServer\TestServer.dump-12.03.22_15.00.11.zip.

Generating a Liberty profile server dump from the command prompt

From the command prompt you can use the server dump command to capture status information for a
Liberty profile server.

About this task

The server dump command is useful for problem diagnosis of a Liberty profile server because the result
file contains server configuration, log information, and details of the deployed applications in the workarea
directory. The command can be applied to either a running or a stopped server.

For a running server, the following information is also included:

+ State of each OSGi bundle in the server

* Wiring information for each OSGi bundle in the server

» Component list managed by the Service Component Runtime (SCR)
» Detailed information of each component from SCR

» Configuration administration data of each OSGi bundle

* Information on registered OSGi services

* Runtime environment settings such as JVM, heap size, operating system, thread information, and
network status

Procedure

1. Open a command prompt, then change directory to the wip directory.

2. Capture the status information using the command line tool. If you do not specify a server name,
defaultServer is used.
» To create a snapshot of the server status, use server dump command.

bin/server dump server_name --archive=package file_name.dump.zip --include=all

where package file name.dump.zip is a filename that you choose. This filename can include a
full path name. If the full path is omitted, a compressed file called package file name.dump.zip is
created in the [${server.output.dir}| directory.

You can also use the --include option with this command. For example, --include=all option
packages all the files under the server installation directory; --include=use option packages files in
the ${WLP_USER_DIR} directory.
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Note: The result file is created using UTF-8 encoding for entry names, so you must use a tool capable
of opening the file using UTF-8 encoding for entry names. The jar command in a Java SDK
uses this format.

Results

If the specified server does not exist, the command does not succeed. If the specified server exists, a
result file is created that contains the status information of the server.

Packaging a Liberty profile server using developer tools

You can create a compressed file containing a server runtime environment, server configuration, and
applications using the packaging wizard.

About this task

Because a Liberty server is lightweight, you might find it useful to package up your applications and server
in a compressed file. You can then store this package, distribute it to colleagues, use it to deploy the
application to a different location or to another machine, or even embed it in your product distribution.

Procedure
1. In the Servers view,
2. Right-click your Liberty server profile, and select Utilities > Package Server....

3. In the Package Server page, in the Archive field, type a filename and path for your archive package,
or click Browse to locate a filename and path. This filename can include a full path name. If the full
path is omitted, a compressed file called package_file_name.zip is created in the [${server.output.dir}|
directory. In the Include: field, select whether to include:
< All server content, which includes binary files.

* Only server configuration and applications.

4. Click Finish.

Results

If the specified server does not exist, the package creation does not succeed. If the specified server exists,
a compressed file is created that contains your applications and server.

Packaging a Liberty profile server from the command prompt
From the command prompt you can create a compressed file containing a server runtime environment,
server configuration, and applications.

About this task

Because a Liberty server is lightweight, you might find it useful to package up your applications and server
in a compressed file. You can then store this package, distribute it to colleagues, use it to deploy the
application to a different location or to another machine, or even embed it in your product distribution.

Note: The result file is created using UTF-8 encoding for entry names, so you must use a tool capable of
opening the file using UTF-8 encoding for entry names. The jar command in a Java SDK uses this
format.

Procedure
1. Open a command prompt, then change directory to the wip directory.

2. [Stop the server
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3. Package the server.

Run the following command. If you do not specify a server name, defaultServer is used. If you do not
specify the --archive parameter, the value of server_name is used for package_file_name, and the
compressed file is created in the [${server.output.dir} directory.

bin/server package server_name --archive=package file name.zip --include=all

where package file name.zip is a filename that you choose. This filename can include a full path
name. If the full path is omitted, a compressed file called package file name.zip is created in the
[${server.output.dir}| directory.
You can also use the --include option with this command. For example, --include=all option
packages all the files under the server installation directory; --include=use option packages files in the
${WLP_USER_DIR} directory.

Results

If the specified server does not exist, the command does not succeed. If the specified server exists, a
compressed file is created that contains your applications and server.

Using an OSGi console

Eclipse Equinox currently provides an OSGi console that you can use to aid with debugging. This console
is not available by default. When you work with the Liberty profile, you can enable this console by
configuring a port for it.

About this task

The Liberty profile uses the Eclipse Equinox implementation of the OSGi core specification. Equinox
currently provides an OSGi console. To enable this console, you first allocate a specific port to it by setting
the osgi.console property in the bootstrap.properties file. Then you can use Telnet to connect to the
console on that port, and explore the OSGi framework.

Procedure
» Allocate a specific port to the OSGi console.

You set the OSGi console port by specifying the osgi.console property. You set this property as a
bootstrap property in the bootstrap.properties file. See [Specifying Liberty profile bootstrap properties}

The OSGi console is disabled when the osgi.console property is not set.
» Use Telnet to connect to the OSGi console port.
» Use the console to explore the framework.

The available commands vary, depending on the OSGi framework being used. Command-line help
provides enough information to get started.

Administering data access applications on the Liberty profile

The Liberty profile provides support to the data access applications using server features such as
jdbc-4.0 and other features.

Procedure

« |[Configure database connectivity on the Liberty profile}

* |Configure connection pooling for database connectionsl
Configure database transaction recovery|
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Configuring database connectivity in the Liberty profile

You can configure a data source associated with different JDBC providers for database connectivity. The
JDBC providers supply the driver implementation classes that are required for JDBC connectivity with your
specific vendor database.

About this task

To access a database from your application, you must use a data source. Data sources are provided by
JDBC drivers and come in the following varieties:

* Jjavax.sql.DataSource

This is the basic form of a data source. It does not provide interoperability that enhances connection
pooling, and cannot participate as a two-phase capable resource in transactions involving multiple
resources.

* javax.sql.ConnectionPoolDataSource
This type of data source is enabled for connection pooling. It cannot participate as a two-phase capable
resource in transactions involving multiple resources.

* Jjavax.sql.XADataSource

This type of data source is both enabled for connection pooling and is able to participate as a
two-phase capable resource in transactions involving multiple resources.

In order to be usable in the Liberty profile, your JDBC driver must provide at least one of these types of
data sources. For the commonly used JDBC drivers, the Liberty profile is already aware of the
implementation class names for the various data source types. You only need to tell the Liberty profile
where to find the JDBC driver.

Procedure
1. In the server.xml file, define a shared library pointing to the location of your JDBC driver JAR or
compressed files. For example:

<library id="DB2JCC4Lib">
<fileset dir="C:/DB2/java" includes="db2jcc4.jar db2jcc_license cisuz.jar"/>
</Tibrary>

2. Define a data source using the JDBC driver. If you don't specify the type of data source, the Liberty
profile chooses in the following order depending on which is available.
e javax.sql.ConnectionPoolDataSource
e Jjavax.sql.DataSource
* Jjavax.sql.XADataSource
Here is an example that accepts the default for data source type:

<dataSource id="db2" jndiName="jdbc/db2">

<jdbcDriver TibraryRef="DB2JCC4Lib"/>

<properties.db2.jcc databaseName="SAMPLEDB" serverName="localhost" portNumber="50000"/>
</dataSource>

Here is an example that uses javax.sql.XADataSource type:

<dataSource id="db2xa" jndiName="jdbc/db2xa" type="javax.sql.XADataSource">
<jdbcDriver TibraryRef="DB2JCC4Lib"/>
<properties.db2.jcc databaseName="SAMPLEDB" serverName="localhost" portNumber="50000"/>
</dataSource>
3. Optional: Configure attributes for the data source, such as JDBC vendor properties and connection
pooling properties.

For example:

<dataSource id="db2" jndiName="jdbc/db2" connectionSharing="MatchCurrentState"
isolationLevel="TRANSACTION_READ_COMMITTED" statementCacheSize="20">
<connectionManager maxPool1Size="20" minPoolSize="5"
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connectionTimeout="10s" agedTimeout="30m"/>
<jdbcDriver libraryRef="DB2JCC4Lib"/>
<properties.db2.jcc databaseName="SAMPLEDB" serverName="Tocalhost" portNumber="50000"
currentLockTimeout="30s" user="userl" password="pwdl"/>
</dataSource>

For a full list of configuration attributes for the dataSource element, connectionManager element and
some commonly used JDBC vendors, see [‘Liberty profile: Configuration elements in the server.xml file’|

on page 3.

Optional: Configure data sources for commonly used databases according to the following examples.

For DB2
<dataSource id="db2" jndiName="jdbc/db2">
<jdbcDriver TibraryRef="DB2JCC4Lib"/>

<properties.db2.jcc databaseName="SAMPLEDB" serverName="localhost" portNumber="50000"/>
</dataSource>

<library id="DB2JCC4Lib">
<fileset dir="C:/DB2/java" includes="db2jcc4.jar db2jcc_license cisuz.jar"/>
</library>

For DB2 on iSeries® (Native)
<dataSource id="db2iNative" jndiName="jdbc/db2iNative">
<jdbcDriver TibraryRef="DB2iNativeLib"/>
<properties.db2.i.native databaseName="+LOCAL"/>
</dataSource>

<library id="DB2iNativelLib">
<fileset dir="/QIBM/Proddata/java400/jdk6/Tib/ext" includes="db2 classesl6.jar"/>
</library>

For DB2 on iSeries (Toolbox)
<dataSource id="db2iToolbox" jndiName="jdbc/db2iToolbox">
<jdbcDriver TibraryRef="DB2iToolboxLib"/>

<properties.db2.i.toolbox databaseName="SAMPLEDB" serverName="localhost"/>
</dataSource>

<library id="DB2iToolboxLib">

<fileset dir="/QIBM/ProdData/Http/Public/jt400/1ib" includes="jt400.jar"/>
</library>

For Derby Embedded
<dataSource id="derbyEmbedded" jndiName="jdbc/derbyEmbedded">
<jdbcDriver TibraryRef="DerbyLib"/>

<properties.derby.embedded databaseName="C:/databases/SAMPLEDB" createDatabase="create"/>
</dataSource>

<library id="DerbyLib">
<fileset dir="C:/db-derby-10.8.1.2-bin/1ib"/>
</library>

For Derby Network Client
<dataSource id="derbyClient" jndiName="jdbc/derbyClient">
<jdbcDriver TibraryRef="DerbyLib"/>
<properties.derby.client databaseName="C:/databases/SAMPLEDB" createDatabase="create"

serverName="Tocalhost" portNumber="1527"/>
</dataSource>

<library id="DerbyLib">
<fileset dir="C:/db-derby-10.8.1.2-bin/1ib"/>
</library>

For Informix JCC

<dataSource id="informixjcc" jndiName="jdbc/informixjcc">
<jdbcDriver libraryRef="DB2JCC4Lib"/>

<properties.informix.jcc databaseName="SAMPLEDB" serverName="localhost" portNumber="1526"/>
</dataSource>
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<library id="DB2JCC4Lib">
<fileset dir="C:/Drivers/jcc/4.8" includes="db2jcc4.jar db2jcc_license_cisuz.jar"/>
</library>

For Informix JDBC
<dataSource id="informix" jndiName="jdbc/informix">
<jdbcDriver libraryRef="InformixLib"/>
<properties.informix databaseName="SAMPLEDB" ifxIFXHOST="1ocalhost"
serverName="o01_machinename" portNumber="1526"/>
</dataSource>

<library id="InformixLib">
<fileset dir="C:/Drivers/informix" includes="ifxjdbc.jar ifxjdbcx.jar"/>
</library>

For Microsoft SQL Server (Microsoft JDBC driver)
<dataSource id="mssqlserver" jndiName="jdbc/mssqlserver">
<jdbcDriver libraryRef="MSJDBCLib"/>
<properties.microsoft.sqlserver databaseName="SAMPLEDB"
serverName="Tocalhost" portNumber="1433"/>
</dataSource>

<library id="MSJDBCLib">
<fileset dir="C:/sqljdbc_4.0/enu" includes="sqljdbc4.jar"/>
</library>

For Microsoft SQL Server (DataDirect Connect for JDBC driver)
<dataSource id="ddsqlserver" jndiName="jdbc/ddsqlserver">
<jdbcDriver libraryRef="DataDirectLib"/>
<properties.datadirect.sqlserver databaseName="SAMPLEDB"
serverName="1ocalhost" portNumber="1433"/>
</dataSource>

<library id="DataDirectLib">
<fileset dir="C:/DataDirect/Connect-4.2/1ib" includes="sqlserver.jar"/>
</Tibrary>

For MySQL
<dataSource id="mySQL" jndiName="jdbc/mySQL">
<jdbcDriver libraryRef="MySQLLib"/>
<properties databaseName="SAMPLEDB" serverName="localhost" portNumber="3306"/>
</dataSource>

<library id="MySQLLib">
<fileset dir="C:/mysql-connector-java-x.x.xx"
includes="mysql-connector-java-x.x.xx.jar"/>
</library>

For Oracle
<dataSource id="oracle" jndiName="jdbc/oracle">
<jdbcDriver TibraryRef="OracleLib"/>
<properties.oracle URL="jdbc:oracle:thin:@//lTocalhost:1521/SAMPLEDB" />
</dataSource>

<library id="OracleLib">
<fileset dir="C:/Oracle/1ib" includes="ojdbc6.jar"/>
</library>

For Sybase
<dataSource id="sybase" jndiName="jdbc/sybase">
<jdbcDriver TibraryRef="SybaselLib"/>
<properties.sybase databaseName="SAMPLEDB" serverName="localhost" portNumber="5000"/>
</dataSource>

<library id="SybaselLib">

<fileset dir="C:/Drivers/sybase" includes="jconnd.jar"/>
</library>

156  Administering applications and their environment



For solidDB®

<dataSource id="solidDB" jndiName="jdbc/sol1idDB">

<jdbcDriver libraryRef="solidLib"/>

<properties databaseName="SAMPLEDB" URL="jdbc:solid://localhost:2315/"/>

</dataSource>

<library id="solidLib">

<fileset dir="C:/Drivers/solidDB" includes="SolidDriver2.0.jar"/>

</library>

For a JDBC driver that is not known to the Liberty profile
<dataSource id="sample" jndiName="jdbc/sample" type="javax.sql.XADataSource">

<jdbcDriver TibraryRef="SampleJDBCLib"

javax.sql.XADataSource="com.ibm.sample.SampleXADataSource"/>
<properties databaseName="SAMPLEDB" hostName="localhost" port="12345"/>

</dataSource>

<library id=SampleJDBCLib">

<fileset dir="C:/Drivers/SampleJDBC/" includes="sampleDriver.jar"/>

</library>

In the example, the JDBC driver is located at C:/Drivers/SampleJDBC/sampleDriver. jar and
provides an implementation of javax.sql.XADataSource named
com.ibm.sample.SampleXADataSource. The JDBC driver also provides vendor-specific data
source properties such as databaseName, hostName and port.

Liberty profile: How data source configuration updates are applied
If you change the attributes of the dataSource element while a server is running, the updates to different
attributes are applied at different times and in different ways.

You configure a data source by specifying the attributes of the dataSource element in the server.xml
configuration file. If you change these attributes for a running server, the updates are applied at different
times and in different ways, depending on which attribute is changed. The following table describes, for
each attribute of the dataSource element, how a configuration change is applied at run time.

Table 4. How data source configuration updates are applied at run time. The first column of the table lists the
attributes of the dataSource element. The second column describes, for each attribute, how the configuration update

is applied at run time.

Attribute name

How the configuration update is applied

beginTranForResultSetScrol1ingAPIs

The update is effective immediately.

beginTranForVendorAPIs

The update is effective immediately.

commitOrRol1backOnCleanup

The update is effective immediately.

connectionManagerRef All connections and the connection pool are destroyed. The data
source is then managed by the new connection manager.

connectionSharing The update is applied with each first connection handle in a
transaction.

isolationLevel The update is applied with new connection requests; current
connections retain their isolation level.

jdbcDriverRef All connections and the connection pool are destroyed. The new
JDBC driver is then used.

jndiName All connections and the connection pool are destroyed. The new
JNDI name is then used.

propertiesRef If the data source is Derby Embedded, all connections and the
connection pool are destroyed before new properties go into
effect. For other JDBC drivers, the new properties go into effect
with new connection requests.

queryTimeout The update is effective immediately.

recoveryAuthDataRef Authentication data for transaction recovery.

statementCacheSize The statement cache is resized upon next use.
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Table 4. How data source configuration updates are applied at run time (continued). The first column of the table
lists the attributes of the dataSource element. The second column describes, for each attribute, how the configuration
update is applied at run time.

Attribute name How the configuration update is applied

supplementalJDBCTrace All connections and the connection pool are destroyed. The new
setting is then used.

syncQueryTimeoutWithTransactionTimeout The update is effective immediately.

transactional The update is applied to new connections and existing

connections not in use from the connection pool.

type All connections and the connection pool are destroyed. The new
setting is then used.

Adding a data source using developer tools
You can add a data source to your application using the developer tools.

Procedure

1. In the Project Explorer view, expand liberty_profile_name > servers > server_name > server.xml,
and select Open With > XML Editor.

In the design view, select Server Configuration, and click Add.

On the Select item to add to Server Configuration: page, select Data Source.
On the Data Source Details panel, beside JDBC Driver, click Create.

On the Configure a JDBC driver page,

* In the Id field, type an ID for your JDBC driver, for example derbyEmbedded.

* In the Library ref: field, select an option from the drop-down list, or click Create to create a new
one.

— On the Configure a shared library page, in the Id field, type the ID for your JDBC driver that you
created, for example derbyEmbedded.

— lin the Fileset ref: field, select an option from the drop-down list, or click Create to create a new
one.

- On the Configure a fileset page, in the Id field, type an ID for your JDBC driver, for example
derbyEmbedded.

- In the Base directory field, type a path for your base directory or click Browse to locate a
library location path.

- In the Includes field, type the name of your data source, for example derby.jar, or click
Browse to locate the data source archive file that you want to include.

- In the Excludes field, type the archives that you want to exclude, or click Browse to locate
the data source archive file that you want to exclude. Click Okay

— Click Okay
* Click Okay
6. Your JDBC data source has been added to your application.

ok 0N

Liberty profile: Application-defined data sources
You can define a data source within your application, through annotations or in the deployment descriptor,
as defined by the Java EE specification.

This capability is limited to names in java:comp. Other name spaces such as java:module, java:app, and
java:global are not available.

When defining a data source in an application, the JDBC driver must be made available to the application.
This is accomplished by configuring a shared library in the server.xml for your application.
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For example:

<application id="myApp" name="myApp" location="myApp.war" type="war">
<classloader commonLibraryRef="DB2Lib"/>
</application>

<library id="DB2Lib">
<fileset dir="C:/DB2/java" includes="db2jcc4.jar db2jcc_Tlicense cisuz.jar"/>
</library>

Then you can define a data source in your application either via annotations or in the deployment
descriptor.

» Use annotations as in the following example:
@DataSourceDefinition(

name = "java:comp/env/jdbc/db2",
className = "com.ibm.db2.jcc.DB2DataSource",
databaseName = "SAMPLEDB",

serverName = "localhost",

portNumber = 50000,

properties = { "driverType=4" },

user = "userl",

password = "pwdl"

)

public class MyServlet extends HttpServlet {

@Resource (Tookup="java:comp/env/jdbc/db2")
DataSource ds;

* Use the deployment descriptor as in the following example, for example, in a web.xml file:

<data-source>
<name>java:comp/env/jdbc/db2</name>
<class-name>com.ibm.db2.jcc.DB2DataSource</class-name>
<server-name>Tocalhost</server-name>
<port-number>50000</port-number>
<database-name>SAMPLEDB</database-name>
<user>userl</user>
<password>pwdl</password>
<property><name>driverType</name><value>4</value></property>

</data-source>

In general, properties that can be defined on dataSource or connectionManager in the server.xml files can
also be specified on application defined data sources. However, you cannot specify properties that refer to
other elements, such as connectionManagerRef and jdbcDriverRef, because the application defined data
source implicitly defines the connection manager and JDBC driver. When using application-defined data
sources for two-phase commit, you can specify the recoveryAuthDataRef property to select the
authentication data that is used for transaction recovery. However, it is important to be aware that recovery
of transactions is only possible while the application is running. You can use variables, encoded
passwords, and duration syntax in application defined data sources.

Note: The duration syntax does not apply to properties that are explicitly defined in the annotation, such
as loginTimeout or maxIdleTime.

Here is an example of two data sources using connection manager properties, variables, encoded
passwords, and duration syntax.

@DataSourceDefinitions(value = {
@DataSourceDefinition(
name = "java:comp/env/jdbc/derby",
className = "org.apache.derby.jdbc.EmbeddedDataSource40",
databaseName = "${shared.resource.dir}/data/SAMPLEDB",
minPoolSize =1,
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maxPoolSize = 10,
maxIdlieTime = 180,
properties = { "agedTimeout=10m", "connectionTimeout=30s", "createDatabase=create" }

@DataSourceDefinition(

name = "java:comp/env/jdbc/oracle",

className = "oracle.jdbc.pool.0OracleDataSource",

url = "jdbc:oracle:thin:@//localhost:1521/SAMPLEDB",
user = "userl",

password = "{xor}0zOvKDtt"

)

})

Configuring connection pooling for database connections
You can configure connection pooling for your data source by defining a connection manager for it.

Example

The following example code uses the connectionManager element in the server.xml file to define a
connection pool for a data source:
<dataSource id="ds1" jndiName="jdbc/example" jdbcDriverRef="DB2" >

<connectionManager maxPoolSize="10" minPool1Size="2" />
</dataSource>

The server uses default values for any connection management settings that are not defined on the
connection manager element. If a connection manager is not defined at all for a data source, the server
uses default values for all of the settings.

You can define multiple data sources and associate each with a different connection manager.
However, you cannot associate multiple data sources with a single connection manager.

For more information about the connectionManager element, see[‘Liberty profile: Configuration elements in|
the server.xml file” on page 3|

Liberty profile: How connection pooling configuration updates are applied:

If you change the attributes of the connectionManager element while a server is running, the updates to
different attributes are applied at different times and in different ways.

You configure a connection pool by specifying the attributes of the connectionManager element in the
server.xml configuration file. If you change these attributes for a running server, the updates are applied
at different times and in different ways, depending on which attribute is changed. The following table
describes, for each attribute of the connectionManager element, how a configuration change is applied at
run time.

Table 5. How connection manager configuration updates are applied at run time. The first column of the table lists
the attributes of the connectionManager element. The second column describes, for each attribute, how the
configuration update is applied at run time.

Attribute name How the configuration update is applied
agedTimeout The update is effective immediately.
connectionTimeout The update is effective immediately.
maxIdleTime The update is effective immediately.
maxNumber0fMCsA11owableInThread The update is effective immediately.
maxPoolSize The update is effective immediately.
minPoolSize The update is effective immediately.
numConnectionsPerThreadLocal The update is effective immediately.
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Table 5. How connection manager configuration updates are applied at run time (continued). The first column of the
table lists the attributes of the connectionManager element. The second column describes, for each attribute, how the
configuration update is applied at run time.

Attribute name How the configuration update is applied
reapTime The update is effective immediately.
purgePolicy The update is effective immediately.

Note: The attributes agedTimeout and maxIdleTime are updated immediately. However, they are not used
fully unless the value of reapTime attribute is greater than zero.

Because updates to the connection manager are effective immediately, errors might occur if you make
changes with active connections; including the potential risks for the connections to be ended prematurely.

Liberty profile: How database transactions are recovered

Support for transactions is provided by the transaction service. Recovery can occur either when the
transaction service is first used, or at server startup. When recovering any in-doubt database transactions,
the Liberty profile transaction manager uses either the unique identifier or the JNDI name to locate the
current dataSource element.

By default, transaction recovery after a server failure happens when the transaction service is first used (at
first lookup of a UserTransaction), rather than at server startup. This behaviour can be altered by using a
pair of configuration attributes for the transaction service. These attributes control when recovery happens,
and whether the system waits for recovery to finish before allowing transactional work to proceed. You set
these attributes in the server.xml file. For example, the following settings specify that recovery should
occur at server startup, and that the server should wait for recovery to finish before allowing transactional
work to proceed:

<transaction

recoverOnStartup="true"

waitForRecovery="true"
/>

You configure a data source by specifying the attributes of the dataSource element in the server.xml
configuration file. You also assign a unique identifier or a jndiName attribute for the data source as follows:

<dataSource id="dsl1" jndiName="jdbc/dsl"... />

You must not change the value of the id or jndiName attribute when a recovery is pending for a
transaction in which the data source participated. If you make changes to any other attributes of the
dataSource element, those changes are honored for the recovery. This enables you to, for example, add a
recoveryAuthDataRef attribute that specifies a database user ID and password to use for recovery.

The database user ID and password to use for recovery are determined according to the following

precedence:

1. If the dataSource element has the recoveryAuthDataRef attribute defined, then the user ID and
password from the authData element are used. For example:

<authData id="recoveryAuth" user="dbuserl" password="{xor}0zOvKDtu"/>
<dataSource id="ds1" jndiName="jdbc/ds1" jdbcDriverRef="DB2"
recoveryAuthDataRef="recoveryAuth" .../>

2. Otherwise, if container managed authentication is used, then the user ID and password from the
container managed authentication alias are used. For example:

* In the ibm-web-bnd.xm1 file, you have the following code:

<resource-ref name="jdbc/dslref" binding-name="jdbc/ds1">
<authentication-alias name="userlAuth"/>
</resource-ref>

* In the server.xml file, you have to define the following code:
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<authData id="userlAuth" user="dbuserl" password="{xor}0zOvKDtu"/>
<dataSource id="ds1" jndiName="jdbc/ds1" jdbcDriverRef="DB2" .../>

3. Otherwise, the user ID and password from the dataSource element are used. For example:

<dataSource id="dsl1" jndiName="jdbc/ds1" jdbcDriverRef="DB2" ...>
<properties.db2.jcc databaseName="testdb" user="dbuserl" password="{xor}0zOvKDtu"/>
</dataSource>
4. If none of the above are specified, and the recovery is attempted without any user ID and password,
then the behavior is determined by the JDBC driver and database.

Note: If the transaction recovery is performed by an application-defined data source, such as an
@DataSourceDefinition annotation or a <data-source> element in the deployment descriptor, you
have to make sure the application is running for the data source when the recovery is happening.
Configurations in the server.xml file cannot be used to recover application-defined data sources.

Administering web applications on the Liberty profile

The Liberty profile provides support to the web applications using server features such as serviet-3.0,
jsp-2.2 and other features.

Procedure

[Specify when Servlets are loaded and initialized,.

Specifying when servlets are loaded and initialized

By default, the Liberty profile defers servlet loading until a request is received for the associated web
application. You can override this default behavior by specifying the web container deferServletLoad
attribute to false.

About this task

The servlet specification defines the Toad-on-startup servlet attribute, which is specified in the web.xm1 file
of a web application. If a servlet has a non-negative value for the 1oad-on-startup attribute, the servlet
must be loaded and initialized when the web application is deployed. The Liberty profile optimizes server
start time and memory use by not starting a servlet until a request is received for the web application. You
can override this deferral so that your servlets are loaded and initialized when the web application is
installed, rather that waiting for the first request for the application.

Example

To configure the server to load servlets when a web application is installed, add the following line to the
server.xml configuration file or a file that it includes:

<webContainer deferServletLoad="false"/>

This setting applies to all web applications installed in the server.
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Chapter 3. How do | administer applications and their

environments?

Follow these shortcuts to get started quickly with popular tasks.

When you visit a task in the information center, look for the IBM Suggests feature at the bottom of the
page. Use it to find available tutorials, demonstrations, presentations, developerWorks® articles, IBM

Redbooks®, support documents, and more.

[Create WebSphere profiles|

[Register a node with the administrative agent|

IAdminister nodes using the administrative agent|

IAdminister configurations]

|Administer application servers with the console|

|Configure application servers with scripting|

[Manage application servers with scripting|

IAdminister generic servers|

|[Administer custom services|

l[Administer the UDDI registry|

[Use the console to administer communication with web servers (plug-ins)

[Use scripting to administer communication with web servers (plug-ins)|

[Administer HTTP sessions with the console]

lAdminister HTTP sessions with scripting|

[Provide access to naming and directory resources (JNDI) - Name server|

[Provide access to naming and directory resources (JNDI) - Bindings|

[Provide access to relational databases (JDBC resources) with the consolel

[Provide access to relational databases (JDBC resources) with scripting

[Choose a messaging provider)

[Provide access to messaging resources (default messaging provider) with scripting|

[Install applications with the console]

[Install applications with scripting

[Start and stop applications with the console]
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[Start and stop applications with scripting|

[Update applications with the console]

[Update applications with scripting|

|Dep|oy and administer web services applications|

IAdminister business-level applications using the administrative console]

IAdminister business-level applications using programming|

[Set up business-level applications using scripting

|Manage environment configurations with properties files using wsadmin scripting|

[Choose an administrative client|

[Use the administrative console]

[Using scripting (wsadmin)|

[Troubleshoot deployment|

[Troubleshoot administration|
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Chapter 4. Using the administrative clients

Using the administrative console

You can install, start, and access the administrative console. You can also specify console preferences
and access help.

About this task

The administrative console is a Web-based tool that you use to manage the product. The administrative
console supports a full range of product administrative activities.

Application servers and administrative agents can have their own administrative consoles. The steps in
this task apply to these consoles.

Procedure
1. [Optionally install the administrative console through the wsadmin command.|
2. Start the server for the appropriate administrative console.

Issue the startServer command for an application server or an administrative agent server. The
administrative console application starts automatically when you start the server to which the
administrative console belongs.

3. |Access the administrative console]
4. |Specify console preferences.|

5. |Access help.|
Administrative console

Administrative console buttons
This page describes the button choices that are available on various pages of the administrative console,
depending on which product features you enable.

. Select all items. Selects each resource that is listed on the administrative console panel, in
preparation for performing an action against the selected resources.

. Deselect all items. Removes all the listed resources from each selection so that no action is
performed against any of the resources.

« 77 Show filter function. Produces a dialog box for specifying the resources to view in the table on
this administrative console page.

Ll
4] Hide filter function. Hides the dialog box for specifying the resources to view in the table on

this administrative console page.

When you produce the dialog box, select the column to filter and enter the filter criteria.

Column to filter
Select the column to filter from the drop-down list. When you apply the filter, only those items in
the selected column that meet the filter criteria are displayed.

For example, select Names to enter criteria by which to filter application server names.

Filter criteria
Enter a string that must be found in the name of a collection entry to qualify the entry to display
in the collection table. The string can contain percent sign (%), asterisk (*), or question mark (?)
symbols as wildcard characters. For example, enter *App* to find any application server whose
name contains the string App.

© Copyright IBM Corp. 2012 165



Prefix each of the following characters () ~ = % { } \ + § with a backslash (\) so that the
regular expression engine performing the search correctly matches the search criteria. For
example, to search for all Java DataBase Connectivity (JDBC) providers containing (XA) in the
provider name, specify the following string:

*\ (XA\)
=
+ | Clear filter value. Clears your filter changes and restores the most recently saved values.
Abort. Stops a transaction that is not yet in the prepared state. All operations that the transaction
completed are undone.
Activate. Activates a group member.
Add. Adds the selected or typed item to a list, or produces a dialog for adding an item to a list.
Apply. Saves your changes to a page without exiting the page.
Back. Displays the previous page or item in a sequence. The administrative console does not support
using the Back and Forward options of a browser, which can cause intermittent problems. Use Back or
Cancel on the administrative console panels instead.
Browse. Opens a dialog that enables you to look for a file on your system.
Cancel. Exits the current page or dialog, discarding unsaved changes. The administrative console does
not support using the Back and Forward options of a browser, which can cause intermittent problems.
Use Cancel on the administrative console panels instead.
Change. In the context of security, you can search the user registry for a user ID for an application to run
under. In the context of container properties, you can change the data source that the container is
using.
Clear. Clears your changes and restores the most recently saved values.
Clear selections. Clears any selected cells in the tables on this tabbed page.
Close. Exits the dialog.
Collapse all. Collapses all the expanded items.
Commit. Releases all locks that are held by a prepared transaction and forces the transaction to commit.
Copy. Creates copies of the selected application servers.
Create. Saves your changes to all the tabbed pages in a dialog and exits the dialog.
Create tables. Develops scheduler database tables.
Deactivate. Deactivates a group member. The group member must be in the active state to be
deactivated. The deactivate option causes the group member to move to the idle state. The group policy
overrides which members are activated and deactivated for a group. The policy is enforced for every
member state change. If the deactivate option conflicts with the group policy, the policy resets who is
the active member of the group.
Delete. Removes the selected instance.
Details. Shows the details about a transaction.
Disable.
Group or group members:
Disables a group or group member. When you disable a group or group member, the active
group or group member is first deactivated. If the deactivate option is successful, the group or
group member moves to the disable state. A disabled group or group member cannot be
activated.
Java Management Extensions (JMX) connectors:
Disables a connector.
Disable Auto Start. Requires you to start the application manually.
Discard. Discards your local changes instead of saving them to the master configuration.
Done. Saves your changes to all the tabbed pages in a dialog and exits the dialog.
Down. Moves through a list.
Drop tables. Removes scheduler database tables.
Dump. Activates a dump of a traced application server.
Edit. Lets you edit the selected item in a list, or produce a dialog box for editing the item.
Enable.
Group or group members:
Enables a group or a group member.
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Java Management Extensions (JMX) connectors:

Enables a connector.
Enable Auto Start. Starts an application automatically when the server on which the application resides
starts.
Expand all. Expands all the collapsed items.
Export. Accesses a page for exporting enterprise archive (EAR) files for an enterprise application.
Export DDL. Accesses a page for exporting data definition language (DDL) files for an enterprise
application.
Export Keys. Exports Lightweight Third-Party Authentication (LTPA) keys to other domains.
Export route table. Exports the route table information for a selected cluster to a binary file in the
configuration.
Filter. Produces a dialog box for specifying the resources to view in the tables on this tabbed page.
Finish. Forces a transaction to finish, regardless of whether its outcome has been reported to all
participating applications.
First. Displays the first record in a series of records.
Generate keys. Generates new LTPA keys. When security is turned on for the first time with LTPA as
the authentication mechanism, LTPA keys are automatically generated with the password entered in the
panel. To generated new keys, use this option after the server is up with security turned on. Clicking this
option generates the keys and propagates them to all active servers (cell, node, and application
servers). The new keys can be used to encrypt and decrypt the LTPA tokens. Click Save on the console
taskbar to save the new keys and the password in the repository.
Immediate stop. Stops the server, but bypasses the normal server quiesce process that supports
in-flight requests to complete before shutting down the entire server process. This shutdown mode is
faster than the normal server stop processing, but some application clients can receive exceptions.
Import keys. Imports new LTPA keys from other domains. To support single sign-on (SSO) in
WebSphere Application Server across multiple WebSphere domains (cells), share LTPA keys and a
password among the domains. After exporting the keys from one of the cells into a file, click this option
to import the keys into all the active servers (cell, node, and application servers). The new keys can be
used to encrypt and decrypt the LTPA token. Click Save on the console taskbar to save the new keys
and the password in the repository.
Install. Displays the Preparing for application installation page, which you use to deploy an application,
an enterprise bean, or a web component onto an application server.
Install RAR. Opens a dialog that is used to install a Java 2 Platform, Enterprise Edition Connector
Architecture (JCA) connector and to create a resource adapter.
Manage state. Displays a list of MBeans that corresponds to your previous selection of data source or
connection factory configurations. You can apply JCA lifecycle management operations to these MBeans
to control the runtime status of the corresponding resources.
Manage transactions. Displays a list of active transactions running on a server. You can forcibly finish
any transaction that has stopped processing because a transactional resource is not available.
Modify. Opens a dialog that is used to change a specification.
Move. Moves the selected application servers to a different location in the administrative cell. When
prompted, specify the target location.
Move down. Moves downward through a list.
Move up. Moves upward through a list.
New. Displays a page that you use to define a new instance. For example, clicking New on the Application
Servers page displays a page on which you can configure a new application server.
Next. Displays the next page, frame, or item in a sequence.
0K. Saves your changes to the local configuration and exits the page.
Pause. In the context of JCA lifecycle management, stops all outbound communication that is conducted
through a resource on a specified server to a backend.
Ping. Attempts to contact selected application servers.
Previous. Displays the previous page, frame, or item in a sequence.
Quit. Exits a dialog box and discards any unsaved changes.
Reference shared libraries. Opens the collection of shared library references available for use by your
application or module. If no references are available, a message is displayed stating that there are no
references.
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» Refresh. Refreshes the view of data for instances that are currently listed on this tabbed page.

* Remove. Deletes the selected item.

* Remove file. Removes the specified file from the selected application or module.

» Reset. Clears your changes on the tab or page and restores the most recently saved values.

* Restart. Stops the selected objects and starts them again.

* Resume. In the context of JCA lifecycle management, restarts the activity of a data source or a
connection factory that was paused by a previous JCA lifecycle management operation.

* Retrieve new. Retrieves a new record.

» Save. Saves the changes in your local configuration to the master configuration.

» Select. For resource analysis, lets you select a scope in which to monitor resources.

* Set. Saves your changes to settings in a dialog.

» Settings. Displays a dialog for editing servlet-related resource settings.

» Settings in use. Displays a dialog showing the settings in use.

» Start. In the context of application servers, starts selected application servers. In the context of data
collection, starts collecting data for the tables on this tabbed page.

» Stop. In the context of server components such as application servers, stops the selected server
components. In the context of a data collection, stops collecting data for the tables on a tabbed page.

» Terminate. Deletes the Application Server process or another process that cannot be stopped by the
Stop or Immediate Stop commands. Some application clients can receive exceptions. Always attempt an
immediate stop before using this option.

» Test connection. After you define and save a data source, you can select this option to ensure that the
parameters in the data source definition are correct. On the Collection panel, you can select multiple
data sources and test them simultaneously.

* Uninstall. Deletes a deployed application from the WebSphere Application Server configuration
repository. Also deletes application binary files from the file system.

» Update. For applications, replaces an application that is deployed on a server with an updated
application. As part of the updating, you might need to complete steps on the Preparing for application
installation and Update application pages.

* Update resource 1ist. Updates the data on a table. Discovers and adds new instances to the table.

» Verify tables. Validates the mapping between the table names, scheduler resource, and data sources.

» View. Opens a dialog on a file.

Administrative console page features
This topic provides information about the basic elements of an administrative console page, such as the
various tabs.

Administrative console pages are arranged in a few basic patterns. Understanding their layout and
behavior can help you use them more easily.

Collection pages:

Use collection pages to manage a collection of existing administrative objects. A collection page typically

contains one or more of the following elements:

Scope Scope is described in Administrative console scope settings.

Preferences
Preferences are described in Administrative console preference settings.

Table of existing objects
The table displays existing administrative objects of the type specified by the collection page. The
table columns summarize the values of the key settings for these objects. If no objects exist yet,
an empty table is displayed. Use the available options to create a new object.

Buttons for performing actions
The available actions are described on the Administrative console buttons help panel. In most
cases, you need to select one or more of the objects in the table, then click an action. The action
is applied to the selected objects.

Sort toggle buttons
The column headings in the table are followed by icons for sort ascending (*) and sort descending
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(v). By default, items such as names are sorted in descending order (alphabetically). To enable
another sorting order, click the icons for the column that you want to sort.

Detail pages: Use detail pages to configure specific administrative objects, such as an application server. A

detail page typically contains one or more of the following elements:

Configuration tabbed page
This tabbed page is for modifying the configuration of an administrative object. Each configuration
page has a set of general properties that is specific to the administrative object. Other sets of
properties display on the page, but vary depending on the administrative object.

Runtime tabbed page
This tabbed page displays the configuration that is currently in use for the administrative object.
The object is read-only in most cases. Some detail pages do not have runtime tabs.

If you can edit runtime properties, these properties directly affect the current runtime environment,
but are not preserved when that environment is stopped.

Local Topology tabbed page
This tabbed page displays the topology that is currently in use for the administrative object. View
the topology by expanding and collapsing the different levels of the topology. Some detail pages
do not have local topology tabs.

Buttons for performing actions
Buttons to perform specific actions display on the configuration tabbed page and the Runtime
tabbed page. The displayed buttons vary based on the administrative object. The available buttons
are described on the Administrative console buttons help panel.

Wizard pages: Use wizard pages to complete a configuration process comprised of several steps. Be
aware that wizards show or hide certain steps depending on the characteristics of the specific object that
you are configuring.

Console layout
This topic describes the layout of the user interface for Integrated Solutions Console.

See |Navigating the console| for instructions on how to use the console controls.

Banner
Displays a common image across all Integrated Solutions Console installations. The banner
includes a greeting to the user who is logged in and links to log out of the console and to open
console help.

Navigation tree
Lists the tasks available in the console. Tasks are grouped into organizational nodes that represent
categories of tasks, for example, Servers, or Applications. The organizational nodes can be nested
in multiple levels.

The tasks shown are only those for which the user has access. When you click a task in the
navigation, a page is displayed in the work area containing one or more modules for completing
the task. Use the View selection list at the top of the navigation area to modify the list of tasks
according to your preferences. You can organize the tasks as follows:

All tasks
This shows all tasks in the console. Tasks are grouped into organizational nodes, for
example, Guided activities, Servers, or Applications.

My tasks
This shows only the tasks that you have added to the view. This list is initially empty, but
provides a link to the My Tasks module. Use My Tasks to add and remove from the My
Tasks list in the navigation.

Product selection
Selecting a product name shows only the tasks for that particular product, for example,
WebSphere Application Server.
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Work area
When you launch a page, the content of the page is displayed in the work area. If you have not
launched any pages, the Welcome page is displayed in the work area. A page contains one or
more console modules that are used to perform operations. Each console module has its own
navigation controls. Some pages include a control to close the page and return to the Welcome

page.
Console navigation
This topic describes how to navigate pages and tasks in the Integrated Solutions Console.
* [Launching pages from the navigation tree|
. :Filtering tasks in the navigation
. :Using the title bar control§|
« [Accessing help)
» |Using the console help controls|

Before reading this section, read the terms and information in Console layout.
Launching pages from the navigation tree

The console navigation provides a hierarchical view of all of the tasks available in the console. A task is a
page in the work area consisting of one or more console modules. All of the modules on the page are
provided to start and complete the task. To open a task, simply click the task name in the navigation. The
task is opened in a new page in the work area.

The following table describes the controls for the console navigation tree and entries in the tree.

Table 6. Console navigation tree control functions. The following table describes the controls for the console
navigation tree and entries in the tree.

Icon Function

Represents an organizational node in the navigation tree that contains pages or
other navigation nodes. Click the icon to expand the node.

= Closes an organizational node.

Filtering tasks in the navigation

When you first access the console, all tasks to which you have access are displayed in the navigation.
Use the view menu at the top of the navigation to filter the list of tasks by product. Or, you can create a
customized list by selecting My tasks from the View menu. For instructions on creating and managing your
custom list of tasks, see My tasks.

Using the title bar controls

Each page contains one or more web applications or console modules. A console module enables you to
perform an operation, such as displaying a list or stopping a managed system. The title and the controls
for the module are displayed on the title bar. Depending on the functions supported by the module, the
following icons might be displayed on the title bar:

« The . icon is displayed if the module allows you to edit settings for the portlet. For example, a module
that retrieves performance data could permit you to specify the server to be analyzed. When you click
the icon, an edit screen is displayed. Click the 4 icon to return to the previous screen.

* The 4 icon allows you to return to the previous screen.

* The 7 icon is displayed if help is available for the module. When you click the icon, the help is
displayed in a separate browser window.
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* The @ icon allows you to minimize the module view. When you click the icon, only the title bar is visible
on the page. Click the & icon to return to the maximize state.

* The [ icon allows you to maximize a module view. When you click the icon, the full portlet view is
visible on the page. Click the & icon to return to the minimize state.

In addition to the controls on the title bar, a module can include controls for other actions, such as a button
to submit input. Some modules have controls that launch other modules. If a module launches another
module, the newly launched module is displayed on a new page.

Accessing help
Help is available for the entire console or for a specific module in the console.

To access console help, perform the following steps:
1. Click Help on the console toolbar. The Help is displayed in a separate browser window.

2. In the help navigation tree, click the help set you want to view. For example, click Console help to
view topics that provide helpful information for new console users. Use the|console help controlg as
needed.

To access help for a module on a page, perform the following steps:

1. On the title bar for the module, click the 2 icon. That icon is displayed only if help is available for the
module. The help is displayed in a separate browser window.

2. Close the help window when you are finished viewing it.

Using the console help controls

Table 7. Console help control functions. The following table describes the console help control functions.

Icon Function

P @ Use these controls to navigate the list of pages you have viewed. Click @ to

return to the previous help topic that was displayed. Click = to move forward in
the history list.

The current topic will be highlighted in the navigation tree. This function is useful if
you followed links from one help topic to other topics and you want to determine
where the current topic is listed in the help navigation tree.

E%-—‘ Click either of these icons to synchronize the navigation tree with the current topic.

&

¢u Permits you to add the current page to your browser favorites list or bookmarks.

& Displays a window for printing the help topic that is displayed.

[l Maximizes the target view. This control is available for the Table of Contents view,
the Search Results view, and the topic display area.

5 Restores a maximized view to its normal size.

= Changes the view to the Search Results view. To search all of the help topics, type

a word or words in the Search field. Enclose a phrase within double quotes. You
can use Boolean operators (such as OR) in the search string. To limit the scope of
the search, click Search scope. Click GO to start the search. A list of topics that
contain the target strings are displayed in the results frame.

@] Changes from the Search Results view to the Table of Contents view.
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Administrative console browser support
Several web browsers are supported for use with Integrated Solutions Console.

The following web browsers are supported for use with Integrated Solutions Console:
» Firefox Versions 3.0.x and 4.0.x

» Firefox Version 1.5, for AIX V6.1 only

* Microsoft Internet Explorer Versions 8.0 and 9.0

Note: Using the browser's back button with the console can produce unexpected results and is not
supported. Use the controls and links provided in the console to navigate between pages and
applications.

Console accessibility
There are many accessibility features built into Integrated Solutions Console.

+ |Accessibility features|
+ [Navigating the console by using the keyboard|
« [Navigating help by using the keyboard

Accessibility features

The Integrated Solutions Console has the following accessibility features:
* The following features are for vision-impaired users:
— Can be operated by using only the keyboard
— Communicates all information independent of color
— I Supports interfaces commonly used by screen readers and screen magnifiers
— Supports the attachment of alternate output devices
— Provides help information in an accessible format
» The following features are for users who have mobility impairments or limited use of their hands:
— Allows the user to request more time to complete timed responses
— Can be operated by using only the keyboard
— Supports the attachment of alternative input and output devices
» The following features are for the deaf and hard of hearing users:
— Supports alternatives to audio information
— Supports adjustable volume control
* The console does not flash the screen at rates that could induce epileptic seizures.

The help system for Integrated Solutions Console has the following accessibility features:
* Uses the accessibility support enabled by the browser that is used to display the help
* Enables navigation by using the keyboard

Navigating the console by using the keyboard
To move through the controls on a particular page, use the Tab key.
To click a link or control on a page using the keyboard, navigate to the link or control and press Enter.

To change the navigation view using the keyboard, follow these steps.

1. Navigate to the View selection list using the Tab key.

2. Use the up and down arrows to change the value of the selection list.

3. Press Enter. The tasks displayed in the navigation are changed according to your selection.
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Navigating help by using the keyboard

Use the following key combinations to navigate the help system by keyboard:
» To bring the Topic pane (the right hand side) into focus, press Alt+K, and then press Tab.
+ In the Topic pane, to go to the next link, press Tab. To go to the previous link, press Shift+Tab.

» To go directly to the Search Results view in the left hand side, press Alt+R, and then press Enter or Up
arrow to enter the view.

» To go directly to the Navigation (Table of Contents) view in the left hand side, press Alt+C, and then
press Enter or Up arrow to enter the view.

» To navigate your browser history, press Alt+Left arrow to go back. If you have navigated back to a
previously view page, you can use Alt+Right arrow to navigate forward again.

» To expand and collapse a node in the navigation tree, tab to the + or - image next to it to bring the
image into focus, and then press the Right or Left arrows.

» To go to the next frame in the help system, press F6. To go to the previous frame in the help system,
press Shift+F6.

* In the navigation, to move to the next topic node, press the Down arrow or Tab. To move to the
previous topic node, press the Up arrow or Shift+Tab.

* To go to the next link, button, or topic node from inside a view, press Tab.

» To scroll all the way up or down in a frame, press Home or End, respectively.
» To print the active pane, press Ctrl+P.

» To move to the search entry field, press Alt+S.

Welcome
Display products that are installed that use the Integrated Solutions Console for administrative tasks.

The Welcome page displays the products that are installed that use the Integrated Solutions Console for
administrative tasks. The page lists the product name and version number. If provided by the product, you
can click the product name to display a page that provides more information about the product.

My tasks
Create and edit a task view in the console navigation.

Use My tasks to create and edit a list of tasks to view in the console navigation. A task includes a page
that contains one or more web applications, or console modules, that are used to complete that task.
When you first access the console, all tasks to which you have access are displayed in the navigation. My
tasks is especially useful to customize the navigation to show only the tasks you use most often. After you
customize your tasks, My Tasks is initially displayed each time you log in to the console.

Follow these general steps to customize your task list in the navigation.

1. Select My tasks from the View selection list in the navigation. If you have never used My tasks before,
you must click Add tasks to open it.

2. Use the checkboxes to select and deselect tasks from the My tasks navigation.
3. To save your changes, click Apply.
4. To cancel your changes, click Reset.

After applying your selections, your customized task list is displayed in the navigation.

Use the following buttons to customize your task selections.
Apply Saves the current selections.

Reset Backtracks all changes to the selections that were set since the last time My tasks was applied.
This is useful if you need to cancel your changes.
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Select All
Checks every task.

Deselect All
Unchecks every task.

Expand All
Expands each node in the display and reveals all subtasks in the navigation.

Collapse All
Collapses each node in the display so that only the top level nodes are displayed.

Console identity
Use Console Identity to define a string (keyword, name, or phrase) to be displayed in the console banner.
This string can be used to distinguish this console from other console instances.

To access this page, click System administration > Console Identity in the console navigation.

The console identity string is rendered differently in the banner and browser title bar.
+ Console identity in the banner

The console identity string is displayed in the console banner after the greeting to the console user,
separated by a dash. For example, if the identity string is set to Jupiter and the user is logged in as
consoleadmin, the banner displays the following greeting.

Welcome consoleadmin - Jupiter

On the login page, the console identity is displayed without the greeting.
* Console identity in the browser title bar

The console identity string is displayed in the title bar after the console brand name, separated by a
space. For example, if the identity string is set to Saturn, the title bar displays the following information.

Integrated Solutions Console Saturn

Note: After saving these changes, the console identity settings are applied across the console. For an
administrative agent configuration, this means that the changes are applied to the administrative
agent and all of its registered application servers, regardless of where the changes were actually
saved.

Console identity:

Specifies whether a custom string is used to identify this console.

Information Value

none Select this option if a custom string should not be
displayed.

custom Select this option to display a custom string in the banner

and browser. When this option is selected, Custom
identity string is enabled.

Custom identity string:

Specifies the text string that you want to display in the banner and browser title bar.
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Truncate string at (Characters):

Specifies how many characters of the string should be displayed. Input for this field must be an integer.
Minimum value is 4, maximum value is 99. When the string is truncated, 3 of the characters are used for
an ellipsis (...) to indicate that it has been truncated.

Console identity preview:

Click Preview to see how the custom string will be displayed in the banner.

Console identity string

You can define a console identity string to be displayed in the console banner and in the browser's title
bar. This string can be fixed or you can use a variable that is resolved at run time with a Java system
property or environment variable.

The console identity string is rendered differently in the banner and browser title bar.
+ Console identity in the banner

The console identity string is displayed in the console banner after the greeting to the console user,
separated by a dash. For example, if the identity string is set to Jupiter and the user is logged in as
consoleadmin, the banner displays the following greeting.

Welcome consoleadmin - Jupiter

On the login page, the console identity is displayed without the greeting.
* Console identity in the browser title bar

The console identity string is displayed in the title bar after the console brand name, separated by a
space. For example, if the identity string is set to Saturn, the title bar displays the following information.

Integrated Solutions Console Saturn

After installation, there are two ways provided to customize the identity string.

» Use Console Identity in the administrative console. To open, log in to the administrative console and
click System administration > Console Identity.

» Set the value for the string in an XML file, consoleProperties.xml, which is located in
app_server_root/profiles/profile name/config/cell/cell name/applications/isclite.ear/
deployments/isclite/isclite.war/WEB-INF. You should keep a backup copy of the most recent working
consoleProperties.xml before making changes to this file.

The keys that are used to set the console identity string to be displayed in the banner and title bar are
defined in an XML <console-property/> element. The required attributes id and value for this element
determine the key name and value pairs. The following initial settings are provided in
consoleProperties.xml.

(Some keys are split on multiple lines for printing purposes.)

Table 8. Console identity key values. The following table describes the console identity key values.

Key (id) Initial setting (value) Description

ISC.CONSOLE.ID ISC.CONSOLE.ID.CUSTOM Specifies the ID attribute of another
<console-property/> element that
contains the actual console identity
string
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Table 8. Console identity key values (continued). The following table describes the console identity key values.

Key (id) Initial setting (value) Description

ISC.CONSOLE.ID.MAXLEN 27 Specifies the maximum length of the
resolved console identity string. The
string will be truncated to this length if

necessary.
ISC.CONSOLE.ID.CUSTOM empty string A custom string to be displayed in the
banner and title bar.
ISC.CONSOLE.ID.DEPLOYER. None Specifies a custom string that can be
unique_suffix selected using the Console Identity

application under System
Administration. By providing multiple
<console-property/> entries with the

ISC.CONSOLE.ID.DEPLOYER.
unique_suffix

id attribute, you can provide multiple
identity strings for console users to
select from. Each entry of this type
should have a distinct unique_suffix
from the other entries. If multiple
entries are provided with the same
unique_suffix, then only the first value
with this suffix is displayed in the
selection list for the console user.

Examples:

— In the following example, the deployer wants to create custom strings that indicate
different departments served by their respective host consoles. Console users will be
able to select which identity is displayed in each department's console interface. To
achieve this goal, the deployer provides the following custom keys in the installation
package. Out of the box, the blank value for ISC.CONSOLE.ID.CUSTOM is used.

<?xml version="1.0" encoding="UTF-8"?>
<consoleproperties:ibm-portal-consoleproperties xmlns:consoleproperties=
"http://www.ibm.com/websphere/appserver/schemas/6.0/ibm-portal-consoleproperties.xsd"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=
"http://www.ibm.com/websphere/appserver/schemas/6.0/ibm-portal-consoleproperties.xsd
ibm-portal-consoleproperties.xsd">
<consoleproperties:console-property id="ISC.CONSOLE.ID"
value="ISC.CONSOLE.ID.CUSTOM" />
<consoleproperties:console-property id="ISC.CONSOLE.ID.MAXLEN" value="27"/>
<consoleproperties:console-property id="ISC.CONSOLE.ID.CUSTOM"  value=""/>
<consoleproperties:console-property
id="ISC.CONSOLE.ID.DEPLOYER.sales" value="Sales & Marketing"/>
<consoleproperties:console-property
id="ISC.CONSOLE.ID.DEPLOYER.finance" value="Finance"/>
<consoleproperties:console-property
id="ISC.CONSOLE.ID.DEPLOYER.research" value="Research & Development"/>
<consoleproperties:console-property
id="ISC.CONSOLE.ID.DEPLOYER.dist" value="Distribution"/>
</consoleproperties:ibm-portal-consoleproperties>

— The administrator wants to append information about the host console to the banner and
title bar. This can be accomplished by updating the ISC.CONSOLE.ID.CUSTOM key to
include the PROCESSOR_ARCHITECTURE environment variable (which works on
Windows machines) along with the os.name Java system property. The other keys are
left unchanged.
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<?xml version="1.0" encoding="UTF-8"?>
<consoleproperties:ibm-portal-consoleproperties
xmIns:consoleproperties=
"http://www.ibm.com/websphere/appserver/schemas/6.0/ibm-portal-consoleproperties.xsd"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=
"http://www.ibm.com/websphere/appserver/schemas/6.0/ibm-portal-consoleproperties.xsd
ibm-portal-consoleproperties.xsd">
<consoleproperties:console-property id="ISC.CONSOLE.ID"
value="ISC.CONSOLE.ID.CUSTOM" />
<consoleproperties:console-property id="ISC.CONSOLE.ID.MAXLEN" value="27"/>
<consoleproperties:console-property id="ISC.CONSOLE.ID.CUSTOM"
value="Platform: %PROCESSOR_ARCHITECTURE% 0S: %os.name%"/>
</consoleproperties:ibm-portal-consoleproperties>

Since the ISC.CONSOLE.ID.MAXLEN key indicates a maximum display of 27
characters, the resulting string, which is resolved at run time, is rendered in the banner
as follows for a Windows 2003 Server environment.

Platform: x86 OS: Window...

Note: After the console identity string is saved, the settings are applied across the console. For an
administrative agent configuration, this means that the changes are applied to the administrative
agent and all of its registered application servers, regardless of where the changes were actually
saved.

Administrative console: Resources for learning

Use the following links to find relevant supplemental information about the IBM WebSphere Application
Server administrative console. The information resides on IBM and non-IBM Internet sites, whose
sponsors control the technical accuracy of the information.

These links are provided for convenience. Often, the information is not specific to the IBM WebSphere
Application Server product, but is useful all or in part for understanding the product. When possible, links
are provided to technical papers and IBM Redbooks that supplement the broad coverage of the release
documentation with in-depth examinations of particular product areas.

View links to additional information:

Administration
« [IBM WebSphere Application Server Redbooks]

This site contains a listing of all WebSphere Application Server Redbooks.
+ [IBM WebSphere developerWorks|

This site is the home of technical information for developers working with WebSphere products. You can
download WebSphere software, take a fast path to developerWorks zones, such as VisualAge® Java or
WebSphere Application Server, learn about WebSphere products through a newcomers page, tutorials,
technology previews, training, and Redbooks, get answers to questions about WebSphere products, and
join the WebSphere community, where you can keep up with the latest developments and technical
papers.

WebSphere Application Server Support page|

Take advantage of the Web-based Support and Service resources from IBM to quickly find answers to
your technical questions. You can easily access this extensive Web-based support through the IBM
Software Support portal at web address http://www.ibm.com/software/support/ and search by product
category, or by product name. For example, if you are experiencing problems specific to WebSphere
Application Server, click WebSphere Application Server in the product list. The WebSphere Application
Server Support page appears.
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Installing and uninstalling the administrative console

You can install the administrative console during profile creation or after you create a profile. You can
uninstall any administrative console that you install. To install an administrative console after profile
creation, or to uninstall the administrative console, use the wsadmin command. This topic discusses how
to use the wsadmin command to install and uninstall the administrative console.

Before you begin

If you install the administrative console through the wsadmin command, a profile that does not have an
administrative console installed must exist.

About this task

Run the deployConsole script on the wsadmin command whenever you want to uninstall the
administrative console, or whenever you want to install the administrative console to a profile that does not
have an administrative console installed.

You can run the script in either connected or disconnected mode.

Application servers and administrative agents can have their own administrative consoles. The steps in
this task apply to these consoles.

The usual security restrictions for the wsadmin command apply to this script. In connected mode, the user
must authenticate if security is enabled.

T The deployConsole.py script is located in the
profile_root/bin directory.

T The deployConsole.py script is located in the profile_root\bin directory.

Procedure
» To install the administrative console, issue the following command:

| Viindows |

wsadmin.bat —f deployConsole.py install

wsadmin.sh —f deployConsole.py install
* To uninstall the administrative console, issue the following command:

| Windows |

wsadmin.bat —f deployConsole.py remove

wsadmin.sh —f deployConsole.py remove
Results

The administrative console is installed or uninstalled, depending on whether you specified the install or
remove option.

Starting and logging off the administrative console

This topic describes how to set up the administrative console environment, to access the administrative
console, and to log out of the administrative console.
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Before you begin

To access the administrative console, you must first install WebSphere Application Server and the
administrative console.

About this task

Note: This topic references one or more of the application server log files. As a recommended alternative,

you can configure the server to use the High Performance Extensible Logging (HPEL) log and trace
infrastructure instead of using SystemOut.Tog , SystemErr.log, trace.log, and activity.Tlog files on
distributed and IBM i systems. You can also use HPEL in conjunction with your native z/OS logging
facilities. If you are using HPEL, you can access all of your log and trace information using the
LogViewer command-line tool from your server profile bin directory. See the information about using
HPEL to troubleshoot applications for more information on using HPEL.

You start the administrative console, access the console through a web browser, and then log into the
administrative console. After you finish working in the administrative console, save your work and log out.

Procedure

1.

Start the desired administrative console by starting the server process that runs the console
application.

You can start an application server or an administrative agent server.

Check the SystemOut.log file of the server that runs the console application to verify that the console
application starts successfully. If the console application starts successfully, you see the WSVR02211:
Application started: isclite message.

If you cannot start the administrative console because the console port conflicts with an application
that is already running on the machine, change the port number in the installation
root/profiles/profile name/config/cells/cell_name/nodes/node_name/serverindex.xml file and the
installation root/profiles/profile name/config/cells/cell name/virtualhosts.xml files. Change
all the occurrences of the console port to a new port number. Alternatively, shut down the other
application that uses the conflicting port before starting the WebSphere Application Server product.

2. Access the administrative console.

a. Enable cookies in the web browser that you use to access the administrative console.
b. Enable JavaScript.

Enablement of JavaScript is required. You must enable JavaScript so that all the features of the
administrative console are available.

Important: JIETTTE |f the application server is on Windows Server 2008 and you are accessing
the console with Microsoft Internet Explorer V8.0, disable the enhanced security
configuration in the browser. Otherwise, the console does not work correctly. For
further information about enhanced security, read material on the Microsoft website.

c. Inthe same web browser, type http://your_fully qualified server_name:port_number/ibm/
console, where your fully qualified server_name is the fully qualified host name for the machine
that contains the administrative server, and port_number is the administrative console port number.
When the administrative console is on the local machine, your_fully qualified server_name can
be Tocalhost unless security is enabled. On Windows platforms, use the actual host name if
localhost is not recognized. If security is enabled, your request is redirected to
https://your_fully_qualified_server_name:port_number/ibm/console, where
your_fully_qualified_server_name is the fully qualified host name for the machine that contains the
administrative server, and port_number is the administrative console secure port number.

The administrative consoles for the application server and the administrative agent use 9060 as the
default port number for an unsecure administrative console and 9043 as the default port number for
a secure administrative console. Each new administrative console that you deploy during profile
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creation is assigned a new unsecure port number, and, if you enable security during profile
creation, a new secure port number. Whichever unsecure administrative console you create first is
assigned port 9060, as long as the port is available. Likewise, whichever secure administrative
console you create first is assigned port 9043, as long as the port is available.

For a listing of supported web browsers, see WebSphere Application Server system requirements.
Wait for the administrative console to load into the browser.
A login page displays after the administrative console starts.

3. Log into the administrative console.
The administrative console can be for an application server or an administrative agent.

a.

d.

If you are logging into the administrative console for the administrative agent, and you have
registered at least one node with the administrative agent, select the node to administer, and click
Continue.

The node can be the administrative agent node or a node for one of the application servers
registered to the administrative agent. After you select a node, the login procedure is the same as
that for the other server types, and for administrative agents with no nodes registered.

Enter your user name or user ID.
The user ID lasts only for the duration of the session for which it is used to log in.

Changes made to server configurations are saved to the user ID. Server configurations also are

saved to the user ID if a session timeout occurs.

See the Administering applications and their environment PDF for more information on server

configurations.

If you enter an ID that is already in use and in session, you are prompted to do one of the

following actions:

* Log out the other user with the same user ID. You can recover changes made during the other
user's session.

* Return to the login page and enter a different user ID.

If the console is secure, you must also enter a password for the user name. The console is secure

if someone has taken the following actions for the console:

» Specified security user IDs and passwords

» Enabled global security

See the Securing applications and their environment PDF for more information.

Click OK.

4. Log off the administrative console. Click System administration > Save changes to master
repository > Save to save work. Then click Logout to exit the console.

If you close the browser before saving your work, you can recover any unsaved changes the next time
that you log in under the same user ID.

Results

You have set up the administrative console environment, accessed the administrative console, and logged
out of the administrative console.

What to do next

Use the administrative console to manage the product.

Logging in

Enter your user ID and password to access the console.
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To access the console, enter your User ID and Password and then click Log in. The password is
required only if security is enabled. In environments that use the administrative agent to administer
multiple application server nodes, select whether to log in to the administrative agent or one of its

registered profiles.

After you are logged in, be sure to use the Logout link in the console toolbar when you are finished using
the console and to prevent unauthorized access. If there is no activity during this login session for an
extended period of time, the session expires and you must login again to access the console. The
administrator can change the session timeout. The default is set to 30 minutes.

If the user ID that you provide is already logged in at a different location, you are prompted to choose
between logging out from the other location or returning to the login page. If you log out the user from the
other location, you might be prompted to recover unsaved changes made by that user.

If you have one or more different stand-alone servers running on the same machine and wish to
administer them concurrently from the same or a different machine then you must:

1. Ensure that each server uses a unique value for its admin console port.
2. Run a separate web browser process for each admin console that you wish to access concurrently.

Save changes to the master repository

Use this topic to update the master repository with your administrative console changes, to discard your
administrative console changes and continue working with the master repository, or to continue working
with your administrative console changes that are not saved to the master repository.

Until you save changes to the master repository, the administrative console uses a local workspace to
track your changes.

Total changed documents: Specifies the total number of documents that you changed for your session,
but that are not saved to the master repository. By clicking the +/- toggle key, you can see additional
information about the changed documents:

* Changed items

When you change your local configuration, each path and configuration file that you can apply the
update to in the master repository is displayed in the list.

+ Status
The status can contain the following options:

— Added: If you save your changes to the master repository, a new configuration file is created on the
indicated path.

— Updated: If you save your changes to the master repository, an existing configuration file is updated
on the indicated path.

— Deleted: If you save your changes to the master repository, an existing configuration file is deleted
on the indicated path.

Synchronize changes with nodes: Specifies whether you want to force node synchronization at the
time that you save your changes to the master repository, rather than when node synchronization normally
occurs.

Save conflict: Specifies that another user changed some configuration information since you began

making changes. You can either click Save to overwrite the other user information, or Discard to discard
your changes and keep the changes that the other user made.

Specifying console preferences
Use this topic to customize how much data displays on an administrative console panel.
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About this task

Throughout the administrative console are pages that have Preferences fields, Scope fields, and Filter
radio buttons. By selecting these fields and radio buttons you can customize how much data is shown.

For example, examine the Preferences field for the Administrative authorization groups page:

Procedure

1. Go to the navigation tree of the administrative console and click Security > Administrative
authorization groups.

2. Expand Preferences.

3. For the Maximum rows field, specify the maximum number of rows to display when the collection is
large. The default is 20. Rows that exceed the maximum number display on subsequent pages.

4. Select Retain filter criteria if you want to retain the last filter criteria that is entered in the filter
function. When you return to the Applications page, the page initially uses the retained filter criteria to
display the collection of applications in the table following the preferences. Otherwise, clear Retain
filter criteria and the last filter criteria is not retained.

5. Click Apply to apply your selections or click Reset to return to the default values. The default is not to
enable (not have a check mark beside) Retain filter criteria.

Results

Other pages have similar fields and radio buttons that you can use to specify console preferences. While
Preferences fields, Scope fields, and Filter buttons control how much data is shown in the console, the
Preferences option controls general behavior of the console. Click System Administration > Console
preferences to view the |Preferences page]

Console preferences settings
Use the Console Preferences page to specify how you want features of the administrative console
workspace to behave.

To view this administrative console page, click System administration > Console preferences.
Turn on workspace automatic refresh:

Specifies whether you want the administrative console workspace to refresh automatically after the
administrative configuration changes.

The default is for the workspace to refresh automatically. If you delete a WebSphere variable, for example,
the WebSphere variables page refreshes automatically and shows the updated list of WebSphere
variables in the WebSphere variables collection.

An example follows with workspace automatic refresh turned on and two users logged in to the console at
the same time. If the first user deletes a mail provider from the collection without saving his changes, the
second user does not see the changes. The first user must save the changes. Then the second user must
refresh the collection panel on his own console to see the changes. However, if the automatic refresh is
not on, then the second user will not see the deletion of the mail provider on the collection panel until after
he logs out and logs back in.

Information Value

Default true (selected)

No confirmation on workspace discard:
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Specifies whether the confirmation dialog is displayed after a request is received to discard the workspace.
The default is to display confirmation dialogs.

Information Value
Default false (cleared)

Use default scope:
Specifies whether the default scope is the administrative console node.

All scopes is the default unless you enable the Use default scope setting to make the administrative
console node the default. Whatever the default is the first time that you view a console panel that has
scope settings, that is the default for the panel on subsequent visits that you make to the panel. The
default for the panel does not change even if you modify the Use default scope setting.

Information Value
Default false (cleared)

Show the help portlet: Specifies whether the help portlet on the right of the console displays.

Information Value
Default true (selected)

Enable command assistance notifications: Specifies whether to send Java Management Extensions
(JMX) notifications that contain command assistance data from the administrative console. Enablement of
the notifications allows integration with product tools such as the Toolkit Jython editor for WebSphere
Application Server. Enablement of this option is recommended for non-production environments only.

Information Value
Default false (cleared)

Log command assistance commands: Specifies whether to log all the command assistance wsadmin
data to a file. This file is saved to ${L0G_R00T}/server/commandAssistanceJythonCommands_user name.10g:

» server is the server process where the console runs, such as serverl or adminagent.
* user name is the administrative console user name.

* When you manage a profile using an administrative agent, the command assistance log is put in the
location of the profile that the administrative agent is managing. The ${LOG_ROQT} variable defines the
profile location.

Occasionally clean out the file to manage its growth.

Information Value
Default false (cleared)

Bidirectional support options: Specifies bidirectional (Bidi) text preferences for the administrative
console.

Information Value
Default false (cleared)

Bidirectional support options
Use the Bidirectional support options page to specify bidirectional (Bidi) text preferences for the
administrative console.
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Bidirectional support means that text is supported going in both directions for different types of alphabets.
WebSphere Application Server presents Bidi text using left-to-right (LTR) orientation in most languages.
However, when Bidi text is used as part of mixed Bidi and Latin text, for example, the preferred orientation
is right-to-left (RTL).

For text entry fields, this means that the cursor is placed at the right side and moves to the left as
characters are typed in an RTL alphabet, such as Hebrew or Arabic.

Bidi support helps to maintain visual structure in complex fields, such as file paths, emails, URLs and
Xpaths.

If you select Enable bidirectional support for all users under Global Preferences, any change made
affects all users. Note that if you select this option that Enable bidirectional support for this user under
Current® User Preferences is automatically selected also. However, if you only select Enable bidirectional
support for this user, any changes made only affect the user that is currently logged in.

To view this administrative console page, click Environment > Console preferences > Bidirectional
support options.

Enable bidirectional support for all users:

Select this choice to enable bidirectional support for all users.

Information Value
Default false

Default text direction for all users:
Select one of the options on this menu to indicate which direction the text should go for all users.

The default text direction is left to right. This is the natural base text direction for most languages, including
European, Asian and Indic languages

If you select right to left, this is the natural base text direction for languages such as Arabic, Hebrew, Urdu
and Farsi.

If you select contextual, the base text direction is set according to the first strong character. This is an
appropriate choice when at the time of setting the base direction, the main language of the string is not yet
known.

Information Value
Default LTR

Enable bidirectional support for this user:

Select one of the options in this menu to indicate which direction the text should go for only the user
currently logged in.

Information Value
Default false

Text direction for this user: The default text direction is left to right. This is the natural base text
direction for most languages, including European, Asian and Indic languages
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If you select right to left, this is the natural base text direction for languages such as Arabic, Hebrew, Urdu
and Farsi.

If you select contextual, the base text direction is set according to the first strong character. This is an
appropriate choice when at the time of setting the base direction, the main language of the string is not yet
known.

Information Value
Default LTR

Administrative console preference settings
Use the preference settings to specify how you want information to display on an administrative console
panel. The preference settings vary from one administrative console panel to another.

Maximum rows: Indicates the maximum number of rows to display per page when the collection is large.

Filter history: Indicates whether to use the same filter criteria to display this page the next time that you
visit.

Select the Retain filter criteria check box to retain the last filter criteria entered. When you return to the
page, retained filter criteria control the application collection that is displayed in the table.

Show resources in the scope hierarchy: Select the check box if you want to display the resources in
the hierarchy for a particular scope.

The hierarchy is:
e cell > node > server
e cell > cluster

For example, if you select a node scope, all node scope resources and all cell scope resources display for
the node.

This preference is available for resource factory panels only.

Show built-in resources: Select the check box if you want to display resources that are pre-defined to
support certain internal components of the product. For example, the product includes built-in
configurations of a Cloudscape JDBC provider and a data source to support the Universal Description,
Discovery and Integration Protocol (UDDI) registry for web services.

Show confirmation for stop command: Select the check box if you want a confirmation that the stop
command is successful.

Show confirmation for immediate stop command: Select the check box if you want a confirmation that
the immediate stop command is successful.

Display inherit policy set attachments confirmation: Select the check box if you want to enable the
inherit policy set attachments confirmation.

Show confirmation for terminate command: Select the check box if you want a confirmation that the
terminate command is successful.

Show resources at one authorizing group level only: Specifies the authorization group level used to
filter the resources in the table. Only those roles that apply to your ID can display in the table. Valid values
are A11 Roles, Administrator, Deployer (for application collection panels only), Operator, Configurator,
and Monitor. If A11 Roles is selected, then all the resources that you are authorized to view are displayed
in the table grouped by role. Otherwise, the resources for the role selected display in the table.
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Hide system queues: Select the box to hide messaging engine system queue points.

Include cluster members in the collection: Select the check box if you want the collection to include
application servers that belong to a server cluster.

Show confirmation for update runtime command: Select the check box to enable the confirmation
panel for the update runtime command button.

Show items at the following authorization group level: Select from the list the authorization group
level that will be used to filter the items in the table.

Show all data source properties: By default, this panel does not list the custom properties that are
configurable by different administrative console pages. Select the check box to show all data source
custom properties, including properties required by the data source and configuration properties. Selecting
this option does not affect what is displayed on other panels.

Administrative console scope settings

Use this page to specify the level at which a resource is visible on the administrative console panel. By
changing the value for Scope, you see only the resources that are defined at that scope. The contents of
the collection table might change. For WebSphere Application Server (base) and WebSphere Application
Server, Express, a resource can be visible in the administrative console collection table at the cell, node,
or server scope.

For WebSphere Application Server (base) and WebSphere Application Server, Express, the console
displays a drop-down list of all the scopes available, which is three. To change the scope, select any item
from the drop-down list.

All scopes is the default unless you enable the Use default scope setting on the Console preferences
panel to make the administrative console node the default. Whatever the default is the first time that you
view a console panel that has scope settings, that is the default for the panel on subsequent visits that you
make to the panel. The default for the panel does not change even if you modify the Use default scope
setting.

You cannot select All scopes to create a new resource. You must select one of the available scopes from
the drop down list to create a new resource.

You always create resources at the current scope that is selected in the administrative console panel,
even though the resources might be visible at more than one scope.

Resources such as Java Database Connectivity (JDBC) providers, namespace bindings, or shared
libraries can be defined at multiple scopes. Resources that are defined at more specific scopes override
duplicate resources that are defined at more general scopes:

* The application scope has precedence over all the scopes.

» For WebSphere Application Server (base) and WebSphere Application Server, Express, the server
scope has precedence over the node and cell scopes.

* The node scope has precedence over the cell scope.

Despite the scope of a defined resource, the resource properties apply at an individual server level only.
For example, if you define the scope of a data source at the cell level, all the users in that cell can look up
and use that data source, which is unique within that cell. However, resource property settings are local to
each server in the cell. For example, if you define the maximum connections as 10, then each server in
that cell can have 10 connections.

The cell scope is the most general scope and does not override any other scope. The recommendation is
that you generally specify a more specific scope than the cell scope. When you define a resource at a
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more specific scope, you provide greater isolation for the resource. When you define a resource at a more
general scope, you provide less isolation. Greater exposure to cross-application conflicts occur for a
resource that you define at a more general scope.
Cell  Limits the visibility to all servers on the named cell. The resource factories within the cell scope
are:
» Defined for all servers within this cell
» For WebSphere Application Server (base) and WebSphere Application Server, Express,
overridden by any resource factories that are defined within application, server, and node
scopes that are in this cell and have the same Java Naming and Directory Interface (JNDI)
name

The resource providers that are required by the resource factories must be installed on every node
within the cell before applications can bind or use them.

Node Limits the visibility to all the servers on the named node. The node scope is the default scope for
most resource types. The resource factories that are defined within the node scope:
* Are available for servers on this node to use
» Override any resource factories that have the same JNDI name defined within the cell scope

The resource factories that are defined within the cell scope are available for servers on this node
to use, in addition to the resource factories that are defined within this node scope.

Server
Limits the visibility to the named server. The server scope is the most specific scope for defining
resources. The resource factories that are defined within the server scope:
» Are available for applications that are deployed on this server
» Override any resource factories that have the same JNDI name defined within the node and cell

scopes

The resource factories that are defined within the node and cell scopes are available for this
server to use, in addition to the resource factories that are defined within this server scope.
Application
Limits the visibility to the named application. Application scope resources can be viewed and
edited from the console, but not created. You can additionally use the Rational® Application
Developer or the wsadmin tool to view or edit the application scope resource configuration. The
resource factories that are defined within the application scope are available for this application to
use only. The application scope overrides all other scopes.

You can view the application scope resources from the console by selecting Applications from
the console navigation, and then navigating to the appropriate application. The application scope
resources are unavailable from the Resources section of the console navigation.

You can configure namespace bindings and shared libraries under cell, node, and server scopes only. For
WebSphere Application Server (base) and WebSphere Application Server, Express, you can configure
resources and the product variables under all four scopes.

Accessing help and product information from the administrative

console

This topic describes how to use administrative console help and how to link to product documentation from
the administrative console.

Before you begin

You must have a connection to the Internet to access information about WebSphere Application Server
from the Welcome page of the administrative console.
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About this task

All of the helps panels that you can access from the administrative console, you can access from the
WebSphere Application Server Information Center. This topic describes how to access the help panels, the
information center, and other product documentation from the administrative console.

Procedure

» Click Welcome on the administrative console navigation tree. In the workspace to the right of the
navigation tree, click the link, which takes you to a page that has links to various documentation. The
documentation that is linked includes the WebSphere Application Server Information Center, the
WebSphere Application Server product information, and the WebSphere Application Server technical
information on developerWorks.

» Access help in the following ways:
— Click either of the following tabs of an online help page:

- Click the Help index tab and select from the list of help panels to view administrative console help
information.

- Click the Search tab, provide search terms, and then click Search. Under Results, select a help
panel that contains the search information.
— In the help portal that is on the right side of the administrative console panel, do one or all of the
following tasks:

- Click a field label or a list marker in the administrative console panel for the help to display under
Field help. Alternatively, place the cursor over the field label or the list marker for the
corresponding help to display at the cursor.

Attention: When you place the cursor over the field label or list marker, the help might be
truncated in a Firefox browser. Click the field label or list marker so that the full help displays
under Field help.

- Click the link under Page help to access the help panel for the administrative console panel. The
help panel is the same help panel that displays when you click the ? icon.

- If Command assistance is listed, click the link under Command assistance to view wsadmin
scripting commands for the last action run for this console panel.

What to do next

You can continue to access help information from the administrative console. Alternatively, you can access
the help information from the WebSphere Application Server Information Center.

You can continue to access the WebSphere Application Server Information Center, the WebSphere
Application Server product information, and the WebSphere Application Server technical information on
developerWorks from the administrative console. Alternatively you can access the information from the

IBM website.

Accessing command assistance from the administrative console

Using command assistance, you can view wsadmin scripting commands in the Jython language for the
last action run in the administrative console. This topic discusses how to access command assistance from
the administrative console.

Before you begin

You must have WebSphere Application Server and the administrative console running to access command
assistance.
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About this task

Use command assistance to see wsadmin scripting commands that correspond to actions in the
administrative console. Seeing these commands might help you develop the commands necessary to
administer WebSphere Application Server from the wsadmin utility.

If a command assistance link is listed in the help portlet, wsadmin commands exist for the last console
action that you completed, and command assistance is available for that action.

When command assistance is unavailable in the help portlet: Some console actions do not have
wsadmin commands directly associated with them. When the help portlet on the right side of the
administrative console panel does not have a command assistance link in it, no command assistance data
is available for the last console action.

Procedure

1.

Click the link under Command assistance to view wsadmin scripting commands for the last action run
for this administrative console panel.

After the Command assistance window opens, it refreshes automatically when new command
assistance data is available.

Examples of actions include a click on a button or a click on a link in the navigation bar, a collection
panel, or a detail panel. The editing of forms is not a user action.

The wsadmin scripting commands display in the Jython language in a secondary window that you can
view by clicking on the Command assistance link in the help portlet.

If you perform an administrative console action after you launch the Command assistance window,
whether or not the scripting commands display in the window depends on whether your browser
supports Javascript. If your browser supports Javascript, the Command assistance window
automatically refreshes the command list to reflect the most recent console action. If the browser does
not support Javascript, click the link again under Command assistance in the help portal to refresh
the command list.

2. To view the description of a specific wsadmin command, place your cursor over the command.
Hover text is displayed.

3. Optionally, log the command assistance data to a file by selecting the Log command assistance
commands setting on the Preferences page of the administrative console.

A timestamp and the breadcrumb trail of the panel that produced the command assistance data are
provided with the wsadmin data.

4. Optionally, allow command assistance to emit Java Management Extensions (JMX) notifications by
selecting the Enable command assistance notifications setting on the Preferences page of the
administrative console.

Enablement of the notifications allows integration with product tools such as the Rational Application
Developer Jython editor to assist you in writing scripts.

The notification type is websphere.command.assistance.jython.user_name where user_name is the
name of the administrative console user.

Results

You have viewed wsadmin scripting commands from the administrative console, optionally logged the
commands to a file, and optionally allowed command assistance to emit JMX notifications.

What to do next

You can continue your administration of the administrative console.

Administrative console actions with command assistance:
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Using command assistance, you can view wsadmin scripting commands in the Jython language for the
last action that runs in the administrative console. This topic lists the administrative console actions that
have wsadmin commands available in the command assistance option of the Help portlet.

The table lists the components and the actions in the administrative console that have command
assistance for a particular component. The administrative console can be an application server
administrative console or an administrative agent administrative console. Listed actions might apply to one
or both administrative consoles.

Table 9. Console component actions. The following table lists the components and the actions in the administrative
console that have command assistance for a particular component.

Component Action

Applications + List the applications.

» Install the application.

» Update the complete application.

« Start the application.

» Stop the application.

» Edit the deployment target mapping.

e List Structured Query Language in Java (SQLJ) profiles.
» Customize and bind SQLJ profiles.

« List IBM Optim™ pureQuery Runtime bind files (*).
* Bind IBM Optim pureQuery Runtime bind files (*).
» Uninstall the application.

(*) Command assistance in the administrative console produces wsadmin commands for
SQLJ. These commands work with IBM Optim pureQuery Runtime bind files. Command
assistance does not produce separate commands for the IBM Optim pureQuery Runtime
bind files. However, in the wsadmin environment separate commands exists for you to use
when working with IBM Optim pureQuery Runtime bind files.

Web servers + Create a web server.

» Delete a web server.

* Generate a plug-in configuration.

* Propagate the plug-in configuration.

» Propagate the key ring for the plug-in configuration.
« Start the web server.

« Stop the web server.

» Terminate the web server.

Channel framework « List the SSL repertoires.

» List the Transmission Control Protocol (TCP) endpoints.
» List the TCP thread pools.

» Delete a chain.

* Get the TCP endpoint.

* Create a TCP endpoint.

» Create a chain.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Servers

Create an application server.

Delete an application server.

Modify an application server.

List application servers.

Remove application servers.

Start an application server.

Stop an application server.

Create a custom property for an application server.

The action is supported for an application server, but not its template.

Modify an existing custom property for an application server.
List custom properties for an application server.

The action is supported for an application server, but not its template.

Remove custom properties for an application server.
Create a custom service for an application server.

The action is supported for an application server, but not its template.

Modify an existing custom service for an application server.
List custom services for an application server.

The action is supported for an application server, but not its template.

Remove custom services for an application server.

Modify application server components.

Modify the Object Request Broker (ORB) service.

Modify the ORB.thread.pool properties for an ORB service.
Modify the thread pool detail for an ORB service.

Servers (continued)

Create a new class loader.

The action is supported for an application server, but not its template.

Modify an existing class loader.
List class loaders.

The action is supported for an application server, but not its template.

Remove class loaders.
Modify a process definition detail.
Create a new environment entry for an application server.

The action is supported for an application server, but not its template.

Modify an existing environment entry for an application server.
List environment entries for an application server.

The action is supported for an application server, but not its template.

Remove environment entries for an application server.
Modify Java virtual machine (JVM) configuration properties.
Modify JVM runtime properties.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Servers (continued)  |. Modify process execution properties.
» Modify process logs configuration properties.
» Modify process logs runtime properties.
« Create a new port property for the application server.
* Modify an existing port property for the application server.
» List ports for the application server.
* Remove ports from the application server.
* Modify session management properties.
* Modify cookie properties.
» Modify distributed environment settings.
* Modify custom tuning parameters.
» Modify custom settings for custom tuning parameters.
* Modify database settings.
« Create a new thread pool.
The action is supported for an application server, but not its template.
* Modify an existing thread pool.
e List thread pools.
The action is supported for an application server, but not its template.
¢ Remove thread pools.
» Create an application server template.
» Delete an application server template.
» List the application server templates.

Servers (continued)  |. Create a generic server.
» Delete a generic server.
» Create a new environment entry for a generic server.
The action is supported for a generic server, but not its template.
« List environment entries for a generic server.
The action is supported for a generic server, but not its template.
* Modify the Enterprise JavaBeans (EJB) container settings.
* Modify the EJB cache settings.
* Modify the EJB timer service settings.
» Modify the application profiling service.
* Modify the internationalization service.
* Modify the compensation service.
* Modify the object pool service.
* Modify the startup beans service.
* Modify the ActivitySession service.
* Modify the work area service.
* Modify the core group service.
» Create a work area partition.
* Modify a work area partition.

» Delete a work area partition.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Servers (continued)

Modify web container properties.

Create a custom property.

The action is supported for a server, but not its template.
Modify an existing custom property.

List custom properties.

The action is supported for a server, but not its template.
Remove custom properties.

Create a new web container transport chain.

Modify an existing web container transport chain.
Remove web container transport chains.

Create an external cache group.

Edit an external cache group.

Edit a denial of service protection.

Modify the default Java persistence application programming interface (API) settings.
View product information.

View installed components.

View installed extensions.

Modify administrative services.

Modify a repository service.

Modify a generic server.

Create a generic server endpoint.

Modify a generic server endpoint.

Remove a generic server endpoint.

Session Initiation
Protocol (SIP)
container

Modify the Session Initiation Protocol (SIP) container.
Modify the SIP stack.

Modify SIP timers.

Modify the SIP digest authentication.

List SIP application routers.

Modify a SIP application router.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Environment + Create a name space binding for different types.

» Edit an EJB name space binding.

» Edit a name space binding of indirect lookup.

« Edit a name space binding of other context property.
» Edit a string name space binding.

» Create bootstrap properties.

- Edit bootstrap properties.

» Create a group of Universal Resource Identifier (URI) patterns.
« Edit a group of URI patterns.

» Create a shared library.

« Edit a shared library.

* Modify a shared library.

» List shared libraries.

* Remove shared libraries.

» Create a virtual host.

« Edit a virtual host.

¢ Modify a virtual host.

Environment « List virtual hosts.
(continued) * Remove virtual hosts.

» Create a host alias for a virtual host.

» Edit a host alias for a virtual host.

* Modify host aliases for a virtual host.

» List host aliases for a virtual host.

* Remove host aliases for a virtual host.

» Create a multi-purpose internet mail extensions (MIME) type.
- Edit a MIME type.

* Modify a MIME type.

» List MIME types.

* Remove MIME types.

« Create a WebSphere variable.

« Edit a WebSphere variable.

* Modify a WebSphere variable.

» List WebSphere variables.

* Remove WebSphere variables.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Resources + Create a Java Database Connector (JDBC) provider.

» List the JDBC providers.

* Modify a JDBC provider.

* Delete a JDBC provider.

» List the resource adapters.

» Install a resource adapter.

» Copy a resource adapter.

» Upgrade a resource adapter.

* Modify a resource adapter.

* Delete a resource adapter.

* Modify the advanced resource adapter properties of a resource adapter.
» Create a custom property.

* Modify a custom property.

* Delete a custom property.

» List the data sources.

» Create a data source.

* Modify a data source.

* Remove a data source.

» Modify the connection pool properties of a data source.

» Modify the advanced connection pool properties of a data source.
* Modify the Websphere Application Server data source properties of a data source.

Resources (continued) |. | jst the WebSphere Application Server Version 4 data sources.
» Create a WebSphere Application Server Version 4 data source.
* Modify a WebSphere Application Server Version 4 data source.
» Delete a Websphere Application Server Version 4 data source.

* Modify the connection pool properties of a Websphere Application Server Version 4 data
source.

 List the Java 2 Connector (J2C) connection factories.

» Create a J2C connection factory.

* Modify a J2C connection factory.

» Delete a J2C connection factory.

» Modify the connection pool properties of a J2C connection factory.
* Modify the advanced connection pool properties of a J2C connection factory.
* Modify the advanced connection factory properties.

» List the J2C activation specifications.

» Create a J2C activation specification.

* Modify a J2C activation specification.

» Delete a J2C activation specification.

» List the J2C administered objects.

» Create a J2C administered object.

* Modify a J2C administered object.

» Delete a J2C administered object.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Resources (continued) |. | st the schedulers.

» Create a scheduler.

* Modify a scheduler.

» Delete a scheduler.

» Create the tables of a scheduler.
» Verify the tables of a scheduler.
» Drop the tables of a scheduler.
» List the object pool managers.
» Create an object pool manager.
* Modify an object pool manager.
* Delete an object pool manager.
» Create a custom object pool.

* Modify a custom object pool.

e Delete a custom object pool.

e List the work managers.

» Create a work manager.

* Modify a work manager.

* Delete a work manager.

» List the timer managers.

» Create a timer manager.

* Modify a timer manager.

* Delete a timer manager.

» Create a mail provider.

* Modify a mail provider.

* Create a mail session.

» Edit a mail session.

» Create a protocol provider.

* Modify a protocol provider.

Resources (continued) |+ Create a referenceable.

* Modify a referenceable.

» Create resource environment entries.
= Edit resource environment entries.

» Create a resource environment provider.
» Edit a resource environment provider.
* Create a URL.

* Modify a URL.

» Create a URL provider.

* Modify a URL provider.

* Modify an object cache instance.

* Modify a servlet cache instance.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Transaction services

List the manual transactions.

List the retry transactions.

List the heuristic transactions.

List the imported prepared transactions.

Set the total transaction lifetime timeout.

Set the asynchronous response timeout.
Enable file locking.

Enable transaction coordination authorization.
Set the client inactivity timeout.

Set the maximum transaction timeout.

Security

Enable security.

Validate Lightweight Directory Access Protocol (LDAP) connections.
List SSL configurations.

Get the SSL configuration.

Create an SSL configuration.

Modify the SSL configuration.

Delete an SSL configuration.

List the SSL ciphers.

List the SSL configuration groups.

Create an SSL configuration group.

Delete an SSL configuration group.

Modify an SSL configuration group.

Get the inherited SSL configuration.

List dynamic outbound endpoint SSL configurations.
Create a dynamic outbound endpoint SSL configuration.
Delete a dynamic outbound endpoint SSL configuration.
List the key sets.

Generate a key for a key set.

Create a key set.

Delete a key set.

List the key set groups.

Create a key set group.

Delete a key set group.

Generate keys for the key set group.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Security (continued) | |jst the keystores.

» Create a keystore.

* Modify a keystore.

* Delete a keystore.

* Change the keystore password.

* Exchange signers.

» List the key managers.

» Create a key manager.

» Delete a key manager.

» List the key file aliases.

» Create the key reference.

e List the trust managers.

» Create a trust manager.

* Delete a trust manager.

» List the certificate authority clients.
» Create a certificate authority client.
* Modify a certificate authority client.
» Delete a certificate authority client.
« List the personal certificates.

» Get the attributes of a personal certificate.
* Get a certificate chain.

* Receive a personal certificate.

» Create a self-signed certificate.

» Create a chained certificate.

» Create a certificate authority signed certificate.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the

administrative console that have command assistance for a particular component.

Component

Action

Security (continued)

Renew a personal certificate.

Revoke a personal certificate.

Replace a personal certificate.

Extract a personal certificate.

Import a personal certificate.

Export a personal certificate.

Delete a personal certificate.

Add a signer certificate.

Extract a signer certificate.

Retrieve signer information from a port.
Retrieve a signer certificate from a port.

Get the properties of a signer certificate.

Delete a signer certificate.

List the signer certificates.

Create a certificate request.

Get a certificate request.

List the certificate requests.
Delete a certificate request.
Extract a certificate request.
Query a certificate request.

List the notifiers.

Create a notifier.

Delete a notifier.

Start the certificate expiration monitor.
Validate the administrative name.
Add a base entry to the realm.
Modify the base entry details.
Configure a new LDAP repository.

Modify an existing LDAP repository configuration.

Delete an existing LDAP repository configuration.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Security (continued) » View performance data for the LDAP repository under an LDAP configuration.

* Modify the LDAP performance data.

* View the LDAP entity types under the LDAP configuration.

» Modify the existing LDAP entity types.

» View the group attribute definition under the LDAP configuration.

* Modify the group attribute definition under the LDAP configuration.

* View the member attributes under the LDAP group attribute definitions.

» Configure the member attribute details under the LDAP group attribute definitions.

» Delete an existing member attribute detail.

» View the dynamic member attributes under the LDAP group attribute definitions.

» Configure the dynamic member attributes under the LDAP group attribute definitions.

* Delete an existing dynamic member attribute detail.

» View the list of repositories to manage.

» Configure the federated repositories to use a built-in repository.

* Remove the built-in repository from the federated repository configuration.

* View the federated repository property extension.

= Configure the federated repository property extension.

» View the federated repository entry mapping repository.

» Configure the federated repository entry mapping repository.

* View the federated repository supported entity types list.

* View the details of a supported entity type.

* Modify an existing supported entity type.

* View the authentication mechanism and expiration policy for the federated repository user
identity.

* Get an audit policy.

* Modify an audit policy.

» List the audit event type filters.

* Get an audit event type filter.

» Create an audit event type filter.

* Modify an audit event type filter.

200 Administering applications and their environment



Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Security (continued)

Delete an audit event type filter.

List the audit service providers.

Get an audit service provider.
Create an audit service provider.
Modify an audit service provider.
Delete an audit service provider.
List the audit factories.

Get an audit factory.

Create an audit factory.

Modify an audit factory.

Delete an audit factory.

List the audit encryption keystores.
Get an audit encryption keystore.
Create an audit encryption keystore.
Modify an audit encryption keystore.
Delete an audit encryption keystore.
Get an audit encryption configuration.

Create an audit encryption configuration.
Modify an audit encryption configuration.
Delete an audit encryption configuration.

Get an audit signing configuration.
Create an audit signing configuration.
Modify an audit signing configuration.
Delete an audit signing configuration.
List the audit notification monitors.
Create an audit notification monitor.
Modify an audit notification monitor,
List the audit notifications.

Create an audit notification

Modify an audit notification.

Delete an audit notification.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Security (continued) |, |jst the active security settings.

» Set the active administrative security settings.

» List the active Rivest Shamir Adleman (RSA) token authorization settings.
» Set the active Rivest Shamir Adleman (RSA) token authorization settings.
» List all authorization groups.

» Create a new authorization group.

« Delete an authorization group.

» Edit an authorization group.

* Get user realm information.

» Configure a local OS user realm.

» Configure an LDAP user realm.

« Configure a custom user realm.

» Unconfigure the user realm.

e List trusted realms.

* Add trusted realms.

* Remove trusted realms.

« Unconfigure the trusted realm.

» Get external authorization provider information.

« Set external authorization provider information.

» Unconfigure external authorization provider.

e List trust association interceptors.

» Create a trust association interceptor.

» Modify a trust association interceptor.

¢ Delete a trust association interceptor.

» Unconfigure the trust association.

* Get Common Secure Interoperability (CSI) inbound information.
» Set CSI inbound information.

* Unconfigure CSI inbound information.

* Get CSI outbound information.

» Set CSI outbound information.

* Unconfigure CSI outbound information.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Security (continued)  |. st Java Authentication and Authorization Service (JAAS) login configurations.
» Create JAAS login configurations.

* Modify JAAS login configurations.

» Delete JAAS login configurations.

» Unconfigure JAAS login information.

» Configure a JAAS login module.

* Delete a JAAS login module.

» List JAAS authorization data entries.

» Create a JAAS authorization data entry.

* Modify the JAAS authorization data entry.

» Delete a JAAS authorization data entry.

* Get Simple and Protected GSS-API Negotiation Mechanism (SPNEGO) information.
» Configure SPNEGO information.

» List SPNEGO filters.

» Create a SPNEGO filter.

* Modify the SPNEGO filter.

» Delete a SPNEGO filter.

» Create a Kerberos authentication mechanism.

* Modify the Kerberos authentication mechanism.

» List security domains.

» Create a security domain.

« Copy the security domain.

* Modify the security domain.

* Delete the security domain.

» Set active security settings.

» Unset active security settings.

» Set the Lightweight Third-Party Authentication (LTPA) timeout.
» Configure programmatic session cookies.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Service integration . Create a bus.

» Delete a bus.

* Add a bus member.

* Delete a bus member.

e List the bus members.

* Delete the messaging engine.

« Create a queue.

« Create a topic space.

* Create an alias destination.

* Delete an alias destination.

» Create an MQ queue type destination.

* Create a foreign destination.

* Mediate a destination.

* Unmediate a destination.

* Delete a destination.

» Create a mediation.

» Delete a mediation.

* Modify a mediation.

» Delete a foreign bus.

» Create a Java Message Service (JMS) activation specification.
* Modify a JMS activation specification.

» Create a JMS connection factory.

* Modify a JMS connection factory.

» Create a JMS queue connection factory.
* Modify a JMS queue connection factory.
» Create a JMS topic connection factory.

* Modify a JMS topic connection factory.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Servige integration « Create a JMS queue.

(continued) * Modify a JMS queue.

» Create a JMS topic.

* Modify a JMS topic.

» Create a JMS provider.

» Create a WebSphere MQ server.

* Modify a WebSphere MQ server.

* Modify a WebSphere MQ server bus member.

¢ Add a permitted transport.

* Add a user to a bus connector role.

* Add a group to a bus connector role.

e Add an inbound port to an inbound service.

e Add an outbound port to an outbound service.

» Connect an endpoint listener to a service integration bus.

» Create an endpoint listener.

* Create an inbound service.

» Create an outbound service.

* Delete an endpoint listener.

* Delete an inbound service.

» Delete an outbound service.

» Disconnect an endpoint listener from a service integration bus.

= Publish an inbound service to a Universal Description, Discovery, and Integration (UDDI)
registry.

» Refresh the Web Services Description Language (WSDL) definition for an inbound service.

» Refresh the WSDL definition for an outbound service.

* Remove an inbound port.

* Remove an outbound port.

» Set the default outbound port for an outbound service.

* Remove an inbound service from a UDDI registry.

» Create a WS-Naotification (WSN) service.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Service integration + Modify a bus.

(continued) * Modify a foreign bus connection.

 List foreign bus connections.

» List bus messaging engines.

» List messaging engines on a particular server.

» List bus mediations.

* Modify a messaging engine.

» Create a service integration bus (SIB) link on a messaging engine.
* Modify a foreign bus connection (an indirect link).

* Modify a foreign bus connection (a SIB link).

» List bus destinations.

» List queue points (point-to-point messaging) for a destination.
» List queue mediation points for a destination.

« List topic mediation points for a destination.

« Create a new context property.

» Edit a bus.

« Create a replication domain.

- Edit a replication domain.

System administration |. Egit the file synchronization service.

» Edit the file transfer service.

* Modify a cell.

* Modify the deployment manager.

* Modify a node.

* Modify a node agent.

* Modify a Java Management Extensions (JMX) connector.
* Modify extension MBean providers.

* Modify node groups.

Web services « List the service clients in a cell.

« List the service clients in an application.

» List the service providers in a cell.

* List the service providers in an application.
« Start the service provider listener.

» Stop the service provider listener.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Web services policy
sets

List the policy sets in the system.

Get the attributes for a policy set.

Set the attributes of a specified policy set.

Create a new policy set.

Copy a policy set to create a new policy set.

Delete a policy set.

Update the attributes of a policy set.

Export a policy set from an archive for use in a client environment or a server.
Get the policy set attachments for a given resource.

List the policy set attachments for services providers.

List the policy set attachments for services clients in an application.
Create a new policy set attachment for a resource.

Delete a policy set attachment from a resource.

List the applications to which a given policy set is attached.

Delete all attachments for a policy set.

Transfer all attachments from one policy set to another.

Web services policies

Attention: Before you use the generated wsadmin command for policies, see the

documentation for the PolicySetManagement command group for the AdminTask object.

Create a policy.

Add a policy to a policy set.

Delete a policy from a policy set.

List the names of existing policies.

Get the attributes for a policy.

Update the configuration of a policy.

Get the value for a named policy attribute.
Set the value for a named policy attribute.

Web services bindings

Get the binding configuration for a specified policy for a policy set attachment.
Set the binding for a policy set attachment.

Set and update the binding configuration for a specified policy for a policy set attachment.

Web services trust
service

List the local names of all the configured token providers.

Query the trust service for the local name of the default token provider.
Update configuration data for a token provider.

Delete custom properties from a token provider configuration.

Assign a token that is issued when requesting access to a specific end point.
List the assigned endpoints for a token provider.

Query the trust service for the token provider assigned to a specified endpoint.
Unassign an endpoint from its token provider.

Refresh trust service.

Query the trust service for a list of assigned endpoints.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component

Action

Web Services Security
distributed cache

« Get the Web Services Security distributed cache configuration.

» Get the Web Services Security distributed cache configuration custom properties.
* Get the defined cell level data sources.

« Set the Web Services Security distributed cache configuration.

» Set the Web Services Security distributed cache configuration custom properties.

Business-level
applications

» List the assets.

* Add an asset to the repository.

» Export an asset.

* Delete an asset .

e List the business-level applications.

» Create a new business-level application.
» Add an asset to a business-level application.
» Delete a business-level application.

» Edit a business-level application.

« Start a business-level application.

» Stop a business-level application.

» Edit a composition unit.

Performance
Monitoring
Infrastructure (PMI)
and Request metrics

= List the PMI configuration.

* Modify the PMI configuration.

* Modify the PMI parameters at run time.
« Edit the request metrics filter.

» Edit the request metrics.

» Create a request metrics filter value.

« Edit a request metrics filter value.

* Delete the request metrics filter.

Performance advisors

¢ Re-initialize the Runtime Performance Advisor tool.
* Set the Runtime Performance Advisor tool attributes.

Portlets and portlet
containers

» View the portlet deployment descriptor.
* Modify portlet container settings.

* Create a custom property.

* Modify an existing custom property.

» List custom properties.

* Remove custom properties.

* Enable PMI for portlets.

» Enable request metrics for portlets.

Replication Domains

» List data replication domain members.
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Table 9. Console component actions (continued). The following table lists the components and the actions in the
administrative console that have command assistance for a particular component.

Component Action

Users and groups « Add a new user.

* Modify an existing user.

» List users.

* Remove users.

* Add a new group.

* Modify an existing group.
= List groups.

* Remove groups.

» List registry users.

» List registry groups.

Changing the console session expiration

Run this JACL script to set how long Integrated Solutions Console can be used until the login session
expires.

About this task

The following JACL script serves as an example of how to set the duration that an Integrated Solutions
Console can be used until the login session expires. Other scripting types, such as JYTHON, could be
used.

Procedure
1. Copy the following script into a file.

set dep [$AdminConfig getid /Deployment:isclite/]
set appDep [$AdminConfig Tist ApplicationDeployment $dep]
set sesMgmt [$AdminConfig Tist SessionManager $appDep]

# check if existing sesMgmt there or not, if not then create a new one, if exist then modify it
if {$sesMgmt == ""} {
# get applicationConfig to create new SessionManager
set appConfig [$AdminConfig 1ist ApplicationConfig $appDep]
if {$appConfig == ""} {
# create a new one
set appConfig [$AdminConfig create ApplicationConfig $appDep {}]
# then create a new SessionManager using new Application Config just created
set sesMgmt [$§AdminConfig create SessionManager $appConfig {}]
} else {
# create new SessionManager using the existing ApplicationConfig
set sesMgmt [$AdminConfig create SessionManager $appConfig {}]

}

# get tuningParams config id
set tuningParams [$AdminConfig showAttribute $sesMgmt tuningParams]
if {$tuningParams == ""} {
# create a new tuningParams
$AdminConfig create TuningParams $sesMgmt {{invalidationTimeout <timeout value>}}

} else {

#modify the existing one
$AdminConfig modify $tuningParams {{invalidationTimeout <timeout value>}}
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}

# saving the configuration changes
$AdminConfig save

2. Change the <timeout value> on the two lines of this sample to the new session expiration value. This
number specifies the number of minutes the console preserves the session during inactivity.

3. Save the file to any directory using, for example, the filename timeout.jacl.
4. [Start the wsadmin scripting clienf from the <WAS-install>/profiles/<profile_name>/bin directory.
5. Issue the following command.

wsadmin -f <path to jacl file>/timeout.jac]l

Changing the class loader order of the console module deployed in
Integrated Solutions Console

Run this JACL script to change the class loader order of the console module deployed in the Integrated
Solutions Console.

About this task

The following JACL script serves as an example of how to change the class loader order of the console
module deployed in the Integrated Solutions Console. Other scripting types, such as JYTHON, could be
used.

Procedure
1. Copy the following script into a file.

set app [$AdminConfig getid /Deployment:isclite/]
set webModules [$AdminConfig Tist WebModuleDeployment $app]

foreach webModule $webModules {
set uri [$AdminConfig showAttribute $webModule uri]
if {$uri == "<WAR_NAME>"} {
#modify the classloader for <WAR_NAME>
set ¢l [$AdminConfig 1ist Classloader $webModule]
# check if the classloader exist
if {$c1 == ""} {
# create a new one with the appropriate mode
$AdminConfig create Classloader $webModule {{mode <MODE>}}
} else {
# modify the existing one
$AdminConfig modify $c1 {{mode <MODE>}}

}
# save the configuration change
$AdminConfig save

2. Change the <WAR_NAME> on the two lines of this sample to the name of the console module file
deployed in the Integrated Solutions Console which class loader order you want to change.

3. Change the <MODE> on the two lines of this sample to PARENT_LAST or PARENT_FIRST as
required.

4. Save the file to any directory using, for example, the file name classloaderorder.jacl.
[Start the wsadmin scripting clienf from the <WAS-install>/profiles/<profile_name>/bin directory.
6. Issue the following command.

wsadmin -f <path to jacl file>/classloader.jacl

o
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Getting started with wsadmin scripting

Scripting is a non-graphical alternative that you can use to configure and manage WebSphere Application
Server.

About this task

The WebSphere Application Server wsadmin tool provides the ability to run scripts. The wsadmin tool
supports a full range of product administrative activities.

Restriction: The wsadmin tool does not apply to the Liberty profile. See IAdministering the Liberty profilel
from the command prompf instead.

The following figure illustrates the major components involved in a wsadmin scripting solution:

Java virtual machine
Resources

External tools - : 3 ':
and programs ++. .

Figure 1. A WebSphere Application Server scripting solution. This figure illustrates the major components involved in a
wsadmin scripting solution.

The wsadmin tool supports two scripting languages: Jacl and Jython. Five objects are available when you
use scripts:

+ AdminControl: Use to run operational commands.

» AdminConfig: Use to run configurational commands to create or modify WebSphere Application Server
configurational elements.

* AdminApp: Use to administer applications.
* AdminTask: Use to run administrative commands.
* Help: Use to obtain general help.

The scripts use these objects to communicate with MBeans that run in WebSphere Application Server
processes. MBeans are Java objects that represent Java Management Extensions (JMX) resources. JMX
is an optional package addition to Java 2 Platform Standard Edition (J2SE). JMX is a technology that
provides a simple and standard way to manage Java objects.

Important: Some wsadmin scripts, including the AdminApp install, AdminApp update, and some
AdminTask commands, require that the user ID under which the server is running must have
read permission to the files that are created by the user that is running wsadmin scripting. For
example, if the application server is running under user1, but you are running wsadmin
scripting under user2, you might encounter exceptions involving a temporary directory. When
user2 runs wsadmin scripting to deploy an application, a temporary directory for the enterprise
application archive (EAR) file is created. However, when the application server attempts to
read and unzip the EAR file as user1, the process fails. It is not recommended that you set
the umask value of the user that is running wsadmin scripting to 022 or 023 to work around
this issue. This approach makes all of the files that are created by the user readable by other
users. To resolve this issue, consider the following approaches based on your administrative
policies:
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* Run wsadmin scripting with the same user ID as the user that runs the deployment
manager or application server. A root user can switch the user ID to complete these actions.

+ Set the group ID of the user that is running the deployment manager or application server
to be the same group ID as the user that is running wsadmin scripting. Also, set the umask
value of the user that is running the wsadmin scripting to be at least a umask 027 value so
that files that are created by the wsadmin scripting can be read by members of the group.

* Run wsadmin scripting from a different machine. This approach forces files to be
transferred and bypasses the file copy permission issue.

To perform a task using scripting, you must first perform the following steps:

Procedure

1. Choose a scripting language. The wsadmin tool only supports Jacl and Jython scripting languages.
Jacl is the language specified by default. If you want to use the Jython scripting language, use the
-lang option or specify it in the wsadmin.properties file.

2. Start the wsadmin scripting client interactively, as an individual command, in a script, or in a profile.
What to do next

Before you perform any task using scripting, make sure that you are familiar with the following concepts:
» Java Management Extensions (JMX)

* WebSphere Application Server configuration model

* wsadmin tool

» Jacl syntax or Jython syntax

» Scripting objects

Optionally, you can customize your scripting environment. For more information, see Administrative
properties for using wsadmin scripting.

After you become familiar with the scripting concepts, choose a scripting language, and start the scripting
client, you are ready to perform tasks using scripting.

What is new for scripted administration (wsadmin)

This topic highlights what is new or changed for users who are going to customize, administer, monitor,
and tune production server environments using the wsadmin tool.

The Deprecated, stabilized, and removed features topic describes features that are being replaced or
removed in this or future releases.

Improved administrative scripting features

Command name Description

Overview and new features for scripting the application serving
environment
Use the links provided in this topic to learn about the administrative features.

[“What is new for scripted administration (wsadmin)”’|

This topic provides an overview of new and changed features for administrative scripting and the
wsadmin tool.
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Introduction: Administrative scripting (wsadmin)

This topic provides an introduction to administrative scripting and the wsadmin tool.

Using administrative programs (JMX)

This topic describes how to use Java application programming interfaces (APIs) to administer WebSphere
Application Server and to manage your applications.

Before you begin

You can administer WebSphere Application Server and your applications through tools that come with the
product or through programming with the Java APIs.

The wsadmin scripting tool, the administrative console, and the administrative command-line tools come
with the product. These administrative tools provide most of the functions that you need to manage the
product and the applications that run in WebSphere Application Server. You can use the command-line
tools from automation scripts to control the servers. Scripts that are written for the wsadmin scripting tool
offer a wide range of possible custom solutions that you can develop quickly.

Investigate these tools with the Java APIs to determine the best ways to administer WebSphere
Application Server and your applications. For information on the Java APls, view the application
programming interfaces documentation.

* No action required for WAS JMX APIs: Each Java virtual machine (JVM) in WebSphere Application
Server includes an embedded implementation of Java Management Extensions (JMX). In Application
Server, Version 5, the JVMs contain an implementation of the JMX 1.0 specification. In Application
Server, Version 6.0 and later, the JVMs contain an implementation of the JMX 1.2 specification. The
JMX 1.0 implementation used in Version 5 is the TMX4J package that IBM Tivoli products supply. The
JMX 1.2 specification used in Version 6.0 and later is the open source mx4j package. The JMX
implementation change across the releases does not affect the behavior of the JMX MBeans in the
Application Server. No Application Server administrative application programming interfaces (APIs) are
altered due to the change from the JMX V1.0 specification to the JMX V1.2 specification.

« Action might be required for custom MBeans: The JMX V1.2 specification is compatible with the
earlier JMX V1.0 specification. However, you might need to migrate custom MBeans that are supplied
by products other than the Application Server from Version 5 to Version 6.0 and later. The primary
concern for these custom MBeans is related to the values that are used in key properties of the JMX
ObjectName class for the MBean. The open source mx4j implementation more stringently enforces
property validation according to the JMX 1.2 specification. Test the custom MBeans that you deployed in
Version 5 in Version 6.0 and later, to ensure compatibility. Full details of the JMX V1.2 specification
changes from the JMX V1.0 specification are available in the JMX 1.2 specification.

About this task

WebSphere Application Server supports access to the administrative functions through a set of Java
classes and methods. You can write a Java program that performs any of the administrative features of the
WebSphere Application Server administrative tools. You can also extend the basic WebSphere Application
Server administrative system to include your own managed resources.

You can prepare, install, uninstall, edit, and update applications through programming. Preparing an
application for installation involves collecting various types of WebSphere Application Server-specific
binding information to resolve references that are defined in the application deployment descriptors. This
information can also be modified after installation by editing a deployed application. Updating consists of
adding, removing or replacing a single file or a single module in an installed application, or supplying a
partial application that manipulates an arbitrary set of files and modules in the deployed application.
Updating the entire application uninstalls the old application and installs the new one. Uninstalling an
application removes it entirely from the WebSphere Application Server configuration.
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Perform any or all of the following tasks to manage WebSphere Application Server and your Java
Platform, Enterprise Edition (Java EE) applications through programming.

Procedure
Create a JMX remote client program by using the JMX remote API (JSR 160).|.

This topic describes how to develop a JMX remote program that uses the JMX remote API (JSR 160) to
access the WebSphere Application Server administrative system.

+ |Create a custom Java administrative client program using the Java administrative APIs |

This topic describes how to develop a Java program that uses the WebSphere Application Server
administrative APIs to access the administrative system of WebSphere Application Server.

Extend the WebSphere Application Server administrative system with custom MBeans.|

This topic describes how to extend the WebSphere Application Server administration system by
supplying and registering new JMX MBeans in one of the Application Server processes. In this case,
you can use the administrative classes and methods to add newly managed objects to the
administrative system.

+ [Deploy and manage a custom Java administrative client program for use with multiple Java Platform,
Enterprise Edition application servers.|

This topic describes how to connect to a Java EE server, and how to manage multiple vendor servers.

Results

Depending on which tasks you complete, you have created your own administrative program, extended the
WebSphere Application Server administrative console, connected and managed vendor servers, or
managed your applications through programming.

What to do next

You can continue to administer WebSphere Application Server and your applications through programming
or in combination with the tools that come with the WebSphere Application Server.

Java Management Extensions (JMX) for WebSphere Application Server

This topic gives an overview of Java Management Extensions (JMX) in general and how this standard
applies to WebSphere Application Server.

Java Management Extensions overview

Java Management Extensions (JMX) is the Java standard for managing application resources. The
management architecture that is defined by JMX is divided into three levels:

* The lowest level is management instrumentation. Each manageable resource is described by an
interface that specifies the attributes it has, the operations it supports, and the notifications it sends.
This resource is a managed bean (MBean).

* The middle level is the management agent. Each managed process contains a JMX agent that includes
an MBean server, which provides a registry and access point for MBeans. Management clients must
use the MBean server to access the registered MBeans.

* The highest level of the architecture is defined by JMX Remote application programming interface (API)
(JSR 160). JSR 160 uses Remote Method Invocation over Internet Inter-ORB Protocol (RMI-IIOP), but
is not interoperable with the RMI connector. The RMI, SOAP/HTTP, and SOAP/HTTPS connectors were
created before the JSSR160 specification and are supported. The Inter-Process Communications (IPC)
connector is also supported.

The highest level of the architecture is the distributed services level, and its role is to facilitate remote
access to JMX agents. This task is accomplished through connectors, which provide a
protocol-independent, location-transparent, client-side interface to the MBean server (for example, a

214  Administering applications and their environment



Remote Method Invocation (RMI) connector), or protocol adapters, which provide protocol-specific,
server-side access to the MBean server (for example, an HTTP adapter).

Management programs

Java virtual E E ! ’ Distributed
machine i i i i services

MBean server Agent
P Y]
P N
MBean MBean
Instrumentation

Resource  Resource

Java Management Extensions in WebSphere Application Server

Java Management Extensions (JMX) is at the core of Application Server administration capabilities. The
application server contains a JMX agent. All of the system components are defined as MBeans. The JMX
agent in Application Server supports the following connectors: JSR160RMI, Remote Method
Invocation/Internet Inter-ORB Protocol (RMI/IIOP), Simple Object Access Protocol/Hypertext Transfer
Protocol (SOAP/HTTP), Simple Object Access Protocol/Hypertext Transfer Protocol Secure
(SOAP/HTTPS), and Inter-Process Communications (IPC), which provides remote access to the server
resources. All of the administration tools included with Application Server use these JMX facilities to
accomplish their functions.

In a stand-alone Application Server installation, servers exist and are administered individually. An
administrative client connects directly to the Application Server in this environment.

Application Server provides an AdminService class that reflects the standard JMX MBeanServer interface,

and wraps the MBeanServer interface so that it takes part in implementing this distributed management
functionality.
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Creating a custom Java administrative client program using
WebSphere Application Server administrative Java APls

This section describes how to develop a Java program for accessing the WebSphere Application Server
administrative system by using the product administrative application programming interfaces (APIs).

Before you begin

This task assumes a basic familiarity with Java Management Extensions (JMX) APl programming. For
information on the Java APls, view the application programming interfaces documentation.

About this task

When you develop and run administrative clients that use various JMX connectors and that have security
enabled, use the following guidelines. When you follow these guidelines, you guarantee the behavior
among different implementations of JMX connectors. Any programming model that strays from these
guidelines is unsupported.

1. Create and use a single administrative client before you create and use another administrative client.

2. Create and use an administrative client on the same thread.

3. Use one of the following ways to specify a user ID and password to create a new administrative client:
« Specify a default user ID and password in the property file.

* Specify a user ID and password other than the default. Once you create an administrative client with
a nondefault user ID and password, specify the nondefault user ID and password when you create
subsequent administrative clients.
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Procedure
1. |Develop an administrative client program|
2. Build and run the administrative client program.

The steps required to build and run your program depends on the kind of application environment your
code runs.

Refer to the Using application clients topic in the Developing and deploying applications PDF for
details on how to build and run your administrative client program.

Developing an administrative client program
This topic describes how to develop an administrative client program that utilizes WebSphere Application
Server administrative application programming interfaces (APIs) and Java Management Extensions (JMX).

About this task

Product administrative APIs provide control of the operational aspects of your distributed system as well as
the ability to update your configuration. For information about the AdminClient interface, view the
application programming interfaces documentation.

This topic also demonstrates examples of MBean operations. For information on MBean programming, see
MBean Java API documentation.

This example shows how to get and use a NodeAgent MBean, which is not available for your product.
However, the description of how to get and put the NodeAgent MBean is similar to what you would do for
other MBeans that are available for your product.

Procedure
1. Create an AdminClient instance.

An administrative client program needs to invoke methods on the AdminService object that is running
in the application server in the base installation. The AdminClient class provides a proxy to the remote
AdminService object through one of the supported Java Management Extensions (JMX) connectors.

* The following example shows how to create an AdminClient instance for the Simple Object Access
Protocol (SOAP) connector:
Properties connectProps = new Properties();

connectProps.setProperty(
AdminClient.CONNECTOR TYPE, AdminClient.CONNECTOR TYPE_SOAP);

connectProps.setProperty (AdminClient.CONNECTOR_HOST, "localhost");
connectProps.setProperty(AdminClient.CONNECTOR_PORT, "8879");
connectProps.setProperty(AdminClient.USERNAME, "test2");
connectProps.setProperty(AdminClient.PASSWORD, "user24test");
AdminClient adminClient = null;

try

{

adminClient = AdminClientFactory.createAdminClient(connectProps);

catch (ConnectorException e)

{

}
a. Set up a Properties object.

The example sets up a Properties object with the properties that are required to get to your
server. In this case, you use the SOAP connector to reach the server; for the connector type,
use the value: AdminClient. CONNECTOR_TYPE_SOAP.

b. For simplicity, run the client program on the same machine as the server; use localhost for the
host name.

To access a remote host instead of a local host, use a network resolvable name for that host.

System.out.printIn("Exception creating admin client: " + e);
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c. Set the port number on which the server SOAP connector is listening.

In a single server installation, the default port number for the application server SOAP connector
is 8880.

d. After the connection properties are set, use the AdminClientFactory class and the Properties
object to create an AdminClient object that is connected to your chosen server.

Depending on factors such as your desired protocol and security environment, you might need
to set other properties. For example, if you enable security for your application client program,
include the javax.net.ssl.* properties. For more detailed information about the AdminClient
interface, the javax.net.ssl.* properties, and additional creation examples, refer to the
AdminClient interface in the application programming interfaces documentation.

» The following example shows how to create an AdminClient instance for the Remote Method
Invocation (RMI) connector. Some commands are split on multiple lines for printing purposes.

Properties connectProps = new Properties();
connectProps.setProperty(AdminClient.CONNECTOR_TYPE, AdminClient.CONNECTOR_TYPE_RMI);
connectProps.setProperty(AdminClient.CONNECTOR _HOST, "Tlocalhost");
connectProps.setProperty(AdminCl1ient.CONNECTOR_PORT, "2809");
connectProps.setProperty(AdminClient .USERNAME, "test2");
connectProps.setProperty(AdminClient.PASSWORD, "user24test");
System.setProperty("com.ibm.CORBA.ConfigURL",
"file:C:/AA/cf010839.26/profiles/AppSrv02/properties/sas.client.props");
System.setProperty("com.ibm.SSL.ConfigURL",
"file:C:/AA/cf010839.26/profiles/AppSrv02/properties/ssl.client.props");
AdminClient adminClient = null;
try
{

}
catch (ConnectorException e)

{
}

adminClient = AdminClientFactory.createAdminClient(connectProps);

System.out.printIn("Exception creating admin client: " + e);

Note: When you use the createAdminClient method within application code that runs on an
application server, such as within servlets and JavaServer Pages (JSP) files, you must set
the CACHE_DISABLED property to true. For example:

connectProps.setProperty(AdminClient.CACHE _DISABLED, "true");
a. Set up a Properties object.
The example sets up a Properties object with the properties that are required to get to your
server. In this case, you use the Remote Method Invocation connector to reach the server; for
the connector type, use the value: AdminClient. CONNECTOR_TYPE_RMI.

b. For simplicity, run the client program on the same machine as the server; use Tocalhost for the
host name.

To access a remote host instead of a local host, use a network resolvable name for that host.
c. Set the port number on which the server RMI connector is listening.

In a single server installation, the default port number for the application server RMI connector is
2809. In a WebSphere Application Server, Network Deployment installation, the default port
number for the deployment manager RMI connector is 9809.

d. After the connection properties are set, use the AdminClientFactory class and the Properties
object to create an AdminClient object that is connected to your chosen server.

Depending on factors such as your desired protocol and security environment, you might need
to set other properties. For example, if you enable security for your application client program,
you need to set a system property to point to the ssl.client.props file and the sas.client.props file.
If you run on a local machine you can point to the actual location. If you run on a remote
machine, you can copy these properties files from the server machine and put them anywhere
you want, specifying the path to where you put the files.
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You can specify a user name and password inside the sas.client.props file, When you do,

specify com.ibm.CORBA.ToginSource=properties. If you want to set the user name and password

inside your client program, specify com.ibm.CORBA.ToginSource=none in the sas.client.props file.
2. Find an MBean.

When you obtain an AdminClient instance, you can use it to access managed resources in the
administration servers and application servers. Each managed resource registers an MBean with the
AdminService through which you can access the resource. The MBean is represented by an
ObjectName instance that identifies the MBean. An ObjectName instance consists of a domain name
followed by an unordered set of one or more key properties. The syntax for the domain name follows:

[domainName] : property=value[,property=value]*

For WebSphere Application Server, the domain name is WebSphere and the key properties defined for
administration are as follows:

Table 10. Key property descriptions. Key properties include types, name, cell, node, and process.

Key Property Description

type The type of MBean. For example: Server, TraceService, Java virtual machine (JVM).
name The name identifier for the individual instance of the MBean.

cell The name of the cell that the MBean is running.

node The name of the node that the MBean is running.

process The name of the process that the MBean is running.

Some MBeans in WebSphere Application Server use additional key properties. An MBean without key
properties can be registered with the MBean server in a WebSphere Application Server process.
However, such an MBean cannot participate in the distributed enhancements that the product adds, for
example, request routing, distributed event notification, and so on.

If you know the complete set of key properties for an ObjectName instance, you can use it to find the
MBean it identifies. However, finding MBeans without having to know all of their key properties is
usually more practical and convenient. Use the wildcard character asterisk (*) for any key properties
that you do not need to match. The following table provides some examples of object names with
wildcard key properties that match single or multiple MBeans.

Table 11. Examples object names with wildcard key properties. Include asterisks (*) to specify wildcard key
properties.

Object name Description

*'type=Server,* All MBeans of type Server

*:node=Node1,type=Server,* All MBeans of type Server on Node1
*:type=JVM,process=server1,node=Node1,” The JVM MBean in the server named server1 node Node1
*:process=serveri,” All MBeans in all servers named server1
*:process=server1,node=Node1,* All MBeans in the server named server1 on Node1

You can locate an MBean by querying for it with object names that match key properties. The following
example shows how to find the MBean for the node agent of node, MyNode:

String nodeName = "MyNode";
String query = "WebSphere:type=NodeAgent,node=" + nodeName + ",*";
ObjectName queryName = new ObjectName(query);
ObjectName nodeAgent = null;
Set s = adminClient.queryNames(queryName, null);
if (!s.isEmpty())
nodeAgent = (ObjectName)s.iterator().next();
else
System.out.printin("Node agent MBean was not found");
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a. Build an ObjectName instance with a query string that specifies the key properties of type and
node.

By using a wildcard for the remaining key properties, this pattern matches the object names for all
MBeans of the type NodeAgent on the node MyNode. Because only one node agent per node
exists, this information is sufficient to identify the MBean that you want.

b. Give this ObjectName instance to the queryNames method of the AdminClient interface.

The AdminClient interface performs the remote call to the AdminService interface to obtain the set

of MBean object names that match the query. The null second parameter to this method is a query
expression (QueryExp) object that you can use as an additional query over the MBeans that match
the ObjectName pattern in the first parameter.

c. Use the set iterator to get the first and, in this case, only element.
The element is the MBean ObjectName instance of the node agent.
3. Use the MBean.

What a particular MBean can do depends on the management interface of that MBean. An MBean can
declare:

» Attributes that you can obtain or set

* Operations that you can invoke

* Notifications for which you can register listeners

For the MBeans provided by WebSphere Application Server, you can find information about the
interfaces they support in the MBean APl documentation. The following example invokes one of the

operations available on the NodeAgent MBean that you located previously. The following example
starts the MyServer application server:

String opName = "launchProcess";

String signature[] = { "java.lang.String" };
String params[] = { "MyServer" };

try

{

}

catch (Exception e)

{

}
The AdminClient.invoke method is a generic means of invoking any operation on any MBean. The
parameters are:

* The object name of the target MBean, nodeAgent

e The name of the operation, opName

* An object array that contains the operation parameters, params
» A string array that contains the operation signature, signature

adminClient.invoke(nodeAgent, opName, params, signature);

System.out.printIn("Exception invoking launchProcess: " + e);

The launchProcess operation in the example has a single parameter which is a string that identifies the
server to start.

The invoke method returns an object instance, which the calling code can use to cast to the correct
return type for the invoked operation. The launchProcess operation is declared void so that you can
ignore the return value in this example.

4. Register for events.

In addition to managing resources, the JMX API also supports application monitoring for specific
administrative events. Certain events produce notifications, for example, when a server starts.
Administrative applications can register as listeners for these notifications. The WebSphere Application
Server provides a full implementation of the JMX notification model, and provides additional function so
you can receive notifications in a distributed environment. For a complete list of the notifications
emitted from product MBeans, refer to the com.ibm.websphere.management.NotificationConstants
class in the MBean API documentation.
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The following example shows how an object can register for event notifications that are emitted from
an MBean using the ObjectName node agent:

adminClient.addNotificationListener(nodeAgent, this, null, null);

In this example, the first parameter is the ObjectName for the node agent MBean. The second
parameter identifies the listener object, which must implement the NotificationListener interface. In this
case, the calling object is the listener. The third parameter is a filter that you can use to indicate which
notifications you want to receive. When you leave this value as null, you receive all notifications from
this MBean. The final parameter is a handback object that you can use to set the JMX API to return to
you when it emits a notification.

Another enhanced feature that Application Server provides is the ability to register as a notification
listener of multiple MBeans with one call. This registration is done through the
addNotificationListenerExtended method of the AdminClient interface, an extension of the standard
JMX addNotificationListener method. This extension method even lets you register for MBeans that are
not currently active. This registration is important in situations where you want to monitor events from
resources that can be stopped and restarted during the lifetime of your administrative client program.

5. Handle the events.

Objects receive JMX event notifications through the handleNotification method, which is defined by the
NotificationListener interface and which any event receiver must implement. The following example is
an implementation of the handleNotification method that reports the notifications that it receives:

public void handleNotification(Notification n, Object handback)
{

System.out.printTn (" Fkkkkkkkkkkkkkkkkkkkkkhkhhhk kKX ok kK )s
System.out.printIn("+ Notification received at " + new Date().toString());
System.out.printIn("* type " + ntfyObj.getType());
System.out.printin("+ message " + ntfyObj.getMessage());
System.out.printIn("* source " + ntfyObj.getSource());
System.out.printin(

"% seqNum = " + Long.toString(ntfyObj.getSequenceNumber()));
System.out.printin("+ timeStamp = " + new Date(ntfyObj.getTimeStamp()));
System.out.printIn("* userData = " + ntfyObj.getUserData());

System.out.printin ( "***************************************************") ;

}
Results
The administrative client can handle event notifications that are emitted from an MBean.

Note: If a client program registers a notification listener through an RMI or JSR160RMI connector and the
ORB thread does not stop running, and thus prevents the Java virtual machine from exiting, add a
System.exit() statement to the client program. The ORB starts a thread to handle notification
propagation to the client. This thread does not automatically exit with the client main thread unless
the main thread has a System.exit() statement. Place a System.exit() statement in a location in
the client program that enables the ORB thread and main thread to stop processing. For example,
place the System.exit() statement in a catch or finally clause of the client program main try
block.

Example: Administrative client program

This example shows how to connect to the node agent server, which is not available for your product.
However, you can connect to your server by changing the host and port values. Substitute your server for
the node agent server references. Since the NodeAgent MBean is not available for your product, substitute
the queryNames string to search for another MBean.

Copy the contents to a file named AdminClientExample.java. After changing the node name and server
name to the appropriate values for your configuration, you can compile and run it using the instructions
from [Creating a custom Java administrative client program using WebSphere Application Server]
ladministrative Java APIs]|
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import
import
import

import
import
import
import
import

import
import
import

public
{

java.util.Date;
java.util.Properties;
java.util.Set;

javax.management.InstanceNotFoundException;
javax.management.MalformedObjectNameException;
javax.management.Notification;
javax.management.NotificationListener;
javax.management.ObjectName;

com.ibm.websphere.management.AdminClient;
com. ibm.websphere.management.AdminClientFactory;
com.ibm.websphere.management.exception.ConnectorException;

class AdminClientExample implements NotificationListener

private AdminClient adminClient;
private ObjectName nodeAgent;
private long ntfyCount = 0;

public static void main(String[] args)

{

}

AdminClientExample ace = new AdminClientExample();

// Create an AdminClient
ace.createAdminClient();

// Find a NodeAgent MBean
ace.getNodeAgentMBean("ellington");

// Invoke TaunchProcess
ace.invokeLaunchProcess("serverl");

// Register for NodeAgent events
ace.registerNotificationListener();

// Run until interrupted
ace.countNotifications();

private void createAdminClient()

{

// Set up a Properties object for the JMX connector attributes
Properties connectProps = new Properties();
connectProps.setProperty(

AdminClient.CONNECTOR_TYPE, AdminClient.CONNECTOR_TYPE_SOAP);
connectProps.setProperty(AdminClient.CONNECTOR_HOST, "Tlocalhost");
connectProps.setProperty(AdminClient.CONNECTOR_PORT, "8879");

// Get an AdminClient based on the connector properties
try
{

adminClient = AdminClientFactory.createAdminClient(connectProps);

catch (ConnectorException e)

{
System.out.printIn("Exception creating admin client: " + e);
System.exit(-1);

}

System.out.printin("Connected to DeploymentManager");

private void getNodeAgentMBean(String nodeName)

{
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// Query for the ObjectName of the NodeAgent MBean on the given node
try
{
String query = "WebSphere:type=NodeAgent,node=" + nodeName + ",*";
ObjectName queryName = new ObjectName(query);
Set s = adminClient.queryNames (queryName, null);
if (!s.isEmpty())
nodeAgent = (ObjectName)s.iterator().next();
else
{
System.out.printin("Node agent MBean was not found");
System.exit(-1);
}
}
catch (MalformedObjectNameException e)
{
System.out.printin(e);
System.exit(-1);
}
catch (ConnectorException e)
{
System.out.printin(e);
System.exit(-1);
}

System.out.printIn("Found NodeAgent MBean for node " + nodeName);

}

private void invokeLaunchProcess(String serverName)
{
// Use the TaunchProcess operation on the NodeAgent MBean to start
// the given server
String opName = "TaunchProcess";
String signature[] = { "java.lang.String" };
String params[] = { serverName };
boolean launched = false;
try
{

Boolean b = (Boolean)adminClient.invoke(

nodeAgent, opName, params, signature);
launched = b.booleanValue();
if (launched)
System.out.printin(serverName + " was Taunched");
else
System.out.printin(serverName + " was not Taunched");

}

catch (Exception e)
System.out.printIn("Exception invoking TaunchProcess: " + e);

}

private void registerNotificationListener()

{
// Register this object as a listener for notifications from the
// NodeAgent MBean. Don't use a filter and don't use a handback
// object.
try

adminClient.addNotificationListener(nodeAgent, this, null, null);
System.out.printin("Registered for event notifications");

}

catch (InstanceNotFoundException e)

{
System.out.printin(e);
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e.printStackTrace();
1
catch (ConnectorException e)
{
System.out.printin(e);
e.printStackTrace();

}

public void handleNotification(Notification ntfyObj, Object handback)

{
// Each notification that the NodeAgent MBean generates will result in
// this method being called
ntfyCount++;
System.out,print]n("***************************************************");
System.out.printIn("+ Notification received at " + new Date().toString());
System.out.printin("+ type = " + ntfyObj.getType());
System.out.printIn("+ message = " + ntfyObj.getMessage());
System.out.printIn("* source " + ntfyObj.getSource());
System.out.printin(

"% seqNum = " + Long.toString(ntfyObj.getSequenceNumber()));
System.out.printIn("+ timeStamp = " + new Date(ntfyObj.getTimeStamp()));
System.out.printin("* userData = " + ntfyObj.getUserData());

System.out,print]n("***************************************************");

}

private void countNotifications()

{
// Run until killed

try

while (true)

{
Thread.currentThread().sleep(60000);
System.out.printin(ntfyCount + " notification have been received");

}
}
catch (InterruptedException e)
{
}

}

Example: Administrative client program:

The following examples are complete administrative client program. The second examples uses a Remote
Method Invocation (RMI) connector.

Both of these examples show how to connect to the node agent server, which is not available for your
product. However, you can connect to your server by changing the host and port values. Substitute your
server for the node agent server references. Since the NodeAgent MBean is not available for your product,
substitute the queryNames string to search for another MBean.

Copy the contents to a file named AdminClientExample.java. After changing the node name and server
name to the appropriate values for your configuration, you can compile and run it using the instructions
from [Creating a custom Java administrative client program using WebSphere Application Served
ladministrative Java APIs]

import java.util.Date;
import java.util.Properties;
import java.util.Set;

import javax.management.InstanceNotFoundException;
import javax.management.MalformedObjectNameException;
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import
import
import

import
import
import

public
{

javax.management.Notification;
javax.management.NotificationListener;
javax.management.ObjectName;

com.ibm.websphere.management.AdminClient;
com.ibm.websphere.management.AdminClientFactory;
com.ibm.websphere.management.exception.ConnectorException;

class AdminClientExampleSoap implements NotificationListener

private AdminClient adminClient;
private ObjectName nodeAgent;
private long ntfyCount = 0;

public static void main(String[] args)

{

}

AdminClientExampleSoap ace = new AdminClientExampleSoap();

// Create an AdminClient
ace.createAdminClient();

// Find a NodeAgent MBean
ace.getNodeAgentMBean ("timmieNode07") ;

// Invoke launchProcess
ace.invokelLaunchProcess("serverl");

// Register for NodeAgent events
ace.registerNotificationListener();

// Run until interrupted
ace.countNotifications();

private void createAdminClient()

{

// Set up a Properties object for the JMX connector attributes
Properties connectProps = new Properties();
connectProps.setProperty (

AdminClient.CONNECTOR_TYPE, AdminClient.CONNECTOR_TYPE_SOAP);
connectProps.setProperty (AdminClient.CONNECTOR_HOST, "timmie");
connectProps.setProperty (AdminClient.CONNECTOR_PORT, "8886");

System.setProperty("com.ibm.SSL.ConfigURL", "file:C:/MyThinClient/70properties/ssl.client.props");
System.setProperty("com.ibm.SOAP.ConfigURL", "file:C:/MyThinClient/70properties/soap.client.props");

// Get an AdminClient based on the connector properties
try
{

adminClient = AdminClientFactory.createAdminClient(connectProps);

catch (ConnectorException e)

{
System.out.printIn("Exception creating admin client: " + e);
System.exit(-1);

}

System.out.printin("Connected to DeploymentManager");

private void getNodeAgentMBean(String nodeName)

// Query for the ObjectName of the NodeAgent MBean on the given node

try
{

String query = "WebSphere:type=NodeAgent,node=" + nodeName + ",*";

ObjectName queryName = new ObjectName(query);

Set s = adminClient.queryNames (queryName, null);

if (!s.isEmpty())
nodeAgent = (ObjectName)s.iterator().next();

else

{
System.out.printIn("Node agent MBean was not found");
System.exit(-1);

}

catch (MalformedObjectNameException e)

{
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System.out.printin(e);
System.exit(-1);

catch (ConnectorException e)
{
System.out.printin(e);
System.exit(-1);
}catch (Exception e){
e.printStackTrace();
System.exit(-1);

1
System.out.printin("Found NodeAgent MBean for node " + nodeName);
1
private void invokeLaunchProcess(String serverName)
{
// Use the TaunchProcess operation on the NodeAgent MBean to start
// the given server
String opName = "TaunchProcess";
String signature[] = { "java.lang.String" };
String params[] = { serverName };
boolean Tlaunched = false;
try
{
Boolean b = (Boolean)adminClient.invoke(nodeAgent, opName, params, signature);
launched = b.booleanValue();
if (Taunched)
System.out.printin(serverName + " was launched");
else
System.out.printin(serverName + " was not launched");
1
catch (Exception e)
System.out.printIn("Exception invoking TaunchProcess: " + e);
1
}

private void registerNotificationListener()

// Register this object as a Tistener for notifications from the

// NodeAgent MBean. Don't use a filter and don't use a handback

// object.

try

{
adminClient.addNotificationListener(nodeAgent, this, null, null);
System.out.printin("Registered for event notifications");

catch (InstanceNotFoundException e)

{
}
catch (ConnectorException e)

{
}

System.out.printin(e);

System.out.printin(e);
1

public void handleNotification(Notification ntfyObj, Object handback)

{
// Each notification that the NodeAgent MBean generates will result in
// this method being called

ntfyCount++;

System.out.printin(" ")
System.out.printIn("* Notification received at " + new Date().toString());
System.out.printin("* type = " + ntfyObj.getType());

System.out.printin("+ message = " + ntfyObj.getMessage());

System.out.printin("* source = " + ntfyObj.getSource());

System.out.printin("+ seqNum = " + Long.toString(ntfyObj.getSequenceNumber()));
+
+

System.out.printIn("+ timeStamp new Date(ntfyObj.getTimeStamp()));
System.out.printin("+ userData = " + ntfyObj.getUserData());
System.out.printin(" ",

}

private void countNotifications()

{
// Run until killed
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try
{
while (true)

{
Thread.currentThread().sTeep(60000);

System.out.printIn(ntfyCount + " notification have been received");

}

catch (InterruptedException e)
{
}

The following example uses a RMI connector. The connector type and port value are different from what

appears in the preceding example.

import java.util.Date;
import java.util.Properties;
import java.util.Set;

import javax.management.InstanceNotFoundException;
import javax.management.MalformedObjectNameException;
import javax.management.Notification;

import javax.management.NotificationListener;

import javax.management.ObjectName;

import com.ibm.websphere.management.AdminClient;
import com.ibm.websphere.management.AdminClientFactory;
import com.ibm.websphere.management.exception.ConnectorException;

public class AdminClientExampleSoap implements NotificationListener

{

private AdminClient adminClient;
private ObjectName nodeAgent;
private long ntfyCount = 0;

public static void main(String[] args)

{

AdminClientExampleSoap ace = new AdminClientExampleSoap();

// Create an AdminClient
ace.createAdminClient();

// Find a NodeAgent MBean
ace.getNodeAgentMBean ("timmieNode07");

// Invoke launchProcess
ace.invokeLaunchProcess("serverl");

// Register for NodeAgent events
ace.registerNotificationListener();

// Run until interrupted
ace.countNotifications();

}

private void createAdminClient()

{
// Set up a Properties object for the JMX connector attributes
Properties connectProps = new Properties();
connectProps.setProperty (
AdminClient.CONNECTOR_TYPE, AdminClient.CONNECTOR_TYPE_SOAP);
connectProps.setProperty (AdminClient.CONNECTOR_HOST, "timmie");
connectProps.setProperty (AdminClient.CONNECTOR_PORT, "8886");

System.setProperty("com.ibm.SSL.ConfigURL", "file:C:/MyThinClient/70properties/ssl.client.props");
System.setProperty("com.ibm.SOAP.ConfigURL", "file:C:/MyThinClient/70properties/soap.client.props");

// Get an AdminClient based on the connector properties
try
{

adminClient = AdminClientFactory.createAdminClient(connectProps);

catch (ConnectorException e)

System.out.printIn("Exception creating admin client: " + e);
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System.exit(-1);

}
System.out.printin("Connected to DeploymentManager");
1
private void getNodeAgentMBean(String nodeName)
{
// Query for the ObjectName of the NodeAgent MBean on the given node
try
{
String query = "WebSphere:type=NodeAgent,node=" + nodeName + ",*";
ObjectName queryName = new ObjectName(query);
Set s = adminClient.queryNames (queryName, null);
if (!s.isEmpty())
nodeAgent = (ObjectName)s.iterator().next();
else
{
System.out.printin("Node agent MBean was not found");
System.exit(-1);
1
catch (MalformedObjectNameException e)
{
System.out.printin(e);
System.exit(-1);
1
catch (ConnectorException e)
System.out.printin(e);
System.exit(-1);
}catch (Exception e){
e.printStackTrace();
System.exit(-1);
}
System.out.printIn("Found NodeAgent MBean for node " + nodeName);
1
private void invokeLaunchProcess(String serverName)
{
// Use the launchProcess operation on the NodeAgent MBean to start
// the given server
String opName = "launchProcess";
String signature[] = { "java.lang.String" };
String params[] = { serverName };
boolean Taunched = false;
try
{
Boolean b = (Boolean)adminClient.invoke(nodeAgent, opName, params, signature);
launched = b.booleanValue();
if (launched)
System.out.printin(serverName + " was launched");
else
System.out.printin(serverName + " was not launched");
1
catch (Exception e)
{
System.out.printin("Exception invoking TaunchProcess: " + e);
1
1

private void registerNotificationListener()
{
// Register this object as a Tistener for notifications from the
// NodeAgent MBean. Don't use a filter and don't use a handback
// object.
try
{
adminClient.addNotificationListener(nodeAgent, this, null, null);
System.out.printin("Registered for event notifications");

catch (InstanceNotFoundException e)

{
}

catch (ConnectorException e)

System.out.printin(e);
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{
System.out.printin(e);
1

}
public void handleNotification(Notification ntfyObj, Object handback)

// Each notification that the NodeAgent MBean generates will result in
// this method being called

ntfyCount++;
System.out.printin
System.out.printin
System.out.printin

= Notification received at " + new Date().toString());
* type " + ntfyObj.getType());

System.out.printin("+ message = " + ntfyObj.getMessage());

" source = " + ntfyObj.getSource());
System.out.printin("* seqNum = " + Long.toString(ntfyObj.getSequenceNumber()));
System.out.printin("+ timeStamp = " + new Date(ntfyObj.getTimeStamp()));
System.out.printin("+ userData = " + ntfyObj.getUserData());

(
(
(
(
System.out.printin(
(
(
(
(

System.out.printin(" *") 3

}

private void countNotifications()

// Run until killed
try
{

while (true)

Thread.currentThread().sTeep(60000);
System.out.printin(ntfyCount + " notification have been received");

}

catch (InterruptedException e)

}
}

}

Creating a Java Management Extensions client program using the
Java Management Extensions Remote application programming
interface

This topic describes how to develop and build a Java Management Extensions (JMX) client program that
is compliant with JMX Remote application programming interface (JSR 160). After you have a working
JMX client program, you can use it to manage WebSphere Application Server or non-WebSphere
Application Server systems.

Before you begin
This task assumes a basic familiarity with JSR 160 and JMX application programming interface (API)

programming. For information on JSR 160, see |http://www.jcp.org/en/jsr/detail?id=160} For information on
the Java APlIs, view the application programming interfaces documentation.

About this task

When you develop and run JMX clients that use various JMX connectors and that have security enabled,
use the following guidelines. When you follow these guidelines, you guarantee the behavior among
different implementations of JMX connectors. Any programming model that strays from these guidelines is
unsupported.

1. Create and use a single JMX client before you create and use another JMX client.
2. Create and use a JMX client on the same thread.

3. Use one of the following ways to specify a user ID and password to create a new JMX client:
* Specify a default user ID and password in the property file.
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» Specify a user ID and password other than the default. After you create a JMX client with a
nondefault user ID and password, specify the nondefault user ID and password when you create
subsequent JMX clients.

Procedure
1. |Develop a JMX client program.|
2. Build and run the JMX client program.

The steps that are required to build and run your program depend on the kind of application
environment that your code runs. Refer to the Using application clients topic in the Developing and
deploying applications PDF for details on how to build and run your JMX client program.

Results

You have developed, built, and run a JMX client program that is JSR 160 compliant.

Developing a Java Management Extensions client program using Java
Management Extensions Remote application programming interface

This topic describes how to develop a Java Management Extensions (JMX) connector specification and
JMX Remote application programming interface (API) (JSR 160). The program can communicate by
Remote Method Invocation over Internet Inter-ORB Protocol (RMI-IIOP)

Before you begin

This topic assumes a basic understanding of JSR 160, JMX APIs, and managed beans (MBeans). For
more information on JSR 160, see the JSR 160: Java Management Extensions (JMX) Remote API at
http://www.jcp.org/en/jsr/detail?id=160. For more information on the JMX APIs and on MBeans, view the
application programming interfaces documentation.

About this task

You can administer your WebSphere Application Server environment through the administrative console,
the wsadmin utility, or Java Management Extensions (JMX) programming. Complete this task to develop a
JMX remote client program using the JMX remote API so that you can administer your environment
through JMX programming.

Procedure
1. Specify the JMX connector address for the server through the JMXServiceURL class.
The value of the JMX service URL is:

service:jmx:rmi://" + host + ":" + port + "/jndi/JIMXConnector"

For example, if the target server host is sales.xyz.com and the listening port is 1234, the JMX service
URL is:
service:jmx:rmi://sales.xyz.com:1234/jndi/JMXConnector
You can find the value for port in the Ports table of the console server settings page or in the
serverindex.xml file that includes the target server. If the URL does not specify a value for host, the
product uses the default value of Tocalhost. If the URL does not specify a value for port, the product
uses the default value of 2809.
When connecting to an administrative agent, add the administrative agent JMX connector port number
to the end of the URL. For example, if the administrative agent JMX connector host is sales.xyz.com
and the port is 6789, then use the following URL:
service:jmx:rmi://sales.xyz.com:6789/jndi/JMXConnector6789

2. Set the Java Naming and Directory Interface (JNDI) provider URL property to use the administrative
name service for the product.
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The JNDI provider URL property is javax.naming.Context. PROVIDER_URL. The administrative name
service is WsnAdminNameService.

If the client uses security, set the -Dcom.ibm.CORBA.ConfigURL and -Dcom.ibm.SSL.ConfigURL
system properties in the client Java virtual machine (JVM).

Without the -Dcom.ibm.CORBA.ConfigURL and -Dcom.ibm.SSL.ConfigURL system properties set to
valid system properties files, the client does not work properly when security is enabled. The
recommended way to run the JMX connector client is as an administrative thin client.

-Dcom. ibm.CORBA.ConfigURL=file:pppp_client root|properties/sas.client.props

-Dcom.ibm.SSL.ConfigURL=file:fapp client root)/properties/ssl.client.props
Typically, you can copy the properties files from an installation profile directory, preferably from the

target server profile directory.
4. Specify the user ID and password for the server, if security is enabled.
5. Establish the JMX connection.
6. Get the MBean server connection instance.

Example

Use the following thin client code example to create and use the JMX client.

Some statements are split on multiple lines for printing purposes.

import
import
import
import

import
import
import
import
import
import
import

public class JMXRemoteClientApp implements NotificationListener

java.io.File;
java.util.Date;
java.util.Set;
java.util.Hashtable;

javax.management.Notification;
javax.management.NotificationListener;
javax.management.ObjectName;
javax.management.MBeanServerConnection;
javax.management.remote.JMXConnector;
javax.management.remote.JMXConnectorFactory;
javax.management.remote.JMXServiceURL;

private MBeanServerConnection mbsc = null;
private ObjectName nodeAgent;

private ObjectName jvm;

private long ntfyCount = 0;

private static String userid = null;
private static String pwd = null;

public static void main(String[] args)

try {

JMXRemoteClientApp client = new JMXRemoteClientApp();

String host=args[0];
String port=args[1];
String nodeName =args[2];
userid =args[3];

pwd = args[4];

client.connect (host,port);

// Find a node agent MBean
client.getNodeAgentMBean (nodeName) ;

// Invoke the launch process.
client.invokeLaunchProcess("serverl");

// Register for node agent events
client.registerNotificationListener();

// Run until interrupted.
client.countNotifications();

} catch (Exception e) {

e.printStackTrace();
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private void connect(String host,String port) throws Exception
String jndiPath="/WsnAdminNameService#JMXConnector";

JMXServiceURL url =
new JMXServiceURL("service:jmx:iiop://"+host+"/jndi/corbaname:iiop:"+host+":"+port+jndiPath);

Hashtable h = new Hashtable();
//Specify the user ID and password for the server if security is enabled on server.

System.out.printin("Userid is " + userid);

System.out.printIn("Password is " + pwd);

if ((userid.length() != 0) && (pwd.length() != 0)) {
System.out.printin("adding userid and password to credentials...");
String[] credentials = new String[] {userid , pwd };
h.put("jmx.remote.credentials", credentials);

} else {
System.out.printin("No credentials provided.");

}

//Establish the JMX connection.

JMXConnector jmxc = JMXConnectorFactory.connect(url, h);
//Get the MBean server connection instance.

mbsc = jmxc.getMBeanServerConnection();

System.out.printin("Connected to DeploymentManager");

private void getNodeAgentMBean(String nodeName)

// Query for the object name of the node agent MBean on the given node
try {
String query = "WebSphere:type=NodeAgent,node=" + nodeName + ",*";
ObjectName queryName = new ObjectName(query);
Set s = mbsc.queryNames (queryName, null);
if (Is.isEmpty()) {
nodeAgent = (ObjectName)s.iterator().next();
System.out.printin("NodeAgent mbean found "+ nodeAgent.toString());
} else {
System.out.printin("Node agent MBean was not found");
System.exit(-1);

} catch (Exception e) {
System.out.printin(e);
System.exit(-1);

}

private void invokeLaunchProcess(String serverName)

// Use the launch process on the node agent MBean to start
// the given server.
String opName = "launchProcess";
String signature[] = { "java.lang.String"};
String params[] = { serverName};
boolean Taunched = false;
try {
Boolean b = (Boolean)mbsc.invoke(nodeAgent, opName, params, signature);
Taunched = b.booleanValue();
if (launched)
System.out.printin(serverName + " was launched");
else
System.out.printin(serverName + " was not launched");

} catch (Exception e) {
System.out.printIn("Exception invoking TaunchProcess: " + e);
}
}

private void registerNotificationListener()

// Register this object as a listener for notifications from the

// node agent MBean. Do not use a filter and do not use a handback

// object.

try {
mbsc.addNotificationListener(nodeAgent, this, null, null);
System.out.printIn("Registered for event notifications");

} catch (Exception e) {
System.out.printin(e);

}

}
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public void handleNotification(Notification ntfyObj, Object handback)

// Each notification that the node agent MBean generates results in
// a call to this method.

ntfyCount++;
System.out.printin(" ")
System.out.printIn("* Notification received at " + new Date().toString());
System.out.printin("* type = " + ntfyObj.getType());

System.out.printin("* message = " + ntfyObj.getMessage());
System.out.printin("* source = " + ntfyObj.getSource());

System.out.printin(

"+ seqNum = " + Long.toString(ntfyObj.getSequenceNumber()));
System.out.printIn(" timeStamp = " + new Date(ntfyObj.getTimeStamp()));
System.out.printin("* userData " + ntfyObj.getUserData());
System.out.printin(" ")

}
private void countNotifications()

// Run until stopped.
try {
while (true) {
Thread.currentThread() .s1eep(60000);
System.out.printin(ntfyCount + " notification have been received");
}
} catch (InterruptedException e) {

}
}

}

Extending the WebSphere Application Server administrative system
with custom MBeans

You can extend the WebSphere Application Server administration system by supplying and registering new
Java Management Extensions (JMX) MBeans (see JMX 1.x Specification for details) in one of the
WebSphere processes.

About this task

JMX MBeans represent the management interface for a particular piece of logic. All of the managed
resources within the standard product infrastructure are represented as JMX MBeans. There are a variety
of ways in which you can create your own MBeans and register them with the JMX MBeanServer running
in any WebSphere process. For more information, see MBean Java application programming interface
(API1) documentation.

Procedure
1. Create custom JMX MBeans.

You have some alternatives to select from, when creating MBeans to extend the product administrative
system. You can use any existing JMX MBean from another application. You can register any MBean
that you tested in a JMX MBean server outside of the WebSphere Application Server environment in a
product process, including standard MBeans, dynamic MBeans, open MBeans, and model MBeans.

In addition to any existing JMX MBeans, and ones that were written and tested outside of the product
environment, you can use the special distributed extensions provided by WebSphere and create a
WebSphere ExtensionMBean provider. This alternative provides better integration with all of the
distributed functions of the product administrative system. An ExtensionMBean provider implies that
you supply an XML file that contains an MBean Descriptor based on the DTD shipped with the
product. This descriptor tells the WebSphere system all of the attributes, operations, and notifications
that your MBean supports. With this information, the WebSphere system can route remote requests to
your MBean and register remote Listeners to receive your MBean event notifications.

All of the internal WebSphere MBeans follow the Model MBean pattern. Pure Java classes supply the
real logic for management functions, and the WebSphere MBeanFactory class reads the description of
these functions from the XML MBean Descriptor and creates an instance of a ModelMBean that
matches the descriptor. This ModelMBean instance is bound to your Java classes and registered with
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the MBeanServer running in the same process as your classes. Your Java code now becomes callable
from any WebSphere Application Server administrative client through the ModelMBean created and
registered to represent it.

2. [Optionally define an explicit MBean security policy.|

If you do not define an MBean security policy, the product uses the|default security policy{
3. Register the new MBeans. There are various ways to register your MBean.

You can register your MBean with the WebSphere Application Server administrative service.

You can register your MBean with the MBeanServer in a WebSphere Application Server process. The

following list describes the available options in order of preference:

* Go through the MBeanFactory class. If you want the greatest possible integration with the
WebSphere Application Server system, then use the MBeanFactory class to manage the life cycle of
your MBean through the activateMBean and deactivateMBean methods of the MBeanFactory class.
Use these methods, by supplying a subclass of the RuntimeCollaborator abstract superclass and an
XML MBean descriptor file. Using this approach, you supply a pure Java class that implements the
management interface defined in the MBean descriptor. The MBeanFactory class creates the actual
ModelMBean and registers it with the product administrative system on your behalf.

This option is recommended for registering model MBeans.

* Use the JMXManageable and CustomService interface. You can make the process of integrating
with WebSphere administration even easier by implementing a CustomService interface that also
implements the JMXManageable interface. Using this approach, you can avoid supplying the
RuntimeCollaborator. When your CustomService interface is initialized, the WebSphere
MBeanFactory class reads your XML MBean descriptor file and creates, binds, and registers an
MBean to your CustomService interface automatically. After the shutdown method of your
CustomService is called, the product system automatically deactivates your MBean.

* Go through the AdminService interface. You can call the registerMBean() method on the
AdminService interface and the invocation is delegated to the underlying MBeanServer for the
process, after appropriate security checks. You can obtain a reference to the AdminService using
the getAdminService() method of the AdminServiceFactory class.

This option is recommended for registering standard, dynamic, and open MBeans. Implement the
UserCollaborator class to use the MBeans and to provide a consistent level of support for them
across distributed and z/OS® platforms.

* Get MBeanServer instances directly. You can get a direct reference to the JMX MBeanServer
instance running in any product process, by calling the getMBeanServer() method of the
MBeanFactory class. You get a reference to the MBeanFactory class by calling the
getMBeanFactory() method of the AdminService interface.

When a custom MBean is registered directly with the MBean server, the MBean object name is
enhanced with the cell, node and process name keys by default. This registration allows the MBean
to participate in the distributed features of the administrative system. You can turn off the default
behavior by setting the com.ibm.websphere.mbeans.disableRouting custom property.

See the Installing your application serving environment PDF for more information on the
com.ibm.websphere.mbeans.disableRouting custom property.

Results

Regardless of the approach used to create and register your MBean, you must set up proper
lsecurity permissions|for your new MBean code. The WebSphere AdminService and MBeanServer are
tightly protected using Java 2 security permissions and if you do not explicitly grant your code base
permissions, security exceptions are thrown when you attempt to invoke methods of these classes. If you
are supplying your MBean as part of your application, you can set the permissions in the was.policy file
that you supply as part of your application metadata. If you are using a CustomService interface or other
code that is not delivered as an application, you can edit the Tibrary.policy file in the node configuration,
or even the server.policy file in the properties directory for a specific installation.
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Best practices for standard, dynamic, and open MBeans
This topic discusses recommended guidelines for standard, dynamic, and open MBeans.

The underlying interface for the WebSphere Application Server administrative service is AdminService.
Remote access occurs through the AdminControl scripting object.

The product provides a special runtime collaborator that you use with standard, dynamic or open custom
MBeans to register the custom MBeans with the WebSphere Application Server administrative service. The
standard, dynamic, and open MBeans display in the administrative service as model MBeans. The
administrative service uses the capabilities available to MBeans that are registered with the administrative
service.

The MBean registration and capabilities are as follows:

Table 12. MBean registration and capabilities. Examine the registration and capabilities for an MBean type.

MBean type Registered with: Capabilities

Model, and optionally | WebSphere Application Local access is through the WebSphere Application Server

standard, dynamic, or | Server administrative administrative service or the MBean server. Remote access is

open service through the WebSphere Application Server administrative
service, and WebSphere Application Server security.

Standard, dynamic, or | MBean server Local access is through the WebSphere Application Server

open administrative service or the MBean server on the distributed

platform. Remote access is through the WebSphere Application
Server administrative service, the Java Management
Extensions (JMX) Remote application programming interface
(API) (JSR 160) client code, and WebSphere Application
Server security.

Creating and registering standard, dynamic, and open custom MBeans
You can create standard, dynamic, and open custom MBeans and register them with the product
administrative service.

Before you begin

This task assumes a basic familiarity with MBean programming. For information on MBean programming,
see MBean Java application programming interface (API) documentation.

Do not define new classes as parameters for your MBeans. The classes might not be available in all
processes. If you must define a new class, ensure that the class is available on all processes, including
the deployment manager, the node agents, and the application servers. If the class is not available for a
process, the ClassNotFoundException exception occurs for the new class when you attempt to access it.

About this task
Perform the following tasks to create and register a standard, dynamic, or open custom MBean.

Procedure
1. Create your particular MBean class or classes.
2. Write an MBean descriptor in the XML language for your MBean.

3. Register your MBean by inserting code that uses the WebSphere Application Server runtime
com.ibm.websphere.management.UserMBeanCollaborator collaborator class into your application code.

4. Package the class files for your MBean interface and implementation, the descriptor XML file, and your
application Java archive (JAR) file.
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Results

After you successfully complete the steps, you have a standard, dynamic, or open custom MBean that is
registered and activated with the product administrative service.

Example

The following example shows how to create and register a standard MBean with the administrative
service:

SnoopMBean. java:

[**
* Use the SnoopMBean MBean, which has a standard mbean interface.
*/
public interface SnoopMBean {
public String getldentification();
public void snoopy(String parml);
1

SnoopMBeanImpl.java:

[x%
* SnoopMBeanImpl - SnoopMBean implementation
*/
public class SnoopMBeanImpl implements SnoopMBean {
public String getldentification() {
System.out.printIn(">>> getldentification() called...");
return "snoopy!";

}

public void snoopy(String parml) {
System.out.printIn(">>> snoopy(" + parml + ") called...");
1

}

Define the following MBean descriptor for your MBean in an .xml file. The getldentification method is set to
run with the unicall option and the snoopy method is set to use the multicall option. These options are
used only for z/OS platform applications. The WebSphere Application Server for z/OS options are not
applicable to the distributed platforms, but they do not need to be removed. The options are ignored on
the distributed platforms. . Some statements are split on multiple lines for printing purposes.

gotcha: If you are running in a multiple JVM environment you must include the type property in the
MBean descriptor.

SnoopMBean.xm1:

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE MBean SYSTEM "MbeanDescriptor.dtd">
<MBean type="SnoopMBean"

version="5.0"

platform="dynamicproxy"

description="Sample SnoopMBean to be initialized inside an EJB.">

<attribute name="identification" getMethod="getIdentification"
type="java.lang.String" proxyInvokeType="unicall"/>
<operation name="snoopy" role="operation" type="void" targetObjectType="objectReference"

impact="ACTION" proxyInvokeType="multicall">
<signature>
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<parameter name="parml" description="test parameter" type="java.lang.String"/>
</signature>

</operation>

</MBean>

Assume that your MBean is used in an enterprise bean. Register your MBean in the enterprise bean
ejbCreate method and unregister it in the ejpRemove method.

//The method MBeanFactory.activateMBean() requires four parameters:

//String type: The type value that you put in this MBean's descriptor. For this example
//the string type is SnoopMBean.

//RuntimeCollaborator co: The UserMBeanCollaborator user MBean collaborator instance
//that you create

//String id: Unique name that you pick

//String descriptor: The full path to the MBean descriptor file

import com.ibm.websphere.management.UserMBeanCollaborator;
//Import other classes here.

static private ObjectName snoopyON = null;
static private Object TockObj = "this is a lock";

[*%

* ejbCreate method: Register your Mbean.

*

/
public void ejbCreate() throws javax.ejb.CreateException {
synchronized (lockObj) {
System.out.printIn(">>> SnoopMBean activating for ——|" + this + "|——");
if (snoopyON != null) {
return;

}

try {
System.out.printin(">>> SnoopMBean activating...");
MBeanFactory mbfactory = AdminServiceFactory.getMBeanFactory();
RuntimeCollaborator snoop = new UserMBeanCollaborator(new SnoopMBeanImpl());
snoopyON = mbfactory.activateMBean("SnoopMBean", snoop, "snoopMBeanId",
"SnoopMBean.xml") ;
System.out.printin(">>> SnoopMBean activation COMPLETED! --|" + snoopyON + "|--");
} catch (Exception e) {
System.out.printIn(">>> SnoopMBean activation FAILED:");
e.printStackTrace();

}**
* ejbRemove method: Unregister your MBean.
*/
public void ejbRemove() {
synchronized (lockObj) {

System.out.printin(">>> SnoopMBean Deactivating for --|" + this + "|--");
if (snoopyON == null) {
return;
}
try {
| System.out.printIn(">>> SnoopMBean Deactivating ==|" + snoopyON + "|== for --|"
+ this + "|--");

MBeanFactory mbfactory = AdminServiceFactory.getMBeanFactory();
mbfactory.deactivateMBean(snoopyON);
System.out.printin(">>> SnoopMBean Deactivation COMPLETED!");
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} catch (Exception e) {
System.out.printin(">>> SnoopMBean Deactivation FAILED:");
e.printStackTrace();

}

What to do next

Compile the MBean Java files and package the resulting class files with the descriptor .xml file, into the
enterprise bean JAR file.

Setting Java 2 security permissions
You must configure Java 2 security permissions to use Java Management Extension and WebSphere
Application Server administrative methods.

Before you begin

When you enable Java 2 security, you must grant Java 2 security permissions to application-specific code
for Java Management Extensions (JMX) and WebSphere Application Server administrative privileges. With
these permissions, your application code can call WebSphere Application Server administrative methods
and JMX methods.

About this task

If you are using Java 2 security then you need to verify that your extensions and application server can
access the required resources. The following steps show how to configure access for JMX and the
application server administrative methods.

Procedure
» Use the following permission to invoke all the JMX class methods and interface methods:
permission javax.management.MBeanPermission "*", "x'";

Consult the application programming interfaces documentation for specific actions under the
MBeanPermission class.

» Use the following permission for WebSphere Application Server administrative application programming
interfaces (APIs):

permission com.ibm.websphere.security.WebSphereRuntimePermission "AdminPermission";

Administrative security
Access to the Java Management Extension (JMX) administrative subsystem requires role-based access
control when administrative security is enabled.

A client, which can be a user or an administrative client program, can access an MBean method only if at
least one of the required roles is granted to the client. WebSphere Application Server uses the declarative
security approach to specify the security policy on the JMX MBean. This approach has the advantage of
not requiring MBean developers to add security code. Moreover, WebSphere Application Server provides a
default security policy for an MBean so in most case MBean developers do not need to specify a security
policy at all. With WebSphere Application Server, you can define explicit security policy for your MBeans if
the default security policy does not meet your specific security requirements.

Default MBean security policy
This topic discusses the default managed bean (MBean) security policy. In most cases, MBean developers
do not need to specify a security policy.

Three types of MBeans exist for the default MBean security policy:
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» A configuration type MBean
* A runtime type MBean
* A deployer type MBean

An optional attribute in the MBean descriptor XML file defines the type of MBean.

The ConfigRepository MBean is an example of one of a few configuration types. In the
configRepository.xml descriptor file, the configureMBean = "true" attribute indicates that the MBean is a
configuration type.

<MBean type="ConfigRepository"
version="5.0"
platform="common"
description="Management interface for the configuration repository."
configureMBean="true">

The EJBModule MBean is an example of deployer type MBeans. In the EJBModule.xm] descriptor file, the
deployerMBean="true" attribute indicates that the MBean is a deployer type.

<MBean type="EJBModule" j2eeType="EJBModule"
version="5.0"
platform="dynamicproxy"
resourceldentifierKey="Application"
resourceType="Application"
deployerMBean="true"
description="Management interface for the EJBModule component.">

WebSphere Application Server extended role-based access control supports role inheritance. Five
administrative roles of administrator, configurator, operator, deployer, and monitor exist. The monitor role is
the least privileged administrative role. Users that are granted the monitor role can view the WebSphere
Application Server configuration and the runtime status, but cannot make any changes. The other
administrative roles each have their own unique set of privileges as well as the same privileges as the
monitor role.

The configurator role has permission to modify WebSphere Application Server configuration data. The
operator role has permission to change the runtime state, such as the start and stop of administrative
resources. A configurator role cannot change the runtime status and conversely an operator role cannot
change the WebSphere Application Server configuration. The administrator role includes configurator and
operator role, but has more permissions than the union of configurator role and operator role. The
administrator role can additionally change the administrative security configuration. A simple picture shows
the administrative role inheritance relationship. The deployer role is a combination of the configurator and
operator roles for application management. The deployer role has both configurator and operator
permission for applications. A diagram shows the administrative role inheritance relationship.
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Administrator

A

Configurator Deployer Operator

Monitor

Each MBean method or operation is assigned an impact attribute with a value of either INFO or ACTION.
Here are some examples:

* A get method has an impact value of INFO and a write method has an impact value of ACTION.

* In the ConfigRepository MBean, the extract method does not change the configuration data and has an
impact value of INFO, while the modify method has an impact value of ACTION.

* In the Java virtual machine (JVM) MBean, which is an operator type of MBean, the
ggetCurrentTimelnMillis method has an impact value of ACTION.

A configuration MBean method that has an impact value of INFO requires the monitor role. A configuration
MBean method that has an impact value of ACTION requires the configurator role. A deployer MBean
method that has an impact value of INFO requires the monitor role. A deployer MBean method that has an
impact value of ACTION requires the deployer role. Because all administrative roles are monitor roles, any
administrative role can access configuration MBean methods and deployer MBean methods that have an
impact value of INFO. The administrator role is a configurator role and has access to the configuration
MBean methods that have an impact value of ACTION.

The default security policy for the configuration MBean is summarized in the following table:

Table 13. Configuration MBean method impact values and security roles. An X indicates that the MBean method
requires the role by default.

Administrator
Method impact | Monitor role Operator role Configurator role | Deployer role role
INFO X X X X X
ACTION X X

The default security policy for the operation MBean is summarized in the following table:
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Table 14. Operation MBean method impact values and security roles. An X indicates that the MBean method
requires the role by default.

Administrator
Method impact Monitor role Operator role Configurator role | Deployer role role
INFO X X X X X
ACTION X X

The default security policy for the deployer MBean is summarized in the following table:

Table 15. Deployer MBean method impact values and security roles. An X indicates that the MBean method
requires the role by default.

Administrator
Method impact Monitor role Operator role Configurator role | Deployer role role
INFO X X X X X
ACTION X X X

If an MBean has both the configureMBean attribute and the deployerMBean attribute set to true, the
required role for all actions is either configurator or monitor. No such MBean is presently defined in the
system.

Defining an explicit MBean security policy
You can explicitly define an MBean security policy for a particular MBean. Use this example to define an
MBean security policy.

Before you begin

This task assumes a basic familiarity with MBean programming. For information on MBean programming,
see MBean Java application programming interface (API) documentation.

About this task
Perform the following tasks to define an explicit security policy.

Procedure
1. Assume that you have an MBean defined by the MBean sample.xml descriptor file.

2. Specify the explicit security policy for that MBean in the sampleSecurity.xml file. The naming
convention is that you must append "Security" to the MBean descriptor file name as the name of the
MBean security descriptor file.

3. Place the security policy descriptor file at the same directory where the MBean security descriptor file
is so that the MBean loader can find it. This directory is the typical location for the security policy
descriptor file. If no MBean security descriptor file is present, the default MBean security policy is used.

4. Specify the MBean name of sample in the resource element resource-name field of the
sampleSecurity.xml file so that the MBean policy loader can associate the MBean security policy with
the MBean. The MBean security descriptor definition is very similar to the security policy that is defined
by the Java 2 Platform, Enterprise Edition (J2EE) deployment descriptor.

Results

You now have an explicitly defined MBean security policy that you can run with an MBean.
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Example
The following example describes the MBean security descriptor file format for the sampleSecurity.xml file.

Line 2 specifies that an MBean security descriptor schema is defined by the
RolePermissionDescriptor.dtd file, which is a document type definition (DTD) in WebSphere Application
Server.

As shown on line 3, each MBean descriptor file contains a single role-permission element. The
administrative security role hierarchy is defined in the security-role elements between line 9 and line 37.
The administrative security role has an inheritance relationship.

As defined on line 14 through 21, the operator security role implies the monitor security role, which means
that a user with the operator role has all the permissions of the monitor role. As defined between line 30
and line 38, an administrator security role implies both the configurator and operator security role. Every
MBean security descriptor file typically has the same role relationship definition so that you can cut and
paste this section to your MBean security descriptor file.

One or more method-permission elements are defined after the security-role element. Each
method-permission element defines the required roles for one or more methods. Specify method
parameters to avoid method name collision in case multiple methods have the same name.

1. <?xml version="1.0" encoding="UTF-8"?>

2. <IDOCTYPE role-permission SYSTEM "RolePermissionDescriptor.dtd" >

3. <role-permission>

4. <resource>

5. <resource-name>sample</resource-name>

6. <class-name>com.ibm.ws.security.descriptor.sample</class-name>
7. <description>This is a sample for testing role permission descriptor.</description>
8. </resource>

9. <security-role>

10. <role>

11. <role-name>monitor</role-name>

12. </role>

13.  </security-role>
14. <security-role>

15. <role>

16. <role-name>operator</role-name>
17. <imply>

18. <role-name>monitor</role-name>
19. </imply>

20. </role>

21. </security-role>
22. <security-role>

23. <role>

24. <role-name>configurator</role-name>
25. <imply>

26. <role-name>monitor</role-name>
27. </imply>

28. /role>

29. </security-role>
30. <security-role>

31. <role>

32. <role-name>administrator</role-name>
33. <imply>

34. <role-name>operator</role-name>

35. <role-name>configurator</role-name>
36. </imply>

37. </role>

38. </security-role>
39. <method-permission>

40. <description>Sample method permission table</description>
41. <role-name>operator</role-name>
42. <method>
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43. <description>Sample operation</description>

a4, <resource-name>sample</resource-name>
45, <method-name>stop</method-name>
46. </method>

47.  </method-permission>
48.  <method-permission>

49. <description>Sample method permission table</description>
50. <role-name>operator</role-name>

51. <method>

52. <description>Sample operation</description>

53. <resource-name>sample</resource-name>

54, <method-name>start</method-name>

55. <method-params>

56. <method-param>java.lang.String</method-param>
57. <method-param>java.lang.String</method-param>
58. </method-params>

59. </method>

60. </method-permission>
61. <method-permission>

62. <description>Sample method permission table</description>
63. <role-name>operator</role-name>

64. <method>

65. <description>Sample operation</description>

66. <resource-name>sample</resource-name>

67. <method-name>monitor</method-name>

68. <method-params>

69. </method-params>

70. </method>

71.  </method-permission>
72. <method-permission>

73. <description>Sample method permission table</description>
74. <role-name>configurator</role-name>

75. <method>

76. <description>Sample operation</description>

77. <resource-name>sample</resource-name>

78. <method-name>setValue</method-name>

79. <method-params>

80. <method-param>java.lang.Boolean</method-param>

81. </method-params>

82. </method>

83.  </method-permission>
84. <method-permission>

85. <description>Sample method permission table</description>
86. <role-name>monitor</role-name>

87. <method>

88. <description>Sample operation</description>

89. <resource-name>sample</resource-name>

90. <method-name>getValue</method-name>

91. </method>

92. </method-permission>
93. </role-permission>

Specifying fine-grained MBean security in the MBean descriptor

To implement fine-grained administrative security, your code must identify the resource instance that the
managed bean (MBean) represents and assign the user the required role for that instance of the resource.
This topic discusses what to do to identify the resource and assign the required role. This topic also
discusses how to make an MBean method run under a different user identity so that the method can
access other resource instances. Lastly, this topic discusses how to check if an MBean method has
access to a resource instance by using programmatic interfaces.

Before you begin

This task assumes a basic familiarity with MBean programming. For information on MBean programming,
see MBean Java application programming interface (API) documentation.
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About this task

Perform the following task to ensure that an MBean or MBean method is protected. ldentify the resource
instance that the MBean or MBean method represents and assign required roles to access the MBean.
Perform this task during the development of the MBean.

Procedure

Determine the resource instance that the MBean represents and the required roles to invoke the
MBean methods.

Every MBean method has a default MBean security policy. When the MBean method uses the default
security policy, the resource instance that the MBean represents is assumed to be the server in which
the MBean runs. If an MBean or MBean method represents a resource instance other than the server
on which it runs, perform the following steps:

a. ldentify the resource instance that the MBean represents.

1.

If an MBean, such as the Server MBean, accesses and modifies the server in which the MBean
runs, do not specify a security policy to verify that the user invoking the MBean is granted
access to the server because the default security policy is in force. In most cases, you use an
MBean to access and modify the server.

If an MBean that runs inside a server can access and modify resources that do not directly
belong to the server, check if the user invoking the MBean is granted access to the instance of
the resource before allowing the MBean method to run.

In most cases, identify the resource instance by identifying the key-value pair in the object name
of the MBean that represents the resource instance. The resourcelndentifierKey attribute defines
the key.

For example, you can use the EJBModule MBean to access an Enterprise JavaBeans (EJB)
module within an application that runs inside the server. In this case, the object name of the
EJBModule MBean contains a key-value pair. The key is Application. The value represents the
resource instance that the EJBModule MBean tries to access. The user that invokes this MBean
method is verified to make sure that access is granted to this instance of the application before
allowing the MBean method to run.

The following example shows how to describe the fine-grained administrative security for the
EJBModule type of MBean in the MBean descriptor:
<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE MBean SYSTEM "MbeanDescriptor.dtd">
<MBean type="EJBModule" j2eeType="EJBModule"

version="5.0"

platform="dynamicproxy"

resourceldentifierKey="Application"

resourceType="Application"

deployerMBean="true"

description="Management interface for the EJBModule component.">
If you can determine the resource that the MBean accesses before the MBean is invoked, but
you cannot use the MBean object name to determine the resource instance that the MBean
accesses, use parameters that are passed to the MBean instead.

Identify the MBean method parameter name with a parameter value that represents the resource
instance. Mark the corresponding parameter metadata in the MBean descriptor as the resource
identifier. To mark a parameter as the resource identifier, add the resourceType attribute. The
attribute specifies the type resource that the parameter value contains. When the resourceType
attribute is present for any MBean method parameter, the parameter value determines the
resource instance that the MBean method represents.

For example, one instance of the ApplicationManager MBean runs in each server. The same
MBean can be used to start and stop all the applications in the server. The start and stop
methods of this MBean each take the application name as a parameter. They use the parameter
to determine the instance of the application that this MBean method tries to access.
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The following example shows how to describe the fine-grained administrative security for this
type of MBean in the MBean descriptor:
<operation
description="Start Application"
impact="ACTION" name="startApplication" role="operation"
targetObjectType="objectReference" type="void" proxyInvokeType="spray">
<signature>
<parameter description="Application Name" resourceType="Application"
name="applicationName" type="java.lang.String"/>
</signature>
</operation>
» If the resource that an MBean accesses cannot be determined until the MBean is invoked, check
if the user invoking the MBean is granted access to the instance of the resource by using
application programming interfaces (APIs).

Mark the MBean or MBean method as excluded from access checking in the MBean descriptor
by using the excludeAccessCheck attribute. When an MBean is marked as excluded from
access checking, all its methods are also excluded from access checking.

For example, the ConfigService MBean that runs in the deployment manager is used to
configure all the resources within a cell. Exclude this MBean from access checking before
invoking the MBean methods. Check that the ConfigService MBean is granted access to the
configuration resource when the MBean attempts to access the resource.

The following example shows how to describe the fine-grained administrative security for the
ConfigServices type of MBean in the MBean descriptor:

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE MBean SYSTEM "MbeanDescriptor.dtd">
<MBean
version="5.0"
platform="proxy"
collaboratorClass="com.ibm.ws390.management.proxy.ConfigServiceManager"
description="Config Service component provides service of
configuration related tasks on top of configuration repository service."
type="ConfigService"
excludeAccessCheck="true"
configureMBean="true">

Some statements are split on multiple lines for printing purposes.

The following example shows how to invoke the MBean method logic to perform authorization
checking programmatically:
// Get administration authorizer.
AdminAuthorizer aa = AdminAuthorizerFactory.getAdminAuthorizer();
// Set the role that is required for this operation.
String role = com.ibm.ws.security.util.Constants.CONFIG_ROLE;
// Set the resource name.
// cells/cellName is optional.
String resource = "/nodes/"+ nodeName + /servers/" + serverName;
// Check access
if (aa != null && !aa.checkAccess(resource, role) )

// Disallow access.

else

// Allow access.

b. Assign required roles for the MBean and MBean methods.

The required roles are automatically assigned, based on the type of MBean and the impact of the
MBean method, as described in the topic on the default MBean security policy.
2. Specify delegation mode.

In some cases, after performing the initial access check, the MBean method might need to run under a
different user identity so that it can access other resource instances. For example the syncNode
operation in the CellSync MBean grants the user the operator role to the instance of the node being
synchronized. The syncNode operation tries to access resources under the cell scope. The user might
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not have access to open files under the cell directory. The MBean must run as System after the initial
access check so that the operation completes without any access denied problems.

Set the runAs attribute to System to specify delegation mode for an MBean or MBean method. When
you set the runAs attribute for an MBean, the value applies to all MBean methods for that MBean.

The following example shows how to describe fine-grained administrative security for the CellSync type
of MBean in the MBean descriptor.
<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE MBean SYSTEM "MbeanDescriptor.dtd">
<MBean type="CellSync"

version="5.0.1"

platform="common"

runAs="System"

description="Management interface for the configuration synchronization logic
performed at the central deployment manager for the cell.">
<operation

description="Initiate a synchronization request for a given node" impact="ACTION"
name="syncNode" role="operation" targetObjectType="objectReference" type="ja

va.lang.Boolean">
<signature>
<parameter resourceType="Node"

description="The name of the node"

name="nodeName" type="java.lang.String"/>
</signature>
</operation>

Results

You have determined the type of resource a given MBean method is accessing and performed the
necessary access check so that the product can allow access to the resource.

Administrative programs for multiple Java Platform, Enterprise Edition
application servers

You can develop an administrative client to manage multiple vendor application servers through existing
MBean support in the WebSphere Application Server.

Existence of MBeans for stopped components

best-practices: The WebSphere Application Server completely implements the Java Platform, Enterprise
Edition (Java EE) Management specification. However, some differences in details
between the Java EE specification and the WebSphere Application Server implementation
are important for you to understand when you access WebSphere Application Server
components. These differences are important to you when you access application
MBeans because you can use either the WebSphere Application Server programming
model or the Java EE programming model.

In the WebSphere Application Server programming model, if an MBean exists, you can assume that it is
running. If an MBean does not exist, you can assume that it is stopped. Transient states between the
started state and the stopped state are the same as the stopped state, which means that no MBean
exists.

In the Java EE programming model, the MBean always exists regardless of the state of the component.

You can determine the state of a component by querying the state attribute. However, the state attribute
only exists for MBeans that are state manageable, meaning that they implement the StateManageable
interface. State manageable MBeans have start(), startRecursive(), and stop() operations whether these
MBeans are Java EE MBeans or WebSphere Application Server MBeans. Additionally, the WebSphere
Application Server defines the stateful interface. The stateful interface means that the component has a
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state and emits the Java EE.state.notifications method, but that the component cannot directly manage the
state. For example, a web module cannot stop itself. However, the application that contains the web
module can stop it.

Not all MBeans that have a state are state-manageable. Servlets, Java EE modules and enterprise beans,
for example, are all stateful, but are not state manageable. The Java EE server is not state-manageable
because no start() operation is available on a server.

The J2EEApplication MBean is an example of a state manageable MBean. When the WebSphere
Application Server starts, each application activates a J2EEApplication MBean for itself. A J2EEApplication
MBean has a Java EE type of J2EEApplication (for example, ObjectName *:*,j2eeType=J2EEAppTication).
If the application starts, it also activates an Application MBean with a type of Application (for example,
*:*,type=Application). When the application changes state, the Application MBean is activated or
deactivated. However, the J2EEApplication MBean is always activated. You can retrieve the application
state changes by getting the state attribute.

The modules attribute on the J2EEApplication component returns an array of object names, one for every
module in the application. The Application Server activates an MBean for each of these modules only after
the Application Server starts the application. The managed enterprise bean isRegistered(ObjectName)
method returns false if the application, and therefore the module, is not running.

All of the attributes that are defined in the Java EE management specification return valid values when the
managed object stops. Other attributes and operations, for example those that are specifically defined for
the Application Server, use the com.ibm.websphere.management.exception.ObjectNotRunningException
exception if they are accessed when the object is stopped.

If you install the application while the server runs, the application installs the J2EEApplication MBean when
the installation completes. Conversely, when the application uninstalls the J2EEApplication MBean, the
application deactivates the MBean.

Mapping type properties

You can determine which MBeans have a j2eeType property and a WebSphere Application Server type
property in their ObjectName property sets by going to the additional application programming interfaces
documentation. Select the MBean interfaces subtopic, and then specific MBeans in the list. Look for type=
and j2eeType=. You can use the type property to query for any MBeans. MBeans derived from the Java
EE specification have an additional j2eeType property as part of their ObjectName property sets. You can
also use the j2eeType property to query for MBeans.

Optional WebSphere Application Server interfaces

The EventProvider, StateManageable, and StatisticsProvider interfaces are optional interfaces that the
Java EE Management specification defines. Which of the interfaces the product implements varies from
MBean to MBean. Go to the additional application programming interfaces documentation to see which
interfaces the product implements for a particular MBean. Select the MBean interfaces subtopic, and then
a specific MBean in the list. Find A11 Parent MBeans. The interfaces that are implemented for the MBean
follow A11 Parent MBeans. For example, the J2EEDomain MBean does not implement any of the
interfaces, while the JVM MBean implements the StatisticsProvider interface.

Deploying and managing a custom Java administrative client program
with multiple Java Platform, Enterprise Edition application servers

This section describes how to connect to a Java Platform, Enterprise Edition (Java EE) server, and how to
manage multiple vendor servers.
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Before you begin

The product completely implements the Java EE Management specification, also known as JSR-77 (Java
Specification Requests 77). However, some differences in details between the Java EE specification and
the WebSphere Application Server implementation are important for you to understand when you develop
a Java administrative client program to manage multiple vendor servers. For information, see the
|Platform, Enterprise Edition (Java EE) Management Specificatiod and the MBean Java application
programming interface (API) documentation.

About this task

When your administrative client program accesses WebSphere Application Servers exclusively, you can
use the Java APIs and WebSphere Application Server-defined MBeans to ma