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XZ>i

>0Thv>ifrDA_M?D"|Di/"(z&\"<(Muo,T0`XD

5#

>iDDATs

6_Y:fzm\m8O7G*l$Yw53MrXx~qD"P-iDxgM53

\m1`4D#C';h*BHKb_Y:fzm#

>i";'V_Y:fzmDH0"Pf#

>iP9CD<(Muo

>D59CBP!"M|k<(#

m 1. >iP9CD<(

<( ,e

Ve 1a0<NC'gf(GUI)1,VeCZmwK%"K%n"j)"4%"<jMD~

P#|9CZ?w|n{,qr|GI\ak\'DD>`l}#

HmVe mwzXkZ|na>{BdkDD>#HmVe9mwA;D>"zk>}MD~*

<#

1e mwzXka)Dd?5(}g,z* fileName a)DD~{)#1e9mw?wMij

b#

Ctrl-x dP x G|D{F,mw0control-V{1rP#}g,Ctrl-c b6EZ4B c |1Q4

! Ctrl |#

Return 8jPV Return"V Enter rs}7D|#

% m> Linux™ M UNIX® |n shell a>{,K|n;h* root C'X(#

# m> Linux M UNIX |n shell a>{,K|nh* root C'X(#

C:\ m> Windows® |na>{#

dk|n 18>0dk1r0"v13u|n1,dkK|n;s4 Return |#}g,8>0d

k ls |n1b6EZ|na>{Bdk ls,;s4 Return |#

[ ] (!o(hvPDI!n#

{ } (!Pm,SPzXk!q;vo(hvn#

| Vto(hvPC { }(((E)(!D!nPmPDn#

... o(hvPD!TEmwzIT;Nr`NX4H0n#>}PD!TEmw*Krws

*p{xS>}P!TDE"#

(z&\

(z&\?~ozP2C'(gP/;crPS&O-DC')3{X9Cm~z

7#TBb)G WebSphere® Application Server,f> 6.0.2 Dw*(z&\?~:

v zIT9CA;DAwm~M}VotOIwv}A;OT>DZ]#z9IT9

Cot6pm~(g IBM ViaVoice)4dk}]"/@C'gf#
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v zIT9C|Lzfsj4Yw&\?~#

v zIT(}j<D>`-wr|nPgfx;Gya)D<Ngf4dCM\m

Application Server &\?~#*q!PXX(&\?~D(z&\D|`E",kN

DG)&\?~D`XD5#

gN"MzDb{

zD4!.VX*,|PzZRGa)n<7x_J?DE"#g{zT>ird|

NNPX WebSphere Application Server D Edge components D5PNNb{:

v k+zDb{(}gSJ~"M= ctscrcf@cn.ibm.com#7#8wi{"iE"

WebSphere Application Server Df>,g{ITD0,9k8wzy@[DD>yZ

DX(;C(}g,3krmE)#

`XE"

v 6Edge Components DEn"f.M207, G151-0062-02

v Programming Guide for Edge Components, GC31-6856-02

v 6Load Balancer \m8O7, G151-0064-02

v IBM WebSphere Edge Services Architecture

v IBM w Web >c:www.ibm.com/

v I B M ® W e b S p h e r e A p p l i c a t i o n S e r v e r z 7 W e b > c :

www.ibm.com/software/webservers/appserv/

v I B M W e b S p h e r e A p p l i c a t i o n S e r v e r b W e b > c :

www.ibm.com/software/webservers/appserv/library.html

v I B M W e b S p h e r e A p p l i c a t i o n S e r v e r ' V W e b > c :

www.ibm.com/software/webservers/appserv/support.html

v I B M W e b S p h e r e A p p l i c a t i o n S e r v e r E " P D :

www.ibm.com/software/webservers/appserv/infocenter.html

v I B M W e b S p h e r e A p p l i c a t i o n S e r v e r E d g e C o m p o n e n t s E"PD:

www.ibm.com/software/webservers/appserv/ecinfocenter.html
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Z 1 ?V _Y:fzmkE

b;?Va)K_Y:fzmi~DEv"9C0dCM\m1m%MdCr<D5

w"V$`- ibmproxy.conf D~D5wT0t/M#9zm~qwD}L#

b;?V|,BPBZ:

Z 3 3DZ 1 B, :Ev;

Z 7 3DZ 2 B, :9C0dCM\m1m%;

Z 11 3DZ 3 B, :9CdCr<;

Z 13 3DZ 4 B, :V$`- ibmproxy.conf D~;

Z 15 3DZ 5 B, :t/M#9_Y:fzm;
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Z 1 B Ev

_Y:fzm9X4TM'zD}]ks"SP\Z]DzwPlwksDE""+

KZ]"XM'z#n#{DivG,kskTDGf"Z Web ~qw(2F*4~

qwrZ]wz)ODD5,"(},D>+d-i(HTTP)"Mks#+G,zI

TdC_Y:fzm&md|-i,gD~+d-i(FTP)M Gopher#

Z+I_Y:fDZ]"Mxks_.0,_Y:fzma+b)Z]f"=>X_

Y:fP#I_Y:fZ]D>}|,2, Web 3fM/,zI++Y|Dd,ND

JavaServer Pages(JSP)D~#(}S>X_Y:fP1S"MOvb)Z],_Y:f

9C_Y:fzm\;zckT`,Z]Dsxks,kYNSZ]wzlwb)Z

]`H,dYH*lC`#

*c:_Y:fzm ZyP Edge component 20OIC,BPiv}b:

v _Y:fzm ;ICZZ Itanium 2 r AMD Opteron 64 ;&mwOKPD Edge

component 20#

v _Y:fzm ;ICZ Load Balancer for IPv6 D Edge component 20#

B&\?~

_Y:fzm\m8O|(B&\?~"B'VD=(M V6.0 T0 V5.0.x "Pf

(5.0.1"5.0.2"5.1 M 5.1.1)DD}|B#

V6.0.2 nX*DB&\P:

v FIPS enable 18n

bvBD18nT SSL ,SPD SSLV3 M TLS -itC FIPS K<D\k#*

q!|`DE",kNDZ 193 3D:FIPSEnable - T SSLV3 M TLS tC*O

E"&mj<(FIPS)K<D\k;#

v C4tC_Y:fzmT_Y:fJ4(URI)`vdeD18n

=vBD18ntC_Y:fzmTy] HTTP Vary 7M Cookie 7T_Y:fM

lw URI D`vde#

*q!|`DE",kNDZ 247 3D:SupportVaryHeader - y] HTTP Vary 7

_Y:fJ4D`vde;MZ 236 3D:RegisterCacheIdTransformer - y] Cookie

7_Y:fJ4D`vde;#

V6.0"V6.0.1 M V5.0.x "PfDnX*B&\P:

v BD=('V

PX V6 Edge Components D\'V=(Dj{E",kCJ WebSphere Application

S e r v e r W e b 3 f :

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

– 'V Linux for S/390"zSeries"iSeries M pSeries
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}K'VZ Linux for Intel OKP_Y:fzmb,VZzm9Z Linux for

S/390"zSeries"iSeries M pSeries OKP#

– 'V AIX 5.2 M AIX 5.3

}K AIX 5.1 b,VZ_Y:fzm9'V AIX 5.2 M AIX 5.3#

– 'V Solaris 9

}K'V Solaris 8 b,VZ_Y:fzm9'V Solaris 9#

– 'V Windows Server 2003

}K'V Windows 2000 b,VZ_Y:fzm9'V Windows Server 2003#

– 'V HP-UX V11i

}K'V AIX"Linux"Solaris M Windows 53b,_Y:fzm9'V

HP-UX#

v 'V JDK 1.4.2

VZ'V 32 ; JDK DBf>:JDK 1.4.2#

v 'V GSKit 7

1!ivB,k_Y:fzm-,a)"20 GSKit DBf>:GSKit 7#

v acX4Dv?MB18n

fZkacX4`XDv?MB18n#*q!|`E",kND:

– Z 41 3D:tCacX4(I!);

– Z 201 3D:JunctionReplaceUrlPrefix — 1k JunctionRewrite e~-,9C1,

f; URL x;Gek0:;

– Z 203 3D:JunctionSkipUrlPrefix — 1k JunctionRewrite e~-,9C1,x

}Q|,0:DX4 URL;

– Z 202 3D:JunctionRewriteSetCookiePath — 1k JunctionRewrite e~-,9C

1,X4 Set-Cookie 7PD76!n;

– Z 237 3D:RewriteSetCookieDomain — 8(h*X4Dr#=;

– Z 228 3D:Proxy - 8(zm-irfrzm;

9a)K9C JunctionRewrite e~D8C=(#*q!|`E",kND:

– Z 44 3D:9C Cookie fz JunctionRewrite;

– Z 202 3D:JunctionRewrite - tC URL X4;

v d|B18n

'VBPB18n:

– Z 171 3D:CacheMatchLanguage — 8(5XD_Y:fZ]DoTW!n;

– Z 187 3D:EnableTcpNodelay — tC TCP NODELAY WSV!n;

– ^Fkks`XD18n:

- Z 204 3D:LimitRequestBody — 8( PUT r POST ksPnswes!;

- Z 204 3D:LimitRequestFields — 8(M'zksPDnsjb};

- Z 204 3D:LimitRequestFieldSize — 8(nsjb$HMksP;
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– +_Y:fZf#fr0k=EL18n:

- Z 191 3D:ExportCacheImageTo - +_Y:fZf<v=EL;

- Z 200 3D:ImportCacheImageFrom - SD~<k_Y:fZf;

v VP18nDv?

fZBPVP18nDv?:

– BindSpecific:OutgoingSrcIp !nJmzm9CX(4 IP X7xPvV,S#

– ReversePass:host:port !nJmzm&CyZsK~qwwz{MKZD;,

ReversePass fr#

v *)9 JunctionRewrite &\a)D transmogrifier e~y>

TZ JunctionRewrite,VZa)KIT(FDy>zk,|X4/bv HTML D~

PD JavaScript(SCRIPT)M applet(APPLET)jGi#JunctionRewrite e~;\

%@&m JavaScript Pr Java N}5PDJ44S#*q!|`DE",kNDZ

44 3D:CZ)9 JunctionRewrite &\Dy> transmogrifier e~;#

v PACD X$LrdC`X|D

*tCd{s(,kNDZ 126 3D:4( pac_ldap.cred;#

TZzmM LDAP ~qw.dD SSL ,S,+\?}]b\kEk pac_keyring.pwd

D~P#kNDZ 110 3D:4(BD\?}]b"\kMf"D~;#

v |D1!dCT|2+

ZdCD~(ibmproxy.conf)P,T1!hCxP|DTa)|CD2+T#}

g,xP|DT{C HTTP CONNECTION M SSL m@+M#Kv?;PBD18

n#
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Z 2 B 9C0dCM\m1m%

_Y:fzm=x HTML m%,b)m%ICZrksM'za)~q,T0CZd

Czm~qw#b)m%KP`->Xzm~qwdCD~(ibmproxy.conf)D CGI L

r#*9Cb)m%,zm~qwXk}ZKPRXkdCTS|G$tD>X?<

+]m%#

1!ivB,_Y:fzm9C Pass 18n(|,ZJmCJ0dCM\m1m%D

ibmproxy.conf D~P)xP20#1M'zSKzm~qwks1!w31,+qC

Frntpage.html#K3f|,=0dCM\m1m%p<3f wte.tml D,D>4S#

0dCM\m1m%G\#$D,Z~q|G0h*M'zO$#*q!hC\m1

j6M\kD5w,kNDZ 9 3D:hC\m1\k;#

/@w*s

CZCJ0dCM\m1m%D Web /@wXk'VBPYw:

v HTML 4.0:yPm%4k HTML 4.0 f6#zD Web /@wXk'V HTML 4.0

Mr\/#

v Java 1.1 M JavaScript:Applet ;4k Java 1.1 f6#zD Web /@wXk'V

qS Java 1.1 D Java ibz#applet kG)qS Java 2.0 f6D Java ibz;

f]#XktC JavaScript M Java#

v 256 +:KP Web /@wD$w>Xk'VAY 256 +#

(iD/@wG Mozilla 1.4 r Mozilla 1.7(TZ Linux M UNIX 53)r Internet

Explorer(TZ Windows 53)#kND6Edge Components DEn"f.M207T

q!d|k/@w`XDE"4i40dCM\m1m%#

":

1. Z 64 ; PowerPC Linux 53O,;I\9C Mozilla /@w4CJ0dCM\m1

m%,r*Ke5a9;PICD SDK#ISm;zw9C'VD Web /@w4

CJ0dCM\m1m%4zf#

2. g{Zt/\mXF(1=Na>zG<,rzZ Internet Explorer PD Java hC

I\;P}7hC#*Z Internet Explorer P|}KhC,!q$_ > Internet !

n > _6,"!{!q9C Java 2 v1.4.X 4!r#

CJ0dCM\m1m%

*CJ0dCM\m1m%:

1. 7#zm~qw}ZKP#*q!PXt/zm~qwD5w,kNDZ 15 3D

Z 5 B, :t/M#9_Y:fzm;#

2. 9 HTTP /@w<r*kszm~qwDw3(Frntpage.html)r0dCM\m1p

<3f(wte.html)#

":K3f!vZzzm~qwD5J3dfr,"Iy](EPT>D1!3f

xPd/#
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http://your.server.name[:port][/directory][/page.html]

dP

v your.server.name GzwzDj{76{(}g,http://www.ibm.com/)#

v [:port] g{zDzm~qw;ZKZ 80 Ol}\mks,rZ~qw{s|(

KZE:http://your.server.name:port

v [/directory] URL P=SD?<!vZ3dfr#

v [/page.html] ;P1 HTML 3f;Pw*6-3fPv1,h*8(|#*q!

6-3fDE",kNDZ 48 3D:(e1!6-3f;#

3. %w0dCM\m1m%,*<9C~qwdCm%#+a>zdk\m1C'{

M\k#dk;vQZ(DC'{M\k#_Y:fzmdCM'z0Zr*#

":

a. w3fvVs,I\h*8kST0ksf<=r\DZ]#

b. Z Windows 2003 53O,ks\mm%(CGI E>)D,SZdjI0I\S

U4;#a{,/@wI\(f4SU=}]rT>3;IC{"#*\bK

Jb,+ MaxActiveThreads vS=sZ 200 D5,r+ ConnThreads vS=

sZ 50 D5,Tbv4;,SDJb#kNDZ 209 3D:MaxActiveThreads

- 8(n/_LDns};MZ 179 3D:ConnThreads — 8(*CZ,S\

mD,S_L};Tq!|`PXb)18nDE"#

4. s_D<=r\T>KdCm%Devw`p:

v zmdC

v _Y:fdC

v ~qwdC

v ~qwn/`S

v e~dC

%wjbs_D}GN8kT9*C`pPDdCm%Pm#%w;vm%,r*

|#Km%ZdkVNPT>10DdC5(g{PD0);g{T20jIT4

z9;PTdCw}|D,b)+aG1!5#

5. ZNNm%O,dkCX(&\DdCE"#?Em%a)Kozzv(w24y

D|DD5w#*q!x;=DE",%w?vm%%?Doz<j,4JE

(?)#|a)BP4S:

v VNoz - ?vA;fePwvVNDhv

v gN... - 9Cm%jIX(NqDj8=h

v w} - ozE"Dw}

6. Zndm%s,%wa;,TzywD|D|B~qwdC#a;4%Z?vm%

dkVNDBf#g{z;*TzZm%OjwDVNxP|D,%w4;,m%

ODVN+5X|G-4D5#

7. g{z%wa;RzDdk;S\,ZO?r\P+T>BP{":

QI&jIksDdC|D

g{dk;P;S\,O?r\PT>ms{",mwD)hCG;IS\D#

8. *XBt/zm~qw,%wO?r\PD~qwXBt/<j(|)#1zm~q

wSU=XBt/|n1,|#9S\4TM'zDks,++jIyPQ-Z&

mPDks#ZXB0k|D}DdCD~s,zmYN*<S\M'zks#
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":(}9C0dCM\m1m%r`- ibmproxy.conf D~4|D3)18n1,

Z|Dz'0,h*j+#9~qw,;sYt/,x;vvGXBt/#b

)18nZZ 155 3Dm 6 PPv#

hC\m1\k

Z20_Y:fzmm~|s,zXk4(\m1j6M\kTCJ0dCM\m1

m%#1!zm~qwdCO$C'(}9C webadmin.passwd \kD~ks0dCM

\ m 1 m % , Z L i n u x M U N I X 5 3 O , K \ k D ~ ; Z

/opt/ibm/edge/cp/server_root/protect/ ?<,Z Windows 53O,|;Z \Program

Files\IBM\edge\cp\etc\ ?<#m~|20;2GVP webadmin.passwd D~#

9CBP|nmS\m1u?= webadmin.passwd D~:

v Z Linux M UNIX 53O:

# htadm -adduser /opt/ibm/edge/cp/server_root/protect/webadmin.passwd

1a>1,r htadm Lra)\m1DC'{"\kMf5U{#

v Z Windows 53O:

cd "\Program Files\IBM\edge\cp\server_root\protect\"
htadm -adduser webadmin.passwd"

1a>1,r htadm Lra)\m1DC'{"\kMf5U{#

":\m1C'{M\kGxVs!4D,49Yw53G;xVs!4D#19C

htadm |nCJ0dCM\m1m%1,k7#dk7PDC'{M\k#

*q! htadm |nDj8hv,kNDZ 147 3D:htadm |n;#

Z 2 B 9C0dCM\m1m% 9
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Z 3 B 9CdCr<

_Y:fzmdCr<JmzlYdCQ20D_Y:fzm#KLr;TG)^D

_Y:fzmP*9d\#1zC7xXhDy>18nxPhC#Kzm~qwI

\h*d|dC#

*9C_Y:fzmdCr<:

1. t/dCr<#

Z Windows 53O:%w*< –> Lr –> IBM WebSphere –> Edge
Components –> _Y:fzm –> dCr<#

Z Linux M UNIX 53O:dk|n /opt/ibm/edge/cp/cpwizard/cpwizard.sh

2. !qxgKZ,zm~qw+ZdOl} HTTP ks#

3. dk?jZ]~qwD{F#

4. dkzm~qw\m1DC'j6M\k#

":

1. dCr<hCBP18n:

Port port
Proxy /* http://content server :port

2. g{9CdCr<4dCzm~qw,;stC SSL,G4Xk*(}KZ 443 S

U=Dzmks4(;v3dfr#ghKb|`E",kNDZ 39 3D:(e

3dfr;#

>}:

Proxy /* http://content server :443

r_

Proxy /* https://content server :443

^F:Z Linux 53O,|Ll]|T0_Y:fzmdCr<1;pwC#
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Z 4 B V$`- ibmproxy.conf D~

IT(}V$"`- ibmproxy dCD~r(}0dCM\m1m%dC_Y:fzm#

v Z Linux M UNIX 53O,ibmproxy.conf D~;Z /etc/ ?<#

v Z W i n d o w s 5 3 O , i b m p r o x y . c o n f D ~ ; Z C : \ P r o g r a m

Files\IBM\edge\cp\etc\en_US\#

dCD~I{*18nDodiI#*|DzDdC,(}^D18n4`-dCD

~,"#fzD|D#z8uIT9CNND>`-w(g emacs M vi)4`-dC

D~#

":;*9C Solaris +2@f73(CDE)P|(DD>D~`-w# Solaris `-w

P1^DD~Dti,"|DD~4SDXT,90dCM\m1m%^(4=

dCD~P#

1XBt/~qw1,zTdCD~D|Dz',}Gz|DKZ 155 3Dm 6 Pj6

D;v18n#g{z|DKGvPmPD3;18n,rzXk#9~qw"YN

t/|#*q!8>E",kNDZ 15 3DZ 5 B, :t/M#9_Y:fzm;#

Z 155 3D=< B, :dCD~18n;hv?vdCD~18nMo(Dj8E"#
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Z 5 B t/M#9_Y:fzm

_Y:fzmhFw*s(xL,xXKP,+Yh*Yw1If#(#,zm~q

wZzw}<Zdt/,;Zh*,$1E#9#tPX*,zm~qwITV$t

/#zm~qw2I9CXBt/8n,|\P'D#9"t/zm~qwx^hP

On/M'zD,S#

Z Linux M UNIX 53OT/t/MXU

Z Linux M UNIX 53O,20_Y:fzm1,ibmproxy u</E>0dX*D

{E4S;Z`&D /etc/ ?<P#;sb)E>;/I=Yw53Dt/MXz}L

P#zIT(}`- ibmproxy E>M|D ibmproxy |n!n4|DT/XBt/

DdChC#

":Solaris D~hv{^F

IZ Solaris +53TD~hv{D^F,_Y:fzmu</E>I\^(hC

Z{DnsD~hv{}#g{+53ns5!Z_Y:fzmu</E>PD

hC,r9C+53^F#zIT|DD~hv{^FT\bI\IZ5+M

(!Z 1024)x<BDzmT\Jb#"v ulimit |nTi410ICDhv{

}#g{5!Z 1024,rvSD~hv{^F#*+D~hv{^FvS= 1024,

Z /etc/system D~PmSBPP:

set rlim_fd_cur=0x400

{CT/t/MXU

*{CT/t/MXU:

v Z AIX 53O,Su</D~}% ibmproxy |n#

v Z HP-UX 53O,}%BP= ibmproxy D4S:

– /sbin/rc1.d/K154ibmproxy

– /sbin/rc2.d/S880ibmproxy

v Z Linux 53O,}%TKP6pS?<P /etc/rc.d/init.d/ibmproxy D{E4S#

Z SUSE Linux O,}%BP= ibmproxy D4S:

– /etc/rc.d/rc3.d/S20ibmproxy

– /etc/rc.d/rc3.d/K20ibmproxy

– /etc/rc.d/rc4.d/S20ibmproxy

– /etc/rc.d/rc4.d/K20ibmproxy

– /etc/rc.d/rc5.d/S20ibmproxy

– /etc/rc.d/rc5.d/K20ibmproxy

Z Red Hat Linux O,}%BP= ibmproxy D4S:

– /etc/rc.d/rc0.d/K54ibmproxy

– /etc/rc.d/rc1.d/K54ibmproxy
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– /etc/rc.d/rc2.d/K54ibmproxy

– /etc/rc.d/rc6.d/K54ibmproxy

– /etc/rc.d/rc3.d/S88ibmproxy

– /etc/rc.d/rc5.d/S88ibmproxy

v Z Solaris 53O,}% ibmproxy start |n0d=v kill E>,4gBy>:

– S /etc/rc2.d ?<>} S88ibmproxy#

– S /etc/rc0.d ?<>} K54ibmproxy#

– S /etc/rc1.d ?<>} K54ibmproxy#

Z Linux M UNIX 53OV$t/

^[9CNVt/=((1SS|na>{t/rSE>t/),nU<+wC

ibmproxy |n#*qC ibmproxy |nDj8hv,kNDZ 152 3D:ibmproxy |

n;#TB;G;)n#C5ND>}#

Z AIX O:

v *9C startsrc |nt/1!oT73Dzm~qw,dkBPZ]:

startsrc -s ibmproxy

v *9C startsrc |nt/}1!oT73bDNNoT73Dzm~qw,dkB

PZ]:

startsrc -s ibmproxy -e "LC_ALL=locale"

v *9C1!KP1hCt/zm~qwx;9C startsrc |n,dkBPZ]:

ibmproxy

Z HP-UX O:

v *(}KPu</E>t/zm~qw,Zya>{BdkBPZ]:

/sbin/init.d/ibmproxy start

v *w*s(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy

v *w*0(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy -nobg

Z Linux O:

v *(}KPu</E>t/zm~qw,Zya>{BdkBPZ]:

/etc/rc.d/init.d/ibmproxy start

v *w*s(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy

v *w*0(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy -nobg
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v *9CQP SQUID dCD~(squidConfig.file)t/zm~qw,Zya>{Bdk

BPZ]:

squidConfig.file -r /etc/errors_icons.conf

dP,errors_icons.conf D~j6KZ/@?<1D)<jCZ8(DD~`M#

Z Solaris O:

v *(}KPu</E>t/zm~qw,Zya>{BdkBPZ]:

/etc/init.d/ibmproxy start

v *w*s(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy

v *w*0(xLt/zm~qwx;KPu</E>,Zya>{BdkBPZ

]:

/usr/sbin/ibmproxy -nobg

w* Windows ~qt/

g{_Y:fzmw* Windows ~q20,r|sNNd| Windows ~q;yt/:

1. %w*< –> hC(TZ Windows 2000) –> XFfe#

2. ZXFfe0ZP,+w\m$_ –> ~q#

3. Z~q0ZP,;vT>_Y:fzm#

4. %wt/Tt/_Y:fzm~q#

g{_Y:fzmw*~q20,r|IdC*Z Windows t/1T/t/#ZCi

vB,z^kZzmI~qks.0G<#*9zDzmT/t/:

1. %w*< –> hC(TZ Windows 2000) –> XFfe#

2. ZXFfe0ZP,+w\m$_ –> ~q#

3. Z~q0ZP,;vT>_Y:fzm#

4. %wT/%!4%,;s%wt/TZ Windows t/1T/t/_Y:fzm~

q#

"B PATH 73d?

g{_Y:fzmZ~q0ZPjG*Qt/,+zm5J;pwC,rI\GZz

m20s4XBt/zwyB#g{_Y:fzm~qhC*k@f;%,XBt/

"zJO2I\<BBPms{"Z/vrPvV:{"?<ms:{"?<^(0

kr^'

KzwXkXBt/,by Windows "amPD PATH 73d?5Ea"B#g{4

"B"am,r PATH d?I\aT>}7D_Y:fzmM GSK7 76,+4;\

}#Kw#

":1_Y:fzmMm;v&CLr(gxgD~53)w*~qKP1,TZ

Windows 53fZ1Ze;#_Y:fzmP1^(bM|,6L}/w(K}/

wStZ2w*~qKPDD~53&CLr)D76#
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g{Z Windows PATH 73d?PD~53~q76vVZ_Y:fzm~q7

6D0f,ra"zKJb#Dd PATH d?TQD~53~qE=?|hCD)

2&,M\bvKJb#

KJb;0lI&CLr(b)&CLr;w* Windows ~qKP)XFD6L

}/w#}g,_Y:fzm\CJd| Windows zw(b)zw(}Vrx

(LAN)GI{D)OD2m}/w#

w* Windows &CLrt/

9C0*<1K%

1_Y:fzmw* Windows &CLr201,20}L+4(;v_Y:fzmu

?w**<K%DSK%#*w*&CLrt/_Y:fzm,%w*< –> Lr –>
IBM WebSphere –> Edge Components –> _Y:fzm#

Kt/}L9C10dChC4KPzm~qw#g{zk*Zt/18(d|h

C,r9C|nt/}L(kNDB;Z)#

9C|na>{

*SNN Windows r DOS |na>{t/~qw,9C ibmproxy |n#g{zZ

20~qwsP4XzRXBt/ Windows,rdkK|nDj{76{,4gBy>

(1!ivB):

c:\Program Files\IBM\edge\cp\bin\ibmproxy.exe

ibmproxy |n9C10dChC4t/~qw#g{zZ20sP4|D~qwdC,

r10dCyZzZ20ZddkDE"M1!!n#

ibmproxy |nQ~qww*&CLrt/,49zQ-20K_Y:fzm4w*~

qKP#*?F~qww*&CLrKP,z9I8(|n!n -noservice#d||n

!nZKP1|DdChC#

t/`vzm~qw

zm~qwD`v5}IT""KP,+G?v5}XkZ;v%@DKZOl}#

Z AIX 53O,9C SRC vIt/;v5}#Xk*~qwDyP5}<8((;

DdCD~,r*CdCD~j6K;vKZE,"RKETZX(zwOD?v~

qwXk<;,#*t/~qwD=S5}(1AY;v5}QZKP1),dkB

P|n:

v Z Linux M UNIX O:

ibmproxy -r other_config_file

v Z Windows O:

ibmproxy -noservice -r other_config_file

dP other_config_file G(;DdCD~#

1t/~qwD`v5}1,G<*?v5}T>DxLj6#b)j6G#9~q

wDX(5}yXhD#
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":ZKP~qwD`v5}D Linux 53O,|n /etc/rc.d/init.d/ibmproxy stop
+#9t/Dns;v~qw#d|5}XkVp#9#kND:Z Linux M

UNIX 53OV$XU;Tq!`XE"#

Z Linux M UNIX 53OV$XU

*#9~qw:

v zXkGt/xLDC'r,6C' root#

v z9CD=(Xkkt/~qwD=(`,#BmPvKt/=(0dX*D#9

=(#

m 2. Linux M UNIX 53Dt/M#9=(

t/=( #9=(

S /etc/inittab(Z AIX O) dk stopsrc -s ibmproxy

S /sbin/init.d(Z HP-UX O) dk /sbin/init.d/ibmproxy stop

S /etc/rc.d/init.d(Z Linux O) dk /etc/rc.d/init.d/ibmproxy stop

ibmproxy 1. iR ibmproxy xLj6:Z AIX O,d

k ps -aef | grep "ibmproxy"#Z Linux

O,dk ps -aux | grep ibmproxy | grep

server_ID#Z Solaris M HP-UX O,dk

ps -ef | grep "ibmproxy"

2 . # 9 i b m p r o x y x L : d k kill

process_id

*#9KzwODyP~qw:dk killall

ibmproxy

ibmproxy -nobg dk ctrl-c

ibmproxy -r -other_config_file(Z AIX

O)

dk stopsrc -s ibmproxy -p process_id

ibmproxy -r -other_config_file(Z Linux

O)
1. iR ibmproxy xLj6:dk ps aux |

grep ibmproxy | grep process_id

2 . # 9 i b m p r o x y x L : d k kill

process_id

*Zya>{B#9~qw,dk:

v Z AIX O:stopsrc -s ibmproxy

v Z HP-UX O:/sbin/init.d/ibmproxy stop

v Z Linux O:/etc/rc.d/init.d/ibmproxy stop

v Z Solaris O:/etc/init.d/ibmproxy stop

XU|nD^F

zZ9CXU|n1I\av=BP^F:

v AIX"HP-UX M Linux
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Z AIX"HP-UX M Linux 53O,#9_Y:fzm53D|nP1vXU_Y:

fzmxL#<BKP*D AIX |nG stopsrc -s ibmproxy |n#<BKP*

D HP-UX M Linux |nG ibmproxy -stop |n#

XUzm~qws,I LDAP ~qw9CD PACD xLI\a#VKP#9C kill
|nIT2+XU PACD xL,4gBy>:

kill -15 PACD_process_ID

v Solaris

Z Solaris 53O"v ibmproxy -stop |nzzD'{kZd|Yw53O"vK

|n;,#r* Solaris zkPD^F,Z Solaris =(O9C ibmproxy -stop 1

;4P~qwU9e~=h#

K^FJCZzm~qwm~0M'5VDe~#

XUzm~qws,I LDAP ~qw9CD PACD xLI\aLxKP#9C kill
|nIT2+XU PACD xL,4gBy>:

kill -15 PACD_process_ID

Z Windows 53OV$XU

zITC#9d| Windows LrD`,=(4#9_Y:fzm~qw#

g{zmw*~q20:

1. %w*< –> hC(TZ Windows 2000) –> XFfe#

2. ZXFfe0ZP,+w\m$_ –> ~q#

3. Z~q0ZP,;vT>_Y:fzm#

4. %w#9T#9_Y:fzm~q#

g{zm;w*~q20,r4PBPNNYw#9_Y:fzm:

v %wROGD x <j#

v SD~K%,%wKv#

v 4 Alt + F4#

dC|DsXBt/

|D~qwdC((}9C0dCM\m1m%r`- ibmproxy.conf D~)s,zX

kZ|Dz'.0XBt/~qw#Zs`}ivB,zITXBt/~qw,x^

hWH#9|#+G,;)hC;Gr%XXBt/;NMI"BD#*q!|`D

E",kNDZ 155 3Dm 6#

*Z;WH#9~qwDivBXBt/|,k%wNN0dCM\m1m%ODX

Bt/4%,rdkBP|n:ibmproxy -restart
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Z 2 ?V dCMw{_Y:fzmxL

b;?VbM_Y:fzmi~gNkYw53"Fcz2~MxgxP;%#9a

)KdCK;%wCD}L#zm~qwdCDb)*X(#GI53\m1\m

D,RXk!DX-wxgJ4(g,IP X7Mwz{)M53J4(gICZfM

CPU \Z)#

b;?V|,BPBZ:

Z 23 3DZ 6 B, :(e~qw;

Z 25 3DZ 7 B, :("xLyP(;

Z 27 3DZ 8 B, :\m,S;

Z 31 3DZ 9 B, :w{zm~qwxL;
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Z 6 B (e~qw

_Y:fzm(#w*wzFcz53(|dC*w*xg~qw4P)ODs(x

LKP#KxLkwzFcz53OD;vryPn/xJ-i(IP)X7X*(s

(=)#|l}8(KZODwVrXx-i(g FTP M HTTP),"TkdP*dC

;BDb)ks4PYw#(*qC|`E",kNDZ 35 3DZ 3 ?V, :dC_Y

:fzmP*;#)

1!ivB,_Y:fzmYhKdwzFcz53D{F#zI<G8(zm~q

wDwz{42GK1!P*#*K+_Y:fzms(=;X( IP X7,Xk|D

zm~qwDwz{TkC IP X7`,#

":Zzm~qw"Ts(= IP X7DB~P,P4+wz{hCIP'D IP X7,

s(+'\Rzm~qw+l}yPP'D IP X7#

zm~qwDwz{;a0lgNCvM'zw?#zm~qw;a+dT:Dwz

{k HTTP ks7PDwz{5ND5`HO#zm~qwDwz{P1O"Z/,z

ID>XZ]3fP,gms{"#|2Iw* HTTP 7PD Via 5ND5+Xks

DM'z#

IdCzm~qwTf;_Pzm~qwwz{(+ks+]=?j~qw.0Dw

z{)DksM'zDwz{#byvI?F?j~qw,$(}zm~qwD(E

E@,x;G(";vkM'zD1S,S#

(}8(wzFcz53Ozm~qwD~Dom;C4(ezm~qwxL,zm

~qwPD{F}C|T:D{F,Rl}KZk ServerRoot"Hostname M Port 18

nD5`,#g{wzP`v IP X7,zm~qwI(}+ BindSpecific 18nD5

hC**,R Hostname 18nD5hC*k IP X7`,D54s(=;X(X7#

\mKZa)KCJ0dCM\m1m%M,$~qwD=(#*(}\mKZa)

Tzm~qwDCJ,* AdminPort 18n8(;v5#\mKZOSU=Dks";

kj<KZOSU=Dks;pES#IT43dfrTJm(}KKZCJ0dC

M\m1m%#

1tC BindSpecific 18n1,_Y:fzmkS Hostname 18nD5IzvD IP

X7;ps(= Port 18n8(DKZ#AdminPort 18n8(DKZs(=yPZ5

3OICD IP X7#

*2G}ZKP~qwD1!{F(g IBM-PROXY r IBM_HTTP_SERVER),*

HeaderServerName 18n8(;v5#C5+nd HTTP l&~qwVN#

*a_zmT\,I+ PureProxy 18nD5hC**#b+j+{CyP_Y:f&

\#
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X*D18n

BP18n(eKzm~qwxL:

v Z 197 3D:Hostname - 8(~qwDj<r{r IP X7;

v Z 241 3D:ServerRoot - 8(~qwLr20D?<;

v Z 196 3D:HeaderServerName - 8( HTTP 7P5XDzm~qw{F;

v Z 167 3D:BindSpecific - 8(~qwGqs(=;vryP IP X7;

v Z 220 3D:Port - 8(~qwl}ksDKZ;

v Z 164 3D:AdminPort - 8(ks\m3frm%DKZ;

v Z 233 3D:PureProxy - {C(CDzm;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%+`-X*18nD5:

v ~qwdC –> y>hC –> wz{

v ~qwdC –> y>hC –> ~qwy

v ~qwdC –> y>hC –> 1!KZE

v ~qwdC –> y>hC –> \m1KZE

v ~qwdC –> y>hC –> s(!n

v zmdC –> zmT\ –> w*?zmKP

":z;\9C0dCM\m1m%4`- HeaderServerName 18n#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#
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Z 7 B ("xLyP(

1},6C' root bDC't/_Y:fzm1,CC',$kzm~qwX*DyP

xLDyP(#;x,g{_Y:fzmGI,6C' root t/D,zm~qwPDh

CC'j6/}+A! ibmproxy.conf D~PD UserId M GroupId 18n,"+xL

yP(|D*8(C'Mi#byvI^FD~CJM#$Fcz53#g{|DK

UserId r GroupId 18n,zXk|Bzm~qw9CDU>?<Md|D~(}g,

CJXFm(ACL))DyP(MmI(#

(}8(C'j6"ij6MD~;C(ZdPxLj6w* UserID"GroupID M

PidFile 18nD5G<DD~)4("zm~qwxLDyP(#

*?Fzm~qwxLw*0(xLKP,+ NoBG 18nD5hC**#

Z Linux 53O:

Z Linux 53O,;P#:l},SpNDxLM_L+|D|GDyP(#$wwP

:#d|n/pNDxLM_LTi root C'yP#yPxLM_LaSU=xLj6

(PID)E#ps |n+PvyPDxLj6,x;\|GGqkxLr_LX*#

":Z3) Linux ZKO,_Y:fzmI\aZ|DmsU>PzITBms{":

;\t/C' nobody Di,ms:1

ITOzCms{",-rG|;0l_Y:fzmD}#Yw#\bzICm

s{"Dmb;vd(=(GZt/_Y:fzm.0<vTB73d?:

export RPM_FORCE_NPTL=1
export LD_ASSUME_KERNEL=2.4.19:

X*D18n

BP18n+("zm~qwxLDyP(:

v Z 251 3D:UserId - 8(1!C'j6;

v Z 196 3D:GroupId - 8(ij6;

v Z 214 3D:NoBG - Z0(KP_Y:fzmxL;

v Z 219 3D:PidFile(v Linux M UNIX)— 8(Zdf"_Y:fzmDxLj

6DD~;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%+`-X*18nD5:

v ~qwdC –> y>hC –> C'j6

v ~qwdC –> y>hC –> ij6

v ~qwdC –> y>hC –> xLj6D~;C
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":z;\9C0dCM\m1m%4`- NoBG 18n#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#
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Z 8 B \m,S

_Y:fzm+\z;vB_LT&m?vM'zks#g{;PICD_L,rz

m~qwaRpks1A|`_LIC#fEn/_L}DvS,zm~qw+{D

|`Zf#8(n/_LDns}Tw* MaxActiveThreads 18nD5#

l}"8GZ\xkBM'z,S.0,~qwG<DM'z,SDRpks}#K

hCyZ~qwIZ8kZ&mDks}#Z,1.0,~qwXkl&M'z,

S#8("8PIRpDns,S},Tw* ListenBacklog 18nD5#

Kzm~qw\,$VCM'zr~qwD,S#(}9CVC,S,~qwS\4

TM'zD`vks"(}`,D TCP/IP ,S"Ml&#VC,SD9CuYKM'

zDH}1d"5MKzm~qwOD CPU :X,x~qwZf*z2;T"vS#

1~qw;*?vksMl&(";v%@D TCP/IP ,S1,{vLB?+vS,"

R1,SVC1,ITnP'X9C TCP/IP ,S#

~qwK,SXJmXCzm~qwM4~qw.dQPD,S,T&C~qwKO

VC,SDEc#?vXCD,SZ!}v TCP E"|(=vCZ(",SD}7U

VE"|,T0;vCZXU,SD}7UVE"|)#~qwK,SXDEc|(:

v |YDxg5{((}+,SDr*MXUn!/)

v |YDZ7Iw"M'zM~qwP9CD CPU 1d

v M'zM~qwO|YDZf9C

v _Y:f;|P1,|lDzml&(IZ\bK,SDr*MXU)

":;(iZ\XD73P9C,SX#Z4~qw;qX HTTP 1.1 1,|I\a5

MT\#"b,}7hC4~qw2\X|#BfG4T Apache 1.3.19 dCD~

D;vr%>}:

v #KeepAlive:GqJmVC,S(?v #connection P`vks)#x

deactivate# hC* Off

v KeepAlive On

v #MaxKeepAliveRequests:ZVC,SZdJmDnsks}#hC* 0 TJm

^^}?##tC}*_TqCnQ performance#

v Max KeepAliveRequests 0

v #KeepAliveTimeout:H}4T,; connection# OD`,M'zDB;vks

D1dk}

v KeepAliveTimeout 240

b)hC9,S;*9CM#VA Web ~qwD,S,"Jmzmx;G4~q

w4\m,S#rK,;Zh*D6'ZOC,S#

1tC~qwK,SX1,+OCA4~qwD HTTP ,S#ZzmD SSLEnable 1

8nhC**1,SSL ,SZdCP2GOCD#
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(}8(NN1L?v~qw#VDnsUPWSV}"hCU9UPVC,S0~

qwH}D1d,T0,xXU_Lli,1,SD1ddt(1!5* 2 VS)4d

CgN,$,SX#

( e w V # V r * D , S D 1 d , T w *

InputTimeout"OutputTimeout"PersistTimeout"ReadTimeout M ScriptTimeout 18nD

5#

X*D18n

BP18n\mkzm~qwxLD,S:

v Z 209 3D:MaxActiveThreads - 8(n/_LDns};

v Z 179 3D:ConnThreads — 8(*CZ,S\mD,S_L};

v Z 205 3D:ListenBacklog - 8(~qwI4PDl}"8M'z,S};

v Z 231 3D:ProxyPersistence - JmVC,S;

v Z 210 3D:MaxPersistRequest - 8(;vVC,SOSUDnsks};

v Z 240 3D:ServerConnPool - +,SOC8(=4~qw;

v Z 211 3D:MaxSocketPerServer - 8(~qwDnsr*WSV};

v Z 240 3D:ServerConnTimeout - 8(nsDGn/D\Z;

v Z 240 3D:ServerConnGCRun - 8(KP,xXU_LD1ddt;

v Z 218 3D:PersistTimeout - 8(H}M'z"Mm;vksD1d;

v Z 201 3D:InputTimeout - 8(dk,1;

v Z 235 3D:ReadTimeout - 8(,SD1d^F;

v Z 216 3D:OutputTimeout - 8(dv,1;

v Z 238 3D:ScriptTimeout - 8(E>D,1hC;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%+`-X*18nD5:

v ~qwdC –> 53\m –> T\ –> n/_LDns}

v ~qwdC –> 53\m –> T\ –> l}"8s!

v zmdC –> zmT\ –> JmVC,S

v ~qwdC –> 53\m –> T\ –> nsks}

v ~qwdC –> 53\m –> T\ –> ft,1

v ~qwdC –> 53\m –> ,1 –> dk,1

v ~qwdC –> 53\m –> ,1 –> A,1

v ~qwdC –> 53\m –> ,1 –> dv,1

v ~qwdC –> 53\m –> ,1 –> E>,1

v ~qwdC –> 53\m –> ,1 –> ft,1
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":

1 . z ; \ 9 C 0 d C M \ m 1 m % 4 ` -

ServerConnPool"MaxsocketPerServer"ServerConnTimeout r ServerConnGCRun 1

8n#

2. PersistTimeout IS~qwdC –> 53\m –> T\m%r~qwdC –> 53

\m –> ,1m%4xP`-#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#
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Z 9 B w{zm~qwxL

(}J1XhCMw{53,ITTxXDx_Y:fzmDT\#BPGDxhC

Mw{D;)(i#

hCkT\X*D18n

BP18nawT0lzm~qwxLDT\:

v Z 233 3D:PureProxy - {C(CDzm;. K&\?~(}j+{C_Y:f4

a_53T\#

v Z 231 3D:ProxyPersistence - JmVC,S;. K&\?~tCM'zM~qw

T,$r*D,S#VC,SuYKSzm~qwksD5DSY1d,+h*v

SxgxmM?v,SD(C~qw_L#g{zDhC^FKIC_L},r;

*JmVC,S#

BP0dCM\m1m%VN+`-X*18nD5:

v zmdC –> zmT\:w*?zmKP

v zmdC –> zmT\:JmVC,S

lid|&CLr

liKPZz53OD~qrX$Lr,"}%G);h*DTvSICZfM CPU \

Z#}g,g{zD53}ZKP;vv~q;) Web 3fD Web ~qw,r<G

+K_Y:fzmCwz(;D Web ~qw#4gBy>{Cd| Web ~qw:

v Z AIX O:Examine /etc/inittab

v Z Linux O:Examine /etc/rc.d/rcx.d Tq!zD53D1!KP6p((#* 2)

v Z HP-UX M Solaris O:Examine /etc/rcx.d TqC53D1!KP6p((#* 2)#

v Z Windows 53O:

1. %w*< –> hC(TZ Windows 2000) –> XFfe –> \m$_ –> ~

q#

2. i4G);Xh+hC*T/D~q#

3. +G)~qDt/`MST/|D*V$#

i$w3Ud

7#zD53Pc;Dw3UdTxP}7DYw#53hP=6ZomZfDw3

Ud#gPI\,(}`vom}/w)9w3Ud#}g,;(Zf* 512 MB D

Netfinity 5000 ~qwM2h* 1 GB w3UdDev SCSI }/w,s<?v}/w

P 200 MB#
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w{D~53

_Y:fzmZdYwZd4(MF5m`D~#g{zDzm~qwG<CJ(9

CCJU>"zmCJU>r_Y:fCJU>),r+U><r|GT:DD~5

3,Tcg{U>bbv$,|G;a9C*m;&\(g_Y:f)<8DUd#

w{ TCP/IP dC

_Y:fzmT TCP/IP dCD|DGtPD#5MNNYw53OD TCP/IP 5I\

<Bzm~qwTbk;=D==4P#5C|w7;c,g{ TCP/IP 5hCC+M,

,SI\aI,S=zm~qwDM'z4;,SrIzm,SD4~qw4;,

S#bXpJCZ(}Mxm,S(56700 bps r|M),S=zm~qwDM'z#

g{Xk5M TCP/IP N},r*ww&m#

w{_:X73D TCP 1dH}1ddt(HP-UX"Linux"Solaris M

Windows)

TCP 1dH}1ddt8(Z?FXU.0WSVH}4T"M=D FIN E"|D1

d$H#Z_:X73P,g{ZXU|GD,Ss,TIME_WAIT 4,BPs?WS

V#t*]R,G4zm~qwI\avV#9#uY TCP 1dH}1ddt+uY

]RDWSV},RZ_:X73P,bI\bzm~qwvV#9#(i+K1d

dthC* 5 k#

*+ TCP 1dH}1ddthC* 5 k:

v Z HP-UX O:

"vBP|n:

ndd /dev/tcp -set tcp_time_wait_interval 5000

9C0sam15CLrhCZKN} max_thread_proc AY* 2048#

" : 9 < G w { T B Z K N } :

maxfiles"maxfiles_lim"maxproc"shmem" tcp_conn_request_max"

t c p _ i p _ a b o r t _ i n t e r v a l " t c p _ k e e p a l i v e _ i n t e r v a l "

t c p _ r e x m i t _ i n t e r v a l _ i n i t i a l " t c p _ r e x m i t _ i n t e r v a l _ m a x "

tcp_rexmit_interval_min"tcp_xmit_hiwater_def M tcp_recv_hiwater_def#

v Z Linux O:

"vBP|n:

echo "1024 61000" > /proc/sys/net/ipv4/ip_local_port_range
echo "5" > /proc/sys/net/ipv4/tcp_fin_timeout

v Z Solaris O:

"vBP|n:

ndd /dev/tcp –set tcp_time_wait_interval 5000

4gBy>`- /etc/system D~:

set tcp:tcp_conn_hash_size=8129

v Z Windows O:
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Xk4(hC TCP 1dH}1ddtD"amn#kNDzD Windows D5Tq

C|`E"#

w{ Linux ZK

Z Linux ZKPD;)^F\M"RIT^D#;)^FIT(} /proc D~53|

D,d|^Fh*XB`kZK#

":/proc D~53GibD;4,|ZELO;omfZ#`4,|d1xk Linux Z

KPDSZ#r*|;fZ,zDdk5+ZXBt/1*'#rK,+z*T /proc D

~53yvD|DEC= RedHat OD /etc/rc.d/rc.local D~Pr SUSE OD /etc/rc.config

D~P#G4ZXBt/1<a$n|D#

;)(igB:

v 1!ivB,D~hv{ns5* 4096#IT(}+BPZ]mS= rc.local D~4

|D|:

echo 32768 > /proc/sys/fs/file-max

v 1!ivB,ZZcns5* 16384#IT(}+BPZ]mS= rc.local D~4|

D|:

echo 65536 > /proc/sys/fs/inode-max

v 1!ivB,TCP M UDP KZ6'G 1024 = 4999#(}Z rc.local D~PmS

BPZ],I+d|D* 32768 = 61000#

echo 32768 61000 > /proc/sys/net/ipv4/ip_local_port_range

v 1!ivB,JmDNq}* 512#g{+`NqZKP,rb+0lxLD_Ln

s}#(}^D YourKernelSource/include/linux/tasks.h D~PD NR_TASKS 5IT

+K^FvS* 2048#

v mb,+ MIN_TASKS_LEFT_FOR_ROOT D5|D* 24#zXkXB`kzDZ

KT9K|Dz'#

g{z7(*XB9(zDZK,rvtCG)zO(h*D!n#g{z;h*X

(X$Lr,r;*KP|#

w{ AIX _Lw{d?

Z AIX 53O,IT(}9C53wCr_LMJm_L9C`vQ4a__Y:f

zmT\#T\kYw53D`&m\&MWcYw53D_LwHPX#(}hC

TB AIX _Lw{d?(gBy>)ITa_T\:

export AIXTHREAD_SCOPE=S
export SPINLOOPTIME=500
export YIELDLOOPTIME=100
export MALLOCMULTIHEAP=1

Zt/ /usr/sbin/ibmproxy rITmS73d?= /etc/rc.ibmproxy(g{9C

startsrc -s ibmproxy t/zm~qw).0,zIThCb)73d?#w{b)_

Lw{d?.s,Z SMP 53O,+|STxDxT\#+G,Z3)ivB,Z%

&mw53O,2ITTxXDxT\#

":*qC|`E",i4 AIX Yw53D5TqCXZ_Lw{d?Dj8E"#
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Z 3 ?V dC_Y:fzmP*

b;?VbM_Y:fzmi~gNl&M'zks,"a)dCKP*D}L#z

m~qwdCDb)*X(#GI Web \m1\mD,|;a0lwzFcz53r

xgPd|Fcz53ODd|xL#

b;?V|,BPBZ:

Z 37 3DZ 10 B, :\mks&m;

Z 47 3DZ 11 B, :\m>XZ]D+];

Z 49 3DZ 12 B, :\m FTP ,S;

Z 51 3DZ 13 B, :(F~qw&m;

Z 59 3DZ 14 B, :dC7!n;

Z 61 3DZ 15 B, :XZ&CLr`LSZ;
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Z 10 B \mks&m

1_Y:fzmSUM'zks1,g{ksD=(QtC,rT URL VNP8(D

Ts4P=(VNP8(DYw#zm~qw@U\m1(eD;i3dfr4bv

URL#b)3dfrI\a8>_Y:fzmw* Web ~qwYw"lw>XD~5

3DTs,r_w*zm~qwYw"lw4~qwDTs#

>BhvgNtC=("(e3dfrMdCzmzm~qw#

tC HTTP/FTP =(

=~qwDM'zks|,;v=(VN,mw~qw*T8(Ts4PDYw#

BPGzm~qw'VD=(Pm,T0hvg{tC=(,|GgNl&|,=(

DM'zks#

":T HTTP M FTP ks,3)=(G`,D#T HTTP tCDb)=(2,y\

T FTP tC#

DELETE
zm~qw+>}I URL j6DTs#DELETE JmM'zSzD_Y:f

zmPA}D~#9C~qw#$hC4(e-\9C DELETE,T0TD)

D~9CKYw#*q!j8E",kNDZ 103 3DZ 25 B, :~qw#$

hC;#

GET zm~qw5XNNI URL j6D}]#g{ URL 8DG;vI4PLr,

zm5XLrdv#K=(IC4&mVC,S#

HEAD zm~qwv5XI URL j6 HTTP D57,x;PD5we#

OPTIONS
zm~qw5XXZI URL j6Dks-l&4O(E!nDE"#C=(J

mM'z7(kTsX*D!nM*s,r~qwD\&,x;XwCZTs

rlwTs#

POST ks|,}]M URL#zm~qwS\ksP|,D}],w*&m}]D

URL Pyj6J4DB=t#CJ4ITG;v}]S\Lr";v=d|;

)-iDxXr;vS\"MD@"Lr#

POST =(CZ&mVPJ4D"M#>}|(+<;u{"=+fe"BE

i"JDPmr`FDJ4i;a)}]i,}gSm%=}]&mLr;r

(}=SYw)9}]b#Z_Y:fzm>m,POST =(CZ&m0dCM

\m1m%#

K=(IC4&mVC,S#

PUT ks|,}]M URL#zm~qwf" URL j6DJ4PD}]#g{J4

Q-fZ,PUT +C|,ZksPD}]f;CJ4#g{J4;fZ,PUT

+4(|,"C|,ZksPD}]nd|#K=(IC4&mVC,S#
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tC PUT =(Jm(}9C HTTP M FTP +D~4k_Y:fzm#r*

PUT JmM'z4=_Y:fzm,zh*9C~qw#$hC4(e-\9

C PUT M PUT \ZD)D~O9C#(kNDZ 103 3DZ 25 B, :~q

w#$hC;)#

TRACE
zm~qwXMIM'z"MDks{"#C=(JmM'zi4Zks4D

m;KSU=K24,"9CG)}]4bTroO#zml&DZ]`MG

message/http#

X*D18n

BP18ntC HTTP/FTP =(:

v Z 187 3D:Enable - tC HTTP =(;

v Z 185 3D:Disable - {C HTTP =(;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#
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0dCM\m1m%

BP0dCM\m1m%+`-X*18nD5:

v ~qwdC –> ks&m –> HTTP =( –> GET

v ~qwdC –> ks&m –> HTTP =( –> HEAD

v ~qwdC –> ks&m –> HTTP =( –> POST

v ~qwdC –> ks&m –> HTTP =( –> PUT

v ~qwdC –> ks&m –> HTTP =( –> DELETE

v ~qwdC –> ks&m –> HTTP =( –> OPTIONS

v ~qwdC –> ks&m –> HTTP =( –> TRACE

":g{{C POST =(,zM;\9C0dCM\m1m%4dC_Y:fzm#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#

(e3dfr

3dfrMGdC9_Y:fzmT3V=(&mM'zksD18n,}g+]=

4~qw(Qzm)"X(rr\x#}7hC3dfrT_Y:fzmD}7&\

`1X*#3dfra0lBPZ]:

v y>zm&\

v CJyZ/@wD0dCM\m1m%

v _Y:f servlet a{Md|/,zIDZ]D\&

3dfr18n9CBPq=:

rule template target [IP_address | host_name]:[port]

;PG)kxv#eM IP KZiO%dDksEqSGvfr##eI|,(d{,

}g https://**/*.asp#

frvVZdCD~PD3r\X*#}K Map 18nb,;)ksk#e`%d,

|MxP&mR;Y@@sfDfr#Map 18n+f;ksPD URL#KBksa

Lxk#`3dfr`HO#

3dfr

BP3dfr&CZkxv#e%dDM'zks:

v Map - X4ks#Map fr+9Cm;v URL V{.(?j)f;ks URL(#

e)#ZKfzs,aLx+|,BV{.Dksk#`3dfrxPHO#

v Pass,Exec - a)>Xks~q#Pass M Exec fr&mzm~qwODks#

Pass fr+ks URL(#e)3d=zm~qwPa)~qDD~(?j);Exec

fr+ks URL 3d=zm~qwOKPD CGI Lr#

v Fail - \xks#Fail fr+\xzm~qwODks(#e)#NNk Fail fr

#e%dDks<;vx;=&m#Fail fr;P?j5N#

v Redirect - *"ks#Redirect fr+ks(#e)*"=m;v Web ~qw(?

j)#r*j{ URL(|,(E-i)GKfrD?j,yT|I\aZKX(rZ

d|D-i,}g+ SSL S\mS= HTTP ksP#X(rZzcks.0;al

i_Y:f#
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v Proxy,ProxyWAS - zmks#Proxy M ProxyWAS fra+ks(#e)+]

=m;v~qw(?j)#kr%D Redirect fr;,,Proxy frJmzm~qw

li_Y:fTzcks,_Y:f4T4~qwDZ],T04tC_6&\D

HTTP 7#14~qwG WebSphere Application Server 1,9C ProxyWAS fr

x;9C Proxy fr#

BP3dfr&CZ4~qwl&:

v ReversePass - T/9XX(rks#1l&Zd=M'zD>P-}zm~qw

1,ReversePass fr+C4T4~qwDl&k#e%d#ReversePass 18n;h

FIlb9M'z\1Sk4~qw*5DX(r4,zk#;s8IM'zk?

j5NP(eD~qwxP*5#

BP3dfr&CZ API &CLr:

v nameTrans - Zks&m0{F*;1=hZd,S\ks"KP API &CLr,

C&CLrIf;D~76(e#

v service - Zks&m0~q1=hZd,S\ks"KP API &CLr,C&C

LrIf;D~76(e#
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dCzm~qw

*dCj<zm:

v +zm~qwKZhC* 80#

Port 80

v ZyPd|fr.0mS Proxy fr,Kfr+KZ 80 OSU=DyPkszm=

4~qw#

Proxy /* http://our.content.server.com/* :80

v tC} 80 KZbD\mKZ#

AdminPort 8080

bJmKZ 80 OyP HTTP w?zm=4~qw#\mKZOdkDw?ku<(d

{zmfr;%d,rK|;\0l##`3dfr+CZ&mks#

X*D18n

BP18n(e3dfr:

v Z 208 3D:Map - +%dks|D*BDksV{.;

v Z 217 3D:Pass - 8(S\ksD#e;

v Z 190 3D:Exec - KP CGI LrT%dks;

v Z 235 3D:Redirect - *"M=m;v~qwDks8(#e;

v Z 228 3D:Proxy - 8(zm-irfrzm;

v Z 233 3D:ProxyWAS - 8(ksG"M= WebSphere Application Server;

v Z 236 3D:ReversePass - 9XT/X(rks;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%`-X*18nD5:

v ~qwdC –> ks&m –> ks7I

":0dCM\m1m%;'VKZE5N#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#

tCacX4(I!)

JunctionRewrite 18n'V_Y:fzmPDacX4}LX44T4~qwDl&,

T7#19Cac1~qw`T URL qC=J14~qwD3d#,1XktCac

XBe~#acG(}zm3dfr(eD#

19Czm3dfr(eac1,zIT9C_Pr;_P JunctionPrefix !nD Proxy

18n#

(e;_P JunctionPrefix !nDac

TBG;)P'acD>},|GI4UacX4}LxPYw:

v Proxy /shop/* http://shopserver.acme.com/*
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v Proxy /auth/* http://authserver.acme.com/*

TBG;vP'acD>},|+;4UacX4}LxPYw:

v Proxy /* http://defaultserver.acme.com/*

TBG;)^'acD>}:

v Proxy /images/*.gif http://imageserver.acme.com/images/*.gif

v Proxy /cgi-bin/* http://cgiserver.acme.com/cgi/perl/*

b)3dfrQ* shopserver"authserver M b2bserver 4(Kac#k<G shopserver

+5X HTML D5MBP URL(|G|,ZJ1D HTML jGP):

v /index.html(~qw`T}C)

v /images/shop.gif(~qw`T}C)

v buy/buy.jsp(?<`T}C)

v http://ebay.com(xT}C)

acX4}L+9CgBy>Dzm3dfrX4~qw`T}C:

v /shop/index.html(Q|D)

v /shop/images/shop.gif(Q|D)

v buy/buy.jsp(4|D)

v http://ebay.com(4|D)

(e_P JunctionPrefix !nDac((iD=()

1 JunctionPrefix !nM Proxy 18n-,9C1,zIT9CTBq=Z Proxy f

rPywac0:,x;CS Proxy frPDZ;v URL #=FO JunctionPrefix:

Proxy url_patern1 url_pattern2 JunctionPrefix:url_prefix

19C JunctionPrefix 1,;fZTZZ;V URL #=Dq=D^F#*K'Vac

X4,1;9C JunctionPrefix !n1,zm URL Xk_PTBq= Proxy /market/*

http://b2bserver/*#;x,19C JunctionPrefix 1,TB Proxy frTZacX4

P':

Proxy /market/partners/*.html http://b2bserver.acme.com/*.html
junctionprefix:/market/partners

acX4}L0lBPjG:

m 3. \acX4}L0lDjG

jG tT

!— URL

a href

applet archive, codebase

area href

base href

body background

del cite

embed pluginspage
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m 3. \acX4}L0lDjG (x)

jG tT

form action

input src

frame src, longdesc

iframe src, longdesc

ilayer src, background

img src, usemap, lowsrc, longdesc, dynsrc

layer src, background

link href

meta url

object data, classid, codebase, codepage

script src

table background

td background

th background

tr background

":acX4}L;a0lI JavaScript r/@wPDe~zIDjG#

X*D18n

BP18nCZtCacX4}LMe~#

v Z 241 3D:ServerInit - (F~qwu</=h;

v Z 249 3D:Transmogrifier - (F}]Yw=h;

v Z 202 3D:JunctionRewrite - tC URL X4;

v Z 202 3D:JunctionRewriteSetCookiePath — 1k JunctionRewrite e~-,9C1,

X4 Set-Cookie 7PD76!n;

v Z 201 3D:JunctionReplaceUrlPrefix — 1k JunctionRewrite e~-,9C1,f

; URL x;Gek0:;

v Z 203 3D:JunctionSkipUrlPrefix — 1k JunctionRewrite e~-,9C1,x}

Q|,0:DX4 URL;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%ICZtCacX4e~:

v ~qwdC –> ks&m –> API ks&m

":0dCM\m1;'V JunctionRewrite 18n#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#

Z 10 B \mks&m 43



9C Cookie fz JunctionRewrite
zIT4gBy>9C cookie f"sK~qwE":cookie ;"M=M'z/@w#

1/@w"M HTML 3fPDJ4ks1,|,S;v cookie Tc_Y:fzmQb

)ks*"x}7DsK~qw#

*9C cookies fz JunctionRewrite,T ibmproxy.conf D~xPTB^D:

1. C JunctionRewrite on UseCookie |D JunctionRewrite on#

2. "Mt JunctionRewrite e~#

TBG JunctionRewrite e~M cookie 5VDHO#

v JunctionRewrite e~

– HTML 3fGX4D#

– }G9C transmogrifier e~,qr;'VE>oTM applet DX4#kND:C

Z)9 JunctionRewrite &\Dy> transmogrifier e~;#

– 5MT\#

– TsK~qwdC;P^F#M'zITg=CJa0PDsK~qw#

v Cookie 5V

– HTML 3f;GX4D#Cookie "M=CM'z#

– M'z/@wXktC cookie 'V#

– a_T\#

– TsK~qwdCP;)^F#v1M'zCJa0PDsK~qw1EI9

C#

":1 JunctionRewrite M UseCookie !n-,9C1,fZQ*D^F#|+*y

PksmsX*; URL,49 cookie v&CZwzD;vS?<#TBG=V

}7&mZ ROOT B"R;h*acD URL D=(#

– Z+ JunctionRewrite 18nEk ibmproxy.conf D~P0,H*Ekzmf

r#(+;X4yPZ JunctionRewrite 18n0EkD~Dzmfr#)

– T=3d?v URL,x;G9C(d{(*)#}g:

Proxy /no-juntion.jpg http://login-server/no-junction.jpg

CZ)9 JunctionRewrite &\Dy> transmogrifier e~

Q HTML D~PDX4"o(Vv JavaScript™(SCRIPT)M applet(APPLET)jG

ia)x Customizable y>zk#JunctionRewrite e~;\%@&m JavaScript Pr

Java ™ N}5PDJ44S#

20_Y:fzms,zIT`kC,;zk"dC|Tk JunctionRewrite ;pKP#

BPy>D~;ZzBX^)|D?<BD ...samples/cp/ S?<#

v Makefile(Cy>e~D Makefile)

v junctionRewrite2.h(CZ(Fbvw&mLrDSZ)

v junctionRewrite2.c(OvSZD5V)

v scriptHandler.c(y> JavaScript X4&mLr)

v appletHandler.c(y> Applet i&mLr)
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v junctionRewrite2.def(Windows e~(eD~)

v junctionRewrite2.exp(Linux M UNIX e~<vD~)
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Z 11 B \m>XZ]D+]

Pass M Exec 3dfrCZ+>XZ]+]=ksM'z#1!ivB,;v,P(d

{#eD Pass frw*ns;v3dfr#Kfr+9yPkH0#e;%dDks

S?j?<PlwD~,boD?j?<(#G8D5y?<#

1SU=;v;|,D~{D URL 1,_Y:fzm+(}Qw;(D?<(g{P

8(D?<,r*C8(?<,r_g{;P8(?<,r*D5y?<),iR;

vkdCD~P8(D6-3fDPm`%dDD~,Tzcks#g{(eK`v

6-3f,zm~qw+4(e|GD3r4Qw3f#+a)Z;vR=D6-3

f#

~qww3G~qwZSU=;|,~qwD URL(;P?<rD~{)Dks1,1

!ivB++]D Web 3f#}gH05wDGy,1!(d{3dfr*s~qw

w3f"ZD5y?<P,Rw3DD~{k(eD6-3f%d#

":3) Web /@w9Cuow3,|8D/@wt/1WH0kD3f#>D59

CKuov8~qww3#

>BhvKgN(eD5y?<M6-3f#

(eD5y?<

1!D5y?<*:

v Z Linux M UNIX O:/opt/ibm/edge/cp/server_root/pub/lang/

v Z Windows O:drive:\Program Files\IBM\edge\cp\server_root\pub\lang\,r_20Z

dz8(w* HTML ?<D?<

X*D18n

BP18n(eKD5y?<:

v Z 217 3D:Pass - 8(S\ksD#e;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

*|D0dCM\m1m%PDD5y?<,9CBP}L:

1. !q~qwdC –> ks&m –> ks7I#

2. Zks7ImP,Zks#ePPiR|,V{. /*(1\GE)DP#bzmD

5y?<#ZmBfDw}r,%w`&ZGvPDw}PPD}D}#

3. %wf;#

4. ZYwB-PmP,%w Pass#

5. Z0URL ks#e1VNdk /*#

6. Zf;D~76VNPdkzBDD5y?<#

7. %wa;#
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8. ZzD|D;S\s,%wO?r\PDXBt/~qw<j(|)#

XBt/s,~qw*<9CBDD5y?<#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#

(e1!6-3f

~qwZD5y?<PiRw3,+|5XDX(D~I6-3fDPm(e#

XZ6-3f

1~qwSU=;P8(D~{D URL ks1,|"Ty]~qwDdCD~PhC

D6-3fDPm4zcks#KPm(eKw*1!w39CDD~#~qw(}

+6-3fPmkD5y?<PDD~xP%d47(zDw3#Z;vR=D%d

D~+w*zDw35X#g{;PR=%d,~qw+T>D5y?<DPm#

*+;vX(D~CwzD~qwDw3,"Zks;P8(?<rD~{15XC

D~,zXkQD~E=D5y?<P,"7#|D{Fk6-3fPmPPvD;

vD~{`%d#

1!dCD~4TB3r(eb)D~{Cw*6-3f:

1. welcome.html r welcome.htm

2. index.html r index.htm

3. Frntpage.html

~qw5XZ;v|R=D%dPmPDD~{DD~#Zz4( welcome.html r

index.html D~"+dE=D5y?<.0,~qw9C Frntpage.html w*zDw3#

}g,g{z9C1!dC,RzDD5y?<P;|,{* welcome.html DD~,+

|,{* index.html M FrntPage.html DD~,r index.html D~+Cw*zDw3#

g{;PR=w3,D5y?<DZ]+T>*?<#

X*D18n

BP18n(eK6-3f:

v Z 253 3D:Welcome - 8(6-D~D{F;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%(eK6-3f;

v ~qwdC –> ?<M6-3f –> 6-3f

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#

48 WebSphere Application Server: _Y:fzm\m8O



Z 12 B \m FTP ,S

_Y:fzm+QT FTP URL Dkszm=`&D FTP ~qw,+^(CZzm4

T FTP M'zDks#|;\'VG)SUT HTTP M'zD FTP ks(9C ftp://

-i=8)#

T FTP D~Dks;'V GET"PUT M DELETE =(#T FTP ?<PmDks;

'V GET =(#1!ivB,PUT M DELETE Z_Y:fzmPG{CD#ghK

b|`E",kNDZ 37 3D:tC HTTP/FTP =(;#

>BhvgN#$ FTP D~M\m FTP ~qwG<"?<76M4S#

#$ FTP D~

g{zQtC PUT =(4OX FTP D~rtC DELETE =(4>} FTP D~,z

AYh** PUT M DELETE ks(e FTP zm#$,Sx@94Z(DD~ZzD

FTP ~qw|B#

*#$zm FTP ks,Z0dCM\m1m%,!q~qwdC –> D5#$#*4

( FTP D~ksD#$hC,Zks#e*<1,|, ftp://#}g,*#${*

exams ?<PDD~,9C#e ftp://exams/*#

*q!PX4(#$hCD|`E",kNDZ 103 3DZ 25 B, :~qw#$h

C;#

\m FTP ~qwG<

g{Zks URL P48(C'j6M\k,_Y:fzm+"Td{G<=yksD

FTP ~qw(9CC'j6 ANONYMOUS)#m` FTP ~qwh*;vgSJ~X7

w*d{ FTP D\k#g{ FTP ~qw*s;vd{G<D\k,_Y:fzm+"

MdCD~PI WebmasterEmail 18n8(DgSJ~X7#

*Z0dCM\m1m%PhC Web \m1gSJ~X7,!q~qwdC –> 53

\m –> SNMP MIB#gSJ~X79IC WebmasterEmail 18nhC;PXj8E

",kNDN<BZ:Z 252 3D:WebMasterEMail - hCgSJ~X7TSU!q

~qw(f;#

g{ks URL PD FTP ~qwh*X(C'j6M\k4G<,C'IZks URL

PdkC'j6M\k,}g:

ftp://userid:password@ftpserverhost/

g{z;** URL ksPD FTP C'j68(\k,C'\Z URL PvdkC'

j6:ftp://userid@ftpserverhost#_Y:fzm+WH"TC8(DC'j64

G<= FTP ~qw,"R;P\k#g{Z;P\kDivBG<'\,r/@wa

>k8(C'j6`X*D\k#
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Td{bDd|G<,Z URL PAYXk8(C'j6#g{48(C'j6,r"

Td{G<"R;aa>M'zdkC'j6#

\m FTP ?<76

zXk*_Y:fzm8(76,^[ FTP URL PD76{;bM*`TZC'D$

w ? < , 9 G ` T Z y ? < # } g , g { G < = F T P ~ q w D C ' P { *

/export/home/user1 D1!$w?<,"RC'*S{* test DS?<Plw;v{*

test1.exe DD~,G4zm+9CBP URL S FTP ~qwlwD~(b!vZgN

bM FTP URL):

v g { h C K x T 7 6 { :

ftp://user1:user1pw@FTPhost/export/home/user1/test/test1.exe

v g{hCK`T76{:ftp://user1:user1pw@FTPhost/test/test1.exe

g{hCK`T FTP URL 76,C'T\9C*e<((C %2F *eu<1\V{

(/))48(xT76{,Sxmwy?<#}g,g{C' 1(d$w?<*

/export/home/user1)*CJC' 2 $w?< /export/home/user2 PDD~,ks

ftp://user1:user1pw@FTPhost/%2Fexport/home/user2/file ;}7XbM*`TZy

?< /(4,w*;vxT76{)D URL,49!qK`T FTP URL#

*8(gNbM FTP URL,Z0dCM\m1m%,!qzmdC –> zmT\#Z

m%DTB?V,FTP URL 76&*:B,!qxT76T8(~qwy?<,r`

T76T8(C'$w?<w*76D*<#

ChC9\ZzmdCD~P|D;*q!|`DE",kNDZ 1 9 4 3D

:FTPUrlPath - 8(gNbM FTP URL;#

\m FTP 4S

g{+`v Web zm~qw4SZ;p,G4zI8(+|, FTP URL Dks"M

=`4SD Web zm~qwx;G1S"M= FTP ~qw#** FTP ks8(4S

Dzm~qw,Z0dCM\m1m%P,!qzmdC –> zm4SMGzmr#

http:// -i=8CZ8(4SzmD URL,!\bGTZ ftp:// -i=8D4Sks#

*(}9CzmdCD~dC FTP 4S,kNDZ 194 3D:ftp_proxy - 8( FTP

ksDm;vzm~qw;ODN<BZ#
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Z 13 B (F~qw&m

>BhvgN9C~qwK|,+E"ek"M=M'zD CGI LrM HTML D5#

,19V[(F~qwDms{"MJ43d#

~qwK|,

1w*4~qw1(4,;G=QzmDr_Y:fDTs),~qwK|,IJm

zmSE"= CGI LrM HTML D5(I~qw"M=M'z)#10UZ"D~D

s!T0ns|DD~DUZG\"M=M'zDE"D`M>}#>Zhv~qw

K|,D|nq="bMgNZzD CGI LrM HTML D5P9C~qwK|,|

n#z9I9C~qwK|,4(Fms3f#

~qwK|,D"bBn

ZzD~qwO9C~qwK|,0,z&C<GT\"2+TMgUJb:

v 1~qw&m}Z"MDD~1,I\aTxXwuT\#

v g{zCU(DC'ZzD~qwO4P|n,MI\awu2+T#1zv(Z

Dv?<EC~qwK|,,rZDv?<EC exec |n1*ww#g{z;tC

exec |n,z\+2+TgUn!/#

v 9C~qwK|,a<B;)Jb#}g,D~^(]iX}C:g{z}Z4P

D~ sleepy.html,"RLrR= <-- !#include file="sleepy.html" --> ,r~q

w;lbms"Ra"zJO#(G]iXZd|D~PN<D~;GJb#)

~qwK|,DdC

*tC~qwK|,,Z0dCM\m1m%,!q~qwdC –> y>hC#9CC

m%8(BP~qwK|,`MPD)GIS\D:

v CGI E>

v D~

v }9C exec |nD CGI E>bDyP`M

v ^

9I9CCm%8(Gq~qwK|,&m}d|D~`MbDD>r HTML D5#

mb,7#zCZ|(DD~)9{GI6pD#Z0dCM\m1m%,!q~q

wdC –> MIME `MM`k,"9C MIME `Mm%#"b,shtml M htmls )9

{1!GI6pD#

*(}`-zmdCD~PD18n4*~qwK|,dCzD~qw,kNDBP

18nDN<BZ:

v Z 162 3D:AddType - *_PXbs:DD~8(}]`M;

v Z 200 3D:imbeds - 8(Gq9C~qwK|,&m;
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~qwK|,Dq=

|,|nXkw*"M|,Z HTML D5r CGI LrP#|nPBPq=:

<!--#directive tag=value ... -->
r

<!--#directive tag="value" ... -->

5\'D}EGI!D,+1*6kUq1GXhD#

~qwK|,D18n

>ZbMT~qwK|,I;~qwS\D18n#(;*+b)18nMZ 155 3D

=< B, :dCD~18n;PG<DzmdCD~D18n`l})#

dC - XFD~&m

9CK18n4XFD~&mD38v=f#P'DjGG cmntmsg"errmsg"sizefmt

M timefmt#

cmntmsg
9CKjG8(Id|18nmSD"M*<0fD{"#TZ|,18nf

6M0-->1.dDD>DNN18n,CD>w*;v"M"mS=KD

~,~qwQKD~"M=M'z#

>}:

<!--#config cmntmsg="[This is a comment]" -->
<!-- #echo var=" " extra text -->

a{:<!--[This is a comment] extra text -->

1!5: [the following was extra in the directive]

errmsg
g{Z&mD~1"zms,9CCjG48("M=M'zD{"#{"G

<Z~qwDmsU>P#

>}:

<!-- #config errmsg="[An error occurred]" -->

1!5: "[An error occurred while processing this directive]"

sizefmt
9CKjG48(QT>DD~s!Dq=#ZBP>}P,VZGCZT>

VZ}D5,x abbrev GCZT>'VZrWVZ}D5#

>} 1:

<!--#config sizefmt=bytes -->
<!--#fsize file=foo.html -->

a{:1024

>} 2:

<!--#config sizefmt=abbrev -->
<!--#fsize file=foo.html -->

a{:1K
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1!5:"abbrev"

timefmt
9CKjG48(CZa)UZDq=#

>}:

<!--#config timefmt="%D %T" -->
<!--#flastmod file=foo.html -->

a{:"10/18/95 12:05:33"

1!5:"%a, %d %b %Y %T %Z"

BP strftime() q=k timefmt jGP':

5w{ ,e

%% C % f;

%a Cu4DGZ8{Ff;

%A Cj{DGZ8{Ff;

%b Cu4DB]{Ff;

%B Cj{DB]{Ff;

%c CUZM1df;

%C C@M}V(j}T 100 "X2)f;

%d CB]Dl}(01-31)f;

%D ekUZ* %m/%d/%y

%e T.xF}ekB](01-12)(vZ C POSIX B,|G 2 ;

V{"RTk"TUWndDVN)

%E[cCxyY] g{f;UZ/1dq=;IC,%E hv{+3d=d4)9

DH'~(}g,%EC 3d= %C)

%Ec Cf;UZM1dm>(f;

%EC CZf;m>(PDy>j(\Z)D{Ff;

%Ex Cf;UZm>(f;

%EX Cf;1dm>(f;

%Ey Sf;m>( %EC(vj])D+F?f;

%EY C+?f;j]m>(f;

%h Cu4DB]{F(k %b ;y)f;

%H T.xF}(00-23)C!1(23 !11S)f;

%I T.xF}(00-12)C!1(12 !11S)f;

%j Cj]Dl}(001-336)f;

%m CB](01-12)f;

%M CVS(00-59)f;

%n CBPf;

%O[deHlmMSUwWy] g{f;DUZ/1dq=;IC,%E hv{+3d=d4)

9DH'~(}g,%Od 3d= %d)

%Od *CB]Dl}f;,9Cf;}V{E,C0<c4yhnd

(g{PcDNNf;{E),qrC0<Uq
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5w{ ,e

%Oe *CB]Dl}f;,9Cf;}V{E,4yhC0<Uqn

d

%OH Cf;}V{E,T!1(24 !11S)f;

%OI Cf;}V{E,T!1(12 !11S)f;

%Om Cf;}V{E,TB]f;

%OM Cf;}V{E,TVSf;

%OS Cf;}V{E,Tkf;

%OU Cf;}V{E,Tj]D\}(GZUw*;GZDZ;l,

k %U `&Dfr)f;

%Ow Cf;}V{E,TGZ8(Sunday=0)f;

%OW Cf;}V{ETj]D\}(GZ;w*;GZDZ;l)f

;

%Oy Cf;}V{ETf;m>(PDj](S %C +F)f;

%p C>XTHD AM r PM f;

%r CkV{.THD %I:%M:%S%p f;

%R C 24 !1m>((%H:%M)1df;

%S CkS(00-61)f;

%t CFm{f;

%T CkV{.THD %H:%M:%S f;

%u CGZ8T.xF}(1-7)f;,1 zmGZ;

%U Cj]D\}(00-53)f;,TGZUw*;GZDZ;l

%V Cj]D\}(01-53)f;,TGZ;w*;GZDZ;l

%w CGZ8(0-6)f;,GZU* 0

%W Cj]D\}(01-53)f;,TGZ;w*;GZDZ;l

%x CJ1DUZm>(f;

%X CJ1D1dm>(f;

%y C@M}V.PD 2 ;}Vjf;

%Y C+? 4 ;}Vj}f;

%Z g{G4*1x,C1xD{Fr^V{f;

Yw53dC7(j{Mu4DB]{FMj]#

echo - T>d?5

9CK18nT>C var jG8(D73d?5#g{4R=d?,+T>(^)#,

y,echo \T>I set r global 18nhCD5#IT>BP73d?:

DATE_GMT
qV~Nj<1d10DUZM1d#Cd?Dq=/9C config timefmt 1

8n4(e#

DATE_LOCAL
10UZM1X1d#Cd?Dq=/9C config timefmt 18n4(e#

DOCUMENT_NAME
n%KD5D{F#g{ HTML QI CGI zI,Kd?|, CGI D{F#
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DOCUMENT_URI
M'zksDj{ URL,;xi/V{.#

LAST_MODIFIED
ns^D10D5DUZM1d#Cd?Dq=/9C config timefmt 18

n4(e#

QUERY_STRING_UNESCAPED
IM'z"MDQwi/#}G HTML I CGI zI,qr|G4(eD#

SSI_DIR
10D~D76,`TZ SSI_ROOT#g{10D~Z SSI_ROOT P,r5*

0/1#

SSI_FILE
10D~DD~{#

SSI_INCLUDE
Z|,|nP9CD5,lw10D~#|;G*n%KD~(eD#

SSI_PARENT
D~D76MD~{|,lw10D~D|,|n(`TZ SSI_ROOT)#

SSI_ROOT
n%KD~D76#yP|,ksXkZC?<rC?<DS?<P#

>}:

<!--#echo var=SSI_DIR -->

exec - 8( CGI Lr

9CC18n4|, CGI LrDdv#exec 18nOzNN CGI dvD HTTP 7,

}KBP:

Content-type
7(Gq*d||,VvdvDwe

Content-encoding
7(Gqh*jI EBCDIC = ASCII D*;#

Last-modified
f;10ns^DD75,}G105H8(5|B#

cgi - 8( CGI Lr URL

9CC18n48( CGI LrD URL#

ZC>}P,LrG*4PD CGI Lr,"R path_info M query_string zm;v

r`v+]=LrDN}w*73d?:

<!--#exec cgi="/cgi-bin/program/path_info?query_string" -->

C>}T>d?D9C:

<!--#exec cgi="&path;&cgiprog;&pathinfo;&querystring;" -->

flastmod - T>D5ns|DDUZM1d
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9CC18n4T>D5ns|DDUZM1d#Cd?Dq=/I config timefmt 1

8n(e#file M virtual jGkC18n;p9C1P',dbe(egB#

18nq=:

<!--#flastmod file="/path/file" -->
<!--#flastmod virtual="/path/file" -->

file 9CCjG48(D~{F#TZ flastmod"fsize M include,Yh file k

SSI_ROOT `X(g{T0/10<)#qr,|k SSI_DIR `X#y8(D

D~XkZ SSI_ROOT PrdSzPfZ#}g:

<!--#flastmod file="/path/file" -->

virtual 9CCjG48(=D5Dib76D URL#TZ flastmod"fsize M

include,virtual @6G(}~qwD3d18nD#}g:

<!--#flastmod virtual="/path/file" -->

>}:

<!--#flastmod file="foo.html" -->

a{:12May96

fsize - T>D~s!

9CC18n4T>8(D~Ds!#Cd?Dq=/I config sizefmt 18n(e#

file M virtual jGkC18n;p9C1P',|GDbek.0* flastmod 18

n(eD`,#

>}:

<!--#fsize file="/path/file" -->
<!--#fsize virtual="/path/file" -->

a{:1K

global - (e+Vd?

9CC18n4(eTsIICD~rNN|,DD~XMD+Vd?#

>}:

<!--#global var=VariableName value="SomeValue" -->

}g,*}Cgib_gD8D5,zh*hC+Vd? DOCUMENT_URI#z9h*

}CZSD5PD+Vd?#C>}T>z*Z8D5PekD HTML `k:

<!--#global var="PARENT_URI" value=&DOCUMENT_URI; -->

C>}T>z*ZSD5PekD HTML `k:

<!--#flastmod virtual=&PARENT_URI; -->

include - |,dvPDD5

9CC18n|,4TdvPD5DD>#file M virtual jGkC18n;p9C1

P',|GDbek.0* flastmod 18n(eD`,#

set - hC*XMDd?
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9CC18n4hCTs\XMDd?,+v(}CD~#

>}:

<!--#set var="Variable 2" value="AnotherValue" -->

Z(e18n1,z\Z value PXMV{.#}g:

<!--#include file="&filename;" -->

d?:~qwKhC18n(#sz;vXM18n,TcdiRhCd?(ZR=

d?DX=XM),"/}+LxxP#|I|,`vTd?D}C#~qwKhC

9JmzXMQhCCDd?#g{4R=hCd?,r^NNT>#

1~qwKhCZ~qwK|,18nPv=d?}C,+"TZ~qwKbv#Z

BP>}DZ~P,~qwKd? &index; CZMV{. var ;p49ld?{

var1#d? &var1; ;s(}*e &ecirc; PD & 48(5,by|;a;6p*;

vd?#`4,|w*V{.CZ4(5 fr&ecirc;d,r fred(e OxPtw{E)#

d? &ecirc; G;vM'zKd?#

<!--#set var="index" value="1" -->
<!--#set var="var&index;" value="fr\&ecirc;d" -->
<!--#echo var="var1" -->

I*eDV{(Fw*ed?)0P41\(\)"|,BP:

V{ ,e

\a /f(le)

\b Kq

\f ;3(B3f)

\n BP

\r X5

\t .=Fm

\v 91Fm

\’ %}E

\″ +}E

\? JE

\\ 41\

\- ,VE

\. c

\& & E

(Fms{"

zI(F_Y:fzm5XDms{","I(eXbmsu~DX({"#Z0d

CM\m1m%P,!q~qwdC –> ms{"(F#9CKm%!qmsu~"8

(Xb HTML D~CZKu~#

*(}`-zmdCD~PD18n4(Fms{",kND18nZ 188 3D

:ErrorPage - *X(msu~8((F{";DN<BZ#

Z 13 B (F~qw&m 57



51w=-i(RTSP)X(r

WebSphere Application Server,f> 6.0.2 T RTSP X(rwN=}kw==e'V#

RTSP 9_Y:fzm\;d1k=e%EwDZ;vS%c,"R\;X(r|GD

ks=;vOJDzm~qw,r;v+a)yksD=eZ]DZ]~qw#

RTSP(51w=-i)Z RFC 2326 P(e#|G;vCZXF}]wDrXxj<

-i#!\|;|,"MwD<u,+|c;in,ICZXFkS5rt5XE^

XD}]w#

XZ RTSP X(r

RTSP X(rXTJm_Y:fzmX(r RTSP yXFDNNw==ea0#b)|

(BP`MD=e:

v RealNetworks <FDt5

v RealNetworks <FDS5

v RealNetworks n/w(t5MS5)

v Microsoft Media Player D~

v Apple Quicktime =eD~

NNIdC*kzm~qwZd RTSP KZ((#* 554)O*5D%Ew<I9C_

Y:fzmPDKr\,9|DksI RTSP X(rw4&m#

RTSP X(rw;_Y:fr1Szm=em>#RTSP X(rwXkkZ}=w==

e~qw*O9C,Ta)=v&\.;ryP&\#xP RTSP X(rwD_Y:f

zmXk5PT;vr`v RTSP zm~qwDxgCJ(#

RTSP ^F

K&\\=gB^F:

10,v'V RealNetworks <u#b)|( RealProxy zm~qw"RealServer 4~

qwM RealPlayer =e%Ew#

RTSP v?
T0,RTSP X(rwfZgB^F:TNb URL D,;4~qwDyPksT,;

=(xPX(r#;\y]D~{ryks URL Dd|?VxPX(r#K^F;Y

JC#RTSP X(rwVZ9CySUksPDj{ URL,T0_Y:fzmdCD~

PhCDP5(rtsp_proxy_threshold),T7(+M'zksX(r=4~qw9Gz

m~qw#VZ,T,;4~qwDks+p;xP&m#

dC RTSP X(r

BPdCD~18nCZXF RTSP X(r#b)18nDhC;GI~qwXBt/

4"BD#~qwXkj+#9,;sZTb)18nD|Dz'.0YNt/#

v Z 237 3D:RTSPEnable - tC RTSP X(r;

v Z 238 3D:rtsp_proxy_server - 8(CZX(rD~qw;

v Z 238 3D:rtsp_proxy_threshold - 8(ZX(r=_Y:f.0Dks};

v Z 238 3D:rtsp_url_list_size - 8(zmZfPD URL };
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Z 14 B dC7!n

1ksD51,Web M'z"M7(a)XZ/@wrksDd|E")#1ks"M

1,7zIT/"z#

_Y:fzmJm8v!n4(F7E"SxCdS?j~qw#V~X#!\*5

JD7f;|`D;c71,C&GvSM'zd{,+|P1c,4{C4kA;

) Web 3fDyZ7D3f(F#

7(#9CKq=:

User-Agent: Mozilla 2.02/OS2
Client-IP: 45.37.192.3
Referer: http://www.bigcompany.com/WebTrafficExpress/main.html

K7|,BPVN:

v User-Agent:a)XZ/@wMYw53DE"#

v Client-IP:a)ks URL M'zD IP X7#

v Referer:CkC3f4SDN< URL a)?j~qw#

s`}7<\CJ1DzmdChCxPh9#;x,;)7VNGI4~qwks

D,rK,h9b)7I\<BT>;}7D Web 3f(}g,Z3)ivB,h9

0host17VNI<BC'4=msD Web 3f)#*q!XZ7VNDx;=E",

kND HTTP V1.1 f6#

X*D18n

*(}`-zmdCD~4|D7!n,kNDBP18nDN<BZ:

v Z 215 3D:NoProxyHeader - +M'z78(=i;

v Z 230 3D:ProxyFrom - 8(_P From: 7DM'z;

v Z 231 3D:ProxyIgnoreNoCache - vTXB0kDks;

v Z 231 3D:ProxySendClientAddress - zI Client IP Address: 7;

v Z 232 3D:ProxyUserAgent - ^D0User Agent1V{.;

v Z 232 3D:ProxyVia - 8( HTTP 7Dq=;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

zI9C=v0dCM\m1m%8(7!n:

v !qzmdC –> ~=hC#Z~=hCm%,hCTBZ]:

– *"M'z IP X7=?j~qw

g{z*+ksM'zD IP X7*"=?j(Z])~qw,!!Kr#g{z

;P!!Cr,r?j~qw+SUzm~qwD IP X7##tKr;!!+v

SZ Web eK1M'zDd{T#
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– User-agent V{.

dkV{.4S7P"M=?j~qwTf;/@w`MMM'z}Z9CDY

w53#}g:8(_Y:fzm 4.0 f;TB7D Mozilla 2.02/OS2:

Content-Type:MIME
User-Agent: Mozilla 2.02/OS2
Referer: http://www.ics.raleigh.ibm.com/WebTrafficExpress/main.html
Pragma:no-cache

– From:

1|Vv0From:171,dk?j~qwA!DgSJ~X7#zI\#{8(

zm\m1DgSJ~X7,r*\m1Gh*SUNNJb(fDK#

– %wa;|DdCD~#

v !qzmdC –> zm7}K#9CKm%Pv HTTP 7Th9:

1. %wmSr}%,mwh9D7Dw};C#

2. dk*h9DM'z HTTP 7#(kN< HTTP 1.1 f6TqC7j{DPmM

5w#)

3. %wa;|DdCD~#

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#
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Z 15 B XZ&CLr`LSZ

&CLr`LSZ(API)Z Programming Guide for Edge Components PPj8i\#

dCD~PD API 18n+tCZks&m$wwPDX(=hZdwCDe~}L#

}ZC}Lb,If;rKPb)e~}L#

X*D18n

BPG API 18n:

v Z 166 3D:Authentication - (FO$=h;

v Z 166 3D:Authorization - (FZ(=h;

v Z 187 3D:Error - (F Error =h;

v Z 206 3D:Log - (F Log =h;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 213 3D:NameTrans - (F{F*;=h;

v Z 216 3D:ObjectType - (FTs`M=h;

v Z 221 3D:PostAuth - (F PostAuth =h;

v Z 221 3D:PostExit - (F PostExit =h;

v Z 222 3D:PreExit - (F PreExit =h;

v Z 241 3D:ServerInit - (F~qwu</=h;

v Z 241 3D:ServerTerm - (F~qwU9=h;

v Z 242 3D:Service - (F~q=h;

v Z 249 3D:Transmogrifier - (F}]Yw=h;

v Z 250 3D:TransmogrifiedWarning - "M/f{"=M'z;

ghKb|`E",kNDZ 13 3DZ 4 B, :V$`- ibmproxy.conf D~;#

0dCM\m1m%

BP0dCM\m1m%`-X*18nD5:

v ~qwdC –> ks&m –> API ks&m

ghKb|`E",kNDZ 7 3DZ 2 B, :9C0dCM\m1m%;#
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Z 4 ?V dCzm~qw_Y:f

>ZV[zm_Y:fT0gNdC#IhC_Y:f,TZZf(Zf_Y:f)

PrZ;vr`vf"h8(EL_Y:f)Of"D~#IdC;v_Y:f"B

zmLr,T+;51ksDD~$0k=_Y:fP,"RwV URL }KwIJC

Z_Y:f#>Z9V[(}9C6L_Y:fCJrrXx_Y:f-i(ICP)e

~2m_Y:f,9C_Y:f,xXU}%}1D~,T0_Y:f/,zIDD

~#

b;?V|,BPBZ:

v Z 65 3DZ 16 B, :zm~qw_Y:fEv;

v Z 69 3DZ 17 B, :dCy>_Y:f;

v Z 73 3DZ 18 B, :XF_Y:fD)Z];

v Z 77 3DZ 19 B, :,$_Y:fZ];

v Z 83 3DZ 20 B, :*T/"BM$0kdC_Y:fzmLr;

v Z 89 3DZ 21 B, :9C2m_Y:f;

v Z 93 3DZ 22 B, :/,X_Y:fzIDZ];

v Z 97 3DZ 23 B, :w{zm~qw_Y:f;
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Z 16 B zm~qw_Y:fEv

_Y:fG;V&\,zm~qwZdP#fM'zksD~D>X1>,by,1

|G;`,r;,DM'zYNks1,MITS_Y:f*|GlY~q#

_Y:fzm@S HTTP 1.1 "R(#qX HTTP 1.1 -i,T_Y:fM7(D5D

BJH#

>B+V[zm~qw_Y:fD;)&\?~#TZG)IdCD&\?~,PX

gNhC`&5Dj8E"+|,Z&\?~BZP#

_Y:ff"

zm~qwIZomf"h8r53ZfPf"_Y:f#z53JOD_Y:ff

"`M!vZz2~D\&,T0zGh*|lD_Y:fl&9Gh*Z_Y:f

Pf"s?Dn#Zf_Y:fDl&1d(#HEL_Y:fDl&1d|l,+

Zf_Y:fDs!\=zm~qwP RAM }?D^F#EL_Y:fDs!U=f

"h8s!D^F,+(#|H RAM D}?sC`#

TZEL_Y:f,_Y:fzm9C-<EL_Y:f,|b6Ezm~qw1S

4k=_Y:fh8x;9CYw53DAM4-i#Xk9C htcformat |n4<8

EL_Y:fDf"h8#PX htcformat Dj8E"|,ZZZ 69 3DZ 17 B,

:dCy>_Y:f;P#

_Y:fw}

ZZf_Y:frEL_Y:fP,_Y:fzm<9C53ZfUd4#f_Y:

fDw},byIuYiRQ_Y:fD~D&m1d#

_Y:fzmD_Y:f?<a9MdiR=(;,Zd|zm~qwD?<a9M

iR=(#_Y:fzmZZfP,$;vw},|,PX_Y:fPD~DE"#

9C RAM iRx;GELrd|iJa<BOlDD~iRMlw#

w}|,_Y:fTsD URL"_Y:f;CM=ZE"#r*bv-r,yT#fw

}XhDZf]?k_Y:fPDTs}?GIH}D#

1SM'zSU=;vks1,zm*C URL liZfPD_Y:fw}#

v g{D~;Zw}P,rks"M=?j~qw#

– ;s,URL ;liT7(GqIT_Y:fQlwDD~#g{Jm,zm~q

w+_Y:fQlwDD~#

– ;s,9CB_Y:fTsD URL";CM=ZE"4|B_Y:fw}#

v g{D~Zw}P:

– li=ZE"T7(Gq_Y:fDD~GBJD#

- g{TsQ=Z,r*5?j~qw"RCBlwDD54f;CQ=ZT

s#=ZE"Z_Y:fw}P|B#
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- g{Ts9;P=Z,rSzm_Y:f~qKD5#

FTP _Y:f

1zm;dCI_Y:fks1,}_Y:f HTTP D~ksb,|9IT_Y:f

FTP D~ks#;x,IZ FTP D~4|,k HTTP D~`,`MD7E",yTF

c_Y:fD FTP D~D=ZUZkFcd|_Y:fDD~D=ZUZ;,#

1ks"M= FTP ~qwTlwD~1,zmWH*D~"M;v LIST ks= FTP

~qw,Tq!PXCD~D FTP ?<E"#g{ FTP ~qwl&O(jI&pD

LIST ksMCD~D?<E",rzm4(;v HTTP Last-Modified 7(|,S FTP

?<E"VvDUZ)#;s,zmD_Y:f&\9CK Last-Modified 7T0dCD

~PD CacheLastModifiedFactor 18nD5hC,47( FTP D~Z=Z.0&C#

tZ_Y:fPD1d$H#

*q!PXgN9C Last-Modified 7M CacheLastModifiedFactor 18n47(D~Z

_Y:fPD#t1dD|`E",kNDZ 77 3DZ 19 B, :,$_Y:fZ

];#

*X(C'j6xG(}d{G<lwD FTP D~;O*G(CD~x;;_Y:f#

DNS _Y:f

&m_Y:f Web Z].b,zm~qw94Pr{~qw(DNS)_Y:f#}g,

1M'zks;v4T www.myWebsite.com D URL 1,zm*s|D DNS ~qw

+wz{ www.myWebsite.com bv* IP X7#;s_Y:f IP X7TSY=Cw

z{DsxksDl&1d#DNS _Y:fGT/D,"R;\;XBdC#

_Y:fE}

3)D~MD5S;_Y:f#|G|,BP:

v 9C HTTP =((g POST M PUT)x;G GET =(Sks5XDD~#

v NNh*O$DD5,}G_Y:f4~qww7JmDD5#

v NN CGI E>D/,dv(r*?Nks|1,|<G(;D)#1tC/,_Y:

f1,I_Y:f IBM WebSphere Application Server 4P servlet M JavaServer

Pages(JSP)1/,zIDa{#kNDZ 93 3DZ 22 B, :/,X_Y:fzI

DZ];TqCj8E"#

v NNS|,JE(?)D URL 5XDD~,}Gw7XJmi/_Y:f#(kND

Z 73 3DZ 18 B, :XF_Y:fD)Z];,TqCPXdCi/a{_Y:f

DE"#)

9I(}hC_Y:f}Kw,4x;=^F;_Y:fDn#}g,zI\;#{

zm~qw_Y:f4Tzma)>X~qDD~#kNDZ 73 3DZ 18 B, :XF

_Y:fD)Z];TqCj8E"#

_Y:f\m

\m_Y:ff0m`rX#w*~qw\m1,zIT8(BP:
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v *_Y:fD)D5(kNDZ 73 3DZ 18 B, :XF_Y:fD)Z];TqC

j8E")#

v I_Y:f`YD5(kNDZ 69 3DZ 17 B, :dCy>_Y:f;TqCj8

E")#

v _Y:fD5;O*G10D1d$H(kNDZ 77 3DZ 19 B, :,$_Y:f

Z];TqCj8E")#

v e}_Y:f(,xXU)D5JM*#fD`D~(kNDZ 77 3DZ 19 B,

:,$_Y:fZ];TqCj8E")#

v gNw}_Y:fDD5(kNDZ 69 3DZ 17 B, :dCy>_Y:f;TqC

j8E")#

v N1"B_Y:f(kNDZ 83 3DZ 20 B, :*T/"BM$0kdC_Y:f

zmLr;TqCj8E")#

v 6L_Y:fCJ(kNDZ 89 3DZ 21 B, :9C2m_Y:f;TqCj8E

")#

v gN#tMi5U>(kNDZ 69 3DZ 17 B, :dCy>_Y:f;TqCj8

E")#

mb,9IT_Y:fdCxPw{,Sxa__Y:fzmD{eT\#*qCP

XT\w{Dj8E",kNDZ 97 3DZ 23 B, :w{zm~qw_Y:f;#
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Z 17 B dCy>_Y:f

g{z9C Edge components z720LrPD1!hC420_Y:fzm,r_Y

:fGtCD,"R_Y:ff"ZZfP#zI\*w{BPy>_Y:fhC,

T(FJOz53h*D_Y:f#

g{z49C20Lr,kdCb)hCTtC_Y:f#

dC_Y:fXhDy>=hgBy>:

1. tC_Y:f#

2. dC_Y:ff"#

ZdCy>_Y:fhC.s,zI\*mSr|DBP&\?~DhC#

v (F_Y:f#

v #f_Y:f=ELrSEL0k_Y:f#

v (}9C URL }Kw,^F;_Y:fDZ]#

v (}*i/a{r/,zIDD~tC_Y:f,9*;_Y:fDZ]#

v dC_Y:fDD~=ZM,xXU#

v dCT/_Y:f"BM$0k#

v dCk6L_Y:fCJ(RCA)rrXx_Y:f-i(ICP)2mD_Y:f#

v dCU>G<#

PX|Db)hCP?vhCD5w,Z>BPxvr}C#

1. tC_Y:f

*tC_Y:f,+ Caching 18nhC* on,rZ_Y:fdC –> _Y:fhC

dCm%P!!tCzm_Y:fr#g{z48(_Y:fh8,G4_Y:f+

f"ZZfP#*4(EL_Y:f,q-:2. dC_Y:ff";PD=h4P#

2. dC_Y:ff"

dC_Y:ff"DNq!vZzG9CZf_Y:f9G9CEL_Y:f#

*9CZf_Y:f,(F0_Y:f1hCT9||,c;DZf4#f_Y:f

DZ]#kNDZ 70 3D:hC_Y:f;,TqCFvD_Y:fs!#

*9CEL_Y:f,zXk4PBPYw:

1. <8#f_Y:fDf"h8#

_Y:fh*Xpq=/Dh8#(ia){vh8rELVxx_Y:f#_Y

:fDn!s!G 16392 KB#

*q=/_Y:fh8:

a. !q*#f_Y:fDh8#7#;Pd|Lr}Z9CCf"Ud,"Rh

8ITw*-<(rV{q=/D)h8CJ#
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b. 9C htcformat |nq=/h8#o(4gBy>:

htcformat raw_device_path [-blocksize block_size]
[-blocks number_of_blocks]

-blocksize M -blocks 5NGI!D#1!is!G 8192 VZ#g{48(i

D}?,+T!I\`Di4ndELVx#

18(h8761,7#8(Kch876#

v Z AIX =(O,(e* /dev/lv02 D_-mDch876* /dev/rlv02

v Z Linux =(O,zXkZKP htcformat 0WHKP raw |nT,Sc

h876M5 SCSI }/w sdb1#

raw /dev/raw/raw1 dev/sdb1

v Z HP-UX M Solaris =(O,(e* /dev/dsk/c0t0d0s0 DVxDch876

* /dev/rdsk/c0t0d0s0

v Z Windows =(O,(e* e: Dh8Dch876* \\.\e:

kNDzD~53DN<JO,Tq!PXCJch8Dd|E"#

2. 9C CacheDev 18nr_Y:fhCdCm%8(_Y:fh8#zI8(`vh

8#

"b:

Z Windows 53O,htcformat |n;T/+_Y:fh8jG*;I4#

g{Yw53"T4=_Y:fh8P,r_Y:f}]I\a*'#*\bbVi

v,zI9C Windows EL\mw5CLrTZ9C htcformat |n0<8EL#

*<8EL,9CEL5CLr4>}zh*9CDh8rVx,;sXB4(|x

;xPq=/#b+<B53O*h8;ICZ53f"#

I!(F

hC_Y:f

y]BP-r,hC CacheMemory 18n(r_Y:fhCdCm%D_Y:fVN)

PD5#K5DZfs!hCCZ_Y:fy!a9'V,|(_Y:fw},"R

g{dCKZf_Y:f,2CZf"_Y:fZ]#

n!5

*qCEL_Y:fDnET\,(i_Y:fy!a9'VDn!_Y:f5* 64

MB,|,_Y:fw}#1vS_Y:fs!1,_Y:fw}+vS,yTh*|

`D_Y:f4f"w}#64 MB D_Y:f5Qc;sTa)_Y:fy!a9'

V,f"_Y:fw}DEL_Y:fs<h* 6.4 GB#*qCOsDEL_Y:f,

_Y:f&1*_Y:fs!D 1%#

TZZf_Y:f,_Y:f5G*_Y:fy!a9'VM_Y:f>mtvDZ

f?#(in!_Y:f5* 64 MB#
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ns5

g{xZf_Y:fVd+`DomZf,I\"z;mkDYwms(g0Zf;

;1)rzm~qw"zJO#_Y:fD5^FGIZ 32 ;&CLrD^F#r*

_Y:fzmG;v 32 ;&CLr,|I9Cns 2 GB Zf#

_Y:fzmVd CacheMemory 18n(eDZf"RQ|w*_Y:f9CTf"

Ts#;\=SZfGZf_Y:f9G-<EL_Y:f,<XkVd|TCZ_

Y:fD}]a9,xgdk/dvM,S:ex,a0:exMwxLMyP_L

DZf#Kb,4T;)M'zDksI\ah*Vd;vH1!ZfXi|sDZ

fXi#rK,g{ CacheMemory 18nhC*S| 2-GB GB DjG,rI\_Y

:fzm;Pc;DZf4Yw(XpGZ_ks:XDivB)#

(i CacheMemory 18nD5!ZrHZ 1600 MB#hCsZ 1600 MB D5a@

-_Y:fzm}#YwDZf,"R}p;{D1wC#(#b)1wC|((+

;^Z)CPU 9CJvS(I\o= 100% D9CJ)"Zf;;msMT\Y:#

g{h*;v{e|sD_Y:fs!,9C_Y:fh8rC RCA r ICP 5V2

mD_Y:fdC#

#fr0k_Y:fZf=EL

zIT<kM<v_Y:fZ]A*"D~rS*"D~<kM<v_Y:fZ]#

1_Y:fZfZXBt/Zd*'r_*`vzm?p`,D_Y:f1,bGP

CD#

hC_Y:f}Kw

(}k URL ksDq=`%d,}KwI^F;_Y:fDZ]#kNDZ 73 3DZ

18 B, :XF_Y:fD)Z];,TqCPXhC}KwDj8E"#

dCCZi/a{M/,zID~D_Y:f

(I!)zIdCzm~qwT_Y:fi/ksDa{#1!ivB,|,JE

(?)D URL ;;_Y:f#kNDZ 73 3D:_Y:fi/l&;TqCj8E"#

m;v!nG_Y:f IBM WebSphere Application Server O4P servlet r JSP D

a{#kNDZ 93 3DZ 22 B, :/,X_Y:fzIDZ];TqCj8E"#

dCD~=ZM,xXU

kNDZ 77 3DZ 19 B, :,$_Y:fZ];,TqCPXdC_Y:fPD~=

ZD1d,T0gN}%}1D~DE"#

dCT/$0k

_Y:fI;dCIZ?lnwPDD~;ks0,T/"Bb)D~#kNDZ 83

3DZ 20 B, :*T/"BM$0kdC_Y:fzmLr;,TqC`XE"#

dC_Y:f2m

Z3)ivB,9C2m_Y:f\vSZ_Y:fPR=ksD~DI\T#kN

DZ 89 3DZ 21 B, :9C2m_Y:f;,TqC`XE"#

Z 17 B dCy>_Y:f 71



dCU>G<

,$rwMj8U>TZ\m_Y:fzm`1X*#Z 129 3DZ 6 ?V, :`S_

Y:fzm;|,PXdCM9Czm~qwU>DE"#
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Z 18 B XF_Y:fD)Z]

_Y:fzma)8V}K=(4XF_Y:fD)D~"D5Md|Ts#b)|

,BP&\?~:

v yZ URL D_Y:f}Kw

v i/l&_Y:f

v _Y:f>Xa)~qDD~

v ?VyZ URL D_Y:f

v _Y:fyZ?Vks URL DD~

v _Y:f/,zIDD~ - kNDZ 93 3DZ 22 B, :/,X_Y:fzIDZ

];

":_Y:fdC –> _Y:fP*0dCM\m1m%|,;vj)*yZkx URL
D_Y:fD!n#(`&DdCD~18n{* CacheByIncomingURL#)K18

n}C_Y:fDD~DD~{#!!KrT5PyZkx URL D_Y:fD~

DD~{;g{4!!Kr,D~{+yZvxD URL#

dCyZ URL D_Y:f}Kw

zm~qwIdC*HO= URL #eDks,T7(Gq_Y:fD~#(}hCd

D~\G_Y:fDksD#eT0dD~S;_Y:fD@"ksD#e,TK&

\?~xPdC#I9C`v#e#

;v`F53;CZtCi/l&_Y:f#kND:_Y:fi/l&;,TqC

`XE"#

*(}`- ibmproxy.conf D~hC URL _Y:f}Kw,kNDZ 174 3D

:CacheOnly - v_Y:fd URL k#e%dDG)D~;MZ 214 3D:NoCaching

- 8(;_Y:fd URL k#e%dDG)D~;#

*hC0dCM\m1m%PD URL _Y:f}Kw,9C_Y:fdC –> _Y:

fP*:yZ URL }K_Y:fVN#9CK?V48(dD~\G;_Y:fD

URL,r8(dD~S;_Y:fD URL#*8(=vPm,;vPmPDD~\;_

Y:fxm;vPmPDD~S;;_Y:f,H4(;vPm,%wa;sY4(

m;vPm#

_Y:fi/l&

Si/(|,;vJED URL)5XDl&I(}9C_Y:f}Kw4xP_Y:

f#g{m`M'z"v`,Di/ks,K&\Zfrzm(zm)=8PGG#

PCD#

i/_Y:fI(}`- ibmproxy.conf dCD~PD CacheQueries 18n4xPd

C#CacheQueries 18nPBP!n:
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v \G - 4TM#e%dDwzDyPi/l&+;_Y:f(g{y] HTTP 1.1

j<,|GGI;_Y:fD)#

v +C - g{4TM#e%dDwzDi/l&|,0Cache-control: public17r?

FDXBz'7,Ry] HTTP 1.1 j<|GGI;_Y:fD,r+;_Y:f#

d|XZb)!nDE"|,ZZ 174 3D:CacheQueries - 8(_Y:fT|,JE

(?)D URL Dl&;#

*Z0dCM\m1m%PdCi/ks_Y:f,9C_Y:fdC –> _Y:fP

*:yZ URL }K_Y:fi/l&VN#*8(=vPm,H4(;vPm,;s

Z4(m;vPm.0%wa;#

i/l&_Y:fD=S*s
}dCi/_Y:fhCb,7#Q}7dCBPhCTtC_Y:fi/l&#k

NDZ 79 3D:dC_Y:fBJH;Tq!XZ9C0dCM\m1m%hCb)

!nDE"#

v CacheTimeMargin - K18n8(8(n!=Z1d;=Z1d!ZKn!5DD~

+;;_Y:f#r*P1i/l&PG#LD=Z1d,rK+K18nhC*

OMhC+Jm_Y:f|`Di/l&#kNDZ 175 3D:CacheTimeMargin -

8(_Y:fD~Dn!zfZ;,r9CZ 79 3D:dC_Y:fBJH;Ph

vD_Y:f=ZhCm%#

v CacheDefaultExpiry - K18n*3)D~(b)D~;P;vw7D=ZUZ,r

_;PISPFcv=ZUZDns^DUZ)8(=Z1d#S1! 0 vS HTTP

ksDhC+Jm_Y:f|`Di/l&#+G,CbV==|DhC2avS

S_Y:fa)IZ]D#U#kNDZ 169 3D:CacheDefaultExpiry - 8(D~

D1!=Z1d;,r9CZ 79 3D:dC_Y:fBJH;PhvD_Y:f=

ZhCm%#

v CacheLastModifiedFactor - K18nCZFcD~(b)D~Pns^DDUZ+G

;Pw7D=ZUZ)D=ZUZ#Q HTTP D~DrShC*O_D5+vS

HTTP D~$tZ_Y:fPD1d(;h*XBz')#CbV==|DhC2av

SS_Y:fa)IZ]D#U#kNDZ 170 3D:CacheLastModifiedFactor - 8

(5T7(=ZUZ;,r9CZ 79 3D:dC_Y:fBJH;PhvDns^

DDrSm%#

v (I!)hC SignificantUrlTerminator 18nM AggressiveCaching 18n#kND

Z 243 3D:SignificantURLTerminator - * URL ks8(U9zk;MZ 164 3

D:AggressiveCaching - *G_Y:fD~8(_Y:f;#

_Y:f>Xa)~qDD~

r*(#_Y:fG)Szm~qwa)~qDD~D'JOn,yT1!ivB;

_Y:f4T~qw>XrPDD~#*_Y:f4T~qw>XrPDTs,k!

!_Y:fdC –> _Y:fP*D0dCM\m1m%OD_Y:f>XrD~r#

r_,+zmdCD~PD CacheLocalDomain 18nhC**#
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y]?V URL _Y:fD~

ITvy]kx URL D8((X|)?V4_Y:fwn,x;Gy]j{ URL#b

ZBq#M Web ~qPrTZ/,_Y:fxTG.VPCD,r*1kxksD

URL DX|?V`,1,(#a5X`,Dl&xwVkxks#

z;\9C0dCM\m1m%48(yZ?V URL D_Y:f#`4,I9Czm

dCD~PD SignificantUrlTerminator 18n48( URL ksDU9zk#1Kf6

&mksM7(Gq_Y:fksDD~1,|9_Y:fzmv@@U9zk.0

DV{#1(eK`vU9zk1,_Y:fzmy]Z ibmproxy.conf D~P(eD

U9zkD3r4HOkxD URL#kNDZ 243 3D:SignificantURLTerminator -

* URL ks8(U9zk;Tq!|`E"#

`XDdCD~18n

*(}1S`-zmdCD~4hC_Y:f}Kw,kNDN<BZ4q!BP1

8n:

v Z 214 3D:NoCaching - 8(;_Y:fd URL k#e%dDG)D~;

v Z 174 3D:CacheOnly - v_Y:fd URL k#e%dDG)D~;

v Z 174 3D:CacheQueries - 8(_Y:fT|,JE(?)D URL Dl&;

v Z 171 3D:CacheLocalDomain - 8(Gq*_Y:f>Xr;

v Z 243 3D:SignificantURLTerminator - * URL ks8(U9zk;

kNDZ 65 3DZ 16 B, :zm~qw_Y:fEv;,Tq!PX;\;_Y:f

DD5DE"#

Z 18 B XF_Y:fD)Z] 75
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Z 19 B ,$_Y:fZ]

r*_Y:ff0zIM#f~qD~D1>,yT_Y:fJ1D&\h*3)}

L,$#Xkli_Y:fD~DBJH,R1_Y:fD~;Yk4~qwDD~

;B19.^'#KD~=Z}LZ:D~=Z;PxPbM#,1,^'r;9C

DD~XkS_Y:fP}%,T]IBD~#Ke}_Y:fDxLZZ 80 3D

:,xXU;PxPhv#

D~=Z

#V_Y:fDTskZ]~qwOD-<Ts;B,G;VQ*D,$_Y:fB

JHD=(#TZ?vd_Y:fDD5rd|Ts,_Y:fzmFcTs=ZD

1d#

TZ HTTP 3f,Z]~qwzIDD57|,=ZE"#

r* FTP -i;|,H[D=ZE",yT_Y:fzm* FTP D~zI|T:D

Last-Modified: 7,byZ?vD~D FTP ?<E","9CKE"Fc=Z1d#

g{zm~qw^(S FTP ~qwq!CD~D?<E",r9C%d FTP URL D

1!5#mb,r* FTP ~qw;Pj<DUZq=,yT_Y:fzmI\^(m

b3) FTP ~qw"MDUZM1d#by,+9Czm~qwD1!=Z1d5#

K}LJmzmT`FD==\m HTTP 3fM FTP D~D_Y:f#

Z]~qwITC8V=(PD;V48(=Z(TW!nD3r):

1. Z]~qw8(m> Cache-control: s-maxage= n D7#|f_zmSUCTss,

|Z n kZGBJD#

2. Z]~qw8(m> Cache-control: max-age= n D7#|f_zmSUCTss,

|Z n kZGBJD#

3. Z]~qw8(m>:Expires: n D7#|f_zmCTsGBJD,1=8(D

n 1d*9#

4. Z]~qw9C Last-Modified: n 74m>D5ns^DD1d#zm~qwFc

TD5ns;N^DT4-}D1d,KTZzmdCD~PhCD_Y:fns

^DDrS,;sYhCD5ZKN1dZP'#}g,g{Z]~qwm>ns

;N^DCD5GZ 1 \(7 l)0,x_Y:fns^DDrSG 0.14,rzm

~qw+YhCD5DP'Z* 1 l#kNDZ 79 3D:dC_Y:fBJH;,

Tq!hC_Y:fns^DDrSD5w#

5. g{Z]~qw;P8(TONN;uE",r_Y:fzm+iR%d10 URL

D_Y:f1!=ZhC,"+|Cw=Z1d#kNDZ 79 3D:dC_Y:

fBJH;,Tq!hC_Y:f1!=Z5D5w#

y]UUDhvFc=Z1ds,_Y:fzmliGqfZJCK URL Dn!#t

5#g{fZD0,"R8(D1dsZFcvD=Z1d,rn!#t58(D1

dCwCTsD=Z1d#49_Y:fzmFcvDD5=Z1d* 0 VS,|2*

true#rK,*\ba)IZ],ww9Cn!#thC#(*hCn!#t5,9C
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CacheMinHold 18nr9C_Y:fdC –> _Y:f=ZhC:URL =ZhC#k

NDZ 79 3D:dC_Y:fBJH;,TqCd|E"#)

y]1d+^hCP8(D1d4linsD=Z1d5#g{=Z1dsZ1d+

^5,r_Y:fCD5,qr;+|mS=_Y:f#(*hC1d+^5,9C

CacheTimeMargin 18nrNDZ 79 3D:dC_Y:fBJH;PD8>#)

g{Z_Y:fPR=CD5,+|Q=Z,_Y:fzm"vF*TG1T4g{

Q^DksDXbks=Z]~qw#KksB9Z]~qwv1Tzmns;NS

UD5T4,QT|xPK^D1E"MCD5#g{4^DD5,rZ]~qw"

M;umw|4-^DD{","R;X"3f#ZbVivB,zm~q_Y:f

DD5#TZ FTP D~,zm~qw#bK0TG1T4g{Q^D1xL#g{|

7(D~Z FTP ~qwO4-|D,r|S_Y:f~qCD~#qr,|S FTP ~

qwOq!|BDf>#

PX_Y:fBJHDd|E"

v 8uyPD2, Web D5(k/,zIDD5`4)<|, Last-Modified 7#b

Gzm*D5Fc=Z1dDn(CD=(,2G_Y:fzm* FTP D~"TD

W!=(#g{K=('\,rzm}C1!=Z5#

v \YPD59C0Cache-control: s-maxage, Cache-control: max-age1r0Expires:17#

v /,zID3f,(#G;I_Y:fD,I\|,mw Expires: 0 r

Cache-control: no-cache D7,bb6ED5"4=Z#*qCPX_Y:fSIBM

WebSphere Application Server/,zIDD~,kNDZ 93 3DZ 22 B, :/,X

_Y:fzIDZ];#

v hC1!=Z51,k"bT9C HTTP: o(D URL hCNN;* 0 VSD5#

m`/,zID3f;|,=Z7,rK|~S1!=Z5#hC1!=Z*sZ 0

VSD5+Jmzm_Y:fG)Ts,+|I\b6EC'q!DG}1DZ]

(r CGI Lrr servlet Dbba{)#

v ZBPivB,^[_Y:fD5Gq=Z,zm~qwC?vksD~qwXB

z'D5:

– D5|,BP7PD;v:

- Cache-control: s-maxage

- Cache-control: must-revalidate

- Cache-control: proxy-revalidate

– D5h*C'>$,+GJm;~qw_Y:f#

– KD5|,0Cache-Control: no-cache17,+\G_Y:fD(IZ}+D_Y:

f)#

PX FTP PDUZ

r* FTP -i";g HTTP -iGyOqX(eUZM1d,yT3)rXIT<B

zm* FTP D~zID Last-Modified 7k5JD~UZTP;,#b)rX|,B

P:

v ;s HTTP -i,FTP -i;8(5XDUZXkGqV~Nj<1d(GMT)#FTP

~qw5XDUZ\I\G FTP ~qwD1X1d#r*zm^(7( FTP ~qw

}ZKPD1x,yT|CTQD1x4bMC1d#+TZ Windows FTP ~qw
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xTbG;v}b,r*|T GMT 5XUZ#g{zmlb= FTP ~qw}Z

Windows53OKP,rYhC?<UZG GMT#

v P) FTP ~qw8(vTBUjDq=5X?<E"PDUZ,"R;|,8(U

ZD5J!1rVSE"#g{ FTP ~qw;5XD~D!1MVSE",zm+

YhD~nsD^DG"zZ FTP ~qw5XUZD!I\|D!1MVSP#}

g,g{ FTP ~qw5XD~D?<E"mwD~ns^DGZ 1998 j 10 B 13

U,+;|,!1rVSE",zm+YhD~Z 1998 j 10 B 13 UDBg

11:59:59 ;^D#g{ FTP ~qw;G WindowsFTP ~qw,rzm+KUZS|

T:D1X1x*;=`&D GMT#

1 FTP D~Z_Y:fPQ=Z,rzm+*C FTP D~#b HTTP0TG1T4g

{Q^D1XBz'xL#(}*ksDD~XB"v FTP LIST |n45V|,S

FTP ~qw5XDl&VvD~UZ,"+KUZknulwD~1zm~qw*

Last-Modified 7zIDUZHO#g{D~UZ4|D,rzm~qwjG_Y:fD

FTP D~*XBz',*CD~hCBD=Z1d,"RS_Y:f~qCD~x;G

S FTP ~qwXBlw|#g{=vD~UZ;%d,rzmS FTP ~qwXBlw

CD~,"CBDD~UZ4_Y:fBD1>#

;I\\\S FTP ~qwq!CD~D?<E"#g{zm^(7( FTP D~DD~

UZ,|+;zICD~D Last-Modified D7#;x,|9C* CacheDefaultExpiry 1

8n8(D5,d%d URL T7(_Y:fP#tD~D1d$H#1K1dN=Z

1,zm+\GYNS FTP ~qwXBlwD~#g{_Y:fPDX( FTP D~4

F519C CacheDefaultExpiry 18n,"R-#;lw(zI_]?Dxgw?),

r<G*G)X(D~8(|#/D CacheDefaultExpiry 5#byvI9|GZ_Y:

fP#V|$D1d#

*8(0dCM\m1m%P8(D_Y:f=ZhC,9C_Y:fdC –> _Y:

f=ZhC –> _Y:fD~D1d^Fm%#*q!PXhC_Y:fD~=ZUZ

D|`j8E",kNDZ 77 3D:D~=Z;#

dC_Y:fBJH

*8(_Y:fD~D=Z1d,Z0dCM\m1m%P,!q_Y:fdC –> _

Y:f=ZhC#BPm%GPCD#

yZ URL D=Z

9CKm%IhCD~Z_Y:fP#tDn!1d$H(yZ|GD URL)#zI*

;,D URL ks#e8(;,D_Y:fP*#

*hCyZ URL DD~=Z,`-zmdCD~,kNDZ 155 3D=< B, :dC

D~18n;PN<BZ4q!BP18n:

v Z 173 3D:CacheMinHold - 8(D~D#t1d;

1!=ZhC

9C_Y:f=ZhCm%8(C}Dr4C}DD~D1!=ZhC#zIT*

HTTP"FTP M Gopher D~hC;,D5,"IT*C}Dr4C}DD~hC;,

D5#

Km%9|,d|D~=Z!n:
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v tC_Y:fD~=Zli#1!ivBK4!rG!PD#(#,nC!qK!

n,by~qw;"MIZ]#

v {CS6L~qwlwD~#g{z;*~qwS6L~qwlwD~,!qK!

n#

v ;*_Y:f+Z...=ZDD~#*h9_Y:fZ\L1dZ=ZDD~,CK

!n8(1d\Z#1!ivB,;_Y:f 10 VSZ=ZDD~#

*(}`-zmdCD~4hC1!=ZhC,kNDN<3fTq!BP18n:

v Z 169 3D:CacheDefaultExpiry - 8(D~D1!=Z1d;

v Z 170 3D:CacheExpiryCheck - 8(~qwGq5X=ZD~;

v Z 175 3D:CacheTimeMargin - 8(_Y:fD~Dn!zfZ;

v Z 176 3D:CacheUnused - 8(49CD_Y:fD~*#t`C;

v Z 174 3D:CacheNoConnect - 8(@"_Y:f==;

ns^DDrShC

9Cns^DDrSm%hCzm*_Y:fD~(|GD7;P=ZUZ)Fc=

ZUZD5#zIT*%d;,ks#eDD~hC;,D5#Wv%d#eCZF

c=ZUZ#

* ( } 1 S ` - z m d C D ~ 4 h C n s ^ D D r S , k N D Z 1 7 0 3 D

:CacheLastModifiedFactor - 8(5T7(=ZUZ;#

_Y:f1d^F

9C_Y:fD~D1d^FdCm%IhCD~I#tZ_Y:fPDns1d#

1d^FyZks#ehC,"RzIT8(11d^F=Z1,D~&C;Oz9

GXBz'#b)hCITCZ,$d=ZUZ^'DD~,rP\$=Z1dDD

~#

*(}`-zmdCD~4hC_Y:fD~Dns=Z1d^F,kNDBP:

v Z 172 3D:CacheMaxExpiry - 8(_Y:fD~DnszfZ;

v Z 169 3D:CacheClean - 8(*#t_Y:fD~`C;

,xXU

w*,&#V_Y:fn\6-D URL T0n!/53J4D9CD;?V,_Y:

fzm4PF*,xXUDe}xL,(}|+IDr4C}DD~S_Y:fP}

%,TZvUd4fE|BDD~#

,xXUxLbT_Y:f?<PDD~,""T}%=ZD~TuY_Y:fDs

!"*BD~ZvUd#,xXUGT/jID,+hdC;)hCT(Fzh*D

xL#

dC,xXU

*dC,xXU,Z0dCM\m1m%P,!q_Y:fdC –> ,xXUhC#9

CKm%hC_.;jGMM.;jG,b7(N1t/M#9,xXU#1_Y:

fP9CDUds!=or,v_.;jGDYVJhC1,,xXU*<#,xX

ULx1=_Y:fPC}DUdHZrMZM.;jG*9#
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zIZ=v,xXUc(P!q#l&1dc((}qE}%_Y:fPDsD~,

E/l&C'yXhD1d#(}qEXS_Y:fP}%|!DD~,xmc(E

/xgxmD9C#!q;Vr+=VlOp4#

*(}`-zmdCD~4dC,xXU,kNDN<?VTqCBP18n:

v Z 195 3D:Gc - 8(,xXU;

v Z 195 3D:GcHighWater - 8(,xXUN1*<;

v Z 195 3D:GcLowWater - 8(,xXUN1ax;

v Z 168 3D:CacheAlgorithm - 8(_Y:fc(;
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Z 20 B *T/"BM$0kdC_Y:fzmLr

`}_Y:fzm~qwvZC'ksD~.sE_Y:f|#_Y:fzm_Pa

)T/_Y:f$0kD_Y:fzmLr#zI8(K_Y:fzmLrITT/

lw8(D URL r;)nwPD URL,r=_+?,"Z|G;ks.0H+|GE

=_Y:fP#

Z3)ivB,Z$0k_Y:f.0,z+h*hCzm~qwDwz{"j6_

Y:fCJU>#*dC_Y:fzmLr,Z0dCM\m1m%P,!q_Y:

fdC"9C_Y:f$0kM_Y:f"Bm%#"b,zmi/a{DD~

(4,v1tCi/_Y:f1,d URL |,JE(?)DD~E_Y:f)#

T/_Y:f"BM$0ka)BPEc:

v C'ks3f.0,_Y:f&CZ8(D URL#

v ~qw&Z&6C'Dn/.0,nd_Y:f#

v S_Y:fP+10D~a)xC'*HWNks1Cf|G*l#

1c|,BP:

v zm~qw&Z_Y:f3f,uAZOYC'n/Zd#

v zXk70;)XFT/0kZ]D<I#0k_6p3fD4SD~(g Web w

}MQw>c),byIzI}?SsD3fks#

*Ko=n_'J,hC_Y:fzmLr*1~qwn/OYD1rT0~qw&

Z&6M'zks.0KP#;s,D~+Z_Y:fPMw,TZC'WNks|

G1a)lY~q#1!ivB,_Y:fzmLrZ1X1dD?lh? 3 ct/#

":1_Y:fzmLrKPT"B_Y:f1,zXk!{"M ibmproxy.conf D~

PD0Proxy http:*1P#qr,<BmsU>PD0403 Forbidden By Rule

Error1,"R;jI"B_Y:f#

hC~qwwz{

Z Linux M UNIX =(O,8(d}Z$0kr"B_Y:fDzm~qwDwz{#

Z Windows =(O,v1zm~qwZG>XzwO;"B1,E8(wz{("b,

yZdn51CJDD~4"B6L~qwD_Y:fG;I\D,r*>X_Y:

fzmLr;PCJ6L~qwD_Y:fCJU>D(^)#

*Z0dCM\m1m%PhCzm~qwDwz{,!q_Y:fdC –> _Y:f

"B:j6_Y:f?j~qw#
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CX(D~$0k_Y:f

*Cf"ZX( URL DZ]$0k_Y:f,Z0dCM\m1m%P9C_Y:f

dC –> _Y:f$0k#ZKm%P,zI**0kD_Y:fzmLr8( URL#

1_Y:fzmLrt/1,zmlwG)3f(^[|GGqQZ_Y:fP)

(b) URL (} LoadURL 18nZzmdCD~P8()#Km%2ICZ(edZ

]S;_Y:fD URL#TZK`MD_Y:f$0k,";h*CJ_Y:fCJU

>#

9C_Y:f$0km%dCBP!n:

v ?l"B_Y:f - g{z#{_Y:fzmLr?lmO"B_Y:f,r!!

Kr#g{z;#{t/_Y:fzmLr,7#;!!Kr#

v _Y:f"B1d - g{z#{_Y:fzmLrZ;G1X1dDh? 3:00 K

P,8(h*|t/D1d#

v _Y:fZ] - Z URL r IP X7VN,8(*0kD URL#*E}$0kD

URL,8( URL "%w_Y:f4,rPDvT#

C51_Y:fDD~$0k_Y:f

*T/$0kn51CJD3f,9CdC_Y:f –> _Y:f"Bm%#K&\h

*zm~qwD_Y:fCJU>#(U>;CM{FD|D,kNDZ 129 3DZ 6 ?

V, :`S_Y:fzm;TqC`XE"#)S_Y:fCJU>T/7(nwPD

URL#\m19IT8(Z_Y:fP*$0kDwP3f}#(K}?ZzmdCD

~PI LoadTopCached 18n8(#)

9C_Y:f"Bm%dCBP!n:

v ?l"B_Y:f - g{z#{_Y:fzmLr?lmO"B_Y:f,r!!

Kr#g{z;#{t/_Y:fzmLr,7#Kr;P!P#

v _Y:f"B1d - g{z#{_Y:fzmLrZ;Gh? 3:00 KP,r8(

h*|t/D7P1d#

v j6_Y:f?j~qw - g{z*"B~qwx;G>Xzw,r9CK!n#

("b,z;\y]TX(D~DCJ5J4"B6L~qw#)

v _Y:fnwP URL - S0;mD_Y:fCJU>8(*_Y:fD URL }#

v 0k4S3f - 9CKhCdCZr(kNDBP?VTq!ZrDj8E")#h

CZrD6p},T0GZryP3f(always)9G;Zr3f(never),r

v\m18(D3f(admin),2ITGvwP3f(topn)#2IT8(Gqg

=wzZr,GqZksdSYT0Gq_Y:f1Sek<q#

v _L} - hC_Y:f"B9CDns_L}#

v ns$wSPnH - hCks URL DnsSP#

v nsks URL - hC0kDns3f}#ZZr3flw*<.0+liK}?#

v n$1d - hCKP_Y:fzmLrDn$1d#g{K1dhC* 0 !1 0

VS,rKP_Y:fzmLr1=jI*9#
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Zr

ZrGT/_Y:f"B&\DI!?V#`} Web 3f_P4S=d|_P`XE

"3fD4S,"RC'-#4U76S;v3f4S=m;v3f,T0S;v>

c4S=m;v>c#ZrG;V_Y:fb)_-E"76D=(#ZZrP,_

Y:fzmLrzf}Z0kD3fO8(6pD,D>(HTML)4S,"R9_

Y:fyPG)4SD3f#4SD3fI\$tZk43f`,DwzO,rd|

wzO#Z< 1 PxvK<b#

*XFZrxL,\m18(x_Y:fzmLrdI0k URL Dns}?(1!h

CG 2000),IKPDn$1d(1!hCG 2 !1)T0I9CDns_L}(1

!hCG 4)#\m19ITdCd|XF#1!ivB,*=v6pDcNa9tCZ

r,"R;Jmg=wz#mb,ZksdekSY#*|Db)hC,kNDZ 86

3D:`XzmdCD~18n;#

_Y:fzmLrTK3r0k;s"B_Y:f:

1. 0k\m18(DX(3f#

2. 0kS_Y:fCJU>!CDwP(51CJ)3f#

< 1. Zr
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3. g{ZbcO94=ons3f},0kZrDd|3f#

"b,1=_Y:fzmLr*<g4SZr*9,|EliGqQ=ons3f

}#g{ns3f5(ZzmdCD~PF* MaxURLs)!Z=h 1 M=h 2 Pl

wD3f},r;lw4SD3f#

BP>}T>_Y:fzmLrgN&m_Y:f"BEH6MZr,`TZ8(D

ns URL }?(Yh*yPb)>}dCKZr)#

dCD~hC a{

LoadURL
http://www.getthis.com/main.html
LoadURL
http://www.getmetoo.com/welcome.htm
LoadTopCached 30
MaxURLs 50

g{_Y:fCJU>P`Z 30 vD(;

URL,_Y:fzmLr+lw

main.html"welcome.htm MyZ_Y:fC

JU>D0 30 vksD URL#r*|;P

=o MaxURLs 5,yT9IS_Y:fD

3flwM0k 18 v4SD URL#

LoadURL
http://ww.joesmith.edu/favorites.html
LoadURL
http://www.janesmith.edu/dislikes.html
LoadTopCached 30
MaxURLs 25

g{_Y:fCJU>P`Z 30 vD(;

URL,_Y:fzmLr+lw

favorites.html"dislikes.html M_Y:fCJ

U>D0 30 vksD URL#;lwd|D

~,r*Q,v MaxURLs PD5#

LoadURL http://www.hello.com/hi.htm
LoadURL
http://www.ballyhoo.com/index.html
LoadTopCached 20
MaxURLs 25

g{_Y:fCJU>P`Z 20 vD(;

URL,_Y:fzmLrlw

hi.htm"index.html,T0_Y:fCJU>

D0 20 vksD URL,"R9ISgHD

3fPlw 3 v4SD URL#;lwd|

D~,r*Q,v MaxURLs PD5#

`XzmdCD~18n

_Y:fzmLr2IT(}1S`-zmdCD~PD`&18n4dC#*q!

k_Y:fzmLrPXDzmdCD~18n,kNDZ 155 3D=< B, :dCD

~18n;PDBPN<3f:

v Z 167 3D:AutoCacheRefresh - 8(Gq*9C_Y:f"B;

v Z 167 3D:CacheAccessLog - 8(_Y:fCJU>D~D76;

v Z 175 3D:CacheRefreshTime - 8(N1t/_Y:fzmLr;

v Z 182 3D:DelayPeriod - 8(ks.dD]#;

v Z 182 3D:DelveAcrossHosts - 8(gr_Y:f;

v Z 182 3D:DelveDepth - 8(_Y:f1*pcCJD4ScN;

v Z 182 3D:DelveInto - 8(_Y:fzmLrGq*pcCJ4S;

v Z 199 3D:IgnoreURL - 8(;"BD URL;

v Z 205 3D:LoadInlineImages - XF6k<qD"B;

v Z 205 3D:LoadTopCached - 8(*"BD\6-3f};

v Z 205 3D:LoadURL - 8(*"BD URL;

v Z 211 3D:MaxUrls - 8(*"BDns URL };

86 WebSphere Application Server: _Y:fzm\m8O



V$t/_Y:fzmLr

tCT/_Y:f"B,_Y:fzmLrZ8(D1dT/KP"BYw#;x,

z9If1S|nPKP_Y:fzmLr#

I4PD~4gBy>:

v Z Linux M UNIX =(O:usr/sbin/cacheagt

v Z Windows =(O:server_root\bin\cacheagt.exe

dP server_root G20_Y:fzmD}/wM?<(}g,C:\Program

Files\IBM\edge\cp)#

Z Linux M UNIX =(O,zIT9C cron X$Lrf1T/KP_Y:fzmL

r#\XZ cron Dw5(}r53 crontab D~mSP48(#Linux M UNIX O

D|nD~D>}u?G:

45 16 * * * /usr/sbin/cacheagt

K|n>}+Z1X1dD?lBg 4:45 t/_Y:fzmLr#g{Z{D0,z

I9C`vu?4`NKP_Y:fzmLr#*q!|`DE",kNDzDPX

cron X$LrDYw53D5#

19C cron X$LrKP_Y:fzmLr1,GCXUT/"B!n,zI9C_

Y:fdC –> _Y:f"BdCm%r`-zmdCD~4XUK!n#qr,_Y

:fzmLr?l<+`NKP#
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Z 21 B 9C2m_Y:f

Web OfZcDw?H%v~qwI&mDw?`G\UiD#;Vbv=8Gr%X

mS|`~qw#;x,19C`v_Y:fzm~qw1,;v_Y:fDZ]-

#kd|_Y:fPDZ]X~#}Kf"wP;X*D_`b,9;\o=nsZ

!xm,r*1=zm~qwDksZd_Y:fP;PGvD~1,hS4~qw

XBCf_Y:fD~#!\X4D_Y:fIT(}9Czm~qwDVc44n

!/,K=8Ta<B(}x(D~qwD=Sw?,"R?v4PD=S4S+v

SH}1d#

_Y:f2m(}Jm?v_Y:fkd|_Y:f2mdZ]4bvb)Jb#Z

!xmDa{Gr*BPB5:

v Ts;G`NCfD#

v sD"iOD_-_Y:fzzO_D|PJ#

*+`v_Y:fw*;v_-_Y:f9Ca)D=V=(:

v 6L_Y:fCJ(RCA)G_Y:fzmD;V&\?~,|(eKI1_Y:

fD}i#y]Z?_-,D~+7Xf"Zb)_Y:fDdP;vP#

v a)_Y:fzme~TJmzm~qw9CrXx_Y:f-i(ICP)#g{z

*2m_Y:fzmzwMG_Y:fzm_Y:fdD}]1,zIT9C ICP e

~,x;9C RCA#

I,19C RCA M ICP#

6L_Y:fCJ

ZF. RCA 1,<GBP(i:

v NkDzm~qwh*KK?|,"k_xm4S,S(}g,FDDI"SP2 \_)#

v RCA }iPDI1Jqh*G$ZD,bydCEa!I\DH(#

v zm~qw&C_P`FD]?(}g,CPU"Zfs!"_Y:fs!)#

v Xk\Y"zxg@##

v yP}iPDI1}<&C!Z 100#

v yP}iPDI1Xk9C`,f>D_Y:fzmm~#

":g{ RCA }iPDzm9C;,D Linux Yw53(}g,SUSE M Red

Hat),r7#yPdTHzmPD0nobody1C'_P`,D UID#li?(

FczOD /etc/ ?<PD\kMiD~u?,"8(`,D UID x0nobody1#

g{%4b)u~PDNN;u,r;,i/y\mDGw*}iDI1D;,~q

w,r;JO6L_Y:fCJ#
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dC6L_Y:fCJ

*dC6L_Y:fCJ,Z0dCM\m1m%P,!q_Y:fdC –> 6L_Y

:fCJ#Km%PDVN(e+2m;v_-_Y:fD|{}i#*?v}iI

1dkyhDE"#

*(}`-zmdCD~4dC6L_Y:fCJ,kNDZ 155 3D=< B, :dC

D~18n;PDN<BZ,Tq!BP18n:

v Z 165 3D:ArrayName - |{6L_Y:f}i;

v Z 212 3D:Member - 8(;v}iI1;

dCrXx_Y:f-ie~

rXx_Y:f-ie~9_Y:fzm\Z HTML 3fMd|I_Y:fDJ4P

Qw{O ICP D_Y:f#1zm~qwSU= HTTP ks1,|+QwT:D_Y

:fTq!KJ4#g{Z>X_Y:fP4R=KJ4,x ICP e~QtC,rzm

~qw+Z ICP i/E"|Pb0K URL ks,;sQKE"|"M=yP6pD

ICP TH_Y:f#g{TH_Y:fl&PJ4,zm~qw+STHD_Y:fP

lwJ4#g{P=vr`vTHO(Xl&,r&mZ;vl&#g{^THl&

*|P,r4~qwLxy]d$ww&mKks#}g,zm~qwIwCm;v

e~,Lx6L_Y:fCJ}L(1 RCA tC1)rlw|T:ksDJ4#

dC ICP e~

ICP e~G(}`-zmdCD~ ibmproxy.conf 4$nMdCD#ServerInit 18n"

PreExit 18nr=_<XkmS=dCD~D API 18n?V,byE\9C ICP e

~#y]_Y:fzmZ ICP 53PDG+,v(9CD)18n:

v TZw* ICP ~qw&\D_Y:fzm,9C ServerInit 18n4wC icpServer

#i#

v TZw* ICP M'z&\D_Y:fzm,9C PreExit 18n4wC icpClient #

i#

v TZw* ICP M'zM ICP ~qw&\D_Y:fzm,9CTO=V18n#

v 9C18n icpAddress"icpMaxThreads"icpPeer"icpPort M icpTimeout 4dCe~

9CDhC#

*4(b)18n,V$`- ibmproxy.conf D~,r1zm~qwQZKP1,,S

=0dCM\m1m%~qwdC –> ks&m –> API ks&m#

"b,prototype 18n(T"MN=)QmS= ibmproxy.conf D~D API ?V#b

) API 18nG4P?DD3rxPEPD#1mS API 18nTtCB&\Me~

#i1,k4dCD~-M?VPT>D3rEPb)18n#r_,!{"M"`

-(g{h*)API 18n,T|,T?vyh&\re~D'V#

ServerInit M PreExit 18n<_P=v5N:(1) 2mbDj<76 (2) /}wC#b

=v5NI0E(:)(g#Z;v5NG53X(D,"!vZe~i~D20;

C#Z~v5NG2`k=2mbPD,RXk4T>+7dk#

ZzmdCD~P,?v18nXkvVZ;PP#

ServerInit path_of_shared_library:icpServer
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Linux M UNIX >}:

ServerInit /opt/ibm/edge/cp/internet/lib/plugins/icp/libicp_plugin.so:icpServer

Windows >}:

ServerInit C:\Program Files\IBM\edge\cp\Bin\plugins\icp\icpplugin.dll:icpServer

PreExit path_of_shared_library:icpClient

Linux M UNIX >}:

PreExit /opt/ibm/edge/cp/internet/lib/plugins/icp/libicp_plugin.so:icpClient

Windows >}:

PreExit C:\Program Files\IBM\edge\cp\Bin\plugins\icp\icpplugin.dll:icpClient

*dCe~DhC,mSr^DZzmdCD~Pa)D ICP* 18n#*qCd|E

",kNDBP18nDhv#

v Z 198 3D:ICP_Address - 8( ICP i/D IP X7;

v Z 198 3D:ICP_MaxThreads - 8( ICP i/Dns_L;

v Z 198 3D:Occupier - 8( Occupier /:DI1;

v Z 199 3D:ICP_Port - 8( ICP i/DKZE;

v Z 199 3D:ICP_Timeout - 8( ICP i/DnsH}1d;

v Z 222 3D:PreExit - (F PreExit =h;

v Z 241 3D:ServerInit - (F~qwu</=h;
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Z 22 B /,X_Y:fzIDZ]

/,_Y:f&\9_Y:fzm\_Y:f/,zIDZ],dq=*4T IBM

WebSphere Application Server zID JavaServer Pages(JSP)M servlet Dl&#_Y

:fzmJdw#iZ&CLr~qwO9CT^Dl&,by|G\Zzm~qw

O_Y:f(}Z&CLr~qwD/,_Y:fP_Y:fb)#9CK&\,/,

zIDZ]IZxgD_5_Y:f,1`vM'zks`,Z]1,9Z]wzI

;Yr&CLr~qwwvX4ks#

":/,_Y:f&\?~;atCzm~qw4_Y:f4T URL i/Da{#*

_Y:fi/a{,dC_Y:f}Kw,bZZ 73 3DZ 18 B, :XF_Y:

fD)Z];PMZ 174 3D:CacheQueries - 8(_Y:fT|,JE(?)D

URL Dl&;D18ni<D5PPhv#I_Y:f4T4~qw(K~qw"

G IBM WebSphere Application Server)Di/a{#

P1XhtCi/_Y:fT9C/,_Y:f&\?~,}g,1 servlet 9Ci

/q=D URL 1#zm~qw+NN|,JE(?)D URL OwGi/#

T/,zIZ]xP_Y:fDf&ZZ:

v uYZ]wzOD:X#

v uY&CLr~qwOD:X#

v SlyksJ4+]xnUC'DYH#

v uY~qw.dDxm9C#

v Dx4(r~q/,XzIZ]D Web >cDIluT#

&CLr~qw*zm_Y:fv<vj+iID+C3f#zm;T(C3fxP

_Y:f#}g,S+C>c/,zI"Pv10lx$(D3fII IBM WebSphere

Application Server <v,I_Y:fzm_Y:f#;x,PvC':o5PZ]D/

,zID3fr;\Izm~qw_Y:f#xR,*K9/,zID3f\;_Y

:f,K3fDyPSi~2XkGI_Y:fD#

_Y:f/,D~M#fD~=ZD==;,;|GIIzI|GD&CLr~qw

49.I*^'#

/,_Y:fDu?ZBPivBG^'D:

v /,_Y:f,xXUwZ_Y:f5{1}%u?#

v servlet u?(servletcache.xml)rzmD ExernalCacheManager 18nP,1hC=

Z#

v ;vb?zmLrr&CLrwC/,_Y:f API T9_Y:fu?^'#

^'/,_Y:fu?IzI;u_Y:fzm/,_Y:fe~DX(5}D^'

{"lI#_Y:fzmSU^'{",,1GG= /WES_External_Adapter J4(;

w#;s,_Y:fzmS_Y:fPe}^'Du?#

/,_Y:fh*BPdC=h#

v IBM WebSphere Application Server dC:
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– dC?v&CLr~qwTjI>X/,_Y:f#

– dC?v&CLr~qwT9Cb?_Y:fJdw#

– 8(D)b?_Y:fICZ?vI_Y:fD servlet M JSP D~#

v _Y:fzmdC:

– tC_Y:fzmT9C/,_Y:fe~#

– 8(4,SdP/,Z]+;_Y:f#

*zm_Y:fdC IBM WebSphere Application Server

Z&CLr~qwdC/,_Y:f

4U IBM WebSphere Application Server D5DXZdC&CLr~qwD5w49C

|D>X/,_Y:f(2F*/,VN_Y:f)#/,VN_Y:fZ Application

Server _Y:fzmMb?_Y:f;%#

dC&CLr~qwJdw

9CF*b?_Y:fJdw(k Application Server ;p20)Dm~#i,IBM

WebSphere Application Server M_Y:fzmxP(E#

":kND IBM WebSphere Application Server 'V Web >c,TqC TechNote P

XdC/,_Y:fDE"#

dC/,_Y:fD_Y:fzm

*9zm~qw\_Y:f/,zIDZ](4T servlet M JSP Da{),zXkZ

zmdCD~ ibmproxy.conf Pv=v|D#Z;v|DtC/,_Y:fe~#i,

Z~v|DdC|T6pI_Y:f/,Z]D4#

hC Service 18ntC/,_Y:fe~

0~q1=hD API 18nCZtC/,_Y:fe~#*4(K18n,V$`-

ibmproxy.conf D~,r1zm~qwQKP1,9C0dCM\m1m%!q~qwd

C –> ks&m –> API ks&m#18nZ]T>Z>ZsfvVD>}P#

tC/,_Y:fD-M Service 18nw* ibmproxy.conf D~D API ?VD"M

fZ#|Pjb JSP e~#"b,-M API 18nTP?DD3rEP#1mS API

18nTtCB&\Me~#i1,k4dCD~-M?VPT>D3rEPb)1

8n#(I!)zIS-M API 18n}%"MV{,gPX*`-|GT|(?vZ

{D&\re~D'V#

y]B}>}hC Service 18n#("b,?v18nXkvVZzmdCD~D;P

O;b)>}P1*KIATxP;P{#)

v TZ AIX:

Service /WES_External_Adapter /opt/ibm/edge/cp/lib/plugins/
dynacache/libdyna_plugin.o:exec_dynacmd

v TZ Solaris:

Service /WES_External_Adapter /opt/ibm/edge/cp/lib/plugins/
dynacache/libdyna_plugin.so:exec_dynacmd
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v TZ Linux:

Service /WES_External_Adapter /usr/lib/libdyna_plugin.so:exec_dynacmd

v TZ Windows:

Service /WES_External_Adapter C:\Program Files\IBM\edge\cp\bin\plugins\
dynacache\dyna_plugin.dll:exec_dynacmd

g{_Y:fzmm~20ZG1!?<P,rC2076f;b)>}PD76#

hC ExternalCacheManager 18nT8(D~4

9XkdC?v_Y:fzmT6p/,zIDD~D4#*+ZKzm~qwO_

Y:f/,zIDZ]D?v&CLr~qw,+ ExternalCacheManager 18nmS=

ibmproxy.conf D~#K18n8( WebSphere Application Server +Zzm&_Y:f

a{,*~qwDZ]hCn$=Z1d#|`Dj8E"vVZZ 191 3D

:ExternalCacheManager - T IBM WebSphere Application Server PD/,_Y:f

dC_Y:fzm;#

ExternalCacheManager 18nP9CD~qwj6Xk%d&CLr~qwD

dynacache.xml D~Db?_Y:fiZP9CDij6#

TZOv>},mSBPu?=?vzmD ibmproxy.conf D~#

ExternalCacheManager IBM-edge-cp-XYZ-1 20 seconds

_Y:fzmv_Y:f IBM WebSphere Application Server(dij6%d

ibmproxy.conf D~D ExternalCacheManager u?)DZ]#
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Z 23 B w{zm~qw_Y:f

1tC_Y:f1,_Y:ff"h8DYHTZ_Y:fzmT\G.VX|D#

>ZxvKXZ!q;V_Y:ff"`MMdCzD_Y:ff"h8TqCnQ

T\D(i#

!q_Y:ff"iJ

_Y:fzmI9C=V;,`MD_Y:ff"iJ:

v Zf

v -<ELVx

Zf_Y:fa)KnlDD~lw,+GZf_Y:fDs!\=zm~qwOI

CZf}?D^F#EL_Y:f(I;vr`v-<ELVxiI)MZZf_Y

:f,+GZs`}ivBJm|sD_Y:fs!#

E/EL_Y:fT\

CZEL_Y:fDh8Vxh(CZ_Y:f;4,;*9Cb)omEL|,N

Nd|D~53,"R;*+|GCZ}f"zm_Y:f.bDNN?D#mb,

;*ZNNCZzm_Y:fDELO9C}]9u,r*|auYT\#

?v_Y:ff"h8(^[GEL9GD~)+<Bzm~qwODZf*z#;

cxT,9C{vomELw*%v_Y:fh8+zznQT\#9C RAID rd|

zF+`vomELiO=%v_-ELI\o;=$Z?D#g{zk*9C`v

EL,r(}9C_Y:fhCdCm%r`-zmdCD~PD CacheDev 18n4

+|G8(*`v_Y:fh8#K=(Jmzm~qwXFAM4=`vELD"

PT,"R;@5Yw53rELS53DT\#

_Y:f,xXU

zm~qwD_Y:f,xXU+Oz_Y:fPD=ZD~,"MEUdT_Y:

fCZBksDD~#1_Y:fPQ9CDUd?o=F*_.;jGD\m18

(D^F1+T/%",xXU,"Lx1AQ9CDUd?o=M.;jG#

r*,xXU}L9Cn! CPU J4"R;a0l4=ZD_Y:fJODICT,

yT;h*dC,xXUTZX(1dKP#

*Dx,xXUDT\,zIThC_.;jGMM.;jG#z9ITdCCZ,

xXUDc(`M#kNDZ 80 3D:,xXU;TqCXZ^D,xXUD|`E

"#

=(X(DnE/

BP=S(iCZZ?v=(OE/_Y:fT\#

© Copyright IBM Corp. 2005 97



AIX
nC9CyPICDomVx(PP)Z;vELO4(%v_-m#}g,x(;v

9-GB DEL,4(;vF* cpcache1 D 9-GB _-m#9Cd-<_-m

/dev/rcpcache1 q=/|"+d8(*zm_Y:fh8#

HP-UX M Solaris
ZzD_Y:fh8O,4(;v9CELD{vs!D%vVx(r,)#}g,Z

;v 9-GB DELO,4(;vF* c1t3d0s0 D 9-GB Vx#9Cdch8

/dev/rdsk/c1t3d0s0 q=/|"+d8(*zm_Y:fh8#

Windows
9CELD{vs!,4(%vVx#}g,Z;v 9-GB DELO,4(;vF* i:

D 9-GB Vx#9Cdch8 \\.\i: q=/|"+d8(*zm_Y:fh8#

XZdCzm~qwD_Y:fT0q=/"8(_Y:fh8DE"|(ZZ 63 3

DZ 4 ?V, :dCzm~qw_Y:f;P#
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Z 5 ?V dC_Y:fzm2+T

b;?Va)PXy>2+T"_Y:fzmP9C SSL"tCS\2~T09C

IBMTivoli® Access Manager (T0G TivoliPolicy Director)e~M PAC-LDAP Z(

#i=fDE"#

b;?V|,BPBZ:

Z 101 3DZ 24 B, :XZzm~qw2+T;

Z 103 3DZ 25 B, :~qw#$hC;

Z 107 3DZ 26 B, :2+WSVc(SSL);

Z 117 3DZ 27 B, :tCS\2~D'V;

Z 119 3DZ 28 B, :9C Tivoli Access Manager e~;

Z 121 3DZ 29 B, :9C PAC-LDAP Z(#i;
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Z 24 B XZzm~qw2+T

NNISrXxCJD~qw<ar|};X*DX"xxKP|D53x4gU#

4Z(DKI\"TBb\k"|BD~"4PD~rAz\}]#r,x|}KD

;?VZZ|D*ET#+G,Web TZ}+9CMDCG,1*ED#

Bf?VV[gNXFCJzD_Y:fzm~qwODD~DCJ_#

_Y:fzm'V2+WSVc(SSL),S,K&("M'z/@wM?j~qw

(Z]~qwrzm~qw).df0S\Mb\D2++d#

1_Y:fzmdC*zm1,|\("kM'zrZ]~qwr=_D2+,S#

*tC SSL ,S,Z0dCM\m1m%P!qzmdC –> SSL hC#ZKm%

O,!qtC SSL 4!r"8(\?7}]bM\?7}]b\kD~#

zII!;)y>@6k)4#$zD53:

v ZkzD>XrZ?xgVtDxgPEC;v~qwTCZ+2CJ#

v {CJm6LC'CJ~qwDZ?xLD5CLr#XpX,<GZKP~qw

D53O{C telnet"TN3270"rlogin M finger M'z#

v 9C|}KM@p=#

|}KJmz(e}]D44M%&#zIdCzD53T\x3)J4/?ji

O#

@p=+Z?xgkI+2CJDxg(g,rXx)Vt*#@p=ITG;i

Fczr%vFcz,#1=v=rDxX,wZMzY(}|+]Dw?#IBM

Firewall G@p=m~D>}#

v XF CGI E>#Z Web ~qwO9C CGI E>ax42+TgU,r*b)E>

I\aT>|(ngC'j6M\kHtP}]D73d?#Z~qwO4P CGI L

r.0,7#*@|7PD?D,"XFICJz~qwO CGI E>DCJ_#

":g{9CdCr<4dCzm~qw,;stC SSL,G4Xk*(}KZ 443 S

U=Dzmks4(;v3dfr#ghKb|`E",kNDZ 39 3D:(e

3dfr;#

>}:

Proxy /* http://content server :443

r_

Proxy /* https://content server :443
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Z 25 B ~qw#$hC

>BhvgN(}9C#$hC#$z~qwOD}]MD~##$hCGy]~q

wSUDks(XpGCks8rDX(?<"D~rD~`M)4%"D#Z#$

hCP,S18ny]*#$D?<rD~DXw,XF&CgNZ(r\xCJ#

9C0dCM\m1m%hC#$

*(e#$hCMgN&C|,Z0dCM\m1m%,!q~qwdC –> D5#

$#*BP=h9CKm%:

1. hCK#$frD3r#

#$frTdCm%OmPPvD3r&C#;c,SXb=;cPvfr#

9CB-K%M4%8(#$frD;C#

2. (eks#e#

#$Gy]kM'z"Mxzzm~qwDksZ]`HODks#e$nD#

ksGj{ U R L Ptz~qwwz{D;?V#}g,g{~qw{*

f i n e . f e a t h e r s . c o m , " R / @ w C ' d k U R L

http://fine.feathers.com/waterfowl/schedule.html,r~qwSUks

/waterfowl/schedule.html#ks#e8(*xP#$D?<M/rD~{#}g,y

]UUhvDks#e(/waterfowl/schedule.html)$n#$D;)ks|(

/waterfowl/* M /*schedule.html#

Z URL ks#eVNdkks#e#

3. (e#$hC#

#$hCaf*_Y:fzmgN&mkks#e%dDks#zI9C|{#$

hCrZD5#$m%(eBDhC#

*9C|{hC,%w|{#$%!4%,"Za)DVNPdk{F#*(eB

hC,%w1Sek%!4%"q-a)D5w(kND=h 6)#

4. !qks_X7(I!)#

;,DfrI&CZ4T;,~qwX7Dks#}g,1TU>D~DksGS

8(xz+>D IP X7SUD,rzI\*+;,D#$hC&C=G)ks#

":TZANDks_X7,XktC DNS iR#kNDZ 186 3D:DNS-Lookup

- 8(~qwGqiRM'zwz{;#

g{z*+ks_DX7|(ZfrP,Z~qw IP X7rwz{VNdk|#

5. %wa;#

g{z9CK|{#$hC,r^hmbdk#g{z!qK1Sek#$hCr

8(K;fZD|{hC,r53+r*=Sm%#
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6. hC#$j8E"#

g{z;8(VPD|{#$hC,rar*=Sm%,ZKm%OzI8(D)

C'ICJkks#e%dDD5r?<,T0JmG)C'4PD)Yw#

v \kO$hC - 8(CZC'O$D\kD~M/riD~#1a>zdkks

_{FM\k1,9*8(CZj6~qwD{F#

":;)/@w+C'j6M\k_Y:f"+|Gk~qwj6`X*#g{

z<U+,;v~qwj6k,;v\kD~;p9C,rzDC'I\a

"V|=c#

v mI( - 8(Z(D)C'riA"4r>}\#$D~#

7. %wa;#

8. XBt/~qw#

9CdCD~18nhC#$

*(}1S`-_Y:fzmDdCD~4hC#$,zXkWHKbBPJb:

v Protect"defProt M Protection 18n.dDnl#

– Protect 18n(}4Sks#e=#$hC4hC#$#kNDZ 222 3D

:Protect - *%d#eDks$n#$hC;Tq!|`E"#

– defProt 18nhCX(ks#eD1!#$hC#kNDZ 180 3D:DefProt -

*k#e%dDks8(1!#$hC;Tq!|`E"#

– Protection 18nCZ(e|{#$hC#kNDZ 226 3D:Protection - Zd

CD~P(eQ|{D#$hC;Tq!|`E"#

v #$gNkks7I;%

ks7I18n,g Map"Exec"Pass M Proxy,CZXFzD~qwS\D)k

s,T0|gN+ksX(r=5JDD~;C#ks7I18nk#$18n9

C`,Dks#e`M#r*TZ?vksa4PkZ;v%d#eX*D8n,

yTZdCD~P#$18nXkPvZ7I18nD0f,T9#$}7X$

w#*q!|`DE",kNDZ 222 3D:Protect - *%d#eDks$n#$

hC;#

v 1Sek#$hCM|{#$hC.dDnl

Protect 18nHICZ8(1Sek#$hC,2I}CVPD|{hC#=Vod

`MDo(T"Py;,#*q!|`E",kNDZ 222 3D:Protect - *%d

#eDks$n#$hC;#

v gN4#$hC

#$hCG9C#$S18nD;5Pod#XZ4#$hCDo(MN<E"|

,ZZ 155 3D=< B, :dCD~18n;P;kNDBPN<BZ:

– Z 222 3D:Protect - *%d#eDks$n#$hC;

– Z 226 3D:Protection - ZdCD~P(eQ|{D#$hC;

– Z 226 3D:Protection S18n - 8(;iJ4gN\#$;
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1!#$hC

1!zmdCD~|(h*\m1j6M\kTCJ /admin-bin/ ?<PD~D#$h

C#KhC^FT0dCM\m1m%DCJ#
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Z 26 B 2+WSVc(SSL)

2+WSVc(SSL)GZ+E""M=rXxO.0T/TE"S\,"Z9CE"

.0Zm;KTE"xPb\D53#1tPE"(gEC(E)ZrXxO"M

1,baT|xP#$#

_Y:fzm9C SSL #$zm~qw"a)2+D6L\m,gBfD?Vyhv

D# SSL 9ICZ#$=sK~qw(}g,Z]r&CLr~qw)D,S,"#

$zm~qw0dM'z.dD(E#

SSL UV

12+,SksS;vzw"M=m;vzw1(}g,1/@w"Mks=zC7

zm~qw1),at/ SSL #$#kso( https:// x;G http:// af*/@wZ

~qwl}2+,SksDKZ 443(x;GCZ;cksDKZ 80)O"Mks#*

("/@wM~qw.dD2+a0,=vzw4PF* SSL UVD;;,T,b\k

f6M!qCZTE"xPS\Mb\D\?#\?aT/zI,"R|GaZa0

=Z1=Z#dM=8(Yh* SSL V3)gB:

1. Client hello

(}"MhvM'zS\\&D Client Hello {",M'z+t/k_Y:fzm

D SSL a0#

2. Server hello

~qw+|D$i"M=M'z"!qCZ}]S\D\kW~#

3. Client finish

M'z"MCZ4(S\}]DTFS\\?D\k\?E"#K\?JOF*$

HXFS\,"R|GC~qwD+C\?(S~qwD$iqC;kNDZ 108

3D:\?M$i\m;)S\D#~qwMM'z<IS$HXFDX\qCA

M4TFS\\?#

4. Server finish

~qw"MnU7OM{vUV-iD{"O$zk(MAC)#

5. Client validation

M'z"M{"Ti$~qwjI{"#

6. Secure data flow

g{M'zi$~qwjI{",rS\}]w*<#

9C_Y:fzmw*2+,SDKc,IuazDZ]r&CLr~qwOD:

X#1_Y:fzm,$2+,S1,|4P+? CPU \/DYw:S\"b\M\

?4(#_Y:fzm9JmzdC SSL a0,1,Tns/?v\?D9C#

SSL D^F
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BP^FJCZ WebSphere Application Server D_Y:fzmPD SSL:

v _Y:fzm>m;\CwO$PD(kND:\?M$i\m;)#

v ;)/@wI\;'VCZ_Y:fzmDyPS\<u#

dC2+6L\m

9C2+WSVc(SSL)a)D2+T&\M\kO$,I5VzD_Y:fzmD

6L\m#byTxX5MK4Z(K1CJzm~qwDI\T#

*Z6L\mzD~qwZd&C SSL,9C https:// ksx;G http:// ksr*0d

CM\m1m%#}g:

https://your.server.name/yourFrontPage.html

\?M$i\m

gOyv,ZdC SSL .0,zXkhC\?}]b"q!r4($i#$iCZO

$~qwm]#9C IBM \?\m5CLr(P1F* iKeyman)ThCzD$iD

~#K5CLrG GSKit m~D?~,Km~|,Z Application Server P#GSKit 9

|(CZr*$iD~DyZ Java D<Ngf#

BPGhCzD SSL \?M$iDy>=h#

1. 7# GSKit Q20#Zs`}=(O,|Gk_Y:fzmi~;pT/20D#

Cm~|D{FG gsk7ikm(Z i386 D Linux 53OG gsk7ikm_gcc295)# GSKit

(#20Z ibm/gsk7/ ?<(Z AIX 53O20Z ibm/gskit/ ?<)#Z Windows

=(O,9ITS*<K%CJ|#

":Z Windows O,19C InstallShield 1,g{420 GSKit,rkliT7#

=20iJ?<D76;|,UWV{#

2. 9C\?\mw4(CZ2+xg(ED\?"SO$PDSU$i#1H}SO

$PDSU$i1,zI\v(4(T)p$i#

3. 4(\?}]b"8(\?}]b\k

":^[N16X_Y:fzm,<a6X\?M\?f"D~#*\bXkSO$

PDksB$i,Z6Xzmm~.0,+b=vD~D8]1>#fZm;v

?<P#

Z} Linux .bDyPYw53O,g{$iQ=Z,r_Y:fzm+;\}#t

/,+aT>;ums{",8>\?}]bQ=Z#Z Linux O,Czm4O%Gt

/K,+CxL\lMa{'"R;azINNms{"#

O$PD

zD+C\?Xkk4TO$PD(CA)(8(*z~qwODIEy CA)D}V)

p$iX*#zI(}rO$PD(CA))&La;$iks,4:rQ)p$i#

_Y:fzm'VBPb?D CA:

v VeriSign

v Thawte
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1!ivB,BP CA 8(*IE CA:

v Verisign Class 1 Individual Subscriber CA - G+4i$

v Verisign Class 2 Individual Subscriber CA - G+4i$

v Verisign Class 3 Individual Subscriber CA - G+4i$

v VeriSign Class 3 International Server CA

v VeriSign Class 2 OnSite Individual CA

v VeriSign Class 1 Public Primary CA

v VeriSign Class 2 Public Primary CA

v VeriSign Class 3 Public Primary CA

v VeriSign Class 1 Public Primary CA - G2

v VeriSign Class 2 Public Primary CA - G2

v RSA Secure Server CA(4T VeriSign)

v Thawte Personal Basic CA

v Thawte Personal Freemail CA

v Thawte Personal Premium CA

v Thawte Premium Server CA

v Thawte Server CA

9C IBM \?\mw5CLr

K?Va)9C IBM \?\m5CLr(iKeyman)DlYN<#9C\?\mw4(

zD SSL \?}]bD~"+C-(C\?TM$iks#SU CA )pD$i.s,

9C\?\mw+$iECZz4(K-<$iksD\?}]bP#

PX IBM \?\mwM GSKit D|j8DD5k GSKit m~r|Z;p#

hCzD53TKP\?\mw

Zt/ IKeyman GUI 0,4PBPYw:

1. 20 IBM r IBM `1D 32 ; Java 2 <u,V1.4.2

2. hC JAVA_HOME * Java ?<;C#}g:

v Windows:set JAVA_HOME=C:\Program Files\IBM\Java142

v Linux M UNIX:export JAVA_HOME=/usr/opt/IBMJava2-142

3. S JAVA_HOME/jre/lib/ext ?<}% ibmjsse.jar M gskikm.jar(g{fZ)M

ibmjcaprovider.jar D~#

":TZ Sun,C JAVA_HOME/lib/ext/ ?<f; JAVA_HOME/jre/lib/ext ?<#

4. yPBP JAR D~10<Z GSKit_Installation_path/classes/jre/lib/ext/ P#

v +8(D JAR D~4F= JAVA_HOME/jre/lib/ P

ibmjcefw.jar
ibmpkcs11.jar

v +8(D JAR D~4F= JAVA_HOME/jre/lib/ext P

ibmjceprovider.jar
ibmpkcs.jar

Z 26 B 2+WSVc(SSL) 109



v +8(D JAR D~4F= JAVA_HOME/jre/lib/security P

local_policy.jar
US_export_policy.jar

5. "a IBM JCE"IBM CMS M/r IBMJCEFIPS ~qa)_:

|B JAVA_HOME/jre/lib/security/java.security D~TZ Sun a)LrsmS IBM

CMS M IBM JCE a)Lr#}g:

security.provider.1=sun.security.provider.Sun
security.provider.2=com.ibm.spi.IBMCMSProvider
security.provider.3=com.ibm.crypto.provider.IBMJCE

Z GSKit_Installation_path/classes/gsk_java.security PITR=y>

java.security D~#

v *tC FIPS Yw,|B JAVA_HOME/jre/lib/security/java.security D~TZ Sun

a)_smS IBMJCEFIPS a)_#7# IBMJCEFIPS a)LrH IBMJCE "

aEH6_#}g:

security.provider.1=sun.security.provider.Sun
security.provider.2=com.ibm.spi.IBMCMSProvider
security.provider.3=com.ibm.crypto.fips.provider.IBMJCEFIPS
security.provider.4=com.ibm.crypto.provider.IBMJCE

6 . (I!)g{zG JSSE C'"R9C JSSE CJ c ryp to 2~,rZ

J A V A _ H O M E / j r e / l i b ? < P 2 0 i b m p k c s 1 1 . j a r , " R 4 U

GSKit_Installation_path/classes/native/native-support.zip PD5whC crypto

2~2mb#

":z9&CiR 2002 j 8 B 5 Us"PD JSSE m~|PD ibmpkcs11.jar#

* " a I B M P K C S 1 1 ~ q a ) _ , g B G | B

JAVA_HOME/jre/lib/security/java.security D~D;v>}:

security.provider.1=sun.security.provider.Sun
security.provider.2=com.ibm.crypto.provider.IBMJCE
security.provider.3=com.ibm.crypto.pkcs11.provider.IBMPKCS11

t/\?\mw

t/\?\mw<NC'gf,4gBy>:

v Z Linux M UNIX =(O,Z|na>{Bdk gsk7ikm#

v Z Windows =(O,%w*< –> Lr –> IBM WebSphere –> Edge
Components –> _Y:fzm –> t/\?\m5CLr#

"b,g{zZKa0Zd4(B\?}]bD~,rKD~+f"Zzt/\?\

mwD?<P#

4(BD\?}]b"\kMf"D~

\?}]bG~qwCZf";vr`v\?TM$iDD~#zI+;v\?}]

bCZzyPD\?TM$ir4(`v}]b#\?\m5CLrCZ4(BD\

?}]b"8(|GD\kMf"D~#

*4(\?}]bMf"D~:

1. t/\?\m5CLr#

2. SwK%,!q\?}]bD~ –> B(#
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3. ZB(T0rP,7#D~`M CMS \?}]bG!PD#dkzD\?}]b

{FMD~;CrS\1!5,key.kdb#%w7(#

4. Z\ka>T0r,dk"7OK}]bD\k#%w7(#

5. !qf"\kD~D4!r#1vVa>1,dk"7O\kTxPi$#+T>

TB{":DB-Type: CMS key database file keyfile_database_name

":g{z;f"\kD~,r~qw+t/+;ZKZ 443 Ol}#

1z4(BD\?}]b18(D\ka#$(C\?#K(C\?GI)pD5r

T9C+C\?S\D{"xPb\D(;\?#

18(\k19CBP<r:

v \kXkI@z"oV{/iI#

v \k$H&CAY*yvV{"|,AY=vG,x}V#7#\k;|,PXz

D+*IqCE"DiO,gzDU{rzDRKDU{"UM{D7;vV8r

vzUZ#

v f"\k#

-#|D\?}]b\kG;v\CDv(#;x,g{z8(\kD=ZUZ,r

G<N1|D|#Zz|D\k.0g{\k=Z,P;u{"a4=msU>P"

R~qw+t/,+^(xP2+xg,S#

4Ub)=h|D\?}]b\k:

1. SwK%,%w\?}]bD~ –> r*#

2. Zr*T0r,dk\?}]b{FrS\1!5,key.kdb#%w7(#

3. Z\ka>T0r,dkQ("D\k"%w7(#

4. SwK%,%w\?}]bD~ –> |D\k#

5. S|D\kT0r,dk"7OB\k#%w7(#

TZzmM LDAP ~qw.dD SSL ,S,+\?}]b\kEk pac_keyring.pwd

D~P#("b,pac_keyring.pwd D~;GI IKeyMan zID"fD~#)

4(BD\?TM$iks

\?}]bf"\?TM$iks#*4(+C-(C\?TM$iks,4Ub)

=h4P:

1. g{z44(\?}]b,rq-Z 110 3D:4(BD\?}]b"\kMf

"D~;PD5w#

2. Z\?\m5CLrP,SwK%,%w\?}]b –> D~ –> r*#

3. Zr*T0r,dk\?}]b{F(rg{9C1!5,%w key.kdb)#%w7

(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. SwK%,%w4( –> B$iks#

6. ZB(\?M$iksT0r,8(BPZ]:

v \?j):dkCZj6}]bPD\?M$iD;v{F(j)):}g,

my self-signed certificate r www.companyA.com#
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v Keysize:\?Ds!,}g,1024#(*K{C 128 ;S\,(i9C\?s

!* 1024#)

v i/{F:k\?X*Di/D{F,}g,Company A#

v i/%*(I!)

v Xx(I!)

v !/TNx/1=P(I!)

v J`(I!)

v zRrXx:zDzRrXxzk#zXkAY8(=vV{,}g US#

v $iksD~{:ksD~D{F#(I!)I9C1!{F#

7. %w7(#+T>7O{":

QI&XZD~ keyfile_database_name P4(BD$iks#

8. %w7(#zdkDj){+T>ZvK$iksjbBf#

9. ZE"T0rP,%w7(#+aQzQD~"M=O$PD#

10. }GzQ4(T)p$i(kNDTB?V04(T)p$i1Tq!j8E

"),qr+$iks"M= CA:

v 9\?\mw#VKP4,#

v t/ Web /@w"dkz*SPqC$iD CA D URL#

v 4U CA a)D5w"MzD$iks#

jI$iksI\h*==}\#1zH} CA &mzD$iks1,zI#1z

T:D CA "9C iKeyman 4(T)p~qw$i,TtCM'zMzD_Y:

fzm~qw.dD SSL a0#

4(T)p$i

ZH}"v$i1,9C\?\m5CLr4(T)p~qw$i,TtCM'zM

zDzm~qw.dD SSL a0#z9I9CCZbT?DDT)p$i#

4UK}L4(T)p$i:

1. g{z44(\?}]b,rq-Z 110 3D:4(BD\?}]b"\kMf"

D~;PD5w#

2. Z\?\m5CLrP,SwK%,%w\?}]b –> D~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. Z\?}]bZ]r\P,!qvK$i"%w4(B(T)p$i#

6. Z4(B(T)p$i0Z,8(BPZ]:

v \?j):CZj6}]bPD\?M$iD;v{F(j)):}g,my

self-signed certificate

v \?s!:\?Ds!,}g,512#

v +2{:~qwD+wz{,}g,www.myserver.com

v i/{:k\?X*Di/D{F,}g Company A

v i/%*(I!)

v Xx(I!)

v !/TNx/1=P(I!)
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v J`(I!)

v zRrXx:zDzRrXxzk#zXkAY8(=vV{,}g,US#

v P'Z:$iP'D1Z#

7. %w7(#

8. (}+\?D~Mf"D~mS=dChC,Z~qwP"a\?}]b(kND

Z 110 3D:4(BD\?}]b"\kMf"D~;)#

<v\?

9CK}L<v\?=m;v\?}]b:

1. t/\?\m5CLr#

2. SwK%,%w\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. Z\?}]bZ]r\P,!qvK$i,;s%wj)OD<v/<k4%#

6. Z<v/<k\?0ZP:

v !q<v\?#

v !q?j}]b`M(}g,PKCS12)#

v dkD~{r%w/@T!q|#

v dk}7;C#

7. %w7(#

8. Z\ka>T0rP,dk}7\k,YNdk\kT7O,;s%w7(T<v

y!D\?=m;v\?}]b#

<k\?

*Sm;v\?}]b<k\?:

1. t/\?\m5CLr#

2. SwK%,!q\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dk}7\k"%w7(#

5. Z\?}]bZ]r\P,!qvK$i,;s%wj)OD<v/<k4%#

6. Z<v/<k\?0ZP:

v !q<k\?#

v !q\?}]bD~`M(}g,PKCS12)#

v dkD~{r%w/@T!q|#

v !q}7D;C#

7. %w7(#

8. Z\ka>T0r,dk}7\k"%w7(#

9. ZS\?j)!qPmP,!q}7j){"%w7(#

PvO$PD

*T>\?}]bPIEO$PD(CA)DPm:
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1. t/\?\m5CLr#

2. SwK%,%w\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dk}7\k"%w7(#

5. Z\?}]bZ]r\,!q)p_$i#

6. %w)p_$i"vK$ir$iksTi4\?E"0ZD CA Pm#

SU CA $i

1!ivB,9CK}LS8(*IE CA DO$PD(CA)P,SU(}gSJ~

"MD$i(kNDZ 108 3D:O$PD;PDPm)#g{"vz CA )pD$i

D CA ;G\?}]bPDIE CA,rzXkWHf"K CA D$i"+K CA 8

(*IE CA#;s+zD CA )pD$iSU=}]bP#z^(SU4T;GIE

CA D CA )pD$i(kND:f" CA $i;)#

*+ CA )pD$iSU=\?}]b:

1. t/\?\m5CLr#

2. SwK%,!q\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. 7# DB-Type PmPDD~{G}7D#

6. Z\?}]b0ZP,!qvK$i,;s%wSU#

7. ZSD~SU$iT0rP,Z$iD~{D>VNPdkP'Dy> 64 ;`kD

D~{#%w7(#

8. *XU\?\m5CLr,SwK%,%w\?}]bD~ –> Kv#

f" CA $i

vIE CA )pD$iIS\CZ("2+,S#*+ CA mS=IEO$PDDP

m,zXkq!|D$i"f"*IED#4UK}L,Z+4TBD CA D$iSU

=}]b.0f"|:

1. t/\?\m5CLr#

2. SwK%,%w\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. Z\?}]bZ]r\,!q)p_$i,;s%wmS#

6. ZSD~mS CA $iT0rP,!qy> 64 ;`kD ASCII }]$iD~{,

r9C/@!n#%w7(#

7. Zj)T0rP,dkj){"%w7(#

8. 9CK4!rT8($i*IED(1!5)#

":9C0i4/`-14%4($is,i4K4!r#K4!rZfeOP

v,+GZmS$iZd;T>#

T>\?}]bPD1!\?

114 WebSphere Application Server: _Y:fzm\m8O



T>1!\?u?gBy>:

1. t/\?\m5CLr#

2. SwK%,%w\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{F(rS\1!5,key.kdb)#%w7(#

4. Z\ka>T0r,dkzD\k"%w7(#

5. Z\?}]bZ]r\,!qvK$iM!q CA $ij){#

6. Z\?E"0Z,%wi4/`-TT>$i1!\?E"#

'VD\kf6

BmPvKCZ SSL V2 M V3 DS\c(M"P#

\?TzI:RSA 512–1024 (C\?s!

SSL V2

@zf> vZf>

RC4 US RC4 Export

RC2 US RC2 Export

DES 56 ; ;IC

Triple DES US ;IC

RC4 Export ;IC

RC2 Export ;IC

SSL V3

@zf> vZf>

Triple DES SHA US DES SHA Export

DES SHA Export RC2 MD5 Export

RC2 MD5 Export RC4 MD5 Export

RC4 SHA US NULL SHA

RC4 MD5 US NULL MD5

RC4 MD5 Export NULL NULL

RC4 SHA 56 ; ;IC

DES CBC SHA ;IC

NULL SHA ;IC

NULL MD5 ;IC

NULL NULL ;IC

9I(}1S`-zmdCD~dCb) SSL f6#*q!j8E",kNDZ 155

3D=< B, :dCD~18n;PDN<BZ,Tq!XZBP18nDE":

v Z 251 3D:V2CipherSpecs - Pv SSL V2 D'V\kf6;

v Z 252 3D:V3CipherSpecs - Pv SSL V3 D'V\kf6;
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v Z 193 3D:FIPSEnable - T SSLV3 M TLS tC*OE"&mj<(FIPS)K

<D\k;

CZ_Y:fzmD 128 ;S\

Vva) 128 ;S\f>D_Y:fzm#56 ;f>;YIC#g{z}Z|BH0

Df>,rIT+_Y:fzm1S20=10Q20D 128 ;r 56 ;f>O#g{

zH09CDG 56 ;(vZ)/@w,rzXk}6= 128 ;/@w,byE\{C

zmPD 128 ;S\#

Z+_Y:fzmD 56 ;f>}6= 128 ;f>s,g{CZS\$iD\?s!h

C* 1024,r^h|DdC#;x,g{\?s!hC* 512,r*K{CzmD 128

;S\,zXkB(\?s!* 1024 D$i#9C IBM \?\mw5CLr

(iKeyman)4(B\?#

1. t/\?\mw#

v Z Linux M UNIX =(O,Z|na>{Bdk gsk7ikm#

v Z Windows 53O,%w*< –> Lr –> IBM WebSphere –> Edge
Components –> t/\?\m5CLr#

2. SwK%,%w\?}]bD~ –> r*#

3. Zr*T0r,dkzD\?}]b{(rg{z}Z9C1!5,%w key.kdb)

"%w7(#

4. g{\ka>T0rr*,dkzD\k"%w7(#

5. SwK%,%w4( –> B$iks#

6. ZB(\?M$iks0ZP,8(BPZ]:

v \?j):dk;v{F,CZj6}]bPD\?M$i#

v \?s!:!q 1024#

v i/{F:dkk\?X*Di/{F#

v zRrXx:dkzDzRrXxzk#zXkAY8(=vV{,}g US#

v $iksD~{:dkksD~D{F,rI!X9C1!{F#

7. %w7(#

kNDZ 108 3D:\?M$i\m;TqC IBM \?\mw5CLrDj8V[#

"b,Kf>Dz7Z SUSE Linux O;'VS\#
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Z 27 B tCS\2~D'V

4UK}LtC*6XD SSL UV}LTS\2~(:

1. y]FlL5w20S\2~(#

2. *_Y:fzmtC SSL#ghKb|`E",kNDZ 107 3DZ 26 B, :2+

WSVc(SSL);#

3. V$`- ibmproxy.conf dCD~PD SSLCryptoCard 18n#;PK18nDu

?vVZ0dCM\m1m%#*q!|`DE",kND SSLCryptoCard 18n

}C,Z 245 3D:SSLCryptoCard - 8(Q20DS\(;#
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Z 28 B 9C Tivoli Access Manager e~

k Tivoli Access Manager(T0G Tivoli Policy Director);pa)D_Y:fzme

~9_Y:fzm\9C Access Manager xPO$MZ(#Ke~9;vs5\;9

C Access Manager xP Web CJXF,TmS Edge Server <ux^h(}*zm

~qwhC@"DZ(=8xxPX4D$w#

*qCXZ Tivoli Access Manager Dd|E",ki4Cz7 Web >c:

http://www.ibm.com/software/tivoli/products/#*qCPXm~M2~hsT020 Access

Manager e~DE",kNDk Tivoli AccessManager ;pa)DD5#

":Tivoli Access Manager e~Z Red Hat Linux OI\;'V#*5 Tivoli TqC

XZ Linux =(D10'VE"#

dC

_Y:fzmDhCE>k Access Manager e~;pa)#

9CdCE>0*4PD=h

ZKPE>0,4PBPYw:

v 20yPXhDm~#

v 7#zm~qwhC*9CKZ 80(bG1!5)#

v dCzD LDAP M Access Manager i~,"7#zZdC Access Manager e~

1|G}ZKP#

v 7#z_P Access Manager \m1j6,"R LDAP \m1{GICD#b)5

GhCzm~qwXhD#

9CdCE>

hC{* wslconfig.sh DE>,|a)Z /opt/pdweb-lite/bin/ ?<P#a>1,dk

Access Manager \m1j6M LDAP \m1{F#

dCE>T/4PBP=h:

v Q_Y:fzmC'j6hC* root,"+ij6hC* other

v Q noLog 18nhC* *,byNNn<;a4k_Y:fzmCJU>P

v CBPE"4( ServerInit 18n:

ServerInit /opt/pdweb-lite/lib/wesauth.so:WTESeal_Init
/opt/pdweb-lite/etc/ibmwesas.conf

v CBPE"4( PreExit 18n:

PreExit /opt/pdweb-lite/lib/wesauth.so:WTESeal_PreExit

v CBPE"4( Authorization 18n:

Authorization * /opt/pdweb-lite/lib/wesauth.so:WTESeal_Authorize

v CBPE"4( ServerTerm 18n:

ServerTerm /opt/pdweb-lite/lib/wesauth.so:WTESeal_Term
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4( Protect odM Protection hC,QyPks*"= Access Manager O$}L,

gBy>:

Protection PROXY-PROT {
ServerId WebSEAL-Lite

Mask All@(*)
AuthType Basic

}
Protect * PROXY-PROT

t/_Y:fzmM Access Manager e~

ZdCzm~qwM Access Manager e~s,9C|n wslstartwte(x;G

ibmproxy start)4t/zm~qw#wslstartwte |nT/0k73d?,b)d?

G Access Manager e~u</1h*D#g{t/zm~qw1;9C wslstartwte,

G4aT>;uPX Access Manager e~Dms{"#19CCe~1,`&D#9

|n ibmproxy stop T;P'#
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Z 29 B 9C PAC-LDAP Z(#i

Ev

14PZ(rO$}L1,PAC-LDAP Z(#i9_Y:fzm\CJa?6?<CJ

-i(LDAP)~qw##iI=vi~/iI:;T2mb(|G+ LDAP &\mS

=_Y:fzm API)M_TO$XF(PAC)X$Lr#1t/_Y:fzm1,

ibmproxy.conf D~PD ServerInit 18n8>2mbu</;vr`v PAC X$Lr#

2mbA paccp.conf D~T7( PAC X$Lr}MXw#Zu</Zd,X$Lr*

dC18nA pac.conf D~,"*_TE"A pacpolicy.conf D~#;s,ibmproxy.conf

D~PD Authentication 18n8>zm~qwZh*Z(1wC2mb,r_

Authentication 18nZj< HTTP ks&mZd,[a_Y:fzm$ww#

O$

O$}L7(a)D>$/(C'{M\k)GqP'#K}L|(i$C'GqZ

"am"Ri$a)D\kGq%d"amPf"D\k#b)G(}ZO$=hZ

d9C PAC-LDAP #ix4PDYw#

1tC PAC-LDAP Z(#i4O$1,|I*1!b,C'j6"\kMi+SPl

w#IZ HTTP ks(}_Y:fzm$ww+],yT?v Protect 18n+ksD

URL kdks#e`HO#g{%d"z,Protect 18nwC#$#=,C#$#=

|,~qwj6"9CDO$`M"JCZksM'zDZkfrT0\kMiD~

D;C#g{4(e\kD~,rC'j6M\k+(} PAC-LDAP Z(#ilw#

`M 0"1"2 M 3 _T(eO$=8#g{O$(},r*ksa)~q;qr,_

Y:fzm+ 401 ms5X=M'z#

Z(

Z(}L7(C'Gq_PCJ\#$J4XhDmI(#9C PAC-LDAP #i1,

|(&C$tZ HTTP ksD pacpolicy.conf D~PDZ(fr#

1*Z(tC PAC-LDAP Z(#i1,pacpolicy.conf D~PDZ(fr+&CZ HTTP

ks#IZ HTTP ks(}_Y:fzm$ww+],yT?v Protect 18n+ks

D URL kdks#e`HO#g{%d"z,Protect 18n+wC#$#=#ZbV

ivB,#$#=GI PAC-LDAP Z(#i[aDZ(}L# Authorization 18n+

ksD URL kdks#e`HO,"R1"z%d1,wC PAC-LDAP Z(#i#

(eZ pacpolicy.conf D~PD`M 4 _Tx;=8/KwV URL ksXhDO$#

a?6?<CJ-i(LDAP)

LDAP Tn!D53J4{D,a)T X.500 ?<D;%=CJ#IANA QQ TCP K

Z 389 M UDP KZ 389 8(x LDAP#*q!|`DE",kND RFC 1777,d

P(eK LDAP#
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PAC-LDAP Z(#iDyPi~#Z Linux M UNIX 53O,_Y:fzm

library(./lib/)?<"PAC-LDAP Z(#ib(./lib/plugins/pac/)?<"~xF(./bin/)

?<MdC(./etc/)?<Z /opt/ibm/edge/cp/ ?<P4(#;s,+{E4SS

/usr/lib/"/usr/sbin/ M /etc ?<4(=b)z7DX(?<P#

?<a9

Linux M UNIX ?< Windows ?< Z]

/opt/ibm/edge/cp/ \Program Files\IBM\edge\cp\ _Y:fzmy>?

<(cp_root)

cp_root/sbin/ \Program Files\IBM\edge\cp\Bin\ _Y:fzm~xF

ME>

/usr/sbin/ = cp_root/sbin/ D

{E4S

cp_root/etc/ \Program Files\IBM\edge\cp\etc\ _Y:fzmdCD

~

/etc/ = cp_root/etc/ D{

E4S

cp_root/lib/ \Program Files\IBM\edge\cp\lib\plugins\ _Y:fzmb

cp_root/lib/ plugins/pac/ \Program

Files\IBM\edge\cp\lib\plugins\pac\

PAC-LDAP Z(#

ib

/usr/lib/ = cp_root/lib/ M

cp_root/lib/

plugins/pac/ D{E

4S

cp_root/server_root/pac/data/ \Program

Files\IBM\edge\cp\server_root\pac\data\

PAC-LDAP Z(#

i}]f"

cp_root/server_root/ pac/creds/ \ P r o g r a m

Files\IBM\edge\cp\server_root\pac\creds\

PAC-LDAP Z(#i

>$

LDAP e~D~

Linux M UNIX D~{ Windows D~{ hv

libpacwte.so pacwte.dll 2mb

libpacman.so pacman.dll 2mb

pacd_restart.sh pacd_restart.bat PAC X$LrXBt/E>

paccp.conf, pac.conf,

pacpolicy.conf

paccp.conf, pac.conf,

pacpolicy.conf

dCM_TD~
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2+ PACD-LDAP ~qw,SD=S*s

LDAP M'z|h* GSKit
*tC PACD X$LrM LDAP ~qwdD2+WSVc(SSL),S,z&C20

LDAP M'z|h*D GSKit |#1!ivB,_Y:fzmzwOh*"a) GSKit

7,+|I\;GzwOD LDAP M'zh*Df>#IT;,xLZ,;zwO9C

;, GSKit f>#

+ GSKit \?D~E= $pacd_creds_dir/pac_keyring.kdb,x+\kE=

$pacd_creds_dir/pac_keyring.pwd#

":*q!PX LDAP ~qwD GSKit *sE",kNDTB Web >cD IBM

Directory Server D5:http://www.ibm.com/software/tivoli/products/directory-server/

Xk* Linux 53hC LD_PRELOAD 73d?

Z Linux 53O,LD_PRELOAD 73d?Xk4gBy>xPdC,TtC PACD X

$LrM LDAP ~qwdD SSL ,S#+d?hC*BP5:

LD_PRELOAD=/usr/lib/libstdc++-libc6.1-1.so.2

Z>ZPH0}C}D GSKit *s2JCZ Linux 53#

`- ibmproxy.conf D~TtC PAC-LDAP Z(#i

}v18n(ServerInit"Authorization r Authentication)M ServerTerm XkmS=

ibmproxy.conf D~D API 18n?V,byE\u</ PAC-LDAP Z(#i#*4

(b)18n,V$`- ibmproxy.conf D~,r_g{zm~qwQZKP,r9C

rXx/@w,S=0dCM\m1m%,"r*0API ks&m1m%(%w~qw

dC –> ks&m –> API ks&m)#ZzmdCD~P,?v18nXkvVZ;

PP,^[ZK?VPxvDb)>}Gq|,;P{Tce~T>#

"b,prototype 18n(T"Mq=)Z ibmproxy.conf D~D API ?VPxv#b

) API 18nG4P?DD3rxPEPD#1mS API 18nTtCB&\Me~

#i1,k4dCD~-M?VPT>D3rEPb)18n#r_,!{"M"`

-(g{h*)API 18n,T|,T?vyh&\re~D'V#

ServerInit 18nP}v5N:(1) 2mbDj<76,(2) /}wC,M (3) paccp.conf

D~Dj<76#Z;MZ~v5NI0E(:)(g#Z~MZ}v5NIUq(

g#Z;MZ}v5NG53X(D,"!vZe~i~D20;C#Z~v5NG

2`k=2mbPD,RXk4T>+7dk#19C0API ks&m1m%4(

ServerInit 18n1,XkZ/}{VNPdkZ~MZ}v5N#Z}v5NT>Z IP
#ePP#

Authorization 18nP}v5N:(1) ks#e"(2) 2mbDj<76,M (3) /}

{#+ HTTP kskks#eHO,T7(GqwC&CLr/}#ks#eI|,-

i"rMwz;ks#e0IP1\( /);I9CGE(*)w*(d{#}

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* T0 * y*P'#/}

{GZLrPx(zD&CLr/}D{F#|G2`kD,RXk4T>+7d

k#0=v5NIUq(g#s~v5NI0E(:)(g#
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Authentication 18nP=v5N:(1) 2mbDj<76M (2) /}{#b=v5NI

0E(:)(g#Z;v5NG53X(D,"!vZ2mbD20;C#1+_Y:

fzmCw4rzm1,Z;v5ND URL #eXkTD5y(/)*7# Z~v5

NG2`k=2mbPD,RXk4T>+7dk#

ServerTerm 18nP=v5N:(1) 2mbDj<76M (2) /}{#b=v5NI0

E(:)(g#Z;v5NG53X(D,"!vZ2mbD20;C#Z~v5NG

2`k=2mbPD,RXk4T>+7dk#1zm~qwXU1,K18nU9

PAC Z(X$Lr#g{X$LrDyP_kzm~qwDyP_;,,rzm~qw

I\^(#9CX$Lr,ZbVivB,\m1XkV$#9KX$Lr#

ServerInit path_of_shared_library:pacwte_auth_init path_of_conf_policy_file

Linux M UNIX >}:

ServerInit /usr/lib/libpacwte.so:pacwte_auth_init /etc/pac.conf

Windows >}:

ServerInit C:\Progra ~1\IBM\edge\cp\lib\plugins\
pac\pacwte.dll:pacwte_auth_init C:\Progra ~1\IBM\edge\cp

Authorization request-template path_of_shared_library:pacwte_auth_policy

Linux M UNIX >}:

Authorization http://* /usr/lib/libpacwte.so:pacwte_auth_policy

Windows >}:

Authorization http://* C:\Program Files\IBM\edge\cp\lib\plugins\
pac\pacwte.dll:pacwte_auth_policy

Authentication BASIC path_of_shared_library:pacwte_auth_policy

Linux M UNIX >}:

Authentication BASIC /usr/lib/plugins/pac/libpacwte.so:pacwte_auth_policy

Windows >}:

Authentication BASIC C:\Program Files\IBM\edge\cp\lib\plugins\
pac\pacwte.dll:pacwte_auth_policy

ServerTerm path_of_shared_library:pacwte_shutdown

Linux M UNIX >}:

ServerTerm /usr/lib/libpacwte.so:pacwte_shutdown

Windows >}:

ServerTerm BASIC C:\Program Files\IBM\edge\cp\lib\plugins\
pac\bin\pacwte.dll:pacwte_shutdown

`- PAC-LDAP Z(#idCD~

PAC-LDAP Z(#i dCM_TD~Xk9CD>`-wV$`-#18n{kdZ

;v5N.dC0E(:)Vt#`v5NdC:E(,)(g#|,ZdCM_TD~

PD"MICZoz`-KD~#\?_T18nT>gB#

124 WebSphere Application Server: _Y:fzm\m8O



paccp.conf
Z_Y:fzmu</Zd,paccp.conf I2mbA!,"|,*t/D?v PAC X

$LrD(e([PAC_MAN_SERVER] Z)#?v PAC X$LrXk5PdT:D

[PAC_MAN_SERVER] Z#

[PAC_MAN_SERVER]
hostname: # name of PAC daemon
port: # port pacd is listening on

[PACWTE_PLUGIN]
hostname_check:[true|false] # enables DNS lookup. Must have

# DNS lookup turned on for ibmproxy to work.

pac.conf
pac.conf D~8( PAC X$Lr"T,SD LDAP ~qw#

[PAC_MAN_SERVER]
hostname: # name of PAC daemon
port: # port pacd is listening on
conn_type:ssl # comment out if you do not use SSL
authentication_sequence: [primary|secondary|none]
authorization_sequence: [primary|secondary|none]

[LDAP_SERVER]
hostname: # LDAP Server hostname
port:389 # Port LDAP is listening on
ssl_port:636 # SSL port used by the LDAP server
admin_dn: # User with permission to access the LDAP server

# specify admin_dn:NULL to enable anonymous binding
search_base: # Portion of LDAP tree to search for policy info

# If not required, specify search_base:NULL
search_key: # ID field to search

[CACHE]
cred_cache_enabled [TRUE|FALSE] # turn credentials cache on
cred_cache_min_size:100 # minimum number of credentials to cache in pacd
cred_cache_max_size:64000 # maximum number of credentials to cache in pacd
cred_cache_expiration:86400 # when a credential expires
policy_cache_enabled:[TRUE|FALSE] # turns policy cache on/off
policy_cache_min_size:100 # min. number of policy related items to cache
policy_cache_max_size:64000 # max. number of policy related items to cache
policy_cache_expiration:86400 # when a policy related item expires

pacpolicy.conf
?v LDAP _TZdCM_TD~P<9CBP#e#?v_TXkTC=(E(!D

s4X|V POLICY *7#

[POLICY]
default_policy:[grant|deny] # describes the default policy for users

# that are not described in the POLICY section
pac_client_hotname: # the instances of Caching Proxy that are allowed

# to use a policy list
id: # the id for the LDAP entry or ip/hostname

# (wildcard supported, such as *.ibm.com)
grant:[true|false] # true means to grant access, false means

# to deny access
type:[0|1|2|3|4] # 0 LDAP entry that is a group,

# 1 LDAP entry that is not a group,
# 2 IP address
# 3 hostname
# 4 URL

propagate:[true|false] # true means that the access rights (grant
# or deny) will be propagated to all
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# descendants or members
stop_entry:[entry|NULL] # Propagation of the access right stops

# at this entry. If the id is a group,
# stop_entry must be set to NULL.
# stop_entry may be applied to an IP
# address or hostname. Each stop_entry
# must be on its own line

exception_entry:[entry|NULL] # Assignment of the access right skips
# these entries, but continues through their
# subtrees. This may be a list of entries.
# exception_entry may be applied to a group,
# IP address, or hostname. Each
# exception_entry must be on its own line.

Exception_type:
Exception:

Z id M stop_entry 18nP,v'VZ IP X7Dns;;rwz{DZ;;9C

(d{(*)#exception_entry P;'V(d{#ZyPVNP,NN LDAP u?<;

'V(d{#

'V`v_T,g{_Td"ze;,5 false <U_PEH6#;d05,NN_T

P;*P;v\x,Mah9CJ#dCM_TD~PyPD_T3rG;`XD,

rK;*("EH6#

*qC;i_T>},kNDdCD~?<PD pacpolicy.conf D~#

":6WDi;\S8iLP_T#;PG)Z3viO4PD_T,CiEGK_

TDT=I1#

4( pac_ldap.cred
Z /cp_root/server_root/pac/creds P4({* pac_ldap.cred D?D>D~#KD~

|,k admin_dn 18nPDC'{`&D\k,K\kZ pac.conf D~P#

":*tCd{s(,+ pac.conf PD admin_dn 18n|D* admin_dn:NULL,"

+ibV{.Ek pac_ldap.cred D~P#

ZZ;NAKD~1,PAC X$LrS\K\k#

*Z Linux M UNIX =(O4(D~ pac_ldap.cred,"vBP|n:

cd cp_root/server_root/pac/creds
echo "password" > pac_ldap.cred
chown nobody pac_ldap.cred
chgrp nobody pac_ldap.cred
(Z SUSE Linux O,9C chgrp nogroup pac_ldap.cred#)

*Z Windows =(O4(KD~,ZD>D~Pdk\k"Z server_root\pac\creds\ ds\

?<Pf"KD~#

t/M#9 pacd
LDAP Z(X$Lrw* pacd xLKP#zIT(}9Ca)DE>,Z;PO_Y

:fzmDivBXBt/ LDAP Z(X$Lr#4gBy>KP pacd E>:

v Z Linux M UNIX =(O:

/usr/sbin/pacd_restart.sh pacd_user_id
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v Z Windows =(O:

C:\Program Files\IBM\edge\cp\Bin\pacd_restart.bat CP_install_root

":(}Z AIX 53O9C stopsrc -ibmproxy |nrZ HP-UX"Linux M Solaris

53O9C ibmproxy -stop |n,pacd xLITZ_Y:fzm~qwXUs

LxKP#9C kill |nIT2+XU pacd xL,4gBy>:

kill -15 pacd_process_ID

Z HP-UX O:PAC-LDAP e~M pacd ZKP1I\;0kdyPDSt2mb#9

C|G.0,7#53d?4gBy>hC

SHLIB_PATH=/usr/lib:/usr/IBMldap/lib
PATH=/usr/IBMldap/bin:$PATH
PATH=/usr/IBMldap/bin

/usr/IBMldap/ G HP-UX OD LDAP M'zD1!2076#g{ LDAP M'z2

0Z;,D;C,k`&w{ PATH M SHLIB_PATH#g{;hCb)d?,I\a

"zTBms:

v tC PAC-LDAP e~s,ZmsU>P+vVTB{"

"Serverinit Error: server did not load functions
from DLL module /opt/ibm/edge/cp/lib/plugins/pac/libpacwte.sl"

v "Tt/ /usr/sbin/pacd 1,+T>TB4Sms

0/usr/lib/dld.sl:^(iR2mb libibmldap.sl D76
/usr/lib/dld.sl:;PgKD~r?<
;l#U91

Z Linux O:TZ SUSE Linux Enterprise Server 9,ldd pacd I\a(fR;=

libldap.so#*bvKJb,4(TB{E:

ln -s /usr/lib/libldap.so.19 /usr/lib/libldap.so

Z AIX O:1C IBM Tivoli Directory Server 5.2 t/ pacd 1,PAC-LDAP #iI

\^(0k,<BBPms:

exec():0509-036 IZBPms,^(0kLr /usr/sbin/pacd :
0509-022 ^(0k#i /usr/lib/libpacman.a#
0509-150 ^(0kSt#i libldap.a#
0509-022 ^(0k#i libldap.a#

*bvKJb,4(TB{E:

ln -s /usr/lib/libibmldap.a /usr/lib/libldap.a

":Z+_Y:fzmdC*9C LDAP O$s,aT>BPms:

^(* Uid i!5,5Xk:3

49 LDAP O$Z}#$w2aT>Kms#IvTKms#
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Z 6 ?V `S_Y:fzm

b;?Va)PX9CU>M~qwn/`Sw`S_Y:fzmD5w#

b;?V|,BPBZ:

Z 131 3DZ 30 B, :dCU>G<;

Z 137 3DZ 31 B, :9C~qwn/`Sw;
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Z 30 B dCU>G<

*(FU>G<,zI9C0dCM\m1m%,r`-zmdCD~PD18n#

zIThCBP!n:

v f"U>D~D76MD~{

v SCJU>D~P|(ME}E"D}Kw

v i5r>}U>D,$!n

XZU>

}KB~U>MmsU>.b,_Y:fzm9I4(}V`MDCJU>:

v CJU>:

– CJU> - zYT_Y:fzm>mD>X\mks#

– _Y:fCJU> - zY;Z_Y:fPDTsDks#

– zmCJU> - zY4T4~qwzmDks#

v B~U> - zY_Y:fN<{"#

v msU> - zYk_Y:fzm`XDms{"#

_Y:fzmZ?lg94(BDU>D~#g{zmZg914ZKP,r+Z1

lZ;Nt/|14(BU>#zIT*?vU>D~8(?<MD~{0:;4(

D?vU>D~9|,;vUZs:,q=* .Mmmddyyyy(}g,.Apr142000)#

r*U>I\a9Cs?Ud,k<G+zDU>D~f"Z;vkYw53M_Y

:fVkDf"h8O,T@9ms#mb,4Z 134 3D:,$Mi5U>;PD

8(dCU>,$}L#

U>D~{My>!n

*8(zm~qwU>Dy>dC,Z0dCM\m1m%P,!q~qwdC –> U

>G< –> U>D~#8(z*9CD?vU>D~D76kD~{#?vU>D10

D~{T>Z`&DD>rP;g{zP48(76,r+T>1!76#

G<=zmU>PDE";aT/4k53U>,+GzIdC_Y:fzmT(}

K4k|T:DU>r;4k|T:DU>x)4k53U>#ZU>D~m%O,

!q+E"G<=53U>4!r#k"b,53U>XkZK!n;!q.0Q4

(#

*8(+zm~qwU>E"v4k53U>,zXk`-zmdCD~;kNDZ

207 3D:LogToSyslog — 8(Gq+CJE""M=53U>(v Linux M

UNIX);DN<BZ#

`XDdCD~18n

*9CzmdCD~hCU>,kNDZ 155 3D=< B, :dCD~18n;PDN

<BZTq!XZBP18nDE":
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v Z 157 3D:AccessLog - |{CJU>D~D76;

v Z 167 3D:CacheAccessLog - 8(_Y:fCJU>D~D76;

v Z 188 3D:ErrorLog - 8(G<~qwmsDD~;

v Z 190 3D:EventLog - 8(B~U>D~D76;

v Z 207 3D:LogToSyslog — 8(Gq+CJE""M=53U>(v Linux M

UNIX);

v Z 229 3D:ProxyAccessLog - |{zmCJU>D~D76;

CJU>}Kw

CJU>G<wz"zmM_Y:fDn/#TZzDzmSUD?vCJks,Z

`&DCJU>PD;vu?|,BPE":

v ks24

v N1ks|

v -ks|

v ksD=(

v zD~qw*l&ks"MDD~`M

v 5Xk,|mwksGqI&

v "MD}]s!

CJms;G<=~qwDmsU>P#

XFyG<DZ]D-r

^FyG<Z]D-rgB:

v *KuYU>s!

;v1&D~qwDU>D~I\dC+s,TAZnz~qwDELUd#1!

ivB,+G<yPCJks,bb6E;v** HTML 3f("U>u?,xR

**C3f|,D?v<q("U>u?#v|(PbeDCJksITTxuY

U>PDu?}#}g,zI\h*dCzDCJU>Tc|G|, HTML 3fC

JksxG GIF <qksDU>u?#

v *KU/?jE"

}g,g{zT-S+>b?CJzD~qwPK$,rIT}KtS+>Z?D IP

X7"vDCJks#g{zTiw;vX( Web >cD[ZD}?PK$,rz

IT4(;vvT>TC URL DCJks}DCJU>#

SCJU>PE}DE";aG<=NNCJ(fP,"R;IZ+49C#rK,

g{z;7(zh*zY`YCJE",k#XX&CE}}Kw,1AzqCXZ

`SzD~qwD-i#

dCCJU>}Kw

CJU>u?IyZBPNNtT4}K:

v URL(D~r?<)

v IP X7rwz{
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v C'zmLr

v =(

v MIME `M

v 5Xk

*8(zD}Kw,Z0dCM\m1m%P!q~qwdC –> U>G< –> CJU

>E}#v8(z*DE}#z;h*9CyP`p#

v Zjb*;*G<TCJU>PBP?<rD~DksD?VP,Pvz**dE

}U>u?D URL 76#

v Zjb*;*G<4TBPC'zmLrDksD?VP,Pvz**dE}U>

u?DzC7zmLr#

v Zjb*;*G<4TBPwz{r IP X7DksD?VP,Pvz**dE}U

>u?Dwz{r IP X7#

v Zjb*;*4BP=(G<ks:D?VP,!!z**dE}U>u?DNN

=(Dr#

v Zjb*;*G<TBP MIME `MDD~DksD?VP,!!z**dE}U>

u?DNN MIME `MDr#

":K18nv0lzmCJU>#|;I\}KPvb)4d MIME `M_Y:

fDTsDU>#9C AccessLogExcludeURL 44PKYw#

v Zjb*;*G<xPBP5XkDksD?VP,!!z**dE}U>u?D

ks5XkDr#

%wa;#

`XDdCD~18n

*9CzmdCD~hCCJU>}Kw,kNDZ 155 3D=< B, :dCD~18

n;PDN<BZTqCXZBP18nDE":

v Z 158 3D:AccessLogExcludeMethod - VF(}8(=(ksDD~r?<DU

>u?;

v Z 158 3D:AccessLogExcludeMimeType - {9X( MIME `MDzmCJU>

u?;

v Z 159 3D:AccessLogExcludeReturnCode - VFX(5XkDU>u?;

v Z 159 3D:AccessLogExcludeURL - VF8(D~r?<DU>u?;

v Z 159 3D:AccessLogExcludeUserAgent - VF4TX(/@wDU>u?;

v Z 214 3D:NoLog - VF%d#eDX(DwzrrDU>u?;

1!U>hC

v 1!76

Z_Y:fzm1!dCPtCyPU>#|Gf"Z20?<D logs/ S?<#1

!76gB:

– >X(\m)CJU>:

- Linux M UNIX:/opt/ibm/edge/cp/server_root/logs/local
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- Windows:drive:\Program Files\IBM\edge\cp\logs\local

– _Y:fCJU>:

- Linux M UNIX:/opt/ibm/edge/cp/server_root/logs/cache

- Windows:drive:\Program Files\IBM\edge\cp\logs\cache

– zmCJU>:

- Linux M UNIX:/opt/ibm/edge/cp/server_root/logs/proxy

- Windows:drive:\Program Files\IBM\edge\cp\logs\proxy

– msU>:

- Linux M UNIX:/opt/ibm/edge/cp/server_root/logs/error

- Windows:drive:\Program Files\IBM\edge\cp\logs\error

– B~U>:

- Linux M UNIX:/opt/ibm/edge/cp/server_root/logs/event

- Windows:drive:\Program Files\IBM\edge\cp\logs\event

?vU>D~{<Gy>{FMT .Mmmddyyyy q=DUZs:DiO,}g,

proxy.Feb292000#

v 1!q=

1!ivB,U>T+2D~q=f"#iODU>q=2IC,"I(}+BP

PmS=zmdCD~(ibmproxy.conf)P4hC#

LogFileFormat combined

iODU>q=k+2q=`F,+GQmST>}C_"C'zmM cookie E"

DVN#1X1dq=G1!1dq=#

v 1!Z]

1!ivB,yPDCJks<G<ZJ1DCJU>P,"R;Z53U>PG

<NNCJE"#msU>E"v4kmsU>,xB~U>E"v4kB~U

>#

v 1!,$

Z1!dCP,U>;;i5r>}#

,$Mi5U>

_Y:fzm9C;ve~4\mU>#*q!x;=DE",kNDZ 155 3D=

< B, :dCD~18n;PDN<3fTqCdCD~18nZ 212 3D:Midnight -

8(CZi5U>D API e~;#

zIT8(gNi5M}%?UU>#y>!n*:

v 9uM}%H8(1'$DU>#

v ZU>o=3;8(D1'rZCU>`po=3;8(D\Ds!s}%U>#

v ?mg9KPzT:DLrT,$Mi5U>#

1!ivB,1lM0;lDU>;a;NN,$zm>}#1lDyPU>M0;

lD_Y:fCJU>;a;NN,$zm9u#
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*dCU>,$,Z0dCM\m1m%P!q~qwdC –> U>G< –> U>i

5#ZKm%P,9CB-r8(,$=(#

v g{z!qe},rhC1'"D~s!r=_<hC,TCZ7(>}D)U

>#1y]1'Ms!4e}D~1,sZns1'DD~4;e},x;XH=

D~,}nss!#1y]s!e}D~1,WH>}|ODU>#

v g{z!q9u,rhC*9uDU>1',T0CZ9uU>D~D|n(|(

yPN})#,y*hCU>Dns1'#Z9uU>s,,$zm>}Hns1'

$D9uU>#

`XDdCD~18n

*9CzmdCD~dCU>i5,kNDZ 155 3D=< B, :dCD~18n;P

DN<3fTqCBP18n:

v Z 177 3D:CompressAge - 8(N19uU>;

v Z 178 3D:CompressDeleteAge - 8(N1>}U>;

v Z 177 3D:CompressCommand - 8(9u|nMN};

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;.

U>D~=8

B}T>zIgN(FU>G<TzczDh*#YhzU:r"20K_Y:fz

m#zk*hCzD~qwT4BP*sG<CJMmsE":

v U>XkxP1X1dAG,RXk9C+2U>D~q=#

v 1CJU>,} 30 lr1U>o= 25 MB D\Ds!1,Xke}|G#

v BPks`M;CG<=CJU>P:

– T GIF <qDks

– 4Td IP X7%d#= 130.128.*.* DwzDks

– X(rks(b)kszz;viZ 300 M 399 .dD5Xk)

*dC_Y:fzmTy]b)j<#tU>,Z0dCM\m1m%P!q~qw

dC –> U>G<#

1. I!X!q0U>D~1m%T8(CJU>D~D76#(a)1!76#)

2. 9CU>i5m%8(gNi5D~:

v 8(e}w*i5=(#

v Z19Ce}B,4gBy>ndVN:

– >},} 30 lDU>

– >}sZ 25 MB DU>

3. 9CCJU>E}m%4gBy>}KU>u?:

v Z;*G<4TBPwz{r IP X7DksPmP,ZE}DwzVNPmS

130.128.*.*#

v Z;*G<TBP MIME `MDD~DksB,!q image/gif 4!r#
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v Z;*G<xPBP5XkDksB,!q(3xx)X(r4!r#

4Ub)8<+ZzmdCD~PzzBPP:

LogArchive purge
PurgeAge 30
PurgeSize 25
AccessLogExcludeURL *.gif
NoLog 130.128.*.*
AccessLogExcludeReturnCode 300
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Z 31 B 9C~qwn/`Sw

_Y:fzmD~qwn/`SwT>~qwMxgT\3FE""~qwMxg4

,,T0CJU>u?#`SwI6L9C,"R;h*;ZKPzm~qwD,;

(zwO#~qwn/`SwZ1!ivBtC,"R^hdC#

P=V=(ITr*~qwn/`Sw:

v ZNN,SD Web /@wP,Z8wDX=9CzD~qwD+{dkBP URL#

http://your.server.name/Usage/Initial

v Z0dCM\m1m%P,!q~qwn/`Sw#

MdCM'zDd|m%;,DG,K`pPDm%;hC~qwDdC,+aT>

XZ~qw9CivD}]#b)m%a)DE"H%vXF(0ZPT>D`\

`#

BP?VT>K~qwn/`Swa)DE"`M,"(iKgN9Cb)E"4w

{T\#

;)~qwn/`Sw3fGICD:

v n/3FE"

v xg3FE"

v CJ3FE"

v zmCJ3FE"

v _Y:f3FE"

v _Y:f"B\a

?v3f<_P;v"B4%,|ICZ|BE"#

n/3FE"

m 4 T>Kn/3FE"3fD;v>}#

m 4. n/3FE"

n/3FE"

,S 1 n/,431 ns5

l&1d ;IC

LB? 0 ,S/k

ql&mDks} 0

&mD\ks} 114

ksms} 3

b)~qwn/3FE"ICZy]CJks}"l&1d"LB?"ql&mDk

s}"&mD\ks}Mms}`S~qww?#BPdC|D0ln/3fOD3

FE"#
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v n/_L} - b8(K`Y_LCZ~qwks#zITy]z5P`YZf4v

SruYIC_L}#*|Dn/_L},Z0dCM\m1m%P!q~qwd

C –> ~qw\m –> T\,r`-dCD~PD MaxActiveThreads 18n#(k

NDZ 209 3D:MaxActiveThreads - 8(n/_LDns};#)

v VC,S - zmGqJmkM'zVC,SI\a0lxgLB?#*Z0dCM

\m1m%P|DKhC,!qzmdC –> zmT\tCr{CVC,S,"!q

~qwdC –> ~qw\m4(egN,$,S#*9CdCD~4Ddb)hC,

kNDBP18nDN<BZ:

– Z 210 3D:MaxPersistRequest - 8(;vVC,SOSUDnsks};

– Z 218 3D:PersistTimeout - 8(H}M'z"Mm;vksD1d;

– Z 231 3D:ProxyPersistence - JmVC,S;

xg3FE"

m 5 T>xg3FE"3fD;v>}#

m 5. xg3FE"

xg3FE"

vx}] 1 'VZ/k

kx}]: 1 'VZ/k

Z!Dxm: 3 'VZ(0 'VZ/k)

qlZ!Dxm: 0 'VZ(0 'VZ/k)

xg3FE"m%a)KXZzm10KPyZDxgDE",|("MMSUDV

ZD}]YH#

CJ3FE"

CJ3FE"3fT>KCJU>PD 20 vnBu?#K3fT>KzmCJU>(T

ZVe)T0_Y:fCJU>(T6Ve)PDnBu?#zI(}(FG<DZ

]4(FT>DZ]#*q!XZCJU>3FE"D|`E",kNDZ 132 3D

:CJU>}Kw;#

zmCJ3FE"

zmCJ3FE"m%a)KXZzmn/DE",gksD) URL T0|GGqS

_Y:f~q#URL sfGxhM'zD5XkMD~s!(TVZF)#BPhCI

TDxzmCJ3FE":

v 9CT/_Y:f"B4vSksDD5;Z_Y:fPDI\T#*qCj8E

",kNDZ 83 3DZ 20 B, :*T/"BM$0kdC_Y:fzmLr;#

v vS_Y:fD~Dn!Vx1d#*qCj8E",kNDZ 79 3D:dC_Y

:fBJH;#

v ;*_Y:fSzD>Xr~qDD~#d;KhCwruYS_Y:f~qDk

s},g{S>XZ?x~qD~kS_Y:f~qD~;yl(Z3)ivBS

>XZ?x~q|l),r;ap'NNT\#*qCj8E",kNDZ 73 3D

Z 18 B, :XF_Y:fD)Z];#

_Y:f3FE"
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g{tC_Y:f,r_Y:f3FE"3fT>n|D_Y:fCJE"#|a)

KXZ_Y:fMw}DE",|(BPZ]:

v _Y:f10IYw9G}Z~qwt/1XBw}

v ,xXUGq}ZKP

v _Y:f|PJ

m`_Y:fdC!n|D_Y:f3FE"a{(kNDZ 63 3DZ 4 ?V, :d

Czm~qw_Y:f;)#

_Y:f"B\a

g{dC_Y:fzmLrTZ_Y:fP$0kD~,r_Y:f"B\a3fT

>XZ_Y:fzmLrDnBKPDE"#_Y:fzmLrXkAYKPK;N

TT>NNE"#*|D_Y:f"BzmLr$wD==,<GBPZ]:

v g{zDZ?xODs?Vw?;G=>X Web >cD,k<G{C>Xr_Y:

f#*qCj8E",kNDZ 73 3DZ 18 B, :XF_Y:fD)Z];#

v g{m`M'zks;v;Z_Y:fCJU>PvVD3f,rzITV$dC

0k URL#kNDZ 86 3D:`XzmdCD~18n;TqC5w#

v w{*$0kDwP URL }#kNDZ 86 3D:`XzmdCD~18n;TqC

5w#

v 8(_Y:fzmLrIKPDns1d#kNDZ 86 3D:`XzmdCD~1

8n;TqC5w#
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cgiparse |n

?D

9C cgiparse |n4o(Vv CGI E>D QUERY_STRING 73d?#g{4hC

QUERY_STRING 73d?,rC|naS|Dj<dkA CONTENT_LENGTH V{#

5XDyPdv;4A|Dj<dv#

q=

cgiparse -Flag [Modifier]

N}

j>,|GDH[;;V{(-k -f -v -r -i -s -p -c -q -P)M|GD&\,|(:

-keywords | -k
*X|Vo(Vv QUERY_STRING#X|Vbk"4Aj<dv,?P;vX|

V#

-form | -f
+ QUERY_STRING o(Vv*m%ks#5X;vV{.,1 shell Lr@@|

1,CV{.+9CszVN{FD0: FORM_ 4hC shell d?#VN5*d

?DZ]#

-value field-name | -v field-name

+ QUERY_STRING o(Vv*m%ks#v5X field-name D5#

-read | -r
Sj<dkA CONTENT_LENGTH V{,"+|G4kj<dv#

-init | -i
g{4hC QUERY_STRING,rAj<dkD5"5X;v+ QUERY_STRING

hC*K5D SET od#bITk GET M POST =(;p9C#dM9C*:

eval ’cgiparse -init’

b+hC QUERY_STRING 73d?,^[G9C GET =(9G9C POST =

(#

19C GET =(1,IZ,;E>P`NwC cgiparse,+Gg{9C POST =

(,r|&C;\;wC;N#9C POST =(,ZAj<dk.s,B;v

cgiparse +"Vj<dk*U,"+^^ZH}#

-sep separator | -s separator

8(CZVt`v5DV{.#g{z9C -value j>,r1!Vt{*BP#g

{z9C -form j>,r1!Vt{*:E(,)#

-prefix prefix | -p prefix

k -POST M -form ;p9C,8(Z4(73d?{F1y9CD0:#1!5

*0FORM_1#

-count | -c
k -keywords"-form M -value ;p9C,5Xkb)j>`XDn?F}#

-keywords | -k
5XX|VDv}#
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-form | -f
5X(;VNDv}(`v5F*;v)#

-value field-name | -v field-name

5X field-name D5Dv}(g{;P{* field-name DVN,rdv* 0)#

-number

k -keywords"-form M -value ;p9C,5Xkb)j>`XD8("z#

-keywords
5XZ n vX|V#(}g,-2 -keywords dvZ~vX|V#)

-form
5XZ n vVNDyP5#(}g -2 -form dvZ~vDyP5#)

-value field-name

5XVN field-name D`v5DZ n v5#(}g,-2 -value -whatsit dv

whatsit VNDZ~v5)#

-quiet | -q
VFyPms{"#(GcKv4,Tmwms#)

-POST | -P
4Tj<dk(rg{b<9C;vD~{,r*j<dkD~)DE"1Sb

k,"o(VvA shell d?P,;9C QUERY_STRING#-POST H[Z -init
M -form !nD,x9C#

>}

BP>}vT;vB5,MG5JivB,QUERY_STRING QI~qwhC#ZBP

>}P,$ G Bourne shell a>{#

v X|VQw

$ QUERY_STRING="is+2%2B2+really+four%3F"
$ export QUERY_STRING
$ cgiparse -keywords
is
2+2
really
four?
$

v o(VvyPm%VN

$ export QUERY_STRING="name1=Value1&name2=Value2%3f+That%27s+right%21";
$ cgiparse -form
FORM_name1=’Value1’; FORM_name2=’Value2? That’\’s right!’
$ eval `cgiparse -form`
$ set | grep FORM
FORM_name1="Value1"
FORM_name2="Value2? That’s right!"
$

v vi!;vVN5

$ QUERY_STRING="name1=value1&name2=Second+value%3F+That’\’s%27s
$ cgiparse -value name1
value1
$ cgiparse -value name2
Second value? That’s right!
$
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a{

0 I&

1 G(|nP

2 4}7hC73d?

3 ^(q!yksDE"(}g,;PbyDVNr_1ksm%VN51,

QUERY_STRING |,X|V)

":1zSUb)mszk.;1,zI\9aU=d|N<{"#!vZ"

vD|n,b){"aPyDd#
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cgiutils |n

?D

ZGo(Vv7LrP9C cgiutils |nTzzj+D HTTP 1.0 l&#

":g{z*a)zT:DGo(Vv7(nph)LrTXpX5XzT:D5X5,

rCLrD{FXkT nph- *7#bh9K~qw79Cj<~qw5X52G

zD5X5#

q=

cgiutils -Flag [Modifier]

g{ Modifier |,UWV{,rC}E(″″)Q|(p4#

N}

-version
5Xf>E"#

-nodate
;5X Date: 7#

-noel
;Z7s5XUWP#g{zZu<7P.sk*d| MIME 7,rbGPCD#

-status nnn

5XxP4,k nnn Dj+ HTTP l&,x;vG;i HTTP 7#g{zvk*

Expires: 7,r;*9CKj>#

-reason explanation

8( HTTP l&D-rP#zvI+Kj>k -status nnn j>;p9C#

-ct [type/subtype]
8( MIME Content-Type 7#K>}8(;v text/html D MIME Z]`M:

cgiutils -ct text/html

g{z!T type/subtype,r MIME Z]`MhC*1!5 text/plain#K>}hC

MIME Z]`M* text/plain#

cgiutils -ct

-ce encoding

8( MIME Content-Encoding 7#}g:

cgiutils -ce x-compress

-cl language-code

8( MIME Content-Language 7#}g:

cgiutils -cl en_UK

-length nnn

8( MIME Content-Length 7#
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-expires Time-Spec

8( MIME Expires: 7#Kj>T days"hours"minutes M seconds DNbiO

8(zf1d(D5D=ZUZ)#bGO*D5P'D1d$H#}g:

cgiutils -expires 2 days 12 hours

cgiutils |n+z8(D1dSO10qV~Nj<1dT7(=ZUZ#=ZU

ZT HTTP q=EZ Expires: 7P#

-expires now
zz;vk Date: 7%dD Expires: 7#

-uri URI

*5XDD58(3;J4(;w(URI)#IO* URI k URL `,#

-extra xxx: yyy

8(;vnbD7,|^(mb* cgiutils |n8(#

>}

v >}Fc Expires: 7D=ZUZ#

cgiutils -expires "1 year 3 months 2 weeks 4 days 12 hours 30 mins"

v BP>}8(K;v4,zkM-r,"+ Expires: 7hC*k Date: 7`H#

cgiutils -status 200 -reason "Virtual doc follows" -expires now

bI\azzkb)`FD7:

HTTP/1.0 200 Virtual doc follows
MIME-Version: 1.0
Server: IBM-ICS
Date: Tue, 05 Jan 1996 03:43:46 GMT
Expires: Tue, 05 Jan 1996 03:43:46 GM

cgiutils |naT/zz Server: 7,r*|Z CGI 73PIC#Date: VN2a

T/zI,}G8(K -nodate j>#

baZdvs|(;vUWPTjG MIME 7?VD)2#g{zkT:ZsfY

S;)7,r9C -noel(GUWP)j>,gB;>}y>#

v g{z;k*Z7PsPUWP,r9C -noel j>:

cgiutils -noel -expires "2 days" -nodate

HTTP/1.0 200 Virtual doc follows
MIME-Version: 1.0
Server: IBM-ICS
Expires: Tue, 07 Jan 1996 03:43:46 GMT
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htadm |n

?D

9C htadm |nTXFzD~qw\kD~#zD~qw9C\kD~TXFTzD

D~DCJ# zIT+;vC'{mS=\kD~,S\kD~>};vC',i$C

'D\k,T04(;vUD\kD~#z9IT(}H>}C'D\k;s4(;

vB\k4|DC'D\k#

":1z9C htadm 4mSC'"|D\krli\k1,zXkZ|nPOdk\

k#r*|na!I\lXzY4T|nPD\k,yTz;+I\(}i4Z

zwOPvDxL(}g,9C ps |n)44{C'D\k#

q=

htadm -Flag [Modifier]

N}

-adduser password-file user-name [password [real-name]]
+C'M\kmS=\kD~P#g{zdkvx password-file D|n,raa>

zdkm;vN}#

password-file

z*mSC'D\kD~D76M{F#

user-name

z*mSDC'D{F#

TC'{v9CV8M}VV{;;*9CXbV{#

g{Z\kD~PQP;v,{C',rC|n+'\#

password

z**C'{(eD\k#

\kn$I* 32 vV{#T\kv9CV8M}VV{;;*9CXbV{#

":

1. ;)/@w^(AM"M$Z 8 vV{D\k#IZK^F,g{z(e;

v$Z 8 vV{D\k,r~qwa6pj{\krv6p\kD0 8 ;

w*P'V{#

2. \m1C'{M\kGxVs!4D,49Yw53G;xVs!4D#

19C htadm |nCJ0dCM\m1m%1,k7#dk7PDC'{M

\k#

real-name

z*C4j6z10mSDC'{D"Mr{F#zdkDNNZ]<a;4

k\kD~P#

-deluser password-file [user-name]
S\kD~P>}C'#g{zdkvx password-file D|n,raa>zdk

user-name N}#
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password-file

z*SP>}C'D\kD~D76M{F#

user-name

z*>}DC'D{F#g{z8(DC'{Z\kD~P;fZ,r|n'

\#

-passwd password-file [user-name [password]]
|DQZ\kD~P(eDC'{D\k#g{zdkvx password-file D|n,

raa>zdkm;vN}#

password-file

|,z*|D\kDC'{D\kD~D76M{F#

user-name

z*|D\kDC'{#g{z8(DC'{Z\kD~P;fZ,r|n'

\#

password

z**C'{(eDB\k#

\kn$I* 32 vV{#T\kv9CV8M}VV{;;*9CXbV{#

":

1. ;)/@w^(AM"M$Z 8 vV{D\k#IZK^F,g{z(e;

v$Z 8 vV{D\k,r~qwa6pj{\krv6p\kD0 8 ;

w*P'V{#

2. \m1C'{M\kGxVs!4D,49Yw53G;xVs!4D#

19C htadm |nCJ0dCM\m1m%1,k7#dk7PDC'{M

\k#

-check password-file [user-name [password]]
*QZ\kD~P(eDC'{i$\k"Cz*@|Gq}7#g{zdkvx

password-file D|n,raa>zdkm;vN}#

password-file

|,z*i$d\kDC'{D\kD~D76M{F#

user-name

zk*i$d\kDC'{#g{z8(DC'{Z\kD~P;fZ,r|

n'\#

password

z*i$D\k#g{zdkD\kG;vQ*C'{(eD\k,r|na

+ Correct 4kj<dv"jIs5X;v 0 5Xk#g{zdkD\k;

G*C'{(eD\k,r|na+ Incorrect 4kj<dv#

-create password-file

4(;vU\kD~#

password-file

zk*4(D\kD~D76M{F#

148 WebSphere Application Server: _Y:fzm\m8O



>}

v *+C'mS=\kD~:

– Linux M UNIX 53:

htadm -adduser /opt/ibm/edge/cp/server_root/protect/heroes.pwd
clark superman "Clark Kent"

– Windows 53:

htadm -adduser "C:\Program Files\IBM\edge\cp\server_root\protect\
heroes.pwd" clark superman "Clark Kent"

":htadm |nXkZ;PO#vZIAT,K&|T>Z`PO#Z;POdk5

JD|n,RZ clark M superman .dAYP;vUq#

v *S\kD~>}C':

– Linux M UNIX 53:

htadm -deluser /opt/ibm/edge/cp/server_root/protect/
heroes.pwd clark superman "Clark Kent"

– Windows 53:

htadm -deluser "C:\Program Files\IBM\edge\cp\server_root\protect\
heroes.pwd" clark superman "Clark Kent"
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htcformat |n

?D

9C htcformat |nT<8;vch8rD~4#fzm_Y:f#Kq=/|nXk

Z8(kzm_Y:f;p9CDh8.09C#

h876Xk8(ch8#kNDzDD~53D5,TqCXZgNCJch8D

j8E"#>}IZZ 63 3DZ 4 ?V, :dCzm~qw_Y:f;PR=#

":Linux 2.2 ZK;'V=ch8D_Y:f#Z Linux =(O,vD~MZfIC

Z_Y:ff"#

_Y:fzm_Y:fDn!s!* 16392 KB,|* 2049 i#

q=

htcformat device [-blocksize <block size>] [-blocks number of blocks]
htcformat -file filepath [-blocksize block size] -blocks number of blocks

N}

-blocksize
bhC_Y:fh8iJPDis!#is!TVZF#1!5* 8192 R&CC

ZyPiv#

-blocks
Zh8OrZD~P4(Di}#1q=/D~1,h*K5N48(D~s!#

K5N2ICZ^FCZ_Y:ff"DX(h8rVxD}?#g{48(i5

N,+aZVxO4(!I\`Di#

-file
q=/D~xGf"h8#

C(

_Y:f53mb+_Y:fD~rh8Vk=]wPTCZw}M,xXU#]w

s!hC*X(}?Di;]ws!;\dC#*9,xXUKP,nYh*=v]

w;n!_Y:fs!* 16392 KB#

htcformat |n\xzzYZ=v]wD_Y:fh8Dq=/ks#

>}

TB>}Z Solaris Oq=/;vF* c0t0d0s0 DELVx#

htcformat /dev/rdsk/c0t0d0s0

TB>}Z AIX Oq=/;vF* lv02 DELVx#

htcformat /dev/rlv02

TB>}Z Windows Oq=/;vF* d: DELVx#

htcformat \\.\d:

TB>}+;v{* filecache DD~q=/*< 1 GB s!#
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htcformat -file /opt/ibm/edge/cp/filecache -blocks 131072
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ibmproxy |n

?D

9C ibmproxy |nTt/~qw#

zI9C~qwdCD~PD18n4hCyPb)j>(}K -r .b)#

(#*4(;v{* README DD~,KD~|,I)NN;l$K?<DKDAD

5wM"bBn#1!ivB,ibmproxy |nZ?<D,D>f>P6kNNTvD

~#TvD~5w2I9C DirReadme dC18n4hC#

q=

ibmproxy [-Flag [-Flag [-Flag..]]]

N}

-nobg
+~qww*0(xL(xGs(xL)KP#1!Gw*s(xLKP#

-nosnmp
XU SNMP 'V#

-p port-number

ZKKZEOl}#1!KZE* 80#Kj>2GZdCD~P8(DKZ18

n#*9C1!5rZdCD~P8(D5,r!TKj>#

-r configuration-file

8(*CwdCD~DD~#g{zkC;v;,Z1!dCD~DdCD~4t

/~qw,rzXk9CKj>#bJm9C`vdCD~#

-restart
XBt/10}ZKPD~qw#ibmproxy |nS PidFile q!KPD~qwD

xLE,"+KxLE"Mx HangUP EE(HUP)#;s|XB0k|DdCD

~"XBr*|DU>D~#*\b@#,;*,1KP=v9C,; PidFile"U

>D~Mzm_Y:fD~qw5}#

r* http X$LrXkA~qw109CDdCD~TcCJ PidFile,zZXB

t/1Xk8(,;dCD~#g{zZt/~qw19C -r j>M;vX(Dd

CD~,rzXk8(Kj>M,;D~T0 -restart#

-snmp
r* SNMP 'V#

-unload
Z AIX O,b+608wzmZK)9#Z Linux O,b+}%X*D@p=f

r#

EE&m!n2vfZZ Linux M UNIX =(O#Z Linux M UNIX =(O,BP

!nGICD#

SIGTERM
ibmproxy |nZjI1#9"Kv#zIT9C SIGKILL r CANCEL T"4

U9#
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SIGHUP
g{}ZKP,r ibmproxy |nXBt/,XB0kdCD~,"Lx&m#

>}

v *9C /usr/etc/ibmproxy.conf dCD~xG1!D /etc/ibmproxy.conf ZKZ 8080 O

t/~qw,dk:

ibmproxy -p 8080 -r /usr/etc/ibmproxy.conf

v Z AIX O,*9C53J4XFw4C1!dCD~t/,dk:

startsrc -s ibmproxy

g{1!dCD~;fZ,r ibmproxy |n+<v /Public ?<w#KwI|,=

d|?<wDm4S#
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=< B. dCD~18n

>=<hv|,Z ibmproxy.conf dCD~PD18n#

v Z Linux M UNIX 53O#b)18n;Z /etc/ ?<PD ibmproxy.conf dCD

~#

v Z Windows 53#b)18n(#;Z C:\Program Files\IBM\edge\cp\#

g{(}`- ibmproxy.conf D~4dC~qw,r+KE"CwN<#g{z9C0d

CM\m1m%,r;h*ND>B#

18n4V83rPv#

XBt/1;|DD18n

P)18nZXBt/~qw1;a"B#g{Z~qw}ZKP1|DKBP18

n,rzXkV$#9,;sYNV$t/~qw#(kNDZ 15 3DZ 5 B, :t/

M#9_Y:fzm;)#

m 6. XBt/1;"B18n

18ni 18n

CGI DisinheritEnv, InheritEnv

Caching Caching

G< AccessLog, CacheAccessLog, ErrorLog, ProxyAccessLog,

ServerRoot

xgCJ BindSpecific, Hostname, ListenBacklog, Port

T\ MaxActiveThreads

RTSP yP RTSP 18n

SSL yP SSL 18n

Linux M UNIX xLXF GroupId, UserId

Sn TransparentProxy

18nEv

K=<a)BPXZ?v18nDE":

v xP18n{FMr*hvDjb

v 9C5w

v 18nDq=4U;co(:

DirectiveName value

v ZJ1DX=,18nI\DhC>}ZdCD~P

":xP Windows X(76D18nD>}P1|, server_root,|G201y!

D~qwDy?<#

v 18nD1!5r5
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b)G1!dCD~P`kD-<5#v|DdCD~Pzk*k1!;,D?

V#;PQu<`kD1!5D18nT>Z"MjG(#).sDD~P#g{z

*8(18nD5,r}%"MjG"+5mS=dCD~PDP#

IS\D5

Bm|,dCD~PyS\D5:

v Z;)18nDN<E"P,5?V|,ks"76{rwz{D#e#}GmP

5w,qrzIZ#eP9CGEV{(*)#TZ*%dD#e,GEIINNV

{.r%vV{f;#

v JmzdkO(V{.DdC18nS\b)5:

– Yes

– On

– OK

– Enable

v Jmzdkq(V{.DdC18nS\b)5:

– No

– Off

– None

– Disable

v dC18nJmz8(S\BPNNiOD1d?:

– hh - !1

– hh:mm - !1MVS

– hh:mm:ss - !1"VSMk

– n j - T 365 l*;jDj}

– n B - T 30 l*;BDB}

– n \ - T 7 l*;\D\}

– n l - T 24 !1*;lDl}

– n !1 - T 60 VS*;!1D!1}

– n VS - T 60 k*;VSDVS}

– n k - k}

– n =GZ - T 14 l*;1ddtD}

yPu?*;*k"mSZ;p#

v ZdCD~P8(DD~{;JmPUWV{#UWUdS*(g{#

dCD~G<Do(

`-dCD~1,kG!BP*s:

v ?v18nXkZBPO*<#

v 5I;vr`vUWV{Vt#UqV{MFm{.d;Pxp#

v "MD*<I # {Emw#vTS # {E=PaxDyPV{#

v g{h**18n8(}V{ErUW,r+41\V{(\)Cw*|.0D*e

V{#*eV{mwB;V{+bM*V{,x;G|n;}g,g{ZPOiR
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= \#,r~qw+dbM* # {E(x;w*"MD*7)"LxA!V{#g{

ZPOiR=V{ \,r~qw+dbM*UW(x;w*5(g{)"LxA!V

{T9(5#

_Y:fzm18n

BP_Y:fzm18n#

AcceptAnything - ~qyPD~

49D~D MIME `MkM'z"MD ACCEPT: 7;%d,29CK18n+D~)

&=M'z#g{18nhC* OFF,r;T> MIME `MkM'zIS\`M;,

DD~#`4,+T>ms3f#

q=

AcceptAnything {on | off}

>}

AcceptAnything off

1!5

AcceptAnything on

AccessLog - |{CJU>D~D76

9CK18n8(z*~qwG<CJ3FE"D?<kD~#1!ivB,?NM

'z*f"Z>X~qwD}]r~qw"Mks1,~qwMarKU>4;vu

?#(#,b)u?|,vSdCM'z"vDks,r+_Y:fzmzwCw*

4~qw1DCJ#KU>;|,zmr_Y:fCJE"#

9C NoLog 18nT8(z;*G<dksDM'z#*q! NoLog 18nDhv,

kNDZ 214 3D:NoLog - VF%d#eDX(DwzrrDU>u?;#

g{~qwKP,r?l~qwZg9t/BDU>D~#qr,~qwZNN;l

Z;Nt/|1t/BDU>D~#4(D~1,~qw9Cz8(DD~{"=S

UZs:#UZs:Dq=G Mmmddyyyy,dP Mmm GB]D0}vV8;dd GU

Z;x yyyy Gj#

":g{z|DC'j6"ij6rU>?<76D~qw1!5,r4(BD?<

"|B?<DmIMyP(#*9~qw\+E"4kC'(eDU>?<,k

+K?<DmIhC* 755,"+C'(eD~qwC'j6hC*yP_#}

g,g{z+~qwDC'j6S1!5|D* jdoe,S1!U>?<|D=

server_root/account,r server_root/account ?<Xk_PmI 755 "StZ jdoe#

}%IDU>D~GvCwb,r*|GZzD2L}/wOa<C\sUd#

q=

AccessLog /directory_path/logfile_name

>}

AccessLog /logs/accesslog
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1!5

v Linux M UNIX 53:AccessLog /opt/ibm/edge/cp/server_root/logs/local

v Windows 53:AccessLog drive:\Program Files\IBM\edge\cp\logs\local

AccessLogExcludeMethod - VF(}8(=(ksDD~r?

<DU>u?

9CK18n@9G<IX(=(yvDksTCJD~r?<#}g,zI\;k

TD~r?<G< DELETE ks#

ZdCD~P,\`NvVC18n#g{C;vr`vUq+dVt,z9IZ,

;v18nOEC`v=(#

q=

AccessLogExcludeMethod method [...]

>}

AccessLogExcludeMethod GET
AccessLogExcludeMethod PUT
AccessLogExcludeMethod POST
AccessLogExcludeMethod DELETE
AccessLogExcludeMethod GET PUT

1!5

^#~qwZCJU>P|,(}yP`MD=(ksDD~M?<#

AccessLogExcludeMimeType - {9X( MIME `MDzmC

JU>u?

9CK18n8(;*ZzmCJU>PG<8( MIME `MD?<rD~DCJk

s#(MIME `MD>}g text/html"image/gif M image/jpeg#)}g,zI\;kG

<T GIF <qDCJks#

ZdCD~P,\`NvVC18n#z9IZ,;v18nOEC`v MIME `M,

;*T;vr`vUqVt|G4I#

":K18nv0lzmCJU>#|;I\}KPvb)4d MIME `M_Y:f

DTsDU>#9C AccessLogExcludeURL 44PKYw#

q=

AccessLogExcludeMimeType MIME_type [...]

>}

AccessLogExcludeMimeType image/gif
AccessLogExcludeMimeType text/html
AccessLogExcludeMimeType image/gif text/html

1!5

^#CJU>|,*yP MIME `MDD~M?<xT~qwywDks#

158 WebSphere Application Server: _Y:fzm\m8O



AccessLogExcludeReturnCode - VFX(5XkDU>u?

9CK18n8(z;*G<Dmszk}8(6'TZDCJks#b)mszk

EGzm~qw4,zk#z;\8(vpzk#8( 300 Mmwz*E}xPX(r

5Xk(301"302"303 M 304)DCJks#

ZdCD~P,\`NvVC18n#z9IZ,;v18nOEC`v5Xk,;

*T;vr`vUqVt|G4I#

q=

AccessLogExcludeReturnCode range

>}

AccessLogExcludeReturnCode 300

1!5

^#^[zkG`Y,CJU>|,T~qwDyPks#

AccessLogExcludeURL - VF8(D~r?<DU>u?

9CK18n8(z;*G<Dk8( URL #e`%dDX(D~r?<CJDks#

}g,zI\;*G<TZ GIF D~DCJks,rzI\;*G<TZz~qwOD

XbD~r?<DCJks#

ZdCD~P,\`NvVC18n#z9IZ,;v18nOEC`vu?,;*

T;vr`vUqVt|G4I#

q=

AccessLogExcludeURL file_or_type [...]

>}

AccessLogExcludeURL *.gif
AccessLogExcludeURL /Freebies/*
AccessLogExcludeURL *.gif /Freebies/*

1!5

^#~qwG<TZyPD~M?<DCJks#

AccessLogExcludeUserAgent - VF4TX(/@wDU>u

?

9CK18n8(z;*G<X(C'zmLr(}g Internet Explorer 5.0)ywDC

Jks#

ZdCD~P,\`NvVC18n#z9IZ,;v18nOEC`vu?,;*

T;vr`vUqVt|G4I#

q=

AccessLogExcludeUserAgent user_agent [...]
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>}

AccessLogExcludeUserAgent *Mozilla/2.0
AccessLogExcludeUserAgent *MSIE 5*

1!5

1!ivB,ibmproxy.conf D~|,BP(e,CZ AccessLogExcludeUserAgent 18

n:

AccessLogExcludeUserAgent IBM_Network_Dispatcher_HTTP_Advisor
AccessLogExcludeUserAgent IBM_Network_Dispatcher_WTE_Advisor

OvPvDC'zmGG)*3) Load Balancer KJLr((#;Z_Y:fzm~

qw0)(eDzm#*(}n!/4kU>DN}4DxT\,b)C'zm;;

G<#1!ivB,~qwU>CJksIyPd|C'zmjI#

AddBlankIcon - 8(CZTk?<PmjbD<jD URL
9CK18n8(CZTk?<PmOjbD<j,b)PmZ~qww* FTP ks

Dzm15X#<jvVZX*DD~_OTozC'xpD~#

<jITGUW<jrm;<j,z8(|TvVZz?<PmDjbO#*K}7

Tk,z9CD<jXkk?<PmO9CDd`<jDs!`,#

q=

AddBlankIcon icon_URL alternative_text

icon_URL

8(<j URL Dn|?V#~qw+K5mS= /icons/ ?<,TNIj{D URL

ks#g{ksGkT>XD~D,~qwa(}3d18n*;ks#TZ*l

wD<j,3d18nXkJm*+]Dks#

g{z+~qww*zm9C,j{DksXkG8r~qwD+^( URL#

alternative_text

g{ksD/@w;T><N,r8(CZ<jD8CD>#

>}

AddBlankIcon logo.gif logo

1!5

v Linux M UNIX:AddBlankIcon blank.m.pm.gif

v Windows:AddBlankIcon blank.gif

r*<jGUWD,yT1!;8(8CD>#

AddDirIcon - 8(?<PmO?<D<j URL
9CK18n8(m>?<PmO?<D<j#

q=

AddDirIcon icon_URL alternatIve_text

icon_URL
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8(<j URL Dn|?V#~qw+K5mS= /icons/ ?<,TNIj{D URL

ks#g{ksGkT>XD~D,~qwa(}3d18n*;ks#TZ*l

wD<j,3d18nXkJm*+]Dks#

g{z+~qww*zm9C,j{DksXkG8r~qwD+^( URL#zX

k+ URL 3d=>XD~"7#3d18nJm+] URL#

alternative_text

g{ksD/@w;T><N,r8(CZ<jD8CD>#

>}

AddDirIcon direct.gif DIR

1!5

v Linux M UNIX:AddDirIcon dir.m.pm.gif DIR

v Windows:AddDirIcon dir.gif DIR

AddEncoding - *_PXbs:DD~8( MIME Z]`k

9CK18n+xPXbs:DD~s(* MIME `k`M#\Y9CK18n#

q=

AddEncoding .extension encoding

.extension

8(D~s:#=#

encoding

8(z*s(=D~D MIME `k`M,|k`&Ds:#=`%d#

>}

AddEncoding .qp quoted_printable

1!5

AddEncoding .Z x-compress

AddIcon - +<js(= MIME Z]`Mr`k`M

9CK18n8(zm_PX( MIME Z]`Mr`k`MD<j#~qwZ?<P

mO9C<j,|( FTP ?<Pm#

q=

AddIcon icon_URL alternative_text MIME_type_template

icon_URL

8(<j URL Dn|?V#~qw+K5mS= /icons/ ?<,TNIj{D URL

ks#g{ksGkT>XD~D,~qwa(}3d18n*;ks#TZ*l

wD<j,3d18nXkJm*+]Dks#

g{z+~qww*zm9C,j{DksXkG8r~qwD+^( URL#zX

k+ URL 3d=>XD~"7#3d18nJm+] URL#
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alternative_text

g{ksD/@w;T><N,r8(CZ<jD8CD>#

type_template

8( MIME Z]`Mr`k`M#e#Z]`M#e\G|,1\(/)#`k`M

#e;P1\#

>}

AddIcon video_file.m.pm.gif MOV video/*

1!5

Z ibmproxy.conf dCD~P* AddIcon 18nhCKm`1!5#

AddParentIcon - 8(zm?<PmO8?<D<j URL
9CK18n8(zm?<PmO8?<D<j#

q=

AddParentIcon icon_URL alternative_text

icon-URL

8(<j URL Dn|?V#~qw+K5mS= /icons/ ?<,TNIj{D URL

ks#g{ksGkT>XD~D,~qwa(}3d18n*;ks#TZ*l

wD<j,3d18nXkJm*+]Dks#

g{z+~qww*zm9C,j{DksXkG8r~qwD+^( URL#zX

k+ URL 3d=>XD~"7#3d18nJm+] URL#

alternative_text

g{ksD/@w;T><N,r8(CZ<jD8CD>#

>}

AddParentIcon parent.gif UP

1!5

AddParentIcon dir-up.gif UP

AddType - *_PXbs:DD~8(}]`M

9CK18n+xPXbs:DD~s(* MIME `MMS`M#ZdCD~P,\

`NvVC18n#~qw*n#CDs:a)1!5#

q=

AddType .extension type/subtype encoding [quality[ character_set]]

.extension

D~s:#=#zvIZBP=vXbDs:#=O9C(d{(*):

*.* %dyP|,cV{(.)DD~{"R;\d|fr%d#

* %dyP;|,cV{(.)DD~{"R;\d|fr%d#

type/subtype

z*s(=D~D MIME `MMS`M,b)D~k`&Ds:#=%d#
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encoding

Q+}]*;=D MIME Z]`k#FTP zm~qw29C`kT7(D~Gq

T~xF==lw#Zs`}ivP,J1D`kG 7bit"8bit r binary,"I

TBy>7(*:

7bit yP}]<m>* 8859-1 ASCII }]DL(YZ 1000 vV{)P#4z

kr?D>D~(#tZK`p#|,fFV{rXtV{DD~}b#

8bit }]m>*LP,+I|,9C_;hCDV{(}g,fFV{rXt

V{)#PostScript D~M4T7^>cDD>D~(#tZK`p#

binary K`kICZyP}]`M#}];vI|,G ASCII V{,9I|,$

(sZ 1000 V{)P#8u?v`M* image/*"audio/* M video/* D

D~yi*K`p,}g`M* application/* D~xF}]D~;y#

`kDNNd|5<S\k~xF`,D&m,"w*Z]`k MIME 7Z MIME

7P+]#f6 7bit M 8bit ;Z MIME 7P"M#

quality

8(Z]`M`T5(SH} 0.0 = 1.0)DI!8>{#g{ks%dD~D`

vm>(,M9CJ?5#~qw!qkn_J?5X*DD~#}g,g{ks

KD~ internet.ps,"R~qw_PBP AddType 18n/,r~qw9C

application/postscript P,r*|DJ?}HO_#

AddType .ps application/postscript 8bit 1.0
AddType *.* application/binary binary 0.3

character_set

z*kD>D~`X*DV{/DI!8>{#TZz8(V{/DD~,~qw

f*M'z/@wZT>D~19CDvV{/#g{z* character_set VNh

C5,rzXk2|, quality VND5#

>}

AddType .bin application/octet-stream binary 0.8

1!5

m` AddType 18nD1!hC|,ZdCD~(ibmproxy.conf)#

AddUnknownIcon - 8(?<PmO4*D~`MD<j URL
9CK18n8(m>?<PmO4*D~`MDD~D<j#

q=

AddUnknownIcon icon_URL alternative_text

icon_URL

8(<j URL Dn|?V#~qw+K5mS= /icons/ TNIj{D URL k

s#g{ksGkT>XD~D,~qwa(}3d18n*;ks#TZ*lw

D<j,3d18nXkJm*+]Dks#

g{z+~qww*zm9C,j{DksXkG8r~qwD+^( URL#zX

k+ URL 3d=>XD~"7#3d18nJm+] URL#

alternative_text

g{ksD/@w;T><N,r8(CZ<jD8CD>#
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>}

AddUnknownIcon saywhat.gif unknown

1!5

v Linux M UNIX:AddUnknownIcon unknown.gif ???

v Windows:AddUnknownIcon unknown.gif ???

AdminPort - 8(ks\m3frm%DKZ
9CK18n8(\m1ICZCJ~qw4,3frdCm%DKZ#TZKKZ

DksMyPTZ9C Port 18n(eDj<KZrKZDd|kxks;PZ;p#

;x,TZ AdminPort Dks(}`,DU(CJXFMks3dfr(}g,

Pass"Exec"Protect)#

":\mKZXkM9C Port 18n(eDKZrj<KZ;`,#

q=

AdminPort port_number

>}

AdminPort 2001

1!5

AdminPort 8008

AggressiveCaching - *G_Y:fD~8(_Y:f

9CK18n8(GqTI4~qw5XRjG*G_Y:fDD~2xP_Y:

f#+_Y:fDG_Y:fD~y]K18njG*XkXBz'#?NksD~

1,zm~qw+ If-Modified-Since ks"M=4~qwSxZ_Y:f"vl&0

XBz'l&#10K18n0lD(;;VG_Y:fD~G4T4~qw"|,

cache-control: no-cache 7Dl&#I`N8(K18n#

q=

AggressiveCaching url_pattern

>}

AggressiveCaching http://www.hosta.com/*
AggressiveCaching http://www.hostb.com/*

TZrsf],K18nD0;o((AggressiveCaching {on | off})VZ4gBy

>:

AggressiveCaching on Sw* AggressiveCaching *#

AggressiveCaching off ;vT#

":g{,18( AggressiveCaching off M AggressiveCaching url_pattern,rv

T AggressiveCaching off,"T>/f{"#
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1!5

^

AlwaysWelcome - 8(Gq**6-D~QwyksD?<

TZ|,?<{x;GD~{Dks,AlwaysWelcome 18nXF~qwGqi4*5

XD6-D~D?<#1!ivB,AlwaysWelcome hC* on 5#bb6E~qw\

Gi4k Welcome 18nO8(D{F`%dD~Dks?<#g{iR=%d,r

D~5X=ks_#g{~qwZ?<PDD~M Welcome 18nODD~{.di

R=;vTO%d,r Welcome 18nD3r7(5XDvD~#~qw9Cn?|

dCD~%?D Welcome 18n#

q=

AlwaysWelcome on | off

1!5

AlwaysWelcome on

`X18n

v Z 253 3D:Welcome - 8(6-D~D{F;

appendCRLFtoPost - =S CRLF = POST ks
9CK18n8( URL,dP_Y:fzm+X5M;PV{=S= POST ksDw

eax&#I`N8(K18n#

":vTZ&m POST ks=fPQ*JbD URL 8(K18n#

q=

appendCRLFtoPost url_pattern

>}

appendCRLFtoPost http://www.hosta.com/

1!5

^

ArrayName - |{6L_Y:f}i

9CK18n8(~qw2mD6L_Y:f}i#

":hC}i1,ZK}iDyPI1O,;dC Hostname 18n#

q=

ArrayName array_name

1!5

^
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Authentication - (FO$=h

9CK18n8(z*~qwZ~qwks}LDO$=hZdwCD(F&CLr

&\#4UO$=84PKzk#v'Vy>O$#

":O$GZ(}LD;?V;|vZh*Z(1E"z#

q=

Authentication type /path/file:function_name

type

8(O$=8Tx;=7(GqwCKzD&CLr&\#GE(*)M BASIC <

GIS\D5#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(ZLrPz*&CLr&\a)D{V#

>}

Authentication BASIC /ics/api/bin/icsextpgm.so:basic_authentication

1!5

^

Authorization - (FZ(=h

9CK18n8(~qwZ~qwks}LDZ(=hZdwCD(F&CLr&

\#Kzki$yksDTs\TM'z~q#

q=

Authorization request_template /path/file:function_name

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

| I E Z 1 \ V { ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#1+_Y:fzmCw4rzm1,ks#eXkTD5y(/)*7#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(ZLrPz*&CLr&\a)D{V#

>}

Authorization /index.html /api/bin/icsextpgm.so:auth_url

1!5

^
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AutoCacheRefresh - 8(Gq*9C_Y:f"B

CK18nr*rXU_Y:f"B#g{r*K"B,raT/"B_Y:fZ

]#g{XUK"B,r;wC_Y:fzmLr"RvTyP|DhC#g{z}

Cm;=(t/_Y:fzmLr,}g,(}9C Linux M UNIX 53OD cron
w5,+K18nhC* off#

q=

AutoCacheRefresh {on | off}

1!5

AutoCacheRefresh On

BindSpecific - 8(~qwGqs(=;vryP IP X7

Z`^w53O9CK18n8(~qwGqZ%vxgX7Ol}#g{z+5h

C* On,r~qws(=Z Hostname 18nP8(D IP X7,x;Gs(=yP>

X IP X7#

g{48(K18n,r~qws(=1!wz{#

g{|D Caching 18n,XkV$#9~qw,;st/|#g{zvXBt/|,

~qw;v|D#(kNDZ 15 3DZ 5 B, :t/M#9_Y:fzm;)#

q=

BindSpecific {on | off} [OutgoingSrcIp ip_addr | host_name]

[OutgoingSrcIp ip_addr | host_name]
1xPvV,S1,OutgoingSrcIp !nJm_Y:fzm9CX(4 IP X7#1

XbD@p=frh*K&\1,bTZ DMZ PD_Y:fzmhCPC#

1!5

BindSpecific Off

BlockSize - 8(Z_Y:fPDis!

K18n8(Z_Y:fh8DiJPiDs!(TVZm>)#1!ivB,5*

8192#r*|G(;'VDs!,yT;*|DK5#*q!|`DE",kNDZ

150 3D:htcformat |n;DN<BZ#

q=

BlockSize s!

1!5

1!ivB,ZdCD~P;P BlockSize DhC#(1!5G 8192#)

CacheAccessLog - 8(_Y:fCJU>D~D76

9CK18n8(z*~qw+CJU>f"=zm_Y:f;CD76MD~{#

v1~qww*zmKP1K18nEP'#*q!|`DE",kNDZ 175 3D

:CacheRefreshTime - 8(N1t/_Y:fzmLr;#
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*+ksDG<tC=zm_Y:f,Caching 18nXkhC* ON,"RXk*

CacheMemory M CacheAccessLog 18nhC5#(I!)(}9C CacheDev 18n

I(e;vr`v_Y:fh8#

CacheAccessLog D5ITGxT76r`TZ ServerRoot D76#(?vT>;v>

}#)

q=

CacheAccessLog path/file

>}

CacheAccessLog /absolute/path/logfile
CacheAccessLog /logs/logfile

1!5

v Linux M UNIX 53:CacheAccessLog /opt/ibm/edge/cp/server_root/logs/cache

v Windows 53:CacheAccessLog drive:\Program Files\IBM\edge\cp\logs\cache

CacheAlgorithm - 8(_Y:fc(

9CK18n8(Z,xXUZd~qw9CD_Y:fc(#

q=

CacheAlgorithm {bandwidth | responsetime | blend}

bandwidth
"Tns/#fxgxm#

responsetime
"Tn!/C'l&1d#

blend
9CxmMl&1dDybiO#

1!5

CacheAlgorithm bandwidth

CacheByIncomingUrl - 8(zI_Y:fD~{Dy!

9CK18n8(zID_Y:fD~{GqyZksDkx URL#

g{+K18nhC* on,ryZkx URL zI_Y:fD~{#g{K18nhC

* off,rxk URL WH(}yPI&CD{F*;e~"MAP frM PROXY f

r,"RzID_Y:fD~{yZa{ URL#

":1(e_Y:f}Kw1,ZyZ URL D_Y:f}KwD4rzm=8P,9

CT /(}1\)DD5y*7Dq=#}g:/test/index.html#Kq=;&C

|(-i,}g http://#

q=

CacheByIncomingUrl {on | off}
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1!5

CacheByIncomingURL off

CacheClean - 8(*#t_Y:fD~`C

9CK18n8(z*~qw#t_Y:fD~`C#1,xXUKP1,~qw+

>}G)Q,vK1dD_Y:fD~,x;[D~D=ZUZ#NN1r<*s_

Y:fPDD~H8(D1d$,~qw+XBi$KD~T7#Z#f.0|GP

'D#

q=

CacheClean time_specification

>}

CacheClean 2 weeks

1!5

CacheClean 1 month

CacheDefaultExpiry - 8(D~D1!=Z1d

9 C K 1 8 n T h C D ~ D 1 ! = Z 1 d , d P ~ q w ; a ) Expires r

Last-Modified 7#9Ck#e`%dD URL 8( URL #eMD~D=Z1d#K

18nD`vvVI|,ZdCD~#?v#e|,;v%@D18n#URL #eXk

|,-i#TB]"\"lM!1DNbiO8(1d5#

q=

CacheDefaultExpiry URL_template expiration_time

1!5

CacheDefaultExpiry ftp:* 1 day
CacheDefaultExpiry gopher:* 2 days
CacheDefaultExpiry http:* 0 days

":HTTP -iD1!=ZG 0 l#IZm`E>Lr;xh=ZUZ,yT(i#t

K5,+|GDdv"4=Z#0 TbD5I9M'zi4}1Z]#

CacheDev - 8(_Y:fDf"h8

9CK18n8(_Y:ff"h8#IT8(D~r-<ELVx#Z AIX =(O,

I8(-<_-m#(g{;9CZf_Y:f,r-<EL_Y:fazInQT

\#)

"b,8(_Y:fh80Xk+|G<8C#*<8_Y:fh8,r9C htcformat
|nq=/|#*q!|`DE",kNDZ 150 3D:htcformat |n;#

I8(`v_Y:fh8#?vh8k`,D CacheMemory M BlockSize 5`X*#

+?v_Y:fh8Zzm~qwPa<Bs< 8 MB DZf*z#Y}sh8H|`

!h8*P'J#*qCn_'J,I9C{vELw*;vsVx,ZELO;t

d|`X#XZ_Y:ff"D|`E"|,ZZ 97 3D:E/EL_Y:fT\;

P#
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q=

CacheDev {raw_disk_partition | file}

>}

AIX:CacheDev /dev/rlv02

HP-UX:CacheDev /dev/rdsk/c1t15d0

Linux:CacheDev /opt/IBMWTE/filecache1

Solaris:CacheDev /dev/rdsk/clt3d0s0

Windows:CacheDev \\.\E:

1!5

^

CacheExpiryCheck - 8(~qwGq5X=ZD~

9CK18n8(~qwGq5XQ=ZD_Y:fD~#g{z*~qw\5X=

ZD~,r+5hC* Off#g{z*zmZM'zks=ZD~1li4~qwTq

!nBDf>,r9C1!5* On#(#,\m1;*~qw5X=ZD~,}G1{

G]>~qw"R;XpX"5XZ]1#

q=

CacheExpiryCheck {on | off}

1!5

CacheExpiryCheck On

CacheFileSizeLimit - 8(*_Y:fD~Dnss!

9CK18n8(*_Y:fD~Dnss!#;_Y:fHKs!|sDD~#I

TTVZ(B)"'VZ(K)"WVZ(M)r*VZ(G)8(C5#f6GqZ

}MF?%;(B"K"M"G).d|,UqG^Xt*D#

q=

CacheFileSizeLimit maximum {B | K | M | G}

1!5

CacheFileSizeLimit 4000 K

CacheLastModifiedFactor - 8(5T7(=ZUZ

9CK18n8(CZFcX( URL ryPk#e%dD URL =ZUZD5#

HTTP ~qw51XxhD~n|^DD1d,+;G=ZUZ#,yX,FTP D~I

_Pn|^DD1dAG,+;G=ZUZ#_Y:fzmyZn|^D1dFcb

)D~D=ZUZ#|9Cn|^D1dT7(D~^Ds1dD$H"R(}

CacheLastModifiedFactor 18nOD5vS#KFcDa{GD~DzfZ,r_D~

d*ID~0D1d$H#
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z2I8( off r -1 TXU18n"R;Fc=ZUZ#zm~qw4|GZdCD

~PvVD3rA! CacheLastModifiedFactor 18n#|9CZ;vI&CZ_Y:f

D~D18n#

q=

CacheLastModifiedFactor url factor

url

8(}Z_Y:fDD~Dj{ URL(|,-i)#zI9CGE(*)Cw*(d

{D URL #eT&CZk#

factor

8(*ZFcP9CDrS#2I8(5 off r -1#

>}

CacheLastModifiedFactor *://hosta/* off
CacheLastModifiedFactor ftp://hostb/* 0.30
CacheLastModifiedFactor ftp://* 0.25
CacheLastModifiedFactor http://* 0.10
CacheLastModifiedFactor * 0.50

1!5

CacheLastModifiedFactor http://*/ 0.10
CacheLastModifiedFactor http://*.htm* 0.20
CacheLastModifiedFactor http://*.gif 1.00
CacheLastModifiedFactor http://*.jpg 1.00
CacheLastModifiedFactor http://*.jpeg 1.00
CacheLastModifiedFactor http://*.png 1.00
CacheLastModifiedFactor http://*.tar 1.00
CacheLastModifiedFactor http://*.zip 1.00
CacheLastModifiedFactor http:* 0.15
CacheLastModifiedFactor ftp:* 0.50
CacheLastModifiedFactor * 0.10

1!5 0.14 9;\0^DDD~Z;lZ=Z#

CacheLocalDomain - 8(Gq*_Y:f>Xr

9CK18n8(Gq_Y:f4Tkzm`,rDwzD URL#Z?xOD>X>c

(#;h*_Y:f,r*Z?xmQ-c;lY0k URL#;_Y:f>X>cIT

Z<*CO$1dlwD URL D_Y:fUd#

q=

CacheLocalDomain {on | off}

1!5

CacheLocalDomain on

CacheMatchLanguage — 8(5XD_Y:fZ]DoTW!n

g{sK~qwP\&*,; URL DM'5XoTde,r9CK18n'V_Y:

f,; URL D;,oT#K18nJm_Y:fzm9C_Y:fDl&DoTi$

ksPDoTW!n#
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1tC CacheMatchLanguage 1,Z_Y:fzm0k_Y:fDZ]0,_Y:fz

m+ksD Accept-Language 7PDoTW!nk_Y:fDZ]DoTxPHO#_

Y:fzm9HOW!ndDnl#g{W!ndDnl!Z8(D^F,r|5X

_Y:fD1>;qr,zm+ks*"xsK~qwTq!zksDoTDnB1

>#

q=

CacheMatchLanguage {on | off} lang-prefer-distance-limit special-id-for-all-lang

lang-prefer-distance-limit

8( 0.001– 0.9999 6'ZD5#

special-id-for-all-lang

8(S Content-Language 7PD~qw5XDoTV{.,T(*zml&ICZ

yPoTW!n#

>}

TBG18n"_Y:fTsMksD;vdC>}#

CacheMatchLanguage On 0.2

g{_Y:fTsGrePD(zh_cn),rksG:

GET / HTTP/1.1
...
Accept-Language:en_US;q=1.0"zh_cn;q=0.7"ja;q=0.3
....

TZKks,M'HT"o(zkMJ?* en_US/1.0)ks3f,;sTrePD(z

kMJ?* zh_cn/0.7)ks3f,YTUD(zkMJ?* ja/0.3)ks3f#_Y:

fDTsGTrePDksD#n#{DJ?k%dDoTJ?dDW!nlG 1.0 -

0.7 = 0.3#IZK^FI CacheMatchLanguage 18nhC* 0.2,x 0.3 sZK^F,

yTzmr~qwks;vBDC URL D1>,x;G5X_Y:fDTs#

15Xl&1,g{~qw;8(oTr;8( C o n t e n t - L a n g u a g e 7PD

special-id-for-all-lang,r1B;Nks=o1,zm;a%doTW!n,xG5X_

Y:fDTs#

1!5

CacheMatchLanguage off

CacheMaxExpiry - 8(_Y:fD~DnszfZ

9CK18nT(eIZ_Y:fP#tD1dD~Dns$H#_Y:fD~Dz

fZ(eIS_Y:fP~qx;li|Bp<X7D1d$H#Z;)ivP,_

Y:fD~FcDzfZITHz*#tD~D1d|$#D~DzfZ(Ip<X

78(rI_Y:fzmFc);\,v CacheMaxExpiry 18n8(D^H#

ZdCD~PIT`NvVK18n#?v#e|,;v%@D18n#

q=

CacheMaxExpiry URL lifetime
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URL

8(_Y:fD~Dj{8(D URL(|,-i)#zI9CGE(*)Cw*(d

{D URL #eT&CZk#

lifetime

8(k URL #e`%dD_Y:fD~DnszfZ#ITTB]"\"l"!

1"VSrkDNbiO8(=Z1d#

>}

CacheMaxExpiry ftp:* 1 month
CacheMaxExpiry http://www.santaclaus.np/* 2 days 12 hours

1!5

CacheMaxExpiry 1 month

CacheMemory - 8(_Y:f RAM
9CK18n8(k_Y:fX*DZf}?#*qCEL_Y:fDnET\,(

i_Y:fy!a9'VDn!_Y:f5* 64 MB,|,_Y:fw}#1vS_Y

:fs!1,_Y:fw}+vS,yTh*|`D_Y:f4f"w}#64 MB D_

Y:f5Qc;sTa)_Y:fy!a9'V,f"_Y:fw}DEL_Y:f

s<h* 6.4 GB#*qCOsDEL_Y:f,_Y:f&1*_Y:fs!D 1%#

g{9CZf_Y:f,rhCK18nT|,_Y:fw}yhD_Y:fMZf

?#

TZC18n(iyCDns5* 1600 MB#C^(GI_Y:fzmD5J7(D,

w* 32 ;D&CLr,\9C 2 GB DnsZf#g{_Y:fyhDZf}?MC

ZU#&m=(yhDZf}?,v 2 GB D0,r_Y:fzm;a}#Yw#

ITBP%;.;8(}?:VZ(B)"'VZ(K)"WVZ(M)r*VZ

(G)#

q=

CacheMemory amount {B | K | M | G}

1!5

CacheMemory 64 M

CacheMinHold - 8(D~D#t1d

9CK18n8(D~D URL,|GD=Z+*;2G#;)>chCD~TZ|Gz

fZax0=Z,b*s~qw|51XksD~#CacheMinHold 18n9=ZD~Z

YNksT0T8(D1d}?#VZ_Y:fP#I`N8(K18n#

":g{2G=ZUZ,rZ_Y:fPDD~II*Ozr}1DD~#

>}

CacheMinHold http://www.cachebusters.com/* 1 hour
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1!5

^

CacheNoConnect - 8(@"_Y:f==

9CK18n8(zm~qwGqlw4T6L~qwDD~#1!5(Off)9~q

w\lw4T6L~qwDD~#5 On hC~qwTKPZ@"_Y:f==#bb

6E~qwITv5XQ-f"Z_Y:fPDD~#(#,TK==KP~qw

1,z2I+ CacheExpiryCheck 18nhC* Off#

g{z+~qwCZ]>,T@"_Y:f==KP~qwG\PCD#g{z*@

*CZ]>DyPD~<f"Z_Y:fP,rz;h*xg,S#

q=

CacheNoConnect {on | off}

1!5

CacheNoConnect Off

CacheOnly - v_Y:fd URL k#e%dDG)D~

9CK18n8(v_Y:fxPk8(#e%dD URL DD~#zITZdCD~

P`N9CK18n#?v#e|,;v%@D18n#URL #eXk|,-i#g{

;P*K18nhCNN5,rI_Y:fNNk NoCaching 18n;%dD URL#

g{ CacheOnly r NoCaching 18ny4|,ZdCD~,rI_Y:fNN URL#

q=

CacheOnly url_pattern

>}

CacheOnly http://realstuff/*

1!5

^

CacheQueries - 8(_Y:fT|,JE(?)D URL Dl&

9CK18n8( URL,T|Gi/ksDl&_Y:f#g{9C5 PUBLIC

url_pattern,URL P|,JED GET ksl&+;_Y:f,0aG4~qw|,

cache-control: public 7Rl&I_Y:f#g{8(K5 ALWAYS url_pattern,1

l&ITd|=(_Y:f1,URL P|,JED GET ksl&M+;_Y:f#

I`N8(K18n#

CacheQueries {ALWAYS | PUBLIC} url_pattern

>}

CacheQueries ALWAYS http://www.hosta.com/*
CacheQueries PUBLIC http://www.hostb.com/*

":*Krsf],CacheQueries {ALWAYS | PUBLIC | NEVER} D0;o(+4gBy

>&m:
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v CacheQueries ALWAYS M CacheQueries PUBLIC Sw* CacheQueries ALWAYS

* M CacheQueries PUBLIC *#

v CacheQueries NEVER ;vT#

v g{8(K CacheQueries NEVER M CacheQueries url_pattern,rvT

CacheQueries NEVER,+"v/f{"#

1!5

^

CacheRefreshInterval - 8(XBz'_Y:fTsD1ddt

9CK18n8(N1li4~qwT7(GqQ|D_Y:fD~#

!\ CacheClean 18n4p4kK18n`F,+9GPnlD#CacheRefreshInterval

v8(KzmZ9C|.0XBz'D~,x CacheClean 18nZ;N8(1dsa

<BS_Y:f}%D~#

q=

v BPq=8(NN%d URL #=D~D"B1ddt#

CacheRefreshInterval URL_pattern time_period

v BPq=8(NN;%d URL #=D~D"B1ddt#v8("B1ddt#

CacheRefreshInterval time_period

>}

CacheRefreshInterval *.gif 8 hours
CacheRefreshInterval 1 week

1!5

CacheRefreshInterval 2 weeks

CacheRefreshTime - 8(N1t/_Y:fzmLr

9CK18n8(N1t/_Y:fzmLr#zIZX(1dt/_Y:fzmL

r#

q=

CacheRefreshTime HH:MM

1!5

CacheRefreshTime 03:00

CacheTimeMargin - 8(_Y:fD~Dn!zfZ

CacheTimeMargin 18n8(D~*_Y:f1h*Dn!zfZ#

_Y:fzmFc?vD~D=Z1d#g{ZD~=Z0I\;aSUD~Dm;

ks,r_Y:fzma<GD~DzfZTZ*_Y:fDD~45+L#1!i

vB,_Y:fzm;_Y:fzfZ!Z 10 VSDD~#g{zD_Y:f4S|

dns]?,k+K18nhC*u<5#g{zD_Y:fQ-l*nd=]?,

r<GvSn!zfZD5#
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q=

CacheTimeMargin minimum_lifetime

1!5

CacheTimeMargin 10 minutes

":+K18nhC*sZD!1+ss5M_Y:fD'J#

CacheUnused - 8(49CD_Y:fD~*#t`C

9CK18n8(z*~qw#txPk8(#e%dD URL D49C_Y:fD~

Dns1d$H#Z8(D_Y:f1d}s,^[D~D=ZUZ*N1,~qw

<a>}xPk#e%dD URL D49CD~#zITZdCD~P|,`vK18

n#?v#e|,;v%@D18n#URL #eXk|,-i#TB]"\"lM!1

DNbiO8(1d5#

q=

CacheUnused url_template time_length

>}

CacheUnused ftp:* 3 weeks
CacheUnused gopher:* 3 days 12 hours
CacheUnused * 4 weeks

1!5

CacheUnused ftp:* 3 days
CacheUnused gopher:* 12 hours
CacheUnused http:* 2 days

Caching - tCzm_Y:f

9CK18ntCD~D_Y:f#r*_Y:f1,zm~qwZ>X_Y:fP

f"|Sd|~qwlwDD~#rzm~qw^hSd|~qwlwM\l&T`

,D~Dsxks#

q=

Caching {on | off}

1!5

Caching On

":g{|DK Caching 18n,XkV$#9~qw,;st/|#(kNDZ 15 3

DZ 5 B, :t/M#9_Y:fzm;)#

CdfAware - 8(_Y:fzmD5}w*Z]V"r\D?~

9CK18n8(_Y:fzmGqGZ]V"r\D?~#

q=

CdfAware {yes | no}
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1!5

CdfAware no

CdfRestartFile - 8(D~+D~{f"= url 3d

9CC18n48(+D~{f"= URL 3d}]DD~{,TcZ|IVCZZ]

V"r\PD ibmproxy D`v5}#_Y:fzm,$3dm,KmZ Web ~qw

OQksD URL 0dD~{`X*#KD~ZXBt/sa)KmDVCf"#v1

CdfAware 18nhC* yes 1E9CK18n#

q=

CdfRestartFile path/filename

>}

v Linux M UNIX:CdfRestartFile /opt/ibm/edge/cd/cdfRestartFile

v Windows:CdfRestartFile C:\progra~1\ibm\edge\cd\cdfRestartFile.txt

1!5

^

CompressAge - 8(N19uU>

9CK18n8(ds9uU>D1'#1U>H* CompressAge hCD5I1,M+

;9u#g{ CompressAge hC* 0,r;9uU>#S;9u10M8l0DU>#

q=

CompressAge number_of_days

1!5

CompressAge 1

`X18n

v Z 178 3D:CompressDeleteAge - 8(N1>}U>;

v :CompressCommand - 8(9u|nMN};

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;

CompressCommand - 8(9u|nMN}

9CK18n9(;v|n,j6CZ9uU>D9u5CLr"+N}+]=C5

CLr#|,i5U>D76#

9u5CLrXk20ZCzw76PPvD?<o#

q=

CompressCommand command
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command

|,z*9CD|nMN},Z;POdk#(#N}|, %%LOGFILES%% M

%%DATE%%#

%%LOGFILES%%
8(ICZX( %%DATE%% DU>D~Pm#

%%DATE%%
8(U>D~DUZAG#

>}

v Linux M UNIX:

CompressCommand tar -cf /logarchs/log%%DATE%%.tar %%LOGFILES%% ;
gzip /logarchs/log%%DATE%%.tar

CompressCommand tar -cf /logarchs/log%%DATE%%.tar %%LOGFILES%% ;
compress /logarchs/log%%DATE%%.tar

CompressCommand zip -q /logarchs/log%%DATE%%.zip %%LOGFILES%%

":|nMyPN}XkZ;POdk#Z0fD>}P,V*0=v|n>}T

cZDA#

v Windows:

CompressCommand pkzip -q d:\logarchs\log%%DATE%%.tar %%LOGFILES%%

1!5

^

`X18n

v Z 177 3D:CompressAge - 8(N19uU>;

v :CompressDeleteAge - 8(N1>}U>;

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;

CompressDeleteAge - 8(N1>}U>

9CK18n8(N1>}9u}DU>#1U>H* CompressDeleteAge 5hCDl

}I1,Ma;>}#g{ CompressDeleteAge hC* 0,r_g{|D5!Z*

CompressAge 18nhCD5,r;>}U>#

":9ue~S;>}1Ur0;UDU>#

q=

CompressDeleteAge number_of_days

1!5

CompressDeleteAge 7
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`X18n

v Z 177 3D:CompressAge - 8(N19uU>;

v Z 177 3D:CompressCommand - 8(9u|nMN};

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;

ConfigFile — 8(d|dCD~D{F

9CK18n8(=SdCD~D{FM;C#8(dCD~PR=D18nZ10

dCD~.s&m#

":7#=SdCD~TC' nobody DmI(hC*ATJm_Y:fzmLrA!

KD~#

>}

v Linux M UNIX:ConfigFile /etc/rca.conf

v Windows:ConfigFile c:\WINNT\rca.conf

1!5

^

ConnThreads — 8(*CZ,S\mD,S_L}

9CK18n(e*CZ,S\mD,S_L}#

q=

ConnThreads number

1!5

ConnThreads 5

`X18n

v Z 209 3D:MaxActiveThreads - 8(n/_LDns};

ContinueCaching - 8(h*_Y:f;vD~DYVJ

9CK18n8(49ZM'z,SU91,*KjI4(_Y:fD~,Xk*_

Y:fzm+M;vksD~DYVJ#Kd?DP'5G 0 - 100 6'PD{}#

}g,g{8(K ContinueCaching 75 1,_Y:fzmlb=M'z,SU90D

~Q-+MK 75% TO,r_Y:fzmaLxSZ]~qw+MD~"zI_Y:

fD~#

q=

ContinueCaching percentage
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1!5

ContinueCaching 75

DefinePicsRule - a)Z]}Kfr

9CK18n+XhE"a)xzmT}K|,@6~qE"DZ]D URL#zI`N

8(K18n#

q=

DefinePicsRule "filter_name" {

1!5

DefinePicsRule "RSAC Example" {

DefProt - *k#e%dDks8(1!#$hC

9CK18n+1!#$hCkM#e%dDksX*p4#

":*K#$}#$w,ZdCD~P DefProt M Protect 18nXkECZNN Pass

r Exec 18n.0#

q=

DefProt request_template setup_name [FOR server_IP_address | host_name]

request_template

8(z*+1!#$hCkks`X*D#e#~qwaHOkxM'zksk#

e,g{%dMX*;v#$hC#

5JO;a*%d#eDks$n#$,}Gks9ksx Protect 18nOD#e

`%d#kNDZ 222 3D:Protect - *%d#eDks$n#$hC;Tq!

Protect 18ngNk DefProt ;p9CD5w#

setup

ZdCD~P(eD"*k%d request_template DksX*D|{#$hC#

C protection S18n(e#$hC#KN}I9C}Vq=.;:

v 8(;v%@D~Dj{76kD~{,CD~|, protection S18n#

v #$hCj){F,|kH0Z Protection 18nO(eD{F`%d#Protection

18n|, protection S18n#

v 5JD protection S18n#b)S18nXkS((E({})#s((EV{X

kG DefProt 18n,;PODns;vV{#sf?vS18nw<;P#R

((EV{XkZns;PS18nsf@<;P#((EP;\vVNN"

MP#*q! protection S18nDhv,kND:

– Z 227 3D:AuthType - 8(O$`M;

– Z 227 3D:DeleteMask - 8(JmT>}D~DC'{"iMX7;

– Z 227 3D:GetMask - 8(JmTq!D~DC'{"iMX7;

– Z 227 3D:GroupFile - 8(X*DiD~D;C;

– Z 227 3D:Mask - 8(Jm"v HTTP ksDC'{"iMX7;

– Z 227 3D:PasswdFile - 8(X*D\kD~D;C;

– Z 228 3D:PostMask - 8(JmT3yD~DC'{"iMX7;
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– Z 228 3D:PutMask - 8(JmTECD~DC'{"iMX7;

– Z 228 3D:ServerID - 8(k\kD~`X*D{F;

[FOR Server_IP_address | host_name]
g{z}Z9C`v IP X7ribwz,r9CKN}T8( IP X7rwz{#

~qwvTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,

bG~qwDxg,SDX7,x;GksM'zDX7#

zIT8( IP X7(}g,FOR 240.146.167.72),r_zIT8(wz{(}

g,FOR hostA.bcd.com)#

KN}GI!D#g{;PCN},~qw9CC18nl&yPks,^[Gk

s=oD IP X79G URL PDwz{#

":

1. *9CKN},setup N}Dq=Xk8(Z76kD~{Dm%r#$hCj

)#z;\+KN}CZ setup N},|8(Z((EP'FD5J#$S18

nDm%#

2. *9CKN},zXk+ FOR rd|V{.(;xUq)EZ setup N}k

IP_address r host_name .d#

;\*~qwD IP X78((d{#

":18nXkdkZ;P#

>}

v TB>}j6;v%@D~,CD~|, protection S18n#

DefProt /secret/* /server/protect/setup1.acc

v TB>}9Cj){F8r protection S18n#j){FXkk Protection 18n

ODj){F`%d#Protection 18nXkZ DefProt 18n.0#

DefProt /secret/* SECRET-PROT

v TB>}|, protection S18nw* DefProt 18nD;?V#

DefProt {
AuthType Basic
ServerID restricted
PasswdFile /docs/etc/WWW/restrict.password
GroupFile /docs/etc/WWW/restrict.group
GetMask authors
PutMask authors
}

v B}9CI!D IP X7N}#g{zD~qwSU=T /secret/ *7Dks,|

ayZks=oDxg,SD IP X7+;,D1!#$hCkksX*#TZ=o

0.67.106.79 Dks,~qwa+kskxP CustomerA-PROT j)D Protection 18

nO(eD1!#$X*#TZ=o 0.83.100.45 Dks,~qwa+kskxP

CustomerB-PROT j)D Protection 18nO(eD1!#$X*#

DefProt /secret/* CustomerA-PROT 0.67.106.79
DefProt /secret/* CustomerB-PROT 0.83.100.45

v B}9CI!Dwz{N}#g{zD~qwSU=T /secret/ *7Dks,|a

yZ URLPDwz{+;,D1!#$hCkksX*#TZ=o hostA Dks,

~qwa+kskxP CustomerA-PROT j)D Protection 18nO(eD1!#$
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X*#TZ=o hostB Dks,~qwa+kskxP CustomerB-PROT j)D

Protection 18nO(eD1!#$X*#

DefProt /secret/* CustomerA-PROT hostA.bcd.com
DefProt /secret/* CustomerB-PROT hostB.bcd.com

1!5

^

DelayPeriod - 8(ks.dD]#

9CK18n8(_Y:fzmLrGqZ=Nr?j~qw"Mks.dH}#8

(=Nks.dDSY+uYzmzwMxg4SOT0Z?j~qwOD:X#8

(^SY+9_Y:fzmLrTnsYHKP#TZ:}DrXx,S,<G8(

^SY\ZTjIzxgDns9C#

":g{z=rXxD,SlZ 128 kbps,+ DelayPeriod hC* On T\b}`ks

}l"M=}Z"BD>c#

q=

DelayPeriod {on | off}

1!5

DelayPeriod On

DelveAcrossHosts - 8(gr_Y:f

9CK18n8(_Y:fzmLrGq*pcCJgwzD,D>4S#g{_Y

:fD URL |,=d|~qwD4S,~qwITvTr4UC4S#g{+18n

DelveInto hC* never,r;&CK18n#

q=

DelveAcrossHosts {on | off}

1!5

DelveAcrossHosts Off

DelveDepth - 8(_Y:f1*pcCJD4ScN

9CK18n8(Qw0k_Y:fD3f1*pcCJD4ScN#g{18n

DelveInto hC* never,r;&CK18n#

q=

DelveDepth number_of_levels

1!5

DelveDepth 2

DelveInto - 8(_Y:fzmLrGq*pcCJ4S

9CK18n8(_Y:fzmLrGq0k4T_Y:f URL 4SD3f#
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q=

DelveInto {always | never | admin | topn}

always
_Y:fzmLr4UyPH0_Y:fD URL D4S#

never
_Y:fzmLrvT URL ODyP4S#

admin
_Y:fzmLrv4U LoadURL 18nP8(D URL OD4S

topn
_Y:fzmLrv4U4T_Y:fn51lwD~D4S#

1!5

DelveInto always

DirBackgroundImage - *?<Pm8(30<q

9CK18n+30<q&C=zm~qwzID?<Pm#1zm~qwCZ/@

FTP >c1zI?<Pm#

*30<q8(xT76#g{<q;Zm;v~qw,XkTj{ URL DN=8(

30<q#g{48(30<q,r9CU(DW+30#

q=

DirBackgroundImage /path/file

>}

DirBackgroundImage /images/corplogo.png
DirBackgroundimage http://www.somehost.com/graphics/embossed.gif

1!5

^

DirShowBytes - Z?<PmOT>!D~DVZF}

9CK18n8(?<PmGq|,!Z 1 KB DD~D+7VZF}#5 Off m>

?<Pm+yP 1 KB r|!DD~<T>* 1 KB s!#

q=

DirShowBytes {on | off}

1!5

DirShowBytes Off

DirShowCase - T?<PmODD~Er19Cs!4

9CK18n8(?<PmZTD~{Er1GqVfs4M!4V8#

5 On m>s4V8ZD~PmD!4V8.0#

=< B. dCD~18n 183



q=

DirShowCase {on | off}

1!5

DirShowCase On

DirShowDate - Z?<PmOT>ns^DUZ

9CK18n8(?<PmGq|,n|^DD?vD~DUZ#

q=

DirShowDate {on | off}

1!5

DirShowDate On

DirShowDescription - Z?<PmOT>D~Dhv

9CK18n8(?<PmGq|, HTML D~Dhv#SD~D HTML <title> j

Gq!hv#

FTP ?<PmDhvZIT7(DivBaT>D~D MIME `M#

q=

DirShowDescription {on | off}

1!5

DirShowDescription On

DirShowHidden - Z?<PmOT>~XD~

9CK18n8(?<PmGq|,?<PNN~XD~#~qw+NN{FTdc

(.)*7DD~Sw*~XD~#

q=

DirShowHidden {on | off}

1!5

DirShowHidden On

DirShowIcons - Z?<PmOT><j

9CK18n8(~qwGqZ?<PmP|,<j#<jICZa)PmPD~D

Z ] ` M D < N m > ( # < j > m I

AddBlankIcon"AddDirIcon"AddIcon"AddParentIcon M AddUnknownIcon 18n(e#

q=

DirShowIcons {on | off}

1!5

DirShowIcons On
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DirShowMaxDescrLength - 8(?<PmOhvDns$H

9CK18n8(?<PmOhvVNPT>DnsV{}#

q=

DirShowMaxDescrLength number_of_characters

1!5

DirShowMaxDescrLength 25

DirShowMaxLength - 8(?<PmOD~{Dns$H

9CK18n8(CZ?<PmOD~{DnsV{}#

q=

DirShowMaxDescrLength number_of_characters

1!5

DirShowMaxLength 25

DirShowMinLength - 8(?<PmOD~{Dn!$H

9CK18n8(\G*?<PmOD~{#tDn!V{}#?<PDD~{I,

vK}#+G,D~{;\$Z DirShowMaxLength 18nO8(D}V#

q=

DirShowMinLength number_of_characters

1!5

DirShowMinLength 15

DirShowSize - Z?<PmOT>D~s!

9CK18n8(?<PmGq|,?vD~Ds!#

q=

DirShowSize {on | off}

1!5

DirShowSize On

Disable - {C HTTP =(

9CK18n8(D) HTTP =(G~qw;S\D#TZ?v~qw*\xD=(,

dk%v Disable 18n#

Z1!dCD~P,tC GET"HEAD"OPTIONS"POST M TRACE =(,{Cd

|yP'VD HTTP =(#*{C10tCD=(,S Enable 18n>}|"+dm

S= Disable 18n#
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q=

Disable method

":0dCM\m1m%9C POST =(|B~qwdC#g{z{C POST =(,

+;\9C0dCM\m1m%#

1!5

Disable PUT
Disable DELETE
Disable CONNECT

DisInheritEnv - 8( CGI Lr;LPD73d?

9CK18n8(z* CGI Lr;LPD73d?(}KX(Z CGI &mD CGI 7

3d?)#

1!ivB,CGI LrLPyP73d?#9CK18nT{9LPvp73d?#

q=

DisInheritEnv environment_variable

>}

DisInheritEnv PATH
DisInheritEnv LANG

ZK>}P,}K PATH M LANG,CGI LrLPyP73d?#

1!5

^

DNS-Lookup - 8(~qwGqiRM'zwz{

9CK18n8(~qwGqiRksM'zDwz{#

q=

DNS-Lookup {on | off}

z9CD5a0lBPk~qwgN$wPXDn:

v ~qwDT\#9C1!5 Off aa_~qwDT\Ml&1d,r*|;9CJ4

44Pwz{iR#

v 4U>D~1~qwG<DXZM'zDE"#

Off - M'zI IP X7j6#

On - M'zIwz{j6#

v GqITZ#$hC"~qwiD~MCJXFm(ACL)D~PDX7#eO9

Cwz{#

Off - ;\9CX7#eDwz{;zXk9C IP X7#

On - zI9CX7#eDwz{;z;\9C IP X7#

":*Z#$frP9Cr{,zXkhC DNS-Lookup 18n* On#
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1!5

DNS-Lookup Off

Enable - tC HTTP =(

9CK18n8(D) HTTP =(G~qwS\D#

zh*`Y HTTP =(MITtC`Y#TZ?v~qw*S\D=(,dk%v

Enable 18n#

q=

Enable method

g{X( URL D Service 18n;fZ,zIT9C Enable 18n4PNN HTTP

=(D(F`L#zZK18nO8(DLr2GC=(Dj<&m#

Enable method /path/fileDLL:function_name

1!5

Enable GET
Enable HEAD
Enable POST
Enable TRACE
Enable OPTIONS

EnableTcpNodelay — tC TCP NODELAY WSV!n

9CK18ntC TCP NODELAY WSV!n#

1!D IP E"|(g SSL UVrrL HTTP l&)Z_Y:fzmMM'zd+d

1,EnableTcpNodelay 18n+DxT\#1!ivB,tCyPWSVD TCP

NODELAY !n#

q=

EnableTcpNodelay {All | HTTP | HTTPS | None}

1!5

EnableTcpNodelay All

Error - (F Error =h

9CK18n8( Error =hZdz*~qwwCD(F&CLr&\#1v=ms1

4PKzk,Ta)(Fms}L#

q=

Error request_template /path/file:function_name

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

I E Z 1 \ ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#
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/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

Error /index.html /ics/api/bin/icsext05.so:error_rtns

1!5

^

ErrorLog - 8(G<~qwmsDD~

9CK18n8(z#{~qwG<Z?ms&D76kD~{#

":g{z|DC'j6"ij6rU>?<76D~qw1!5,r4(BD?<

"|B?<DmIMyP(#*9~qw\+E"4kC'(eDU>?<,k

+K?<DmIhC* 755,"+C'(eD~qwC'j6hC*yP_#}

g,g{z+~qwDC'j6S1!5|D* jdoe,zI+1!U>?<|D=

server_root/account,r server_root/account ?<Xk_PmI 755 "StZ jdoe#

g{|}ZKP,r?l~qwZg9t/BDU>D~#qr,~qwZzNN;

lZ;Nt/|1t/BDU>D~#4(D~1,~qw9Cz8(DD~{"=

SUZs:#UZs:Dq=G Mmmddyyyy,dP Mmm m>B]D0}vV8;dd m

>US;x yyyy m>j#

q=

ErrorLog /path/logs_directory/file_name

1!5

v Linux M UNIX 53:ErrorLog /opt/ibm/edge/cp/server_root/logs/error

v Windows 53:ErrorLog drive:\Program Files\IBM\edge\cp\logs\error

ErrorPage - *X(msu~8((F{"

9CK18n8(Z~qwv=X(msu~1,"M=ksM'zDD~{F#d

CD~ ibmproxy.conf a) ErrorPage 18n,|+msX|Vkms{"D~X*#

*(Fms{",zIT^D ErrorPage 18n,+msX|Vk;,DD~`X*,

2I^Da)Dms{"D~#}gzIT|D{",ZdP|,|`XZJbpr

DE"M(iI\Dbv=8#TZZ?xg,zIT*C'a)ItPD*5K#

ErrorPage 18nIECZdCD~PDNNX=#1"zms1,y]dCD~P(e

D 3 d f r & m D ~ # r K , z * " M D D ~ y Z ; C X k I T ( }

Fail"Map"NameTrans"Pass"Redirect M Service 18n(eD3dfr=o#AY,

zh* Pass 18n,|Jm~qw+]ms{"D~#

q=

ErrorPage keyword /path/filename.html
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keyword

8(kmsu~X*DX|V.;#X|VPvZD~ ibmproxy.conf PD ErrorPage

18n#z;\|DX|V#

/path/filename.html
8( Web ODM'zi4=DmsD~D+^( Web {F#1!ms{"D~Z

/HTML/errorpages/ P#

>}

ErrorPage scriptstart /HTML/errorpages/scriptstart.htmls

ZK>}P,1v= scriptstart u~1,~qwrM'z"MZ /HTML/errorpages/

?<PR=D scriptstart.htmls D~#

BP HTML D>GD~I\|,D>}:

<HTML>
<HEAD>
<TITLE>SCRIPTSTART u~D{"</TITLE>
</HEAD>
<BODY>
^(t/ CGI Lr#
<P>
<A HREF="mailto:admin@websvr.com">(*\m1</A>
KJb#
</BODY>
</HTML>

g{Z~qwDdCD~P%dTO76D18nG PASS /* /wwwhome/*,rK{"D

~Dj{76+G /wwwhome/HTML/errorpages/scriptstart.htmls#

(F~qw5XDms{"

?vmsu~<I;vX|Vj6#*7(D)ms{"Gz*(FD,WHi4_

Y:fzma)Dms{"D~(IZ /HTML/errorpages PR=)#ms3f|,ms

Ek"1!{""-rD5wM`&DV4Yw#

;s,4PBPdP;VYwT|Dms{":

v ^DVP HTML r HTMLS D~(H*4(1>),r_CZ{DD>B( HTML

r HTMLS D~#zI9C HTML `-wr ASCII `-w#g{z*9C~qw

K|,,Xk9C HTMLS D~#

v g{z9C;,D{F(rZ;,D76P)4(ms{"D~,k^DCX|V

D ErrorPage 18nT8rCD~#

msu~"-rM1!{"

yPmsX|VM1!ms{"D~<ZD~ ibmproxy.conf D ErrorPage 18n;Z

PPv#ms{"D~|,ms{"Ek"X|V"1!{""5wMC'l&(Y

w)#

1!5

m`1!5|,ZD~ ibmproxy.conf

g{z;^DT&;vmsu~D ErrorPage 18n,r"MCu~D~qw1!ms

3f#
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EventLog - 8(B~U>D~D76

9CK18n8(B~U>76kD~{#B~U>6=XZ_Y:fTmDN<{

"#

":g{z|DC'j6"ij6rU>?<76D~qw1!5,r4(BD?<

"|B?<DmIMyP(#*9~qw\+E"4kC'(eDU>?<,k

+K?<DmIhC* 755,"+C'(eD~qwC'j6hC*yP_#}

g,g{z+~qwDC'j6S1!5|D* jdoe,zI+1!U>?<|D=

server_root/account,r server_root/account ?<Xk_PmI 755 "StZ jdoe#

g{|}ZKP,r?l~qwZg9t/BDU>D~#qr,~qwZzNN;

lZ;Nt/|1t/BDU>D~#4(D~1,~qw9Cz8(DD~{"=

SUZs:#UZs:Dq=G Mmmddyyyy,dP Mmm m>B]D0}vV8;dd m

>US;x yyyy m>j#

q=

EventLog /path/logs_directory/file_name

1!5

v Linux M UNIX 53:EventLog /opt/ibm/edge/cp/server_root/logs/event

v Windows 53:EventLog drive:\Program Files\IBM\edge\cp\logs\event

Exec - KP CGI LrT%dks
9CK18n,*(}KP CGI LrS\Ml&Dks8(#e#ksk Exec 18

nOD#e%d.s,rksM;kNNsx18nODks#eHO#

q=

Exec request_template program_path [Server_IP_address | host_name]

request_template

8(~qw(}KP CGI LrS\Ml&ksD#e#

Z request_template M program_path P,zI+GE(*)Cw*(d{#k

request_template (d{%dDks?~XkT|, CGI LrDD~{*<#

ks2I|,+]= PATH_INFO 73d?P CGI LrDd|}]#d|}]4

UksO CGI LrD~{*<DZ;v1\V{(/)#y] CGI f6+]}]#

program_path

8(=|,~qw*ks4PD CGI LrDD~D76#program_path Xk2|

,(d{#(d{I|, CGI LrDD~{f;#

Exec 18nG-7D"JCZyPS?<#z;h* cgi-bin M admin-bin B?v

?<DVt Exec 18n#

[Server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#

zIT8( IP X7(}g,240.146.167.72),r_zIT8(wz{(}g,

hostA.bcd.com)#
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KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

(d{^(CZ8(~qw IP X7#

>}

ZTB>}P,g{zD~qwS\ /idd/depts/plan/c92 Dks,r|KP

/depts/bin/plan.exe PD CGI Lr"R c92 w*dk+]=Lr#

B}9CI!D IP X7N}#g{zD~qwSU /cgi-bin/ *<Dks,|~q4

T ; , ? < D k s , K ? < y Z k s = o D x g , S D I P X 7 # T Z = o

130.146.167.72 Dks,~qw9C /CGI-BIN/customerA ?<#TZ=oNNk

0.83.100.45 X7,SDks,~qw9C /CGI-BIN/customerB ?<#

Exec /cgi-bin/* /CGI-BIN/customerA/* 130.129.167.72
Exec /cgi-bin/* /CGI-BIN/customerB/* 0.83.100.45

TB>}9CI!Dwz{N}#g{zD~qwSU /cgi-bin *<Dks,|~q

4T;,?<Dks,K?<yZ URL PDwz{#TZ=o hostA.bcd.com Dks,

~qw9C /CGI-BIN/customerA ?<#TZ=o hostB.bcd.com Dks,~qw9C

/CGI-BIN/customerB ?<#

Exec /cgi-bin/* /CGI-BIN/customerA/* hostA.bcd.com
Exec /cgi-bin/* /CGI-BIN/customerB/* hostB.bcd.com

1!5

v Linux M UNIX 53

Exec /cgi-bin/* /opt/ibm/edge/cp/server_root/cgi-bin/*
Exec /admin-bin/* /opt/ibm/edge/cp/server_root/admin-bin/*

v Windows 53

Exec server_root/cgi-bin/*
Exec server_root/admin-bin/*
Exec server_root/DOCS/admin-bin/*

ExportCacheImageTo - +_Y:fZf<v=EL

9CK18n+_Y:fZ]<v=*"D~P#1XBt/Zd*'Zf_Y:

f,r_1*`vzm?p,;_Y:f1,bGPCD#

q=

ExportCacheImageTo export_file_name

1!5

^

ExternalCacheManager - T IBM WebSphere Application
Server PD/,_Y:fdC_Y:fzm

9CC18ndC_Y:fzm46p\_Y:f/,4(J4D IBM WebSphere

Application Server(C_Y:fzmJdw#idC)#_Y:fzm#f JSP a{D

1>,b,yGf"Z&CLr~qwD/,_Y:fP#_Y:fzmv_Y:f

4T IBM WebSphere Application Server(dij6k ExternalCacheManager `%d)

DZ]#
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"b9h+ Service 18nmS=_Y:fzmdCD~TtCKXT#d|dC=h

T&CLr~qw,yGXhD#kNDZ 93 3DZ 22 B, :/,X_Y:fzID

Z];Tq!j{DE"#

q=

ExternalCacheManager External_Cache_Manager_ID Maximum_Expiry_Time

External_Cache_Manager_ID

8(x IBM WebSphere Application Server(|rzma)~q)Dj6#Kj6

XkkZ&CLr~qwO dynacache.xml D~PD externalCacheGroup: group

id tTPhCDj6%d#

Maximum_Expiry_Time

hC-_Y:fJ4D1!=Z1dzmb?_Y:f\mw#g{b?_Y:f

\mw;9-_Y:fDJ4Z8(1dZ^',rKJ4aZC8(1dZ=

Z#C1dI4Vrk*%;xP8(#

>}

TBu?(eK;v;Z www.xyz.com rZDb?_Y:f\mw(IBM WebSphere

Application Server),dJ4Z 20 kr|gc=Z#

ExternalCacheManager IBM-CP-XYZ-1 20 seconds

1!5

^

Fail - \x%dks
9CK18n,*~qw;&mDks8(#e#1ksk Fail 18nOD#e%d.

s,rksM;kNNsx18nODks#e`HO#

q=

Fail request_template [Server_IP_address | host_name]

request_template

*~qw*\xDks8(#e#g{ksk#e%d,r~qwrks_"Mm

s{"#

Z#eP,zI+GECw*(d{#Xkw7%dtzZ(/)sfD&/tV

{(~);;\9C(d{4%d|#

[Server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#

zIT8( IP X7(}g,240.146.167.72),r_zIT8(wz{(}g,

hostA.bcd.com)#

KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

;\*~qwD IP X78((d{#
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>}

ZTB>}P,~qw\x /usr/local/private/ *<DNNks#

Fail /usr/local/private/*

B}9CI!D IP X7N}#g{ks=o IP X7* 240.146.167.7 Dxg,S,

~qw\x /customerB/ *<DNNks#g{ks=o IP X7* 0.83.100.45 Dx

g,S,~qw\x /customerA/ *<DNNks#

Fail /customerB/* 240.146.167.72
Fail /customerA/* 0.83.100.45

B}9CI!Dwz{N}#g{ks=o hostA.bcd.com,~qw\x /customerB/ *

<DNNks#g{ks=o hostB.bcd.com,~qw\x /customerA/ *<DNNk

s#

Fail /customerB/* hostA.bcd.com
Fail /customerA/* hostB.bcd.com

1!5

^

FIPSEnable - T SSLV3 M TLS tC*OE"&mj<

(FIPS)K<D\k

9CK18n4T SSL ,SPD SSLV3 M TLS -itC FIPS K<D\k#1t

CK18n1,+avT SSLV3(V3CipherSpecs 18n)D\'V\kf6Pm#m

b,JmD TLS \kf6+hC* 352F0AFF09FE,x SSLV3 \kf6+hC*

FFFE#

q=

FIPSEnable {on | off}

1!5

FIPSEnable off

flexibleSocks - tCinD SOCKS 5V

9CK18n8>zm9C SOCKS dCD~T7(*vD,S`M#

q=

flexibleSocks {on | off}

1!5

flexibleSocks on

FTPDirInfo - zI?<D6-rhv{"

9CK18nT9 FTP ~qw\zI?<D6-rhvT{"#K{"Iw* FTP P

mD?~I!XT>#FTPDirInfo 18nJmzXFT>{"DX=#

q=

FTPDirInfo {top | bottom | off}
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top
Z?<PD~Pm.0,Z3f%?T>6-{"#

bottom
Z?<PD~Pm.s,Z3fW?T>6-{"#

off
;T>6-3f#

1!5

FTPDirInfo top

ftp_proxy - 8( FTP ksDm;vzm~qw

g{zDzm~qwGzm4D?~,r9CK18n8(m;vzmD{F,rx

K~qw&*5 FTP ks#zXk8(j{ URL,|,U21\V{(/)#*qCP

X9CI!r{r#eDE",kNDZ 215 3D:no_proxy - 8(1S,S=rD

#e;#

q=

ftp_proxy full_URL [domain_name_or_template]

>}

ftp_proxy http://outer.proxy.server/

1!5

^

FTPUrlPath - 8(gNbM FTP URL
9CK18n8(Z FTP URL PD76E"G;bM*`TZG<C'D$w?<,

9G`TZy?<#

q=

FTPUrlPath {relative | absolute}

g{ FTPUrlPath 18nhC* absolute,rG<C'D FTP $w?<Xk|,Z FTP

URL 76#g{8(K FTPUrlPath Relative,rG<C'D FTP $w?<XkS FTP

URL 76!T#}g,*CJ|,ZG<C'$w?< /export/home/user1 DD~

test1.html,h*BP URL 76,!vZ FTPUrlPath 18nDhC:

v g { h C G F T P U r l P a t h a b s o l u t e, r h * D U R L 7 6 G

ftp://ftphost/export/home/user1/test1.html#

v g { h C G F T P U r l P a t h r e l a t i v e, r h * D U R L 7 6 G

ftp://ftphost/test1.html#

1!5

^
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Gc - 8(,xXU

9CK18n8(Gq9C,xXU#g{tC_Y:f,r~qw9C,xXUx

LT>};Y_Y:fDD~#yZD~D=ZUZMd|zm18n5>}D~#

(#,g{tCK_Y:f,M9C,xXU#g{;9C,xXU,raM'JX

9Czm_Y:f#

q=

Gc {on | off}

1!5

Gc On

GCAdvisor - (F,xXU}L

9CK18n8(z*~qwCZ,xXUD(FD&CLr#

q=

GCAdvisor /path/file:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

GCAdvisor /api/bin/customadvise.so:gcadv

GcHighWater - 8(,xXUN1*<

9CK18n8(Xknd=%"w,xXUD\F_Y:f]?DYVJ#KYV

JF*_.;jG#+_.;jG8(*_Y:f]?\FDYVJ#Lx,xX

U,1=o=M.;jG - kND:GcLowWater - 8(,xXUN1ax;Tq!

XZhCDE"#IZ 50 M 95 .dhC_.;jGDYVJ#

q=

GcHighWater percentage

1!5

GcHighWater 90

GcLowWater - 8(,xXUN1ax

9CK18n8(%"w,xXUaxD\F_Y:f]?DYVJ#KYVJF*

M.;jG#+M.;jG8(*_Y:f]?\FDYVJ#|XkhC*MZ_

.;jGhCD5;kND:GcHighWater - 8(,xXUN1*<;Tq!XZhC

_.;jGDE"#

q=

GcLowWater percentage
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1!5

GcLowWater 60

gopher_proxy - 8( Gopher ksDm;vzm~qw

g{zDzm~qwGzm4D?~,r9CK18n8(m;vzmD{F,rx

K~qw&*5 Gopher ks#zXk8(j{ URL,|,U21\(/)#*qCPX

9CI!r{r#eDE",kNDZ 215 3D:no_proxy - 8(1S,S=rD#

e;#

q=

gopher_proxy full_URL[domain_name_or_template]

>}

gopher_proxy http://outer.proxy.server/

1!5

^

GroupId - 8(ij6

9CK18n8(~qwZCJD~.0|D=Di{MC'}#

g{z|DK18n,zXkV$#9~qw,;sYNt/|T9|Dz'#g{

zvXBt/~qw,r|D;z'#(kNDZ 15 3DZ 5 B, :t/M#9_Y:

fzm;)#

":g{z|DC'j6"ij6rU>?<76D~qw1!5,r4(BD?<

"|B?<DmIMyP(#*9~qw\+E"4kC'(eDU>?<,k

+K?<DmIhC* 755,"+C'(eD~qwC'j6hC*yP_#}

g,g{z+~qwDC'j6S1!5|D* jdoe,S1!U>?<|D=

server_root/account,r server_root/account ?<Xk_PmI 755 "StZ jdoe#

q=

GroupId { group_name | group_number}

1!5

AIX:GroupId nobody

HP-UX:GroupId other

Linux:

Red Hat:GroupId nobody

SUSE:GroupId nogroup

Solaris:GroupId nobody

HeaderServerName - 8( HTTP 7P5XDzm~qw{F

9CK18n8( HTTP 7P5XDzm~qwD{F
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q=

HeaderServerName name

1!5

^

Hostname - 8(~qwDj<r{r IP X7

9CK18n8(5X=4TD~ksM'zDr{r IP X7#g{z8(r{,r

r{~qwXkI+{Fbv= IP X7#g{z8( IP X7,r;h*rCJr{

~qw#

":1hC;v}i1,XkZC}iDyPI1O,HXdC Hostname 18n#

q=

Hostname {name | IP address}

1!5

1!ivB,K18n;aZu<dCD~P8(#g{z4ZdCD~P8(K1

8n,rC51!*Zr{~qwP(eDwz{#

http_proxy - * HTTP ks8(m;vzm~qw

g{zDzm~qwGzm4D?~,r9CK18n8(m;vzmD{F,rx

K~qw&*5 HTTP ks#zXk8(j{ URL,|,U21\(/)#*qCPX

9CI!r{r#eDE",kNDZ 215 3D:no_proxy - 8(1S,S=rD#

e;#

q=

http_proxy full_URL[domain_name_or_template]

>}

http://outer.proxy.server/

1!5

^

HTTPSCheckRoot - }K HTTPS ks
9CK18n8(_Y:fzmGqlw URL ;2+Dw3""TiRdPDj)#

g { i R = j ) , r + | G & C = 2 + k s # } g , g { z k s

https://www.ibm.com/,_Y:fzmlw http://www.ibm.com/,Qw|Dj),"9

CNNiR=Dj)T}K https://www.ibm.com/#

g{ HTTPSCheckRoot hC* off,_Y:fzm;lw;2+Dw3"Qwj)#

q=

HTTPSCheckRoot {on | off}
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1!5

HTTPSCheckRoot on

ICP_Address - 8( ICP i/D IP X7

9CKS18nT8(CZ"MMSU ICP i/D IP X7#|Xk|,Z

<MODULEBEGIN> ICP M <MODULEEND> 18n.d#

q=

ICP_Address IP_address

1!5

1!ivB,K18n;aZu<dCD~P8(#g{z4ZdCD~P8(K1

8n,rC51!*S\M"MyPSZOD ICP i/#

ICP_MaxThreads - 8( ICP i/Dns_L

9 C K S 1 8 n T 8 ( \ z D C Z l } I C P i / D _ L } # | X k | , Z

<MODULEBEGIN> ICP M <MODULEEND> 18n.d#

":Z Redhat Linux 6.2 M|Mf>P,K}XkGMD,r*?vxLI4(D_L

Dns}O!#8(CZ ICP Ds?_LIT^FZ~qksP9CDIC_L

}#

q=

ICP_MaxThreads number_of_threads

1!5

ICP_MaxThreads 5

Occupier - 8( Occupier /:DI1

g{zm~qwG3v ICP /:D;?V,r9CKS18n8( ICP TH#|Xk

|,Z <MODULEBEGIN> ICP M <MODULEEND> 18n.d#

1 ICP /:PmSBDTH1,XkQ ICP THE"mS=yPVPTHDdCD~

P#;P;vTH#"b,10wz2IT|,ZTHPmP#1 ICP u</1,|a

vT10wzDu?#byM\;_P;vdCD~,CD~IT4F=d|THz

wO,x^hxP`-T}%10wz#

q=

ICP_Peer hostname http_port icp_port

hostname
THD{F

http_port
THDzmKZ

icp_port
THD ICP ~qwKZ
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>}

TBPmSwz abc.xcompany.com,dzmKZG 80,ICP KZG 3128(w*;vT

Hwz)#

ICP_Peer abc.xcompany.com 80 3128

1!5

^

ICP_Port - 8( ICP i/DKZE

9CKS18nT8( ICP ~qwCZl} ICP i/DKZE#|Xk|,Z

<MODULEBEGIN> ICP M <MODULEEND> 18n.d#

q=

ICP_Port port_number

1!5

ICP_Port 3128

ICP_Timeout - 8( ICP i/DnsH}1d

9CKS18nT8(_Y:fzmH} ICP i/l&Dn$1d#1dGTAk*%

;8(D#|Xk|,Z <MODULEBEGIN> ICP M <MODULEEND> 18n.d#

q=

ICP_Timeout timeout_in_milliseconds

1!5

ICP_Timeout 2000

IgnoreURL - 8(;"BD URL
9CC18nT8(+;I_Y:fzmLr0kD URL#1_Y:fzmLrS_Y

:fD URL 0k4SD3f1,C18nPC#zI9C`v IgnoreURL 18nD

vVT8(;,D URL r URL Zk#C18nD5I|,GE(*)w*(d{,T

&CZk#

q=

IgnoreURL URL

>}

IgnoreURL http://www.yahoo.com/
IgnoreURL http://*.ibm.com/*

1!5

IgnoreURL */cgi-bin/*

=< B. dCD~18n 199



imbeds - 8(Gq9C~qwK|,&m

9CC18nT8(zGq**D~53"CGI Lrrd=_<a)DD~4P~qw

K|,&m#~qwK|,&mGT ext/x-ssi-html Z]`MDD~4PD#(I!)

zI8(T text/html Z]`MDD~4P~qwK|,&m#*q!|`XZZ]`

MDE",kNDZ 162 3D:AddType - *_PXbs:DD~8(}]`M;#

zI9C~qwK|,&m,T/,X+E"ek=}Z5XDD~P#bVE"I

|,UZ"D~s!"D~Dns|DUZ"CGI r~qwK|,73d?,rD>D

~#~qwK|,&mvT>XzzDD~4P#_Y:fzm;TzmDr__Y

:fDTs4P~qwK|,&m#

~qwK|,&m9~qwQwzDD~P?Na)DXb|n#bIT0l~qw

T\"u}=M'zDl&1d#

q=

imbeds {on | off | files | cgi | noexec} {SSIOnly | html}

on *4TD~53M CGI LrDD~4P~qwK|,&m#

off
;*NND~4P~qwK|,&m#

files
v*4TD~53DD~4P~qwK|,&m#

cgi
v*I CGI Lr5XDD~4P~qwK|,&m#

noexec

SSIOnly
* text/x-ssi-html Z]`MDD~4P~qwK|,&m#

html
* text/html Z]`M0 text/x-ssi-html Z]`MDD~4P~qwK|,&m#

~qwlidlwD?vD~DZ]`M,T0d&mD?v CGI LrDdv#

(#v*_P text/x-ssi/html Z]`MDD~4P~qwK|,&m#;x,zIT

8( text/html Z]`MDD~44P~qwK|,&m#

":~qw+ html".html M .htm w* html4&m#NNd|Drw* SSIOnly &

m#

?vs:_P;vT}7Z](eD AddType 18n#g{z9C;,Z .htm r .html

Ds:,r7# AddType 18nT text/x-ssi/html Z]`M(e#

1!5

imbeds on SSIOnly

ImportCacheImageFrom - SD~<k_Y:fZf

9CK18nS*"D~<k_Y:fZ]#1XBt/Zd*'Zf_Y:f,r

_1*`vzm?p,;_Y:f1,bGPCD#
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q=

ImportCacheImageFrom import_file_name

1!5

^

InheritEnv - 8( CGI LrLPD73d?

9CC18nT8(z*C CGI LrLPD73d?(}KX(Z CGI &mD CGI

73d?)#

g{z;|, InheritEnv 18n,rI CGI LrLPyP73d?#g{z|,NN

InheritEnv 18n,rvLP8(DXZ InheritEnv 18nD73d?T0X(Z CGI

D73d?#18nJmzI!Xu</LPDd?5#

q=

InheritEnv environment_variable

>}

InheritEnv PATH
InheritEnv LANG=ENUS

ZC>}P,CGI LrvLP PATH M LANG 73d?,"R LANG 73d?T

ENUS 5u</#

1!5

^#1!ivB,CGI LrLPyP73d?#

InputTimeout - 8(dk,1

9CC18nThCM'zZ,S=~qws"MksyJmD1d#M'zWH,

S=~qw;sY"Mks#g{M'z;ZC18n8(D1dZ"Mks,r~

qwXU,S#T hours"minutes(r mins)M seconds(r secs)DNNiO48(

1d5#

q=

InputTimeout time

>}

InputTimeout 3 mins 30 secs

1!5

InputTimeout 2 minutes

JunctionReplaceUrlPrefix — 1k JunctionRewrite e~-,9

C1,f; URL x;Gek0:

K18n+2G JunctionRewrite e~D1!Yw,JmzmD} html 3fPD3)

URL 4S#K18nk JunctionRewrite 18n-,9C#
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JunctionReplaceUrlPrefix 18n+8> JunctionRewrite e~+ url_pattern_1 PD URL

f;* url_pattern_2,x;GZ URL D*7ek0:#

q=

JunctionReplaceUrlPrefix url_pattern_1 url_pattern_2

>}

JunctionReplaceUrlPrefix /server1.internaldomain.com/* /server1/*

ZK>}P,Yh URL G /server1.internaldomain.com/notes.nsf,"Yh0:G /server1#

x ; G e k 0 : T X 4 U R L =

/server1/server1.internaldomain.com/notes.nsf,JunctionRewrite e~+Q URL |D*

/server1/notes.nsf#

1!5

^

JunctionRewrite - tC URL X4

K18nJm_Y:fzmPDacX4}LXB44T4~qwDl&,T7#1

9 C a c 1 ~ q w ` T U R L q C = J 1 4 ~ q w D 3 d # g { 1 z h C

JunctionRewrite on,x49C UseCookie !n1,acX4e~2XkQtC#a

cG(}zm3dfr(eD#

kNDZ 44 3D:9C Cookie fz JunctionRewrite;MZ 44 3D:CZ)9

JunctionRewrite &\Dy> transmogrifier e~;,TqCPX JunctionRewrite Dd|

E"#

q=

JunctionRewrite {on | on UseCookie | off}

1!5

JunctionRewrite off

JunctionRewriteSetCookiePath — 1k JunctionRewrite e~

-,9C1,X4 Set-Cookie 7PD76!n

1 cookie {%d1,K18n+JmzmX4 Set-Cookie 7PD76!n#g{l&

h*ac,"Rac0:Q(e,r+Z?u760ek0:#K18nIk

JunctionRewrite e~-,9C,r|Ik RewriteSetCookieDomain 18n-,9C#

q=

JunctionRewriteSetCookiePath cookie-name1 cookie-name2...

cookie-name

cookie {Z Set-Cookie 7P#

1!5

^
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JunctionSkipUrlPrefix — 1k JunctionRewrite e~-,9C

1,x}Q|,0:DX4 URL
K18n+2G JunctionRewrite e~D1!Yw,x} URL X4(g{ URL #=

Q%d)#K18nk JunctionRewrite e~-,$w,a)D} html 3fPD3) URL

4SD=(#(#,K18nCZx}Q|(0:D URL#

q=

JunctionSkipUrlPrefix url_pattern

>}

JunctionSkipUrlPrefix /server1/*

ZK>}P,Yh URL G /server1/notes.nsf,"Yhac0:G /server1/#x;GX4

URL = /server1/server1/notes.nsf,JunctionRewrite e~+x}X4 URL,"R URL #

V;d,* /server1/notes.nsf#

1!5

^

KeepExpired - 8(g{ZzmO|BJ4r5XJ4D=Z1>

9CK18n4ZXBi$_Y:fTs1oz@9ksZsK~qwP:D#

1ZsK~qwOXBi$_Y:fTsDZ]1,T3)J4Dks+(}zm*

"=sK~qw#P13)ksD:D+<BsK~qw1z#tCK18nPzZ

@9"zbViv#1tCC18n1,g{}ZzmO|BJ4,ra5XCJ4

D=ZDrID1>#

q=

KeepExpired {on | off}

1!5

KeepExpired off

KeyRing - 8(=\?7}]bDD~76

9CC18nT8(=\?7}]b(~qw+CZ SSL ks)DD~76#\?7

D~(} iKeyman \?\mw5CLrzI#

":SSL 18nZ SUSE Linux O;'V#

q=

KeyRing filename

>}

Windows:KeyRing c:\Program Files\IBM\edge\cp\\key.kdb

Linux M UNIX:KeyRing /etc/key.kdb
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1!5

^

KeyRingStash - 8(=\?7}]bD\kD~DD~76

9CK18n8(=\?7}]b\kD~DD~76#\kD~G(} iKeyman \?

\mw5CLrZ9(\?7}]bD~1zID#

":SSL 18nZ SUSE Linux O;'V#

q=

KeyRingStash file_path

>}

Windows:KeyRingStash c:\Program Files\IBM\edge\cp\key.sth

Linux M UNIX:KeyRingStash /etc/key.sth

1!5

^

LimitRequestBody — 8( PUT r POST ksPnswes!

9CK18nXF PUT r POST ksPnswes!# LimitRequest 18nCZ#

$zm;\=%w#

ITT'VZ(K)"WVZ(M)r*VZ(G)8(C5#

q=

LimitRequestBody max_body_size {K | M | G}

1!5

LimitRequestBody 10 M

LimitRequestFields — 8(M'zksPDnsjb}

9CK18n8(IZM'zksP"MDnsjb}#LimitRequest 18nCZ#$

zm;\=%w#

q=

LimitRequestFields number_headers

1!5

LimitRequestFields 32

LimitRequestFieldSize — 8(nsjb$HMksP

9CK18n8(nsksP$H,T0ksP?vjbDns$H#LimitRequest 1

8nCZ#$zm;\=%w#

ITTVZ(B)r'VZ(K)8(C5#
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q=

LimitRequestFieldSize max_hdr_length {B | K}

1!5

LimitRequestFieldSize 4096 B

ListenBacklog - 8(~qwI4PDl}"8M'z,S}

Z"M,S\xD{"xM'z.0,9CC18nT8(~qw4PDl}"8M

'z,S}#K}!vZzD~qwIZ8kSZ&mDks}#ZM'z,1"l

#U9,S.0,;*+|hC*_Z~qw\&mD}#

":g{ ListenBacklog 5sZI TCP/IP 'VD SOMAXCONN 5,r9C

SOMAXCONN 5#

q=

ListenBacklog number_of_requests

1!5

ListenBacklog 128

LoadInlineImages - XF6k<qD"B

9CK18n8(GqI_Y:fzmLrlwZ*<q#g{ LoadInlineImages hC

* on,r2+_Y:f6k3f(C3f}Z_Y:f)D<q#g{|hC* off,

r;_Y:f6kD<q#

q=

LoadInlineImages {on | off}

1!5

LoadInlineImages on

LoadTopCached - 8(*"BD\6-3f}

9CC18nT8>_Y:fzmLrCJ0;mD_Y:fCJU>,"0kks

n`D URL#

K Caching 18nXkhC* On,"RZ* LoadTopCached 18nhC;v51Xk

* CacheAccessLog 18nhC;v5#

q=

LoadTopCached number_of_pages

1!5

LoadTopCached 100

LoadURL - 8(*"BD URL
9CC18nT8(*I_Y:fzmLr0k=_Y:fD URL#KdCD~PI|

,`v LoadURL 18n,+;\9C(d{#
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q=

LoadURL url

>}

LoadURL http://www.ibm.com/

1!5

^

Log - (F Log =h

9CC18nT8( Log =hZd~qwwCD(F&CLr&\#Kzka)XU,

Ss4PDU>0d|&m#

q=

Log request_template /path/file:function_name

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

I E Z 1 \ ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#zXka)r*"40XU&\D{F#

>}

Log /index.html /api/bin/icsextpgm.so:log_url

1!5

^

LogArchive - 8(U>i5DP*

9CK18n8(i5}LDP*#K18n0lyP_P+VhCDU>#|CZ

8(U>G9u9Ge}9G24<;4P#

g{z8( Compress,r9C CompressAge M CompressDeleteAge 18nT8(N1

9ur>}U>#9C CompressCommand 18nT8(*9CD;|n0dN}#

g{z8( Purge,r9C PurgeAge M PurgeSize 18nT8(N1e}U>#

q=

LogArchive {Compress | Purge | none}

Compress
8(i5}L9uU>#

Purge
8(i5}LA}U>#
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none
8(i5}L;vNNB#

1!5

LogArchive Purge

`X18n

v Z 177 3D:CompressAge - 8(N19uU>;

v Z 178 3D:CompressDeleteAge - 8(N1>}U>;

v Z 177 3D:CompressCommand - 8(9u|nMN};

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;

LogFileFormat - 8(CJU>q=

9CK18n8(CJU>D~DD~q=#

q=

LogFileFormat {common | combined}

1!ivB,U>T NCSA +2U>q=T>#`4,8( combined,T NCSA i

OU>q=T>U>#iOq=mSCZ}C URL"C'zmLrT0 Cookie DVN

(g{Z10ksPT>)#

1!5

LogFileFormat common

LogToGUI(v Windows)- Z~qw0ZPT>U>u?

vJCZ Windows 53#1(}|nPKPzm1,9CK18ndv=CJU>#

*E/~qwT\,1!ivB,+K18nhC* off({C)#

":1zmw*~qKP1,K18n;pwC#

q=

LogToGUI {on | off}

1!5

LogToGUI off

LogToSyslog — 8(Gq+CJE""M=53U>(v Linux
M UNIX)

v Linux M UNIX 53#9CK18n8(~qwGq+CJks0msG<=CJ

MmsU>D~,,19G<=53U>#

q=

LogToSyslog {on | off}
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Zz8(*+msU>E"4k53U>D~.0,C53U>D~XkT>ZzD

~qwO#zIT!qGG<CJE"9GG<msE",r_=_<G<#

*v"MmsE"=53U>,r+BPPmS=zD /etc/syslog.conf D~:

user.err syslog_output_file_for_error_information

*v"MCJE"=53U>,r+BPPmS=zD /etc/syslog.conf D~:

user.info syslog_info_file_for_access_information

*+ms0CJE"<"M=53U>,r+BP=P<mS=zD /etc/syslog.conf D

~:

TBPq=8( syslog_output_file M syslog_info_file:

v AIX:/var/adm/name_of_syslog_file

v HP-UX:/var/adm/syslog/syslog.log

v Linux:/var/adm/messages

v Solaris:/var/adm/messages

Zz4(53U>D~s,zIT4|nXBt/53U>:

kill -HUP 'cat /etc/syslog.pid'

1!5

LogToSyslog Off

Map - +%dks|D*BDksV{.

9CC18nT8(z*|D*BDksV{.Dks#e#Z~qw|Dkss,

|+qCBDksV{.,"+dksx18nODks#e`HO#

q=

Map request_template new_request [server_IP_address | host_name]

request_template

8(~qw|D;sLx+BDksV{.kd|#e`HODks#e#

Z#eP,zI+(*)w*(d{#Xkw7%dtzZ(/)sfD&/tV{

(~);;\9C(d{4%d|#

new_request

8(~qwCZLxksx18nODks#e`HODBDksV{.#g{

request_template _P;v(d{,rT new_request 8(DV{.I|,;v

(d{#%d request_template (d{Dks?~+ek= new_request PD(

d{;CP#

[server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#

zIT8(;v IP X7(}g,240.146.167.72)r_IT8(;vwz{(}

g,hostA.raleigh.ibm.com)#
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KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

;\*~qwD IP X78((d{#

>}

v ZB}P,~qwqCT /stuff/ *<DNNks,"R+ksD /stuff/ ?V|

D* /good/stuff/#-<ksONNzE /stuff/ DZ]2|,ZBDksV{.

Z#rK,/stuff/whatsup/ |D* /good/stuff/whatsup/#~qwqCBDksV

{.,"LxQ|ksx18nODks#e`HO#

Map /stuff/* /good/stuff/*

v B}9CI!D IP X7N}#g{zD~qwSUT /stuff/ *<Dks,r~q

wyZks=oDxg,S IP X7+Cks|D*;v;,DksV{.#TZk

x 2 4 0 . 1 4 6 . 1 6 7 . 7 2 D k s , ~ q w + k s D / s t u f f / ? V | D *

/customerA/good/stuff/#TZxkNNk 0.83.100.45 X7,SDks,~qw+

ksD /stuff/ ?V|D* /customerB/good/stuff/#

Map /stuff/* /customerA/good/stuff/* 240.146.167.72
Map /stuff/* /customerB/good/stuff/* 0.83.104.45

v B}9CI!Dwz{N}#g{~qwSUT /stuff/ *<Dks,r~qwyZ

URL PDwz{+Cks|D*;v;,DksV{.#TZxk hostA Dks,

~qw+ksD /stuff/ ?V|D* /customerA/good/stuff//#TZxk hostB D

ks,~qw+ksD /stuff/ ?V|D* /customerB/good/stuff/#

Map /stuff/* /customerA/good/stuff/* hostA.bcd.com
Map /stuff/* /customerB/good/stuff/* hostB.bcd.com

1!5

^

MaxActiveThreads - 8(n/_LDns}

9CK18nThC;NP'D_Lns}#g{=oCns5,r~qw+#VB

Dks1=m;vksjI"R_LIC#(#,zwD&J=_,*K18nhC

D5M=_#g{zw*<(Q+`D1dZ*zNqO(g,;;Zf),r"T

uYC5#

q=

MaxActiveThreads number_of_threads

1!5

MaxActiveThreads 100

MaxContentLengthBuffer - 8(/,}]D:exs!

9CC18nThCI~qwzID/,}]D:exs!#/,}]GS CGI Lr"

~qwK|,0 API LrdvD#

ITTVZ(B)"'VZ(K)"WVZ(M)r*VZ(G)8(C5#^[Z}

M5(B"K"M M G).dP;PUq<;*t#
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q=

MaxContentLengthBuffer size

1!5

MaxContentLengthBuffer 100 K

MaxLogFileSize - 8(?vU>D~Dnss!

9CK18n8(?vU>D~Dnss!#?vU>D~;\,vK18n(eD

s!#;)U>D~o=ns(es!s,10U>D~+XU,"+4(,{DB

U>D~,7SB;vv?D{}5#

":

1. _Y:fzmG 32 ;&CLr,"r*dxP 32 ;&\DU>D~#r*K<

x,;*Q MaxLogFileSize 8(*sZ 2 GB#g{1_Y:fzmZ#V&mk

sn/1"T4kU>D~,xU>D~Ds!,} 2 GB,r_Y:fzmI\R

p#

2. Z Linux M UNIX =(O,g{TZG)KP ibmproxy X$LrDi,U>D~

y$tD?<;P4mI(,r+;4(U>D~#;d05,TZ ibmproxy.conf

D~P GroupId 18n(eDi,ibmproxy.conf D~PCZG<18nDU>D~

;CXkAY_P4mI(#(;DJbG,U>D~D1!;CQ|D,r_

ibmproxy.conf D~P1! UserId r GroupId 18nQ|D#

ITBP%;.;8(nss!:VZ(B)"'VZ(K)"WVZ(M)r*VZ

(G)#

q=

MaxLogFileSize maximum {B | K | M | G}

1!5

MaxLogfileSize 128 M

MaxPersistRequest - 8(;vVC,SOSUDnsks}

9CK18n8(~qwSUVC,SDnsks}#17(C}1,k<GCZz

3fD<q}#?v<qh*;v%@Dks#

q=

MaxPersistRequest number

1!5

MaxPersistRequest 5

MaxQueueDepth - 8(SPPns URL }

9CK18n8(4jI3flwksD_Y:fzmLrDSPDnsnH#g{

z_P;vxPs?ZfD^s53,rzITZ4{DtyPICZfDivB(

e;v^sD3flwksSP#
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=_Y:fD URL SPGZ?v_Y:fzmLrKP*<17(D#g{z8>_

Y:fzmLrT4U=d| URL D,D>4S,rb)d| URL ;FZ_Y:f

SPnHZ#o= MaxURLs 18nP8(D5s,49SPPP|`D URL,_Y

:fzmLr2a#9#

q=

MaxQueueDepth maximum_depth

1!5

MaxQueueDepth 250

MaxRuntime - 8(_Y:fzmLrKPDns1d

9CK18n8(_Y:fzmLrZ3;KPZdlw URL Dns1d#5 0 b6

E_Y:fzmLr+KP1AjI#

q=

MaxRuntime {0 | maximum_time}

>}

MaxRuntime 2 hours 10 minutes

1!5

MaxRuntime 2 hours

MaxSocketPerServer - 8(~qwDnsr*WSV}

9CK18nhCr*WSVDns},T,$NN4~qw#v1 ServerConnPool 1

8nhC* on 1,E9CK18n#

q=

MaxSocketPerServer num

>}

MaxSocketPerServer 10

1!5

MaxSocketPerServer 5

MaxUrls - 8(*"BDns URL }

9CK18n8(_Y:fzmLr+Z3;KPZdlwD URL Dns}#5 0 b

6E^^F#19C_Y:fzmLrDT/==1,LoadURL M LoadTopCached 1

8nEHZ MaxURLs#

q=

MaxURLs maximum_number

1!5

MaxURLs 2000
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Member - 8(;v}iI1

9CK18n8(I~qw(9C6L_Y:fCJ)2mD}iI1#

":1hC;v}i1,ZC}iDyPI1O,HXdC Hostname 18n#

q=

Member name {
subdirective
subdirective
.
.
}

|,BPS18n:

RCAAddr
KXhDS18nj6 RCA (ED IP X7rwz{#

RCAPort
CXhDS18nj6 RCA (EKZ#KKZEXksZ 1024 R!Z 65535#

CacheSize {n bytes | n Kbytes | n Mbytes | n Gbytes}
KXhDS8nj6KI1D_Y:fDs!,|Xk*;v}5#

[Timeout n milliseconds | n seconds | n hours | n days | n months | n years |
forever]

j6H}CI1D1d#n Xk*}{}#Timeout GI!D;1!5* 1000 A

k#,15(#TkrAk*%;hC#

[BindSpecific {on | off}]
Jm(EZ(CSxO"z,"a)K2+Tb?#BindSpecific GI!D;1!

5* On#

[ReuseAddr {on | off}]
Jm}i|lXXBSO;+dhC* On Jmd|xL<CKZ,bya<B4

(eDP*#ReuseAddr GI!D;1!5* Off#

>}

Member bittersweet.chocolate.ibm.com {
RCAAddr 127.0.0.1
RCAPort 6294
CacheSize 25G
Timeout 500 milliseconds
BindSpecific On
ReuseAddr Off
}

1!5

^

Midnight - 8(CZi5U>D API e~

9CK18n8(Zg9KPD&CLre~,Ti5U>#C18nZ20Zdu

</#g{z4ZKdCD~P|,K18n,r;4Pi5#
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q=

Midnight /path/file:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

1!5

v Linux M UNIX:Midnight /usr/lib/archive.so:begin

v Windows:Midnight C:\Program Files\IBM\edge\cp\\bin\archive.dll:begin

NameTrans - (F{F*;=h

9CK18n8(~qwZ{F*;=hZdwCD(F&CLr&\#Czk**

;ksPDib76=~qwODom76T03d URL =X(Tsa)zF#

":|;G;vUK3dfr#*;D URL TXk%ddP;vUK3dfr18n,

}g,Exec"Fail"Map"Pass"Redirect M Service#

q=

NameTrans request_template /path/file:function_name
[Server_IP_address | host_name]

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

I E Z 1 \ ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

[Server_IP_address | host_name]
g{z}Z9C`v IP X7ribwz,r7(Gq*v*xkX( IP X7rX

(wzDkswC&CLr&\#

;\*~qwD IP X78((d{#

":C18nXkZ;POdk,49*cZA!|T>*=P#

>}

NameTrans /index.html /api/bin/icsextpgm.so:trans_url

1!5

^
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NoBG - Z0(KP_Y:fzmxL

Z Linux M UNIX =(O,9CK18nI@9_Y:fzm~qwxLZs(T/

KP#1!ivBK18nhC* off,dq=*:

NoBG [on | off]

":ibmproxy |nD -nobg !nZ Windows 53P;IC#

>}

NoBG on

1!5

NoBG off

NoCaching - 8(;_Y:fd URL k#e%dDG)D~

9CK18n8(~qw;_Y:fxP%d8(D#eD URL DD~#zITZd

CD~P|,`vK18n#?v#e|,;v%@D18n#URL #eXk|,-

i#

g{H;PhC CacheOnly V;PhC NoCaching 18n,rNN;v URL <JO

xP_Y:f#

q=

NoCaching URL_pattern

>}

NoCaching http://joke/*

1!5

^

NoLog - VF%d#eDX(DwzrrDU>u?

9CK18n8(z;G<S%d8(#eDX(wzrr"vDCJks#}g,

zI\;kCJ4T>XwzDCJks#

zITZzDdCD~PvV`vK18n#g{zT;vr`vUqVt`v#

e,rz2IT+|GECZ`,D18nO#zITZb)#eO9Cwz{r IP E

kX7#

":*9Cwz{#e,zXkhC DNS-Lookup 18n* On#g{ DNS-Lookup 1

8nhC* Off(1!5),rzvI9C IP X7#e#

q=

NoLog {host_name | IP_address} [...]

>}

NoLog 128.0.* *.edu localhost.*
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1!5

^

no_proxy - 8(1S,S=rD#e

g{zZ9C18n http_proxy"ftp_proxy r gopher_proxy CZzm4S,rzI9

CK18n8(~qw1S,S=D(xG(}zm)r#

8(;vw*r{V{.rr{#eV{.D5#C:E(,)VtV{.PD?vu

?#;*ZV{.P9CNNUq#

ZC18nOdkD#ekZd|18nOdkD;,#nX*DG,z^(9C(

d{(*)#zIT(}v|,r{Dns?V48(#e#~qw1S,S=NNT

%dz8(D#eDV{.a2Dr#K18nv&C=&Czm4S,"RH[Z

SOCKS dCD~PD1SD @/= P#

q=

no_proxy domain_name_or_template[,...]

>}

no_proxy www.someco.com,.raleigh.ibm.com,.some.host.org:8080

ZK>}P,~qw;*BPksx(}zm:

v =T www.someco.com a2DrDNNks

v =T .raleigh.ibm.com a2DrDNNks,}g,blugrass.raleigh.ibm.com r

keystone.raleigh.ibm.com

v = T . s o m e . h o s t . o r g a 2 D r K Z 8 0 8 0 D N N k s , } g

myname.some.host.org:8080#(|;|,=`,DrDNNd|KZDks,}g

myname.some.host.org,|YhK1!KZ 80#)

1!5

^

NoProxyHeader - +M'z78(=i
9CK18nT+M'z URL 78(=i#ITh{IM'z"MDNN HTTP 7

(|,XhD7)#1h{71,kqX!D#+27|,:

v Pragma: - (#CZ8>xP_Y:fD/@wM~qwTS?NksD~D4~q

wCfD~#

v Refere: - ITSdqC Request-URI DD~D URL#

kND HTTP -if6TqCXZb)70d|7Dj8E"#zI`N8(K18

n#

q=

NoProxyHeader header

>}

NoProxyHeader Referer:
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1!5

^

NumClients - 8(*9CD_Y:fzmLr_L}

9CC18nT8(_Y:fzmLrCZlwSPPD3fD_L}#yZZ?x

gYH0=rXxD,SYHD_L}#IJmD6'G 1 = 100#

":9C`ZyvD_LI\a<BZ]~qwODks}l#

q=

NumClients number

1!5

NumClients 4

ObjectType - (FTs`M=h

9CK18n8(Ts`M=hZd~qwwCD(F&CLr&\#Kzk+ks

DTs(;ZD~53P,"8(d MIME `M#

q=

ObjectType request_template /path/file:function_name

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

I E Z 1 \ ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

ObjectType /index.html /api/bin/icsextpgm.so:obj_type

1!5

^

OutputTimeout - 8(dv,1

9CK18nhC~qwJmDns1d,T+dv"M=M'z#1d^F&CZ

>XD~DksT0w*zm~qwDks#1d^F;&CZt/>X CGI LrD

ks#

g{~qw;ZC18n8(D1d^FZ"Mj{Dl&,r~qwO*,S#T

hours"minutes(r mins)M seconds(r secs)DNNiO48(1d5#
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q=

OutputTimeout time

1!5

OutputTimeout 30 minutes

PacFilePath - 8(|, PAC D~D?<

9CK18n8(|,T6LdC PAC D~q=zIDzmT/dCD~D?<#

q=

PacFilePath directory_path

1!5

v Windows:PacFilePath c:\Program Files\IBM\edge\cp\\HTML\pacfiles

v Linux M UNIX:PacFilePath /opt/ibm/edge/cp/server_root/pub/pacfiles

Pass - 8(S\ksD#e

9CK18n*z*S\Ml&4T~qwD~Dks8(#e#1ksk Pass 18

nOD#e%d.s,rksM;kNNsx18nODks#e`HO#

q=

Pass request_template [file_path [server_IP_address | host_name]]

request_template

*z*S\Ml&4T~qwD~Dks8(#e#

Z#eP,zI+(*)w*(d{#Xkw7%dtzZ(/)sfD&/tV{

(~);;\9C(d{4%d|#

[file_path]
8(~qw*5XDD~76#g{ request_template _P;v(d{,r

file_path I|,;v(d{#%d request_template (d{Dks?~+ek

= file_path PD(d{;CP#

KN}GI!D#g{z;8(76,rks>mw*7649C#

[server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#

zIT8(;v IP X7(}g,240.146.167.72)r_IT8(;vwz{(}

g,hostA.raleigh.ibm.com)#

KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

;\*~qwD IP X78((d{#

>}

v ZB}P,~qwl&T /updates/parts/ *7Dl&,dD~4TyPD76,"

!vZYw53#NNtzZ /updates/parts/ sDZ]2CZ8(KD~#
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L i n u x M U N I X 5 3 : P a s s / u p d a t e s / p a r t s / *

/opt/ibm/edge/cp/server_root/pub/*

Windows 53:Pass /updates/parts/* c:\Program Files\IBM\edge\cp\pub\*

v ZB}P,~qwl&T /gooddoc/ *7Dks,dD~4T?< /gooddoc#rK

~qwl&ks /gooddoc/volume1/issue2/newsletter4.html,dPD5ZD~

/gooddoc/volume1/issue2/newsletter4.html P#

Pass /gooddoc/*

v B}9CI!D IP X7N}#g{~qwSUT /parts/ *<Dks,r~qwy

Z k s = o D x g , S I P X 7 , S ; v ; , D ? < 5 X D ~ # T Z x k

240.146.167.72 Dks,~qwS /customerA/catalog/ 5XD~#TZxkNNkX

7 0.83.100.45 ,SDks,~qw+S /customerB/catalog/ 5XD~#

Pass /parts/* /customerA/catalog/* 240.146.167.72
Pass /parts/* /customerB/catalog/* 0.83.100.45

v B}9CI!Dwz{N}#g{~qwSUT /parts/ *<Dks,r~qwyZ

URL PDwz{,S;v;,D?<5X;vD~#TZxk hostA Dks,~q

wS / cus tomerA/ca ta log/ 5XD~#TZxk hos tB Dks,~qwS

/customerB/catalog/ 5XD~#

AIX 53

Pass /Admin/* /usr/lpp/internet/server_root/Admin/*
Pass /Docs/* /usr/lpp/internet/server_root/Docs/*
Pass /errorpages/* /usr/lpp/internet/server_root/pub/errorpages/*
Pass /* /usr/lpp/internet/server_root/pub/*

Solaris"HP-UX M Linux 53

Pass /Admin/* /opt/ibm/edge/cp/server_root/Admin/*
Pass /Docs/* /opt/ibm/edge/cp/server_root/Docs/*
Pass /errorpages/* /opt/ibm/edge/cp/server_root/pub/errorpages/*
Pass /* /opt/ibm/edge/cp/server_root/pub/*

1!5

AIX 53

Pass /Admin/* /usr/lpp/internet/server_root/Admin/*
Pass /Docs/* /usr/lpp/internet/server_root/Docs/*
Pass /errorpages/* /usr/lpp/internet/server_root/pub/errporpages/*
Pass /* /usr/lpp/internet/server_root/pub/*

HP-UX"Linux M Solaris 53

Pass /Admin/* /opt/ibm/edge/cp/server_root/Admin/*
Pass /Docs/* /opt/ibm/edge/cp/server_root/Docs/*
Pass /errorpages/* /opt/ibm/edge/cp/server_root/pub/errorpages/*
Pass /* /opt/ibm/edge/cp/server_root/pub/*

Windows 53

Pass /icons/* C:\Program Files\IBM\edge\cp\icons\*
Pass /Admin/* C:\Program Files\IBM\edge\cp\Admin\*
Pass /Docs/* C:\Program Files\IBM\edge\cp\Docs\*
Pass /erropages/* C:\Program Files\IBM\edge\cp\pub\errorpages\*
Pass /* C:\Program Files\IBM\edge\cp\pub\*

PersistTimeout - 8(H}M'z"Mm;vksD1d

9CK18n8(!{VC,S.0~qwZM'zksdDH}D1d#K1dI

8(*NNP'1dv?,+(#8(*krVS#
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~qw9C;v;,D,118n(InputTimeout),T7(Z(",SsH}M'z

"MZ;vksD1d#*q!PXdk,1D|`E",kNDZ 201 3D

:InputTimeout - 8(dk,1;#

~qw"MdZ;vl&s,|9C* PersistTimeout 18nhCD5T7(Z!{V

C,S0H}?vsxksD1d#

q=

PersistTimeout time

1!5

PersistTimeout 4 seconds

PICSDBLookup - (F PICS j)lw=h

9CC18nT8(~qwwCD(F&CLr&\,Tlw8(D URL D PICS j

)#&\IT*ksDD~/,X4( PICS j),2ITZ;v8CD~r}]bP

Qw PICS j)#

q=

PICSDBLookup /path/file:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

PICSDBLookup /api/bin/icsext05.so:get_pics

1!5

^

PidFile(v Linux M UNIX)— 8(Zdf"_Y:fzmDx

Lj6DD~

v Linux M UNIX# 9CK18n8(|,_Y:fzmDxLj6DD~D;C#

1~qwxL*<1,|+ZD~PG<dxLj6(PID)#g{~qwD`v5}

}Z%v53OKP,r?v5}Xk_PdT:D PidFile 18n#

q=

PidFile path_to_pid_file_info

>}

PidFile /usr/pidinfo

1!5

v g{8( ServerRoot 18n:PidFile server_root /ibmproxy-pid

v g{48( ServerRoot 18n:PidFile /tmp/ibmproxy-pid
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e~#i18n

BfyPD18nQmS=_Y:fzm ibmproxy.conf D~P,TtCBD&\?~

Me~#0dCM\m1m%;\CZ`-`}b)18n#Xk9Cj<D>`-

w(g vi r emacs)4V$`-|G#XZ?v18nDx;=E"TV83rvV

Z>BP#

v Z 191 3D:ExternalCacheManager - T IBM WebSphere Application Server PD

/,_Y:fdC_Y:fzm;

v Z 198 3D:ICP_Address - 8( ICP i/D IP X7;

v Z 199 3D:ICP_Port - 8( ICP i/DKZE;

v Z 199 3D:ICP_Timeout - 8( ICP i/DnsH}1d;

v Z 198 3D:Occupier - 8( Occupier /:DI1;

v Z 198 3D:ICP_MaxThreads - 8( ICP i/Dns_L;

v Z 243 3D:SignificantURLTerminator - * URL ks8(U9zk;

v Z 244 3D:SSLCertificate - *$i8(\?j);

v Z 245 3D:SSLOnly - T HTTP ks{Cl}w_L;

Z ibmproxy.conf D~P,CZdC_Y:fzme~#iD18nXkCTBq=d

k:

<MODULEBEGIN> plugin name
subdirective1
subdirective2

<MODULEEND>

?ve~LrVv ibmproxy.conf D~,";Ad5PDS18ni#C_Y:fzm

bvwvT <MODULEBEGIN> M <MODULEEND> dD?vZ]#

_Y:fzme~#iM;)BD&\?~h*+ API 18nmS= ibmproxy.conf D

~#r*zm~qw4e~#iPvD3rkdxP;%,yT1zZzmdCD~

PT18nEr1,kqX!D#Pro to type 18n(T"MN=)QmS=

ibmproxy.conf D~D API ?V#b) API 18nG4P?DD3rxPEPD#1

mS API 18nTtCB&\Me~#i1,k4dCD~-M?VPT>D3rEP

b)18n#r_,!{"M"`-(g{h*)API 18n,T|,T?vyh&\

re~D'V#1b)kz7;pa)s,mSC'zIDe~#i#

Port - 8(~qwl}ksDKZ
9CK18n8(~qwl}ksyZDKZE#j<D HTTP KZE* 80#*d|

TCP/IP &CLr#tMZ 1024 Dd|KZE,"R;<9C|G#CZzm Web ~

qwD+2KZG 8080 M 8008#

19C}K 80 TbDKZ1,M'zXh|,XZ=~qwDksDX(KZE#K

ZEECZ URL Dwz{s,"tzZ;v0E.s#}g,S/@w,URL

http://www.turfco.com:8008/ SZ 8008 Ol}R{F* www.turfco.com Dwzk

s1!6-3f#

1t/K~qw1,zI9C ibmproxy |nOD -p !n42GKhC#
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q=

Port number

g{z|DK18n,zXkV$#9~qw,;sYNt/|T9|Dz'#g{

zvXBt/~qw,r~qw+;6p|D#(kNDZ 15 3DZ 5 B, :t/M#

9_Y:fzm;)#

1!5

Port 80

PostAuth - (F PostAuth =h

9CK18n8( PostAuth =hZd~qwwCD(F&CLr&\#^[SH0=

hrSd| PostAuth &mLrC=D5Xku4y,<4PKzk#|Jmze}V

dCZ&mksDNNJ4#

q=

PostAuth /path/file:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

AuthExit /ics/api/bin/icsext05.so:post_exit

1!5

^

PostExit - (F PostExit =h

9CK18n8( PostExit =hZd~qwwCD(F&CLr&\#;\SH0=h

rd| PostExit &mLrC=D5Xku4y,<4PKzk#|Jmze}VdCZ

&mksDNNJ4#

q=

PostExit /path/file:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

PostExit /ics/api/bin/icsext05.so:post_exit

1!5

^
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PreExit - (F PreExit =h

9CK18n8( PreExit =hZd~qwwCD(F&CLr&\#ZAM'zks

s+Zd|&m"z0,Kzk+4P#zITZC=hZdwC GoServe #i#

q=

PreExit /path/file:function_name

/path/file

8(`k DLL D+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

PreExit /ics/api/bin/icsext05.so:pre_exit

1!5

^

Protect - *%d#eDks$n#$hC

9CC18n*%d#eDks$n#$hCfr#

":*K#$}#$w,ZdCD~P DefProt M Protect 18nXkECZNN

Pass"Exec r Proxy 18n.0#

C protection S18n(e#$hC#Protect 18nDq=!vZzG*|, protection

S18nDj)rD~,9G*|,w* Protect 18n;?VD protection S18n#

q=

KN}I9CBPq=:

v Protect 18nI8(*;v|, protection S18nD%@D~Dj{76kD~

{#|2II#$hCj){F(K{FkH0Z Protection 18nO(eD{F`

%d)8(;K Protection 18n|, protection S18n#9CKq=:

Protect request_template [setup_file | label[
[FOR Server_IP_address | host_name]

":C18nXkdkZ;PO,d;ZKT>*=P#

v zIZ Protect 18nO8(5JD protection S18nZ*#b)S18nXkS

((E({})#s((EV{XkG Protect 18n;PODns;vV{# sf?

vS18nw<;P#R((EV{XkZns;PS18nsf@<;P#((

EP;\vVNN"MP#*|, protection S18nZ*w* Protect 18nD;

?V,q=4gBy>:

Protect request_template [FOR Server_IP_address | hhost_name]
subdirective value
subdirective value
.
.
.

}

9CBPN}:
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request_template

8($n#$Dks#e#~qw+kxM'zksk#e`HO,g{%d,r

$n#$#

[setup_file | label]
g{z}Z8r|, protection S18nDj)rD~,rKN}8(*$nDk

request_template `%dDksD#$hC#

KN}GI!D#g{!T,r(}|,%d#eDn|D DefProt 18n4(e

#$hC#

[FOR server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#g{#$ IP X7,G4 IP X

7M+^(wz{<+\=#$#;x,g{~qwGZ9CG+^(wz{D{

F(g,9Cwz{D~PDu?)DxgPwCD,G4|;\#$#

>}:

Protect http://x.x.x.x PROT-ADMIN

Z Web /@wP:

v http://x.x.x.x G\#$D

v http://hostname.example.com G\#$D

v http://hostname G;\#$D

>}:

Protect http://hostname.example.com PROT-ADMIN

Z Web /@wP:

v http://x.x.x.x G;\#$D

v http://hostname.example.com G\#$D

v http://hostname G;\#$D

zI8( IP X7(}g,FOR 240.146.167.72),r_zI8(wz{(}g,

FOR hostA.bcd.com)#

(d{^(CZ8(~qw IP X7#

KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

":K [server_IP_address | host_name] N}k [setup_file | label] N}r

subdirective value N};p9C#

v *+ [server_IP_address | host_name] k [setup_file | label] ;p9

C,zXk+ FOR r;)d|V{.(;xUq)EZ setup_file | label]

N}k server_IP_address | host_name] N}.d#

v *+ server_IP_address | host_name] k subdirective value N};p9

C,k;*Z IP_address r host_name .0|, FOR#
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subdirective value

*|, protection S18nw* Protect 18nD;?V,r9CKN}#*q!

protection S18nDhv,kNDBP:

v Z 227 3D:AuthType - 8(O$`M;

v Z 227 3D:DeleteMask - 8(JmT>}D~DC'{"iMX7;

v Z 227 3D:GetMask - 8(JmTq!D~DC'{"iMX7;

v Z 227 3D:GroupFile - 8(X*DiD~D;C;

v Z 227 3D:Mask - 8(Jm"v HTTP ksDC'{"iMX7;

v Z 227 3D:PasswdFile - 8(X*D\kD~D;C;

v Z 228 3D:PostMask - 8(JmT3yD~DC'{"iMX7;

v Z 228 3D:PutMask - 8(JmTECD~DC'{"iMX7;

v Z 228 3D:ServerID - 8(k\kD~`X*D{F;

>}

v ZB}P,~qw4gBy>$n#$:

– I /secret/scoop/ $n#$*<Dks##$hC(eZ /server/protect/setup1.acc

#$hCD~#IZ Protect 18n;8(#$hC,yT9CH0%d DefProt

18nD#$hC#

– I /secret/business/ $n#$*<Dks##$hC(eZ_P BUS-PROT j

)D Protection 18n#

– I /topsecret/ $n#$*<Dks##$hC1S|,Z Protect 18n#

b)>}9C IP X7#g{zD~qwSUT /secret/ r /topsecret/ *<Dk

s,r~qwyZks=oDxg,S IP X7T$nksD;,#$hC#

– TZ=o 0.67.106.79 D /secret/ ks,~qw$n(eZxP CustomerA-PROT

j)D Protection 18nOD#$hC#TZ=o 0.67.106.79 D /topsecret/ k

s,~qw$nZ*(eZ /topsecret/ D Protect 18nOD#$hC#

– TZ=o 0.83.100.45 D /secret/ ks,~qw$n(eZxP CustomerB-PROT

j)D Protection 18nOD#$hC#TZ=o 0.83.100.45 D /topsecret/ k

s,~qw$nZ*(eZ /topsecret/ D Protect 18nOD#$hC#

Protection BUS-PROT {
UserID busybody
GroupID webgroup
AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/restrict.pwd
GroupFile /docs/WWW/restrict.grp
GetMask authors
PutMask authors

}
DefProt /secret/* /server/protect/setup1.acc
Protect /secret/scoop/*
Protect /secret/business/* BUS-PROT
Protect /topsecret/* {

AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/restrict.pwd
GroupFile /docs/WWW/restrict.grp
GetMask topbrass
PutMask topbrass

}
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Pass /secret/scoop/* /WWW/restricted/*
Pass /secret/business/* /WWW/confidential/*
Pass /topsecret/* /WWW/topsecret/*

Protect /secret/* CustomerA-PROT FOR 0.67.106.79
Protect /secret/* CustomerB-PROT FOR 0.83.100.45
Protect /topsecret/* 0.67.106.79 {

AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/customer-A.pwd
GroupFile /docs/WWW/customer-A.grp
GetMask A-brass
PutMask A-brass

}
Protect /topsecret/* 0.83.100.45 {

AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/customer-B.pwd
GroupFile /docs/WWW/customer-B.grp
GetMask B-brass
PutMask B-brass

}

v B}9Cibwz#g{~qwSUT /secret/ r /topsecret/ *<Dks,r~

qwyZ URL PDwz{T$nksD;,#$hC#

– TZ=o hostA.bcd.com D /secret/ ks,~qw$n$n(eZxP

CustomerA-PROT j)D Protection 18nOD#$hC#TZ=o hostA.bcd.com

D /topsecret/ ks,~qw$nZ*(eZ /topsecret/ D Protect 18nO

D#$hC#

– TZ=o hos tB .bcd .com D /secret/ ks,~qw$n(eZxP

CustomerB-PROT j)D Protection 18nOD#$hC#TZ=o hostB.bcd.com

D /topsecret/ ks,~qw$nZ*(eZ /topsecret/ D Protect 18nO

D#$hC#

– TZzmDks,~qw$n(eZxP proxy-prot j)D Protection 18nO

D#$hC#}g:

Protect http://host1/* proxy-prot

Protect /secret/* CustomerA-PROT FOR hostA.bcd.com
Protect /secret/* CustomerB-PROT FOR hostB.bcd.com
Protect /topsecret/* hostA.bcd.com {

AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/customer-A.pwd
GroupFile /docs/WWW/customer-A.grp
GetMask A-brass
PutMask A-brass

}
Protect /topsecret/* hostB.bcd.com {

AuthType Basic
ServerID restricted
PasswdFile /docs/WWW/customer-B.pwd
GroupFile /docs/WWW/customer-B.grp
GetMask B-brass
PutMask B-brass
}

1!5

1!ivB,9C /admin-bin/* ks#e,Protect 18nr0dCM\m1m%a)

#$#
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Protection - ZdCD~P(eQ|{D#$hC

9CK18nZdCD~P(e#$hC#z3h#$hC{F"9C protection S1

8n(e#$`M#

":

1. ZdCD~P,+ Protection 18nECZ8r|GDNN DefProt r Protect 1

8n.0#

2. *ZzD#$frP9Cr{,+ DNS-Lookup 18nhC* on#

q=

Protection label_name {
subdirective value
subdirective value
.
.
.

}

label_name

8(kK#$hC`X*D{F#rsx DefProt M Protect 18nI9C{FT

8rK#$hC#

subdirective value

S18n|,Z((E({ })Z#s((EV{XkG label_name ;PODns

;vV{#sf?vS18nw<;P#R((EV{XkZns;PS18ns

f@<;P#((EP;\vVNN"MP#

kND:Protection S18n - 8(;iJ4gN\#$;Tq! protection S1

8nDhv#

>}

Protection NAME-ME {
AuthType Basic
ServerID restricted
PasswdFile /WWW/password.pwd
GroupFile /WWW/group.grp
GetMask groupname
PutMask groupname

}

1!5

Protect /admin-bin/* {
ServerId Private_Authorization
AuthType Basic
GetMask All@(*)
PutMask All@(*)
PostMask All@(*)
Mask All@(*)
PasswdFile /opt/ibm/edge/cp/server_root/protect/webadmin.passwd

}

Protection S18n - 8(;iJ4gN\#$

BPGICZ#$hCD protection S18nDhv#S18n4V83r#

#$hCIZVtD~rdCD~Pw* DefProt"Protect r Protection 18nD;?

V#
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AuthType - 8(O$`M

1yZC'{M\k^FCJ19CK Protection S18n#1M'z+\k"M=~

qw1,8(*9CDO$`M#9Cy>O$(AuthType Basic),\kw*?D>

"M=~qw#|GG`kD,+4S\#

1!5:

AuthType Basic

DeleteMask - 8(JmT>}D~DC'{"iMX7

9CK Protection S18nT8(QZ(DC'{"iMX7#e,|G+ DELETE k

s4P=\#$?<#

>}:

DeleteMask authors,(niceguy,goodie)@45.96.3.1,128.0.*.*

GetMask - 8(JmTq!D~DC'{"iMX7

9CK Protection S18nT8(QZ(DC'{"iMX7#e,|G+ GET ks

4P=\#$?<#

>}:

GetMask authors,(niceguy,goodie)@45.96.3.1,128.0.*.*

1!5:

GetMask All@(*)

GroupFile - 8(X*DiD~D;C

9CK Protection S18nT8(K#$hC9CD~qwiD~D76kD~{#r

Z~qwiD~P(eDiIIBP9C:

v w * # $ h C ? ~ D N N Z k S 1 8 n #( Z k S 1 8 n G

DeleteMask"GetMask"Mask"PostMask M PutMask#)

v I#$hC#$D?<ODNN ACL D~#

>}:

GroupFile /docs/etc/WWW/restrict.group

Mask - 8(Jm"v HTTP ksDC'{"iMX7

9CK Protection S18nT8(QZ(DC'{"iMX7#e,|G"vd|Zk

S18n;|(D HTTP ks#

>}:

Mask authors,(niceguy,goodie)@45.96.3.1,128.0.*.*

":1z9C Mask 18n1,X*DG*"bZkGxVs!4D#BPG8(ZC

'j6OD Mask #$D>}:

MASK WEBADM,webadm

PasswdFile - 8(X*D\kD~D;C

1yZC'{M\k^FCJ19CK Protection S18n#8(K#$hC*9CD

\kD~D76M{F#
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IZ;)/@wZwzP(}2+Tr(ServerID)_Y:fC'j6M\k,yTZ

8( ServerID M\kD~14Ub)<r:

v TZ9C`,\kD~D#$hC,r9C`,D ServerID#

v TZ9C;,\kD~D#$hC,r9C;,D ServerID#

>}:

PasswdFile /docs/etc/WWW/restrict.password

":g{\kD~D76rD~{|,6kDUWV{,r{v76MD~{XkT

}E(″″)(p#

PasswdFile "c:\test this\admin.pwd"

PostMask - 8(JmT3yD~DC'{"iMX7

TZ2+~qw,9CK Protection S18nT8(QZ(DC'"iMX7#e,|

G+ POST ks4P=\#$?<#

>}:

PostMask authors,(niceguy,goodie)@45.96.3.1,128.0.*.*

PutMask - 8(JmTECD~DC'{"iMX7

9CK Protection S18nT8(QZ(DC'"iMX7#e,|G+ PUT ks4

P=\#$?<#

>}:

PutMask authors,(niceguy,goodie)@45.96.3.1,128.0.*.*

ServerID - 8(k\kD~`X*D{F

1yZC'{M\k^FCJ19CK Protection S18n#8(z*k}Z9CD\

kD~`X*D{F#{F;h*G5zw{#

{FCw*ks_Dj6#IZ;,D#$hCI9C;,D\kD~,yTk#$

hC`X*D{FIozM'z7(*"MD\k#1a>C'{M\k1,s`}

M'zT>K{F#

IZ;)/@wZwzP(}2+Tr(ServerID)_Y:fC'j6M\k,yTZ

8( ServerID M\kD~14Ub)<r:

v TZ9C`,\kD~D#$hC,r9C`,D ServerID#

v TZ9C;,\kD~D#$hC,r9C;,D ServerID#

>}:

ServerID restricted

Proxy - 8(zm-irfrzm

9CK18nTmw_Y:fzm*&mD)-i,"+ks3d=~qw#P'D

-iG http"ftp M gopher#
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g{+4TM'zDks*"x,;~qw,"Rb)4TM'zDks4T,;M

'zK TCP (@,r Proxy 18nD UseSession N}!n+oz,$~qwKOD

VC(@# UseSession 2G18n ServerConnPool,b+Jm4T;,M'zDks

2m=sK~qwDVx,S#

Proxy 18nD JunctionPrefix N}!nkacX4e~-,9C#*q!|`E",

kNDZ 41 3D:tCacX4(I!);MZ 42 3D:(e_P JunctionPrefix !

nDac((iD=();#

q=

Proxy request_template target_server_path [[ip]:port]
[UseSession] [JunctionPrefix:url_prefix]

K18n+Cks+]=6L~qw#}g,BP18n<ByPks*"=8(D

URL:

Proxy /* http://proxy.server.name/*

TZ2+frzm~qw,9CBP18n:

Proxy /* https://proxy.server.name/*

g{z*zm~qw\=n!D^F,SzDdCD~!{"MBP18n#(;x,

1zmdC*4rzm1,b)18nI\<B2+TJb#)

Proxy http:*
Proxy ftp:*
Proxy gopher:*

TBG Proxy 18nD UseSession !nD>}:

Proxy /abc/* http://server1/default/abc/* :80 UseSession

1kVM'zks4TKZ 80 1,"Rg{M'zksOD URL %d#= /abc/*,

r+K URL 3d= http://server1/default/abc/*#

TBG Proxy 18nD JunctionPrefix !nDq=:

Proxy url_patern1 url_pattern2JunctionPrefix:url_prefix

*q!|`PX9C JunctionPrefix N}!nDE",kNDZ 41 3D:tCacX4

(I!);MZ 42 3D:(e_P JunctionPrefix !nDac((iD=();#

1!5

^#

ProxyAccessLog - |{zmCJU>D~D76

9CK18n8(z*~qwG<zmksDCJ3FE"&D76kD~{#1!

ivB,?N~qww*M'zksDzm1,|MarU>4;vu?#g{z;

kG<4T3)M'zDks,IT9C NoLog 18n#

g{~qwKP,r?l~qwZg9t/BDU>D~#qr,~qwZNN;l

Z;Nt/|1t/BDU>D~#4(D~1,~qw9Cz8(DD~{,"=

SUZs:r)9{#UZs:r)9{Dq=G Mmmddyyyy,dP Mmm GB]D0}

vV8;dd GUS;x yyyy Gj#
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}%IDU>D~GvCwb,r*|GaZzD2L}/wO<C\sUd#

q=

ProxyAccessLog path/file

1!5

v Linux M UNIX 53:ProxyAccessLog /opt/ibm/edge/cp/server_root/logs/proxy

v Windows 53:ProxyAccessLog drive:\Program Files\IBM\edge\cp\logs\proxy

ProxyAdvisor - (FzmksD~q

9CK18n8(z#{~qwZzmKJLr4P=hZdwCD(F&CLr#

Kzk+*ks~q#

q=

ProxyAdvisor /path/file:function_name

/path/file

8(Q`kLrD+^(D~{#

function_name

8(LrZ&CLr&\D{F#

>}:

ProxyAdvisor /api/bin/customadvise.so:proxyadv

1!5

^

ProxyForwardLabels - 8( PICS }K

9C ProxyForwardLabels 18nTZzm~qwMM'zOrZzmcNa9PD=v

zmO8( PICS }K#

g{ ProxyForwardLabels hC* on,rzm~qw*yPR=D PICS j)(|,4

T4~qw"j)V"_Y:fzmDj)_Y:f,T0j)a)Lre~Dj

))zI PICS-Label: HTTP 7#

g{ ProxyForwardLabels hC* Off,PICS-Label:;zI HTTP 7#

q=

ProxyForwardLabels {on | off}

1!5

ProxyForwardLabels Off

ProxyFrom - 8(_P From: 7DM'z

9CK18nTzI From: 7#(#|CZxvzm\m1DgSJ~X7#

q=

ProxyFrom e-mail_address
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>}

KhC ProxyFrom webmaster@proxy.ibm.com <BBP7|D:

-<7 ^DsD7

Location: http://www.ibm.com/ Location: http://www.ibm.com/
Last Modified: Tue 5 Nov 1997 10:05:39

GMT

Last Modified: Tue 5 Nov 1997 10:05:39

GMT
Pragma: no-cache From: webmaster@proxy.ibm.com

Pragma: no-cache

1!5

^

ProxyIgnoreNoCache - vTXB0kDks
9 C K 1 8 n 8 ( 1 C ' Z / @ w O % w X B 0 k 1 ~ q w g N 4 & # g {

ProxyIgnoreNoCache 18nhC* on,Z_0kZd,~qw;ks4T?j~qw

D3f,"a)D~D_Y:f1>(g{IC)#~qw>JOvTS/@w"MD

Pragma: no-cache 7#

q=

ProxyIgnoreNoCache {on | off}

1!5

ProxyIgnoreNoCache off

ProxyPersistence - JmVC,S

9CK18n8(M'zGq,$VC,S#VC,SuYC'DH}1d,"uY

0kzm~qwD CPU,+|h*|`DJ4#rK,VC,Sh*zm~qwOD|

`_LM|`Zf#

g{NNzm<;G HTTP 1.1 f]D,r;\Z`6pzm~qwhCO9CVC,

S#

q=

ProxyPersistence {on | off}

1!5

ProxyPersistence on

ProxySendClientAddress - zI Client IP Address: 7

9CK18n8(zmGq+M'zD IP X7*"=?j~qw#

q=

ProxySendClientAddress {Client_IP: | OFF}
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>}

K18n ProxySendClientAddress Client-IP: <BBP7|D:

-<7 ^DsD7

Location: http://www.ibm.com/ Location: http://www.ibm.com
Last Modified: Tue 5 Nov 1997 10:05:39

GMT

Last Modified: Tue 5 Nov 1997 10:05:39

GMT
Pragma: no-cache Client-IP: 0.67.199.5

Pragma: no-cache

1!5

^

ProxyUserAgent - ^D0User Agent1V{.

9CK18n8( User Agent V{.,KV{.f;M'zy"MDV{.#bJm

CJ Web >c1|sDd{#;x,;)>cQyZ User Agent V{.(FK3f#

9C ProxyUserAgent 18n@9T>b)(F3f#

q=

ProxyUserAgent product_name/version

>}

K18n ProxyUserAgent Caching Proxy/6.0 <BBP7|D:

-<7 ^DsD7

Location: http://www.ibm.com/ Location: http://www.ibm.com
Last Modified: Tue 5 Nov 1997 10:05:39

GMT

Last Modified: Tue 5 Nov 1997 10:05:39

GMT
User Agent: Mozilla/ 2.02 OS2 User Agent: Caching Proxy/6.0
Pragma: no-cache Pragma: no-cache

1!5

^

ProxyVia - 8( HTTP 7Dq=

9C18nXF HTTP 7Dq=#K18nI\PDv5:g{ ProxyVia hC*

Full,r_Y:fzm+Q Via 7mS=ksr&pP;g{ Via 7QZwP,_Y

:fzm+ZnsmSwzE"#g{hC* Set,r_Y:fzm+hC Via 7*w

zE";g{ Via 7QZwP,r_Y:fzm+}%|#g{hC* Pass,r_Y

:fzm+QNN7E"U-y*"#g{hC* Block,r_Y:fzm;*"NN

Via 7#

q=

ProxyVia {Full | Set | Pass | Block}

>}

ProxyVia Pass
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1!5

ProxyVia Full

ProxyWAS - 8(ksG"M= WebSphere Application
Server

ProxyWAS 3d18n$wM Proxy 18n&\H,,+G|9T_Y:fzmmw%

dDksG<r WebSphere Application Server D#*q!PX9CK18nD>},

kNDZ 228 3D:Proxy - 8(zm-irfrzm;#

q=

ProxyWAS request_template target_server_path [UseSession]
[JunctionPrefix:url_prefix]

1!5

^

PureProxy - {C(CDzm

9CK18n8(~qwGw*zm~qw9Gw*zm,08(Z]~qw#(i

z+_Y:fzmvCwzm#

q=

PureProxy {on | off}

1!5

PureProxy on

PurgeAge - 8(U>D1'

9CK18n8(e}U>.0DU>1'(Tl}Fc)#g{ PurgeAge hC* 0,

rS;>}U>#

":e~S;>}1Ur0;UDU>#

q=

PurgeAge number

1!5

PurgeAge 7

`X18n

v Z 177 3D:CompressAge - 8(N19uU>;

v Z 178 3D:CompressDeleteAge - 8(N1>}U>;

v Z 177 3D:CompressCommand - 8(9u|nMN};

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 234 3D:PurgeSize - 8(U>i5Ds!^F;
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PurgeSize - 8(U>i5Ds!^F

9CK18n8(e}U>i5.0U>D~I"9I`s(TWVZm>)#g{

PurgeSize 18nhC* 0,r^s!^F,R;>}D~#

PurgeSize DhC8DG;VU>`MDyPU>#}g,g{z}ZG<ms(4,g

{QZdCD~P_P ErrorLog u?),"R PurgeSize (e* 10 MB,r_Y:f

zmFcyPmsU>Ds!,+|GmS=;p,;s>}U>1A\Fs!YZ 10

MB#

":e~S;>}1Ur0;UDU>#>}U>D~1,WH>}nIDU>1A

?vU>`MDU>D~Ds!!ZrHZ PurgeSize(TWVZm>)(eD5#

q=

PurgeSize number_of_MB

1!5

PurgeSize 0

`X18n

v Z 177 3D:CompressAge - 8(N19uU>;

v Z 178 3D:CompressDeleteAge - 8(N1>}U>;

v Z 177 3D:CompressCommand - 8(9u|nMN};

v Z 206 3D:LogArchive - 8(U>i5DP*;

v Z 212 3D:Midnight - 8(CZi5U>D API e~;

v Z 233 3D:PurgeAge - 8(U>D1';

RCAConfigFile - 8( ConfigFile Dp{

9CK18n8(6L_Y:fCJdCD~D{FM;C#

":RCA dCD~QO"*D~ ibmproxy.conf#*rsf],RCAConfigFile w*

ConfigFile Dp{4'V#

q=

RCAConfigFile /etc/file_name

>}

RCAConfigFile /etc/user2rca.conf

1!5

RCAConfigFile /etc/rca.conf

RCAThreads - 8(?vKZD_L}

9CK18n8(wCk RCA KZD_L}#

q=

RCAThreads number_of_threads
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>}

RCAThreads 50

1!5

MaxActiveThreads x [(ArraySize -1) / (2 x ArraySize -1)]

ReadTimeout - 8(,SD1d^F

9CK18n8(!{xg,S0xg;n/yJmD1d^F#

q=

ReadTimeout time

1!5

ReadTimeout 5 minutes

Redirect - *"M=m;v~qwDks8(#e

9CK18n,*z*S\""M=m;v~qwDks8(#e#1ksk Redirect

18nOD#e%ds,|;kdCD~PNNd|18nOD#e`HO#

q=

Redirect request_template URL [server_IP_address | host_name]

request_template

8(z*zD~qw"M=m;v~qwDks#e#

Z#eP,zI+(*)w*(d{#Xkw7%dtzZ(/)sfD&/tV{

(~);;\9C(d{4%d|#

URL

8(K~qw"M=m;v~qwD URL ks#;PNN|;4TzD~qwD

8>,KksDl&*A-<ks_#

URL Xk|,-if6Mks"M=D~qwD{F#|2I|,76rD~{#

g{ request_template 9C(d{,r URL OD76rD~{2I9C(d{#

k request_template O(d{%dD-<ks?~ek URL O(d{D;C#

[server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#

zIT8( IP X7(}g,240.146.167.72),r_zIT8(wz{(}g,

hostA.bcd.com)#

KN}GI!D#;PKN},r~qwTZyPks9C18n,^[ks=o

D IP X7r URL PDwz{#

;\*~qwD IP X78((d{#

>}

v ZB}P,~qw+T /chief/stuff/ *<DNNks"M= www.other.org ~q

wD wahoo ?<#
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Redirect /chief/stuff/* http://www.other.org/wahoo/*

v B}9CI!D IP X7N}#g{zD~qwSUT /stuff/ *<Dks,r~q

wyZks=oDxg,S IP X7+KksX(r=;,D~qw#TZ=o

240.146.167.72 Dks,~qw+ks"M= www.chief.org ~qwD wahoo ?<#

TZ=o 0.83.100.45 Dks,~qw+ks"M= www.dawg.com ~qwD pound

?<#

Redirect /stuff/* http://www.chief.org/wahoo/* 240.146.167.72
Redirect /stuff/* http://www.dawg.com/pound/* 0.83.100.45

v B}9CI!D IP X7N}#g{zD~qwSUT /stuff/ *<Dks,r~q

wyZ URL PDwz{+CksX(r=;,D~qw#TZ=o hostA Dks,

~qw+ks"M= www.chief.org ~qwD wahoo ?<#TZ=o hostB Dks,

~qw+ks"M= www.dawg.org ~qwD pound ?<#

Redirect /stuff/* http://www.chief.org/wahoo/* hostA.bcd.com
Redirect /stuff/* http://www.dawg.com/pound/* hostB.bcd.com

1!5

^

RegisterCacheIdTransformer - y] Cookie 7_Y:fJ4D

`vde

9CK18n4Jm_Y:fzmy] Cookie 7_Y:fJ4(URI)D`vde#

":g{TM'z/@w{CKcookie,rM'zICJ,;v_Y:fDTs#

*q!|`DE",kNDZ 247 3D:SupportVaryHeader - y] HTTP Vary 7_

Y:fJ4D`vde;#

q=

RegisterCacheIdTransformer Cookie cookie-name

cookie-name GM'zksD Cookie 7PD{F#

>}

RegisterCacheIdTransformer Cookie Usergroup

PX+K18nk SupportVaryHeader dO9CD>},kNDZ 247 3D

:SupportVaryHeader - y] HTTP Vary 7_Y:fJ4D`vde;#

1!5

^

ReversePass - 9XT/X(rks
ReversePass 3d18nli~qwl&w,TlbX4*T/X(ra{Dks#(

#,1~qw+ HTTP zk5Xk 3 xx `(}g,301,@CXF/;r 303,kN

Dd|),~qw"M{",&p8>ksM'z+44Dks<r}7D URL M IP

X7#ZfrzmhCDivB,4T4~qwDX(r{"\<BM'z/@wF

}zm~qwTqCsxks#*\bM'z1S*54~qw,9C ReversePass 1

8n9XXp*4~qwyvDks#
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kd|&mkswD3d18n;,,ReversePass +%d=l&w=#e#l&wGz

m~qwS4~qwqCD"+d"MxM'zD&p#

q=

ReversePass rewritten_URL proxy_URL [host:port]

host:port !nJmzm&CyZsK~qw{MKZD;, ReversePass fr#

>}

v BPod>}m>=4~qwD1Sks:

ReversePass http://backend.company.com:9080/* http://edge.company.com/*

KZ 9080 G Application Service at the Edge D1!KZ#g{4&CLr~qw

+ 3 xx zk5X=M'z,rI\zIK`ks#

v BPod>}S_5&CLr:~qw6=I 301 zkX(rDks#

ReversePass http://edge.company.com:9080/* http://edge.company.com/*

":proxy_URL #=DZ],McG(d{(*),<Xkj+%dsK~qw"MZ;

C7DZ],qr,K18n'\#

1!5

^

RewriteSetCookieDomain — 8(h*X4Dr#=

9CK18n8(h*X4Dr#=#K18n+QrS domain_pattern1 *;*

domain_pattern2#

q=

RewriteSetCookieDomain domain_pattern1 domain_pattern2

>}

RewriteSetCookieDomain .internal.com .external.com

1!5

^

`X18n

v Z 202 3D:JunctionRewriteSetCookiePath — 1k JunctionRewrite e~-,9C1,

X4 Set-Cookie 7PD76!n;

RTSPEnable - tC RTSP X(r

K18ntCr{C RTSP X(r#!nG on r off#

q=

RTSPEnable {on | off}

>}

RTSPEnable on
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1!5

^

rtsp_proxy_server - 8(CZX(rD~qw

K18nCZ8( RTSP zm~qwTSUX(rDks#I*;,`MDw8(;,

D~qw#C18nDq=G:

rtsp_proxy_server server dns address[:port] default rank [list of mime types]

>}

rtsp_proxy_server rproxy.mycompany.com:554 1
rtsp_proxy_server fw1.mycompany.com:554 2
rtsp_proxy_server fw1.mycompany.com:555 3
rtsp_proxy_server fw2.mycompany.com:557 4

1!5

^

rtsp_proxy_threshold - 8(ZX(r=_Y:f.0Dks}

K18n8(Z+ RTSP ksX(rAzm~qwxG4~qw.0&SU`Yvk

s#RealNetworks zm_Y:fZ;vksODw,"Ru<_Y:f<BSUwDx

mS6#8(;vsZ 1 DP5+h9v"v;NDks;_Y:f#C18nDq=

G:

rtsp_proxy_threshold number_of_hits

>}

rtsp_proxy_threshold 5

1!5

^

rtsp_url_list_size - 8(zmZfPD URL }

K18n8(ZZfP#tCZX(rD(;D URL }#zm}CKPmT7(T0

Gqv=x(D URL#OsDPms!Dxzm~qw"Msxks=SU0;ksD

,;zm~qwD\&,+G?vPmu?<{Ds< 16 VZZf#

q=

rtsp_url_list_size size_of_list

>}

rtsp_url_list_size 8192

1!5

^

ScriptTimeout - 8(E>D,1hC

9CK18nThC~qw*<D CGI LrjIJmD1d#11d=Z1,~qw

axLr#Z Linux M UNIX =(O,bG9C KILL EEjID#
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9C hours"minutes(r mins)M seconds(r secs)DNNiOdk1d5#

q=

ScriptTimeout timeout

1!5

ScriptTimeout 5 minutes

SendHTTP10Outbound - 8(zmksD-if>

9CK18n8(:S_Y:fzm"M=BN~qwDks*9C HTTP V1.0 -i#

(BN~qwG;5PzmPDm;vzm~qw,r_G&mksD4~qw#)

g{9CK18n,r_Y:fzm+ HTTP 1.0 j6*ksPP-i#;P HTTP 1.0

X(&\M3) HTTP 1.1 &\(gs`} HTTP 1.0 ~qw'VD_Y:fXF7)

+"M=BN~qw#g{z_P;}7&m HTTP 1.1 ksDBN~qw,r9CK

18n#

g{48( SendHTTP10Outbound 18n,_Y:fzm+ HTTP 1.1 j6*ksP

PD-i#HTTP 1.1 &\(gVC,S)2ICZks#

q=

SendHTTP10Outbound url_pattern

>}

I`N8(K18n,}g:

SendHTTP10Outbound http://www.hosta.com/*
SendHTTP10Outbound http://www.hostb.com/*

*Krsf],SendHTTP10Outbound D0;vo(+4gBy>&m:

v SendHTTP10Outbound on 4wG8( SendHTTP10Outbound * #

v SendHTTP10Outbound off ;vT#

":g{,18(K SendHTTP10Outbound off M SendHTTP10Outbound url_pattern,

r+vT SendHTTP10Outbound off,+a"v/f{"#

1!5

^

SendRevProxyName - Z HOST 78(_Y:fzmwz{

1w*frzmpwC1,_Y:fzmSM'zSU HTTP ks"+ks"M=4~

qw#1!ivB,_Y:fzm+4~qwDwz{4kd"M=4~qwDks

D HOST 7#g{ SendRevProxyName 18nGhC*G,r_Y:fzm+dT:

Dwz{4k HOST 7#K18n\CZ*sK~qwtCXbDdC,r*|Jm=

4~qwDks\GTC4Tzm~qw,uAZksS;vsK~qwX(r=m

;vsK~qwDivB`GgK#
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K18nkBPy>D ReversePass 3d18nPy;,:ReversePass 18n9XxP

8(o(DksT0f;z8(D;,ksZ]#SendRevProxyName 18n\hC*

vT4~qwwz{f;_Y:fzmwz{#ZdC Application Service at the Edge

1C18nG^CD#

q=

SendRevProxyName {yes | no}

ServerConnGCRun - 8(KP,xXU_LD1ddt

K18nhC,xXU_Lli~qw,SD1ddtGq,1(k ServerConnTimeout

18n;phC)#v1 ServerConnPool 18nhC* on 1,E9CK18n#

q=

ServerConnGCRun time_interval

>}

ServerConnGCRun 2 minutes

1!5

ServerConnGCRun 2 minutes

ServerConnPool - +,SOC8(=4~qw

K18nJmzm;pOCdk4~qwDdv,S#+K18nhC* on Iv?T

\,"|CX{CJmVx,SD4~qw# z9IT8(*(} ServerConnTimeout

18n,$49CD,SD1d#

":Z\X73P,tCC18nGnCD;|\5M9C*"zmDiNr4~q

w;G HTTP 1.1 f]1DT\#

q=

ServerConnPool {on | off}

1!5

ServerConnPool off

ServerConnTimeout - 8(nsDGn/D\Z

9CK18n^F!{,S0;Pxgn/yJmD1d#v1 ServerConnPool 18n

hC* on 1,E9CK18n#

q=

ServerConnTimeout time-spec

>}

ServerConnTimeout 30 seconds

1!5

ServerConnTimeout 10 seconds
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ServerInit - (F~qwu</=h

9CK18n8(u</}LZd~qwwCD(F&CLr&\#ZA!NNM'

zks.0T0^[N1XBt/~qw,<4PKzk#

g{zZ PreExit r Service =hP}Z9C GoServe #i,zh*ZKwC gosclone

#i#

q=

ServerInit /path/file:function_name [initialization_string]

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

initialization_string

I!D;8(+]=&CLr&\DD>V{.#

>}

ServerInit /ics/api/bin/icsext05.so:svr_init

1!5

^

ServerRoot - 8(~qwLr20D?<

9CK18n8(~qwLr20D?<(~qwD10$w?<)#9C`T76{

1,U>18n+K10$w?<Cw*1!y#

Z Windows 53O,K?<Z20Zdj6#

q=

ServerRoot directory_path

1!5

v Linux M UNIX 53:ServerRoot /opt/ibm/edge/cp/server_root/

v Windows 53:C:\Program Files\IBM\edge\cp\bin\

":zI|D1!5,+|TZ~qwgN&mks;P0l#

":PASS M EXEC frI@"ZK?<#

ServerTerm - (F~qwU9=h

9CK18n8(~qwU9=hZd~qwwCD(F&CLr&\#1"z@N

XzT0?NXBt/~qw1,+4PKzk#|Jmz"< PreExit &CLr&\

VdDJ4#

q=

ServerTerm /path/file:function_name
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/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

>}

ServerTerm /ics/api/bin/icsext05.so:shut_down

1!5

^

Service - (F~q=h

9CK18n8( Service =hZd~qwwCD(F&CLr&\#Kzk~qM'

zks#}g,|"MD~rKP CGI Lr#

;PK18nD1!5#g{ks%d Service fr(4,g{4P Service 18nO

8(D&CLr&\)+K&\5X HTTP_NOACTION,r~qwzIms"Rks'

\#

q=

Service request_template/path/file:function_name
[server_IP_address | host_name]

request_template

8(x;=7(GqwC&CLr&\Dks#e#f6I|,-i"rMwz;

I E Z 1 \ ( / ) . s , " I 9 C G E ( * ) w * ( d { # }

g,/front_page.html"http://www.ics.raleigh.ibm.com"/pub*"/* M * yP

'#

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#

[Server_IP_address | host_name]
g{z9C`v IP X7ribwz,rKN}7(Gqv*=oX( IP X7rX

(wzDkswCzD&CLr&\#

;\*~qwD IP X78((d{#

>}

Service /index.html /ics/api/bin/icsext05.so:serve_req
Service /cgi-bin/hexcalc* /ics/api/calculator:HEXcalc*

":g{z*j{76*;(|, query_string),zXkgZ~v>}yT>Gy,

Z request_template M path/file:function_name P<PGE(*)#

1!5

^
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SignificantURLTerminator - * URL ks8(U9zk

9CK18nT* URL ks8(U9zk#ZksP9CU9zkI9_Y:fzm

Z&mks1,T0@@a{GqQ_Y:f1,vv@@U9zk0DV{#1(

e`vU9zk1,_Y:fzmy] ibmproxy.conf D~PU9zkD(e3r,H

OU9zkk=oD URL#

q=

SignificantURLTerminator terminating_string

>}

SignificantURLTerminator &.

ZK>}P,=vks;S*GH,D#

http://www.exampleURL.com/tx.asp?id=0200&.;x=004;y=001
http://www.exampleURL.com/tx.asp?id=0200&.;x=127;y=034

1!5

^

SMTPServer(v Windows) - hC"MJ~}LD SMTP ~

qw

9CK18nThC Windows D_Y:fzmPZ?"MJ~}L9CD SMTP ~q

w#9Xk*K}LhCTB=v18n:Z 252 3D:WebMasterEMail - hCgS

J~X7TSU!q~qw(f; M Z 253 3D:WebMasterSocksServer(v

Windows) - hC"MJ~}LD socks ~qw;#

q=

SMTPServer IP address or hostname of SMTP server

>}

SMTPServer mybox.com

1!5

^

SNMP - tCM{C SNMP 'V

9CK18nTtCr{C SNMP 'V#

q=

SNMP {on | off}

1!5

SNMP off

SNMPCommunity - * SNMP a)2+T\k

9CK18nT(e Web ~qwV<=-iSZ(DPI)SzmLrk SNMP zmL

rdD\k#SNMP 2C{Z(C'i4 SNMP *8(D~qw+Cx`SDT\d
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?#53\m1(e\kdk1Ii44TD)~qwDD)d?#g{z|D SNMP

2C{,7#2|DD~ /etc/snmpd.conf P8(D2C{#

q=

SNMPCommunity name

1!5

SNMPCommunity public

SSLCaching - *2+kstC_Y:f

9CK18nT_Y:f9CfrzmD2+ksODZ]#K18ndCyP=z

m~qw,S(M'z,SMsKZ]~qw,S)D_Y:f#

":SSL 18nZ SUSE Linux O;'V#

q=

SSLCaching {on | off}

1!5

SSLCaching off

SSLCertificate - *$i8(\?j)
1_Y:fzmw*`va)Tm SSL $iDrD;vfrzm,"8>zm~qw

lwr;lwM'zO$DM'zK PKI $i1,9CK18nI8(\?j),TJ

mzm7(+Dv$i"MxM'z#

q=

SSLCertificate serverIP/hostname CertificateLabel
[NoClientAuth | ClientAuthRequired]

serverIP/hostname

zIT8( IP X7(}g,204.146.167.72),r_zIT8( SSL ks<rA

D~qwDwz{(}g,hostA.raleigh.ibm.com)#

CertificateLabel

g{<rA8( IP X7rwz{D SSL ksh*M'zO$1,*9CD$i

{#

[NoClientAuth | ClientAuthRequired]

f_zm~qwlw9G;lwM'zK PKI $iD5w#

>}

SSLCertificate www.abc.com ABCCert
SSLCertificate 204.146.167.72 intABCCert
SSLCertificate www.xyz.com XYZCert
SSLCertificate www.xyz.com XYZCert ClientAuthRequired

1!5

^
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SSLCryptoCard - 8(Q20DS\(
9CK18nf_zm~qw20KS\(,"R8(C(#

q=

SSLCryptoCard {rainbowcs | nciphernfast} {on | off}

>}

SSLCryptoCard rainbowcs on

1!5

^

SSLEnable - *2+ks8(ZKZ 443 Ol}

9CK18n*2+ks8(_Y:fzmZKZ 443 Ol}#

":SSL 18nZ SUSE Linux O;'V#

q=

SSLEnable {on | off}

1!5

SSLEnable off

SSLForwardPort - 8( HTTP SSL }6D07KZ
9CK18n* HTTP ks8(*07DKZ,(}5V SSL +_Y:fzm}6=

HTTP ks#Zw HTTP KZ 80 rw SSL KZ 443 b8(;vKZ#

q=

SSLForwardPort port number

>}

SSLForwardPort 8888

1!5

^

SSLOnly - T HTTP ks{Cl}w_L

1 SSL((#KZ* 443)tC1,9CK18nT{Cj< HTTP ks((#KZ

* 80 M 8080)Dl}w_L#

q=

SSLOnly {on | off}

1!5

SSLOnly off
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SSLPort - 8( HTTPS l}KZx;G9C1!KZ
9CK18n8( HTTPS l}KZ,x;G9C ibmproxy D1! HTTPS KZ 443#

":ibmproxy 'V?v5}9C;v HTTPS KZ,rK0;1&9CK18n48(

`v HTTPS KZ#*'V`v HTTPS KZ,Xk9C;,D ibmproxy.conf D

~4t/`v ibmproxy 5}#

q=

SSLPort port value

dP port value GsZ 0 D{}5#"R port value 9&CGYw53JmD""R

;P;d|&CLr9CD5#

>}

SSLPort 8443

1!5

443

SSLTunneling - tC SSL m@

9CK18nJm SSL m@=?jwzODNNKZ#+K18nhC*r*TJm

SSL m@=?jwzODNNKZ#+K18nhC*XUTJm SSL m@v= Proxy

frx(DKZ#g{;P SSL m@DNN Proxy fr"R SSLTunneling 18nh

C* off,r;Jm SSL m@#g{ SSLTunneling 18nhC* on,rzXk9C

18n Enable,tC=( CONNECT#

1Q_Y:fzmCw4rzm1,{CK18n(1!5)T$@ SSL m@+Mu

c%w#

":9C Proxy 18nTtC SSL m@=?jwzODX(KZ#

q=

SSLTunneling {on | off}

1!5

SSLTunneling off

SSLVersion - 8( SSL Df>

9CK18n8(*9CD SSL Df>:V2"V3 ryPf>#g{z}Z9C^(

'V SSL V3 D~qw,r+K18nhC* V2#

":SSL 18nZ SUSE Linux O;'V#

q=

SSLVersion {SSLV2 | SSLV3 | all}

1!5

SSLVersion SSLV3
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SSLV2Timeout - 8( SSLV2 a0=Z.0*H}D1d

9CK18nTkDN=8(a0=Z.0 SSL V2 a0Z^NNn/DivB*H}

D1d#

":SSL 18nZ SUSE Linux O;'V#

q=

SSLV2Timeout seconds

K&D seconds zm 0 M 100 .dD5#

1!5

SSLV2Timeout 100

SSLV3Timeout - 8( SSLV3 a0=Z.0*H}D1d

9CK18nTkDN=8( SSL V3 a0=Z.0Z^NNn/DivB*H}D1

d#

":SSL 18nZ SUSE Linux O;'V#

q=

SSLV3Timeout seconds

K&D seconds zm 1 M 86400 k.dD5(Tkm> 1 l)#

1!5

SSLV3Timeout 100

SuffixCaseSense - 8(s:(eGqxVs!4

9 C K 1 8 n 8 ( z G q * ~ q w Z + D ~ s : k

AddClient"AddCharSet"AddType"AddEncoding M AddLanguage 18nODs:#=

HO1Vfs4k!4V8#1!ivB,~qw;Vfs!4#

q=

SuffixCaseSense {on | Off}

1!5

SuffixCaseSense Off

SupportVaryHeader - y] HTTP Vary 7_Y:fJ4D`v

de

9CK18n4Jm_Y:fzmy] HTTP Vary 7_Y:fJ4(URI)D`vd

e#

1tC SupportVaryHeader 18n1,zmy] URI MM'zksP!qD75iI

_Y:fj6#
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!qD7D{FGZ4T~qwDH0l&P"MD Vary 7P8(D#g{~qw|

DJ4DGi!(7{F,raSzmD_Y:fP}%CJ4DyPH0_Y:f

DTs#

K18nIk Reg i s t e rCache IdTrans fo rmer 18ndO9C(Z 236 3D

:RegisterCacheIdTransformer - y] Cookie 7_Y:fJ4D`vde;)#

19Cb=v18n1,zmay]~qwMM'zks7D Vary 7zIZ?_Y:

fj6d;w#(}bV=(,zmITT;,Dksl&TzI(;_Y:fj

6,49ksD URI `,2;}b#

_P`, URI D_Y:fTsZ_Y:fPP|GT:D1!zf1d,b!vZk

s/l&PD=Z7M_Y:fXF7,r_d|dChC#g{9C Dynacache e

~,rkbv`, URI `X*DyPm>ZzmD_Y:fP;pdC^'#

q=

SupportVaryHeader {on | off}

>}

TZK>},Z ibmproxy.conf P4gBy>tCMdCKTB18n:

SupportVaryHeader on
RegisterCacheIdTransformer Cookie UserGroup

M'z Guest (}

URI [<code>] http://www.dot.com/group.jpg [</code>]

MTBks/l&

GET /group.jpg HTTP/1.1
Host: www.dot.com
Cookie: UserGroup=Guest
Accept-Language: en_US

HTTP/1.1 200
Server: my-server
Vary: Accept-Language
.......

CJzm~qw#SE,M'z Admin (},;v URI

http://www.dot.com/group.jpg

MTBks/l&:

GET /group.jpg HTTP/1.1
Host: www.dot.com
Cookie: UserGroup=Admin
Accept-Language: fr_FR

HTTP/1.1 200
Server: my-server
Vary: Accept-Language
.......

CJzm~qw#a{G,g{l&GIT_Y:fD,rzm~qwazI=v;

,D_Y:fj6:

1. CacheID(URI, "Guest", "en_US")
2. CacheID(URI, "Admin", "fr_FR")
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zm~qwZ_Y:fPf"4T~qwDl&D=v;,de#Ts,1NNM'

zksJ4(.../group.jpg)1,hzoTW!nMC'i5DiO,zm~qwS_

Y:fPlwJ4DJ1de"&m|#

1!5

SupportVaryHeader off

TLSV1Enable - tC+dc2+-i

9CK18nZ SSL ,SPtC TLS V1 -i#Zr*K18ns,SSL ,S+WH

li TLS -i,;sG SSLv3 -i,nsG SSLv2 -i#

":K18n9C Internet Explorer Md|/@w,+;9C Netscape#(Netscape ;

G(ik_Y:fzm-,9CD/@w#)

q=

TLSV1Enable {on | off}

>}

TLSV1Enable on

u<dChC

^

Transmogrifier - (F}]Yw=h

9CK18n8(}]Yw=hZd~qwwCD(F&CLr&\#Kzk+a)

}v&CLr&\:

v r*&\4PNN&m}].0Du</

v 4&\&m}]

v XU&\4PNNe}n/

v ms&\(*"zDJb

zI_P~qw?v5}D`v Transmogrifiers n/#

q=

Transmogrifier /path/file:function_name:function_name:function_name

/path/file

8(`kLrD+^(D~{,|,)9{#

function_name

8(LrZ&CLr&\D{F#zXka)r*"40XU&\D{F#

>}

Transmogrifier /ics/bin/icsext05.so:open_data:write_data:close_data

1!5

^
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TransmogrifiedWarning - "M/f{"=M'z

9CK18n+{""M=(*d}]DM'z:

q=

transmogrifiedwaning {yes|no}

1!5

Yes

TransparentProxy - Z Linux r AIX OtC8wzm

vJCZ Linux M AIX#9CK18n8(~qwGqIw*8wzm~qwKP#

":1 TransparentProxy 18nhC* On 1,vT BindSpecific 18n,"1!*

Off#IZs`} HTTP w?ZKZ 80 Ow/,yT?R(i|GdCDKZ.

;#

q=

TransparentProxy {on | off}
Port 80

1!5

TransparentProxy Off

":*<8wzm.s,g{z*#9_Y:fzm~qw,z9Xk+BP|nw

*y4"v:

ibmproxy -unload

Z Linux 53O,K|n}%X(r@p=fr,xZ AIX 53O,|608w

zmZK)9{#g{#9~qwsz;"vK|n,rzDzw+S\4T|

8(Dks#

UpdateProxy - 8(_Y:f?j

9CK18n8(_Y:fzmLr|BDvzm~qw#1_Y:fzmLrh*

|B|KPD>Xzm~qwTbDzm~qw1,bGXhD#(I!)zI8(K

Z#

":Z Linux M UNIX =(O,9C_Y:fzmLrh*K18n#g{zv9C

zmD;vzw,r8(wz{#

!\_Y:fzmLrIZm;v~qwO|B_Y:f,|^(lw4TKz

wD_Y:fCJU>#rK,g{ UpdateProxy 18n8(>XwzTbDw

z,rvT LoadTopCached 18n#

q=

UpdateProxy fully_qualified_host_name_of_proxy_server

>}

UpdateProxy proxy15.ibm.com:1080
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1!5

^

UserId - 8(1!C'j6

9CK18n8(~qwZCJD~.0|D=DC'{MC'}#

g{z|DK18n,zXkV$#9~qw,;sYNt/|T9|Dz'#g{

zvXBt/~qw,r~qw+;6p|D#(kNDZ 15 3DZ 5 B, :t/M#

9_Y:fzm;)#

":g{z|DC'j6"ij6rU>?<76D~qw1!5,r4(BD?<

"|B?<DmIMyP(#*9~qw\+E"4kC'(eDU>?<,k

+K?<DmIhC* 755,"+C'(eD~qwC'j6hC*yP_#}

g,g{z+~qwDC'j6S1!5|D* jdoe,S1!U>?<|D=

server_root/account,r server_root/account ?<Xk_PmI 755 "StZ jdoe#

q=

UserId {ID_name | number}

1!5

AIX"Linux"Solaris:UserId nobody

HP-UX:UserId www

V2CipherSpecs - Pv SSL V2 D'V\kf6

K18nPv SSL V2 DIC\kf6#

":SSL 18nZ SUSE Linux O;'V#

q=

V2CipherSpecs specification

IS\D5GBPDNNiO#|G<;I9C=N#

v 1 — RC4 US

v 2 — RC4 Export

v 3 — RC2 US

v 4 — RC2 Export

v 6 — DES 56-bit

v 7 — Triple DES US

v NULL - 9C1!\kf6

>}

v TZ@z:V2CipherSpecs ’137624’

v TZvZ:V2 Cipherspecs ’246’

1!5

^(1!ivB{C SSL)
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V3CipherSpecs - Pv SSL V3 D'V\kf6

K18nPv SSL V3 DIC\kf6#

":SSL 18nZ SUSE Linux O;'V#

g{+ FIPSenable 18nhC*0on1,ravT V3CipherSpecs 18n#*q!|

`DE",kNDZ 193 3D:FIPSEnable - T SSLV3 M TLS tC*OE"&mj

<(FIPS)K<D\k;#

q=

V3CipherSpecs specification

IS\D5|,BP:

v 00 — NULL NULL

v 01 — NULL MD5

v 02 — NULL SHA

v 03 — RC4 MD5 Export

v 04 — RC4 MD5 US

v 05 — RC4 SHA US

v 06 — RC2 MD5 Export

v 09 — DES SHA Export

v 0A — Triple DS SHA US

v 62 — 56-bit DES CBC SHA

v 64 — 56-bit RC4 SHA

v NULL - 9C1!\kf6#

>}

v TZ@z:V3CipherSpecs ’0A09060564620403020100’

v TZvZ:V3Cipherspecs ’0906646203020100’

1!5

^(1!ivB{C SSL)

WebMasterEMail - hCgSJ~X7TSU!q~qw(f

9CK18nhCZdOSU!q_Y:fzm(f(g,Z SSL $i=Z0 30 l

"v(*)DgSJ~X7#Z Linux M UNIX 53O,Sendmail xLXk}ZKP#

TZ Windows 53,"MJ~xL9(Z_Y:fzmP,yT^hb?J~~qw;

+G,XkhCd|=v18n:Z 253 3D:WebMasterSocksServer(v Windows)

- hC"MJ~}LD socks ~qw; M Z 243 3D:SMTPServer(v Windows)

- hC"MJ~}LD SMTP ~qw;#

":KgSJ~X72Cw*d{ FTP \k#

q=

WebMasterEMail webmastermailaddress
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>}

WebMasterEmail webmaster@computer.com

1!5

WebMasterEmail webmaster

WebMasterSocksServer(v Windows) - hC"MJ~}L

D socks ~qw

9CK18nThC Windows D_Y:fzmPZ?"MJ~}L9CD socks ~q

w#9Xk*K}LhCTB=v18n:Z 252 3D:WebMasterEMail - hCgS

J~X7TSU!q~qw(f; M Z 243 3D:SMTPServer(v Windows) - h

C"MJ~}LD SMTP ~qw;#

q=

WebMasterSocksServer IP address or hostname of socks server

>}

WebMasterSocksServer socks.mybox.com

1!5

^

Welcome - 8(6-D~D{F

9CK18n8(~qwiRD6-D~{F,Tl&;|,X(D~{Dks#z

I(}+`vK18nDvVECZdCD~49(6-D~DPm#

TZ;|,D~{r?<{Dks,~qw\Gi4k Welcome 18nO8(D{F

`%dD~DD~y?<#g{iR=%d,rD~5X=ks_#

TZ|,?<{x;GD~{Dks,AlwaysWelcome 18nXF~qwGqi4*5

XD6-D~D?<#1!ivB,AlwaysWelcome hC* On 5#bb6E~qw\

Gi4k Welcome 18nO8(D{F`%dD~Dks?<#g{iR=%d,r

D~5X=ks_#

g{~qwZ?<PDD~M Welcome 18nODD~{.diR=;vTO%d,

r Welcome 18nD3r7(5XDvD~#~qw9Cn?|dCD~*7D

Welcome 18n#

q=

Welcome file_name [server_IP_address | host_name]

file_name

8(z*(e*6-D~DD~{#

[server_IP_address | host_name]
g{z9C`v IP X7ribwz,r9CCN}8( IP X7rwz{#~qw

vTZ=oK IP X7O~qwDksrKwz9C18n#TZ IP X7,bG~

qwDxg,SDX7,x;GksM'zDX7#
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zIT8( IP X7(}g,240.146.167.72),r_zIT8(wz{(}g,

hostA.bcd.com)#

KN}GI!D#g{;PCN},~qw9CC18nl&yPks,^[Gk

s=oD IP X79G URL PDwz{#

;\*~qwD IP X78((d{#

>}

v B}(e=v6-3f,"Yh AlwaysWelcome 18nhC* On 1!#TZ;|

,D~{Dks,~qw"TSksO8(D?<P5X6-D~(g{ks;8

(D~{r?<,rGD~y?<)#~qwWHiR{* letsgo.html DD~#g{

ZK?<P;PK{FDD~,r~qwiR{* Welcome.html DD~#

Welcome letsgo.html
Welcome Welcome.html

v ZB}P,~qwyZks=oDxg,SD IP X74iR;,D6-D~#TZ

=o 0.67.106.79 Dks,~qwiR{* CustomerA.html D6-D~#TZ=o

0.83.100.45 Dks,~qwiR{* CustomerB.html D6-D~#g{ks=o;

,D IP X7,r~qwiR1!X7#

Welcome CustomerA.html 0.67.106.79
Welcome CustomerB.html 0.83.100.45

v ZB}P,~qwyZ URL PDwz{iR;,D6-D~#TZ=o hostA Dk

s,~qwiR{* CustomerA.html D6-D~#TZ=o hostB Dks,~qw

iR{* CustomerB.html D6-D~#g{ks=o;,Dwz,r~qwiR1

!wz{#

Welcome CustomerA.html hostA.bcd.com
Welcome CustomerB.html hostB.bcd.com

1!5

b)1!541!dC9CD3rT>:

Welcome Welcome.html
Welcome welcome.html
Welcome index.html
Welcome Frntpage.html
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Z}f(2005 j 6 B)

>E"G*Z@za)Dz7M~q`4D#

IBM I\Zd{zRrXx;a)>D5PV[Dz7"~qr&\XT#PXz10

yZxrDz7M~qDE",krz1XD IBM zmI/#NNT IBM z7"L

rr~qD}C"GbZw>r5>;\9C IBM Dz7"Lrr~q#;*;V8

IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"Lrr

~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5yhvZ]PXDwn({#a)>D5"4

ZhC'9Cb)({DNNmI#zITCif==+mIi/Dy:

IBM Corporation
Attn.: G71A/503
P.O. box 12195
3039 Cornwallis Rd.
Research Triangle Park, N.C. 27709-2195
U.S.A.

PX+VZ(DBCS)E"DmIi/,kkzyZzRrXxD IBM *6z(?E*

5,rCif==+i/Dy:

IBM World Trade Asia Corporation Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation04V41a)>D5,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$ru~#3)zRrXxZ3);WP;Jmb}w>r5,D

#$#rK>unI\;JCZz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>JODBf>P#IBM ITf1T>JOPhvDz7M/rLrxP

DxM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$#G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(

DLrMd|Lr(|(>Lr).dxPE";;,T0(ii)JmTQ-;;DE

"xP`%9C,kkBPX7*5:
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IBM Corporation
ATTN: Software Licensing
11 Stanwix Street
Pittsburgh, PA 15222-9183
U.S.A.

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fD

E"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM zJm~mI

-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD#rK,Zd{Yw73PqCD

}]I\aPwTD;,#P)H?I\GZ*"6D53OxPD,rK;#$k

;cIC53OxPDH?a{`,#Kb,P)H?G(}Fcx@FD,5Ja

{I\aPnl#>D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!#IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNNd

{XZG IBM z7Dyw#PXG IBM z7T\DJb&1rb)z7D)&La

v#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

>E"|,ZU#5q-*P9CD}]M(fD>}#*K!I\j{X5wb)

>},>}PI\a|(vK"+>"7FMz7D{F#yPb){F<Gi9

D,k5JL5s5yCD{FMX7DNNW,?tIO#

g{z}Tm=4q=i4>E",<,MJ+<}I\^(T>#

Lj

BPuoG IBM Corporation Z@zM/rd{zRrXxDLj:

v AIX®

v IBM

v Netfinity®

v RS/6000®

v SecureWay®

v Tivoli

v ViaVoice®

v WebSphere

Java™ MyPyZ Java DLjG Sun Microsystems, Inc. Z@zM/rd{zRrX

xDLj#

Microsoft®"Windows"Windows NT® M Windows UjG Microsoft Corporation Z@

zM/rd{zRrXxDLj#
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Intel™"Intel Inside(Uj)"MMX™ M Pentium® GIntel Corporation Z@zM/r

d{zRrXxDLj#

UNIX G The Open Group Z@zMd{zRrXxD"aLj#

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

d{+>"z7r~q{FI\Gd{+>DLjr~qjG#
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	KeyRingStash － 指定到密钥环数据库的密码文件的文件路径
	格式
	示例
	缺省值

	LimitRequestBody ? 指定 PUT 或 POST 请求中最大主体大小
	格式
	缺省值

	LimitRequestFields ? 指定客户机请求中的最大标题数
	格式
	缺省值

	LimitRequestFieldSize ? 指定最大标题长度和请求行
	格式
	缺省值

	ListenBacklog － 指定服务器可执行的侦听储备客户机连接数
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	示例
	缺省值
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	缺省值
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	缺省值
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	缺省值
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	示例
	缺省值
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	缺省值

	PostExit － 定制 PostExit 步骤
	格式
	示例
	缺省值

	PreExit － 定制 PreExit 步骤
	格式
	示例
	缺省值
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	格式
	示例
	缺省值
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	Mask － 指定允许发出 HTTP 请求的用户名、组和地址
	PasswdFile － 指定关联的密码文件的位置
	PostMask － 指定允许以粘贴文件的用户名、组和地址
	PutMask － 指定允许以放置文件的用户名、组和地址
	ServerID － 指定与密码文件相关联的名称

	Proxy － 指定代理协议或逆向代理
	格式
	缺省值

	ProxyAccessLog － 命名代理访问日志文件的路径
	格式
	缺省值

	ProxyAdvisor － 定制代理请求的服务
	格式
	缺省值

	ProxyForwardLabels － 指定 PICS 过滤
	格式
	缺省值

	ProxyFrom － 指定具有 From: 头的客户机
	格式
	示例
	缺省值

	ProxyIgnoreNoCache － 忽略重新装入的请求
	格式
	缺省值

	ProxyPersistence － 允许持久连接
	格式
	缺省值

	ProxySendClientAddress － 生成 Client IP Address: 头
	格式
	示例
	缺省值

	ProxyUserAgent － 修改“User Agent”字符串
	格式
	示例
	缺省值

	ProxyVia － 指定 HTTP 头的格式
	格式
	示例
	缺省值

	ProxyWAS － 指定请求是发送到 WebSphere Application Server
	格式
	缺省值

	PureProxy － 禁用专用的代理
	格式
	缺省值

	PurgeAge － 指定日志的时效
	格式
	缺省值
	相关伪指令

	PurgeSize － 指定日志归档的大小限制
	格式
	缺省值
	相关伪指令

	RCAConfigFile － 指定 ConfigFile 的别名
	格式
	示例
	缺省值

	RCAThreads － 指定每个端口的线程数
	格式
	示例
	缺省值

	ReadTimeout － 指定连接的时间限制
	格式
	缺省值

	Redirect － 为发送到另一个服务器的请求指定模板
	格式
	示例
	缺省值

	RegisterCacheIdTransformer － 根据 Cookie 头高速缓存资源的多个变体
	格式
	示例
	缺省值

	ReversePass － 拦截自动重定向请求
	格式
	示例
	缺省值

	RewriteSetCookieDomain ? 指定需要重写的域模式
	格式
	示例
	缺省值
	相关伪指令

	RTSPEnable － 启用 RTSP 重定向
	格式
	示例
	缺省值

	rtsp_proxy_server － 指定用于重定向的服务器
	示例
	缺省值

	rtsp_proxy_threshold － 指定在重定向到高速缓存之前的请求数
	示例
	缺省值

	rtsp_url_list_size － 指定代理内存中的 URL 数
	格式
	示例
	缺省值

	ScriptTimeout － 指定脚本的超时设置
	格式
	缺省值

	SendHTTP10Outbound － 指定代理请求的协议版本
	格式
	示例
	缺省值

	SendRevProxyName － 在 HOST 头指定高速缓存代理主机名
	格式

	ServerConnGCRun － 指定运行垃圾回收线程的时间间隔
	格式
	示例
	缺省值

	ServerConnPool － 将连接合用指定到源服务器
	格式
	缺省值

	ServerConnTimeout － 指定最大的非活动的周期
	格式
	示例
	缺省值

	ServerInit － 定制服务器初始化步骤
	格式
	示例
	缺省值

	ServerRoot － 指定服务器程序安装的目录
	格式
	缺省值

	ServerTerm － 定制服务器终止步骤
	格式
	示例
	缺省值

	Service － 定制服务步骤
	格式
	示例
	缺省值

	SignificantURLTerminator － 为 URL 请求指定终止代码
	格式
	示例
	缺省值

	SMTPServer（仅 Windows） － 设置发送邮件例程的 SMTP 服务器
	格式
	示例
	缺省值

	SNMP － 启用和禁用 SNMP 支持
	格式
	缺省值

	SNMPCommunity － 为 SNMP 提供安全性密码
	格式
	缺省值

	SSLCaching － 为安全请求启用高速缓存
	格式
	缺省值

	SSLCertificate － 为证书指定密钥标签
	格式
	示例
	缺省值

	SSLCryptoCard － 指定已安装的加密卡
	格式
	示例
	缺省值

	SSLEnable － 为安全请求指定在端口 443 上侦听
	格式
	缺省值

	SSLForwardPort － 指定 HTTP SSL 升级的寻址端口
	格式
	示例
	缺省值

	SSLOnly － 对 HTTP 请求禁用侦听器线程
	格式
	缺省值

	SSLPort － 指定 HTTPS 侦听端口而不是使用缺省端口
	格式
	示例
	缺省值

	SSLTunneling － 启用 SSL 隧道
	格式
	缺省值

	SSLVersion － 指定 SSL 的版本
	格式
	缺省值

	SSLV2Timeout － 指定 SSLV2 会话到期之前要等待的时间
	格式
	缺省值

	SSLV3Timeout － 指定 SSLV3 会话到期之前要等待的时间
	格式
	缺省值

	SuffixCaseSense － 指定后缀定义是否区分大小写
	格式
	缺省值

	SupportVaryHeader － 根据 HTTP Vary 头高速缓存资源的多个变体
	格式
	示例
	缺省值

	TLSV1Enable － 启用传输层安全协议
	格式
	示例
	初始配置设置

	Transmogrifier － 定制数据操作步骤
	格式
	示例
	缺省值

	TransmogrifiedWarning － 发送警告消息到客户机
	格式
	缺省值

	TransparentProxy － 在 Linux 或 AIX 上启用透明代理
	格式
	缺省值

	UpdateProxy － 指定高速缓存目标
	格式
	示例
	缺省值

	UserId － 指定缺省用户标识
	格式
	缺省值

	V2CipherSpecs － 列出 SSL V2 的支持密码规范
	格式
	示例
	缺省值

	V3CipherSpecs － 列出 SSL V3 的支持密码规范
	格式
	示例
	缺省值

	WebMasterEMail － 设置电子邮件地址以接收选择服务器报告
	格式
	示例
	缺省值

	WebMasterSocksServer（仅 Windows） － 设置发送邮件例程的 socks 服务器
	格式
	示例
	缺省值

	Welcome － 指定欢迎文件的名称
	格式
	示例
	缺省值
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