— — — 7 m— ®

| IBM Software Group

Resolving Clients problems more
quickly using IBM Assist On-Site, V2

Willis Ward, Jr.
AIM Customer Support and Leadership
Research Triangle Park, NC

WebSphere® Support Technical Exchange _UM DEMAND BUSINESS



| IBM Software Group

Agenda

What is Assist On-Site (AOS)?

What is required to connect with Assist On-Site

How to start Assist On-Site

What you see once connected with Assist On-Site

Security and Advanced Encryption

Frequently asked questions

Customer view of AOS technology

WebSphere® Support Technical Exchange



| IBM Software Group

What is Assist On-Site?

= Secure, live remote-assistance tool
= IBM Support can view your desktop
» You, the customer, can determine level of access
« Chat only
* View only

+ Shared Keyboard and Mouse
» You can change level of access at any time or terminate the

session.

= Can speed up
» Problem determination

» Collection of data
» Ultimately, your PMR solution

| il .
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What is required to connect with Assist
On-Site

= Minimum requirements for your computer and internet connection:
» 28.8 Kbps or greater Internet connection (56K recommended)

» Required Pentium-class PC running Windows 95, 98, 2000,
Me, NT 4.0 or XP

» Internet Explorer 4.0 or later, Netscape Navigator 4.0 or later or
Mozilla Firefox 1.0 or later

» Access to ports 80, 443, and 8200

» Recommended: Ability to make direct outgoing TCP
connections, or availability of a SOCKS server or an HTTP

proxy

» Communications session or capability to interact (e.g. telnet
session) with remote machine having the problem
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How to start Assist On-Site

= IBM Support provides randomly generated session key.

= Froman hip:/www bm com/soliware/suppori/assisionsilie website
» Select the appropriate brand for the software product

» Read through the Legal agreement
» Input the following information:
« Session key
« Customer Number
» Customer Name
* PMR number, branch office and country code
» Click on the 1 agree button

= Around 500kb plug-in (virus free) is downloaded.

= You determine the level of access that IBM Support will have.
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: z 5 Y Supp

With cur live remote-assistance tool, 2 member of cur support team can :z:;:; tu-u Du?f:;?;:i?:t
Library wiew your desktop and share control of your mouse and keyboard to get yvou faatires ¥
Eineatte on your way to a solution. The tool can speed up problem determination,

collection of data, and ultimately, yvour PMR solution.

How to Get Support:

£ member of our support team will talk with you first to determine the nature
of the problem. ¥You should open a PMR. wia the normal methods and the
support engineer will decide whether this tool 1= the right approach for your

=+ Support Offerings

Communities -+ Software maintenance

» IBM Business Partners particular problem. and SUREEEE
- ISVs
. -+ Passport Advantage
 Developers To beagin, select your software brand: B =
: =+ Support Handbook
- Warranty info | WebSphers iv " @

= DB2 Information
Management

Frequently asked questions

How does this service work?
Once you connect to the service, you are prompted to download a small, e
=elf-installing plug-in, which allows your support representative to wiew your
desktop and share control of vour mouse and keyboard. At any time during
a support =ession, you can take control of your computer just by mawving
wvour mouse. You will be in charge at all times.

Lotus
= Rational

= Tiveli

E::;T:dsgue%purt representative look through files without my S WahShhare
Absolutely not. Your representative sees only what vou =ee and whatever e

you permit him or her to see on your computer screen. Before your support = Servicelink/IBMLink
representative views your screen, he or she will first ask your permis=sion

and request that you close all documents containing private information. Support feedback

How is security maintained? = HE'F us improve

At the beginning of a screen- sharlng =ession, you and your support online software
re.presentatlve are connected via @ communication server. The screen data support

that iz paz=ed between yvou and your support representative during a session

i= highly compressed using proprietary technology that can be viewed only Translate my page

with GoToAs=sist software. This data is also encrypted using 128-bit Advanced :
Encryption Standard (AES) encryption. Privacy principles are TRUSTe Select a language [i"
compliant. After the session has ended, yvour support representative can no

Icmger see l;-n:rur SCreen or access your cumputer unless you make another = Translate
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@& IBM Software Support : IBM Assist On-site - Mozilla Firefox: IBM Edition
Eile Edit Wiew d}g Bookmarks | Tools Help

<2§.| - I:;) - @ @ |m http: /v -306. ibm., comfsoftware fsupportfassistonsite fiorm 1. html

|:| IEM Business Transf... |:| IBM Internal Help Ho. .. |:| IEM Standard Softw... .& Search the Web wit. ..

re Support Othear

Software Support

IBM Assist On-site

How it works:

1. Once you are on the phone with a member of our support team, yvou
will be directed back to this page after yvour support representative
prowvides wou with a unigue connection code. You will then enter the
cade in the field below and click the I Agree button to initiate the
screen-sharing session.

2. You are prompted to download a small s00kb plug-in.

3. With yvour permission, yvour support representative can wview yvour
screen and share control of your mouse and keyboard.

E“mm“““_je*‘ 4. You are in full control of your computer at all times. You always hawe
= IBM Business Partners owverriding control of vour mouse and keyboard, and yvou can end the
- ISVs screen-sharing session at any time.

- Developers

B clicking on "I agree" below, you ars agresing to allow IBM and its subcontractors to

= Warranty info remotely access, manipulate and/or contrel your systems in order to assist you in
isclating potential errors in your IBM software, ¥You are responsible for backing up wvour
systems prior to granting IBM access and for taking all other measures necessary to
adequately protect your systems and all data, materials and other information contained
therein. IBM shall not be liable for any loss of, or damage to, any data, materials and/or
other information contained on or accessed through your systems. &ll data, materials
and cther information contained on the systems shall be deemed non-confidential, ¥You
are alsoc responsible for securing any necessary consents or approwvals that may be
required to permit IBM and its subcontractars to remotely access, manipulate and/or
control your systems, ¥You agree to defend and indemnify IBM from and against any third
party claims arising from your failure to secure all necessary censents and/or approwals.
Theses services are being provided to you in accordance with and subject to the terms
and conditions of wour Passport Adwvantage agreement as well as any other suppert
agresment you hawe with IBM applicable to the IEM software.

Please complete the form below with wvour name and the connection code
vou received from your representative and click the I Agree button to
proceed.

Mame: [John Client |

IBEM Customer Number: 9999999 |

PMR number, branch code, country 12345 | |'D1'J'D | |{}Dﬂ |
code: " r

Connection code: |51141 14 |

WebSphere® Support Technical Exchange




| IBM Software Group

Bookmarks Tools Help

File Edit Vew Go

QE! = E> * @ Liﬁ] @ | [ https:/faos.uk.ihost.com/AssistOnSite fAssistonsiteEntry
|:| IBM Business Transf... D 16M Internal Help Ho... |__| IBM Standard Softw. .. .A- Search the Web wit. ..
Assist On-site v2

IBM Assist On-site browser plugin

[Powered by Ayudame

Your download should begin in 5 seconds. If it does not, please start the download hers

When presented the File Download box, please select "Open’ to start your session

Some fles can herm your compuder. Fthe il irfomnation below
lonka euepiciaua, oryau do not fuly trust the sauncs, do not open or

aave thia fie.
Ao rame: [bmaoe, exe
Aletype:  Applicetian
From: ayudame, uk, host.cam
(¥, Thia tyne af file could herm vour compuler i cantain

malcius code.

WDLHpJﬁkzlnnpmMﬁenrsmthrmmplﬂT
[ open [{ save | [ coreel | [ Momire |

| Alrees =k before opering thz e o e

y
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Agent Wilis Ward wishes to remotely access your system, Please select the initial
® session mode or dick 'Refuse’ if you DO NOT AGREE.

ATENTION: Your screen may flick while the display is configured for optimal
perfmnar:eﬂ-ﬁsmbmﬂﬂd_,sethmswﬂ flick back to normal after disconnection,

Seconds left to automatic refusal ; 40

WARNING
The remote support session cannot proceed without your acceptance.
Please dose all confidential information as the agent will see
“everything on your screen if you choose to share it

TIP: Press PAUSE anytime to dose session immediately

Chat Shared View Shared Control Refuse |

[” Log session actions into System Application log

.!. 1
| il
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What you see once connected with
Assist On-Site

= You see your normal Windows desktop.

= In the Windows icon tray, there will be flashing
Assist On-Site icon.

= If IBM Support uses the drawing or highlighting

tools, you will see what is “drawn” on your
Windows desktop.

' @ MIRN.

WebSphere® Support Technical Exchange



| IBM Software Group

Your download should begin in 5 seconds. If it does not, please start the download hers

When presented the File Download box, please select 'Open’ to start your session

SESSIONM IN PROGRESS

TIF: press PAUSE key at anytime
to terminate session.

EMND SESSIONM | Close Window

computer?
T wm e J omee  [ Moeido ]

|| Mlwees =<k before opering $hiz type o fie
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Qi - |:> - @ l;‘% |@ http:/fwwew.ibm,comfus/
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United States [change Terms of use
I
Home | Products | Services & solutions | Support & downloads | My account Personalized settings

The six trends
transforming governments

- Public sector innovation around the world,
plus an interview with the CIO of the IRS

L
VR
Learn about Shop for Get support anage my account Resources for
« Business consulting « Special offers « Downloads and drivers Shopping cart II:EI'M Employee Purchas:
+ On Demand Business « IT sarvices « Troublashooting Ordars and delivery Prsn
: Solutions by industry : Softeare « Product publications Invoices and payments Industries
« Madium business « Sarvars and storage « Training « Contracts Small business
offerings - Workstations - Open a service req « Inventory Medium b“5i"!‘555
+ IT services « Printers . Warranties and ;Tf;:r::_:fnse
« Software - Upgrades, sccessories Developers
+ Systems, servers and and parts 1BM Business Partners
storags « IBM Certified Used Accessibility
« Other hardware Equipment
« Financing About IBM
. PC products from ews and newsletters
Bl 55 feeds

Press room
Investor relations
Jobs at IBM

IBEM Research
1BM and Lenovo®

4
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IBM Assist On-site survey request

Powered by Ayudame [%

Customer feedback request :

Hawving used the Assist On-site tool, we are conducting a survey to capture your experience.
Flease share your thoughts with us.

Did the use of this tool help resolve the issue 7 ¢ Oives O no @ Not sure
Did you find this tool to be fast and easy to use ? ; O ves O no @ Not sure
Did this support interaction improve the likelihood of buying IBM software

ES s el Oves Ono @ Not sure

products in the future 7 :

Fleaze provide additional comments :

|_Submit_|[_Reset |
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Security and Advanced Encryption

Assist On-Site onI\éuses outbound connections protected by state-of-the-art
128-bit Advanced Encryption Standard.

» Prevents intruder access to the information exchanged during all Assist
On-Site sessions.

» Chat, screen sharing, screen viewing and file transfer data is encrypted
end to end, and packets are never decrypted in transit by the
communication servers.

» Data can only be viewed with the Assist On-Site software.

Once the session has been completed, IBM Support can no longer see your
screen or access your computer unless you make another explicit request for
support and a new connection key is generated.

Assist On-Site only uses out-bound relays.

Connection code is only valid for 5 minutes. New code must be generated if
Assist On-Site session is not established within the 5 minute time period.
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Frequently asked questions

= Can IBM Support look through files without my knowledge?

» Absolutely not. IBM Support only sees what you see and
whatever you permit them to see on your computer screen.

» If IBM Support has been granted shared control, you see
exactly what files they are accessing. You can always take
control of your keyboard and mouse and end the screen-
sharing session at any time.

= Are there any files or folders left on the computer after the session
ends?

» The downloaded file stays on your computer; however, the file
is useless without a new “encryption key.” To download a new
encryption key, you would need to initiate a subsequent
session with IBM Support. Screen-sharing sessions have to be
initiated by you, not IBM Support.
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Additional WebSphere Product Resources

= Discover the latest trends in WebSphere Technology and implementation,
participate in technically-focused briefings, webcasts and podcasts at:

= Learn about other upcoming webcasts, conferences and events:

= Join the Global WebSphere User Group Community: www.websphere.org
= Access key product show-me demos and tutorials by visiting IBM Education
Assistant: ibm.com/software/info/education/assistant

= Learn about the Electronic Service Request (ESR) tool for submitting
problems electronically:
v;/]WV\Il.ibm.com/software/support/viewlet/probsub/ESR_Overview_viewlet_swf
.htm

= Sign up to receive weekly technical My support emails:
www.ibm.com/software/support/einfo.ntml
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Questions and Answers
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