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= The business cases for Log Analysis
= Tool overview

» IBM Support Assistant
» Log Analyzer

» Symptom Editor

= Case study

» A recurring security error in a WAS installation
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When customers call...

= Recreate the problem

= Run a diagnosis tool

= Google...Google again

= Ask a coworker...wait for him to Google...again

= When all else fails, read the logs entries, all
thousands...Google them
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When problem hits

= = Merge files
— Log
o = Filter out records
S h e
== Highlight records
S =Scan for

problem

g = Remote
——|] Agent
WAS 2 e Controller reoccurrences
E_:
! Symptom
: Database
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IBM Support Assistant

Download

Install product plug ins
» WebSphere Application Server

» Other IBM products

Install tool plug ins
» Log Analyzer

» Symptom Editor

http://www.ibm.com/software/support/isa/
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roduct specific and common plug ins

Support Assistant

Welcome | Search | Product | Tools | Service | Updater | Preferences | Feedback | Help | About

/4, There are currently no product features installed and configured.

_ Support Assistant L 3] ﬁ £
Welcome to IBM Support Assistant . §
§ Welcome | Search | Product Information | Tools | Service | Updater | Preferences | Feedback | Help | About
1BM Support Assistant is 3 local s
products and tools that are import
solve problems.
Plug-ins are extensions that allow you to customize 18M Support Assistant's capabilities. Each of the tabs below allows you to manage this customization. ﬁ :H Eﬁ

[Installed Plug-ins! Avail Plug-ins Updates| [New Plug-ins|

LFSeﬂrch T | A ESUOMAIEE NS NS ¥4 LS 4 EUUDE3 )

& [~ 18M WebSphere Remote Server 6.0 (3.0.1.03)

Additional Information

| Tools | Service

Query multiple sources of support|
To display additional information, please select a feature

I [ - 1M websphere Remote Server 6.1{3.0.1.03)
w Product Information 7 [~ WebSphere Application Server Commurity Edition Version 1.1(3.0.1.02)

Quickly find the right 1BM site for I~ [~ ebSphere Application Server Commurity Edition Version 2.0 ( 3.0.1.01) allow you to customize IBM Support Assistant's capabilities. Each of the tabs below allows you to manage this customization.

B [ [~ websphere Appication Server V5.0 { 3.0.7.04) able Plug-ins Updates [New Plug-ing|
Tools
B [7 [~ WebSphere Appiication Server V5.1{3.0.7.04) H o Additional Information
Investigate product problems usi & ¥ [~ wehsphere Application Server V6.0 { 3.0.7.04)
i+ [ fFIGAA Content for WebSphere Appiication Server (3.1.0.00) = | |pos= Teckit { 1.0.2.00) To display additional information, please select a feature
E1 ¥ [~ WebSphere Appication Server V6. 1(3.0.7.04) te (A0S) (1.0.0.00)
= T o#P1GAA Content for WebSphere Application Server ( 3.1.0,00) lvzer for Java (Tech Preview) ( 1.1.0.00)
¢+ 7 [~ webSphere Business Integrator for Financial Networks 2.2 { 3.0.1.03) vity Assistant (IGAA) ( 3.1.0.00)

i [~ WebSphere Business Modeler v6.0 ( 3.0.1.01) deling and Analysis Tool for Java Garbage Collector (Tech

lagnastic Tool For Edipse ( 1.0.0.00)

Refiesh 1

ech Preview) ( 4.4.0.013)

Description
Diagnastic for Java (MDD4J) ( 1.0.0.20060628 )

Diagnostic for Java (MDD4]) v2.0.0 Beta ( 2.0.0.30)

" |Pisgnostic for Java (Tech Preview) (0.9.2.20060504)

{Tech Preview) (4.4.0.01)

WebSphere® Support Technical Exchange




| IBM Software Group

Select a product...and...launch a tool

Welcome | Search | Product Information | Tools | Service

| Updater Preferences | Feedback | Help | About
Products Tools

il

S

WebSphere Application Server 6.0
\WebSphere Application Server 6.1

Select a tool below.

Log Analvzer (Tech Preview)

Log Analyzer is a graphical user interface which provides a single point of contact for
browsing, analyzing, and correlating logs produced by multiple products. In addition to
importing log files from multiple products, Lag Analyzer enables you to import and select
symptom catalogs against which log files can be analyzed and correlated.

Svmptom Editor {Tech Preview)

More
Details

Symptom Editor enables you to create and maintain symptom catalogs and symptom

definitions that comply with the Symptoms Reference Specification, Version 2.0 and the More
Symptoms Best Practices, Version 2.0. You can run Symptom Editor as a stand-alone tool, or  Details
launch it from Log Analyzer.
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Log Analyzer Main Screen

File Edit View Options Help

= Import log files Gl 0E

& H- | @- mA&Y - Le—0

B2 F B85 T

(Filter: Show warning and error log records )

-2 Logs
= Symptom Catalogs
* [ Correlations

= Merge log files
= Apply filters
= Apply highlighters

= Choose and
reorder columns

= Import symptom
databases

= Scan for symptom
matches

A log file needs to be imported for this view to be populated.
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Log Analyzer Main Screen

Log View - Out.log (was3)
(Filter: No filter ) Log Files
Log Records (Page 1of 14Filter matche|| 144 the log files you wish to import.

¥  Creation Time
; Dec 7, 2007 8:11:16,865000 PM
Dec 7, 2007 7:32:43, 270000 PM
=4 Symptom Catalogs Dec 7, 2007 6: 18: 17.700000 PM Log set name: |de"7='“|t
(& Correlations Dec 7, 2007 5:59:19.868000 PM
Dec 7, 2007 5:54:38.404000 PM | Host | Path [ Add... J

Dec 7, 2007 5:46:39.666000 PM =
v E - .
| | D7 007 5.6 470 150000 localhost 2® c\tmplpmr21753\was 1\systemOut.log

Dec 7, 2007 5:17:57.803000 PM localhost {3,' c:\tmp'pmr21753Ywas3\SystemOut.log ’
Dec 7, 2007 5:12:10.380000 PM [ Remove |
Dec 7, 2007 4:37:26,520000 PM -
| ] Dec 7, 2007 4:32:31.596000 PM
Dec 7, 2007 4:30:09,550000 PM
Dec 7, 2007 3:45:52.933000 PM
Dec 7, 2007 3:40:33.834000 PM
Dec 7, 2007 3:23:17.863000 PM
| | Dec 7, 2007 3:23:12,260000 PM
Dec 7, 2007 3:23:11.979000 PM
Dec 7, 2007 3:23:11.915000 PM

Piee 7 NNT 2.717.04 1 AN TR

[

Import log files

SystemOut.log (was1)

Edit... |

E Properties &3 l

Property | value

||
Import Log sets...
(] i | Export Log sets. ..

|§elect All |
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Log Analyzer Main Screen

M

Log View - SystemOut.log (was3) 3 l

(Filter: No filter )

]

adl M= AR 1=

Log Records (Page 1 of 14 Filter matched 135527 of 135527 records)

- Creation Time

| Severity | Message Text

| Situation Type | Source Component... | Source Sl

Dec 7, 2007 8:11:16.865000 PM

p (7:32:49.270000 PM
6:18:17.700000 PM

Open With

» [5:59:19.868000 PM
5:54:38.404000 PM

:?a: Analyze

Eé Analyze Settings...

5:46:39.666000 PM
5:18:47.019000 PM
5:17:57.803000 PM

2| Save
¥ Delete

5:12:10.380000 PM
<37:26.520000 PM
<h32:31.596000 PM
#:30:09. 550000 PM

Import Log With

Eu Import Symptom Catalog

,<3 Mew Report...

5:48:52.938000 PM
5:40:33.834000 PM
5:23:17.868000 PM
5:23:12.260000 PM
5:23:11.979000 PM

-

Eu Export Symptom Catalog

5:23:11.916000 PM

+717.44_ AR OR

ibBEBEEBE8E5E8868B8588

2 user.CanAccess(APPROVAL_MNG. ..
APACHE LOG: jen/search/fimages/sp...
APACHE LOG: fis/FindInPage.js

GMWE MAV: Match at Pos = 27
APACHE LOG: fen/newimages/g_find...
GMWE MAV: Inside iGmwbDisplay 665
From CVQ screenOWMERDOBRARS. ..
[ Releasing one connection to 165.3...

HOPolicyDataSource.java : effective. ..

APACHE LOG: fenfApplications/[obje. ..
tttttttttttttttmktclose‘nme in..
887 -837

GMWE MAV: Inside iGmwbDisplay 756
APACHE LOG: fen/Applications/NAIC. ..
APACHE LOG: jknock-+knock.jsp
APACHE LOG: knock-knock.jsp
APACHE LOG: fenfaccountfimages/s...

APACHE LOG: fenfaccountfAccountd. ..

Y PSR

ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation
ReportSituation

MmO mdine

IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...
IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...
IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...
IBM WebSphere Ap...
IBM WebSphere Ap...
IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...
IEM WebSphere Ap...
IBM WebSphere Ap...

TORA LA~k C ke A

Export Context File...

#| Refresh

Unload Profiing Data

| value

Properties

Fle Edit WView Options Help
||
= Merge log files
||
||
||
<! 1l
- Property
||
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Log Analyzer Main Screen

Apply filters

File Edit View Options Help

%_. Log Navigator =0

28| ¥ ek~

(Filter: New_fiter )

== Logs

Log Records (Page 1 of 1 Filter matched 18 of 224721 records)

IBM WebSphere Application Serve

4 Creation Time

| Severity | Message Text | Situation Type \ Source Component... \ Source Sub-compon... | Se

: IEM WebSphere Application Serve
; = Symptom Catalogs
-~z Correlations

Dec 6, 2007 7:43:01.048000 PM
11.609000 PM
Dec 6, 2007 7:45:14.655000 PM
Dec 6, 2007 7:47:37.046000 PM
38, 743000 PM
Dec 6, 2007 ¥:59:42,369000 PM
Dec 6, 2007 9:42:14. 400000 PM
52.680000 PM
Dec 6, 2007 9:59:56. 737000 PM
Dec 6, 2007 10:41:57.237000 PM
Dec 6, 2007 10:50:39.3538000 PM
Dec 7, 2007 7:57:32.424000 AM
Dec 7, 2007 7:57:38.073000 AM

Dec 6, 2007 7:

Dec 6, 2007 7

Dec 6, 20079

Dec 7, 2007 11:58:02. 265000 AM
Dec 7, 2007 1:57:23.005000 PM
16.660000 PM
Dec 7, 2007 2:57:23.247000 PM

Dec 7, 2007 1:

— SRVEDO26E: [Servlet Error]-[]: java.lang.NullPointe...  ReportSituation  IBM WebSphere Ap... ‘WebGroup
I - E0025E: [Serviet Error]-[): java.ang.NullPointe...  ReportSituation  IBM WebSphere Ap. .. ‘WebGroup
I - E0025E: [Serviet Error]-[): java.ang.NullPointe...  ReportSituation  IBM WebSphere Ap. .. WebGroup
I - E0025E: [Serviet Error]-[): java.ang.NullPointe...  ReportSituation  IBM WebSphere Ap. .. ‘WebGroup
I - E0025E: [Serviet Error]-[]: java.ang.NullPointe...  ReportSitustion  IBM WebSphere Ap. .. ‘WebGroup
I S-C10306E: No received or invocation credential &... ReportSituation  IBM WebSphere Ap... RoleBasedauth
I - E0025E: [Serviet Error]-[]: java.ang.NullPointe...  ReportSituation  IBM WebSphere Ap. .. WebGroup

N SEC0306E: No received o =
I ScCo0306E: No received
I s E0025E: [Serviet Err
IS sRVEO025E: [Serviet Errol pdit Filter ’ I
I c-C10306E: No received

IS SECI0306E: No received | Enter filter information

[T

I c-C10306E: No received

I c-C10306E: No received
SN SEC10306E: No received Filter name: ‘ Mo socket exceptions|

IS SrVEQO25E: [Serviet Err
& standard | S Advanced

Advanced filtering: create a new filter with the Add button {* = any string)

Attribute
Message Text <=

| Operator | Value |
*java.net.Socket™

< Bemove
= Properties &2
Event ils Message Text———
SECI0306E: Mo received or invacation crede
Additonal Data Attributes parameters are: access check method getsty
Correlation Data Attributes debuggingat com.ibm.ws.security.role.Roleq
3 = com.ibm.ws.management. AdminServiceImpl,
Situation {AdminServiceImpl.java:657) at com.ibm.ws
Message Information sun.reflect. GeneratedMethodAccessor 14,in:
i Creation Time Dec 7, 2007 5|
Reporting Companent = Group expression(s) by condition :
Associated Event S i 50
e vty Detail information on filter creation is available here.
CommaonBaseEvent XML

Global Instance 1D

A1DCCE4195]

—

<]
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Log Analyzer Main Screen

File Edit View Options Help
- Log Navigator = B|[B wogveew 22| Alr-@EEF . B0
u (Filter: New_filter )
Log Records (Page 1 of 1Filter matched 18 of 224721 records)
SystemOut.log (was1) ~  Creation Time | Severity | Message Text | Situation Type | Source Component... | Source Sub-
SystemOut. W
u &5 ::m ks k’g oo Dec 7, 2007 1:58:16.660000 PM IR -=c10306E: Mo received or invocati... ReportSituation  IEM WehSphere Ap... Rolet
b og Dec 7, 2007 1:57:23.005000 PM I -cC10305E: Mo received or invocat. . ReportSituation  IBM WebSphere Ap... Rolet
(& Correlations Dec 7, 2007 11:58:02, 263000 AM I scC10305E: Mo received or invocat. . ReportSituation  IBM WebSphere Ap... Rolet
Dec 7, 2007 9:57:43.877000 AM I ScC10305E: No received or invocati... ReportSituation  IBM WehSphere Ap... Rolef
u Dec 7, 2007 7:57:33.073000 AM I scC10305E: Mo received or invocat. . ReportSituation  IBM WebSphere Ap...
Dec 7, 2007 7:57:32.424000 AM I -=c10306E: Mo received or invoca ReportSituation
. . Dec &, 2007 9:59:56, 737000 PM I --C10306E: No received or invocati... ReportSituation  IBM WehSphere Ap...
- A I h h | ht Dec 6, 2007 9:59:52.530000 PM ISR S=C10306E: No received or invocat... ReportSituation | IBM WebSphere Ap...
p p y Ig Ig e rS Dec 6, 2007 9:42:14.400000 PM 50 SRVEDDZSE: [Servlet Error]-[: java. ReportSituation  1BM WebSphere Ap... !
Dec 6, 2007 7:5%:42, 363000 PM I -cC10306E: Mo received or invoca ReportSituation  IBM WebSphere Ap
||
- £ | I} |< | 1}
- =93 E
] ~
E ils Message Text )
ndditional Data Attributes SRVEDO26E: [Servlet Error]-[]: java.lang. MullPointerExceptionat java.lang.FloatingDecimal .read JavaFormatString(FloatingDecimal java(Compiled Code)) at E
2 java.lang.Double. parseDouble(Double. java({Compiled Code)) at org.apache.jsp._po_5F_queues_5F_results. _jspService{_po_5F_gueues_SF_results.java
Correlation Data Attributes {Compiled Code)) at com.ibm. ws.webcontainer.jsp.runtime HttpJspBase. service (HttpJspBase. java(Compiled Code)) at javax.servlet.http.HttpServlet.service A
———— = = (HttpServlet. java(Compiled Code)) at com.ibm.ws.webcontainer.jsp.servlet. JspServietslspServietWrapper. service(JspServlet, java{Compiled Code]) at o
[ | _ Situation y com.ibm.ws.webcontainer.jsp.servlet. JspServlet.service JspFile(JspServlet.java(Compiled Code}) at com.ibm.ws.webcontainer.jsp.servlet. JspServlet.service
Message Information (JspServlet.java(Compiled Code)) at javax.serviet.htip. HttpServlet. service(HttpServlet.java(Compiled Code)) at E
- Source Component "
Reporting Component Creation Time | Dec 6, 2007 9:42: 14.400000 PM | version [1o1 |
Associated Event | severity [ 50 | Priority [0 |
= < i |
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Log Analyzer Main Screen

WebSphere® Support Technical Exchange

Choose and
reorder columns

File Edit View Options Help

5. Log Navigator

= 8 || & Log view EX]

il

- Symptom Catalogs

""" (= Correlations

Select the columns to enable.
Select the sequence using the Up and Down buttons.

Available Columns

Highlighter
Log Path

Version

Global Instance ID

Local Instance ID

Mumber of Repeated Events
Situation Scope

Current Status

Situation Result

Source Companent Classfication Type
Source Companent Application Mame
Source Companent Address

Source Component Address Type
Source Companent Classification
Source Companent Thread Id

Source Companent Process Id
Priority

Selected Columng

Creation Time

Severity

Message Text

Situation Type

Source Component Mame
Source Sub-component Name
Seqguence Mumber

Up

Down

= = H

d Code)) at E
sults. java
erviet.service
ode)) at
erviet.service

E_

JII_IIJ

| Restore Defauils | | oK | |
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Log Analyzer Main Screen

WebSphere® Support Technical Exchange

Choose and
reorder columns

File Edit View Options Help

5. Log Navigator

= 8 || & Log view EX]

il

- Symptom Catalogs

""" (= Correlations

Select the columns to enable.
Select the sequence using the Up and Down buttons.

Available Columns

Highlighter
Log Path

Version

Global Instance ID

Local Instance ID

Mumber of Repeated Events
Situation Scope

Current Status

Situation Result

Source Companent Classfication Type
Source Companent Application Mame
Source Companent Address

Source Component Address Type
Source Companent Classification
Source Companent Thread Id

Source Companent Process Id
Priority

Selected Columng

Creation Time

Severity

Message Text

Situation Type

Source Component Mame
Source Sub-component Name
Seqguence Mumber

Up

Down

= = H

d Code)) at E
sults. java
erviet.service
ode)) at
erviet.service

E_

JII_IIJ

| Restore Defauils | | oK | |
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Log Analyzer Main Screen

it ‘f'e"‘_ SElUS By Symptom Catalog File i3 @ :
TmpostLog Fic y Specify the name of the XML symptom catalog file to be imported. Indicate the 2 | =] g
u Import Context File... = = || (il project ar folder to contain the imparted file. A
F z > t... | Source Subi
. _r'; MNew Correlation O Remote host
4 Export Symptom Catalog g:z ;i File: | IBM WebSphere Application Server Standard Edition ; g:::
Export Context File... e ?i o - 5
= Dec 7, 20 - Rolel
™ Exit Dec 7, 20 b Role
Dec 7, 20 b Raolel
ﬁel C:'\Program Files\IBMIEM Support Assistant VSHugins\com.ibm.etools.il Browse... |
u Import using: |5yrn|:|hom V2.0 format importer
Target format: | Symptom 2.0
||
Specify the name and location of the imported resource.
Falder: | LogAnalyzerProject | Browse...
File: | it-dept.symptom |
& 11l 3
= Import symptom |5, [
Options: =
| ”~
databases Event etais = _ o &
 Additional Datz Attributes Jsai‘fl"a‘jésgoﬁi?;" [ overwrite existing resources without warning sdjea’i at
Correlation Data Attributes g_ilomD"EdleodED Create complete folder structure e}t.servioe 5
= ttpServiet.java: at E
[ | _ Situation || com.ibm.ws.webcq Use catalog for log analysis Et.service
Message Information (JspServiet.java(d -
_ Source Component : L
Reparting Companent Creation Time
Associated Event  peverity
= <
¢
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Log Analyzer Main Screen

M

& %-d@- BEF| 70

Situation Type | Source Component... | Source Sub-(

] Properties
Copy to Clipboard
Mew Symptom Definition. ..

Refresh Views

E Choose Columns...
13 sort Columns. .

Correlation by Time

Correlation by Time, Application ID, Host Mame and Database Name
Correlation by PMI Request Metrics

Correlation by Time, URL and Application ID

Correlation by Time and URL

Correlation by Time and Application ID

I S IS S e e e

ymptom definitions | Recommendations and actions [Mahd1ed Evems] Properb'es|

File Edit View Options Help
%5 Log Navigator =g oG 53
n F | O[] || e New fiter)
Log Records (Page 1 of 1 Filter matched 18 of 224721 records)
SystemOut.log (was1) ¥  Creation Time | Severity | Message Text
SystemQut.log (was3)
u e e e Dec 7, 2007 1:58:16.660000 PM | EEeEEE
ymp e Dec 7, 2007 1:57:23.005000 PM | ESEES
0 /LogAnalyzerProjectit-dept.sy | pec 7, 2007 11:58:02. 269000 AM [ EESEe
(= Correlations Dec 7, 2007 9:57:48.877000 AM | EEeLEEE = )
u Dec 7, 2007 7:57:38.073000 AM RN == 0305E: Noreceived 2 Analyze Settings...
Dec 7, 2007 7:57:32,424000 AM I scC1030:E: No received
[—
[—
Dec 6, 2007 9:55:56,737000 PM I scC1030:E: No received
™ Dec &, 2007 9:55:52,680000 PM I scC1030:E: No received
[—
Dec &, 2007 7:55:42,36%000 PM IR -cC10305E:
[ )
|
n |< | i | £ | i
] Properties &ﬁ Symptom Analysis Results View - Jan 22, 2008 5:26:59PM 23 l
Symptom Analysis Results (Page 1 of 1 Filter matched 1 of 1 records)
Creation time | Symptom | Matched events page 1 of 1, 2 records in total
Dec 6, 2007 9:59:56.4... SECI0306E: Mo received or invocation credential...
= Scan for symptom
n 10r

p—
ﬂ SECI0306E: Mo received or invocation credential exist on the thread. The Role based authorization check will not hg
ﬂ SECI0306E: Mo received or invocation credential exist on the thread. The Role based authorization check will not hg
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Symptom matches, you say?

Pig
) =
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Symptom Definitions and Symptom Databases

Symptom Definition

Acti(_)ns*

Logic grouping of
symptom definitions,
typically grouped by
product catalogs and
complemented by
product assembly
catalogs

Suggested to human users upon detection of the symptom
Executed by an autonomic manager upon detection of the symptom

List of conditions that characterize the occurrence of the symptom

ange

WebSphere® Support Technical Exch
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Symptom examples

No Actions

wsadmin —hostname {0} —f startjms.jacl

WebSphere® Support Technical Exchange
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Symptom Databases (suggestions)

2. per-version % 4. per-application

3. per-locale %

WebSphere® Support Technical Exchange

1. per-product

... etc ...
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Creating new symptom definitions

M

File Edit view Options Help

ERCIN AR

%5 Log Navigator =0

8 H-@- BEF L T0

(Filter: New_filter )

=5 Logs

1 ER=Y Symptom Catalogs
.

= Correlations

IEM WebSphere Application Serve|| ™ Creation Time
- IBM WebSphere Application Serve

l[l JLogAnalyzerProjectfit-dept.symp

Log Records (Page 1 of 1 Filter matched 18 of 224721 records)

Dec 7, 2007 11:

Dec 7, 2007 9:57:

Dec 7, 2007 7:57:

Dec 7, 2007 7:57:32.424000 AM

Dec 6, 2007 9:59:56, 737000 PM
Dec 6, 2007 9:59:52,630000 PM

Dec 6, 2007 7:59:42, 369000 PM

Severity | Message Text | Situation Type | Source Component,.. | Source Sub-compon... | Sequence.

RN EC0306E: Analyze Selection oleBasedAuth
| EESEEE Analyze Al oleBasedAuth
IR 5EC10306E:

I scco0306c:

Eé Analyze Settings...

IS 5FC 10305 [ Properties
RN 5EC0306E: Copy to Clipboard

| —)
ISR ECI0306E:
[—)

Refresh Views

[ Choose Columns. ..

laz Sort Columns...

Correlation by Time:

Correlation by Time, Application ID, Host Name and Database Name
Correlation by PMI Request Metrics

Correlation by Time, URL and Application ID

= Properties | £ Symptom Analysis Results View - Jan 21, 2008 3:14:51PM 52 ]

Correlation by Time and URL

Symptom Analysis Results (Page 1 of 1 Filter matched 1 of 1 records)

3 g o = B
Correlation by Time and Application ID lu 39‘ Ty :l

ymptom definitions | Recom: W

Creation time | Symptom

- ions and actions

Dec 6, 2007 9:59:56.,.. Symptom for IBM WebSphere Application Ser...

Lists all recommendations and actions associated with the selected symptom definition. Select an item in the table below to view its
details,

ggkemmaﬂaﬁmﬂisbahﬂownbughﬁ)epaymltined’weets.biystem,weopenedhmﬂeﬁ...

Symptom effect details

~ Recommendation

Recommendation details

Recommendation: * Fhis is & known bug in the payrall time sheet sub-system, we opened trouble ticket 309876 to fix it.

WebSphere® Support Technical Exchange
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Creating new symptom definitions

File Edit view Options Help

%5 Log Navigator =0

(Filter: New_filter )

ERCIN AR

Symptom Rule
Rules for identifying the symptom

Log Records (Page 1 of 1 Filter matched 18 of 224721 records)

=5 Logs

IEM WebSphere Application Serve|| ™ Creation Time
-5 1M websphere Application Serve
=--(= Symptom Catalogs
-3 LLogAnalyzerProject/it-dept.symp

= Correlations

Dec 7, 2007 11:58:02,265000 AM
Dec 7, 2007 9:57:48.877000 AM
Dec 7, 2007 7:57:38,073000 AM

Dec 7, 2007 7:57:32.424000 AM

Dec6, 2007 10:50:39.358000 P | SON
Dec6, 2007 10:41:57.237000pm [ ESEN
Dec 6, 2007 :53:56. 737000 PM
Dec 6, 2007 2:53:52.630000 PM

Dec 6, 2007 7:59:42, 369000 PM

= Properties | £ Symptom Analysis Results View - Jan 21, 2008 3:14:51PM 52 ]
Symptom Analysis Results (Page 1 of 1 Filter matched 1 of 1 records)

Creation time | Symptom |

Dec 6, 2007 9:59:56.,.. Symptom for IBM WebSphere Application Ser...

Rule type:
Severity | Message Text Situation Type | Sourg| — |SEq“eme Eatian
Version:* | 1.0
Deseription: ™ | SECI0306E: N received or invocation credential exist on the thread. The Role based authorization check wil nat have an accessId of
_ SECI0306E: the caller to check, The parameters are: access check method getState on resource Server and module Server, The stack trace is
_ SECJUSOSE: java.lang.Exception: dump thread stack for debuggingat com.ibm.ws.security .role.RoleBasedAuthorizerImpl, checkAccess
IS SECI0305E: e
IO 5EC0306E: Ho re =5 Analyze Settings... HEMSEREAT | o 4 symptom for [8M WebSphers Application Server - Express Productiiame 20080121034018
= Event Selector
[ EeeEa [ Properties If'ANY' of the following are true:
[ EEeE Copy to Clipboard Event Selector
] If 'ANY" of the following are true:
I 5:C 10 306E:
| E— Refresh Viens
B Chacee Cobrs.. (aoe. ][ pekere |
te
laz Sort Columns...
Correlation by Time Rule qualified by each value of:
Correlation by Time, Application ID, Host Nai Attribute:
Correlation by PMI Request Metrics I—m
Correlation by Time, URL and Application ID rule options: s/ mptom ion and Action
Correlation by Time and URL [Cl0rdered sequence; | Recemesion sodacorsfor e o
. — Mff:-ffzwi:::ei:i Tflf.ai?l Il?.wu Time window: | 5 ;»::“ i?mzﬁmhvsmmhvmmm”ﬂewwmnmsevm—awm,rmdmg,mamummm } | Seconds .
- ions and actions e e
Lists all recommendations and actions associated with the selected symptom d o, &
details,
£¥) - - - -
&uRecomerﬂahonﬂtssahﬂownbugnHﬂepaymlh’nedweetat y -
@ &1 & [k [ Finish Cancel
Recamendaton:
them.
Symptom effect details
~ Recommendation
Recommendation details
Recommendation: * Fhis is & known bug in the payrall time sheet sub-system, we opened trouble ti o ) -
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Where do you get your recommendations?

= Colleagues

= “Oh, you
knew about

it...”
= |[SA

Federated

Search

Welcome | Search | Product Information | Tools | Service

k | Help | About

Search Results

5? Stop Searching

IBM Software Support Documents (44 resu
B IBEM developerWorks

Information Management (0 results )
Lotus (0 results )

Rational (0 results )

Tivali (0 results )

WebSphere (44 results )

IBM Newsgroups and Forums (results in pi
Google Web Search (31 results )
B Product Information Center

E WebSphere Application Server 5.0
uncategorized (4 results )
WebSphere Application Server Entery
WebSphere Application Server Expre
WebSphere Application Server Netwc
WebSphere Application Server for z/1
WebSphere Application Server, Versi

B WebSphere Application Server 5.1
uncategorized (4 results )
WebSphere Application Server Expre
WebSphere Application Server Netwe
WebSphere Application Server for z/1
WebSphere Application Server, Versi
WebSphere Business Integration Ser
WebSphere Business Integration Ser

E WebSphere Application Server 6.0

uncategorized (2 results )

~

|SECJE|3E|EE: Mo received or invocation credential exist on ~ Search

I~ Show options

IBM d loperWorks = WebSpl

Next P

A received or invocation credential does not exist on the thread
When security is enabled for IBM® WebSphere® Application Server, you might find the following
exception in the SystemOut.log file after starting the server: []SECJ0306E: No received or
invocation credential exist on the thread. The Role based suthorization check will not
have an zccessld of the caller to check. The psremeters are: access check method
getServerConfig on resource FileTransferServer zsnd module FileTransferServer. The stack
trace is java.lang.Exception: Invocation and received cred

PK52057: FIX CREDENTIALS REQUIRED FOR THE THREAD DURING TX RECOVERY
Fix credentials required for the thread during TX recovery

PKO7832: SOAP CONNECTOR FAILS WITH AN EXPIRED CREDENTIAL TOKEN. Getting SECI0306E
and SECID306E in the Appserver log file.
SOAP connector use an about expired token to login.

PQ91120: SECIO306E errors occur when shutting down an application server with admin
console or wsadmin.
After applying PQ85891 and PQ25941, using wsadmin or the administrative console to stop

SECJ0222E and SECI0O306E exceptions in the SystemOut.log file with security and PMI enabled
Role bazed authorization check exceptions are thrown in the log files if the Performance Monitoring
Infrastructure (FMI) is enabled with security on.

PK41934; 6.1.0.7, 6.0.2.19: heap dump fails with SECI0306E message
Heap dump fails with SECI0306E message

PKO6351: SECIO371W: VALIDATION OF THE LTPA TOKEN FAILED BECAUSE THE TOKENEXPIRED.
FOLLOWED BY SECJ0222E,SECI0306E,ICH408I,SECI0O3051
While communicating with the Deployment Manager, the Node agent sends an expired LTPA Token
instead of acquiring a new token

PK06403: SECIO371W: VALIDATION OF THE LTPA TOKEN FAILED BECAUSE THE TOKENEXPIRED.
FOLLOWED BY SECJ0222E,SECIO306E,ICH4081,SECIO3051
While communicating with the Deployment Manager, the Mode agent sends an expired LTPA Token
instead of acquiring a new token

PK06349; SECIO371W: VALIDATION OF THE LTPA TOKEN FAILED BECAUSE THE TOKENEXPIRED.
FOLLOWED BY SEC]0222E,SECI0306E,ICH408L,5ECI03051

~
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Sharing your settings and findings

Pig
) =

WebSphere® Support Technical Exchange




| IBM Software Group

Collaboration with other specialists
m
= Export and import

. . H [¥] @ (Active) LogSets
configuration 215 Log e
EI . H Log View Filters
= [#] © (Inactive) Mew_filter
[#] © {Inactive) Show error log records only
{#] @ (Inactive) Show information log records only
Iw] © {Inacﬁve} Show warning and error log records

= Filters | Semmimon
Highlig hters ;g:gh?g:;:e}wEbGrnup
[ ] Sortlng - [ © New_fiter

] © wWebGroup

fa O \Was 1
I ] Date format (MEDIUM)
= Column choices 515 v et DAY
,E Mormalize logs event time (false)
= Data formats 51 Dl te zoe

: E Sort order
-~ . E Sort Records List
g E H Tooling Preference

111 |

Context File: | C:\DOCUME~1\ADMINI~1\LOCALS ~1{Temp\Context, xml | Browse... |
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Share the results...

= Tl (@ file: ff{C: fProgram e 20Files,TEM/IBM % 205uppor t % 20 Assistant % 20v 3/plugins com., %’\ @ Gc-c-gle OQ\

DO @O vo
ke . P yeerProject/R2.himl s
> alf S 5 S
A % 20Files,/TBM/IBM %205 t%20Assistant %20V 3 i . Googl [+
Symptom Analysis Results (1 matches exported) e sz pksreeon. ) @) [Glezose =
Creation time Priority Probability Properties -
Dec 6, 2007 50 100 Resource IBM WebSphere Application Server - Express
:,;9,56,4[]00[}0 Descriptions SECJ0306E: No received or invocation credential exist on the thread. The Role based authorization Situation Source
an accessld of the caller to check. The parameters are: access check method getState on resource| Type Component
module Server. The stack trace is java.lang.Exception: dump thread stack for debuggingat Name
com.ibm.ws.security role. RoleBasedAuthorizerlmpl.checkAccess(RoleBasedAuthorizerlmpl java: 29. java_lang NullPointerExceptionat
com.!bm.ws.management.Adm\nSemce\mpl.prelnmke(Mm|nS_emceImpI.Java:13t1?] at avaFormatString(FloatingDecimal java(Compiled Codel) at
com.ibm.ws.management. AdminSericelmplinvoke{AdminServicelmpl java:657) at
ib ; e e e e ouble java(Compiled Code)) at
com.ibm.ws.management.connector AdminSenviceDelegator invoke(AdminSeniceDelegator java: | 5F results_jspSenice(_po_5F_queues_5F_results java(Compiled
sun.reflect. GeneratedMethodAccessori4.invoke(Unknown Source) at T|e TR L bl oE S e e Bt Dl STE e Sl Compulea IBM
sun.reflect. DelegatingMethodAccessorimpl.invoke({DelegatingMethodAccessorlmpl java{Compiled C SR e ; P J P WebSphere
Senvlet.senvice(HttpSenlet java(Compiled Code)) at s e
java.lang.reflect. Method. invoke(Method java(Compiled Code)) at ReportSituation Application
com.ibm.ws.management.connector.soap. SOAPConnector.invoke(SOAPConnector_ java(Compiled e_r\det_.JspSeMet$.|spSer\detWr_apper.str\«'lce(JEpSeM_et.Java(Cornplled Server -
com.ibm.ws.management.connector.soa !ner,J_sp,servIet,J5pSer\det,serv!caJspFlIe(JspSeMet,Javg(Complled Express
. ) ) ) ) ] - - iner jsp.sendet.JspSendet. senice(JspSenet java(Compiled Code)) at
Recommendations Multiple instances of the service are running on different senices, contact application administrator = 5 2
TR an vice(HttpServlet java(Compiled Code)) at
WMatched Events : : : : et StrictSendetinstance doSenice(StrictSendetinstance java(Compiled
atc] ven Dec 6, 2007 SECJ[}?.[_}SEt Mo received or invocation credential exist on the thread The Role bas iner sendet StrictLifecycleSendet _senice(S
9-59-52 680000 check will not have an accessld of the caller to check The parameters are” access =
PM getState on resource Server and module Server. The stack trace is java.lang Exce ation credential exist on the thread. The Role based authorization
stack for debuggingat of the caller to check. The parameters are: access check method
com.ibm.ws security role.RoleBasedAuthorizerimpl.checkAccess(RoleBasedAutho-|d module Server. The stack trace is java.lang. Exception: dump thread
at com.ibm.ws.management. AdminSenicelmpl prelnvoke(AdminSenicelmpl.java:13.
com.ibm.ws.management. AdminSenicelmpl.invoke(AdminServicelmpl. java: at asedAuthonzerlmpl.checkAccess(RoleBasedAuthonzermpl.java:
ib AdminS: Impl.invoke(AdminSemvicelmpl 657) fasedAuth Impl.checkA RoleBasedAuth Impl_java:292 1BM
com.ibm.ws.management. connector AdminSeniceDelegator.invoke(AdminSeniceD  |iminSenicelmpl prelnvoke(AdminServicelmpl java:1347) at WebSphere
at sun.reflect. GeneratedMethodAccessortd.invoke(Unknown Source) at _ [inSenvicelmpl.invoke(AdminServicelmpl java:657) at ReportSituation Application
sun.reflect DelegatingMethodAccessorimpl invoke(DelegatingMethodAccessorimpl| - (lector. AdminSeniceDelegator.invoke{AdminSenviceDelegator java:130) Server -
Code)) at java.lang reflect. Method. invake(Method java(Compiled Code)) at Accessortd.invoke(Unknown Source) at Express
com.ibm.ws.management.connector. soap. S0APConnector.invoke(SOAPConnector tcessorimpl.invoke(DelegatingMethodAccessorimpl java(Compiled
Code)) at com.ibm_ws.management.connector.soa bd.invoke(Method java(Compiled Cade)) at
Dec 6, 2007  SECJ0306E: Mo received or invocation credential exist on the thread. The Role b:asev ector.soap. SOAPConnector invoke(SOAPConnector java(Compiled
—s—-=--- - ment.connectorsea
SECJ0306E: Mo received or invocation credential exist on the thread. The Role based authorization
check will not have an accessld of the caller to check. The parameters are: access check method
getState on resource Server and module Server. The stack trace is java.lang Exception: dump threas
tStat Si d module Sel The stack ti lang.Exception: d thread
stack for debuggingat
A ihm coi =] o ho o ad ho e Y [1=1¥] b
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Summary

= Log Analyzer as a triage tool
= Filter what you do not want to see
= Highlight what it is important

= Record new found knowledge in a symptom
definition

= Save your time...and others’ too
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Resources

= IBM Support Assistant
» http://www.ibm.com/software/support/isa/

= Apache Derby (for large log support)
» http://db.apache.org/derby/

= DB2® Express (for large log support)

» hitp://www.ibm.com/software/data/db2/udb/sup
port/downloadv8.himl

' @ MR
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Resources (symptoms databases)

Symptoms deep-dive series

» http://www.ibm.com/developerworks/autonomic/library/ac-
symptom1/

Eclipse Test & Performance Tools Platform
» http://www.eclipse.org/tptp/

Symptoms best-practice

» http://download.boulder.ibm.com/ibmdl|/pub/software/dw/opens
ource/btm/SymptomBestPractices v2.0.pdf

Symptom Catalog 2.0 specification

» http://download.boulder.ibm.com/ibmdl|/pub/software/dw/opens
ource/btm/SymptomSpec v2.0.pdf

+ E od
A 5 | ‘ r
; == >
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Additional WebSphere Product Resources

= Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

= Learn about other upcoming webcasts, conferences and events:
http://www.ibm.com/software/websphere/events 1.html

= Join the Global WebSphere User Group Community: http://www.websphere.org

= Access key product show-me demos and tutorials by visiting IBM Education Assistant:
http://www.ibm.com/software/info/education/assistant

= View a Flash replay with step-by-step instructions for using the Electronic Service
Request (ESR) tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

= Sign up to receive weekly technical My support emails:
http://www.ibm.com/software/support/einfo.html
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Questions and Answers

e
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