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What is Assist On-Site?
Secure, live remote-assistance tool

IBM Support can view your desktop
You, the customer, can determine level of access

• Chat only
• View only
• Shared Keyboard and Mouse

You can change level of access at any time or terminate the 
session.

Can speed up
Problem determination
Collection of data
Ultimately, your PMR solution
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What is required to connect with Assist 
On-Site

Minimum requirements for your computer and internet connection:
28.8 Kbps or greater Internet connection (56K recommended)
Required Pentium-class PC running Windows 95, 98, 2000, 
Me, NT 4.0 or XP
Internet Explorer 4.0 or later, Netscape Navigator 4.0 or later or 
Mozilla Firefox 1.0 or later
Access to ports 80, 443, and 8200
Recommended: Ability to make direct outgoing TCP 
connections, or availability of a SOCKS server or an HTTP 
proxy
Communications session or capability to interact (e.g. telnet 
session) with remote machine having the problem
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How to start Assist On-Site
IBM Support provides randomly generated session key.

From an http://www.ibm.com/software/support/assistonsite website:
Select the appropriate brand for the software product
Read through the Legal agreement
Input the following information:

• Session key
• Customer Number
• Customer Name
• PMR number, branch office and country code

Click on the I agree button

Around 500kb plug-in (virus free) is downloaded.

You determine the level of access that IBM Support will have.
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What you see once connected with 
Assist On-Site

You see your normal Windows desktop.

In the Windows icon tray, there will be flashing 
Assist On-Site icon.

If IBM Support uses the drawing or highlighting 
tools, you will see what is “drawn” on your 
Windows desktop.
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Security and Advanced Encryption
Assist On-Site only uses outbound connections protected by state-of-the-art 
128-bit Advanced Encryption Standard.

Prevents intruder access to the information exchanged during all Assist 
On-Site sessions.
Chat, screen sharing, screen viewing and file transfer data is encrypted 
end to end, and packets are never decrypted in transit by the 
communication servers.
Data can only be viewed with the Assist On-Site software.

Once the session has been completed, IBM Support can no longer see your 
screen or access your computer unless you make another explicit request for 
support and a new connection key is generated.

Assist On-Site only uses out-bound relays. 

Connection code is only valid for 5 minutes.  New code must be generated if 
Assist On-Site session is not established within the 5 minute time period.
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Frequently asked questions
Can IBM Support look through files without my knowledge?

Absolutely not.  IBM Support only sees what you see and 
whatever you permit them to see on your computer screen.  
If IBM Support has been granted shared control, you see 
exactly what files they are accessing.  You can always take 
control of your keyboard and mouse and end the screen-
sharing session at any time.

Are there any files or folders left on the computer after the session 
ends?

The downloaded file stays on your computer; however, the file 
is useless without a new “encryption key.” To download a new 
encryption key, you would need to initiate a subsequent 
session with IBM Support.  Screen-sharing sessions have to be 
initiated by you, not IBM Support.
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Customer view of AOS technology
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Additional WebSphere Product Resources

Discover the latest trends in WebSphere Technology and implementation, 
participate in technically-focused briefings, webcasts and podcasts at: 
www.ibm.com/developerworks/websphere/community/
Learn about other upcoming webcasts, conferences and events:  
www.ibm.com/software/websphere/events_1.html
Join the Global WebSphere User Group Community: www.websphere.org
Access key product show-me demos and tutorials by visiting IBM Education 
Assistant: ibm.com/software/info/education/assistant
Learn about the Electronic Service Request (ESR) tool for submitting 
problems electronically: 
www.ibm.com/software/support/viewlet/probsub/ESR_Overview_viewlet_swf
.html
Sign up to receive weekly technical My support emails: 
www.ibm.com/software/support/einfo.html
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Questions and Answers


