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SSL Overview

= SSL (Secure Sockets Layer) is an encryption system
used on servers to ensure privacy when transmitting
data across internet.

= Server needs a public-private key pair and a certificate.
The server uses its private key to sigh messages to
clients.

= To send its public key to clients, the server needs a
certificate issued by a certification authority (CA).

= A certification authority (CA) is a trusted third party that
Issues certificates.
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GSKit Overview

= GSKit (Global Security Kit)

» GSKit provides SSL (Secure Socket Layer)
functions for IBM Products

» GSKit provides IKeyman (IBM Key
Management Utility)

= GSKit packages
» WAS, IHS, Edge, MQ, Tivoli, etc.

» Contact product support for IKeyman problems
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GSKit Version

= To check GSKit full version, run following command
» gskb5ver for GSKit 5

» gsk7ver for GSKit 7

= On Windows — checking from Window registry
HKEY_LOCAL_MACHINE\SOFTWARE\IBM\GSK7\CurrentVersion

= http://www.redbooks.ibm.com/redbooks/pdfs/sq246325.pdf
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IKeyman Overview

= |[Keyman (IBM Key Management Utility)
» Java-based application to manage keys and key databases

= With IKeyman, you can
» Create a new key database

» Add root CA to your database

» Request and receive a certificate from a CA
» Set default keys

» Change password

= http://www.ibm.com/support/docview.wss?uid=swg24010275
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IKeyman Debugging

= Examples to run GSKit 7 IKeyman debugging
» gsk7ikm -Dkeyman.debug=true -Dkeyman.jnitracing=YES

» gsk7cmd -Dkeyman.debug=true -Dkeyman.jnitracing=YES

= Check log files
» ikmcdbg.log, ikmgdbg.log, ikmjdbg.log

= http://www.ibm.com/support/docview.wss?uid=swq21202820
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Common IKeyman Problems

= Cannot Start IKeyman

= Cannot Load GSKit Lib

= Cannot Create kdb File

= Missing an Intermediate Certificate
= Expired Certificates

= Corrupted Certificates

= No Request Key Error
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IKeyman Issues

= Upgrading GSKit to the Latest Level
» Many issues fixed

» VeriSign root CA expiration

= APAR for the latest GSKit
» PK09108 - GSKit 7.0.3.17

» PK02947 - GSKit 5.0.5.97

= http://www.ibm.com/support/docview.wss?uid=swg27005198
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Cannot Start IKeyman

= Error Message
» “Failed to parse JAVA HOME Setting”

» Cause: JAVA HOME is not set
» Solution: Set JAVA_ HOME=C:\javal41\jre\

= SDK (JDK)
» Solaris requires Sun JDK

» All other platforms require IBM SDK
» GSKit 5 requires Java 1.3.1
» GSKit 7 requires Java 1.4.1 or above
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Microsoft Windows 28BA [Version 5.80.21951
(C» Copyright 1985-200A Microsoft Corp.

C:sWINNT~system3d2 >gsk?ikm

GC:SWINNT“system32 >

Error |

failed ko parse JA8WA_HOME setting




CisWINNT ~system32 >echo *JAUA_HOME:
=JAWA_HOME:=

CisHINNT ~syste
'export’ iz not
sperable progr
CasUWINNT“syste

CisWINNT~syste

The Java Cryptographic Extension(JZE) files were nat faumnd.
FPlease check that the JCE files have been installed in the correct directory.

G

G oK
CasWINNTssystem32 >»gsk?ikm

CasWINNT “systemd2 >
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Cannot Start IKeyman

= Under JAVA_HOME/jre/lib/ext directory
» Rename ibmjsse.jar, gskikm.jar and ibmjcaprovider.jar

= Update JAVA HOME/jre/lib/security/java.security
» security.provider.1=sun.security.provider.Sun

» security.provider.2=com.ibm.spi.IBMCMSProvider
» security.provider.3=com.ibm.crypto.fips.provider.IBMJCEFIPS
» security.provider.4=com.ibm.crypto.provider.IBMJCE
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Cannot Create kdb File

= Problems
» Cannot create a kdb file

» No cms option to create a kdb file
= Causes

» No write-permission
» Expired Root CA

= http://www.ibm.com/support/docview.wss?uid=swq21166332
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Cannot Create kdb File

E8] IBM Key Management =10l x|

Key Database File Create Yiew Help

N=M™ES 1)

Key database information

DB-Type:

|
File Hame: |
Token Label: |

Key database content

T

. The datahase cannot be created or opened because permission was denied by the operaling system.

oK

| Fytrart E

{The database cannot be created or openad because permission was denied by the operating system.
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Cannot Create a kdb File

@_IBM Key Management ;lglﬂ

Moy Dotabase | Croato Viow ol

S RS

- gpen Key database information

% New Provider

Close

b save as

Change Passwaord... Key datahasa content

Stash Password

Exit -] Receive... |
| Delete |
| View/Edit.. |
| Import... |
| Recreate Request... |
| Hew Self-Signed... |
| Extract certificate... |

You have to register IBMJCE Provider first hefore you can use ikeyiman. ‘
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Missing an Intermediate Certificate

= |[Keyman error
"An error occurred while storing the certificate from the given file”

= Cause
» Missing an intermediate CA?

= Verifying
» Rename certificate as cert.cer file open it in Window Explorer
» Click the ‘Certification Path’

= http://www.ibm.com/support/docview.wss?uid=swq21006397
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Certificate with an Intermediate CA

Garardl | Detady  Cotfaticn Path |

o Lt e ittty
[E) voEgn Oass i ey CA
(=] woivin . vt o OPS et o By ML, LLASTLITY LTDL (T Ve
()T o
1l |
vow Cotlicate |
e tifcale shatus
[T cortficate s C8),
= |
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Certificate without an Intermediate CA

General | Details Certification Path |

—ettification path

Far Werigign authorized testing only. Mo assurances (CivS1997
jirnli. Faleigh.ibm, com

Wiew Certificate

Certificate status:
This —ertiflcate 15 Ok,
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Expired Certificates

= Error message from IHS error log
“lerror] mod_ibm_ssl: SSL Handshake Failed, Invalid date.”

= Verifying from IKeyman
» Open kdb file and highlight the certificate

» Click View/Edit button

= Verifying from Internet Explorer: double click locker icon

= Renewing an expired certificate
» http://www.ibm.com/support/docview.wss?uid=swg21045925
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Verifying Expiration from IKeyman

kit 15 Key Management - [ CasesStudy’, GSKitCaseStudy' Entrust! originali key. kib]

Key database information
]
Key database content

FPersonal Certificates | ‘ Recefve. |
* Befter Systems Initiative Certificate \ Delete |
| vewran.. |

warning < |

A Thz selected cetificate has expired!
" ‘Recreate Request... |
o]
| Mew Seff-Signed... |
| Extract certmcate... |
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Verifying Expiration from IE
l

aterdl | Dutabi | Cartifation Path |

E—E—"ﬂ Cestilicate Tnbermsation

Thix certficate |5 intended bo
+Erees the keniiby of & repnobs cornmplter

¥ Pl bo b cerbdEataon authdnlss shaberred for detads.

Esgueed b woreey, yaridgn, oo VTP 1ndorps b Rosf, LIAEDLITY
LT[ T W=y

Essasrd hy: Clsan 3 Poblc Prmacy Certificsbon Authariy

Walid frdimn 470 LFT bo LIVJETH

[restsl Ceqtdabe. .| Hemesr Shalaierd I
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Corrupted Certificate

= Error message from IKeyman
“The internal database handle table is corrupted”

= Verifying the certificate
» Rename the certificate as a .cer file

» Double click cert.cer

= Solution
» Request a new one
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Corrupted Certificate
Evemp R =1 F
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File Edit \Miew Faworites Tools  Help |
spBack + = - £ | aﬁearch L4 Folders @| g 2 ¢ wy | Ef
Address '3 C:itemp j G0
Folders x Mame £ | Size | Type
: o £ o7 x| | ] est 1KE File
-] TEMTOOLS b test.crl 1KE Certi
- Images 8] test.kdb E4KE KDE|
#-C Infoprint =] test.rdb SKE RDB
-0 k1.3 B et sth 1KE S9LF
D lokus Edintermediate cer 2KE Secu
-1 MyFalder Edintermediateee. cer ZKE Secu
F-_ Motes E=lcorrupted. cer 2KB Secu
{:I nokesShkp
2 MatessqL Invalid Public Key Security Object File
{:I phware -
-1 PMR-dac @ This is an inwalid Security Certificate file,
=1 poogasg
[0 posodss
1 Poa0619
(21 posane7
1 pos3n4s
|0 poasss |4 | N
1,27 KB My Computer P
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Corrupted Certificate

@.IBM Key Management - [C:CaseStudy', GSKitCaseStudy', verisign', corruptCase'mobiuswebl.kdb]
KeyDatabase File Create View Help

D=

Key datat informati
DB-Type:
File Narme:
Key datal content
|Personal Certificates v| | Receive... |

Delete
WiewEdit...

Import...
Error Message . § Recreate Request...

. The internal database handle tahle is corrupted.

| 0¥ |

| Hew Self-Signed... |

| Extract certinicate... |

The internal database handle table is corrupted. |

iastart”J B R NG | .Ca...l Dﬁs.e...| .ED...l EiC... | D3, | Bco...| Eytmps| BBs... | Byco...|[Em. 99% i ‘%5?@5@ 10:22 &M
|JAddress| j @Go ‘@m.
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[ Command Prompt - telnet edg

BEGIN CERTIFICATE
MIIEijCCA-OghiwI BAgI QXFFlwosFhd NaK62bElucTANBgkghkiG?wABAGQUFADCE"H
ujEf MBAGA1UEChMWUmU yalNpZ24gUHJ1c3QgTmlBd2? vaz EXMBUGALUECxMOUmU v ™M
alNpZ24=IE1uYydxM=AxBgNUBA=sTE1Z1cnlT alMdul EludGU ybnFBal?uY gl 2U y™H
Al I EHBI GOy @2 xhe IHyMe FIJHECGA1LUECxHAA3A3 LuE 1l mle aluLimHvy L3 2 DUFHy *H
SUS ih3JuwlmdS[FJ1Zi4gTE1BQkIMSUREI ExURC40Y ykSHNyBYER JplU2 Inb jAe FuBu™H
NDAzM jMuwMDAWHDBaFuBuNT AzMjMyM=USNT 1aMIHPMGs wCQY DUQQGEwJUU=ERMAB G H
ALUECBMITmU3[FlucmsxFTATBgNUBAcUDES 1dyBI Y¥ JBZn? wEZDEnMCUGA1UEChGe “H
UERpY2EgTRUBAWFs IE1uc3UyYWS jZSBDL21 wYlSSMRGuEgY DUQQLFAt I h21 11E9n"H
Zm1 jZTEzMDEGA1 UECxQqUGU yhXMgh2YgdXN1IGFAIHA3dy52FER Jpc2 Inbhi5 jh28y *H
cnBhIChjKTAwHS IwIAYDUGQDFE1hak guwMDAl LoV BaYNhbmFAal?uY eu¥ 22t M1 Ge M
MABGCS gGS I h3DGEBAQUAA4GHADCBiAKBgFohoAiMbog3c DngHmhn yv/PEZr iGHo 100™H
vBA+eu3zD+8T0c=5jf /rfeylSx/mRBuT1leLnxadun JpgIzCHLgxo UV GA01 9201 eru™M

JhZN192JbaP2al¥ i7kQCmE0xUzA0s REQpE? GhimlOUrimdc 1Eye T T p4X G?WLBKdx4"H
EHnELDgLQEGPH HBHHGQ?HFEHIIBdTHJB NUHRMEA jAAMA=GA1UdDWwQEAWI FoDBG™M
1]

BgMUHRBEP=A?HDugOan UodHRuwOiBuY3idszsLnZlemlzaWlduLmNuebhS?DbhGFzeczNd ™M
bnRlcmShdGlvbmFs U2V ydmnl yLnHybhDBEBgHUHSAEPT A7PMDLGC2 CGSAGG+EUBBxcD™H
MCowKAY I KuYBBEQUHAgEWHGhAAHB=z0i8vd3d3LnZlecmlzallduLmNubhs? ve GEWKAYD ™M
URA1BCEwHWY JYI ZI AY bh4QgQBBygrBgEFBGc DAGY I KuY BBQUHAWI wHAY I KuYBBQUH ™M
AQEEKDAMMCQGCCs GAQUFB= Hﬁ}m dHRw0i8vh2NzcCh2ZEJpc2 Inbis jh2BubhgY 1 H

KuYBBQUHAQWEYTBf oU2qgllzB cullRYJal1 hZ2Uu Z2 ImMCEwH=zAHBgU»DgMCGgQL ™M
JHtaTGoas j¥5rw8 +AatRIGCx 4uJRY jaHRBcDov L2 xuZ28udmlyalHpZ24u¥Y 29t ™M
L3ZzhG?¥nbySnalYuDQY JKoZI hecHAQEFBQADGYEAF 456 2gUxt Bz 0t N+NwMKFno Dy *H
YoaguCYUTYdhBhOdZr09GjPEc Dv=YEY »»Gik2 2¥Y«RhEMOUTWRnFCyp2 hi yRr-8dJ jH"H
UPhALUGD?RYYGYo iMF1 BQUbASquB phYGidAGYW/B6PBpeane5? ?7PBg1Q]1 kxmrvxh™H
d+ct +FRT6Pp1DFOBQUE="HM

ENMD CERTIFICATE

g . J
' N | .
e | N ok o
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No Request Key

= Error message N
"No Request Key was found for Certificate”

= Causes
» The kdb file is not the original one

» The request file is deleted
» The cert Is received into the kdb

= http://www.ibm.com/support/docview.wss?uid=swq21138209
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Other IKeyman Error Messages

= “GSKKM_ERR_CRYPTOGRAPHIC _TOKEN_NOT_INITIALIZED”
» http://www-1.ibm.com/support/docview.wss?uid=swg21053361

= Cannot load libikeyman.a
» export LIBPATH=.:$LIBPATH

» export PATH=/usr/javal31/bin:$PATH

= "The Java Cryptographic Extension(JCE) files were not found. Please check that
the JCE files have been installed in the correct directory.”

» http://www-1.ibm.com/support/docview.wss?uid=swg21166332

= IBM HTTP Server: ikeyman crashes when receiving a personal certificate
» http://www-1.ibm.com/support/docview.wss?uid=swg21115052

= Configuring SSL and Mustgather for SSL problems:
» http://www-1.ibm.com/support/docview.wss?uid=swg21179559
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Additional WebSphere Product Resources

= Discover the latest trends in WebSphere Technology and implementation,
participate in technically-focused briefings, webcasts and podcasts at:

= Learn about other upcoming webcasts, conferences and events:

= Join the Global WebSphere User Group Community:
= Access key product show-me demos and tutorials by visiting IBM Education
Assistant:

= Learn about the Electronic Service Request (ESR) tool for submitting
problems electronically:

= Sign up to receive weekly technical My support emails:
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Questions and Answers
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