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4. Developing applications

For IBM WebSphere Application Server, applications are combinations of building blocks that work together to
perform a business logic function.

Web applications are groups of one or more servlets, plus static content.
Web applications = servlets + JSP files+ XML files+ HTML files+ graphics

WebSphere Application Server's programming model is based on Sun's Java™2 Platform, Standard Edition
(J2SE) software. The J2SE environment provides the basis for building network-centric enetprise applications
that run on avariety of systems. The J2SE software consists of the JavaT™2 SDK, Standard Edition and
theJava’M2 Runtime Environment (JRE), Standard Edition.

The J2SE environment provides the foundation for the J2EE model, whichpackages enterprise and Web
applications into new categories of Web ArchiveResource files or WAR files and Enterprise Archive Resource
filesor EAR files.The J2EE model is fully implemented in WebSphere Application Server version 4.0.See the
product sitefor more information.

View the supported specification levels for servlet, JSP, and EJB APIs at theWebSphere Application Server
prerequisites Web site.

See article 4.1 to review the WebSphere application programming model and environment, including
information on various tools to help you develop and testyour application components.

Consult sections 4.2 and 4.3 for afocus on developing Web applicationsand enterprise beans, respectively.

View the Related information links to help you bringthese building blocks together, adding personalization, and
other features.


http://www.ibm.com/software/webservers/appserv
http://localhost/v355makePDF/advanced/nav_Devguidenav/0103.html

4.1: Programming model and environment

IBM WebSphere Application Server supports a three-tier programmingmodel in which the application server
and its contents -- your applications -- reside in the middie tier.

In this multi-tiered programmingmodel, tier O represents Applets which run in aWeb browser; tier 1, some
application resources such as JSP filesand servlets, which respond to HTTP requests; tier 2, the enterprise beans
that run on the EJB server; and tier 3, the databases that store thebusiness data.

This documentation is geared towards the following layered approachto application development:

Determine what the application should do

Plan the application building blocks and their interactions

Create the Web application building blocks

Combine them into a Web application with the sought features

Create the enterprise beans

Combine the Web application and enterprise beans

o a0k~ wbdrE

Application devel opers might specialize in areassuch as data access, Java programming, and Web page
design.The layered approach provides a model allowing these programmers to collaboratein designing,
implementing, deploying, and maintaining applications withmaximum efficiency.



4.1.1: Finding supported APIs and specifications

Finding supported specification levels

See the WebSphere Application Server prerequisites Web page for the supported levels of specifications such as

the Java Servlet, Enterprise JavaBeans (EJB), and JavaServer Pages (JSP) specifications from Sun
Microsystems.

Refer to the Sun Microsystems Web site for additional information about Java specifications:
http://java. sun. com products

Finding APl documentation (Javadoc) pertaining to IBM WebSphere
Application Server

Access the Javadoc index for the packages included with IBM WebSphere Application Server (though not
necessarily produced by IBM) from the fullInfoCenter:

Index to APl documentation (Javadoc)


http://localhost/v355makePDF/advanced/nav_Devguidenav/0103.html
http://java.sun.com/products
http://localhost/v355makePDF/apidocs/index.html

4.1.1.1: Supported programming languages

WebSphere Application Server is designed and tested to support applications and clients based on the Java
programming language and technol ogies.

The IBM WebSphere Application Server Enterprise Edition is the recommended solution for environments
requiring C and C++ clients. The Enterprise Editionsupports CORBA, COM, and DCOM clients in addition to
the Javaand browser clients supported by the Advanced and Standard Editions.



4.1.1.2: Supported XML/XSL APIs and specifications

IBM WebSphere Application Server provides document parsers, document validators, and document generators
for server-side XML processing. The product supports the following XML -related recommendations:

« W3C Extensible Markup Language (XML) 1.0

o W3C Namespacesin XML (Recommendation January 14, 1999)

o W3C Level 1 Document Object Model Specification (DOM) 1.0 (Recommendation October 1, 1998)
o XSL TransformationsVersion 1.0

o XML Path Language Version 1.0

IBM WebSphere Application Server supports the following XML/XSL APIs:
o« XML4JVersion 2.0.15
o LotusXSL Version 1.0.1 or Xalan Version 1.1

XML parsing and validation support

The components of XML for Java provide support for parsing, validating, and generating XML data. The
processor implements the base XML, namespace, and DOM W3C recommendations and SAX de facto
standard. For more information, see the product Javadoc.

xml4j.jarcan be found in the product_installation_root\lib directory.

To obtain updates and source code for XML4J and other XML -related resources, visit the IBM alphawWorks site
athttp://a phaworks.ibm.com/.

XSL processing support

Thisincludes APIs for formatting and transforming XML documents at the server.

lotusxdl.jarand its open-source version, xalan.jar,can be found in the product_installation_root\lib directory.

To obtain updates and source code for LotusXSL, visit the IBM alphaWorks site at the URL provided
previoudly.
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4.1.2: Tools for developing Web applications

When you install IBM WebSphere Application Server from the product CD, the installation program provides
optionsto install IBM Distributed Debugger (DD) andObject Level Trace (OLT).

In addition, the following products can help you develop components for Web applications:
« IBM VisualAge for Java, Enterprise Edition
« |IBM WebSphere Studio

These products are available separately.
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4.1.2.1: IBM Distributed Debugger and Object Level
Trace

The IBM Distributed Debugger (DD) enables you to detect and diagnose errorsin your code.lts client/server
design enables you to debug programs over a network connection.Y ou can aso debug programs running on
your local workstation.

Object Level Trace (OLT), which works closely with the IBM Distributed Debugger, enables you to monitor
the flow of a distributed application and debug code from a single workstation.

Tips for using OLT/DD

In order to trace and debug the application server,you must install the debugger on the machine on which the
application server isrunning. For remote tracing and debugging, you must also install the debugger on the
machine from which you plan to run the OLT tool and the debugger. For example,only remote debugging is
supported on Solaris, soif your application server is running on Solaris, you must install the Solaris component
of the debugger on that same machine.In addition, you must install OLT and the debugger on the AIX or
Windows NT (or Windows 2000) machine from which you plan to run the tools remotely.

For the latest information about OLT/DD, see the IBM Distributed Debuggerand OL Tdocumentation.
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4.1.2.2: IBM VisualAge for Java

VisualAge for Java Enterprise Edition provides the following tools for developing Web application
components:

« JSP Execution Monitor - Enables you to monitor the execution of JSP source code, generated servlets,
and HTML source code asit is generated. Thistool isavailable for Windows NT systems.

« Servlet Launcher - Enables you to start a Web server, open your Web browser, and launch a servlet.
Thistool isavailable for AIX and Windows NT systems.

« WebSphere Test Environment - Enables you to test deployment of Web application components without
afull-fledgedWebSphere Application Server installation.Y ou can set breakpoints within servlet code,
dynamically update the servlet at breakpoints, and continue running the servlet with the changes
incorporated. These tasks can be performed without restarting the servlet.

For more information about this product, visit the following Web site:

http://ww. i bm conf sof t war e/ ad/ vaj ava/

More about the WebSphere Test Environment

IBM VisualAge for Java provides a subset of the WebSphere Application Serverrun-time environment in a
component called the WebSphere Test Environment (WTE).The WebSphere Test Environment offers the
following:

« A lightweight run-time environment with no dependency on WebSphere Application Server availability

« No dependency on an external database unlessentity bean support is required
As asubset of the WebSphere Application Server,the WTE does not offer certainfeatures that the application
server product does, as follows:

« Secure Socket Layer (SSL) and secure HTTP (HTTPS).

o HTTP-style user ID/password authentication challenge.

o Administrative server and services.

o The XMLConfig tool. Older XML grammar is used in the WTE configuration.

» Personalization APIs

« Security context and API for enterprise beans.

« Security APIsfor servlet sessions, or other security classestypically involved in sign-on, authentication,
or authorization.

« Support for running multiple Web applicationsin addition to the default Web application

Tips for using VisualAge for Java

When you are ready to move from the WTE to deployment on the WebSphere Application Server, verify that
application class paths are properly set in the new environment.

13
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4.1.2.3: IBM WebSphere Studio

IBM WebSphere Studio Professional Edition offers the following features:
« Create Web applications for various devices, such as voice browsers and handheld devices.
« Select from two Web application models - Servlet or JSP.
« Closeintegration with IBM VisualAge for Java.
« Graphical display of the links between filesin a project.
« Automatic updating of links whenever your files are changed or moved.

« Wizardsthat jump-start creation of dynamic pages that use databases and Java beans.Use the wizard
output asis or tailor it to your needs.

« Animport feature to quickly transfer existing Web site content into a Studio project.
 Staging and publishing your project to different (and to multiple) servers.
« The ahility to archive aWeb site into a single compressed file.
« Full-function visual editing of HTML and JSP files.
« Companion tools:
o AnimatedGif Designer, for building GIF animations
o Applet Designer, avisua authoring tool for building Java applets
o WebArt Designer, for creating buttons, masthead images, and other graphics

For more information about this product, visit the following Web site:
http://ww. i bm conf sof t war e/ webser ver s/ st udi o/ i ndex. ht m

Tips for using WebSphere Studio

WebSphere Studio providesthe com.ibm.serviet.PagelistServlet classto call JSP files.Servlets generated by the
WebSphere Studio wizardsare subclasses of this class.Such a servlet must have an associated servlet
configuration file (.serviet)that specifies all JSP files that the servliet might call.For more information, seeServiet
and JSP Programming with IBM WebSphere Sudioand Visual Age for Java (SG24-5755),available from the

IBM Redbooks Web site.
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4.2: Building Web applications

Different types of Web applications exist, ranging from static document Web sitesto database-backed
systems.Some Web applications are front ends to traditional, non-Web applications.

This section provides considerations, instructions, and tips forcreating the building blocks that comprise Web
applications.

View article 6.6.8: Administering Web applications for information on configuring such Web application
settings as:

o Classpaths

o Web paths

« Welcome pages

o Servlet filtering parameters

« Context attributes

15
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4.2.1: Developing servlets

Servlets are Java programs that build dynamic client responses, such as Web pages.Servlets receive and respond to requests from Web clients,
usually acrossHTTP, the HyperText Transfer Protocol.

Because servlets are written in Java, they can be ported without modification to different operating systems.Servlets are more efficient than CGlI
programs because, unlike CGI programs, servlets are loaded into memory once, and each request is handled by a Java virtual machine thread, not an
operating system process.Moreover, servlets are scalable, providing support for a multi-application server configuration.Servlets also alow you to
cache data, access database information, and share data with other servlets, JSP files and (in some environments) enterprise beans.

Servlet coding fundamentals

In order to create an HTTP servlet, you should extend thej avax. servl et . Ht t pSer vl et class and override any methods that you wish to
implement in the servlet. For example, a servlet would override the doGet method to handle GET requests from clients.

For moreinformation onthe Ht t pSer vl et class and methods, review articles:
e 42.1.3.1: Creating HTTP Servlets
e 42.1.3.1.1: Overriding Ht t pSer vl et methods
o 4.2.1.3.2: Inter-servlet communication

ThedoGet and doPost methods take two arguments:
« HttpServletRequest

« HttpServletResponse

The Ht t pSer vl et Request represents aclient's requests. This object gives a servlet access to incoming information such as HTML form data,
HTTP request headers, and the like.

The Ht t pSer vl et Response represents the servlet's response. The servlet uses this object to return data to the client such as HTTP errors (200,
404, and others), response headers (Content-Type, Set-Cookie, and others), and output data by writing to the response's output stream or output
writer.

SincedoGet and doPost throw two exceptions (j avax. ser vl et. Servl et Excepti onandj ava. i 0. | OExcepti on), you must
include them in the declaration. Y ou must also import classes in the following packages:

Package names Functiong/Obj ects
java.io PrintWriter
|j avax. servl et Ht t pServl et
|j avax.servlet. http Ht t pSer vl et Request and Ht t pSer vl et Response

Note: When creating your servlets, do not use the followingreserved words for the class name:
« Description
» Code
o LoadAtStartup
o UserServlet
« DebugMode
« Enabled
Some reserved words such as User Serviet can be used in the package names butcreate problems when used as class names.

The beginning of your serviet might ook like the following example:

import java.io.*;inmport javax.servlet.*;inport javax.servlet.http.*;inport java.util.*;public class
MyServl et extends HtpServliet { public void doGet(HttpServletRequest request,
Ht t pSer vl et Response response) throws Servl et Exception, | OException {

After you create your servlet, you must:

1. Compileyour servlet using thej avac command, as for example:
javac MyServlet.java

2. Invoke your servlet using one of the methods described in article:
4.2.4.4: Providing ways for clients to invoke applications

Y ou can also compile your servlet using the - cl asspat h option onthej avac compiler. To access the classes that were extended, reference
theservl et . j ar fileinthe<WAS_r oot >\ | i b directory.Using this method, you issue the following command to compile your servlet:

javac -classpath C\<WAS root>\lib\servlet.jar MyServlet.java

Now that you successfully created, compiled, and tested your servlet on your local machine, you must install it in the WebSphere Application
Server runtime. View article 6: Administer applicationsfor this information.
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Servlet lifecycle

The javax.servlet.http.HttpServlet class defines methods to:

These are known as life-cycle methods and are called in the following sequence:
1

© 0k~ wDbd

Initialize a servlet
Service requests
Remove a servlet from the server

The servlet is constructed

Itisinitialized with the init method

Calls from clients to the service method are handled
The servlet istaken out of service

It is destroyed with the destroy method

The servlet isfinalized and the garbage is collected.

Review article 4.2.1.1 for more life cycle information.
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4.2.1.1: Servlet lifecycle

(Initialization failed)

Available
for
Seryice

Linanailable
for
Service

(Unavailable
exception
throawn)

Servicing
requests

Instantiation and initialization

The servlet engine (the Application Server function that processes servlets, JSP files, and other types of
server-side include coding) creates an instance of the servlet. The servlet engine creates the servlet
configuration object and uses it to pass the servlet initialization parametersto the init method. The initialization
parameters persist until the servlet is destroyed and are applied to all invocations of that servlet until the serviet

is destroyed.

If theinitialization is successful, the servlet is available for service. If theinitialization fails, the servlet engine
unloads the servlet. The administrator can set an application and its servlets to be unavailable for service. In
such cases, the application and servlets remain unavailable until the administrator changes them to available.
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Servicing requests

A client request arrives at the Application Server. The servlet engine creates a request object and a response
object. The servlet engine invokes the servlet service method, passing the request and response objects.

The service method gets information about the request from the request object, processes the request, and uses
methods of the response object to create the client response. The service method can invoke other methods to
process the request, such as doGet(), doPost(), or methods you write.

Termination

The servlet engine invokes theservlet's destroy() method when appropriate and unloads the serviet. The Java
Virtual Machine performs garbage collection after the destroy.

More on the initialization and termination phases

A servlet engine creates an instance of a servlet at the following times:

« Automatically at the application startup, if that option is configured for the servlet

« Atthefirst client request for the servlet after the application startup

o When the servlet isreloaded
The init method executes only one time during the lifetime of the servlet. It executes when the serviet engine
loads the servlet. For the Application Server Version 3, you can configure the servlet to be loaded when the

application starts or when a client first accesses the servlet. The init method is not repeated regardless of how
many clients access the servlet.

The destroy() method executes only one time during the lifetime of the servlet. That happens when the servlet
engine stops the servlet. Typically, servlets are stopped as part of the process of stopping the application.
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4.2.1.2: Servlet support and environment in
WebSphere

IBM WebSphere Application Server supports the Java ServlietAPI from Sun Microsystems. The product builds
upon the specificationin two ways.

Article 4.2.1.2.2 describes several IBMextensions to the specification to make it easier to manage sessionstate,
create personalized Web pages, generate better servlet errorreports, and access databases.

Article 4.2.1.2.3 describes some complimentary servlets includedwith the product. Add them to Web

applications for extended functionality. Y ou can use the WebSphere servlets as theyare, or use them as abasis
for creating customized versions.

Beginning with version 3.5.2, WebSphere Application Server added support for the Java ServletAPI 2.2 from
Sun Microsystems. See article 4.2.1.2.1afor a description of the Servlet API 2.2 specification.
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4.2.1.2.1: Features of Java Servlet API 2.1

Some highlights of the Java Servlet APl 2.1 are:
« A request dispatcher wrapper for each resource (servlet)

A request dispatcher isawrapper for resources that can process HT TP requests (such as servlets and
JSPs) and files related to those resources (such as static HTML and GIFs). The servlet engine generates
asingle request dispatcher for each servlet or JISP when it isinstantiated. The request dispatcher receives
client requests and dispatches the request to the resource.

« A servlet context per application

For the Java Servlet API 2.0, the servlet engine generated a single servlet context that was shared by all
servlets. The Servlet API 2.1 provides a single servlet context per application, which facilitates
partitioning applications. As explained in the description of the application programming model,
applications on the same virtual host can access each other's servlet context.

o Deprecated HT TP session context

The Servlet API 2.0 HttpSessionContext interface grouped all of the sessions for a Web server into a
single session context. Using the session context interface methods, a servlet could get alist of the
session IDs for the session context and get the session associated with an ID. As a security safeguard,
this interface has been deprecated in the Servlet API 2.1. The interface methods have been redefined to
return null.
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4.2.1.2.1a: Features of Java Servilet APl 2.2

WebSphere Application Server supports Java Servlet APl 2.2 and JSP 1.1.
Java Servlet API 2.2 contains many enhancements intended to make servlets part of a complete application framework

These new functionsin the Servlet 2.2 specification are SUPPORTED by WebSphere Application Server:
« response buffering
« WAR files (for depoyment)
« multiple error page support
» welcomefilelist
« new request mapping logic
« session timeout per Web application
« Session scoping per Web application

« MIME mapping table per Web application
(MIME table now exists at the VirtualHost and Web application)

« request dispatchers by servliet name
« Request dispatchers by relative path

« duplicate header support:
(req. get Header s(nane), resp. addHeader())

« initialization parameters on a\Web application
« internationalization improvements:
(getLocal e(), getlLocal es())
The following J2EE extensionsin the Servlet 2.2 specification are NOT SUPPORTED:
o J2EE security
o roles
« APIs. isUserlnRol e() andget User Pri nci pal ()
o J2EE-style Form Login
« EJB reference
« resource reference
« environment entry
« reference deployment information in web. xm
« security deployment information inweb. xm
« accessing a JSP file through the URI without the .jsp extension, as for example,
..1jsp/H tCount
« creating asevlet and associating a JSP file as the handler for the servlet

[l TheServiet2.2 specification allows you to associate a JSP tag to the servlet tag. However, the WebSphere Application
Server WAR conversion tool does not supportthe<j sp-fi | e> tag. The JSP tag association isillustrated in the following
code example:

<servl et> <servl et - nane>JSPTest </ ser vl et - nane>

<jsp-file>/jsp/H tCount.jsp</jsp-file></servlet>/ *mapping to URI */ <servl et-nappi ng>
<servl et - name>JSPTest </ ser vl et - nane>
<url-pattern>/jsp/HitCount.jsp</url-pattern></servlet-mppi ng>

The Servlet 2.2 specification is availabl e atjava.sun.com/products/servlet/index.html

No new classes were added to the Java Servlet API 2.2. specification.The following table provides more information on 27 new methods, 2 new
constants and 6 deprecated methods supported by WebSphere Application Server:

[New methods |Description

|getServIetName() Returns the servlet's registered name
getNamedDispatcher(java.lang.String name) Returns a dispatcher located by resource name
getlnitParameter(java.lang.String name) Returns the value for the named context parameter
getinitParameterNames() 53#025 an enumeration of all the context parameter
removeAttribute(java.lang.String name) Added for completeness

getLéxz:al e() Getsthe client's most preferred locale



http://java.sun.com/products/servlet/index.html
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletConfig.html#getServletName()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletContext.html#getNamedDispatcher(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletContext.html#getInitParameter(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletContext.html#getInitParameterNames()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletRequest.html#removeAttribute(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletRequest.html#getLocale()

getL ocales()

Getsalist of the client's preferred locales as an
enumeration of locale objects

isSecure()

Returnst r ue if the request was made using a secure
channel

getRequestDispatcher(java.lang.String name)

GetsaRequest Di spat cher using what can bea
relative path

setBufferSize(int size)

Sets the minimum response buffer size

getBufferSize() Gets the current response buffer size

Empties the response buffer, clears the response
reset() headers
isCommitted() Returnstrue if part of the response has already been

sent

flushBuffer()

Flushes and commits the response

setl.ocale(Locale locale)

Sets the response locale, including headers and
charset

getLocal&()

Gets the current response locale

UnavailableException(String message)

Replaces Unavai | abl eExcepti on( Servl et
servlet, String nmessage)

UnavailableException(String message, int sec)

Replaces Unavai | abl eException(int sec,
Servl et servlet, String nessage)

getHeader(String message)

Returns all the values for a given header, as an
enumeration of strings

getContextPath()

Returns the context path of this request

addHeader(String name, String value)

Adds to the response another value for this header
name

addDateHeader(String name, long date)

Adds to the response another value for this header
name

addIntHeader(String name, int value)

Adds to the response another value for this header
name

getAttribute(String name)

bj ect Ht t pSessi on. get Val ue(String
nane)

getAttributeNames()

Replaces St ri ng[ ]
Ht t pSessi on. get Val ueNanes()

setAttribute(String name, Object value)

Replacesvoi d
Ht t pSessi on. set Val ue(String nane,
Cbj ect val ue)

removeAttribute(String name)

Replacesvoi d
Ht t pSessi on. renpveVal ue(String
nane)

New constants

Description

SC_REQUESTED_RANGE _NOT_SATISFIABLE

New mnemonic for status code 416

|SC_EX PECTATION_FAILED

New mnemonic for status code 417

UnavailableException(int sec, Servlet servlet, String
message)

[Newly deprecated methods Description
Replaced by
UnavailableException(Servlet servlet, String message) |Unavai | abl eException(String
nmessage)
Replaced by

Unavai | abl eException(string
message, int sec)

getVaue(String name)

Replaced by Obj ect
Ht t pSessi on. get Attri bute(String
nane)

getVaueNames()

Replaced by nuner ati on
Ht t pSessi on. get Attri but eNames()

putVal ue(String message, Object value)

Replaced byvoi d
Ht t pSessi on. set Attri bute(String
nane, Object val ue)

removeV alue(String message)

Replaced by voi d Ht t pSessi on
renoveAttribute(String nane)
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http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletRequest.html#getLocales()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletRequest.html#isSecure()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletRequest.html#getRequestDispatcher(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#setBufferSize(int)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#getBufferSize()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#reset()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#isCommitted()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#flushBuffer()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#setLocale(java.util.Locale)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/ServletResponse.html#getLocale()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/UnavailableException.html#UnavailableException(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/UnavailableException.html#UnavailableException(java.lang.String, int)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletRequest.html#getHeader(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletRequest.html#getContextPath()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletResponse.html#addHeader(java.lang.String, java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletResponse.html#addDateHeader(java.lang.String, long)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletResponse.html#addIntHeader(java.lang.String, int)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#getAttribute(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#getAttributeNames()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#setAttribute(java.lang.String, java.lang.Object)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#removeAttribute(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletResponse.html#SC_REQUESTED_RANGE_NOT_SATISFIABLE
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpServletResponse.html#SC_EXPECTATION_FAILED
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/UnavailableException.html#UnavailableException(javax.servlet.Servlet, java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/UnavailableException.html#UnavailableException(int, javax.servlet.Servlet, java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/UnavailableException.html#UnavailableException(int, javax.servlet.Servlet, java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#getValue(java.lang.String)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#getValueNames()
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#putValue(java.lang.String, java.lang.Object)
http://java.sun.com/products/servlet/2.2/javadoc/javax/servlet/http/HttpSession.html#removeValue(java.lang.String)

4.2.1.2.2: IBM extensions to the Servlet API

The Application Server includes its own packages that extend and add to the Java Servlet API. Those extensions
and additions make it easier to manage session state, create personalized Web pages, generate better servlet
error reports, and access databases. The Javadoc for the Application Server APIsisinstalled in the product
product_installation_root\web\apidocs directory.

The Application Server APl packages and classes are:
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« comibmservl et. personalization. sessiontracki ng package

This Application Server extension to the Java Servlet API records the referral page that led avisitor to
your Web site, tracks the visitor's position within the site, and associates user identification with the
session. IBM has also added session clustering support to the API.

com i bm websphere. servl et. sessi on. | BMSessi on interface

Extends HttpSession for session support and increased Web administrators control in a session cluster
environment.

comibm servl et. personalization. userprofil e package

Provides an interface for maintaining detailed information about your Web visitors and incorporate it in

your Web applications, so that you can provide a personalized user experience. Thisinformation is made
persistent by storing it in a database.

com i bm webspher e. user profi | e package

User profile enhancements

com i bm db package

Includes classes to simplify accessto relational databases and provide enhanced access functions (such
as result caching, update through the cache, and query parameter support).

com i bm websphere. servl et.error. Servl et Error Report class

A class that enables the application to provide more detailed and tailored messages to the client when
errors occur. See the enhanced servlet error reporting article, 4.2.1.3.5, for details.

com i bm websphere. servl et. event package

Provides listener interfaces for notifications of application lifecycle events, servlet lifecycle events, and
servlet errors. The package also includes an interface for registering listeners. See the package Javadoc
for details.

com i bm websphere. servlet.filter package

Provides classes that support servlet chaining. The package includes the ChainerServlet, the
ServletChain object, and the ChainResponse object. See the servlet filtering article, 4.2.1.3.4, for more
details.

com i bm websphere. servl et. request package

Provides an abstract class, HttpServletRequestProxy, for overloading the servlet engine's
HttpServletRequest object. The overloaded request object is forwarded to another servlet for processing.
The package also includes the ServletlnputStreamAdapter class for converting an InputStream into a
ServletlnputStream and proxying all method calls to the underlying InputStream. See the Javadoc for
details and examples.

com i bm websphere. servl et. response package



Provides an abstract class, HttpServletResponseProxy, for overloading the serviet engine's
HttpServletResponse object. The overloaded response object is forwarded to another servlet for
processing. The package includes the ServletOutputStreamAdapter class for converting an
OutputStream into a ServletOutputStream and proxying all method calls to the underlying
OutputStream. The package also includes the StoredResponse object that is useful for caching a servlet
response that contains data that is not expected to change for a period of time, for example, a weather
forecast. See the Javadoc for details and examples.
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4.2.1.2.3: Using the WebSphere servlets for a head
start

IBM Application Server providesinternal (built-in) WebSphere servlets that you can add to your Web
applications to enable optional functions.

The tables bel ow describe each WebSphere servlet and how to use the Java console to add it to a Web
application. To determine whether a WebSphere servlet currently belongs to a Web application, check the Web
application configuration for the presence of the servlet by its administrative name.

Invoke servlets by class name

|Objective |Invoke servlets by class or code names (such as MyServletClass)
|Servlet administrative name |invoker
|Servlet code |com.ibm.servlet.engine.webapp. | nvoker
When using the Console -> Task -> Configure a Web application wizard,
How to add to Web specify to serve servlets by classname.
application

For an existing Web application, use the Console -> Tasks-> Add a
servletwizard.

{™ Using the Invoker servlet is considered a security exposure that can be
avoided by performingcertain administrative tasks. See the Related information
for details.

More information [l Thedefault invoker's URL in Servlet 2.2 compliance

modeis/ servl et/ * ,not/ servl et/ .Seefile, New Servlet
Engine option for migrating applicationsto Servlet 2.2, for
information on the two modes: compliance versus compatibility.

Serve files without specifically configuring them

Serve HTML, servlets, or other filesin the Web application document root without
extra configuration steps.

Objective For HTML files, you will not need to add a pass rule to the Web server. For servlets,
you will not need to explicitlyocnfigure the servlets in the WebSphere administrative
domain.

Servlet administrative file

name

|Servlet code |com.ibm.servlet.engine.webapp.SimpleFileServlet

When using the Console -> Task -> Configure a Web application wizard, specifyto
How to add to Web enable the file servlet.

application
For an existing Web application, use the Console -> Tasks -> Add a servletwizard.

This servlet handles filesin the application document root whose URL s are not

More information covered by the configured serviet URLs

Enable Web applications to serve JSP files
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http://localhost/v355makePDF/advanced/nav_Devguidenav/0606080101.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/030302a.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/030302a.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/0606080101.html

|Obj ective |Enab|e the JSP page compiler to allow Web application to handle JSP files

|Serv|et administrative name |See section 4.2.1.2

|Serv|et code |See section 4.2.1.2

When using the Console -> Task -> Configure a Web application wizard,

~ |specify aJSP level for the Web application.
How to add to Web application

For an existing Web application, use the Console -> Tasks -> Add a JSP
enabler wizard.

Adding a JSP processor to an application is required if the Web application
contains JSP files.
More information o 4.2.1.2: JSP processors

e 6.6.10: Administering JSP files

Enable an error page without having to write one

|Obj ective |Enab|e error reporting through an error page, withoutwriting your own error page
Servlet administrative

name ErrorReporter

|Serv| et code |com.i bm.servlet.engine.webapp.DefaultErrorReporter

How to add to Web Configure the Web application, then add the ErrorReporter servlet byusing the
application Console -> Tasks -> Add a servlet wizard.

|More information ’4.2.1.3.5: Enhancing servlet error reporting

Enable servlet chaining

Obiective Enable a servlet chain, in which servlets forward output and responses to other
J servlets for processing
Servlet administrative :
name Chainer
|Servlet code |com.ibm.websphere.servlet filter.ChainerServlet
How to add to Web Configure the Web application, then add the Chainer servlet byusing the Console ->
application Tasks-> Add a servlet wizard.
|More information | o 4.2.1.3.4: Filtering and chaining servlets
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http://localhost/v355makePDF/advanced/nav_Devguidenav/0606080101.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/060610.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/0606080101.html
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4.2.1.2.3.1: Avoiding the security risks of invoking
servlets by class name

Anyone enabling the Invoker servlet to serve servlets by their class names

Anyone enabling the "serve files by class name" function in WebSphere Application Server, should take steps
to avoid potential security risks. The administrator should remain aware of each and every servlet classplaced in
the classpath of an application, even if the servlets are to be invoked by their classnames.

{™ Appending / $/ f 0o to the URL allows you to access the servlet URL, butthe URL is then misunderstood
by the runtime environment. This type of URL may create a security exposure.The best practice for securing
servletsisto follow the Java security specifications documented in the Securing applications section.

{™ A Web site may inadvertently include malicious HTML tags or scriptsin adynamically generated page
based on unvalidated input from untrustworthy sources.By accessing a malicious URL and then accessing an
application server, a usermay unknowingly execute script code on his machine that exposes the data received
from the server. The browser executes the script on the user machine without the knowledge of the user.

The malicious tagsthat can be embedded in this way are <SCRIPT> and </SCRIPT>.

This problem can be prevented if the server generated pages are encoded to prevent thescripts from
executing.Developers generating responses containing client data, based on servlet or JSP requests, canencode
the responses using the following method:

com i bm websphere. servl et. response. ResponseUtils. encodeDataStri ng(String)
Visit the Cert advisories Web sitefor more information.

Protecting servlets

To protect each servlet, the administrator needs to:
1. Configure a Web resource based on the servlet class name, such as:
/ servl et/ SnoopSer vl et
for SnoopServlet.class

2. Add the Web resource to the Web Path list of the Invoker servlet in the Web applicationto which the
servlet belongs.

3. Usethe Configure Resource Security wizard in the Java administrative console to secure the Web
resource.

Also, the administrator needs to secure the Invoker servlet itself.

Detalils

WebSphere security is based on defining, and then securing, URIs (knownas Web resources) for servlets. This
allows an administrator to applydifferent security levelsto different paths for accessing the same servlet.Also,
Web resources are logical designations that are not guaranteed to match servlet class names. For these reasons,
actual class names are irrelevant to WebSphere security unless you explicitly specify that you want to protect
the path for invoking a servlet by its class name.
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http://localhost/v355makePDF/advanced/nav_Devguidenav/05.html
http://www.cert.org/advisories/CA-2000-02.html

When aWeb application allows usersto invoke servlets by class name, the administrator is able to drop serviets
into a Web application without havingto explicitly define them in WebSphere systems administration.

Suppose that the WebSphere administrator drops in a servlet class tobe invoked by its class name. Even if a
servlet corresponding to the same class name is defined and protected, users will be able to invoke the servlet by
class name without any security checks. (The exception isif the administrator has created a Web resource
corresponding to the servletclass name, as described in the above steps).

Undefined servlets remain unprotected unless steps are taken to assign secure Web resources to them based on
their class names.
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4.2.1.2.3b: Security risk example of invoking servlets
by class name

Anyone enabling the "serve files by class name" function in WebSphere Application Server, should take steps
to avoid potential security risks. The administrator should remain aware of each and every servlet classplaced in
the classpath of an application, even if the servlets are to be invoked by their classnames.

{™ A Web site may inadvertently include malicious HTML tags or scriptsin adynamically generated page
based on unvalidated input from untrustworthy sources.By accessing a malicious URL and then accessing an
application server, a usermay unknowingly execute script code on his machine that has full access to the data
and resources on that machine. The browser executes the script on the user machine without the knowledge of
the user.

The malicious tagsthat can be embedded in this way are <SCRIPT> and </SCRIPT>.

This problem can be prevented if the server generated pages are encoded to prevent thescripts from
executing.Devel opers generating responses containing client data, based on servlet or JSP requests, canencode
the response data using the following method:

com i bm websphere. servl et. response. ResponseUti| s. encodeDataStri ng(String)
Visit the Cert advisories Web sitefor more information.
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4.2.1.2b: Using servlets in a multi application server
environment

The WebSphere Application Server runtime environment provides you with such workloadmanagement options
for handling servlet requests as:

« multiple servlet engines
o OSE (Open Servlet Engine) remote
« Servlet Redirector
View article 7: Managing workloads for more informationon these options.

View articlesin section 7.1.3.* for remote OSE redirector sample topologyfor configuration information.

Both the OSE remote and the Servlet Redirector functions distribute workload to multiple application servers.

The Servlet Redirector intercepts OSE protocol messages and forwards each servlet request to an appropriate
servlet engine.

The OSE remoteisapluginto the HTTP server that sends requests to differentapplication server machines.

With both technologies, the first time you execute a servlet instance, the first application server in the list of
servers, is used to service the request. If, after completing the request, thisapplication server has no outstanding
work, it is again designated as the first available server in the list. However, if multiple requests arrive at once,
the OSE plugin(or the Servlet Redirector) dispatches the requests to other application servers,depending on the
amount of outstanding work in their queues.

[

« The sameinstance of a servlet running on two application servers, one of whichisa
model and the other a clone,cannot use the same URI. This restriction does not apply if
the two application servers are both clones, or if they area model and clone but run on
different nodes.

« When aclient prematurely ends a connection to the servlet engine, the following error
ocCurs:

nati veWite operation: Status Code: -1

This error message does not indicate a problem. It occurs during normal operations when
users close their browsers or when sessions end as aresult of a network outages.
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4.2.1.3: Servlet content, examples, and samples

Click the related topics to focus on particular aspects of servletdevelopment, including example and sample
code.
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4.2.1.3.1: Creating HTTP servlets

To create an HTTP servlet, asillustrated in ServletSample.java:

1. Extend the HttpServlet abstract class.
2. Override the appropriate methods. The ServletSample overrides the doGet() method.
3. Get HTTP request information, if any.
Use the HttpServletRequest object to retrieve data submitted through HTML forms or as query strings

on aURL. The ServletSample example receives an optional parameter (myname) that can be passed to
the servlet as query parameters on the invoking URL. An exampleis:

http://your.server. nane/ applicati on_URI/ Servl et Sanpl e?mynane=Ann

The HttpServletRequest object has specific methods to retrieve information provided by the client:
o getParameterNames()
o getParameter(java.lang.String name)
o getParameterVaues(java.lang.String name)
4. Generate the HTTP response.
Use the HttpServletResponse object to generate the client response. Its methods allow you to set the
response headers and the response body. The HttpServletResponse object also has the getWriter()

method to obtain a PrintWriter object for sending data to the client. Use the print() and printIn() methods
of the PrintWriter object to write the servlet response back to the client.
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4.2.1.3.1.1: Overriding HttpServlet methods

HTTP servlets are specialized servlets that can receive HTTP client requests and return aresponse. To create an
HTTP servlet, subclass the HttpServlet class. A servlet can be invoked by its URL, from a JavaServer Page
(JSP), or from another servlet.

Methods to override

Thej avax. servl et. http. Ht t pSer vl et classcontainsthe init, destroy, and service methods. The init
and destroy methods are inherited, while the service methodimplementation is specific to HttpServlet. The
method behaviors are described below; however, you might want to override methods in order to provide
specialized behavior in your servlet.
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e init

The default init method is usually adequate but can be overridden with a custom init method, typically to
register application-wide resources. For example, you might write a custom init method to load GIF
images only one time, improving the performance of servlets that return GIF images and have multiple
client requests. Other examples are initializing a database connection and registering servlet context
attributes.

The Java Servlet APl 2.1 provides anew init method: i ni t () , the no argument init method that is
inherited from the superclass GenericServlet. The GenericServlet also implements the ServletConfig
object. The benefit is that when you use the no-argument init method in your servlet, you do not need to
call super.init(config).Thereasonisthat servliet enginesthat implement the Servliet API 2.1
call theservlet'si ni t (Servl et Confi g confi g) method behind the scenes. In turn, the
GenericServlet cals the servlet'sinit() method.

If aservlet exception isthrown inside the init method, the serviet engine will unload the servlet. Theinit
method is guaranteed to compl ete before the service method is called.

destroy

The default destroy method is usually adequate, but can be overridden.Override the destroy method if
you need to perform actions during shutdown. For example, if a servlet accumulates statisticswhileit is
running, you might write a destroy() method that saves the statistics to afile when the servlet is
unloaded. Other examples are closing a database connection and freeing resources created during the
initialization.

When the server unloads a servlet, the destroy method is called after all service method calls complete or
after a specified time interval. Where threads have been spawned from within service method and the
threads have long-running operations, those threads may be outstanding when the destroy method is
called. Because thisis undesirable, make sure those threads are ended or completed when the destroy
method is called.

service

The service method is the heart of the servlet. Unlike the init and destroy methods, it isinvoked for each
client request. In the HttpServlet class, the service method already exists. The default service function
invokes the doX XX method corresponding to the method of the HTTP request. For example, if the
HTTP request method is GET, doGet method is called by default. Because the HttpServlet.service
method checks the HTTP request method and calls the appropriate handler method, it is usually not
desirable to override the service method. Rather, override the appropriate doX XX methods that the
servlet supports.



4.2.1.3.2: Inter-servlet communication

There are three types of servlet communication:
» Accessing data within a servlet's scope
» Forwarding arequest and including a response from another servlet using the RequestDispatcher
« Application-to-application communication viathe ServletContext

Sharing data within scope

JavaServerPages (JSPs) use this method to share data through beans. The ability of servietsto share data
depends on the scope of the bean. The possible scopes are request, session, and application.

Forwarding and including data

For session-scoped data and attributes, use the HttpSession.setAttribute and getAttribute methods to set and get
attributes in the HttpSession object. Session-scoped beans and objects bound to a session are examples of
session-scoped objects.

For the Servlet API 2.1, an HttpSession object is only accessible to the Web applications and servlets that are a
part of that session. In the Serviet API 2.1, a servlet cannot determine the ID of another session and request its
SessionContext, because the HttpSessionContext and related methods are deprecated (returns null).

For application-scoped data, use the RequestDispatcher's forward and include methods to share data among
applications. The forward method sends the HT TP request from one servlet to a second servlet for additional
processing. The calling servlet adds the URL and request parametersin its HT TP request to the request object
passed to the target servlet. The forwarding servlet must not have committed any output to the client. The target
servlet generates the response and returns it to the client.

The include method enables areceiving servlet to include another servlet's response datain its response. The
included servlet cannot set response headers. The receiving servlet can fully access the request object but can
only write data to the ServletOutputStream or PrintWriter of the response object. If the servlets use session
tracking, you must create the session outside of the included servlet. The RequestDispatcher.forward method is
similar in function to the HttpServiceResponse.callPage method previously supported for JSP devel opment.

Application-to-application communication

Web applications share data through the ServietContext. A Web application has asingle servlet context. A
ServletContext object is accessible to any Web application associated with avirtual host. Servlet A in
application A can obtain the ServletContext for application B in the same virtual host. After Servlet A obtains
the servlet context for B, it can access the request dispatcher for servletsin application B and call the
getAttribute and setAttribute methods of the servlet context. An example of the coding in Servlet A is:

appBcont ext = appAcont ext. get Context ("/appB");
appBcont ext . get Request Di spat cher ("/servl et5");
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4.2.1.3.2.1: Forwarding and including data (request
and response)

When the servlet engine calls the service method of an HTTP servlet, it passes two objects as parameters:
« HittpServletRequest (the Request object)
« HittpServletResponse (the Response object)

The servlet communicates with the server andultimately with the client through these objects. The servlet reads
the Request object from a ServletlnputStream. The servlet can invoke the Requestobject's methods to get
information about the client environment, theserver environment, and any information provided by the client
(for example,form information set by GET or POST).The servlet invokes the Response object’s setter methods
to return the client response. However, if the servlet is part of a servlet chain, it might pass its response object to
another servlet for further processing.
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4.2.1.3.2.2: Example: Servlet communication by forwarding

In this example, the forward method is used to send a message to a JSP file (a servlet) that prints the message. The forwarding servlet code
is.

import java.io.*;inport javax.servlet.*;inport javax.servlet.http.*;public class UpdateJSPTest
extends HttpServl et public void doGet (HttpServletRequest req, HtpServl et Response res)

throws Servl et Exception, | OException { String nessage = "This is a test";
req.setAttribute("message", message); Request Di spatcher rd =

get Ser vl et Cont ext (). get Request Di spat cher ("/ Update. j sp"); rd.forward(req, res); 1}
The JSPfileis:

<ht m ><head></ head><body><hl><servl et code=Updat eJSPTest ></ ser vl et ></ h1><% String nessage =
(String) request.getAttribute("nmessage"); out. print("nmessage: <b>" + nessage +

"</ b>"); We<p><ul ><% for (int i =0; i <5; i++) { out.println ("<li>" +1i);

} %</ ul ></ body></ ht i >
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4.2.1.3.3: Using page lists to avoid hard coding URLSs

IBM WebSphere Application Server supports page lists, which allow applicationdevel opers to prevent
hard-coding URLs in serviets and JSP files. To learn howpage lists work, and their advantages, see the page
lists descriptioncited in the Related information bel ow.

Use IBM WebSphere Studio to develop (1) servlets that support page lists, and(2) their accompanying .servlet
configuration files that specify the page lists.Alternatively, use materials supplied by IBM WebSphere
Application ServerVersion 3.x to manually create the two items.

Regardless of how you obtain them, servlets and their .servlet configurationfiles can be deployed in an IBM
WebSphere Application Server environment.

See the Related information for instructions for using .servletconfiguration files obtained from either Studio or
WebSphere ApplicationServer.

38



4.2.1.3.3.1: Obtaining and using serviet XML
configuration files (.servlet files)

The IBM WebSphere Studio provides wizards that generate servlets withaccompanying XML serviet
configuration files (.servlet files).

If you do not have access to the Studio, you can manually implementXML servlet configuration files. The
servlet must also be modified orcreated to support the use of a .servlet file for its configuration.

Using .servlet files from IBM WebSphere Studio

1. UseIBM WebSphere Studio to create a servlet and .servlet files. See theStudio documentation for
instructions.

2. Deploy the compiled servlet and its XML servlet configuration file on the applicationserver.

Using manually configured .servlet files

1. Create or obtain a servlet that extends the PageListServlet class.
2. Usethe XML ServletConfig class to create an XML serviet configuration file for the serviet instance.
3. Deploy the compiled servlet and its XML servlet configuration file,
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4.2.1.3.3.1.1: Extending PageListServlet

IBM WebSphere Application Server supplies the PageListServlet, the superclass of servlets that |oad pages
contained in the page list element (<page-list>) of an XML servlet configuration file.

Implement a servlet that supports the use of XML configuration files(.servlet files) and page lists by extending
the PageListServlet class.

The PageListServlet has a callPage() method that invokes a JavaServer Page in response to an HTTP request for
apagein the pagelist.

The PagelL istServlet.call Page() method receives asinput:
« A page name from the page-list element of the XML configuration file
« The HttpServletRequest object
« The HttpServletResponse object

In structuring the servlet code, keep in mind that the PageL istServlet.callPage() method is not an exit. Any
servlet code that follows the callPage() method invocation will be run after the invocation.

See the Related information for an example of a servlet that extends thePagelListServlet.
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4.2.1.3.3.1.1.1: Example: Extending PageListServlet

SimplePagelistServlet is an example of a servlet that extends the PageListServlet class and uses its callPage() method to invoke a JSP:

public class Sinpl ePagelLi st Servl et extends com i bm servl et. PageLi st Servl et { public void
servi ce( H t pServl et Request req, HttpServl et Response resp) throws Servl et Exception, | OException {

try{ set Request Attri bute("testVar", "test value", req);

set Request Attri bute("otherVvar", "other value", req); String pageNane =

get PageNaneFr onRequest (req) ; cal | Page( pageNanme, req, resp); } cat ch(Exception e){
handl eError(req, resp, e); } 1}
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4.2.1.3.3.1.2: Using XMLServletConfig to create
.servlet configuration files

IBM WebSphere Application Server supplies the XML ServletConfig class for creating XML serviet
configuration files (serviet_instance_name.servlet files).

Write a Java program that uses the XML ServletConfig class to generate a servlet configuration file. The
XML ServletConfig class provides methods for setting and getting the file elements and their contents.

See the commentsin the XML ServletConfig class for an explanation of how to useit.
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4.2.1.3.3.1.3: XML servlet configuration file syntax
(.servlet syntax)

Each XML configuration file must be awell-formed XML document. The files are not validated against a

Document Type Definition (DTD). This article describes the syntax, asillustrated by theexample cited in
Related information.

For the Application Server to use an XML servlet configuration file to load a servlet instance, the file must
contain at |east the code element. For a PageListServlet, the XML configuration file must contain at least the
code element and the page-list el ement.

Although thereisno DTD, it is recommended that all elements appear in the order shown in the example. The
elements (also known as tags) are:

| Tag | Description

serviet The root element of an XML configuration file. The XML ServletConfig class automatically
generates this element.

code | The class name of the servlet (without the .class extension), even if the servlet isin a JAR file

description  |A user-defined description of the servlet

The attributes of this element specify a name-value pair to be used as an initialization
init-parameter |parameter. A servlet can have multiple initialization parameters, each within its own
init-parameter element.

Identifies the JavaServer pages to be called depending on the path information in the HTTP
request. The page-list element can contain the following child elements:

« default-page: Contains auri element that specifies the location of the page to be loaded,
if the HTTP request does not contain path information

page-list « error-page: Contains auri element that specifies the location of the page to be loaded, if
the handleError() method sets the request attribute "error"

« page: Contains auri element that specifies the location of the page to be loaded if the

HTTP request contains the page name. A page-list element can contain multiple page
elements.
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4.2.1.3.3.1.4: Example: XML servlet configuration file

<?xm version="1.0"?><servlet> <code>Si npl ePageli st Servl et </ code> <descri ption>Shows how to use
PagelLi st Servl et cl ass</description> <init-paranmeter nane="nanel" val ue="val ue2"/> <page-list>

<def aul t - page> <uri>/index.jsp</uri> </ def aul t - page> <error-page>
<uri>/error.jsp</uri> </ error-page> <page> <uri >/ Tenpl at eA. j sp</uri>
<page- nanme>pagel</ page- nane> </ page> <page> <uri>tenpl ateB.jsp</uri>
<page- nane>page2</ page- nane> </ page> </page-list></servlet>

44



4.2.1.3.4: Filtering and chaining servlets

The Application Server supports two kinds of filtering:

o MIME-based filtering involves configuring the servlet engine to forward HT TP responses with the
specified MIME type to the designated servlet for further processing.

« Servlet chaining involves defining alist (a sequence) of two or more servlets such that the request object
and the ServletOutputStream of the first servlet is passed to the next servlet in the sequence. This
process is repeated at each servlet in the list until the last servlet returns the response to the client.
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4.2.1.3.4.1: Servlet filtering with MIME types

To configure MIME filters, use an administrative client to configure recognized MIME types for virtualhosts
containing servlets.
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4.2.1.3.4.2: Servlet filtering with servlet chains

To configure a servlet chain, use the administrative console to:

» Define the following initialization parameter and value for the ChainerServlet:
|Parameter  |Value

|chainer.pathlist |/first_serviet URL /next_serviet URL

The chainer.pathlist is a space-delimited list of servlet URLSs. For example, if you want the sequence of servlets
to be three servlets that you added to the examples application (servietA, servletB, servletC), specify:

|Parameter  |Value
|chainer.pathlist |/servietA /servietB /servietC

« Toinvokeaservlet chain, invoke the servlet URL of the ChainerServlet in your application. instance, for
example, http://your.server .name/webapp/exampl e/abc.
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4.2.1.3.5: Enhancing servlet error reporting

A servlet can report errors by:

« Calling the ServletResponse.sendError method

« Throwing an uncaught exception within its service method
The enhanced servlet error reporting function in IBM WebSphere Application Server provides an easier way to implement error reporting. The
error page (a JSP file or servlet) is configured for the application and used by al of the servletsin that application. The new mechanism handles
caught and uncaught errors.
To return the error page to the client, the servlet engine:

1. Getsthe ServletContext.RequestDispatcher for the URI configured for the application error path.

2. Creates an instance of the error bean (typecom i bm webspher e. servl et. error Servl et Er r or Repor t ). The bean scopeis

request, so that the target servlet (the servlet that encountered the error) can access the detailed error information.

For the Application Server, the ServletResponse.sendError() method has been overriden to provide the functionality previously described. The
overriden method is shown below:

public void sendError(int statusCode, String nmessage){ Servl et Exception e = new
Servl et Error Report (st atusCode, nessage); request.set Attribute(Servl et ErrorReport. ATTRI BUTE_NAME,
e); servl et Cont ext . get Request Di spat cher (get ErrorPat h()). forward(request, response);}
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4.2.1.3.5.1: Public methods of the ServletErrorReport class

To create an error JSP or servlet, you need to know the public methods of thecom i bm websphere. servl et. error. Servl et Err or Report

class (the error bean), which are:
public class ServletErrorReport extends Servl et Exception{ /1 CGet the stacktrace of the error as
a string public String getStackTrace() /1 Get the nessage associated with the error. /1 The
sanme nmessage is sent to the sendError() nethod. public String get Message() /1 CGet the error
code associated with the error. //he sane error code is sent to the sendError() method. //This wll
al so be the same as the status code of the response. public int getErrorCode() /1 Get
the nane of the servlet that reported the error public String getTarget Servl et Nane()}
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4.2.1.3.5.2: Example: JSP file for handling application errors

Asillustrated in the following code example, specify "ErrorReport” for the id value. The error page loads an instance of code from the request space named
"ErrorReport"to read the properties. If the default scope (scope="page") is used, a new instance of the code is created and the properties are blank.

<ht m ><j sp: useBean i d="ErrorReport"

cl ass="com i bm websphere. servl et.error. Servl et Error Report"scope="request" /><head> <title>

ERROR. <% ErrorReport.getErrorCode() % </title></head><body><Hl1> This error occured while
processing the servl et naned: <% ErrorReport.get Target Servl et Nane() %</ Hl><B>My Message: </B><%
Error Report. get Message() %<BR><BR><B>My StackTrace: </B><% ErrorReport.get StackTrace()

%<BR></ body></ ht m >

[il If you do not want to write your own error, consider adding the optional internal servlet,
com.ibm.servlet.engine.webapp.DefaultErrorReporter, to your Web application.
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4.2.1.3.6: Serving servlets by classname

IBM WebSphere Application Server provides a WebSphere servletthat you can add to your Web applications.
Web applications thatcontain the servlet can serve servlets by theservlet classnames (such as MyServletClass).
No additional stepsare required.

See the details and instructions.
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4.2.1.3.7: Serving all files from application servers

IBM WebSphere Application Server provides a WebSphere servletthat you can add to your Web applications.
Web applications thatcontain the servlet can serve HTML, eliminating the need to adda pass rule to the Web
server for serving the same HTML files. No additional steps are required.

See the details and instructions.
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4.2.1.3.8: Obtaining the Web application classpath
from within a servlet

To have a servlet or JSP-generated servlet detect the classpathof the Web application to which it belongs, get
the

com i bm websphere. servl et. application. cl asspath
attribute from the ServletContext.
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4.2.2: Developing JSP files

If ISP files are fairly new to you, consider reading about their lifecycle and access model. When you are ready
to begin writing JSP files, see the article featuring JSP file content. Review the support and environment article
for topics such as JSP processors and API's, recommended development tools, and batch compiling.
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4.2.2.1: JavaServer Pages (JSP) lifecycle

JSP files are compiled into servlets. After a JSP is compiled, its lifecycleis similar to the servlet lifecycle:

(Initialization failed)

Available
for
Seryice

Linanailable
for
Service

(Unavailable
exception
throawn)

Servicing
requests

Java source generation and compilation

When a Web container receives arequest for a JSP file, it passes the request to the JSP processor .

If thisisthe first time the JSP file has been requested or if the compiled copy of the JSP fileis not found, the
JSP compiler generates and compiles a Java source file for the JSP file. The JSP processor puts the Java source
and classfile in the JSP processor directory.

By default, the JSP syntax in a JSP file is converted to Java code that is added to the service() method of the
generated classfile. If you need to specify initialization parameters for the servlet or other initialization
information, add the method directive set to the valuei ni t .

Request processing
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After the JSP processor places the servlet classfile in the JSP processor directory, the Web container creates an
instance of the servlet and calls the servlet service() method in response to the request. All subsequent requests
for the JSP are handled by that instance of the servlet.

When the Web container receives arequest for a JSP file, the engine checks to determine whether the JSP file
(jsp) has changed since it was loaded. If it has changed, the Web container reloads the updated JSP file (that is,
generates an updated Java source and class file for the JSP). The newly loaded servlet instance receives the
client request.

Termination

When the Web container no longer needs the servlet or a newinstance of the servlet is being reloaded, the Web
container invokes theservlet's destroy() method. The Web container can aso call the destroy() method if the
engine needs to conserve resources or a pending call to a servlet service() method exceeds the timeout. The Java
Virtual Machine performs garbage collection after the destroy.
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4.2.2.1a;: JSP access models

JSP files can be accessed in two ways:
« The browser sends arequest for a JSP file.

The JSP file accesses beans or other components that generate dynamic content that is sent to the
browser,as shown:

Request for a JSP file

Database

Bircraser F OUSP | ] * -
-I 1 Fike |4 .EW“.' !

When the Web server receives arequest for a JSP file, the server sends therequest to the application
server. The application server parses theJSP file and generates Java source, which is compiled and
executed as aservlet.

« Therequest is sent to a servlet that generates dynamic content and calls a JSP file to send the content to
the browser, as shown:

Request for a servlet

Ciatahage
-

Pregyunas] '
| Serviet JoBC |

o
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h
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File

This access model facilitates separating content generation from content display.

The application server supplies a set of methods in the HttpServiceRequest object and the
HttpServiceResponse object. These methods allow an invoked servlet to place an object (usually a bean)
into arequest object and pass that request to another page (usually a JSP file) for display. The invoked
page retrieves the beanfrom the request object and generates the client-side HTML.
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4.2.2.2: JSP support and environment in WebSphere

IBM WebSphere Application Server supports the JSP 1.1 Specification from Sun Microsystems. If you are
going to develop new JSP files for use with IBMWebSphere Application Server, it is recommended you use JSP
1.1.

All APIs described in this section are supported at the JSP 1.1 level.

It also supports the JSP .91 and JSP 1.0 Specification.Please consult the Related information for the necessary
migration of JSP .91 APIsthat are deprecated in Version 3.5.
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4.2.2.2.1: JSP support for separating logic from
presentation

Two interfaces support the JSP technology. These APIs provide away to separate content generation (business
logic) from thepresentation of the content (HTML formatting).

This separation enablesservlets to generate content and store the content (for example, in a bean) inthe request
object. The servlet that generated the context generates aresponse by passing the request object to a JSP file that
contains the HTMLformatting. The <BEAN> tag provides access to the businesslogic.

The <useBEAN> tag provides access to the businesslogic.

| Goal | Interface
|Set attributes in the request object. ljavax.servlet.http.HttpServletRequest.setAftribute()
|Forward aresponse object to another servlet or ISP file. |j avax.servlet.http.RequestDispatcher.forward()

In IBM WebSphere Application Server Version 2.0x, theseinterfaces had different names. Y ou might need to
migrate codethat is calling the old interfaces. See the Related informationfor details.
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4.2.2.2.2: JSP processors

IBM WebSphere Application Server provides a JSP processor for each supported levelof the JSP specification, .91
and 1.0. Each JSP processor is a servlet that you canadd to a Web application to handle all JSP requests pertaining
to the Web application.

When you install the Application Server product on a Web server, the Web server configuration is set to passHTTP
requests for JSP files (files with the extension .jsp) to the Application Server product.

By specifying either a.91, 1.0 or 1.1 JSP Enabler for each Web application containingJSP files, you configure Web
applications to pass JSP files in the Web application folder to the JSP processor correspondingto the JSP
specification level of the JSP files.

The JSP processor creates and compiles a servlet from each JSP file. The processor produces these files for each
JSPfile:

« .javafile, which contains the Java language code for the servlet

« .Classfile, which isthe compiled servlet
The JSP processor puts the .java, and the .classfilein a path specific to theprocessor (see below). The .javaand the

.class file have the same filename. The processor uses a naming convention that includes adding underscore
characters and a suffix to the JSP filename.

For example, if the JSP filenameissi npl e. j sp, the generated filesare _si npl e_xj sp. j ava and
_si npl e_xj sp. cl ass.

Like all servlets, aservlet generated from a JSP file extends javax.servlet.http.HttpServlet. The servlet Java code
contains import statements for the necessary classes and a package statement, if the servlet classis part of a
package.

If the JSP file contains JSP syntax (such as directives and scriptlets), the JSP processor converts the JSP syntax to
the equivalent Java code. If the JSP file contains HTML tags, the processor adds Java code so that the servlet
outputs the HTML character by character.

JSP 1.0 processor

|Procr servlet name |JSP Servlet
|Class name and location |com.sun.jsp.runtime.JspServlet in jspl10.jar

For example, if the JISPfileisin:
c:\ WebSpher e\ AppSer ver\ host s\ def aul t _host \ exanpl es\ web
the .javaand .classfilesare put in:

JSP .91 processor

Pr ocessor
servlet
name

PageCompileServlet
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Class
name
and
location

com.ibm.servlet.jsp.http.pagecompil e.PageCompileServlet inibmwebas.jar

Where product _installation_root\tenp\servlet _host_nane\ app_nane\ pageconpi |l e

I OCessor
Buts > where product_installation_root is the path where the Application Server isinstalled and app_name s
output the name of the application root folder.

For example, if the JSPfileisin:

c:\WebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ web

the .javaand .classfiles are put in:

c:\ WebSpher e\ AppServer\tenp\default_host\ exanpl es\ pageconpi |l e
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4.2.2.2.3: Java Server Page attributes

Use the WebSphere Application Assembly Tool (AAT) to set the following Java Server Page attributes. The JSP
attributes are storedin the IBM extensions document for Web module, i bm web- ext . xm .

JSP file attribute values

JSP file attribute names (Default valuesarein bold Purpose
text)
If true, the generated . j avafile will be kept. If the
keepgenerated true | false valueisfase, the. j ava fileisnot saved.
By default, JSP files using the "usebean™ tag
dosetattribute true | false withScope="session" do not always work properly

when session persistence is enabled.

scratchdir

product_installation_root\temp

Set scr at chdi r toavalid drive and directory
which the JSP enginewill use to store the generated
.class and. | ava files.

jSp.repeat Tag.ignoreException

true | false

In previous rel eases, the <tsx:repeat> tagwould
iterate until one of the following conditions was
met:

1. The end value was reached

2. An
Arrayl ndexQut of BoundsExcepti on
was thrown

Other types of exceptions were caught but not
thrown, which could result in numerous errors being
returned to the browser.

In version 4.0, the default behavior will now stop
therepeat tag iterations when any exception is
thrown.

To reinstate the old behavior, set this parameter's
valueto true.

defaultEncoding

Name of the desired character
Set.

The value of the system
propertyfile.encoding isthe
default.

Use this parameter to set the encoding for JSP
pages. If a JSP page containsacont ent Type
directive that defines an alternative character set,
that character set is used instead of the

def aul t Encodi ng parameter'svalue.

The order of precedenceis:

1. The JSP page'scont ent Typedirective's
charset.

Thedef aul t Encodi ng parameter's
value.

The System property fi | e. encodi ng
value

|SO-8859-1

62



http://localhost/v355makePDF/advanced/nav_Devguidenav/root.html

4.2.2.2.4: Batch Compiling JSP files

Asan IBM enhancement to JSP support, IBM WebSphere Application Server provides a batch JSP compiler.
Use this function to batch compile your JSP files and thereby enable faster responsesto the initial client
requests for the JSP files on your production Web server.

It is best to batch compile all of the JSP files associated with an application. Batch compiling saves system
resources and provides security on the application server by specifying if and/or when the server isto check for
aclassfile or recompile a JSP file. The application server will monitor the compiled JSP file for changes, and
will automatically recompile and rel oad the JSP file whenever the application server detects that the JSP file has
changed. By modifying this process, you can eliminate time- and resource-consuming compilations and ensure
that you have control over the compilation of your JSPfiles. It is aso useful as afast way to resynchronize all

of the JSP files for an application.

The process of batch compiling JSP filesis different for JSP 0.91 files and JSP 1.0 files. Consult the page
corresponding to the JSP level for your files.
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4.2.2.2.4.1: Compiling JSP .91 files as a batch

To use the JSP batch compiler for JSP .91 files:
1. Addthefollowing JAR files (found in the Application Server lib directory) to your system classpath:

o ibmwebasjar (contains the batch compiler classes)
0 servletjar (containsthe Java Servlet 2.1 APIs)

2. At an operating system command prompt, enter the following command on asingle line:

java comibm servlet.jsp.http. pageconpile.jsp.tsx.batch.JspBatch -s sourceRootDir -t targetRootDir
-c classPath -1 libDirectory -v

where:

o sourceRootDir

The root directory of the paths where the batch JSP compiler will search JSP source files to process. The compiler processes all files with
the extension .jsp that are in the source root and its subdirectories.

targetRootDir

The root directory of the path where you want the compiler to place the resulting .javaand .class files. The non-batch, JSP 0.91 processor
(PageCompileServlet) placesthe .java and .classfilesin the path:

product _instal l ati on_root\tenp\servl et_host_nane\ app_nane\ pageconpi |l e

where product_installation_root is the path where the Application Server isinstalled and app_name is the name of the application root
folder. It is recommended that you specify that path for the target root if you are batch compiling JSPs to run on your production
Application Server. However, if you are batch compiling on a different system and plan to move them to the Application Server later, you
can specify any valid target root directory.

If any of the .class files have package names, those names will become the names of subdirectories under the target root. For example, if the
.class name is security.login.login.class and the target root is

d: \ WebSpher e\ AppSer ver\t enp\ def aul t _host \ exanpl es\ pageconpi | e, the batch compiler placesthe .javaand .class
filesind: \ WebSpher e\ AppServer\tenp\ defaul t _host\ exanpl es\ pageconpi | e\ securi ty\Il ogi n directory.

classPath
An optional parameter that is the fully-qualified path for the classes and Java archives that the compiled classes need. If those resources are

in multiple paths, use the semicolon character (;) to separate the path names. Y ou do not need to specify the Application Server JAR files on
this parameter.

libDirectory

The fully-qualified path to the Application Server ibmwebas.jar (contains the JSP batch compiler and related JSP classes) and servlet.jar
(contains the Java Servlet 2.1 APIs). The default path is product_installation_root\lib.

-V

An optional parameter that causes more trace and progress messages to be displayed.

All of the command parameters, except -v, are required.

Example

Suppose you want to precompile the JSP files associated with the exanpl es application, one of the two applications installedwith the application server.
If the JSP files are in the path:

d: \ \ebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ web

and you want the compiled files to be placed in:

d: \ W\ebSpher e\ AppSer ver\t enp\ def aul t _host \ exanpl es\ pageconpi | e
the command would be (typed on asingle line):

java comibm servlet.jsp.http. pageconpile.jsp.tsx.batch.JspBatch -s

d: \ WebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\web -t

d: \ W\ebSpher e\ AppSer ver\t enp\ def aul t _host\ exanpl es\ pageconpile -c

d: \ W\ebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ servl ets; d:\devcntr\website -1
d: \ W\ebSpher e\ AppServer\lib
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4.2.2.2.4.2: Compiling JSP 1.0 files as a batch

To use the JSP batch compiler for JSP 1.0 files, enter the following command on a single line at an operating system command prompt:

JspBat chConpi | er -admi nNodeName <node nanme> [ -server Nane <server nane>
[-application <application nane> [-fil enanme <fil ename>]]]
[ - keepgenerated <true|fal se>]
where:
o adminNodeName

Thisisthe name of the node as shown on the Adminstrative Console.
o serverName

[Optional: may only be used if adminNodeName is set] Thisisthe name of the Application Server in the WebSphere environment
on which you wish to perform this action. Unless you have set up other servers, thiswill be "Default Server" [Note that from the
command-line, you will need to include quote marks around the name of the server if that name comprises two or more words
separated by spaces. Y ou do not have to do thisif you use the batchcompiler.config file described below.]

o application
[Optional: may only be used if serverNameis set] The name of a particular web application, should you wish to compile only those
JSP files under that application.

o filename

[Optional: may only be used if application is set] The name of asingle file in the web application you selected above, should you
wish to compile only asingle JSP file in an application.

o keepgenerated
[Optional] If set to "yes' thiswill keep the generated .java files used for compilation on your server. By default, thisis set to "no"
and the .javafiles are al erased after the class files have been compiled.

0 nhameServiceHost

[Optional] If specified, this parameter and the nameSer vicePort parameter are used in a Model/Clone environment to designate the
hostname and port number of the Admin Server to be used in accessing the WebSphere Application Server configuration.

o nameServicePort

[Optional] If specified, this parameter and the nameServiceHost parameter are used in a Model/Clone environment to designate
the hostname and port number of the Admin Server to be used in accessing the WebSphere Application Server configuration.

In lieu of specifying the parametersin acommand line, you may specify them in the batchcompile.config file, located in the WebSphere
Application Server bin directory. No quotation marks are necessary for any of the variablesif you use thisfile. Any values you enter on the
command-line will override the values specified inthe batchcompile.config file.

Example

Suppose you want to precompile the JSP files associated with the exanpl es application, shipped with WebSphere Application Server. Issue the
following command in the appserver bin directory:

D: \ WebSpher e\ AppSer ver\ bi n>JspBat chConpi | er. bat -adm nNodeNane nynode -server Name "Defaul t
Server" -application exanples

Y ou should receive the following response from the server

Server nane: Default Server
Application Nane: exanpl es
JSP version: 1.0
docRoot: d:\WebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ web
Application O asspath: d:\WbSphere\ AppServer\ hosts\default_host\exanpl es\servl ets;
Application output dir: d:\WbSphere\ AppServer/tenp/default_host/exanpl es

URL: .jsp
URL: .jsv
URL: .jsw

Attenpting to conpile: d:\WbSphere\ AppServer\ host s\ def aul t _host\ exanpl es\ web\ debug_error.jsp
Conpi | ati on successf ul
Attenpting to conpile: d:\WebSphere\ AppServer\ host s\ def aul t _host\ exanpl es\ web\ Hel | oHTM.. j sp
Conpi | ati on successf ul

. . .Attenpting to conpile:
d: \ WebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ web\ St ockQuot eWVMLRequest . j spConpi | ati on
successf ul
Attenpting to conpil e:
d:\ WebSpher e\ AppSer ver\ host s\ def aul t _host\ exanpl es\ web\ St ockQuot eWM_Response. j spConpi kgt i on



successf ul

If you look in the appserver temp directory, you should see a directory named examples. All of the compiled classfiles for the examples
application will bein this directory.
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4.2.2.3: Overview of JSP file content

JSP files have the extension .jsp. A JSP filecontains any combination of the following items. Click an item to
learn about its syntax. To learn how to put it all together, see the Related information for examples, samples,

and additional syntax references.

JSP syntax

| Syntax format

Details

Directives

Use JSP directives (enclosed within <%@ and %>) to specify:
« Scripting language being used
« Interfaces a servlet implements
o Classes aserviet extends
« Packages a servlet imports
« MIME type of the generated response

[il See Sun'sJSP Syntax Referencefor JSP 1.1
syntax descriptions and examples.

Class-wide variable and method
declarations

Use the <%! declaration(s) %> syntax to declareclass-wide
variables and class-wide methods for the servlet class.

Inline Java code (scriptlets), enclosed
within <% and %>

Y ou can embed any valid Java language code inline withina JSP file
between the <% and %> tags. Suchembedded codeiscalled a
scriptlet. If you do not specify the method directive, the generated
code becomes the body of the service method.

An advantage of embedding Java coding inline in JSP filesis that
the servlet does not have to be compiled in advance, and placed on
the server. Thismakesit easier to quickly test servlet coding.

Variable text, specified using IBM
extensions for variable data (JSP .91 or
JSP 1.0)or Java expressions enclosed
within <%= and %>

The IBM extensions are the more user-friendly approach to putting
variable fields on your HTML pages.

A second method for adding variable datais to specify a Java
language expression that is resolved when the JSP file is processed.
Use the JSP expression tags <%= and %>. The expression is
evaluated, converted into a string, and displayed. Primitive types,
such asint and float, areautomatically converted to string
representation.

<BEAN> tag

Use the <BEAN> tag to create an instance of a bean that will be
accessed elsewhere within the JSP file. Then use JSP tags to access
the bean.

JSP tags for database access(JSP .91) or
(ISP 1.1)

The IBM extensions make it easy for non-programmers to create
Web pages that access databases.
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HTML tags

A JSPfile can contain any valid HTML tags. View article 0.70: What isHTML? for more informationon
HTML. Refer to your favorite HTMLreference for a description of HTML tags.

<SERVLET> tags

Using the <SERVLET> tag is one method for embedding a servletwithin a JSP file.

NCSA tags

Y ou might have legacy SHTML filesthat contain NCSA tags for server-side includes. If the IBM WebSphere
Application Server Version 3.5 supports the NCSAtags in your SHTML files, you can convert the SHTML files
to JSP files andretain the NCSA tags.
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4.2.2.3.1: JSP syntax: JSP directives

Use JSP directives (enclosed within <%@ and %>) to specify:

Scripting language being used
Interfaces a servlet implements
Classes a servlet extends

Packages a servlet imports

MIME type of the generated response

For more information on the JSP 1.1 technologies, view the Tomcatdocumentation at the Sun™ site.

The general syntax of the JSP directiveis:
<@ di rective_nane ="val ue" %
where the valid directive names are:

language

The scripting language used in the file. At thistime, the onlyvalid value and the default value isj ava
(the Java programminglanguage). The scope of this directive is the JSP file.When used more than once,
only the first occurrence of the directive issignificant. An example:

<%@ | anguage ="java" %
method
The name of the method generated by the embedded Java code(scriptlet). The generated code becomes

the body of the specifiedmethod name. The default method isser vi ce. When usedmore than once,
only thefirst occurrence of the directive issignificant. An example:

<%@ net hod ="doPost" %

import

A comma-separated list of Java language package names or class names thatthe servlet imports. This
directive can be specified multiple timeswithin a JSP file to import different packages. An example:
<%@inport ="java.io.*,java.util.Hashtable" %

content_type

The MIME type of the generated response. The default valueist ext / ht ml . Thisinformation is used
to generate the response header. When used more than once, only the first occurrence of thisdirectiveis

significant. This directive can be used to specify the character set in which the pageis to be encoded. An
example:

<% content _type ="text/htm; charset=iso-8859-1" %

implements

A comma-separated list of Java language interfaces that the generatedservlet implements. Y ou can use
this directive more than once within aJSP file to implement different interfaces. An example:

<%@i npl ements ="javax.servlet.http. H't pSessi onContext" %

extends

The name of the Java language class that the servlet extends. Theclass must be avalid class and does not

have to be a servlet class. The scope of thisdirective is the JSP file. When used morethan once, only the
first occurrence of the directive is significant.An example:
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4.2.2.3.2: JSP syntax: Class-wide variables and methods

Use the <SCRIPT> and </SCRIPT> tags to declareclass-wide variables and class-wide methods for the servlet class. Thegeneral syntax is:
<script runat=server>// code for class-w de variables and net hods</script>

The attributer unat =ser ver isrequired and indicates that thetag is for server-side processing. An example of specifying class-widevariables
and methods:

<script runat=server>// class-w de vari abl es init i = 0; String foo = "Hello";// class-w de
net hods private void foo() {// code for the nethod} </script>
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4.2.2.3.3: JSP syntax: Inline Java code (scriptlets)
Y ou can embed any valid Java language code inlinebetween the <% and %> tags. Suchembedded code is called a scriptlet. If you do not specify the
method directive, the generated code becomes the body of the service method.
The scriptlet can use a set of predefined variables thatcorrespond to essential servlet, output, and input classes:
o request
The servlet request class defined byjavax.servlet.http.HttpServletRequest
« response

The servlet response class defined byjavax.servlet.http.HttpServietResponse
. out

The output writer class defined by java.io.PrintWriter. The content written to the writer is the client response.
e iN
The input reader class defined by java.io.BufferedReader

An example:
<% oo = request.get Paraneter("Name");out.println(foo); %
Be sure to use the braces characters, { }, to encloseif, while, and for statements even if the scope contains a single statement. Y ou can enclose the

entire statement with a single scriptlet tag. However, if you use multiple scriptlet tags with the statement, be sure to place the opening brace
character, {, in the same statement as the if, while, or for keyword. The following examplesillustrate these points. The first exampleisthe easiest.

<%or (int i =0; i <1; i++) { out.println("<P>This is witten when " + i + " is < 1</ P>");
}o%. .. <%for (int i =0; i <1; i++) { %><%
out.println("<P>This is witten when " + i + " is < 1</P>"); %<%}

%...<%for (int i =0; i <1; i++) {

%><% out.println("<P>This is witten when " + i + " is < 1</P>"); %<% }

%
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4.2.2.3.4: JSP syntax: Java expressions

To specify a Javalanguage expression that is resolvedwhen the JSP file is processed, use the JSP expression
tags <%= and%>. The expression is evaluated, converted into a string,and displayed. Primitive types, such as
int and float, areautomatically converted to string representation. In this example, foois the class-wide variable
declared in the class-wide variables and methods example:

<p>Transl ate the greeting <% foo %.</p>

When the ISP fileis served, thetext reads. Tr ansl ate the greeting Hel | o.
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4.2.2.3.5: JSP syntax: useBean tag

The<j sp: useBean> tag locates a Bean or creates an instance of a Bean if it does not exist.

JavaBeans can be class files, serializedbeans, or dynamically generated by a servlet.A JavaBean can even be a
servlet (that is, provide aservice). If aservlet generates dynamic content and stores it in a bean, the bean can
thenbe passed to a JSP file for use within the Web page defined by thefile.

See Sun's JSP Syntax Referencefor JSP 1.1 syntax descriptions and examples.
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4.2.2.3.5.1: JSP syntax: <jsp:useBean> tag

Use the <jsp:useBean> tag to locate or instantiate a JavaBeans component. The syntax for the <jsp:useBean> tag
IS

<j sp: useBean
I d="beanSoneNane"
scope="page| request | sessi on| appl i cat on"
{ class="package_cl ass" |
type ="package_cl ass" |
cl ass="package_cl ass" type ="package_cl ass" |
beanName="{ package. cl ass| <% expression%}" type ="package_cl ass"

}

{ />
> ot her el enents
</j sp: useBean>

See Sun's JSP syntax referencefor a description of the <jsp:useBean> attributes and examples.
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4.2.2.3.5.1a: JSP .91 syntax: <BEAN> tag syntax

<bean nane="bean_nane" varnane="| ocal bean_nane" type ="class_or_interface_nane"
i ntrospect="yes| no" beanNane="ser _fil ename" create="yes|no" scope="request | sessi on| userprofile"
></ bean>

where the attributes are:

name

The name used to look up the bean in the appropriate scope (specified bythe scope attribute). For example, this might be the session key
valuewith which the bean is stored. The value is case-sensitive.

varname

The name used el sewhere within the JSP file to refer to the bean.This attribute is optional. The default value is the value of the nameattribute.
Thevalueis case-sensitive.

type

The name of the bean classfile. This nameis used todeclare the bean instance in the code. The default value is the typeObject. The valueis
case-sensitive.

introspect

When the valueisyes, the JSP processor examines all requestproperties and calls the set property methods (passed in the Beanlnfo)
thatmatch the request properties. The default value of this attribute isyes.

beanName

The name of the bean classfile, the bean package name, or theserialized file (.ser file) that contains the bean. (This nameis given to the bean
instantiator.) This attribute is used only whenthe bean is not present in the specified scope and the create attribute is setto yes. Thevalueis
case-sensitive.

The path of the file must be specified in the Web application classpath.

create

When the valueisyes, the JSP processor creates an instance ofthe bean if the processor does not find the bean within the specifiedscope. The
default valueisyes.

scope

The lifetime of the bean. This attribute is optional and thedefault valueisr equest . The valid values are;

0 request - The bean is added to the request object by a servlet thatinvokes the JSP file using the APIs described in JSP API.If the bean
isnot part of the request context, the bean is created and stored in the request contextunless the create attribute is set to no.

0 session - If the bean is present in the current session, the bean isreused. If the bean is not present, it is created and stored as part ofthe
session if the create attributeis set to yes.

o userprofile - This attribute valueis an IBM extension to JSP 0.91 and causes the user profile to be retrieved from the servlet
reguestobject, cast to the specified type, and introspected. If atype is notspecified, the default typeis

com i bm websphere. UserProfil e
.The create attribute isignored.
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4.2.2.3.5.2: JSP syntax: Accessing bean properties

After specifying the <j sp: useBean> tag, you can access the bean at any pointwithin the JSP file using the
<j sp: get Property>tag.

For adescription of the <j sp: get Pr oper t y> tag attributesand for coding examples, see Sun's JSP Syntax
Reference
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4.2.2.3.5.2a: JSP .91 syntax: Accessing bean properties

After specifying the <BEAN> tag, you can access the bean at any pointwithin the JSP file. There are three methods for accessing beanproperties:
o Using a JSP scriptlet
« Using a JSP expression
« Using the <INSERT> tag (as described in the JSP .91 tags for variable data)

An example:
<!-- The bean declaration --> <bean nanme="foobar" type="FooC ass" scope="request" > <par am
narme="f ooProperty" val ue="fooVal ue"></bean> <!-- Later in the file, sonme HTML content that includes

JSP syntax that calls a nethod of the bean --> <p>The nanme of the rowis <% foobar.get RowNane()
%. </ p>
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4.2.2.3.5.3: JSP syntax: Setting bean properties

Y ou can set bean properties by using the<j sp: set Property>tag. The<j sp: set Property>tag
specifiesalist of properties and the corresponding values. The properties areset after the the bean is instantiated
using the <j sp: useBean> tag.

Y ou must declare the bean with <j sp: useBean> before you can set a property value.

See the Sun's JSP syntax referencefor <j sp: set Pr oper t y> syntax details and examples.
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4.2.2.3.5.3a: JSP .91 syntax: Setting bean properties

Y ou can set the bean properties by using the <PARAM> tag within the <BEAN> tag. The <PARAM> tag specifies alist of properties and
the corresponding values. The properties areautomatically set in the bean using introspection. The properties areset once when the bean is
instantiated. The <PARAM> tag syntax is:

<PARAM nane="property_name" val ue="property_val ue">

This syntax isan IBM extension to the JSP 0.91 <PARAM> tag. The IBM syntax is consistent with the syntax of the <PARAM> tag used
within the <SERVLET> and <APPLET> tags.

In addition to using the <param> tag to set bean properties,there are three other methods:

« Specifying query parameters when requesting the URL of the JSPfile that contains the bean. The introspect attribute must be set
toyes. An example:

http://www. myserver. coni si gnon. j sp?nanme=j ones&passwor d=d13x
where the bean property namewill be settoj ones.

« Specifying the properties as parameters submitted through an HTML<FORM> tag. The JSP method directive must be set topost .
The action attribute is set to the URL of the JSP filethat invokes the bean. The introspect attribute must be set toyes. An example:

<formaction="http://ww. nyserver.conl SearchSite.jsp" nethod="post"> <input type="text"
name="Search for: "> <input type="submt"></fornm

« Using JSP syntax to set the bean property
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4.2.2.3.5a: JSP .91 syntax: BEAN tags

Use the <BEAN> tag to create an instance of abean that will beaccessed elsewhere within the JSP file. Then
use JSP tags for variable data (such as the <INSERT> tag described later in this document) to access the bean.

The JavaBeans can be classfiles, serializedbeans, or dynamically generated by a servlet.A JavaBean can even
be aserviet (that is, provide a service). If aservlet generates dynamic content and storesit in a bean, the bean
can thenbe passed to a JSP file for use within the Web page defined by thefile.
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4.2.2.3.6: Supported NCSA tag reference

The product supports the following NCSA tags through their use in JSP files:
« config
 echo var=variable (see below)
o EXeC
o filesize
« include
« lastmodified
« Commands for formatting size and date outputs

For the echo command, the product supports thestandard server-side include (SSI) environment variables and
Common Gateway|nterface (CGI) environment variables.

The SSI environment variables

| Variable | Description

IDATE_GMT |The current date and local time zone in Greenwich mean time (GMT)
IDATE_LOCAL |The current date and local time zone

IDOCUMENT_NAME |The current filename

|DOCUM ENT_URI |The path to the document (such as, /docs/tutorials/index.shtml)

The unescaped version of any search query the client sent, with all
QUERY_STRING_UNESCAPED shellspecia characters escaped with the \ character

ILAST_MODIFIED |The last date the current document was changed

CGl environment variables

| Variable | Description

AUTH TYPE The protocol-specific authentication method used to validate the user, ifthe server
- supports user authentication and the script is protected

ICONTENT_LENGTH |The length of the content, as specified by the remote host

The data content type for queries that have information attached(such asHTTP
CONTENT_TYPE POST and PUT)
|IGATEWAY _INTERFACE |Therevision level of the CGI specification to which the server complies
PATH INFO The extra path information given by the client in this request. Theextra

information follows the virtual pathname of the CGI script.

The server provides atrandated version of PATH_INFO, which takes the
PATH_TRANSLATED pathand performs any virtual-to-physical mapping.

|QU ERY_STRING |The information that follows the ? symbol in the URL request for a script
The hostname of the remote host sending the request. If the serverdoes not have
REMOTE_HOST this information, the server should set REMOTE_ADDR and
leaveREMOTE_HOST unset.
IREMOTE_ADDR |The IP address of the remote host sending the request
REMOTE_IDENT If the HTTP server supports RFC 931 identification, the remote

usernameretrieved from the server
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REMOTE_USER

The username used for authentication, if the server supports userauthentication

and the script is protected

REQUEST_METHOD

The method with which this request was made. Methods include HTTP, GET,
HEAD,POST, and so on

SCRIPT_NAME

The virtual path to the script being run. This variable is used forself-referencing

URLs

|SERV ER_NAME

|The | P address, hostname, or Domain Name Server (DNS) alias of the server

|SERV ER_PORT

|The port number to which the request was sent

|SERV ER_PROTOCOL

|The name and revision level of the protocol used to format this request

|SERV ER_SOFTWARE

|The name and version of the server answering the request
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4.2.2.3.7: IBM extensions to JSP syntax

Refer to the Sun JSP Specification for the base JavaServer Pages (JSP) APIs. IBMWebSphere Application
Server Version 3.5 provided severa extensions to the base APIs.The backward compatibility of the JSP 1.1
specification to JSP 1.0 allows users to invoke these APIs without modification.

The extensions belong to these categories:

| Extension | Use

Put variable fields in JSP files and have servlets and JavaBeans
Syntax for variabledata  |dynamicallyreplace the variables with values from a database when the JSP output
is returned tothe browser

Add a database connection to a Web page and then use that connection to query or
Syntax for database access|updatethe database. The user ID and password for the database connection can be
provided by theuser at request time, or can be hardcoded within the JSP file.

Scope of variables: Because the values specified by syntax apply onlyto the JSP file in which thesyntax is
embedded, identifiers and other tag data can be accessed only withinthe page.

See the Related information for syntax details.
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4.2.2.3.7.1: JSP syntax: Tags for variable data

The variable data syntax enables you to put variable fields in your JSP file and have your servlets and
JavaBeansdynamically replace the variables with values from a database when the JSP output is returned to the

browser.

The table summarizes the tags. Click atag to link to its syntax description.

| Goal

Tag

Details

Get the value of abean to display in a JSP.

<tsx:getProperty>

ThisIBM extension of the Sun JSP
<jsp:getProperty> tag implements all of the
<jsp:getProperty> function and adds the
ability to introspect a database bean that was
created using the IBM extension
<tsx:dbquery> or <tsx:dbmodify>.

Note: You cannot assign the
value from this tag toa
variable. The value, generated
as output from thistag, is
displayed in the Browser
window.

Repeat a block of HTML tagging that
contains the <tsx:getProperty> syntax and
the HTML tags for formatting content.

<tsx:repeat>

Use the <tsx:repeat> syntax to iterate over a
database query results set. The <tsx:repeat>
syntax iterates from the start value to the end
value until one of the following conditionsis
met:

o Theend valueisreached.

« An exception isthrown.
The output of a <tsx:repeat> block is buffered
until the block completes. If an exception is

thrown before a block completes, no output is
written for that block.
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4.2.2.3.7.1.1: JSP syntax: <tsx:getProperty> tag syntax and
examples

<t sx: get Property name="bean_nane" property="property_nane" />
where:
« nName

The name of the JavaBean declared by thei d attribute of a <tsx:dbquery> syntax within the JSP file. See <tsx:dbquery> for an
explanation. The value of this attribute is case-sensitive.

« property

The property of the bean to access for substitution. The value ofthe attribute is case-sensitive and is the local e-independent name
of theproperty.

Examples

<t sx: getProperty nane="userProfile" property="usernane" /><tsx:getProperty nane="request"
property=request . get Paranet er ("corporation") />

In most cases, the value of the property attribute will be just theproperty name. However, to access the request bean or access a property
of a property(sub-property), you specify the full form of the property attribute. The full form also gives you the option to specify an
index for indexedproperties. The optiona index can be a constant (such as 2) or anindex like the one described in <tsx:repeat>. Some

examples of using the full form of the property attribute:

<t sx: get Property name="staff Query" property=address(current Addressl ndex) /><tsx:getProperty
nane="shoppi ngCart" property=itens(4).price /><tsx:getProperty nanme="fooBean"
property=foo(2).bat(3).boo.far />
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4.2.2.3.7.1.2: JSP syntax: <tsx:.repeat>tag syntax

<tsx:repeat index=nane start="starting_index" end="endi ng_i ndex"></tsx:repeat>
where:
o index

An optional name used to identify the index of this repeat block.The value is case-sensitive and its scopeis
the JSPfile.

o Start

An optional starting index value for this repeat block. The defaultis 0.
« end

An optiona ending index value for this repeat block. The maximumvaueis 2,147,483,647. If the value of
the end attribute is less thanthe value of the start attribute, the end attribute isignored.
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4.2.2.3.7.1.2a: JSP syntax: The repeat tag results set and the associated bean

The <tsx:repeat> iterates over aresults set. The results set is contained within a JavaBean. The bean can be a static bean (for example, a bean created by using the IBM WebSphere Studio database wizard) or adynamically generated bean (for example, a bean generated by the <tsx:dbquery> syntax). The

following table is a graphic representation of the contents of a bean, myBean:

col3
countrymen
tomato
July

col2
Romans
lettuce
June

coll
friends
bacon
May

row0
rowl
row2

Some observations about the bean:

« The column names in the database table become the property names of the bean. The section <tsx:dbquery> describes a technique for mapping the column names to different property names.

« The bean properties are indexed. For example, myBean.get(Col 1(row2)) returns May .
« Thequery results arein the rows. The <tsx:repeat> iterates over the rows (beginning at the start row).

The following table compares using the <tsx:repeat> to iterate over static bean versus a dynamically generated bean:

Static Bean Example

<tsx:repeat> Bean Example

myBean.class

// Code to get a connection// Code to get the data Select * fromnyTable;// Code to close the conne
JSP file

<t sx:repeat index=abc> <tsx:getPropery nanme="nyBean" property="col 1(abc)" /></tsx:repeat>

il

The bean (myBean.class) is a static bean.
The method to access the bean properties is myBean.get(property(index)).

Y ou can omit the property index, in which case the index of the enclosing <tsx:repeat> is used. Y ou can also omit the index on the
<tsx:repeat>.
The <tsx:repeat> iterates over the bean properties row by row, beginning with the start row.

JSP file

Etisan dbconnect
><t sx: dbquery i d="dynam c" connection="conn" >
nane="dynam c"

[

i d="conn"userid="alice"passwd="test"url ="j dbc: db2: sanpl e"dri ver ="COM i bm db2. j dbc. app. DB2Dr
Sel ect * from nyTabl e; </t sx: dbquer y><t sx: repeat i ndex=abc>
property="col 1(abc)" /></tsx:repeat>

The bean (dynamic) is generated by the <tsx:dbquery> and does not exist until the syntax is executed.

The method to access the bean propertiesis
dynamic.getValue("property”, index).

Y ou can omit the property index, in which case the index of the enclosing <tsx:repeat> is used. Y ou can also omit the index on the <tsx:repeat>.
The <tsx:repeat> syntax iterates over the bean properties row by row, beginning with the start row.

Implicit and explicit indexing

Examples 1, 2, and 3 show how to use the <tsx:repeat>. Theexamples produce the same output if al indexed properties have 300 or fewerelements. If there are more than 300 elements, Examples 1 and 2 willdisplay all elements, while Example 3 will show only the first 300elements.

Example 1 shows implicit indexing with the default start and default endindex. The bean with the smallest number of indexed properties restricts the number of times the loop will repeat.
<tr><t d><t sx: get Property

<t abl e><t sx: r epeat >
name="servi ceLocati onsQuery" property="address" /></tr></td>
property="tel ephone" /></tr></td></tsx:repeat></tabl e>

Example 2 shows indexing, starting index, and ending index:

<t abl e><t sx: repeat index=nylndex start=0 end=2147483647>
property=city(nyl ndex) /></tr></td>

<tr><td><t sx: get Property name="servi ceLocati onsQuery" property="city" /></tr></td>
<tr><t d><t sx: get Property name="servi ceLocati onsQuery"

<tr><t d><tsx: get Property name="servi ceLocati onsQuery"
<tr><t d><t sx: get Property name="servi ceLocati onsQuery" property=address(nylndex) /></tr></td>

<tr><t d><tsx: get Property name="servi ceLocati onsQuery" property=tel ephone(nylndex) /></tr></td></tsx:repeat></table>

Example 3 shows explicit indexing and ending index with implicit startingindex. Although the index attribute is specified, the indexed propertycity can still be implicitly indexed because the ( my| ndex) isnot required.

<t abl e><t sx: repeat index=nylndex end=299>
<tr><td><tsx: get Property name="servi ceLocati onsQuery" property="address(nylndex)" /></tr></td>
nane="servi ceLocati onsQuery" property="tel ephone(nyl ndex)" /></tr></td></tsx:repeat></tabl e>

Nesting <tsx:repeat> blocks

<tr><t d><t sx: get Property name="servi ceLocati onsQuery" property="city" /t></tr></td>
<tr><t d><t sx: get Property

Y ou can nest <tsx:repeat> blocks. Each block is separatelyindexed. This capability is useful for interleaving properties on twobeans, or properties that have sub-properties. In the example, two<tsx:repeat> blocks are nested to display the list of songs on each compactdisc in the user's shopping cart.

<tsx:repeat index=cdi ndex> <hl><tsx:getProperty name="shoppi ngCart" property=cds.title /></hl>
<tr><t d><t sx: get Property name="shoppi ngCart" property=cds(cdi ndex).playlist /> </td></tr>
</ tsx:repeat ></tsx: repeat>

<t abl e>
</ tabl e>

<t sx:repeat>




4.2.2.3.7.2: JSP syntax: Tags for database access

Beginning with IBM WebSphere Application Server Version 3.x, the JSP 1.0 supportwas extended to provide
syntaxfor database access. The syntax makes it simple to add a database connectionto a Web page and then use
that connection to query or update the database. The user ID and password for the database connection can be
provided by theuser at request-time or hard coded within the JSP file.

The table summarizes the tags. Click atag to link to its syntax description.

| Goal

Tag

Details and examples

Specify information needed to
make a connection to aJDBC or
an ODBC database.

<tsx:dbconnect>

The <tsx:dbconnect> syntax does not
establish the connection. Instead,the
<tsx:dbquery> and <tsx:domodify> syntax
are used to referencea <tsx:dbconnect> in
the same JSP file and establish the
connection.

When the JSP file is compiled into a
servlet, the Java processor addsthe Java
coding for the <tsx:dbconnect> syntax to
the servlet'sservice() method, which means
anew database connection is created for
eachrequest for the JSP file.

Avoid hard coding the user ID
and password in
the<tsx:dbconnect>.

<tsx:userid> and
<tsx:passwd>

Use the <tsx:userid> and <tsx:passwd> to
acceptuser input for the values and then
add that data to the request object. The
request objectcan be accessed by a JSP file
(such as the JISPEmployee.jsp example)
that requests the databaseconnection.

The <tsx:userid> and <tsx:passwd> must
be used within a<tsx:dbconnect> tag.

Establish a connection to a
database, submit database queries,
and return the results set.

<tsx:dbquery>

The <tsx:dbquery>:

1. References a <tsx:dbconnect>in
the same JSP file and uses the
information it provides to
determine the database URL and
driver. The user ID and password
are also obtained from the
<tsx:dbconnect> if those values are
provided in the <tsx:dbconnect>.

2. Establishes a new connection

3. Retrieves and caches datain the
results object

4. Closesthe connection (releases the
connection resource)
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Establish a connection to a
database and then add records to a
database table.

<tsx:dbmodify>

The <tsx:dbmodify>:

1. References a<tsx:dbconnect>in
the same JSP file and uses the
information provided by that to
determine the database URL and
driver. The user ID and password
are also obtained from the
<tsx:dbconnect> if those values are
provided in the <tsx:dbconnect>.

2. Establishes a new connection

3. Updates atable in the database

4. Closesthe connection (releases the
connection resource)

Examples:
Basic example

Display query results.

<tsx:repeat> and
<tsx:getProperty>

The <tsx:repeat> loops through each of the
rowsin the query results.The
<tsx:getProperty> uses the query results
object (for the <tsx:dbquery>syntax whose
identifier is specified by the
<tsx:getProperty> bean attribute)and the
appropriate column name (specified by the
<tsx:getProperty> propertyattribute) to
retrieve the value.

Note: Y ou cannot assign
the value from the
<tsx:getProperty> tag toa
variable. The value,
generated as output from
thistag, isdisplayed in the
Browser window.

Examples:
Basic example
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4.2.2.3.7.2.1: JSP syntax: <tsx:dbconnect> tag syntax

<t sx: dbconnect id="connection_id" useri d="db_user" passwd="user _password"
url ="j dbc: subprotocol : dat abase" driver ="dat abase_dri ver_namne"
j ndi name="JNDI _cont ext /| ogi cal _nane"></t sx: dbconnect >

where:
. id
A required identifier. The scopeisthe JSPfile. Thisidentifier is referenced by the connection attribute of a
<tsx:dbquery> tag.
o userid

An optional attribute that specifiesavalid user ID for the database to be accessed. If specified, this attribute
and its value are added to the request object.

Although the userid attribute is optional, the userid must be provided. See <tsx:userid> and <tsx:passwd> for
an alternative to hard coding thisinformation in the JSP file.

« passwd

An optional attribute that specifies the user password for the userid attribute. (This attribute is not optional if
the userid attribute is specified.) If specified, this attribute and its value are added to the request object.

Although the passwd attribute is optional, the password must be provided. See <tsx:userid> and <tsx:passwd>
for an aternative to hard coding this attribute in the JSP file.

o urlanddriver
To establish a database connection, the URL and driver must be provided.

The Application Server Version 3 supports connection to JDBC databases and ODBC databases.

JDBC database

For a JDBC database, the URL consists of the following colon-separated elements: jdbc, the sub-protocol
name, and the name of the database to be accessed. An example for a connection to the Sample database
included with IBM DB2is:

url ="j dbc: db2: sanpl e"dri ver="COM i bm db2. j dbc. app. DB2Dri ver"

ODBC database

Use the Sun JDBC-to-ODBC bridge driver included in the Java Development Kit (JDK) oranother vendor's
ODBC driver.

The url attribute specifies the location of the database. The driver attribute specifies the name of the driver to
be used to establish the database connection.

If the database is an ODBC database, you can use an ODBC driver or the Sun JDBC-to-ODBC bridge
included with the JDK. If you want to use an ODBC driver, refer to the driver documentation for instructions
on specifying the database location (the url attribute) and the driver name.

In the case of the bridge, the url syntax is jdbc:odbc:database. An exampleis:
url ="j dbc: odbc: aut os"dri ver="sun. j dbc. odbc. JdbcCOdbcDri ver"

[il To enablethe Application Server to access the ODBC database, use the ODBC Data Source
Administrator to add the ODBC data source to the System DSN configuration. To access the

91



ODBC Administrator, click the ODBC icon on the Windows NT Control Panel.
« jndiname

An optional attribute that identifies avalid context in the Application Server JNDI naming context and the

logical name of the data source in that context. The context is configured by the Web administrator using an
administrative client such as the WebSphere Administrative Console.

If the jndiname is specified, the JSP processor ignores the driver and url attributes on the <tsx:dbconnect> tag.

An empty element (such as <url></url>) isvalid.
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4.2.2.3.7.2.2: JSP syntax: <tsx:userid> and <tsx:passwd> tag syntax

<t sx: dbconnect id="connection_id" <font col or="red"><useri d></font ><t sx: get Property
nane="request" property=request.getParaneter("userid") /><font col or="red"></userid></font> <f ont
col or ="red" ><passwd></f ont ><t sx: get Property name="request" property=request. get Paraneter ("passwd")
/><font col or="red"></passwd></font> url ="protocol : dat abase_nane: dat abase_t abl e"

driver="JDBC driver_nane"> </tsx:dbconnect >

where:
o <tsx:getProperty>
This syntax is a mechanism for embedding variable data. See JSP syntax for variable data.
o userid

Thisis areference to the request parameter that contains the userid. The parameter must have already been added to the request object that
was passed to this JSP file. The attribute and its value can be set in the request object using an HTML form or a URL query string to pass
the user-specified request parameters.

« passwd

Thisis areference to the request parameter that contains the password. The parameter must have already been added to the request object
that was passed to this JSP. The attribute and its value can be set in the request object using an HTML form or a URL query string to pass
user-specified values.
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4.2.

2.3.7.2.3: JSP syntax: <tsx:dbquery> tag syntax

<% - SELECT conmmands and (optional) JSP syntax can be placed within the tsx:dbquery. --%<%- Any
ot her syntax, including HTM. comments, are not valid. --%-<tsx:dbquery id="query_id"
connection="connection_id" |imt="val ue" ></tsx:dbquery>

where:

id
Theidentifier of this query. The scopeisthe JSPfile. Thisidentifier is used to reference the query, for example, from the
<tsx:getProperty> to display query results.

The id becomes the name of a bean that contains the results set. The bean properties are dynamic and the property names are the names
of the columnsin the results set. If you want different column names, use the SQL keyword for specifying an alias on the SELECT
command. In the following example, the database table contains columns named FNAME and LNAME, but the SELECT statement uses
the AS keyword to map those column names to FirstName and LastName in the results set:

Sel ect FNAME, LNAME AS First Nane, LastNarme from Enpl oyee where FNAME=' Ji ni

connection

Theidentifier of a <tsx:dbconnect> in this JSP file. That <tsx:dbconnect> provides the database URL, driver name, and (optionally) the
user |D and password for the connection.

limit

An optional attribute that constrains the maximum number of records returned by a query. If the attribute is not specified, no limitis
used. In such a case, the effective limit is determined by the number of records and the system caching capability.

SELECT command and JSP syntax

The only valid SQL command is SELECT because the <tsx:dbquery> must return a results set. Refer to your database documentation for

information about the SELECT command. See other sections of this document for a description of JSP syntax for variable data and inline
Java code.
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4.2.2.3.7.2.3a: Example: JSP syntax: <tsx:dbquery> tag syntax

In the following example, a database is queried for data about employees in a specified department. The department is specified using the
<tsx:getProperty> to embed a variable data field. The value of the field is based on user input.

<t sx: dbquery id="enpgs" connection="conn" >sel ect * from Enpl oyee where WORKDEPT=' <t sx: get Property
name="request" property=request. getParaneter (" WRKDEPT") />'</tsx: dbquery>
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4.2.2.3.7.2.4: JSP syntax: <tsx:dbmodify> tag syntax

<% - Any valid database update conmands can be placed within the DBMODI FY tag. --><%- Any ot her

syntax, including HTML coments, are not valid. --><tsx:dbnodify
connecti on="connection_i d"></tsx: dbnodi fy>
where;

« connection

Theidentifier of a<DBCONNECT> tag in this JSP file. The <DBCONNECT> tag provides the database URL, driver name, and
(optionally) the user ID and password for the connection.

« Database commands

Valid database commands. Refer to your database documentation for details
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4.2.2.3.7.2.4a: Example: JSP syntax: <tsx:dbmodify> tag syntax

In the following example, a new employee record is added to a database. The values of the fields are based on user input from this
JSP and referenced in the database commands using <tsx:getProperty>.

<t sx: dbnodi fy connection="conn" >insert into EMPLOYEE
(EMPNO, FI RSTNVE, M DI NI T, LASTNAME, WORKDEPT, EDLEVEL) val ues(' <t sx: get Property nanme="request"

property=request
property=request

property=request

.get Parameter ("EMPNO') />','<tsx:getProperty nanme="request"
property=request.

get Paraneter ("FI RSTNME") />','<tsx:getProperty name="request"

.getParameter ("M DINIT") />','<tsx:getProperty name="request"
property=request.

get Paranet er ("LASTNAME") />','<tsx:getProperty name="request"

. get Par anmet er (" WORKDEPT") />', <tsx:getProperty name="request"
property=request.

get Par anmet er ("EDLEVEL") />)</tsx: dbnodi fy>
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4.2.2.3.7.2.5a: Example: JSP syntax: <tsx:repeat> and
<tsx:getProperty> tags

<t sx:repeat ><tr> <t d><t sx: get Property nanme="enpqgs" property="EMPNO' /> <t sx: getProperty
nane="enpqgs" property="FI RSTNMVE" /> <t sx: getProperty name="enpqgs" property="WORKDEPT" />
<t sx: getProperty nane="enpqgs" property="EDLEVEL" /> </td></tr></tsx:repeat>
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4.2.2.3.8: IBM extensions to JSP .91 syntax

Refer to the Sun JSP .91 specification for the base JavaServer Pages (JSP)APIs. IBM WebSphere Application
Server provides severa extensions to the baseAPIs.

For JSP .91, the extensions belong to these categories:

| Extension | Use

Put variable fields in JSP files and have servlets and JavaBeans dynamically
Syntax for variable data  |replace the variables with values from a database when the JSP output is returned
to the browser.

Add a database connection to a Web page and then use that connection to query or
Syntax for database access |update the database. The user ID and password for the database connection can be

provided by the user at request time, or can be hardcoded within the JSP file.

Scope of variables. Because the values specified by syntax apply only to the JSP file in which the syntax is
embedded, identifiers and other tag data can be accessed only within the page.

See the Related information for syntax details.
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4.2.2.3.8.1: JSP .91 syntax: Tags for variable data

The variable data syntax enables you to put variable fields on your HTML page and have your servlets and
JavaBeans dynamically replace the variables with values from a database when the JSP output is returned to the
browser.

The table summarizes the tags. Click atag to link to its syntax description.

| Goal [ Tag | Details
ETSbF??i?’ea”ab'%'” <INSERT> [Thisis the base tag for specifyingvariable fields,

Use the <REPEAT> tag to iterate over a database query results set. The
_ <REPEAT> tag iterates from the start value to the end value until one of
Repeating a block the following conditions is met:

of HTML tagging _
that contains the “REPEAT> « Theendvaueisreached.

<INSERT> tags and o An ArraylndexOutofBoundsException is thrown.

the HTML tags for _ _

formatting content The output of a<REPEAT> block is buffered until the block completes. If
an exception is thrown before a block completes, no output is written for
that block.

The above tags are designed to pass entact through HTML authoringtools. Each tag has a corresponding end
tag. Each tag iscase-insensitive, but some of the tag attributes are case-sensitive.
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4.2.

2.3.8.1.1: JSP .91 syntax: <INSERT> tag syntax

<i nsert requestparnrpval ue requestattr=aval ue bean=nane
property=property_ nane(optional _index).subproperty nane(optional _i ndex)
def aul t =val ue_when_nul | ></i nsert >

where;

requestparm

The parameter to access within the request object. This attributel s case-sensitive and cannot be used with
the bean and propertyattributes.

requestattr

The attribute to access within the request object. The attributewould have been set using the setAttribute
method. This attribute iscase-sensitive and cannot be used with the bean and propertyattributes.

bean

The name of the JavaBean declared by a <BEAN> tag within the JSPfile. The value of this attributeis
case-sengitive.

When the bean attribute is specified but the property attribute is notspecified, the entire bean isused in
the substitution. For example, ifthe bean is type String and the property is not specified, the value of
thestring is substituted.

property

The property of the bean to access for substitution. The value ofthe attribute is case-sensitive and is the
local e-independent name of theproperty. This attribute cannot be used with the requestparm
andrequestattr attributes.

default

An optional string to display when the value of the bean property isnull. If the string contains more than
one word, the string must beenclosed within a pair of double quotes (such as "HelpDesk number").The
value of this attribute is case-sensitive. If avalue is notspecified, an empty string is substituted when the
value of the property isnull.

Use the alternate syntax instead if you need to embed the INSERT tag withinanother HTML tag.
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4.2.2.3.8.1.1a: JSP .91 syntax: Alternate syntax for the
<INSERT> tag

The HTML standard does not permit embedding HTML tags within HTML tags. Consequently, you cannot
embed the <INSERT> tag within another HTML tag, for example, the anchor tag (<A>). Instead, use the
aternate syntax.
To use the alternate syntax:
1. Usethe <INSERT> and </INSERT> to enclose the HTML tag inwhich substitution isto take place.
2. Specify the bean and property attributes:
o To specify the bean and property attributes, use the form:
$(bean=b property=p defaul t =d)
where b, p, and d are values as described forthe <INSERT> tag.
o To specify the requestparm attribute, use the form
$(request parmer def aul t =d)
where r and d are values as described for the <INSERT> tag.
o To specify the requestattr attribute, use the form
$(requestattr=r default=d)
where r and d are values as described for the <INSERT> tag.
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4.2.2.3.8.1.1b: Example: JSP .91 syntax: INSERT tag syntax

Regular syntax

<i nsert bean=userProfile property=usernanme></insert><insert requestparmconpany defaul t="1BM
Cor poration"></insert><insert requestattr=ceo default="Conpany CEQ' ></insert><insert
bean=userProfil e property=l astconnecti ondate. mont h></insert>

In most cases, the value of the property attribute will be just theproperty name. However, you access a property of a property(sub-property) by
specifying the full form of the property attribute. The full form also gives you the option to specify an index for indexedproperties. The optional
index can be a constant (such as 2) or anindex like the one described in <REPEAT> tag. Some examples of using the full form of the property
attribute:

<insert bean=staffQuery property=address(current Addressl ndex)></insert><i nsert bean=shoppi ngCart
property=itens(4).price></insert><insert bean=fooBean property=foo(2).bat(3).boo.far></insert>

Alternate syntax

<insert> <ing src=$(bean=product Ads property=sal e default=default.gif)></insert> <insert> <a
href ="http://ww. nyserver. com nap/ showrap. cgi ?count r y=$(r equest par mecount ry

def aul t =usa) &ci t y$(request parmeci ty defaul t ="Research Triangle Park") &enail =$(bean=userlnfo
property=email ) >Show map of city</a></insert>
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4.2.2.3.8.1.2: JSP .91 syntax: <REPEAT> tag syntax

<repeat index=nane start=starting_index end=endi ng_i ndex></repeat >
where:
o index
An optional name used to identify the index of this repeat block.The value is case-sensitive and its scope
isthe JSPfile.
o Start

An optional starting index value for this repeat block. The defaultis 0.
o end

An optional ending index value for this repeat block. The maximumvalue is 2,147,483,647. If the value
of the end attribute is less thanthe value of the start attribute, the end attribute isignored.
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4.2.2.3.8.1.2a: JSP .91 syntax: <REPEAT> tag results set and the associated bean

The <REPEAT> tag iterates over aresults set. The results set is contained within a JavaBean. The bean can be a static bean (for example, a bean created by using the IBM WebSphere Studio database wizard) or adynamically generated bean (for example, a bean generated by the<DBQUERY > tag). The following
table is a graphic representation of the contents of a bean, myBean:

coll |col2 col3

rowO [friends|Romans [countrymen
rowl |bacon |lettuce [tomato
row2(May |June  [July

Some observations about the bean:
« The column names in the database table become the property names of the bean. The section <DBQUERY > tag describes a technique for mapping the column names to different property names.
« The bean properties are indexed. For example, myBean.get(Col 1(row2)) returns May .
« Thequery results are in the rows. The <REPEAT> tag iterates over the rows (beginning at the start row).

The following table compares using the <REPEAT> tag to iterate over static bean versus adynamically generated bean:

Static Bean Example <DBQUERY > Bean Example

myBean.class JSP file

// Code to get a connection// Code to get the data Select * fromnyTable;// Code to close the connectj<dibconnect id="conn"userid="alice"passwd="test"url="jdbc: db2: sanpl e"driver="COM i bm db2. j dbc. app. DB2Dri ver" <

ISP file i d="dynam c" connection="conn" > Select * from nyTabl e; </ dbquery><repeat index=abc> <insert bean="dynanic"
. X . property="col 1(abc)"> </insert></repeat>

<repeat index=abc> <insert bean="nyBean" property="col 1(abc)"> </insert></repeat>

o [

« The bean (dynamic) is generated by the <DBQUERY > tag and does not exist until the tag is executed.

The method t h s B o ind « The method to access the bean properties is dynamic.getVa ue(" property”, index).

em . ° © X prgper '_S 'smy aal?.g {property(in e_x))' . . . « You can omit the property index, in which case the index of the enclosing <REPEAT> tag is used. Y ou can also omit the index on the <REPEAT> tag.
Y ou can omit the property index, in which case the index of the enclosing <REPEAT> tag is used. Y ou can also omit the index on the . . - .
<REPEAT> tag « The <REPEAT> tag iterates over the bean properties row by row, beginning with the start row.

The bean (myBean.class) is a static bean.

The <REPEAT> tag iterates over the bean properties row by row, beginning with the start row.

Implicit and explicit indexing

Examples 1, 2, and 3 show how to use the <REPEAT> tag. Theexamples produce the same output if all indexed properties have 300 or fewerelements. If there are more than 300 elements, Examples 1 and 2 willdisplay all elements, while Example 3 will show only the first 300elements.

Example 1 shows implicit indexing with the default start and default endindex. The bean with the smallest number of indexed properties restricts the number of times the loop will repeat.
<t abl e><repeat > <tr><td><insert bean=servicelLocationsQuery property=city></insert></tr></td> <tr><td><insert

bean=servi ceLocati onsQuery property=address></insert></tr></td> <tr><td><insert bean=servicelLocationsQuery

property=t el ephone></insert></tr></td></repeat ></tabl e>

Example 2 shows indexing, starting index, and ending index:

<t abl e><repeat index=nylndex start=0 end=2147483647> <tr><td><insert bean=servicelLocationsQuery
property=ci ty(nylndex)></insert></tr></td> <tr><td><insert bean=servicelLocationsQery
property=address(nyl ndex)></insert></tr></td> <tr><td><insert bean=servicelLocati onsQuery
property=t el ephone(nyl ndex) ></i nsert></tr></td></repeat ></tabl e>

The JSP compiler for the Application Server Version 3 is designed to prevent the ArraylndexOutof BoundsException with explicit indexing. Consequently, you do not need to place JSP variable data syntax before the <INSERT> tag to check the validity of the index.

Example 3 shows explicit indexing and ending index with implicit startingindex. Although the index attribute is specified, the indexed propertycity can still be implicitly indexed because the ( my| ndex) is not required.

<t abl e><repeat index=nylndex end=299> <tr><td><insert bean=servicelLocationsQuery property=city></insert></tr></td>
<tr><td><insert bean=servicelLocationsQuery property=address(nylndex)></insert></tr></td> <tr><td><insert
bean=servi ceLocati onsQuery property=tel ephone(nyl ndex)></i nsert></tr></td></repeat></tabl e>

Nesting <REPEAT> tags
You can nest <REPEAT> blocks. Each block is separatelyindexed. This capability is useful for interleaving properties on twobeans, or properties that have sub-properties. In the example, two<REPEAT> blocks are nested to display the list of songs on each compactdisc in the user's shopping cart.

<repeat index=cdi ndex> <hl><insert bean=shoppingCart property=cds.title></insert></hl> <table> <repeat> <tr><td><insert
bean=shoppi ngCart property=cds(cdi ndex). playlist></insert> </td></tr> </table> </repeat></repeat>




4.2.2.3.8.2: JSP .91 syntax: JSP tags for database

aCCessS

The Application Server Version 3.5 extends JSP 0.91 support by providing a set of tags for database access.
These HTML-like tags make it ssmple to add a database connection to a Web page and then use that connection
to query or update the database. The user ID and password for the database connection can be provided by the
user at request time or hardcoded within the JSP file.

The table summarizes the tags. Click atag to link to its syntax description.

| Goal

Tag

Details and examples

Specify information needed to
make a connection to aJDBC
or an ODBC database

<DBCONNECT>

The <DBCONNECT> tag does not establish
the connection. Instead, the <DBQUERY > and
<DBMODIFY > tags are used to reference a
<DBCONNECT> tag in the same JSP file and
establish the connection.

When the JSP file is compiled into a servlet,
the Java processor adds the Java coding for the
<DBCONNECT> tag to the servlet's service()
method, which means a new database
connection is created for each request for the
JSPfile.

Examples:
Employee.jsp example

Avoid hard coding the user ID
and password in the
<DBCONNECT> tag

<USERID> and <PASSWD>

Use the <USERID> and <PASSWD> tagsto
accept user input for the values and then add
that data to the request object where it can be
accessed by a JSPfile (such asthe
Employee.jsp example) that requests the
database connection.

The <USERID> and <PASSWD> tags must be
used within a<DBCONNECT> tag.

Examples:
None

Establish a connection to a
database, submit database
queries, and return the results
Set.
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<DBQUERY >

The <DBQUERY > tag:

1. Referencesa<DBCONNECT>tagin
the same JSP file and uses the
information provided by that tag to
determine the database URL and
driver. The user ID and password are
also obtained from the
<DBCONNECT> tag if those values
are provided in the <DBCONNECT>
tag.

2. Establishes anew connection

3. Retrieves and caches datain the results
object

4. Closes the connection (releases the



http://localhost/v355makePDF/advanced/nav_Devguidenav/Employee.jsp.html

connection resource)

Examples:
Basic example

Employee.jsp
EmployeeRepeatResults.jsp

Establish a connection to a
database and then add records
to a database table.

<DBMODIFY >

The <DBMODIFY > tag:

1. Referencesa<DBCONNECT>tagin
the same JSP file and uses the
information provided by that tag to
determine the database URL and
driver. The user ID and password are
also obtained from the
<DBCONNECT> tag if those values
are provided in the <DBCONNECT>
tag.

2. Establishes anew connection

3. Updates atable in the database

4. Closes the connection (releases the
connection resource)

Examples:
Basic example

EmployeeRepeatResults.jsp

Display query results

<REPEAT> and <INSERT>
tags

The <REPEAT> tag loops through each of the
rows in the query results.

The <INSERT> tag uses the query results
object (for the <DBQUERY > tag whose
identifier is specified by the <INSERT> bean
attribute) and the appropriate column name
(specified by the <INSERT> property
attribute) to retrieve the value.

Examples:
Basic example
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4.2.

2.3.8.2.1: JSP .91 syntax: <DBCONNECT> tag syntax

<dbconnect id="connection_id" userid="db_user" passwd="user_password"
ur | ="j dbc: subpr ot ocol : dat abase" dri ver ="dat abase_dri ver _nane" j ndi nane="JNDI _cont ext/| ogi cal _nane"
xm ref="configuration_file"></dbconnect >
where:
. id

A required identifier for thistag. The scope isthe JSP file. Thisidentifier is referenced by the connection attribute of the <DBQUERY > tag.
userid

An optional attribute that specifies avalid user 1D for the database to be accessed. If specified, this attribute and its value are added to the
reguest object.

Although the userid attribute is optional, the userid must be provided. See <USERID> and <PASSWD> for an alternative to hardcoding this
information in the JSP file.
passwd

An optional attribute that specifies the user password for the userid. (This attribute is not optional if the userid attribute is specified.) If
specified, this attribute and its val ue are added to the request object.

Although the passwd attribute is optional, the password must be provided. See <USERID> and <PASSWD> for an alternative to hardcoding
this attribute in the JSPfile.
url and driver

To establish a database connection, the URL and driver must be provided. If these attributes are not specified in the <DBCONNECT> tag, the
xmlref attribute or the jndiname attribute must be specified.

The Application Server Version 3 supports connection to JDBC databases and ODBC databases. When connecting to an ODBC database, you
can use the Sun JDBC-to-ODBC bridge driver included in the Java Development Kit (JDK) or another vendor's ODBC driver.

The url attribute specifies the location of the database. The driver attribute specifies the name of the driver to be used to establish the database
connection.

For a connection to a JDBC database, the URL consists of the following colon-separated elements: jdbc, the sub-protocol name, and the name
of the database table to be accessed. An example for a connection to the Sample database included with IBM DB2is:

url ="j dbc: db2: sanpl e"dri ver="COM i bm db2. j dbc. app. DB2Dri ver"

If the database is an ODBC database, you can use an ODBC driver or the the Sun JDBC-to-ODBC bridge included with the JDK. If you want
to use an ODBC driver, refer to the driver documentation for instructions on specifying the database location (the url attribute) and the driver
name.

In the case of the bridge, the url syntax is jdbc:odbc:database. An exampleis:
url ="j dbc: odbc: aut os"driver="sun.j dbc. odbc. JdbcCdbcDri ver"

[il To enable the Application Server to access the ODBC database, use the ODBC Data Source Administrator to add the
ODBC data source to the System DSN configuration. To access the ODBC Administrator, click the ODBC icon on the
Windows NT Control Panel.

[ 1f your JSP accesses a different JDBC or ODBC database than the one the Application Server uses for its repository,
ensure that you add the JDBC or ODBC driver for the other database to the Application Server's classpath.

jndiname

An optional attribute that identifies avalid context in the Application Server INDI naming context and the logical name of the data sourcein
that context. The context is configured by the Web administrator using an administrative client such as the WebSphere Administrative
Console.

If the jndiname is specified, the JSP processor ignores the driver and url attributes on the <DBCONNECT> tag or in the file specified by the
xmiref tag.

xmlr ef

A file (in XML format) that contains the URL, driver, user ID, password information needed for a connection. This mechanism provides Web
administrators an aternative method for specifying the user ID and password. It is an aternative to hardcoding the information in a
<DBCONNECT> tag or reading the information from the request object parameters. Thisis useful when third-party vendors develop your
JSP files and when you need to make quick changes or test an application with a different data source.

When the JSP compiler processes the <DBCONNECT> tag, it reads all of the specified tag attributes. If any of the required attributes are
missing, the compiler checks for an xmiref attribute. If the attribute is specified, the compiler reads the configuration file.

The xmiref takes precedence over the <DBCONNECT> tag. For example, if the <DBCONNECT> tag and the xmref file include values for
the URL and the the driver, the values in the xmiref file are used.
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The configuration file can have any filename and extension that is valid for the operating system. Place the file in the same directory as the
JSP that contains the referring <DBCONNECT> tag. An example of aconfiguration fileis:

<?xm version="1.0" ?><db-info> «<url>jdbc:odbc:autos</url> <user-id>smth</user-id>
<dbDri ver >sun. j dbc. odbc. JdbcQdbcDri ver </ dbDri ver> <passwor d>v598nx/ passwor d>
<j ndi Narme>j dbc/ deno/ sanpl e</j ndi Name></ db-i nf 0>

All of the elements shown in the example XML file need to be specified. However, an empty element (such as <url></url>) isvalid.
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4.2.2.3.8.2.2: JSP .91 syntax: <USERID> and <PASSWD> tag syntax

<dbconnect id="connection_id" <font col or="red"><useri d></font ><i nsert
request parme"useri d"></insert><font col or="red"></useri d></font> <f ont
col or="red" ><passwd></f ont ><i nsert request par n¥"passwd" ></i nsert><font col or="red"></ passwd></f ont >
url ="protocol : dat abase_nane: dat abase_t abl e" driver="JDBC driver_nane"> </dbconnect >
where:
o <INSERT>

Thistag isaJSP tag for including variable data. See JSP tags for variable data.
o useridtag
Thisis areference to the request parameter that contains the userid. The parameter must have aready been added to the request object that

was passed to this JSP file. The attribute and its value can be set in the request object using an HTML form or aURL query string to pass the
user-specified request parameters.

See the Login.jsp and the Employee.jsp examples for an illustration of how to set the USERID and PASSWD using parameters in the request

object. The request parameters are set using an HTML form (Login.jsp). In the Employee.jsp, the values of the parameters are passed as
hidden form values to the EmployeeRepeatResults.jsp.

« passwd tag
Thisis areference to the request parameter that contains the password. The parameter must have already been added to the request object that

was passed to this JSP. The attribute and its value can be set in the request object using an HTML form or a URL query string to pass
user-specified values.
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4.2.2.3.8.2.3: JSP .91 syntax: <DBQUERY> tag

<l-- SELECT commands and (optional) JSP syntax can be placed within the DBQUERY tag. --><!-- Any

ot her syntax, including HTM. comments, are not valid. --><dbquery id="query_id"
connecti on="connection_id" |imt="val ue" ></dbquery>
where;

. id

Theidentifier of this query. The scopeisthe JSPfile. Thisidentifier is used to reference the query, for example, from the <INSERT>
tag to display query results.

The id becomes the name of a bean that contains the results set. The bean properties are dynamic and the property names are the names
of the columnsin the results set. If you want different column names, use the SQL keyword for specifying an alias on the SELECT
command. In the following example, the database table contains columns named FNAME and LNAME, but the SELECT statement
uses the AS keyword to map those column names to FirstName and LastName in the results set:

Sel ect FNAME, LNAME AS FirstName, LastNane from Enpl oyee where FNAME=' Jinmi

« connection
Theidentifier of a<DBCONNECT> tag in this JSP file. That <DBCONNECT> tag provides the database URL, driver name, and
(optionally) the user ID and password for the connection.

o limit
An optional attribute that constrains the maximum number of records returned by a query. If the attribute is not specified, no limitis
used and the effective limit is determined by the number of records and the system caching capability.

o SELECT command and JSP syntax
Because the <DBQUERY > tag must return aresults set, the only valid SQL command is SELECT. Refer to your database

documentation for information about the SELECT command. See other sections of this document for a description of JSP syntax for
variable data and inline Java code.
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4.2.2.3.8.2.3a: Example: JSP .91 syntax: <DBQUERY> tag
syntax

In the following example, a database is queried for data about employees in a specified department. The department is
specified using the <INSERT> tag to embed a variable data field. The value of that field is based on user input.

<dbquery id="enpgs" connection="conn" >select * from Enpl oyee where WORKDEPT=' <| NSERT
r equest par " WORKDEPT" ></ | NSERT>' </ dbquer y>
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4.2.2.3.8.2.4: JSP .91 syntax: <DBMODIFY> tag syntax

<l-- Any valid database update commands can be placed within the DBMODI FY tag. --><!-- Any other

syntax, including HTM. comments, are not valid. --><dbnodify connection="connection_id" ></dbnodify>
where:
 connection

The identifier of a<DBCONNECT> tag in this JSP file. That <DBCONNECT> tag provides the database URL, driver name, and (optionally)
the user ID and password for the connection.

« Database commands
Refer to your database documentation for valid database commands.

In the following example, a new employee record is added to a database. The values of the fields are based on user input from this JSP and
referenced in the database commands using <INSERT> tags.

<dbmodi fy connection="conn" >insert into EMPLOYEE

(EMPNO, FI RSTNME, M DI NI T, LASTNAME, WORKDEPT, EDLEVEL) val ues (" <I NSERT

request par n=" EMPNO' ></ | NSERT>' , ' <I NSERT r equest par ne" FI RSTNVE" ></ | NSERT>' , ' <I NSERT
request parn="M DI NI T" ></ | NSERT>' , ' <I NSERT request par n" LASTNAMVE" ></ | NSERT>' | ' <I NSERT
request par n=" WORKDEPT" ></ | NSERT>' | <I NSERT r equest par m=" EDLEVEL" ></ | NSERT>) </ dbnodi f y>

The EmployeeRepeatResults.jsp example illustrates this tag.

Displaying query results

To display the query results, use the <REPEAT> and <INSERT> tags. The <REPEAT> tag loops through each of the rowsin the query results. The
<INSERT> tag uses the query results object (for the <DBQUERY > tag whose identifier is specified by the <INSERT> bean attribute) and the
appropriate column name (specified by the <INSERT> property attribute) to retrieve the value. An exampleis:

<repeat ><tr> <t d><I NSERT bean="enpqgs" property="EMPNO'></ | NSERT> <I NSERT bean="enpqgs"
property="FI RSTNVE" ></ | NSERT> <I NSERT bean="enpqs" property="WORKDEPT" ></ | NSERT> <I NSERT
bean="enpqs" property="EDLEVEL" ></ | NSERT> </td></tr></repeat>

JSP 0.91 APIs and migration

Two interfaces support the JSP 0.91 technology. TheseAPIs provide away to separate content generation (business logic) from thepresentation of the
content (HTML formatting). This separation enablesservlets to generate content and store the content (for example, in a bean) inthe request object.
The servlet that generated the context generates aresponse by passing the request object to a JSP file that contains the HTMLformatting. The
<BEAN> tag provides access to the businesslogic.
The interfaces that supported JSP 0.91 for the Application Server Version 3 are:
o javax.servlet.http.HttpServletRequest.setAttribute()
Supports setting attributes in the request object. For the Application Server Version 2, this interface was
com.sun.server.http.HttpServiceRequest.setAttribute().
o javax.servlet.http.RequestDispatcher.forward()

Supports forwarding a response object to another servlet or JSP. For the Application Server Version 2, thisinterface was
com.sun.server.http.HttpServiceResponse.cal | Page().
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4.2.2.3.8.2.4a: Example: JSP .91 syntax: <DBMODIFY> tag syntax

In the following example, a new employee record is added to a database. The values of the fields are based on user input from this JSP and
referenced in the database commands using <INSERT> tags.

<dbnodi fy connection="conn" >insert into EMPLOYEE

( EMPNO, FI RSTNME, M DI NI T, LASTNAME, WORKDEPT, EDLEVEL) val ues (" <I NSERT

request par n¥" EMPNO' ></ | NSERT>' | ' <I NSERT request par n=" FI RSTNVE" ></ | NSERT>' , ' <I NSERT
request parn="M DI NI T" ></ | NSERT>'" , ' <I NSERT r equest par n¥" LASTNAME" ></ | NSERT>'" , ' <|I NSERT
request par n=" WORKDEPT" ></ | NSERT>' , <I NSERT r equest par n¥" EDLEVEL" ></ | NSERT>) </ dbnodi f y>
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4.2.2.3.8.2.5a: Example: JSP .91 syntax: <INSERT> and <REPEAT>
tags

<r epeat ><tr> <t d><I NSERT bean="enmpqgs" property="EMPNO' ></ | NSERT> <I NSERT bean="enpqgs"
property="Fl RSTNVE" ></ | NSERT> <I NSERT bean="enpgs" property="WORKDEPT" ></ | NSERT> <I NSERT
bean="enpqgs" property="EDLEVEL" ></ | NSERT> </td></tr></repeat >
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4.2.2.3a: JSP examples

The example JSP application accesses the Sampl e database that you can install with IBM DB2. The example
application includes:

’JSPLogi nJsp |An interface for logging in to the application

’JSPEmpI oyee.jsp |A dialog for querying and updating database records
’JSPEmpI oyeeRepeatResults.jsp |A dialog for displaying update confirmations and query results
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JSP code example - alogin

<HTML><HEAD><T| TLE>JSP: Login into the Enpl oyee Records

Cent er </ Tl TLE></ HEAD><BODY><H1><CENTER>Logi n i nto t he Enpl oyee Records Cent er </ CENTER></ HL><FORM
NAME=" Logi nFor ni' ACTI ON="enpl oyee. j sp" METHOD="post"

ENCODE="appl i cat i on/ x- www f or m ur | encoded" ><P>To login to the Enpl oyee Records Center, submt a

val i duserid and password to access the Sanpl e database installed under |BM DB2. </ P><TABLE><TR

VALI GNETOP ALI GNELEFT><TD><B><I >Useri d: </ | ></ B></ TD><TD><| NPUT TYPE="t ext" NAME="USERI D"
VALUE="user i d" ><BR></ TD></ TR><TR VALI GN=TOP ALI G\N=LEFT><TD><B><I| >Passwor d: </ | ></ B></ TD><TD><| NPUT
TYPE="passwor d" NAME="PASSWD' VALUE="passwor d"></ TD></ TR></ TABLE><I| NPUT TYPE="submi t" NAME="Submnit"
VALUE="LOG N' ></ FORM><HR></ BODY></ HTM_>
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JSP code example - view employee records

<HTML><HEAD><TI| TLE>JSP: Add and Vi ew Enpl oyee Recor ds</ Tl TLE></ HEAD><BCODY><H1><CENTER>Add and Vi ew
Enpl oyee Records</ CENTER></ H1><% String userl|D = request.get Paraneter ("USERID'); %<% String
passWord = request.get Paranmeter("PASSWD'); %<%- Cet a connection to the Sanple DB2 database using
paraneters from Login.jsp --%<tsx:dbconnect id="conn" wurl="jdbc:db2:sanple"

driver="COM i bm db2. j dbc. app. DB2Dr i ver " ><t sx: useri d><%-user | D¥%</ t sx: useri d><t sx: passwd><¥%passWr d%</ t sx: passwd></t sx: dbconnect ><FORV
NAME="Enpl oyeeFor m ACTI ON="enpl oyeeRepeat Resul ts. j sp" METHOD="post"

ENCODE="appl i cat i on/ x- ww« f or m ur | encoded" ><h2>Add Enpl oyee Recor d</ h2><P>To add a new enpl oyee
record to the database, submit the follow ng data: </ P><TABLE><TR VALI G\="TOP"

ALl G\N=" LEFT" ><TD><B><I| >Enpl oyee Number:<br>(1 to 6 characters)</1></B></TD><TD> <I NPUT TYPE="text"
NAME=" EMPNO' > </ TD></ TR><TR VALI G\N="TOP" ALI G\=" LEFT" ><TD><B><I| >Fi r st name: </ | ></ B></ TD><TD><I| NPUT
TYPE="t ext" NAME="FI RSTNME" VALUE="First Name"><BR></ TD></ TR><TR VALI G\="TOP"

ALl GN=" LEFT" ><TD><B><| >M ddl e I nitial : </ | ></ B></ TD><TD><| NPUT TYPE="text" NAME="M DI NI T"

VALUE=" M ><BR></ TD></ TR><TR VALI GN="TOP" ALI| G\N="LEFT" ><TD><B><| >Last Name: </|></B></ TD><TD><| NPUT
TYPE="t ext" NAME="LASTNAME' VALUE="Last Nane"><BR></ TD></ TR><TR VALI G\="TOP" AL| G\="LEFT" ><TD><% -
Query the database to get the list of departnents --%-<tsx:dbquery id="qgs" connection="conn" >

sel ect * from DEPARTMENT </t sx: dbquery><B><| >Depart nent: </ | ></ B></ TD><TD><SELECT NAME="WORKDEPT"

><t sx: repeat > <OPTI ON VALUE= "<t sx:get Property nane="qs" property="DEPTNO' />" ><tsx:getProperty
nane="qgs" property="DEPTNAME" /></tsx:repeat></ SELECT></ TD></ TR><TR VALI G\="TOP"

ALl G\=" LEFT" ><TD><B><| >Educat i on: </ | ></ B></ TD><TD><SELECT NAME="EDLEVEL" ><OPT| ON VALUE="1"
SELECTED>BS<OPTI ON VALUE="2">MS<OPTI ON VALUE="3">PhD</ SELECT></ TD></ TR></ TABLE><| NPUT TYPE="submit"
NAME=" Subni t" VALUE="Updat e" ><I NPUT TYPE="hi dden" NAME="USERI D' VALUE="<%-user | D%" ><| NPUT

TYPE="hi dden" NAME="PASSWD' VALUE="<%passWor d%" ></ FORM><HR><FORM NAME="Enpl oyeeFor ni'

ACTI ON=" enpl oyeeRepeat Resul ts. j sp" METHOD="post" ENCODE="appl i cati on/x-ww« f orm url encoded" ><h2>Vi ew
Enpl oyees by Depart nment </ h2><P>To vi ew records for enpl oyees by departnent, select the departnentand
submit the query: </ P><XTABLE><TR VALI G\N="TOP" AL| G\="LEFT" ><TD><B><| >Depart nent : </ | ></ B></ TD><TD><% -
Use the bean generated by earlier QUERY tag -- %<SELECT NAME="WORKDEPT" ><tsx:repeat> <OPTI ON VALUE=
"<tsx:get Property nane="qs" property="DEPTNO' />" ><tsx:getProperty nane="qs" property="DEPTNAVE"

/ ></t sx: r epeat ></ SELECT></ TD></ TR></ TABLE><| NPUT TYPE="submi t" NAME="Submi t" VALUE="Query" ><| NPUT
TYPE="hi dden" NAME="USERI D' VALUE="<%user | D¥%"><I NPUT TYPE="hi dden" NAME="PASSWD'

VALUE=" <%passWr d¥%" ></ FORM><HR></ BODY></ HTM_>
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JSP code example - EmployeeRepeatResults

<HTML><HEAD><TI TLE>JSP Enpl oyee Resul t s</ Tl TLE></ HEAD><H1><CENTER>EMPLOYEE RESULTS</ CENTER></ H1><BODY><% Stri ng user|D =

request . get Parameter ("USERI D'); %<% String passWrd = request . get Paranet er ("PASSW"); %<% String enpno =

request . get Paraneter ("EMPNO'); %<% String firstnme = request. get Paranmeter ("FI RSTNME") ; %<% String m di nit =
request.getParameter ("M DINIT"); %<% String | astnane = request. get Paramet er ("LASTNAME"); 9%<% String wor kdept =

request . get Par anmet er (" WORKDEPT"); %<% String edl evel = request.get Paraneter ("EDLEVEL"); %<!-- Get a connection to the |ocal

DB2 dat abase using paraneters fromlogin.jsp --><tsx:dbconnect id="conn" url="jdbc:db2: sanpl e"

driver="COM i bm db2. j dbc. app. DB2Dri ver " ><t sx: useri d><%user | D¥%</ t sx: useri d><t sx: passwd><%passWr d¥%</ t sx: passwd></t sx: dbconnect ><%
if ( ( request.getParaneter("Submit")).equal s("Update") ) { %<tsx:dbnodify connection="conn" > |NSERT |INTO EMPLOYEE

(EMPNO, FI RSTNME, M DI NI T, LASTNAME, WORKDEPT, EDLEVEL) VALUES ( ' <%enpno%', ' <% firstnme%’, ' <% m dinit %",

' <%l ast name%' , ' <% wor kdept %' , <Y%redl evel %) </t sx: dbrmodi f y> <B><UL>UPDATE SUCCESSFUL</ UL></ B> <BR><BR><t sx: dbquery
id="qgs" connection="conn" > select * from Enpl oyee where WORKDEPT= '<%wor kdept %' </t sx: dbquer y><B><CENTER><U>EMPLOYEE

LI ST</ U></ CENTER></ B><BR><BR><HR><TABLE><TR

VALI GN=BOT TOM><TD><B>EMPL OYEE<BR><U>NUMBER</ U></ B></ TD><TD><B><U>NAME</ U></ B></ TD><TD><B><U>DEPARTMENT</ U></ B></ TD>

<TD><B><U>EDUCATI ON</ U></ B></ TD></ TR><t sx: r epeat ><TR><TD><B><| ><t sx: get Property nane="qs" property="EVMPNO'

| ></ | ></ B></ TD><TD><B><| ><t sx: get Property name="qs" property="FI RSTNVE" /></|></B></ TD><TD><B><| ><t sx: get Property nane="gs"
property="WORKDEPT" /></|></B></ TD><TD><B><| ><t sx: get Property name="qs" property="EDLEVEL" /></|></B></TD></ TR></t sx: r epeat >

</ TABLE><HR><BR><% } %<%if ( ( request.getParanmeter("Submt")).equal s("Qery") ) { %-<tsx:dbquery id="gs2" connection="conn" >

sel ect * from Enpl oyee where WORKDEPT= ' <% wor kdept %' </t sx: dbquer y><B><CENTER><U>EMPLOYEE

LI ST</ U></ CENTER></ B><BR><BR><HR><TABLE><TR><TR

VALI GN=BOTTOM><TD><B>EMPL OYEE<BR><U>NUMBER</ U></ B></ TD><TD><B><U>NAME</ U></ B></ TD><TD><B><U>DEPARTMENT</ U></ B></ TD><TD><B><U>EDUCATI ON</ U></ B></ TD></ TR><t sx: r epeat ><TR><TD><B><| ><t sx: get Property
nane="qs2" property="EWPNO' /></|></B></ TD><TD><B><| ><t sx: get Property name="qs2" property="Fl RSTNMVE"

1 ></ | ></ B></ TD><TD><B><| ><t sx: get Property name="qs2" property="WORKDEPT" /></|></ B></ TD><TD><B><| ><t sx: get Property name="qs2"
property="EDLEVEL" /></|></B></TD></ TR></t sx: repeat > </ TABLE><HR><BR><% } %</ BODY></ HTM_>



4.2.2.3b: JSP .91 examples

The example JSP application accesses the Sampl e database that you can install with IBM DB2. The example
application includes:

’(Login.jsp) |An interface for logging in to the application
’(Empl oyee.jsp) |A dialog for querying and updating database records
’(Empl oyeeRepeatResults.jsp) |A dialog for displaying update confirmations and query results
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4.2.3: Incorporating XML

IBM WebSphere Application Server provides XML Document Structure Services, which consist of a document
parser, a document validator, and a document generator for server-side XML processing.

See article4.1.1.2 for all of the details about XML supportin the product.If you are just becoming familiar with
XML, start with article 0.33, aprimer on XML concepts, vocabulary, and uses.
Other related information provides guidance on the following topics:

« Structure -- defining and obeying the syntax for an XML tag set

« Content -- determining the mechanism for filling XML tags with data

« Presentation -- determining the mechanism for formatting and displaying XML content

In addition, some special topics are covered, including DOM objects andmanipulation of Channel Definition
Format (CDF) files asillustrated bythe SiteOutliner example.

When you install IBM WebSphere Application Server, the core XML APIs are automatically added to the
appropriate class path, enabling you to serve static XML documents as soon as the product is installed.

To serve XML documents that are dynamically generated, use the core APIsto develop servlets or Web
applications that generate XML documents (for example, the applications might read the document content
from a database) and then deploy those components on your application server.
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4.2.3.2: Specifying XML document structure

The structure of an XML document is governed by syntax rules for its tag set. Those tags are defined formally
in an XML-based grammar, such as a Document Type Definition (DTD). At the time of this publication, DTD
isthe most widely-implemented grammar. Therefore, this article discusses options for using DTDs.

Options for XML document structure include:

Do not usea DTD. Not using aDTD enables maximum flexibility in evolving XML document structure, but
this flexibility limits the ability to share the documents among users and applications. An XML document can
be parsed without aDTD. If the parser does not find aninline DTD or areference to an external DTD, the
parser proceeds using the actual structure of the tags within the document as an implied DTD. The processor
evaluates the document to determine whether it meets the rules for well-formedness.

Use a public DTD. Various industry and other interest groups are developing DTDs for categories of
documents, such as chemical data and archival documents. Many of these DTDs are in the public domain and
are available over the Internet. Using an industry standard DTD maximizes sharing documents among
applications that act on the grammar. If the standard DTD does not accomodate the schema the applications
need, flexibility is limited.

Several industry and interest groups have developed and proposed DTD grammars for the types of documents
they produce and exchange. To make it easier for you to use those grammars, local copies are installed with the
product. Use the grammars as examples in developing your own grammars as well as for creating and validating
XML documents of those types. The library islocated atproduct_installation_root\web\xmi\grammar\

Develop a DTD. If none of the public DTDs meet an enterprise's needs and enforcing document validity isa
requirement, the XML implementers can develop aDTD. Developing a DTD requires careful analysis of the
information (data) that the documents will contain.

For DTD updates,visit the XML Industry Portal.For details about the DTD specifications and sample DTDs,
refer tolBM's devel operWorkssite for education and other DTD resources.
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4.2.3.3: Providing XML document content

The content of an XML document is the actual data that appears within the document tags. XML implementers
must determine the source and the mechanism for putting the data into the document tags. The options include:

Static content. XML document content is created and stored on the Web server as static files. The XML
document author composes the document to include valid XML tags and datain a manner similar to how
HTML authors compose static HTML files. This approach works well for datathat is not expected to change or
that will change infrequently. Examples are journal articles, glossaries, and literature.

Dynamically generated content. XML document content can be dynamically generated from a database and
user input. In this scenario, XML-capable servlets, Java beans, and even inline Java code within a JavaServer
Page (JSP) file can be used to generate the XML document content.

A hybrid of static and dynamically generated content. This scenario involves a prudent combination of static
and dynamically generated content.

You can aso use XSL to add to or remove information from existing XML content.For details, see the Related
information.
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4.2.3.4: Rendering XML documents

Options for presenting XML documents include:

Present the XML document in an XML -enabled browser. An XML-enabled browser can parse a document,
apply its XSL stylesheet, and present the document to the user. Searching and enabling users to modify an XML
document are other possible functions of XML-enabled browsers.

Present the XML document to a browser that converts XML to HTML. Until XML-enabled browsers are
readily available, presenting XML documentsto users will involve converting the XML document to HTML.
That conversion can be handled by conversion-capable browsers. Another option isto use JavaScript or
ActiveX controls embedded within the XML document. Microsoft Internet Explorer Version 5 isan
XML-to-HTML converter. HTML is not the only format to which XML documents can be converted. It's just
the easiest to implement given the commerically available browsers and user agents.

Send an HTML fileto the browser. If the users do not have XML -capable browsers, the XML document must
be converted at the server before being transmitted to the browser. The server-side XML application that
handles the conversion could also determine the capability of the browser before converting the document to
HTML, to avoid unnecessary processing if the browser is XML -capable. The XSL processor included with this
product supports such server-side functions.

Using XSL to convert XML documents to other formats

IBM WebSphere Application Server includes the Lotus X SL processor and its open-sourceversion, Xalan, for
formatting and converting XML documents. Processing can be done at the server or at the browser, to HTML or
to other XML-compliant markup languages.For sample code, see the Xalan documentation.

Use of the XSL processor with the Xerces XML parserrequires aliaison object, as follows:

XSLTProcessor processor = XSLTPr ocessor Fact ory. get Processor ( new
com | otus. xm . xm 4j 2dom XM_4JLi ai son4dom() ) ;

Converting XML documents at the server

One option for presenting an XML document is for the server to convert the XML document to HTML and
return the HTML document to the client. On the server side, this typically requires the creation of a servletto
handle the processing of one data stream (the XML document)with another (the X SL document).The output of
that process is then forwarded back to the browser.

Server-side processing often requires the passing in of parameters through theX SL processor to customize the
output.For an example, see the Xaan documentation.
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4.2.3.6: Using DOM to incorporate XML documents
Into applications

The Document Object Model (DOM) isan API for representing XML and HTML documentsas objects that can
be accessed by object-oriented programs, such as business logic, for the purposes of creating, navigating,
mani pul ating, and modifying the documents.

Article 0.33.3 introduces DOM concepts and vocabulary. Article 4.1.1.2 tells youwhere to find the DOM
specification and org.w3c.dom package.

Article 4.2.3.6.1 providesa quick reference so that you can jump right into DOM development, referring to
thepackage and specification as needed.
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4.2.3.6.1: Quick reference to DOM object interfaces

This section highlights afew of the object interfaces. Refer to theDOM Specification for details (see article

41.1.2).

Node methods

Node methods include:

|Method | Description

| hasChildNodes | Returns a boolean to indicate whether a node has children

appendNode Appends a new child node to the end of the list of children for a
parent node

|insertBefore | Inserts a child node before the existing child node

removeChild Removes the specified child node from the node list and returns
the node

replaceChild Replaces the specified child node with the specified new node and
returns the new node

Document methods

The Document object represents the entire XML document. Document methods include:

|Method | Description

createElement Creates and returns an Element (tag) of the type specified. If the
document will be validated against aDTD, that DTD must contain
an Element declaration for the created element.

’ createTextNode ’ Creates a Text node that contains the specified string

createComment Creates a Comment node with the specified content (enclosed

within<! - - and - - > tags)

createAttribute

Creates an Attribute node of the specified name. Use the
setAttribute method of Element to set the value of the Attribute. If
the document will be validated against aDTD, that DTD must
contain an Attribute declaration for the created attribute.

createProcessingl nstruction

Creates a Processing I nstruction with the specified name and data
(enclosed within <? and ?> tags). A processing instruction isan
instruction to the application (such as an XML document formatter)

that receives the XML document.

Element methods

Element node methods include:

|Method | Description
’ getAttribute | Returns the value of the specified attribute or empty string
| setAttribute |Adds anew attribute-value pair to the element
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| removeAttribute | Removes the specified attribute from the element

getElementsByTagName Returns alist of the element descendants that have the specified
tag name

A Text node can be achild of an Element or Attribute node and contains the textual content (character data) for
the parent node. If the content does not include markup, all of the content is placed within asingle Text node. If

the content includes markup, that markup is placed in one or more Text nodes that are siblings of the Text node
that contains the non-markup content.

The Text node extends the CharacterData interface, which has methods for setting, getting, replacing, inserting,
and making other modifications to a Text node. In addition to those methods, the Text node adds a method:

|Method | Description
| splitText Splits the Text node at the specified offset. Returns a new Text node, which contains

the original content starting at the offset. The original Text node contains the content
from the beginning to the offset.
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4.2.3.6.2: Manually generating an XML element node

Y ou can manually create any XML element node by using the PseudoNode construct,as follows:
new PseudoNode("literal");

If aDOM tree contains PseudoNode instances, you can use the tree for printing only. PseudoNode prevents
validation against aDTD.
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4.2.3.7: SiteOutliner sample

The SiteOutliner servlet illustrates how to use the XML Document Structure Services to generate and view a
Channel Definition Format (CDF) file for atarget directory on the servlet's Web server. Use Lotus Notes 5 (the
Headlines page), Microsoft Internet Explorer 4 Channel Bar, PointCast, Netscape Navigator 4.06, orother
CDF-capable viewers to view and manipulate the CDF file.

SiteOutliner is part of the WebSphere Samples Gallery. When you open the gallery,follow the links to
SiteOutliner to run it on your local machine.
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4.2.4:. Putting it all together (Web applications)

This section discusses some Web application features, such as data access and security,that can implemented in
avariety of ways.
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4.2.4.2: Obtaining and using database connections

IBM WebSphere Application Server Version 3.5 provides two options for accessing database connections:

« Connection pooling (model based on JDBC 2.0)

« Connection manager (now deprecated, model based on JDBC 1.0)
Because connection pooling is the most efficient model for Web applications, it is recommended that you use
connection pooling for all new applications requiring database access. Y ou should consider migrating existing

applications to connection pooling if your applications use connection manager or the standard JDBC 1.0
methods for getting database connections.

IBM WebSphere Application Server also provides data access beans, which offer arich set of features for
working with relational database queries and result sets.

For a comprehensive treatment of WebSphere connection pooling and data access,be sure to read the IBM
whitepaper to be published on the Webduring the summer of 2001.

Tips for data access programming

If your product installation usesOracle or Sybase for the repository and you try to use DB2 datasourcesfor
enterprise beans,the DB2 JDBC driver might fail to load.To fix the problem, your administrator mustrun the
db2profile script.For details, see the Related information.
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4.2.4.2.1: Accessing data with the JDBC 2.0 Optional Package APlIs

In JDBC 1.0 and the IDBC 2.0 Core API, the DriverManager classis used exclusively for obtaining a connection to a database. The database URL,
user |D, and password are used in the getConnection() call. In the JDBC 2.0 Optional Package API, the DataSource object provides a means for
obtaining connections to a database. The benefit of using datasourcesis that the creation and management of the connection factory is centralized.
Applications do not need to have specific information like the database name, user ID, or password in order to obtain a connection to the database.

The steps for obtaining and using a connection with the JIDBC 2.0 Optional Package API differ sightly from those in the JDBC 2.0 Core AP
example. Using the extensions, you access arelational database as follows:

1. Retrieve a DataSource object from the INDI naming service

2. Obtain a Connection object from the datasource

3. Send SQL queries or updates to the database management system

4. Processtheresults
The connection obtained from the datasource is a pooled connection. This means that the Connection object is obtained from apool of connections

managed by IBM WebSphere Application Server.The following code fragment shows how to obtain and use a connection with the JDBC 2.0
Optional Package API:

try {// Retrieve a DataSource through the JNDI Naming Service java.util.Properties parns = new
java.util.Properties(); par ms. set Property(Context. | N TI AL_CONTEXT_FACTORY,
"comibmejs.ns.jndi.CNnitial Context Factory"); /'l Create the Initial Nam ng Context

j avax. nam ng. Cont ext ctx = new javax. nam ng. | niti al Context (parns); /'l Lookup through the naming
service to retrieve a DataSource object j avax. sql . Dat aSource ds =

(j avax. sql . Dat aSour ce) ct x. | ookup("j dbc/ Sanpl eDB") ; /1 Obtain a Connection fromthe DataSource

j ava. sql . Connection conn = ds.getConnection(); // query the database java.sql.Statement stm =
conn. createStatenent () ; java.sql . ResultSet rs = st . execut eQuery(" SELECT EMPNO, FI RSTNMVE,
LASTNAVE FROM SAMPLE") ; /'l process the results while (rs.next()) { String enpno =
rs.getString("EMPNO'); String firstnme = rs.getString("FlI RSTNVE") ; String | astname =
rs.getString("LASTNAME") ; /1l work with results }} catch (java.sqgl.SQException sqle) {// handle
SQLException} finally { try { if (rs !=null) rs.close(); } catch (java.sql.SQLException
sql e) { /1 can ignore } try { if (stnt !'= null) stnt.close(); } catch

(java. sqgl . SQLException sqgle) { /1 can ignore } try { if (conn I'= null) conn.close(); }

catch (SQ.Exception sqgle) { /1 can ignore }} /1 end finally

In the previous example, the first action isto retrieve a DataSource object from the INDI namespace. Thisis done by creating a Properties object of
parameters used to set up an Initial Context object. After a context is obtained, alookup on the context is performed to find the specific datasource
necessary, in this case, SampleDB.

(In this example, it is assumed the datasource has aready been created and bound into INDI by the WebSphere administrator. For information about
doing thisin application code, see the Related information.)

After a DataSource object is obtained, the application code calls getConnection()on the datasource to get a Connection object. After the connection is
acquired, the querying and processing steps are the same as for theJDBC 1.0 example.
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4.2.4.2.1.1: Creating datasources with the WebSphere connection
pooling API

IBM WebSphere Application Serverprovides a public API to enable you to configure a WebSphere datasource in application code.This is necessary
only when the application must create a datasource on demand.Otherwise, the datasource is configured by the administrator in the administrative
console.

The complete API specification can be found in javadoc for the class com.ibm.websphere.advanced.cm.factory.DataSourceFactory. See the Related
information.

To create a datasource on demand in an application, the application must do the following:
1. Create a Properties object with datasource properties
2. Obtain adatasource from the factory
3. Bind the datasource into JNDI

The following code fragment shows how an application would create a datasource and bind it into JINDI:

i mport comibm websphere. advanced. cm fact ory. Dat aSour ceFactory;...try { /1l Create a properties
file for the DataSource java.util.Properties prop = new java.util.Properties();

prop. put ( Dat aSour ceFact ory. NAME, " Sanpl eDB") ; pr op. put ( Dat aSour ceFact ory. DATASOURCE_CLASS_NAME,
"COM i bm db2. j dbc. DB2Connect i onPool Dat aSour ce") ; pr op. put ( Dat aSour ceFact ory. DESCRI PTI ON, "My

sanpl e dat asource"); prop. put (" dat abaseNane", "sanple");// Cbtain a DataSource fron
the factory Dat aSour ce ds = Dat aSour ceFactory. get Dat aSource(prop);// Bind the DataSource into JNDI
Dat aSour ceFact ory. bi ndDat aSour ce(ds);} catch (C assNot FoundException cnfe) {// check the class path
for all necessary classes} catch (CMractoryException cnfe) {// Exanple of exception: incorrect
properties} catch (Nanm ngException ne) {// Exanple of exception: datasource by this nanme nay

al ready exist}

To create a datasource for binding into JNDI, the application must firstcreate a Properties object to hold the DataSource configuration properties.The
only properties required for the datasource from a WebSphere perspective are:

« NAME -The name of the datasource. Thisis used to identify the datasource when it is bound into JNDI.

« DATASOURCE_CLASS NAME - The complete name of the DataSource class that can be found in the JDBC resource archive file(often
referred to as the JDBC driver package). This DataSource class will be used to create connections to the database. The class specified here
must implement javax.sgl.ConnectionPool DataSource or javax.sgl.X ADataSource.

However, depending on the DataSource class specified in the DATASOURCE_CLASS NAME property, there may be other vendor-specific
properties required. In this example, the databaseName property is also required,because DB2ConnectionPool DataSource is being used. For more
information on these vendor-specific properties, see the vendor's documentation for the complete list of properties supported for a datasource.

After aproperties object is created, the application can create a new DataSource object by calling getDataSource() on the factory, passing in the
Properties object as a parameter. This creates an object of type DataSource, but it is not yet bound into JNDI. To bind a datasource into JNDI,call
bindDataSource() on the factory.At this point, other applications can share the datasource by retrieving it from JNDI with the name property
specified on creation.

All other APIs specific to connection pooling are not public APIs. Applications that use a WebSphere datasource should followthe JDBC 2.0 Core
and JDBC 2.0 Optional Package APIs.

133



4.2.4.2.1.2: Tips for using connection pooling

Most best practices have been documented elsewhere in Related information.The following are additional items
that have not been explicitly called out:

Obtain and close connection in the same method.An application should obtain and close its connection in the
method that requires the connection. This keeps the application from holding resources not being used and
leaves more available connections in the pool for other applications. In addition, this practice removes the
temptation to use the same connection in multiple transactions, which, by default, is not allowed. This practice
does not cost the application much in performance,because the Connection object is from a pool of connections,
where the overhead for establishing the connection has already been incurred.Lastly, make sure to declare the
Connection object in the same method as the getConnection() call in a servlet;otherwise, the Connection object
works asif it is astatic variable(see "Worst Practices’ later in this article for problems with this).

If you opened it, closeit.All IDBC resources that have been obtained by an application should be explicitly
closed by that application. The product tries to clean up JDBC resources on a connection after the connection
has been closed. However, this behavior should not be relied upon, especially if the application might be
migrated to another platform in the future.

For servlets, obtain DataSourcein theinit() method.For performance reasons, it is usually a good ideato put
the INDI lookup for the datasource into the init() method of the serviet. Because the datasource issimply a
factory for connections that does not typically change,retrieving it in this method ensures that the lookup
happens only once.

Worst practices

The following are some very common problems with applications that should be avoided, because they most
often result in unexpected failures:

Do not close connectionsin a finalize() method.If an application waits to close a connection or other JDBC
resource until the finalize() method, the connection is not closed until the object that obtained it is
garbage-collected. Thisleadsto problems if the application is not very thorough about closing its JIDBC
resources, such as ResultSet objects. Databases can quickly run out of the memory required to store the
information about all of the JDBC resources it currently has open. In addition, the pool can quickly run out of
connections to service other requests.

Do not declar e connections as static objects.It is never recommended that connections be declared as static
objects. If aconnection is declared as static, the same connection might get used on different threads at the same
time. This causes a great deal of difficulty, within both the product and the database.

In servlets, do not declare Connection objects asinstance variables.In aservlet, al variables declared as
instance variables act asif they are class variables. For example, in aservlet with an instance variable
Connection conn = nul | ;

thisvariable acts asif it were static. In this case, all instances of the servlet use the same Connection object.
Thisis because asingle servlet instance can be used to serve multiple Web requests in different threads.

In CMP beans, do not manage data access.If a Container Managed Persistence (CMP) bean is writtenso that
it manages its own data access, this data access may be part of a global transaction. Generally, if specialized
data accessis required,use a BMP session bean.
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4.2.4.2.1.3: Handling data access exceptions

For data access, the standard Java exception class to catch is java.sgl.SQL Exception.|BM WebSphere Application Servermonitors for specific SQL
exceptions thrown from the database. Several of these exceptions are mapped to WebSphere-specific exceptions. The product provides
WebSphere-specific exceptions to ease development by not requiring you to know all of the database-specific SQL exceptions that could be thrown
intypical situations. In addition, monitoring SQL exceptions enables the product and application to recover from common problems like
intermittent network or database outages.

ConnectionWaitTimeoutException

This exception (com.ibm.gjs.cm.pool.ConnectionWaitTimeoutException) indicates that the application has waited for the connectionTimeout
(CONN_TIMEOUT) number of seconds and has not been returned a connection. This can occur when the pool is at its maximum size and al of the
connections are in use by other applications for the duration of the wait. In addition, there are no connections currently in use that the application
can share, because either the user |D and password are differentor it isin a different transaction.The following code fragment shows how to use this
exception:

j ava. sqgl . Connection conn = null;javax.sql.DataSource ds = null;...try {// Retrieve a DataSource

t hrough the JNDI Nami ng Service java.util.Properties parnms = new java.util.Properties();

set Property. put (Context. | N Tl AL_CONTEXT_FACTORY,

"com i bm webspher e. nam ng. Wenl ni ti al Cont ext Factory"); /1l Create the Initial Nami ng Context

j avax. nam ng. Context ctx = new j avax. nam ng. I ni ti al Cont ext ( par ns) ; /'l Lookup through the
nam ng service to retrieve a DataSource object javax. sql . Dat aSource ds =

(j avax. sql . Dat aSour ce) ct x. | ookup("j dbc/ Sanpl eDB") ; conn = ds. get Connection(); /1 work on

connection} catch (comibm ejs.cm pool.Connecti onWit Ti meout Exception cw) {// notify the user that
the systemcould not provide a // connection to the database} catch (java.sql.SQ.Exception sqle)
{/1 deal with exception}

In all casesin which the ConnectionWaitTimeoutException is caught, thereis very little to do in terms of recovery. It usually doesn't make senseto
retry the getConnection() method, because if alonger wait time is required, the connectionTimeout datasource property should be set higher.
Therefore, if this exception is caught by the application, the administrator should review the expected usage of the application and tune the
connection pool and the database accordingly.

StaleConnectionException

This exception (com.ibm.gjs.cm.portability.Stal eConnectionException)indicates that the connection currently being held is no longer valid. This can
occur for numerous reasons, including:

« The application fails to get a connectionbecause of a problem such as the database not being started.

« A connection is no longer usable because of a database failure. When an application tries to use a connection it previously obtained, the
connection is no longer valid. In this case, al connections currently in use by the application may prompt this exception.

« The application using the connection has already called close() and then tries to use the connection again.

« The connection has been orphaned, andthe application tries to use the orphaned connection.

« Theapplication tries to use a JDBC resource, such as Statement, obtained on a now-stale connection.
When application code catches StaleConnectionException, it should take explicit steps to handle the exception. StaleConnectionException extends
SQLException, so it can be thrown from any method that is declared to throw SQL Exception. The most common occasion for a
StaleConnectionException to be thrown is the first time a connection is used, just after it has been retrieved. Because connections are pooled, a
database failure is not detected until the operation immediately following itsretrieval from the pool, which is the first time communication with the
database is attempted. It is only when afailure is detected thatthe connection is marked stale. StaleConnectionException occurs less often if each

method that accesses the database gets a new connection from the pool. Typically, this occurs because all connections currently allocatedto an
application are marked stale; the more connections the application has, the more connections can be stale.

Generally,when a StaleConnectionException is caught, the transaction in which the connection was involvedneeds to be rolled back and a new
transaction begun with a new connection.

For more information and detailed code samples,be sure to read the IBM whitepaper to be published on the Webduring the summer of 2001.
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4.2.4.2.2: Accessing data with the JDBC 1.0 reference model

The reference model that uses the JDBC 1.0 APIs, which still work under JDBC 2.0 and Application Server Version 3.x, is based on the code fragments
shown in the following steps:

1. Load the driver for a specific relational database product. The specific driver class should be available from the WebSphere administrator.

This step istypically performed once, during the init() method of the servlet.
C ass. f or Name(" COM i bm db2. j dbc. app. DB2Dri ver");

2. Usethe static getConnection() method of the DriverManager class to get a JDBC connection to the relational database product, again using
parameters for the specific database product. The WebSphere administrator can provide the subprotocol, database, user 1D, and password
information.

This step is performed for each client request made to the servlet, typically in the doGet() or doPost() method. (The subprotocol and database
information are combined into what is called the database URL, shown as "jdbc:subprotocol :database” in the following code.)
Connection conn = Driver Manager. get Connecti on("j dbc: subpr ot ocol : dat abase", /| database URL
"userid", "password");

3. Given the connection, do the necessary data server interactions for each client request. This step istypically performed in the doGet() or doPost()
method.

4. At the end of each client request, free the connection resource. This step is typically performed at the end of the doGet() or doPost() method.
conn. cl ose();
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4.2.4.2.3: Accessing relational databases with the IBM
data access beans

Java programs that access JDBC-compliant relational databases typically use the classes and methods in the
java.sgl package to access data. Instead of using the java.sgl package, you can use the classes and methodsin
the package com.ibm.db, the IBM data access beans. This gives you additional features for data access beyond
those available in the java.sgl package.

The Related information discusses what the data access beans are, their advantages, and how to use them. A
data access bean uses a connection that you provide to it, such as a connection from a connection pool that you
get through a DataSource object.
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4.2.4.2.3.1: Example: Servlet using data access beans

The sample servlet uses the data access beans and is based on the sample servlet discussed in Article 4.2.4.2.1.1.
The connection pooling sample servlet uses classes such as Connection, Statement, and ResultSet from the
java.sgl package to interact with the database. In contrast, this sample servlet uses the data access beans, instead
of the classesin the java.sgl package, to interact with the database. For convenience, call this sample servlet the
DA (for data access beans) and call the sample servlet on which it is based the CP (for connection pooling).

The CP and DA sample servlets benefit from the performance and resource management enhancements made
possible by connection pooling. The programmer coding the DA sample serviet benefits from the additional
features and functions provided by the data access beans.

The DA sample servlet differs slightly from the CP sample servlet. This discussion covers only the changes. See
Article 4.2.4.2.1.1 for the discussion of the CP sample servlet. The DA sample servlet shows the basics of
connection pooling and the data access beans, but keeps other code to a minimum. Therefore, the servlet is not
entirely realistic. You are expected to be familiar with basic servlet and JDBC coding.

The changes

This section describes how the DA sample servlet differs from the CP sample servlet. To view the coding in one
or both of the samples while you read this section, click these links:

o DA sample
o CPsample

Steps 1 through 6 of the CP sample servlet are mostly unchanged in the DA sample servilet. The main changes
to the DA sample servlet are:

« New package

The com.ibm.db package (containing the data access beans classes) must be imported. The classesarein
the databeans.jar file, found in the lib directory under the Application Server root install directory. You
will need thisjar filein your CLASSPATH in order to compile a servlet using the data access beans.

o The metaDatavariable

Thisvariable is declared in the Variables section at the start of the code, outside of all methods. This
allows a singleinstance to be used by all incoming user requests. The full specification of the variableis
completed in the init() method.

« Theinit() method

New code has been appended to the init() method to do a one-time initialization on the metaData object
when the servlet isfirst loaded. The new code begins by creating the base query object sglQuery asa
String object. Note the two "?" parameter placeholders. The sglQuery object specifies the base query
within the metaData object. Finally, the metaData object is provided higher levels of data (metadata), in
addition to the base query, that will help with running the query and working with the results. The code
sample shows:

o The addParameter() method notes that when running the query, the parameter idParm is supplied
as aJava Integer datatype, for the convenience of the servlet, but that idParm should be
converted (through the metaData object) to do a query on the SMALLINT relational datatype of
the underlying relational data when running the query.

A similar use of the addParameter() method for the deptParm parameter notes that for the same
underlying SMALLINT relational datatype, the second parameter will exist as adifferent Java
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datatype within the servlet - as a String rather than as an Integer. Thus parameters can be Java
datatypes convenient for the Java application and can automatically be converted by the
metaData object to be consistent with the required relational datatype when the query is run.

Note that the "?" parameter placeholders in the sglQuery object and the addParameter() methods
arerelated. The first addParameter() attaches idParm to the first "?', and so on. Later, a
setParameter() will use idParm as an argument to replace the first "?" in the sglQuery object with
an actua value.

o The addColumn() method performs a function somewhat similar to the addParameter() method.
For each column of datato be retrieved from the relational table, the addColumn() method maps
arelational datatype to the Java datatype most convenient for use within the Java application.
The mapping is used when reading data out of the result cache and when making changes to the
cache (and then to the underlying relational table).

o The addTable() method explicitly specifies the underlying relational table. Thisinformationis
needed if changes to the result cache are to be propagated to the underlying relational table.

e Steps

Step 5 has been rewritten to use the data access beans to do the SQL query instead of the classesin the
java.sgl package. The query is run using the selectStatement object, which is a SelectStatement data
access bean.

Step 5 is part of the process of responding to the user request. When steps 1 through 4 have run, the
conn Connection object from the connection pool is available for use. The code shows:

1. The dataAccessConn object (a DatabaseConnection bean) is created to establish the link between
the data access beans and the database connection - the conn object.

2. The selectStatement object (a SelectStatement bean) is created, pointing to the database
connection through the dataA ccessConn object, and pointing to the query through the metaData
object.

3. Thequery is"completed" by specifying the parameters using the setParameter() method. The"?"
placeholdersin the sglQuery string are replaced with the parameter val ues specified.

4. The query is executed using the execute() method.

5. The result object (a SelectResult bean) is a cache containing the results of the query, created
using the getResult() method.

6. The data access beans offer arich set of features for working with the result cache - at this point
the code shows how the first row of the result cache (and the underlying relational table) can be
updated using standard Java coding, without the need for SQL syntax.

7. The close() method on the result cache breaks the link between the result cache and the
underlying relational table, but the data in the result cacheis still available for local access within
the servlet. After the close(), the database connection is unnecessary. Step 6 (which is unchanged
from the CP sample servlet) closes the database connection (in reality, the connection remains
open but is returned to the connection pool for use by another servlet request).

. Step 7
Step 7 has been entirely rewritten (with respect to the CP sample servlet) to use the query result cache

retrieved in Step 5 to prepare a response to the user. The query result cache is a SelectResult data access
bean.

Although the result cache is no longer linked to the underlying relational table, the cache can still be
accessed for local processing. In this step, the response is prepared and sent back to the user. The code
shows the following:

o The nextRow() and previousRow() methods are used to navigate through the result cache.
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Additional navigation methods are available.

o The getColumnVaue() method is used to retrieve data from the result cache. Because of
properties set earlier in creating the metaData object, the data can be easily cast to formats
convenient for the needs of the servlet.

A possible simplification

If you do not need to updatethe relational table, you can simplify the sample servlet:

« Attheend of theinit() method, you can drop the lines with the addColumn() and addTable() methods,
since the metaData object does not need to know as much if there are no relational table updates.

« You will aso need to drop the lines with the setColumnV alue() and updateRow() methods at the end of
step 5, because you are no longer updating the relational table.

« Finally, you can remove most of the type casts associated with the getColumnValue() methodsin step 7.
Y ou will, however, need to change the type cast to (Short) for the "ID" and "DEPT" use of the
getColumnValue() method.
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4.2.4.2.4: Database access by servlets and JSP files

Servlets using getConnection() to access a data source

When used without parameters, getConnection() assumes the default user 1D and password for a data source.
The WebSphere administrative clients do not offer away to configure a default user 1D and password for a data
source to be used by a servlet.

Therefore, servlets using getConnection() to access a data source should specify auser ID and password:
get Connecti on(useri d, password) ;
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4.2.4.4: Providing ways for clients to invoke
applications

A Web application is of little use if users cannot access it. Users access a Webapplication by invoking a
component that provides an entry point into the Web application, such as a JSP or servlet. The entry point is
usually accessible froma Web page or the like. See article Installing applications and setting classpathsfor more
information.
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4.2.4.4.1: Providing Web clients access to JSP files

Suppose an application contains one or more JSP files -- how does the applicationdevel oper alow auser at a
Web client (browser) to invoke the JSP files? The tablesummarizes the avail able approaches. Click an approach
for details.

| Programming appr oach | How user accesses JSP file

Provide the JSP file URL to users for direct access, or include | Type the JSP URL in abrowser, or follow a

an HREFink to the JSP file on the Web site link to it

Call JSPfile from an HTML form Fill out an HTML f_orm and submit it to the
JSP file for processing

Call JSP file from another JSP file Open a JSP file that invokes the JSP file
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4.2.4.4.1.1: Invoking servlets and JSP files by URLSs

Users can invoke a servlet or JSP file by its URL, using a browser to open:
http://your.server. nane/ application_Wb_path/servlet_or_JSP_Wb_ path

Users must be provided with the URL to use in order to invoke the servlet.See the Related information to learn
how to determine the URL.

{™ Appending / $/ f 0o to the URL allows you to access the servlet URL, butthe URL is then misunderstood by
the runtime environment.This type of URL may create a security exposure.The best practice for securing
servletsisto follow the Java security specifications documented in the Securing applications section.

Note that in order for servlets to be invoked by their class names,the administrator must have manually enabled
the option while configuring theWeb application to which the servlet belongs.
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4.2.4.4.1.2: Invoking servlets and JSP files within HTML forms

A Web page can be designed so that users can invoke a servlet or JSP file from an HTML form. An HTML form enables a user to enter dataon
aWeb page (from abrowser) and submit the datato a servlet, or aservlet generated by a JSP file.

The HTML FORM tag has attributes for specifying how to invoke the servlet or JSPfile:

FORM attribute Description
METHOD Indicates how user information is to be submitted.
ACTION |Indicates the URL used to invoke the serviet or JSP file

If the information entered by the user isto be submitted to aserviet by a GET or POST method, the servliet must override the doGet() method
or doPost() method. For JSP files, the override is notnecessary. The same service method that is called whether the form is submitted using
GET or POST.

Examples

Using GET:

<FORM METHOD="GET" ACTI ON="/applicati on_Web path/servlet_Wb_path"><!-- HTM. tags for text entry
areas, buttons, and other pronpts go here --></FORW

Using POST:

<FORM METHOD=" POST" ACTI ON="appl i cati on_Web_pat h/ servl et _Web_path"><!-- HTM. tags for text entry
areas, buttons, and other pronpts go here --></FORW
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4.2.4.4.1.2.1: Example: Invoking servlets within HTML
forms

Suppose the application programmer uses an HTML form toprovide users access to a servlet. Assuming the
METHOD attributeon the FORM tag is"GET," the flow is asfollows:

1. Theuser viewsthe form in abrowser. The user providesinformation requested by the form and specifies
to submit theform (usually by clicking a Submit button or other button visibleon the form).

2. The form encodes the user-supplied information into a URL-encodedquery string. It appends the query
string to the servlet URL andsubmits the entire URL.

3. The servlet processes the information. The getParameterNames(), getParameter(),
andgetParameterV alues() methods of the HttpServletRequest object provide accessto the form parameter
names and values in the client request. The extraction process also decodes the names and values.

4. Often, thefinal action of the servlet isto dynamically create an HTMLresponse (based on parameter
input from the form) and passit back to the userthrough the server. Methods of the HttpServletResponse
object are usedto send the response, which is sent back to the client as a complete HTML page.
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4.2.4.4.1.3: Invoking JSP files within other JSP files

An application developer can enable users to invoke a JSP file fromwithin another JSP file. Within the first JSP
file, the developer should use one of the following methods for invoking the second JSP file:

« Specify the URL of the second JSP file on the FORM ACTION attribute.

« Specify the URL of the second JSP file on the anchor tag HREF attribute(<a href="JSP_URL">).
« Usethejavax.servlet.http.RequestDispatcher.forward() method to invoke the second JSP file.

» Usethejsp:forward and jsp:include elements.
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4.2.4.4.2: Providing Web clients access to servlets

Suppose an application contains one or more servlets -- how doesthe application developer allow a user at a

Web client (browser) toinvoke the servlets? The table summarizes the available approaches. Clickan approach
for details.

| Programming appr oach | How user accesses servlet
Provide the servlet URL to users for direct access,or include an |Type the servlet URL in a browser, or follow
HREF link to the servlet URL on the Web site alink to it

Call servlet from an HTML form Fill out an HTML _form and submit it to the
servlet for processing

Open a JSP page that invokes the servlet

Call servlet from aJSP file
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4.2.4.4.2.1: Invoking servlets within SERVLET tags

The user can invoke a servlet from an HTML page containinga SERVLET tag.

{™ This method is not recommended becauseit only works with JSP .91, and withdrawal of JSP .91 supportis imminent.

The application developer includes a SERVLET tag in an HTML page tocause a server-side include in which everything between
andincluding the two SERVLET tagsis overlaid withthe output from the servlet called within the tags. As the name suggests,all
processing occurs on the server. Theresulting HTML page is sent to the user.

The following HTML fragment shows how to use the SERVLET tag:

<SERVLET NAME="nyservlet" CODE="nyservlet.class" CODEBASE="url" i nitparmi="val ue" ><PARAV
NANE="par ml" VALUE="val ue" ></ SERVLET>

Servlet attributes

The loaded servlet will assume a servlet name matching the name specifiedin the NAME attribute. Subsequent requests for that
servlet name will invokethe same servlet instance.

|SERVLET attribute| Description

INAME |It specifies a servlet name, or the servlet class name without the .class extension
|CODE |It specifies the serviet class name

|CODEBASE |It specifiesa URL on aremote system from which theservlet is to be loaded

Using the NAME and CODE attributes provides flexibility. Either or bothcan be used. CODEBASE is optional. With the product,
it is recommended thatyou specify both NAME and CODE, or only NAME if the NAME specifies the servlietname. |If only CODE
is specified, an instance of the servlet with NAME=CODE iscreated.

If both NAME and CODE are present, and NAME specifies an existing servlet,the servlet specified in NAME is always used.
Because the servletcreates part of an HTML file, the application devel oper will probably usea subclass of the HttpServiet
classwhen creating the servlet and override the doGet() method, because GET is thedefault method for providing information to the
servlet. Another optionis to override the service() method.

Parameter attributes

In the previous tagging example, parml is thename of an initialization parameter and value is the value of theparameter.

IPARAM attribute| Description
|NAM E |It specifies the name of the parameter for use with this particularinvocation of the servlet
|VALUE |It specifies the value of the parameter for use with this particularinvocation of the servlet

Y ou can specify more than one set of name-valuepairs. Use the getl nitParameterNames() and getl nitParameter() methodsof the
ServletConfig object (which the servlet engine passes to the servlet's init()method) to find a string array of parameter names and
values.

In the example, parml is the name of a parameter that is set tovalue after the servlet isinitialized. Because the parametersset using
the <PARAM> tag are available only through methods of aRequest object, the server must have invoked the serviet service()
method, passing a regquest from a user.

To get information about the user'srequest, the application developer should usethe getParameterNames(), getParameter(), and
getParameterV alues()methods.

The parameters set within the <PARAM> attribute are fora specific invocation of the servlet. If a second JSP file invokesthe same
servlet with no <PARAM> parameters, the <PARAM>parameters set by the first invocation of the servlet are not available to
thesecond invocation of the servlet.

In contrast, servlet initialization parameters are persistent. Suppose a clientinvokes the servlet by invoking an JSP file containing
some initializationparameters. Assume that a second client invokes the same servletthrough a second JSP file, which does not
specify any initializationparameters. The initialization parameters set by the first invocationof the servlet remain available and
unchanged through all successiveinvocations of the servlet through any other JSP file. The initializationparameters cannot be reset
until after the destroy() method has beencalled on the servlet.
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For example, if another JSP file specifies adifferent value for an initialization parameter but the servlet is alreadyloaded, the value
isignored.
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4.2.4.4.2.2: Invoking servlets within JSP files

Users can invoke servlets from within JavaServer Page (JSP)files. Application developers should consult the
JavaServer Pages (JSP)reference for a complete description of the JSP syntax.

Toinvoke aJSPfile, auser can either:
« UseaWeb browser to open the JSPfile
e UseaWeb browser to invoke a servlet that invokes the JSP file
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4.2.5: Using the Bean Scripting Framework

Most Web developers are familiar with using scripting languages to generateuser-cued HTML pages or to
create new browser windows.

The Bean Scripting Framework (BSF) enables devel opers to usescripting language functionsin their Java,
server-side applications. It also extends scripting languages so that existing Java classes and Java beanscan now
be invoked from that language.

With BSF, scripts can now create, manipulate and access values from Java objects and, conversely, Java
programs can nhow evaluate and accessresults from scripts.

BSF components:

WebSphere Application Server provides the Bean Scripting Framework (BSF),which consists of a BSF
Manager and a BSF Engine, and a scripting engine which is the Rhino version 1.5 environment from Netscape.

JavaScript from Netscape is the only language supported by WebSphere Application Server's implementation
of BSF.

The relationship of the BSF componentsisillustrated in the following graphic:

SEMNVEF

BSF
Managet

ESF

i Metzcape Rhino
= SEiiE Emwironment

[Soripting Engineg)

WebhSphere Application Server runtime environment

Features of BSF:

The BSF Manager is a bean that provides scripting services for the applicationand support services for the
scripting engine to enable it to interact with the VM.
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The BSF Engineis an interface that allows a specific scripting language,in this case Netscape's JavaScript, to
become part of the bean scripting framework.

Visit the BSF project Web sitefor news on the latest updates to BSF functionality.

See article "BSF examples and samples’ when you are ready to delve into programming examples.
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4.2.5.1: BSF examples and samples

There are no WebSphere Application Server implementation restrictions on using BSF.Invoke BSF as you would any other Web application, using the
instructionsin thearticle Installing application files to administer your application.

To test these code samples, from a Browser window,copy the code samples and paste them into your own file. Y ou can use any file name, but the file
extension must be .jsp. To see the results, the file must be servedfrom a server with a JSP engine, such as WebSphere Application Server.
The following steps and code samples describe how to implement BSF:

1. CreateaJSPfile

2. Change the Java code to JavaScript

3. Add therequired BSF tag asillustrated in the View 2 sample

4. Add thefile to the Web application document root directory

5. Invoke the code.

See the file JSP access models for more JSP information.
1. Create a JSP file that looks like this next example:

<htm > <head> <title> Tenperature Tabl e using Java >/title> </head> <body> <hl>Tenperature
Tabl e usi ng Java</ hl> <p>Anerican tourists visiting Canada can use this handy tenperature table
whi ch converts from Fahrenheit to Cel sius: <br> <br> <table BORDER COLS=2 W DTH="20% > <tr
BGCOLOR="#FFFF00" > <t h>Fahrenheit</th> <th>Celsius</th> </tr> <% for (int i=0; i<101; i+=10) {
out.println ("<tr ALI G\N=RI GHT BGCOLOR=\"#CCCCCQ\ " >"); out.println ("<td>" + i + "</td>");
out.println ("<td>" + ((i - 32)*5/9) + "</td>"); out.println ("</tr>"); } % </table> <p><i>
<% new java.util.Date () % </i></p> </body> </htnl>

2. Change the Java code in the previous file to JavaScriptso the file now looks like the following example:

<%@ page | anguage="j avascript" %

<htm > <head> <title> Tenperature Tabl e using JavaScript >/title> </head> <body>
<h1>Tenperature Tabl e using JavaScri pt</hl> <p>Anerican tourists visiting Canada can use this handy
tenperature table which converts from Fahrenheit to Cel sius: <br> <br> <table BORDER COLS=2

W DTH="20% > <tr BGCOLOR="#FFFF00"> <th>Fahrenheit</th> <th>Celsius</th> </tr> <% for (var

i =0; i<101; i+=10) { out.println ("<tr ALI GN=RI GHT BGCOLOR=\"#CCCCCC\ ">"); out.println
("<td>" + i + "</td>"); out.println ("<td>" + Math.round((i - 32)*5/9) + "</td>");
out.println ("</tr>"); } % </table> <p><i> <% new java.util.Date () % </i></p> </body>
</htm >

3. The only BSF-specific tag that isrequired in your fileis
<%@ page | anguage="j avascript" %
Thistag identifies the language to BSF. View 2 illustrates where thistag is located in thefile.
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4.2.8: Programming high performance Web
applications

This article offers tips and guidelines for creating Web applicationsthat perform well in the WebSphere
Application Server environment. It alsoincludes enterprise beans tips as appropriate.

Best Practices White Paper

Y ou are encouraged to refer to the IBM White Papers site for a White Paper entitled "WebSphere Application
Server Development Best Practices for Performance and Scalability.”

JNDI referencing caching and reuse of EJB homes

Version 3.5.2 introduced support for INDI reference caching.Y ou might wonder whether the "Best Practice”
about reusing EJB homesiis still needed inorder to improve performance. The answer isyes. Even with INDI
caching, properlywritten applications that cache EJB homes should still experience better performance than
those that perform the lookup for each call. Application-level caching avoids the context.lookup and
javax.rmi.PortableRemoteObject.narrow altogether. However, with the introduction of JNDI caching in Version
3.5.2, the penalty for applications that do not cache EJB homes is much less severe.

Use calls to ServletContext.log() sparingly

Each callsto the ServletContext.log() method is recorded in the WebSphereadministrative database. Overusing
calls to this method will seriously degrade performance. Limit callsto only those events that should
beconsidered SeriousEvents.
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4.2.9: Setting language encoding in Web applications

This article provides tips and guidelines for using various lanaguageencodings in WebSphere applications.

Viewing encoded output streams

The correct encoding must be used for sending characters from a servlet or JSP file to a Web browser. If Double
Byte Character Set (DBCS) output streams are notbeing displayed correctly in Web browser clients accessing
applicationsin the WebSphere Application Server environment, consider the following solutions.

Configure application servers

To configure an entire application serverto use a particular encoding, add the following command line argument
to the application server:

-Ddefaul t.client.encodi ng=encodi ng
where encoding is the encoding of your choice. The default value of default.client.encodingis™ UTF- 8" .

Specify encodings for particular JSP files or servlets

To specify the character encoding of the resulting stream, insert the encoding statement in the JSP file:
<%@ page content Type="encodi ng %
where encoding is the encoding of your choice.

For a servlet, add the statement:
Ht t pSer vl et Response. set Cont ent Type("text/ htnl ; charset =Bi g5");

The above example assumes that you want to use the Big5 character set to encode your servlet output. Y ou can
substitute a different encoding.

Run the entire product in a locale that supports the encoding

WebSphere Application Server can be run in the locale which supports that encoding. For instance, it can be run
in the zh-TW (Traditional Chinese Locale) which supports the Big5 encoding.

Specify the locale when you install IBM WebSphere Application Server.

Check the browser and operating system support

To display encoded charactersin your browser, a user must install the support for that language on his or her
operating system.

For Windows NT, accomplish this by opening Internet Explorer and clicking Tools -> Windows Update. This
will take you to the Windows Update site, which provides alist of languages for which you can install support
on your machine. From the list, select the languages that you want your system to support.

Writing to and from databases

When writing data to a database, a servlet (or other applicationcomponent) must use the same encoding as that
data stored in the database. Similarly,the database and a servlet obtaining data from the database must usethe
same encoding.
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For example, a servlet writing datain a Korean encoding cannot writethe data into a database configured with
an English encoding, unless theservlet first converts the data to an English encoding. The same s trueof any two
encodings.
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4.2.10: Converting WAR files to Web applications (wartowebapp script)

This script convertsaWAR file into aformat that can be used by a standalone Servlet engine runtime outside of the full WebSphere administration
system. It will not affect the operation of the WebSphere Application Server by configuring new web applications on the server. This script isintended
to provide ameans for devel opers to execute aweb application from XML on a Servlet Engine inside a development runtime environment (such as
VisualAge for Java). The wartowebapp script converts the web.xml file into a.webapp format file used by the Servlet engine.
The command line syntax is as follows:

wart owebapp [war filenane] [webapp destination] [virtual host nane] [webapp path] [webapp nane]

where:
« war filename- full path to the WAR file
« webapp destination - directory where web application will be rooted (a subdirectory will be created that matches the specified web app name)
« virtual host - name of the virtual host you wish this application to be accessible from
« webapp path - the context path of the web application
« Wwebapp name - the name of the web application you wish to use

Example:

wart owebapp c:\tenmp\servl et-tests.war c:\websphere\appserver\hosts\default_host def aul t _host
/servlet-tests servlet tests

If security is enabled, modify the sas.client.props file toauthenticate using the propertiesfile, instead of by prompting. See article 6.6.18 for details.
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4.3. Developing enterprise beans

Enterprise applications are applications that typically use enterprise beans. To develop enterprise applications,
you must:

1. Develop any session or entity beans your application will use
2. Create the deployment descriptor and the EJB JAR file.
3. Deploy the enterprise beans.

Enterprise applications support both transactions and security.
Wkiting Enterprise Beansis a programming guide for devel oping, packaging, anddepl oying enterprise beans in

IBM WebSphere Application Server. It discussesboth the Advanced Edition and Enterprise Edition of the
product.

Format

PDF

HTML

See section 4.3.1 for additional information that could not be added to the book in time for this product release.
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4.3.1: Late-breaking enterprise beans programming
tips

This article provides programming tips and considerations to supplementthe Writing Enterprise Beans book.
Also see the product Release Notes.

EJB jar files that contain both source and class files result in compile
errors or exceptions

Ensure your jar files only contain class files, images, and sounds. Source (. j ava) filesin your jar file will
cause exceptions when you run the application, or compile errorswhen you compile the source.

Disregard README.rmi-iiop / README.RMI-IIOP

The product installs an unnecessary file:
product _installation_root/java/ README.RM - 11 OP

If you encounter thisfile, disregard it. It instructs you to rename an rmictools.jar file that does not exist.
Because the wstools.jar is already installed,containing the necessary IBM implementations for 110OP, you do not
need torename the file in order to use the IBM rmic (Remote Method Invocation) compiler.

Avoid creating or accessing protected enterprise beans in the servlet
init() method

The Writing Enterprise Beans book contains a discussion of servletinit() methods in the context of developing
servlets that use enterprise beans. Hereis some additional information about the security aspect.

Although the init method is a good place to get references to EJB home objects, it is not a good place to create
enterprise beans or access other enterprise beans that might be protected with WebSphere security. Depending
on the authorization policy on the protected objects, creating or accessing these objects from withinthe servlet
init() method could fail for authentication or authorization reasons because they were not accessed with the
proper security credentials.

Creating or accessing protected objects should be doneafter the init() method, in one of the doXXX methods of
the servlet.

Deployment tool limitations

The enterprise bean deployment tool provided by WebSphere Application Servermaps all non-primitive Java
types to serialized BLOB objects when the beans are using a DB2database. For example, when a CMP bean
with field java.math.BigDecimal is deployedon DBZ2, its field becomes a BLOB data type.

If you need to map non-primitive types to other, more complex datatypes, consider using IBM VisualAge for
Javafor deployment.

Inheritance by remote objects

An enterprise bean or other remote object cannot inheritfrom two interfaces that have methods with the same
name, even if those methodshave different signatures, due to the Java-1DL mapping specification.
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Java programmers accustomed to the usual Javainheritance model shouldtake care to note this limitation of the
specification. By the Enterprise JavaBeans (EJB) specification, enterprise beans should not be written to inherit
from two interfaces as described above. If they do, they will encounter errors when deployed.

Option A caching incompatible with clusters and shared data

When Option A caching isin use, the application server hosting the enterprise bean container must be the only
updater of the datain the persistent store. As such, Option A caching is incompatible with:

« Workload managed servers (such as a cluster of clones)
« Database with data being shared among multiple applications

Shared database access corresponds to Option C caching. See theEJB specification for futher details.

Option A and Option C caching are also known as commit option Aand commit option C, respectively.

Best practice for data source ID and password

Although it is not necessary, it is good practice to specify the user IDand password for a data source either in
the enterprise bean to be using the data source, or the container of the bean.

Developer's Client Files for setting up Java application clients

In"Developing EJB clients," the Writing Enterprise Beans book states:

The Java client object request broker (ORB), which is automaticaly initialized in EJB clients,
does not support dynamic download of implementation bytecode from the server to the client. As
aresult, all classes required by the EJB client at runtime must be available from the files and
directoriesidentified in the client's CLASSPATH environment variable. For information on the
JAR filesrequired by EJB clients, see Setting the CLASSPATH environment variable in the EJB
server (AE) environment or Setting the CLASSPATH environment variable in the EJB server
(CB) environment.

Article 1.4 about installable components describes how to install the needed files on your machine. See the
tableentry for "full Java application client.”

Note a possible book correction: The English version of the Writing Enterprise Beans book refers only to one of
two installation options presented in article 1.4.1 -- you mightneed the option that it does not mention. The
trandated versions of thebook do not mention either option for installing a full Java applicationclient.

Commiting transactions based on EJB 1.1 specification

According to the EJB specifications, if an enterprisebean container catches an exception from the business
method of anenterprise bean, and the method is running within a container managed transaction, the container
should rollback the transaction before passing the exception on to the client.

However, if the business method is throwing an Application exception as defined in Chapter 12 of EJB 1.1
specification, then the normal behavior for the container in this caseisto COMMIT the transaction. Even
thoughlBM WebSphere Application Server Version 3.5 does not officially supportthe EJB 1.1. specification
level, in such acase it behaves as determinedby the 1.1. specification. If a business method throws an exception,
the container will commit the transaction before re-throwing the exception.

EJB clients need ioser library to run
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If using Windows NT, ensure that EJB clients can locate the following library file at their run time: ioser.dll

References to jar file, iioptools.jar, should be ignored.

The Writing Enterprise Beans book contains many referencesto file, iioptools.jar.These references should be
ignored. Thiswas arequired jar file for JDK levels priorto JDK 1.2.2, and had to be defined in the
CLASSPATH for WebSphere Application Server to executesuccessfully. With JDK 1.2.2, file, iioptools,jar,
was incorporated into theruntime environment, and no longer needs to be included in the CLASSPATH. In fact,

withdDK 1.2.2, file, iioptools.jar, no longer exists.
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3.5.2

4.3.2: INDI caching

In IBM WebSphere Application Server Advanced Edition,JNDI context objects employ caching in order to increase the performanceof JNDI
lookup operations. Objects bound and looked up are cached in orderto speed up subsequent lookups of those objects. Objects are cached asthey are
bound or initially looked up. Normally, JNDI clients should beable to simply use the default cache behavior. The following sectionsdescribe in
detail cache behavior, and how JNDI clients can override defaultcache behavior if necessary.

« Cache behavior
« Cache properties
« Coding examples

Cache behavior

A cacheisassociated withan initial context when ajavax.naming.Initial Context object is instantiatedwith the java.naming.factory.initial property
set to:

comibmejs.ns.jndi.CN nitial ContextFactory

CNiInitial ContextFactory searches the environment properties for a cachename, defaulting to the provider URL. If no provider URL is defined,
acache name of "iiop:///" is used. All instances of Initial Context whichuse a cache of a given name share the same cache instance.

After an associationbetween an Initial Context instance and cache is established, the associationdoes not change. A javax.naming.Context object
returned from alookup operationwill inherit the cache association of the Context object on which the lookupwas performed. Changing cache
property values with the Context.addToEnvironment()or Context.removeFromEnvironment() method does not affect cache behavior.Properties
affecting a given cache instance, however, may be changed witheach Initial Context instantiation.

A cacheisrestricted toa process and does not persist past the life of the process. A cached objectis returned from lookup operations until either the
max cache life forthe cache is reached, or themax entry life for the object's cache entryis reached.

After thistime, alookup on the object will cause the cacheentry for the object to be refreshed. If abind or rebind operation isexecuted on an object,
the change will not be reflected in any caches otherthan the one associated with the context from which the bind or rebindwas issued. This"stale
data’ scenario is most likely to happen when multipleprocesses are involved, since different processes do not share the samecache, and Context
objectsin all threadsin a process will typically sharethe same cache instance for a given name service provider.

Usually, cached objects are relatively static entities, and objects becoming staleshould not be a problem. However, timeout values can be set on
cache entriesor on a cache itself so that cache contents are periodically refreshed.

Cache properties

JNDI clients can use several propertiesto control cache behavior. These properties can be set in the VM system environment or in theenvironment
Hashtable passed to the I nitial Context constructor.

Cache properties are evaluated when an Initial Context instance iscreated. The resulting cache association, including"none", cannot bechanged. The

"max life" cache properties affectthe individual cache's behavior. If the cache already exists, cache behavior will beupdated according to the new
"max life" property settings. If no"max life" properties exist in the environment, the cachewill assume default "max life"settings, irrespective of the
previous settings.The various cache properties are describedbelow. All property values must be string values.

« com.ibm.webspher e.naming.j ndicache.cacheobject

Caching isturned on or off with this property. Additionally, an existingcache can be cleared.Listed below are the valid values for this
property and the resulting cachebehavior:
o "populated” (default): Use a cache with the specified name. If the cache already exists, leave existing cache entriesin cache;
otherwise, create a new cache.

o "cleared": Use acache with the specified name. If the cache aready exists, clear all cache entries from cache; otherwise, create a
new cache.

o "none": Do not cache. If this option is specified, the cache nameisirrelevant. Therefore, this option will not disable a cache that is
already associated with other Initial Context instances. The InitialContext being instantiated will not be associated with any cache.

« com.ibm.websphere.naming.jndicache.cachename

It is possible to createmultiple Initial Context instances, each operating on the namespace of adifferent name service provider. By default,
objects from each serviceprovider are cached separately, since they each involve independent namespacesand name collisions could occur if
they used the same cache. The providerURL specified when the initial context is created serves as the defaultcache name. With this
property, a INDI client can specify a cache nameother than the provider URL. Listed below are the valid options forcache names:

o "providerURL" (default): Use the value for java.naming.provider.url property as the cache name. The default provider URL is
"iiop://I". URLs are normalized by stripping off everything after the port. For example, "iiop://server1:900" and

"iiop://server1:900/com/ibm/initCtx" are normalized to the same cache name. 163



o Any string: Use the specified string as the cache name. Any arbitrary string with a value other than "providerURL" can be used asa
cache name.

« com.ibm.webspher e.naming.jndicache.maxcachelife

By default, cached objects remain in the cache for the life of the process oruntil cleared with the
com.ibm.websphere.naming.jndi cache.cacheobject propertyset to "cleared”. This property enables a INDI client to set the maximum lifeof a
cache asfollows:

o "0" (default): Make the cache lifetime unlimited.

o Positive integer: Set the maximum lifetime of the cache, in minutes, to the specified value. When the maximum cache lifetimeis
reached, the cache is cleared before another cache operation is performed. The cache is repopulated as bind, rebind, and lookup
operations are executed.

« com.ibm.websphere.naming.jndicache.maxentrylife

By default, cached objects remain in the cache for the life of the processor until cleared with the
com.ibm.websphere.naming.jndicache.cacheobjectproperty set to "cleared". This property enables a INDI client to set themaximum lifetime
of individual cache entries asfollows:

o "0" (default): Lifetime of cache entriesis unlimited.

o Positive integer: Set the maximum lifetime of individual cache entries, in minutes, to the specified value. When the maximum
lifetime for an entry is reached, the next attempt to read the entry from the cache will cause the entry to be refreshed.

Coding examples

import java.util.Hashtable;inport javax.nam ng.lnitial Context;inport javax.nam ng.Context;/*****
Caching discussed in this section pertains only to the WebSphere Advanced Edition initial context
factory. Assune the property, java.nanmi ng.factory.initial, is set to

"comibmejs.ns.CNnitial ContextFactory" as a java.l ang. System property. *****/ Hasht abl e env; Cont ext
ctx;// To clear a cache:env = new

Hasht abl e() ; env. put ("com i bm webspher e. nam ng. j ndi cache. cacheobject", "cleared");ctx = new

Initial Context(env);// To set a cache's maxi mum cache lifetine to 60 nmi nutes:env = new

Hasht abl e() ; env. put ("com i bm webspher e. nam ng. j ndi cache. naxcachelife", "60");ctx = new

Initial Context(env);// To turn caching off:env = new

Hasht abl e() ; env. put ("com i bm webspher e. nam ng. j ndi cache. cacheobj ect”, "none");ctx = new

Initial Context(env);// To use caching and no caching:env = new

Hasht abl e() ; env. put ("com i bm webspher e. nam ng. j ndi cache. cacheobj ect", "popul ated");ctx = new

I nitial Context(env);env.put("comibm websphere. nanmi ng.jndi cache. cacheobject”, "none"); Context
noCacheCtx = new Initial Context(env); Object o0;// Use caching to | ook up hone, since the home shoul d
rarely change.o = ctx. | ookup("com nycom MyEJBHone");// Narrow, etc. ...// Do not use cache if data

is volatile.o = noCacheCt x. | ookup("conm nyconm Vol atil eCoject");//
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3.5.3

4.3.3: Using Java Message Service (JMS) resources

WebSphere Application Server Enterprise JavaBeans now support the transactional use of MQSeries Java
Message Service (IMS) resources.

To use thisfeature, install MQSeries version 5.2 and the MQSeries classes for Java and IMS.Only MQSeries
V5.2 provides this support; earlier versions will not work.
To configure IM S resources for use with WebSphere Application Server:

1. Download the MQSeries Java and JM S classesfrom URL,
http://www.ibm.com/software/ts/mgseries/api/mgjava.html

2. Review the MQSeries Using Java book which describes how to configure IM S resourcesfor use with
WebSphere Application Server.

3. Usethe MQSeries administration tool, JM SAdmin, to bind the Java and IM S classes to the JNDI
namespace.

4. Configure the following three parameters of the MQSeries administration tool, JM SAdminto support
WebSphere Application Server:

o INITIAL_CONTEXT_FACTORY
o PROVIDER_URL
o SECURITY_AUTHENTICATION
5. Review the WebSphere Application Server specific configuration instructions.
6. Review the WebSphere Application Server IMS connection factories in IM SAdmin,specifically:

o WSQCF - queue connection factory
o WSTCF - topic connection factory

WebSphere Application Server connection factory objects

All QueueSession and TopicSession objects created from the WebSphereApplication Server connection
factories are transacted, and require an active transaction for the following calls:

« QueueSender.send

« MessageConsumer.receive

o MessageConsumer.receiveNoWait
« TopicPublisher.publish

A

1. Using these callsin an unspecified transaction context, that iswhen thereis no active
transaction, is not supported.

2. Messages sent via QueueSender.send or published using TopicPublisher.publish do not
become visibleuntil the transaction is committed.

3. Messages received by MessageConsumer.receive or MessageConsumer.receiveNoWait
are requeued if the transaction is rolled back.

4. Both bean-managed transaction demarcation and container-managed demarcation are
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supported.

5. Callsto QueueConnection.createQueueSession and
TopicConnection.createTopicSessionare given the parameters:

o true (transacted)
o 0 (zero, since acknowledgeMode is not relevant).
The actual values of the parameters are ignored.

6. You cannot obtain a non-transacted session from the WebSphere Application Server
JMSS connection factories. To create a non-transacted session, you mustuse a
conventional queue connection factory or topic connection factory such as QCF or TCF
in the IMSAdmin tool.

7. Requestors are only used with non-transacted sessions. Therefore, QueueRequestorand
TopicRequestor cannot be used with sessions created by WebSphere ApplicationServer
JMSS connection factories.

8. With the Enterprise JavaBeans programming model, you must ensure all JIM S resources
are closed correctly.Since JM S resources never time-out, JM S resources that are not
closed correctly will continue to consume M QSeries resources.The M QSeries resources
also persist until the application server or MQSeries Queue manager is restarted.

Unsupported interfaces and methods

The following IMS interfaces are not designed for application use and, therefore,cannot be invoked:

Unsupported interfaces
javax.jms.Server Session
javax.jms.Server SessionPool
javax.jms.ConnectionConsumer
all the javax.jms. XA interfaces

The following JIM S methods are inappropriatein this environment and interfere with connection management by
the container. Therefore, these methods cannot be used:

Unsupported methods
javax.jms.Connection.setExceptionListener
javax.jms.Connection.stop
javax.jms.Connection.setClientI D
javax.jms.Connection.setMessagel i stener
javax.jms.Session.getMesssageL i stener
javax.jms.Session.run
javax.jms.QueueConnection.createConnectionConsumer
javax.jms.TopicConnection.createConnectionConsumer
javax.jms. TopicConnection.createDur ableConnectionConsumer
javax.jms.MessageConsumer .setMessagel.istener
javax.jms.Session.commit
javax.jms.Session.rollback
javax.jms.Session.recover
javax.jms.Message.acknowl edge

il You cannot register a MessageListenerwith a QueueReceiver or TopicSubscriber.These
restrictions match the onesdocumented in the Enterprise JavaBeans 2.0 specification.
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o 4.3: Developing enterprise beans

InfoCenter (productdocumentation)
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4.4. Personalizing applications

Per sonalization describes arange of features that enable applications to treat visitors as particular individuals.
For areally ssimple example, consider a site that issues the message "Hello, John Smith" when the customer
John Smith logs onto the site.

Personalized service can give your Web site a competitive edge, much like a good customer service team can
add value to human-to-human interactions at your physical site and keep customerscoming back.
Personalization can also increase the chance that your Web site presents a user with content that is of particular
interest to that person.

For an e-business site, personalization can be fairly necessary, even if it does not go so far asto call customers
by name. For example,suppose several Web site visitors are performing various transactions concurrently.
Applications need some way to group each user's transactions into a unit that is separate from the transactions
of other users. Session tracking provides such functionality.

See articles 0.11 and 0.12 to learn about two complementary personalizationapproaches supported by IBM
WebSphere Application Server -- trackinguser sessions and maintaining user profiles.

If you are already familiar withthe concepts, skip ahead to 4.4.1 and 4.4.2 for programming details. See 6.6.11
and 6.6.12 to take alook at the administrative aspects.

For additional capability offered by the IBM WebSphere Personalization product,visit the following Web site:
http://ww. i bm com sof t war e/ webser ver s/ personal i zati on/
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4.4.1: Tracking sessions

IBM WebSphere Application Server provides a service for trackinguser sessions -- the Session Manager. The
serviceis provided in the form of IBM classes and packages.

The key activities for session tracking are summarized.

1. Become familiar with the programming model for accessing session support from servlets. See article
4.4.1.1 for an overviewwith links to details about security, clustering, limitations,and other topics.

2. Create or modify your own servlets to use session support to maintain sessions onbehalf of Web
applications.
Follow the model outlined in the previous step.

3. Ensure the administrator appropriately configures Session Managers in theadministrative domain. See
article 6.6.11.

4. Adjust configuration settings and perform other tuning activities foroptimal use of sessionsin your
environment. See article 4.4.1.1.7.
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4.4.1.1. Session programming model and
environment

The session lifecycle, from creation to completion, is as follows:

1
2

A W

5

. Get the HttpSession object

. Store and retrieve user-defined data in the session

. (Optional) Output an HTML response page containing data from the HttpSession object
. (Optional) Notify Listeners

. End the session

The steps are described in detail below. This information, combined with thecoding example
SessionSample.java, provides a programming model for implementing sessionsin your own servlets.

It is also recommended that you read the topics listed in therelated information. They can influence how you
implement sessionsin your own servlets.

Life

1
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cycle in detail

. Get the HttpSession object.

To obtain a session, use the getSession() method of thejavax.servlet.http.HttpServletRequest object in
the Java Serviet 2.1 API.

When you first obtain the HttpSession object, the Session Manager uses one of two ways to establish
tracking of the session: cookies or URL rewriting. See section 4.4.1.1.1 for adiscussion to help you

decide which is more appropriate for your situation.

Assume the Session Manager uses cookies. In such a case, the Session Manager creates a unique session
ID and typically sendsit back to the browser as a cookie. Each subsequent request from this user (at the
same browser) passes the cookie containing the session ID, and the Session Manager uses this to find the
user's existing HttpSession object.

In Step 1 of the code sample, the Boolean(create) isset to t r ue so that the HttpSession is created if it
does not aready exist. (With the Servlet 2.1 API, the javax.servlet.http.HttpServletRequest.getSession()
method with no boolean defaultstot r ue and creates a session if one does not already exist for this
user.)

Store and retrieve user-defined data in the session.

After asession is established, you can add and/or retrieve user-defined data to the session. The
HttpSession object has methods similar to those in java.util.Dictionary for adding, retrieving, and
removing arbitrary Java objects.

If Java objects will be added to a session, be sure to place the classfiles for those objectsin the
application server classpath or in the directory containing other servlets used in WebSphere Application
Server. In the case of session clustering, this appliesto every node in the cluster.

In Step 2 of the code sample, the servlet reads an integer object from the HttpSession, incrementsiit, and
writes it back. Y ou can use any name to identify values in the HttpSession object. The code sample uses
the name sessiontest.counter.

Because the HttpSession object is shared among servlets that the user might access, consider adopting a
site-wide naming convention to avoid conflicts.


http://localhost/v355makePDF/advanced/nav_Devguidenav/SessionSample.java.html

3. (Optional) Output an HTML response page containing data from the HttpSession object.

In order to provide feedback to the user that an action has taken place during the session, you may wish
to pass HTML code to the client browser that indicates that an action has occurred.

For example, in step 3 of the code sample the servlet generates a Web page that is returned to the user
and displays the value of the sessiontest.counter each time the user visits that Web page during the
session.

4. (Optional) Notify Listeners.
Objects stored in a session that implement the javax.servlet.http.HttpSessionBindingL istener interface
are notified when the session is preparing to end, that is, about to be invalidated. This notice enables you

to perform post-session processing, including permanently saving to a database data changes made
during the session.

5. End the session.

Y ou can end a session:

o Automatically with the Session Manager, if a session has been inactive for a specified time. The
administrative clients provide away to specify the amount of time after which to invalidate a
session.

o By coding the Servlet to call theinvalidate() method on the session object.
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4.4.1.1.1: Deciding between session tracking
approaches

Suppose a servlet implementing sessions is receiving requests from three differentusers. For each user request,
the servlet must be able to figure out the session towhich the user request pertains. Each user request belongs to
just one of the threeuser sessions being tracked by the servlet. Currently, the product offers two ways to address
the problem.

Cookies provide afairly simple approach to tracking sessions. Because cookies donot work in al situations,
URL rewriting provides an aternative. If the administratorenables URL rewriting, it will be used, evenin
situations in which cookies are feasible. When deciding whether to use URL rewriting, carefully review the
codingrequirements it imposes on applications that require session support.

Cookies

When session management is enabled and a client makes a request, the HttpSession object is created and the
session ID is sent to the browser as a cookie. On subsequent requests, the browser sends the session ID back as
a cookie and the Session Manager uses the cookie to find the HttpSession associated with the user.

URL rewriting

There are situations in which cookies will not work. Some browsers do not support cookies. Other browsers
allow the user to disable cookie support. In such cases, the Session Manager must resort to a second method,
URL rewriting, to manage the user session.

With URL rewriting, links returned to the browser or redirect have the session 1D appended to them. For
example, the following link in a Web page:

<a href="/storel/catal og">

isrewritten as:
<a href="store/catal og;] sessi oni d=DA32242SSG=2" >

When the user clicks the link, the rewritten form of the URL is sent to the server as part of the client's request.
The servlet engine recognizes

;] sessi oni d=DA32242SSGE2
asthe session ID and savesit for obtaining the proper HttpSession object for this user.

Note: Do not make assumptions aboutthe length or exact content of the ID that follows the equals sign (=).In
fact, the IDs are longer than what this example shows.

To use URL rewriting, applications must follow certain coding guidelines. Also,specia preparation is required.
See the related information for details.
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4.4.1.1.1.1: Using cookies to track sessions

No specia programming is required to track sessions with cookies. Followthe programming model and example
described in section 4.4.1.1.
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4.4.1.1.1.2: Using URL rewriting to track sessions

An application that uses URL rewriting to track sessions must adhere to certain programming guidelines. The application
developer needs to:

« Program session servlets to encode URLS
« Supply aservlet or JSPfile as an entry point to theapplication
« Avoid using plain HTML filesin the application

Program session servlets to encode URLS

Depending on whether the servlet is returning URLSs to the browser orredirecting them, include either encodeURL () or
encodeRedirectURL () inthe servlet code. Here are examples demonstrating what toreplace in your current servlet code.

Rewrite URLs to return to the browser

Suppose you currently have this statement:
out.println("<a href=\"/store/catal og\">cat al og<a>");

Change the servlet to call the encodeURL method before sending the URL to the output stream:

out.println("<a href=\"");out.println(response. encodeURL
("/store/catalog"));out.println("\">catal og</a>");

Rewrite URLs to redirect

Suppose you currently have the following statement:
response. sendRedirect ("http://myhost/store/catal 0og");

Change the servlet to call the encodeRedirectURL method before sending the URL to the output stream:
response. sendRedi rect (response. encodeRedirectURL ("http://nyhost/store/catal og"));

The encodeURL () and encodeRedirectURL () methods are part of the HttpServletResponse object. These calls check to see
if URL rewriting is configuredbefore encoding the URL. If it is not configured, they return the original URL .

With Version 3.x, if URL encoding is configured and response.encodeURL () orencodeRedirectURL () is called, the URL is
encoded, even if thebrowser making the HT TP request processed cookies. This differs from thebehavior in previous
releases, which checked for the condition and haltedURL encoding in such a case.

Y ou can aso configure session support to enable protocol switch rewriting.When this option is enabled, the product
encodes the URL with the session IDfor switching between HTTP and HTTPS protocols.For details, see the Related
information.

Supply a serviet or JSP file as an entry point

The entry point to an application (such asthe initial screen presented) may not require the use of sessions. However, if the
application in general requires session support (meaning some part of it, such as a servlet, requires session support) then
after asession is created, all URLs must encoded in order to perpetuate the session ID for the servlet (or other application
component) requiring the session support.

The following example shows how Java code can be embedded within a JSP file:

<% esponse. encodeURL ("/store/catal og"); %

Avoid using plain HTML files in the application

Note that to use URL rewriting to maintain session state, do notlink to parts of your applications from plain HTML files
(fileswith .html or .htm extensions).
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Therestriction is necessary because URL encoding cannot be used in plain HTML files. To maintain state using URL
rewriting, every page that the user requests during the session must have code that can be understood by the Java
interpreter.

If you have such plain HTML filesin your application (or Web application) and portions of the site that the user might
access during the session, convert them to JSP files.

This impacts the application writer because maintaining sessions with URL rewriting requires that each servlet in the
application must use URL encoding for every HREF attribute on <A> tags, as described previoudly.

Sessions will be lost if one or more servletsin an application do not call theencodeURL (String url)
orencodeRedirectURL (String url) methods.
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4.4.1.1.2: Controlling write operations to persistent
store

Y ou can manually control when modified session data can be persisted to the datastore by using the sync()
method in the interface com.ibm.websphere.servlet.session.|BM Session, which extends the
javax.servlet.http.HttpSession interface.

By calling sync() from the service() method of a servlet, you send any changesin the session to the database.

If neither the manual updatenor the time-based write option is enabled,the sync() call performs no updates.It
merely returns.

Ideally, call sync() after all updates have been made to the session andthe session will not be accessed any
more. In other words, wait until theend of the servlet service() method to call sync().
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4.4.1.1.3: Securing sessions

HTTP sessions and security are integrated in IBM WebSphere Application Server. When WebSphere security is
enabled,all resources fromwhich sessions are created or accessed must be eithersecured or unsecured. Y ou
cannot mix secured and unsecured resources.

Security integration rules for HTTP sessions

« Sessionsin unsecured pages are treated as accesses by "anonymous' users.
« Sessions created in unsecured pages are created under the identity of that "anonymous" user.
« Sessionsin secured pages are treated as accesses by the authenticated user.

« Sessions created in secured pages are created under the identity of the authenticated user. They can only
be accessed in other secured pages by the same user. To protect these sessions from use by unauthorized
users, they cannot be accessed from an insecure page.

Programmatic details and scenarios

IBM WebSphere Application Server maintains the security ofindividual sessions.

An identity or user name, readable by thecom.ibm.websphere.servlet.session.IBM Session interface, is
associated witha session. An unauthenticated identity is denoted by the user name "anonymous." |IBM
WebSphere Application Server includes the

com.ibm.websphere.servlet.session.UnauthorizedSessi onRequestExceptioninterface,which is used when a
session is requested without the necessary credentials.

The Session Manager uses the WebSphere security infrastructure todetermine the authenticated identity
associated with aclient HTTP requestthat either retrieves or creates a session. WebSphere security
determinesidentity using certificates, LPTA, and other methods.

After obtaining the identity of the current request, the Session Managerdetermines whether the session
requested using a getSession() call should be returned.

To turn off the association of user identity with a session,set the following system property:
Ht t pSessi onSecurity=fal se

The following table lists possible scenarios whose outcomes depend on whetherthe HT TP request was
authenticated and whether a valid session IDand user name was passed to the Session Manager.

HTTP request isauthenticated, with an

Unauthenticated HTTP request isused to identity of " FRED" used toretrievea

retrieve a session

session
No session ID
was passed in
for thisrequest, |A new session is created. The user nameis  |A new session is created. The user nameis
or theID isfor ["anonymous" "FRED"

asessionthatis
no longer valid
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A session ID
for avalid
session is
passed in. The
current session
user nameis
"anonymous"

The session is returned.

The session is returned. TheSession Manager
changes the user name to "FRED"

A session ID
for avalid
session is
passed in. The
current session
user nameis
"FRED"

The session is not returned.
UnauthorizedSessionRequest Exception is
thrown*

The session is returned.

A session ID
for avalid
session is
passed in. The
current session
user nameis
"BOB"

The session is not returned.
UnauthorizedSessionRequestException is
thrown*

The session is not returned.
UnauthorizedSessionRequestException is
thrown*

* UnauthorizedSessionRequestException is sent to the application server error log.If getSession(true) was
specified in the servlet, anew session is created by using the current authenticated name.
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4.4.1.1.4: Deciding between single-row and multirow
schema for sessions

Using the single-row schema, each user session maps to a single database row. Using the multirow schema,
each user session maps to multiple database rows.(In amultirow schema, each session attribute mapsto a
database row.)

In addition to allowing larger session records, using multirow schemacan yield performance benefits, as
discussed in article 4.4.1.1.7.3. However, itrequires a little work to switch to from single-row to multirow

schema, as shown in the instructions below.

Switching from single-row to multirow schema

To switch from single-row to multirow schema for sessions.
1. Modify the Session Manager properties to switch from single to multirowschema.
2. Manually drop the database table or delete all the rows in the databasetabl e that the product usesto
maintain HttpSession objects.
To drop thetable:
1. Determine which data source configuration the Session Manager is using.
2. Inthe data source configuration, look up the database name.
3. Usethe database facilities to connect to the database.
4. Drop the SESSIONS table.
3. Restart the Session Manager.

Coding considerations and test environment

Consider configuring direct single-row usage to one database and multirow usageto another database while you
verify which option suits your application's specific needs.(Do this in code by switching the datasource
used;then monitor performance.)

|Programming issue |Application scenario

Reasons to use single-row « You canread or write al values with just one record read/write.

« Thistakes up less space in a database, because you are guaranteed that
each session is only one record long.

|Reasons not to use single-row |2-megabyte [imit of stored data per session.

Reasons to use multirow « The application can store an unlimited amount of data; that is, you are
limited only by the size of the database and a 2-megabyte-per-record
limit.

« The application can read individual fields instead of the whole record.
When large amounts of data are stored in the session but only small
amounts are specifically accessed during a given servlet's processing of
an HTTP request, multirow sessions can improve performance by
avoiding unneeded Java object serialization.

If datais small in size, you probably do not want the extra overhead of

REasons Not to Lse multirow multiple row reads when everything could be stored in one row.

In the case of multirow usage, design your application data objects not to have references to each other, to
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prevent circular references. For example, suppose you are storing two objects A and B in the session using
HttpSession.put(..) , and A contains areference to B. In the multirow case, because objects are stored in
different rows of the database, when objects A and B areretreived later, the object graph between A and B is
different than stored. A and B behave as independent objects.
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4.4.1.1.5: Using sessions in a clustered environment

Consider the following issues regarding how session management works within a clustered environment.
Clustered environments includeany environments in which requests are being handled by multiple Web servers,
multipleapplication servers, or both. See section 7 for more about clustering and workload management.

For use in a clustered environment, objects placed in persistent
sessions must be serializable

To make your applications portable to a clustered environment, you must make any objects placed in a
persistent session serializable. If you place an object that does not implement the Serializable interface, you lack
away to propagate the object with a given session, disallowing proper persistence among servletsin the cluster.

For additional notes on programming for clustered environments, seethe related information.

Session binding occurs on a certain application server in the cluster

When HttpSessionBindingListener and HttpSessionBindingEvent are used in a clustered Web server
environment, the event isfired in the application server on which the session is currently being processed. The
action will occur in situations where:

« A listener isput into asession
« A listener isremoved from a session
« The serviet explicitly invalidates the session that contains listeners

If the session times out, this (unbound) event may be fired in any one of the application serversin the cluster.

Certain changes might require restarting all Session Managers in a
cluster

Seetherelated information for details.
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4.4.1.1.6: Limitations in session support

182

The product does not provide non-JDBC, native access to a database version of session persistence.
JTA-enabled datasources are not supported for session persistence.
For now, the administrator should use only the direct-to-database persistence type. The EJB persistence

typeisintended for securely and reliably accessing a HttpSession outside the scope of a servlet;
however, it is not fully functional at thistime.



4.4.1.1.7: Tuning session support

IBM WebSphere Application Server session support has features for tuning session performance and operating
characteristics, particularly whensessions are persisted in a database. These options allow the administrator
flexibility in determining the performance and failovercharacteristics for their environment.

The table summarizesthe features, including whether they apply to sessions tracked in memory, in a database, or
either.Click afeature for details about the feature. Some features are easily manipulatedusing administrative
settings; others require code or database changes.

’ Feature or option Goal ’ Qgﬂéﬁgﬁ:&:&
[Session caching |Minimize database read operations. |Database

’Session affinity |Accessthesession in the same JVM. |Either

’M ultirow schema |Fu| ly utilize database capacities. |Database
Basein-memory session  |Fully utilize system capacity withoutoverburdening |Eith o

pool size system.
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4.4.1.1.7.1: Tuning session support: Session
persistence

IBM WebSphere Application Server avoids using the database to read in or access the sesson when it is
determined that the entry in the session cache is still the most recently updated copy.To tune the cache,set the
base in-memory session pool sizeand allow overflow.

In addition to the cache table itself,the product maintains a list of the most recently used sessionsin
memory,ordered from least to most recently used.Whenever a session is accessed, it is added to the
most-recently-used end of the list.When the cache table becomes full and a session that is not in the cache is
accessed, the least recently used session is removed from the cache (but not from the database; the session is
still valid until explicitly invalidated or timed out)to make room for the new entry.

Thisremoval occurs whether or not overflow is enabled.However, under heavy-concurrent-access scenarios,
multiple new sessions might competefor the space vacated by the single, least recently used entry.

« When overflow is disabled, only one new session is placed in the cache;the others must be reread from
the database. To optimize performance,the product does not retry to add the next new sessionby
removing the next least recently used entry.

« When overflow is enabled, one new session is added to the base table, and the rest reside in memory in
the overflow table. Analysis and customer experience show that the size of thistable remainsrelatively
small comparedto the base in-memory session pool size.

It is also important to establish sessionaffinity so that the caching can be most effective. See the Related
informationfor details.
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4.4.1.1.7.2: Tuning session support: Session affinity

In a clustered environment, the Session Manager requires an affinity mechanism so that requests for a particular
session are always sent to the same server. It also provides for better performance, because the sessions are
cached in memory. Session affinity is provided in aserver group by the Web server plug-ins. In clustered
environments other than server groups, an affinity mechanism (for example, IBM WebSphere Edge Server
affinity) must be used.
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4.4.1.1.7.3: Tuning session support: Multirow schema

By default, a single session maps to a single row in the database table used tohold sessions. With this setup,
there are hard limits to the amount of user-defined,application-specific data that WebSphere Application Server
can access.

IBM WebSphere Application Server supports the use of a multirow schema option in which each piece of
application specific datais stored in a separate row of the database. With this setup, the total amount that can be
placed in asession is now bound only by the database capacities. The only practical limit that remainsis the
size of a session attribute object itself.

The multirow schema potentially has performance benefits in certain usage scenarios, such as when larger
amounts of data are stored in the session but only small amounts are specifically accessed during agiven
servlet's processing of a http request. In such a scenario, avoiding unneeded Java object serialization is
beneficial to performance.

It should be stressed that switching between multirow and single row is not atrivial proposition. See the Related
information for details.
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4.4.1.1.7.4: Tuning session support: Write frequency

In the Session Manager, you can configure the frequency for writing session data to the database. This
flexibility enables you to weigh session performance gains against varying degrees of failover support. The
following options are available in Session Manager for tuning write frequency:

« End of service method (the default) - Write session data at the end of the servlet's service() method call.
« Manual update - Write session data when the servlet calls the IBM Session.sync() method.

When a session is first created,session information is always written to the databaseat the end of the service()
cal.

End of service method

By default, IBM WebSphere Application Server updates the database with any changes made to the session
during the servlet processing of an HTTP request (for example, during the execution of the service() method).
These updates minimally include the last access time of the session and typically aso include changes affected
by the servlet, such as updating or removing application data.

Manual update

With manual updates, the servlet using a session determines when to write session information to the database.
Switching to manual updates improves performance when the number of times an HTTP request's processing
leads to changing a session (typically its application data) is typically |ess than the number of times the session
isaccessed or read in.

When manual update is set, the product session support no longer automatically updates the database at the end
of aservlet's service() method.(However, when an HttpSession object isfirst created, session information is
written to the database as part of postprocessing for the servlet request in which the session was created.) The
last update times are cached and updated asynchronously prior to checks for session invalidation.

For any permanent changes to the session as part of servlet processing, the servlet code must specifically call
the sync() method of the com.ibm.websphere.servlet.session.|BM Session interface.

|Programming issue |Application scenario
Reasons to use manual update « You want direct control over when session information is persisted
to the database.

« The servlets of the application typically read in the session data but
do not write it back as much.

« The servlets of the application take along time to finish processing,
thereby holding locks on the database records for along time.

Reasons not to use manual update « You do not want to control persistence of session information by
using the IBM Session object, or you prefer that WebSphere
explicitly control persistence to the database.

« The servlets of the application are writing session information
frequently.

« Your code must comply completely with the Servlet 2.1
specification. The sync() method is not part of the Servlet
specification; it isan IBM extension.
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4.4.1.1.7.5: Tuning session support: Base in-memory
session pool size

The base in-memory session pool size number has different meanings, dependingon session support
configuration:

» When sessions are being stored in memory, sessionaccess is optimized for up to this number of sessions.

« When sessions are being stored in a database, it also specifies the cache size andthe number of last
access time updates that are saved in manual update mode.

For persistent sessions,when the session cache has reached its maximum sizeand a new session is requested,
Session Manager removes the least recently used sessionfrom the cache to make room for the new one.

General memory requirements for the hardware system, and the usagecharacteristics of the e-business site, will
determine the optimum value.

Note that increasing the base in-memory session pools size can necessitateincreasing the heap sizes of the Java
processes for the correspondingWebSphere application servers.

Overflow in non-persistent sessions

By default, the number of sessions maintained in memory is specified byBase in-memory session pool size. If
you do notwish to place alimit on the number of sessions maintained in memory and allowoverflow, set
overflow to true.

Allowing an unlimited amount of sessions can potentially exhaust systemmemory and even allow for system
sabotage. Someone could write a maliciousprogram that continually hits your site and creates sessions, but
ignoresany cookies or encoded URL s and never utilizes the same session from oneHTTP request to the next.

When overflow is disallowed, the Session Manager still returns a session with the HttpServletRequest's
getSession(true) method if the memory limit has currently been reached, but it would be an invalid session that
isnot saved in any fashion.

With the WebSphere extension to HttpSession, com.ibm.websphere.servlet.session.|BM Session, an
isOverflow() method returnstrue if the session is such an invalid session. An application could check this and
react accordingly.
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4.4.1.1.8: Best practices for session programming

When developing new objectsto bestored in the HTTP session, make sureto implement the Serializable
interface.This enables the object to properly persist session information to the database. An example of thisis:

public class MyObject inplenents java.io.Serializable {...}
Without this extension, the object will not persist correctly and will throw an error.

When adding Java objectsto a session, make surethey arein the correct class path. If Java objects will be added to a
session, be sureto place the class files for those objects in the application server class path or in the web application path.In
the case of session clustering, this appliesto every node in the cluster. Because the HttpSession object is shared among
servlets that the user might access, consider adopting a site-wide naming convention to avoid conflicts.Also, if objects are
only in the web application class path and more than one web application is sharing sessions, the following restrictions apply:

« You cannot use single-row session persistence, because the applications that do not have the objects in the class path
cannot read the session data.

« You cannot have two web applications reading in the same session concurrently (that is, through a multiframed JSP).

Do not storelarge Object graphsin HttpSession.ln most applications, each servlet requires only afraction of the total
session data. However, by storing the datain HttpSession as one large object, an application forces WebSphere to process all
of it each time.

Release HttpSession objects when you ar e finished.HttpSession objects live inside the WebSphere servlet engine until:

« The application explicitly and programmatically releases it using javax.servlet.http.HttpSession.invalidate(); quite
often, programmatic invalidation is part of an application logout function.

« The application server destroys the allocated HttpSession object when it expires (default is 1800 seconds or 30
minutes).When session persistence is used, the application server can maintain only a certain number of HttpSession
objects in memory. When this limit is reached,the application server simply does not cache any new sessions; session
updates are automatically sent back to the databasewithout checking for their presence in the cache.

Do not try to save and reuse the HttpSession object outside of each servlet or JSP.The HttpSession object is a function of
the HttpRequest (you can get it only through req.getSession() ), and a copy of it isvalid only for the life of the service()
method of the servlet or JSP. Y ou cannot cache the HttpSession object and refer to it outside the scope of a servlet or JSP.

Use session affinity to help achieve higher cache hits. The plug-in reads the cookie data (or encoded URL) from the
browser and helps direct the request to the appropriate application or clone based on the assigned session key. This helpsto
achieve a greater use of the in-memory cache and reduces hits to the session database.

Maximize use of session affinity and avoid breaking affinity. Using session affinity properly can enhance the performance
of WebSphere. Session affinity in WebSphere is away to maximize the use of the in-memory cache of session objects and
reduce the amount of reads to the database. Session affinity works by caching the session objectsin the VM of the
application with which a user isinteracting.If there are multiple clones of this application, the user can be directed to any one
of the clones that are also in their own JVM. If the users starts on clonel and then comesin on clone2 alittle later, all of the
session information must be persisted to the database and then read by the VM in which clone2 is running. This database
read can be avoided by using session affinity. With session affinity, the user would start on clonel for the first request;then
for every successive request, the user would be directed back to clonel. By doing this, clonel hasto look only at the cache to
get the session information; clonel never has to make a call to the session database to get the information.

Y ou can improve performance by not breaking session affinity. Some suggestions to help avoid breaking session affinity are:

« Do not use multiframed JSPs in which the frames point to different web applications. This breaks affinity and will
cause separate VM s to process a session concurrently. When this happens, consistent state cannot be guaranteed.

« If possible, combine all web applications into a single application server instance and use modeling or cloning to
provide failover support.

« When using multiframe JSPs, create the session for the frame page but do not create sessions for the pages within the
frame. (See discussion later in thistopic.)

When applying security to servlets or JSPsthat use sessions, secure all of the pages (not just some).When it comes to
security and sessions, it's all or nothing. It does not make sense to protect access to session state only part of the time.When
WebSphere security is enabled, all resources from which asession is created or accessed must be either secured or unsecured.

Y ou cannot mix secured and unsecured resources.
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The problem with securing only a couple of pagesisthat sessions created in secured pages are created under the identity of
the authenticated user. They can be accessed in other secured pages only by the same user. To protect these sessions from use
by unauthorized users, they cannot be accessed from an unsecure page. When a request from an unsecure page occurs, access
is denied and an UnauthorizedSessionRequestException is thrown. (UnauthorizedSessionRequestException is arun-time
exception; itislogged for you.)

Use manual update and sync() in applicationsthat mostly read session data but update infrequently.When an
application isusing a session, the LastAccess time field is updatedany time datais read from or written to that session. If
persistent sessions are being used, this produces a new write to the database. This performance hit can be avoided by using
manua update and having the record written back to the database only when data values are updated, not on every read or
write of the record.To use manual update, you first need to turn it on in the Session Manager. In addition, the application
code must use com.ibm.websphere.servlet.session.|BM Session instead of the generic HttpSession class. Within IBM Session,
the sync() methodtells the application server that the data in the session object should be written out to the database. This
enables the developer to improve overall performance by having the session information persist only when necessary.

When using multiframe Java Server Pages (JSP), create the session for the frame page (JSP) but do not create it for
the pages (JSPs) within the frame. By default, JSPs create HT TPSession objects by calling the

request . get Sessi on(true) method. By doing this, each page in the browser is requesting a new session, but only
one session is used per browser instance. Y ou can use

<@ page session="fal se" %

to turn off the automatic session creation. Then if the page needs to access session information, use
<% Ht t pSessi on session = javax.servlet.http. HtpServl et Request. get Sessi on(fal se); %

to get the already existing session that was created by the frame JSP. This enables you to not break session affinity on the
initial loading of the frame pages.

Implement the following suggestions to achieve high perfor mance:
« UselBM WebSphere Edge Server, taking advantage of its affinity options.

« |f your applications do not change the session data frequently, use manual update and the sync() function to
efficiently persist session information.

« Keep the amount of data stored in the session as small as possible. With the ease of using sessionsto hold data,
sometimes too much datais stored in the session objects. A proper balance of data storage and performance must be
determined to effectively use sessions.

« Use adedicated database for the session database. Do not use the WebSphere repository database or another
application's database. This helpsto avoid contention for JIDBC connections and enables better database performance.

For more information, see the following IBM documents on the Web:

« "WebSphere Application Server: Best Practices using HT TP Sessions,"by David Draegar and Jay Toogood.This
articleis available from the Devel operWorks site.

« "WebSphere Application Server Development Best Practices for Performance and Scalability,” by Harvey W.
Gunther. This IBM white paper is available from the Library section of theWebSphere Application Server product
Site.
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4.4.2: Keeping user profiles

IBM WebSphere Application Server provides a service for processing user profiles, called the User Profile
Manager. The serviceis provided in the form of an EJB entity bean that servlets can call whenever they
arerequired to access a user profile.

The key activities for implementing user profilesare summarized. For more information about each point,
consult the Related information below.
1. Customize the user profile support as necessary. Options include:

o Using the data representation class with exactly the name/value pairsit currently allows (no
action required)

o Extending the data representation class to allow additional, arbitrary name/value pairs
o Adding columns to the base user profile representation
o Extending the User Profile enterprise bean itself to import existing databases
Basically, you need to evaluate whether the user profilerepresentation provided by IBM represents the

kind of data youwould like to keep about your users. Y ou might find it desirableto customize the IBM
user profile support in one or more of theabove ways.

2. Create or modify servletsto use the User Profile Manager and related user profile support classes to
maintain user profiles on behalf of Web applications.

3. Ensure the administrator appropriately configures User Profile Managers in the administrative domain.

If the programmer andadministrator are not the same person, the programmer might needto provide
settings information to the administrator, based onhow the programmer implemented user profiles.
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4.4.2.1: Data represented in the base user profile

WebSphere Application Server provides a base implementation for data representation in user profiles through
the interfacecom.ibm.websphere.userprofile.UserProfile.
The interface includes these columns corresponding to fields for demographic data on individual users:
o Address (first line)
« Address (second line)
« First Name
« Surname
« Day phone number
« Night phone number
« City
« Nation
o Employer
o Fax number
« Language
o Email address
« State/Province
» Postal code
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4.4.2.2: Customizing the base user profile support

The application developer has afew options for customizing the user profile supportprovided by IBM
WebSphere Application Server. The Related information provides instructionsand additional details about each
option.

Extend the data represented in user profiles

Asdiscussed in section 4.4.2.1, the base implementation allows Web applications to maintain several pieces of
data about users. The data representation canbe extended to allow the collection of arbitrary name/value pairs.

Adding columns to the base user profile implementation

Application developers can customize userprofiles by adding columns to the base user profile implementation.
Adding new columnsis accomplished by implementing the interface:

com i bm websphere. userprofil e. UserProfil eExt ender

and extending the base class:
comibm servlet.personalization.userprofile.UserProfile

Extending the User Profile enterprise bean and importing legacy
databases

Application developers can extend the User Profile enterprisebean itself and import legacy databases into the
user profile. The main advantagein extending the User Profile enterprise bean isto gain theability to import
existing databases into the user profile. It can also be extendedto simply add columns to the base user profile
implementation.
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4.4.2.2.1: Extending data represented in user profiles

Use following interface withcom.ibm.websphere.userprofile.UserProfileExtender to extend a user profile hash
table:

com i bm websphere. userprofile.UserProfil eProperties

This enables you to place arbitrary name/value pairsin theuser profile.Extending the hash tableis similar to
using the java.util .Dictionaryclass in the base JDK 1.x or any of the classes that extend it.
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4.4.2.2.2: Adding columns to the base user profile
Implementation

The base implementation of the user profile is contained in the class:
comibm servlet.personalization.userprofile.UserProfile
It contains the columns discussed in section 4.4.2.1. The application developer can add columnsto the base
implementation,but cannot delete columns from it.
Adding columnsis atwo-step process, as follows:
1. Extend the UserProfile class.
2. Modify your existing servlets to use the new columns.

Several examples are available to demonstrate how to extend thebase user profile implementation and utilize the
extension with aservlet.

| Example | Description

UPServletExamplejava Demonstrates how a servlet opens a user profile and printsthe fields
contained within it

Shows how to extend the UserProfile class to add a column to the user
profile for a cellular phone number.

UserProfileExtendedSample.java
The WebSphere administrator needs to configure the User Profile Manager
to point tothe extended class.

UPServletExampleExtended.java Shows how to modify the UPServletExample servlet to include the cellular
phone number in the output

UserProfileExtended.java Shows how to extend a hash table to place arbitraryname/value pairsinto
the user profile

_ Shows how to extend the servlet. When any of the newly added columnsare
UPServletExtended.java removed or replaced, look for the table named "USERPROFILE" in the
database to which the user profileis configured and drop that table.

The examples are encoded in HTML for viewing in a browser.The documentation directory also contains
non-HTML versions (.javafiles) that are ready for use.
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4.4.2.2.3. Extending the User Profile enterprise bean
and importing legacy databases

IBM WebSphere Application Server implements user profile support as an entity bean. Although you can
extend the base user profile by adding columnsto it, you can also extend the user profile enterprise bean itself
as an alternative customization approach.

Extending the User Profile enterprise bean is more involved than extending the base user profile. Y ou should be
familiar with the concepts that underlie enterprise beans(Java components written to the EJB specification). For
detailed information regarding enterprise beans and their implementation in IBM WebSphere Application
Server, see section 4.3.

The table below summarizes the procedure for extending the user profile enterprise bean and importing data
from an enterprise (legacy) database, with links to example code.

Importing data requires an enterprise bean that maps to the legacy database. For simplicity, the examples
assume that the primary keys of the two enterprise beans are identical, although there is no such requirement.
The primary key of the legacy enterprise bean does not have to match the primary key of the user profile
enterprise bean (the userName column).

Extending the user profile bean to set and get user cell phone data

| Task | Examples

1. Start with the base user profile bean and its remote
interface.

User profile bean

Remote interface

These contain the methods for setting and getting the
base user profilefields

2. Define a home interface and finder helper for the
UPBaseChild bean. Specify the create and finder
methods for the bean.

Because inheritance between home interfaces is not
supported in WebSphere Application Server, you will
need to define all of the methods found in the
UPBaseHome interface in order to use the managerial
functions of the User Profile Manager.

For the home interface

For the bean

Y ou can aso add more methods as necessary to further
customize the User Profile.
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3. Create read-only and read-write extensions of the
UPBaseChild bean.

In the base implementation of the User Profile beans
provided, read-only and read-write beans are simple
extensions of the UPBase bean. Y ou would similarly
extend your UPBaseChild bean with read-only and
read-write extensions.

Read-only bean extension classes:
« Bean

« Remoteinterface
« Homeinterface

o Finder class

Read-write bean extension classes;
« Bean

+« Remoteinterface
« Homeinterface
o Finder class

4. Define a deployment descriptor for your beans

Use the Jetace tool included with WebSphere
Application Server to define the container managed
persistence (CMP) fields and properties of the bean.
Alternatively, use IBM Visua Age for Javato develop
the bean and define its deployment descriptor.

If using IBM VisualAge for Java, you can mark the
methods as read-only using the "Const" method option.
IBM VisualAge for Java also gives you the ability to
map the fields to the existing table, so that you can map
both of the beans to same table.

In the base read-only implementation provided, al of the
business methods are marked as read-only, so updating
the fields using setter methods on the read-only bean
does not update the persistent store.

Mark all the business methods in this example as
constant (read-only):

o Read only

Assuming you are not updating any instance
variables in getter methods, you may also mark all
your getter methods this example as constant to
improve performance:

« Read write

Mark some or all of the fields (except the remote
interface to the legacy bean) as container managed
fields. Define other properties to your beans
depending on your requirements.

5. Extend the User Profile data wrapper to include the
new methods

The example shows how to extend the base User Profile
datawrapper classto include the methods for setting and
getting cell phone information in the User Profile

EJB extension

6. Use a WebSphere Application Server administrative
client to configure user profile support. The
administrative configuration includes:

o Thedatawrapper class name
« JNDI lookup names

» Home and remote interfaces for the read-only
and read-write beans
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http://localhost/v355makePDF/advanced/nav_Devguidenav/UPBaseChildReadWriteBeanFinderHelper.java.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/UPBaseChildReadOnlyBean.java.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/UPBaseChildReadWriteBean.java.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/UserProfileEJBExtension.java.html

4.4.2.3: Accessing user profiles from a servlet

Servlets and other application building blocks requiring user profile support should make callsto the class:
com i bm websphere. userprofil e. UserProfil eManager

The class supports the following functions:
» Creating and deleting user profiles
« Getting and updating (cached and immediate) to and from the database
« Getting user profilesfor read-only tasks
« Performing queries on database columns
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4.5: Employing pervasive computing

The IBM WebSphere Everyplace Suite Solutions Web siteprovides a set of pervasive computing services.

The IBM WebSphere Everyplace Suite is a comprehensive, integrated software platform for extending the reach
of e-business applications,enterprise data, and Internet content into the realm of pervasive computing.

See the WebSphere Everyplace Suite: Getting Started manualfor information on implementing WebSphere
Everyplace Suite Solutions in WebSphere Application Server.
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http://www.ibm.com/pvc/products/wes/websphere.shtml
http://www.ibm.com/pvc/tech/index.shtml

WebSphere Application Server Samples

200

The Samples gallery offers a set of small generic samples
that show you how to perform common Web application
tasks, provide reusable components and demonstrate handy
techniques.

The gallery also includes the Y ourCo intranet Web site,
which brings many of the small samples together in
common applications.

Onceinstalled on your local machine, the Samples are
located at:

http://1 ocal host/Wssanpl es/i ndex. ht m if

your databaseis DB2
or
http://1 ocal host/Wssanpl esl DB/ i ndex. ht m

if your databaseis InstantDB

Open the above URL in your Web browser, follow the
database configuration instructions, and try the Samples.

The above links will not work if:

o The Samples are not installed on the machine
onwhich you are viewing this documentation
("locahost").

« Your Web server is not running.

« You are viewing this documentation from the IBM
Web site insteadof viewing locally installed
documentation.

If you don't find the Samples on your localhost, confirm
their installation. The Samples are an option in the product
installation. See the install ation documentation for a

varietyof case-specific installation steps.


http://localhost/WSsamples/index.html
http://localhost/WSsamplesIDB/index.html
http://localhost/v355makePDF/advanced/nav_Devguidenav/02.html
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